Configure Informatica for Single Sign-
On

Configuring Informatica for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to Informatica by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure Informatica for SSO by using SAML:

1. Inabrowser, type https://dm-ap.informaticacloud.com/identity-service/home and press
Enter.

2. Type your Informatica admin account credentials (Username and Password) and click Log
In.
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In the dashboard page, click the Administrator tile.
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Click SAML Setup in the left pane.
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In the SAML Setup page, enter the values for the following fields under Identity Provider

Configuration:
Required Description
Information
Issuer* Issuer URL
Single Sign-On Service | IdP logon URL

URL*

Signing Certificate*

Copy and paste the IdP certificate. The IdP certificate must begin and
end with

Note: The IdP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<app id>
/idp metadata.xml
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Configure Single Sign-On ($50) using Security Assertion Markup Language

SAML Attribute Mapping

Use Identity Provider File: Drop file here

[ Discble auto provision of users

Identity Previder Configuration

[J User friendly SAML atiribute names

ssuar”
Single Sign-On Servics URL:™
Single Logout Service URL

Signing Certificate:*

[ Use signing cerfificate for encryptions

Encryption Certificate:

MName ldentifier Fermat:

Logout Service URLISOAP BINDING):

Cheose File...
First Name: firstMome
Lost Nome: lasiMome
Job Title: fitle
Email Addresses: amail
. Emails Delimiter: COMMA hd

Phone Mumber:

telephoneNumber

Time Zone: P
= User Roles
Reles Dalimiter: COMMA -

SAML Role Mopping

Admin: rolel, rola2

um:oasiznamestcSAML:1. 1 nomeid-formetunspecifiec

Business Monager:
Data Integration Task Exacutor:

Dota Viewer:

role3, roled

role5, roleé

role7, role8



https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml

In the SAML Setup page, enter the values for the following fields under SAML Attribute

Mapping:

Required

Information

Description

First Name

firstName

Last Name

lastName

Email Addresses

email

6 SAML Setup

S50 Configuration

Canfigure Single Sign-On (SS0) vsing Security Assarion Markup Languegs

SAML Attribute Mapping

Download Service Provider Metadata

Use Identity Provider File: | Drap fils hers

[ Discble auto provision of vsers

Identity Provider Configuration

|ssuer:®
Single Sign-On Service URL:"
Single Logeut Service URL:

Signing Certificate:*

[ Use signing cerfificate for encryptions

Encryption Certificate:

Name Identifier Format:

Logout Service URLISOAP BINDING}):

Choose Fle.. [ User friendly SAML atiribute names
First Name: firstName
Last Name: lastMome
Job Tirle: fifle
Email Addresses: amail
- Emails Delimiter: COMMA

Phone Number:

telephoneNumber
Time Zone P

User Roles

Roles Delimiter: COMMA

SAML Role Mapping

Admin:

Business Monager:

urnoasisnamestc SAML 1.1 -nomeid-formot-unspecifiee

Data Integration Task Executor:

Dota Viewer

Finally, click Save.
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