Configure YArooms for Single Sign-On

Configuring YArooms for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to YArooms by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above

To configure YArooms for SSO by using SAML:

1. Inabrowser, type https://www.yarooms.com/login and press Enter.

2. Enter your team’s domain and click Continue.

Sign in to your YArooms account
Let's find your YArooms domain

Enter your team's domain

Don't remember the domain?

Find it now
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Continue

3. Type your YArooms admin account credentials (Email and Password) and click Login.

Login to your account

Email

Password oooooooooo|

Remember me for 30 days

Forgot password?
Need help?



https://www.yarooms.com/login

4. In the dashboard page, click Manage > Integrations from the left pane.
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5. In the External Integrations page, scroll down and click Configure SAML under SAML 2.0
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SAML 2.0 Authentication

Enables your YArooms organisation to
use Single Sign On through the
SAML2.0 protocol and authenticate
your users through your Corporate
Identity Provider. Microsoft ADFS is an

example of supported Identity

Provider.
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Login with Google

Allow your users to log in with one
click using their G Suite email address.
You can choose to allow all domain
users or only those that already have a
valid user defined in the Manage ->

Users section.
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6.

In the SAML Integrations page, click the Connection tab and enter the values for the

following fields:
Required Description
Information
Identity Provider Citrix NetScaler
Issuer URL Entity ID
SAML Endpoint IdP logon URL

X.5009 Certificate

Copy and paste the 1dP certificate. The IdP certificate must begin and
end with

Note: The IdP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<app id>
/idp metadata.xml

Name ID Format

emailAddress

SAML integration

Issuer URL

SAML Endpoint

tion
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Application deta

Identity Provider Citrix NetScaler

or Entity ID

X.509 Certificate =~ ----- BEGIN CERTIFICATE----- in PEM Format [?]

Name ID Format emailAddress



https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml

7. Enter the values for the following fields under Attributes Mapping:

IdP Field YArooms Mapping
Name

firstName First Name
lastName Last Name

email Email Address

Attributes Mapping

Map fields to be parsed in the response from the Identity Provider

IDP Field Name

YArooms Mapping

firstName First Name m

astName Last Name m

email Email Address m
- Add field to the list - v

Save Connection Settings

8. C(lick Save Connection Settings.

9. Click the User options tab and enter the values for the following fields:

Required Description

Information

User group Select Administrator from the drop-down list.

SAM L [ nteg ratlo n Search for meetings jo

The first time a user authenticates with his domain credentials, a YArooms user is created to keep track of its activity. The fields below are the
default values for these new users

User group Administrator v

Location Salt Lake v

Save User options Cance

10. Click Save User options.



11. Click the Application details tab.
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Status Connection User options Application details

Application details for configuring the Indentity Provider.

ACS (Consumer) URL https://#ss yarooms.com/account/sa

ACS (Consumer) URL .*

Validator

Relay State https:// W yarooms.com/account/sa

Entity ID https:// m#s yarooms.com/account/sa
Cance

Note: Note down the ACS (Consumer) URL, Relay State, and Entity ID for [dP
configuration.



