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Welcome

September 6, 2025

The deviceTRUST® documentation provides information about the installation, setup and a product
reference for deviceTRUST.

Quick setup

To get startedwith deviceTRUST, choose your Architecture and then take a look at the Getting Started
guide.

More information

• Architecture describes the different deployment scenarios.
• Getting Started provides the essential steps for a successful deviceTRUST installation.
• Download provides links that can be used to download the latest deviceTRUST Software.
• Installation details some important usage scenarios, plus how to install the deviceTRUST Con‑
sole, Agent and Client Extension.

• Templates details the templates which can be used to quickly implement a use case.
• Reporting contains information about analyzing and reporting contextual information of your
users and devices.

• Reference provides a set of reference material describing the more advanced features of de‑
viceTRUST.

• Troubleshooting important steps are described to help troubleshoot the deviceTRUST installa‑
tion and configuration.

• Knowledge Base provides a useful resource for common problems and resolutions.
• Releases contains the release notes detailing new features and bug fixes within the released
deviceTRUST products.

Architecture

July 23, 2025

• Local Scenario
• Remote Scenario
• OS Compatibility
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• Platform Compatibility

Local Scenario

deviceTRUST requires only one main component when installing on local devices, the deviceTRUST
Agent. The deviceTRUST component can be installed and configured within minutes and can be fully
integrated with existing deployment processes and management tools. No additional infrastructure
(e.g. a database or a web server) is required for deviceTRUST to be installed in your environment.

deviceTRUST® Agent

This component needs to be installed on the local device. The Property Reference describes which
properties of the local agent are available within the users’session.

Architecture ‑ MicrosoftWindows local devices

The following diagramdetails the deviceTRUST architecturewhen the agent is installed on aWindows
OS,with deviceTRUSTmaking the user anddevice context information availablewithin the local desk‑
top session. Policy is made available to the deviceTRUST Agent using existing Microsoft Active Direc‑
tory Group Policy Management or file‑based. All operations performed by the deviceTRUST Agent are
written to the MicrosoftWindows Event Log.
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Remote Scenario

deviceTRUST consists of two main components when installing in remote environments, the
deviceTRUST Agent and the deviceTRUST Client Extension. Both deviceTRUST components can
be installed and configured within minutes and can be fully integrated with existing deployment
processes and management tools. No additional infrastructure (e.g. a database or a web server) is
required for deviceTRUST to be installed in your environment.

Solutions are provided by deviceTRUST® for both traditional andmodernOperating Systems (OS). On
a traditional OS such as Microsoft Windows, an extensibility framework is available that enables de‑
viceTRUST to send user and device context within the communication channel between the clients
and the Remote Desktop Services host. deviceTRUST also provides a solution for more modern OS’s,
such as Apple iOS, which offer no extensibility framework.

deviceTRUST Agent

This component needs to be installed on the remoting host that delivers the remote session to the
users. The following technologies are supported by deviceTRUST: AmazonWorkSpaces, Citrix Virtual
AppsandDesktops™ (CVAD),MicrosoftAzureVirtualDesktop (AVD),MicrosoftRemoteDesktopSession
Host (RDSH) or VMware Horizon View.

deviceTRUST Client Extension

This component needs to be installed on the remote device which will be used to connect to the re‑
mote host delivering the published applications and desktops. It is not required to have deviceTRUST
Client Extension installed onto all of your remote devices but recommended to get the full range of
context information about the remote device and its user into the users’virtual session.

In the absence of the deviceTRUST Client Extension on the remote device, deviceTRUST delivers the
LOCAL_* properties into the users’remote session. The Property Reference describes which proper‑
ties of the local agent and remote device are available within the users’session.

Architecture ‑ Windows, macOS, Ubuntu, eLux® RP or IGEL OS device

The following diagram details the deviceTRUST architecture when the remote client is installed on
a Windows, macOS, Ubuntu, eLux RP or IGEL OS device, with deviceTRUST sending the user and de‑
vice context information within the communication channel offered by the remoting protocol. Policy
is made available to the deviceTRUST Agent using existing Microsoft Active Directory Group Policy
Management or file‑based. All operations performed by the deviceTRUST Agent are written to the
MicrosoftWindows Event Log.
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Operating System Compatibility

• Apple iOS and iPadOS
• Apple macOS
• IGEL OS 10 and 11
• IGEL OS 12
• MicrosoftWindows
• Stratodesk NoTouch
• Ubuntu Desktop
• Unicon eLux

Apple iOS and iPadOS

Compatible operating systems (deviceTRUST® Client Extension):

• Apple iOS 13.x and later
• Apple iPadOS 13.x and later

Compatible technologies:

• Citrix Virtual Apps and Desktops™
• Citrix Cloud™
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Note:

iOS 17 support requires deviceTRUST Agent 23.1.200 or later, and deviceTRUST Client Extension
for iOS 23.1.200 or later.

ApplemacOS

Compatible operating systems (deviceTRUST Client Extension):

• Apple macOS 10.15 and later

Compatible technologies:

• Amazon AppStream
• Amazon WorkSpaces (PCoIP) $_{1}$
• Amazon WorkSpaces (WSP) $_{2}$
• Citrix Virtual Apps™ and Desktops
• Citrix Cloud
• Microsoft Remote Desktop Services (via FreeRDP 2)
• VMware Horizon View (Blast)
• VMware Horizon View (PCoIP)
• VMware Horizon View (RDP)

Note:

{1} AmazonWorkSpaces (PCoIP) no longer allows virtual channels to be loaded on ApplemacOS.
This can be worked around by installing Amazon WorkSpaces Client v5.3.0.
{2} Amazon WorkSpaces (WSP) requires that the <code class='language-plaintext
highlighter-rouge'>Configure extensions</code> policy is set
to <code class='language-plaintext highlighter-rouge'>Server

and Client</code> and there are additional software requirements. More informa‑
tion can be found in our <a href='/docs/23-1/kb/general/installation
/enabling_dcv_extensions_on_amazon_worlspaces_wsp/'>Enabling DCV
extensions on Amazon WorkSpaces WSP</a> knowledge base article.

IGEL OS 10 and 11

Compatible technologies (deviceTRUST Client Extension):

• Amazon WorkSpaces (PCoIP) natively integrated in IGEL OS 11.08.200 and later {1}
• Citrix Virtual Apps and Desktops natively integrated in IGEL OS 10.03.500 and later
• Citrix Cloud natively integrated in IGEL OS 10.03.500 and later
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• Microsoft Azure Virtual Desktop (AVD) natively integrated in IGEL OS 11.08.200 and later {1}
• Microsoft Remote Desktop natively integrated in IGEL OS 10.03.500 and later
• VMware Horizon View (Blast) natively integrated in IGEL OS 10.08.230 and later {1}
• VMware Horizon View (PCoIP) natively integrated in IGEL OS 10.08.230 and later {1}
• VMware Horizon View (RDP) natively integrated in IGEL OS 10.08.230 and later {1}

Note:

{1} Compatibility with previous IGELOS releases is available by contacting deviceTRUST Support.

IGEL OS 12

Compatible technologies (deviceTRUST Client Extension):

• Citrix Virtual Apps and Desktops available for IGEL OS 12.01.120 and later {1}
• Citrix Cloud natively integrated available for IGEL OS 12.01.120 and later {1}
• Microsoft Azure Virtual Desktop (AVD) available for IGEL OS 12.01.120 and later {1}
• VMware Horizon View (Blast) available for IGEL OS 12.01.120 and later {1}
• VMware Horizon View (PCoIP) available for IGEL OS 12.01.120 and later {1}
• VMware Horizon View (RDP) available for IGEL OS 12.01.120 and later {1}

Note:

{1} The deviceTRUST Client Extension can be installed from the IGEL App Portal.

MicrosoftWindows

Compatible operating systems (deviceTRUST Agent and Console):

• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 R2 and later

Compatible operating systems (deviceTRUST Client Extension):

• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 R2 and later

Compatible technologies:

• Amazon AppStream
• Amazon WorkSpaces (PCoIP)
• Amazon WorkSpaces (WSP) {1}
• Azure Virtual Desktop
• Azure Active Directory

© 1997–2026 Citrix Systems, Inc. All rights reserved. 9
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• Citrix Virtual Apps and Desktops
• Citrix Cloud
• Microsoft Remote Desktop Services
• Nice DCV Standalone
• Parallels Remote Application Server
• VMware Horizon View (Blast)
• VMware Horizon View (PCoIP)
• VMware Horizon View (RDP)

Note:

{1} Amazon WorkSpaces (WSP) requires that the <code class='language-plaintext
highlighter-rouge'>Configure extensions</code> policy is set to
<code class='language-plaintext highlighter-rouge'>Server and
Client</code> and there are additional software requirements. More information can be
found in our Enabling DCV extensions on Amazon WorkSpaces WSP knowledge base article.

Stratodesk NoTouch

Compatible technologies (deviceTRUST Client Extension):

• Citrix Virtual Apps and Desktops on NoTouch OS 3.4.516 and later
• Citrix Cloud on NoTouch OS 3.4.516 and later
• Microsoft Remote Desktop on NoTouch OS 3.4.516 and later
• VMware Horizon View (Blast) on NoTouch OS 3.4.516 and later
• VMware Horizon View (PCoIP) on NoTouch OS 3.4.516 and later
• VMware Horizon View (RDP) on NoTouch OS 3.4.516 and later

Ubuntu Desktop

Compatible operating systems (deviceTRUST Client Extension):

• Ubuntu Desktop 18.04 LTS and later

Compatible technologies:

• Amazon WorkSpaces (PCoIP)
• Citrix Virtual Apps and Desktops
• Citrix Cloud
• Microsoft Remote Desktop Services (via FreeRDP 2)
• VMware Horizon View (Blast)
• VMware Horizon View (PCoIP)
• VMware Horizon View (RDP)

© 1997–2026 Citrix Systems, Inc. All rights reserved. 10
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Unicon™ eLux

Compatible technologies (deviceTRUST Client Extension):

• Citrix Virtual Apps and Desktops natively integrated in eLux® RP 6
• Citrix Cloud natively integrated in eLux RP 6
• Microsoft Remote Desktop natively integrated in eLux RP 6

Platform Compatibility

• Amazon Web Services
• Citrix Systems
• Microsoft
• Parallels
• VMware

AmazonWeb Services

Compatible technologies:

• Amazon WorkSpaces (PCoIP)
• Amazon WorkSpaces (WSP) {2 & 3}
• Amazon AppStream {2}
• Nice DCV Standalone {2}

Compatible operating systems:

• Apple macOS 10.15 and later
• IGEL OS 11.08.200 and later versions of IGEL OS 11 {1}
• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 R2 and later
• Ubuntu Desktop 18.04 LTS

Note:

{1} Compatibility with previous IGEL OS releases is available by contacting deviceTRUST®
Support. Compatibility with IGEL OS 12 is not yet available.
{2} Amazon WorkSpaces (WSP), Amazon AppStream and Nice DCV Standalone currently require
MicrosoftWindows or Apple macOS clients.
{3} Amazon WorkSpaces (WSP) requires that the Configure extensions policy is set to
Server and Client and there are additional software requirements. More information can
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be found in our Enabling DCV extensions on Amazon WorkSpaces WSP

Citrix Systems

Compatible technologies:

• Citrix Virtual Apps and Desktops™ {1}
• Citrix Cloud™ {1}

Compatible operating systems:

• Apple iOS 13.x and later
• Apple iPadOS 13.x and later
• Apple macOS 10.15 and later
• IGEL OS 10.03.500 and later
• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 R2 and later
• Stratodesk NoTouch OS 3.4.516 and later
• Ubuntu Desktop 18.04 LTS and later
• Unicon™ eLux RP 6

Note:

{1} Compatibility with HTML5 delivered apps and desktops is not yet available.

Microsoft

Compatible technologies:

• Microsoft Remote Desktop Services
• Azure Virtual Desktop {1}
• Azure Active Directory {2}

Compatible operating systems:

• Apple iOS 13.x and later
• Apple iPadOS 13.x and later
• Apple macOS 10.15 and later (via FreeRDP 2)
• IGEL OS 11.08.200 or later {3}
• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 and later
• Ubuntu Desktop 18.04 LTS and later (via FreeRDP 2)

© 1997–2026 Citrix Systems, Inc. All rights reserved. 12
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Note:

{1} Compatibility with Azure Virtual Desktop is available onMicrosoftWindows and IGEL OS only.
{2} Compatibility with Azure Active Directory provided by deviceTRUST Agent on Microsoft Win‑
dows only.
{3} Compatibility with previous IGELOS releases is available by contacting deviceTRUST Support.
Compatibility with IGEL OS 12 is currently limited to Azure Virtual Desktop.

Parallels

Compatible technologies:

• Parallels Remote Application Server

Compatible operating systems:

• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 R2 and later

VMware

Compatible technologis:

• VMware Horizon View (Blast)
• VMware Horizon View (PCoIP)
• VMware Horizon View (RDP)

Compatible operating systems:

• Apple iOS 13.x and later
• Apple iPadOS 13.x and later
• Apple macOS 10.15 and later
• IGEL OS 10.08.230 or later {1}
• MicrosoftWindows 10 and later
• MicrosoftWindows Server 2012 R2 and later
• Stratodesk NoTouch OS 3.4.516 and later
• Ubuntu Desktop 18.04 LTS and later

Note:

{1} Compatibility with previous IGELOS releases is available by contacting deviceTRUST Support.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 13
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Getting Started

deviceTRUST® requires some simple but essential configuration steps to be performed to enable de‑
viceTRUST functionality for your remoting environments or for your local devices.

Scenario: Remote

In remote scenarios, deviceTRUST transports the context information from the users remote device
into the virtual session where the configuration is enforced. Please visit Getting Started for Remote
Devices to begin the guide.

Scenario: Local

In local scenarios, deviceTRUST collects context information and executes actions locally. Please visit
Getting Started for Local Devices to begin the guide.

Getting Started for Local

deviceTRUST® requires some simple but essential configuration steps to be performed to enable de‑
viceTRUST functionality for your local devices. We will guide you step‑by‑step through simple de‑
viceTRUST installation and configuration steps to enable deviceTRUST with an unauthorized USB dri‑
ves use case for your local devices.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 14
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We will perform the following steps:

• Step 1: Download the deviceTRUST setup binaries
• Step 2: Install the deviceTRUST Agent
• Step 3: Install the deviceTRUST Console
• Step 4: Enter your deviceTRUST License
• Step 5: Enable the Unauthorized USB Drive use case
• Step 6: Test the Unauthorized USB Device use case

Step 1: Download the deviceTRUST setup binaries

The latest deviceTRUST software can be found on our Download page and your personalized license
can be found within your product license certificate.

Step 2: Install the deviceTRUST Agent

Start the installation of the deviceTRUST Agent on your local device. Follow the steps in the section
Installing the Agent to complete the installation.

Step 3: Install the deviceTRUST Console

To configure and to apply contextual security policies to the deviceTRUST Agent you need to use the
deviceTRUST Console. The deviceTRUST Console supports various ways to provide the contextual
security policies to the deviceTRUST Agent. Those options are using the Local Policy Editor, a Group
Policy Object (GPO) or file‑based.

Within theGettingStartedGuide, for simplicity,weuse theLocal Policy Editor toquickly andefficiently
create, edit, anduse contextual security policies. Follow the steps in the section Installing theConsole
to complete the installation.

ThedeviceTRUSTConsole includesanodewithin theLocalPolicyEditorCOMPUTER CONFIGURATION
\DEVICETRUST CONSOLE which can be used to model the context of a user, and then act on
changes to that context by triggering custom actions within your environment.
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Step 4: Enter your deviceTRUST License

To add the license into the deviceTRUST contextual security policy open the Local Policy Editor and
navigate to DEVICETRUST CONSOLE and click on the UNLICENSED link on the homepage.

Enter your deviceTRUST license and make sure it is valid. Close the license editor with OK and click
on SAVE TO LOCAL COMPUTER POLICY in the top right toolbar.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 16
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deviceTRUST is now enabled andwill work for all users except local administrators connecting to that
remoting or DaaS host system with deviceTRUST Agent installed. To check if you have added a valid
deviceTRUST license, open theWindows Event Log and navigate to APPLICATION AND SERVICE
LOGS\DEVICETRUST\ADMIN and check for the existence of event ID 11 which states that your

deviceTRUST license is valid.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 17
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Step 5: Enable the Unauthorized USB Drive use case

We will use the deviceTRUST Console to create a contextual security policy that makes access to the
session dependent on whether the USB device being used has been authorized. The deviceTRUST
Console includes a set of use cases which can be used to quickly implement a use case. Launch the
deviceTRUST Console and navigate to LOCAL USE CASES on the homepage.

Select the UNAUTHORIZED USB DEVICE use case and add authorized USB devices on the
GENERAL tab into the list of authorized USB devices.

Click on the ASSIGNMENT configuration tab and add USERS and / or SECURITY GROUPS to apply

© 1997–2026 Citrix Systems, Inc. All rights reserved. 18
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the use case for.

Click on the ENFORCEMENT configuration tab and select DENY ACCESS.

Click on SAVE TO LOCAL COMPUTER POLICY in the top right toolbar to save the unauthorized
USB device use case to the local computer policy.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 19
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Step 6: Test the Unauthorized USB Device use case

Sign inwith a non‑administrative user account to the local device and then plug in an authorized USB
device at runtime. The authorizedUSBdevice is displayed inWindows Explorer and can be used. Now
plug in an unauthorized USB device in addition or exclusively to see how deviceTRUST can easily and
dynamically control access to the session depending on the USB device in use.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 20
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Next steps

You have now successfully implemented your first use case with deviceTRUST for your local devices.
Feel free tocheckoutouradditionalusecasesprovidedon thedeviceTRUSTConsolehomepageunder
LOCAL USE CASES. In addition, the deviceTRUST Console gives you access to manymore configu‑
ration Templates for a wide variety of use cases.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 21



deviceTRUST 23.1

Troubleshooting

If your deviceTRUST installation or configuration does not work as expected, you can use the Trou‑
bleshooting guide to start troubleshooting.

Getting Started for Remote

deviceTRUST® requires some simple but essential configuration steps to be performed to enable de‑
viceTRUST functionality for your remote environments. We will guide you step‑by‑step through sim‑
ple deviceTRUST installation and configuration steps to enable deviceTRUSTwith a compliance check
use case within your remote environment.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 22
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We will perform the following steps:

• Step 1: Download the deviceTRUST setup binaries
• Step 2: Install the deviceTRUST Agent
• Step 3: Install the deviceTRUST Console
• Step 4: Enter your deviceTRUST License
• Step 5: Install the deviceTRUST Client Extension on a MicrosoftWindows device
• Step 6: Enable the Compliance Check use case
• Step 7: Check that access is denied when the deviceTRUST Client Extension is not installed
• Step 8: Test the Compliance Check use case from a MicrosoftWindows device

Step 1: Download the deviceTRUST setup binaries

The latest deviceTRUST software can be found on our Download page and your personalized license
can be found within your product license certificate.

Step 2: Install the deviceTRUST Agent

Start the installation of the deviceTRUST Agent on your remoting or DaaS host system, which can be
Amazon WorkSpaces, Citrix Virtual Apps and Desktops (CVAD), Microsoft Azure Virtual Desktop (AVD),
Microsoft Remote Desktop Session Host (RDSH) or VMware Horizon View. Follow the steps in the sec‑
tion Installing the Agent to complete the installation.
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Step 3: Install the deviceTRUST Console

To configure and to apply contextual security policies to the deviceTRUST Agent you need to use the
deviceTRUST Console. The deviceTRUST Console supports various ways to provide the contextual
security policies to the deviceTRUST Agent. Those options are using the Local Policy Editor, a Group
Policy Object (GPO) or file‑based.

Within theGettingStartedGuide, for simplicity,weuse theLocal Policy Editor toquickly andefficiently
create, edit, anduse contextual security policies. Follow the steps in the section Installing theConsole
to complete the installation.

ThedeviceTRUSTConsole includesanodewithin theLocalPolicyEditorCOMPUTER CONFIGURATION
\DEVICETRUST CONSOLE which can be used to model the context of a user, and then act on
changes to that context by triggering custom actions within your environment.

Step 4: Enter your deviceTRUST License

To add the license into the deviceTRUST contextual security policy open the Local Policy Editor and
navigate to DEVICETRUST CONSOLE and click on the UNLICENSED link on the homepage.
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Enter your deviceTRUST license and make sure it is valid. Close the license editor with OK and click
on SAVE TO LOCAL COMPUTER POLICY in the top right toolbar.

deviceTRUST is now enabled andwill work for all users except local administrators connecting to that
remoting or DaaS host system with deviceTRUST Agent installed. To check if you have added a valid
deviceTRUST license, open theWindows Event Log and navigate to APPLICATION AND SERVICE
LOGS\DEVICETRUST\ADMIN and check for the existence of event ID 11 which states that your

deviceTRUST license is valid.
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Step 5: Install the deviceTRUST Client Extension on a MicrosoftWindows device

Within the Getting Started Guide, for simplicity, we will only install the deviceTRUST Client Extension
on a Microsoft Windows device. Other device operating systems are also supported and an overview
of how to install the deviceTRUST Client Extension on the particular operating system can be found
on the Installation Client Extension page. Now follow the steps in the section Installing the Client
Extension on MicrosoftWindows device to complete the installation.

Step 6: Enable the Compliance Check use case

We will use the deviceTRUST Console to create a contextual security policy which controls access to
the session depending upon the compliance state of the remote device. The deviceTRUST Console in‑
cludes a set of use caseswhich canbe used to quickly implement a use case. Launch the deviceTRUST
Console and navigate to REMOTE USE CASES on the homepage.
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Select the COMPLIANCE CHECK use case, select on the GENERAL tab all options to be included in
the compliance check.

New configuration tabs will become visible.
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Click on the COUNTRY configuration tab and add all authorized countries using ISO 3166‑1 Alpha‑2
code.

Click on theSECURITY configuration tab and enable theREQUIRE WINDOWS REMOTE DEVICES
TO HAVE AN ACTIVE AND UP TO DATE ANTIVIRUS PRODUCT and REQUIRE WINDOWS
AND MACOS REMOTE DEVICES TO HAVE AN ACTIVE FIREWALL PRODUCT options.
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Click on the UPDATES configuration tab and enable the REQUIRE WINDOWS REMOTE DEVICES
TO BE UPDATED WITHIN THE LAST 7 DAYS and REQUIRE MACOS REMOTE DEVICES

TO BE UPDATED WITHIN THE LAST 7 DAYS options.

Clickon theWI-FI configuration tabandenable theWPA3 ENTERPRISE,WPA3 PERSONAL,WPA2
ENTERPRISE and WPA2 PERSONAL options.
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Click on the ASSIGNMENT configuration tab and add USERS and / or SECURITY GROUPS to apply
the use case for.

Click on the ENFORCEMENT configuration tab and select DENY ACCESS.
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Click on SAVE TO LOCAL COMPUTER POLICY in the top right toolbar to save the complianc
check use case to the local computer policy.

Step 7: Check that access is denied when the deviceTRUST Client Extension is not
installed

From a device without the deviceTRUST Client Extension installed, connect to your remoting or DaaS
host system. Because the remote device does not have an active deviceTRUST Client Extension, the
access will be denied with the following message:
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Step 8: Test the Compliance Check use case from aMicrosoftWindows device

From a Microsoft Windows device with the deviceTRUST Client Extension installed, connect to your
remoting or DaaS host system. Toggle the state of the Windows Defender Firewall to see how de‑
viceTRUST can simply and dynamically control access to the session depending on the firewall state
of the remote device.
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Next steps

You have now successfully implemented your first use case with deviceTRUST for your remoting and
DaaS environment. Feel free to check out our additional use cases provided on the deviceTRUST Con‑
sole homepage underREMOTE USE CASES. In addition, the deviceTRUSTConsole gives you access
to manymore configuration Templates for a wide variety of use cases.
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Troubleshooting

If your deviceTRUST installation or configuration does not work as expected, you can use the Trou‑
bleshooting guide to start troubleshooting.

Download deviceTRUST 23.1 for Windows

The latest deviceTRUST 23.1 binaries, including the deviceTRUST Agent, Console andClient Extension
can be downloaded from the link below:

Version 23.1.410

Release Date 21st October 2024

URL https://storage.devicetrust.com/download/dev
iceTRUST‑23.1.410.zip

SHA256 Hash 04F5F434178FBE97D25F965A5F29239FF4EB117F04A5140C9D8F7F07F45E47C0

Previous releases of these components can be downloaded download.

Download deviceTRUST® Client Extensions

The latest client extensions forMicrosoftWindows, ApplemacOSandUbuntu canbedownloadby end
users from thedeviceTRUST Client Extension Download page.

The latest client extensions for IGEL OS and Unicon™ eLux are built into the respective products.

The latest Stratodesk NoTouch OS client extension can be found below:

Version 23.1.100

Release Date 19th May 2023

NoTouch Citrix URL https://storage.devicetrust.com/client/dtclient‑
notouch‑amd64‑release‑
23.1.100.0/libdtclient%5Fica.so

NoTouch Citrix SHA256 B5AF15C3338646A62EA4090AEB41C2DD2609B7B9228085C6B0DF7B90567A3C62

NoTouch RDP URL https://storage.devicetrust.com/client/dtclient‑
notouch‑amd64‑release‑
23.1.100.0/libdtclient%5Frdp.so

NoTouch RDP SHA256 1E4F5DF9ABBA115BF9E0FD62A7EDA54C46C8C47ABE9EC12B737B4BA3CE40801D
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NoTouch VMware URL https://storage.devicetrust.com/client/dtclient‑
notouch‑amd64‑release‑
23.1.100.0/libdtclient%5Fvmware.so

NoTouch VMware SHA256 27B80D37F28DC90727560527FD04BDA56F33C919EEE17C9E860D593D04707E34

Note:

1 deviceTRUST may change these urls in the future. To ensure you
don't experience any downtime you should copy these files and
host them within your own environment.

Software components

After downloading the deviceTRUST software, you will find the following components:

Component Description

DTAGENT‑X64‑RELEASE‑x.x.x.x.MSI The deviceTRUST Agent installer.

DTCLIENT‑EXTENSION‑RELEASE‑x.x.x.x.EXE The deviceTRUST Client Extension installer.

DTCONSOLE‑X64‑RELEASE‑x.x.x.x.MSI The deviceTRUST Console installer.

DTPOLICYDEFINITIONS‑x.x.x.x.ZIP The deviceTRUST ADMX policy definitions for
configuring legacy options in the software from
Microsoft Active Directory Group Policy (GPO).

Note:

1 deviceTRUST Agent, Console and Client Extension components
require administrative privileges for the installation.

Installation

TABLE OF CONTENTS

• Agent
• Console
• Client Extension
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Installing the deviceTRUST® Agent

The deviceTRUST Agent requires a user account with local administrative privileges to install the de‑
viceTRUST Agent on the target system. The installation can be performed by following the steps of
the deviceTRUST Agent installer.
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Note:

Installation path: %PROGRAMFILES%\DEVICETRUST\AGENT

If the installation of the deviceTRUST Agent has finished successfully, a reboot is required to en‑
able deviceTRUST to get system notifications to act on.

If the Remote Desktop Services server role is added after installing the deviceTRUST Agent, the
deviceTRUST Agent will need to be reinstalled.

The deviceTRUST Agent will not function until a valid license is applied.

Citrix Virtual Channel Security

When using Citrix Virtual Apps and Desktops, youmay need to edit theVirtual channel allow
list policy to allow the deviceTRUST Agent to open a virtual channel to the deviceTRUST Client.
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More details can be found on the Knowledge Base.

Unattended Installation

The deviceTRUST Agent can be installed unattended from the command line interfacewith the follow‑
ing options:

Component Commandline

dtagent‑x64‑release‑x.x.x.x.msi The deviceTRUST Agent installer file can be
customized by common MicrosoftWindows
Installer parameters. An unattended installation
can be achieved with the following parameters
MSIEXEC.EXE /I DTAGENT-X64-
RELEASE-X.X.X.X.MSI /PASSIVE /
FORCERESTARTInstalling the deviceTRUST® Console

The deviceTRUST Console requires a user account with local administrative privileges to install the
deviceTRUST Console on the targeting system. The installation can be performed by following the
steps of the deviceTRUST Console installer.
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Note

Installation path: %PROGRAMFILES%\DEVICETRUST\CONSOLE

Unattended Installation

The deviceTRUST Console can be installed unattended from the command line interface with the fol‑
lowing options:

Component Commandline

dtconsole‑x64‑release‑x.x.x.x.msi The deviceTRUST Console installer file can be
customized by common MicrosoftWindows
Installer parameters. An unattended installation
can be achieved with the following parameters
MSIEXEC.EXE /I DTCONSOLE-X64-
RELEASE-X.X.X.X.MSI /PASSIVE

Installing the deviceTRUST® Client Extension

TABLE OF CONTENTS

• MicrosoftWindows
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• Apple macOS
• Apple iOS and iPadOS
• Ubuntu
• IGEL OS
• Stratodesk NoTouch OS
• Unicon eLux RP6

Templates

The deviceTRUST® Console includes a set of templates which can be used to quickly implement a use
case. Launch the deviceTRUST Console and select SHARING in the top right of the navigation bar,
then choose IMPORT TEMPLATE.

The deviceTRUST use cases are summarized in the following categories for each target platform. Use
the filter to select the desired target platform.
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Table of Contents

• Local ‑ Local Templates
• Remote ‑ Remote Templates
• SaaS ‑ SaaS Templates

Local Templates

The deviceTRUST® use cases for local devices are summarized within the following categories.
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Table of Contents

• BuildingBlocks ‑ Individual contexts andactions that canbeusedasbuildingblockswithin your
configuration.

• Compliant Application Access ‑ Controls access to applications within the session.
• Dynamic Policy ‑ Applies a dynamic policy within the session.
• Geolocation ‑ Validates and controls access based on geolocation information of the local de‑
vice.

• Location Aware Printing ‑ Maps network printers and defines a default printer based on the de‑
vice placement within a building.

• Status Report ‑ Reports the status of the local device to various destinations.
• Time‑based Access ‑ Controls access to the session or applications when accessed outside of
working hours.

• Unauthorized USB Device ‑ Denies access to the session when an unauthorized USB device is
plugged in.

Remote Templates

The deviceTRUST® use cases for remoting and DaaS are summarized within the following cate‑
gories.
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Table of Contents

• BuildingBlocks ‑ Individual contexts andactions that canbeusedasbuildingblockswithin your
configuration.

• BYOD (Bring YourOwnDevice) ‑ Controls access to the session or applicationswhen compliance
requirements for BYOD users are not satisfied.

• ComplianceCheck ‑Displayamessageordenies access to the sessionwhencompliance require‑
ments on a remote device are not satisfied.

• Compliant Application Access ‑ Controls access to applications within the session.
• Compliant Backend Access ‑ Display amessage or denies access to backend servers when com‑
pliance requirements are not satisfied.

• Dynamic Policy ‑ Applies a dynamic policy within the session.
• External Partners ‑ Controls access to the session and applications when compliance require‑
ments for external partners are not satisfied.

• Geolocation ‑ Validates and controls access based on geolocation information of the local de‑
vice.

• License Compliance ‑ Controls access to applications within the session if the remote device is
not licensed.

• Location Aware Printing ‑ Maps network printers and defines a default printer based on the de‑
vice placement within a building.

• Process Monitoring ‑ Controls access to applications or the session based on running processes
on the remote device.
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• Silo Optimization ‑ Reduces the number of silos by controlling application access for remote
devices within a single silo.

• Status Report ‑ Reports the status of the local device to various destinations.
• Time‑based Access ‑ Controls access to the session or applications when accessed outside of
working hours.

• Unauthorized USB Device ‑ Denies access to the session when an unauthorized USB device is
plugged in.

• Work From Home ‑ Validates and controls access based on the remote device for home office
users.

SaaS Templates

The deviceTRUST® use cases for SaaS connected devices are summarized within the following cate‑
gories.

Table of Contents

• Compliance Check ‑ Display amessage or deny access to the session when compliance require‑
ments on a remote device are not satisfied.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 46

https://docs.citrix.com/en-us/device-trust/23-1/templates/remote/silo_optimization/
https://docs.citrix.com/en-us/device-trust/23-1/templates/local/status_report/
https://docs.citrix.com/en-us/device-trust/23-1/templates/local/time_based_access/
https://docs.citrix.com/en-us/device-trust/23-1/templates/local/unauthorized_usb_device/
https://docs.citrix.com/en-us/device-trust/23-1/templates/remote/work_from_home/
https://docs.citrix.com/en-us/device-trust/23-1/templates/saas/compliance_check/


deviceTRUST 23.1

Compliance Check

Sets Microsoft Entra ID properties based on the compliance requirements of a local device.

TABLE OF CONTENTS

• Country ‑ Sets Microsoft Entra ID properties based on the country of the local device.
• Operating System Update State ‑ Sets Microsoft Entra ID properties based on the operating sys‑
tem update state of the local device.

• Remote Controlled ‑ Sets Microsoft Entra ID properties based on if the local device is remote
controlled.

• Security State ‑ Sets Microsoft Entra ID properties based on the security state of the local device.
• Threat Detection ‑ Sets Microsoft Entra ID properties based on if a threat is detected or the local
device has not been scanned recently.

• User Privileges ‑ Sets Microsoft Entra ID properties based on the privileges of the user logged
into the local device.

• Wi‑Fi Security Mode ‑ Sets Microsoft Entra ID properties based on theWi‑Fi securitymode of the
local device.
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Reporting

Table of Contents

• Splunk Dashboards
• ELK Stack Dashboards

Splunk Dashboards

deviceTRUST® includes a Splunk app to easily create a Splunk dashboard to monitor the contextual
status of your remoting and DaaS environment.

The License Compliance Templates can be used with the Splunk app to monitor or enforce Device‑
Based Licensing requirements for one or more applications:

The Splunk Status Report Template can be used to monitor the status of your remoting and DaaS
environment:

The following steps will be performed:
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Step 1: Creating the Splunk Index

Splunk collects data in indexes which holds the log data and make it searchable. There are different
methods for workingwith indexes. Data can, for example, flow into one common index. Alternatively,
multiple indexes can be created, one for each use case or scenario.

The deviceTRUST reports use one common index devicetrust for storing the data. The separa‑
tion for the different uses cases is done by applying sourcetypes devicebasedlicensing and
statusreport.

Our deviceTRUST reports are built on the described combination of index and sourcetypes. If your
implementation differs, the reports will have to be adjusted accordingly. Make sure to let us know,
we’ll happily assist.

You can either create the index devicetrust manually or by importing our prepared app
dt_index.

Step 1.1: Manually creating the Splunk Index

Implementing the index manually does not require any special configuration.

• Open your Splunk management GUI

• Navigate to Settings\Indexes and click New Index.
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• Set the name to devicetrust and all other options are optional.

• Click Save and the index will be created.
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Step 1.2: Creating the Splunk Index by installing the app

To create the index from the app, please refer to Step 3.2: Installing the Splunk app within this
guide. The app dt_index does not contain any elements besides the index definition for the index
devicetrust.

Step 2: Creating the Splunk Data Inputs

Data is sent to the Splunk server by using RESTAPI calls. Splunk needs to be configured to accept http‑
based inputs. An authentication token is generated, that will be added to the deviceTRUST Console
configuration later.

• Open your splunk management GUI and navigate to Settings\Data Inputs.

• Select HTTP Event Collector

• Click ‘New Token

• Set a name of your choice.
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• All other settings are optional.

Input settings does, for example, allow to restrict access for this data input to certain indexes.
Any of these settingsmay be relevant for your environment. The function of the deviceTRUST reports
will not be affected by setting them.
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• Review the Settings.

• Click Submit.

• The created token is shown.

• The created token is also be displayed in the token overview page.

Additionally, the http input method has to be configured. In the most basic configuration, we make
sure SSL is not active and all tokens are enabled.

These settings may differ in your environment. The function of the deviceTRUST reports will not be
affected by setting them accordingly.
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• Open your splunk management GUI and navigate to Settings\Data Inputs\HTTP
Data Collector.

• Click Global Settings

• Set All Tokens to Enabled.

• Set Enable SSL to Off.

Step 3: Importing the Splunk app

Step 3.1: Downloading the Splunk app

The deviceTRUST reports are delivered as Splunk apps. The apps is available from the deviceTRUST
GitHub repository.

• Navigate to the repository and find the Splunk apps.
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• The apps are provided as “spl”files which should be downloaded.

• Alternatively the “spl”files can be synchronized via the GIT command line.
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• With the apps available locally, they can be imported into Splunk.

Step 3.2: Installing the Splunk app

All three deviceTRUST apps are installed the same way. Thus, the app installation is described by
using one example.

• Open your Splunk management console.

• Click Manage Apps in the apps menu.

• Click Install app from file.

• Click Choose File.
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• Select your app file.

• Confirming your selection.

• Optionally select to upgrade apps, if applicable.

• Click Upload.

• Splunk will ask to restart the service. This is only required after importing the last app.

• Choose Restart Now or Restart Later accordingly.
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• The menu Apps\Manage Apps displays all apps that are installed in your Splunk environ‑
ment.

Step 4: Configuring deviceTRUST

After the the index has been created, the data input object added and all apps have been imported,
Splunk is ready to accept, store and compute data for the deviceTRUST reports.

As both reportsDevice-Based Licensing andStatus Reportdiffer in their details, both are
described here separately.

Step 4.1: The Device‑Based Licensing Report

This step describes the configuration to be added to the deviceTRUST Console to send Device-
Based Licensing data to Splunk.

The integrated templates contain all elements that are required to fully configure the agent for the
Device‑Based Licensing of five example applications. These five example applications can be easily
edited for your own applications, or cloned to represent newapplications. The elements are contexts,
actions, messages and settings.

• Open the deviceTRUST Console.

• Click Sharing in the top right menu. You may need to click Show Advanced View if this
button is not visible.

• Select Import Template
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• The report Device-Based Licensing can be found within the template category
License Compliancewhen Remoting is selected.

• The category contains templates for different example applications. We use Adobe Acrobat
DC as an example here.
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Two contexts are included within the template:

• Adobe Acrobat DC Licensed Status to evaluate the device license status.

• Adobe Acrobat DC User to define if the accessing user is licensed to use the software.
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Three actions are included within the template:

• Adobe Acrobat DC Licensed Device - Conditional Application Access
- FSLogix App Masking is used for application control via FSLogix App Masking

and can be ignored or deleted for the reporting use case.

• Adobe Acrobat DC Licensed Device - Conditional Application Access
- Microsoft AppLocker is used for application control via Microsoft AppLocker

and can be ignored or deleted for the reporting use case.

• Adobe Acrobat DC Licensed Device - Conditional Application Access
- Reporting the only action required for reporting.

• The action contains uses the Web Request task to send data to Splunk. The Audit Event,
Custom Process and also the Web Request tasks for ELK Stack and Graylog can be
deleted, as we are configuring Splunk here.
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• The Splunk Web Request task needs to be edited to suit your environment. If you do
not require SSL transport, you’ll only have to configure your server’s fqdn and the
authorization token (http data input). Make sure to leave the keyword splunk and
only add/change your authorization token’s GUID.

The use case has successfully been configured. deviceTRUST will now send Device-Based
Licensing data on every access to the Splunk server. The data will be presented using

dashboards.

Step 4.2: The Status Report

This stepdescribes the configuration, that is to be added to thedeviceTRUST console to sendStatus
Report data to splunk.

Our integrated templates contain all elements that are required to fully configure the agent for the
Device‑Based Licensing of five example applications. The elements are contexts, actions, messages
and settings.

• Open the deviceTRUST console and click Sharing in the top right menu.

• Select Import Template
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• TheStatus Report template can be foundwithin the template categoryStatus Report
when Remoting is selected.

• This category contains templates for several ways of storing data. Choose Splunk.
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• The imported template consists of 50 contexts and one action.

• The Action Status Report – Splunk collects all relevant data and sends them over to
Splunk.
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• Sending data to Splunk is configured by using a Web Request task.

TheWebRequest taskneeds tobeedited to suit your environment. If youdonot require SSL transport,
you’ll only have to configure your server’s fqdn and the authorization token (http data
input). Make sure to leave the keyword splunk and only change your authorization token’s GUID.
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The use case has successfully been configured. deviceTRUST will now send Status Report data
on every access to the remoting platform to the splunk server. There, the datawill be presented using
dashboards.

ELK Stack Dashboards

deviceTRUST® includes components for an ELK Stack to easily create a dashboard tomonitor the con‑
textual status of your remoting and DaaS environment.

The License Compliance Templates can be used with your ELK Stack to monitor or enforce Device‑
Based Licensing requirements for one or more applications:
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The ELK Stack Status Report Template can be used to monitor the status of your remoting and DaaS
environment:

Step 1: Components

The deviceTRUST dashboards for ELK Stack consist of several components. All elements that need to
be imported on the ELK Stack side can be found on GitHub. The configuration for the deviceTRUST
Agent is available as a template within the deviceTRUST Console.

Step 1.1: Components ‑ GitHub

All required components for ELK Stack can be found on our GitHub repository.
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Note:

Saved objects for ELK are not backward compatible. Please use only versions matching or older
than your system.

• Select the version number matching your ELK Stack system and download the files. You can of
course also clone the whole repository if you like.

Every version folder contains folders for each use case. Each of these use case folders contains
the relevant stored object andmapping files.

Each use case folder contains the following files:

• elkstack-<use case>-mappings.txt contains data definitions for the data being sent
to ELK Stack index mapping.

• elkstack-<use case>-saved-objects.ndjson containsall objects that are required
to store, search and visualize data, such as indexes, scripted fields, dashboards and searches.
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Step 1.2: Components ‑ Templates

deviceTRUSTmust be configured to send the required data for each use case. Templates for both use
cases are included in the deviceTRUST Console.
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Step 2: The Device‑Based Licensing Report

This part of the guide relates to Device-Based Licensing. It lists all steps that are required to
configure the ELK Stack, and also how to configure the deviceTRUST Agent.

Step 2.1: Add Index Template to ELK Stack

The first step is to create anIndex Template. Index Templates describe the data that is being sent
to an index. They make sure that every date is treated according to its type.

• Within the ELK Stackmanagement console, navigate toMenu\Stack Management\Index
Management\Index Templates.

• Click Create Template.

• Set Name to dt_devicebasedlicensing.

• Set Index Patterns to dt_devicebasedlicensing*.

• Skip all options until Mappings.

• Select Load Json to import the file elkstack-device-based-licensing-
mappings.txt that was downloaded in Step 1.1.
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• Proceed with Load and overwrite.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 73



deviceTRUST 23.1

The importedmappings are displayed. Please review them carefully.

• SessionDate needs to be recognized as type Date for the report to function properly.
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• Skip all options until Review Template.

• Generate the template with Create Template.
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You’ll be given an overview of the created template. A blue marked M in the Content section indi‑
cates that mappings are available.

Step 2.2: Import Saved Objects to ELK Stack

All other parts of the report are to be imported as Saved Objects. The Saved Objects consist of
Index Patterns with Scripted Fields, Visualizations and Dashboards.

• Navigate to Menu\Stack Management\Saved Objects in your ELK Stack management
console.

• Click Import.
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• Select the file elkstack-device-based-licensing-saved-objects.ndjson.

• CheckCreate new objects with random IDs tomake sure no existing objects are al‑
tered.

After importing, an overview of the imported objects will be displayed.
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Step 2.3: Configuring deviceTRUST

After the Index Mapping has been created and the Saved Objects are included, the ELK Stack is pre‑
pared for storing, sorting, and displaying your data.

The final step is to create the deviceTRUST configuration that will make sure all the required data is
provided.

• Open the deviceTRUST Console.

• Click Sharing in the top right menu. You may need to click Show Advanced View if this
button is not visible.
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• Select Import Template.

• For Device-Based Licensing, the template category License Compliance is used.

This category contains templates for several softwareproducts. This exampleusesAcrobat DC, but
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can easily be customised for other applications.

Two contexts are included:

• Adobe Acrobat DC Licensed Status to evaluate the device’s license status.
• Adobe Acrobar DC User to define if the accessing user shall or shall not be using the soft‑
ware.
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Three actions are included:

• Adobe Acrobat DC Licensed Device - Conditional Application Access
- FSLogix App Masking is used for controlling access to the software using FSLogix

App Masking. This action can be ignored or removed for now.

• Adobe Acrobat DC Licensed Device - Conditional Application Access
- Microsoft AppLocker is used for controlling access to the software using Microsoft

Applocker. This action can be ignored or removed for now.

• Adobe Acrobat DC Licensed Device - Conditional Application Access
- Reporting is the only action required for reporting.

• The action contains multiple ways to store the data. Sending data to ELK Stack is configured
by using a Web Request task. The Audit Event, Custom Process, as well as the Web
Request Tasks for Splunk and Graylog can be deleted, as we are looking at ELK Stack here.
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• The Web Request task must be edited to suit your environment. If you use a basic setup with‑
out SSL or authorization, adding your server’s fqdn is the only required configuration
change.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 82



deviceTRUST 23.1

After the index templatehasbeencreated, the savedobjects are importedand theagent‑sidehasbeen
configured, the use case Device-Based Licensing has been implemented successfully.

deviceTRUST now sends status data about the application usage and the required hardware infor‑
mation to ELK Stack on every access to the remoting system. The data is presented in the created
dashboards.
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Step 3: The Status Report

This part of the guide relates to the Status Report. It lists all steps that are required to configure
the use case on the agent‑side, as well as on the ELK Stack side.

Step 3.1: Add Index Template to ELK Stack

The first step is to create anIndex Template. Index Templates describe the data that is being sent
to an index. They make sure, that every date is treated according to its type.

• Within the ELK Stackmanagement console, navigate toMenu\Stack Management\Index
Management\Index Templates.

• Click Create Template.

• Set Name to dt_statusreport.

• Set Index Patterns to dt_statusreport*.
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• Skip all options until Mappings.

• Select Load Json to import the elkstack-status-report-mappings.txt that was
downloaded in Step 1.1.

• Proceed with Load and overwrite.
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• The importedmappings are displayed. Please review them carefully. Session Date,Anti-
Virus Timestamp and Hardware BIOS Release Date need to be recognized as type
Date for the report to function properly.
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• Skip all options until Review Template.

• Generate the template with Create Template.

• You’ll be given an overview of the created template. A blue marked M in the Content section
indicates, that mappings are available.
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Step 3.2: Import Saved Objects to ELK Stack

All other parts of the report are to be imported as Saved Objects. The Saved Objects consist of
Index Patterns with Scripted Fields, Visualizations and Dashboards.

• Navigate to Menu\Stack Management\Saved Objects in your ELK Stack management
console.

• Click Import.

• Select the file elkstack-status-report-saved-objects.ndjson.

• CheckCreate new objects with random IDs tomake sure no existing objects are al‑
tered.
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After importing, an overview of the imported objects will be displayed.
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Step 3.3: Configuring deviceTRUST

After the Index Mapping has been created, the Saved Objects are included the index has been edited
and the agent‑side has been configured, the ELK Stack is prepared for storing, sorting, and displaying
your data.

The last step is to create the deviceTRUST configuration, that will make sure all required data is pro‑
vided.

• Open the deviceTRUST Console.

• Click Sharing in the top right menu. You may need to click Show Advanced View if this
button is not visible.

• Select Import Template.

• For Status Report, the template category Status Report is used.

• This category contains templates for several ways of storing data. Choose ELK Stack.
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• The imported template consists of 50 contexts and one action.

• The Action Status Report – ELK Stack collects all relevant data and sends them over
to the ELK Stack.
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• Sending data to ELK Stack is configured by using a Web Request task.

• TheWebRequest taskmust be edited to suit your environment. If you use a basic setupwithout
SSL or authorization, simply adding your server’s fqdnwill do.
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Step 3.4: Edit index settings

For the Status Report Dashboards to work properly, a configuration needs to be made at the index
level: In a basic setting, ELK Stack allows to use 25 “calculated fields”per index. For the Status Re‑
port Dashboard, 48 calculated fields are used. Thus, the allowed number of calculated
fields needs to be set to a higher value.
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You need to send data to ELK Stack first. Sending data will create the index with basic settings. It can
then be edited.

• After sending your first data, you will find the index dt_statusreport has been created in
the Index Management Menu.

• Select the Index and chose Edit Settings. You’ll be presented a json configuration view.
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• Add"index.max_script_fields": "50" as a new line,making sure to keep the correct
json formatting.

• Save your changes.
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Your Dashboard will now be displayed without errors.

After the index template has been created and the saved objects are imported, the use case Status
Report has been implemented successfully.

deviceTRUST now sends status data to ELK Stack on every access to the remoting system. The data is
presented in the created dashboards.
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Reference

TABLE OF CONTENTS

• Properties
• Agent
• Client Extension
• Console

Properties

• Access Point Properties ‑ Describes the available Wi‑Fi access points.
• Browser Properties ‑ Describes installed internet browsers.
• Cellular Properties ‑ Describes the active cellular capabilities of an endpoint.
• Certificate Properties ‑ Describes the private certificates available within the users certificate
store.

• ChromeOS Properties ‑ Provides properties unique to a Google ChromeOS device.
• Custom Properties ‑ Provides a condition that can operate on any property, including custom
properties created using ‘dtcmd.exe’.

• deviceTRUST Properties ‑ Provides information about whether a connection to a deviceTRUST
Client Extension has been established, the version of the deviceTRUST software and the status
of the deviceTRUST license.

• Display Properties ‑ Describes the displays available to the user session.
• Domain Properties ‑ Describes the domain membership of the endpoint.
• eLux Properties ‑ Provides properties unique to a Unicon eLux device.
• Hardware Properties ‑ Describes the hardware and its capabilities.
• IGEL Properties ‑ Provides properties unique to an IGEL device.
• Input Properties ‑ Describes the input devices available to the user session.
• iOS Properties ‑ Provides properties unique to an Apple iOS endpoint.
• Location Properties ‑ Describes the geographical location of the endpoint.
• Logical Disk Properties ‑ Describes the logical disks available to the user.
• macOS Properties ‑ Describes properties unique to an Apple macOS endpoint.
• macOS Firewall Properties ‑ Provides real‑time properties describing the state of the macOS
Firewall.

• macOS Update Properties ‑ Describes the status of macOS Software Update settings and up‑
dates.

• Mapped Drive Properties ‑ Describes the mapped drives available within a user session.
• MDM Properties ‑ Provides dynamic properties describing the current mobile device manage‑
ment (MDM) solution.
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• Multihop Properties ‑ Describes the number of hops taken by the user over deviceTRUST con‑
nected sessions.

• Name Properties ‑ Identifies the endpoint.
• Network Properties ‑ Describes the network adapters and their bound network addresses.
• NoTouch Properties ‑ Provides properties unique to a Stratodesk NoTouch device.
• OS Properties ‑ Provides information about the operating system installed on the endpoint.
• Password Policy Properties ‑ Describes the password policy of the logged in user.
• Performance Properties ‑ Describes the performance of the remoting protocol.
• Power Properties ‑ Describes the power profile of the endpoint.
• Printer Properties ‑ Describes the printers available to the user session.
• Region Properties ‑ Describes the regional information of the user session.
• Remote Control Properties ‑ Determines whether the user session is being remote controlled
and provides information about the remote controlling endpoint.

• Remoting Client Properties ‑ Provides properties about the remoting client used to remote con‑
trol the user session.

• Screen Saver Properties ‑ Describes the screen saver applied to the user session.
• Security Product Properties ‑ Provides real‑time properties describing the state of the installed
Antivirus, Antispyware and Firewall security products.

• Session Properties ‑ Provides information describing the user’s logon session.
• Smartcard Reader Properties ‑ Describes the connected smart‑card readers available to the
user.

• User Properties ‑ Identifies the logged in user.
• WHOIS Properties ‑ Provides the results of a WHOIS lookup of the endpoint.
• Windows Properties ‑ Provides real‑time properties unique to a MicrosoftWindows device.
• Windows Defender Properties ‑ Provides real‑time properties describing the state of Microsoft
Windows Defender Antivirus.

• WindowsFirewall Properties ‑ Provides real‑timepropertiesdescribing the stateof theMicrosoft
Windows Firewall.

• Windows Registry Properties ‑ Provides access to Windows Registry entries.
• Windows Update Properties ‑ Describes the status of Microsoft

Agent Reference

TABLE OF CONTENTS

• Policy Loading
• Product Events
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Client Extension Reference

TABLE OF CONTENTS

• iOS Managed App Configuration ‑ iOS Managed App Configuration Reference
• iOS Passcodes ‑ iOS Passcodes Reference

Console Reference

TABLE OF CONTENTS

• Actions ‑ Actions Reference
• Settings ‑ Settings Reference

Troubleshooting

If yourdeviceTRUST installationor configurationdoesnotworkasexpected, then theKnowledgeBase
is a useful resource for common problems and resolutions. The following sections detail some useful
knowledge base articles depending upon your deployment scenario:

Scenario: Remote

In remote scenarios, deviceTRUST® transports the context information from the user’s remote device
to the virtual sessionwhere the configuration is enforced. Please check the following knowledge base
articles:

• Step 1: Make sure that you have a valid license
• Step 2: Check that your contextual security policy has been saved and deployed
• Step 3: Check that the user is managed by deviceTRUST
• Step 4: Check that the deviceTRUST Client Extension is installed on the remote device
• Step 5: Check that Citrix Virtual Channel Security is configured (Citrix Only)
• Step 6: Check that your contexts are correctly defined
• Step 7: Exclude specific users from the deviceTRUST policy
• Step 8: Check that the deviceTRUST Agent service is running
• Step 9: Check that you are using the latest deviceTRUST version
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Scenario: Local

In local scenarios, deviceTRUST collects context information and executes actions locally. Please
check the following knowledge base articles:

• Step 1: Make sure that you have a valid license
• Step 2: Check that your contextual security policy has been saved and deployed
• Step 3: Check that the user is managed by deviceTRUST
• Step 4: Check that your contexts are correctly defined
• Step 5: Exclude specific users from the deviceTRUST policy
• Step 6: Check that the deviceTRUST Agent service is running
• Step 7: Check that you are using the latest deviceTRUST version

Open a support ticket with us

Additional articles may be found by searching the Knowledge Base. However, if you are still experi‑
encing difficulties please raise a ticket with the Citrix Support Portal at https://support.citrix.com.

Knowledge Base

TABLE OF CONTENTS

• Features
• General
• Properties
• Reporting

General

TABLE OF CONTENTS

• Compatibility
• Configuration
• Connectivity
• Diagnostics
• Installation
• Licensing
• Support
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June 20, 2025

• deviceTRUST 25.3
• macOS Client 25.3
• eLux Client 25.3
• Ubuntu Client 25.3
• Previous Release (23.1)

IGEL OS 11 Client Extension 23.1.400

This release includes minor enhancements to the deviceTRUST Client Extension for IGEL OS 11. This
release has been submitted to IGEL for native integration into IGEL OS 11, however this has not been
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released yet. To integrate into currently available IGEL OS releases, please consult our Updating the
deviceTRUST Client Extension in IGEL OS 11 Knowledge Base article.

Support for third party WHOIS providers in 23.1.300

The IGEL OS 11 Client Extension 23.1.400 includes compatibility with the WHOIS changes introduced
in deviceTRUST 23.1.300, including support for the IP2LocationWebServicesWHOIS Provider and the
MaxMind GeoIP and GeoLite Web Services WHOIS Provider.

Compatibility

There are no other compatibility concerns with this release of the deviceTRUST® IGEL OS 11 Client
Extension.

IGEL OS 12 Client Extension 23.1.400

We are very proud to make available our first deviceTRUST Client Extension for IGEL OS 12 devices.
This release is available to install from the IGEL App Portal.

Release 23.1.200 includes bugfixes andminor enhancements to the deviceTRUST Client Extension.

Release 23.1.210 includes bugfixes to the deviceTRUST Client Extension to ensure compatibility with
IGEL OS 12.3.1 and later.

Release 23.1.400 adds support for WHOIS proxy, proxy type and usage introduced in release 23.1.400
of the deviceTRUST Agent and Console.

Remoting Clients

IGEL OS 12.01.120 and later supports native integration of the deviceTRUST Client Extension for Citrix
Workspace App,MicrosoftAzure Virtual Desktop and VMwareHorizon View. Formore information, see
Supported IGEL Operating Systems for Client Extension.

UMS Configuration

The deviceTRUST® Client Extension for IGEL OS 12 can be configured directly within the UMS 12 Web
App.
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New COSMOS Properties

IGEL OS 12 devices no longer distinguish between a UMS and ICG server. As a result, the previous ICG
and UMS properties are no longer populated, and the following properties have been added to the
IGEL category:

• COSMOS Server ‑ The name and port of the COSMOS server.
• COSMOS Cert Count ‑ The number of certificates from the COSMOS chain of trust.
• COSMOS Cert Serial ‑ The serial number of the certificate from the COSMOS chain of trust.
• COSMOS Cert Subject ‑ The subject of the certificate from the COSMOS chain of trust.
• COSMOS Cert Thumbprint SHA256 ‑ The SHA256 thumbprint of the certificate from the COS‑
MOS chain of trust.

More information can be found at IGEL Properties.

WHOIS proxy, proxy type and usage in 23.1.400

Support for the detection of WHOIS proxy, proxy type and usage via either IP2Location Web Services
or MaxMind GeoIP and GeoLite Web Services has been added in release 23.1.400.
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Bug fixes in 23.1.200

• Fixed an issue where COSMOS Server property was empty even when the device wasmanaged.

Minor enhancements in 23.1.200

• Added support for the Volume ID of Logical Disk Properties on Linux based devices.
• Network Properties are now dynamic on Linux based devices.
• Loggingof thedeviceTRUSTClientExtension isnowdisabledbydefault. Loggingcanbeenabled
within the UMS Configuration.

Bug fixes in 23.1.210

• Fixed an issue where some IGEL COSMOS properties could not be queried on IGEL OS 12.3.1 or
later.

• Fixed an issue where the Hardware Bios Serial property appeared as Unavailable.
• Fixed an issue with VMware Horizon View where the deviceTRUST Client Extension would not
load when using IGEL OS 12.3.1 or later.

Compatibility

There are no other compatibility concerns with this release of the deviceTRUST IGEL Client Exten‑
sion.

iOS Client Extension 23.1.400

This release brings support for iOS and iPadOS17 and later, and is available to download from the App
Store.

Release 23.1.400 includes support forWHOIS proxy, proxy type and usage. This functionality required
version 23.1.400 of the deviceTRUST Agent and Console.

Please refer to the Client Extension installation on iOS and iPadOS devices for more information.

Passcode authentication for iOS 17

Previously when connecting to a virtual session with an iOS device, the deviceTRUST Agent matched
the client name taken from the remoting protocol with the name of the registered iPhone or iPad
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within the deviceTRUST Portal. However with Apple’s continued push towards user privacy, the abil‑
ity to query the name of the device is now limited to apps meeting specific criteria and requesting
the necessary entitlement. Neither the deviceTRUST Client Extension for iOS, or any of the popular
remoting clients, have been granted this entitlement. Having lost the only information we have that
identifies the remote iOS device, a new approach to matching the remote device is required.

We now support the use of passcodes to match the remote device. When connecting from a remote
iOS device, the deviceTRUST® Agent will now display a passcode to the user of configurable length.
The usermust then switch to the deviceTRUST Client Extension for iOS and enter that passcode. They
can then return to the virtual session to gain access to their desktop or published application.

By using passcodes, we now support iOS as a remote device onCitrix Virtual Apps andDesktops, Citrix
Cloud, Microsoft Remote Desktop Services and VMware Horizon View. For more information, see OS
Compatibility.

More information can be found in the iOS Passcodes reference.

Location and NetworkWi‑Fi SSID/BSSID

We’ve added support for Location and Network Wi‑Fi SSID and BSSID properties from iOS remote
devices. Users must consent to location privileges when either Location or Network Wi‑Fi SSID and
BSSID are first requested. Since these properties potentially require user interaction, they are only
available when using passcode authentication.
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Compatibility

This version of the deviceTRUST Client Extension for iOS is backwards compatible with previous de‑
viceTRUST Agents. However the new passcode authentication functionality is required for compati‑
bility with iOS 17 and later, and requires deviceTRUST Agent 23.1.200 or later.

macOS Client Extension 23.1.410

This release includes enhancements and bug fixes to the deviceTRUST® Client Extension formacOS.

Release 23.1.110 includes a bug fix to address changes in macOS Sonoma that now require apps to
request location permission to be able to access Wi‑Fi information of the connected networks.

Release 23.1.200 includes a bug fix to address compatibility issues with macOS 10.15 Catalina.

Release 23.1.300 includes compatibility with third party WHOIS providers.

Release 23.1.400 includes bug fixes to address compatibility issues with macOS 15.0 Sequoia, as well
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as support for new Microsoft Intune and WHOIS properties introduced in release 23.1.400 of the de‑
viceTRUST Agent and Console.

Release 23.1.410 includes a single bug fix to the security properties.

Support for third party WHOIS providers in 23.1.300

The macOS Client Extension 23.1.300 includes compatibility with the WHOIS changes introduced in
deviceTRUST 23.1.300, including support for the IP2Location Web Services WHOIS Provider and the
MaxMind GeoIP and GeoLite Web Services WHOIS Provider.

Support for Microsoft Intune detection andWHOIS proxy, proxy type and usage in
23.1.400

Support for the detection of Microsoft Intune, and for WHOIS proxy, proxy type and usage via either
IP2Location Web Services or MaxMind GeoIP and GeoLite Web Services has been added in release
23.1.400.

Nice DCV extension support including AmazonWorkSpaces WSP

We now include a Nice DCV extensions within the deviceTRUST Client Extension for macOS bring‑
ing support for the latest Nice DCV Standalone, Amazon WorkSpaces WSP, Amazon AppStream and
more.

On Amazon WorkSpaces WSP, the Configure extensions policy must be set to Server and
Client and there are additional software requirements. More information can be found in our

Enabling DCV extensions on Amazon WorkSpaces WSP knowledge base article.

Bug Fixes in 23.1.100

• Fixed an issue where the macOS Update Enabled property could be inaccurate on macOS 13.0
Ventura and later.

Bug Fixes in 23.1.110

• Fixed an issue where the Network Wi‑Fi properties were inaccurate on macOS 14 .0 Sonoma,
with theWi‑Fi Security propertywas set to “Other (‑1)”andWi‑Fi BSSIDandWi‑Fi SSIDbothempty.
This issue was caused bymacOS Sonoma now requiring permission to access the user location
in order to determine these properties, and as a result the deviceTRUST Client Extension for
macOS now prompts for location permissions when these properties are requested.
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Bug Fixes in 23.1.200

• Fixed an issue where the deviceTRUST Client Extension would fail to load on macOS 10.15
Catalina.

Bug Fixes in 23.1.400

• Fixed an issue with macOS 15.0 Sequoia where themacOS Firewall properties were all Unavail‑
able. As part of these changes, the Version, InboundExceptionRules and InboundService Rules
properties have been deprecated.

• Fixed an issue with macOS 15.0 Sequoia where the Location properties were initially set to Un‑
available. The locationpropertiesprovidedbymacOS15.0Sonomacan take longer to load than
in previous OS releases, so support for the Loading state has been added.

Bug Fixes in 23.1.410

• Fixed an issue in the 23.1.400 release where the macOS Firewall must have Stealth Mode en‑
abled for the firewall to appear as Active within the Security Products properties.

Known Issues

• AmazonWorkSpaces no longer allows PCoIP virtual channels to be loaded. This can be worked
around by installing Amazon WorkSpaces Client v5.3.0.

Compatibility

If you areusing themacOSFirewall’s Version, InboundExceptionRules or InboundServiceRules prop‑
erties within a Context, these conditions should be removed.

For Amazon WorkSpaces WSP support, please ensure you are using deviceTRUST 23.1.112 or later to
ensure reliable connectivity between the deviceTRUST Agent and the deviceTRUST Client Extension
for macOS.

Stratodesk NoTouch OS Client Extension 23.1.100

We are very proud to make available our first deviceTRUST Client Extension for Stratodesk NoTouch
devices. This first release includes support for Citrix Workspace App, FreeRDP and VMware Horizon
View. Please check out Client installation on Stratodesk NoTouch OS devices for details on the instal‑
lation. This client extension requires deviceTRUST Agent and Console version 23.1.100 or later.
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Available Properties

We’ve added support for the following categories of properties:

• deviceTRUST ‑ Provides the version of the deviceTRUST software.
• Display ‑ Describes the displays available to the user session.
• Hardware ‑ Describes the hardware and its capabilities.
• Input* ‑ Describes the input devices available to the user session.
• Location ‑ Describes the geographical location of the endpoint.
• Logical Disk ‑ Describes the logical disks available to the user.
• Name ‑ Identifies the endpoint.
• Network ‑ Describes the network adapters and their bound network addresses.
• NoTouch ‑ Provides properties unique to a Stratodesk NoTouch device.
• OS ‑ Provides information about the operating system installed on the endpoint.
• [Power]/en‑us/device‑trust/reference/properties/power/) ‑ Describes the power profile of the
endpoint.

• Region ‑ Describes the regional information of the user session.
• Smartcard Reader ‑ Describes the connected smart‑card readers available to the user.
• User ‑ Identifies the logged in user.
• WHOIS ‑ Provides the results of a WHOIS lookup of the endpoint.

NoTouch Properties

The following properties are available within the NoTouch category:

• NoTouch Center URL ‑ The Management URL of the NoTouch Center.
• NoTouch Center Cert Serial ‑ The serial number of the certificate used to connect to the No‑
Touch Center.

• NoTouch Center Cert Subject ‑ The subject of the certificate used to connect to the NoTouch
Center.

• NoTouch Center Cert Thumbprint SHA256 ‑ The SHA256 thumbprint of the certificate used to
connect to the NoTouch Center.

• Environment Variable Count ‑ The number of NoTouch Center environment variables.
• Environment Variable Name ‑ The name of the NoTouch Center environment variable.
• Environment Variable Value ‑ The value of the NoTouch Center environment variable.

Custom Properties for NoTouch Devices

The Custom Properties Settings includes support for remote NoTouch OS devices. This allows a
custom script to return any property from the remote device by writing REMOTE_CUSTOM_NAME=
VALUE to the output.
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Ubuntu Client Extension 23.1.400

September 6, 2025

Release 23.1.300 includes support for third party WHOIS providers.

Release 23.1.400 includes support for WHOIS proxy, proxy type and usage.

Support for third party WHOIS providers in 23.1.300

The Ubuntu Client Extension 23.1.300 includes compatibility with the WHOIS changes introduced in
deviceTRUST 23.1.300, including support for the IP2Location Web Services WHOIS Provider and the
MaxMind GeoIP and GeoLite Web Services WHOIS Provider.

Support for WHOIS proxy, proxy type and usage in 23.1.400

Support for the detection of WHOIS proxy, proxy type and usage via either IP2Location Web Services
or MaxMind GeoIP and GeoLite Web Services has been added in release 23.1.400.

Bug Fixes in 23.1.300

• Fixed an issue loading the virtual channels on Ubuntu 22.04 or later due to a missing depen‑
dency on libssl.

Bug Fixes in 23.1.400

• Fixed an issue where wireguard VPN devices would not identify a VPN within the WHOIS prop‑
erties.

Compatibility

There are no compatibility concerns with this release of the deviceTRUST® Ubuntu Client.

deviceTRUST 23.1.410

This service pack adds detection for Microsoft Intune and introduces the detection of proxies using
IP2LocationWeb Services or MaxMind GeoIP2 InsightsWeb Service providers. Please refer to Compat‑
ibility for changes that may impact users upgrading from previous releases.
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The deviceTRUST 23.1.410 patch includes bugfixes to the deviceTRUST Agent and Console. This re‑
lease includes no changes to the deviceTRUST Client Extension and therefore has not been released
on https://devicetrust.com/download.

Microsoft Intune Detection

Microsoft Intune can now be detected using our new MDM properties. Microsoft Intune detection is
supported on MicrosoftWindows and Apple macOS devices.

WHOIS Proxy Detection

The WHOIS properties have been extended with support for proxy, proxy type and usage properties.
These properties are taken from the response fields of the IP2Location or MaxMind provider when an
appropriate plan is selected.

As part of this change, we’ve renamed LOCAL_WHOIS_VPN and REMOTE_WHOIS_VPN to
LOCAL_WHOIS_ADAPTER_VPN and REMOTE_WHOIS_ADAPTER_VPN respectively to ensure
clarity with the new proxy properties.

Proxy Detection with IP2LocationWeb Services

IP2Location Web Services provides proxy detection from the following IP2Location response fields
and is available with the following plans:

Property
Response
Field Free Plan Starter Plan Plus Plan Security Plan

Proxy is_proxy<
sup>1</sup
>

✓ ✓ ✓ ✓

Proxy Type proxy.
proxy_type

✓

Usage usage_type ✓ ✓ ✓

Note:

The accuracy of the is_proxy field is dependent upon the selected plan.
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Proxy Detection with MaxMind GeoIP2 Insights Web Service

MaxMind GeoIP and GeoLite Web Services provides proxy detection from the following MaxMind re‑
sponse fields and is available with the following plans:

Property
Response
Field

GeoIP2
Country

GeoIP2 City
Plus

GeoIP2
Insights

GeoLite
Country Geolite City

Proxy is_anonymous ✓

Proxy Type is_hosting_provider
,
is_anonymous_vpn
,
is_public_proxy
,
is_residential_proxy
,
is_tor_exit_node

✓

Usage user_type ✓

Minor enhancements to 23.1.400

• Renamed Microsoft Azure AD to Microsoft Entra ID throughout the console.
• Added a Use remote client names to connect to iOS devices advanced set‑
ting, which forces the deviceTRUST® Agent to connect to iOS devices by matching the remote
client names with those registered within the iOS Portal.

Bug fixes in 23.1.400

• Fixed an issue where a virtual session could be logged off during a live reconnect to a session
that had never shown the desktop to the user.

• Fixed an issue with the Logical Disk Identity operator where the None Of operator was shown
as Not Equals.
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Bug fixes in 23.1.410

• Fixed an issue on Citrix® virtual sessions when running a client OS, where the logoff process
could get stuck and require a restart of the deviceTRUST Agent before allowing additional lo‑
gons.

• Fixed an issue within the deviceTRUST Console where a context custom condition would fail to
load when the custom condition targeted data types of IP or Position.

Compatibility

This compatibility section builds on our general approach to compatibility which can be found on the
compatibility page.

We’ve renamedLOCAL_WHOIS_VPNandREMOTE_WHOIS_VPN toLOCAL_WHOIS_ADAPTER_VPN
and REMOTE_WHOIS_ADAPTER_VPN respectively to ensure clarity with the new proxy properties.
deviceTRUSTPolicieswill upgrade automatically, but if these properties are referencedwithin scripts,
or Web Request tasks, they may need to bemanually updated.

If upgrading from a release prior to 23.1.400, be sure to check out the deviceTRUST 23.1.300 compati‑
bility notes.

The deviceTRUST Agents can read policies created by previous releases of the deviceTRUST Console.
However, they cannot read policies created by a newer console. Therefore, you must ensure that
the deviceTRUST Agent 23.1.400 is deployed before applying policy that has been written by the de‑
viceTRUST Console 23.1.400 or later.

June 20, 2025
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