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Federated Authentication Service

Federated Authentication Service 1909

September 18,2019

Federated Authentication Service (FAS) is a privileged component designed to integrate with Active
Directory Certificate Services. It dynamically issues certificates for users, allowing them to logonto an
Active Directory environment as if they had a smart card. This allows StoreFront to use abroaderrange
of authentication options, such as SAML (Security Assertion Markup Language) assertions. SAML is
commonly used as an alternative to traditional Windows user accounts on the Internet.

The following diagram shows FAS integrating with a Microsoft Certification Authority and providing
support services to StoreFront and Citrix Virtual Apps and Desktops Virtual Delivery Agents (VDAs).
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Trusted StoreFront servers contact FAS as users request access to the Citrix environment. FAS grants
a ticket that allows a single Citrix Virtual Apps or Citrix Virtual Desktops session to authenticate with a
certificate for that session. When a VDA needs to authenticate a user, it connects to FAS and redeems
the ticket. Only FAS has access to the user certificate’s private key; the VDA must send each signing
and decryption operation that it needs to perform with the certificate to FAS.

Federated Authentication Service 1909 is the latest Current Release version of FAS. This documen-
tation reflects features and configurations in this latest release.

Earlier releases

For documentation on previous FAS releases, see:
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o Citrix Virtual Apps and Desktops 7 1906

« Citrix Virtual Apps and Desktops 7 1903

« Citrix Virtual Apps and Desktops 7 1811

o Citrix Virtual Apps and Desktops 7 1808

+ XenApp and XenDesktop 7.18

+ XenApp and XenDesktop 7.17

» XenApp and XenDesktop 7.16

« Earlier XenApp and XenDesktop Current Release versions
« XenApp and XenDesktop 7.15 Long Term Service Release

The product lifecycle strategy for Current Releases (CR) and Long Term Service Releases (LTSR) is de-
scribed in Lifecycle Milestones.

References

+ Active Directory Certificate Services https://technet.microsoft.com/en-us/library/hh831740.
aspx
+ Configuring Windows for Certificate Logon http://support.citrix.com/article/CTX206156

Federated Authentication Service 1909

September 20, 2019

Federated Authentication Service 1909 includes the following new features. For information about
bug fixes, see Fixed issues.

FAS administration console

The Federated Authentication Service (FAS) administration console has been enhanced and its inter-
face has been refreshed. FAS product documentation has been updated accordingly. Functional im-
provements to the administration console include the ability to:

+ configure multiple CAs from within the console (previously this was PowerShell only),
« reauthorize FAS with a new registration authority certificate from within the console (previously
this was PowerShell only),
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Federated Authentication Service

« display the registration authority certificate FAS is configured with, and display a warning if the
registration authority certificate has expired or is close to expiry,
« contact CAsin-parallel (which improves responsiveness).

The built-in documentation which was previously installed with FAS has been removed. Refer to this
online documentation instead.

FAS error correlation ID

Event log errors relating to FAS, logged on StoreFront or the Virtual Delivery Agent (VDA), now include
a correlation ID. You can use the ID to find the corresponding event on the FAS server (which may
contain more detailed error information) to help troubleshooting.

Fixed issues

September 9, 2019

The following issues have been fixed since version 1906:

Known issues

September 9, 2019

Federated Authentication Service 1909 contains the following issues.

This warning applies to any workaround that suggests changing a registry entry:
Warning:

Editing the registry incorrectly can cause serious problems that might require you to reinstall
your operating system. Citrix cannot guarantee that problems resulting from the incorrect use
of Registry Editor can be solved. Use Registry Editor at your own risk. Be sure to back up the
registry before you edit it.

Third party notices

September 9, 2019
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This release of Federated Authentication Service may include third-party software licensed under the
terms defined in the following documents:

o Citrix Virtual Apps and Desktops Third Party Notices (PDF Download)
« Non-Commercial Software Disclosures For FlexNet Publisher 2017 (11.15.0.0) (PDF Download)

+ FlexNet Publisher Documentation Supplement Third Party and Open Source Software used in
FlexNet Publisher 11.15.0 (PDF Download)

System requirements

September 18,2019

Federated Authentication Service (FAS) is supported on all currently supported Windows Server ver-
sions, see Citrix Virtual Apps or Citrix Virtual Desktops system requirements.

« Citrix recommends installing FAS on a server that does not contain other Citrix components.

« The Windows Server should be secured. It will have access to a registration authority certificate
and private key that allows it to automatically issue certificates for domain users, and it will
have access to those user certificates and private keys.

In the Citrix Virtual Apps or Citrix Virtual Desktops Site:

+ Delivery Controllers, Virtual Delivery Agents (VDAs), and StoreFront server must all be currently
supported versions, see Citrix Virtual Apps or Citrix Virtual Desktops system requirements.

Note:

FAS is not supported on XenApp and XenDesktop 7.6 Long Term Service Release (LTSR).

+ Before creating the Machine Catalog, the Federated Authentication Service Group Policy con-
figuration must be applied correctly to the VDAs. See the Configure Group Policy section for
details.

When planning your deployment of this service, review the Security considerations section.

Install and configure

November 6,2019
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Install and setup sequence

Install the Federated Authentication Service (FAS)
Enable the FAS plug-in on StoreFront stores
Configure Group Policy

> w N =

Use the FAS administration console to: (a) Deploy the provided templates, (b) Set up certificate
authorities, and (c) Authorize FAS to use your certificate authority
5. Configure user rules

Install the Federated Authentication Service

For security, Citrix recommends that Federated Authentication Service (FAS) is installed on a dedi-
cated server that is secured in a similar way to a domain controller or certificate authority. FAS can be
installed from the Federated Authentication Service button on the autorun splash screen when the
ISO is inserted.

This installs the following components:

» Federated Authentication Service

« PowerShell snap-in cmdlets to remotely configure FAS

« FAS administration console

« FAS Group Policy templates (CitrixFederatedAuthenticationService.admx/adml)
+ Certificate template files for simple certificate authority configuration

+ Performance counters and event logs

Enable the FAS plug-in on StoreFront stores

To enable FAS integration on a StoreFront Store, run the following PowerShell cmdlets as an Admin-
istrator account. If you have more than one store, or if the store has a different name, the path text
below may differ.

Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName ”FASClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider ”
FASLogonDataProvider”

To stop using FAS, use the following PowerShell script:
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Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName ”standardClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider ””

Configure the Delivery Controller

To use FAS, configure the Citrix Virtual Apps or Citrix Virtual Desktops Delivery Controller to trust the
StoreFront servers that can connecttoit: runthe Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet.

Configure Group Policy

After you install FAS, you must specify the full DNS addresses of the FAS servers in Group Policy using
the Group Policy templates provided in the installation.

Important:

Ensure that the StoreFront servers requesting tickets and the Virtual Delivery Agents (VDAS) re-
deeming tickets have identical configuration of DNS addresses, including the automatic server
numbering applied by the Group Policy object.

For simplicity, the following examples configure a single policy at the domain level that applies to all
machines; however, that is not required. FAS will function as long as the StoreFront servers, VDAs,
and the machine running the FAS administration console see the same list of DNS addresses. Note
that the Group Policy object adds an index number to each entry, which must also match if multiple
objects are used.

Step 1. On the server where you installed FAS, locate the C:\Program Files\Citrix\Federated Authen-
tication Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx and CitrixBase.admx
files, and the en-US folder.

PolicyDefinitions - |o [
:(-:I * 1 | ., << Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Gl | Search PolicyDefinitions »p |
~ Mame Date modified Type Size

4.0 Favorites

B Desktop _  en-Us File folder
4. Downloads - || CitrixBase.admzx ADMX File 2KB
i~'_; Recent places | CitrixFederatedAuthenticationService.admx ADMX File 4 KB
[ M This PC

3 items
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Step 2. Copy these to your domain controller and place them in the C:\Windows\PolicyDefinitions

and en-US subfolder.

Step 3. Run the Microsoft Management Console (mmc.exe from the command line). From the menu
bar, select File > Add/Remove Snap-in. Add the Group Policy Management Editor.

When prompted for a Group Policy Object, select Browse and then select Default Domain Policy.
Alternatively, you can create and select an appropriate policy object for your environment, using the
tools of your choice. The policy must be applied to all machines running affected Citrix software (VDAs,
StoreFront servers, administration tools).

’E File Action \View Favoritee Window Help
«=|E = BE
~| Console Root [ Name
Add
ou can select snap-ns for this console from those availal
extensible snap-ng, you can configure which extensions
Mallsble snap-ins:
Enap-n Van ~
= Device Mansger Micr
S} prce M
=4 Disk Management Micr
# ons T
S Entenpriss PRI Mier' 5
{a|Event Viewer M —
I Folder Mier || |
2 Group Palicy Management M
7 Group Policy Menagement Editor  Micr
. Group Palcy Object Editor M
7 Group Policy Starter GPOEditor  Micr
Jlmemet Information Services (I15... M
B[P security Maritor M
< L[ >
Desaipbion:
This snap-n allws you to edt Group Policy Objects whid
or stored an a computer.

Consolel - [Console Root] =] &
REIE]
Select Group Policy Object | x
‘Welcome to the Group Policy Wizard r Fctions
Console Root =
- More Actions 4
Group Policy Objecta can be stored in the Active Directony
oron a local computer.
[ Use the Browse button to select a Group Policy Object.
Group Policy Object: )
s !
Browse for a Group Policy Object _
[ Mlow | Domains/0ls \.S'I“ |,\1
chang|
only af Look in |§jmwnﬂ v| NS E -
Domaing, OUs and linked Group Pobicy Otiedis

Hamea Damain

) Domain Cordrallers crisdest et

B

[ o]
[ ok Cancel

Step 4. Navigate to the Federated Authentication Service policy located in Computer Configura-
tion/Policies/Administrative Templates/Citrix Components/Authentication.
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G File Acion View Fovorites Window Help HEIER

Y IEEEN TR

| Console Root |
4 =] Default Damain Policy [de.citritest.net] Policy)

i

4 2 Computer Configuration Federated Authentication Service  Setting Authentication
o - Federated Authentication Service Mare Acti
4 | Policies . N . - ore Actions
b [ Software Settings Edit policy cetting I_| Storefront FAS I!Iule
b (] Windows Settings Description: 2] In-session Certificates Federated Authenticatic
&[] Administrative Templates: Policy de Servers running the Federated More Actions »
4 [ Citrix Compenents ‘c".rf."”"‘ic.“i"" Sﬂl\:;tehintsgrabe?mur
= o Tix environmen ur Active
. lj :G.ulhenuuuon = || Directory infrastructure i:’:ulluw users
b [ Citrix Components = || to log in with nen-Active Directory
b [] Control Panel credentials {e.g. SAML assertions).
b [ Mebwerk
7] Printers I you enable this pelicy, you should
[ Server specify a list of servers running the
Federated Authentication Service
[ Start Menu and Taskbar uging their DNS addresses
b [ System [usercredentalservice.comparny.com).
I | Windows Components
[ 20 Settings
b L Preferences
4 %, User Configuration
4 || Policies

p L Software Settings
b (7] Windows Settings
4[] Administrative Templates: Policy de
a [ Citrix Components

# [ Citrix Receiver

[] Client Engine - <] m >

< w >||" Extended A Standard [

Note:

The Federated Authentication Service policy setting is only available on domain GPO when you
add the CitrixBase.admx/CitrixBase.adml template file to the PolicyDefinitions folder. The Fed-
erated Authentication Service policy settingis then listed in the Administrative Templates > Citrix
Components > Authentication folder.

Step 5. Open the Federated Authentication Service policy and select Enabled. This allows you to
select the Show button, where you configure the DNS addresses of your FAS servers.
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a Federated Authentication Service e

E: Federated Authentication Service

() Mot Configured Comment:

(® Enabled

(O Disabled :
Supported on:

Cptions: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DME Addresses Value

3 fas-1.citrtest net|

| 0K || Cancel |
| E

| oK || e ‘

Step 6. Enter the Fully Qualified Domain Names (FQDNs) of the servers hosting FAS.

Remember: If you enter multiple FQDNSs, the order of the list must be consistent between StoreFront
servers and VDAs. This includes blank or unused list entries.

Step 7. Click OK to exit the Group Policy wizard and apply the group policy changes. You may need to
restart your machines (or run gpupdate /force from the command line) for the change to take effect.

In-session certificate support

By default, VDAs do not allow access to certificates after logon. If necessary, you can use the Group
Policy template to configure the system for in-session certificates. This places certificates in the user’s
personal certificate store after logon for application use. For example, if you require TLS authentica-
tion to web servers within the VDA session, the certificate can be used by Internet Explorer.
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a In-session Certificates BE |
[5] In-session Certificates | Previous Sefting .

O) Mot Configured  -omment: ~
® Enabled

() Disabled -

Supported on: -

Optians: Helg:

Pranot Seo Per-nrocess - Certificates and private keys securely managed by the Federated |~

? P P | Authentication Service can be made available to programs
Consent timeout (secands): running in users' sessions, If this policy is disabled, this feature

will be unavailable.

30 |

If this policy is enabled, the Prempt Scope setting will contrel
how users are prompted for consent. There are three options:

- Mo consent required  -- This option disables the security
prempt and private keys are used silenithy.

= Per-process consent -- Each running program wall
individually prempt for consent,

- Per-session consent == Once the user has clicked ok, this wall
apply to all programs in the session

If this policy is enabled, the Consent Timeout will contral how
long (in seconds) the consent lasts, So fer example, if set to 300
seconds the user will see a prompt every frve minutes, A value of
zero will prompt the user for every private key opesation,

| oK || Cancel

Using the Federated Authentication Service administration console

The FAS administration console is installed as part of FAS. An icon (Citrix Federated Authentication
Service) is placed in the Start Menu.

The first time the administration console is used, it guides you through a process that deploys certifi-
cate templates, sets up the certificate authority, and authorizes FAS to use the certificate authority.
Some of the steps can alternatively be completed manually using OS configuration tools.
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Deploy certificate templates

To avoid interoperability issues with other software, FAS provides three Citrix certificate templates for
its own use.

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

These templates must be registered with Active Directory. If the console cannot locate them, the De-
ploy certificate templates tool can install them. This tool must be run as an account that has permis-
sions to administer your Enterprise forest.
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- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

The configuration of the templates can be found in the XML files with extension .certificatetemplate
that are installed with FAS in:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

If you do not have permission to install these template files, give them to your Active Directory Admin-
istrator.

To manually install the templates, you can use the following PowerShell commands:

Stemplate = [System.IO.File]::ReadAllBytes(”$Pwd\Citrix_SmartcardLogon.
certificatetemplate”)

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$Scomtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

Swritabletemplate.Commit(1l, $NULL)

Set up Active Directory Certificate Services

After installing the Citrix certificate templates, they must be published on one or more Microsoft Cer-
tification Authority servers. Refer to the Microsoft documentation on how to deploy Active Directory

© 1999-2019 Citrix Systems, Inc. All rights reserved. 14
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Certificate Services.

If the templates are not published on at least one server, the Setup certificate authority tool offers
to publish them. You must run this tool as a user that has permissions to administer the certificate
authority.

(Certificate templates can also be published using the Microsoft Certification Authority console.)

s Set Up Certificate Authority | x|

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistraticnAuthority_ManualAuthonzation
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator,

This step can also be configured manually. For more information,
consult the enline documentation.

Certificate Authority:

ca-1.citrixtest.net\citrixtest-CA-1-CA M

QK | | Cancel |

Authorize Federated Authentication Service

This stepinitiates the authorization of FAS. The administration console uses the Citrix_RegistrationAuthority_Manu
template to generate a certificate request, and then sends it to one of the certificate authorities that
publish that template.
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& Citrix FAS Administration Console - connected to localhost = = =

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

. Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority console to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publish they For more information, consult the online documentation.

Authorize this servi Certificate authority Authorize

ca-1.citrixtest.net\citrictest-CA-1-CA

Create an authorization certi

Create a rule Create

A rule defines a smartcard-cl

You have no rules configured.

Aftertherequestis sent, itappearsinthe Pending Requests list of the Microsoft Certification Authority
console. The certificate authority administrator must choose to Issue or Deny the request before
configuration of FAS can continue. Note that the authorization request appears as a Pending Request
from the FAS machine account.

IFi\e Action View Help

s 7 6= H

ﬁ Certification Authority (Local) Request D Binary Request Request Status Code Request Disposition Message  Request Submission Date Requester Name Request C
4 g citrictest-CA-1-CA p—— S S - 99./07 /900 0. CITRIXTEST\FAS-1§

| Revoked Certificates ew Attributes/Extensions...

[ lssued Certificates Refrech Export Binary Data...

| 7| Pending Requests

[ Failed Requests Help [

[ Certificate Templates Deny

<| n >

Contains actions that can be performed on the item.

Right-click All Tasks and then select Issue or Deny for the certificate request. The FAS administration
console automatically detects when this process completes. This can take a couple of minutes.
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

J Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Configure user rules

A user rule authorizes the issuance of certificates for VDA logon and in-session use, as directed by
StoreFront. Each rule specifies the StoreFront servers that are trusted to request certificates, the set
of users for which they can be requested, and the set of VDA machines permitted to use them.

To complete FAS setup you must define the default rule. Click Create to create a rule or switch to the
“Rules” tab and click Create rule. The wizard gathers the information needed to define a rule.

©1999-2019 Citrix Systems, Inc. All rights reserved. 17
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

The following information is gathered by the wizard:

Template: The certificate template that is used to issue user certificates. This should be the Cit-
rix_SmartcardLogon template, or a modified copy of it.

Certificate Authority: The certificate authority that issues user certificates. The template must be
published by the certificate authority. FAS supports adding multiple certificate authorities for failover
and load balancing.

In-Session Use: The Allow in-session use option controls whether a certificate can be used after
logon to the VDA. Only select this option if you want users to have access to the certificate after au-
thenticating. If this option is not selected, the certificate is only used only for logon or reconnection,
and users do not have access to the certificate after authenticating.

Access control: The list of trusted StoreFront server machines that are authorized to request certifi-
cates for logon or reconnection of users.

Important:

The Access control setting is security critical, and must be managed carefully.

© 1999-2019 Citrix Systems, Inc. All rights reserved. 18
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Securty

Group or user names:
BSTF—1 (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

Restrictions: The list of VDA machines that can log users on using FAS and the list of users who can
be issued certificates through FAS. The list of VDAs defaults to Domain Computers and the list of users
defaults to Domain Users; these can be changed if the defaults are inappropriate.
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e |

EI'DUD ar user names:

' A Domain Computers (CITRIXTESTDomain Computers)

Permissions for Domain
Computers

Rehving Party

©1999-2019 Citrix Systems, Inc. All rights reserved.
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i Permissions for Users -

Securty

ISI'IIILIIZI ar user names:

F' A Domain Users (CITRIXTEST\Domain Users)

| Add... | | Remave |
Permissions for Domain Users Allow Dery
User 4 thentication ]
0K || Cancsl Apply

Cloud rule: Currently unsupported.

Advanced use

You can create additional rules to reference different certificate templates and authorities, which may
be configured to have different properties and permissions. These rules can be configured for use
by different StoreFront servers, which will need to be configured to request the new rule by name.
By default, StoreFront requests default when contacting FAS. This can be changed using the Group
Policy Configuration options.

To create a new certificate template, duplicate the Citrix_SmartcardLogon template in the Microsoft
Certification Authority console, rename it (for example, Citrix_SmartcardLogon2), and modify it as
required. Create a new user rule by clicking Add to reference the new certificate template.

Upgrade considerations

+ All FAS server settings are preserved when you perform an in-place upgrade.
+ Upgrade FAS by running the full-product Virtual Apps and Desktops installer.
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+ Before upgrading FAS, upgrade the Controller and VDAs (and other core components) to the

required version.

+ Ensure that the FAS administration console is closed before you upgrade FAS.

« Ensure that at least one FAS server is available at all times. If no server is reachable by a Fed-

eration Authentication Service-enabled StoreFront server, users cannot log on or start applica-

tions.

Security considerations

FAS has a registration authority certificate that allows it to issue certificates autonomously on behalf

of your domain users. As such, it is important to develop and implement a security policy to protect

FAS servers, and to constrain their permissions.

Delegated Enrollment Agents

FAS issues user certificates by acting as an enrollment agent. The Microsoft Certification Authority

allows control of which templates the FAS server can use, as well as limiting which users the FAS server

can issue certificates for.
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Citrix strongly recommends configuring these options so that FAS can only issue certificates for the
intended users. For example, it is good practice to prevent FAS from issuing certificates to usersin an
Administration or Protected Users group.

Access Control List configuration

Asdescribed in the Configure user rules section, you must configure a list of StoreFront servers that are
trusted to assert user identities to FAS when certificates are issued. Similarly, you can restrict which
users will be issued certificates, and which VDA machines they can authenticate to. This is in addition
to any standard Active Directory or certificate authority security features you configure.

Firewall settings

All communication to FAS servers uses mutually authenticated Windows Communication Foundation
(WCF) Kerberos network connections over port 80.

Event log monitoring

FAS and the VDA write information to the Windows Event Log. This can be used for monitoring and
auditing information. The Event logs section lists event log entries that may be generated.

Hardware security modules

All private keys, including those of user certificates issued by FAS, are stored as non-exportable pri-
vate keys by the Network Service account. FAS supports the use of a cryptographic hardware security
modaule, if your security policy requires it.

Low-level cryptographic configuration is available in the FederatedAuthenticationService.exe.config
file. These settings apply when private keys are first created. Therefore, different settings can be used
for registration authority private keys (for example, 4096 bit, TPM protected) and runtime user certifi-

cates.
Parameter Description
ProviderLegacyCsp When set to true, FAS uses the Microsoft
CryptoAPI (CAPI). Otherwise, FAS uses the
Microsoft Cryptography Next Generation API
(CNG).
ProviderName Name of the CAPI or CNG provider to use.
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Parameter

ProviderType

KeyProtection

KeyLength

PowerShell SDK

Description

Refers to Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24. Should always be 24 unless
you are using an HSM with CAPI and the HSM
vendor specifies otherwise.

Controls the “Exportable” flag of private keys.
Also allows the use of Trusted Platform Module
(TPM) key storage, if supported by the
hardware.

Key length for RSA private keys. Supported
values are 1024, 2048 and 4096 (default: 2048).

Although the FAS administration console is suitable for simple deployments, the PowerShell interface
offers more advanced options. When you are using options that are not available in the console, Citrix

recommends using only PowerShell for configuration.

The following command adds the PowerShell cmdlets:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Use Get-Help <cmdlet name> to display cmdlet help. The following table lists several commands
where * represents a standard PowerShell verb (such as New, Get, Set, Remove).

Commands

*-FasServer

*-FasAuthorizationCertificate

*-FasCertificateDefinition

*-FasRule

*-FasUserCertificate

Overview

Lists and reconfigures the FAS servers in the
current environment.

Manages the Registration Authority certificate.

Controls the parameters that FAS uses to
generate certificates.

Manages User Rules configured on FAS.

Lists and manages certificates cached by FAS.

PowerShell cmdlets can be used remotely by specifying the address of a FAS server.
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For information on FAS PowerShell cmdlets, see PowerShell cmdlets.

Performance counters

FAS includes a set of performance counters for load tracking purposes.
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The following table lists the available counters. Most counters are rolling averages over five minutes.

Name Description
Active Sessions Number of connections tracked by FAS.
Concurrent CSRs Number of certificate requests processed at

the same time.

Private Key ops Number of private key operations performed
per minute.

Request time Length of time to generate and sign a
certificate.

Certificate Count Number of certificates cached in FAS.

©1999-2019 Citrix Systems, Inc. All rights reserved. 25


/en-us/federated-authentication-service/config-manage/ps-sdk.html

Federated Authentication Service

Name Description

CSR per minute Number of certificate signing requests
processed per minute.

Low/Medium/High Estimates of the load that FAS can acceptin
terms of “CSRs per minute”. Exceeding the
“High Load” threshold may result in session
launches failing.

Event logs

The following tables list the event log entries generated by FAS.

Administration events [Federated Authentication Service]

[Event Source: Citrix.Authentication.FederatedAuthenticationService]

These events are logged in response to a configuration change in the FAS server.

Log Codes

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group
[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]
[S003] Administrator [{0}] setting Maintenance Mode to [{1}]

[S004] Administrator [{0}] enrolling with CA [{1}] templates [{2} and {3}]
[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating new Certificate Definition [{1}]
[S007] Administrator [{0}] updating Certificate Definition [{1}]

[S008] Administrator [{0}] deleting Certificate Definition [{1}]

[S009] Administrator [{0}] creating new Role [{1}]

[S010] Administrator [{0}] updating Role [{1}]

[SO011] Administrator [{0}] deleting Role [{1}]

[S012] Administrator [{0}] creating certificate [upn: {1} sid: {2} role: {3}][Certificate Definition:
{4}1[Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security

Context: {4}]
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Log Codes

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]

Log Codes

[S401] Performing configuration upgrade - [From version {0}][to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]

[S404] Forcefully erasing the Citrix Federated Authentication Service database
[S405] An error occured while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

[S407] Registry-based data was not migrated to a database since a database already existed
[S408] Cannot downgrade the configuration - [From version {0}][to version {1}]

[S409] ThreadPool MinThreads adjusted from [workers: {0} completion: {1}] to: [workers: {2}
completion: {3}]

[S410] Failed to adjust ThreadPool MinThreads from [workers: {0} completion: {1}] to: [workers:

{2} completion: {3}]

Creating identity assertions [Federated Authentication Service]

[Event Source: Event Source: Citrix.Authentication.FederatedAuthenticationService]

These events are logged at runtime on the FAS server when a trusted server asserts a user logon.

Log Codes

[S101] Server [{0}] is not authorized to assert identities in role [{1}]

[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]

[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]
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Log Codes

[S121] Certificate issued to [upn: {0} role: {1}] by [certifcate authority: {2}]
[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].
[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certifcate authority: {2}] [exception: {3}]

Acting as a relying party [Federated Authentication Service]

[Event Source: Event Source: Citrix.Authentication.FederatedAuthenticationService]

These events are logged at runtime on the FAS server when a VDA logs on a user.

Log Codes

[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.
[S203] Relying party [{0}] does not have access to the Logon CSP

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]

[S205] Calling account [{0}] is not a relying party in role [{1}]
[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}].

In-session certificate server [Federated Authentication Service]

[Event Source: Event Source: Citrix.Authentication.FederatedAuthenticationService]

These events are logged on the FAS server when a user uses an in-session certificate.

Log Codes

[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card
[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]
[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

© 1999-2019 Citrix Systems, Inc. All rights reserved. 28



Federated Authentication Service

Log Codes

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role:
{4} thumbprint: {5}] for private key operation [{6}]

[S305] Private Key operation failed [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4}
{511.

FAS assertion plugin [Federated Authentication Service]

[Event Source: Event Source: Citrix.Authentication.FederatedAuthenticationService]

These events are logged by the FAS assertion plugin.

Log Codes

[S500] No FAS assertion plugin is configured
[S501] The configured FAS assertion plugin could not be loaded [exception:{0}]
[S502] FAS assertion plugin loaded [pluginld={0}] [assembly={1}] [location={2}]

[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plugin [{2}] does
not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no
configured FAS plugin)

[S505] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] rejected the logon evidence with
status [{3}] and message [{4}])

[S506] The plugin [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plugin [{2}]
does not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plugin)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was deemed invalid by plugin
[{2}]
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Log on [VDA]

[Event Source: Citrix.Authentication.IdentityAssertion]

These events are logged on the VDA during the logon stage.

Log Codes

[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]

[S105] Identity Assertion Logon. Logging in [Username: {0}][Domain: {1}]
[S106] Identity Assertion Logon. Logging in [Certificate: {0}]

[S107] Identity Assertion Logon failed. [Exception: {0}{1}]

[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

In-session certificates [VDA]

[Event Source: Citrix.Authentication.ldentityAssertion]

These events are logged on the VDA when a user attempts to use an in-session certificate.

Log Codes

[S201] Virtual smart card access authorized by [{0}] for [PID: {1} Program Name: {2}][Certificate
thumbprint: {3}]

[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]

[S204] Virtual Smart Card Subsystem. Smart card support disabled

Certificate request and key pair generation [Federated Authentication Service]

[Event Source: Citrix.Fas.PkiCore]

These events are logged when the FAS server performs low-level cryptographic operations.
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Log Codes

[SO001] TrustArea::TrustArea: Installed certificate [TrustArea: {0}] [Certificate
{1}[TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}][MachineWide: {1}][Provider: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]

[S017] PrivateKey::Delete [CspName: {0}, Identifier {1}]

Log Codes

[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

Related information

« The common FAS deployments are summarized in Deployment architectures.
+ “How-to” articles are introduced in Advanced configuration.

Deployment architectures

September 18, 2019

Introduction

Federated Authentication Service (FAS) is a Citrix component that integrates with your Active Direc-
tory certificate authority, allowing users to be seamlessly authenticated within a Citrix environment.
This document describes various authentication architectures that may be appropriate for your de-
ployment.

When enabled, FAS delegates user authentication decisions to trusted StoreFront servers. StoreFront
has a comprehensive set of built-in authentication options built around modern web technologies,
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and is easily extensible using the StoreFront SDK or third-party IS plugins. The basic design goal is
that any authentication technology that can authenticate a user to a web site can now be used to log
in to a Citrix Virtual Apps or Citrix Virtual Desktops deployment.

This document describes example top-level deployment architectures, in increasing complexity.

« Internal deployment

« Citrix Gateway deployment
« ADFS SAML

« B2B account mapping

+ Windows 10 Azure AD join

Links are provided to related FAS articles. For all architectures, the Install and configure article is the
primary reference for setting up FAS.

How it works

FASisauthorized toissue smart card class certificates automatically on behalf of Active Directory users
who are authenticated by StoreFront. This uses similar APIs to tools that allow administrators to pro-
vision physical smart cards.

When a user is brokered to a Citrix Virtual Apps or Citrix Virtual Desktops Virtual Delivery Agent (VDA),
the certificate is attached to the machine, and the Windows domain sees the logon as a standard smart
card authentication.

Internal deployment

FAS allows users to securely authenticate to StoreFront using a variety of authentication options (in-
cluding Kerberos single sign-on) and connect through to a fully authenticated Citrix HDX session.

Thisallows Windows authentication without prompts to enter user credentials or smart card PINs, and
without using “saved password management” features such as the Single Sign-on Service. This can
be used to replace the Kerberos Constrained Delegation logon features available in earlier versions of
Citrix Virtual Apps.

All users have access to public key infrastructure (PKI) certificates within their session, regardless of
whether or not they log on to the endpoint devices with a smart card. This allows a smooth migration
to two-factor authentication models, even from devices such as smartphones and tablets that do not
have a smart card reader.

This deployment adds a new server running FAS, which is authorized to issue smart card class certifi-
cates on behalf of users. These certificates are then used to log on to user sessions in a Citrix HDX
environment as if a smart card logon was used.
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The Citrix Virtual Apps or Citrix Virtual Desktops environment must be configured in a similar manner
as smart card logon, which is documented in CTX206156.

In an existing deployment, this usually involves only ensuring that a domain-joined Microsoft certifi-
cate authority is available, and that domain controllers have been assigned domain controller certifi-
cates. (See the “Issuing Domain Controller Certificates” section in CTX206156.)

Related information:

«+ Keys can be stored in a Hardware Security Module (HSM) or built-in Trusted Platform Module
(TPM). For details, see the Private key protection article.
« The Install and configure article describes how to install and configure FAS.

Citrix Gateway deployment

The Citrix Gateway deployment is similar to the internal deployment, but adds Citrix Gateway paired
with StoreFront, moving the primary point of authentication to Citrix Gateway itself. Citrix Gateway
includes sophisticated authentication and authorization options that can be used to secure remote
access to a company’s web sites.

This deployment can be used to avoid multiple PIN prompts that occur when authenticating first to
Citrix Gateway and then logging in to a user session. It also allows use of advanced Citrix Gateway
authentication technologies without additionally requiring AD passwords or smart cards.

© 1999-2019 Citrix Systems, Inc. All rights reserved. 34


http://support.citrix.com/article/ctx206156
/en-us/federated-authentication-service/config-manage/private-key-protection.html
/en-us/federated-authentication-service/install-configure.html

Federated Authentication Service

AUTH.LOCAL domain

Microsoft

Certificate Authority

o e | micosort |
@ FAS User .
Certificate + Domain Controller
Template
|
@ FAS Authorization "
= Centficate Windows Server
‘ Template
UPN
walter@auth.local
StoreFront

Windows Server

Issue TLS Server
Citrix Gateway f Certificate
VPX
Root CA Export .
f Contficate <« Federated Authenti-
' Certificate . .
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
Authorization Issue Operating Systems

Certificate

Authenticate L

=

| FASUser = FASUser

' Certificates -‘7' Certificate
B A

Issue

Login with

1
1

|

1

|

1

: Hardware Security
: Module (Optional)
|
1
|
1
|
1

Associated with

Hardware Appliance

a2 v
_— - ? Prsiir:te Keys

4 __ 0’4 Authorization
Private Key

The Citrix Virtual Apps or Citrix Virtual Desktops environment must be configured in a similar manner
as smart card logon, which is documented in CTX206156.

In an existing deployment, this usually involves only ensuring that a domain-joined Microsoft certifi-
cate authority is available, and that domain controllers have been assigned Domain Controller certifi-
cates. (See the “Issuing Domain Controller Certificates” section in CTX206156).

When configuring Citrix Gateway as the primary authentication system, ensure that all connections
between Citrix Gateway and StoreFront are secured with TLS. In particular, ensure that the Callback
Urlis correctly configured to point to the Citrix Gateway server, as this can be used to authenticate the
Citrix Gateway server in this deployment.
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StoreFront
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Related information:

+ To configure Citrix Gateway, see “How to Configure NetScaler Gateway 10.5 to use with Store-

Front 3.6 and Citrix Virtual Desktops 7.6.”
« Install and configure describes how to install and configure FAS.

ADFS SAML deployment

A key Citrix Gateway authentication technology allows integration with Microsoft ADFS, which can act
as a SAML Identity Provider (IdP). A SAML assertion is a cryptographically-signed XML block issued by
a trusted IdP that authorizes a user to log on to a computer system. This means that the FAS server
allows the authentication of a user to be delegated to the Microsoft ADFS server (or other SAML-aware

IdP).
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ADFS Proxy SAML IdP

ADFS is commonly used to securely authenticate users to corporate resources remotely over the Inter-
net; for example, it is often used for Office 365 integration.

Related information:

« The ADFS deployment article contains details.
+ TheInstall and configure article describes how to install and configure FAS.
+ The Citrix Gateway deployment section in this article contains configuration considerations.
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B2B account mapping

If two companies want to use each other’s computer systems, a common option is to set up an Active
Directory Federation Service (ADFS) server with a trust relation. This allows users in one company
to seamlessly authenticate into another company’s Active Directory (AD) environment. When logging
on, each user uses their own company logon credentials; ADFS automatically maps this to a “shadow
account” in the peer company’s AD environment.

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
uPN
a walter@adfs.ext @ FAS User

P Certificate Domain Controller
Template

& FAS Authorization
@ Certificate
£ rempiate

walter@auth.local

| Certificate Authority Alternative UPN

Windows Server

walter@adfs.ext
. StoreFront
Windows Server
H Windows Server
=
Citrix Gateway f Certificate
ADFS Server
VPX
Root CA Export :
1 Corticte < Federated Authenti-
> £ (Pl'hf?cna[teer 2 (Cial‘e;mav;Sewe. Issue cation Server r T
ertiicate irtual Deliver
Windows Server A t v
T q Signature Export ADFS Signature g€n
g £ Cordfcare b confice : FAS Windows Server & Desktop
g Ppm, S\ thorization Issue Operating Systems
2 ¥ enayotion SAMLSP (RP) . SR centificate
& Certificate f
R (notusea) i J__ [E rasuser 4 Issue | A‘I FAS User
: r = Cerllfifates - g Cortificate
SAML IdP Pl
; : — Loginwith Lo
o
i
itrix 1 -
1%z, | Hardware Security
12 .
. 21
Client 12y Module (Optional)
1
: I Hardware Appliance
Windows / MacOS / Linux 1 :
]
R~
Export Root CA Certificate I a*
]
]

§ (fromADFS.EXTCA)

Authorization
Root CA Certificate I Gf‘ Private Key

§ (fromAUTHLOCALC)

Export

Related information:

+ TheInstall and configure article describes how to install and configure FAS.
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Windows 10 Azure AD Join

Windows 10 introduced the concept of “Azure AD Join,” which is conceptually similar to traditional
Windows domain join but targeted at “over the internet” scenarios. This works well with laptops and
tablets. As with traditional Windows domain join, Azure AD has functionality to allow single sign-on
models for company websites and resources. These are all “Internet aware,” so will work from any
Internet connected location, not just the office LAN.

Azure

“E Azure AD

synchronization

|I — I a8 focmss Proy
% \ Citrix Virtual Desktop

o | [ |

Cloud e Amen

T

This deployment is an example where there is effectively no concept of “end users in the office.” Lap-
tops are enrolled and authenticate entirely over the Internet using modern Azure AD features.

Note that the infrastructure in this deployment can run anywhere an IP address is available: on-
premises, hosted provider, Azure, or another cloud provider. The Azure AD Connect synchronizer will
automatically connect to Azure AD. The example graphic uses Azure VMs for simplicity.
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Related information:

« The Install and configure article describes how to install and configure FAS.
« The Azure AD integration article contains details.

ADFS deployment

September 11,2019

Introduction

This document describes how to integrate a Citrix environment with Microsoft ADFS.

Many organizations use ADFS to manage secure user access to web sites that require a single point of
authentication. For example, a company may have additional content and downloads that are avail-
able to employees; those locations need to be protected with standard Windows logon credentials.

Federated Authentication Service (FAS) also allows Citrix Gateway and Citrix StoreFront to be inte-
grated with the ADFS logon system, reducing potential confusion for the company’s staff.

This deployment integrates Citrix Gateway as a relying party to Microsoft ADFS.
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Citrix Gateway
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f Cenificate
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' Certificate

ADFS Signature
f Cenificate

Web Access Proxy
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Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

SAML overview

Security Assertion Markup Language (SAML) is a simple “redirect to a logon page” web browser logon
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f
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Certificate Authority

Windows Server
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‘ Certificate
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@ FAS Authorization
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Hardware Security
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Hardware Appliance

a" Users

Private Keys

L M Authorization
Private Key

system. Configuration includes the following items:

Domain Controller

Windows Server

uPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

FAS User
| Certificate
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Redirect URL [Single Sign-on Service Url]

When Citrix Gateway discovers that a user needs to be authenticated, it instructs the user’s web
browsertodoaHTTP POST to a SAML logon webpage on the ADFS server. Thisisusuallyanhttps:
address of the form: https:

This web page POST includes other information, including the “return address” where ADFS will return
the user when logon is complete.

Identifier [Issuer Name/EntityID]

The Entityld is a unique identifier that Citrix Gateway includes in its POST data to ADFS. This informs
ADFS which service the user is trying to log on to, and to apply different authentication policies as
appropriate. If issued, the SAML authentication XML will only be suitable for logging on to the service
identified by the Entityld.

Usually, the EntityID is the URL of the Citrix Gateway server logon page, but it can generally be any-
thing, as long as Citrix Gateway and ADFS agreeonit: https:

Return address [Reply URL]

If authentication is successful, ADFS instructs the user’s web browser to POST a SAML authentication
XML back to one of the Reply URLs that are configured for the Entityld. This is usually an https:
address on the original Citrix Gateway server in the form: https:

If there is more than one Reply URL address configured, Citrix Gateway can choose one in its original
POST to ADFS.

Signing certificate [IDP Certificate]

ADFS cryptographically signs SAML authentication XML blobs using its private key. To validate this
signature, Citrix Gateway must be configured to check these signatures using the public key included
in a certificate file. The certificate file will usually be a text file obtained from the ADFS server.

Single sign-out Url [Single Logout URL]

ADFS and Citrix Gateway support a “central logout” system. This is a URL that Citrix Gateway polls
occasionally to check that the SAML authentication XML blob still represents a currently logged-on
session.

© 1999-2019 Citrix Systems, Inc. All rights reserved. 42



Federated Authentication Service

This is an optional feature that does not need to be configured. It is usually an https:// address
in the form https://adfs.mycompany.com/adfs/logout. (Note that it can be the same as the
Single Logon URL.)

Configuration

The section Citrix Gateway deployment describes how to set up Citrix Gateway to handle standard
LDAP authentication options. After that completes successfully, you can create a new authentication
policy on Citrix Gateway that allows SAML authentication. This can then replace the default LDAP
policy used by the Citrix Gateway wizard.

MetScaler > MetScaler Gateway » Policies > Authentication » SAML » Policles f:,: lﬂ H
Palicies Servers
Add Primary VPN Global Bindings Search =
Name Expression Request Server
StoreFrontSANL MS_TRUE Azuredd

Fillin the SAML policy

Configure the new SAML IdP server using information taken from the ADFS management console ear-
lier. When this policy is applied, Citrix Gateway redirects the user to ADFS for logon, and accepts an
ADFS-signed SAML authentication token in return.
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Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend
255

Authentication Type
SAML

IDP Certificate Name* 233
AzureADSAML v +
Redirect URL* Exact e

20f-4c20-9826-14d5e484c62e/5aml2

Single Logout URL

nternetProtocol ~

| 201-4c20-9826-14d50484c6 28 /saml2 nternetProtocolPassword v
Uszer Field
userprincipalnarme

Cim P oo = MName
gring Certificate Mamse

v
Issuer Name

.y »
httpsy//ns.citrixsamidemo net/Citmx/<

Reject Unsigned Assertion®

ON v
SAML Bir !

POST v
Dt Authenticaton IM+)

Sk T Frar

5

Related information

« Install and configure is the primary reference for FAS installation and configuration.
« The common FAS deployments are summarized in the Deployment architectures article.
+ “How-to” articles are introduced in the Advanced configuration article.

Azure AD integration

September 11, 2019

© 1999-2019 Citrix Systems, Inc. All rights reserved.


/en-us/federated-authentication-service/install-configure.html
/en-us/federated-authentication-service/deployment-architectures.html
/en-us/federated-authentication-service/config-manage.html

Federated Authentication Service

Introduction

This document describes how to integrate a Citrix environment with the Windows 10 Azure AD feature.
Windows 10 introduced Azure AD, which is a new domain join model where roaming laptops can be
joined to a corporate domain over the Internet for the purposes of management and single sign-on.

The example deployment in this document describes a system where IT provides new users with a
corporate email address and enrollment code for their personal Windows 10 laptops. Users access
this code through the System > About > Join Azure AD option in the Settings panel.

(= Settings - (m] =
@ SYSTEM Find a setting A
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
St
Hek Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

After the laptop is enrolled, the Microsoft Edge web browser automatically signs on to company web
sites and Citrix published applications through the Azure SaaS applications web page, with other
Azure applications such as Office 365.
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B Access Panel Applicatior %+ — d
é B C_:) ‘ |£1| account.activedirectory.windowsazure.com,a) ';‘k' | = @ Q

Microsoft Azure gearge@

pes

applications  profile

AzureStoreFront

82016 Microsoft  Legal | Privacy

Architecture

This architecture replicates a traditional company network completely within Azure, integrating with
modern cloud technologies such as Azure AD and Office 365. End users are all considered remote
workers, with no concept of being on an office intranet.

The model can be applied to companies with existing on premises systems, because the Azure AD
Connect Synchronization can bridge to Azure over the Internet.
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Azure

“! Azure AD

Synchronization

Citrix Yirtual Desktop

I i A0S B i ’\
-
I

Cloud i o

DMZ | [Eﬁ

T

E y i _
5 JI,-' T

Secure connections and single sign-on, which would traditionally have been firewalled-LAN and Ker-
beros/NTLM authentication, are replaced in this architecture by TLS connections to Azure and SAML.
New services are built as Azure applications joined to Azure AD. Existing applications that require Ac-
tive Directory (such as a SQL Server database) can be run using a standard Active Directory Server VM
in the IAAS portion of the Azure Cloud Service.

When a user launches a traditional application, they are accessed using Citrix Virtual Apps and Desk-
tops published applications. The different types of applications are collated through the user’s Azure
Applications page, using the Microsoft Edge Single sign-on features. Microsoft also supplies Android
and iOS apps that can enumerate and launch Azure applications.
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Create a DNS zone

Azure AD requires that the administrator has registered a public DNS address and controls the dele-
gation zone for the domain name suffix. To do this, the administrator can use the Azure DNS zone

feature.

This example uses the DNS zone name citrixsamldemo.net.

Essentials -~
Biesource group
ritricsamldemc
Subscription name
suzl St 1o Professional with hASDIR

Subscription IC

df22436f-d4f9-46ae-be7Tb-6470¢cdaeefca

HAME TYPE ™
@ M3 172800
@ S04 3600
fs CHAME 3600

Mame seneer 1
ns1-01.azure-dns.com.

Hame server 2

ns2-01,.azure-dns.net,
Mame server 3
ns3-01 .azure--:lns.-:.rq.
Mame senver 4
ns4-01.azure-dns.infao,

WVALUE

nsl-01,azure-dns.cam,
ns2-01.azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

adfs-citrissamidemosesteurope.cloud... ..

The console shows the names of the Azure DNS name servers. These should be referenced in the DNS
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registrar’s NS entries for the zone (for example, citrixsamldemo.net. NS nl1-01l.azure-dns.

com)

When adding references to VMs running in Azure, it is easiest to use a CNAME pointer to the Azure-
managed DNS record for the VM. If the IP address of the VM changes, you will not need to manually
update the DNS zone file.

Both internal and external DNS address suffixes will match for this deployment. The domain is cit-
rixsamldemo.net, and uses a split DNS (10.0.0.* internally).

Add an “fs.citrixsamldemo.net” entry that references the Web Application Proxy server. This is the
Federation Service for this zone.

Create a Cloud Service

This example configures a Citrix environment, including an AD environment with an ADFS server run-
ning in Azure. A Cloud Service is created, named “citrixsamldemo.”

URL

WEE aPP QUICK CREATE
| @ ¢

C lapp.net
VIRTUAL MACHINE i-"‘i CUSTOM CREATE cloudapp.net
REGION OR AFFINITY GROUP

,nqﬁ E MOBILE SERVICE West Europe W ‘

} | @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE
=l

CREATE CLOUD SERVICE  +

Create Windows virtual machines

Create five Windows VMs running in the Cloud Service:

« Domain controller (domaincontrol)

« Azure Connect ADFS server (adfs)

« ADFS web access proxy (Web Application Proxy, not domain joined)
« Citrix Virtual Apps and Desktops Delivery Controller
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« Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

Create virtual machine >

Create virtual n

Resource groups

s All resources * Name
‘[ Basics 3
Recent Configure basic settings
 User name
App Services
Virtual machines (classic) = * Passwiord
B virtual machines
'% Subscription
&0l databhases g onfigure of 3| fe L f g £ ey
S0L databases wWiual Studio Profassional with MSDH~ w
& Cloud services (dassic) * Resource group
.ﬂ citrixsarmnidamo A
W security Center v Window Dat
Location
? Subscriptions \Wast Europa hd
Browse »

Domain Controller

« Add the DNS Server and Active Directory Domain Services roles to create a standard Active
Directory deployment (in this example, citrixsamldemo. net). After domain promotion com-
pletes, add the Active Directory Certification Services role.

+ Create a normal user account for testing (for example, George@citrixsamldemo.net).

« Since this server will be running internal DNS, all servers should refer to this server for DNS
resolution. This can be done through the Azure DNS settings page. (For more information, see
the Appendix in this document.)
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ADFS controller and Web Application Proxy server

« Join the ADFS server to the citrixsamldemo domain. The Web Application Proxy server should
remain in an isolated workgroup, so manually register a DNS address with the AD DNS.

+ Run the Enable-PSRemoting -Force cmdlet on these servers, to allow PS remoting through

firewalls from the AzureAD Connect tool.

Citrix Virtual Desktops Delivery Controller and VDA

« Install the Citrix Virtual Apps or Citrix Virtual Desktops Delivery Controller and VDA on the re-
maining two Windows servers joined to citrixsamldemo.

Configure an internal DNS

After the domain controller is installed, configure the DNS server to handle the internal view of cit-

rixsamldemo.net, and act as a forwarder to an external DNS server (for example: 8.8.8.8).

File

BAetion  View Help

DMS Manager

I EEEE EEEE

£, DNS
4 i DOMAINCOMTROL
4 | 7] Forward Lookup Zones
I [z] _msdes. net
b E
B[] Reverse Lookup Fones
b Ll Trust Points
t [ Conditional Forwarders
b [E] Global Logs

MName
_msdcs
: _sites
] _tcp
| _udp
_ DomainDnsZones
~ ForetDncZones
,_ (sarme as parent folder)
] (same a5 parent folder)
] (same a5 parent folder)
£ adfs
| demaincontrol
fs

wap

(I 11T [ £

enterpriseregistration

Type

Start ef Authority (904)
Marme Server (M5)

Hest (&)

Hest (A)

Hust (A)

Hust (4]

Huxst (4]

Huost (4]

]

Data

[24], demaincantral.
domaincantral,
100012

10,0013

100,002

10,0013

100,014

100013

- | B3 X

Timesta

ctatie
static
135201
135201
static
static
static

Add a static record for:

« wap.citrixsamldemo.net [the Web Application Proxy VM will not be domain joined]

« fs.citrixsamldemo.net [internal federation server address]
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+ enterpriseregistration.citrixsaml.net [same as fs.citrixsamldemo.net]

AllVMs running in Azure should be configured to use only this DNS server. You can do this through the

Network Interface GUI.

Essentials ~ i DINS servers @
SUPPORT ~ TROUBLESHOOTING
* Primary DMS senver
Location ) -
West Europe W cuditlegs > 10.0.0.5
Subscription name
Praf % Mew support request b Secondary DNS server

Sul on D

df22436f-d4f9-46ae-beTb-64T0cdaeefca

GEMERAL
Properties >
A s =
P addresses >
Bl DNS servers >
0 Metwork security group >

By default, the internal IP (10.0.0.9) address is dynamically allocated. You can use the IP addresses set-
ting to permanently assign the IP address. This should be done for the Web Application Proxy server
and the domain controller.

Configure an external DNS address

When a VM is running, Azure maintains its own DNS zone server that points to the current public IP
address assigned to the VM. This is a useful feature to enable because Azure assigns IP addresses when
each VM starts, by default.

- DomainControl8733 Settings Configuration

;AR D Assignment
Stte
SUPPORT « TROUBLESHOOTING
1P adidress @
B Auditlogs > 13.84.252.54
& Newsuppon request > Idle timeout (minates) @

GENERAL

I gz =
Properties >
Il settings =5
& Configuration >
dd t
®
RESOURCE MANAGEMENT
Eait & T >
& Locks >
uia Users >
&1 Export template >

Thisexample assigns a DNS address of domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com
to the domain controller.
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Note that when remote configuration is complete, only the Web Application Proxy and Citrix Gateway
VMs should have public IP addresses enabled. (During configuration, the public IP address is used for
RDP access to the environment).

Configure security groups

The Azure cloud manages firewall rules for TCP/UDP access into VMs from the Internet using security
groups. By default, all VMs allow RDP access. The Citrix Gateway and Web Application Proxy servers

should also allow TLS on port 443.

A RO
SURPORT » TROUBLESHOOTING 1 inbound, 0 outbound SUPPORT + TROUBLESHODTING

ssociated with

0 subnets, 2 netwark interfaces W Auditiogs >

B Auditlogs >

w4 New support request > ssional with MSDP a4  New support request >

9-46ae-beTh-6479cdaeefca
GENERAL GENERAL

Properties
1P addresses

B DNSservers

Voo v

@ Metwork security group

wov v | e v

RESOURCE MANAGEMENT

Create an ADFS certificate

Enable the Web Server certificate template on the Microsoft certificate authority. This allows creation
of a certificate with custom DNS addresses that can be exported (including private key) to a pfx file.
You must install this certificate on both the ADFS and Web Application Proxy servers, so the PFXfile is
the preferred option.

Issue a Web Server certificate with the following subject names:

« Commonname:

- adfs.citrixsamldemo.net [name of computer]
« SubjectAltname:

- *.citrixsamldemo.net [name of zone]

- fs.citrixsamldemo. net [entry in DNS]

- enterpriseregistration.citrixsamldemo.net
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= Consolel - [Con Certificate Properties - e x |
File Action ¥ M & er |
C i d, Subject | General | Extensions | Private Key | Certification Autherity LIFE
+ 4 !
B |E] i =l Certificate Enrollmen The subject of a certificate is the user or computer to which the certificate is issued. You
= Conzol: Root can enter informaticn about the types of subject namie and alternative name values that
_j Certificates (L can be used in a certificate.
2 = FIIIC ul Request Certificat Subject of certficte -~
4 [ Persona |
= i The user or computer that is receiving the cerificate ¥
L Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: -
i [ Enterprise Type: CH=adfs.citrisamldemao.net i
b0 Intermediz Add = ’
b (3 Trusted Pu [l Computer |Eummun name v]
= Value:
b [ Untrusted [+ Web Server T < Remave
b - :h"‘:-:a: L hare infarm | |
[
b - {us- ok The followi ¢ Alternative name:
b L2 Chent Aut L B
- . &
b ) Remote D Key usage: |D}:‘S | * citrixsamldemeo. net
- ) v -
I 4 Runtirme_T] Application p |tram|del: o
b L2 Smart Car Validity period Value: : | enterpriseregistration.citrosam|
p [ Trusted De | | [ Add >
—— < Remave
[]5how all templates
[<] n [ ¥
4 [}
Lo || concad [[ apoy |

Export the certificate to a pfx file, including a password-protected private key.

Set up Azure AD

This section details the process of setting up a new Azure AD instance and creating user identities that
can be used to join Windows 10 to Azure AD.

Create a new directory

Log on to the classic Azure portal and create a new directory.
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Add directory

DIRECTORY
Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

When complete, a summary page appears.
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citrixsamldemo

&3 useRs GROUPS APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory | Manage Access | Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn derain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

Integrate with your local directory

%,

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

Create a global administrator user (AzureAdmin)

Create a global administrator in Azure (in this example, AzureAdmin@citrixsamldemo.
onmicrosoft.com)and log on with the new account to set up a password.
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Register your domain with Azure AD

By default, users are identified with an email address in the form: <user.name>@<company>.

onmicrosoft.com.

Although this works without further configuration, a standard format email address is better, prefer-
ably one that matches the email account of the end user: <user.name>@<company>. com.

The Add domain action configures a redirect from your real company domain. The example uses

citrixsamldemo.net.

If you are setting up ADFS for single sign-on, enable the check box.
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Install Azure AD Connect

Step 2 of the Azure AD configuration GUI redirects to the Microsoft download page for Azure AD Con-
nect. Install this on the ADFS VM. Use Custom install, rather than Express Settings, so that ADFS

options are available.
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

Select the Federation with AD FS Single sign-On option.
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: f.contoso.com)

Learn more about AD FS reguirements,

Connect to Azure with the administrator account you created earlier.
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Express Settings
Required Components
User Sign-in
Sync
Connect Directories
Azure AD sign-in
Damain/OU Filtening
Identifying users
Filtering
Optional Features
AD F5 Farm
Azure AD Domain
Configure

WVerify

Connect to Azure AD

Enter your Azure AD credentials: [ 7]

USERMAME

|ﬂzurc.‘-".dmm@cntrmsamld emo.onmicrosaft.com |

PASSWORD

Previous

Select the internal AD forest.
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& Microsoft Azure Active Directory C

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Syne
Cromain/OU Filtering
Identifying users
Filtering
Optional Features
ADFE Farm
Azure AD Domain
Configure
Verify

Connect your directories

Enter connection information for your on-premises directories or forests: 9

DIRECTORY TYPE
| Active Directory

FOREST i)

| citrixsamldemo.cloudapp.net

USERMAME

|.

|EITRIXSAMLDEMCh Administrater

PASSWORD

.-...-.4

COMFIGURED DIRECTORIES

Add Directory

citrixszmidemo.cloudapp.net (Active Directory) & Remove

Previous

Synchronize all legacy Active Directory objects with Azure AD.
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Domain and OU filtering

Express Settings

Required Components Directory | citrixsamidemo.cloudapp.net |' | Refresh Ou/Domain | e
User Sign-in ~ Sync all domains and Qs

Connect to Azure AD ® sync selected domains and Ols

sync

4 [ citriksamldemo.cloudapp.net

Connect Directories Builtin
Domain/OU Filtering Computers

dentifying users Damain Controllers
- ForeignSecurityPrincipals
Filtering g Y p
Infrastructure
tional Fe
Optional Features LostandFound

ADFS Farm Managed Service Accounts

zure AD Domain NTDS Quotas

Configure Program Data
Verify System
Users

RERRDERDRER R

Configuration

If the directory structure is simple, you can rely on the usernames being sufficiently unique to identify

a user who logs on.
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Uniguely identifying your users

Required Components Select how users should be identified in your on-premises directories, [ 7]

Express Settings

User Sign-n ® Users are represented only once across all directories,

Connect to Azure AD ) User identities exist across multiple directories. Match using:
Sync
Connect Directories
Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

Accept the default filtering options, or restrict users and devices to a particular set of groups.
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Filter users and devices

Express Settings

Reguired Components Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.
User Sign-In # sSynchronize all users and devices
Connect to Azure AD 7 synchronize selected @
Sync OREST GROUP
Connect Directories citrixsamldema.cloudapp.net I_;I.:_T_, 2 name or DN of 2 groug Resclve

Domain/CU Filtering

|dentifying users

| fiteing |
Optional Features

AD F5 Farm

Azure AD Domain

Configure

Verify

Previous

If desired, you can synchronize the Azure AD passwords with Active Directory. This is usually not re-
quired for ADFS-based authentication.
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

1ent e

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne
[ Password hash synchronization @

[ Passward writeback €

Connect Directories
Domain/OU Filtering
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

Select the certificate PFX file to use in AD FS, specifying fs.citrixsamldemo.net as the DNS name.
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

® Provide 3 PFX Certificate File

Z) Use a Certificate installed on the Federation Machines

Connect Directories
Domain/OU Filtering
Identifying users
Filtering CERTIFICATE FILE @)

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [ Browse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net l'| [fs | (-] i
Proxy Servers |
Cradentials FEDERATION SERWICE MAME {
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain
Configure
Verify

When prompted to select a proxy server, enter the address of the wap.citrixsamldemo.net server. You
may need to run the Enable-PSRemoting -Force cmdlet as an administrator on the Web Application
Proxy server, so that Azure AD Connect can configure it.
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect to Azure AD | THOE 3 Server name or 1P address Add
Sync
Connect Directories SELECTED SERVERS
Domain/QU Filtering & vDacitrisamidemo.cloudappnet  Remove

Identifying users

Filtering

Optional Features
AD F5 Farm

Federation Servers

Credentials

Service account
Azure AD Domain
Configure

Verify

Previous

Note:

If this step fails due to Remote PowerShell trust problems, try joining the Web Application Proxy

server to the domain.

For the remaining steps of the wizard, use the standard administrator passwords, and create a service
account for ADFS. Azure AD Connect will then prompt to validate the ownership of the DNS zone.
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Express Settings
Required Companents
User Sign-in

Connect to Azure AD

Sync

AD F5 Farm

Azure AD Domain
Configure

Verify

Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Federation Servers
Proxy Servers
Credentials

Service account

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

Add the TXT and MX records to the DNS address records in Azure.

HAME TYPE

=]

s

M5

S0

TAT

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Click Verify in the Azure Management Console.
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CitrixSaml|Demo
&3 USERS GROUPS APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMNFIGURE EPORTS LICENSES
COMAIN MAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN e
citrocsamidemo.onmicrosoft.com Basic Autive Mot Available fes
Note:

If this step fails, you can verify the domain before running Azure AD Connect.

When complete, the external address fs.citrixsamldemo.net is contacted over port 443.

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federaticn service name fs.citrixsamigzme.net was verified and resclves to the following addresses;

100003

& The Extranet configuration was successfully verified.

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to
the following addresses:

104.45.19.206

Venfy

Enable Azure AD Join

When a user enters an email address so that Windows 10 can perform Azure AD join, the DNS suffix is
used to construct a CNAME DNS record that should point to ADFS: enterpriseregistration.<upnsuffix>.

In the example, thisis fs.citrixsamldemo.net.
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CMAME |
= TTL TTL unit

1 W | | Mlinutes w
Alias

Fo citrisamidamo nat ")

If you are not using a public certificate authority, ensure that the ADFS root certificate is installed on
the Windows 10 computer so that Windows trusts the ADFS server. Perform an Azure AD domain join

using the standard user account generated earlier.

Let's get you signed in

Work or school account

George@citrixsamldemo.net i

Password

| forgot my password
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

Note that the UPN must match the UPN recognized by the ADFS domain controller.
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Verify that the Azure AD join was successful by restarting the machine and logging on, using the user’s
email address. When logged on, launch Microsoft Edge and connect to http://myapps.microsoft.com.
The web site should use single sign-on automatically.

Install Citrix Virtual Apps or Citrix Virtual Desktops

You caninstall the Delivery Controller and VDA virtual machines in Azure directly from the Citrix Virtual
Apps or Citrix Virtual Desktops ISO in the usual way.

In this example, StoreFront is installed on the same server as the Delivery Controller. The VDA is in-
stalled as a standalone Windows 2012 R2 RDS worker, without integrating with Machine Creation Ser-
vices (although that can optionally be configured). Check that the user George@citrixsamldemo.net
can authenticate with a password, before continuing.
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é ©|@ httpe// localhost/Citrin/Storel JO = ﬂ'| @ Citrix Receiver ﬁ * éﬁi

Citrix StoreFront e =

DESKTOPRS

Details

Azure

Run the Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell cmdlet on the
Controller to allow StoreFront to authenticate without the users’ credentials.

Install Federated Authentication Service

Install FAS on the ADFS server and configure a rule for the Delivery Controller to act as a trusted Store-
Front (since, in this example, StoreFront is installed on the same VM as the Delivery Controller). See
Install and configure.

Configure StoreFront

Request a computer certificate for the Delivery Controller, and configure IIS and StoreFront to use
HTTPS by setting an IS binding for port 443, and changing the StoreFront base address to https:.
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a8 Citrix Studio =||=) =3
File Action View Help

e« xE B[E

] Console Root . ) Actions
4 B Citrix Studio (citrixsam LLLLT P4 -
D Search liSenenGioup

I Machine Catalogs Add Server
[ AppDisks Server Group Change Base URL
8 Delivery Groups ; View R
Al Applications Group details
[E Ppolicies 4 Refresh
[# Logging Sase URL: https://ddc. | Help
4 [ Configuration Mumber of servers; 1
B Administrators Configuration
= Controllers Madify the base URL for services hested on this deployment, For multiple server
™ Hosting deploymants, specify the load-balanced URL for the server group.

s Licensing

I3 StorsFront
[ App-V Publishi Base URL: | https:f/ddc.citrixsamldemo.net ]
£ AppDia

@ Zones

4 B Citrix StoreFront

3 stores oK Cancel

7 Server Group

< 1] | >

(Change the base URL of the server group. |

Configure StoreFront to use the FAS server (use the PowerShell script in Install and configure), and
test internally within Azure, ensuring that the logon uses FAS by checking the event viewer on the FAS
server.

File Action View Help
|
| PSR Application  Mumber of events:

I 3 Custom W .

y .—;\ Windowe . Date and Time

@ Applic ¥ Information /3172016 247235 AM Citriz.buthentication FederatedAuthenticationService MNone
[+ Securi (@ Infarmation 5/31/2016 G:47:35 AM CitrixAuthentication.Federated AuthenticationService
B sewp @Inlomnation S/31/2018 4713 AM CitricAuthentication. Federsted AuthenticationService
7] Systen [Dlniurmaiion 5/31/2016 S:45:19 AM MSSCLSMICROSOFT=2WID
] Forwa @Inlﬂm‘lu{iun 5/31/2016 S45:44 AM CitricAuthentication.Federsted AuthenticationService
[ Applicatic] @Infﬂm‘luﬁun 5/31/2015 %4543 AM Crtric.Authentication.Federated AuthenticationSenvice
E Subscripti @Infﬂm‘luﬁon 5/31/2015 %44:39 AM Citric.Authentication.Federated AuthenticationService
@Infﬁm‘laﬂion 5/31/2016 %:44:39 AM Citric.Authentication.Federated AuthenticationService
@Infﬁn‘na{ion 5/31/2016 941:23 AM MSSOLSMICROSOFTE2WID
@Infnmnation 5/31/2016 9:38:37 AM Citriw.TrustFabric
@Information 5/31/2016 9:38:37 AM Citrix. TrustFabric

Event 204, Citrix. Authentication.FederatedAuthenticationSenvice

General | Details

[5204] Relying party [| \WDNAS] accessing the Logon CSP for [upn: george@ net]in rele: [default]
[Operation: SignHazsh] as authorized by [ \DDCE]L

Log Mame: Application

Configure StoreFront to use Citrix Gateway

Using the Manage Authentication Methods GUI in the StoreFront management console, configure
StoreFront to use Citrix Gateway to perform authentication.
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

| Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting is applied when users log on wath smart cards,

[+ Fully delegate credential validation to Nethcaler Gateway

To integrate Citrix Gateway authentication options, configure a Secure Ticket Authority (STA) and con-
figure the Citrix Gateway address.

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

|| Enable Remate Arcess
Select the permitted level of access to internal resources

() Albow users to access only rescurces deliverad through StorefFront (No VPN tunmel) (i ]

(®) Allow users to access all resources on the internal network (Full VPN tunnel) €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetSealer Gateway appliances: [ [ﬁ MetscalerGateway

Default appliance: | MetsealerGataway
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Configure a new Azure AD application for Single Sign-on to StoreFront

This section uses the Azure AD SAML 2.0 Single Sign-on features, which currently require an Azure
Active Directory Premium subscription. In the Azure AD management tool, select New Application,

choosing Add an application from the Gallery.
Add an application for my organization to use

FEATURED APPLICATIONS (17) *

I CUSTOM .

ALL (2626)
BUSIMNESS MAMNAGEMENT (124)

Add an unlisted application my
‘ arganization is using

COLLABORATION (314)
CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM [114)

DATA SERVICES (109)
DEVELOPER SERVICES (B8)

MAME

StoreFront

Enter the name of an application you are
using, and add it to explore single sign-on
integration options.

Select CUSTOM > Add an unlisted application my organization is using to create a new custom

application for your users.

Configure anicon

Create an image 215 by 215 pixels in size and upload it on the CONFIGURE page to use as an icon for

the application.

properties

APPLICATION TILE LOGO

Configure SAML authentication

Return to the Application dashboard overview page and select Configure Single sign-on.
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storefront

&3 DASHBOARD LISERS AMND GROLUPS ATTRIBLITES COMFIGURE

StoreFront has been added

[ISkip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

This deployment will use SAML 2.0 authentication, which corresponds to Microsoft Azure AD Single
Sign-On.

COMNFIGLURE SINGLE S1GM-0MN

How would you like users to sign on to StoreFront?

[®i Microsoft Azure AD Single Sign-On
Establish Federation between Microseft Azure AD and StoreFront

Learn mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

) Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StoreFront using Active Directory
Federation Services or another third- party single sign-on provider.
Learn more

The Identifier can be an arbitrary string (it must match the configuration provided to Citrix Gateway);
in this example, the Reply URL is /cgi/samlauth on the Citrix Gateway server.
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CONFIGURE SINGLE 51GN-OiR

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn maore

IDENTIFIER

https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogi/samlauth ] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

The next page contains information that is used to configure Citrix Gateway as a relying party to Azure
AD.

CONFIGURE SINGLE SIGN-0ON

Configure single sign-on at AzureStorefFront

To accept the SAML token issued by Azure Active Dhrectory, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certrficate will be used for federated single sign-on:
Thumbprint: ED1E0ZEBFTCT11EDDBED325F526053BA0E2EATIR
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate [Raw) @

Dowmload Metadata (XML) (&)

[

Configure the certrficate and values in AzureStoreFront
ISSUER LURL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-ON SERVICE LIRL
https:/Aoginwindows.net/b1aef2 1b-d28f-4c20-0826-14d5ed84 062

SINGLE SIGN.OUT SERVICE LIRL
https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5e484c62 €

O confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Download the base 64 trusted signing certificate and copy the sign-on and sign-out URLs. You will
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paste these in Citrix Gateway configuration screens later.

Assign the application to users

The final step is to enable the application so that it appears on users’ “myapps.microsoft.com” control
page. Thisis done on the USERS AND GROUPS page. Assign access for the domain users accounts syn-
chronized by Azure AD Connect. Other accounts can also be used, but they must be explicitly mapped

because they do not conform to the <user>@<domain> pattern.

storefront

&3 DAsHEOARD USERS AND GROUPS TTRIBUTES COMNFIGLRE
sHowe  [All Users v
DISPLAY MAME USER MAME }OB TITLE DEPARTMENT
Azure Admin AzureAdmin@citrixzsamid..
George User george@citrixsamldema.net

On.Premises Directory Sy...  Syne_ADFS_21a7eB050dT...

MyApps page

ACCESS

Na

Mo

Na

METHOD 2

Unassignzd
Unassigned

Unassigned

When the application has been configured, it appears on the users’ lists of Azure applications when

they visit https://myapps.microsoft.com.
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B Access Panel Applicatior %+ — d x
é B C_:) ‘ |£1| account.activedirectory.windowsazure.com,a) ';‘k' | = @ Q
Microsoft Azure george@

applications  profile

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

When it is Azure AD joined, Windows 10 supports single sign-on to Azure applications for the user who
logs on. Clicking the icon takes the browser to the SAML cgi/samlauth web page that was configured
earlier.

Single sign-on URL

Return to the application in the Azure AD dashboard. There is now a single sign-on URL available for
the application. This URL is used to provide web browser links or to create Start menu shortcuts that
take users directly into StoreFront.
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e |i.i—i;| |.,-!|-._,—
LI LR L L <A

[0
e

APPLICATION TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

Paste this URL into a web browser to ensure that you are redirected by Azure AD to the Citrix Gateway
cgi/samlauth web page configured earlier. This works only for users who have been assigned, and
will provide single sign-on only for Windows 10 Azure AD-joined logon sessions. (Other users will be
prompted for Azure AD credentials.)

Install and configure Citrix Gateway

To remotely access the deployment, this example uses a separate VM running NetScaler (now Citrix
Gateway). This can be purchased from the Azure Store. This example uses the “Bring your own Li-
cense” version of NetScaler 11.0.
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Brnng Your Cwn License enabled.
Citri MetScaler is an all-in-one web application delivery controller that makes applications run five

times better, reduces web application cwnership costs, optimizes the user experience, and makes sure
that applications are aharays availsble by using advanced L4-7 load balancing and traffic
rmanagement; proven application acceleration such as HTTP cormpression and caching; an integrated
application firewall for application security; and server offloading to significantly reduce costs and
consalidats sepvers, Az an xln:[i:.Fthe_-n:l leader af service and ap r.||i|; ation d:"w_‘r}-_, Citrix MetSealer
solutions are deployed in thousands of networks around the globe to optimize, secure and control
the delivery of all enterprise and cloud services, Deployed directhy in front of web and database
servers, MetScaler solutions cambine high-speed load balancing and content switching, hitp
compression, content caching, 550 acceleration, application flow wisibilty and a powerful application
firewall into an integrated, easy-to-use platform, Meeting SLAs is greatly simplified with end-to-end
mianitaring that transferme network data into actionable business intelligence. Policies are defined
and managed using & simple declarative palicy engine, with no programming expertise required.
EYOL is available for customers with Methcaler Gateway VPX or Metbcaler VPX 10, VPX 200 and VPX
1000 licenses purchased via other channels from Citri

v Qi finlly Jo =

PUELISHER Citrix Systems

LSEFUL LIMKS

Log on to the NetScaler VM, pointing a web browser to the internal IP address, using the credentials
specified when the user authenticated. Note that you must change the password of the nsroot user in
an Azure AD VM.

Add licenses, selecting reboot after each license file is added, and point the DNS resolver to the Mi-
crosoft domain controller.

Run the Citrix Virtual Apps and Desktops setup wizard

This example starts by configuring a simple StoreFront integration without SAML. After that deploy-
ment is working, it adds a SAML logon policy.
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

| PR

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Select the standard Citrix Gateway StoreFront settings. For use in Microsoft Azure, this example config-

ures port 4433, rather than port 443. Alternatively, you can port-forward or remap the Citrix Gateway

administrative web site.

MetScaler Gateway Settings

MetScaler Gateway P Address®

w . 0o . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrizsamldemo.net

_| Redirect requests from port 30 to secure port

For simplicity, the example uploads an existing server certificate and private key stored in a file.
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse | = |

[+ Private key is password protected

Private key password

oo

Configure the domain controller for AD account management

The domain controller will be used for account resolution, so add its IP address into the primary au-
thentication method. Note the formats expected in each field in the dialog box.

Pnmary authenticaton method™

| Active Directory/LDAR v

IF Address®

|m.n.n.12||‘l:m

[] Load Balancing
Fort*

| 239 |
Time out (seconds]”
3 |

Base DN®

|'CN=U5EFS,DC= citrizsamldemo DC |
Service account®

[CN=internaIadmin,CN =Users,DC= |

|_| Group Extraction
Server Logon Name Attnbute®

| userPrincipalMame |

Password"

Confirm Password®

||||iruu"-|-| ’i"|9

Secondary authentication method*

| Mate _

=
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Configure the StoreFront address
In this example, StoreFront has been configured using HTTPS, so select the SSL protocol options.

StoreFront

StoreFront FOQDM*
ddc.citrixsamldemo.net
Site Path
Soitrie/StoreWieh

Single Sign-on Domain®

citrixsamldemao 4

Secure Ticket Authority Senver®

http:f/ddc.citrizsamldemo.net/sta | 4

StoreFront Server*

w . o . o . 15 |+

Protesecl®
FrotosC

ssL v

Verify the Citrix Gateway deployment

Connect to Citrix Gateway and check that authentication and launch are successful with the username
and password.
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Enable Citrix Gateway SAML authentication support

Using SAML with StoreFront is similar to using SAM| with other web sites. Add a new SAML policy, with
an expression of NS_TRUE.

Configure Authentication SAML Policy

Name

| StoreFrontSAML

Authentication Type

SAML

Cerver®

|Azureﬂd i] +| £ |

Expression®

| Operators = || Saved Policy Expressions w» || Frequently Used Expressions -

RS_TRUE

o [

Configure the new SAML IdP server, using information obtained from Azure AD earlier.
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*
AzureAd

AzureADSAML |+
Redirect
29f-4c20-9826-14d5e48406. 28 fcaml2
Single Logout UIRL
291-4c20-9826-14d5e484c0 2 /saml2
User Fiald

userprind palname

|szuer Marms
[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

on ]
SAML Binding

PQOST e
D Auther J

Sk r

5

Verify the end-to-end system

Log on to an Azure AD Joined Windows 10 desktop, using an account registered in Azure AD. Launch

Microsoft Edge and connect to: https://myapps.microsoft.com.

The web browser should display the Azure AD applications for the user.
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E Access Panel Applicatior X +

O
6 O Hj windowsazure.com @

Microsoft Azure george®

X

applications  profile

AzureStoreFront

22016 Microsoft  Legal

Verify that clicking the icon redirects you to an authenticated StoreFront server.

Similarly, verify that direct connections using the Single Sign-on URL and a direct connection to the
Citrix Gateway site redirect you to Microsoft Azure and back.

Finally, verify that non-Azure AD joined machines also function with the same URLs (although there
will be a single explicit sign-on to Azure AD for the first connection).

Appendix

You should configure the following standard options when you are setting up a VM in Azure.

Provide a public IP address and DNS address

Azure gives all VMs an IP address on the internal subnet (10.*.** in this example). By default a public IP
address is also supplied, which can be referenced by a dynamically updated DNS label.
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A O Essentials ~ B AR D

s Resource group P address

¢ camlden - SUPPORT + TROUBLESHOOTING

star Lotation oms name

Runming West Europe - H Auditiogs >

Location
& New suppont request >

h

GENERAL

subscription (0 r—

df22436f-d4fo-46ae-beTb-6470cdaeefca N N

Properties >
I settings
= Configuration >
id tile:
Maritoring T
ritoring )
RESOURCE MANAGEMENT
CPU percentage

& Tags >
& Locks >
il Users >
W Export template >

Hlo available data.

Add a section

Select Configuration of the Public IP address/DNS name label. Choose a public DNS address for
the VM. This can be used for CNAME references in other DNS zone files, ensuring that all DNS records
remain correctly pointing to the VM, even if the IP address is reallocated.

figuration

X

Assignment
Dynamic [REEL-

IP address @
&0.68.28.181

ldle timeout (minutes) @

DM5 name label (optional) @

ns- citrizsamldermno o

sesteurope.cloudapp.azure.com

Set up firewall rules (security group)

Each VM in a cloud has a set of firewall rules applied automatically, known as the security group. The
security group controls traffic forwarded from the public to the private IP address. By default, Azure
allows RDP to be forwarded to all VMs. The Citrix Gateway and ADFS servers must also need to forward
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TLS traffic (443).

Open Network Interfaces for a VM, and then click the Network Security Group label. Configure the
Inbound security rules to allow appropriate network traffic.

Settings

O

Security rules
1 und, 0 eutbound SUPPORT - TROUBLESHOOTING

Associated with
0 subnets, 1 network interfaces W Auditlogs >

al with MSON & MNew support request >

df22436f-d4fe-d6ae-beTb-6472cdaeelca

Related information

+ Install and configure is the primary reference for FAS installation and configuration.
« The common FAS deployments are summarized in the Deployment architectures article.
+ “How-to” articles are introduced in the Advanced configuration article.

Advanced configuration

September 18,2019

The “how-to” articles in this section provide advanced configuration and management guidance for
Federated Authentication Service (FAS).

Related information

+ The primary reference for FAS installation and initial setup is the Install and configure article.
« The Deployment architectures article provides summaries of the major FAS architectures, plus
links to other articles about the more complex architectures.

Certificate authority configuration

September 11,2019
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This article describes the advanced configuration of Federated Authentication Service (FAS) to inte-
grate with certificate authority servers that are not supported by the FAS administration console. The
instructions use PowerShell APIs provided by FAS. You should have a basic knowledge of PowerShell
before executing any instructions in this article.

Configure the Microsoft certificate authority for TCP access

By default the Microsoft certificate authority uses DCOM for access. This can result in complexities
when implementing firewall security, so Microsoft has a provision to switch to a static TCP port. On
the Microsoft certificate authority, open the DCOM configuration panel and edit the properties of the
“CertSrv Request” DCOM application:

CertSrv Request Properties [2] x |
General | Location | Securty | Endoorts | identiy

DCOM Protocols and endpoirts
T .. defaul system protocols

Select DCOM protocol and endpoint  IGHI|

Select the DCOM network protocol sequence that you want fo
.y~ add. Enter the endpoint detals and ciick OK when you have

firished
Protocol Sequence | Connection-onented TCP/IP v
Disable profocol sequence
Use defaul endpoints
&) Use static endpoint 200
) Use intranet range of dynamic endponts
) Use intemiet range of dynamic endponts

oK | | Concel

Leam more aboul 3atiing these prooertes
oK | Cancel

Change the “Endpoints” to select a static endpoint and specify a TCP port number (900 in the graphic
above).
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Restart the Microsoft certificate authority and submit a certificate request. If you run netstat -a -
n -byou should see that certsvr is now listening on port 900:

TCP 0.0.0.0:636 LISTENING
[lsass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:326% LISTENING

Thereis no need to configure the FAS server (or any other machines using the certificate authority), be-
cause DCOM has a negotiation stage using the RPC port. When a client needs to use DCOM, it connects
to the DCOM RPC Service on the certificate server and requests access to a particular DCOM server.
This triggers port 900 to be opened, and the DCOM server instructs the FAS server how to connect.

Pre-generate user certificates

The logon time for users will significantly improve when user certificates are pre-generated within
the FAS server. The following sections describe how it can be done, either for single or multiple FAS
servers.

Get a list of Active Directory users

You can improve certificate generation by querying the AD and storing the list of users into a file (for
example, a .csv file), as shown in the following example.

Import-Module ActiveDirectory

$searchbase = ”cn=users,dc=bvt,dc=local” # AD User Base to Look for
Users, leave it blank to search all
$filename = ”user_list.csv” # Filename to save

if ($Ssearchbase -ne ””){

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter ”,” $filename

}

else {

Get-ADUser -Filter {
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(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter ”,” $filename

Get-ADUser is a standard cmdlet to query for a list of users. The example above contains a filter argu-
ment to list only users with a UserPrincipalName and an account status of ‘enabled.

The SearchBase argument narrows which part of the AD to search for users. You can omit this if you
want to include all users in AD. Note: This query might return a large number of users.

The CSV looks something like this:

B user_list.csv - Notepad

File Edt Format Yiew Help

"Userprrinci a1NamE"H
"testuserl@bvt.local”
"testuser2@bvt. local”
"testuser3@hbhvt.local”
"testuserd@bvt. Tocal”
"ucs3is@bvtr. local”

"ucs3o@bvt. local”
"limeAN@Akser Tass1™

FAS server

The following PowerShell script takes the previously-generated user list and creates a list of user cer-
tificates.

Add-PSSnapin Citrix.Ax

Scsv = Yuser_list.csv”

Srule = ”default” # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( $Suser 1in Susers )

{

$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address S$server.Server -

UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule” _Definition” -Rule S$rule

if( $server.Failover -ne $NULL) {
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New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule $rule

If you have more than one FAS server, a particular user’s certificate will be generated twice: one in the
main server, and the other in the failover server.

The script above is catered for a rule named ‘default’. If you have a different rule name (for example,
‘hello’), just change the Srule variable in the script.

- Citrix FAS Administration Console - connected to localhos

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default V4 @ Summary
hello S W

Rule name: hello

Status: QK

Template: Citrix_SmartcardLogon

Renew registration authority certificates
If more than one FAS server is in use, you can renew a FAS authorization certificate without affecting
logged-on users.

Note:

You can also use the GUI to reauthorize FAS:
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}+1 Citrix FAS Administration Console - connected to localhost I;Ii-

Initial Se‘tup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

Complete the following sequence:
1. Create a new authorization certificate: New-FasAuthorizationCertificate

2. Notethe GUID of the new authorization certificate, asreturned by: Get-FasAuthorizationCertificate

3. Place the FAS server into maintenance mode: Set-FasServer -Address <FAS server> -

MaintenanceMode Strue

4. Swapthe new authorization certificate: Set-FasCertificateDefinition -AuthorizationCertific:
<GUID>

5. Take the FAS server out of maintenance mode: Set-FasServer -Address <FAS server>

-MaintenanceMode S$false

6. Delete the old authorization certificate: Remove-FasAuthorizationCertificate

Related information

+ The Install and configure article is the primary reference for FAS installation and configuration.

« The common Federated Authentication Service deployments are summarized in the Deploy-
ment architectures article.

+ Other “how-to” articles are introduced in the Advanced configuration article.
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Federated Authentication Service

Private key protection

September 9, 2019

Introduction

Private keys are stored by means of the Network Service account and marked as non-exportable by
default.

There are two types of private keys:

+ The private key associated with the registration authority certificate, from the Citrix_RegistrationAuthority
certificate template.

+ The private keys associated with the user certificates, from the Citrix_SmartcardLogon certifi-
cate template.

There are actually two registration authority certificates: Citrix_RegistrationAuthority_ManualAuthorization
(valid for 24 hours by default) and Citrix_RegistrationAuthority (valid for two years by default).

During step 3 of the Initial Setup tab in the Federated Authentication Service (FAS) administration
console, when you click Authorize the FAS server generates a keypair and sends a certificate
signing request to the certificate authority for the Citrix_RegistrationAuthority_ManualAuthorization
certificate. This is a temporary certificate, valid for 24 hours by default. The certificate authority
does not automatically issue this certificate; its issuance must be manually authorised on the
certificate authority by an administrator. Once the certificate is issued to the FAS server, FAS
uses the Citrix_RegistrationAuthority_ManualAuthorization certificate to automatically obtain the
Citrix_RegistrationAuthority certificate (valid for two years by default). The FAS server deletes the
certificate and key for Citrix_RegistrationAuthority_ManualAuthorization as soon as it obtains the
Citrix_RegistrationAuthority certificate.

The private key associated with the registration authority certificate is particularly sensitive, because
the registration authority certificate policy allows whoever possesses the private key to issue certifi-
cate requests for the set of users configured in the template. As a consequence, whoever controls this
key can connect to the environment as any of the users in the set.

You can configure the FAS server to protect private keys in a way that fits your organization’s security
requirements, using one of the following:

+ Microsoft Enhanced RSA and AES Cryptographic Provider or Microsoft Software Key Storage
Provider for both the registration authority certificate and the user certificates’ private keys.

+ Microsoft Platform Key Storage Provider with a Trusted Platform Module (TPM) chip for the reg-
istration authority certificate’s private key, and Microsoft Enhanced RSA and AES Cryptographic
Provider or Microsoft Software Key Storage Provider for the user certificates’ private keys.
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+ AHardware Security Module (HSM) vendor’s Cryptographic Service or Key Storage Provider with
the HSM device for both the registration authority certificate and the user certificates’ private
keys.

Private key configuration settings

Configure FAS to use one of the three options. Use a text editor to edit the Citrix.Authentication.FederatedAuthentic
file. The default location of the file is in the Program Files\Citrix\Federated Authentication Service
folder on the FAS server.

<?xml version="1,0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI ARPI (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 --—>

<!-- add key="Citrizx.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.LoglLevel"” value="3" / —->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs —-->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —-->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS reads the config file only when the service starts. If any values are changed, FAS must be restarted
before it reflects the new settings.

Set the relevant values in the Citrix.Authentication.FederatedAuthenticationService.exe.config file as
follows:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (switch between CAPI
and CNG APlIs)

Value Comment
true Use CAPI APIs
false (default) Use CNG APIs

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (name of the provider to use)
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Value Comment

Microsoft Enhanced RSA and AES Default CAPI provider

Cryptographic Provider

Microsoft Software Key Storage Provider Default CNG Provider

Microsoft Platform Key Storage Provider Default TPM provider. Note that TPM is not

recommended for user keys. Use TPM for the
registration authority key only. If you plan to
run your FAS server in a virtualized
environment, check with your TPM and
hypervisor vendor whether virtualization is
supported.

HSM_Vendor CSP/Key Storage Provider Supplied by HSM vendor. The value differs
between vendors. If you plan to run your FAS
server in a virtualized environment, check with
your HSM vendor whether virtualization is
supported.

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (Required only in case of CAPI
API)

Value Comment

24 Default. Refers to Microsoft KeyContainerPer-
missionAccessEntry.ProviderType Property
PROV_RSA_AES 24. Should always be 24 unless
you are using an HSM with CAPI and the HSM
vendor specifies otherwise.

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (When FAS needs to perform a
private key operation, it uses the value specified here) Controls the “exportable” flag of private keys.
Allows the use of TPM key storage, if supported by the hardware.

Value Comment
NoProtection Private key can be exported.
GenerateNonExportableKey Default. Private key cannot be exported.
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Value Comment

GenerateTPMProtectedKey Private key will be managed using the TPM.
Private key is stored via the ProviderName you
specified in ProviderName (for example,
Microsoft Platform Key Storage Provider)

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (Specify size of private key in bits)

Value Comment

2048 Default. 1024 or 4096 can also be used.

The config file settings are represented graphically as follows (installation defaults are shown in red):

CAPI API (CNG API)
csp ( I )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic i
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, @ILERor 4096
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Configuration scenario examples
Example 1

This example covers the registration authority certificate private key and user certificates’ private keys
stored using the Microsoft Software Key Storage Provider

This is the default post-install configuration. No additional private key configuration is required.

Example 2

This example shows the registration authority certificate private key stored in the FAS server mother-
board’s hardware TPM via the Microsoft Platform Key Storage Provider, and user certificates’ private
keys stored using the Microsoft Software Key Storage Provider.

This scenario assumes that the TPM on your FAS server motherboard has been enabled in the BIOS
according to the TPM manufacturer’s documentation and then initialized in Windows; see https://
technet.microsoft.com/en-gb/library/cc749022(v=ws.10).aspx.

Using PowerShell (recommended)

The registration authority certificate can be requested offline using PowerShell. This is recommended
for organizations that do not want their certificate authority to issue a registration authority certifi-
cate through an online certificate signing request. An offline registration authority certificate signing
request cannot be made using the FAS administration console.

Step 1: During the initial FAS configuration using the administration console, complete only the first
two steps: “Deploy certificate templates” and “Setup Certificate Authority.”
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to puklish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Step 2: On your certificate authority server, add the Certificate Templates MMC snap-in. Right-click
the Citrix_RegistrationAuthority_ManualAuthorization template and select Duplicate Template.

Select the General tab. Change the name and validity period. In this example, the name is Offline_RA
and the validity period is 2 years:
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Subject Name Server lzzuance Requirements
Superseded Templates Edensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

Step 3: On your certificate authority server, add the certificate authority MMC snap-in. Right-click
Certificate Templates. Select New, then click Certificate Template to Issue. Choose the template
you just created.

Step 4: Load the following PowerShell cmdlets on the FAS server:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Step 5: Generate the RSA keypair inside the FAS server’s TPM and create the certificate signing request
by entering the following PowerShell cmdlet on the FAS server. Note: Some TPMs restrict key length.
The default key length is 2048 bits. Be sure to specify a key length supported by your hardware.

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>

For example:

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

The following is displayed:

Notes:

« The Id GUID (in this example, “5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39”) is required in a
subsequent step.

+ Think of this PowerShell cmdlet as a one-time “override” that is used to generate the private
key for the registration authority certificate.

« When running this cmdlet, the values that are read from the config file when FAS started are
checked to determine the key length to use (the default is 2048).

« Because -UseTPM is set to Strue in this manual PowerShell-initiated registration authority
certificate private key operation, the system ignores values from the file that do not match
the settings required to use a TPM.

« Running this cmdlet does not change any settings in the config file.

+ During subsequent automatic FAS-initiated user certificate private key operations, the val-
ues that were read from the file when FAS started are used.
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« Itisalso possible to set the KeyProtection value in the config file to GenerateTPMProtected-
Key when the FAS server is issuing user certificates to generate user certificate private keys
protected by the TPM.

To verify that the TPM was used to generate the keypair, look in the application log in the Windows
Event viewer on the FAS server, at the time that the keypair is generated.

@Information 22/07/2019 12:59:42 Citriz.Fas.PkiCore 14 Mone
@Information 22/07/2019 12:59:41 Citrix.Fas.PkiCore 16 Mone

1 Information 220772019 12:59:41 Citrec.Authentication.FederatedAuthenticationService

Ewvent 15, Citrix.Authentication.FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: efla73d7-bb61-44af-8d21-
1159d864da2e]

Note: “[TPM: True]”

Followed by:

Application Number ¢

Level Date and Time Source Event 1D Task C..
®Information 22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 Mone
1. Information gy 41 Citrixc.Fas.PkiCore 16 Mone
® Information  22/07/2019 12:3%:41 Citric.Authentication.Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

Note: “Provider: [CNG] Microsoft Platform Crypto Provider”

Step 6: Copy the certificate request section into a text editor and save it to disk as a text file.
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwWwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3F94PAFbNrjEIOHc+48y /WsPgPRgcq9XBwRjzpGj0gORoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9JuJl aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMDQY JKoZ ThwcNAQENBQADgg EBAT JVEjRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]18Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbelglVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcFul@jrd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

Step 7: Submit the certificate signing request to your certificate authority by typing the following into
PowerShell on the FAS server:

certreq -submit -attrib ”certificatetemplate:\<certificate template
from step 2>” \<certificate request file from step 6>

For example:

certreq -submit -attrib ”certificatetemplate:0ffline_RA” C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

The following is displayed:

PS C:wlsers‘Administrator.AUTH> certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:ilUsersMAidninistrator.AUTH\Des
ktoph\usmcertreq.txt
fActive Directory Enrollment Policy

£4F76160E-0BOC-4D21-A4FD-2E29502177C2}
INETH

At this point a Certification Authority List window might appear. The certificate authority in this exam-
ple has both http (top) and DCOM (bottom) enrolment enabled. Select the DCOM option, if available:
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

After the certificate authority has been specified, PowerShell displays the RequestID:

PE C:i\lUsers‘idministrator. AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA" C:ilsers‘\idministrator. AUTHWDes
ktoph\usmcertreq.txt
fictive Directory Enrollment Policy

{4F76160E-DBOC-&4021-nbFD-2E29502177C2}

ldap:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission ()
PS C:\lUsers\Administrator.AUTH> _

Step 8: On the certificate authority server, in the certificate authority MMC snap-in, click Pending
Requests. Note the Request ID. Then right-click the request and choose Issue.

Step 9: Select the Issued Certificates node. Find the certificate that was just issued (the Request ID
should match). Double-click to open the certificate. Select the Details tab. Click Copy to File. The
Certificate Export Wizard launches. Click Next. Choose the following options for the file format:
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ |Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

The format must be “Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)” and
“Include all certificates in the certification path if possible” must be selected.

Step 10: Copy the exported certificate file onto the FAS server.

Step 11: Import the registration authority certificate into the FAS server by entering the following Pow-
erShell cmdlet on the FAS server:

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile <Certificate file from step 10>

For example:

Import-FasAuthorizationCertificateResponse —address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi-4bZ2cfd62cal3’ -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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The following is displayed:

PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ehe-abf8-4b2cfd6?cald? -Pkes?CertificateFile CoslUsersZAdministrator.AUTHADesktop\TPH_UCS_Cert.p?h

Sac3dEbd-b48%4-Gebe-abfi-tb2cfdéZcal?

[0ffline CSR]
a5c27fec-1dd7-4e2b-8963-16ecI11020fc

0k

Step 12: Close the FAS administration console and then restart it.

- Citrix FAS Administration Console - connected to localhost == -
Initial Setup | Rules | Advanced | Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An gy

éis configured.

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Note: The step “Authorize this Service” has a green tick.

Step 13: Select the Rules tab in the FAS administration console and edit the settings described in
Install and configure.

Using the FAS management console

The FAS management console cannot perform offline certificate signing request, so using it is not rec-
ommended unless your organization allows online certificate signing request for registration author-
ity certificates.

When performing initial FAS setup, after deploying certificate templates and setting up the certificate
authority, but before authorizing the service (step 3 in the configuration sequence):

Step 1: Edit the config file by changing the following line as follows:

<add key="Citrix.TrustFabric.ClientS3DE.TrustAreaJoinParameters.EeyProtection"®
value="GenerateTEMProtectedEey" />
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The file should now appear as follows:

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.RKeyProtection" value="GenerateTPMProtectedKey" />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!—— Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= itrix.Authentication.UserCredentialService.SystemLog.Loglevel” value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></ceonfiguration>

Some TPMs restrict key length. The default key length is 2048 bits. Ensure that you specify a key
length supported by your hardware.

Step 2: Authorize the service.

Step 3: Manually issue the pending certificate request from the certificate authority server. After the
registration authority certificate is obtained, step 3 in the setup sequence in the management console
will be green. At this point, the registration authority certificate’s private key will have generated in
the TPM. The certificate will be valid for 2 years by default.

Step 4: Edit the config file back to the following:

<add key="Citrix.TrustFabric.ClientS5DE.TrustAreadJoinParameters.EeyProtection"”
value="GenerateNonExportableKey"/>»

Note:

Although FAS can generate user certificates with TPM protected keys, the TPM hardware may be
too slow for large deployments.

Step 5: Restart FAS. This forces the service to re-read the config file and reflect the changed values.
The subsequent automatic private key operations will affect user certificate keys; those operations
will not store the private keys in the TPM, but use the Microsoft Software Key Storage Provider.

Step 6: Select the Rules tab in the FAS administration console and edit the settings as described in
Install and configure.
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Example 3

This example covers an registration authority certificate private key and user certificates’ private keys
stored in an HSM. This example assumes a configured HSM. Your HSM will have a provider name, for
example “HSM_Vendor’s Key Storage Provider.”

If you plan to run your FAS server in a virtualized environment, check with your HSM vendor about
hypervisor support.

Step 1. During initial setup of FAS using the administration console, complete only the first two steps:
“Deploy certificate templates” and “Setup Certificate Authority.”

}+1 Citrix FAS Administration Console - connected to localhost |;|£-

Initial SEtUp | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Step 2: Consult your HSM vendor’s documentation to determine what your HSM’s ProviderName
value should be. If your HSM uses CAPI, the provider might be referred to in the documentation as
a Cryptographic Service Provider (CSP). If your HSM uses CNG, the provider might be referred to as a
Key Storage Provider (KSP).

Step 3: Edit the config file as follows:

<add key="Citrix.TrustFabric.ClientSDE.TrusthreaJoinParameters.ProviderHame"
value="HSM Vendor's Key Storage Provider"/>

The file should now appear as follows:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-- add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedkey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!-—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-—— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

This scenario assumes that your HSM uses CNG, so the ProviderLegacyCsp value is set to false. If your
HSM uses CAPI, ProviderLegacyCsp value should be set to true. Consult your HSM vendor’s documen-
tation to determine whether your HSM uses CAPI or CNG. Also consult your HSM vendor’s documenta-
tion on supported key lengths for asymmetric RSA key generation. In this example, the key length is
set to the default of 2048 bits. Ensure that the key length you specify is supported by your hardware.

Step 4: Restart the Citrix Federated Authentication Service to read the values from the config file.

Step 5: Generate the RSA keypair inside the HSM and create the certificate signing request by clicking
Authorize in the Initial Setup tab of FAS administration console.

Step 6: To verify that the keypair was generated in the HSM, check the application entries in the Win-
dows Event log:

[516] PrivatekKey::Create [Identifier e1608812-6693-4c54-8937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: Falze]

Note: [Provider: [CNG] HSM_Vendor’s Key Storage Provider]

Step 7: On the certificate authority server, in the certificate authority MMC, select the Pending Re-
quests node:

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
17 - BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTHWUCSHSMS

Right-click the request and select Issue.

Note: The step “Authorize this Service” has a green tick.
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Step 8: Select the Rules tab in FAS administration console and edit the settings as described in Install
and configure.

FAS certificate storage

FAS does not use the Microsoft certificate store on the FAS server to store its certificates. It uses an
embedded database.

To determine the GUID for the registration authority certificate, enter the following PowerShell
cmdlets on the FAS server:

1 Add-pssnapin Citrix.a\*
2 Get-FasAuthorizationCertificate - address \<FAS server FQDN>

For example, Get-FasAuthorizationCertificate -address cg-fas-2.auth.net:
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

To obtain a list of user certificates, enter:

Get-FasUserCertificate - address \<FAS server FQDN>

For example, Get-FasUserCertificate —-address cg-fas-2.auth.net

S ChUsersiAdministrator. AUTH= Get-UcsUserCertificate cg-ucs-2.auth. Tocal

humbPrint 22 F4DEE9L125AEFQEEFDDED5ECF3320459

IzerPrincipalName 3

ole defau]t
ertifticateDefinition : default_Definition
xpiryDate : 05,/04,/2016 12:02:13

Note:

When using an HSM to store private keys, HSM containers are identified with a GUID. The GUID
for the private key in the HSM can be obtained using:

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

For example:

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo S$true
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sershadministrator: Get-FasUserCertificate fas3.djwfas.net

yIdentifier : 38485cdd-63af-43e4d 246b1112
ovider : Microsoft Software y ge Provider
: Tri

ThumbPr : AD24A1FAS S966AA4DB19ABLABE
UserPrincipalMame : joe@djwfas.net

Role : default
CertificateDefinition : default_Definition

ExpiryDate : 19/81,/281 9:18:4

Related information

« Install and configure is the primary reference for FAS installation and configuration.

« The common FAS deployments are summarized in the Federated Authentication Services archi-
tectures overview article.

+ Other “how-to” articles are introduced in the Advanced configuration article.

Security and network configuration

November 12,2019

Federated Authentication Service (FAS) is tightly integrated with Microsoft Active Directory and the
Microsoft certification authority. It is essential to ensure that the system is managed and secured
appropriately, developing a security policy as you would for a domain controller or other critical in-
frastructure.

This document provides an overview of security issues to consider when deploying FAS. It also pro-
vides an overview of features available that may assist in securing your infrastructure.

Network architecture

The following diagram shows the main components and security boundaries used in a FAS deploy-
ment.

The FAS server should be treated as part of the security-critical infrastructure, along with the certifi-
cate authority and domain controller. In a federated environment, Citrix Gateway and Citrix Store-
front are components that are trusted to perform user authentication; other Citrix Virtual Apps and
Desktops components are unaffected by introducing FAS.
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Firewall and network security

Communication between Citrix Gateway, StoreFront and the Delivery Controller components should
be protected by TLS over port 443. The StoreFront server performs only outgoing connections, and
the Citrix Gateway should accept only connections over the Internet using HTTPS port 443.

The StoreFront server contacts the FAS server over port 80 using mutually authenticated Kerberos.
Authentication uses the Kerberos HOST/fqdn identity of the FAS server, and the Kerberos machine
account identity of the StoreFront server. This generates a single use “credential handle” needed by
the Citrix Virtual Delivery Agent (VDA) to log on the user.

When an HDX session is connected to the VDA, the VDA also contacts the FAS server over port 80.
Authentication uses the Kerberos HOST/fqdn identity of the FAS server, and the Kerberos machine
identity of the VDA. Additionally, the VDA must supply the “credential handle” to access the certificate
and private key.

The Microsoft certificate authority accepts communication using Kerberos authenticated DCOM,
which can be configured to use a fixed TCP port. The certificate authority additionally requires that
the FAS server supply a CMC packet signed by a trusted enrollment agent certificate.
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Server Firewall Ports

Federated Authentication Service [in] Kerberos over HTTP from StoreFront and
VDAs, [out] DCOM to Microsoft certificate
authority

Citrix Gateway [in] HTTPS from client machines, [in/out]
HTTPS to/from StoreFront server, [out] HDX to
VDA

StoreFront [in] HTTPS from Citrix Gateway, [out] HTTPS to

Delivery Controller, [out] Kerberos HTTP to FAS

Delivery Controller [in] HTTPS from StoreFront server, [in/out]
Kerberos over HTTP from VDAs

VDA [infout] Kerberos over HTTP from Delivery
Controller, [in] HDX from Citrix Gateway, [out]
Kerberos HTTP to FAS

Microsoft certificate authority [in] DCOM & signed from FAS

Administration responsibilities

Administration of the environment can be divided into the following groups:

Name Responsibility

Enterprise Administrator Install and secure certificate templates in the
forest

Domain Administrator Configure Group Policy settings

certificate authority Administrator Configure the certificate authority

FAS Administrator Install and configure the FAS server

StoreFront/Citrix Gateway Admin Configure user authentication

Citrix Virtual Desktops Administrator Configure VDAs and Controllers

Each administrator controls different aspects of the overall security model, allowing a defense-in-
depth approach to securing the system.
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Group Policy settings

Trusted FAS machines are identified by a lookup table of “index number -> FQDN” configured through
Group Policy. When contacting a FAS server, clients verify the FAS server’s HOST\<fqdn> Kerberos
identity. All servers that access the FAS server must have identical FQDN configurations for the same
index; otherwise, StoreFront and VDAs may contact different FAS servers.

To avoid misconfiguration, Citrix recommends that a single policy be applied to all machinesin the en-
vironment. Take care when modifying the list of FAS servers, especially when removing or reordering
entries.

Control of this GPO should be limited to FAS administrators (and/or domain administrators) who in-
stall and decommission FAS servers. Take care to avoid reusing a machine FQDN name shortly after
decommissioning a FAS server.

Certificate templates

If you do not want to use the Citrix_SmartcardLogon certificate template supplied with FAS, you can
modify a copy of it. The following modifications are supported.

Rename a certificate template

If you want to rename the Citrix_SmartcardLogon to match your organizational template naming stan-
dard, you must:

+ Create a copy of the certificate template and rename it to match your organizational template
naming standard.

« Use FAS PowerShell commands to administer FAS, rather than the administrative user inter-
face. (The administrative user interface is only intended for use with the Citrix default template
names.)

- Either use the Microsoft MMC Certificate Templates snap-in or the Publish-FasMsTemplate
command to publish your template, and

- Use the New-FasCertificateDefinition command to configure FAS with the name of your
template.

Modify General properties

You can modify the Validity period in the certificate template.

Do not modify the Renewal period. FAS ignores this setting in the certificate template. FAS automati-
cally renews the certificate halfway through its validity period.
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Modify Request Handling properties

Do not modify these properties. FAS ignores these settings in the certificate template. FAS always
deselects Allow private key to be exported and deselects Renew with same key.

Modify Cryptography properties

Do not modify these properties. FAS ignores these settings in the certificate template.

Refer to Private key protection for equivalent settings that FAS provides.

Modify Key Attestation properties

Do not modify these properties. FAS does not support key attestation.

Modify Superseded Templates properties

Do not modify these properties. FAS does not support superseding templates.

Modify Extensions properties

You can modify these settings to match your organizational policy.

Note: Inappropriate Extension settings may cause security issues, or result in unusable certificates.

Modify Security properties

Citrix recommends that you modify these settings to Allow the Read and Enroll permissions for only
the machine accounts of the FAS servers. No other permissions are required by the FAS service. How-
ever, as with other certificate templates, you may want to:

« allow administrators to Read or Write the template
« allow authenticated users to Read the template
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Subject Name lzzuance Requirements
General | Compatibilty | Request Handing | Cryptography | Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

Modify Subject Name properties

You can modify these settings to match your organizational policy, if needed.
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Modify Server properties

Although Citrix does not recommend it, you can modify these settings to match your organizational
policy, if needed.

Modify Issuance requirements properties

Do not modify these settings. These settings should be as shown:

Citrix_SmartcardLogon Properties IL-

| General | Compatiitty | Request Handing | Cryptography | ey Attestation |
| Supersaded Templates J Extenzions | Secunty | Sarver
i Subject Neme lasuance Requirements

Require the following for ennlment:
[]CA catfizate menager approval

[+ This number of suthorized signstures: [
¥ you require more then one signature, autoenrcliment is nol sllowed

Palicy type required in signature

| Application pobcy V |
Applicetion policy

Caficate Requast Agent V|

Require the following for reenmolment:
(®) Same critesia as for enrcliment
() Valid exdating certficate
Ao key based renewal (7
Requires subject inforation to be pravided within the cerificate
request.

= Control ig dizabled due to compatbity settings

oK Cancel || Apy || Heb

Modify Compatibility properties

You can modify these settings. The setting must be at least Windows Server 2003 CAs (schema ver-
sion 2). However, FAS supports only Windows Server 2008 and later CAs. Also, as explained above,
FAS ignores the additional settings available by selecting Windows Server 2008 CAs (schema version
3) or Windows Server 2012 CAs (schema version 4).
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Certificate authority administration

The certificate authority administrator is responsible for the configuration of the certificate authority
server and the issuing certificate private key that it uses.

Publishing templates

For a certificate authority to issue certificates based on a template supplied by the enterprise admin-
istrator, the certificate authority administrator must choose to publish that template.

A simple security practice is to publish only the registration authority certificate templates when FAS
servers are being installed, or to insist on a completely offline issuance process. In either case, the
certificate authority administrator should maintain complete control over authorizing registration au-
thority certificate requests, and have a policy for authorizing FAS servers.

Firewall settings

Generally, the certificate authority administrator will also have control of the network firewall settings
of the certificate authority, allowing control over incoming connections. The certificate authority ad-
ministrator can configure DCOM TCP and firewall rules so that only FAS servers can request certificates.

Restricted enrollment

By default any holder of an registration authority certificate can issue certificates to any user, using any
certificate template that allows access. This should be restricted to a group of non-privileged users
using the “Restrict enrollment agents” certificate authority property.
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Citrixtest-DC-CA Properties |2 I |

Edensons | Storage | Certfficate Managers
General | Policy Module | Ext Moduls
Ervolmert Agerts | Audtng | Aecovery Agents |  Secunty
For mere information see Delegated Enrollment fgents
(#) Do not restrict enrcliment agents
() Ragtnet enrclimant agents
Enrolment agents:
Femove
Certificate Templatas:
Remove
Pemmissions:
Mame Accass d
Removea

Policy modules and auditing

For advanced deployments, custom security modules can be used to track and veto certificate is-
suance.

FAS administration

FAS has several security features.

Restrict StoreFront, users, and VDAs through an ACL

At the center of the FAS security model is the control for which Kerberos accounts can access function-
ality:
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Access Vector Description

StoreFront [IdP] These Kerberos accounts are trusted to declare
that a user has been correctly authenticated. If
one of these accounts is compromised, then
certificates can be created and used for users
allowed by the configuration of FAS.

VDAs [Relying party] These are the machines that are allowed to
access the certificates and private keys. A
credential handle retrieved by the IdP is also
needed, so a compromised VDA account in this
group has limited scope to attack the system.

Users This controls which users can be asserted by
the IdP. Note that there is overlap with the
“Restricted Enrollment Agent” configuration
options at the certificate authority. In general,
itis advisable to include only non-privileged
accounts in this list. This prevents a
compromised StoreFront account from
escalating privileges to a higher administrative
level. In particular, domain administrator
accounts should not be allowed by this ACL.

Configure rules

Rules are useful if multiple independent Citrix Virtual Apps or Citrix Virtual Desktops deployments use
the same FAS server infrastructure. Each rule has a separate set of configuration options; in particular,
the ACLs can be configured independently.

Configure the certificate authority and templates

Different certificate templates and CAs can be configured for different access rights. Advanced con-
figurations may choose to use less or more powerful certificates, depending on the environment. For
example, users identified as “external” may have a certificate with fewer privileges than “internal”
users.

© 1999-2019 Citrix Systems, Inc. All rights reserved. 124



Federated Authentication Service

In-session and authentication certificates

The FAS administrator can control whether the certificate used to authenticate is available for use in
the user’s session. For example, this could be used to have only “signing” certificates available in-
session, with the more powerful “logon” certificate being used only at logon.

Private key protection and key length

The FAS administrator can configure FAS to store private keys in a Hardware Security Module (HSM) or
Trusted Platform Module (TPM). Citrix recommends that at least the registration authority certificate
private key is protected by storing it in a TPM; this option is provided as part of the “offline” certificate
request process.

Similarly, user certificate private keys can be stored in a TPM or HSM. All keys should be generated as
“non-exportable” and be at least 2048 bits in length.

Event logs

The FAS server provides detailed configuration and runtime event logs, which can be used for auditing
and intrusion detection.

Administrative access and administration tools

FAS includes remote administration features (mutually authenticated Kerberos) and tools. Members
of the “Local Administrators Group” have full control over FAS configuration. This list should be care-
fully maintained.

Citrix Virtual Apps, Citrix Virtual Desktops, and VDA administrators

In general, the use of FAS does not change the security model of the Delivery Controller and VDA ad-
ministrators, as the FAS “credential handle” simply replaces the “Active Directory password.” Con-
troller and VDA administration groups should contain only trusted users. Auditing and event logs
should be maintained.

General Windows server security

All servers should be fully patched and have standard firewall and anti-virus software available.
Security-critical infrastructure servers should be kept in a physically secure location, with care taken

over disk encryption and virtual machine maintenance options.
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Auditing and event logs should be stored securely on a remote machine.

RDP access should be limited to authorized administrators. Where possible, user accounts should
require smart card logon, especially for certificate authority and domain administrator accounts.

Related information

« Install and configure is the primary reference for FAS installation and configuration.
« FAS architectures are introduced in the Deployment architectures article.
+ Other “how-to” articles are introduced in the Advanced configuration article.

Troubleshoot Windows logon issues

December 3, 2019

This article describes the logs and error messages Windows provides when a user logs on using certifi-
cates and/or smart cards. These logs provide information you can use to troubleshoot authentication
failures.

Certificates and public key infrastructure

Windows Active Directory maintains several certificate stores that manage certificates for users log-
gingon.

+ NTAuth certificate store: To authenticate to Windows, the certificate authority immediately
issuing user certificates (thatis, no chainingis supported) must be placed in the NTAuth store. To
see these certificates, from the certutil program, enter: certutil -viewstore —enterprise NTAuth.

+ Root and intermediate certificate stores: Usually, certificate logon systems can provide only
asingle certificate, so if a chain is in use, the intermediate certificate store on all machines must
include these certificates. The root certificate must be in the Trusted Root Store, and the penul-
timate certificate must be in the NTAuth store.

+ Logon certificate extensions and Group Policy: Windows can be configured to enforce verifi-
cation of EKUs and other certificate policies. See the Microsoft documentation: https://technet.
microsoft.com/en-us/library/ff404287%28v=ws.10%29.aspx.

Registry policy Description

AllowCertificatesWithNoEKU When disabled, certificates must include the
smart card logon Extended Key Usage (EKU).
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Registry policy Description

AllowSignatureOnlyKeys By default, Windows filters out certificates
private keys that do not allow RSA decryption.
This option overrides that filter.

AllowTimelnvalidCertificates By default, Windows filters out expired
certificates. This option overrides that filter.

EnumerateECCCerts Enables elliptic curve authentication.

X509HintsNeeded If a certificate does not contain a unique User
Principal Name (UPN), or it could be
ambiguous, this option allows users to
manually specify their Windows logon account.

UseCachedCRLOnNlyAnd, Disables revocation checking (usually set on
IgnoreRevocationUnknownErrors the domain controller).

+ Domain controller certificates: To authenticate Kerberos connections, all servers must have
appropriate “Domain Controller” certificates. These can be requested using the “Local Com-
puter Certificate Personal Store” MMC snap-in menu.

UPN name and certificate mapping

It is recommended that user certificates include a unique User Principal Name (UPN) in the Subject
Alternate Name extension.

UPN names in Active Directory

By default, every userin Active Directory has an implicit UPN based on the pattern <samUsername>@<domainNetB
and <samUsername>@<domainFQDN>. The available domains and FQDNs are included in the

RootDSE entry for the forest. Note that a single domain can have multiple FQDN addresses registered

in the RootDSE.

Additionally, every user in Active Directory has an explicit UPN and altUserPrincipalNames. These are
LDAP entries that specify the UPN for the user.

When searching for users by UPN, Windows looks first in the current domain (based on the identity
of the process looking up the UPN) for explicit UPNs, then alterative UPNSs. If there are no matches, it
looks up the implicit UPN, which may resolve to different domains in the forest.
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Certificate Mapping Service

If a certificate does not include an explicit UPN, Active Directory has the option to store an exact pub-
lic certificate for each use in an “x509certificate” attribute. To resolve such a certificate to a user, a
computer can query for this attribute directly (by default, in a single domain).

An option is provided for the user to specify a user account that speeds up this search, and also allows
this feature to be used in a cross-domain environment.

If there are multiple domainsin the forest, and the user does not explicitly specify a domain, the Active
Directory rootDSE specifies the location of the Certificate Mapping Service. This is usually located on
a global catalog machine, and has a cached view of all x509certificate attributes in the forest. This
computer can be used to efficiently find a user account in any domain, based on only the certificate.

Control logon domain controller selection

When an environment contains multiple domain controllers, it is useful to see and restrict which do-
main controller is used for authentication, so that logs can be enabled and retrieved.

Control domain controller selection

To force Windows to use a particular Windows domain controller for logon, you can explicitly
set the list of domain controllers that a Windows machine uses by configuring the Imhosts file:
\Windows\System32\drivers\etc\Imhosts.

There is usually a sample file named “Imhosts.sam” in that location. Simply include a line:
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Where “1.2.3.4” is the IP address of the domain controller named “dcnetbiosname” in the “mydomain”
domain.

After a restart, the Windows machine uses that information to log on to mydomain. Note that this
configuration must be reverted when debugging is complete.

Identify the domain controller in use

At logon, Windows sets an MSDOS environment variable with the domain controller that logged the
user on. To see this, start the command prompt with the command: echo %LOGONSERVER%.

Logs relating to authentication are stored on the computer returned by this command.
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Enable account audit events

By default, Windows domain controllers do not enable full account audit logs. This can be controlled
through audit policies in the security settings in the Group Policy editor. After they are enabled, the
domain controller produces extra event log information in the security log file.

B Local Group Policy Editor |;|E-

File Action View Help

e #m = @

= Local Computer Palicy ~ || Policy - Security Setting
4 & Cemputer Configuration | Audit account logon events Success, Failure
I Software Settings | Audit account management Success, Failure

4 | Windows Settings | Audrt directary service access Mo auditing

b [0 Name Resclution Palicy 2| Audit logon events Success, Failure
=] Seripts (Startup/Shutdown)

= ” 2| Awdit object access Me auditing
a5 SFcurlt}rS{l'tlngs . | Audit policy change Success, Failure
4 -4 A:.cc-:lunt pDIICIES_ | Bt privilege use Failure
b L Password Policy " | Buaclit process tracking Me auditing
b L@ Account Lockout Policy | Auaclit system events Success, Failure

[ g5 Kerberos Policy
4 g Local Policies
b Audit Policy
I+ [ User Rights Assignment
p [ g Security Options

kT Uimedmasie Cisssasnll wdbb Ashssmead Camiisig

Certificate validation logs
Check certificate validity

If a smartcard certificate is exported as a DER certificate (no private key required), you can validate it
with the command: certutil -verify user.cer

Enable CAPI logging

On the domain controller and users machine, open the event viewer and enable logging for Microsoft-
/Windows/CAPI2/Operational Logs.

You can control CAPI logging with the registry keys at: CurrentControlSet\Services\crypt32.

Value Description
DiaglLevel (DWORD) Verbosity level (0 to 5)
DiagMatchAnyMask (QUADWORD) Event filter (use Oxffffff for all)
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Value

DiagProcessName (MULTI_SZ)

CAPI logs

Message

Build Chain

Verify Revocation

X509 Objects

Verify Chain Policy

Error messages

Error code

Certificate not trusted

Certificate revocation check error

Certificate Usage errors

Description

Filter by process name (for example,
LSASS.exe)

Description

LSA called CertGetCertificateChain (includes
result)

LSA called CertVerifyRevocation (includes
result)

In verbose mode, certificates and Certificate
Revocation Lists (CRLs) are dumped to
AppData\LocalLow\Microsoft\X5090bjects

LSA called CertVerifyChainPolicy (includes
parameters)

Description

The smart card certificate could not be built
using certificates in the computer’s
intermediate and trusted root certificate
stores.

The CRL for the smart card could not be
downloaded from the address specified by the
certificate CRL distribution point. If revocation
checking is mandated, this prevents logon
from succeeding. See the Certificates and
public key infrastructure section.

The certificate is not suitable for logon. For
example, it might be a server certificate or a
signing certificate.
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Kerberos logs

To enable Kerberos logging, on the domain controller and the end user machine, create the following
registry values:

Hive Value name Value [DWORD]
CurrentControlSet\Control\Lsa' LogLevel 0x1
CurrentControlSet\Control\Lsa\WéeHeDebPelarakters Oxffffffff
CurrentControlSet\Services\Kd KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLoglLevel ox1f

Kerberos logging is output to the System event log.

+ Messages such as “untrusted certificate” should be easy to diagnose.
+ Two error codes are informational, and can be safely ignored:
- KDC_ERR_PREAUTH_REQUIRED (used for backward compatibility with older domain con-
trollers)
- Unknown error Ox4b

Event log messages

This section describes the expected log entries on the domain controller and workstation when the
user logs on with a certificate.

« Domain controller CAPI2 log

« Domain controller security logs

« Virtual Delivery Agent (VDA) security log
« VDA CAPI log

+ VDA system log

Domain controller CAPI2 log

During a logon, the domain controller validates the caller’s certificate, producing a sequence of log
entries in the following form.
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Operational MNumber of events: &

Lewvel Date and Time Source Event D Task Category

#1 Information 21/06/2016 15:14:54 30 Verfy Chain Policy
(i) Informaticn 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Infermaticn 21/06/ 2016 15:14:54 CAPIZ 90 X509 Objects

(i) Infermaticn 21/06/2016 131434 CAPIZ 41 Verify Revocation
@Inﬂnrmation 21/08/20168 131434 CaPR 40 Verify Revocation
@Inr’nrmatiun 21/06/2016 15:14:34 CAPRZ 10 Build Chain

The final event log message shows lsass.exe on the domain controller constructing a chain based on
the certificate provided by the VDA, and verifying it for validity (including revocation). The result is
returned as “ERROR_SUCCESS”.

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_MNT_AUTH
[ constant] [¥]

- Certificate
[ fileRef] 23BCBSAFBTF18TE7ADAAADSCEFOOCCTS05CAT T .cer
[ subjectName] fred

- CertificateChain

[ chainRef] [FFO3F79B-52F8-4C93-87T7A-SDFFE40B9574)
- Flags

[ value] 0
- Status

[ chainlndex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDTB86318F)
[ SeqMumber] 1

- Result

[ value] a

Domain controller security log

The domain controller shows a sequence of logon events, the key event being 4768, where the certifi-
cate is used to issue the Kerberos Ticket Granting Ticket (krbtgt).

The messages before this show the machine account of the server authenticating to the domain con-
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troller. The messages following this show the user account belonging to the new krbtgt being used to
authenticate to the domain controller.

Keywords DCrate aned Time Source Event ID  Task Category -
A, Audit Success 21/06/2016 15:14:58 Security-fAuditing 4644 Legon

2 Audit Success 2170672016 15:14:56 Security-Auditing 4624 Logon

Q»,_Audit Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations

oM Audit Success

21/06/2016 15:14:54

Securky-Auditing

Kerberos Authentication Service

©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
EL_Audit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
@k_ﬁudi't Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 4768, Security-Auditing x
General Dﬂﬂ"il
@ Friendly View () XML View
+ System
- EventData
TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid §-1-5-21-390731715-1143989709-1377117006-1106
ServiceMame krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12

PreAuthType 16

IpAddress #ffff:192.168.0.10

|pPort 49348

CertlssuerName citrixtest-DC-CA

CertSerialNumber 5F0001 D1 FCA2ACI0F36879CEECOOO000001 D1 FC
CertThumbprint 23BC&SAFBYF18787ADAAADSCEFOSCCTS05C4176F

VDA security log

The VDA security audit log corresponding to the logon eventis the entry with event ID 4648, originating
from winlogon.exe.
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
£ n b
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System ~
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI log

This example VDA CAPI log shows a single chain build and verification sequence from lsass.exe, vali-
dating the domain controller certificate (dc.citrixtest.net).

(I:I Information 21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
I:E Information 21/06/2016 13:14:34 CAap2 11 Build Chain

@ Information 21/06/2016 15:14:534 CAPRI2 90 X509 Ohjects
@ Information 21/06/2016 15:14:54 CAPI2 41 Verify Revocat...
@ Information 217062016 15:14:54 CAPI2 40 Verify Revocat..,
(i Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6012E1E1800EG1BEDBOTIETS86ERBD1 2B7
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA system log

When Kerberos logging is enabled, the system log shows the error KDC_ERR_PREAUTH_REQUIRED
(which can be ignored), and an entry from Winlogon showing that the Kerberos logon was successful.

(1) Information 21/06/20016 15:14:56 Winlagon 700
'(_..I'Err-::-r 21/06/2076 15:14:54 Security-Kerberos 3
£ L] >
Event 7001, Winlogon ]
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD 7001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >

= Timaf raatad
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End user error messages

This section lists common error messages displayed to a user on the Windows logon page.

Error message displayed

Invalid Username or Password

The system could not log you on. Your
credentials could not be verified. / The request
is not supported

The system could not log you on. The
smartcard certificate used for authentication
was not trusted.

Bad Request

Related information

Description and reference

The computer believes that you have a valid
certificate and private key, but the Kerberos
domain controller has rejected the connection.
See the Kerberos logs section of this article.

The domain controller cannot be contacted, or
the domain controller has not been configured
with a certificate to support Smart Card
authentication. Enroll the domain controller
for a “Kerberos Authentication”, “Domain
Controller Authentication”, or “Domain
Controller” certificate. This is usually worth
trying, even when the existing certificate
appears to be valid.

The intermediate and root certificates are not
installed on the local computer. See
Certificates and public key infrastructure.

This usually indicates that the extensions on
the certificate are not set correctly, or the RSA
key is too short (<2048 bits).

« Configuring a domain for smart card logon: http://support.citrix.com/article/CTX206156

« Smartcard logon policies:
10%29.aspx

« Enabling CAPI logging:

https://technet.microsoft.com/en-us/library/ff404287%28v=ws.

http://social.technet.microsoft.com/wiki/contents/articles/242.

troubleshooting-pki-problems-on-windows.aspx

+ Enabling Kerberos logging: https://support.microsoft.com/en-us/kb/262177

+ Guidelines for enabling smart card logon with third-party certification authorities: https:

//support.microsoft.com/en-us/kb/281245
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PowerShell cmdlets

December 3, 2019

You can use the Federated Authentication Service (FAS) administration console for simple deploy-
ments; however, the PowerShell interface offers more advanced options. If you plan to use options
that are not available in the console, Citrix recommends using only PowerShell for configuration.

The following command adds the FAS PowerShell cmdlets:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

In a PowerShell window, you can use Get-Help <cmdlet name> to display cmdlet help.

For more information on the FAS PowerShell SDK cmdlets, see https://developer-docs.citrix.com/
projects/federated-authentication-service-powershell-cmdlets/en/latest/.
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