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Federated Authentication Service 2106

June 16, 2021

Federated Authentication Service (FAS) is a privileged component designed to integrate with Active
Directory Certificate Services. It dynamically issues certificates for users, allowing them to logonto an
Active Directory environment as if they had a smart card. This allows StoreFront to use abroaderrange
of authentication options, such as SAML (Security Assertion Markup Language) assertions. SAML is
commonly used as an alternative to traditional Windows user accounts on the Internet.

Federated Authentication Service 2106 is the latest Current Release version of FAS. This documen-
tation reflects features and configurations in this latest release.

Earlier releases

For documentation on previous FAS releases, see:
+ Federated Authentication Service 2103
+ Federated Authentication Service 2012
+ Federated Authentication Service 2009
+ Federated Authentication Service 2006
+ Federated Authentication Service 2003
+ Federated Authentication Service 1912
+ Federated Authentication Service 1909
« Earlier XenApp and XenDesktop Current Release versions
+ XenApp and XenDesktop 7.15 Long Term Service Release

The product lifecycle strategy for Current Releases (CR) and Long Term Service Releases (LTSR) is de-
scribed in Lifecycle Milestones.

References

« Active Directory Certificate Services Overview https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831740(v=ws.11)
+ Configuring Windows for Certificate Logon http://support.citrix.com/article/CTX206156
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Federated Authentication Service 2106

August 11,2021

Federated Authentication Service 2109 includes the following new features. For information about
bug fixes, see Fixed issues.

Windows 2022 Server support

Federated Authentication Service now supports Windows Server 2022. For more information, see Win-
dows Server 2022 support.

Administration console Initial Setup pane

The Connect to Citrix Cloud section of the Initial Setup pane no longer reports which resource loca-
tion the FAS server is connected to. This information is still available from the Citrix Cloud administra-
tion portal. [AUTH-899]

Fixed issues

June 16,2021

There are no fixed issues in Federated Authentication Service 2106.

Known issues

June 16,2021

There are no known issues in Federated Authentication Service 2106.

The following warning applies to any workaround that suggests changing a registry entry:
Warning:

Editing the registry incorrectly can cause serious problems that might require you to reinstall
your operating system. Citrix cannot guarantee that problems resulting from the incorrect use
of Registry Editor can be solved. Use Registry Editor at your own risk. Be sure to back up the
registry before you edit it.
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Third party notices

June 16, 2021

This release of Federated Authentication Service may include third-party software licensed under the
terms defined in the following documents:

« Citrix Virtual Apps and Desktops Third Party Notices (PDF Download)
» Non-Commercial Software Disclosures For FlexNet Publisher 2017 (11.15.0.0) (PDF Download)

+ FlexNet Publisher Documentation Supplement Third Party and Open Source Software used in
FlexNet Publisher 11.15.0 (PDF Download)

System requirements

August 11,2021

+ Federated Authentication Service (FAS) is supported on the following Windows Server versions:
- Windows Server 2022, Standard and Datacenter Editions, and with the Server Core option
(see Windows Server 2022 support)
- Windows Server 2019, Standard and Datacenter Editions, and with the Server Core option
- Windows Server 2016, Standard and Datacenter Editions, and with the Server Core option

« Citrix recommends installing FAS on a server that does not contain other Citrix components.

« The Windows Server should be secured. It will have access to a registration authority certificate
and private key that allows it to automatically issue certificates for domain users, and it will
have access to those user certificates and private keys.

« The FAS PowerShell cmdlets require Windows PowerShell 64-bit installed on the FAS server.

A Microsoft Enterprise Certification Authority (root or subordinate) is required to issue user cer-

tificates.
In the Citrix Virtual Apps or Citrix Virtual Desktops Site:

« Delivery Controllers, Virtual Delivery Agents (VDAs), and StoreFront server must all be supported

versions.

Note:

FAS is not supported on XenApp and XenDesktop 7.6 Long Term Service Release (LTSR).

+ Before creating the Machine Catalog, the Federated Authentication Service Group Policy con-
figuration must be applied correctly to the VDAs. See the Configure Group Policy section for
details.

When planning your deployment of this service, review the Security considerations section.
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Install and configure

June 16, 2021

Install and setup sequence

Install the Federated Authentication Service (FAS)
Enable the FAS plug-in on StoreFront stores
Configure the Delivery Controller

Configure Group Policy

ok wn =

Use the FAS administration console to:
a) Deploy certificate templates
b) Set up certificate authorities

d
e) Connect FAS to Citrix Cloud (optional)

)
c) Authorize FAS to use your certificate authorities
) Configure rules

)

Install the Federated Authentication Service

For security, Citrix recommends that Federated Authentication Service (FAS) is installed on a dedi-
cated server that is secured in a similar way to a domain controller or certificate authority. FAS can be
installed from either:

« the Citrix Virtual Apps and Desktops installer (from the Federated Authentication Service but-
ton on the autorun splash screen when the ISO is inserted), or
« the stand-alone FAS installer file (available as an MSI file on Citrix Downloads).

These install the following components:

 Federated Authentication Service

+ PowerShell snap-in cmdlets for advanced FAS configuration

» FAS administration console

« FAS Group Policy templates (CitrixFederatedAuthenticationService.admx/adml)
« Certificate template files

» Performance counters and event logs

Upgrading FAS

You can upgrade FAS to a newer version using an in-place upgrade. Before upgrading, consider the
following:

« All FAS server settings are preserved when you perform an in-place upgrade.
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+ Ensure that the FAS administration console is closed before you upgrade FAS.

« Ensure that at least one FAS server is available at all times. If no server is reachable by a Fed-
eration Authentication Service-enabled StoreFront server, users cannot log on or start applica-
tions.

To start an upgrade, install FAS from the Citrix Virtual Apps and Desktops installer or from the stand-
alone FAS installer file.

Enable the FAS plug-in on StoreFront stores
Note:

This step is not needed if you are using FAS only with Citrix Cloud.

To enable FAS integration on a StoreFront Store, run the following PowerShell cmdlets as an Adminis-
trator account. If the store has a different name, modify $StoreVirtualPath.

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

To stop using FAS, use the following PowerShell script:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

S$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider ""

<!--NeedCopy-->

Configure the Delivery Controller
Note:

This step is not needed if you are using FAS only with Citrix Cloud.
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To use FAS, configure the Citrix Virtual Apps or Citrix Virtual Desktops Delivery Controller to trust the
StoreFront serversthat can connecttoit: runthe Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet. This only needs to be done once per site, regardless of the number of
Delivery Controllers in the site.

Configure Group Policy

After you install FAS, you must specify the fully qualified domain names (FQDNs) of the FAS servers in
Group Policy using the Group Policy templates provided in the installation.

Important:

Ensure that the StoreFront servers requesting tickets and the Virtual Delivery Agents (VDASs) re-
deeming tickets have identical configuration of FQDNs, including the automatic server number-
ing applied by the Group Policy object.

For simplicity, the following examples configure a single policy at the domain level that applies to all
machines; however, that is not required. FAS will function as long as the StoreFront servers, VDAs,
and the machine running the FAS administration console see the same list of FQDNs. See Step 6.

Step 1. On the server where you installed FAS, locate the C:\Program Files\Citrix\Federated Authen-
tication Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx and CitrixBase.admx
files, and the en-US folder.

PolicyDefinitions - | o [
:(-:' - 1 | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v ('_fl | Search PolicyDefinitions I |
~ MName - Date modified Type Size

45.F Favorites

B Desktop _ en-US 22/07/2019 0%:0 File folder

4 Downloads - || CitrixBase.admx ADMX File 2KB

= Recent places || CitrixFederatedAuthenticationService.admzx 19/07/2019 12:28 ADMX File 4KB
I: /M This PC

3 items

Step 2. Copy these to your domain controllers and place them in the C:\Windows\PolicyDefinitions
and en-US subfolder.

Step 3. Run the Microsoft Management Console (mmc.exe from the command line). From the menu
bar, select File > Add/Remove Snap-in. Add the Group Policy Management Editor.

When prompted for a Group Policy Object, select Browse and then select Default Domain Policy.
Alternatively, you can create and select an appropriate policy object for your environment, using the
tools of your choice. The policy must be applied to all machines running affected Citrix software (VDAs,
StoreFront servers, administration tools).
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= Consolel - [Console Root] EIEL
&8 File Action View Favorites Window Help -[=]#]
N EEIC]E Select Group Policy Object | x|
| Console Root l Mame W to the G Policy Wi - Actions
E | Console Root =
Add -
Mere Actions L3
fou can select snap4ns for this console from those avalal
extensible snap-ins, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Mvallsble snap-ns: oron a kcal computer.
Snap-n Ven) A : Lise the Browse button to select a Group Policy Object.
= Device Manager Micr |
¥ prce M |
=4/ Disk Management wir -
Eoons M Group Pobicy Object-
i Enberpriss PRI Mir 5 | |
EEM Wewear i
IFoider Mo | E -
iz Group Policy Management M B
[ Group Policy Management Editar Micr -
=/ Group Balicy Object Editar o { | DomeinsOls [Stes | A
=] ) )
=] Groug Falicy Starter GPO Editor M 2 I :
(G#Intemet Information Services (IIS... Mr 4| Lookin: [ cttesnet v BmEE-
-?Irpsemum:?jmr | ter v Domains, OLs and finked Grous Policy Obiects:
Hame Domain
Desaiption: 7 Domain Confrollers ciridest net
This snap-n allows you to edt Graup Poicy Chjects whid JE¥{ DefaLit Domain Policy |
or stored an a computer.

Step 4. Navigate to the Federated Authentication Service policy located in Computer Configura-
tion/Policies/Administrative Templates/Citrix Components/Authentication.

plates: Policy definit

> |\ Bxtended ( Standard /

3 setting(s)

Note:

The Federated Authentication Service policy setting is only available on the domain GPO when
you add the CitrixBase.admx/CitrixBase.adml template file to the PolicyDefinitions folder. After
Step 3, the Federated Authentication Service policy setting is listed in the Administrative Tem-
plates > Citrix Components > Authentication folder.

Step 5. Open the Federated Authentication Service policy and select Enabled. This allows you to
select the Show button, where you configure the FQDNs of your FAS servers.
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&

[E] Federated Authentication Service Next Setting

O Not Configured ~ Comment:
@© Enabled

sopported on: [
Show Contents -~ o x

FQDNs.

O Disabled

Options:

Listthe installed servers in | Value

FQDNs. s |fast ciriestnel]

Step 6. Enter the FQDNs of the FAS servers.

Important:

If you enter multiple FQDNs, the order of the list must be consistent as seen by VDAs, StoreFront
servers (if present), and FAS servers. See Group Policy settings.

Step 7. Click OK to exit the Group Policy wizard and apply the group policy changes. You may need to
restart your machines (or run gpupdate [force from the command line) for the change to take effect.

In-session Behavior

This policy activates an agent process in the user’s VDA session which supports in-session certificates,
consent, and disconnect on lock. In-session certificates are only available if this policy is enabled and
if the FAS rule used to create the certificate has in-session use allowed, see Configure rules.

A In-session Behavior -~ o x

Previous Setting

ely managed by the Federated
de available to progra

o NOT need e
because FAS performs a ful Active Directory logon to the VDA, |,

Enable enables this policy and allows a FAS agent process to run in the user’s VDA session.

Disable disables the policy and stops the FAS agent process from running.

Prompt Scope

© 1999-2021 Citrix Systems, Inc. All rights reserved. 10
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If this policy is enabled, Prompt Scope controls how users are prompted for consent to allow an ap-
plication to use an in-session certificate. There are three options:

« No consent required—This option disables the security prompt and private keys are used
silently.

+ Per-process consent—Each running program individually prompts for consent.

+ Per-session consent—Once the user has clicked OK, this applies to all programs in the session.

Consent Timeout

If this policy is enabled, Consent Timeout controls how long (in seconds) the consent lasts. For exam-
ple, with 300 seconds users see a prompt every five minutes. A value of zero prompts users for every
private key operation.

Disconnect on lock

If this policy is enabled the user’s session is automatically disconnected when they lock the screen.
This functionality provides similar behaviour to the “disconnect on smart card removal” policy, and
is useful for situations where users do not have Active Directory logon credentials.

Note:

The disconnect on lock policy applies to all sessions on the VDA.

Using the Federated Authentication Service administration console
Note:

Although the FAS administration console is suitable for most deployments, the PowerShell inter-
face offers more advanced options. For information on FAS PowerShell cmdlets, see PowerShell
cmdlets.

The FAS administration console is installed as part of FAS. An icon (Citrix Federated Authentication
Service) is placed in the Start Menu.

The first time the administration console is used, it guides you through a process that deploys certifi-
cate templates, sets up the certificate authority, and authorizes FAS to use the certificate authority.
Some of the steps can alternatively be completed manually using OS configuration tools.

The FAS administration console connects to the local FAS service by default. If needed, you can con-
nect to a remote service using Connect to another server in the top right of the console.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 11
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Initial Setup | Rules | Advanced Connect to another server | Refresh

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Diractory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

Y¥ou have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Deploy certificate templates

To avoid interoperability issues with other software, FAS provides three Citrix certificate templates for
its own use.

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

These templates must be registered with Active Directory. Click the Deploy button then click OK.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 12
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- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

The configuration of the templates can be found in the XML files with extension .certificatetemplate
that are installed with FAS in:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

 Federsted Authentication Senace CenficateTempist -

If you do not have permission to install these template files, give them to your Active Directory Admin-
istrator.

To manually install the templates, you can run the following PowerShell commands from the folder
containing the templates:

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

$Swritabletemplate.Commit(1l, $NULL)

<!--NeedCopy-->

© 1999-2021 Citrix Systems, Inc. All rights reserved. 13
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Set up Active Directory Certificate Services

After installing the Citrix certificate templates, they must be published on one or more Microsoft Enter-
prise Certification Authority servers. Refer to the Microsoft documentation on how to deploy Active
Directory Certificate Services.

If the templates are not published on at least one server, use Set Up Certificate Authority to publish
them. You must do this as a user that has permissions to administer the certificate authority.

(Certificate templates can also be published using the Microsoft Certification Authority console.)

&4 Citrix FAS Administration Consele - connected to localhost — O *

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deg & Set Up Certificate Authority b

\/ Set up a certificate a Important:

The authorization templates an CA
When you click "0OK" the following certificate templates are

Click "Publish” to publish the ta published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
Authorize this service - Citrix_RegistrationAuthority Authorize
- Citrix_SmartcardLogon
Create an authorization certicat
Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ ] Create
This step can also be configured manually. For more
A rule defines a smartcard-clas information, consult the online documentation.

You have no rules configured. . .
Certificate Authority:

Connect to Citrix Clo Connect

Complate this step if you wish

Authorize Federated Authentication Service

This stepinitiates the authorization of FAS. The administration console uses the Citrix_RegistrationAuthority_Manu
template to generate a certificate request, and then sends it to one of the certificate authorities that
are publishing that template.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14
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-+ Citrix FAS Administration Console - connected to localhost =[B8] X

Initial Se‘tup | Rulesl Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Certificate authority

Create an authorization certi

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Afterthe requestis sent, it appearsin the Pending Requests list of the Microsoft Certification Authority
console as a pending request from the FAS machine account. The certificate authority administrator
must issue or deny the request before configuration of FAS can continue.

The FAS administration console displays a busy ‘spinner’ until the administrator chooses Issue or
Deny.

In the Microsoft Certification Authority console, right-click All Tasks and then select Issue or Deny for
the certificate request. If you choose Issue, the FAS administration console displays the authorisation
certificate. If you choose Deny, the console shows an error message.

IFi\e Action View Help

s 7 6= H

ﬁ Certification Authority (Local) Request D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 j citrixtest-CA-1-CA = i o = o Cobciccion 99./07 /900 0. CITRIXTEST\FAS-1§

| Revoked Certificates All Tasks 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

| Pending Requests i

] Failed Requests Help ssue

| Certificate Templates Deny

<] m >

Contains actions that can be performed on the item.

The FAS administration console automatically detects when this process completes. This can take a

© 1999-2021 Citrix Systems, Inc. All rights reserved. 15
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couple of minutes.

- Citrix FAS Administration Console - connected to localhost |;|i-

Initial Setup | RU|ES| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\ Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Configure rules

FAS uses rules to authorize the issuance of certificates for VDA logon and in-session use, as directed
by StoreFront. Each rule specifies the StoreFront servers that are trusted to request certificates, the
set of users for which they can be requested, and the set of VDA machines permitted to use them.

FAS needs at least one rule to be created and configured. We recommend that you create a rule named
“default” because by default, StoreFront requests rule named “default” when contacting FAS.

You can create additional custom rules to reference different certificate templates and certificate au-
thorities, and configure them to have different properties and permissions. These rules can be config-
ured for use by different StoreFront servers or by Workspace. Configure StoreFront servers to request
the custom rule by name using the Group Policy Configuration options.

Click Create (or Create rule on the “Rules” tab) to start the rule creation wizard which gathers infor-
mation to create the rule. The “Rules” tab shows a summary of each rule.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 16
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-

Citrix FAS Administration Console - connected to localhost

Initial Setup| Rules | Advanced

_I:I-

Refresh

Connect to another server

+ Create rule

Z4a|

Default

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

Summary

Rule name: Default

Status: 0K

Template: Citrix_SmartcardLogon

Certificate authorities:
Certificate available in-session: No
Access control: Configured
Restrictions:

Not configured

Cloud rule: Mo

ca-l.citrixtest.net\citrixtest-CA-1-CA

The following information is gathered by the wizard:

Template: The certificate template that is used to issue user certificates. This should be the Cit-

rix_SmartcardLogon template, or a modified copy of it (see Certificate templates).

Certificate Authority: The certificate authority that issues user certificates. The template must be
published by the certificate authority. FAS supports adding multiple certificate authorities for failover
and load balancing. Make sure the status shows “Template available” for the certificate authority you

choose. See Certificate authority administration.

In-Session Use: The Allow in-session use option controls whether a certificate can be used after

logon to the VDA.

+ Allow in-session use not selected (default, recommended)—the certificate is only used only for

logon or reconnection, and users do not have access to the certificate after authenticating.

+ Allow in-session use selected—users have access to the certificate after authenticating. Most

customers should not select this option. Resources accessed from within the VDA session, such

as intranet websites or fileshares, can be accessed using Kerberos single sign-on, and therefore

an in-session certificate is not required.

If you select Allow in-session use, the In-session Behavior group policy must also be enabled
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and applied to the VDA. Certificates are then placed in the user’s personal certificate store after
logon for application use. For example, if you require TLS authentication to web servers within
the VDA session, the certificate can be used by Internet Explorer.

Access control: The list of trusted StoreFront server machines that are authorized to request certifi-
cates for logon or reconnection of users. For all these permissions you can add individual AD objects

or groups.
Important:

The Access control setting is security critical, and must be managed carefully.

Note:

If you are using the FAS server only with Citrix Cloud you do not need to configure Access control.
When a rule is used by Citrix Cloud, the StoreFront access permissions are ignored. You can use
the same rule with Citrix Cloud and with an on-premises StoreFront deployment. StoreFront
access permissions are still applied when the rule is used by an on-premises StoreFront.

The default permission (“Assert Identity” allowed) denies everything. Therefore you must explicitly
allow your Storefront servers.

LE Permissions for StoreFront Servers -

Securty |

GI’DIJP ar user names:

B/ STF-1 [CITRIXTEST\STF-18)

| Add... | | Remove |
Pemissions for STF-1 Allow Dery
Agsert |dentity L]
OK || Cancel || Apoly

Restrictions: The list of VDA machines that can log users on using FAS and the list of users who can
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be issued certificates through FAS.

+ Manage VDA permissions lets you specify which VDAs can use FAS to log the user on. The list
of VDAs defaults to Domain Computers.

+ Manage user permissions lets you specify which users can use FAS to sign in to a VDA. The list
of users defaults to Domain Users.
Note:

If the FAS serverisin a different domain from that of the VDAs and users, default restrictions must
be modified.

Securty

GI'CIIJFI ar User Nnames:

Domain Computers (CITREXTES TWDomain Computers)

Pemissions for Domain
Computers

Rehing Party
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

Cloud rule: Indicates if the rule is applied when identity assertions are received from Citrix
Workspace. When you connect to Citrix Cloud, you choose which rule to use for Citrix Cloud. You
can also change the rule after connecting to Citrix Cloud from a link in the Connect to Citrix Cloud
section.
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Initial Setup |Ru|es | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect to Citrix Cloud

You can connect the FAS server to Citrix Cloud with Citrix Workspace. See this Citrix Workspace article.

1. Inthe Initial Setup tab, under Connect to Citrix Cloud click Connect.

Signin
Choose a rule:

Summary

2. Click Sign in to Citrix Cloud then sign in to Citrix Cloud using admin credentials for the cloud
customer you are connecting to.

Citrix Cloud"
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3. Select the customer account, if applicable, and select the resource location where you want to
connect the FAS server. Click Continue and then close the confirmation window.

4. In the FAS administration console, choose a rule to be applied when identity assertions are re-
ceived from Citrix Workspace, or select Create a rule when this wizard finishes. (In the “Rules”
tab, the Cloud rule value is “Yes” for the rule you select or create.)

5. Inthe “Summary” tab click Finish to complete Citrix Cloud connection.

Citrix Cloud registers the FAS server and displays it on the Resource Locations page in your Citrix Cloud
account.

Disconnect from Citrix Cloud

After removing the FAS server from your Citrix Cloud resource location, as described in this Citrix
Workspace article, in Connect to Citrix Cloud select Disable.

Advanced configuration

June 16, 2021

The articles in this section provide advanced configuration and management guidance for Federated
Authentication Service (FAS).

Related information

« The primary reference for FAS installation and initial setup is the Install and configure article.
« The Deployment architectures article provides summaries of the major FAS architectures, plus
links to other articles about the more complex architectures.
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Certificate authority configuration

June 16, 2021

This article describes the advanced configuration of Federated Authentication Service (FAS) to inte-
grate with certificate authority (CA) servers. Most of these configurations are not supported by the
FAS administration console. The instructions use PowerShell APIs provided by FAS. You should have
a basic knowledge of PowerShell before executing any instructions in this article.

Set up multiple CA servers for use in FAS

You can use the FAS administration console to configure FAS with multiple CAs while creating or edit-

ingarule:
&+ Edit Rule - O X
Edit rule "Default"
Template Choose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
7 )
Access control Template available
Template available

Restrictions

Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

o

All the CAs you select must be publishing the Citrix_SmartcardLogon certificate template (or whatever

template you have chosen in your rule).

If one of the CAs you wish to use is not publishing the desired template, perform the Set up a certificate
authority step for the CA.
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Note:

You do not have to perform the Authorize this service step for every CA, because the authorization
certificate configured in this step can be used at any of your CAs.

Expected behavior changes

After you configure the FAS server with multiple CA servers, user certificate generation is distributed
among all the configured CA servers. Also, if one of the configured CA servers fails, the FAS server will
switch to another available CA server.

Configure the Microsoft certificate authority for TCP access

By default the Microsoft certificate authority uses DCOM for access. This can result in complexities
when implementing firewall security, so Microsoft has a provision to switch to a static TCP port. On
the Microsoft certificate authority, open the DCOM configuration panel and edit the properties of the
“CertSrv Request” DCOM application:
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