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What’s new

August 18, 2025

October 2023
Citrix Secure Private Access™ for on-premises —Preview

Citrix Secure Private Access for on-premises is now in preview. The Secure Private Access on-premises
solution includes a full service admin console Ul with a similar look and feel as the Secure Private
Access service. For details, see Secure Private Access for on-premises —Preview.

Known issues

August 18, 2025

The Citrix Secure Private Access™ for on-premises solution has the following known issues:

Domain Controller configurations

» The one-way trust between domains within the same forest or across different forests isn’t sup-
ported. The Secure Private Access for on-premises solution does not work if both of the follow-
ing conditions are met.

« The machine’s domain where Secure Private Access for on-premises s installed is different
than the domain of the administrator logged in to Secure Private Access.
+ There’s no trust configured from the machine’s domain to the user’s domain.

« If the sSAMAccountName and UPN are different, then the enumeration fails.

NetScaler® Gateway

The SSL virtual server with SSL profile configuration isn’t supported in the following scenario.

+ The customer is using NetScaler Gateway 13.1-48.47 and later or 14.1-4.42 and later.
« Thens_vpn_enable_spa_onpremtoggleis enabled.
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Workaround:

Bind the SSL parameters configured in the SSL profile directly to the SSL virtual server or disable the
ns_vpn_enable_spa_onpremtoggle.

For details on the toggle, see Support for smart access tags.

RfWeb /| Workspace for web

RfWeb / Workspace for web isn’t supported. Though the apps are enumerated, the app launch might
fail.

Application icons

Only the ICO icon format is supported. The PNG, JPEG and other formats aren’t supported.

Admin management

+ Administrator’s RBAC role changes are reflected only after the current session is invalidated (by
sign out or token expiry).

« Admin users must not be part of the default “Domain Users”AD group because authentication
fails for such users.

Upgrades

Build-to-build upgradeisn’t supported. Secure Private Access for on-premises prompts you to remove
the existing installation and reinstall in build-to-build upgrade.

StoreFront™

+ In Stores > Configure Unified Experience, the default receiver for Website must be configured
to /Citrix/<StoreName>Web. In earlier versions of StoreFront, the default receiver for Website
is set to a blank value and that does not work for Secure Private Access. Also, the earlier version
of the Receiver Ul is displayed on the client.

« If you are using the StoreFront versions 2308 or earlier, the Stores > Manage Delivery Con-
trollers page displays the Secure Private Access plug-in type as XenMobile®. This doesn’t im-
pact the functionality.
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Logging

+ Support bundle generation for the cluster isn’t supported.
+ The logs folders foradmin and runtime services must not be deleted. Secure Private Access can’
t recreate if these folders are deleted.

Secure Private Access installer

August 18, 2025

You can install Secure Private Access by using the SecurePrivateAccessSetup_2308.exe.

1. Download the Citrix Secure Private Access installer from https://www.citrix.com/downloads/c
itrix-early-access-release/.

2. Run the .exe as an administrator on a domain joined machine, preferably on the same machine
where StoreFront™ is installed.

Citrix Virtual Apps and Desktops - Secure Private Access

Core Components

Core Components Location: C:\Program Files\Citrix

Firewall
Secure Private Access (Required)

Summary ) o o
he software that enables secure access to SaaS apps and internal Web apps

Install

Finish

Back Cancel

3. Follow the on-screen instructions to complete the installation.
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e
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Once the installation is complete, the first-time setup admin console opens automatically in the de-
fault browser window. You can click Continue to set up Secure Private Access.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles

Zero Trust Network Acce: lution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, cll access, printer, copy and paste controls and center tt ers, without even opening a firewall port. traffic backhauling af cy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network.

You can also see the Secure Private Access shortcut on the desktop Start menu (Citrix > Citrix Secure
Private Access™).

Bl cCitix

& Citrix Secure Private Access

Citrix StorefFront

SSO to admin console

It is recommended that you configure Kerberos authentication for the browser that you use for the
Secure Private Access admin console. This is because Secure Private Access uses Integrated Windows
Authentication (IWA) for its admin authentication.

If Kerberos authentication isn’t set, you’re prompted by the browser to enter your credentials when
accessing the Secure Private Access admin console.

« If you enter your credentials, you enable Integrated Windows Authentication (IWA) sign on.
« If you do not enter your credentials, you’re presented with the Secure Private Access sign-on

page.

You must sign into the admin console to continue with the Secure Private Access setup. You can set
up Secure Private Access with any user who belongs to the same domain as the installation machine,
provided that the user has local administrator privileges on the installation machine.

For Google Chrome and Microsoft Edge browsers, perform the following steps to enable Kerberos.

1. Open Internet Options.
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2. Select the Security tab and click Local Intranet Zone.
3. Click Sites and add the Secure Private Access URL.

You can also use a wildcard if planning to install Secure Private Access on multiple machines.
For example, “https://*.fabrikam.local”.

4. Click Custom Leveland in User Authentication >Logon, select Automatic logon with current

user name and password.

Home Share Wiew Application Tools

€ Intemet Properties

Rl » ThisPC » Downloads » 5PA_installer_B6_32
Generd Seounity Privacy Content Conneclions Programs  Advanced Py
Mame
Duick access
Szlzct a 7one to view or change seourity settngs. | . Citrix Recenver and Plug-ins
Documentstion
| Downloads *
Internet Local intranet  Trusted gtes  Restricted Suppert
. Documents o w5l
Local intranct - | Pictures * | 86
This mne is for sl websites that are ——4 B
fourd an your intranet. & Security Settings - Local Intranet Zone b4
) _— Settings
Security level for this zone ) .
Alowed levels for tis zone: Al @ Enable
Hedium-low &  Enable XS5 finer
- Appropriate for websites an your local re (@) Disable
[intramet) O
- - Mast content wil be run without prompt Enabe
- Unsigned AckveX cantrols wil not be doy & | Scong of Java applets
- Same as Medum level without prompts (D) Cisable
[ Enabie Fratected Mode (requires restarting Inker g :W‘:
g
Custom level f B, User Authenticabion
52, Logon
Reset ol zenes to D) Anonymous logon
(21 Astomate logon arly m Inranet oo
Automanc Doon with cument ity name ond Dassword
() Prompt for user nams nd password .
< ¥
*Takes effect after you restart your computer
Resel custom settngs
FESEtIO wgciumdom (defadt) w Rt

Note:

+ Ifusing Chrome Incognito sessions, create a DWORD registry key Computer\HKEY_LOCAL_MACHINE\SOFTW/
and set to value 1.

+ You must restart all Chrome windows (including non-Incognito windows) before Kerberos gets
enabled for the Incognito mode.

« For other browsers, check the specific browser’s documentation on Kerberos authentication.
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Next steps

« Set up Secure Private Access

+ Configure NetScaler Gateway

» Configure applications

« Configure access policies for the applications

Upgrade the database using scripts

August 18,2025

You can use the admin config tool to download the database upgrade scripts for the Secure Private
Access plug-in.

1. Open the PowerShell or the command prompt window with admin privileges.

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”).

3. Run the following command:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

Set up Secure Private Access

August 18, 2025

You can set up Secure Private Access by creating a new site or by joining an existing site. In both
scenarios, you can use the web admin console to set up the Secure Private Access environment.

» Set up Secure Private Access by creating a new site
+ Set up Secure Private Access by joining an existing site

Prerequisites

The SQL database server must be installed before creating a site.

Set up Secure Private Access by creating a new site
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Set up Secure Private Access by creating a new site
Step 1: Set up a Secure Private Access site

A site is the name of your Secure Private Access deployment. You can either create a site or join an
existing site.

1. Launch the Secure private access web admin console.

2. On the Creating or Joining a Site page, Create a new Secure Private Access site is selected,
by default.

3. Click Next.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database

@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

When you choose to create a site, you must automatically or manually configure a database for the

new site as the database corresponding to the site name might not be available in the setup.

Step 2: Configure databases

You must create a database for the new Secure Private Access site. This can be done manually or
automatically.

1. In SQL Server Host, enter the server host name. For example, sqll.fabrikam.local\
citrix.

You can specify a database address in one of the following forms:

« ServerName
+ ServerName\lnstanceName
« ServerName,PortNumber

For more information, see Databases.
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2. In Site, type a name for the Secure Private Access site.

3. Click Test Connectivity to check that the SQL server instance is valid and also to confirm that
the specified database exists for the site.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Every site requires its own database, which must be created hy the database administrator or the machine identity. You can create the datahase on the
same SQL server where you host the Citrix Virtual Apps and Desktops databases.
o Database .
Enter the SQL Server address that will hast the database and enter your desired site name.
Integrations SQL Server host™ (© Site name* (T
spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402
Summary

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402",

Note:

« If an SQL server is not available for the site, the connectivity check fails.

« Ifan SQL serveris available but the database does not exist, the connectivity check passes. How-
ever, a warning message is displayed.

+ Secure Private Access uses Windows authentication using machine Identity to authenticate to
an SQL server.

Automatic configuration:

« You can use the Automatic Configuration option only if the machine identity has the required
database privileges.
« If a database does not exist at the specified address, a database is automatically created.
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« When you create a database, ensure that it is empty but has the required database privileges.
For details about the privileges, see Permissions required to set up databases.

Manual configuration:

You can use the Manual Configuration option to set up the databases.

In manual configuration, you must first download the scripts and then run the scripts on the database

server that you have specified in the SQL Server Host field.

Note:

The database creation might fail if the machine does not have the READ, WRITE, UPDATE per-
missions to create tables within the database on the SQL server. You must enable appropriate

permissions on the machine. For details, see Permissions required to set up databases.

Step 3: Integrate StoreFront and NetScaler® Gateway servers

You must specify StoreFront and NetScaler Gateway server details to connect Secure Private Access
with StoreFront and NetScaler Gateway servers. This connection must be established to enable Store-

Front and NetScaler Gateway to route traffic to Secure Private Access.

1. Enter the following details.

Secure Private Access server address. For example, https://secureaccess.
domain.com,

StoreFront Store URL. For example, https://storefront.domain.com/Citrix
/StoreMain.

Public Gateway Address —URL of the NetScaler Gateway. For example, https://
gateway.domain.com.

Gateway Callback Address —This URL must be the same as the one configured in Store-
Front. For example, https://gateway.domain.com.

Gateway VIP -Thisvirtual IP address must be the same as the one configured in StoreFront
for callbacks.

2. Click Validate all URLs.
3. Click Next and then click Save.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL”™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address™
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address™ () Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

Step 4: Configuration summary

After the configuration is complete, validation is done to ensure that the servers that are configured
are reachable. Also, a check is done to ensure that the Secure Private Access server is reachable.
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If the configuration summary page displays any errors, see Troubleshooting errors for details. If this
does not solve the issue, contact Citrix Support.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 4: Summary
Review the summary of your Secure Private Access setup.

Site

Database Administration

Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations
Summary

SQL Server Database has been configured.

StoreFront has been configured.

MNetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Note:

« After you have set up the environment, you can modify the settings from Settings > Integra-
tions in the web admin console.

+ The administrator that installs Secure Private Access the first time is granted full permission.
This administrator can then add other administrators to the setup. You can view the list of
administrators from Settings > Administrators.

+ You can also add administrator groups so that access is enabled for all the administrators
in that group.

For details, see Manage settings after installation.
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Set up Secure Private Access by joining an existing site

1. On the Creating or Joining a Site page, select Join an existing site, and then click Next.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Site

®s
@ Database

SQL Server host™ (€ Site name* (¢

Summary e.:sgl.example.com,1433 | ‘ .. Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to wark, the machine
identity must have Create Table, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. In SQL Server Host, enter the server host name. Ensure that a database corresponding to the

site name that you enter is already present in the SQL server that you have selected. You can
specify a database address in one of the following forms:

« ServerName
« ServerName\lnstanceName
« ServerName,PortNumber

For more information, see Databases.
3. In Site, type a name for the Secure Private Access site.

4. Click Test Connectivity to check that the SQL server instance is valid and also to confirm that
the specified site exists in the database.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

P Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
e Database

SQL Server host* (O Site name* (0
o Summary | xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

If there is no corresponding database for the site, the connectivity check fails.

5. Click Save.

The configuration validation check happens to ensure that the SQL database server is configured and
to check that the Secure Private Access server is reachable.

Next Steps

+ Configure NetScaler Gateway
+ Configure applications
» Configure access policies for the applications

Configure NetScaler Gateway

August 18,2025
Important:

We recommend that you create NetScaler snapshots or save the NetScaler configuration before
applying these changes.

1. Download the script from https://www.citrix.com/downloads/citrix-early-access-release/.
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To create a new NetScaler Gateway, use ns_gateway_secure_access.sh.
To update an existing NetScaler Gateway, use ns_gateway_secure_access_update.sh.

2. Upload these scripts to the NetScaler machine. You can use the WinSCP app or the SCP
command. For example, *scp ns_gateway_secure_access.sh nsroot@nsalfa.
fabrikam.local:/var/tmpx.

Note:

« It’s recommended to use NetScaler /var/tmp folder to store temp data.

« Make sure that the file is saved with LF line endings. FreeBSD does not support CRLF.

o If you see the error -bash: /var/tmp/ns_gateway_secure_access.sh
: /bin/sh”M: bad interpreter: No such file or directory, it
means that the line endings are incorrect. You can convert the script by using any
rich text editor, such as Notepad++.

3. SSH to NetScaler and switch to shell (type ‘shell’on NetScaler CLI).
4. Make the uploaded script executable. Use the chmod command to do so.
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. Run the uploaded script on the NetScaler shell.
ateway_secure_acc sh
ver name (defaul reAccess_Gateway): spaonprem
N: ns32205.cgwsanity.net
protocol http/https):
: authnprof
ns3
support (Y/N): Y

figuration **
spaonprem

on profile name: authnprof
er certificate name: ns32205

tcp_udp_apps from @ to
p_udp_apps from @ to
tcp_udp_apps from @ to

s ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

ateway_secure_access_output

6. Input the required parameters. For the list of parameters, see Prerequisites.

For authentication profile and SSL certificate you have to provide names on NetScaler.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 16


https://docs.citrix.com/en-us/citrix-secure-private-access/2308/#prerequisites

Citrix Secure Private Access™ - On premises

Anew file with multiple NetScaler commands (the defaultis var/tmp/ns_gateway_secure_access)

is generated.

7. Switch to the NetScaler CLI and run the resultant NetScaler commands from the new file with
the batch command. For example,
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/

tmp/ns_gateway_secure_access_output

NetScaler runs the commands from the file one by one. If a command fails, it continues with

the next command.
A command can fail if a resource exists or one of the parameters entered in step 6 is incorrect.

8. Ensure that all commands are successfully completed.

Note:

If there’s an error, NetScaler still runs the remaining commands and partially creates/up-
dates/binds resources. Therefore, if you see an unexpected error because of one of the
parameters being incorrect, it’s recommended to redo the configuration from the start.

Configure Secure Private Access on a NetScaler Gateway with existing configuration

You can also use the scripts on an existing NetScaler Gateway to support Secure Private Access. How-
ever, the script does not update the following:

« Existing NetScaler Gateway virtual server
« Existing session actions and session policies bound to NetScaler Gateway

Ensure that you review each command before execution and create backups of the gateway configu-
ration.
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Settings on NetScaler Gateway virtual server

When you add or update the existing NetScaler Gateway virtual server, ensure that the following pa-
rameters are set to the defined values.

tcpProfileName: nstcp_default_XA_XD_profile
deploymentType: ICA_STOREFRONT
icaOnly: OFF

Examples:
To add a virtual server:

‘add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFgdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF"

To update a virtual server:

“set vpn vserver _SecureAccess_Gateway -icaOnly OFF"

For details on the virtual server parameters, see vpn-sessionAction.

NetScaler Gateway session actions

Session action is bound to a gateway virtual server with session policies. When you create a session
action, ensure that the following parameters are set to the defined values.

« transparentInterception: OFF

+ SSO: ON

+ ssoCredential: PRIMARY

» useMIP: NS

« useIIP: OFF

« icaProxy: OFF

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - replace
with real store URL

« ClientChoices: OFF

« ntDomain: mydomain.com - used for SSO

« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup (Make sure that this group is created, it’s used
to bind Secure Private Access specific authorization policies)

« clientlessVpnMode: ON

« clientlessModeUrlEncoding: TRANSPARENT

« SecureBrowse: ENABLED
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« Storefronturl: "https://storefront.mydomain.com"
« stfGatewayAuthType: domain

Examples:
To add a session action:

add vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup —-clientlessVpnMode

ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain

To update a session action:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

For details on session action parameters, see https://developer-docs.netscaler.com/en-us/adc-
command-reference-int/13-1/vpn/vpn-sessionaction.

Compatibility with the ICA® apps

NetScaler Gateway created or updated to support the Secure Private Access plug-in can also be used
to enumerate and launch ICA apps. In this case, you must configure Secure Ticket Authority (STA) and
bind it to the NetScaler Gateway.

Note: STA server is usually a part of Citrix Virtual Apps and Desktops™ DDC deployment.

For details, see the following topics:

« Configuring the Secure Ticket Authority on NetScaler Gateway
« FAQ: Citrix Secure Gateway/ NetScaler Gateway Secure Ticket Authority

Support for smart access tags

In the following versions, NetScaler Gateway sends the tags automatically. You do not have to use the
gateway callback address to retrieve the smart access tags.

« 13.1.48.47 and later
e 14.1-4.42 and later
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Smart access tags are added as a header in the Secure Private Access plug-in request.

Use the toggle ns_vpn_enable_spa_onprem or ns_vpn_disable_spa_onprem to en-
able/disable this feature on these NetScaler versions.

+ You can toggle with command (FreeBSD shell):
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

+ Enable SecureBrowse client mode for HTTP callout config by running the following command
(FreeBSD shell).

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

+ To disable, run the same command again.
+ To verify whether the toggle is on or off run the nsconmsg command.

+ To configure smart access tags on NetScaler Gateway, see Configuring Custom Tags (SmartAc-
cess Tags) on NetScaler Gateway.

Known limitations

« Existing NetScaler Gateway can be updated with script but there can be an infinite number of
possible NetScaler configurations that can’t be covered by a single script.

« Do not use ICA Proxy on NetScaler Gateway. This feature is disabled when NetScaler Gateway is
configured.

« If you use NetScaler deployed in the cloud, you must make some changes in the network. For
example, allow communications between NetScaler and other components on certain ports.

« If you enable SSO on NetScaler Gateway, make sure that NetScaler communicates to Store-
Front™ using a private IP address. You might have to add a new StoreFront DNS record to
NetScaler with a StoreFront private IP address.

Upload public gateway certificate

To upload a public gateway certificate to the Secure Private Access database, perform the following
steps:

1. Open PowerShell or the command prompt window with the admin privileges.

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”)
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3. Run the following command:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Configure applications

August 18, 2025
1. Select the location where the app resides.

+ Outside my corporate network for external applications.
« Inside my corporate network for internal applications.

2. Enter the following details in the App Details section and click Next.
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Add an app

To add an app. complete the steps below

Where is the application located? *
Outside my corporate network

@] Inside my corporate network

App type *

‘ HTTP/HTTPS v ‘

App name

google-translate ‘

App description

App category &

| Ex.: Category\SubCategory\SubCategory ‘

| https://translate google co.in ‘ Internal

Related Domains ~

URL™ App Connectivity ™ |

“  App Details

App icon

Change icon Use default icon

Do not display application icon in Workspace app

Add application to favorites in Workspace app

App Connectivity ™ (3

Internal

| * google2.com ‘

6 Add another related domain

n Carcel

« App name —Name of the application.

« App description - A brief description of the app. This description is displayed to your

users in the workspace. You can also enter keywords for the applications in the format
KEYWORDS: <keyword_name>. You can use the keywords to filter the applications.

For details, see Filter resources by included keywords.

+ App category - Add the category and the subcategory name (if applicable) under which
the app that you are publishing must appear in the Citrix Workspace™ Ul. You can add a

new category for each app or use existing categories from the Citrix Workspace Ul. Once

you specify a category for a web or a SaaS app, the app shows up in the Workspace Ul

under the specific category.
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+ The category/subcategory are admin configurable and administrators can add a new
category for every app.

+ The category/subcategory names must be separated by a backslash. For example,
Business And Productivity\Engineering. Also, this field is case sensitive. Administra-
tors must ensure that they define the correct category. If there is a mismatch between
the name in the Citrix Workspace Ul and the category name entered in the App cate-
gory field, the category gets listed as a new category.

For example, if you enter the Business and Productivity category incorrectly as Busi-
ness And productivity in the App category field, then a new category named Business
and productivity gets listed in the Citrix Workspace Ul in addition to the Business And
Productivity category.

« App icon —Click Change icon to change the app icon. The icon file size must be 128x128
pixels and only the Ico format is supported. If you do not change the icon, the default icon
is displayed.

+ Do not display application to users - Select this option if you do not want to display the
app to the users.

« URL -URL of the application.

+ Related Domains —The related domain is auto-populated based on the application URL.
Administrators can add more related internal or external domains.
Add application to favorites automatically —Click this option to add this app as a favorite
app in Citrix Workspace app.

+ Allow user to remove from favorites —Click this option to allow app subscribers to re-
move the app from the favorites apps list in Citrix Workspace app.
When you select this option, a yellow star icon appears at the top left-hand corner of the
app in Citrix Workspace app.

+ Do not allow user to remove from favorites —Click this option to prevent subscribers
from removing the app from the favorites apps list in Citrix Workspace app.

When you select this option, a star icon with a padlock appears at the top left-hand corner of
the app in Citrix Workspace app.

If you remove the apps marked as favorites from the Secure Private Access console, then these
apps must be removed manually from the favorites list in Citrix Workspace. The apps are not
automatically deleted from StoreFront™ if the apps are removed from the Secure Private Access
console.

App Connectivity: Select Internal for Web apps and External for Saa$ apps.

3. Click Save, and then click Finish.
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You can view all the application domains that are configured in Settings > Application Domain. For
more details, see Manage settings after installation.

Next Steps

Configure access policies for the applications

Configure access policies for the applications

August 18, 2025

Access policies allow you to enable or disable access to the apps based on the user or user groups. In
addition, you can enable restricted access to the apps by adding the security restrictions.

1. Click Create Policy.

Access policy for Web/SaaS apps Access policy for TCP/UDP apps

Create Access Policy

Create a policy to enforce application access rules based on a user’s or machine's context.

Create Access Policy

Create a policy to enforce application access rules based on a user’s or machine's context.

Select User/User Groups or Machine/Machine Groups below to proceed
Select User/User Groups or Machine/Machine Groups below to proceed

Machine/groups v
User/user groups v

Policy name and applications
Policy name and applications Y P

Policy name
Policy name
‘ MachineTunnelPolicy ‘
app-pol
Applications
Applications P
SSH_108.031 UDP_10.8.0.10
Offce @  AppAlow @ Q - : - ° Q ‘
Conditions Condi
onditions
User conditions
Machine conditions
O\ ‘ Matches any of £\ spagwcep.corp A4 cepclient] @ A
(® Add condition
® Add condition
Actions
Actions

@ Allow acc @ Allow access
ess

Deny acce: eny access
ss D

Enable poli Enable policy on save
nable policy on save

P
Vs N Cancel )
( cancel \ J
- J

2. In Applications, select the apps for which you want to enforce the access policies.

3. In Users/User groups —Select the conditions and users or user groups based on which app ac-
cess must be allowed or denied.

+ Matches any of: Only the users or groups that match any of the names listed in the field
are allowed access.
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+ Does not match any: All users or groups except those listed in the field are allowed access.

4. Click Add condition to add another condition based on contextual tags. These tags are derived
from the NetScaler® Gateway.

5. Select Conditional Tags and then select the conditions based on which app access must be
allowed or denied.

6. In Then do the following, select one of the following actions that must be enforced on the app
based on the condition evaluation.

- Allow access
« Allow access with restriction
« Deny access

When you select Allow access with restrictions, you can select the following restrictions.

Add/edit restrictions X

0 selected View selected only . Search Q ‘
Access Settings Current Value

> Clipboard Allowed

> Copy Allowed

> Download MIME types Multiple options

? Downloads Allowed

> Insecure content Prohibited

> Keylogging protection Allowed

> Microphone Ask every time

> Notifications Ask every time

2 Paste Allowed

p Personal data masking Multiple options

? Popups Block

p Printing Allowed

? Printing options Multiple options

p Screen capture Allowed

» Upload MIME types Multiple options

> Uploads Allowed

b Watermark Disabled

> Webcam Ask every time
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Restrict clipboard access: Disables cut/copy/paste operations between the app and the
system clipboard.

Restrict printing: Disables the ability to print from within the Citrix Enterprise Browser.
Restrict downloads: Disables the user’s ability to download from within the app.
Restrict uploads: Disables the user’s ability to upload within the app.

Display watermark: Displays a watermark on the user’s screen displaying the user name
and IP address of the user’s machine.

Restrict key logging: Protects against key loggers. When a user tries to log on to the app
using the user name and password, all the keys are encrypted on the key loggers. Also, all
activities that the user performs on the app are protected against key logging.
Forexample, if app protection policies are enabled for Office 365 and the user edit an Office
365 word document, all key strokes are encrypted on key loggers.

Restrict screen capture: Disables the ability to capture the screens using any of the
screen capture programs or apps. If a user tries to capture the screen, a blank screen is
captured.

Note:

Key logging and screen capture restrictions are applicable only to Citrix Workspace™ desk-
top clients.

7. In Policy name, enter a name for the policy.

8. Select Enable policy on save. If you do not select this option, the policy is only created and

not enforced on the applications. Alternatively, you can also enable the policy from the Access

Policies page by using the toggle switch.

Access policy priority

After an access policy is created, a priority number is assigned to the access policy, by default. You can

view the priority on the Access Policies home page.

A priority with a lower value has the highest preference and is evaluated first. If this policy does not

match the conditions defined, the next policy with the lower priority number is evaluated and so on.

You can change the priority order by moving the policies up or down by using the up-down icon in the

Priority column.

Next steps

Validate your configuration from the client machines (Windows and macOS).

Example
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End user flow

August 18, 2025

Assume that an admin has configured the Office365 app with the watermark and print restriction for
the end user. Now, when the end user accesses the Office365 app, the watermark and print restrictions

must be applied on the app.

The end user must perform the following steps to access the Office365 app:

1. Access the StoreFront™ store from the Citrix Workspace™ app.
2. Logon to the store.
3. Click the Apps tab, and then click the Office365 application.

The end user must now notice that the Office365 application is launched and contains the wa-
termark. Also, if the end user tries to print some data from the Office365 application, the print
restriction message must be displayed to the user.
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your

- administrator. —
= Microsoft I Ofﬁ'te Products ~  Resources ~ Templates  Support My account psaft _.“_,:

Introducing Microsoft Copilot: Meet your everyday Al compani S

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

BTN

Sign up for « Microsoft 365 >

Dowri ~it 365 apps for MacO5 »

Note:

Administrators must provide users with the account information that they need to access virtual
desktops and applications. For details, see Adding store URL to Citrix Workspace app.

Secure Private Access integration with Web Studio integration

August 18, 2025
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Citrix Secure Private Access™ is also integrated into the Web Studio console to enable users seamlessly
access the service through Web Studio.

You must install Web Studio version 2308 or later.

Perform the following steps to enable Web Studio integration:

1. Install Citrix Web Studio by using the Citrix Virtual Apps and Desktops™ installer or integrated
DDC installer.

2. Follow the onscreeninstructions and complete the installation. When prompted for a controller
address, enter the DDC FQDN as the controller address.

3. After successful installation, navigate to the folder C:\Program Files\Citrix\Web Stu-
dio\Site\assets\json and modify the content of the spa-config.json file.
If a non-default location was used for the Web Studio installation, replace the default
installation location in C:\Program Files\Citrix with the correct location.

Q" C:h\Program Files\Citrix\Web Studic’Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run Pluging  Window 7

o = 00|-IElll|°o.E:| |é?3 |Iﬁ;‘!&! "§=>| |_=_r' FEfRho®| ™ ]
[&=] spa-configjson E3 l
1 ==k
2 "name": "Secure Priwvate Access",
"namespace”: "/spa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "configs": {
] "preload": false,
7 "expandLeftNav": false,
"glokbalStyles": false,
"cacheStyle": true,
"stylelzolation™: false?
11 - Fa
12 = "props": {
13 I "cdnUrl™: "https:/ /ey - .local:4443/accessSecurity/ui/",
4 "namespace™: "Sfocitrir/studio/spa”,
5 H "backendServicelUr {
6 I "gatewayCor : "https:// 0 o - Jdocal:4443"
1. Replace “SpaServer’with the FQDN of your Secure Private Access plug-in.

N

. Login to Web Studio.
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citrix | Virtual Apps and Desktops SPAOPDEV\Administrator ~.-

Q. Search [ Search | % Filter c o

%G Machine Catalogs Single-session OS Machines (0] Multi-session OS Machines (0 Sessions (0

=S
g

&% Delivery Groups
3 “oplications
Policies
& Loezing
Rg Administrators
& Hosting
E Licensing
No single-session OS machines exist.
StoreFront
E App Packages
63 Zones
@ Settings

C5 Backup + Restore
<]

1. On the left navigation menu, click Secure Private Access <Preview> to access the Secure

Private Access admin console from Web Studio.

Manage settings after installation

August 18, 2025

After you have installed Secure Private Access, you cam modify the settings from the Settings page.

Manage routing of application domains

You can view a list of application domains added in your Secure Private Access setup. The applica-
tion domains table lists all the related domains and how the app traffic is routed (externally or inter-

nally).

1. Click Settings > Application Domain.

2. You can click the edit icon and change the routing type, if required.

Manage administrators for Secure Private Access

You can view the list of administrators and also add administrators from the Settings > Adminis-
trators page. The administrator who installs the Secure Private Access the first time is granted full
permission. This admin can then add other administrators to the setup.
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You can also add admin groups so that access is enabled for all the admins in that group.

In Administrators page, click Add.

In Domain, select the domain to which this administrator must be added.

In Users or user group, select the user or groups to which this user belongs.
In Admin Type, select the permission type that must be assigned to this user.

> wn e

Update StoreFront™ or the NetScaler Gateway server details after the setup

After you have set up Secure Private Access, you can modify or update the StoreFront and NetScaler®

Gateway entries from the Integrations tab.

1. Click Settings > Integrations.
2. Click the editicon in line with the setting that you want to modify and update the entry.
3. Click the refresh icon to ensure that the settings are valid.

Note:

If Secure Private Access is installed on a machine different that StoreFront, then download the

StoreFront script and run it on the StoreFront.
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«

Application Domain ~ Administrators  Integrations
Overview

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

i

Applications

Secure Private Access address

The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

Access Policies

S

Settings https://gamma.spaopdev.local e
Troubleshooting
StoreFront Store URL
The complete StoreFront store URL.
https://gamma.spacpdev.local/Citrix/StoreGamma Q O _.VQ Download Script

() Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

https:

V7 Refresh Certificate

O
ks

amma.spaopdev.local (]

(¥) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

opdev.local (/]

O
AN

https:/;

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitering capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

K

Dashboard overview

August 18, 2025

The Secure Private Access troubleshooting logs dashboard displays the logs related to application
launch, app enumeration, and their statuses.

You canview the logs for the pre-set time or for a custom timeline. You can add columns to the chart by
clicking the + sign depending on what information you want to see in the dashboard. You can export
the user logs into CSV format.
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You can use the filters (CATEGORY and RESULT) to refine your search results.

«

B ovnien
B3 sostcsns

Lost 1 Waok V| @i

Accss oo [ ———

B seos 2200019132620 EPR——

2240619132629 e4e14600-0137-4625-8190-2572936f1634
@ Troubleshoating

2024-06191326:29

2024.06191326:29

2024.06.19125522
2024.06.19125522 2780303.763d-41af-9191-b61BATOISH
2020.06.191255710 650031065949 4o80.9925-635056af6096
2024.0619125510 659031065949 4o8o-9925-435056af6096

2024.06:19 125519 '658b31b6-529-4eBe.9926.da5e5616096

20240610 125519
2024061912519 6b606840-4184-4418-6261.043796dea040
2024061912519 5606000b7665.418b-89c6-2108305c87c0
20240619 125519 56080000-7665.-418b-896-e198305cE7e9
20240619 125519 50526840-4084-4d18-9261.043796dea04a

2024-0619 125519 560000b-7065-418-89¢6:2f98305¢87¢9

2024-0619 125517

20240619 125517 68097 76b-9159-dcc7-9a15-a97be2a42c97 Show Details

20240619 125517 spavserl@spablrL.com

2024-06:19 125517 spavserl@spablrt.com 40608dca-5068-4840-67da 7h20594atccT

6809770b-9150-4ec7-9a15-297be2042¢97

2024-0619 125517 spauserl@spablrt.com

You can also refine your search based on the following parameters along with the operators in the
search field.

+ User-Name

» Category

« Event-Type

+ Result

« Transaction-ID
« Details

The following are the search operators that you can use to refine your search in the User logs and Top
access policies by enforcement charts.

« =: To search for the logs/policies that exactly match the search criteria.

« 1=: To search for the logs/policies that do not contain the specified criteria.

+ ~: To search for the logs/policies that match the search criteria partially.

+ I~ To search for the logs/policies that do not contain some of the specified criteria.

For example, you can search for an event type “DSAuth”by using the string Event-Type = DSAuth in
the search field.

Similarly, to search for users that partially contain the term “operator”, use the string User-Name ~
operator. This search lists all the user names that contain the term “operator”. For example, “local
operator”, “admin operator”

You can search for all logs related to a single event by using the transaction ID. The transaction ID cor-
relates all Secure Private Access logs for an access request. One app access request can have multiple
logs generated, starting from authentication, then app enumeration and then app access itself. All
these events generate their own logs. Transaction ID is used to correlate all of these logs. You can fil-
ter the troubleshooting logs using the transaction ID to find all logs related to a particular app access
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request.

View contextual tags from logs

The Show Details link in the Details column displays the list of applications associated with the spe-
cific access policy and also the contextual tags associated with the policy.

Filters Clear All
carecony | User-Name = "User | st 1ok v | m
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
RESULT TIME USER NAME CATEGOR RESULT - e o
Success 2023-09-07 102913 spaopdevlocal\usera App Access @ Failure 9c7c2de9-0351-43b1-8 ERROR: Error in process.
2023-09-07 102913 spaopdevlocallusera App Access @ Success 9¢7c2de-0351-43b1-8 Show Details
2023-09-0710:2912 spaopdev local\usera App Access @ Success 9c7c2de8-0351-43b1-8 SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdev local\usera App Access « Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated
« Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev locallusera App Access SmartAccess tags rece
ContextualTags: |
'
2023-09-07 09:48:49 spaopdevlocallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access @ Success 2259212-f17b-4a5f-96. Show Details
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592f2f-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96. SmartAccess tags recei
2023-09-07 09:48:40 spaopdev.local\usera App Access @ Success 2259212f-f17b-4a5f-96, DSAuth\alidation was s.
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8. ERROR: Error in process.

Troubleshooting errors

August 18, 2025
This topic list some of the errors that you might come across while setting up Secure Private Access.

Certificate errors

Database creation errors

StoreFront failures

Public gateway/callback gateway failures
Secure Private Access Server not reachable

Certificate errors

Error message: Unable to get the certificates automatically from one or more Gateway servers.
Workaround: Update the Gateway Certificate the same way in which you would for Citrix Virtual Apps
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and Desktops.

Database creation errors

« Error message: Failed to create database

Resolution: For Automatic case - The machine must have READ, WRITE, UPDATE permissions
to create tables within the database on the SQL server.

« Error message: Failed to create database: A database already exists.

This error message might occur in any of the following scenarios.

+ If the Automatic configuration option is selected while configuring the databases.

« Ifthe admin is creating a database, it must be an empty database. This error message can
appear if the database is a non-empty database.

Resolution: You must create an empty database.

« You uninstall Secure Private Access and retry the setup with the same site name. In this
case, the database from the previous installation would not have been deleted.

Resolution: You must manually delete the database.

+ You choose to set up the database manually (by selecting Manual Configuration in the Con-
figuring Databases page) by using the script, and then change to the Automatic Configu-
ration option but use the same site name. In this case, a database with the same name is
already created while running the script.

Resolution: You must rename the site and then run the script again.

« The machine does not have the READ, WRITE, UPDATE permissions to create tables within
the database on the SQL server.

Resolution: Enable appropriate permissions on the machine. For details, see Permissions
required to set up databases.

« Error message: Failed to create database: Connection failed

Resolution:

« Check database network connectivity from your machine. Ensure that the SQL server port
is open on the firewall.

« If using a remote SQL server, check if the SQL server has login created with the Secure
Private Access machine identity, Domain\hostnames$.

« If using a remote SQL server, confirm that the machine identity has the correct role as-
signed, system administrator role.
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« IfusingaLocal SQL server (not from theinstaller), check if the NTAUTHORITY\SYSTEM user
must have a login created.

StoreFront™ failures

« Error message: Failed to create StoreFront entry for: <Store URL>

Update the StoreFront entries from the Settings tab if it is not visible. After you have set up
Secure Private Access using the wizard, you can edit StoreFront entries from the Settings tab.
Note down the StoreFront Store URL for which this error occurred.

Resolution:

1. Click Settings and then click the Integrations tab.
2. In StoreFront Store URL, add the StoreFront entry if it is not visible.

+ Error message: Failed to configure StoreFront entry for: <Store URL>

Resolution:

1. There might be a PowerShell execution policy restriction in place. Run the PowerShell
script command Get-ExecutionPolicy for details.

2. Ifitisrestricted, you must bypass this and run a StoreFront configuration script manually.
3. Click Settings and then click the Integrations tab.
4. In StoreFront Store URL, identify the StoreFront URL entry for which the error occurred.

5. Click the Download Script button next to this Store URL and run this PowerShell script
with admin privileges on the machine on which the corresponding StoreFront installation
is present.

Note:

If you are retrying the installation after uninstalling, ensure that you don’t have an entry
with the name “Secure Private Access”in the StoreFront configuration (StoreFront >
store> Delivery Controller™ -> Secure Private Access). If Secure Private Access is
present, delete this entry. Manually download and run the script from the Settings >
Integrations page.

+ Error message: StoreFront configuration is not local for: <Store URL>

After you have set up Secure Private Access using the wizard, you can edit gateway entries from
the Settings tab. Note down the StoreFront Store URL for which this error occurred.

Resolution:
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This issue occurs if StoreFront is not installed on the same machine as Secure Private Access.
You must manually run the StoreFront configuration on the machine where you have installed
StoreFront.

1. Click Settings and then click the Integrations tab.

2. In StoreFront Store URL, identify the StoreFront URL entry for which the error occurred.

3. Click the Download Script button next to this Store URL and run this PowerShell script
with admin privileges on the machine on which the corresponding StoreFront installation
is present.

Note:

To run the StoreFront PowerShell script, open the Windows x64 compatible PowerShell
window with admin privileges and then run ConfigureStorefront.psl. StoreFront script is
not compatible with Windows PowerShell (x86).

Public gateway/callback gateway failures

Error message: Failed to create Gateway entry for: <Gateway URL> OR Failed to create Callback
Gateway entry for: <Ca'llback Gateway URL>

Resolution:

Note the Public Gateway or Callback Gateway URL for which the failure occurred. After you have set
up Secure Private Access using the wizard, you can edit gateway entries from the Settings tab.

1. Click Settings and then click the Integrations tab.
2. Update the public gateway address or the callback gateway address and the virtual IP address
for which the failure occurred.

Secure Private Access Server not reachable

Error message: Failed to update IIS pool. Failed to restart 1IS pool

Resolution:

1. GotoApplication poolsin Internet Information Services (IIS) and check that the following appli-
cation pools have started and are running:

« Secure Private Access Runtime Pool
« Secure Private Access Admin Pool

Also check that the default 1IS site "Default Web S-ite'"isupand running.
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Database connectivity check failures

Error Message: Connectivity check failed

Database connectivity check can fail due the multiple reasons:

« The database server is not reachable from the Secure Private Access plug-in host machine due
to a firewall.

Resolution: Check if the database port (default port 1433) is open on the firewall.

« The Secure Private Access plug-in host machine does not have the permission to connect to the
database.

Resolution: See SQL database permissions for Secure Private Access.

Gateway connectivity check failed. Unable to fetch public certificate
Error Message: Post installation configuration fails with the error “Gateway connectivity check failed.
Unable to fetch a public certificate....”

Resolution:

+ Upload the gateway public certificate to the Secure Private Access database manually using the
config tool.

« Open the PowerShell or the command prompt window with admin privileges.

« Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”)

+ Run the following command:

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Authentication issues

The Secure Private Access runtime service IIS authentication configuration might not work as the In-
tegrated Windows Authentication (IWA) is not supported.

Miscellaneous
Create Secure Private Access diagnostics support bundle

Perform the following steps to create a Secure Private Access diagnostics support bundle:
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« Open the PowerShell or the command prompt window with admin privileges.

« Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”).

+ Run the following command:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

SQL database permissions for Secure Private Access

For automatic database creation, the Secure Private Access plug-in host machine must have the per-
missions to connect to the database and create database schema.

Remote database:

Perform the following steps to set up the permissions for a remote database.

1. Create an empty database with the name syntax CitrixAccessSecurity<Site Name>.
Here <Site Name> is the Secure Private Access site name. (for example. CitrixAccessSecuri-
tySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Createan SQLserverlogin forthe machineidentity for the Secure Private Access virtual machine.
For example, if your Secure Private Access broker machine name is HOST1 and the machine
domain is DOMAIN1, then the machine identity is “DOMAIN1\HOST1S”. If the login is already
created, then you can ignore this step.

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
Domain name can be found using the following query:
SELECT DEFAULT_DOMAIN() [DomainName]
3. Assign the db_owner role to the machine identity.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

Local database:

Perform the following steps to set up the permissions for a local database.
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1. Create an empty database with the name syntax CitrixAccessSecurity<Site Name>.
Here <Site Name> is the Secure Private Access site name. (for example, CitrixAccessSecuri-
tySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Create an SQL server login for NT AUTHORITY\SYSTEM user. If the login is already created
then you can ignore this step.

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. Assign the db_owner role to the “NT AUTHORITY\SYSTEM”user.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

When you manually create the database, the downloaded database script adds the permissions to the
machine identity.

Uninstall Secure Private Access

August 18, 2025

You can uninstall Secure Private Access from Control Panel > Programs > Programs and Features.

1. Select Citrix Virtual Apps and Desktops™ 7 2308 —Secure Private Access.
2. Click Uninstall.
3. Follow the on-screen instructions and complete the uninstallation.

Note:

If the Secure Private Access post installation setup is completed, then before uninstalling Secure
Private Access, download the StoreFrontScripts.zip file from the admin console to remove the
Secure Private Access plug-in from the StoreFront store configuration.

To download StoreFrontScripts zip file, follow these steps:

1. Login to the Secure Private Access admin console.
2. Click Settings and then click the Integrations tab.
3. Click Download Script in the StoreFront Store URL section.
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Remove the Secure Private Access plug-in from the StoreFront store configuration

After you uninstall Secure Private Access, you must remove the Secure Private Access plug-in from the
StoreFront store configuration.

1. Login to the StoreFront machine.

2. Download the StoreFrontScripts.zip file.

3. Unzip StoreFrontScripts.zip to a folder.

4. Open a PowerShell window with the admin privileges.
5. Run the following command:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

Secure Private Access 2308 compatibility with legacy versions

September 13,2025

Secure Private Access 2308 is incompatible with the legacy versions (Secure Private Access for on-
premises V1.0 and V1.5). NetScaler Gateway must be configured using the new script as described
earlier in Configure NetScaler Gateway. No configuration is required in the Citrix Virtual Apps and
Desktops delivery controller for Secure Private Access 2308.

The best way to migrate from Secure Private Access on-premises legacy versions (1.0 and 1.5) to 2308
is to clean up the following:

« Citrix Virtual Apps and Desktops Delivery controller from Web/SaaS apps
+ Update Citrix StoreFront™ to default configuration or create a new store on StoreFront
+ NetScaler® Gateway

Citrix Virtual Apps and Desktops™ Delivery Controller cleanup

The Secure Private Access applications created on Citrix Virtual Apps and Desktops Delivery Controller
can be removed manually or using the PowerShell script.

Manual:
1. Open Citrix Studio or Citrix WebStudio.

2. Click Applications.
3. Select the app, right click, and then select Delete.
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Using a script:
1. Fetch the current Secure Private Access apps by running the following command:
Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"
For details, see Remove-BrokerApplication.
2. After verifying the apps, run the following command to remove them:

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"| Remove-
BrokerApplication

Citrix StoreFront cleanup

You can either create a new StoreFront store or clean up the existing store.

+ Create a new StoreFront store: You must create a new StoreFront store for Secure Private Access
2308 as the existing StoreFront stores created for the legacy versions aren’t compatible with
2308. This is the recommended option to avoid configuration related issues.

«+ Clean up existing StoreFront store: The existing Store on StoreFront can be cleaned manually
or using the script. However, the best option for migrating Secure Private Access on-premises
to 2308 is to create a new Store on StoreFront.

1. Findand remove policy.json (e.g C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json)
2. Findandremovefolders SecureBrowser (for example C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBr
and Resources (for example C:\inetpub\wwwroot\Citrix\Store\Resources)
3. Remove the “route”node from web.config (you can find it in C:\inetpub\wwwroot\Citrix\Store)
with the name “webSecurePolicy”routing to the URL “Resources\SecureBrowser\policy.json”
4. Restart the Default Web Site on Internet Information Service (I11S) Manager console to apply
changes.

Using a script:
1. Download the script from the https://www.citrix.com/downloads/citrix-secure-private-
access/.
2. Upload the script to a StoreFront machine.
3. Run the script as administrator on PowerShell.
4. Enter the Store name.

The Script removes the C:\inetpub\wwwroot\Citrix\Store\Resources folder, subfolder and files,
and updates the web.config file.
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5. Restart the Default Web Site on Internet Information Service (11S) Manager console to apply
changes.

NetScaler Gateway cleanup
NetScaler Gateway virtual server

The NetScaler Gateway virtual server created for legacy versions (1.0 and 1.5) can be reused for Secure
Private Access 2308.

+ To update an existing NetScaler Gateway, see [Update an existing NetScaler Gateway].
+ To configure a new NetScaler Gateway, see [Configure NetScaler Gateway].

Session policies and actions

Session policies and actions created for legacy versions (1.0 and 1.5) can be reused by Secure Private
Access 2308.

+ To update an existing NetScaler Gateway session policies/actions, see NetScaler Gateway ses-
sion actions.
+ To configure a new NetScaler Gateway, see Configure NetScaler Gateway

The script also creates fully configured session policies/actions.

Authorization policies

Authorization policies created on NetScaler Gateway for legacy versions (1.0 and 1.5) can interfere
with Secure Private Access 2308 policies and break the flow.

You can do the following to clean up the authorization policies.

« Manually unbind the authorization policies from authentication and authorization groups that
are used as default groups on NetScaler Gateway. In this case, the policies can be reused.
« Remove the authorization policies.

Third-party notifications

August 18, 2025
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