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Chapter 1

About This Guide

This chapter provides an overview of the purpose and content of this guide. Topics include:

Purpose
Audience
How This Guide Is Organized

Document Font Conventions

=A =4 =4 =4 =4

Related Documents

The following sections provide details on each of these topics.

Purpose

This guide provides basic instructions for installing and deploying CloudBridge Virtual WAN
Appliances and the CloudBridge Virtual WAN software.

Audience

This guide is intended for Network Administrators and Architects responsible for installing and
configuring CloudBridge Virtual WAN. It is assumed that you are familiar with the physical

setup and operation of networking equipment, and general networking concepts.

In addition, it is strongly recommended that you first read through the CloudBridge Virtual
WAN Deployment Planning Guide before you begin the installation and configuration of your
Virtual WAN.
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How This Guide Is Orgael

A list and summary of each of the chapters in this guide are provided below.

Chapter 1: About This Guide i This chapter provides an overview of the purpose,
audience, and content of this guide. Also provided are a description of the font conventions

used in this guide, and a list of recommended and related documents.

Chapter 2. Overview T This chapter provides some basic information about the
CloudBridge Virtual WAN software packages and supported Virtual WAN Appliances. Also
included is a description and navigation roadmap of the CloudBridge Virtual WAN

Management Web Interface.

Chapter 3: Before You Begin i This chapter outlines the hardware and software
requirements for deploying Citrix CloudBridge Virtual WAN, and defines any platform
dependencies. Also provided is a summary and overview of the CloudBridge Virtual WAN

installation and deployment procedures described in this guide.

Chapter 4. Gathering Your CloudBridge Virtual WAN Deployment Information i This

chapter provides a checklist of the information you will need to complete the deployment.

Chapter 5: Setting up the CloudBridge Virtual WAN Appliances i This chapter describes
the procedures for setting up the CloudBridge Virtual WAN appliance hardware, and
configuring the Appliance Management IP Address. Also provided are instructions for setting
the date and time on an appliance, and uploading and installing the Virtual WAN software

license file.

Chapter 6: Setting up the Master Control Node (MCN) Site i This chapter provides
instructions for using the Configuration Editor to create and configure the MCN site. Also
included are instructions for enabling and configuring High Availability (HA) and Virtual WAN

security and encryption.

Chapter 7. Adding and Configuring the Branch Sites i This chapter provides instructions

for creating and configuring the branch sites.

Chapter 8: Preparing the Virtual WAN Appliance Packages on the MCN i This provides

instructions for uploading the Virtual WAN software and configuration to the MCN appliance.
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Chapter 9: Connecting the Client Appliances to Your Network i This chapter provides
instructions for connecting the client appliances to your Virtual WAN network, in preparation

for installing the Virtual WAN Appliance Packages on the clients.

Chapter 10: Installing the Virtual WAN Appliance Packages on the Clients i This
chapter provides instructions for installing, staging, and activating the CloudBridge Virtual
WAN Appliance Packages on the Virtual WAN clients.

Chapter 11: Enabling the Virtual WAN Service i This chapter provides instructions for
enabling the Virtual WAN Service on the MCN and client appliances, after you have

completed the installation and configuration of your Virtual WAN deployment.

Chapter 12: Monitoring Your CloudBridge Virtual WAN i This chapter provides basic
instructions for generating and viewing statistics and reports to monitor the status of your
CloudBridge Virtual WAN deployment.

Appendix A: Standard MIB Support i This provides a table of the Standard MIBs
supported by CloudBridge Virtual WAN, which includes links to the RFC definitions for each
of these MIBs.

Glossary i This provides definitions of some of the fundamental CloudBridge Virtual WAN

terms and concepts.
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DocumentFontConventions

Font Convention

Use

Arial bold font

Bold font indicates a GUI screen element. This font is also used for

table and list headings for visual clarity.

Arial bold Italic font

Bold Italic font is used to indicate GUI screen elements that might
vary according to specific context. This font is also occasionally

used for table and list subheadings, for visual clarity.

Avrial plain Italic font

Plain Italic font is used for book or publication titles, and occasionally

for emphasis.

Courier New (plain text) font

Courier New plain text font indicates screen output and non-GUI

screen elements, and program or script code text.

Courier New bold font

Courier New bold font indicates user input (text you must enter

manually). It also indicates a script or other executable name.

Courier New bold Italic font

Courier New bold Italic font indicates variable user input.
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Related Documents

This section provides information and links to additional CloudBridge documentation

resources.

CloudBridge Virtual WAN Documentation

The following additional CloudBridge Virtual WAN documentation is available on the Citrix

Documentation Portal (http://docs.citrix.com/):

Citrix CloudBridge Virtual WAN Deployment Planning Guide

CloudBridge Virtual WAN Knowledge Base Atrticles

The following CloudBridge Knowledge Base support articles are recommended:
9 CloudBridge Virtual WAN PBR Mode Deployment Steps (CTX201577)

http://support.citrix.com/article/CTX201577

9 CloudBridge Virtual WAN Gateway Mode Deployment Steps (CTX201576)

http://support.citrix.com/article/CTX201576

1 My Account All Licensing Tools User Guide (CTX131110)

http://support.citrix.com/article/ctx131110

1 Path Continuously Flipping Between GOOD/BAD/DEAD on a Newly Installed WAN Link
of CloudBridge (CTX201619)

http://support.citrix.com/article/CTX201619

1 Path DEAD on Newly Installed or Existing WAN Link of CloudBridge (CTX201618)

http://support.citrix.com/article/CTX201618
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Chapter 2

Overview

This chapter provides some basic information about the CloudBridge Virtual WAN software
packages and supported Virtual WAN Appliances. Also included is a brief description of the
Virtual WAN Master Control Node (MCN), the Virtual WAN Configuration, and the Virtual
WAN Appliance Packages. The chapter concludes with an overview and navigation roadmap
of the CloudBridge Virtual WAN Management Web Interface (MWI), and basic instructions for

using the MWI Configuration Editor and Change Management wizard.

The following sections provide the essential information for each of these topics.

TheCloudBridge Virtual WABbftware Packages

There is a different Citrix CloudBridge Virtual WAN software package for each supported
CloudBridge Virtual WAN Appliance model. You will need to acquire the appropriate

package for each appliance model you plan to incorporate into your network.

The following section discusses the supported CloudBridge Virtual WAN Appliance models.
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SupportedCloudBridge Virtual WAN Appliadedels

Citrix CloudBridge Virtual WAN 8.0.1 supports the following CloudBridge Virtual WAN

Appliance models:

MODEL ROLE
CB 400-vW Small branch node appliance
CB 1000-vW Small-to-medium branch node appliance
CB 2000-vW Large branch node appliance
CB 4000-vW Data center Master Control Node (MCN) appliance

NOTE: All Virtual WAN Appliance models in a Virtual WAN environment are required to be
running the same CloudBridge firmware release. For additional information, please

contact CloudBridge Customer Support.

Figure 1 shows the CB 400-VW Virtual WAN Appliance model.

Figure 1. CB 400-VW Virtual WAN Appliance

CiTRIX

Figure 2 illustrates the CB 1000-VW, CB 2000-VW, and CB 4000-VW Virtual WAN Appliance
models.
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Figure 2. CB 1000-VW, CB 2000-VW, and CB 4000-VW Virtual WAN Appliance models

CB 1000-VW

CB 2000-VW

CB 4000-VW

TheMaster Control Node (MCN)

The Master Control Node (MCN) is the central Virtual WAN Appliance that acts as the master
controller of the Virtual WAN, and the central administration point for the client nodes. All
configuration activities, as well as preparation of the Appliance Packages and their
distribution to the clients, are performed on the MCN. In addition, certain Virtual WAN
monitoring information is available only from the MCN. The MCN can monitor the entire
Virtual WAN, whereas client nodes can monitor only their local Intranets, along with some

information for those clients with which they are connected.

The primary purpose of the MCN is to establish and utilize Virtual Paths with one or more
client nodes located across the Virtual WAN, for Enterprise Site-to-Site communications. An
MCN can administer and have Virtual Paths to multiple client nodes. There can be more than
one MCN, but only one can be active at any given time.

Figure 3 illustrates the basic roles and context of the MCN (data center) and client (branch
node) appliances.
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Figure 3. The basic roles and context of the MCN and client node

TheCloudBridge Virtual WAN Configuration

The CloudBridge Virtual WAN Configuration describes and defines the topology of your
Virtual WAN network. Before you can deploy a CloudBridge Virtual WAN network, you must
define the Virtual WAN Configuration. To do this, you use the Configuration Editor in the
CloudBridge Management Web Interface on the MCN appliance.

Basic instructions for configuring your Virtual WAN network are provided in this guide.

The CloudBridge Virtual WAN Appliance Packages

There is a different Citrix CloudBridge Virtual WAN software package for each of the
supported CloudBridge Virtual WAN Appliance models. A Virtual WAN Appliance Package is
a combined package containing the Virtual WAN software package for a particular appliance
model, bundled with a specific Virtual WAN Configuration package. The two packages are
bundled together and distributed to the clients by means of the Change Management wizard

in the Management Web Interface running on the Master Control Node (MCN).

If this is an initial installation, you must manually upload, stage, and activate the appropriate
Appliance Package on each of the client appliances that will reside in your Virtual WAN
network. If you are updating the configuration for an existing Virtual WAN deployment, the
MCN automatically distributes and activates the appropriate Appliance Package on each of

the existing clients, as soon as the Virtual Paths to the clients become operational.
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CloudBridge Virtual WAN Security and Encryption

Enabling encryption for CloudBridge Virtual WAN (for the Virtual Paths) is optional.

Instructions for configuring this feature are providedint he sect i dc&nabliagabd t | ed,
Configuring Virtual WAN Security and Encryption (Optional),0i nChéapter 6: Setting up the

Master Control Node (MCN) Site. 0

When encryption is enabled, CloudBridge Virtual WAN uses the Advanced Encryption
Standard (AES) to secure traffic across the Virtual Path. Both AES 128 and 256 bit ciphers
(key sizes) are supported by the Virtual WAN Appliances, and are configurable options.

You can select, enable, and configure these and the other encryption options by using the
Configuration Editor in the Management Web Interface on the Management Control Node
(MCN). You must have administrative access on the MCN to modify the configuration, and to
distribute your changes across the Virtual WAN. Once the MCN is secured, the encryption

settings and their distribution are also secure.

Authentication between sites functions by means of the Virtual WAN Configuration.

The network configuration has a secret for each site. For each Virtual Path, the network
configuration generates a key by combining the secrets from the sites at each end of the
Virtual Path. The initial key exchange that occurs after a Virtual Path is first set up, is

dependent upon the ability to encrypt and decrypt packets by means of that combined key.

TheCloudBridge Virtual WAN Managem&gbInterface

This section provides basic navigation instructions, and a navigation roadmap of the
Management Web Interface page hierarchy. Also provided are specific navigation instructions

for the Configuration Editor and Change Management wizard.
Basic Navigation

Figure 4 outlines the basic navigation elements of the Management Web Interface, and the

terminology used in this guide to identify them.
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Figure 4. CloudBridge Management Web Interface Navigation

Page Tabs Breadcrumbs

Title Bar —— fHost Name

Version User ™ - -
Citrix CloudBridge 4000-2000-VW 10.199.106.232 8.0.0.22.440851 admin CITRIX

Menu Bar —— | | oesfbosn | Monsaris Configuration

Section Tabs = Appliance Settings Configuration » App{ance Settings > Administrator Interface
{administrator Interface!

LogigfNaitonig User Accounts RADIUS TACACS = HTTPS Cert Miscellzneous

Navigation Tree ———

Network Adaptors

NEIHCW User Name: admin v
S“W_ Current Password:
Licensing Mew Password:

= Virtual WAN Confirm New Password:

# System Maintenance | Change Password |

fitor workspace, This action will not delete the user.

nfigurations and networks maps for the selected user.

Page Area | Delete Selected User's Workspace |

Note: Deleting 2 user will also delete local files for that user.
User Name: | | Delete Selacted User |

The basic navigation elements are as follows:

1 Title bar i This is the dark grey bar at the top of all Management Web Interface
screens. This displays the appliance model nhumber, Host IP Address for the
appliance, the version of the software package currently running on the appliance,
and the user name for the current login session. The title bar also contains the

Logout button for terminating the session.

1 Main menu bar i This is the light blue bar displayed below the title bar on every
Management Web Interface screen. This contains the section tabs for displaying the

navigation tree and pages for a selected section.

9 Section tabs T The section tabs are located in the blue main menu bar at the top of
the page. These are the top-level categories for the Management Web Interface
pages and forms. Each section has its own navigation tree for navigating the page
hierarchy in that section. Click a section tab to display the navigation tree for that
section.
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Navigation tree i The navigation tree is located in the left blue and grey pane, below
the main menu bar. This displays the navigation tree for a section. Click a section tab
to display the navigation tree for that section. The navigation tree offers the following

display and navigation options:

1 Click a section tab to display the navigation tree and page hierarchy for that

section.

1 Click + (plus sign) next to a branch in the tree to reveal the available pages for

that branch topic.
91 Click a page name to display that page in the page area.
9 Click i (minus sign) next to a branch item to close the branch.

Breadcrumbs 1 This displays the navigation path to the current page. The
breadcrumbs are located at the top of the page area, just below the main menu bar.
Active navigation links display in blue font. The name of the current page is displayed
in black bold font.

Page area i This is the page display and work area for the selected page. Select an

item in the navigation tree to display the default page for that item.

Page tabs i Some pages contain tabs for displaying additional child pages for that
topic or configuration form. These are usually located at the top of the page area, just
below the breadcrumbs display. In some cases (as for the Change Management
wizard), tabs are located in the left pane of the page area, between the navigation

tree and the work area of the page.

Page arearesizing i For some pages, you can grow or shrink the width of the page
area (or sections of it) to reveal additional fields in a table or form. Where this is the
case, there will be a grey, vertical resize bar on the right border of a page area pane,
form, or table. Roll your cursor over the resize bar until the cursor changes to a bi-
directional arrow. Then click and drag the bar to the right or left to grow or shrink the

area width.

If the resize bar is not available for a page, you can click and drag the right edge of

your browser to display the full page.
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ManagemenWWebinterface Page Hierarchy

The Management Web Interface pages and forms are organized into three top-level sections,

as follows:
1 Dashboard
1 Monitoring
1 Configuration

Click a section tab in the main menu bar to display the navigation tree for that section. Then

select an item in the navigation tree to display the default page for that item.

The following table provides a navigation roadmap of the Management Web Interface

navigation tree hierarchy.

Management Web Interface Navigation Tree Hierarchy

TopP LEVEL SECTION TAB TREE LEVEL 1 TREE LEVEL 2

Dashboard

Monitoring

Virtual WAN

Statistics

Flows

Performance Reports
QoS Reports

Usage Reports
Availability Reports
Appliance Reports

= =4 -4 -4 -8 —a -

Configuration

Appliance Settings

Administrator Interface
Logging/Monitoring
Network Adaptors
NetFlow

SNMP

Licensing

=a =4 -4 -8 —a
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Virtual WAN

View Configuration
Configuration Editor (MCN only)
Change Management (MCN only)
Enable/Disable/Purge Flows
Dynamic Virtual Paths

=a =4 -8 —a 1

System Maintenance

Delete Files

Restart System

Date/Time Settings

Local Change Management
Diagnostics

Update Software
Configuration Reset

= =4 =4 -8 —a —a -
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The Management Web InterfaBashboard

Click the Dashboard section tab to display basic information for the local appliance.
The Dashboard page displays the following basic information for the appliance:

1 System status
1 Virtual Path service status

{1 Local appliance software package version information

Figure 5 shows a sample Master Control Node (MCN) appliance Dashboard display.

Figure 5. Master Control Node (MCN) Appliance Dashboard

Citrix CloudBridge CB4000- : 6;3.03202015 e CITR!X

System Status

Name: DC

Model: CB4000

Appliance Mode: MCN

Management IP Address:  10.199.106.232

Appliance Uptime: 2 days, 19 hours, 3 minutes, 38.6 seconds
Service Uptime: 2 days, 15 hours, 14 minutes, 32.0 seconds

Virtual Path Service Status
Virtual Path DC-BR1: Uptime: 22.0 seconds
Local Versions

Software Version: 8.0.0.3.03202015
Built On: Mar 20 2015 at 17:42:07
Hardware Version: CB4000

OS Partition Version: 4.5

Figure 6 shows a sample client appliance Dashboard display.
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Figure 6. Client Appliance Dashboard

Citrix CloudBridge 4000-2000-VW 10.199.106.132 é.:).b;lB.MOSZOlS admin CITR!X

System Status

Name: BR1

Model: CB4000

Appliance Mode: Client

Management IP Address: 10.199.106.132

Appliance Uptime: 3 days, 20 hours, 22 minutes, 53.9 seconds
Service Uptime: 20 hours, 25 minutes, 11.0 seconds

Virtual Path Service Status
Virtual Path DC-BR1  Uptime: 20 hours, 24 minutes, 55.0 seconds
Local Versions

Configuration Created On:  Fri Apr 10 13:52:13 2015

Software Version: 8.0.0.13.04082015
Built On: Apr 8 2015 at 14:59:29
Hardware Version: CB4000

0OS Partition Version: 45

The following section provides an overview and navigation instructions for the Management

Web Interface Configuration Editor.
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The Configuration Editor

The Configuration Editor enables you to add and configure CloudBridge Virtual WAN
Appliance sites, connections, and provisioning, and to create and define the Virtual WAN

Configuration.

The Configuration Editor is available when the Management Web Interface is in MCN
Console mode, only. By default, the Management Web Interface on a new appliance is set to
Client mode. You must change the mode setting to MCN Console before you can access
the Configuration Editor. For instructions, see the section entitled, fBwitching the
Management Web Interface to MCN Console Mode, o iiChapter 6: Setting up the Master
Control Node (MCN) Site. 0

To navigate to the Configuration Editor, do the following:
1. Log into the Management Web Interface on the MCN appliance.
2. Select the Configuration tab.
3. In the navigation tree, click + next to the Virtual WAN branch in the tree.
This displays the available pages for the Virtual WAN category.
4. In the Virtual WAN branch of the tree, select Configuration Editor.

Figure 7 outlines the basic navigation and page elements of the Configuration Editor, and

the terminology used in this guide to identify them.
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Figure 7. Configuration Editor navigation and page elements
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The following describes the primary Configuration Editor navigation elements referenced in
this guide:

1 Configuration Editor menu bar i The Configuration Editor menu bar is located at
the top of the page area, just below the breadcrumbs links. The menu bar contains
the primary activity buttons for Configuration Editor operations. In addition, at the far
right edge of the menu bar is the View Tutorial link button for initiating the
Configuration Editor tutorial. The tutorial steps you through a series of bubble

descriptions for each element of the Configuration Editor display.

1 Configuration Editor sections navigation tree i The sections navigation tree is the
stack of dark grey bars located in the left pane of the Configuration Editor page

area. Each grey bar represents a top-level section. Click + at the left of a section
name to reveal the sub-branches for that section.
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1 Configuration Editor sections 1 Click + (plus sign) at the left of a section name in
the section tree to open a section branch. Click i (minus sign) to close a branch. Each
section branch contains one or more sub-branches of configuration categories and

forms, which in turn may contain additional child branches and forms.

1 Sites tree i This lists the site nodes that have been added to the configuration
currently opened in the Configuration Editor. In the section tree, click + at the left of
Sites to open the Sites tree. Click + to the left of a site name to open the branch for
that site. Click T (minus sign) to close a branch. For detailed instructions on navigating

and using the Sites tree and configuration forms, see the following chapters:

I Chapter 6: Setting up the Master Control Node (MCN) Siteo

i Chapter 7: Adding and Configuring the Branch Siteso

9 Audits status bar i This is the dark grey bar at the bottom of the Configuration
Editor page, and spanning the entire width of the Management Web Interface screen.
The Audits status bar is available only when the Configuration Editor is open. An
Audit Alert icon (red dot or goldenrod delta) at the far left of the status bar indicates
one or more errors present in the currently-opened configuration. Click the status bar
to display a complete list of all unresolved Audit Alerts for that configuration.

1 Resize bar 1 The resize bar is the thin, grey, vertical bar located on the right border of
the main page area pane, and is available in most of the Configuration Editor
pages. You can use the resize bar to grow or shrink the width of the page area to
reveal or truncate content in a table, tree, or form. Roll your cursor over the resize bar
until the cursor changes to a bi-directional arrow. Then click and drag the bar to the

right or left to grow or shrink the area width.

If the resize bar is not available for a page area, you can click and drag the right edge

of your browser to display the full page.
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The Change Management Wizard

The Change Management wizard guides you through the process of uploading,
downloading, staging, and activating the CloudBridge Virtual WAN software and configuration

on the Master Control Node (MCN) appliance and client appliances.
To open the Change Management Wizard, do the following:
1. Log into the Management Web Interface on the MCN appliance.
2. Select the Configuration tab.
3. Inthe navigation tree, click + next to the Virtual WAN branch in the tree.
4. In the Virtual WAN branch, select Change Management.
This displays the first page of the Change Management wizard, the Change

Process Overview page, as shown in Figure 8.

Figure 8. First page of the Change Management wizard
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5. To start the wizard, click Begin.

For complete instructions on using the wizard to upload, stage, and activate the
Virtual WAN software and configuration on the appliances, see the following chapters

in this guide:

M AChapter 8: Preparing the Virtual WAN Appliance Packages on the MCNoO

M AChapter 10: Installing the Virtual WAN Appliance Packages on the Clientso

The Change Management wizard contains the following navigation elements:

|l
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Page area i This displays the forms, tables, and activity buttons for each page of the

Change Management wizard.

Change Management wizard page tabs i The page tabs are located in the left pane of
the page area on each page of the wizard. Tabs are listed in the order that the
corresponding steps occur in the wizard process. When a tab is active, you can click it to
return to a previous page in the wizard. If a tab is active, the name displays in blue font.
Grey font indicates an inactive tab. Tabs are inactive until all dependencies (previous

steps) have been fulfilled without error.

Appliance-Site table T This is located at the bottom of the wizard page area, on most
wizard pages. The table contains information about each configured appliance site, and
links for downloading the active or staged Appliance Packages for that appliance model
and site. A package in this context is a Zip file bundle containing the appropriate
CloudBridge Virtual WAN software package for that appliance model, and the specified
configuration package. The Configuration Filenames section above the table shows the

package name for the current active and staged packages on the local appliance.

Active/Staged download links i These are located in the Download Package field (far
right column) of each entry in the Appliance-Site table. Click a link in an entry to

download the active or staged package for that appliance site.

Begin button 7 Click Begin to initiate the Change Management wizard process and

proceed to the Change Preparation tab page.
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1 Activate Staged button i If this is not an initial deployment, and you want to activate the

currently staged configuration, you have the option of proceeding directly to the
Activation step. Click Activate Staged to proceed directly to the Activation page and
initiate activation of the currently staged configuration.

The following chapter provides instructions for preparing for your deployment of CloudBridge
Virtual WAN.
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Chapter 3

BeforeYouBegin

This chapter outlines the hardware and software requirements for deploying Citrix
CloudBridge Virtual WAN, and defines any platform dependencies. Also provided is a
summary and overview of the CloudBridge Virtual WAN installation and deployment

procedures described in this guide.

HardwarelnstallationRequirements

Instructions for installing your CloudBridge Virtual WAN Appliances are provided in

fiChapter 5: Setting up the CloudBridge Virtual WAN Appliances, 6 i n t hi s gui de

Related information on CloudBridge WAN Optimization hardware can be found at this

location: http://support.citrix.com/proddocs/topic/cloudbridge/cldb-cloudbridge.html

Firmware Requirements

All Virtual WAN Appliance models in a Virtual WAN environment are required to be running
the same CloudBridge firmware release. For additional information, please contact

CloudBridge Customer Support.
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Software Requirements

This section outlines the software requirements for CloudBridge Virtual WAN, and basic

information on acquiring and downloading the CloudBridge Virtual WAN software.

BrowserRequirements

Browsers must have cookies enabled, and JavaScript installed and enabled.
The CloudBridge Virtual WAN Management Web Interface supports the following browsers:

1 Microsoft Internet Explorer 10+
1 Mozilla Firefox 35.0+

1 Google Chrome 40.0+

Licensing

Before you can download the software, you must obtain and register a CloudBridge Virtual
WAN software license. For instructions on obtaining a CloudBridge Virtual WAN software

license, please contact Citrix CloudBridge Customer Support. Instructions for uploading and

installing the license file on your appliances are provided in fiChapter 5: Setting up the
CloudBridge Virtual WAN Appliances. 6 H o vbefaresinstalling the license, you must first

set up the appliance hardware, and set the date and time for the appliance, as outlined in that
chapter.
Additional Licensing Information

General information about CloudBridge licensing can be found at the Citrix Documentation

Portal, at this location:

http://docs.citrix.com/

To view licensing documentation, select CloudBridge from the Select Solution/Product
drop-down menu, and then click a document name in the Licensing section of the menu

display.
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Returning and Reallocating Licenses

To return or reallocate a license, you must use the Citrix CloudBridge Licensing Portal. You
also have the option to use the Licensing Portal for license allocation. For instructions, see
theKnowl edge Base NyAcdountA#LicensingiTools BJsgr,Guide,0 at t hi s

location:

http://support.citrix.com/article/ctx131110

Acquiring theCloudBridge Virtual WAN Softwétackages

This section provides basic information on downloading the CloudBridge Virtual WAN

software packages.

NOTE: Before you can download the software, you must obtain and register a CloudBridge
Virtual WAN software license. For information, please see the previous section

ent i tLiteesthgq, O above.

Downloading the Software Packages

There is a different CloudBridge Virtual WAN software package for each Virtual WAN
Appliance model. You will need to download the appropriate software package for each

appliance model you want to include in your network.
CloudBridge Virtual WAN supports these appliance models:
CB 400-VW

CB 1000-VW

CB 2000-vW

=A = =4 =4

CB 4000-VW
To download the CloudBridge Virtual WAN software packages, go to the following URL:

http://www.citrix.com/downloads.html

Instructions for downloading the software are provided on this site.
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Planning Your Deployment

It is strongly recommended that before beginning the installation, you first read through the
CloudBridge Virtual WAN Deployment Planning Guide. This document discusses the
essential Virtual WAN concepts and features, and provides guidelines for planning your

deployment.

The following section provides a summary of the steps and procedures involved in deploying
CloudBridge Virtual WAN.

Summanpof Installation and Deployment Procedures

The following list outlines the steps and procedures involved in deploying CloudBridge
Virtual WAN.

1. Gather your CloudBridge Virtual WAN deployment information.
2. Set up the CloudBridge Virtual WAN Appliances.

For each appliance you want to add to your Virtual WAN deployment, you must

complete the following tasks:

a) Set up the appliance hardware.
b) Set the Management IP Address for the appliance and verify the connection.
c) Set the date and time on the appliance.
d) Upload and install the software license file on the appliance.

3. Set up the Master Control Node (MCN) site.
a) Switch the Management Web Interface to MCN Console mode.
b) Add and configure the MCN site.
c) Configure the Virtual Interface Groups for the MCN site.
d) Configure the Virtual IP Addresses for the MCN site.

e) Configure the WAN Links for the MCN site.

Page |32 Citrix CloudBridge Virtual WAN 8.0.1 Installation and Configuration Guide



f)
9)
h)

)

Configure the Routes for the MCN site.
(Optional) Configure High Availability (HA) for the MCN site.
(Optional) Configure Virtual WAN security and encryption.

Name and save the MCN site configuration.

4. Set up the branch sites.

a)
b)
c)
d)
e)
f)
9)

h)
i)
)

Add the branch site.

Configure the Virtual Interface Groups for the branch site.

Configure the Virtual IP Addresses for the branch site.

Configure the WAN Links for the branch site.

Configure the Routes for the branch site.

(Optional) Configure High Availability (HA) for the branch site.

(Optional) Clone the new branch site to create and configure additional sites.

NOTE: Cloning the branch site is optional. The Virtual WAN appliance
models must be the same for both the original and the cloned sites.
You cannot change the specified appliance model for a clone. If the
appliance model is different for a site, you must manually add the site,

by repeating steps (a) through (f).
Resolve any configuration Audit Alerts.
Save the new configuration.

Export the configuration package to Change Management on the MCN.

5. Prepare the Virtual WAN Appliance Packages on the MCN.

6. Connect the client appliances to your network.

7. Install the Virtual WAN Appliance Packages on the clients.
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8. Enable the Virtual WAN Service on each of the Virtual WAN appliances in your

network.

9. Use the Monitoring pages to verify the activation and check for any existing or

potential configuration issues.

Basic instructions for each of these tasks are provided in the remaining chapters of this
guide. The following chapter provides a checklist of the information you will need to complete

your deployment of CloudBridge Virtual WAN.
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Chapter 4

Gathemg YourCloudBridge Virtual WAN
Deployment Information

This chapter provides a checklist of information you will need to complete your deployment.

Installation andConfigurationnformationChecklist

Gather the following information for each CloudBridge Virtual WAN site you want to deploy:
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*

The licensing information for your product
Required Network IP Addresses for each appliance to be deployed:

* Management IP Address

* Virtual IP Address

Site Name

Appliance Name (one per site)

Virtual WAN Appliance Model (for each appliance to be deployed)
Deployment Mode (MCN or Client)

Topology

Gateway MPLS

Routes

VLANS

Bandwidth at each site for each circuit
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Chapter 5

Seting up the CloudBridge Virtual WAN
Appliance

This chapter describes the procedures for setting up the CloudBridge Virtual WAN
appliances, in preparation for installing and configuring your Virtual WAN deployment.

These procedures must be completed for each appliance you want to add to your Virtual
WAN deployment. Consequently, this process will require some coordination with your Site
Administrators across your network, to ensure the appliances are prepared and ready to
deploy at the proper time. However, once the Master Control Node (MCN) is configured and

deployed, you can add client appliances (client nodes) to your Virtual WAN at any time.
For each appliance you want to add to your Virtual WAN, you will need to do the following.
1. Set up the appliance hardware.
2. Set the Management IP Address for the appliance and verify the connection.
3. Set the date and time on the appliance.
4. Upload and install the software license file on the appliance.

Instructions for each of these tasks are provided in the following sections.
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