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Note

Citrix supports the currentversion of XenMobile Server and the prior two versions. We keep the productdocumentation for versions
earlier than those versions as PDFs in the Archive List of Legacy Documents.

For productdocumentation on the currentrelease, see XenMobile Server.

You can upgrade XenMobile 10 to XenMobile 10.1 in the XenMobile console. To perform the upgrade, you use the
xms_10.1.0.62986.bin. In the XenMobile console, go to Settings > Release Management. Click Upgrade and then upload
the xms_10.1.0.62986.bin file. For more information about upgrades in the console, see Upgrading XenMobile.

Note

The Remote Supportclientis notavailable in XenMobile Cloud versions 10.x for Windows CE and Samsung Android devices.

Planning a XenMobile deployment involves many considerations. For recommendations, common questions, and use cases
foryour end-to-end XenMobile environment, see the XenMobile Deployment Handbook.

Resource deployment ordering. In XenMobile MDM Edition, you can change the order in which resources are deployed
within a delivery group. In the XenMobile console, you change the deployment order in Configure > Delivery Groups. When
you add or edit a delivery group, on the Summary page, next to Resources, you click Deployment Order, where you can
change the position of the resources that appear in the list to set your preferred order.
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e The resources you can order for deployment must be resources that XenMobile fully manages, such as policies and apps.
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However, in this release in XenMobile MDM Edition, you cannot yet order actions.
e This feature is not supported for Windows Phone and Windows Tablet. To enforce a deployment schedule for resources
on those devices, you must carry out multiple deployments.

Exporting table data. Forevery table in the XenMobile console - Apps, Policies, Actions, Delivery Groups, Local Users and
Groups, Enrollment, and Devices - you can click Export to create a .csv file containing all displayed columns.

REST APIs. XenMobile supports public APIs for REST services to let you call the services that are exposed through
XenMobile through any REST client directly. You can do the following with the APIs that are supported in XenMobile 10.1:

Configure licenses, NetScaler Gateway, LDAP, certificate management during initial installation.

Retrieve delivery group details with assigned resources and groups.

Reset the administrator password.

Export a PKI certificate.

Configure notification server settings, such as adding and editing the SMS and SMTP server, deleting the server, and
activating the server.

Retrieve app details and delete apps.

e Set the host fully qualified domain name (FQDN).

RBAC. The DEVICE_PROVISIONING role is removed from XenMobile 10.1, and the Support console feature is added. In
XenMobile 10, this feature was available automatically for the ADMIN role; in XenMobile 10.1, the feature is only available
when you select Support for the role.

Role-Based Accass Control

Device lock security action. You can lock a device with an accompanying display of a message and phone number that
appears on the device lock screen. You can lock a device in the XenMobile console in Manage > Devices.

Afteryou select an iOS device in the list, in the dialog box that appears, you click Secure.
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x
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In the Security Actions dialog box, you click Lock.
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Security Actions

Device Actions

Then, in the confirmation message, you can optionally enter a message and phone number and then click Lock Device. This
feature is supported on iOS 7 and 8 devices.

Security Actions

Are you sure you want fo lock this device?

Message

Phone

Cance

Note: The message and phone only appear on a locked device if you have also set the Passcode policy in the XenMobile
console, orif users have enabled the passcode manually on the device.
VPP enhancements. The following features extend the capabilities of the Volume Purchasing Program (VPP) within

XenMobile.

e Allows you to import multiple VPP tokens into XenMobile; for example, for tokens purchased in multiple locations, or for
multiple organizations, business units, or divisions that require different VPP tokens.

e Partners can create and deploy B2B apps to users with iOS devices from a private business-to-business (B2B) app stores
by adding the logon credentials to the VPP configuration in the XenMobile console in Settings.

e Supports the management of multiple VPP/B2B apps for organizations who use XenMobile to manage apps and devices
forseveral VPP customers and multinational companies. Apps fromall VPP/B2B accounts are automatically uploaded to
XenMobile and are automatically updated. You can assign particular VPP/B2B apps to users in the XenMobile console,
where you can also view the VPP/B2B account to which an app applies.

Provisioning profile policies and device details. In XenMobile 10 and earlier, you distribute the profile to user devices by
using an email attachment; users add the profile on their iOS device by clicking the attachment. XenMobile 10.1 supports
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the following provisioning profile policies and device details that make it easier to track the provisioning profile status for
enterprise apps on iOS devices, and no longer require users to install the profiles on their devices manually.

Custom

Removal

XenMaobile agent

e iOS Provisioning Profile policy. Lets you remotely install a provisioning profile on an iOS device. When you configure
the policy, you upload an iOS provisioning profile and then deploy the profile to user devices.

e iOS Provisioning Profile Removal policy. Lets you remove a provisioning profile froman iOS device. You configure
these device policies in the XenMobile console in Configure > Device Policies.

e iOS provisioning profile lists. You can view an inventory iOS profiles for the device and a list of provisioning profiles
that are installed on the device, listing the universally unique identifier (UUID), expiration date, and managed status for
each profile. You view these details in the XenMobile console in Manage > Devices.

Apple Device Enrollment Program (DEP) pre-enrollment. Lets resellers pre-enroll devices in the DEP in order to install
managed apps on devices before distributing the devices to users.

Integration with Apple Configurator. Simplifies the large-scale enrollment of corporate-owned devices. Devices can connect
to an Apple Configurator and are automatically configured to install a pre-generated XenMobile profile.

New restriction device policies for iOS supervised devices.

e Allows or prevents predictive keyboards, keyboard auto-correction, keyboard spell check, and keyboard definition lookup.
Available foriOS 8.1.3 on supervised devices only.
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o Allows or prevents podcasts. Available foriOS 8.0 and later versions on supervised devices only.
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Android for Work. A secure workspace on devices that separates corporate apps and data from personal apps and data.
Organizations can set up an Android for Work account with Google. You can then deploy approved apps from the Google
Play for Work store to user devices. You can also set app restriction policies to control access and functionality. You
configure Android for Work settings in the XenMobile console in Settings > Server > Android for Work, and in Device Policies
> Security > Android for Work App Restrictions.

Note

Android for Work does notsupportwrapped apps. Users mustinstall Worx Home on their Android device and then add Android for
Work apps to Worx Home.
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Samsung KNOX container. The following table lists the MDM policies for the Samsung KNOX container and the operating
systemto which they apply. The Samsung KNOX container is a secure workspace on devices that separates corporate apps

and data from personal apps and data. You configure these policy settings in the XenMobile console in Configure > Device
Policies > Restrictions.

Policy Applies to Samsung Applies to
KNOX Standard; Samsung KNOX
previously applied to Premium (KNOX
Samsung SAFE 2.0)

Allows for the use of the Samsung SAFE API to configure Access X X

Point Name (APN) and General Packet Radio service (GPRS)
settings on an Android device.

Enables or disables the use of Common Access Card (CAC) X
authentication in the KNOX container that includes the
authentications necessary for email and browser use in the

container.
Sets the Unlock method as the combination of a fingerprint and a X
password.
Enables or disables whether users can move applications inside the X

KNOX container.

Enables or disables the use of non-secure keyboard in the KNOX X
container.
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Bedsls or disables sharing through a list in the KNOX container. Applies to Samsung Applies %o
KNOX Standard; Samsung KNOX

. - previously applied to Premium (KNOX

Allows or prevents users from sending or receiving Short Message Samsung SARE 2.0)

Service (SMS) and Multimedia Messaging Service (MMS) messages

Allows or prevents users from changing the date and time X

manually.

Allows users to install apps that are already installed in their X

personal area to the KNOX container.

Enables or disables GMS apps in the KNOX container. X

Enables or disables the device to be placed into the Common X

Criteria configuration.

Enables or disables the TIMA keystore that provides TrustZone- X

based secure key storage for the symmetric keys.

Enables or disables the device to log events to be used for forensic X

analysis of the device.
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XenMobile Server 10.1 Fixed Issues

Oct 30, 2015
Compared to: XenMobile Server 10.

The following issues were fixed in XenMobile 10.1:

e \When you add a Generic PKI Entity (GPKI) with the client authentication type, the WSDL URL is not sent to the
certificate serverto carry out the authentication.

[#501945]

e To remove Active Directory groups already configured in a delivery group, first search for the Active Directory groups and
then clear the check boxes for the groups.

[#512990]

e You can now configure Microsoft Certificate Authority using basic authentication.
[#526705]

e You cannot add a single BlackBerry or Windows device in the XenMobile console.
[#532844]

e You can now install VPN profiles on iOS devices.
[#533770]

e When using the subject or SAN macro $userdistinguishedname, an extra CN= is no longer added to the name that is
imported into the client certificate.

[#533837]

e RBAC: admins with view-only rights now can only view. They can no longer see options not available to them.
[#534184]

e Account creation fails on iOS when NetScaler Gateway is listening on non-default port.
[#537368]

e |nthe XenMobile console in MDX policies under Authentication, the App Passcode or Online session required setting is
now saved.

[#543397]
e The SSO Account and VPN policy foriOS now works.
[#549924]

e You can now publish custom-developed Android applications.
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[ #550111]

e Special characters like $, @ and " are not recognized in passwords for the command-line interface (CLI) when installing
XenMobile 10 and those assigned to certificates; the special character and all characters following it are ignored and log
on fails. Subsequent to installation, the CLI password cannot be changed to include special characters.

[#541997][#542436]
e On enrolled Windows Phone 8.1 devices, no managed apps appear in the software inventory list.
[#506143]

e If you configure StoreFront Delivery Controller display name with a special character in the name, such as a period (),
users cannot subscribe to and open apps with XenApp through Worx Home. The error, "Cannot complete your request”
appears. As a workaround, remove special characters fromthe name.

[#535497]

e Automatic synchronization with ShareFile cloud does not occur at the set time each day. As a result, any users that the
ShareFile administrator provisioned manually in the cloud since the last successful synchronization are not reconciled.

[#542494]

e \When you configure a Background network services app policy, the character space is limited for your list of FQDN and
port of service addresses.

[#542891]

e When XenMobile is installed on a hypervisor, the time on the XenMobile server may be of f by several hours.
[#543668]

e \When an Active Directory user group name contains a dot (), you cannot save the delivery group.
[#547957]

e Enterprise apps, such as XenDesktop and XenApp apps, do not appear when users try to access them fromthe Worx
Store through Worx Home when users enroll with an alternate User Principal Name (UPN).

[#548339]

e |f the list of Active Directory groups exceeds 255 characters, the list is truncated and user group memberships are not
saved. As a consequence, users may not be able to enroll and delivery groups may not deploy.

[#548762, #557918]
e On an Android oriOS device running Citrix Receiver, in some cases, users cannot open StoreFront apps from Worx Home.
[#549824]

e \When you configure a VPN device policy in the XenMobile console with the Connection type of IPSec, you cannot
configure a shared secret. In addition, if you set the Enable VPN on demand setting to ON, in the On Demand Domain
Action list, you cannot specify an action.
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[#550560, #550844, #553296]

e Inthe XenMobile console, when you configure an iOS Secure Actions Lock option, the Message and Phone Number
fields allow strings longer than can be displayed properly on the device. In addition, if you click the Lock button, you
receive an error message if the Message field contains a question mark character (?). Finally, after you configure the
Message and Phone Number fields, and you configure another Lock command, the Message and Phone Number fields
sometimes contain the previous configuration information.

[#551200, #551201, #554811]

e You cannot create and deploy an Exchange ActiveSync device policy when the port number follows the server address,
such as mailexample.com:8443.

[#551313]

e |f you configure LDAP authentication, if the length of the user name and password exceeds 76 characters, when you
request a CA certificate, an error occurs.

[#553276]

e When configuring a PKI entity, if you use a distinguished name in the subject name of the certificate that you upload to
XenMobile, the certificate name includes "CN" in the name, such as CN = CN=Admin, Joe.

[#553280]

e When creating an enrollment confirmation template, if you configure a macro for the Recipient of ${device.imei} to
return the device IMEI, the macro continually returns the IMEI of the users' first enrolled device and not the IMEI of the
users' subsequent devices. The issue occurs when users have the same logon credentials for each enrolled device.

[#553282]

e \When you configure a new NetScaler Gateway instance, when you set the Logon Type to Domain only, you cannot set
the Password Required setting to OFF.

[#553628]

e The Samsung Restriction device policies for Allow Hardware Controls and Add Profiles under WiFi have no effect on
devices.

[#555938]

e You cannot wrap custom-developed .apk Android files. When trying to upload the .apk app to XenMobile, an invalid
package type error occurs.

[#557089]
e |nthe XenMobile console, the filter for Android for Work is missing from the Device Policies page.
[#558298]

e |nthe XenMobile console, when you issue a lock on a device enrolled in Android for Work mode, you see an option to
lock the device with a passcode.
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[#559098]

e When you re-enroll a device with a different user in Android for Work, the Google Directory Primary Email field is not
updated with the new user information.

[#559161]
e Pushing the Google Play app to an Android for Work device fails.
[#559174]

e After deploying an Android for Work App Restrictions policy, the Devices tab in the XenMobile console is inaccessible. In
addition, you are not able to edit the newly created policy.

[#560225]
e You are able to upload an unapproved public app on the Android for Work platform.
[#560390]

e When you select the deployment condition of Only when previous deployment has failed, after you deploy wrapped
apps and the apps are installed on enrolled devices, when users access the Worx Store a subsequent time, the apps do
not appear. The app icon no longer appears on the device springboard either.

[#560500]

e |nthe XenMobile console, when you configure a Generic GPKI Entity, if you set the backend PKI adapter server without
authentication, the GPKI does not connect to HTTPS ports. The following error appears: Could not locate the WSDL
with the URL you provided. Check the WSDL URL and try again.

[#560707]

e When Android for Work server settings are incorrect, you can enable Android for Work.
[#561475]

e You are able to add a self-hosted Android for Work app to a delivery group as a required app.
[#561485]

e |nthe XenMobile console, when you configure an iOS Secure Actions Lock option, the Phone Number field allows
multiple plus signs (+) to be entered.

[#561792]
e Inthe XenMobile console, when you save a Samsung KNOX device restriction policy, an error message appears.
[#562607]

e When you save an Android for Work configuration without having first imported an Android for Work certificate, a
configuration error occurs.

[#562983]

When you create an App uninstall device policy for Samsung KNOX and then deploy the policy to remove a particular
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app. the app is removed from the KNOX container and the icon is removed from the device springboard, but the app
appears again afterabout 3 to 4 seconds.

[#562713]
e When you configure an Android for Work Samsung Browser device policy, bookmark URLs are not validated.
[#565379]

e |nthe XenMobile console, when you create a Samsung SAFE device restriction policy, an error message appears when
you save the policy.

[#565697]

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.13



XenMobile Server 10.1 Known Issues

Jun 21,2016
The following issues are known in XenMobile 10.1.

In XenMobile 10.x you can search for group names only by their pre-Windows 2000 name because the XenMobile
console shows the sSAMAccountName instead of the CN.

Due to IIS on servers running Windows 2008 that have an SSL handshake flaw in the TLS v1 implementation, problems
occur with Java 8:

[#492269]

XenMobile Server 10.1 is supported on Windows 2008 R2 Certificate Authorities with a workaround. To enable TLSv1.1
and TLSv1.2 support, follow the instructions in the Microsoft KB article https://support.microsoft.com/en-us/kb/245030,
in the section “SCHANNEL\Protocols subkey."

XenMobile Server 10.1 is not supported with Windows 2008 “vanilla” Certificate Authorities.

During enroliment, iOS devices may experience errors during or after mobile device management (MDM) profile
installation. Users may see "Cocoa error 4097," on devices running iOS 8.1, or "Profile cannot be decrypted,” on devices
running earlier versions of iOS. If this occurs, users should try enrolling again. In some cases, it may take more than one
attempt.

[#507948]

When re-enrolling a device, enrollment may fail if users re-enrolltoo soon after un-enrolling.
[#516567]

App enumeration fails when delivery groups are defined with Active Directory groups belonging to parent and child
domains using the AND operator. To prevent this situation, use the OR operator when defining the delivery groups.
[#518084]

When you create an action in which the Disabled user is True, when the issue is triggered, the action you configure does
not occur.
[#531024]

When you configure XenMobile server with a uppercase letter in the host name, such as ABC.Xms.com, the Worx Store
does not open on devices after the devices enroll.
[#545527]

On an Android device in Android for Work mode, when you add a PKI entity with a GPKI credential provider or Microsoft
Certificate Services and associate credential in a Credentials device policy with another device policy, when users refresh
the device policies from Worx Home, the certificate is revoked and regenerated in error. As a workaround, deploy the
certificate only one time.

[#547905]

When you create an Exchange device policy for Windows Phone 8.1 devices and you set the Logging level to Basic,
deployment fails. This is a third-party issue.
[#555923]

In the XenMobile console, when you configure a Browser device policy for Android for Work, for the URLs in the blacklist,
the policy is enforced for exact matches. For example, if you list http://www.example.com, only that URL is blocked, but
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not https://www.example.com or http://www.example.com.pk.
[#560963]

e Windows Phone 8.1 devices cannot connect to XenMobile server after certificate renewal. This is a third-party issue.
[#561511]

e You can choose a full wipe action in the XenMobile console from the dashboard for Android for Work devices, but the
devices do not support the full wipe action. When you choose this action, the Android for Work devices are selectively
wiped and users cannot re-enroll in XenMobile, unless you delete the device from XenMobile.

[#562642]

e On Worx Home foriOS, when launching a Windows app hosted on a XenApp delivery controller with a display name
configured with special characters (#%”), you may see the error “Access to your company network not available."
[#564069]

e \When you create a Password device policy and set the complexity as Alphanumeric or Numeric, after deploying the policy
to Windows Phone 8.1 devices, users cannot choose letters on the keypad. This is a third-party issue.
[#565682]

e On Windows Phone 8.1 devices, if users choose not to install Worx Home while enrolling, required enterprise apps are
deployed and installed automatically on the device in error.
[#566166]

e |nthe XenMobile console, when configuring RBAC settings, when you add a role, in Authorized access, you must clear
the Admin console access check box, orin Console features, select one or more option. If not, you can still add the role,
but an error appears when users sign on to the console.

[#567076]

e Requiring iTunes passwords on |OS 8.3+ devices is not enforced.
[#567434]

o Cert based enrollment of Worx Home fails on Windows Phone 8.1. For a workaround, see
http://support.citrix.com/article/CTX141541.

[#567812]

e After migrating data in a XenMobile enterprise deployment to XenMobile 10.1, the following issues occur with enrolled
Windows Phone 8.1 devices:
e Users with Windows Phone 8.1 devices cannot log on to the Worx Store.
e users cannot open installed enterprise apps from Worx Home, but they can open the apps fromthe main menu.
e Users cannot open the Worx Store.
[#568316]

e \When creating advanced deployment rules, if you add a rule for Limit by known device property name and you set the
property value as True or False, the rule doesn't work as expected. For example, the rule for Supervised equal to False
does not work. As a workaround, the property value you should choose for the Limit by known device property name rule
should be a Boolean value: 0 to indicate False and a -1 to indicate True.

[#568964]

e Not all required iOS apps are pushed to all users after enrolling Worx Home do to a delay in APNS.
[#569978]
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When providing a host name for the command line interface, no erroris indicated when you enter invalid characters. The
host name cannot have a - as the first character and cannot contain the following characters: $ ? /

[#570147]

On the XenMobile console, when you open Settings -> NetScaler Gateway, you see the following instruction: "If you use
NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well" This is
incorrect. You do not need to do anything with StoreFront.

[#570820]

When you configure a single device policy for both Android and Android for Work platforms, the policy for the Android
device also takes effect on an Android for Work device. As a workaround, configure a separate policy for each platform
and assign different users to each policy. That is, assign users with Android devices to the Android policy and assign users
with Android for Work devices to the Android for Work policy.

[#570828]

In the XenMobile console, when configuring your connection to ShareFile, if the ShareFile admin password contains the
characters % or”, you will get an error or see other spurious behavior. To avoid this, change the ShareFile admin account
password so it does not include the characters % or/ .

[#571283]

Users cannot enroll devices running Android for Work with the enrollment method "User Name + PIN" This setting
appears in the XenMobile console in Configure -> Settings -> Enrollment -> User name + PIN.

[#571919]

When you configure LDAP with sAMAccountName as the means for user searches, Android devices cannot enrollin
Android for Work mode. This is a third-party issue.
[#571927]

In cloud deployments, NetScaler Gateway connectivity checks under Support Page may incorrectly show STA status as
Fail.
[#573564]

Devices running Android M may have problems re-enrolling. This is a third-party issue.
[#574746)

If you are using SSL on the SQL Server, upload the Trusted Root CA Certificate through the XenMobile 10.0 Console prior
to upgrading. Failure to do so causes a reboot loop.

[#574751]

Schedule the shutting down cluster nodes in Maintenance mode because there could be a two-minute window of
outage.
[#575644]

Join new nodes only after bringing up the first node in the cluster.
[#575671]

An invalid profile error occurs when you try to configure the iOS Device Enrollment Programin the XenMobile console.
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This is a third-party issue.
[#607143]

e You cannot currently locate your Android ID by entering *#*#8255#* #* on your phone, as instructed on the XenMobile
Settings > Google Play Credentials page. Use a device ID app fromthe Google Play store to look up your device ID.

[#633854]
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Architecture Overview

Aug 12,2016

The XenMobile components in the XenMobile reference architecture you choose to deploy are based on the device or app
management requirements of your organization. The components of XenMobile are modular and build on each other. For
example, you want to give users in your organization remote access to mobile apps and you need to track the device types
with which users connect. In this scenario, you would deploy XenMobile with NetScaler Gateway. XenMobile is where you
manage apps and devices, and NetScaler Gateway enables users to connect to your network.

Deploying XenMobile components: You can deploy XenMobile to enable users to connect to resources in your internal
network in the following ways:

e Connections to the internal network. If your users are remote, they can connect by using a VPN or micro VPN
connection through NetScaler Gateway to access apps and desktops in the internal network.

e Device enrollment. Users can enroll mobile devices in XenMobile so you can manage the devices in the XenMobile console
that connect to network resources.

e \Web, Saas, and mobile apps. Users can access their web, Saas, and mobile apps from XenMobile through Worx Home.

e \Windows-based apps and virtual desktops. Users can connect with Citrix Receiver or a web browser to access Windows-
based apps and virtual desktops from StoreFront or the Web Interface.

To achieve some or all of these capabilities, Citrix recommends deploying XenMobile components in the following order:

e NetScaler Gateway. You can configure settings in NetScaler Gateway to enable communication with XenMobile,
StoreFront, orthe Web Interface by using the Quick Configuration wizard. Before using the Quick Configuration wizard
in NetScaler Gateway, you must install XenMobile, StoreFront, or the Web Interface so that you can set up
communication with it.

e XenMobile. After you install XenMobile, you can configure policies and settings in the XenMobile console that allow
users to enroll their mobile devices. You also can configure mobile, web, and Saa$S apps. Mobile apps can include apps
fromthe Apple App Store or Google Play. Users can also connect to mobile apps you wrap with the MDX Toolkit and
upload to the console.

e MDX Toolkit. The MDX Toolkit can securely wrap an app that was created within your organization or a mobile app
made outside the company, such as the Citrix Worx apps. After you wrap an app, you then use the XenMobile console to
add the app to XenMobile and change the policy configuration as needed. You can also add app categories, apply
workflows, and deploy apps to delivery groups. See About the MDX Toolkit.

e StoreFront (optional). You can provide access to Windows-based apps and virtual desktops from StoreFront through
connections with Receiver.

e ShareFile Enterprise (optional). If you deploy ShareFile, you can enable enterprise directory integration through
XenMobile, which acts as a Security Assertion Markup Language (SAML) identity provider. For more information about
configuring identity providers for ShareFile, see the ShareFile support site.

XenMobile supports an integrated solution that provides device management, as well as app management through the
XenMobile console. This section describes the reference architecture for the XenMobile deployment.

In a production environment, Citrix recommends deploying the XenMobile solution in a cluster configuration for both
scalability, as well as server redundancy purposes. Also, leveraging the NetScaler SSL Offload capability can further reduce
the load on the XenMobile server and increase throughput. For more information about how to setup clustering for
XenMobile 10.x by configuring two load balancing virtual IP addresses on NetScaler, see Configuring Clustering for
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XenMobile 10.

For more information about how to configure XenMobile 10 Enterprise Edition for a disaster recovery deployment including
an architectural diagram, see the Disaster Recovery Guide for XenMobile.

The following sections describe different reference architectures for the XenMobile deployment. For reference
architecture diagrams, see the XenMobile Deployment Handbook articles, Reference Architecture for On-Premises
Deployments and Reference Architecture for Cloud Deployments. Fora complete list of ports, see XenMobile Port
Requirements.

Mobile device management (MDM) mode

XenMobile MDM Edition provides mobile device management foriOS, Android, Amazon, and Windows Phone

(see Supported Device Platforms in XenMobile). You deploy XenMobile in MDM mode if you plan to use only the MDM
features of XenMobile. For example, you need to manage a corporate-issued device through MDM in order to deploy
device policies, apps and to retrieve asset inventories and be able to carry out actions on devices, such as a device wipe.

In the recommended model, the XenMobile server is positioned in the DMZ with an optional NetScaler in front, which
provides additional protection for XenMobile.

Mobile app management (MAM) mode

MAM supports iOS and Android devices, but not Windows Phone devices (see Supported Device Platforms in

XenMobile). You deploy XenMobile in MAM mode (also referred to as MAM-only mode) if you plan to use only the MAM
features of XenMobile without having devices enroll for MDM. For example, you want to secure apps and data on BYO
mobile devices; you want to deliver enterprise mobile apps and be able to lock apps and wipe their data. The devices cannot
be MDM enrolled.

In this deployment model, XenMobile server is positioned with NetScaler Gateway in front, which provides additional
protection for XenMobile.

MDM+MAM mode

Using the MDM and MAM modes together provides mobile app and data management as well as mobile device
management foriOS, Android, and Windows Phone (see Supported Device Platforms in XenMobile). You deploy XenMobile
in ENT (enterprise) mode if you plan to use MDM+MAM features of XenMobile. For example, you want to manage a
corporate-issued device via MDM; you want to deploy device policies and apps, retrieve an asset inventory, and be able to
wipe devices. You also want to deliver enterprise mobile apps and be able to lock apps and wipe the data on devices.

In the recommended deployment model, the XenMobile server is positioned in the DMZ with NetScaler Gateway in front,
which provides additional protection for XenMobile.

XenMobile in the internal network

You can deploy an architecture with XenMobile in the internal network, rather than in the DMZ, to meet one or more of
the following requirements:

e You do not have orare not allowed to have a hypervisor in the DMZ.
e Your DMZ can only contain network appliances.

With this deployment, because the XenMobile server is not in the DMZ, you do not need to open up ports on the internal
firewall to allow access to SQL Server and PKI servers fromthe DMZ.
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Flowchart for Deploying XenMobile with NetScaler
Gateway

May 05, 2016
You can use this flowchart to guide you through the main steps for deploying XenMobile 10.1 with NetScaler Gateway.

Links to topics on each step follow the figure.

START

@ Checkon the system requirements @ Install software, licenses, certificates

Download XenM obile

Review System Requirements for XenMobile,
MetScaler Gateway, Active Directory, and product software
Microsoft SQL Server ' l
| Download MetScaler
] Gateway
See supported XenM obile components for
XenMaobile with NetScaler Gateway and l

the M DX Toolkit
| Acquire licenses

Check on supported device platforms.

Acquire certificates

. . @ MNote the setfings you need for
@ Note the settings you need for Xenlobile NetScaler Gateway
IP addre_ssea + Hostname
+ Public and local « FQDN or IP address of
s DNS servers XenMobile
«  WINS S{_erver + Callback URL
. }[()B?M trltbﬂet « For XenDesktop, XenApp,
. efault gateway d Se Hub
+ NSIP and subnet " cure e

Subnet mask @ Configure XenMobile in the GLI
FQDN
XenMobile host name

IP address and subnet mask, default
gateway, DNS servers, database
connections (Citrix recommends SQL
_ Server remotely), XenMobile host name,

Microsoft SQAL Server IP and communication ports
address and port
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Gomplete XenMobile configurations in the
XenMobile console

Configure licenses

|

Import APNs and SSL
Listener certfficates

|

Configure NetScaler Gateway
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Configure LDAP

|

Configure the notification server

©

e System Requirements for XenMobile 10.1
e XenMobile Compatibility
e Supported Device Platforms in XenMobile 10.1

O

e |nstalling XenMobile
e (Certificates in XenMobile
e Licensing for XenMobile
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e XenMobile Pre-Installation Checklist
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e XenMobile Pre-Installation Checklist
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e Configuring XenMobile in the Command Prompt Window

Set Public Key Infrastructure (PKI)
server certificates passwords

Optionally, enable FIPS

Q)

Use the NetScaler Gateway
wizard to configure XenMaobile
connections

Open ports in your firewall for user connections from
Secure Hub, Citrix Receiver, NetScaler Gateway Plug-
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e Configuring XenMobile in a Web Browser
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e Configuring Settings for Your XenMobile Environment

e XenMobile Port Requirements

Click the thumbnail image to download the flowchart in PDF format.
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Scaling XenMobile

Jun 26, 2017

Note

For the mostrecent XenMobile scalability and performance guidelines, see Scalability and performance.

Understanding the scale of your XenMobile infrastructure plays a significant role in how you decide to deploy and configure
XenMobile. This article offers answers to common questions on determining the requirements for small to large scale
enterprise deployments.

The data in this article are intended as guidelines for determining performance and scalability of a XenMobile infrastructure.
The two key factors for determining how to configure your server and database are scalability (maximum users/devices)
and logon rate.
e Scalability is defined as the maximum number of concurrent users executing a defined workload. For more information
on the flows used to load the XenMobile infrastructure, see Workloads.
e Logon Rate is defined as the on-boarding of new users and the authentication of existing users.
e On-boarding rate is the maximum number of devices that can be enrolled on the environment for the first time. Called
First Time Use or FTU in this article, this data point is important when orchestrating a rollout strategy.
e Existing user rate is the maximum number of users who authenticate to the environment, who have already enrolled
and connected with their device. These tests included creating sessions for already enrolled users and the execution
of WorxMailand WorxWeb apps.

The following table displays scalability guidelines based on the test results for the corresponding XenMobile environment.

Table 1. XenMobile Enterprise with Enroliment

Scalability Up to 100,000 devices
Logon Rates On-boarding (FTU) Up to 2,777 devices per hour
Existing users Up to 16,667 devices per hour
Configuration NetScaler Gateway MPX 20500
XenMobile Enterprise Edition XenMobile Server 10-node cluster
Database Microsoft SQL Server external database
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This section describes hardware configuration used and the results of running the on-boarding (FTU) workload and the
Existing User workload scalability tests.

The following table defines the hardware and configuration recommendations for XenMobile when scaling from 1,000 to
100,000 devices. These guidelines are based on the test results and their associated workloads. The recommendations
account for the acceptable margin of error as defined in Exit Criteria.

Analysis of the test results led to these conclusions:

e Logonrateis animportant factorin determining the scalability of a system. In addition to the initial logon, logon rates
are dependent upon the authentication time-out values configured in your environment. For instance, if you set the
authentication time-out value too low, users must perform more frequent logon requests. Therefore, you need to clearly
understand how time-out settings affect your environment.

e Anexternal database (SQL Server) with 128 GB of RAM, 300 GB of disk space, and 24 virtual CPUs was used for the tests
and is recommended for production environments.

e To achieve maximum scalability, CPU and RAM resources were increased on XenMobile.

e The 10-node cluster configuration was the largest configuration validated. Scaling beyond 10 nodes requires an
additional XenMobile implementation.

Table 2. XenMobile Enterprise with Enrollment Scalability Results

https://docs.citrix.com

Number of 1,000 10,000 30,000 60,000 100,000
devices
Logon Rate
On-boarding (FTU) 125 1,250 2,500 2,500 2777
Existing users 1,000 2,500 7,500 15,000 16,667
Configuration

Reference VPX- MPX-XenMobile MPX-XenMobile MPX-XenMobile MPX-
environment XenMobile Standalone Cluster (3) Cluster (6) XenMobile

Standalone Cluster

(10)

NetScaler Gateway | VPXwith 2 MPX-10500 MPX-20500

GB RAM

2 virtual CPUs
XenMobile - mode Standalone Standalone Cluster
XenMobile - cluster N/A N/A 3 6 10
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XenMobile - virtual 8 GB RAM 16 GB RAM and 4 virtual CPUs

appliance and 4 virtual
CPUs
Database External

The preceding table shows the recommended on-boarding and existing user logon rates based on the XenMobile
configuration, NetScaler Gateway appliance, cluster settings, and database. Use the data in this table to construct an
optimal enrollment schedule for new deployments and returning user/device rates for existing deployments. The
Configuration section relates enrollment and logon performance data to the appropriate hardware recommendations.

Figure 1. XenMobile Enterprise with Enrollment — Logon Rate per Hour

Optimal Login Rates/Hour
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Note: You will experience the following if you exceed the recommended rates or hardware recommendations when sizing
your system.

e Enrolment orlogon latency (round-trip time)
e Totalaverage latency: > 1.5 seconds
e Average latency fora NetScaler Gateway logon: > 440 ms
e Average latency fora Worx Store request: > 3 seconds
e Physical performance degradation, such as CPU and memory exhaustion, was observed on the infrastructure
components when scalability limits were reached.
e Invalid responses on the NetScaler Gateway and XenMobile appliances.
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e Slow XenMobile console response time.

Figure 2. On-boarding (FTU) Logons and Error Percentage with Enroliment
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The error percentage in the preceding figure includes the overall error experienced considering requests corresponding to
every operation and is not limited to logons. The error percentage is within the acceptable limit for each test run as defined
in Exit Criteria.

The following figure shows the reference architecture for a small scale deployment. It is a standalone architecture that
supports up to 10,000 devices.
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The following figure shows the reference architecture for an enterprise deployment. It is a clustered architecture with SSL
offload for MAM over HTTP that supports 10,000 or more devices.
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The tests were run against XenMobile Enterprise to establish benchmarks. In an effort to target both small and large scale
deployments, 1,000 to 100,000 devices were used in the measurements.

Workloads were created to simulate real-world use cases. These workloads were run for each test to study the effect on
enrollment and logon rates. The objective of the tests was to obtain an optimallogon rate that was within the acceptable

margin of error as outlined in Exit Criteria. Logon rates are a critical factor in determining the hardware configuration
recommendations for the infrastructure components.

The On-boarding (FTU) workload logon requests included auto discovery, authentication, and device registration operations.
Application subscription, installation, and launch operations were uniformly distributed throughout the test period. This
provided the best real-world simulation of user actions. At the conclusion of the test, the session was logged out. The
Existing User workload logon requests included only authentication requests.

User workloads are defined as follows:

Table 3. User Workload Definitions

User Includes NetScaler Gateway logons, enumerations, device registration, and so on for each session.
sessions/devices
Worx Store Users launch Worx Store multiple times and each time they subscribe to orinstall more than one app
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launches regardless of whether it is a mobile app (web/SaaS/MDX) or a Windows app (HDX).

Web/Saas app Accounts for the launch sequence of web/SaasS apps up to the point where XenMobile completes
SSO per device the SSO and returns the actual app URL. Traffic was not sent to actual apps.

MDX app Counts of the number of MDX app downloads (this can happen across Worx Store launches). For
downloads per iOS, this also includes the automation of app installation from Apple ITMS, which leverages the new
device token/tms service APls on NetScaler Gateway.

Notes and Assumptions

In order to scale XenMobile beyond 30,000 devices, you should tune the following server parameters:

Config File - /opt/sas/sw/tomcat/inst1/webapps/ROOT/WEB-INF/classes/push_services.xml

<property name="heartbeatFrequency" value="24" />

Config File - /opt/sas/sw/tomcat/inst1/webapps/ROOT/WEB-INF/classes/ew-config.properties

ios.mdm.apns.connectionPoolSize=15
hibernate.c3p0.max_size=1000

You should make these changes on all XenMobile nodes and then restart the server.

The following scenarios are not covered as part of the scalability tests. These scenarios would be considered for future
enhancements in scale tests:

Policy Push to device is not tested.
Android Connected Devices not tested.
Package deployment is not tested.
Windows platformis not tested.

Each XenMobile supports a maximum of 10,000 connections simultaneously.

Tests were run in ideal conditions on LAN to ignore network latency issues. In a real world scenario, the scalability also
depends on the user bandwidth available, especially for app downloads.

On-Boarding (FTU) Workload
The On-boarding (FTU) workload is defined as the first time a user accesses the XenMobile environment. Operations
included in this workload were:

Auto discovery

Enroliment

Authentication

Device registration

Application delivery (web, Saas, and mobile MDX apps)

e App subscription (including images and icon downloads)

e |nstallation of the subscribed MDX apps

App launch (web, Saas, and mobile MDX apps)

Minimal WorxMail and WorxWeb connections (VPN tunnels) — two connections
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e |nstallation of required apps through XenMobile

The workload parameters included:

1 device registration per device

1 enumeration per device

14 apps enumerated per device

4 Worx Store launches per device
4 web/SaaS app SSOs per device
1 MDX app downloaded per device
2 required app downloads

Existing Users Workload

The following table shows the Existing Users workload. This workload simulated a user using WorxMail and WorxWeb apps.
This simulation was used to measure the NetScaler Gateway port's scalability within the XenMobile configuration. For the
WorxWeb app, users were accessing internal web sites, which do not trigger XenMobile SSO. Operations in this mode
included:

e Authentication (NetScaler Gateway and XenMobile)

e WorxMailand WorxWeb connections (VPN tunnels) — four connections

WorxApps Connection Profiles
The following table shows the workload parameters for existing users.

Table 4. WorxApps Connection Profiles

Device connection Connection type Data sent per session? Data received per session?!
WorxMail Connection #1 Type 1? 41MB 41MB

WorxMail Connection #2 Type 1 6.3 MB 125 MB

WorxWeb Connection #1 Type 23 52 MB 157 MB

WorxWeb Connection #2 Type 2 41MB 3.4 MB

Total bytes transferred per session?! ~19.7 MB ~40.7 MB

1. Per session: 8 hours.

2.Type 1: Asymmetric send and receive with long lived connections (that is, WorxMail with a dedicated Microsoft Exchange
mailbox connection).

3.Type 2: Asymmetric send and receive with connections that close and reopen after delays (that is, WorxWeb
connections).

Note: Modifications to the connection details affect analysis results. For example, if the number of connections per user is
increased, then the number of NetScaler Gateway sessions supported may be reduced.
WorxMail and WorxWeb Profiles
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The following tables show the WorxMail and WorxWeb profile details.

Table 5. WorxMail Profile for a Medium Workload

Messages sent per day 20
Messages received per day 80
Messages read per day 80
Messages deleted per day 20
Average message size (KB) 200

Table 6. WorxWeb Profile for Medium Workload

Number of web apps launched 10
Number of web pages opened manually 10
Average number of request—response pairs per web app 100
Average size of request (bytes) 300
Average size of response (bytes) 1000

Configuration and Parameters

The following configurations were used when running the scalability tests:

e NetScaler Gateway and load balancing (LB) virtual servers coexisted on the same NetScaler Gateway appliance.
e A 2048-bit key was used on NetScaler Gateway for SSL transactions.

Logon rates are the foundation of this analysis. They provide the guidelines for the infrastructure components and their
respective configurations. It is important to note that the logon rates take into account a margin of error that consists of
the following:

e |nvalid responses

e Aresponse with status code 401/404 instead of 200 is considered invalid.
e Request time-outs

e Aresponse is expected within 120 seconds.
e Connection errors

e Aconnection reset occurs.
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e An abrupt connection termination occurs.

The logon rate is acceptable if the overall error rate is less than 1 percent of the total requests that are sent froma given
device. The error rate includes errors corresponding to each individual workload operation, as well as the physical
performance of the infrastructure component, such as CPU and memory exhaustion.

The following table lists the XenMobile infrastructure software used for these tests.

Table 8. XenMobile Infrastructure Components

Component Version
NetScaler Gateway 10.5-57.4.nc
XenMobile 10.1.0.63030
External database MS SQL Server 2014 R2
(128 GB RAM, 300 GB disk space, 24 virtual CPUs)

The scalability tests were run on a XenServer platform as outlined in the following table.

Table 9. XenServer Hardware

Vendor Genuine Intel

Model Intel Xeon CPU— E5645 @ 2.40 GHz (CPUs = 24)

This includes the infrastructure core services (for example, Active Directory, Windows Domain Name Service (DNS),

Certificate Authority, Microsoft Exchange, and so on), as well as the XenMobile components (XenMobile virtual appliance
and the NetScaler Gateway VPX virtual appliance, where applicable).

For additional product information and technical questions concerning this article or the products mentioned herein, see

Citrix.com, search the XenMobile documentation site for the latest product documentation, or contact your local Citrix
representative.
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About XenMobile Cloud

Aug 12,2016

XenMobile Cloud is a product service that offers a XenMobile enterprise mobility management (EMM) environment for
managing apps and devices as well as users or groups of users. With XenMobile Cloud, Citrix handles the configuration and
maintenance of the infrastructure onsite through the Citrix Cloud Operations group. This separation lets you focus
exclusively on the user experience and on managing devices, policies, and apps. XenMobile Cloud also replaces the need to
purchase and manage licenses with a subscription fee.

Cloud Operations administrators handle maintenance and configuration of the network connectivity, as well as the
integration of Citrix products like NetScaler, XenApp, XenDesktop, StoreFront, and ShareFile. The Cloud environment is
hosted in Amazon datacenters located throughout the world to deliver high performance, rapid response, and support.

To get started with XenMobile Cloud, go to https://www:.citrix.com/products/xenmobile/tech-info/cloud.html

Note

® The Remote Supportclientis notavailable in XenMobile Cloud versions 10.x for Windows CE and Samsung Android devices.

e XenMobile Cloud server-side components are not FIPS 140-2 compliant

e (itrix does notsupportsyslogintegration in XenMobile Cloud with an an on-premises syslog server. Instead, you can download
the logs from the Support page in the XenMobile console. When doing so, you mustclick Download All in order to getsystem
logs. For details, see Viewing and Analyzing Log Files in XenMobile.

The basic architecture of XenMobile Cloud is shown in the following figure. For detailed reference architecture diagrams,
see the XenMobile Deployment Handbook section, "Reference Architecture for Cloud Deployments."

Customer Datacenter XenMobile Cloud

DMZ /\

Active Directory \_/ 1
E IPSec tunnel
IPSec appliance

Exchange Server

Web apps

External Firawall

Internal Firewall

You can integrate XenMobile Cloud architecture into you existing infrastructure by installing and deploying Citrix
CloudBridge or by using an existing IPsec gateway in your datacenter.
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This architecture allows you to benefit from using NetScaler either in the cloud, as handled by the Cloud Operations group,
orinyour datacenter. When used in the datacenter, NetScaler gives you a single point of management to control access
and limit actions within sessions based on both user identity and the endpoint device. This deployment provides better
application security, data protection, and compliance management.

To download and install Citrix CloudBridge, go to https://www.citrix.com/downloads/cloudbridge.html

Roles in XenMobile Cloud

XenMobile Cloud uses the same Role Based Access Control (RBAC) as an on-premise deployment of XenMobile. The
difference with XenMobile Cloud is that the Citrix Cloud Operations group handles any role, including provisioning, that
deals with the infrastructure.

The following figure shows the RBAC console for XenMobile Cloud.

Role-Based Access Contral
+ ADMIL s
+ SUPPORT ”
- st Vi
+ LSER 4

XenMobile implements four default user roles to logically separate access to system functions. The default roles are as
follows:

Administrator. Grants full system access.

Support. Grants access to remote support.

User. Grants users access to enrolling devices and using the Self Help Portal.

Provisioning. Grants administrators the ability to provision all Windows Mobile/CE devices as a group using the Device
Provisioning Tool. This role is handled by the Cloud Operation group.

You can also use the default roles as templates that you customize to create new user roles with permissions to access
specific system functions beyond the functions defined by these default roles.

You can assign roles to users (at the user level) or to Active Directory groups (all users in that group have the same
permissions). If a user belongs to several Active Directory groups, all the permissions are merged together to define the
permissions for that user. For example, if ADGroupA users can locate manager devices, and ADGroupB users can wipe
employee devices, then a user who belongs to both groups can locate and wipe devices of managers and employees.

Note: Local users may have only one role assigned to them.

You can use the RBAC feature in XenMobile to do the following:
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e Create a new role.
e Add groups to a role.

e Associate local users to roles.

The following roles are available for you to assign. The Citrix Cloud Operations Group handles any role not on this list.

Main Section

Dashboard

Manage

Manage

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure

Configure
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Devices

Enrollment

Device Policies

Apps

Actions

Delivery Groups

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Page

ALL

ALL

ALL

ALL

ALL

ALL

ALL

Certificates

Notification Templates

Role Based Access Control

Enrollment

Local Users and Groups

Release Management

Workflows

Credential Providers

PKI Entities

Client Properties

Page Visible to

IT Admin

IT Admin

IT Admin

IT Admin

IT Admin

IT Admin

IT Admin

Cloud Admin and IT Admin

IT Admin

Cloud Admin and IT Admin

IT Admin

Cloud Admin and IT Admin

Cloud Admin and IT Admin

IT Admin

IT Admin

IT Admin

IT Admin
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Configure

Configure

Configure
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Support

Configure

Configure

Configure

Configure

Support

Configure

Configure
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Configure
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Support

Support
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Settings

Settings

Settings

Settings

Settings

Log Operations

Settings

Settings

Settings

Settings

Support Bundle

Settings

Settings

Settings

Settings

Settings

Advanced

Advanced

NetScaler Gateway

Carrier SMS Gateway

Notification Server

ActiveSync Gateway

iOS VPP

Log Settings

Server Properties

Google Play Credentials

LDAP

Network Access Control

Create Support Bundles

iOS Device Enrollment Program

Mobile Service Provider

Samsung KNOX

XenApp/ XenDesktop

ShareFile

Cluster Information

Garbage Collection

Cloud Admin Only OR IT Admin
Only

IT Admin

Cloud Admin and IT Admin

IT Admin

IT Admin

Cloud Admin and IT Admin and
Tech Support

Cloud Admin and IT Admin and
Tech Support

IT Admin

IT Admin

IT Admin

Cloud Admin and Tech Support

IT Admin

IT Admin

IT Admin

IT Admin

IT Admin

Cloud Admin and Tech Support

Cloud Admin and Tech Support
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Support

FTU Wizard
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Support

Support
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Support
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FTU Wizard

FTU Wizard

FTU Wizard

FTU Wizard

Support
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Initial Configuration

Settings

Settings

Diagnostics

Diagnostics

Log Operations

Advanced

Tools

Tools

Initial Configuration

Initial Configuration

Initial Configuration

Initial Configuration

Links

Tools

Java Memory Properties

Macros

NetScaler Gateway

Worx Home Support

Worx Store Branding

NetScaler Gateway Connectivity

Checks

XenMobile Connectivity Checks

Logs

PKI Configuration

APNS Signing Utility

Citrix Insight Services

SSL Certificate

LDAP Configuration

Notification Server

Summary

Citrix Knowledge Center

Device NetScaler Connector
Status

Cloud Admin and Tech Support

IT Admin

Cloud Admin Only OR IT Admin
Only

IT Admin

IT Admin

Cloud Admin and IT Admin and
Tech Support

Cloud Admin and IT Admin and
Tech Support

Cloud Admin and IT Admin and
Tech Support

Cloud Admin and IT Admin

Customer and Tech Support

Cloud Admin and IT Admin and
Tech Support

Cloud Admin and IT Admin

IT Admin

Cloud Admin and IT Admin

Cloud Admin and IT Admin

Cloud Admin and IT Admin and
Tech Support

IT Admin
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Support Log Operations Log Settings->Log Size Cloud Admin and Tech Support

For step-by-step instructions on customizing roles, see Configuring Roles with RBAC.

To request a restart of the server nodes, contact technical support at https://www.citrix.com/contact/technical-
support.html
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XenMobile Cloud Prerequisites and Administration

Feb 24,2016
The steps that make up the onboarding process from the time you make a request for a XenMobile Cloud instance through

to user testing with the devices in your organization are shown in the following figure. When you are evaluating or
purchasing XenMobile Cloud, the XenMobile Cloud Operational team provides ongoing onboarding help and communication
to ensure that the core XenMobile Cloud services are running and configured correctly.

. ) Complete and submit the
Request a XenMobile Receive a welcome PIete o
) > » enterprise connectivity
Cloud instance message ) o
settings to Citrix
k4

Complete user Hold kick-off meeting Receive email with XenMaobile
testing with your |« with the XenMobile |« console logon details for the

devices Cloud Operational Team XenMaobile Cloud instance

Citrix hosts and delivers your XenMobile Cloud solution. Some communication and port requirements, however, are required
to connect the XenMobile Cloud infrastructure to corporate services, such as Active Directory. Review the following
sections to prepare for your XenMobile Cloud deployment.

XenMobile Cloud IPSec tunnel gateways

You can use a XenMobile Enterprise Connector, an IPsec tunnel to connect the XenMobile Cloud infrastructure with
corporate services, such as Active Directory.

The IPsec gateways listed in the following Amazon Web Services website are officially tested and supported with the
XenMobile Cloud solution: http://aws.amazon.com/vpc/faqs/. Scrollto the “Q. What customer gateway devices are known
to work with Amazon VPC?” section to find the list of supported gateways.

Note

If your IPSec gateway is not partof the approved list, the IPsec gateway may still work with XenMobile Cloud, but could take longer to
setup, and may require you to use one of the official supported IPSec gateways as a fallback plan.

Your IPSec gateway needs to have a public IP address assigned directly to it, and the address cannot use Network Address
Translation (NAT).

The following figure shows how the IPsec tunnelis configured in the XenMobile Cloud solution to connect to your
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corporate services through various ports.
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The following table shows communication and port requirements for a XenMobile Cloud deployment, including IPSec tunnel
requirements.

Source Destination Protocols Port Description

External (edge) firewall - Inbound rules

Public IP addresses of | CustomerIPSec UPD 500 IPSec IKE configuration.
XenMobile cloud appliance
(AWS) IPCSEC VPN 1

Public IP addresses of | Customer IPSec IP Protocol ID 50 IPSec ESP protocol.
XenMobile cloud appliance
(AWS) IPCSEC VPN !

Public IP addresses of | Customer IPSec ICMP For troubleshooting (can be
XenMobile cloud appliance removed post-setup).
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(AWS) IPCSEC VPN 1

External (edge) firewall - Outbound rules

Customer DMZ Public IP addresses ubDpP 500 IPSec IKE configuration.
subnet of XenMobile cloud

(AWS) IPSec VPN 1
Customer DMZ Public IP addresses IP Protocol ID 50,51 IPSec ESP protocol.
subnet of XenMobile cloud

(AWS) IPSec VPN 1
Customer DMZ Public IP addresses ICMP For Troubleshooting (can be
subnet of XenMobile cloud removed post-setup).

(AWS) IPSec VPN 1
Internal firewall - Inbound rules
Unused and routable Internal DNS servers TCP, UPP, ICMP 53 DNS resolution.
/24 customer subnet in customer data
2 center
Unused and routable Active Directory LDAP(TCP) 389,636 For user Active Directory
/24 customer subnet domain controllers in authentication and directory queries
2 customer data 3268, to domain controllers.

3269

center
Unused and routable Active Directory ICMP For troubleshooting (can be
/24 customer subnet domain controllers in removed once the entire setup is
2 customer data completed).

center
Unused and routable Exchange Servers in SMTP (TCP) 25 Optional: For XenMobile email
/24 customer subnet customer data notification.
2 center
Unused and routable Exchange Servers in HTTPR HTTPS 80,443 Exchange ActiveSync, which is
/24 customer subnet customer data (TCP) needed if ActiveSync traffic is sent
2 center from device to the XenMobile cloud
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Unused and routable

/24 customer subnet
2

Application servers, HTTP, HTTPS
such as intranet/web | (TCP)

servers, SharePoint

servers, and so on.

80,443

This is NOT needed if the user device
will communicate with a public
ActiveSync FQDN via the Internet
without a need for going through
the XenMobile IPSec tunnel to the
Exchange Servers.

Access to intranet and/or
application servers from user mobile
devices through the XenMobile
IPSec tunnel. Each application server
needs to be added to the firewall
rules with the port number required
to access the application (typically
port 80 and/or 443).

Unused and routable

/24 customer subnet
2

Unused and routable

/24 customer subnet
2

PKI server (if on-
premise PKI is used)

HTTPS (TCP)

RADIUS server UDP

443

1812

Optional (not used for XenMobile
POCs):

This can be leveraged to establish an
integration between the XenMobile
cloud infrastructure and an on-
premise PKI infrastructure (such as
Microsoft CA) to establish
certificate-based authentication
within the XenMobile solution.

Optional (not used for XenMobile
POCs):

This can be used to establish two-
factor authentication within the
XenMobile solution.

Internal customer
subnets, fromwhere
the XenMobile
console needs to be
available

Internal firewall - outbound rules

Unused and routable | TCP
/24 customer
subnet 2

4443

XenMobile App Controller (MAM)
console in the XenMobile Cloud
infrastructure.
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L will be provided by the XenMobile Cloud team when the XenMobile Cloud instance and IPSec components are provisioned
in the XenMobile Cloud infrastructure.

2 An unused /24 subnet provided by the customer as part of the provisioning process, which does not conflict with internal
subnets in the customer data center, and which is routable.

If you plan to deploy XenMobile Mail Manager or XenMobile NetScaler Connector for native email filtering, such as the
ability to block or allow email connectivity from native email clients on users' mobile devices, review the following additional
requirements.

XenMobile Apple APNs certificate

If you plan to manage 10S devices with your XenMobile Cloud deployment, you need an Apple APNs certificate. You should
prepare the certificate before you deploy your XenMobile Cloud solution. For steps, see Requesting an APNs certificate.

WorxMail for iOS push notification certificate

If you want to make use of push notification for your WorxMail deployment, you should prepare an Apple APNS certificate
forioS WorxMail push notification. For details, see Push Notifications for WorxMail for iOS.

XenMobile MDX Toolkit

The MDX Toolkit is an app wrapping technology that prepares apps for secure deployment with XenMobile. If you want to
wrap apps, such as Citrix WorxMail, WorxMail, WorxNotes, QuickEdit, and so on, you need to install the MDX Toolkit. For
details, see About the MDX Toolkit.

If you plan to wrap iOS apps, you need an Apple Developer account to create the necessary Apple distribution profiles. For
details, see the MDX Toolkit System Requirements and the Apple Developer account website.

If you plan to wrap apps for Windows Phone 8.1 devices, see the System Requirements.

XenMobile autodiscovery for Windows Phone
enrollment

If you want to make use of XenMobile autodiscovery foryour Windows Phone 8.1 enrollment, make sure you have a public
SSL certificate available. For details, see To enable autodiscovery in XenMobile for user enrollment.

The XenMobile console

The XenMobile Cloud solution makes use of the same web console as an on-premise XenMobile deployment. In this way,
day-to-day administration of your Cloud solution, such as policy management, app management, device management and
SO on occurs in a similar way as an on-premise XenMobile deployment. For information about managing apps and devices in
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the XenMobile console, see Getting Started with the XenMobile Console.

XenMobile device enrollment

Forinformation about XenMobile enrollment options for the different device platforms, see Enrolling Users and Devices.

XenMobile support

For details on how to access supported related information and tools in the XenMobile console, see XenMobile Support
and Maintenance.
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Supporting Mobile Platforms in XenMobile Cloud

Sep 25,2015

After you make a request fora XenMobile Cloud instance, you can, if you like, begin preparing to support Android, iOS, and
Windows platforms. As you complete the steps that apply to your environment, keep the information handy so you can use
it when configuring settings in the XenMobile console.

Note that these requirements are a subset of the overall communication and port requirements that make up the
XenMobile Cloud onboarding process. For details, see XenMobile Cloud Prerequisites and Administration.

e (Create Google Play credentials. For details, see Google Play Getting Started with Publishing.

e (reate an Android for Work administrator account. For details, see Managing Devices with Android for Work in
XenMobile.

e Verify your domain name with Google. For details, see Verify your domain for Google Apps.

e Enable APIs and create a service account for Android for Work. For details, see Google for Work Android.

e Create an Apple ID and developer account. For details, see the Apple Developer Program website.
e (reate an Apple Push Notification service (APNs) certificate. For details, see the Apple Push Certificates Portal.
e (Create a Volume Purchase Program (VPP) company token. For details, see Apple Volume Purchasing Program.

Create a Microsoft Windows Store developer account. For details, see the Microsoft Windows Dev Center.
Obtain a Microsoft Windows Store Publisher ID. For details, see the Microsoft Windows Dev Center.
Acquire an enterprise certificate from Symantec. For details, see the Microsoft Windows Dev Center.
Create an Application Enrollment Token (AET). For details, see the Microsoft Windows Dev Center.
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System Requirements

Dec 05,2016
To run XenMobile 10.1, you need the following minimum system requirements:

e One of the following:

e XenServer (supported versions: 6.5, 6.2.x, 6.1.x, or 6.0.x); for details, refer to XenServer

e VMWare (supported versions: ESXi 4.1, ESXi 5.1, or ESXi 5.5); for details, refer to VMware

e Hyper-V (supported versions: Windows Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2); for details,
referto Hyper-V

Dual core processor

Two virtual CPUs

4 GB of RAM

50 GB disk space

The recommended configuration for 10,000 devices is the following:

e Quad core processor
e 16 GB of RAM

To run NetScaler Gateway with XenMobile 10.1, you need the following minimum system requirements:
e One of the following:
e XenServer (supported versions: 6.2.x, 6.1, or 6.0.x)
e VMWare (supported versions: ESXi 4.1, ESXi 5.1, or ESXi 5.5)
e Hyper-V (supported versions: Windows Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2)
e Two virtual CPUs
e 2 GB of RAM
e 20 GB disk space

You also need to be able to communicate with Active Directory, which requires a service account. You only need query and
read access.

XenMobile requires one of the following databases:
e Microsoft SQL Server

The XenMobile repository supports a Microsoft SQL Server database running on one of the following supported
versions (for more information about Microsoft SQL Server databases, see Microsoft SQL Server):

Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008

XenMobile 10.1 supports SQL AlwaysOn Availability Groups and SQL Clustering for database high availability.
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Citrix recommends using Microsoft SQL remotely.

Note: Make sure the service account of the SQL Server to be used on XenMobile has the DBcreator role permission.
For more information about SQL Server service accounts, see the following pages on the Microsoft Developer
Network site (these links point to information for SQL Server 2014. If you are using a different version, select your
server version fromthe Other Versions list):

Server Configuration - Service Accounts

Configure Windows Service Accounts and Permissions
Server-Level Roles
e PostgreSQL
PostgreSQL is included with XenMobile. You can use it locally or remotely.
Note: All XenMobile editions support Remote PostgreSQL 9.3.11 for Windows with the following limitations:
- Support for up to 300 devices
Use on-premises SQL Server for more than 300 devices.

- No support for clustering

XenMobile 10.1 supports the following mail servers:

e Exchange 2013
e Exchange 2010
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XenMobile Compatibility

Feb 11,2016
Fora summary of XenMobile components that you can integrate, see XenMobile Compatibility.
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Supported Device Platforms

Feb 10,2016
You can find the complete list of devices that XenMobile 10.x supports for enterprise mobility management in Supported
Device Platforms in XenMobile.
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Port Requirements

Sep 30,2016

To enable devices and apps to communicate with XenMobile, you need to open specific ports in your firewalls. The
following tables list the ports that must be open.

You must open the following ports to allow user connections from Worx Home, Citrix Receiver, and the NetScaler Gateway
Plug-in through NetScaler Gateway to XenMobile, StoreFront, XenDesktop, the XenMobile NetScaler Connector, and to
otherinternal network resources, such as intranet websites. For more information about NetScaler Gateway, see
Configuration Settings for your XenMobile Environment in the NetScaler Gateway documentation. For more information
about NetScaler-owned IP address, such as the NetScaler IP (NSIP) virtual server IP (VIP), and subnet IP (SNIP) addresses,
see How a NetScaler Communicates with Clients and Servers in the NetScaler documentation.

TCP Description Source Destination
port
21or22 | Usedto send support bundles to an FTP or XenMobile FTP or SCP server
SCP server.
53 Used for DNS connections. NetScaler Gateway DNS server
XenMobile
80 NetScaler Gateway passes the VPN NetScaler Gateway Intranet websites
connection to the internal network resource
through the second firewall. This typically
occurs if users log on with the NetScaler
Gateway Plug-in.
80 or XML and Secure Ticket Authority (STA) port StoreFront and Web XenDesktop or XenApp
8080 used for enumeration, ticketing, and Interface XML network
authentication. traffic
443 Citrix recommends using port 443. NetScaler Gateway STA
123 Used for Network Time Protocol (NTP) NetScaler Gateway NTP server
services.
389 Used forinsecure LDAP connections. NetScaler Gateway LDAP authentication server
_ or Microsoft Active
XenMobile Directory
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443 Used for connections to StoreFront from Internet NetScaler Gateway
Citrix Receiver or Receiver for Web to XenApp
and XenDesktop.
Used for connections to XenMobile for web, Internet NetScaler Gateway
mobile, and Saas app delivery.
Used for general device communication to XenMobile XenMobile
XenMobile server
Used for connections from mobile devices to Internet XenMobile
XenMobile for enroliment.
Used for connections from XenMobile to XenMobile XenMobile NetScaler
XenMobile NetScaler Connector. Connector
Used for connections from XenMobile XenMobile NetScaler XenMobile
NetScaler Connectorto XenMobile. Connector
Used for Callback URL in deployments without | XenMobile NetScaler Gateway
certificate authentication.

514 Used for connections between XenMobile and | XenMobile Syslog server
a syslog server.

636 Used for secure LDAP connections. NetScaler Gateway LDAP authentication server

or Active Directory
XenMobile

1494 Used for ICA connections to Windows-based NetScaler Gateway XenApp or XenDesktop
applications in the internal network. Citrix
recommends keeping this port open.

1812 Used for RADIUS connections. NetScaler Gateway RADIUS authentication

server

2598 Used for connections to Windows-based NetScaler Gateway XenApp or XenDesktop
applications in the internal network using
session reliability. Citrix recommends keeping
this port open.
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3268 Used for Microsoft Global Catalog insecure NetScaler Gateway LDAP authentication server
LDAP connections. or Active Directory
XenMobile
3269 Used for Microsoft Global Catalog secure NetScaler Gateway LDAP authentication server
LDAP connections. or Active Directory
XenMobile
9080 Used for HTTP traffic between NetScalerand | NetScaler XenMobile NetScaler
the XenMobile NetScaler Connector. Connector
9443 Used for HTTPS traffic between NetScaler NetScaler XenMobile NetScaler
and the XenMobile NetScaler Connector. Connector
45000 Used for communication between two XenMobile XenMobile
XenMobile VMs when deployed in a cluster.
80
8443 Used for enrollment, XenMobile Store and XenMobile XenMobile
mobile app management (MAM).
NetScaler Gateway
Devices
Internet
4443 Used for accessing the XenMobile console by Access point (browser) XenMobile
an administrator through the browser.
Used for downloading logs and support XenMobile XenMobile
bundles for all XenMobile cluster nodes from
one node.
27000 Default port used for accessing the external XenMobile Citrix License Server
Citrix License Server
7279 Default port used for checking Citrix licenses XenMobile Citrix Vendor Daemon
in and out.

You must open the following ports to allow XenMobile to communicate in your network.

TCP

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.53




port Description Source Destination
Default SMTP port for the XenMobile notification
25 service.If your SMTP server uses a different port, ensure | XenMobile SMTP server
your firewall does not block that port.
Apple iTunes App Store
(ax.itunes.apple.comand
*.mzstatic.com)
Enterprise App Store connection to Apple iTunes App
Store (ax.itunes.apple.com), Google Play, or Windows Apple Volume Purchase Program
80 Phone Store. Used for publishing apps from the app (vpp.itunes.apple.com)
and stores through Citrix Mobile Self-Serve on iOS, Worx YenMobile For Wind Phone: lodini
443 Home for Android, or Worx Home for Windows Phone. orin QWS ) one-login-ve.com
and *.notify.windows.com
Google Play (play.google.com)
Used for outbound connections between XenMobile
e Nexmo SMS Relay Server
and Nexmo SMS Notification Relay.
Used for outbound connections to AutoDiscovery ) . .
XenMobile https://discovery.mdm.zenprise.com
server.
443
Used for enrollment and agent setup for Android and Internal
Windows devices, the XenMobile web console, and LAN and
MDM Remote Support Client. WiFi
Used for enrollment and agent setup for Android and .
. . Internet XenMobile
Windows Mobile.
1433 Used by default for connections to a remote database .
: XenMobile SQL Server
server (optional).
Used for Apple Push Notification service (APNSs) .
2195 . . Internet (APNs hosts using the
outbound connections to gateway.push.apple.comfor XenMobile .
. . e L. . . public IP address 17.0.0.0/8)
iOS device notifications and device policy push.
2196 Used for APNs outbound connections to
feedback.push.apple.comforiOS device notification and
device policy push.
. . . iOS devices .
5223 Used for APNs outbound connections fromiOS devices on WiEi Internet (APNs hosts using the
on Wi-Finetworks to *.push.apple.com. public IP address 17.0.0.0/8)
networks
Internet
8443 ) ) . :
Used for enrollment of iOS and Windows Phone devices. | LAN and XenMobile
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WiFi

This port configuration ensures that Android devices connecting from Worx Home for Android, versions 10.2 and 10.3, can
access the Citrix Auto Discovery Service (ADS) from within the internal network. The ability to access the ADS is important
when downloading any security updates made available through the ADS.

Note: ADS connections might not work with your proxy server. In this scenario, allow the ADS connection to bypass the
proxy server.

Customers interested in enabling certificate pinning must do the following prerequisites:

e Collect XenMobile Server and NetScaler certificates. The certificates need to be in PEM format and must be a
public certificate and not the private key.

e Contact Citrix Support and place a request to enable certificate pinning. During this process, you are asked for
your certificates.

New certificate pinning improvements require that devices connect to ADS before the device enrolls. This ensures that the
latest security information is available to Worx Home for the environment in which the device is enrolling. Worx Home will
not enroll a device that cannot reach the ADS. Therefore, opening up ADS access within the internal network is critical to
enabling devices to enroll.

To allow access to the ADS for Worx Home 10.2 for Android, open port 443 for the following FQDN and IP addresses:

FQDN IP address
54.225.219.53
54.243185.79
107.22.184.230
107.20.173.245

discovery.mdm.zenprise.com 184.72.219.144
184.73.241.73
54.243.233.48

204.236.239.233
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FIPS 140-2 Compliance

Sep 07,2015

The Federal Information Processing Standard (FIPS), issued by the US National Institute of Standards and Technologies
(NIST), specifies the security requirements for cryptographic modules used in security systems. FIPS 140-2 is the second
version of this standard. For more information about NIST-validated FIPS 140 modules, see
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140sp/140spl747 .pdf.

Important: You can enable XenMobile FIPS mode only during initial installation.

Note: XenMobile mobile device management-only, XenMobile mobile app management-only, and XenMobile Enterprise are
all FIPS compliant as long as no HDX apps are used.

All data-at-rest and data-in-transit cryptographic operations at XenMobile Device Manager use cryptographic modules
provided by OpenSSL validated as FIPS compliant. (See the following details for recent developments.) Combined with the
cryptographic operations described above for mobile devices, and between mobile devices and NetScaler Gateway, all data-
at-rest and data-in-transit for MDM flows use validated cryptographic modules end-to-end.

All data-at-rest and data-in-transit cryptographic operations for Mobile Device Management (MDM) on Windows RT,
Microsoft Surface, Windows 8 Pro, and Windows Phone 8 use FIPS-certified cryptographic modules provided by Microsoft.

All data-at-rest and data-in-transit cryptographic operations at XenMobile Device Manager use FIPS-certified
cryptographic modules provided by OpenSSL. Combined with the cryptographic operations described above for mobile
devices, and between mobile devices and NetScaler Gateway, all data-at-rest and data-in-transit for MDM flows use FIPS-
compliant cryptographic modules end-to-end.

All data-in-transit cryptographic operations between iOS, Android, and Windows mobile devices and NetScaler Gateway use
FIPS-certified cryptographic modules. XenMobile uses a DMZ-hosted NetScaler FIPS Edition appliance equipped with a
certified FIPS module to secure these data. For more information, see the NetScaler FIPS documentation.

MDX apps are supported on Windows Phone 8.1 and use cryptographic libraries and APIs that are FIPS-compliant on
Windows Phone 8. All data-at-rest for MDX apps on Windows Phone 8.1 and all data-in-transit between the Windows
Phone 8.1 device and NetScaler Gateway are encrypted using these libraries and APIs.

The MDX Vault encrypts MDX-wrapped apps and associated data-at-rest on both iOS and Android devices using FIPS-
certified cryptographic modules provided by the OpenSSL.

For the full XenMobile FIPS 140-2 compliance statement, including the specific modules used in each case, contact your
Citrix representative.
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XenMobile Language Support

Feb 10, 2016

Citrix Worx apps and the XenMobile console are adapted for use in languages other than English. T his includes support for non-English
characters and keyboard input even when the app is not localized in the users' preferred language.

The following table shows the languages into which the most recent versions of the Worx apps are translated with an X to indicate language

support.

User
Interface
Languages

Apple iPhone/iPad

Worx Home

WorxMail

WorxWeb

WorxNotes

WorxTasks

QuickEdit

Android Phone/Tablet

Worx Home

WorxMail

WorxWeb

WorxNotes

WorxTasks

QuickEdit

WinPhone

Worx Home

https://docs.citrix.com

Japanese

X

Simplified
Chinese

German French Spanish Korean Portuguese Dutch Italian Danish Swedish

X X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X X X X X X

X X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X X X X X X X X X
X X X X X X

X X X X X X
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WorxMail X X X X X
WorxWeb X X X X X
For the complete globalization status of Citrix products, see the Citrix Knowledge Center.
The following table summarizes the XenMobile console translation status with an X to indicate language availability.
Languages Simplified Chinese French
XenMobile console X X
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Pre-Installation Checklist

Nov 02, 2015
You can use this checklist to note the prerequisites and settings for installing XenMobile. Each task or note includes a
column indicating the component or function for which the requirement applies. For installation steps, see Installing
XenMobile.

The following are the network settings you need for the XenMobile solution.

- | Prerequisite or setting Component | Note
or function | the
setting

Note the fully qualified domain name (FQDN) to which remote users connect. XenMobile
NetScaler
Gateway

Note the public and local IP address. XenMobile

You need these IP addresses to configure the firewall to set up network address NetScaler

translation (NAT). Gateway

Note the subnet mask. XenMobile
NetScaler
Gateway

Note the DNS IP addresses. XenMobile
NetScaler
Gateway

Write down the WINS server IP addresses (if applicable). NetScaler
Gateway

Identify and write down the NetScaler Gateway host name. NetScaler
Gateway

Note: This is not the FQDN. The FQDN is contained in the signed server certificate that

is bound to the virtual server and to which users connect. You can configure the host

name by using the Setup Wizard in NetScaler Gateway.

Note the IP address of XenMobile. XenMobile

Reserve one IP address if you install one instance of XenMobile.
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: ﬁ‘r)%ﬁ%%'ﬁﬁgfu%rasgﬁm note all of the IP addresses you need. Component | Note
or function | the
setting

e One public IP address configured on NetScaler Gateway NetScaler

e One external DNS entry for NetScaler Gateway Gateway

Note the web proxy server IP address, port, proxy host list, and the administrator user XenMobile

name and password. These settings are optional if you deploy a proxy serverin your

network (if applicable). NetScaler
Gateway

Note: You can user either the sAMAccountName or the User Principal Name (UPN) when

configuring the user name for the web proxy.

Note the default gateway IP address. XenMobile
NetScaler
Gateway

Note the system P (NSIP) address and subnet mask. NetScaler
Gateway

Note the subnet IP (SNIP) address and subnet mask. NetScaler
Gateway

Note the NetScaler Gateway virtual server IP address and FQDN from the certificate. NetScaler
Gateway

If you need to configure multiple virtual servers, note all of the virtual IP addresses and

FQDNs fromthe certificates.

Note the internal networks that users can access through NetScaler Gateway. NetScaler
Gateway

Example: 10.10.0.0/24

Enter allinternal networks and network segments that users need access to when they

connect with Worx Home or the NetScaler Gateway Plug-in when split tunneling is set

to On.

Make sure that the network connectivity between the XenMobile server, NetScaler XenMobile

Gateway, the external Microsoft SQL Server, and the DNS server are reachable. NetScaler
Gateway

XenMobile requires you to purchase licensing options for NetScaler Gateway and XenMobile. For more information about
Citrix Licensing, see The Citrix Licensing System.
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o | Prerequisite Component Note the

location
Obtain Universal licenses fromthe Citrix web site. For details, see Installing NetScaler
NetScaler Gateway Licenses. Gateway
XenMobile

Citrix License
Server

XenMobile and NetScaler Gateway require certificates to enable connections with other Citrix products and app and from
user devices. For details, see Certificates in XenMobile.

(] Prerequisite Component Notes
Obtain and install required certificates. XenMobile

NetScaler Gateway

You need to open ports to allow communication with the XenMobile components. For a complete list of ports you need to
open, see XenMobile Port Requirements.

(] Prerequisite Component Notes
Open ports for XenMobile XenMobile

NetScaler Gateway

You need to configure a database connection. The XenMobile repository requires a Microsoft SQL Server database running
on one of the following supported versions: Microsoft SQL Server 2014, SQL Server 2012, SQL Server 2008 R2, or SQL Server
2008. Citrix recommends using Microsoft SQL remotely. PostgreSQL is included with XenMobile and should be used locally
orremotely only in test environments.

- | Prerequisite Component Note the setting

Microsoft SQL Server IP address and port. XenMobile

Make sure the service account of the SQL Server to
be used on XenMobile has the DBcreator role
permission.
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. F‘F&Pé%mﬁ?é"”g d XenMan!e serv'er n [FIPS mmecis, et Component Note the setting
need to complete prerequisites with SQL Server. For
details, see Configuring FIPS with XenMobile.

- | Prerequisite Component | Note
the
setting

Note the Active Directory IP address and port for the primary and secondary servers. XenMobile
If you use port 636, install a root certificate froma CA on XenMobile, and change the NetScaler
Use secure connections option to Yes. Gateway
Note the Active Directory domain name. XenMobile
NetScaler
Gateway
Note the Active Directory service account, which requires a user ID, password, and XenMobile
domain alias.
NetScaler
The Active Directory service account is the account that XenMobile uses to query Active | Gateway
Directory.
Note the User Base DN. XenMobile
This is the directory level under which users are located; for example, NetScaler
cn=users,dc=ace,dc=com. NetScaler Gateway and XenMobile use this to query Active Gateway
Directory.
Note the Group Base DN. XenMobile
This is the directory level under which groups are located. NetScaler
Gateway
NetScaler Gateway and XenMobile use this to query Active Directory.
(] Prerequisite Component Note the setting
Note the XenMobile host name. XenMobile
Note the FQDN or IP address of XenMobile. XenMobile
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Q| RIESBAMHLS pps users can access. f1eree9RFaLteway Note the setting

Note the Callback URL. XenMobile

Citrix recommends that you use the Quick Configuration wizard in NetScaler to configure connection settings between
XenMobile and NetScaler Gateway and between XenMobile and Worx Home. You create a second virtual server to enable
user connections from Receiver and web browsers to connect to Windows-based applications and virtual desktops in
XenApp and XenDesktop. Citrix recommends that you use the Quick Configuration wizard in NetScaler to configure these
settings as well.

- | Prerequisite Component | Note
the
setting

Note the NetScaler Gateway host name and external URL. XenMobile

The external URL is the web address with which users connect.

Note the NetScaler Gateway callback URL. XenMobile

Note the IP addresses and subnets masks for the virtual server. NetScaler
Gateway

Note the path for Program Neighborhood Agent ora XenApp Services site. NetScaler
Gateway
XenMobile

Note the FQDN or IP address of the XenApp or XenDesktop server running the Secure | NetScaler

Ticket Authority (STA) (for ICA connections only). Gateway

Note the public FQDN for XenMobile. NetScaler
Gateway

Note the public FQDN for Worx Home. NetScaler
Gateway
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Installing XenMobile

Oct09, 2016
The XenMobile virtual machine (VM) runs on Citrix XenServer, VMware ESXi, or Microsoft Hyper-V. You can use XenCenter or
vSphere management consoles to install XenMobile.

Before you start: Planning a XenMobile deployment involves many considerations. For recommendations, common
questions, and use cases for your end-to-end XenMobile environment, see the XenMobile Deployment Handbook. Also,
referto the System Requirements for XenMobile 10.1 and the XenMobile Pre-Installation Checklist.

Note: Ensure that the hypervisoris configured with the correct time because XenMobile uses that time. Also, be sure that
the XenMobile virtual machine is configured to synchronize guest time with the host in the Virtual Machine properties.
XenServer or VMware ESXi prerequisites: Before installing XenMobile on XenServer or VMware ESXi, you must do the
following. For details, refer to your XenServer or VMware documentation.

e |nstall XenServer or VMware ESXion a computer with adequate hardware resources.
e [nstall XenCenter or vSphere on a separate computer. The computer that hosts XenCenter or vSphere connects to the
XenServer or VMware ESXi host through the network.

FIPs mode prerequisites: Before installing a XenMobile Server in FIPS mode, you need to complete prerequisites with
SQL Server. For details, see Configuring FIPS with XenMobile.

Hyper-V prerequisites: Before installing XenMobile on Hyper-V, you must do the following. For details, refer to your
Hyper-V documentation.

e |nstall Windows Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2 with Hyper-V enabled, role enabled,
on a computer with adequate system resources. While installing the Hyper-V role, be sure to specify the network
interface cards (NICs) on the server that Hyper-V will use to create the virtual networks. You can reserve some NICs for
the host.

e |f youinstall Windows Server 2008 R2 or Windows Server 2012, do the following:

e Delete the file Virtual Machines/<build-specific UUID>xml

e Move the file Legacy/<build-specific UUID>.exp into Virtual Machines

These steps are necessary because there are two different versions of the Hyper-V manifest file representing the VM
configuration (.exp and xml). The Windows Server 2008 R2 and Windows Server 2012 releases support only .exp. For
these releases, you must have only the .exp manifest file in place before installation.

Windows Server 2012 R2 does not require these extra steps.

You can download product software fromthe Citrix web site. You need to log on to the site first and then use the
Downloads link on the Citrix web page to navigate to the page containing the software you want to download.

To download the software for XenMobile

1. Go to the Citrix web site.
2. Next to the Search box, click Log On and log on to your account.
3. Click the Downloads tab.
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4. Onthe Downloads page, fromthe select product list, click XenMobile.

3 .
CITRIX Solutions Products Downloads Buy Support Partners Log Qut Q
L]

Downloads

XenMobile v

. Click Go. The XenMobile page appears.

. Expand XenMobile 10.

. Click XenMobile 10.0 Server.

. On the XenMobile 10.0 Server edition page, click Download next to the appropriate virtual image to use to install
XenMobile on XenServer, VMware, or Hyper-V.

9. Follow the instructions on your screen to download the software.

o N o un

To download the software for NetScaler Gateway

You can use this procedure to download the NetScaler Gateway virtual appliance or software upgrades to your existing
NetScaler Gateway appliance.

Go to the Citrix web site.
If you are not already logged on to the Citrix web site, next to the Search box, click Log On and log on to youraccount.
Click the Downloads tab.
On the Downloads page, from the select product list, click NetScaler Gateway.
Click Go. The NetScaler Gateway page appears.
On the NetScaler Gateway page, expand 10.5.
Under Firmware, click the appliance software version you want to download.
Note: You can also click Virtual Appliances to download NetScaler VPX. When you select this option, you receive a list of
software for the virtual machine for each hypervisor.
8. Click the appliance software version you want to download.
9. On the appliance software page for the version you want to download, click Download for the appropriate virtual
appliance.
10. Follow the instructions on your screen to download the software.

No v bk wnNpg

Configuring XenMobile for the first time is a two-part process.

1. Configure the IP address and subnet mask, default gateway, DNS servers, and so on for XenMobile by using the
XenCenter or vSphere command-line console.
2. Logonto the XenMobile management console and follow the steps in the initial logon screens.

Note

Whenyou use a vSphere web client, itis recommended thatyou do notconfigure networking properties during the time you deploy
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the OVF template on the Customize template page. By doing so, in a high availability configuration, you avoid an issue with the IP
address thatoccurs when you clone and then restart the second XenMobile virtual machine.

Configuring XenMobile in the Command Prompt Window

1.

Import the XenMobile virtual machine into Citrix XenServer, Microsoft Hyper-V, or VMware ESXi. For details, see XenServer, Hyper-V, or
VMware documentation.

. In your hypervisor, select the imported XenMobile virtual machine and start the command prompt view. For details, see the documentation

for your hypervisor.

. From the hypervisor’'s console page, create an administrator account for XenMobile in the command prompt window by typing the

administrator user name and password.

Important:

When you create or changed passwords for the command prompt administrator account, Public Key Infrastructure (PKI) server certificates,
and FIPS, XenMobile enforces the following rules for all users except Active Directory users whose passwords are managed outside of
XenMobile:

e The password must be at least 8 characters long and must meet at least three of the following complexity criteria:
e Uppercase letters (A through Z)
e lowercase letters (a through z)
e Numerals (0 through 9)
e Special characters (such as, !, #, $, %)

Username: admin
New password: [

Note: No characters, such as asterisks, are shown when you type the new password. Nothing appears.

. Provide the following network information and then, type y to commit the settings:

1. IP address

Netmask

Default gateway

Primary DNS server

Secondary DNS server (optional)

vk wN

IP address: 192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [ysnl: ylj

Note: The addresses shown in this and following images are non-working and are provided as examples only.

. Type y to increase security by generating a random encryption passphrase or n to provide your own passphrase. Citrix recommends typing

y to generate a random passphrase. The passphrase is used as part of the protection of the encryption keys used to secure your sensitive
data. A hash of the passphrase, stored in the server file system, is used to retrieve the keys during the encryption and decryption of data.
The passphrase cannot be viewed.

Note: If you intend to extend your environment and configure additional servers, you should provide your own passphrase. There is
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no way to view the passphrase if you selected a random passphrase.

Generate a random passphrase to secure the =zerver data? [ysnl: y

6. Optionally, enable Federal Information Processing Standard (FIPS). For details about FIPS, see XenMobile FIPS 140-2 Compliance. Also, be
sure to complete a set of prerequisites, as discussed in Configuring FIPs with XenMobile.

Enable (y-n) [nl:

7. Provide the following information to configure the database connection:

Local or remote [l/r]: r
Type (Microsoft S(L, PostgreSQL or MysSQL) [mispsmyl: mi
Use S5L [ysml: n

Server: 198.0.2.10
Port: 5432
Username: postgres
Password:

1. Your database can be local or remote. Type | for local or r for remote.

2. Select the database type. Type mi for Microsoft SQL or type p for PostgreSQL.
Important:
e Citrix recommends using Microsoft SQL remotely. PostgreSQL is included with XenMobile and should be used locally or remotely only

in test environments.

e Database migration is not supported. Databases created in a test environment cannot be moved to a production environment.

3. Optionally, type y to use SSL authentication for your database.

4. Provide the fully qualified domain name (FQDN) for the database server. This one host server provides both device management and
app management services.

5. Type your database port number if it is different from the default port number. The default port for Microsoft SQL is 1433 and the default

port for PostgreSQL is 5432.

. Type your database administrator user name.

. Type your data base administrator password.

. Type the database name.

. Press Enter to commit the database settings.

8. Optionally, type y to enable clustering XenMobile nodes, or instances.
Important: If you enable a XenMobile cluster, after system configuration is complete, be sure to open port 80 to enable real time
communication between cluster members.

9. Type the XenMobile server fully qualified domain name (FQDN). The XenMobile server FQDN must be identical to the SSL Listener certificate
common name.

O 00 N O

Note: The XenMobile server FQDN is the public DNS for XenMobile enrollment and cannot be changed after the installation.

Hostname: justan.example.com

10. Press Enter to commit the settings.
11. Identify the communication ports. For details on ports and their uses, see XenMobile Port Requirements.
Note: Accept the default ports by pressing Enter (Return on a Mac).

HTTP [BO1: 8O
HTTPS with certificate authentication [4431: 443

HTTPS with no certificate authentication [B4431: 8443
HTTPS for management [44431: 4443

12. Skip the next question about upgrading from a previous XenMobile release because you are installing XenMobile for the first time.
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13. Type y if you want to use the same password for each Public Key Infrastructure (PKI) certificate. For details on the XenMobile PKI feature,
see Uploading Certificates in XenMobile

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

Important: If you intend to cluster nodes, or instances, of XenMobile together, you must provide the identical passwords for subsequent
nodes.

14. Type the new password and then, re-enter the new password to confirm it.
Note: No characters, such as asterisks, are shown when you type the new password. Nothing appears.

15. Press Enter to commit the settings.
16. Create an administrator account for logging on to the XenMobile console with a web browser. Be sure to remember these credentials for
later use.

Username [administrator]: administrator
Pas=zuord:
Re-enter new password:

Note: No characters, such as asterisks, are shown when you type the new password. Nothing appears.

17. Press Enter to commit the settings. The initial system configuration is saved.
18. When asked if this is an upgrade, type n because it is a new installation.
19. Copy the complete URL that appears on the screen and continue this initial XenMobile configuration in your web browser.

Upgrade from previous release (ysn) [nl:

Btopping configuration app...

Ftarting configuration app...
application started successfully

Btopping main app...

Ftarting main app...

To access the console, from a web brouser, go to the following location and
log on with your console credentials:
https:/-203.0.113.8:4443~

Ftarting monitoring. ..

Configuring XenMobile in a Web Browser

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.69


http://docs.citrix.com/en-us/xenmobile/10-1/xmob-certificates/xmob-server-certificates.html

After completing the initial portion of the XenMobile configuration in your hypervisor Command Prompt window, complete
the process in your web browser.

1. Inyourweb browser, navigate to the location provided at the conclusion of the command prompt window
configuration.

2. Type the XenMobile console administrator account user name and password you created in the command prompt
window.

02

XenMobile

User name

Password

3. Onthe Get Started page, click Start. The Licensing page appears.
4. Configure the license. XenMobile comes with an evaluation license valid for 30 days. For details on adding and
configuring licenses and configuring expiration notifications, see Licensing for XenMobile.

Important: If you intend to cluster nodes, or instances, of XenMobile, you need to use the Citrix Licensing on a remote

server.

5. Onthe Certificate page, click Import. The Import dialog box appears.
6. Import your APNs and SSL Listener certificate. For details on working with certificates, see Certificates in XenMobile.

Note: This step requires restarting the server.

7. If appropriate to the environment, configure NetScaler Gateway. For details on configuring NetScaler Gateway, see

NetScaler Gateway and XenMobile and Configuring Settings for Your XenMobile Environment.

Note:

e You can deploy NetScaler Gateway at the perimeter of your organization's internal network (or intranet) to provide a
secure single point of access to the servers, applications, and other network resources that reside in the internal
network. In this deployment, all remote users must connect to NetScaler Gateway before they can access any
resources in the internal network.

e Although NetScaler Gateway is an optional setting, after you enter data on the page, you must clear or complete the
required fields before you can leave the page.

8. Complete the LDAP configuration to access users and groups from Active Directory. For details on configuring the LDAP
connection, see LDAP Configuration.

9. Configure the notification server to be able to send messages to users. For details on notification server configuration,
see Notifications in XenMobile.
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Configuring FIPS with XenMobile

Oct 27,2015
Federal Information Processing Standards (FIPS) mode in XenMobile supports U.S. federal government customers by
configuring the server to use only FIPS 140-2 certified libraries for all encryption operations. Installing your XenMobile server
with FIPS mode ensures that all data at rest and data in transit for both the XenMobile client and server are fully compliant
with FIPS 140-2.

Before installing a XenMobile Server in FIPS mode, you need to complete the following prerequisites.

e You must use an external SQL Server 2012 or SQL Server 2014 for the XenMobile database. The SQL Server also must be
configured for secure SSL communication. For instructions on configuring secure SSL communication to SQL Server, see
the SQL Server Books Online.

e Secure SSL communication requires that an SSL certificate be installed on your SQL Server. The SSL certificate can either
be a public certificate froma commercial CA or a self-signed certificate froman internal CA. Note that SQL Server 2014
cannot accept a wildcard certificate. Citrix recommends, therefore, that you request an SSL certificate with the FQDN
of the SQL Server.

e |f you use a self-signed certificate for SQL Server, you will need a copy of the root CA certificate that issued your self-
signed certificate. The root CA certificate must be imported to the XenMobile server during installation.

You can enable FIPS mode only during the initial setup of XenMobile server. It is not possible to enable FIPS after
installation is complete. Therefore, if you plan on using FIPS mode, you must install the XenMobile server with FIPS mode
fromthe start. In addition, if you have a XenMobile cluster, all cluster nodes must have FIPS enabled; you cannot have a mix
of FIPS and non-FIPS XenMobile servers in the same cluster.

There is a Toggle FIPS mode option in the XenMobile command-line interface that is not for production use. This option
is intended for non-production, diagnostic use and is not supported on a production XenMobile server.

1. During initial setup, enable FIPS mode.

2. Upload the root CA certificate foryour SQL Server. If you used a self-signed SSL certificate rather than a public certificate
onyour SQL Server, choose Yes for this option and then do one of the following:

a. Copy and paste the CA certificate.

b. Import the CA certificate. To import the CA certificate, you must post the certificate to a website that is accessible
fromthe XenMobile server via an HTTP URL. For details, see the Importing Certificates section laterin this article.

3. Specify the server name and port of your SQL Server, the credentials for logging into SQL Server, and the database name
to create for XenMobile.

Note: You can use either a SQL logon oran Active Directory account to access SQL Server, but the logon you use must
have the DBcreator role.

4.To use an Active Directory account, enter the credentials in the format domain\username.

5. 0nce these steps are complete, proceed with the XenMobile initial setup.
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To confirmthat the configuration of FIPS mode is successful, log on to the XenMobile command-line interface. The phrase
In FIPS Compliant Mode appears in the logon banner.

The following procedure describes how to configure FIPS on XenMobile by importing the certificate, which is required when
you use a VMware hypervisor.

SQL Prerequisites

1. The connection to the SQL instance from XenMobile needs to be secure and must be SQL Server version 2012 or SQL
Server 2014. To secure the connection, see How to enable SSL encryption for an instance of SQL Server by using Microsoft
Management Console.

2.1f the service does not restart properly, check the following:Open Services.msc.
a. Copy the logon account information used for the SQL Server service.
b. Open MMC.exe on the SQL Server.

¢. Go to File > Add/Remove Snap-in and then double-click the certificates itemto add the certificates snap-in.
Select the computer account and local computer in the two pages on the wizard.

d. Click OK.
e. Expand Certificates (Local Computer) > Personal > Certificates and find the imported SSL certificate.

f. Right-click the imported certificate (selected in the SQL Server Configuration Manager) and then click All Tasks >
Manage Private Keys.

g. Under Group or User names, click Add.
h. Enter the SQL service account name you copied in the earlier step.

i. Clear the Allow Full Control option. By default the service account will be given both Full control and Read
permissions, but it only needs to be able to read the private key.

j. Close MMC and start the SQL service.

3. Ensure the SQL service is started correctly.

Internet Information Services (lIS) Prerequisites

1. Download the rootcert (base 64).

2. Copy the rootcert to the default site on the I1S server, C:\inet pub\wwwroot.
3. Check the Authentication check box for the default site.

4.Set Anonymous to enabled.

5. Select the Failed Request Tracking rules check box.

6. Ensure that .ceris not blocked.
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7.Browse to the location of the .cerin an Internt Explorer browser fromthe local server, http://localhost/certname.cer. The
root cert text should appearin the browser.

8. If the root cert does not appear in the Internet Explorer browser, make sure that ASP is enabled on the IIS server as
follows.

a. Open Server Manager.
b. Navigate to the wizard in Manage > Add Roles and Features.

. Inthe server roles, expand Web Server (11S), expand Web Server, expand Application Development and then
select ASP.

d. Click Next until the install completes.
9. Open Internet Explorer and browse to http://localhost/cert.cer.

For more information, see Internet Information Services (IIS) 8.5.

Note

You can use the use the IIS instance of the CA for this procedure.

When you complete the steps to configure XenMobile for the first time in the command-line console, you must complete
these settings to import the root certificate. For details on the installation steps, see Installing XenMobile.

Enable FIPS: Yes

Upload Root Certificate: Yes

Copy(c) or Import(i): i

Enter HTTP URL to import: http:// FQDN of /IS servericert.cer

Server: FQDN of SQL Server

Port: 1433

User name: Service account which has the ability to create the database (domain\username).
Password: The password for the service account.

Database Name: This is a name you choose.
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Upgrading XenMobile

Dec 22,2016
When new versions of XenMobile software are available, you can upgrade to a new version. You have two options for
upgrading depending on your scenario:

e To install new versions of XenMobile 10.1 software, service packs, and system patches, you use the Release
Management page in the XenMobile console as described later in this article.

e To upgrade from XenMobile 9 to the latest version, you use the Upgrade Tool built into XenMobile 10.4 or later. For
details, including known and fixed issues, see Upgrade.

e |f you are in the process of an upgrade with an older version of the Upgrade Tool and have questions, please contact
Citrix Customer Support. The older Upgrade Tool, documented in this article, is no longer available from Citrix.com.

Note

If your XenMobile 9.0 setup is based on named SQL instances, you need to follow steps specific to this situation. For details see,
Supporting Named SQL Instances.

Important

® Be aware of this XenMobile 10.1 known issue, because itis likely thatyour XenMobile 9.0 hostname may have an uppercase
letter. In this case, after upgrading to XenMobile 10.1, devices cannotaccess the Worx Store. When you configure XenMobile
server with an uppercase letter in the hostname, such as ABC.Xms.com, the Worx Store does notopen on devices after the
devices enroll. [#545527]

e After upgrading to XenMobile 10.1, when you update Worx Mobile Apps in XenMobile 10.1 thatyou configured in an earlier
release, the app settings no longer appear in the XenMobile console. You need to editand configure the settings for these apps
again. You do notneed to reinstall the apps. You only need to do this step one time; the values will stay intact for future updates if
you update the app or update the server.

Prerequisites:

e Before you install a XenMobile update, use the facilities in your virtual machine (VM) to take a snapshot of your system.
e Back up your system configuration database.
e Review the systemrequirements.

1. Logonto youraccount on the Citrix website and download the XenMobile Upgrade (.bin) file to an appropriate location.
2. Inthe XenMobile console, click Configure > Settings > Release Management.
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Configure LY administrator &

Settings

Certificates Licensing Notification Templates Role-Based Access Control

Enroliment Local Users and Groups Release Management

The Release Management page appears, which displays the currently installed software version, as well as a list of any
updates, patches, and upgrades you have already uploaded.

XenMobile Dashboard

Configure Y administrator a

Release Management

Release Management

e current installed re

ell as a list of all updates, patcl

s, and upgrades to the XenV

rrent Release  10.0.0.62016
Name  Release 10.0.0.62016
Description  Software release build 10.0.0.62016

Install date and time  Dec 11, 2014 06:04 AM

Updates

=]
Update

Name Release Description Install date and time Type v

No results found.

3. Under Updates, click Update. The Update dialog box appears.

Install date and time

Updates
=]
Update
v

Name Release Description Install date and time Type v

No results found.
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Update

It is recommended that you create a backup before installing updates.

Upgrade or paich file™

4. Click Browse, navigate to the location where you saved the XenMobile upgrade file you downloaded from Citrix.comand
then select the file.

5. Click Update and then if prompted, restart XenMobile.
Note: XenMobile might not require a restart after the update installs. In this case, a message indicates that the updated
installation is successful. If, however, XenMobile does require a restart, you must use the command line.
Important: If your system s configured in cluster mode, follow these steps to update each node:
e Shut down all but one node.
e Update that node.
e Confirmthat the service is running before updating the next node.
If for some reason the update cannot be completed successfully, an error message appears indicating the problem. The
systemis reverted to its state prior to the update attempt.
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Supporting Named SQL Instances

Feb 11,2016
You can use the Upgrade Tool to upgrade from XenMobile 9 to XenMobile 10 and from XenMobile 9 to XenMobile 10.1. If

your XenMobile 9 setup is based on named SQL instances, you need to follow steps specific to this situation. If your
XenMobile 9 environment meets the following prerequisites, follow the steps in this article to upgrade.

e XenMobile 9 MDM Edition or Enterprise Edition set up with an external SQL Server database.

e SQL Server database running on a non-default named instance.

e SQL Server named instance listening on a static or dynamic TCP port. You can confirm this prerequisite by looking at the
IP addresses of the TCP/IP protocol of the named instance as shown in the following figures.

Note

Citrix recommends thatthe SQL server database instance always runs on a static port, because the XenMobile server needs
continuing access to the database. This connection generally traverses through a firewall. As a result, you need to open the
appropriate portin the firewall; therefore, you the need to have the database instance running on a static port

== 5ql Server Configuration Manager

File  Action  ‘iew  Help

@ | > = |-
‘@ SCL Server Configuration Manager (Local) Protocol Mame | Status |
o 5QL Server Services W Shared Memory Enablad
& 5L Server Network Configuration (32bit) W Mamed Pipes Disabled
= 50U Mative Client 11.0 Configuration (32bit) | === Enahled

. 50L Server Network Configuration
E‘F Protacals For
.. SQL Mative Client 11,0 Configuration
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TCP/IP Properties

Protocal [P Addresses |

TCP Dynaric Porks o -
TCP Part
B 1p4
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynaric Porks o
TCP Part
B 1ps
Ackive Yes
Enabled Mo
IP Address fed0: Sefe: 192,168,200, 234%12
TCP Dynaric Porks o
TCP Part
B 1pall
TCP Dynamic Parks 54940
TCP Part —
-
Active
Indicates whether the selected IP Address is active.

o]

Zancel

Apply Help

1. Go to the Device Manager installation directory and open the ew-config.properties file. This file is available in
tomcat\webapps\zdm\WEB-INF\classes.

. classes

IS[=] E3

9(_)V| . = tomcat = webapps = zdm = WEB-INF ~ classes -

hd l‘aJ I Search classes

Organize MjOpen -
- Faworites

B Deskiop

4 Dovnloads

=l Recent Places

= Libraries
3 Docurients
J Music
| Pictures

B videos

1M Computer
& Local Disk (22
o DVD Drive (D) GRMSY

€l Network,

2. Inthe ew-config.properties file, search for the following URLs in the DATASOURCE Configuration section:

https://docs.citrix.com

Mew Folder = -
Mare « Drate modified | Tvpe | Size
= TR ST e T e T
=] devicelayer.xml 6/17/2014 6:02 PM *ML Document KB
= download-service.xml 6/17/2014 6:02 PM *ML Document 3KB
= ehcache.xml 6/17/2014 6:01 PM *ML Document 4 KB
= ehcachez. xml 6/17/2014 6:02 PM *ML Document 3KB
= enrollment.xzml 6/17/2014 6:02 PM *ML Document 3KB
= event-service-conkext,xml 6/17/2014 6:02 PM *ML Document 3KB
=] everywan-update. xml 6/17/2014 6:02 PM *ML Document 14 KB

i

i

i

ew-config-reloadable, properties
ew-dao.xml

ew-managers.xml

ew-spi,xml
ExceptionMessages.properties

ExceptionMessages_fr.properties

|| ExceptionMessages_zh_Hans.properties

i

external-reports, xml
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6/17/2014 €:02 PM
6/17/2014 €:02 PM

ERTIES File
PROPERTIES File

¥ML Document:
¥ML Document:
¥ML Document:
PROPERTIES File
PROPERTIES File
PROPERTIES File
¥ML Document:

1 KB
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36 KB
12 KB
158 KB
19 KB
17 KB
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pooled.datasource.url= jdbcjtds:sqglserver//<SQLserver_FQDN>/<DB_Name>;instance=<Instance_Name>

audit.datasource.url= jdbc;jtds:sglserver.//<SQLserver_FQDN>/<DB_Name>;instance=<Instance_Name>

|=] ew-config properties Jl
18  # For Microsoft 30L server urll: pooled.datazource.url=jdbc:ifds:sqleerver: /flocalhost: 1433 /everyyan
1% # For Microsoft SQL server urll with a named instance (urlz): pooled.datagonrce.url=jdhe:jtds: sglserver: //localhost/everywan;instance=3(LExpress
20 # For Microsoft SQL server url2 with a Windows authentication (NTLM): pooled.datasource.url=jdbe:jtds: solserver://localhost/everywaninstance=30LExpress;donain=sparus—;

21 # Dracle upl: pooled.datagourge.url=jdbe:oracle: thin: gyerywan/everymani/ /losalbhost: 1521 /eyeryman
22 pooled.datasource.url=jdbc:jtds: sglserver: //fah-234 net, -llaug;instance=]

23 # Pooled datasource host nawe

24 pooled.datasource.hostnane=ah-234. .net

25 # Pooled datasource database

26 pooled.datasource. datahase= aug

27 # Pooled dartasource user

28 pooled.datazource.user=sa

28 # Pooled datasource password

30 # For Microsoft SQL server (10 characters minimum) ex: pooled.datasource.password-everywandl
31  pooled.datasource.password={aes} ==

32

33 # No pooled datasoungs driver

34 #mo.pooled. datasgurce. driver=grg. postgresgl . Driver

35  # No pooled dafasource url

36 #no.pooled. darasource. url=jdhcrpostgresgl: /flocalhost: 5432/ everywan
37 # No pooled darasource user

38 #no.pooled. datasource. USer=gyaryan

3% # No pooled gdatasource password

40 #no.pooled. datasource. password=gyeryian

41

42 # Audit datagource driver

43 audit.datasource. driver=net,sourceforge. jtds. jdbc.Driver

44 ¢ hudit darmsmurcs wil

45 audit.datasource.url=jdbc: jtds:sglserver: //ah-254 —llaug;instance=
46 # Audit daragource host name

47 sudirt.datazource.hostnane=ah-234 .het

48 # Andit gdatasource databaze

49 sudit.datasource.database= -llanug

S0 # Audit datagource user

51 audit.datasource.user=sa
52 # hudit datagource password

3. Remove the instance name in the preceding URLs and add the port along with the SQL Server FQDN. In this case,
64940 is the required port.

pooled.datasource.url=jdbc:jtds:sglserver:// <SQLserver_FQDN>:64940/<DB_Name>
audit.datasource.url=jdbc;jtds:sqlserver:// <SQLserver_FQDN>:64940/<DB_Name>

Add “,domain=<DomainSuffix>"to the end of URL if the user account belongs to a domain.

Note

Citrix recommends thatyou make a backup, copy, or note of the changes you make in the ew-config.properties file. T his
information is helpful in case the migration fails.
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=] ew-config. properties ﬂl

18
19
20
z1
zz
23
24
a5
26
z7
28
2
30
31
3z
EE
34
35
36
37
38
=t

4.

# For Microgoft 50L server urll: pooled.gatssource.url=jdhe:jtds:sqlserver: /flocalhost: 1433/ everywan

# For Microsoft 0L serwver urll with a named instance (urlZ): pooled.datagource.url=Jidbc:itds:agqloerver:
# For Microsoft 4QL server urli with a Windows authentication (NTLM): pooled.datasource.url=idbc:itds:s

# Dracle yrl: pooled.datasoyrce.url=jdhg:oracle: thin: eypryman/eyerymaniy//localhngt: 1521 /eyeryman
pooled. datasource.url=jdbc:jtds: zglserwver: f/ah-234. net: :=1laug

# Fooled datagourgs host name

pooled, datasource.hostnane=gh-234. Jhnet

# Pooled datasource database

pooled. datasource.datahase= -1laug

# Pooled darasoyrce user

pooled. datasource.user=sa

# Pooled datagource password

# For Microsoft S0L serwver (10 characters minimum) ex: pooled.dabasourcs.password=everywandl

pooled. datasource.password={aes} ==

# No pooled gdatasource driver
#no.pooled.datasource. driver=grg. postaresgl. Driver
# No pooled datasoMics Weh

#no.pooled.datasource.url="dhe:postogresgl: //localhost: 5432 /everywan

# No pooled darasource user

#no.pooled. datasource. USEr=SYEEYIAn

# No pooled datagourge password
#no.pooled. datasource. passvord=gyeryman

# ndit gdatazourcs driver
audit.datagource, driver=net.zourceforge. jtds, jdbe.Driver
# Audit datasource url

audit.datasource,url=jdhc: jtds: sglserver: [/ -inc.net:

—llaug

# dudit gdatasourge host name

audic. datasource. hostnamne=ah-234. .net

# Audit gatasourcs datahasze

audit.datasource, database= 1laug

# hudit datasourcs user

audit.datasource.user=sa

# Audit gdatagource password

Restart the Device Manager service. Refresh the device connections when the Device Manager instance returns.

q Services
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5. Determine if the new XenMobile 10 server also needs to work with named SQL instance. If so, identify the port on which
the named instance is running. If the port is a dynamic port, Citrix recommends that you convert the port to a static port;

then, configure the static port on the new XenMobile server as part of the database setup.
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Generate a random passphrase to secure the server data (y-n) [yl:

Enable (ysn) I[nl:

Local or remote (l-r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:
Use SSL (ysn) I[nl:

Server [1: ah-234. .net

Port [14331: 64940

Username [=al:

Pas=zuord:

Database name [DB_serwvicel: DB_ 1laug _Midas

Commit settings (ysm) [yl:

6. Follow the steps in these articles to continue upgrading your XenMobile environment:

e To upgrade from XenMobile 9.0 App Edition or Enterprise Edition to XenMobile 10.1, you use the XenMobile Server App
Edition and Enterprise Edition Upgrade Tool. For details, see Enabling and Running the XenMobile 10.1 Upgrade Tool.
e To upgrade from XenMobile 9.0 MDM edition only to XenMobile 10.1, see XenMobile 10 MDM Upgrade Tool.
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Installing the XenMobile Cluster Nodes

Helcore to the XenMobile First Time . E: izal ! through t
he initial confi ation of HenMobile. g Enters

Return or fyupe pour own oy and then pr

Cormand prompt window adminisztrator account:
This is r name and pa prd you wuse when logging on to XenMobile at the c
omMand
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Netuwork settings:

Netm: [] i .

Default gates []: 18.147.75.1
Primary DNS rver [1: 18.147.75. 248
: 3 ser (optiomnal) [1:

intr type . li rs allocated
NIC Link is Up 18888 HMbps

Encryption passphrase:
Generate a random passphrase to s

Federal Information Processing Standard (FIPS) mode:
Enable (ypsmn) I[nl:

p=PostgreS0QL) [mil:

- members please open port 88 us
ing Firewall menu option in CLI menu once the ed configuration is complete

ving server and client certificate
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Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mi
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

wj server and client certificate pa ords. .
the =zame pas uzed to gemerate internal Fublic Key In

- all the certificat f the FEI Lypl:

[ DK 1

[ OK 1
[ OR 1
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[Stopping configuration app...

[Starting configuration app...
this may take a few seconds
application started

application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

XenMabile Manage Configure

B Customize Refresh

Dashboard

il
=]

Suppart
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Cluster Information

* Cluster Members

e 10 hiinSe e B Pl

To configure load balancing for the XenMobile cluster in NetScaler

User Mame

nsroot

Paszword

Cortiguratiza Reparting e 2 Dawmniads

MNetScaler for
XenMobile

+ Hathcaler Gatvussy

Shawr Licemed Frafures

Welcome!

« your ¥enblabile deployrment.
Integrate with Citris Preducts

EEL-serered devier maragar bz, a wall s Echange Server traffic with smadl ftesng, and

A xenmzhie

44 Bemfpp and op kbl th which you se deploging MetScalar,
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Lantiguratees

NatSealar Tor XanhMobik

Load Balance ShaseFile Storagelones Controllers

Comirolhers bared on the oype of conte

+ Lead Balance Microsaft Dxchange Sorvers

] Confguratios d I Do mentatinn

+ Back

Methcaler Gateway Configuration

HNeticaler Gateway Settings
il 147 T B4
a1

DasbBowd 1 > B Bewnloads e ]

# Back

Metcaler Gateway Configuration

HetScalar Gatoway Settings

XenMobilefateway 18,147, 75,54 a4l

Sarver Cartificate for MetScaier Gateway

* Lge existing certificate imatal| Cortificate

Sereet Certi

widieri-wy-lab pfe

e o
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Authentication Settings

Selach » pemary suthecticrion method for chect conmections. Frimary suenticaion can be conBguned b ure Actie Dineciony/LDIF, RADIUS, or cherk gertifoabe methods. For fworfacior sufiantication, configuos & icondsry method from
e RATIUS or Acive Cienchory\0AFR mettodr.

Primmacy il bk ca

Active DicwctongLDAT -

Buie DN~

[—— |

S dcount”

acminigtratarfmglab

Pariswaeer

Corfin Pusimoss™

Server Lagon Narme AT bute”
usarPrincpafams

S ol iy wharbeRtion rethod”
Hore L

| e

HenMabile Settings
Loael Blen cirgy PO For WA
ity oty

Load Bedancing IP address dor MBM®

5L Traffic Configeraticn’
® HTIFS corrassation 1o Kenknonde Sener ) HTTR comen cfecation 1o Keshiati e Sener
Spit NS mode for Micr VR

Erabie 1p® unneing

- =

HemMebile Settings ra
Liad Malancing PO for MA s 1wy Lab 551 Tt Comtgueption. HTTPS comamunication 1o KMS Server

Loud Balanciog IF scdoes foriasd 101417555 Spit Turmel OFF

Ped wadl Salt R BoTH

Server Certificate for MAM Load Balancing

A Sever CmTCaE 15 Lsed 00 SUIMETTCHE 30 IeNtly & Server ) & S51 hancsnake. & Semver Dertfuane & issd By & ustid A 08 5 S0 0uT Dy T SETvEN0 3 CHETe who 525 I 10 3Uerticye the Sefver
B\ exiiting certificate ' Install Centilicate

Senver Certhicate”
| widzemomgye b pls CERTKEY 7
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Server Certificate for MAM Load Balancing

=B widzertomg-labphe CEAT KE o
== TR wakacert-wag-lab phe_CERT_KEV

Nenbiobile Servers
PV, || ———

I hakdress Fari
FerMoiske Server 1P Address i ol corfipuve, Pieene ikt on Aed Ferver o configons

EenMobile Server IP Addresses
Ertar tha |7 aciumuien) o tha Xariioh s ) a2 100 w0 e Sena

Sariicksie Serve: B dcidren”
(LU T - P S |

- ew

Server Certificate for MAM Load Balancieg

TR weldceri-mg-tabph CERT_KE i1
o T wichoent-vegr- o pb CERT_REY

Kenhlobile Servers

At Serwer| | Rerrane Seres
1P Addiess Pt
10 HTTES B

B3

ILHTTSER

TP Addess
10 MIIS51

1 H7TEE

Euawme
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Davabaard Cantigurstian Beperting Draumertation Draniascs e 3

# Bk

Lerad Balancing Xenbdobile Server Metwark Traffic

Lead Balancing Virteal Server Configuration

Eanligaratios

* Bk

Load Balancing MenMobile Server Metwork Traflic
Load Balancing Vimual Server Configuration

i =1 Trale Corfigerrion
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Virfusl Servers

o 9 H
Action - S
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[£]
[31
[4]
[51

System
Troubleshoot ing
Help

Log Out

Choice: [0 - 5] 2

[11
[£]
[31
[4]
51
[6]
L7l
[81
[91

Back to Main Menu

Display System Date

Set Time Zome

Display System Disk Usage
Update Hosts File

Disnlan _Deuice Management
Proxy Server

HAMIN LLL1) rassword
Restart Server

Shutdown Server

[10] Advanced Settings

Back to System Menu
SOCKS

HTTPS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

Instance Name
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Back to System Menu

[11 SOCKS

[21 HTTFS

[31 HTTP

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy informatiom
Address [1: 203.0.113.23
Port[1: 1080

Target — APNS

fire you sure to restart the system? [y ml:

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.93



Back to System Menu

SOCKS

HTTPS

HTITP

Exclusion List

Display Configuration
Delete Proxy Configuration

Choice: [0 - b] 2
Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [ysml: y

Username: Justaname
Password:

Target — WEB
WEB proxy configured. Override proxy settingsTly-nl: [
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http://docs.citrix.com/en-us/netscaler-gateway/10-1/ng-licenses-installing-con.html
http://www.citrix.com/buy/licensing/overview.html
http://www.citrix.com/buy/licensing/product.html
http://docs.citrix.com/en-us/licensing.html

Settings Licenses

Licensing

A

Default license

Trial period

Configure license

Expiration notification

To add alocal license

https://docs.citrix.com

r
a
o
C
@
]
C
=
]
%
0
[}
c
a
Q
=
e
@
o
o
v
)
i

Evaluation license

30 day(s) left
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http://docs.citrix.com/en-us/licensing/11-11-1/lic-getting-started/lic-install-license-files.html

Settings > Licenses

Licensing
XenMobile comes with an evaluation license valid for 30 days. If you decide to use your Citrix license, you can configure it at any time. You can

install your Citrix lice:

se locally or remotely on the license server.

Default license Evaluation license

Trial period 30 dayls) left

Configure license m:)

License type Local license -
(5]
Add
Product Name Active Total number of licenses Number used Type Expires on w
No resuits found
Expiration notification OFF

Add New License

License File Choose File | Mo file chosen

Cancel
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License type Local license

&1 | =]
Add Delete Al

Product Name Active Total number of licensas Number used Type Expires on
Citrix XenMobile Enterprise Edition|Device v 16002 ] Retail 01-DEC-2015

Showing 1-10of 1items

Expiration notification

To add aremote license

License type Remote license

License server®

Port™ 27000

Test Connection

Active

Product name

Total number of licenses Number used

Type Expires on ~
1001 0 Retail 01-DEC-2015

To activate adifferent license

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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Product Name Active Total number of licenses | Number used Type Expires on v
Gitrix XenMobile Enterprise Edition|Device v 15002 0 Retail 01-DEC-2015
Gitrix XenMobile App Edition|Device 2 o] Retail 01-DEC-2024
@ *
Showing 1 - 2 of 2 items v
Activate
Expiration notification OFF

v Activate

Are you sure you would like to activate a different license?
The currently active license will be deactivated.

To automate an expiration notification

Expiration notification m

Notify every* 7 day(s) 60 day(s) before expiration
Recipient™ Enter email address(es)
Content* License expiry notice
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Dashboard Manage Configure A\ administrator
ﬂ Customize (68 Refrosh
Compliance Decommission First connection
Qo Q5 00 0 1 0 3 0
ActiveSync blocked  Non-compliant  Inactive Last 24 hours Last24 hours  Pending (selective Last 24 hours Pending
(wipes) (selective wipes) wipes)
8 #
Choosea chart type 9
@ Unknown
@ 000-HK
@ ATAT
@ ATT-US
-1 @ Samsung
Pie Chart Donut Chart. Bar Chart @ Verizon
N
1
1 1
1
o )
5 5
4
a4 - 4
3 3
3 - 3
2 2
2 = 2 =
‘ . 1
0 o
i0s Android Windows Phone 8.x i0s Android
L . Import certificates . .
Initial install settings {trL?sted SSL, APNS, TR AR Configure Configure SMTP & SMS
to configure now ) ) ! e NetScaler Gateway™ notification servers
client certificates)

https://docs.citrix.com
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-install.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow1.html

@ ---------------------------------------------------------------------------------------------------------------------- -

‘I
. .
+  Recommended '
E prerequisites Add users & Add delivery Assign roles to Up::‘:;iz;;iate Add workflows for i
. before adding groups groups users & groups™® app approvals* .
- . templates -
. apps and devices -
. ]
. L

h Wrap apps with ) Add I i
‘ ; Configure app app Al Kl Deploy apps to s
- Add apps MDX toolkit as Add apps policies categories™® pply worktiow delivery groups s
' necessary h

P pppp———_

; Confi lient settings, such

. . Configure device Deploy device policies to ontigure cien Ings, such as Create automated

: Add devices olicies delive oups beacar N o e Orpordand actions for devices*

: p Ty group ActiveSync Gateway™

:

1 :

1 [}

s Enroll user devices Check enroliment Send enrollment A

. modes for invitations invitations .

: ‘

1 [}

L] L

. View notifications and :
& . B . Issue security actions on Do connectivity checks, create s
: Ongoing app and monitor devices and apps devices as necessa support bundles and view logs® :
- device management on the dashboard v [ & H
H '
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow3.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow4.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow5.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow6.html

s N
1

Initial install settings
to configure now

https://docs.citrix.com

Import certificates
(trusted SSL, APNs,
client certificates)

Configure LDAP*

Configure
NetScaler Gateway™

Configure SMTP & SMS
notification servers
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-certificates.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-ldap-configuration.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-netscaler-gateway.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-notification-server.html

@ .......................................................................................................................

Recommended
prerequisites
before adding
apps and devices

Add users &
groups

Add delivery
groups

Assign roles to
users & groups™®

Update or create
notification
templates

Add workflows for
app approvals®

https://docs.citrix.com
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow1.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-delivery-groups.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con/xmob-customroles-rbac-tsk.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con/xmob-notificationtemplate-tsk.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con/xmob-enrollment-modes-SHP.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-apps-addapp-tsk/xmob-settings-workflows.html

- Wrap apps with ) :
. ) Configure app Add app Deploy apps to .
- Add apps MDX toolkit as Add apps policies categories™® Apply workflow delivery groups '
' necessary -
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/mdx-toolkit/10/about-mdx-toolkit.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-apps-addapp-tsk.html
http://docs.citrix.com/en-us/mdx-toolkit/10/xmob-mobile-app-policy-defaults.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-apps-addapp-tsk.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-apps-addapp-tsk/xmob-settings-workflows.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-delivery-groups.html

Add devices

Configure device
policies

Deploy device policies to
delivery groups

Configure client settings, such as
beacons, Worx Home support, and
ActiveSync Gateway™

Create automated
actions for devices™®

https://docs.citrix.com
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow3.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-device-details-tsk.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-device-policy-wrapper/xmob-device-policy-matrix.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-delivery-groups.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-settings-client-wrapper-con.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-auto-actions-add.html

Check enrollment
modes for invitations

Send enroliment
invitations

https://docs.citrix.com
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow3.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow4.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con/xmob-enrollment-modes-SHP.html

Ongoing app and
device management

View notifications and
monitor devices and apps
on the dashboard

Issue security actions on
devices as necessary

Do connectivity checks, create
support bundles and view logs®

https://docs.citrix.com
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow3.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow4.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow5.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper.html
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To view options from the tables in the XenMobile console

Xen

Device Policies

Device Policies showfiter

Add | Edit | Delete |

Policy name

cellular policy
cellular policy 2
org info policy
xenmobile policy name
i0S restriction policy
Samsung SAFE Restrict policy
Windows Phene 8.1 Restrict
Windows 8.1 Tablet Restrict
Amazon Restrict

app uninstall policy

Type

Gellular

Gellular

Organization Info

Xmoptions

Restrictions

Restrictions

Restrictions

Restrictions

Restrictions

Delete Application

Configure

administrator

Greated on Last updated on Status
1/14/15.4:52. 000 1a/1e .oz aag
11415
1414115
Deployment
11415
114ns Installed Pending Failed
11415
11415

1/14/15 3:14 PM

1114415 3:15 PM

1/20/15 9:56 AM

1/14/15 3:14 PM

1114415 3:15 PM

1/20/15 11:51 AM

To filter informationin the XenMobile console

https://docs.citrix.com
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Dashboard

Devices | show filter

B

(] &) &)

Add I Import Refresh I Export
Status Mode User nan
as] | MDM | winusera
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XenMobile

Filters

P User Group

P Device Status

P Shared Status

P Inactive Time

SAVE THIS VIEW
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Filters

¥ User Group

MSP 0
yGrIp 0 1
Local_Users 1

> Active Direct... 6

¥ Device Mode L

> MDM 6
» MAM 1
> Enterprise 0

P Device Status

¥ Platform/Version

» i0s 2 -

SAVE THIS VIEW
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Devices Hide filter
¥ Platform/Version Clear
51 & &
v -
108 2 B add | impot | Refesh | Export
712 1
Siatus Mode User name Device platform
8.3 1 —
4] | MDM ‘ winuser3@testprise.net  Windows Phone
‘ ) 8.x
> Android 1
B | MDM ‘ winuserb@testprise.net  Windows Phone
Windows 8.1___ 0 |E — 3x
¥ = windowsPh.. 4 (0] -} [ man | shared_user i0s
8.10.1239... 1
8107234 1 Showing 1 - 3 of 3 items
8.10.1509... 2
Unknown 0
Show more
P Device Ownership -
SAVE THIS VIEW

Unknown 0

Show maore

P Device Ownership -

WinPhone and iOS|

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.114



SAVE THIS VIEW

WinPhone and iOS
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Settings = Motification Server

Notification Server
You can add and configure SMTP and SMS gatewa

(b1
Add

SMTP Server Mame
SMS Gateway
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Configure

Settings = Notification Server = Add SMTP Server

Add SMTP Server

You need to configure the SMTP notifications server to send messages to users. If the SMTP server is hosted on an internal server, vou get the server

information from your IT department. If the server is a hosted email ser you can find information from the se provider's website. Only one SMTP

ris activated at one time.

Name*

Description

SMTP Server”
Secure channel protocol MNone -
SMTP server port*
Authentication OFF

Microsoft Secure Password OFF
Authentication (SPA)

From name*

From email*

Test Configuration

» Advanced Settings

Caneel Add
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Add a Carrier SMS Gateway

Converts smal messsgss pa=zsing through the gateway to a pre-dsfined format, =uch a2 aninstant meszags.

Carrier®
Gateway SMTP domain*
Country code’ Afghanistan +93 ~

Email sending prefix

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.119


https://www.nexmo.com/

To add a Carrier SMS Gateway

Configure

Carrier SMS Gateway

© | o

Add Detect
Carrisr SMTP domain Country code Sending prafix v
ATAT tet.att.net
Alitel message.alitel com +1 £

# | o

Boost Mobile myboostmobile.com +1 Edit Delete

Add a Carrier SMS Gateway

Converts smal messsgss passing through the gateway to a pre-dsfined format, such a2 aninstant messags.

Carrier*
Gateway SMTP domain*
Country code” Afghanistan +93 =

Email sending prefix

Cancel Add

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.120



https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.121


https://www.nexmo.com/

Configuring Client Certificates for Authentication
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XenMobile PKI

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.123



XenMobile Certificate Expiration Policy

APNs certificate for WorxMail

APNs certificate for iOS device management
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MDX Toolkit (iOS distribution certificate)

Android keystore

Enterprise certificate from Symantec for Windows phones
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NetScaler
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To import akeystore
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Dashboard Manage Configure

Settings

Certificates Licensing Notification Templates Role-Based Access Gontrol
Enroliment Local Users and Groups Release Management Workflows

» More

Dashboard

Settings = Certificates

Certificates

You must restart XenMobile on all nodes to commit and activate your

& (1
Import

Name

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.128



Import
You can import certificates or keystores used by PKl components. You can import several certificates, but

you can only have one certificate active at a time.

Import Keystore =
Keystore type PKCS#12 -
Use as Server =
Keystore file™
Password*
Description

To import a certificate
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Import
You can import certificates or keystores used by PKI components. You can import several certificates, but

you can only have one certificate active at a time.

Import Certificate -
Use as Server -
Certificate import™ Browse

Private key file Browse

Description
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Updating a Certificate
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Common PKI Concepts

Generic PKI
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To add a Generic PKl

PKI Entities

@

=}

Generic PKI Entity Type

Microsoft Certificate Services Entity

Discretionary CA

Generic PKI Entity: General Information
The Generic PKI (GPKI} protocol is a proprietary XenMobile protocol running over a SOAP Web Service layer to provide uniform

interfacing with various PK] solutions. The GPKI ad
escription Language (WSDL). You can create a GPKI entity to provide XenMol

nt, publishes a self-describing Web Services

apter, as a SOAP Web Services e

the WSDL through a URL.

Name*

WSDL URL*

Authentication type None
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Microsoft Certificate Services

To add a Microsoft Certificate Services entity

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.134



Microsoft Certificate Services Entity: General Information

Name™

Web enroliment service root URL*

)

certnew.cer page name* certnew cer
certinsh.asp* certfnsh.asp
Authentication type Select an option - -
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Discretionary CAs

https://server/instance/ocsp

To add discretionary CAs

Discretionary CA: General Information

MName®

CA certificate to sign certificate requests™ Devices Certificate Authority, CN=De... ~
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Discretionary CA: Parameters

Serial number generator® Sequential v
Mext serial number 1 v
Certificate valid for 60 days

Extended key usage
Key usage

MName™ [+ Add

DigitalSignature
NonRepudiation
KeyEncipherment

| ON @)
| ON @)

DataEnciphement

OFF
KeyAgreement OFF
KeyGCertSign OFF
CRLSign OFF
EncipherOnly OFF
DecipherOnly OFF
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Methods of Certificate Issuance
You can obtain a certificate, which is referred to as methods of issuance in two ways:

e sign. With this method, the issuance involves creating a new private key, creating a CSR, and submitting the CSR to a Certificate Authority
(CA) for signature. XenMobile supports the sign method for the three PKI entities (MS Certificate Services Entity, Generic PKI and
Discretionary CA).

e fetch. With this method, the issuance, for the purposes of XenMobile, is a recovery of an existing key pair. XenMobile supports the fetch
method only for Generic PKI.

A credential provider uses either the sign or fetch method of issuance. The selected method affects the available configuration options.
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Notably, CSR configuration and distributed delivery are available only if the issuing method is sign. A fetched certificate is always sent to the
device as a PKCS#12, the equivalent of centralized delivery mode for the sign method.

Certificate Delivery
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Certificate Revocation

Certificate Renewal

To create a credential provider
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Credential Providers: General Information
You can define one or more credential providers for device certificate issuance and lifecycle. The credential providers
control the certificate format (subject, key, algorithms) and the conditions for the certificate renewal or revocation, if any.
Name*
Description
%
Issuing entity ms -
Issuing method SIGN -
Templates ong -
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Credential Providers: Certificate Signing Request x

the parameters for the key pair that is created during issuance, as well as the |

Key algorithm RSA e

Key size* 2048

Signature algorithm SHATWIthRSA -

Subject name* cn=Suser.usemame

Subject alternative names

Type Value™ [+ Add

User Principal name S$user.userprincipalname

CN=${user.username} OU=${user.department} O=${user.companyname}
C=${user.c}\endquotation
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Credential Providers: Distribution

Issuing CA certificate CN=testprise-TESTPRISE_GA-_ -

Select distribution mode Prefer centralized: Server-side key generation

@ Prefer distributed: Device-side key generation
Only distributed: Device-side key generation

Distributed mode uses the SCEP protocol and requires Registration Authority (RA) certificates. You may use the same RA certificate for
both

Credential Providers: Distribution

RA signing certificate™ Administrator,
Issuing CA certificate CN=testprise-TESTPRISE_CA-_ -

RA ancryption certificate™ Administrator,

Select distribution mode @ Prefer centralized: Server-side key generation

Prefer distributed: Device-side key generation

Only distributed: Device-side key generation

Credential Providers: Revocation XenMobile

Configure the conditions under which XenMobile should internall

ved through this provider configuration, as revoked.

Revoke issued certificates When the certificate is renewed

When the certificate is removed from the device

When the certificate is wiped or revoked

When the device is deleted from XenMobile

When certificate is revoked

Send notification OFF

Revoke certificate on PKI OFF
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When certificate is revoked

Send notification m

Motification template No templates available =

When certificate is revoked

Send notification OFF
Revoke certificate on PKI m
Entity No templates available =4

Credential Providers: Revocation PKI
Enable external revocation checks m ®
OCSP responder CA certificate DC=net,DC=testprise,CN=tesip... ~
When certificate is revoked Do nothing -
Send notification OFF
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Credential Providers: Renewal

Renew certificates when they expire m

Renew when the certificate comes within* 30 days of
expiration

Do not renew certificates that have already expired

Send notification OFF
Notify when the certificate nears expiration OFF
Notify when the certificate comes within* 30 days of expiration
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Apple MDM Push Certificate Migration Information

To create a CSR by using Microsoft IIS

To create a CSR on a Mac computer
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To create a CSR by using OpenSSL
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Tosignthe CSR

To submit the signed CSR to Apple to obtainthe APNs certificate

To create a.pfx APNSs certificate by using Microsoft IIS
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To create a.pfx APNs certificate on a Mac computer

To create a.pfx APNs certificate by using OpenSSL

To import an APNs certificate into XenMobile
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To renew an APNs certificate
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To configure NetScaler Gateway

Configure

Cartificates Licenging Motification Templates
Enroliment Local Usere and Groups: FReleaze Managemsnt VE

Certificate Management

Credential Pro

Glient

% Store Branding

&

Beacons Clisnt Properties Worx Home Support W

Notifications

- NetGcaksr Gateway _|

LDAF Natwori

Maobile Service Provider Samsung KNOX

WETENT Configure

NatScaler Gatawsy

NetScaler Gateway

When you configure NetScaler Gateway, you configure the authentication mechanism for

=5 to the internal network. If you use NetScaler Gateway with

S unesd to enable StoreFront as wal

ont as the authentication sar

Authentication  ({&E] )

Deliver user certificate for authentication DFF (]

Credential provider Sel ich -
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To add a new NetScaler Gateway instance

Manage GConfigure

Seffings - NetScalsr Gateway > Add New NetScaler Gateway

Add New NetScaler Gateway

Name" Applance name
Alias
External URL" Publicly scoegeibls URL
Logon Type Domain only -

Pasaword Required

Set as Default OFF
Callback URL" Virtual IP* [t Add

Cancsl Bave
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Ssttings = MatScsler Gatewsy

NetScaler Gateway

When you configure NetScaler Gateway, you configure the authentication mechanism for

StoreFront as the authentication o enabls

Authentication (B0 )

Deliver user certificate for authentication DFF @)

Credential provider ) .

Nams Default External URL Logon Typs # of Callback URL= ~

| netscalrboston v httpe: frecsiver.com Domsin 0

Bsattings MatScaler Gateway = Add Mew MatScalar Gatewsay

Add New NetScaler Gateway

Nama' netzcalerboston
Alias Cambedgs
External URL" hitps:/recsiven.com
Logon Type Domain ondy 7

Pasasword Required

Eet as Default

Callback URL* Virtual IP+ [t Add

Callback URL* Virtual 1P+

Save Canoel
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Configure

Settings

Settings
Certificates Licensing Notification Templates Role-Based Access Control

Enroliment Local Users and Groups Release Management Workflows

» More
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To add, edit, or delete local users in XenMobile

May 15, 2015
You can add local user accounts to XenMobile manually or you can use a provisioning file to import the accounts. See To
import user accounts by using a .csv provisioning file for the steps to import users froma provisioning file.

1. Inthe XenMobile console, click Configure > Settings > Local Users and Groups.

XenMobile Dashboard Configure

Settings
Certificates Licensing Notification Templates Role-Based Access Control
Enroliment Local Users and Groups Release Management Workflows

The Local Users and Groups page appears.

Local Usars and Groups  snow iise

51 L ®
hdd g [ManogeLocal’  Expon

Upar ramn Finios Groups Creehad Last muthenticaing
EME YOI AN

& 2B BT P

To add alocal user

This procedure adds one user to XenMobile at a time. To add multiple users, see To import user accounts by using a .csv
provisioning file.

1. Onthe Local Users and Groups page, click Add. The Add Local User page appears.
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Configure

Seftings = Local Users and Groups > Add Local User
User name™ Enter user name
Password Enter new password
Role™ ADMIN -
— User Properties Add
el S

2. Type the following information to add a new local user:
1. User name: Type the users name. This is a required field.
2. Password: Type an optional user password.
3. Role: Inthe Role list, click the user's role. For more information about roles, see To create or update customroles in
XenMobile with RBAC.

Role* ADMIN -

ADMIN
DEVICE_PROVISIONING
SUPPORT

USER

4. Membership: In the Membership list, click the group or groups to which to add the user.

Membership local\MSP

3. To optionally add user properties, follow these steps:
1. Next to User Properties, click Add.
2. Inthe User Properties list, click a property.
3. Type the user property attribute in the field next to the list.
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— User Properties Add

Department - Honeanee

Agctive Directory failed logon tries =
ActiveSync user email

BES user email

user01@domain com

Company - usA
Gompany name
ABG Gompany
Country
Department
Desaription
Disabled user
Distinguished name

Domain name

Email -

4. Click Done to save the user property or click Cancel to cancel the operation.
5. Repeat steps b, ¢, and d for other properties you want to add.
4. Optionally, to edit a user property, do the following:
1. Click the user property you want to edit.
2. Change the user property attribute.
3. Click Done to save the edit or click Cancel to cancel the edit.
5. Optionally, to delete a user property, do the following:
1. Hover over the line containing the user property you want to delete.
2. Click the X that appears on the right side of the line.

— User Properties Add
Department X

Email user01@domain.com

Country usA @
Company name ABC Company

The property is deleted immediately.
6. Click Save to save the new user.

To edit alocal user

1. Onthe Local Users and Groups page, in the list of users, click to select a user.

User name Roles Groups Created Last authenticated ~
administrator ADMIN 12/2/14 9:28 AM 12/2/14 3:26 PM
User01 USER MSP 12/2/14 12:58 PM 12/2/14 12:58 PM

User02 SUPPORT MsP 12/2/14 1:48 PM 12/2/14 1:48 PM

The Edit Local User page appears.

2. Change the following information as appropriate:
1. User name: Type the users name. This is a required field.
2. Password: Type an optional user password.
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3. Role: In the Role list, click the users role.

4. Membership: In the Membership list, click the group or groups to which to add the user.
5. User properties: Add new or edit existing user properties.
3. Click Save to save your changes.

To delete alocal user

1. Onthe Local Users and Groups page, in the list of users, do one of the following:
e Select the check box next to the user or users you want to delete, and then click Delete.

Local Users and Groups  Shoufie

Search Q
(a1 = B o

User name Roles Groups Greated Last authenticated ~
administrator ADMIN 12/2/14 9:28 AM 12/2/14 3:26 PM
User01 USER MSP

2/2/14 12:58 PM 12/2/14 12:58 PM

User02 SUPPORT MSP.AnotherUserGroup 12/2/14 1:48 PM

12/2/14 1:48 PM

User name Roles Groups

Created Last authenticated v
administrator ADMIN 12/2/14 9-28 AM 12/2/14 3:26 PM

User01 USER MSP 12/2/14 12:58 PM 12/2/14 12:58 PM

User02 SUPPORT MSP {b

12/2/14 1:48 PM

12/2/14 1-:48 PM K

& B

A confirmation dialog appears. Click Delete to confirm the operation and remove the user or users.
Important: You cannot undo this operation.
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Mar 06, 2015

example, specify username@domain.com. This syntax prevents additional lookups that will slow the import speed.
If importing users to the XenMobile internal user directory, disable the default domain in order to speed up the import

Importing User Accounts
You can import user accounts and properties froma .csv file called a provisioning file, which you can create manually. See

Note:

Provisioning file formats for information on formatting provisioning files.
e |f you are importing users from an LDAP directory, use the domain name along with the user name in the import file. For

process. You can reenable the default domain after the import of internal users is completed.
Local users can be in User Principal Name (UPN) format, but Citrix recommends that you not use the managed domain;

forexample, if example.comis managed, do not create a local user with this UPN format: user@example.com.

After you prepare a provisioning file, follow these steps to import the file to XenMobile.

1. Inthe XenMobile console, click Configure > Settings > Local Users and Groups.

Dashboard

XenMobile

Settings
Ir Local Users and Groups

2. Onthe Local Users and Groups page, click Import.

Local Users and Groups

The Import Provisioning File dialog box appears.
3. Onthe Import Provisioning File dialog box, select the format of the provisioning file you are importing.

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Import Provisioning File

Format @ User ®

User property (2

4. Next to File, click Browse to navigate to the location of your provisioning file and then click Import.
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Provisioning file formats

Mar 06, 2015

A provisioning file that you create manually and use to import user accounts and properties to XenMobile must be in the
following formats:

e User provisioning file fields: user;password;role;groupl;group2

e User attribute provisioning file fields: user;propertyNamel;propertyValuel;propertyName2;propertyValue2

Note:

e The fields within the provisioning file are separated by a semi-colon (). If part of a field contains a semi-colon, it must be
escaped with a backslash character (\). For example, the property propertyV;test;1;2 would be typed as
propertyV\;test\;1\;2 in the provisioning file.

e Valid values for Role are the predefined roles USER, ADMIN, SUPPORT, and DEVICE_PROVISIONING, plus any additional
roles that you have defined.

e The period character () is used as a separator to create group hierarchy; therefore, you cannot use a period in group
names.

e Property attributes in attribute provisioning files must be lowercase. The database is case-sensitive.

Example of user provisioning content

This entry, user01; pwd\;01;USER; myGroup.users01;myGroup.users02; myGroup.users.users01, means:

User: user01

Password: pwd;01

Role: USER

Groups:

e myGroup.users01

e myGroup.users02

e myGroup.users.users.users0l1

Example of user attribute provisioning content
This entry, user01;propertyN;propertyV\;test\;1\;2;prop 2;prop2 value, means:

e User: user01
e Property 1:

e name: propertyN

e value: propertyV;test;1;2
e Property 2:

e name: prop 2

e value: prop 2 value
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Adding or Removing Groups

Mar 06, 2015

You manage groups in the Manage Groups dialog box in the XenMobile console, which you can find on the Local Users and
Groups page, the Add Local User page, or the Edit Local User page. There is no group edit command. If you remove a group,
keep in mind that removing a group has no effect on user accounts. Removing a group simply removes the users'
association with that group. Users also lose access to apps or profiles provided by the Delivery Groups that are associated
with that group; any other group associations, however, remain intact. If users are not associated with any other local
groups, they are associated at the top level.

To add alocal group

1. Do one of the following:
e Onthe Local Users and Groups page, click Manage Local Groups.

Local Users and Groups

e Oneitherthe Add Local User page or the Edit Local User page, click Manage Groups.

User name* User(2 *
Password Enter new password *
Role™ SUPPORT -

Membership local\MSP Manage Gr::-ups:h

local\UserGroup

The Manage Groups dialog box appears.
2. Below the group lists, type a new group name and then click the Plus Sign (+).
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Manage Groups

MSP

UserGroup

AnotherlUserGroup m

The user group is added to the list.
3. Click Close.

To remove a group

Note: Removing a group has no effect on user accounts. Removing a group simply removes the users' association with that
group. Users also lose access to apps or profiles provided by the Delivery Groups that are associated with that group; any
other group associations, however, remain intact. If users are not associated with any other local groups, they are
associated at the top level.
1. Do one of the following:

e Onthe Local Users and Groups page, click Manage Local Groups.

e Oneitherthe Add Local User page or the Edit Local User page, click Manage Groups.

The Manage Groups dialog box appears.
2. Onthe Manage Groups dialog box, click the group you want to delete.
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Manage Groups

MSP

Elk

LocalUsers._1

Managers

3. Click the trash canicon to the right of the group name. A confirmation dialog box appears.
4. Click Delete to confirmthe operation and remove the group.

Important: You cannot undo this operation.
5. Onthe Manage Groups dialog box, click Close.
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To configure enrollment modes and enable the Self
Help Portal

Apr01, 2015

You configure device enrollment modes to allow users to enroll their devices in XenMobile. XenMobile of fers seven modes,
each with its own level of security and steps users must take to enroll their devices. You can make some modes available on
the Self Help Portal, where users can log on and generate enrollment links that allow themto enroll their devices or choose
to send themselves an enrollment invitation.

You configure enrollment modes in the XenMobile console from the Settings > Enrollment page. You send enrollment
invitations in the XenMobile console fromthe Manage > Enrollment page (see Enrolling Users and Devices in XenMobile).

Note: If you plan to use custom notification templates, you must set up the templates before you configure enrollment
modes. For more information about notification templates, see To create or update notification templates in XenMobile.
1. Onthe XenMobile console, click Configure > Settings > Enrollment.

XenMobile Dashboard Configure administrator

Settings

Certificates Licensing Notificatior R ed Access trol

Enroliment Local Users and Groups

» More

The Enrollment page appears, containing a table of all available enrollment modes.

administrator

Enroliment

Enroliment

Enable and disable enrollment m r users. You can also enable the Self Help Portal to allow users to generate enrollment links that let them download Worx Home and enroll

their devices, or to send themselves an enrollment invitation.

Name Enabled Default Self Help Portal Expire After Attempis PIN Length PIN Type Templates v
Usemame + Password Vv
High Security v 1 day(s) 3 8 numeric
Invitation URL v 1 day(s)
Invitation URL + PIN v 1 day(s) 3 8 numeric
Invitation URL + Password v 1 day(s) 3
Two Factor v 1 day(s) 3 8 numeric
Usemame + PIN v 1 day(s) 3 8 numeric
Showing 1-7 of 7 items
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2. Select any enrollment mode in the list to edit and then set the mode as the default, delete the mode, or allow users
access through the Self Help Portal.
Note: When you select the check box next to an enrollment mode, the options menu appears above the enroliment
mode list; when you click anywhere else in the list, the options menu appears on the right side of the listing.

_'. | S | v ﬁ
Edit Disable Default | Self Help
Portal
Name Enabled Default
Usemame + Password v
High Security v
Invitation URL vy

Name Enabled Default Self Help Fortal | Expire after | Attempts PIN length | PIN type Templates  ~
User name + Password v v
High Security v 1 day(s) 3 x
L o
Invitation URL v 1 day(s) Edit Disable Default | Self Help
Portal
Invitatien URL + PIN v 1 dayfs) kel

To edit an enrollment mode

1. Inthe Enrollment list, select an enrollment mode and then click Edit. Depending on the mode you select, you may see
different options than the options shown in the following figure.

Dashboard C ure adminisirator

Seftings > Enroliment - Edit Enrollment Mode

Edit Enroliment Mode

Name Usemame + PIN
Expire after* 1 a Days - @
Maximum attempts* 3 @
PIN Length™ 8 Numeric e
Notification templates
Template for enroliment URL -- SELECT ONE -- hd
Tempilate for Enroliment PIN -- SELECT ONE -- -

for -- SELECT ONE --
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2. Change the following information as appropriate:

1. Expire after: Enter an expiration deadline after which users cannot enroll their devices.
Note: Enter O to prevent the invitation from expiring.

2. Days: Select Days or Hours to correspond to the expiration deadline you entered in Expire after.

3. Maximum attempts: Enter the number of attempts to enroll that a user can make before being locked out of the
enrollment process.

Note: Enter 0 to allow unlimited attempts.
4. PIN length: Enter a numeral for how many digits/characters the generated PIN will contain.
5. Numeric: Select Numeric or Alphanumeric for the PIN type.
3. Under Notification templates, change the following settings as appropriate:

1. Template for enrollment URL: Select a template to use forthe enrollment URL. For example, the Enroliment invitation
template sends users an email or SMS depending on how you configured the template that lets them enroll their
devices in XenMobile. For more information on notification templates, see To create or update notification templates
in XenMobile.

2. Template for enrollment confirmation: Select a template to use to informa user that enrollment was successful.

4. Click Save to commit your changes.

Name Enabled Default Self Help Portal Expire After Attempis PIN Length | PIN Type Templates

Usemame + Password Enroliment Invitation, Enroliment
Confirmation

To set an enrollment mode as the default

When you set an enrollment mode as the default, the mode is used for all device enrollment requests unless you select a
different enrollment mode. If no enrollment mode is set as the default, you must create a request for enrollment for each
device enrolment.

Note: Only Username + Passwords, Two Factor, or Username + PIN can be set as the default enrollment mode.

1. Select one of Username + Passwords, Two Factor, or Username + PIN to set as the default enrollment mode.
Note: The selected mode must be enabled to be set as the default.

2. Click Default. The selected mode is now the default. If any other enrollment mode was set as the default, the mode is
no longer the default.

Name Enabled Default Self Help Portal | Expire After Attempis PIN Length = PIN Type Templaies v
Usemame + Password Enroliment Invitation, Enroliment
Confirmation
EE—

To disable an enrollment mode

Disabling an enrollment mode makes it unavailable for use, both for group enrollment invitations and on the Self Help
Portal. You may change how you allow users to enroll their devices by disabling one enrollment mode and enabling another.

1. Select an enrollment mode.
Note: You cannot disable the default enrollment mode. If you want to disable the default enrollment mode, you must
first remove its default status.

2. Click Disable. The enrollment mode is no longer enabled.
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Name Enabled Default Self Help Portal Expire After Attempts | PIN Length PIN Type  Templates

Usemame + Password Enrollment Invitation, Enroliment
Confirmation

To enable an enrollment mode on the Self Help Portal
Enabling an enrollment mode on the Self Help Portal lets users enroll their devices in XenMobile individually.

Note:
e The enrollment mode must be enabled and bound to notification templates to be made available on the Self Help

Portal.
e You can only enable one enrollment mode on the Self Help Portal at a time.

1. Select an enrollment mode.
2. Click Self Help Portal. The enrollment mode you selected is now available to users on the Self Help Portal. Any mode
already enabled on the Self Help Portalis no longer available to users.

Name Enabled Default Self Help Portal | Expire After Atltempis PIN Length PIN Type Templates

Usemame + Password v/ v Enroliment Invitation, Enroliment
Confirmation
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Configuring Roles with RBAC

May 20, 2015

The Role-Based Access Control (RBAC) feature in XenMobile lets you assign predefined roles, or sets of permissions, to
users and groups. These permissions control the level of access users have to systemfunctions.

XenMobile implements four default user roles to logically separate access to system functions:

e Administrator. Grants full system access.
e Support. Grants access to remote support.
e User. Used by users who can enroll devices and access the Self Help Portal.

You can also create new user roles with permissions to access specific system functions beyond the functions defined by
these default roles by using the default roles as templates that you customize.

Roles can be assigned to local users (at the user level) or to Active Directory groups (all users in that group have the same
permissions). If a user belongs to several Active Directory groups, all the permissions are merged together to define the
permissions for that user. For example, if ADGroupA users can locate manager devices, and ADGroupB users can wipe
employee devices, then a user who belongs to both groups can locate and wipe devices of managers andemployees.
Note: Local users may have only one role assigned to them.

You can use the RBAC feature in XenMobile to do the following:

e Create a new role.
e Add groups to a role.
e Associate local users to roles.

1. Inthe XenMobile console, click Configure > Settings > Role-Based Access Control.

Dashboard Manage Configure administrator F A

The Role page appears, which displays the four default user roles, plus any roles you have previously added.
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Configure

ttings - Role-Based Access Centrol

Role-Based Access Control
o
+ ADMIN
+ DEVICE_PROVISIONING

+ SUPPORT

+ USER

Note: If you click the plus sign (+) next to a role, the role expands to show all the permissions for that role, as shown in
the following figure.

— DEVICE_PROVISIONING

Authorized access Console features

Self Help Portal access ¥ Devices
Full Wipe device
Clear Restriction
Selective Wipe device
\View locations
Locate device
Track device
Lock device
Unlock device

2. Click Add to add a new user role, click the penicon to the right of an existing role to edit the role, or click the trash can
icon to the right of a role you previously defined to delete the role. You cannot delete the default userroles.
e When you click Add or the pen icon, the Add Role or the Edit Role page appears.
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Dashboard Manage Configure X administrator F

Settings

Role Based Access Gonti Add Role

Add Role Role Info x
RBAG name”
1 Role Info
RBAG template Select a template - Apply

2 Assignment
Authorized ace Admin console access
Self Help Portal access
Shared devices enroller

Remote Support access

Console features Dashboard

3 Devices

] Application

3 Delivery group

3 Smart action

k Setting

] Enrollment

3 Policies
Apply permissions @ To all user groups

© To specific user groups

e When you click the trash canicon, a confirmation dialog appears. Click Delete to remove the selected role.
3. Enterthe following information to create a new user role or to edit an existing user role:

1. RBAC name: Enter a descriptive name forthe new user role. You cannot change the name of an existing role.

2. RBAC template: Click a template as the starting point for the new role or click a new template for an existing role.
Note: RBAC templates are the default userroles, plus any roles that you have previously defined. They define the
access users associated with that role have to systemfunctions. After you select an RBAC template, you can see all
of the permissions associated with that role in Authorized Access and Console Features fields. Using a template is
optional; you can directly select the options you want to assign to a role in the Authorized Access and Console
Features fields.

Select a template =

Select a template

ADMIN
DEVICE_PROVISIONING
SUPPORT {t’)
USER

Lasnoozi

e (Click Apply to populate the Authorized access and Console features check boxes with the pre-defined access and
feature permissions for the selected template.
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e Select and clear the check boxes in Authorized access and Console features to customize the role.
Note: If you click the triangle next to a Console feature, permissions specific to that feature appear that you can
select and clear. Clicking the top-level check box allows read-only access to that console part; you must select
individual options below the top level to enable write/update access for that option. For example, in the following
figure, the user has read-only access to the Clear Restrictions option.

Dashboard

7 Devices

Console features

Full Wipe device
Clear Restriction
Selective Wipe device
g4 View locations

Locate device

Track device

3. Apply permissions: Select the groups to which you want to apply the selected permissions.

Apply permissions @ To all user groups
@ To specific user groups

Search for user groups

MSP

If you click To specific user groups, a list of groups appears from which you can select one or more groups.
4. Click Next. The Assignment page appears.

Configure administrator

Seftings > Role-Based Access Gontrol > Add Role
Add Role Assignment x
Assign the RBAC role to user groups
1 Role Info Select domain ‘Select an option - Selected user groups:
} 2 Assignment Include user groups Q
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5. Enterthe following information to assign the role to user groups and then click Save.
1. Select domain: In the list, click a domain.
2. Include user groups: Click Search to see a list of all available groups, or type a full or partial group name to limit the list
to only groups with that name.
3. Inthe list that appears, select the user groups to which you want to assign the role. When you select a user group,
the group appears in the Selected user groups list.

Assignment X
Select domain testprise.net - Selected user groups:
Include user groups Q testprise.net

tesiprise_net\Exchange - Domain Admins
Domain Servers

testprise.net\Windows
Authorization Access Group

testprise.net\Domain Admins

testorise net\Administrators
1

|

To remove a user group fromthe Selected user groups list, do one of the following:
e Click Searchto see a list of all user groups in the selected domain.
e Type a full or partial group name in the search box, and then click Search to limit the list of user groups.

User groups in the list have check marks next to their name in the resulting list. Scroll through the list and clear the
check box next to each group you want to remove.
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RBAC Roles and Permissions

Jul 28,2015
Each predefined role-based access control (RBAC) role has certain access and feature permissions associated with the role.
This article describes what each of those permissions does. For more information on how to configure RBAC roles, see
Configuring roles with RBAC.
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To enable autodiscovery in XenMobile for user
enroliment

Jun 30, 2016

Autodiscovery simplifies the enrollment process for users. They can use their network user names and Active Directory
passwords to enroll their devices, rather than having to also enter details about the XenMobile server. Users enter their user
name in user principal name (UPN) format; for example, user@mycompany.com.

To enable autodiscovery, you can access the Autodiscovery Service portal at https://xenmobiletools.citrix.com. For more
about the Autodiscovery Service portal, see the topic on XenMobile Autodiscovery Service.

There may be some limited cases in which you need to contact Citrix Support to enable autodiscovery. To do so you can
follow the procedures below to communicate your deployment information and, in the case of Windows devices, an SSL
certificate to the Citrix Technical Support team. After Citrix receives this information, when users enroll their devices, the

domain information is extracted and mapped to a server address. This information is maintained in the

XenMobile database, so that the information is always accessible and available when users enroll.

1. If you are unable to enable autodiscovery using the Autodiscovery Service portal
at https://xenmobiletools.citrix.com, open a Technical Support case using the Citrix Support portal and then provide the
following information:
The domain containing the accounts with which users will enroll.
The XenMobile server fully qualified domain name (FQDN).
The XenMobile instance name. By default, the instance name is zdm and is case-sensitive.
User ID Type, which can be either UPN or Email. By default, the type is UPN.
The port used foriOS enrollment if you changed the port number fromthe default port 8443.
The port through which the XenMobile server accepts connections if you changed the port number from the default
port 443.
e Optionally, an email address for your XenMobile administrator.
2. If you plan to enroll Windows devices, do the following:

1. Obtain a publicly signed, non-wildcard SSL certificate for enterpriseenrollment.mycompany.com, where
mycompany.comis the domain containing the accounts with which users will enroll. Attach the SSL certificate in .pfx
format and its password to your request.

2. Create a canonical name (CNAME) record in your DNS and map the address of your SSL certificate
(enterpriseenroliment.mycompany.com) to autodisc.zc.zenprise.com. When a Windows device user enrolls using a UPN,
in addition to providing the details of your XenMobile server, the Citrix enrollment server instructs the device to
request a valid certificate from the XenMobile server.

Your Technical Support case will be updated when your details and certificate, if applicable, have been added to the Citrix
servers. At this point, users can start enrolling with autodiscovery.

Note: You can also use a multi-domain certificate if you want to enroll using more than one domain. The multi-domain

certificate should have the following structure:

e A SubjectDN with a CN that specifies the primary domain it serves (for example, enterpriseenrollment.mycompanyl.com).

e The appropriate SANs for the remaining domains (for example, enterpriseenrollment.mycompany2.com,
enterpriseenrollment.mycompany3.com, and so on).
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Creating and Updating Notification Templates

Feb 13,2015

You can create or update notification templates in XenMobile to be used in automated actions, enrollment, and standard
notification messages sent to users. You configure the notification templates to send messages over three different
channels: Worx Home, SMTP, or SMS.

Note: If you plan to use SMTP or SMS channels to send notifications to users, you must set up the channels before you
can activate them. XenMobile prompts you to set up the channels when you add notification templates if they are not
already set up. For details, see Notifications in XenMobile.

1. Inthe XenMobile console, click Configure > Settings > Notification Templates.

Dashboard Manage

Settings

Certificates censing Notification Templates

Enroliment ocal Users and Groups Release Management

2. Do one of the following:

e (lick Add to add a new notification template. If no SMS gateway or SMTP server has been set up, a message appears
regarding the use of SMS and SMTP notifications. You can choose to set up the SMTP server or SMS gateway now
orset themup later. For details, see Notifications in XenMobile.

Note: If you choose to set up SMS or SMTP server settings now, you are redirected to the Configure > Settings >
Notification Server page. After setting up the channels you want to use, you can return to the Configure > Settings >
Notification Template page to continue adding or modifying notification templates.

Important: If you choose to set up SMS or SMTP server settings later, you will not be able to activate those channels
when you add or edit a notification template, which means those channels will not be available for sending user
notifications.

Will you use SMS and SMTP notifications?

To create a template for SMS and SMTP notifications, you need the

server settings.

e Select an existing template to edit or delete. Click the option you want to use.
Note:
e You can delete only notification templates that you have added; you cannot delete predefined notification
templates.
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e \When you select the check box next to a notification template, the options menu appears above the notification
template list; when you click anywhere else in the list, the options menu appears on the right side of the listing.

e XenMobile includes many predefined notification templates that reflect the distinct types of events that
XenMobile automatically responds to for every device in the system.

ActiveSync Gare - Wi YN Gateway blocR

Android Download Link SMTF, SMS Android Download Link

APNS cert expiration SMTP APNS Cert Expiration

Certificate renewal Worx Home Certificate is renewed

When you click to add a template, the Add Notification Template page appears.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.183



Xenly e Dashboard Manage Configure A administrator &

Settings
Sef Motification Templates > Add Motification Template
Add Notification Template
Based on the types of templates you choose, you can notify users through supported channels, such as SMTE, SMS and Worx Home.
Name™*
Description
Type Ad-Hoc Notification =
Manual sending supported
Channels
Message
Sound File Gasino.wav hd
SMTP
Sender
Recipient
Subject
Message
SMS
Recipient
Message
- -

3. Onthe Add Notification Template page (or the Edit Notification Template page if you are editing an existing

notification), enter or modify the following information:

1. Name: Type a descriptive name for the template.

2. Description: Type a description for the template.

3. Type: Select the notification type. Only supported channels for the selected type appear.
Note: For some template types, the phrase Manual sending supported appears below the type. This means that the
template is available in the Notifications list on the Dashboard and on the Devices page to let you manually send the
notification to users. Manual sending is not available in any templates that use the following macros in the Subject or
Message field on any channel:
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o S{outofcompliance.reason(whitelist_blacklist_apps_name)}
o S{outofcompliance.reason(smg_block)}
Attention: Only one APNS Cert Expiration template is allowed, which is a predefined template. This means you
cannot add a new template of this type.
4. Channels: Enter or modify the information for each channel to be used with this notification. You can choose any or all
channels. The channels you choose depends on how you want to send notifications:

e If you choose Worx Home, only iOS and Android devices receive the notifications, which appear in the device's
notification tray.

e |f you choose SMS, only users using devices with a SIM card receive the notification.

e |f you choose SMTP, most users should receive the message because they will have enrolled with their email
addresses.

Worx Home

1. Activate: Click to enable the notification channel.

2. Message: Type the message to be sent to the user. This field is required if you are using Worx Home.
3. Sound File: Select the notification sound the user hears when the notification is received.

SMTP

1. Click Activate to enable the notification channel.

Important: You are only able to activate the SMTP notification if you have already set up the SMTP server. For
details, see Notifications in XenMobile.

2. Sender: Enter an optional sender for the notification, which can be a name, an email address, or both.

3. Recipient: This field contains a pre-built macro for all but Ad-Hoc notifications to ensure that notifications are sent to
the correct SMTP recipient address. Citrix recommends that you do not modify macros in templates. You can also add
recipients (for example, the corporate admin), in addition to the user by adding their addresses separated by a semi-
colon (). To send Ad Hoc notifications, you can enter specific recipients on this page, or you can select devices from
the Manage > Devices page and send notifications from there. For details, see Adding Devices and Viewing Device
Details in XenMobile.

4. Subject: Type a descriptive subject for the notification. This field is required if you are using SMTP.

5. Message: Type the message to be sent to the user.

SMS

1. Click Activate to enable the notification channel.

Important: You are only able to activate the SMTP notification if you have already set up the SMTP server. For
details, see Notifications in XenMobile.

2. Recipient: This field contains a pre-built macro for all but Ad-Hoc notifications to ensure that notifications are sent to
the correct SMTP recipient address. Citrix recommends that you do not modify macros in templates. To send Ad Hoc
notifications, you can enter specific recipients, or you can select devices fromthe Manage > Devices page. For details,
see Adding Devices and Viewing Device Details in XenMobile.

3. Message: Type the message to be sent to the user. This field is required if you are using SMS.

Important: You are only able to activate the SMS notification if you have already set up the SMS gateway. For
details, see Notifications in XenMobile.
5. Click Add to add the new template or click Save to save your edits. When all channels are correctly configured, they
appear in this order on the Notification Templates page: SMTP, SMS, and Worx Home. Any channels not correctly
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configured appear after the correctly configured channels.
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Managing Delivery Groups

May 02, 2016
Device configuration and management typically involves creating resources (policies and apps) and actions in the XenMobile

console and then packaging them using delivery groups. The order in which XenMobile pushes resources and actions in a
delivery group to devices is referred to as the deployment order. This article describes how to add, manage, and deploy
delivery groups; how to change the deployment order of resources and actions in delivery groups; and how XenMobile
determines deployment order when a user is in multiple delivery groups that have duplicate or conflicting policies.

Delivery groups specify the category of users to whose devices you deploy combinations of policies, apps, and actions.
Inclusion in a delivery group is usually based on users' characteristics, such as company, country, department, office address,
title, and so on. Delivery groups give you greater control over who gets what resources and when they get them. You can
deploy a delivery group to everyone or to a more narrowly defined group of users.

Deploying to a delivery group means sending a push notification to all users with iOS, Windows Phone, and Windows tablet
devices who belong to the delivery group to reconnect to XenMobile, so that you can reevaluate the devices and deploy
apps, policies, and actions; users with other platform devices receive the resources immediately if they are already
connected or, based on their scheduling policy, the next time they connect.

The default AllUsers delivery group is created when you install and configure XenMobile. It contains all local users and Active
Directory users. You cannot delete the AllUsers group, but you can disable the group when you do not want to push
resources to all users.

Deployment Ordering

Deployment order is the sequence in which XenMobile pushes resources to devices. When determining deployment order,
XenMobile applies filters and control criteria, such as deployment rules and deployment schedule, to policies, apps, actions,
and delivery groups. Before adding delivery groups, consider how the information in this section relates to your deployment
goals.

Here's a summary of the main concepts related to deployment order:

e Deployment order: The sequence in which XenMobile pushes resources (policies and apps) and actions to a device.

e Deployment rules: XenMobile uses the deployment rules that you specify for device properties to filter policies, apps,
actions, and delivery groups. For example, a deployment rule might specify to push the deployment package when a
domain name matches a particular value.

e Deployment schedule: XenMobile uses the deployment schedule that you specify for actions, apps, and device policies
to control deployment of those items. You can specify that a deployment occurs immediately, on a particular date and
time, or according to deployment conditions.

The following table shows those and other criteria that you can associate with specific objects or resources to filter them
or control their deployment.

Object/Resource Filter/Control Criteria

Device platform

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.187



Device policy Deployment rule (based on device properties)

Deployment schedule

Device platform

App Deployment rule (based on device properties)
Deployment schedule
Deployment rule (based on device properties)

Action
Deployment schedule

User/Groups
Delivery group
Deployment rule (based on device properties)

It is very likely that, in a typical environment, multiple delivery groups become assigned to a single user, with the following
possible results:

e Duplicate objects exist within the delivery groups.
e A specific policy is configured differently in more than one delivery group that is assigned to a user.

When either of those situations occur, XenMobile calculates a deployment order for all of the objects that it must deliver
to a device oract upon. The calculation steps are independent of the device platform.

Calculation steps:

1. Determine all of the delivery groups for a specific user, based upon the filters of user/groups and the deployment rules.
2. Create an ordered list of all resources (policies, actions and apps) within the selected delivery groups that apply based on
the filters of device platform, deployment rules and deployment schedule. The ordering algorithmis as follows:

a. Place resources from delivery groups that have a user-defined deployment order ahead of those without one. The
rationale for this is described after these steps.

b. As a tie-breaker among delivery groups, order resources from delivery groups by delivery group name. For example, place
resources from delivery group A ahead of those from delivery group B.

¢. While sorting, if a user-defined deployment order is specified for resources of a delivery group, maintain that order.
Otherwise, sort the resources within that delivery group by resource name.

d. If the same resource appears more than once, then remove the duplicate resource.

Resources that have a user-defined order associated with them deploy prior to resources without a user-defined order. A
resource can exist in multiple delivery groups assigned to user. As indicated in the steps above, the calculation algorithm
removes redundant resources and only delivers the first resource in this list. By removing duplicate resources in that way,
XenMobile enforces the order defined by the XenMobile administrator.

For example, suppose that you have two delivery groups as follows:
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e Delivery group A: With unspecified order for resources (RES); contains RES1 and RES2.
e Delivery group B: With specified order for resources; contains RES3 and RES2. In this case, you want to deliver RES3
before RES2.

/fthe calculation algorithm only ordered deployment groups by name, XenMobile would perform the deployment in this
order: RES1, RES2, RES3. XenMobile would ignore RES2, a duplicate, from delivery group B.

However, the calculation algorithm places resources from delivery group B higher in the list over those from delivery group A,
so that XenMobile deploys in this order: RES3, RES2, RES1. XenMobile ignores RES2 from delivery group A, as it is a duplicate.
That algorithm therefore respects the order specified by the XenMobile administrator.

To add a delivery group

1. In the XenMobile console, click Configure > Delivery Groups. The Delivery Groups page appears.

Siwtus hiarma Lt Ligeckatiss Drzantians |

oG-m Pdary 12 2016 163 FM

Configure X administrator F 3

Delivery Groups

Delivery Group Delivery Group Information x
Enter a name for the delivery group and any information that will help you keep track of it later.
b 1 Delivery Group Info Name*
2 User Description

Resource (optional)

(]

Policies

Apps

Actions

4 Summary

3.Inthe Delivery Group Information page, enter the following information:
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Name: Type a descriptive name for the delivery group.
Description: Type an optional description of the delivery group.

4. Click Next. The Delivery Group User page appears.

XenMoabile Dashboard VERELT Configure administrator

Delivery Groups

Delivery Group Select User Groups x

Sele

user groups to include in the delivery group. Click Search to see all the available user groups. Narrow the

choices by typing part of the user group name before clicking Search.

—_

Delivery Group Info
Select domain local -

Include user groups Q Search

b 2 User

3 Resource (optional)
Folicies
Apps
Actions

4 Summary

Deploy 1o anonymous user OFF

Selected user groups:

» Deployment Rules

5.1n the Select User Groups page, enter the following information:
a. Select domain: Fromthe list, select the domain from which to choose users.
b. Include user groups: Do one of the following:
- Click Search to see a list of all user groups in the selected domain.
- Type a full or partial group name in the search box, and then click Search to limit the list of user groups.

c.Inthe list of user groups, click the groups you want to add. The selected groups appear in the Selected user
groups list.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.190



Select User Groups

Select domain local = Selecied user groups:

Include user groups Q m local

MBP

local\MSP

To remove a user group fromthe Selected user groups list, do one of the following:

- Click Search to see a list of all user groups in the selected domain.
- Type a full or partial group name in the search box, and then click Search to limit the list of user groups.

User groups in the Selected user groups list have check marks next to their name in the resulting list. Scroll through
the list and clear the check box next to each group you want to remove.

d. Or/And: Select whether users may be in any group (Or) or whether they must be in all groups (And) for the resource
to be deployed to them.

e. Deploy to anonymous user: Select whether to deploy to unauthenticated users in the delivery group.

Note: Unauthenticated users are users whomyou were not able to authenticate, but you allowed their devices
to connect to XenMobile anyway.

6. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base

Deploy when All ~ conditions are met. New Rule

a.In the lists, click options to determine when the policy should be deployed.

(1) You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.

(2) Click New Rule to define the conditions.

(3) In the lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
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(4) Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.

b. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
¢. You can use more advanced Boolean logic to combine, edit, or add rules.
(1) Click AND, OR, or NOT.

(2) Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign
(+) on the right-hand side to add the condition to the rule.

At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

(3) Click New Rule again if you want to add more conditions.

In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
CGurrent mobile couniry code only Andorra

AND OR NOT EDIT New Rule Delete

7. Click Next. The Delivery Group Resources page appears. You optionally add policies, apps, or actions for the delivery
group here. To skip this step, under Delivery Group, click Summary to see a summary the delivery group configuration;
otherwise, do the following:

Note: To skip a resource, under Resources (optional) click the resource you want to add and follow the steps for that
resource.

To add policies

XenMobile Dashboard Gonfigure administrator
Delivery Groups
Delivery Group Policies x
Drag the policies that you want to include in the delivery group.
1 Delivery Group Info "
Enter policy name Q Search
2 User ¥ Policies
3 Resource {Gptional} 08 restriction policy
L Trifiafes Windows Phone 8.1 Restrict il:] '

Apps Windows 8.1 Tablet Restrict

Actions Amazon Restrict
4 Summary Samsung SAFE Restrict policy

xenmobile policy name
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a. Scroll through the list of available polices to find the policy you want to add, or to limit the list of policies, type a full
or partial policy name in the search box and then click Search.

b. Click a policy and drag it into the right-hand box.

C. Repeat steps a and b to add more policies.

Policies

ey e that vor want o inclhiide 0 the de Sy FEA T
Lirag t ( (

Enter policy name Q org info policy

xenmabile policy name
05 restriction policy

Windows Phone 8.1 Restrict

Windows 8.1 Tablet Restrict

d. To remove a policy resource, click the X next to the policy name.

e. Click Next to move to the Apps resource page. If you are not adding more resources, under Delivery Group,
click Summary. Either the Apps resource page appears or the Summary page appears.

To add Apps
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Configure administrator

Delivery Groups

Delivery Group Apps x

Drag the apps that you want to include in the delivery group.

Required Apps
Enter app name Q

enterprisel

1 Delivery Group Info
2 User

3 Resource (optional)

Policies sharing app &j *

L Apps waze app name
Actions
Optional Apps
4 Summary

a. Scroll through the list of available apps to find the app you want to add, or to limit the list of apps, type a full or partial
app name in the search box and then click Search.

b. Click an app and drag it into either the Required Apps box or the Optional Apps box.

C. Repeat steps a and b to add more apps.

Apps

Drag the apps that you want to include in the delivery group.

Required Apps
Q Search

Enter app name

1]

* Apps sharing app

waze app name

b=

Optional Apps

enterprisel
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d. To remove an app resource, click the X next to the app name.

e. Click Next to move to the Actions resource page. If you are not adding more resources, under Delivery Group,
click Summary. Either the Actions resource page appears or the Summary page appears.

To add Actions

Conﬁgure administrator
Delivery Groups
Delivery Group Actions <
Drag the actions that you want to include in the delivery group.
1 Delivery Group Info
2 User R
* Actions

3 Resource (optional) Jailbroken Device

Policies Blacklisted App {I‘j *

Apps

1 Actions

4 Summary

a. Scroll through the list of available actions to find the action you want to add, or to limit the list of actions, type a
full or partial action name in the search box and then click Search.

b. Click an action and drag it into the right-hand box.

C. Repeat steps a and b to add more actions.

Actions X

Drag the actions that you want to include in the delivery group.

Enter action name Q Search Jailbroken Device

Blacklisted App

d. To remove an action resource, click the X next to the action name.
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e. Click Next. The Summary page appears.

Conﬁgure administrator
Delivery Groups
Delivery Group Summary x
Review the resources you are about to assign to the delivery group.
1 Delivery Group Info
v =roup General
2 User Name dfasdf
3 Resource (optional) Description
Policies User
Include user groups
Apps
Include local user groups
Actions local\MSP
Logic: OR
b 4 Summary
Resource
Apps ﬂ Policies B Actions B
enterprisel org info policy Jailbroken Device
sharing app xenmobile policy name Blacklisted App

8. 0On the Summary page, you can review the options you have configured for the delivery group and change the
deployment order of resources. Click Back to return to previous pages to make any necessary adjustments to the
configuration. Click Deployment Order to reorder the resource deployment order; for more information on changing
deployment order, see To change deployment order.

9. Click Save to save the delivery group.

To change deployment order

1. Click the Deployment Order button. The Deployment Order dialog box appears.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.197


http://docs.citrix.com/en-us/xenmobile/10-1/xmob-delivery-groups.html#change-deployment-order

Deployment Order

Change the deployment order by dragging the policies and apps into

position

2. Click on a resource and drag it to the location from which you want it deployed. After you change the deployment order,
XenMobile deploys resources in the list fromtop to bottom.

3. Click Save to save the deployment order.

To edit a delivery group

1. Onthe Delivery Groups page, choose the delivery group you want to edit by selecting the check box next to its name or
by clicking in the line containing its name.

2. Click Edit.
Note: Depending on how you selected the delivery group, the Edit command appears above or to the right of the

delivery group.

Delivery Groups show e -
Search Q
] & = ]
Status Name Last Updated Disabled ~
B Allusers Jan 22 2015 3:22 PM
a Group-1 Jan 20 2016 2:09 PM
Group- Jan 20 2012
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+

o
a

Status

8 8 8 8 a

Delivery Groups show

™ T e ™

filter

Search Q
Name Last Updated Disabled e
AlUsers Jan 22 20156 3:22 PM
Group-1 ,{h Jan 20 20156 2:09 PM
Group-2 Ja
x
s £ | &
Group-3 bs Edit Deploy Delete
deliverygroupl Ja Deployment

The Delivery Group Information edit page appears.

Manage Configure S administrator F3

Delivery Groups

Delivery Group
b1 Delivery Group Info
2 User

3 Resource (optional)

Policies

e g o N

Delivery Group Information x

Enter a name for the delivery group and any information that will help you keep track of it later.

Name* Group-1

Description

3. Add or change the Description.
Note: You cannot change the name of an existing group.
4. Click Next. The Select User Groups page appears.
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Dashboard Manage Configure hY administrator

Delivery Groups

Delivery Group Select User Groups x

he user groups to include in the d

p. Click Search to see all the available user groups. Narrow the

by typing part of the user group nam clicking Search.
1 Delivery Group Info

Select domain local -
2 User
Include user groups Q

3 Resource (optional)

Policies

Apps

Actions
4 Summary

e Or And
Deploy to anonymous user OFF

Selected user groups:

» Deployment Rules

S e g S U e N N e

5. Inthe Select User Groups pane, enter or change the following information:
1. Select domain: In the list, select the domain from which to choose users.
2. Include user groups: Do one of the following:
e (Click Search to see a list of all user groups in the selected domain.
e Type a full or partial group name in the search box, and then click Search to limit the list of user groups.
3. Inthe list of user groups, click the groups you want to add. The selected groups appear in the Selected user groups
list.

Select User Groups

Select the user groups to include in the delivery group. Click Search to see all the available user groups. Narrow the choices by typing

part of the user group name before clicking Search
Select domain local - Selected user groups:
Include user groups Q local

MEP

local\MSP

Note: To remove user groups, click Search, and then in the list of user groups, clear the check box next to the group or
groups you want to remove. You can type a full or partial group name in the search box and then click Search to limit
the number of user groups displayed in the list.

4. Or/And: Select whether users may be in any group (Or) or whether they must be in all groups (And) for deployment.

5. Deploy to anonymous user: Select whether to deploy to unauthenticated users in the delivery group.
Note: Unauthenticated users are users whomyou were not able to authenticate, but whose devices you allowed to
connect to XenMobile.
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6. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base

Deploy when All - conditions are met. New Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
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At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.

¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

Current mobile country code only Andorra

AMND OR NOT EDIT MNew Rule Delete

7. Click Next. The Delivery Group Resources page appears. Add or delete policies, apps, or actions here. To skip this step,
under Delivery Group, click Summary to see a summary of the delivery group configuration.
When you are done modifying a resource, click Next or under Delivery Group, click Summary.

Either the next resource page appears or the Summary page appears.
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Dashboard Manage Configure administrator

Delivery Groups

Delivery Group Summary x
Review the resources you are about to assign to the delivery group.
1 Delivery Group Info General
2 User Name  diasdf
3 Resource (optional) Description
Policies User
Include user groups
Apps
Include local user groups
Actions locahMSP
Logic: OR
4 Summary
Resource
Apps B Policies n Actions a
enterprisel org info policy Jailbroken Device
sharing app xenmobile policy name Blacklisted App

8. Onthe Summary page, you can review the options you have configured for the delivery group and change the
deployment order of resources. Click Back to return to previous pages to make any necessary adjustments to the
configuration. Click Deployment Order to reorder the resource deployment order; for more information on changing
deployment order, see To change deployment order.

9. Click Save to save your changes.

To enable and disable the AllUsers delivery group

Note: AllUsers is the only delivery group that you can enable or disable.

1. Fromthe Delivery Groups page, choose the AllUsers delivery group by selecting the check box next to AllUsers or by
clicking in the line containing AllUsers. Then do one of the following:
Note: Depending on how you selected AllUsers, the Enable or Disable command appears above or to the right of the
AllUsers delivery group.

Delivery Groups  show filter S Q

Last Updated Disabled ~

B AllUsers Jan 27 2016 8:31 AM

B Group-2 Jan 27 2015 6:18 AM
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Delivery Groups Show fite

Siatus Name Last Updated Disabled ~

E AllUusers Jan 27 2015 8:31 AM
B Group-2 Jan 27

] Group-3 Jan 27

Deployment

e Click Disable to disable the AllUsers delivery group. This command is only available if AllUsers is enabled (the default).
Disabled appears under the Disabled heading in the delivery group table.

Delivery Groups show fite

Sialus Name Last Updated Disabled ~

B AllUsers Jan 27 2015 8:34 AM Disabled

e Click Enable to enable the AllUsers delivery group. This command is only available if AllUsers is currently disabled.
Disabled disappears from under the Disabled heading in the delivery group table.

To deploy delivery groups

Deploying to a delivery group means sending a push notification to all users with iOS, Windows Phone 8.1, and Windows 8.1
tablet devices who belong to the delivery group to reconnect to XenMobile, so that you can reevaluate the devices and
deploy apps, policies, and actions; users with other platform devices receive the resources immediately if they are already
connected or, based on their scheduling policy, the next time they connect.

Note: For updated apps to appear in the Updated Available list in the Worx Store on users' Android devices, you must first
deploy an App Inventory policy to the users' devices.
1. Onthe Delivery Groups page, do one of the following:
e To deploy to more than one delivery group at a time, select the check boxes next to the groups you want to deploy.
e To deploy to a single delivery group, either select the check box next to its name or click the line containing its name.
2. Click Deploy.
Note: Depending on how you select a single delivery group, the Deploy command appears above or to the right of the
delivery group.

Delivery Groups Show fite

Status Name Last Updated Disabled v
E AllUsers Jan 27 2015 8:35 AM
E Group-2 Jan 27 2015 6:18 AM
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Delivery Groups =n 6 = a
(L]
Status Name Last Updated Disabled ~
B Allusers Jan 27 2015 8:35 AM
B Group-2 Jan 27 2015 6:18 AM
B Group-3 Jan 27 .
a % &
Deployment

The Deploy Devices dialog box appears.
3. Verify that the groups to which you want to deploy apps, policies, and actions are listed and then click Deploy. The apps,
policies, and actions are deployed to the selected groups based on device platform and scheduling policy.
You can check deployment status on the Delivery Groups page in one of these ways:
e ook at the deployment icon under the Status heading for the delivery group, which indicates any deployment failure.

Status

&

d Mo deployment failure

e Click the line containing the delivery group to display an overlay that indicates Installed, Pending, and Failed

deployments.
e
»
’ = x
Deployment
0 0

Show more >

To delete delivery groups

Note: You cannot delete the AllUsers delivery group, but you can disable the group when you do not want to push
resources to all users.
1. Onthe Delivery Groups page, do one of the following:

e To delete more than one delivery group at a time, select the check boxes next to the groups you want to delete.
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e To delete a single delivery group, either select the check box next to its name or click the line containing its name.

2. Click Delete.

Note: Depending on how you select a single delivery group, the Delete command appears above orto the right of the

delivery group.

Delivery Groups showfiter . Q
(b7 = i
Add Deplor Delet
Status Name Last Updated Disabled (V)
E Allusers Jan 27 2015 8:35 AM
B Group-2 Jan 27 2015 6:18 AM
B Group-3 Jan 27 2015 6:20 AM

Delivery Groups show fiter -
Q
(i

Status Name Last Updated Disabled v
E AllUsers Jan 27 2015 8:35 AM

B Group-2 Jan 27 2015 6:18 AM

B Group-3 Jan 27 2015 6:20 AM

x
a x2 o
Showing 1 - 3 of 3 items Edit Deploy Delete
W

The Delete dialog box appears.
3. Click Delete on the Delete dialog box.
Important: You cannot undo this action.
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Enrolling Users and Devices

May 15, 2015
In order to manage user devices remotely and securely, user devices need to be enrolled in XenMobile. The XenMobile client

software is installed on the user device and the user's identity is authenticated, and then XenMobile and the user's profile is
installed. After the devices are enrolled, in the XenMobile console, you can perform device management tasks, such as
applying policies, deploying apps, pushing data to the device, locking, wiping, and locating lost or stolen devices.

To enroll users, you must first add users to XenMobile, if you have not yet established an Active Directory connection. The
topics in this section describe the subsequent required steps for enrolling users:

Configure enrollment modes (Default, SHP).
Configure notification servers (SMTP and SMS).
Configure the enrollment notification template.
Send enrollment notification.

Note: Before you can enroll iOS device users, you need to request an APNs certificate. See Certificates in XenMobile for
more information.

You access configuration options for users and devices in the XenMobile console by clicking Manage > Enrollment:

Dashbxoard

Enmdmant dahus Liser Tipe Mode P Taken Wabd Comarte time e

FEHDING admin 0E s 06F15/2006 01:28.63 pm
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Android Devices

Jun16, 2015

1. Go to the Google Play or Amazon App store on your Android device, download the Citrix Worx Home app and then tap
the app.

2. When prompted to install the app, click Next and then click Install.

3. After Worx Home installs, tap Open.

4. Enteryour corporate credentials, such as the organization's XenMobile server name, User Principal Name (UPN), or email
address and then click Next.

5. Inthe Activate device administrator screen, tap Activate.

6. Enteryour corporate password and then tap Sign On.

7. Depending on the way XenMobile is configured, you may be asked to create a Worx PIN, which you can use to sign on
to Worx Home and other Worx-enabled apps, such as WorxMail, WorxWeb, ShareFile, and more. You will need to enter
your Worx PIN twice. On the Create Worx PIN screen screen, entera PIN consisting of any series of six numbers.

8. Reenterthe PIN. Worx Home opens. You can then access the Worx Store to view the apps you can install on your
Android device.

9. If you configured XenMobile to automatically push apps to your users' devices after enrollment, messages appear
prompting themto install the apps. Tap Install to install the apps.

To un-enroll and re-enroll an Android device

Updated: 2015-02-12

Before a device is re-enrolled, the device is first un-enrolled. During the period in which the device is un-enrolled, but not yet
re-enrolled, the device is not managed by XenMobile, although it continues to appear in the device inventory list in the
XenMobile console. You cannot track the device and cannot monitor the device compliance when the device is not being
managed by XenMobile.

Tap to open the Worx Home app.

Tap the Settings icon in the upper-left of the app window.

Tap Re-Enroll. A message appears to confirmyou want to re-enroll your device.
Tap OK. This causes your device to be un-enrolled.

Follow the on-screen instructions to re-enroll your device.

vk wWwN e
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IOS Devices

Feb 13,2015
1. Download the Worx Home app from the Apple iTunes App Store on the device and then install the app on the device.

2. Onthe iOS device Home screen, tap the Worx Home app.
3. When the Worx Home app opens, enter your corporate credentials, such as the name of your company's XenMobile

server name, User Principal Name (UPN) or your email and then click Next.

WorxHome

er the credentials provided by your

4. Type your user name and password. A browser opens to begin the enrollment process.
5. Tap Install to install the Citrix Profile Services.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.209



Cancel Install Profile

Citrix Profile Service
Citrix

Not Verified
Description  Install this profile to enroll your

i0S device with Citrix

Signed SSL Servers Certificate
Authority

Received Feb 9, 2015

Contains Device enrollment challenge

More Details

. Tap Install Now if prompted with a warning message.

. If your device is configured with a passcode, you will be prompted to enter your passcode to install the profile.
Tap Install.

© © N o

When the profile installation finishes, tap Done to complete the Company profile installation process.
10. When Worx Home appears, tap Yes to allow Worx Home to use your current location.
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Enroll

Worx Home can secure your iPad in
addition to your work apps. Do you

want to enroll your device?

No Yes

11. Depending on the way XenMobile is configured, you may be asked to create a Worx PIN, which you can use to sign on
to Worx Home and other Worx-enabled apps, such as WorxMail, WorxWeb, ShareFile, and more. You will need to enter
your Worx PIN twice. Worx Home opens. You can then access the Worx Store to view the apps you can install on your
iOS device.

12. Tap Worx Store to open the enterprise app store.

13. If you configured XenMobile to automatically push apps to your users' devices after enrollment, messages appear
prompting themto install the apps. Tap Install to install the apps.

To re-enroll aniOS device

Updated: 2015-02-13
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When a device is re-enrolled, the device is first un-enrolled. During the period in which the device is un-enrolled but not yet
re-enrolled, the device is not managed by XenMobile, although it continues to appear in the device inventory list in the
XenMobile console. You cannot track the device or monitor the device compliance when the device is not being managed
by XenMobile.

1. Tapto openthe Worx Home app.
2. Tap the Settings icon in the upper-left of the app window.
3. Tap Re-enroll. A message appears to confirmyou want to re-enroll your device.

Worx Home
Re-Enrolling your iPad will delete
your current account.

Are you sure you want to re-enroll?

No Yes

4. Tap Yes. This causes the device to be un-enrolled.
5. Follow the on-screen instructions to re-enroll the device.
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Windows Devices

Mar07,2016
XenMobile supports the enrolliment of devices running the following Windows operating systems:

e Windows
e Windows Phone

Windows and Windows Phone users enroll directly through their devices.

You must configure autodiscovery for user enrollment to enable the management of Windows and Windows Phone
devices.

Note

In order for Windows devices to enroll, the SSL listener certificate mustbe a public certificate. Enrollmentfails if you've uploaded a
self-signed SSL certificate

To enroll Windows 8.1 devices with autodiscovery

Users can enroll devices running Windows RT 8.1, and both 32-bit and 64-bit versions of Windows 8.1 Pro and Windows 8.1
Enterprise. To enable management of Windows 8.1 devices, Citrix recommends you configure autodiscovery. For details, see
To enable autodiscovery in XenMobile for user enrollment.

1. Onthe device, check forand install all available Windows Updates. This step is particularly important when upgrading
from Windows 8 to Windows 8.1, because users may not be automatically notified of all available updates.

2. Inthe charms menu, tap Settings and then tap PC Settings > Network > Workplace.

3. Enteryour corporate email address and then tap Turn on. To enroll as a local user, enter a non-existent email address
with the correct domain name (for example, foo@mydomain.com). This permits you to bypass a known Microsoft
limitation; in the Connecting to a service dialog box, enter the user name and password associated with the local user.
The device automatically discovers a XenMobile server and starts the enrollment process.

4. Enteryour password. Use the password associated with an account that is part of a user group in XenMobile.

5. Inthe Allow apps and services from IT admin dialog box, indicate that you agree to have your device managed and then
tap Turn on.

To enroll Windows 8.1 devices without autodiscovery

It is possible to enroll Windows 8.1 devices without autodiscovery. Citrix, however, recommends that you configure
autodiscovery. Because enrollment without autodiscovery results in a call to port 80 before connecting to the desired URL,
it is not considered best practice for production deployment. Citrix recommends that you use this process only in test
environments and proof of concept deployment.

1. Onthe device, check forand install all available Windows Updates. This step is particularly important when upgrading
fromWindows 8 to Windows 8.1, because users may not be automatically notified of all available updates.

2. Inthe charms menu, tap Settings and then tap PC Settings > Network > Workplace.

3. Enteryour corporate email address.

4. If Automatically detect server address in on, tap to turn it off.
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In the Enter server address field, type the server address in the following format:
https://serverfgdn:8443/serverinstance/Discovery.svc If a port otherthan 8443 is used for unauthenticated SSL
connections, use that port number in place of 8443 in this address.

6. Enteryour password.
7. Inthe Allow apps and services from IT admin dialog box, indicate that you agree to have your device managed and then

tap Turn on.

To enroll Windows Phone 8.1 devices

To enroll Windows Phone 8.1 devices in XenMobile, users need their Active Directory or internal network email address, and
password. If autodiscovery is not set up, users also need the server web address for the XenMobile server. Then, they follow
this procedure on their devices to enroll.

Note: If you plan to deploy apps through the Windows Phone company store, before your users enroll, make sure that you
have configured an Enterprise Hub policy (with a signed Citrix Worx Home, Windows Phone 8.x app).

1

On the main screen of the Window 8.1 phone, tap the Settings icon.

2. Tap workplace.
3.
4. Onthe next screen, enter an email address and password and then tap sign in. If autodiscovery is configured for your

On the workplace screen, tap add account.

domain, the information requested in the next several steps is automatically populated. Proceed to Step 8. If
autodiscovery is not configured for your domain, continue with the next step. To enroll as a local user, enter a non-
existent email address with the correct domain name (for example, foo@mydomain.com). This permits you to bypass a
known Microsoft limitation; in the Connecting to a service dialog box, enter the user name and password associated
with the local user.

. Onthe next screen, type the web address of the XenMobile server, such as: https://<xenmobile_server>:

<portnumber>/<instancename>/wpe. For example, https://mycompany.mdm.com:8443/zdm/wpe. Note: The port
number has to be adapted to your implementation, but should be the same port that you used foran iOS enroliment.

. Enter the user name and domain if authentication is validated through a user name and domain and then tap sign in.
. If a screen appears noting a problemwith the certificate, the erroris due to the use of a self-signed certificate. If the

server is trusted, tap continue. Otherwise, tap Cancel.

. When the account is added, you have the option of selecting Install company app. If your administrator has configured a

Company App store, select this option and then tap done. If you clear this option, in order to receive the Company app
store, you will need to reenroll.

. Onthe Account Added screen, tap done.
10.

To force a connection to the server, tap the refreshicon. If the device does not manually connect to the server,
XenMobile attempts to reconnect. XenMobile connects to the device every 3 minutes 5 successive times, then every 2
hours afterwards. You can alter this connection rate in the Windows WNS Heartbeat Interval located inServer properties
. Once enrollment is complete. Worx Home enrolls in the background. No indicator appears when the installation is
complete. Open Worx Home from the All Apps screen.
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Symbian Devices
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Browse to the XenMobile web address for your organization. The web address is in the following format:
https://<zdmServerName>.domain.com/<zdminstanceName>/setup
Note: You can use HTTPS prefix only if you have a certificate issued by a trusted authority, such as Thawte or VeriSign.

. Onthe Install screen, tap OK.

. Tap Phone Memory as the location where the XenMobile agent installs.

. When the installation is complete, tap Yes to open XenMobile.

. Onthe Security Details screen, tap OK to allow XenMobile to access the phone.

. Enterthe first four numbers of the server code as 2831 and then tap OK.

. Onthe Control Request Accepted screen, tap OK.

. Enterthe user name and password, server name, port, and instance name for the XenMobile server and then tap OK. The

connection information appears.

. Tap Options to review server connection details and then tap Close to finish the setup.
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Sending an enrollment invitation in XenMobile

Mar 01, 2016
In the XenMobile console, you can send an enroliment invitation to users with iOS, Android, and Windows devices.

1. Inthe XenMobile console, click Manage > Enrollment.

Enrallrmant  cnoe e o -1
o 5
Lot

Evolm: S Ry Trpa ot N Tk Va3 uned Crvats tima:

2. Onthe Enrollment screen, click Add. A menu appears listing options to add an invitation or send an installation link.
3. Click Add Invitation.

i B claze IEFRAS T pre

Add Invitation Enrollment Invitation %
1 Enroliment Invitation Select a platform” Salsct & platform i
Device ownership Sslect an ownsrghip type ™
Recipient’ Select a redipisnt typs -

4. Inthe Select a platform list, click iOS or Android.
5. In the Device ownership list, click Corporate or Employee.
6. In the Recipient list, click User or Group.
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When you select a user as a recipient, additional configuration options appear. Follow the steps in these topics to
complete the invitation settings depending on the recipient type you select.

To send an enrollment invitation to a user

1. Inthe XenMobile console, click Manage > Enrollment.

Enrollmant  now Saarch =

2. Onthe Enrollment screen, click Add. A menu appears where you can choose to add an invitation or send an installation
link.

3. Click Add Invitation.

adm Ao ek EFATS A e

Add Invitation Enrollment Invitation x
1 Enroliment Invitation Select a platform’ Select a platform ~
Device ownership Balect an ownership type ™
Recipiant Seloct & recipient type -

4. Inthe Select a platformlist, click iOS or Android.
In the Device ownership list, click Corporate or Employee.
6. Inthe Recipient list, click User.

ol
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Additional configuration options appear related to user enroliment.

7. In User name, type a user name.
Note: The user must exist in the XenMobile server as a local user or as a user in Active Directory. If the user is local, make
sure the user's email property is set in order to send notifications. If the useris in Active Directory, make sure LDAP is
configured.

8. Inthe Device info list, select Serial number, UDID, or IMEI.

Davice info Serial number d
Serial number
Phone number
[W]n][n]

Carier | "7 |

Afteryou choose an option, a field appears where you can type the corresponding value for the device.
9. In Phone number, optionally enter the phone number for the user.
10. Inthe Carrier list, select a carrier with which to associate the user's phone number.
11. Inthe Enrollment mode list, select User name + Password (the default), High Security, Invitation URL, Invitation URL +
PIN, Invitation URL + Password, Two Factor, or User name + PIN.

Enrcliment moda™ User name + Password -

Select Il t mod
Template for agent download | SER AN saraiment mese |

Uzer name + Paszword

Template for enroliment URL | High Security |
Invitation URL
Template for enroliment confirmation | Invitation URL + PIN |

Invitation URL + Password
Expira after Twao Factor
Uzar name + PIN

Maximum Atternpts 0

12. Inthe Template foragent download list, the choices for this option are based on the platformtype. For example, iOS
Download Link appears as an option if you selected iOS as a platformin Step 1.

Template for enrollment URL Enrollment Invitation =

Template for enrallment confirmation Enrollment Confirmation A
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13. Inthe Template for enrollment URL list, click Enrollment Invitation.

14. Inthe Template for enrollment confirmation list, click Enrollment Confirmation. The enrollment invitation expires aftera
period of time. The Expire after field indicates when the enrollment expires. The Maximum Attempts field illustrates the
maximum number of times the enrollment process occurs.

15. In Send invitation, do one of the following:

e (lick ON and then click Save & Send.
e |eave the option as OFF and then click Save.

16. The invitation you added appears in the table on the Enrollment page. From here, if you click to select an invitation,
several new options appear above the table: Notify, Copy URL, and Delete.

Enroliment T a

EAREISS SN U T Moy 2] Toks el i Creats biss -

B resono xn Arcirokd cimmsic 534 ot B - -SE30- s ST e SATUR0NE M1 pm

1. Click Notify to send a pending invitation.
2. Click Copy URL to copy the invitation URL in case you want to send the invitation in email. When the notification
appears, you select the URL, copy it and then click OK.

© Copy URL

Select the following URL and copy it to the clipboard.

https: /fexample.com:1234

3. Click Delete to delete the invitation.

To send an enrollment invitationto a group

1. Inthe XenMobile console, click Manage > Enrollment.

2. Onthe Enrollment screen, click Add. A menu appears where you can choose to add an invitation or send an installation
link.

3. Click Add Invitation.
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4. Inthe Select a platformlist, select iOS or Android .

10.

In the Device ownership list, select Corporate or Employee.
In the Recipient list, select Group. Configuration options appear for group enrollment.

Caonfigure

Add Invitation Enroliment Invitation

1 Enrollment Invitation Soboct a platform* Select a platiorn o

Davico ownership Sedect an ownershio fype =

Racipient®  User E

. In User name, type a user name.

Note: The user must exist in the XenMobile server as a local user or as a user in Active Directory. If the useris local, make
sure the user's email property is set in order to send notifications. If the useris in Active Directory, make sure LDAP is
configured.

. Inthe Device info list, select Serial number, UDID, or IMEI. After you choose an option, a field appears where you can

enter the corresponding value for the device.

Device info Serial number -
Serial number
Phone number
upiD

carer | " |

In Phone number, optionally enter the phone number for the user.
In the Carrier list, select a carrier with which to associate the user's phone number.
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11. Inthe Enrolliment mode, select User name + Password (the default), High Security, Invitation URL + PIN, Invitation URL +
Password, Two Factor, or User name + PIN.

Enroliment mode™® User name + Password =

Select Il t mod
Template for agent download SCtan snreimst moss

User name + Password

Template for enroliment URL High Security

Invitation URL

Template for enrollment confirmation Invitation URL + PIN
Invitation URL + Password
Expire after Two Factor

User name + PIN

Maximum Attemnpts 0

12. Inthe Template for agent download list, the choices for this option are based on the platformtype. For example, iOS
Download Link appears as an option if you selected iOS in Step 1.

Template for enroliment URL Enrollment Invitation -

Template for enroliment confirmation Enrollment Confirmation -

13. Inthe Template for enrollment URL, select Enrollment Invitation.

14. In the Template for enrollment confirmation list, select Enrollment Invitation. The enrollment invitation expires aftera
period of time. The Expire after field indicates when the enrollment expires. The Maximum Attempts field illustrates the
maximum number of times the enrollment process occurs.

15. In Send invitation, click ON and then click Save & Send.

To send an enrollment installation link

Before you can send an enrollment installation link, you must configure channels (SMTP or SMS) on the notification server
from Configure > Settings > Notification Server. For details, see Notifications in XenMobile.

1. Inthe XenMobile console, click Manage > Enrollment.

2. Onthe Enrollment screen, click Add. A menu appears where you can choose to add an invitation or send an installation
links.

3. Click Send Installation Link. The Send Installation Link options appear.

Send Installation Link

Raciplants " Emall* Phena number % Add
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4. In Recipient, click Add to add the email address and phone number for a recipient to whomyou want to send an
installation enrollment link and then click Save. You can repeat this step to add additional recipients one by one.

5. In Channels, select an appropriate channel to use for sending the enroliment installation link. Notifications are send over
SMTP or SMS.

Channels

= EMTP Deacivate

Sendear

Subjoct Envell Your Device

Mes=aga Enroll your device to gain access to company email and imtranet. For instructions vsit

d SMS

Note: These channels cannot be activated until you configure the server settings in Configure > Settings > Notification
Server. For details, see Notifications in XenMobile
6. If you are configuring the SMTP field, specify the Sender. This is an optional field used in the form field of an SMTP
message. If you do not specify a sender here, the value specified in the Settings > Notification Server field is used.
. For SMTP notifications, in Subject, optionally include the subject of the message. For example, "Enroll your device."
. In Message, optionally add the content of the message to be sent to the recipient. For example, "Enroll your device to
gain access to organizational apps and email."
9. To send notifications over SMS, enter a message that will be sent to the recipient. This field is required for SMS-based
notification.
Note: In North America, SMS messages that exceed 160 characters are delivered in multiple messages.
10. Click Send.

oo N

Note

If your environmentleverages SAMAccountName, after users receive the invitation and click the link, they musteditthe user name
to complete the authentication. For example, they need to remove domainname in SAMAccountName@domainname.com.
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Managing Devices with Android for Work in
XenMobile

Jul 27,2015

Android for Work is a secure workspace available on Android devices running Android 5.0 and later that isolates business
accounts, apps, and data from personal accounts, apps, and data. In XenMobile 10.1, you manage both bring your own
device (BYOD) and company-owned Android devices by having users create a separate work profile on their devices that,
combined with hardware encryption and the policies you deploy, securely separates a device's corporate and personal areas.
You can remotely manage all corporate policies, apps, and data, and you can wipe the policies, apps, and data fromthe
device without affecting the user's personal area. For more information about supported Android devices, see Google's
devices page.

In XenMobile 10.1, you can also manage devices running Android 4.0 - 4.4 by having users download and install the Android
for Work app, which supplies the same secure workspace functionality built into devices running Android 5.0 and later.

You use Google Play for Work to add, buy, and approve apps for deployment to a device's Android for Work workspace. You
can use Google Play for Work to deploy your private Android apps, as well as public and third-party apps.

Requirements for Android for Work:

e A publically accessible domain

e A Google admin account

e Devices running Android 5.0+ Lollipop with managed profile support or devices running Android 4.0 - 4.4 (Ice Cream
Sandwich, Jelly Bean and KitKat) with the Android for Work app

e A Google account with Google Play installed in the user's personal profile

o A Work profile set up on the device

Before you can set Android for Work app restrictions, you must do the following:

Complete Android for Work setup tasks on Google.

Create a set of Google Play Credentials.

Configure Android for Work server settings.

Create at least one Android for Work device policy.

Add, buy, and approve Android for Work apps in the Google Play for Work app store.

You can use the following links when managing Android for Work:

Google admin console: https://admin.google.com/AdminHome

Play for Work admin console: https://play.google.com/work/apps

Play publish for private channel and self-hosted applications: https://play.google.com/apps/publish
Google Developer's Console for creating service account: https://console.developers.google.com

Android for Work Prerequisites

Before you can administer Android for Work in XenMobile, you must:

e (Create an Android for Work account
e Set up a service account
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e Download an Android for Work certificate

Enable and authorize the Google Admin SDK and MDM APIs
e Authorize your service account to use the directory and Google Play
e Obtain a binding token.

The following sections describe how to do each of these tasks. After you have completed these tasks, you can create a
set of Google Play Credentials, configure Android for Work settings, and manage Android for Work apps in XenMobile.

Create an Android for Work Account

You must meet the following prerequisites before you can set up an Android for Work account:

e You must own a domain name; for example, example.com.

e You must let Google verify that you own the domain.

e You must enable and administer Android for Work through an enterprise mobility management (EMM) provider
(XenMobile 10.1 or later).

If you have already verified your domain name with Google, you can skip to Set up an Android for Work service account and
download an Android for Work certificate.

1. Go to the Google Android for Work portal (https://www.google.com/work/android/partners/) and navigate to the
Partners page.

GO 81(: for Work | Android Overview Features Developers Partners | Support Contact Us

2. Click Begin Setup.

Already use an EMM solution from an Android for Work
partner?

Start the setup process now by obtaining a domain token.

BEGIN SETUP

You are redirected to the following page where you enter your administrator information and company information.
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Google for Work | Android

Bring Android to your office

Sign up to use Android devices at your company.

(1) About you

Name
Current work email Doesn't have to be an official business email.
Fhone

SIS

2. Enter your administrator user information.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.225



About you

Name

Justa User
Current work email Doesn't have to be an official business email
justa.user@gmail.com

Phone

EE - +15551234567

3. Enter your company information, as well as your admin account information.

About your business

Business name

EXAMPLE CORP

Business domain address You'll need to verify that you own this domain

example.com

Number of employees Country/Region

L1

1 employee * | United States

Your Google admin account

Username Create an account to manage Android for Work
Justa.user @
Create a password 8-character minimum; case sensitive

The first step in the process is complete and you see the following page.
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Bring Android to your office

With Android for Work, you can manage your company's devices and keep them secure.

o Create your domain admin account

Create an account to use for Android for Work

e Verify domain ownership START
Werify you're the owner of your company’'s domain and protect its security.

@ Connect with your provider
Allow an enterprise mobility management (EMM) provider to keep your

organization's devices secure.

Verify domain ownership

You must now allow Google to verify your domain. There are three ways to verify your domain: add a TXT or CNAME record
to your domain host's website, upload an HT ML file to your domain's web server, or add a <meta> tag to your home page.
Google recommends the first method. The steps to verify your domain ownership are not covered in this article, but you can
find the information you need here: https://support.google.com/a/answer/6095407/.

1. Click Start to begin verification of your domain. The Verify domain ownership page appears. Follow the instructions
there to verify your domain.

2. When you are done, click Verify.
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e Verify domain ownership
Before you can use Google Apps with domain example.com,we need to contact your domain host to verify that
you own it. Doing this helps ensure that no one can pose as you on Google Apps and send email from your
domain. Learn more
After your domain is verified, we will set up Geogle Apps email for your users on example.com. This will
automatically re-route your emails to Google Apps. Learm more
We have detected that example.comis hosted at GoDaddy.com. If you're having trouble, try to
Note: Before you route email to Google Apps, make sure that you create a user on Google Apps for each
person receiving mail at example.com.
VERIFY
0 Meed help? Search the Help Center or call 844-390-7627 and provide your unigue PIN 12345678
e Verify domain ownership
Verification checklist
Follow these steps to help Google verify that you own the domain example com.
Learn more
I have successfully logged in.
| have opened the control panel for my domain.
| have created the CNAME record.
| have saved the CNAME record.
VERIFY

7. Google verifies your domain ownership.
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e Verify domain ownership

Verifying your domain ownership

The domain host is updating your information. This might take a bit—you can close this window and come back to
admin.google.com later without interrupting the process.

Learn more

Estimated time remaining: 5 minutes

8. You see the following page after successful verification. Click Continue.

e Verify domain ownership

Your domain is verified!

CONTINUE

9. Google creates an EMM binding token that you provide to Citrix and use when you configure Android for Work settings.
Copy and save the token; you will need it later in the set-up procedure.

@ Connect with your provider

Worle with an enterprise mobility management (EMM) provider to administer your company's devices. Contact
your provider directly and provide the token below to set up your device management system. If you don't have an
EMM provider, you can choose one for your organization.

Learn more

9DCFFA27640796458

Number of days left before this token expires: 30

FINISH

10. Click Finish to complete setting up Android for Work.
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You're all set!

If you didn't share the token with your EMM provider, you'll have to complete this
step before the token expires.

To manage users, single sign-on, and other settings for your company, visit
admin.google.com.

Afteryou create an Android for Work service account, you can log on to the Google Admin console to manage your
Android for Work mobility management settings.

Set up an Android for Work service account and download an Android for Work
certificate

To allow XenMobile to contact Google Play and Directory services, you must create a new service account using Google’s
Project portal for developers. This service account is used for server-to-server communication between XenMobile and
Google services for Android for Work. For more information about the authentication protocol being used, go to
https://developers.google.com/identity/protocols/OAuth2ServiceAccount.

1.In a web browser, go to https://console.developers.google.com/project and log on with your Google admin credentials.

€& — C' | & https://console.developers.google.com/start

Gﬂﬂsh’ Lonsols _Se!ectaprojec’l - .'

Manage all projects

Getting started Conante i kot

First steps
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3.Inthe Select a project list, click Create a Project.

4. Type a project name, click the check box to agree to the Terms of Service and then, click Create.

New Project

Project name

AndroidWork

Your preject 1D will be androidwork-1042 Edit

Show advanced options...

' | agree that my use of any services and related APls is subject to my
compliance with the applicable Terms of Service.

5.Inthe left-hand pane, click APIs & auth, and then click APIs.

Google AndroidWork -

Overview «

Permissions

APls & auth Admin SDK

Credentials
Consent screen
Push Expl
Monitoring
Source Code
Deploy & Manage
Compute
Metworking

Storage

Big Data

- C | & https://console.developers.google.com/project/afwmetparent/apiui/apiview/ad

Create Client ID

Application type

Web application
Accessed by web browsers ovar 2 network

(@) Service account
Calls Google APls on behalf of your application instead of an end-user. Learn more

Installed application
Runs cn a desktop computer or handheld device (like Andreoid or iPhone).

Create Client ID Cancel
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6. Under Google Apps APIs, click Admin SDK. Alternatively, you can type "Admin SDK" in the search field and then click
Admin SDK on the search results page.

7. Click Enable AP

8. Under API Library, search for EMM and select Google Play EMM API.

« C' 8 https://console.developers.google.com/project/afwmetparent/apiui/apis/library?q=EMM
Google AndroidWork -
Overview
Permissions
APz & auth EMM
AR Back to poy
Credentlals
Consent screen ecinsie osain
Push Google Play EMM AP AP anage corporate A
Monitoring

9. Click Enable APL.

10. On the same page, in the left-hand pane under APIs & auth, click Credentials.

« C' | @ https://console.developers.google.com/project/afwmetparent/apiui/credential
Loogle AndroidWork -
Overview OAuth Me elient 10= found
Permissions A &
APls & auth
APls

-“ —
Consent screen Create new Client 1D

Push

——— Public APl access Mo keys found
Source Code
Deploy & Manage
Compute
Networking
Storage

Big Data

11. In the right-hand pane, click Create new Client ID. The Create Client ID dialog box appears.
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Create Client ID

Application type
Web application

(@) Service account

alls Google APls on behalf of your application instead of an end-user. Learn more

installed application
Runs cn a desktop computer or handheld device (like Android or iPhone).

Create Client ID Cance

12. Select Service account and click Create Client ID.

13. Click Okay, got it. Afteryou click Okay, got it, a json file is downloaded to your computer. Be sure to save the file to a
secure location.

Under Service account, note the email address and the certificate fingerprints (password). You will need both in later steps.

The email address is the service account that you use when binding XenMobile as your EMM provider and to enable API
client access.

14. Under Service account, click Generate new P12 key. The certificate (P12 file) is downloaded to your computer. Be sure
to save the certificate in a secure location.

Service account
Email address 1203269478

Certificate fingerprints 0d65baBfba

Generate new JSON key | Generate new P12 key Delete

15. Click Okay, got it.

Mew Public/Private key pair generated

a5 been downlaaded to your machine and serves a3 the anly

16. Log on to the Google Admin portal at https://admin.google.com with your Google Android for Work administrator
credentials.

17. Click Security.
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= Admin console

is available in Security.

Welcome to your Google Admin consale, your

- i = ~ > &

Users Company profile Billing Reports & Security Support
Add, rename, and Update information View charges and Track usage of services Manage security Learn more and get help
MEnage users ahout your company manage licenses featurss

18. Click Advanced Settings and then click Manage API client access.

~ Advanced settings

Authentication Manage OAuth domain key
Allows admins to access all user data without needing login credentials. @

Federated Login using OpenlD
Allows users to sign-in to 3rd party websites using their amcloudtech.com account, without
giving away their credentials.

I Manage AP client access I
Allows admins to control access to user data by applications that use OAuth protocaol.

19. Click Authorized API clients. The Manage API client access page appears.
20.In Client Name, type the client ID generated in step 14.
21.In One or More API Scopes, enter "https://www.googleapis.com/auth/admin.directory.user" (without quotation marks).

22.Click Authorize.

Manage API client access

Developers can register their web applications and other API clients with Google to enable access to data in
these registered clients to access your user data without your users having to individually give consent or th

Authorized API clients The following API client domains are registered with Google and authorized
Client Mame One or More API Scopes
1203269478 | |https:ﬂwww.googleapis.com!authfadmin.directorg.r.usel| Authorize |

Example: www.example.com Example: http:/fwww.google.com/calendar/feeds/ (comma-delimited)

Binding to EMM
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Before you can use the XenMobile to manage your Android for Work devices, you must contact Citrix Technical Support
(https://www.citrix.com/contact/technical-support.html) and provide your domain name, service account, and binding
token. Citrix will bind the token to XenMobile as your Enterprise Mobility Management (EMM) provider.

1. To confirmthe binding, log on to the Google Admin portal and click Security.

2. Click Android for Work settings. You will see that your Google Android for Work account is bound to Citrix as your
EMM provider.

~ Android for Work settings

Manage enterprise You need an enterprise mobility management (EMM) provider to keep your organization's
mability management devices secure. Contact your provider directly and provide the token below to set up your device
provider management system.

If you haven't selected an EMM provider, you can choose one from this list

Your currently selected enterpise mobility management provider is:

Citrix

The authorized service account credential:

1203269478 (@developer.gserviceaccount.com

Want to change your provider? 7]

General Settings Android @
(] Enforce EMM palicies on Android devices

After you confirm the token binding, you can start using the XenMobile to manage your Android for Work devices. You have
to import the P12 certificate you generated in step 14, set up Android for Work server settings, enable SAML-based single-
sign-on, and define at least one Android for Work device policy.

Import P12 certificate
Follow these steps to import your Android for Work P12 certificate:
1. Logonto the XenMobile 10.1 console.

2. Click Configure->Settings->Certificate. The Certificates page appears.

XenMobile Dashboard Manage
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Dashboard Manage

Certificates

You must restart XenMobile on all nodes to commit and activate your changes to the SSL and APNs certificates. To restart XenMobile, use the hypervisor console or command-line v

* [lv
= | o
Import Add

3. Click Import. The Import dialog box appears. Configure the following settings:

Import
You can import certificates or keystores used by PKI compenents. You can import several certificates,

but you can only have one certificate active at a time.

Impaort Keystore i
Keystore type PKCS#12 >
Use as server ik

Password* SEESNERERINRNREES

Description

Import: In the list, click Keystore.

Keystore type: In the list, click PKCS#12.

Use as: In the list, click Server.

Keystore file: Click Browse and navigate to the P12 certificate.
Password: Type the keystore password.

Description: Optionally, type a description of the certificate.

4. Click Import.

Set up Android for Work server settings

1. Click Configure->Settings and then expand More.
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Dashboard Manage Configure

Settings
Certificates

Enroliment
~ More

Certificate Management
Gredential Providers

Client

Beacons

Notifications

Garrier SMS Gateway

Server

ActiveSync Gateway

Android for Work

Google Play Gredentials

i0S Bulk Enrollment

ShareFile

ShareFila

Licensing

Local Users and Groups

PKI Eniities

Glient Properties

Notification Server

108 Settings

LDAP

Mobile Service Provider

NetScaler Gateway

Notification Templates

Release Management

Worx Home Support

Network Access Control
Samsung KNOX
Server Properties

SyslLog

Role-Based Access Control

Workflows

Worx Store Branding

XenApp/XenDesktop

Experience Improvement Program

2. Under Server, click Android for Work. The Android for Work page appears. Configure the following settings:

Android for W

awida Android for Wark configuration paramasers.

Domain Hame*

Dioemiain fugimin Acoount

Binding Token*

Erabln Androie tor wore ()

https://docs.citrix.com

Domain name: Type your Android for Work domain name.
Domain Admin Account: Type your domain administrator user name.
Service Account ID: Type your service account ID.
Binding Token: Type, or copy and paste, the binding token.
Enable Android for Work: Click to enable or disable Android for Work.
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3. Click Save.

Enable SAML-based single-sign-on

1. Logonto the XenMobile 10.1 console.

2. Click Configure->Settings->Certificate. The Certificates page appears.

Censing MNotification Templates

Enroliment Local Users and Groups Release Management

3.0nthe Certificates page, in the list of certificates, click the SAML certificate.

our charges to the BEL and APMa castifica eatant XenMobie, e 1 wr - wine
Dascripkion Vald from Valid 1o Type Privisly
Soll SignociGenantod 0180707 PORE7-04 BAbL v
Sell Sgned Ganersled 2015-07-01 H36-07-065 Devices CA

4. Click Export and save the certificate to your computer.
5.Log onto the Google Admin portal (https://admin.google.com) with your Android for Work administrator credentials.

6. Click Security.

= Admin console

is available in Security.

o i = ~ » &

Users Company profile Billing Reports & Security Support
Add, rename, and Update information View charges and Track usage of senvices Manage security Learn more and get help
MENage users about your company manage licenses features

7. Under Security, click Set up single sign-on (SSO) and configure the following settings:
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~ Set up single sign-on (SS0O)

SAML-based Single Sign-On allows you to authenticate accounts for web based applications (like Gmail or Calendar). With SSO,
users sign in for cne web application, and are automatically signed in for all other Google web apps. For deskiop applications (or
POP access to Gmail), users must sign in directly with the username and password set up via the Admin console. 6

Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL https://example.com/aw/saml/signin
URL for signing in to your system and Google Apps
Sign-out page URL https://example. com/aw/saml/signout

URL for redirecting users to when th

Change password URL https://example.com/aw/saml/changepassword
URL to fet users change their password in your system; when defined here, this is shown even when Single Sign-on is not
enabled

Verification certificate CHOOSE FILE

The certificate file must contain the public key for Google to verify sign-in requests, 9

[] Use a domain specific issuer 7]

MNetwork masks

3 4 ET-I)

DISCARD CHANGES SAVE CHANGES

e Sign-in page URL: Type the URL for users signing in to your system and Google Apps. For example: https://<Xebmobile-
FQDN>/aw/saml/signin.

e Sign-out page URL: Type the URL to which users are redirected when the sign out. For example: https://<Xebmobile-
FQDN>/aw/saml/signout.

e Change password URL: Type the URL to let users change their password in your system. For example:
https://<Xebmobile-FQDN>/aw/saml/changepassword. When defined here, users see this even if SSO is not available.

e Verification certificate: Click CHOOSE FILE and navigate to the SAML certificate exported from XenMobile.

8. Click SAVE CHANGES.

Set up an Android for Work device policy

You can set up any device policy you want, but it is wise to set up a passcode policy so that users are required to establish a
passcode on their devices when they first enroll.
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Passcode Policy Policy Information

This policy creates a passcode polcy based on the standards of your organabion. You can require a code on the device and can set lorrmating rules and other passcode rules, such as the grace penod belore device lock

1 Policy Info Pesscods Fequired ()

2 Platforms Passcoda requrements

Minimum kengtn & b
Biometric recognition OFF

Regquined characters Mo resincian 3

Arvanced nilas OFF A3y

Android

Puasscode security

Lock gavice after iminules of inacthiy) Hang ¥

» Deployment Rules

The basic steps to setting up any device policy are:
1. Logonto the XenMobile 10.1 console.
2. Click Configure->Device Policies.

3. Click Add and then select the policy you want to add fromthe Add a New Policy dialog box (in this example, you would
click Passcode).

4. Complete the Policy Information page.

5. Click Android for Work and configure the settings for the policy.

6. Assign the policy to a delivery group.

For more information on setting up device policies, see Device Policies.

Your users can now download the Worx Home app fromthe Google Play store and enroll their devices in XenMobile (be
sure to use user principal name for enroliment). After the devices successfully enroll, Worx Home will install the Android for
Work profile so that users can access their Android for Work apps. Users may be asked to encrypt their devices during this
process before they can continue.
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Configure Android for Work account settings

Jul 28,2015
Before you can start managing Android for Work apps and policies on users' devices you must set up Android for Work

domain and account information in XenMobile. Before doing that, however, you must complete Android for Work setup
tasks on Google to set up a domain administrator, and obtain a service account ID and a binding token. For more
information on Android for Work setup tasks on Google, see Managing Devices with Android for Work.

1

In the XenMobile console, click Configure > Settings.

X\ admin

Settings
Certificates

Enrollment

¥ More

Certificate Management

Credential Providers

Client

Beacons
Notifications
Carrier SMS Gateway
Server

ActiveSync Gateway
Android Work

Google Play Credentials
03 Bulk Enroliment
ShareFile

ShareFile

Licensing

Local Users and Groups

PKI Entities

Client Properties

Motification Server

02 Settings
LDAP
Mobile Service Provider

MetScaler Gateway

Motification Templates

Release Management

Worx Home Support

MNetwork Access Control
Samsung KNOX
Server Properties

Syslog

Role-Based Access Control

Workflows

Worx Store Branding

XenApp/XenDesktop

Experience Improvement Program

2. Expand More and then under Server, click Android for Work. The Android for Work page appears.
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oard Manage Configure % admin R

Settings

Settings > Android for Work

Android for Work

Provide Android for Work configuration parameters.

Domain Name™

Domain Admin Account™

Service Account ID*

Binding Token™

Enable Android for Work NO

w

.On the Android for Work page, configure the following settings:

Domain Name: Type your domain name.

Domain Admin Account: Type your domain administrator user name.

Service Account ID: Type your Google Service Account ID.

Binding Token: Type, or paste, the binding token you received from Google when you set up your Android for Work
account.

e Enable Android for Work: Select whether to enable Android for Work.

4. Click Save.
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Android for Work app restriction policy

Jul 13,2015
You can modify the restrictions associated with Android for Work apps, but before you can do so, you must meet the
following prerequisites:

Complete Android for Work setup tasks on Google. For more information, see Managing Devices with Android for Work.
Create a set of Google Play Credentials. For more information, see Google Play Credentials.

Configure Android for Work account settings. For more information, see Configure Android for Work account settings.
Add Android for Work apps to XenMobile. For more information, see Adding Apps to XenMobile.

=

. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

oard Manage Configure % admin &

Device Policies show filter Search Q
(ki | &
Add Export
Policy name Type Created on Last updated on Staius '
passcode Password 6/2315 11:41 AM 6/23/15 11:41 AM
restriction Restrictions 6/23/156 11:41 AM 6/23/15 11:41 AM
DEP Software Inventory Software Inventory 6/25/15 11:39 AM 6/25/15 11:39 AM

2. Click Add to add a new policy. The Add a New Policy page appears.
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Add a New Policy
Type or select a policy from the list
Exchange je VEN o
Scheduling ns WiF Terms & Conditions
* More
Network access Apps Security XenMobile agent
AP App Access Android Work App Restrictions Enterprise Hub
Cellular App Attributes App _:§D XenMobile Options
Personal Hotspot App Configuration App Restrictions XenMobile Uninstal
Proxy App Inventory Contacts (CardDAV) End user |
FlemL:te Support App Uninstall Credentials AirPlay Mirroring 1
Roaming App Uninstall Restrictions Kiosk AirPrint
Samsung Firewal Files Managed Domains Calendar (CalDav)
Tunnel Provisioning Profile SCGEP Font
Custom Samsung Browser SEAMS LDAP
Custom XML Sideloading Ke Samsung MDM License Key MDM Options
Import i0S Profile Signing Certificate Storage Encryption Mai
Removal Webclip Web Content Filter Organization Info L]
Profile Removal Worx Store ount
- - Subhscribed Calendars S

3.0nthe Add a New Policy page, click More and then under Security, click Android for Work App Restrictions. A dialog
box appears asking you to select an app.
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Select Application ID

Select an application... =

Select an application...

Demo Android App Restrictions
Divide Productivity

Dropbox

Evernote

Google Docs

N

.Inthe list, select the app to which you want to apply restrictions and then click OK.

If there are no Android for Work apps added to XenMobile, you cannot proceed. For more information about adding
apps to XenMobile, see Adding Apps to XenMobile.

If the app has no restrictions associated with it, a notification to that effect appears. Click OK to dismiss the dialog box.
If the app has restrictions associated with it, the Android for Work App Restrictions Policy information page appears.

%, admin R

Android for Work App Policy Information X
Restrictions com.yaraki.android.apprestrictionschema
Policy Name*

b 1 Policy Info
Description
2 Platforms

Android for Work

3 Assignment

5.Inthe Policy Information pane, enter the following information:

e Policy Name: Type a descriptive name for the policy.
e Description: Optionally, type a description of the policy.
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6. Click Next. The Policy Platforms page appears.

7. Under Platforms, in the Android for Work policy information pane, configure the settings for the app you selected. The
settings you see depend on the restrictions associated with the selected app. The following figure shows some of the
options available for the Google Docs app.

Xenlv ile Jas A Wk e Xy admin 2

Device Policies

Android for Work App  Policy Information X
Restrictions com.google.android.apps.work. pim
Email Address & @
1 Policy Info
Password ® @

2 Platforms

Host @
3 Android for Work
Server Type Exchange - @
3 Assignment
Username @
Device Identifier @
Is Ssl Required OFF (@

8. Expand Deployment Rules and then configure the following settings:

The Base tab appears by default.

¥ Deployment Rules

Base Advanced

Deploy when All s conditions are met. Mew Rule

e Inthe lists, click options to determine when the policy should be deployed.

i. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default option is
All.

ii. Click New Rule to define the conditions.
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iii. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
iv. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.

e C(lick the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT MNew Rule Delete

The conditions you chose on the Base tab appear.
e You can use more advanced Boolean logic to combine, edit, or add rules.
i. Click AND, OR, or NOT.

ii. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on the
right-hand side to add the condition to the rule.

At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove the
condition.

iii. Click New Rule again if you want to add more conditions.

In this example, the device ownership must be BYOD, the device local encryption must be True, and the device mobile
country code cannot be only Andorra.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
CGurrent mobile couniry code only Andorra

AND OR NOT EDIT New Rule Delete

9. Click Next.
The Android for Work App Restrictions Policy assignment page appears.

10. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want
to assign the policy.

The groups you select appear in the Delivery groups to receive app assignment list.

Xe n q TR Conﬁgure admin

Device Policies

Android for Work App ~ Android for Work App Restrictions x
Restrictions com.yaraki.android.apprestrictionschema
Choose delivery groups Type to search Q Delivery groups o sve app assi
1 Policy Info
AllUsers o AllUsers
2 Platforms DG-Helen

. DG-SD
Android for Work
fangsDg1
b 3 Assignment DG-ex
DG_win
DG_win_2

Device Enroliment Program Package

» Deployment Schedule @

o ([0
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11. Expand Deployment Schedule and then configure the following settings:

Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If you
choose OFF, no other options need to be configured.

Next to Deployment schedule, click Now or Later. The default option is Now.

If you click Later, click the calendaricon and then select the date and time for deployment.

Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.

Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.

Note

This option applies when you have configured the scheduling background deploymentkey in Settings > Server Properties. The
always-on option is notavailable for iOS devices.

Note thatthe deploymentschedule you configure is the same for all platforms. Any changes you make apply to all platforms,
exceptfor Deploy for always on connection, which does notapply to iOS.
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Configuring Deployment Rules and Schedules

May 25, 2016
This section describes:

e Deployment rules - parameters that affect the deployment outcome of a package.
e Deployment schedules - options that specify when XenMobile pushes packages to a device.

Configuring Deployment Rules

Deployment rules are parameters that affect the deployment outcome of a package. You can specify deployment rules for
device properties, apps, and actions. XenMobile uses the deployment rules that you specify for device properties to filter
policies, apps, actions, and delivery groups when determining the deployment order of a package. For more information,

see Deployment Ordering.

You can based a package deployment on a specific operating system version, on a particular hardware platform, or some
other combination. In this wizard used to add and edit device properties, apps, and actions are both

a Baseand Advanced rule editor. The Advanced view is a free-form editor. The image below illustrates the Deployment
Rules screen accessible when adding or editing an app:

¥ Deployment Rules

Base
Deploy this app when All - conditions are met New Rule
Device ownership = BYOD =

Device ownership

Device local encryption
Supervised

Device operating system ver
Fasscode compliant

Deploy this resource regardir

4 T I

Base Deployment Rules

Base deployment rules are comprised of predefined tests and resulting actions. When possible, the results are pre-built into
the example tests. For example, when basing a package deployment on a hardware platform, all existing known platforms
are populated into the resulting test, drastically reducing your rule creation time and limiting possible errors.

Click New rule to add a rule to the package.

Note: The rule builder includes further information, specific to each test.
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To create a new rule, you select a rule template, select the condition type, and then customize the rule. Customizing the
rule includes modifying the description. When you finish configuring settings, you add the rule to the package.

You can add as many rules as you want. The package is deployed when all of the rules match.

Advanced Deployment Rules

If you click on the Advanced tab, the Advanced Rule Editor appears.

In this mode, you can specify what relationship is set between the rules. The operators AND, OR, and NOT are available.

Configuring Deployment Schedules

XenMobile uses the deployment schedule that you specify foractions, apps, and device policies to control deployment of
those items. You can specify that a deployment occurs immediately, on a particular date and time, or according to
deployment conditions. The deployment schedule you configure is the same for all platforms. Any changes you make apply
to all platforms, except for Deploy for always-on connections, which does not apply to iOS.

If you do not change the deployment schedule options, deployments occurimmediately on every connection. The
deployment schedule options are:

Deploy: Defaults to ON. To prevent deployment, change this setting to OFF.

Deployment Schedule: Defaults to Now. To specify a deployment time, select Later and then choose a date and entera
time.

Deployment condition: Defaults to On every connection. To limit deployments, change this setting to Only when
previous deployment has failed.

Deploy for always-on connections: Defaults to OFF. ForiOS and Windows Mobile devices: If you set the

device Connection Scheduling Policy option to Always, you must change Deploy for always-on connections to ON.
For Android devices: The XenMobile server property, Background Deployment requires that you set Deploy for always-
on connections to ON for each policy deployed to Android devices.
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Adding Devices and Viewing Device Details

Sep 01, 2015

The XenMobile console server repository database stores a list of mobile devices. Each mobile device is defined by a unique
serial number and/or International Mobile Station Equipment Identity (IMEI)/Mobile Equipment Identifier (MEID)
identification. To populate the XenMobile console with your devices, you can add the devices manually or you can import a
list of devices froma file. See Device Provisioning File Formats.

On the Devices page in the console, you'll find a table listing each of the devices, along with the following information:
Status (Device not jailbroken, Device not managed, Active Sync Gateway unavailable, no deployment failure), Mode, (MDM,
MAM), User name, Device platform, Operating system version, Device model, Last access, and Inactivity days.

Note: The preceding headings are the defaults. You can customize what is shown in the table by clicking the down arrow
on the last heading and then clicking from the many possible headings you want to see in the table or clearing those you
do not want to see.

Device model | Last access | Inactivity days £V

IMEVMEID

ActiveSync ID

WiFi MAC address

Bluetooth MAG address
+ Device platform
+ Operating system version
« Device model

+ Last access
+ Inactivity days
‘Shareable

Shared status

DEP registered

Activation lock enabled
ActiveSync device known by MSP
Owned by

You can add a new device manually by clicking Add, or you can import a provisioning file by clicking Import. To update the
table, click Refresh.

St Mada User nama Dewica piatform Oparming symsem varsion Dervics model Last noones oty dns e
EEOE anea || s oe (A F] Prnane 061015 0 0943 pm 1 caym

EEOE MDA [] WA Android 43 EM-PE0D OG/12/20LE F 8525 pm 2 dirys

BEOE MAM Andicid 153 Andeeed OG14/R015 (K2 D243 pm 0 iy

OO oo | s 0e

1. Inthe XenMobile console, click Manage > Devices and then click Add. The Add Device page appears.
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2. InSelect platform, click either iOS, Android, or Symbian.
3. Enter the following information:
1. iOS: Enter the Serial Number.
2. Android: Enter the Serial Number and IMEI/MEID.
3. Symbian: Enter the IMEI/MEID.
4. Click Add. The Devices table appears with the device added to the bottom of the list.
5. Inthe list, select the device you added and then in the menu that appears, click Edit to view and confirmthe device
details.

XenMobile Dashboard Manage Configure X administrator &

Devices

Devices showfilter Search Q

Status Mode User name Device platform = Operating system version Device model | Last access | Inactivity days |«

EEEE |MOM|| MAM| i0S

W

Note: When you select the check box next to a device, the options menu appears above the device list; when you click
anywhere else in the list, the options menu appears on the right side of the listing.

Devices showfiler

SR T B S B B U B
Add Edit MNotify Delete Import Refresh
Status Mode User name | Device platform O
BEDE |MOM| MAM| i0S

6. Under General Identifiers, confirm the information displayed (the exact parameter list varies by platformtype): Serial
Number, IMEI/MEID, ActiveSync ID, WiFi MAC Address, Bluetooth MAC Address, Device Ownership: Corporate or BYOD.
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Device details

1 General

2 Properties

w

User Properties

4 Assigned Policies

D Apps

& Actions

7 Delivery Groups

8 105 Profiles

9 103 Provisioning Profiles

10 Certificates

11 Connections

12 MDM Status

General
Identifiers

Sarial Number

IMEVMEID

ActiveSync ID

WiFi MAC Address:

Bluatooth MAC Address

Davice Ownarship

Security

Strong ID

Full Wipe of Device

Salective Wips of Device

Lock Device

CAILDBTKFNJK

35 798905 2594851

ApplCISLDETKFNJK

90:72:40:E3:00:A8

90.72:40:E3:90:AC

@ Comporate
BYOD

FJGFA44D

Mo device wipe._

Mo device selective wipe.

Mo device kock.

7. Under Security, confirmthe information that appears (the exact parameter list varies by platformtype): Strong ID, Full

Wipe of Device, Selective Wipe of Device, Lock Device, Device Unlock, Device Disown, Activation Lock Bypass, Device

Clear Restrictions.
8. Click Next to add properties.

9. Onthe Properties page, click Add to view a list of the properties that you can provision for the device. The list of

available properties appears.
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. = Location information
Device details
Account Sespendad? -
1 General a
Apeount Suspendad?
| Yes
2 Proparties Actvation lock bypass code :
Activation lack enabled
3 User Properties | Active iTusss account
| ActveSyne D 160
4 Assigned Policies ActvaSyne device Known by MSP
Administrator disabled MNane
5 Apps 1 Amazon MDK AP| available
| Android for Werk Devies ID United States (311)
6 Actions | Android for Wark Enabled Device? | w0
Android for Work Install Tyvpe
{ Dehvery Groups Asset fag = Mo
B 105 Profiles Home carrier network Vesizon
8 105 Provisioning Profiles Heme maobile country coda United States (311)
10 Certificates Hame mabile network code 430
- ICCID 8914 8000 0006 9112 4805
11 Connechions
Last known IP address 10252121117
12 MDM Status

10. Inthe list, click the property to be provisioned and then set its value. For example, you can select the property Activation
lock enabled and can set the value to either Yes or No.

11. After configuring a property, click Done.

12. Repeat steps 9 through 11 for each of the properties you want to provision and then click Next.
Note: As you add properties, they are all listed under Properties. When you return to the Properties page at a later time,
the properties are separated into different categories.
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Dashboard Configure

Device details
Properties
1 General ~ Battery
Main battary 30%
[
3 User Properties - Location information
4 Asszioned Policies Actheation lock enabled = Ve
2 Mo
2 Apps Locator senvics enabled Yes
ction
— MNetwork information
7 De Grouf - P
Carrier settings version 6.0
s | o 1echnal !
Sl (e '":.l.l.'g:.f r\:J!IE
3 108 P 1 P &5 Current mobile country code United States (311)
) Certificates Current mobile network code 480
1 Conne Data roaming allowed Mo
L Home carrier natwork Verizon
2 MDM Status

The Assigned Policies section and the sections that follow all contain summary information for the device.

Assigned Policies: Displays the number of assigned policies including the number of deployed, pending, and failed

policies. The name, type and last deployed information also appear for each policy.

Apps: Displays the number of apps as of the last inventory that includes the number of installed, pending, and failed

apps.

e ForInstalled, the following information appears: Name, Ownership, Version, Author, Size, Installed, Identifier, and
Type.

e For Pending and Failed apps, the following information appears: Name, Last deployed, Identifier, and Type.

Actions: Displays the number of actions, which includes the number of deployed, pending, and failed actions. Each

action displays the name and last deployed information.

Delivery Groups: Displays the number of success, pending, and failed delivery groups. The Delivery Groups and time

information appears for each action. In addition, more detailed information appears for the Delivery Group, including

Status, Action, Owner and Date.

iOS Profiles (iOS devices only): Displays the last iOS profile inventory, including Name, Type, Organization and

Description.

Certificates: Displays the number of valid certificates and expired or revoked certificates, including the Type, Provider,

Issuer, Serial number, Valid from, and Valid to information.

Connections: Displays the first connection status and the last connection status. For each connection, the User

name, Penultimate authentication and Last authentication appear.

TouchDown (Android devices only): Displays the last device authentication and the last user authenticated

information. Each applicable Policy name and Policy value appear.

13. Click Save.

You can import a file supplied by mobile operators or device manufacturers, or you can create your own device provisioning
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file. See Device Provisioning File Formats.
1. Inthe menu above the Devices table, click Import. The Import Provisioning File dialog box appears.

Import Provisioning File

File

Browse_ | No file selected.

Cancel

2. Select the file to import by clicking Browse and then navigating to the file's location.
3. Click Import. The imported files are added to the Devices table.

Select the device you want to edit, and then click Edit. The Device Details page appears.

Under General Identifiers, the only field you can change is Device Ownership, which you can set to Corporate or BYOD.

Click Next. The Properties page appears.

On the Properties page, add, edit, or delete properties as appropriate.

e To edit a property, click the property, modify its settings, and then click Done or Cancel.

e To delete a property, hover over the listing and then click the X on the right-hand side. The itemis deleted
immediately.

5. Click Next. The page that appears next depends on the selected device. For some devices you see User Properties, and
for others you see Assigned Properties.

6. If you see User Properties, add, edit, or delete user properties as follows; otherwise the remaining pages contain

summary information for the device. For a description of these pages, see To add devices manually.

PwnN e
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Dashboard Manage Configure % admmistrator 3

Device details

User Properties

1 General
User name Enter user name
2 Properties
Password Enter new password
} 3 User Properties
Role™ ADMIN =

4 Connections

— User Properties Add

Active Directory failed logontr... -

Active Directory failed logon tries =l

ActiveSync user email

BES user email
Company

Company name

’,\NNW

Note: The upper portion of the User Properties page cannot be edited.
e To add a user property, click Add.
e Inthe list, click the property you want to add, enter the value for the property, and then click Done or Cancel.
Repeat this step for each property you want to add.
e To edit a property, click the property, modify its settings, and then click Done or Cancel.
e To delete a property, hover over the listing and then click the X on the right-hand side. The itemis deleted
immediately.
7. Click Next on each of the following pages to view summary information.
8. Onthe final page, click Save to save the changes to the device.

You can send notifications to devices fromthe Devices page. For more information about notifications, see To create or
update notification templates in XenMobile

1. Select the device or devices to which you want to send a notification.
2. Click Notify. The Notification dialog box appears. Recipients lists all the devices that are to receive the notification.
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Notification

Recipienis 12345

FG2ERG

123456999
Templates Ad Hoc -
Channels SMTI SMS

SMTP SM

[4s]

Sender

Subject

Message

Cancel Notify

3. Configure the following information:
1. Templates: In the list click the type of notification you want to send.
The Subject and Message fields are filled with the text configured for the template that you chose except for Ad
Hoc.

2. Channels: Select how to send the message. The default is SMTP
—and

SMS.
You can click the SMTP and SMS tabs to see the message format for each.

3. Sender: Enter an optional sender.

4. Subject: Enter a subject foran Ad Hoc message.

5. Message: Enter the message foran Ad Hoc message.
4. Click Notify.

1. Inthe Devices table, select the device or devices you want to delete.
2. Click Delete. A confirmation dialog box appears. Click Delete again.
Important: You cannot undo this operation.
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To lock an i0S device

Jul 24,2015
You can lock an iOS device with an accompanying display of a message and phone number that appears on the device lock
screen. This feature is supported on iOS 7 and 8 devices.

If you choose to include a message and phone number for the lock screen, the message and phone number only appears
on a locked device if you have also set the Passcode policy in the XenMobile console, or if users have enabled the passcode
manually on the device.

1. In the XenMobile console, click Manage > Devices. The Devices page appears.

Manage Configure

Devices showfilter - Q
n:c | |.»fc--. I g Eﬁh
Status Mode User name | Device platform = Operating system version Device model  Last access | Inactivity days
seme [vou)(va] 0s
GEEE (vov)(mav) Andioid
BEEE [vom)(va) Symbian
0] 2] |:||:| Windows 8.1 Tablet
BEEE [vom)(va Blackbeny

2. Select the iOS device you want to lock.

When you select the check box next to a device, the options menu appears above the device list; when you click anywhere
else in the list, the options menu appears on the right side of the listing.
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Manage

Devices show filter

SO IR I R | DR R
Add Edit Deploy Secure Notify
User name

tpuserD1@testprise.net

winuser3@testprise net

Device Enroliment Program
User

Device Enroliment Program

MDM |
) User

Showing 1 - 4 of 4 items

ios

Windows 8.1

Tablet

108

ios

Search
I
Export Refrech

Operating system version = Device model = Last Inactivity days

83 iPhone 06/29/2015 24 days
02:10:15 pm

6.3.9600 Surface Pro 3 06/22/2015 30 days
04:47-15 pm

83 iPad 07/23/2016 0 day
12-17-14 pm

714 iPad 07/10/2015 12 days
11:00:08 am

DEP registerad v

Manage

Devices show fiter

(81 | & | & I

Add Import Export Refresh
User name
tpuser01@testprise net

winuser3@testprise.net

Device Enroliment Program User

Device Enroliment Program User

Device platform

i0s

Windows 8.1 Tablet

103

08

Windows Mobile

Windows Mobile

Windows Mobile

Windows Mobile

Windows Mobile

Windows Mobile

Search Q
Operating system version Device model | Last days DEP reg v
83 iPhone 06/29/2016 02:10:16 pm 24 days No
6.3.9600 Surface Pro 3 06/22/2015 04:47:16 pm 30 days No
83 iPad 07/23/2016 02:56:42 pm 0 day Yes
711
b4
4 < 1 1@ | )
Edit Deploy Secure Motify Delete
Device MDM Managed
Delivery Groups 1 Policies 1 B
Actions 0 Apps 2 B ‘
Show more >

3.Inthe options menu, select Secure. The Security Actions dialog box appears.
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)
| Rewvoke

*
[

| Selective Wipe

%

| Disown

Security Actions

Device Actions

7 o’ @
Lock Unlock | Clear Restrictions
G & Q
Full Wipe | Enable Tracking | Locate

4. Select Lock. The Security Actions confirmation dialog box appears.

Message

Phone

Security Actions

Are you sure you want to lock this device?

Cancel Lock Device

5. Optionally, enter a message and phone number that will appear on the device’s lock screen.

6. Click Lock Device.
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Tagging User Devices Manually

Jul 24,2015
You can manually tag a device in XenMobile in the three following ways:

e Tagthe device during the invitation-based enroliment process.
e Tagthe device during the Self Help Portal enrollment process.
e Tagthe device by adding device ownership as a device property.

You have the option of tagging the device as either corporate- or employee-owned. When using the Self Help Portal to
self-enroll a device, you can also tag the device as either corporate- or employee-owned. As shown in the following figure,
you can also tag a device manually by adding a property to the device fromthe Devices tab in the XenMobile console,
adding the property named Owned by and choosing either Corporate or BYOD (employee-owned).

Dashboard Configure admin

Device details winuser3@testprise.net | Surface Pro 3 x
1 General A
Properties
b 2 Properties _ Battery
3 User Properties Owned by - ¢ Corporate Done  Gancel

BYOD

i=y

Assigned Policies

+ Memory Add

5 Apps
. + Network information Add

6 Actions
7 Delivery Groups + Notification Service Add
8 Certificates N rity info -
9 Connections

+ System information Add
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Device Provisioning File Formats

Feb 12,2015

Many mobile operators or device manufacturers provide lists of authorized mobile devices, and you can use these lists to avoid
having to enter a long list of mobile devices manually. XenMobile supports an import file format that is common to all three
supported device types: Android, iOS, and Windows.

A provisioning file that you create manually and use to import devices to XenMobile must be in the following format:

e SerialNumber;IMEI;OperatingSystemFamily;propertyNamel;propertyValuel;propertyName2;propertyValue2;
... propertyNameN;propertyValueN

Note:

e The file charset must be UTF-8.

e The fields within the provisioning file are separated by a semi-colon (). If part of a field contains a semi-colon, it must be
escaped with a backslash character (\). For example, the property propertyV;test;1;2 would be typed as
propertyV\;test\;1\;2 in the provisioning file.

SerialNumber is required if IMEI is not given.

SerialNumber is required for iOS devices because the serial number is the iOS device identifier.

IMEI is required if SerialNumber is not given.

Valid values for OperatingSystemFamily are: WINDOWS, ANDROID, oriOS.

The following lines each describe a device in a device provisioning file.
1050BF3F517301081610065510590391;15244201625379901; WINDOWS;propertyN;propertyV\;test\;1\;2;prop 2
2050BF3F517301081610065510590392;25244201625379902;ANDROID;propertyN;propertyV$*&&ééétest
3050BF3F517301081610065510590393;35244201625379903;i0S;test;
4050BF3F517301081610065510590393;;i0S;test;

;55244201625379903; ANDROID;test.testé;value;

The first entry means the following:

SerialNumber: 1050BF3F517301081610065510590391
IMEI: 15244201625379901

OperatingSystemFamily: WINDOWS

ProertyName: propertyN

PropertyValue: propertyV\;test\;1\;2;prop 2
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Macros in XenMobile

Nov 06, 2015

XenMobile provides powerful macros as a way to populate user or device property data within the text field of a profile,
policy, notification, or enrollment template (for some Actions), among other uses. With macros, you can configure a single
policy and deploy it to a large user base and have user-specific values appear for each targeted user. For example, you can

prepopulate the mailbox value fora userin an Exchange profile across thousands of users.

This feature is currently only available in the context of configurations and templates foriOS and Android devices.

The following user macros are always available:

e |oginname (username plus domainname)
e username (loginname minus the domain, if any)
e domainname (domain name, or the default domain)

The following administrator-defined properties may be available:

c
cn

company

companyname
department

description

displayname
distinguishedname
facsimiletelephonenumber
givenname

homecity

homecountry

homefax

homephone

homestate
homestreetaddress
homezip

ipphone

I

mail

middleinitial

mobile
officestreetaddress

pager
physicaldeliveryofficename
postalcode

postofficebox
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telephonenumber

samaccountname

sn

st

streetaddress

title

userprincipalname

domainname (overrides property described previously)

Additionally, if the useris authenticated by using an authentication server, such as LDAP, all the properties associated with
the userin that store are available.

A macro can take the following form:

o ${type.PROPERTYNAME}
o ${type.PROPERTYNAME ['DEFAULT VALUE'T[ | FUNCTION [(ARGUMENT1, ARGUMENT2)}

As a general rule, all syntax following the dollar sign ($) must be enclosed in curly brackets ({ }).

Qualified property names reference either a user property, a device property, or a custom property.
Qualified property names consist of a prefix, followed by the actual property name.

User properties take the form ${user.[PROPERTYNAME] (prefix="user.")}.

Device properties take the form ${device.[PROPERTYNAME] (prefix="device.")}.

For example, ${userusername} populates the user name value in the text field of a policy. This is useful for configuring
Exchange ActiveSync profiles and other profiles used by multiple users.

For custom macros (properties that you define), the prefix is ${custom}. You can omit the prefix.

Note: Property names are case-sensitive.
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Device Policies

Jul 13,2016
You can configure how XenMobile works with your devices by creating policies. Although many policies are common to all
devices, each device has a set of policies specific to its operating system. As a result, you may find differences between iOS,
Android, and Windows devices, and even between different manufacturers' devices running Android.

Before you create a new policy, be sure you complete these steps:

e Create any delivery groups you plan to use.
e Installany necessary CA certificates.

The basic steps to create a device policy are as follows:

. Name and describe the policy.

. Configure one or more platforms.

. Create deployment rules (optional).

. Assign the policy to delivery groups.

. Configure the deployment schedule (optional).

u A W N R

You work with device policies on the XenMobile console Device Policies page. To get to the Device Policies page, click
Configure > Device Policies. From here, you can add new policies, see the status of existing policies, and edit or delete
policies.

The Device Policies page contains a table showing all the current policies.

To edit or delete a policy on the Device Policies page, you can select the check box next to a policy to show the options
menu above the policy list, or you click a policy in the list to show the options menu on the right side of the listing. If you
click Show More, policy details appear.
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Xent

Device Policies

Device Policies showfirer

(] # T
I Gt | e !

Q

Export

Policy name

cellular policy
cellular policy 2
org info policy
xenmobile policy name
i0S restriction policy
Samsung SAFE Restrict policy
Windows Phone 8.1 Restrict
Windows 8.1 Tablet Restrict
Amazon Restrict

app uninstall policy

Type

Gellular

Gellular

Organization Info

Xmoptions

Restrictions

Restrictions

Restrictions

Restrictions

Restrictions

Delete Application

Configure administrator

Created on

1/14/154:52.288

Last updated on Status ~

lae e aag

171415

1414115

1714415

171415

1/14A15

171415

Deployment
0 0 0
Installed Pending Failed

Show more >

1/14/15 3:14 PM

1/14/15 3:16 PM

1/20/15 9:56 AM

1/14/15 3:14 PM

1/14/15 3:16 PM

1/20/15 11:51 AM

Showing 1- 10 of 11 items

1. Onthe Device Policies page, click Add.

The Add a New Policy dialog box appears. You can expand More to see additional policies.

Add a New Policy

Q Search

Location S«

Terms & Conditions

2. To find the policy you want to add, do one of the following:

e Click the policy.

The Policy Information page for the selected policy appears.

e Type the name of the policy in the search field. As you type, potential matches appear. If your policy is in the list, click
it. Only your selected policy remains in the dialog box. Click it to open the Policy Information page for that policy.
Important: If your selected policy is in the More area, it is only visible if you expand More.
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Add a New Policy

al

4. Profile Removal

1°  Proxy ms & Conditions

* More

MNetwork access

3. Select the platforms you want to include in the policy. Configuration pages for the selected platforms appear in Step 5.
Note: Only those platforms supported by the policy are listed.

Passcode Policy

(<
o
73]
8}
=
(=]
|
[as]
s ]

< ]
o
]
]
o
_'
s

3 Assignment

4. Complete the Policy Information page and then click Next. The Policy Information page collects information, such as the
policy name, to help you identify and track your policies. This page is similar for all policies.

5. Complete the platform pages. Platform pages appear for each platformyou selected in Step 3. These pages are
different for each policy. Each policy may be different between platforms. Not all policies are supported by all platforms.
Click Next to move to the next platform page or, when all the platform pages are complete, to the Assignment page.

6. Onthe Assignments page, select the delivery groups to which you want to apply the policy. When you click a delivery
group, the group appears in the Delivery groups to receive app assignment box.

Note: The Delivery groups to receive app assignment box does not appear until you select a delivery group.
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Passcode Policy

Q Search
Delivery groups to receive app assignment

Group-1

Choose delivery groups

Allusers
Group-1
Group-2
Group-3

7. Click Save.
The policy is added to the Device Policies table.

1. Inthe Device Policies table, select the check box next to the policy you want to edit or delete.

2. Click Edit or Delete.
e If you click Edit, you can edit any and all settings.
e |f you click Delete, in the confirmation dialog box, click Delete again.
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XenMobile Device Policies by Platform

Jun 24, 2015

You can configure device policies in XenMobile for Amazon, iOS, Android, Android for Work, Samsung SAFE, Samsung KNOX,
Symbian, Windows Phone 8.1, and Windows 8.1 tablet devices. You add and configure the device policies in the XenMobile
console from Configure > Device Policies.

Note: Android Sony supports only the Storage Encryption policy. Android HT C supports only the Exchange policy.

Device Amazon | iOS | Android | Android | Samsung | Samsung | Symbian | Windows | Windows

policy for SAFE KNOX Phone 8.1 tablet
Work 8.1

Common

Exchange X X X X X X

Scheduling X X X

Passcode X X X X X X

Restrictions X X X X X

VPN X X X X X X

WiFi X X X X

Location X X

Services

Terms & X X X X X X

Conditions

Network

access

APN X X X

Cellular X X

Personal X
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Hotspot

Proxy X

Remote X
Support

Roaming X

Samsung X
Firewall

Tunnel X

Amazon | iOS | Android | Android | Samsung | Samsung | Symbian | Windows | Windows
for SAFE KNOX Phone 8.1 tablet
Work 8.1

Custom

Custom XML X X X

Import iOS X
Profile

Removal

Profile X
Removal

Provisioning X
Profile
removal

Apps

App Access X X X

App X
Attributes
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App X
Configuration

App X X X X X X
Inventory

App Uninstall X X X X X
App Uninstall | X X

Restrictions

Files X

Browser X X X

Provisioning X
Profile

Sideloading X
Key

Signing X
Certificate

Webclip X X X

Worx Store X X X

Amazon | iOS | Android | Android | Samsung | Samsung | Symbian | Windows | Windows

for SAFE KNOX Phone 8.1 tablet
Work 8.1

Security

Android for X

Work App

Restrictions

App Lock X X
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App X
Restrictions

Contacts X
(CardDAV)

Credentials X X X X

Kiosk X

Managed X
Domains

SCEP X

Samsung X X
MDM License
Key

Storage X X X
Encryption

Web Content X
Filter

XenMobile
agent

Enterprise X
Hub

XenMobile X X
Options

XenMobile X
Uninstall

End user
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AirPlay X
Mirroring

AirPrint X
Calendar X
(CalDav)

Font X
LDAP X
MDM X
Options

Mail X
Organization X
Info

SSO Account X
Subscribed X
Calendars
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To add an app access device policy

Apr 24,2015

The app access device policy in XenMobile allows you to define a list of apps that are either required to be installed on the
device, can be installed on the device, or must not be installed on the device. You can then create an automated action to
react to the device compliance with that list of apps. You can create app access policies for iOS, Android, or Symbian
devices.

You can only configure one type of access policy at a time. You can add a policy for either a list of required apps, suggested
apps, or forbidden apps, but not a mix within the same app access policy. If you create a policy for each type of list, it is
recommended that you name each policy carefully, so you know which policy in XenMobile applies to which list of apps.

1. Inthe XenMobile console, click Configure > Device Policies.

A admin &

Device Policies show ilter Search Q
] &
Add | Export
Policy name Type Created on Last updated on Status v
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/1512:08 PM
Applnventory_All Software Inventory 4/27/15 12:25 PM 4/27/1512:25 PM
Exch_wp Exchange 4/27M15 12:26 PM 4/27/1512:26 PM

2. Click Add. The Add a New Policy dialog box appears.
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Add a New Policy
Tvpe or rom the list Q Search
Exchange Passcode VPN Location Services =
Scheduling Restrictions WiFI Terms & Conditions
~ More
Network access Security End user
AEN App Lock AirPlay Mirroring
Cellular App Restrictions AlrPrint
Personal Hotspot Gontacts (GardDAV) Galendar (GalDav)
Gredentials Font
App Uninstall Kiosk LDAP
App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Files SCEP Mail
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Sideloading Key Storage Encryption 550 Account
Custom XML Signing Certificate Web Gontent Filter Bubscribed Galendars
Import i0S Profile W XenMobile agent
Removal Wonx Stor Enterprise Hub
Profile Removal XenMabile Options
¥enMobile Lninstall Sl

3. Click More > App Access. The App Access Policy information page appears.

Xenh rd Manage Configure

Device Policies

App Access Policy Policy Information x
This policy lets you create lists of apps that you designate as required, suggested, or forbidden by
users to run on their devices.
p 1 Policy Info
Policy Name*
2 Platforms
Description
0s

Android
Symbian

3 Assignment

e e

4. Onthe Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.
5. Click Next. The Policy Platforms page appears.
Note: When the Policy Platforms page appears, all platforms are selected and you see the iOS platform configuration
page first.
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XenMobile Dashboard Manage Configure administeator

Device Policies

App Access Policy Policy Information X

This policy lets you create lists of apps that you designate as required, suggested, or forbidden by

users to run on their d

1 Policy Info
Access policy @ Required

2 Platforms Suggested

Forbidden
0S

App name* App identifier [+ Add

Android
Symbian

» Deployment Rules

3 Assignment

’W

6. Under Platforms, select the platform or platforms to want to add and then do the following for each platform:

1. Access policy: Click Required, Suggested, or Forbidden. The default is Required.

2. To add one or more apps to the list, click Add and then do the following:
1. App name: Enter an app name.
2. App ldentifier: Enter an optional app identifier.
3. Click Save or Cancel.
4. Repeat steps i. throughiiii. for each app you want to add.
Note: To delete an existing app, hover over the line containing the listing and then click the trash canicon on the
right-hand side. A confirmation dialog box appears. Click Delete to delete the listing or Cancel to keep the listing.
To edit an existing app, hover over the line containing the listing and then click the pen icon on the right-hand side.
Make any changes to the listing and then click Save to save the changed listing or Cancel to leave the listing
unchanged.

7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base Advanced

| »

Deploy when All = conditions are met. New Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The next platform page or App Access Policy assignment page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Dashboard Manage Configure

Device Policy x

This policy lets you configure a p
Q ety groups o resee app sssignment

AllUsers

Device Policy

Choose delivery
groups

1 Policy Info

Allusers

2 Platforms

0s
Android
Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment

S e RS e ]

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default option is ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
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5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections

P
i
(=)

11. Click Save to save the policy.
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To add an app inventory device policy

Feb 25,2015

An app inventory policy in XenMobile lets you collect an inventory of the apps on managed devices, and then the inventory
is compared to any app access policies deployed to those devices. In this way, you can detect apps that appear on an app
blacklist (forbidden in an app access policy) or whitelist (required in an app access policy) and take action accordingly.
Important: For updated apps to appear in the Updates Available list in the Worx Store on users' Android devices, you must
first deploy this policy to the users' devices.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

Xen[‘-.-"1 '_'bll“f‘ Gonfigure A admin &
Device Policies
Device Policies show filter Search Q

(] &

Add | BExport
Policy name Type Created on Last updated on Status ~
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/15 12:08 PM
Applinventory All Software Inventory 4/27/16 12:26 PM 4/27/16 12:26 PM
Exch_wp Exchange 4/27/16 12:26 PM 4/27/16 12:26 PM

2. Click Add. The Add a New Policy page appears.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.282



Add a New Policy
Type or select a policy from the list Q
Exchange VPN Location S =
WiFi Terms & Gondition
v More
Network access Apps Security End user
APN APp ACCEss App Lock AirPlay Mirroring
Cellular App Attributes App Restrictions AirPrint
Personal Hotspot Calendar (CalDav)
AppInventory Font
»’—.pp{tgrire'a\l Kiosk LDAP
A Ininst lestrictions Managed Domains MDM Options
Roaming App Uninstall Restrictior Managed Domair MDM Optior
Samsung Firewall Files SCEP Mail
Samsung Browser Samsung MDM License Key Organization Info
Tunnel = & ) g
Custom Sideloading Key Storage Encryption 550 Accour
Gustomn XML Filter Subscribed Calendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
¥enhohile Lninstall S

3. Click More > App Inventory. The App Inventory Policy page appears.

XenNobile oard Manage Configure

Device Policies

Policy Information x

f the apps on managed devices so you can detect apps

App Inventory Policy

This policy lets you collect an inventory

that appear on an app blacklist or whitelist and take action accordingly.

b 1 PolicyInfo
Policy Name*

2 Platforms
Description
0s
Android
Windows 8.1 Tablet
Windows Phone 8.1
Samsung KNOX

Symbian

3 Assignment

4. In the Policy Information pane, type the following information: .
1. Policy Name: Type a name for the policy.
2. Description: Type an optional description of the policy.

5. Click Next. The Policy Platforms page appears.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.283



Note: When the Policy Platforms page appears, all platforms are selected and you see the iOS platform configuration
panel first.

XenMobile Dashboard Manage Configure A administrater &

Device Policies

App Inventory Policy Policy Information x

This policy lets you collect an inventory of the apps on managed devices so you can detect apps

n an app blacklist or whitelist and take action accordingly

1 Policy Info
2 Platforms
0s » Deployment Rules
Android

Windows 8.1 Tablet
Windows Phone 8.1
Samsung KNOX
Symbian

3 Assignment

Select the platform or platforms you want to add, and then for each platform do the following:

6. Leave the default setting or change the setting to OFF. The default is ON.
7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base Advanced

Deploy when All = conditions are met. New Rule T

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The next platform page appears or the Assignment policy page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Dashboard Manage Configure

Device Policy x

This policy lets you configure a p
Q ety groups o resee app sssignment

AllUsers

Device Policy

Choose delivery
groups

1 Policy Info

Allusers

2 Platforms

0s
Android
Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment

S e RS e ]

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default option is ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
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5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections

P
i
(=)

11. Click Save to save the policy.
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To add an app tunneling device policy for Android

Mar 31, 2015

Application tunnels (@pp tunnels) are designed to increase service continuity and data transfer reliability for your mobile
apps. App tunnels define proxy parameters between the client component of any mobile device app and the app server
component. You can also use app tunnels to create remote support tunnels to a device for management support.

Note: Any app traffic sent through a tunnel that you define in this policy goes through XenMobile before being redirected
to the server running the app.
1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

Device Policies show ilter Search Q
(8] &
Add | Export
Policy name Type Created on Last updated on Status v
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/1512:08 PM
Applnventory_All Software Inventory 4/27/15 12:25 PM 4/27/1512:25 PM
Exch_wp Exchange 4/27M15 12:26 PM 4/27/1512:26 PM

2. Click Add to add a new policy. The Add a New Policy dialog box appears.
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Add a New Policy

Type or select a policy from the list Q Search

Scheduling Restrictions WiFi Terms & Conditions -
v More B
Apps Security End user

Network access

App ACCESS

App Loc AirPlay Mirroring

APN
Cellular App Restrictions AirPrint
Personal Hotspot Calendar (CalDav)

Font
Proxy ’ !

App Uninstall LDAP
Remote Support oo

A Jninstall Restrictions Managed Domains MDM Options
Roaming App Uninstall Restrictior Managed Domair MDM Opfior .
- X Files SCEP Mail
Samsung Firewall

Samsung Browser Samsung MDM License Key Organization Info
Tunnel
Cubstom Storage Encryption 850 Account

Web Gontent Filter Subscribed Galendars

Custom XML
XenMobile agent
Enterprise Hub

Import i0S Profile

Removal

Profile Removal XenMobile Options

XenMobile Uninstall

3. Click More and then, under Network access, click Tunnel. The Tunnel Policy page appears.

Xenl ashboard v > Configure administrator

Device Policies

Tunnel Policy Policy Information x
This policy lets you configure an app tunnel. While doing so, you can choose if the tunnel will be used for the remote support app.

1 Policy Info Policy Name*

2 Platforms Description

Android

3 Assignment

4. In the Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Optionally, type a description of the policy.

5. Click Next. The Android Policy platform page appears.
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Xenh

|

Device Policies

Tunnel Policy Policy Information x

u configure an app tunnel. While doing so, you can choose if the tunnel will be used for the

1 Policy Info
Use this tunnel for remote support OFF

2 Platforms
Connection configuration

Android Connection initiated by Device -

@

3 Assignment Maximum cennections per device™

&

Define connection time out OFF

&

Block cellular connections passing by OFF
this tunnel

App device parameters

@

Client port*

App server parameters

IP address or server name™

Server port*

» Deployment Rules

6. In Use this tunnel for remote support, select whether the tunnel will be used for remote support.
Note: The configuration steps are different depending on whether you select remote support.
If you do not select remote support, do the following:

1
2.

8.

Connection initiated by: Click Device or Server to specify the source initiating the connection.

Maximum connections per device: Type a number to specify how many concurrent TCP connections the app can
establish. This field applies only to device-initiated connections.

Define connection time out: Select whether to set a length of time an app can be idle before the tunnelis closed.
Connection time out: If you set Define connection time out to On, type the length of time in seconds that an app
can be idle before the tunnelis closed.

Block cellular connections passing by this tunnel: Select whether this tunnelis blocked while roaming.

Note: WiFiand USB connections will not be blocked.

Client port: Type the client port number. In most cases, this value is the same as for the server port.

IP address or server name: Type the IP address or name of the app server. This field applies only to device-initiated
connections.

Server port: Type the server port number.

If you do select remote support, do the following:

1
2.
3.

Use this tunnel for remote support: Set to On.

Define connection time out: Select whether to set a length of time an app can be idle before the tunnelis closed.
Connection time out: If you set Define connection time out to On, type the length of time in seconds that an app
can be idle before the tunnelis closed.

4. Use SSL connection: Select whether to use a secure SSL connection for this tunnel.

Block cellular connections passing by this tunnel: Select whether this tunnelis blocked while roaming.
Note: WiFiand USB connections will not be blocked.

7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.
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¥ Deployment Rules

Base

Deploy when All - conditions are met. New Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT MNew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
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mobile country code cannot be only Andorra.

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The Tunnel Policy assignment page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Dashboard Manage Configure

Device Policy Device Policy x
This policy lets you Ganfigure a pi =
1 Policy Info Choose delivery v Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allsers
0s
Android
Windows Phone 8.1
Windows 8.1 Tablet
3 Assignment
—— e —— T —— T —

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
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default option is On every connection.
5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections

P
i
(=)

11. Click Save to save the policy.
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Custom XML device policies

Mar17, 2015
You can create custom XML policies in XenMobile when you want to customize the following features on Windows Phone

8.1, Windows 8.1 tablet, and Symbian devices:

e Provisioning, which includes configuring the device, and enabling or disabling features

e Device configuration, which includes allowing users to change settings and device parameters

e Software upgrades, which includes providing new software or bug fixes to be loaded onto the device, including apps and
systemsoftware

e Fault management, which includes receiving error and status reports from the device

You create your custom XML configuration by using the Open Mobile Alliance Device Management (OMA DM) API in
Windows 8.1. Creating custom XML with the OMA DM APl is beyond the scope of this topic. For more information about
using the OMA DM API, see OMA Device Management on the Microsoft Developer Network site.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

Configure A admin A

& I ®
Add Export
Policy name Type Created on Last updated on Status ~
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/15 12:08 PM
Applnventory_All Software Inventory 4/27/15 12:25 PM 4/27/15 12:25 PM
Exch_wp Exchange 4/27/15 12:26 PM 4/27/15 12:26 PM

2. Click Add to add a new policy. The Add New Policy dialog box appears.
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https://msdn.microsoft.com/en-us/library/bb737369.aspx

Device Policies

Custom XML Policy

the syntax.
b 1 Policy Info
Policy Name*

2 Platforms

Description

Windows Phone 8.1

Windows 8.1 Tablet

Symbian

3 Assignment

Policy Information

This policy lets you create custom XML for your policies. After you enter the XML, you can check

Configure

1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.

Y administrator

4. Inthe Policy Information pane, enter the following information:

a

Add a New Policy
Type or select a policy from the list Q
VPN Location Services =
WiFi Terms & Condition:
~ More
Network access Apps Security End user
APN App Lock AirPlay Mirroring
Gellular App Restrictions AirPrint
Personal Hotspot Calendar (CalDav)
Font
App Uninstall Kiosk LDAP
A Jninst lestrictions Managed Domains MDM Options
Roarming App Uninstall Restrictior Managed Domair MDM Optior
Samsung Firewall Flies SCEP Mail
Samsung Browser Samsung MDM License Key Organization Info
Tunnel = & Y e
Custom Sideloading Key Storage Encryption 580 Account
GustomML Web Gontent Filter Subscribed Calendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
¥enMohile Lninstall S

3. Click More and then under Custom, click Custom XML. The Custom XML Policy information page appears.

5. Click Next. The Policy Platforms page appears.
Note: When the Policy Platforms page appears, all platforms are selected and you see the Windows Phone 8.1 platform
configuration panel first.
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XenMobile Dashboard Manage Configure A admiistater A

Device Policies

Custom XML Policy Policy Information x
Thiz pelicy lets you create custom XML for your policies, After you enter the XML, you can check
the syntax.
1 Policy Info
XML content™
2 Platforms

} Windows Phone 8.1
Windows 8.1 Tablet
Symbian

3 Assignment

» Deployment Rules

i e

6. Under Platforms, ensure only the platforms you want to add are checked.

7. In XML content, enter the custom XML code you want to add to the policy. If the content is long, you can cut and
paste the code fromthe source file.

8. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base Advanced

Deploy when All = conditions are met. New Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

9. Click Next. XenMobile checks the XML content syntax. Any syntax errors appear below the content box. You must fix
any errors before you can continue.
If there are no syntax errors, the Custom XML Policy assignment page appears.

10. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

XenMobile Dashboard Manage Gonfigure

Custom XML Policy Custom XML Policy N
custom rour policies. After you entes

This policy lets you create enter the XML, you can he syntax.

you can check t
SU - [ ————

Group-2

1 Policy Info Choose delivery groups

Allusers

2 Platforms

Group-2
Windows Phone 8.1 Group-3
Windows 8.1 Tablet

Symbian

3 Assignment

» Deployment Schedule @

o -

11. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
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default option is On every connection.
5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @

12. Click Save to save the policy.
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App uninstall device policies

Jun 23,2015

You can create an app uninstall policy for iOS, Android, Samsung KNOX, Android for Work, and Windows 8.1 Tablet
platforms. An app uninstall policy lets you remove apps from users' devices for any number of reasons. It may be that you
no longer want to support certain apps, your company may want to replace existing apps with similar apps from different
vendors, and so on. The apps are removed when this policy is deployed to your users' devices. With the exception of
Samsung KNOX devices, users receive a prompt to uninstall the app; Samsung KNOX device users do not receive a prompt
to uninstall the app.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears. On the Device Policies
page, click Add.

Configure A admin &

Device Policies show filter Search Q
[ &
Add | Export
Policy name Type Created on Last updated on Status v
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/1512:08 PM
Applnventory_All Software Inventory 4/27/15 12:25 PM 4/27/1512:25 PM
Exch_wp Exchange 4/27M15 12:26 PM 4/27/1512:26 PM

2. Onthe Add a New Policy dialog box, click More and then, under Apps, click App Uninstall.
3. Inthe App Uninstall Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.
3. Click Next.
4. When the Policy Platforms page appears, all platforms are selected and you see the iOS platform configuration panel
first. Under Platforms, select the platform or platforms you want to add, and de-select those you don't.
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XenMobi

Device Policies

App Uninstall Policy Policy Information x

This policy lets you ch apps need to be uninstalled. You can perform silent removal only

on Samsung KNO! vices. If you don't find the app in the list, use the package name.
1 Policy Info
Managed app bundle ID* Make a selection -
2 Platforms
0s
» Deployment Rules
Android

Samsung KNOX
Windows 8.1 Tablet

3 Assignment

e et

5. Configure the following settings based on the platforms you selected.
1. If you selected, iOS, in the list Managed app bundle ID, click an existing app or click Add new.
Note: If there are no apps configured for this platform, the list will be empty and you must add a new app.
When you click Add, a field appears where you can type an app name.
2. If you chose Android, Samsung KNOX, Android for Work, or Windows 8.1 Tablet:

Xenl 3] Dashboard Manage Configure

Device Policies

App Uninstall Policy  Policy Information x

This policy lets you specify which apps need to be uninstalled. You can perform silent removal only

on Samsung KNOX devices. If you don't find the app in the list, use the package name.
1 Policy Info
Apps to uninstall
2 Platforms Glp UEEs % Add
05
» Deployment Rules
Android

Samsung KNOX
Windows 8.1 Tablet

3 Assignment

Under Apps to uninstall, click Add and then do the following:

1. App name: In the list, click an existing app or click Add new to enter a new app name.
Note: If there are no apps configured for this platform, the list will be empty and you must add new apps.

2. Click Add to add the app or click Cancel to cancel adding the app.

3. Repeat stepsi.andii. for each app you want to add to the uninstall policy.
Note: To delete an existing app from the uninstall policy, hover over the line containing the listing and then click the
trash canicon on the right-hand side. A confirmation dialog box appears. Click Delete to delete the listing or Cancel
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to keep the listing.
To edit an existing app, hover over the line containing the listing and click the pen icon on the right-hand side. Make
any changes to the listing and then click Save to save the changed listing or Cancel to leave the listing unchanged.

6. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base

Deploy when All - conditions are met. New Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
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3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.

¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

Gurrent mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

7. Click Next. The App Uninstall Policy assignment page appears.
8. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.
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XenMobile Dashboard Manage

Device Policies

App Uninstall Policy App Uninstall Policy

in the list, use the package name.
1 Policy Info

Ghoase delivery groups
2 Platforms
08
Android
Samsung KNOX
Android for Work
Windows 8.1 Tablet

|> 3 Assignment

This policy lets you specify which apps need to be uninstalled. You can perform silent removal enly on Samsung KNOX devices. If you don't find the app

<

Allusers k= Alusers

Delivery groups 10 receive app assignment

DG-Helen Device Enroliment Program Package
DG-SD DG-ex
fangsDg1
DG-ex
DG_win
DG_win_2

Device Enroliment Program
Package

» Deployment Schedule ®

9. Expand Deployment Schedule and then configure the following settings:

1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If

you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.

w

If you click Later, click the calendaricon and then select the date and time for deployment.

4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.

5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.

Note: This option applies when you have configured the scheduling background deployment key in Settings > Server

Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Deploy for always-on connections OFF

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

=)

\

gL

10. Click Save to save the policy.
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To add a files device policy for Android

Jun 20,2016

You can add script files to XenMobile that perform certain functions for users, or you can add document files that you
want Android device users to be able to access on their devices. When you add the file, you can also specify the directory in
which you want the file to be stored on the device. For example, if you want Android users to receive a company document
or.pdf file, you can deploy the file to the device and let users know where the file is located.

You can add the following file types with this policy:

e Text-based files (xml, .html, .py, and so on)

e Other files, such as documents, pictures, spreadsheets, or presentations

e For Windows Mobile and Windows CE only: Script files created with MortScript

=

. In the XenMobile console, click Configure > Device Policies. The Device Policies page appears.

A admin &

Device Policies show fitter Search Q
] &
Add | Export
Policy name Type Created on Last updated on Status v
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/1512:08 PM
Applnventory_All Software Inventory 4/27/15 12:25 PM 4/27/1512:25 PM
Exch_wp Exchange 4/27M15 12:26 PM 4/27/1512:26 PM

2. Click Add. The Add a New Policy dialog box appears.
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Add a New Policy

Type or select a policy from the list

Exchange Passcode VPN Location Services =
Scheduling Restrictions WiFI Terms & Conditions

¥ More

Network Apps Security XenMobile agent

APN App Access App Lock Enterprise Hub

Gellutar App Attributes App Restrictions XenMobile Options

Personal Hotspot

App Configuration

Contacts (CardDAV)

A

XenMobile Uninstall

Proxy App Inventory Credentials End user |
F!em'ote Support App Uninstall sk AirPlay Mirroring i
Roaming App Uninstall Restrictions Managed Domains AirPrint
Samsung Firewal Fﬁ SCEP Calendar (CalDav)
Tunnel Sarfisung Browser SEAMS Font
Custom Sideloading Key Samsung MDM License Key LDAP
Gustom XML Signing Certificate Storage Encryption MDM Options
Import iOS Profile Webclip Web Gontent Filter Mail
Worx Store Organization Info

Removal

Profile Removal

550 Account

Riiharrhad Calendars

3. Click More and then, under Apps, click Files. The Files Policy information page appears.

Files Policy

Policy Information

This policy lets you upload files and executable scripts to Android devices.

A admn &

b 1 Policy Info Policy Name™
2 Platforms Description

Android

3 Assignment

4. Inthe Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Optionally, type a description of the policy.

5. Click Next. The Android Platforminformation page appears.
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vard Manage Configure A admin &

Files Policy Policy Information X
This policy lets you upload files and executable scripts to Android devices.
1 Policy Info File to be imported™
(=]
2 Platforms
Android File type @ File
) Script
3 Assignment
Replace macro expressions OFF @
Destination folder %XenMobile Folde... ~
Destination file name @
Copy file only if diff. . ~
» Deployment Rules

6. In the Android Platform information page, enter the following information:
1. File to be imported: Select the file to import by clicking Browse and navigating to the file's location.
2. File type: Select either File or Script. When you select Script, Execute immediately appears. Select whether the script is
executed as soon as the file is uploaded. The default is OFF.
3. Replace macro expressions: Select whether to replace macro token names in a script with a device or user property.
4. Destination folder: In the list, select the location in which to store the uploaded file.
5. Destination file name: Optionally, type a different name for the file if it must be changed before being deployed on a
device.
6. Copy file only if different: In the list, select whether to copy the file if it is different from the existing file or to
overwrite the existing file.
7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

eployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule
Device ownership - BYOD - &
T —— J

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default

option is All.
2. Click New Rule to define the conditions.
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3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The Files Policy assignment page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Dashboard Manage Configure

Device Policy x

This policy lets you configure a p
Q ety groups o resee app sssignment

AllUsers

Device Policy

Choose delivery
groups

1 Policy Info

Allusers

2 Platforms

0s
Android
Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment

S e RS e ]

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default option is ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
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5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF Y

11. Click Save to save the policy.
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APN device policies

Jun 15,2015

You can add a custom Access Point Name (APN) device policy foriOS and Android devices. You use this policy if your
organization does not use a consumer APN to connect to the Internet froma mobile device. An APN policy determines the
settings used to connect your devices to a specific phone carrier's General Packet Radio Service (GPRS). This setting is
already defined in most newer phones.

iOS settings
Android settings

1. In the XenMobile console, click Configure > Device Policies. The Device Policies page appears.

% admin &

Device Policies show filter Search Q
(1 | &
Add Export
Policy name Type Created on Last updated on Staius '
passcode Password 6/2315 11:41 AM 6/23/15 11:41 AM
restriction Restrictions 6/23/156 11:41 AM 6/23/15 11:41 AM
DEP Software Inventory Software Inventory 6/25/15 11:39 AM 6/25/15 11:39 AM

2. Click Add to add a new policy. The Add a new Policy page appears.
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Add a New Policy

* More

Network access
APN

Ci:a.lar

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import iI0S Profile
Removal

Profile Removal

|
[15]
i
=
I
=
=]
n

App Attributes

App Gonfiguration

App Inventory

App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key

Signing Certificate
Webclip

WWorx <

i)

L0

L
1]

VPN

WiFi

Security

App Lock

App Restrictions
Gontacts (CardDAV)

GCrec

entials
Kiosk
Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub
XenMobile Options

¥enhMohile | Ininstall

Q Search

Location Services

Terms & Gonditi

[=]
a

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
LDAP

MDM Options
Mail

Organization Info

Subscribed Calendars

»

m

3.0nthe Add a New Policy page, click More and then under Network access, click APN. The APN Policy information
page appears.
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XE n[‘ yile )a ard Ma %, admin R

Davice Policies

APN Policy Policy Information x
This policy creates a custom Access Point Name (APN) on the device. Use this policy if your

organization does not use a consumer APN to connect to the Internet from a mobile device.
b 1 Policy Info

Policy Name*
2 Platforms

Description
i0s
Android

3 Assignment

N

.In the Policy Information pane, enter the following information:

Policy Name: Type a descriptive name for the policy.
Description: Optionally, type a description of the policy.

5. Click Next. The Policy Platforms page appears.

Note: When the Policy Platforms page appears, all platforms are selected and you see the iOS platform first.

6. Under Platforms, select the platforms you want to add.

When you finish configuring the settings for a platform, referto Step 7 for how to set that platform's deployment rules.

|OS settings
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Xenh ile Dashboard Manage Configure %,  admin X

Device Policies

APN Policy Policy Information X
This policy creates a custom Access Point Name (APN) on the device. Use this policy if your

organization does not use a consumer APN to connect to the Internet from a mobile device.

1 Policy Info
APN* [
2 Platforms
User name
. i0S
Password ®
Android

Server proxy address
3 Assignment

Server proxy port

Policy Settings
Remove policy @ Select date
Dration until removal (in days)
|
Allow user to remove policy Always hd

» Deployment Rules

e APN: Type the name of the access point. This must match a an accepted iOS APN or the policy will fail.

e User name: T his string specifies the user name for this APN. If the user name is missing, the device prompts for the string
during profile installation.

e Password: The password for the user for this APN. For obfuscation purposes, the password is encoded. If it is missing
fromthe payload, the device prompts for the password during profile installation.

e Server proxy address: The IP address or URL of the APN proxy.

e Server proxy port: The port number forthe APN proxy. This is required if you entered a server proxy address.

e Under Policy Settings, next to Remove policy, click either Select date or Duration until removal (in days).
e |f you click Select date, click the calendar to select the specific date for removal.
e |nthe Allow user to remove policy list, click Always, Password required, or Never.
e If you click Password required, next to Removal password, type the necessary password.
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Policy Settings
Remove policy ¢ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

Mever

Android settings
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Dashboard Manage Configure X adrmin 3

APN Policy Policy Information x
This policy creates a custom Access Point Name (APN) on the device. Use this policy if your

organization does not use a consumer APN to connect to the Internet from a mobile device.

1 Policy Info
APN* &
2 Platforms
User name
i0s
Password ®
g Android
Server
3 Assignment
APN type
Authentication type Mone e
Server proxy address

Server proxy port
MMSC

Multimedia Messaging Server
(MMS) proxy address

MMS port

» Deployment Rules

e APN: Type the name of the access point. This must match a an accepted Android APN or the policy will fail.

e User name: This string specifies the user name for this APN. If the user name is missing, the device prompts for the string
during profile installation.

e Password: The password for the user for this APN. For obfuscation purposes, the password is encoded. If it is missing
from the payload, the device prompts for the password during profile installation.

e Server: This setting, which predates smart phones, is usually empty. It references a Wireless Application Protocol (WAP)
gateway server for phones that could not access or render standardweb sites.

e APN type: This setting must match the carrier's intended use for the access point. It is a comma separated string of APN
service specifiers and must match the wireless carrier's published definitions. Examples include:

*. Alltraffic goes through this access point.

mms. Multimedia traffic goes through this access point.

default. All traffic, including multimedia, goes through this access point.

supl. Secure User Plane Location is associated with assisted GPS.
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e dun. Dial Up Networking is outdated and should rarely be used.

e hipri. High priority networking.

e fota. Firmware over the air is used for receiving firmware updates.

Authentication type: In the list, click the type of authentication to be used. Defaults to None.

Server proxy address: The IP address or URL of the carrier's APN HTTP proxy.

Server proxy port: The port number forthe APN proxy. This is required if you entered a server proxy address.

MMSC: The MMS Gateway Server address provided by the carrier.

Multimedia Messaging Server (MMS) proxy address: This is the multimedia messaging service server for MMS traffic. MMS
succeeded SMS for sending larger messages with multimedia content, such as pictures or videos. These servers require
specific protocols (such as MM1, .. MM11).

e MMS port: The port used for the MMS proxy.

7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base

Deploy when All ~ conditions are met. Mew Rule

e |nthe lists, click options to determine when the policy should be deployed.
e You can choose to deploy the policy when all conditions are met or when any conditions are met. The default option
is All.
e Click New Rule to define the conditions.
e Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
e Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
e Click the Advanced tab to combine the rules with Boolean options. The conditions you chose on the Base tab appear.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

e You can use more advanced Boolean logic to combine, edit, or add rules.
e Click AND, OR, or NOT.
e |nthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on the
right-hand side to add the condition to the rule.

At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove the
condition.

e Click New Rule again if you want to add more conditions.

In this example, the device ownership must be BYOD, the device local encryption must be True, and the device mobile
country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
AND
Passcode compliant True
Home mobile country code only Andoma

AND OR NOT EDIT New Rule Delete

8. Click Next. The APN Policy Assignment page appears.

9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want
to assign the policy. The groups you select appear in the Delivery groups to receive app assignment list.

XenMobile Dashboard Manage Gonfigure admin

APN Policy APN Policy x

This policy creates a custom Access Point Name (APN) on the device. Use this policy if your organization does not use a consumer APN to connect to
the Internet from a mobile device.

1 Policy Info
Type to search >ear
Choose delivery groups iy s Q Dei g o ive app assig t

2 Platforms

Allsers AllUsers
i0S Device Enrollment Program Package KQE-DG

. KQE-DG

Android

b 3 Assignment

» Deployment Schedule &

10. Expand Deployment Schedule and then configure the following settings:
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e Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If you
choose OFF, no other options need to be configured.

e Next to Deployment schedule, click Now or Later. The default option is Now.

e |f you click Later, click the calendaricon and then select the date and time for deployment.

e Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default optionis On every connection.

e Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.

Note:

This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.

The deployment schedule you configure is the same for all platforms. Any changes you make apply to all platforms,
except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule

Deploy
Deployment Schedule Now
Later
Deployment condition On every connection

Only when previous deployment has failed

Deploy for always-on connections

11. Click Save to save the policy.
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To add a cellular device policy for iOS

Feb 27,2015

This policy allows you to configure cellular network settings on an iOS device.

1. Inthe XenMobile console, click Configure > Device Policies.

Xenl

Device Policies

X\

Device Policies show filter Search Q
[k} @
Add | Export
Policy name Type Created on Last updated on ~
EntHub_wp_MDM Enterprise Hub 4/27/1512:08 PM 4/27/1512:08 PM
Applinventory All Software Inventory 4/271612:26 PM 4/27/16 12:26 PM
Exch_wp Exchange 4/27115 12:26 PM 4/27/16 12:26 PM
2. Click Add.
The Add a New Policy page appears.
Add a New Policy
Type or e list Search
Exchange Passcode VPN =
Scheduling Restrictions WiFi
v More
N ork acc Apps Security End user
APN App Access App Lock AirPlay Mirroring
Oe%ar App Restrictions AirPrint
Perdnal Hotspot Contacts (CardDAV) Calendar (CalDav)
Gredentials Font
App Uninstall Kiosk LDAP
A Jninstall Restrictions Managed Domains MDM Options
Roamning App Uninstall Restrictior Managed Domair MDM Optior
Samsung Firewall Files SCEP Mail
Samsung Browser Samsung MDM License Key Organization Info
Tunnel - - . -
Sideloading Key Storage Encryption 550 Accou
Custom ideloading F rage Encryptior r
Custom XML Signing Gertificate Web Gontent Filter Subscribed Calendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub L
Profile Removal XenMobile Options
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3. Onthe Add a New Policy page, click More and then under Network Access, click Cellular.
The Cellular Network Policy information page appears.

Xenh g Dashboard Manage Configure

Device Policies

Cellular Network Policy Information X
PD“CY This policy lets you configure cellular network settings on an iOS device.
Policy Name*
b 1 Policy Info
Description

2 Platforms

3 Assignment

4. Inthe Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Optionally, type a description of the policy.

5. Click Next. The iOS Platforminformation page appears.
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XenMobile

Device Policies

Cellular Network
Policy

Das

hboard Manage

Policy Information

This policy lets you configure cellular netw

Configure

LY

ork settings on an iOS device

administrator

i

Aitach APN
1 Policy Info Name
2 Platforms Authentication type PAP ~
} 0S User name
3 Assignment Password
APN
Name
Authentication type PAP -

User name
Password
Proxy server

Proxy server port

Policy Setiings

Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules

6. OntheiOS PlatformInformation page, enter the following information: Under Attach APN:
1. Name: Type a name for this configuration.
2. Authentication type: In the list, click Challenge Handshake Authentication Protocol (CHAP) or Password
Authentication Protocol (PAP). The default is PAP.
3. User name: Type a user name used for authentication.
4. Password: Type a password used for authentication.
Under APN:
Name: Type a name for the Access Point Name (APN) configuration.
Authentication type: In the list, click CHAP or PAP. The default is PAP.
User name: Type a user name used for authentication.
Password: Type a password used for authentication.
Proxy server: Type the proxy server network address.
. Proxy server port: Type the proxy server port.
7. Under Policy Settings, next to Remove policy, click either Select date or Duration until removal (in days).
8. If you click Select date, click the calendar to select the specific date for removal.
9. Inthe Allow user to remove policy list, click Always, Password required, or Never.
10. If you click Password required, next to Removal password, type the necessary password.

o VA WN
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always 7

Always

P d ired
» Deployment Rules asscode requir

MNever

11. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

XenMabile Dashboard Manage Gonfigure

Device Policies

Device Policy Device Policy x
This policy lets you configure a profile for devices
1 Policy Info Choose delivery 7 Q Delivery groups to receive app assignment
groups
2 Platforms Allusers Allusers
08
Android
Windows Phone 8.1
Windows 8.1 Tablet
3 Assignment
2 e R S B —

12. Expand Deployment Schedule and then configure the following settings:

1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.

2. Next to Deployment schedule, click Now or Later. The default option is Now.

3. If you click Later, click the calendaricon and then select the date and time for deployment.

4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.

5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available foriOS devices.

Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all

platforms, except for Deploy for always on connection, which does not apply to iOS.
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&

13. Click Save to save the policy.
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To add an Enterprise Hub device policy for Windows
Phone 8.1

Jun 24, 2015
An Enterprise Hub device policy for Windows Phone 8.1 lets you distribute apps through the Enterprise Hub Company store.

Before you can create the policy, you need the following:

e An AET (.aetx) signing certificate from Symantec
e The Citrix Company Hub app signed by using the Microsoft app signing tool (XapSignT ool.exe)

Note: XenMobile supports only one Enterprise Hub policy for one mode of Windows Phone 8.1 Worx Home. For example,
to upload Windows Phone 8.1 Worx Home for XenMobile Enterprise Edition, you should not create multiple Enterprise Hub
policies with different versions of Work Home for XenMobile Enterprise Edition. You can only deploy the initial Enterprise
Hub policy during device enrolment.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

XenMobile Dashboard Manage

Device Policies

Device Policies show fite

Policy name Type Greated on Last updated on Status v

2. Click Add to add a new policy. The Add a New Policy dialog box appears.
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Add a New Policy

Type or select a policy from the list Q
Scheduling Restrictions WIFI
~ More
Network access Apps Security
APN App Access App Lock
Gellular App Aftributes App Restrictions

Cont

s (CardDAY
Personal Hotspot !

Credential

Prox )
Rer App Uninstall Kiosk

Roaming App Uninstall Restrictions Managed Domains
Samsung Firewall Files SCEP

Tunnel Samsung Browser

Custom Sideloading Key

Custom XML

XenMobile agent

Import i0S Profile

Removal Worx Store EﬂlerpriSE\[EH'lub
Profile Removal ¥enMobile Options
XenMobile Uninstall

XenMot ) board Ma = Configure

Device Policies

Enterprise Hub Policy f’°"°¥ Information

he e Hub policy for Windor

1 Policy Info

2 Platforms Policy Name™
Windows Phone 8.1 Description

3 Assignment

4. Inthe Policy Information pane, enter the following information:

1. Policy Name: Enter a descriptive name for the policy.
2. Description: If desired, enter a description of the policy.
5. Click Next. The Windows Phone 8.1 platform page appears.
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Xenh ] Jashboard Manage Configure Prn—

Device Policies

Enterprise Hub Policy Policy Information x
T he Enterprise Hub policy fi i
d the AET (.

1 Policy Info Citrix Company Hub app using the

2 Platforms Upload _aetx file Browse
Windows Phone 8.1

Upload signed Enterprise Hub app

3 Assignment

» Deployment Rules

e —

6. Configure the following settings:

1. Upload .aetx file: Browse to the location of the .aetx file and then select the file.

2. Upload signed Enterprise Hub app: Browse to the location of the Enterprise Hub app and then select the app.
7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base Advanced

| »

Deploy when All - conditions are met. MNew Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The Enterprise Hub Policy assignment page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Dashboard Manage Configure

Device Policy x

This policy lets you configure a p
Q ety groups o resee app sssignment

AllUsers

Device Policy

Choose delivery
groups

1 Policy Info

Allusers

2 Platforms

0s
Android
Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment

S e RS e ]

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default option is ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
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5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections

P
i
(=)

11. Click Save to save the policy.
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Microsoft Exchange ActiveSync device policies

Jun 23,2015

You can use the Exchange ActiveSync device policy to configure an email client on users' devices to let themaccess their
corporate email hosted on Exchange. You can create policies for iOS, Android HTC, Android TouchDown, Android for Work,

Samsung SAFE, Samsung KNOX, and Windows Phone 8.1. Each platform requires a different set of values, which are
described in detail in the following topics:

Before you can create this policy, you will need to know the host name or IP address of the Exchange Server.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

XenMobile Dashboard Manage Configure

Device Policies

Device Policies show fite
i

Policy name Type Created on Last updated on Status

No results found.

,’\AN\

2. Click Add to add a new policy. The Add New Policy dialog appears.

Add a New Policy

Type or select a palicy from the list Q Search

VPN Location Services

Scheduling Restri ns WiFi

Terms & Gonditions

3. Click Exchange. The Exchange Policy information page appears.
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=
@ .
-]
B &

Pk Mo

Deacripton

4. Inthe Policy Information pane, type the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.
5. Click Next. The Policy Platforms page appears.
Note: When the Policy Platforms page appears, all platforms are selected and you see the iOS platform configuration
panel first.
6. Under Platforms, select the platformor platforms you want to add.
e If you selected iOS, configure the following settings:

Exchange ActiveSync account name: Type any Exchange Server account name.

Exchange ActiveSync host name: Type the Exchange Server host name or IP address.
Use SSL: Select whether to secure connections between users' devices and the Exchange Server. The default is On.

Domain: Enter the domain in which the Exchange Server resides.
Note: You can use the system macro ${user.domainname} in this field to automatically look up users' domain names.

User: Specify the user name for the Exchange user account.
Note: You can use the system macro ${userusername} in this field to automatically look up users' names.

Email address: Specify the user's full email address.
Note: You can use the system macro ${user.mail} in this field to automatically look up users' email accounts.

Password: Enter an optional password for the Exchange user account.
Email sync interval: Select any sync interval value from dropdown box.

Identity credential (keystore or PKI credential): Optional. Select configured Cert/PKI credential from dropdown
box.

Authorize email move between accounts: Optional. Select On/Off. The default is Off.

Send email only from email app: Optional. Select On/Off. The default is Off.
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Disable email recent syncing: Optional. Select On/Off. The default is Off.
Enable S/MIME: Optional. Select On/Off. The default is Off.

Enable per message S/MIME switch: Optional. Select On/Off. The default is Off.

e |f you selected Android HTC, configure the following settings:
Configuration display name: Type the name for this policy that appears on users' devices.
Server address: Type the Exchange Server host name or IP address.

User ID: Specify the user name for the Exchange user account.
Note: You can use the system macro ${user.username} in this field to automatically look up users' names.
Password: Enter an optional password for the Exchange user account.

Domain: Enter the domain in which the Exchange Server resides.

Note: You can use the system macro ${userdomainname} in this field to automatically look up users' domain names.
Email address: Specify the user's full email address.

Note: You can use the system macro ${user.mail} in this field to automatically look up users' email accounts.

Use SSL: Select whether to secure connections between users' devices and the Exchange Server. The default is On.

e |f you selected Android TouchDown, configure the following settings:
Server name or IP address: Type the Exchange Server host name or IP address.

Domain: Type the domain in which the Exchange Server resides.

Note: You can use the system macro ${userdomainname} in this field to automatically look up users' domain names.
User ID: Specify the user name for the Exchange user account.

Note: You can use the system macro ${user.username} in this field to automatically look up users' names.

Password: Type an optional password for the Exchange user account.

Email address: Specify the user's full email address.

Note: You can use the systemmacro ${user.mail} in this field to automatically look up users' email accounts.

Identity credential (keystore or PKI): In the list, click an optional identity credential if you have configured an identity
provider for XenMobile. This field is only required when Exchange requires a client certificate authentication. Default
is ‘'None'.

App Setting: Optionally, add TouchDown app settings for this policy.
Policy: Optionally, add TouchDown policies for this policy.

e |f you selected Android for Work, configure the following settings:

Server name or IP address: Type the Exchange Server host name or IP address.

Domain: Type the domain in which the Exchange Server resides.
Note: You can use the system macro ${user.domainname} in this field to automatically look up users' domain names.
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User ID: Specify the user name for the Exchange user account.
Note: You can use the system macro ${user.username} in this field to automatically look up users' names.

Password: Type an optional password for the Exchange user account.

Email address: Specify the user's full email address.
Note: You can use the systemmacro ${user.mail} in this field to automatically look up users' email accounts.

Identity credential (keystore or PKI): In the list, click an optional identity credential if you have configured an
identity provider for XenMobile. This field is only required when Exchange requires a client certificate authentication.
Can be added in doc default is ‘None’.

e |f you selected Samsung SAFE or Samsung KNOX, configure the following settings:
Server name or IP address: Type the Exchange Server host name or IP address.

Domain: Type the domain in which the Exchange Server resides.
Note: You can use the system macro ${user.domainname} in this field to automatically look up users' domain names.

User ID: Specify the user name for the Exchange user account.
Note: You can use the system macro ${user.username} in this field to automatically look up users' names.

Password: Type an optional password for the Exchange user account.

Email address: Specify the user's full email address.
Note: You can use the system macro ${user.mail} in this field to automatically look up users' email accounts.

Identity credential (keystore or PKI): In the list, click an optional identity credential if you have configured an identity
provider for XenMobile. This field is only required when Exchange requires a client certificate authentication. The
default is 'None".

Use SSL connection: Select whether to secure connections between users' devices and the Exchange Server. The
default is On.

Sync contacts: Select whether to enable synchronization for users' contacts between their devices and the Exchange
Server. The default is On.

Sync calendar: Select whether to enable synchronization for users' calendars between their devices and the Exchange
Server. The default is On.

Default account: Select whether to make users' Exchange account the default for sending email from their devices.
The default is On.

e |f you selected Windows Phone 8.1, configure the following settings.

Note: This policy does not allow you to set the user password. Users must set that parameter from their devices after
you push the policy.
Account name or display name: Type the Exchange ActiveSync account name.
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Server name or IP address: Type the Exchange Server host name or IP address.

Domain: Enter the domain in which the Exchange Server resides.

Note: You can use the system macro ${userdomainname} in this field to automatically look up users' domain names.
User ID or user name: Specify the user name for the Exchange user account.

Note: You can use the system macro ${user.username} in this field to automatically look up users' names.

Email address: Specify the user's full email address.

Note: You can use the system macro ${user.mail} in this field to automatically look up users' email accounts.

Use SSL connection: Select whether to secure connections between users' devices and the Exchange Server. The
default is Off.

Past days to sync: In the list, click how many days into the past to sync all content on the device with the Exchange
Server.

Frequency: In the list, click the schedule to use when syncing data that is sent to the device from the Exchange Server.
Logging level: In the list, click Disabled, Basic, or Advanced to specify the level of detail when logging Exchange activity.

7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base

Deploy when All ~ conditions are met. New Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The Exchange Policy Assignment page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

XenMabile Dashboard ELEDTES Configure

Device Policies

Device Policy Device Policy N

This policy lets you
Q Deiery roup o receive app seignment

AllUsers

1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
08
Android
Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

g e e

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
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4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.

5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.

Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all

platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections @

11. Click Save.
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Location device policies

Apr08, 2015

You create location device policies in XenMobile to enforce geographic boundaries, as well as to track the location and

movement of users' devices. When users breach the defined boundary, also called a geofence, XenMobile can performa
selective or full wipe immediately or after a specific time period to let users return to the allowed location.

You can create location device policies foriOS and Android. Each platformrequires a different set of values, which are

described in this article.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

XenMobile Dashboard

Device Policies

Configure

Device Policies =now e
Q
05
Policy name Type Created on Last updaied on Staius ~
cellular network policy name Cellular 12/28A14 12:67 PM 12/30/14 12:68 PM
test cell network policy name Cellular 12/30/14 7:49 AM 12/30M14 7:49 AM
rthnjrt Delete Application 12/31/14 7:39 AM 12/31/14 7:39 AM
m—— e V

2. Click Add to add a new policy. The Add New Policy dialog box appears.

Add a New Policy

e or select a policy from the list Q Search

Exchange Passcode VPN Lmlior@ewims

Scheduling Restrictions WiFi Terms &

onditions

3. Click Location Services. The Location Policy information page appears.
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Xel a d e Configure

Device Policies

Location Policy Policy Information x

This policy lets you set geographic peri

ers for devices, such as radius, latitude and longitude, and you can track the

locations and movements of the devices. You can then perform a selective or full wipe if the device breaches the parameters.

} 1 Policy Info
Policy Name*

2 Platforms

Description
0S
Android

3 Assignment

e e

4. In the Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.
5. Click Next. The Policy Platforms page appears.
Note: When the Policy Platforms page appears, both platforms are selected and you see the iOS platform configuration
panel first.

XenMabile Dashboard Configure

Device Policies

Location Policy Policy Information x

This policy lets you set geographic peri

ers for devices, such as radius, latitude and longitude, and you can track the

locations and mows of the device

'ou Gan then perform a selective or full wipe if the device breaches the parameters.

1 Policy Info . y .
Device agent configuration
2 Platforms Location Timeout 1 Minutes -
} 0s Tracking duration 6 Hours -~
Android Accuracy 328 Feet =
3 Assignment Report if Location Services are disabled OFF

Geofencing OFF

» Deployment Rules

N e i N U S W .

6. Under Platforms, select the platforms you want to add.
e |f youselectediOS, configure the following settings:
Location timeout: Type a numeral and then, in the list, click Seconds or Minutes to set how often XenMobile
attempts to fix the device's location. Valid values are 60-900 seconds or 1-15 minutes. The default is 1 minute.

Tracking duration: Type a numeral and then, in the list, click Hours or Minutes to set how long XenMobile tracks the
device. Valid values are 1-6 hours or 10-360 minutes. The default is 6 hours.

Accuracy: Type a numeral and then, in the list, click Meters, Feet, or Yards to set how close to a device XenMobile
tracks the device. Valid values are 10-5000 yards or meters, or 30-15000 feet. The default is 328 feet.

Report if Location Services are disabled: Select whether the device sends a report to XenMobile when GPS is disabled.
The default is OFF.
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Geofencing: Select this option to configure the following settings:

__/’f ﬂkvtﬁivtﬁkv’ﬁkv’

Geofencing ﬂ-\
Radius 16400 Feet =4
Genter point latitude™ 0000000
Center point longitude™ 0000000

‘Warn user on perimeter breach

Wipe corporate data on perimeter breach

e Radius: Type a numeral and then, in the list, click the units to be used to measure the radius. The default is 16,400
feet.
Valid values for radius are:
e 164-164000 feet
e 1-50 kilometers
e 50-50000 meters
e 54-54680 yards
e 1-31miles
e Center point latitude: Type a latitude, such as 37.787454, to define the geofence center point's latitude.
e Center point longitude: Type a longitude, such as 122.402952, to define the geofence center point's longitude.
e \Warn user on perimeter breach: Select whether to issue a warning message when users breach the defined
perimeter. The default is OFF. No connection to XenMobile is required to display the warning message.
e Wipe corporate data on perimeter breach: Select whether to wipe users' devices when they breach the perimeter.
The default is OFF.
When you enable this option, the Delay on local wipe field appears.

Type a numeral and then, in the list, click Seconds or Minutes to set the length of time to delay before wiping
corporate data from users' devices. This gives users an opportunity to return to the allowed location before
XenMobile selectively wipes their devices. The default is 0 seconds.

e |f you selected Android, configure these settings:
Pollinterval: Type a numeral and then, in the list, click Minutes or Hours, or Days to set how often XenMobile
attempts to fix the device's location. Valid values are 1-1440 minutes, 1-24 hours, or any number of days. The default
is 10 minutes.
Note: Setting this value to less that 10 minutes may adversely affect the device's battery life.
Report if Location Services are disabled: Select whether the device sends a report to XenMobile when GPS is disabled.
The default is OFF.

Geofencing: Select this option to configure the following settings:
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Geofencing m
Radius 16400 Feet -
Center point latitude™® 0.000000
Center point longitude™ 0.000000

‘Warn user on perimeter breach

Device connects to XenMobile for policy Perform no action on perimeter breach

refrash e ’
Wipe corporate data on perimeter breach

Lock device locally

e Radius: Type a numeral and then, in the list, click the units to be used to measure the radius. The default is 16,400

feet.
Valid values for radius are:

164-164000 feet
1-50 kilometers
50-50000 meters
54-54680 yards
1-31 miles

e Center point latitude: Type a latitude, such as 37.787454, to define the geofence center point's latitude.

e Center point longitude: Type a longitude, such as 122.402952, to define the geofence center point's longitude.

e \Warn user on perimeter breach: Select whether to issue a warning message when users breach the defined
perimeter. The default is OFF. No connection to XenMobile is required to display the warning message.

e Device connects to XenMobile for policy refresh: Select one of the following options for when users breach the
perimeter:

Perform no action on perimeter breach: Do nothing. This is the default.
Wipe corporate data on perimeter breach: Wipe corporate data after a specified length of time.
When you enable this option, the Delay on local wipe field appears.

Type a numeral and then, in the list, click Seconds or Minutes to set the length of time to delay before wiping
corporate data from users' devices. This gives users an opportunity to return to the allowed location before
XenMobile selectively wipes their devices. The default is 0 seconds.

Delay on lock: Lock users' devices after a specified length of time.
When you enable this option, the Delay on lock field appears.

Type a numeraland then, in the list, click Seconds or Minutes to set the length of time to delay before locking
users' devices. This gives users an opportunity to return to the allowed location before XenMobile locks their
devices. The default is 0 seconds.

7. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— o o

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AMND OR NOT EDIT MNew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.
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3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Gurrent mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

8. Click Next. The Location Policy assignment page appears.
9. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

XenMabile Dashboard ELEDTES Configure

Device Policies

Device Policy Device Policy x
This policy lets you configure a pi ces
1 Policy Info CGhoose delivery Q Delivery groups to receive app assignment
groups
2 Platforms Alusers Allsers
0S
Android
Windows Phone 8.1
Windows 8.1 Tablet
3 Assignment
e B . T

10. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
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3. If you click Later, click the calendar icon and then select the date and time for deployment.

4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.

5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available foriOS devices.

Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all

platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

oopioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Wi

Deploy for always-on connections OFF

11. Click Save to save the policy.
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Connection scheduling device policies

Jun 23,2015

You create connection scheduling policies to control how and when users' Android and Symbian devices connect to
XenMobile. You can specify that users connect their devices manually, that devices stay connected permanently, or that
devices connect within a defined time frame.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

Configure

r+ (ow]
rdd | Bwon
Policy name Type Created on Last updated on Status v
EntHub_wp_MDM Enterprise Hub 4/27/15 12:08 PM 4/27/1512:08 PM
Applnventory_All Software Inventory 4/27/1512:25 PM 4/27/1512:25 PM
Exch_wp Exchange 4/27M15 12:26 PM 4/27/1512:26 PM

2. Click Add to add a new policy. The Add New Policy dialog box appears.

Add a New Policy

the list Q Search

VPN

Exchange

Scheduling WiFi

» More

3. Click Scheduling. The Connection Scheduling Policy information page appears.
4. Inthe Policy Information pane, enter the following information:
1. Policy Name: Type a descriptive name for the policy.
2. Description: Type an optional description of the policy.
5. Click Next. The Policy Platforms page appears.
Note: When the Policy Platforms page appears, both platforms are selected and you see the Android platform
configuration panel first.
6. Under Platforms, select the platforms you want to add.
7. Configure the following settings for each of the platforms you selected: Require devices to connect: Click the option
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you want to set for this schedule.

e Always: Keep the connection alive permanently. XenMobile on the user's device attempts to reconnect to the
XenMobile server after a network connection loss and will monitor the connection by transmitting control packets at
regular intervals.

This option is not recommended as it drains battery power and generates a lot of network traffic.

e Never: Connect manually. Users must initiate the connection from XenMobile on their devices.

e Every: Connect at the designated interval. Devices automatically connect after a defined number of minutes.
When you select this option, the Connect every N minutes field appears where you must enter the number of minutes
after which the device must reconnect. The default is 20.

e Define schedule: XenMobile on the user's device attempts to reconnect to the XenMobile server after a network
connection loss and will monitor the connection by transmitting control packets at regular intervals within the time
frame you define. The following section describes how to define a connection time frame.

To define a connection time frame

When you enable the following options, a timeline appears where you can define the time frames you want. You can
enable either or both options to require a permanent connection during specific hours or to require a connection
within certain time frames. Each square in the timeline is 30 minutes, so if you want a connection between 8:00 AM
and 9:00 AM every weekday, you click the two squares on the timeline between 8 AM and 9 AM every weekday.

For example, the two timelines in the following figure require a permanent connection between 8:00 AM and 9:00 AM
every weekday, a permanent connection between 12:00 AM Saturday and 1:00 AM Sunday, and at least one
connection every weekday between 5:00 AM and 8:00 AM or between 10:00 AM and 11:00 PM.
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@ Define schedule

Maintain permanent connection during these hours m

1AM 28N 3AM MM SAM BAM  TAM  SAM  SAM 10AM 1AM 12PM 1PM 2PM 3PM 4PM 5PM BPM TPM  APM 9PM  10PM 11PN 1240

Mon ..
Tue ..
Wed ..
Thu ..
Fri ..
Sat .
Sun .

Require a connection within each of these ranges @

1AM 2AM 3AM  4AM SAM BAM TAM BAM  SAM 10AM 11AM 12PM 1PM 2PM APM 4PM 5PM EPM TPM  APM 9PM  10PM T1PM 12AM

Tue

Wed

Thu

Fri

Sat

Use local device time rather than UTG OFF

Maintain permanent connection during these hours: Users' devices must be connected for the defined time frame.

Require a connection within each of these ranges: Users' devices must be connected at least once in any of the
defined time frames.

Use local device time rather than UTC: Synchronize the defined time frames to local device time rather than
Coordinated Universal Time (UTC).

8. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

eployment Rules
Base Advanced
Deploy when All hd conditions are met. New Rule
Device ownership - BYOD - &
T — R

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
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3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

¥ Deployment Rules
Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT Mew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

Current mobile country code only Andorra

AMND OR NOT EDIT MNew Rule Delete

9. Click Next. The Connection Scheduling Policy assignment page appears.
10. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.
11. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available foriOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.
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¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF W

12. Click Save to save the policy.
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To add an AirPlay mirroring device policy for iOS

Apr 24,2015
The Apple AirPlay feature allows users to wirelessly stream content froman iOS device to a TV screen through Apple TV, or
to mirror exactly what’s on a device display to a TV screen or another Mac computer.

You can add a device policy in XenMobile to add specific AirPlay devices (such as Apple TV or another Mac computer) to
users' iOS devices. You also have the option of adding devices to a whitelist for supervised devices, which limits users to only
the AirPlay devices on the whitelist. For information about placing a device into Supervised mode, see To place an iOS
device in Supervised mode by using the Apple Configurator.

Note: Before proceeding, be sure to have the device IDs and any passwords for all the devices you want to add.

1. Inthe XenMobile console, click Configure > Device Policies. The Device Policies page appears.

XenMobile Dashboard Manage

Device Policies

Device Policies show fite

Policy name Type Greated on Last updated on Status v

2. Click Add to add a new policy. The Add a New Policy dialog box appears.
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Add a New Policy

Exchange

Scheduling

v More
Network access
APN

Gellular

Personal Hotspot

Proxy

R upport
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import iOS Profile
Removal

Profile Removal

3. Click More and then, under End user, click AirPlay Mirroring. The AirPlay Mirroring Policy page appears.

Xenlv

Device Policies

AirPlay Mirroring
Policy

b 1 Policy Info
2 Platforms
0S

3 Assignment

4. In the Policy Information pane, enter the following information:

Type or select a policy from the list

Apps
App Access

App Attributes

App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key

ng Certificate

VPN
WiFi

Security
App Lock

App Restrictions

ntacts (CardDAV)

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enhMobile LIninstall

Configure

Terms & Conditions

End user
Ajn:‘\ay{p:n')in“oﬁ ng
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info

Subscribed Calendars

N administrator Fy

Policy Name™

Description

1. Policy Name: Type a descriptive name for the policy.
2. Description: Optionally, type a description of the policy.
5. Click Next. The iOS Platform Information page appears.
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Dashboard Manage Configure X\ administrator

Device Policies

AirPlay Mirroring Policy Information x
Policy This policy lets y ces. For supervised
R AirPlay Password
1 Policy Info
Device Namex Password* 4 Add
2 Platforms
Whitelist ID
0S Device ID+*

% Add

3 Assignment Policy Settings

Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always ~

» Deployment Rules

6. Onthe iOS PlatformInformation page, enter the following information:

1. AirPlay Password: Click Add and then do the following:
1. Device ID: Enter the device ID in xxxx:xxxx:xx:xx format. This field is not case-sensitive.
2. Password: Enter an optional password for the device.
3. Click Add to add the device or click Cancel to cancel adding the device.
4. Repeat steps i. throughiiii. for each device you want to add.

2. Whitelist ID: Click Add and then do the following to limit supervised devices to only those device IDs on the whitelist:
Note: This list is ignored for unsupervised devices.
1. Device ID: Enter the device ID in xx:xx:xx:xx:xx:xx format. This field is not case-sensitive.
2. Click Add to add the device or click Cancel to cancel adding the device.
3. Repeat stepsi.andii. for each device you want to add to the whitelist.
Note: To delete an existing device, hover over the line containing the listing and click the trash canicon on the right-
hand side. A confirmation dialog box appears. Click Delete to delete the listing or Cancel to keep the listing.
To edit an existing device, hover over the line containing the listing and click the penicon on the right-hand side. Make
any changes to the listing and then click Save to save the changed listing or Cancel to leave the listing unchanged.

7. Under Policy Settings, next to Remove policy, click either Select date or Duration until removal (in days).
8. If you click Select date, click the calendar to select the specific date for removal.
9. In the Allow user to remove policy list, click Always, Password required, or Never.

10. If you click Password required, next to Removal password, type the necessary password.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.355



Policy Settings
Remove policy Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

Mever

11. Expand Deployment Rules and then configure the following settings: The Base tab appears by default.

¥ Deployment Rules

Base

Deploy when All - conditions are met. MNew Rule

1. Inthe lists, click options to determine when the policy should be deployed.
1. You can choose to deploy the policy when all conditions are met or when any conditions are met. The default
option is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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¥ Deployment Rules
Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, and the device
mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

12. Click Next. The AirPlay Mirroring Policy assignment page appears.
13. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Dashboard Manage Configure

Device Policy x

This policy lets you configure a p
Q ety groups o resee app sssignment

AllUsers

Device Policy

Choose delivery
groups

1 Policy Info

Allusers

2 Platforms

0s
Android
Windows Phone 8.1
Windows 8.1 Tablet

3 Assignment

S e RS e ]

14. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
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5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition ¢ On every connection

Only when previous deployment has failed

Deploy for always-on connections

P
i
(=)

15. Click Save to save the policy.
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Xen! ashboard Vanage Configure

Device Policies

Device Policies snow fiter

r}

»

Policy name Type Greated on

No results found.

Last updated on

administrator

Status

T ~——, —” ™

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
v More

Apps

Network access

e App Access

App Attributes
Gellular op

Personal Hotspot App Configuration

App Inventory
Proxy PP :

App Uninstall
Remote Support App Uninstal

App Uninstall Restrictions
Roaming op

Files
Samsung Firewall

Samsung Browser
Tunnel g

Custom Sideloading Key
Custom XML Signing Certificate

Import I0S Profile Webclip

Removal Worx Store

Profile Removal

https://docs.citrix.com

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Gredentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enMaohile Lninstall

arch

Location Services

Terms & Gonditions

End user
AirPlay Mirroring
AirPrint

CaI{?clar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
580 Account

Subscribed Calendars

»

m
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Xen

Device Policies

AirPrint Policy

b 1 Policy Info
2 Platforms
i0S

3 Assignment

Xen

Device Policies

AirPrint Policy

1 Policy Info
2 Platforms
} i0S

3 Assignment

https://docs.citrix.com
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Configure

Policy Information x
This policy lets you add AirPrint printers to the printer list on the users' iOS device. The policy is

available for iOS 7 and later devices.

Policy Name*

Description

Configure

Policy Information x
This policy lets you add AirPrint printers to the printer list on the users' iOS device. The policy is
available for i0OS 7 and later devices.

AirPrint Destination

IP Address: Resource Pathx [+ Add
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=]

Allow user to remove policy Always -

» Deployment Rules
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

Never
¥ Deployment Rules
Base Advanced
Deploy when All = conditions are met. New Rule -
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMo ashboard Y > Configure administrator

Device Policies

Device Policies show fiter -
Search Q

)

»

Policy name Type Created on Last updated on Status v

No results found.

T ~—, —” ™

Add a New Policy
Type or select a policy from the list Q
Exchange Passcode VPN Location Services =
Scheduling Restrictions WiFi Terms & Gonditions
~ More
Network access Apps Security End user
APN App AGGess App Lock AirPlay Mirroring
Cellular App Attributes App Restrictions AirPrint
Personal Hotspot App Configuration Contacts (CardDAV) Calendar {CalDav)
Proxy App Inventory Gredentials Font |
F{em;te Support App Uninstall Kiosk LDAP 1
Roarming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Files SCEP Mail
Tunnal Samsung Browser Samsung MDM License Key Organization Info
Gustom Sideloading Key Storage Encryption S50 Account
Custom XML Signing Certificate Web Gontent Filter Subscribed Calendars
Import iOS Profile Webclip XenMobile agent
Removal ‘Worx Store Enterprise Hub L
Profile Remaval XenMobile Options
¥enhlohile Lninstall 4
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Xenh

Device Policies

Configure

Calendar (CalDAV)
Policy

1 Policy Info

2 Platforms

3 Assignment

Xent

Device Policies

Policy Information X
This policy lets you add an iOS calendar (CalDAV) account to an i0S device to enable synchronization of scheduling data
with any server that supports GalDAV.

Policy Name™

Description

Configure administrator

Calendar (CalDAV)
Policy

1 Policy Info
2 Platforms
} i0S

3 Assignment

https://docs.citrix.com

i N S NS NS

Policy Information x
This policy lets you add an i0S calendar (GalDAV) account to an iOS device to enable synchronization of scheduling data
with any server that supports CalDAV.

Account description®
Host name*
Port* 8443
Principal URL*
User name*

Password

usess. (@D

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -

» Deployment Rules
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

Never
¥ Deployment Rules
Base Advanced
Deploy when All 7 conditions are met. MNew Rule -
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMaobile ashboard Vlanage Configure

Device Policies

Device Policies snow fiter

)

»

Policy name Type Created on

No results found.

Last updated on

administrator

Search

Status

T ~—, —” ™

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
* More

Apps
Network access PP
APN App Access

A Aftribut
Gellular App Attributes

Personal Hotspot App Gonfiguration

App Inventory
Proxy e °

App Uninstall
Remote Support App Uninstal

App Uninstall Restrictions
Roaming op

Files
Samsung Firewall

Samsung Browser
Tunnel g

Custom Sideloading Key

Custom XML Signing Certificate

Import I0S Profile Webclip

Removal Worx Store

Profile Removal

https://docs.citrix.com

VPN

WiFi

Security

App Lock

App Restrictions
Gontacts (CardDAV)
Gredenti

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

Yenknhile LIninstall

o

Location Services

Terms & Gonditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
530 Account

Subscribed Calendars

»

m
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Xenl i \ Configure X admimistator &

Device Policies

CardDAV Policy Policy Information x

Thiz policy lets you add an i0S contacts (CardDAV) account to an i0S device to enable

synchreonization of contact data with any server that supports CardDAV.
b 1 Policy Info
Policy Name™

2 Platforms
Description
108

3 Assignment

™ T

Configure X\ administrator F 3

Device Policies

CardDAV Policy Policy Information x

This policy lets you add an iOS contacts (CardDAV) account to an iOS device to enable

synchronization of contact data with any server that supports CardDAV.

1 Policy Info

Account description®
2 Platforms
Host name™
} i0S
Port* 8443

3 Assignment
Principal URL*
User name*®
Password

Use SSL @

Policy Settings
Remove policy @ Select date

Duratien until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules

™ T T
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

Never
¥ Deployment Rules
Base Advanced
Deploy when All = conditions are met. New Rule -
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Configure

..\

admin X

Device Policies snow filter

(ki I &
Add Export

Policy name

passcode

restriction

DEP Software Inventory

Type

Password

Restrictions

Software Inventory

Created on

6/23/15 11:41 AM

6/23/15 11:41 AM

6/25/15 11:39 AM

Search

Last updated on

6/23/15 11:41 AM

6/23/15 11:41 AM

6/26/15 11:39 AM
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Add a New Policy

Type or select a policy from the list

Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import iOS Profile
Removal

Profile Removal

Passcode

Restrictions

Apps

App Access

App Attributes

App Configuration
App Inventory

App Uninstall

App Uninstall Restrictions
Files

Provisioning Profile
Samsung Bﬁvser
Sideloading Key
Signing Certificate
Webclip

Worx Store

VPN

WiFi

Security

Android Work App Restrictions

App Lock

App Restrictions
Contacts (GardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Q Search

Location Services

Terms & Conditions

XenMobile agent
Enterprise Hub
XenMobile Options
XenMaobile Uninstall
End user

AirPlay Mirroring
AirPrint

Calendar (CalDav)

Font

Samsung MDM License Key LDAP

Storage Encryption

Web Gontent Filter

MDM Options
Mail
Organization Info
550 Account

Subhscribed Galendars

»

https://docs.citrix.com
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Xen! o I Mz Configure A, admin R

Device Policies

iOS provisioning profile Policy Information x
removal This policy lets remove a provisioning profile from an i0S device.
Policy Name*

b 1 Policy Info
Descrinii
2 Platforms

i0S

3 Assignment

Xenlv C e Configure %, admin k3

Device Policies

iOS provisioning profile  Policy Information x
This policy lets you uploads an i0OS provisioning profile.

1 Policy Info i0S provisioning profile

2 Platforms
b i0S » Deployment Rules

3 Assignment
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¥ Deployment Rules

Base Advanced

Deploy when

Al = conditions are met. MNew Rule

| »

¥ Deployment Rules

Base Advanced

AND

AND OR NOT

Device ownership BYOD
Device local encryption True

EDIT

Mew Rule Deleta

https://docs.citrix.com
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

CGurrent mobile couniry code only Andorra

AND OR NOT EDIT MNew Rule Delete
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Configure

2 Platforms

08

b 3 Assignment

1 Policy Info Choose delivery groups

i0S provisioning profile  10S provisioning profile

This policy lets you uploads an iOS provisioning profile.

Type to search Q Search

AllUsers
Device Enrollment Program Package

KOE-DG

» Deployment Schedule @

Delivery groups to receive app assignment

Allusers

KQE-DG

¥ Deployment Schedule @
Deploy

Deployment Schedule

Deployment condition

Deploy for always-on connections

€D

@ Now

Later

@ On every connection
Only when previous deployment has failed

OFF ®

https://docs.citrix.com
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..\

admin X

Device Policies show filier

passcode
restriction

DEP Software Inventory

Type

Password

Restrictions

Software Inventory

Created on

6/23/15 11:41 AM

6/23/15 11:41 AM

6/25/15 11:39 AM

Search

Last updated on

6/23/15 11:41 AM

6/23/15 11:41 AM

6/256/15 11:39 AM

https://docs.citrix.com
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Add a New Policy

Type or select a policy from the list

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import iOS Profile
Removal

Profile Removal

Provisioning Profile removal

Restrictions

Apps

App Access

App Attributes

App Configuration
App Inventory

App Uninstall

App Uninstall Restrictions
Files

Provisioning Profile
Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

WiFi

Security

Android Work App Restrictions

App Lock

App Restrictions
Contacts (GardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Q Search

Terms & Conditions

XenMobile agent
Enterprise Hub
XenMobile Options
XenMobile Uninstall
End user

AirPlay Mirroring
AirPrint

Calendar (CalDav)

Font

Samsung MDM License Key LDAP

Storage Encryption

Web Gontent Filter

MDM Options
Mail
Organization Info
550 Account

Subscribed Calendars

m

4
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Xenh o ; o Mz . Configure A, admin R

Device Policies

iOS provisioning profile Policy Information x
removal This policy lets remove a provisioning profile from an i0S device.
Policy Name*
b 1 Policy Info
D inti
2 Platforms
i0S

3 Assignment

Xenh o ; = Ma - d, admin R

Device Policies

iOS provisioning profile Policy Information

removal This policy lets remove a provisioning profile from an i0S device.
i0S provisioning profile® Select an option "
1 Policy Info
Gomment
2 Platforms
. i0S » Deployment Rules

3 Assignment
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¥ Deployment Rules

Base Advanced

Deploy when

Al = conditions are met. MNew Rule

| »

¥ Deployment Rules
ase Advanced

AND

AND OR NOT

Device ownership BYOD
Device local encryption True

EDIT

Mew Rule Deleta

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.388




¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

CGurrent mobile couniry code only Andorra

AND OR NOT EDIT MNew Rule Delete
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Configure

b 3 Assignment

1 Policy Info Choose delivery groups
2 Platforms
i0S

iOS provisioning profile iOS provisioning profile removal
removal This policy lets you remove a provisioning profile from an iOS device

Type to search Q Search

AllUsers
Device Enrollment Program Package

KOE-DG

» Deployment Schedule @

Delivery groups to receive app assignment

Allusers

KQE-DG

¥ Deployment Schedule @
Deploy

Deployment Schedule

Deployment condition

Deploy for always-on connections

€D

@ Now

Later

@ On every connection
Only when previous deployment has failed

OFF ®

https://docs.citrix.com
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XenMobile Dashboard Configure

Device Policies

Device Policies snowfiter -
Search Q

1

Policy name Type Greated on Last updated on Status v

No results found.

T T, —” ™
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M

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

—
=

Allow user to remove policy Always -
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Base Advanced

Deploy when

Device ownership

All

BYOD

eployment Rules
- conditions are met. New Rule
- &

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD

Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.396



¥ Deployment Schedule @

ooy @D

Deployment Schedule @ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

[i0)]

Deploy for always-on connections OFF
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XenMoabile Dashboard

Device Policies
Device Policies show fiter
&7

Policy name

No results found.

https://docs.citrix.com

Type

W\/\

Configure

Search Q

Created on Last updated on Status v

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.398


http://docs.citrix.com/en-us/xenmobile/10-1/xmob-device-policy-wrapper/xmob-device-policy-samsungMDM.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-device-policy-wrapper/xmob-device-policy-connection-scheduling.html

Exchange

Scheduling

~ More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Gustom XML
Import i0S Profile
Removal

Profile Removal

Xen

Device Policies

Kiosk Policy

} 1 Policy Info
2 Platforms
Samsung SAFE

3 Assignment

https://docs.citrix.com

Add a New Policy

Type or select a policy from the list

Fasscode

Restrictions

Apps

App Access

App Aftributes
App Configuration
App Inventory
App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

Policy Information

This policy lets you activate Kiosk mode on an Android device, in which only a specific app or apps

can run on the device.

Policy Name*

Description

© 1999-2017 Citrix Systems, Inc. All rights reserved.

o

VPN
WiFi

Security

App Lock

App Restrictions
Contacts (CardDAY)

Credentials

KES(
Mamaged Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub
XenMobile Options

Xenkohila [ Ininstall

Configure

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AjrPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
530 Account

Bubscribed Calendars

Y administrator Fy

m

T e T I I e
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Xen i > Configure

Device Policies

Kiosk Policy Policy Information

apps can run on the device.

1 Policy Info
General

2 Platforms Kiosk mode @ Enable

Disable
+ Samsung SAFE

Launcher package

3 Assignment

Emergency phone number
Allow navigation bar

Allow multi-window mode

Allow status bar

Allow system bar

RBABA

Allow task manager

Common SAFE passcode

Wallpapers
Define a home wallpaper OFF
Define a lock wallpaper OFF
Apps

New app to add*

» Deployment Rules

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

This policy lets you activate Kiosk mode on an Android device, in which only a specific app or

MDM 4.0+

MDM 4.0+

MDM 4.0+

MDM 4.0+

MDM 4.0+

% Add
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Wallpapers

Define a home wallpaper

Home image

Browse

MDM 4.0+

Define a lock wallpaper

Lock image

¥ Deployment Rules

Base Advanced

Deploy when All = conditions are met. Mew Rule
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT MNew Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMo

Device Policies

Device Policies snow fiter

)

»

administrator

Search

Policy name Type Created on Last updated on Status v

No results found.

T ~—, —” ™

Add a New Policy
Type or select a policy from the list Q
Exchange Passcode VPN Location Services =
Scheduling Restrictions WiFi Terms & Gonditions
v More
Network access Apps Security End user
APN App Access App Lock AirPlay Mirroring
Cellular App Attributes App Restrictions AirPrint
Personal Hotspot App Configuration Contacts (CardDAV) Calendar (CalDav)
Proxy App Inventory Gredentials Font |
F{em;te Support App Uninstall Kiosk Ll 1
Roaming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Fles SCEP Mzl
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Sideloading Key Storage Encryption S50 Account
Custom XML Signing Certificate Web Gontent Filter Subscribed Calendars
Import iOS Profile Webclip XenMobile agent
Removal Work Store Enterprise Hub L
Profile Removal XenMobile Options
¥enhlohile Lninstall i

https://docs.citrix.com
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Xen

Device Policies

Font Policy Policy Information x
This policy lets you add additional fonts to an i0OS device. The policy is available on i0S 7 and later

. devices.
b 1 Policy Info
Policy Name*

2 Platforms
Description

3 Assignment

Xenlv e rd Configure % administrator F 3

Device Policies

Font Policy Policy Information x
This policy lets you add additional fonts to an iOS device. The policy is available on i0OS 7 and later
devices.
1 Policy Info .
Uservisible name &2
2 Platforms

Font file

@

3 Assignment
Policy Settings

Remove policy @ Select date

Duratien until removal (in days)
=

Allow user to remove policy Always ~

» Deployment Rules
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

Never
¥ Deployment Rules
Base Advanced
Deploy when All 7 conditions are met. MNew Rule =
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMo

Device Policies

Device Policies snow fiter

)

»

Policy name

No results found.

T ~—, —” ™

Configure

Type Created on

Last updated on

administrator

Search

Status

Add a New Policy

Type or select a policy from the list

Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import i0S Profile
Removal

Profile Removal

https://docs.citrix.com

Passcode

Restrictions

Apps

App Access

App Attributes
App Configuration
App Inventory
App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

© 1999-2017 Citrix Systems, Inc. All rights reserved.

VPN

WFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains
SCEP

Samsung MDM License Key
Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enhohile | Ininstall

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AirPrint

Calendar (GalDav)
Font

LDAP

MDM Options
Mail

Ovdanization Info
850 Account

Subscribed Calendars

m

p.411



Xen Configure N adminis

Device Policies

Policy Information X
This configuration allows you to set email parameters. Note that when applied to a supervised

Mail Policy

device, you need to configure Email address and User name fields.

b 1 Policy Info
Policy Name*

2 Platforms
Description

3 Assignment
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Xenl

Device Policies

Mail Policy

1 Policy Info
2 Platforms
} 05

3 Assignment

https://docs.citrix.com

Configure

Policy Information

This configuration allows you to set email parameters. Note that when applied to a supervised

device, you need to configure Email address and User name fields.

Account description®
Account type

Path prefix*

User display name*

Email addrass™

Incoming email

Email server host name™

Email server port™

User name™*
Authentication type
Password

Use SSL

Outgoing email

Email server host name™®

Email server port®

User name™®
Authentication type
Password

QOutgoing password same as
incoming

Use 88L

Policy

Authorize email move between
accounts

Sending email only from mail app
Disable mail recents syncing

Enable S/MIME

Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

© 1999-2017 Citrix Systems, Inc. All rights reserved.

IMAP =

143

Password 7

OFF

Password -

OFF

OFF

OFF i0S 5.0+

OFF i0S 5.0+

OFF 108 6.0+

108 5.0+

@ Select date

Duration until removal (in days)

Always -
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

Passcode required
» Deployment Rules =

MNever
¥ Deployment Rules
Base Advanced
Deploy when All = conditions are met New Rule c
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMobile

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE i
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

)

=

b

)]

Deploy for always-on connections OFF ¢
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XenMobile Analyze

Device Policies

Managed Domains
Policy

b 1 Policy Info
2 Platforms
i0S

3 Assignment

Manage Configure £ A admin v~
Apps Actions ShareFile Delivery Groups
Policy Information

This policy lets you define managed domains that apply to the Safari browser. The payloads are supported only on iO5 8 and
later supervised devices.

Policy Name™

Description

https://docs.citrix.com
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XenMobile Analyze

Device Policies

Managed Domains
Policy

1 Policy Info
2 Platforms
3 i0s

3 Assignment

Manage Configure & 3, admin v
Apps Actions ShareFile Delivery Groups
Policy Information X

This policy lets you define managed domains that apply to the Safari browser. The payloads are supported only oniO5 8
and later supervised devices.

Managed Domains
Unmarked Email Domains

Managed Email Domain % Add

Managed Safari Web Domains

Managed Web Domain % Add
Policy Settings

Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -

» Deployment Rules

How to specify domains

https://docs.citrix.com
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.
.
7. Configure the deployment rules v
XenMobile Analyze Manage Configure # N\ admin v
yZ g 9
Device Policies Apps Actions ShareFile Delivery Groups
Managed Domains Managed Domains Policy x
i This policy lets you define managed domains that apply to the Safari browser. The payloads are supported only on iOS 8 and
Policy
later supervised devices.
1 Policy Info Choose d:l!::l?s’ Type to search Q Search Delivery groups to receive app assignment
2 Platforms AllUsers AllUsers
Sales
oS "G

b 3 Assignment

» Deployment Schedule @
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Xenh d Y > Configure administrator

Device Policies

Device Policies snow fiter

Policy name Type Created on Last updated on Status v

No results found.

T T, —” ™

Add a New Policy

Type or select a policy from the list Q Search

Scheduling Restrictions WiFi Terms & Conditions -
- More M
Network access Apps Security End user
APN App Access App Lock AirPlay Mirroring
Cellular App Attributes App Restrictions AirPrint
Personal Hotspot App Configuration Contacts (CardDAY) Calendar (GalDav)
Broxy App Inventory Gredentials Font
H9|11;te Support App Uninstall Kiosk LDAP
Roaming App Uninstall Restrictions Managed Domains MDM Options |
Samsung Firewall flles SOER Mzl
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Sideloading Key Storage Encryption 550 Acccu{;)
Gustomn XML Signing Certificate Web Content Filter Subscribed Calendars
Import i0S Profile Webelip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
XenMobile Uninstall

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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Xen! Da ( Configure

Device Policies

Organization Info Policy Information
POliCy This policy lets you specify your organization's information for alert messages that are pushed from XenMobile to

the device. The policy is available for iOS 7 and later devices.

1 Policy Info Policy Name*

2 Platforms Description

3 Assignment

Xen

Configure N administrator F
Device Policies
Organization Info Policy Information

PO"CY This policy lets you specify your organization’s information for alert messages that are pushed from XenMobile to
the device. The policy is available for iOS 7 and later devices.

@
. Name o
1 Policy Info B —
2 Platforms Address @
i0S 7.0+
i0S Phone @
i0S 7.0+
3 Assignment il @

» Deployment Rules
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¥ Deployment Rules

Base Advanced

Deploy when

All

= conditions are met. New Rule F

m
[

AND

ase Advanced

¥ Deployment Rules

Device ownership BYOD
Device local encryption True

NOT

EDIT New Rule Delete

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Gurrent mobile country code only Andorra

OR NOT EDIT Mew Rule Delete

Configure

XenMoab

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Sear )
— Q Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMo board Y > Configure

Device Policies

Device Policies snow fiter

r}

»

Policy name Type Greated on

No results found.

Last updated on

administrator

Status

T T, —” ™

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
* More

Apps
Network access pPp
APN App Access

A Attril \
GCellular App Aftributes

Personal Hotspot App Configuration

App Inventory
Proxy PP -

App Uninstall
Remote Support PP

App Uninstall Restrictions
Roaming PP

Files
Samsung Firewall

Samsung Browser
Tunnel g

Custom Sideloading Key
Custom XML Signing Certificate

Import i0S Profile Webclip

Removal Worx Store

Profile Removal

https://docs.citrix.com

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

Xeanhohila [Ininstall

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)

Font

"[jﬁ;
MEri1 Options

Mail
Organization Info
530 Account

Bubscribed Calendars

m
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Xen

Device Policies

LDAP Policy

p 1 Policy Info
2 Platforms
i0S

3 Assignment

Xen

Device Policies

LDAP Policy

1 Policy Info
2 Platforms
} i0S

3 Assignment

https://docs.citrix.com

Policy Information x

This policy lets you configure an LDAP server and search policies for querying the server.

I et T T

Configure X\ administrator F 3

Policy Name*

Description

Configure

Policy Information x
This pelicy lets you configure an LDAP server and search policies for querying the server.

Account description
Account user name
Account password

LDAP host name™

Use SSL m

Search Settings

Description* Scope Search base* [* Add
Policy Settings

Remove policy @ Select date

Duration until removal (in days)
=]

Allow user to remove policy Always -

» Deployment Rules
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O=example corp

Policy Setlings

» Deployment Rules

Remove policy

Allow user to remove policy

Select date

Duration until removal (in days)

Always

Always
Passcode required

Mever

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

ou=people

p.430



¥ Deployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
¥ Deployment Rules
Base Advanced
AND
Device ownership BYOD
Device local encryption True
AMD OR NOT EDIT New Rule Delete

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Gurrent mobile country code only Andorra

OR NOT EDIT Mew Rule Delete

Configure

XenMoab

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Sear )
— Q Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Configure

Device Policies

Device Policies snowfiter -
Search Q

1

Policy name Type Greated on Last updated on Status v

No results found.

T ~——, —” ™
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Add a New Policy

Type or select a policy from the list Q
Exchange Passcode VBN Location Services |
Scheduling Restrictions WiFi Terms & Gonditions
* More
Network access Apps Security End user
APN App Access App Lock AltPlay Mirroring
Cellular App Attributes App Restrictions AjrPrint
Personal Hotspot App Gonfiguration Contacts (CardDAV) Calendar (CalDav)
Proxy App Inventory Credentials Font

¥ E
Remote Support App Uninstall Kiosk LDAP
Roaming App Uninstall Restrictions Managed Domains MDM Options

Files SCEP Mail
Samsung Firewall
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Sideloading Key Storage Encryption 880, unt
Custom XML Signing Gertificate \Web Gontent Filter Substribed Galendars
Import i0S Profile Webclip XenMobile agent
Removal Worx Store Enterprise Hub
Profile Removal XenMobile Options
XenMohile Lninstall S

Xen| Configure

Device Policies

SS0 Account Policy ~ Policy Information <
This policy lets you create a single sign-on (S50) account profile for i0S 7 and later users,

1 Policy Info Policy Name*

2 Platforms Description

i0S

3 Assignment

T T T T T
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Xen i d A Configure

Device Policies

SS0 Account Policy  Policy Information x

This policy lets you create a single sign-on (830) account profile for iOS 7 and later users.

Account name™

1 Policy Info
2 Platforms Kerberos principal name™
} i0S Identity credential (Keystore or None -
PKI credential)

3 Assignment
9 Kerberos realm™

Permitted URLs

Permitted URL % Add
App Identifiers
App Identifier % Add

Policy Setlings
Remove policy @ Select date

Duration until removal (in days)
=

Allow user to remove policy Always -

» Deployment Rules
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Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

Select date

Duration until removal (in days)

Always

Always

Passcode required

MNever
¥ Deployment Rules
Base Advanced
Deploy when All = conditions are met. New Rule

https://docs.citrix.com
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMobile Dashboard

Device Policies

Device Policies snow fiter
™

Policy name

No results found.

https://docs.citrix.com

Type

T ~——, —” ™

Configure

Search Q

Greated on Last updated on Status v
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http://www.apple.com/downloads/macosx/calendars

Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custorn XML
Import i0S Profile
Removal

Profile Removal

Xenh

Device Policies

Add a New Policy

Tyvpe or select a policy from the list

Passcode

Restrictions

Apps

App Access

App Aftributes
App Gonfiguration
App Inventory
App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

Subscribed Calendars Policy Information

Policy

} 1 Policy Info
2 Platforms
i0s

3 Assignment

™ T

https://docs.citrix.com

Policy Name™

Description

© 1999-2017 Citrix Systems, Inc. All rights reserved.

Q)

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains
SCEP

Samsung MDM License Key
Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

HenMohile LIninstall

Configure

This policy adds the parameters for a subscribed calendar to a users’ calendars list.

Location Services

Terms & Conditions

End user
AirPlay Mirmoring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
330 Account
Subscribed Calendars

b

administrator
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XenM

Device Policies

Configure administrator

Subscribed Calendars Policy Information

Description®

1 Policy Info

URL*
2 Platforms
User name™
} i0s

Password

3 Assignment
Use SSL

Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

Policy his policy adds the parameters for a subscribed calendar to a users' calendars list.

I e ™™ —m T T e

@

@ Select date

Duration until removal {in days)

Always -

Policy Settings

Remove policy

Allow user to remove policy

» Deployment Rules

@ Select date

Duration until removal (in days)

Always ~

Always
Fasscode requirad

MNever

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
¥ Deployment Rules
Base Advanced
AND
Device ownership BYOD
Device local encryption True
AMD OR NOT EDIT New Rule Delete

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Gurrent mobile country code only Andorra

OR NOT EDIT Mew Rule Delete

Configure

XenMoab

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Sear )
— Q Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xenh

Device Policies

(51 Y
Add | Export
Policy name

EntHub_wp_MDM

Applnventory_All

Exch_wp

Device Policies showfilter

Type

Enterprise Hub

Software Inventory

Exchange

Configure

Created on

4/27/15 12:08 PM

4/27/1512:25 PM

4/27/15 12:26 PM

Search Q

Last updated on Status v

4/27/1512:08 PM
4/27/1512:25 PM

4/27/1512:26 PM

Exchange

Scheduling

https://docs.citrix.com

Add a New Policy

T¥pe or select a policy from the list

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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m

Policy Settings
Remove policy @ 3Select date

Duration until removal (in days)

Allow user to remove policy Always -
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¥ Deployment Rules

Base

Deploy when All - conditions are met. MNew Rule
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMobile

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE i
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

)

=

b

)]

Deploy for always-on connections OFF ¢
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XenMo ard Vlanage Configure

Device Policies

Device Policies snow fiter

1

Policy name Type Greated on

No results found.

Last updated on

administrator

Status

T ~——, —” ™

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
* More

Apps

Network access

e App Access

App Attributes
Gellular Pe

Personal Hotspot App Contiguration

App Inventory
P PR ¥

App Uninstall
RefTiote Support fPp

App Uninstall Resfrictions
Roaming Pe

Files
Samsung Firewall

Samsung Browser
Tunnel g

Custom Sideloading Key
Gustom XML Signing Certificate

P
Import iOS Profile Webclip
Removal Worx Store

Profile Removal

https://docs.citrix.com

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains

BCEP

Samsung MDM License Key

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub

XenMobile Options

Xenkohila LIninstall

Location Bervices

Terms & Conditions

End user
AirPlay Miroring
AirPrint

Calendar (GalDav)
Font

LDAP

MDM Options
Mail

Organization Info
380 Account

SBubscribed Calendars

m
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Configure administr

Device Policies

Proxy Policy Policy Information x
This policy lets you configure a single, or global, HTTP proxy to be used by all apps that send traffic through HTTR.

This policy is available for iOS 6 devices. You must also set the devices into supervised mode.

1 Policy Info

Policy Name*
2 Platforms

Description
i0S

3 Assignment

Configure

Device Policies

Proxy Policy Policy Information x
This policy lets you configure a single, or global, HTTP proxy to be used by all apps that send traffic through

HTTP: This policy is available for iOS 6 devices. You must also set the devices into supervised mode.
1 Policy Info

Proxy configuration Manual -
2 Platforms
Host name or IP address for the proxy,
a server
} i0S

Port for the proxy server®
3 Assignment

User name
Password
Allow bypassing proxy to access OFF
captive networks
Policy Settings

Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always v

Always

P i ired
» Deployment Rules asscode requir

MNever
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Xenlcbile Dashboard Configure

Device Policies

Device Policy

1 Poliey Info Choose delivery Type to search Q Delivery groups to receive app assignment
groups
2 Platforms Allusers AllUsers
08
Android

Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

Device Policy x

This policy lets you configure a profile for devices.

—

¥ Deployment Schedule @

pepoy @)

Deployment Schedule @ Now
Later

Deployment condition @ On every connection
Only when previous deployment has failed

Deploy for always-on connections OFF (@

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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Device Policies

Device Policies show fiter
[

Policy name

No results found.

https://docs.citrix.com

Type

T o~ — ~—”

Configure

Search Q

Created on Last updated on Status ~
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Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot

Proxy

Remote Support
Flc:amiEj

Samsung Firewall
Tunnel

Custom
Custom XML
Import i0S Profile
Removal

Profile Removal

Xenl

Device Policies

Remote Support
Policy

b 1 Policy Info
2 Platforms
Samsung KNOX

3 Assignment

https://docs.citrix.com

Add a New Policy

Type or select a policy from the list

Passcode

Restrictions

Apps

App Access

App Aftributes
App Gonfiguration
App Inventory
App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

Policy Information

o g

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enMobile Lninstall

Configure

Location Services

Terms & Gonditions

End user
AirPlay Mirroring
AlrPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
380 Account

Subscribed Calendars

N administrator

This pelicy lets you enable premium remote support on Samsung KNOX devices to let

administrators troubleshoot devices remotely.

Policy Name™

Description

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Xenl rd > Configure

Device Policies

Remote Support Policy Information x
Policy This policy lets you enable premium remote support on Samsung KNOX devices to let

administrators troubleshoot devices remotely.

1 Policy Info Remote support @ Basic remote support
Premium remote support

2 Platforms

Samsung KNOX » Deployment Rules

3 Assignment

¥ Deployment Rules

Base Advanced

Deploy when All - conditions are met. New Rule
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xenl|

Device Policies

..\

admin X

Device Policies snow filter

passcode
restriction

DEP Software Inventory

Type

Password

Restrictions

Software Inventory

Created on

6/23/15 11:41 AM

6/23/15 11:41 AM

6/25/15 11:39 AM

Search

Last updated on

6/23/15 11:41 AM

6/23/15 11:41 AM

6/26/15 11:39 AM

https://docs.citrix.com
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Add a New Policy

Tvpe or select a policy from the list Q Search

Exchange Passcode VPN Location Services

Scheduling R&Bh\@tions WiFi Terms & Conditions

&

Policy Information

This policy allows or restricts users from using certain features on their devices,

Restrictions Policy

such as the camera. You can also set secunty restrictions, as well as restrictions
} 1 Policy Info on media content and on certain types of apps users can and cannot install.

2 Platforms Policy Name™*

i0S Description

Samsung SAFE

Samsung KNOX

Windows Phone 8.1

Windows 8.1 Tablet

Amazon

3 Assignment
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A

Restrictions Policy Policy Information x
This policy allows or restricts users from using certain features on their devices,
such as the camera. You can also set secunty restrictions, as well as restrictions

1 Policy Info on media content and on certain types of apps users can and cannot install.

Allow hardware controls
2 Platforms
|> i0S
FaceTime
Samsung SAFE
Screen shots m
Samsung KNOX
Photo streams m 105 5.0+
Windows Phone 8.1
Shared photo streams m 108 6.0+
Windows 8.1 Tablet
voice diaiing (@)
Amazon
Siri c:l )
3 Assignment
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Policy Settings

» Deployment Rules

Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always 7

Always
Fasscode requirad

MNever

https://docs.citrix.com
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%, admin R

Policy Information X

Restrictions Policy
This policy allows or restricts users from using certain features on their devices,

such as the camera. You can also set security restrictions, as well as restrictions

1 Policy Info on media content and on certain types of apps users can and cannot install.
Allow hardware controls
2 Platforms
Factory reset
i0S

Date Time Change
Samsung SAFE

——
a

DOD boot banner

AABRARA

Samsung KNOX

Settings changes
Windows Phone 8.1

Backup
Windows 8.1 Tablet
Ower The Air Upgrade @

Amazon

Background data

3 Assignment
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%, admin R

Policy Information X

Restrictions Policy
This policy allows or restricts users from using certain features on their devices,

such as the camera. You can also set security restrictions, as well as restrictions

1 Policy Info on media content and on certain types of apps users can and cannot install. =
2 Platforms Move Apps To Container
i0S Enforce Multifactor
Authentication
Samsung SAFE

Enable ODE Trusted Boot
} Verification

<]

Samsung KNOX
Commeon Gritena Mode

Windows Phone 8.1
Enable TIMA Key store

Windows 8.1 Tablet
Enforce Auth For
Amazon Container

ABRABABAB

Share List

3 Assignment

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.475



https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.476



%, admin R

Policy Information X

Restrictions Policy
This policy allows or restricts users from using certain features on their devices,

such as the camera. You can also set security restrictions, as well as restrictions

1 Policy Info on media content and on certain types of apps users can and cannot install.
WiFi Settings
2 Platforms
Allow WiFi
i0S
Allow Internet sharing
Samsung SAFE
Allow auto-connect to
Samsung KNOX WiFi Sense hotspots

i Allow hotspot i
Windows Phone 8.1 ow hotspot reporting

——
a

Allow manual
configuration

Windows 8.1 Tablet

(< I <

Amazon Connectivity

Allow NFG

A BB BAEA

3 Assignment
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%, admin R

Restrictions Policy Policy Information x
This policy allows or restricts users from using certain features on their devices,
such as the camera. You can also set security restrictions, as well as restrictions
1 Policy Info on media content and on certain types of apps users can and cannot install.
Network
2 Platforms
Roaming data OFF
i0S _ 3
Security
Samsung SAFE User account control Always notify -
Samsung KNOX Enable Windows error OFF
reporting
Windows Phone 8.1
Enable smart screen OFF
} Windows 8.1 Tablet
Other
Amazon Enterprise client sync OFF
product’'s URL enable
3 Assignment Enterprise client sync
product's URL
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%, admin &

Restrictions Policy Policy Information x

This policy allows or restricts users from using certain features on their devices,

such as the camera. You can also set secunty restrictions, as well as restrictions

1 Policy Info on media content and on certain types of apps users can and cannot install. =
Allow hardware controls
2 Platforms
Factory reset
i0S
Profiles
Samsung SAFE
Allow apps
Samsung KNOX Non-Amazon Appstore
apps
Windows Phone 8.1

Social networks

Windows 8.1 Tablet

|

Amazon Bluetooth

——
a

A8 AR BA

3 Assignment WiFi switch
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¥ Deployment Rules

Base Advancec

Deploy when All

conditions are met.

Mew Rule

| »

¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT

Mew Rule

Deleta

https://docs.citrix.com
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True
NOT

Current mobile country code only Andorra

AMD OR NOT EDIT New Rule Delete
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Xen : Configure

Device Policies
Restrictions Policy Restrictions Policy x
This policy allows or restricts users from using certain features on their devices, such as the camera. You can also set
security restrictions, as well as restrictions on media content and on certain types of apps users can and cannot install.
1 Policy Info
Choose delivery Type to search Q Deli roups to receive app assignment
2 Platforms gros
AllUsers AllUsers
i0s DG_1 DG_win
DG_win
Samsung SAFE
Samsung KNOX
Windows Phone 8.1
Windows 8.1 Tablet
Amazon
b 3 Assignment » Deployment Schedule @
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¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF

@
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XenMaobile ard Vlanage Configure

Device Policies

Device Policies snow fiter

)

»

Policy name Type Created on

No results found.

Last updated on

administrator

Search

Status

T ~—, —” ™

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
* More

Apps
Network access pp

App Access
APN PP

u Att ti
GCellular App Attributes

Personal Hotspot App Configuration

App Inventory
Proxy PP N

App Uninstall
Remote Support PP

App Uninstall Restrictions

REing
Fill
Sarrsung Firewall ==

Samsung Browser
Tunnel g

Sideloading Key
Custom ene

Custom XML Signing Certificate
Import I0S Profile Webclip

Removal Worx Store

Profile Removal

https://docs.citrix.com

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enhMohile 1ninstall

T

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
S50 Account

Subscribed Galendars

»

m
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Xenl

Device Policies

Roaming Policy

1 Policy Info

2 Platforms

3 Assignment

Xenh

Device Policies

Roaming Policy

Configure

Policy Information x

This policy lets you limit the device from using voice and data roaming. The policy applies to iOS 5 and later devices.

Policy Name*

Description

Configure administrator

Policy Information x

This policy lets you limit the device from using voice and data roaming. The policy applies to iOS 5 and later devices.

1 Policy Info
Disable voice roaming OFF
2 Platforms
} Disable data roaming OFF 08 50
i0S
3 Assignment
¢ » Deployment Rules
¥ Deployment Rules
Base Advanced
N -

Deploy when All 4 conditions are met. New Rule

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT MNew Rule

Delete

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMoabile

Device Policies

Device Policies show fiter
i

Policy name

No results found.

https://docs.citrix.com

Type

™. —™ ™

Configure

Search Q

Created on Last updated on Status ~
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Add a New Policy

Type or select a policy from the list

Exchange

Scheduling

* More

Network access
APN

Gellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Customn XML
Import i0S Profile
Removal

Profile Removal

SCEP Policy

} 1 Policy Info
2 Platforms
ios

3 Assignment

Passcode

Restrictions

Apps

App Access

App Attributes
App Configuration
App Inventory

App Uninstall

App Uninstall Restrictions

Files

Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

Dashboard Manage

Policy Information

This policy lets you create an Simple Certificate Enroliment Protocol (SCEP) profile to enable devices to obtain certificates from a Certificate Authority.

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
GCredentials

Kiosk

Managed Domains

S{;ﬁ
samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

¥enMaohile Lninstall

arch

Location Services

Terms & Gonditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
580 Account

Subscribed Calendars

m

https://docs.citrix.com
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administratos

XenMabile Dashboard

Device Policies
SCEP Policy Policy Information
This policy lets you create an Simple Certificate Enrollment Protocol (SCEP) profile to enable devices to obtain certificates from a Certificate Authority.
1 Policy Info URL base”
2 Platforms Instance name*
} i0s Subject X.500 name (RFC 2253)
3 Assignment Subject alternative names type None -
Maximum retries 3
Retry delay 10
Challenge password*
Key size (bits) 1024 -
Use as digital signature OFF
Use for key encipherment OFF
SHA1/MDS fingerprint (hexadecimal string)
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
—
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always 7

Always

Fasscode requirad
» Deployment Rules =

MNever
¥ Deployment Rules
Base Advanced
Deploy when All = conditions are met. New Rule -
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¥ Deployment Rules

.

Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT

Delete

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMobile

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE i
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

)

=

b

)]

Deploy for always-on connections OFF ¢
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Xenl

Device Policies

(&1 o
Add | Export
Policy name

EntHub_wp_MDM

Applnventory_All

Exch_wp

Enterprise Hub

Software Inventory

Exchange

Crealed on

4/27/15 12:08 PM

4/27/1512:25 PM

4127115 12:26 PM

Search

Last updated on

4/27/1512:08 PM

4/27/15612:26 PM

4/27/15 12:26 PM

https://docs.citrix.com
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Xenhc

Device Policies

Samsung MDM

} 1 Policy Info
2 Platforms
Samsung SAFE
Samsung KNOX

3 Assignment

https://docs.citrix.com

License Key Policy

Policy Information
This policy lets you generate a Samsung ELM license key.

Policy Name*

Description

© 1999-2017 Citrix Systems, Inc. All rights reserved.

Configure

administrator

Add a New Policy
Type or select a policy from the list Q
Exchange Passcode VPN Location Services =
Scheduling Restrictions WiFi Terms & Gonditions
* More
Apps Securi End user
Network access PP ity
APN App Access App Lock AirPlay Mirroring
J 1 " f it
ol App Aftributes App Restrictions AirPrint
App Gonfiguration Gontacts (GardDAV) Galendar (GalDav)
Personal Hotspot PR g : ! : :
App Inventory Credentials Font
Proxy P ’ =
App Uninstall Kiosk LDAP
Remote Support Po
App Uninstall Restrictions Managed Domains MDM Opticns
Roaming PP g P
Files SCEP Mail
Samsung Firewall
Tunnel ‘Samsung Browser Samsung MDM License Key Organization Info
Sideloading Key Storage Encryption 350 Account
Custom g ey g VP
ficat W tent Filts
Custom XML Signing Certificate Web Content Filter Subscribed Calendars
Import I0S Profile Webclip XenMobile agent
Remaoval Worx Store Enterprise Hub
Profile Removal XenMobile Options
YenMobile Ininstall Sk

T e ™™ T T e ™
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XenM ) Configure

Device Policies

Samsung MDM Policy Information x
License Key PO“CY This policy lets you generate a Samsung ELM license key.
ELM license key* S{elm.license.key}
1 Policy Info
2 Platforms » Deployment Rules

Samsung SAFE
Samsung KNOX

3 Assignment

Xenh 3 = d Gonfigure administrator

Device Policies

Samsung MDM Policy Information x
License Key Policy This policy lets you generate a Samsung ELM license key.

ELM license key™ S{elm.license.key}

1 Policy Info

2 Platforms » Deployment Rules
Samsung SAFE

Samsung KNOX

3 Assignment

Xen shboard n Configure administrator

Device Policies

Samsung MDM Policy Information X
License Key PO'ICy This pelicy lets you generate a Samsung ELM license key.
KNOX license key* @
1 Policy Info
2 Platforms » Deployment Rules

Samsung SAFE

Samsung KNOX

3 Assignment
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¥ Deployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
¥ Deployment Rules
Base Advanced
AND
Device ownership BYOD
Device local encryption True
AMD OR NOT EDIT New Rule Delete

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Gurrent mobile country code only Andorra

OR NOT EDIT Mew Rule Delete

Configure

XenMoab

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Sear )
— Q Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMabile

Device Policies

Device Policies show fiter
i

Policy name:

No results found.

https://docs.citrix.com

Type

,W/\

Configure

Search Q

Created on Last updated on status ~
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Xenh

Device Policies

Configure

X\ administrator 2

Add a New Policy
Type or select a policy from the list Q
Exchange Passcode VPN Location Services =
Scheduling Restrictions WiFi Terms & Conditions
~ More
Network access Apps Security End user
APN App Access App Lock AirPlay Mirroring
callular App Attributes App Restrictions AlrPrint
Personal Hotspot App Gonfiguration Gontacts (CardDAV) Galendar (CalDav)
Proxy App Inventory Credentials Font |
Remots Support App Uninstall Kiosk LDAP
Roarming App Uninstall Restrictions Managed Domains MDM Options
Samsung Firewall Fles SCER Ml
Tunnel Samsung Browser Samsung MDM License Key Organization Info
Custom Sideloading Key Storage Encryption 550 Account
Custom XML Signing Certificate Web Ocﬂ'};}ent Filter Subscribed Galendars
Import i0S Profile Webglip XenMobile agent
Removal Worx Store Enterprise Hub L
Profile Bemoval XenMaobile Options
¥enMobile Lninstall Sl

Storage Encryption Policy Information x

PO“CY This policy lets you encrypt stored date and prevent storage card usage depending on the device
platform. For Samsung SAFE devices, the Screen Lock option must also be set on the device in

order for this policy to work.
} 1 Policy Info
Policy Name*

2 Platforms

Description
Samsung SAFE
Windows Phone 8.1

Android Sony

3 Assignment
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Xen Configure

Device Policies

Storage Encryption Policy Information x

Policy This policy lets you encrypt stored date and prevent storage card usage depending on the device
platform. For Samsung SAFE devices, the Screen Lock option must also be set on the device in
order for this policy to work.

1 Policy Info &

Encrypt internal storage

2 Platforms
Encrypt external storage m
} Samsung SAFE
Windows Phone 8.1 » Deployment Rules

Android Sony

3 Assignment

[ ]
L]
[ ]
Xen Configure X admmstater &
Device Policies
Storage Encryption Policy Information
PO"CY This policy lets you encrypt stored date and prevent storage card usage depending on the device
platform. For Samsung SAFE devices, the Screen Lock option must also be set on the device in
order for this policy to work.
1 Policy Info
Require device encryption OFF
2 Platforms
Disable storage card OFF
Samsung SAFE
+ Windows Phone 8.1 » Deployment Rules
Android Sony
3 Assignment
L[]
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Configure

Device Policies

Storage Encryption Policy Information x
PO"CY This policy lets you encrypt stored date and prevent storage card usage depending on the device

platform. For Samsung SAFE devices, the Screen Lock option must also be set on the device in

order for this policy to work.
1 Policy Info .

Encrypt external storage m W

2 Platforms
Samsung SAFE » Deployment Rules

Windows Phone 8.1

} Android Sony

3 Assignment

¥ Deployment Rules

Base Advanced

Deploy when All - conditions are met. MNew Rule
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xenl

Device Policies

r}

»

Policy name

No results found.

Device Policies snow fiter

Type Greated on

Last updated on

administrator

Status

T T, —” ™

Add a New Policy

Type or select a policy from the list

Exchange

Scheduling

* More

Network access
APN

Gellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Gustom XML
Import i0S Profile
Removal

Profile Removal

https://docs.citrix.com

Passcode

Restrictions

Apps

App Access

App Affributes
App Configuration
App Inventory

App Uninstall

App Uninstall Restrictions

Files

Samsung Browser
Sideloading Key
Signing Certificate
Webclip

Worx Store

© 1999-2017 Citrix Systems, Inc. All rights reserved.

VPN
WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Gredentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web mnten@ller
XenMobile agent

Enterprise Hub

XenMaobile Options

¥enMobile Lininstall

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
580 Account

Bubscribed Galendars

m
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Xenh

Device Policies

Web Content Filter
Policy

1 Policy Info

2 Platforms

3 Assignment

Xenh

Device Policies

Web Content Filter
Policy

1 Policy Info
2 Platforms
} i0S

3 Assignment

https://docs.citrix.com

e i N S N S

Configure

Policy Information x

This policy lets you whitelist and blacklist specific URLs. The policy is supported only on iOS 7 and later supervised
devices.

Policy Name™

Description

Configure administrator

Policy Information x
This policy lets you whitelist and blacKlist specific URLs. The policy is supported only on iOS 7 and later supervised

devices.

Filter type Built-in -

Web Content Filter

Auto filter enabled OFF

Permitied URLs

Permitted URL % Add

Blacklisted URLs

Blacklisted URL % Add

Bookmark Whitelist
Bookmark Whitelist

URL* Bookmark Folder Title* + Add

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -

» Deployment Rules

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Xen

Configure

Device Policies

Web Content Filter Policy Information x
PO"CY This policy lets you whitelist and blacklist specific URLs. The policy is supported only on iOS 7 and later supervised
devices.
1 Policy Info Filter type Plug-in o
2 Platforms Filter Name™*
} i0S Identifier*
3 Assignment Service Address
User Name
Password
Certificate None v
Filter WebKit Traffic OFF
Filter Socket Traffic OFF

Guston Data

Key value % Add

Policy Settings
Remove policy @ Select date

Duration until removal (in days)

i3

Allow user to remove policy Always -

e e e e |
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always 7

Always

Fasscode requirad
» Deployment Rules =

MNever
¥ Deployment Rules
Base Advanced
-
Deploy when All v conditions are met. New Rule i
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMobile

Device Policies

Device Policies show iilter
1 >
Add | Export
Policy name Type
EntHub_wp_MDM Enterprise Hub
Applinventory All Software Inventory
Exch wp Exchange

Configure

Created on

4/27/1512:08 PM

4/27/1612:26 PM

4/27/16 12:26 PM

Search

Last updated on

4/27/1512:08 PM

4/27/1612:26 PM

4/27/1612:26 PM

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced

Deploy when

All

= conditions are met. New Rule F

m
[

AND

ase Advanced

¥ Deployment Rules

Device ownership BYOD
Device local encryption True

NOT

EDIT New Rule Delete

https://docs.citrix.com
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¥ Deployment Rules

Basze Advanced

AND
Device ownership BYOD
Device local encryption True
NOT
Gurrent mobile country code only Andorra

AND OR NOT EDIT New Rule Delete
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¥ Deployment Schedule @

ooy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xen!

Device Policies

(& ®
Add | Export
Policy name

EntHub_wp_MDM

Applnventory_All

Exch_wp

Type

Enterprise Hub

Software Inventory

Exchange

Created on

4/27/15 12:08 PM

4/27/15 12:25 PM

4/27/15 12:26 PM

Search

Last updated on

4/27/1612:08 PM

4/27/1512:25 PM

4/27/1512:26 PM

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.522


https://www.microsoft.com/Licensing/servicecenter/default.aspx

Exchange

Scheduling

* More

Network access
APN

Cellular

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Custom XML
Import i08 Profile
Removal

Profile Removal

Xen!

Device Policies

Sideloading Key
Policy

1 Policy Info
2 Platforms
Windows 8.1 Tablet

3 Assignment

https://docs.citrix.com

Add a New Policy

Type or select a policy from the list

Passcode

Restrictions

Apps

App Access

App Attributes
App Configuration
App Inventory
App Uninstall

App Uninstall Restrictions
Files

Samsung Browser
Sideloading Key
Signing Ceijcate
Webclip

Worx Store

Policy Information

This policy lets you configure the product key for sideloading apps on Windows 8.1 devices.

Policy Name*

Description

© 1999-2017 Citrix Systems, Inc. All rights reserved.

<

VPN

WiF

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Content Filter
XenMobile agent
Enterprise Hub
XenMobile Options

Yenkobhile Lininstall

Configure

Location Services

Terms & Conditions

End user
AirPlay Mirroring
AjrPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
350 Account

Subscribed Calendars
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Xenl! a Configure administrator

Device Policies

Sideloading Key Policy Information x

Po"cy This policy lets you configure the product key for sideloading apps on Windows 8.1 devices.

Sideloading key*

1 Policy Info
Key activations®
2 Platforms
License usage 0
Windows 8.1 Tablet
3 Assignment » Deployment Rules
¥ Deployment Rules
Base Advanced
n -
Deploy when All i conditions are met. New Rule
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¥ Deployment Rules

ase Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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https://docs.citrix.com

XenMoabile ashboard Manage Configure

Device Policies

Device Policies show fiter

Policy name Type Created on

No results found.

™. —™ ™

Last updated on

administrator

Status

Add a New Policy

Type or select a policy from the list

Exchange Passcode

Scheduling Restrictions

~ More
Network access Apps

PN Pephccess
Gellular App Attributes
Parsonal Hotspot App Configuration

Proxy App Iny

Remote Support App Uninstal

Roaming App Uninstall Restrictions

Files
Samsung Firewall ‘

Samsung Browser
Tunnel g

Sideloading Key
Signing Gertm@e

v
V

Custom

Custom XML
balip

Import i0S Profile

Removal Worx Store

Removal

VPN

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Credentials

Kiosk

Managed Domains
SCEP

Samsung MDM Licens
Storage Encryption
Web Content Filter
XenMobile agent
rise Hub

XenMobile Options

¥enMobile LIninstall

ol =3

ocation Serv

Terms & Conditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options

Mail

Organization Info

550 Account

Subscribed Calendars

»

m
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XenM

Device Policies

Signing Certificate
Policy

1 Policy Info
2 Platforms
Windows 8.1 Tablet

3 Assignment

Xenl

Device Policies

Signing Certificate
Policy

1 Policy Info
2 Platforms
Windows 8.1 Tablet

3 Assignment

Policy Information x

This policy lets you add the signing certificate that was used to sign an APPX file compatible with Windows 8.1 and later.

Policy Information x

Thig policy lets you add the signing certificate that was used to sign an APPX file compatible with Windows 8.1 and later.

» Deployment Rules

Configure administrator

Policy Name*

Description

Configure administrator

Signing certificate*

Password™*

e e e m———|
¥ Deployment Rules
Base Advanced
-
Deploy when All - conditions are met. New Rule

https://docs.citrix.com
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT

Delete

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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XenMobile Yashboard Vanage Configure

Device Policies.

Device Policies snowfier
[
Policy name Type Greated on Last updated on status -

No results found.

’\/\/\/\

Add a New Policy

Type or select a policy from the list Q Search

Exchange VEN Location Services

Scheduling Terms & Conditions

» More

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.533



XenMobile Dashboard

Configure N administrator i

Device Policies

VPN Policy Information
y lets you configure & VPN connection to provide a device-level encrypted connestion to the intranet.
} 1 Policy Info Policy Name*
2 Platforms Description
08

Android

Samsung SAFE

Samsung KNOX
Windows 8.1 Tablet

Amazon

3 Assignment
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Xenh z d Configure

Device Policies

VPN Policy Policy Information x
This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

1 Policy Info
Gonnection name
2 Platforms
Connection type L2TP ~
} i0S
@ Password authentication
Android RSA SecurelD authentication
Samsung SAFE Authentication password
Samsung KNOX Password authentication OFF
Windows 8.1 Tablet Send all traffic OFF
Amazon Per-app VPN
Enable perapp VPN OFF 105 o

3 Assignment

Safari domains

Domain* 4 Add
Gustom XML
Custom parameters
Parameter name* Value + Add
Proxy
Proxy configuration None -

Policy Settings
Remove policy @ Select date

Duration until removal (in days)
E

Allow user to remove policy Always =

» Deployment Rules

e e S
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m

Policy Settings
Remove policy @ Select date

Dration until removal (in days)

Allow user to remove policy Always -
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Xen\Vc Configure

Device Policies

VPN Policy Policy Information x

This policy lets you configure a VPN connection to provide a device-level encrypted connection to
the intranet.

1 Policy Info _
Cisco AnyConnect VPN
2 Platforms Connection name™
i0s Server name or IP address™
} Android Backup VPN server
Samsung SAFE User group
Samsung KNOX Identity credential None h
Windows 8.1 Tablet Trusted Networks
Automatic VPN policy
Amazon m
. Trusted network policy Disconnect -
3 Assignment
Trusted neiworks
Untrusted network policy Gonnect ~

Trusted domains
Domain % Add
Trusted servers

Sl {4 Add

» Deployment Rules

e
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Xen!

Device Policies

VPN Policy

1 Policy Info
2 Platforms

i0S

<]

Android

<]

Samsung SAFE

__
a

a

Samsung KNOX

<]

Windows 8.1 Tablet

<]

Amazon

3 Assignment

https://docs.citrix.com

Configure

Policy Information

This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

Gonnection name®

Connection type Enterprise
Host name*®
Enable backup server OFF
User name
Password
Group name
IPsec group ID type Default
IKE version IKEv1
Authentication method Certificate
Identity credential None
GA certificate Select certificate
Enable dead peer detection OFF
Enable default route OFF
Enable smartcard authentication OFF
Enable user authentication OFF
Enable mobile option OFF
Diffie-Hellman group value (key o
strength)
IKE Phase 1 key exchange mode Main
Perfect forward secrecy (PFS) OFF
value
Split tunnel type Auto
SuiteB Type GOM-128

Forward routes

Forward route

Forward route % Add

» Deployment Rules

i e N
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Device Policies

VPN Policy

1 Policy Info

2 Platforms

08

Android
Samsung SAFE

} Samsung KNOX
Windows 8.1 Tablet
Amazon

3 Assignment

https://docs.citrix.com

Configure

Policy Information

This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

Gonnection name™

Host name*
Enable backup server OFF
User name
Password
Group name
IPsec group ID type Default
IKE version IKEv2
Authentication method Gertificate
Identity credential None
CA certificate Select certificate
Enable dead peer detection OFF
Enable default route OFF
Enable smaricard authentication OFF
Enable user authentication OFF
Enable mobile option OFF
Diffie-Hellman group value (key 0
strength)
IKE Phase 1 key exchange mode Main
Perfect forward secrecy (PFS) OFF
value
Split tunnel type Auto
SuiteB Type GCM-128
Forward routes
Forward route
Forward route [ Add

» Deployment Rules

e
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Xenl Configure

Device Policies

VPN Policy Policy Information x
This policy lets you configure a VPN connection to provide a device-level encrypted connection to

the intranet.

1 Policy Info
Gonnection name™*
2 Platforms
Gonnection type Check Point -
i0S
Server address
Android
Remember credential OFF
Samsung SAFE
Split tunneling OFF
Samsung KNOX
. Idle connection lifetime (seconds)*
Windows 8.1 Tablet
DNS suffix*
Amazon
. Automatically start connections OFF
3 Assignment
DNS server®
Client app ID*

Checkpoint port™

Checkpoint name®

Checkpoint timeout*
Enable single sign-on OFF

Enable network optimization OFF

» Deployment Rules

T e ™™ T
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Xenl i . Configure

Device Policies

VPN Policy Policy Information x
This policy lets you configure a VPN connection to provide a device-level encrypted connection to the
. intranet.
1 Policy Info
Connection name*
2 Platforms
Connection type L2TP PSK -
i0s
Server address™
Android
User name
Samsung SAFE
Password
Samsung KNOX
) L2TP Secret
Windows 8.1 Tablet
IPSec Identifier
} Amazon

. IPSec pre-shared ke
3 Assignment s v
DNS search domains

DNS servers

Forwarding routes

» Deployment Rules

i e S S
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Gonfigure

XenMobile

Device Policies

Device Policy Device Policy
This policy lets you configure a profile for devices.

1 Policy Info Choose delivery Type to search
groups
AllUsers

2 Platforms
i0S

Android

‘Windows Phone 8.1

‘Windows 8.1 Tablet

e —

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.
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} 3 Assignment

Delivery groups to receive app assignment

Allusers
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¥ Deployment Schedule @

ooy @D

Deployment Schedule * Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

@

Deploy for always-on connections OFF

#_—#—
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XenMobile ashboard Manage Configure
Device Po\lﬁﬁ
Device Policies show filier -
Search Q
]
Policy name Type Greated on Last updated on Status -

No results found.

’\AM

Add a New Policy

Type or select a policy from the list Q Search

Location Services

Exchange Passcode VPN
Scheduling Restrictions V\%i Terms & Conditions

» More
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Xenl

Configure RS administrator F3

Device Policies

WiFi Policy Policy Information

This palicy lets you configure a WiFi profile for devices.

} 1 Policy Info Policy Name*
2 Platforms Description
i0s
Android

Windows Phone 8.1

Windows 8.1 Tablet

3 Assignment

Xenh Configure b a
Device Policies
WiFi Policy Policy Information x
This policy lets you configure a WiFi profile for devices.
1 Policy Info Network type Standard -
2 Platforms Network Name™ @
} i0S Hidden network (Enable if network is OFF
open or off)
8 Android
e Auto Join (automatically join this wireless m
network)
Windows Phone 8.1
Security type None ~
Windows 8.1 Tablet
Proxy server settings
3 Assignment Proxy configuration None <
Policy Settings
Remove policy @ Select date
Duration until removal (in days)
=]
Allow user to remove policy Aways -

» Deployment Rules
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Policy Settings
Remove policy @ Select date

Duration until removal (in days)

Allow user to remove policy Always -
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Xe i Configure

Device Policies

WiFi Policy Policy Information x
This policy lets you configure a WiFi profile for devices.

1 Policy Info Networlk Name™ * @
2 Platforms Authentication 802.1x EAP -
i0S Encryption WEP ~
} Android Password *

Windows Phone 8.1

Authentication phase 2 None -
@ wi ws 8.
@ windows 8.1 Tablet gentiy
3 Assignment
Anonymous
CA certificate Select certificate -
Identity credential None -
Hidden network (Enable if network is OFF
open or off)

» Deployment Rules
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Xenh 2 Dashboard Via ] Configure administrator

Device Policies

WiFi Policy Policy Information x
This policy lets you configure a WiFi profile for devices.
1 Policy Info
Network Name™ @
2 Platforms
Authentication Open =
i0S
Android Connect if hidden OFF
} Windows Phone 8.1 Connect automatically OFF

: . et
Windows 8.1 Tablet TOXY Server settings

Host name or IP address

3 Assignment

» Deployment Rules
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Xenl

Device Policies
WiFi Policy
1 Policy Info
2 Platforms
i0S
Android
Windows Phone 8.1

} Windows 8.1 Tablet

3 Assignment

XenMobile

Device Policies

Device Policy

1 Policy Info
2 Platforms
i0S
Android
Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

Configure

Policy Information

This policy lets you configure a WiFi profile for devices.

Name

Network Name™

Authentication Open

Hidden network (Enable if network is OFF
open or off)

Connect automatically OFF

» Deployment Rules

Configure

Device Policy

This policy lets you configure a profile for devices.

Ghoose delivery Type to search
groups

Allusers

e

https://docs.citrix.com

o g

)

administrator

Delivery groups to receive app assignment

Allusers
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¥ Deployment Schedule @

ooy @D
Deployment Schedule ¢ Now
Later

Deployment condition ¢ On every connection

Only when previous deployment has failed

)

-

ks

)

Deploy for always-on connections OFF
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XenMoabile a d \ > Configure

Device Policies

Device Policies snow fiter -
Search Q
™

Policy name Type Greated on Last updated on Status v

No results found.

T T, —” ™

Add a New Policy

Type aor select a palicy from the list Q, Search

ocation Services

Exchange Passcode VPN
Scheduling Restrictions WiFi Terms %}mdilions

» More
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Xen

Device Policies

Terms & Conditions
Policy

b 1 Policy Info
2 Platforms
All Platforms

3 Assignment

Xen

Device Policies

Terms & Conditions

Policy

1 Policy Info
2 Platforms

All Platforms

Configure

Policy Information x
This policy lets you upload your own Terms & Conditions PDF file in a preferred language for users

to view and accept on their devices. You can upload PDF files in additional languages as well.

Policy Information x
This policy lets you upload your own Terms & Gonditions PDF file in a preferred language for users

to view and accept on their devices. You can upload PDF files in additional languages as well.

Policy Name*

Description

Configure

File to be imported

Browse

Default Terms & Conditions PDF OFF
3 Assignment
¥ Deployment Rules
Base Advanced
Deploy when All - conditions are met. New Rule =

https://docs.citrix.com
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT

Delete

https://docs.citrix.com
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xe

Device Policies

Device Policies show filter Search Q
[k} @
Add | Export
Policy name Type Created on Last updated on Status ~
EntHub_wp_MDM Enterprise Hub 4/27/1512:08 PM 4/27/1512:08 PM
Applinventory All Software Inventory 4/271612:26 PM 4/27/1612:26 PM
Exch_wp Exchange 4/27115 12:26 PM 4/27/16 12:26 PM

¥ Deployment Rules

Base Advanced

Deploy when All A conditions are met. New Rule
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

administrator

Configure

XenMobile

Device Policies.

Device Policy

This policy lets you configure a profile for devices.
Type to search Q EE i
W . Delivery groups to receive app assignment

AllUsers

Device Policy

1 Policy Info Choose delivery
groups

2 Platforms Allusers
i0S
Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xenh ashboard Y > Configure administrator

Device Policies

Device Policies show fiter -
Search Q

)

»

Policy name Type Created on Last updated on Status v

No results found.

T ~—, —” ™

Add a New Policy

Type or select a policy from the list

o«

Personal Hotspot
Proxy

Remote Support
Roaming
Samsung Firewall
Tunnel

Custom
Gustom XML
Import I0S Profile
Removal

Profile Removal

https://docs.citrix.com

App Gonfiguration

App Inventory

App Uninstall

App Uninstall Restfrictions
Files

Samsung Browser
Sideloading Key

Signing Certificate
Webclip

Worx Store

© 1999-2017 Citrix Systems, Inc. All rights reserved.

Gontacts (CardDAV)
Credentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key
Storage Encryption

Web Gontent Filter
XenMobile agent

Enterprise Hub

XenMob\Ie{gpt\ons
XenMobile

ninstall

Galendar (GalDav)
Font

LDAP

MDM Options
Mail

Organization Info
550 Account

Subscribed Calendars

Scheduling Restrictions WiFi Terms & Gonditions -
v More
Apps Securil End user
Network access Pp ity
APN App ACCEss App Lock AirPlay Mirroring
A Attributs A o iy A -
Cellular App Aftributes App Restrictions AirPrint

m
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Xenl > ask d M Configure administeato

Device Policies

XenMobile Options Policy Information x
PO"CY This policy lets you configure parameters for connections to XenMobile on Android and Symbian devices.

Policy Name*
} 1 Policy Info

Description
2 Platforms
Android

Symbian

3 Assignment

— — —

Xenl

Configure A administr

Device Policies

XenMobile Options Policy Information

PO“CY This policy lets you configure parameters for connections to XenMobile on Android and Symbian devices.

Device agent configuration

1 Policy Info Traybar notification - hide traybar icon OFF
2 Platforms Gonnection time-out{s)* 20
} Android Keep-alive interval(s)* 120
Symbian Remote support
Prompt the user before allowing remote OFF
3 Assignment control
Before a file transfer Do not wam the user 7

» Deployment Rules
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https://docs.citrix.com

Xenl

Device Policies

XenMobile Options Policy Information

Policy
Device agent configuration
1 Policy Info Gonnection time-out(s)* 20
2 Platforms Keep-alive interval(s)* 120
Android
» Deployment Rules
Symbian

3 Assignment

Configure

This policy lets you configure parameters for connections to XenMobile on Android and Symbian devices.

Configure

Xenh

Device Policies.

Device Policy

This policy lets you configure a profile for devices.

Device Policy

Choose delivery Type to search

1 Policy Info
groups

2 Platforms Allusers
i0s

Android

Windows Phene 8.1

Windows 8.1 Tablet

} 3 Assignment

o g

administrator

Delivery groups to receive app assignment

AllUsers

—m—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Xen! d Y > Configure

Device Policies

Device Policies snow fiter

Policy name Type Created on

No results found.

Last updated on

administrator

Status

T T, —” ™

Add a New Policy

Type or select a policy from the list

Scheduling Restrictions
* More

Apps
Network access pPp!
APN App Access

4 Attri \{
Gellular App Attributes

Personal Hotspot App Cenfiguration

App Inventory
Proxy PP :

App Uninstall
Remote Support App Uninstal

App Uninstall Restrictions
Roaming PP

Files
Samsung Firewall

Samsung Browser
Tunnel g

Custom Sideloading Key
Gustomn XML Signing Certificate

Import i0S Profile Webclip

Removal Worx Store

Profile Removal

https://docs.citrix.com

WiFi

Security

App Lock

App Restrictions
Contacts (CardDAV)
Gredentials

Kiosk

Managed Domains

SCEP

Samsung MDM License Key

Storage Encryption
Web Gontent Filter
XenMobile agent
Enterprise Hub

XenMobile Options

XenMobile Uninstall

Terms & Gonditions

End user
AirPlay Mirroring
AirPrint

Calendar (CalDav)
Font

LDAP

MDM Options
Mail

Organization Info
S350 Account

Subscribed Calendars

m
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Xenh e b Manage Configure A administrater &

Device Policies

XenMobile Uninstall ~ Policy Information x
PO“Cy This policy lets you choose to uninstall XenMobile from Android devices upon deployment of the
policy.

b 1 Policy Info Policy Name*

2 Platforms Description

Android

3 Assici;nmem

Xenh h d Aanag Configure:

Device Policies

XenMobile Uninstall  Policy Information

P°|icy This policy lets you choose to uninstall XenMobile from Android devices upon deployment of the
policy.

1 Policy Info Uninstall XenMobile from devices OFF v

2 Platforms

» Deployment Rules
Android

3 Assignment

¥ Deployment Rules

Base Advanced

Deploy when All - conditions are met. New Rule
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True

AND OR NOT EDIT MNew Rule Delete
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¥ Deployment Rules

Base Advanced

AND
Device ownership BYOD
Device local encryption True

NOT
Current mobile country code only Andorra

AND OR NOT EDIT New Rule Delete

Configure

XenMoabile Dashboard

Device Policies

Device Policy

This policy lets you configure a profile for devices.
Ty e rch Q Searc . " .
R el Delivery groups to receive app assignment

AllUsers

Device Policy
1 Policy Info Choose delivery
groups
2 Platforms AllUsers.
i0S
Android

Windows Phone 8.1

Windows 8.1 Tablet

} 3 Assignment

—
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @&
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Dashboard Manage Confligure

] ] 9
Fzay Carmgury Engraat
loon App Mama Type Category Craatad O Last Lipciiees Diszbia -
F_l\ e Enlingnss [1 ) AMUME 349 PM BASMEE13AM
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https://docs.citrix.com

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app fable after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from internal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download

Example: GoToMeeting

Web & SaaS

Apps accessed from an internal network (Web apps) or over a public network
(SaaS). You can create your own apps or choose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn’t
require single sign-on

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Configure administrator F 3

App Information

} 1 App Information

@

Name*
2 Platform
@ 0s Description @
@ i
Android
Windows Phone App category Default o

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

MDX Android MDX App

1 App Information Select an .mdx file to upload
2 Platform
i0S

3 Android

Windows Phone

3 Approvals (optional)

4 Delivery Group Assignments
(optional)
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Xenlvicbile board ana Configure by

Apps

MDX Android MDX App
1 App Information Belect an _mdx fils to upload AndroidL-CitrixEmai-10.0.0-rsl. . Upload
2 Platform

i0s File name’ Wondizi
Android App Dascription® -

Windows Phone
3 Approvals (optional)

App version 10.0.0.81

4 Delivery Group Assignments
{optional) Minimum OS version

Maximum O verzion

Excluded devices axampls: manufactursr or my

¥ MDX Policies

Authentication

‘Online geszion required OFF

Maximum offline period (hours) 72

NetScaler Qateway address

¥ Deployment Rules

Base Advanced

Deploy when All = conditions are met. Mew Rule
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Base Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
AND
Passcode compliant True

Home mobile country code only Andormra

AND OR NOT EDIT New Rule Delete

¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshois

(B

[ Browse_ ]

[ Browse_ ]

Browse_

Allow app ratings m
miow o0 @D

comments

https://docs.citrix.com
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MDX

1 App Information
2 Platform
i0s
Android
Windows Phone
+ 3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Emall Approval Templates

Levels of manager approval 1 level

XenM

Device Policies

Device Policy

1 Policy Info

2 Platforms

i0S
Android
Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

Configure

Approvals (optional)

Apply an existing workflow

Workflow Approval Request

Configure

Device Policy

This policy lets you configure a profile for devices.

Choose delivery Type to search
groups

Allusers

oWing USSrsS 10 access the app.

o gl
Preview template

administrator

Delivery groups to receive app assignment

o

Allusers

—m—

https://docs.citrix.com
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

)

=

b

)]

Deploy for always-on connections OFF ¢
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Categories

Add and manage categories in which apps will appear in your Worx Store.
After =electing an app or apps in the Apps list. here you can sslect the
categories in which the app{=s) appear.

Default

Enterprizs Apps |

AppPS  Showfilter
pp Search Q
* : =] =] o]
Add Edit Dizabls Category Dralats
| lcon App Name Type Category Craeated On Last Updated Dizabla o
| C_‘) WaIs app nams Wb Link Default 11415 8:38 AM 1/14M5 8:53 AM
enterprizel Enterprize Default 1/15/15 B:48 AM 1/15/15 B:48 AM
Apps  Show filter
pp Ssach Q
& =] o]
Add Category Dralats
| lcon App Name Type Category Craeated On Last Updated Dizabla o
| C_‘) WaIs app nams Wb Link Default 11415 8:38 AM 1/14M5 8:53 AM
enterprizel Enterprize Default 1/15/15 B:48 AM 1/15/15 B:48 AM
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1 App Infermation

2 Platform

08

Android
Samsung KNOX
Windows Phone
Windows Tablet

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Apps  Showfilter

=
Add Category

| 1con App Name Type

| & WEIS &pp Nams ‘Web Link
| enterprizsl Enterprizs

https://docs.citrix.com

Enterprise App Information

ge Configure

De=scription

App category

Category

Default

Enterprizs App=

enterprizal

Default

Enterprizs Appe

Created On

11415 8:38 AM

1155 8:48 AM

Search Q

Last Updated Dizable W

11415 8:53 AM

11815 12:40 PM
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Add App

Glick an app type and then follow the steps to add a deployable app. The app appears in the app tabls after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from internal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download

Example: GoToMeeting

Web & SaaS

Apps accessed from an internal network (Web apps) or over a public network
(SaaS). You can create your own apps or choose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn’t
require single sign-on
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Public App Store App Information

b 1 App Information

Name#*
2 Platform
@
iPhone
Il Description
iPad

Google Play

@

Windows Tablet
App category

f|I H )
Windows Phone Default v

3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Xenhobile D Manage Configure
Apps
Public App Store iPhone App Settings x
Type an app name or keyword in the field and search for your desired app. When you click your app in the results, you can
configure how the app appears in the store.
1 App Information
Searcn forapps on Frone apps Q4
2 Platform
e
iPad
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iPhone App Settings
Type an app name or keyword in the field and search for your desired app. When you click your app in the results, you can

configure how the app appears in the store.

goto meeting X

Search resulis for goto meeting in iPhone apps

@ GoToMeeting C)) Citrix Gonvoi F | AlwaysOnPG - Firefo... , Go&date — dating s5...
Gitrix Gitrix | S Xform Gomputing Advanced Software ..

roo FanVoo- Local events. ..
Tiger Party New York __.

Didn't find the app you w

App Details

Name* GoToMeeting
Description™ Download the free GoToMeeting app and join, host or schedule é
a GoToMeeting session right from your iPhone, iPad or iPod
touch.
i
Version 6.3.0.671
Image

Remove app if MDM profile is removed

ABE

Prevent app data backup

Paid app

¥ Deployment Rules

Base Advanced

Deploy when All - conditions are met. New Rule
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Basze Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
AND
Passcode compliant True

Home mobile country code only Andormra

AND OR NOT EDIT New Rule Delete

¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshois

=

[ Browse_ ]

[ Browse_ ]

Browse_

Allow app ratings m
miow o0 @D

commenis

https://docs.citrix.com
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¥ Volume Purchase Program

VPP License Do not use VPP

Public App Store Approvals (optional) x
Apply an existing workflow or creats s new workfiow to require aporoval befors alliow Ng uEers 10 SCCEEE the app.
1 App Information workfiow to Uss Creats & new workfiow -
2 Platform Mams
Phone Description
Pad
Google Play
Emall Approval Tempistes ‘Workfiow Approval Reguest < O
Windows Tablet
Levels of manager approval 1 lsval -
Windows Phone
Select Active ‘Balsct an option < Selected additional required
3 Approvals (optional) Directory domain pRrovers
Find additional Q Search
4 Delivery Group required approvers
Assignments (optienal)
-
Emall Approval Tempiates workfiow Approval Request = O -|

Levels of manager approval 1 lewvel - Preview template
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Configure

Public App Store Delivery Group Assignments (optional) x
1 App Information Choosa delivery Q Search
groups
2 Platform A=z
FPhone
Pad
Google Play
Windows Tablst
Windows Phone
3 App ;
i* Deployment Schedule:®
4 Delivery Group Depioy [ on @]
Assignments (opticnal)
Deployment Scheaule « Now
Later
Deployment condition « On every connection

‘Only when previous deployment has faliea

Depioy for always-on connections OFF @
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To add an app connector in XenMobile

Apps showfilter
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app fable after you complete the steps.

MDX

Apps wrapped with the MDX Toolkit to include app policies. You can deploy
MDX apps obtained from internal and public stores.

Example: WorxMail

Public App Store

Free or paid apps available in a public app store, such as iTunes or Google
Play, for download

Example: GoToMeeting

Web & SaaS

Apps accessed from an internal network (Web apps) or over a public network
(SaaS). You can create your own apps or choose from a set of app
connectors for single sign-on authentication to web apps.

Example: GoogleApps_SAML

Enterprise

Native apps not wrapped with the MDX Toolkit and that do not contain the
policies found in MDX apps.

Example: Quick-iLaunch

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn't
require single sign-on

https://docs.citrix.com

Configure

Web & SaaS App Information
Add a Web & SaaS app, orc
1 Web & Saas App App Connector
@ Chooss from existing connectors
2 Details Create a new connector
3 Policies

4 Approvals (optional)

5 Delivery Group Assignments
{optional)

ona from the app in

m
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Web & SaaS

b 2 Details

3 Policies

(optional)

https://docs.citrix.com

1 Web & SaaS App

4 Approvals (optional)

5 Delivery Group Assignments

Configure %, administrator &

App Information x

App name* GoogleApps_SAM

App description® Providing independently
customizable versions of EI
several Google products
under a custom domain

URL* S{LoginUrl}
Domain name*

App is hosted in OFF
intermal network

App category Default =

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Configure A, administrator &

Web & SaaS App Policy

Fill in app information

—ry

Web & SaaS App Device Security

Block jailbroken or @

rooted

2 Details

b 3 Policies

Network Requiremenis
4 Approvals (optional)

WiFi required OFF
5 Delivery Group Assignments
(optional) Internal network OFF
required
Internal WiFi
networks

» Worx Store Configuration
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¥ Worx Store Configuration

App FAQ

Add

a new FAQ question and answer

App screenshois

Browse_ [ Browse_ ]

[ Browse_ ] [ Browse_ ] Browse_

Allow app

Allow app ratings @
€D

comments

Web & SaaS

1 Web & SaaS App
2 Details

3 Policies

} 4 Approvals (optional)

5 Delivery Group Assignments
(optional)

Configure

Approvals (optional)

X admin F 3

Apply an existing workflow or create a new workflow to require approval before allowing users to access the app.

Workflow to Use

Name*

Descript

Email Approval Templates

Levels of manager approval

Select Active Directory domain

Find additional required approvers

Create a new worki... ~

Workflow Approval Request a2 o
1 level -
testprise.net =

Q EEE

https://docs.citrix.com
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Emall Approval Templates Workflow Approval Request = L] -|

Levels of manager approval 1 bewel - Preview template

Configure a3, admin F3

Web & SaaS Delivery Group Assignments (optional) x
Assign this app to one or more delivery groups.
1 Web & SaaS App Ghoose “‘*MWV Tvpe to search Q Seareh Delivery groups io receive app
groups assignment
i @ AU o
2 Details @ Anusers AllUsers
DG-Helen
3 Policies ba-sn
4 Approvals (optional) fangsDg1
DG-ex
b 5 Delivery Group Assignments DG_win
(optional) DG_win_2

Device Enroliment
Program Packaae

» Deployment Schedule @
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¥ Deployment Schedule @

Depioy @D

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

)

=

b

)]

Deploy for always-on connections OFF ¢
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app fable after you complete the steps.

MDX Public App Store
Apps wrapped with the MDX Toolkit to include app policies. You can deploy Free or paid apps available in a public app store, such as iTunes or Google
MDX apps obtained from internal and public stores. Play, for download
Example: WorxMail Example: GoToMeeting
Web & SaaS Enterprise
Apps accessed from an internal network (Web apps) or over a public network Native apps not wrapped with the MDX Toolkit and that do not contain the
(SaaS). You can create your own apps or choose from a set of app policies found in MDX apps.
connectors for single sign-on authentication to web apps.
g 2 = Example: Quick-iLaunch
Example: GoogleApps_SAML

Web Link

AWeb address (URL) to a public or private site or to a Web app that doesn't
require single sign-on
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App Information X

Enterprise

b 1 App Information
2 Platform

i0S

<]

Android

o

Samsung KNOX App category Default -

<]

Android for Work

o

<]

Windows Phone

Windows Tablet

o

3 Approvals (optional)

4 Delivery Group Assignments

(optional) -
Next >
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Configure

Enterprise iOS Enterprise App x
1 App Information Upload an ipa file
2 Platform
} i0s
Android I|

Samsung KNOX
Windows Phone
Windows Tablet

3 Approvals (optional)

4 Delivery Group Assignments

(optional)
Back Next =

Dashboard Manage

Appe
Enterprise iOS Enterprise App
1 App Information Upioad an _ipa fils
2 Platform
. App name" Worx Home
Android Desoription” e Hams
Samsung KNOX
Windows Phone App veraion 10.0.048
Windows Tablet Minimum OS version 5
3 Approvals (optional) Meimum OB version
-rlup[:‘!zl‘lmlir, Group Assignments| Exoludad dovicss axample: manutachurer or mods],
Remove app if MDM profils is remaved ﬁ ]
Prevent app data backup ﬁ)
» Deployment Rules
» Worx Store Gonfiguration
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¥ Deployment Rules

Base

Deploy when

All

~ conditions are met. New Rule

https://docs.citrix.com
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Base Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT New Rule Delete
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AND

Base Advanced

¥ Deployment Rules

Device ownership BYOD
Device local encryption True
AND

Passcode compliant True
Home mobile country code only Andoma

NOT EDIT

Mew Rule

Delete

¥ Worx Store Configuration

App FAQ

App screenshots

Allow app ratings

Allow app
comments

https://docs.citrix.com

Add a new FACQ question and answer

Browse_

[ Browse_ l

[ Browse_ l

Browse_

Browse_

=
=
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Enterprise

1 App Information

2 Platform
i0S
Android
Samsung KNOX
Android for Work
Windows Phone
Windows Tablet

} 3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Configure

Approvals (optional)

X admin 2

Apply an existing workflow or create a new workflow to require approval before allowing users to access the app.

Workflow io Use

Name*

Description

Email Approval Templates

Levels of manager approval

‘Select Active Directory domain

Find additional required approvers

Create a new worki... ~

Workflow Approval Request - o
1 level hd
testprise.net =

o

Emall Approval Templates

Levels of manager approval

https://docs.citrix.com

Workflow Approval Request

1 bewal -

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Select Active Directory domain testprise.net 7

. N . testprise_net
Find additional required approvers Search

Configure %, admin Ky

Enterprise Delivery Group Assignments (optional) x
Assign this app to one or more delivery groups.
1 App Information Cnoase delivery Type fo search Q Delivery groups to receive app
groups _
& Al =
2 Platform ] Sers AllUsers
DG-Helen
i0S Device Enroliment P P
i . evice Enrollment Program Package
Android fangsDg1
DG-ex
Samsung KNOX DG_win

Android for Work DEwin2

Device Enroliment

Windows Phone Proaram Packaae

Windows Tablet
» Deployment Schedule &

3 Approvals (optional)

b 4 Delivery Group Assignments
(optional)
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To add a Web Link app to XenMobile

Feb 13,2015
In XenMobile, you can establish a Web address (URL) to a public or private site, orto a Web app that doesn't require single
sign-on (SSO).

You can configure web links fromthe Apps tab in the XenMobile console. When you finish configuring the web link, the link
appears as an link icon in the list in the Apps table. When users log on with Worx Home, the link appears with the list of
available apps and desktops.

To add the link, you provide the following information:

Name for the link

Description of the link

Web address (URL)

Category

Role

Image in .png format (optional)

To add a Web link in XenMobile

1. Configure > Apps. The Apps page opens.
2. Onthe Apps page, click Add.

XenMobile

3. Onthe Add App page, click Web Link.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.617



Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app fable after you complete the steps.

MDX Public App Store
Apps wrapped e MDX Toolkit to include app policies. You can deploy Free or paid apps available in a public app store, such as iTunes or Google
MDX apps obtal rom internal and public stores Play, fi
Example: WorxMail Example: GoToMeeting
Web & SaaS Enterprise
apps) or over a public network apps not wrapped with the MDX Toolkit and that do not contain the
chi lf of app d in MDX apps.

n authentication

Example: Quick-iLaunch

Example: GoogleApps_SAML

Web Link

(URL) to a public or private site or to a Web app that doesn’t

The App Information page appears.
4. The App name, Description, and URL are pre-populated.

Configure

App Information

1 Details App nama’ Web Link

App description’ Uss this connector to add any web URL to bs displaysd
using XsnMobile App Controller, for thoss apps that
don't have 580 support.

uRL* SSunss
App iz hosted in intemal @
network
App category Defautt -

@ Uss default

Upload your own app imags

1. In URL, if applicable, type the Web address of the app or keep the default address.

2. In Appis hosted in internal network, click ON if the app is running on a server in your internal network. If users connect
froma remote location to the internal app, they must connect through NetScaler Gateway. Setting this option to
ON adds the VPN keyword to the app and allows users to connect through NetScaler Gateway.

3. Inthe App category list, click a category.

4. If youwant to associate your own thumbnail image with the connector, select Upload your own app image. Click
Browse to locate the desired image:
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Uzs default
Upload your own app magse
MNe file =elactad.

Images must be of the type PNG.
5. Expand Worx Store Configuration to add an FAQ for the app, or add screen captures to help classify the app in the
Worx Store. The graphic you upload must be of the type PNG. You cannot upload a GIF or JPEG image.

¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshois

[ Browse_ ] [ Browse_ ] [ Browse_ ]

Allow app ratings @
wow spp @D

commenis
In Allow app ratings, click ON to permit a user to rate the app.
6. In Allow app comments, click ON to permit users to comment about the selected app.

7. Click Next.
8. On the Delivery Groups Assignment page, optionally assign the app to one or more delivery groups.
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Xenio

Web Link Delivery Group Assignments (optional) x

s = dpp 10 Ons & Osivary groups.

1 Details Choose delivery groups
Tvpe fo search Q s h

2 Delivery Group Assignments
(optional) AllUsers

*» Deployment Schedule
-
9. In Choose delivery groups, search for a delivery group (or groups). Select the All Users checkbox to assign the app to

each XenMobile user.
10. Expand Deployment Schedule to further refine the delivery group.

* Deployment Schedule &

bepiey @D
Deployment Schedule @ Now
Later
Deployment condition & On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF
Baﬂk

Deploy: Click ON to enable a deployment schedule.

Deployment Schedule: Click Now or Later to set the deployment schedule.

Deployment condition: Click to deploy the app on every connection, or only when the previous deployment has failed.

In Deploy foralways-on connections, click ON to deploy when the always-on connection policy is set.

Note: This option applies when you have also configured global background deployment keys in the Server Properties

section in the Settings area of the XenMobile console. The always-on scheduled policy is not available foriOS devices.

11. Click Save.

P wNpR
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To create and manage workflows

Feb 13,2015

You can use workflows to manage the creation and removal of user accounts. Before you can use a workflow, you need to
identify individuals in your organization who have the authority to approve user account requests. Then, you can use the
workflow template to create and approve user account requests.

When you configure XenMobile for the first time, you configure workflow email settings. You must configure workflow
email settings to use workflows. You can change workflow email settings at any time. These settings include the email
server, port, email address, and whether the request to create the user account requires approval or not.

You can configure workflows in two places in XenMobile:

e Inthe Workflows page in the XenMobile console. On the Workflows page, you can configure multiple workflows for use
with app configurations. When you configure workflows on the Workflows page, you can select the workflow when
you configure the app.

e \When you configure an application connector, in the app, you provide a workflow name and then configure the
individuals who can approve the user account request. See Adding Apps to XenMobile.

You can assign up to three levels for manager approval of user accounts. If you need other people to approve the user
account, you can search and select additional people to approve by using the person's name or email address. When
XenMobile finds the person, you then add the him or her to the workflow. All individuals in the workflow receive emails to
approve or deny the new user account.

1. Inthe XenMobile console, click Configure > Settings > Workflows.

Dashboard Manage Configure X\ administrator F 3

Actions

Settings

Certificates Local Users and Groups Role-Based Access Gontrol
Enroliment Notification Templates Woﬂq\bows
Licensing Release Management

Manage Configure X administrator F 3

Workflows

i

Name Description Workflow email template ~

S el
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The Workflows page appears.
2. Onthe Workflows page, click Add. The Add Workflow page appears.

Manage Configure % administrater &

Add Workflow
Name*
Description
Email Approval Templates Workflow Approval Request ~ Rod
Levels of manager approval 1 level -
Select Active Directory domain Select an option -
Find additional required approvers Q

Selected additional required approvers

"MMA‘

3. Onthe Add Workflow page, in the Name field, type a unique name for the workflow.

4. In Description, optionally type a description for the workflow.

5. Inthe Email Approval Templates list, select the email approval template to be assigned. You create email templates in the
Notification Templates section under Settings in the XenMobile console. When you click the eye icon to the right of this
field, the following tip appears.

Workflow Approval Request

To modify the workflow template, please go to the notification template
section in Settings.

Email Title Workflow Approval Request for an Application
Email Gontent Please approve the application ${applicationName} for your
staff by clicking the following link. Thank you for spending the
time to approve the application.

6. Inthe Levels of manager approval list, select the number of levels of manager approval required for this workflow.
7. Inthe Select Active Directory domain list, select the appropriate Active Directory domain to be used for the workflow.
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8. Next to Find additional required approvers, type the additional required person's name in the search field and then click
Search. Names originate in Active Directory.

9. When the person's name appears in the field, select the check box next to his or her name. The person's name and email
address appear in the Selected additional required approvers list. To remove a person fromthe Selected additional
required approvers list, do one of the following:

e Click Searchto see a list of all the people in the selected domain.

e Type a full or partial name in the search box, and then click Search to limit the search results.

Persons in the Selected additional required approvers list have check marks next to their name in the search results list.
Scroll through the list and clear the check box next to each name you want to remove.

10. Click Save.
The created workflow appears on the Workflows page.

Afteryou create the workflow, you can view the workflow details, view the apps associated with the workflow, or
delete the workflow. You cannot edit a workflow after you create the workflow. If you need a workflow with different
approval levels or approvers, you must create a new workflow.

To view details and delete a workflow

1. Onthe Workflows page, in the list of existing workflows, select a specific workflow by clicking the row in the table or by
checking the check box next to workflow.

2. To delete a workflow, click Delete. A confirmation dialog box appears. Click Delete again.
Important: You cannot undo this operation.
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Upgrading an App in XenMobile

Mar 23, 2015
To upgrade an app in XenMobile, you disable the app in the XenMobile console, and then you upload the new version of
the app.
1. Inthe XenMobile console, click Configure > Apps.
2. For managed devices (devices enrolled in XenMobile for mobile device management), skip to step 3. For unmanaged
devices (devices enrolled in XenMobile for enterprise app management purposes only), do the following:
1. Inthe Apps table, click to select the app you want to update and then in the menu that appears, click Disable.

lcon App Name Type Category Created On Last Updated Disable ~
E testapp MDX Default 172715 1:14 PM 3/19/15 10:47 AM
u ent Enterprise Default
‘\' Lynda_SAML Web & Saas Default
Globoforce_SAML Web & Saas Default Deployment
€3] GTM test App Store App Default
1-6

2. Onthe confirmation dialog box, click Disable.

Disable

Disabling this app prevents users from connecting while
you are in maintenance mode. You may reenable this app

at any time.

The app shows the status of Disabled in the Apps table.
Note: Disabling an app puts the app in maintenance mode. Users cannot connect to the app again after they log off,
while an app is disabled. Disabling an app is an optional setting, but Citrix recommends disabling the app to avoid issues
with app functionality. Issue may arise due to policy updates, for example, orif users request a download at the same
time you are uploading the app to XenMobile.
3. Click to select the app and then in the menu that appears, click Edit. The platformyou originally chose for the app
appears selected.
4. Onthe App Information page, optionally you can change the Name, Description, or App category, and then click Next.
5. Click Upload to select the file you want to upload to replace the current app and then click Next.

iOS MDX App

Select an .mdkx file to upload

The app uploads to XenMobile. Optionally, you can change the app details and policy settings.
6. Click Next and then in Steps 8 through 14, leave the settings as is, or make changes related to the upgrade.
7. Expand Deployment Rules. The Base tab appears by default.
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eployment Rules

Base Advanced
Deploy when All = conditions are met. New Rule
Device ownership - BYOD - &
— —— I

1. Inthe lists, click options to determine when the app should be deployed.
1. You can choose to deploy the app when all conditions are met or when any conditions are met. The default option
is All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.

m

ase Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT Mew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
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the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, the device must be
passcode compliant, and the device mobile country code cannot be only Andorra.

m

ase Advanced

AND
Device ownership BYOD
Device local encryption True
Passcode compliant True
NOT

Current mobile country code only Andorra

AMND OR NOT EDIT MNew Rule Delete

8. Expand Worx Store Configuration to add an FAQ for the app, or add screen captures to help classify the app in the
Worx Store. The graphic you upload must be of the type PNG. You cannot upload a GIF or JPEG image.

¥ Worx Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshois

[ Browse_ ] [ Browse_ ] [ Browse_ ]

Allow app ratings m
wow app @D

comments

In Allow app ratings, click ON to permit a user to rate the app.
9. In Allow app comments, click ON to permit users to comment about the selected app.
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10. Click Next. The Approvals screen appears.

Configure

MDX Approvals (optional) x
Apply an existing workflow or create a new workflow to require approval before allowing users 10 access the app.
1 App Information Workflow to Use None -
2 Platform
i0s
Android
windows Phone

+ 3 Approvals (optional)

4 Delivery Group Assignments

(optional)

11. Whenyou create a new workflow, the XenMobile console changes to display configuration options for the approval
process. Each of these fields is described in the following steps. Configure these fields if you need approval for creating
useraccounts.

1. Specify a name for the workflow.
2. Optionally enter a description.
3. In Email Approval Templates field, click a notification option. Click the eyeicon to preview the template you chose.

Emall Approval Tempiates workfiow Approval Request = O -|

Levels of manager approval 1 lewvel - Preview template

4. In Levels of manager approval, click the level fromNone to 3..
5. In Select Active Directory domain, click the domain.
6. In Find additional required approvers, optionally enter additional required approvers and then click Search.
12. Click Next.
13. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

Xenlcbile Dashboard Configure

Device Policies

Device Policy Device Policy x
This policy lets you configure a p svices.
1 Policy Info Ghoose delivery Q Delivery groups lo receive app assignment
groups
2 Platforms AllUsers Allusers
0S

Android
Windows Phone 8.1
Windows 8.1 Tablet

} 3 Assignment

e B I

14. Click Save. The Apps page appears.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.627



15. If you disabled the app in step 2, do the following:
1. Inthe Apps table, click to select the app you updated and then in the menu that appears, click Enable.
2. Inthe confirmation message that appears, click Enable.

@ Enable

Users will have access to this app once you enable it.

Users can now access the app again and receive a notification prompted themto upgrade the app.
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MDX App Policies at a Glance

Feb12,2016
For a table listing the MDX app policies foriOS, Android, and Windows Phone with notes on restrictions and Citrix
recommendations, see MDX Apps Policies at a Glance in the MDX Toolkit documentation.

Note: Worx Home refreshes policies during certain actions. For details, see Worx Home.
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Configuring XenMobile and the ShareFile App for
Single Sign-On Using SAML

Aug 15,2016

You can configure XenMobile and ShareFile to use Security Assertion Markup Language (SAML) to provide single sign-on
(SSO) access to ShareFile mobile apps that are wrapped with the MDX toolkit, as well as to non-wrapped ShareFile clients,
such as the web site, Outlook plugin, or sync clients.

e For wrapped ShareFile apps. Users who log on to ShareFile through the ShareFile mobile app are redirected to Worx
Home for user authentication and to acquire a SAML token. After successful authentication, the ShareFile mobile app
sends the SAML token to ShareFile. After the initial log on, users can access the ShareFile mobile app through SSO and
can attach documents from ShareFile to WorxMail emails without logging on each time.

e For non-wrapped ShareFile clients. Users who log on to ShareFile using a web browser or other ShareFile client are
redirected to XenMobile for user authentication and to acquire a SAML token. After successful authentication, the
SAML token is sent to ShareFile. After the initial log on, users can access ShareFile clients through SSO without logging
on each time.

For a detailed reference architecture diagram, see the XenMobile Deployment Guide article, Reference Architecture for On-
Premises Deployments.

Prerequisites

You must complete the following prerequisites before you can configure SSO with XenMobile and ShareFile apps:

e MDX Toolkit Version 9.0.4 or later (for ShareFile mobile apps)
e ShareFile mobile apps as appropriate:

e ShareFile foriPhone Version 3.0.x

e ShareFile foriPad Version 2.2.x

e ShareFile for Android Version 3.2.x
e Worx Home 9.0 (for ShareFile mobile apps)

Install iOS or Android version as appropriate.

e ShareFile administrator account

Ensure that XenMobile and ShareFile are able to connect. Forinformation about checking connectivity, see Conducting
Connectivity Checks.

Configure ShareFile Access

Before configuring SAML for ShareFile, provide ShareFile access information as follows:

1. Inthe XenMobile web console, click Configure > Settings. The Settings page appears.
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Settings
Certificates

Enroliment

* More

Certificate Management

Credential Providers
Client

Beacons
Notifications
Carrier SMS Gateway
Server

ActiveSync Gateway
Android Work

Google Play Gredentials

i08 Bulk Enroliment

Licensing

Local Users and Groups

PKI Entities

Client Properties

Notification Server

iOS Settings
LDAP
Mobile Service Provider

NetScaler Gateway

Configure

Notification Templates

Release Management

Worx Home Support

Network Access Gontrol
Samsung KNOX
Server Properties

Syslog

Settings

Role-Based Access Control

Workflows

Worx Store Branding

XenApp/XenDeskiop

Experience Improvement Program

ShareFile

Sh?eﬁle

2. Click More and then under ShareFile, click ShareFile. The ShareFile configuration page appears.

Configure

Settings > ShareFile

ShareFile

Configure settings to connect to the ShareFile account and administrator service account for user account management.

[)orrn'n* subdomain.sharefile.com

Choose delivery groups Type to search Q

AllUsers
DG_1
DG_win

DG_dev

ShareFile Administrator Account Logon

User name™ Enter user name
Password” Enter new password
User account provisioning OFF
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3. Configure the following settings:
e Domain: Type your ShareFile subdomain name; for example example.sharefile.com.
Choose delivery groups: Select or search for the delivery groups that you want to be able to use SSO with ShareFile.
e User name: Type the ShareFile administrator user name. This user must have administrator privileges.
e Password: Type the ShareFile administrator password.
e Useraccount provisioning: Turn on this option if you want to enable user provisioning in XenMobile; leave it disabled if
you plan to use the ShareFile User Management Tool for user provisioning.
Note: If a user without a ShareFile account is included in the selected roles, XenMobile automatically provisions a
ShareFile account for that user if you enable User account provisioning. Citrix recommends that you use a role with a
small membership for testing the configuration. Doing so avoids the potential of a large number of users without
ShareFile accounts.
4. Click Save.

Configure SAML for Wrapped ShareFile MDX Apps

The following steps apply to iOS and Android apps and devices.

1. With the MDX Toolkit, wrap the ShareFile mobile app. For more information about wrapping apps with the MDX Toolkit,
see Wrapping Apps with the MDX Toolkit.

2. In XenMobile, upload the wrapped ShareFile mobile app. For information about uploading MDX apps, see To add an
MDX app to XenMobile.

3. Verify the SAML settings by logging on to ShareFile with the administrator user name and password you configured in
Configure ShareFile Access.

4. Ensure that ShareFile and XenMobile are configured for the same time zone.
Note: Different time zones can result in mismatched time stamps, leading to SSO failure.

Validate the ShareFile mobile app

1. Onthe user device, if it has not already been done, install and configure Worx Home.
2. Fromthe Worx Store, download and install the ShareFile mobile app.
3. Start the ShareFile mobile app.

ShareFile starts without prompting for user name or password.

Validate with WorxMail

1. Onthe user device, if it has not already been done, install and configure Worx Home.
2. Fromthe Worx Store, download, install, and configure WorxMail.
3. Opena new email formand then tap Attach from ShareFile.
Files available to attach to the email are shown without asking for user name or password.

Configure NetScaler Gateway for Other ShareFile Clients

If you want to configure access for non-wrapped ShareFile clients, such as the web site, Outlook plugin, or the sync clients,
you must configure NetScaler Gateway to support the use of XenMobile as a SAML identity provider as follows:

e Disable home page redirection.

e (reate a ShareFile session policy and profile.

e Configure policies on the NetScaler Gateway virtual server.

Disable home page redirection
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You must disable the default behavior for requests that come through the /cginfra path so that the user sees the original

requested internal URL instead of the configured home page.
1. Edit the settings for the NetScaler Gateway virtual server that is used for XenMobile logons. In NetScaler 10.5, go to

Other Settings and then clear the check box labeled Redirect to Home Page.

Other Settings
|CMP Virtual Server Response™
Passive

RHI State®

Passive

Redirect to Ho

Listen Priority

Listen Policy Expression Expression Editor
Diperators w || Saved Policy Expressions - || Frequently Used Expressions - Clear

Evaluate

ShareFile
wms.citrix.lab: 8443
AppController

https:/ ams.citrix.lab:8443

L2 Connection

2. Under ShareFile, type your XenMobile internal server name and port number.
3. Under AppController, type your XenMobile URL.
This configuration authorizes requests to the URL you entered through the /cginfra path.

Create a ShareFile session policy and request profile

Configure the following settings to create a ShareFile session policy and request profile:

1. Inthe NetScaler Gateway configuration utility, in the left-hand navigation pane, click NetScaler Gateway > Policies >
Session.

2. Create a new session policy. On the Policies tab, click Add .

3. Inthe Name field, type ShareFile_Policy.

4. Create a new action by clicking the + button.
The Create NetScaler Gateway Session Profile screen appears. Configure the following settings:
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https://docs.citrix.com

Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Clobal check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Metwork Configuration Client Experience Security Published Applications

Accounting Policy

Onwerride Cloba
Display Home Page &

Home Page

Roné
URL for Web-Based Email
Split Tunnel*

OFF :
Sesgion Time-out (mins)

1 L

Client |dle Time-out (mins)

Cligntless Access*

Allow =
Clientless Access URL Encoding™
Obscure '
Clientless Access Persistent Cookie®
DENY %
Plug-in Type*

Windows [MAC 05 X 5

« Single Sign-on to Web Applications =
Credential Index®

PRIMARY = =

KCD Account

Lo PRI T |

1. Name: Type ShareFile_Profile.
2. Click the Client Experience tab and then configure the following settings:
1. Home Page: Type none.
2. Session Time-out (mins): Type 1.
3. Single Sign-on to Web Applications: Select this setting.
4. Credential Index: In the list, click PRIMARY.
3. Click the Published Applications tab and then configure the following settings:
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Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Hame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Cateway Paramaters

Metwark Configuration Client Experience Security Published Applications
Override Global
ICA Prosy™
ON 2|

Wab Interface Address
hiteps:f xms.citrisx. lab: 6443 |f
Web Interface Address Type*

1Py

Web Interface Portal Mode*

MNORMAL

Single Sign-on Domain
citrix -

Citrix Receiver Home Page

Account Services Address

1. ICA Proxy: Inthe list, select ON.
2. Web Interface Address: Type your XenMobile server URL.
3. Single Sign-on Domain: Type your Active Directory domain name.
Note: When configuring the NetScaler Gateway Session Profile, the domain suffix for Single Sign-on Domain must
match the XenMobile domain alias defined in LDAP.
5. Click Create to define the session profile.
6. Click Expression Editor and then configure the following settings:

+ Back Add Expression W i1}
Create NetScaler Gateway Session Palicy
Select Expression Type: | Geners
Marrse*
shareFile_Folicy
Action W
Sharefile_Profile 3+
Expressin® HTTP . fpression Ediin
Operatsrs = || Saend Puley Exprisaiom - | Fris Tuale Chair
HEADER
CONTAINS
Vet
m Chose MSC_FSAD
trader Mame®
COOKIE
arn
ooe [

1. Value: Type NSC_FSRD.
2. Header Name: Type COOKIE.
3. Click Done.
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7. Click Create and then click Close.

Create NetScaler Gateway Session Policy

Mame*
Sharefile_Palicy

Action®

Sharefile_Profile |+ ||
OPSWAT EPA Editor  Expressian Editar
Oparators - || Saved Poiicy Exprassions - || Fragquamtly Used Expressions - Clear
REQ.HTTP.HEADER COOQKIE CONTAINSG NSC_FSRD

Configure policies on the NetScaler Gateway virtual server
Configure the following settings on the NetScaler Gateway virtual server.

1. Inthe NetScaler Gateway configuration utility, in the left-hand navigation pane, click NetScaler Gateway > Virtual
Servers.

In the Details pane, click your NetScaler Gateway virtual server.

Click Edit.

Click Configured policies > Session policies and then click Add binding.

Select ShareFile_Policy.

Edit the auto-generated Priority number for the selected policy so that it has the highest priority (the smallest number) in
relation to any other policies listed, as shown in the following figure.

o vk wnN

WPN Virtual Server Session Policy Binding

VPN Virtual Server Session Policy Binding x
Add Binding Edit = Zearch =
Priority Paolicy Mame Expression Action
10 Q ShareFile_Palicy REQHTTP.HEADER Cookie OONTAIMS MSC_FSRD Sharefile_Profile
100 PLOS 10.217.232.36 REQ.HTTP HEADER User-Agent CONTAINS CirixR. AC 05 10.217.232.36_A

100 PL_WB_10.217.232.36 RECLHTTP, HE ER User-Agent NOTCONTAIMNS C AC_WB_10.217.232.36_4,

] PL_AG PLG_10.217.232.36 RECLHTTP HEADER User-Agent NOTCONTAINS C AC AC PLG_10,217.232.36_A

Cloise

7. Click Done and then save the running NetScaler configuration.
Configure SAML for non-MDX ShareFile apps
Use the following steps to find the internal app name for your ShareFile configuration.

1. Logonto the XenMobile admin tool using the URL https://<XenMobile server>:4443/0CA/admin/. Be sure to enter
"OCA" in uppercase letters.
2. Inthe View list, click Configuration.
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Login

L
CITRIXR Please enter the login credentials to
.

access the system

User Name T
Administrator

Password
LR L L L LR L

Domain | Local =

View | Configuration = |

3. Click Applications > Applications and note the Application Name for the app with the Display Name "ShareFile".

XenMobile App Controller
Cim!x ‘Welcome Administrator
3 " . 4
 xenmobile App Contraller M Managad applications .
¥ \-'l System
= U agplications Application Name Digplay Name Description
J User List Sattings W activedirectary activedirgctory
- mgplications i s R e Parenas Online sccess o world-class card, financial,
# i pelegated Administration —
= Fidelity Fidelity Your Personal Investing Resowrce
= Lin - Lnkedin Business-oriented seclal networking sibe
ShareFile [t ey i
& MobilcRppll Sharefie_230 ShareFile 2.2.0
# MobileAppld SharaFle_iPhone_303 ShareFile 3.0.3

Modify the ShareFile.com SSO settings

1. Logonto your ShareFlle account (https://<subdomain>.sharefile.com) as a ShareFile administrator.
2. Inthe ShareFile web interface, click Admin and then select Configure Single Sign-on.
3. Edit the Login URL as follows:
The Login URL should look similar to: https://xms.citrix.lab/samisp/websso.do?
action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1.

) Adm Ay LLir &

Passwioed Policy Basic Settmgs

Enable SAML: o
Configure Single Sign-on

ShareFile Issuer f Entity 10:= ! X
Edit Super User Group ¥ BT e @
Reparting Your IDP Issusr / Entity 10 [
Motification Histary

¥.509 Certificate: ® Saved Change @
Login Code Sample

Login URL:* nitpeciams citra lab/sam|sp/webseso.dotaction=auth @
Remote Upload Wizard
Wiew/Print Receipts Logout URL: (]

1. Insert the NetScaler Gateway virtual server external FQDN plus "/cginfra/https/" in front of the XenMobile server
FQDN and then add "8443" after the XenMobile FQDN.
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The URL should now look similar to this:
https://nsgateway.acme.com/cginfra/https/xms.citrix.lab:84 4 3/samlsp/websso.do?
action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1

2. Change the parameter &app=ShareFile_SAML_SP to the internal ShareFile application name fromstep 3 in
Configure SAML for non-MDX ShareFile apps. The internal name is ShareFile_SAML by default; however, every time
you change your configuration, a number is appended to the internal name (ShareFile_SAML_2, ShareFile_SAML_3,
and so on).

The URL should now look similar to this:
https://nsgateway.acme.com/cginfra/https/xms.citrix.lab:8443/samlsp/websso.do?
action=authenticateUser&app=ShareFile_SAML&reqtype=1

3. Add "&nssso=true" to the end of the URL.
The modified URL should now look similar to:
https://nsgateway.acme.com/cginfra/https/xms.citrix.lab:8443/samlsp/websso.do?
action=authenticateUser&app=ShareFile_SAML&reqtype=1&nssso=true.

Important: Each time you edit or recreate the ShareFlle app or change the ShareFile settings in the XenMobile
console, a new number is appended the internal application name, which means you must also update the Login URL
in the ShareFile web site to reflect the updated app name.

4. Under Optional Settings, select the Enable Web Authentication check box.

Optional Settings
Require 350 Login: 7
550 IP Range: 7

SP-Initiated 350 certificate: | HTTP Redirect with no signature = ?

Enable Web Authentication: & 2

SP-Initiated Auth Context: | User Name and Password = Minimum ¥

Active Profile Cookies: ?

B3 save cancel

5. Click Save.
Validate the configuration
Do the following to validate the configuration.

1. Point your browser to https://<subdomain>sharefile.com/sami/login.
You are redirected to the NetScaler Gateway log on form. If you are not redirected, verify the preceding configuration
settings.

2. Enterthe user name and password for the NetScaler Gateway and XenMobile environment you configured.
Your ShareFile folders at <subdomain>.sharefile.comappear. If you do not see your ShareFile folders, ensure you entered
the proper logon credentials.
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Automated Actions

Mar 09, 2015

You create automated actions in XenMobile to program a reaction to events, user or device properties, or the existence of
apps on user devices. When you create an automated action, you establish the effect on the user's device when it is
connected to XenMobile based on triggers in the action. When an event is triggered, you can send a notification to the
user to correct an issue before more serious action is taken.

Forexample, if you want to detect an app that you have previously blacklisted (for example, Words with Friends), you can
specify a trigger that sets the user's device out of compliance when Words with Friends is detected on their device. The
action then notifies them that they must remove the app to bring their device back into compliance. You can set a time
limit for how long to wait forthe userto comply before taking more serious action, such as selectively wiping the device.

The effects that you set to happen automatically range fromthe following:

e Fully or selectively wiping the device.

e Setting the device to out of compliance.

e Revoking the device.

e Sending a notification to the userto correct an issue before more severe action is taken.

Note: Before you can notify users, you must have configured notification servers in Settings for SMTP and SMS so that
XenMobile can send the messages, see Notifications in XenMobile. Also, set up any notification templates you plan to use
before proceeding. For details on setting up notification templates, see To create or update notification templates in
XenMobile.

This topic explains how to add, edit, and filter automated actions in XenMobile.

1. Fromthe XenMobile console, click Configure > Actions. The Actions page appears.

XenMobile Dashboard Manage Configure

Actions snow e
carch Q
(]
Name Type Trigger Gondition = Value Action Delay Repeai -~

Jailbroken Device  Device property Jailbroken or Rooted  Is True Mark the device as out of compliance 1 day None

Blacklisted App Installed app name  Installed application Is Words with Friends  Mark the device as out of compliance 1 hour  Nene

I

2. Onthe Actions page, do one of the following:
e (Click Add to add a new action.
e Select an existing action to edit or delete. Click the option you want to use.
Note: When you select the check box next to an action, the options menu appears above the action list; when you
click anywhere else in the list, the options menu appears on the right side of the listing.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.639


http://docs.citrix.com/en-us/xenmobile/10-1/xmob-notification-server.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-config-usersettings-wrapper-con/xmob-notificationtemplate-tsk.html

Actions  show filter -
Search Q
Name Type Trigger Condition | Value Action Delay Repeat
Jailbroken Device Device property Jailbroken or Rooted Is True Revoke the device 1 hour Mone
Blacklisted App Installed app name Installed application Is WordsWithFriendsFree  Mark the device as out of compliance 1 hour None

S S S

Actions show filter . Q
&
Name Type Trigger Gondition | Value Action Delay Repeat
Jailbroken Device Device property Jailbroken or Rooted Is True Revoke the device 1 hour None
Blacklisted App Installed app name Installed application Is WordsWithFriendsFree Mark the device as out of compliance 1 hour None
x
Show ing 1-20f2items
Pending Failed
Show more >

The Action Information page appears.

Configure A, administrator F

Actions Action Information x
Actions automate common ECT‘]F'ISHBE requirements based on SPEDI:\D trngger events.
b1 Action Info Name* ®
2 Details Description

3 Assignment (optional)

4 Summary

3. Onthe Action Information page, enter or modify the following information:

1. Name: Type a name to uniquely identify the action. This field is required.
2. Description: Describe what the action is meant to do.

4. Click Next. The Action details page appears.

Note: The following example shows how to set up an Event trigger. If you select a different trigger, the resulting options
will be different fromthose shown here.
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Dashboard Manage Configure

Agtions

Actions Action details x

Choose a trigger event and the associated action for that event.

1 Action Info Trigger*

b 2 Details Select a trigger e

3 Assignment (optional)
Action+
4 Summary

Select an action -

Summary

If CONDITION IS FULFILLED,then DO ACTION .

» Deployment Rules (i0OS)

» Deployment Rules (Android)

» Deployment Rules (Windows 8.1 Tablet)
» Deployment Rules (Windows Phone 8.1)
» Deployment Rules (Symbian)

5. Onthe Action details page, enter or modify the following information:
1. Inthe Trigger list, click the event trigger type for this action. The meaning of each trigger is as follows:
e Event: Reacts to a predefined event.
e Device property: Checks for a device attribute on the device gathered in MDM mode and reacts to it.
e User property: Reacts to a user attribute, usually from Active Directory.
e |nstalled app name: Reacts to an app being installed. Requires the app inventory policy to be enabled on the device.
The app inventory policy is enabled on all platforms by default. For details, see To add an app inventory device

policy.

Trigger*

Event

Event

Device property
User property
Ac Installed app name

2. Inthe next list, click the response to the trigger.
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Trigger+

Event

Select an event

Active Directory disabled user

Failed Samsung KNOX attestation

Location services are disabled

The device is blocked by the ActiveSync Gateway.

The device is jailbroken.

The device is noncompliant with the App Access policy.
The device is revoked.

The device is unmanaged.

The device is using international roaming.

The device is using local roaming.

The location perimeter is br

3. Inthe Action list, click the action to be performed when the trigger criterion is met. With the exception of Send
notification, you choose a time frame in which users can resolve the issue that caused the trigger. If the issue is not
resolved within that time frame, the selected action is taken.

Action*

Send notification

Selectively wipe the device
Completely wipe the device

Revoke the device

Mark the device as out of compliance

Send notification

The remainder of this procedure explains how to send a notification action.

4. Inthe next list, select the template to use for the notification. Notification templates relevant to the selected event
appear.
Note: Before you can notify users, you must have configured notification servers in Settings for SMTP and SMS so
that XenMobile can send the messages, see Notifications in XenMobile. Also, set up any notification templates you
plan to use before proceeding. For details on setting up notification templates, see To create or update notification
templates in XenMobile.
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Action*

Send notification

Select a template

Location perimeter breach

Note: Afteryou select the template, you can preview the notification by clicking Preview notification message.
5. In the following fields, set the delay in days, hours, or minutes before taking action and the interval at which the
action repeats until the user addresses the triggering issue.

Action*

Send notification

Select a template

Hours

Hours

Minutes

Hours

Su
Days

tion perimet ned_, then notify &

6. In Summary verify that you created the automated action as you intended.

Summary

If The location perimeter has been breached., then notify the administrator using the template “Location perimeter breach” after 1 hour(s), repeating after every 1 hour(s)

Afteryou configure the action details, you can configure deployment rules for each platform individually—iOS, Android,
Windows 8.1 Tablet, Windows Phone 8.1, and Symbian. To do so, follow steps 6 through 9 for each platformyou choose.
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» Deployment Rules (iOS)
P Deployment Rules (Android)

P Deployment Rules (Windows 8.1 Tablet)
» Deployment Rules (Windows Phone 8.1)
» Deployment Rules (Symbian)

6. Expand Deployment Rules. The Base tab appears by default.

¥ Deployment Rules

Base Advanced

Deploy when All i conditions are met. New Rule &

1. Inthe lists, click options to determine when the action should be deployed.
1. You can choose to deploy the action when all conditions are met or when any conditions are met. The default
optionis All.
2. Click New Rule to define the conditions.
3. Inthe lists, click the conditions, such as Device ownership and BYOD, as shown in the preceding figure.
4. Click New Rule again if you want to add more conditions. You can add as many conditions as you would like.
2. Click the Advanced tab to combine the rules with Boolean options.
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m

ase Advanced

AND
Device ownership BYOD
Device local encryption True

Passcode compliant True

AND OR NOT EDIT Mew Rule Delete

The conditions you chose on the Base tab appear.
3. You can use more advanced Boolean logic to combine, edit, or add rules.
1. Click AND, OR, or NOT.
2. Inthe lists that appear, choose the conditions that you want to add to the rule and then click the Plus sign (+) on
the right-hand side to add the condition to the rule.
At any time, you can click to select a condition and then click EDIT to change the condition or Delete to remove
the condition.

3. Click New Rule again if you want to add more conditions.
In this example, the device ownership must be BYOD, the device local encryption must be True, the device must be
passcode compliant, and the device mobile country code cannot be only Andorra.
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¥ Deployment Rules
Base Advanced

AND
Device ownership BYOD
Device local encryption True
AND
Passcode compliant True
Home mobile country code only Andoma

AND OR NOT EDIT New Rule Delete

7. When you are done configuring the platform deployment rules for the action, click Next. The Actions assignment page
appears, where you assign the action to a delivery group or groups. This step is optional.

8. Next to Choose delivery groups, type to find a delivery group or select a group or groups in the list to which you want to
assign the policy. The groups you select appear in the right-hand Delivery groups to receive app assignment list.

XenMabile Dashboard Manage Configure

Device Policy x

This policy lats you configure a profile for devices
Q ety groups o resee app sssignment

AllUsers

Device Policy

Choose delivery
groups

1 Policy Info

Allusers

2 Platforms

@ i0s

Android

Windows Phone 8.1

Windows 8.1 Tablet

3 Assignment

o — e e e T ]

9. Expand Deployment Schedule and then configure the following settings:
1. Next to Deploy, click ON to schedule deployment or click OFF to prevent deployment. The default optionis ON. If
you choose OFF, no other options need to be configured.
2. Next to Deployment schedule, click Now or Later. The default option is Now.
3. If you click Later, click the calendar icon and then select the date and time for deployment.
4. Next to Deployment condition, click On every connection or click Only when previous deployment has failed. The
default option is On every connection.
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5. Next to Deploy for always-on connection, click ON or OFF. The default option is OFF.
Note: This option applies when you have configured the scheduling background deployment key in Settings > Server
Properties. The always-on option is not available for iOS devices.
Note: The deployment schedule you configure is the same for all platforms. Any changes you make apply to all
platforms, except for Deploy for always on connection, which does not apply to iOS.

¥ Deployment Schedule @

pepoy @)

Deployment Schedule ¢ Now
Later
Deployment condition @ On every connection

Only when previous deployment has failed

Deploy for always-on connections OFF @

10. Click Next. The Summary page appears, where you can verify the action configuration.

Dashboard Manage Configure

Actions

Actions Summary x
Review your settings, and then save or deploy this action.
. General
1 Action Info Name Roaming Out of Area
B Description Sends users a notification when the geo-fence is breached.
2 Details
Action details
. ) If The location perimeter has been breached., then notify the administrator using the template “Location perimeter
3 Assignment (optional) breach” after 1 hour(s), repeating after every 1 hour(s).
Assignment
} 4 Summary Delivery groups

M/\W

11. Click Save to save the action.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.647



XenMobile Client Settings

Jan16, 2015
You can configure XenMobile client settings in the XenMobile web console.

1. Inthe XenMobile console, click Configure and then click Settings.
The Settings page appears.

2. Click More.
3. Under Client, click the option you want to configure.
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Client property reference

May 06, 2016
The XenMobile predefined client properties and their default settings are as follows.

ENABLE_PASSCODE_AUTH
Display name: Enable Worx PIN Authentication

This key allows you to turn on Worx PIN functionality. With the Worx PIN or passcode, users are prompted to define
a PIN to use instead of their Active Directory password. This setting is automatically enabled when
ENABLE_PASSWORD_CACHING is enabled or when XenMobile is using certificate authentication.

If users are performing offline authentication, the Worx PIN is validated locally and users are allowed to access the
app or content they requested. If users are performing online authentication, the Worx PIN or passcode is used to
unlock the Active Directory password or certificate, which is then sent to perform authentication with XenMobile.

Possible values: true or false

Default value: false
ENABLE_PASSWORD_CACHING

Display name: Enable User Password Caching

This key lets you allow the users' Active Directory password to be cached locally on the mobile device. When you set
this key to true, users are prompted to set a Worx PIN or passcode. The ENABLE_PASSCODE_AUTH key must be set
to true when you set this key to true.

Possible values: true or false

Default value: false
ENCRYPT_SECRETS_USING_PASSCODE

Display name: Encrypt secrets using Passcode

This key lets sensitive data be stored on the mobile device in a secret vault instead of in a platform-based native
store, such as the iOS keychain. This configuration key enables strong encryption of key artefacts, but also adds user
entropy (a user-generated random PIN code that only the user knows).

Citrix recommends you enable this key to help provide higher security on user devices.

Note: Enabling this key affects the user experience in terms of a greater number of authentication prompts for the
Worx PIN.

Possible values: true orfalse
Default value: false

PASSCODE_TYPE
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Display name: Worx PIN Type

This key defines whether users are able to define a numerical Worx PIN or an alphanumeric Worx passcode. When you
select Numeric, users can only define a numeric Worx PIN. When you select Alphanumeric, users can use a combination
of letters and numbers for the Worx passcode.

Note: When you change the setting, users are prompted to set a new Worx PIN or passcode the next time they are
prompted to authenticate.

Possible values: Numeric or Alphanumeric
Default value: Numeric

PASSCODE_EXPIRY
Display name: Worx PIN Expiry Requirement

This key defines the time in days for which the Worx PIN or passcode is valid, after which the useris forced to change
their Worx PIN or passcode. When you change this setting, the new value is set only when users' current Worx PIN or
passcode expires.

Possible values: 1-99

Default value: 90
PASSCODE_HISTORY

Display name: Worx PIN History

This key defines the number of previously used Worx PINs or passcodes that users cannot reuse when changing their
Worx PIN or passcode. When you change this setting, the new value is set the next time users reset their Worx PIN or
passcode.

Possible values: 1-99

Default value: 5
PASSCODE_MAX_ATTEMPTS

Display name: Worx PIN Maximum Attempts

This key defines how many wrong Worx PIN or passcode attempts users can make before being prompted for full
authentication. After users successfully performa full authentication, they are prompted to create a new Worx PIN
or passcode.

Possible values: Any positive integer

Default value: 15
INACTIVITY_TIMER

Display name: Inactivity Timer

This key defines the time in minutes that users can leave their device inactive and then access an app without being
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prompted fora Worx PIN or passcode. To enable this setting foran MDX app, you must set the App Passcode setting
to On. If the App Passcode setting is set to Off, users are redirected to Worx Home to performa full authentication.
When you change this setting, the value takes effect the next time users are prompted to authenticate.

Note: On iOS, the Inactivity Timer also governs access to Worx Home not only to MDX apps.

Possible values: Any positive integer

Default value: 15

PASSCODE_STRENGTH

Display name: Worx PIN Strength Requirement

This key defines the strength of Worx PIN or passcode. When you change this setting, users are prompted to set a
new Worx PIN or passcode the next time they are prompted to authenticate.

Possible values: Low, Medium, or Strong

Default value: Medium

The following table describes the password rules for each strength setting based on the setting you select for
PASSCODE_TYPE:

https://docs.citrix.com

Passcode Rules for numeric passcode type Rules for alphanumeric passcode type
strength
Low All numbers, any sequence allowed Must contain at least one number and one letter.
Not allowed: AAAaaa, aaaaaa, abcdef
Allowed: aallbl, Abcdl#, Ab123~, aaaall, aallaa
Medium 1. All numbers cannot be the same. For In addition to the rules for Low passcode strength:
(default example, 444444 is not allowed.
setting) 1. Letters and all numbers cannot be same. For
2. Allnumbers cannot be consecutive. For example, aaaall, aallaa, or aaalll are not allowed.
example, 123456 or 654321 is not allowed.
2. Letters cannot be consecutive and numbers cannot
Allowed: 444333,124567,136790, 555556, | be consecutive. For example, abcd12, bcd123, 123abc,
788888 xy1234, xyz345, or cbal23 are not allowed.
Allowed: aallbl, aaallb, aaalb2, abc145, xyz135,
sdf123, ab12c¢3, alb2c3, Abcdl#, Ab123~
Strong Same as for the Medium Worx PIN The passcode should include at least one number, one
passcode strength. special symbol, one capital letter,and one small letter.
Not allowed: abcd12, Abcd12, dfgh12, jkrtA2
Allowed: Abcdl#, Ab123~, xY12#3, Carl2#, AAbcl#
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ENABLE_CRASH_REPORTING
Display name: Enable Crash reporting
This key enables or disables crash reporting using Crashlytics for Worx apps.
Possible values: true or false
Default value: true
DISABLE_LOGGING
Display name: Disable logging

This key lets you disable the ability for users to collect and upload logs from their devices. Logging is disabled for Worx
Home and forall installed MDX apps. Users cannot send logs for any app fromthe Support page; even though the
mail composition dialog box appears, logs are not attached, but a message is appended saying that logging is disabled.
In addition to the effect on users’ devices, you cannot modify log settings in the XenMobile console for Worx Home
and MDX apps.

When this key is set to true, Worx Home sets Block application logs to true, ensuring that MDX apps stop logging
when the new policy is applied.

Possible values: true or false

Default value: false (logging is not disabled)
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To create custom Worx branding for mobile devices

Jul 15,2016

You can set the way apps appear in the store and add a logo to brand Worx Home and the WorxStore on mobile devices
foriOS and Android.

Note: Before you begin, make sure you have your customimage ready and accessible.

e The file name must be in .png format

e Use a pure white logo ortext with a transparent background at 72 dpi.

e The company logo should not exceed this height or width: 170 px x 25 px (1x) + 340 px x 50 px (2x).

e Name the file as Header.png and Header@2x.png.

e (Create a .zip file fromthe files, not a folder with the files inside of it.

1. Inthe XenMobile console, click Configure > Settings > More > Worx Store Branding.

2. Next to Default store view, select either Category or A-Z.

3. Next to Device option, select either Phone or Tablet.

4. Next to Branding file, click Browse to select animage or .zip file of images to use for the branding and then click Save.

To deploy this package to users' devices, you need to create a deployment package and deploy the package.

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.653



To create Worx Home and GoToAssist support options

Dec 26, 2014
1. Inthe XenMobile console, click Configure > Settings > More > Worx Home Support.

2. Onthe Worx Home Support page, type a value for the following fields:
1. Support email (IT help desk)
2. Support phone (IT help desk)
3. Token for GoToAssist chat
4. GoToAssist support ticket email

The Worx Home Support information you create appears in the Client Properties list in the XenMobile console associated
with the following keys: SUPPORT _EMAIL, SUPPORT_PHONE, GTA_CHAT and GTA_TICKET.
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To add, edit, or delete client properties

Jun19, 2015

Client properties contain information that is provided directly to Worx Home on users' devices. These properties are used to
configure advanced settings, such as the Worx PIN. You obtain client properties from Citrix support.
Note: Client properties are subject to change with every release of client apps, particularly Worx Home.

1. Inthe XenMobile console, click Configure > Settings > More > Client Properties.

XenMobile

Settings
Certificates

Enroliment

Certificate Management
Credential Providers
Client

Beacons
Client Properties
Notl%cations

Carrier SMS Gateway

Server

ShareFile

ShareFile

Dashboard Manage Configure Y administrator F 3

Local Users and Groups Role-Based Access Gontrol
Notification Templates Workflows

Release Management

PKI Entities

Worx Home Support

Notification Server

LDAP Samsung KNOX

Mobile Service Provider Server Proparties

NetScaler

Syslog

ess Gontrol XenApp/XenDesktop

The Client Properties page appears. You can add, edit, and delete client properties fromthis page.
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Configure

Seftings Client Properties

Client Properties

To change a property, select the property and then click Edit.

o

Name Key Value Description ~
Enable Worx PIN Authentication ENABLE_PASSGCODE_AUTH false Enable Worx PIN Authentication

Enable User Password Gaching ENABLE_PASSWORD_CACHING false Enable User Password Gaching

Encrypt secrets using Passcode ENCRYPT_SECRETS_USING_PASSCODE false Encrypt secrets using WorxPin or AD password

Worx PIN Type PASSCODE_TYPE Numetic Worx PIN Typs

S i "

To add a client property

1. Inthe Client Properties page, click Add. The Add New Client Property page appears.

Dashboard Manage Configure

Settings = Glient Properties = Add New Client Property

Add New Client Property

Key Select Key ~

@

Value*®

Name*

Description®

2. Inthe Add New Client Property page, enter the following information:
Note: All fields are required.
1. Key: Inthe list, click the property key you want to add.
Important: Contact Citrix Support before making any changes or request a special key to make a change.
2. Value: Enter the selected property's value.
3. Name: Enter a name for the property.
4. Description: Enter a description of the property.

To edit aclient property

1. Inthe Client Properties table, select the client property you want to edit.
Note: When you select the check box next to a client property, the options menu appears above the client property list;
when you click anywhere else in the list, the options menu appears on the right side of the listing.
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Client Properties

To change a property, select the property and then click Edit.

Key

Enable Worx PIN Authentication ENABLE_PASSCODE_AUTH

Client Properties

Edit Client Property

Key
Value*®
Name*

Description®

To change a property, select the property and then click Edit.
(7

Name Key Value Description ~

Enable Worx PIN Authentication ENABLE_PASSCODE_AUTH false Enable Worx PIN Authentication

Enable User Password Gaching EMABLE_PASSWORD_CACHING false Enable User §4 x
& -

| [
Encrypt secrets using Passcode ENCRYPT_SECRETS_USING_PASSCODE  false Encrypt secrdt Edit Delete
Type SCODE_TYPE Numeric IN Type

2. Click Edit. The Edit Client Property page appears.

Configure aQ administrator F 3

Bettings = Client Properties Edit Client Property

ENABLE_PASSGODE_AUTH

false

Enable Worx PIN Authentication

Enable Worx PIN Authentication

3. Change the following information as appropriate:

1. Value: The selected property value.

2. Name: The name forthe p
3. Description: The descriptio

4. Click Save to save your chang

https://docs.citrix.com

roperty.
n of the property.
es or Cancel to leave the property unchanged.
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To delete a client property

1. Inthe Client Properties table, select the client property you want to delete.
Note: You can select more than one property to delete by selecting the check box next to each property.
2. Click Delete. A confirmation dialog box appears. Click Delete again.
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XenMobile Server Settings

May 29, 2015
The XenMobile server settings that you configure in the XenMobile web console include:

ActiveSync Gateway
Android for Work
Google Play Credentials
iOS Bulk Enrollment

iOS Settings

LDAP

Mobile Service Provider
NetScaler Gateway
Network Access Control
Samsung KNOX

Server Properties
SysLog
XenApp/XenDesktop
Experience Improvement Program

1. Inthe XenMobile console, click Configure and then click Settings.
The Settings page appears.

Sattings

= e

Cartificate Management
Cllent

Motficanens

ShanaFlle

2. Click More.
3. Under Server, click the option you want to configure.
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ActiveSync Gateway in XenMobile

Mar 21, 2016

ActiveSync is a mobile data synchronization protocol developed by Microsoft. ActiveSync synchronizes data with handheld
devices and desktop (or laptop) computers. You can configure ActiveSync Gateway rules in XenMobile. Based on these rules,
devices can be allowed or denied access to ActiveSync data. For example, if you activate the rule Missing Required Apps,
XenMobile checks the App Access Policy for required apps and denies access to ActiveSync data if the required apps are
missing.

XenMobile supports the following rules:

Anonymous Devices: Checks if a device is in anonymous mode. This check is available if XenMobile can’'t re-authenticate
the user when a device attempts to reconnect.

Failed Samsung KNOX attestation: Checks if a device failed a query of the Samsung KNOX attestation server.
Forbidden Apps: Checks if a device has forbidden apps, as defined in an App Access policy.

Implicit Allow and Deny: This action is the default for the ActiveSync Gateway, which creates a Device List of all devices
that do not meet any of the other filter rule criteria and allows or denies connections based on that list. If no rule matches,
the default is Implicit Allow.

Inactive Devices: Checks if a device is inactive as defined by the Device Inactivity Days Threshold setting in Server
Properties.

Missing Required Apps: Checks if a device is missing required apps, as defined in an App Access policy.
Non-suggested Apps: Checks if a device has non-suggested apps, as defined in an App Access policy.

Noncompliant Password: Checks if the user password is compliant. On iOS and Android devices, XenMobile can determine
whether the password currently on the device is compliant with the passcode policy sent to the device. Forinstance, on
iOS, the user has 60 minutes to set a password if XenMobile sends a passcode policy to the device. Before the user sets
the password, the passcode might be non-compliant.

Out of Compliance Devices: Checks whether a device is out of compliance, based on the Out of Compliance device
property. That property is usually changed by the automated actions or by a 3rd party leveraging XenMobile APIs.

Revoked Status: Checks whether the device certificate was revoked. A revoked device cannot re-enroll until it is authorized
again.

Rooted Android and Jailbroken iOS Devices: Checks whether an Android or iOS device is jailbroken.

Unmanaged Devices: Check whether a device is still in a managed state, under XenMobile control. For example, a device
running in MAM mode or an un-enrolled device is not managed.

Send Android domain users to ActiveSync Gateway: Click YES to ensure that XenMobile sends Android device
information to the ActiveSync Gateway. When this option is enabled, it ensures that XenMobile sends Android device
information to the ActiveSync Gateway in the event that XenMobile does not have the ActiveSync identifier for the
Android device user.
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To configure an ActiveSync Gateway in XenMobile

1. Inthe XenMobile console, click Configure > Settings > More > ActiveSync Gateway.
The ActiveSync Gateway configuration page appears.

ActiveSync Gateway

Activate the following rulefs) Anonymous Devicss
Falied Bamsung KNOX attestation
Formiooen Appe
Implicit Aliow and Deny
Inactive Devicss
Missing Required Apps
Mon-Buggsstsd Apps
Moncompliant Password
Out of Gompiiancs Devices
Revoked Status

Rooted Android snd Jairoken 108
Devices

Unmanagsd Devicss

Androld only

Send Androld domain users to ActiveBync Gateway E;l 7

oo [

2. In Activate the following rules, select one or more rules you want to activate.

3. In Android-only, in Send Android domain users to ActiveSync Gateway, click YES to ensure that XenMobile sends
Android device information to the Secure Mobile Gateway.

4. Click Save.
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Google Play Credentials

Feb 20, 2015
XenMobile uses Google Play credentials to extract app information for the device.

Note: To locate your Android ID, enter *#*#8255#*#* on your phone.

Important: To enable XenMobile to extract app information, you may need to configure your Gmail account to permit
unsecure connections. For steps, see the Google support site.

To configure XenMobile to use Google Play credentials

1. Inthe XenMobile web console, click Configure > Settings > More > Google Play Credentials.
The Google Play Credentials configuration screen appears.

Dashboard Configure

Google Play Credentials

XanhMaobile cannot extract app information without kegon information. To find your Android 1D, you can type “#"#325547#" on your phone.

Uszer name” Entsr Googls Play user nams
Pasaword"
Device ID" Devies azzociated with the account

2. In User name, enter the name associated with the Google Play account.
In Password, enter the user password.
4. In Device ID, enter your Android ID.

Enter *#*#8255#*#* on your phone to determine the Android ID.

w

5. Click Save.
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IOS Device Enrollment Program

Feb 13,2015
You can set up an iOS Device Enrollment Program in XenMobile for mobile devices running iOS. The feature lets iOS devices

notify Apple servers about a profile that customizes the experience of the device setup assistant which can then can be
assigned to specific devices.

To configure the iOS Device Enrollment Program in XenMobile

1. Inthe XenMobile web console, click Configure > Settings > More > i0S Bulk Enrollment Program > DEP Configuration.
The DEP (Device Enrollment Program) Configuration page appears.

2. In Details, configure the following settings:
e Device enrollment: Click YES.
e Consumer key: Enter the consumer key.
e Consumer secret: Entera consumer secret.
e Access token: Specify the access token.
e Access secret: Enter the secret for the access token.
e Access token expiration: Optionally, specify the access token expiration.
3. Click Test Connection to verify connectivity.
4. Expand Device Setup and then configure the following settings:
e Business unit: Enter the name associated with the Business unit.
e Support phone number: Enter the phone number for support.
e Support email address: Optionally, enter the Support email address.
e Unique service ID: Optionally include a unique service ID.
5. In Device Settings, configure the following device settings that are associated with the iOS Device Enrollment Program:
e Allow or deny pairing: Click Allow to enable the device to be managed through Apple Tools, such as iTunes and the
Apple Configurator.
Note: If you allow pairing, and use the Apple Configurator, in Supervised mode, select YES.
e Device profile removal: If you want the device to use a profile that can be removed remotely, click Allow.
e Require device enrollment: Select this check box to prevent users from skipping the enrollment process.
6. In Device Setup Steps, configure the following settings:
e Location services: Click Set up to enable the device to share the location or click Skip to prevent the device from
sharing its location.
Restore from backup: Click Set up to enable a device to restore data froma backup file.
Apple and iCloud: Click Set up if you want the device to use the Apple ID and iCloud.
Terms and Conditions: Click Set up.
Passcode: Click Set up to use a passcode for device enrollment.
Siri: Click Set up to enable a device to use Siri..
Touch ID: Click Set up to use Touch ID for the device.
Apple Pay: Click Set up to enable Apple Pay for the device.
Zoom: Click Set up to enable zoom.
Diagnostics: Click Set up to allow the device to share diagnostics.
7. Click Save.
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Deploying iOS Devices Through Apple DEP

Nov 10, 2015
You need an Apple Developer Enterprise Program (DEP) account to be able to take advantage of the Apple DEP for10S

device enrollment and management in XenMobile. The main requirements for organizations to sign up for the Apple DEP
are as follows.

Business or institution phone number and email address
Verification contact

Business or institution information (D-U-N-S / tax ID)
Apple Customer number

For more information about Apple DEP details, see this PDF from Apple. It is important to highlight that Apple DEP is
available for organizations and not individuals. It is also important to be aware that a fairamount of corporate details and
information needs to be provided to create an Apple DEP account, which means it could take time for customers to
request and receive approval for their accounts.

Applying for the Apple DEP account

When applying fora DEP account, the best practice is to use an email address that is tied to the organization, such as
dep@company.com.

[ -.-\) )]

Welcome

Device Enrollment Program
Enroll

Volume Purchase Program

Apple ID for Students

Enroll

1. Afteryou enter your organization information, you should receive a temporary password for the new Apple ID through
email.
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© Your Dotais
Check Your E-mail

1. Complate your Apple 1D setup. Visit Wy Apy D>
2. Enable two-step verification for this account as it is required by some programs.
3. Continue your Deployment Programs enrcliment

2. You then sign in with the Apple ID and complete the security settings for the account.

iPhone Watch Music Support

My Apple ID Widoe Sign Oue

Edit your Apple ID. Manage your security settings.

Two-Step Verification.

Two-step verfication is an extra layer of security designed to prevent amyone
O FCCEEEING YOUT ACCOLNT, &ven if Thiy Rave your paswword,

Gt $tarted

Choose a new password.

Mame, ID and Email Addresses

Pagiword  Change Padiword

Password and Security a2
Security Questions,
Addresses v
Select a security guestion or oreate one of your own, This queston will help us
Phane Numbers wierify youd identity showld vou fengel your passwond,
Language and Contact Preferences Security Question Nama o your besst friend? %]

Answar

Select your birth date.

Combined with your security questian, this will help us verify your identity if you
forget your pasyword or reed 1o reset it

seanember [ L - | wiz B

3. Configure and enable two-step verification, which is required for use with the DEP Portal. During these steps, you add a
phone number where you will receive the 4-digit PIN for the two-step verification.
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iPhone Watch Music Support

viy mppic Iu

()
Add Phone Number.

Enter a phone number that can receive 3MS messages. This can be your own
number, or the number of someone you trust.

Codantry Uit S2aked (=1} &
Phone Number: ,J

More about SM5

c;lncul m

4.lLoginto the DEP Portalto complete the account configuration using the two-step verification that you just set up.

Deployment Programs

Enroll your organization in the: Sign In

Device Enrollment Program A
@& volume Purchass Program

L& Apple 1D for Students

sEsssEssREs ~

Don't have an account? Enroll Mow

ip

5. Add your company details and then select from where you purchase devices. For details on purchasing options, see the
next section, Ordering DEP-enabled devices.
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Choosea. .

Reseller

Apple Ing. (Direct)

6. Add the Apple Customer Number or the DEP Reseller ID and then verify your enrolment details and wait for Apple to
approve your account.

FOVAA I O LTLUA LIS T 1 L s LA

| ” I
[ - .
I > | -
| .

Reseller v ]
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Review Your Enrollment Details

Gonoral Manager Gonoral Manager

7. Afteryou receive your logon credentials from Apple, log into the Apple DEP Portal. Then, follow the steps in the next

section to connect your account with XenMobile.

[ Appie Deplayment Progr: = Yl
e

C B hupsy//deploy.apple.com/qforms/web/index/avs
#® Deployment Programs
¥ og

0] Device Enroliment Program

A Volume Purchase Program

Welcome back, N

I Device Enroliment Program
Veolume Purchase Program

[§] Temms and Conditions

Get Started >

Get Started >

Integrating your Apple DEP account with XenMobile

https://docs.citrix.com
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Follow the steps in this section to connect your Apple DEP account with your XenMobile server deployment.

1. On the left-hand side of the Apple DEP Portal, click Device Enrollment Program.

[ spple Deployment Progr: % R
L= C B htips://deploy.apple.com/qforms/web/index/avs @

® Deployment Programs

] Device Enroliment Program

#% Volume Purchase Program WG'COme baCk, _

[§] Temms and Conditions
I Device Enrollment Program Get Started >
Velume Purchase Program Get Started >

2. Click Manage Servers and then on the right-hand side, click Add MDM Server.

7 Appie Deployment Progr: = Yol

C 8 httpsy//deploy.apple.com/devices/html/managedevices html @y

0 Device Enroliment Program

== Manage Servers Add MOM Server

W Manage Devices

= View Assignment History
Server Name Number of Devices Last Connecled = Last Connected IP
A% Volume Purchase Program
XenMobae 1 Today 198.23.91.110
[l Terms and Conditions
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3.In Add MDM Server, enter a name for your XenMobile server and then click Next.

[[] Apple Deployment Progr: x

- C B httpsy//deploy.apple.com/devices/html/managedevices html el

Manage Servers

Add MDM Server
1. MDM Server Mame

Corporate [XenMobile Server

Automatically Assign New Devices (3)

4. Upload a public key fromyour XenMobile server. To generate the key from XenMobile, do the following:

a.Log on to the XenMobile console, click Configure, click Settings and then under More, click iOS Bulk Enroliment.
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¥ XenMobile

* More

Certificate Management

Client Properties

Motification Server

105 Bulk Enroliment

ShareFile

ShareFile

Enroliment Local Users and Groups

Configure

Release Management

Based Access Control

Worx Store Branding

XenApp/XenD

Experience Im)

ment Program

b. On the iOS Bulk Enrollment page, click Export Public Key. The public key is downloaded.

https://docs.citrix.com
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i0S Bulk Enrollment

Details

Export Public
Ky Fia

» DEP Configuration

L BulEnrolimentPubl_pem 7

| mport Token

Apple Configurator Dovice Enroliment

Device Enroliment Prograsm [DEF)

» Apple Configurator Device Enroliment Configuration

- Device Enroliment Program: Notifies Apple sarvers about a profile that customizes the expenence of the device satup assistant and then can be assignad to specific devices.
= Apple Configurator Device E

recliment: Abality to enroll bath unsupenased and supervised devices in MDM using enrcliment UALSs (available in Apple Configurator 1.5 and later),

¥ thow ol downloads., ¥

5.0nthe Apple DEP Portal, click Choose file, select the public key you just downloaded and then click Next.

Term

| Device Enraliment Program

= Manage Servers
o
Manage Devices

View Assignment History

Volume Purc hase Program

erms and Conditions

Manage Servers
Add “Corporate XenMobile Server”

2. Upload Your Public Key

Choose File. BulkEnrgliment®

=

« c &

=

Wil =

E
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6. Click Your Server Token to generate a server token, which is downloaded from the browser, and then click Done.

Apple Deployment Pr ®
PP ¥ o

= C8 @ iy

Manage Servers
 History Add "Corporate XenMobile Server”

3. Download and Install your Server Token

Your Server Token

L] Corporate XenbobipZm |~ ¥ showall downloads., %

7.0n the XenMobile console iOS Bulk Enrollment page, click Import Token File and then upload the token file you
downloaded in the preceding step.
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[ XenMobile
€ -

Configure

Setlings > 05 Bulk Enroliment

iOS Bulk Enrollment

- Device Enrollment Program: Notifies Apple servers about a profile that customizes the experience of the device setup assistant and then can be assigned to specific devices.

- Apple Configurator Device Enroliment: Ability to enroll both unsupervised and supervised devices in MDM using enroliment URLs (available in Apple Configurator 1.5 and later).

Details
Jii] ' ¥
Export Public xport | Impont Token
Kay A T File

Device Enroliment Program (DEP)
Apple Configurator Device Enroliment NO

» DEP Configuration
» Apple Configurator Device Enroliment Configuration

| BulkEnrollmentPubl...pem
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[ XenMobile x T

€ - C oI

Import Token File

Choose the token file downloaded frem the Device Enroliment
Program web portal and click Import.

| BulkEnrolimentPubl_pem ¥ Show all downloads. X

Your Apple DEP token information appears in the XenMobile console after you import the token file.

8. Click Test Connection to verify the Apple DEP connection with XenMobile.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.675



[ XenMabile

- Apple Configurator Dendce Enrolimant: Ability to enroll both unsupendsad and supervisad devices in MDM using enrollmeant URLs (available in Appls Configurator 1.5 and later)

Details
1)
Export | impont Token
Public Koy Fila

Dewice Enoliment Program (DEF)
Apple Configurator Device Enrclimant HO
+* DEP Configuration
Sorver Tokens
|
4
o——
i
===
&
necsss secrer” | [
]
Accoss token sopiration 2016-10-06TO0 41262
Test Connection
-
|| BukEnrolmentPubl.pem ¥ Showall downloads., %

9. 0n the iOS Bulk Enrollment page, complete the additional settings, select the Apple DEP controls and policies you want
to implement foryour Apple DEP devices and then click Save.

The XenMobile server appears in the Apple DEP Portal.
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€« C | @ https;//deploy.apple.com/devices/html/managedevices.htm

& Deployment Programs sarch for Se ' I -

j: Device Enrollment Program
il Manage Servers Add MDM Server
1 Manage Devices
= View Assignment History
Server Name Number of Devices ast Connected - ast Connected IP
#% Volume Purchase Program
Corporate XenMobile S 0 Today 50.23.98.206
&0 -
|¥] Terms and Conditions XenMablle 1 Todsy 198.93.91.110
_| Corporate XenMobi..pTm 7 n || dowwn K

Ordering DEP-enabled devices

You can order DEP-enabled devices directly from Apple or DEP-enabled authorized resellers or carriers. To order from Apple,
you need to provide your Apple Customer ID within the Apple DEP Portal to enable Apple to associate your device
purchased with your Apple DEP account.

To order fromyour reseller or carrier, contact your Apple reseller or carrier to check if they participate in the Apple DEP. Ask
forthe resellers' Apple DEP ID when purchasing devices. You will need this information to add your Apple DEP reseller to
your Apple DEP account. You will receive a DEP customer ID after adding the resellers' Apple DEP ID, when approved.
Provide the DEP customer ID to the reseller, who will use the ID to submit information about your device purchases to
Apple. For more information, see this Apple website.

Managing DEP-enabled devices

Follow these steps to associate devices with your XenMobile server within your Apple DEP account through the DEP
Portal.

1.Logonto the Apple DEP Portal.

2. Click Device Enrollment Program, click Manage Devices and then in Choose Devices By, select the option for which
you want to upload and define your Apple DEP-enabled devices - Serial Number, Order Number, or Upload CSV File.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.677


https://support.apple.com/en-us/HT204142

[ Apple Deployment Progr
=

*

C | & https;//deploy.apple.com/devices/html/managedevices.html

@iy =
@& Deployment Programs f al Nur I

|;: Device Enrcllment Program

B tarage Severs Manage Devices

I Manage Devices
= View Assignment History
#% Volume Purchase Program 1. Choose Devices By:

[E] Terms and Conditions ® Serial Number Order Number Upload CSV File

2. Choose Action:

. Corporate XenMobi._pTm

# Show all downloads., %

3. Under Choose Action, to assign your devices to a XenMobile server, click Assign to Server and then in the list, click the
name of your XenMobile server and then click OK.
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# Deployment Programs

0| Device Enrollment Program

= Manage Servers
S0 Manage Devices
= View Assignment History

# Volume Purchase Program

[B] Terms and Conditions

L. Corporate XenMobi...pTm

Your Apple DEP devices are now associated with the selected XenMobile server.

€« C | B https://deploy.apple.com/devices/html/managedevices. html

Manage Devices

1. Choose Devices By:

® Senal Number Order Number

1234567898

2. Choose Action:

Assign to Server
Assign to Server
Unassign Devices

Disown Devices

Upload CSV File

+ 2 ¢ pwp

B arsgrement Bissory Lo

L Comporse XenbobipTm  °

https://docs.citrix.com

Assignment Complete

N
'\2’/,/'

B Show all dowrloade,
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User experience enrolling an Apple DEP-enabled device

When users enroll an Apple DEP-enabled device, their experience is as follows.
1. Users start their Apple DEP-enabled device.
2. Users the configuration wizard to configure the initial settings on their iOS device.

3. The device automatically starts the XenMobile device enrollment process. Users follow the wizard to enroll the device
into the XenMobile server associated with the Apple DEP-enabled device.

The Apple DEP enrollment process starts automatically as part of the initial IOS configuration flow for Apple DEP enabled
devices.

..... - Bl A 0% -

£ Configuration

will automatically configune your iPad,

4. The Apple DEP configuration that you configured in the XenMobile console is delivered to the Apple DEP-enabled device.
Users follow the wizard to configure the device.
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It may take a few minutes to set up your Apple ID. ..

5. Users may be prompted to sign into iTunes so that Worx Home can be downloaded.
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6. Users open Worx Home and enter their credentials. If required by the policy, users may be prompted to create and verify
a Worx PIN.

The remainder of the required apps are pushed down to the device.
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IOS VPP

Feb 13,2015
You can configure settings specific to the iOS Volume Purchase Plan (VPP) in XenMobile. The iOS VPP simplifies the process

to find, buy, and distribute apps and other data in bulk for an organization. VPP provides a simple, scalable solution to
manage an organization's content needs.

Afteryou save and validate the iOS VPP settings in XenMobile, the purchased apps are added to the table on the Apps tab
in the XenMobile console.

XenMobile Dashboard WERELE Configure A administrator

lcon App Name Type Category Created On Last Updated Disable ~
S testapp MDX Default 172715 1:14 PM 172915 12:40 PM
ent Enterprise Default 1/30/15 11:52 AM 1/30/15 12:01 PM
_’\. Lynda_SAML Web & Saas Default 1/30/15 11:53 AM 1/30/15 11:53 AM
Globoforce_SAML Web & Saas Default 1/30/15 3:35 PM 1/30/15 3:35 PM
Shawing 1 - 4 of 4 items

To configure iOS VPP in XenMobile
In the XenMobile web console, click Configure > Settings > More > iOS Settings.

The iOS VPP configuration screen appears.
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Dashboard Manage Configure %,  administrator &

Settings = 0S Settings

iOS Settings
Configure these i0S-specific settings. When saved and validated, the Volume Purchase Program (VPP) apps are added to the table on the Apps tab.
Store user password in Waorx Home @
User property for VPP country mapping o] @
VPP Accounts
(I
MName Suffix Organization Country Expiration Date User Login ~

Mo results found.

1. InStore user password in Worx Home, select the check box to securely store a user name and password in Worx Home
for XenMobile authentication.

2. In User property for Volume Purchasing Program (VPP) country mapping, enter a code to allow users to download apps
from country-specific app stores.

This mapping is used to choose the property pool of the VPP. For example, if the user property is United States, that user
cannot download apps if the VPP code for the app is distributed in the United Kingdom. Contact your VPP plan
administrator for more information about the country mapping code.

3. Click Add under VPP Accounts.

4. Add a Name and Suffix.

5. In Company Token, enter a token that represents the VPP service token generated when a user buys something from
the Apple App Store through a company-based account. The token is used to validate the VPP license. For example, if
you have an Apple VPP account for Business, visit https://vpp.itunes.com, click Business, and log in with your Apple VPP
account credentials to retrieve the appropriate information.

6. Click Save. The information is then displayed in the Apps table:
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Type

MDX

Enterprize

Web & Saas

Web & Saas
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Default

Default

Default

Default

Configure

Created On

1/27/15 1:14 PM

1/30/15 11:52 AM

1/30/15 11:53 AM

1/30/15 3:35 PM

Last Updated Disable o

1/29/15 12:40 PM

1/30/15 12:01 PM

1/30/15 11:53 AM

1/30/15 3:35 PM
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Mobile Service Provider

Jan 06, 2017
You can enable XenMobile to use the Mobile Service Provider interface to query BlackBerry and other Exchange ActiveSync

devices and issue operations.

For example, your organization may have 1,000 users and each user may use one or more devices. After you communicate
to every user that he or she must enroll their devices with XenMobile for management, the XenMobile console indicates the
number of devices that users enroll. By configuring this setting, you can determine how many devices connect to Exchange
Server. In this way, you can do the following:

e Determine if any users still need to enroll their devices.
e |ssue commands to user devices that connect to Exchange Server, such as data wipes.

To configure the Mobile Service Provider

1. Inthe XenMobile web console, click Configure > Settings > More > Mobile Service Provider.
The Mobile Service Provider configuration page appears.

Mobile Service Provider

Web service URL' RED: (X S BIVEr S BrICeS i2am:
User nama’ domalm\admin
Password"
Automatically update BiackBerry and aFE

ActiveSync device connectlons

In Web service URL, enter the URL of the Web service, such as http://XmmServer/services/xdmservice

In User name, enter the user name in the format domain\admin

In Password, enter the password.

In Automatically update BlackBerry and ActiveSync device connections, click ON if you want to enable this option. The
default setting is OFF

Click Test connection to verify connectivity.

7. Click Save.

vk wnN

o
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Network Access Control

Mar 21, 2016

If you have a Network Access Control (NAC) appliance set up in your network, such as a Cisco ISE, in XenMobile, you can
enable filters to set devices as compliant or not compliant for NAC, based on rules or properties. If a managed device in
XenMobile does not meet the specified criteria, and as a result is marked Not Compliant, the NAC appliance will block the
device on your network.

In the XenMobile console, you select one or more criterion in the list to set a device as not compliant.
XenMobile supports the following NAC compliance filters:

Anonymous Devices: Checks if a device is in anonymous mode. This check is available if XenMobile can’'t re-authenticate
the user when a device attempts to reconnect.

Failed Samsung KNOX attestation: Checks if a device failed a query of the Samsung KNOX attestation server.
Forbidden Apps: Checks if a device has forbidden apps, as defined in an App Access policy.

Implicit Allow and Deny: This action is the default for the ActiveSync Gateway, which creates a Device List of all devices
that do not meet any of the other filter rule criteria and allows or denies connections based on that list. If no rule matches,
the default is Implicit Allow.

Inactive Devices: Checks if a device is inactive as defined by the Device Inactivity Days Threshold setting in Server
Properties.

Missing Required Apps: Checks if a device is missing required apps, as defined in an App Access policy.
Non-suggested Apps: Checks if a device has non-suggested apps, as defined in an App Access policy.

Noncompliant Password: Checks if the user password is compliant. On iOS and Android devices, XenMobile can determine
whether the password currently on the device is compliant with the passcode policy sent to the device. Forinstance, on
iOS, the user has 60 minutes to set a password if XenMobile sends a passcode policy to the device. Before the user sets
the password, the passcode might be non-compliant.

Out of Compliance Devices: Checks whether a device is out of compliance, based on the Out of Compliance device
property. That property is usually changed by the automated actions or by a 3rd party leveraging XenMobile APIs.

Revoked Status: Checks whether the device certificate was revoked. A revoked device cannot re-enroll until it is authorized
again.

Rooted Android and Jailbroken iOS Devices: Checks whether an Android or iOS device is jailbroken.

Unmanaged Devices: Check whether a device is still in a managed state, under XenMobile control. For example, a device
running in MAM mode or an un-enrolled device is not managed.

Send Android domain users to ActiveSync Gateway: Click YES to ensure that XenMobile sends Android device
information to the ActiveSync Gateway. When this option is enabled, it ensures that XenMobile sends Android device
information to the ActiveSync Gateway in the event that XenMobile does not have the ActiveSync identifier for the
Android device user.
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Note

The Implicit Compliant/Not Compliant filter sets the defaultvalue only on devices thatare managed by XenMobile. For example, any
devices thathave a blacklisted app installed and/or are notenrolled, are marked as Not-Compliantand will be blocked from your
network by the NAC appliance.

To configure Network Access Control in XenMobile

1. Inthe XenMobile web console, click Configure > Settings > More > Network Access Control.
The Network Access Control configuration page appears.

Network Access Gontrol

Set as not compllant: Anomymous Devices

Faisa Samsung KMOX
attestation

Forbidden Apps
mactive Devices
Mizsing Reguirsd Apps
Mon-Buggested Apps
MNoncompliant Password
Out of Compilance Devicss
Fisvoksd Btstus

Rooted Androkd and
Jalonoken K35 Devicss

Unmanaged Devicss

2. Select the checkboxes forthe Set as not compliant filters you want to enable.
3. Click Save.
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Samsung KNOX

Feb 13,2015
You can configure XenMobile to query the Samsung KNOX attestation server REST APIs.

Samsung KNOX leverages hardware security capabilities that provide multiple levels of protection for the operating system
and applications. One level of this security resides at the platform through attestation. An attestation server provides
verification of the mobile device's core system software (for example, the boot loaders and kernel) at runtime based on
data collected during trusted boot.

To enable Samsung KNOX attestation

1. Inthe XenMobile web console, click Configure> Settings > More > Samsung KNOX.
The Samsung KNOX configuration page appears.

Samsung KNOX

his configuration allows XenMobile server to query Samsung KNOX attestation server REST APls.

Enable Sam=zung KNOX attestation NO

Web service URL hitpe.ffus-attest-api.... ~

2. In Enable Samsung KNOX attestation, click YES.
3. Whenyou click YES in step 2, the Web service URL option is enabled. In the list, click the appropriate attestation server.

4. Click Test Connectiion to verify the connection.
5. Click Save.
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Server Properties

May 04,2016
XenMobile has over 100 properties that apply to server-wide operations. This article describes some of the more important

server properties and also details how to add, edit, or delete server properties.
Server Property Definitions

Audit Log Cleanup Execution Time

The time to start the audit log cleanup, formatted as HH:MM AM/PM. Example: 04:00 AM. Defaults to 02:00 AM.
Audit Log Cleanup Interval (in Days)

The number of days that the XenMobile server should retain the audit log. Defaults to 1.
Audit Logger

If False, does not log userinterface (Ul) events. Defaults to False.
Audit Log Retention (in Days)

The number of days that the XenMobile server should retain the audit log. Defaults to 7.
Deploy Log Cleanup (in Days)

The number of days that the XenMobile server should retain the deployment log. Defaults to 7.
Disable SSL Server Verification

If True, disables SSL server certificate validation when all of the following conditions are met: You have enabled
certificate-based authentication on your XenMobile server, the Microsoft CA server is the certificate issuer, and your
certificate has been signed by an internal CA whose root is not trusted by Xenmobile server. Defaults to True.

Inactivity Timeout in Minutes

The number of minutes after which an inactive administrator who used the XenMobile server Public APl to access the
XenMobile console or any third-party app, is logged out. A timeout of 0 means an inactive user remains logged in.
Defaults to 5.

NetScaler Single Sign-On

If False, disables the XenMobile callback feature during single signon from NetScaler to the XenMobile server. The
callback feature is used to verify the NetScaler Gateway session ID, if the NetScaler Gateway configuration includes a
callback URL. Defaults to False.

Session Log Cleanup (in Days)
The number of days that the XenMobile server should retain the session log. Defaults to 7.

Unauthenticated App Download for Android Devices
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If True, you can download self-hosted apps to Android devices running Android for Work. This property is needed if
the Android for Work option to provide a download URL in the Google Play Store statically is enabled. In that case,
download URLs can't include a one-time ticket (defined by the XAM One-Time Ticket server property) which has the
authentication token. Defaults to False.

Unauthenticated App Download for Windows Devices

Used only for older Worx Home versions which don't validate one-time tickets. If False, you can download
unauthenticated apps from XenMobile to Windows devices. Defaults to False.

XAM One-Time Ticket

The number of milliseconds that a one-time authentication token (OTT) is valid for downloading an app. This property
works in conjunction with the properties Unauthenticated App download for Android and Unauthenticated App
download for Windows, which specify whether to allow un-authenticated app downloads. Defaults to 3600000.

XenMobile MDM Self Help Portal console max inactive interval (minutes)

The number of minutes after which an inactive useris logged out of the XenMobile Self Help Portal. A timeout
of 0 means an inactive user remains logged in. Defaults to 30.

Adding, Editing, or Deleting Server Properties

In XenMobile, you can apply properties to the server. After making changes, you must restart XenMobile on all nodes to
commit and activate changes.

Note

To restart XenMobile, use the command prompt through your hypervisor.

To configure server properties in XenMobile

1. Inthe XenMobile web console, click Configure > Settings > More > Server Properties.

The Server Properties configuration page appears.
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Server Properties

You must restart ¥enMobile on all nodes to commit and activate your changss to the server properties. To restart XenMobils, uss the
command prompt through you perviso
I Digplay name Kay Valua Default value  Deszeription R
Uszed Access ag.client.cert. throttiing. minutes 30 30 A3 Chent Certificats
Gateway Chent Cart Regusst Window
Connection Timeout  GONNECTION_TIMESUT 5 5 Saesion Inactivity

Timeout, in minutes, after
which the TGP connection
to a device will be dosed
{by default 5 min)

Length of inacthty device.inactivity days. threehald Length of inactiity(in

befors devics iz dayz) befors devics iz
disconnected disconnected

2. Do one of the following:

e (lick Add to add a new server property.

e Inthe table, click to select an existing property and then in the menu that appears, click Edit.
3. If you clicked Add in step 2, configure the following fields:

e Key:Inthe list, select the appropriate key.
Note: Keys are case-sensitive. You must contact Citrix Support before making any changes, or to request a special key.

e Value: Enter a value depending on the key you selected
e Display name: Enter a name for the new property value that appears in the Server Properties table.
e Description: Optionally, include a description for the new server property and then click Save.
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Configuring XenMobile Server Mode

Mar09, 2016

The XenMobile server mode is the value set in Server Properties. You can set the value to MAM, MDM, or ENT
corresponding to app management, device management, or app and device management. Set the Server Mode property
according to how you want devices to register, as noted in the table below. Server Mode defaults to ENT, regardless of
license type.

Forinformation about setting the server mode, see Server Properties.

If you have a XenMobile MDM Edition license, the effective server mode is always MDM regardless of how you set the
server mode in Server Properties. If you have an MDM Edition license, you cannot enable app management by setting the
server mode to either MAM or ENT.

Your licenses are this Edition You want devices to register in this mode Set Server Mode property to
Enterprise / Advanced MDM mode MDM

Enterprise / Advanced MDM+MAM mode ENT

MDM MDM mode MDM

The effective server mode is a combination of the license type and server mode. For an MDM license, the effective server
mode is always MDM, regardless of the server mode setting. For Enterprise and Advanced licenses, the effective server
mode matches the server mode, if the server mode is ENT or MDM. If the server mode is MAM, the effective server mode is
ENT.

The effective server mode is added to the server log every time a license is activated or deleted and when the server mode
is changed in Server Properties. For information about creating and viewing log files, see XenMobile Support and
Maintenance.
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SysLog

Aprll, 2016
You can configure XenMobile to send log files to a systems log (syslog) server. You need the server host name or IP address.

Syslog is a standard logging protocol with two components: an auditing module (which runs on the appliance) and a server,
which can run on a remote system. The Syslog protocol uses the user data protocol (UDP) for data transfer. Admin events
and User events will be recorded.

You can configure the serverto collect the following types of information:

e Systemlogs represent actions taken by XenMobile.
e Audit logs represent a chronological record of systemactivities for XenMobile.

The log information that a syslog server collects froman appliance is stored in a log file in the form of messages. These
messages typically contain the following information:

e The IP address of the appliance that generated the log message

Atime stamp

The message type

The log level associated with an event (Critical, Error, Notice, Warning, Informational, Debug, Alert, or Emergency)
The message information

You can use this information to analyze the source of the alert and take corrective action if required.

Note

XenMobile cloud deployments, Citrix does notsupportsyslog integration with an an on-premises syslog server. Instead, you can
download the logs from the Support page in the XenMobile console. When doing so, you must click Download Allin order to get
system logs. For details, see Viewing and Analyzing Log Files in XenMobile.

To configure a syslog server in XenMobile

1. Inthe XenMobile web console, click Configure > Settings > More > Syslog.
The Syslog configuration page appears.
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Syslog

You can configure XenMobile to sand log files 1o a systems kg (syskg) server using the server host name or P
address.
Sarver
Port* 514
Information to log Syatem Logs &)

2. In Name, enter either an IP address or fully qualified domain name (FQDN) of your syslog server.
3. In Port, enter the port number. By default, the port is set to 514.
4. In Information to log, select or clear System Logs and Audit.
e Systemlogs represent actions taken by XenMobile.
e Audit logs represent a chronological record of systemactivities for XenMobile.
5. Click Save.
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To configure XenApp and XenDesktop

Aug 12,2015
XenMobile can collect apps from XenApp and XenDesktop and make them available to mobile device users in Worx Store.
Users subscribe to the apps directly inside Worx Store and launch them from WorxHome. Receiver must be installed on
users' devices to launch the apps, but does not need to be configured.

To configure this setting, you need the fully qualified domain name (FQDN) or IP address and port number for StoreFront or
the Web Interface site.

1. Inthe XenMobile web console, click Configure > Settings > More > XenApp/XenDesktop.
The XenApp/XenDesktop configuration page appears.

Dashboard Manage Configure

XanAppenDesktop
XenApp/XenDeskitop
Allows users to add XenApp and XenDasktop through Word Home.
Hoat" FQDN or IP address
Port” 20
Ralative Path” Exampla: fCitric/PNAgenticonfig_m
Uza HTTPS OFF

In Host, enter the fully qualified domain name (FQDN) or IP address for StoreFront or the Web Interface site.

In Port, enter the port number for StoreFront or the Web Interface site. The default is 80.

In Relative Path, enter the path. For example, /Citrix/Store/PNAgent/config.xml

In Use HTTPS, select ON to enable secure authentication between StoreFront orthe Web Interface site and the client
device. The default is OFF.

6. Click Save.

vk wnN
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Customer Experience Improvement Program

Jul 16,2015

The Citrix Customer Experience Improvement Program (CEIP) gathers anonymous configuration and usage data from
XenMobile and automatically sends the data to Citrix. This data helps Citrix improve the quality, reliability, and performance
of XenMobile. Participation in the CEIP is completely voluntary. When you first install XenMobile, or when you install an
update, you have the option to participate in the CEIP. When you opt-in, data is typically collected on a weekly basis, and
performance and usage data is collected hourly. The data is stored on disk and transferred securely via HTTPS to Citrix
weekly. You can change whether you participate in the CEIP in the XenMobile console. For more information on the CEIP,
see About the Citrix Customer Experience Improvement Program (CEIP).

CEIP wheninstalling or updating XenMobile

The first time you install XenMobile or when you do an update, you see the following dialog box, in which you select
whether to participate and then click Save.

Customer Experience Improvement Program
Help improve the quality and performance of Citrix products by sending anonymous statistics and usage

information.

How does it work?

+ No information that identifies individuals is collected

* Collects only configuration, performance, and reliability data ... ] -
» Data is stored on disk until it is transferred to Gitrix ‘m CITRIX
* Secure weekly transfers via HTTPS to Citrix servers .

« Data is immediately deleted from disk after successful transfer

Would you like to help make Gitrix products better by joining the program?

4]
']
]

[}

B ettings -= More -= Expenence Improvement Program to cha e

Yes, send anonymous usage and statistics information.

No

Cancel

Changing your CEIP participation setting

1. To change your CEIP participation setting, in the XenMobile console, click Configure -> Settings. The Settings page
appears.
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Settings

Certificates

Enrollment

¥ More

Certificate Management

Credential Providers
Client

Beacons
Notifications
Carrier SMS Gateway
Server

ActiveSync Gateway
Android for Work
Google Play Credentials
i0S Bulk Enroliment
ShareFile

ShareFile

Licensing

Local Users and Groups

PKI Entities

Client Properties

Notification Server

i0S Settings

LDAP

Mobile Service Provider

NetScaler Gateway

Naotification Templates

Release Management

Worx Home Support

Network Access Control
Samsung KNOX
Server Properties

SysLog

Role-Based Access Control

Workflows

Worx Store Branding

XenApp/XenDesktop

Experience Improvement Program

2. Under Server, click Experience Improvement Program. The Customer Experience Improvement Program page
appears. The exact page you see depends on whether you are currently participating in the CEIP. The following figure
shows the page of a participating user.
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Configure QY admin )

Settings > Experience Improvement Program

Customer Experience Improvement Program

Help improve the quality and performance of Citrix products by sending anonymous statistics and usage information.

How does it work?

« No information that identifies individuals is collected ‘
# Collects only configuration, performance, and . . .

L]
reliability data “. c ITRIX
« Data is stored on disk until it is transferred to Gitrix .

= Secure weekly transfers via HTTPS to Gitrix servers ‘r

« Data is immediately deleted from disk after

successful transfer

Learn more
You are currently participating in the Customer Experience Improvement Program.
@ Gontinue participating

Stop participating

2.1f you are currently participating in the CEIP and want to stop, click Stop participating.
3. If you are not currently participating in the CEIP and want to start, click Start participating.

4. Click Save.
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Bulk enrollment of iOS devices

Jul 14, 2015

You can enroll large numbers of iOS devices in XenMobile in two ways. You can use Apple's Device Enrollment Program (DEP)
to enroll devices that you buy directly from Apple or froma participating Apple Authorized Reseller or carrier; or you can use
the Apple Configurator to enroll devices regardless of whether they were purchased directly from Apple.

With DEP, you do not have to touch or prepare the devices; you submit device serial numbers or purchase order numbers
through DEP and the devices are configured and enrolled in XenMobile. After the devices are enrolled, you can give them to
users who can start using themright out of the box. In addition, when you set up devices with DEP, you can eliminate some
of the Setup Assistant steps that users would otherwise have to complete when they first start their devices. For more
information on setting up DEP, see Apple's Device Enrollment Program page.

With the Apple Configurator, you attach devices to an Apple computer running OS X 10.7.2 or later and the Apple
Configurator app. You prepare the devices and configure policies through the Apple Configurator. After you provision the
devices with the required policies, the first time the devices connect to XenMobile, the policies are applied and you can start
managing the devices. For more information on using the Apple Configurator, see Apple's Apple Configurator page.

1. In the XenMobile console, click Configure > Settings. The Settings page appears.
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Configure

Settings

Certificates Local Users and Groups Role-Based Access Control
Enroliment Natification Templates Workflows

Licensing Release Management

¥ More

Certificate Management

Credential Providers PKI Entities

Client

Beacons Worx Home Support

Client Properties Worx Store Branding

Notifications

Carrier SMS Gateway Notification Server

Server

ActiveSync Gateway LDAP Server Properties

Android for Work Mobile Service Provider SysLog

Google Play Credentials NetScaler Gateway XenApp/XenDeskiop

ios Buli Enroliment Network Access Control Experience Improvement Program
i0S Settings Samsung KNOX

ShareFile

Sharefie

2. Under Server, click iOS Bulk Enrollment. The iOS Bulk Enrollment page appears.
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Configure

Settings > i0S Bulk Enroliment

iOS Bulk Enroliment
- Device Enrollment Program: Notifies Apple servers about a profile that customizes the experience of the device setup assistant and then can be assigned to specific devices.

- Apple Configurator Device Enrollment: Ability to enroll both unsupervised and supervised devices in MDM using enrollment URLs (available in Apple Configurator 1.5 and

later).
Details
® &
Export | Import
Public Key Token File

Device Enrollment Program (DEF) YES@)
Apple Configurator Device Enroliment NO

» DEP Configuration

» Apple Confiaurator Device Enrollment Confiauration
Cancel Save

If you are configuring DEP settings, see Configuring DEP settings; if you are configuring Apple Configurator settings,
see Configuring Apple Configurator settings.

Configuring Apple Configurator settings

Configure

Settings > i0S Bulk Enroliment

iOS Bulk Enrollment
- Device Enrollment Program: Notifies Apple servers about a profile that customizes the experience of the device setup assistant and then can be assigned to specific devices.

- Apple Configurator Device Enrollment: Ability to enroll both unsupervised and supervised devices in MDM using enroliment URLs (available in Apple Configurator 1.5 and later).

Details
ii] ii]
Bxport | Export
Public Key Anchor
Ceris
Device Enroliment Program (DEP) NO
Apple Configurator Device Enroliment ves @)

» DEP Configuration
¥ Apple CGonfigurator Device Enroliment Gonfiguration

MDM server URL to copy in Apple Configurator https://fhxms.testprise.net:8443/zdm/ios/otae/dobulkenrcliment
Require device regisiration @

Cancel Save

1. Set Device Enrollment Programto No.
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2.Set Apple Configurator Device Enroliment to Yes.
3. Expand Apple Configurator Device Enrollment Configuration and note and configure these settings:

e MDM server URL to copy in Apple Configurator: This read-only field is the URL for the XenMobile server that
communicates with Apple, and which you copy and paste into the Apple Configuratorin a later step.

e Require device registration: Selecting this setting requires you to add the configured devices to the Devices tab in
XenMobile manually or through a CSV file before they can be enrolled. This ensures that no unknown devices can enroll.
The default is to require adding devices.

Note

If the XenMobile server is using a trusted SSL certificate, skip the nextstep.

4. Click Export Anchor Certs and save the certchain.pemfile to the OS X keychain (login or System).
5. Start the Apple Configurator and go to Prepare -> Setup -> Configure Settings ...

6.In the Device Enrollment setting, paste the MDM server URL fromstep 5 into the MDM server URL field in the
Configurator.

7.In the Device Enrollment setting, copy the Root Certificate Authority and SSL Servers Certificate Authority to the
Anchor certificates, if XenMobile is not using a trusted SSL certificate.

8. Use a Dock Connectorto USB cable to connect devices to the Mac running the Apple Configurator to simultaneously
configure up to 30 connected devices. If you do not have a Dock Connector, use one or more powered USB 2.0 high-speed
hubs to connect the devices.

9. Click Prepare. For more information on preparing devices with the Apple Configurator, see the Apple Configurator help
page Prepare devices.

10. In the Apple Configurator, configure the device policies you require.
11. As each device is prepared, turn it on to start the iOS Setup Assistant, which prepares the device for first-time use.

Configuring DEP settings

Dashboard Manage Configure

Settings = i0S Bulk Enrcliment

iOS Bulk Enroliment

- Device Enrollment Program: Notifies Apple servers about a profile that customizes the experience of the device setup assistant and then can be assigned to specific devices.

- Apple Configurator Device Enrollment: Ability to enroll both unsupervised and supervised devices in MDM using enrcliment URLs (available in Apple Configurator 1.5 and later).

Details
G| o
Export | Import
Public Key Token File

Device Enroliment Program (DEP) @
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¥ DEP Configuration
Server Tokens

Settings

Setup

Apple Configurator Device Enroliment NO

Consumer secret”
Access token™
Access secret™

Access token expiration

Test Gonnection

Business unit*

Support phone number™
Support email address
Unique service ID

Pairing Allow @

@ Deny
Supervised mode @

Device profile removal Allow @

@ Deny

Require device enroliment @

Skip Location services
Restore from backup
Apple ID and iCloud
Terms and Gonditions
Passcode
Siri
Touch ID
Apple Pay
Zoom

Diagnostics

» Apple Gonfigurator Device Enrollment Configuration

-

1. Set Device Enrollment Program to Yes.

2.Set Apple Configurator Device Enrollment to No.

3. Expand DEP Configuration and configure these settings:
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Server Tokens

Consumer key:
Consumer secret:

Access token:

Access secret:

Access token expiration:

Settings

Business unit:

Support phone number:

Support email address:

Unique service ID:

Pairing: Select whether to allow devices enrolled through DEP to be managed through iTunes and the Apple

Configurator. The default is Allow.

e Supervised mode: Must be set to Yes if you are using the Apple Configurator to manage DEP enrolled devices. The
default is Yes.

e Device profile removal: Select whether to allow devices to use a profile that can be removed remotely. The default is
Allow.

e Require device enrollment: Select whether to require users to enroll their devices. The default is to not require

enroliment.

Setup
Select the iOS Setup Assistant steps that your users will not have to use when they start their devices for first time use.

e Skip
e Location: Set up the location service on the device.
Restore from backup: Set up the device as new or froman iCloud or iTunes backup.
Apple ID and iCloud: Set up an Apple ID and iCloud account for the device.
Terms and Conditions: Require userto accept terms and conditions for use of the device.
Passcode: Create a passcode for the device.
Siri: Use or not use Siri on the device.
Touch ID: Set up Touch ID on the device.
Apple Play: Set up access to Apple Play on the device.
Zoom: Set up the display resolution (either standard or zoomed).
Diagnostics: Set up whether to share crash data and usage statistics with Apple.
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XenMobile Support and Maintenance

Jun 01,2016
Use the XenMobile Support page to access a number of support-related information and tools. You can also carry out
actions fromthe command-line interface. For details, see XenMobile Command-Line Interface Options.

To access the Support page

In the XenMobile console, click the wrench icon ¥l in the upper-right corner of the console:

XenMobile Dashboard [SSMEBRSGEN Configure % administmtor &

The Support page page appears in a separate browser tab:

XenMobile Support

Support

Diagnostics Support Bundle Links

Log Operations

Use the XenMobile Support page to:

Access diagnostics.

Create support bundles.

Access links to Citrix Product Documentation and the Knowledge Center.
Access log operations.

Select from a set of advanced information and configuration options.
Access a set of tools and utilities.
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XenMobile REST API reference

Sep 23,2015
You can call REST services by using any REST client and the XenMobile REST API to call services that are exposed through

the XenMobile console. The API does not require you to sign on to the XenMobile console to call any service described in
this article.

You need one of the following permissions to access the REST API:

e Public APl access permission set as part of role-based access configuration (for more information on setting role-based
access, see Configuring roles with RBAC)
e Super user permission

You can invoke REST API services by using REST client.

To invoke REST API services

The following are examples of how to invoke the REST APl using each of the preceding methods.

Note

In the following examples, change the hostname and port number to match your environment.

Using a REST client

This example uses the Advanced REST client for Chrome.

Login

URL: https://<host-name>:<port-number>/xenmobile/api/vl/authentication/login
Request: { "login":"administrator", "password":"password" }

Method type: POST

Content type: application/json
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https:/localhost: 4443/ xenmobile/apiivi/publicapilogin

GET '®POST PUT PATCH ' DELETE HEAD OPTIONS Other

Raw Form Headers

Raw Form Files (0) Payload

:"administrator",
rd"”: "password”

applicatio ite this value.

* | Set "Content-Type" header to ov

Status 200 OK Loading time: 265 ms
Request User-Agent: Mozilla/5.0 (Windows NT 6.3, WOWG4) AppleWebKit'537 .36 (KHTML, like Gecko) Chrome/41.0.2272.101 Safari/537.36
headers Origin: chrome-extension:fhgmloofddfidnphfgcellkdfbibjeloo

Content-Type: application/json

Accept */*

Accept-Encoding: gzip, deflate
Accept-Language: en-US.en;qg=0.8
Cookie: JSESSIONID=6D607670BBCD51DES9CEBFDGDY1FIB163

Response Server: Apache-Coyote/1.1

headers Content-Type: text/plain
Content-Length: 53
Date: Sun, 22 Mar 2015 22:43:48 GMT

Raw Parsed Response

Open w Cop clipboard Save as file Open in JSON tab
{"auth_token":"d4fdecf6-2eba-4aed-8d60-F9a513b5c358"}

Code highlighting thanks to Code Mirror

Clear

Send

Get Delivery Groups by filter

URL: /xenmobile/api/v1l/deliverygroups/filter

Request
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javascript:void(0)

"start": 1,

"sortOrder": "DESC",

"deliveryGroupSortColumn":"id",

"search":"add"

Method type: POST

Content type: application/json
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https:/flocalhost: 444 3/xenmobile/apiiv1/publicapifdeliverygroups/filter/getdeliverygroupsbyfilter

GET @®POST PUT PATCH (0 DELETE HEAD OPTIONS Other
Raw Form Headers
Add new header

auth_token ddfdecff-2efa-43ed-8d60-f93513h5c358

Raw Form Files (0) Payload

g
application/json ¥ | Set "Content-Type" header fo overwrite this value.
Clear Send
Status 200 OK Loading time: 672 ms
Request auth_token: ddfdecfi-2e5a-daed-8d60-f9a513b5c358
headers Origin: chrome-extension:/ngmloofddfidnphigcellkdibibjeloo

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWE4) AppleWebKit'537.36 (KHTML, like Gecko) Chrome/41.0.2272.101 Safari/537.36
Content-Type: application/fjson

Accept: */*

Accept-Encoding: gzip, deflate

Accept-Language: en-US en;g=08

Cookie: JSESSIONID=6DE07670BBCD51DES9CBFDEDY1FOB163

Response Server: Apache-Coyote/1.1

headers Content-Type: application/json
Content-Length: 4928
Date: Sun, 22 Mar 2015 22:48:20 GMT

Raw JSON Response

Copy to clipboard Save as file

-dglListData: {
totalMatchCount: 8
totalCount: 8
-dglist: [7]

Public APl REST services

The following table lists the available REST services.

Function REST service URL
Login Login /xenmobile/api/vl/authentication/login
Logout /xenmobile/api/vl/authentication/logout
Certificates Get all certificates xenmobile/api/vl/certificates
Delete certificates xenmobile/api/vl/certificates/
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Import certificate as SAML

Import certificate as server

Import certificate as
listener

Create certificate

Export certificate

Keystore Import keystore as server

Import keystore as SAML

Import keystore as APNS

Import keystore as listener

Licenses Get License Info

Save License Info

Upload License

Delete Licenses

Activate License

Test Server

Get Expiration Date

LDAP Get LDAP configuration
list

Add a new LDAP

Edit a new LDAP

xenmobile/api/vl/certificates/import/certificate/saml

xenmobile/api/vl/certificates/import/certificate/server

xenmobile/api/vl/certificates/import/certificate/listener

xenmobile/api/vl/certificates/csr

xenmobile/api/vl/certificates/export

xenmobile/api/vl/certificates /import/keystore/server

xenmobile/api/vl/certificates /import/ keystore/saml

xenmobile/api/vl/certificates /import/ keystore/apns

xenmobile/api/vl/certificates /import/ keystore/listener

xenmobile/api/vl/licenses

xenmobile/api/vl/licenses

xenmobile/api/vl/licenses/upload

xenmobile/api/vl/licenses/remove

xenmobile/api/vl/licenses/activate/{licenseType}

xenmobile/api/vl/licenses/testserver

xenmobile/api/vl/licenses/getexpirationdate

xenmobile/api/vl/ldap

xenmobile/api/vl/Idap/msactivedirectory

xenmobile/api/vl/ldap/msactivedirectory/{name}
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Set default LDAP

Delete LDAP

Get NetScaler Gateway

Add NetScaler Gateway

Update NetScaler
Gateway

Set Default NetScaler
Gateway

Delete NetScaler
Gateways

Get Notification Servers

Get Notification Server by
Id

Add/Edit SMTP Server

Add/Edit SMS Gateway

Set SMTP server as
default (activate)

Delete notification server

Set SMS Gateway as
default (activate)

Get Local Users

Get Specific User

Add User
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xenmobile/api/vl/ldap/default/{name}

configxenmobile/api/vl/ldap/{name}

xenmobile/api/vl/netscaler

xenmobile/api/vl/netscaler

xenmobile/api/vl/netscaler/{id}

xenmobile/api/vl/netscaler/default/{id}

xenmobile/api/vl/netscaler

xenmobile/api/vl/notificationserver

xenmobile/api/vl/notificationserver/{id}

xenmobile/api/vl/notificationserver/smtp

xenmobile/api/vl/notificationserver/sms

xenmobile/api/vl/notificationserver/activate/smtp/{id}

xenmobile/api/vl/notificationserver/{id}

xenmobile/api/vl/notificationserver/activate/sms/{id}

xenmobile/api/vl/localusersgroups

xenmobile/api/vl/localusersgroups/{name}

xenmobile/api/vl/localusersgroups

p.712


http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_5e7b
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_aafb
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_3389
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_cc96
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_4476
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_4132
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_bf9d
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_10b0
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_dce7
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_eab7
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_3efa
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_40c
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_9776
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_1e1f
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_459a
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_de3e
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_2b3c
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_b016
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_8769
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-support-wrapper/xenmobile-rest-api-reference.html#par_anchortitle_7047

App
Management

Delivery Groups

https://docs.citrix.com

Import Provisioning File

Update User

Delete Users

Delete User

Get Local Users By Filter

Reset User Password

Delete Application
Container

Delete Application
Containers

Get App Containers by
Filter

Get Weblink Apps
Container by Container ID

Get Web and SAAS Apps
Container by Container ID

Get Appstore Apps
Container by Container ID

Get Mobile Apps Container
by Container ID

Add Delivery Groups

Edit Delivery Groups

Get Delivery Group Specific

Get Delivery Groups by
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xenmobile/api/vl/localusersgroups/importprovisioningfile

xenmobile/api/vl/localusersgroups

xenmobile/api/vl/localusersgroups/deletelocalusers

xenmobile/api/vl/localusersgroups/{name}

xenmobile/api/vl/localusersgroups/filter

xenmobile/api/vl/localusersgroups/password

xenmobile/api/vl/application/{container id}

xenmobile/api/vl/application

xenmobile/api/vl/application/filter

xenmobile/api/vl/application/weblink/{container id}

xenmobile/api/vl/application/saas/{container id}

xenmobile/api/vl/application/appstore/{container id}

xenmobile/api/vl/application/mobile/{container id}

xenmobile/api/vl/deliverygroups

xenmobile/api/vl/deliverygroups

xenmobile/api/vl/deliverygroups/{role name}

xenmobile/api/vl/deliverygroups/filter
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Filter

Get Delivery Groups All xenmobile/api/vl/deliverygroups

Delete Delivery Groups xenmobile/api/vl/deliverygroups

Get Deployment Status xenmobile/api/v1l/deliverygroups/getdeploymentstatus/{name}
Server Get Server Properties xenmobile/api/vl/serverproperties/
Properties

Get Server Properties by xenmobile/api/vl/serverproperties/filter/

Filter

Add Server Properties xenmobile/api/vl/serverproperties/

Edit Server Properties xenmobile/api/vl/serverproperties/

Reset Server Properties xenmobile/api/vl/serverproperties/reset

Delete Server Properties xenmobile/api/vl/serverproperties/

REST API definitions

The following sections describe the APIs listed in the preceding table.

Remember: In the following examples, change the host name and port number to match your environment.

Tologontothe publicAPI

Accepts user credentials and uses the existing AuthenticationManager to authenticate the user. The first time the
AuthenticationManager authenticates a user, it generates an authentication token that is placed in the request header.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/authentication/login

Request type: POST

RequestParameters

{ "login":"administrator", "password":"password" }
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Example Response

"auth-token":"q483409eu82mkfrcdiv90iv0gc:q483409eu82mkfrcdiv90ivOgc”

To log out of the public API

Removes the authentication token issued when the user logged on and logs out the current user. Requires the user name
and the authentication token.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/authentication/logout
Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Request Parameters

{“login”:"administrator”}

Example Response

{"Status":"user administrator logged out successfully."}

To manage certificates

With certificate management operations, you can view, delete, import, and add certificates through the public API.

Get all certificates

Returns all certificates in the database.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.715


javascript:void(0)
javascript:void(0)
javascript:void(0)

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Request Parameters: None

Example Response

"status": 0,
"message": "Success",
"csrRequest": null,
"apnsCheck": null,

"certificate": [

"name": "ent-root-ca",

"description": "test description server 1",
"validFrom": "2012-02-22",

"validTo": "2017-02-21",

"type": "chain",

"isActive": false,

"privatekey": "false",

ca": null,

"id": 4656,
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"certDetails": {

"signatureAlgo": "SHA1WithRSAEncryption",

"version": null,

"serialNum": "34823788180011841845726834648368716413",

"issuerName": {

"certString": "DC=com,DC=example,CN=ent-root-ca",

"emailAddress": null,

"commonName": "ent-root-ca",

"orgUnit": null,

"org": null,

"locality": null,

"state": null,

"country": null,

"description": null

"subjectName": {

"certString": "DC=com,DC=example,CN=ent-root-ca",

"emailAddress": null,

"commonName": "ent-root-ca",
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"org": null,

"locality": null,

"state": null,

"country": null,

"description": null

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Delete certificates
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Deletes the specified certificates. Requires the certificate ID for each certificate to be deleted.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/publicapi/certificates
Request type: DELETE

Request header: auth_token - the authentication token obtained when the user logged on

Request Parameters

{“certificatelds”:[“<certificate_id_1>","<certificate_id_2>", ..., "<certificate_id_n>"]}

Import certificate as SAML certificate

Imports the specified certificate as a SAML certificate.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/import/certificate/saml
Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - Multipart/form-data

RequestParameters
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certimportData = {

'type':‘cert’,

'‘checkTopicName':true,

'password":'1111",

‘alias":",

'useAs':'saml’,

'keystoreType':'PKCS12,

'uploadType':'certificate’,

'description':'test description'

uploadFile = <the actual file to be uploaded>

Example Response

"status": O,

"message": "Success",

"csrRequest": null,

"apnsCheck": {
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"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Import certificate as server certificate

Imports the specified certificate as a server certificate.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/import/certificate/server
Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - Multipart/form-data

RequestParameters
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certimportData = {

'type':‘cert’,

'‘checkTopicName':true,

'password":'1111",

‘alias":",

'useAs':'none’,

'keystoreType':'PKCS12,

'uploadType':'certificate’,

'description':'test description'

uploadFile = <the actual file to be uploaded>

Example Response

"status": O,

"message": "Success",

"csrRequest": null,

"apnsCheck": {
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"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Import certificate as listener certificate

Imports the specified certificate as an SSL listener certificate.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/import/certificate/listener
Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - Multipart/form-data

RequestParameters
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certimportData = {

‘type':‘cert’,

'‘checkTopicName':true,

'‘password":'1111",

‘alias":",

'useAs':'listener,

'keystoreType':'PKCS12",

'uploadType':'certificate’,

'description':'test description'

uploadFile = <the actual file to be uploaded>

Example Response

"status": O,

"message": "Success",

"csrRequest": null,
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"apnsCheck": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Create certificate

Creates a self-signed certificate ora CSR request that requires a CA signature.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/csr

Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on

Content type - Application/form_url_encoded
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Request Parameters

"isSelfSign":true,

"csrRequest": {

"commonName":"your certificate name",

"description":"certificate description",

"org":"organization",

"orgUnit":"organization unit",

"locality":"location",

"State":"CA",

"count ry":"US",

"isSelfSign":true

"validDays":"60",

"keylLength":"1024",

"useAs":"none"

Example Response
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status: O

message: "Success"

csrRequest: ""

apnsCheck: null

certificate: null

apnsCheckObij:

topicNameMismatch: false

certExpired: false

certNotYetValid: false

malformed: false

Export certificate

Downloads the specified certificate. The following table lists the parameters for this operation.

Parameter Required Description

Yes The numeric certificate ID
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password Password associated with the certificate being exported.

exportPrivateKey Flag indicating whether to export the private key.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/export
Request type: POST
Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

RequestParameters

"password": "1111",

"exportPrivatekey": true

Example response: Displays the certificate string on successful request.

To manage keystores

You can import keystores through the public API.

Import a server keystore

Imports a server keystore.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/import/keystore/server
Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on

Content type — Multipart/form-data
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Request Parameters

certimportData = {

‘type':‘cert’,

'‘checkTopicName':true,

'‘password":'1111",

‘alias":",

'‘useAs':'none’,

'keystoreType':'PKCS12",

'uploadType':'keystore',

'description':'test description'

uploadFile = <certificate file>

uploadFile = <private key file>

Example Response

"status": O,

"message": "Success",

"csrRequest": null,
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"apnsCheck": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Import SAML keystore

Imports a SAML keystore.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/import/keystore/saml
Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on
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Content type - Multipart/form-data

Request Paramaters

certimportData = {

‘type':‘cert’,

'‘checkTopicName':true,

'‘password":'1111",

‘alias":",

'‘useAs':'none’,

'keystoreType':'PKCS12",

'uploadType':'keystore',

'description':'test description'

uploadFile = <certificate file>

uploadFile = <private key file>

Example Response

"status": O,

"message": "Success",
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"csrRequest": null,

"apnsCheck": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Import APNSs keystore

Imports an APNS keystore.
URL: https://<host-name>:<port-number>/xenmobile/api/v1l/certificates/import/keystore/apns

Request type: POST
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Request header: auth_token - the authentication token obtained when the userlogged on

Content type - Multipart/form-data

Request Parameters

certimportData = {
‘type':‘cert’,
‘checkTopicName':true,
'password":'1111",
‘alias":",
'useAs':apns,
'keystoreType':'PKCS12",
'uploadType':'keystore’,

'description':'test description'

uploadFile = <certificate file>

uploadFile = <private key file>

Example Response

"status": O,
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"message": "Success",

"csrRequest": null,

"apnsCheck": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

Import SSL listener keystore

Imports an SSL listener keystore.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/certificates/import/keystore/listener
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Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - Multipart/form-data

Request Parameters

certimportData = {
‘type':‘cert’,
‘checkTopicName':true,
'‘password":'1111",
‘alias":",
'useAs":"listener”,
'keystoreType':'PKCS12",
'uploadType':'keystore’,

'description':'test description'

uploadFile = <certificate file>

uploadFile = <private key file>

Example Response

"status": O,
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"message": "Success",

"csrRequest": null,

"apnsCheck": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

"certificate": null,

"apnsCheckObj": {

"topicNameMismatch": false,

"certExpired": false,

"certNotYetValid": false,

"malformed": false

To manage licenses

Lets you manage licenses through the public API.
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Get license information

Lists information about all licenses.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses

Request type: GET

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Example Response

message: "Success"

cplicenseServer: {

serverAddress: "192.0.2.20"

localPort: 0

remotePort: 27000

serverType: "remote"

licenseType: "none"

isServerConfigured: true

gracePeriodLeft: 0

isRestartLpeNeeded: null

isScheduleNotificationNeeded: null

licenselist: []
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sadate: "2015.1210"

notice: "Example Systems Inc."

vendorString: ";LT=Retail;GP=720;UDM=U;LP=90;CL=STD,ADV,ENT;SA=1;0DP=0"

licensesinUse: 0

licensesAvailable: 102

overdraftLicenseCount: 2

p_E_M: "CXM_ENTU_UD"

serialNumber: "cxmretailent1000user"

licenseType: "Retail"

expirationDate: "01-DEC-2015"

licenseNotification:

notificationEnabled: false

notifyFrequency: 7

notifyNumberDaysBeforeExpire: 60

recepientList: ""

emailContent: "License expiry notice"
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Save license information

Saves all license information.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses

Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters

"serverAddress": "192.0.2.20",

"localPort": 0,

"remotePort": 27000,

"serverType": "remote",

"licenseType": "none",

"isServerConfigured": true,

"gracePeriodLeft": O,

"isRestartLpeNeeded": true,
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"licenselList": [1,

"licenseNotification": {

"id": 1,

"notificationEnabled": true,

"notifyFrequency": 20,

"notifyNumberDaysBeforeExpire": 60,

"recepientList": "justa.namel23@example.com",

"emailContent": "Licenseexpirynotice"

Example Response

"status": O,

"message": "Success"

Upload license file
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Uploads the specified license file.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses/upload

Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on
Content type — Multipart/form-data

Request Parameters: uploadFile = <license file to be uploaded>

Example Response

"status": O,

"message": "Success"

Activate license

Activates the specified license.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses/activate/{license type}

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on
Content type - application/json

Request Parameters: Append the license type to the activate license URL.

Example Response
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"status": O,

"message": "Success"

"cpLicenseServer": null

Remove all licenses

Removes all licenses.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses/remove

Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Example Response

"status": O,

"message": "Success",

"isConnected": null
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Test license server

Performs a connectivity check on the license server.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses/testserver/

Request type: POST
Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

RequestParameters
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"serverAddress": "192.0.2.7",

"localPort": 0,

"remotePort": 27000,

"serverType": null,

"licenseType": null,

"isServerConfigured": null,

"gracePeriodLeft": 0,

"isRestartLpeNeeded": null,

"isScheduleNotificationNeeded": null,

"licenseList": [1,

"licenseNotification": null

Example Response
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"status": O,

"message": "Success",

"isConnected": true

Get earliest expiration date

Finds the license with the earliest expiration date.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/licenses/getexpirationdate
Request type: GET

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Example Response
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"status": O,

"message": "Success",

"expiredDate": 1448956800000,

"daysBeforeExpire": 229,

"daysInPOC": 0

To manage LDAP configurations

The following table lists the parameters used in LDAP configuration operations.

Parameter Required Description

primaryHost Yes Primary LDAP server IP address or host name. Input as IP address or FQDN.
secondaryHost No Secondary LDAP server IP address or host name. Input as IP address or FQDN.
port Yes LDAP server port number

username Yes Valid LDAP server user name

password Yes Password for username

userBaseDN Yes

lockout Limit No

lockoutTime No
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useSecure No

userSearchBy Yes Search for users by upn or samaccount
domain Yes Unique LDAP server domain name
domainAlias Yes Alias for the LDAP domain

globalCatalogPort No

gcRootContext No

groupBaseDN Yes
isDefault No Part of the GET response that indicates whether the LDAP configuration is the default.
name No Part of the GET response that is a unique identifier used to update or delete the LDAP

configuration.

List LDAP configuration

Lists the entire LDAP configuration in XenMobile.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/Idap

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example Response COPY
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“result”: [

{ "primaryHost":"192.0.2.7","secondaryHost":"","port":"389","username": "aaa@example.com","password":"1.pwd","userg

{ "primaryHost":"192.0.2.7","secondaryHost":"","port":"389","username": "test @xmexample.com","password":"1.pwd","u

Add new LDAP configuration

Adds a new LDAP configuration. The domain name must be unique and cannot be the same as any other LDAP
configuration.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/ldap/msactivedirectory

Request type: POST
Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters
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"primaryHost":"192.0.2.7",

"secondaryHost":"",

“port“:"389”,

"username":"aaa@example.com",

"password":"1.pwd",

"userBaseDN":"dc=example,dc=com",

"groupBaseDN":"dc=example,dc=com",

"lockout Limit":"0",

"lockoutTime":"1",

"useSecure":"false",

"userSearchBy":"upn",

"domain":"example.com",

"domainAlias":"exampleAlias",

"globalCatalogPort":"0",

"gcRootContext":""

Example Response
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“status”: 0,

“message”: “LDAP configuration created”

Edit LDAP configuration
Edits an existing LDAP configuration with the exception that you cannot change the domain with the edit operation.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/ldap/msactivedirectory/{name}

Request type: PUT

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters COPY
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"primaryHost":"192.0.2.7",

"secondaryHost":"",

"pOr‘t":"389",

"username":"aaa@example.com",

"password":"1.pwd",

"userBaseDN":"dc=example,dc=com",

"groupBaseDN":"dc=example,dc=com",

"lockout Limit":"0",

"lockoutTime":"1",

"useSecure":"false",

"userSearchBy":"upn",

"domain":"example.com",

"domainAlias":"exampleAlias",

"globalCatalogPort":"0",

"gcRootContext":""
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Set default LDAP configuration

Sets the specified LDAP configuration as the default.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/Idap/default/{name}

Request type: PUT

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Delete LDAP configuration

Deletes the specified LDAP configuration.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/Idap/{name}

Request type: DELETE

Request header: auth_token - the authentication token obtained when the userlogged on
Content type - application/json

To manage NetScaler Gateway configurations

Lets you manage NetScaler Gateway configurations. The following table lists the parameters used in NetScaler Gateway
operations.

Parameter Required Description

name Yes Unique NetScaler Gateway name

alias No

url Yes Publicly accessible URL for NetScaler Gateway

passwordRequired  Yes

logonType Yes Valid values: domain-only, domain-token, domain-certificate, certificate-only,
certificate-token, and token-only

callback No

default Yes Set to true or false when adding or editing a NetScaler Gateway configuration. If this
parameter is not passed, the default is set to false.
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Part of the GET response that is a unique identifier used to update or delete the
NetScaler Gateway configuration.

List all NetScaler Gateway configurations

Lists the entire NetScaler Gateway configuration in XenMobile.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/netscaler

Request type: GET

Request header: auth_token - the authentication token obtained when the userlogged on

Content type — application/json

Example Response

“result”: [
{ "name":"displayName",
"alias":"",
"url":"https://externalURl.com",
"passwordRequired":"false",
"logonType":"domain",
"default":"false","id":"",

“callback”: [{“callbackUrl”:http://example.com,

“ip”:"192.0.2.8"}]

{ "name":"displayName",

||a|iasu:uu'
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"url":"https://externalURl.com",

"passwordRequired":"false",

"logonType":"domain",

"default":"false",

Ilidll:lllll

“callback”: [{“callbackUrl”:http://example.com,

“ip”:"192.0.2.8"}]

Add new NetScaler Gateway configuration

Adds a new NetScaler Gateway configuration.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/netscaler

Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters CcoPY
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"name":"displayName",

||a|iasu:uu'

“default”:true, "url":"https://externalURl.com",

"passwordRequired": "false",

"logonType":"domain”,

“callback”: [{“callbackUrl”:http://example.com,

“ip”:"192.0.2.8"}]

Edit NetScaler Gateway configuration
Edit the specified NetScaler Gateway configuration.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/netscaler/{id}

Request type: PUT

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters CoPY
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"name":"displayName",

||a|iasu:uu'

"url":"https://externalURl.com",

"passwordRequired": "false",

"logonType":"domain”,

“default”: true,
“callback”: [{“callbackUrl”:http://ag.com,

“ip”:"192.0.2.8"}]

Delete NetScaler Gateway configuration

Delete the specified NetScaler Gateway configuration.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/netscaler/{id}

Request type: DELETE

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Set default NetScaler Gateway configuration

Set the specified NetScaler Gateway configuration as the default.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/netscaler/default/{id}

Request type: PUT
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Request header: auth_token - the authentication token obtained when the userlogged on
Content type - application/json

To manage SMS and SMTP notification server configurations

You can add, edit, activate (set as default), and delete the SMS server and SMTP server configurations. The following table
lists the parameters used with SMS server and SMTP server configuration operations.

Parameter Required Description

name Yes Unique SMS/SMTP configuration name.

serverType No Notification server type (SMS or SMTP) sent by the serverin the GET
request.

active No Indicates whether server is being used for notifications. Only one server

can be active foreach type.

id No Unique identifier used to update, delete, or activate the server.

description No Description of the server.

SMS parameters

key Yes

secret Yes

virtualPhoneNumber Yes Must be in phone number format.
https Yes Default is false.

country Yes

carrierGateway Yes Default is false.

SMTP parameters

secureChannelProtocol Yes The type of security protocol to use. Valid values are: None, SSL, and
TLS. Default is none.
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port Yes

authentication Yes Whether to use authentication. Valid values are true and false.
username Yes, if

authentication

is true.
password Yes, if

authentication

is true.
msSecurePasswordAuth Yes Default is false.
fromName Yes
fromEmail Yes
numOfRetries No An integer. Default is 5.
timeout No An integer. Default is 30.
maxRecipients No An integer. Default is 100.

List all SMS and SMTP servers

Lists all SMS and SMTP servers in XenMobile.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on
Content type - application/json

Accept - application/json

Example Response
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“result”: [

{ "name":"serverName","serverType":"SMS,"active":"true","id":"10"},

{ "name":"serverName2","serverType":"SMTP,"active":"true","id":"10"},

{ "name":"serverName3","serverType":"SMS,"active":"false","id":"10"}

Get server details

Get details about the server by server ID.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/{id}

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on
Content type - application/json

Accept - application/json

Example SMS Response
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"name":"displayName",

"description":"",

"server":"192.0.2.9",

"carrierGateway":"true",

"country":"+93",

"https":"false”,

“key”: “123456",

"secret":"secretKey",

"virtualPhoneNumber":"4085552222",

"carrierGateway":"true"

Example SMTP Response
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name":"displayName",

"description":"",

"server":"192.0.2.12",

"secureChannelProtocol":"true",

||p0rt||:||345||'

"authentication":"false”,

“username”: “test”,

“password”: “testPassword”,

"msSecurePasswordAuth":"true",

"fromName":"Email name",

"fromEmail":test @example.com,

"numOfRetries":5,

"timeout":30,

"maxRecipients":100

Add SMS server configuration

Add an SMS server configuration.
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URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/sms
Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

RequestParameters

"name":"displayName",

"description":"",

"server":"192.0.2.9",

"carrierGateway":"true",

"country":"+93",

"https":"false”,

“key”: “123456”,

"secret":"secretKey",

"virtualPhoneNumber":"4085552222",

"carrierGateway":"true"

Edit SMS server configuration

Edit the specified SMS server configuration.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/sms/{id}
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Request type: PUT
Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters

"name":"displayName",

"description":"",

"server":"192.0.2.9",

"carrierGateway":"true",

"country":"+93",

"https":"false”,

“key”: “123456",

"secret":"secretKey",

"virtualPhoneNumber":"4085552222",

"carrierGateway":"true"

Add SMTP server configuration

Adds an SMTP server configuration.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/smtp

Request type: POST
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Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters
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name":"displayName",

"description":"",

"server":"192.0.2.9"

"secureChannelProtocol":"true",

||p0rt||:||345||'

"authentication":"false”,

“username”: “test”,

“password”: “testPassword”,

"msSecurePasswordAuth":"true",

"fromName":"Email name",

"fromEmail":test @example.com,

"numOfRetries":5,

"timeout":30,

"maxRecipients":100

Edit SMTP configuration

Edit the specified SMTP configuration.
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URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/smtp/{id}
Request type: POST
Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

RequestParameters
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name":"displayName",

"description":"Edited description",

"server":"192.0.2.9"

"secureChannelProtocol":"true",

||p0rt||:||345||'

"authentication":"false”,

“username”: “test”,

“password”: “testPassword”,

"msSecurePasswordAuth":"true",

"fromName":"Email name",

"fromEmail":test @example.com,

"numOfRetries":5,

"timeout":30,

"maxRecipients":100

Delete server configuration

Delete the specified SMS or SMTP server configuration.
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URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/{id}
Request type: DELETE
Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Set default SMS configuration

Set the specified SMS server configuration as the default.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/activate/sms/{id}
Request type: PUT

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Set default SMTP configuration

Set the specified SMTP server configuration as the default.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/notificationserver/activate/smtp/{id}
Request type: PUT

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

To manage local users and groups

You can manage local users and groups by using the following services.

Get all users

Get alllocal users.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example Response
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"status": 0,

"message": "Success",

"result": [

"userid": 8,

"username": "admin",

"password": null,

"confirmPassword": null,

"groups": [1,

"attributes": {

"company": "example"

"role": "ADMIN",

"roles": null,

‘createdOn": "1/10/15 11:42 AM",

"lastAuthenticated": "1/10/15 11:42 AM",

"domainName": null,

"adUser": false,

"vppUser": false
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Get one user

Get the specified local user.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups/{name}
Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example Response

"status": O,

"message": "Success",

"result": {

"userid": 8,

"username": "admin",

"password": null,

"confirmPassword": null,

"groups": [1,

"attributes": {
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"role": "ADMIN",

"roles": null,

"createdOn": "1/10/15 11:42 AM",

"lastAuthenticated": "1/10/15 11:42 AM",

"domainName": null,

"adUser": false,

"vppUser": false

Add user

Add a user with the specified attributes.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups

Request type: POST

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

RequestParameters
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"attributes": {

"badpwdcount": "4",

"asuseremail"; "justa.name@example.com",

‘company": "example",

"mobile": "4695557854"

"groups": [

"MSP"

"role": "USER",

"username": "justaname_XX",

"password": "password"

Example Response

"status": O,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.



javascript:void(0)

"message": "Success",

"user": {

"userid": 0,

"username": "justaname_XX",

"password": "password",

"confirmPassword": null,

"groups": [

"MSP"

"attributes": {

"badpwdcount": "4",

"asuseremail": "justa.name@example.com”,

"company": "example",

"mobile": "4695557854"

"role": "USER",

"roles": null,

"createdOn": null,

"last Authenticated": null,

"domainName": null,
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"adUser": false,

"vppUser": false

Update user

Update user attributes.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups

Request type: PUT

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters COPY
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"attributes": {

"badpwdcount": "4",

"asuseremail": "justa.name@example.com",

‘company": "example",

"mobile": "4695557854"

"groups": [

"MSP"

"role": "USER",

"username": "justaname_XX",

"password": "password"

Example Response

"status": O,
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"message": "Success",

"user": {

"userid": 108,

"username": "justaname_XX",

"password": null,

"confirmPassword": null,

"groups": [

"MSP"

"attributes": {

"badpwdcount": "4",

"asuseremail": "justa.name@example.com”,

"company": "example",

"mobile": "4695557854"

"role": "USER",

"roles": null,

"createdOn": "3/27/15 1:10 PM",

"lastAuthenticated": "3/27/15 1:10 PM",

"domainName": null,
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"adUser": false,

"vppUser": false

Change user password

Reset a user's password; you can also change a user's password in the update local user call.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups/resetpassword
Request type: PUT

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters

”

"username": “administrator”,

“password”: “newPassword”

Example Response
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Response Errors:

1250 - Userid not found

1252 - Failed to reset the password

Password can also be changed in the update local user call.

Delete users

Delete the specified users.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups/resetpassword

Request type: DELETE

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters

{ justaname XX }

Example Response
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"status": O,

"message": "Success",

"user": null

Delete one user

Delete the specified user.

URL: https://<host-name>:<port-number>/xenmobile/api/v1l/localusersgroups/

Request type: DELETE

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example Response

"status": O,

"message": "Success",

"user": null

https://docs.citrix.com
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Import provisioning file

Upload a file containing local user data. The file to be uploaded must be in .csv format. For more information on provisioning
files, see Provisioning File Formats.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/localusersgroups/importprovisioningfile
Request type: POST
Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters

importdata={"fileType:"user"}

uploadfile=<file to be uploaded.csv>

Example Response

"status": O,

"message": "Success",

"user": null

To manage apps

You can manage apps with the following services.

Get all apps by filter
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Get apps based on the specified filter parameters.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/application/filter

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters

"start": O,

"limit": 10,

"orderBy": "name",

"sortOrder": "desc",

"searchStr": "justaserverl"

Get mobile apps by container

Get mobile apps in the specified container.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/application/mobile/{containerld}
Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example response
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"status": 0,

"message": "Success",

"result": {

"id": 14,

"name": "testApp",

"description": ",

"createdOn": null,

"lastUpdated": null,

"disabled": false,

"nbSuccess": 0,

"nbFailure": 0,

"nbPending": 0,

"schedule": {

"enableDeployment": true,

"deploySchedule": "NOW",

"deployScheduleCondition": "EVERYTIME",

"deployDate": null,

"deployTime": null,

"deployIlnBackground": false
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"iconData": "",

"appType": "MDX",

"categories": [

"Default"

"roles": [1,

"workflow": null,

"ios": {

"displayName": "GoToMeeting",

"description”: "G2MW_I0S_5.3.3 075_01",

"paid": false,

"removeWithMdm": true,

"preventBackup": true,

"appVersion": "5.3.3.075",

"minOsVersion": "",

"maxOsVersion": "",

"excludedDevices": "",

"avppParams": null,

"avppTokenParams": null,
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"appType": "mobile_ios",

"uuid": "8e69d397-48bb-4f29-a95c-dd7b16665c1c",

"id": 0,

"store": {

"rating": {

"rating": O,

"reviewerCount": 0

"screenshots": [],

"fags": [1,

"storeSettings": {

"rate": true,

"review": true

"policies": [

"policyName": "Reaut henticationPeriod",

"policyValue": "480",
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"policyType": "integer",

"policyCategory": "Authentication",

"title": "Reauthentication period (minutes)",

"description": "\nDefines the period before a useris challenged to authenticate again. ",

"units": "minutes”,

"explanation": null

"policyName": "BlockJailbrokenDevices",

"policyValue": "true",

"policyType": "boolean",

"policyCategory": "Device Security",

"title": "Block jailoroken or rooted",

"description": "\nlf On, the application is locked when the device is jailbroken or rooted.",

"units": null,

"explanation": null

"policyName": "CertificateLabel",

"policyValue": "",

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.




"policyType": "string",

"policyCategory": "Network Access",

"title": "Certificate label",

"description": "\nThe label for the certificate.\n

"units": null,

"explanation": null

"android": null,

"android_knox": null,

"android_work": null,

"windows": null,

"windows_tab": null

Get SaaS apps by container

Get Saa$ apps from the specified container.
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URL: https://<host-name>:<port-number>/xenmobile/api/vl/application/mobile/saas/{containerlid}
Request type: GET
Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Get public store apps by container

Get public store apps from the specified container.

URL: https://<host-name>:<port-number>/xenmobile/api/v1l/application/mobile/appstore/{containerld}
Request type: GET

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Get Web link apps by container

Get Web link apps from the specified container.

URL: https://<host-name>:<port-number>/xenmobile/api/v1l/application/mobile/weblink/{containerld}
Request type: GET

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

Delete app container

Delete the specified app container.

URL: https://<host-name>:<port-number>/xenmobile/api/v1l/application/{containerld}

Request type: DELETE

Request header: auth_token - the authentication token obtained when the user logged on
Content type - application/json

To manage delivery group configurations

You can manage delivery group configurations with the following services.

Get delivery groups by filter

Use the specified filter parameters to get delivery groups.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/deliverygroups/filter
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Request type: POST
Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters

"start": 1,

"sortOrder": "DESC",

"deliveryGroupSortColumn": "id",

“limit”:10,

"search": "add"

Example Response

"status": O,

"message": "Success",

"dglistData": {

"totalMatchCount": 7,

"totalCount": 10,
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"id": null,

"name": "add delivery group 6.0",

"description": "testing add delivery group 6.0",

"groups": [

"id": 1,

"userListld": 1,

"name": "MSP",

"uniqgueName": "MSP",

"uniqueld": "MSP",

"domainName": "local",

"primaryToken": 0

"zoneld": null,

"zoneDomain": null,

"rules": "{\"AND\":[{\"values\": {\"stringOperaton":\"eq\",\"value\":\"shankar.ganesh@citrix.com\"} \"ruleld\"

"disabled": false,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.




"lastUpdated": 1427144713353,

"anonymousUser": true,

"roledefLangVersionld": 1,

"applications": [

"name": "Web Link",

"required": false

"name": "GoogleApps_SAML",

"required": true

"devicePolicies": [

"test terms conditions"

"smartActions": [

"shankar ganesh"

"nbSuccess": 0,
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"nbFailure": 0,

"nbPending": 0

"id": null,

"name": "add delivery group 5.0",

"description": "testing add delivery group 5.0",

"groups": [

"id": 1,

"userListld": 1,

"name": "MSP",

"uniqgueName": "MSP",

"uniqueld": "MSP",

"domainName": "local",

"primaryToken": O

"zoneld": null,

"zoneDomain": null,
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"rules": "{\"AND\":[{\"values\": {\"stringOperaton":\"eq\",\"value\":\"shankar.ganesh@citrix.com\"} \"ruleld\"

"disabled": false,
"lastUpdated": 1426891345698,
"anonymousUser": true,
"roledefLangVersionld": 1,

"applications": [

"name": "GoogleApps_SAML",

"required": true

"name": "Web Link",

"required": false

"devicePolicies": [

"test terms conditions"

"smartActions": [

"shankar ganesh"
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"nbSuccess": 0,

"nbFailure": 0,

"nbPending": 0

Get delivery group by name

URL: https://<host-name>:<port-number>/xenmobile/api/vl/deliverygroups/{name}
Request type: GET
Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example Response

"status": O,

"message": "Success",

"role": {

"id": null,
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"name": "AllUsers",

"description": "default role",

"groups": [1,

"zoneld": null,

"zoneDomain": null,

"rules": null,

"disabled": false,

"lastUpdated": null,

"anonymousUser": false,

"roledefLangVersionld": 1,

"applications": [

"name": "test mdx",

"required": false

"name": "test all",

"required": false
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"name": "justa test",

"required": false

"name": "test enterprise",

"required": false

"name": "name test",

"required": false

"devicePolicies": [

"test terms conditions"

"smartActions": [

"justa name"

"nbSuccess": 0,
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"nbFailure": 0,

"nbPending": 0

Edit delivery group

URL: https://<host-name>:<port-number>/xenmobile/api/v1l/deliverygroups

Request type: PUT

Request header: auth_token - the authentication token obtained when the userlogged on

Content type - application/json

RequestParameters

"name": "add delivery group 2",

"description": "Changing the description of the delivery group xxx",

"groups": [

"name": "MSP",
"uniqueName": "MSP",
"uniqueld": "MSP",

"domainName": "local"
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"name":"CN=Users,CN=Builtin,DC=example,DC=com",

"unigueName": "Users",

"uniqueld":"a4169204-45f6-48fb-8a0d-847a3200d47e",

"domainName": "example.com"

"disabled": false,

"anonymousUser": false,

"applications": [

"name": "GoogleApps_SAML",

"required": true

"name": "test mdx",

"required": false
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"devicePolicies": [

"name":"test terms conditions",

"priority":-1

"smartActions": [

"name":"Smart Action Name 1",

"priority":-1

"rules": "{\"AND\":[{\"values\":{\"stringOperaton":\"eqg\",\"value\":\"justa.name@example.com\"} \"ruleld\":\"001-restrict

Example Response

"status": O,

"message": "Success",
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"role": {

"id": null,

"name": "add delivery group 2",

"description": "Changing the description of the delivery group xxx",

"groups": [

"id": null,

"userListld": null,

"name": "MSP",

"unigueName": "MSP",

"uniqueld": "MSP",

"domainName": "local",

"primaryToken": null

"id": null,

"userListld": null,

"name": "CN=Users,CN=Builtin,DC=example,DC=com",

"unigueName": "Users",
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"domainName": "example.com",

"primaryToken": null

"zoneld": null,

"zoneDomain": null,

"rules": "{\"AND\":[{\"values\": {\"stringOperaton":\"eq\",\"value\":\"justa.name@example.com\"} \"ruleld\":\"001-rest

"disabled": false,

"lastUpdated": null,

"anonymousUser": false,

"roledefLangVersionld": null,

"applications": [

"name": "GoogleApps_SAML",

"required": true

"name": "test mdx",

"required": false
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"devicePolicies": [

"test terms conditions"

"smartActions": [

"justa name"

"nbSuccess": 0,

"nbFailure": 0,

"nbPending": 0

Add delivery group

Adds a delivery group.

URL: https://<host-name>:<port-number>/xenmobile/api/v1/deliverygroups

Request type: POST
Request header: auth_token - the authentication token obtained when the userlogged on

Content type — application/json

RequestParameters
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"name": "add delivery group 4.0",

"description": "testing add delivery group 4.0",

"anonymousUser": true,

"devicePolicies": [

"name":"test terms conditions",

"priority":-1

"applications": [

"name": "GoogleApps_SAML",

"required": true

"name": "Web Link",

"required": false
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"devicePolicies": [

"name":"test terms conditions",

"priority":-1

"smartActions": [

"name":"Smart Action Name 1",

"priority":-1

"groups": [

"unigueName": "MSP",

"domainName": "local",

"name": "MSP",

"uniqueld": "MSP"

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.




"rules": "{\"AND\":[{\"eq\":{\"property\": {\"type\":\"USER_PROPERTY\" \"name\":\"mail\"} \"type\":\"STRING\" \"value\":\"ju

Example Response

"status": O,

"message": "Success",

"role": {

"id": 16,

"name": "add delivery group 11.0",

"description": "testing add delivery group 4.0",

"groups": [

"id": null,

"userListid": null,

"name": "MSP",

"uniqgueName": "MSP",

"unigueld": "MSP",
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"domainName": "local",

"primaryToken": null

"zoneld": null,

"zoneDomain": null,

"rules": "{\"AND\":[{\"eq\":{\"property\": {\"type\":\"USER_PROPERTY\" \"name\":\"mail\"} \"type\":\"STRING\",\"value\

"disabled": false,

"lastUpdated": null,

"anonymousUser": true,

"roledefLangVersionld": null,

"applications": [

"name": "GoogleApps_SAML",

"required": true

"name": "Web Link",

"required": false
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"devicePolicies": [

"test terms conditions"

"smartActions": [

"justa name"

"nbSuccess": 0,

"nbFailure": 0,

"nbPending": 0

Delete delivery group

Delete specified delivery groups.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/deliverygroups
Request type: DELETE

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.



javascript:void(0)

[ "add delivery group 11.0" ]

Example Response

"status": O,

"message": "Success",

"roleNames": [

"add delivery group 11.0"

To manage server properties

You can manage XenMobile server properties by using the following services.

Get all server properties

Get all current XenMobile server properties.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/serverproperties

Request type: GET

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Example Response
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"status": 0,

"message": "Success",

"allEwProperties": [

"id": 1,

"name": "ios.mdm.pki.ca-root.certificatefile",

"value": "c:/opt/sas/sw/tomcat/inst 1/conf/pki-ca-root.crt.pem",

"displayName": "ios.mdm.pki.ca-root.certificatefile",

"description": "",

"defaultValue": "c:/opt/sas/sw/tomcat/inst 1/conf/pki-ca-root.crt.pem",

"displayFlag": false,

"editFlag": true,

"deleteFlag": false,

"markDeleted": false

"id": 2,

"name": "ios.mdm.https.host",

"value": "192.0.2.4",
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"description": "",

"defaultValue": "192.0.2.4",

"displayFlag": false,

"editFlag": false,

"deleteFlag": false,

"markDeleted": false

"id": 3,

"name": "ios.mdm.enrolment.checkRemoteAddress",

"value": "false",

"displayName": "iOS Device Management Enrollment - Check Remote Address",

"description": "",

"defaultValue": "false",

"displayFlag": true,

"editFlag": true,

"deleteFlag": false,

"markDeleted": false
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Get server properties by filter

Get server properties using the specified filter parameters.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/serverproperties/filter

Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters

"start": O,

"limit": 1000,

"orderBy": "name",

"sortOrder": "desc",

"searchStr": "justaserverl"

Example Response
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"status": 0,

"message": "Success",

"allEwProperties": [

"id": 154,

"name": "justaserverl23",

"value": "justaserverl",

"displayName": "justarserver display name",

"description": "justaserver description",

"defaultValue": "justaserverl",

"displayFlag": true,

"editFlag": true,

"deleteFlag": true,

"markDeleted": false

Add server property
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Add the specified server property.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/serverproperties

Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

RequestParameters

Ilnamell: II'@y 2II,
"value": "Value 1",

"displayName": "Display Name 1",

"description": "Description 1"

Example Response

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.812


javascript:void(0)
javascript:void(0)

"status": O,

"message": "Success",

"allEwProperties": null

Edit server properties

Edit the specified server property.

URL: https://<host-name>:<port-number>/xenmobile/api/vl/serverproperties

Request type: PUT

Request header: auth_token - the authentication token obtained when the user logged on

Content type - application/json

Request Parameters
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||name||: |||<ey 2||,

"value": "Value 1",

"displayName": "Display Name 2",

"description": "Description 2"

Example Response

"status": O,

"message": "Success",

"user": null

Reset server properties

Reset the specified server properties.
URL: https://<host-name>:<port-number>/xenmobile/api/vl/serverproperties/reset
Request type: POST

Request header: auth_token - the authentication token obtained when the user logged on
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Content type - application/json

RequestParameters

"names": [,

"justaname7"

Example Response

"status": O,

"message": "Success",

"allEwProperties": null

Delete server properties

URL: https://hostname:4443 /xenmobile/api/vl/serverproperties

Request type: DELETE

Request header: auth_token - the authentication token obtained when the user logged on
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Content type - application/json

RequestParameters

"justaname3",

"justaname4"

Example Response

"status": O,

"message": "Success",

"user": null
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Conducting Connectivity Checks

Aug 12,2015

Fromthe XenMobile Support page, you can check the XenMobile connection to NetScaler Gateway and other servers and

locations. To get to the Support page, do the following:

1. Fromthe XenMobile console, click the wrench icon in the right upper-hand corner. The wrench icon is available fromany
page of the XenMobile console. You may be asked for your user name and password.

Xen[\.-'] Ob”e Dashboard Configure %,  administrator &

A new browser tab, XenMobile Support, opens. If your XenMobile environment contains clustered nodes and they are
not all shown, click the check box next to Perform connectivity checks for to expand the list of nodes. If your
environment contains only a single server, it is listed next to Perform connectivity checks for.

XenMobile Connectivity Checks

Perform connectivity checks for

. v @ Cluster
1920224

192.0.2.23

192.0.2.22

XenMobile Connectivity Checks

Perform connectivity checks for ~ 192.0.2.22

Connectivity to IP address or FQDN

n Service

Windows Security Toker

Apple Push Notification Server

Conducting XenMobile Connectivity Checks

1. Onthe Support page, click XenMobile Connectivity Checks. The XenMobile Connectivity Checks page appears.

2. Select the servers you want to include in the connectivity test and then click Test Connectivity. The results appear.

3. Click the listing for a server (not the check box next to the server) in the Test Results table to see detailed results for
that server.

4. When you are done, click Clear Results to return to the server table.

Conducting NetScaler Gateway Connectivity Checks

1. Onthe Support page, click NetScaler Gateway Connectivity Checks. The NetScaler Gateway Connectivity Checks page
appears.

2. Click Add. The Add NetScaler Gateway Server dialog box appears.

3. In NetScaler Gateway Management IP, type the IP address for the server running NetScaler Gateway that you want to
test.
Note: If you are conducting a connectivity check for a NetScaler Gateway server that is already added, the IP address is
provided.

4. Type your administrator credentials for this NetScaler Gateway.
Note: If you are conducting a connectivity check for a NetScaler Gateway server that is already added, the user name is
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provided.
5. Click Add. The NetScaler Gateway is added to the table on the NetScaler Gateway Connectivity Checks page.

6. Click Test Connectivity. The results appearin a Test Results table.
7. Select a serverin the Test Results table to see detailed results for that server.
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Creating Support Bundles in XenMobile

Feb 16,2015
If youwant to report anissue to Citrix or troubleshoot a problem, you can create a support bundle and then upload the

support bundle to Citrix Insight Services (CIS).

1. Inthe XenMobile console, click the wrench icon in the right upper-hand corner. The wrench icon is available from any
page of the XenMobile console.
Note: You may be asked for your user name and password.

Dashboard SSIManage Configure A\ administrator &

XenMobile Support opens in a new browser tab.
2. Onthe Support page, click Create Support Bundles. The Create Support Bundles page appears. If your XenMobile
environment contains clustered nodes, all nodes are shown.

Create Support Bundles

Support Bundle for XenMobile
Support Bundle for* Cluster
192.0.2.24
192.0.2.23

192.0.2.22

Include from database* @ No data

Create Support Bundles

Create support bundles with system information, logs, database information, core information, trace files, and the latest configuration information.
Support Bundle for XenMobile
Support Bundle for*  192.0.2.22

Include from database* @ Nodata

Support Bundle fof Custom data

Configuration data

Delivery group data

T Devioss and user nfo

All data

Support Bundle for NetScaler Gateway

3. Ensure that the Support Bundle for XenMobile check box is selected.

4. If your XenMobile environment contains clustered nodes, in Support Bundle for, you can select all the nodes or any
combination of nodes to draw data from.

5. InInclude from Database, do one of the following:
e Click No data.
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e Click Customdata and then select any or all of the following:
e Configuration data. Includes certificate configurations and device manager policies.
e Delivery group data. Includes app delivery groups information, containing app types and app delivery policy details.
e Devices and user info. Includes device policies, apps, actions, and delivery groups.

o Click All data.

6. Select the Support Bundle for NetScaler Gateway if you want to include support bundles from NetScaler Gateway and
then do the following:
1. Click Add.

All data

Support Bundle for NetScaler M
Gateway

The Add NetScaler Gateway Server dialog box appears.
2. In NetScaler Gateway Management IP, type the NetScaler management IP address for the NetScaler Gateway you
want to draw your support bundle from.
Note: If you are creating a bundle froma NetScaler Gateway server that is already added, the IP address is provided.
3. In User name and Password, type the user credentials needed to access the server running NetScaler Gateway.
Note: If you are creating a bundle froma NetScaler Gateway server that is already added, the user name is provided.
4. Click Add. The new NetScaler Gateway support bundle is added to the table.
5. Repeat Step 6 to add additional NetScaler Gateway support bundles as needed.
7. Click Create. The support bundle is created and two new buttons, Upload to CIS and Download to Client, appear.

Cancel

Continue to the procedures for Uploading Support Bundles to Citrix Insight Services or Downloading Support
Bundles to a Client.

Uploading Support Bundles to Citrix Insight Services

After creating a support bundle, you can upload the bundle to Citrix Insight Services (CIS) or download the bundle to your
computer. These steps show you how to upload the bundle to CIS.

1. Onthe Create Support Bundles page, click Upload to CIS. The Upload to Citrix Insight Services (CIS) dialog box appears.
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Upload to Citrix Insight Services (CIS)

CIS Website is.citrix.com

0
(1]

0

User name™

Password *

Associate with SR#

2. In User Name, type your MyCitrix ID.

3. In Password, type your MyCitrix password.
4. If you want to connect this bundle with an existing service request number, select the Associate with SR# check box and

inthe two new fields that appear, do the following:
1. In SR#, type the eight-digit service request number you want to associate this bundle with.

2. In SR Description, type a description of the SR.
5. Click Upload. The support bundle is uploaded to CIS.

Downloading Support Bundles to Your Computer

Afteryou create a support bundle, you can upload the bundle to CIS or download the bundle to your computer. If you
would like to troubleshoot the problem on your own, download the support bundle to your computer.
On the Create Support Bundles page, click Download to Client. The bundle is downloaded to your computer.
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To view the debug log file

Aug 12,2015
Follow these steps to view and download the Debug Log File:

1. Inthe XenMobile console, click the wrench icon in the right upper-hand corer. The wrench icon is available from any
page of the XenMobile console.

XenMobile Dashboard [SSMEBRSGEN Configure A  administrator &

2. Onthe Support page, click Logs. The Logs screen appears.

Support

Logs
Q = =] & &
Log Name Log Type ~
Debug Log File -| Debug
Admin Audit Log File Admin Activity
Usar Audit Log File User Activity

3. Select Debug Log File and then click View to display the contents of the log.
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Log Name

Debug Log File

Admin Audit Log Fi

User Audit Log File

2015-81-27T@6:13:25.54-2828
2015-81-27T@6:13:25. 5242828
2815-81-27T8/ 26.691-8888
2015-91-27T86:13:33. 2228288
2015-81-27T8 33.882-0800
2015-91-27T86:13:33. 9018288
33.921-0808
:33.980-8200

Support

INFO
INFO
INFO

ERROR
ERROR
ERROR
ERROR
INFO
INFO
INFO
INFO
INFO
INFO

localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1
localhost-startstop-1

com. sparus.nps. PkiConfigInit
com. sparus.nps. PkiConfigInit
com. sparus.nps. EwConfigInit
com.citrix.xms. security.
com. citrix.xms. security.
com.citrix.xms. security.
com. citrix.xms. security.

.OnPremisenatasecurity
.OnPremiseDatasecurity
.OnPremisenatasecurity
.OnPremiseDatasecurity
com. sparus.nps. spring.DEPropertyPlaceholderconfigurer
com. sparus.nps. spring.DEPropertyPlaceholderconfigurer | Read zdm.awareness.http-plain.host property from
com. sparus.nps. spring.DEPropertyPlaceholderConfigurer
com. sparus.nps. spring.DEPropertyPlaceholderconfigurer
com. sparus.nps. spring.DePropertyPlaceholderconfizurer | Read zdm.awareness.https-no-auth.host property fn
com. sparus.nps. spring.DEPropertyPlaceholderconfigurer

=222 Inside PKI Config Initialize Method. pki.mml file crested from pg ===
Cluster Info updated [
44+ Inside Ewconfiz Tnitialize wethod *+:%
Failed to encrypt. Empty Input
Failed to encrypt. Empty Input
Failed to sncrypt. Empty Input
Failed to encrypt. Empty Input
Loading propertiss file from clsss path resource

Read zdm.awareness.http-plain.port property from
read zdm.awareness.http-plain.instancepath proper

Read zdm.awareness.https-no-suth.port property fr

After analyzing the log file, use the Download File option to save the data, or click Delete to remove the contents of

the log fromthe database.
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To configure log settings

Jun12,2015
You can configure log settings to customize the output of logs that XenMobile generates. If you have clustered XenMobile

servers, when you configure log settings in the XenMobile console, those settings are shared with all other servers in the
cluster.

In the XenMobile console, click the wrench icon ¥l in the upper-right corner of the console.

Xe n[\l '::'JD ‘ e Dashboard Manage Gonfigure A,  administrator

The Support page appears in a separate browser tab.

XenMobile Support

Support

Diagnostics Support Bundle Links

Log Operations

Under Log Operations, click Log Settings to access the following options:
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Support

Log Settings

P Log Size

P Log level

P Custom Logger

e LogSize. Use this option to control the size of the log file and the maximum number of log backup files retained in the
database. Log size applies to each of the logs supported by XenMobile (debug log, Admin activity log, and user activity
log).

e Loglevel Use this option to change the log level or to persist settings.

e Custom Logger. Use this option to create a custom logger; custom logs require a class name and the log level.

To configure the Log Size options

1. Onthe Log Settings page, expand Log Size and configure the following settings:
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Log Settings
¥ log Size

Debug log file size (MB) 10 =
Maximum number of debug backup files 50 -
Admin activity log file size (MB) 10 -
Maximum number of admin activity backup files 300 ~
User activity log file size (MB) 10 =
Maximum number of user activity backup files 600 ~

1. Debug logfile size (MB): In the list, click a size between 5 MB and 20 MB to change the maximum size of the debug
file. By default, the size of the file is set to 10 MB.

2. Maximum number of debug backup files: In the list, click the maximum number of debug files retained by the server. By
default, XenMobile retains 50 backup files on the server.

3. Admin activity log file size (MB): in the list, click a size between 5 MB and 20 MB to change the maximum size of the
admin activity file. By default, the size of the file is set to 10 MB.

4. Maximum number of admin activity backup files: In the list, click the maximum number of admin activity files retained
by the server. By default, XenMobile retains 300 backup files on the server.

5. User activity log file size (MB): In the list, click a size between 5 MB and 20 MB to change the maximum size of the
user activity file. By default, the size of the file is set to 10 MB.

6. Maximum number of user activity backup files: In the list, click the maximum number of user activity files retained by
the server. By default, XenMobile retains 300 backup files on the server.

To configure Log Level options

Log Level lets you specify what type of information XenMobile collects in the log. You can set the same level for all classes
or you can set individual classes to specific levels.

1. Onthe Log Settings page, expand Log level. The table of all log classes appears.
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¥ Log level

Class Sub-class Log level ~
Data Access All Info
Data Access XOM Info
Data Access XAM Info
Data Access Console Info

2. Do one of the following:
e Click the check box next to one Class and then, click Set Level to change just this class's log level.
e (lick Edit allto apply the log level change to all classes in the table.
The Set Log Level screen appears.

Set Log Level

Class name

ALL
Sub-class name ALL
Log level Select an option i

Included loggers

Persist settings

Cancel

1. Class Name: This field displays All when you are changing the log level for all classes or it displays the individual class
name; it is not editable.

2. Sub-class name.T his field displays Allwhen you are changing the log level for all classes or it displays the individual class
sub-class name; it is not editable.

3. Loglevel: In the list, click a log level. The supported log levels include:
e Fatal
e Error
e \Warning
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Info
Debug
Trace
Off
4. Included Loggers: This field is blank when you are changing the log level for all classes or it displays the currently
configured loggers for an individual class; it is not editable.
5. Persist settings: If you want the log level settings to persist when you reboot the server, select this check box. Not
selecting this check box means that the log level settings revert to their defaults when you reboot the server.
3. Click Set to commit your changes.

To add a Custom Logger

1. Onthe Log Settings page, expand Custom Logger and click Add.

¥ Custom Logger

The Add custom logger screen appears.

Add custom logger

Class name
Custom

Log level Fatal M

Included loggers

Cancel

Configure the following settings:

1. Class Name: This field displays Custom; it is not editable.

2. Loglevel: In the list, click a log level. The supported log levels include:
e Fatal
e Error
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3. Included loggers: Add the loggers to be included in this customlog. You must add at least one logger.

Warning

Info

Debug
Trace

Off

2. Click Add. The custom logger is added to the Custom Logger table.

¥ Custom Logger

Class

Custom

Custom

Logger

xms.oca.dao hibemate

cg.dao

imag.dao

Log level

Trace

Error

N

To delete a Custom Logger

1. Onthe Log Settings page, expand Custom Logger and select the customlogger you want to delete.
2. Click Delete. A dialog box appears asking whether you want to delete the customlogger. Click OK.
Important: You cannot undo this operation.
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Viewing and Analyzing Log Files in XenMobile

May 05, 2015
1. Inthe XenMobile console, click the wrench icon B8l in the upper-right corner of the console.

XenMobile Dashboard [SMEREGEN Configure % administmator &

The Support page opens in a new browser window.
2. Under Log Operations, click Logs.

XenMobile Support

Support

Diagnostics Support Bundle Links

Gonnectivit Greate Support Bundles G

Log Operations Advanced Tools

L%%S

The Logs screen appears. Individual logs appear in a table.
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XenMobile Support

Logs
Analyze the details of various types of logs.
& o () I X
Download All View Rotate Download

Log Name Log Type v
Debug Log File Debug
Admin Audit Log File Admin Activity

User Audit Log File User Activity

L
T

3. Select the log you want to view:
e Debug Log Files contain information useful for Citrix Support, such as error messages and server-related actions.
e Admin Audit Log Files contain audit information about activity on the XenMobile console.
e User Audit Log Files contain information related to configured users.
4. Use the actions at the top of the table to do the following:
Note:
e |f you select more than one log file, only Download Alland Delete are available.
e |f you have clustered XenMobile servers, you can only view the logs for the server to which you are connected. To see
logs for other servers, use one of the download options.

Logs
Analyze the details of various types of logs.
= © ” & &
Download All View Rotate Download Delete
Log Name

Debug Log File
Admin Audit Log File

User Audit Log File

e Download All: The console downloads all the logs present on the system (including debug, admin audit, user audit,
server logs, and so on).
e View: Shows the contents of the selected log below the table.
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Logs

Analyze the details of various types of logs.

& | © o] &
Download All View Hotate Download

Log Name

Debug Log File
Admin Audit Log File

User Audit Log File

Log Type hvs

Debug

Admin Activity

User Activity

4]
5
=1
5
(]
=1
i]

Log contents for Admin Audit Log File

20815-85-85T11:15:30.452-67@8 "" "75A3F52E24AQFDD7" "" "IdmService_Login" “Success™ "™ "" “Login wi1:
2@815-85-85T11:15:48.978-68780 "admin" "AE987554D2178181" "10.218.244.51" "UserService_DeleteUserProy
2@15-85-85T711:15:49.212-8786 "admin" "AEJ@7554D217@181" "10.218.244.51" "UserService_DeletelserProj
2015-85-85T11:17:00.782-0870@ “admin" “"AE9@7554D2170181" "1@.21@.244.51" "Licensing_UpleoadlicenseFil
20815-85-85T11:17:01.94-870@ "admin" "AE967554D2178181" "1@.21@.244.51" "Licensing_SavelicenseInfo"
2@815-85-85T11:17:088.465-68788 "admin" “"AE98B7554D217@181" "1@.210.244.51" "Licensing_SavelicenseInfo’
2@15-85-85T11:17:89.328-8700 "admin" "AES@7554D2178181" "10.218.244.51" "UserService_DeletelserProy
2@15-85-85T11:17:44.212-8786 "admin" "AEJ@7554D217@181" "10.218.244.51" “FileUpleadDownload_Uploady
2015-85-85T11:17:44.708-0708 “"admin" “"AE9@7554D2170181" "1@.21@.244.51" "CertificateMgmt_ImportCeri
2@815-85-85T11:17:46.511-87@8 “admin" “"AE987554D2178181" "1@.21@.244.51" "FileUploadDownload_Uploadh

m

e Rotate: Archives the current log file and creates a new file to capture log entries. A dialog box appears when archiving
a log file; click Rotate to continue.

A Rotate Logs

Are you sure you want to archive the current log file and

create a new file to capture log entries?

e Download: The console downloads only the single log file type selected; it also downloads any archived logs for that
same type.
e Delete: Permanently removes the selected log files.
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XenMobile Command-Line Interface Options

Feb 13,2015
At any time, you can access the following command-line interface (CLI) options on the hypervisor on which you installed

XenMobile — Citrix XenServer, Microsoft Hyper-V, or VMware ESXi.

The following are the choices you can make from the Main menu and the menus that appear for each of the first four
options: Configuration, Clustering, System, and Troubleshooting.

Main menu

[0] Configuration

[1] Clustering

[2] System

[3] Troubleshooting

[4] Help

[5] Log Out

Choice: [0 - 5]

Configuration Menu Options
Fromthe main menu, when you select the Configuration option, the following menus appear:
[0] Back to Main Menu

[1] Network

[2] Firewall

[3] Database

[4] Listener Ports

When you choose the Network option, you are prompted to restart to save the changes.
When you choose the Firewall, option, you are prompted as follows:

Configure which services are enabled through the firewall.
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Can optionally configure allow access white lists:
- comma separated list of hosts or networks

- e.g. 10.20.5.3, 10.20.6.0/24

- an empty value means no access restriction
- enter c as value to clear list

HTTP service

Port: 80

Enable access (y/n) [yl

Management HTTPS service

Port: 4443

Enable access (y/n) [yl

SSH service

Port [22]:

Enable access (y/n) [yl

Access white list [1:

Management API (for initial staging) HTTPS service
Port [30001]:

Enable access (y/n) [yl

Access white list []:

Remote support tunnel

Port [8081]:

Enable access (y/n) [n]:

When you choose the Database option, you are prompted as follows:

Type: [mi]

Use SSL (y/n) [y]:

Upload Root Certificate (y/n) [y]:
Copy or Import (c/i) [c]:

Clustering Menu Options
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Fromthe main menu, when you select the Clustering option, the following menus appear:
[0] Back to Main Menu

[1] Show Cluster Status

[2] Enable/Disable cluster

[3] Cluster member white list

[4] Enable or Disable SSL offload

[5] Display Hazelcast Cluster

When you choose to enable clustering, the following message appears:

To enable realtime communication between cluster members, please open port 80 using the Firewall menu
option in CLI menu. Also configure Access white list under Firewall settings for restricted access.

When you choose to disable clustering, the following message appears:

You have chosen to disable clustering. Access to port 80 is not needed. Please disable it.
When you choose the cluster member white list, if you disabled clustering, the following message appears:
Cluster is disabled. Please enable it.

If you have clustering enabled, the following options appear:

Current White List:

- comma separated list of hosts or network

- e.g. 10.20.5.3, 10.20.6.0/24

- an empty value means no access restriction

Please enter hosts or networks to be white listed:

When you select to enable or disable SSL offloading, the following message appears:

Enabling SSL offload will open port 80 for everyone. Please configure Access white list under Firewall
settings for restricted access.

When you select to display the Hazelcast Cluster, the following options appear:
Hazlecast Cluster Members:

[IP address listed]
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NOTE: If an configured node is not part of the cluseter, please reboot that node.

System Menu Options

Fromthe main menu, when you select the System option, the following menus appear:
[0] Back to Main Menu

[1] Display System Date

[2] Set Time Zone

[3] Display System Disk Usage
[4] Update Hosts File

[5] Proxy Server

[6] Admin (CLI) Password

[7] Restart Server

[8] Shutdown Server

[9] Advanced Settings

Choice: [0 - 9]

Troubleshooting Menu Options

Fromthe main menu, when you select the Troubleshooting option, the following menus appear:
[0] Back to Main Menu

[1] Network Utilities

[2] Logs

[3] Support Bundle

Choice: [0 - 3]

When you choose the Network Utilities option, the following menu appears:

[0] Back to Troubleshooting Menu

[1] Network Information
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[2] Show Routing Table

[31Show Address Resolution Protocol (ARP) Table

[4]PING

[5] Traceroute

[6] DNS Lookup

[7]Network Trace

Choice: [0 - 7]

When you choose the Logs option, the following menu appears:

[0] Back to Troubleshooting Menu
[1] Display Log File

Choice: [0 - 1]
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XenMobile Mail Manager 10

Feb 20,2015
XenMobile Mail Manager provides the functionality that extends the capabilities of XenMobile in the following ways:

e Dynamic Access Control for Exchange Active Sync (EAS) devices. EAS devices can be automatically allowed or blocked
access to Exchange services.

e Provides the ability for XenMobile to access EAS device partnership information provided by Exchange.

e Provides the ability for XenMobile to perform an EAS Wipe on a mobile device.

e Provides the ability for XenMobile to access information about Blackberry devices, and to perform control operations
such as Wipe and ResetPassword.

The following are known and fixed issues in the current release of XenMobile Mail Manager 10.0. To download XenMobile
Mail Manager, go to the Server Components section under XenMobile 10 Server on Citrix.com.

Known Issues

e The installed XenMobile Mail Manager version always displays as 8.5 during upgrade to XenMobile Mail Manager 10;
however, the upgrade to XenMobile Mail Manager occurs. [#539520]

e Reporting of “devices found” in the minor snapshot may be confusing. The same device or devices may be reported as
“new” in the successive minor snapshot summaries when the minor snapshots are run subsequent to the start of a major
snapshot.

Fixed Issues
Power Shell/Exchange Management

In certain Microsoft Exchange environments (primarily Office 365), a restriction is placed on XenMobile Mail Manager that
effectively limits bandwidth, preventing an app fromissuing any PowerShell requests or commands. You can now use an
alternate PowerShell cmdlet pathway in the Exchange configuration tab, which puts XenMobile Mail Manager into an
alternate snapshot mode; this mode bypasses the original data path.

A new flag enables you to expose the AllowRedirection flag for non-Microsoft Office 365 environments. Use the
Microsoft Exchange configuration tab to enable this flag.

Rules Management
LDAP local rules now support an indiscriminate number of groups for large Active Directory environments.

XenMobile duplicates device information for WorxMail clients. Resolving this issue requires that you enable regular
expression support in the Managed Service Provider (MSP) portion of XenMobile Mail Manager; doing so filters the record
sets returned to XenMobile. Devices matching the filter are not returned to XenMobile.

MSP
Users who are removed from the Blackberry Enterprise Server (BES) database are now removed from the local database.
ul

You can now use a progress dialog class for scenarios in which a persistent process takes place. In such a process,
XenMobile Mail Manager sends users feedback and provides them with an opportunity to cancel where applicable.
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The default value for new Microsoft Exchange instances is now set to Shallow.

Installer

Components referring to Zenprise have been changed to reflect XenMobile Mail Manager.

The installer hangs when it fails to find the installation path.

Support binaries and scripts now reside in the Support folder afterinstallation.

In the Windows Start menu, XenMobile Mail Manager shortcuts now reside in the \Citrix\XenMobile Mail Manager folder.
Support

The Support model provides the ability to enable troubleshooting functionality through the addition of a configxml file.
You can use this file to help Citrix troubleshoot problems. At this release of XenMobile Mail Manager, this functionality only
applies to the Microsoft Exchange configuration Add and Edit screens.

Note: You can also enable this troubleshooting functionality by holding the Shift key when opening the Configure utility.
Logging

Error messages returned from PowerShell now have a GUID associated with them. Use this value to control what appears in
the Snapshot History detail tab.
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Architecture

Aug12,2016

The following diagram shows the main components of XenMobile Mail Manager. For a detailed reference architecture
diagram, see the XenMobile Deployment Handbook article Reference Architecture for On-Premises Deployments.
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Creprem ar
OMicades

e Exchange ActiveSync Access Control Management. Communicates with XenMobile to retrieve an Exchange
ActiveSync policy from XenMobile, and merges this policy with any locally defined policy to determine the Exchange
ActiveSync devices that should be allowed or denied access to Exchange. Local policy allows extending the policy rules to
allow access control by Active Directory Group, User, Device Type, or Device User Agent (generally the mobile platform

version).

e Remote PowerShell Management. Responsible for scheduling and invoking remote PowerShell commands to enact the
policy compiled by Exchange ActiveSync Access Control Management. Periodically takes a snapshot of the Exchange
ActiveSync database to detect new or changed Exchange ActiveSync devices.

e Mobile Service Provider. Provides a web service interface so that XenMobile can query Exchange ActiveSync and/or
Blackberry devices, as well as issue control operations such as Wipe against them.
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System Requirements and Prerequisites

Dec 23,2016
The following minimum system requirements are required to use XenMobile Mail Manager:

e Windows Server 2008 R2 (must be an English-based server)

e Microsoft SQL Server 2008, SQL Server 2012, SQL Server Express 2008, SQL Server 2012, or Microsoft SQL Server 2012
Express LocalDB

e Microsoft .NET Framework 4.5

e Blackberry Enterprise Service, version 5 (optional)

Minimum supported versions of Microsoft Exchange Server

e Microsoft Office 365
e Exchanger Server 2013
e Exchange Server 2010 SP2

Device email clients

Not all email clients consistently return the same ActiveSync ID for a device. Because XenMobile Mail Manager expects a
unique ActiveSync ID for each device, only email clients that consistently generate the same, unique ActiveSync ID for each
device are supported. These email clients have been tested by Citrix and performed without errors:

HT C native email client
Samsung native email client
iOS native email client
Touchdown for Smartphones

XenMobile Mail Manager Prerequisites

e Windows Management Framework must be installed.
e PowerShellV4,V3,and V2
e The PowerShell execution policy must be set to RemoteSigned via Set-ExecutionPolicy RemoteSigned.
e TCP port 80 must be open between the computer running XenMobile Mail Manager and the remote Exchange Server.

Requirements for On-Premise Computer Running Exchange

e Permissions. Exchange Role-Based Access Control (RBAC) is beyond the scope of this documentation. That being said,
at a minimum, the credentials specified in the Exchange Configuration Ul must be able to connect to the Exchange
Server and be given full access to execute the following Exchange-specific PowerShell cmdlets:

Get-CASMailbox

Set-CASMailbox

Get-Mailbox

Get-ActiveSyncDevice

Get-ActiveSyncDeviceStatistics
e Clear-ActiveSyncDevice

e |If XenMobile Mail Manager is configured to view the entire forest, permission must have been granted to run: Set-
AdServerSettings -ViewEntireForest $true

e The supplied credentials must have been granted the right to connect to the Exchange Server via the remote Shell. By
default, the user who installed Exchange has this right.
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e Perhttp://technet.microsoft.com/en-us/library/dd315349.aspx, in order to establish a remote connection and run
remote commands, the credentials must correspond to a user who is an administrator on the remote machine. Per this
blog, http://blogs.msdn.com/b/powershell/archive/2009/11/23/you-don-t-have-to-be-an-administrator-to-run-remote-
powershell-commands.aspx, Set-PSSessionConfiguration can be used to eliminate the administrative requirement,
but the support and discussion of the particulars of this command are beyond the scope of this document.

e The Exchange Server must be configured to support remote PowerShell requests via HTTP. Typically, an administrator
running the following PowerShell command on the Exchange Serveris all that is required: WinRM QuickConfig.

e Exchange has many throttling policies. One of them controls how many concurrent PowerShell connections are allowed
per user. The default number of simultaneous connections allowed for a useris 18 on Exchange 2010. Once the
connection limit is reached, XenMobile Mail Manager will not be able to connect to the Exchange Server. There are ways
to change the maximum allowed simultaneous connections via PowerShell that are beyond the scope of this
documentation. If interested, investigate Exchange’s throttling policies as related to remote management with
PowerShell.

Requirements for Office 365 Exchange

e Permissions. Exchange Role-Based Access Control (RBAC) is beyond the scope of this documentation. That being said,
at a minimum, the credentials specified in the Exchange Configuration Ul must be able to connect to Office 365 and be
given full access to execute the following Exchange-specific PowerShell cmdlets:

Get-CASMailbox

Set-CASMailbox

Get-Mailbox

Get-ActiveSyncDevice

Get-ActiveSyncDeviceStatistics
e Clear-ActiveSyncDevice

e The supplied credentials must have been granted the right to connect to the Office 365 server via the remote Shell. By
default, Office 365 online admin has the requisite privileges.

e Exchange has many throttling policies. One of them controls how many concurrent PowerShell connections are allowed
per user. The default number of simultaneous connections allowed fora useris 3 on Office 365. Once the connection
limit is reached, XenMobile Mail Manager will not be able to connect to the Exchange Server. There are ways to change
the maximum allowed simultaneous connections via PowerShell that are beyond the scope of this documentation. If
interested, investigate Exchange throttling policies as related to remote management with PowerShell.
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Installing and Configuring

Aprl7,2015

Follow these steps to installand configure XenMobile Mail Manager. Before starting, be sure you review the system
requirements and prerequisites. For details, see XenMobile Mail Manager System Requirements and Prerequisites.

1. Click the XmmSetup.msi file and then follow the prompts in the installer to install XenMobile Mail Manager.

E!CitrixXenMobile Mail Manager E\ = @

Welcome to the Citrix XenMobile Mail Manager '
Setup Wizard a

The ingtaller will guide you through the steps required to install Citris *entdobile bail Manager on
your cornputer.

Wi RMING: Thiz computer program iz protected by coppright law and international treaties.
|Unautharized duplication ar distribution of thiz pragran, ar any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

2. Fromthe Start menu, open XenMobile Mail Manager.
3. Configure the following database properties:
1. Select the Configure > Database tab.
2. Enterthe name of the SQL Server (defaults to localhost).
3. Keep the database as the default CitrixXmm.
4. Select one of the following Authentication modes used for SQL:

e Sql. Enter the user name and password of a valid SQL user.

e Windows Integrated. If you select this option, the logon credentials of the XenMobile Mail Manager Service must
be changed to a Windows account that has permissions to access the SQL Server. To do this, open Control Panel >
Administrative Tools > Services, right-click the XenMobile Mail Manager Service entry and then click the Log On tab.
Note: If Windows Integrated is also chosen for the BlackBerry database connection, the Windows account
specified here must also be given access to the BlackBerry database.
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& XenMobile Mail Manager Console 10.0.0.91

Refresh

Configure | Monitor

Database | Exchange | Mccess Rules MSP

 Database Configuration

Server  localhost

Database  CitrixXMM

Authentication [Sgl

Username  JoeAdmin

Password eessssssssss

Test Connectivity

Database: ¥ Service:

5. Click Test Connectivity to check that a connection can be made to the SQL Server and then click Save.

4. A message prompts you to restart the service. Click Yes.

F == B

&+ Configuration Change

For the changes you have made to take effect, the Citrix XenMobile Mail Manager service must be restarted.

Would you like to restart the service now?

) e

[C] Do not show this dialog again

A

5. Configure one or more Exchange Server:
1. If managing a single Exchange environment, you only need a single server specified. If managing multiple Exchange

environments, you need a single Exchange Server specified for each Exchange environment.

2. Select the Configure > Exchange tab.
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&% XenMobile Mail Manager Console 10.0.0.91 = | ]
Refresh
‘ Confiqure | Monitor ‘
‘ Database I Exchange | Access Rules MSP
- Exchange Configuration
Environment Snapshot User Exchange Server
o
Database: @  Service:
3. Click Add.

4. Select the type of Exchange Server environment: On Premise or Office 365.

r
&4 Configuration

Type |Cn Premise -
Exchange Server  ServerMame

User  ServerMame'JoeAdmin

Password ||ooolooo|00014

Major snapshot | Every 4 Hours A
Minor snapshot | Every 5 Minutes -
Snapshot Type | Shallow A

View Entire Forest [[]

Test Connectivity

Save ] [ Cancel

5. If you select On Premise, enter the name of the Exchange Server that will be used for Remote PowerShell commands.

6. Enter the user name of a Windows identity that has appropriate rights on the Exchange Server as specified within the
Requirements section.

7. Enterthe Password for the user.

8. Select the schedule for running Major snapshots. A major snapshot detects every Exchange ActiveSync partnership

9. Select the schedule for running Minor snapshots. A minor snapshot detects newly created Exchange ActiveSync
partnerships.

10. Select the Snapshot Type: Deep or Shallow. Shallow snapshots are typically much faster and are sufficient to perform

allthe Exchange ActiveSync Access Control functions of XenMobile Mail Manager. Deep snapshots may take
significantly longer and are only needed if the Mobile Service Provider is enabled for ActiveSync; this allows XenMobile
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to query for unmanaged devices.
11. Click Test Connectivity to check that a connection can be made to the Exchange Server and then click Save.
12. A message prompts you to restart the service. Click Yes.
6. Configure the access rules:
1. Select the Configure > Access Rules tab.

=
£ XenMobile Mail Manager Console 10.0.0.91 = | G -
Refresh
‘ Configure | Monitor ‘
‘ Database | Exchange I Access Rules | MSP
- ActiveSync Access Control Rules
‘ Default Rule | XDM Rules | Local Rules |

Default Access |Unchanged -~ ©
ActiveSync Command Mode [Powershell - @

Database: @ Service:

2. Select the Default Access: Allow, Block, or Unchanged. This controls how all devices other than those identified by
explicit XenMobile or Local rules are treated. If you select Allow, ActiveSync access to all such devices will be allowed;
if you select Block, access will be denied; if you select Unchanged, no change will be made.

3. Select the ActiveSync Command Mode: PowerShell or Simulation.

e In PowerShell mode, XenMobile Mail Manager will issue PowerShell commands to enact the desired access control.

e |n Simulation mode, XenMobile Mail Manager will not issue PowerShell commands, but will log the intended
command and intended outcomes to the database. In Simulation mode, the user can then use the Monitortab to
see what would have happened if PowerShell mode was enabled.

4. Click Save.

7. Click the XDM Rules tab.
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& XenMobile Mail Manager Console 10.0.0.91 L = |6 éj

Refresh

‘ Configure | Menitor ‘

‘ Databace | Exchange I Access Rules | MSP

(- ActiveSync Access Control Rules
‘ Default Rule I XDM Rules | Local Rules |
Name url Credentials Baseline Delta Disabled
Database: @  Service:

1. Click Add.

2. Entera name forthe XDM rules, such as XdmHost.

&4 XenMobile Device Manager Service Properties E@g

Mame XdmHost

URL | https://XdmHostName/zdm/services/MagCan

Authorized User  JoefAdmin

Dacoword  eessssss
Baseline Interval  08:00:00
Delta Interval = 00:01:00
Timeout  00:05:00
Disabled O]

[ ok || cancel |

3. Modify the URL string to refer to the XenMobile server; for example, if the server name is XdmHost, enter
http://XdmHostName/zdm/services/MagConfigService.

4. Enteran authorized user on the server.

5. Enterthe password of the user.

6. Keep the default values for the Baseline Interval, Delta Interval, and Timeout values.

7. Click Test Connectivity to check the connection to the server.
Note: If the Disabled check box is checked, the XenMobile Mail Service will not collect policy from the XenMobile
server.

8. Click OK.

8. Click the Local Rules tab.
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1. If youwant to construct local rules that operate on Active Directory Groups, click Configure LDAP and then configure
the LDAP connection properties.

F 5

&4 LDAP Configuration = | B |

Address  LDAR://dc=mydomain, dc=com

Authentication |MNone A

User | JoeAdmin@ServerMame.net

Password essssssss

Test Connectivity |

Cennection succeeded: 2466 groups found

[ Ok | [ Cancel

b

2. You can add local rules based on ActiveSync Device ID, Device Type, AD Group, User, or device UserAgent. In the list,
select the appropriate type. For details, see XenMobile Mail Manager Access Control Rules.

3. Entertext ortext fragments in the text box. Optionally, click the query button to view the entities that match the
fragment.
Note: For all types other than Group, the systemrelies on the devices that have been found in a snapshot. Therefore,
if you are just starting and haven't completed a snapshot, no entities will be available.

4. Select a text value and then click Allow or Deny to add it to the Rule List pane on the right side. You can change the
order of rules or remove them using the buttons to the right of the Rule List pane. The order is important because, for
a given user and device, rules are evaluated in the order shown and a match on a higher rule (nearer the top) will cause
subsequent rules to have no effect. For example, if you have a rule allowing all iPad devices and a subsequent rule
blocking the user “Matt”, Matt’s iPad will still be allowed because the “iPad” rule has a higher effective priority than
the “Matt” rule.

5. To perform an analysis of the rules within the rules list to find any potential overrides, conflicts, or supplemental
constructs, click Analyze.

6. Click Save.

9. Configure the Mobile Service Provider.

Note: The Mobile Service Provider is optional and is necessary only if XenMobile is also configured to use the Mobile

Service Provider interface to query unmanaged devices.

1. Select the Configure > MSP tab.
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& XenMobile Mail Manager Console 10.0.0.91

= [ B [ |

Refresh

‘ Confiqure | Monitor

‘ Database | Exchange Mccess Rules MsP

- MSP Web Service Configuration

Service Transport |HTTPS = | Service Port 443

]

Authorization  |User ¥ | | JoeAdmin

Enable ActiveSync [ (@
Filter ActiveSync  Worxhail.

Save Cancel

- Blackberry Configuration

Blackberry SQL Server

Database Name BAS Server

Add ] I Edit I [ Remove

Database: @  Service:

2. Set the Service Transport type as HTTP or HTTPS for the Mobile Service Provider service.

3. Set the Service port (typically 80 or 443) for the Mobile Service Provider service.
Note: If you use port 443, the port requires an SSL certificate bound to it in IIS.

4. Set the Authorization Group or User. This sets the user or set of users who will be able to connect to the Mobile
Service Provider service from XenMobile.

5. Set whether ActiveSync queries are enabled or not.
Note: if ActiveSync queries are enabled for the XenMobile server, the Snapshot type for one or more Exchange

Servers must be set to Deep; this may have significant performance costs for taking snapshots.

6. By default, ActiveSync devices that match the regular expression WorxMail.* will not be sent to XenMobile. To
change this behavior, alter the Filter ActiveSync field as necessary
Note: Blank means that all devices will be forwarded to XenMobile.

7. Click Save.

10. Optionally, configure one or more BlackBerry Enterprise Server (BES):

1. Click Add.

2. Enterthe server name of the BES SQL Server.
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£3 BES Properties SRS

BES Sql Server

Server  BesServer

Database  BeshMgmt

Authentication |Sql -

Username  JoeAdmin

Password eessssse

Test Connectivity |
Sync Schedule | Every 30 Minutes v|

@

Blackberry Device Admininstration from XDM

Enabled
BAS Server  BASServer

BAS Port 443

DomainiUser  ServerMame'\JosAdmin

Password esssssssssss

Test Connectivity |

Save | [ Cancel

3. Enterthe database name of the BES management database.

4. Select the Authentication mode. If you select Windows Integrated authentication, the user account of the
XenMobile Mail Manager service is the account that is used to connect to the BES SQL Server.
Note: If you also choose Windows Integrated for the XenMobile Mail Manager database connection, the Windows
account specified here must also be given access to the XenMobile Mail Manager database.

5. If you select SQL authentication, enter the user name and password.

6. Set the Sync Schedule. This is the schedule used to connect to the BES SQL Server and checks for any device
updates.

7. Click Test Connectivity to check connectivity to the SQL Server.
Note: If you select Windows Integrated, this test uses the current logged on user and not the XenMobile Mail
Manager service user and therefore does not accurately test SQL authentication.

8. If you want to support remote Wipe and/or ResetPassword of BlackBerry devices from XenMobile, check the Enabled
check box.
1. Enterthe BES fully qualified domain name (FQDN).

Enter the BES port used for the admin web service.

Enter the fully qualified user and password required by the BES service.

Click Test Connectivity to test the connection to the BES.

Click Save.

vk wN
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Enforcing Email Policies with ActiveSync IDs

May 08, 2015
Your corporate email policy may dictate that certain devices are not approved for corporate email use. To comply with this

policy, you want to ensure that employees cannot access corporate email from such devices. XenMobile Mail Manager and
XenMobile work together to enforce such an email policy. XenMobile sets the policy for corporate email access and, when
an unapproved device enrolls with XenMobile, XenMobile Mail Manager enforces the policy.

The email client on a device advertises itself to Exchange Server (or Office 365) using the device ID, also known as the
ActiveSync ID, which is used to uniquely identify the device. Worx Home obtains a similar identifier and sends the identifier
to XenMobile when the device is enrolled. By comparing the two device IDs, XenMobile Mail Manager can determine
whether a specific device should have corporate email access. The following figure illustrates this concept:

XenMobile

Device enrolls

with XenMobile XenMobile Mail Manager

obtains a list of approved
devices (using ActiveSync
ID to identify the devices)

XenMobile

Device \ET
Manager

XenMaobile Mail Manager
enforces policy by blocking
unapproved devices

Device accesses email
from Exchange — Email
app publishes ActiveSync
ID to Exchange

Exchange

If XenMobile sends XenMobile Mail Manager an ActiveSync ID that is different fromthe ID the device publishes to
Exchange, XenMobile Mail Manager cannot indicate to Exchange what to do with the device.

Matching ActiveSync IDs works reliably on most platforms; however, Citrix has found that on some Android

implementations, the ActiveSync ID fromthe device is different fromthe ID that the mail client advertises to Exchange. To

mitigate this problem, you can do the following:

e Onthe Samsung SAFE platform, push the device ActiveSync configuration from XenMobile.

e On all other Android platforms, push both the Touchdown app and the Touchdown ActiveSync configuration from
XenMobile.

This does not, however, prevent an employee frominstalling an email client other than Touchdown on an Android device. To
guarantee that your corporate email access policy is enforced properly, you can adopt a defensive security stance and
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configure XenMobile Mail Manager to block emails by setting the static policy to Deny by default. This means that if an
employee does configure an email client on an Android device other than Touchdown, and if ActiveSync ID detection does
not work properly, the employee is denied corporate email access.
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E Ty

£ Rule Analysis (=] @ [t

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

> @ Device Id: OF226A8552FD4ADFE976BDEBOOF 2FAL2
| Device Id: 06766037CE8646D18BATF2AR46350EE3

(L)

[ £3 Rule Analysis (=] @ [

This view performs an analysic of the relationships between the rules which are defined. As part of this analysis, AD-Group
rules are recursively expanded into the users of which they are comprised. Clicking on an underlined rule will highlight at

least ane other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ B @ Device lo: WorkMail
o a vice Ik wodkmado
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[ £3 Rule Analysis EE™

This view performs an analysic of the relationships between the rules which are defined. As part of this analysis, AD-Group
rules are recursively expanded into the users of which they are comprised. Clicking on an underlined rule will highlight at

least ane other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

%_I_!Wd““

ﬂ Device Id: workmailc633313818 .:

(=] © ]

% Rule Analysis

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

_a_ Device Id: workmailch33313818 i .I
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£3 Rule Analysis [=] 3 [
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this

analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least cne other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ 0 & Deviceld app”
© 8 @ Deviceld: Appi

£3 Rule Analysis (=] 5 e
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this

analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

]_QE@MM{I'.'
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£3 Rule Analysis (=] [

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ 0 @ useragent samsunG:

©8 e

£ Rule Analysis (=] @ [t

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.
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£3 Rule Analysis (=] 3 [t
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this

analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined

rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ 0 @ useragent wonMail®
@ 0 @) useragent SAMSUNG-

£3 Rule Analysis =S

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

[@ 8 © userigentwoniai® |
& B @) Userigent SAMSUNG
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This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule wall highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

© O (&) Useragent Apple”
Qa8 gm-aduarte@xendemos com

Eg

=y T AM.~
i npr 1 Traini
zentrainl2@zenprise.com (of zenprise/TRAINING/ZenTraining_A)
rai M hil npi Traini

E

Device Type: SD4930UR

Device Type: iPhone

it

0000000000000 00000000O
PRhoooooophpooo oo BBRBRooo@m
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This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Cliciang on an underlined
rule will highlight at least ane other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

@ @) Device Type Andro” (=]

Device Type: SD4930UR

Device Type: iPhone

(£} Deviceld: 3£~ =

G000 00000000
ocoppoo@PoDDD

zentrain0l @zenprize.com [of zenprice/TRAINING ZenTraining B) i . .I

o

—— = — —

[ 52 Rule Anaiysi (o]

This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overniden by, conflicts with, or supplements the clicked upon rule.

Device Type: SD4930UR -
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This view displays the results of an analysis of the relationships between the rules which are defined. As part of this
analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underfined
rule will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.

© B @ Device Type Andro”
a E Liser Agent Apple-iPaddC1/1104.257
e a Device Type: SD4030UR

e

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.864



. Rul  Analysis — =) [
This view displays the results of an analysis of the relationships between the rules which are defined. As part of this

analysis, AD-Group rules are recursively expanded into the users of which they are comprised. Clicking on an underlined
rle will highlight at least one other rule which is overriden by, conflicts with, or supplements the clicked upon rule.
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analysis, AD-Group rules are recursively expanded inta the users of which they are comprised. Clicking on an underlined
nule will highlight at least ene other rule which is overriden by, conflicts with, or supplements the clicked upon rule.
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To configure a normal expression local rule
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To add aregular expression
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