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Username: admin
New password: i

% /

IP address: 192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [ysnl: ylj
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2 0 #
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Generate a random passphrase to secure the =zerver data? [ysnl: y

@ A

Local or remote [l-rl:

r

# (

Type (Microsoft S(L, PostgreSQL or MysSQL) [mispsmyl: mi

Use S5L [ysml: n

Server: 198.0.2.10
Port: 5432
Username: postgres
Password:

D #
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HTTP [BO1: 8O
HTTPS with certificate authentication [4431: 443
HTTPS with no certificate authentication [B4431: 8443
HTTPS for management [44431: 4443
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Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

Username [administrator]: administrator
Pas=zuord:
Re-enter new password:

8 2F4 #

Writing iptables configuration...
Restarting iptables...

Upgrade from previous release (ysn) [nl:

Stopping configuration app...
Starting configuration app...
application started successfully
Stopping main app...
Starting main app...
this may take a few minutes

application started successfully

To access the console, from a web brouser, go to the following location and
log on with your console credentials:
https:/-203.0.113.8:4443~

Starting monitoring...
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Manage Configure X\ administrator A

XenMoabile Dashboard Manage Configure ES administrator i

Release Management

iew the current instal

Current Release  10.0.0.62016

Name  Release 10.0.0.62016
Description  Software release build 10.0.0.62016

Install date and time  Dec 11, 2014 06:04 AM

Updates

Name Release Description Install date and time Type v

No results found.

Install date and time

Updates

Name Release Description Install date and time Type v

No results found.
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Update

t is recommended that you create a backup before installing updates.

Upgrade or paich file {h_’}

Cancel
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== 5ql Server Configuration Manager

File  Action  ‘iew  Help

=2 20=H

‘@ SCL Server Configuration Manager (Local) Protocol Mame | Status |
o 5QL Server Services W Shared Memory Enablad
& 5L Server Network Configuration (32bit) W Mamed Pipes Disabled
> SOL Mative Client 11,0 Configuration (32hit) TCRIIP Enahled

: - 5QL Server Metwork Configuration
E‘F Protacals For
.. SQL Mative Client 11,0 Configuration
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TCP/IP Properties

Protocal [P Addresses |

TCP Dynaric Porks o -
TCP Part
B 1p4
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynaric Porks o
TCP Part
B 1ps
Ackive Yes
Enabled Mo
IP Address fed0: Sefe: 192,168,200, 234%12
TCP Dynaric Porks o
TCP Part
B 1pall
TCP Dynamic Parks 54940
TCP Part —
-
Active
Indicates whether the selected IP Address is active.

Ok I Cancel Apply Help
8 & )
$ X XC$X 476 'X

IS[=] E3

= tomcat = webapps = zdm = WEB-INF - classes -

| I Search classes

Organize MjOpen -

- Faworites
B Deskiop
4 Dovnloads

=l Recent Places

= Libraries
3 Docurients
J Music
| Pictures

B videos

1M Computer
& Local Disk (22

J DVD Drive (D:) GRMSX

€l Network,

https://docs.citrix.com

Mew Folder -
Mare « Drate modified | Tvpe | Size | I:

= TR ST e T e T

=] devicelayer.xml 6/17/2014 6:02 PM *ML Document KB

= download-service.xml 6/17/2014 6:02 PM *ML Document 3KB

= ehcache.xml 6/17/2014 6:01 PM *ML Document 4 KB

= ehcachez. xml 6/17/2014 6:02 PM *ML Document 3KB

= enrollment.xzml 6/17/2014 6:02 PM *ML Document 3KB

= event-service-conkext,xml 6/17/2014 6:02 PM *ML Document 3KB

= everywan-update,xml 6/17/2014 6:02 PM *ML Document 14 KB

| ew-config-reloadable, properties

i

ew-dao.xml

i

ew-managers.xml

i

ew-spi,xml

|| ExceptionMessages. properties

|| ExceptionMessages_fr.properties

|| ExceptionMessages_zh_Hans.properties

i

external-reports, xml
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6/17/2014 €:02 PM
6/17/2014 €:02 PM
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JPERTIES File

PROPERTIES File
¥ML Document:
¥ML Document:
¥ML Document:
PROPERTIES File
PROPERTIES File
PROPERTIES File
¥ML Document:
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NL L :5 D =( ,'=& 0D&?,

NL L :5 m =( ,'=& 0D&?,

|=] ew-config.properties £

$

$ 0A

0A

N/

N_/

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
S0
51
52

E
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# For Microsoft 50L server urll: pooled.gdatasonrce.url=Jdhe:ifds: sglserver: //localhost: 1433 /everymwan
# For Microsoft S0L server urll with a named instance (urlZ): pooled.dstasource.url=jdhe:irds: =
# For Microsoft SQL server urli with a Windows authentication (NTLM): pooled.datagource.url=jdhc:itds: =

lserver:

# Oracle yrl: pooled.dgtagource.upl=jdbe:oracle: thin: gveryman/sverymanl/ /localhost: 1521/ everyman
pooled. datasource,url=jdhc:jtds: sglserver: /fah-234 net, -llaug;instance=]

# Pooled datasonrcs host name

pooled, datasource, hostnane=ah-234. .net

# Pooled datasoungs database

pooled. datasource. database= aug

# Pooled daragoukes user

pooled. datasource. user=sa

# Pooled datagource password

# For Microsoft SQL server (10 characters minimum) ex: pooled.datasource.password=everywanil
pooled. datasource, password={aes} ==

# No pooled datasource driwver

#no.pooled. datasource. driver=gro. postgresgl. Driver

# Wo pooled datasource url

#no.pooled. datazource. url=Jdhc:poscyresgl: f/localhost: 5432 /everywan
# Wo pooled daragouncs user

#no.pooled. datasourcs . USer=gyeryan

# No pooled gatagoarce passvord

#no.pooled. datasource. password=gyerywan

# dudit datagourcs driver

audit.datasource. driver=net,sourceforge. jtds. jdbc.Driver

# hudit darssource wrl

audit.datasource.url=jdbc: jtds:sglserver: //ah-254 —llaug;instance=
# ludit garagonnce host name

audit.datasource.hostname=ah-234 .het

# Andit gdatagonngs database

audit.datasource. database= -llanug

# dudit dategourcs user

audit.datasource.user=sa
# hudit datasource password

1$ $ 21(

NL L :5 m_ =( ,'=& 0:J-J D&?,

Ww$ N&S$ 3 0Y 21(

$$ ) $ # # ) )

,'=& 0:J-J D&?,

localhost/ever

leerver:

$

$

0

0

localhost/ever
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=] ew-config. properties ﬂl
18 # For Microgoft 3QL server urll: pooled.gatssource.url=jdhz:jtds:sqlserver: /flocalhost: 1435/ everywan
19 # For Microsoft 50L server urll with a nemed instance (urlZ): pooled.datasourge.url=3idbeo:itds:sglserver: /flocalhost/evervywaninstance=50LExpre
20 # For Microsoft HQL server urli with a Windows authentication (NTLM): pooled.datasource.url=idbc:itds: sglserver: //localhost/everywan;instance=30LlExpress;donain=sparus-:

21 # Oracle yrl: pooled.datasource.url=idhc:oracle: thin: everyman/everymands/localhnst: 1521 /everyman
2z  pooled.datasource.url=jdbc:jtds:sglserwver: f/ah-234. net: :=1laug

23 # Pooled datagourge host name

24  pooled.datasource.hosthane=ah-234. Jhnet

25  # Pooled datasource database

26  pooled. datasource.datahase=

Z7  # Pooled darasoyrce user

28 pooled. datasource.user=sa

20 # Pooled datagource password
30 # For Microsoft 30L server (10 characters minimum) ex: pooled.datasourge.password=everywan0l

-1laug

3z

41

J 1

31 pooled.datasource.password={aes}

33 # No pooled gdatagource driver
34 #no.pooled.datasource. driver=grg. postgresgl. Driver
35 # No pooled datasource url
36 #no.pooled.datasource.url=jdhe:postoresgl: //localhost: 5432 /everywan
37 # No pooled gdatasource user

38 #no.pooled.datasource. USEr=SYELYIAN
30 # No pooled datasource password

40 #no.pooled. datasource. passvord=gyeryman

42 # Mudit gdatagourcs driver
43 audit.dataszource,driver=tet.zsourceforge.jtds, jdbe.Driver
44 # mudit datasource url
45  audit.datasource,url=jdbhc:jtds:sglserver: £/
46 # Audit dataspurce host name

47 audir.datasource.hostname=ah-234.
A5 # Audit gdatasourcs datahasze

49 audit.datasource.database=

S0 # Audit datasoupgs user

51 audit.datasource.user=sa

52 # Mudit gdaragourcs password

cinc.net:

—llaug

1laug

q Services [_[2]x
Fle Action ‘Yiew Help
e EDo= Hel> e
XenMobile Device Manager Status
Stop the service Ehworld Wide Providas Wieh connectivity ... Marual Local System
Restart the service & Workstation et Creates and maintains dien...  Started Automatic MNetwork 5.,
WML Performs Pause Pravides performance librar .., Manual Local Syskern
Description: 6 Wired Autoco g FE2HTE The Wired AutoConfig (DO, . Manual Loral System
:gr'g?gg‘g‘z[;?.’:ﬁxxﬂmcmrbc-com' \:,(::W\nHTTP ek WARHTTP implements the ... Manual Local Service
Shwindows Upd. all Tasks 3 Enables the detection, dow..,  Started Automatic (., Local Syskem
hwindows Time ————— Mairtains date and time sy...  Started Manual Local Service —
“Ehwindaws Rem Refresh -M...  windows Remote Managem.., Started Autamatic (... Metwark S...
L ywindows Proc properties The Windows Process Activ...  Started Manual Local System
EhwWindows Pres———Fon... Optimizes performance of ... Manual Local Service
Cwindaws Mod Help Enables installation, modifi Manual Local Syskemn
&5 Windows Management Instrumentation  Provides a common interfac...  Started Automatic Local System
“Ehwindaws Installer Adds, modifies, and remave. .. Manual Local Systemn
& wWindows Fant Cache Service Optimizes performance of 3., Started Autamatic Local Service
Gk Windows Firewall ‘Windows Firewall helps prot...  Started Automatic Loral Service
“EhWindaws Event Log This service manages event... Started Autamatic Local Service
& windows Event Collectar This service manages persis. .. Manual Metwork 5.,
&k Windaws Error Reparting Service Allows errars to be reporte. .. Manual Local System
“Ehwindaws Driver Foundation - User-mad... Manages user-made driver ... Manual Local Syskemn
“EhWindows Color System The WesPlugInService servi,., Manual Local Service
“EhWindaws CardSpace Securely enables the creati... Manual Local System
“Ehwindaws Audia Endpoint Builder Manages audio devices far ... Manual Local Syskemn
Gk Windows Audia Manages audio for Windaw. .. Manual Local Service
“Ervalume Shadow Copy Manages and implements Y. .. Manual Local Systemn
“Cvirtual Disk Provides management servi,., Manual Local Syskern
Gk User Profile Service This service is responsible F... Started Automatic Loral System
“ERUPRP Device Hast Allows UPRF devices to be ... Disabled Local Service
51 TPM Base Services Enables access ko the Trust.., Manual Local Service
5k Thread Ordering Server Provides ordered execution. .. Manual Loral Service
“EhTelephony Provides Telephony API(T... Manual Metwark ...
55 TCPJIP MetBIOS Helper Provides support for the Me,,,  Started Automatic Local Service
&k Task Scheduler Enables a user to configure...  Started Automatic Local System
ChSekem Fuank Makificatinn Service Meniars syskem syenks an Gharked Likamatic 1 real Swectern ]

G& 3

https://docs.cit

rix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.80



Generate a random passphrase to secure the server data (y-n) [yl:

Enable (ysn) I[nl:

Local or remote (l/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:

Use SSL (ysn) I[nl:

Server [1: ah-234. .net

Port [14331: 64940

Username [=al:

Pas=zuord:

Database name [DB_serwvicel: DB_ 1laug _Midas

Commit settings (ysm) [yl:

+ B+
D
D
N
+
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-upgrade-tsk/enable-and-run-the-xm101-upgrade-tool.html
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Helcore to the XenMobile First Time . E: izal ! through t
he initial confi ation of HenMobile. g Enters

Return or fyupe pour own oy and then pr

Cormand prompt window adminisztrator account:
This is r name and pa prd you wuse when logging on to XenMobile at the c
omMand
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Netuwork settings:

Netm: [] i .

Default gates []: 18.147.75.1
Primary DNS rver [1: 18.147.75. 248
: 3 ser (optiomnal) [1:

intr type . li rs allocated
NIC Link is Up 18888 HMbps

Encryption passphrase:
Generate a random passphrase to s

Federal Information Processing Standard (FIPS) mode:
Enable (ypsmn) I[nl:

p=PostgreS0QL) [mil:

- members please open port 88 us
ing Firewall menu option in CLI menu once the ed configuration is complete

ving server and client certificate
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Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mi
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

wj server and client certificate pa ords. .
the =zame pas uzed to gemerate internal Fublic Key In

- all the certificat f the FEI Lypl:

[ DK 1

[ OK 1
[ OR 1
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[Stopping configuration app...

[Starting configuration app...
this may take a few seconds
application started

application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

XenMabile Manage Configure

B Customize Refresh

Dashboard

il
=]

Suppart

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.85



Cluster Information

* Cluster Members

e 10 hiix3e e

Rashbeard Cortiguratiza

+ intheaier Datwssny
Shaw Uinlicemed Fratures
Inbegrate with Citrix Produets
A xenmzhie

& Kenipp and =

B Pl Firal chakiedn it Sk

User Mame

nsroot

Paszword

Reparting Bawmnioads

MNetScaler for
XenMobile

Welcome!

Thic wizard gubden you thioegh the config,

e for your Kenbabile deployment.

https://docs.citrix.com

b el obilane ion with which you s deploying NetScaler,
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+ Back

Methcaler Gateway Configuration

HNeticaler Gateway Settings
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a1

DasbBowd 1 > B Bewnloads e ]

# Back

Metcaler Gateway Configuration

HetScalar Gatoway Settings

XenMobilefateway 18,147, 75,54 a4l

Sarver Cartificate for MetScaier Gateway

* Lge existing certificate imatal| Cortificate

Sereet Certi

widieri-wy-lab pfe
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Authentication Settings

Selach » pemary suthecticrion method for chect conmections. Frimary suenticaion can be conBguned b ure Actie Dineciony/LDIF, RADIUS, or cherk gertifoabe methods. For fworfacior sufiantication, configuos & icondsry method from
e RATIUS or Acive Cienchory\0AFR mettodr.

Primmacy il bk ca

Active DicwctongLDAT -

Buie DN~

[—— |

S dcount”

acminigtratarfmglab

Pariswaeer

Corfin Pusimoss™

Server Lagon Narme AT bute”
usarPrincpafams

S ol iy wharbeRtion rethod”
Hore L

| e

HenMabile Settings
Loael Blen cirgy PO For WA
ity oty

Load Bedancing IP address dor MBM®

5L Traffic Configeraticn’
® HTIFS corrassation 1o Kenknonde Sener ) HTTR comen cfecation 1o Keshiati e Sener
Spit NS mode for Micr VR

Erabie 1p® unneing

- =

HemMebile Settings ra
Liad Malancing PO for MA s 1wy Lab 551 Tt Comtgueption. HTTPS comamunication 1o KMS Server

Loud Balanciog IF scdoes foriasd 101417555 Spit Turmel OFF

Ped wadl Salt R BoTH

Server Certificate for MAM Load Balancing

A Sever CmTCaE 15 Lsed 00 SUIMETTCHE 30 IeNtly & Server ) & S51 hancsnake. & Semver Dertfuane & issd By & ustid A 08 5 S0 0uT Dy T SETvEN0 3 CHETe who 525 I 10 3Uerticye the Sefver
B\ exiiting certificate ' Install Centilicate

Senver Certhicate”
| widzemomgye b pls CERTKEY 7
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Server Certificate for MAM Load Balancing

=B widzertomg-labphe CEAT KE o
== TR wakacert-wag-lab phe_CERT_KEV

Nenbiobile Servers
PV, || ———

I hakdress Fari
FerMoiske Server 1P Address i ol corfipuve, Pieene ikt on Aed Ferver o configons

EenMobile Server IP Addresses
Ertar tha |7 aciumuien) o tha Xariioh s ) a2 100 w0 e Sena

Sariicksie Serve: B dcidren”
(LU T - P S |

- ew

Server Certificate for MAM Load Balancieg

TR weldceri-mg-tabph CERT_KE i1
o T wichoent-vegr- o pb CERT_REY

Kenhlobile Servers
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10 HTTES B
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ILHTTSER
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10 MIIS51

1 H7TEE
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* Bk
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Virfusl Servers

o 9 H
Action - S
e EPtactios Safe | IFAddoess | Fort otocsl Methad Persithencs % Heaith
¥ @l @D
v @l @l
b @ @up

* e

Shaw Unlicemnd Frofurel

Cainbaa

Contiguratisa

A Rotieds

Seach =

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

p.91



[£]
[31
[4]
[51

System
Troubleshoot ing
Help

Log Out

Choice: [0 - 5] 2

[11
[£]
[31
[4]
51
[6]
L7l
[81
[91

Back to Main Menu

Display System Date

Set Time Zome

Display System Disk Usage
Update Hosts File

Disnlan _Deuice Management
Proxy Server

HAMIN LLL1) rassword
Restart Server

Shutdown Server

[10] Advanced Settings

Back to System Menu
SOCKS

HTTPS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

Instance Name

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Back to System Menu

[11 SOCKS

[21 HTTFS

[31 HTTP

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy informatiom
Address [1: 203.0.113.23
Port[1: 1080

Target — APNS

fire you sure to restart the system? [y ml:

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Back to System Menu

SOCKS

HTTPS

HTITP

Exclusion List

Display Configuration
Delete Proxy Configuration

Choice: [0 - b] 2
Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [ysml: y

Username: Justaname
Password:

Target — WEB
WEB proxy configured. Override proxy settingsTly-nl: [

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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Licensing

Default license

Trial period

Configure license

Expiration notification

Evaluation license

30 day(s) left

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.96


http://docs.citrix.com/en-us/licensing/11-11-1/lic-getting-started/lic-install-license-files.html

Licensing

Default license

Trial period

Configure license

License type

Product Name

Expiration notification

Add New License

License File

Evaluation license

30 day(s) left

P

Local license

Total number of licenses Number used Expires on

Choose File | Mo file chosen

Cancel
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License type Local license

Product Name Active Total number of licenses Number used Type Expires on v
Citrix Xer 6002 0 Retail 01-DEC-2015
1-
Expiration notification
License type Remote license i
License server
Port 27000

Number used Type Expires on £

Product name

Active Total number of licenses
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Product Name Active Total number of licenses = Number used Type Expires on

Gitrix XenMobile Enterprise Edition|Device Retail 01-DEC-2015

Citrix XenMobile App Edition|Device Retail 01-DEC-

1-2 v

Expiration notification

Activate

Are you sure you would like to activate

The currently active license will be d

Cancel

Expiration notification

Notify every

Recipient

Content
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administrator

[ -

Configure b

(W) Refresh

NOTIFICATIONS

Compliance Decommission First connection
ActiveSync blocked  Non-cempliant  Inactive Last 24 hours Last24 hours  Pending (selective Last 24 hours Pending
(wipes) (selective wipes) wipes)

5 s

Choose a chart type 9
@ Unknown
@ 000-HK
@ ATAT
. ® ATFUS
"1 @ Samsung
Pia Chart Oonut Chart Bar Chat ® verizon
N
1
1 1

MANAGED DEVIGES 3 UNMANAGED DEVIGES -3

5 5
4

4 - 4

3 3
3 - 3 =

2 2
2 = 2 =
1 . 1
0 i0S Android Windows Phone 8.x 0 i0S Android
o o
™
Initial install settings e G e s Configure Configure SMTP & SMS

to configure now

https://docs.citrix.com

(trusted SSL, APNs,
client certificates)

Configure LDAP*

NetScaler Gateway™

notification servers
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@ ---------------------------------------------------------------------------------------------------------------------- -

‘I
. .
+  Recommended '
E prerequisites Add users & Add delivery Assign roles to Up::‘:;iz;;iate Add workflows for i
. before adding groups groups users & groups™® app approvals* .
- . templates -
. apps and devices -
. ]
. L

h Wrap apps with ) Add I i
‘ ; Configure app app Al Kl Deploy apps to s
- Add apps MDX toolkit as Add apps policies categories™® pply worktiow delivery groups s
' necessary h

P pppp———_

; Confi lient settings, such

. . Configure device Deploy device policies to ontigure cien Ings, such as Create automated

: Add devices olicies delive oups beacar N o e Orpordand actions for devices*

: p Ty group ActiveSync Gateway™

:

1 :

1 [}

s Enroll user devices Check enroliment Send enrollment A

. modes for invitations invitations .

: ‘

1 [}

L] L

. View notifications and :
& . B . Issue security actions on Do connectivity checks, create s
: Ongoing app and monitor devices and apps devices as necessa support bundles and view logs® :
- device management on the dashboard v [ & H
H '
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow6.html

s N
1

Initial install settings
to configure now

https://docs.citrix.com

Import certificates
(trusted SSL, APNs,
client certificates)

Configure LDAP*

Configure
NetScaler Gateway™

Configure SMTP & SMS
notification servers
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http://docs.citrix.com/en-us/xenmobile/10-1/xmob-notification-server.html

@ .......................................................................................................................

Recommended
prerequisites
before adding
apps and devices

Add users &
groups

Add delivery
groups

Assign roles to
users & groups™®

Update or create
notification
templates

Add workflows for
app approvals®

https://docs.citrix.com
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- Wrap apps with ) :
. ) Configure app Add app Deploy apps to .
- Add apps MDX toolkit as Add apps policies categories™® Apply workflow delivery groups '
' necessary -
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Add devices

Configure device
policies

Deploy device policies to
delivery groups

Configure client settings, such as
beacons, Worx Home support, and
ActiveSync Gateway™

Create automated
actions for devices™®

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.106


http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow1.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console/xmob-getstarted-console-flow3.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-getstarted-console.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-device-details-tsk.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-device-policy-wrapper/xmob-device-policy-matrix.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-delivery-groups.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-settings-client-wrapper-con.html
http://docs.citrix.com/en-us/xenmobile/10-1/xmob-auto-actions-add.html

Check enrollment
modes for invitations

Send enroliment
invitations
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Ongoing app and
device management

View notifications and
monitor devices and apps
on the dashboard

Issue security actions on
devices as necessary

Do connectivity checks, create
support bundles and view logs®
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Xenkh Yast d V] Configure administrator

Device Policies

add | Bt | pelete | Export
Policy name Type Greated on Last updated on Status ~
cellular policy Gellular 1/141 5452 a0 1005 A 57 AN
x
cellular policy 2 Cellular 11415
org info policy QOrganization Info 11415
Deployment

xenmobile policy name Xmoptions 11415
i0S restriction policy Restrictions 11415 el Pending
Samsung SAFE Restrict policy Restrictions. 11415
Windows Phone 8.1 Restrict Restrictions 114115
Windows 8.1 Tablet Restrict Restrictions 114115 3:14 PM 114115 3:14 PM
Amazon Restrict Restrictions 1/14/15 3:15 PM 1/14/15 3:15 PM
app uninstall policy Delete Application 1/2015 9:56 AM 1/20/15 11:51 AM

00f 11 items < |2
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Dashboard

Devices | show filter

B

(] &) &)

Add I Import Refresh I Export
Status Mode User nan
as] | MDM | winusera
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XenMobile

Filters

P User Group

P Device Status

P Shared Status

P Inactive Time

SAVE THIS VIEW
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Filters

¥ User Group

MSP 0
yGrIp 0 1
Local_Users 1

> Active Direct... 6

¥ Device Mode L

> MDM 6
» MAM 1
> Enterprise 0

P Device Status

¥ Platform/Version

» i0s 2 -

SAVE THIS VIEW
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Devices Hide filter
¥ Platform/Version Clear
51 & &
v -
108 2 B add | impot | Refesh | Export
712 1
Siatus Mode User name Device platform
8.3 1 —
4] | MDM ‘ winuser3@testprise.net  Windows Phone
‘ ) 8.x
> Android 1
B | MDM ‘ winuserb@testprise.net  Windows Phone
Windows 8.1___ 0 |E — 3x
¥ = windowsPh.. 4 (0] -} [ man | shared_user i0s
8.10.1239... 1
8107234 1 Showing 1 - 3 of 3 items
8.10.1509... 2
Unknown 0
Show more
P Device Ownership -
SAVE THIS VIEW

Unknown 0

Show maore

P Device Ownership -

WinPhone and iOS|
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SAVE THIS VIEW

WinPhone and iOS
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Settings = Motification Server

Notification Server
You can add and configure SMTP and SMS gatewa

(b1
Add

SMTP Server Mame
SMS Gateway
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Configure

Settings = Notification Server = Add SMTP Server

Add SMTP Server

You need to configure the SMTP notifications server to send messages to users. If the SMTP server is hosted on an internal server, vou get the server

information from your IT department. If the server is a hosted email ser you can find information from the se provider's website. Only one SMTP

ris activated at one time.

Name*

Description

SMTP Server”
Secure channel protocol MNone -
SMTP server port*
Authentication OFF

Microsoft Secure Password OFF
Authentication (SPA)

From name*

From email*

Test Configuration

» Advanced Settings

Caneel Add
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Add a Carrier SMS Gateway

Converts smal messsgss pa=zsing through the gateway to a pre-dsfined format, =uch a2 aninstant meszags.

Carrier®
Gateway SMTP domain*
Country code’ Afghanistan +93 ~

Email sending prefix
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https://www.nexmo.com/

Configure

Carrier SMS Gateway

© | o

Add Detect
Carrisr SMTP domain Country code Sending prafix v
ATAT tet.att.net +1
Alitel message.alitel com +1 £

s | o

Boost Mobile myboostmobile.com +1 Edit Delete

Add a Carrier SMS Gateway

Converts smal messsgss passing through the gateway to a pre-dsfined format, such a2 aninstant messags.

Carrier*
Gateway SMTP domain*
Country code” Afghanistan +93 =

Email sending prefix

Cancel Add
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XenMobile Dashboard Manage

Device Policies

Settings

XenMobile Dashboard

Device Policies

Certificates
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Import

Keystore type

Keystore file

Password

Description

Keystore

PKCS#12

Cancel
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Import

Import

Use as

Certificate import

Private key file

Description

Certificate A
Server -
P
Cancel
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PKI Entities

Generic PKI Entity
Microsoft Certificate Services Entity

Discretionary CA

Generic PKI Entity: General Information

WSDL URL

Authentication type
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Microsoft Certificate Services Entity: General Information

Web enroliment service root URL

certnew.cer page name’

certfnsh.asp

Authentication type Select an option
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Discretionary CA: General Information

CA certificate to sign certificate requests Devices Certificate Authority,CMN=De...
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Discretionary CA: Parameters

Serial number generator Sequential

Next serial number

Certificate valid for

Key usage

NonRepudiation

yEncipherment

DataEncipherment

EncipherOnly

DecipherOnly
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Credential Providers: General Information

Description

Issuing entity

Issuing method

Templates
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Credential Providers: Certificate Signing Request

Key algorithm

Key size

Signature algorithm SHATWIthRSA

Subject name cn=Suser.username

Subject alternative names

Type Value

User Principal name 5.IEGI'.L,SE"|JI'II"CI|]3|‘13H1S

0678 9 :,678 9 :678 9
678 9< 4
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Credential Providers: Distribution

Issuing CA certificate CN=testprise-TESTPRISE_GA-

Select distribution mode

n

Credential Providers: Distribution

RA signing certificate Administrator,
Issuing CA certificate CN=testprise-TESTPRISE_CA-

RA encryption certificate Administrator,
Select distribution mode

Credential Providers: Revocation XenMobile

When certificate is revoked

Send notification

Revoke certificate on PKI
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When certificate is revoked

Send notification

Notification template No templates available =

When certificate is revoked

Send notification

Revoke certificate on PKI

Entity No templates available

Credential Providers: Revocation PKI

. L
Enable external revocation checks

OCSP responder CA certificate DC=net,DC=testprise,ChN=testp... =~

When certificate is revoked Do nothing

Send notification
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Credential Providers: Renewal

Renew certificates when they expire

Renew when the certificate comes within 0 days of
expiration

Do not renew certificates that have already expired

Send notification

Notify when the certificate nears expiration

Notify when the certificate comes within D days of expiration
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Configure

Settings

Certificates Licen=ing Motification Templates Role-Bzsa

Enroliment Local Uss FReleaze Managemsnt

Certificate Management

PH| En

Credential Pry

Glient

Beacons
Notifications

way Notification Server

NetSoste Gatawey —| e Proprtos

Googls Flay Cradsntisls LDAP Netwark A

M

bile Service Provider Samsung KNOX HenApp/HenD:

vica Enroliment Frogram
ShareFile

SharsFils

Configure

NatScaler Gatawsy

NetScaler Gateway

When you configure NetScaler Gateway ess to the internal network. If you use NetScaler Gateway with

Stor:

ront as the authentication san

Authentication  ({&E] )

Deliver user certificate for authentication DFF (]

Credential provider

Select provider T

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.154


http://docs.citrix.com/en-us/netscaler-gateway/10-5/ng-install-wrapper-con/ng-config-ng-with-wizards-con/ng-config-xenmobile-wizard-con.html

Manage GConfigure

Seffings - NetScalsr Gateway > Add New NetScaler Gateway

Add New NetScaler Gateway

Name" Applance name
Alias
External URL" Publicly scoegeibls URL
Logon Type Domain only -

Pasaword Required

Set as Default OFF
Callback URL" Virtual IP* [t Add

Cancsl Bave
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Ssttings = MatScsler Gatewsy

NetScaler Gateway

When you configure NetScaler Gateway, you configure the authentication mechanism for

StoreFront as the authentication o enabls

Authentication (B0 )

Deliver user certificate for authentication DFF @)

Credential provider ) .

Nams Default External URL Logon Typs # of Callback URL= ~

| netscalrboston v httpe: frecsiver.com Domsin 0

Bsattings MatScaler Gateway = Add Mew MatScalar Gatewsay

Add New NetScaler Gateway

Nama' netzcalerboston
Alias Cambedgs
External URL" hitps:/recsiven.com
Logon Type Domain ondy 7

Pasasword Required

Eet as Default

Callback URL* Virtual IP+ [t Add

Callback URL* Virtual 1P+

Save Canoel
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Manage Configure X administrator F 3
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Disabled user
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»
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» More

administrator

or u You can also enable p Portal to allow o generate enrollment links that let them download Worx Home and enroll

an enrollment invitation
Name Enabled Default Self Help Portal Expire After Attempis PIN Length PIN Type Templates v
Usemame + Password Vv
High Security v 1 day(s) 3 8 numeric
Invitation URL v 1 day(s)
Invitation URL + PIN v 1 day(s) 3 8 numeric
Invitation URL + Password v 1 day(s) 3
Two Factor v 1 day(s) 3 8 numeric
Usemame + PIN v 1 day(s) 3 8 numeric
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Notification templates
Template for enroliment URL
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for ion
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