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XenMobile

Defines the StorageZones
Controller address and
StorageZone Connectors

Enumerates
Connectors

\ SharePoint
servers
Micro VPN =
. ( e v Single sign-on to
MDX-enabled ShareFile app NetScaler StorageZones Network
accesses XenMobile & Gt Controller StorageZones
StorageZones Controller Yy Controller shares
through a micro VPN
9 ) %+ ' $ " # $# " % '
I $ ' 7 2 n

XenMobile Analyze Manage Configure # % administrator v

Device Policies Apps Actions ShareFile Enroliment Profiles Delivery Groups

Choose a method for integrating ShareFile with XenMobile or learn more about which mode to select.

ShareFile Enterprise StorageZone Connectors Only

Access network shares and
SharePoint data from mobile v vy
devices
Edit Microsoft Office documents

: . v v
from mabile devices
Preview and annotate Adobe PDF

) v v

files from mobile devices
Store data in Citrix-managed or
customer-managed StorageZones v
or both
Securely share files with people v
inside and outside the enterprise
Sync files and data across multiple v
devices
Access files through the ShareFile v

website

Access Office 365 content and
Personal Cloud connectors from v
mobile devices

Use auditing and reporting

capabilities v
Configure ShareFile Enterprise Configure Connectors
’#) %II n ; ) % $ # & % n " $ L} 7 2
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XenMoaobile Analyze Manage Configure # %, administrator ~

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups

StorageZone Connector Info x

Connector Configuring a connector will allow end users to connect to their existing SharePoint sites and CIFS (Common Internet File System)

based on their authorizations.

} 1 Connector Info Connector Name*

2 Delivery Group Assignment Description

(Optional)

e
3 Summa
ry Type* SharePoint -
StorageZone* ey Manage StorageZones
Location™

Manage StorageZones

Add New e
Name*  ShareFileTest
FQDN™ mw-sfprod mwdemo local
Port™

Secure Connection
Administrator user na...” mwdemo\administrator
Administrator passw... * ssscosasl =

8 %II " " n $ ) 1 % ) %II n "
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XenMcbile Analyze Manage Configure administrator ~
Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
StorageZone Delivery Group Assignment
Connector Configure a connector to allow users to connect to existing SharePoint sites or network file shares based on their authorizations.
Assign to delivery Type to search Q selected dellvery groups
1 Connector Info groups
Allusers XM5-users
2 Delivery Group Assignment XM5-users
[Optional) dg-test
3 Summary
8 %ll n n " $ ) ' % ) % 1 '
I & # & % ' ' T 2 " ' %
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XenMobile

Analyze

Manage

Configure

administrator ~

o N

Settings = Client Properties

Client Properties

To change a property, select the property and then click Edit.

[
Add

]| Name

Enable Citrix PIN Authentication

Enable User Password Caching

Encrypt secrets using Passcode

PIN Strength Requirement

FIN Type

PIN Length Requirement

PIN Change Requirement

PIN History

Inactivity Timer

Enable FIPS Maode

& & "% 3

. , $ $

° 5 , $
° $
N .
. "o

° ? =" (

https://docs.citrix.com

Key Value
ENABLE_PASSCODE_AUTH false
EMABLE_PASSWORD_CACHING falze
ENCRYPT_SECRETS_USING_PASSCODE false
PASSCODE_TYPE Numeric
PASSCODE_STRENGTH Medium
PASSCODE_MIN_LENGTH 6
PASSCODE_EXPIRY 90
PASSCODE_HISTORY 5
INACTIVITY_TIMER 15
ENABLE_FIPS_MODE false

1l $ ' # &
# 3

] # )
#
#H & # ¥y & 9

# & #

Description v

Enable Citrix PIN Authentication

Enable User Password Caching

Encrypt secrets using Pin or AD password

PIN Strength Requirement

PIN Type

PIN Length Requirement

PIN Change Requirement

PIN History

Inactivity Timer

Enable FIPS Mode
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XenMobile Analyze Manage Configure

3 9%,  administrator v

Dashboard Reporting

E Customize Refresh
OTIFICATIONS

Compliance Decommission Enroliment
Q0 09 025 E 0 0 2 E 0 0

Blocked Devicesat ~ Non-compliant Inactive Wipes Last 24 Selective Wipes Pending (Selective) New Devices  Pending Activation
ActiveSync Gateway Devices Devices Hours Last 24 Hours ~ Wipes Last 24 hours Requests

7 7 7 R 7 7 e 7 7 7 TP 7 7 T 7 7 T o 7 7 7

INSTALLED APPS Actions ~ DEVICES BY CARRIER Actions - MANAGED DEVICES BY PLATFORM Actions ~

wn
[
=

17 Windows Phone, 1
B Android 16 Windows
R s
| ‘E)Végft%\'p-f;rablet Desktop/Tablet, 2
mos¥ B
W Windows
Phone 8
Wi Android, 7
4
‘¢ . 2 ) 1 ) N osxz
0 - - . |
& & s g & ¥
£ &8 & & F
N & ~
=
Windows Phone, 2
Windows Deskto..
Android, 10 —
26
05X%5
° n "0 $ n $ ' $
° " $| % " ) # # &
. n # " $I & % " n % ) " & n && )
# & $# & $ $3
o | 19 " '
o #$ 1 $ 2 ?2#
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XenMobile Analyze Manage Configure

Dashboard Reporting

NOTIFICATIONS

Compliance

Blocked Devicesat  Non-compliant Inactive
ActiveSync Gateway Devices Devices

i i i i i i i i i i i & & & & & &

INSTALLED APPS Actions -

10 View Devices
g Export as C5V {h_’}
| oS
B Windows
Desktop/Tablet
B O5X
:5 27?2 5 # # & # " $ 3
o /| &
o ?
e 9
e @
L ’
° &
8% $ $ #$ # # R # &
"% " !
A # &
" $ A # &
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XenMabile Analyze Manage Configure # N\ administrator v
Dashboard Reporting

B Customize Refresh
NOTIFICATIONS

Compliance Decommission Enrollment
Q0 Q9 Q25 E 0 0 2 E 0 0

Blocked Devicesat ~ Non-compliant Inactive Wipes Last 24 Selective Wipes Pending (Selective) New Devices  Pending Activation
ActiveSync Gateway —Devices Devices Hours Last 24 Hours ~ Wipes Last 24 hours  Requests

INSTALLED APPS Secure Hub Actions ~ DEVICES BY CARRIER Actions - MANAGED DEVICES BY PLATFORM Android Actions ~

5 20 601
17
7.0 I
16
4 422 I
12 50 I
E W Android
W Windows Phone 8
3 W 05 B
‘ . 1 1 1
1 1 1 1 1
+ o H oo on =
§F £ & & & §
0 &£ Fa ) & 8 =
1040 1041 104133104152 1045 5 & A
2 =
DEVICES BY PLATFORM Windows Desktop/Tablet Actions ~

100143930 4
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XenMobile Analyze Configure

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups

ShareFile

Configure settings to connect to the ShareFile account and adminisTator service aCCOUNT for USEr 3CCOUNT Management.

Domain® | appcsharefile com
Assign to delivery groups | Type to search
Allusers
ShareFile Administrator Account Logon
User name™ | us1user] @b net
Password™ | ssssssss
User account provisioning OFF
SAML certificate
Name XM S.example.com

Advanced ShareFile Configuration

XenMobile Analyze Manage Configure

selected delivery groups

AllUsers

Settings = XenApp/XenDesktop

XenApp/XenDesktop

Allows users to add XenApp and XenDesktop through Secure Hub.

Host™
Port*
Relative Path™

Use HTTPS

JCitriz/StoreAG3/PNAgent/config.xm

OFF

v Connection succeeded

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.9
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XenMobile Analyze Manage Configure
Device Policies Apps Actions ShareFile Enrollment Profiles
Defender Defender
1 Policy Info Allows scanning of archives
2 Platforms Allows cloud protection

} Windows Desktop/Tablet

3 Assignment

& # &
' $ 1]
rs - ")
! ; % $

https://docs.citrix.com

# $ 5

Delivery Groups

This policy configures Windows Defender settings in Windows 10 for desktop and tablet.

Allows a full scan of removable drives

Allows Windows Defender Real-time
Monitoring functionality

Allows scanning of network files

Allows user access to the Windows
Defender Ul

Excluded extensions
Excluded paths
Excluded processes

Submit samples consent

» Deployment Rules

Il) %

"% % S
rs v

OFF

ABRAEA

Send safe samples

1 ) %

%
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XenMabile Analyze Manage Configure

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
WiFi Policy WiFi Policy
This policy lets you canfigure a WiFi profile for devices.
1 Policy Info
Network name* WiFi_24G @

2 Platforms

o Authentication WPA-2 Enterprise -

Mac OS X Encryption AES -

Android EAP Type TLS ~

} Windows Phone Connect if hidden

Windows Desktop/Tablet

Windows Maobile/CE

OFF
Connect automatically m

Push certificate via SCEP

3 Assignment
9 Credential provider for SCEP* certsrv-cpwifi -

Proxy server settings

Host name or IP address

Port

A%: & #& "9 $ "

"o & ' &-:0 ! % & "9 $ " % ' 9
8 ot & " $ " $ A% & #9 $& "9 $ " H#) % $3 : "% # &
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Xenhcbile Analyze

Manage Configure

Settings = Apple Device Enrellment Program [DEP) = Edit DEP Account

DEP Account

1 Account Info
2 Server Tokens
3 Settings
i0s
} macOSs

4 Setup Assistant Options

macOos Settings x

Specify the settings to define the enrcliment precess and the mode of macOS DEP devices,

Enrollment settings

Require device enroliment NO @
Wait for configuration to complete setup YES . @ macOs 1011+

Device settings

Allow enrollment profile removal m @

i0s
macOs
Backm
#
* - 3 *% % $ " $#% |/
e 0 & & 3#) % ' & "9 $ " $ " %
% % %" "% s ) $ " %" "% )&
"% # "% " $ ' # & "9 $ $ " $# %
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Xenhchile Analyze W ERET Configure

Settings = Apple Device Enroliment Program (DEF) = Edit DEP Account

DEP Account macOS Setup Assistant Options

Select the Setup Assistant iterns that users won't see when they start their macO$ DEP devices for the first time.

1 Account Info Skip setup Set up as New or Restore

Location services

2 Server Tokens Apple ID
Terms and conditions
3 Settings Siri
FileVault
i0s App analytics
Registration
macOSs
4 Setup Assistant Optil:ms Local account setup options Create primary account as a standard user
i0s Admin full name ®
| macOs Admin short name

Admin password

Show administratar account in Users and Graups
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XenMobile Analyze Manage Configure [+

Settings = Apple Device Enroliment Program (DEP)

Apple Device Enroliment Program (DEP)

Apple Device Enrollment Program {DEP) streamlines the enrollment and management of i05 and macOS devices in XenMobile. The DEP notifies Apple servers about a device profile, which customizes the setup assistant experience and assigns the profile to
specific devices. These steps assume an Apple ID for the organization has already been created, as outlined in the Device Enrollment Frogram Guide,

o 2] ©

Download Public Key Create a Server Token file Add DEP Account

A Public Key will be automatically generated for you and signed by Citrix. + Sign in to Apple Deployment Programs Portal with your corporate Follow the wizard to add the account
Apple ID.
« Navigate to Device Enroliment Program > Manage Servers. Click.
Add MDM Server.
« Enter a MDM Server Name, then dick Choose File... and upload
your Public Key.

« Downlead the Server Token file provided. “

# I $ 9 $& "9 $ " $ " +% "
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XenMobile Dashboard Manage Configure o

Settings » Apple Configurator Device Enrollment

Apple Configurator Device Enrollment
Use Apple Configurator to mass configure and deploy iPhone, iPad or iPod Touch.
=3

Export anchor
certificates

Enable Apple Configurator device enroliment

Enroliment URL to enter in Apple  https// ple.domain.net:8443/zdm/ios/ {dob
Configurator
Require device registration before enroliment NO @

Require credentials for device enrollment @

e

9 > & " ) %
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XenMobile Analyze Manage Configure # %, administrator ~

Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Home Screen Layout Home Screen Layout Policy x
PO“C}( This policy defines a layout of apps and folders for the home screen. It is supported only on 105 9.3 and later supervised devices.

For an application you should enter the bundle identifier as value. For a folder, you should enter z list of bundle identifiers
separated with a comma.

1 Policy Info
y Dock
2 Platforms Type Display Name* Value* % Add
} 108 Page 1
Type Display Name* Value* % Add
3 Assignment
Page 2
Type Display Name* Value* % Add
FPage 3
Type Display Name* Value* % Add
Fage 4
Type Display Name* Value* % Add
Page 5
Type Display Name* Value* % Add
Policy Settings

Remove policy @ Select date

() Duration until removal (in days)

Allow user to remove policy Always - [©]

XenMobile Analyze Manage Configure # A administrator v
Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups

Home Screen Layout Home Screen Layout Policy x
PO“CY This policy defines a layout of apps and folders for the home screen. It is supported only on i0S 9.3 and later supervised devices.

For an application you should enter the bundle identifier as value. For a folder, you should enter a list of bundle identifiers
separated with a comma.

1 Policy Info Dock
2 Platforms Type Display Name* Value*
} ios Application hd Save Cancel
. Application [%
3 Assignment Pagl  Folder
Type Display Name* Value* % Add
! & # & > & n ) % $ n u)

# % X # 9 % "
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XenMobile Analyze Manage Configure - BN

Device Policies Apps Actions ShareFile Enrollment Profiles
Restrictions Policy
News
1 Policy Info Apple Music service
2 Platforms . i
iTunes Radio
} 105
Notifications modification
Mac OS X
Restricted App usage
Samsung SAFE
Diagnostic submission
Samsung KNOX modification
Windows Phone Bluetooth modification
# % !
< " II) # ) $$ $ n
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$ n
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Delivery Groups

L~
OFF 105 9.0+
OFF i0S 9.3+
OFF i0S 9.3+
OFF i0S 9.3+
Allow all apps -
OFF 105 9.3.2+
OFF i0S 10.0+
# & "9 $
# & "9 $ A S #%
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XenMobile Analyze Manage
Device Policies Apps Actions ShareFile Enroliment Profiles Delwery Groups
Allow Look Up
Restrictions Policy
Allow use of iCloud password for local accounts
1 Policy Info
Allow iCloud documents & data
2 Platforms
Allow iCloud Keychain Sync
i0s
Allow iCloud Mail
Mac 05 X
Allow iCloud Contacts
Samsung SAFE ow itloud Conta
Samsung KNOX Allow iCloud Calendars
Windows Phone Allow iCloud Reminders
Windows Desktop/Tablet Allow icloud Bookmarks
Amazon
Allow iCloud Notes
Windows Mobile/CE
Policy Settings

3 Assignment
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Remove policy

Allow user to remove policy

Profile scope

$
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OFF 0S5 X 10.11.2+

macO5 1012+

mac05 1012+

macO5 1012+

mac05 1012+

macO5 1012+

mac05 1012+

ARAAAAAAASR

macO5 1012+

@« Select date

Duration until removal (in days)

Always
User
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Security Actions

Device Actions

% o &
Unlock | Clear Restrictions

04 (4 © @
| selective Wipe | Full Wipe | Enable Tracking Locate

(Cig [CH O
| Activation Lock | RequestAirPlay |  Stop AirPlay | Enable Lost Mode
Bypass Mirroring Mirroring

App Actions

] &
App Lock App Wipe

( ) ## &% tom= $ %3
o, $ HHE % 10
o« !l &" % $ : = $ = $
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XenlMobile Manage
Devices Users Enroliment
Device details
} 1 General
2 Properties Security

3 Assigned Policies

4 Apps

5 Actions

& Delivery Groups

7 105 Profiles

8 i0S Provisioning Profiles
9 Certificates

10 Connections

° | &u *

https://docs.citrix.com

Configure

Device Ownership

Strong ID

Full Wipe of Device

Selective Wipe of Device

Lock Device

Device Unlock

Device Disown

DEP Activation Lock

Activation Lock Bypass

Device Clear Restrictions

Request AirPlay Mirroring

Stop AirPlay Mirroring

. | Corporate

. | BYOD

MEMTQQY]

No device wipe.

No device selective wipe.

No device lock.

Mo device unlock.

No device disown.

Mo DEP device activation lock.

Mo device activation lock bypass.

Mo Clear Restrictions.

Mo request AirPlay mirroring.

No stop AirPlay mirroring.

Enable Lost Mode

Disable Lost Mode

Mo lost mode enabled.

No lost mode disabled.

# % #
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XenMoabile Analyze

Devices Users Enroliment

Device details

[y

General

Properties

——
(8]

w

User Properties
4 Assigned Policies

5 Apps

o

Actions

~

Delivery Groups

w

10S Profiles
9 10S Provisioning Profiles
10 Certificates

11 Connections
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Manage Configure

Personal Hotspot activated

Woice roaming allowed

- Security information

Activation lock enabled

Hardware encryption capabilities
Internal storage encrypted
Jailbroken/Rooted

Passcode compliant

Passcode compliant with configuration
Passcode present

Supervised
+ Storage space

= System information

Active iTunes account

Baseband firmware version

Al lmrlim mmebklad

" # &

) % "

nn ) % 1 %

" &&%N " $

& wn # >

" % ! % 8
Il) #

No

No
Block and file levels encryption

Yes

Yes
Yes
Yes

No

Yes

1.60.00
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XenMobile Analyze Manage Configure f# N\ administrator
Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Managed Domains Managed Domains Policy x
Policy This policy lets you define managed domains that apply to the Safari browser. The policy is supported only on 105 8 and later devices.
Managed Domains
Unmarked Email Domains
1 Policy Info
Managed Email Domain % Add
2 Platforms
Managed Safari Web Domains
} 10S Managed Web Domain % Add
3 Assignment Safari Password AutoFill Domains
Safari Password AutoFill Domain % Add
Policy Settings
Remove policy @ Select date
Duration until removal {in days)
-]
Allow user to remove policy Always - @
» Deployment Rules
e % 6B & 9 * 04 "0 ) -  Of %& $
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XenMobile Analyze Manage Configure £ A\, administrator v
Devices Users Enroliment Invitations
Enrollment Invitations show filter Search Q
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Username: admin
New password: i

y n n

IP address:

%

192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [uysnl: ufj

$# & 1 ;' 8 $3
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Generate a random passphrase to secure the server data? [y-nl: y
I 9 ) I'$ , B & " ' $ ¢4, 0 % %!, L, %
" & # *% $"% $ 2 # % ',
$ # R & " H#H % $ " "
Local or remote [l-rl: r
Type (Microsoft SQL, PostgreSQL or MySQL) [mispsmyl: mi
Use SSL [ysml: n
Server: 198.0.2.10
Port: 5432
Username: postgres
Password:
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Hostname: justan.example.com

# " && :
$ #H " &&%" I $ $ % < *% &
3 $# % ) H < % "0

HTTP [BO1: 8O
HTTPS with certificate authentication [4431: 443

HTTPS with no certificate authentication [B4431: 8443
HTTPS for management [44431: 4443

; 5 *% % %' $'H#H & % "% ) %

6 ) )#) % % & $# " % "F),# 9% % -Fo0

Do you want to wuse the same password for all the certificates of the PKI [yl:
New password:

Re-enter new password:

& 3#) % $ "% S "4 ' ) %&%
# % % $
) $ % 1 $ " #e&
I3 % ; ) %) 2
# " && '
| 2 $& % # "
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Username [administrator]: administrator
Pas=zuord:

Re-enter new password:

D2 ) " & (<= " $" % "
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Writing iptables configuratiom...

Restarting iptables...

Upgrade from previous release (ysn) [nl:

Stopping configuration app.
Starting configuration app.
application started successfully

Stopping main app...

Starting main app...
this may take a few minutes

application started successfully

To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:r-203.0.113.8:4443~

Starting monitoring...
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Y XY

XenMobile
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Password
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he initial configuration of XenMobile. Accept options offered by pressing Enters
Return or type your own response and then press Enter~Return.

Cormand prompt window adminiztrator account:
‘hi i r name and passWord yon wse when logging on to XenMobile at the o

Re-enter

$ ;' H# % $ # "H %
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Netuwork settings:

IP ad :s [1:
Netma []
Default gat
Primary DNS s
Secondary IDN5 server (optic
(prnd [ypl:
settings...
mode B, 3 w

Up 18888 Mbp:

Commit seftin
Applying metwor
ethB: intr type
ethd: NIC Link is

$# % $# $

Encryption passphrase:
Generate a random passphrase to s

allocated

Federal Information Processing Standard

Enable (ypsmn) I[nl:

(FIPS) mode:

$ ) % & $

. p=PostgreS0L) [mil:

Z2.wy. lah

oMHunication between clus

1o enable re
ing Firewall menu option in CLI menu once the

ving server and client certificate passwords.

r

%) "

vembers please open port B8 us
tem configuration iz complete

# % $°?

© 1999-2017 Citrix Systems, Inc. All rights reserved.

$

8 %

p.85



Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mi
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

# ) % $ $ "% s &

wj server and client certificate pa ords. .
the =zame pas uzed to gemerate internal Fublic Key In

- all the certificat f the FEI Lypl:

[ DK 1

[ OK 1
[ OR 1

"E % " & $ % ' 5
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application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

YHE ) % " #&

D, " "o wooom % 1 " # "
Dashboard
( $ non ; 2 &
Support
Diagnostics Support Bundle Links

Create Support Bundles

Log Operations Advanced Tools
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	What's new in XenMobile Server 10.5
	Important

	Simplified management and deployment of ShareFile StorageZone Connectors

