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Citrix Secure Developer Spaces™

November 8, 2025

Citrix Secure Developer Spaces, formerly known as Strong Network™ is a secure, cloud‑based
development environment (CDE) platform that enhances developer productivity while maintaining
enterprise‑grade security. It provides fast onboarding through preconfigured workspaces that are
accessible from anywhere—ideal for hybrid and remote teams.

The platform helps protect source code, credentials, and data by eliminating local dependencies and
enforcing strong access controls. Its container‑based environments integrate with common DevOps
tools, CI/CD workflows, and security models such as Zero Trust. Organizations can reduce costs asso‑
ciated with laptops, maintenance, and security software, while gaining real‑time visibility and gover‑
nance over the development lifecycle.

What’s new in Citrix Secure Developer Spaces™

November 18, 2025

Citrix continuously delivers updates to enhance your Citrix Secure Developer Spaces™ experience.
Each release introduces new features, improvements, and fixes to ensure you always have access to
the latest innovations and performance enhancements.
This article highlights the new and updated capabilities available in this release, as well as resolved
issues.

To ensure compatibility and optimal performance, review the latest Technical Requirements for Citrix
Secure Developer Spaces.

Citrix Secure Developer Spaces 2025.10

This release contains the following new features:

Renewal warning for CA certificates

SDS now displays a warning when a CA certificate is approaching expiration, enabling administrators
to take timely action to renew certificates and prevent service disruptions.
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Workspace resource usage insights

SDS now provides historic insights into workspace CPU and RAM consumption. This data is automati‑
cally collectedand stored in theSDSdatabase, and canbeaccessed via theworkspace‑measurements
andworkspace‑measurement‑samples APIs to support rightsizing analysis and long‑term trending in‑
sights.

The system gathers the following information:

• CPU usage over time
• RAM usage over time

The data is retained for 7 days.

For more information, see Workspace resource usage insights

Enhanced idle detection for SSH sessions

When users connect to an SDS workspace via SSH with the SDS/Strong Network plugin, SDS can now
monitor activity with greater precision. This will allow the system to pause idle workspacesmore reli‑
ably, improvingcost efficiencywithoutdisruptingactive sessions. Userswithout theCitrix SDS/Strong
Network plugin installed in their local IDE will be asked to install it via a notification within the SDS
console. Administrators canuse theSDSAPI/v1/metrics/ssh-workspaces-no-extension
-usage to determine a list of users connecting via SSH without the plugin installed.

Note:

The initial version of this release will not change the behavior of the SDS scheduled to minimize
the disruption to existing users. A future minor version will enable the scheduler changes.

Enhanced Quickstart workspace creation

The Quickstart interface, used when creating a new workspace via a Quickstart link, has been en‑
hanced. Before provisioning, users can now review:

• The image and template used to create the workspace
• The organizational location where the workspace will be deployed

Additionally, users can select the template version and geographic deployment location, providing
greater control and transparency during workspace setup.

For more information, see Quickstart
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Support for Azure Cosmos DB

SDS now supports Azure Cosmos DB as a managed database option, in addition to MongoDB Atlas.
This gives teams greater flexibility in choosing the database service that best fits their workloads and
cloud environment.

Workspace template flow: Add draft & promote functionality

NewWorkspace template versions are now created in a draft state. Drafts can bemodified and tested
until they are explicitly promoted to the default version. This workflow simplifies the process of iter‑
ating on templates while preventing users from inadvertently using versions that are not production‑
ready.

For more information, see Create a new version of a Template

Template duplication in the SDS console

ProjectOwners cannowduplicate existingWorkspace templates directlywithin the SDS console. This
makes it easier to create new templates that share the same toolstack and integrations as existing
ones, while allowing for fine‑tuned configuration to meet specific developer needs.

Workspace resource visibility and sorting

The Project/Workspace view now displays the full resource configuration (CPU, RAM, and storage) for
every workspace in a project. Workspaces can also be sorted by these attributes, enabling Project
Owners to quickly identify high‑resource allocations and support rightsizing activities.

New filters in Project/Workspaces view

A new filter option has been added to the Project/Workspaces view, making it easier to identify work‑
spaces with specific characteristics within large projects. Available filter criteria include:

• Owner –workspace owner
• Image –base image used for the workspace
• Created On –creation date
• Status –current workspace status
• CPU, RAM, Storage –allocated resources

This enhancement streamlines workspace management and helps quickly locate relevant work‑
spaces.

For more information, see Filtering Workspaces
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Optimized Console Responsiveness

Wehave significantly optimized theway the SDS console loads data, resulting in amuchmore respon‑
sive and fluid user experience.

• Near‑instant navigation: Actions that previously had a short delay are now almost instant. For
example, navigating from the platform level into a specific project is notably faster.

• Improved workflow: This foundational enhancement minimizes wait times, improving your
overall workflow andmaking the console feel smoother andmore efficient.

Interactive onboarding guides

When accessing the SDS web console for the first time, users are now presented with interactive on‑
boarding guides. These guides highlight key functionality and walk through important first steps,
helping new users get up and running more quickly.

Updated Visual Studio Code version

SDS workspaces now include Visual Studio Code v1.105.1, providing the latest features, improve‑
ments, and fixes.

Improvedworkspace creation workflow

The input fields for creating a new workspace from a template have been reorganized to reduce the
number of clicks required. Additionally, the proposed workspace name is now automatically gener‑
ated using the format <First Name><First 3 letters of Surname>-<TemplateName
>, streamlining the setup process and ensuring consistent naming.

For example: StevenGal‑Frontend Workspace

Enhanced UX for workspaces without resource limits

SDS now allows customers to create workspaces without CPU or RAM limits, enabling fully elastic
scalability. Workspaces configured with unlimited resources will display an infinity symbol for the
affected resource, providing a clear visual indicator of this configuration.
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Default selection of current user for resource ownership

Whenever SDS prompts for an owner of a newly created resource, the current user is now listed at the
top of the user list. This change streamlines commonworkflows and speeds up the resource creation
process.

Enhanced user details page

Theuserdetails pagenowdisplaysuser‑configuredworkspace schedules and lists allworkspaceswith
custom schedules. This page is also accessible to Project Owners, in addition to Security Officers.
The enhanced view provides better visibility into a user’s context and special configurations, aiding
troubleshooting and workspace management.

Backstage plugin for SDS

SDS now offers a plugin for Backstage, enabling users to list and access all workspaces associated
with a specific software project, aswell as create newworkspaces directly fromBackstage. For organi‑
zations using a Backstage‑based Integrated Developer Portal, this integration streamlines developer
workflows and simplifies workspace management.

For more information, see Citrix SDS Workspaces Plugin for Backstage

HashiCorp Vault integration for secret management

SDS now integrates with HashiCorp Vault, the leading secret management solution. When enabled,
all secrets previously stored in the SDS database are securely stored in Vault. This includes:

• Platformsecrets: PlatformSSHprivate key, OAuthapp secrets, email gateway secrets, andwork‑
space image registry credentials

• User secrets: User SSH personal identity, private SSH keys, and GPG keys

This integration enhances security by centralizing secret management and leveraging Vault’s robust
access controls and auditing capabilities.

For more information, see Use HashiCorp Vault as a Secret Manager

Usage Telemetry

SDSnowcollects usage telemetry tohelp improve theplatform. This telemetry is used for understand‑
ing feature adoption and identifying areas for performance and usability improvements. No personal
data is collected, and all information is handled in accordance with organizational privacy policies.
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Pendo integration for in‑app guidance and analytics

SDSnowcollects usage telemetry tohelp improve theplatform. This telemetry is used for understand‑
ing feature adoption and identifying areas for performance and usability improvements. No personal
data is collected, and all information is handled in accordance with organizational privacy policies.
https://FQDN/platform/settings/analytics/usage_analytics

For more information, see Usage Analytics

Fixed issues

February 3, 2026

Citrix Secure Developer Spaces™ includes the following fixed issues:

2025.10.10

Security

• This release includes several vulnerability fixes across the platform’s core services.

2025.10.9

General

• Resolved an issue with the VSCode Extensions Gallery that prevented the discovery and instal‑
lation of extensions.

New features

• Upgraded the NetScaler Ingress Controller (NetScaler CPX) from version 3.2.22 to 3.3.2. This
update provides improved stability and higher performance for ingress traffic management.

2025.10.8

Security

• This release includes several vulnerability fixes across the platform’s core services.
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2025.10.7

Security

• Refactored the Helm Chart RBAC configuration to enhance the platform’s security posture
through least‑privilege principles. The previously unified ClusterRole has been split into two
specific scopes:

• Namespace‑scoped Role: Manages workload‑specific resources, including pods, jobs,
and secrets.

• Minimal ClusterRole: Restricted to essential cluster‑wide resources, such as nodes, stor‑
age classes, andmetrics.

2025.10.6

General

• Fixed a bug in 1‑click VM environments using OAuth integration that prevented local IDEs from
successfully connecting via SSH Extensions and Plugins. This resolution ensures that develop‑
ers can utilize their local IDE tools (such as VS Code Desktop or JetBrains Gateway) seamlessly
within the authenticated workspace session.

2025.10.5

General

• Added support for F5 nginx annotations. Platform administrators can now utilize F5 nginx fea‑
tures by enabling the dedicated controller support. To enable this feature, set the following
configuration option:

1 platform:
2 ....
3 useF5NginxController: true

Security

• Updated the Go language runtime to version 1.25.5, which addresses and patches known secu‑
rity vulnerabilities.
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2025.10.4

General

• Fixed a permission issue that prevented users with the Security Officer role from successfully
disabling analytics features on the platform configuration settings page.

• Resolved an issue causing the Workspace API component to enter a CrashLoopBackOff state
when the systemwasmanaging a large number of active or decommissioned workspaces.

New features

• Added a new configuration option to disable Amazon EKS auto‑mode detection during cluster
setup. This provides more granular control in specific deployment environments. To use this
option, add the following setting to your cluster configuration:

1 region:
2 clusterConfig:
3 disableAutoModeCheck: true

• Introduced Terraform support for managing user groups. This allows administrators to provi‑
sion, update, and manage workspace user groups using standard Infrastructure‑as‑Code prac‑
tices.

2025.10.3

General

1 region:
2 clusterConfig:
3 disableAutoModeCheck: true
4 ```

• Automation Introduced Terraform support for managing user groups. This allows administra‑
tors to provision, update, andmanageworkspace user groups using standard Infrastructure‑as‑
Code practices.

2025.10.3

General

• Fixed an issue where some Visual Studio Code (VSCode) dependencies failed due to an underly‑
ing C standard library requirement. The minimum required glibc version is now 2.28 to ensure
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full stability and compatibility with remote VSCode functionality on supported Linux distribu‑
tions.

Security

• Updated the Go language runtime to version 1.25.4, which addresses and patches known secu‑
rity vulnerabilities.

2025.10.2

General

• Resolved Slow Database Migration Performance. An optimization was applied to the database
migration engine. This fix significantly reduces the time required to run database updates dur‑
ing product rollouts and version upgrades.

2025.10.1

General

• Removed Dependency on the C Standard Library (libc). The core workspace components have
been updated to remove the explicit runtime dependency on libc.

Getting Started

September 29, 2025

Overview

Citrix Secure Developer Spaces (SDS), formerly known as the Strong Network™ platform, is a secure,
cloud‑based development environment (CDE) designed to enhance developer productivity while
maintaining enterprise‑grade security. The platform’s primary’s purpose is to streamline the
provisioning and management of coding environments, allowing organizations to boost efficiency
and collaboration among internal and external teams.

It provides fast onboarding through preconfigured, container‑based workspaces that are accessible
from anywhere, making it ideal for hybrid and remote teams. The platform can be deployed flexibly
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on public or private clouds and self‑hosted servers, and it even supports fully air‑gapped modes for
high‑security settings.

By centralizing development resources and eliminating local dependencies, SDS helps protect source
code, credentials, and intellectual property. It enforces strong access controls and integrates with
securitymodels like Zero Trust, reducing the risk of data leaks and supportingDevSecOps practices.

Ultimately, the platform helps organizations reduce costs associated with high‑spec laptops, mainte‑
nance, and security software, while gaining real‑time visibility and governance over the development
lifecycle. Its environments seamlessly integrate with common DevOps tools and CI/CD workflows to
improve IT efficiency, developer productivity, and overall governance.

Tech Brief: Citrix Secure Developer Spaces

October 17, 2025

What is a Cloud Development Environment?

Today, modern application developers are the driving force behind innovation. However, equipping
themwith the necessary tools and access whilemaintaining stringent security and compliance poses
a significant challenge for IT departments. This results in inconsistent local setups, slow and error‑
prone onboarding, dependency conflicts, limited compute resources, and inadequate collaboration
tools.

ACloudDevelopmentEnvironment (CDE) is apurpose‑built, centrallymanagedworkspace thatpro‑
vides developers with all the necessary tools, libraries, dependencies, and access to source code and
internal systems, all within a highly controlled and isolated security perimeter. Unlike traditional
setups built on physical workstations or general‑purpose virtual desktops, a CDE is specifically en‑
gineered to address the unique needs of software development while mitigating the inherent risks
associated with intellectual property, sensitive data, and supply chain vulnerabilities.

For Citrix and End‑User Computing (EUC) administrators, understanding CDEs is crucial. Traditional
Citrix deployments excel at delivering standardized applications and desktops. Still, they often fall
short when it comes to the dynamic, high‑privilege, and usually volatile nature of a developer’s work‑
flow. CDEs, such as Citrix Developer Spaces (SDS), in contrast, offer:

• Enhanced Security Posture
• Streamlined Compliance
• Improved Developer Experience & Productivity
• Cost Efficiency & Scalability
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• Mitigation of Supply Chain Risk

In essence, a Cloud Development Environment moves beyond simply providing a remote desktop;
it’s a strategic shift towards a more secure, efficient, and compliant model for modern application
development, perfectly complementing and enhancing your existing EUC strategy.

What is Citrix Secure Developer Spaces?

Citrix Secure Developer Spaces (SDS), formerly known as Strong Network, offers a secure and produc‑
tive CDE that can be deployed in private clouds (Azure, AWS, or GCP) or self‑hosted on‑premises on
Kubernetes platforms. SDS also works in a full air‑gappedmode for high‑security environments. The
SDS platform enhances developer productivity while ensuring enterprise‑level security. It enables
organizations to streamline the provisioning and management of modern application developer en‑
vironments, improving efficiency and collaboration among internal and external teams. By centraliz‑
ingdevelopment resources and integratingautomated security features, theplatform reduces the risk
of data leaks and intellectual property theft, enabling safe remote work and supporting DevSecOps
practices.

Cloud Development Environment (CDE)

At its core, SDS provides secure, fast, and highly flexible, ready‑to‑code development environments
that are accessible online. These CDEs are architected as lightweight, containerized, and Linux‑based
instances, ensuring efficient and agile coding experiences. Designed for maximum deployment flexi‑
bility, they can be self‑hosted on Kubernetes, allowing organizations to deploy them on‑premises or
within their private cloud infrastructure –Amazon AWS, Microsoft Azure, or Google Cloud (GCP).
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Access

SDS empowers developers with the freedom to work from anywhere, on virtually any device, by pro‑
viding seamless access to powerful online development environments. Developers benefit from flexi‑
ble access options, including a secure web browser interface or direct integrationwith their preferred
local IDE or terminal via SSH.

Developers may prefer a web browser interface over a local IDE for its zero‑setup convenience, con‑
sistent cloud‑based environment, and secure remote access. In contrast, a local IDE is often chosen
for its deep customization. Browser‑based tools enable instant collaboration, standardized configu‑
rations, and access from any device, eliminating the need for local installation or maintenance. This
makes them ideal for onboarding, remote work, and managing secure or shared development envi‑
ronments.

To ensure the highest level of data security, a sophisticated front‑end Data Loss Prevention (DLP)
mechanism actively monitors and detects sensitive tokens, credentials, and proprietary code, pre‑
venting unauthorized exposure or exfiltration.

Workspace

A Workspace in Citrix Secure Developer Spaces is a dedicated, preconfigured development environ‑
ment provisioned in the cloud or on‑premises infrastructure where a developer can securely build,
test, and run code. Workspaces can be tailored with preconfigured templates, specific tools, and re‑
source limits, ensuring consistent, compliant, and high‑performance environments. This approach
provides developers with flexibility while maintaining strong governance, data protection, and oper‑
ational control.
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Endpoint Standardization

This solution revolutionizes endpoint management by enabling the widespread adoption of uni‑
form, low‑cost endpoints, encompassing Bring Your Own Device (BYOD), thin clients, and even
low‑specification Virtual Desktop Infrastructure (VDI). This is achieved by isolating and centralizing
development environments remotely. This frees developers from setting up their environments,
eliminating the need to install and maintain dependencies, software development tools, security
patches, and plug‑ins, which increasingly include AI code assistants.

How Citrix Secure Developer Spaces empowers you to deliver amodern application
developer experience

Fully managed Cloud Development Environments

Providingperformant, consistent, and secure Linux‑baseddevelopment environments for developers
whoprimarilyuseWindowsendpoints canbeamonumental task. ManagingWSL installations, Docker
Desktop configurations, and ensuring compliance across numerous local machines is a significant
drain on IT resources and introduces security vulnerabilities.
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Citrix Secure Developer Spaces Benefits

Deliver pre‑configured, fully managed Linux
development environments directly from the
cloud.
Developers access these powerful, consistent
environments via a secure, browser‑based
interface –no complex local installations of WSL
or Docker are needed on their Windows
machines.
This simplifies management, eliminates
configuration drift, and significantly reduces
endpoint security risks, all while providing the
native Linux experience developer’s demand.
It’s the ideal solution for centralizing control and
ensuring compliance for your diverse developer
toolchains.

• Reduced Endpoint Complexity: No more
wrestling with local WSL/Docker
installations.

• Enhanced Security Posture: Centralized,
managed Linux environments eliminate a
wide array of endpoint vulnerabilities.

• Consistent Dev Experience: Every
developer gets the exact same,
pre‑approved toolset, reducing “it works
onmymachine”issues.

• Simplified Management: Provision,
update, and secure all Linux developer
environments from a single pane console.

Developers

Onboarding external contractors, partners, or offshore teams onto your development projects often
involves shipping expensive, pre‑configured laptops, configuring VPNs, and managing complex net‑
work access. This is slow, costly, and inherently risky, making it difficult to scale andmaintain control
over sensitive intellectual property.

Citrix Secure Developer Spaces Benefits

Provide secure, online, always‑accessible
development environments that external
developers can access from any device with a
web browser.
These environments are isolated, secure, and
pre‑loaded with everything needed, ensuring
developers are productive from day one without
exposing your internal network or requiring
complex endpoint management.
Data never leaves the secure cloud environment,
drastically reducing data exfiltration risks.

• Rapid Onboarding: Instant access for
external teams, eliminating logistical
delays.

• Zero‑Trust Security: Data and code
remain within the secured cloud
perimeter, never residing on unmanaged
external devices.

• Simplified Access Management:
Granular control over what external
developers can access and do within their
environments.

• Scalability & Flexibility: Easily spin up or
tear down environments as project needs
change.

Developer Onboarding & Offboarding

The traditional process of setting up new developer workstations –ordering hardware, imaging, soft‑
ware installation, and access configuration –can take days or even weeks. This results in lost produc‑
tivity for new hires and contractors, as well as significant administrative overhead for IT, particularly
in agile environments with high employee turnover.

Citrix Secure Developer Spaces Benefits

Automate the entire development environment
provisioning process.
With Secure Developer Spaces you can provision
ready‑to‑code, fully configured developer
environments in minutes, not days.
Templates ensure consistency, and granular
access controls mean new teammembers get
exactly what they need, instantly.
Offboarding is equally swift, allowing immediate
revocation of access to sensitive code and data.

• Accelerated Productivity: Developers
start coding immediately upon joining.

• Significant Time Savings: Automate
repetitive setup tasks, freeing up valuable
IT resources.

• Enhanced Security: Instant offboarding
minimizes the risk of lingering access for
departing personnel.

• Standardization: Ensure every new
environment meets your exact
specifications and security policies.
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Bring Your Own Device

Developers increasingly want to use their preferred personal devices (BYOD), but this introduces sig‑
nificant security and compliance challenges for IT, as it allows personal devices while ensuring intel‑
lectual property (IP) is protected and corporate data remains secure.

Citrix Secure Developer Spaces Benefits

Transform anymodern web browser into a
secure, high‑performance portal to a fully
functional cloud development environment.
Developers can use their personal laptops,
tablets, or even thin clients to access their
complete development stack with no code or
sensitive data ever touching their local device.
This ensures a flexible work experience without
compromising security.

• Enhanced Security: No IP or sensitive
data ever resides on personal devices,
preventing data leakage.

• Cost Savings: Reduce or eliminate the
need to procure andmanage
corporate‑issued developer hardware.

• Developer Flexibility & Satisfaction:
Empower developers to work how and
where they choose, boosting morale and
productivity.

• Simplified Device Management: Focus
onmanaging the secure cloud
environment, not an endless array of
endpoints.

How Citrix Secure Developer Spaces integrates with DevOps Tools

Citrix Secure Developer Spaces gives developers the freedom to work with the tools they rely on to‑
day, including popular and AI‑assisted IDEs, while remaining flexible enough to support the evolv‑
ing DevOps tools of tomorrow. With broad support for IDEs, code repositories, authentication stan‑
dards, and DevOps integrations, SDS fits seamlessly into existing workflows without locking teams
into a fixed ecosystem. Workspace Apps in SDS enable developers to share securely and test apps
running within their cloud workspaces. With controlled access and port mapping, teams can collabo‑
rate, demo, and debug services without exposing the complete environment.

Supported IDEs

The SDS platform supports a range of Integrated Development Environments (IDEs), including Mi‑
crosoft Visual Studio Code Desktop, JetBrains Gateway, Cursor, and Windsurf. Notably, both Cursor
and Windsurf offer AI‑assisted development features to enhance productivity and code quality. By
default, SDS provides Visual Studio Code for the Web, with the flexibility to manually integrate addi‑
tional web‑based IDEs as needed. Developers can also leverage GitHub Copilot within these cloud‑
based IDEs, enabling AI‑powered code suggestions, completions, and contextual guidance directly in
SDS workspaces, combining productivity enhancements with the platform’s secure, ephemeral envi‑
ronment.

The platformalso includes a built‑in CLI terminal that supports traditional editors such as Vi, Vim, and
Emacs.
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Code Repositories

Code repositories are essential for storing, tracking, and collaborating on source code in software
development projects. The SDS platform offers a unique enhancement to the developer experience
by providing secure, automated single sign‑on to all platform resources. This eliminates the need
for developers to have explicit knowledge of resource credentials when accessing GIT applications,
repositories, and HTTP/SSH services from the workspace.

Code repositories are fundamental to storing, tracking, and collaborating on source code in modern
softwaredevelopment. TheSDSplatformenhances thedeveloper experiencebyproviding secure, au‑
tomated single sign‑on (SSO) to all platform‑integrated resources. This streamlined access removes
the need for developers to manage or be aware of individual credentials when connecting to GIT ap‑
plications, repositories, or HTTP/SSH services directly from their workspace.

The SDS platform currently supports direct integration with the following Git‑based
repository providers

• GitHub
• GitLab
• Bitbucket
• Azure Repos
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Authentication

SDS offers a range of authenticationmechanisms designed to ensure secure access to its CloudDevel‑
opment Environments (CDEs). Key mechanisms include:

• Single Sign‑On (SSO): Integration with identity providers like Azure AD and Okta to streamline
and secure the authentication process.

• Multi‑Factor Authentication (MFA): Adds a layer of security by requiring multiple forms of verifi‑
cation.

• OAuth, SAML, and OpenID Connect: Standards for token‑based authentication to enhance se‑
curity across applications and services.
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REST API

The SDS platform provides comprehensive control and integration through its REST API, which fea‑
tures over 150 endpoints (detailed on the platform’s REST API page). This enables the completeman‑
agement of enterprise applications and seamless integration with security and analytics tools, such
as Splunk and Sumo Logic.
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Summary

By leveraging Citrix Secure Developer Spaces, Citrix EUCAdministrators can transform their approach
to modern application development, moving frommanaging individual, high‑maintenance worksta‑
tions to orchestrating a highly secure, scalable, and cost‑efficient cloud‑native developer platform.

Architecture Diagram

October 2, 2025

The architectural diagram of a CDE has the following components:

• One Kubernetes cluster with auto‑scaling node and storage Container Storage Interface(CSI)
driver capacity to host the SDS platform and workspace.

• A container registry
• MongoDB database
• Code repositories, for example, Bitbucket or GitHub
• Optional: Additional Kubernetes clusters set up in different regions to ensure global accesswith
optimized network latency.

• Optional: An identity provider (SAML), such as Okta
• Optional: Observability
• Optional: Private access using Citrix Workspace™, Enterprise Browser, or SPA

ThekeycomponentsofSDS ‑ theCloudDevelopmentEnvironment (CDE)Platform includeKubernetes
clusters, a container registry, and a MongoDB database. You can leverage resources from any cloud
service provider, use your hardware in a data center, or even use a hybrid.

The core components of the Azure‑based sample deployment depicted in the architecture diagram
above are:

• Azure Kubernetes Services for platform and regions
• Service node pool with two Standard_D8as_v5 VMs
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• Workspace node pool with Standard_D16as_v5 VMs with auto‑scaling
• Azure Container Registry
• Premium Tier
• Geo Replication peers
• MongoDB Atlas cluster
• M10 (2 GB RAM, 8 GB Storage) with auto‑scaling
• Read‑only nodes for regions

If you are not using Azure, you can choose from the following alternatives:

• Kubernetes Cluster:

• Amazon Elastic Kubernetes Service
• Google Kubernetes Engine

• Container Registry

• Amazon Elastic Container Registry
• Google Container Registry

Note:

Further deployment guidance and best practices can be found on Citrix Tech Zone

Technical requirements for deploying Citrix Secure Developer Spaces™

January 13, 2026

This guide defines the essential platformandoperating systemprerequisites for running Citrix Secure
Developer Spaces™ (SDS).

• Deployment Options: Choose between a cloud account (AWS, Azure, GCP) or an on‑premises
Kubernetes deployment (Red Hat OpenShift, VMware Tanzu). Make sure your account has the
necessary cloud infrastructure permissions.

• Kubernetes Cluster: Use a dedicated Kubernetes cluster running version 1.20 or higher. Do not
share the cluster with other applications.

• Kubernetes Node OS (AWS‑specific): Use Amazon Linux as the Kubernetes node operating
systemwhen deploying on AWS.

• Kubernetes Node Architecture: Ensure all nodes run on the amd64 architecture, as arm64 is
not supported.
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Networking Requirements

These specifications ensure that the platform can reliably route, secure, and expose services across
environments.

• Ingress gateway: UseCitrix NetScaler® as the recommended ingress controller. Nginx and Istio
gateways are also supported.

• Network Policy API: Use the networking.k8s.io/v1 API. If unavailable, install Calico or
Cilium to enable network policy support.

• DNS & SSL: Configure two DNS domains and apply valid SSL certificates. For proof‑of‑concept
(PoC) deployments, certificates are optional but strongly recommended. The second domain
must be a wildcard subdomain of the first domain. For instance:

• example.com
• *.proxy.example.com

Storage Requirements

These requirements define the persistent data capabilities needed for workspace and service stor‑
age.

• Persistent Volume Claims API: Provide persistent storage using the Kubernetes Persistent Vol‑
ume Claim API.

Deployment Tooling

These specify the tools necessary to install and configure Secure Developer Spaces components in
Kubernetes.

• HelmCLI tool: Install theHelmCLI todeploySecureDeveloper Spacesusing theprovidedHelm
chart.

Enterprise‑Grade Service Recommendations

We strongly recommend these configurations for production environments to ensure scalability, reli‑
ability, and enterprise‑grade security, although they are optional for PoC deployments.

• Database: Use a MongoDB Atlas subscription for database management in production deploy‑
ments. For PoC environments, the system deploys an internal MongoDB container by default.

• Identity & Access Management: In production, configure an identity provider (SAML or OIDC),
suchasOkta, formanaginguser identity andaccess. The systemprovidesbasic email/password
authentication by default.
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Connectivity for Installation & Licensing

This section outlines the external URLs your environment must access to download the required in‑
stallation components and validate your license.
During installation, the system connects to the Citrix Secure Developer Spaces license server to vali‑
date the license and generate a temporary token for accessing the container image artifactory. If your
environment is air‑gapped, request an offline license.

Here is a specific list of the required packages and images, along with their locations:

• License Server

• URL: api.enterprise.strong.network
• Purpose: Used for online license verification.

• Installer Image

• Source: Docker Hub
• Image: strongnetwork/strong_installer:2025.10.7

• Helm Chart Package

• Source: Google Artifact Registry (GCP)
• Primary URL: europe-docker.pkg.dev/strong-network-release/charts
/ninjahchart:2025.10.7

• Mirrors: Regional mirrors are available at us-docker.pkg.dev and asia-docker.
pkg.dev.

• Container Images (Artifactory)

• Source: Google Artifact Registry (GCP)
• Primary URL: europe-docker.pkg.dev/strong-network-release/images
• Mirrors: For improved performance, regional mirrors are available at us-docker.pkg
.dev and asia-docker.pkg.dev.

• Required Service Images:
• browser_in_browser:2025.10.7
• cloud_editor_sidecar_proxy:2025.10.7
• frontend:2025.10.7
• sn_enterprise_bundle:2025.10.7

• RequiredWorkspace Image:
• ws-images/cloud_editor_generic:2.3.1

• Optional Workspace Images (not required for the default installation):

• ws-images/android_studio:2.2.5
• ws-images/goland_go:2.2.5
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• ws-images/intellij_java:2.2.5
• ws-images/intellij_ultimate:2.2.5
• ws-images/phpstorm_php:2.2.5
• ws-images/pycharm_python:2.2.5
• ws-images/webstorm_image:2.2.5

Deploy Secure Developer Spaces™ inmultiple regions

October 10, 2025

This guide describes how to deploy Citrix Secure Developer Spaces™ acrossmultiple Kubernetes clus‑
ters or regions. Amulti‑region setup improves developer experience by reducing latency and improv‑
ing performance by routing users to the closest regional cluster.

Core concept

Amulti‑region deployment consists of:

• Primary (central) deployment –Hosts the main database and services.
• Regional deployments –Stateless deployments that connect to the primary deployment’s
database and services.

To ensure seamless operation, critical configuration values (especially secrets for authentication and
encryption) must be synchronized from the primary deployment to each regional deployment. This
synchronization is done by copying specific values from the primaryHelmdeployment to the regional
Helm chart.

How to deploy to additional regions

Like the primary deployment, regions are managed through Helm charts.

While the regional Helm charts are similar to those of the primary deployment, themain difference is
that several values that are usually auto‑generated during the first deploymentmust bemanually
copied from the primary deployment to the regional Helm charts.

These values include:

• Database authentication credentials and connection parameters
• Secrets for signing cookies and tokens
• Secrets for encrypting stored values
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Populate the Helm charts

1. Copy the values from the primary deployment’s platform section.
2. Add a region section and set isExternalRegion to true.

Example values.yaml:

1 platform:
2 imageTag: "" # Image tag for services
3 hostName: "" # Main domain used to access the platform

, e.g. strong-network.example.com
4 centralProxyHostname: "" # Wildcard domain for workspaces, e.g.

proxy.strong-network.example.com
5 jwtSecret: "" # Use the same jwtSecret as in the main

deployment
6 secretKeyReposB64: "" # Example: openssl rand -base64 16
7 # Include all other values from the primary deployment's platform

section
8 # ...
9 region:

10 isExternalRegion: true # For regional deployments, set this to
true

Note:

When isExternalRegion is set to true, set platform.internalMongodb to false.

Required fields and their mappings

The following fields must match between the primary and regional deployments:

Field name Description

hostName Domain name of the deployment (used by users
and API).

centralProxyHostname Workspace sub‑domain of the main deployment
(usually proxy.<hostName>)

jwtSecret Secret for signing tokens and cookies.

secretKeyReposB64 Secret for encrypting values.

Retrieve secrets from the primary deployment

Run the following commands in the namespace of the primary deployment cluster to extract the
required values.
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Get the hostName value

1 kubectl get secrets strong-network-secret -o yaml

Copy the hostName value from the output.

Get the secretKeyReposB64 value

1 kubectl get secrets strong-network-secret -o yaml

Copy the secretKeyReposB64 value, then base64 decode it before pasting it into the regional
Helm charts.

For example:

1 echo "<base64-encoded-value>" | base64 --decode

Next steps

• Verify that all required secrets and configuration values are synchronized between the primary
and regional deployments.

• Deploy the Helm chart for the regional cluster.
• Confirm that developers can connect to the nearest regional deployment withminimal latency.

1‑Click VM for deploying Citrix Secure Developer Spaces™

January 13, 2026

Use this guide to deploy a virtual machine (VM) running the Citrix Secure Developer Spaces™ (SDS)
platformusing the automated installer. The installer provisions infrastructurewith Terraform, installs
a lightweight Kubernetes cluster (K3S), anddeploys theplatform. It also configuresDNSandmanages
TLS certificates.

Note:

The 1‑click VM is purpose‑built for proof‑of‑concept (POC) and demo environments. It has been
optimized for implementation simplicity and provides the same functional capabilities as a stan‑
dard deployment. However, it is not designed for scalability and cannot be converted into a
production‑grade installation. There is no upgrade path from a 1‑click VM to a full production
deployment.
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Prerequisites

• Docker installed on your local machine.
• Cloud provider credentials (AWS, Azure, or GCP).
• Admin email and password for platform access.

Run the installer container

Pull and run the installer from Docker Hub. This command mounts your current directory into the
container to share configuration files.
The installer uses the current working directory to download and install SDS. It’s recommended that
you create and use a dedicated folder for this 1‑click deployment before running the installer.

1 docker run -it --rm -v ${
2 PWD }
3 :/strong-network/shared strongnetwork/strong_installer:2025.10.7

Deploy the platform

Once inside the container shell, start the deployment process:

1 ./strong-cli deploy-demo

Follow the on‑screen prompts to configure your deployment.

• Admin Credentials: Provide an admin email and create a secure password.

• VM Size: Select a VM size. The size determines the maximum number of concurrently active
workspaces.

Information:

You can resize the VM later if needed.

• Cloud Provider: Choose where to deploy: AWS, Azure, or GCP.
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• Cloud Credentials: Provide your cloud identity. The specific steps will vary by provider.

For example, GCP will list available projects for selection.

• Region: Select the deployment region. Choose a predefined region (US, EU, ASIA) or select
specific datacenter to enter a custom datacenter location.

Terraformwill now provision and configure your resources.

What to expect

After deployment, you’ll have:

• A VM running the SDS Platform
• A secure URL to access the SDS platform
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Warning

• Initialization Time: The login page may appear before all services are initialized. If you
see an invalid username or password error, wait up to 5 minutes for the SDS platform to
fully initialize before trying again.

• License and certificates: The initial SDS platform license is valid for 6 months.
• TLS certificates: TLS certificates are valid for 3 months.

Setup Code Repository Applications

October 2, 2025

This folder contains a list of guides on how to set up different code repositories:

• GitHub
• GitLab
• Bitbucket
• Azure DevOps
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Azure Dev Ops integration as Code Repository Provider

October 2, 2025

Follow these steps to create an OAuth App in Azure DevOps to connect it to the platform.

• Using an Azure DevOps account, go to the following link:
Register an application

• Click on the “Add consumer”button and set the following fields:

• Company Name: Your company”™s name.
• Application Name: The name you want to give to the application. It will be public.
• ApplicationWebsite: Set to https://example.com/oauth/apps/callback (re‑
place example.comwith the proper domain name).

• Authorization Callback URL: Set to https://example.com/oauth/apps/
callback (replace example.com with the proper domain name). This URL can be
found in the admin panel of the Strong Network platform.

• Authorized Scopes: Code (read and write) and Project and team (read
).

• Oncedone, click the “CreateApplication”button. Youwill bepresentedwith theClient ID (called
App ID) and the Secret (called Client Secret) after clicking the “Show”button. Enter these fields
in the Admin configuration of the Strong Network™ platform.

• Register an application
• https://example.com/oauth/apps/callback

• Specify the Azure Organization name. This application can only access repositories under this
specific organization. To access repositories fromdifferent organizations, createmultiple Azure
DevOpsCodeRepositoryApplications, eachwith its correspondingorganizationname. Youmay
use the same Client ID and Secret across all of them.
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Paste Client ID, App Secret and Organization name from steps above:
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Bitbucket Cloud Integration as Code Repository Provider

December 23, 2025

Follow these steps to create an OAuth App in Bitbucket Cloud to connect it to the platform:

• Navigate to OAuth Consumers:

• Using aBitbucket account, go to themain organization settings and then to “OAuth consumers”
.

• You can follow this https://bitbucket.org/[YOUR_DOMAIN_NAME]/workspace/
settings/api to reach this menu directly.
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• Add a New Consumer:

• Click on the “Add consumer”button and set the following fields:

• Name: The name you want to give to the application. It will be public.
• Callback URL: The URL should have a structure similar to https://example.com/
oauth/apps/callback, where “example.com”should be replacedwith the proper do‑
main name. This URL can be seen from the admin panel of the Secure Developer Spaces
platform.

• This is a private consumer: This should already be selected by default; leave it as it is.
• Scopes: Select “Read”under the Account section and “Write”under the Repositories sec‑
tion, and “Read”under the Pull requests section. This can also be checked in the Secure
Developer Spaces™ Platformwhen clicking the “Add Bitbucket”button.

• Complete the Registration:

• After clicking the “Save”button, youwill be presentedwith the Client ID (called Key) and Secret,
which you need to enter in the platform configuration.

Bitbucket Server or Data Center Integration as Code Repository Provider

In this section, we will see how to connect the Secure Developer Spaces platform to a self‑hosted
Bitbucket instance:

• Configure Secure Developer Spaces Platform:

• Go to the Secure Developer Spaces platform settings and open the “Code Repository Applica‑
tions”menu.

• Click on the “Add Bitbucket”button.

• Select the checkbox for “Bitbucket Server or Data Center (self‑hosted)”.

• Set the Following Fields:

• Bitbucket App Name: It can be anything. This is what users will see when using this Code
Repository Provider.

• Custom Domain: Enter the URL where the Bitbucket instance is hosted. If no scheme is given,
HTTPS will be chosen by default.

• Enforce Users to Connect: If selected, users will need to connect to Bitbucket before they can
open their workspaces. This can prevent misconfiguration/permission issues on the user side.

• Complete the Registration:

• Click the “Create”button to complete the configuration on the Secure Developer Spaces plat‑
form side.
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• Save the “Bitbucket Server Public Key”for later use. This can also be found in the edit menu
after clicking the “Create”button.

• Configure Bitbucket Instance (Version 7.20 or Later):

• Go to Administration > Applications > Application Links and click on “Create link”:

• Application Type: External application
• Direction: Incoming
• Click on continue
• Set a unique name
• Redirect URL: Set tohttps://example.com/oauth/apps/callback, where “ex‑
ample.com”should be replaced with the proper domain name.

• Application Permissions: Account: Write, Repositories: Admin
• After clicking the “Save”button, enter “strong_network”for both Client ID and Client Se‑
cret.

• Configure Bitbucket Instance (Version 7.20 or Earlier):

• Go to Administration > Application Links.

• Enter the platform URL (e.g., https://example.com, where “example.com”should be re‑
placed with the proper domain name).

• Click on “Createnew link”. If you see a “No response received”error, ignore it and clickContinue.

• In the following menu, enter:

• Application Name: It can be anything.
• Application Type: Generic Application
• Service Provider Name: It can be anything (recommended: “strong_network”).
• Consumer Key: Set to “strong_network”.
• Shared Secret: Set to “strong_network”.
• Request Token URL: Set to http://example.com, where “example.com”should be
replaced with the proper domain name.

• Access Token URL: Set to http://example.com, where “example.com”should be re‑
placed with the proper domain name.

• Authorize URL: Set to http://example.com, where “example.com”should be
replaced with the proper domain name.

• Check “Create incoming link”and click Continue.
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• In the following menu, enter:

• Consumer Key: Set to “strong_network”.
• Consumer Name: Set to “strong_network”.
• Public Key: Enter the value that can be seen in the platform.
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• Complete the Configuration:
• Click on Continue. The configuration is complete.

GitHub Integration as Code Repository Provider

October 2, 2025

Follow these steps to create an OAuth App in GitHub to connect it to the platform:

• Navigate to Developer Settings:
• Using a GitHub account, go to its settings and then to “Developer settings”.
• Inside this menu, click on “OAuth Apps”.
• You can follow this https://github.com/settings/developers to reach this menu directly.

• Register New Application:
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• Click on “Register new application”and you will be presented with a screen to set:

• Application Name: At your discretion.
• Homepage URL: Themain route of the domain where the platform is running.
• Authorization Callback URL: The URL should have a structure similar to https://
example.com/oauth/apps/callback, where “example.com”should be replaced
with the proper domain name (same as the Homepage URL).

• Complete the Registration:

• When this process is done, click on the green button “Register application”.

• You will be redirected to a new application page where you can see the Client ID and generate
the Secret that needs to be set in the platform configuration.

• Give Organization Access:
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• You will need to grant the organization access to this newly created OAuth app in the organiza‑
tion you want to connect to the platform.

GitLab Integration as Code Repository Provider

October 2, 2025

Follow these steps to create an OAuth App in GitLab to connect it to the platform:

• Navigate to Applications:

• Using a GitLab account, go to user settings and then to “Applications”.

• You can follow this https://gitlab.com/‑/user_settings/applications to reach this menu directly.

• Create a NewOAuth App:

• Click on “New application”and set the following fields:

• Name: The name you want to give to the application. It will be public.
• Redirect URI: The URL should have a structure similar to https://example.com/
oauth/apps/callback, where “example.com”should be replacedwith the proper do‑
main name.

• Confidential: This should already be selected by default; leave it as it is.
• Scopes: Add the api and write_repository scopes. These are needed to automati‑
cally deploy deployment keys.
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• Complete the Registration:
• After clicking the “Save application”button, you will be presented with the Client ID (called Ap‑
plication ID) and Secret, which you need to enter in the platform configuration.
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Configure Platform Login

October 2, 2025

Configure Login for Users

There are five ways users can log in to the platform:

• Google OAuth provider
• Microsoft OAuth provider (Azure)
• SAML
• OpenID Connect
• Username and password

After configuring the Identity Provider of choice (any of the first 4 options), it can be used to authenti‑
cate users of specified domains. These can be configured under User Access Control, in the submenu
“Domain and IDP”.
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If a domain is added, it means that when adding a user to the platform, that user will authenticate
using the chosen Identity Provider.

In thismenu, youmay choose to check “Allow access to everyone from this domain”whichwill create
user accounts on the fly, without the need to create the account beforehand. This is called Just‑in‑
Time provisioning. This new user will not have any organization or project assigned to them.
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You may also enable two‑factor authentication which will use OTP on any user from the specified
domain. If two‑factor authentication is desired, we recommend setting it up either in your Identity
Provider or in the platform to avoid asking the user to do the process twice.

Google Configuration as Identity Provider (OIDC)

October 2, 2025

To create anOAuth Client to use Google as an Identity Provider, follow these steps to obtain theOAuth
Client ID and Secret required in the platform configuration:

• Go to the Google API Console and create a new project (or use an existing one). The project
name, organization, and location are left at your discretion.
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• Inside theproject, click on “+CreateCredentials”and select “OAuth client ID”from the submenu.
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• You will be presented with a warning to first configure an OAuth consent screen. Click on it.
Select an external consent screen and click create. Fill in the fields at your discretion. The app
name will be seen by users trying to log in to the platform.
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• In the authorized domain, specify the domain in which the platform is deployed.
• Click on “Save and Continue”in the following menus without adding anything until you reach
the summary page, then click on “Back to Dashboard”.

• Click on “Publish App”.
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• Return to the Credentials page and create the credentials for an OAuth client ID.
• On this page, set the application type to “Web application”. The name is left at your discretion.
• In “Authorised JavaScript origins”, specify the domain name in which the platform is deployed.
In “Authorised redirect URIs”, enter the redirect URL, similar to:
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• https://example.com/oauth/callback
• Where “example.com”should be set to the proper domain name.
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• Click on “Create”and note the Client ID and Secret for the platform configuration.

Microsoft Azure Configuration as Identity Provider (OIDC)

October 2, 2025

The platform supports integrationwith Azure Active Directory for logging in with your Microsoft Azure
account. To configure it:

• Go to the Microsoft Azure portal.
• Navigate to the Azure Active Directory.
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• Click on “App registrations”and then “New registration”. Set the following:
• App name: Choose a name that will be publicly visible to users logging into the platform.
• Supported account types: We recommend selecting “Accounts in any organizational directory
(Any Azure AD directory ‑ Multitenant) and personal Microsoft accounts (e.g., Skype, Xbox)”to
allow registered users to log in with their public domain accounts.

• Redirect URI: Set the selector to “Web”and enter a URI similar to https://example.com/
oauth/callback.

• Click on “Register”at the bottom.

• On the next page, note the OAuth Client ID for the platform configuration.
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• To obtain the secret, go to “Certificates & secrets”of the newly created app and click on “New
client secret”. Enter this secret in the platform configuration to complete the setup.

Single Logout (SLO) for Microsoft Azure

To enable Single Logout for the OIDC flow with Azure, configure the following:

• To logout users fromMicrosoftwhen they logout of theStrongNetwork™platform, addanother
URL in theRedirectURI sectionwith just thedomainnameusedby theStrongNetworkplatform.
This URL is used to redirect users back after they log out of their Microsoft accounts.

• Add the optional claim called “login_hint”to the ID token:
• Go to “Token configuration”and click on “Add optional claim”.
• Select ID as token type and then select “login_hint”.
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• To log the user out of the StrongNetwork platformwhen they log out of their Microsoft account,
add the optional claim called “sid”to the ID token type.

• Add a Logout URL under the “Authentication”menu with the structure https://[
domain_name]/auth/logout, where domain_name is the domain under which
you have the Strong Network platform. This endpoint will be called by Microsoft when a user
logs out to also log out the user from the Strong Network platform.

OpenID Connect Configuration as Identity Provider (OIDC)

September 29, 2025

This platform supports integration with OpenID Connect for logging in.

Registering the Application

• Go to the OpenID Provider’s Developer Portal.
• Navigate to the Applications or Clients section.
• Click on “Create New Application”or equivalent. Set the following:
• App Name: Choose a name that will be displayed to users logging in.
• Application Type: Select “Web Application”.
• Redirect URIs: Add the following URI to handle login redirects: https://example.com/
oauth/callback

• Logout Redirect URI: Add the following URI to handle logout redirects: https://example
.com/auth/logout

• Save the application.

Note the Client ID and Client Secret generated during this process. Thesewill be required for platform
configuration.

Configuring Scopes and Claims

Under the Scopes or Permissions section of your application, ensure the following scopes are
included:

• openid
• email
• profile
• Any additional scopes your platform requires.
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Configure claims if necessary. Common claims include:

• sub: Unique identifier for the user.
• email: User’s email address.
• name: Full name of the user.
• preferred_username: Username or handle.

Enabling Single Logout (SLO)

To enable Single Logout (SLO) for OpenID Connect:

Navigate to the Advanced Settings or Logout Configuration section.

Enable Single Logout if supported by the provider.

Add the Logout Redirect URI configured earlier:

https://example.com/auth/logout

Optionally, add the following claims to the ID token:

• sid: Session identifier.
• logout_hint: Provides context for logging out.

SAML Service Provider

October 2, 2025

To seamlessly onboard your users already registered inOkta to the StrongNetwork Platformusing the
SAML 2.0 protocol, follow these steps:

• Configure Your SAML Identity Provider:

• Single Sign‑On URL: Set to http(s)://example.strong.network/saml/acs
where “example.strong.network”is the domain where the platform is deployed.

• Audience URI: Set to http(s)://example.strong.network/saml/metadata
• Attribute Statements:
• email: This attribute is mandatory, and the configuration won’t work without it.
• firstName: Optional; if not set, the email will be used as the username.
• lastName: Optional; if not set, the email will be used as the username.

• Configure the Strong Network™ Platform:

• Log in to the platform as the administrator.
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• Navigate tohttp(s)://example.strong.network/platform/system_configuration
/saml_sp or click on System Configuration ‑> SAML Service Provider Configuration.

• Clickon the “Configure”button toupload themetadataof yourSAML IdentityProvider. You
can upload it either through ametadata URL or by uploading a .xml file.

The SAML configuration is now complete and ready to use.

SCIM Configuration

January 30, 2026

TheCitrixSecureDeveloperSpaces™ (SDS)platformadheres to theSCIM2.0 specification. It isused for
the automatic provisioning, synchronization, anddeprovisioningof users. TheSDSplatformsupports
both the /Users and /Groups endpoints.

• TheUsers endpoint is used to create, update, and delete users in the SDS platform.
• TheGroups endpoint is used to create, update, and delete groups in the SDS platform. You can
thenmap these groups to organization(s) and/or project(s) within the SDS platform.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 58



Citrix Secure Developer Spaces™

Configure the SCIM Provider

A token is required to authorize requests between your SCIM provider of choice and the SDS platform.
As an admin, you can obtain the token at: System Configuration → Identity Providers → SCIM Con‑
figuration

https://example.strong.network/system_configuration/identity_providers
/scim

Please ensure that your SCIMprovider of choice—such asMicrosoft Entra, Okta, or any other SCIM 2.0‑
compliant provider—includes this token in all API requests, using the following authorization header
format:

Authorization: Bearer <token>

Okta

To use Okta, you will need to set these two fields:

• SCIM connector base URL: https://example.strong.network/scim
• Unique identifier field for users: userName

It will look similar to:
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Under users you can enable the following options, as desired:
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Microsoft Entra

TouseMicrosoftEntra, youmust first congfigureacustomEnterpriseApplicationwithin yourMicrosoft
Entra tenant.

Add an Enterprise Application

• Sign in to the Microsoft Entra admin center with at least Cloud Application Administrator per‑
missions.

• Navigate to Identity > Applications > Enterprise applications > All applications.

• Select + New application.

• Select Create your own application.

• Name: Enter a unique name to identify this application instance.
• Integration: Select Integrate any other application you don’t find in the gallary (non‑
gallary)

• Select Create at the bottom of the pane.
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Configure provisioning Once the application is created, follow these steps to set up the SCIM con‑
nection:

• Navigate to *Identity > Applications > Enterprise applications and select your newly created
application.

• Under theManage section in the left sidebar, select Provisioning.
• Click + New configuration

• Select authenicationmethod: Select Bearer authenication.
• TenantURL: Enter your SCIMendpointURL. For example,https://example.strong
.network/scim

• Secret token: Enter the bearer token provided by your service.

• Select Test Connection.

Note:

A successful test connection may be required to proceed.

• Select Save

PingOne

To use PingOne, you will need to set the following fields:

• SCIM base URL: https://example.strong.network/scim

© 1997–2026 Citrix Systems, Inc. All rights reserved. 62



Citrix Secure Developer Spaces™

• User Filter Expression: Modify “username”by “userName”as well as “Eq”to “eq”

When configuring it should look like:

When configured the result should be like:
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Using OneLogin

To use OneLogin, you will need to set the following fields:

• SCIM base URL: https://example.strong.network/scim
• scimusername: Set its value to Email

The configuration should look like:
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The parameters section should look like:
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Using Xecurify (miniOrange)

To use Xecurify, you will need to set the following fields:

• SCIM Base URL: https://example.strong.network/scim
• userName: Set its value to E‑Mail Address

The configuration should look like:
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Configure the SDS Platform

No additional configuration is needed on the SDS platform. SCIM is enabled by default.

You can renew the token at any time. Please note that renewing the token will invalidate any previ‑
ously issued tokens.
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Nginx Ingress Recommended Settings

September 29, 2025

This is a recommended Nginx configuration to speed up the platform in customer deployments. A
default configmap exists in the ingress‑nginx namespace, typically named ingress‑nginx‑controller.
The namemay vary depending on how the ingress was installed on the cluster.

1 kubectl edit configmap ingress-nginx-controller

The configmap data:

1 apiVersion: v1
2 data:
3 allow-snippet-annotations: "true"
4 enable-brotli: "true"
5 keep-alive: 120s
6 keep-alive-requests: "10000"
7 use-gzip: "true"
8 use-http2: "true"
9 kind: ConfigMap
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Citrix SDSWorkspaces Plugin for Backstage

November 5, 2025

Integrate Citrix Secure Developer Spaces™ (SDS) Workspaces into your Backstage developer portal to
direcly manage secure Workspaces.

Overview

Backstage is an open‑source developer portal framework that centralizes software components, infra‑
structure tools, and documentation into a unified interface. It supports a plugin‑based architecture,
enabling extensibility across both frontend and backend layers.
The Citrix SDS Workspaces Plugin allows developers to view and manage SDS Workspaces directly
from Backstage entity pages. This integration enhances developer productivity by embedding work‑
space operations into the tools they already use.

Note:

The SDS Workspaces integration requires both frontend and backend plugins to function cor‑
rectly.

Key Features

• View andmanage SDSWorkspaces from Backstage
• Custom SDSWorkspace cards and tabs on entity pages
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• Secure backend integration with SDS platform APIs
• No client‑side exposure of credentials

Prerequisites

• A running Backstage instance
• Access to Citrix Secure Developer Spaces
• SDS platform base URL

Backstage Plugin Architecture

Backstage Plugin Name Description

@citrixcloud/backstage‑sds‑workspaces Frontend plugin for displaying SDS Workspace
cards and tabs

@citrixcloud/backstage‑sds‑workspaces‑
backend

Backend plugin for secure communication with
the SDSWorkspaces platform

Important:

To use the SDS Workspaces frontend plugin, you must also install and configure the backstage‑
sds‑workspaces‑backend plugin in your Backstage backend project.
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Thebackendplugin acts as thebridgebetweenyourBackstage instanceand theSDSWorkspaces
platform, providing all required APIs for the frontend plugin.

Enable SSH Access to Workspaces in Citrix Secure Developer Spaces™

November 10, 2025

This guide describes how to configure the Citrix Secure Developer Spaces™ (SDS) platform to enable
SSHaccess toWorkspaces. SSHaccess allowsdevelopers to securely connect to the remote filesystem
of a workspace and use remote IDE features in tools such as Visual Studio Code, JetBrains Gateway,
Cursor, or Windsurf.

Note:

WhenusingKubernetes distributions such asMicroK8s, replace thedeployment applicationwith
a DaemonSet.

Overview

The SSH access feature is optional andmust be enabled at multiple levels:

• Platform
• Organization
• Project
• Individual workspace

This guide walks through:

1. Configuring the nginx load balancer to forward TCP requests for SSH access.
2. Enabling SSH access in the platform, organization, and project settings.
3. Using SSH to connect to Workspaces.

Configure NGINX for SSH Access

The nginx load balancermust be configured to handle SSH requests. This is a relatively quick process.
You will need to:

1. Create a ConfigMap named ssh‑mapping in the nginx namespace which maps the SSH port to
the SSH port of the SN workspace service (designated 12345)

2. Edit the DeploymentApp of the nginx ingress controller so that it applies the new ConfigMap in
the –tcp‑services‑configmap flag.
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3. Expose port 12345 in the Service of the nginx ingress controller.

Create a ConfigMap

Tocreate theConfigMap, you first switch to thenamespaceof thenginx controller ‑ bydefault it should
be called nginx. Then, simply run the command to create the ConfigMap:

1 kubectl create configmap ssh-mapping

Edit the ConfigMap’s data field to include a mapping from the SSH port to your release’s workspace
API (it’s listening on port 2222, which is hardcoded, please do not change this value). To do this, edit
the config map:

1 kubectl edit configmap ssh-mapping

Update the data field:

1 apiVersion: v1
2 data:
3 "12345": default/release-workspace-api:2222
4 kind: ConfigMap

Important:

Port 2222 is hardcoded in the Workspace API. Do not change this value.

Update the NGINX Ingress Controller Deployment

Edit theDeploymentApp if thenginx ingress controllerdeployment to include the--tcp-services
-configmap argument:

1 kubectl edit deployment ingress-nginx-controller

Add the following to the Arguments of the controller (under the Args header):

1 spec:
2 --tcp-services-configmap=$(POD_NAMESPACE)/ssh-mapping

Expose Port in the Service

Expose the port in the service of the nginx controller. Add the following entry under the ports field of
the service:

1 kubectl edit svc nginx-ingress-controller
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1 Ports:
2 appProtocol: http
3 name: http
4 nodePort: 30875
5 port: 80
6 protocol: TCP
7 targetPort: http
8 appProtocol: https
9 name: https

10 nodePort: 31800
11 port: 443
12 protocol: TCP
13 targetPort: https
14 name: ssh
15 port: 12345
16 protocol: TCP
17 targetPort: 12345

Once complete, TCP requests to port 12345will be forwarded to the workspace service.

Enable SSH Access in the Platform

SSH access must be enabled at the platform, organization, and project levels individually.

Platform Level

Required role: Administrator or Security Officer

To enable the feature, navigate to the Workspace Platform Settings page:
PlatformOverview → Settings →Workspace Settings → Security Settings

• Locate the Remote Development Over SSH section.
• Toggle the feature on.
• Ensure the SSH port matches the exposed port in the nginx load balancer (12345).
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The administrator can also configure the validity period for public keys used in authentication with
the Workspace.

When connecting to a workspace with SSH, the user will be given the following prompt:

When opening the provided, link they will reach the following page:

Fromhere, the user can either allow or dismiss the request. Additionally, the user can choose to allow
the public key provided during the authentication process to skip seeing the prompt in future authen‑
tication attempts. This key will only be valid for a set amount of time, which is configurable by the
administrator through the validity of public keys setting.
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Organization Level

Required role: Organization Owner or Administrator

To enable the feature, navigate to the Workspace Security Settings page:
Organization Overview → Settings →Workspace Settings → Security Settings

• Toggle Remote Development Over SSH to enable.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 76



Citrix Secure Developer Spaces™

Project Level

Required role: Project Owner or Administrator

To enable the feature, navigate to the Workspace Security Settings page:
Project Overview → Settings →Workspace Settings → Security Settings

• Toggle Remote Development Over SSH to enable.
• Optionally:

• Enable SSH as part of the default access item for new workspaces.
• Update all existing workspaces to include SSH access.
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Use SSH to connect to Workspaces

Once enabled, developers can connect to running Workspaces via SSH.

Enable SSH on Individual Workspaces

With the SSH feature enabled, developers on the platform can make use of the feature. As an addi‑
tional safety measure, the feature can also be enabled or disabled on each specific Workspace. By
default, SSH is disabled on individual Workspaces. To enable:

• Edit the Workspace.
• On the Basic Info page, under Access, drag the SSH icon from Available to Selected.
• Click Apply.
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On workspaces with SSH enabled, the owner of the workspace will be able to access the workspace
using SSH when the workspace is in a running state. To do so, first open the Connect Via SSH modal
by clicking the SSH icon on the workspace card:
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This will open the Connect Via SSHmodal. Here the user can either connect directly to their local VS
Code Desktop and/or JetBrains Gateway editors, or copy the SSH command in the format:

1 ssh ws-{
2 id }
3 .ssh.proxy.{
4 domain }
5 -p {
6 port }

You can then use this command to access the workspace as you would any ordinary SSH server.

The user can authenticate using a public key. To do this, the public key must be uploaded to the plat‑
form and authorized for use in the workspace. Uploading the key can be done on the profile page:
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Clicking Authorizewill allow the user to specify the key’s access to specific workspaces:
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SSH toWorkspace with Local IDEs

This feature can be used with VS Code Remote Development and/or Jetbrains Gateway to use an IDE
on your local machine but the filesystem on the remote machine.

Third Party Application Setup

October 2, 2025

Jfrog Integration Setup

Register JFrog as Third Party App

October 2, 2025

You can follow these steps to connect your JFrog instance and the Strong Network™ Platform.

At the moment this configuration can only be done in self‑hosted JFrog instances or by asking the
JFrog support team in the SaaS version.

Log in to your JFrog deployment as the admin go to PlatformManagement, thenManage Integrations.
Go to the tab called “Application”. You can also follow the link:
‘
https://[your_domain_name].jfrog.io/ui/admin/configuration/integrations
‘

Click on “New Integration”of type “Application”and fill in the following fields:

• Application Name: Up to you.
• Application Type: Select the template you added in the values.yaml file.
• Description: Up to you.
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• CallbackURL: You can find it in the Third Party Applications adminmenu in the StrongNetwork
platform and has the format of https://[your_strong_network_domain]/oauth/
apps/callback

Click on Generate Client ID & Secret and copy the values.

Lastly, log in as admin in the Strong Network Platform, go to System Configuration → Third Party Ap‑
plications, and select JFrog. You will need to introduce:

• Name: Up to you, it will be displayed to the platform users
• Client ID and Secret: Values copied from JFrog
• Domain: Your JFrog domain

You can choose if you want the platform to trust insecure TLS certificates in case your JFrog deploy‑
ment doesn’t have a valid certificate. Youmay alsowant users to always connect to JFrog before they
access theirworkspaces, in this case, theywill get apopupwhere theyhave to connect beforeopening
them. If you don’t select this option they will get the popup but can dismiss it.
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When the application is configured you can edit it by clicking on the edit icon on the right side.

Youwill see amenu inwhich you can change some settings. In saidmenu, youmay change the default
JFrog startup script. This is a script that will run in every workspace that is owned by a user who has
connected their JFrog account. It can be useful to set up specific configurations in all workspaces,
for example, to configure the different programming languages to fetch the dependencies from your
JFrog platform. Each user can build on top of this script, to customize it to their own needs.

If this default script is updated it will be automatically changed for users who haven’t defined their
custom script.
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Finally, if you want to save the changes click on “Save”.
Now JFrog is configured across the Strong Network Platform, ready to be used seamlessly by the
users.

Use HashiCorp Vault as a Secret Manager

October 9, 2025

You can useHashiCorp Vault to store all platform secrets instead of encrypting them in MongoDB.
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Citrix Secure Developer Spaces™ (SDS) Platform connects to HashiCorp Vault using the JWT authen‑
ticationmechanism provided by Kubernetes.

For more information, see Use Kubernetes for OIDC authentication

Prerequisites

The configurationdependsonwhether your Vault instance is deployed in the sameKubernetes cluster
as the SDS Platform:

• If Vault is deployed in the same cluster:
The OpenID Connect (OIDC) issuer endpoint is automatically reachable.

• If Vault is deployed in a different cluster:
Ensure that the OIDC issuer endpoint of the SDS cluster is reachable by Vault.
If it isn’t, youmust manually add the signing public key(s) of the SDS cluster.
For details, see Use Kubernetes for OIDC authentication

Configuration

You can configure Vault in the SDS Platform using the following four Helm chart values:

1 # hashicorpVault:
2 # If set, secrets are stored in Vault instead of the database.
3 # vaultAddress: "https://example.com:8200"
4 # vaultRoleName: "sds-role"
5 # customMountPath: "" # Default is "secret"
6 # vaultCertB64: "" # Base64-encoded PEM CA certificate (optional)

Parameter descriptions

Parameter Description

vaultAddress Specifies the Vault address. The Vault instance
must be accessible from the SDS cluster. All
platform services use this address to store and
retrieve secrets.

vaultRoleName Specifies the name of the Vault role configured
for SDS. If different Kubernetes services use
different service accounts, the
bound_subject field may vary. You can omit
this field when creating the role.
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Parameter Description

customMountPath Specifies the Vault path where secrets are stored.
Optional. Defaults to secret.

vaultCertB64 Specifies the Base64‑encoded TLS certificate for
Vault. Use this setting if Vault uses a self‑signed
certificate. Optional.

Upgrading the Citrix Secure Developer Spaces™ Platform

January 13, 2026

This article describes how to upgrade the Citrix Secure Developer Spaces™ (SDS) platform using the
official installer. The upgrade process involves running a Docker‑based installer, executing the up‑
grade command inside the container, and applying the resulting Helm upgrade to your Kubernetes
cluster.

Prerequisites

Before starting the upgrade, ensure the following:

• A recent backup of the SDS configuration database.
• Access to the terminal with Docker installed.
• Current working directory ${ PWD } contains the correct configuration file for your existing
deployment.

• Necessary permissions to run Docker and apply Helm upgrades to your cluster.
• Kubernetes context is correctly configured.

Run the Installer

Launch the installer using the following Docker command:

1 docker run -it --rm -v ${
2 PWD }
3 :/strong-network/shared strongnetwork/strong_installer:2025.10.7
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Note:

${ PWD } refers to your current working directory. This directory must contain the configura‑
tion file used in your current deployment.

Execute the Upgrade Command

Once inside the Docker container, run the upgrade command using your existing configuration file:

1 ./strong-cli upgrade -c config_<your-current-version>.yaml

Example:

1 ./strong-cli upgrade -c config_2025.10.6.yaml

The installer will guide you through the upgrade process. It validates your configuration, checks com‑
patibility, and prepares the necessary resources.

Apply the Helm Upgrade

After the upgrade process completes, the installer will output a Helm command tailored to your envi‑
ronment. This command applies the updated deployment to your Kubernetes cluster.

Run the provided Helm command in your terminal to finalize the upgrade.

Post‑Upgrade Verification

Once the Helm upgrade is applied:

• Verify that all pods are running and healthy:

1 kubectl get pods -n <your-namespace>

• Check service availability and logs:

1 kubectl logs <pod-name> -n <your-namespace>

• Confirm that the platform version has been updated successfully.

Troubleshooting

If you encounter issues during the upgrade:

• Review the installer output for error messages.
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• Ensure your configuration file matches the expected format.
• Check Docker and Kubernetes logs for additional context.

How to Use this Guide

This guide is here to provide you with a description of the main functions provided by Citrix Secure
Developer Spaces.

The guide covers the initial setup, configuration and general usage of workspaces, which are online
Cloud Development Environments (CDEs) available for coding and data science. Workspaces can be
accessedusing a cloud IDE, includeMicrosoftVisual Studio Code, all Jetbrains’IDEs or through anSSH
connection from a local installed IDE (see remote development for Microsoft Visual Studio Code)

This documentation is generally organized in a manner that follows the platform’s UI pages. This
provides a natural way to find information once on one of the platform’s pages.

Content

• Platform
• Organization
• Project
• Overview Page

Platform Level

October 8, 2025

The platform is organized in organizations and projects. A series of operations are readily available at
platform level. For example, workspaces, resources and users can be managed at platform‑level by
users
with a platform role, such as the administrator or the security officer. Governance metrics such as
insights and audit logs are also
aggregated at the platform level.

The platform administrator has a view on all workspaces running on the platform, i.e. across organi‑
zations and projects, so that they can be updated rapidly, e.g. container configuration. The adminis‑
trator can also have an overall view on the onboarded users.

Resources can be managed at the platform level so that they become available across organizations
and projects. This applies to all types of resources supported by the platform.
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Insights andaudits dashboards are available at theplatform level, allowingmetrics to be selected and
aggregated across organizations and projects.

Finally, a variety of settings and operations are relevant at the platform level. For example, these
includeglobalworkspace settings regardingperformanceandsecurity, global authentication settings,
and compliance functions, to name a few.

• View Organizations
• Platform Settings

View Organizations

Organizations can be viewed at the level of the platform and listed in a table.

An administrator can create an organization.

Click on the Strong Network™ logo to view your organizations to which you belong.

Organizations List

Platform Settings Admin

For comprehensive control over your Platform’s configurations, visit the dedicated Platform Settings
page.

Organizations

October 2, 2025

The platform allows administrators and platform owners to organize projects into organizations.
AnOrganization is the main entity regrouping projects, developers, resources, and security rules for
one development project.
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• Organization’s Characteristics
• View Organization’s Projects
• Create an Organization
• Organization Settings

Organization’s Characteristics

An organization is defined by the following characteristics:

• Organization Name,
• Organization owner,
• Organization owner’s email,
• Project(s) that it contains,
• Resources, such base containers, policies, etc.

View Organization’s Projects

In a project, by clicking on the name of your organization at the top left corner of the screen, you can
display all of the projects contained in it.

Create an Organization Admin

You can create an organization by pressing the “Add NewOrganization”button.

You will need to select the following information:

• Organization Name,
• Owner. i.e. any user with the right permissions to own an organization.
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Info

To create an organization, youmust be an Admin.

An Admin can create an organization on behalf of an owner with the permissions to be the Or‑
ganization Owner.

Organization Settings Admin

For comprehensive control over your Organization’s configurations, visit the dedicated Organization
Settings page.

Projects

October 8, 2025

A Project within an Organization regroups developers, resources, and security rules. The aim of a
project is to provide the development team with all resources required for development, as well as
access control and governance mechanisms to the project owner.

• Project’s Characteristics
• Create a Project
• Project Settings

Project’s Characteristics

A project is defined by the following characteristics:

• Name,
• Project owner, i.e. any user with the right permissions to own a project,
• Project owner’s email,
• Member(s), i.e. the user belonging to the project,
• Resources, including workspaces, base containers, repositories, etc.

Create a Project Admin

You can create a project by pressing the “Add New Project”button.

You will need to select the following information:

• Project Name,
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• Owner, i.e. any existing user on the platform or a new user (to onboard).

Info

To create a project, youmust be anOrganization Owner.

An Admin can create a project and assign it to a user.

Project Settings Project Owner

For comprehensive control over your Project’s configurations, visit the dedicated Project Settings
page.

Overview Page

October 2, 2025

The Overview page is the first page displayed when you access the platform’s user interface. It con‑
tains the essential components to allow quick access to resources such as workspaces, apps, secure
web apps andmetrics.

TheOverview Page is customizable. All components can
be reordered according to your preferences.
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• Display Sections

• Favorites
• Workspaces
• Workspace Apps
• People & Other Metrics

Display Sections

Favorites

The Favorites section displays your personal favorite list of components, from any section of the
Overview Page.

• To add an element to your list, click its “…”button and “Add to Favorite”.
• To remove an element from your list, click its “…”button and “Remove from Favorite”.

Tip:

Entries in the list of favorite components can only be components on theOverview Page.

Workspaces

TheWorkspaces section displays all the project’s Workspaces to which you have access.

To only view your workspaces, select “MyWorkspaces”.
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• To create a new workspace click on the “Workspaces”drop‑downmenu.
• To manage workspaces, viewManageWorkspaces.

Workspace Apps

TheWorkspace Apps section displays all the project’s workspace apps to which you have access.

To only view your own, or any online workspace apps select “My Apps”or “Online Apps”respec‑
tively.

• To create a new workspace app click the “Workspace Apps”drop‑downmenu.
• To manage a workspace app click its “…”button.

People & Other Metrics

The People & Metrics section displays statistics about the users in the project and metrics about
resources’utilization.

Peoplemetrics display:

• The amount of project users online.
• The total amount of project users.
• Statistics about the amount of users online over the past seven days.

Workspacemetrics displays:
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• Howmany workspaces are running or paused.
• The current total CPU and RAM usage for your Project.

Check the Insights Page for more detailed metrics.

Self‑Served Developer

October 2, 2025

Developer

This workflow exemplifies the most common onboarding case: a developer with the permission to
createworkspaces, i.e. a self‑servedonboardingprocess. This is typically an “internal”developerwith
permissions to access resources associated with the project, e.g. containers, services, secrets, etc.
These resources are set up by the project owner and self‑served developers are able to configure a
workspace’s access control setting.
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1. Log In & Create a Workspace
2. Configure Workspace Settings (Optional)
3. Access Workspace & Connect Platform Applications
4. Run, Open and Share Applications (Optional)

1. Log In & Create a Workspace

After logging in –having already been added to a project on the platform –the developer can indepen‑
dently create a workspace. This can be done using one of the pre‑defined templates available on the
platform or by following a guided setup process.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 97

https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/self-developer-first-steps.html#1-log-in--create-a-workspace
https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/self-developer-first-steps.html#2-configure-workspace-settings-optional
https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/self-developer-first-steps.html#3-access-workspace--connect-platform-applications
https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/self-developer-first-steps.html#4-run-open-and-share-applications-optional


Citrix Secure Developer Spaces™

2. Configure Workspace Settings (Optional)

Through the guided setup (thewizard), the developer can configure theworkspace’s general settings,
which includenaming theworkspace, selecting a specification template, andadjusting sharingprefer‑
ences. Additionally, the developer can establish access controls to their entitled resources, covering
options for git repositories, applications, services, and secrets.

Implementing access control is notmandatory and canbe addressedwhen theworkspace is accessed
for the first time.
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3. Access Workspace & Connect Platform Applications

When first accessing a workspace, the developer may employ the single sign‑on feature to gain en‑
try to one or more gate applications linked to the platform, contingent upon the applications made
available by the administrator.
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4. Run, Open and Share Applications (Optional)

Once workspace access is secured, the developer is permitted to execute and, where authorized, ac‑
cess and share applications.

Guest Developer

October 2, 2025

Developer

Thisworkflow exemplifies a particular onboarding case: a “guest”developerwith permissions limited
to access pre‑configured workspaces, i.e. pre‑set and immutable settings spanning resource access
to security. This is typically a temporary developer, a contractor or an external collaborator. The en‑
tire workspace set‑up is defined by the project owner and created in anticipation of onboarding the
developer. Expectedly the developer cannot edit the workspace settings.
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1. Log In & Access Workspace
2. Connect Platform Applications (Optional)
3. Run, Open and Share Applications (Optional)

1. Log In & Access Workspace

After logging in –having already been added to a project on the platform –the developer can access
his assigned workspaces.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 101

https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/guest-developer-first-steps.html#1-log-in--access-workspace
https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/guest-developer-first-steps.html#2-connect-platform-applications-optional
https://docs.citrix.com/en-us/secure-developer-spaces/onboarding-guides/guest-developer-first-steps.html#3-run-open-and-share-applications-optional


Citrix Secure Developer Spaces™

2. Connect Platform Applications (Optional)

When first accessing a workspace, the developer may employ the single sign‑on feature to gain en‑
try to one or more gate applications linked to the platform, contingent upon the applications made
available by the administrator.
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3. Run, Open and Share Applications (Optional)

Once workspace access is secured, the developer is permitted to execute and, where authorized, ac‑
cess and share applications.

Project Owner

October 2, 2025

Project Owner

This workflow exemplifies the onboarding case of a project owner. Users with this role can create
and edit settings of all the project’s workspaces, including the workspace’s access control and secu‑
rity settings. The project owner also creates workspaces for “guest”developers. In addition, he can
manage resources for the project, such as importing containers, git repositories, secrets, etc.
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1. Log In & Create a Project
2. Manage Resources (Optional)
3. Assign a Workspace (Optional)
4. Configure Workspace Settings (Optional)

1. Log In & Create a Project

Upon logging in –having been affiliated with an organization on the platform –the project owner is
equipped to establish a project for their team.
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2. Manage Resources (Optional)

Additionally, a project owner can add and manage the resources leveraged by the development
team.

Resources on the platform encompass code repositories, secrets, services, and data buckets. The
project owner is responsible for determining user permissions, and stipulating who can view or alter
resources to prevent unauthorized access.
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3. Assign aWorkspace (Optional)

The project owner can create and assign a workspace to any user, however since developers with the
permission Workspace:Manage Personal create their own workspaces (self‑service), a project owner
most commonly creates workspaces for developers without this permission, i.e. in order to onboard
freelancers and contractors under a lesser permission model.

Therefore, project ownerswill create aworkspacewith a template or theworkspacewizard andassign
it to a user who is not entitled create it by himself.
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4. Configure Workspace Settings (Optional)

When the project owner creates a workspace on behalf of another user as explained in the previous
section, he likely needs to set‑up the access control and security settings. If theworkspace is assigned
to a userwith the permissionWorkspace:Access (the user cannot create his/her ownworkspaces), the
user won’t be able to change the access control settings.
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What Is a Workspace?

October 2, 2025

A workspace is a Cloud Development Environments (CDEs) available for coding and data science.
Workspaces can be accessed using a cloud IDE or through an SSH connection from a local installed
IDE.

Workspaces are running online on top of a virtual machine andmanaged using a container orchestra‑
tor for resilience. The performance of a workspace, i.e. compute and storage capabilities, are set by
the specifications of the underlying virtual machine.

Workspaces are technically speaking virtual processes, with the aim of replacing the use of a virtual
machine for codedevelopment anddata science. They are lightweight and so that they canbe started
and pausedmuch quicker than a VM counterpart.

A Workspace is defined by the following characteristics:

• Basic Information: such as name, owner, sharing options,
• CPU/RAM/Storage: performance allotted to the workspace.
• Ports: ports to run applications on,
• Status: i.e.running, deploying, or paused
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Where to go next

• Get to know the Workspaces page
• Create a Workspace
• Manage Workspaces
• Workspace Apps
• Use templates
• Use a Workspace
• SSH into your workspace

Workspaces Page

October 30, 2025

In the scope of a project, the Workspaces Page displays all workspaces created for that particular
project to which you have access or you can view, depending on
your permission level.
This includes personal workspaces and the workspaces shared with you. In some cases, it also in‑
cludes Workspace’s Templates available in the project.

Searching and Filtering Workspaces

In projects with a large number of Workspaces, it may be necessary to locate specific Workspaces or
filter them based on certain properties.
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Search

Use the search bar at the top of the screen to find Workspaces by:

• Workspace name
• Owner name
• Workspace ID

Below the search bar, you can view:

• The number of running and paused Workspaces
• Total CPU usage
• Total memory usage (in GB)

Filter

To filter workspaces by specific properties, select the Filter icon located to the right of the search bar.
Available filter options include:

• Owner
• Base image
• Date of creation
• Workspace status
• CPU resources allocated
• Memory resources allocated
• Disk space allocated
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Where to go next

• Create a Workspace
• Manage Workspaces
• Create andmanage Workspace Apps
• Create andmanage templates

Create a Workspace

December 3, 2025

A workspace is created from the Workspaces Page. A workspace is, in essence, an online Cloud De‑
velopment Environment (CDE) accessible via a Cloud IDE, a terminal or an SSH connection. Using an
SSH connection is possible from a locally installed IDE supporting development from a remote con‑
tainer.

• Basic Set‑Up

• Basic info
• Resource Access Control
• Data Loss Prevention Permission: Security::Manage
• CustomWork Schedule
• Launch it

• From an existing Workspace
• From a template

Basic Set‑Up

You can create a workspace by pressing the “Create Workspace”button.
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You will need to select the following information:

Basic info

1. Workspace Name
2. Embedded Cloud IDE
3. User Sharing Options
4. Docker Image
5. Image Version
6. Minimal Resource Specifications
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Resource Access Control

You can attach various project resources to your workspace. Resources must have been previously
added to the project. In addition, youmight need the appropriate access rights to access them.

You can add the following resource:

• Git Applications And Repositories: You can connect the entire GIT applications available from
your platform or single repositories that have been previously imported to the project’s or or‑
ganization’s resources. Additionally, you can specify a default folder location within your work‑
space where the Git files will be cloned.

• Secrets: You can import secrets to the workspace as files or environment variables in the work‑
space. Choose from existing secrets or create a new one.

• Connected HTTP and SSH Services: You can connect services to appear as environment vari‑
ables in the workspace. Supported and available services are part of the project’s and organi‑
zation’s resources and depend on the platform’s configuration.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 113

https://docs.citrix.com/en-us/secure-developer-spaces/resources/index.html
https://docs.citrix.com/resources/repository
https://docs.citrix.com/resources/secrets
https://docs.citrix.com/resources/secrets#adding-a-new-secret
https://docs.citrix.com/resources/http-services
https://docs.citrix.com/resources/ssh-services


Citrix Secure Developer Spaces™

Startup Scripts

While the base container image (Dockerfile) provides core tools like languages and compilers, a
startup script handles dynamic configurations. Because these configurations are often user‑specific,
they shouldn’t be part of the shared image.
You can use a startup script to automate environment configuration every time the workspace
launches and run it either pre‑startup or post‑startup, depending on your requirements. This ensures
your workspace is ready for development immediately, without requiring manual setup.

Startup scripts are useful for tasks such as:

Manage dynamic dependencies Dependencies often change frequently or are specific to a branch,
which makes them unsuitable for a static container image. You can use a script to:

• Install dependencies: Run commands likenpm install orapt update. This ensures the
environment has the latest libraries that match the code in your current branch.

• Build binaries: Compile the latest version of the application or helper tools so they are ready
to run.

Initialize services A startup script can boot necessary background services that the container run‑
time doesn’t automatically manage. Use the script to:

• Start databases: Launch local instances of services like PostgreSQL, Redis, or MongoDB if you
need them for development.

• Rundaemons: Start background processes, such as file watchers, test runners, or local servers.

Run status checks Scripts can provide feedback to let you know when the environment is fully
ready. You can configure the script to:

• Perform health checks: Verify that all required services are running before giving you control
of the terminal.

• Print awelcomemessage: Display a “Ready to code!”message or a list of available commands.
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Data Loss Prevention Permission: _Security::Manage_

In the Data Loss Prevention section you can configure the security of your workspace.

Under Security Settings you can configure:

• Network Policy: Select a network policy to enforce on the workspace. Network policies are
part of the project’s and organization’s resources and are defined by the user with the Secu‑
rity::Manage permission. In particular, policies allow you to control outbound network traffic
from the workspace.

• Clipboard Security: Prevent pasting outside of the IDE and the Secure Browser for this work‑
space.
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• Apps Security: Configure Workspace Apps to be accessed only through the Secure Browser.

Under Secure Access Management you can configure:

• Enable Remote Development Over SSH: Allow connection to the workspace via SSH.

• Enable Personal SSH Identity: Allow users to use their personal SSH identity from within the
workspace.

CustomWork Schedule

You can define a customwork schedule for your workspace.
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Launch it

Finally, review your Workspace configuration, and launch it. Your workspace will be automatically
deployed.
You can edit its configuration at any time from the Overview or Workspaces pages.

From an existing Workspace

You can create a workspace from an existing one by pressing the “Create from Existing”button on
the drop‑down button of the “Create Workspace”button.

You will need to provide the following information:

1. Workspace to Copy
2. Owner for the Workspace

Tip

Click on “Customize”to edit the workspace as if you were creating it from scratch.

Once done, press the “Launch”button.

From a template

You can create a workspace from an existing one by pressing the “Create from Template”button on
the drop‑down button of the “Create Workspace”button.

You will need to provide the following information:

1. Template Name
2. Owner for the Workspace

Tip

Click on “Customize”to edit the workspace as if you were creating it from scratch.

Once done, press the “Launch”button.

ManageWorkspaces

October 2, 2025
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Workspaces are managed from the Overview and Workspaces pages. Once one or more workspaces
have been assigned to you, they appear on both pages mentioned above. The last used workspace
will be automatically started based on the schedule in your profile. In addition, a workspacemight be
paused automatically based on the settings of your platform after a period of inactivity.

ViewWorkspaces

The list of yourworkspaces (ownedby you or sharedwith you) is displayed on theOverview andWork‑
spaces pages.
The status of the workspace is displayed next to its name.

• Toopenapausedworkspace, click on the “start”button. Thiswill open theworkspace’s Cloud
IDE in your browser.

• To open a running workspace, click on the “running”button. This will open the workspace’s
Cloud IDE in your browser.

• To open your workspace using a CLI terminal, click on the drop‑down menu next “running
text”and then on the “Open Terminal”button.

Workspaces Actions

By clicking on the “…”icon on a workspace, you can select additional actions as explained below.

• Run or Pause allow you to start and pause the workspace, respectively.
• Edit allows you to change the workspace’settings as selected when creating it.
• Delete erases its configuration and local files. You will need to confirm the action by inserting
the name of the workspace.

• Edit Ports lets youmanage workspace apps running on the ports of your workspace.
• Personalize Environment lets you update the [IDE configuration file] based on your profile set‑
tings (Only if Workspace is yours).
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• Update redeploys the workspace to synchronize it with its latest configuration.
• Share lets you share theworkspace access with another project’s user. Learn how toworkwith
a shared workspace (Only if Workspace is yours).

• Save As Template lets you save the workspace’s configuration as a template for later reuse
(requires theWorkspaces::Manage Project permission).

Workspace Apps

December 12, 2025

A Workspace App lets you access an application or process through HTTP or HTTPs running on a
port of yourWorkspace. You can havemultiple Workspace Apps attached to a single workspace, each
accessing an application running on a different port. Common use cases include testing web applica‑
tions, web hooks, and callbacks or exposing web interfaces of development tooling.

Create a Workspace App

Workspace apps can be created in different ways.

• From theProjectOverviewpage, select theCreateWorkspaceAppbutton from theWorkspace
Apps drop‑downmenu, as shown below, and follow the onscreen instructions.
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• When creating or editing a Workspace or Workspace Template, select the Workspace Apps
menu in the wizard and follow the onscreen instructions. When adding a Workspace App to a
Template, all child workspaces will inherit this setting automatically.
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In either case, you will need to enter the following information:

1. Portwhere the app or process is running on your workspace
2. Name for the workspace app. SDS will use this name to reference the app.
3. EnableUseHTTPS to allow to use https in the application. Formost scenarios, theHTTPS appli‑

cation setting toggle can be kept off formost scenarios. It only needs to be turned on if your ap‑
plication serves TLS certificates. For example, turn on this toggle to test the HTTPS flow during
front‑end development, even if your development server runs on HTTP. Regardless of this set‑
ting, the platform is always exposed over HTTPS, so the browser connection appears as HTTPS.
The toggle controls only whether the platform calls the app within the workspace using HTTP
or HTTPS.

4. Share to allow others to access the application (Public, Project Sharing or Share With Project
members).

Tip:

When you create anWorkspace App for aNode Js project,make sure the port number is the same
as the one opened in the localhost of the workspace.

Share a Workspace App

You can share a Workspace App when creating it or by editing an existing one.

To update the properties of a workspace app, either:

• Project Overview page click the “…”icon on the workspace app and select Edit
• Click the “…”icon on the workspace that hosts the app and select the Edit Ports button

There are three sharing options:

• Public, everyone with the link who can connect to the SDS environment over the network, can
connect to the Workspace App.

• Project Sharing, only members of the SDS project can access the Workspace App.
• Share With Project members, only the selected members of the SDS project can access the
Workspace app.

Granting access to one of yourWorkspace Apps does not provide access to theworkspace running the
app. To share a workspace with another user, please use the Share Workspace functionality.

Delete a Workspace App

You can delete a Workspace App from the Overview Pagee by pressing the “…”icon and clicking the
Delete button. You can also delete a Workspace App from a workspace by clicking the “…”icon and
select Edit Ports from a workspace on the Overview or Workspaces Pages.
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Templates

November 5, 2025

Workspace Templates help streamline project onboarding by eliminating the need for manual work‑
space setup. Each template defines all required configuration parameters including Workspace set‑
tings, repositories, secrets, startup scripts, and security policies, ensuring consistency across allWork‑
spaces within a project.
Use theQuickstart feature to create a newWorkspacewith a single click froman external source, such
as a code repository or engineering portal.

• View Templates
• Built‑in Templates
• Create a Template Permission: Workspaces::Manage Project
• Create a new version of a Template
• Quickstart
• Duplicate a template
• Create a Workspace from a Template

View Templates

Templates are displayed in the Templates section of the Workspaces Page. Each template can have
multiple versions, which are visiblewhenexpanding the chevronon the left‑hand side of the screen.
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A template is defined by the following characteristics:

• Basic Information: Name, container image, CPU/RAM/Storage settings, and description.
• Class Level: Confidential or regulated.
• Workspace Configuration: All the other elements describing a workspace.

Built‑in Templates

There are a few example templates provided in a standard project: Monitored VSCode, Restricted VS‑
Code and Inspected VSCode. They are provided as examples with the characteristics below:

Name Image CPU / RAM / Storage Description

Monitored VSCode
Template

Default Generic Image 2 CPU / 4 GB / 20 GB This is a standard
template to create an
instance of a
fully‑updated Ubuntu
container with
monitored traffic and
clipboard.
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Name Image CPU / RAM / Storage Description

Restricted VSCode
Template

Default Generic Image 2 CPU / 4 GB / 20 GB This is a standard
template to create an
instance of a
fully‑updated Ubuntu
container with
restricted traffic with a
series of exceptions
(apt, npm, pip) and
monitored clipboard.

Warning

For the InspectedVSCodeTemplate, applicationsusingcertificates in custom locations (folders)
in the container will likely fail. Contact your administrator for more details.

Create a Template Permission: _Workspaces::Manage Project_

On theWorkspaces Page, in the Templates section, you can create a template by clicking on the Cre‑
ate Template button.
You would follow the same steps as during the initial setup of a Workspace.

Tip

You can save aWorkspace as a Template by clicking on the “…”button and onSaveAs Template.

Create a new version of a Template

Template versions allow you to adjust the configuration of a template programmatically. A new ver‑
sion can be created by clicking on the “…”button on the right of a template and select Add new ver‑
sion.
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This opens the sameconfigurationUI as for creating anewWorkspaceor template, butwith all current
configurations, specified in the most recent version of the template, loaded.

After making the necessary changes, you can either save the new version as a draft, which allows
further modifications, or save it as a final template version right away, which cannot be changed af‑
terwards.

A draft or new template version can be tested by either:

• Selecting LaunchWorkspace right within the template editor.
• Clicking on the “…”button on the right of a template and select Test.
• Manually selecting it from the list of version in the Create Workspace from Templatewizard.

After finalizing a draft version, it can be published as a new template version by clicking on the “…”
button on the right of a template and select Publish Version.
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To ensure the new version of the template is automatically selected for newly created workspaces,
click on the “…”button on the right of a template and select Set as Default.

Quickstart

The Quickstart functionality allows developers to create a new workspace with a single click from a
code repo, engineering portal or any other location outside of SDS.

Create a Quickstart link by clicking the Generate URL button on the right of a template.
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Then click the Copy icon.

Select any of the available options.

Whenauseraccesses theQuickstartURLSDS initiates thecreationofanewWorkspace, unless theuser
already has aWorkspace based on this particular template. In this case, the user will be forwarded to
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the respective Workspace automatically.

When a new Workspace needs to be created the user can configure the name of the Workspace and
finalize the creation flow, by selecting Create and Open.

Via the Advanced Settingsmenu, configuration details, such as base template or related SDS project,
can be verified and template version as well as deployment region can be configured.
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The View Template button opens the Workspace Template editor for the selected version, to verify
further configuration details.
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Duplicate a template

A Workspace Template can be duplicated by clicking on the “…”button on the right of a template
and select Duplicate. This allows quickly creating new templatized configurations based on existing
templates.

Create a Template from aWorkspace

You can create a Template using an existingWorkspace by clicking on the “…”button on the right of a
Workdpace and select Save As Template.
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Coding in a Workspace

October 2, 2025

The easiest way to code in a workspace is through a Cloud IDE. A Cloud IDE runs directly in the web
browser and does not require other software installation on the endpoint, i.e. your development ma‑
chine. Alternatively, a workspace can be accessed via an SSH connection from a locally installed IDE
that allows “remote development”. See how it works in Microsoft vscode.

Cloud‑Based Integrated Development Environments (Cloud IDEs)

The platform supports a series of Cloud IDEs that might differ based on your particular deployment.
Typically supported IDEs are Microsoft Visual Studio Code and Jetbrains’IDEs. Note that the version
of The vscode running in the web browser is the same as the one available for local installation (in‑
cluding themarketplace). Hence, you can refer to any available documentation online to understand
its functioning and options.
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Tip:

To access a workspace using the Cloud IDE attached to it, just click the button indicating the
workspace execution status. This is only possible if you own or have shared access to the work‑
space.

Import Local Files in a Cloud IDE

Theability to import local files in theCloud IDEdependson the settingof yourplatform. Themost com‑
mon way to do so is to simply drag a file from a user interface such as a browser, to the IDE interface.
Please contact the platform administrator to inquire about potential security restrictions imposed on
such an operation.

Workspace Access Using SSHWith a Local IDE

You can access your workspace using SSH via a locally installed IDE such as Microsoft VSCode
or using JetBrains Gateway. For this, you must register a SSH authentication key to your account in
your Profile Page.

Once the key has been registered, you can access the workspace via a two‑factor authentication
process. This process ensures that you are indeed accessing your workspace remotely and at
preventing an authorized user to do so.

You can find a full guide on how to SSH into your Workspace here.
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WorkWith a SharedWorkspace

After sharing a workspace, youmay work with other users in the same workspace.
Working in a shared workspace is similar in a way to use work simultaneously in the same document.
The benefit of doing so is that it provides a way to co‑edit content, also known as peer editing.

Tip:

Whenmodifying files on the same workspace, changes are displayed in real‑time.
You may see who is accessing the workspace live from the “(show component)”.

Recover a deletedWorkspace

After deleting a Workspace, youmay recover it for 7 days from the Project Settings.

Note:

Only aproject owner can recover aworkspace. If youdonothave thenecessaryprivileges, please
contact the owner of your project.

SSH Into Your Workspace

October 2, 2025

This guide provides instructions for accessing your workspace via SSH, enabling you to edit code di‑
rectly using a local command‑line editor. This process requires the generation of an SSH Key pair.

• 1. Generate an SSH Key Pair on UNIX and UNIX‑like Systems
• 2. Upload Your Public Key to the Platform
• 3. Authorize Your Workspace to Use Your SSH Key
• 4a. Connect to Your Workspace Using a Shell
• 4b. Connect to Your Workspace via SSH Using VSCode

• 4b.1. Install the VSCode SSH Extension
• 4b.2. Initiate a New SSH Connection from the VSCode SSH Extension
• 4b.3. Input the SSH Command into the Extension Prompt
• 4b.4. Select the Default SSH Configuration
• 4b.5. Click the “Connect”Button after the Host is Added

• 4c. Connect to Your Workspace via SSH Using JetBrains Gateway

• 4c.1. Install JetBrains Gateway
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• 4c.2. Begin a New SSH Connection
• 4c.3. Create an SSH Configuration
• 4c.4. Enter the Host and Username Information
• 4c.5. Choose Authentication Method and Test Your SSH Configuration
• 4c.6. Select an SSH Configuration
• 4c.7. Verify Your SSH Configuration and Connect to Your Workspace
• 4c.8. Choose and Download the JetBrains IDE
• 4c.9. Access Your Workspace

1. Generate an SSH Key Pair on UNIX and UNIX‑like Systems

• To generate an SSH key pair on UNIX and UNIX‑like systems, run the ssh-keygen command
in your terminal:

1 ssh-keygen

• The terminalwill suggestadefaultpathand filename (forexample, /home/user_name/.ssh/id_rsa).
To accept the default path and file name, press Enter. If you want to specify a different path
and file name, enter those details and then press Enter.

• The command prompts you to enter a passphrase. Although optional, it’s recommended to set
a passphrase for additional security against unauthorized use of your private key.

• If you set a passphrase, youwill be prompted to enter it again for confirmation. If you didn’t set
a passphrase, simply press Enter.

• The command generates an SSH key pair ‑ a public key and a private key ‑ and saves them in
the specified path. The public key file name is automatically created by appending .pub to the
private key file name. For instance, if the private key file is named id_rsa, the public key file will
be named id_rsa.pub.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 134

https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c2-begin-a-new-ssh-connection
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c3-create-an-ssh-configuration
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c4-enter-the-host-and-username-information
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c5-choose-authentication-method-and-test-your-ssh-configuration
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c6-select-an-ssh-configuration
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c7-verify-your-ssh-configuration-and-connect-to-your-workspace
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c8-choose-and-download-the-jetbrains-ide
https://docs.citrix.com/en-us/secure-developer-spaces/workspace/ssh-ws.html#4c9-access-your-workspace


Citrix Secure Developer Spaces™

2. Upload Your Public Key to the Platform

Once your SSH Key pair is generated, you need to upload it to the SSH Keys Section in your Profile.

The key begins with ‘ssh‑rsa’, ‘ecdsa‑sha2‑nistp256’, ‘ecdsa‑sha2‑nistp384’, ‘ecdsa‑sha2‑nistp521’,
‘ssh‑ed25519’, ‘sk‑ecdsa‑sha2 nistp255@openssh.com’or ‘sk‑ssh‑ed25519@openssh.com’.
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3. Authorize Your Workspace to Use Your SSH Key

After uploading your SSH key to your profile, you need to authorize your workspace(s) to access it.
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4a. Connect to Your Workspace Using a Shell

Navigate to the Running Actions List of Your Workspace and select the “Connect With SSH”option.
This actionwill display thessh command that you need to establish an SSH connection to yourWork‑
space.

Input this command in your terminal.
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Once this is done, you will have successfully established an SSH connection to your Workspace!

4b. Connect to Your Workspace via SSH Using VSCode

This section provides a detailed walkthrough on setting up an SSH connection to your workspace us‑
ing the VSCode SSH extension.

Tip

Note that you can execute the same steps directly from your terminal, beginning with step 5b.3.

4b.1. Install the VSCode SSH Extension

To SSH into yourworkspace directly from your local VSCode IDE, you can download theMicrosoft SSH
Extension. This extension replicates the usual SSH command you would perform from your terminal,
but allows you to work directly within your local VSCode.
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4b.2. Initiate a New SSH Connection from the VSCode SSH Extension

By clicking the “+”button next to the “SSH”panel in the VSCode Extension section.
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4b.3. Input the SSH Command into the Extension Prompt

From yourWorkspace’s Running Actions List select the “ConnectWith SSH”option to display the ssh
command you need to connect to your Workspace via SSH.

Enter this command in the VSCode extension prompt.
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4b.4. Select the Default SSH Configuration
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4b.5. Click the “Connect”Button after the Host is Added

You are successfully connected to your Workspace with SSH!

4c. Connect to Your Workspace via SSH Using JetBrains Gateway

This sectionoffers a comprehensive guideonestablishing anSSHconnection to yourworkspaceusing
JetBrains Gateway.

4c.1. Install JetBrains Gateway

To access your workspace directly from your local JetBrains IDE, download JetBrains Gateway. This
software enables SSH connection to your workspace using JetBrains.
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4c.2. Begin a New SSH Connection

Start by clicking the “New Connection”button found below the “SSH Connection”title.
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4c.3. Create an SSH Configuration

Click the “settings icon”next to the “New Connection”option.

Then click the “+”icon to add a new SSH configuration.
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4c.4. Enter the Host and Username Information

Select the “Connect With SSH”option from your Workspace’s Running Actions List to view the shh
command necessary for the SSH connection to your workspace.
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Enter the command details into the SSH configuration settings.

Tip

• Host = second part of the command (example: ssh.proxy.cloudcoder.network)
• Username = first part of the command (example: ws‑694211124415614)

Disregard the ssh and @ characters.
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4c.5. Choose Authentication Method and Test Your SSH Configuration

Select “Key Pair”as the “Authentication type”and provide the path for your key (the default field can
be left as is).

Warning

By default, the “Password”option is selected as the authentication method.
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After filling in the “Host”, “Username”, and “Authentication method”fields, test your SSH configura‑
tion by clicking the “Test Connection”button. You should see the following:

4c.6. Select an SSH Configuration

Upon validating your SSH configuration by clicking “Ok”, select your new configuration as the “Con‑
nection”in the “Connect to SSH”menu.
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4c.7. Verify Your SSH Configuration and Connect to Your Workspace

Validate your connection by clicking the “Check Connection and Continue”button. If the connection
is successful, you will be directed to the following screen:
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4c.8. Choose and Download the JetBrains IDE

Onthesuccessful connectionscreen, select theJetBrains IDEyouwish touseand the folder you intend
to open.
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Confirm your selections by clicking “Download IDE and Connect”. The following screen indicates that
the IDE is being downloaded to your workspace.

Tip

The IDE is downloaded to your workspace, not to your local machine.
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4c.9. Access Your Workspace

After the completion of the IDE installation, you can now access your workspace via JetBrains Gate‑
way!
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Workspace resource usage insights

November 5, 2025

Citrix Secure Developer Spaces™ (SDS) provides historical insights into workspace CPU and memory
usage. This data is automatically collected and stored in the SDS database and is accessible via API to
support rightsizing analysis and long‑term trend evaluation.

By leveraging this data, customers can:

• Analyze CPU andmemory consumption for each workspace over time.
• Identify optimal resource allocation for workspaces.
• Reduce infrastructure costs while maintaining a high‑quality developer experience.
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Requirements

To enable workspacemetrics collection, theKubernetesMetrics Servermust be installed. This com‑
ponent aggregates resource usage data across Kubernetes clusters and is commonly deployed in
cloud‑hosted environments or any setup that uses autoscaling.

For installation instructions and additional details, see the Kubernetes Metrics Server documenta‑
tion

Data collection, storage, and access

• DataConsolidation: SDSautomatically consolidates the rawmeasurementdata every fivemin‑
utes and provides the following data points for the previous 5‑minute interval:

• Minimum, Maximum, Average, P50, P75, P95, and P99

• Access: Data is available in both raw and aggregated formats via API. Customers can access
metrics at the platform, organization, and project levels.

• For raw data, please leverage the workspace‑measurements‑samples API (e.g. /v1/
metrics/workspace-measurements-samples)

• For aggregated data, please leverage the workspace‑measurements API (e.g. /v1/
projects/{ projectId } /metrics/workspace-measurements)

For API documentation and usage examples, see the Secure Developer Spaces API documentation

Resources Page

On the resources page, you can view andmanage the different resources used in the project.

Resources are used to define workspace properties such as container configuration and network poli‑
cies, or the information available to users for development
such as code repositories, data buckets, secrets and services. Resources are managed at three levels
of granularity depending on the intended scope of use: platform, organization and project.

Resources are attached to a workspace during the setup and update process. When resources are
accessible to users, this process is a means
to define a fine‑grain access control policy on an individual workspace basis.
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Content

• Repository access control
• Data buckets
• Secrets
• Connected HTTP services
• Connected SSH services
• Container images

Code Repositories

October 2, 2025

Code repositories are used for storing, tracking, and collaborating on source code developed using
software development projects. The format supported by the
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platform tomanage source code repositories is GIT. Therefore assets fromproviders using this format
can be imported to the platform and attached to
workspaces. Currently, providers such as GitHub, GitLab and BitBuckets are supported. In addition,
you can import GIT repositories manually by providing
the necessary information.

• View Repositories
• Import a Repository Permission: Resources::Import

View Repositories

Code Repositories whose information has been imported in the project are displayed
in the table. Youmay search for one or filter those used in workspaces.

A code repository is defined by the following characteristics:

• Basic information: Information such as name, scope of use (platform, organization or project),
the user who added it, GIT service provider e.g. GitHub, GitLab, BitBucket, URL.

• Class Level: This optiondefines the visibility for the repository basedon theuser’s permissions.
• Asset Information: This option allows for providing a description of the repository.

Import a Repository Permission: _Resources::Import_

You can import a code repository by pressing the “Import Repository”button. Make sure to select
the actual provider, i.e. GitHub, GitLab or Bitbucket. The remote GIT application is scanned for code
repositories and you can import the repo information by clicking the button next to the name.
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Data Buckets

October 2, 2025

A Data Bucket is used for general, unstructured storage of data online. This is basically a folder in S3
format that is commonly used to store and access
large datasets. Most cloud vendors offer S3 data buckets as a general storage data mechanism. The
platform supports buckets from vendors such as Azure, Google
and Amazon Web Services. They are particularly popular for Data Science applications.

Data Buckets allow you to use your external datasets inside a workspace. A data bucket attached to a
workspace is automatically mounted as a
folder to the container’s filesystem.

As for the other types of resources, data buckets are first imported to the platform such that they
become available when creating or updating the configuration of a workspace.

• View Data Buckets
• Import a Data Bucket Permission: Resources::Manage
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View Data Buckets

Data Buckets used in the project are being displayed. Youmay filter those in use.

A Data Bucket is defined by the following characteristics:

• Basic information: Information such as name, the user who added it, service provider (Google,
Amazon or Microsoft) and URL.

• Class Level: This option defines the visibility for the container based on the user’s permissions.
• Permissions: This option lets you define access to a data bucket as read or read and write.
• Asset Information: This option allows for providing a description of the data bucket.

The platformprovides amechanism to create versions of buckets. A new version is createdwhen data
is uploaded to a bucket from a workspace (with write access).
By clicking on a bucket you can see a list of versions followed by basic details (creation date, size,
status, connections) as well as its content by clicking on the book icon.

Import a Data Bucket Permission: _Resources::Manage_

You can import a bucket by pressing the “Import Bucket”button. Make sure to select the correct
provider of your bucket (Google, Amazon or Microsoft).

You will need to enter the following information:
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1. Name, a name to identify the data bucket, and a
2. Bucket URL that points to the Cloud provider’s storage location.

Info

When importing Amazon buckets, you need to specify its region to optimize the data access per‑
formance.

Secrets

October 2, 2025

Secret management allows developers to securely store sensitive data such as passwords, keys, and
tokens, in a protected environment with access controls capabilities.

Generally, the term “secret”points to any necessary credentials (e.g. cryptographic keys, tokens and
password) necessary to authenticate with a service during the development process. The storage of
secrets is a service that can be provided by the platform or
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by an external mechanism. Once registered on the platform, secrets attached to
workspaces are available in the container’s filesystem as environment
variables or files. This section explains how secrets are managed by the platform, but
note that your platformmight use an external service for that purpose.

• View Secrets
• Add a New Secret Permission: Resources::Manage

View Secrets

Secrets used in the organization or project are displayed in a table. You may search for one or filter
those used in workspaces.

A Secret is defined by the following characteristics:
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• Basic information: Information such as name, the user who added it, scope of use (platform,
organization or project).

• Class Level: This option defines the visibility for the secret based on the user’s permissions.
• Asset Information: This option allows for providing a description of the secret.

Add a New Secret Permission: _Resources::Manage_

You can create a secret at the top of the Secret Page.

You will need to enter the following information:

1. Name, a name to identify the secret,
2. Value:, i.e. the secret’s value, and an
3. Asset information, a description of the secret.

Connected HTTP Services

October 2, 2025

Connected HTTP Services consist of services used for the implementation of software applications.
These services are typically providing functions, data or host access via APIs over the HTTP network
protocol.
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Tip

Thenatureandprotocolof services that canbeattached toworkspacesdependonyourplatform’
s implementation.

As it is the case with other types of resources, HTTP services are attached to workspaces during the
creation or the update of the workspace’s settings.

• View Connected HTTP Services
• Add an HTTP Service Permission: Resources::Manage

View Connected HTTP Services

Connected HTTP services are defined by the following characteristics:

• Basic information: Name, scope of use (platform, organization or project), URL and tag.
• Class Level: This option defines the visibility for the service based on the user’s permissions.
• Asset Information: This option allows for providing a description of the container.
• Environmental Variable Name: This allows access to the service simply by naming an environ‑
ment variable.
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Add an HTTP Service Permission: _Resources::Manage_

You can register a service by selecting “NewHTTP Service”and provide the following information:

1. Name, a name to identify the service,
2. Service URL that points to the service location,
3. Environment Variable Name, to name the service in the context of the container’s environ‑

ment,
4. HTTP headers (optional), used to pass authentication data when necessary to access the ser‑

vice,
5. Asset Information, used to provide a description of the service.
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Connected SSH Services

December 16, 2025

Connected SSH Services consist of services used for the implementation of software applications.
These services are typically providing functions, data or host access via APIs over the SSH network
protocol. To enable users to connect to SSH services, you must either set up the SSH service as a
project resource or users must configure a personal SSH identity in their profile settings.

Tip

Thenatureandprotocolof services that canbeattached toworkspacesdependonyourplatform’
s implementation.

As it is the case with other types of resources, SSH services are attached to workspaces during the
creation of the update of the workspace’s settings.

• View Connected SSH Services
• Add an SSH Service Permission: Resources::Manage

View Connected SSH Services
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Connected SSH services are defined by the following characteristics:

• Basic information: Name, scope of use (platform, organization or project), URL and tag.
• Class Level: This option defines the visibility for the service based on the user’s permissions.
• Asset Information: This option allows for providing a description of the container.
• Environmental Variable Name: This allows access to the service simply by naming an environ‑
ment variable.

• Hostname/IP: The IP address or hostname of the SSH host,
• Authentication Mode: the mechanism to authenticate with the service.

Add an SSH Service Permission: _Resources::Manage_

You can register a connected service by selecting “New SSH Service”.

You will need to enter the following information:

1. Name, a name to identify the host,

2. SSH Username, a username to access the host,

3. Hostname or IP address of the SSH service, that points to the host location,

4. Port number the SSH service is running on, a port number for the service,

5. Authentication method, an authentication method to access the service, and choose one of
the methods:

• “Generated”: A pair of keys will be generating when adding the SSH service
• “Upload Private Key”: Upload the private key that will be used to authenticate you to the
ssh service

• “Password”: Insert the password associated to your ssh username previously entered

6. Asset Information, a description of the service.
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Container Images

October 31, 2025

Container images or also Cloud Development Environments (CDEs) are used to define the configura‑
tion of a development environment. Typically, CDEs define all the software dependencies necessary
for building the intended application once implemented. Users create workspaces with such an im‑
age as “blueprint”, and begin contributing code to the project within this context.

CDE images are imported from a registry as part of the resources available to users on the platform.
Registries are either public or private.
For private registries, you need to provide credentials to authenticate properly before importing the
image. Public registries, by definition, do not need credentials.
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• View CDE Images
• Add a CDE Image Permission: Security::Manage
• View Registry Credentials
• Add a Registry Credential Permission: Security::Manage
• Update a Registry Credential

View CDE Images

The panel displays the available CDE images in the project. Youmay search for one or filter those used
in workspaces.

A CDE image is defined by the following characteristics:

• Basic information: Name, scope of use (platform, organization or project), URL and tag.
• Class Level: This option defines the visibility for the CDE image based on the user’s permis‑
sions.

• Asset Information: This option allows for providing a description of the CDE.

By clicking on a CDE image, you can see a list of the CDE’s versions followed by basic details such as
imported date, status.
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Add a CDE Image Permission: _Security::Manage_

You can add a CDE image by pressing the “Add New Image”button.
You will need to provide the following information:

1. Name, a name to identify the CDE,
2. Images URL, that points to the CDE’s location,
3. Image’s latest tag,
4. Private registry (optional),
5. Asset Information (optional).

Warning

The CDE image should fulfill the following requirements:

1. It should contain an SSH client.
2. It should have both GIT and GIT LFS clients installed.
3. It should have a user named “developer”with ID 1000 (this is obtainedby running the command

“adduser ‑u 1000 developer).
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You can edit or delete a CDE image by clicking on the “…”icon next to its class level.

View Registry Credentials

To display credentials used in the project click on the “Credentials”button on the top right of the
panel. Youmay search for one or filter those used in workspaces.

A Registry Credential is defined by the following characteristics:

1. Name,
2. Scope and
3. aURL.

For security purpose, no credentials are directly exposed or available for consultation.

Add a Registry Credential Permission: _Security::Manage_

You can add a Registry Credential by pressing the “Add Registry Credential”button.
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You will need to enter the following information:

1. Name, to identify the credentials when needed during the registration of a CDE image,
2. Username:, and
3. Password:, as credential values, and an
4. URL: where the authentication is performed.
5. Asset information, a description of the registry credential.
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Update a Registry Credential

When a registry credential becomes invalid, a red key icon will be displayed next to the related con‑
tainer image, as shown in the screenshot below.

Hover over the icon to reveal the name of the credential, then switch to the Credentials view by click‑
ing on the respective tab in the top right corner.
Find the credential that was identified before in the list of stored credentials and click on the “…”
button on the right. SelectUpdate to update the credential information.

People Page

The People page contains information about users onboarded to a project, an organization or the en‑
tire platform. Switching projects or organizations therefore updates the membership in the table.

You can see the role, permissions and public details for each user in the View User panel.
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This page provided typical team management functions to users with the appropriate permissions.
The project owner has permissions to update the roles of the users in the project.

In addition, the project owner can create new roles or update existing ones from the Permission Man‑
agement panel.

Info:

A regular user can view all of the roles in the project and the associated permissions even if he
does not have theMembers::Manage permission.

Content

• View Users panel.
• Access Control panel.
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Users

November 6, 2025

Users participating in the project or organization are displayed in the table
at the top of the People page.

You can see the role, permissions and public details for each user.

• Search for Users
• Onboard a User in a Project Permission:Members::Manage
• Remove a User Permission:Members::Manage
• User Details Page
• Public Details
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• Roles and Permissions

Search for Users

You can look for a specific user in the project using the search bar or by browsing the tabs.

Recent activity and roles are displayed next to the username. Counts of connected users and total
users are visible above the search bar.

Onboard a User in a Project Permission: _Members::Manage_

By clicking on the “AddNewUser”button, youwill be prompted to enter the email address of the user
to be added. Based on the email’s domain name, an appropriate identity provider (IdP) is selected.
Domainnameshave tobe registeredwith theSettingsmenuatplatform‑level toattach it to thecorrect
IdP.

When the domain is not detected, a temporary password can be generated for the user. This
password will have to be communicated to the user, unless a mechanism to do so is available
with your instance.

Each user must be assigned a role in the scope of a project during the onboarding process. Once a
user has been onboarded in the project, a workspace can be assigned to her or She
can create a workspace on her own granted she has the appropriate permission, at least
Workspaces::Manage Personal.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 174

https://docs.citrix.com/en-us/secure-developer-spaces/people/users#roles-and-permissions


Citrix Secure Developer Spaces™

Tip

You can set an expiration date to the participation of the user in the project. Once the date is
passed, the user won’t have access to the project, the workspaces or to any resource associated
with it.

Remove a User Permission: _Members::Manage_

By clicking on the “…”icon on the top right of the user detail you can remove him from the project.
The user won’t have access to the project or to any resource associated with it. The user is however
still in the platform database. To fully remove a user from the platform, the user has to be removed
from the list of users, i.e. People Dashboard, when accessed at the platform level. This can be done
with a user with a platform‑level role such as admin or security officer.

User Details Page

The user details page can be accessed in different ways:

• At the Platform or Organization hierarchy level, select a user from the list
• At the Project level, select the “…”icon on the right and chooseMore Details

This page provides an overview of the user’s access and activity, including:

• Organizations the user belongs to
• Projects the user can access
• All workspaces owned by the user
• Workspaces that have a custom schedule
• The user’s personal work schedules
• Location history
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Public Details

On the user profile you can see his email address, time‑zone and location.
These details are visible by everyone with theMembers::Access permission in the project.

Tip

Your public details can bemodified in the profile page

Roles and Permissions

On the user profile you can view your current role in context of the currently selected project.
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Tip

Tip for privileged users with permissionMembers::Manage
The user role can bemodified using the user table found on the people page.

Refer to the Access Control page formore details around the access control policies on the platform.

Access Control

October 2, 2025

Roles and permissions in the organization are displayed on the People page.
If you are a project owner, you can create new roles or update existing ones from the access control
panel.
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• Roles
• Default roles
• Create a new role Project Owner
• Permissions

Roles

Roles define a set of permissions given to a user or a group of user.
They allow to determine the rights given to each user. Roles are project bound. This means that the
same user may have a different role depending on the project. Roles defined on the project level are
only available within that project.
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Warning

Roles are a crucial element to consider when securing your resources. Roles must be attributed
following a least privilege policy to avoid any unwarranted access.

Default roles

There are 4 default roles in a standard project: Guess, Developer,Manager and Project Owner.
They are meant for the following use:

• Guest: The guest role allows a user to view the platformwithout having access to sensitive data
or the ability to make any modifications.

• Developer: The “default”developer will be able to create workspaces based on admin‑defined
project rules.

• Manager: The manager has all the tech lead’s permissions.
• Project Owner: The project owner has all the manager’s permissions, in addition to accessing
the project’s audit andmanage the user’s security feature, such privilege elevation.

To each role is attached the set of permissions described below.

Refer to the permissions section for an explanation about each permission.

Permission Guest Developer Manager Project Owner

Workspace
Apps::Access

Yes Yes Yes Yes
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Permission Guest Developer Manager Project Owner

Workspace
Apps::Manage

Yes Yes Yes Yes

Workspaces::Access Yes Yes Yes Yes

Workspaces::Manage
Personal

No Yes Yes Yes

Workspaces::Manage
Project

No Yes Yes Yes

Resources::Access Yes Yes Yes Yes

Resources::Manage No Yes Yes Yes

Resources::Import No No No Yes

Resources::Regulated No Yes Yes Yes

Resources::Confidential No Yes Yes Yes

Security::Access No Yes Yes Yes

Security::Manage No No No Yes

Metrics::Access
Personal

No Yes Yes Yes

Metrics::Access
Project

No No Yes Yes

Members::Access No Yes Yes Yes

Members::Manage No No Yes Yes

Create a new role Project Owner

By clicking on the button at the top left of the access control panel, you can create a new role.
Select a name and the set of permissions that characterize the new role.

Warning

Granted permissions must follow a least privilege policy.
Be careful when naming a role, a poorly chosen name can be misused and end up giving too
much privilege to a user.
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Permissions

Permissions describe the rights given to a user for a specific access.

Please find below the detail of each access mentioned above.
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Permissions Description

Workspace Apps::No Access The user cannot access apps running on the
workspace.

Workspace Apps::Access The user can access and view apps shared with
the user by other users.

Workspace Apps::Manage The user can open and close ports of workspaces.

Workspaces::No Access User cannot access workspaces

Workspaces::Access User can access workspaces assigned to her, but
cannot edit properties or modify access control

to resources, or delete her workspace.
Workspaces::Manage Personal User can create personal workspaces (i.e. with

admin pre‑defined characteristics), manage
access control to the project resources, and

delete personal workspaces.
Workspaces::Manage Project User can create customworkspaces and assign it

to any user in the project. The user can edit or
delete any workspaces in the project.

Resources::No Access The user cannot access the Resources dashboard
and see registered resources.

Resources::Access The user can access the Resources dashboard
and see registered resources, but cannot edit or

delete them.
Resources::Manage The user can access the Resources dashboard

and see, edit and delete project repositories,
secrets, external services and data buckets.

Resources::Import The user can import new git repositories,
container images and SAML connected apps, as

well as manage all resources.
Resources::Regulated The user can access resources registered as

regulated, i.e. falling under some regulations
Resources::Confidential The user can access resources registered as

confidential such as intellectual property, etc.
Security::No Access The user does not have access to security

metrics.
Security::Access The user has access to the Audit dashboard,

define network policies (Resource Dashboard),
but cannot add, edit or delete them.
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Permissions Description

Security::Manage The user can add, edit and delete workspace
images, registry credentials, network policies,
generate platform API keys and update project

settings.
Metrics::No Access The user has no access to the Insights dashboard.

Metrics::Access Personal The user has access to the Insights dashboard
and see only personal metrics.

Metrics::Access Project The user has access to the Insights dashboard
and see both personal and project‑level metrics.

Members::No Access The user cannot see the project’s members (no
People dashboard).

Members::Access The user can see the project’s members in the
People dashboard.

Members::Manage The user can add and removemembers to the
project with the People dashboard.

Audit Page

October 2, 2025

Permission: _Security::Access_

The Audit page provides insights into the security of your Project, including a Event Generation
Timeline graph that illustrates the timeline of events triggered by workspaces within the current
project. Additionally, the Live System Event Log presents a table displaying detailed logs of each
event.
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• Event Generation Timeline
• Event Logs
• Filtering Logs
• Log Display

Event Generation Timeline

The event generation timeline are two graphs, where the first one shows the severity level of triggered
events over time, and the other displays the total amount of triggered events over time.
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Event Logs

The Live System Event Log displays records of security events triggered by workspaces within a spe‑
cific project. These events can take many forms, such as clipboard monitoring or network alerts, like
a DNS request. These logs are significant as they have the ability to uncover potential security vulner‑
abilities.

Tip

Events are triggered once you enabled the option “Log and record outbound network traffic”for
the associated Network Policy.

Filtering Logs

The log view allows users to easily filter and search through the system’s event logs.
This feature makes it very convenient to identify possible issues, troubleshoot and also to monitor
the usage of the system in a more granular level. To display filter options, press the “Filter”button
located at the top right of the Live System Event Log panel.
Filter logs by:

• Type of the event,
• Severity level,
• Workspace fromwhere the event was triggered,
• User that triggered the event,
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• Date and time at which the event was triggered.

In addition to filtering logs, you can search through themby typing key words in the search bar below
the date range (e.g. search for a specific user).

Log Display

The log view provides detailed information about each event that occurs within the system. For each
log, you can view the following information:

1. Type: What kind of event was triggered,
2. Severity: Severity level of the event,
3. Workspace: Workspace fromwhere event was triggered,
4. User: User who triggered the event,
5. Date: Date and time at which the event was triggered,
6. Description: Describes action that triggered the event.

To viewmore details about an event, press the dropdownmenu button to the left of the event’s log.

Real‑time Auditing Section: Event Log Catalog Reference

September 29, 2025

The tables below offers a quick reference to events monitored in real time on the Citrix Secure Devel‑
oper Spaces (SDS) platform. These events are systematically captured using standardized methods
and are available in the audit section. They can be easily exported in common formats for integration
with Security Information and Event Management (SIEM) systems, supporting comprehensive moni‑
toring and analysis.

All events

© 1997–2026 Citrix Systems, Inc. All rights reserved. 186



Citrix Secure Developer Spaces™

ID Category Event Type Event Description Attributes

All Attributes shared
by all events

id, timestamp,
user_id,
user_name,
session_id,
project_id,
project_name,
workspace_id,
work‑
space_name,
severity

Authentication

ID Category Event Type Event Description Attributes

1 Authentication Login The user logged
on to the
platform

2 Authentication Logout The user logged
out of the
platform

3 Authentication SessionStart The user started a
workspace
session

4 Authentication SessionEnd The user ended a
workspace
session

5 Authentication SessionInterrupt The user
workspace
session has been
interrupted

Authorization
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ID Category Event Type Event Description Attributes

6 User
Authorization

UserBlocked The user has
been blocked

user_id,
user_name,
role_name

7 User
Authorization

UserUnblocked The user has
been unblocked

user_id,
user_name,
role_name

9 Workspace
Authorization

SharedWithUser User shares
workspace with
another user

user_id,
user_name

10 Workspace
Authorization

UnsharedWithUser User revokes
previously shared
workspace
access.

user_id,
user_name

Data Security

ID Category Event Type Event Description Attributes

11 Data Security Copy In the workspace,
the user copies
data to the
clipboard

data, is_secret,
is_code

12 Data Security Paste In the workspace,
the user pastes
copied data into a
new location

data, is_secret,
is_code

13 Data Security Cut In the workspace,
the user cuts
selected data for
potential
relocation

data, is_secret,
is_code

14 Data Security Clipboard In the secure
browser, data is
copied, cut, or
pasted

data, is_secret,
is_code
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ID Category Event Type Event Description Attributes

15 Data Security ShareClipboardUrl In the secure
browser, the user
shares a URL or
link stored in the
clipboard

data, is_secret,
is_code

16 Data Security Upload Sends a file or
data from a local
device to a
remote
environment

data, is_secret,
is_code

17 Data Security UploadLargeFile Sends large‑sized
files from a local
device to a
remote
environment

data, is_secret,
is_code

18 Data Security Download Retrieves a file or
data from a
remote
environment to a
local device

data, is_secret,
is_code

19 Data Security DownloadLargeFile Retrieves
large‑sized files
from a remote
environment to a
local device

data, is_secret,
is_code

20 Data Security SupervisedCopy In the workspace,
the copy action
under
supervision or
monitoring

data, is_secret,
is_code

System

© 1997–2026 Citrix Systems, Inc. All rights reserved. 189



Citrix Secure Developer Spaces™

ID Category Event Type Event Description Attributes

21 System WorkspaceSpecsUpdatedModifications or
updates made to
the specifications
of a workspace

Data Security

ID Category Event Type Event Description Attributes

22 SecureBrowserNavigationSecureBrowserNavigationEnsures secure
browsing
practices during
navigation

url, title allowed

23 VSCodeExtensionInstalledVSCodeExtensionInstalledInstallation of an
extension within
Visual Studio
Code

extension_name,
extension_id
extension_uuid

24 AccountManagementUserAddedToProjectAddition of a user
to a specific
project

user_id,
user_name,
role_name

25 AccountManagementUserRemovedFromProjectRemoval of a user
from a specific
project

26 AccountManagementRoleChanged Modification or
alteration of a
user roles and
permissions

27 AccountManagementUserCreated Creation of a new
user profile or
account

28 AccountManagementUserDeleted Deletion or
removal of a user
profile or account

Network Traffic
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ID Category Event Type Event Description Attributes

29 SSHCommand SSHCommand Execution of a
command via
Secure Shell
(SSH)

issuer, command,
type, destination,
commit, request,
git_branch

30 ExternalSSHCommandExternalSSHCommandExecution of an
external
command
through Secure
Shell (SSH)

service_id,
command,
destination, type

31 HTTPRequest HTTPRequest Transmission of a
request using
Hypertext
Transfer Protocol
(HTTP)

issuer,
destination,
request_type,
blocked,
status_code,
browser_id

32 GitOverHTTP GitOverHTTP Git operations
performed over
HTTP protocol

issuer, command,
destination,
request

33 TCPForwarding TCPForwarding Forwarding of
Transmission
Control Protocol
(TCP) traffic

destination_address

34 DNS DNS Domain Name
System (DNS)
operations or
requests

domain, address,
inspected

35 ResourceAccess Created A resource is
newly created
within the system

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

36 ResourceAccess Imported Data or
information is
brought in from
an external
source

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
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ID Category Event Type Event Description Attributes

37 ResourceAccess ManuallyImported Specific data is
manually
transferred or
imported into the
system

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

38 ResourceAccess Updated Existing data or
information
undergoes
modification or
refresh within the
system

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

39 ResourceAccess SharedWithUsers Resource is
shared with
multiple users
within the system

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

40 ResourceAccess SharedPublicly Resource is made
accessible to the
public users

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

41 ResourceAccess WorkspaceAttached Resource is
attached to a
workspace

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

42 ResourceAccess WorkspaceDetachedRemoval of
resource from a
workspace

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

43 ResourceAccess Deleted A resource is
removed or
deleted from the
system

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
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ID Category Event Type Event Description Attributes

44 ResourceAccess Repository Management of a
Git application
used for code or
data storage

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

45 ResourceAccess Bucket Container utilized
for data storage,
commonly used
in cloud
computing

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

46 ResourceAccess Secret Sensitive data
such as
passwords, keys,
or tokens

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

47 ResourceAccess Connected_service Establishment or
utilization of an
external service
or integration
within the system

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

48 ResourceAccess Network_policy Setting rules or
configurations
governing
network behavior
or access

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

49 ResourceAccess Image Handling
representations
or snapshots of
data, often used
in computing
environments

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

50 ResourceAccess Credential Management of
information used
for
authentication or
access control

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
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ID Category Event Type Event Description Attributes

51 ResourceAccess Workspace_app Utilization or
management of a
workspace
application

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

52 ResourceAccess Startup_script Execution or
management of
scripts or
instructions
during system
startup

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

53 ResourceAccess Workspace Management or
utilization of a
coding
environment for
collaborative
work

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

54 ResourceAccess GitHub Utilization or
interaction with
the GitHub OAuth
application for
various purpose

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

55 ResourceAccess GitLab Utilization or
interaction with
the GitLab OAuth
application for
various purposes

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

56 ResourceAccess Bitbucket Utilization or
interaction with
the Bitbucket
OAuth
application for
various purposes

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
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ID Category Event Type Event Description Attributes

57 ResourceAccess AzureDevOps Utilization or
interaction with
the AzureDevOps
OAuth
application for
various purposes

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

58 ResourceAccess JFrog Utilization or
interaction with
the JFrog OAuth
application for
various purposes

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

Attributes

Attributes Attribute Description

action_type Action type

address DNS address

allowed Flag indicating whether navigation is allowed

blocked Flag indicating whether the request is blocked

browser_id Browser ID

command The SSH command executed

commit The related commit hash

data Clipboard data, if applied

destination The git service name

destination The external service name

destination The destination name

destination_address Destination address

domain Domain name

extension_id ID of the Visual Studio Code extension

extension_name Name of the Visual Studio Code extension

extension_uuid UUID of the Visual Studio Code extension
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Attributes Attribute Description

git_branch The git branch name, if applied

id Event ID

inspected Flag indicating whether it request has been
inspected

is_code Code detection flag

is_secret Secret detection flag

issuer Email or user ID of the issuer

o_auth_app Third party app name, if applied

project_id Project ID

project_name Project name

request The type of request

request_type Request type

resource_id Resource ID

resource_name Resource name

resource_type Resource type

role_name The user role on the platform

role_name The rolename in the project, if applied

service_id The service ID

session_id IDE session ID

severity Severity 0‑3 = Low ‑ 4‑6 = Medium ‑ 7‑8 = High ‑
9‑10 = Critical

status_code HTTP status code

timestamp Date on which the event was recorded

title Title of the webpage

type Push or pull

url URL of the webpage

user_id The user id on the platform

user_name The username on the platform

workspace_id Workspace ID
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workspace_name Workspace name

Insights Page

The Insights Page displays information about the activity of the Project’s members, resource allo‑
cation and container process’metrics. The information displayed on this page depends on the imple‑
mentation of the platform in your organization. This section provides a general view of the informa‑
tion commonly found across deployments.

Info

Depending on your permissions within the project, some of this information may not be avail‑
able.

Content

• Resource Allocation Permission: _Metrics::Access Project_
• Container Process Metrics

Resource Allocation

October 2, 2025

Permission:_Metrics::AccessProject_

Within the Resource Allocation tab, you can view the current usage of resources by your work‑
space.

• Resource Allocation Graph
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Resource Allocation Graph

You can also view a sortable list of the total consumption based on activities for each workspace in
the project.

Note
Eachworkspace is assignedaCPUs/Memory/Memory specification. You can see the current level
of usage for workspaces in the project
in the Workspace Consumption list.

Container Process Metrics

October 2, 2025

The section Container Process displays time metrics registered using the platform Command Line
Interface (CLI) strongcli available in developers workspaces.
Metrics are registeredusing the ‘time’option andbecomeavailable in the Insight dashboard’s section
Container Process. This CLI is typically used in scripts
embedded in the project containers such that, at startup a selection of processes can be registered
for performance assessment. Once registered in a fleet of
workspaces, metrics are aggregated and eventually displayed in the Insights page.
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• Track a Container Process
• Insights’Period
• Container Process Insights

• Average
• Total

Track a Container Process

Youcan track theexecution timeof container processes inworkspacesusing theplatform’sCommand
Line Interface (CLI) strongcli.
Use the following command to do so:

1 > strongcli time LABEL -- COMMAND_TO_RUN

Where:

• LABEL: This allows setting a label to identify the process in the Insight dashboard,
• COMMAND_TO_RUN: The terminal command for which you would like to measure the execu‑
tion time.
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This registers a new process for your workspace among the container processes and measures its
execution time.

Insights’Period

After selecting a container process, you can vary the span of the statistics from a 7‑day execution av‑
erage to a yearly average.

• Click on the drop‑downmenu to the right of “Last 7 days”to change the evaluation period.

Based on selected period, the graph scale will be adapted accordingly.

Container Process Insights

Average

The “average execution time”graph in the container Process section of the Insight dashboard shows
the average amount of time it took for a command to be executedwithin a developer’s workspace, as
recordedby theplatform’sCommandLine Interface (CLI). Theperiodof timedisplayedon theaverage
execution time graph can be adjusted, allowing you to viewmetrics for a specific date range.
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Total

The “total execution time”graph in the container process section of the Insight dashboard shows the
total amount of time the command has been executed in a developer’s workspace. The period of
time displayed on the total execution time graph can be adjusted, allowing you to view metrics for a
specific date range.

Profile and Account Settings

The Profile and Account Settings pages lets you manage personal data and set preferences around
your work habits. For example, you can set‑up a work schedule such that your workspace is automat‑
ically deployed at pre‑set hours.

The profile is used also to store any personal configuration files such as .bashrc, etc needed to cus‑
tomize your workspaces.

In addition, you canuse theprofile to record IDE configurations, including installed plug‑ins, and repli‑
cate them across workspaces. Finally, the profile is the
place to manage the different authentication tokens and access keys to authenticate to GIT applica‑
tions attached to
the platforms and accessible from the workspaces.

The Overview Page allows you to edit personal information, define a work schedule, view owned
workspaces and project membership.
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The Integration Page allows you to create and edit different authentication tokens, personal SSH
identity and GTG keys.
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The Configuration Page allows you to create and edit custom configuration files, IDE configurations
and workspace startup scripts.
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The Security Page allows you to create and edit API keys, SSH keys and personal secrets.
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Content

• Overview Page
• Integration Page
• Configuration Page
• Security Page

Profile Overview

October 2, 2025

TheProfileOverviewPage serves as a comprehensive summaryof theuser’s information, theirwork‑
space ownership and project membership.

• User Information
• Work Schedule
• Workspaces
• Projects
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User Information

In theUser Information section you canmodify your user’s name and time zone.
The email linked to your profile cannot be modified.
The profile picture is retrieved from your identity provider when available.

Work Schedule

In theWork Schedule section, you can configure your profile’s work schedule. During set hours your
main workspace (i.e. last used) is automatically deployed.
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Tip:

Workspaceswill pause automatically when not used for over a pre‑set time, typically 60minutes,
depending on the setup of your platform.

When a workspace is paused voluntarily, it will not be impacted by the schedule.

Workspaces

In theWorkspaces section, you can find details about your individual workspaces across all projects
that you are a part of. By selecting the “…”option on a specific workspace, you can directly perform
actions such as running, pausing, editing, viewing details, or deleting the workspace.
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Projects

The Projects section displays information about every project that you are a member of, within the
organizations to which you belong. This includes details such as the project name, the organization
hosting the project, your role within the project, the project owner, and the number of users involved
in the project. By clicking on a project’s name, you can access its dashboard for more information.
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Integration

December 16, 2025

In the Integration Page you canmanage the different access keys, secrets and tokens that are linked
to the user’s profile.
This includes Code Repository Tokens, Personal SSH Identity and GPG Keys. The keys and tokens
are used to authenticate and authorize access to different services, such as remote repository applica‑
tions. Bymanaging their keys, tokens and secrets in one location, users can easily keep track ofwhich
ones are being used, for what purpose and can revoke or add new ones as needed. The page also al‑
lows the user to view, create, and remove them, to manage access levels and to have an overview of
their expiration date. This helps to ensure that only authorized users have access to the necessary
resources and services, and that access is revoked when necessary.

• Code Repository Tokens
• Personal SSH Identity
• GPG Keys
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Code Repository Tokens

Under Code Repository Tokens, you can configure authentication, usingOAuth Authentication To‑
kens or Personal SSH Keys, to the following git providers:

• GitHub,
• GitLab,
• and Bitbucket.
For certain of these git providers, you have the option to choose between the ‘Default’or ‘In‑
ternal’options. An ‘Internal Service’is self‑hosted, whereas a ‘Default Service’is hosted on the
cloud.

Personal SSH Identity

Use the Personal SSH identity option to authenticate with external resources over SSH.

Toset thisup, selectGenerateKey. The systemcreatesapublic/privatekeypair anddisplays thepublic
key. Add this public key to your external SSH service as an authentication option.
When you access the external service, SDS automatically applies the private key to your session. This
eliminates the need formanual keymanagement and preventsmalicious code in theworkspace from
extracting the key. Note: The SSH key applies to both new and existing workspaces.
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Important:

To connect to SSH services, you must either configure a personal SSH identity or set up the SSH
service as a project resource.

GPG Keys

You can generate and automatically deploy GPG keys to authenticate your commits on supported Git
repository applications (i.e. GitHub).
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Configuration

December 17, 2025

The Configuration Page is used to create and edit custom shell scripts and configuration files, config‑
ure your IDE anddefinepersonalworkspace startup scripts. You canalso configure additional settings
(e.g. theme) by clicking on the profile picture on the top right of the screen.

• Manage Configuration Files
• IDE Configuration
• Startup Script
• Theme
• Language

Manage Configuration Files

Use the Configuration Files section to personalize your development environment. You can specify
your preferred default shell and create custom configuration scripts (such as .bashrc or .zshrc) that
automatically apply to your workspaces.

This ensures that every new workspace you create includes your preferred aliases, environment vari‑
ables, and tool settings without requiring manual setup each time.
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Set the default shell

You can define which shell launches automatically when you open a web terminal in your work‑
space.

1. Go to Configuration > Configuration Files.
2. UnderSelect thedefault shell thatwill open in theweb terminal, select thedropdownmenu.
3. Choose your preferred shell (for example, Bash).
4. Select Save.

Here is the updated Create and edit custom configuration file section, expanded to include more
examples from the previous configuration, such as navigation shortcuts and safety prompts.

Create and edit custom configuration files

You can create customshell scripts and configuration files to persist your environment settings. These
files are automatically injected into:

• Newly created workspaces: The files are applied during the workspace creation process.
• Existing workspaces: You can manually apply updates by selecting the Personalize Environ‑
ment action within a workspace.

To create a new configuration file

1. Go to the Configuration Files section.
2. In the Create and edit custom shell scripts area, select theCreate Custom Shell dropdown

menu.
3. Select the type of file you want to configure (e.g. Bash Shell or Zsh Shell).

• If you select Custom Type, enter the specific filename in the adjacent field.

4. Enter your script or configuration code in the editor pane.
5. Select Save.

Sample configurations

You can copy and paste the following examples into your .bashrc file to improve productivity and
safety.

Improve directory navigation Use these aliases to list files withmore detail (including hidden files
and file sizes) and to navigate folders quickly.
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1 ```bash
2 # List all files including hidden ones
3 alias ll='ls -alF'
4 alias la='ls -A'
5
6 # Go back one or two directories
7 alias ..='cd ..'
8 alias ...='cd ../..'
9 ```

Prevent accidental deletions Add safety prompts to critical commands to ensure you confirm be‑
fore deleting or overwriting files.

1 ```bash
2 # Ask for confirmation before executing
3 alias rm='rm -i'
4 alias cp='cp -i'
5 alias mv='mv -i'
6 ```

Configure Git shortcuts Reduce repetitive typing for common Git operations.

1 ```bash
2 # Check status
3 alias gs='git status'
4
5 # Add all changes
6 alias ga='git add .'
7
8 # Commit with a message
9 alias gc='git commit -m'

10
11 # Push changes
12 alias gp='git push'
13 ```

IDE Configuration

IDE configuration files can be managed from the profile settings. A configuration must be initially
imported from a runningworkspace.
Then, it can be applied to new or existing workspaces manually or automatically.
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Currently supported IDEs are:

• VSCode,
• any IDEs from Jetbrains.

Startup Script

You can define a personal script that will be executed upon each startup of the workspaces that you
own

Tip:

Note that if you defined a startup script for a given workspace, then it will override this one
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Theme

Two color themes for dashboards are available in the Profile Menu. You can switch between a light
and dark theme for the User Interface (UI) display.

Language

A language for the UI can be selected from the footer. Supported languages for the platform UI are:

• English,
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• French.

Security

October 2, 2025

In the Security Page you can manage the different access keys, secrets and tokens that are linked to
the user’s profile.
This includes Personal Secrets, Remote Access Over SSH keys, API Keys and GPG Keys. By manag‑
ing their keys, tokens and secrets in one location, users can easily keep track of which ones are being
used, for what purpose and can revoke or add new ones as needed. This helps to ensure that only au‑
thorized users have access to the necessary resources and services, and that access is revoked when
necessary.

• Personal Secrets
• Remote Access Over SSH
• API Keys

Personal Secrets

Under Personal Secrets, you canmanage your secrets.
You add secrets that appear as files in your workspace, or add them as environment variables.
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Remote Access Over SSH

You can access your workspace using SSH, which allows you to run VSCode locally. Trusted public
keys for SSH authentication are displayed in this section. Each key is linked to your profile.
One benefit of accessing your workspace using SSH is flexibility. By allowing you to run VSCode on
your local machine, you can still leverage the powerful hardware of the remote machine and still not
give up on security. View SSH Into Your Workspace to set it up.

API Keys

An API key is a unique identifier used to establish a connection to an API call. Once connected, the
API service will be available in your workspaces.
API keys are used to authenticate the source of a request and make sure that the API is only used as
intended. API keys are often used by web and mobile apps to connect to web‑based services and
retrieve or update data.
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Organization General Settings

October 2, 2025

Admin

TheOrganizationSettings serve as the overarching control center for administering and standardizing
configurations across all projects within the organization. By defining settings at the organizational
level, you can enforce a consistent set of protocols, security measures, and resource limitations that
will automatically apply to each new and existing project. This ensures uniform compliance and op‑
erational efficiency throughout the organizational ecosystem.

For detailed configurations at the project level, please refer to the Project Settings page.
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Additionally, Organization Settings provide a safeguard against accidental deletions by allowing you
to recover deleted projects for up to 7 days. After this period, the projects are permanently deleted.
This recovery window helps prevent the permanent loss of project data.
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Workspace Settings

October 2, 2025

This section focuses on configuring settings for workspaces that apply across the entire organization.
Define organization‑wide security policies governing aspects like data handling and access, and es‑
tablish network policies to control workspace traffic consistently for all projects within the organiza‑
tion.

Security Settings

In the “Workspace Settings”section, the “Security Settings”enable you to implement multiple poli‑
cies including Clipboard Monitoring, Workspace App Security, and Default Project Limits. These poli‑
cies can be enforced to establish a foundational level of security across all workspaces within your
project.
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Clipboard Security

Clipboard Security implements Data Loss Prevention policies to safeguard against data leaks by dis‑
abling the ability to paste content from the IDE and secure browser into external applications.

Workspace App Security

Workspace App Security allows you to mandate the use of a secure browser for workspace applica‑
tions, ensuring that developers can share the applications they are developing in a protected environ‑
ment. When used in conjunction with the Clipboard Security policy, this feature helps to prevent any
potential data exfiltration fromworkspace applications.
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Default Project Limits

Default Project Limits can be set to cap the number of workspaces a user can create. This not only
aids in resourcemonitoring and reduces unnecessary workspace proliferation but also contributes to
cost efficiency by avoiding the operation of unused workspaces.

Enable Remote Development Over SSH

Remote Development Over SSH gives you the option to permit or deny developers the ability to con‑
nect to their workspaces via SSH. While convenient for certain tasks, this feature must be used judi‑
ciously as it can reduce the effectiveness of local IDE data loss prevention measures.
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Network Policy

Network policies are attached toworkspace and enable fine‑grained network traffic control. Network
traffic is identified using combinations
of IP addresses, port and domain names. Once a network policy is attached to a workspace, all out‑
bound traffic is enforced by the rules in
the policy and the workspace’s user cannot circumvent the restrictions.

Default Network Policies

Three default policies are available in a project. An administrator can create a new Network Policy if
needed.

Name Scope Description

Monitor Traffic Project This is a standard policy to
monitor the outgoing traffic to
the workspace. It will cause the
generation of log events in the

Audit dashboard.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 224

https://docs.citrix.com/en-us/secure-developer-spaces/workspace-overview.html


Citrix Secure Developer Spaces™

Name Scope Description

Restrict Traffic Project This is a standard policy to
restrict outgoing traffic from
the workspace. It will block all

traffic except to attached
repositories and domains.
Failed network requests are
shown in the log events in the

Audit dashboard.

Add a Network Policy

You can create a Network Policy by pressing the “Create Policy”button.

You will need to enter the following information:
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1. Name, a name to identify the policy,
2. Description,

Warning

Be careful when naming and describing a new policy. A misleading name can end up in giving
toomany permissions to a user.

1. Log and record outbound network traffic (default),
2. Restrict Traffic to Selected Resources (optional),

All traffic will be restricted, except for end systems added to yourwhitelist

• Add each application that you want to whitelist
• Add Domains that you want to whitelist, and indicate whether to include subdomains
• Add IPs that you want to whitelist

Edit or Delete a Network Policy

You can edit or delete a Network Policy by clicking on the “…”icon next to its class level.

General Settings

October 2, 2025

This section covers fundamental platform‑wide configurations. Here, administrators can manage
Maintenance Messages, configure Custom Actions, handle the recovery of Deleted Projects and
Deleted Organizations, and adjust settings related to the initial User Journey. These settings gov‑
ern the overall operational aspects and user experience defaults of the platform.

• Maintenance Messages
• Custom Actions
• Deleted Projects
• Deleted Organizations
• User Journey

Maintenance Messages

You can configure and display maintenance messages to users. These messages can inform users
about scheduled downtime, ongoing maintenance activities, or other important platform‑wide noti‑
fications.
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Custom Actions

Configure custom actions that can be triggered within the platform. This allows for extending plat‑
form functionality with specific automated tasks or integrations tailored to your organization’s work‑
flows.
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Deleted Projects

You can recover a deleted project for a period of 7 days on theDeleted Projects tab. Simply press the
Recover button the right of the project you want to restore.
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Deleted Organizations

You can recover a deleted organization for a period of 7 days on the Deleted Organizations tab. Sim‑
ply press the Recover button to the right of the organization you want to restore.

User Journey

This section allows administrators to configure the initial setup wizard presented to users upon their
first interaction with the platform.
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Security Settings

October 2, 2025

Configure critical security parameters for the entire platform. This includesmanaging SAML Integra‑
tion for secure web application access via RBI, setting up SIEM Integration for centralized logging,
getting a Network Policy Overview, and establishing platform‑wide Information Security Policy
settings. These settings are essential for protecting platform resources and ensuring secure user ac‑
cess.
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• Network Policy Overview
• SAML Integration
• SIEM Integration
• Information Security Policy

Network Policy Overview

Get a summary view of the network policies currently applied across the platform. This overview
helps administrators quickly understand the existing network security configurations and rules at a
high level.

SAML Integration

TheSAML Integration section is responsible for authenticating all users on the platformwhen access‑
ing web applications. Users access these Web Applications through Remote Browser Isolation (RBI),
known on the platform as the “Secure Browser”. The Secure Browser offers DLP‑enabled access to
any sensitive domains, such as GitHub, Jira, and GitLab. Users are restricted to accessing these Web
Applications solely through the platform, prohibiting access via external browsers.

Administrators have the option to enable or disable a pre‑configured identity provider. They can also
allow organizations to oversee their own identity providers.
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SIEM Integration

Configure the integration of the platform with your Security Information and Event Management
(SIEM) system. This allows for forwarding logs and security events from the platform to your central
SIEM for monitoring, analysis, and alerting.
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Information Security Policy

Define and manage the information security policies enforced by the platform. This section may in‑
clude settings related to data handling, access controls, and compliance standards that users and the
systemmust adhere to.
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User Access Control

October 2, 2025

Manage how users authenticate and what they can access at the platform level. This involves config‑
uringRegisteredDomains and Identity Providers (IDPs), includingmulti‑factor authentication, and
setting platform‑wide rules viaUser Access Control Settingswhich encompass compliance features,
platform constraints, and container image URL constraints.

• Domain and IDP
• User Access Control Settings

Domain and IDP

The Registered Domains and Identity Providers section offers a centralized control over user au‑
thentication processes. By defining specific domain names fromwhich your users originate, you can
associate them with a corresponding identity provider (IDP). As a result, users from the designated
domain will be authenticated using the chosen IDP.
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This section allows you to set access permissions basedon specific domains andalso offers theoption
to enable two‑factor authentication, enhancing overall security.

User Access Control Settings

The User Access Control Settings section offers features essential for meeting compliance require‑
ments. These features encompass Platform Access Control Management and Platform constraints.
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Workspace Settings

October 2, 2025

Define the rules and defaults that govern individual workspaces created within the platform.
Configure workspace‑specific Security Settings like clipboard control and SSH access, manage
Schedule Settings for workspace uptime, set policies viaWorkspace Apps Settings, define allowed
Workspace Specification options (CPU/RAM), control workspace Network Policy, and manage
workspace‑specific Registry Access.

• Security Settings
• Schedule Settings
• Workspace Apps Settings
• Workspace Specification
• Network Policy
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• Registry Access

Security Settings

The Security Settings let you enforce security rules within underlying organizations and projects.

1. Clipboard Security: If enabled, users are prevented frompasting content outside of the IDE and
the Secure Browser.

2. Personal Key Settings: If enabled, it permits workspace owners to use their personal OAuth
tokens to authenticate with external repositories.

3. Default Project Limits: If enabled, it restricts users to a specified maximum number of work‑
spaces, ensuring resource conservation.

4. Connect via SSH: If enabled, it grants the workspace’s owner permission to connect via SSH.
However, it’s crucial to note that certain Data Loss Prevention functionalitiesmight be compro‑
mised.
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Schedule Settings

Configure automatic scheduling for workspaces, such as setting operational hours or defining auto‑
shutdown policies. This helps manage resource consumption and ensures workspaces are only run‑
ning when needed.
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Workspace Apps Settings

TheWorkspace Apps Settings section establishes guidelines for Workspace Apps within underlying
organizations and projects.

• Allow Creation of Public Workspace Apps: This feature permits users to share active apps with
the public, meaning there’s no requirement for authentication to the platform. However, acti‑
vating this option may lead to potential data loss.

• Allow Access to Workspace Apps Using API Keys: This option grants users the ability to utilize
API keys for accessing active apps. Whendoing so, requests should include the header: “Strong‑
Network‑Authorization: ”.
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Workspace Specification

TheWorkspace Specification section allows administrators to create predefined templates that de‑
fine resource allocations for workspaces.

Whencreatinga template, you can set both initial ‘request’values andmaximum ‘limit’values for CPU,
RAM, and storage. You can also customize template availability, restricting specific templates to cer‑
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tain organizations or projects. When users later create a new workspace, they will only see the tem‑
plates applicable to their context.

Network Policy

Define specific network policies that apply to workspaces created within the platform. This allows
administrators to control network traffic flow, segment networks, and enforce security rules at the
workspace level.
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Registry Access

Manage and control which container image registries workspaces are allowed to pull images from.
This enhances security by ensuring that only trusted and approved image sources are used within
development environments.
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Resource Settings

October 2, 2025

Control access to external resources used by the platform and workspaces. Primarily, this involves
Registry Access Management (restricting allowed registries) and configuring connections to private
registries via Create Image Registry.

• Image URL Constraints
• Create Image Registry

Image URL Constraints

The Image URL Constraints section lets administrators ensure that their developers only access reg‑
istries that are allowed. When this feature is enabled, StrongNetwork™ restricts access to all registries
except those explicitly permitted in the list provided.
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Create Image Registry

Configure and manage connections to private or custom container image registries. This section al‑
lows you to add new registry credentials and endpoints for use across the platform.

Analytics

October 30, 2025
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System Analytics

Use theSystemAnalytics section todownloaddetailed reports and logs for theCitrix SecureDeveloper
Spaces™ (SDS) platform. These reports include API and endpoint failure data from the past 30 days,
along with comprehensive system logs.
You can filter the data by Workspace, user, or time range to support targeted troubleshooting and
analysis.

Usage Analytics

The SDS management console uses Pendo to deliver in‑product notifications, feature announce‑
ments, and contextual guidance. It also collects product feedback and usage telemetry to help
improve the platform experience.

Data Collection Preferences

You can choose how analytics data is collected and used. This includes anonymous usage data (such
as pages visited and features used) to improve the application, and basicmetadata to enable targeted
in‑app guides. No personal content is ever tracked.

Available configuration options:

• Enable analytics and in‑app guides
This is the default configuration providing access to all Pendo‑based functionality.
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• Disable analytics, keep in‑app guides (basic metadata only)
No product usage information is shared with Citrix, but in‑product guidance remains available.

• Disable all analytics and guides
All Pendocomponentsaredisabledandno information is sharewithCitrix. In‑productguidance,
notifications, and the ability to submit feedback are not available.

Connectivity Requirements

To ensure you can view Pendo content within the management console, Citrix recommends that the
address ‘http://citrix‑sds‑content.customer.pendo.io’is contactable.

Pendo is a third‑party sub‑processor that Citrix uses to provide cloud and support services to Citrix
customers. For a complete list of these sub‑processors, see Sub‑Processors for Citrix Cloud& Support
Services and Citrix Affiliates

VDI Application

October 2, 2025

Configure settings related to Virtual Desktop Infrastructure (VDI) Agent accessible through the plat‑
form.
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Import and Export

October 2, 2025

This section provides options for importing and exporting platform configurations or data. This can
be useful for backups, migrations, or sharing settings between different platform instances.
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Project General Settings

October 2, 2025

In the Project General Settings, you can update your project’s name within the Basic Information
panel.

Additionally, workspaces that have been deleted can be restored within seven days of their deletion.
After this period, they will be permanently deleted.
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Workspace Settings

October 2, 2025

This section allows you to configure workspace settings specifically for this project. Define project‑
level security policies for data handling and access, and establish network policies to control work‑
space traffic within the context of this project.

• Security Settings
• Network Policy

Security Settings

In the “Workspace Settings”section, the “Security Settings”enable you to implement multiple poli‑
cies including Clipboard Monitoring, Workspace App Security, and Default Project Limits. These poli‑
cies can be enforced to establish a foundational level of security across all workspaces within your
project.
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Clipboard Security

Clipboard Security implements Data Loss Prevention policies to safeguard against data leaks by dis‑
abling the ability to paste content from the IDE and secure browser into external applications.

Workspace App Security

Workspace App Security allows you to mandate the use of a secure browser for workspace applica‑
tions, ensuring that developers can share the applications they are developing in a protected environ‑
ment. When used in conjunction with the Clipboard Security policy, this feature helps to prevent any
potential data exfiltration fromworkspace applications.
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Default Project Limits

Default Project Limits can be set to cap the number of workspaces a user can create. This not only
aids in resourcemonitoring and reduces unnecessary workspace proliferation but also contributes to
cost efficiency by avoiding the operation of unused workspaces.

Enable Remote Development Over SSH

Remote Development Over SSH gives you the option to permit or deny developers the ability to con‑
nect to their workspaces via SSH. While convenient for certain tasks, this feature must be used judi‑
ciously as it can reduce the effectiveness of local IDE data loss prevention measures.
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Network Policy

Network policies are attached toworkspace and enable fine‑grained network traffic control. Network
traffic is identified using combinations
of IP addresses, port and domain names. Once a network policy is attached to a workspace, all out‑
bound traffic is enforced by the rules in
the policy and the workspace’s user cannot circumvent the restrictions.

Default Network Policies

Three default policies are available in a project. An administrator can create a new Network Policy if
needed.

Name Scope Description

Monitor Traffic Project This is a standard policy to
monitor the outgoing traffic to
the workspace. It will cause the
generation of log events in the

Audit dashboard.
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Name Scope Description

Restrict Traffic Project This is a standard policy to
restrict outgoing traffic from
the workspace. It will block all

traffic except to attached
repositories and domains.
Failed network requests are
shown in the log events in the

Audit dashboard.

Add a Network Policy

You can create a Network Policy by pressing the “Create Policy”button.

You will need to enter the following information:
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1. Name, a name to identify the policy,
2. Description,

Warning

Be careful when naming and describing a new policy. A misleading name can end up in giving
toomany permissions to a user.

1. Log and record outbound network traffic (default),
2. Restrict Traffic to Selected Resources (optional),

All traffic will be restricted, except for end systems added to yourwhitelist

• Add each application that you want to whitelist
• Add Domains that you want to whitelist, and indicate whether to include subdomains
• Add IPs that you want to whitelist

Edit or Delete a Network Policy

You can edit or delete a Network Policy by clicking on the “…”icon next to its class level.

Citrix Secure Developer Spaces™ Videos

December 19, 2025

This video playlist features tutorials and best practices for Citrix Secure Developer Spaces™ (SDS),
demonstrating how it accelerates innovation with self‑service, secure, scalable, ready‑to‑code Linux
developer environments. Learn how these environments boost developer velocity while reducing in‑
frastructure costs and security risks.

Testimonials

Hear fromdevelopersand IT leadersonhowCitrix SecureDeveloperSpaces is transforming theirwork‑
flow, boosting productivity, and reducing risk.
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Title Description Link

Why Citrix uses Secure
Developer Spaces

Citrix Secure Developer Spaces
(SDS) has revolutionized the
developer experience at Citrix.
In this real‑world testimonial,
our teams share how SDS
helped us move from slow
onboarding and complex
setups to fast, secure,
cloud‑native development
environments. With instant
access from any device, built‑in
security, and over 60%
reduction in total cost of
ownership, SDS empowers
distributed teams to work
faster and safer—without
high‑spec laptops or persistent
VDI. Watch howwe simplified
secure development and
accelerated innovation.

Demos

Watch these demos to see how Citrix Secure Developer Spaces delivers secure, ready‑to‑code Linux
environments that accelerate development and simplify workflow.

© 1997–2026 Citrix Systems, Inc. All rights reserved. 255

https://youtu.be/dvqwqNEyHxo


Citrix Secure Developer Spaces™

Title Description Link

Citrix Secure Developer Spaces
integration with Backstage

Discover how Citrix Secure
Developer Spaces (SDS)
integrates with Backstage to
power a unified, self‑service
developer portal. In this video,
we show how developers can
switch contexts with one click
using Backstage dashboards,
provision secure workspaces
instantly for new projects, and
accelerate onboarding with
pre‑configured environments
and tool stacks. This
integration helps teams
streamline workflows, stay
compliant, and boost
productivity, all from their
central Backstage hub.

Citrix Secure Developer Spaces:
Zero Trust Network Access,
advanced data protection,
loss‑prevention

Discover how Citrix Secure
Developer Spaces provides a
secure environment for
developers to build and
innovate without compromise.
With Zero Trust Network Access
(ZTNA), advanced data
protection, and data loss
prevention (DLP), your teams
can collaborate confidently
from anywhere. Combine
innovation with security and
keep your enterprise protected.
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Title Description Link

Citrix Secure Developer Spaces:
Advanced data protection with
Chrome Enterprise Premium

Learn how Chrome Enterprise
Premium and Citrix Secure
Developer Spaces enhance
data protection and security for
modern enterprises. In this
video, we explore advanced
security features that help IT
admins safeguard sensitive
information, ensure
compliance, and protect
endpoints across your
organization. Stay ahead with
Secure Developer Spaces and
Chrome Enterprise Premium
for a safer, smarter enterprise.

Citrix Secure Developer Spaces
: One‑click developer
onboarding

Citrix Secure Developer Spaces
empowers development teams
to self‑provision secure and
standardized environments on
demand, accelerating the
onboarding of developer
environments for contractors
and new hires in under one
minute.

Webinars

Watch our recorded webinars to discover how Citrix Secure Developer Spaces empowers developers
with secure, scalable, and ready‑to‑code Linux environments.
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Title Description Link

DevSecOps automation and
governance

Learn how Cloud Development
Environments (CDEs) and
containers accelerate DevOps
in this webinar, including how
to boost developer
productivity, enhance
DevSecOps, cut costs, and
improve infrastructure
efficiency.

Achieving regulatory & security
compliance across a
development process

Enhance DevOps security &
achieve ISO 27001 compliance
with online containers. In this
webinar, you’ll learn to
implement risk controls,
automate access, andmanage
resources.

Expanding the reach of
platform engineering with
Cloud Development
Environments

Platform engineering boosts
developer productivity with
templated DevOps, enhancing
automation, security, and
compliance through Cloud
Development Environments
(CDEs).

Help

In the help section, you can find the resources you need to make the most of the platform. Whether
you’re a beginner or an advanced user and find the documentation unhelpful, there are alternative
options to get help.
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• You can use the troubleshooting tool in case you experience problems.

REST API

October 2, 2025

The Strong Network™ platform can be fully controlled and integrated via an API of over 150 endpoints
(detailed on the platform’s API page) for complete control of enterprise applications and integration
with security and analytics tools such as Splunk, Sumologic, etc.

Info:

Only users authenticated on the Strong Network Platform can have access to the API documen‑
tation.
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IDE Troubleshooting Tool

October 2, 2025

In the Profile Settings you can setup the IDEWebSocket Troubleshooting Tool. You can use this appli‑
cation to troubleshoot access to your IDE in case you experience problems. Problems can be caused
by connectivity issues with service providers.

You can also troubleshoot latency to regions with the Region Latency Checker tool.

https://docs.citrix.com/en-us/secure-developer-spaces/profile/index.html
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