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SecurSpaces for developers

August 19, 2026
Developer

Citrix SecurSpaces™ gives you a powerful, pre-configured development environment you can openin
seconds —from any device, any browser, or your favorite IDE. Think of it as your own dedicated Linux
dev machine, always ready, always consistent, and accessible from anywhere.

This guide explains what SecurSpaces is, how it compares to what you’re used to, and introduces the
key concepts you’ll encounter.

How it works

Your workspace is a full Linux development environment running in the cloud. It has everything your
project needs —IDE, terminal, source code, build tools, and dependencies —set up and ready to go.
You connect to it from your browser or a locally installed IDE.

When you log in to SecurSpaces, you’ll see your project and available workspace templates. You pick
atemplate, select launch, and within seconds you have a running environment with your repositories
cloned, your tools installed, and your IDE connected. That’s it —you’re coding.

What’s in it for you
Start coding in minutes, not days

No more “install this, configure that, ask Dave for access.”Your workspace comes pre-loaded with
everything your project needs —the right language runtimes, build tools, dependencies, and reposi-
tory access are already configured.

Your tools, your way

Use your dot files, extensions, keybindings, and shell configuration. SecurSpaces supports VS Code
(browser and desktop), JetBrains IDEs, Cursor, Windsurf, Kiro, and any other editor that connects over
SSH. You choose how you work.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 8
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Any device becomes a dev machine

Work from your laptop, a thin client, a tablet, or even a borrowed machine. Your workspace is the
same everywhere because it runs in the cloud, not on your local hardware.

Power when you need it

Need more CPU for a heavy build? GPUs for ML training? Scale resources on demand —no hardware
requisition required. Your workspace can be more powerful than any laptop.

Experiment freely

Spin up a new workspace in seconds. Try somethingrisky, break things, throw it away, start fresh. The
cost of experimenting is near zero.

Consistent environments across the team

Everyone on your project uses the same base tools, same versions, same configuration. If it works in
your workspace, it works in everyone’s. “Works on my machine”stops being a thing.

What stays the same

If you’re coming from a laptop, VDI, or WSL-based workflow, most of what you know still applies:

« Git workflow —Clone, branch, commit, push. Same as always.

« Terminal —Full Linux shell with your tools, aliases, and scripts.

« IDE —Connect your desktop IDE or use the browser-based version. Your choice.

+ Your files —Everything you save under your home directory persists between sessions.
+ Root access —You have full control inside your workspace.

What’s different

SecurSpaces changes where your development happens, not how you develop. Here’s what’s actually
different:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 9
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Traditional setup

Code lives on your laptop

You install and maintain your own tools

Hardware limits what you can build

Environment setup takes hours or days
“Works on my machine”debugging

Onboarding a new project = manual setup

With SecurSpaces

Code lives in your cloud workspace (can’t lose it
if your laptop dies)

Your project owner configures the base
environmentin a template

Workspace resources scale independently of
your device

Launch a pre-configured workspace in seconds
Everyone shares the same base environment

Pick a template and start coding

The key mental shift: Your laptop (or browser) is a window into your workspace, not the workspace

itself. Everything runs in the cloud —your device is just the screen.

Key terminology

These are the terms you’ll see when using SecurSpaces:

Term

Workspace

Template

Project

What it means

Your personal cloud development environment.
It contains your IDE, code, tools, and terminal.
You can have multiple workspaces for different
projects or branches.

A pre-configured workspace blueprint created by
your project owner. It defines the container
image, tools, repositories, and resource
allocation so you can start immediately without
manual setup.

An organizational unit that groups related
workspaces, users, and resources together. You’
re assigned to one or more projects by your
project owner.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 10
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Term

Project owner

Profile

Integrations

Workspace Apps

Cloud IDE

How SecurSpaces fits into your day

Atypical day with SecurSpaces looks like this:

What it means

The person who manages your project’s
configuration —templates, resources, access
controls, and team membership. They’re your
first point of contact for project-specific
questions.

Your personal settings —work schedule, Git
credentials, shell configuration, secrets, and IDE
preferences. These apply across all your
workspaces.

Connections to external services (GitHub, GitLab,
Bitbucket, Azure DevOps) that let your
workspaces access code repositories seamlessly.
Applications running inside your workspace (like
a dev server) that you can access from your
browser or share with teammates.

The browser-based VS Code editor built into
SecurSpaces. No installation needed —just
select it to open.

1. Start your day. Open your browser or IDE. Your workspace may already be running (based on

your work schedule) or starts in seconds when you connect.

2. Write code. Pull latest changes, work on your feature, run tests —just like you would on a local

machine.

3. Preview and share. Run your application and access it through Workspace Apps. Share a live

preview with teammates without deploying anywhere.

4. End your day. Close your browser or IDE. Your workspace pauses automatically based on your

schedule, saving resources. Everything is there when you come back.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 11
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Frequently asked questions

Is this just VDI for developers?

No. VDI streams a desktop image to your device. SecurSpaces gives you a real Linux development
environment —full terminal access, root permissions, native IDE connectivity, and the ability to run
containers and services inside your workspace. It’s built for development workflows, not desktop
virtualization.

Do | lose my work when I close my browser?

No. Your home directory (/home/developer) is persistent. Files, code, and configurations are
saved between sessions. However, system-level changes outside of /home/developer are reset
when a workspace restarts —use startup scripts or ask your project owner to update the template for
those.

Can | use my own dot files and IDE settings?

Yes. SecurSpaces supports personal shell configurations (. bashrc, . zshrc), IDE settings, VS Code
extensions, and startup scripts. Configure these once in your profile and they apply to every work-
space.

Can | work offline?

No —SecurSpaces workspaces require a network connection since they run in the cloud. If you lose
connectivity, your work is saved up to the last change, and you can reconnect and resume where you
left off.

What about security restrictions?

Your organization may apply specific security policies (like clipboard controls or network restrictions).
These are configured by your platform administrator to protect sensitive code and data. If you en-
counter a restriction you don’t understand, ask your project owner or platform administrator.

Next steps

Ready to get started?

1. Quick start: Set up your account —Configure your profile, Git access, and credentials.
2. Quick start: Create and connect to your workspace —Launch your first workspace and connect
your IDE.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 12
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SecurSpaces for Al and ML engineers

August 19, 2026
AI/ML Engineer

Citrix SecurSpaces™ gives you a Linux environment with as much compute as your cluster can provide,
GPUs

attached when you need them, and shared access to training data that does not have to be copied
onto your

laptop.

The parts that matter for model work are the same parts that matter for any development work —the
environment is disposable, the data is not, and neither leaves the platform.

If you are new to SecurSpaces, SecurSpaces for developers

covers the basics of workspaces, templates, and connecting an IDE. This page covers what is different
about

training and experimentation.

How it works

Aworkspaceis a Linux environment sized from a specification your platform administrator defines, so
the CPU,

memory, disk, and GPUs you get are requested rather than owned. A GPU workspace is scheduled
onto a

GPU-capable node in the cluster when you start it, and released when you stop it.

Training data is reached where it already lives. Instead of copying a dataset into the workspace, you
attach a

mount point to read it in place, or a data bucket if you need a snapshot pinned at a known version. A
notebook

server or inference endpoint you run inside the workspace is published through a workspace app,
which puts it

behind an authenticated URL rather than an open port. Outbound requests to Al services leave
through the

platform, so they can be attributed and governed.

The sections below cover each of these in turn.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 13
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What’s in it for you
The data does not have to move

Training data stays in your storage and your cluster. Nothing is cloned onto a laptop, which is often
the
whole reason a team adopts the platform in the first place.

Someone else can reproduce your run

A template fixes the image, the toolchain, and the resources, so an experiment a colleague repeats
starts
from the same place as yours.

The GPUs are not sitting in one person’s machine

A GPU node serves whoever needs it. You request the hardware for the run rather than owning it.

Access is governed without you managing it

Repository access, secrets, Al provider traffic, and outbound network are controlled centrally and au-
dited,
so you are not the one holding credentials.

Compute

A workspace is sized from a specification your platform administrator defines. The product ceilings

are:

Resource Maximum
CPU 1000 cores
Memory 10,000 GiB
Disk 10,000 GiB
GPUs 1000

These are the limits the platform enforces. What you can actually request is whatever your adminis-
trator has

© 1997-2026 Citrix Systems, Inc. All rights reserved. 14
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made available in a workspace specification, bounded by the hardware in the cluster. If the size you
need is
not offered, that is a conversation with your platform administrator rather than a product limit.

GPUs are requested as a count on the specification and scheduled onto GPU-capable nodes. For how
a platform

administrator provides them, see

GPU-enabled workspaces on AKS.

Training data

Copying a dataset into every workspace is slow and duplicates data you may not be allowed to dupli-
cate.
SecurSpaces offers two ways to avoid it, and they behave differently.

Mount points Data buckets

How data arrives A live connection to external A snapshot copied onto the
storage cluster

Shared edits Immediately visible to every Requires a publish cycle

workspace using it

Duplication None —data stays in the Each snapshot is replicated
external storage

Versioning Use the storage provider’sown  Builtin

For a dataset several teams read, a mount point is usually the right choice: it is POSIX file storage
mounted into the workspace, there is no per-mount size quota, and nothing is copied. For a dataset
you want

pinned at a known version, a data bucket gives you that.

See Choose between data buckets and mount points.

A mount point is shared infrastructure: every workspace that mounts it works on the same live files.
Plan

backups and retention in the storage provider, alongside the rest of your data platform. See

Mount point limits and behavior.

Notebooks and long-running jobs

A notebook server, dashboard, or inference endpoint running in your workspace can be reached
through a

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15
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workspace app, which publishes a port over an authenticated URL. See
Share a running application.

Workspaces pause when they are idle, which keeps GPU time from being spent on environments no-
body is using.

For a job that runs unattended —an overnight training run, a long batch evaluation —ask a platform
administrator or security officer to turn on Bypass Schedule for that workspace. The workspace then
keeps

running until you stop it. See

Workspace idle detection.

Access to Al providers

Traffic from workspaces to Al services can be routed through an internal Al Gateway. When it is con-
figured,

requests carry headers identifying the user, project, and workspace, so usage is attributable and can
be

reported on.

This is a platform-level integration rather than something you configure. See
Al Gateway.

Outbound access is also governed by network policy, so the domains a workspace can reach —includ-
ing model

and package registries —may be restricted. If a download is blocked, that is the reason. See
Network policies.

Next steps

« Set up your account

« Your first workspace

» What persists in a workspace
« Manage workspace toolchains

SecurSpaces at a glance

August 21, 2026
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A summary of what Citrix SecurSpaces™ runs on, what it integrates with, and where its limits are, for

anyone
deciding whether it fits their environment.

Every figure here is owned by another page, which is linked from its row. Follow the link when you

need the
detail or the caveats.

Where it runs

Deployment model

Managed alternative

Kubernetes

Node architecture

Certified platforms

See System requirements.

What it needs from your infrastructure

Ingress

Database

Registry

Self-hosted on your own Kubernetes cluster, in
your cloud, on-premises, or fully air-gapped
SecurSpaces Flex, a Citrix-operated service
billed through Platform Flex credits

1.34 or later, on a cluster dedicated to
SecurSpaces

amd64 only. arm64, including AWS Graviton, is
not supported

Amazon EKS, Azure AKS, Google GKE, Red Hat
OpenShift, VMware Tanzu Kubernetes Grid,
Nutanix Kubernetes Platform

NetScaler CPX recommended and deployable by
the chart; NGINX, HAProxy, and the Kubernetes
Gateway APl also supported

MongoDB, either managed such as Atlas, or
deployed in-cluster

Any OCI-compatible registry, for example
Amazon ECR, Azure Container Registry, Google
Artifact Registry, or JFrog Artifactory

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17
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DNS and TLS

See Ingress and
System requirements.

What it integrates with

Identity providers

User provisioning

Code repositories

Secrets

Artifacts

Developer portal

Virtual apps and desktops
Al traffic

See Identity and access and
Integrations.

How developers reach a workspace

In the browser

From a local IDE

Graphical desktop

Two domains with valid certificates, one of them
a wildcard for workspace proxying

SAML 2.0, OpenlID Connect, Google OAuth,
Microsoft Entra ID
SCIM

GitHub, GitLab, Bitbucket, Azure DevOps, each
self-hosted or managed

Built-in secret storage, or HashiCorp Vault
JFrog Artifactory

Backstage plugin

Citrix DaaS

Routed through an Al Gateway with per-user
attribution

Cloud IDE based on VS Code

Over SSH, from VS Code Desktop, JetBrains
Gateway, Cursor, Windsurf, or Kiro
Available through a GUI-enabled workspace
image

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18
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Published application

See Develop in a workspace.

Automation

Through Citrix DaaS

The platform can be operated as code as well as through the console, which matters if you manage

environments

with a platform team rather than by hand.

REST API

Terraform provider

Deployment

See API,
Terraform provider, and

Install with the Strong Installer CLI.

Limits

CPU per workspace
Memory per workspace
Disk per workspace

GPUs per workspace

Covers what the console covers —workspaces,
projects, organizations, resources, users, and
reporting. Authenticated with an API key.
Enabled by a platform feature flag

Manages users, organizations, projects, groups,
and workspace templates. Distributed through
your deployment rather than the public registry
Helm values and the Strong Installer CLI, so
cluster configuration lives in version control

1000 cores
10,000 GiB
10,000 GiB
1000

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19
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Users and workspaces No user limit. SecurSpacesis included in the
Citrix Platform License, with no new SKU

These are product ceilings, not recommendations. What you can request is bounded by the hardware
inyour
cluster. See Sizing.

Note:

Workspaces are Linux containers, so toolchains that require macOS or Apple hardware —iOS,
iPadOS, macOS,
watchOS, and tvOS development—cannot run in SecurSpaces. Thisis a property of the platform

rather than

agapinit.
Indicative scale
Deployment Service nodes Workspace nodes Database
50 developers, proof of One 8 vCPU /32 GiB 8vCPU /32 GiB, 20 GiB
concept autoscaling
500 developers Two 8 vCPU /32 GiB 16 vCPU / 64 GiB, 100 GiB

autoscaling

Workspace nodes scale with how many workspaces run at once, not how many exist, so idle detection
is the
largest single lever on cost. See Sizing.

Security and governance

Source code Stays in the workspace; never lands on the
endpoint

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20
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Tooling

Network control

Data protection

Audit

Controls

With the wider Citrix platform

See Security and compliance.

Tryit

Fastest evaluation

Production trial

See Deploy for evaluation with the 1-Click VM
and Kubernetes platforms.

Related information

» How it works
» System requirements

Developers do not assemble their own
environments. A workspace is created from a
platform-owned, version-controlled template
that fixes the image, toolchains, package
sources, and extensions, so every workspace
fromitisidentical

Per-workspace egress policies, enforced at the
proxy

Clipboard, download, and upload controls

Every action recorded, exportable to a SIEM,
retained in-platform for 360 days

31 identified controls across 8 domains, in the
control catalogue

DaaS, Secure Private Access, and Chrome
Enterprise Premium add controls on the access
path in front of a workspace. See Layered
controls

The 1-Click VM runs the whole platform on a
single virtual machine, no cluster needed
Deploy to a cluster and follow the standard
installation

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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 Sizing

« Security and compliance

How it works

September 18, 2026

Citrix SecurSpaces™ is a cloud-native platform for hosting Cloud Development Environments (CDEs).

It runs

entirely on Kubernetes, either in your own cloud account or on your own hardware, and can run fully

air-gapped. Development environments are containerized and Linux based, and nothing is installed

on the

developer’s device.

High-level Architecture of SDS

Developer

Kubernetes Cluster

SDS - Control Plane

Microservices

SDS Portal Access

Configuration
Database

-

{HTTPs)

-

oad Balancer

—_——
Workspace Access " |

(HTTPs / SSH;
¢/S5H) \_ Workspace N K

Kubernetes Pod(s)

The platform has three parts:

SDS -
Proxy Service

HTTP(s)

TCP/UDP

DNS

SSH

Authentication

i

(O

Artifactory

2l

Monitoring

+ The control plane. A set of microservices and a configuration database. The control plane

holds

organizations, projects, policies, resources, and workspace state. It does not carry the devel-

oper’s code.
+ Workspaces. Each workspaceis a Kubernetes pod running a containerimage, with its own CPU,

memory,

and disk allocation. Workspaces are created from templates, and are paused when idle and
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deleted according
to your retention settings.

+ The SecurSpaces proxy service. All traffic leaving a workspace passes through it —HTTP and
HTTPS, TCP and UDP,
DNS, and SSH. This is where credentials are injected, network policy is applied, and traffic is
recorded.

Because every path in and out of a workspace terminates in the SecurSpaces proxy service, the plat-
form can give

developers access to repositories, registries, and internal services without ever placing long-lived
credentials on the developer’s device.

How developers connect

Developers reach a workspace in one of two ways:

+ In the browser. VS Code for the Web is served from the workspace over HTTPS. Nothing is
installed
locally, so any managed or unmanaged device can be used.

« From a local IDE or terminal. VS Code Desktop, JetBrains Gateway, Cursor, Kiro, and Windsurf
connect
over SSH, as does a plain terminal.

The browser path is the one that supports the full set of data loss prevention controls, because the
platform renders the session. See

Connect over SSH, and

Supported IDEs for versions and limitations.

Component overview

The following table describes the key architectural components and the technologies each one sup-
ports.
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Component Description Supported Technologies
Platform Cloud-native, container-based Kubernetes or Red Hat

environment (CDE)

OpenShift. See Deployment
guides.
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Component

Load Balancing

Database

Authentication

Source Code

Artifacts

Logs

Description

Traffic management and
ingress control

Metadata and workspace state
storage

Multi-factor and identity
provider integration

Integrations with version
control systems

Container image management
and credential storage

System and workspace
telemetry

For infrastructure sizing and network requirements, see

System requirements.

How a workspace starts

Supported Technologies

NetScaler CPX (recommended,
and deployed by the
SecurSpaces chart), NGINX,
HAProxy, or the Kubernetes
Gateway API.

MongoDB

Google OAuth, Microsoft OAuth,
SAML, SCIM, and OpenlID
Connect (OIDC).

GitHub, GitLab, and Bitbucket
(self-hosted and managed);
Azure DevOps (managed).

Any OCl-compatible container
registry (for example, JFrog
Artifactory, Amazon ECR, or
Google Artifact Registry);
HashiCorp Vault for secrets and
credentials.

System Analytics and the Event
Log Catalog for audit trails.
Supports SIEM integration
using Common Event Format
(CEF).

A single-region deployment resolves a workspace within one cluster. A multi-region deployment can

placea

workspace in a region close to the developer, or in a region required by data residency rules, while

keeping

one control plane and one entry point.

The following diagram shows a developer in the default region opening a workspace that lives in the
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us

region.

3.Get workspace
P
MongoDB 4. Return workspace information
along with region information
T

Open URL.
ws-123456.us.domain.com
1. Workspace service checks credentials

2. I valid creates a Websocket connection
between workspace and device @

10. Redirect user 1o workspace 1. Resume and open workspace X (which is in the US region)
region cluster

Default region - Kubernetes Cluster \
f Load Balancer ] ;77 Optional (Workspaces insice the default egion) >
’

\

\
2. Forward request to [ Workspace service ]
Central service

9. Success

C MaTT Websocket :1882
Server

6. HTTP2 request to US region

Websocket
connections
port 1882 \

[ Load Balancer

: b1

[ MQTT client Workspace service
| Manages workspaces

7. Resume workspace

TCP connection Kubernetes Pods

US Kubernetes Region cluster

Proxy Service

HTTPMHTTPS Proxy

m
DNS Proxy

All Traffic

The diagram numbers this sequence 1-4 and 6-10.

1.

X N o~ WD

The developer resumes and opens a workspace. The request arrives at the load balancer in the
default

region.

The load balancer forwards the request to the central service.

The central service requests the workspace record from MongoDB.

MongoDB returns the workspace information, including the region the workspace belongs to.
The central service sends an HTTP/2 request to the cluster in the US region.

The workspace service in that region resumes the workspace pod.

The region returns an HTTP/2 response.

The default region reports success.

The developer is redirected to the cluster in the workspace’s own region.

The developer’s browser then opens the workspace URL directly against that region, for example
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ws—-123456.us.domain.com. The workspace service checks the developer’s credentials and, if
they are valid,

establishes a WebSocket connection between the workspace and the device. From that point the
session runs

against the regional cluster, and traffic in and out of the workspace passes through the SecurSpaces
proxy servicein

that region.

Two supporting channels run continuously and are not part of the numbered sequence:

+ Coordination. The workspace service in each region maintains an MQTT client connection to
the
coordinator MQTT server in the default region, over WebSocket on port 1882. It appears on the
diagram as the
unnumbered WebSocket link. This is how the control plane reaches regions it does not own.

« State. Regional clusters hold a TCP connection to MongoDB, so workspace state is recorded
centrally
regardless of which region runs the workspace.

Workspaces can alsorunin the default region. Thatis optional, and a deployment can keep the default
region for the control plane alone.

Deployment guides

SecurSpaces can be deployed on any Kubernetes-compatible infrastructure, including public cloud,
on-premises
hardware, and hybrid environments. The following guides cover common deployment targets:

« Amazon Elastic Kubernetes Service (EKS)
« Azure Kubernetes Service (AKS)
» Red Hat OpenShift

Related information

« How the SecurSpaces proxy service works
+ Trust boundaries and data flows

+ Key concepts

» System requirements
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Platform

September 18, 2026

The platform is organized in organizations and projects. A series of operations are readily available at
platform level. For example, workspaces, resources and users can be managed at platform-level by
users

with a platform role, such as the administrator or the security officer. Governance metrics such as
insights and audit logs are also

aggregated at the platform level.

The platform administrator has a view on all workspaces running on the platform, i.e. across organi-
zations and projects, so that they can be updated rapidly, e.g. container configuration. The adminis-
trator can also have an overall view on the onboarded users.

Resources can be managed at the platform level so that they become available across organizations
and projects. This applies to all types of resources supported by the platform.

Insights and audits dashboards are available at the platform level, allowing metrics to be selected and
aggregated across organizations and projects.

Finally, a variety of settings and operations are relevant at the platform level. For example, these
include global workspace settings regarding performance and security, global authentication settings,
and compliance functions, to name a few.

 View Organizations
+ Platform Settings

View Organizations

Organizations can be viewed at the level of the platform and listed in a table.
An administrator can create an organization.

Click on the Citrix SecurSpaces™ logo to view your organizations to which you belong.
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‘ Platform Menu [ctl|| K Q o

% Organizations

RGANIZATION NAME OWNERS PROJECT(S) = LAST USED +»

== Smart Organization o 6 3 seconds ago

Organizations List

Platform Settings Admin

For comprehensive control over your Platform’s configurations, visit the dedicated Platform Settings
page.

Related information

+ Organizations
» Projects

» Workspaces
« Concepts

Organizations

September 18, 2026

The platform allows administrators and platform owners to organize projects into organizations.
An Organization is the main entity regrouping projects, developers, resources, and security rules for
one development project.

» Organization’s Characteristics
« View Organization’s Projects

» Create an Organization

« Organization Settings
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Organization’s Characteristics

An organization is defined by the following characteristics:

+ Organization Name,

« Organization owner,

« Organization owner’s email,

+ Project(s) that it contains,

+ Resources, such base containers, policies, etc.

View Organization’s Projects

In a project, by clicking on the name of your organization at the top left corner of the screen, you can

display all of the projects contained in it.

l / Smart Organization +

) Projects

T Core Team :\'/,': john@coolmail.com 4

Create an Organization Admin

You can create an organization by pressing the “Add New Organization”button.

You will need to select the following information:

« Organization Name,
« Owner. i.e. any user with the right permissions to own an organization.

Info

To create an organization, you must be an Admin.

crl K

4 seconds ago

An Admin can create an organization on behalf of an owner with the permissions to be the or-

ganization owner.
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Organization Settings Admin

For comprehensive control over your Organization’s configurations, visit the dedicated Organization

Settings page.

Related information

+ Platform

« Projects

» Workspaces
« Concepts

Projects

September 18, 2026

A Project within an Organization regroups developers, resources, and security rules. The aim of a

project is to provide the development team with all resources required for development, as well as

access control and governance mechanisms to the project owner.

+ Project’s Characteristics
+ Create a Project
» Project Settings

Project’s Characteristics

A project is defined by the following characteristics:

 Name,

+ Project owner, i.e. any user with the right permissions to own a project,
+ Project owner’s email,

+ Member(s), i.e. the user belonging to the project,

« Resources, including workspaces, base containers, repositories, etc.

Create a Project Admin

You can create a project by pressing the “Add New Project”button.

You will need to select the following information:
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+ Project Name,
« Owner, i.e. any existing user on the platform or a new user (to onboard).

Info
To create a project, you must be an organization owner.

An Admin can create a project and assign it to a user.

Project Settings Project Owner

For comprehensive control over your Project’s configurations, visit the dedicated Project Settings
page.

Related information

« Organizations
+ Platform

» Workspaces
« Concepts

Workspaces

September 18, 2026

A workspace is a Cloud Development Environments (CDEs) available for coding and data science.
Workspaces can be accessed using the Cloud IDE or through an SSH connection from a local installed
IDE.

Workspaces are running online on top of a virtual machine and managed using a container orchestra-
tor for resilience. The performance of a workspace, i.e. compute and storage capabilities, are set by
the specifications of the underlying virtual machine.

Workspaces are technically speaking virtual processes, with the aim of replacing the use of a virtual
machine for code development and data science. They are lightweight and so that they can be started
and paused much quicker than a VM counterpart.

Important:

Citrix SecurSpaces™ workspaces are containerized and ephemeral. The container is recreated
from its base image each time the workspace starts, so anything installed or changed outside the
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persistent /home/developer/ directory —for example, system packages installed with apt
—does not survive a restart. Before you install tools or rely on system-level changes, read What
persists in a SecurSpaces Workspace to choose an approach that persists.

A Workspace is defined by the following characteristics:

« Basic Information: such as name, owner, sharing options,
« CPU/RAM/Storage: performance allotted to the workspace.
« Ports: ports to run applications on,

« Status: i.e.running, deploying, or paused

Where to go next

+ Get to know the Workspaces page
+ Create a Workspace

+ Manage Workspaces

« Workspace Apps

» Use templates

» Develop in a Workspace

« SSHinto your workspace

Related information

« Organizations
+ Platform

+ Projects

» Concepts

SecurSpaces videos

September 18,2026

This video playlist features tutorials and best practices for Citrix SecurSpaces™, demonstrating how
it accelerates innovation with self-service, secure, scalable, ready-to-code Linux developer environ-
ments. Learn how these environments boost developer velocity while reducing infrastructure costs
and security risks.
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Testimonials

Hear from developers and IT leaders on how SecurSpaces is transforming their workflow, boosting
productivity, and reducing risk.

Title Description Link

Why Citrix uses SecurSpaces SecurSpaces has
revolutionized the developer
experience at Citrix. In this
real-world testimonial, our
teams share how SecurSpaces
helped us move from slow
onboarding and complex
setups to fast, secure,
cloud-native development
environments. With instant
access from any device, built-in
security, and over 60%
reduction in total cost of
ownership, SecurSpaces
empowers distributed teams to
work faster and safer—without
high-spec laptops or persistent
VDI. Watch how we simplified
secure development and
accelerated innovation.

Demos

Watch these demos to see how SecurSpaces delivers secure, ready-to-code Linux environments that
accelerate development and simplify workflow.
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Title Description
SecurSpaces integration with Discover how SecurSpaces
Backstage integrates with Backstage to

power a unified, self-service
developer portal. In this video,
we show how developers can
switch contexts with one click
using Backstage dashboards,
provision secure workspaces
instantly for new projects, and
accelerate onboarding with
pre-configured environments
and tool stacks. This
integration helps teams
streamline workflows, stay
compliant, and boost
productivity, all from their
central Backstage hub.

SecurSpaces: Zero Trust Discover how SecurSpaces

Network Access, advanced data  provides a secure environment

protection, loss-prevention for developers to build and
innovate without compromise.
With Zero Trust Network Access
(ZTNA), advanced data
protection, and data loss
prevention (DLP), your teams
can collaborate confidently
from anywhere. Combine
innovation with security and

keep your enterprise protected.

Link
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Title Description Link
SecurSpaces: Advanced data Learn how Chrome Enterprise
protection with Chrome Premium and SecurSpaces

Enterprise Premium enhance data protection and

security for modern enterprises.
In this video, we explore
advanced security features that
help IT admins safeguard
sensitive information, ensure
compliance, and protect
endpoints across your
organization. Stay ahead with
SecurSpaces and Chrome
Enterprise Premium for a safer,
smarter enterprise.

SecurSpaces : One-click SecurSpaces empowers

developer onboarding development teams to
self-provision secure and
standardized environments on
demand, accelerating the
onboarding of developer
environments for contractors
and new hires in under one
minute.

Webinars

Watch our recorded webinars to discover how SecurSpaces empowers developers with secure, scal-
able, and ready-to-code Linux environments.
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Title

DevSecOps automation and
governance

Achieving regulatory & security
compliance across a
development process

Expanding the reach of
platform engineering with
Cloud Development
Environments

Set up your account

September 18, 2026

Developer

Description

Learn how Cloud Development
Environments (CDEs) and
containers accelerate DevOps
in this webinar, including how
to boost developer
productivity, enhance
DevSecOps, cut costs, and
improve infrastructure
efficiency.

Enhance DevOps security &
achieve ISO 27001 compliance
with online containers. In this
webinar, you’ll learn to
implement risk controls,
automate access, and manage
resources.

Platform engineering boosts
developer productivity with
templated DevOps, enhancing
automation, security, and
compliance through Cloud
Development Environments
(CDEs).

Link
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This guide walks you through configuring your profile, connecting your code repositories, and prepar-
ing your credentials in Citrix SecurSpaces™. Complete these steps once —they apply across all your
workspaces and projects.

These steps match the onboarding checklist you’ll see when you first log in. If you’ve already com-
pleted a step in the product, feel free to skip ahead.

Before you begin

Make sure you have the following:

+ A SecurSpaces account. Your project owner or platform administrator has added you to a
project. You should have received a welcome email with your login URL.

+ Git provider credentials. Your user name and password (or a personal access token) for
GitHub, GitLab, Bitbucket, or Azure DevOps —whichever your team uses.

Returning to a new project? If you’ve already completed onboarding on another SecurSpaces
project, your profile and credentials carry over. You only need to verify your integrations work
with the new project’s repositories, then proceed to Quick start: Create and connect to your

workspace.

Step 1: Review your profile

Your profile contains your personal information and work schedule. Most fields are imported from
your organization’s identity provider and should already be correct. Your time zone determines when
scheduled actions (like automatic workspace start) run —if you work across time zones, set the one
where you spend the majority of your working hours.
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‘ Steven Gallagher o 2 N e
# Overview 33 Integrations % Configuration ) Security @ Troubleshoot
# Overview Work Schedule
User Information 5
Timeout Outside Schedule 60 minutes
edu
>
Idle Timeout 4 hours
Workspaces N
Select a daily schedule such that your main workspace (i.e. last used) automatically runs during set hours.
Projects
>
ounnena - -
08:00 17.00 I Apply to all
08:00 17:00
08:00 17:00
08:00 17.00
08:00 17:00

How to complete this step

Log in to SecurSpaces and select your avatar in the top-right corner, then select Profile.
Under User information, review your name and time zone. Update them if needed.
Under Work schedule, adjust the days and hours to match your typical working pattern.

H N

If everything looks correct, no changes are needed.

Learn more about your profile

Step 2: Configure integrations

Integrations connect your workspaces to code repositories and external services. You need at least
one code repository token configured to push and pull code from inside a workspace. After you con-
figure them, your integrations apply to all your workspaces, including existing ones —you don’t need
to reconfigure credentials per workspace.
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‘ Steven Gallagher ® K RA e

# Overview 58 Integrations #x Configuration ¥ Security @ Troubleshoot

82 Integrations Code Repository Tokens

Code Repository Tokens Sign In to Git Applications Using OAuth Token
>
Third-Party Applications O Github (github.com) m
> Sign in to this r tory provider your re torie
Personal SSH Identity “ G“Iab(‘gmab_ " . m
k >
GPG Keys Sign In to Git Applications Using SSH
>
o)
GitrixIntegration £ ) oithub (github.com) [ s ]
t >
£ & oitiab (gitiab.com) m

How to complete this step

1. Inyour profile, navigate to the Integrations section.
2. Under Code repository tokens, authenticate with your repository provider:

+ OAuth (recommended): Select your provider (GitHub, GitLab, Bitbucket, or Azure De-
vOps) and complete the OAuth flow. This gives all your workspaces seamless access to
your repositories without repeated log-ins —you authenticate once here, and every work-
space you create connects automatically.

+ Personal SSH key: If your organization requires SSH-based authentication, upload your
SSH public key or generate a new key pair.

3. Under Personal SSH identity (optional), generate an SSH key pair if you need to connect to
external services over SSH—forexample, a Bazel cache or artifact repository. Add the public key
to the external service. SecurSpaces automatically applies the private key to your workspace
sessions without exposing it to workspace code.

4. Under GPG keys (optional), generate or import a GPG key to sign your Git commits.

Learn more about integrations
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Step 3: Personalize your workspace configuration (optional)

Your workspaces work out of the box, but you can customize them with personal shell configurations,
IDE settings, and startup scripts. These settings apply automatically to every new workspace you
create. Configuration files are injected into /home /developer at workspace start, and your shell
configuration runs in every new terminal session.

You can skip this step and come back later. Configuration changes can be applied to existing work-
spaces using the Personalize environment action.

l Steven Gallagher 0

R |

# Overview 19 Integrations £z Configuration ¥ Security @ Troubleshoot

o Conﬂguration Configuration Files

Configuration File > Select the default shell that will open in the web terminal

Bash

IDE Configuration

Startup Script
> Create and edit custom shell scripts as well as configuration files.

Create Custom Shell

Cancel

How to complete this step
1. Inyour profile, navigate to the Configuration section.
2. Under Configuration files:

« Set your default shell (bash or zsh).
« Create custom shell scripts (for example, .bashrc or .zshrc) with your preferred
aliases, environment variables, and tool settings.

3. Under IDE configuration:

+ Ifyou already have a running workspace with your preferred VS Code or JetBrains settings,
you can import those settings to use as your default across all workspaces.

4. Under Startup script:

« Define a personal script that runs every time one of your workspaces starts. Use this to
install personal CLI tools, set up directory structures, or run initialization commands. A
script set on an individual workspace overrides this one. See Startup Scripts.
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Tips

« Start simple. You can always add more customization later. A basic .bashrc with your fa-

vorite aliases is a good starting point.

« Don’t install project dependencies here. Use workspace templates or startup scripts for

project-specific tooling. Personal configuration is for your preferences (shell prompt, aliases,

editor settings).

+ Test changes on one workspace first. Use the Personalize environment action on an existing

workspace before applying globally.

Learn more about workspace configuration

Step 4: Set up security credentials

Personal secrets, APl keys, and SSH keys let your workspaces authenticate with services and APIs dur-

ing development. Secrets are injected into your workspaces as environment variables or files, so you

don’t need to manage credentials manually inside each workspace. Your project owner or platform

administrator may have also configured project-level or platform-level secrets that are automat-

ically available —check with your team if you’re unsure which credentials you need to add person-

ally.
‘ Steven Gallagher n e
# Overview Integrations %x Configuration ¥ Security % Troubleshoot
J Security Personal Secrets
Use personal secrets to manage your credentials and use them in workspaces
Secrets
>
+ Add Secret
Remote Access Over SSH
>
AZURE_CLIENT_SECRET 9 July 2026, 14:55 All 4
Platform Access 5 AZURE_CLIENT_ID 9 July 2026, 14:56 Al 4
API Keys N
+ Add Secret
GOOGLE_API_KEY 9 July 2026, 14:55 All A
GITHUB_TOKEN 9 July 2026, 14:56 All “
How to complete this step
1. Inyour profile, navigate to the Security section.
© 1997-2026 Citrix Systems, Inc. All rights reserved. 42


https://docs.citrix.com/en-us/securspaces/develop/profile/configuration.html

Citrix SecurSpaces™

2. Under Personal secrets, add any credentials your workspaces need —for example, access to-
kens for internal APIs or package registries. For each secret, choose whether to inject it as a file
or an environment variable.

3. Under Remote access over SSH, configure SSH keys if you plan to connect to your workspace
from a locally installed IDE using SSH (for example, VS Code Desktop, JetBrains, Cursor, Wind-
surf, or Kiro).

4. Under API keys, add any API keys your development workflow requires (for example, keys for
cloud services or third-party APIs).

Important security notes

+ Secrets are stored encrypted and injected at workspace start. They are not visible in workspace
code or logs.

« If you rotate a credential (for example, regenerate an APl token), update it here —the new value
applies to all workspaces on next start.

« Never hardcode secrets in your repository. Use the secrets mechanism instead.

Learn more about security credentials

Next steps

Your account is fully configured. You’re ready to create your first workspace and start coding.

Quick start: Create and connect to your workspace

Your first workspace

September 18, 2026
Developer

This tutorial takes you from an empty SecurSpaces console to a running Citrix SecurSpaces™ work-
space with
your project code in it, ready to work in.

By the end, you will have:

« Created a workspace from a template your project owner prepared
« Openeditinthe Cloud IDE and run a command in it
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« Confirmed your project repository was cloned
+ Learned which of your changes survive a restart

It takes about 10 minutes. Work through the steps in order.

Before you begin

You need:

+ A completed account setup —profile, integrations, and credentials. If you haven’t done this,
start
with Set up your account.

+ A workspace template for your project. Your project owner prepares these. If you don’t know
which

template to use, ask them before you start.

How you’ll connect

Thistutorial uses the Cloud IDE (VS Code for Web) because it opensin a browser tab and needs nothing
installed.

The Cloud IDE is not your only option, and for day-to-day work it may not be your preferred one. Se-
curSpaces

also supports connecting from a locally installed IDE over SSH, so your editor runs on your machine
while the

code, tools, and compute stay in the workspace. Many developers prefer this. You’ll set it up after you
finish

here —see Other ways to connect at the end.

Step 1: Create a workspace from a template

A workspace is your personal cloud development environment: your code, tools, and dependencies,
already
configured. Templates carry that configuration, so you don’t assemble it yourself.

. From the SecurSpaces home page, select Create Workspace, then Create from Template.
. Select the template your project owner told you to use.
. Review the configuration summary.

A W N -

. Select Launch.
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‘ Platform / Outsourcing / Map +

# Overview  CJ Workspaces

Create Workspace

Create from Existing

Create from Template

= Resources

23 People © Audit

Create from Template

Select Template

Q

Map Template (OLD)
ACME Template
Frontend Template
Backend Template
Demo Node js

Desktop template

[ Insights

£ Settings

Deployment takes about 30 to 90 seconds, and a progress indicator shows while it initializes. Wait

until the

status shows Running.

Step 2: Open the Cloud IDE

1. Onthe workspace card, select Open.

2. VS Code for Web opens in a new browser tab, already connected to your workspace.

T® ® @ weicome — demo-nodeis-postgresal-main — strong-ide

EXPLORER

* DEMO-NODEJS-POSTGRESQL-MAIN

©

> github

> next

> wscode

> node_modules

> public

> sre
bootstrap_done

® o O

bootstrap_state
@ eslintrc.json

© gitignore

# docker-compose yml
£ initsal

M Makefile

7S next-envdts

B

next.config.js
package.json

© README.md

B tsconfig json
tsconfig.tsbuildinfo

& yam.ock

®
g oo

> TIMELINE
L Pmaster @ ®0A0

demo.sds.citri

18 welcome x

strong-ide
Editing evolved
Start

(& NewFile.

T openFile

$° Clone Git Repository.

Recent

You have no recent folders, open a folder to start

B%7D

Walkthroughs

Veu Started with VS Code for the Web
Customize your editor, learn the basics, and start coding

Q Learn the Fundamentals

+ Show welcome page on startup

CHAT +v & €3 =3

&

Build with Agent

Local Default Approvals

B Layoutus. 0
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Open a terminal in the Cloud IDE and run:
whoam-i
It prints developer. You’re running commands inside the workspace, not on your own machine —

the browser tab
is only the window onto it.

Step 3: Check your project code

If your template includes repositories, they were cloned while the workspace started. Confirm that:

1ls /home/developer

Your project folder appears in the list. Open it and check the repository is intact:

cd /home/developer/my-project
git status

Git reports the current branch and a clean working tree. Your credentials came from your profile
integrations, so you didn’t sign in to anything.

If your project folder isn’t there, your template may not include a repository, or your Git credentials
may

need attention. Ask your project owner which to expect, and see

If a repository is missing.

Step 4: Learn what persists

Workspaces are non-persistent by default, and this is the thing most likely to surprise you later. Create
a
file in your home directory:

echo "notes" > /home/developer/scratch.txt

Anythingunder /home /developer —your code, thisfile,your node_modules —survives a pause
or restart.

Anything outside it does not. A package you install system-wide with apt is gone when the workspace
next

starts.
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That’s the rule: keep your work under /home/developer. When you need a system-level tool
permanently,

use a startup script or ask your project owner to add it to the template image. For more information,
see

What persists in a SecurSpaces Workspace.

What you have learned

You have a running workspace with your project code in it, and you’ve run commands inside it from
a browser.

Along the way you saw that the template supplied the environment, your profile supplied the creden-
tials, and

/home/developer isthe boundary between what persists and what doesn’t.

Other ways to connect

The Cloud IDE got you started without installing anything. Forlonger sessions, most developers switch
to
their own IDE, connected to the same workspace over SSH.

IDE Connection method

VS Code Desktop, Cursor, Windsurf, Kiro One-click, using the Citrix Secure Developer
Spaces - Remote SSH extension

JetBrains Gateway SSH configuration through the Gateway interface

Other SSH-capable editors Manual SSH key pair
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Connect Via SSH
LJ Marks Workspace

Connect to this workspace using:

4 M F W

VS Code Desktop JetBrains Gateway Cursor Windsurf

Kiro

Or you can connect to this workspace using SSH by using the command below.

ssh raw-ws-879340924453804@ssh.proxy.demo.sds.citrix.com (D copy

Close

SSH has to be enabled for your project and on the workspace itself, and you need an SSH key pair in
your

profile. For the prerequisites and the steps for each IDE, see

Connect to a workspace via SSH.

What to do next

Goal Guide

Connect from your own IDE over SSH Connect to a workspace via SSH
Practice the development loop on a Hello World workspace

self-contained app
Create a workspace without a template, and Create a Workspace
configure it yourself

Share a running application with your team Workspace Apps
Understand pausing, resuming, and automatic Manage Workspaces
start

Get help

+ Ask your project owner about templates, repositories, and project resources.
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« Contact your platform administrator for account access, network, or platform-level issues.
+ Browse the SecurSpaces documentation for detailed guides.

Hello World workspace

September 18,2026
Developer

The Hello World workspace is a self-contained training environment that lets you explore Citrix Secur-
Spaces™ hands-on. It includes a fullstack demo application —no Git credentials or internet access
required.

Use this workspace to follow along with the quick start guides, run your first onboarding session, or
validate that SecurSpaces is working correctly in your environment.

Before you start

The Hello World container image does not ship with SecurSpaces, so it has to be added to a project
before
anyone can create a workspace from it. A developer cannot do this themselves.

For project owners: set up a dedicated Hello World playground project that every new devel-
oper can join.

Add the image to that project’s container resources once —either directly from Docker Hub
(strongnetwork/workspace-demo-multi-project)

or from a company-approved registry —and configure the five database secrets in Step 1 as
project secrets.

New developers can then start this guide without having to ask for anything. If your organization
screens

container images before use, involve your platform administrator early: this image is reviewed
like any

other, so allow time for it.

If you’re a developer and the Hello World image isn’t available when you create a workspace, ask your
project
owner or platform administrator to set this up.
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What’s inside

Component Details

Application “ACME Project”—a user management app
(search, add, view, delete users)

Frontend Next.js + React + TypeScript + Bootstrap

Backend Next.js APl Routes (REST endpoints)

Database PostgreSQL 15 (runs in a Docker container inside
the workspace)

Tooling Node.js LTS, Yarn, Docker, ESLint, TypeScript

VS Code extensions GitHub Copilot Chat (pre-installed). Language

and tooling extensions (ESLint, Prettier, Docker,
PostgreSQL Explorer) are not pre-installed —
add them as needed.

Everything is pre-built and ready to run. The workspace functions without internet access or external
accounts.

Step 1: Create a workspace
Confirm the Hello World image is available in your project. If itisn’t, see
Before you start.

Create the workspace:

1. From the SecurSpaces overview page, select Create workspace.

2. Under Basic Info, select the Hello World container image and tag from the project’s available
images.

3. Under Workspace specifications, select a template with at least:

« CPU: 2 cores
« RAM: 8 GB

4. Navigate to the Resource Access Control step and under Secrets, add the following as environ-
ment variables:
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Name Value

DB_HOST localhost
DB_PORT 5432

DB_NAME project_acme
DB_USER acme_user

DB_PASSWORD acme_password

5. Select Launch.

‘ Platform / Outsourcing / Map ¥ . . % ﬁ@ e

& Overview  [J Workspaces = Resources i People ) Audit |~ Insights £ Settings

Create Workspace Basic Info

@ owner
° Steven Gallagher (You) v
@ Basic Infl
Shared With
v
Workspace Name
StevenGal Workspace

Image Tag

Hello World v 1.0.0 v

VSCode Version

Use latest platform default version

Strong IDE 1.122.1
Access
Selected Available
g > > &
Default

Physical Server Location for Workspace

Your workspace starts in under 30 seconds. Docker is provided automatically by the platform (through
Docker-in-Docker), so no additional setup is required.

Step 2: Understand how secrets are configured

The Hello World app connects to PostgreSQL using the environment variables you added in Step 1.
These are injected into your workspace automatically —no . env file needed.

Open a terminal and verify:
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echo $DB_USER # acme_user
echo $DB_HOST # localhost

The app reads these through process.env in its database connection code (src/lib/db. ts).
DB_PORT is optional —it defaults to 5432 if omitted. As an alternative to the individual DB_* vari-
ables, you can supply a single DATABASE _URL connection string; if set, it takes precedence.

Personal vs. project secrets

Type Set by Where it applies Use case
Personal secret You, in Profile > Every workspace you Your own API keys,
Security own, by default tokens, service
credentials
Project secret Project owner, in The project, then Shared database
project resources attached to credentials, team API
workspaces keys, service URLs

Neither type is all-or-nothing. You choose which workspaces a secret reaches, though the two work
differently:

+ Personal secrets inject into every workspace you own by default. To narrow that, switch the
secret to
Custom List and select the workspaces it applies to. A workspace you don’t select doesn’t
receive the
secret —useful when a credential belongs in your own project but not in a workspace you share
with others.

+ Project secrets are made available to the project, then attached to individual workspaces when
the
workspace is created or through the workspace template. A project secret reaches only the
workspaces it’s
attached to.

Both types can be injected as an environment variable or as a file. File secrets appear in the
/secrets folder; environment secrets show up in env output.

Three things worth knowing:

+ Changes need a restart. Adding, editing, or retargeting a secret takes effect when the affected
workspaces reboot, not immediately.
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+ Names become environment variable names, so they can’t contain spaces, hyphens, or spe-
cial characters,
and names reserved by Linux are rejected.

+ Personal secrets win on a name clash. If a workspace secret has the same name as one of
your personal
secrets, the value comes from your personal secret.

In this exercise, you added the secrets directly to the workspace. In a real project, your project owner
would typically configure shared secrets at the project level so they’re available to everyone automat-
ically. You’d only add personal secrets (like your own API keys) through Profile > Security > Personal
secrets.

Step 3: Start the application

Open the Cloud IDE (VS Code for Web) and open a terminal. Start the PostgreSQL database, then the
dev server:

cd /home/developer/demo-nodejs-postgresgl-main

docker-compose up -d # start PostgreSQL (first run initializes the

database)
yarn dev

VS Code detects the open port (3000) and shows a notification: “A workspace application is avail-
able at the port 3000”. Select Preview to open the app in VS Code’s built-in browser.

You should see the ACME Project interface. Try adding a user and searching —this exercises the full
stack (React to API to PostgreSQL).

You’re ready

Your Hello World workspace is running and ready for development work. You’ve experienced:

+ Creating a workspace from a container image
+ Configuring secrets as environment variables
+ Running a fullstack application with a database
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What to do next

Goal

Learn the everyday Node.js development loop in
SecurSpaces

Set up your real project environment

Understand SecurSpaces concepts and
terminology

Guide
Tutorial: Develop, debug, and share a Node.js
app —continues in this workspace

Set up your account and Create and connect to
your workspace

What is SecurSpaces?

Get help

+ Ask your project owner about which template to use for your actual project.

+ Browse the SecurSpaces docs for detailed guides.

Develop, debug, and share a Node.js app

September 18, 2026

Developer

This tutorial teaches you the everyday development loop in Citrix SecurSpaces™ by working through

areal

application. You run it, change it, debug it on both the server and the browser, catch mistakes before

they

reach the browser, and share the result with a teammate.

By the end, you will have:

« Started a PostgreSQL database and a Next.js application inside your workspace

+ Changed the running application and watched it reload

+ Inspected the same data through the browser, the API, and the database

+ Paused server-side and browser-side code in a debugger

+ Shared your running application with your project through a single URL

Every step builds on the one before it, so work through them in order. The whole tutorial takes about

30 minutes.
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Before you begin

You need a running Hello World workspace, created as described in
Hello World workspace, with the five DB_*
secrets configured.

The Hello World container image is not available to every project by default. If you can’t find it when
you

create a workspace, ask your project owner to set up a Hello World playground project for your orga-
nization.

The Hello World workspace article tells them

what to add.

Open your Hello World workspace in the Cloud IDE (VS Code for Web) before you start Step 1.

Step 1: Check your environment

Confirm your workspace has the tools and secrets this tutorial depends on. Open a terminal in the
Cloud IDE
and run:

node --version
yarn —--version

Both commands print a version number. The exact versions don’t matter for this tutorial.
Now confirm the database credentials reached your workspace as environment variables:

echo $DB_HOST
echo $DB_PORT
echo $DB_NAME
echo $DB_USER
echo $DB_PASSWORD

These print Localhost, 5432, project_acme, acme_user,and acme_password.

If any of them printan empty line, the secrets weren’t added when the workspace was created. Return
to

Hello World workspace, Step 1, add the five

secrets, and restart the workspace before continuing.

Notice that you didn’t create a . env file. SecurSpaces injects secrets into the workspace as environ-
ment
variables, so the application finds them without any local configuration.
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Step 2: Start the database

The application stores its users in PostgreSQL, which runs in a Docker container inside your work-
space.
Start it before the application, or the first page load fails.

cd /home/developer/demo-nodejs-postgresql-main
docker-compose up -d

The first run downloads nothing —the image is already in the workspace —and initializes the data-
base
schema from init.sql. It takes a few seconds.

Confirm the container is running:

docker ps

The output lists a container named project-acme-db with a status beginning with Up. If the list is
empty, run docker-compose up -dagainand read any error it prints.

Step 3: Run the application

With the database up, start the development server from the same directory:
yarn dev
VS Code detects that the application opened a port and shows a notification: A workspace applica-
tionis
available at the port 3000. Select Preview.

@ A workspace application is available at the port 5173 08X
Source: strong-network-extension Don't Show Again

The ACME Project user management application opensin an editor tab beside your code. The preview
address

follows the pattern https: //<workspace-id>-port-3000.proxy.<domain>,so the appli-
cation is reachable

through the platform rather than from your own machine.

Select Users in the navigation bar, then add a user. The page saves it and shows it in the list.
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You have just exercised the whole stack: the React page called the API, the APl wrote to PostgreSQL,
and the
result came back to the browser. Keep this user —you look at it again in Step 5.

Leave yarn dev running.

Step 4: Make a change

Change the application while it runs, and watch the result appear without a restart.

1. Inthe Cloud IDE, open src/app/page.tsx.

2. Find the page heading and change its text. For example, changeittoWelcome to My ACME
Project.

3. Save thefile.

The preview tab updates within a few seconds. You didn’t restart the server, and you didn’t rebuild
anything —the development server detected the change and reloaded the page for you.

Thisis the loop you spend most of your day in: edit, save, look. It behaves exactly as it does on a local
machine.

Step 5: Look inside the database

The user you added in Step 3is a real row in a real database. Open a second terminal so the develop-
ment
server keeps running in the first one, then connect to PostgreSQL:

docker exec -it project-acme-db psql -U acme_user -d project_acme
Notice that the prompt changes: you’re now typing into PostgreSQL, not into the shell. List the

users:

SELECT * FROM users;

Your user from Step 3 appears in the results, alongside the sample users the schema created. The
browser
page, the APl route, and this table are three views of the same data.

Leave PostgreSQL and return to the shell:
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\q

Step 6: Debug the API

Now pause the server-side code while a request runs through it.

The debugger needs to start the application itself, so first stop the development server you started in
Step 3. Select the terminal running yarn dev and press Ctrl+C.

1. Opensrc/app/api/users/route.ts.

2. Find the GET function and select the gutter to the left of a line inside it. A red dot marks the
breakpoint.

3. Open a new terminal and choose JavaScript Debug Terminal from the terminal type list.
4. In that terminal, start the application again:

cd /home/developer/demo-nodejs—-postgresql-main
yarn dev

5. Open the preview and select Users.

Execution stops at your breakpoint and the Cloud IDE switches to the debugging view. Expand the
result

variable and open result. rows to see the records PostgreSQL returned —including the user you
added.

Select Continue to let the request finish. The Users page then renders as usual.

Notice that you opened the Users page rather than the home page. The home page is static and never
calls
the API, so a breakpoint in the API route would never be reached from it.

Remove the breakpoint by selecting the red dot again, and leave the debug terminal running.

Step 7: Debug in the browser

Server-side code isn’t the only place a problem hides. This step debugs code running in the browser,
which

needs a different tool.
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The application has a Slow switch that delays each API call by two to three seconds in the browser. It’
s
built for testing loading states.

1. Copy the preview address and open it in a browser tab. The built-in Simple Browser in the
Cloud IDE

has no developer tools, so this step needs a real tab.

Select the Slow switch in the navigation bar.

Open your browser’s developer tools by pressing F12, and select the Network tab.

Reload the Users page. Each /api/users request now takes two to three seconds.

ok w D

Select the Fast switch and reload again. The delay is gone.

To pause inside the delay itself, select the Sources tab, open src/app/utils/delay.ts,andset
a

breakpoint inside simulateDelay. Reload the Users page. Execution pauses, and you can inspect
isSlowMode and slowDelay.

You have now used both debuggers: the JavaScript Debug Terminal for code running on the server,
and your
browser’s developer tools for code running in the page.

Step 8: Catch errors before you run the code

Two checks find mistakes without starting the application at all.

First, introduce a type error. Open src/app/api/users/route.ts,changea string parame-
ter to number,
and save. Then run:

yarn type-check

The command fails and names the file, the line, and the mismatch. Change the parameter back and
run
yarn type-check again —it passes silently.

Now introduce a lint error. Add an unused variable to any . ts file, such as const unused = 1;,
and save.
Then run:

yarn lint
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The unused variable is reported. Remove it and run yarn lint again to confirm the project is
clean.

Both checks run against your code, not against a running server, so they catch mistakes in seconds.

Step 9: Share the running app

Finally, let someone else open your work without cloning anything or waiting for a deployment.

Make sure yarn dev isstill running, then:

1. In the SecurSpaces console, open the Project Overview page.
2. From the Workspace Apps menu, select Create Workspace App.
3. Enterthese values:

« Port: 3000
« Name: ACME Project
« Share: Project Sharing

4, Select Save.

The console shows a URL for the application. Copy it and send it to a project member. They openiitin
a
browser and use the application you are running, without a workspace of their own.

When you finish, delete the workspace app to stop sharing.

What you have learned

You ran a full-stack application inside a workspace, and everything behaved the way it does on a local
machine —the same commands, the same debugger, the same browser tools. What changed is where
the code runs

and where the data stays.

Along the way you:

« Confirmed that secrets arrive as environment variables, with no . env file to manage

Started a database with Docker inside your workspace

+ Used hot reload, a server-side debugger, and browser developer tools
+ Ran type checking and linting

+ Shared a running application through a URL instead of a deployment
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What to do next

Goal Guide

Apply these workflows to your own project Develop in a workspace

Understand what survives a workspace restart What persists in a SecurSpaces Workspace
Set up your real project environment Set up your account

Learn more about sharing a running application =~ Workspace Apps

Get help

+ Ask your project owner about template contents, missing tools, or database access.
+ Browse the SecurSpaces documentation for detailed guides.

Set up a project for your team

August 19, 2026
Project Owner

You have a project and a team waiting to use it. This page takes you through preparing that project so
a
developer can create a workspace and start contributing, without configuring anything themselves.

Work through the steps in order. Each one builds on the last: the resources you register in steps 1 to 3
are

what you package into a template in step 4, and the people you add in step 5 are the ones who use
it.

Before you start

You need a project, and a role that carries the following permissions. The default Project Owner role
carries all of them. A Manager carries all except Security, which is only needed for private registry
credentials.
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Step Permission

Review container images Resources set to Import

Add registry credentials for a private registry Security set to Manage

Import a code repository Resources set to Import

Add a secret Resources set to Manage

Create a workspace template Workspaces set to Manage Project
Add users Members set to Manage

Some of this may already be done for you. Images, repositories, and secrets can be registered at the
platform
or organization level, and your project inherits them. Check what you already have before adding
anything.

Step 1: Review container images

A container image defines the base environment a workspace runs: the operating system, the lan-
guage runtimes,

and the tools your developers expect to find. Your project inherits the images registered at the plat-
form and

organization levels, so start by checking whether one of those already suits your team.

1. Open Resources and review the container images available to the project.
2. Ifaninherited image works for your team, move on to step 2.
3. To add your own, select Add Image and provide the URL, Image Name, and Image Tag.

If the image sits in a private registry, add the registry credential first, otherwise the import cannot
authenticate. Public registries need no credential.

See Container images, and
Workspace images for how toolchains are layered on
top of an image.

Step 2: Add a code repository

Registering a repository with the project is what allows the platform to inject credentials for it at
runtime. Developers then clone and push without holding any credentials themselves, which is the
main reason

their device never needs Git access to your source.
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Repositories are imported from a provider your platform administrator has already connected —
GitHub, GitLab,
Bitbucket, or Azure DevOps.

1. Open Resources and select Import Repository.
2. Select the provider.
3. Select the repositories to make available in this project.

If the provider you need is not offered, it has not been connected at the platform level yet. Ask your
platform administrator to add it. See

Code repositories for

what that involves.

See Code repositories for the
project-level task.

Step 3: Configure secrets

A secret holds a password, token, or key that code needs at runtime. Registering it with the project
means it
is delivered to the workspace rather than kept in the repository or pasted into a developer’s shell.

Your project inherits secrets from the platform and organization levels, so review those first.

1. Open Resources > Secrets and review what the project already has.
2. To add one, select Add a New Secret and provide a name and value.
3. Add a description, so the next person knows what it is for.

Secrets are attached to a workspace when the workspace is created, or through the template you build
inthe

next step.

See Secrets.

Step 4: Create a workspace template

This is the step that turns the previous three into something a developer can use. A template com-
bines an

image, repositories, secrets, and security settings into one definition, so creating a workspace be-
comes a

single action with a predictable result.

Without a template, every developer configures a workspace by hand, and no two are quite alike.
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1. Open Templates and select Create New Template.

2. Choose a container image, then add the repositories, secrets, and security settings the team
needs.

3. Saveitasadraft.

4. Test the draft, then publish it as a template version.

A draft can be tested before anyone depends on it, and a published version cannot be edited after-
wards, so
test before you publish.

Two things worth doing here:

« Make more than one template if your team has more than one job. Front-end and back-end
developers
rarely need the same tools, and a smaller image starts faster.

+ Generate a Quickstart link. It creates a workspace from the template in a single click, which is
useful from a README or an engineering portal.

See Templates.

Step 5: Add users

With the environment ready, bring in the people who use it.

1. Open People and select Add New User.

2. Enter the user’s email address. The platform matches it against the configured identity
provider.

3. Assign arole: Guest, Developer, Manager, or Project Owner.

4. For contractors or anyone temporary, select Set Expiration date and choose when their access
ends.

Most developers should hold the Developer role, which lets them create their own workspaces from
your

template. Assign Guest to someone who only needs to look, and create the workspace for them your-
self.

If none of the four default roles fits, you can define your own. See
Roles and permissions.

See Add and remove users.
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What your developers do next

Once a developer has been added and a template exists, they can create a workspace and connect to
it. Point
them at Your first workspace.

If you would rather send them something written for onboarding, see
Onboard developers, which includes a
reusable template you can adapt.

Related information

+ Onboard developers
+ Manage

» Roles and permissions
« Project resources

Deploy for evaluation with the 1-Click VM

September 18, 2026

Use this guide to deploy a virtual machine (VM) running the SecurSpaces platform using the auto-
mated installer. The installer provisions infrastructure with Terraform, installs a lightweight Kuber-
netes cluster (K3S), and deploys the platform. It also configures DNS and manages TLS certificates.

Note:

The 1-click VM is purpose-built for proof-of-concept (POC) and demo environments. It has been
optimized forimplementation simplicity and provides the same functional capabilities as a stan-
dard deployment. However, it is not designed for scalability and cannot be converted into a
production-grade installation. There is no upgrade path from a 1-click VM to a full production
deployment.

Prerequisites

» Docker installed on your local machine.
« Cloud provider credentials (AWS, Azure, or GCP).
+ Admin email and password for platform access.
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Run the installer container

Pull and run the installer from Docker Hub. This command mounts your current directory into the
container to share configuration files.

The installer uses the current working directory to download and install SecurSpaces. It’s recom-
mended that you create and use a dedicated folder for this 1-click deployment before running the
installer.

docker run -it --rm -v ${
PWD }
:/strong-network/shared strongnetwork/strong_installer:2026.4.5

Deploy the platform

Once inside the container shell, start the deployment process:
sds-cli deploy-demo
Follow the on-screen prompts to configure your deployment.

« Admin Credentials: Provide an admin email and create a secure password.

root@ll7bbcfbf7f1l: /strong-network# ./strong-cli deploy-demo

Set the email of the platform admin: admin@strong-network.com
Set password for admin (leave empty to autogenerate):

« VM Size: Select a VM size. The size determines the maximum number of concurrently active
workspaces.

Choose a VM size (default: Medium):
[1] Small (4 CPU, 16GB RAM) - up to 2 concurrent workspaces
[2] Medium (8 CPU, 32GB RAM) - up to 5 concurrent workspaces
[3] Large (16 CPU, 64GB RAM) - up to 12 concurrent workspaces
Please enter your numeric choice:

Information:
You can resize the VM later if needed.
+ Cloud Provider: Choose where to deploy: AWS, Azure, or GCP.

Pick cloud provider:
[1] Azure - requires Contributor role

[2] AWS - requires IAM permissions
[3] GCP - requires Editor role
Please enter your numeric choice: 3
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+ Cloud Credentials: Provide your cloud identity. The specific steps will vary by provider.

Go to the following link in your browser, and complete the sign-in prompts:

https://accounts.google.com/c/oauth2/auth?response_type=code&client_id=32555940559.apps.
.html&scope=cpenid+https Fwww . googleapis. com¥2Fauth%2Fuserinfo.email+httpsX3A%2|
%2Fappengine.admin+https F%2Fwww. googleapis . com%2Fauth%2Fsqlservice. loginthttps%3AS

counts.reauth&state=50u5CTtnQYERYWIXxa0lfaHYKp5uCkG&prompt=consent&token_usage=remote&access_t]
1llenge_method=5S256

Once finished, enter the verification code provided in your browser: J

For example, GCP will list available projects for selection.

You are now logged in as [ 1

Your current project is [None]. You can change this setting by running:
$ gcloud config set project PROJECT_ID
select GCP proiect to use:

[S] staging-386489

Please enter your numeric choice: 5

+ Region: Select the deployment region. Choose a predefined region (US, EU, ASIA) or select
specific datacenter to enter a custom datacenter location.

Pick where to deploy:
[1] US  (us-southl)
[2] EU  (europe-west3)

[3] ASIA (asia-south2)
[4] Specific datacenter
Please enter your numeric choice: 2

Terraform will now provision and configure your resources.

What to expect

After deployment, you’ll have:

+ AVM running the SecurSpaces Platform
« Asecure URL to access the SecurSpaces platform

Warning

+ Initialization Time: The login page may appear before all services areinitialized. If you see
aninvalid username or password error, wait up to 5 minutes for the SecurSpaces platform
to fully initialize before trying again.
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« License and certificates: The initial SecurSpaces platform license is valid for 6 months.
« TLS certificates: TLS certificates are valid for 3 months.

Deploy for evaluation on XenServer

September 18, 2026

The SecurSpaces platform provides a secure and productive cloud development environment that
can be deployed on public, private clouds, and self-hosted servers. It also works in full air-gapped
modes, such as high-security settings.

The primary purpose of SecurSpaces platform is to provide secure, cloud development environments
(CDEs)

that boost developer productivity while ensuring enterprise-level security. It allows organizations to
streamline the

provisioning and management of coding environments, improving efficiency and collaboration
among internal and external

teams. By centralizing development resources and integrating automated security features, the
platform reduces the risk

of data leaks and intellectual property theft, enabling safe remote work and supporting DevSecOps
practices.

Specifically, typical usage scenarios encompass IT efficiency, developer productivity, and governance
of the development process.

This guide covers deploying SecurSpaces to an Ubuntu virtual machine (VM) hosted on Citrix
XenServer.

The target Ubuntu host runs as a XenServer guest VM.

The SecurSpaces deployment steps are identical for bare metal Ubuntu hosts —only the VM provi-
sioning steps in this guide are

XenServer-specific.

The CDEs can be accessed through cloud or local integrated development environments (IDEs),
offering a secure and

isolated environment for developers.

Use the 1-click local installer to deploy SecurSpaces on a local Ubuntu host for a proof of concept or
demo.

The installer runs in a Docker container on a separate host. It generates a custom deployment script
that automatically configures a lightweight Kubernetes cluster (K3s) on the target host and deploys
the SecurSpaces platform.
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For a cloud proof of concept on AWS, Azure, or Google Cloud, see the 1-Click VM for deploying Secur-
Spaces.

NOTE:

The local deployment is for proof-of-concept (POC) and demo environments only. Itis optimized
for implementation

scalability, multi-node scaling, or long-term production workloads.

Local demo deployments cannot be upgraded or migrated to a production environment.

To move to production, use a standard cloud or on-premises Kubernetes deployment guide.

+ Target Ubuntu host: A dedicated Ubuntu virtual machine on XenServer where K3s and the core
SecurSpaces platform services are deployed.

Client devices access the SecurSpaces platform through the secure DNS name that the installer pro-
vides. This DNS name must resolve directly to the IP address of the target Ubuntu host.

Deployment Workflow

The deployment follows seven primary phases:

+ Provision the target Ubuntu VM on XenServer.

+ Prepare the target Ubuntu host.

+ Run the installer container on the installer host.

+ Generate the local custom deployment script using sds—c'l1.

+ Run the script on the target Ubuntu host.

« Associate the target IP address with the assigned DNS name within the strict time-to-live (TTL)
window.

« Signin and validate the SecurSpaces deployment.

What You Deploy

After the deployment script completes, the target Ubuntu host contains:

+ A single-node K3s cluster managed alongside integrated NetScaler Ingress controllers
(netscaler-cpx-ingress).

The SecurSpaces platform services.

« Asecure HTTPS URL for the SecurSpaces console.

+ Aninitial evaluation SecurSpaces platform license valid for 6 months.
Default automated TLS certificates valid for 3 months.
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Prerequisites
Target Ubuntu host

The target host is the Ubuntu virtual machine on XenServer where SecurSpaces is deployed.

Requirement Details

Operating system Ubuntu 22.04 Desktop or Ubuntu 24.04 Desktop
only. Ubuntu Server, other Ubuntu editions, and
other Linux distributions are not supported.

CPU x86_64 CPU supporting the AVX instruction set
(e.g., Intel Celeron processors are incompatible).

Storage Minimum 200 GB for Small deployments. 500
GB recommended for Medium. 1 TB or more for
Large or Custom deployments. Workspace
image storage is the primary disk consumer.

Software state Clean Ubuntu installation with no Docker,
Kubernetes, K3s, or related container platform
software components installed.

Network Reachable IP address (can be a public IP or a LAN
IP) that client devices can access directly.
Access User account with full sudo elevated
permissions.
[!CAUTION]

This deployment has been validated on Ubuntu 22.04 Desktop and Ubuntu 24.04 Desktop
only.

The following operating systems are not supported for the target host:

« Ubuntu Server (any version)

+ Ubuntu minimal or cloud images

+ Debian and other Debian-based distributions

« Red Hat Enterprise Linux, CentOS, Rocky Linux, or other RPM-based distributions
+ Any other Linux distribution

Deploying on an unsupported operating system may result in installation failures or an unstable
deployment. Citrix does not provide support for deployments on unsupported OS versions.
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Installer host

The installer host must be separate from the target host because the target host must remain com-
pletely clean. The installer host runs the SecurSpaces installer container, which generates the deploy-
ment script. The installer host can be any machine that meets the following requirements:

Requirement Details

Docker Installed, running, and able to pull image
sources from Docker Hub.

Network Outbound HTTPS access to Docker Hub and
SecurSpaces image registries.

Disk space Minimum 20 GB free for the installer container
image and generated local workspace files.

Deployment information

Have the following information ready before you start:

« An administrator email address for platform access.

+ Asecure administrator password, or leave empty to let the wizard autogenerate one.
+ The IP address of the target Ubuntu host.

« Your choice of deployment region (US, EU, Asia) or specific datacenter location.

Sizing Guidance

The installer requires you to select the machine capacity. This capacity setting defines the maximum
threshold of concurrently active user workspaces allowed on the deployment. For production sizing
rather than evaluation, see Sizing. The installer uses this setting to optimize the generated deploy-
ment script’s resource allocation and configuration parameters for the underlying Kubernetes cluster
and platform services.

Maximum Concurrent

Capacity Minimum Target Host Size Workspaces

[1] Small 4 CPU, 16 GB RAM Up to 3 workspaces
[2] Medium (Default) 8 CPU, 32 GB RAM Up to 11 workspaces
[3] Large 16 CPU, 64 GB RAM Up to 25 workspaces
[4] Custom User-defined VM instance Resource-dependent
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NOTE:

You can adjust the machine capacity configuration later if resource needs or proof-of-concept

requirements shift.

Provision the Target VM on XenServer

Before deploying SecurSpaces, create the Ubuntu VM on your XenServer host using XenCenter.

1. In XenCenter, select New VM and choose an Ubuntu 22.04 or Ubuntu 24.04 Desktop 1SO as the
installation source.

2. Allocate vCPUs, RAM, and disk storage based on your chosen deployment size from the Sizing
Guidance table. Ensure the disk meets the minimum storage requirement for your selected ca-
pacity.

3. Assign a network interface to a virtual network that:

+ Provides outbound internet access (required for pulling Docker and SecurSpaces images
during deployment).
« Is reachable from client devices that need to access the SecurSpaces console.

4. Complete the Ubuntu Desktop installation and note the VM’s IP address.
5. Optionally, enable SSH on the VM for remote management:

sudo apt install -y openssh-server

Expected outcome: A clean Ubuntu Desktop VM is running on XenServer with a reachable IP
address.

Prepare the Target Ubuntu Host

1. Confirm that the target host runs a fresh desktop installation of Ubuntu 22.04 or Ubuntu 24.04.
2. Confirm that Docker, Kubernetes, K3s, and related tools are completely uninstalled.
3. Verify that the CPU supports AVX instructions:

grep -o 'avx[?* ]x' /proc/cpuinfo | head -1

If this command returns no output, the CPU is incompatible and you must use a different target
host.

1. Obtain the reachable IP address of the target machine:

hostname -I

© 1997-2026 Citrix Systems, Inc. All rights reserved. 72



Citrix SecurSpaces™

Expected outcome: You have identified a clean target Ubuntu host with a direct network-accessible
IP address.

Run the Installer Container

1. Ontheinstaller host, create and switch to a dedicated directory for configuration sharing:

mkdir -p ~/sds-local-deployment
cd ~/sds-local-deployment

2. Pull and run the installer from Docker Hub:

docker run -it --rm -v ${
PWD }
:/strong-network/shared strongnetwork/strong_installer:2026.4.5

: Pull complete

54: Pull complete

: Pull complete

: Pull complete

: Extracting 1 s

c: Pull complete
S5ceddb90b664: Download complete
e41285311 : Download complete

6d836cf : Pull complete
74197c : Download complete

40c7342 3b: Pull complete
4: Download complete
3b2b 32: Download complete

e9017866a168: Pull complete

QecfcB8 : Pull complete
19827b0769a4: Download complete

489ce25c545c: Pull complete

20b5d3228371: Pull complete

NOTE:

If the installer discovers a newer minor testing version, such as 2026.4.6, choose whether you
wish to pivot to that package version.

1. Upon launching, the container initializes the SecurSpaces CLI interface, providing utilities to
manage SecurSpaces environments:
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« install: Performs first-time installations by pushing SecurSpaces images to your registry and
generating configuration templates.

+ upgrade: Upgrades an existing deployment using a configuration file from a previous deploy-
ment.

+ deploy-demo: Deploys a self-contained evaluation version of the entire platform to an isolated

steven@sds-installer: ~/sds-local-deployment

Expected outcome: The terminal displays the tool’s greeting banner and opens an interactive con-
tainer shell interface.

Generate the Deployment Script

1. From the interactive container shell, initiate the local deployment generation wizard:

deploy-demo --deployment-location=1local
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steven@sds-installer: ~/sds-local-deployment

1. Complete the configuration prompts as follows:
« Admin Credentials: Input your admin email address and provide a secure password.

+ Set the email of the platform administrator: e.g., admin@example.com
+ Set password for admin (leave empty to autogenerate).

+ Machine Capacity: Choose your numeric workspace sizing choice

« [1] Small (4 CPU, 16GB RAM) - Up to 3 workspaces

+ [2] Medium (8 CPU, 32GB RAM) - Up to 11 workspaces

+ [3] Large (16 CPU, 64GB RAM) - Up to 25 workspaces

+ [4] Custom (User-defined VM instance) - Resource-dependent

« Region Configuration: Choose your deployment region (1 for US, 2 for EU, or 3 for Asia) to map
the source registry.
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steven@sds-installer: ~/sds-local-deployment

1. The wizard displays a “Generated Local Deployment Script”notification payload containing the
bash configuration script.

Expected outcome: You have copied the generated deployment script and noted the assigned secure
URL and administrative credentials.

Run the Deployment Script on the Target Host

1. Copy the generated bash script in its entirety from the installer container window output.
2. Login to your target clean Ubuntu host and save the contents to a file named deploy.sh.
3. Add execution permissions and execute the script utilizing elevated sudo privileges:

" "Bash
chmod +x deploy.sh
sudo ./deploy.sh
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0l steven@sds-host: ~/Documents

$ sudo ./deploy.sh

[sudo] password for steven: I

Expected outcome: The installation script runs and exits completely without throwing runtime er-

rors.

Associate the IP Address with DNS

1. You must associate the target Ubuntu machine’s accessible IP address to the custom testing
URL domain name provided by the installer (e.g., mainsunfish.try.sds.citrix.com).

IMPORTANT:

You must execute this DNS mapping or host file association within 1 hour of script generation.
You do not need to wait for the target Ubuntu machine deployment script to finish execution;

this step can be handled in parallel.
1. When prompted by the installer container to proceed with DNS validation, verify the mapping:

+ Do you want to proceed with the DNS and IP association? (y/n): y
« |P address: 192.168.5.198
« Domain mainsunfish.try.sds.citrix.com resolved to IP: 192.168.5.198
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steven@sds-installer: ~/sds-local-deployment

For shared network use: Configure a corresponding record mapping inside the active DNS server used
by your endpoint environments.

For standalone endpoint validation: Edit the local hosts file on each client workstation needing ac-
cess:

- 192.168.5.198 mainsunfish.try.sds.citrix.com
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File Edit Vview Help
1 | 4 c) 1993

2d within DNS

Expected outcome: The provisioned URL resolves correctly to the target Ubuntu deployment IP ad-
dress.

Sign in to the SecurSpaces Console

1. Wait approximately 10 minutes after script completion for the backend application services to
become healthy and accessible online.

2. Open a web browser on a connected endpoint and navigate to your secure platform URL (e.g.,
https://mainsunfish.try.sds.citrix.com).

3. Sign in using the administrator credentials you configured during setup (or the autogenerated
credentials printed by the installer):

« Admin Email: admin@example.com (the email you entered during setup)
+ Admin Password: <your-admin-password> (or the autogenerated password printed
by the installer)
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CAUTION:

The login interface page might display in your browser before all underlying microservices have
initialized. If you encounter an “invalid username or password”failure error on your first attempt,
wait up to 5 minutes for data buffering to finish, then refresh and try again.

Expected outcome: The administration dashboard loads completely without errors, confirming suc-
cessful platform entry.

Validate the Deployment

After your initial administrative login, verify basic platform functionality by executing the following
validation workflow:

+ Confirm that the web console loads securely over HTTPS with proper routing.

+ Navigate to system configurations and verify active platform component settings.

+ Create an evaluation organization structure and define a test project.

« Provision a new test user account inside your project profile.

+ Launch a testing workspace environment utilizing an included baseline workspace template.

« Verify that the session starts smoothly and renders interactively directly within your web
browser.

Troubleshooting
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Issue Resolution

Installer container does not start Ensure that the Docker service daemon is active
on your separate installer workstation and verify
that the machine has an active route to Docker
Hub to pull images.

Deployment script fails early The target Ubuntu host may not be completely
clean. Re-image or clean your target machine to
guarantee no conflicting Docker components,
K3s fragments, or Kubernetes directories remain,
then re-run the script.

AVX check returns no output Your target machine processor lacks the
mandatory instruction extensions. You must
migrate the installation onto a compatible
x86_64 CPU architecture that natively supports
AVX.

Platform URL does not resolve Confirm your entry within your local client hosts
file or look up your network DNS server state. If
the initial 1-hour generation lease time expired
before you completed mapping, rerun the
installer wizard to create a fresh script.

Sign-in fails immediately after deployment The internal microservices are likely completing
their initialization sequence. Wait 5 minutes for
background database setup and service sync
routines to complete, then try logging in again.

Limitations

 Local demo deployments are strictly unsupported for production workloads, multi-node clus-
tering, or scale validation testing.

+ Local demo deployments cannot be upgraded or migrated to a production environment. To
move to production, use a standard cloud or on-premises Kubernetes deployment guide.

The SecurSpaces platform evaluation license expires 6 months after creation.
« Default TLS certificates expire 3 months after creation.

Decommission the Proof of Concept

When you conclude your product evaluation period:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 81



Citrix SecurSpaces™

« Export or archive any configuration notes, validation results, or screenshots you require.
+ Remove any testing domain mappings or hosts file modifications from your client machines.
+ On the target host, completely remove the cluster components by running the native script:

sudo /usr/local/bin/k3s-uninstall.sh

+ Purge any generated deployment script logs or payload files from your installer host worksta-
tion.

Related topics

+ Deploy a Proof of Concept with 1-Click VM
» SecurSpaces Documentation

Develop in a workspace

September 18, 2026
Developer

This article covers the everyday work of developing inside a Citrix SecurSpaces™ workspace: connect-

ing,
installing tools, running and previewing an application, using secrets, and sharing what you build.

If you’re new to SecurSpaces, work through
Tutorial: Your first workspace
first.

About the examples: the examples here use Node.js, because it reads clearly whatever lan-
guage you work

in. Nothing on this page is Node-specific. The platform treats every toolchain the same way, so
substitute

yourown commands—pip installfornpm install,go runforyarn dev,andsoon.

Choose how you connect

You can work in a workspace two ways.
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Method What it is Best for

Cloud IDE VS Code for Web, runningin a Getting started, any device,
browser tab short sessions

Local IDE over SSH Your own installed IDE, Day-to-day work, familiar setup
connected to the workspace and shortcuts

The Cloud IDE needs nothing installed: select Open on the workspace card and it opens in a new
tab.

«g coo

[

Victor's Workspace

Victor

The buttons on the workspace card are your entry points: the VS Code icon opens the Cloud IDE, the
terminal

icon opens a shell, and the SSH icon opens the Connect Via SSH dialog.

VS Code for Web is the only Cloud IDE the platform ships. If your team needs a different browser-based
IDE,

it can be built into a custom workspace image —talk to your platform administrator. For local IDEs,
SecurSpaces supports VS Code Desktop, Cursor, Windsurf, Kiro, and JetBrains Gateway, plus any SSH-
capable

editor. See Connect to a workspace via SSH.
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Move files in and out of a workspace

The simplest way to bring a local file in is to drag it from your file manager onto the Cloud IDE window.
To take a file out, use the Cloud IDE’s Download action in the file explorer context menu.

File transfer may be restricted on your platform, since it’s a data loss prevention control. If dragging
a
file has no effect, ask your platform administrator whether transfers are permitted for your project.

Install tools and dependencies

Aworkspace is containerized and ephemeral: it is recreated from its base image on every start. Tools
you

install at runtime persist only if they live on the persistent /home /developer/ volume. System-
wide

installs (for example, sudo apt-get install) are discarded when the workspace restarts.

Before installing anything, choose an approach that matches what you need to keep:

+ User-scoped tools (nvm, pyenv, pipx,cargo install,and similar)install under
/home/developer/ and persist automatically.

« Per-launch setup or one-off packages belongin a
startup script.

+ System packages and runtimes shared across a team belongin a
custom container image.

Project dependencies installed into your project directory persist, as long as the project sits under
/home/developer. Package managers that install globally by default need redirecting into your
home

directory. For example, with npm:

npm config set prefix ~/.npm-global
export PATH=~/.npm-global/bin:$PATH

Add the PATH line to your .bashrc or . zshrc file through your profile configuration to make it

permanent.

For the full guidance and trade-offs, see
What persists in a SecurSpaces Workspace.

Run and preview an application

Start your application the way you normally would:
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cd /home/developer/my-project
yarn dev

Your server must listenon0.0.0.0,not Localhost. Aserverboundto Localhostisreachable
only

from inside the container, so the platform can’t detect it and you can’t preview it. Most frameworks
bind

correctly in development mode, but some need telling:

npx vite --host

0.0.0.0
npx next dev -H 0.0.0.0
The same applies in any language —for example, Flask needs --host=0.0.0.0, and a Go server
should listen

on : 8080 ratherthan 127.0.0.1:8080.

When the server starts, VS Code detects the open port and shows a notification: A workspace appli-
cationis
available at the port [number]. Select Preview to open the application in an editor tab.

The preview address follows the pattern https://<workspace-id>-port-<number>.
proxy.<domain>,so traffic

reaches your application through the platform. You can paste that address into any browser tab. The
Workspace Apps panel in the SecurSpaces console lists every exposed port.

Running several services at once works as expected: a frontend on port 3000 and an API on port 4000
are both
detected and both reachable.

Run services your project depends on

Workspaces support Docker-in-Docker, so databases, caches, and message queues run inside the
workspace just
as they would on your own machine. Define them with Docker Compose:

# docker-compose.yml
version: '3.8'
services:
postgres:
image: postgres:15
environment:
POSTGRES_DB: myapp
POSTGRES_USER: dev
POSTGRES_PASSWORD: devpass
ports:
- '"5432:5432"
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Start, check, and stop them:

docker-compose up -d
docker ps
docker-compose down

Your application reaches these services through localhost, the same asin local development.

Some images provide the Docker Compose plugin rather than the standalone command. In that case
use
docker compose with a space; the subcommands are identical.

Use secrets and environment variables

Credentials, tokens, and service addresses reach your workspace as secrets, injected at start. You don’
t
maintain a . env file for them, and they never enter your code or your Git history.

Type Set by Where it applies
Personal secret You, in Profile > Security Every workspace you own, by
default
Project secret Project owner, in project The project, then attached to
resources workspaces

Neither type is all-or-nothing:

+ Personal secrets inject into every workspace you own by default. To narrow that, switch the
secret to
Custom List and select the workspaces it applies to.

» Project secrets are attached to individual workspaces when the workspace is created, or
through the
workspace template.

Both types inject as an environment variable or as a file. File secrets appearinthe /secrets
folder; environment secrets appear in env output and in your language’s environment API:

const apiKey = process.env.MY_API_KEY;
Three things worth knowing:

« Changes need a restart. Adding, editing, or retargeting a secret takes effect when the affected
workspaces reboot.
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+ Names become environment variable names, so they can’t contain spaces, hyphens, or spe-
cial characters,
and names reserved by Linux are rejected.

+ Personal secrets win on a name clash. If a workspace secret has the same name as one of
your personal
secrets, the value comes from your personal secret.

For more information, see Secrets.

Share a running application

Workspace Apps expose a running application to other project members, so a reviewer, designer, or
tester can
open your work without a deployment or a workspace of their own.

1. Inthe SecurSpaces console, open the Project Overview page.

2. From the Workspace Apps menu, select Create Workspace App.

3. Set the Port your application runs on, a Name, and who it’s shared with —Public,
Project Sharing, or specific members.

4. Select Save.

You can also select the ... icon on your workspace and select Edit Ports.

For more information, see Workspace Apps.

Work with a shared workspace

After sharing a workspace, you and

another user can work in it at the same time. Changes appear in real time, so you can co-edit a file
together

—useful for pairing on a problem or walking someone through unfamiliar code.

Both of you are working in the same container, so a command one of you runs affects the other’s
session too.

Persist your work

Keep everything you care about under /home /developer. That includes your code, your depen-
dencies, and your
shell configuration. Anything outside it is discarded when the workspace restarts.
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For system-level tools you need every time, use a startup script or ask your project owner to add them

to the
workspace template image. See

What persists in a SecurSpaces Workspace.

Troubleshooting

Issue

Atoolis missing from the workspace
Packages disappear after a restart
The application isn’t reachable

Calls to a database or service fail
Docker containers don’t start

File changes don’t trigger a reload

No space left on device

Dragging a file into the IDE does nothing

Related information

« Tutorial: Your first workspace
» Connect to a workspace via SSH

+ What persists in a SecurSpaces Workspace

» Manage Workspaces
» Workspace Apps

Solution

The template may be the wrong one. Ask your
project owner which to use.

Move your project and its dependency directory

under /home/developer.

Bind the serverto ©.0.0.0, then check the
exposed port in Workspace Apps.

Confirm the container runs with docker ps,

then start it with docker-compose up -d.

Run docker -info. If Dockerisunavailable,

ask your project owner about privileged mode.

Raise the file watcher limit with
sudo sysctl -w fs.inotify.
max_user_watches=524288.

Delete unused dependency directories, or
increase the workspace disk size under Edit
Workspace > Resources > Disk size.

File transfer may be restricted. Ask your
platform administrator.
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Console overview

September 18, 2026

The Overview page is the first page displayed when you access the platform’s user interface. It con-

tains the essential components to allow quick access to resources such as workspaces, apps, secure

web apps and metrics.

The Overview Page is customizable. All components can

be reordered according to your preferences.

n/ CoreTeam

# Overview  [J Workspaces = Resources  <s* People © Audit

77 Favorites
3 Worksps Victor's Workspace
o Victor
1 2
{sr 0.5CPU 0.5GB g > SSH
) Workspaces v

0
P48

Victor's Workspace

0 Victor Q Aleksa Developer

,q > SSH SSH >

Data Science Workspace

« Display Sections

Favorites

Workspaces
» Workspace Apps

People & Metrics

Command Menu

crl K g o
£z Settings
Frontend Q@ oo
Victor's Workspace 8080

Open Application [7

All ared With Me My Work e

Mark's Workspace (2

m Mark Manager

g >

The Command Menu is a keyboard-driven way to move around the console. Itis in the header on

every page,

and opens with Ctrl+K, or Cmd+K on macOS. You can also select it.
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Type into What do you want to do? to filter, or browse the three groups:

Group What it offers

Navigation Go to Organizations, Projects, or Project Settings
Profile Go to your profile

Workspaces Open one of your workspaces by name

Opening a workspace by name is the most useful of these, because it does not depend on finding the
workspace
in a list first.

The menu is hierarchical, and the keys are shown along the bottom: Enter selects, the arrow keys

move, Backspace goes back up a level, and Esc closes it.
Note

This is not the same as the Command Palette inside a workspace IDE, which runs commands
against the

workspace itself. See

Connect over SSH.

Display Sections
Favorites

The Favorites section displays your personal favorite list of components, from any section of the

Overview Page.

7 Favorites

Victor's Workspace o Qe Frontend

{ 7'11 Victor i
1 2 o Victor's Workspace 8080

# 0.5CPU 0.5GB g > SH Open Application [

» To add an element to your list, click its “...”button and “Add to Favorites”.
« To remove an element from your list, click its “...”button and “Remove from Favorites”.
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Tip:

Entries in the list of favorite components can only be components on the Overview Page.

Workspaces

The Workspaces section displays all the project’s Workspaces to which you have access.

[J Workspaces v Al Shared With Me My Work

n

Victor's Workspace (A Data Science Workspace (2 Mark's Workspace

0 Victor 0 Aleksa Developer @ Mark Manager

’4 > SSH SSH >_ ’a >

Filter the list with All, Shared With Me, or My Workspaces.

« To create a new workspace click on the “Workspaces”drop-down menu.

+ To manage workspaces, view Manage Workspaces.

Workspace Apps

The Workspace Apps section displays all the project’s workspace apps to which you have access.

(.5 Workspace Apps v | online Apps or All v
Demo @ oo Frontend @ oo
—— D t S N - — T
ata science 3000 Victor's Workspace 8080
Workspace
Open Application [ Open Application [

Turn on Online Apps to show only apps that are currently running, and use the User filter to show

the apps of one user instead of All.

« To create a new workspace app click the “Workspace Apps”’drop-down menu.

« To manage a workspace app click its “...”button.
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People & Metrics

The People & Metrics section displays statistics about the users in the project and metrics about

resources’utilization.

People & Metrics

Most Active Users

D
8 [a]

1 4 sr 0.5CPU 0.5GB

People metrics display:

« The amount of project users online.
+ The total amount of project users.
« Statistics about the amount of users online over the past seven days.

Workspace metrics displays:

+ How many workspaces are running or paused.
+ The current total CPU and RAM usage for your Project.

Check the Insights Page for more detailed metrics.

Citrix DaaS Resources

The project Overview page now includes a Citrix DaaS Resources section alongside the existing Work-
spaces and Workspace Apps sections. This section displays the Citrix virtual apps and desktops as-
signed to you in Citrix Daa$, giving you unified access to both Kubernetes-based Citrix SecurSpaces™
workspaces and Citrix-based resources from a single console.
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&8 Platiorm / Worldwide Co /- Project-A « c 5 2 Q

) Overview CJ Workspaces £ Resources 25 People U Audit ~ Insights i Settings

CJ Workspaces - My Workspaces

Python App

e Steven Gallagher

g >

¥ Citrix DaaS Resources -

o " - ”

DevHome Firefox Postman Visual Studio

Prerequisites

Before Citrix Daa$S resources appear on the Overview page:

1. Aplatform administrator must configure the Citrix DaaS integration. See Citrix DaaS Integration.

2. You must sign in to your Citrix account from Profile > Integrations > Citrix Integration. See
Citrix Integration.

3. You must select the Citrix resources you want to access. See Select DaaS resources.

View and launch Citrix resources

When the prerequisites are met, the Citrix DaaS Resources section on the project Overview page

displays the virtual apps and desktops you selected in your profile. Select a resource to launch it
directly from the SecurSpaces console.

If the section displays “No Citrix DaaS Resources, verify that:

+ You have signed in to your Citrix account in Profile > Integrations > Citrix Integration.

+ You have selected at least one resource using the Edit button in the Selected DaaS Resources
section of your profile.

+ An administrator configures the platform Citrix Daa$ integration.
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Create a workspace

August 27,2026

A workspace is a cloud development

environment that you reach through the browser IDE, a terminal, or SSH. Citrix SecurSpaces™ creates
one from

the Workspaces page.

There are three routes. Starting from a template is the recommended one, because the
template already carries the image, resources, and policy your project has agreed.

Basic Set-Up

Select Create Workspace on the Workspaces page or the project Overview page. A Create a Work-
space
dialog opens and asks how you want to create it:

Option What it does

Create from Template (Recommended) Start from a predefined, ready-to-code template.
See From a template
Create Custom Workspace Configure a new workspace from scratch,

described below
Copy Existing Workspace Duplicate the configuration of one of your

workspaces. See From an existing workspace

An option can appeardisabled for two reasons. Create from Template is unavailable when the project
has

no templates yet. The other two are unavailable when your role requires templates for workspace
creation —

hover to see which applies, and contact your project owner if you need access.

Selecting an option opens the corresponding wizard.

Basic Info

The first step of the wizard holds the core settings: who owns the workspace, what it runs, where it
runs,
and how you connect to it.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 94


https://docs.citrix.com/en-us/securspaces/about/concepts/workspaces.html
https://docs.citrix.com/en-us/securspaces/develop/workspaces/index.html

Citrix SecurSpaces™

4
5‘) Platform / Smart Organization / Core Team v Command Menu ctd | K jay o

A Overview J Workspaces £ Resources 2= People © Audit |~ Insights £ Settings

Create Workspace Basic Info
Expert mode Q Owner *
v
B Infi
© sesicinfo Shared With
v
O Resource Access
Workspace Name *
O Startup Scripts
O Customize Image * Tag
v v

O Workspace Apps -
|| Use Sysbox as container runtime (Experimental Feature)

O Security Settings Access *

Select applications to access the workspace using drag and drop

O Schedule
Selected Available
- SSH
() Review n >_ +
R NI
Default

Minimal Specifications *

Select one of the templates below to set minimal expectations for the workspace performance. Whenever available, workspace
performance will surpass the CPU and memory's specified values. This setting can be updated later.

Small medinu Small dsadas
Total CPUs 05 @& Total CPUs 2 ® Total CPUs 0 ® Total CPUs 0 ®
Memory (GB) 0.5 mz Memory (GB) 2 m Memory (GB) 0 mm Memory (GB) 0 mm

Storage (GB)@® 10 = Storage (GB) @ 10 <&@ Storage (GB)@® 10 = Storage (GB)@ 10

Launch Next Cancel

Tip:

Toggle Expert mode at the top of the sidebar to edit the workspace configuration directly as
YAML.

Setting What it does Changeable later

Owner The user who owns the Yes
workspace and has full control
over its configuration
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Setting

Shared with

Workspace name

Container image

Tag

VSCode Version

Access methods

Workspace region

Workspace specifications

What it does Changeable later
Project members who can Yes
access the workspace

alongside the owner, for peer

coding and review. Shared

users get the same access as

the owner

A unique name for the No
workspace

A preconfigured image carrying  Yes, on restart
the tools and dependencies

your project needs. Your

project owner or administrator

maintains the list

The image version to use Yes, on restart

Which IDE version runs in the Yes
workspace. See VSCode

Version

Which connection methods the  Yes
workspace offers: VS Code for

the browser IDE, Terminal for

the browser terminal, and SSH.

Each oneruns as a service in

the workspace. Select Add to

define a custom access item

Where the workspace is No
deployed, which affects latency

and data residency. Choose a

region near your repositories

and package registries; if you

and your resources differ,

prioritize the one closer to you

The compute resource Yes
template. Performance can

exceed these values when

capacity is available. Select the

disk icon on the specification

card to increase storage
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Note:

The available specification templates and their values depend on how your platform administra-
tor has
configured the environment.

Changing the image or tag on a running workspace takes effect only after the workspace restarts, be-
cause the

container is recreated from the new image. The console tells you this and asks you to confirm before
it

restarts the workspace. Files under /home/developer are not affected. See

What persists in a workspace.

When the basic settings are right, select Launch to create the workspace immediately, or Next to
continue through the remaining steps.

VSCode Version

By default, select Use latest platform default version and the workspace follows the IDE version
designated as the platform default. When that default changes, the workspace picks up the new one
onits

next start.

Clear the checkbox to enable Select a specific version and pin the workspace to one version. The list
shows the IDE versions imported into your scope, most recently imported first. A pinned workspace
is not

updated when the platform default changes.
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;ﬁ Platform / Worldwide Co /  Project-A =

A Overview CJ Workspaces S Resources  :2:i People O Audit | Insights £x Settings
© workspace  Python App Basic Info
Expert mode » o
e Steven Gallagher
@ sasic Info
Shared With
O Resource Access
Workspace Name
O Startup Scripts
Python App
O Customize Image *
Default Generic Image
© Workspace Apps
VSCode Version
O Security Settings ) Use latest platform default version
Select a specific version
© Schedule
Access *
Select applications to access the workspace using drag and drop
Selected Available
ﬂ > SSH +
Default
Physical Server Location for Workspace
Platform / Worldwide Co /  Project-A =
A Overview CJ Workspaces < Resources 2% People © Audit | Insights £ Settings
Slorkepace Python App Basic Info
Expert mode » e
e Steven Gallagher
@ BasicInfo

© Resource Access

© Startup Scripts

© Customize

© Workspace Apps

© Security Settings

© Schedule

Shared With

Workspace Name

Python App

Image

Default Generic Image

VSCode Version

_) Use latest platform default version

Select a specific version

Strong IDE 1.112.0
Strong IDE 1.114.0

Selected Available
-

) > =+
f -
Default

Physical Server Location for Workspace

o ® 0

Command Menu | % | K
v
v
Tag
v 234 v
v
Command Menu % K 90 @ o
v
v
Tag
v 234 v
A

Situation

What happens

No versions have been imported

The checkbox and list are unavailable, and the
workspace reports that no VSCode versions are
available
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Situation What happens

No version selected, checkbox cleared The workspace uses the built-in IDE image
shipped with the installed platform release

You change the version on an existing workspace The change takes effect on the next start. The
home directory (/home /developer)is not
affected

Available versions depend on what has been imported into the platform’s registry. See
VSCode Versions.

Note:

This setting is also available when you edit an existing workspace, and when you create or edit a
workspace template. A template stores the setting, so workspaces created from it inherit either
the pinned

version or the automatic update behavior.

Custom Access Items

A custom access item gives one-click access to a service or tool running inside the workspace. Use
one when
the built-in access methods do not cover a development tool, internal service, or application entry

point.

Field What it holds

Name The label shown to workspace users

Port The port the service listens on inside the
workspace

Command The command that starts or connects to the
service

Icon An optional image for the access item

Health probe An optional command that checks whether the

item is online

Custom access items can also be managed through the REST API, for both workspaces and workspace
templates.
See REST API.
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Resource Access Control

Attach project resources to the workspace. A

resource must already exist in the project or organization, and you might need access rights to use

it.
‘ Platform / Smart Organization / Core Team v e e Ia\ o
A Overview J Workspaces £ Resources 2% People © Audit |~ Insights £ Settings
Create Workspace CEIIERAEIE
Expert mode (© ] Access Control Overview
o
@ Basic Info

@ Resource Access (‘B GitLa Bitl cket Secrets nected Service: )ata Bucke

© © u P o &

_J
© Startup Scripts <0 < <0 <0 <!
© Customize e “ GitLab
© Workspace Apps v u Bitbucket
O Security Settings v P Secrets
© Schedule
v ¢ Connected Services
) Review
v & DataBuckets
Review and Launch M Next Cancel
Resource What attaching it does

Git applications and repositories

Secrets

Connected HTTP and SSH services

Connects a whole Git application, or single
repositories already imported into the project or
organization. You can set the folder in the
workspace that the files clone into

Makes secrets available as files or environment
variables. Choose an existing secret or create a
new one

Makes a connected service available as
environment variables. Which services are
available depends on the project, the
organization, and the platform configuration
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If a repository is missing

Repositories attached here are cloned while the workspace starts. If a repository is missing after the
workspace reaches Running, work through these checks in order:

1. Check the workspace configuration. Select the workspace and review its Resource Access
Control
settings. Confirm the repository you expect is listed, and note the folder it clones into.

2. Check your Git provider credentials. Confirm you have authenticated with the right provider
and
account under your profile integrations.

3. Try cloning manually to find out which of the two is at fault:

git clone <your-repository-url>

A permission error points to your credentials. A successful clone points to the workspace con-
figuration —
contact your project owner.

Startup Scripts

The container image provides the fixed tools —languages, compilers, system packages. A startup
script
handles what changes between users, branches, or runs, and would not belong in a shared image.

A startup script runs every time the workspace starts, either pre-startup or post-startup. Common

uses:

Use Examples

Install dependencies that change often npm install,apt update,orbuilding
binaries so they match the current branch

Start services the runtime does not manage Local PostgreSQL, Redis, or MongoDB instances,
and background processes such as file watchers
or test runners

Report readiness Health checks that confirm services are up

before handing over the terminal, or a message
listing available commands
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Note:

Because the script runs on every start, write it so that running it more than once is safe.

Data Loss Prevention

Requires the Security permission set to Manage.

D4
s"j Platform / Smart Organization / Core Team v Command Menu |ctrl|| K Q o

) Overview J Workspaces £ Resources 2% People © Audit |~ Insights £ Settings

Create Workspace Security Settings

Expert mode (© ] Workflow Data Protection polcy

© Applied Missing

@ Basic Info
Clipboard Security A ri
© Resource Access @
&, ) c®
)
© Startup Scripts 0 @ ]
e Br D
© Customize e
© Workspace Apps .
pace App Network Security
Security Sett —
@ secuniy settings Choose a network security policy for the workspace. ( View Summary )
O Schedule No Policy Selected v

) Review

Clipboard Security

Prevent paste operations outside the IDE and the secure browser C’

Enable Personal SSH Identity

Use the Personal SSH Identity tab in Profile to create a private/public key pair to manually configure services. O

Review and Launch N Next Cancel

Security Settings control what the workspace can reach and what can leave it:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 102


https://docs.citrix.com/en-us/securspaces/manage/people/roles.html

Citrix SecurSpaces™

Setting

Network Policy

Clipboard Security

Apps Security

What it does

Enforces a network policy on the workspace,
controlling outbound traffic. Policies are project
or organization resources, defined by a user with
Security set to Manage

Prevents pasting outside the IDE and the Secure
Browser

Restricts Workspace Apps to the Secure Browser

Secure Access Management controls how developers connect:

Setting What it does

Remote Development Over SSH Allows SSH connections to the workspace

Enable Personal SSH Identity Allows users to use their personal SSH identity
from inside the workspace

Custom Work Schedule

Define a custom work schedule for the workspace.
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»
;") Platform / Smart Organization / Core Team v Command Menu |ctd|| K Q o

A Overview J Workspaces £ Resources 2= People © Audit |~ Insights £ Settings

Schedule
Create Workspace
Expert mode (© ) Custom Workspace Schedule (@)
. This will override your Profile’s workspace schedule
@ BasicInfo
i Work Schedule &
O Resource Access
Timeout Outside Schedule
© Startup Scripts
Select a timeout after which the workspace will be automatically paused when not in use and running outside of scheduled
hours. You can remove specific timeout options, making those options unavailable to users
© Customize
30 minutes v
© Workspace Apps
Idle Timeout
© Security Settings
Select a timeout after which the workspace will be automatically paused when not in use, regardless of the schedule. You
can remove specific timeout options, making those options unavailable to users.
@ Schedule
8 hours v
~/ Review
Select a daily schedule such that your main workspace (i.e. last used) automatically runs during set hours.
« Note that any workspace will pause automatically when not used after the set timeout time.
* When a workspace is paused voluntarily, it will not be started by this schedule
M T w T F S S
Next ) Cancel
.
Launchit

Review the configuration and launch. The workspace is deployed automatically. You can
edit its configuration
at any time from the Overview or Workspaces

pages.
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From an existing workspace

Select Create Workspace, then Copy Existing Workspace. Provide the workspace to copy and the
owner
for the new workspace, then select Launch.

Tip:

Select Customize to edit the copy as if you were creating it from scratch.

From a template

Select Create Workspace, then Create from Template. This is the recommended route: a template
carries the image, resources, credentials, and policy your project has agreed, so the workspace is
consistent with everyone else’s.

Provide the template name and the owner for
the workspace, then select Launch.

Tip:

Select Customize to edit the workspace as if you were creating it from scratch.

Related information

« Connect over SSH

+ Manage workspaces
» Workspaces page

» VSCode Versions

Manage workspaces

September 18, 2026

Workspaces are managed from the Overview and Workspaces pages. Once one or more workspaces
have been assigned to you, they appear on both pages mentioned above. The last used workspace
will be automatically started based on the schedule in your profile. In addition, a workspace might be
paused automatically based on the settings of your platform after a period of inactivity.
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View Workspaces

The list of your workspaces (owned by you or shared with you) is displayed on the Overview and Work-
spaces pages.
The status of the workspace is displayed next to its name.

&3 Create Workspace D

1 2 |®w 0.5 |m 0.5
Victor's Workspace 8080 g > S
Data Science Workspace 3000 ssHil. o)
Mark's Workspace v LV ’q >-

« To open a paused workspace, click on the “start”’button. This will open the workspace’s Cloud
IDE in your browser.

« To open a running workspace, click on the “running”button. This will open the workspace’s
Cloud IDE in your browser.

« To open your workspace using a CLI terminal, click on the drop-down menu next “running
text”and then on the “Open Terminal’button.

Workspaces Actions

By clicking on the “...”icon on a workspace, you can select additional actions as explained below.

« Run or Pause allow you to start and pause the workspace, respectively.

+ Edit allows you to change the workspace’settings as selected when creating it.

+ Delete erases its configuration and local files. You will need to confirm the action by inserting
the name of the workspace.

« Edit Ports lets you manage workspace apps running on the ports of your workspace.

+ Personalize Environment lets you update the [IDE configuration file] based on your profile set-
tings (Only if Workspace is yours).

+ Update redeploys the workspace to synchronize it with its latest configuration.

+ Share lets you share the workspace access with another project’s user. Learn how to work with
a shared workspace (Only if Workspace is yours).

« Save As Template lets you save the workspace’s configuration as a template for later reuse
(requires the Workspaces permission set to Manage Project).
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OPEN PORTS

8080

3000

Recover a deleted workspace

STATUS ACCESS ACTIONS
SSH >_ e

> e

Run

Edit Ports

A deleted workspace moves to a recycling bin and can be restored from

Project General Settings until it

expires. The retention period is 7 days by default, but your platform administrator can set it to
anywhere from 1 to 99 days, so check with them if you are unsure how long you have. See

Workspaces pending deletion.

Note:

Only a project owner can recover a workspace. If you do not have the necessary privileges, con-

tact the owner
of your project.

Related information

» Connect over SSH
+ Create a workspace
» Workspaces page

Connect over SSH

September 18, 2026
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An SSH-based connection lets you work in a Citrix SecurSpaces™ workspace from a locally installed
IDE such as VS Code, Cursor, Windsurf, Kiro, or JetBrains. Your IDE runs on your machine while the
code, tools, and compute stay in the cloud workspace.

SecurSpaces provides dedicated extensions for these IDEs that simplify workspace power manage-
ment and one-click SSH connections. For IDEs without a SecurSpaces extension, you can connect
manually using a standard SSH key pair.

Supported IDEs

VS Code Desktop, Cursor, Windsurf and Kiro connect in one click using the SecurSpaces extension.
JetBrains

Gateway connects through its own SSH configuration, and any other SSH-capable editor connects
with a manual

key pair. For the full list and the connection method for each, see

Supported IDEs.

Prerequisites

Before you can connect to a workspace via SSH, verify the following:

+ Remote Development Over SSH is enabled. A platform administrator, organization owner,
or project owner must enable this setting under Workspace Settings > Security Settings >
Remote Development Over SSH. This setting is available at the platform, organization, and
project levels.

+ SSH is enabled on the workspace. When creating or editing a workspace, go to Basic Info >
Access and drag the SSH icon to Selected. Workspaces without SSH enabled display a “No SSH
access”label and cannot accept SSH connections.

Connect using VS Code, Cursor, Windsurf, or Kiro

SecurSpaces provides the Citrix Secure Developer Spaces - Remote SSH extension for VS Code-
based IDEs (VS Code, Cursor, Windsurf, and Kiro). Selecting any of these IDEs in the Connect Via SSH
dialog uses the IDE’s custom URI scheme to launch the application, install the SecurSpaces extension
if needed, and automatically establish the SSH connection.

The fastest way to get started is to initiate the connection from the SecurSpaces console:

1. Inthe SecurSpaces console, navigate to the project Workspaces or Overview page.

2. Locate a workspace with the SSH icon visible in the Access column and select it.
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3. Inthe Connect Via SSH dialog, select your IDE (for example, VS Code Desktop).

Connect Via SSH
Q ThomasBer Workspace

Connect to this workspace using:

X B 3 W

VS Code Desktop JetBrains Gateway Cursor Windsurf

Kiro

Or you can connect to this workspace using SSH by using the command below.

ssh raw-ws-137780230770377@ssh.proxy.banana.conceptclou.. (L) copy

Close

4. Yourlocal IDE opens. Ifthisisyour first connection, you are prompted to install the Citrix Secure
Developer Spaces - Remote SSH extension. Select Install Extension and Open URI.
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NO FOLDER OPENED

A Youhave not yet opened a folder.

Opening a folder wil close all currently open
editors. To keep them open, add nstead.

You can clone a repository locally.
lone Repository.

To learn more about how to use Git and source
control in VS Code

Visual Studio Code
Open Re e
Would you like to install ‘Citrix
Secure Developer Spaces -
Remote SSH' extension from
| 'Strong Network'?
This extension wants to open a URI:
vscode:/[strong-network.strong-
network-remote-ssh?
} ‘workspaceid%3D4687695810568
| 53%26warkspaceName%3DThoma
sBerProdWorkspace%26deploy-
mentUrl%3Dhttps%3A%2F%2F-
cloudcoder.network%26sshURL%3
Dssh.proxy.cloudcoder.network%2
6sshPort?3D22%26defaultFolder
RevieW  %3Dproduct-management-agent Perform a securty analysis
ag
Sync this extension
& Please ftions. & Please analyze the codebase and provide me a summary of.

Provide Cancel is works. #new
odeh

View Al Sessions

OUTLINE
TIMELINE

5. The extension connects to the workspace automatically.

Install the extension manually

If you prefer to set up the extension before initiating a connection from the console:

1. Install the Citrix Secure Developer Spaces - Remote SSH extension from the VS Code Market-
place.

2. Open the extension sidebar. Before you sign in, it shows an Environment URL field.
Enter the URL of your SecurSpaces environment and select Connect. You are redirected to your
browser
to signin.

4. After you sign in, the sidebar lists the workspaces available to you, grouped by project.

What the extension installs

You install one extension, Citrix Secure Developer Spaces - Remote SSH. It has two parts:

+ The part that runs on your local machine provides the sidebar, sign-in, the workspace list, SSH
connections, and the status bar. Your access token stays on your machine and is never placed
on the
workspace.
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+ A companion component packaged inside it runs in the workspace. It reports activity so that a
workspace you
are actively usingis not paused by idle detection, and it responds to the network measurements
described in
Monitor connection quality.

The companion componentisinstalled into the workspace for you when you connect. Thereis nothing
to set up.

If you used an earlier version of the SecurSpaces extension, you might be prompted to remove the
previous

remote extension and restart your IDE.

Manage workspaces from the extension

The extension sidebar is the SecurSpaces entry point inside your IDE. Select the SecurSpaces icon in
the activity

bar to open it. Workspaces are grouped by project, and the workspace you are connected to is high-
lighted and

sorted to the top.

Each workspace row shows its current state, and workspaces without SSH enabled are labeled. You
canactona

workspace from its row controls or by right-clicking the row. Right-clicking a running workspace offers
Connect in current window, Connect in new window, Edit workspace, and Delete workspace. A
paused workspace offers Edit workspace and Delete workspace.

For the full list of states, row controls, and context menu actions, see
Extension sidebar.

Starting or pausing a workspace shows progress until the new state settles.

Pausing the workspace you are currently connected to closes the remote connection and returns you
to a local
window.

Warning
Deleting a workspace permanently removes it and all of its data, and cannot be undone. Pause

arunning
workspace before you delete it.
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Open repositories, mount points, and apps

Expand a workspace to see what it contains. The connected workspace expands automatically the
first time you
connect toit.

» Repositories —the code repositories cloned into the workspace. Select one to open that folder
in your
IDE, or right-click it and select Open in Terminal to open a terminal at that location.

+ Mount points —the shared storage attached to the workspace. Read-only mount points are
labeled. Select
one to open the folder, or right-click it and select Open in Terminal.

« Apps —the workspace apps that are running, such as Jupyter Lab or a preview app. Select an
app to open
it in your default browser, or right-click it and select Copy URL.

Apps can only be opened while the workspace is running.

Open the SecurSpaces console from your IDE

Some actions open the SecurSpaces console in your browser rather than being performed in the IDE.
The console
applies your permissions to these actions.

« Open SDS Console —opens your SecurSpaces environment.

+ Add workspace —the + button in a project header starts the create-workspace flow.

« Edit Profile Settings —opens your profile.

+ Troubleshoot Connection —opens the profile page used to diagnose connection problems.

These commands are also available from the Command Palette under Citrix SDS.

Monitor connection quality

While you are connected to a workspace, the status bar shows the connection state, the workspace
name, and the

round-trip time of the connection. The color changes as latency increases, so a slow connection is
visible

without opening anything.

Hover over the status bar for more detail, including an estimated bandwidth. Select it to Remeasure

Network
Now or to Disable Network Monitor. Both actions are also available from the Command Palette,
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along with
Enable Network Monitor to turn monitoring back on.

Disabling the monitor stops the measurements and hides the status bar. The choice persists across
restarts.

Each IDE window runs its own monitor for the workspace that window is connected to.
Note

These measurements describe the responsiveness of the connection your IDE uses, which in-
cludes SSH and

protocol overhead. They are a guide to how the connection feels rather than a raw network
benchmark.

If some actions are missing

The extension is updated more often than the platform it connects to. When your SecurSpaces plat-
formis older

than the extension, actions that depend on newer platform features are hidden rather than shown
and failing.

If the extension hides anything, the bottom of the sidebar reads More actions appear here after your
SDS

administrator updates the platform. Repositories, mount points, and apps, along with the console
actions

listed earlier, are the features affected. Ask your platform administrator to upgrade SecurSpaces.

Connect using JetBrains Gateway

JetBrains Gateway enables SSH connections from JetBrains IDEs (IntelliJ IDEA, PyCharm, GoLand, and
others).

Install JetBrains Gateway

Download and install JetBrains Gateway.

Create an SSH connection

1. In JetBrains Gateway, select New Connection under SSH Connection.
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Run the IDE Remotely

New Connection More

v Install More Providers

C I
| More
GitHub Cox aWS ma:
Install More ~7 |nstall More

2. Click the settings icon next to Connection, then click + to add a new SSH configuration.

3. Inthe SecurSpaces console, select the SSH icon on your workspace, then select JetBrains Gate-
way in the dialog. The SSH command is displayed at the bottom of the dialog.

4. Enter the connection details from the SSH command:

« Host —The part after @ (for example, ssh.proxy.cloudcoder.network).
+ Username —The part before @ (for example, raw-ws-468769581056853).
 Authentication type —Select Key Pair and provide the path to your private key.

Tip:

Disregard the ssh prefix and the @ character when splitting the command into Host and
Username.

5. Click Test Connection to verify the configuration, then click OK.
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Connection to
ws-932331191353506@ssh.proxy.clo
udcoder.network:22

Successfully connected!

6. Select your new configuration as the Connection and click Check Connection and Continue.

7. Choose the JetBrains IDE you want to use and the project folder to open, then click Download
IDE and Connect.

Tip:

The IDE is downloaded to your workspace, not to your local machine.

8. After the IDE installation completes, you are connected to your workspace.

Manual SSH connection

If your IDE lacks a dedicated SecurSpaces extension or a JetBrains Gateway integration, you can con-
nect using a standard SSH key pair. This approach works with any terminal or SSH-capable editor.

Generate an SSH key pair

On UNIX and UNIX-like systems, run ssh-keygen in your terminal:

ssh-keygen

+ Press Enter to accept the default path and file name, or specify a custom location.

« Enter a passphrase when prompted (recommended for additional security), or press Enter to
skip.

« The command generates a key pair: a private key (for example, id_rsa) and a public key (for

example, id_rsa.pub).

Upload your public key

Upload the public key to the SSH Keys section in your Profile > Security page.
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Supported key types: ssh-rsa, ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa
-sha2-nistp521, ssh-ed25519, sk-ecdsa-sha2-nistp256@openssh.com, sk-ssh-
ed25519@openssh.com.

Authorize your workspace

After uploading your key, authorize the workspace(s) that should accept connections using this key.

Connect from a terminal

1. In the SecurSpaces console, select the SSH icon on your workspace to open the Connect Via
SSH dialog.

2. Copy the SSH command displayed at the bottom of the dialog.
3. Runthe command in your terminal:

ssh raw-ws-468769581056853@ssh.proxy.cloudcoder.network

You are now connected to your workspace via SSH.

Key expiry and renewal

A public key you register for SSH access does not last indefinitely. It is valid for a fixed period —7
days by default —after which the platform stops accepting it. A platform administrator sets the pe-
riod, so

your deployment might use a different one.

What you have to do about it depends entirely on how you connect:

How you connect What happens when the key expires

The SecurSpaces extension for VS Code, Cursor,  Nothing. The extension renews the key for you.
Windsurf, or Kiro
JetBrains Gateway with the SecurSpaces plugin ~ Nothing. The plugin renews the key for you.

Any other SSH client —plain ssh, a terminal You renew it yourself. The connection stops
emulator, or an IDE’s own generic remote-SSH working until you do.
support

This is why a setup that worked last week can start refusing connections without anything having
changed.
The key expired, and nothing renewed it, because the client you use has no way to.
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Renew a key manually

1. Goto Profile > Security > Remote Access Over SSH.
2. Upload your public key again, and authorize the workspaces that should accept it.

You can keep using the same key pair; it is the registration that expires, not the key itself. See
Security.

Note:

If you connect from a script, a scheduled job, or anything else unattended, plan for this. There is
no

automatic renewal outside the SecurSpaces IDE integrations, so an unattended connection will
fail every

time the key expires until someone re-registers it.

Keeping a session alive

An SSH session that connects normally and then drops after a period of inactivity has usually been
closed by

something between you and the workspace, not by the workspace itself. Idle TCP connections are
commonly

reaped by corporate proxies, VPNs, load balancers, and NAT gateways.

Sending traffic periodically keeps the connection from looking idle. In ~/.ssh/config on your
local
machine:

Host *
ServerAliveInterval 60
ServerAliveCountMax 3

That asks for a keepalive every 60 seconds and gives up after three unanswered ones. VS Code Remote-
SSH,
JetBrains Gateway, and plain ssh all read this file, so it applies to every client at once.

For work that must outlive the connection entirely, run it under a terminal multiplexer such as tmux
or

screen, or with nohup. The process then survives the disconnection and you reattach to it after-
wards.

Note:

A session that ends while you are away might also be the workspace pausing rather than the
connection
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dropping. Idle detection stops workspaces on a schedule. See

Workspace lifecycle.

Recovering a corrupted terminal

After aninterrupted session, the terminal can show stray characters, sequencessuchas* [ [<35;80 ;24
M, a
missing or duplicated prompt, or no response to typing.

This happens when a full-screen program was running at the moment the connection dropped. Pro-
grams such as

tmux, vim, less, top, and interactive CLI tools put the terminal into a special mode —often en-
abling

mouse reporting —and restore it when they exit cleanly. A dropped connection gives them no chance
to, so the

terminal is left in that mode and mouse movement or scrolling arrives as text.

To restore it:

reset
If reset is unavailable or the terminal does not respond, stty sane followed by Ctrl+L usually
works.

To reduce how often this happens:

« Add the keepalive above, so sessions drop less often in the first place.
+ Turn off mouse reportingin tools that enable it. In tmux, remove orcommentset -g mouse
onin
~/.tmux.conf.
+ Detach from a multiplexer session with its own key binding rather than closing the terminal

window.

Related information

Troubleshooting
+ Create a workspace
+ Manage workspaces

» Workspaces page
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What persists in a SecurSpaces workspace

September 18, 2026

Overview

Citrix SecurSpaces™ workspaces are containerized and ephemeral. Each time a workspace starts, the
container is recreated from its base image —so anything you install or change outside the persistent
volume does not persist across restarts.

There is exactly one location whose contents survive across workspace restarts, image updates, and
infrastructure changes:

/home/developer/

Everything else —system packages installed with apt, files under /etc, /usr, /opt, /var, and
the rest of the root filesystem —lives on a temporary filesystem and is discarded when the workspace

container is recreated.

This page describes the three ways to make changes survive across restarts, when to use each, and
the trade-offs.

1. Save files under /home /developer

The simplest and most common case. Anything you write under /home /developer/ ison a persis-
tent volume and will be there next time you open the workspace.

This covers:

+ Source code, including any cloned Git repositories

+ Shell configuration: ~/ .bashrc,~/.profile,~/.zshrc,~/.inputrc

« Editor and IDE settings: ~/.config/,~/.vscode/,~/.config/JetBrains/

+ Tool-specific user data: ~/ .aws/, ~/.kube/, ~/.docker/,~/.npm/,~/.cargo/

User-scoped tool installations also work here, because they install into your home directory by default
—nvm, pyenv, rustup,uv,pipx,cargo install,npm install -g(withaprefixunder~/),
Go modules under ~/go, and others.

# Example: Install Node.js global tools into ~/.local (persists across
restarts)

mkdir -p ~/.local

npm config set prefix ~/.local

echo 'export PATH="$HOME/.local/bin:S$SPATH"' >> ~/.bashrc

npm i -g yarn pnpm typescript
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# Example: Install Python CLI tools with pipx (installs into ~/.local
by default)

pipx install ruff

pipx install pre-commit

After the initial setup, these tools remain available across restarts without any startup script.

If a tool only offers a system-wide installer (typically apt install oranything that writesto /usr
/loca'l/), the installation resets on the next restart. Use one of the next two options instead.

2. Startup scripts

Each workspace can run a Pre-Startup Script (before the IDE comes up) and a Post-Startup Script
(after the workspace is ready). Both execute on every workspace start.

This is the right tool for:

+ Install system packages that must be present before you start working —sudo apt-get
update && sudo apt-get install -y <packages>

« Start background services your project needs —a local database, a message broker, a build dae-
mon

+ Set environment variables or write configuration files into locations outside /home/
developer/ that your tooling expects

+ Run login-time setup that depends on secrets or runtime values

Where to configure startup scripts

Startup scripts can be defined at three levels:

1. Workspace level —Set during workspace creation or in the workspace configuration. Applies
only to that workspace.

2. Template level —Defined in a workspace template. Applies to all workspaces created from the
template.

3. Profile level —Set in Profile > Configuration. Applies to all workspaces you own, unless a
workspace-level script overrides it.

Note:

A workspace-level startup script overrides the profile-level script.

Example: Install system packages (pre-startup)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 120


https://docs.citrix.com/en-us/securspaces/develop/workspaces/create.html#startup-scripts
https://docs.citrix.com/en-us/securspaces/manage/templates/index.html
https://docs.citrix.com/en-us/securspaces/develop/profile/configuration.html#startup-script

Citrix SecurSpaces™

#!/bin/bash
sudo apt-get update -qq && sudo apt-get install -y -qq gh

Example: Start a background service (post-startup)

#!/bin/bash
sudo service postgresql start

Important considerations

« Scripts run on every start. Keep them idempotent and as fast as possible —they directly add to
your workspace startup time.

« If you reinstall the same apt packages on every launch, this adds unnecessary startup time.
Move those installations into a custom image (next section) and keep the script for tasks that
genuinely need to run at start time.

« Errorsin a pre-startup script can prevent the workspace from coming up. Test changes carefully.

« Do not store secrets in scripts. Use SecurSpaces platform-managed secrets instead.

3. Custom container images

For anything persistent across sessions —system packages, language runtimes, command-line tools,
baseline configuration —the recommended approach is to include it in a container image.

Why this is preferred for a shared, persistent setup

« Build once, reuse everywhere. Every workspace launched from the template startsin seconds
with everything already installed.

+ Reproducible. The image is a pinned, versioned artifact. Every developer gets the same envi-
ronment, which eliminates configuration drift.

+ Shareable. A team or whole organization can standardize on a single image instead of each
developer maintaining their own startup script.

« No startup-time penalty. Layers are pulled and cached on the cluster nodes, not reinstalled
per workspace.

The workflow

1. Write aDocker f1ile starting FROM the SecurSpaces base image of your choice.
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2. Add your RUN apt-get install ..., language toolchains, global command-line tools,
baseline /etc configuration, and any setup that should be the same for everyone using this
template.

3. Build and push the image to your container registry (Docker Hub, GHCR, ECR, ACR, GAR, JFrog,
Harbor —anything reachable from the SecurSpaces cluster).

4. Reference the image in your workspace template or individual workspace settings.

Example Dockerfile

FROM your-base-image:latest

# Install system-level dependencies
RUN apt-get update && apt-get install -y --no-install-recommends \
build-essential \
cmake \
libssl-dev \
&& rm -rf /var/lib/apt/lists/*

# Install a specific Go version

RUN wget -q https://go.dev/dl/gol.22.0.linux-amd64.tar.gz \
&& tar -C /Jusr/local -xzf gol.22.0.linux-amd64.tar.gz \
&& rm gol.22.0.linux-amd64.tar.gz

ENV PATH="/usr/local/go/bin:${
PATH }

Important:

Custom images must meet the SecurSpaces container image requirements: an SSH client, Git
and Git LFS,and a

user named developer with UID 1000. For the full list, see

Container image requirements.

How to import the image

After building and pushing the image to your registry, import it into SecurSpaces under Resources »
Container Images. If your registry is private, make sure SecurSpaces has credentials for it —see the
Container Images resource configuration in your project or organization settings.

For detailed steps, see How to Update an Existing Container Image. For sample Dockerfiles and scripts,
see the Citrix sample images repository.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 122


https://docs.citrix.com/en-us/securspaces/reference/container-image-requirements.html
https://docs.citrix.com/en-us/securspaces/manage/images/container-images.html
https://docs.citrix.com/en-us/securspaces/manage/images/update-container-image.html
https://github.com/strong-network/images

Citrix SecurSpaces™

Docker inside a workspace

Workspaces can build and run containers. For what the workspace is allowed to do and how to get
the Docker

clientinto your image, see

Use Docker inside a workspace.

What persists is the part that belongs here:

What Survives a restart

Files under /home/developer,including Yes
anything you mount into a container

Images you pull or build Only with Persistent Docker

Containers, volumes, and the build cache No

Persistent Docker is a licensed feature and is off by default, so re-pulling or rebuilding images after a
restart is the default behavior rather than a fault.

Data written inside a running container is never kept when the container is removed, with or without
Persistent Docker —it caches images, not container state. To keep what a container produces, mount
a

directory from /home/developer intoit. See

How to persist container data.

Choosing between the three

You want to persist Use

Source code, dot files, IDE settings, /home/developer/
user-installed tools

Per-launch setup that depends on runtime state,  Startup script

or a quick one-off package

System packages, runtimes, baseline tooling Custom image

shared across a team

A common pattern is to combine all three: a custom image provides the baseline environment, a
short post-startup script handles anything dynamic, and your personal configuration lives in /home
/developer/.
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References

 Create a Workspace —Startup Scripts

» Workspace Templates

+ Profile —Configuration —Startup Script

+ Container Images

» How to Update an Existing Container Image
« Sample images repository on GitHub

+ Prebuiltimages on Docker Hub

Connect to external services over SSH

August 18,2026

You often need to reach systems outside your workspace over SSH —to push to a Git repository hosted
on Azure
DevOps, deploy to a staging server, or open a session on a remote database host.

By default the SecurSpaces proxy service blocks outbound SSH from workspaces. One of two options
must be
enabled first, and both are enabled by a project owner or security officer:

Option What you do What your administrator does
Personal SSH Identity Generate your own key inyour  Switches on Enable Personal
profile and register the public SSH Identity for the
key on the target service workspace or template
Connected SSH Services Nothing. Run Creates the service with its
ssh <service-name>. credentials and attachesiit to
the workspace

If neither is enabled, see Outbound SSH is blocked.

Administrators should see
Enable outbound SSH.

Option 1: Personal SSH Identity

The platform generates and holds an SSH key pair for you. The private key is applied automatically
when you
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connect and is never exposed inside the workspace.

Prerequisite: a project owner or security officer has switched on Enable Personal SSH Identity for
your workspace or its template.

Generate your key
1. Select your profile picture in the top-right corner to open your profile.
2. Goto Integrations > Personal SSH Identity.
3. Select Generate Key.
4. Enter a default user name, for example g1 t. You can override it per service when you connect.
5. Select Create.

Generate Key

Generate a new SSH key pair.

Username

The platform generates the pair and shows the public key. The key applies to new and existing work-
spaces.

Register the public key

1. On the Personal SSH Identity page, select Copy.

2. Add the public key to the target service, for example by appending it to ~/.ssh/
authorized_keysonthe
host. The exact steps depend on the service.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 125



Citrix SecurSpaces™

‘ Steven Gallagher M % K 2q ,”0 e

& Overview &o Integrations £x Configuration V' Security @ Troubleshoot

83 Integrations Personal SSH Identity

Code Repository Tokens You can use personal SSH keys as your identity to access external resources.

(7 steven.gallagher@citrix.com
. ) Regenerate
Third-Party Applications -

Personal SSH Identity

GPG Keys

Citrix Integration

Connect

Open a terminal in any workspace where Personal SSH Identity is enabled and connect as usual:

ssh <username>@<hostname>

SecurSpaces applies your private key. There is no key to manage inside the workspace.

Option 2: Connected SSH Services

Your administrator defines the target host and its credentials once, then attaches it to the workspace.
You do
not handle a key or a password.

Open a terminal in the workspace and use the service name as the host:

ssh gcp-vm

SecurSpaces authenticates you automatically.

Outbound SSH is blocked

If no SSH method is configured for the host you are reaching, the proxy closes the session and the
terminal

shows this before it does. Depending on the client, you might alsoseeno signers found for
requestor
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ssh: no auth passed yet,whichmeanthesamething—theworkspace hasno SSH credential
to present.
SSH access to external hosts is disabled by default in this workspace.
To connect, an administrator must enable one of:
- Personal SSH Identity (per-user key) - in the workspace/template
Security Settings
- a Connected SSH Service - then run: ssh <service-name>

See: https://docs.citrix.com/en-us/securspaces/workspace/ssh-
connectivity

Ask a project owner or security officer to enable one of the two options. Personal SSH Identity suits
access
to your own accounts; a Connected SSH Service suits a host the whole team uses.

Note:

This message appears only when the SSH connection itself is blocked for lack of a configured
method. A

connection that fails because the destination is not on an allow list is a network policy matter.
See

Monitor and troubleshoot.

Related information

« Enable outbound SSH
« Connected SSH Services
« Integration

Share a running application

September 18, 2026

A Workspace App lets you access an application or process through HTTP or HTTPS running on a
port of your Workspace. You can have multiple Workspace Apps attached to a single workspace, each
accessing an application running on a different port. Common use cases include testing web applica-
tions, webhooks and callbacks, and exposing the web interfaces of development tooling.

Create a Workspace App

Workspace apps can be created in different ways.
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« Fromthe Project Overview page, select the Create Workspace App button from the Workspace
Apps drop-down menu and follow the onscreen instructions.

‘ / { Map ~ ! 2 || x g _m g
# Overview J Workspaces = Resources iai People U Audit ~ Insights X Settings
CJ Workspaces - All
Frontend ACME - v6 < e Marc Demo Workspace gabrieln — Workspace
9 Thomas Berger 9 Marec Hentsch o gabriel. nguyen(@ei..
X > ~ 5SS
| Workspace Apps - Online Apps All v

Create Workspace App &

Ewantond = UL Marc Demo Worksp...
Frontend ACME - v& 5173 Marc Demo Workspace 5173
Open Application [ Open Application [
P
People & Metrics -

« When creating or editing a workspace or workspace template, select the Workspace Apps menu
in the wizard and follow the onscreen instructions. When adding a workspace app to a template,
all child workspaces inherit this setting automatically.
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Open Port
Open Port
8080

Mame

Frontend Workspace - New App

() Use HTTPS

o Share

Open n

« Click the “...“icon on a workspace and select Edit Ports.
In either case, you need to enter the following information:

1. Port —The port where the app or process is running in your workspace.

2. Name —A display name for the workspace app. Citrix SecurSpaces™ uses this name to refer-
ence the app.

3. Override Host Header —Enable this option when your application rejects requests because of
a Host header mismatch. See Override Host Header for details.

4. Use HTTPS —Enable this option only if your application serves its own TLS certificates. For
most scenarios, leave this off. Regardless of this setting, the platform is always exposed over
HTTPS, so the browser connection appears as HTTPS. The toggle controls only whether the plat-
form calls the app within the workspace using HTTP or HTTPS.

5. Share —Control who can access the application. See Share a Workspace App for options.

Tip
When you create a workspace app for a Node.js project, make sure the port number matches the
one opened in the localhost of the workspace.

Override Host Header

When a workspace app runs behind the SecurSpaces proxy service, some applications (such as
Jupyter Notebook or pgAdmin) may block requests because of a mismatch between the Host
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header and the Origin header. By default, the proxy forwards localhost as the Host header,
while the Origin header contains the workspace app’s public URL. Applications that do not check
X-Forwarded—-Host interpret this as a cross-origin request and reject it.

Edit Ports
Open Port
Example: 8080

Name

- New App

() override Host Header

Sends the app's public URL as the Hos!

() useHTTPS

Required only for apps service SSl

() share
Choose who can access this app

Note that thi

Enable Override Host Header to have the proxy send the workspace app’s public URL in the Host
header instead of Localhost. This aligns the Host, Origin, and X-Forwarded-Host headers so that
the application works without per-tool proxy configuration.

Edit Ports

Open Port
Example: 8080
Name

-New App

@) Override Host Header

Sends the app's public URL as the Host header instead of localhost. @
Host Header

ws-137780230770377-port-0.proxy.banana.conceptcloud.network

() UseHTTPS

Required only for apps service SSL/TLS certificates. @

() share
Choose

Note th;

When enabled, a Host Header field appears, pre-filled with the workspace app’s fully qualified do-
main name (FQDN). You can accept the default or enter a custom value.

Important

Leave Override Host Header disabled for local development workflows where the server ex-
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pects Localhost as the Host header. Enabling it in those cases can break the application.

Share a Workspace App

You can share a workspace app when creating it or by editing an existing one.

To update the properties of a workspace app, either:

+ On the Project Overview page, click the “...“ icon on the workspace app and select Edit.
o Click the “...“ icon on the workspace that hosts the app and select Edit Ports.

There are three sharing options:

» Public —Everyone with the link who can connect to the SecurSpaces environment over the
network can access the workspace app.

+ Project Sharing —Only members of the SecurSpaces project can access the workspace app.

+ Share With Project members —Only the selected members of the SecurSpaces project can
access the workspace app.

Granting access to a workspace app does not provide access to the workspace that runs the app. To
share a workspace with another user, use the Share Workspace functionality.

Note

The Public sharing option is governed by a platform-level policy. A platform administrator must
enable Allow Creation of Public Workspace Apps in Workspace Apps Settings for public sharing
to take effect. The two names refer to the same capability: Public is the sharing mode you select
on an individual app, while Allow Creation of Public Workspace Apps is the platform policy
that permits it. If the policy is disabled, a workspace app set to Public still requires viewers to

authenticate to the platform.

Access a Workspace App Using an APl Key

You can access a running workspace app programmatically with an API key instead of authenticating
interactively in a browser. This is useful for scripts, Cl pipelines, webhooks, and other automated
callers.

This method works only when a platform administrator enables Allow Access to Workspace Apps
Using API Keys in Workspace Apps Settings. When the policy is disabled, the platform ignores API
keys and the request falls back to standard authentication.

To authenticate a request, include your APl key in the Strong-Network-Authorization
header:

Strong-Network-Authorization: <API_KEY>
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The API key grants access only when its scope matches the workspace app and the user who created
the key is allowed to access the app —that is, the user owns the workspace, the app is shared with
the project, or the app is shared directly with that user.

For example, to call a workspace app running on port 8010:
curl -v \

-H "Strong-Network-Authorization: <API_KEY>" \
https://<workspace-app-public-url>/your/app/path

Delete a Workspace App

You can delete a workspace app from the Overview page by pressing the “...“ icon and selecting
Delete. You can also delete a workspace app by clicking the “...“ icon on a workspace and selecting
Edit Ports.

"> Workspace Apps -
Frontend QD oo» Demo Q@ oo
—. Rur | Edit Port
L e
Victor's Workspace 8080 Details 3000
Open Application [7 Delete Application (2

Profile overview

August 13,2026

The Profile Overview Page serves as a comprehensive summary of the user’s information, their work-
space ownership and project membership.

« User Information
« Work Schedule
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» Workspaces
» Projects

User Information

In the User Information section you can modify your user’s name and time zone.
The email linked to your profile cannot be modified.
The profile picture is retrieved from your identity provider when available.

User Information

Full Name Email

e Victor victor@company.com

c Set the time zone automatically

Time Zone

Europe/Zurich (GMT+2)

Time Format Date Format
12-Hour Clock [ 24-Hour Clock (  Day Month Year | Year Month Day Month Day Year
© 1224 PM ©1224 i 08/04/2025 i 2025/04/08 i 04/08/2025
Color Mode
ng Network looks to you. Select a single theme, or sync with your system and automatically switch between dark anc
( -#: Light ] ¢ Dark 21 System

c Automatically choose the region with lowest latency

REGION NAME ROUND TRIP TIME (MS) ©

(s) Default Region X G Check
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Display preferences

The same tab holds the settings that control how the console looks to you. They apply to your account
only,
follow you between devices, and affect nothing that other people see.

Setting Options

Time Zone Set manually, or turn on Set the time zone
automatically

Time Format 12-hour or 24-hour

Date Format Day/Month/Year, Year/Month/Day, or
Month/Day/Year

Color Mode Light, Dark, or System to follow your operating
system

Interface Language English (United States) or Francais (Suisse)

Interface Language changes menus, labels, and system messages in the console. It does not trans-
late

content that you or your administrators created, such as project names, workspace names, or tem-
plate

descriptions, and it does not change the language inside a workspace or its IDE.

Below these settings, Automatically choose the region with lowest latency lets the platform pick a
region
foryou. The table beneath it lists each region with its round-trip time, and Check measures it again.

Work Schedule

In the Work Schedule section, you can configure your profile’s work schedule. During set hours your
main workspace (i.e. last used) is automatically deployed.
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Work Schedule

Timeout Outside Schedule

30 minutes W
Idle Timeout
8 hours w

Select a daily schedule such that your main workspace (i.e. last uszed) automatically runs during set hours,

Tip:

Workspaces will pause automatically when not used for over a pre-set time, typically 60 minutes,
depending on the setup of your platform.

When a workspace is paused voluntarily, it will not be impacted by the schedule.

Workspaces

In the Workspaces section, you can find details about your individual workspaces across all projects
that you are a part of. By selecting the “...”option on a specific workspace, you can directly perform
actions such as running, pausing, editing, viewing details, or deleting the workspace.
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Workspaces

Victor's N SSH
Smart Organization / Core Team i
Workspace 9 ’a >~

Workspaces pending deletion

Your workspaces are listed in two sections. Active workspaces lists the workspaces you can use now.
Workspaces pending deletion lists your own workspaces that have been moved to the recycling bin
and can

still be recovered.

A workspace usually reaches this section because your administrator configured a
custom action that removes workspaces
after a period of inactivity. Deleting a workspace yourself also places it here.

Each entry shows the date and time at which the workspace is permanently deleted, in UTC.
Note

The date shown is the deadline for permanent deletion, not the date the workspace was moved
to the recycling
bin. After that time the workspace cannot be recovered.

To recover a workspace, select Restore and confirm. The workspace returns to Active workspaces.

Restoring counts against the maximum number of workspaces you are allowed to have. If you are
already at your
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limit, delete or release another workspace first.

To remove a workspace immediately rather than waiting for the deadline, select Delete and confirm.
Permanent deletion cannot be undone.

Email notifications about pending deletion

When a custom action moves one of your workspaces to the recycling bin, SecurSpaces emails you.
You receive:

+ A message when the workspace is moved to the recycling bin.
« Areminder 24 hours before the workspace is permanently deleted.

Both messages name the workspace and its project, give the permanent deletion time in UTC, and
link to this
page. If you restore the workspace, the reminder is cancelled.

Restore a workspace as an administrator

Project owners, platform administrators, and Security Officers can restore any workspace in their
scope, rather

than only their own. Open Deleted Workspaces from the project settings or the platform workspace
settings,

find the workspace, and select Restore.

For the retention period that controls how long a deleted workspace stays recoverable, see
Workspace Settings.

Projects

The Projects section displays information about every project that you are a member of, within the
organizations to which you belong. This includes details such as the project name, the organization
hosting the project, your role within the project, the project owner, and the number of users involved
in the project. By clicking on a project’s name, you can access its dashboard for more information.
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Projects

T Core Team =3=  Smart Organization Project Owner J 4

Related information

+ Configuration
« Integrations
« Security

« Your profile

Integrations

September 18, 2026

In the Integration Page you can manage the different access keys, secrets and tokens that are linked
to the user’s profile.

This includes Code Repository Tokens, Personal SSH Identity and GPG Keys. The keys and tokens
are used to authenticate and authorize access to different services, such as remote repository applica-
tions. By managing their keys, tokens and secrets in one location, users can easily keep track of which
ones are being used, for what purpose and can revoke or add new ones as needed. The page also al-
lows the user to view, create, and remove them, to manage access levels and to have an overview of
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their expiration date. This helps to ensure that only authorized users have access to the necessary
resources and services, and that access is revoked when necessary.

+ Code Repository Tokens
Personal SSH Identity

» GPG Keys

Citrix Integration

Code Repository Tokens

Under Code Repository Tokens, you can configure authentication, using OAuth Authentication To-
kens or Personal SSH Keys, to the following git providers:

« GitHub,

+ GitLab,

+ and Bitbucket.
For certain of these git providers, you have the option to choose between the ‘Default’or ‘In-
ternal’options. An ‘Internal Service’is self-hosted, whereas a ‘Default Service’is hosted on the

cloud.
g9 Integrations Code Repository Tokens
Code Repository Tokens Sign In to Git Applications Using OAuth Token
thenticate t e repositories )

ected to the platf e tt ttons below to automatically OAut
Personal SSH Identity O testgithubneworg (github.com)
Generate a personal SSH key t > Sign in to this repository provider to access your repositories
GPG Keys “ GitLab Custom (custom.domain.gitlab)
. Sign in to this repository provider to access your repo:

Authenticate your tso >

u Bitbucket Cloud (bitbucket.org)

Sign in to this repository provider to access your repositories

‘ . GitLab Default (gitlab.com)

Sign in to this repository provider to access your repositories

u bitbucketoauth1 (bitbucket2.conceptcloud.network)

Sign in to this repository provider to access your repositories

For how repositories are added as project resources, see
Code repositories.
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Personal SSH Identity

Use the Personal SSH identity option to authenticate with external resources over SSH.

To set this up, select Generate Key. The system creates a public/private key pair and displays the pub-
lic key. Add this public key to your external SSH service as an authentication option.

When you access the external service, Citrix SecurSpaces™ automatically applies the private key to
your session. This eliminates the need for manual key management and prevents malicious code in
the workspace from extracting the key. Note: The SSH key applies to both new and existing work-
spaces.

Important:

To connect to SSH services, you must either configure a personal SSH identity or set up the SSH

service as a project resource.

ag Integrations Personal SSH Identity

Code Repository Tokens You can use personal SSH keys as your identity to access external resources.

A# Generate Key |

Personal SSH Identity

GPG Keys

GPG Keys

You can generate and automatically deploy GPG keys to authenticate your commits on supported Git
repository applications (i.e. GitHub).
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88 Integrations GPG Keys

Here you can upload GPG keys to authenticate your commits on supported Git repository applications. You can create and

F:ode Repository Tokens automatically deploy these keys by pressing the buttons below. You will be asked to authenticate to your Git application(s).

>
=,  GitLab Custom (custom.domain.gitlab) Deploy
Personal SSH Identity =
. . et 5 =,  GitLab Default (gitlab.com) Deploy
GPG Keys

Citrix Integration

The Citrix Integration section on the Integrations page lets you sign in to your Citrix account to access
Citrix DaaS virtual apps and desktops directly from the SecurSpaces console. After you sign in, your
assigned Citrix resources appear on the project Overview page.

This section is available at Profile > Integrations > Citrix Integration.

& Steven Gallagher o [T % d e
# Overview 83 Integrations  £x Configuration ¥ Security @ Troubleshoot
oo Integrations Citrix Integration

Code Repository Tokens Sign In to Citrix Using OAuth Token

Authenticate to cod i >

X Signed in On: ® Undefined # Undefined m

Third-Party Applications

Authenticate to 3rd-party applicatio >
connected to the platforr

Personal SSH Identity

Generate a personal SSH key to conne >
10 external services

GPG Keys

Authentica t >
Citrix Integration

Authenticate to have ac Citrix >

resource
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Prerequisites

« Your SecurSpaces platform administrator must first configure the Citrix DaaS integration under
System Configuration > Integrations > Citrix Daa$ Integration. See Citrix DaaS Integration.
+ You need a Citrix Workspace account with virtual apps or desktops assigned to you.

Sign in to Citrix

1. Go to Profile > Integrations.

2. In the left sidebar, select Citrix Integration.

3. Under Sign In to Citrix Using OAuth Token, select Sign In.

4. Complete the authentication in the Citrix Workspace sign-in dialog that opens.

After you sign in, the page displays your sign-in timestamp and a Sign Out button.

& Steven Gallagher =)« ~0 e
# Overview Integrations & Configuration V' Security % Troubleshoot
88 Integrations Citrix Integration
Code Repository Tokens Sign Into Citrix Using OAuth Token
N
Signed in On: © 2220 # 23 April 2026 (" signout )
Third-Party Applications
>
Selected Daa$S Resources # Edit

Personal SSH Identity

GPG Keys

Select DaaS resources

After you signin, a Selected Daa$S Resources section appears below the sign-in area. Use this section
to choose which Citrix virtual apps and desktops you want to access from the SecurSpaces console.

Select Edit next to Selected Daa$S Resources.

In the Add Citrix DaaS Resource dialog, browse or search for available resources.
Select one or more resources from the list.

Select Apply.

>

The selected resources now appear under Selected DaaS Resources on this page and in the Citrix
DaaS Resources section on the project Overview page.
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Add Citrix DaaS Resource

Select Daa$ Resources from the list Q_ Search Daa$S Resources

u Access E CalculatorApp u Citrix Scout ﬁ DevHome

Flex W11

Firefox Private c
u Firefox - g Multisession @ Google Chrome
Browsing Hybrid

9 Microsoft Office a Notepad_Notepad & OneNote a Outlook

. SecHealthU! M Visual Studio WindowsTerminal

1:’ Steven Gallagher Command Menu | % | K A @ e
# Overview 53 Integrations %2 Configuration ¥ Security @ Troubleshoot
gg Integrations Citrix Integration

Code Repository Tokens Sign In to Citrix Using OAuth Token

Authenticate to code repositories >

connected to the platform

.
X Signed in On: ©22:20 & 23 April 2026

Applications
3rd-party applications > p= ~
o the platform Selected DaaS Resources ( @ Edt )
Personal SSH Identity @y DevHome
Generate a personal SSH key to connect >

to extern

@ Firefox

commits on code >
o Postman
M Visual Studio

Launch Citrix resources

After you select resources, they appear on the project Overview page under Citrix DaaS Resources.
Select a resource to launch it. See Citrix DaaS Resources.

Sign out

To disconnect your Citrix account, return to Profile > Integrations > Citrix Integration and select
Sign Out. Your selected Citrix DaaS resources will no longer appear on the project Overview page.
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Related information

+ Configuration
« Overview

« Security

+ Your profile

Configuration

August 13,2026

The Configuration Page is used to create and edit custom shell scripts and configuration files, config-
ure your IDE and define personal workspace startup scripts. You can also configure additional settings
(e.g. theme) by clicking on the profile picture on the top right of the screen.

+ Manage Configuration Files
» Dot files

+ IDE Configuration

« Startup Script

+ Theme

« Language

Manage Configuration Files

Use the Configuration Files section to personalize your development environment. You can specify
your preferred default shell and create custom configuration scripts (such as .bashrc or .zshrc) that
automatically apply to your workspaces.

This ensures that every new workspace you create includes your preferred aliases, environment vari-
ables, and tool settings without requiring manual setup each time.
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Configuration Configuration Files

Select the default shell that will open in the web terminal.

Bash v

IDE Configuration

Create and edit custom shell scripts as well as configuration files.

Startup Script

Create Custom Shell v

Cancel

Set the default shell

You can define which shell launches automatically when you open a web terminal in your work-
space.

Go to Configuration > Configuration Files.
Under Select the default shell that will open in the web terminal, select the dropdown menu.
Choose your preferred shell (for example, Bash).

> wnh e

Select Save.

Create and edit custom configuration files

You can create custom shell scripts and configuration files to persist your environment settings. These
files are automatically injected into:

+ Newly created workspaces: The files are applied during the workspace creation process.
« Existing workspaces: You can manually apply updates by selecting the Personalize Environ-
ment action within a workspace.

To create a new configuration file

1. Go to the Configuration Files section.
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4
5.

In the Create and edit custom shell scripts area, select theCreate Custom Shell dropdown
menu.
Select the type of file you want to configure (e.g. Bash Shell or Zsh Shell).

« If you select Custom Type, enter the specific filename in the adjacent field.

Enter your script or configuration code in the editor pane.
Select Save.

Sample configurations

You can copy and paste the following examples into your .bashrc file to improve productivity and

safety.

Improve directory navigation Use these aliases to list files with more detail (including hidden files

and file sizes) and to navigate folders quickly.

# List all files including hidden ones
alias ll='1ls -alF'
alias la='ls -A'

# Go back one or two directories
alias ..="cd ..'
alias ...="'cd ../.."

Prevent accidental deletions Add safety prompts to critical commands to ensure you confirm be-

fore deleting or overwriting files.

# Ask for confirmation before executing
alias rm='rm -7’
alias cp='cp -1
alias mv="'mv -7’

Configure Git shortcuts Reduce repetitive typing for common Git operations.

# Check status
alias gs='git status'

# Add all changes
alias ga='git add .'

# Commit with a message
alias gc='git commit -m'

# Push changes
alias gp='git push'
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Dot files

Use dot files to apply your personal shell, editor, and tool configuration to Citrix SecurSpaces™
workspaces. You connect a Git repository once, and SecurSpaces clonesitto ~/.dotfilesineach
selected

workspace.

Dot files is a per-user setting. It uses your connected Git integration and affects only workspaces that
you
own.

Before you begin

Before you configure dot files, make sure that:

« Your dot files repository is available through GitHub, GitLab, Bitbucket, Azure DevOps, or Azure
DevOps
with Entra ID.

+ You connected the matching Git provider in Profile > Integration.

« Your repository includes one of the supported install scripts.

SecurSpaces looks for the first install script that exists in this order:

. install.sh

. install

. bootstrap.sh
. bootstrap

. setup

1

2

3

4

5. setup.sh
6

7. script/bootstrap
8. script/setup

If the file is executable, SecurSpaces runs it directly. Otherwise, SecurSpaces runs it with bash.

Configure dot files

Go to Profile > Configuration > Dot Files.

Select the Code repository integration that can access your dot files repository.

Enter the Dot-files repository URL, or select Browse repositories and choose the repository.
Select the Install-script timeout. The timeout can be from 1 to 10 minutes.

ok wn =

Under Apply dot files to, select one of the following options:
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« All my workspaces —Apply dot files to every workspace you own.
« Only selected workspaces —Apply dot files only to the workspaces you select.

6. Select Save Changes.

Expected result: The next time an included workspace starts or resumes, SecurSpaces clones the
repository
to ~/.dotf1iles and runs the install script.

Apply dot files to an existing workspace

To reapply dot files without waiting for a workspace restart:

1. Open the workspace actions menu.
2. Select Personalize Environment.

Expected result: SecurSpaces runs the dot files install script again. Use this action after changing
your
Dot files repository or after updating the dot files configuration.

Review dot files output

Dot files output appears in the workspace startup logs under Applying dot files. The log shows clone
output, script output, and the script exit code.

Dot files does not block workspace startup. If the repository cannot be cloned, no install script is
found, the

script exits with an error, or the timeout expires, SecurSpaces records the result in the logs and con-
tinues

starting the workspace.

Change or remove dot files

You can update or remove your dot files configuration at any time:

« To use a different repository, update the Dot files repository URL and select Save Changes.

« To stop applying dot files, select Remove dot files configuration.

« To limit where dot files run, choose Only selected workspaces and select the workspaces to
include.

Removing the configuration stops future dot files runs. It does not delete an existing ~/ . dotfiles
directory
from any workspace.
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IDE Configuration

IDE configuration files can be managed from the profile settings. A configuration must be initially
imported from a running workspace.
Then, it can be applied to new or existing workspaces manually or automatically.

o Configuration IDE Configuration

Configuration Files Import the current configuration files from one of your running IDEs and apply them to new or existing workspaces

> manually or automatically.
The currently supported IDEs for this setting are listed below.

IDE Configuration Import Configuration

You can connect to different remote repositories applications to be able to interact with your repositories:
Startup Script
efine a personal workspace >

VS Code )
n ea— o e Apply Configuration

Currently supported IDEs are:

+ VSCode,
+ any IDEs from Jetbrains.

Startup Script

You can define a personal script that will be executed upon each startup of the workspaces that you
own.
For scripts set on an individual workspace, see
Startup Scripts.
Tip:

Note that if you defined a startup script for a given workspace, then it will override this one
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O Configuration Startup Script

Configuration Files Define a personal script that will execute upon the startup of each workspace you own.

>
[ Set post-startup script
e Chang
IDE Configuration
f >
Startup Script
e 5
Theme

Two color themes for dashboards are available in the Profile Menu. You can switch between a light
and dark theme for the User Interface (Ul) display.

~ommand Menu Ct Victor 0

Theme -®-

=, Profile

71 REST API

vorkspace you own.
5] Documentation

Language

A language for the Ul can be selected from the footer. Supported languages for the platform Ul are:

+ English,
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« French.

Related information

« Integrations
» Overview

« Security

» Your profile

Security

September 18, 2026

The Security page of your profile is where you manage the keys, secrets, and tokens tied to your user
account, and where you review what has access to your account.

Managing them in one place makes it easy to see what exists, what it is for, and to revoke or replace
it.

Section What it is for Shown when

Personal Secrets Inject personal secrets into Always
every workspace you own

Remote Access Over SSH Upload SSH keys to connectto  SSH to workspaces is enabled
workspaces from local IDEs for you and allowed at platform

level

Platform Access Revoke access granted to Always
external tools

APl Keys Authenticate to the The REST APl is enabled
SecurSpaces REST API

Account Security Set up two-factor You have two-factor
authentication or reset your authentication enabled, or you
password sign in with a local account

rather than an identity provider

Note:

GPG keys are not on this page. You manage them under
Integration, alongside your
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repository tokens and personal SSH identity, because they are used to sigh commits to your Git
provider.

Personal Secrets

Under Personal Secrets, you manage the secrets that are injected into every workspace you own. You
can add
a secret as afile in the workspace, or as an environment variable.

Personal Secrets

\J Security
Use personal secrets to manage your credentials and use them in workspaces

Personal Secrets

>
Remote Access Over SSH

> ecrets specified as file
Platform Access 5
API Keys
Authenticate to' >

Add

Account Security

>

Remote Access Over SSH

Trusted public keys for SSH authentication are listed here, each linked to your profile. Upload a key to
connect to a workspace from a local IDE.

A registration expires after a period your platform administrator sets, 7 days by default. The Secur-
Spaces

IDE integrations renew it for you; with any other SSH client you re-register the key yourself. See

Key expiry and renewal.

Running your IDE locally over SSH lets you keep your familiar local setup while the code and the com-
pute stay

on the remote workspace. To set it up, see

Connect over SSH.

This section appears only when SSH to workspaces is enabled for your account and allowed at the
platform
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level. If you cannot see it, ask a platform administrator whether remote development over SSH is
turned on.

W Security Remote Access Over SSH

Upload the current SSH key and apply it to new or existing workspaces manually or automatically.

>

You can access your workspace using SSH. Trusted public keys for SSH authentication are listed here.

’ Swazssomen &>
SHA256:QCmcNXJj3ZtxbaD9ICbpeJ0G78rQKPvVxUHpdtpwSZ0

Personal Secrets

Remote Access Over SSH

Platform Access

API Keys

Account Security

Platform Access

Platform Access lists the external tools you have granted access to your SecurSpaces account, and
lets you
revoke that access.

The IDE extension appears here after you sign in from a local IDE. Revoking an entry ends that tool’s
access
and it must be authorized again before it can be used.

API Keys

An API key authenticates you to the SecurSpaces REST API. Use one when a script or an external sys-
tem
needs to call the APl on your behalf.

An API key carries your identity, so treat it like a password: keep it secret, and revoke it here if it is
exposed or no longer needed.

This section appears only when the REST API is enabled for your account.
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U Security API Keys
Personal Secrets Add API Key
>
Victor's API Key
Remote Access Over SSH
> v
Platform Access N
API K
>
Account Security
>
Account Security

Account Security is where you set up two-factor authentication or reset your password.

It appears only if you already have two-factor authentication enabled, or if you sign in with a local
SecurSpaces account. If your organization uses an identity provider such as SAML or OIDC, your pass-
word and

multi-factor authentication are managed there instead, and this section is not shown.

Related information

+ Integration —repository tokens,
personal SSH identity, and GPG keys

» Connect over SSH

« REST API

Persistent Docker

September 18, 2026
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Overview

Persistent Docker lets developers keep pulled Docker images on their workspace’s persistent volume.
With the feature enabled, images that a developer downloads inside a workspace are cached under
/home/developer/ and remain available after the workspace is paused, restarted, or updated.

Without Persistent Docker, the Docker data root lives on the workspace’s ephemeral root filesystem.
Every time the workspace container is recreated —on pause/resume, restart, or image update —the
Dockerimage cacheis discarded and any image referenced by the developer’s tooling has to be down-
loaded and unpacked again.

To checkwhich appliestoaworkspace,rundocker -infoandlookatDockerRootDir. Apathunder
/home/developer means Persistent Docker is active for you.

What problem it solves

Pulling images on every workspace start can dominate ramp-up time, especially when:

+ A developer’s workflow depends on several large images (databases, browsers for end-to-end
tests, language toolchains, Cl runners).

+ Images have many layers and the workspace is sized with only one or two CPUs, so layers can
only be unpacked sequentially.

+ The registry rate-limits or throttles pulls (for example, public Docker Hub limits per IP or per
organization).

+ The cluster has limited or metered egress to the registry.

In environments where multiple images are pulled per session, the cost can be significant —a work-
space that takes seconds to resume can still leave the developer waiting 20+ minutes before their
tooling is usable.

Persistent Docker eliminates the redundant pull-and-unpack work after the first time an image is used.
The workspace itself still starts in the same amount of time; what improves is the time-to-productive
—how long until the developer’s Docker-based tooling is actually ready.

Note:

Persistent Docker caches images, not container state. Data written inside a running container is
still discarded when the container is removed. To persist data produced by a container (a data-
base file, application state, generated artifacts), mount a directory under /home /developer/
into the container as a Docker volume. See What persists in a SecurSpaces Workspace.
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How to get access

Persistent Docker is gated by a license feature flag. By default, the flag is not enabled on customer
licenses.

To request access:

1. Contact Citrix Support or your account team and ask for Persistent Docker to be enabled on
your Citrix SecurSpaces™ license.

2. Citrix enables the feature flag on the license record for your domain.

3. Aplatform administrator in your SecurSpaces environment refreshes the license so the new flag
is picked up:

+ Online license —Open the SecurSpaces admin console, go to System Configuration »
License, and select Upload New License - Online License. Therefreshed licenseincludes
the Persistent Docker feature flag.

« Air-gapped (file) license —Citrix provides a new licensefile. Upload itunder System Con-
figuration » License » Upload New License.

After the license refresh, Persistent Docker appears as a new entry in the platform feature flags list,
alongside other gated features such as GPU Support.

Configure Persistent Docker in SecurSpaces

Once the feature flag is visible in your environment, a platform administrator controls who can use
it.

Enable the feature flag

Sign in to the SecurSpaces admin console as a platform administrator.
Go to System Configuration » Platform Features.
Locate Persistent Docker in the list of feature flags.

> wn e

Choose the rollout scope:

+ Enabled —All developers on the platform get Persistent Docker.
« Enabled for selected users —Only the users, domains, or groups you specify get Persis-
tent Docker. Add entries under Users, Domains, and Groups as needed.

5. Save the configuration.
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Apply the change to running workspaces

The feature is applied at workspace start. A developer with a workspace that was already running
when the flag was enabled must do one of the following to start caching images:

« Pause and resume the workspace, or
« Restart the workspace, or
« Update the workspace.

New workspaces created after the flag is enabled automatically use Persistent Docker.

Plan for additional persistent-volume usage

Persistent Docker stores image layers on the workspace’s persistent volume. Because developers
commonly depend on multiple images —and often multiple versions of the same image —the persis-
tent volume fills up considerably faster than without the feature.

Before enabling Persistent Docker broadly, review your workspace specifications:

1. Go to System Configuration -» Workspace Specifications.
2. Either:

+ Increase the default disk size on the specifications used by developers who will get Persis-
tent Docker, or

« Enable Allow users to increase storage on those specifications so developers can self-
size their persistent volume as their image cache grows.

If a developer’s persistent volume fills up, image pulls and other workspace operations will start to
fail. Plan headroom accordingly.

Verify Persistent Docker is active

A developer can confirm the cache is persisting across restarts:

1. Open a workspace terminal.
2. Pullor run animage, for example:

docker pull postgres:16
docker images

3. Confirm the image is listed by docker 1images.
4. Pause and resume the workspace.

5. Open aterminal again and run:
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docker images

Expected result: The postgres: 16 image is still listed without being re-pulled.

If the cache is empty after a restart, Persistent Docker is not active for that developer. Confirm with
a platform administrator that the feature flag is enabled and that the developer is in scope (user, do-
main, or group).

How to persist container data (Docker volumes)

Persistent Docker only caches images. Anything a container writes to its own filesystem is still lost
when the container is removed. This is standard Docker behavior; SecurSpaces does not change it.

To persist data produced by a container, mount a folder from /home/developer/ into the con-
tainer as a volume. For example, to run Postgres with its data directory backed by your persistent
volume:

mkdir -p ~/postgres-data

docker run -d \

-—-name pg \
-e POSTGRES_PASSWORD=secret \

-v ~/postgres—-data:/var/lib/postgresql/data \
postgres:16

The database files live under ~/postgres—data, which is on the persistent volume, so they sur-
vive workspace restarts. Use the same pattern for any other stateful container: identify the path the
application writes to, and mount a directory from /home /developer/ to that path.

For a complete overview of what survives across workspace restarts, see What persists in a Secur-
Spaces Workspace.

References

+ What persists in a SecurSpaces Workspace
» Develop in a workspace

» Workspace Specifications

+ Custom Workspace Image

Run a graphical desktop in a workspace with the Debian GUl image

September 18, 2026
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Some workflows need more than a browser-based IDE and terminal. When you have to
run GUI-based tooling, design applications, or test an application’s graphical
interface, you can use the sample Debian GUI container image provided by Citrix

Citrix SecurSpaces™. This image ships with a preconfigured XFCE

desktop that you reach directly in your browser through noVNC.

This guide explains how to make the Debian GUI image available on your platform
and how to open its desktop from a workspace.

How it works

The Debian GUI image is a standard SecurSpaces CDE
image (container
image) that adds:

« An XFCE desktop environment.

+ ATigerVNC server and the noVNC client, which streams the desktop to
your browser over port 8081.

« Astartup script,
/usr/bin/strong_network_startup/xstartup/initialize_workspace.sh,
that
starts the VNC server and the desktop session.

You expose port 8081 to your browser by using either a Custom Access Item or
a Workspace App, and then run the startup script to launch the desktop.

Prerequisites

Before you begin, make sure you have:

« The sample Debian GUI image available to your team. The reference image and
Dockerfile are published in the Citrix
images
repository on GitHub. Build and push it to a registry your platform can
reach, or use a prebuilt image if your administrator provides one.

+ Theimage added as a CDE
image
in your platform, organization, or project resources. This action requires
the Security permission set to Manage.

« Permission to create or edit a workspace or workspace
template that uses the
image.
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Open the desktop with a Custom Access Item

Use a Custom Access Item when you want the desktop to appear as a one-click
connection option on the workspace, alongside VS Code and Terminal.

1. Create or edit a workspace that uses the Debian GUl image.
2. Inthe workspace wizard, go to Basic Info and open the Access menu.

3. Click Add to open the Add Custom Access Item dialog and enter the
following:

« Name —A display name of your choice, for example Desktop.

« Port —8081. Thisis the port where noVNC runs.

« Command —
Jusr/bin/strong_network_startup/xstartup/initialize_workspace
.sh

Add Custom Access Item

Name *

Desktop Upload B3

Command *

/usr/bin/strong_network_startup/xstartup/initialize_workspace.sh

Open Port *

8081

Health Probe

Health Timeout

30 seconds

Cancel

4. Save the wizard and launch the workspace.
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5. Open the desktop by clicking the access item you created.

Expected result: The XFCE desktop opens in your browser through noVNC.

Open the desktop with a Workspace App

Use a Workspace App when you
prefer to start the desktop manually from the terminal, or when you want to
reuse an existing app-based workflow.

1. Create a workspace that uses the Debian GUI image.

2. Expose port 8081 as a workspace app. For details, see Create a Workspace
App.

3. Start the workspace, open the terminal, and run the startup script:

Jusr/bin/strong_network_startup/xstartup/initialize_workspace.sh
4. Open the workspace app.

Expected result: The XFCE desktop opens in the workspace app.

Start the desktop automatically

To avoid running the command manually each time, automate the steps above:

1. Add the startup command to the workspace startup
script

so the desktop launches every time the workspace starts:

Jusr/bin/strong_network_startup/xstartup/initialize_workspace.sh

2. Create a workspace
template that uses
the Debian GUI image and already exposes port 8081 as a workspace app.

Workspaces created from this template start with the desktop ready to use, with
no manual setup.

Troubleshooting

+ The desktop does not load —Confirm that port 8081 is exposed (as a
Custom Access Item or a Workspace App) and that the startup script has run.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 161


https://docs.citrix.com/en-us/securspaces/develop/collaborate/workspace-apps.html
https://docs.citrix.com/en-us/securspaces/develop/collaborate/workspace-apps.html#create-a-workspace-app
https://docs.citrix.com/en-us/securspaces/develop/collaborate/workspace-apps.html#create-a-workspace-app
https://docs.citrix.com/en-us/securspaces/develop/workspaces/create.html#startup-scripts
https://docs.citrix.com/en-us/securspaces/develop/workspaces/create.html#startup-scripts
https://docs.citrix.com/en-us/securspaces/manage/templates/index.html
https://docs.citrix.com/en-us/securspaces/manage/templates/index.html

Citrix SecurSpaces™

With a Custom Access Item, the script runs automatically; with a Workspace
App, run it manually unless it is part of the startup script.

+ Clipboard copy and paste does not work —The image installs autocutsel
for clipboard support. Verify that any clipboard security
policy
on the workspace allows the action you are attempting.

+ The image fails validation when added —A CDE image must include an SSH
client and the Git and Git LFS clients, and it must have a developer user
with UID 1000. The sample Debian GUI image already meets these requirements.
See Add a CDE
Image.

Install SecurSpaces as a desktop app

September 18,2026

Citrix Secure Access with Chrome Enterprise Premium and SecurSpaces provide a high-performance,
zero-trust environment for cloud-based development. You can access a full-featured version of Visual
Studio Code (VS Code) directly within your web browser.

To optimize your workflow, you can install the SecurSpaces instance as a Progressive Web App (PWA).
This allows you to run your development environment in a dedicated, standalone window rather than
a browser tab, providing a native desktop experience.

Architecture of SecurSpaces PWAs

When you use Google Chrome or Chrome Enterprise Premium, a Progressive Web App (PWA) acts as
a bridge between the local operating system and the secure Citrix cloud container. Unlike a standard
browser shortcut, a PWA-installed SecurSpaces instance functions as a standalone application in the
OS taskbar and manages its own windowing logic.

Installing the SecurSpaces VS Code instance as a PWA provides the following benefits:

+ Reduced context switching: Separates development workspaces from general web browsing.

« Increased screenreal estate: Removes browser Ul elements, such as the address bar and book-
marks, to maximize the coding area.

» System integration: Enables native OS shortcuts (such as Alt+Tab or Cmd+Tab) and keeps the
IDE active even if you close the main browser window.
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Install SecurSpaces as a PWA

Follow these steps to create a dedicated desktop shortcut for your SecurSpaces environment using
Google Chrome or Chrome Enterprise Premium.

1. Access your workspace. Navigate to your organization’s SecurSpaces URL and launch your VS
Code web workspace.

2. Install the application. In the Chrome address bar (Omnibox), select the Installicon (the mon-
itor icon with a down arrow) to the right of the URL.

Note:

Alternatively, select the More menu (three vertical dots), select Save and Share, and then
select Install page as app.

3. Configure the app name. In the dialog box, enter a name for the application (for example,
Engineering-Prod-SecurSpaces) to help distinguish between multiple project environments.

4. Launch and pin the app. The SecurSpaces instance opens in a new, borderless window. To
ensure permanent access, right-click the icon in your Windows taskbar or macOS Dock, and
then select Pin.

Security for Chrome Enterprise Premium

For organizations using Chrome Enterprise Premium, PWA functionality remains governed by cor-
porate policy. IT administrators can perform the following tasks:

+ Force-install the SecurSpaces PWA to developer machines using Chrome Policy.
« Apply Data Loss Prevention (DLP) rules that persist within the standalone PWA window.
+ Maintain URL filtering to prevent the PWA from navigating to unauthorized external domains.

Using a PWA provides a local-application experience while maintaining the security standards of the
Citrix containerized environment.

Work from a virtual desktop

August 19, 2026
Developer

Citrix SecurSpaces™ supports proxy mode, which lets you keep working on an existing virtual desktop
instead of in a workspace. You install the Strong Agent on the VDA, and all source code accessis routed
through it.
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The point of this is credentials. The agent uses the source credentials and keys already held by the
platform, so you never create or hold a personal SSH key to reach the repository, and the same access
rules

apply as they would inside a workspace.

Note:

This procedure applies to Windows VDA, Linux VDA, and the Citrix VDA for macOS.

Set up your profile

1. If you have not used the cloud-native environment before, activate your SecurSpaces account
with your
organization’s SecurSpaces instance URL.

@ STRONGNETWOR

Log in to your account

Ermail

2. Ask your project owner to add you to a project.

&

M Overview = Workspaces = Resources oL People U Audit Insights £ Settings

& 11 8 32

m User Details

3. Configure your profile to set up source code access permission.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 164



Citrix SecurSpaces™

Theme -9-

= Profile

1 RESTAPI
Sharec s Support
[[[5 Documentation
7, Your Organizations
| Your Projects

[+ Logout

Integrations Sign In to Gt Application's Using OAUIh Token

Use the bstons below 1o autematcat sign et 1 any of the evatatte G applkcaton wsing OAu

Install the agent

1. Install the Strong Agent, then run the Strong VDI library.
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M strong_vdi_library Setup — >

Welcome to the strong_vdi_library Setup
Wizard

The Setup Wizard allows you to change the way
strong_vdi_library features are installed on your computer or
to remove it from your computer, Click Mext to continue ar
Cancel to exit the Setup Wizard,

&
strong_vdi_library

ADE

Cpen

Run as administrator
Open file location

Pin to Start

LD 0 @ G

Pin to taskbar

Uninstall

5,

Configure the agent

1. Run the binary and enter your SecurSpaces workspace URL.
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-’ cihnx

Welcome o the Strong Metwork Setup Wizard!

2. Select Let’s Get Started and sign in to your account.

¥ Connect io Sarong Metwork - [u] *

Log in to your account

3. Authorize the connection to SecurSpaces.
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B Coneaxt bo Strong Metwork o b

— ® &

VDI Agent wants to connect
to Strong Network

This aliows this application to

[ Enow which workspases you own
& Connect to your workspaces

Auccess your basic user nlomation

4. Configure the environment and complete the setup.

i ey 0

Set Up Cﬂnﬁgu ralion

08 Apphcalions

You can now use any terminalto clone your source code, and a local IDE such as Visual Studio or Xcode
for

day-to-day work. SecurSpaces manages the credentials centrally in the background.
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Related information

« Your profile
« Connect over SSH
« Citrix DaaS integration

Give your Al assistant access to the documentation

August 24, 2026

If you use an Al coding assistant —GitHub Copilot, Claude Code, Cursor, Windsurf, or a self-hosted LLM
—you can give it access to the full Citrix SecurSpaces™ documentation so it can answer SecurSpaces-
specific questions accurately and help you with SecurSpaces tasks.

The documentation is served directly from your SecurSpaces instance, so this works the same way in
air-gapped and internet-connected environments. All documentation fetches stay on your network,
and the documentation always matches your deployed SecurSpaces version.

Overview

The documentation is published in an Al-readable format based on the [Ims.txt standard. Two files
make this possible:

+ 1Tlms.txt—astructured index of every documentation page, so your Al assistant can discover
what is available and fetch the right page.

+ Tlms—-full.txt —the complete documentation corpus in a single file, for ingestion into a
context window or a retrieval-augmented generation (RAG) system.

Which source to use

Both files are available from two places. Prefer the first if you have a SecurSpaces deployment.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 169


https://docs.citrix.com/en-us/securspaces/develop/profile/index.html
https://docs.citrix.com/en-us/securspaces/develop/workspaces/connect-over-ssh.html
https://docs.citrix.com/en-us/securspaces/administer/integrations/citrix-daas.html
https://llmstxt.org/

Citrix SecurSpaces™

Source URL Use it when

Your SecurSpaces instance https: You have access to a
deployment. The
documentation matches your
deployed version, fetches stay
on your network, and it works
in air-gapped environments.

The public copy https: You have no deployment to
point at, or your tool cannot
reach one. Always the latest
published documentation,
which may be ahead of your
version.

The public copy indexes the same pages on docs.citrix.com,so it needs outbound internet ac-
cess. Use the
instance-hosted copy where you can: it cannot drift from the platform you are actually running.

This guide walks through:

1. Verifying the documentation is available from your SecurSpaces instance.
2. Adding SecurSpaces context to your Al assistant.
3. Testing that your assistant uses the documentation.

Before you begin

« Know your SecurSpaces instance URL —the URL you use to log in to the SecurSpaces console
(for example, https: ).
+ Use an Al assistant that supports system prompts or custom instructions.

Step 1: Verify the documentation is available

In your browser, navigate to:

https:
You should see a structured list of SecurSpaces documentation pages. If this page loads, you are ready
to continue.

If it does not load, contact your platform administrator. If you have no SecurSpaces instance to point
at,
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usehttps://assets.sds.citrix.com/lLlms.txtinstead and substitute that URL wherever
this guide refers to
your instance.

Step 2: Add SecurSpaces context to your Al assistant

Add the following snippet to your Al assistant’s system prompt or custom instructions. Replace <
your-securspaces—-ur 1> with your actual SecurSpaces instance URL.

You have access to documentation for Citrix SecurSpaces, the cloud

development environment I work in. In SecurSpaces, my code, IDE, and
developer tools run in a remote, containerized workspace that I
access from a browser or over SSH — not on my local machine.

This workspace IS a SecurSpaces workspace. Treat any reference to "my/
this workspace," "my environment," "this machine/container," or my
dev tooling as referring to SecurSpaces — even when I don't say "
SecurSpaces" explicitly.

Documentation sources:

- Documentation index: https://<your-securspaces-url>/docs/1llms.txt

- Full documentation corpus: https://<your-securspaces-url>/docs/1llms-
full. txt

How to answer SecurSpaces questions:
- Fetch the index first to find relevant pages, then fetch the specific
page(s) for detailed answers. For a clearly SecurSpaces-related
question, prefer this documentation over general knowledge.
- Cite the specific doc page(s) you used (title or URL) so I can verify
the source. If you did not consult the docs for a SecurSpaces
answer, say so.
- SecurSpaces workspaces are ephemeral. When advising on installing
tools or changing the environment, check what persists and recommend
an approach that survives workspace restarts.

Accuracy and uncertainty:

- Base SecurSpaces-specific answers on the fetched documentation.
Clearly separate what the docs confirm from your own general
knowledge or inference.

- If the documentation does not cover the question, or covers it only

partially, say so explicitly rather than filling the gap with
assumptions.

- Do not invent SecurSpaces features, configuration options, URLs, CLI
commands, API fields, or version numbers. If you are not certain a
detail is in the docs, state your uncertainty and point me to the
docs index or my platform administrator instead of guessing.

- This documentation matches my deployed SecurSpaces version. If your
general

knowledge conflicts with it, the documentation wins. Flag any
behavior that may depend on version, configuration, or admin-
controlled settings.
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- If you cannot reach the documentation URLs, tell me the fetch failed
and do not answer SecurSpaces-specific questions from memory alone.

Where to add this snippet

Al Tool

GitHub Copilot (VS Code)

Claude Code

Cursor

Windsurf
Self-hosted LLM (Ollama, etc.)

Step 3: Test it

Where to add

Settings - Copilot > Custom Instructions, or

.github/copilot-instructions.mdin

your repo

Add to CLAUDE . md in your project root, or
~/.claude/CLAUDE .md for global
Settings > Rules for Al, or . cursorrulesfilein

your repo

Settings > Cascade - Rules

Modelfile SYSTEM directive, or pass as a system

message in your client

Ask your Al assistant a clear SecurSpaces-specific question, for example:

“How do | configure a workspace template in SecurSpaces?”

The assistant should fetch the documentation and provide a specific answer with SecurSpaces termi-

nology and concrete steps.

Troubleshooting

Symptom

https://<your-
securspaces-url>/docs
/Llms . txt does not load

Possible cause

Wrong instance URL, or docs
endpoint not reachable from
your network

What to do

Confirm the URL you use to log
in to the SecurSpaces console.
If it still fails, contact your
platform administrator.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

172



Citrix SecurSpaces™

Symptom

The assistant answers from
general knowledge instead of
the docs

The assistant reports it cannot
reach the documentation URLs

You have no SecurSpaces
instance to point the assistant
at

Related information

Possible cause

Snippet not applied, or the tool
does not auto-fetch URLs

Air-gapped tool without
network access to the
SecurSpaces instance

Evaluating, or working outside
a deployment

What to do

Confirm the snippet is saved in
the correct location for your
tool. Ask the assistant to fetch

the documentation index first.
Ensure the Al tool runs where it
can reach your SecurSpaces
instance URL, or use
1Tlms-full. txt as pasted
context.

Use the public copy at

https:

and https:

+ Run Al coding agents in workspaces —how agents are governed when

they run inside a workspace, and what your administrator sets up for them

Troubleshooting

August 19, 2026

Developer

Start here when something is wrong and you are not sure why. Each symptom below points at the

page that

explains it. If none of them matches, the diagnostic tools in your profile will tell you whether the

problem

is your workspace, the network, or the platform.

Many problems in Citrix SecurSpaces™ are not faults at all: they are policies working as configured. A

blocked domain, a missing repository, or a workspace that pauses overnight are all deliberate, and

all fixed
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by a project owner or platform administrator rather than by you. Knowing which is which saves the

most time.

Find your symptom

Starting and running a workspace

Symptom
The workspace takes minutes
to start

The workspace does not start,
or stalls partway

The workspace stopped while |
was away

A long job was killed overnight

| cannot create a workspace

No space left on
device

Losing work

Symptom

Files are gone after a restart

Installed packages disappear

Docker images have to be
pulled or rebuilt after every
restart

The workspace is running a
different image than the
console shows

Likely cause

The cluster is provisioning a
node, or pulling a large image

A stage of the start sequence is
failing

Idle detection paused it

Idle detection again —ask for
Bypass Schedule

A project or licence limit, or
your role

The workspace disk is full

Likely cause

Only some paths survive a
restart

They were installed outside the
persisted path

Persistent Docker is not
enabled, so the image cacheis
not on the persistent volume
An image change applies when
the workspace restarts

Where to look

How long a workspace start
takes

What happens when a
workspace starts

Workspace idle detection

Bypass Schedule

Roles and permissions

Develop in a workspace

Where to look

What persists in a workspace

What persists in a workspace

Persistent Docker

Create a workspace
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Symptom

A shared file changed under me

Likely cause

Mount points are live, shared
storage

Reaching things outside the workspace

Symptom

A download or package install
is blocked

| cannot clone or push to a
repository

A database or internal service is
unreachable

no signers foundor
no auth passed yet
when using SSHor git

My application is not reachable
from the browser

Connecting

Symptom
The IDE does not load in the
browser

Everything feels slow

SSH from my local IDE fails

SSH that used to work is
refused, and nothing changed

An SSH or Remote-SSH session
connects, then drops

Likely cause

Network policy restricts
outbound traffic

The repository is not attached,
or your Git identity is not set up
The service is not attached, or
DNS is failing

No SSH method is configured
for that host

The portis not published

Likely cause

The websocket connection is
failing

You may be working against a
distant region

Key, port, or platform setting

The registered public key
expired. Only the SecurSpaces
IDE integrations renew it
automatically

The session was idle and an
intermediary closed it

Where to look

Mount point limits

Where to look

Network policies

Integration

Connect to external services,
then DNS Lookup

Connect to external services

Share a running application

Where to look

WebSocket Troubleshooting
Tool

Region Latency Checker

Connect over SSH

Key expiry and renewal

Keeping a session alive
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Symptom Likely cause Where to look

The terminal shows stray A full-screen program was Recovering a corrupted

characters after reconnecting running when the connection terminal
dropped

Copy and paste does not work A clipboard policy applies to Create a workspace
the workspace

Dragging a file into the IDE File transfer is restricted Ask your platform

does nothing administrator

For problems specific to a task, the page that covers the task also covers its failures —see
Develop in a workspace,

Run a graphical desktop,

and

Give your Al assistant access.

How long a workspace start takes

A startis not instant, and a slow one is usually not a fault. Two things dominate:

Cost Why When it applies
Waiting for a node The cluster has no room and First workspace of the day, or
must provision one. The log after the cluster scaled down

shows repeated ©/4 nodes
are availab'le scheduling
messages while it waits
Pulling the image A workspace image is often First use of an image on that
over a gigabyte. The lognames node
each image, its size, and how
long the pull took

Together these can take several minutes. Once the image is on the node and capacity exists, later
starts are

much quicker, and the preparation that follows —configuration, startup scripts, cloning —is usually
a

matter of seconds.
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Both costs can be reduced by a platform administrator, so consistently slow starts are worth raising
rather
than living with:

Mitigation What it removes

Warm nodes —a pool of nodes kept provisioned The wait for the cluster to scale out. See Warm
and idle Nodes Configuration

Cached images —an image version pre-pulled The image pull. An image marked as cached
onto workspace nodes shows a Cached Image indicator in the image
list

Show your platform administrator the log described below: it tells them which of the two is actually
costing
you the time.

Read the startup log

The log is not only visible while a workspace starts. You can open it at any time:

1. Onthe Workspaces page, select More Actions (...) on the workspace.
2. Select Logs.

Itis splitinto two phases, each showing its elapsed time, so you can see where the time actually went
rather than guessing:

+ Setting up container —scheduling, volume attachment, and image pulls. This is where a long
start
nearly always is.

+ Setting up the workspace —environment, configuration, startup scripts, IDE setup, and repos-
itory
cloning, with a time against each step.

If a step failed rather than merely being slow, the log is also where the error appears.

What happens when a workspace starts

Aworkspace that seems stuck is usually working through one of these stages. The progress panel and
the
startup log name the current one, which tells you where to look:
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Stage

Checking image compatibility

Building image

Setting up container

Setting up environment
Cloning workspace repository
Applying dot files

Applying custom configuration

files

Executing system startup script

Workspace startup scripts

Setting up IDE configuration

Preparing IDE for launch

Diagnostic tools

What it means

The image is being validated
against the workspace
infrastructure

The container image is being
built or pulled

The container is starting and
storage is being attached
Repositories, secrets, and
services are being attached
Attached repositories are being
cloned

Your personal dot files are
being applied

Configuration files from your
profile are being applied

The startup script defined on
the template runs

Your own startup script runs
IDE settings and extensions are
being applied

The IDE is starting

If it stalls here

The image may not meet the
requirements. See Container
image requirements

A large image takes longer on
first use. Repeated failures are
a registry orimage problem —
tell your project owner

Often a resource or mount
pointissue

A resource you cannot access
will fail here

Check your Git identity under
Integration

See Configuration

See Configuration

Afailing script is a template
problem —tell your project
owner

Check your script

See Configuration

If it never completes, use the
WebSocket Troubleshooting
Tool

Your profile carries four tools for narrowing a problem down. Select your profile picture, select Profile,

then open the Troubleshoot tab.
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‘ Victor ol K
A Overview Integrations £z Configuration ) Security U: Troubleshoot
@ Troubleshoot WebSocket Troubleshooting Tool
)Socket Troubleshooting
>
Connect Clear Logs

Region Latency Checker

DNS Lookup (Dig)

Query SSH or HTTPS

WebSocket Troubleshooting Tool

Tests the websocket connection the Cloud IDE depends on. Select Connect, and the tool reports
whether the

connection is established and logs what happens. You can send a message to confirm traffic passes
in both

directions.

Useitwhen the IDE will not load, or drops repeatedly, in the browser. Awebsocket that never connects
usually means something between you and the platformis closing the connection—a corporate proxy,
a VPN, or

a TLS-inspecting gateway. That is information your platform administrator needs.

Region Latency Checker

Reports round trip time to each available region. Use it when the IDE feels sluggish rather than bro-
ken.

If a distant region is markedly faster than the one you are using, your workspace may be running in
the wrong
place. Which regions you can use is set by your administrator.
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DNS Lookup (Dig)

Resolves a domain name from inside a workspace. Use it when something is unreachable and you do
not know
whether the name is failing to resolve or the connection is being refused.

If the name resolves but the connection still fails, the cause is usually
network policy rather than DNS.

Query SSH or HTTPS

Tests whether a host is reachable over SSH or HTTPS from the workspace. Use it after DNS Lookup, to
separate
a name that does not resolve from a port that is blocked.

When to escalate, and what to include

Some problems you cannot fix yourself. Anythinginvolving network policy, workspace resources, tem-
plates,

attached repositories, privileged mode, or Bypass Schedule is set by a project owner or platform
administrator.

Include the following, or the first reply will only ask for it:

+ The workspace name, and the project it belongs to.

+ Theregion, if your deployment has more than one.

« What you were doing, and the exact message you saw.

« When it happened, with the time zone.

« Which stage the start sequence reached, if the workspace did not start.
+ The output of the relevant diagnostic tool, if you ran one.

Related information

« What persists in a workspace
» Workspace idle detection

» Network policies

» Roles and permissions
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Reusable template for SecurSpaces workspace onboarding

September 18, 2026

Overview

Use this template to onboard developers to Citrix SecurSpaces™. This framework provides a concise,
step-by-step guide to move from initial access to a running application. You can customize and extend
this document with your specific tools, repositories, and policies to deliver a consistent, personalized
onboarding experience for your team.

Before you begin

Before starting, ensure that one of the following is available:

+ A workspace template shared by your IT team or team lead via link or accessible via the Secur-
Spaces Ul.
« Access to the default SecurSpaces template from the workspace.

If neither is available, contact your team lead before proceeding.

Step 1: Configure your profile and launch a workspace

Administrator Note: In this phase, users will configure their profiles in the SecurSpaces Ul to quickly
access, build, and run an application. The environment uses a standard Linux terminal and Visual Stu-
dio Code. The objective is to run the existing application in the new environment as soon as possible
to establish familiar practices.

1. Set up your profile
1. Login to the SecurSpaces Application Ul.
2. Inyour profile,

+ Setyour time zone and preferred work schedule.
« Authenticate with your Git provider (GitHub, GitLab, or Bitbucket).
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2. Launch your workspace

Choose one of the following options:

« Option A: From the SecurSpaces Ul, select the arrow next to Create Workspace, and then select
From Template. Select a workspace template, and then select Launch.

« Option B: If your Git repository has a file with a Workspace link (typically readme.md), click
Open Workspace directly from the project’s README.md.

3. Clone and build your project

Open the workspace using the browser-based VS Code interface or terminal.
Clone your repository using your standard git clone command.
Run your usual build commands.

> wnN e

Check that the VS Code extension for SecurSpaces is installed and active. This extension allows
you to open and manage applications running on your workspace.
5. Use the extension to run your application and preview the application using the URL.

You are done with Step 1 when your application is running and accessible via a live URL.

Step 2: Set up quick access

Administrator Note: In this phase, users set up their preferred method for accessing a workspace:
either from a desktopicon, via a progressive Web app, or usinga URL embedded in aweb or markdown
page. The latter is typically used to start a workspace from a Git repository.

1. Create a desktop shortcut to your workspace (open from the IDE or Terminal)

Create a desktop or taskbar shortcut to:

» The SecurSpaces Ul, or
+ A specific workspace.

This allows instant access without navigating bookmarks or the SecurSpaces Ul.

2. Enable Git repository start-up

On the Workspace page, under Template, copy the Quick Start template link to add an Open Work-
space icon to your repository’s README.md, making it easy to launch SecurSpaces directly from the
repo.
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Step 3: Customize your profile settings

Administrator Note: In this phase, users explore workspace customization options. They can config-
ure environments in the SecurSpaces Ul via the user profile menu or by editing the workspace config-
uration.

1. Persist shell configuration

Using the profile menu, add your .bashrc or .zshrc files so that they will be automatically added to
your home directory when a new workspace is created. You can update an existing workspace using
the update option from the workspace menu.

2. Add secrets and keys

Your profile also lets you define variables (e.g., with secrets) and generate an SSH key to be available
in your workspace:

« Personal environment variables
« SSH keys —allow you to ssh to a host using a private key stored in the credentials proxy.

These settings can be updated at any time.

3. Preload VS Code extensions

Using the profile menu, configure your preferred VS Code extensions to be automatically available
when the workspace launches.

Step 4: (Optional) Customize your Workspace settings

Administrator Note: In this phase, users modify their workspace configuration to optimize perfor-
mance and automate repetitive tasks.

1. Adjust hardware resources

Update CPU and memory settings based on project needs, such as large builds or resource-intensive
tooling. These settings can be changed at any time.
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2. Automate workspace startup

Using the workspace editor, add pre- or post-startup scripts to automatically install tools or depen-
dencies when the workspace starts. This option adds tools to an existing base image that cannot
be installed in the home folder (. /home/developer). To learn more about how data is persisted
across reboots, see Maintain persistent changes in your workspace.

3. Configure autorun

Using the workspace editor, you can set application running on your workspace to start automatically
at boot time.

Getting help

If your workspace fails to start, your build does not complete, or your application does not run as
expected, contact your team lead or the SecurSpaces support channel.

Users

September 18, 2026

The People page displays users at two levels: project and platform. The information shown and the
available actions vary by level.

Project-level view

At the project level, the People page uses a split-panel layout. The left panel lists project members,
and the right panel shows details for the selected user.
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& Platform / Worldwide Co /- Project-A ~
A Overview J Workspaces < Resources 4 People
8 onneusers T | & Tomlvsers 6
Q s + Add
Steven Gallagher (You)
© >

@ Aleksa Dekanovic

% Bjorn Gudmundsson
Lo

Fernando Monje Real
P-¥

@ Ryan Durbin

e Thomas Berger

User list

© Audit ~ Insights %x Settings

User Details

Steven Gallagher
steven.gallagher@citrix.com

Your Role Project Owner

ﬁ/: Your Permissions

Workspace Apps
Workspaces
Resources
Security

Metrics

Users

Europe/London (GMT+1)

No Groups

Manage

Manage Project

Import

Manage

Access Project

o PO

The left panel displays all project members, sorted by most recent activity. Each entry shows:

« User name and avatar

Online status indicator (for currently connected users)

Summary counts for Online Users and Total Users appear above the list.

Role in the current project (for example, Primary project owner, Developer, security officer)
Last activity timestamp

Use the Search Users field above the user list to filter by name. This narrows the displayed list without
changing the actual membership.

User details panel

Select a user in the list to view their details in the right panel.

Profile information:

o Time zone

« Group memberships

Name and email address

Location (if set by the user)
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Role and permissions:

The panel displays the user’s current role in the project and the associated permissions. Each per-
mission category shows the category name, the permission level, and a description of what the level
allows.

To change a user’s role, select Change Role. This requires the Members permission set to Manage.
More Actions menu:

Select the ... icon at the top right of the User Details panel to access:

+ More Details —Opens the full user details page (same page as the platform-level user details
described below).

+ Remove user from project —Removes the user from the current project. See Add and remove
users and groups for details.

Tabs

The project-level People page has two tabs in the top-right corner:

+ Users —The user list described above.
+ Roles & Permissions —Manage project roles. See Access Control for details.

Platform-level view

At the platform level, the People page is available to security officers and platform administrators.
It displays all registered users on the platformin a table.
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‘ Platform
# Organizations CJ Workspaces iai People < Resources = Insights © Audit
2 2 | Bowusers 68

Add New User Q s

SER v EMAIL ¥

* Ozrenko Dragic

o
-

o0z@strong.network

Lei Jin leijin@163.com

Dusan Hajduk dusan hajduk@cloud.com

@ @

Luka Hamza luka@strong.network

G;L) Iuka+1@strong.network luka+1@strong.network
I

€D ™ Tester mptester@163.com
Vg prester®

torstein.meyer@cloud.com

?‘ Torstein Meyer

@, Fernando Monje Real fernando.monjereal@cloud.com

€ senioomic

branko@strong.network
@« @strong.netu

User table

The table includes the following columns:

Column

User
Email

Last Seen

Access Status
Groups

Manage

£ Settings

® K 2 Qp
3§ System Configuration
Users ¢
SEEN ¥ ACCESS STATUS GROUPS
Active b
Active -3
Active ]
Active & TB_Test_Group -3
Active =
Active b
Active -3
Active ]
Active ]

Description

Name and avatar. Sortable.
Email address. Sortable.

Timestamp of the user’s most recent activity.
Sortable.
Whether the user’s account is active.

Groups to which the user belongs.

Settings gear icon for user management actions.

Summary counts for Online Users and Total Users appear above the table. Use the Search Users

field to filter the list.

Tabs

The platform-level People page has three tabs:
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+ Users —The user table described above.
+ Groups —Manage platform-level groups.
+ Roles & Permissions —Manage platform-level roles and permissions.

User details page
Select a user row to open the full user details page. This page provides a comprehensive view of the
user’s access and activity across the platform.

‘ Platform =@ 2 P 0N

# Organizations CJ Workspaces  i&i People £ Resources |~ Insights U Audit & Settings 3% System Configuration

Europe/London (GMT+1)

e No Groups

Steven Gallagher
steven.gallagher@citrix.com

Disabled

Organizations

Worldwide Co 9 1
Go Steven [s] 0
Projects
Project-A 9 Worldwide Co 6
Profile:

+ Name, email address, and avatar

« Time zone

« Location

« Group memberships

« Two-Factor Authentication (2FA) status

Organizations:

A searchable table listing all organizations the user belongs to, with columns for Organization Name,
Owners, and number of Projects.

Projects:

A searchable table listing all projects the user can access, with columns for Project Name, Owner, Or-

ganization, and number of Members.
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# & Organizations ) Workspaces  :ai People = Resources ~ Insights O Audit % Settings 3% System Configuration

Projects

Project-A "] Worldwide Co 6

Workspaces

546200189224279 Python App Worldwide Co/Project-A (5]

Profile Schedule Custom Workspace Schedule

Timeout Outside Schedule 30 minutes

Idle Timeout 1 hour

Location History B Download Report  [i] Remove History

()

Workspaces:

Asearchable table listing all workspaces owned by or shared with the user, with columns for ID, Name,
Organization/Project, Owner, and Shared With.

Profile Schedule:

Displays the user’s schedule settings:

+ Timeout Outside Schedule —how long a workspace stays running outside the user’s work
schedule before pausing.

+ Idle Timeout —how long a workspace stays running without activity before pausing.

Custom Workspace Schedule:
Lists any workspaces that have a custom schedule overriding the user’s default work schedule.

Location History:

Displays the user’s login location history. Includes Download Report and Remove History actions.

Related information

« Add and remove users
» Roles and permissions
+ People
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Add and remove users and groups

September 18,2026

This page describes how to add and remove users and groups in a project. These actions are available
on the project-level People page and require the Members permission set to Manage.

Add users or groups to a project

1. Navigate to your project and select People in the navigation bar.
2. Select + Add.

The Add users or groups to this project modal opens.

Add Users or Groups to This Project

Search for a group or user

N
v ( BulkAdd
- /

Add a user by search

The search dropdown lists platform users who are not yet members of the current project. This is a
single-select field —select one user at a time to avoid confusion.

1. Inthe User or group field, start typing the user’s name or email address.
2. Select the user from the filtered results.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 190


https://docs.citrix.com/en-us/securspaces/manage/people/roles.html

Citrix SecurSpaces™

Add Users or Groups to This Project

Search for a group or user

T
A Bulk Add
\ J

Q. Liang

o Liang Chen (liang.chen@citrix.com)

The user appears in the selection list. You can:

Change their role using the dropdown next to the user’s name (defaults to Developer).
Check Create a new workspace from a template or an existing one to provision a workspace

during onboarding.
Check Set Expiration date (Optional) to set a time limit for the user’s access to the project.
Remove the user from the list by selecting the X button.

Add Users or Groups to This Project

Search for a group or user
TR
v Bulk Add
. J
1 item(s) selected

Liang Chen
o _”g_ n@cHri.cam Developer

: Create a new workspace from a template or an existing one

(") Set Expiration date (Optional)

Apply Cancel
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1. Select Apply to add the user.

Invite a user who is not on the platform yet

The User or group field is not limited to people who already have an account. You can also use it to
invite
someone new.

1. Inthe User or group field, type the person’s full email address.
2. Select the add (+) icon.

While you are typing, and before the addressis complete, thefield reports that no matches were found
and

explains that entering a full email address lets you invite someone. Once the address is valid, the field
confirms that the user is not on the platform yet and prompts you to select the add (+) icon.

The invited user appears in the selection list, where you can assign a role and the same options as an
existing
user. Select Apply to send the invitation.

Note

Inviting a user whose email domain is not associated with a configured identity provider requires
local

account registration to be enabled. See

Add external users.

Add a group

Groups that exist on the platform can be added to a project in the same modal.

1. In the User or group field, type the group name.
2. Select the group from the filtered results. Groups are shown with a group icon.
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Add Users or Groups to This Project

Search for a group or user

Q. TB_Tes{

W TB_Test_Group

TR
A [ BulkAdd )
\ J

The group appears in the selection list with the same role assignment and options as individual

users.

Add Users or Groups to This Project

Search for a group or user

1 item(s) selected

& TB_Test_Group

) Create a new workspace from a template or an existing one

Set Expiration date (Optional)

1. Select Apply to add the group.

P
v Bulk Add
- J

Developer
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Bulk add users

Use bulk add to onboard multiple users at once by email address.

1. Inthe Add users or groups to this project modal, select Bulk add.
2. Paste a list of email addresses into the text area. Commas, spaces, or new lines can separate
addresses.

Add Users or Groups to This Project

Search for a group or user

Paste a list of email addresses below, separated by commas, spaces, or new lines

Apply

The system validates addresses as you type and shows the number of valid emails.
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Add Users or Groups to This Project

Search for a group or user

1. Select Add. The system validates the addresses and adds valid users to the selection list. If any
addresses are invalid, an error message appears below the input.

2. Assign roles and configure options for the added users.

3. Select Apply to complete the operation.

Add external users

External users are users whose email domain is not associated with a configured identity provider
(IdP). Adding external users requires a platform-level setting and follows a different flow from adding
existing platform users.

Enable local account registration

Before external users can be added, a platform administrator or security officer must enable Allow
User Registration With Email and Password under Platform > Settings > User Access Control >
Settings.

When this setting is enabled, Citrix SecurSpaces™ creates a local account for external users. The user
can then sign in with email and password instead of the organization’s IdP.
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;% Platform Command Menu | % | K % d’ o

# Organizations ) Workspaces  :ia: People = Resources |~ Insights © Audit £x Settings 3¢ System Configuration

* Platform Settings User Access Control  Settings
General v Platform Access Control Management
Security v Allow User Registration With Email and Password

Users can register even if no identity provider is available for the user's domain.
User Access Control ~

Allow Login to the Platform

Domain and IDP o«

Users will be able to login to the platform

Settings
Allow User Timezone Change C,
Workspace Settings v Users are allowed to manually change their timezone
Resource Settings v Allow User IP Location Tracking a
User's IP Location will be logged
Analytics & Privacy v
Log out all users Logout
Import and Export
VDI Application Platform Constraints
Only with an email address and IP matched by a regular expression are able to access the platform.

Add New Constraint

Add external users to a project

1. Open the Add Users or Groups to This Project modal (see Add users or groups to a project).
2. Select Bulk Add and paste the external email addresses.

Add Users or Groups to This Project

Search for a group or user

Paste a list of email addresses below, separated by commas, spaces, or new lines

demo@citrix.com, demo2 citrix.com

Apply

1. Select Add. External users appear in the selection list marked with an asterisk (*) next to their
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email address. A notice reads: “For N users, additional details need to be specified in the next
step.”
2. Assign roles and configure options as needed.

The Apply button changes to Next when external users are present.

Add Users or Groups to This Project

Search for a group or user
TR
v [ BukAdd )
N J
2 item(s) selected

demo@mail.com Developer v X

demo2@mail.com Developer v X

Create a new workspace from a template or an existing one

Set Expiration date (Optional)

Next Cancel

1. Select Next. SecurSpaces displays an Add New User form for each external user. The form
shows a step counter (for example, “1/2”) and requires:

« Full Name —pre-filled with the email address; editable.

« Location —required.

« Time Zone —auto-populated based on the location.

« Password —must meet the displayed requirements (uppercase, lowercase, symbol, number,
8+ characters).

+ Repeat New Password —must match the password.

+ Require password reset —checked by default. When enabled, the user must create a new pass-
word at the next sign-in.
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Add New User (1/2)

Email

demo@mail.com

Full Name * Location *

demo@mail.com Yverdon, Switzerland
Set the time zone automatically

Time Zone *

Europe/London (GMT+1)

Enter New Password *

Password Requirements

A a

Uppercase Lowercase

Require password reset

User must create a new password at next login

Save & Next

1. Select Save & Next to proceed to the next external user. Forthe last userin the batch, the button
changes to Save.

Add New User (2/2)
Email
demo2@mail.com

Full Name * Location *

demo2@mail.com Yverdon, Switzerland
Set the time zone automatically

Time Zone *

Europe/London (GMT+1)

Enter New Password *

Password Requirements

A a

Uppercase

Require password reset

User must create a new password at next login

After saving all external users, SecurSpaces creates local accounts and adds the users to the project.
Until an external user signs in for the first time, the user appears in the project member list with the
status “Never logged in”.
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§ Platform / Worldwide Co /  Project-A =

# Overview O Workspaces = Resources  :ai People

2, online Users () | & Total Users 8

Q

Thomas Berger
Primary Project Owner

Aleksa Dekanovic

D =

Bjorn Gudmundsson

2years ago
Developer

e

U Audit

| Insights

User Details

demo2@mail.com

demo2@mail.com

Role Developer

2@ Permissions

Fernando Monje Real
D

2 years ago

¢

Ryan Durbin

9 days ago
Security

Steven Gallagher

1 hour ago

Never logged ir

demo@mail.com

demo2@mail.com

© © 0 @

Never loggedin  »
Developer

Remove a user from a project

Workspace Apps

Workspaces

Resources

Security

Metrics

£ Settings

Time Zone
Never Logged In
Groups

No Groups

Manage

Manage Personal

Access

No Access

Access Personal

1. Onthe People page, select a user in the user list.

Command Menu

Location

Bristol, UK

User can open and close ports of workspaces

2. Inthe User Details panel, select the ... (More Actions) menu at the top right.

3. Select Remove user from project.

@ Platform / Worldwide Co /  Project-A =

# Overview ) Workspaces = Resources  :2i People

8 onlineUsers () | & TotalUsers 8

Q. demo

demo@mail.com

Q ) N Neverloggedin >
demo2@mail.com
N Never logged ir
Developer

O Audit

12 Insights

User Details

demo@mail.com
demo@mail.com

Role Developer

24 Permissions

Workspace Apps

‘Workspaces

Resources

Security

Metrics

% Settings

Time
Never Logged In

Groups

No Groups

Manage

Manage Personal

Access

No Access

Access Personal

A confirmation dialog asks you to confirm the removal.

r can open

annot edit or de

Command Menu | %

Location

Y

and close ports of workspaces

sonal wo
control to th

can access th

h admin pre-defin
urces, and delete pe

Kgud,o

Users Roles & Permissions

g ——r——
C Change Role )

ee only personal metrics

Kpumo

Users Roles & Permissions
More A

More Details
Reset user password

Remove user from project

7 e
C Change Role )

y personal me
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Remove User From Project

Are you sure you want to proceed with removing user demo@mail.com from the
project?

Remove Cancel

If the user owns workspaces in the project, the dialog warns that removing the user will delete those
workspaces. You can deselect individual workspaces to keep them before confirming.

1. Select Remove to confirm.

The user loses access to the project and all associated resources. The user remains in the platform
database. To fully remove a user from the platform, a platform administrator or security officer must
remove the user from the People page at the platform level.

Permissions

Action Required permission
Add users or groups to a project Members —Manage
Remove a user from a project Members —Manage
Change a user’s role Members —Manage
View project members Members —Access

Related information

» Roles and permissions
» Users
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+ People

Roles and permissions

September 21, 2026

Access in Citrix SecurSpaces™ is granted through roles. Aroleis a named set of permissions, and every
member of a project holds one. Roles are project bound, so the same person can hold different roles
in

different projects.

This page is the reference for what each role and permission allows. Other articles link here rather
than
repeating it.

Roles and permissions are shown on the People page.
A project owner can create roles or change existing ones from the access control panel.
Warning:

Roles decide who can reach your source code, secrets, and security settings. Assign them on a
least
privilege basis.

Why a feature is hidden

SecurSpaces hides what your role cannot use rather than showing it disabled. If a page, button, or
menu entry

described in this documentation is not there, the usual reason is that your role does not carry the
permission

for it.

Some features are also hidden for reasons unrelated to your role, such as a platform setting being off
oran
optional integration not being configured. The article for each feature says which applies.

To see your own permissions, open the People page
and look at your role.

Default roles

A new project has four roles.
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Role Intended for

Guest Someone who needs to look at a project without
changing anything

Developer Day-to-day development in their own
workspaces

Manager Running the project: its workspaces, resources,

and members
Project Owner Running the project and its security settings

A project owner differs from a manager in two ways. A manager holds no Security permission, so
network

policies, registry credentials, platform API keys, and project settings are out of reach. A manager also
cannot

manage roles, so they cannot create or edit roles, or transfer ownership. A manager can still

manage workspaces, resources, and members.

4

Project Owner s D
Auditor >
Strong Developer s D
Guest role s D
What each default role holds
Permission Guest Developer Manager Project Owner
Workspace Apps Manage Manage Manage Manage
Workspaces Access Manage Personal  Manage Project Manage Project
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Permission Guest Developer Manager Project Owner
Resources Access Access Import Import
Regulated No Yes Yes Yes
resources
Confidential No Yes Yes Yes
resources
Metrics No Access Access Personal Access Project Access Project
Members No Access Access Manage Manage
Security No Access No Access No Access Manage
Manage rolesand No No No Yes
permissions

Note:

A platform administrator can disable the predefined Project Owner role and nominate a replace-

ment, so a

deployment may differ from this table. A disabled role cannot be assigned to anyone, although

members who

already hold it keep it. Check the access control panel for your project.

Permissions

Arolesets a level for each of six permissions, plus three separate settings and one checkbox that allows

role management.

Workspace Apps

Controls access to applications running inside workspaces.

Level The user can

No Access Not open workspace ports to view apps, or see
apps shared by others

Access View apps shared with them by other users

Manage Open and close ports on workspaces
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Workspaces

Controls what the user can do with workspaces.

Level The user can

No Access Not access workspaces

Access Use workspaces assigned to them, but not edit
properties, change resource access, or delete
them

Manage Personal Create personal workspaces with characteristics

an administrator has predefined, manage access
to project resources, and delete their own
workspaces

Manage Project Create custom workspaces, assign them to
anyone in the project, and edit or delete any
workspace in the project

Resources

Controls the Resources dashboard: repositories, secrets, connected services, data buckets, and
mount points.

Level The user can

No Access Not open the Resources dashboard

Access See registered resources, but not edit or delete
them

Manage See, edit, and delete project repositories,

secrets, external services, and data buckets

Import Everything Manage allows, plus import Git
repositories, container images, and SAML
connected apps

Security

Controls the Audit dashboard and the security configuration of the project.
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Level

No Access

Access

Manage

Metrics

Controls the Insights dashboard.

Level

No Access
Access Personal

Access Project

Members

Controls the People dashboard.

Level

No Access
Access

Manage

Manage roles and permissions

The user can

Not open the Audit dashboard

Open the Audit dashboard and see network
policies, but not add, edit, or delete them
Add, edit, and delete registry credentials and
network policies, generate platform API keys,
and update project settings

The user can

Not open the Insights dashboard
See their own metrics

See their own and project-level metrics

The user can

Not open the People dashboard
See project members

Add and remove project members, and assign or
change their roles, up to the level of the role the
user holds themselves

A checkbox at the foot of the role editor rather than a level on a scale, labelled User can manage roles

and permission of other users (enable all permissions). It allows project administration: creating,

editing, and deleting roles, transferring project ownership, and restoring deleted workspaces.
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Setting The user can
User can manage roles and permission of Create, edit, and delete roles, transfer project
other users ownership, and restore deleted workspaces

Only the Project Owner role has it selected by default. It is separate from the Members permission:
a manager can add members and set their roles, but cannot create or edit the roles themselves.

Important:

Selecting this checkbox also raises every other permission on the role to its highest level, which
is what

“enable all permissions”in the label means. Workspace Apps, Workspaces, Resources, Security,
Metrics, and

Members all move to their maximum, and the regulated and confidential settings are switched
on. Clearing

the checkbox again restores the levels the role had before. Treat it as granting everything in the
project,

not only role management.

Separate settings

These are switches on the role rather than levels on a scale.

Setting Effect

Regulated resources The role can access resources marked as
regulated, meaning they fall under a regulation

Confidential resources The role can access resources marked as
confidential, such as intellectual property

Require templates for workspace creation The role can create workspaces only from a
template. Creating a custom workspace, or
copying an existing one, is blocked.

Limits on delegating access

A user with the Members permission set to Manage can bring people into the project and set their
roles, but not use that to escalate. Four rules apply, and the platform enforces all of them.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 206



Citrix SecurSpaces™

+ You cannot grant a role above your own. When you assign a role, it is compared against your
own role
in that project, permission by permission. If the role you are assigning is higher on any single
permission —including role management and the regulated and confidential settings —the as-
signmentis
refused, even if it is lower on every other one.

+ The limit applies to the role you grant, not the person you act on. It stops you creating
someone more
powerful than yourself. It does not stop you acting on a member who already holds more than
you: a member
manager can still change a manager’s role to a lower one, or remove them from the project.

+ You cannot change your own role, and you cannot remove yourself from a project.

+ You cannot remove the project owner. Ownership has to be transferred first, which requires
the
role-management checkbox.

Note:

These limits apply to project roles. A platform administrator, a security officer, or the owner of
the

project’s organization is not bound by them.

Create arole

Requires a role with User can manage roles and permission of other users selected, which the
Project Owner role has. A manager cannot create or edit roles: role management is separate from
the

Members permission that governs adding and removing members.

Open the access control panel from the People page,
add arole, name it, and set each permission. A role created at project level is available only in that
project.
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Project Owner Role Permissions
Set Permissions

Workspace Apps L L L ]
No Access Access Manage

Access and execution of = q

workspace applications User can open and close ports of workspaces

Workspaces L o 0] @

Access and management of No Access  Access  Manage PersonalManage Project

WOrKSpaces User can create custom workspaces, assign them to any user in the project, and
edit or delete any workspaces within the project

Resources ® & & L]

Access and management of Mo Access  ACCess Manage Import

TSI IFCAS User can impor new Git repositories, manage container images, as well as manage
all resources
Access to regulated and confidential resources

Security L & .

Access and management of No Access ACCess Manage

project secumty User can add, edit and delete registry credentials, network policies, generate

platform API keys and update project settings

Metrics L Lo L]

Access to insights and metrics No Access Access Personal  Access Project

User can access the Insights dashboard and see both personal and project metrics

Members ® o 9
Access and management of Mo Access  Access Manage

project members User can add and remove members to project with the People dashboard

Related information

» People
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+ Platform roles

+ Audit dashboard

» Network policies
« Project resources

Projects and organizations

August 18, 2026

General settings for a project and for the organization that contains it, and the recovery windows that
apply when either is deleted.

For what projects and organizations are and how they relate, see
Projects and
Organizations.

Where each setting lives

Setting Organization Project

Rename yes yes

Recover a deleted project yes —

Recover a deleted workspace — yes

Workspace policy, including Organization workspace policy ~ Workspace policy

security and network settings

Organization settings apply to every project inside the organization, so they are the place to standard-
ize
configuration rather than repeating it project by project.

Organization settings

Organization settings are the control point for every project in the organization. Defining a setting
here
gives a consistent baseline that each new and existing project picks up.
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l Platform / Smart Organization + Command Menu |t | K Q o

M Projects = Resources 2% People |~ Insights ©x Settings

e Organization General  Basic Info

Settings
Basic Information

General A

Basic Info ™ ™ Organization Name

[
[ | Smart Organization Rename

Deleted Project (o]

Workspace Settings v

Organization Owners

Add New Organization Owner
0 john org owner cool.o Delete [i

Recover a deleted project

A deleted project can be restored for 7 days. After that it is removed permanently, along with its
workspaces, secrets, images, repositories, and other resources.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

210



Citrix SecurSpaces™

O Organization General  Deleted Projects
Settings
ill be permanently deleted, along with all the workspaces
General A
Basic Info
PROJECT NAME DELETED ON OWNER
Deleted Projects
brisanje 23 Apr 2025 ;’ Milos Mutavdzic Restore O
Workspace Settings v
dumb_project 23 Apr 2025 o John ProjectOwner Restore 'O
Note:

Cleanup runs on a schedule rather than at the exact moment the window closes, so a project
may remain
visible slightly past 7 days. Do not rely on the extra time.

Project settings

Under Basic Information you can change the project’s name.
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£ Project Settings EEIET
General Basic Information
Workspace Settings v Project Name
mm o Core Team
Deleted Workspaces
© Youcanrestoreaw pace and make it a

© You have only 9 ys to restore a work

1 Team

Aleksa's Workspace o T

John's Workspace o T

Recover a deleted workspace

Victor's Workspace 0 Smart Organization/Core

Smart Organization/Core

Smart Organization/Core

Rename

fter that, it will be permanently deleted

26 Mar Restore

2025 9

26 Mar Restore

2025 9

22 Apr 2025 ReSICS
P 2}

Delete

o]

Delete

o

Delete

o

A deleted workspace can be restored for a period your platform administrator sets, from 1 to 99 days.

After that it is removed permanently.

The retention period is configured at platform level under

Workspace policy,
not per project.

Note:

A mount point cannot be deleted while a deleted workspace in the recycling bin still uses it, be-

cause that
workspace can still be restored. See
Mount point limits and behavior.

Related information

» Projects

Organizations
» Workspace policy
Onboard developers
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Container images

September 18, 2026

Container images or also Cloud Development Environments (CDEs) are used to define the configura-
tion of a development environment. Typically, CDEs define all the software dependencies necessary
for building the intended application once implemented. Users create workspaces with such an im-
age as “blueprint”, and begin contributing code to the project within this context.

CDE images are imported from a registry as part of the resources available to users on the platform.
Registries are either public or private.

For private registries, you need to provide credentials to authenticate properly before importing the
image. Public registries, by definition, do not need credentials.

» View CDE Images

+ Add a CDE Image

+ View Registry Credentials

» Add a Registry Credential

+ Update a Registry Credential

View CDE Images

The panel displays the available CDE images in the project. You may search for one or filter those used
in workspaces.
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l / z / Core Team ~ &l = Q 0

) Overview 2 Workspaces = Resources 2s= People © Audit |~ Insights ¢ Settings

£ Resources Container Images Images

Repository Access Control Add Image D Q Al v

Data Buckets

» = Default Android studio image t t @ -
Secrets

» = Default Generic Image t t 4 2.2 @ -
Connected HTTP Services — ,

» = Default GoLand Image @ -
Connected SSH Services » = Default IntelliJ Java Image Q@ -
. » = Default IntelliJ Ultimate @ -
Container Images

» == Default PHPStorm Image ~ 5 @ -

» = Default PyCharm Image k t @ -

A CDE image is defined by the following characteristics:

+ Basic information: Name, scope of use (platform, organization or project), URL and tag.

+ Class Level: This option defines the visibility for the CDE image based on the user’s permis-
sions.

+ Asset Information: This option allows for providing a description of the CDE.

By clicking on a CDE image, you can see a list of the CDE’s versions followed by basic details such as
imported date, status.

Add a CDE Image

Requires the Resources permission set to Import.

Select Add Image. The form opens as New Workspace Image and asks for:

1. URL, the full path to the image, in the form <registry>/<namespace>/<repository
>:<tag>.

Image Name, a name to identify the image.

Image Tag, for example v1.0.0.

Private Registry (optional), the credential used to reach a private registry.

ok W

Attach Asset Information (optional), a description of the image.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 214


https://docs.citrix.com/en-us/securspaces/manage/people/roles.html

Citrix SecurSpaces™

New Workspace Image

Enter a name for the image, a URL that points to the container image, and a tag specifying the version.
/. The image should fulfill the following requirements:

« Contain a SSH client, e.g., OpenSSH
« Have the Git and Git LFS clients installed
* Have a user "developer” with id 1000, i.e., run the command "adduser -u 1000 developer"

Image Name *

Pefault Image

URL *

Image URL

Image Tag *

e.g.,v1.0.0

Private Registry

Registry Credential

No credential

() Attach Asset Information

Import

Warning

The image must meet the SecurSpaces container image requirements before it can be used for a
workspace. At

minimum it needs an SSH client, Git and Git LFS, and a user named developer with UID 1000.
For the full

list, see

Container image requirements.

You can edit or delete a CDE image by clicking on the “...”icon next to its class level.

View Registry Credentials

To display credentials used in the project click on the “Credentials”’button on the top right of the
panel. You may search for one or filter those used in workspaces.
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& petorm/

) Overview 2 Workspaces

= Resources

Repository Access Control
Data Buckets

Secrets

Connected HTTP Services
Connected SSH Services

Container Images

n/ CoreTeam

= Resources 2s% People © Audit [~ Insights

Container Images

Add Registry Credential Q

NAME

= dockerio
= fif

< mdev-docker

lenu Ctl K go

£ Settings

Credentials

[ All v

A Registry Credential is defined by the following characteristics:

1. Name,
2. Scope and
3. aURL.

For security purpose, no credentials are directly exposed or available for consultation.

Add a Registry Credential

Requires the Security permission set to Manage.

You can add a Registry Credential by pressing the “Add Registry Credential”button.
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Add New Registry Credential

Create a new docker registry credential.
Name
my_registry_credential

Username

Password

|| Attach Asset Information

You will need to enter the following information:

Name, to identify the credentials when needed during the registration of a CDE image,
Username:, and

Password:, as credential values, and an

URL: where the authentication is performed.

R

Asset information, a description of the registry credential.
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Update a Registry Credential

When a registry credential becomes invalid, a red key icon will be displayed next to the related con-

tainer image, as shown in the screenshot below.

‘ Platform

# Organizations CJ Workspaces 2y People = Resources |~ Insights © Audit %2 Settings

= Resources Container Images

EEREET TagEs addimage | - JUCUCHYEY

Secrets NAME UL
b = Java

Repository Access Control
> = KaliLinux

Connected SSH Services P
> = Minimal

Connected HTTP Services »

= Platform Sec

b = Test
Data Buckets

3% System Configuration

Command Menu | % | K o @ o

Images  Ci

DEFAULT TAG

0.0

edentials

Hover over the icon to reveal the name of the credential, then switch to the Credentials view by click-

ing on the respective tab in the top right corner.

Find the credential that was identified before in the list of stored credentials and click on the «...”

button on the right. Select Update to update the credential information.

‘ Platform

# Organizations ~ [J Workspaces  :2: People = Resources 1= Insights © Audit ¢ Settings

£ Resources Container Images
Container Images Add Registry Credential Q_ Search
Secrets NAM

= jfrog_test

Repository Access Control

> miladin-docker

Connected SSH Services = Platform Azure

. = platform_scope
Connected HTTP Services

Data Buckets

Related information

+ Create an image from an existing one
Manage toolchains with Mise
Manage toolchains with Nix

+ Manage workspace toolchains

3§ System Configuration

Menu | % | K 90@0

Images | Credentials

o]
o]
Update
Delete

View asset information
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» Update an existing container image
+ Workspace images

Update an existing container image

September 18, 2026

Overview

This article focuses on the platform workflow to update an existing container image so teams can
reuse a consistent, preconfigured toolchain across workspaces. For day-to-day software persistence
management, refer to the How to Maintain Persistent Changes in Your Workspace.

Why persistency matters

Container images define the baseline configuration of a development environment. Users create
workspaces from an image as a blueprint, which helps prevent environment drift and speeds up on-
boarding.

Context: persistence and startup scripts

In SecurSpaces, only data in /home/developer is persistent by default. Changes outside that di-
rectory (for example OS-level package installations) do not persist across workspace restarts.

The best practice is to keep shared tooling (e.g. across a team, a project, etc.) in a workspace base
image, so teams get a consistent toolchain across workspaces. Use startup scripts only for individual
customization, e.g. user-specific.

For details about workspaces’persistence model and how to make subsequent installations persis-
tent, refer to How to Maintain Persistent Changes in Your Workspace.

Manage container images (Resources -» Container images)

Permission:

To add a workspace image, you need the Resources permission set to Import.

Images are imported from a registry (public or private). Private registries require credentials; public
registries do not.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 219


https://docs.citrix.com/en-us/securspaces/manage/images/update-container-image.html
https://docs.citrix.com/en-us/securspaces/manage/images/index.html
https://docs.citrix.com/en-us/securspaces/develop/what-persists.html
https://docs.citrix.com/en-us/securspaces/develop/what-persists.html
https://docs.citrix.com/en-us/securspaces/manage/people/roles.html

Citrix SecurSpaces™

View container images

The Container images panel (under Resources > Container images) displays the images available
in the selected scope (project, organization, or platform). You can search for images or filter those
currently used in workspaces.

Add a container image

To add an image:

1. Go to Resources » Container Images for your project.

2. You can add container images at the project, organization, or platform scope (depending on
your permissions)

3. Select Add Image.

4. Provide URL, Image Name, and Image Tag. Optionally, set Private Registry and
Attach Asset Information.

Warning:

For image requirements, see Container image requirements.

(Optional) Sample images

If you want examples of workspace images, Citrix publishes both Dockerfiles and prebuilt images:

+ strong-network/images on GitHub —Dockerfiles and build scripts you can adapt.
« strongnetwork on Docker Hub —prebuilt images you can reference directly.

Make an environment persistent for your team

There are two common ways to standardize tooling for a team:

Option 1: Create a new workspace image (where supported)

In product deployments, Citrix SecurSpaces™ can transform a startup script into a new workspace
image automatically whenever needed. Feature availability can differ between environments.
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Option 2: Start from an existing image and standardize configuration with startup scripts

Use this option when you want a reliable baseline and only need to apply configuration or smaller in-
stallations at workspace startup. Startup scripts can run pre-start or post-start depending on whether
the workspace must wait for them.

Points of consideration

« Only /home/developer is persistent between workspace restarts. Plan installations accord-
ingly (image, user-space tooling, or startup script).

+ Image prerequisites: verify SSH, GIT, GIT LFS, and developer UID 1000 before sharing an image
broadly.

+ Governance: consider restricting allowed registries and configuring private registries centrally
(Image URL Constraints and Create Image Registry).

References

+ Maintain persistent changes in your workspace

« Container Images

» Create a Workspace

+ Resource Settings (Image URL Constraints, Create Image Registry)
+ Sample images repository on GitHub

+ Prebuiltimages on Docker Hub

FAQ

« Why did my installed tools disappear after a restart?

Only /home/developer is persistent. Anything installed elsewhere must be baked into the
image or re-applied at startup.

« What is the fastest way to onboard a team?

Provide a workspace image that includes the shared toolchain and keep only dynamic configu-
ration in startup scripts.

« When should | use post-start?

Use post-start for heavy work so the workspace becomes available quickly while setup contin-
ues in the background.
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Related information

» Containerimages

+ Create an image from an existing one
+ Manage toolchains with Mise

» Manage toolchains with Nix

« Manage workspace toolchains

» Workspace images

Create an image from an existing one

August 19, 2026

Requires the Resources permission set to
Import.

Most teams need a standard image with a few additions: a language runtime, an internal CLI, a certifi-
cate.
Maintaining a Dockerfile and a build pipeline for that is disproportionate work.

Create Image From Existing does it on the platform instead. You pick a base image, supply a bash
script,

and Citrix SecurSpaces™ builds a new image with your script as the final RUN layer of the Dockerfile,
then

pushes it to your registry. The result appears as an ordinary container image that any workspace or
template

can use.

Before you start

The option only appears when a platform administrator has configured a destination registry —the
registry that images built on the platform are pushed to. Until then, Add Image is a plain button with
no

dropdown.

If you do not see Create Image, that setting is missing. See
Registry access.

You also need a registry credential whose URL matches the destination registry. The build pushes
with it,
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and workspaces pull the finished image with it. If no credential matches, the modal says so and Con-
firm
stays disabled.

Create the image

1. Open Resources > Container Images.

2. Select the arrow next to Add Image, then select Create Image.

A Platform / Main Organization / Strong Network Core «

© Overview  CJ Workspaces £ Resources  :2: People O Audit
- .
= Resources Container Images

Container Images Add Image n Q s

Create Image

VSCode Versions -

3. Choose the Base Image and the Tag to build on.
4. Enter the Image Name and Tag for the image you are creating, for example v1.0.0.

5. Check the Destination Registry. It is filled in from the platform setting.

(0]

. Select a registry credential for that registry. If the list is empty, select Add Credential and
provide a name, username, password, and the registry URL.
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Add New Registry Credential

Create a new docker registry credential.
Name
my_registry_credential

Username

Password

[ ] Attach Asset Information
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Create Image From Existing

Create the container image with a specified base version and a custom bash script to
execute as the final RUN command in the Dockerfile.

Base Image Tag

v 015cef5f2de509
f4311fff9cfch75 W
d12ca8d2c26

github image

Image Name Tag

Default Image e.g., v1.0.0

Destination Registry

strongnetworkstagings.azurecr.io/1113637507649290/

There are no registry credentials. v C + Add Credential )

No registry credentials match
strongnetworkstagings.azurecr.io/1113637507649290/.

Select a credential for the destination registry. It is mounted on workspaces to pull the built image.

Custom Script @

(] Attach Asset Information

Confirm Cancel
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7. Enter your Custom Script. It runs as the last RUN command in the generated Dockerfile.

8. Select Confirm.

The build runs on the cluster. When it finishes, the image is listed alongside your other container

images.

Writing the script

The script is a single RUN layer appended to the base image, so ordinary Dockerfile rules apply:

« It runs as part of the build, not at workspace start. Anything it installs is baked into the image.

« It runs non-interactively. Commands that prompt will hang until the build deadline expires.

+ Only the filesystem changes persist. Environment variables set with export do not survive the
layer.

+ The base image must still satisfy the
container image requirements
after your script has run —in particular the developer user with UID 1000, and the SSH, Git,
and Git LFS
clients.

Keep the script to what is genuinely shared by the team. A workspace-specific step belongsin a
startup script,
which runs at start and can be changed without rebuilding.

Build limits

Builds run as a Kubernetes Job with fixed bounds. A build that exceeds them fails rather than degrad-

ing the

cluster:

Limit Default

CPU 500m requested, 2 cores maximum

Memory 1 GiB requested, 4 GiB maximum

Wall clock 30 minutes

Retries None —a failed build is reported, never retried

A large compile or a script that downloads a great deal of data can exceed the memory limit or the
deadline.
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If that happens, move the heavy work into a baseimage built by your own pipeline, and use this feature
for
the thin layer on top.

Aplatform administrator can raise these bounds with imageBuilderSpecificationintheHelm
values, which

accepts cpuRequest, cpuLimit, memoryRequest, memoryLimit, and deadlineSeconds.
Limits are raised to

match requests if they are configured lower.

How the build is isolated

Your script is arbitrary code, and it runs on the cluster. SecurSpaces builds it in a sandbox rather than
on
a Docker daemon:

« The build runs rootless BuildKit inside a user namespace, as a non-root user.

« The container is not privileged, drops all Linux capabilities, and the build process itself holds
none.

+ CPU and memory ceilings mean a runaway script is stopped rather than exhausting the node.

« The Job is never retried, so a hung script cannot restart indefinitely, and it is cleaned up after it
finishes.

This is why the feature is gated on a platform-level setting rather than being available by default: en-
abling
it lets project members run build-time code on your cluster, within that sandbox.

Create an image from a workspace

The same build is available while editing a workspace, under Startup Scripts, as create a custom
image based

on the current workspace image, extended with selected startup scripts. Use it to promote
startup scripts

that have settled into the image, so they no longer run on every start.

That route additionally requires the workspace image to have a registry credential attached.
Related information

« Containerimages
» Workspace images
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« Containerimage requirements
» Registry access

Manage workspace toolchains

August 18, 2026

A toolchain manager lets each project declare the language runtimes and tools it needs in a file in its
own
repository, so one base container image serves many teams. Citrix SecurSpaces™ documents two:

o Mise
o Nix

Neither is built into the platform. Both are ordinary tools you install in a base image, and both work
because
of the same platform behavior, described below.

Choose between Mise and Nix

Mise Nix
Configuration file mise.toml flake.nix
Typical first start 10-60 seconds 30-120 seconds
What persists by default Tools install under The Nix store is at /n1 x, which
/home/developer, which does not persist unless you add
persists avolume
Reproducibility Pinned tool versions Fully pinned dependency
closures through
flake.lock
Learning curve Low. Familiar to anyone who Higher. Requires learning the
has used asdf or nvm. Nix language.

Choose Mise when you want per-project tool versions with minimal setup, and your teams are com-
fortable
pinning versions in a simple file.
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Choose Nix when you need bit-for-bit reproducible environments and are prepared to configure a
persistent
volume for /nx and to invest in the Nix language.

Platform behavior both rely on
Only /home/developer persists

The workspace container is recreated from its image on every start. /home/developer is a persis-
tent volume

and survives; everything else does not. See

What persists in a SecurSpaces workspace.

This is what makes a toolchain manager practical: tools download once and remain on subsequent
starts.

Files written during the image build are hidden

A persistent volume is empty when it is first created, and mounting it hides anything the image build
wrote to

that path. Installing tools into /home/developer in a Dockerfile therefore has no effect at run-
time.

Install to a system path such as /usr/local, and use a first-start script for anything that must live
inthe

home directory.

First-start scripts

Scriptsin /usr/bin/strong_network_startup/ in the image run once, on first start, after /
home/developer
exists.

The platform records that they have run by creating /home /developer/.strong_network_init
. Because that

marker lives on the persistent volume, the scripts run again for any workspace with a new volume,
and again if

the marker is deleted.

These are distinct from the startup scripts configured in the console, which run on every

start. See
Startup scripts.
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Certificates when a network policy is attached

When a workspace has a network policy attached, its outbound traffic is routed through the Secur-
Spaces egress

proxy, and the proxy’s certificate is appended to the system trust store at
/etc/ssl/certs/ca-certificates.crt.

The platform also configures several ecosystems that keep their own trust store:

Ecosystem Configured

npm cafile

pip global.cert

yarn strict-ssldisabled

Node.js NODE_EXTRA_CA_CERTS

Python requests REQUESTS_CA_BUNDLE

Java The certificate is imported into the JDK keystore
VS Code http.proxyStrictSSL disabled

Tools that read the system trust store, including Mise and Nix, work without further configuration. A
tool

that ships its own CA bundle and ignores the system store needs to be pointed at the proxy certificate
explicitly.

See Network policies.

Sample scenario

Both worked examples use the same project, a web application requiring:

» Node.js 22, the application runtime

+ Python 3.13, for build scripts and tooling

+ Terraform 1.x, for infrastructure management
* jq, for JSON processing

Related information

+ Manage workspace toolchains with Mise
» Manage workspace toolchains with Nix
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» What persists in a SecurSpaces workspace
+ Workspace images
+ Workspace templates

Manage workspace toolchains with Mise

September 18,2026

Instead of building and maintaining separate container images for every team, you can use Mise-en-
Place (Mise) to define project-specific toolchains on top of a single base image. Mise is a polyglot
developer tool version manager that lets each team declare their required languages, runtimes, and
CLl toolsinamise.toml configuration file that lives in the repository alongside the code.

Why use Mise?

Mise simplifies how your organization manages development toolchains in Citrix SecurSpaces™. It
offers several benefits over maintaining multiple container images:

+ Fewer images to maintain. Use one base image across your organization and let teams define
their tooling needs per project.

« Faster onboarding. Developers clone a repository and the tools install automatically —no
manual setup, no outdated documentation.

+ Version-controlled environments. Toolchain definitions live in Git, so changes go through
pull requests and code review just like any other code change.

 Faster workspace restarts. Because workspaces persist the /home/developer directory,
installed tools survive between sessions. After the first start, subsequent starts activate in under
a second.

+ Self-service for developers. Teams update their own toolchain without requesting a new con-
tainer image from the platform team.

+ Consistency across the team. Every developer on a project gets the same tool versions, reduc-
ing “works on my machine”issues.

+ No root required for runtime changes. Developers install or upgrade language runtimes into
theirown home directory, so common friction pointslike npm install -gpermissionerrors
or pip polluting the system Python disappear. The base image stays immutable.

+ Lessimage sprawl. Instead of maintaining a separate image for every combination of runtimes
(Python 3.10 + Node 18, Python 3.12 + Node 20, and so on), a single polyglot image lets develop-
ers pick versions per project, which reduces the number of images you build, scan, and store.
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How it works in SecurSpaces

The overall approach follows this pattern:

1. Your platform team creates a single base container image with Mise pre-installed.

2. Each team commitsamise.toml configuration file to their repository.

3. When a developer starts a workspace, Mise reads the configuration and installs the declared
tools.

4. Because /home/developer persists across workspace restarts, installed tools remain avail-
able on subsequent starts without re-downloading.

What happens on first start versus subsequent starts

First workspace start Subsequent starts

Downloads and installs declared tools (typically ~ Detects tools already present; activates instantly
10-60 seconds depending on the number of (under 1 second)
tools)

Sample scenario

The examples in this guide use a web application project that requires the following toolchain:

+ Node.js 22 (application runtime)
+ Python 3.13 (build scripts and tooling)
Terraform 1.x (infrastructure management)

+ jq (JSON processing)

Configure a base container image

Start with the generic image from the SecurSpaces image repository. This image is based on Ubuntu
24.04 and includes common development utilities like Git, Docker, kubectl, and cloud CLIs.

Extend this image by installing Mise at build time. This ensures Mise is available immediately when a
workspace starts, without requiring developers to install it themselves.

Create a Dockerfile that extends the generic image:

FROM strongnetwork/generic:latest
USER root

# Install Mise for all users
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RUN curl https://mise.run | MISE_INSTALL_PATH=/usr/local/bin/mise sh

# Add a first-start script that configures Mise for the developer user.

# Scripts in /usr/bin/strong_network_startup/ run automatically on
first

# workspace start, after /home/developer has been created.

COPY setup-mise.sh /usr/bin/strong_network_startup/setup-mise.sh

RUN chmod +x /usr/bin/strong_network_startup/setup-mise.sh

USER 1000
WORKDIR /home/developer

Create setup-mise. sh alongside your Dockerfile:

#!/bin/bash
# setup-mise.sh — runs once on first workspace start
# At this point /home/developer exists and 1is writable.

if | grep -q 'mise activate' /home/developer/.bashrc 2>/dev/null; then
echo 'eval "$(mise activate bash)"' >> /home/developer/.bashrc
fi

Why not write to . bashrc in the Dockerfile? The /home/developer directory doesn’t exist dur-
ing the initial startup phases of a new workspace. It’s created later in the startup flow. Scripts placed
in /fusr/bin/strong_network_startup/ run after /home/developer is available, so they
can safely write to it.

Mise installs tools into ~/ . local/share/mise/installs/ by default. Because this path is in-
side /home/developer, allinstalled tools persist across workspace restarts.

Harden the Mise installation for production

The curl https://mise.run | sh pattern above is convenient for getting started, but most
production environments will want stronger supply-chain controls. Two changes turn the base image
into a production-ready Mise install:

1. Replace the remote installer with a pinned download from your own artifact registry.
2. Enforce system-level Mise settings (registry mirrors, proxy, allowed plugins) in /etc/mise/
config.toml sothey apply to every developer.

Install Mise from an internal artifact registry

Avoid executing remote installer scripts at image build time. Instead, mirror the Mise release into
your internal artifact registry (for example, JFrog Artifactory) and download it during the build with
an authenticated, version-pinned request. Use BuildKit build secrets so the registry token never lands
in animage layer.
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Create a hardened install script alongside your Dockerfile:

#!/bin/bash

# install-mise.sh — downloads a pinned Mise release from JFrog
Artifactory

set -euo pipefail

MISE_URL="https://artifactory.example.com/artifactory/generic-local/
mise/vs{
MISE_VERSION }

INSTALL_PATH="/usr/local/bin/mise"

# Resolve the architecture-specific asset name
case "$S(uname -m)" dn

x86_64) MISE_ARCH="x64" ;;

aarch64) MISE_ARCH="arme64" ;;

x) echo "Unsupported architecture: $(uname -m)"; exit 1 ;;
esac
FILENAME="mise-v${

MISE_VERSION }

-linux-${

MISE_ARCH }

.tar.gz"

# Download and verify
curl -fsSL -H "Authorization: Bearer ${
JF_TOKEN }
n \
ll${
MISE_URL }
/54
FILENAME }
" -o /tmp/mise.tar.gz
curl -fsSL -H "Authorization: Bearer ${
JF_TOKEN }
n \
"${
MISE_URL }
/$4
FILENAME }
.sha256" -o /tmp/mise.tar.gz.sha256
(cd /tmp && sha256sum -c mise.tar.gz.sha256)

tar -xzf /tmp/mise.tar.gz -C /usr/local/bin --strip-components=1 bin/
mise
chmod +x "${
INSTALL_PATH }

rm /tmp/mise.tar.gz /tmp/mise.tar.gz.sha256

Then call the script from the Dockerfile, passing the registry token as a build secret:

ARG MISE_VERSION=2026.2.20
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USER root

COPY fnstall-mise.sh /tmp/install-mise.sh
COPY mise-config.toml /etc/mise/config.toml

RUN --mount=type=secret,id=jfrog_token \
JF_TOKEN="S$(cat /run/secrets/jfrog_token)" \
MISE_VERSION="${

MISE_VERSION }

n \
bash /tmp/install-mise.sh && \
rm /tmp/install-mise.sh

RUN echo 'eval "$(mise activate bash)"' >> /etc/bash.bashrc

Build the image with the secret bound from your Cl environment, for example:

DOCKER_BUILDKIT=1 docker build \
--secret id=jfrog_token,env=JFROG_TOKEN \
-t your-registry/sds-base:latest .

The token is available only to the RUN step that mounts it and is never written to an image layer.

Enforce system-level Mise configuration

Settings that should apply to every developer —registry mirrors, an internal proxy, an allowlist of plu-
gins—belongin /etc/mise/config.toml. Because thefile livesin the container layer, it cannot
be overridden by changesinside /home /developer,anditisreapplied on every workspace start.

A minimal configuration pointing Mise at internal mirrors:

[settings]
# Rewrite outbound download URLs to your +internal mirror

url_replacements = {
"github.com" = "artifactory.example.com/github-mirror" }

[settings.node]
mirror_url = "https://artifactory.example.com/artifactory/nodejs-dist"

[settings.python]
# Resolve Python builds from your internal mirror of python-build-

standalone
mirror_url = "https://artifactory.example.com/artifactory/python-build-

standalone"

Developers can still add their own mise. toml per project, but they cannot bypass the system-level
mirror, proxy, or plugin restrictions defined here. For the full list of available settings, see the Mise

settings reference.
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Enable Mise on existing workspaces

The containerimage approach above works for new workspaces created from the updated image. For
existing workspaces that are already running, use a workspace startup script instead.
Configure a startup script in the SecurSpaces console (under workspace properties or as part of the
workspace template). The script checks whether Mise is already set up and only runs the installation
if needed:

#!/bin/bash

# Workspace startup script — configure in the SecurSpaces console or
workspace template

# Install Mise if not already present
if | command -v mise &> /dev/null; then
curl https://mise.run | MISE_INSTALL_PATH=/home/developer/.local/bin/
mise sh
fi

# Activate Mise 1in the shell 1if not already configured

if | grep -q 'mise activate' /home/developer/.bashrc 2>/dev/null; then
echo 'eval "$(mise activate bash)"' >> /home/developer/.bashrc

f4

# Source Mise for the current script session
eval "$S(mise activate bash)"

# Install project tools if a mise.toml exists

if [ -f /home/developer/project/mise.toml ]; then
cd /home/developer/project
mise install

fi

Because this script checks for existing installations before acting, it’s safe to run on every workspace
start. On an already-configured workspace, it completes in under a second.

Define your project toolchain

Once your base image includes Mise, each team defines their toolchain in a mise. toml file at the
root of their repository:

[tools]

node = "22"
python = "3.13"
terraform = "1"

jg = "latest"

When a developer opens a workspace and navigates to the project directory, Mise automatically in-
stalls the specified tool versions and adds them to the shell’s PATH.
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Install tools on workspace start

If you want tools pre-installed before the developer opens a terminal, add mise install toyour
workspace startup script (see Enable Mise on existing workspaces for the full script pattern). The es-

sential command is:

cd /home/developer/project
mise install

On first start, this downloads and installs all declared tools. On subsequent starts, Mise detects the
tools are already present and completes in under a second.

Use environment variables and tasks

Mise also manages environment variables and project tasks. Add them to the samemise.toml:

[tools]

node = "22"
python = "3.13"
terraform = "1"

jg = "latest"

[env]
NODE_ENV = "development"
AWS_REGION = "eu-west-1"

[tasks]

dev = "npm run dev"

test = "npm test"

lint = "npm run lint && terraform validate"

Developers can then run mise run devormise run test and the correct tools and environ-

ment variables load automatically.
For full details on Mise configuration, see the Mise documentation.

Pre-install tools at image build time

The default Mise workflow installs tools into /home/developer/.local/share/mise/
installs/ the first time a workspace starts. That keeps the base image small, but it means
developers wait for the download on first start and the workspace needs network access to a registry

(or an internal mirror) at that moment.

If you want a specific runtime to be available immediately on first start —for example, because your
team always uses Node 22, or because your workspaces have restricted egress —bake the tool into

the image at build time instead.
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Install tools globally into a shared Mise data directory

Set MISE_DATA_DIR to a system path (such as /usr/share/mise) during the build and symlink
the resulting binary into /usr/bin. This makes the runtime available to every developer immedi-
ately, without consuming space on the persistent volume:

USER root

# Install Node 22 globally 1into /usr/share/mise and expose it on PATH
RUN MISE_DATA_DIR=/usr/share/mise mise use -g node@22 && \
1n -s "$(MISE_DATA_DIR=/usr/share/mise mise which node)" /usr/bin/
node

The tool installed this way lives in the container layer, so it is available immediately on every work-
space start with no download. Developers can still add their own per-project mise. toml to layer
additional or different versions on top —Mise resolves project-scoped tools from ~/ . Llocal/share
/mise/installs/ firstand falls back to the shared directory.

This pattern is the right choice when:

+ Aspecific runtime version is mandatory for the team and should not need to be redownloaded.
« Workspace egress is restricted and you cannot relyon mise install succeeding at runtime.
+ You want predictable first-start performance regardless of registry latency.

Pre-install with a first-start script (lazy loading)

If you prefer to keep the base image small but still avoid asking developers to install tools manually,
use afirst-start script thatrunsmise use --global fortherequired runtime. The download hap-
pens once, on first start, and persistsin /home /developer for subsequent starts.

Place the scriptin /usr/bin/strong_network_startup/ inyourimage:

#!/bin/bash

# /usr/bin/strong_network_startup/install-node.sh — runs once, on
first start

mise use —--global node@22

COPY --chmod=755 install-node.sh /usr/bin/strong_network_startup/
install-node.sh

This keeps the image small but still requires network access to a Mise registry (or your internal mirror)
on first start.
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Understand workspace persistence

Mise installs tools under /home/developer, which persists across restarts, so tools download
once.

Path Persists

/home/developer/.local/share/mise Yes. Tool binaries.
/installs/

/home/developer/.local/share/mise Yes. Tool metadata and shims.

/

/home/developer/.cache/mise/ Yes. Download cache.
Jusr/local/bin/mise Part of the image layer, always present
Packages installed with apt-get at runtime No

The first start always downloads tools, because the persistent volume is empty and hides anything
the image

build wrote to that path. To shorten it, host an internal binary mirror and pin versions rather than
using

latest, which avoids a lookup for the newest release.

For the persistence model in full, see Manage workspace toolchains
and What persists in a SecurSpaces workspace.

Network and security considerations

Mise downloads binaries from external registries at runtime. If your SecurSpaces deployment en-
forces egress controls, allow access to the following domains:

+ mise.run—installer
+ github.comandapi.github.com—tool downloads and version resolution
« nodejs.org,python.org,and similar upstream registries depending on the tools used

Alternatively, configure internal mirrors for these registries and point Mise to your internal URLs.
See Harden the Mise installation for production for an example that mirrors Mise itself and enforces
system-level mirror settings, and the Mise settings documentation for details on configuring custom
registries.
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Note:

When a workspace has a network policy attached, its traffic is routed through the SecurSpaces
proxy service

and the proxy certificate is added to the system trust store. Both tools read that store, so no extra
certificate configuration is needed. See

Certificates when a network policy is attached.

Where to go next

Mise documentation —full reference for tool management, tasks, and environment variables

+ SecurSpaces workspace images repository —base and generic container images for Secur-
Spaces

Workspace templates —configure startup scripts and resource settings in your workspace tem-

plates
« Manage workspace toolchains —choosing between Mise and Nix, and the platform behavior
both rely on

Related information

« Containerimages

+ Create an image from an existing one
« Manage toolchains with Nix

+ Manage workspace toolchains

» Update an existing container image
+ Workspace images

Manage workspace toolchains with Nix

September 18, 2026

Instead of building and maintaining separate container images for every team, you can use Nix Pack-
age Manager (Nix) to define project-specific toolchains on top of a single base image. Nix is a purely
functional package manager that lets each team declare their required languages, runtimes, and sys-
tem packagesin a flake.n1x configuration file that lives in the repository alongside the code.
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Why use Nix?

Nix simplifies how your organization manages development toolchains in Citrix SecurSpaces™. It of-
fers several benefits over maintaining multiple container images:

« Fewer images to maintain. Use one base image across your organization and let teams define
their tooling needs per project.

« Faster onboarding. Developers clone a repository and the tools install automatically —no
manual setup, no outdated documentation.

+ Version-controlled environments. Toolchain definitions live in Git, so changes go through
pull requests and code review just like any other code change.

+ Faster workspace restarts. With a persistent Nix store, installed packages survive between
sessions. After the first start, subsequent starts activate in under a second.

+ Self-service for developers. Teams update their own toolchain without requesting a new con-
tainer image from the platform team.

+ Consistency across the team. Every developer on a project gets the same tool versions, reduc-
ing “works on my machine”issues.

+ Reproducible builds. Nix guarantees that if a package builds on one machine, it builds identi-
cally on another —packages are isolated and identified by cryptographic hashes of their entire
dependency graph.

How it works in SecurSpaces

The overall approach follows this pattern:

1. Your platform team creates a single base container image with Nix pre-installed.

2. Each team commits a f'lake.n1x configuration file to their repository.

3. When a developer starts a workspace, Nix reads the configuration and downloads the declared
packages.

4. With a persistent Nix store, installed packages remain available on subsequent starts without
re-downloading.

What happens on first start versus subsequent starts

First workspace start Subsequent starts

Downloads package closures from the binary Packages already in store; activates instantly
cache (typically 30-120 seconds depending on (under 1 second)
the number of packages)
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Important:

This assumes you’ve configured persistence for the Nix store. Without it, Nix re-downloads pack-

ages on every restart. See Configure persistence for Nix for setup options.

Sample scenario

The examples in this guide use a web application project that requires the following toolchain:

Node.js 22 (application runtime)

Python 3.13 (build scripts and tooling)
Terraform 1.x (infrastructure management)
jq (JSON processing)

Configure a base container image

Start with the generic image from the SecurSpaces image repository. This image is based on Ubuntu

24.04 and includes common development utilities like Git, Docker, kubectl, and cloud CLlIs.

Extend this image by installing Nix at build time. This ensures Nix is available immediately when a

workspace starts, without requiring developers to install it themselves.

Create a Dockerfile that extends the generic image:

FROM strongnetwork/generic:latest
USER root

# Install Nix in single-user mode (installs to /nix)

RUN curl -L https://nixos.org/nix/install | sh -s -- --no-daemon

# Add a first-start script that configures Nix for the developer user.

# Scripts in /usr/bin/strong_network_startup/ run automatically on

first
# workspace start, after /home/developer has been created.
COPY setup-nix.sh /usr/bin/strong_network_startup/setup-nix.sh
RUN chmod +x /usr/bin/strong_network_startup/setup-nix.sh

USER 1000
WORKDIR /home/developer

Create setup-nix.sh alongside your Dockerfile:

#!/bin/bash
# setup-nix.sh — runs once on first workspace start
# At this point /home/developer exists and is writable.

if | grep -q 'nix-profile' /home/developer/.bashrc 2>/dev/null; then
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echo '. /nix/var/nix/profiles/default/etc/profile.d/nix.sh' >> /home/
developer/.bashrc
fi

Why not writeto . bashrcinthe Dockerfile? The /home/developer directory doesn’t exist during
the initial startup phases of a new workspace. It’s created later in the startup flow. Scripts placed in /
usr/bin/strong_network_startup/ runafter /home/developer isavailable, so they can
safely write to it.

Enable Nix on existing workspaces

The containerimage approach above works for new workspaces created from the updated image. For
existing workspaces that are already running, use a workspace startup script instead.

Configure a startup script in the SecurSpaces console (under workspace properties or as part of the
workspace template). The script checks whether Nix is already set up and only runs the installation if
needed:

#!/bin/bash
# Workspace startup script — configure in the SecurSpaces console or
workspace template

# Install Nix if not already present
if [ ! -d /nix ]; then

curl -L https://nixos.org/nix/install | sh -s -- --no-daemon
fi

# Activate Nix 1in the shell 1if not already configured
if ! grep -q 'nix-profile' /home/developer/.bashrc 2>/dev/null; then
echo '. /nix/var/nix/profiles/default/etc/profile.d/nix.sh' >> /home/
developer/.bashrc
fi

# Source Nix for the current script session
/nix/var/nix/profiles/default/etc/profile.d/nix.sh

# Build the development environment if a flake.nix exists
if [ -f /home/developer/project/flake.nix ]; then

cd /home/developer/project

nix develop --command true
fi

Because this script checks for existing installations before acting, it’s safe to run on every workspace
start. On an already-configured workspace, it completes in under a second.
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Define your project toolchain

Once your base image includes Nix, each team defines their environment ina flake . nix file at the
root of their repository:

{

description = "Web application development environment";
inputs = {

nixpkgs.url = "github:Nix0S/nixpkgs/nixos—-unstable";
}

outputs = {
self, nixpkgs 1}

let
system = "x86_64-Tlinux";
pkgs = nixpkgs.legacyPackages.${
system }
>
in

{

devShells.s${
system }
.default = pkgs.mkShell {

packages = [
pkgs.nodejs_22
pkgs.python313
pkgs.terraform
pkgs.jq

13

shellHook = "'
export NODE_ENV="development"
export AWS_REGION="eu-west-1"

)

}

Developers enter the environment by running nix develop from the project directory. This acti-
vates the declared packages and sets the specified environment variables.
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Install packages on workspace start

If you want packages pre-downloaded before the developer opens a terminal, add nix develop
--command true to your workspace startup script (see Enable Nix on existing workspaces for the
full script pattern). The essential command is:

cd /home/developer/project
nix develop -—-command true

This builds and caches the development environment without entering a new shell. Developers then
run nix develop interactively when they’re ready to work.

Alternatively, use direnv with the nix-direnv extension to activate the environment automatically
when entering the project directory.

Configure persistence for Nix

By default, Nix installs packages into /nix/store/, which is outside the persistent /home/
developer directory. Without additional configuration, Nix re-downloads all packages on every
workspace restart.

You have three options to make Nix packages persist:

1. Add a persistent volume at /nix (recommended). In your workspace template, configure an
additional persistent volume mounted at /n1 x. This is the simplest approach and works with
standard Nix substituters like cache.nixos.org.

2. Use a local store under the home directory. Configure Nix to use a store path within the per-
sistent home directory. This requires user namespace support in the container:

nix develop --store /home/developer/.nix-store

Note:

A relocated store can’t use the default binary cache without additional configuration. See
the Nix manual on local stores for details.

3. Use nix-portable. A single binary that operates entirely within SHOME without requiring a
system-level /nix mount. See the nix-portable repository for setup instructions.

Understand workspace persistence

Nix differs from most toolchain managers here: its store lives at /n x, outside the persistent home
directory. Without a persistent volume at /n x, packages re-download on every restart. See
Configure persistence for Nix.
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Path Persists
/home/developer/.bashrc Yes. Shell activation.
/home/developer/.nix-profile/ Yes. Symlinks to the active packages.
/nix/store/ Only with a persistent volume at /nix
/nix/var/ Only with a persistent volume at /nix
Packages installed with apt-get at runtime No

The first start always downloads packages, because both volumes are empty on creation and hide
anything the

image build wrote to those paths. To shorten it, run an internal

Nix binary cache as a

substituter, and lock flake . Lock to a specific nixpkgs commit so an upstream channel update does
not trigger

unexpected downloads.

For the persistence model in full, see Manage workspace toolchains
and What persists in a SecurSpaces workspace.

Network and security considerations

Nix downloads binaries from external registries at runtime. If your SecurSpaces deployment enforces
egress controls, allow access to the following domains:

+ cache.nixos.org—official binary cache
« github.com—flake inputs and source downloads
+ channels.nixos.org-—channel metadata

Alternatively, configure an internal binary cache and point Nix to your internal URLs. See the Nix con-
figuration reference for details on configuring custom substituters.

Note:

When a workspace has a network policy attached, its traffic is routed through the SecurSpaces
proxy service

and the proxy certificate is added to the system trust store. Both tools read that store, so no extra
certificate configuration is needed. See

Certificates when a network policy is attached.
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Where to go next

+ Nix documentation —guides and reference for Nix flakes, packages, and development shells

+ Nixpkgs search —search the 120,000+ available Nix packages

+ SecurSpaces workspace images repository —base and generic container images for Secur-
Spaces

+ Workspace templates —configure startup scripts and resource settings in your workspace tem-
plates

« Manage workspace toolchains —choosing between Mise and Nix, and the platform behavior
both rely on

Related information

« Containerimages

+ Create an image from an existing one
« Manage toolchains with Mise

» Manage workspace toolchains

» Update an existing container image
» Workspace images

Code repositories

August 19, 2026

Importing a repository into a project is what lets a developer clone and push without holding any cre-
dentials

of their own. Citrix SecurSpaces™ injects the credentials at runtime, through the proxy, so the devel-
oper’s

device never needs Git access to your source.

Repositories are Git based. They are imported from a provider your platform administrator has al-

ready
connected, or added manually by URL.

Provider Supported
GitHub Managed and self-hosted
GitLab Managed and self-hosted
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Provider Supported

Bitbucket Cloud and Server

Azure DevOps Managed

Any other Git host By URL, entered manually

If the provider you need is not offered when you import, it has not been connected at the platform
level yet.

See Code repositories

for what that involves, and ask your platform administrator.

View repositories

Repositories imported into the project are listed in a table. You can search, or filter by the
workspaces using them.

‘ atform / t zation /  Core Team + tenu (cot)(x Q o

& Overview  [J Workspaces | &= Resources | Z:* People  © Audit |~ Insights  £x Settings

£ Resources Repository Access Control Al (2

Repository Access Contro & Import From GitLab D Q r Al v

Data Buckets
< markotest o O https://github.com/test-multiple-orgs/markotest.git @

Secrets
= test o u https://bitbucket.org/tormey97/test [\

Connected HTTP Services
Connected SSH Services

Container Images

A repository record holds:

+ Basic information —name, scope (platform, organization, or project), who added it, the Git
provider,
and the URL.

+ Class level —the visibility of the repository, evaluated against each user’s permissions.

+ Asset information —a description.

Scope matters here. Arepository imported at platform or organization level is available to the projects
beneath it, so check what you already have before importing your own copy.
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Import a repository

Requires the Resources permission set to
Import.

1. Select Import Repository.
2. Select the provider.
3. The connected Git application is scanned for repositories. Select the one you want to import.

@ Platform / Smart Organization /  Core Team ~ vew en (k| O @@

# Overview  [J Workspaces = Resources 2= People ) Audit |~ Insights £ Settings

£ Resources Repository Access Control Al
Repository Access Contro . Select Server you want to Import
Select server by name v Next

Data Buckets

Secrets

Connected HTTP Services
Connected SSH Services

Container Images

Repository Access Control

Importing records the repository with the project. It does not copy any code: the repository stays
where it
is, and workspaces reach it through the platform.

Related information

+ Project resources

» Code repositories (platform setup)
+ Set up a project for your team

» Roles and permissions
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Secrets

September 18, 2026

Secret management allows developers to securely store sensitive data such as passwords, keys, and
tokens, in a protected environment with access controls capabilities.

Generally, the term “secret”points to any necessary credentials (e.g. cryptographic keys, tokens and
password) necessary to authenticate with a service during the development process. The storage of
secrets is a service that can be provided by the platform or

by an external mechanism. Once registered on the platform, secrets attached to

workspaces are available in the container’s filesystem as environment

variables or files. This section explains how secrets are managed by the platform, but

note that your platform might use an external service for that purpose.

« View Secrets
« Add a New Secret

View Secrets

Secrets used in the organization or project are displayed in a table. You may search for one or filter
those used in workspaces.
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‘ Platform / to zation /  Core Team + { culj[ K Q 0

) Overview 2 Workspaces = Resources 2s% People © Audit |~ Insights ¢ Settings

£ Resources Secrets N

Repository Access Control Add New Secret

Secret Name

Data Buckets

Secrets

Connected HTTP Services Value

Connected SSH Services

|| Attach Asset Information

Container Images

Q Al v

NAME ADDED BY REATEC

= azure_secret o 26 March 2025, 09:23 o

== azure_secret_staging_1 o 26 March 2025, 09:23 @

< cypress_token o 26 March 2025, 09:24 @
modal_secret_1 o 4 July 2024,17:38 @ -
modal_secret_4 o 4 July 2024,17:38 @ -
secret_1 o 4July 2024,17:41 o -
secret_2 o 4July 2024,17:41 @ -

A Secret is defined by the following characteristics:

« Basic information: Information such as name, the user who added it, scope of use (platform,
organization or project).

+ Class Level: This option defines the visibility for the secret based on the user’s permissions.

+ Asset Information: This option allows for providing a description of the secret.

Add a New Secret

Requires the Resources permission set to Manage.

You can create a secret at the top of the Secret Page.
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‘1‘1“i/‘t, zation / Core Team « Vienu [cul] [k Ja o

) Overview 2 Workspaces = Resources 2s% People © Audit |~ Insights £ Settings

£ Resources Secrets Al
Repository Access Control Add New Secret
Secret Name
Data Buckets
\
Secrets ecret name t t e o i spe racte they are
Connected HTTP Services Value

Connected SSH Services
|| Attach Asset Information

Container Images

You will need to enter the following information:

1. Name, a name to identify the secret,
2. Value;, i.e. the secret’s value, and an
3. Asset information, a description of the secret.

Related information

» Code repositories

« Connected HTTP services

» Connected SSH services

» Data buckets

» Choose between data buckets and mount points
« Project resources

Data buckets

August 13,2026

A Data Bucket is used for general, unstructured storage of data online. This is basically a folder in S3
format that is commonly used to store and access
large datasets. Most cloud vendors offer S3 data buckets as a general storage data mechanism. The
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platform supports buckets from vendors such as Azure, Google
and Amazon Web Services. They are particularly popular for Data Science applications.

Data Buckets allow you to use your external datasets inside a workspace. A data bucket attached to a
workspace is automatically mounted as a
folder to the container’s filesystem.

As for the other types of resources, data buckets are first imported to the platform such that they
become available when creating or updating the configuration of a workspace.

« View Data Buckets
» Import a Data Bucket

View Data Buckets

Data Buckets used in the project are being displayed. You may filter those in use.

§@ Platform / Sma :nization /  Core Team v fenu (ool K Q o

) Overview J Workspaces = Resources 2s% People © Audit [~ Insights & Settings

£ Resources Data Buckets All

Repository Access Control Import Google Bucket D Q Al v

Data Buckets

b extensions o gs://extensions_bucket Lo

Secrets
Connected HTTP Services
Connected SSH Services

Container Images

A Data Bucket is defined by the following characteristics:

« Basicinformation: Information such as name, the user who added it, service provider (Google,
Amazon or Microsoft) and URL.

« Class Level: This option defines the visibility for the container based on the user’s permissions.

« Permissions: This option lets you define access to a data bucket as read or read and write.
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+ Asset Information: This option allows for providing a description of the data bucket.

The platform provides a mechanism to create versions of buckets. A new version is created when data
is uploaded to a bucket from a workspace (with write access).

By clicking on a bucket you can see a list of versions followed by basic details (creation date, size,
status, connections) as well as its content by clicking on the book icon.

To upload data from a workspace, the workspace must already be attached to the Data Bucket and
must have

write access. If the workspace is not attached or has read-only access, choose another workspace or
update the

workspace’s resource access before uploading.

Import a Data Bucket

Requires the Resources permission set to Manage.

The import button names the provider it will use, so it reads Import Google Bucket,
Import Amazon Bucket, or Import Microsoft Bucket. Select the provider that matches your bucket
before importing.

The form opens as New Google Bucket, New Amazon Bucket, or New Microsoft Bucket, and asks
for:

1. Name, a name to identify the data bucket.
2. URL, which points to the cloud provider’s storage location.
3. Attach Asset Information (optional), a description of the bucket.

Select Import to save it.
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New Google Bucket

Enter a name for the data bucket and a URL that points to the bucket's provider.
You will be able to classify the asset and enter a description once you hit the
import button.

MName *

Bucket Name

URL *

https://storage.cloud.google.com/your-bucket or gs://your-bucket

|| Attach Asset Information

Import

Info

When importing Amazon buckets, you need to specify its region to optimize the data access per-
formance.

Related information

» Code repositories

Connected HTTP services

Connected SSH services

Choose between data buckets and mount points

Mount points
+ Project resources

Mount points

August 13,2026
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A Mount Point connects external file-based storage directly to a workspace file system. Unlike Data
Buckets, which create point-in-time snapshots that are replicated to the cluster, Mount Points provide
live access to the storage. Changes made inside the workspace are immediately visible to other work-
spaces sharing the same Mount Point, enabling real-time collaboration on shared files and datasets.

Mount Points are useful when teams need to:

+ Share large datasets (for example, ML training data or model artifacts) without duplicating them
across workspaces.

« Collaborate in real time on shared files without a manual snapshot-and-publish workflow.

+ Access terabytes of data instantly, without waiting for replication.

Note

Mount Points are available only when a platform administrator has enabled the feature in Sys-
tem Configuration > Integrations > Mount Point Storage. See Enable Mount Points for details.

Note

Mount Points are not supported in multi-region configurations.

« View Mount Points
+ Add a Mount Point
+ Attach a Mount Point to a workspace

View Mount Points

Mount Points configured for the current project are displayed on the Resources > Mount Points
page.
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@ Platiorm / MountPointTesiLeilin /- MountPointTestLeilin =[x fa dN -}
# Overview J Workspaces = Resources 2% People O Audit 1= Insights 2 Settings
- N
£ Resources Mount Points
Container Images Add Mount Point
VSCode Versions NAM TYPE STATUS CONTAINER NAME / SERVER ADDRESS
earthShare File Ready sc-for-existing-earthshare1 /mnt/earthShare Q-
Secrets
NewAzureFileStorage File Ready mnt-177293860094851 /mnt/share _Q -

Repository Access Control ExistingFileShare File Ready Ieijblobtest/shared-folder /mnt/existing Q -
Connected SSH Services
Connected HTTP Services

Data Buckets

Mount Points

Each Mount Point displays the following information:

Name —A descriptive label for the Mount Point.

Type —The storage type (for example, File).

Status —The current state of the Mount Point (for example, Ready).

+ Container Name [ Server Address —The storage account or server address for the Mount
Point.

Default Mount Path —The file system path where the share is mounted inside the workspace
(for example, /mnt/shared-data).

Actions —View details or manage the Mount Point.

Add a Mount Point

Requires the Resources permission set to Manage.

To add a Mount Point, select Add Mount Point on the Resources > Mount Points page.
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Add Mount Point

Attach shared storage (Azure File / ADLS) to SDS workspaces.

Storage Provider * Azure Files (Create New) A~

Azure Files (Create New)

Azure Files (Attach Existing)

Storage Class * v
Default Mount Path * @ /mnt/ Mount path in workspace(e.q. data)
Volume Capacity * 1 v (GB)

Access Permissions (&) Read/Write Read Only

) Attach Asset Information

Add Mount Point Cancel

First, select a Storage Provider from the dropdown:

« Azure Files (Create New) —Provisions a new Azure file share.

+ Azure Files (Attach Existing) —Connects to an existing Azure file share.

+ AWS (Amazon EFS /| Amazon S3 Files) Create New —Provisions new AWS-backed shared stor-
age froman
eligible storage class.

« AWS (Amazon EFS [ Amazon S3 Files) Attach Existing —Connects to existing Amazon Elastic
File
System (EFS) or Amazon S3 Files storage prepared by your infrastructure team.

Azure Files (Create New)

Provide the following information:
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Add Mount Point

Attach shared storage (Azure File / ADLS) to SDS workspaces.

Storage Provider * Azure Files (Create New)

Name * Repository name

Storage Class *

Default Mount Path * @ /mnt/ Mount path in workspace(e.g. data)

Volume Capacity * 1 ~/  (GB)
Access Permissions  (® Read/Write D Read Only

) Attach Asset Information

Add Mount Point Cancel

1. Name —A descriptive name to identify the Mount Point.

2. Storage Class —Select a storage class from the available options.

3. Default Mount Path —The path where the share is mounted inside the workspace file system.
The path is prefixed with /mnt/ (for example, entering data resultsin /mnt/data).

4. Volume Capacity —The size of the file share in GB.

5. Access Permissions —Select Read/Write or Read Only.

6. Attach Asset Information (optional) —Add metadata to classify the Mount Point.

Azure Files (Attach Existing)

When attaching an existing Azure file share, provide a Name and select a Connection Method:

Add Mount Point

Attach shared storage (Azure File / ADLS) to SDS workspaces.
Storage Provider * Azure Files (Attach Existing)

Name * Repository name

Connection Method ~ (®) Storage Class Manual Connection
Storage Class *

Default Mount Path* @& /mnt/ Mount path in workspace(e.q. data)

Access Permissions (=) Read,/Write Read Only

) Attach Asset Information

Add Mount Point Cancel
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« Manual Connection —Enter the storage credentials directly:

+ Access Key —The storage account access key.
+ File Share Name —The name of the file share to mount.

Then configure the Default Mount Path and Access Permissions as described above.

AWS (Amazon EFS [ Amazon S3 Files) Create New

When creating a new AWS-backed Mount Point, select a storage class that represents either Amazon
EFS or

Amazon S3 Files. The storage class determines the backing service and must be configured by an
administrator

before project owners can use it.

Provide the following information:

1. Name —A descriptive name to identify the Mount Point.

2. Storage Class —Select an eligible Amazon EFS or Amazon S3 Files storage class.

3. Default Mount Path —The path where the storage is mounted inside the workspace file system.
The path
is prefixed with /mnt/.

4. Volume Capacity —The requested size for the Mount Point.

5. Access Permissions —Select Read/Write or Read Only.

6. Attach Asset Information (optional) —Add metadata to classify the Mount Point.

Note:

Create-new AWS Mount Points are provisioned with read/write storage. Choose read-only access
when attaching

the Mount Point to a workspace if users should not modify the shared data from that workspace.

AWS (Amazon EFS /| Amazon S3 Files) Attach Existing

Use attach existing when an infrastructure team has already created the file system or access point
that the
project should use.

Provide the following information:
1. Name —A descriptive name to identify the Mount Point.

2. Backend —Select Amazon EFS or Amazon S3 Files.
3. File system ID —Enter the AWS file system identifier.
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4. Access point ID —Enter the access point identifier when required for the selected backend.

5. SubPath (optional) —Mount a specific directory within the backing storage.

6. Default Mount Path —The path where the storage is mounted inside the workspace file system.
7. Access Permissions —Select Read/Write or Read Only.

For Amazon EFS, SecurSpaces uses encrypted mount options for eligible storage classes. If a required
storage

class or access point is not available, ask your platform administrator to review the AWS Mount Point
storage

configuration.

AWS storage classes and existing file systems are prepared by your platform administrator outside of
the

platform. If the AWS options are missing, or an existing file system you expect is not offered, see
Prepare AWS storage for Mount Points.

Note

Editing and deleting Mount Points is available when the Mount Point is not in use by a live work-
space,

workspace template, or a deleted workspace that can still be restored.

Attach a Mount Point to a workspace
You can attach one or more Mount Points to a workspace during workspace creation or when creating
a workspace template.

Mount Points appear in the Resource Access step alongside other resource types such as GitHub, Git-
Lab, Secrets, and Connected Services.
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& & Overview  CJ Workspaces

Create Workspace

Expert mode

@ sasic Info

@ Resource Access

© Startup Scripts

© Customize

© Workspace Apps

O Security Settings

© Schedule

() Review

£ Resources iai People U Audit 1= Insights

Resource Access

@

~ () GitHub

v “ GitLab

v P secrets

v * Connected Services

~ &5 Mount Points

lount Points allow you to attach external storage repo

Repository

Attach Repository

When attaching a Mount Point:

> w N

£ Settings

Access Control Overview

4 GitLab
< <0 <
Data Lz FS) d
Source SubPath Mount Path
» Jmnt/

Expand the Mount Points section in the Resource Access step.
Select a Mount Point from the Repository dropdown.

share is accessible. The path is prefixed with /mnt/.

5. Review the Access Permissions assigned to the Mount Point.

6. Select Attach Repository to add the Mount Point to the workspace.

Attached Mount Points are listed under Configured Repositories below the attachment form.

Important

4

Y B

Optionally, specify a Source SubPath to mount a specific subdirectory of the file share.

Review or customize the Mount Path —the location in the workspace file system where the

Each Mount Point in a workspace must use a unique mount path. If a path conflict is detected,

the system displays an error and prevents the workspace from being created until the conflict is

resolved.

Note

Mount Points can only be added in the primary region. If the workspace is configured for a non-

primary region, the Mount Points section is disabled.
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Mount Points in workspace templates

When you create or update a workspace template, you can pre-configure Mount Points in the same
way as during workspace creation. Workspaces created from the template automatically inherit the
configured Mount Points and their mount paths.

Developers creating a workspace from a template can still customize the mount path for each attached
Mount Point before launching the workspace.

Related information

« Code repositories

« Connected HTTP services

» Connected SSH services

» Data buckets

+ Choose between data buckets and mount points
+ Project resources

Connected HTTP services

September 18, 2026

Connected HTTP Services consist of services used for the implementation of software applications.
These services are typically providing functions, data or host access via APIs over the HTTP network
protocol.

Tip

The nature and protocol of services that can be attached to workspaces depend on your platform’

s implementation.

As it is the case with other types of resources, HTTP services are attached to workspaces during the
creation or the update of the workspace’s settings.

« View Connected HTTP Services
« Add an HTTP Service
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View Connected HTTP Services

‘ / / CoreTeam ~ crl K
 Overview J Workspaces = Resources 2s% People © Audit |~ Insights & Settings
= Resources Connected HTTP Services All

Repository Access Control U Al v

Data Buckets

http_service A j dsadas
Secrets
= http-connection A we
Connected HTTP Services i - _
test-http-service J httpTest @ -

Connected SSH Services

Container Images

Connected HTTP services are defined by the following characteristics:

+ Basic information: Name, scope of use (platform, organization or project), URL and tag.

« Class Level: This option defines the visibility for the service based on the user’s permissions.

+ Asset Information: This option allows for providing a description of the container.

+ Environment Variable Name: allows access to the service by naming an environment variable.

Add an HTTP Service

Requires the Resources permission set to Manage.

Select Create Service, then provide:

Service Name, a name to identify the service.

External URL, which points to the service location.

Default Path (Optional), appended to the URL when the service is called.

Environment Variable Name, used to name the service inside the workspace environment. It

> wnh e

must not
contain spaces or special characters.
5. Trust Self-Signed Certificates, if the service presents a certificate that is not publicly trusted.
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6. Connect HTTP Headers, used to pass authentication data when the service requires it. You can
add

basic access authentication or custom headers.
7. Attach Asset Information, used to provide a description of the service.

Select Add HTTP Service to save it.

Create Service

Enter the name and URL of the HTTP service to which you woud like to provide access and the name for an
environment variable to refer to it in a workspace.

The environment variable name should not contain any space characters.

Service Name

l

External URL

Default Path (Optional)

/

Environment Variable Name

[ | Trust Self-Signed Certificates

(| Connect HTTP Headers

[ | Attach Asset Information

dd HTTP Service Cancel

Related information

» Code repositories

» Connected SSH services

+ Data buckets

+ Choose between data buckets and mount points
« Mount points

» Project resources
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Connected SSH services

September 18, 2026

Connected SSH Services consist of services used for the implementation of software applications.
These services are typically providing functions, data or host access via APIs over the SSH network
protocol. To enable users to connect to SSH services, you must either set up the SSH service as a
project resource or users must configure a personal SSH identity in their profile settings.

Tip
The nature and protocol of services that can be attached to workspaces depend on your platform’
s implementation.

As with other resource types, SSH services are attached to workspaces when the workspace is created
or when

its settings are updated. For the attach step and the alternative option, see

Enable outbound SSH.

« View Connected SSH Services
« Add an SSH Service
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View Connected SSH Services

‘ / / CoreTeam v il
 Overview J Workspaces = Resources 2s% People © Audit |~ Insights & Settings
= Resources Connected SSH Services All

Repository Access Control U Al v

Data Buckets

test-ssh-private-key-service ) 127.0.01 Upload Private Key
Secrets
test-ssh-service (U] 127.0.0.1 Generated @ -
Connected HTTP Services i . _
test-ssh-service-2 L J ) 127.0.0.1 Password @ -

Connected SSH Services

Container Images

Connected SSH services are defined by the following characteristics:

Basic information: name and scope of use (platform, organization, or project).
Class Level: defines the visibility of the service, based on the user’s permissions.
Attach Asset Information: allows you to provide a description of the service.
Hostname or IP Address: the address of the SSH host.

Authentication Method: the mechanism used to authenticate with the service.

Add an SSH Service

Requires the Resources permission set to Manage.

Select Create Service, then enter:

1. Service Name, a name to identify the host. It must not contain spaces or capital letters.
2. Username, the username used to access the host.
3. Hostname or IP Address, which points to the host location.

4. Port, the port the SSH service listens on.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 267



Citrix SecurSpaces™

5. Authentication method, an authentication method to access the service, and choose one of
the methods:

+ “Generated”: A pair of keys will be generating when adding the SSH service

» “Upload Private Key”: Upload the private key that will be used to authenticate you to the
ssh service

+ “Password”: Insert the password associated to your ssh username previously entered
6. Asset Information, a description of the service.

l latform / Main Organization / GTM «

A Overview J Workspaces < Resources  :2: People ~ Insights

£ Resources Connected SSH Services All

Container Images Create Service

. Enter the name and hostname/IP of the SSH service to which you woud like to provide access, as well as the username and port. Choose the authentication method with
VSCode Versions
the pull-down menu below

Service Name
Secrets

Repository Access Control Username

Connected SSH Services

Hostname or IP Address

Connected HTTP Services

Port

Data Buckets 22

Authentication Method
Generated

A pair of keys will be generated after you press the button below.
Attach Asset Information

Cancel

Related information

« Enable outbound SSH

« Connect to external servers and services via SSH

Choose between data buckets and mount points

September 18, 2026

Citrix SecurSpaces™ provides two mechanisms for making external data available inside workspaces:
Data Buckets and Mount Points. Both allow teams to share datasets, files, and artifacts across work-
spaces within a project, but they differ in how data is stored, synchronized, and accessed.
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This guide explains how each option works and when to use it.

At a glance

How data reaches the
workspace

Real-time collaboration

Data duplication

Versioning

Supported storage providers

Setup required

Best for

Data Buckets

Data Buckets

Snapshot copied to the cluster

No —changes require a manual
publish cycle

Yes —each snapshot is
replicated onto the cluster
Built-in —a new version is
created each time data is
published from a workspace
Amazon S3, Azure Blob Storage,
Google Cloud Storage

Import a bucket (project
owner)

Reproducible experiments,
versioned datasets,
point-in-time references

Mount Points

Live connection to external
storage

Yes —changes are immediately
visible to all connected
workspaces

No —data stays in the external
storage

Not built-in —use external
storage versioning if needed

Amazon EFS, Amazon S3 Files,
Azure File Storage, Azure Blob
Storage

Platform administrator enables
the feature; project owner
creates Mount Points

Large shared datasets,
real-time collaboration,
terabyte-scale data

A Data Bucket connects an external S3-compatible storage location to the platform. When a Data

Bucket is attached to a workspace, the platform creates a point-in-time snapshot of the bucket con-

tents and replicates it to the cluster. The snapshot is mounted as a folder in the workspace file sys-

tem.

How it works

1. Aproject owner imports a Data Bucket by providing a name, bucket URL, and storage provider.

2. A developer attaches the Data Bucket to a workspace during workspace creation.

3. The platform replicates the bucket contents to the cluster and mounts the snapshot as a folder.
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4. If the developer modifies data in a read-write bucket and publishes the changes, the platform
creates a new version of the snapshot.

When to use Data Buckets

+ Reproducibility matters. Each snapshot is versioned so that you can return to a known state
of the data at any time.

 Datasets are small to moderately sized. Snapshots duplicate data onto the cluster, so repli-
cation time and disk usage scale with dataset size.

+ Isolation is preferred. Each workspace gets its own copy of the data. Changes in one work-
space do not affect others until explicitly published.

Limitations

+ Replication can take a long time for large datasets.

» Snapshots consume cluster disk space proportional to the data size.

+ Changes are not shared in real time —other users see updates only after a new version is pub-
lished.

Mount Points

A Mount Point connects external file-based storage directly to the workspace file system without copy-
ing data to the cluster. The workspace reads from and writes to the external storage in real time.

How it works

1. A platform administrator enables Mount Point storage types under System Configuration >
Integrations.

2. A project owner creates a Mount Point by specifying the storage provider, connection details,
default mount path, and access permissions.

3. Adeveloper attaches the Mount Point during workspace creation. The mount path can be cus-
tomized, and a source sub-path can be specified to mount a specific subdirectory.

4. The external storage is mounted at the specified path (for example, /mnt/shared-data). All
workspaces connected to the same Mount Point see the same files in real time.

When to use Mount Points

+ Real-time collaboration. Multiple developers need to read or write shared files simultane-
ously, and changes must be visible immediately.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 270


https://docs.citrix.com/en-us/securspaces/manage/resources/mount-points.html
https://docs.citrix.com/en-us/securspaces/administer/integrations/index.html#mount-point-storage
https://docs.citrix.com/en-us/securspaces/manage/resources/mount-points.html#add-a-mount-point
https://docs.citrix.com/en-us/securspaces/manage/resources/mount-points.html#attach-a-mount-point-to-a-workspace

Citrix SecurSpaces™

+ Large datasets. Data is too large to replicate efficiently —terabytes of ML training data, model

artifacts, or shared experiment results.

+ Avoiding data duplication. You want to reduce cluster disk usage by keeping data in the exter-

nal storage rather than copying it onto the cluster.

Limitations

+ Requires a platform administrator to enable the feature before project owners can create Mount

Points.

+ No built-in versioning —if you need point-in-time snapshots, manage them in the external stor-

age provider.

+ One cloud provider per cluster. If both AWS and Azure Mount Point storage classes are present,

the provider
cannot be resolved and the feature is withdrawn. See
Prepare AWS storage for Mount Points.

+ Not supported in multi-region configurations.

Choosing between the two

Use the following questions to guide your decision:

1.

Do multiple developers need to see each other’s changes in real time?
Yes » Mount Points. Data Buckets require a manual publish cycle to share updates.

Do you need built-in versioning to reproduce past states of the data?
Yes > Data Buckets. Each publish creates a versioned snapshot. Mount Points do not automati-

cally version data.

. Is the dataset very large (hundreds of GB or more)?
Yes > Mount Points. They avoid the time and disk cost of replicating data to the cluster.

. Do you need each developer to work on an isolated copy of the data?
Yes > Data Buckets. Each workspace has its own snapshot, independent of other workspaces.

. Are you using Amazon S3 or Google Cloud Storage?
Data Buckets support these providers today. Mount Points currently support only Azure storage.

Both options can be used within the same project. For example, a team might use a Mount Point for
a shared training-data directory and a Data Bucket for versioned experiment results.

Related topics

« Data Buckets
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« Mount Points
« Enable Mount Point Storage
 Create a Workspace

Related information

« Code repositories

» Connected HTTP services
» Connected SSH services
+ Data buckets

« Mount points

+ Project resources

Enable outbound SSH

August 18,2026

By default the SecurSpaces proxy service blocks outbound SSH connections from workspaces. Until

you enable one

of the two options below, a developer who tries to reach an external host over SSH has the connection

closed.

This page is for project owners and security officers. For the developer side —generating a key, regis-

tering
it, and connecting —see
Connect to external servers and services via SSH.

Choose an option

Consideration Personal SSH Identity

Best for Individual developers who
each need their own key, for
example to authenticate with
Azure DevOps or GitHub

Connected SSH Services

Teams where several people
connect to the same SSH
service
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Consideration

Who sets it up

Key ownership

Registration effort

Scope

Best fit

Personal SSH Identity

You enable the toggle; each
developer generates and
registers their own key

Each user owns their key

Each user registers their public
key on every target service
User level, across every
workspace where the toggle is

on
Access to personal accounts

and services

Option 1: Enable Personal SSH Identity

Connected SSH Services

You create the service resource
and attach it to workspaces;
developers connect with no
further setup

The platform or an
administrator holds the key
Registered once, and everyone
using the workspace connects
Resource level, attached per
workspace or template

Shared infrastructure such as
build servers, staging VMs, and
cloud instances

Requires the Security permission set to Manage, which project owners and security officers hold.

With Personal SSH Identity the platform generates and holds a key pair for each user. The private key

IS

applied when the developer connects and is never exposed inside the workspace.

You can enable the setting on a single workspace, or on a template so that every workspace created

from it
inherits the setting.

On a workspace

ok wpn

On a workspace template

Create or edit a workspace.

Go to the project’s Workspaces tab.

In the left panel, select Security Settings.
Switch Enable Personal SSH Identity on.
Select Review and Launch, or Next, to save.

1. Gotothe project’s Workspaces tab and select the Templates view.
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2. Create or edit a template.
3. In Security Settings, switch Enable Personal SSH Identity on.
4. Save the template.

& Platform / Worldwide Co /  Project-A ~ »x & (P O
A Overview J Workspaces = Resources a: People O Audit 1= Insights %X Settings
Create Workspace Security Settings
(o ) Network Security
Choose a network security policy for the workspace. View Summary
@ Basic Info /
No Policy Selected v
Resource Access
Startup Scripts Clipboard Security
Customize Restrict clipboard to the workspace
Workspace Apps
Enable Personal SSH Identity
@ Security Setting:
Use the Personal SSH Identity tab in Profile to create a private/public key pair to manually configure services. o
Schedule
) Review Review and Launch Next ) Cancel

Outbound SSH is now allowed from that workspace. Each developer then generates their own key in
their profile

and registers the public key on the target service. See

Personal SSH Identity.

Option 2: Attach a Connected SSH Service

Creating the service requires the Resources permission set to Manage.

A Connected SSH Service defines a target host once, with its credentials, and shares it across work-
spaces.
Developers connect with ssh <service-name> and never handle a key.

1. Create the service as a project resource. For the form and its fields, see
Connected SSH Services.
2. Attach it to a workspace:

a) Create or edit a workspace.
b) Inthe left panel, select Resource Access.
c) Under Connected Services, open the Connected SSH Services list.
d) Select your service.

)

e) Select Review and Launch, or Next, to save.
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@ & Overview ) Workspaces = Resources  ia: People |1~ Insights
@ sasic Info
@ Resource Access @ GitHub Bitbucket
Startup Scripts <o < < < <
Customize v ) GitHub
Workspace Apps ~ g citab
Schedule v [ Bitbucket
() Review
v p Secrets
~ * Connected Services
t nd t
Connected HTTP Services Connected SSH Services
v A
Q  Search
at
gep-vm
Review and Launch ( Next ) Cancel

Related information

« Connect to external servers and services via SSH
« Connected SSH Services
» Network policies

Enable outbound SSH

August 18, 2026

By default the SecurSpaces proxy service blocks outbound SSH connections from workspaces. Until
you enable one

of the two options below, a developer who tries to reach an external host over SSH has the connection
closed.

This page is for project owners and security officers. For the developer side —generating a key, regis-
tering

it, and connecting —see

Connect to external servers and services via SSH.

Choose an option
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Consideration

Best for

Who sets it up

Key ownership

Registration effort

Scope

Best fit

Personal SSH Identity

Individual developers who
each need their own key, for
example to authenticate with
Azure DevOps or GitHub

You enable the toggle; each
developer generates and
registers their own key

Each user owns their key

Each user registers their public
key on every target service
User level, across every
workspace where the toggle is
on

Access to personal accounts
and services

Option 1: Enable Personal SSH Identity

Connected SSH Services

Teams where several people
connect to the same SSH
service

You create the service resource
and attach it to workspaces;
developers connect with no
further setup

The platform or an
administrator holds the key
Registered once, and everyone
using the workspace connects
Resource level, attached per
workspace or template

Shared infrastructure such as
build servers, staging VMs, and
cloud instances

Requires the Security permission set to Manage, which project owners and security officers hold.

With Personal SSH Identity the platform generates and holds a key pair for each user. The private key

is

applied when the developer connects and is never exposed inside the workspace.

You can enable the setting on a single workspace, or on a template so that every workspace created

from it
inherits the setting.

On a workspace

ok wpn =

Create or edit a workspace.

Go to the project’s Workspaces tab.

In the left panel, select Security Settings.
Switch Enable Personal SSH Identity on.
Select Review and Launch, or Next, to save.
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On a workspace template

Go to the project’s Workspaces tab and select the Templates view.
Create or edit a template.

In Security Settings, switch Enable Personal SSH Identity on.
Save the template.

W

‘ Platform / Worldwide Co /  Project-A + e |63 e -\

# Overview CJ Workspaces < Resources  :ai People © Audit 1= Insights %z Settings

Create Workspace Security Settings
(@ ) Network Security
Choose a network security policy for the workspace View Summary
@ Basic Info
No Policy Selected v
Resource Access
Startup Scripts Clipboard Security
e
Customize Restrict clipboard to the workspace >
Workspace Apps
Enable Personal SSH Identity
@ Security Settings
Use the Personal SSH Identity tab in Profile to create a private/public key pair to manually configure services. o«
Schedule
) Review Review and Launch Next Cancel

Outbound SSH is now allowed from that workspace. Each developer then generates their own key in
their profile

and registers the public key on the target service. See

Personal SSH Identity.

Option 2: Attach a Connected SSH Service

Creating the service requires the Resources permission set to Manage.

A Connected SSH Service defines a target host once, with its credentials, and shares it across work-
spaces.
Developers connect with ssh <service-name> and never handle a key.

1. Create the service as a project resource. For the form and its fields, see
Connected SSH Services.
2. Attachit to a workspace:

a) Create or edit a workspace.
b) In the left panel, select Resource Access.
¢) Under Connected Services, open the Connected SSH Services list.
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d) Select your service.
e) Select Review and Launch, or Next, to save.

@ & Overview J Workspaces = Resources  iai People 1~ Insights
@ sasicInfo
® Resource Access @ GitHub Bitbucket
Startup Scripts < < < < <
Customize ~ ) GitHub
Workspace Apps v “ GitLab
Schedule v [ sitbucket
(/) Review
v p Secrets
~ * Connected Services
t nd t
Connected HTTP Services Connected SSH Services
v A
Q  Search..
gepvm
Review and Launch ( Next ) Cancel

Related information

« Connect to external servers and services via SSH
« Connected SSH Services
« Network policies

SecurSpaces Flex workspace templates

September 18, 2026

This article describes workspace templates in Citrix SecurSpaces™ Flex: what they are, how they work,
and how to create and manage them. For workspace size options and credit consumption, contact
your Citrix sales team.
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What is a workspace template?

A workspace template is the primary deployment artifact in Citrix SecurSpaces Flex. It defines the
environment that a developer receives when they start a workspace.

A workspace template includes:

+ Containerimage —The base Linux container image with preinstalled tools, runtimes, and con-
figuration.

+ Preinstalled tools —Languages, SDKs, CLIs, and development tools baked into the image.

+ Resource limits —Maximum vCPU and RAM the workspace is allowed to consume (separate
from the workspace size profile; used to set hard limits within a compute tier).

+ Access controls —Which users or user groups can launch workspaces from this template.

« Startup scripts —Scripts that run at workspace initialization: cloning repositories, configuring
dot files, mounting secrets, or running setup commands.

What the customer owns

The customer owns and hosts the container image. Citrix does not provide or manage the container
image content. The customer is responsible for:

+ Building and maintaining the container image.

+ Hostingtheimagein a containerregistry accessible from the Citrix SecurSpaces execution plane
(for example, Azure Container Registry, Docker Hub, or a private registry).

« Patching and updating the image as needed.

Citrix scans the containerimage for known vulnerabilities when a workspace is launched. Scan results
are surfaced to the administrator in the Citrix SecurSpaces console.

Decoupled size and template

Workspace size and workspace template are configured independently. A single template can be
paired with any workspace size (Light, Medium, or Heavy) on demand. This means:

+ You do not need a separate template per compute tier.

+ Developers can switch workspace sizes without requiring a new template.

+ Platform engineering teams can standardize on a small number of templates and let workspace
size vary by workload.
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Create a workspace template

To create a workspace template, you must have the Administrator role in the Citrix SecurSpaces con-
sole.

1. Sign in to your SecurSpaces environment at your organization’s access URL (for example,
https: ).

2. Go to Administration > Workspace Templates.
3. Select Create template.
4, Complete the template configuration:

Field Description

Name A descriptive name for the template (for example,
backend-java-2lordata-platform).

Description Optional. A short description shown to
administrators.

Container image The full image reference including registry,
image name, and tag (for example,
myregistry.azurecr.io/dev-image:
latest).

Resource limits Optional. Maximum vCPU and RAM limits for
workspaces created from this template.

Startup script Optional. A shell script that runs at workspace
initialization.

Access The users or groups permitted to launch

workspaces from this template.

1. Select Save to create the template.

The template is now available for workspace creation and is listed on the Workspace Templates
page.

Update a workspace template

Updating a template changes the configuration for new workspaces created from it. Existing running
workspaces are not affected until they are restarted.

1. Go to Administration > Workspace Templates.
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2. Select the template you want to update.
3. Edit the relevant fields.
4. Select Save.

Note:

If you update the container image tag (for example, from v1.0 to v1. 1), new workspaces will
use the updated image. Developers with running workspaces must stop and restart their work-
space to pick up the new image.

Template versioning

Workspace templates support versioning. Each saved version of a template is recorded. Administra-
tors can:

« View the version history of a template.
+ Roll back to a previous version if a new image or configuration causes issues.

Delete a workspace template

Deleting atemplate removes it from the available template list. Existing running workspaces that were
created from the deleted template continue to run until they are stopped.

1. Go to Administration > Workspace Templates.
2. Select the template you want to delete.

3. Select Delete.

4. Confirm the deletion in the dialog.

More information

+ SecurSpaces Flex overview —the starting point for all Flex documentation

« Platform Flex credit consumption

« Network connections

 Technical security overview

« Workspace templates in Citrix SecurSpaces (self-hosted) —for workspace template concepts
that apply to both deployment models
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Amazon EKS

August 19, 2026

This page prepares the AWS infrastructure Citrix SecurSpaces™ needs: a Kubernetes cluster to run on,
a

container registry to pull images from, and a MongoDB database to store platform state.

When you have finished, continue with
Install with the Strong Installer CLI, which is the
same for every platform.

Prerequisites

+ An AWS account with permissions to create EKS, ECR, and networking resources.

+ A MongoDB Atlas subscription.

« Two domain names: aregularone such as example. com,and a wildcard subdomain for proxy
support such as
*.proxy.example.com.

« TLS certificates for those domains.

+ Anidentity provider, such as Okta, if you intend to use SAML.

« An ingress controller, or a decision about which one to use. SecurSpaces cannot serve traffic
without
one, and only NetScaler CPX is deployed by the chart. See
Ingress.

For sizing and supported versions, see
System requirements.

Install the following tools:

« AWS Command Line Interface
« eksctl
o kubectl

Create an EKS cluster

1. Configure the AWS CLI with your credentials:

aws configure
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Enter your AWS access key ID, secret access key, default region, and output format when
prompted.

The reference sizing for around 500 developers is two m71 . 2xLarge service nodes (8 vCPU, 32 GiB)
and an

autoscaling workspace poolof m71 .4xlarge (16 vCPU, 64 GiB). See

Sizing.

1. Create the cluster:

eksctl create cluster \
--name $MY_EKS_CLUSTER_NAME \
--region $AWS_REGION \
--nodegroup-name standard-nodes \
--node-type m7i.2xlarge \
--nodes 2 \
--nodes-min 2 \
--nodes-max 4 \
--managed

2. Add a node group for workspaces, with autoscaling. Workspaces are the elastic part of the de-
ployment, so
give this group room to grow:

eksctl create nodegroup \
--cluster $MY_EKS_CLUSTER_NAME \
--region $AWS_REGION \
-—-name workspace-nodes \
--node-type m7i.4xlarge \
--nodes 2 \
--nodes-min 2 \
--nodes-max 10 \
--managed

3. Verify the connection:

kubectl get nodes

Create an Amazon ECR registry

SecurSpaces pulls its service images and your workspace images from a registry you control. The
installer
pushes them there in the next stage.

1. Create a repository for the platform images:

aws ecr create-repository \
--repository-name strong-network \
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--image-scanning-configuration scanOnPush=true

2. Create a repository for workspace images:

aws ecr create-repository \
--repository-name ws-images \
--image-scanning-configuration scanOnPush=true

3. Authenticate Docker to the registry:

aws ecr get-login-password --region $AWS_REGION | docker login --
username AWS --password-stdin $AWS_ACCOUNT_ID.dkr.ecr.
SAWS_REGION.amazonaws.com

4. For a multi-region deployment, set up cross-region replication:

aws ecr put-replication-configuration \
--replication-configuration '{
"rules":[{
"destinations":[{
"region":"us-west-2","registryId":"SAWS_ACCOUNT_ID" }
11
1}
1

Create a MongoDB database

SecurSpaces stores its platform state in MongoDB. For what it holds and how large to expect it to grow,
see
The SecurSpaces database.

1. In MongoDB Atlas, open the database page and select Create.

B corcemn Clustiers
M- Fy——— | Py—

2. Configure the deployment and select Create Deployment:

« Select AWS as the cloud provider.
+ Choose the same region as the EKS cluster.
+ Select the M10 tier with autoscaling.
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Cloud Provider & Region AWS

3 Electable, | Read-Only Multi-Regson Node

%‘f{s & Google Cloud “ Azure

Multi-Cloud, Multi-Region & Workload Isolation (ri0. clustors)

4 ¢ Distribute data ocross clouds #43A or regions for improved availability and
LR lacal recd parfarmance, of introduce read-only, analytics and Search
Neodes.Learn more

As configured balow, your cluster is:
+ Avoiloble during partiol region cutoge ® Mot avoiloble during full region outag

¥ Mot available

Electable nodes for high availability
Configure 3, 5, or 7 nodes across multiple regions to better withstand data center outages
& Recommended regicn @

Provider Region Priority Hedes Action
AWS Zurich jeu-central-2) % & - HIGHEST 3 L]

+ Add a provider/region

Total: 3 Electable Nodes

Read-only nodes for optimal local reads
Add replicas in additional regions to optimize for local reads in any of your service areos

Provider Region Modos Agtion
AWS v == singopore [op-southeast-l) M ! L

+ Add a provider/region

Total: 1 Read-Only Node

3. Onthe Database Access page, add a user.
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Authentication Method

MongoDB uses SCRAM as its default authentication method.

Password Authentication

CETTLLT LT T

9, Autogenerate Securs Possword B Copy

Database User Privileges

Configure role based access contrel by assigning database user o mix of one built-in rale, multiple custom roles, and multiple specific
privileges. A usar will gain access to all actions within the roles assigned to them, not just the actions those roles share in commaon. You
must choose at least one role or p(iv'lhg#. Learn more about robes.

Built-in Role 1SELECTED -
Select one built-in role for this user.

Reod and write to any database i

Custom Roles W
Select your pro-defined custom rolels). Create a custom role in the Custom Roles (' 1ab.

Specific Privileges w
Select multiple privileges and what dotabase and collection they are associated with.
Lgn:l-.-ln!:_' collection blank wall gront thas role for all collections in the dotabases,

Restrict Access to Specific Clusters/Federated Database Instances,/Stream Processing
Instances

Enable to specify the resources this user can access. By defoult, all resources in this project ()
am accessible.

Temporary User

This usar is temporary and will be deleted after your specified duration of & hours, 1 C)
day, or | weelk.

4. Onthe Network Access page, allow your EKS cluster to reach the database. Add the CIDR blocks
for the
cluster VPC, or peer the VPC with Atlas, which is the more secure option.
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O Atias Bcsomoce. © ©  Assuronoge © b .

Motderiesnm © | DeteSeviess

10180 CORE TOOLS TAOHO METWORK DIV > CT.ORVAC AN PROET

o
Network Access

WhccesmUst  Pearing ot Endgaint

o—o
o—
=

Add an IP address

Config can accessy

Add IP Access List Entry

Atlas only allows client connections to a cluster from entries in the project’s IP
Access List. Each entry should either be a single IP address or a CIDR-notated
range of addresses. Learn more @

ADD CURRENT IP ADDRESS | | ALLOW ACCESS FROM ANYWHERE :l

Access List Entry: [ <your kubernetes CIDI hereh

Comment:

() This entry is temporary and will be deleted in = & hours

£

You can also run MongoDB inside the cluster instead of using Atlas. See
Configure an external database.

Next step

Your AWS infrastructure is ready. Continue with
Install with the Strong Installer CLI.

During that installation you also set up the ingress controller. If you have not chosen one, do
that first —see Ingress.

Related information

» Kubernetes deployment
« System requirements
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+ Ingress
+ GPU-enabled workspaces

Azure AKS

August 19, 2026

This page prepares the Azure infrastructure Citrix SecurSpaces™ needs: a Kubernetes cluster to run
on,a
container registry to pull images from, and a MongoDB database to store platform state.

When you have finished, continue with
Install with the Strong Installer CLI, which is the
same for every platform.

Prerequisites

+ An Azure subscription with permissions to create AKS, ACR, and networking resources.

+ AMongoDB Atlas subscription, or Azure Cosmos DB for MongoDB.

« Two domain names: aregularone such asexample.com,and awildcard subdomain for proxy
support such as
*,proxy.example.com.

+ TLS certificates for those domains.

« Anidentity provider, such as Okta, if you intend to use SAML.

+ An ingress controller, or a decision about which one to use. SecurSpaces cannot serve traffic
without
one, and only NetScaler CPX is deployed by the chart. See
Ingress.

For sizing and supported versions, see
System requirements.

Install the following tools:

e Azure CLI
o kubectl

Create an AKS cluster

1. Create aresource group. This is the logical container for the deployment, and its location deter-
mines
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where resources run when you do not specify one:

az group create --name $MY_RESOURCE_GROUP_NAME --location $REGION

2. Create the cluster. The following example creates a cluster with a system-assigned managed
identity:
az aks create \
--resource-group $MY_RESOURCE_GROUP_NAME \
--name $MY_AKS_CLUSTER_NAME \

--node-count 1 \
--generate-ssh-keys

The example creates a single node. Size the cluster for your expected load: the reference sizing
for

around 500 developers is two Standard_D8as_v6 service nodes (8 vCPU, 32 GiB) and an
autoscaling

workspace pool of Standard_D16as_v6 (16 vCPU, 64 GiB). See Sizing.

3. Download the credentials and point kubect1 at the cluster:

az aks get-credentials --resource-group $MY_RESOURCE_GROUP_NAME --
name SMY_AKS_CLUSTER_NAME

4. Verify the connection:

kubectl get nodes

Create an Azure Container Registry

SecurSpaces pulls its service images and your workspace images from a registry you control. The
installer
pushes them there in the next stage.

1. Create the registry. The name must be unique within Azure and contain 5 to 50 lowercase al-
phanumeric
characters:

az acr create --resource-group myResourceGroup —--name
mycontainerregistry --sku Basic

2. Create a service principal with the AcrOwner role. The command returns the appId,
displayName,
password,and tenant:

acr_resource_id=$(az acr show --name <acr-name> --query id --
output tsv)
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az ad sp create-for-rbac --name <service-principal-name> --role
AcrOwner --scopes ${
acr_resource_1id }
--sdk-auth

3. Verify the service principal by signing in to the registry:

docker login <acr-name>.azurecr.io —-username <service-principal-
id>

4. Attach the registry to the cluster, so AKS can pull from ACR without further credentials:

az aks update --name myAKSCluster --resource-group myResourceGroup
--attach-acr <acr-name>

Create a MongoDB database

SecurSpaces stores its platform state in MongoDB. For what it holds and how large to expect it to grow,
see
The SecurSpaces database.

1. In MongoDB Atlas, open the database page and select Create.

2. Configure the deployment and select Create Deployment:

+ Select Azure as the cloud provider.
+ Choose the same region as the AKS cluster.
+ Select the M10 tier with autoscaling.
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Deploy your cluster

Use a templote below o set up advanced configuration options. You can also ediit these configuration aptions once the cluster is created.

$0.10/hour

O Serverless

davelopmant and tasting, or
workloods with voriable troffic.

STORAGE  RAM ey
UptolTB  Autoscole  Auto-scale

szMe Shared Shared

[ e

Region

== Pune (centralindic) %

#* Recommanded @ @ Carbon dato unavaslabile

Toglor

il do this later

G to Advanced Configuration

3. Onthe Database Access page, add a user.
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Authentication Method

MongoDB uses SCRAM as its default authentication method.

Password Authentication

CETTLLT LT T

9, Autogenerate Securs Possword B Copy

Database User Privileges

Configure role based access contrel by assigning database user o mix of one built-in rale, multiple custom roles, and multiple specific
privileges. A usar will gain access to all actions within the roles assigned to them, not just the actions those roles share in commaon. You
must choose at least one role or p(iv'lhg#. Learn more about robes.

Built-in Role 1SELECTED -
Select one built-in role for this user.

Reod and write to any database i

Custom Roles W
Select your pro-defined custom rolels). Create a custom role in the Custom Roles (' 1ab.

Specific Privileges w
Select multiple privileges and what dotabase and collection they are associated with.
Lgn:l-.-ln!:_' collection blank wall gront thas role for all collections in the dotabases,

Restrict Access to Specific Clusters/Federated Database Instances,/Stream Processing
Instances

Enable to specify the resources this user can access. By defoult, all resources in this project ()
am accessible.

Temporary User

This usar is temporary and will be deleted after your specified duration of & hours, 1 C)
day, or | weelk.

4. On the Network Access page, allow your AKS cluster to reach the database. Add the cluster’s
outbound
IP ranges, or use private endpoints, which is the more secure option.
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Add an IP address

Config can accessy

Add IP Access List Entry

Atlas only allows client connections to a cluster from entries in the project’s IP
Access List. Each entry should either be a single IP address or a CIDR-notated
range of addresses. Learn more @

ADD CURRENT IP ADDRESS | | ALLOW ACCESS FROM ANYWHERE :l

Access List Entry: [ <your kubernetes CIDI hereh

Comment:

() This entry is temporary and will be deleted in = & hours

£

You can also run MongoDB inside the cluster instead of using a hosted service. See
Configure an external database.

Next step

Your Azure infrastructure is ready. Continue with
Install with the Strong Installer CLI.

During that installation you also set up the ingress controller. If you have not chosen one, do
that first —see Ingress.

Related information

» Kubernetes deployment
« System requirements
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* Ingress
+ GPU-enabled workspaces on AKS

Google GKE

August 20, 2026

This page prepares the Google Cloud infrastructure Citrix SecurSpaces™ needs: a Kubernetes cluster
torunon,
a container registry to pull images from, and a MongoDB database to store platform state.

When you have finished, continue with
Install with the Strong Installer CLI, which is the
same for every platform.

Important:

Use GKE Standard, not GKE Autopilot. SecurSpaces does not install on Autopilot clusters —
the

installation fails. Autopilot is the default mode when you create a cluster in the Google Cloud
console, so

select Standard explicitly.

NetScaler CPX does not currently work on GKE. This is a known issue, a fix is in progress, and
thereis

no date yet. Contact Citrix for the current status before planning a deployment that depends on
it, and use

one of these instead:

o NGINX —the closest substitute, and the
option this documentation covers in full

+ Kubernetes Gateway APl —supported by the chart, with the
GKE-specific setting described below

Prerequisites

+ A Google Cloud project with permissions to create GKE, Artifact Registry, and networking re-
sources.
+ A MongoDB Atlas subscription.
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« Two domain names: aregularone such as example.com,and awildcard subdomain for proxy
support such as
*,proxy.example.com.

o TLS certificates for those domains.

« An identity provider, such as Okta, if you intend to use SAML.

+ An ingress controller, or a decision about which one to use. SecurSpaces cannot serve traffic
without
one, and only NetScaler CPX is deployed by the chart. See
Ingress.

For sizing and supported versions, see
System requirements and
Sizing.

Install the following tools:

» Google Cloud CLI
+ kubectl

Create a GKE cluster

1. Signin and select your project:

gcloud auth login
gcloud config set project $PROJECT_ID

The reference sizing for around 500 developers is two n2-standard-8 service nodes (8 vCPU, 32
GiB) and an

autoscaling workspace pool of n2-standard-16 (16 vCPU, 64 GiB). See

Sizing.

1. Create a Standard cluster with a node pool for the platform services:

gcloud container clusters create $CLUSTER_NAME \
--project $PROJECT_ID \
--region $REGION \
--num-nodes 2 \
--machine-type n2-standard-8 \
-—-enable-ip-alias

gcloud container clusters create producesa Standard cluster. Autopilot requires
the separate
create-auto command, which must not be used.
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2. Add a node pool for workspaces, with autoscaling. Workspaces are the elastic part of the de-
ployment, so
give this pool room to grow:

gcloud container node-pools create workspace-nodes \
--cluster $CLUSTER_NAME \
--project $PROJECT_ID \
--region SREGION \
--machine-type n2-standard-16 \
--num-nodes 2 \
-—enable-autoscaling \
--min-nodes 2 \
-—-max—-nodes 10

3. Fetch cluster credentials and verify the connection:

gcloud container clusters get-credentials $CLUSTER_NAME --project
$PROJECT_ID --region S$REGION
kubectl get nodes

Theinstaller runs this command for you during an upgrade, using the cluster name, project, and
regionin
your configuration file.

Create an Artifact Registry repository

SecurSpaces pulls its service images and your workspace images from a registry you control. The
installer
pushes them there in the next stage.

1. Enable the APl and create a repository for the platform images:

gcloud services enable artifactregistry.googleapis.com —--project
$PROJECT_ID

gcloud artifacts repositories create strong-network \
--repository-format=docker \
--location=$REGION \
--project=$PROJECT_ID

2. Create a repository for workspace images:

gcloud artifacts repositories create ws-images \
--repository-format=docker \
--location=$REGION \
—-project=$PROJECT_ID

3. Authenticate Docker to the registry:
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gcloud auth configure-docker $REGION-docker.pkg.dev

The installer recognizes an Artifact Registry or Container Registry URL —anything containing
docker.pkg.devor gcr.io—and authenticates to it with the Google Cloud CLI. You can sign in
as a user

account, or supply a service account key with -—service-account-file-path, which is the
usual choice fora

pipeline. See

SDS CLI reference.

Create a MongoDB database

SecurSpaces stores its platform state in MongoDB. For what it holds and how large to expect it to grow,
see
The SecurSpaces database.

1. In MongoDB Atlas, open the database page and select Create.

2. Configure the deployment and select Create Deployment:

+ Select Google Cloud as the cloud provider.
+ Choose the same region as the GKE cluster.
+ Select the M10 tier with autoscaling.

3. Create a database user, and note the user name and password. The installer asks for them.
4. Allow access from your cluster’s egress addresses in Network Access.

5. Copy the connection string from Connect > Drivers.

You can also run MongoDB inside the cluster instead of using Atlas. See
Configure an external database.

If you use the Kubernetes Gateway API

GKE needs one extra setting when SecurSpaces uses Gateway API resources rather than Ingress re-
sources. Set
both of these in your configuration file:

platform:
useGatewayAPI: true
gatewayAPT:
gatewayClassName: <your-gateway-class>
enableHealthCheckPolicy: true
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enableHealthCheckPolicy creates the networking.gke.io/v1l HealthCheckPolicy re-
sources that GKE requires to
health-check the backends. It applies to GKE only.

Most deployments use an ingress controller instead. See
Ingress.

Next step

Your Google Cloud infrastructure is ready. Continue with
Install with the Strong Installer CLI.

During that installation you also set up the ingress controller. If you have not chosen one, do
that first —see Ingress.

Related information

» Kubernetes platforms
« System requirements
 Sizing

« Ingress

Deploy SecurSpaces on Red Hat OpenShift

September 18, 2026

The Citrix SecurSpaces™ platform provides a secure and productive cloud development environment
that can be deployed on public, private clouds, and self-hosted servers. It also works in full air-gapped
modes, such as high-security settings.

The primary purpose of SecurSpaces platform is to provide secure, cloud development environments
(CDEs) that boost developer productivity while ensuring enterprise-level security. It allows organiza-
tions to streamline the provisioning and management of coding environments, improving efficiency
and collaboration among internal and external teams. By centralizing development resources and
integrating automated security features, the platform reduces the risk of data leaks and intellectual
property theft, enabling safe remote work and supporting DevSecOps practices.

Specifically, typical usage scenarios encompass IT efficiency, developer productivity, and governance
of the development process.
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This deployment guide provides the steps to deploy the SecurSpaces to an existing Red Hat Open-
Shift cluster. The CDEs can be accessed through cloud or local integrated development environments
(IDEs), offering a secure and isolated environment for developers.

This guide covers preparing an OpenShift cluster and installing the SecurSpaces platform on it.
Unlike the

EKS and AKS pages, it is self-contained, because OpenShift’s route and security-context model
changes several

of the installation steps.

Once the platform is running, see
Kubernetes for what to configure next.

Prerequisites

The SecurSpaces CDE platform deployment has the following prerequisites:

« Container registry to which you have push permissions
+ An up-and-running OpenShift cluster
+ Basic tools for working with that OpenShift cluster: oc and kubectl
You should already be authenticated in both oc and kubectl with your OpenShift cluster.

Deployment Steps
Obtain a SecurSpaces platform license

You need a valid license to use the SecurSpaces platform. Please contact your ATS or Solution Archi-
tect to request that one be issued to you.

Toissue a license, we only need to know which URL will be used to access the SecurSpaces platform. In
case of OpenShift, we need to find out the cluster domain first, which we can easily do in two ways:

1. From the web console URL: The cluster domain is part of the OpenShift web console address. If
you access the console at https:
, then your cluster domainis apps.cluster.example.com

2. Using the OpenShift CLI (oc):
oc get ingresses.config/cluster -o jsonpath='{

.spec.domain }

» You will get an output like: apps.sm9kdad46je6e9a9c7b.swedencentral.
aroapp.io
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+ Once you have the cluster domain, the final SecurSpaces platform domain will be in the
form of: sn.<cluster-domain>

+ In our case, it will look like the following: sn.apps.<CLUSTER_ID>.<REGION>.
aroapp.io

Now that we have the domain, we will register it with the SecurSpaces License server.

Check the Wildcard policy of your OpenShift cluster

To be able to create and use workspaces on the SecurSpaces platform, which have dynamic routes,
you need to make sure that the wildcard policy of your OpenShift cluster routing is set to Wildcard-
sAllowed.

To do that, you can follow these steps:
+ Find out the name of your ingress controller by running:

oc get ingresscontroller -n openshift-ingress-operator -o jsonpath='

{

.items[*].metadata.name }
1

« If you made a default installation of an OpenShift cluster and haven’t changed any of the set-
tings, the name will most likely be default.

+ Check if your ingress controller has a WildcardsAllowed policy already set, using the name of
the controller obtained from the previous step. In our case, it is default, so the command looks
like:

oc get ingresscontroller default -n openshift-ingress-operator -o
jsonpath="{

.spec.routeAdmission.wildcardPolicy }
1

« If the output is WildcardsAllowed, then everything is set, and you can go to the next step of the
guide.

« Ifthe outputis empty, it means we need to set the policy manually. This can be done by editing
the configuration of that particular ingress controller (named default) by executing:

oc patch ingresscontroller default -n openshift-ingress-operator --
type=merge -p '{
”spec”:{
"routeAdmission": {
"wildcardPolicy":"WildcardsAllowed" }

}
}
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« You can now check that the previous command was successful by executing and getting Wild-
cardsAllowed as a response:

oc get ingresscontroller default -n openshift-ingress-operator -o
jsonpath="{

.spec.routeAdmission.wildcardPolicy }
]

« If you want to see the complete ingress controller configuration, you can execute:

oc get ingresscontroller default -n openshift-ingress-operator -o
yaml

More info on the subject of Ingress controllers and wildcard policies in particular can be found at:
https://docs.redhat.com/en/documentation/OpenShift_container_platform/4.18/html/operator_a
pis/ingresscontroller-operator-OpenShift-io-v1#spec-routeadmission

Create a Kubernetes namespace for your deployment

Select the name of the namespace that you want to use for SecurSpaces deployment. It is advised
not to reuse existing namespaces for deploying our platform. For this guide, we will use the name
SecurSpaces.

« First, you need to check if that namespace already exists by running:

kubectl get namespaces | grep strong-network

« Ifit does not exist, you can create it by running:

kubectl create namespace strong-network

Run the SecurSpaces installer

You can start the installation process by running the following command from the console of your
device:
docker run -it --rm -v ${

PWD }
:/strong-network/shared strongnetwork/strong_installer:2026.4.5

After this is executed and the installer image is pulled and run, you can run the installer. The installer
will create a configuration file that should be used to upgrade the product in the future. It will also
download the Helm chart to the shared host directory and push SecurSpacesimages to your container
registry.
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Since we provide a large number of pre-built workspace images by default, which occupy a significant
amount of space, you can reduce the number of images that we pull or push by editing the list of
workspace images that we will pull or push, or by not downloading them at all. This could also be
useful if you (the client) plan to use your workspace images, so you do not need SecurSpaces’prebuilt
ones.

In case you need only specific workspace images but do not want to download the rest, you can edit
the workspace_images.txt file and remove the ones that you do not need.

Then you can run:

sds-cli 1dinstall

You will have to go through a wizard that helps you create the YAML configuration file.

Enter the main domain of the platform (e.g, strong-network.example.com)
‘sn.apps.<CLUSTER_ID>.<REGION>.aroapp.io"

The default domain used to access workspaces is: proxy.sn.apps.<
CLUSTER_ID>.<REGION>.aroapp.io’

Do you want to change it? (y/n): n

Set the email of the platform admin: admin:admin@example.com

Set password for admin (leave empty to autogenerate):

Define the base64 database encryption key (leave empty to autogenerate)

Define the JIWT secret (leave empty to autogenerate):

Do you want to enable node affinities for workspaces and strong network
services? (y/n): n

Use two-factor authentication for users? (y/n): n

Installing version 2025.5.0...

In case you get an error in the terminal like the following:
Failed to fetch access token with error: permission denied, try using
a service account...

This means that your domain is not registered correctly on the SecurSpaces License server, and there-
fore, we cannot automatically generate the access token for our container registry.

If you did not encounter any problems during the wizard, your whole wizard will look something like
the output below.

root@Of7ca7f89e78:/strong-network# sds-cli install
Enter the main domain of the platform (e.g, strong-network.example.com)
sn.apps.<CLUSTER_ID>.<REGION>.aroapp.io

The default domain used to access workspaces 1is: proxy.sn.apps.<
CLUSTER_ID>.<REGION>.aroapp.io

Do you want to change it? (y/n): n

Set the email of the platform admin: admin:admin@example.com

Set password for admin (leave empty to autogenerate):

Define the base64 database encryption key (leave empty to autogenerate)

Define the IWT secret (leave empty to autogenerate):
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Do you want to enable node affinities for workspaces and Citrix Secure
Developer Spaces services? (y/n): n
Use two-factor authentication for users? (y/n): n
Installing version 2026.4.5...
B Authenticating... Done.
B Finding best source registry... Selected EU region.
Pulling helm chart version 2026.4.5..
File ninjahchart-2026.4.5.tgz downloaded to /strong-network/shared/
ninjahchart-2026.4.5.tgz
Destination Registry URL:<YOUR_REGISTRY>.azurecr.io
Detected Azure Registry Type..
Select Type For Authentication:
[1] User Account
[2] Service Principal
Please Enter Your Numeric Choice: 2
Enter service principal ID: <YOUR_SERVICE_PRINCIPAL_ID>
Enter service principal password: Authentication successful.
src: europe-docker.pkg.dev/strong-network-release/images/frontend
:12026.4.5
dst: http://<YOUR_REGISTRY>.azurecr.io/frontend:2026.4.5
Getting image source signatures
Copying blob fb6abOedbcbd done |
Copying blob ab9385d5595c done |
Copying blob 0clcladd5fbl done |
Copying blob 4f4fb700ef54 skipped: already exists
Copying config 3564c26c52 done |
Writing manifest to image destination
B Finishing up... Done.
Run your deployment like this:
helm upgrade --install \\
-—-namespace default \\
-—create-namespace \\
-f "./config_2026.4.4.yaml" \\
release ./ninjahchart-2026.4.5.tgz
root@Of7ca7f89e78:/strong-network#"

Add Docker registry secrets to Kubernetes

Dockerimages for the SecurSpaces platform itself and later for workspace images need to be hosted in
a suitable location. This is why you need to provide your Container registry (or Artifactory), because
the SecurSpaces installer is going to pull the images from SecurSpaces private GCP Artifactory and
push them to your registry. SecurSpaces container registry is likely not going to be public, and this is
why you need to authenticate with it. The credentials for this authentication must be present during
the SecurSpaces platform installation so thatimages can be pulled for each of the SecurSpaces service

pods.
Once you have the credentials ready, you can add them by running:
kubectl create secret docker-registry acr-secret —--namespace=strong-
network --docker-server=<YOUR_REGISTRY>.azurecr.io -—-docker-
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username=<YOUR_SERVICE_PRINCIPAL_ID>-token --docker-password=<
YOUR_REGISTRY_PASSWORD>

This creates a new Docker registry secret named ‘acr-secret’ in the ‘strong-network’ namespace.
You can verify that the secret is successfully added by executing:

“kubectl get secrets | grep acr-secret’

Now you need to manually edit the YAML configuration that you got as a result of running the Strong
installer and add the following line in the platform section: imagePullSecrets: acr-secret

Set proper Security Context Constraints

Since the OpenShift security model differs from the standard Kubernetes security model, you must
apply additional policies; otherwise, SecurSpaces services or workspaces will not start properly.

You need to set policies for both service deployments and workspaces that will be made on the plat-
form.

Set policies for the service accounts of platform services Execute the instructions below:

oc adm policy -n strong-network add-scc-to-user privileged -z release-
central-service

oc adm policy -n strong-network add-scc-to-user privileged -z release-
coordinator

oc adm policy -n strong-network add-scc-to-user privileged -z release-
proxy

oc adm policy -n strong-network add-scc-to-user privileged -z release-
workspace-api

oc adm policy -n strong-network add-scc-to-user privileged -z release-
mongodb

oc adm policy -n strong-network add-scc-to-user privileged -z release-
frontend

oc adm policy -n strong-network add-scc-to-user privileged -z release-
cron-service-account

This will add the elevated permissions to all platform services’service accounts that SecurSpaces
uses.

The -z flag indicates that what follows is a service account name, for example, release-proxy.

Create a new service account, its policy, and assign it

Create a file named workspaces-policy.yaml:
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apiVersion: security.openshift.io/vl
kind: SecurityContextConstraints
metadata:

annotations:

kubernetes.io/description: anyuid provides all features of the

restricted SCC

but allows users to run with any UID and any GID.
creationTimestamp: "2024-08-07T12:25:28Z"

generation: 1
name: strongnetwork-scc
resourceVersion: "998061"
uid:
allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities:
- NET_ADMIN
- NET_RAW
defaultAddCapabilities: null
fsGroup:
type: RunAsAny
groups:
- system:cluster-admins
priority: 10
readOnlyRootFilesystem: false
requiredDropCapabilities:
- MKNOD
runAsUser:
type: RunAsAny
seLinuxContext:
type: MustRunAs
supplementalGroups:
type: RunAsAny
users: []
volumes:
- configMap
- downwardAPI
- emptyDir
- persistentVolumeClaim
- projected
- secret

Apply it by running:

kubectl apply -f workspaces-policy.yaml

Now you need to check if a service account named statefulset-sa already exists:

oc get serviceaccounts | grep statefulset-sa
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Service account already exists
If the service account already exists, you can check if it is already assigned the strongnetwork-scc
SecurityContextConstraints. You can do so by running:

‘oc get rolebindings,clusterrolebindings --all-namespaces -o wide |
grep statefulset-sa’

You can expect to get an output like the one below, which would mean that it is using a
strongnetwork-scc:

If this is the case, you do not need to do any extra steps regarding the service account and its
policies.

Service account does not exist
If the service account does not exist, you need to create one and assign the strongnetwork-scc policy
to it:

oc create serviceaccount statefulset-sa -n strong-network
oc adm policy add-scc-to-user strongnetwork-scc -z statefulset-sa

Editing the YAML configuration

Finally, you need to manually edit the YAML configuration that you got as a result of running the Strong
installer.
You need to add the following lines in the platform section:

useOpenShift: true

You need to add the following lines in the region section:
clusterConfig:

privilegedWorkspaces: true
customServiceAccount: statefulset-sa

Final YAML

After all the edits made in previous steps, the YAML configuration should look like this:

mongodb:
auth:
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replicaSetKey: <MONGODB_REPLICA_SET_KEY>
password: <MONGODB_PASSWORD>
rootPassword: <MONGODB_ROOT_PASSWORD>
platform:
imageTag: 2025.1.13
dockerRegistry: <YOUR_REGISTRY>.azurecr.io/
workspaceRegistry: <YOUR_REGISTRY>.azurecr.io/ws—images/
publicRegistrylLatestTag: 2.2.5
secureBrowserTag: 2025.1.13
sidecarTag: 2025.1.13
hostName: sn.apps.<CLUSTER_ID>.<REGION>.aroapp.io
centralProxyHostname: proxy.sn.apps.<CLUSTER_ID>.<REGION>.aroapp.io
userAdminEmail: admin@example.com
userAdminPassword: <ADMIN_PASSWORD>
secretKeyReposB64: <BASE64_ENCRYPTION_KEY>
jwtSecret: <JIWT_SECRET>
sslCertificateSecret: ""
sslCertificateSecretProxy: ""
twoFaDisabled: true
useOpenShift: true
imagePullSecrets: acr-secret
region:
clusterConfig:
privilegedWorkspaces: true
customServiceAccount: statefulset-sa

Deployment

Now what’s left is to run the helm upgrade and deploy the application:

helm upgrade —--install \\
--namespace strong-network \\
-f "./config_2026.4.4.yaml" \\
release ./ninjahchart-2026.4.5.tgz

The terminal will freeze for a few seconds while deployment is in progress.
Now you can go to the OpenShift console and Workloads -> Pods and verify that all pods are running
correctly:
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If there is a problem with a particular pod, click on that pod and have a look at its Logs/Events.
When everything is ok with all the pods, you can proceed to log in to the platform on the URL that is
defined by the hostName value in the YAML, using the userAdminEmail and userAdminPassword
from the YAML.

After creating theinitial organization and project, you can try creating a workspace and seeif it deploys
correctly. If the workspace does not deploy correctly, examine the logs of the relevant Pod/StatefulSet,
as explained above.

Nutanix Kubernetes Platform

August 20, 2026

Citrix SecurSpaces™ runs on the Nutanix Kubernetes Platform (NKP). This page covers what is specific
to NKP:
the cluster prerequisites, the node labels, the certificate, and the ingress settings the chart needs.

Everything after that is the standard installation. When you have finished here, continue with
Install with the Strong Installer CLI.
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Nutanix publishes a full end-to-end walkthrough as a solutions tech note, which is useful for the NKP
side of

the deployment:

Citrix Secure Developer Spaces on Nutanix Kubernetes Platform.

Important:

The Nutanix tech note was written against SecurSpaces 2025.10. 13 and has not been revised
since. Its

installerimage tag, chart file name, and CLI command are all out of date —it uses strong-cli,
which is

now sds-cl1. Useit for the NKP-specific steps, and follow the SecurSpaces documentation for
the

installation itself.

Prerequisites

NKP 2.17 or later, deployed as either a self-managed or a workload cluster.

A free IP address in the Kubernetes service load balancer range, for the SecurSpaces load bal-
ancer.

A kubeconfig with privileged access to the cluster.

Three domain names:

Purpose Example

Primary sds.example.com

Proxy proxy.sds.example.com
Wildcard subdomain *.,proxy.sds.example.com

« ATLS certificate whose Subject Alternative Names cover all three domains.

+ A SecurSpaces platform license.

For supported Kubernetes versions and capacity planning, see
System requirements and
Sizing.

Create the namespace

kubectl create namespace strong-network
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Label the nodes

SecurSpaces separates service nodes from workspace nodes. Label them so the chart can schedule
each pod type
on theright pool:

kubectl label nodes <service-node-name> strong.network/type=service
kubectl label nodes <workspace-node-name> strong.network/type=workspace

For how many nodes of each type to provision, see Sizing.

Install the certificate

Store the certificate and its private key as a TLS secret in the namespace:

kubectl create secret tls sds-example-com-cert \
-—-key=/path/to/private_key.pem \
-—cert=/path/to/cert.pem \
-n strong-network

If you use cert-manager, request the certificate instead. This example issues a self-signed certificate,
which is suitable for testing but not for production:

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: sds—-example-com-cert
namespace: strong-network
spec:
secretName: sds-example-com-cert
issuerRef:
name: selfsigned-issuer
kind: ClusterIssuer
dnsNames:
- sds.example.com
- proxy.sds.example.com
- "x.proxy.sds.example.com"

Configure the chart for NKP

Run the installer as described in

Install with the Strong Installer CLI. Select Percona

MongoDB when the installer asks for the database type, unless you are using an
external database.

Then add the NKP-specific values to the generated configuration file. NKP ships NetScaler CPX as its
ingress
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controller, so the chart needs telling to emit NetScaler ingress annotations:

platform:
useNetscalerController: true
ingressClass: netscaler-cpx-ingress
sslCertificateSecret: sds-—-example-com-cert

ingressClass must match the class your NetScaler CPX controller actually watches. The chart
defaultis

netscaler-cpx-ingress; confirm yours with kubectl get ingressclass and set both
sides to the same value.

Note:

If your chart version requires node affinity to be switched on explicitly, also set
platform.enableNodeAffinity: true. The node labels above have no effect unless
affinity is enabled. The

Nutanix tech note marks this as required for 2025.10. 13.

Deploy

helm upgrade —--install \
-—namespace strong-network \
--create-namespace \
-f ./config_<version>.yaml \
release ./ninjachart-<version>.tgz

Check that the platform came up:

kubectl get pods -n strong-network
kubectl get ingress -n strong-network

Thenopen https://sds.example.com/Loginand signin with the administrator account you
set during
installation.

Related information

Kubernetes platforms
Install with the Strong Installer CLI
« System requirements

« Sizing
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Install with the Strong Installer CLI

September 18, 2026

The Strong Installer CLI (sds-c11) helps you install, upgrade, and manage Citrix SecurSpaces™ de-
ployments. You run the CLI from the Strong Installer container.

Overview

Use this article to:

« Install SecurSpaces for the first time.
+ Upgrade an existing deployment.
+ Push container images to your registry.

Prerequisites

Before you begin, make sure you have:

+ Docker installed and running on your local machine.

+ Credentials for your container registry.

+ Network access to Docker Hub and your destination registry.
+ Enough disk space to download and push container images.

Run Strong Installer

Strong Installer is available as a Docker container on Docker Hub. Run this command to start it:

docker run —-it —-rm -v ${
PWD }
:/strong-network/shared \
strongnetwork/strong_installer:2026.4.5

Note:

${ PWD } mounts your current directory to /strong-network/shared inside the
container. Strong Installer saves configuration files and Helm charts to this location.
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Install SecurSpaces
Before you begin

Make sure you have:

+ The destination container registry URL.
+ Authentication credentials for your registry.
+ The service and workspace versions you want to install.

Installation steps

1. Start the Strong Installer container:

docker run -it --rm -v ${
PWD }
:/strong-network/shared \
strongnetwork/strong_installer:2026.4.5

2. Run theinstallation command:

sds-cli 1install

Optional: Specify the service and workspace versions with flags:

sds-cli install -v 2026.4.5 -w 2.3.6

3. Enter the initial configuration values when prompted.
4. Follow the prompts to authenticate to your cloud provider or registry.
5. Enter the full destination registry URL.

6. Wait while the CLI creates the configuration file and pushes images to your registry.

Registry authentication

Strong Installer detects the registry type from the URL and prompts for the appropriate credentials.
For the

credential type each registry expects, and for the flags that supply them non-interactively, see

SDS CLI reference.

Important:

After you authenticate, the Helm chart file is downloaded to your shared directory. Secure this
file immediately, as it contains your deployment configuration.
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Deploy to the cluster

Installing pushes the images and writes the configuration file. Deploying applies that configuration to
your

Kubernetes cluster. Prepare the cluster first —see

Kubernetes for your platform.

Before you begin

Make sure you have:

+ A prepared Kubernetes cluster, with kubectl pointing at it.

+ Aningress controller. The chart’s default ingressClass is nginx, but NetScaler CPX is rec-
ommended
because the chart deploys and configures it for you. See
Ingress.

« ATLS certificate and key for your host domain.

+ The Helm chart and configuration file produced by the install step.

Install an ingress controller

SecurSpaces will not start serving traffic without one. Unless you are using NetScaler CPX, which
the
chart deploys for you, install and configure the controller before you apply the chart.

+ NGINX —install with Helm, then apply the recommended ConfigMap values
» NetScaler CPX —deployed by the chart, no

separate installation
+ Ingress —if you have not chosen a controller

yet

Whichever you use, platform.ingressClass inyour configuration file must match the class the
controller
actually watches. Confirm it with kubectl get ingressclass.

Upload the TLS secret

The SecurSpaces ingress configuration references a TLS secret. Create it before deploying:

kubectl create secret tls my-ssl-secret --cert=path/to/tls.crt --key=
path/to/tls.key
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Deploy the chart

helm upgrade --install my_release ninjahchart-${

SN_VERSION }
.tgz -f config.yml

Verify the deployment

List the running pods:

kubectl get pods

The output resembles the following:

pod/release-central-service-7794bf97db 1/1
pod/release-central-service-55f74bb5d 1/1
pod/release-mongodb-869ddfb7c-7g58h 1/1
pod/release-coordinator-7f9c4c95bhd5fd 1/1
pod/release-proxy-569859ddbh9-7487jj 1/1
pod/release-frontend-7b4b8b97d4-67d2k 1/1

pod/release-workspace-api-74cb48675c-9x4v8 1/1

Running
Running
Running
Running
Running
Running
Running

[oNoNoNoNoNoNO]

3h24m
3h24m
3h24m
3h24m
3h24m
3h24m
3h24m

Then browse to your deployment URL and sign in with the administrator credentials set in your Helm

values.

What to configure next

Task Page

Connect an identity provider
Connect code repositories

Allow SSH access to workspaces

Add a region Multiple regions

Create your first project and team

Identity and access
Code repositories

SSH TCP forwarding

Set up a project for your team

Upgrade an existing deployment
Before you begin

Make sure you have:
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« The configuration file from your previous deployment, for example, config_2024.5.0.
yaml.
+ Access to the same container registry used in the original deployment.

Procedure

1. Start the Strong Installer container with the new version:
docker run -it --rm -v ${
PWD }

:/strong-network/shared \
strongnetwork/strong_installer:2026.4.5

2. Run the upgrade command with your existing configuration file:

sds-cli upgrade -c config_2026.4.4.yaml

3. Follow the prompts to complete the upgrade.

Upgrade without a configuration file
If you do not have the original configuration file, run the upgrade with the —-ignore-config
flag:

sds-cli upgrade --ignore-config

The CLI then prompts for each value it would otherwise read from the configuration file, including the
host

domain and the destination registry URL, and does not write a new configuration file. See
Upgrading without a configuration file.

Warning:

If you upgrade without a configuration file, you must enter all deployment parameters manually.
Use this option only if the configuration file is unavailable.

Automated upgrade

For CI/CD pipelines or other automated deployments, you can run the full upgrade with one com-
mand.

Example: Google Artifact Registry
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docker run —-it —--rm -v ${

PWD }

:/strong-network/shared \
strongnetwork/strong_installer:2026.4.5 \
upgrade \
-c config_2026.4.4.yaml \
--source-registry-region eu \
--service-account-file-path shared/your-service-account.json

The destination registry URL is read from the configuration file passed with —c. There is no flag to set
it.

Flags

For the full flag list, including the registry-specific authentication flags for Google Artifact Registry,
Amazon ECR, Azure Container Registry and generic Docker login, see
SDS CLI reference.

Tip:
Use -—use-docker-loginwith--registry-usernameand --registry-password

to skip cloud provider authentication prompts. This is useful for CI/CD pipelines that do not
support interactive prompts.

Push images only

To push container images without running a full installation or upgrade, use the push-images com-
mand.

Procedure

1. Start the Strong Installer container:

docker run —-it —--rm -v ${
PWD }
:/strong-network/shared \
strongnetwork/strong_installer:2026.4.5

2. Runthe push-images command:

sds-cli push-images \
--source-registry-region eu \
-c config.yaml \
--verbose
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Push images with Docker login (non-interactive)

For CI/CD pipelines, use the ——use-docker-Tlog1in flag to skip cloud authentication prompts:

sds-cli push-images \
--source-registry-region eu \
--use-docker-login \
--registry-username "your-username" \
--registry-password "your-password" \
-c config.yaml

Flags

For the full push-images flag list, including the skip options, see
SDS CLI reference.

Troubleshooting

Authentication prompts in CI/CD

Issue Resolution

The CLI prompts you to choose an Use ——use-docker-Tlogin with
authentication method even when credentials --registry-username and

are provided. --registry-password to skip cloud

provider authentication.

sds-cli push-images \
--use-docker-login \
--registry-username "$USERNAME" \
--registry-password "$PASSWORD" \

Docker permission denied

Issue Resolution

Permission denied errors when you run Docker Make sure your user is added to the docker
commands group, or prefix the command with sudo.
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Image push failures

Issue Resolution

Images fail to push to the destination registry. Verify that your registry credentials are correct.

Make sure the destination registry exists and is
accessible.

Check network connectivity to both the source
and destination registries.

Use —-verbose for detailed error messages.

Related information

« SDS CLI reference
» Upgrade
» Requirements

NetScaler CPX

August 20, 2026

NetScaler CPX is the recommended ingress controller for Citrix SecurSpaces™, and the only one the
SecurSpaces
Helm chart deploys for you.

It works out of the box. The chart installs NetScaler CPX, wires it to the platform, and applies the
settings SecurSpaces needs. You do not have to configure the controller separately.

Important:

NetScaler CPX does not currently work on Google GKE. This is a known issue with a fix in
progress and

no date yet. On GKE, use NGINX or the

Kubernetes Gateway API, and contact Citrix for the current status. Other platforms are unaf-
fected.

What the chart sets up

Understanding what is already handled saves you repeating it by hand.
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Area What you get

The controller NetScaler CPX is installed as part of the
SecurSpaces release, with its licence accepted
and exposed through a LoadBalancer service

Ports 80 and 443 for the platform, plus a port for SSH
to workspaces and one for the VDI agent
Connection handling HTTP and TCP profiles with WebSocket and

HTTP/2 enabled, which is what the Cloud IDE
needs to hold a session open
Backend security Client authentication on the front end, and TLS

to the frontend and central services
SSH to workspaces A dedicated SSH ingress, created automatically,

routed to the workspace service over TCP

The SSH ingress is the difference worth knowing about. With other controllers you build that path
yourself.

Selecting it

NetScaler CPX is chosen in the configuration file the installer generates:

platform:
useNetscalerController: true
ingressClass: netscaler-cpx-ingress
sslCertificateSecret: <your-tls-secret>

ingressClass must match the class the controller watches. netscaler-cpx-ingressisthe
value the chart
uses; if you change one, change both.

sslCertificateSecret names a TLS secret in the release namespace, covering your platform
domain, your proxy

domain, and the wildcard proxy subdomain. See

Install with the Strong Installer CLI.

Verify

After the release is deployed:

kubectl get pods -n strong-network
kubectl get ingress —-n strong-network
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kubectl get svc -n strong-network

You should see the CPX pod running, an external address on the LoadBalancer service, and an ingress
for the
platform alongside one for SSH.

If the LoadBalancer address stays pending, your cluster has no load balancer provider or no free ad-
dressin
its range. That is a cluster-level problem rather than a SecurSpaces one.

Using an existing NetScaler

If you already run NetScaler in front of your cluster, point SecurSpaces at it rather than letting the
chart

deploy CPX: leave useNetscalerController off, and set ingressClass to the class your ex-
isting controller

watches. The chart still applies the NetScaler-specific annotations when the class name begins with
netscaler.

Related information

NetScaler CPX documentation —the product

documentation for CPX itself, including scaling, licensing, and advanced configuration
* Ingress

« Install with the Strong Installer CLI

« System requirements

NGINX

August 24, 2026

These values apply to the ingress-nginx controller. If you use NetScaler CPX, the SecurSpaces chart
applies the equivalent profiles itself and there is nothing to tune. See
NetScaler CPX.

Citrix SecurSpaces™ carries long-lived connections —the Cloud IDE, SSH sessions, and workspace
apps all hold

a socket open for the length of a working session. The default ingress-nginx settings are tuned for
short

request/response traffic, so the following values are recommended for a SecurSpaces deployment.
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Install the controller

SecurSpaces does not install NGINX for you. The cluster needs an ingress-nginx controller before you
deploy
the Helm chart.

Many managed Kubernetes services have a recommended way to do this —check the
ingress-nginx deployment guide
for your cloud provider first. If your provider is not listed, install it with Helm:
helm repo add ingress—-nginx https://kubernetes.github.io/ingress-nginx
helm repo update
helm install —--namespace nginx —--create—-namespace ingress—-nginx ingress
-nginx/ingress-nginx \
--set controller.service.type=LoadBalancer

On AWS, add the annotation that provisions a Network Load Balancer:

--set controller.service.annotations."service\.beta\.kubernetes\.io/
aws-load-balancer-type"="nlb"

Confirm the ingress class the controller watches, and use thatvalueforplatform.ingressClass
inyour
SecurSpaces configuration:

kubectl get ingressclass

Tune the controller

Apply the following values before you put the platform into use. They are not optional in practice: the
defaults produce dropped Cloud IDE sessions under normal working conditions.

A default ConfigMap exists in the ingress-nginx namespace, usually named ingress-nginx-
controller. The
name varies with how the ingress controller was installed.

kubectl edit configmap ingress—-nginx-controller

Recommended values

apiVersion: vl

data:
allow-snippet-annotations: "true"
enable-brotli: "true"
keep-alive: 120s
keep-alive-requests: "10000"
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use-gzip: "true"
use-http2: "true"
kind: ConfigMap

Value Effect

allow-snippet-annotations Controls whether the controller honors snippet
annotations. See the note below —this one has
consequences beyond performance.

enable-brotli Compresses responses with Brotli where the
client supportsit.

keep-alive Holds an idle upstream connection open for 120
seconds rather than the default 75.
keep-alive-requests Allows 10,000 requests per keep-alive

connection rather than the default 1,000, which
matters for the long sessions the Cloud IDE

creates.

use-gzip Compresses responses for clients that do not
support Brotli.

use-http2 Serves HTTP/2 to clients that support it.

About allow-snippet-annotations

The SecurSpaces Helm chart reads this value from the ConfigMap when it renders, and behaves dif-
ferently
depending on what it finds:

+ "true'" —thechartaddsitsown server-snippet annotation to the ingress, which installs
SecurSpaces error pages for HTTP 400, 401, 403, 404, 405, 408, and 413.

« "false'" —the chart omits that annotation. The platform still works, but those responses fall
back to
the ingress controller’s default error pages.

Ifyousetplatform.nginxConfigorplatform.nginxConfigSubdomaininyourHelm val-
ues, the chart emits a

configuration-snippet annotation, whichthe controller only honorswhen allow-snippet
-annotationsis

"true".
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Note:

Snippet annotations let any user who can create an Ingress object inject NGINX configuration.
Recent

ingress-nginx releases default this to " fa'lse" for that reason. Settingitto "true" is a trade-
off

between the SecurSpaces error pages and that exposure. If your cluster policy forbids snippet
annotations,

leave it "false" —the platform is fully functional either way.

Related information

+ SSH TCP forwarding
« Install with the Strong Installer CLI
« Ports and protocols

SSH TCP forwarding with NGINX

August 20, 2026

This guide describes how to configure the SecurSpaces platform to enable SSH access to Workspaces.
SSH access allows developers to securely connect to the remote filesystem of a workspace and use
remote IDE features in tools such as Visual Studio Code, JetBrains Gateway, Cursor, or Windsurf.

Note:

The ingress configuration on this page is for NGINX. If you use NetScaler CPX, the SecurSpaces
chart

creates the SSH ingress and the service port for you, so you can skip to

Enable SSH Access in the Platform. See

NetScaler CPX.

When using Kubernetes distributions such as MicroK8s, replace the deployment application with
aDaemonSet.

Overview

The SSH access feature is optional and must be enabled at multiple levels:

« Platform
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« Organization
+ Project
« Individual workspace

This guide walks through:

1. Configuring the nginx load balancer to forward TCP requests for SSH access.
2. Enabling SSH access in the platform, organization, and project settings.
3. Using SSH to connect to Workspaces.

Configure NGINX for SSH Access

The nginx load balancer must be configured to handle SSH requests. This is a relatively quick process.
You will need to:

1. Create a ConfigMap named ssh-mapping in the nginx namespace which maps the SSH port to
the SSH port of the SN workspace service (designated 12345)

2. Edit the DeploymentApp of the nginx ingress controller so that it applies the new ConfigMap in
the —tcp-services-configmap flag.

3. Expose port 12345 in the Service of the nginx ingress controller.

Create a ConfigMap

To create the ConfigMap, you first switch to the namespace of the nginx controller - by default it should
be called nginx. Then, simply run the command to create the ConfigMap:

kubectl create configmap ssh-mapping

Edit the ConfigMap’s data field to include a mapping from the SSH port to your release’s workspace
API (it’s listening on port 2222, which is hardcoded, please do not change this value). To do this, edit
the config map:

kubectl edit configmap ssh-mapping

Update the data field:

apiVersion: vl
data:

"12345": default/release-workspace-api:2222
kind: ConfigMap
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Important:

Port 2222 is hardcoded in the Workspace API. Do not change this value.

Update the NGINX Ingress Controller Deployment

Editthe DeploymentApp if the nginxingress controller deploymenttoincludethe --tcp-services
-configmap argument:

kubectl edit deployment ingress-nginx-controller

Add the following to the Arguments of the controller (under the Args header):

spec:
--tcp-services-configmap=$ (POD_NAMESPACE) /ssh-mapping

Expose Port in the Service

Expose the port in the service of the nginx controller. Add the following entry under the ports field of
the service:

kubectl edit svc nginx-ingress—-controller

Ports:

appProtocol: http
name: http
nodePort: 30875
port: 80
protocol: TCP
targetPort: http

appProtocol: https

name: https
nodePort: 31800
port: 443

protocol: TCP

targetPort: https
name: ssh

port: 12345

protocol: TCP

targetPort: 12345

Once complete, TCP requests to port 12345 will be forwarded to the workspace service.

Enable SSH Access in the Platform

SSH access must be enabled at the platform, organization, and project levels individually.
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Platform Level

Required role: Administrator or security officer

To enable the feature, navigate to the Workspace Platform Settings page:
Platform Overview » Settings » Workspace Settings » Security Settings

« Locate the Remote Development Over SSH section.
+ Toggle the feature on.
+ Ensure the SSH port matches the exposed port in the nginx load balancer (12345).

& Platform ) ol o (]
# Organizations ~ GJ Workspaces  %* People = Resources |~ insights  © Audit % Settings % System Configuration
£x Platform Settings ‘ ! Security Settings
General v Clipboard Security © Enforce ()
—
Security v {- e

\/I=)¥) Data Exfiltration Prevention
Ny

User Access Control ~ Prevent paste operations outside the IDE and the secure browser »
~
Workspace App Security
Enforce the use of the secure browser for workspace apps (@ ]
Resource Settings v Default Project Limits © Enforce (D
Max Number of Workspaces per User ]
Analytics ottt

Import and Export

Multiple SSH Identities Enable (I

Enable to add and manage multiple SSH identities in your account

Remote Development Qver SSH Enable @D

Specify the port used for SSH connections  — 12345  +

Validity of public keys (days) 7

The administrator can also configure the validity period for public keys used in authentication with
the Workspace.

When connecting to a workspace with SSH, the user will be given the following prompt:
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C:\Users\torstein>ssh ws-53748696236688@ssh.proxy.cloudcoder. network

lyou need to approve the SSH connection request on the platform. Access the following URL to proceed:
https://cloudcoder.network/ssh_to_workspace_approval/ebf75f3273c1de91b41897cd7blf56c12b3bc43e336ec@72008d7419b5Fcledf

When opening the provided, link they will reach the following page:

From here, the user can either allow or dismiss the request. Additionally, the user can choose to allow
the public key provided during the authentication process to skip seeing the prompt in future authen-
tication attempts. This key will only be valid for a set amount of time, which is configurable by the
administrator through the validity of public keys setting.

SSH Connection Request

This will authenticate an SSH session to the workspace torstein-ws owned by Torstein Meyer.

This link is valid for:

09:12

The following public key was provided during authentication:

SHA256:XBiZTISz6THzD9I16dFX+XJ

bzMZHJzCQqt/Dry

nTatqTY

Allow this key to be used in future authentication attempts

Organization Level

Required role: Organization owner or Administrator

To enable the feature, navigate to the Workspace Security Settings page:
Organization Overview » Settings » Workspace Settings » Security Settings

+ Toggle Remote Development Over SSH to enable.
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& /  PrimaryOrganization = o x ® (4]

# Projects = Resources  %* People « Insights 1 Seftings

% Organization Settings SecuntySettings

General v Clipboard Security © Enforce (D
~ / .6‘\-‘
\ J L) Data Exfiltration Prevention
-y
Prevent paste operations outside the IDE and the secure browser (o ]

SAML Integration

Workspace App Security

Enforce the use of the secure browser for workspace apps C,
Default Project Limits © Enforce ()
Max Number of Workspaces per User 0
Remote Development Over SSH Enable @D
Setas Default

@

Update All Workspaces
Update All

Project Level

Required role: Project owner or Administrator

To enable the feature, navigate to the Workspace Security Settings page:
Project Overview - Settings » Workspace Settings » Security Settings

+ Toggle Remote Development Over SSH to enable.
+ Optionally:

» Enable SSH as part of the default access item for new workspaces.
+ Update all existing workspaces to include SSH access.
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& / ? /  PrimaryProject = ok @ 0o
# Overview [ Workspaces & Resources  Zaf People 0 Audit Insights %z Settings
£ Project Settings Security Settings

General Clipboard Security © Enforce (D

; |} Data Exfiltration Prevention

Prevent paste operations outside the IDE and the secure browser »
Workspace App Security
Enforce the use of the secure browser for workspace apps o

Default Project Limits

Max Number of Workspaces per User 0
Remote Development Over SSH Enable @D
Set as Default »

Update All Workspaces
Update All

Use SSH to connect to Workspaces

Once enabled, developers can connect to running Workspaces via SSH.

Enable SSH on Individual Workspaces

With the SSH feature enabled, developers on the platform can make use of the feature. As an addi-
tional safety measure, the feature can also be enabled or disabled on each specific Workspace. By
default, SSH is disabled on individual Workspaces. To enable:

« Edit the Workspace.
+ On the Basic Info page, under Access, drag the SSH icon from Available to Selected.
« Click Apply.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 330



Citrix SecurSpaces™

& n/ / PrimaryProject =
ft Overview G Workspaces & Resouces i People 0 Audit = Insighis & Setlings
[ Workspace Basic Info

Admin's Workspace 1

owner
a» © Admin (You)
Shared With

© O Luka x

Resource Access Workspace Name

Admin's Workspace 1

Startup Seripts

Image Tag
Default Generic Image v 229 v
Customize
Access
Workspace Apps
Availabl
Security Settings Selected alaie

o || [>= | == +

Schedule
Physical Server Location for Workspace

Region

Default Region

Minimal Specifications

Small Medium Large
2 ¢ 4 6
4 s @ 2=
L o 0= o w=

On workspaces with SSH enabled, the owner of the workspace will be able to access the workspace

using SSH when the workspace is in a running state. To do so, first open the Connect Via SSH modal

by clicking the SSH icon on the workspace card:

& ™ overview J Workspaces = Resources <2 People |~ Insights

/2> Workspaces v

VSCode dev - o2 ... Jetbrains plugin develop... 2 e -«
. e

? Torstein Meyer Running @ Torstein Meyer

’o ssu ,a @ SSH >_
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Connect Via SSH
g Admin's Workspace 1

Connect to this workspace using:

X B I W

VS Code Desktop  JetBrains Gateway Cursor Windsurf

Or you can connect to this workspace using SSH by using the command below.

ssh ws-124203565402823@ssh.proxy.sn.apps.sm9kda46je6e9a ... (U copy

Close

This will open the Connect Via SSH modal. Here the user can either connect directly to their local VS
Code Desktop and/or JetBrains Gateway editors, or copy the SSH command in the format:

ssh ws—{

id }
.ssh.proxy.{
domain }
-p {

port }

You can then use this command to access the workspace as you would any ordinary SSH server.

The user can authenticate using a public key. To do this, the public key must be uploaded to the plat-
form and authorized for use in the workspace. Uploading the key can be done on the profile page:
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(S
4o

cloudcoder.network/profile/security/ssh_keys G

g

& Overview 55 Integrations £ Configuration © Security @: Troubleshoot

. Remote Access Over SSH
Security

Upload the current SSH key and apply it to new or existing workspaces manually or automatically.
Personal Secrets

Inject personal secrets in every workspace you )
Upload
own

You can access your workspace using SSH. Trusted public keys for SSH authentication are listed here.

Remote Access Over SSH

Upload SSH keys 1o connect to workspaces from

Generated by Strong Network Remote SSH
local IDEs B Delete
SHA256:glfwYdEeJCelhyWauA/IL79NBBSgTs3sWvN3UTDKv3s

AP| Keys
Authenticate to the platform REST API

Clicking Authorize will allow the user to specify the key’s access to specific workspaces:

Authorize SSH Key

You can authorize the usage of the SSH key
Generated by Strong Network Remote SSH to
connect to your workspaces.

Select Project *

Strong Network Core - Main Organization v

Workspace Name

torstein-ws-2 Revoke

Jetbrains plugin

Revoke
development

Frontend Development Authorize

VSCode dev Revoke

Torstein's Workspace

Cancel
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SSH to Workspace with Local IDEs

This feature can be used with VS Code Remote Development and/or Jetbrains Gateway to use an IDE
on your local machine but the filesystem on the remote machine.

External database

June 09, 2026

You can configure SecurSpaces to authenticate to an external MongoDB deployment with X.509 cer-
tificates instead of username and password

credentials. Use this option for deployments that require certificate-based authentication, such as
MongoDB Atlas environments managed

by enterprise security teams.

Prerequisites

+ An external MongoDB deployment that supports MONGODB-X509

+ A MongoDB X.509 database user whose distinguished name matches the client certificate sub-
ject

« Aclient certificate and private key in PEM format

+ Thecertificate authority bundle if your MongoDB deployment uses a private certificate authority

« Access to update the SecurSpaces Helm values and run helm upgrade

Configure X.509 authentication with inline certificate values

Base64 encode the certificate files and add them to platform.externalMongodb.auth:

platform:
externalMongodb:

hostName: "cluster.example.mongodb.net"

protocol: "mongodb+srv"

additionalParameters: "retryWrites=true&w=majority"

authMechanism: "MONGODB-X509"

auth:
database: "strong-network"
caCertPemB64: "<base64-ca-certificate>"
certPemB64: "<base64-client-certificate>"
certKeyPemB64: '"<base64-client-private-key>"
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If your MongoDB deployment uses a publicly trusted certificate authority, you canomit caCertPemB64
. SecurSpaces then uses the system
certificate pool.

Configure X.509 authentication with an existing Kubernetes Secret

If you already manage the certificate material in Kubernetes, reference the Secret and the key

names:

platform:
externalMongodb:
hostName: "cluster.example.mongodb.net"
protocol: "mongodb+srv"
additionalParameters: "retryWrites=true&w=majority"
authMechanism: "MONGODB-X509"
auth:
database: "strong-network"
existingSecret: "sds-mongodb-x509"
existingSecretKeys:
caCert: "ca.pem"
cert: "tls.crt"
certKey: "tls.key"

The Secret must exist in the SecurSpaces deployment namespace before you apply the Helm up-
grade.

Apply the configuration

1. Update your SecurSpaces Helm values file.

2. Confirm that the external MongoDB host, protocol, and additional parameters match your Mon-
goDB deployment.

3. Runyourstandard helm upgrade command.

4. Confirm that SecurSpaces services start successfully and can connect to the external MongoDB
deployment.

After the upgrade, SecurSpaces connects to the external MongoDB deployment by using the config-
ured X.509 client certificate.

Related information

» The SecurSpaces database
+ Database sizing
» Back up the database
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External proxy configuration

September 18, 2026

Many enterprise environments require all outbound HTTP/HTTPS traffic to flow through a corporate
proxy —for egressfiltering, TLS inspection, or compliance logging. SecurSpaces supports this natively
through a single Helm values block: platform.externalProxy.

When configured, all outbound traffic from both Citrix SecurSpaces™ platform services and
developer workspaces routes through the specified proxy. SecurSpaces handles proxy configu-
ration automatically inside workspaces —it injects the standard HTTP_PROXY, HTTPS_PROXY,
and NO_PROXY environment variables, and most CLI tools (curl, git, apt, pip, npm, language
runtimes) honor them by default.

Note:

This page is about routing SecurSpaces traffic through your organization’s outbound proxy. It
is not

about the SecurSpaces proxy service, which is an internal platform component that every work-
space

connection passes through and which needs no configuration. See

How the SecurSpaces proxy service works.

Configuration block

The configuration lives under platform.externalProxy in your Helm values file:

platform:
externalProxy:
httpsProxyUrl: ""
httpProxyUrl: ""
certificate: ""
noProxylList: ""

If you omit the externalProxy block entirely, traffic flows directly from the cluster without a
proxy.

Fields
httpsProxyUrl

The proxy URL used for HTTPS traffic. Format: http://host:portorhttps://host:port
(the protocol of the proxy itself, not the traffic being proxied).
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If httpsProxyUrlissetbut httpProxyUrlisn’t, HTTPS traffic uses this value, and HTTP traffic
falls back to it as well.

httpProxyUrl

The proxy URL used for HTTP traffic. Same format as above.

If httpProxyUrlissetbuthttpsProxyUrlisn’t, HTTP traffic uses this value, and HTTPS traffic
falls back to it.

In most corporate setups, a single proxy handles both protocols, so it’s common to configure just one
of the two and rely on the fallback. Set both explicitly only if your environment uses different proxies
for HTTP and HTTPS.

certificate

If your proxy performs TLS inspection (sometimes called TLS interception, man-in-the-middle proxy-
ing, or “break-and-inspect”), it presents its own certificate to clients instead of the origin server’s. To
trust it, provide the proxy CA certificate here.

The certificate must be PEM-encoded, then base64-encoded, before being placed in the values file.
Generate the value with:

base64 -w 0 < proxy-ca.pem

(orbase64 -1 proxy-ca.pemon mac0S). Paste the resulting single-line string as the value.

If you need to trust multiple certificates (for example, a root CA plus an intermediate, or several prox-
iesin different regions), concatenate all the PEM blocks into a single file before base64-encoding. Each
certificate must keep its full ——--- BEGIN CERTIFICATE----- | ————= END CERTIFICATE
————— markers:

cat root-ca.pem intermediate-ca.pem proxy-ca.pem > combined.pem
base64 -w 0 < combined.pem

The order doesn’t matter for trust evaluation —all certificates in the bundle are added to the trust
store.

When set, the certificate is added to the trust store of every SecurSpaces service container and every
workspace container, so HTTPS calls through the proxy validate correctly without per-application con-
figuration.

Leave empty if your proxy doesn’t perform TLS inspection or uses a publicly trusted certificate.
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noProxyList

Acomma-separated list of hosts, domains, and IP addresses that bypass the proxy. Use this forinternal
services that the proxy can’t reach or that don’t need inspection —your internal Git server, a private
container registry, internal package mirrors, the Kubernetes API, and so on.

Format rules:

« Comma-separated, no spaces between entries

Aleading dot (. example. com) matches the domain and all its subdomains

A bare hostname (example. com) matches that host only

IP addresses (192.168.1.10) and CIDRranges (10.0.0.0/8) are supported
+ Ports can be appended with a colon (example.com: 8443)

In-cluster traffic (anything that resolves toa cluster . loca'l address or a pod/service IP) is already
excluded and doesn’t need to be listed here.

Worked example

A typical corporate deployment with a TLS-inspecting proxy at proxy.corp.example.com
: 8080, an internal Git server, and a private registry:

platform:
externalProxy:
httpsProxyUrl: "http://proxy.corp.example.com:8080"
httpProxyUrl: "http://proxy.corp.example.com:8080"
certificate: "

LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1ISURXRENDQXBDZOF3SUIBZO1VRKV4

n
.

noProxyList: ".corp.example.com,git.internal,registry.internal
,10.0.0.0/8"

What this does:

« All outbound HTTP and HTTPS traffic from SecurSpaces services and workspaces routes
through proxy.corp.example.com:8080.

» The proxy CA certificate is trusted everywhere, so TLS inspection works without certificate er-
rors.

+ Anything under *.corp.example.com, plus the two internal hostnames and the
10.0.0.0/8 private range, bypasses the proxy and connects directly.

Applying changes

SecurSpaces reads platform.externalProxy at pod startup. After you update the values and
run helm upgrade, services pick up the new configuration when their pods restart. Existing work-
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space pods continue to use the proxy settings they started with —restart the workspace to pick up
changes.

Troubleshooting

Certificateerrors (x509: certificate signed by unknown authority,SSL_ERROR_BAD_CERT_
): The proxy performs TLS inspection, but certificate is unset or contains the wrong CA. Verify

with openssl s_client -connect <any-https-host>:443 -proxy proxy.corp.
example.com: 8080 from inside a workspace and check which certificate is presented.

Internal hosts unreachable: A noProxyList entry is missing. Subdomain matching requires the
leading dot.

Base64 decoding errors at deploy time: The certificate value must be a single line with no
embedded newlines. Re-run base64 -w 0 to flatteniit.

Deploy SecurSpaces in multiple regions

September 18, 2026

This guide describes how to deploy Citrix SecurSpaces™ across multiple Kubernetes clusters or re-
gions. A multi-region setup improves developer experience by reducing latency and improving per-
formance by routing users to the closest regional cluster.

Core concept

A multi-region deployment consists of:

+ Primary (central) deployment —Hosts the main database and services.
+ Regional deployments —Stateless deployments that connect to the primary deployment’s
database and services.

To ensure seamless operation, critical configuration values (especially secrets for authentication and
encryption) must be synchronized from the primary deployment to each regional deployment. This
synchronization is done by copying specific values from the primary Helm deployment to the regional
Helm chart.

How to deploy to additional regions

Like the primary deployment, regions are managed through Helm charts.
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While the regional Helm charts are similar to those of the primary deployment, the main difference is
that several values that are usually auto-generated during the first deployment must be manually
copied from the primary deployment to the regional Helm charts.

These values include:

«+ Database authentication credentials and connection parameters
« Secrets for signing cookies and tokens
+ Secrets for encrypting stored values

Populate the Helm charts

1. Copy the values from the primary deployment’s platformsection.
2. Add a region section and set isExternalRegionto true.

Example values.yaml:

platform:
imageTag: "" # Image tag for services
hostName: "" # Main domain used to access the platform
, €.g. strong-network.example.com
centralProxyHostname: "" # Wildcard domain for workspaces, e.g.
proxy.strong-network.example.com
jwtSecret: "" # Use the same jwtSecret as in the main
deployment
secretKeyReposB64: "" # Example: openssl rand -base64 16
# Include all other values from the primary deployment's platform
section
# ...
region:
isExternalRegion: true # For regional deployments, set this to
true
Note:

When isExternalRegionissetto true,setplatform.internalMongodb to false.

Required fields and their mappings

The following fields must match between the primary and regional deployments:

Field name Description
hostName Domain name of the deployment (used by users
and API).
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Field name Description

centralProxyHostname Workspace sub-domain of the main deployment
(usually proxy.<hostName>)

jwtSecret Secret for signing tokens and cookies.

secretKeyReposB64 Secret for encrypting values.

Retrieve secrets from the primary deployment

Run the following commands in the namespace of the primary deployment cluster to extract the
required values.

Get the hostName value

kubectl get secrets strong-network-secret -o yaml

Copy the hostName value from the output.
Get the secretKeyReposB64 value

kubectl get secrets strong-network-secret -o yaml

Copy the secretKeyReposB64 value, then base64 decode it before pasting it into the regional
Helm charts.

For example:

echo "<base64-encoded-value>" | base64 --decode

Next steps

« Verify that all required secrets and configuration values are synchronized between the primary
and regional deployments.

+ Deploy the Helm chart for the regional cluster.

+ Confirm that developers can connect to the nearest regional deployment with minimal latency.

GPU-enabled workspaces on AKS

September 18, 2026
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This guide explains how to enable and validate GPU-enabled Citrix SecurSpaces™ workspaces on an
Azure Kubernetes Service (AKS) cluster using NVIDIA GPUs.

Prerequisites

Before you begin, ensure you have the following:

An AKS cluster with permissions to manage node pools and deploy Kubernetes add-ons
+ A GPU-capable node pool (example VM size: Standard_NC24ads_A100_v4)

« Kubernetes CLI access (kubectl)

« Aworkspace template/spec option that can request GPUs (for example GPUs: 1)

Add a GPU node pool

Create or scale a GPU node pool in AKS using the Azure portal, Azure CLI, or Infrastructure as Code
(1aC).
After the nodes are ready, confirm they have joined the cluster:

kubectl get nodes -o wide

Install the NVIDIA device plugin

You must deploy the NVIDIA device plugin as a DaemonSet to allow the cluster to communicate with
the GPU hardware.

1. Deploy the plugin:

kubectl create -f https://raw.githubusercontent.com/NVIDIA/k8s-device-
plugin/v0.17.1/deployments/static/nvidia-device-plugin.yml

1. Verify the plugin is running:

kubectl -n kube-system get ds nvidia-device-plugin-daemonset
kubectl -n kube-system get pods -1 name=nvidia-device-plugin-ds -o wide

1. Confirm the GPU resource is advertised by the node. Replace with your specific node name:

kubectl describe node <GPU_NODE_NAME> | grep -E "nvidia.com/gpu|
Capacity|Allocatable" -n

Expected result: The node displays nvidia.com/gpu under Capacity/Allocatable.
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Reserve GPU nodes for GPU workloads (Recommended)

To ensure GPU nodes are reserved for specific tasks, apply labels and taints.

Label GPU nodes for workspace scheduling

Apply a label to the node for workspace scheduling:

kubectl label node <GPU_NODE_NAME> strong.network/type=workspace

Taint GPU nodes to prevent non-GPU workloads

Apply a taint to prevent non-GPU workloads from scheduling on these nodes:

kubectl taint node <GPU_NODE_NAME> nvidia.com/gpu=present:NoSchedule

NOTE:

GPU-enabled workspace pods must include a matching toleration so they can schedule onto
these nodes.

Create a GPU-enabled SecurSpaces workspace template
In your admin portal, create or update a workspace template that requests GPU resources. Ensure
you configure:

« GPUs: 1 (or the value required for your workload).
+ Resource limits: Size CPU, memory, and disk appropriately for GPU tasks.

Specification Template Name

Total GPUs

Request

Template Preview

gpulimit
05 @

05

Select the organizations and projects wh worl tion template should be displayed

Customize
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Create the SecurSpaces workspace

Select your GPU-enabled template to create a new workspace.

Validate GPU allocation (Kubernetes)

After the workspace is deployed, verify that the GPU is correctly allocated and accessible.

Confirm the workspace pod is running on a GPU node
Verify the workspace pod is running on a designated GPU node:
kubectl get pod <workspace-pod> -n <namespace> -o wide

Expected result:

+ Status: Running
+ Node: GPU-capable node.

Confirm GPU is requested by the workload container

kubectl describe pod <workspace-pod> -n <namespace>

Expected result:

+ The main workspace container includes nvidia.com/gpu: 1 in requests/limits
« The pod has the necessary toleration (if GPU nodes are tainted)

Validate GPU access inside the SecurSpaces workspace

From inside the SecurSpaces workspace container terminal, run:
nvidia-smi

Expected result:

« NVIDIA GPU details are displayed (model, driver version, utilization).
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develaper@ws-?
Tue Mar 3 1@:

| NVIDIA-SMI 588.95.
P e e e e e e D D e e D T S X T o L=
GPU Name Persistence-M | Bus- .A | Volatile Uncorr. ECC |
Temp Perf Pwr:Usage/Cap | [ ge | GPU-Util Compute M.
MIG M.

NVIDIA Ale@ B8GB PCIe
P

| Processes:
GPU GI

developerfiws-2459253712

developerfiws-2459253712

devel operfiws-24592537126! :~$ lspei | grep -i vga
bash: lspci: command not found
developerfivs-245925371265100-0:~% nvidia-smi -q

s=============NVSMI LOG

Timestamp E * 3 18:58:45 2826
Driver Version : 58
CUDA Version

Attached GPUs
GPU 20000001 :00:00.0
Product Name : NVIDIA A188 38GE PCIe
Product Brand : NVIDIA
Architecture : Ampere
Mode : Requested functionality has been deprecated
Attached : Yes
Active : Disabled
: Disabled
Addressing Mode : None
MIG Mode

Troubleshooting
GPUs are not detected by Kubernetes

If the device plugin is running but GPU capacity is not visible on nodes (common after node pool
changes), restart the node runtime and redeploy the plugin:

kubectl debug <GPU_NODE_NAME> -4t --image=ubuntu -- chroot /host
systemctl restart containerd

kubectl delete daemonset -n kube-system nvidia-device-plugin-daemonset

kubectl create -f https://raw.githubusercontent.com/NVIDIA/k8s-device-
plugin/v0.17.1/deployments/static/nvidia-device-plugin.yml

Then re-check node capacity:

kubectl describe node <GPU_NODE_NAME> | grep -E "nvidia.com/gpu|
Capacity|Allocatable" -n
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Common issues

Issue Potential Cause

Pod Pending: “Insufficient nvidia.com/gpu” Not enough free GPUs on the node pool, or the
pod is requesting more GPUs than expected.

Pod schedules, but nvidia-smi fails Driver/device plugin not functioning correctly, or
the container image lacks required NVIDIA
tooling.

Pod won’t schedule onto GPU nodes GPU nodes are tainted but the pod lacks the

required toleration, or node selectors/affinity
prevent scheduling.

GPU resources not visible inside the container NVIDIA device plugin not running correctly, or
the container image is missing necessary NVIDIA
libraries.

Upgrade

September 18, 2026

This article describes how to upgrade the SecurSpaces platform using the official installer. The up-
grade process involves running a Docker-based installer, executing the upgrade command inside the
container, and applying the resulting Helm upgrade to your Kubernetes cluster.

Prerequisites

Before starting the upgrade, ensure the following:

+ Arecent backup of the SecurSpaces configuration database. See Back up the database.

+ Access to the terminal with Docker installed.

« Current working directory ${ PWD } contains the correct configuration file for your existing
deployment.

+ Necessary permissions to run Docker and apply Helm upgrades to your cluster.

+ Kubernetes context is correctly configured.

Run the Installer

Launch the installer using the following Docker command:
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docker run -it --rm -v ${
PWD }
:/strong-network/shared strongnetwork/strong_installer:2026.4.5

Note:

${ PWD } refers to your current working directory. This directory must contain the configura-
tion file used in your current deployment.

Execute the Upgrade Command
Once inside the Docker container, run the upgrade command using your existing configuration file:
sds-cli upgrade -c config_<your-current-version>.yaml

Example:

sds-cli upgrade -c config_2026.4.4.yaml

The installer will guide you through the upgrade process. It validates your configuration, checks com-
patibility, and prepares the necessary resources.

Apply the Helm Upgrade

After the upgrade process completes, the installer will output a Helm command tailored to your envi-
ronment. This command applies the updated deployment to your Kubernetes cluster.

Run the provided Helm command in your terminal to finalize the upgrade.

Post-Upgrade Verification

Once the Helm upgrade is applied:

+ Verify that all pods are running and healthy:

kubectl get pods -n <your-namespace>

+ Check service availability and logs:

kubectl logs <pod-name> -n <your—-namespace>

« Confirm that the platform version has been updated successfully.
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Troubleshooting

If you encounter issues during the upgrade:

+ Review the installer output for error messages.
+ Ensure your configuration file matches the expected format.
+ Check Docker and Kubernetes logs for additional context.

System configuration

September 18, 2026

System Configuration is where you manage Citrix SecurSpaces™ at the platform level. From one
place, you handle your license and its features, assign platform roles, connect identity providers, turn
on integrations, set up regions, and adjust a few other platform-wide options.

Note:

Only platform administrators can open System Configuration. It’s separate from Platform Set-
tings, which covers other platform-wide options such as general settings, security settings, and

analytics.

Open System Configuration

Sign in as a platform administrator and select System Configuration in the top navigation bar. It
opens on the License page.

To gostraightthere, browsetohttps://<your-sds-hostname>/platform/system_configuration

© 1997-2026 Citrix Systems, Inc. All rights reserved. 348



Citrix SecurSpaces™

& Platlorm il . ()

# Organizaticns 1 Workspaces iai Pecple = Resources Insights U Audit Lr Settngs % System Configuration

J% System Configuration Licanse
Upload New License
Platlorm Roles License Type Cliem ID Mo User Count Max Workspace Gount Expiry Date
ety Providers v
Whult Region Enabled
Integrations s
ions o
el - 55H 1o Workspace Enabled
Others. w
- GPU Support Enatled
Personal 55H identity Enabled

Signed Commits Enabled

Configuration areas

The left navigation groups everything into these areas:

Area

License

Platform Roles

Identity Providers

Integrations

Regions

Others

Related information

« Platform roles

What you do here

Upload your license, review what it covers, and
turn platform features on or off.

Give users and groups platform-wide roles, such
as security officer.

Connect OAuth, SAML, and SCIM providers so
users sign in and sync automatically.

Connect code repositories, third-party
applications, storage, and Citrix DaaS™.

Add regions and warm nodes for multi-region
deployments.

Set up the email gateway, data breach contact,
SSH server key, terms of service, and project
labels.
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+ Platform Settings
» Roles and permissions

Terraform provider

August 21,2026

Citrix SecurSpaces™ publishes a Terraform provider so that platform configuration can be managed
as code

rather than through the console. Itis useful when you create projects and templates repeatedly, when
configuration has to be reviewed before it is applied, or when an audit needs a record of who changed
what.

The provider manages platform objects. It does not deploy the platform itself —for that, see
Install with the Strong Installer CLI.

What it manages

Resource Manages

strong_user Platform users

strong_organization Organizations and their owner
strong_project Projects, their owner, and their members
strong_user_group User groups and their membership
strong_workspace_template Workspace templates, including specifications,

images, scripts, secrets, apps, and security
settings

Get the provider

The provider is distributed through your SecurSpaces deployment rather than the public Terraform
Registry, so

you download it with the same installer container you use for upgrades. Access is tied to your platform
entitlement.

1. Run theinstaller container as described in
Install with the Strong Installer CLI.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 350


https://docs.citrix.com/en-us/securspaces/administer/platform/general.html
https://docs.citrix.com/en-us/securspaces/manage/people/roles.html
https://docs.citrix.com/en-us/securspaces/deploy/install.html
https://docs.citrix.com/en-us/securspaces/deploy/install.html

Citrix SecurSpaces™

2. Fetch the provider:

sds-cli get-terraform -d <your-sds-hostname>

The newest version is downloaded into the shared directory. Add -v <version> to selecta
specific one,
or -—verbose to list what is available first.

3. Install it where Terraform looks for local providers, and mark it executable:

mkdir -p ~/.terraform.d/plugins/strong.network/strong-network/
strong/<version>/linux_amd64/
cp terraform-provider-strong-<version> \
~/.terraform.d/plugins/strong.network/strong-network/strong/<
version>/linux_amd64/terraform-provider-strong
chmod +x ~/.terraform.d/plugins/strong.network/strong-network/
strong/<version>/linux_amd64/terraform-provider-strong

Note:

Because the provider is installed from the filesystem rather than a registry, terraform init
does not

verify a checksum for it. Fetch it through sds-cl1 rather than copying it between machines,
and keep the

version you deployed recorded with the rest of your infrastructure code.

Configure the provider

Declare the provider and point it at your deployment:

terraform {

required_providers {

strong = {
source = "strong.network/strong-network/strong"
version = "<version>"
}

}

provider "strong" {

api_token var.api_token
deployment_url = var.deployment_url
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Argument

api_token

deployment_url

Required

Yes

Yes

Description

A platform API key. Create one
under Profile > Security > API
Keys

The URL of your SecurSpaces
deployment

The token is marked sensitive by the provider, so Terraform does not print it. Supply it through a

variable

or the environment rather than writing it into a file, and give it only the permissions the configuration

needs —see Roles and permissions.

Resources

strong_user

Argument Type
email string
user_type integer

identity_provider integer

full_name string

strong_organization

Argument Type

name string

Required

Yes

Yes

Yes

No

Required

Yes

Description

The user’s email

address
1 for an administrator,

3 for a developer

The identity provider,
as a numeric value. 1
Google, 2 Microsoft, 3
SAML, 7 generic OIDC,
0 none

The user’s full name

Description

The organization name
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Argument Type Required Description

owner_-id string Yes The user ID or email of
the owner

strong_project

Argument Type Required Description

name string Yes The project name

owner_1id string Yes The user ID or email of
the owner

organization_id  string Yes The organization the
project belongs to

member block list No Project members.
Each block takes id
and role

strong_user_group

Argument Type Required Description

name string Yes The group name

description string No A description of the
group

members set of strings No User IDs in the group

strong_workspace_template

The largest resource. It covers what a template defines in the console, including:

+ Image —workspace_image with id and tag

» Resources —workspace_specs with cpu, memory, and disk

Identity and scope —name, project_id,version,description,region_id

Startup —before_startup_script,after_startup_script,default_folder
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« Secrets —injected_secrets_as_env, injected_secrets_as_file, and local
equivalents taking
secret_name and content

+ Applications —workspace_apps with port, name,and use_https

+ Security—policy_idsfornetworkpolicies,apps_security,personal_ssh_identity
workspace_access_items

+ Clipboard —clipboard_settings, covering monitor, clipboard_restricted,
paste restrictions,
character limits, and enable_supervised_copy

» Schedule —workspace_schedule, timeout_outside_schedule,idle_timeout

For what each setting does, see
Workspace templates.

Example

Creating an organization, a project inside it, and a group:

resource "strong_user" "lead" {

email = "team-lead@example.com"
user_type =3

full_name = "Team Lead"
identity_provider = 3

resource '"strong_organization" "engineering" {

name "engineering"
owner_id = strong_user.lead.’id

}

resource "strong_project" "platform" {

name = "platform-services"
owner_id = strong_user.lead.d
organization_id = strong_organization.engineering.id

}

resource "strong_user_group" "reviewers" {

name = "reviewers"
description = "Engineers who review platform changes"
members = [strong_user.lead.id]
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}

Apply it in the usual way:

terraform init
terraform plan
terraform apply

Every resource supports import, so you can bring objects that already exist under Terraform manage-
ment with
terraform +import.

Related information

+ SDS CLI reference

« API

+ Workspace templates
» Roles and permissions

Run Al coding agents in workspaces

August 21,2026

Developers increasingly run Al coding agents that edit files, execute commands, install packages,
and call

external services on their behalf. An agent doing that on a laptop is largely ungoverned. Running it
inside a

Citrix SecurSpaces™ workspace puts the same controls around it that already apply to the devel-
oper.

Agents are used two ways, and the difference decides how much of this page applies to you:

Mode What it looks like

Attended A developer opens their workspace in the Cloud
IDE or a local IDE and runs an agent from inside
it, watching what it does

Unattended A pipeline or an orchestrator creates a
workspace, an agent runs on its own, and the
result is collected afterwards
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Attended use is where most teams start, and it needs no special configuration: the workspace a devel-
oper

already has applies its controls to the agent automatically. Unattended runs need more decisions,
and most of

this page is about those.

This page is for platform administrators. It covers what an agent can reach, how to keep concurrent
runs from
colliding, what it costs, and what you can see afterwards.

Why a workspace is the right boundary

An agent inherits the environment it runs in. On an endpoint that means the developer’s credentials,
their
whole filesystem, and unrestricted network access.

In a workspace, the boundary is already drawn:

« Credentials are brokered, not held. Repository and service credentials are injected at runtime
and
stay with the platform. An agent uses them without being able to read them out and without
them ever
landing on the endpoint.

«+ Egress is policy-controlled. An agent reaches only the destinations the workspace’s network
policy
allows, so an agent that decides to fetch a package from an unexpected host does not get to.

+ The filesystem is scoped. The agent sees the workspace, not the developer’s machine.

+ Everything is audited. Agent activity produces the same audit events as developer activity.

Attended agents

A developer runs an agent inside the workspace the same way they would on a laptop: open the work-
space,

start Copilot, Claude Code, Cursor, or whatever the team uses, and work alongside it. Both connec-
tion

methods support this —the Cloud IDE in a browser tab, or a local IDE connected over SSH. See
Choose how you connect.

Nothing extra is required to govern it. The agent runs as the workspace user, so it inherits the network
policy, the brokered credentials, the role, and the clipboard rules that already apply to that developer,
and its Al traffic is attributed like any other. An administrator decides those controls once, in the
template; the developer does not opt in and cannot opt out.
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Two things are worth setting up so that developers are not fighting the environment:

+ Agent tooling belongs in the image or a startup script, not in each developer’s manual setup.
CLl
agentsinstalled at a system path, and VS Code extensions supplied as . vs-i x files, are available
the
moment a workspace starts. See
Manage workspace images.

+ The model endpoint has to be reachable. An agent that cannot reach its provider fails in ways
that
look like a broken workspace. Include the endpoint in the network policy, or route it through
the
gateway.

Note:

Data protection controls are weaker when a developer connects a local IDE over SSH than when
they use the

Cloud IDE, because content leaves the browser session. Where that matters, govern it by policy.
See

Layered controls.

Unattended agents

The rest of this section concerns runs that nobody is watching. If your developers only use agents
interactively, the controls above are already doing their job.

Isolate one run from another

Agents running in parallel that share a working directory interfere with each other: competing edits,
clashing
ports, and dependency changes made for one task breaking another.

Give each concurrent run its own workspace. A workspace is a container with its own filesystem, its
own
process space, and its own network identity, so two runs cannot collide.

Create each one from a workspace template, so
that the image, resources, credentials, scripts, and policy are defined once and every run starts iden-
tical.

Templates can be managed as code with the
Terraform provider. The provider manages
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templates, projects, users, groups, and organizations —it does not create individual workspaces, so
per-run
creation uses the API or the Ul.

The REST API creates workspaces when a pipeline or an
orchestrator does the triggering:

Endpoint Purpose

POST /vl/projects/{ project_id } Create a workspace from a template
/workspaces/template

POST /vl/projects/{ project_id } Create a workspace from an explicit specification
/workspaces

POST /vl/projects/{ project_id } Start or pause an existing workspace
/workspaces/{ ws_id } /state

DELETE on the workspace Discard the run

Set the state on create so the workspace comes up running rather than paused, and delete it when
therun
finishes.

Note:

Isolation is per workspace, not per session inside one. Two agents in the same workspace share
a filesystem
and will interfere. If concurrency matters, create a workspace for each run.

Start the agent inside the workspace

Creating a workspace does not run anything. SecurSpaces has no API for executing a command in a
running

workspace, so the agent has to be started from inside. There are two ways to arrange that for a run
nobody

is attending.

A startup script. A workspace runs a pre-startup script before the IDE comes up and a post-startup
script

once the workspace is ready. Put the agent invocation in the post-startup script and the workspace
begins the

run on its own, with no external trigger. This is the option to use for unattended runs. Reserve the
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pre-startup script for preparation the agent depends on, not for the agentitself, because a failure there
can stop the workspace coming up at all.

Startup scripts can be set at three levels, and for agent workloads two of them matter:

Level Effect

Template Every workspace created from the template runs
the same script. Use when the runs are alike

Workspace The script is set on the individual workspace at
creation. Use when each run needs a different
command

The workspace level is what lets an orchestrator vary the work per run. Creating a workspace from a
template

inherits the template’s script, whereas creating one from an explicit specification accepts a startup
script

in the request, so the caller can supply the command for that run without maintaining a template for
every

variation.

For how to configure them, see
Where to configure startup scripts.

SSH. Retrieve the workspace’s connection details from the API, connect, and run the command. Use
this

when the orchestrator needs to decide what to run after the workspace exists, or to collect results
when the

run ends. See Connect over SSH.

A pipeline-driven run therefore looks like this: create the workspace with a post-startup script that
launches the agent, let the run proceed, collect the result, delete the workspace.

Important:

Startup scripts run on every workspace start, not only on the first one. If idle detection pauses a
workspace and itis later resumed, the post-startup script runs again. Make the scriptidempotent,
or have

it check whether the run has already completed, so that resuming a workspace does not silently
start the

work a second time.
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Decide what an agent can reach

An agent is only as constrained as the workspace it runs in, so build the constraint into the template
rather
than relying on the agent to behave.

Network egress. Attach a network policy that

allows only the destinations the work needs —your repositories, your artifact registry, your model
endpoint.

An agent cannot exfiltrate to a host the policy does not permit, whatever it is asked to do.

Credentials. Use project resources rather

than personal secrets for agent workloads, so the credential belongs to the project and can be rotated
or

revoked without touching a person’s account. Give the workspace only the resources that task re-
quires.

Permissions. The workspace runs as a user with a role. Give agent workspaces a role with the nar-
rowest
permissions that work —see Roles and permissions.

Data protection. Clipboard and workspace app controls apply to an agent session as they do to a
developer
session. See Layered controls.

Control what it costs

Agent runs consume compute differently from people. They are bursty, they can run unattended, and
a loop that

does not terminate will keep a workspace busy indefinitely. An attended agent is bounded by the
developer’s

own session, so this section matters most for unattended runs —with the exception of token spend,
which

applies to both.

+ Idle detection pauses a workspace that stops being used, which is the main protection against
a
forgotten run billing overnight. See
Workspace lifecycle and idle detection.

+ Workspace specifications cap CPU, memory, and disk per run. Size agent templates deliber-
ately; an
agent does not need a developer’s full workstation.
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« Concurrency is what drives node count, not the number of workspaces that exist. See
Sizing.

Important:

An agent that runs unattended will not pause itself. Idle detection is what stops an abandoned
run
consuming a node until someone notices, so confirm it is enabled before you allow unattended

runs.

See what happened

Two sources, answering different questions.

Audit records what the agent did on the platform: workspace start and stop, resource access, clip-
board and

transfer events, and monitored network activity. See

Audit.

Al Gateway records what the agent spent. When Al traffic is routed through a gateway, SecurSpaces
tags

every request with the user, project, and workspace it came from, so token consumption can be at-
tributed

rather than arriving as a single unattributed bill. See

Configure Al Gateway routing.

That attribution is what makes agent usage manageable: without it you know the total and nothing
else.

A workable starting point

If developers are running agents interactively, you are most of the way there already. Confirm three
things
on the templates they use:

1. The network policy allows the model endpoint, as well as your repositories and registry.
2. The agenttoolingisin the image or a startup script, rather than each developer installing it.
3. Altrafficis routed through the gateway, so consumption is attributed rather than anonymous.

For unattended runs, add:

1. Atemplate for agent runs, with a specification that fits the workload rather than a developer’s
desktop.
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2. Project-scoped credentials, and no more than the task requires.

3. Idle detection confirmed enabled, so an abandoned run does not hold a node.

4. The agent invocation in a post-startup script, written to be safe if the workspace is resumed.
5. One workspace per concurrent run, deleted when the run finishes.

Start with a small population and one team. The template is the thing to get right —once it is, every
run
inherits it.

Related information

+ Give your Al assistant access to the documentation
+ Configure Al Gateway routing

« Network policies

» Templates

« Sizing

« Connect over SSH

+ What persists in a workspace

« REST API

Identity providers

September 18, 2026

Let your users sign in with accounts they already have, and keep your user list in sync automatically.
In Identity Providers, you connect Citrix SecurSpaces™ to your organization’s identity systems.

Find these settings at System Configuration > Identity Providers.
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You can set up three types of provider:

« OAuth Identity Providers
+ SAML Service Provider Configuration
+ SCIM Configuration

OAuth Identity Providers
Choose the OAuth providers your users sign in with, such as Google, Microsoft (Azure), or any OpenlD
Connect provider.

To set one up, follow the matching guide:

» Google OAuth
+ Microsoft OAuth
« OpenlID Connect

SAML Service Provider Configuration

Connect SecurSpaces to your SAML identity provider so users authenticate through it. Upload your
provider’s metadata from a URL or an XML file, and the platform handles the rest.

For step-by-step instructions, see SAML.
SCIM Configuration

Keep users and groups current without manual work. With SCIM, your identity provider adds and
removes users for you. Generate an authorization token here, then give it to your SCIM provider to
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link the two.

For step-by-step instructions, see SCIM.

Related information

+ Configure Platform Login
+ System Configuration

Platform roles

August 19, 2026

Most access in Citrix SecurSpaces™ is granted through project roles, which apply inside a single
project.

Platform roles are different: they apply across the whole platform, whichever organization or
project the

person belongs to.

Platform roles are assigned in
System Configuration, under
Platform Roles. Only a platform administrator can open that page.

Available roles

Role What it grants

Security officer Access to security-sensitive areas such as system
analytics and audit data. Only a platform
administrator can assign or remove this role.

Data privacy officer Names the contact for data privacy
responsibilities on the platform.

The security officer role also carries privileges that project roles cannot grant. For example, a security
officer can turn on Bypass Schedule for a workspace, so that it keeps runninginstead of pausing when
idle. See

Workspace idle detection.
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Assign a platform role

. Sign in as a platform administrator and open System Configuration.
. Select Platform Roles.
. Select the role you want to assign.

A W N -

. Search for a user or group, and add them.

Remove a platformrole

1. Open System Configuration > Platform Roles.
2. Select the role, then select the user or group.
3. Confirm the removal.

Related information

« System Configuration
» Roles and permissions
+ User access control

Google OAuth

September 18,2026

To create an OAuth Client to use Google as an Identity Provider, follow these steps to obtain the OAuth
Client ID and Secret required in the platform configuration:

+ Go to the Google API Console and create a new project (or use an existing one). The project
name, organization, and location are left at your discretion.
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= GoogleAPls

New Project

You have 9 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
My Project 64161 Q

Project ID: macro-aurora-305709. It cannot be changed later. EDIT

Organisation *
No organisation A

Select an organisation to attach it to a project. This selection can't be changed later.

Location * BROWSE

Parent organisation or folder

CREATE CANCEL

+ Inside the project, click on “+ Create Credentials”and select “OAuth client ID”from the submenu.
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= Go gle #* ManualProject ¥

HPI APIs & Services

«$»  Dashboard

o Library

Ox  Credentials

Hd OAuth consent screen
Domain verification

Sg  Page usage agreements

Credentials + CREATE CREDENTIALS

@ DELETE

Create credentials to access your enabled APIs. Learn more

A Remember to configure the OAuth consent screen with information about your application.

APl keys

O Name

No API keys to display
OAuth 2.0 Client IDs
O Name

No QAuth clients to display
Service Accounts

O Email

No service accounts to display

Creation date

Creat

+ You will be presented with a warning to first configure an OAuth consent screen. Click on it.
Select an external consent screen and click create. Fill in the fields at your discretion. The app

name will be seen by users trying to log in to the platform.
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App domain

To protect you and your users, Google only allows apps using OAuth to use
Authorised Domains. The following information will be shown to your users
on the consent screen.

Application home page

Provide users a link to your home page

Application privacy policy link

Provide users a link to your public privacy policy

Application Terms of Service link

Provide users a link to your public Terms of Service

Authorised domains @

When a domain is used on the consent screen or in an OAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorised. Learn more about the authorised domain limit.

+ ADD DOMAIN

Developer contact information

Email addresses *

These email addresses are for Google to notify you about any changes to your project.

SAVE AND CONTINUE CANCEL

+ In the authorized domain, specify the domain in which the platform is deployed.

+ Click on “Save and Continue”in the following menus without adding anything until you reach
the summary page, then click on “Back to Dashboard”.

« Click on “Publish App”.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 368



Citrix SecurSpaces™

OAuth consent screen

eeee / ebiTapp

Publishing status @

Testing

PUBLISH APP

User type

External @

MAKE INTERNAL

Test users

While publishing status is set to ‘Testing, only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
the entire lifetime of the app. Learn more

-+ ADD USERS

0 users (0 test, 0 other) / 100 usercap @

+ Return to the Credentials page and create the credentials for an OAuth client ID.

+ On this page, set the application type to “Web application”. The name is left at your discretion.

+ In“Authorised JavaScript origins”, specify the domain name in which the platform is deployed.
In “Authorised redirect URIs”, enter the redirect URL, similar to:
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+ https://example.com/oauth/callback
« Where “example.com”should be set to the proper domain name.

+ Click on “Create”and note the Client ID and Secret for the platform configuration.

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

i OAuth is limited to 100 sensitive scope logins until the OAuth
consent screen is verified. This may require a verification process
that can take several days.

Your Client ID

C—— T

Your Client Secret

e ——

OK

Related information

Microsoft Entra

.

OpenlD Connect
Platform roles

Identity providers
« SAML
Identity and access

.
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Microsoft Entra

September 18, 2026

The platform supports integration with Azure Active Directory for logging in with your Microsoft Azure
account. To configure it:

+ Go to the Microsoft Azure portal.
+ Navigate to the Azure Active Directory.
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i ]
v
F

<«

Overview
Getting started
Preview hub

Diagnose and solve problems

Manage

Users

Groups

External Identities

Roles and administrators
Administrative units
Enterprise applications
Devices

App registrations

Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

Properties

Security
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Click on “App registrations”and then “New registration”. Set the following:

App name: Choose a name that will be publicly visible to users logging into the platform.

Supported account types: We recommend selecting “Accounts in any organizational directory
(Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g., Skype, Xbox)”to
allow registered users to log in with their public domain accounts.

Redirect URI: Set the selector to “Web”and enter a URI similarto https://example.com/
oauth/callback.

= Microsoft Azure

Home > Directorio predeterminado >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

Your desired app name v

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Directorio predeterminado only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

‘ Web v ‘ l https://example.com/oauth/callback v

« Click on “Register’at the bottom.

+ On the next page, note the OAuth Client ID for the platform configuration.
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IS SRS

Home

i Your desired app name <

arch (Cri+/) [ Delete &
B Overview A Essentials
& Quickstart
# Integration assistant
Manage

& Expose an AP

& App roles | Preview

#. Owners

& Roles and administrators | Preview

M Manifest

Support + Troubleshooting

1ea836aa-002b-debc-866e-absfe4138a8f

new and improved App registrations. Looking to leam how it's

@ endpoints S Preview features

\anged from App registrations (Legacy)? Lear more

@ s 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will ne
A sta nber 9th, 2020 end users will no longer be able to grant consent to newly registered mulitenant apps without verified publishers. Add MPN ID to verify publishe
Call APIs
e & L
<4 ﬂ >
3@ 5. &

2 Troubleshooting

Build more powerful apps with rich user and business data

+ To obtain the secret, go to “Certificates & secrets”of the newly created app and click on “New

client secret”. Enter this secret in the platform configuration to complete the setup.
Your desired app name | Certificates & secrets =

[0 search (ctrl+/) | «

B Overview
& Quickstart

# Integration assistant

Manage
B Branding
D Authentication
Certificates & secrets
I} Token configuration
9 APl permissions
& Expose an AP
&8 App roles | Preview
B Owners
a4 Roles and administrators | Preview

il Manifest

Support + Troubleshooting
&2 Troubleshooting

& New support request

Q Got feedback?
@ Copy the new dlient secret value. You won't be able to retrieve it after you perform another operation or leave this blade.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

7 Upload certificate

Thumbprint Start date Expires D

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

Description Expires Value D

New secret 12/31/2299 ze_8~dJ~hRqi5sYAMMUEOM18p1USCAT7... [ 503d2d3e-572e-4e24-8a14-58f5e2e26e9f [ jof

Single Logout (SLO) for Microsoft Azure

To enable Single Logout for the OIDC flow with Azure, configure the following:

To log out users from Microsoft when they log out of the Citrix SecurSpaces™ platform, add an-

other URL in the Redirect URI section with just the domain name used by the SecurSpaces plat-

form. This URL is used to redirect users back after they log out of their Microsoft accounts.

Add the optional claim called “login_hintto the ID token:

Go to “Token configuration”and click on “Add optional claim”.

Select ID as token type and then select “login_hint”.
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+ To log the user out of the SecurSpaces platform when they log out of their Microsoft account,
add the optional claim called “sid”to the ID token type.

+ Add a Logout URL under the “Authentication”menu with the structure https://[
domain_name] /auth/logout, where domain_name is the domain under which
you have the SecurSpaces platform. This endpoint will be called by Microsoft when a user logs
out to also log out the user from the SecurSpaces platform.

Related information

+ Google OAuth

« OpenlID Connect

+ Platformroles

+ Identity providers
« SAML

+ ldentity and access

Connect an OpenID Connect provider

September 18, 2026

This platform supports integration with OpenID Connect for logging in.

Registering the Application

« Go to the OpenlID Provider’s Developer Portal.

« Navigate to the Applications or Clients section.

+ Click on “Create New Application”or equivalent. Set the following:

+ App Name: Choose a name that will be displayed to users logging in.

+ Application Type: Select “Web Application”.

+ Redirect URIs: Add the following URI to handle login redirects: https://example.com/
oauth/callback

+ Logout Redirect URI: Add the following URI to handle logout redirects: https://example
.com/auth/logout

« Save the application.

Note the Client ID and Client Secret generated during this process. These will be required for platform
configuration.
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Configuring Scopes and Claims

Under the Scopes or Permissions section of your application, ensure the following scopes are
included:

» openid

« email

« profile

+ Any additional scopes your platform requires.

Configure claims if necessary. Common claims include:

« sub: Unique identifier for the user.

« email: User’s email address.

« name: Full name of the user.

« preferred_username: Username or handle.

Enabling Single Logout (SLO)

To enable Single Logout (SLO) for OpenID Connect:

Navigate to the Advanced Settings or Logout Configuration section.
Enable Single Logout if supported by the provider.

Add the Logout Redirect URI configured earlier:
https://example.com/auth/logout

Optionally, add the following claims to the ID token:

+ s7d: Session identifier.
+ logout_hint: Provides context for logging out.

Related information

+ Google OAuth

+ Microsoft Entra

« Platform roles

+ Identity providers
« SAML

+ ldentity and access
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SAML

August 19, 2026

Citrix SecurSpaces™ acts as a SAML 2.0 service provider. Any conformant identity provider works —
Okta,

Microsoft Entra ID, Ping, ADFS, and others —because the configuration is an exchange of metadata
rather than

anything provider-specific.

Setting it up is a two-sided task: the identity provider needs to know about SecurSpaces, and Secur-
Spaces
needs to know about the identity provider.

Configure the identity provider

Create a SAML application in your identity provider with the following values, where <your-sds-
hostname> is
the domain your platform is deployed on:

Setting Value

Single Sign-On URL (Assertion Consumer Service https:
URL)

Audience URI (Service Provider Metadata URL) https:

If your identity provider prefers to import metadata rather than take values by hand, SecurSpaces
publishes
its own service provider metadata. Use Download metadata on the SAML configuration page.

Attributes

The identity provider must send these attributes in the assertion:
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Attribute Type What it does

email Required The email the user is registered
with on the platform. Without it

the connection does not work.
displayName Recommended The name shown for the user

across the platform. When it is
empty, firstName and

lastName are used instead.
firstName Optional Used only when

displayName is empty.
lastName Optional Used only when
displayName is empty.
uid Optional A unique identifier, usually
supplied so a user’s actions can
be traced across systems.

Send displayName if you can. Without it the platform assembles a name from firstName and
lastName, and

if those are absent too, users are identified by email address throughout the console and the audit
log.

Sending uid is worth doing wherever audit data is correlated with other systems, because email ad-
dresses
change and a stable identifier does not.

Configure SecurSpaces

1. Signin as a platform administrator.
2. Go to System Configuration > SAML Service Provider Configuration, or browse to
https:

3. Select Configure.
4. Provide the identity provider’s metadata, either as an Identity Provider Metadata URL or by
uploading its XML metadata file.
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Security Assertion Markup Language (SAML) Configuration

Identity Provider Metadata URL

Not Set
Service Provider Metadata URL Not Set
SSO URL (Assertion Consumer Service URL) Not Set

Below are the attributes that are needed to configured for the identity provider to be set up properly.
Attribute Type Description
email Required The user email that is used for registration on the platform.

The user's display name shown on the plaform. When empty, attributes firstName and lastName are used
displayName Recommended

: instead.
uid Optional A unique indentifier, usually provided for cross-platform traceability of user's operations.
firstName Optional First name of the user, only used if displayName is empty.
lastName Optional Last name of the user, only used if displayName is empty.

A metadata URL is the better choice where your identity provider offers one, because certificate rota-
tions

are picked up automatically rather than needing the file to be uploaded again.

Related information

Identity providers

SCIM —automatic user provisioning
+ User access control
Platform roles

SCIM configuration

August 24,2026

The Citrix SecurSpaces™ platform adheres to the System for Cross-domain Identity Management
(SCIM) 2.0

specification. Use SCIM for automatic provisioning, synchronization, and deprovisioning of users
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and groups.
The SecurSpaces platform supports both the /Users and /Groups endpoints.

« Usethe /Users endpointto create, update, delete, and retrieve users. User responses include
direct group
memberships in the read-only groups attribute when the user belongs to one or more groups.
« Usethe /Groups endpoint to create, update, delete, and retrieve groups. Group list responses
include group
members, so identity providers can validate memberships without requesting each group sep-
arately.

Configure the SCIM provider

Atoken is required to authorize requests between your SCIM provider and the SecurSpaces platform.
As an

administrator, you can obtain the token from System Configuration > Identity Providers > SCIM
Configuration.

https://<your-sds-hostname>/system_configuration/identity_providers/

scim

System Configuration dentity Providers  SCIM Configuration

License

Platform Roles

x1k8c6SFmhIdTRal71TDampQNpLYdgAX (0

Integrations

Regions

Others

Ensure that your SCIM provider includes this token in all API requests, using the following authoriza-
tion header
format:

Authorization: Bearer <scim-token>

Okta

To use Okta, set these fields:
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+ SCIM connector base URL: https://<your-sds—hostname>/scim
« Unique identifier field for users: userName

The configuration looks similar to this example:

SCIM Connection Edit
SCIM version 2.0

SCIM connector base URL https://etna.conceptcloud.network/scim

Unique identifier field for users userName

Supported provisioning actions Import New Users and Profile Updates

Push New Users
Push Profile Updates
Push Groups

Import Groups

Authentication Mode HTTP Header
HTTP Header
Authorization Bearer *#¥kkkirik

Under users, enable the options that match your provisioning workflow:
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General Sign On Provisioning Import Assignments Push Groups
Settings
o okta - ©
To Okta
Integration
Provisioning to App Edit

Create Users

Creates or links a user in testEtna when assigning the app to a user in Okta.
The default username used to create accounts is set to Email.

Update User Attributes

Okta updates a user's attributes in testEtna when the app is assigned. Future attribute changes made to the Okta
user profile will automatically overwrite the corresponding attribute value in testEtna.

Deactivate Users

Deactivates a user's testEtna account when it is unassigned in Okta or their Okta account is deactivated.
Accounts can be reactivated if the app is reassigned to a user in Okta.

Sync Password

Creates a testEtna password for each assigned user and pushes it to testEtna.

Microsoft Entra

To use Microsoft Entra, configure a custom Enterprise Application within your Microsoft Entra ten-
ant.

Add an Enterprise Application

1. Signin to the Microsoft Entra admin center with at least

Cloud Application Administrator permissions.

Go to Identity > Applications > Enterprise applications > All applications.
Select + New application.

Select Create your own application.

ok W

Enter a unique application name, and select Integrate any other application you don’t find
in the gallery.
6. Select Create.
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Microsoft Entra admin center £ Search resources, services, and docs (G+/)

#

*

3 0 © ¢

]

Be

2]

Home Home > Attribute Mapping > Enterprise applications | All applications > Create your own application X

Browse Microsoft Entra Gallery
Favorites v & Got feedback?

£ Got feedback?
If you are developing your own application, using Application Proxy, or want to integrate an

Identity ~ The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and &« application that is nat in the gallery, you can create your own application here.

the App Gallery, you leverage prebuilt templates to connect your users more securely to their apps
Overview have developed into the Microsoft Entra Gallery for other organizations to discover and use, you €ar  What's the name of your app?

Input name
Vsers i R Search application Single Sign-on : All User Account M
What are you looking to do with your application?

Groups ~ i ¥ 9 ¥ P

Cloud platforms () configure Application Proxy for secure remote access to an on-premises application
Devices o () Regist application to integrate with Microsoft Entra ID (App you're developing)

. Amazon Web Services (AWS) Google Cloud Platform [ g) e ate any other application you don't find in the gallery (Non-gallery)
Applications A~ N
Enterprise applications S
App registrations
Protection ~ (_:,c,°g|e Cloud
Identity governance %
External Identities ~
++ Show more SR
Protection \/
w
! Identity governance e )
v
Learn & support ~
« On-premises applications e

Configure provisioning After the application is created, follow these steps to set up the SCIM con-

nection:

1. Go to Identity > Applications > Enterprise applications, and select your newly created appli-
cation.

Under Manage, select Provisioning.

Select + New configuration.

For Select authentication method, select the supported bearer token option.

ok w

For Tenant URL, enter your SCIM endpoint URL. For example, https://<your-sds-
hostname>/scim.

For Secret token, enter the bearer token provided by SecurSpaces.

7. Select Test Connection.

8. Select Save.

Note:

A successful test connection might be required to continue.

PingOne

To use PingOne, set these fields:

« SCIMbase URL: https://<your-sds-hostname>/scim
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A trial_cloud_2025371647

« User Filter Expression: Change username to userName, and change Eq to eq.

Provisioning @

Administrators can manage their provisioning connections. A ¢
external resource for the purpose of provisioning user to that r

Rules Connections
Q
2 Connections by Name v

PingOne Directory

dly] test

The configuration looks similar to this example:

Workforce Solution Environment 6b1a6ab3 -

test > Edit Configuration

Configure Authentication

SCIM BASE URL *

https://ketchup.conceptcloud.network/scim/

SCIM Version
| 2.0 -
Authentication Method
| OAuth 2 Bearer Token v
Oauth Access Token *
I\
Auth Type Header
Bearer v

Test Connection

Configure Preferences

User Filter Expression

userName eq "%s"

m Cancel

After configuration, the result looks similar to these examples:

® Explore ~ 2 Fernando Monje Real ~

X

Users Resource

/Users

Groups Resource

| /Groups
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CcC
Created on 2025-08-15

Overview Configuration

P1 Y 3

User Filter Attribute Mapping
Source
Selected Target
Name
SCIM test
Description

Authorization -
SCIM BASE URL
https://ketchup.conceptcloud.network/scim/
Users Resource
/Users

SCIM Version

2.0

Groups Resource
/Groups
Authentication Method
OAuth 2 Bearer Token

Oauth Access Token

[L1]
aamn

Group Provisioning

SCIM

Target

See Details
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CcC .
Created on 2025-08-15 @@ : x

Overview Configuration

OAuth 2 Bearer Token

Oauth Access Token

SRR

Auth Type Header
Bearer

Custom Configuration -

User Filter Expression
username eq "%s"

User Identifier
userName

Group Membership Handling ?
Overwrite

Actions -

Allow Users to be Created ?
Yes

Allow Users to be Updated ?
Yes

Allow Users to be Disabled ?
Yes

Allow Users to be Deprovisioned ?
Yes

Deprovision on Rule Deletion ?
No

Remove Action
Delete

OnelLogin

To use Onelogin, set these fields:

« SCIMbase URL: https://<your-sds-hostname>/scim
+ scimusername: Set the value to Email.

The configuration looks similar to these examples:
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Applications Devices Authentication A Security Settings Developer Modules

Applications /

SCIM Provisioner with SAML (SCIM v2 Core w/SCIM2 Groups) More Actions

Info Application details

| Configuration SAML Audience URL

https://raclette.conceptcloud.network/saml/metadata

Parameters
Rules SAML Consumer URL
https://raclette.conceptcloud.network/saml/acs
Sso
Access
Provisioning API Connection
Users API Status
@ Enabled Disable
Privileges

SCIM Base URL

https://raclette.conceptcloud.network/scim

Custom Headers

Users Applications Devices icati Security Settings Modules

Applications /
SCIM Provisioner with SAML (SCIM v2 Core w/SCIM2 Groups) More Actions >

w chavieu visavie

Info
SCIM Base URL

Configuration https://raclette.conceptcloud.network/scim

Parameters
Custom Headers

Rules

Sso

Access
Provisioning

Users
SCIM Bearer Token

Bilvisges YGVN4NGcpKkoCh2qmQ8Xkkfch1UjNbP4

SCIM JSON Template

{
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"userName": "{$parameters.scimusername}",
"name": {
"givenName": "{$user.firstname}",

The parameters section looks similar to this example:
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Applications /

SCIM Provisioner with SAML (SCIM v2 Core w/SCIM2 Groups)

More Actions ~

Credentials are
Info
(® Configured by admin

Configuration . . o
Configured by admins and shared by all users (no provisioning)

| Parameters
Rules
SCIM Provisioner with SAML (SCIM v2 Core w/SCIM2 Groups) Field Value °
SS0
Groups —No transform-- (Single value output)
Access
NamelD Email
Provisioning
scimusername Email
Users
Privileges
.
Xecurify

To use Xecurify, also known as miniOrange, set these fields:

« SCIMBase URL: https://<your-sds—hostname>/scim
+ userName: Set the value to E-Mail Address.

The configuration looks similar to these examples:

<« ¢ (= login.xecurify.comjr dmin/ Jviewidpapp?appld=423583 ﬁ) o & @ Work  New Chrome available }

xecurify o s @

by mini@range

Dashboard
Apps / Edit Application Back to My Apps

£Y GGt Edit Application

Configure

£ Identity Providers

Application Name : SCIM Server (Destination)
& External Directories
Apps o PR
Custom Application Name : SCIM Server (Destination)
@ Policies
&2 Customization *SCIM Base URL: © https://raclette.conceptcloud.network/scim
*3 Workflow BETA
* Bearer Token : @ YGVN4NGcpKkoCh2gmQ8XkkfcblUjNbP4
B9 2-Factor Authentication
@ Adaptive Authentication CONFIGURE ATTRIBUTES MAPPING*
& Provisioning Target Attributes miniOrange Attributes
Manage
userName v DEFAULT USER PROFILE ATTRIBUTE v E-Mail Address v
name givenName v DEFAULT USER PROFILE ATTRIBUTE v First Name v
name.familyName v DEFAULT USER PROFILE ATTRIBUTE v Last Name Hello there!
B License Need Help? Drop us an
emails[type eq "work']value v DEFAULT USER PROFILE ATTRIBUTE v E-Mail Address  gmail | .
displayName v DEFAULT USER PROFILE ATTRIBUTE v Full Name v
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login.xecurify.co dmin/customer/viewidpapp?appld=423583 x}) 3} @ work  New Chrome available

< GC

‘, xecurify oo @

by miniGrange

emails[type eq "work']value v DEFAULT USER PROFILE ATTRIBUTE v E-Mail Address v
Dashboard
# Getting Started displayName v DEFAULT USER PROFILE ATTRIBUTE v Full Name v
Configure active v DEFAULT USER PROFILE ATTRIBUTE v Active v
B Identity Providers
externalld v DEFAULT USER PROFILE ATTRIBUTE v GUID v

2= External Directories

Apps
ENABLE PROVISIONING FEATURES

@ Policies

L Create User
3¢ Customization
Enabling this option will create the user in the selected application upon user creation in miniOrange.
"§ Workflow
Update User
2-Factor Authentication . p

Enabling this option will update the user profile in the selected application if updated in miniOrange.

Q Adaptive Authentication
Delete User

Q Provisioning Enabling this option will delete the user from the selected application if the user is deleted from the miniOrange.

Manage Create Group

o Users Enabling this option will create the Group in the selected application upon Group creation in miniOrange.

Groups Delete Group
Enabling this option will delete the Group from the selected application if the Group is deleted from the miniOrange.

[ Reports Hello there!
Update Group

B License Need Help? Drop us an
Enabling this option will update the Group from the selected application if the Group is updated from the miniOrange.

email !
Add/Remove Group membership of User

Configure the SecurSpaces platform

No additional configuration is needed on the SecurSpaces platform. SCIM is enabled by default.

You can renew the token at any time. Renewing the token invalidates any previously issued tokens.

Regenerate SCIM Bearer Token

Are you sure you want to renew the token? The
current one will be invalidated.
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Related information

+ Google OAuth

» Microsoft Entra

« OpenlD Connect

+ Platformroles

« |dentity providers
« Identity and access

User access control

August 19, 2026

User Access Control decides two things at platform level: which identity provider authenticates a
given
user, and what any user is permitted to do regardless of their role.

Find it under System Configuration. Changes here apply to everyone on the platform.

Registered domains and identity providers

Users are routed to an identity provider by the domain of their email address. Register a domain,
associate
it with a configured provider, and anyone signing in from that domain is authenticated by it.
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£ Platform Settings H LT A D
General “ Register Domain
X NAM NE @
Security v
strong.network Google X N/A
User Access Contro A
sa.eert Microsoft Azure X None
Domain and IDP
trgwrg.ethwrth Google X N/A
test.com Google X X N/A
Workspace Settings v happycorp.info Google X N/A Z O
Resource Settings “ cloud.com Google X N/A
Analytics

Import and Export

VDI Application

This is how a deployment supports more than one organization at once. Employees on your own
domain can go to
your corporate identity provider, while contractors on another domain use a different one.

Two-factor authentication is enabled here, per registered domain.

Adomain with no identity provideris the case to watch. Whether those users cansignin atall depends
on
the platform constraint below that governs registration with an email address and password.

See Identity providers for connecting a
provider, and SAML or
OpenlD Connect for the protocols.

Platform access control and constraints

These settings apply to every user on the platform, whatever role they hold.
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£ Platform Settings oA

Settings

General v Platform Access Control Management
Security v Allow User Registration With Email and Password
e @©
User Access Contro ~
Allow Login to the Platform
Settings ()
Workspace Settings “ Allow User Timezone Change ()
Resource Settings v
Allow User IP Location Tracking
Analytics O
import and Export Enable Secure Browser c

VDI Application
Log out all users

Platform Constraints

Add New Constraint

Setting

Allow login to the platform

Allow user registration with email and password

Allow user timezone change

Allow user IP location tracking

Support accessible for all users

Logout

When enabled

Users can sign in. Turning it off closes the
platform to everyone, which is a maintenance
and incident control rather than an everyday
setting.

Users can register even when no identity
provider covers their domain. Leave it off where
every user should come through an identity
provider.

Users may set their own timezone, which drives
their working schedule and therefore when
workspaces start and pause.

The user’s IP location is recorded in the logs.

Every user can reach the platform Support
menu.
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The registration setting is the one with the widest effect. With it on, someone whose domain is not
registered can create an account with a password, bypassing the identity provider routing above. Most
deployments that have connected an identity provider should turn it off.

Image URL constraints are also part of this area. See
Registry access.

Related information

+ Identity and access

+ Platformroles

+ Roles and permissions
+ Control catalogue

Connect GitHub

September 18, 2026

Follow these steps to create an OAuth App in GitHub to connect it to the platform:

« Navigate to Developer Settings:

+ Using a GitHub account, go to its settings and then to “Developer settings”.

« Inside this menu, click on “OAuth Apps”.

+ You can follow this https://github.com/settings/developers to reach this menu directly.

Settings / Developer settings

GitHub Apps

OAuth Apps No OAuth applications
OAuth applications are used to access the GitHub API. Read the docs to find out more.

Register a new application

Personal access tokens

+ Register New Application:
+ Click on “Register new application”and you will be presented with a screen to set:

« Application Name: At your discretion.
+ Homepage URL: The main route of the domain where the platform is running.
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« Authorization Callback URL: The URL should have a structure similar to https://
example.com/oauth/apps/callback, where “example.com”should be replaced
with the proper domain name (same as the Homepage URL).

Register a new OAuth application

Application name *

Your application name

Something users will recognize and trust.

Homepage URL *
https://example.com
The full URL to your application homepage.

Application description

Application description is optional
/4

This is displayed to all users of your application.

Authorization callback URL *

https://example.com/oauth/apps/callback

Your application’s callback URL. Read our OAuth documentation for more information.

Register application Cancel

Complete the Registration:

When this process is done, click on the green button “Register application”.

You will be redirected to a new application page where you can see the Client ID and generate
the Secret that needs to be set in the platform configuration.

Give Organization Access:

You will need to grant the organization access to this newly created OAuth app in the organiza-

tion you want to connect to the platform.
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Related information

Azure DevOps
Bitbucket

GitLab

Code repositories

Connect GitLab

September 18, 2026

Follow these steps to create an OAuth App in GitLab to connect it to the platform:

Navigate to Applications:

Using a GitLab account, go to user settings and then to “Applications”.

You can follow this https://gitlab.com/-/user_settings/applications to reach this menu directly.

Create a New OAuth App:

Click on “New application”and set the following fields:

Name: The name you want to give to the application. It will be public.

Redirect URI: The URL should have a structure similar to https://example.com/
oauth/apps/callback,where“example.com”should be replaced with the proper do-
main name.

Confidential: This should already be selected by default; leave it as it is.

Scopes: Add the api andwrite_repository scopes. These are needed to automati-
cally deploy deployment keys.
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User Settings » Applications

| Q Search page

Applications

Manage applications that can use GitLab as
an OAuth provider, and applications that
you've authorized to use your account.

Add new application

Name

our application name |

Redirect URI

https:/jexample.com/cauthf/apps/callback

C)

Use one line per URI

B Confidential
Enable only for confidential applications exclusively used by a trusted backend server that
can securely store the client secret. Do not enable for native-mobile, single-page, or other
JavaScript applications because they cannot keep the client secret confidential

Scopes
api

Grants complete read/write access to the AP, including all groups and projects, the
container registry, and the package registry.

[ read_api
Grants read access to the API, including all groups and projects, the container registry, and
the package registry.

() read_user
Grants read-only access to the authenticated user's profile through the fuser APl endpoint,
which includes username, public email, and full name. Also grants access to read-only API
endpoints under fusers.

[ read_repository
Grants read-only access to repositories on private projects using Git-over-HTTP or the
Repository Files APL

write_repository
Grants read-write access to repositories on private projects using Git-over-HTTP {not
using the API).

[ read_registry
Grants read-only access to container registry images on private projects.

) write_registry
Grants write access to container registry images on private projects.

[ sudo
Grants permission to perform API actions as any user in the system, when authenticated as
an admin user.

[ admin_mode
Grants permission to perform API actions as an administrator, when Admin Mode is
enabled.

[ openid
Grants permission to authenticate with GitLab using OpenlD Connect. Also gives read-only
access to the user's profile and group memberships.

O profile
Grants read-only access to the user's profile data using OpenlD Connect.

[ email

Grants read-only access to the user's primary email address using OpenlD Connect.

Save application

« Complete the Registration:
« After clicking the “Save application”button, you will be presented with the Client ID (called Ap-

plication ID) and Secret, which you need to enter in the platform configuration.
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User Settin as Applications Your application name
@ The application was created successfully. x
Cl Search pa

i, SBArchn page

Application: Your application name

Application ID 905355d72e0319cc6c97204 | [

Secret [ Copy |Thisis the anly time the secret is accessible. Copy the secret and store it securely.
Callback URL https://example.com/oauth/epps/callback

Confidential Yes

Scopes « api (Access the authenticated user's API)

« write_repository (Allows read-write access to the repository)

Edit | Dastroy |

Related information

Azure DevOps
Bitbucket

GitHub

» Code repositories

Connect Bitbucket Cloud

September 18, 2026

Follow these steps to create an OAuth App in Bitbucket Cloud to connect it to the platform:

Navigate to OAuth Consumers:

Using a Bitbucket account, go to the main organization settings and then to “OAuth consumers”

You can follow this https://bitbucket.org/[YOUR_DOMAIN_NAME] /workspace/
settings/api toreach this menu directly.

+ Add a New Consumer:

Click on the “Add consumer”button and set the following fields:
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« Name: The name you want to give to the application. It will be public.
Callback URL: The URL should have a structure similar to https:
, Where “example.com”should be replaced with the proper do-

main name. This URL can be seen from the admin panel of the SecurSpaces platform.

This is a private consumer: This should already be selected by default; leave it asiit is.

Scopes: Select “Read”under the Account section and “Write”’under the Repositories sec-
tion, and “Read”under the Pull requests section. This can also be checked in the Citrix
SecurSpaces™ Platform when clicking the “Add Bitbucket”button.

Complete the Registration:

After clicking the “Save”button, you will be presented with the Client ID (called Key) and Secret,
which you need to enter in the platform configuration.

Bitbucket Server or Data Center Integration as Code Repository Provider

In this section, we will see how to connect the SecurSpaces platform to a self-hosted Bitbucket in-

stance:

Configure SecurSpaces Platform:

Go to the SecurSpaces platform settings and open the “Code Repository Applications”’menu.
Click on the “Add Bitbucket”button.

Select the checkbox for “Bitbucket Server or Data Center (self-hosted)”.

Set the Following Fields:

Bitbucket App Name: It can be anything. This is what users will see when using this Code
Repository Provider.

Custom Domain: Enter the URL where the Bitbucket instance is hosted. If no scheme is given,
HTTPS will be chosen by default.

Enforce Users to Connect: If selected, users will need to connect to Bitbucket before they can
open their workspaces. This can prevent misconfiguration/permission issues on the user side.

Complete the Registration:
Click the “Create”button to complete the configuration on the SecurSpaces platform side.

Save the “Bitbucket Server Public Key”for later use. This can also be found in the edit menu
after clicking the “Create”button.

Configure Bitbucket Instance (Version 7.20 or Later):

Go to Administration > Applications > Application Links and click on “Create link™:
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«+ Application Type: External application

« Direction: Incoming

+ Click on continue

« Setaunique name

+ Redirect URL: Setto https: , Where “ex-
ample.com”should be replaced with the proper domain name.

« Application Permissions: Account: Write, Repositories: Admin

« After clicking the “Save”button, enter “strong_network”for both Client ID and Client Se-
cret.

Configure Bitbucket Instance (Version 7.20 or Earlier):

Go to Administration > Application Links.

Enter the platform URL (e.g., https: , Where “example.com”should be re-
placed with the proper domain name).

Click on “Create new link”. If you see a “No response received”error, ignore it and click Continue.

In the following menu, enter:

+ Application Name: It can be anything.

« Application Type: Generic Application

+ Service Provider Name: It can be anything (recommended: “strong_network”).

+ Consumer Key: Set to “strong_network”.

+ Shared Secret: Set to “strong_network”.

+ Request Token URL: Set to http: , Where “example.com”should be
replaced with the proper domain name.

+ Access Token URL: Setto http: , Where “example.com”should be re-
placed with the proper domain name.

« Authorize URL: Set to http: , Where “example.com”should be
replaced with the proper domain name.

+ Check “Create incoming link”and click Continue.
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Link applications

You are creating a link from:

& Application URL: http://18.197.156.97:7950
Name: Bitbucket
Application: Bitbucket Server

To this application:

Application URL: https://banana.conceptcloud.network

Application Name®* My new application
Application Type® Generic Application v

Service Provider | strong_network
Name

Consumer key | strong_network

Shared secret | strong_network
Request Token URL  https://banana.conceptcloud.network
Access token URL | https://banana.conceptcloud.network
Authorize URL | https://banana.conceptcloud.network

Create incoming
link

+ In the following menu, enter:

« Consumer Key: Set to “strong_network”.
+ Consumer Name: Set to “strong_network”.
+ Public Key: Enter the value that can be seen in the platform.
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Link applications

You are creating a link from
O Application URL: http://18.197.156.97:7950
MName: Bitbucket

Application: Bitbucket Server

To this application:
Application URL: https://banana.conceptcloud.network
Consumer Key*  strong_network

Consumer Name® | strong_netwark

Public Key*  ----- BEGIM PUBLIC KEY----- =
MIGIMAOGCSgGS5Ib3DQEBAQUAAL y

« Complete the Configuration:
+ Click on Continue. The configuration is complete.

Related information

» Azure DevOps

» GitHub

« GitLab

» Code repositories

Azure DevOps

September 18, 2026

Follow these steps to create an OAuth App in Azure DevOps to connect it to the platform.

« Using an Azure DevOps account, go to the following link:
Register an application

+ Click on the “Add consumer”button and set the following fields:

« Company Name: Your company’s name.
+ Application Name: The name you want to give to the application. It will be public.
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+ Application Website: Setto https://example.com/oauth/apps/callback (re-
place example.com with the proper domain name).

« Authorization Callback URL: Set to https://example.com/oauth/apps/
callback (replace example.com with the proper domain name). This URL can be
found in the administrator panel of the Citrix SecurSpaces™ platform.

+ Authorized Scopes: Code (read and write) and Project and team (read

).

« Oncedone, click the “Create Application”button. You will be presented with the Client ID (called
App ID) and the Secret (called Client Secret) after clicking the “Show”button. Enter these fields
in the administrator configuration of the SecurSpaces platform.

» Register an application
+ https://example.com/oauth/apps/callback

« Specify the Azure Organization name. This application can only access repositories under this

specific organization. To access repositories from different organizations, create multiple Azure
DevOps Code Repository Applications, each with its corresponding organization name. You may
use the same Client ID and Secret across all of them.

# Organizations L3 Workspaces <s= People Resources |~ Insights Audit Settings s System Configuration

System Code Repository Applications

Configuration

License Dev Ops), be | 1at the callbac
https://strong-network.dev.com/oauth/apps/callback

Platform Roles

Identity Providers

\

Add GitHub Add GitLab Add Bitbucket Add Azure Dev Ops

Paste Client ID, App Secret and Organization name from steps above:
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Azure DevOps Configuration

Azure Dev Ops App Name

Azure Dev Ops App Client ID

Azure Dev Ops App Secret

Your Azure Organization Name

Enforce users to connect to this Azure Dev Ops app before they are able to open their workspaces

Cancel

Related information

Bitbucket

» GitHub

+ GitLab

» Code repositories

Use HashiCorp Vault as a secret manager

September 18, 2026
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You can use HashiCorp Vault to store all platform secrets instead of encrypting them in MongoDB.

Citrix SecurSpaces™ Platform connects to HashiCorp Vault using the JWT authentication mecha-
nism provided by Kubernetes.

For more information, see Use Kubernetes for OIDC authentication

Prerequisites

The configuration depends on whether your Vaultinstance is deployed in the same Kubernetes cluster
as the SecurSpaces Platform:

« IfVault is deployed in the same cluster:
The OpenlID Connect (OIDC) issuer endpoint is automatically reachable.

« If Vault is deployed in a different cluster:
Ensure that the OIDC issuer endpoint of the SecurSpaces cluster is reachable by Vault.
If it isn’t, you must manually add the signing public key(s) of the SecurSpaces cluster.
For details, see Use Kubernetes for OIDC authentication

Configuration

You can configure Vault in the SecurSpaces Platform using the following four Helm chart values:

# hashicorpVault:

# If set, secrets are stored in Vault instead of the database.

# vaultAddress: "https://example.com:8200"

# vaultRoleName: "sds-role"

# customMountPath: "" # Default is "secret"

# vaultCertB64: "" # Baseb4-encoded PEM CA certificate (optional)

Parameter descriptions

Parameter Description

vaultAddress Specifies the Vault address. The Vault instance
must be accessible from the SecurSpaces cluster.
All platform services use this address to store
and retrieve secrets.
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Parameter Description

vaultRoleName Specifies the name of the Vault role configured
for SecurSpaces. If different Kubernetes services
use different service accounts, the
bound_subject field may vary. You can omit
this field when creating the role.

customMountPath Specifies the Vault path where secrets are stored.
Optional. Defaults to secret.

vaultCertB64 Specifies the Base64-encoded TLS certificate for
Vault. Use this setting if Vault uses a self-signed
certificate. Optional.

Related information

» Al Gateway

» Backstage plugin

« Citrix DaaS

« JFrog

+ Publish JetBrains Gateway
« Integrations

Register JFrog as a third-party app

September 18, 2026
You can follow these steps to connect your JFrog instance and the Citrix SecurSpaces™ platform.

At the moment this configuration can only be done in self-hosted JFrog instances or by asking the
JFrog support team in the SaaS version.

Loginto your JFrog deployment as the admin go to Platform Management, then Manage Integrations.
Go to the tab called “Application”. You can also follow the link:

¢

https://[your_domain_name].jfrog.io/ui/admin/configuration/integrations

3
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« Platform Select a Plan A& & @ & (F
Configurations

egraions W oo

OpeniD Connect

Name Integration Description Callback URL @

test StrongNetwork testDesc

Click on “New Integration”of type “Application”and fill in the following fields:

+ Application Name: Up to you.

« Application Type: Select the template you added in the values.yamlfile.

« Description: Up to you.

« Callback URL: You can find it in the Third Party Applications administrator menu in the Se-
curSpaces platform and has the format of https://[your_strong_network_domain
]/oauth/apps/callback

Create New Application Integration

* Application Name * Application Type
StrongNetwork StrongNetwork
Description Callback URL
My Strong Network OAuth app https://ketchup.conceptcloud.network/oauth/apps.

Client ID and Secret

Generate Client ID & Secret

Clickon Generate Client ID & Secret and copy thevalues.

Lastly, sign in as an administrator to the SecurSpaces platform, go to System Configuration > Third
Party Applications, and select JFrog. You will need to introduce:

« Name: Up to you, it will be displayed to the platform users
+ Client ID and Secret: Values copied from JFrog
« Domain: Your JFrog domain

You can choose if you want the platform to trust insecure TLS certificates in case your JFrog deploy-
ment doesn’t have a valid certificate. You may also want users to always connect to JFrog before they
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access their workspaces, in this case, they will get a popup where they have to connect before opening
them. If you don’t select this option they will get the popup but can dismiss it.

JFrog App Name

My JFrog

JFrog App Client ID

app@g4y544tg45g54yubu67

JFrog App Secret

mysecret

JFrog Domain

strongnetworktest2.jfrog.io

() Trust insecure TLS Certificates (self-signed)
[__J Enforce users to connect to JFrog before they are able to open their workspaces

Create Cancel

When the application is configured you can edit it by clicking on the edit icon on the right side.

System Third Party Applications

Configuration

https://strong-network.dev.com/oauth/apps/callback

Platform Roles

App Name Client ID JFrog Domain

Identity Providers

JFrog1 ferferfefe test.com

Integrations

You will see amenu in which you can change some settings. In said menu, you may change the default
JFrog startup script. This is a script that will run in every workspace that is owned by a user who has
connected their JFrog account. It can be useful to set up specific configurations in all workspaces,
for example, to configure the different programming languages to fetch the dependencies from your
JFrog platform. Each user can build on top of this script, to customize it to their own needs.

If this default script is updated it will be automatically changed for users who haven’t defined their
custom script.
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Configuration

https://strong-network.dev.com/oauth/apps/callback

Platform Roles

Identity Providers

Integrations

JFrog App Name

JFrog1
] Enforce users to connect to JFrog before they are able to open their workspaces

Regions

Others

jfrog_d deb https://rel o Ele /jfrog ial contrib®
wget -q0 - https://releases.jfrog.io/artifactory/jfrog-gpg-public/jfrog\_public\_gpg.key | sudo
apt-key add -
if | grep -q "${jfrog_dep}" /etc/apt/sources.list; then
"${jfrog_dep}" | sudo -a /etc/apt/sources.list;
fi
sudo apt update;
sudo apt install -y jfrog-cli-v2-jf;

Conn JFrog LI
jf config add --url https://${JFROG_URL} --access-token=${JFROG_ACCESS_TOKEN} --
user=${JFROG_USER} --interactive=false ${JFROG_URL}

Configure Docker logir
${JFROG_ACCESS_TOKEN} | \
docker login -u${JFROG_USER} --password-stdin ${JFROG_URL}

Finally, if you want to save the changes click on “Save”.
Now JFrogis configured across the SecurSpaces platform, ready to be used seamlessly by the users.

Related information

Al Gateway

Backstage plugin
« Citrix DaaS
Publish JetBrains Gateway

» HashiCorp Vault as secret manager
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« Integrations

Configure Al Gateway routing in SecurSpaces

August 13,2026

You can route selected Al service traffic from Citrix SecurSpaces™ workspaces through an internal Al
Gateway by configuring Helm values. Use this option
when your organization wants centralized routing or policy control for Al provider endpoints.

Routing Al traffic through a gateway also gives you a single place to measure Al usage. SecurSpaces
tags each forwarded request with the user,

project, and workspace it came from, so the gateway can report which teams and developers are con-
suming tokens. See

Report on Al usage.

What SecurSpaces does, and what the gateway does

The two halves are worth separating, because the split decides which questions this page answers.

SecurSpaces provides the interception and the attribution. The SecurSpaces proxy service already
terminates and

inspects workspace traffic. It recognizes requests bound for a configured Al endpoint and tags each
one with

the user, project, and workspace that produced it. Thatis a platform capability and it does not depend
on

which gateway you run.

The gateway provides routing and policy. Where a request goes, which credential is used, rate lim-
its,
and the reporting surface are the gateway’s job.

Which gateway

SecurSpaces forwards to whatever service address you configure in platform.aiGateway.
address, sothe
gateway is your choice:
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Gateway Notes
Envoy Al Gateway What this page covers, including installation
NetScaler Al Gateway An alternative if you already run NetScaler. See

Al gateway in the NetScaler documentation

A note on terminology

The industry has not settled on one name for this component. Al Bridge is used by some vendors for
the

same concept. Across Citrix products it is called an Al Gateway, and that is the term used throughout
this documentation.

Model Context Protocol governance

Governing MCP traffic—which tools an agent may reach and what it may do through them —is outside
what

SecurSpaces provides. SecurSpaces governs the workspace an agent runs in and attributes what it
consumes;

it does not inspect or police MCP calls.

Where MCP governance is required, NetScaler provides it. See
MCP gateway in the
NetScaler documentation.

How Al traffic is routed

Al traffic flows from the workspace to the SecurSpaces proxy service, then to the Al Gateway, and
finally to the LLM endpoint.

The SecurSpaces proxy service already terminates, inspects, and re-encrypts HTTPS traffic. Al Gate-
way routing reuses that capability to identify requests

that are destined for a configured LLM endpoint, add SecurSpaces metadata to them, and forward
them to the gateway. Traffic that does not match a

configured endpoint is unaffected.

For running agents inside workspaces —isolation, credential scope, and cost —see
Run Al coding agents in workspaces.
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Prerequisites

« Aninternal Al Gateway service that is reachable from the SecurSpaces proxy service pods. If you
do not have one,
see Install Envoy Al Gateway.

« The DNS endpoint names that must be routed through the Al Gateway

+ Access to update the SecurSpaces Helm values and run helm upgrade

Install Envoy Al Gateway

SecurSpaces works with any gateway that accepts the forwarded traffic. Envoy Al Gateway is the ref-
erence

deployment, and this section covers what is specific to using it with SecurSpaces. For the installation
itself, follow the

Envoy Al Gateway documentation, which stays current

with the project.

The installation has two parts, both by Helm chart:

Component Namespace

Envoy Gateway, the control and data plane it envoy-gateway-system

builds on

Envoy Al Gateway, its CRDs and controller envoy-ai-gateway-system
Note:

Installing Envoy Gateway does not interfere with your existing ingress controller. It creates its
own

proxy pods and services in its own namespace, and leaves NGINX, NetScaler, HAProxy, or any-
thing else

serving the platform untouched. See Ingress.

Envoy Al Gateway requires Kubernetes 1.32 or later, which any cluster running SecurSpaces already
exceeds.
See System requirements.

Pin the chart versions rather than tracking the latest tag. The container tags for in-development ver-
sions are
overwritten, so an unpinned install can change under you between deployments.
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When the gateway isrunning,setplatform.aiGateway.address toitsinternal service address,
as described in
Configure platform-wide Al Gateway routing.

Increase the client buffer limit

Al requests and responses are considerably larger than typical web traffic, and the Envoy default buffer
is
not sized for them. Without this, large prompts and long completions are truncated:

apiVersion: gateway.envoyproxy.io/vlalphal
kind: ClientTrafficPolicy
metadata:
name: client-buffer-limit
spec:
targetRefs:
- group: gateway.networking.k8s.1i0
kind: Gateway
name: <your-gateway-name>
connection:
bufferLimit: 50Mi

Set explicit CPU and memory on the Envoy proxy deployment as well. The reference configuration
leaves them
empty, which is workable in a lab and not in production.

Rate limiting

Envoy Al Gateway can apply token-based rate limits per model, backed by Redis. This is configured
entirely on

the gateway and needs nothing from SecurSpaces. See the

Envoy Al Gateway documentation for the BackendTrafficPolicy and

token-tracking configuration.

Configure platform-wide Al Gateway routing

Add the platform.aiGateway block to your Helm values:

platform:
aiGateway:
address: "http://envoy-default-envoy-ai-gateway-07856df5.envoy-
gateway-system.svc.cluster.local"
headers:
userIdHeader: "x-user-id"
projectIdHeader: "x-project-id"
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workspaceIldHeader: "x-workspace-id"
hideProjectName: false
healthCheck:
enabled: false
port: '"80"
failOpen: false
dnsEndpoints:
- "api.business.githubcopilot.com."
- "copilot-proxy.githubusercontent.com."
- "api.openai.com."
- "chat.openai.com."
- "chatgpt.com."
- "api.anthropic.com."
- "claude.ai."
- "generativelanguage.googleapis.com."
- "gemini.google.com."
- "bard.google.com."

The address valueis the internal service address for the Al Gateway, and can include a scheme. The
dnsEndpoints list defines the Al

provider domains that SecurSpaces intercepts and routes through that gateway. Each entry is a fully
qualified domain name with a trailing dot, and

wildcard entries such as ""* . openai.azure.com. " are supported.

SecurSpaces ships a default endpoint list that covers the most common public LLM providers, includ-
ing GitHub Copilot, OpenAl, Anthropic, Google,

Azure OpenAl, Amazon Bedrock, Mistral, and Hugging Face. The list is refreshed as part of the normal
release cycle. Between releases, keep

the list current yourself, and add any private or self-hosted LLM endpoints your organization uses.

Identify Al usage by user, project, and workspace

SecurSpaces adds metadata to every request it forwards to the Al Gateway, so that Al usage can be
attributed to the workspace that produced it.

The gateway and your monitoring stack use these headers to break down usage by user, project, and
workspace.

Configure the header names under platform.aiGateway.headers:

Value Default Description

userIdHeader x-user-1id Header carrying the ID of the
user who made the request.

projectIdHeader x—-project-id Header carrying the project the
workspace belongs to.
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Value Default Description

workspaceIdHeader x-workspace-id Header carrying the ID of the
originating workspace.

hideProjectName false When false, the project
header carries the project
name. Set to true to send the
numeric project ID instead.

Leave a header name empty to stop SecurSpaces from sending that value.
Note

Keep hideProjectName set to false if you want reports to show readable project names.
Set it to true when project names are
themselves sensitive and must not leave the cluster.

Route GitHub Copilot traffic

GitHub Copilot needs extra handling, because Envoy Al Gateway does not recognize it as a provider

on its own.

SecurSpaces bridgesthatgapforapi.githubcopilot.comandapi.business.githubcopilot
. com: it presents

each request in a form the gateway’s processors recognize, and adds headers your route rules can
select on.

This covers OpenAl-compatible chat completions, the OpenAl responses API, and Anthropic models
such as
Claude. You configure the routes; the rest is automatic.

Headers to match in your routes

Route rules on the gateway select a backend using the headers SecurSpaces adds:

Header Value Match it to

X—ai-process true Select Al traffic that the

gateway should process

x-original-host The host the workspace Choose the right Copilot
requested backend
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Header Value Match it to

x—ai-provider anthropic Route Anthropic requests,
when your teams use Claude
through Copilot

Configure the gateway

Define a Backend for each Copilot host,a BackendTLSPol1icy so the gateway originates TLS to it,
and route
rules that match on the headers above. For example:

apiVersion: gateway.envoyproxy.io/vlalphal
kind: Backend

metadata:
name: github-copilot-chat
spec:
endpoints:
- fqdn:
hostname: api.business.githubcopilot.com
port: 443

apiVersion: gateway.networking.k8s.1io/v1l
kind: BackendTLSPolicy
metadata:
name: github-copilot-chat-tls
spec:
targetRefs:
- group: gateway.envoyproxy.io
kind: Backend
name: github-copilot-chat
validation:
hostname: api.business.githubcopilot.com
wellKnownCACertificates: System

Then match the headers in your route, and allow a generous request timeout because model
responses are slow:

rules:
- timeouts:
request: 300s
matches:
- headers:
- type: Exact

name: x-ai-process
value: "true"
- type: Exact
name: x-original-host
value: api.business.githubcopilot.com
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backendRefs:
- name: github-copilot-chat

Repeat for the other Copilot hosts your developers reach.

Claude through Copilot

If your teams use Claude, add an AIServiceBackend with the Anthropic schema and route
x—ai-provider: anthropictoit.

Setprefix: "/v1'" onthe schema. SecurSpaces presents Anthropic requests as
/anthropic/vl/messages sothatthe gateway selectsits Anthropic processor. The prefixis what
restores

the real upstream path afterwards. Without it the request reaches Anthropic with the routing prefix
still

attached, and fails.

apiVersion: aigateway.envoyproxy.io/vlbetal
kind: AIServiceBackend
metadata:
name: github-copilot-chat-anthropic
spec:
schema:
name: Anthropic
prefix: "/v1"
backendRef:
name: github-copilot-chat
kind: Backend
group: gateway.envoyproxy.io

Note:

Copilot’s MCP endpoint can also be published through the gateway with an MCPRoute, forward-
ing the
caller’s Authorization header so each developer authenticates as themselves.

Tool types on the responses API

The gateway’s external processor rejects a /v1/responses request that carries a tool type it can-
not parse,

with 400 unknown too'l type. To keep those requests working, SecurSpaces removes unrecog-
nized tool types

before forwarding.

The list is held by SecurSpaces, not by your gateway, so it changes with a SecurSpaces release rather
than
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whenyou upgrade Envoy Al Gateway. It currently allows function, file_search,computer_use_previey
web_search,web_search_2025_08_26, mcp, code_interpreter, image_generation,

custom,

local_shell, shell, web_search_preview, web_search_preview_2025_03_11, and
apply_patch.

Important:

A tool outside this set is dropped silently. The request succeeds and its token usage is still re-
ported,

but that tool never reaches the provider. These are generally client-side tools that the upstream
APl does

not act on, so the effect is usually invisible —but if a developer reports that a tool works outside
SecurSpaces and not inside it, this is the first thing to check.

Configure Al Gateway health checking

By default, SecurSpaces does not health check the Al Gateway. Turn on health checking to control
what happens to Al traffic when the gateway is
unavailable.

Configure health checking under platform.aiGateway.healthCheck:

Value Default Description

enabled false When true, SecurSpaces runs
periodic TCP health checks
against the Al Gateway.

port 80 The port SecurSpaces dials for
the health check.
failOpen false Controls the behavior when the

gateway is unhealthy.

When the gateway is unhealthy:

« With failOpen: true, Al traffic bypasses the gateway and goes directly to the Al provider.
Developers are not interrupted, but no
usage data is recorded while the gateway is down.

« With failOpen: false, the request returns an error to the user. Use this setting when Al
traffic must never bypass the gateway.
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Warning

failOpen defaults to false. If you enable health checking without setting failOpen, an Al
Gateway outage stops developers from

reaching Al providers. Set failOpen: true if you would rather lose usage data than block Al
requests.

Override Al Gateway routing for a region

For an external region, add region.aiGateway to override the platform-wide settings:

region:
isExternalRegion: true
aiGateway:
address: "ai-gateway.region.example.svc.cluster.local"
headers:

userIdHeader: "x-user-id"
projectIdHeader: "x-project-id"
workspaceldHeader: "x-workspace-id"
healthCheck:
enabled: false
port: '"80"
failOpen: false
dnsEndpoints:
- "api.openai.com."
- "api.anthropic.com."

The regional values apply only to that region. If you omit region.aiGateway, the region uses the
platform-wide platform.aiGateway
configuration.

Apply the configuration

1. Update your SecurSpaces Helm values file.
2. Runyourstandard helm upgrade command.
3. Restartany affected workspace sessions if you need existing connections to use the new routing.

After the upgrade, SecurSpaces routes requests for the configured DNS endpoints through the config-
ured Al Gateway address.

Report on Al usage

Routing Al traffic through a gateway lets you answer questions such as which models are in use, how
many tokens each project consumes, and
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which users generate the most requests. This information supports cost attribution and chargeback
discussions.

SecurSpaces does not parse Al traffic or store usage metrics itself. The Al Gateway extracts request
counts, model names, and token counts, and

exports them to your monitoring system. The accuracy and provider coverage of the resulting reports
depend on the parsing support of the

gateway you deploy.

Reference deployment

The following stack is validated for use with SecurSpaces:

« Envoy Al Gateway —receives Al traffic from the SecurSpaces proxy service, forwards it to the
LLM provider, and exposes metrics such as request
counts, model names, and input and output token counts.

+ Prometheus —scrapes and stores the metrics that Envoy Al Gateway exposes.

« Grafana —queries Prometheus and presents the dashboards.

Deploy all three in the same Kubernetes cluster as SecurSpaces, thenset platform.aiGateway.
address to the internal service address of Envoy Al
Gateway.

This is a reference path, not a requirement. Envoy Al Gateway supports OpenTelemetry and a broad
range of monitoring integrations, so you
can send the same data to your existing monitoring infrastructure instead.

Sample Grafana dashboard

SecurSpaces provides a sample Grafana dashboard that you can import and adapt. The dashboard
reads the SecurSpaces metadata headers, so usage can be
filtered and grouped by model, project, and user.

The dashboard includes:

« Summary totals —total input tokens, total output tokens, combined token count, and total
LLM request count.

» Token usage rate —tokens per minute, broken down into input, output, cached input, cache
creation, and reasoning tokens.

+ Request rate and response time —requests per second, and LLM response time at the 50th,
95th, and 99th percentiles.

+ Average tokens per request —average input and output tokens per request.
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+ Rate limiting —rate limited requests, requests over the global rate limit, and users over their
rate limit.

« Upstreamresponse time —response time of the LLM provider at the 50th and 95th percentiles.

+ By Project ID —token usage, request rate, and total tokens per project.

« By User ID —token usage per user over time.

+ By Model —token usage, request rate, and total tokens per model.

Use the Model, Project ID, and User ID selectors at the top of the dashboard to filter every panel.
Note

Panels that break usage down by project and user rely on the metadata headers described in
Identify Al usage by user, project, and workspace.
If those headers are not configured, the corresponding panels are empty.

Related information

+ Backstage plugin

« Citrix DaaS

« JFrog

+ Publish JetBrains Gateway

+ HashiCorp Vault as secret manager
« Integrations

Publish JetBrains Gateway

September 18, 2026

This guide describes how to publish JetBrains IntelliJ Gateway as a virtual application in Citrix DaaS.
By pre-configuring the Citrix SecurSpaces™ - Remote SSH plugin, you can provide a seamless remote
development experience.

Overview

Publishing JetBrains IntelliJ Gateway through Citrix Daa$S provides a standardized, secure entry point
for developers. This configuration allows developers to use the native performance of JetBrains IDEs
while keeping source code and compute resources within the secure SecurSpaces workspace perime-
ter.
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Prerequisites

Before you begin, ensure you have the following:

+ SecurSpaces environment: SSH access must be enabled at the platform, organization, and
project levels.

« VDA image: A Windows VDA with the JetBrains IntelliJ Gateway installer.

+ SecurSpaces plugin: The network.strong.remotessh plugin.

Administrator Guide: Prepare and publish the application

To provide a “zero-install”experience, administrators mustinclude the SecurSpaces plugin in the Gate-
way installation on the VDA master image.

Install the SecurSpaces plugin (CLI method)

Use the command-line interface to install the plugin for VDA automation and image consistency.

1. Open acommand prompt.
2. Navigate to the bin directory of your JetBrains IntelliJ Gateway installation.
3. Run the following command:

.\gateway64.exe installPlugins network.strong.remotessh --give-
consent-to-use-third-party-plugins

Note:

Automation: Include this command in your VDA sealing script or App Layering recipe to ensure
every session contains the required plugin.

Publish JetBrains IntelliJ Gateway in Citrix Daa$S

=

. Open Citrix Web Studio and navigate to Applications.

N

. Select Add Applications and choose the Delivery Group that contains your prepared VDAs.

w

. In Application Settings, enter the following:

+ Path to executable: C:\Program Files\JetBrains\JetBrains Gateway\bin\gateway64.exe
(or your custom path)
« Application name: JetBrains IntelliJ Gateway

4. In Assignment, assign the application to the appropriate developer user groups.
5. Select Finish to make the app available in the Citrix Workspace.
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Publish SecurSpaces Platform URL with Google Chrome in Citrix Daa$

=

. Open Citrix Web Studio and navigate to Applications.
. Select Add Applications and choose the Delivery Group that contains your prepared VDAs.

w N

. In Application Settings, enter the following:

+ Path to executable: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe (or
your custom path)

« Command Line Arguments: {SDS_PLATFORM_URL}

« Application name: SecurSpaces

4. In Assignment, assign the application to the appropriate developer user groups.
5. Select Finish to make the app available in the Citrix Workspace.

End-User Guide: Connect to SecurSpaces workspaces

After the applications are published, developers can connect to remote environments using JetBrains
IntelliJ Gateway.

Set up for the first time

Follow these steps to authorize and configure your first connection between SecurSpaces and the
JetBrains IntelliJ Gateway.

1. Open the Citrix Workspace app or go to your organization’s Citrix Workspace URL.

2. Select the SecurSpaces icon.

3. Inyour SecurSpaces platform dashboard, locate your workspace and select SSH to initiate the
connection.

In the Connect Via SSH dialog box, select JetBrains Gateway.

Select Authorize to give JetBrains Gateway permission to connect to SecurSpaces.

Select your SecurSpaces workspace from the list.

Select your preferred IDE version (such as IntelliJ IDEA, PyCharm, or GoLand).

© N o » &

Select Connect. The Gateway configures the SSH tunnel and opens your remote project in the
JetBrains IntelliJ Gateway.

Launch the application

After the initial setup is complete, you can launch your development environment directly from Jet-
Brains IntelliJ Gateway.

1. Open the Citrix Workspace app or go to your organization’s Citrix Workspace URL.
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2. Select the JetBrains IntelliJ Gateway icon.

3. Select your IDE version.

4. Select Connect. The Gateway configures the SSH tunnel and opens your remote project in Jet-
Brains IntelliJ Gateway.

Related information

« Al Gateway

» Backstage plugin

« Citrix DaaS

« JFrog

+ HashiCorp Vault as secret manager
« Integrations

SecurSpaces workspaces plugin for Backstage

September 18, 2026

Integrate Citrix SecurSpaces™ Workspaces into your Backstage developer portal to direcly manage
secure Workspaces.

Overview

Backstage is an open-source developer portal framework that centralizes software components, infra-
structure tools, and documentation into a unified interface. It supports a plugin-based architecture,
enabling extensibility across both frontend and backend layers.

The SecurSpaces Workspaces Plugin allows developers to view and manage SecurSpaces Workspaces
directly from Backstage entity pages. Thisintegration enhances developer productivity by embedding
workspace operations into the tools they already use.
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Plugin directory

Add to Directory
Open source plugins that you can add to your Backstage deployment. Learn how to build a pluc

Categories Filter
All Plugins (1)
citrix
Friendly reminder: While we love the variety and contributions of our open source plugins, they haven't been fully vettea by tne core sackstage team. We encourage you to
exercise caution and do your due diligence before installing. Happy exploring!

Citrix Secure

Spaces (SDS)
by Citrix

Development

y Developer

Connect Backstage with Citrix
Secure Developer Spaces (SDS) to
view and create developer
workspaces.

Explore

Note:

The SecurSpaces Workspaces integration requires both frontend and backend plugins to func-
tion correctly.

Key Features

+ View and manage SecurSpaces Workspaces from Backstage

« Custom SecurSpaces Workspace cards and tabs on entity pages
+ Secure backend integration with SecurSpaces platform APIs

+ No client-side exposure of credentials
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& Backstage

About 2 Relations
(v} B

VIEW VIEW
SOURCE TECHDOGS

DESCRIPTION

A demo Backstage component showcasing the SDS Workspace plugin integration wiht Citrix Secure Developer Spaces.

SYSTEM TYPE

No System backstage-frontend-plugin
TAGs

production No Tags

View graph—>

Citrix Secure Developer Spaces LogouT Links

CREATE WORKSPACE
No links defined for this entity.

State

Steven's Workspace Demo Backstage Organization RUNNING m PAUSE

A Notifications REFRESH

Prerequisites

+ Arunning Backstage instance
« Access to SecurSpaces
» SecurSpaces platform base URL

Backstage Plugin Architecture

Backstage Plugin Name Description
@citrixcloud/backstage-sds-workspaces Frontend plugin for displaying SecurSpaces
Workspace cards and tabs
@citrixcloud/backstage-sds-workspaces- Backend plugin for secure communication with
backend the SecurSpaces Workspaces platform
Important:

To use the SecurSpaces Workspaces frontend plugin, you must also install and configure the
backstage-sds-workspaces-backend plugin in your Backstage backend project.

The backend plugin acts as the bridge between your Backstage instance and the SecurSpaces
Workspaces platform, providing all required APIs for the frontend plugin.
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Related information

» Al Gateway

« Citrix DaaS

« JFrog

« Publish JetBrains Gateway

» HashiCorp Vault as secret manager
« Integrations

Citrix DaaS$ integration

September 18, 2026

The Citrix DaaS Integration connects Citrix SecurSpaces™ with Citrix DaaS and Citrix Workspace. Af-
ter you configure the integration, users can sign in once in the SecurSpaces console and access both
Kubernetes-based SecurSpaces workspaces and Citrix-based virtual apps and desktops without addi-
tional authentication.

This page is available at System Configuration > Integrations > Citrix Daa$S Integration.

& Platform ) w % @ o

# Organizations CJ Workspaces  :2; People = Resources [ Insights O Audit %x Settings 2% System Configuration

}:‘ System Conﬂguration Integrations Citrix Daa$ Integration

License OAuth 2.0 Client Credentials

To use Citrix Daas$ integration in SDS, create a Unified Workspace API OAuth client via the Citrix admin console.
Platform Roles

When creating the OAuth client, enter the following callback/redirect URL:
Identity Providers v (© copy

Click here for setup instructions.
Integrations A
Customer ID

Application ID

Client ID

Client Secret

Regions v

Hostname
Others v

Prerequisites

Before you configure the integration, you need:
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« A Citrix Cloud account with an active Daa$S subscription.
« A Unified Workspace API OAuth client created in the Citrix admin console. For instructions, see
Creating a client in the Citrix developer documentation.

When you create the OAuth client, use the following callback/redirect URL displayed on the configu-
ration page:

https:

Configure OAuth 2.0 client credentials

Use the OAuth 2.0 Client Credentials section to connect SecurSpaces to your Citrix Cloud environ-
ment.

1. Go to System Configuration > Integrations > Citrix Daa$ Integration.
2. Enter the following values from your Citrix Cloud OAuth client:

Field Description

Customer ID Your Citrix Cloud customer ID.

Application ID The application ID of the Unified Workspace API
OAuth client.

ClientID The client ID generated when you created the
OAuth client.

Client Secret The client secret generated when you created
the OAuth client.

Hostname The hostname of your Citrix Workspace

environment (for example,

yourcompany.cloud.com).

To remove the stored credentials and disconnect the integration, select Revoke.

Configure secure client credentials (optional)

OAuth client secrets expire after 90 days. To avoid manual secret rotation, you can configure a service
principal that allows SecurSpaces to rotate the secret automatically.
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# & Organizations ) Workspaces  :& People = Resources I~ Insights U Audit %% Settings 3¢ System Configuration

Ihird arty Applications Application ID

Client ID

Citrix Daa$ Integration

Client Secret
Regions v

Hostname
Others v

Secure Client Credentials (Optional)

To automatically rotate your OAuth client secret, SDS requires a service principal for the Citrix Cloud API. Without it, you'll need to manually update the secret above every
90 days.

Click here for setup instructions.

Client ID

Client Secret

1. Inthe Secure Client Credentials section, enter the Client ID and Client Secret for a Citrix Cloud
APl service principal.
2. For setup instructions, see Programmatic rotation in the Citrix developer documentation.

Without secure client credentials, you must manually update the client secret on this page every 90
days.

What happens next

After the platform integration is configured:

1. Userssign in to their Citrix account from Profile > Integrations > Citrix Integration. See Citrix
Integration (user profile).

2. Virtual apps and desktops assigned to the user in Citrix DaaS appear in the Citrix DaaS Re-
sources section on the project Overview page.

Related information

Al Gateway

Backstage plugin
« JFrog

Publish JetBrains Gateway

HashiCorp Vault as secret manager

Integrations
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Registry access

August 19, 2026

Two separate settings control how Citrix SecurSpaces™ deals with container registries: one restricts
where
workspace images may come from, the other sets where images built on the platform are stored.

Both are platform-level and require the Security permission set to Manage. See
Roles and permissions.

Image URL constraints

By default, a project owner can import a workspace image from any registry they can reach. Registry
Access

Management replaces that with an allowlist: when the feature is enabled, SecurSpaces blocks every
registry

except those you list.

This matters because a workspace image is arbitrary code that runs with access to your source. Re-
stricting
the registries is how you stop an image arriving from somewhere nobody has reviewed.

1 Platform Settings Image URL Constraints

General v Container Images URL Constraints

Security v

Add New Constraint

User Access Control v
Workspace Settings v
R ti A

Image URL Constraints
Analytics

To restrict registries:

1. Open System Configuration and select Registry Access.
2. Enable the feature.
3. Select Add Registry and enter the registry.
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4. Set each entry to Allowed or Denied.

An entry can be switched between allowed and denied without removing it, so you can withdraw a
registry
temporarily without losing the list.

Note:

Turning the feature on affects imports made from that point. Review the images already regis-
tered on the

platform as well, since an image imported before the constraint was applied continues to be
available. See

Container images.

Create image registry

Create Image Registry specifies the Docker container registry used to store images created on the
platform. It is the destination for images SecurSpaces builds, not a source of images to import.

£ Platform Settings esource Settir Create Image Registry
General v Create Image Registry
Security v
|}
User Access Control v
mdevsn
Workspace Settings v

https://index.docker.io/v1/

Resource Settings A

Create Image Registry
Analytics

Import and Export

Provide the registry endpoint and the credentials SecurSpaces should use to push to it. Any OCI-
compatible
registry works —for example Amazon ECR, Azure Container Registry, Google Artifact Registry, or JFrog
Artifactory.

Configuring this registry also switches on Create Image From Existing, which lets project members
build a
derived image from an existing one by supplying a bash script. Until a destination registry is set, that
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option does not appear. See
Create an image from an existing one.

If you also use registry access constraints, make sure this destination registry appears in the allowlist.
Otherwise the platform can push an image that workspaces are then blocked from pulling.

Related information

« Containerimages

« Containerimage requirements
+ Workspace images

+ System Configuration

Registry access

August 19, 2026

Two separate settings control how Citrix SecurSpaces™ deals with container registries: one restricts
where
workspace images may come from, the other sets where images built on the platform are stored.

Both are platform-level and require the Security permission set to Manage. See
Roles and permissions.

Image URL constraints

By default, a project owner can import a workspace image from any registry they can reach. Registry
Access

Management replaces that with an allowlist: when the feature is enabled, SecurSpaces blocks every
registry

except those you list.

This matters because a workspace image is arbitrary code that runs with access to your source. Re-

stricting
the registries is how you stop an image arriving from somewhere nobody has reviewed.
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2 Platform Settings Resource Settings  Image URL Constraints
General v Container Images URL Constraints
tainer UR natche y a regular expression can be used esource
Security v

Add New Constraint

User Access Control v
Workspace Settings v
Resource Settings A

Image URL Constraints

>reate Image Registry

Analytics

To restrict registries:

Open System Configuration and select Registry Access.
Enable the feature.

Select Add Registry and enter the registry.

Set each entry to Allowed or Denied.

H W

An entry can be switched between allowed and denied without removing it, so you can withdraw a
registry
temporarily without losing the list.

Note:

Turning the feature on affects imports made from that point. Review the images already regis-
tered on the

platform as well, since an image imported before the constraint was applied continues to be
available. See

Container images.

Create image registry

Create Image Registry specifies the Docker container registry used to store images created on the
platform. It is the destination for images SecurSpaces builds, not a source of images to import.
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£ Platform Settings ' Create Image Registry
General v Create Image Registry
Security v
User Access Control v
mdevsn
Workspace Settings v

https://index.docker.io/v1/

Resource Settings A

Create Image Registry
Analytics

Import and Export

Provide the registry endpoint and the credentials SecurSpaces should use to push to it. Any OCI-
compatible
registry works —for example Amazon ECR, Azure Container Registry, Google Artifact Registry, or JFrog
Artifactory.

Configuring this registry also switches on Create Image From Existing, which lets project members
build a

derived image from an existing one by supplying a bash script. Until a destination registry is set, that
option does not appear. See

Create an image from an existing one.

If you also use registry access constraints, make sure this destination registry appears in the allowlist.
Otherwise the platform can push an image that workspaces are then blocked from pulling.

Related information

» Containerimages

« Containerimage requirements
» Workspace images

«+ System Configuration
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IDE versions

August 03, 2026

The VSCode Versions resource page manages the IDE versions available to workspaces. IDE versions
are distributed

independently from Citrix SecurSpaces™ platform updates, so you can adopt new versions of the
browser-based IDE (Strong IDE) without

waiting for a platform release.

This page is available at:

+ Platform level: Platform > Resources > VSCode Versions
+ Organization level: Organization > Resources > VSCode Versions
+ Project level: Project > Resources >VSCode Versions

> n / Worldwide Co /  Project-A « AR o P
1 Overview J Workspaces = Resources 2y People O Audit 1= Insights % Settings

= Resources VSCode Versions Al

Container Images Al v

VSCode Versions

v £ Citrix Hosted Registry
Secrets
Repository Access Control Strong IDE 1.112.0 13/04/2026

. Strong IDE 1.114.0 13/04/2026
Connected SSH Services o

Connected HTTP Services
Data Buckets

Mount Points

How IDE versions are distributed

By default, SecurSpaces uses the Citrix Hosted Registry to import IDE versions automatically. Secur-
Spaces checks for new versions

once an hour. When a new version is published, it is imported and a notification is sent to security
officers.

The VSCode Versions page displays:
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Column Description

Name The registry name. The default is “Citrix Hosted
Registry”, marked with a Citrix Hosted tag.

URL The source the registry uses. For the Citrix
Hosted Registry, this is the version manifest
published by Citrix. For a private registry, this is
your container registry URL.

Default Version The IDE version used by workspaces that follow
the default.

Expand a registry row to see the imported versions, the date each version was imported, and the ver-
sion actions
available for that registry.

Network requirements

To use the Citrix Hosted Registry, your deployment must be able to reach the following destinations
over HTTPS:

Destination Used by Purpose

raw.githubusercontent  SecurSpaces platform services  Retrieve the version manifest

.com during the hourly check
registry-1.docker.1o, Kubernetes nodes Pull the IDE container images
auth.docker.1o, referenced by the manifest

production.cloudflare
.docker.com

If outbound traffic passes through a corporate proxy, see
External proxy configuration.

If you cannot allow these destinations, use a private registry instead. See
Switch to a private registry.

How the IDE version is resolved

Each workspace stores two settings that determine its IDE version. SecurSpaces evaluates them in
the following order when the
workspace starts:
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1. Pinned version. The workspace is set to a specific IDE version. That version is used.

2. Default version. The workspace uses Use latest platform default version. SecurSpaces re-
solves the default version
forthe workspace’s scope, searching project scope first, then organization scope, then platform

scope.
3. System default. Neither setting applies. The workspace uses the built-in IDE image that ships

with the
installed platform release.

If a pinned or default version cannot be resolved —for example, because it was deleted —the work-
space falls back
to the system default image.

For how to configure these settings on a workspace, see
Create a Workspace.

Set the default version

The default version applies to every workspace in scope that uses Use latest platform default ver-
sion.

1. Go to Resources >VSCode Versions.
2. Expand the registry row.
3. Point to the version you want to use, and then select Set as Default.

The Default Version column updates to the version you selected.
You need permission to manage container images to change the default version.

If no default version has been set for a scope, SecurSpaces selects one automatically after an im-
port:

«+ For the Citrix Hosted Registry, SecurSpaces selects the version with the highest upstream VS-
Code version.
« For a private registry, SecurSpaces selects the most recently imported version.

SecurSpaces never replaces a default version that an administrator has set.

Version lifecycle

Each hourly import reconciles the imported versions against the registry contents:

« New versions are imported and added to the list.
+ Metadata for versions that are already imported is refreshed.
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« Versions that are no longer published are deleted.

Before a version is deleted, SecurSpaces moves any workspace or workspace template that uses it to
the current default version.
The affected workspaces pick up the new version on their next start.

Note:

A workspace that is migrated this way becomes pinned to the version it was moved to. It no
longer follows the default

version. To restore automatic updates, select Use latest platform default version on the work-
space again.

The current default version is never deleted automatically. To remove it, set another version as the
default first.

Registry types

SecurSpaces supports two registry types, and the actions available on the VSCode Versions page de-
pend on which one you use.

Action Citrix Hosted Registry Private registry
Set a version as default Yes Yes
Add a version No Yes
Rename a version No Yes
Delete a version No Yes

Versions in the Citrix Hosted Registry are managed by Citrix and cannot be edited.

Switch to a private registry

If your deployment is behind a corporate proxy or firewall and cannot reach the Citrix-hosted registry,
a platform
administrator can switch to a private registry that hosts your own IDE images.

1. Go to Platform > Resources > VSCode Versions.

2. Select Change to Private Registry.

3. Enter a Registry Name and the Registry URL of your container registry, for example
myregistry.io/vscode. Bothfields are required, and the name must be unique within the
scope.
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4. Iftheregistry requires authentication, select Private Registry and then select a credential from
the list. To
create a credential without leaving the dialog, select Add Credential.

5. Select Add.

Add stays unavailable until the registry name and URL are filled in, and —if Private Registry is se-
lected —
until a credential is chosen.

Add New Custom Registry

Add a custom VSCode registry to import versions from your own container registry.
Registry Name

My Custom Registry
Registry URL

e.g., myregistry.io/vscode

Private Registry

No credential v ( + Add Credential )

Add Cancel

After you add a private registry, add the IDE versions you want to make available:

1. Expand the private registry row.

2. Select Add New Version.

3. Enter a Version Name and the Image Tag, for example 1.95.2. SecurSpaces combines the
tag with the registry URL to
form the full image URL.

4. Optionally, select Set as default version.

Note:

A private registry replaces the Citrix Hosted Registry —it does not supplement it. While a private
registry is

configured at platform level, the Citrix Hosted Registry is hidden from the VSCode Versions page
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and SecurSpaces stops
importing versions from it.

& Platform %) (K 2 P 0
# Organizations CJ Workspaces  :2i People = Resources ~ Insights O Audit £x Settings 2% System Configuration

= Resources VSCode Versions Al

Container Images

VSCode Versions R

~ =2 Citrix Hosted Registry
Secrets
Repository Access Control Strong IDE 1.112.0 13/04/2026
. Strong IDE 1.114.0 13/04/2026
Connected SSH Services 9
Gonnected HTTP Services Change to Private Regisiry

Data Buckets

The Change to Private Registry button is available only on the platform-level VSCode Versions
page.

Switch back to the Citrix-hosted registry

1. Go to Platform > Resources > VSCode Versions.
2. Select Change to Citrix-Hosted Registry.

3. Review the list of affected workspaces.

4. Select Migrate Workspaces & Switch.

Allversions from the private registry are deleted and the affected workspaces are moved to the default
version from

the Citrix Hosted Registry. SecurSpaces resumes importing versions from the Citrix Hosted Registry.

Notifications

When a new IDE version is imported, SecurSpaces sends a notification to security officers:

A new VSCode version “Strong IDE X.X.X”is now available.

The notification appears in the notification bell in the top navigation bar.
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View workspace VSCode versions through the API

Workspace APl responses include two fields that describe the IDE version assigned to a workspace:

Field Description

vscode_version_id The ID of the version the workspace is pinned to.
0 when the workspace is not pinned.

vscode_version_auto_update true when the workspace follows the default
version for its scope.

The two fields combine as follows:

« vscode_version_auto_update is true and vscode_version_id is @ —the work-
space follows the default version.

« vscode_version_auto_updateis falseand vscode_version_1idisset—the work-
space is pinned to that version.

« vscode_version_auto_update is false and vscode_version_id is @ —the work-
space uses the system default
image.

Use these fields when you need to audit IDE versions, build integrations, or troubleshoot version-
specific behavior.

For more information about available APl endpoints, see REST API.
Audit VSCode version changes

ChangestoVSCodeversionsand registries arerecorded as eventsonthe vscodeVersions resource
type. For more
information, see SIEM Integration.

Related information

+ Image caching
+ Registry access
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Image caching

August 27,2026

Pulling a workspace image is usually the largest single cost when a workspace starts. A workspace
image is

often more than a gigabyte, and a node that has never run that image has to download and unpack it
before the

workspace can begin.

Image caching removes that wait. Citrix SecurSpaces™ keeps the images you mark as cached present
on workspace
nodes, so a workspace scheduled onto one of those nodes starts without pulling anything.

What you need

Requirement Detail

Permission The Security permission set to Manage —the
security officer role

Scope Platform-level container images only. Images
defined at organization or project level cannot
be cached.

Caching is unavailable if a platform administrator has disabled image management.

Cache an image version

Cachingis set per version, not perimage, so you can cache the tags developers actually use and leave
older ones alone.

1. In the console, go to Resources > Container Images.
2. Select the arrow beside an image to expand its versions.
3. Inthe Cached Image column, turn on the toggle for each version you want cached.

The change takes effect immediately and applies across every region.

To stop caching a version, turn the toggle off. The image is no longer kept on nodes, and the next
workspace
that needs it pulls it normally.
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Note:

The platform default IDE image is cached automatically when it is ready and not past its depre-
cation date.

You do not need to mark it. See

IDE versions.

How images stay on the nodes

Understanding the mechanism explains both the benefit and the cost.

SecurSpaces runs a deployment whose only job is to hold the cached images. Each of its pods refer-
ences every

cached image, which makes Kubernetes pull those images onto whichever node the pod lands on.
The pods are

spread one per workspace node, and they do no work beyond existing —their presence is what keeps
the images

on the node.

Two consequences follow:

» The node disk carries every cached image. Cache the versions in active use rather than the
whole
history of an image. A workable pattern is the current default tag and the one before it, so a
rollback is
also fast, with earlier versions left uncached.

» The cache follows the workspace nodes. As the cluster scales, the deployment is resized so
new nodes
also receive the images.

Cached images and warm nodes

The same deployment provides warm nodes. Its size is the number of nodes currently running work-
spaces, plus a
buffer derived from the warm node setting for the region.

That bufferis what makes the two features work together: withoutit,images are cached only on nodes
that

are already busy, and a workspace that triggers a scale-out still waits for the pull. Warm nodes keep
spare

capacity that already holds the images, so the first workspace of the day avoids both costs at once.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 442


https://docs.citrix.com/en-us/securspaces/administer/platform-resources/ide-versions.html

Citrix SecurSpaces™

Configure the buffer under System Configuration > Regions. See
Warm Nodes Configuration.

Note:

The buffer is held at zero until at least one workspace is running in a region, so an idle cluster is
not

kept warm for nobody.

Confirm caching is working

Two checks, from either side:

+ In the console, the Cached Image toggle is on for the version.

+ For adeveloper, the workspace startup log no longer shows a long pull for that image. Open it
from
More Actions (...) on the workspace, then Logs, and look at the Setting up container
phase. See Troubleshooting.

If the pull still appears, the workspace was scheduled onto a node the cache has not reached yet,
which

usually means the cluster has just scaled out.

Related information

» Custom workspace images
« IDE versions

» Registry access

+ Regions

« Sizing

Mount point storage

August 13,2026

The Mount Point Storage section allows platform administrators to enable or disable Mount Point
storage types for the platform.

Navigate to System Configuration > Integrations > Mount Point Storage.
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l Platform % K a2 Al
# Organizations CJ Workspaces  :2i People = Resources ~ Insights U Audit £ Settings 3% System Configuration
3 System Configuration itegrations  Mount Point Storage
License
Platform Roles Enable Azure Blob Storage
Identity Providers v
Enable Azure File Storage [ o)
Integrations ~
Mount Point Storage
Regions v
Others v
Warning

Mount Points are not supported in multi-region configurations.

Storage types can be enabled independently:

+ Enable Azure Blob Storage —Enables the use of Azure Blob-based storage, such as Azure Data
Lake Storage (ADLS), as Mount Points.

+ Enable Azure File Storage —Enables the use of Azure File-based storage as Mount Points.

« Enable AWS EFS Storage —Enables Amazon Elastic File System (EFS) as a Mount Point back-
end.

« Enable AWS S3 Files Storage —Enables Amazon S3 Files as a Mount Point backend.

To enable a storage type:

1. Navigate to System Configuration > Integrations > Mount Point Storage.
2. Turn on the toggle for the desired storage type.

When a storage type is enabled, project owners can create Mount Points of that type, and developers
can attach them to workspaces. When disabled, the corresponding Mount Point options are hidden
across the platform.

For AWS storage, an administrator must also provide eligible Kubernetes storage classes for the back-
ing

storage. Project owners see only supported storage classes when they create or attach AWS Mount
Points.

AWS Mount Points require AWS resources that Citrix SecurSpaces™ does not create, including the file
system,
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per-Availability-Zone mount targets, IAM roles, and the storage classes themselves. The AWS storage
type does not

appear here until an eligible AWS storage class exists on the cluster. See
Prepare AWS storage for Mount Points.

Note

Disabling a storage type does not delete existing Mount Point configurations. If you re-enable
the feature, previously configured Mount Points become available again.

For details on creating and using Mount Points within a project, see Mount Points.

Mount point storage

August 13,2026

The Mount Point Storage section allows platform administrators to enable or disable Mount Point
storage types for the platform.

Navigate to System Configuration > Integrations > Mount Point Storage.

‘ Platform Command Menu | % | K @ o

# Organizations 2 Workspaces ai People £ Resources |~ Insights O Audit £ Settings 3% System Configuration

hJ System Configuration Integrations  Mount Point Storage

License Please note: Mount Points are not supported in multi-region configuration

Platform Roles Enable Azure Blob Storage
Enable the use of Azure Blob - based storage, such as Azure Data Lake Storage (ADLS) as Mount Point
Identity Providers v
Enable Azure File Storage (o)

Enables the use of Azur
Integrations ~

Mount Point Storage

Citrix Daas Integration

Regions v

Others v

Warning

Mount Points are not supported in multi-region configurations.

Storage types can be enabled independently:
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« Enable Azure Blob Storage —Enables the use of Azure Blob-based storage, such as Azure Data
Lake Storage (ADLS), as Mount Points.

+ Enable Azure File Storage —Enables the use of Azure File-based storage as Mount Points.

« Enable AWS EFS Storage —Enables Amazon Elastic File System (EFS) as a Mount Point back-
end.

» Enable AWS S3 Files Storage —Enables Amazon S3 Files as a Mount Point backend.

To enable a storage type:

1. Navigate to System Configuration > Integrations > Mount Point Storage.
2. Turn on the toggle for the desired storage type.

When a storage type is enabled, project owners can create Mount Points of that type, and developers
can attach them to workspaces. When disabled, the corresponding Mount Point options are hidden
across the platform.

For AWS storage, an administrator must also provide eligible Kubernetes storage classes for the back-
ing

storage. Project owners see only supported storage classes when they create or attach AWS Mount
Points.

AWS Mount Points require AWS resources that Citrix SecurSpaces™ does not create, including the file
system,

per-Availability-Zone mount targets, IAM roles, and the storage classes themselves. The AWS storage
type does not

appear here until an eligible AWS storage class exists on the cluster. See
Prepare AWS storage for Mount Points.

Note

Disabling a storage type does not delete existing Mount Point configurations. If you re-enable
the feature, previously configured Mount Points become available again.

For details on creating and using Mount Points within a project, see Mount Points.

Prepare the AWS resources

August 18,2026

Citrix SecurSpaces™ does not create or validate any of the AWS resources on this page. Provision them
before
anyone uses the feature.
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Prerequisites common to Amazon EFS and Amazon S3 Files
Create a mount target in every Availability Zone

Create a mount target in every Availability Zone in which the node group can place workspace nodes.
Take the

Availability Zone list from the node group’s autoscaling group, not from where nodes happen to run
today. EFS

allows one mount target per Availability Zone, shared by all Mount Points on that file system.

A workspace scheduled into an Availability Zone with no reachable mount target hangs in
ContainerCreating,and

Kubernetes cannot compensate. The mount target is not represented in Kubernetes, so this is the
only symptom.

Mount target creation is slow. Wait until every mount target reports available before you create
Mount Points.

Scope the NFS rule to a security group

The source of the mount target’s inbound NFS rule decides who can mount the file system. If you
allow the whole
VPC CIDR, every workload in the VPC can mount it, not only your workspace nodes.

Set the source of the inbound rule to the EKS worker node security group rather than an IP range:

aws ec2 authorize-security-group-ingress \
-—group-id <mount-target-sg> --protocol tcp --port 2049 \
--source-group <eks-node-security-group-id>

Both halves of the rule are required:

+ Mount target security group, inbound —TCP 2049, source is the node security group.
+ Node security group, outbound —TCP 2049, destination is the mount target security group.

Most EKS node groups keep the default allow-all egress, so the outbound half is usually already satis-
fied. If your

account restricts node egress, add it explicitly. A missing outbound rule produces the same symptom
as amissing

mount target: workspaces hang while starting, with no indication in Kubernetes.

Outbound rules on the mount target security group are not needed, because security groups are state-
ful.
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Note

If you use EKS security groups for pods, the client is the pod security group rather than the node

security
group. If you must use a CIDR, scope it to the worker node subnet CIDRs, never the whole VPC. A

security group
limits reachability, not encryption. Keep t'ls on the mount regardless.

Amazon EFS prerequisites

+ Create the file system first. The driver cannot create it. Create New carves a fresh isolated
access
point on the file system you provisioned. It never creates a file system.
« Enable encryption at rest when you create the file system. Mount Points work either way,
so nothing warns
you later, and encryption cannot be enabled after creation.
+ AttachAmazonEFSCSIDriverPolicytothecCSldriverrole. ItmustincludeDescribeMountTarget
, which the
mount helper uses to resolve the Availability Zone local mount target.

Enable automatic backups

EFS has no versioning, no snapshots, and no recycle bin. Without a recovery point that already existed

when data
was lost, a deletion is permanent.

A regional EFS file system created with the CLI, the API, or Terraform is created with automatic back-
ups
disabled. Only the EFS console enables them for you. Pass ——backup at creation, or enable it after-
wards:

aws efs put-backup-policy --file-system-id <fs-id> --backup-policy

Status="ENABLED"
aws efs describe-backup-policy --file-system-id <fs-id>

This attaches the default AWS Backup plan for EFS: daily backups with 35-day retention. Confirm that

AWS Backup is
offered in your Region, and budget for it separately from EFS.
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Choose Elastic throughput

The CLI and API default to Bursting throughput, whose baseline scales with stored bytes. A Mount
Point file system

starts empty, so it converges on the minimum and caps at 35,000 read and 7,000 write IOPS. Elastic
throughput

raises this to approximately 250,000 and 50,000, which is what the many small-file operations in a
workspace

actually need.

aws efs update-file-system --file-system-id <fs-id> --throughput-mode
elastic

Throughput mode is a file system attribute. It cannot be set on the StorageClass, and SecurSpaces
cannot see or warn about
it.

Note

Elastic throughput meters every gigabyte read and written, with writes charged at roughly twice
the rate of

reads. Size the change from your CloudWatch read and write metrics first, and do not switch
during business

hours. Elastic throughput does not reduce per-operation latency, so it is not a fix for slow small-
file work.

Amazon S3 Files prerequisites

Amazon S3 Files requires the per-Availability-Zone mount targets described earlier, plus the follow-
ing.

Note

Do not confuse Amazon S3 Files with Mountpoint for Amazon S3 (s3.cs1.aws.com), whichis

not POSIX compliant and
is not a supported Mount Point backend.

Prepare the bucket

The S3 bucket must have versioning enabled and server-side encryption configured before you
create the file
system. Bucket versioning is also the only way to recover a deleted file on S3 Files.
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The -—accept-bucket-warning flagis not an “existing data”switch. S3 Files warns when a file
system is scoped to

a prefix that holds a large number of objects, because recursive renames on such a file system are
slow and costly.

The flag acknowledges that warning. It does nothing about versioning or encryption.

Create the service role

When you create the file system you pass an IAM role that S3 Files assumes to read and write your
bucket and to

manage the EventBridge rules that drive synchronization. The S3 console creates this role for you.
From the CLI or

Terraform you must author both the trust policy and the permissions policy.

A role with only a trust policy is accepted at creation time, but leaves synchronization unable to
work.

The permissions policy must grant:

+ s3:ListBucketands3:ListBucketVersions onthe bucket.

« s3:AbortMultipartUpload, s3:DeleteObject*, s3:GetObjectx, s3:Listx,
and s3:PutObject* onthe bucket
contents.

+ kms:GenerateDataKey, kms:Encrypt, kms:Decrypt, kms:ReEncryptFrom, and
kms:ReEncryptTo.

+ EventBridge rule management scoped to rule/DO-NOT-DELETE-S3-F1 les*, plus Event-
Bridge read actions.

For the full policy documents, see the AWS documentation for working with Amazon S3 Files.
Warning

If the bucket uses SSE-KMS, the role cannot read or write a single object without the kms: ac-
tions. Reads fail

and writes never reach the bucket, both silently. Keep the KMS statement even on an SSE-S3
bucket, so the role

still works if the bucket is switched to SSE-KMS later. If the key is a customer managed key, its
key policy must

also allow this role. An IAM policy alone is not enough.

The EventBridge rules named DO-NOT-DELETE-S3-F1iles. .. are how changes made directly in
the bucket reach mounted
workspaces. Do not delete or disable them. Without them, cached files keep serving stale content.
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Create the file system

aws s3files create-file-system --bucket <bucket-arn> [--prefix p/] --
role-arn <service-role-arn>

Check versions and platform support

« In the cluster —the Amazon EFS CSI driver must be version 3.0.0 or later.
« Onany EC2 host you mount fromdirectly —the amazon-efs-utilsclient mustbeversion

3.0.0 or later.
+ AWS CLI —new enough to include the s3files commands. Verify with aws s3files
help.

Attach AmazonS3FilesCSIDriverPolicyand AmazonS3FilesClientFullAccesstothe
controller identity, and

AmazonS3FilesClientFullAccess, AmazonElasticFileSystemsUtils, and S3 read
on the bucket to the node identity.

See Scope IAM permissions

before you attach the account-wide managed policies.

Amazon S3 Files does not support cross-account static attach: the file system and bucket must be in
the same AWS

account as the cluster. It is not supported on EKS Fargate, EKS Hybrid Nodes, or Windows contain-
ers.

Scope IAM permissions

The EFS CSl driver authenticates through IAM roles for service accounts (IRSA).
Warning

Most AWS walkthroughs attach the node policies to the EC2 instance role of the managed node
group. An instance

role grant is not private to the CSl driver: any workload on that node that can reach the instance
metadata

service can use it. Because workspaces run customer-supplied code, treat every policy on the
node role as one you

have granted to your developers.

Give the node driver its own role bound to its service account rather than using the instance role:

1. Enable the cluster OIDC provider.
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2. Create a role whose trust policy pins both the service account and the STS audience.
3. Annotate efs-csi-node-sa with eks.amazonaws.com/role-arn. Do the same for
efs-csi-controller-sa.

Usethe exact system:serviceaccount:<namespace>:<name> value. A wildcard subject, or
a missing audience
condition, lets any pod in the cluster assume the role.

Scope client access to your file systems

AlLAWS managed S3 Files client policies use "Resource": "x" and cannot be limited to a file sys-
tem. Anything

holding the node role is therefore authorized to mount every S3 Files file system in the account, and
with

AmazonS3FilesClientFullAccess,to write to them as root.

Replace the managed policy with a customer managed policy that names your file systems and grants
s3files:ClientMountands3files:ClientWriteonthem.Adds3files:ClientRootAccess
only where a mount genuinely

needs it.

Similarly, replace AmazonS3ReadOnlyAccess on the node role with an inline policy that grants
s3:GetObject,
s3:GetObjectVersion,and s3:ListBucket scoped to the buckets that back Mount Points.

Note

Afile system policy that omits a role does not revoke an account-wide identity grant. An allow in
either the

identity policy or the file system policy is sufficient. Either scope the identity policy, or add an
explicit

deny.

Harden instance metadata

Require IMDSv2 and set the metadata hop limit to 1 on the node group. Apply the steps in this order.
Applied out of
order, this silently breaks Mount Point provisioning.

1. Confirm the driver uses its own role. Role credentials are injected when a pod is created, so
annotating
the service accounts is not enough. Until the pods restart, the driver falls back to the node role
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and appears
to work. Restart the driver, confirm every pod reports a role ARN, and create one Mount Point
successfully.

2. Change the launch template, so replacement nodes are created hardened. SetHttpTokens

required,

HttpPutResponseHoplLimit: 1,andHttpEndpoint: enabled.

3. Roll the change to running nodes one at a time, watching the kube-system namespace for
about 15 minutes
after the first before continuing.

Metadata options are fixed when an instance launches. Changing the launch template does nothing
to running nodes,
and changing a running node does not survive its replacement.

Note

Witheksctl,usedisablePodIMDS: trueonthenodegroup. TherelateddisableIMDSv1
key already defaults to

true, so setting it alone changes nothing, and eksctl writes a hop limit of 2 without
disablePodIMDS. That

leaves every pod able to borrow the node role. disablePodIMDS cannot be combined with
jam.withAddonPolicies, and is refused when a managed node group supplies its own
launch template.

A hop limit of 1 stops ordinary pods from reaching the metadata service. Processes on the host and
pods using

hostNetwork are unaffected, including the CSI node DaemonSet. The CSI controller runs on the
pod network and is

affected: if it loses metadata access, new Mount Points fail while existing mounts keep working.

Next

» Configure SecurSpaces

Related information

Author a PersistentVolume

Configure SecurSpaces
Troubleshoot AWS Mount Points
+ AWS mount points
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Configure SecurSpaces for AWS Mount Points

August 18, 2026

Complete the AWS preparation first. The steps here depend on a file system,
its mount targets, and the IAM roles already existing.

Create the StorageClass

You author the StorageClass by hand, one per backing file system. SecurSpaces ships none and cre-
ates none. A missing
StorageClass is the most common cause of an empty create dialog.

apiVersion: storage.k8s.io0/v1
kind: StorageClass
metadata:
name: sn-efs-mountpoint
provisioner: efs.csi.aws.com
mountOptions:
- tls
parameters:
provisioningMode: efs-ap
fileSystemId: fs-0abcl23
basePath: "/dyn"
directoryPerms: "700"
gidRangeStart: "50000"
gidRangeEnd: "51000"
reclaimPolicy: Delete
volumeBindingMode: Immediate

Required values:

« provisioner: efs.csi.aws.comforboth backends.

« parameters.provisioningMode —efs-ap for Amazon EFS, s3f1iles—ap for Amazon
S3 Files. This parameter, not
any option in the interface, selects the backend. Users choose the backend by choosing the
StorageClass, so give
each class a clear name.

« parameters.fileSystemId—theid of the file system you created.

« mountOptions: [tls] —atop-levellist, asibling of parameters, not a key inside it.

+ volumeBindingMode: Immediate —EFS and S3 Files are zoneless. A class set to
WaitForFirstConsumer can never
bind and the create is rejected.
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Optional values include basePath, subPathPattern, directoryPerms, and the pair
gidRangeStartand

gidRangeEnd, which bound the POSIX group id the access point enforces. Set both or neither.
Keep a custom range

wide enough for every Mount Point planned on that file system, because each access point consumes
one group id.

One file system and one StorageClass serve many Mount Points. Add more only when you exceed the
access point
ceiling, need throughput isolation, or need hard tenantisolation.

Encryption in transit

EFS and S3 Files are mounted over NFS on port 2049, and the CSl driver only encrypts that traffic when
the mount

carriesthe t s option. Setit on the StorageClass and on every PersistentVolume you author. Without
it, every

byte read or written travels unencrypted.

SecurSpaces keys strictly on the literal t1s mount option. It does not accept parameters.
encryptInTransit,a

TLS-enabled access point, or an EFS file system policy that enforces SecureTransport as
substitutes.

How strictly this is enforced differs by mode:

« Attach Existing fails closed. At bind time SecurSpaces reads the volume you named and re-
fuses the attach unless it
isanefs.csi.aws.comvolume whose mount options contain t1s.

+ Create New is best-effort. A StorageClass without t1s is normally hidden from the Create
New list, and
naming it anyway is rejected. All of these checks depend on reading the StorageClass from the
Kubernetes API.

Warning

The StorageClass read is made by the workspace service. If it cannot read StorageClasses, every
Create New

encryption check is skipped, a StorageClass without t1s becomes usable, and the mount runs
unencrypted with no

error. This is the one failure in this article that fails in the permissive direction.

The grant is a ClusterRole, because StorageClasses are cluster-scoped. Two Helm settings remove it:
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platform.serviceKubernetesConfig.rbac.createWorkspaceClusterRoles:
false prevents the ClusterRole from being

created, and setting platform.serviceKubernetesConfig.serviceAccounts.

wsAPIServiceAccount toyour own service

account means the chart installs none of the workspace service RBAC objects. In that case you must

create the
equivalent permissions yourself.

Verify both verbs. Kubernetes 117 st does notimply get:

kubectl auth can-i get storageclasses --as=system:serviceaccount:<
namespace>:<release>-workspace-api

kubectl auth can-i list storageclasses --as=system:serviceaccount:<
namespace>:<release>-workspace-api

Missing get skips the encryption checks and allows an unencrypted mount. Missing 1ist breaks

discovery
entirely: the create list is empty and the feature disappears.

Enable the feature

Mount Point Storage is enabled at System Configuration > Integrations > Mount Point Storage. Sys-

tem

Configuration is an administrator-only area. A security officer who is not also an administrator cannot

enableiit.

» The cloud provider is detected, not chosen. SecurSpaces derives whether Mount Points are

backed by AWS or Azure from

the CSI provisioners of the StorageClasses on the cluster. To expose the AWS options, create

AWS Mount Point
StorageClasses first.
+ Turn on the file storage switch. While it is off, the create flow is hidden from users.

+ Use one cloud per cluster. If both an AWS and an Azure Mount Point StorageClass are present,

the provider

cannot be resolved, the switches are forced off, and the feature is withdrawn. The page explains

this and lists

the providersit detected. Remove one cloud’s classes and revisit the page. No restart is needed,

but allow
about 30 seconds for the configuration cache.

« allowPersistentVolumeAccess governs one attach mode. The mode in which a user

types raw coordinates and

SecurSpaces builds the volume requires platform.serviceKubernetesConfig.rbac
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.allowPersistentVolumeAccess, which

defaults to false. While it is off, that mode is hidden, but attaching a volume you authored
and creating new

Mount Points both still work. The change takes effect when helm upgrade completes, with
no pod restart.

Note

Only this page explains why Mount Points are unavailable. In the project and workspace views
the option is simply
hidden. Triage any report of missing Mount Points by opening this page first.

Next

« Author a PersistentVolume, if you publish your own volumes
« Troubleshooting

Related information

« Author a PersistentVolume

» Prepare the AWS resources

» Troubleshoot AWS Mount Points
« AWS mount points

Author a PersistentVolume for Attach Existing

August 18,2026

Author a PersistentVolume for Attach Existing

SecurSpaces never creates, changes, or cleans up these volumes. It only creates a claim that binds to
your volume by name.

Set the scope label

SecurSpaces records the owner of storage it creates. For a volume you author, it has no such record,
so you must declare
the intended consumer scope with the strong.network/mount-point-scope label.
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Label value Who can attach it
project.<projectId> Only that project.
org.<organizationId> Any project in that organization.
shared Any project in the whole deployment.

Use a dot, not a colon. Kubernetes forbids : in a label value.

Avolume with no scope label, or an unrecognized value, is offered to nobody and cannot be attached.
A forgotten
label can never accidentally expose a volume, but it is the most common cause of “my volume is not
in the list”.

Both project. and org. scopes are enforced by server-side checks, on both the picker and the
bind. The shared
value has no boundary. Use it only for data you are content for anyone in the deployment to reach.

Find the numeric project or organization id in the browser address bar. The id is the path segment
after
/project/or /organization/.

Meet the volume requirements

apiVersion: vl
kind: PersistentVolume
metadata:
name: shared-dataset-alpha
labels:
strong.network/mount-point-scope: "project.1090137447483732"
spec:
capacity:
storage: 1Gi
accessModes: ["ReadWriteMany", "ReadOnlyMany'"]
persistentVolumeReclaimPolicy: Retain

storageClassName: ""
mountOptions: ["tls'"]
csi:

driver: efs.csi.aws.com
volumeHandle: fs-0abcl23::fsap-07c9def

Avolume is offered only when all of the following hold:

« spec.csi.driverisefs.csi.aws.com.
« spec.csi.volumeHandle names an access point. For Amazon EFS the static form has no
prefix,
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<fs-id>::<access-point-id>. For Amazon S3 Files it keeps the prefix,
s3files:<fs-1id>::<access-point-id>.

« spec.mountOptions contains t1s.

+ spec.persistentVolumeReclaimPolicyisRetain,soremovingaMount Point never
destroys your data.

+ spec.storageClassName is an explicit empty string. Do not omit it and do not pointitata
StorageClass.

+ spec.accessModes lists every mode you want the volume usable in.

+ spec.capacity.storage hasavalue. Itis nominal: EFS and S3 Files ignore size.

« Thevolumeisinthe Available phase.

No Kubernetes secret is needed. AWS access is backed by IAM and the access point.
Note

There is no hierarchy in accessModes. ReadWriteMany does not cover read-only. Avolume
listing only

ReadWriteMany cannot back a read-only Mount Point, and if the owner had already chosen
Read Only, the

dialog switches the selection to Read/Write with no explanation. List both modes unless you
intend to

restrict the volume. accessModes is immutable: to add a mode, delete and re-create the vol-
ume object. With

Retain, the underlying data is untouched.

Publish access point handles only

The volume handle has the form FileSystemId[:Subpath][::AccessPointId]. Only the
access point field enforces

isolation.

Handle What it mounts Isolation

fs-1id The file system root. None. The workspace sees
every project’s data.

fs—id:/subdir A subdirectory. None. Path-confined only,
treated exactly like a bare file
system id.

fs-id::fsap-id An access point. Full, but only if that access

point is itself restricted.
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Warning

A bare file system handle mounts and works, and nothing warns the user. On the route where
you publish a volume,

the handle you publish is the security boundary: any user who can create a Mount Point in a
project your volume

is scoped to can bind it. Publish access point handles only, unless you intend everyone in that
scope to see the

whole file system.

An access point id is not by itself isolation. SecurSpaces decides isolation purely from whether an
access pointidis
present. It never reads the access point’s configuration from AWS. In AWS both the root directory and
the POSIX
user are optional on an access point, and one created without them exposes the file system root while
still
satisfying every check. Verify before publishing:

aws efs describe-access-points --access-point-id <fsap-id> \

-—query 'AccessPoints[].{
Root:RootDirectory.Path,Uid:PosixUser.Uid,Gid:PosixUser.Gid }

Publish only if Root is a real per-dataset path, not / and not null, and Uid and G1id are set. Access
points cannot be edited after creation, so an unrestricted one must be replaced.

To sweep a file system for unrestricted access points:

aws efs describe-access-points --file-system-id <fs-id> \
--query 'AccessPoints[?RootDirectory.Path=="/" || PosixUser=="null'].
AccessPointId'

Never publish a subpath handle that points at your StorageClass basePath. That directory is the
parent of every
directory created by Create New, including data orphaned by deleted Mount Points.

Reset a released volume

A volume you author is single-use per bind cycle. Deleting a Mount Point removes only the claim.
Because of

Retain, Kubernetes moves the volume to the Released phase and keeps a stale claimRef that
prevents rebinding.

The picker still lists it, in a separate non-selectable group marked as needing a reset.
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kubectl get pv <pv-name> -o jsonpath='{

.status.phase }
1

kubectl patch pv <pv-name> --type=json -p='[{
"op":"remove'","path":"/spec/claimRef" }

:l 1
Warning

Clearing claimRef returns the volume to the pool with its existing data intact, and the next
project that

attaches it inherits that data. Reset only volumes you intend to hand back. The command has
no safety check of

its own: run against a bound volume it strips a live Mount Point’s binding. Confirm the phase
reads Released
first.

SecurSpaces does not reset the volume for you. This flow exists for operators who do not grant Secur-

Spaces write access to
PersistentVolumes, so SecurSpaces has read-only access and never changes a volume you own.

Related information

+ Configure SecurSpaces
+ Mount point limits and behavior

Troubleshoot AWS Mount Points

August 18,2026

Troubleshooting

© 1997-2026 Citrix Systems, Inc. All rights reserved. 461


https://docs.citrix.com/en-us/securspaces/administer/storage/aws-mount-points/configure-securspaces.html
https://docs.citrix.com/en-us/securspaces/reference/mount-point-limits.html

Citrix SecurSpaces™

Symptom

A StorageClass exists but never
appears in the Create New list.

Error citing missing TLS.

A workspace hangs while
starting, although the Mount
Point is ready.

A Mount Point created from
typed coordinates becomes
ready, then workspaces hang.

“Bindable PV not found”.

The create dialog is missing
entirely.

The settings page reports no
eligible storage class.

Note

Likely cause

Itis an AWS class with no
top-level
mountOptions: [tls],or
it has the wrong
provisioningMode.

The StorageClass lacks
[tls].

No mount target in the

mountOptions:

workspace’s Availability Zone,
or port 2049 is blocked.

A wrong or nonexistent file
system or access point id.
Coordinates are not validated
against AWS.

The volume is out of the caller’
sscope, isnot Available,or
the name is wrong.

The provider is not AWS,
StorageClasses are mixed, the
storage switch is off, or the
user’s role cannot manage

Mount Points.
No Mount Point StorageClass
exists on the cluster.

Fix

Add ts to the class.

Add t1s to the class.

Add the mount target, or open
2049.

Verify the ids in AWS and
re-create the Mount Point.
Fix the scope label, or clear

claimRef.

Check the settings page.

Author one.

Ready means the volume is bound. It does not mean the volume has been mounted. Typed

coordinates are never

checked against AWS, so a wrong file system id produces a Mount Point that reports ready and

fails only when a
workspace starts.

Provisioning is subject to two fixed timeouts that cannot be changed: three minutes for the volume

to bind, and

five minutes for the overall provisioning call. Exceeding either moves the Mount Point to an error state,

from

which it can be deleted and re-created.
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A Mount Point left mid-operation by a restart of the control plane recovers without any out-of-band
work. Wait
until more than five minutes have passed, then delete it normally.

Warning

Do not delete the claim, volume, or AWS access point by hand first. For a Create New Mount
Point that

destroys data which the normal delete would have reclaimed in the correct order.

Errors shown to users are sanitized. The underlying AWS and Kubernetes text is in the central and
workspace service
logs. Enable platform.isDeploymentDebugMode only in test environments.

Key rotation is rejected on AWS with the message that key rotation is not supported for AWS Mount
Points. AWS Mount

Points have no key: access is through IAM and the access point. Administrators migrating from Azure
should not look

for a key field.

Related information

« Prepare the AWS resources
+ Configure SecurSpaces
+ Mount point limits and behavior

General settings

September 21, 2026

This section covers fundamental platform-wide configurations. Administrators can manage Mainte-
nance Messages, configure Custom Actions, recover Deleted Projects and Deleted Organizations,
set a Custom Documentation URL, and control the Onboarding & Guidance experiences.

+ Maintenance Messages
« Custom Actions

+ Deleted Projects

+ Deleted Organizations
« Documentation

» OpenVSX Marketplace
+ Onboarding & Guidance
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Maintenance Messages

You can configure and display maintenance messages to users. These messages can inform users of
scheduled downtime, ongoing maintenance, or other important platform-wide notifications.

%V
i@ Platform Command Menu | ctd| | K Q 0

4 Organizations ~ [J Workspaces  “s* People = Resources |~ Insights © Audit  %x Settings

£x Platform Settings General  Maintenance Messages

General ~ (@ Notify all users with m atform maintenance

Maintenance Messages ©; Preview

CuStOlﬁ ACUOHS —

Deleted Projects
Choose any color

Deleted Organizations . . . . . . . . . . . . . . .

User Journey Message *

Your Message Here

Security v
=) Type @) Background color [@ Start
User Access Control v Banner #E67700 mm/dd/yyyy, == - o)
© End
Workspace Settings v
mm/dd/yyyy, —- - cal
Resource Settings v
Add Message
Analytics

Import and Export

Custom Actions

Configure custom actions that automate routine maintenance, such as deleting workspaces that have
been inactive for a long time. Each action combines what runs, the conditions that decide which
workspaces or users it applies to, and when it runs.

For the available actions, conditions, and scheduling options —including when to use When Condi-
tion Met —see Custom Actions.

Deleted Projects

You can recover a deleted project for a period of 7 days on the Deleted Projects tab. Press the Recover
button to the right of the project you want to restore.
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2 Platform Settings Genera Deleted Projects
General A
PROJECT NAME DELETED ON OWNER
Deleted P - test project2 23/ y o test 3 user Restore O
eleted Projects

testic projectic ! ; o testic 2 test Restore O

brisanje 3 A 1 Milos Mutavdzic Restore O
Security v

dumb_project A 5 ° John ProjectOwner Restore O
User Access Control v
Workspace Settings v

Deleted Organizations

You can recover a deleted organization for a period of 7 days on the Deleted Organizations tab. Press
the Recover button to the right of the organization you want to restore.

‘ Platform Menu ctl| K & o

# Organizations J Workspaces 2% People = Resources |~ Insights © Audit 12 Settings

2 Platform Settings Genera Deleted Organizations
General A
ORGANIZATION NAME DELETED ON OWNERS
testing organization o Restore 'O

Deleted Organizations

Security v

User Access Control v

Workspace Settings v
Documentation

By default, the platform links to the standard Citrix SecurSpaces™ documentation. You can replace
this link
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with a custom documentation URL that points to your organization’s own documentation site.

When enabled, this change applies to all users across all projects and organizations. When you turn
the setting off, the link reverts to the default Citrix SecurSpaces documentation.

l Platform =G (@ Q
# Organizations Workspaces ;23 People £ Resources = Insights 0 Audit { Settings
£ Platform Settings cerEl | PEEGREEL
~ Custom documentation URL
Enable custom documentation link : )
Security ~
User Access Control v
Workspace Settings v
Resource Settings v
Analytics & Privacy v

Import and Export

VDI Application

To set a custom documentation URL:

1. Goto Settings > General > Documentation.

2. Turn on Enable custom documentation link.

3. In the Custom Documentation URL field, enter the full web address of your documentation
site, including https:

4. Click Apply.
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&8 Platform 5@ r@ ?

# Organizations Workspaces ia: People = Resources ~ Insights U Audit % Settings

%x Platform Settings Documentation

2 Custom documentation URL
Enable custom documentation link
Custom Documentation URL ©
Security v
User Access Control v
Workspace Settings v
Resource Settings v
Analytics & Privacy v

Import and Export

VDI Application

To revert to the default SecurSpaces documentation, turn off Enable custom documentation link.

OpenVSX Marketplace

By default, VS Code workspaces in SecurSpaces use the public Open VSX marketplace for extension
discovery and installation. You can override this with a custom OpenVSX marketplace URL so that
developers only discover and install extensions from your organization’s approved marketplace.

This setting is configured at the platform level and is inherited by all organizations, projects, and work-
spaces. When enabled, new workspaces use the configured marketplace immediately. Existing work-
spaces use the new marketplace after their next restart.
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& Platform v (1T @ ?
# Organizations CJ Workspaces ia: People = Resources I~ Insights O Audit % Settings
2 Platform Settings General  OpenVSX Marketplace
~ OpenVSX Marketplace
Maintenance Message Configure a custom OpenVSX marketplace for VS Code extensions in SDS. Use this setting to ensure developers discover and install extensions from your organization'
marketplac
Enable custom OpenVSX marketplace (@)

Marketplace Base URL ©

https://openvsx.example.com

Security v

User Access Control

Workspace Settings v
Resource Settings v
Analytics & Privacy v

Import and Export

VDI Application

To configure a custom OpenVSX marketplace:

1. Go to Settings > General > OpenVSX Marketplace.

2. Turn on Enable custom OpenVSX marketplace.

3. Inthe Marketplace Base URL field, enter the base URL of your internal OpenVSX service, includ-
inghttps://.

4. Click Apply.

To revert to the default public marketplace, turn off Enable custom OpenVSX marketplace.
Note:

Changes take effectimmediately for new workspaces. Existing workspaces continue to use their

current marketplace configuration until they are restarted.

Onboarding & Guidance

This section controls the onboarding experiences shown to new users and project owners. Three can
be turned
on independently:
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Setting What it shows

User Onboarding Checklist A checklist on the developer’s overview page
Project Scaffolding Checklist A checklist on the project owner’s overview page
Classic User Journey The legacy welcome wizard shown at sign-in,

focused on profile security settings

Note:

Turn on only the experiences your users need. Several overlapping flows at once can overwhelm
a new user
and dilute the value of each one.
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‘ Platform Command Menu ||| K ,& 0

# Organizations 2 Workspaces 2= People £ Resources 1~ Insights © Audit 2x Settings

£ Platform Settings General  User Journey
e - Choose what users need to set up Show Wizard C
el e Messages
Custom A Upload SSH key Show in Wizard . )
Deleted Projects
) ©] Preview A
Deleted Organizations
Name

User Journey

Security v Key
n-ed25519), 'sk
User Access Control v
Workspace Settings v
Resource Settings v
4
Analytics

Import and Export
Code Repository Tokens Show in Wizard @D

VDI Application ) Preview -

Sign In to Git Applications Using OAuth Token

O testgithubneworg (github.com)

“ GitLab Custom (custom.domain.gitlab)

Onboarding checklists

The two checklists give project owners and developers guided next steps from project pages. Each
appearsasa
collapsible side panel and keeps progress as users move through the product.

The Project Scaffolding Checklist guides a project owner to:

+ Review container images.
» Add code repositories.
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« Configure secrets.
« Create workspace templates.
+ Add users.

The User Onboarding Checklist guides a developer to:

 Review their profile.

+ Configure integrations.

+ Customize their configuration.
+ Set up security credentials.

« Create a workspace.

To configure checklist availability:

1. Go to Settings > General > Onboarding & Guidance.
2. Turn Project Scaffolding Checklist on or off.

3. Turn User Onboarding Checklist on or off.

4. Select Apply.

Expected result: The selected checklist settings apply to project pages. Users keep their saved check-
list
progress unless the feature is disabled.

General settings

September 21, 2026

This section covers fundamental platform-wide configurations. Administrators can manage Mainte-
nance Messages, configure Custom Actions, recover Deleted Projects and Deleted Organizations,
set a Custom Documentation URL, and control the Onboarding & Guidance experiences.

« Maintenance Messages
» Custom Actions

+ Deleted Projects
 Deleted Organizations

« Documentation

+ OpenVSX Marketplace

« Onboarding & Guidance
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Maintenance Messages

You can configure and display maintenance messages to users. These messages can inform users of
scheduled downtime, ongoing maintenance, or other important platform-wide notifications.

%V
i@ Platform Command Menu | ctd| | K Q 0

4 Organizations ~ [J Workspaces  “s* People = Resources |~ Insights © Audit  %x Settings

£x Platform Settings General  Maintenance Messages

General ~ (@ Notify all users with m atform maintenance

Maintenance Messages ©; Preview

CuStOlﬁ ACUOHS —

Deleted Projects
Choose any color

Deleted Organizations . . . . . . . . . . . . . . .

User Journey Message *

Your Message Here

Security v
=) Type @) Background color [@ Start
User Access Control v Banner #E67700 mm/dd/yyyy, == - o)
© End
Workspace Settings v
mm/dd/yyyy, —- - cal
Resource Settings v
Add Message
Analytics

Import and Export

Custom Actions

Configure custom actions that automate routine maintenance, such as deleting workspaces that have
been inactive for a long time. Each action combines what runs, the conditions that decide which
workspaces or users it applies to, and when it runs.

For the available actions, conditions, and scheduling options —including when to use When Condi-
tion Met —see Custom Actions.

Deleted Projects

You can recover a deleted project for a period of 7 days on the Deleted Projects tab. Press the Recover
button to the right of the project you want to restore.
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2 Platform Settings Genera Deleted Projects
General A
PROJECT NAME DELETED ON OWNER
Deleted P - test project2 23/ y o test 3 user Restore O
eleted Projects

testic projectic ! ; o testic 2 test Restore O

brisanje 3 A 1 Milos Mutavdzic Restore O
Security v

dumb_project A 5 ° John ProjectOwner Restore O
User Access Control v
Workspace Settings v

Deleted Organizations

You can recover a deleted organization for a period of 7 days on the Deleted Organizations tab. Press
the Recover button to the right of the organization you want to restore.

‘ Platform Menu ctl| K & o

# Organizations J Workspaces 2% People = Resources |~ Insights © Audit 12 Settings

2 Platform Settings Genera Deleted Organizations
General A
ORGANIZATION NAME DELETED ON OWNERS
testing organization o Restore 'O

Deleted Organizations

Security v

User Access Control v

Workspace Settings v
Documentation

By default, the platform links to the standard Citrix SecurSpaces™ documentation. You can replace
this link
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with a custom documentation URL that points to your organization’s own documentation site.

When enabled, this change applies to all users across all projects and organizations. When you turn
the setting off, the link reverts to the default Citrix SecurSpaces documentation.

l Platform =G (@ Q
# Organizations Workspaces ;23 People £ Resources = Insights 0 Audit { Settings
£ Platform Settings cerEl | PEEGREEL
~ Custom documentation URL
Enable custom documentation link : )
Security ~
User Access Control v
Workspace Settings v
Resource Settings v
Analytics & Privacy v

Import and Export

VDI Application

To set a custom documentation URL:

1. Goto Settings > General > Documentation.

2. Turn on Enable custom documentation link.

3. In the Custom Documentation URL field, enter the full web address of your documentation
site, including https:

4. Click Apply.
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&8 Platform 5@ r@ ?

# Organizations Workspaces ia: People = Resources ~ Insights U Audit % Settings

%x Platform Settings Documentation

2 Custom documentation URL
Enable custom documentation link
Custom Documentation URL ©
Security v
User Access Control v
Workspace Settings v
Resource Settings v
Analytics & Privacy v

Import and Export

VDI Application

To revert to the default SecurSpaces documentation, turn off Enable custom documentation link.

OpenVSX Marketplace

By default, VS Code workspaces in SecurSpaces use the public Open VSX marketplace for extension
discovery and installation. You can override this with a custom OpenVSX marketplace URL so that
developers only discover and install extensions from your organization’s approved marketplace.

This setting is configured at the platform level and is inherited by all organizations, projects, and work-
spaces. When enabled, new workspaces use the configured marketplace immediately. Existing work-
spaces use the new marketplace after their next restart.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 475



Citrix SecurSpaces™

& Platform v (1T @ ?
# Organizations CJ Workspaces ia: People = Resources I~ Insights O Audit % Settings
2 Platform Settings General  OpenVSX Marketplace
~ OpenVSX Marketplace
Maintenance Message Configure a custom OpenVSX marketplace for VS Code extensions in SDS. Use this setting to ensure developers discover and install extensions from your organization'
marketplac
Enable custom OpenVSX marketplace (@)

Marketplace Base URL ©

https://openvsx.example.com

Security v

User Access Control

Workspace Settings v
Resource Settings v
Analytics & Privacy v

Import and Export

VDI Application

To configure a custom OpenVSX marketplace:

1. Go to Settings > General > OpenVSX Marketplace.

2. Turn on Enable custom OpenVSX marketplace.

3. Inthe Marketplace Base URL field, enter the base URL of your internal OpenVSX service, includ-
inghttps://.

4. Click Apply.

To revert to the default public marketplace, turn off Enable custom OpenVSX marketplace.
Note:

Changes take effectimmediately for new workspaces. Existing workspaces continue to use their

current marketplace configuration until they are restarted.

Onboarding & Guidance

This section controls the onboarding experiences shown to new users and project owners. Three can
be turned
on independently:
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Setting What it shows

User Onboarding Checklist A checklist on the developer’s overview page
Project Scaffolding Checklist A checklist on the project owner’s overview page
Classic User Journey The legacy welcome wizard shown at sign-in,

focused on profile security settings

Note:

Turn on only the experiences your users need. Several overlapping flows at once can overwhelm
a new user
and dilute the value of each one.
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‘ Platform Command Menu ||| K ,& 0

# Organizations 2 Workspaces 2= People £ Resources 1~ Insights © Audit 2x Settings

£ Platform Settings General  User Journey
e - Choose what users need to set up Show Wizard C
el e Messages
Custom A Upload SSH key Show in Wizard . )
Deleted Projects
) ©] Preview A
Deleted Organizations
Name

User Journey

Security v Key
n-ed25519), 'sk
User Access Control v
Workspace Settings v
Resource Settings v
4
Analytics

Import and Export
Code Repository Tokens Show in Wizard @D

VDI Application ) Preview -

Sign In to Git Applications Using OAuth Token

O testgithubneworg (github.com)

“ GitLab Custom (custom.domain.gitlab)

Onboarding checklists

The two checklists give project owners and developers guided next steps from project pages. Each
appearsasa
collapsible side panel and keeps progress as users move through the product.

The Project Scaffolding Checklist guides a project owner to:

+ Review container images.
» Add code repositories.
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« Configure secrets.
« Create workspace templates.
+ Add users.

The User Onboarding Checklist guides a developer to:

 Review their profile.

+ Configure integrations.

+ Customize their configuration.
+ Set up security credentials.

« Create a workspace.

To configure checklist availability:

1. Go to Settings > General > Onboarding & Guidance.
2. Turn Project Scaffolding Checklist on or off.

3. Turn User Onboarding Checklist on or off.

4. Select Apply.

Expected result: The selected checklist settings apply to project pages. Users keep their saved check-
list
progress unless the feature is disabled.

Workspace policy

August 18,2026

Workspace policy governs the workspaces created on the platform: what they may copy, how many a
user may
have, whether they can be reached over SSH, and what network traffic they may generate.

The same settings appear at three scopes —platform, organization, and project —and are resolved
from the broadest to the narrowest. This page covers all three.

Where each setting can be configured

Setting Platform Organization Project
Clipboard security yes yes yes
Default project limits yes yes yes
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Setting Platform Organization Project
Remote development  — yes yes
over SSH

Network policy yes yes yes
SSH access to yes — —
workspaces

Schedule settings yes — —
Workspace apps yes — —
settings

Workspace yes — —

specification
Registry access yes — —

Deleted workspaces yes — —

Platform settings are at System Configuration. Organization and project settings are on the settings

page
for that organization or project.

How settings are resolved

Settings are read in order —defaults, then platform, then organization, then project —but two differ-
ent
rules apply, and the difference matters.

Most settings: the narrowest scope wins, unless enforced

Clipboard security, default project limits, and network policy follow this rule. If a project sets a value
it
overrides the organization, which overrides the platform.

A scope can also enforce its value. Enforcement stops the chain: the setting is locked at that scope
and

no narrower scope can change it. The enforce control appears at platform and organization scope,
since project

is the narrowest level.
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Remote development over SSH: every scope must allow it

SSH does not work that way. It is permitted only when every scope above allows it, and any scope
that
disallows it turns it off for everything beneath. This is the default behavior, not an enforcement set-
ting.
A project owner therefore cannot enable SSH when the platform has it switched off. The control is

hidden
rather than shown as disabled, so if you cannot find it, check the scope above.

Security settings
Clipboard security

Prevents users from pasting content out of the IDE and the secure browser into other applications, as
adata

loss prevention measure. You can restrict copying, restrict pasting, cap the number of characters, and
enable

supervised copy.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 481



Citrix SecurSpaces™

% Platform Settings Workspace Settings ~ Security Settings
General v Clipboard Security
Security v
Data Exfiltration Prevention
User Access Control v Prevent paste operations outside the IDE and the secure browser
(] Enable Supervised Copy @
Workspace Settings A
Apply
Security Settings
Schedule Settings Workspace App Security

Workspace Apps Settings
Enforce the use of the secure browser for workspace apps

Workspace Specification

All applications running on the wo
Network Policy S appiications mnMing o

Registry Access

Apply
Resource Settings v
Default Project Limits
Analytics
Max Number of Workspaces perUser — 0 + Nolimit
Import and Export Apply

VDI Application
Multiple SSH Identities

Enable to add and manage multiple SSH identities in your account.

This feature allows for seamless access to various external resources using different keys.

Apply

Remote Development Over SSH

Specify the port used for SSH connections — 31  +

© Enforce (D

e will be opened in the secure browser and benefit from Data Loss Prevention

© Enforce (D

Enable ()

Enable @D

If enabled, the workspace's owner can connect via SSH. Be aware that some of the Data Loss Prevention capabilities

will be lost

Validity of public keys (days) - 11 +

The workspace owner can provide a public key for SSH authentication. You have the option to specify the validity period

for this key. Once the key expires, the user will need to use the default interactive prompt for authentication again

Default project limits

Caps the number of workspaces a user may create, which limits resource sprawl and cost. A limit of

zero means
no limit.
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Default Project Limits

Max Number of Workspaces perUser — 0 +

Remote development over SSH

Allows developers to connect to their workspaces from alocal IDE over SSH. Convenient, butit reduces
the
effectiveness of local data loss prevention, so enable it deliberately.

Remote Development Over SSH Enable @)

Set as Default S~

Update All Workspaces
Update All

For what developers do once it is enabled, see
Connect over SSH.

Network policy

Network policies control the outbound traffic a workspace may generate, matched on domain and IP
address.
Once a policy is attached, the workspace user cannot circumvent it.
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% Platform Settings Workspace Settings ~ Network Policy
General v Manage Network Policy
Security v Manage the network policies applied to workspaces. R Test Policy
No Policy Selected v
User Access Control v

¥ No network security policy applied.
Workspace Settings ~

Enforce Network Policy

Norkspace Specification Apply

Create Network Policy

Create a new network policy or modify an existing one.

Resource Settings v
Create Policy
Analytics
POLICY NAME DESCRIPTION
Import and Export = Default Network Policy © Default Network Policy
<2 Restricted Network Policy © Restricted Network Policy

VDI Application

()

cdl-Ib-1356093980.us-east-1.elb.c @ cdl-b-1356093980.us-east-1.elb.amazonaws.com

= dnsexample.com © dnsexample.com

= 144.76.177.254 © 14476.177.254

Three default policies are created with every project:

Policy Behavior

Monitor Traffic (default) Logs outgoing TCP traffic and raises audit events,
without restricting it

Restrict Traffic (default, expert) Blocks outbound traffic except attached
resources and an allow list

Inspect Traffic (default, expert) Inspects TCP content and reports it to the audit
log

Network policies have their own section, covering the policy model, creating and assigning policies,
the
expert-mode fields, and troubleshooting:

» Network policies
« Create a network policy
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« Assign and enforce a policy

Platform-only settings

These exist at platform scope only.

SSH access to workspaces

Enables SSH access for the deployment, and sets the public key expiry and the port. Because SSH
follows the
restrictive rule above, this switch gates every organization and project beneath it.

Validity of public keys (days) defaults to 7. When a registered key reaches that age the platform
stops accepting it. The SecurSpaces IDE integrations renew keys automatically, so developers using
them are

unaffected; developers who connect with any other SSH client must re-register their key each time it
expires.

Setting a short period therefore falls entirely on the second group. See

Key expiry and renewal.

Infrastructure configuration is separate; see
Enable SSH access to workspaces.

Schedule settings

Sets operating hours and automatic shutdown, so workspaces run only when needed.
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£ Platform Settings : Schedule Settings

G I
enera v Timeout Outside Schedule

Security v
,:,
User Access Control v )
15 minutes
* 30 minutes
Workspace Settings A
_:_
.
+
Schedule Settings +
Idle Timeout
!
+
) 1 hour
Resource Settings v 2 hours
,:,
Analytics +
,:,
Import and Export
Allow Users to Change Timeouts ‘)

VDI Application

Workspace apps settings

Governs how workspace applications may be shared.

+ Allow creation of public workspace apps —lets users share a running app without platform
authentication. This can lead to data loss.

+ Allow access to workspace apps using APl keys —lets users reach a running app with an API
key, sent as
the header Strong-Network—-Authorization: <API_KEY>.
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£ Platform Settings Workspace Apps Settings

General v Allow Creation of Public Workspace Apps

Security v
Allow Access to Workspace Apps Using API Keys
User Access Control v
Workspace Settings A
Workspace Apps Settings
Resource Settings v
Analytics

Import and Export

For what developers do with these, see
Workspace apps.

Workspace specification

Defines the resource templates a workspace can be created from, with request and limit values for

CPU, RAM,

and storage. A template can be restricted to particular organizations or projects, and users see only

the
templates that apply to them.
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* Platform Settings Workspace Settings ~ Workspace Specification
General “ Add Specification Template
Security . Small Medium Large
Total CPUs 05 @& Total CPUs 18 Total CPUs 2 @
User Access Control v Memory (GB 0.5 m Memory (GB 1 o Memory (GB 2 m

Storage (GB)@ 10 ==  Storage(GB)@ 10 =  Storage (GB)@® 10 =
RICICERCES SIS ~ Enabled [0  Enabled [0  Enabled Z 0
Security Settings
Schedule Settings
Workspace Apps Settings

Workspace Specification

Network Policy

When you create a template, set the initial request values and the maximum limit values for CPU, RAM,
and
storage.
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2x Platform Settings Workspace Settings ~ Workspace Specification
General v Enable or disable the workspace specification template D
Security v Specification Template Name

New Specs Template
User Access Control v

Show the user the maximum number of CPUs and available memory
Workspace Settings A

Total CP! i
Security Settings @ Total CPUs lemory (GB)

Enter min and ma

Schedule Settings
Request - 0 + Request - 0 +

Workspace Apps Settings
(") Limit ) Limit
Workspace Specification - o

Network Policy

Registry Access )
o &9 Allow users to increase storage ()

Resource Settings v = Storage (GB)

Use the

Analytics Min — 10 + Max - 100 +

Import and Export Storage Type

default

Edit
VDI Application

Template Preview

Select the organizations and projects where the workspace specification template should be displayed

[ | Customize

Add Cancel

Registry access

Controls which container image registries workspaces may pull from, so only approved sources are
used.
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2 Platform Settings Workspace Settings ~ Registry Access
General v Registry Access Management ()
ow
Security v
[+ Add Registry |
User Access Control v
Workspace Settings ~
N OB
Registry Access
Resource Settings v

Workspaces pending deletion

Deleting a workspace does not destroy it immediately. It moves to a recycling bin, where it stays re-
coverable
until an expiry period elapses. Workspaces Pending Deletion lists every workspace across the plat-

form that
is currently in that state, with its owner, its organization and project, and the date it was deleted.

From the list you can Restore a workspace, Delete one permanently, or use Delete All Workspaces
to
empty the bin.

To set how long deleted workspaces stay recoverable:

1. Go to Platform > Workspaces > Workspaces Pending Deletion.
2. Set Expiry in days, from 1 to 99. The defaultis 7.
3. Select Save.

Important:

The expiry period is applied to workspaces already in the bin, not only to ones deleted after-
wards. The

deadline for each workspace is recalculated from the date it was deleted whenever the setting
changes.

Shortening the period can therefore bring forward the deletion of workspaces already waiting,
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and may purge
some of them at the next cleanup. Lengthening it gives them all more time.

Workspace owners see their own pending deletions, and the emails sent about them, on their profile
page. See
Workspaces pending deletion.

Deleted projects and organizations Projects and organizations have their own recycling bins, and
their retention is fixed at 7 days and cannot
be configured. Changing Expiry in days does not affect them.

Item Retention Where to restore it

Workspace 1-99 days, default 7 Platform > Workspaces >
Workspaces Pending Deletion

Project 7 days, fixed Platform or organization
Settings > Deleted Projects

Organization 7 days, fixed Platform Settings > Deleted
Organizations

Deleting a project or an organization also deletes the workspaces and resources inside it, so restore
the

parent first if you need something from within it. See

Project and organization settings.

Related information

» Network policies

» Project and organization settings
» Roles and permissions

« Connect over SSH

Workspace lifecycle and idle detection

September 18, 2026

Citrix SecurSpaces™ 2026.4 introduces a hybrid idle detection engine that uses multiple signals to
determine whether a workspace is truly idle before pausing it. This replaces the previous approach,
in which an open SSH connection alone was sufficient to keep a workspace running indefinitely.
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How it works

The idle detection engine uses a priority-based approach with three layers:

IDE activity signals (primary)

When the SecurSpaces IDE extension is active in the developer’s IDE, the system uses granular input
signals such as keyboard and mouse activity to determine whether a user is present. An open but
unused SSH connection alone no longer prevents a workspace from pausing.

This applies to IDEs that support the SecurSpaces extension, including VS Code Desktop, Cursor, Wind-
surf, and Kiro.

SSH fallback (secondary)

For developers using IDEs that do not support the SecurSpaces extension, the system falls back to the
previous SSH-based logic. An active SSH connection continues to signal that the workspace is in use,
so active work is not interrupted.

Note

Starting a workspace is not an activity signal. A workspace that is started and then left alone is
paused

normally once the idle timeout is reached. Starting a workspace does, however, count as use for
the

Inactive Workspace condition that automatically deletes unused workspaces. See

Custom Actions.

Bypass Schedule (manual override)

Security officers and platform administrators can deactivate idle detection for individual workspaces.
When Bypass Schedule is enabled for a workspace, the scheduler is bypassed, and the workspace
keeps running regardless of detected user activity.

This is intended for long-running services such as shared development tooling or infrastructure com-
ponents that must remain available continuously.

Bypass Schedule in the Workspace Update Center

The Bypass Schedule column is visible in the platform-level Workspace Update Center (Platform >
Workspaces > Workspace Update Center). Each workspace row displays one of two states:
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+ Disabled (default) —The workspace follows the normal idle detection schedule. The work-

space pauses automatically after the configured timeout if no activity is detected.

+ Enabled —The workspace bypasses the schedule and keeps running. A red Disable button

appears, allowing administrators to revert.

To enable Bypass Schedule for a workspace, select Enable in the Bypass Schedule column for that

workspace.

54
% Platform
A Organizations CJ Workspaces

Workspace Update Center

NJ-Tester/MVP-Testing

TB_Testing/TB_Test_Project
MountPointTestLeiJin/MountPointTestLeiJin

oz/demo
NJ-Tester/MVP-Testing
TB_Testing/TB_Test_Project
TB_Testing/TB_Test_Project
NJ-Tester/MVP-Testing

NJ-Tester/MVP-Testing

= Resources

IMAGE NAME

Debian

Default Generic Image

Default Generic Image

Default Generic Image

Debian

Default Generic Image

Default Generic Image

Default Generic Image

Generic Image [DockerHUb]

|~ Insights

IMAGE VERSION

235

X Settings

© never used

© never used

20 Apr
2026

21 Apr
2026

© never used

© never used

B never used

© never used

£ Update All I PauseAll |

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled
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»
% Platform rrmand Mes
# Organizations CJ Workspaces ia1 People = Resources |~ Insights © Audit ¢ Settings

Workspace Update Center

2 Update All I PauseAll )

st1 Workspace ( -73 NJ-Tester/MVP-Testing Debian 13 Disable

1asBer

TB_Testing/TB_Test_Project Default Generic Image . 3. B never used Disabled
space

n Workspace 2 [ A MountPointTestLeiJin/MountPointTestLeiJin Default Generic Image a3y B never used Disabled

1koDra 20 Apr
= oz/demo Default Generic Image [ P

3. € Disabled
space 2026

21 Apr
2026

12 - testTemplate ® NJ-Tester/MVP-Testing Disabled

an Nanchen —

space TB_Testing/TB_Test_Project Default Generic Image 3. © never used Disabled

a Dekanovic —

TB_Testing/TB_Test_Project Default Generic Image K3¥ ™ never used Disabled
space

TNJ Work:
f orspace NJ-Tester/MVP-Testing Default Generic Image .3. D never used Disabled

sterPO

2 NJ-Tester/MVP-Testing Generic Image [DockerHUb] 2.2.7 B never used Disabled
space y

Permissions

Only security officers and platform administrators can turn Bypass Schedule on or off. This restric-
tion exists because bypassing the schedule directly impacts infrastructure costs.

Regions

September 18, 2026

Run workspaces closer to your users. In Regions, you set up the regions and warm nodes for a multi-
region deployment of Citrix SecurSpaces™.

Find these settings at System Configuration > Regions.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 494



Citrix SecurSpaces™

‘ Platform e o o
# Organizations D Workspaces i People = Resowrces = Insights 0 Awda T Setings i System Configuration

S System Configuration Regions Configuration

Lese

Platform Roles

Dertmit B =

idensity Providers ~

Integrations. w

Others ~

Note:

Regions appears only when Multi Region is turned on for your license.

There are two pages:

+ Regions Configuration
+ Warm Nodes Configuration

Regions Configuration

Add the regions where workspaces can run. For each region, give it a unique name and domain, then
decide who can useit:

+ Enable for All —Everyone on the platform can use the region.
« Limit it to specific organizations, projects, or users.
Note:

If a region isn’t enabled for all and no organizations, projects, or users are selected, no one can

useit.

For deployment prerequisites and setup, see Deploy SecurSpaces in Multiple Regions.
Note:

Mount points are supported only in the primary region. A workspace that uses a mount point
cannot be moved

to another region, and the region cannot be changed while one is attached. See

Choose between data buckets and mount points.
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Warm Nodes Configuration

Keep a pool of ready-to-go nodes in a region with warm nodes. Because the nodes are already provi-
sioned, workspaces start faster instead of waiting for new nodes to spin up.

Related information

« License
» System Configuration

Custom actions

September 18, 2026

Custom Actions let you automate routine platform maintenance. You define a rule made of three parts
—an action to run, the conditions that decide which workspaces or users it applies to, and when it
runs. A common example is deleting workspaces that have been inactive for a long time.

Find this setting at Settings > General > Custom Actions.
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User Access Control v Delete Workspace
Workspace Settings v Condition
2 Inactive Workspace: 5 Days
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Run
When Condition Met
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Import and Export Action Enabled O B @ X
Notify User
"Project”
VDI Application
Condition
Project:
Run

When Condition Met

How a custom action is built

Every custom action combines three parts.

Action —what runs

Action What it does

Update Workspace Applies an update to each matching workspace,
such as an image update.
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Action What it does
Delete Workspace Deletes each matching workspace.
Notify User Sends an in-platform notification with a

message you write to each matching user.

Condition —which workspaces or users it applies to

Add one or more conditions to target the action. Available conditions include:

« Organization: Limit to workspaces in specific organizations.

+ Project: Limit to workspaces in specific projects.

+ User: Limit to workspaces owned by specific users.

+ Inactive Workspace: Match workspaces that haven’t been used for a set number of days.

« After and Before: Limit the action to a time window by setting a start date, an end date, or both.

When —how the action is scheduled

The When field controls the schedule. It offers three options:

Option Behavior

Once Runs one time, at the date and time you set.

Time Period Runs on a repeating schedule, such as every 30
days.

When Condition Met Runs continuously in the background and

applies the action whenever the conditions are
met. This option appears only after you add at
least one condition.

“When Condition Met”versus “Time Period”

This is the key choice for a maintenance rule like deleting inactive workspaces, so it’s worth under-
standing how each option behaves.

When Condition Met evaluates your conditions on a recurring background cycle, roughly every 15
minutes. Each cycle, it finds everything that currently matches and applies the action. It doesn’t wait
for a scheduled date. As soon as a workspace crosses your inactivity threshold, it’s picked up in the
next cycle.
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Time Period runs on the fixed interval you set —for example, every 30 days. The conditions only
decide which workspaces are affected when that scheduled run happens. Anything that becomes a
match between two scheduled runs waits until the next run.

For a rule like “delete a workspace when it’s been inactive for 365 days,”When Condition Met is the
right choice. The action checks continuously and deletes each workspace shortly after it passes 365
days of inactivity —not on a separate schedule you’d have to keep in sync.

Note:

With When Condition Met, the action doesn’t run “once a day until the condition is met.”It re-
evaluates on a short background cycle (about every 15 minutes) and acts as soon as something
matches. Because a deleted workspace no longer exists, it isn’t matched again —each work-
space is deleted once.

Example: delete workspaces inactive for 365 days

Go to Settings > General > Custom Actions and start a new action.

For the action, select Delete Workspace.

Add a condition, select Inactive Workspace, and set the period to 365 days.
For When, select When Condition Met.

Save the action.

ok wh e

The platform now checks continuously. Any workspace that reaches 365 days without use is deleted
automatically within the next evaluation cycle.

Note:

Inactivity is measured from a workspace’s last recorded use. A workspace that has never been
opened isn’t matched by the Inactive Workspace condition.

What counts as use

A workspace counts as used when someone works in it through an IDE, a terminal, or SSH. Starting a
workspace

manually also counts, whether it is started from the console, the REST API, or the IDE extension. This
means a

workspace that a developer starts regularly is not matched by the Inactive Workspace condition,
even if

they never open a session inside it.

A workspace that the scheduler resumes automatically does not count as used. Automatic resumes
are not user
activity, so they do not keep an otherwise unused workspace out of scope.
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When an administrator starts a workspace on someone else’s behalf, the use is recorded against the
workspace
owner.

Note:

Starting a workspace does not postpone the idle timeout that pauses inactive workspaces. The
two are

measured separately: starting a workspace keeps it out of scope for deletion, but only real activ-
ity inside

the workspace prevents it from being paused. See

Workspace idle detection.

Related information

+ General Settings
+ Managing workspaces

Project labels

September 18, 2026

Project Labels let you build a shared taxonomy that organizes every project on the platform. As an
administrator, you define the taxonomy once by uploading a CSV file. From then on, whoever cre-
ates or edits a project chooses a value at each level of that taxonomy, so projects stay consistently
categorized across organizations.

Find this setting at System Configuration > Others > Project Labels.

What Project Labels are used for

Project Labels give you a single, controlled vocabulary for classifying projects. Instead of letting each
team invent its own naming, you publish a hierarchy that everyone selects from.

Once labels are configured, they appear in three places:

+ Create and edit project: Users pick a value at each level of the hierarchy. If labels are config-
ured, a selection at every level is required.

+ Projects list: AProject Tags column shows the label path for each project, so you can scan how
projects are categorized.
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+ Usage reporting: The selected labels are attached to workspace and active-user metrics, so
you can group usage data by your business taxonomy.

The hierarchy can be up to five levels deep. Each level becomes a separate dropdown when a user
creates or edits a project.

How the CSV file is structured

You define the taxonomy by uploading a CSV file. The platform reads the file as a tree: each row de-
scribes one full path from the top level down, and repeated values are merged automatically.

Part of the file Requirement Purpose

First row (header) Required Each cell names a level of the
hierarchy. These names
become the dropdown labels
users see when they create a

project.

Remaining rows At least one required Each row lists one value per
level, from left (top level) to
right.

Columns 1to 5 used Each column is one level of the

hierarchy. The platform reads
more than five columns but
only the first five appear in the
project form.

Empty cells Optional A row can stop at any column.
Empty cells are skipped.

Keep these rules in mind:

+ Use a standard UTF-8, comma-separated CSV file.

« List every combination you want to allow. The platform removes duplicate values at the same
level automatically, so you don’t need to worry about repeating a parent value across rows.

+ Uploading a new file replaces the entire taxonomy. It doesn’t merge with a previous upload.

Column reference
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Column Level Example header Data type
1 Top level Business Unit Text

2 Second level Product Line Text

3 Third level Team Text

4 Fourth level Sub-team Text

5 Fifth level Component Text
Example CSV

Say you want to classify every project by business unit, then by product line, then by team. You’d
create afile like this:

Business Unit,Product Line,Team

Finance,Payments,Checkout

Finance,Payments, Fraud

Finance,Billing,Invoicing

Healthcare,Patient Portal,Web

Healthcare,Patient Portal,Mobile
Healthcare,Claims,Processing

This file produces the following hierarchy:

« Finance

« Payments > Checkout, Fraud
+ Billing > Invoicing

« Healthcare

+ Patient Portal > Web, Mobile
+ Claims > Processing

Notice that Finance and Payments each appear on several rows. The platform merges these repeated
values automatically, so you don’t create duplicates —you simply list every full path you want to al-
low.

What the user sees

After you upload the file, the three header names become three dropdowns on the Create Project
form: Business Unit, Product Line, and Team. The dropdowns cascade, so each choice narrows the

next.
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For example, a user creating a project might:

1. Choose Business Unit > Finance. The Product Line dropdown now offers only Payments and
Billing.

2. Choose Product Line > Payments. The Team dropdown now offers only Checkout and Fraud.

3. Choose Team > Fraud.

The project is now labeled Finance > Payments > Fraud. That path appears in the Project Tags col-
umn on the projects list and travels with the project’s usage data, so you can report on all Finance
projects —or just the Fraud team’s —at any time.

Upload your Project Labels

1. Go to System Configuration > Others > Project Labels.
2. Select the file field and choose your CSV file.
3. Select Upload.

The new taxonomy takes effect immediately and replaces any labels uploaded before. Existing
projects keep their current labels until someone edits the project and chooses new values.

Related information

+ Others
» System Configuration
« Projects

Onboarding emails

September 18, 2026

Citrix SecurSpaces™ sends automatic email notifications that help new users find their way onto the
platform and into their projects. These emails give recipients a direct sign-in link, so they can get
started without waiting for manual instructions.

This page explains which emails SecurSpaces sends, when each one is triggered, and what recipients
see. It’s written for platform administrators and project owners who onboard users.

Note:
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Email notifications are only delivered when an email gateway is configured. See Prerequisite:
configure an email gateway.

How onboarding emails work

SecurSpaces generates an onboarding email whenever an event adds a user to the platform or to a
project. The platform builds the message from a template, personalizes it with details such as the
inviter’s name and a sign-in link, and sends it through the configured email gateway.

Recipients don’t need an existing account to receive these emails. Each email includes a button that
takes the user straight to the sign-in page or the relevant project.

Prerequisite: configure an email gateway

Onboarding emails are sent through the email gateway defined in System Configuration. Until a
gateway is set up, SecurSpaces generates no onboarding emails.

To set up the gateway:

Sign in as a platform administrator and select System Configuration.

Select Others > Email Gateway Configuration.

Choose a provider: Amazon SES, SendGrid, or SMTP.

Enter the required details for your provider, including the Sender Email address recipients see

> wn e

in the From field.
5. Select Save.

For the full list of provider fields, see Others.
Note:

The Sender Email address appears as the sender of every onboarding email. Use an address
that recipients recognize and trust, and that your provider is authorized to send from.

Email types
SecurSpaces sends three onboarding emails.

Email Trigger Primary action

Invitation to join the platform A useris invited to the platform. Sign In —opens the platform
sign-in page.
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Email Trigger Primary action
You’ve joined a new project A user is added to a project. Access Project —opens the
project.
Test email An administrator sends a test None. Confirms that the
from the email gateway gateway works.
settings.

Invitation to join the platform

Sent when a user is invited to the platform for the first time. The email names the inviter and includes
a Sign In button that opens the sign-in page with the recipient’s email address pre-filled.
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&% Citrix
‘}'@§ Secure Developer Spaces

Invitation to join the platform

You are receiving this email because you have been invited by {{
.HostUser }} to join the {{ .PlatformName }} platform.

To access, click on the button below.

SignIn

Any question, any issues?

You’ve joined a new project

Sent when a user is added to a project. The email names the project and includes an Access Project
button that opensiit.
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Secure Developer Spaces

You've Joined a New Project

You are receiving this email because you have been added to the {{
.ProjectName }} project.

Any question, any issues?

Test email

Sent when an administrator uses the test option in Email Gateway Configuration. Use it to confirm
that the gateway is set up correctly before you invite users. The test email doesn’t include an action
button.

Troubleshoot onboarding emails

If a user reports that they didn’t receive an onboarding email:
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Check

Email gateway

Gateway health

Sender address

Spam or quarantine

Email address

What to do

Confirm that a gateway is configured under
System Configuration > Others > Email
Gateway Configuration. Without it,
SecurSpaces sends no emails.

Send a test email from the gateway settings to
confirm that the provider works.

Verify that the Sender Email address is valid and
authorized to send through your provider.

Ask the recipient to check their spam or
quarantine folder. Automated emails are
sometimes filtered.

Confirm that the address used to invite the user
is correct.

If the test email arrives but onboarding emails don’t, re-check the event that should have triggered

the email —for example, that the user was actually added to the platform or project.

Related information

« Others

« Add and remove users and groups
+ System Configuration

Email gateway

September 18, 2026

Others brings together a handful of platform-wide settings that don’t fit the other areas.

Find these settings at System Configuration > Others.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 508


https://docs.citrix.com/en-us/securspaces/administer/platform/email-gateway.html
https://docs.citrix.com/en-us/securspaces/manage/people/add-and-remove-users.html
https://docs.citrix.com/en-us/securspaces/administer/system-configuration.html

Citrix SecurSpaces™

o Plattorm = o

# Organizaticns ) Woekspaces 333 People = Resources Insghts 0 Audit  £X Seftings 5% System Configuration

Systemn Conflguration Email Gateway Configuration

License E
¢ l\l SMTR

Platfarm Rales Amazon SES SendGrid

Identity Providers w

Configuration
Integrations v
Sender Emai

Regians -

Amazon Region
Cliert I

Cliant Secret

Here’s what you’ll find:

« Email Gateway Configuration
+ Data Breach Contact Email

« SSH Server Key

+ Terms of Service Agreements
+ Project Labels

Email Gateway Configuration

Set up the gateway the platform uses to send email notifications, such as onboarding invitations.
Choose a provider, enter its details, add the Sender Email address that recipients see, and send a
test email to check that it works.

Choose one of the following providers:

« Amazon SES
+ SendGrid
« SMTP

The Sender Email field applies to every provider. The remaining fields depend on the provider you
select.

Amazon SES

© 1997-2026 Citrix Systems, Inc. All rights reserved. 509



Citrix SecurSpaces™

Field

Sender Email

Amazon Region

Client ID

Client Secret

SendGrid

Field

Sender Email

API Key

SMTP

Field

Sender Email

Host

Port
Username

Password

Description

The address that appears as the sender of each
email.

The AWS Region for your Amazon SES setup (for
example, eu-west-1).

Your Amazon SES access key ID.

Your Amazon SES secret access key.

Description

The address that appears as the sender of each
email.
Your SendGrid API key.

Description

The address that appears as the sender of each
email.

Your SMTP server hostname (for example,
smtp.example.com).

Your SMTP server port.

The SMTP username. Optional.
The SMTP password. Optional.

To confirm the gateway works, send a test email. Until a gateway is configured, the platform sends
no email notifications. For details on the emails the platform sends, see Onboarding email notifica-
tions.

Data Breach Contact Email

Give users an easy way to report a suspected data breach. Add a contact email, then select Enable
Display of Reporting Information to show it across the platform.
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SSH Server Key

Manage the server SSH key used for traffic outside the Citrix SecurSpaces™ ecosystem. Upload a new
SSH server private key whenever you need to rotate it.

Terms of Service Agreements

Add the terms of service that users accept before they use the platform. You can upload more than
one document, remove a document, or reset all acceptances so users accept it again.

For details on what users see, whether acceptance is required, and how to reset acceptances, see
Terms of Service Agreements.

Project Labels

Manage the labels that help you sort and organize projects across the platform. You define the labels
by uploading a CSV file that describes a hierarchy, and users then choose from that hierarchy when
they create or edit a project.

For the CSV format, an example, and upload steps, see Project Labels.

Related information

+ Onboarding email notifications
+ System Configuration
» SSH Access to Workspaces

Information security policy

September 18, 2026

The Information Security Policy lets you publish your organization’s security policy document to
everyone on the platform. As an administrator, you upload a PDF and set how long it stays valid
before you renew it. Users can open and read the policy at any time.

Find this setting at Settings > Security > Information Security Policy.
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. Platform Settings Information Security Policy

General v
Choose File

Information Security Policy Approval Expiry

3 Months v

User Access Control v
Workspace Settings v
Resource Settings v
Analytics

Import and Export

VDI Application

What the Information Security Policy is used for

Use this feature to make a single, authoritative security policy available across the platform. You up-
load the document, and the platform stores its submission date, its most recent renewal date, and its
expiry date so your policy stays current.

The document must be a PDF.

Where users see the policy

Anyone signed in to the platform can open the policy from the Policy link in the footer. Selecting it
opens a window that shows:

« The submission date.

« The renewal date.

+ The expiry date.

« The policy document itself.

Administrators also see a Renew button in this window.
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Is acceptance required?

No. The Information Security Policy is a reference document. Users can read it whenever they want,
but they aren’t prompted to accept it, and they aren’t blocked from using the platform if they haven’
topened it.

Note:

If you need users to actively accept a document before they can use the platform, use Terms of
Service Agreementsinstead. The two features are separate: Terms of Service Agreements require
acceptance and block access until the user accepts, while the Information Security Policy is read-
only for users and never blocks them.

How Approval Expiry works

When you upload the policy, you set an Information Security Policy Approval Expiry period: 3,6, 9,
12, 18, or 24 months. The platform uses this to calculate an expiry date, measured from the upload
date.

This is an administrator reminder, not a user re-acceptance schedule. Here’s what expiry does and
doesn’tdo:

« It doesn’t affect users. Users are never re-prompted, notified, or blocked when the policy ex-
pires.

+ Itreminds administrators. Within 14 days of the expiry date, and after it passes, administrators
see a warning that the policy needs attention. This keeps your published policy current.

So the Approval Expiry period sets how long your document is considered current before you, as an
administrator, need to renew or replace it. Users aren’t asked to approve the policy based on this
period.

Keep the policy current

Clear an expiry warning in one of two ways:

+ Upload a new policy. Go to Settings > Security > Information Security Policy, upload a new
PDF, and set a fresh Approval Expiry period. This replaces the current document.

+ Renew the current policy. Open the policy from the footer and select Renew. This extends
the expiry date without replacing the document.

Related information

« Security Settings
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» Terms of Service Agreements

Terms of service agreements

September 18, 2026

Terms of Service Agreements let you present one or more documents that users must accept before
they use the platform. Asan administrator, you upload the documents, and the platform blocks access
for any non-administrator user until they’ve accepted every current document.

Find this setting at System Configuration > Others > Terms of Service Agreements.

What Terms of Service Agreements are used for

Use this feature to enforce acceptance of legal or policy documents, such as an acceptable use policy
or a service agreement. You can:

« Upload one or more documents.
+ Preview or remove a document.
+ Reset acceptances for a document so that everyone accepts it again.

PDF is the recommended file format. The acceptance page also renders HTML (. htm1l or . htm) and
plain-text (. txt) documents.

When you upload more than one document, users accept them all together in a single step.

Where users see the Terms of Service

After a non-administrator user signs in, the platform checks whether they’ve accepted every current
document. If any are outstanding, the platform sends them to a dedicated Terms of Service Agree-
ments page before they can reach any other part of the platform.

On that page, the user:

1. Reviews each document, shown in full on the page.
2. Selects Accept All to accept every outstanding document at once.

After the user accepts, the platform records their acceptance and takes them into the normal experi-
ence. The page doesn’t appear again unless you add a new document or reset acceptances.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 514


https://docs.citrix.com/en-us/securspaces/administer/platform/terms-of-service.html

Citrix SecurSpaces™

Is acceptance required?

Yes. Acceptance is required and blocking for non-administrator users. Until a user accepts every
current document, they can’t navigate to projects, workspaces, or settings. The page shows this no-
tice:

You must read and accept all Terms of Service agreements before you can use the platform.

A few important details:

+ Acceptance is per user and per document. The platform tracks which documents each user
has accepted.

+ Administrators aren’t blocked. So that you can keep managing the platform, administrators
aren’t redirected to the acceptance page, even when documents are outstanding.

+ New documents apply to everyone. When you add a document, every non-administrator user
is prompted to accept it the next time they sign in or navigate.

Note:

The platform records that a user accepted a document, but it doesn’t store an acceptance time-
stamp. If your organization needs a dated audit record of acceptance, keep that record outside
the platform.

Reset acceptances

Resetting acceptances forces users to accept a document again —for example, after you publish a new
version.

1. Go to System Configuration > Others > Terms of Service Agreements.
2. Find the document in the list.

3. Select the reset icon next to the document.

4. Confirm the reset.

The platform clears every user’s acceptance of that document. The next time each non-administrator
user signs in or navigates, they’re prompted to accept it again.

Related information

+ Others
« Information Security Policy
+ System Configuration
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Licensing

September 18, 2026

Your license does two jobs: it lets your installation run, and it decides which features and limits apply.

On the License page, you install your license and see exactly what it covers.

Find this page at System Configuration > License.

‘ Platfermy

# Organizations O Workspaces (2% Pecpla

J% System Configuration

Flatform Roles

Identity Pravidess ~
Integrations L
Regiong w

Others. w

Review your license

L] L3 e [ ¢
= Resources msights 0 Audit %X Settngs 5% System Configuration
License
Upload Hew License

License Type client 1D Max User Gount Max Workspace Gount Expiry Date
Multi Region Enabled
S3H 10 Workspace Enabled
GPU Suppart Enabled
Parsonal S5H entity Enabled

Signed Commits Enabled

When a license is active, the summary row shows the details that matter most:

Field

License Type

Client ID

Max User Count

Max Workspace Count

Expiry Date

Description

The kind of license, such as Internal,
Commercial, Community Edition, or 1-Click VM.
The identifier for your organization.

How many users you can register on the
platform.
How many workspaces the platform can hold.

When the license expires.
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Upload a new license

You can install your license two ways:

+ Online License —The platform fetches and refreshes your license automatically from the Citrix
License Server. Use this when the platform can reach the License Server.

+ File License —You upload a license file yourself. Use this for air-gapped or offline installations
that can’t reach the License Server.

To install or replace a license:

Go to System Configuration > License.
Select Upload New License.
Read and accept the Terms & Conditions.

> wnN e

Choose how to install it:

« Foranonline license, select Online License. The platform fetches and checks it from the
License Server.
« For afile license, select File License and choose your license file.

5. Confirm the upload.
The summary row updates to show your new license.
Note:

If you have both an online and afile license, the online one takes precedence.

Turn features on or off

The License page also lists the features your license covers. Each one shows its current status, which
you can change:

« Enabled —Everyone can use the feature.

+ Disabled —The feature is turned off.

+ Enabled for Selected Users —Only the users or groups you pick can use it.

+ Enabled for Selected 0S —Only the operating systems you pick can use it, where that applies.

Important:

You can only manage features your license covers. Within a covered feature, you can change its
status and widen the set of users or groups it applies to.

Here are the features you can manage from this page:
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Feature

SSH to Workspace

Multi Region

Rest API

Personal SSH Identity

Signed Commits

GPU Support

Internal Dev User

Root Docker in Docker
Persistent Container Images
User Insights Monitoring
Sysbhox Container Runtime

VDI Application

Allow File Download

Online licensing and renewal

What it does

Lets workspace owners connect to their
workspaces over SSH. See SSH Access to
Workspaces.

Turns on multi-region deployments. When it’s
on, the Regions area appears. See Deploy
SecurSpaces in Multiple Regions.

Opens access to the Citrix SecurSpaces™ REST
API. See API.

Lets users add and manage multiple SSH
identities in their account.

Turns on signed Git commits from workspaces.

Turns on GPU-enabled workspaces. See Set up a
GPU-enabled workspace on AKS.
Turns on internal developer user accounts.

Allows root Docker-in-Docker inside workspaces.
Turns on persistent container images.

Turns on per-user insights monitoring.

Turns on the Sysbox container runtime.

Turns on the VDI application. See VDI
Application.
Lets users download files from workspaces.

An online license keeps itself current, so there is normally nothing to do after the first install.

Behavior

Validity period

Automatic renewal

Retry

Detail

Each online license is valid for 21 days

The platform contacts the license server several
times a day to renew

A failed renewal, for example during a network
outage, is retried automatically

The platform reaches the license serverat api.enterprise.strong.networkon port443. See
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Network destinations.

Expiration warnings

If the license cannot be renewed, the console warns before anything stops working.

+ When validity falls to 14 days without a successful renewal, a warning banner appears at the top
of the
console.

« The banner names the problem and counts down to the expiration date.

Note:

For air-gapped environments, either allow the SecurSpaces controller through your firewall to
the license

server, or request an offline license for fully disconnected operation.

Related information

+ System Configuration
+ Regions
+ Network destinations

Licensing

September 18, 2026

Your license does two jobs: it lets your installation run, and it decides which features and limits apply.
On the License page, you install your license and see exactly what it covers.

Find this page at System Configuration > License.
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Review your license

When a license is active, the summary row shows the details that matter most:

Field Description

License Type The kind of license, such as Internal,
Commercial, Community Edition, or 1-Click VM.

ClientID The identifier for your organization.

Max User Count How many users you can register on the
platform.

Max Workspace Count How many workspaces the platform can hold.

Expiry Date When the license expires.

Upload a new license

You can install your license two ways:

« Online License —The platform fetches and refreshes your license automatically from the Citrix
License Server. Use this when the platform can reach the License Server.

« File License —You upload a license file yourself. Use this for air-gapped or offline installations
that can’t reach the License Server.
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To install or replace a license:

Go to System Configuration > License.
Select Upload New License.
Read and accept the Terms & Conditions.

> wn e

Choose how to install it:

« For an online license, select Online License. The platform fetches and checks it from the
License Server.
« For afile license, select File License and choose your license file.

5. Confirm the upload.
The summary row updates to show your new license.
Note:

If you have both an online and a file license, the online one takes precedence.

Turn features on or off

The License page also lists the features your license covers. Each one shows its current status, which
you can change:

« Enabled —Everyone can use the feature.

+ Disabled —The feature is turned off.

+ Enabled for Selected Users —Only the users or groups you pick can use it.

+ Enabled for Selected OS —Only the operating systems you pick can use it, where that applies.

Important:

You can only manage features your license covers. Within a covered feature, you can change its
status and widen the set of users or groups it applies to.

Here are the features you can manage from this page:

Feature What it does

SSH to Workspace Lets workspace owners connect to their
workspaces over SSH. See SSH Access to
Workspaces.

Multi Region Turns on multi-region deployments. When it’s

on, the Regions area appears. See Deploy
SecurSpaces in Multiple Regions.
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Feature

Rest API

Personal SSH Identity

Signed Commits

GPU Support

Internal Dev User

Root Docker in Docker
Persistent Container Images
User Insights Monitoring
Syshox Container Runtime

VDI Application

Allow File Download

Online licensing and renewal

What it does

Opens access to the Citrix SecurSpaces™ REST

API. See API.
Lets users add and manage multiple SSH

identities in their account.
Turns on signed Git commits from workspaces.

Turns on GPU-enabled workspaces. See Set up a
GPU-enabled workspace on AKS.
Turns on internal developer user accounts.

Allows root Docker-in-Docker inside workspaces.
Turns on persistent container images.

Turns on per-user insights monitoring.

Turns on the Sysbox container runtime.

Turns on the VDI application. See VDI
Application.
Lets users download files from workspaces.

An online license keeps itself current, so there is normally nothing to do after the first install.

Behavior

Validity period

Automatic renewal

Retry

Detail

Each online license is valid for 21 days

The platform contacts the license server several
times a day to renew

A failed renewal, for example during a network
outage, is retried automatically

The platform reaches the license serverat api.enterprise.strong.networkon port443. See

Network destinations.

Expiration warnings

If the license cannot be renewed, the console warns before anything stops working.
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« When validity falls to 14 days without a successful renewal, a warning banner appears at the top
of the
console.

« The banner names the problem and counts down to the expiration date.

Note:

For air-gapped environments, either allow the SecurSpaces controller through your firewall to
the license
server, or request an offline license for fully disconnected operation.

Related information

» System Configuration
« Regions
« Network destinations

Database sizing

August 19, 2026

Use these figures to size the Citrix SecurSpaces™ database for initial deployment, then verify against
actual usage during your PoC and in production.

Because the database holds metadata and not workspace contents, it stays small relative to your work-
space

storage. The largest growing category is audit and event data, which SecurSpaces persists in the
same

database.

What retention actually bounds

The database does not grow without limit. SecurSpaces applies MongoDB TTL indexes, and the reten-
tion window
differs by data type:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 523


https://docs.citrix.com/en-us/securspaces/administer/system-configuration.html
https://docs.citrix.com/en-us/securspaces/administer/platform/regions.html
https://docs.citrix.com/en-us/securspaces/reference/network-destinations.html

Citrix SecurSpaces™

Data Retention Effect on size

Audit and security events 360 days The dominant long-lived
category

Website activity logs 360 days Grows with user activity

Error logs 30 days Negligible at steady state

Raw Kubernetes usage samples 14 days Bounded regardless of

workspace count
Project activity, debug logs, 7 days Negligible
cron records

This matters when sizing for a larger deployment. Per-workspace usage sampling is the data that
scales

hardest with workspace count, and it is discarded after 14 days, so it does not accumulate. Network
events

are also stored as summaries with a request count rather than one document per request.

The result is that the database tends toward a steady state of about one year of audit and event data,
plus
your relatively static configuration.

Estimated footprint

The following estimate is for an environment of 500 developers using 500 workspaces. For smaller
deployments, including a proof of concept, see Smaller deployments.

Data category Approximate footprint Notes

Organizations, projects, <100 MB Scales with project count, not

settings workspace count.

Users, groups, roles <250 MB Scales with user count.

Workspace and template <500 MB Scales with workspace and

metadata template-version count.

Credentials and API keys <250 MB Lower if HashiCorp Vault stores
your secrets.

Audit, event, usage, and 5-25 GB (steady state) Largest category, bounded by

reporting records the 360-day expiry. Varies most

with how active the platform is.
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Data category Approximate footprint Notes

Indexes and overhead 25-50% of data size MongoDB indexes plus
working-set overhead.

Working estimate: configuration and metadata for 500 developers and 500 workspaces is on the
order of
1 GB. With a year of audit and event data plus indexes, plan for 10-40 GB of actual data.

The spread is wide because activity level, not user count, drives the largest category. A platform where
every workspace runs all day with network monitoring enabled sits at the top of that range; one used
for a

few hours a day sits near the bottom.

Provisioning guidance

« Storage: Provision at least 100 GiB for the data volume at this scale. The headroom covers
growth,
the replication oplog, indexes, and the temporary space used during compaction and restore.
The 10 GiB
chart default suits only small or short-lived PoC environments.

+ Memory: Size MongoDB so the working set —frequently accessed documents plus indexes —
fitsin the
WiredTiger cache. Provision to the 4 GiB limit rather than the 1 GiB request, and monitor cache
pressure. Audit queries over a long window are what push it.

« CPU: Provision to the 2 core limit rather than the 500m request. Steady-state load is low; the
peaks are reporting queries, restores, and compaction.

« Growth control: The 360-day expiry is fixed and not configurable. For longer retention, forward
events
to your SIEM. The in-database copy still expires at 360 days. See
SIEM integration.

Note

These are planning figures for a typical workload of this size. Every environment is different, and
some

have a higher footprint. Use them forinitial sizing, then monitor actual database size and growth
during

your PoC and in production, and adjust accordingly.
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Smaller deployments

Environment Estimated data Provision

50 developers, 50 workspaces 1-3GB At least 20 GiB
(PoC)

100 developers, 100 2-6GB At least 20 GiB
workspaces

500 developers, 500 10-40 GB At least 100 GiB
workspaces

The 10 GiB chart default is enough only for a short-lived proof of concept. A pilot that runs for months
accumulates audit data the whole time, and none of it expires until day 360 —so a proof of concept
that

starts comfortably inside 10 GiB can still outgrow it before anyone decides whether to buy. Provision-
ing

20 GiB from the start avoids resizing a volume mid-evaluation.

Note that storage does not scale with users in the way the data does. Most of the 20 GiB is headroom
for the

oplog, indexes, and the temporary space a restore needs, and those requirements barely change be-
tween 50 and

100 developers.

Related information

» The SecurSpaces database
 Sizing
« System requirements

Back up the database

August 19, 2026

Back up the Citrix SecurSpaces™ database before upgrades, migrations, and major configuration
changes,

and on a recurring schedule in production. If you use HashiCorp Vault for secrets, back up Vault on
the

same schedule.
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On-premises and self-managed (internal Percona MongoDB)

Important:

Backups are disabled by default on the internal database. If you run it in production, enabling,
scheduling, and restore-testing them is your responsibility. See
The SecurSpaces database.

Use Percona Backup for MongoDB (PBM) as your primary, scheduled backup mechanism.
Use a manual mongodump only as a secondary, point-in-time snapshot before a specific
change.

Primary: Percona Backup for MongoDB (PBM)

PBM is the backup tool built into the Percona Operator. It supports on-demand and
scheduled logical and physical backups and point-in-time recovery to an external
object store (Amazon S3, Azure Blob Storage, Google Cloud Storage, or any
S3-compatible store).

SecurSpaces ships PBM as part of the internal Percona deployment, so backups are fully
available —you just have to turn them on. In the default SecurSpaces configuration,

backups are disabled (backup.enabled: falseinthePerconaServerMongoDB custom
resource, with the PBM image already present). Enabling PBM is a supported

operation: you configure a backup storage target and set backup.enabled: trueon

the PerconaServerMongoDB resource. This is done at the Percona custom-resource

level rather than through a dedicated SecurSpaces Helm value, and exposing these settings as
Helm values is not planned —editing the custom resource is the supported method.

Ahelm upgrade does not revert these custom-resource backup edits.

Follow the Percona Operator backup documentation for the authoritative reference:

+ Backups overview: https://docs.percona.com/percona-operator-for-mongodb/backups.html

+ Configure storage: https://docs.percona.com/percona-operator-for-mongodb/backups-
storage.html

» On-demand backups: https://docs.percona.com/percona-operator-for-mongodb/backups-
ondemand.html

+ Scheduled backups: https://docs.percona.com/percona-operator-for-mongodb/backups-
scheduled.html

Example: enable PBM and back up to Amazon $S3 This worked example follows the Percona Op-
erator storage guide. Replace <release>
with your SecurSpaces Helm release name and <namespace> with your SecurSpaces namespace.
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Run

kubectl get psmdb -n <namespace> to confirm your cluster name —for SecurSpaces it is

<release>-psmdb-db.

1. Create a Secret with your S3 credentials. Save as backup-s3-secret.yaml
(the values are base64-encoded automatically when you use stringData):

apiVersion: vl

kind: Secret

metadata:
name: sds-backup-s3

type: Opaque

stringData:
AWS_ACCESS_KEY_ID: "<your-access-key-id>"
AWS_SECRET_ACCESS_KEY: "<your-secret-access-key>"

kubectl apply -f backup-s3-secret.yaml -n <namespace>

2. Enable backups and define the storage on the Percona custom resource. Edit the

SecurSpaces PerconaServerMongoDB resource and set spec.backup.enabled: trueand
a storage
entry that references the Secret:
kubectl edit psmdb <release>-psmdb-db -n <namespace>
spec:
backup:
enabled: true # was false in the default
SecurSpaces deployment
image: "percona/percona-backup-mongodb:2.8.1"
storages:
s3-primary:
type: s3
SEK
bucket: <your-backup-bucket>
region: <your-region> # for example, eu-central-1
prefix: sds/strong-network # optional sub-folder in the
bucket

credentialsSecret: sds-backup-s3

Note
On AWS EKS you can grant bucket access with an IAM role for the service account
(IRSA) and omit credentialsSecret. For Azure Blob or Google Cloud Storage, use the

azure or gcp storage type instead of s3 —see the Percona storage guide.

3. Take an on-demand backup. Create a PerconaServerMongoDBBackup resource that

references your cluster and storage. Save as sds-backup.yaml:

apiVersion: psmdb.percona.com/v1l
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kind: PerconaServerMongoDBBackup
metadata:
name: sds-backup-2026-07-02
namespace: <namespace>
spec:
clusterName: <release>-psmdb-db
storageName: s3-primary
type: logical # logical 1is the default;
physical 1is also supported

kubectl apply -f sds-backup.yaml

4. Verify the backup completed. Track the backup resource until STATUS is
ready:

kubectl get psmdb-backup —-n <namespace>

NAME CLUSTER STORAGE DESTINATION
TYPE STATUS AGE
sds-backup-2026-07-02 <release>-psmdb-db s3-primary s3://<bucket>/
sds/strong-network/... logical ready 2m

5. (Recommended) Add a schedule and point-in-time recovery. For ongoing
protection, add a backup task and enable PITR on the same spec.backup section:

spec:
backup:
enabled: true
pitr:
enabled: true # continuous point-in-time
recovery
tasks:
- name: daily-s3
enabled: true

schedule: "0 2 * % x" # every day at 02:00 (cron)
storageName: s3-primary
keep: 7 # retain the 7 most recent

scheduled backups

Apply the change with another kubectl edit psmdb (or kubectl apply)and confirm
new backups appear on schedule. As a best practice, store backups in a different

failure domain from the cluster —a separate cloud region or account —so that a

cluster or region failure does not also destroy your backups.

Note

The SecurSpaces chart does not expose these backup settings as Helm values, and exposing
them is not planned. You configure PBM directly on the PerconaServerMongoDB custom
resource as shown above. Ahelm upgrade does not revert these custom-resource

backup edits, so your PBM configuration persists across SecurSpaces upgrades.
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Secondary: logical snapshot with mongodump

mongodump / mongorestore are the official MongoDB database tools, and SecurSpaces uses
them in its own replica-set migration procedure, so this is a supported method —not
a workaround.

It is safe for ad hoc, quiesced snapshots (for example, immediately before an
upgrade) when you follow these rules:

+ Quiesce writes before you dump, or dump from a secondary member. mongodump is
only guaranteed consistent across collections when the database is not being written
to. The simplest way to get a clean snapshot is to scale the SecurSpaces services to 0
first (the same quiesce step used in the restore procedure), then dump. mongodump
cannot produce a cross-collection point-in-time snapshot of a single database on a
live system —for online, point-in-time backups, use PBM instead.

« Store the archive off-cluster and protect it (it contains encrypted secrets
unless you use Vault).

+ Restore only into a quiesced platform (see the restore section), and never use
destructive flags such as ——drop against a live, in-use database.

It is not a replacement for scheduled, point-in-time disaster recovery —PBM
(internal) or your managed service’s backups remain the primary strategy. Use
mongodump to capture a known-good snapshot before a risky change.

# Identify the Percona pods
kubectl get psmdb
kubectl get pods -1 app.kubernetes.io/name=percona-server-mongodb

# Confirm which pod is primary (look for "[direct: primary]" in the
prompt)
kubectl exec -it <pod>-rs0-0 -- mongosh \
-—authenticationDatabase admin --username <admin-user> --password <
admin-password>

# Dump the strong-network database from the primary (quiesce writes
first)
kubectl exec -it <primary-pod> -- mongodump \
--db strong-network \
--username <admin-user> --password <admin-password> \
-—authenticationDatabase admin \
--gzip —--archive=/tmp/strong-network-backup.gz

# Copy the archive off the pod
kubectl cp <primary-pod>:/tmp/strong-network-backup.gz strong-network-
backup.gz

For tool reference, see the MongoDB documentation for mongodump:
https://www.mongodb.com/docs/database-tools/mongodump/
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Hosted MongoDB services

When you use a managed MongoDB service, the provider supplies the backup tooling.
Enable and configure it according to your recovery objectives (RPO/RTO).

SecurSpaces supports hosted MongoDB services on all three major hyperscalers (AWS, Azure,
and Google Cloud). MongoDB Atlas is available on all three and is the option the SecurSpaces
deployment guides reference. Use Atlas Cloud Backups with continuous (point-in-time)

backup enabled:

« Atlas Cloud Backups overview:
https://www.mongodb.com/docs/atlas/backup/cloud-backup/overview/

« Atlas restore overview:
https://www.mongodb.com/docs/atlas/backup/cloud-backup/restore-overview/

If you use a cloud-native, MongoDB-compatible service instead of Atlas, enable its
backup feature using the provider documentation below.

Platform Service Official backup documentation
AWS Amazon DocumentDB, or Backing up and restoring in
MongoDB Atlas on AWS Amazon DocumentDB -Atlas
Cloud Backups
Azure Azure Cosmos DB for MongoDB, Online backup and on-demand
or MongoDB Atlas on Azure restore (Cosmos DB) -Reliability

in Azure Cosmos DB for
MongoDB (vCore)

GCP MongoDB Atlas on Google Atlas Cloud Backups. Google
Cloud Cloud has no first-party
managed MongoDB.

General guidance for hosted services:

+ Turn on continuous [ point-in-time backup, not just daily snapshots, to
minimize data loss.

+ Set a retention period that meets your compliance and recovery requirements.

+ Periodically test restoring a snapshot into a non-production cluster.

Related information

« Restore the database
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» The SecurSpaces database
« Upgrade

Restore the database

August 19, 2026

Restoring the Citrix SecurSpaces™ database requires a maintenance window: the platform must be
quiesced

so services do not write to the database mid-restore. The procedure for step 2 depends on your host-
ing

model.

Step 1: Quiesce the platform

Scale the SecurSpaces services down so nothing writes to the database during the restore. The
MongoDB deployment itself stays running.
# Stop the SecurSpaces application services (leave MongoDB running)
kubectl scale deployment \
<release>-central-service <release>-workspace-api <release>-
coordinator \

<release>-frontend <release>-proxy \
--replicas=0 -n <namespace>

Note

These are the five service Deployments on a primary SecurSpaces platform. An external region
deployment runs only <release>-workspace-api and <release>-proxy. Confirm
what is

present with kubectl get deploy -n <namespace> before scaling.

Step 2: Restore the data
Internal Percona MongoDB —from a PBM backup

Use the Percona Operator restore workflow: create a PerconaServerMongoDBRestore
resource that references the backup by name (or a point in time) and wait for the
operator to complete the restore. Save as sds-restore.yaml:

apiVersion: psmdb.percona.com/vl
kind: PerconaServerMongoDBRestore
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metadata:
name: sds-restore-2026-07-02
namespace: <namespace>

spec:
clusterName: <release>-psmdb-db
backupName: sds-backup-2026-07-02 # the

PerconaServerMongoDBBackup to restore

kubectl apply -f sds-restore.yaml
kubectl get psmdb-restore -n <namespace> # wait for STATUS: ready

For point-in-time restores and full options, see the Percona restore documentation:
https://docs.percona.com/percona-operator-for-mongodb/backups-restore.html

Internal Percona MongoDB —from a mongodump archive

Target the primary replica-set member:

# Identify the current primary
kubectl get psmdb
kubectl exec -it <pod>-rs0-0 -- mongosh \
--authenticationDatabase admin --username <admin-user> --password <
admin-password>

# Copy the archive to the primary pod
kubectl cp strong-network-backup.gz <primary-pod>:/tmp/strong—-network-
backup.gz

# Restore the strong-network database into the quiesced platform
kubectl exec -it <primary-pod> -- mongorestore \
--nsInclude='strong—network.x"' \
--username <admin-user> —--password <admin-password> \
-—authenticationDatabase admin \
--gzip —--archive=/tmp/strong-network-backup.gz

If you are restoring into a freshly provisioned database (for example, after moving
from a single MongoDB pod to a Percona replica set), you may also need to recreate
the application database user so SecurSpaces can connect:

kubectl exec -it <primary-pod> -- mongosh \
--authenticationDatabase admin --username <admin-user> --password <
admin-password> \
-—eval "db.createUser ({
user: '<app-user>', pwd: '<app-password>', roles: [{
db: 'strong-network', role: 'readWrite' }
], mechanisms: ['SCRAM-SHA-1'] }
)"\

strong-network
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Hosted MongoDB —restore with the provider tooling

Restore the snapshot or point in time using the provider’s console or CLI, then note
the connection endpoint of the restored deployment (it is often a new host):

+ MongoDB Atlas —restore a snapshot or point in time to the existing cluster or
to a new cluster:
https://www.mongodb.com/docs/atlas/backup/cloud-backup/restore-overview/

« Amazon DocumentDB —restore from a snapshot or point in time to a new cluster:
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html

« Azure Cosmos DB for MongoDB —restore to a new account:
https://learn.microsoft.com/en-us/azure/cosmos-db/restore-account-continuous-backup

Step 3: Point SecurSpaces at the restored database

SecurSpaces reads its MongoDB connection settings from Helm values, which the chart renders
into MONGO_DB_HOST, MONGO_DB_PORT, MONGO_DB_NAME, MONGO_DB_USER, and
MONGO_DB_PASSWORD environment variables on the service pods. You change the target
database by updating those values and running helm upgrade.

If you restored to a hosted service or a new endpoint (external MongoDB):

1. Inyour Helm values file, make sure SecurSpaces is in external-MongoDB mode and update the
connection details:

mongodbAuth:
source: "external"

platform:
deployPerconaMongoDB: false
deployBitnamiMongoDB: false
externalMongodb:
hostName: '"<restored-cluster-host>" # new endpoint from
the restore
port: "27017"

protocol: "mongodb+srv" # or "mongodb"
additionalParameters: "retryWrites=true&w=majority"
authMechanism: "SCRAM" # or "MONGODB-X509"
auth:

database: "strong-network"
username: '"<db-user>"
password: "<db-password>"

For certificate-based (X.509) authentication, set the certificate fields instead
of username/password. See
Configure external MongoDB with X.509 authentication.
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2. Apply the change:

helm upgrade <release> <chart> -n <namespace> -f <your-values.yaml
>

If you restored the internal Percona database in place:

The service endpoint is unchanged
(<release>-psmdb-db-rs0.<namespace>.svc.cluster.local), so you usually do not
need

to change connection values. If credentials changed, update the

<re'lease>-psmdb-secrets Secret accordingly.

Step 4: Bring the platform back up and validate

# Scale the services back up (use your normal replica counts)
kubectl scale deployment \
<release>-central-service <release>-workspace-api <release>-
coordinator \
<release>-frontend <release>-proxy \
--replicas=1 -n <namespace>

# Or force a fresh rollout so pods pick up new connection settings
kubectl rollout restart deployment -n <namespace>

Then validate the platform:

1. Confirm services start and connect to the database (check pod logs for
MongoDB connection errors).

2. Signin and confirm organizations, projects, users, and workspaces are present.

3. Confirm existing workspaces can be reattached.

4. If you use HashiCorp Vault, confirm secrets resolve correctly.

Important
A backup you have never restored is not a backup. Test your full restore procedure
regularly in a non-production environment so you can rely on it during an incident.

Related information

» Back up the database
« The SecurSpaces database
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Analytics

September 18, 2026

System Analytics

Use the System Analytics section to download detailed reports and logs for the Citrix SecurSpaces™
platform. Reports are available under Platform Settings > Analytics & Privacy > System Analyt-
ics.

& Platform =\« ro 2

# Organizations ~ [J Workspaces  :2; People = Resources |~ Insights  © Audit %t Settings

t Platform Settings System Analytics

General v Download Platform Crash Analytics
Security v

Download Debug Analytics
User Access Control v A ved

Al v Al v 4/21/2026, 2:02:38 PM 10 4/22/2026, 2:02:38 PM
Workspace Settings v

Resource Settings v Download Workspace Measurements

All Organizations 4 All Projects 4 4/21/2026, 2:02:39 PM 10 4/22/2026, 2:02:39 PM

Import and Export

VDI Application

Download Platform Crash Analytics

Download a report of APl and endpoint failures from the past 30 days. This report helps identify re-
curring errors and supports platform-level troubleshooting.

Download Debug Analytics

Download system logs filtered by workspace, user, or time range. Use this report for targeted trou-
bleshooting and root-cause analysis.

Available filters:

« Workspace —Select a specific workspace or choose All to include all workspaces.
» User —Select a specific user or choose All to include all users.
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+ Date —Specify a start and end date for the report. An All Dates option is also available.

Download Workspace Measurements

Download workspace resource usage measurements across the platform. This report contains work-
space measurement data that can be filtered by organization, project, and time range. Because mea-
surement files can be large, the platform uses a WebSocket connection to facilitate the download.

2 Platform Settings Analytics & Privacy  System Analytics

General v Download Platform Crash Analytics

Security v

Download Debug Analytics
User Access Control v C

Al ~ Al v~ 4/21/2026, 2:02:38 PM 10 4/22/2026, 2:02:38 PM . & Download )

Workspace Settings v

Resource Settings v Download Workspace Measurements

All Organizations v All Projects v 4/21/2026, 2:02:39 PM 10 4/22/2026, 2:02:39 PM ) & Download )

Import and Export

VDI Application

Available filters:

« Organization —Select a specific organization from the dropdown or keep All Organizations to
include data from every organization. The dropdown supports a search to find an organization
by name quickly.

+ Project —Select a specific project or keep All Projects to include data from every project.

» Date —Specify a start and end date for the report, or select All Dates to download the complete
measurement history.

To download workspace measurements:

1. Navigate to Platform Settings > Analytics & Privacy > System Analytics.

2. Inthe Download Workspace Measurements section, select an organization, project, and date
range as needed.

3. Select Download.

Note:

Only platform administrators and security officers can access the System Analytics page.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 537



Citrix SecurSpaces™

Usage Analytics

The SecurSpaces management console uses Pendo to deliver in-product notifications, feature an-
nouncements, and contextual guidance. It also collects product feedback and usage telemetry to
help improve the platform experience.

o Platform [ a4 ?

# Organizations ~ J Workspaces  :2: People = Resources |~ Insights ~ © Audit %X Settings

¢ Platform Settings Usage Analytics

General v Usage Analytics

Security o You can choose how we collect and use analytics data. This includes anonymous usage analytics (pages visited, features used) to improve the application, as well as
basic metadata to display useful, targeted in-app guides. No personal content is ever tracked.

You can adjust the level of data collection below.
User Access Control v

Disable analytics, keep in-app guides (basic metadata only)

Workspace Settings v

Resource Settings v

Import and Export

VDI Application

Data collection preferences

You can choose how analytics data is collected and used. This includes anonymous usage data (such
as pages visited and features used) to improve the application, and basic metadata to enable targeted
in-app guides. No personal content is ever tracked.

To change the data collection level, navigate to Platform Settings > Analytics & Privacy > Usage
Analytics, select an option from the dropdown, and select Apply.

Available options:

« Enable analytics and in-app guides —Usage telemetry is collected, and in-app guidance is
displayed.

+ Enable analytics without in-app guides —This is the default for new deployments. Usage
telemetry is
collected, but all in-app guidance overlays, prompts, and tooltips are suppressed.

+ Disable analytics, keep in-app guides (basic metadata only) —No usage telemetry is shared
with Citrix, but in-app guidance remains available.

« Disable all analytics and guides —All Pendo components are disabled, and no data is shared
with Citrix. In-app guidance, notifications, and the ability to submit feedback are not available.
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Note

The defaultappliesto new deployments only. Adeployment that wasinstalled before this default
changed keeps
whatever level it was already set to, including Enable analytics and in-app guides.

o
o Platform Command Menu | % | K @ 9
& Organizations CJ Workspaces  :Zi People = Resources 1~ Insights O Audit % Settings

£t Platform Settings Analytics & Privacy  Usage Analytics

General v Usage Analytics

You can choose how we collect and use analytics data. This includes anonymous usage analytics (pages visited, features used) to improve the application, as well as

Security v . N . 3 )
basic metadata to display useful, targeted in-app guides. No personal content is ever tracked.
You can adjust the level of data collection below.
User Access Control v
Disable analytics, keep in-app guides (basic metadata only) A
‘Workspace Settings v

Enable analytics and in-app guides

Enable analytics without in-app guides

Resource Settings v
Disable analytics, keep in-app guides (basic metadata only)

Disable all analytics and guides
Analytics & Privacy ~ It Z

Usage Analytics

System Analytics

Import and Export

VDI Application

Connectivity requirements

To view Pendo content within the management console, ensure that the address http://citrix
-sds-content.customer.pendo.ioisreachable from your network.

Pendo is a third-party sub-processor that Citrix uses to provide cloud and support services to Citrix
customers. For a complete list of sub-processors, see Sub-Processors for Citrix Cloud & Support Ser-
vices and Citrix Affiliates.

Workspace resource usage insights

September 18, 2026

Citrix SecurSpaces™ provides historical insights into workspace CPU and memory usage. This data is
automatically collected and stored in the SecurSpaces database to support rightsizing analysis and
long-term trend evaluation.

By leveraging this data, customers can:
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+ Analyze CPU and memory consumption for each workspace over time.
« lIdentify optimal resource allocation for workspaces.
+ Reduce infrastructure costs while maintaining a high-quality developer experience.

Requirements

To enable the collection of workspace metrics, the Kubernetes Metrics Server must be installed. This
component aggregates resource usage data across Kubernetes clusters and is commonly deployed in
cloud-hosted environments or any setup that uses autoscaling.

For installation instructions and additional details, see the Kubernetes Metrics Server documenta-
tion

Data collection and storage

SecurSpaces automatically consolidates the raw measurement data every five minutes and provides
the following data points for the previous 5-minute interval:

« Minimum, Maximum, Average, P50, P75, P95, and P99

Access workspace measurements

Workspace measurement data is available through the management console and via API.

Download from the management console

Platform administrators and security officers can download workspace measurements as a file from
Platform Settings > Analytics & Privacy > System Analytics.
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£ Platform Settings Analytics &Privacy  System Analytics

General v Download Platform Crash Analytics

Security v

Download Debug Analytics
User Access Control v < d S

All ~ Al ~ 4/21/2026, 2:02:38 PM 1o 4/22/2026, 2:02:38 PM C ot D)
Workspace Settings v B g

Resource Settings v Download Workspace Measurements

A~ All Organizations ~  AllProjects v 4/21/2026, 2:02:39 PM 10 4/22/2026, 2:02:39 PM ( Popertz )

Import and Export

VDI Application

Available filters:

« Organization —Select a specific organization or keep All Organizations to include data from
every organization.

+ Project —Select a specific project or keep All Projects to include data from every project.

« Date—Specifyastartand end date, or select All Dates to download the complete measurement
history.

To download workspace measurements:

1. Navigate to Platform Settings > Analytics & Privacy > System Analytics.

2. Inthe Download Workspace Measurements section, select an organization, project, and date
range.

3. Select Download.

For more information about the System Analytics page, see System Analytics.

Access via API

Data is available in both raw and aggregated formats via API. Customers can access metrics at the
platform, organization, and project levels.

« Forraw data, use the workspace-measurements-samples API (for example, /v1/metrics/
workspace-measurements—-samples).

+ For aggregated data, use the workspace-measurements API (for example, /v1/projects
/{ projectId } /metrics/workspace-measurements).

For APl documentation and usage examples, see the SecurSpaces APl documentation.
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SIEM integration

September 18, 2026

SecurSpaces can forward platform audit events to an external Security Information and Event Man-
agement (SIEM) system using the Common Event Format (CEF). You can use any log-shipping tool
that supports CEF to collect and forward these events. The walkthrough below uses Filebeat deployed
as a Kubernetes DaemonSet as an example.

Setting up the SIEM integration requires two phases: a backend deployment performed by the plat-
form operator, followed by activation in the management console by a platform administrator.

Prerequisites

+ Access to the Citrix SecurSpaces™ Helm chart and va'lues. yaml configuration file

+ Permission to deploy updates to the Kubernetes cluster hosting SecurSpaces

+ Platform administrator or security officer role in the SecurSpaces management console
« Atarget SIEM system that accepts CEF-formatted events (for example, Elastic SIEM)

Phase 1: Configure the backend

Complete these steps in your deployment environment before activating the integration in the man-
agement console.

Step 1 —Enable syslog in the Helm values

Open the values.yaml file for your SecurSpaces deployment and uncomment the configuration
blockunderninja.clusterConfig.syslog. Update the values to match your environment:

syslog:
volumeName: "syslog-volume"
vo'lume:
name: "syslog-volume"
hostPath:

path: "/strong-network/siem"

type: DirectoryOrCreate
mountPath: "/var/strong-network/"
hostPath: "/strong-network/siem"
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Parameter

volumeName

volume

mountPath

hostPath

Description

Name identifier for the Kubernetes volume.

Kubernetes volume definition. The hostPath
type maps a directory on the node’s filesystem
into the pod. DirectoryOrCreate tells
Kubernetes to create the directory if it does not
already exist.

Path inside the platform service containers
where the volume is mounted. The application
writes . Log files here (for example,
/var/strong-network/<name>. log).
Path on the host node where log files are
persisted. Your log-shipping tool (for example,
Filebeat) reads from this same path.

The net effect: platform pods mount the host directory /strong-network/siem at /var/

strong-network/ inside the container and write . Log files there. Filebeat (or your chosen tool)

reads those same files via the host path.

Step 2 —Prepare the Filebeat YAML

1. In the SecurSpaces management console, go to Platform > Settings > Security > SIEM Inte-

gration.

2. Copy the YAML example displayed on the page. This YAML defines a Filebeat deployment com-

prising a ServiceAccount, a ConfigMap (containing the Filebeat pipeline configuration),

and a DaemonSet.

3. In the copied YAML, replace every instance of release with your actual deployment name-

space.

4. Fillinthe Elasticsearch connection credentials in the environment variables section of the Dae-

monSet spec. For production deployments, store these credentials in a Kubernetes Secret and

reference the Secret in the env vars rather than placing plain-text values in the YAML.

Step 3 —Deploy

Place the updated YAML into your Helm charts and run a fresh deployment to apply the updated Helm

configuration and the Filebeat DaemonSet to the cluster.
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Phase 2: Activate in the management console

1. Signin to the SecurSpaces management console as a platform administrator or security officer.

2. Go to Platform > Settings > Security > SIEM Integration.

3. If the DaemonSet is healthy and the volume is correctly mounted, a toggle appears to activate
the integration. Enable the toggle.

Once activated, the platform begins forwarding audit events to the configured SIEM target.

‘ Platform ’ a\@ o O 0N
# Organizations J Workspaces 2% People = Resources ~ Insights © Audit £z Settings 2% System Configuration
B & Security i
X Platform Settings 5 | SEY) [
General v
SIEM integration not deployed. Check the YAML example below on how to set-up it using a Filebeat agent.
Security A
apiVersion:
kind:
metadata:
name :
SIEM Integration namespace :
labels:
k8s-app:
apiVersion:
kind:
User Access Control v metadata:
name :
namespace :
Workspace Settings v b
k8s-app:
data:
filebeat.yml:
Resource Settings v
Analytics & Privacy M

processors:
Import and Export - add_cloud_metadata:
- add_host_metadata:

cloud.id:
VDI Application

How it works

1. SecurSpaces platform services write audit events as . Log files in CEF format to the container
mount path (/var/strong-network/),whichmapsto /strong-network/siemonthe
host node.

2. The Filebeat DaemonSet running on each cluster node reads log files from the host path (/
strong-network/siem).

3. Filebeat ships the events to the configured SIEM target (for example, Elasticsearch).

Audit events

The platform forwards events across eight categories. Every eventis assigned a ClassID that identifies
its category in the CEF payload.

For every event and its attributes, see Audit event catalog.
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Common extensions

All events include the following CEF extensions:

Extension Description

timestamp Time the event was generated.
suid User ID of the actor.

suser Username of the actor.

wsid Workspace ID (when applicable).
wsname Workspace name (when applicable).
projectId Project ID.

projectName Project name.

eventId Unique identifier for the event.

Event categories

Authentication (ClassID 1) Login, Logout, SessionStart, SessionEnd, SessionInterrupt

Authorization (ClassID 2)

+ User: UserBlocked, UserUnblocked, ProjectManagerSeat
« Workspace: SharedWithUser, UnsharedWithUser

Data Security (ClassID 3) Copy, Paste, Cut, Upload, UploadLargeFile, Download, DownloadLarge-
File, SupervisedCopy

Data security events include additional extensions: data, isSecret, isCode.
System (ClassID 4) WorkspaceSpecsUpdated
User Activity (ClassID 5) VSCodeExtensioninstalled

Extension-install events include additional extensions: extensionName, extensionId,
extensionUUID.
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Account Management (ClassID 6) UserAddedToProject, UserRemovedFromProject, RoleChanged,
UserCreated, UserDeleted, UserAddedAsSecurityOfficer, UserRemovedAsSecurityOfficer, User-
AddedAsOrganizationOwner, UserRemovedAsOrganizationOwner, UserPasswordUpdated

Network Traffic (ClassID 7) SSH Commands, External SSH Commands, HTTP Requests, Git-over-
HTTP, TCP Forwarding, DNS Resolution

Resource Access (ClassID 8) Actions: Created, Imported, Manuallylmported, Updated, SharedWith-
Users, SharedPublicly, WorkspaceAttached, WorkspaceDetached, Deleted

Resources: repos, buckets, secrets, connectedServices, securityPolicy, images, credentials, mount-
Points, workspaceApp, startupScript, workspaces, apiToken, personalSSH, vscodeVersions

Severity mapping

Each event carries a CEF severity value (0-10). The platform maps severity to syslog priority as fol-

lows:

CEF severity Syslog priority
0-3 LOG_INFO
4-6 LOG_ALERT
7-10 LOG_CRIT

Event filtering

You can control which events the platform forwards using two filters on the SIEM Integration settings
page:

« Severity filter —Sets a minimum severity threshold. Events below the threshold are not for-
warded.
+ Event type filter —Selects specific event categories or individual event types to forward.

Verify the integration

After deployment, confirm that the pipeline is working end-to-end:

1. Verify that the Filebeat pods are running:
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kubectl get pods -n <namespace>

1. Confirm that . Log files exist on the host path:

ls /strong-network/siem/

1. Check the SIEM Integration page in the management console —the status should indicate that
the integration is active.

2. Perform an auditable action in SecurSpaces (for example, sign in or create a workspace) and
verify that the corresponding event appears in your SIEM tool.

Resource allocation

August 19, 2026

Requires the Metrics permission set to Access
Project.

The Resource Allocation tab plots how much of your cluster workspaces are actually consuming, over
time.

Because a workspace holds its allocation only while it is running, the curve tracks how many work-
spaces are

running at any moment.

The charts

Two charts are shown, one for CPUs and one for memory, with time along the horizontal axis. In a
multi-region

deployment each region is plotted as its own line, so you can compare them directly.

The chart titles change with where you are. The card is the same in all three places, but it is scoped

to
what you are looking at:

Where you open it Chart titles

Platform Cluster Usage (CPUs) and Cluster Usage
(Memory)

Organization Organization Resource Allocation (CPUs) and
(Memory)
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Where you open it Chart titles
Project Project Resource Allocation (CPUs) and
(Memory)

So a project owner sees their project’s consumption, not the cluster’s. Only the platform view covers
the

whole deployment, which is the one to use for the capacity questionsin

Sizing.

Use the time range list above the charts to change the window. It defaults to Last 10 Days, and also
offers Last 7 Days, Last 7 Weeks, Last 30 Days, Last 90 Days, and Last Year.

Cluster Usage (CPUs)

@Europe @ US West @ Singapore @ US East

400

18 August 2026, 14:00

300
\
Singapore: CPU Usage: 203.6 CPUs | Allocated Memory: 779 GiB | Used Nodes: 14.44

e N RS N SN
e i L SR e = N

0

200

Allocated CPUs

B
Sl
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Cluster Usage (Memory)

@cEurope HUS West @ Singapore @ US East

1500

1000

500 | a)\ /—\vf‘\\_/fx [\R_//T /_
—~ A /—/ v, ﬂ

ug 1Aug ug ug ug 5Aug ug 7 Aug ug ug
10 A 11 A 12 A 13 A 14 A 15 A 16 A 17 A 18 Al 19 Al

Allocated Memory GB

Hovering a point reports the values at that moment for that region:

Value Meaning
CPU Usage Cores allocated to running workspaces
Allocated Memory Memory allocated to running workspaces
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Value Meaning

Used Nodes Cluster nodes in use, as an average across the
interval

Reading the shape

The shape of the curve is more informative than any single number.

Adaily rise and fallis what a healthy deployment looks like. Workspaces start as developers begin
work,

and pause when they go idle, so usage climbs through the working day and falls away overnight. Flat
stretches

across weekends and holidays are the same effect over a longer period.

A curve that does not fall is the one to investigate. If usage stays high overnight, workspaces are
running when nobody is using them, and you are paying for the nodes that host them. The usual
causes are:

« Idle detection is not configured, or the timeout is too long. See
Workspace idle detection.

« Bypass Schedule is enabled on more workspaces than intended. It is meant for unattended
jobs, and it
exempts a workspace from pausing entirely.

+ Long-running processes are keeping sessions active.

Comparingthe amplitude betweenregionsis a quick way to see this: aregion whose line barely moves,
while
the others cycle, is usually a configuration difference rather than a difference in how people work.

Arising baseline over weeks means the floor is climbing —workspaces that never stop, or growth in
the
number of workspaces. Either way it is the signal to plan capacity before it becomes urgent.

Workspace consumption

Below the charts, a sortable list shows total consumption per workspace in the project, so you can
attribute
a peak to the workspaces that caused it.

Each workspace is created against a specification that fixes its CPU, memory, and disk. What the list
shows is
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consumption against that specification, which is how you find workspaces sized far above what they
use.

Related information

+ Workspace resource usage
+ Workspace idle detection
« Container process metrics
« System requirements

Container process metrics

September 18, 2026

The section Container Process displays time metrics registered using the platform Command Line
Interface (CLI) strongcli available in developers workspaces.

Metrics are registered using the ‘time’option and become available in the Insight dashboard’s section
Container Process. This CLI is typically used in scripts

embedded in the project containers such that, at startup a selection of processes can be registered
for performance assessment. Once registered in a fleet of

workspaces, metrics are aggregated and eventually displayed in the Insights page.
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‘ Platform / Smart Organization / Core Team v nmand Menu  Ctd|| K o o

) Overview 2 Workspaces = Resources 4% People © Audit |~ Insights £x Settings

|~ Insights Container Processes
Resource Allocation Process metrics are used to measure execution time of workspace terminal processes.

You can create new process measurement label by running this command:

Container Processes
strongcli time MEASUREMENT_LABEL -- COMMAND_TO_RUN O copy

Backend Build Example

strongclill

+ Track a Container Process
+ Insights’Period
+ Container Process Insights

» Average
» Total

Track a Container Process

You can track the execution time of container processes in workspaces using the platform’s Command
Line Interface (CLI) strongcli.
Use the following command to do so:

> strongcli time LABEL -- COMMAND_TO_RUN

Where:

+ LABEL: This allows setting a label to identify the process in the Insight dashboard,
+ COMMAND_TO_RUN: The terminal command for which you would like to measure the execu-
tion time.
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This registers a new process for your workspace among the container processes and measures its

execution time.

Insights’Period

After selecting a container process, you can vary the span of the statistics from a 7-day execution av-
erage to a yearly average.

+ Click on the drop-down menu to the right of “Last 7 days™to change the evaluation period.
Container Processes

BUILD_ENTERPRISE

Average Execution Time Total Process Runs

02:58 w 62 /\/\_A

Based on selected period, the graph scale will be adapted accordingly.

Container Process Insights
Average

The “average execution time”graph in the container Process section of the Insight dashboard shows
the average amount of time it took for a command to be executed within a developer’s workspace, as
recorded by the platform’s Command Line Interface (CLI). The period of time displayed on the average
execution time graph can be adjusted, allowing you to view metrics for a specific date range.

Average Execution Time During Period

03:20
02:30

01:40

00:00
18 Mar 18 Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar
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Total

The “total execution time”graph in the container process section of the Insight dashboard shows the
total amount of time the command has been executed in a developer’s workspace. The period of
time displayed on the total execution time graph can be adjusted, allowing you to view metrics for a
specific date range.

Total Execution Time During Period

1:06:40
50:00
33:20
16:40

00:00
18 Mar 18 Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar

Security control catalogue

September 18, 2026

Introduction

This document provides an overview of the security controls available in Citrix SecurSpaces™. It sup-
ports security assessments, risk evaluations, and third-party due diligence reviews.

The controls described in this document reflect the SecurSpaces security architecture, operational
practices, and shared responsibility model as a customer-hosted solution. They are designed to align
with enterprise security requirements and industry best practices.

Additional documentation and supporting evidence can be provided on request to address specific
security, compliance, or audit requirements.

About these identifiers

Each control below has a stable identifier, such as SDS-NET-01. These identifiers are assigned by Citrix
SO
that a specific control can be cited in an assessment, a questionnaire response, or a support case.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 553


https://docs.citrix.com/en-us/securspaces/administer/insights/container-process-metrics.html#insights-period

Citrix SecurSpaces™

They are not a mapping to 1ISO 27001, SOC 2, NIST, or any other framework, and they do not imply

certification against one. For a mapping to a specific framework, or for supporting evidence, contact

Citrix

and specify what your review requires.

Identifiers are stable. A control that is withdrawn keeps its identifier, which is not reused.

Identity and access

ID

SDS-IAM-01

SDS-IAM-02

Control

Single sign-on and multi-factor

authentication

Identity and authentication

Implementation

SecurSpaces supports
enterprise single sign-on (SSO)
through standards-based
identity federation using SAML
2.0 or OpenlID Connect (OIDC).
Multi-factor authentication
(MFA) can be enforced by the
identity provider as part of the
authentication flow.
SecurSpaces also includes
native MFA capabilities.
SecurSpaces supports SAML 2.0
and OIDC for SSO and MFA
enforcement. SecurSpaces also
supports System for
Cross-domain Identity
Management (SCIM) for
automated user provisioning,
deprovisioning, and identity
lifecycle synchronization from
a central identity provider.
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ID

SDS-IAM-03

SDS-IAM-04

Cryptography and secrets

Control

Access management

Manage IT-level privileges

Implementation

SecurSpaces includes built-in
role-based access control
(RBAC). Administrators can
map application permissions to
local user accounts or to
directory groups synchronized
from the identity provider. For
more information, see
Role-based access control.
SecurSpaces separates
infrastructure-level
management from
application-level
administration. Because
SecurSpaces is containerized
and hosted on Kubernetes, the
customer’s infrastructure team
retains control over the
underlying cluster, nodes, and
container orchestration layer.
Application-specific IT
privileges, such as user
management and
configuration changes, are
restricted to the application
layer through granular RBAC.
These privileges do not require
direct access to the hosting
infrastructure.
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ID Control
SDS-CRY-01 Encrypt data in transit
SDS-CRY-02 Encrypt data at rest

Implementation

SecurSpaces encrypts data in
transit using secure protocols.
External web traffic uses HTTPS.
TLS is terminated at the ingress
controller, so the permitted TLS
versions and cipher suites are
set by the customer’s ingress
configuration. Secure terminal
sessions use SSH. Within the
Kubernetes cluster,
ingress-to-service and
service-to-service traffic is
encrypted with TLS. For the full
list, see Cryptography.
SecurSpacesisa
customer-hosted solution. The
customer is responsible for
provisioning and managing the
underlying database and
persistent storage volumes.
SecurSpaces is compatible with
industry-standard
encryption-at-rest
technologies, including
cloud-managed storage
encryption, such as AWS KMS
or Azure Key Vault, and
encrypted Kubernetes
Persistent Volumes (PVs).
SecurSpaces also applies
application-layer protection.
When the external Vault feature
is not enabled, developer
secrets are encrypted in the
database using AES-128-GCM.
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ID Control

SDS-CRY-03 Manage certificates and
certificate lifecycle

Implementation

SecurSpaces relies on standard
X.509 certificates for TLS
encryption. For external traffic,
SecurSpaces supports
automated certificate lifecycle
management tools, such as
cert-manager, Let’s Encrypt, or
internal PKI, to support
certificate renewal without
application downtime. For
internal cluster traffic,
SecurSpaces automatically
manages the certificates
required to maintain TLS
between the ingress controller
and backend services.
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ID Control
SDS-CRY-04 Secrets management
Network security

Implementation

SecurSpaces separates
application and infrastructure
secret handling. Application
and developer secrets are
managed at the application
layer. By default, these secrets
are encrypted before being
written to the database using
AES-128-GCM. SecurSpaces
also supports integration with
an external HashiCorp Vault
instance. Secrets are injected
securely into workspace
runtimes through environment
variables or volume-mounted
configuration files.
Infrastructure secrets, such as
platform bootstrap credentials
and database connections, use
standard Kubernetes Secrets.
Because SecurSpaces is
customer-hosted, customers
can add infrastructure-level
protections, such as cloud
provider KMS envelope
encryption foretcdora
Secrets Store CSI Driver to
inject infrastructure keys from
an enterprise vault.
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ID

SDS-NET-01

SDS-NET-02

Control

Restrict network port usage to
essential services

Network policies

Implementation

SecurSpaces operates with a
minimal network footprint and
exposes only the essential
ports required for primary
services: HTTPS on port 443,
and SSH on an external port
that you choose when you
configure the ingress controller,
commonly port 22.
SecurSpaces also supports
Kubernetes Network Policies,
allowing network security
teams to isolate pod-to-pod
communication within the
cluster and restrict traffic to
essential paths. For the full list,
see Ports and protocols.
SecurSpaces is containerized
and requires a Kubernetes
environment. It can be
deployed in anisolated virtual
private cloud (VPC) or subnet.
SecurSpaces includes
preconfigured Kubernetes
Network Policies to restrict
internal pod-to-pod
communication. Customers
can add or customize these
policies to match their cluster
security requirements.
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ID Control Implementation

SDS-NET-03 Protect exposed applications SecurSpaces is designed to run
behind the customer’s
preferred web application
firewalls (WAFs), reverse
proxies, and AP| gateways.
These controls can help filter
malicious web traffic and
protect against common web
application risks, including
OWASP Top 10 threats.

SDS-NET-04 Zero-trust data protection SecurSpaces applies zero-trust
principles across the
application and network layers.
At the application layer, every
API call and data request
requires explicit authentication
and authorization.
SecurSpaces verifies
cryptographic tokens before
granting data access. At the
network layer, traffic from the
ingress controller to backend
services is encrypted with TLS.
Within the cluster, SecurSpaces
supports Kubernetes Network
Policies to isolate and restrict
pod-to-pod communication so
that only explicitly authorized
microservices can exchange
network traffic.

Platform and container hardening
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ID

SDS-HRD-01

SDS-HRD-02

Control

Hardening baseline

Container security

Implementation

SecurSpaces uses a hardened
container baseline. Core
SecurSpaces service container
images are built on the
Debian-based Distroless image
gcr.io/distroless/
static-debianl2, which
remove unnecessary packages,
shells, and system utilities to
minimize the exploitable attack
surface. A dedicated
Ubuntu-based image is used
only where specific
SecurSpaces workspace
features require standard OS
utilities.

Core backend services use
minimal Debian Distroless
images to reduce the attack
surface. Where specific
workspace features require
standard OS utilities,
SecurSpaces uses dedicated
Ubuntu images. Because
SecurSpaces is
customer-hosted, customers
are responsible for
implementing and operating
runtime container scanning to
validate images against
corporate baselines.
SecurSpaces is compatible with
these scanning controls.
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ID Control

SDS-HRD-03 Image build isolation

Data loss prevention

Implementation

Images built on the platform
with Create Image From
Existing run in a Kubernetes
Job using rootless BuildKit
inside a user namespace. The
build container is not privileged
and runs as a non-root user, all
Linux capabilities are dropped,
and the user-supplied build
process itself holds none. CPU
and memory ceilings bound
the build so a runaway script
cannot exhaust the node, a
wall-clock deadline stops a
hung build, and the Job is
never retried. The feature is
inactive until a platform
administrator configures a
destination registry.
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ID Control

SDS-DLP-01 Data loss prevention

Logging and monitoring

Implementation

SecurSpaces provides native
controls that support a data
loss prevention (DLP) strategy.
Clipboard security can be
enforced to prevent users from
pasting content from the IDE or
secure browser into external
applications. Workspace app
security can require workspace
applications to openonlyina
secure browser, helping reduce
data exfiltration risk when
developers share internal apps.
Outbound network policies can
restrict workspace traffic to
approved repositories and
domains. Audit events provide
visibility into monitored or
blocked activity. Where remote
development over SSH is
enabled, DLP effectiveness
might be reduced and should
be governed by customer
policy. See Layered controls
with the Citrix platform.
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ID

SDS-LOG-01

Control

Apply logging policy

Implementation

SecurSpaces provides
structured platform logging
and real-time audit events.
Platform logs capture
application and service
behavior to support
operational troubleshooting,
platform monitoring, and
security investigations. The
audit capability records
security-relevant events,
including authentication and
session activity, user and
workspace authorization
actions, and data security
events such as clipboard,
upload, download, and
monitored outbound network
activity. These events are
available on the SecurSpaces
Audit page, where security
teams can filter them by event
type, severity, workspace, user,
and date and time. This
provides an operational audit
trail for investigation and
review. Platform audit events
can also be exported in
standard formats for
downstream monitoring and
SIEM integration.
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ID

SDS-LOG-02

SDS-LOG-03

Operations and resilience

ID

SDS-0OPS-01

Control

Send logs to a Security
Information and Event
Management system

Establish detection use cases
with the CSIRT

Control

Vulnerability management

Implementation

SecurSpaces supports Security
Information and Event
Management (SIEM) integration
by writing security logs in
Common Event Format (CEF) to
the underlying host nodes.
These logs can be collected and
streamed to the corporate SIEM
by configuring a standard log
forwarder, such as Filebeat or
Fluent Bit, to monitor the
configured directory. For more
information, see SIEM
integration.

The SIEM integration supports
filtering logs by severity
threshold and event type. This
allows the Cyber Security
Incident Response Team
(CSIRT) to create alerts for
critical events, such as privilege
changes or unauthorized
access attempts. For more
information, see Event
categories and attributes.

Implementation

Citrix continuously scans
SecurSpaces source code and
software dependencies for
vulnerabilities. Security
patches and minor updates are
released periodically.
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ID Control

SDS-0OPS-02 Patch management

SDS-OPS-03 Apply backup policy

SDS-OPS-04 Segregate production and

non-production environments

Governance and assurance

Implementation

SecurSpaces deployments use
standard container tags and
package management
mechanisms. Updates can be
rolled out with minimal
disruption, using approaches
such as rolling updates or
blue-green deployments,
depending on the customer’s
infrastructure configuration.
SecurSpaces separates
stateless application logic from
stateful data stores. Customers
can apply standard
snapshotting, database backup
scripts, and backup retention
policies to the underlying
storage volumes.

The SecurSpaces deployment
model supports isolated
instances. Customers can
deploy separate clusters or
servers for development,
staging, and production
environments using separate
environment configurations.
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ID Control Implementation
SDS-GOV-01 Governance and change SecurSpaces supports standard
management DevOps and GitOps

deployment pipelines.
Application configuration
changes can be tracked
through version control and
infrastructure as code (laC).
Upgrades and configuration
changes are documented in the
release notes. For more
information, see What’s new in

SecurSpaces.
SDS-GOV-02 Provide architecture SecurSpaces architecture
documentation documentation is available in

the product documentation. A
data flow diagram can also be
provided as an annex when
required. For more information,
see Architecture.

SDS-GOV-03 Application inventory Citrix can provide an
application and component
inventory for the SecurSpaces
platform on request.
Customers should specify the
required level of detail for their
assessment.

SDS-GOV-04 Infrastructure and access SecurSpaces is
customer-hosted. Physical,
operating system, and
infrastructure-level access are
controlled and managed by the
customer. SecurSpaces does
not require external inbound
vendor connectivity to
function.
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ID Control

SDS-GOV-05 Security stack on the
SecurSpaces platform

SDS-GOV-06 Third-party due diligence
SDS-GOV-07 Security annex
SDS-GOV-08 Non-disclosure agreement

Related information

« Security data flows
« Trust boundaries
« Ports and protocols

Implementation

SecurSpaces deployment
configurations, such as Helm
charts or Kubernetes manifests,
and delivered container images
are compatible with validation
through the customer security
stack. Although proprietary
source code is not provided,
SecurSpaces supports
automated
infrastructure-as-code linting,
configuration compliance
checks, and container image
vulnerability scanning,
including software composition
analysis (SCA), before
deployment.

Citrix can provide standard
third-party assurance
documentation on request.
Customers should specify the
artifacts required for their
review.

A data flow diagram can be
provided as part of the security
annex when required for
assessment or audit purposes.
Non-disclosure agreements are
covered as part of the global
contractual framework with
Citrix.
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» Cryptography
» Network policies

Trust boundaries

September 18, 2026

Where a Citrix SecurSpaces™ deployment separates one level of trust from another, what enforces

each

separation, and which side of it you own. This page supports network security review and architecture

assessment.

It describes the boundaries the platform implements. It is not a threat model: it does not enumerate

adversaries, abuse cases, or risk ratings.

Summary

Boundary

Your network to the cluster

Ingress to SecurSpaces services

SecurSpaces services to the

database
Workspace to workspace

Workspace to the internet

Platform to the Kubernetes API

Cluster to the nodes and the
host

Important:

Enforced by

Ingress controller, TLS
termination
Kubernetes NetworkPolicy, TLS

Kubernetes NetworkPolicy

Kubernetes NetworkPolicy

A Kubernetes NetworkPolicy
confines the workspace to the
proxy service, which then
enforces the SecurSpaces
network policy attached to it
Kubernetes RBAC

Your cluster configuration

Owner
You

SecurSpaces

SecurSpaces

SecurSpaces

SecurSpaces, configured by
you

SecurSpaces

You

Every in-cluster boundary on this page is a Kubernetes NetworkPolicy, so it holds only if your

cluster runs
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anetwork plugin thatimplements the networking.k8s.i0/v1 NetworkPolicy APL. If it does
not, these

policies are accepted by the API server and silently do nothing. See

Requirements.

The perimeter

Traffic reaches the deployment through the ingress controller. TLS terminates there, so the permitted
TLS

versions and cipher suites are part of your ingress configuration rather than something SecurSpaces
sets.

The load balancer in front of the ingress controller operates at Layer 4 and does not terminate TLS.

For the ports that must be reachable, see
Ports and protocols.

Inside the cluster

SecurSpaces labels its pods by type and ships NetworkPolicies that act on those labels.

Pod type Label

Platform services strong.network/type: service
Database strong.network/type: database
Workspaces and secure browsers strong.network/type: workspace,

strong.network/type: browser

Workspaces with a network policy attached strong.network/hardened:
no_egress

Important:

Do not rename these labels. The NetworkPolicies select on them, and a renamed label produces
a policy that
matches nothing, with no error.

Service pods accept traffic from anywhere

The NetworkPolicy for service pods accepts ingress from any source. This is deliberate —they are
the entry
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point for the deployment —but it means the perimeter around the platform services is your ingress
configuration, not a NetworkPolicy.

The database policy

SecurSpaces ships a NetworkPolicy that restricts ingress to pods labeled database, accepting con-
nections
only from pods labeled serv-ice.

Important:

A NetworkPolicy only covers pods that carry the label it selects on. Whether your database pods
carry it

depends on how the database is deployed, and a database running outside the cluster is not
covered at all.

Confirm the label is present on your database pods before treating this policy as the control that
isolates

them, and apply your own network controls where it is not.

Workspaces accept traffic only from the workspace API

Pods labeled workspace or browser accept ingress only from the workspace API pod.

This is what isolates workspaces from each other. One workspace cannot open a connection to an-
other, and this
holds whether or not a network policy is attached, because it is enforced on the receiving side.

Workspace egress depends on the attached policy

Two different mechanisms share the name network policy, and both are involved here.

A workspace carries the label strong.network/hardened: no_egress only while a Secur-
Spaces network

policy is attached to it. A Kubernetes NetworkPolicy selects pods with that label and permits them
to

send traffic only to service pods, which leaves the SecurSpaces proxy service as the workspace’s
only

route out. The proxy service then allows or refuses each destination according to the SecurSpaces
network

policy.
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So the Kubernetes NetworkPolicy decides that a workspace may talk only to the proxy service. The
SecurSpaces
network policy decides where the proxy service will carry it.

Important:

A workspace with no network policy attached is not labeled as hardened, so this NetworkPolicy
does not apply

to it and its outbound traffic is not restricted by the platform. Egress restriction is something you
turn

on by attaching a policy. See

Network policies.

Platform access to the Kubernetes API

The workspace APl manages workspace lifecycle through the Kubernetes API, using a service account
scoped to
the release namespace.

Scope Access

Namespace Pods, services, secrets, persistent volume claims,
config maps, service accounts, events, jobs,
deployments and stateful sets, pod logs, and a
named lease

Cluster-wide Storage classes and persistent volumes,
read-only. Nodes and node metrics, read-only.

Write access to persistent volumes is not granted by default. It is enabled only when you turn on the
allowPersistentVolumeAccess setting, which the Attach Existing mount point workflow re-
quires.

Host-level changes on workspace nodes

SecurSpaces runs a DaemonSet on nodes that are not labeled as service nodes. Its init container runs
as root

with privileged: true,inthe host network, PID, and IPC namespaces, and mounts /sys from
the host.

It sets these kernel parameters on those nodes:
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Parameter Value Purpose
kernel. 1 Allows unprivileged user
unprivileged_userns_clone namespaces, which rootless

containers in workspaces

require
user. 49152 Raises the user namespace
max_user_namespaces limit for the same reason
fs.inotify. 1524288 Raises the file watch limit that
max_user_watches the IDE needs on large
repositories
kernel.yama. 0 Allows a debugger to attach to
ptrace_scope arunning process. Developers

need this to debug compiled
binaries, such as C and C++,
inside a workspace. This
relaxes the default restriction
on most distributions.
fs.suid_dumpable 0 Prevents core dumps from
setuid programs
kernel.core_pattern /dev/null Discards core dumps rather
than writing them to disk

These are node-level settings and apply to everything scheduled on those nodes. If you run other
workloads on
the same nodes, take this into account when you plan node pools.

Working from a local IDE

A developer can work in the Cloud IDE in a browser, or connect a local IDE over SSH. The second is a
supported access channel rather than a workaround, but it is not equivalent: a local IDE is software
running

on the endpoint, so it widens the boundary slightly. This section is what a security reviewer needs to
judge by how much.

The development environment itself does not move. Code, execution, and credentials stay in the
workspace
whichever channel is used; what changes is where the editor renders.
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Where each artifact resides

Artifact

Source code

Repository credentials

SSH key that opens the tunnel

Personal SSH identity, used for
any SSH service

SSH services attached as
project resources
Build artifacts

Language package caches,
such as npm and pip
Al model context

IDE extension data

Note:

Resides

Workspace filesystem

Brokered by the SecurSpaces
proxy service

The developer’s endpoint

Held by the platform and
presented by the SecurSpaces
proxy service when the

connection is made
Held by the platform, injected

the same way
Workspace filesystem

Workspace filesystem

Inside the workspace and the
policy boundary, attributed per
user, project, and workspace
Split. Extensions that render Ul
run on the endpoint;
extensions that execute code
run in the workspace

On the endpoint?

No. The local IDE edits it
remotely and does not write it

to local disk

No. Never exposed to the
endpoint, and not readable
from inside the workspace
either

Yes, necessarily. This is the
key that authenticates the
developer to the workspace

No. Not written into the
workspace, so a process there
cannot copy it

No

No, unless a developer
deliberately copies them out,
which egress and transfer
controls govern

No

No

Partly. The Ul extension host is

the one part of the IDE that is
genuinely local

The two SSH key roles are easy to conflate and the distinction matters. The key that opens the

tunnelis

the developer’s own and lives on their machine, like any SSH client key. The key the workspace
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presents

when it connects out —its personal SSHidentity, or an SSH service attached as a project resource
is

held by the platform and reaches neither the endpoint nor the workspace runtime. See

How SSH connections are handled.

What the endpoint can still see

Because the IDE renders locally, a compromised endpoint could still capture keystrokes, screen con-
tent, or

clipboard data, and the extension host runs local code. Clipboard controls still apply, but they are
enforced against the session rather than against the operating system.

This is inherent to any SSH-based remote development model rather than specific to SecurSpaces,
anditisa

smaller surface than a laptop or a VDI session with a local Linux subsystem, where source code, cre-
dentials,

and package caches are all genuinely local. It is still larger than the Cloud IDE, which is why remote
development over SSH is a setting an administrator turns on deliberately. See

Workspace policy.

What you own

SecurSpaces is customer-hosted, so the following are outside the boundary the platform controls:

« Theingress controller and its TLS configuration.

+ A network plugin that enforces NetworkPolicy. Without one, the in-cluster boundaries above
do not hold.

« Cluster and node hardening, and which workloads share a node pool with workspaces.

« Encryption at rest for the database, persistent volumes, and etcd.

+ Runtime container scanning and image admission control.

« Network reachability between the cluster and any external dependency, such as the database,
registries,
repository providers, and your SIEM.

Related information

» How the SecurSpaces proxy service works
« Security data flows
« Security control catalogue
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« Ports and protocols
+ Cryptography

» Network policies

« Requirements

How the SecurSpaces proxy service works

August 25,2026

Most of the security claims in this documentation resolve to one component. Credentials do not reach
the

developer’s machine because the SecurSpaces proxy service holds them. Egress is restricted because
the proxy

service filters it. Al spend is attributable because the proxy service labels it. Repository access is
auditable because the proxy service seesiit.

This page explains what that component does. There is nothing to configure on it —the proxy service
isnot

optional and has no settings of its own. What you configure is network policy, project resources, and
Al

routing, each documented separately.

Why everything passes through it

A Citrix SecurSpaces™ workspace has no direct route to anything. It cannot reach the internet, your
repositories, or your internal systems on its own; every connection it opens terminates in the proxy
service

first.

That single property is what makes the other controls enforceable rather than advisory. A policy a
workspace

could bypass would be a recommendation. Because there is no path around the proxy service, a de-
veloper with

full control of their own workspace —including root in a container they built —still cannot reach a
destination policy forbids, and still cannot read the credentials their tools are using.

What passes through it
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Traffic What the proxy service does

HTTP and HTTPS Applies network policy, brokers credentials for
repositories and services, and records the
request

Git over HTTP, including Git LFS Routes repository traffic so that access uses
platform-held credentials and follows policy

DNS Resolves names for the workspace, including the
internal names used to reach workspace
applications

TCP and UDP Carries traffic for services that are not HTTP

SSH Carries outbound SSH, when an administrator

has enabled it and a method is configured for
the target host

Credentials are held, not handed over

When a workspace reaches a repository or an external service, it does not present a credential, be-
causeit

does not have one. It addresses the destination by an identifier the platform assigns, and the proxy
service

resolves that to the real endpoint and attaches the credential on the way through.

The practical consequences are worth stating plainly:

+ Nothing long-lived is written to the developer’s machine, whichever IDE or connection method
they use.

+ Nothing readable is written inside the workspace either, so a compromised workspace does not
yield a
usable credential.

+ Revokingaccess at the platform takes effect on the next request, without touching any endpoint
or
workspace.

Policy is applied here

Network policies attached at platform, organization, and project level are combined, and the result is
applied to every connection. A destination that no policy allows is refused.
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Policies are evaluated against both the address and the domain, which is why an allow list works even
when a

destination resolves to a changing set of addresses. For how policies are written and assigned, see
Network policies.

How HTTPS connections are handled

An HTTPS connection out of a workspace is two connections. The proxy service terminates the one
from the

workspace, reads the request, decides what to do with it, then opens its own connection to the desti-
nation

and forwards the request there.

This is what makes the rest of the platform’s controls possible on encrypted traffic:

The proxy service can Because it reads the request

Apply policy to a domain rather than only an IP The destination is in the request, not only in the

address TLS handshake

Attach a repository or service credential The credential is added to a request the
workspace never sees

Attribute Al usage to a user, project, and Identifying headers are added before the request

workspace is forwarded

Route provider traffic to an Al gateway The destination is matched against the

configured endpoints

None of that is possible while the connection is opaque to the platform.

What the workspace trusts

Because the proxy service presents its own certificate to the workspace, the workspace has to trust
the

certificate authority that issued it. SecurSpaces adds its service CA certificate to the workspace’s trust
stores at start, which is why HTTPS tools inside a workspace work without per-tool configuration.

A consequence worth knowing: a tool that pins a certificate, or that uses its own trust store rather than
the system one, may reject the connection. Some language runtimes and package managers do this.
See

Container image requirements.
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Where decryption happens

Decryption happens inside the deployment you host, on the proxy service pods, and the request is
re-encrypted

before it leaves for the destination. Traffic is not sent to Citrix, and it is not decrypted anywhere out-
side

your cluster. In SecurSpaces Flex the same is true of the Citrix-managed environment your organiza-
tionis

allocated.

Note:

Inspect also names a specific network policy behavior, which reports on TCP content and is ap-
plied

through the built-in Inspect Traffic policy. That is a separate, optional setting. The handling
described here applies to HTTPS whenever a SecurSpaces network policy is attached, whichever
behavior the

policy uses. See Network policies.

How SSH connections are handled

SSH is handled the same way structurally —an SSH connection out of a workspace is also two connec-
tions

rather than one tunnel—with one important difference. The proxy service does not read the contents
ofan

SSH session. It terminates the transport, decides whether the connection is allowed, and presents
the right

credential, but what passes through afterwards is not examined.

A workspace opens an SSH connection to the proxy service rather than to the destination. The proxy
service

authenticates the workspace, applies the SecurSpaces network policy to the destination, then opens
a

separate connection onward and authenticates to the destination itself.

The credential it presentsis the developer’s personal SSH identity, which the platform holds. Itis read
from the secret manager at the moment the connection is made and used to sign the handshake; it is
not

written into the workspace, so a process inside the workspace cannot copy it.

Note:

Inbound SSH —a developer connecting from a local IDE into their workspace —is terminated by
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the

workspace service rather than the proxy service. That connection is authenticated against the
developer’s

registered public key, and the session is recorded. The proxy service governs traffic leaving a
workspace.

What this means for an assessment:

« A workspace cannot open an SSH connection to a destination the SecurSpaces network policy
does not allow.

+ The private key used toward external systems is never in the workspace.

+ Session contents are not decrypted or logged. Commands typed in an SSH session are not
recorded by the
proxy service, so SSH does not provide the request-level visibility that HTTPS does.

What it does not do

« It is not your organization’s own outbound proxy. If your organization requires outbound
traffic to pass through
an existing proxy of your own, that is configured separately and sits downstream. See
External proxy configuration.

« It is not a web application firewall. It governs where a workspace may connect and what
identity is
used, not the content of application payloads.

« It does not inspect SSH session contents. See How SSH connections are handled.

« It does not govern Model Context Protocol traffic. See
Al Gateway.

Related information

+ Trust boundaries

» Security data flows

» Network policies

+ Configure Al Gateway routing
« Ports and protocols

» External proxy configuration
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Layered controls with the Citrix platform

August 21, 2026

SecurSpaces enforces its own controls on the development environment. It also runs inside the wider
Citrix

platform, so the access layer in front of a workspace can carry controls of its own.

This page separates the two, so you can see which control comes from where when you are assessing
coverage or

closing a specific gap.

What SecurSpaces enforces

These are properties of the platform itself and apply however a developer reaches a workspace.

Control What it enforces

Source code isolation Code stays in the workspace and is never cloned
to the endpoint

Credential brokering Repository and service credentials are held by
the platform and injected at runtime, rather than
stored on the developer’s machine

Clipboard control Copying out of the IDE or the secure browser can
be blocked

Workspace app confinement An application published from a workspace can
be required to open only in a secure browser

Network egress policy Outbound traffic is restricted to approved
repositories and domains, enforced at the proxy

Audit Every action is recorded and can be exported to
a SIEM

See the control catalogue for the full set
with identifiers.

What the access layer adds

SecurSpaces integrates with the Citrix components you may already run, rather than introducing a
second
access stack. Each governs the path to the workspace, not the workspace itself.
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Component What it governs

Citrix DaaS Delivery of desktops and published applications,
including reaching a workspace from a VDA

Secure Private Access Zero-trust access to private applications,
including device posture and conditional access
before a session starts

Chrome Enterprise Premium Browser-level controls on the session itself, such
as restrictions on printing, screenshots, and file
transfer

Citrix Workspace Assingle entry point to all of the above

For what each of these enforces and how to configure it, see that product’s own documentation. This

page
describes only how they relate to SecurSpaces.

Where the layers matter most

Two cases where an access-layer control closes something SecurSpaces cannot close on its own.

Remote development over SSH. When a developer connects a local IDE over SSH, the workspace
controls still

apply to the environment, but the session terminates on a machine SecurSpaces does not govern.
Clipboard and

file-transfer restrictions that depend on the browser do not apply. Where that matters, either restrict
SSH

access by role, or govern the endpoint through the access layer. This limitation is stated in the control
catalogue as SDS-DLP-01.

Unmanaged and contractor devices. SecurSpaces keeps source code off the device, which is the
larger part

of the risk. Controls on what the user can do with the rendered session —screenshot, print, copy to a
local

application —belong to the browser or the access layer rather than to the workspace.

Licensing

SecurSpacesisincluded in the Citrix Platform License, with no new SKU and no user limit. Entitlement
for
the other components above depends on your agreement —confirm what your organization holds
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with your Citrix
account team before you plan a design around them.

Related information

« Security control catalogue
« Trust boundaries
 Security data flows

» Network policies

« Work from a VDA

Security data flows

September 18, 2026

Introduction

This document provides a security-focused overview of the Citrix SecurSpaces™ architecture and the
main data flows between core

components and external dependencies. It explains how user access, traffic

handling, identity federation, workspace isolation, secrets management, and

external integrations help protect sensitive development activity and maintain a

secure operating model.
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Data flow summary
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Flow # Component
1. Developer endpoint

Security data flow

The developer endpoint
represents the user’s device,
such as a physical computer,
thin client, or virtual desktop
infrastructure (VDI) session.
Users access SecurSpaces
through a local IDE over SSH or
through a web browser over
HTTPS. Development activity
runs remotely, helping prevent
sensitive source code from
being stored on the local
endpoint.
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Flow #

Component

Network load balancer

Ingress controller or Gateway
API

Security data flow

The network load balancer
provides Layer 4 connectivity
between the public or
enterprise network and the
private SecurSpaces
environment. It does not
terminate TLS. Instead, it
forwards raw TCP sessions and
preserves end-to-end
encryption until traffic reaches
the ingress controller.

The Kubernetes ingress
controller or Gateway API
provides Layer 7 traffic routing
for SecurSpaces services and
acts as the TLS termination
point for HTTPS traffic. By
terminating TLS at this layer, it
can inspect request metadata
and apply routing rules that
direct traffic to the appropriate
internal SecurSpaces services.
Downstream communication
between the ingress layer and
SecurSpaces internal services
is encrypted with TLS. The
permitted TLS versions and
cipher suites for external traffic
are set by the customer’s
ingress configuration.
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Flow # Component
4, Identity and access
management

Security data flow

SecurSpaces can integrate with
an enterprise identity provider
(IdP) to support federated
authentication through
corporate single sign-on (SSO)
using standards such as
OpenlD Connect (OIDC) or
SAML. When this integration is
used, user credentials remain
managed by the customer’s
identity system instead of
being stored in SecurSpaces.
SecurSpaces can also operate
as the identity provider and
manage user credentials
directly.
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Flow # Component

5. SecurSpaces control plane

6. SecurSpaces workspaces and
storage

Security data flow

The SecurSpaces control plane
contains the core application
logic and acts as the primary
security and management hub.
It performs SSH and TLS
termination for traffic routing
and proxying, which enables
traffic inspection and detailed
auditing of user sessions. It
also provides the web
administration Ul and the
SecurSpaces Core API, which
hosts the platform’s primary
business logic. For workspace
management, the control
plane sends orchestration
requests to the Kubernetes
control plane to manage the
workspace lifecycle, including
provisioning, scaling, and
decommissioning. Workspace
management operations follow
a Kubernetes role-based access
control (RBAC) model based on
least privilege.

Workspaces are ephemeral,
containerized environments
isolated within the private
network. Persistent data is
stored on encrypted volumes
so that source code and build
caches remain secure and
isolated if a workspace is
restarted or destroyed.
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Flow #

Component

SecurSpaces proxy service

External dependencies

Security data flow

The SecurSpaces proxy service
functions as a dedicated
workspace egress firewall to
help prevent data exfiltration.
For what it does and why every
connection passes through it,
see How the SecurSpaces proxy
service works. Outbound traffic
from workspaces is routed
through this component for
URL filtering. This helps ensure
that workspaces communicate
only with approved external
domains and helps prevent
unauthorized data transfers to

the internet.
SecurSpaces relies on external

components to manage
application data, container
images, code access, and
security telemetry.
Connectivity between
SecurSpaces and these
dependencies is managed by
the customer using private
network integration
mechanisms such as private
routing, VPN, network peering,
or private endpoints. These
controls help keep traffic
within a secure and controlled
network boundary.
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Flow # Component Security data flow

9. Kubernetes Secrets SecurSpaces uses native
Kubernetes Secrets to manage
certificates, access keys,
encryption keys, database
credentials, and JSON Web
Token (JWT) private keys. By
default, these secrets are
stored in etcd, which must be
protected with encryption at
rest. For environments with
higher security requirements,
SecurSpaces can integrate with
advanced Kubernetes
mechanisms such as the
Secrets Store CSI Driver or
External Secrets Operators.

External dependency data flows

Dependency Security data flow

MongoDB database Stores application state. SecurSpaces uses
AES-128-GCM to protect sensitive data at the
application layer, including developer personal
secrets.

Code repositories Git repository integrations are routed through
the SecurSpaces proxy service, enabling SSO
and enforcing SecurSpaces security policies for
Git repository access and management.
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Dependency

Container registry

SIEM

Kubernetes Secrets data flows

Secret type

Certificates

Access keys

Encryption keys

Database credentials

JWT private keys

Ports and cryptography

Security data flow

Hosts the container images used by SecurSpaces
workspaces. Images can be stored across one or
more registries, depending on the customer
environment. A container registry also provides
images for core SecurSpaces components, such
as the SecurSpaces control plane and
SecurSpaces proxy service. These core
component image flows are typically omitted
from high-level data-flow diagrams because they
are not configurable in SecurSpaces.

Receives audit logs and security events from
SecurSpaces for centralized monitoring,
compliance, and alerting. Examples include
SIEM platforms such as Splunk.

Use

TLS keys for the SecurSpaces control plane and
internal components.
SSH private keys for workspace authentication.

Personal SSH identities use Ed25519.
AES-128 keys used with AES-GCM for

application-level data protection.
Passwords and connection credentials for
MongoDB.

Keys used for secure token signing.

For the externally exposed ports and the algorithms used for each purpose, see

Ports and protocols and

Cryptography. For where the deployment separates

one level of trust from another, see
Trust boundaries.
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Security considerations

SecurSpaces uses a layered security model across the endpoint, network, application,
workspace, and infrastructure layers. The customer remains responsible for the
security of the hosting environment, including network boundaries, encryption at
rest for infrastructure services, Kubernetes cluster hardening, and protection

of etcd.

Where the deployment requires stronger secrets protection, customers can use
Kubernetes-native integrations such as the Secrets Store CSI Driver or External
Secrets Operators to connect SecurSpaces with an enterprise secrets management platform.

Create a network policy

September 18,2026

You create and edit policies from a Workspace settings > Network policy page at the scope you man-
age:
platform, organization, or project.

You need the Security permission set to Manage. See
Who can manage network policies.

Create the policy

1. Go to Workspace settings > Network policy for your scope.

2. Select Create policy.
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Network Policy

Define Network Policy

Use the options below to define a network policy to assign to workspaces.

Policy Name

Description

Restrict Traffic to Selected Resources

+ AddDomain | | + AddIP Address |

Cancel

3. EnteraPolicy name and a Description. Both are required. Use a description that explains what
the
policy allows or blocks, so other administrators understand its intent.

4. Choose how to configure the rest of the policy:

+ Leave the Expert mode toggle off to use the guided form. See Basic mode.
« Turn the Expert mode toggle on to edit the policy as YAML. See Expert mode.

5. (Optional) Select Test policy to validate the policy before you save it. See
Test a policy.

6. Save the policy.

The basic form and the expert YAML editor describe the same policy. You can switch between them
with the
Expert mode toggle while you work.

Basic mode

Basic mode gives you a guided form for the most common settings.
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1. Set Restrict traffic to selected resources:

« Off —The policy monitors traffic. Everything is allowed and logged.

« On —The policy blocks all outbound traffic except attached resources and the resources
on your
allow list.

2. If you turned restriction on, build the allow list:

+ Select Add domain to allow a domain. Optionally turn on Include subdomains to also
allow every
subdomain of that domain.

+ Select Add IP address to allow a single IPv4 address or a CIDR range, for example
10.0.0.0/24.

3. If your platform uses an external proxy, a custom endpoints via proxy section appears. Use it
to list
the domains and IP addresses that the workspace can reach through the proxy. This section is
hidden when
no external proxy is configured.

4. Save the policy.

Expert mode

Expert mode replaces the form with a YAML editor, giving you control over every field. Turn on the
Expert
mode toggle to use it.

For every field, its type, and its validation rules, see
Network policy fields.

name: Backend services policy
description: Restrict workspaces to internal package mirrors and the
corporate API.
restrictedTraffic: true
whitelistedDomains:
- domain: pypi.internal.example.com
includeSubdomains: false
- domain: example.com
includeSubdomains: true
whitelistedIps:
- 10.0.0.0/24
- 192.168.1.50
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Build the allow list

When a policy restricts traffic, the workspace can reach only:

« Attached resources —Any resource attached to the workspace, such as repositories, SSH ser-
vices, and
HTTP services, is always reachable. Attached resources keep working without extra configura-
tion.

« Allowed domains —Every domain on the allow list.

+ Allowed IP addresses —Every IPv4 address or CIDR range on the allow list.

How domains are matched

+ Adomain entry with Include subdomains turned off matches only that exact domain.

+ Adomain entry with Include subdomains turned on matches the domain itself and any subdo-
main. For
example, example.com with subdomains enabled allows example.comand *x.example
.com,such as
api.example.com.

How IP addresses are matched

Enter a single IPv4 address, for example 192.168.1.50, or a CIDR range, for example
10.0.0.0/24.The
policy editor validates the format before you can save. IPv6 addresses are not accepted.

Related information

» Network policies
« Assign and enforce a policy
» Network policy fields

Assign and enforce a network policy

September 18, 2026

Creating a policy does not change any workspace on its own. You assign it to a scope, and optionally
enforce
it down the hierarchy.
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You need the Security permission set to Manage. See
Who can manage network policies.

Assign a policy to a scope

1. Go to Workspace settings > Network policy for the scope you manage.

2. Select the policy you want to apply from the list of available policies.

3. To lock the policy in for this scope and everything nested beneath it, turn on Enforce network
policy.
When enforcement is on:

« The policy applies to all current and future workspaces in the scope.
» Nested scopes, and their workspaces, inherit the policy and cannot replace it.

4. Save your changes.

If you do not enforce the policy, lower scopes and individual workspaces can still choose a different

policy.
Enforcement is what guarantees consistent behavior across an organization or project.

Select a policy for a workspace

A project owner or security officer can set the network policy for an individual workspace when creat-
ing or

editing the workspace. If a parent scope enforces a policy, that policy is inherited and the selection is
locked.

1. Inthe workspace creation or edit flow, open Security settings.

2. Under Network security, choose a policy. By default a workspace starts with No policy se-
lected.

3. Select View summary to review exactly what the policy allows or blocks before you apply it.

4. Save the workspace.

Note:

This requires the Security permission set to Manage. Developers cannot change a workspace’s
policy.

When a developer creates a personal workspace, its policies are applied automatically from the
project and

platform settings: required policies are enforced, and other configured policies are applied.
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Test a policy

Before you rely on a policy, test it to confirm it allows what you expect and blocks what you do not.

Open the policy in Workspace settings > Network policy.
Select Test policy.
In the test dialog, provide the destinations you want to check.

> wnh

Review the result to confirm whether each destination is allowed or blocked under the policy.

Testing is especially useful for restrict and inspect policies, where an incomplete allow list can break
tooling inside the workspace.

Review the network policy overview

To audit your configuration across the whole deployment, go to Platform settings > Security set-
tings >
Network policy overview.

The overview shows, for the platform and each organization:

« The applied policy at that scope.
« The status, either Enforced or Not enforced.

Select Download report to export the overview for record-keeping or review.

Related information

» Network policies
 Create a network policy
« Monitor and troubleshoot

Monitor and troubleshoot network policies

September 18, 2026

Every network policy behavior feeds the Audit dashboard, which is your primary tool for understand-
ing and
fixing policy effects.

+ Monitored traffic generates log events for all outgoing connections.
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+ Restricted traffic logs every blocked request, so you can see exactly which destination was
denied.

« Inspected traffic reports inspected TCP content and dropped UDP traffic.

Find the traffic logs

Network events appear in the Audit dashboard for the project, in the Live system event log.

1. Open Audit for the project. You need the Security permission set to Access or Manage.

2. Find the network events, for example DNS requests showing the domain a workspace tried to
reach.

3. SelectFilterto narrow the log by event type, severity, workspace, user, or date, or use the search
bar to find a specific destination.

4. Expand a row to see the event’s full details, including the description of what triggered it.

Use a monitor policy to build an allow list

A monitor-only policy is the recommended way to discover what a workspace needs before you lock
it down.

1. Apply the Monitor Traffic (default) policy, or any policy with restriction turned off, to the
workspace.

2. Use the workspace normally so its tools generate their usual network calls.

3. In the audit log, review the network events to see which domains and IP addresses the work-
space actually

reached.
4. Create arestrict policy and add those destinations to the allow list. See
Build the allow list.

5. Switch the workspace to the restrict policy. Any destination you missed now appears as a
blocked request

in the same audit log, so you can refine the allow list and repeat.
Tip:

Attached resources, such as repositories, SSH services, and HTTP services, are always reachable
under a

restrict policy. You do not need to add them to the allow list.
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Common issues
An application cannot reach a service it needs

The destination is probably missing from the allow list. Check the Audit dashboard for the blocked
request,

then add the domain or IP address to the policy. If the service uses subdomains, turn on Include
subdomains.

A tool that uses UDP stops working after a policy is applied

Any attached network policy —monitor, restrict, or inspect —drops non-DNS UDP traffic by design.
DNS still

works, but other UDP-based protocols do not. If a workload depends on UDP, it cannot run in a work-
space that

has a network policy attached.

See
What happens when a policy is attached.

A workspace ignores the policy you selected

A parent scope is probably enforcing a different policy, or the policy was applied automatically from
project

settings. Check the network policy overview to see which scope enforces the inherited policy. Only
security

officers, organization owners, and project owners can change a workspace’s policy.

Related information

» Network policies
+ Assign and enforce a policy
« Audit dashboard

Network connections for SecurSpaces Flex

September 18, 2026
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This article describes how Citrix SecurSpaces™ Flex workspaces connect to customer-owned systems,
the available connectivity options, and what each option enables.

Overview

Citrix SecurSpaces Flex workspaces run in a Citrix-managed Azure tenant. To enable developer work-
flows, workspaces typically need access to customer-owned systems —such as identity providers, Git
repositories, CI/CD pipelines, artifact stores, and secrets managers.

Connectivity between the Citrix-managed execution plane and customer-owned systems is estab-
lished through an integration layer. This layer uses standard Azure networking primitives. The cus-
tomer is responsible for configuring their side of the connection.

Connectivity options

Citrix SecurSpaces Flex supports two connectivity options for connecting workspaces to customer-
owned infrastructure.

Azure virtual network (VNET) peering

Azure vNET peering creates a private, low-latency network path between the Citrix-managed Azure
virtual network and a virtual network in the customer’s Azure subscription.

Use this option when:

+ Your customer-owned systems (IdP, Git, Cl/CD, secrets manager) are hosted in Azure.
+ You want private, high-performance connectivity without traffic routing over the public inter-
net.

What the customer configures:

« Avirtual network in the customer’s Azure subscription.

+ A peering request from the customer vNET to the Citrix-managed vNET (Citrix provides the re-
source identifier during setup).

+ Network security group (NSG) rules and routing to allow workspace traffic to reach the target
systems.
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VPN gateway

A VPN gateway connects the Citrix-managed Azure vNET to the customer network using an IPsec/IKE
VPN tunnel.

Use this option when:

+ Your customer-owned systems are on-premises or in a non-Azure environment.
+ Azure VNET peering is not available or is not suitable for your network architecture.

What the customer configures:

+ AVPN device or gateway at the customer network boundary.
+ An IPsec/IKE tunnel configuration (Citrix provides the remote gateway endpoint during setup).
+ Routing rules to direct workspace traffic to the appropriate on-premises systems.

What workspaces can reach

Once connectivity is established, workspaces can reach any system accessible within the connected
network, subject to the routing and security group rules you configure. Common integration targets

include:

System type Examples

Identity providers Azure Active Directory, Okta, any SAML 2.0 or
OpenlD Connect provider

Source code repositories GitHub Enterprise, GitLab self-managed,
Bitbucket Server, Azure Repos

Artifact repositories Artifactory, Nexus, Azure Artifacts

Cl/CD systems Jenkins, Azure DevOps, CircleCl

Secrets managers HashiCorp Vault, Azure Key Vault

Internal data sources Databases, data lakes, internal APIs

No connectivity (default state)

By default, before any connectivity option is configured, workspaces have access to:
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+ The publicinternet (subject to egress policy rules you define in the Citrix SecurSpaces console).
« Citrix-managed platform services (required for workspace operation).

Workspaces do not have default access to customer-owned private networks. Connectivity must be
explicitly configured using one of the options above.

Responsibility summary

Task Responsible party
Providing the Citrix-managed vNET resource Citrix

identifier or VPN endpoint

Configuring the customer-side peering or VPN Customer

tunnel

Configuring NSG rules and routing on the Customer

customer network

Managing access to customer-owned systems Customer

once connected

Enforcing egress policy within workspaces Citrix (platform) + Customer (policy
configuration)

More information

+ SecurSpaces Flex overview —the starting point for all Flex documentation

Technical security overview
» Workspace templates
+ Azure VNET peering documentation —Microsoft Azure

Azure VPN Gateway documentation —Microsoft Azure

Audit event catalog

September 21, 2026
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The tables below offers a quick reference to events monitored in real time on the Citrix SecurSpaces™
platform. These events are systematically captured using standardized methods and are available in

the audit section. They can be easily exported in common formats for integration with Security In-

formation and Event Management (SIEM) systems, supporting comprehensive monitoring and analy-

sis.

All events

Authentication

Category

All

Category

Authentication

Authentication

Authentication

Authentication

Event Type

Attributes shared
by all events

Event Type

Login

Logout

SessionStart

SessionEnd

Event Description  Attributes

id, timestamp,
user_id,
user_name,
session_id,
project_id,
project_name,
workspace_id,
work-
space_name,
severity

Event Description  Attributes

The user logged
on to the
platform

The user logged
out of the
platform

The user started a
workspace

session
The user ended a

workspace
session
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ID Category

5 Authentication
Authorization

ID Category

6 User

Authorization

7 User
Authorization

9 Workspace
Authorization

10 Workspace
Authorization

Data Security

ID Category

11 Data Security
12 Data Security

Event Type

SessionInterrupt

Event Type

UserBlocked

UserUnblocked

SharedWithUser

UnsharedWithUser

Event Type

Copy

Paste

Event Description

The user
workspace
session has been
interrupted

Event Description

The user has
been blocked

The user has
been unblocked

User shares
workspace with

another user
User revokes

previously shared
workspace
access.

Event Description

In the workspace,
the user copies
data to the
clipboard

In the workspace,
the user pastes
copied datainto a
new location

Attributes

Attributes

user_id,
user_name,
role_name
user_id,
user_name,
role_name
user_id,
user_name

user_id,
user_name

Attributes

data, is_secret,

is_code

data, is_secret,

is_code
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13

14

15

16

17

18

19

Category

Data Security

Data Security

Data Security

Data Security

Data Security

Data Security

Data Security

Event Type

Cut

Clipboard

ShareClipboardUrl

Upload

UploadLargeFile

Download

DownloadLargeFile

Event Description

In the workspace,
the user cuts
selected data for
potential

relocation

In the secure
browser, data is
copied, cut, or
pasted

In the secure
browser, the user
shares a URL or
link stored in the
clipboard

Sends afile or
data from a local
devicetoa
remote
environment
Sends large-sized
files from a local
devicetoa
remote
environment
Retrieves a file or
datafroma
remote
environmentto a
local device
Retrieves
large-sized files
from a remote
environmentto a
local device

Attributes

data, is_secret,
is_code

data, is_secret,
is_code

data, is_secret,
is_code

data, is_secret,
is_code

data, is_secret,
is_code

data, is_secret,
is_code

data, is_secret,
is_code

© 1997-2026 Citrix Systems, Inc. All rights reserved.

604



Citrix SecurSpaces™

20

System

21

60

61

Data Security

22

23

Category

Data Security

Category

System

System

System

Category

Event Type Event Description

SupervisedCopy  Inthe workspace,
the copy action
under
supervision or
monitoring

Event Type Event Description

WorkspaceSpecsUpddtatifications or
updates made to
the specifications
of a workspace

BulkWorkspaceUpdaiédulk update of
workspaces
started from the
Update Center

BulkWorkspacePausé bulk pause of
workspaces
started from the
Update Center

Event Type Event Description

SecureBrowserNavigaéimmeBrowserNavigatisures secure

browsing
practices during
navigation

VSCodeExtensionInstéileadeExtensioninstaltallation of an

extension within
Visual Studio
Code

Attributes

data, is_secret,
is_code

Attributes

Attributes

url, title allowed

extension_name,
extension_id
extension_uuid
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24

25

26

27

28

Network Traffic

29

30

31

Category Event Type Event Description

AccountManagement/serAddedToProjectAddition of a user
to a specific
project

AccountManagement/serRemovedFromPRejexdival of a user
from a specific
project

AccountManagemenRoleChanged Modification or

alteration of a

user roles and

permissions

AccountManagement)serCreated Creation of a new

user profile or

account

AccountManagementserDeleted Deletion or
removal of a user

profile or account

Category Event Type Event Description

SSHCommand SSHCommand Execution of a
command via
Secure Shell
(SSH)
ExternalSSHCommarkaternalSSHCommaradecution of an
external
command
through Secure
Shell (SSH)
HTTPRequest HTTPRequest Transmission of a
request using
Hypertext
Transfer Protocol

(HTTP)

Attributes

user_id,
user_name,
role_name

Attributes

issuer, command,
type, destination,
commit, request,
git_branch
service_id,
command,
destination, type

issuer,
destination,
request_type,
blocked,
status_code,
browser_id
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32

33

34

59

35

36

37

38

Category

GitOverHTTP

TCPForwarding

DNS

AlRequest

ResourceAccess

ResourceAccess

ResourceAccess

ResourceAccess

Event Type

GitOverHTTP

TCPForwarding

DNS

AlRequest

Created

Imported

Manuallylmported

Updated

Event Description

Git operations
performed over
HTTP protocol
Forwarding of
Transmission
Control Protocol
(TCP) traffic
Domain Name
System (DNS)
operations or
requests
Arequest from a
workspace to an
Al service,
recorded by the
Al Gateway
Aresourceis
newly created
within the system

Data or
information is
brought in from
an external
source

Specific datais
manually
transferred or
imported into the
system

Existing data or
information
undergoes
modification or
refresh within the
system

Attributes

issuer, command,
destination,

request
destination_address

domain, address,
inspected

host, url, method,
status_code,
blocked, model

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
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ID Category Event Type Event Description  Attributes
39 ResourceAccess SharedWithUsers  Resource is resource_name,
shared with resource_id,
multiple users action_type,
within the system  resource_type,
o_auth_app
40 ResourceAccess SharedPublicly Resource is made resource_name,
accessibletothe  resource_id,
public users action_type,
resource_type,
o_auth_app
41 ResourceAccess WorkspaceAttached Resource is resource_name,
attached to a resource_id,
workspace action_type,
resource_type,
o_auth_app
42 ResourceAccess WorkspaceDetachedRemoval of resource_name,
resource from a resource_id,
workspace action_type,
resource_type,
o_auth_app
43 ResourceAccess Deleted Aresourceis resource_name,
removed or resource_id,
deleted fromthe  action_type,
system resource_type,
o_auth_app
44 ResourceAccess Repository Managementofa resource_name,
Git application resource_id,
used for code or action_type,
data storage resource_type,
o_auth_app
45 ResourceAccess Bucket Container utilized resource_name,
for data storage, resource_id,
commonly used action_type,
in cloud resource_type,
computing o_auth_app
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ID Category Event Type Event Description  Attributes

46 ResourceAccess Secret Sensitive data resource_name,
such as resource_id,
passwords, keys,  action_type,
or tokens resource_type,

o_auth_app

47 ResourceAccess Connected_service Establishmentor resource_name,
utilization of an resource_id,
external service action_type,
or integration resource_type,
within the system o_auth_app

48 ResourceAccess Network_policy Setting rules or resource_name,
configurations resource_id,
governing action_type,
network behavior resource_type,
or access o_auth_app

49 ResourceAccess Image Handling resource_name,
representations resource_id,
or snapshots of action_type,
data, often used resource_type,
in computing o_auth_app
environments

50 ResourceAccess Credential Management of resource_name,
information used  resource_id,
for action_type,
authentication or  resource_type,
access control o_auth_app

51 ResourceAccess Workspace_app Utilization or resource_name,
managementofa resource_id,
workspace action_type,
application resource_type,

o_auth_app

52 ResourceAccess Startup_script Execution or resource_name,
management of resource_id,
scripts or action_type,
instructions resource_type,
during system o_auth_app
startup
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53

54

55

56

57

58

Attributes

Category

ResourceAccess

ResourceAccess

ResourceAccess

ResourceAccess

ResourceAccess

ResourceAccess

Event Type

Workspace

GitHub

GitLab

Bitbucket

AzureDevOps

JFrog

Event Description

Management or
utilization of a
coding
environment for
collaborative
work

Utilization or
interaction with
the GitHub OAuth
application for
various purpose
Utilization or
interaction with
the GitLab OAuth
application for
various purposes
Utilization or
interaction with
the Bitbucket
OAuth
application for
various purposes
Utilization or
interaction with
the AzureDevOps
OAuth
application for
various purposes
Utilization or
interaction with
the JFrog OAuth
application for
various purposes

Attributes

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app

resource_name,
resource_id,
action_type,
resource_type,
o_auth_app
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Attributes

action_type
address

allowed

blocked
browser_id
command
commit

data

destination
destination
destination
destination_address
domain
extension_id
extension_name
extension_uuid
git_branch

host

id

inspected

is_code
is_secret
issuer
method
model
o_auth_app
project_id

project_name

Attribute Description

Action type

DNS address

Flag indicating whether navigation is allowed
Flag indicating whether the request is blocked
Browser ID

The SSH command executed

The related commit hash

Clipboard data, if applied

The git service name

The external service name

The destination name

Destination address

Domain name

ID of the Visual Studio Code extension

Name of the Visual Studio Code extension
UUID of the Visual Studio Code extension
The git branch name, if applied

The Al service host contacted

Event ID

Flag indicating whether it request has been
inspected
Code detection flag

Secret detection flag

Email or user ID of the issuer

The HTTP method used

The Al model named in the request, if present
Third party app name, if applied

ProjectID

Project name
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Attributes

request
request_type
resource_id
resource_name
resource_type
role_name
role_name
service_id
session_id

severity

status_code
timestamp
title

type

url

user_id
user_name
workspace_id

workspace_name

Container image requirements

September 18, 2026

Every container image used for a Citrix SecurSpaces™ workspace must meet the requirements on this

page.

Attribute Description

The type of request

Request type

Resource ID

Resource name

Resource type

The user role on the platform

The rolename in the project, if applied
The service ID

IDE session ID

Severity 0-3 = Low - 4-6 = Medium - 7-8 = High -

9-10 = Critical
HTTP status code

Date on which the event was recorded
Title of the webpage

Push or pull

URL of the webpage

The user id on the platform

The username on the platform
Workspace ID

Workspace name

An image that does not meet them may fail to start, or start without the Cloud IDE working.

At minimum, an image must provide:
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1. An SSH client.
2. Gitand Git LFS.
3. Ausernamed developer with UID 1000.

The rest of this page states the full requirements. To add an image to a project once it meets them,
see

Container images. To build one, see

Workspace images.

Core packages

Required on all distributions, for compatibility with the platform and with the IDE server that runs
inside
the workspace.

Package Purpose

glibc >= 2.28 C standard library required by the IDE server. On
Alpine, use mus 'l with gcompat instead.

libstdc++ >= 3.4.25 C++ standard library

libgcc GCC runtime

bash Default shell required by the IDE server

curlorwget

Downloads the server and external
dependencies

git Source control integration and workspace
initialization
git-1fs Handling of large files and binary assets

openssh-client/openssh-clients

User account

SSH-based Git authentication and remote access

Theimage must be provisioned with this account and home directory. The values are not configurable.

The

workspace container runs as UID 1000, and the persistent volume is mounted at /home /developer

,S0animage

that uses a different user or home directory cannot write to it.
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Property Value

User name developer

Home directory /home/developer
uiD 1000

GID 1000

Login shell /bin/bash

End the Dockerfile with USER 1000 and WORKDIR /home/developer so the workspace starts
as the right user
in the right directory.

How the platform checks an image

When an administrator adds an image, or adds a tag to an existing image, SecurSpaces tests it before
anyone

can use it. It starts a temporary ghost workspace from the image and runs a check inside it. The
image is

marked ready only if the check passes.

The check tests four things, all by running the command or looking the user up inside the container:

Checked Failure message

sshisonthe PATH SSH s not present on the image

gitisonthe PATH Git is not present on the image

git-1fsisonthe PATH Git-1fs 1is not present on the
image

A user named developer exists User (ID 1000)could not be

accessed: the user developer -1s
not present on the image

If any fail, the image is flagged The image is not compatible with our workspace infrastructure,
followed

by The following requirements are not met: and the specific failures. The image cannot be used
until it

is rebuilt and re-added.
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Important:

The check covers those fouritems only. Everything else on this page —the UID and GID, the home
directory,

the login shell, the startup script directory, the architecture, and the glibc version —is still
required, but an image can pass the check and fail later at runtime. Passing is a floor, not a
certification.

Read the result

The compatibility check appearsin theimage’s log as Checking image compatibility with our work-
space

infrastructure, in the Setting up the workspace phase. Open it from the image entry in

Resources > Container Images.

The log also shows the ghost workspace pulling yourimage, so it is a useful place to confirm the image
was
found and how large it is.

Distribution-specific packages
Ubuntu and Debian

Ubuntu 20.04 or later, or Debian 11 or later, is recommended for gl bc compatibility.

Package Purpose

tar Unpacks the server bundle

ca-certificates Secure HTTPS connections when downloading
extensions

Red Hat Enterprise Linux

RHEL 8.x and 9.x meet the core requirements.

Package Purpose

tar Unpacks the server bundle
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CentOS Stream and RHEL-compatible distributions

CentQS Stream 8 and 9, Rocky Linux 8 and 9, and AlmaLinux 8 and 9 meet the core requirements.

CentOS 7 does not meet the requirements, because it ships with glibc 2.17.

Package Purpose

tar Unpacks the server bundle

Alpine Linux 3.16 or later

Package Purpose

musl >= 1.2.3 Native C standard library for Alpine

gcompat Provides the glibc compatibility layer
Note:

Alpine uses mus rather than glibc. Core features work through compatibility layers, but
Ubuntu and
RHEL-based images give the most stable experience with the IDE server.

Architecture

SecurSpaces runson Linux/amd64 (x86_64). Workspace images must be built for that architecture.
Other
architectures, including ARM, are not supported.

Troubleshooting
GLIBC_2.xx not found when the terminal starts

The Cloud IDE opens but the terminal fails immediately, with a message similar to:

The terminal process failed to launch: A native exception occurred
during launch

(/lib/x86_64-1linux-gnu/libc.so.6: version "GLIBC_2.34' not found

(required by /strong/strong-ide/node_modules/node-pty/build/Release/pty
.node)) .
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The image is based on a distribution whose glibc is older than the IDE server requires. CentOS 7 is
the

usual cause, at glibc 2.17. Rebuild on a newer base —Ubuntu 20.04 or later, Debian 11 or later,
or RHEL 8

or later —or contact Citrix support to ask whether your distribution can be supported.

The image is flagged as not compatible

The image was added but is not usable, and shows
The image is not compatible with our workspace infrastructure.

One of the four checked requirements is missing. The message lists which. In practice it is nearly
always a

base image that was never intended for interactive development —an application image such as a
database or

a dashboard has no reason to carry git, git-"1fs, oran SSH client, and often has no developer
user.

Add the missing packages and the user, rebuild, and add the image again. See
How the platform checks an image, and

Build your first base image for a working starting

point.

The workspace starts but files written during the build are missing

Anything written to /home/developer in the Dockerfile is hidden once the persistent volume
mounts over it.

Install to a system directory instead, or write the files from a startup script. See

Understanding persistence.

Related information

+ Workspace images —building an image
+ Containerimages —adding one to a project
» What persists in a SecurSpaces Workspace
« strong-network/images on GitHub and
strongnetwork on Docker Hub —example and prebuilt images
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Cryptography

September 18, 2026

The cryptographic algorithms Citrix SecurSpaces™ uses, and where each one applies. This page sup-

ports network
security review and third-party assessment.

Data in transit

Traffic

Browser and API traffic from outside the cluster

Ingress controller to SecurSpaces services
SecurSpaces service to SecurSpaces service

Remote development sessions

Note:

Protection

HTTPS. TLS is terminated at the ingress

controller.
TLS

TLS
SSH

Because TLS is terminated at the ingress controller, the permitted TLS versions and cipher suites

for

external traffic are determined by your ingress configuration, not by SecurSpaces. Set them to

meet your own

policy.

Data at rest

SecurSpaces is customer-hosted, so encryption at rest for the database, persistent volumes, and

etcdisyour

responsibility. SecurSpaces adds application-layer encryption on top of it.

Data

Developer and application secrets stored in the
database

Protection

AES-128-GCM, when the external Vault
integration is notin use
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Data

Database, persistent volumes, etcd

Keys and certificates

Purpose

Application secret encryption
API tokens
Personal SSH identities

SAML signing certificate, when SecurSpaces acts
as the identity provider
Token signing

TLS

Protection

Your infrastructure encryption, such as cloud
provider KMS or encrypted Kubernetes
persistent volumes

Algorithm

AES-128-GCM
AES-GCM
Ed25519
RSA 2048

JSON Web Token signing keys, held as
Kubernetes Secrets
X.509 certificates

SecurSpaces supports automated certificate lifecycle management for external traffic, such as cert-

manager,

Let’s Encrypt, or an internal PKI. It manages the certificates for internal cluster traffic itself.

Secret storage

Secret

Developer and application secrets

Certificates, access keys, encryption keys,
database credentials, token signing keys

Where it is held

Encrypted in the database, or in an external
HashiCorp Vault instance when that integration
is enabled

Kubernetes Secrets, stored in etcd

Kubernetes Secrets are stored in etcd, which you must protect with encryption at rest. For stronger

separation, SecurSpaces works with the Secrets Store CSI Driver and External Secrets Operators.
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Related information

+ Ports and protocols
 Security data flows
 Security control catalogue

Mount point limits and behavior

August 18,2026

Capacity, quotas, and scale

EFS and S3 Files are elastic. There is no provisioned size. The storage value on the volume is required

by
Kubernetes but ignored, so do not promise users a per-Mount-Point size quota.

Limit Value

Access points per EFS file system About 10,000. A default that AWS Support can
increase.

Access points per S3 Files file system 25,000. Cannot be increased.

Mount targets per Availability Zone
gesp y 1. Hard limit.

Mount Points created per file system, per region  1,000. Enforced by SecurSpaces and not
configurable.

Every Create New Mount Point consumes one access point, and the ceilingis shared across all projects
on that

file system. An access point you create by hand occupies a slot from the moment you create it, so
count

pre-created access points into the same budget.

When the 1,000 limit is reached, new requests are rejected with a message that the file system storage
limit has

been reached. The limit is compiled into the product. It is not a settings, Helm, or environment value.
Itisalso

approximate: a burst of simultaneous creates can push a file system slightly over, and during a data-
store outage it

is not enforced. Treat it as a leading indicator and the AWS ceiling as the real backstop.
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Prefer a file system dedicated to SecurSpaces Mount Points. On a shared file system SecurSpaces
counts only its own access points,
so the real total can approach the AWS ceiling while SecurSpaces still believes there is room.

Isolation between Mount Points is directory and POSIX identity on a shared file system. Access points
on one file

system share one encryption key and one throughput pool. Put a tenant that needs its own key,
throughput pool, and

failure domain on a separate file system.

Note

A separate file system is not by itself an access boundary. Who may mount is decided by IAM and
the network. To

make the split real, scope the node role’s client permissions to named file systems and keep the
file system’s

mount targets closed to other clusters’nodes.

Deletion and data protection

What a delete removes depends on how the Mount Point was created:

Mode What SecurSpaces removes Backing data

Create New The claim. The StorageClass Destroyed. The access point is
reclaim policy then removes removed.
the volume.

Attach Existing, The claim and the volume. Retained.

SecurSpaces-built volume

Attach Existing, volume you Only the claim. Retained.

authored

Deleting a Create New Mount Point removes the access point but leaves its directory and files on the
file

system. Plan periodic cleanup of these orphaned directories, and never attach a file-system-root vol-
ume over such a

file system.

A Mount Point cannot be deleted while a live workspace or workspace template usesiit. It also cannot
be deleted

while a deleted workspace in the recycling bin still uses it, because that workspace can be restored.
Detaching does
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not help in that case. Either permanently delete the named workspaces from Deleted Workspaces,
wait for the
retention period to expire, or restore the workspace and remove the Mount Point from it.

Updates are metadata-only. Only the name and mount path can be changed. Thefile systemid, access
point, and

subpath are fixed when the Mount Point is created, AWS Mount Points cannot be resized, and the read-
write or

read-only setting cannot be changed after creation.

Warning

A Mount Point is collaborative read-write storage with no undo. Every workspace that mounts it
can delete any

file, and the access point squashes all activity to a single POSIX identity, so file ownership gives
no per-user

protection. SecurSpaces does not create, schedule, verify, or monitor backups. Backup and re-
covery of Mount Point data

are entirely the responsibility of the AWS account owner.

For Amazon EFS, the only recovery path is an AWS Backup recovery point that existed before the loss.
Backups are

per file system, not per Mount Point, so a restore brings back every project’s directory on that file
system

together.

For Amazon S3 Files, bucket versioning is the recovery path: a file deleted through the file system
becomes a

non-current object version. Pair it with a lifecycle rule that keeps non-current versions long enough
to be useful.

Warning

Never let a lifecycle rule move live data into an archive tier. Objects in Glacier Flexible Retrieval
or Deep

Archive cannot be read through the file system at all. Apply transition rules only to non-current
versions.

A restore never puts files back where they were. AWS Backup writes into a new directory off the file
system root,

named aws-backup-restore_<datetime>. Because every Mount Point is rooted inside an ac-
cess point directory, that

directory sits above the mount root and is invisible from every workspace. An operator must mount
the file system
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without an access point from an administrative host, copy the files back into the access point direc-
tory preserving
ownership, and then delete the recovery directory, which is billed as file system storage.

Rehearse the whole procedure, not just the restore job. A restore that reports success proves nothing
about whether

developers get their files back. Confirm from inside a workspace that the files and their ownership
appear at the

mount path.

Note

Keep your StorageClass and volume manifests in source control. If you lose the cluster, the vol-
umes, claims, and
StorageClasses are gone, while the Mount Point records survive and still report as ready.

Amazon S3 Files behavior to plan around

+ No hardlinks. One file is one S3 object key, and an attempt returns Too many T1l1inks. Tools
that deduplicate
using hardlinks fail or fall back. Symlinks work.

+ Exportis asynchronous, taking roughly 60 to 72 seconds. Afile written in a workspace appears
as an object
after a sync, not instantly. Within the file system, reads, writes, and locking are immediately
consistent.

+ Conflicting writes discard the workspace’s version. If the same file changes both in a work-
space and
directly in S3, the bucket wins. No error is returned to whoever wrote the file. Partition the
bucket by writer,
or keep external processes read-only.

« Displaced files land where workspaces cannot see them, in a lost-and-found directory in the
file system
root. Only an operator can recover them, and AWS keeps and bills for them indefinitely.

« A path longer than the 1,024-byte S3 key limit never reaches the bucket. Export fails termi-
nally, so no
object version exists to restore and bucket versioning does not cover it. Alarm on the Cloud-
Watch
ExportFailures metricinthe AWS/S3/Files namespace.

Use Amazon EFS for latency-sensitive work such as git trees and build caches. Use Amazon S3 Files
for large, mostly
immutable datasets, where it is substantially cheaper.
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Files are owned by the access point identity rather than the workspace user, so ownership-sensitive
tools such as
git’s safe.directory check may warn. This is normal access point behavior.

Multi-region

Mount Points are not supported in multi-region configurations. A Mount Point is always created
against the primary

region, and the workspace Resources step prevents adding a Mount Point to a workspace in any
other region.

Note

Workspace templates are not covered by that block. The template editor allows a Mount Point
to be attached

regardless of region, so a template can be saved carrying storage that workspaces outside the
primary region

cannot use. Do not treat this as a supported way to use Mount Points in a secondary region.

Timeouts

Provisioning is subject to two fixed timeouts. Neither is configurable.

Timeout Value
Volume bind 3 minutes
Overall provisioning call 5 minutes

Exceeding either moves the Mount Point to an error state, from which it can be deleted and
re-created.

Metrics

SecurSpaces publishes these Prometheus metrics for Mount Points on the /metrics endpoint.

Metric Labels What it records

sds_mountpoint_create_tottade, result, reason Terminal outcome of a mount
point create
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Metric Labels What it records

sds_mountpoint_create_refjeadad_total Creates rejected at the front
door, excluding the soft-quota
reject counted separately

sds_mountpoint_quota_gateuttodmd Decisions of the per-file-system
soft quota gate on Create New
sds_mountpoint_attach_adsuilk nodedecision, Attach Existing admission
reason decisions
sds_mountpoint_readback_piodaider, Outcome of the volume handle
mount_point_type, read-back after bind
result
sds_mountpoint_state_wridetdotglstate Mount point state writes
sds_mountpoint_stranded_sexzbwvered_total Rows re-admitted after being

stranded in a transient state

sds_mountpoint_enable_flemudailopen_total Times the enable-flag check
failed open, allowing a create
despite an unreadable or
absent configuration

sds_mountpoint_picker_clesgesn hidden StorageClasses currently
hidden from the Create New
picker for missing the t1s
mount option

Two are worth alerting on:

« sds_mountpoint_readback_total with a result other than resolved. A Mount
Point became ready without the
key used for correlation, quota counting, and orphan detection. Aresultofno_access_point
with
mount_point_type="create_new'" means a whole-file-system handle, which exposes
every project’s data on that
file system.

« sds_mountpoint_enable_flag_failopen_total. Any non-zero value means a cre-
ate was allowed while the
configuration could not be read.
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Warning

Do not rename these metrics to match the product name. They kept their original spelling delib-

erately, and

renaming one silently breaks every dashboard and alert built on it.

Related information

+ Prepare AWS storage for Mount Points
+ Troubleshoot AWS Mount Points

Network destinations

August 18,2026

The external addresses a Citrix SecurSpaces™ deployment must reach, for firewall rules and air-

gapped
planning.

Version numbers on this page are for the 2026.9.0 release. Substitute the version you are installing.

Summary

Destination

Purpose

Needed

api.enterprise.strong
.network:443

Docker Hub

europe-docker.pkg.dev
and regional mirrors

License verification and
renewal

The Strong Installer image

Helm chart and container
images

Continuously, unless you use
an offline license

At install and upgrade time
At install and upgrade time

License server

Item

Value

Address

api.enterprise.strong.network
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Item Value
Port 443
Purpose Online license verification and renewal

During installation the platform contacts the license server to validate the license and to issue a tem-
porary
token for the container image registry.

You can supply a signed license instead, by setting platform.license in the Helm values to a
base64-encoded
license. Itis applied automatically on deploy and upgrade.

Note:

For air-gapped environments, either allow the SecurSpaces controller to reach the license server

through
your firewall, or request an offline license for fully disconnected operation. See
License.
Installer image
Item Value
Source Docker Hub
Image strongnetwork/strong_installer
12026.9.0
Helm chart
Item Value
Source Google Artifact Registry
Primary europe-docker.pkg.dev/strong-

network-release/charts/
ninjahchart:2026.9.0
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Item Value

Mirrors us—-docker.pkg.dev,
asia-docker.pkg.dev

Container images

Item Value

Source Google Artifact Registry

Primary europe-docker.pkg.dev/strong-
network-release/images

Mirrors us—-docker.pkg.dev,

asia—-docker.pkg.dev

Choose the mirror closest to your cluster with the -—source-registry-region flag. See
SDS CLI reference.

Service images

Image

cloud_editor_sidecar_proxy:2026.9.0

sn_enterprise_bundle:2026.9.0

Workspace image

Image

ws-images/cloud_editor_generic:2.3.8

This is the only workspace image the installer pushes. The tag comes from the installer’s built-in de-
fault,
which you can override with the —w or -—workspace-image-tag flag.
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Additional workspace images

Citrix publishes further workspace images and example image definitions, covering IDEs and language
toolchains
beyond the default image.

Source Address

Example image definitions github.com/strong-network/images

Prebuilt images hub.docker.com/u/strongnetwork
Important:

The installer does not push these images. It pushes only the service images and the single work-
space image

listed above. To use an additional image in an air-gapped deployment, pullit and push it to your
own

registry yourself, then add it as a container image.

See Container images for adding an image
to a project, and

Container image requirements for

what an image must provide.

Related information

.

System requirements

Ports and protocols
SDS CLI reference
Install with the Strong Installer CLI

Network policy fields

September 18,2026

The fields available in the expert-mode YAML editor for a Citrix SecurSpaces™ network policy. For how
to reach

the editor, see

Create a network policy.
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Policy fields

Field Type
name string
description string

restrictedTraffic boolean

customEndpointsEnahbdaiean

whitelistedDomainslist of domain entries

whitelistedIps list of strings

customEndpointsV alist okgdmaimientries

customEndpointsVialst okstfipgs

Required

Yes

Yes

Yes

No

No

No

No

No

Description

The policy name. Must
not be empty.

What the policy does.
Must not be empty.
true restricts
outbound traffic to
attached resources
and the allow list.
false monitors
traffic without
blocking.

Enables the custom-
endpoints-via-proxy
allow lists. Relevant
only when the
platform uses an
external proxy.
Domains the
workspace is allowed

to reach.
IPv4 addresses or CIDR

ranges the workspace

is allowed to reach.
Domains reachable

through the external

proxy. Used only when
customEndpointsEnabled
is true.

IPv4 addresses or CIDR

ranges reachable

through the external

proxy. Used only when
customEndpointsEnabled
istrue.
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Important:

The editor rejects any field that is not in this table. A policy containing an unrecognized field does
not
validate.

Domain entries

Each entry in whitelistedDomains and customEndpointsViaProxyDomains has this

shape.
Field Type Description
domain string The domain to allow, for

example example.com.

includeSubdomains boolean When true, the domain and all
of its subdomains are allowed.

The two lists validate doma-n differently:

« InwhitelistedDomains, the value must be a plain domain name, such as example.com

or
pypi.internal.example.com. Use includeSubdomains to cover subdomains rather

than writing a wildcard.
« In customEndpointsViaProxyDomains, a leading prefix is accepted, so a value such as

*,example.com
validates.

IP address entries

whitelistedIpsand customEndpointsViaProxyIps accept:

+ Asingle IPv4 address, for example 192.168.1.50.
+ An IPv4 CIDR range with a prefix length from /0 to /32, for example 10.0.0.0/24.

IPv6 addresses are not accepted.

Example
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name: Backend services policy
description: Restrict workspaces to internal package mirrors and the
corporate API.
restrictedTraffic: true
whitelistedDomains:
- domain: pypi.internal.example.com
includeSubdomains: false
- domain: example.com
includeSubdomains: true
whitelistedIps:
- 10.0.0.0/24
- 192.168.1.50

Note:

When customEndpointsEnabled is false, the custom-endpoints lists are ignored and
cleared. Set those
fields only when an external proxy is in use.

Related information

» Network policies
+ Create a network policy

Ports and protocols

September 18,2026

The network ports that a Citrix SecurSpaces™ deployment exposes, for firewall rules and network
security
review.

Externally exposed ports

These are the only ports that need to reach the cluster from your network.
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Port Protocol Purpose

443 HTTPS The SecurSpaces console, the
API, and workspace
applications served through
the proxy host name

80 HTTP Redirects to HTTPS

Your choice, commonly 22 TCP, carrying SSH Remote development over SSH.
Forwarded by the ingress
controller to the workspace
API.

TLS is terminated at the ingress controller. The permitted TLS versions and cipher suites are therefore
set by
your ingress configuration, not by SecurSpaces.

SSH port forwarding

SecurSpaces does not fix the external SSH port. You choose it when you configure TCP forwarding on
the ingress
controller, and the ingress forwards it to port 2222 on the workspace API.

Side Port

External Whatever you configure on the ingress controller.
Commonly 22.

Internal, on the workspace API 2222
Important:

Port 2222 is hardcoded in the workspace API. Do not change it.

For the configuration steps, see
Enable SSH access to workspaces.

Internal service ports

SecurSpaces services communicate over additional ports inside the cluster, including gRPC and HTTP
portson
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the central, coordinator, monitor, workspace, and proxy services. These are cluster-internal. They do
not need

to be reachable from outside the cluster, and you can restrict them with Kubernetes Network Poli-
cies.

For how SecurSpaces uses network policies to control workspace traffic, see
Network policies.

Related information

+ Cryptography
 Security data flows
» Enable SSH access to workspaces

Sizing

September 21,2026
How much infrastructure a Citrix SecurSpaces™ deployment needs, and what drives it.

For what the platform requires rather than how much of it, see
System requirements.

How to think about it
A SecurSpaces cluster has two kinds of node, and they size differently:

Node pool Runs Scales with

Service The control plane —central The size of the platform, not
service, frontend, coordinator,  the number of developers.
proxy, workspace service, and Largely fixed.
the database if it is in-cluster

Workspace Developer workspaces, one The number of workspaces
pod each running at once, not the

number that exist

Sizing the service pool is capacity planning you do once. Sizing the workspace pool is arithmetic on
the
workspace specifications you offer, and it is the part that changes.
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This page gives figures for two sizes: a 50-developer proof of concept and a 500-developer produc-

tion

deployment. Treat both as starting points and verify against your own usage —see

Resource allocation for

reading actual consumption.

Note

If you want to evaluate SecurSpaces rather than run a pilot with real users, the 1-Click VM is a

faster

route than building a cluster. It runs the whole platform on a single virtual machine. See

Deploy for evaluation with the 1-Click VM.

The guidance below is for a Kubernetes deployment that a group of developers will actually use.

Reference node pools

500 developers

Cloud Service node pool Workspace node pool

AWS Twom71.2xlarge (8 vCPU, m7i.4xlarge (16 vCPU, 64
32 GiB) GiB), autoscaling

Azure Two Standard_D8as_v6 (8 Standard_Dl6as_v6 (16
vCPU, 32 GiB) vCPU, 64 GiB), autoscaling

Google Cloud Two n2-standard-8 (8 n2-standard-16 (16 vCPU,

vCPU, 32 GiB)

64 GiB), autoscaling

50 developers (proof of concept)

Cloud Service node pool Workspace node pool

AWS Onem71i.2xlarge (8 vCPU, m7i.2xlarge (8 vCPU, 32
32 GiB) GiB), autoscaling 1-6

Azure One Standard_D8as_v6 (8 Standard_D8as_v6 (8
vCPU, 32 GiB) vCPU, 32 GiB), autoscaling 1-6

Google Cloud Onen2-standard-8(8 n2-standard-8 (8 vCPU, 32

vCPU, 32 GiB)

GiB), autoscaling 1-6
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The service node does not get smaller when the deployment does. The control plane runs the same
services

either way, and an in-cluster database can still use 2 cores and 4 GiB at its limit, so 8 vCPU and 32 GiB
remains the sensible floor. What changes is the count: one service node instead of two.

That single node is the trade-off to understand. A proof of concept with one service node has no con-
trol

plane redundancy —during a node failure or a node upgrade, the platform is unavailable and running
workspaces lose their connection. That is usually acceptable while evaluating and never acceptable
in

production. Move to two service nodes before you take on real users, whether or not the developer
count

has grown.

The workspace poolis smallerin shape as well asin count, because a pool that scalesin 16 vCPU steps
is
a coarse fit when peak demand is 20 workspaces. Smaller nodes waste less while idle.

Both sizes

What matters is the shape —8 vCPU / 32 GiB for service nodes and 16 vCPU / 64 GiB for workspace
nodes —not

the specific family. Earlier generations suchasmé61 or Standard_D8as_v5 are equivalent, and any
general-purpose instance of the same size works.

Important:

SecurSpaces requires amd64 nodes. AWS Graviton instances (m7g, m8g) and Azure ARM-based
sizes are

armé4 and are not supported. See

System requirements.

Two service nodes is a minimum for availability rather than for capacity. Run the workspace pool with
autoscaling: workspaces pause when idle, so the pool should be able to shrink overnight as well as
grow

during the day.

Control plane resources

The chart requests modest resources and permits considerably more. Size your nodes against the
limits, not
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the requests —the requests are what a service needs at rest, and the limits are what it may use under
load. A cluster provisioned to the requests will schedule successfully and then throttle.

Component Request Limit
MongoDB (Percona, in-cluster) ~ 500m CPU, 1 GiB memory 2 CPU, 4 GiB memory
MongoDB (legacy Bitnami path) 1 CPU, 2 GiB memory 4CPU

Two m71 .2xlarge service nodes give 16 vCPU and 64 GiB in total, which accommodates the plat-
form services

alongside an in-cluster database at its limits, with room for the ingress controller and cluster add-ons.
A

single node of the same size fits the same workload for a proof of concept, without the redundancy.

Using a managed database instead of an in-cluster one frees that headroom, which is one reason it is
the

production recommendation. The figures above are the defaults for a single-member deployment. If
you run the

internal database in production, size it for your own load and redundancy rather than from this table.
See

The SecurSpaces database.

Workspace capacity

A workspace holds its CPU, memory, and disk allocation only while it is running. Capacity is therefore
driven
by how many run concurrently, which idle detection largely determines.

To estimate the workspace pool:

1. Take the workspace specifications you offer, for example 2 vCPU and 8 GiB.

2. Estimate peak concurrency. It is lower than your developer count —allow for time zones, meet-
ings, and
workspaces that pause when idle.

3. Multiply, then add roughly 20% for the node’s own overhead and for scheduling slack.

Two worked examples, both at 2 vCPU and 8 GiB per workspace:
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Deployment Peak concurrent Total Workspace nodes
500 developers 200 workspaces 400 vCPU, 1,600 GiB About 28

m7i.4xlarge
50 developers (PoC) 20 workspaces 40 vCPU, 160 GiB About 6

m7i.2xlarge

Both are memory-bound rather than CPU-bound at this ratio, which is typical: an 8 GiB workspace on
anode

with 4 GiB of RAM per core exhausts memory before CPU. If your workspace specifications are memory-
heavy,

size on memory and treat the core count as a by-product.

This is also why the workspace pool autoscales and the service pool does not. In a proof of concept
the

difference is stark —outside working hours a pool that scales to one node costs a sixth of one that
does

not.

Idle detection is the largest single lever on this number. A deployment where workspaces never
pause

needs a pool sized for every workspace that exists, rather than for those in use. See

Workspace idle detection.

Specification ceilings

The platform enforces these maximums on a single workspace specification:

Resource Maximum
CPU 1000 cores
Memory 10,000 GiB
Disk 10,000 GiB
GPUs 1000

These are product limits, not recommendations. What you can actually request is bounded by the
hardware in
your cluster.
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Shared memory

By default a workspace pod gets the container runtime’s own /dev/shm, which is small. Tools that
rely on

shared memory —browser-based test runners such as Chrome or Playwright, and some data science
and machine

learning libraries —fail when it runs out, usually with an error that does not name /dev/shm.

To give every workspace a larger shared memory segment, set the size in your Helm values:

workspaceShmVolumeSize: "2Gi"

Each workspace pod then mounts a memory-backed emptyD-ir at /dev/shm with that size limit.
Leave the value
out, or set it empty, and no additional volume is mounted.

The volume is backed by memory, so it counts against the node’s RAM rather than its disk. Add it to
the
per-workspace memory figure when sizing the workspace pool.

Database

Sized separately, because it grows with retained audit data rather than with concurrency. See
Database sizing.

In short: plan for 10-40 GB of data at 500 developers and provision at least 100 GiB of storage. For a
50-developer proof of concept, plan for 1-3 GB and provision at least 20 GiB. Size MongoDB to its 4
GiB

memory limit in both cases —the working set is driven by query patterns rather than by user count.

Registry and storage

Component Guidance

Container registry Standard tier is sufficient at any size. Enable
cross-region replication for multi-region
deployments.

Workspace storage One persistent volume per workspace, at the
disk size in its specification. This is usually the
largest storage consumer in the deployment.
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Related information

« System requirements

» Database sizing

+ Resource allocation

» Kubernetes deployment

REST API

August 19, 2026

The Citrix SecurSpaces™ REST API exposes the platform’s resources for automation: workspaces,
projects,

organizations, resources, users, and reporting. Anything the console does to a platform resource, the
API can

do.

The specification is served by your own deployment, at https://<your-sds-hostname>/
api. That copyis

the authoritative one, because it matches the version you are running. This page covers what the
specification does not tell you: how to reach it, how to authenticate, and how the endpoints are
arranged.

Note:

The REST API is controlled by a platform feature flag, which a platform administrator turns on.
See

Turn features on or off. Only users signed in to

the platform can open the APl documentation.

Open the APl documentation

1. Signin to SecurSpaces.
2. Select your profile picture at the top right of the screen to open the account menu.
3. Select REST APL.

Or browse directly to https://<your-sds-hostname>/api.
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Strong Network REST Ap| ® &2

The Strong Network REST API exposes endpoints to manage platform resources.

Strong Network REST API A~

Platform Metrics A

m /vl/metrics/k8s-current Retrieve current k8s usage and availability 8V
m /vl/metrics/workspace-metrics Retrieve a list of workspace usage for the entire platform. Y%
ﬂ /vl/metrics/workspace-utilizations Retrieve a list of workspace utilization for the entire platform. 2 Vv
Configuration A

/vl/platform/add_agreement_document Add Agreement Document to platform 2 Vv
/vl/platform/add_region Add new region to platform 2 Vv
/vl/platform/add_security_officer Add Security Officer to platform Y%
ﬂ /vl/platform/agreement_documents Get all agreement documents Y%

The page is an interactive specification browser. You can expand any operation to see its parameters,
request body, and response schema, and call it directly from the page once you have authorized.

Authenticate with an API key

The APl authenticates with an APl key, sent in the Authorization header:

Scheme API key
Parameter name Authorization
Location Request header

Create a key in Profile > Security > API Keys. See
Security.

A key carries the identity of the user who created it, so a request can only do what that user could do
in
the console. Treat it like a password, and revoke it from the same page if it is exposed.
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To try operations from the documentation page itself, select Authorize and provide your key.

How the endpoints are organized

The API mirrors the platform hierarchy. Most resources exist at more than one scope, and the path
tells you
which one you are addressing:

Scope Path prefix What it addresses

Platform /vl/platform/... Deployment-wide
configuration, regions,
agreements, platform users
and resources

Organization /vl/organizations/{ Everything belonging to one
organizationId } /... organization

Project /vl/projects/{ Everything belonging to one
projectId } /... project

So a data bucket, for example, is reachable at project, organization, and platform level, with the same
shape
at each. Choosing the scope is usually the first decision when you write against this API.

Alongside those, several resource families sit at the top level:
Path Covers

/vl/workspaces, Workspaces, and the caller’s own workspaces
/vl/personal_workspaces

/vl/workspace-images Container images available to workspaces
/vl/network-policies Network policy definitions
/vl/data-buckets Data buckets

/vl/metrics Usage and reporting data

/vl/groups Groups

Within the documentation page, operations are grouped by area —configuration, users, workspaces,
resources,
metrics, and status —at each scope.
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The specification

Format OpenAPI 2.0 (Swagger)
Current version 1.1

Content type application/json

Version 1.1 defines 191 paths and 238 operations. Those figures move with the product, so treat your
own
deployment’s specification as authoritative rather than this page.

Select Download OpenAPI JSON on the API page to save the specification. Use it to generate a client,
to
diff versions during an upgrade, or to drive contract tests.

The API page also lists what changed in the current version, including behavior changes that do not
alter any

route or schema —for example, a request that was previously accepted and silently ignored now
being

rejected. Read that section before an upgrade: a client can break without any endpoint having
changed.

Endpoints used by IDE extensions

Workspace APIresponsesincludethevscode_version_idandvscode_version_auto_update

fields, so

administrators and integrations can identify the VS Code version assigned to a workspace. For a
description

of these fields, see

IDE versions.

IDE extensions can also use these personal workspace endpoints:

« GET /vl/personal_workspaces/{ workspaceId } returns details for a personal
workspace, including attached
repositories, mount points, and data buckets.

« DELETE /v1/personal_workspaces/{ workspaceId } deletes a personal work-
space belonging to the signed-in
user.
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« GET /vl/personal_workspaces/{ workspaceIld } /connection_details re-
turns what an extension needs to open a
connection.

https://<your-sds-hostname>/version.json is served by the platform frontend rather
than by the REST API. An

extension can read it to check capability flags before calling version-specific endpoints, without
authenticating first.

Related information

« Security —create and revoke APl keys

+ Licensing—enabling the REST API

» Roles and permissions —what a key can do
» SDS CLI reference

SDS CLI reference

September 18, 2026

sds-cli installs, upgrades, and manages Citrix SecurSpaces™ deployments. It runs inside the
Strong Installer
container.

This page describes the commands and their flags. For the procedures that use them, see
Install with the Strong Installer CLI and
Upgrade.

Note:

This command was previously named strong-cli. The binary is now sds-cli. Astrong-
cli symbolic link
remains in the container, so existing scripts continue to work, but use sds—cl1 in new work.

Run the CLI

The Strong Installer is published on
Docker Hub. The image tag matches the SecurSpaces
release you are installing or upgrading to.
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docker run -it --rm -v ${
PWD }
:/strong-network/shared \
strongnetwork/strong_installer:<version>

${ PWD }ismountedto /strong-network/sharedinside the container. The CLI writes config-
uration files and
Helm charts to that location, so they remain on the host after the container exits.

Torunacommand without an interactive shell —for examplein a pipeline—passitas an argument:

docker run —-it ——-rm -v ${
PWD }
:/strong-network/shared \
strongnetwork/strong_installer:<version> \
<command> [flags]

Commands

Command Purpose

install Install the platform for the first time.
upgrade Upgrade the platform to a new version.

push-images
create-config

update-config

fetch-access-token
fetch-helm-chart

helm-upgrade

get-terraform

deploy-demo

stress-test

Push SecurSpaces images to a registry.
Create the initial configuration file.

Generate an updated configuration file from an
existing one.

Fetch a SecurSpaces access token.
Fetch the Helm chart for a given configuration.

Run he'lm upgrade against an existing
deployment.
Download the SecurSpaces Terraform provider.

Deploy a demo environment to a cloud or local
environment.
Create workspaces for stress testing.

install and upgrade are the two commands used in a normal deployment. The others are build-
ing blocks that
those two call, and are useful when you need to run a single stage on its own —for example, to push
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images
from a machine that has registry access and then upgrade from elsewhere.

Common flag groups

Most commands compose the same groups of flags. This section describes each group once; the entry
for each
command lists the groups that apply to it.

Configuration file

Flag Description

-c,-—config-file Last deployed configuration file, which must be
in the directory you started the container from,
forexample config_2024.2.0.yaml

--ignore-config Do not read a configuration file

When you use ——ignore-config, the CLI prompts for the values it would otherwise read from the
file, such as
the host domain and the registry URL.

Access token

Flag Description

-a,-—access-token SecurSpaces access token

--gcp-key-file-path Path to the SecurSpaces service account key file,
used to fetch a token

-d,——domain Domain override used when fetching the token

If you do not pass ——access—token, the CLI fetches one using the other two flags or prompts for
what it
needs.
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Source registry

The source registry is the Citrix registry that images are pulled from.

Flag Description

--source-registry-region Region to pullimages from: US, EU, or Asia.
Not case sensitive.
--source-registry-url Source registry URL, overriding the region

Destination registry authentication

The destination registry is your own registry, that images are pushed to. The CLI detects the registry
type

from its URL and prompts for the matching credentials. Use these flags to supply credentials
non-interactively, for example in a pipeline that cannot answer prompts.

Flag Registry Description
--service-account- Google Path to the Google Cloud
file-path service account key file
--access-key-id AWS Access key ID
--secret-access-key AWS Secret access key
--session—-token AWS Session token
--service-principal- Azure Service principal application ID
app-id

--service-principal- Azure Service principal client secret
secret

-—service-principal- Azure Service principal tenant ID
tenant-id

--use-docker-login Any Authenticate with

--registry-username
and
--registry-password
instead of using cloud provider
authentication
--registry-username Any Registry user name
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Flag Registry Description
--registry-password Any Registry password
Note:

--gcp-key-file-path and --service-account-file-path are different flags. The
first authenticates against
the Citrix source registry; the second authenticates against your destination registry.

Image selection

Flag Description
-w, —-workspace-image-tag Workspace image tag
--bitnami-mongo-image-tag Bitnami MongoDB image tag
--skip-service-images Do not push service images
--skip-workspace-images Do not push workspace images
--skip-bitnamo-mongodb-image Do not push the Bitnami MongoDB image
--ignore-image Image to skip. Repeat the flag to skip several
images.
Important:

--skip-bitnamo-mongodb-image is spelled as shown, with bitnamo. This is a known
misspelling in the
product. ——skip-bitnami-mongodb-image is not recognized.

Cluster access

These flags tell the CLI how to reach your cluster when it runs kubectl and helm.

Flag Description

--ignore-kubectl-setup Skip kubect1 setup for cloud authentication
--cluster—-name Cluster name to use for the Helm upgrade
-—azure-subscription-id Azure subscription ID
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Flag Description
--azure-resource-group Azure resource group
--gcp-project-id Google Cloud project ID
--gcp-region Google Cloud region
--gcp-zone Google Cloud zone
-—aws-region AWS region
-—aws-resource-group AWS resource group

Proxy

Flag Description

-—proxy HTTP or HTTPS proxy
-—proxy-https HTTPS proxy
-—proxy-http HTTP proxy

-—no-proxy Hosts that bypass the proxy
Output and transport

Flag Description

--verbose Enable verbose output
--insecure Disable TLS certificate verification
-—-no-grpc Use REST instead of gRPC
install

Installs the platform for the first time. The command prompts for the initial configuration values, for
registry authentication, and for the destination registry URL.

sds-cli install [flags]
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Flag Description Default

-v,--version Platform version to install Value from the VERSION filein
the container

Also accepts: configuration file, access token, source registry, destination registry authentication, im-
age
selection, cluster access, proxy, and output and transport flags.

Important:

After authentication, the Helm chart file is written to the shared directory. It contains your de-
ployment
configuration and should be secured immediately.

upgrade

Upgrades an existing deployment to a new version.

sds-cli upgrade -c <config-file> [flags]

Flag Description Default

-v,—--version Platform version to upgradeto  Value from the VERSION file in
the container

Also accepts: configuration file, access token, source registry, destination registry authentication, im-
age
selection, cluster access, and output and transport flags. upgrade does notaccept -—insecure.

Upgrading without a configuration file

If the configuration file from the previous deployment is unavailable, pass ——ignore-config. The
CLI then

prompts for each value it would have read from the file, including the host domain and the registry
URL, and

does not write a new configuration file.

Warning:

Without a configuration file you must supply every deployment parameter manually. Use this
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option only when
the configuration file cannot be recovered.

push-images
Pushes SecurSpaces images to your registry without installing or upgrading.
sds-cli push-images [flags]

Accepts: configuration file, access token, source registry, destination registry authentication, image
selection, and output and transport flags.

Tip:

--use-docker-loginwith--registry-usernameand --registry-password sup-
presses the authentication
prompts entirely, which is what a non-interactive pipeline needs.

create-config

Creates the initial configuration file.

sds-cli create-config [flags]

Accepts: access token, source registry, proxy, and output and transport flags.

update-config
Generates an updated configuration file from an existing one.

sds-cli update-config -c <config-file> [flags]

Flag Description

-V, —-version Platform version tag to write into the new
configuration file

Also accepts: configuration file, access token, source registry, and output and transport flags.

fetch-access-token

Fetches a SecurSpaces access token and prints it.
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sds-cli fetch-access-token [flags]

Accepts: configuration file, access token, and output and transport flags.

fetch-helm-chart

Fetches the SecurSpaces Helm chart for the configuration you supply.

sds-cli fetch-helm-chart -c <config-file> [flags]

Accepts: configuration file, access token, source registry, and output and transport flags.

helm-upgrade

Runs helm upgrade against an existing deployment, using a Helm chart you already fetched.

sds-cli helm-upgrade -c <config-file> --helm-chart-file-name <chart> [

flags]
Flag Description
-c,—-config-file Last deployed configuration file
-—helm-chart-file-name Helm chart file to use for the upgrade
--verbose Enable verbose output

Also accepts the cluster access flags.

get-terraform

Downloads the SecurSpaces Terraform provider into the shared directory. Despite the command
name, this
does not fetch the Terraform binary itself —install Terraform separately.

For what the provider manages and how to configure it, see
Terraform provider.

sds-cli get-terraform [flags]
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Flag

Description Default

-c,——config-file-name
-V, ——-version
-d,-—domain

--src-reg-key-file

Last deployed configuration file
Provider version to fetch Latest version
Host domain

Path to the SecurSpaces
service account key file

Also accepts the output and transport flags.

Note:

This command uses ——config-file—-name, not the ——config-file used by the other

commands. The -c
shorthand is the same.

deploy-demo

Deploys a demonstration environment. Use this for evaluation, not for production.

sds-cli deploy-demo [flags]

Flag Description Default
-—deployment-location  Whereto deploy: cloud or cloud
local

--helm-chart-version-  Version of the Helm chart
tag archive to download
-—helm-chart-registry  Registryto pull the Helm chart
from
--skip-version-check Do not check that the version false

-V, -—version

tag exists in the registry

Platform version tag

Also accepts: configuration file, access token, source registry, proxy, and output and transport flags.

stress-test

Creates workspaces to load test a deployment. This is a testing tool, not part of installing or operating

a
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production deployment.

sds-cli stress-test --domain <domain> --test-name <name> --workspaces <

n> [flags]

-—domain and --test-name are required for the command and all its subcommands. --

workspaces is required
for stress—-testitself.

Flag

--domain

-—api-key

-—test—-name

——concurrency

--delay

--heartbeat-interval

--workspaces

-—image-name
-—region

-—per-region

--no-cleanup

--memory

Description

Host domain. Required.

Platform API key. Can also be
set with the
STRONG_API_KEY
environment variable.

Base name identifying the test,
organization, project, and
workspaces. Required.
Maximum number of
concurrent workspace requests
Seconds between sequential
create requests when
—-—concurrencyisl

Send a heartbeat every N
seconds from inside the
workspace after startup. 0

disables it.
Number of workspaces to

create. Required.
Workspace image to use

Region to create workspaces in

Create workspaces in all
available regions

Do not clean up resources
when the test finishes or is
interrupted

Memory in MB for each
workspace

Default

stress-test

Default region

false

false
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Flag

--vcpu

--disk

—~gpu

—-—state-on-create

——users

--user-email-prefix

--user-role

stress-test subcommands

Subcommand

cleanup

create-users

delete-users

pause
resume

pause-resume

Related information

Description

vCPU in MHz for each
workspace

Disk size in GB for each
workspace

Number of GPUs for each
workspace

Initial workspace state:
CREATE_AS_RUNNINGor
CREATE_AS_PAUSED
Number of users to create and
assign workspaces across

Email prefix for stress test users

Project role assigned to created
users

Purpose

Default

Value of -——test-name

developer

Clean up resources created by a stress test

Create users and add them to a new stress test

project, without creating workspaces

Delete persisted stress test users, without

deleting workspaces, project, or organization

Pause all workspaces in a project

Resume all workspaces in a project

Pause and then resume all workspaces in a

project

« Install with the Strong Installer CLI

« Upgrade
« Requirements
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Supported IDEs

September 18, 2026

Which editors work with Citrix SecurSpaces™, and how each one connects.

Cloud IDE

VS Code for Web is the only Cloud IDE the platform ships. It runsin a browser tab and requires nothing
installed locally.

If your team needs a different browser-based IDE, it can be built into a custom workspace image. See
Container image requirements.

Local IDEs over SSH

IDE Connection method

VS Code Desktop SecurSpaces extension, one-click from the
console

Cursor SecurSpaces extension, one-click from the
console

Windsurf SecurSpaces extension, one-click from the
console

Kiro SecurSpaces extension, one-click from the
console

JetBrains Gateway SSH configuration through the Gateway interface

Other SSH-capable editors Manual SSH key pair

For the connection procedure, see
Connect over SSH.

For where source code, credentials, and extension data reside when a local IDE is used, see
Working from a local IDE.

Extensions

There is one extension to install. Citrix Secure Developer Spaces - Remote SSH is published on the
VS Code Marketplace
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and on Open VSX. Its own
documentation refers to it as Citrix SDS - Remote SSH.

It has two parts, and you do not need to install or manage the second one.

Part Runs on Provides

The extension you install Your local machine The sidebar, sign-in, the
workspace list, SSH
connections, and the status bar.
Your access token stays on your
machine and is never placed on
the workspace.

A companion component, Inside the workspace Reports activity, so a

packaged inside it workspace you are actively
using is not paused by idle
detection, and responds to
network quality
measurements.

The companion component is installed into the workspace automatically when you connect.

Extension sidebar

The sidebar is titled Secure Developer Spaces. Workspaces are grouped by project, and each project
has an

add button. A Quick links section at the bottom provides Open SDS Console, Edit profile settings,
and Troubleshoot connection.

Workspace states

State Meaning

Running The workspace is running, but your IDE is not
connected to it

Connected Your IDE is connected to this workspace. The row
is highlighted.

Paused The workspace is paused
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Workspace row controls

Control Available when

Connect The workspace is running and not connected
Start (play icon) The workspace is paused

Pause (pause icon) The workspace is running or connected

Workspace context menu

Right-click a workspace row.

Action Available when Notes
Connect in current window The workspace is running and
not connected
Connect in new window The workspace is running and
not connected
Edit workspace Always Opens the workspace settings
in the SecurSpaces console, in
your browser
Delete workspace Always Permanently removes the

workspace and its data

Connecting requires SSH to be enabled on the workspace. See
Connect over SSH.

Workspace contents

Expand a workspace to see what it contains: its workspace apps, its cloned repositories, and its mount
points. Mount points that you cannot write to are labeled read-only.

Related information

» Connect over SSH
+ Develop in a workspace
+ Publish JetBrains Gateway as a Citrix DaaS application
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System requirements

August 27,2026

What a Citrix SecurSpaces™ deployment needs from your infrastructure. For how much of it, see
Sizing.

For the external addresses the deployment must reach, see
Network destinations.

Each requirement below is marked with what happens if you do not have it:

Level Meaning

Required The deployment does not complete without it.

Recommended The deployment completes. Plan for this before
the environment carries real work.

Default SecurSpaces provides this already. No action
needed to start.

Conditional Needed only in the circumstances named.

Before deployment day

Everything marked Required, in the order you will need it:

« Adeployment model chosen, and an account with permissions to provision it

« Adedicated Kubernetes cluster, amd64, not shared with other workloads

+ Aningress controller, and a cluster that enforces the Network Policy API

« Two DNS domains, the second a wildcard subdomain of the first

« Persistent storage through the Persistent Volume Claim API

« The Helm CLI, available to whoever runs the deployment

+ Outbound access to the license server, Docker Hub, and Google Artifact Registry

If the environment is air-gapped or has restricted egress, confirm that last item first. It is the one that
most often stops a deployment on the day, and the fix —firewall changes or an offline license —is the
one

that takes longest to arrange. See

Network destinations.
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Note:

Workspaces are Linux containers. Development that requires macOS or Apple hardware, such as
iOS or macOS
applications, is not supported.

Kubernetes
Requirement Value Level
Kubernetes version 1.34 or later Required
Cluster Dedicated to SecurSpaces. Do Required
not share it with other
applications.
Node architecture amd64. armé4 is not Required
supported.
Node operating system on AWS ~ Amazon Linux Required
Cluster size Asingle nodeis enough to start. Default
High availability and multiple
nodes are not needed for a
proof of concept.
Note:

Run a Kubernetes release that is still supported upstream rather than pinning to this minimum.
Arelease

that has left support stops receiving security fixes, and the supported window moves with each
Kubernetes

release cycle.

Supported platforms

Choose a cloud-native, on-premises, or air-gapped Kubernetes deployment, and make sure your ac-
count holds the

infrastructure permissions that environment needs.

« Amazon Elastic Kubernetes Service (EKS)
« Azure Kubernetes Service (AKS)
+ Google Kubernetes Engine (GKE)
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+ Red Hat OpenShift

« VMware Tanzu Kubernetes Grid (TKG)
+ Nutanix Kubernetes Platform (NKP)

Networking

Requirement

Ingress gateway

Network Policy API

DNS domains

TLS certificates

Important:

Detail

NetScaler CPX is recommended,
and the SecurSpaces chart can
deploy it for you. NGINX,
HAProxy, and the Kubernetes
Gateway APl are also
supported. See Ingress.
networking.k8s.1io/v1.If
your cluster does not
implement it, install Calico or
Cilium.

Two DNS domains, the second
a wildcard subdomain of the
first

Valid certificates for both
domains

Level

Required

Required

Required

Recommended

The Network Policy API is not optional if you rely on network policies or workspace isolation.

Without a

network plugin that enforces it, those policies are accepted by the API server and do nothing.

See

Trust boundaries.

Domains

The second domain must be a wildcard subdomain of the first. For example:

« example.com
+ x.proxy.example.com

Certificates are optional for proof-of-concept deployments, but strongly recommended.
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Storage

Provide persistent storage through the Kubernetes Persistent Volume Claim API. This is required: con-

firm

the target cluster supports the PVC API before you deploy.

Deployment tooling

Tool

Helm CLI

cert-manager

Purpose Level

Deploys SecurSpaces fromthe  Required
provided Helm chart. Must be

installed and accessible to

whoever runs the deployment.

Needed only if the chart Conditional
renders cert-manager
Certificateresources. If

your cluster does not use

cert-manager, set platform.
useCertManager: false.

What SecurSpaces provides by default

You do not need to arrange either of these before a proof of concept. SecurSpaces deploys with both

already

working, and each has a production path you can move to later.

Area

Database

Identity and access

The internal database is supported in production, including for air-gapped and on-premises deploy-

ments. What

Default Production path

Percona Server for MongoDB, An external MongoDB service,

deployed by the chart and such as MongoDB Atlas. See

running in your cluster Database.

Email and password An identity provider using

authentication SAML or OIDC, such as Okta.
See Identity.
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changes is ownership: backups, high availability, and scaling become yours to run. An external ser-
vice moves

that work to the provider. See

Database for the comparison.

Related information

» Network destinations

« Ports and protocols

« Install with the Strong Installer CLI
« License

« Sizing

» Database sizing

What's new

August 24, 2026

Updates continuously enhance your Citrix SecurSpaces™ experience. Each release introduces new
features,

improvements, and fixes to ensure you always have access to the latest innovations and performance
enhancements.

This article highlights the new and updated capabilities available in this release, as well as resolved
issues.

For compatibility and performance details, see
Technical Requirements.

SecurSpaces 2026.9
Product name updated to Citrix SecurSpaces

Citrix SecurSpaces is the new product name for Citrix Secure Developer Spaces. The updated name
now appears

throughout the product interface, browser title, package metadata, email templates, and generated
API

documentation.
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This change helps align the product experience with the current Citrix naming while preserving exist-
ing

workflows and deployment paths.

Documentation URLs have moved from /en-us/secure-developer-spaces/ to /en-us/
securspaces/. Every previous

address redirects to the matching page, so existing links and bookmarks continue to work, but the
new form is

the one to use going forward.

For more information, see Overview.

Desired state configuration for workspace templates

Workspace templates now keep an active relationship with the workspaces created from them. Each
workspace records the template version it was created from, so project owners can see which
workspaces have drifted away from the current standard and bring them back up to date.

Previously, a template was applied once at creation time and the workspace kept no connection to it.
Project owners had no way to tell which workspaces were still aligned with the current configuration,
and any change to a repository, secret, extension, or policy had to be coordinated manually with each
developer.

Key capabilities include:

+ See how many workspaces are in testing, outdated, or unversioned directly on the Templates
page.

+ Open the Associated Workspaces window to review workspaces grouped by template version,
and export
the list to CSV.

+ Set a default template version to signal the desired configuration for a project.

+ Letworkspace ownersapply the update from an update window that previews the configuration
changes, without losing their persistent data.

+ Require an outdated workspace to be updated before its configuration can be edited.

« Prevent deletion of a template or template version while workspaces still use it.

For more information, see
Templates.

Al observability for developer Al usage

Al traffic that SecurSpaces routes through an Al Gateway is now tagged with the user, project, and
workspace that produced it. Platform teams can
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report on Al request volume, model usage, and token consumption across the organization, and at-
tribute that usage to the teams and
developers responsible for it.

Enterprise adoption of Al-assisted development has made token spend difficult to account for.
Provider dashboards are specific to a single

vendor and cannot show usage across the tools and models a development organization actually
uses. This release gives customers a single,

provider-independent view.

Key capabilities include:

+ Add user, project, and workspace metadata to Al requests forwarded to the Al Gateway.

+ Report on Al usage independently of the LLM provider serving each request.

« Break down token consumption and request volume by project, by user, and by model to sup-
port chargeback.

+ Health check the Al Gateway, and choose whether Al traffic bypasses it or fails when it is unavail-
able.

+ Import a sample Grafana dashboard covering token totals, usage rates, response times, and
per-project, per-user, and per-model views.

SecurSpaces documents a validated reference stack of Envoy Al Gateway, Prometheus, and Grafana.
Because the gateway exports standard metrics, you
can also send this data to your existing monitoring infrastructure.

For more information, see
Configure Al Gateway routing,

Dot files for workspace personalization

Developers can now connect a personal dot files repository from Profile > Configuration > Dot Files.
SecurSpaces clones the repository into each selected workspace and runs a supported install script
so shell,

editor, and tooling preferences can be applied automatically.

Dot files are configured per user and use that user’s connected Git integration. Developers can apply
the

configuration to all workspaces or only selected workspaces, choose the install-script timeout, and
review

Dot files output in workspace startup logs.

Key capabilities include:

+ Use private GitHub, GitLab, Bitbucket, or Azure DevOps repositories for dot files.
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+ Apply dot files when a workspace starts or resumes with new repository commits.
+ Run Personalize Environment to reapply dot files to an existing workspace.
+ Keep workspace startup non-blocking if a dot files script fails or times out.

For more information, see Configuration.

Setup Checklist for guided project onboarding

The project console now includes a Setup Checklist that guides project owners and developers
through common

first steps. The checklist appears as a collapsible side panel on project pages and keeps progress
across

navigation so users can return to their next setup task.

Project owners see steps for reviewing images, adding repositories and secrets, creating templates,
and adding

users. Developers see steps for reviewing their profile, configuring integrations, customizing their
environment, adding credentials, and creating a workspace. Returning developers see a shorter
checklist focused

on project-specific readiness.

Platform administrators can enable or disable the project-owner and developer checklists from on-
boarding
settings.

For more information, see
General Settings.

AWS Mount Points for shared workspace storage

Mount Points now support Amazon Web Services storage in addition to Azure file storage. Project
owners can

create or attach shared storage backed by Amazon Elastic File System (EFS) or Amazon S3 Files, then
make it

available to workspaces through the existing Resource Access flow.

Use AWS Mount Points when teams need live shared files for build artifacts, large datasets, or collab-
orative

project data without copying that data into each workspace. Administrators enable the available stor-
age types

first, and project owners choose whether to create new storage or attach storage that an infrastruc-
ture team

already prepared.
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Key capabilities include:

+ Create new AWS-backed Mount Points from eligible storage classes.

« Attach existing Amazon EFS or Amazon S3 Files storage to a project.

+ Use read-only or read/write access when attaching Mount Points to workspaces.

+ See clearer validation and delete guidance when a Mount Point is still used by live or deleted
workspaces.

For more information, see Mount Points.

Amazon EFS and Amazon S3 Files require AWS resources that SecurSpaces does not create, including
the file system,

per-Availability-Zone mount targets, IAM roles, and Kubernetes storage classes. For the administrator
setup steps,

see Prepare AWS storage for Mount Points.

Redesigned IDE extension for VS Code and compatible IDEs

The SecurSpaces extension for VS Code, Cursor, Windsurf, and Kiro has been redesigned around a
sidebar that acts

as the SecurSpaces entry point inside the IDE. Developers who start their day from a local IDE, a Pro-
gressive Web

App, or a Quickstart link no longer have to return to the console for routine actions.

Previously the extension listed workspaces and offered little beyond start, pause, and connect. Devel-
opers who

worked mainly from their IDE had no way to see what a workspace contained or to reach the console
actions they

needed, which meant constant context switching.

Key capabilities include:

+ Browse workspaces grouped by project, with the connected workspace highlighted and sorted
to the top.

« Start, pause, connect in the current or a new window, and switch between workspaces.

+ Expand a workspace to open its cloned repositories, attached mount points, and running work-
space apps.

+ Open a folder in a terminal, or copy a workspace app URL, from the right-click menu.

+ See connection quality in the status bar, with round-trip time and estimated bandwidth.

« Jump to the console to create, edit, or delete a workspace, or to reach profile and troubleshoot-

ing pages.
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The extension now runs on your local machine, and a small companion extension runsinside the work-
space to report
activity and answer connection measurements. Your access token stays on your local machine.

Actions that depend on newer platform features are hidden when the extension is connected to an
older
SecurSpaces platform, and the sidebar explains why.

For more information, see
Connect to a workspace via SSH.

Recover your own workspaces before they are deleted

Workspaces removed by an inactivity custom action are now visible to their owner before they are
gone for good.

Profile > Overview > Workspaces separates Active workspaces from Workspaces pending dele-
tion, and

the pendinglist shows the permanent deletion deadline in UTC with actions to restore or permanently
delete.

SecurSpaces also emails the workspace owner when a workspace is moved to the recycling bin, and
again 24 hours

before it is permanently deleted. Previously a workspace could disappear with no warning and no
self-service way

to get it back, which was a common source of support requests.

For more information, see
Profile Overview.

Starting a workspace counts as use

A workspace that is started regularly is no longer treated as unused. Starting a workspace from the
console, the

REST API, or the IDE extension now counts towards the Inactive Workspace condition, so aworkspace
someone

relies on is not deleted by an inactivity policy simply because they never opened a session inside it.

Starting a workspace still does not postpone the idle timeout that pauses it, so the cost savings from
idle
pausing are unchanged.

For more information, see
Custom Actions.
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Guided workspace creation, and a way to require templates

Creating a workspace now starts with a dialog that asks how you want to create it: from a template,
from

scratch, or by copying an existing workspace. Create from Template is marked as recommended.
This

replaces the split button, where the template and copy routes were hidden in a drop-down and easy
to miss.

Platform administrators can also now require templates. A new Require templates for workspace
creation

permission on a role restricts everyone holding that role to creating workspaces from a template; the
custom

and copy options are shown but disabled, with a tooltip explaining why. Use it where every workspace
ina

project has to be reproducible and consistent.

For more information, see

Create a workspace and

Roles and permissions.

Archive workspace templates

Workspace templates can now be archived and restored. Archive a template to stop it from being used
for new workspaces while keeping the existing workspaces that were created from it.

An archived template cannot be selected in the create-workspace flow or through a Quickstart link,
and is hidden from the Templates list unless you choose to show archived templates. Because a
template cannot be deleted while workspaces still use it, archiving is the supported way to retire a
template that is still in use.

For more information, see
Templates.

Deleted workspace recovery

Deleted workspaces now move to a recoverable Deleted Workspaces area before permanent dele-
tion. This gives

users a safety window to restore a workspace that was deleted accidentally and helps administrators
manage the

retention period.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 669


https://docs.citrix.com/en-us/securspaces/develop/workspaces/create.html
https://docs.citrix.com/en-us/securspaces/manage/people/roles.html
https://docs.citrix.com/en-us/securspaces/manage/templates/index.html#archive-a-template

Citrix SecurSpaces™

Project owners can restore or permanently delete workspaces from the project settings view. Plat-
form

administrators can review deleted workspaces across projects and adjust how many days deleted
workspaces remain

recoverable before they are removed permanently.

For more information, see Profile Overview.

Installation and ingress configuration improvements

Administrators have more deployment options in this release. Helm values now support license con-
figuration

during deploy or upgrade, HAProxy ingress annotations, and an option to skip rendering cert-manager
Certificate

resources for clusters that do not use cert-manager.

These options reduce manual post-installation work and help fit SecurSpaces into a wider range of
Kubernetes
environments.

For more information, see
Technical Requirements.

SecurSpaces 2026.4
SCIM user and group responses include membership details

SCIM responses now include more complete group membership information for identity providers
that validate

membership through the SecurSpaces SCIM API. The /Users endpoint returns the direct groups a
user belongs to,

and the /Groups list endpoint returns each group’s members without requiring a separate filtered
group lookup.

This improvement helps administrators connect SecurSpaces to SCIM providers that expect user and
group membership

data to be available during synchronization checks. Users without group memberships still omit the
groups

attribute, so empty group data is not added to their SCIM user response.

For more information, see SCIM.
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Quickstart link management in the REST API

Platform teams can now manage workspace template Quickstart links through the REST API. This
helps teams automate

Quickstart links for developer portals, repository README files, and other onboarding workflows with-
out manually copying

links from the SecurSpaces console.

The API can enable, retrieve, and revoke a template’s Quickstart link. Responses include the URL and
ready-to-use

Markdown and HTML embed snippets, so automation can keep portal content synchronized with the
current template link.

Key capabilities include:

« Enable, retrieve, and revoke Quickstart links for workspace templates

+ Retrieve the raw URL, Markdown snippet, and HTML snippet for a Quickstart link

+ Use light or dark embed button styles for generated snippets

+ Create workspaces from Quickstart links through the same flow as Ul-generated links

For more information, see REST APl and
Templates.

Custom Access Items in the REST API

Custom Access Items are now available through the REST API for workspaces and workspace tem-
plates. This gives platform

teams API parity with the SecurSpaces console for adding one-click access entries to internal tools or
services that run inside

a workspace.

APl callers can include Custom Access Items when creating workspaces and templates, update the full
set of items on an

existing workspace, and read configured items from workspace and template responses. Each item
can define a display

name, port, command, optional icon, and optional health probe.

Key capabilities include:

« Add Custom Access Items when creating a workspace or workspace template

+ Update or remove Custom Access Items on an existing workspace

» Read Custom Access Item status and URLs from workspace API responses

+ Receive machine-readable validation errors for invalid ports, duplicate names, missing com-
mands, or unsupported icons
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For more information, see REST APl and
Create a Workspace.

Self-hosted release documentation

SecurSpaces product documentation is now bundled with each release and served from the control
plane. This helps air-gapped and

restricted-network deployments keep documentation available without relying on external internet
access.

Users can open the bundled documentation from the SecurSpaces environment at /docs/. The re-
lease alsoincludesan 1lms. txt

format so Al tools can read the same release-matched documentation when your organization per-
mits that access.

Key capabilities include:

+ Access release-matched product documentation from the deployed SecurSpaces environment
» Keep documentation available in environments without direct internet access
+ Provide Al-readable documentation through 1lms. txt

For more information, see Give your Al assistant access to SecurSpaces documentation.

Workspace APl updates for IDE extensions

The workspace APIs now include more information and operations for IDE extension integrations.
These updates help IDE

extensions show richer workspace details and manage personal workspaces without requiring users
to switch back to the

SecurSpaces console.

The new API support includes workspace details for attached repositories, mount points, and data
buckets. IDE extensions

can also use capability flags from /version. json to enable features only when the deployed Se-
curSpaces version supports them.

Key capabilities include:

« Retrieve personal workspace details from GET /vl/personal_workspaces/{
workspace_id }
+ DeleteapersonalworkspacewithDELETE /v1/personal_workspaces/{ workspace_1id

}

+ Use /version.json capability flags for extension feature gating
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+ Read VSCode version fields in workspace API responses

For more information, see REST APl and
VSCode versions.

Al Gateway routing from Helm values

Platform administrators can now configure Al Gateway routing directly in the SecurSpaces Helm val-
ues. This update lets deployments intercept
selected Al service domains and route that traffic through an internal Al Gateway service.

Use this configuration when your organization wants centralized control for Al provider access from
workspaces. The Helm values support
both platform-wide settings and region-specific overrides for external regions.

Key capabilities include:

+ Configure the internal Al Gateway service address with platform.aiGateway.address
« List Al provider DNS endpoints to intercept with platform.aiGateway.dnsEndpoints
+ Override the platform-wide values per region with region.aiGateway

For more information, see Configure Al Gateway routing.

X.509 authentication for external MongoDB

SecurSpaces can now connect to an external MongoDB deployment by using X.509 certificate authen-
tication. This gives organizations an alternative
to username and password authentication for external MongoDB services such as MongoDB Atlas.

Administrators can select the MONGODB-X509 authentication mechanism in Helm values and pro-
vide the client certificate, private key,

and optional certificate authority bundle either as base64-encoded values or from an existing Kuber-
netes Secret.

For more information, see External MongoDB X.509.

Guidance for blocked outbound SSH connections

When a workspace tries to start an outbound SSH connection and no SSH method is configured for
the target host, SecurSpaces now shows an

actionable terminal message before closing the connection. Previously, the user saw only that the
SSH connection closed.
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The message explains that an administrator must enable either Personal SSH Identity or a Connected
SSH Service before the workspace can
connect to external hosts over SSH.

For more information, see Connect to external servers and services via SSH.

Smarter workspace idle detection

SecurSpaces now uses a hybrid approach to determine whether a workspace is truly idle before paus-
ingit. Previously, an open SSH connection was enough to keep a workspace running indefinitely, even
when no one was actively working. This led to unnecessary infrastructure costs, for example, when
developers left their IDE open overnight or over the weekend.

The new idle detection engine introduces three layers of intelligence:

« IDE activity signals take priority. When the SecurSpaces IDE extension is active, the system
uses granular input signals such as keyboard and mouse activity to determine whether a user
is present. An open but unused SSH connection alone no longer prevents a workspace from
pausing.

+ SSH fallback for unsupported IDEs. For developers using IDEs that do not support the Secur-
Spaces extension, the system falls back to the previous SSH-based logic, so active work is not
interrupted.

« Manual override. security officers can deactivate idle detection for select workspaces to sup-
port long-running services, such as shared development tooling or components. When acti-
vated, the workspace continues to run even without direct user input.

For more information, see Workspace idle detection for SSH connected workspaces

Shared storage mount points

Teams that work with large, shared datasets, such as ML training data, model artifacts, or experiment
results, can now mount external storage directly into their workspaces. This new capability, called
Mount Points, removes the need to copy data into the cluster before it becomes accessible.

Previously, SecurSpaces only offered Data Buckets, which function as point-in-time snapshots. While
useful for versioning, snapshots duplicate data onto the cluster, require significant disk space, take a
long time to replicate for large datasets, and prevent real-time collaboration because updates require
a manual publish cycle.

With mount points:

+ Platform admins enable the feature globally under Settings > Integrations.
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+ Project owners configure mount points by specifying the storage details, including server ad-
dress, share name, default mount path, and access permissions (read-only or read-write).

+ Developers attach available mount points when creating a workspace or workspace template.
The mount path can be customized per workspace, and the system prevents path conflicts.

This initial release supports only Azure file-based storage.

For more information, see Sharing Data Between Users - Mount Points.

Unified access with Citrix Daa$S (Technical Preview)

SecurSpaces now integrates with Citrix DaaS and Citrix Workspace to provide a unified access expe-
rience across Linux, Windows, and macOS development environments. Until now, SecurSpaces sup-
ported only Linux-based Kubernetes workspaces, excluding teams that depend on Windows or macOS
tooling, such as Xcode, full Visual Studio, or platform-specific simulation tools.

With this integration, developers can access both traditional SecurSpaces workspaces and Citrix-
based virtual desktops and applications from a single console. Users only need to sign in once in the
SecurSpaces console, and all SecurSpaces- and Citrix-based resources can be accessed seamlessly
without further authentication.

This feature provides:

« Unified access to Kubernetes-based and Citrix-based apps and workspaces from the Secur-
Spaces console

+ Integrated authentication with single sign-on

« Access to virtual apps and desktops with the native Citrix Workspace app

This feature allows organizations to bring more developer teams onto one secure platform while lever-
aging their existing Citrix infrastructure and licensing.

For more information, see Citrix Daa$S Integration.

Independent VS Code version management

VS Code updates are no longer tied to SecurSpaces platform releases. Previously, customers had to
wait for a full SecurSpaces upgrade to get a newer VS Code version, which could delay access to new
editor features and plugin compatibility.

With this release, VS Code is delivered and updated independently from the SecurSpaces platform.
Key capabilities include:

« Controlled updates and rollback. Administrators can adopt new VS Code versions when ready
and roll back to a previous version if issues arise.
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« Offline and air-gapped support. Organizations that restrict internet access from the control
plane or workspaces can host VS Code update files on an internal distribution point such as an
artifact repository or network share.

+ Built-in notifications. SecurSpaces admins and security officers receive notifications through
the built-in notification system when a new VS Code version becomes available.

+ User-controlled upgrades. Developers can control when the VS Code updateis applied to each
of their workspaces, similar to the existing workspace upgrade flow.

For more information, see VSCode Versions.

Native support for Kiro IDE

Kiro is now supported as an IDE for SSH-based workspace connections, joining VS Code Desktop, Jet-
Brains Gateway, Cursor, and Windsurf. Previously, Kiro users had to manually configure SSH connec-
tions and extension installations to access their SecurSpaces workspaces.

With this update, the Connect via SSH modal in the SecurSpaces console includes Kiro as a launch
option. Selecting it opens Kiro on the developer’s local machine, automatically installs or activates
the SecurSpaces extension, and establishes the remote SSH connection to the target workspace.

For more information, see Connect to a workspace via SSH

Improved user onboarding flow

The Add User flow for projects has been redesigned to reduce errors and speed up onboarding. Project
owners can now add users in bulk by pasting a list of email addresses, with inline validation and clear
error feedback. Single-user search is limited to platform users not yet in the project, avoiding confu-
sion. When adding external users, the flow guides the admin through the required additional details
before completing the operation.

For more information, see Add and remove users and groups - Bulk add users
Automatic SecurSpaces extension installation for SSH connections

When connecting to a workspace via SSH from VS Code Desktop, SecurSpaces now automatically in-
stalls the required SecurSpaces extension on the remote workspace. This removes a previously man-
ual step and reduces connection setup failures.

Configurable ghost workspace resources via Helm

Ghost workspace resource specifications can now be configured through the Helm chart, giving ad-
ministrators more control over resource allocation for pre-provisioned workspaces.
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Kubernetes PriorityClass support for workspace pods

Administrators can now assign a Kubernetes PriorityClass to workspace pods through a new optional
Helm configuration field. When set, all newly created workspace pods are assigned the specified pri-
ority class, allowing Kubernetes schedulers and tools like Karpenter to make better scaling and sched-
uling decisions. When the setting is omitted, existing behavior is unchanged.

Debian desktop image with browser access

A new preconfigured Debian-based container image with NoVNC is now available, providing a full
desktop environment directly accessible in the browser. This option is useful for teams that need
GUI-based tooling or testing environments within their SecurSpaces workspaces.

VS Code updated to 1.114

SecurSpaces now shipswith VS Code 1.114, bringing the latest editor features and plugin compatibility
improvements.

Improved downloads for large analytics exports

Workspace measurement exports can now reliably handle large report files. Administrators and secu-
rity officers can download workspace analytics filtered by organization, project, and date range, even
when the resulting files are too large for a standard API call. The download mechanism now uses an
optimized transfer path to support large file sizes.

For more information, see Workspace resource usage insights - Access workspace measurements

Preserve Host proxy option for workspace apps

Workspace apps now include a Preserve Host proxy option. When enabled, the proxy forwards the
workspace app’s public URL in the Host header, aligning it with the Origin and X-Forwarded-Host
headers. This allows tools like Jupyter Notebook and pgAdmin to work behind the SecurSpaces proxy
service without custom per-tool proxy configuration. The option is turned off by default to avoid
breaking local development workflows that expect localhost.

For more information, see Workspace Apps - Override Host Header
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Self-service OpenAPI specification downloads

The SecurSpaces REST APl documentation page now includes a Download OpenAPI specification but-
ton. The OpenAPI spec is automatically packaged and shipped with every minor and major Secur-
Spaces release, so platform engineering teams can download the spec that matches their currently
deployed SecurSpaces version without contacting Citrix.

Custom documentation URL

Platform admins can now replace the default SecurSpaces documentation link with a custom URL
that points to their organization’s internal documentation. When enabled under Settings > General
> Documentation, the custom link applies globally and updates the Documentation entry in the user
profile menu for all users, projects, and organizations. When disabled, the link reverts to the default
SecurSpaces documentation.

For more information, see General Settings - Documentation

Custom OpenVSX marketplace for VS Code extensions

Platform administrators can now point all VS Code workspaces to a custom OpenVSX mar-
ketplace under Settings > General > OpenVSX Marketplace, replacing the previous manual
EXTENSIONS_GALLERY environment variable approach. The setting is inherited across all
organizations, projects, and workspaces. New workspaces use the configured marketplace immedi-
ately; existing workspaces pick up the change after their next restart.

For more information, see General Settings - OpenVSX Marketplace
Ul enhancements
Simpler workspace template versioning

Edit, Publish, and Set as Default actions are now directly available in the template version list, making
versioning steps faster and easier to discover.

Streamlined Add Image workflow

The container image import flow now starts with the image URL, auto-fills fields where possible, sup-
ports inline credential entry, and includes clearer descriptions and tooltips.
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Alphabetical sorting for workspaces and templates

Workspace and template lists are now sorted alphabetically by default.

Separate control for in-app guides

Usage Analytics settings now let administrators keep analytics enabled while turning off in-app guides
independently.

Better search in dropdowns

Larger dropdowns now show a visible search field that is focused on open, with options sorted alpha-
betically.

Consistent select components

SecurSpaces now uses a unified select component with consistent search and sorting behavior across
the console.

Cleaner Set as Default for container images

The Set as Default action is now shown more selectively in the container image version list, reducing
visual clutter while keeping the action accessible.

Startup scripts description

The Startup Scripts step in the workspace and template wizard now includes a description explaining
when and why to use startup scripts.

Language selector moved to user profile

Language selection has moved from the page footer to user profile settings, now labeled with lan-
guage names instead of flags.

Consistent wizard exit warning

SecurSpaces now always warns users before they leave the workspace or template wizard, regardless
of navigation path, and uses clearer dialog labels.
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Improved empty secrets message

When no secrets exist, the wizard now shows guidance on how to add one instead of implying that a
filter returned no results.

Clearer filter no-results messages

Filtered lists now show a contextual no-results message with a Clear Filters action so that users can
distinguish between empty results and missing data.

Standardized Ul components and tooltips

Icons, tooltips, and styling patterns are now more consistent across the SecurSpaces console.

Bug fixes
Context menus close on scroll

Context menus now close automatically when the user scrolls, preventing visual artifacts from contin-
uous repositioning.

Maintenance banner stays aligned during scrolling

The maintenance notification banner no longer briefly slips under the menu bar when scrolling on
long pages.

Validation checkmark no longer appears on empty input

The secret name input field no longer shows a success checkmark when the field is empty or invalid.

Consistent image cache scheduling across nodes

Image cache pods are now scheduled with node-level anti-affinity, ensuring one pod runs on every
Karpenter-managed workspace node instead of one per availability zone. This restores predictable
warm node behavior in multi-AZ clusters.

SecurSpaces 2025.10

This release contains the following new features:
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Renewal warning for CA certificates

SecurSpaces now displays a warning when a CA certificate is approaching expiration, enabling admin-
istrators to take timely action to renew certificates and prevent service disruptions.

Workspace resource usage insights

SecurSpaces now provides historic insights into workspace CPU and RAM consumption. This
data is automatically collected and stored in the SecurSpaces database, and can be accessed via
the workspace-measurements and workspace-measurement-samples APIs to support rightsizing
analysis and long-term trending insights.

The system gathers the following information:
« CPU usage over time
+ RAM usage over time

The data is retained for 7 days.

For more information, see Workspace resource usage insights

Enhanced idle detection for SSH sessions

When users connect to a SecurSpaces workspace via SSH with the SecurSpaces/Strong Network plu-
gin, SecurSpaces can now monitor activity with greater precision. This will allow the system to pause
idle workspaces more reliably, improving cost efficiency without disrupting active sessions. Users
without the SecurSpaces/Strong Network plugin installed in their local IDE will be asked to install it
via a notification within the SecurSpaces console. Administrators can use the SecurSpaces API /v1
/metrics/ssh-workspaces—-no-extension-usage to determine a list of users connecting
via SSH without the plugin installed.

Note:

The initial version of this release will not change the behavior of the SecurSpaces scheduled
to minimize the disruption to existing users. A future minor version will enable the scheduler

changes.

Enhanced Quickstart workspace creation

The Quickstart interface, used when creating a new workspace via a Quickstart link, has been en-

hanced. Before provisioning, users can now review:

« The image and template used to create the workspace
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« The organizational location where the workspace will be deployed

Additionally, users can select the template version and geographic deployment location, providing
greater control and transparency during workspace setup.

For more information, see Quickstart

Support for Azure Cosmos DB

SecurSpaces now supports Azure Cosmos DB as a managed database option, in addition to MongoDB
Atlas. This gives teams greater flexibility in choosing the database service that best fits their workloads
and cloud environment.

Workspace template flow: Add draft & promote functionality

New Workspace template versions are now created in a draft state. Drafts can be modified and tested
until they are explicitly promoted to the default version. This workflow simplifies the process of iter-
ating on templates while preventing users from inadvertently using versions that are not production-
ready.

For more information, see Create a new version of a Template

Template duplication in the SecurSpaces console

Project owners can now duplicate existing Workspace templates directly within the SecurSpaces con-
sole. This makes it easier to create new templates that share the same toolstack and integrations as
existing ones, while allowing for fine-tuned configuration to meet specific developer needs.

Workspace resource visibility and sorting

The Project/Workspace view now displays the full resource configuration (CPU, RAM, and storage) for
every workspace in a project. Workspaces can also be sorted by these attributes, enabling project
owners to quickly identify high-resource allocations and support rightsizing activities.

New filters in Project/Workspaces view

A new filter option has been added to the Project/Workspaces view, making it easier to identify work-
spaces with specific characteristics within large projects. Available filter criteria include:

« Owner —workspace owner
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+ Image —base image used for the workspace
+ Created On —creation date

« Status —current workspace status

+ CPU, RAM, Storage —allocated resources

This enhancement streamlines workspace management and helps quickly locate relevant work-
spaces.

For more information, see Filtering Workspaces

Optimized Console Responsiveness

We have significantly optimized the way the SecurSpaces console loads data, resultingin a much more
responsive and fluid user experience.

« Near-instant navigation: Actions that previously had a short delay are now almost instant. For
example, navigating from the platform level into a specific project is notably faster.

+ Improved workflow: This foundational enhancement minimizes wait times, improving your
overall workflow and making the console feel smoother and more efficient.

Interactive onboarding guides

When accessing the SecurSpaces web console for the first time, users are now presented with inter-
active onboarding guides. These guides highlight key functionality and walk through important first
steps, helping new users get up and running more quickly.

Updated Visual Studio Code version

SecurSpaces workspaces now include Visual Studio Code v1.105.1, providing the latest features, im-
provements, and fixes.

Improved workspace creation workflow

The input fields for creating a new workspace from a template have been reorganized to reduce the
number of clicks required. Additionally, the proposed workspace name is now automatically gener-
ated using the format <First Name><First 3 letters of Surname>-<TemplateName
>, streamlining the setup process and ensuring consistent naming.

For example: StevenGal-Frontend Workspace
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Enhanced UX for workspaces without resource limits

SecurSpaces now allows customers to create workspaces without CPU or RAM limits, enabling fully
elastic scalability. Workspaces configured with unlimited resources will display an infinity symbol for
the affected resource, providing a clear visual indicator of this configuration.

Default selection of current user for resource ownership

Whenever SecurSpaces prompts for an owner of a newly created resource, the current user is now
listed at the top of the user list. This change streamlines common workflows and speeds up the re-
source creation process.

Enhanced user details page

The user details page now displays user-configured workspace schedules and lists all workspaces with
custom schedules. This page is also accessible to project owners, in addition to security officers. The
enhanced view provides better visibility into a user’s context and special configurations, aiding trou-
bleshooting and workspace management.

Backstage plugin for SecurSpaces

SecurSpaces now offers a plugin for Backstage, enabling users to list and access all workspaces as-
sociated with a specific software project, as well as create new workspaces directly from Backstage.
For organizations using a Backstage-based Integrated Developer Portal, this integration streamlines
developer workflows and simplifies workspace management.

For more information, see SecurSpaces Workspaces Plugin for Backstage

HashiCorp Vault integration for secret management

SecurSpaces now integrates with HashiCorp Vault, the leading secret management solution. When
enabled, all secrets previously stored in the SecurSpaces database are securely stored in Vault. This
includes:

+ Platform secrets: Platform SSH private key, OAuth app secrets, email gateway secrets, and work-
space image registry credentials
+ User secrets: User SSH personal identity, private SSH keys, and GPG keys

This integration enhances security by centralizing secret management and leveraging Vault’s robust
access controls and auditing capabilities.

For more information, see Use HashiCorp Vault as a Secret Manager
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Usage Telemetry

SecurSpaces now collects usage telemetry to help improve the platform. This telemetry is used for
understanding feature adoption and identifying areas for performance and usability improvements.
No personal data is collected, and allinformation is handled in accordance with organizational privacy
policies.

Pendo integration for in-app guidance and analytics

SecurSpaces now collects usage telemetry to help improve the platform. This telemetry is used for
understanding feature adoption and identifying areas for performance and usability improvements.
No personal datais collected, and allinformationis handled in accordance with organizational privacy
policies.
https:

For more information, see Usage Analytics

Fixed issues

September 21, 2026

Citrix SecurSpaces™ 2026.9 includes the following fixed issues

Release Date Version Category Description

August 13,2026 2026.9.0 Security Updated
dependencies and
images to address
known vulnerabilities.

Security Resolved an issue
where some
role-protected API
requests could bypass
access checks.

Security Resolved an issue

where some flows
could accept the
wrong token type.
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Release Date Version Category

Security

Security

Security

Security

Security

Security

Security

Description

Resolved an issue
where
user-management
actions could affect
users outside the
caller’s scope.
Resolved an issue
where local secrets
could be copied
without verifying
container ownership.
Resolved an issue
where sidecar file
streaming could
expose unintended
workspace files.
Resolved an issue
where sidecar Git
handling could accept
unsafe command
arguments.

Resolved an issue
where workspace
Docker access was
broader than required.
Resolved an issue
where the image
builder ran with more
privilege than required.
It now uses rootless
BuildKit.

Removed test license
keys from production
images.
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Release Date Version Category

Security

Security

Security

Security

New features

New features

New features

Description

Rotated credentials
that had been
committed to the
repository, and added
operator recovery
guidance.

Hardened the AWS
Mount Point lifecycle,
including attach,
update, and delete.
Hardened mount point
handling: storage
classes without TLS
are hidden, deletion
from the recycle bin is
blocked, and error
messages no longer
disclose internal

detail.
Hardened the

documentation served
from the control plane
at /docs/.

Added AWS Mount
Point support for
Amazon EFS and
Amazon S3 Files
storage.

Added a redesigned
IDE extension sidebar
with repositories,
mount points, and
workspace apps.
Added connection
quality monitoring in
the IDE status bar.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

687



Citrix SecurSpaces™

Release Date Version Category

New features

New features

New features

New features

New features

New features

New features

Description

Added user, project,
and workspace
metadata on Al
requests forwarded to
an Al Gateway.

Added Al Gateway
health checking with a
configurable fail-open
behavior.

Added a sample
Grafana dashboard for
Al usage and token
consumption
reporting.

Added desired state
configuration tracking
of the template
version used by each
workspace.

Added template
version status
indicators and an
Associated
Workspaces window
with CSV export.
Added a workspace
update flow that aligns
a workspace with the
default template
version.

Added archive and
restore for workspace
templates that still
have associated
workspaces.
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Release Date Version Category

New features

New features

New features

New features

New features

New features

General

General

Description

Added dot files in
Profile >
Configuration for
personal workspace
setup.

Added a Setup
Checklist on project
pages for guided
onboarding.

Added deleted
workspace recovery
during the configured
retention period.
Added Helm support
for applying a platform
license during deploy
or upgrade.

Added HAProxy ingress
support and optional
cert-manager
Certificate rendering.
Added GitHub Copilot
support for
workspaces behind an
Al Gateway.

Updated the product
interface and email
templates to use the
Citrix SecurSpaces
product name.
Resolved an issue
where data bucket
uploads could start
from ineligible
workspaces.
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Release Date Version Category

General

General

General

General

General

General

General

General

Description

Resolved an issue
where data bucket
upload status could be
misleading.

Resolved an issue
where the data bucket
upload modal could
show stale bucket

data.
Resolved an issue

where image import
could use the wrong
credential orimage

URL.
Resolved an issue

where a failed image
import could become
the default image tag.
Resolved an issue
where workspaces
could start with the
wrong container image
tag.

Resolved an issue
where reused image
tags could leave stale
workspace image
content.

Resolved an issue

where VSCode version
settings could be lost
in workspace flows.
Resolved an issue
where a private
VSCode registry URL
could remain stale.
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Release Date Version Category

General

General

General

General

General

General

General

Description

Resolved an issue
where signed Git
operations could fail
with commit.
gpgsign=true.
Resolved an issue
where workspace
startup could stall
during system startup
scripts.

Resolved an issue
where workspaces
could stay in
Pending because of
storage settings.
Resolved an issue
where a stale sidecar
IPC socket could cause
CrashLoopBackOff

Resolved an issue
where workspace
schedules with a
00:00 start time did

not save.
Resolved an issue

where manual Run
actions were not
counted as activity.
Resolved an issue
where Profile page SSH
addresses could omit
the workspace region.
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Release Date

Version

Category

General

General

General

General

General

General

General

Description

Resolved an issue
where organization
role checks did not
apply to protected
pages.

Resolved an issue
where disabled role
references could
disrupt project
loading.

Resolved an issue
where the Disable Role
modal showed -1
instead of a
placeholder.
Resolved an issue
where Connect to
GitHub did not start

OAuth for new users.
Resolved an issue

where workspace
template version
drafts could sort
unpredictably.
Resolved an issue
where
create-from-existing
showed incorrect
specification values.
Resolved an issue
where HTTP and SSH
connected service
selections did not
persist.
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Release Date Version Category

General

General

General

General

General

General

General

General

Description

Resolved an issue
where workspace
specification template
restrictions could be

lost.
Resolved an issue

where workspace
update actions
appeared when no
update was available.
Resolved an issue
where template
lifecycle actions could
leave orphaned
workspace state.
Resolved an issue
where Add to Favorite
stayed open after
selection.

Resolved an issue
where the audit page
Select All filter option
did not apply.
Resolved an issue
where Al dashboard
token totals were

inconsistent.
Resolved an issue

where Al traffic from
SSH workspaces
lacked observability

metadata.
Resolved an issue

where 1-click demo
deployment could fail
in common retry
scenarios.
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Release Date Version Category

General

General

General

General

General

General

General

Description

Resolved an issue
where read-only AWS
mount points could

not be mounted.
Resolved an issue

where Azure Files
mount points had
several defects
affecting attach and
update.

Resolved an issue
where a workspace
could briefly report a
DESTROYED state
while it was being

created.
Resolved an issue

where the workspace
wizard could become
stuck after Discard.
Resolved an issue
where editing a
workspace
specification did not
reach running
workspaces, pods, and
templates.

Resolved an issue
where replacing a
specification template
could write outside its
intended scope.
Resolved an issue
where Community
Edition license
activation could fail.
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Release Date Version Category

General

General

General

General

General

General

General

Description

Resolved an issue
where the Insights
resource usage chart
showed gaps, unstable
colors, and an
inaccurate tooltip.
Resolved an issue
where updating
workspace properties
could cause a backend

error.
Resolved an issue

where the workspace
update dialog showed
the wrong state for a
template version.
Resolved an issue
where authorizing an
SSH key did not list
workspaces the user
owns without the
manage permission.
Resolved an issue
where invalid
repositories were
included in the
duplicate path check.
Resolved an issue
where searching for
users responded
slowly.

Resolved an issue
where image build logs
could not be streamed.
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Release Date Version Category

General

General

Citrix SecurSpaces 2026.4 includes the following fixed issues

Release Date Version Category
August 24, 2026 2026.4.10 Security
General

Description

Resolved an issue
where image builds
could fail when the
cluster used an
external proxy.
Resolved an issue
where the platform did
not recover promptly
after losing its leader
election lock.

Description

Updated Helm chart
security contexts to
disallow privilege
escalation for platform
service containers and
the syslog permissions
init container.
Resolved an issue

where SCIM user
responses did not
include group
membership and SCIM
group list responses
omitted members
unless a specific group
was requested.
/Users now returns
direct group
membership and
/Groups list
responses include
members.
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Release Date Version Category

August 14,2026 2026.4.9 New features

General

General

General

General

July 20, 2026 2026.4.8 Security

New features

New features

Description

Added HAProxy ingress
support.

Resolved an issue
where project creation
could fail after the
Project Owner role

was disabled.
Resolved an issue

where Azure 1-click
demo deployment
could fail and leave
incomplete network

rules.
Resolved an issue

where NetScaler
ingress could fail on
Google Cloud.
Resolved an issue
where Google
Kubernetes Engine
1.35 probes could time
out too quickly.
Updated
dependencies and
images to address
known vulnerabilities.
Added REST API
support for managing
workspace template
Quickstart links.
Added REST API
support for Custom
Access Itemson
workspaces and
templates.
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Release Date Version Category
General
General

July 2, 2026 2026.4.7 Security

New features

New features

General

General

General

Description

Resolved an issue
where template REST
API responses omitted
setup scripts.
Resolved an issue
where VSCode registry
records could be
missed or left stale.
Updated
dependencies to
address known
vulnerabilities.

Added SecurSpaces
documentation served
from the control plane
at /docs/ for
air-gapped
deployments.

Added IDE extension
APl support for
personal workspace
endpoints and VSCode
version fields.
Resolved signed Git
commit failures when
commit.gpgsign=
true was set.
Resolved JFrog artifact
repository access
failures for users
without a configured

token.
Resolved an issue

where CPU and
memory resource
limits could be lost
after workspace edit
operations.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

698



Citrix SecurSpaces™

Release Date Version Category

General

General

General

June9,2026 2026.4.6 Security

New features

New features

General

Description

Resolved an issue
where Create
Workspace API
responses could miss
expected fields.
Resolved an issue
where attached
repositories were
missing from personal
workspace API
responses.

Resolved an issue
where IDE extension
quick-link sign-in did
not redirect to
non-project routes.
Updated the Go
runtime and build
toolchain to address
known vulnerabilities.
Added Al Gateway
routing support via
Helm values for
selected Al service
domains.

Added X.509 certificate
authentication for
SecurSpaces
connections to
external MongoDB
deployments.
Resolved outbound
SSH connections
closing without
explanation when no
SSH method was
configured.
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Release Date Version Category

General

General

June 4,2026 2026.4.5 Security

General

General

General

New features

May 29, 2026 2026.4.4 Security

Description

Resolved an issue
where the add icon on
the empty home page
create card appeared

flattened.
Resolved an issue

where Pendo in-app
guide sessions could
continue after logout.
Resolved JFrog
anonymous tokens
accepted during OAuth
sign-in.

Resolved a nil panicin
the OAuth client secret
rotation job when no
OAuth application was
configured.

Resolved an issue
where the auto-delete
action used an
incorrect workspace

last-used time.
Resolved GPU

configuration options

being hidden for the

security officer role in

workspace templates.

Added workspace

Docker registry mirror

supportvia
workspaceDockerRegistryM-
Helm value.

Upgraded Go and
Docker toolchain
versions to address
known vulnerabilities.
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Release Date Version Category

Security

Security

General

General

General

General

General

General

Description

Updated the MongoDB
container image to
address known
vulnerabilities.
Bumped the default
workspace image to
2.3.6toaddress

known vulnerabilities.
Resolved an issue

where the “update
available”icon
persisted after a
workspace update
completed.

Resolved
non-deterministic
color assignment in
Resource Allocation
charts. Colors now
sort by region.
Resolved an issue
where Custom Actions
conditions were not
applied correctly.
Resolved an issue
where the Profile page
showed an error on
refresh for Developer
role users.

Resolved incorrect
units for memory and
disk when editing
resource limits.
Resolved workspace
status records not
initialized for cloned or
template-created
workspaces.
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Release Date Version Category
General

May 12,2026 2026.4.3 General
General

New features

New features

SecurSpaces 2025.10 includes the following fixed issues

Description

Resolved the
Advanced dropdown
appearing empty for
some roles in
workspace settings.
Resolved a Kubernetes
cluster costissue
caused by warm node
pre-provisioning.
Resolved an image
pod cachingissue by
re-aligning node
anti-affinity to
kubernetes.io/
hostname.

Added a platform
setting to configure a
custom upstream URL
for the VS Code
Extensions Gallery.
Increased the
maximum
configurable
workspace
specification limits for
CPU, GPU, memory,
and disk.
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Release Date Version Category
April 30,2026 2025.10.21 Security
Security
Security
Security

Description

Resolved an issue
where a rejected
workspace SSH
approval still
authorized the
presented public key,
allowing a later
connection with the
same key to succeed.
SSH keys are now
authorized only when
the approval request is
accepted.

Tightened file and
directory permissions
in the installer.
Generated directories,
Terraform variable
files, and the CA
certificate bundle are
now created with
owner-only access to
address Mend SAST
findings (CWE-732).
Updated the MongoDB
container image to
address known
vulnerabilities
reported by Mend.
Bumped the default
workspace image to
2.3.6toaddress
known vulnerabilities.
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Release Date Version Category Description

General Resolved slow query
performance for
ip_pod_assignment
and
workspaces_v5
collections that could
lead to proxy
OOMK1 1led events.
Added a compound
index on
(ip, region_id)
for
ip_pod_assignment
and a team_1id index
onworkspaces_v5.

General Resolved a delay when
switching to the
Workspaces tab in the
user interface.

General Resolved an issue
where the table
component did not
show its loading state
on initial data fetch.

General Resolved an issue
where the
copy-to-clipboard
tooltip did not appear
on the first hover or
copy action.

General Resolved an issue
where opening a
terminal session from
the dropdown
launched a duplicate
window instead of
focusing the existing
one.
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Release Date Version Category
April 23,2026 2025.10.20 Security
Security
General
General
April 14,2026 2025.10.19 General
April 13,2026 2025.10.18 Security

Description

This release includes
several vulnerability
fixes across the
platform’s core

services.

Updated the Go
language runtime to
version 1.25.9 and
resolved frontend
CVEs reported by
Mend.

Resolved an issue
where workspace
setup scripts were lost
when a workspace was
created through the
REST API. Setup scripts
are now preserved on

create.
Resolved a Ul issue

where the workspace
access item icon
appeared taller than
expected.

Resolved an issue
where 1-Click VM
provisioning failed
when targeting an
existing Azure
Resource Group.
This release includes
several vulnerability
fixes across the
platform’s core
services.
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Release Date Version Category
General

April 1, 2026 2025.10.17 Security

March 30, 2026 2025.10.16 General
General

Description

Resolved anissuein
the OAuth2
authentication flow
where email addresses
containing uppercase
letters caused
authentication failures
or account

mismatches.
This release includes

several vulnerability
fixes across the
platform’s core

services.
Resolved a critical

CosmosDB index error
that caused backend
upgrade failures. This
fix ensures that
database schema
updates and indexing
operations complete
successfully during
platform deployments,
preventing service
disruptions during the
upgrade cycle.

Added
GPU-accelerated
workspaces with
hardware acceleration
for machine learning,
data science, and
graphics-intensive
workloads.
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Release Date

March 17,2026

March 9, 2026

February 19,2026

February 11,2026

February 11,2026

January 30, 2026

Version

2025.10.15

2025.10.14

2025.10.13

2025.10.12

2025.10.11

2025.10.10

Category

Security

Networking

General

Security

General

Security

Description

This release includes
several vulnerability
fixes across the
platform’s core

services.

Resolved an issue
where
cross-workspace HTTP
access was broken.
Resolved an issue with
Git Large File Storage
(LFS) that affected
GitLab repositories
when using SSH for
authentication.

This release includes
several vulnerability
fixes across the
platform’s core
services.

Resolved an issue
where a misleading
error message was
generated by the
measurement cron job
for workspaces with
no active pods, such as
those in a paused

state.
This release includes

several vulnerability
fixes across the
platform’s core
services.
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Release Date Version Category
January 28,2026 2025.10.9 General

New features
January 23,2026 2025.10.8 Security

Description

Resolved an issue with
the VS Code
Extensions Gallery that
prevented the
discovery and
installation of
extensions.

Upgraded the
NetScaler Ingress
Controller (NetScaler
CPX) from version
3.2.22t03.3.2. This
update provides
improved stability and
higher performance
for ingress traffic
management.

This release includes
several vulnerability
fixes across the
platform’s core
services.
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Release Date Version Category

January 15, 2026 2025.10.7 Security

Description

Refactored the Helm
Chart RBAC
configuration to
enhance the platform’
s security posture
through least-privilege
principles. The
previously unified
ClusterRole has been
split into two specific
scopes:
Namespace-scoped
Role manages
workload-specific
resources, including
pods, jobs, and
secrets; Minimal
ClusterRole is
restricted to essential
cluster-wide resources,
such as nodes, storage
classes, and metrics.
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Release Date

December 18, 2025

December 15, 2025

Version

2025.10.6

2025.10.5

Category

General

General

Security

Description

Fixed a bugin 1-click
VM environments
using OAuth
integration that
prevented local IDEs
from successfully
connecting via SSH
extensions and
plugins. This
resolution ensures
that developers can
use local IDE tools,
such as VS Code
Desktop or JetBrains
Gateway, within the
authenticated
workspace session.
Added support for F5
NGINX annotations.
Platform
administrators can
enable dedicated
controller support
with platform.
useF5NginxController
true.

Updated the Go
language runtime to
version 1.25.5, which
addresses known
security
vulnerabilities.
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Release Date

December 2, 2025

Version

2025.10.4

Category

General

General

New features

Description

Fixed a permission
issue that prevented
users with the security
officer role from
disabling analytics
features on the
platform configuration
settings page.
Resolved an issue
causing the Workspace
APl component to
entera
CrashLoopBackOff
state when the system
was managing a large
number of active or
decommissioned
workspaces.
Added a new
configuration option
to disable Amazon EKS
auto-mode detection
during cluster setup.
Administrators can set
region.
clusterConfig.
disableAutoModeCheck
true for more
granular control in
specific deployment
environments.
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Release Date Version Category
New features

November 26, 2025 2025.10.3 General
Security

Description

Introduced Terraform
support for managing
user groups, allowing
administrators to
provision, update, and
manage workspace
user groups using
Infrastructure as Code
practices.

Fixed an issue where
some Visual Studio
Code dependencies
failed due to an
underlying C standard
library requirement.
The minimum required
glibc version is now
2.28 to ensure stability
and compatibility with
remote VS Code
functionality on
supported Linux
distributions.
Updated the Go
language runtime to
version 1.25.4, which
addresses known
security
vulnerabilities.
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Release Date Version
November 21,2025 2025.10.2
November 14,2025 2025.10.1

What's new in SecurSpaces Flex

September 18, 2026

Category

General

General

Description

Resolved slow
database migration
performance. An
optimization to the
database migration
engine significantly
reduces the time
required to run
database updates
during product
rollouts and version
upgrades.

Removed the
dependency on the C
standard library
(Libc). The core
workspace
components no longer
require Libc at
runtime.

This article summarizes new features, improvements, and fixes for Citrix SecurSpaces™ Flex. For the

self-hosted Citrix SecurSpaces release history, see What’s new in Citrix SecurSpaces.

August 2026

General Availability: Citrix SecurSpaces Flex

Citrix SecurSpaces Flex is now generally available as a Citrix-managed service within Citrix Platform

Flex that delivers secure Linux workspaces for development teams. Delivered through Citrix Cloud,
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Citrix SecurSpaces™

this service provides hosted developer environments with no customer infrastructure to stand up or
maintain. In this release, Citrix SecurSpaces Flex is applicable only to Azure environments. For more
information, see Citrix SecurSpaces Flex overview.

New and enhanced features

« Citrix-managed control plane —Citrix operates the Azure Kubernetes Service (AKS) and Azure
Cosmos DB infrastructure.

+ Workspace sizing by persona —Light (2 vCPU / 8 GB RAM), Medium (4 vCPU / 16 GB RAM), and
Heavy (8 vCPU / 32 GB RAM), each mapped to a published Platform Flex credit rate.

+ Decoupled workspace size and template —A single workspace template can be paired with
any compute profile on demand.

+ Multi-region support —A primary Azure region is provisioned at deployment time, and sec-
ondary regions can be added later by your Citrix team.

+ Version management —Citrix manages version updates for your environment, including
scheduling of maintenance windows.

+ Network connectivity —Connect workspaces to customer-owned systems via Azure VNET
peering or VPN gateway.

+ Native DLP, RBAC, and audit logging —Built-in controls for data loss prevention, access gov-
ernance, and compliance.

+ Sandboxed Al agent support—Al coding agentsruninside workspaces under the same control
plane and policy framework as human developer sessions.

« Platform Flex credit model —Citrix SecurSpaces Flex credits draw from the same pool as Citrix
DaaS Flex, with no separate procurement cycle.

More information

« Citrix SecurSpaces Flex overview
« Licensing for Citrix Platform Flex

SecurSpaces document history

September 18,2026
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The following table describes important changes to the Citrix SecurSpaces™ product documentation.

To receive notifications about these updates, subscribe to the RSS feed.

Changes are listed with the most recent first.

Date

17 Aug 2026

02 Jul 2026

01 Jul 2026

01 Jul 2026

08 Jul 2025

14 May 2025

29 Apr 2025
04 Mar 2025

Change

Restructured

Added new article

Added new section

Added new article

Added new sections

Document migration

Document migration

Sample document

Description

Documentation reorganized by
role into About, Get started,
Develop, Manage, Deploy,
Administer, Security and
compliance, Reference, and
Release notes. Articles were
split, renamed, and rewritten
to match the new structure.
Administer the SecurSpaces
database

System Configuration, a
top-level section for
platform-level settings such as
license, identity providers,
integrations, and regions
Onboarding email notifications,
describing the automatic
invitation and project emails,
and expanded the Email
Gateway Configuration
provider details

Organization Settings, Platform
Settings and Project Settings
Published Strong Network
document

Strong Network document

Sample Strong Network
document
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