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Introduction

This document provides a step-by-step guide for configuring a complete smart card
deployment on Citrix XenDesktop. Instructions are included for Windows, Macintosh and Linux
clients.

The deployment is based on the NIST PIV smart card standard. Smart card driver software for
PIV cards is supplied by the Operating System vendors. Note that some organisations require
more advanced Smart card driver software which can be installed according to the smart card
driver vendor’s documentation.

For the purposes of this document, the Yubikey 4 smart card is used. The Yubikey 4 is an all-
in-one USB CCID PIV device that can be purchased from Amazon or other vendors. The Yubico
software referenced in this document is open source and available as a free download from
their website.

Note that it is possible to test with other types of PIV smart cards, but the details of the process
will vary according to the smart card vendor’'s documentation.

This deployment requires three Windows 2012 R2 servers, which may be installed in a Virtual
Machine environment, including the:

* Domain Controller
* XenDesktop VDA server
* XenDesktop DDC server

The machines must be installed on a private network, completely isolated from external
systems.

Physical computers or Thin Client devices are used to test the smart card integration with HDX
Receiver; Windows 10, Linux and Macintosh clients will be connected.

This document includes the following sections:

e Setting up a Windows Domain. Includes a step-by-step guide to configuring a
Windows domain to allow smart card authentication. It covers installation and
configuration of the Microsoft Certificate Authority.

* Configuring the Smart card. Provides a step-by-step guide to installing a smart card
user certificate onto a Yubikey 4 device. The process will be similar for other types of PIV
smart cards.

* Enabling Smart cards on Windows. Includes a step-by-step guide to enabling
smart card logins on Windows. This can be done per server, or by applying a Smart card
Group Policy.



Smart Card Configuration for Citrix Environments June 2016

Configuring Microsoft IS for HTTPS. This section is a step-by-step guide to
enabling HTTPS with smart card client authentication on a Microsoft IIS server. This
server will then then be used to host the Citrix StoreFront Web Application.
Configuring Citrix StoreFront. Provides This a step-by-step guide to creating a
StoreFront store that is enabled for Smart card Authentication

Configuring the XenDesktop DDC. Describes describes how to enable Smart card
authentication in the XenDesktop DDC, through to making a connection to the VDA
using the HDX Smart card Virtual Channel.

Configuring Citrix Receiver for Windows. Includes information describing how to
configure Windows Receiver, Internet Explorer and Firefox to run on a Windows
machine.

Configuring Citrix Receiver for Linux. This section describes how to configure
Linux Receiver and Firefox to run on a Linux machine.

Configuring Citrix Receiver for Apple OS X. Describes how to configure Citrix
Receiver and Firefox to run on an OSX machine.

Setting up a Windows Domain

The Windows Domain Controller runs the DHCP server and DNS server for the isolated network.
This section covers the promotion of a Windows 2012 R2 machine to a domain controller, and
the configuration of the Microsoft Certificate Authority component.

To configure the Domain Controller, run the Microsoft Server Manager tool and install the
following roles:

Active Directory Domain Services

DHCP Server

DNS Server

Active Directory Certificate Services (must be installed after installing the above)
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Select server roles

Before You Begin
Installation Type

Server Selaction

Confirmation

Server Manager

Add Roles and Features Wizard

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services

Active Directory Domain Services|

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services

[] Application Server
DHCP Server

DMS Server

[] Fax Server

> [® File and Storage Services (1 of 12 installed)

[] Hyper-V

[ Metwork Policy and Access Services
[] Print and Document Services

[] Remate Access

[[] Remote Desktop Services

DESTINATION SERVER
de

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses demain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Hide

< Previous | | MNext > Install
|
BPA results Performance
BPA results

Note that it is possible to configure the Domain Controller as a Router to a public network at
this stage using the Remote Access role, but care should be taken to maintain the isolation of

the domain deployment network.

When the Domain Controller is fully installed, join the XenDeskop DDC and VDA servers to the

domain. Ensure that all DHCP and DNS services are retrieved from the Domain Controller.

In the Server Manager tool open the “Certificate Authority” GUI from the “Tools” menu. In the
“Certificate Templates” node, check that the “Smart card User” template is shown. If not, right
click and choose “New -> Certificate template to Issue” and add it from this list.
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=} Server Manager

Server Manager * Dashboard ) | ['_, Manage  Tools  View

certsrv - [Certification Authority (Local)\citrixtest-DC-CA\Certificate Templates] =g X
File Action View Help
Local Server
| # 4
All Servers =
ﬁa Certification Authority (Local) Name Intended Purpose
AD CS = tect-DC- . . o . . . -
4 g citrixtest-DC-CA 5 Directory Email Replication Directory Service Email Replication
AD DS | Revoked Certificates . .
| Jssued Certificates (B Enable Certificate Templates -
DHCP | Pending Requests
- ) 9 e Select one Certificate Template to enable on this Certffication Authority. =
DNS “| Failed Requests Note: f a certificate template that was recertly created does not appear on this list, you may need to wait until
. | Certificate Templates information abotrt this template has been replicated to all domain controllers
File and Stord Al of the cerificate templates in the organization may not be available to your CA.
= For more information, see Certificate Template Concepts.
© IS
- Name Intended Purpose ~
Remote Acce
=l E IPSec (Offine request) IP security |KE intenmediate
E Key Recovery Agent Key Recovery Agent
E OCSP Response Signing OCSP Signing
%] RAS and 1AS Server Cliert Authentication, Server Authertication
E Router (Offine request) Cliert Authertication
E Smartcard Logon Cliert Authentication, Smart Card Logon
| Smartcard User Secure Email, Client Authentication. Smart Card Logon
T Trust List Signing Microsoft Trust List Signing =
E User Signature Only Secure Email, Client Authentication
& Workstation Authertication Client Authentication
v

| | ] || | -

Next, right click the “Certificate Templates” node and choose “Manage”. This will bring up
the “Certificate Templates Console”. Double click the “Smart card User” template and go to
the Security tab. Grant the “Enroll” permission to “Authenticated Users” and click OK.

] Certificate Templates Console = | = =

File Action View Help
Smartcard User Properties _
o= E (=

E Certificate Ternplates (dc.citrixtest.net) Templa
H Com| Group or user names:

H Cros E!,Mhemicated Users

) Dired %Domain Admins (CITRIXTEST\Domain Admins)

5l Dom| %Errtarpnse Admins (CITRIXTEST\Erterprise Admins)
H Dom|
H EFs A
& Enro
& Enro
& Bxch
& Bxch
& ixch Pemmissions for Autherticated Users
pse Full Cortrol

& 1pse Read

5 Kerb Wite

F ey Enrol

& ocsl ¢
H ras 1
H Root]
% E:_:t iodrvsa%zcgis\. pemissions or advanced settings, click
& 5ma
& sub

& Trust
3 User ok || cencel |[ Ay || Heb .
<

| General I Request Handling | Subject Name I Extension5| Security | L ~ | [ Actions

Certificate Templates (dc.citrixtes... ~
More Actions »

Smartcard User -
More Actions »

ogoono

33 certificate templates

6
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Issuing a Domain Controller Certificate

To authenticate users with a smartcard, the domain controller must be issued with X509
certificates to handle the Kerberos protocol. To do this, run the Microsoft Management
Console (mmc.exe), choose Add/Remaove Snapins, and select Certificates for the
“Computer account”.

l& File Action

@« #nmE 8l 6= BE

View Faverites  Window Help

] Console Root Object Type | Actions
‘@ Cotione Qo ompaen | cnicnes pesonal -
p [ P ;
b T | Find Certificates... | More Actions »
b EIENT T Al Tasks »| | Find Centificates..
b In
» O T View 3 | Request New Certificate...
p v MNew Window from Here Import...
b I TH Mew Taskpad View... Advanced Operations 3
b [ Tr
=R Refresh
b ] Ci Export List...
b E Re Help
p 38

b -] Trusted Devices
b ] Web Hosting

< D

Request a new certificate from a certification authority (CA) in your domain

Select “All Tasks = Request New Certificate..” and request “Domain Controller” and “Domain
Controller Authentication” certificates.

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enrell,

Active Directory Enrollment Policy

[] Directory Email Replication k@ STATUS: Available
[+] Domain Contraller k@ STATUS: Available
[+ Domain Controller Authentication k@ STATUS: Available

[ Kerberos Authentication ki) STATUS: Available

[]Show all templates

Enrell || Cancel
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Return to the Server Manager and launch the “Active Directory Users and Computers”
tool from the Tools menu. Create a test user (note the username and @citrixtest.net sections).
For the purposes of the document, we will create a user account of fred@citrixtest.net.

fred Properties _

Member Of I Dial4n I Environment I Sessions
Remote control | Remote Desktop Services Profile I COM+
General I Address | Accourt | Profile I Telephones I Organization

User logon name:

= | | @citintest net v]
User logon name {pre-Windows 2000):

CITRIXTEST\ | |fred |
| Logon Hours... | | Log On To... |

[ Unlock account

Account options:

[] User must change password at next logon -~
[] User cannot change password
[] Password never expires

[ Store password using reversible encryption W
Accourt expires
(®) Never
O End of: 05 February 2016 E- |
| oKk || Cancel Apply Help

Configuring the Smart card

This section details the process of creating a user smart card certificate and using it to configure
a smart card. If you are using a different vendor’s PIV smart card, you should refer to the vendor
documentation.

Yubikey 4s devices are usually shipped with PIV CCID mode disabled. To enable smartcard
mode, download and install the “Yubikey NEO Manager” tool from the downloads page of
Yubico’s website; this can be done on a separate machine. Run the tool and insert the Yubikey
4 device. Click “Change connection mode” and enable CCID. This only needs to be done once.
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) YubiKey NEQ Manager (1.4.0) = =]
4 Devices Settings | [‘]
YubiKey NEO
4 Available app

YubiKey

YubiQAT ) )

‘Vubica U Set the connection mode used by your Yubikey.

Ou PG For this setting to take effect, you will need to unplug, and re-attach your Yubikey.
pen

Yubico P! LA Luz

| ok

Yubikey PIV Manager Tool

Download and install the “Yubikey PIV Manager” tool from the downloads page of Yubico's
website. Run the tool and insert the Yubikey 4 device. The tool will prompt for you to setup a
user PIN and management key for the Yubikey 4.

Mew PIM (4-8 characters): ||

Repeat new PIM: |

Management key
(®) Use PIN as key

() Use a separate key

Clickthe “Certificates” button, and choose “Generate new key” on the “Authentication”
tab.
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Generate new key... -

A new private key will be generated and stored in slot '9a". Anything currently
in the slot will be deleted. This action cannot be undane.

Algorithm \_‘X
() RSA (1024 bits)
Authenticd
(®) RSA (2048 bits)
() ECC (P-258)
The X.508 , is uzed
to authent|
Qutput
Nocertificdl () Create a self-signed certificate
(®) Certificate Signing Request (CSR)
I: () Request a certificate from a Windows CA :I
Certificate Template

Subject | /CN=fred @citrixtest.net |

| oK | | Cancel |

Choose “RSA (2048 bits)” and “Certificate Signing Request”. For the Subject select
“/CN=fred@citrixtest.net”, replacing fred with an appropriate username and citrixtest.net
with the UPN suffix of your domain, matching the user account created in the previous step.

Click OK and save the .csr file when requested. You will be prompted to enter the PIN that you
specified at “Device Initialization” stage.

Copy the .csrfile to the Domain Controller machine. Log in as the user matching the subject
(fred@citrixtest.net in this example). Run the command line:

certreq -submit -attrib “CertificateTemplate:SmartcardUser” <file.csr>

If this step fails check the “Enroll” security permission set on the “Certificate Template Console”
above and log out/in. The list of available certificate template names can be seen by running
“certutil -template”.

If the certificate request submission is successful, you are prompted to select your certificate
authority and then save a .crt file. Copy the .crt file back to the computer running the YubiKey
PIV Manager tool.

Onthe “Authentication” tab of the YubiKey PIV Manager, Select the “Import from File..”
option. Import the .crt file retrieved from the domain controller.

10
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Certificates

A new certificate has been installed. You will need to unplug, and re-insert your
MEQ before it can be used,

Setting CHUID and CCC objects

Older versions of the Yubikey software do not set the Card Holder Unique Identifier (CHUID)
and Card Capability Container (CCC) PIV fields automatically. This will result in the device not be
detected on Windows and OSX. Use the command line “set-chuid” and “set-ccc” features of
the yubico-piv-tool to correct this (see Yubico documentation if you encounter this issue).

The Yubikey smart card device is now ready for use.

Enabling Smart cards on Windows

Smart card authentication can be enabled through the Services control panel (run services.msc
on the command line). Simply enable and start the “Smart card Service”.

IFiIe Action  View Help I

T EEEET EEREL

C,'gb Services (Local)

&3 Smart Card

Manages ac...

Running

Automatic (T...

Smart Card Name Description Status Startup Type Log On As
S}y, Remote Procedure Call (RPC) Locator In Windows... Manual Metwork Service
Stop the SE“’iC? C.,\y) Remote Registry Enables rem... Automatic (T... Local Service
Restart the service i%RsurtantSet of Policy Provider Provides a n... Manual Local System
% Routing and Remote Access Offers routi... Disabled Local System
Description: % RPC Endpoint Mapper Resolves RP... Running  Automatic Metwork Service
Manages access to smart cardsread . Secondary Logon Enables star... Manual Local System
1:::2:1?;?:;;1?::izllrllzc:uiable C.m Secure Socket Tunneling Protocol Service  Provides su.. Manual Local Service
to read smart cards. If this service is " Security Accounts Manager Thestartup .. Running  Automatic Local System
disabled, any services that explicitly ?%Sewer Supportsfil..  Running  Automnatic Local System
depend on it will fail to start. C.,\g; Shell Hardware Detection Provides no.. Running  Automatic Local System

Local Service

?%Smar‘t(}ard Remaoval Policy Allows the s... Manual Local System
C-m SNMP Trap Receives tra... Manual Local Service
3%Sofh~are Protection Enables the ... Automatic (0. Metwork Service
(-;‘n Special Administration Console Helper Allows adm... Manual Local System
:%Spot Verifier Verifies pot... Manual (Trig.. Local System
3%SQL Server V55 Writer Providesth... Running Automatic Local System
-S;;‘,SSDP Discovery Discovers n... Disabled Local Service

<]

Extended / Standard /

On your XenDesktop VDA machine, enable this service and log out. Connect the Yubikey to the
VDA machine, or connect remotely using RDP.

11
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If connecting remotely, remember to enable Smart card devices in the RDP “Local

Resources” tab.

You must log in as an Administrator to allow the smart card drivers to load.

Next, lock the computer and check that the smart card logon icon is available:

12

L= Remote Desktop Connection [= | 2| *
| Remote Desktop
<) Connection
| Remote Desktop Connection -

| Remote Desktop
“><) Connection

Local devices and resources

Choose the devices and resources on this computer that you want to
use in your remote session.

[w] Smart cards
Ports
+ [#]Drives
) [w]Other supported Plug and Play (PnP) devices

| ok || cancel |
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CITRIXTEST\Administrator

d
d@citrixtest.net

Smart card
R
Sign-in options

R -]

You should now be able to log on using the PIN that was specified in the Yubikey PIV Manager
tool.

Note that in addition to manually enabling the Smart card service, Microsoft provides a Group
Policy to remotely enable smart card logon (Windows Components/Smart card).

8 Local Group Policy Editor \Lli-

File Action View Help

o & 2] T
~ Network Projector ~F e card
“ Online Assistance
7 Password Synchronization
Portable Onerating System Turm on Smart Card Plug and Play Setting St~
- perating 5y service i£] Allow signature keys valid for Lagon Not col

| Presentation Settings

. Allow time invalid certificates Not col
b [] Remote Desktop Services Edit policy settin
RSS Feeds policy setting. Turn on certificate propagation from smart card Not col
] Secnn Center Requirements: Configure root certificate clean up Not cot
= Server for NIS At least Windows Server 2008 R2 Turn on root certificate propagation from smart card Not cot
" Shutdown Options or Windows 7 Prevent plaintext PINs from being returned by Credential M...  Not col
Smart Card Description: [i2] Allow ECC certificates to be used for logon and authenticati... Not col
* Sound Recorder — ||| This policy setting allows you to || Filter duplicate logon certificates Mot col =
7 Store control whether Smart Card Plug Force the reading of all certificates from the smart card Not col
7 Sync your settings and Play is enabled. Display string when smart card is blocked Not cot

p [ Tablet PC
*| Task Scheduler

Reverse the subject name stored in a certificate when displa..  Not col

Turn on Smart Card Plug and Play e Not col

If you enable or do not configure
this policy setting, Smart Card

| Windows Calendar Plug and Play will be enabled and Naotify user of successful smart card driver installation Not col

" Windows Color System the system will attempt to install a ] Allow user name hint Not cor

| Windows Customer Experience Improvement Prograrr || Smart Card device driver when 3 ad
~ || card is inserted in 3 Smart Card < m >

Windmae Nefender
< n >| |’ Extended /Standard

16 setting(s)

13
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Configuring Microsoft IIS for HTTPS

This section describes configuring Microsoft IIS for HTTPS smart card authentication.

On the XenDesktop DDC server that will host StoreFront, run the Microsoft Management
Console (mmc.exe), choose Add/Remaove Snapins, and select Certificates for the
“Computer account”.

=) Console1 - [Console Root\Certificates (Local Computer)\Personal] [=1°
E File Action View Favorites Window Help !En
ez 2F Bl cz B
| Console Root Object Type Actions
Fl _?)J Certificates (Local Computer) | Certificates -
T P ‘ Personal
b T Find Certificates... Mare Actions 4
|| En‘ All Tasks 3 Find Certificates...
[
by O T View 3 | Request New Certificate...
b [ Un Mew Window from Here Import...
b — Tl’ New Taskpad View... Advanced Operations 4
B[ Tr
SR Refresh
p [ Ci Export List...
I | Re
. Hel
I [ | Sn =L
b [ ] Trusted Devices
I | Web Hosting
< L} b

Request a new certificate from a certification authority (CA) in your domain

Select “All Tasks > Request New Certificate..” and generate a Computer certificate.

14
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

[w] Computer kD STATUS: Available Details «
[J Computerarb kp STATUS: Available Details +
[_] Directory Email Replication kD STATUS: Available Details «

[Jweb Server kp STATUS: Available Details «

& More information is required to enroll for this certificate. Click here to configure settings.

|| Administrator x STATUS: Unavailable
The permissions on the certificate template do neot allow the current user to enroll for this type

[w] Show all templates

| Enroll || Cancel |

Next start the “IIS Manager” console and choose the “Bindings..” option for the default
website:

€ » DDC » Sites » Default Web Site »

Wiew  Help

O Default Web Site Home
ﬂ Explore

- a‘i Start Page = - — Edit Permissions...
H Filter: * W Go - Show All | Group by: A - -
493 DDC (CITRIXTEST\Administrator) . & | Group by: Area = 3

L[} Application Pools 15 "
+ st 2 9 (s )
-/ Default Web Site 9 7 - ; —
Authentic... Compression  Default Directory ~ Error Pages  Handler HTTP View Applications
Document  Browsing Mappings Respon...

View Virtual Directories
—

ﬁg {“! | %@ % ﬁ Manage Website ()

Logging  MIME Types  Modules Qutput Request  SSL Settings z Restart
Caching Filtering P Stert
Management ~ 8 Stop
Browse Website
- [®] Browse =80 (http)
Configurat... N
Editor Advanced Settings...
Configure
Limits...
0 Help
[ETFeatures view ] ontent View
Ready 8

Add HTTPS bindings, selecting the certificate that was created in the MMC:

15
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Site Bindings

IP address:

|https v| |AII Unassigned

Host name:

? X
|
-
o
-

[] Require Server Name Indication

S50 certificate:

| dde.citrixtest.net

Finally go to the “SSL Settings” for the web-site and select “Require SSL” and “Accept
Client Certificate” for the appropriate endpoints. Note that this step may need to be done
after creating the StoreFront store (see the next section):

a SSL Settings
‘ ?ﬂi ;t;; (P;I?F:IXTE drministrator) This pag.e lets you modify the SSL settings for the content of a website or application. ; ;:EEI
@ Application Pools [#] Require SSL B
4 @ Sites ~ Client certificates:
1 &P Default Web Site
) Ignore
® Accept
() Require
e viw i Comr Vi
Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site"> €.

16
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Non-Domain Joined Computers

When a Windows computer joins a domain, it automatically downloads and installs the
“Trusted CA” certificates used to authorize the Microsoft Certificate Authority. For non-
Windows computers, and for computers not joined to a domain, this can be done manually.

If a CAis not trusted, Web browsers and other security systems will prompt with security
warnings whenever visiting Web pages protected by certificates issued by the CA.

In the Microsoft Certificate Authority, select the CA node and choose “Properties..” The CA
certificates are shown on the “General” tab. Note that you will, in general, only need the most
recent CA certificate.

ixl certsrv - [Certification Authority (Local)\citrixtest-DC-CA] = || =] =
File Action View Help citrixtest-DC-CA Properties [2 [

4= ¥ gz H > =

_ $ — B B/ . Extensions | Storage | Certificate Managers
QCertificationAuthorit}r(LocaI] MNa Enrollment Agents | Auditing I Recovery Agents I Security

4 g citrictest-DC-CA ] Generl | Policy Module | Exit Module

| Revoked Certificates

B[

L
m T = |

Certfication autharity {CA)
Name: citritest-DC-CA

| lssued Certificates
| Pending Requests
~| Failed Requests

| Certificate Templates

CA cerfficates:

i

Cryptographic settings
Provider: Microsoft Software Key Storage Provider
Hash algorithm: SHAZRE
B | ok || camce || 2oy Help

Click “View Certificate”. Onthe “Details” tab, there is an option to “Copy to File”. Use this
to export the root certificate (use the DER/.cer options). This file can be manually copied to
non-domain joined computers.

17
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| General | Details |Cerh'ﬁ&:h’on Path

Show: | <All=

Field Value

Version V3

Serial number 4b 73 05 c8 cd 6b dd 83 48 e0...
Signature algorithm sha256R5A

Signaiure hash algorithm sha2s6

Issuer dirixtest-DC-CA, dirixtest, net
\.l'alid from 06 January 2016 16:53:35
\.l'alid to 06 January 2021 17:03:34
Subject cifrixtest-DC-CA, dirixtest, net

Edit Properties... || Copy to File... |

[ ]

Installing the Trusted CA Certificate on Windows

»

To install a trusted CA certificate, run the mmc.exe as Administrator. Add the “Certificates
snapin for the Computer Account. Right-click the “Trusted Root Certification
Authorities”and Import the file.

ﬁ File Action View Favorites Window Help

= 2[E 8 6=

] Conscle Root Object Type
A @ Certificates (Local Computer) | Certificates

p [ Personal
I |ﬁ Trusted Root Certification frtharitize|
b || Enterprise Trust ‘ Find Certificates... |
p | Intermediate Certification 1| All Tasks N | Find Certificates...
B [ Trusted Publishers
B [ Untrusted Certificates View . | Import...
I+ [~] Third-Party Root Certificati MNew Window from Here
b [X] Trusted People New Taskpad View...
p | Client Authentication Issue
B[] McAfee Trust Refresh
I | Remote Desktop Export List...
p [ Certificate Enrollment Requ Hel
B [ Smart Card Trusted Roots P

p | Trusted Devices
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Configuring Citrix StoreFront

This section describes enabling StoreFront smart card authentication on an IIS server
configured for smart card authentication

Start the StoreFront Management console. Go to the “Server Group” page and select
“Change Base URL". Ensure that the base URL is set to https:;// rather than http://.

8 Citrix Studio =
File Action View Help

L=

g _ o
4§ Citrix Studio (CitrixTes
O Search Server Group

= Machine Cstalogs Add Server

[ AppDisks Server Group Change Base URL

£, Delivery Groups

- - . View
i Applications Group details
[= Policies 1G] Refresh
[# Logging Base URL: httpi//ddc.citrixtest.net/ Help

4 [F» Configuration Number of servers: 1

£ Administrators
Controllers
g Hosting
&% Licensing
3 StoreFront
[ App-V Publishi
& AppDNA
O Zones Madify the base URL for services hosted on this deployment. For multiple server
4 44 Citrix StoreFront deployments, specify the load-balanced URL for the server group.
3 Stores

Server Group
Base URL: https:.ff’ddc‘citrl'xtestnevi ‘

Change Base URL

o

< mn >

Change the base URL of the server group.

Next select “Create New Store..” and follow the wizard:
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itrix Studio =
] Citrix Stud o] x
File Action View Help
|
[ Console Root |
4§ Citrix Studio (CitrixTe: N
O Search
S Machine Catalogs| Create Stere
[ AppDisks Export Multi-Store Provisioning File
£ Delivery Groups
= . Manage NetScaler Gateways
& Applications Getting Started
= Policies StoreFront Manage Beacons
@ Logging StoreFront stores provide your users with access to their Windows desktops and applications, Set Default Website
4 [ Configuration | mobile applications, external software-as-a-service (Saas) applications, and intemal web
g Administrators Getting Started applications through a single portal from all their devices. View 4
2 Controllers | G| Refresh
Store Name
= Hosting @ nee
4 Licensing Delivery Controllers e IR L
@ StorcFront Remote Access i poe jStere ser :
gk App-V Publish ' Citrix Manage Delivery Controllers
£ AppDNA Authentication Methods N Receiver
@ zones Nenhnp Services URL Set Unified Experience as Default

a §4 Citrix StoreFront
Stores

Manage Authentication Methods

Summary

End User Manage Receiver for Web Sites

Server Group.
Configure Remote Access Settings

Configure XenApp Services Support
Configure Store Settings

Export Provisioning File
PNAgent Remove Store

[H Hee

N (o]

Provides self-service applications to users

Here we create a store named “Smartcard”, this results in a Web site named “SmartcardWeb”
being accessible from a web-browser.
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StoreFront Store name and access

Enter a name that helps users identify the store. The store name appears in Citrix Receiver as part of
‘ the user's account,

+ Getting Started
Store Name @ Store name and access type cannot be changed, once the store is created.

Delivery Controllers

Remote Access ‘ Store Name: | Smarbcard

Authentication Methods

. Allow only unauthenticated (anonymous) users to access this store

XenApp Services URL D Iy. {anony ! . ) .
Unauthenticated users can access the store without presenting credentials.

Summary

Receiver for Web Site Settings

[ Set this Receiver for Web site as IS default

When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will override any previous defaults configured for the 115
sites.

Note that the XenDesktop DDC should be configured for HTTPS by following the instructions to
configure lIS. If this has been done, for example: StoreFront and the XenDesktop DDC are
running on the same machine, then the Transport Type should be set to HTTPS and the address
is the same as that used in a Web browser: computer.fqdn.com.

21



Smart Card Configuration for Citrix Environments June 2016

Display name: Controller
StoreFront Type: e XenDesktap (7.0 or higher)
= XenApp (7.5 or higher)
. troller
') XenApp (6.5 or lower) ployments
¥ Getting Started () XenMobile (2.0 or lower)
() VDI-in-a-B
« Store Name - fnraEex
Delivery Controllers Servers ddc.citrixtest.net

Remote Access (load balanced):

Authentication Method
Kenfpp Services URL

summary [ add. | edit. || Remove

Servers are load balanced

Transport type: HTTPS. hd

Advanced Settings
Configure delivery controller communication timeouts and other
advanced settings using the ‘Settings’ dialog.

Finally, configure the smart card authentication for this store, disabling any other options.
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StoreFront Configure Authentication Methods

Select the methads which users will use to authenticate and access resources,

+ Getting Started

v Store Name

+ Delivery Controllers Domain pass-through

P Ramote Access Can be enabled / disabled separately on Receiver for Web sites

Smart card
Can be enabled / disabled separately on Receiver for Web sites
KXenApp Services URL | HTTP Basic

Authentication Methods

Summary Pass-through from NetScaler Gateway

[ ] Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do
not have to logon when they are switching between stores,

Select the store with which this store will share an authentication service. The dialeg will be
refreshed and the methods will be updated based on the selected store.

Store name: hd

Confirm that Smart card HTTPS authentication is working

From the domain joined machine where the smart card is inserted start Internet Explorer and
connect to:

https://computer.fqgdn/Citrix/SmartcardWeb

Note that the storename must have Web appended. The Web browser should request the
smart card PIN.
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Confirm Certificate

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate, click Cancel.

fred

Issuer: citrixtest-DC-CA
Valid From: 06/01/2016 to 05/01/2017

Click here

Check that the fred@citrixtest.net can log in to StoreFront.

Configuring the XenDesktop DDC

In a standard deployment, StoreFront uses the end user’s password credentials to authenticate
the end user to the XenDesktop DDC. With a smart card the XenDesktop server must be
instructed to “trust” the StoreFront server to validate the smart card.

Note that this does not affect authentication to the end VDA, only the authentication for the
session brokering logic.

On the DDC machine, run PowerShell as Administrator and type:
Add-PSSnapin Citrix.*

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True

The broker will now “trust” the StoreFront server to correctly authenticate the user. Note that
this may not be appropriate for all deployment options of StoreFront.

Return to the machine where the smart card is inserted and launch a published Desktop. Once
logged in, ensure that the smart card is correctly remoted by running:

Certutil /scinfo
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@ Windows 8 - Desktop Viewer \L‘i-

Windows Security

Certificate List
List certificates

fred
Issuer: citritest-DC-CA
Valid From: 06/01/2016 to D5/01/2017

Click here to view certificate
properties

Cancel

Configuring Citrix Receiver for Windows

When run on domain joined machines, Internet Explorer should work without further
configuration. For non-domain joined machines, Internet Explorer will display security warnings
unless the domain root certificate into the computer’s Trusted Root Certificate store.

Locate the Citrix Receiver icon in the Task bar and choose “Open” from the context menu:

25



Smart Card Configuration for Citrix Environments June 2016

@ Citrix Receiver *
Add Account

Enter your work email or server address provided
by your IT department:

Cancel

Enter https://<serverfadn>/Citrix/Smartcard (note that the SmartcardWeb extension is not used
here). Check that the tool performs smart card prompts.

Add Account

@ Citrix Receiver

User name:  fred@citrixtest.net

| Log On || Cancel

ﬂ Secure connection

Cancel

As before, ensure that the connection launches and runs with an HDX connection by checking
the output of certutil /scinfo.
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Download the opensc-xxxx-win32.msi installer from the OpenSC project website and install,
checking the MD5 checksum of the downloaded file. Ensure that the OpenSC PKCS#11
module isincluded in the installer.

iz OpenSC Setup =1 1= -

Custom Setup .
Select the way you want features to be installed, : «'-;/ Upenﬂﬂ

Click the icons in the tree below to change the way features will be installed.

...... OpenSC software suite
: OpensC core library

OpenSC PKCS#11 modul

PKCS#11 Spy module

OpenSC minidriver This feature reguires OKB on your

i Tools and profiles hard drive. It has 6 of &
EO— Start menu entries subfeatures selected, The
subfeatures reguire 4B on your
hard drive.
< m >
Browse...
| Reset || Disk Usage | | Back || Mext || Cancel |

Note that the opensc-pkcs11.dllis installed to the c:\Windows\SysWOW 64\ directory on
64bit Windows.

Open Firefox’s Preferences dialog and go to the Advanced->Certificates tab. Select “Security
Devices™

@ Genera Advanced
Q Search
General Data Choices Network Update Certificates
E Content
& Applications Requests

o When a server requests my personal certificate:
©C Privacy

Select one automatically
& security ®) Ask me every time :

€) sync

Query OCSP responder servers to confirm the current validity of certificates

,_é Advanced

View Certificates Security Devices
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“Load” a new device named “OpenSC” and locate the opensc-pkcs11.dll file

June 2016

f

al

Device Manager

[ ]

Organize =

Security Modules and Devices
4 NS5 Internal PKCS #11 Module

Generic Crypto Services

Software Security Device

Details

Value

4 Builtin Roots Mo 'I

Load PKCS#11 Device

Builtin Object

Module filename; |

Enter the information for the module you want to add.

Unload

Change Password
Load

Module Mame: | OpenSsC

Enable FIPS

| | Browse... |

0K

| | Cancel |

M

v Computer » Local Disk (C:) » Windows » SysWOWed »

v c,| [ Search syswowe4

New folder

. IlmmersiveControlPanel
J Inf

Installer
| L2Schemas

MName
IE‘ VITLH RS W

%] onepin-opensc-pkes11.dll
%] onex.dll

=~ [@

Date modified

[V A AT A T
16/05/2015 22:32
26/07/2012 04:19

. LiveKernelReports

. Logs

| media

. Microsoft. MET

. ModemlLogs
Offline Web Pages

. Panther

. PLA

. PolicyDefinitions

. Provisioning

Dmmirdrabio;e

File name: | opensc-pkes11.dil

26/07/2012 04:19
26/07/2012 04:19
30/06,/2013 23:30
26,/07/2012 04:19
16/05/2015 22:32

%] onexui.dll

%] OpcServices.dll

[ openfiles.exe

%] opengl32.dll

%] opensc-minidriver.dil

| %] opensc-pkesi1.dil 16/05/2015 22:32

26/07/2012 04:50
26/07/2012 04:19
18/06,/2014 00:27
26,/07/2012 04:19

|E| || OpenWith.exe
%] osbaseln.dll
B osk.exe
%] OskSupport.dil
v] (<] I

v| | Al Files (*)

Finally exit and restart Firefox to confirm that it can authenticate to the StoreFront server.
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Configuring Citrix Receiver for Linux

To configure Citrix Receiver for Linux, including Rasperry Piversions, ensure that the OpenSC
package is installed:

* RedHat and derivatives: sudo yum install pcsc-lite opensc
* Debian and derivatives: sudo apt-get install pcscd opensc

Citrix Receiver for Linux will automatically detect and configure smart cards through OpenSC.
Older versions can be configured to use opensc-pkcsl1.so through AuthManConfig.xml.

Open the Firefox preferences dialog. Select the “Security Devices” optionin
Advanced/Certificates

M Gerera Advanced
Q Search
General Data Choices Network Update Certificates
5 Content
Requests

When a server requests my personal certificate:

Select one automatically

L] gsk me every time

Query OCSP responder servers to confirm the current validity of certificates

& Advanced

View Certificates Security Devices

Click “Load” and specify a new module name. Use “Browse” to locate the file
“/usr/lib/pkcs11/opensc-pkcsll.so”

29



Smart Card Configuration for Citrix Environments June 2016

Device Manager

Security Modules and Devices Details Log In
ZNSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

=Builtin Roots Module

Sys Load PKCS#11 Device
Def

Log Out

Change Password

Enter the information for the module you want to add.

Module Name: [OpenSC Enable FIPS

Module filename: [!usr.flibfpkcsllfopensc-pkcsll.so ] [ Browse...

[ Cancel ]I 0K

Check that StoreFront for Web is functioning by restarting Firefox and visiting
https://computer.fgdn/Citrix/SmartcardWeb .

Password Required

é@ Please enter the master password for the PIV_II (PIV Card Holder pin).

| |

Cancel l l OK ]
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Configuring Citrix Receiver for OSX

Smart card support in OSXis an optional add-on using packages that can be easily downloaded

from an appropriate Web site. Always check the cryptographic identity of software before
installing.

Install the Apple Smart Card Services package from smartcardservices.macosforge.org,
ensuring that the files are correctly signed by Apple. PIV smart cards should automatically be

available to Safari through the Keychain Access tool.

Download the OpenSC installer for Mac OSX, ensuring that the files are correctly signed. Run

the install Wizard to install the PKCS#11 APIs:

31

Introduction

Read Me

OpenSC

Important Information

OpenSC, version 0.15.0
for Mac OS X 10.9+

OpenSC provides a set of libraries and utilities to work with smart cards.
Its main focus is on cards that support cryptographic operations, and
facilitate their use in security applications such as authentication, mail
encryption and digital signatures.

OpenSC implements the PKCS#11 API so applications supporting this
API (such as Mozilla Firefox and Thunderbird) can use it. On the card
OpenSC implements the PKCS#15 standard and aims to be compatible
with every software/card that does so, too.

Documentation:

The OpenSC Wiki is available at: http://www.opensc-project.org/opensc
and should be consulted for further documentation and support.

Print... Save... Go Back Continue
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Open the Firefox preferences dialog. Select the “Security Devices” option in
Advanced/Certificates:

Advanced
General Data Choices Network Update Certificates
Requests
When a server requests my personal certificate:
Select one automatically
& Security ol gsk me every time '
€) snc
Query OCSP responder servers to confirm the current validity of certificates
& Advanced
View Certificates Security Devices
() Firefox | about:preferences#advanced G | | Q Search B G
Security Modules and Devices Details Value Log In
V¥ NSS Internal PKCS #11 Module
General Generic Crypto Services Log Out

Search
Content

Applications

Privacy

Security

Sync

Advanced

Software Security Device

Change Password
¥ Builtin Roo*~ **--'-

Builtin ¢ _ Load
Enter the information for the module you want to add. ‘ Unload
Module Name: New PKCS#11 Module Lable FIPS
Module filename: /Library/OpenSC/lib/open: Browse...
Cancel OK
T
OK

Eertif

The opensc-pkesl1.so library is installed in
[/System]/Library/OpenSC/lib/pkcs11/opensc-pkcsll.so.

Exit and restart Firefox before checking that the smart card is working correctly.
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Connecting... % -+

J

https:/{___JYCitrix/SmartcardWeb X | | Q Search :=]

Password Required
@ Please enter the master password for the PIV_Il (PIV
Card Holder pin).

Cancel OK

If you wish to use your smart card to authenticate with NetScaler, install OpenSC as described in
the “Firefox on Macintosh” section.

Open Citrix Receiver and go to the “Citrix Receiver - Preferences..” GUI.

CiTRIX
Receiver ® } Advanced

o &) M o

General Accounts Devices Mic & Webcam Keyboard Advanced

Session logging:  Disabled (Default) C]
Store logging:  Disabled (Default) 2

Log files: None

PKCS#11 moduleS/ANMNCTs ] EE Gy B R P

None Selected

To get your ap el Y
—ee—

The opensc-pkesll1.so library is installed in
[/System]/Library/OpenSC/lib/pkcs11/opensc-pkcsll.so.
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Configuring Citrix Receiver for ChromeOS

Smart card support in ChromeOS is packaged as an extension in the Google Play Store. There
are two components to install, the smart card connector and CACKey smart card driver.

Install the Google Smart Card Connector application. This provides direct access to the
smartcard reader:

o Smart Card Connector [+ wonone | <] |

Hokkokok (9) Productivity

OVERVIEW REVIEWS SUPPORT RELATED GH 7

By Google

@ Compatible with your device

Provides access to Smart Card
readers by exposing the PC/SC-Lite
API to other Apps

This application allows users o connect their
- smart cards and smart card readers to
- =1 " Chrome 0. This support allows other apps
”i from middleware and virtualization vendors
m to provide HTTPS and smart card pass
o L through support on Chrome 0S.

I
[]

In addition to the connector, users will need
to install an app that can use this system-
level sunnort to nrovide HTTPS and

© Report Abuse

Additional Information
Version: 0.0.1.12

Updated: May 18, 2016
Size: 28.76MiB

Language: English

CACKey is a leading OpenSource PIV middleware library that is available for ChromeOS:

s CACKey EXIZTEE

Roy Keene
Akdkkd (2)  Utilities

OVERVIEW REVIEWS SUPPORT RELATED G+ 0

% Compatible with your device

US Department of Defense Common
Access Card (CAC) and US NIST SP
800-73 Personal Identity Verification
PIV) card support.
|| CACKey PIN Entry e L
CACKey is a ChromeOS module that enables
users to authenticate to remote web sites
PIN Entry Required using certificates on their US Department of
Defense Comman Access Card (CAC)
smartcard or US NIST SP 800-73 Personal
Identity Verification (PIV) smartcard. It relies
on another application, "Google Smartcard
App" to talk to the actual via USB. Its role is
simply to take Chrome Certificate requests
and Signing requests and convert them into

A Website
o Report Abuse

Additional Information
Version: 0.7.5.8

Updated: May 19, 2016

Size: 998KiB

Laneuage: English (United States)
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Once installed, reboot the ChromeOS device, insert the Yubikey and launch the Smart Card
Connector first, followed by the CACKey extension.

CACKey for Chrome

Certificate Provider: Yes (ChromeOS)
Smartcard Readers: Count: 1

1. CACKey Slot, card inserted: yes

Certificates:

1. /undefined=net/undefined=citrixtest/CN=Users/CN=fre:

¢ X
a. Serial Number: Smart Card Connector
5f0001d1e9a4fcab5398f2847a00000001d1e9
b. Usage: digitalSignature,keyEncipherment
Smart Card readers
Yubikey NEO OTP+CCID from Yubico
ADD READER

About  Export logs

The web browser automatically uses the CACKey to authenticate to StoreFront:

/ : @ citrix Receiver X \\i b - B X

L C'  [x b#ps://zeta.xendesktop.eng.citrite.net/Citrix/smartWeb/ W

Select a certificate
Select a certificate to authenticate yourself to
zeta.xendesktop.eng.citrite.net:443

Subject | Issuer | Provider
fred citrixtest-DC-CA  CACKey

Certificate information

CiTRIX

Receiver
r
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References
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