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Workspace Environment Management™ service

September 7, 2025

Note:

« The Workspace Environment Management service is available globally, with US-based, EU-
based, and Asia Pacific South based instances. We are working to enable Workspace Envi-
ronment Management service instances in more regions.

+ Workspace Environment Managementserviceis also available in Citrix Cloud Japan, a cloud
that is isolated and separate from Citrix Cloud. Japanese customers can use the service in
a dedicated Citrix-managed environment. For more information, see Citrix Cloud Japan.

+ For information about Workspace Environment Management service customer data stor-
age, retention, and control, see Customer data management.

+ Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra
ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD now refers
to Microsoft Entra ID.

Introduction

The Workspace Environment Management service uses intelligent resource management and Profile
Management technologies to deliver the best possible performance, desktop logon, and application
response times for the following deployments:

« Citrix Daas (formerly Citrix Virtual Apps and Desktops service) and Citrix Virtual Apps and Desk-
tops

Itis a lightweight, scalable user environment management solution that simplifies IT administration
and optimizes desktops for the best possible user experience.

Important:

To manage Azure Virtual Desktop with the Workspace Environment Management service, you
must purchase the Citrix Optimization Pack.

The following are highlights of the Workspace Environment Management service:
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Workspace Environment Management
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Easy setup and configuration

+ User workspace management

- Manages applications, printers, network drives, external tasks, and more
- Filters assignments

« User resources management

Monitors and analyzes application behavior in real time

Adjusts RAM, CPU, and I/0 intelligently in the user environment

Preserves the amount of resources required by applications in focus
Throttles background processes without compromising the user experience
Improves application responsiveness

+ User profiles management
- Uses Citrix Profile Management to manage user profiles across sessions and endpoints
+ Logon performance optimization

- Delays unessential processes from the logon process to improve logon times
- Applies logon-related configuration in the background, after a user logs on

+ Easy setup and configuration
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- Eliminates most of the setup tasks that the on-premises version of Workspace Environ-
ment Management requires
Technical overview

Workspace Environment Management (WEM) service has the following architecture:
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The following components are hosted in Citrix Cloud™ and administered by Citrix as part of the ser-
vice:
« Infrastructure services. The infrastructure services are installed on a multi-session 0S. They

synchronize various back-end components (SQL Server and Active Directory) with front-end
components (administration console and agent). We ensure that sufficient infrastructure ser-

vices are provided on Citrix Cloud.
+ Administration console. You use the administration console, available on the service’s Man-

age tab, to manage your user environment using your web browser. The administration con-
sole is hosted on a Citrix Cloud-based Citrix virtual Apps™ server. The server provides a Citrix
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Workspace™ app for HTML5 connection to the administration console.

+ Azure SQL Database. Workspace Environment Management service settings are stored in a
Microsoft Azure SQL Database service, deployed in an elastic pool. This component is managed
by Citrix.

The following components are installed and managed in each resource location by the customer/part-
ner:

« Agent. The Workspace Environment Management service agent connects to the Workspace En-
vironment Management infrastructure services and enforces the settings you configure in the
administration console. All communications are over HTTPS using the Citrix Cloud Messaging
Service. You can deploy the agent on a Virtual Delivery Agent (VDA). Doing so lets you manage
single-session or multi-session environments. You can also deploy the agent on a physical Win-
dows endpoint.

All agents use local caching, ensuring that agents can continue using the latest settings if the
network connection is interrupted.

Note:

The Transformer feature is not supported on multi-session operating systems.

+ Microsoft Active Directory Server. The Workspace Environment Management service requires
access to your Active Directory to push settings to your users. The infrastructure service com-
municates with your Active Directory using the Citrix Cloud identity service.

+ Cloud Connector. The Citrix Cloud Connector™ is required to allow machines in your resource
locations to communicate with Citrix Cloud. Install Citrix Cloud Connector on at least one ma-
chine in every resource location that you are using. For continuous availability, install multiple
Cloud Connectorsin each of your resource locations. We recommend at least two Cloud Connec-
tors in each resource location to ensure high availability. If one Cloud Connector is unavailable
for any period of time, the other Cloud Connectors can maintain the connection.

Get started

To set up a Workspace Environment Management deployment, see Build a deployment.

To install the agent, see Install and configure.

What’s new

September 7, 2025
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A goal of Citrix® is to deliver new features and product updates to Workspace Environment Manage-
ment™ (WEM) service customers when they are available. New releases provide more value, so there
is no reason to delay updates. Updates are rolled out to the service release approximately every four
weeks.

This process is transparent to you. Updates are applied to Citrix internal sites initially, and are then
applied to customer environments gradually. Delivering updates incrementally in waves helps ensure
product quality and maximize availability.

In general, updates to the documentation are made available before new features and product up-
dates are accessible to all customers.

Forinformation about the service level goal for the WEM service for cloud scale and service availability,
see Service Level Goals. To monitor service interruptions and scheduled maintenance, see the Service
Health Dashboard.

September 2025
Role-Based Access Control support

Workspace Environment Management now supports Role-Based Access Control (RBAC) to help you
manage administrative access in large or complex enterprise environments.

This enhancement introduces a granular permissions model that strengthens security and improves
operational efficiency. With RBAC, WEM full administrators can delegate specific responsibilities to
teams without granting unnecessary levels of access. By giving each administrator only the permis-
sions required for their role, RBAC helps reinforce your organization’s security posture, reduce opera-
tional risk, and improve administrative agility.

Setting up RBAC involves three steps:

1. Role designation: Assign each administrator a role in Citrix Cloud —either WEM Full adminis-
trator (unrestricted access) or WEM Restricted administrator (limited access based on scopes).
For more information, see Manage administrator permissions.

2. Scope definition: Define scopes for restricted administrators in the WEM web console. For
more information, see Create a scope.

3. Scope assignment: Assign scopes to restricted administrators to apply the associated access
policies and permissions. For more information, see Assign scopes to a restricted administrator.

Al-powered scripted task creation

The Scripted Task Assistant tool now includes Al-powered script generation. You can create Pow-
erShell scripted tasks with help from your Al model and use the existing validation features to test
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them on a WEM Agent machine. This enhancement combines intelligent script creation with built-in
validation to simplify task development and reduce manual effort. For more information, see Create
a scripted task using Al.

Enhanced logon duration diagnostics

You can now view more details for diagnosing logon duration. The metrics User Profile Loading and
Group Policy Processing include more sub-metrics and tips that help you identify and resolve issues
more effectively. For more information, see Windows Logon Analysis.

Support for configuring default registry values

You can now configure data for the (Default) value name under a registry key by leaving the Value
name field empty. This enhancement expands the range of configurable registry entries and applies
in the following scenarios:

+ Creating or editing Registry entries actions.

« Creating, editing, orimporting Registry-based Group Policy settings actions

For more information, see Create a registry-based GPO and Add a registry entry.

Fixes

+ Script-based external tasks configured with the Run Once setting might still run multiple times
instead of only once. [WEM-46555]

+ The first user logon might experience a delay due to an Active Directory query timeout. [WEM-
46640]

July 2025
Agent Insights panel

This release introduces Agent Insights, a new feature in the WEM agent that helps you and your users
monitor and troubleshoot session performance, profile container usage, and logon activity. Users can
open the panel from the agent icon in the notification area to view detailed metrics that help identify
and troubleshoot issues quickly.

The release also includes new settings to control how the panel is displayed and how agent-generated
reports are collected and stored.

For more information, see Agent Insights.
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Reporting for script-based external tasks

You can now view execution result reports for script-based external tasks directly in the WEM web con-
sole. This enhancement improves visibility across your environment, helping you track task success
or failure more easily. By reducing the need to check logs manually, it streamlines monitoring and
supports faster issue resolution.

For more information, see Enable and view reports for script-based external tasks.

Simplified privilege elevation for domain-joined environments

Privilege elevation no longer requires assigning accounts to specific Active Directory groups. Previ-
ously, accounts had to be members of groups such as Authenticated Users in the Pre-Windows 2000
Compatible Access group and Enterprise Domain Controllers in the Windows Authorization Ac-
cess Group. With this enhancement, you can now enable privilege elevation without these group
assignments, making security configuration simpler and more flexible.

For more information, see Privilege elevation.

Fixes

+ Registry updates might time out during bulk operations. [WEM-44587]

+ Deleting expired users might cause the WEM service to hang or fail if the number of expired users
is large. [WEM-42936]

« When you configure application security mode as Merge, the WEM service might still operate in
Overwrite mode. [WEM-45562]

June 2025
Support for creating filters from templates

You can now create filters using predefined templates. This enhancement simplifies filter creation
by prepopulating conditions. Currently, two templates are available to help you quickly create filters
for identifying Citrix Virtual Apps and Citrix Virtual Desktops deployments. For more information, see
Create filters from templates.

Increased character limit for condition values

When creating a condition for use in assignment filters, you can now enter up to 10,000 characters in
the condition values—up from the previous limit of 256 characters. This enhancement applies to all
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condition types and gives you more flexibility when defining complex conditions. For more informa-
tion, see Create a condition.

Improved “View reports”’button behavior

The View reports button now updates dynamically based on report status. While a report is being
generated, the button remains disabled and checks automatically every five seconds for up to 30 sec-
onds. Once the report is ready, the button is enabled. If the report isn’t ready after 30 seconds, the
button becomes active again, allowing you to retry. This enhancement helps prevent confusion about
when a report is available. For more information, see Agents.

May 2025
Scripted task validation tool

Validating scripts within the WEM using scripted tasks previously required you to follow a complex
and time-consuming workflow.

You can now use the new scripted task validation tool to quickly validate WEM scripted tasks with-
out requiring a full deployment. This enhancement simplifies script development by allowing you to
test and adjust scripts locally, speeding up troubleshooting, and reducing testing time. By validating
scripts before rollout, you can ensure greater reliability, improve efficiency, and minimize the risk of
user impact.

This feature is applicable to all environments with the WEM agent installed and with version greater
than or equal to 2505.1.0.1

For more information, see Validate WEM scripted tasks using scripted task validation tool.

Fixes

+ When you enable Run Weekly for Citrix Optimizer processing, the agent on a non-English sys-
tem might throw an exception and fail to run the scheduled task. [WEM-43923]

+ When you select a high-resolution icon for an application, the agent might display it as blurry
or low-resolution. [WEM-43961]
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April 2025
Support for importing AppLocker rules in WEM web console

The WEM web Console now supports importing application security rules in bulk using an
AppLocker XML file. Previously, you had to create rules individually through the console,
which was repetitive and inefficient in environments with extensive application control needs.

With the new import interface, you can quickly bring in multiple rules from existing AppLocker config-
urations, streamlining setup, and improving consistency across environments. For more information,
see Import AppLocker rules in WEM web console.

Profile cleanup tool

A profile cleanup tool is now available in the WEM Tool Console. Thistool helps you efficiently manage
storage space and enhance security by deleting or archiving inactive user profiles. Typical use cases
include:

+ Offboarding employees: Remove profiles of employees who have left your organization.

+ Managinginactive accounts: Delete or archive profiles of users who haven’t logged in for a spec-
ified period.

+ Addressing storage limitations: Free up disk space by identifying and removing unnecessary
profiles.

+ Enhancing security: Remove sensitive data from inactive or compromised accounts.

For more information, see Profile Cleanup Tool.

Windows roaming profiles support for Profile Migration Tool

You can now use the Citrix Profile Migration Tool to migrate data from Windows roaming profiles to
Citrix container-based profiles. This enhancement makes it easier for you to transition to the Citrix
container-based profile solution. For more information, see Profile Migration Tool.

Profile Management

Workspace Environment Management now supports all supported versions of Profile Management
through 2503:

+ Set profile loading timeout. With this setting, you can now specify the number of seconds
Citrix Profile Management waits for a user profile to load before switching to a temporary profile.
It helps ensure a smoother, more efficient logon experience tailored to your needs.
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The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings. For more information, see Citrix Profile Management Settings.

+ Limit number of user stores synced at logoff. When the Replicate user stores setting is en-
abled, this setting lets you speed up logoff by limiting the number of user stores to sync during
user logoffs. The remaining user stores (if any) are synced after logoff is complete.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings > User store > Replicate user stores. For more information, see
Citrix Profile Management Settings.

March 2025
Ul Enhancements

The WEM Ul enhancements are as follows:

« Agent Ul Update: All Ul interfaces in the Agent section have been updated to adopt the Win-
dows 11 theme style.

+ System Tray Icon Context Menu: The right-click menu of the Agent UI’s system tray icon has
been optimized with a new modern design.

« Light and Dark Mode Support: All Agent Ul elements, including the system tray icon’s context
menu, now support Light Mode and Dark Mode. These modes automatically align with the
System theme settings.

« Agent Skin Customization: Starting from version 2502.1.0.1, the ability to change skins
through the Console’s Workspace Environment Management > Configuration sets > Ul
agent personalization feature has been removed for newer agents. Agents from versions
before 2502.1.0.1 continue to support skin customization. For more information, see Ul Agent
Personalization under the web console. Additionally, see the Ul Agent Skin option under Ul
agent options.

+ Minimum agent version required: 2502.1.0.1

Summary View for Agent Statistics

« This enhancement includes a new summary view with four charts displaying statistical results
and a rearranged layout, moving the search bar and filter. For more information, see the Sum-
mary view.

+ Minimum agent version required: 2502.1.0.1

© 1997-2025 Citrix Systems, Inc. All rights reserved. 15


https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#other-options
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#user-store
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html#ui-agent-personalization
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html#ui-agent-personalization
https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/advanced-settings.html#ui-agent-options
https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/advanced-settings.html#ui-agent-options
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/monitoring/administration.html#summary-view
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/monitoring/administration.html#summary-view

Workspace Environment Management™ service

Enhanced Analysis of Process Activities During User Logon

We haveintroduced an analysis of process activities during user logon in the Windows Logon Analysis
to help users identify more logon performance issues. For more information, see Process activity and
details.

Improved Security for Password Storage in Configurations

We have updated the internal workflow to store passwords contained in configurations, such as
network drives and printers, more securely. This change is compatible with version 2005.2.0.1 and
newer.

Using older versions before 2005.2.0.1 might result in the following issues:

+ WEM agents older than version 2005.2.0.1 are unable to process configurations containing pass-
words correctly.

« When importing configuration sets exported with a console older than version 2005.2.0.1, con-
figurations containing passwords are not imported.

« When restoring actions or settings backed up with a console older than version 2005.2.0.1, con-
figurations containing passwords are not restored.

+ When migrating from on-premises older than version 2005.2.0.1 to the cloud service, configura-
tions containing passwords are not migrated.

New Functionalities in the Web Console

The new functionalities in the web console are as follows:

+ Save and Assign button: A new Save and Assign button has been added, allowing for continu-
ous action creation.

+ Manage Assignments link: A new Manage Assignments link has been added to the toast noti-
fication.

+ Registry Operations column: A Registry Operations column has been added to the data table.

For more information, see Create a GPO and Manage assignments for a GPO.

Enhanced Performance of Assignment Targets and Directory Objects

Previously, loading the Directory objects and Assignment target pages triggerred numerous trans-
lation requests leading to slow load times, especially with large datasets.

With this enhancement, the object names are stored in the database, translating them only when
necessary, significantly improving the performance. You can manually refresh individual records to
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see the updated names. Additionally, Refresh options are added to refresh all or selected records
or only usernames. For more information, see Assignment targets and the Note in Add a machine or
machine group.

Fixes

+ Whenthe . z1p file content of the imported GPO registry . z1 p file is not valid, an error prompt
gets displayed whereas though the . z1p file is valid, the conversion of content to the registry
fails. [WEM-41987]

« When a customer configures process hierarchy control rules with a hash type, agents with ver-
sions before 2412 generate an error in the service log when retrieving the process hierarchy
control rules. [WEM-41997]

« When the customer creates action groups and adds external tasks to them, the legacy con-
sole crashes while viewing the action group content under Legacy Console > Actions > Action
Groups, or under Legacy Console > Assignments > Action Assignment while viewing the as-
signments associated with these action groups. [WEM-41903]

« When restoring a configuration site that includes action groups containing process hierarchy
control rules, the process hierarchy control rules are lost in these action groups. [WEM-41589]

January 2025
Expanded Access for Non-Administrator Users

« Non-administrator users can now directly access the WEM Tool Hub with a subset of its features.
This subset includes Windows Logon Analysis and third-party applications pinned by users. A
switch to the top of the main page is recommended when a non-administrator user must use
the restricted functions. This update broadens accessibility, enabling more users to utilize key
functionalities efficiently, while maintaining robust security and control.

Process Hierarchy Control

« This release introduces the Process hierarchy control feature in the web console. This feature
allows you to control whether specific child processes can be initiated by their parent processes.
You create a rule by defining parent processes and then designating an allow list or a block list
for their child processes. You then assign the rule on a per user or per user group basis. The
following rule types are available:

- Path. Applies the rule to an executable according to the executable file path.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 17


https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/assignment.html#assignment-targets
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/directory-objects.html#add-a-machine-or-machine-group
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/directory-objects.html#add-a-machine-or-machine-group

Workspace Environment Management™ service

- Publisher. Applies the rule according to publisher information.
- Hash. Applies the rule to identical executables as specified.

« For more information, see Process Hierarchy Control.

+ Minimum agent version required: 2501.1.0.1

Unique Identification Support in WEM Agent

Previously, WEM agents used the MAC address as the device identifier. In certain scenarios, the
MAC address was not unique that led to the malfunctioning of some WEM features.

With this enhancement, you can use the agent identity concept to replace the MAC address as
the device identifier for WEM agents. This feature is applicable to both domain-joined and non-

domain-joined agents.
« For more information, see Settings.

+ Minimum agent version required: 2501.1.0.1

Enhancement to the WEM Optimizer Template

You can now use the WEM service to perform template-based system optimizations for Windows 11
2009 and Windows Server 2025 2009 machines. The WEM optimizer template is now updated to sup-
port the memory compression and cache disc mount enhancement in the Citrix optimizer.

Fixes

+ During user logon, additional delays are caused by the WEM user logon service accompanied
by the following Windows event log failed to retrieve user information for CVAD session launch
event and AD query timed out exception. [WEM-41478, WEMHELP-356]

« Task execution result trigger does not take affect if the trigger source is a machine startup
scripted task. [WEM-40747]

» The source profile path does not match the actual user store profile path for some profiles in
Windows 10 machines. [WEM-38037]

December 2024
Accurate Search of OUs (Organizational units) with Precise Criteria

+ Previously due to a large number of duplicate-named OUs in the domain controller, WEM was
unable to locate the target OU accurately. This used to create significant inconvenience for the
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IT administrators.

+ This feature now introduces a location configuration option allowing IT administrators to re-
strict the OU search scope to a specific location node. This helps in finding the desired target
OU quickly.

+ For more information, see Add an assignment target and Add machinesin an OU.

Support the New Filter Design to Save Update or Delete Existing Filters

+ You can now save the filters used as filter sets and directly manage these filter sets. You can
conveniently switch between different filter sets when you try to query the required data. This
functionality is available for use on the Reports page, Agent statistics page, and User statistics
page.

« For more information, see Columns to display and filters.

Fixes

+ The configuration set restore process may be slow if the configuration set contains a large num-
ber of security rules, such as AppLocker rules. You might encounter a timeout error when us-
ing the web console, even though the back-end restore process may succeed, despite the error.
[WEM-41112]

November 2024
Unified Platform Experience for Navigation

The primary navigation menu is now expanded to include a secondary navigation menu for the Mon-
itoring and Enrollment menu items on the WEM web console. Navigation breadcrumbs are now dis-
played on the top of every page. To provide a unified platform experience, a drop-down menu is now
included on the top right-hand corner of the page that lets you switch to either the Legacy console,
Utilities, or to the Web console. The screenshots depicting the changes are as follows:
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User Statistics Quick Search and Refresh Icon

This enhancement provides the ability to search in the user statistics table using the user name and
other relevant properties, such as, display name and email.

You can now use the refresh icon that appears when you hover your mouse on every record or user
display name instead of the SID. For more information, see User statistics.
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Upload Scripts for External Tasks

Previously, to use the external task feature, the path to a script (or executable) on the agent machine
(or network storage) had to be specified. This required maintenance of the script files either on net-
work storage locations or locally on a VDA running WEM causing inconvenience.

With this feature, you can now directly upload scripts when configuring external tasks. To create an
external task, you now have an option to upload the script file for the task to run. After uploading, you
can also view the content of the script.

For more information, see Create an external task.

Minimum agent version required: 2410.1.0.1

Rule Generator Updated with Expanded App Access Control Features

The Rule Generator for App Access Control tool now supports the expanded features of the App access
control policy. With this tool, you can now create redirection rules and configure exclusions for rule
assignments.

For more information, see Rule Generator for App Access Control.

Enhancements to Group Policy Migration Tool

This feature enables you to auto-configure script path and parameters when you migrate the
Windows Logon scripts to WEM external tasks using the Group Policy Migration Tool.

For more information, see Group Policy Migration Tool

New details to Diagnose Logon Duration

This feature introduces new details to diagnose the logon duration. You can find more details for the
sub-metrics, FSLogix profile loading and WEM logon services in the table that lists all the metrics,
submetrics, and tips in detail.

For more information, see Windows Logon Analysis.
Profile Management

Workspace Environment Management now supports all supported versions of Profile Management
through 2411. The following features are now available in the web console.
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+ Alert user when profile size exceeds quota. This feature helps prevent data loss by notifying
users when their profile size exceeds a quota. You can customize the quota limit and the notifi-
cation content based on the default settings.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings. For more information, see Citrix Profile Management Settings.

+ Enable UWP app load acceleration. This feature accelerates the loading of UWP apps and
improves their consistency in non-persistent environments. By default, Windows stores UWP
App registration information locally on each machine, which can be lost upon restart in non-
persistent environments. With this policy enabled, Profile Management creates a VHDX con-
tainer for each machine to store the UWP app registration data, speeding up user logon and
preventing data loss on restarts.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings. For more information, see Citrix Profile Management Settings.

« App access control policy expanded. With the policy, you can now implement machine-level
redirections for files, folders, registry keys, and registry values. In addition, you can now exclude
specific users, machines, and processes from rule enforcement for more precise control.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > App access control. For more information, see Citrix Profile Management Settings.

+ Folder redirection policy enhanced for more secure access control. With a new option,
Grant access to specific users and groups, you can now grant specific users or groups Read
and Execute permissions on the redirection target folders. For more information, see Citrix
Profile Management Settings.

+ Minimum agent version required: 2411.1.0.1
Fixes

No issues have been observed in this release.

October 2024
Group Policy Migration to WEM

+ You can now use the Group policy migration to migrate Group policy preferences that cause slow
sign-ons into WEM actions to improve your sign-on experience. In the WEM Tool Hub, you can
begin the migration workflow either within a logon duration report, while viewing GPO process-
ing times, or from the Group Policy Migration Tool. This tool allows you to scan for currently
applied GPOs.
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+ You can select from the listed items supported for migration. Selected items are exported as a
ZIP file to the local machine, which is later imported as WEM actions. This feature is enhanced
to guide you through the process of creating an assignment group with the exported settings,
and also assign the group to the respective user.

+ For more information, see Group Policy Migration Tool and Create an assignment group using
the exported settings.

Introducing New Insights to Monitor and Diagnose Logon Duration

+ This enhancement introduces profile container and GPP processing insights to monitor and
diagnose logon duration. This feature enables you to identify the possible issues, which may
cause slow logon and to also provide recommendations to resolve issues.

+ For more information, see Windows Logon analysis and Analyze logon duration using scripted
tasks.

Centralized Configuration Set Level Agent Cache Synchronization

« This feature is introduced to enhance the existing agent cache synchronization mechanism.

+ Based on the new mechanism, you can avoid performance issues for large WEM deployments
and the database cost on the Cloud is also reduced. For more information, see Agents and Agent
cache utility options.

+ Minimum agent version required: 2409.1.0.1

Fixes

« While creating Start menu shortcuts and pinning applications to the Start menu, shortcuts are
generated in the root folder of the Start menu instead of being created in the path specified. This
issue occurs only on Windows Server 2022/2019 but not on Windows Server 2016. [WEM-32923,
CVADHELP-24045]

September 2024
Support Data Export to Splunk

Previously, you were restricted only to Grafana when exporting agent reports to third-party plat-
forms.

With this feature, you can now effortlessly export the data to Splunk as well.
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For more information, see Reports.

Privilege Elevation

+ This enhancement enables you to configure privilege elevation rules and assign them to users
using the web console.
You can now use the existing File Info Viewer in WEM Tool Hub to get the file information needed
for rule configuration, such as, path, publisher, and hash values.

« For more information, see Privilege elevation, Manage assignments for a target, and Create an
assignment group using security rules.

+ Minimum agent version required: 2408.1.0.1

WEM Agent Support for Persistent Cache on Non-Persistent Machines

+ Thisenhancementenablesthe WEM agent to automatically detect non-persistent machines pro-
visioned by MCS or PVS and use the persistent data location provided by the underlying Provi-
sioning Service to persist agent cache and other crucial information. This improves the WEM
performance and resiliency on non-persistent machines. Also, the WEM agent enrollment now
supports non-persistent machines. You can now enroll the master image and the provisioned
non-persistent machines are automatically enrolled.

« For more information, see Prerequisites, Determine which setup method to use, and Introduc-
tion.

+ Minimum agent version required: 2408.1.0.1

Configuring Registry and GPO Settings with a New Registry Value Type

+ REG_NONE registry value type is introduced for more customized configurations by providing a
way to specify settings or parameters that do not fit into other predefined data categories, such
as, strings, integers, or binary data. You can use this flexibility to handle unique or specialized
configurations.

+ REG_NONE registry value type supports the following functions:

In creating/updating registry entry action

In creating/updating registry entry-based GPO action

When importing a registry entry-based GPO

On the agent side

For legacy console
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- For backup and restore from the web console and the legacy console

« For more information, see Create a GPO and Import Group Policy settings.

+ Minimum agent version required: 2408.1.0.1

Selective WEM Reset Feature

« WEMisenhanced to selectively reset WEM actions tracking cache. When you enable Allow Users
to reset Cached Actions, the Reset Cached Actions is turned on. On clicking it, a new wizard
getsdisplayed and then you can choose the cached actions that need areset. Thisenhancement
enables you to reset the process history for JSON files or the user group policy objects. After the
reset, the actions get processed during the subsequent user logons.

+ Minimum agent version required: 2408.1.0.1

Fixes

+ An output is not generated when you run the scripted task with parameters. [WEM-39324]

» The scripted task service can run an unknown binary file with a special path because the service
path contains space and is not enclosed within quotes. [WEM-39477]

« When you try to sign in to Workspace using WEM Tool Hub > Application assistance using your
Active directory and Token, you won’t see a blank workspace window. [WEM-37723]

August 2024
Enhancements to the selection of Microsoft Entra ID (Azure AD) groups or users

Policies, including actions and security rules, assigned to Microsoft Entra ID (Azure AD) groups or users
now automatically take effect on the agent side without requiring manual user-device associations.
To ensure the proper functioning of this feature, adhere to the following requirements:

+ The agent version must be 2407.2.0.1 or higher.
« In Citrix WEM User Logon Service Properties dialog, set the Startup type as Automatic.
+ Log out of your local machine and login again.

Add new built-in scripted tasks to reduce operation efforts

Added more valuable built-in script tasks that help admins use built-in scripted tasks directly and
reduce operation efforts. This feature resolves unregistered VDA issues and sets CDF trace configura-
tions. For more information, see Scripted Tasks.
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VHD disk compaction report

Administrators can now view the VHD disk compaction reports in the web console by enabling VHD
disk compaction report collection. For more details, see Reports and Monitoring preferences.

Profile Management

Workspace Environment Management now supports all supported versions of Profile Management
through 2407. The following features are now available in the web console.

« Enable in-session profile container failover among user stores Specifies whether to enable
in-session profile container failover among user stores. This feature enhances profile redun-
dancy in the contain-based solution by expanding the container failover scope from occurring
only at user logons to throughout the entire session.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings > Replicate user stores. For more information, see Citrix Profile
Management Settings.

« Folder redirection enhanced with two new options:

- Redirect to the local user profile, allowing you to redirect a folder to the local user profile.
- Move contents to new location, allowing you to decide whether to move contents from
the previous folder to the new one when setting or modifying redirection target folders.

For more information, see Citrix Profile Management Settings.

+ Minimum agent version required: 2407.1.0.1

Fixes

+ Inthe cloud environment, if the selected WEM agent version is outdated, it should give an error
prompt when editing the delivery task. [WEM-37688]

« When the WEM transformer is visible on the screen, the unlock feature through a hotkey
(CTRL+ALT+U) does not work. If you change the focus to the app, the unlock hotkey works
again. [WEM-37678]

June 2024
Support for testing the app access control rules

You can now validate app access control rules on the local machine before deploying in the testing or
production environment. For more information, see Rule Generator for App Access Control.
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View a GPO

You can now view the WEM Group Policy settings. GPO summaries in read-only mode without editing
the GPO. This implementation eliminates the risk of misconfiguration while reviewing the existing
settings.

For more information, see Group Policy settings.

Support data export to third-party platforms for flexible management

Previously, you were restricted to exporting reports solely to cloud storage or local machines, hinder-
ing your ability to effectively analyze and monitor task outcomes.

With this feature, you can now effortlessly configure and export report data to third-party platforms
such as Grafana. This enhancement helps to seamlessly integrate and utilize external analytics tools
for comprehensive performance monitoring and analysis, whether automatically scheduled or man-
ually initiated.

For more information, see Reports.

Integration of the WEM Health Check tool into the WEM Tool Hub

« The WEM Health Check tool is now integrated and listed within the WEM Tool Hub Home page
for ease of access and use. This tool runs checks on the WEM agent or infrastructure server and
identifies potential issues with your WEM deployment. For more information, see WEM Health
Check tool.

+ Minimum agent version required: 2401.1.0.1

Hub agents

+ This feature allows you to promote the WEM agent to a hub agent role. The hub agent can be
configured to manage multiple configuration sets, assisting in the utilization of on-premises
resources. Currently, the hub agent provides two key benefits:

- Application Package Delivery: Once the hub agent is configured, it enables you to browse
files from the SMB share in your on-premises environment when you add an application
package.

Note:

The hub agent must be set to manage the site where the SMB share is located.
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- On-Demand Task Execution: If you initiate agent on-demand tasks from the WEM console
and the cloud connector is not reachable, notifications are sent to the hub agent managing
the configuration set, to which the target agent belongs. The hub agent then attempts to
notify the target agents on the same subnet to execute its tasks.

+ For more information, see Hub agents

+ Minimum agent version required: 2406.1.0.1

Profile Migration Tool in the WEM Tool Hub

With the new Profile Migration Tool, you can now migrate different types of profiles to the Citrix
container-based profile solution. This feature simplifies the profile migration process, ensuring a
smooth transition and minimal disruption to user workflows. The following types of profiles are
supported:

+ FSLogix profile container
« Citrix file-based solution
« Local profile

For more information, see Profile Migration Tool.

Application security rules for WEM web console

« This feature allows you to create and configure different types of application security rules and
assign them to users in the web console. This feature uses the same workflow that is used for
action assignments. You can now import rules configured with AppLocker to manage them in
WEM. You can also use the WEM Tool Hub to retrieve information needed for rule configuration,
such as path, publisher, and hash values. For more information, see Application security, File
Info Viewer, and Assignment Groups.

+ Minimum agent version required: 2406.1.0.1

Fixes

+ User can now access the Reports page from the Task history page with the specific type UPM
health check. [WEM-36422]

« When you upgrade to Workspace Environment Management version 2402, the Actions > Exter-
nal Tasks > Run Once configuration doesn’t work as expected in some cases. [WEM-37104]

+ The WEM agent fails to enumerate all the groups to which the user belongs. Only Everyone
and Administrator are listed. [WEM-37201]
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May 2024
Windows event-based triggers for external tasks

+ Windows event-based triggers for external tasks now allow you to associate external tasks
(session-level tasks) with them. When the Windows events meet the defined criteria, the
trigger is activated. This trigger begins to perform the associated external tasks that help
in automatically managing the session-level tasks, based on Windows events. For more
information, see Considerations.

+ Minimum agent version required: 2404.1.0.1

WEM agent basic deployment mode

+ A basic deployment mode for the WEM agent is introduced to provide basic agent functions,
such as system optimization and logon duration analysis without the need to connect to the
infrastructure service. WEM has powerful capabilities for user environment management that
require deploying backend components such as Broker, database, and consoles for the entire
deployment. Some of you might want to use only the basic features. For example, previously,
if you wanted to use only the optimization functionality you had to deploy all of the backend
components. This feature now provides a lightweight method to deploy WEM. You can use this
deployment method for utilizing WEM basic functionalities easily. The WEM health check tool
runs checks for these types of agents providing the ability to reconfigure the agent as an on-
premises or service agent. You can now start the health check tool on an agent in basic deploy-
ment mode to run checks. You can also switch the agent type to on-premises or the service
agent by providing necessary information about the infrastructure service or cloud connectors.
For more information, see Install the agent, Manage Basic Deployment agents, and Windows
Logon analysis.

+ Minimum agent version required: 2404.1.0.1

Profile Management

Folder redirection settings: This feature lets you configure rule sets for redirecting the paths of local
folders to new locations. Each rule set specifies where you want to redirect the folders based on the
users accessing them.

To configure folder redirection for a configuration set, locate the set, go to Profiles > Profile Manage-
ment Settings > Folder redirection, and then add rule sets. For more information, see Citrix Profile
Management Settings.
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Fixes

+ Duringuserlogon, additional delays are caused by the WEM user logon service accompanied by
the following Windows event log Failed to retrieve user information for CVAD session launch
event and AD query timed out exception. [WEM-35792]

« Some applications only have the 32-bit version. Windows 2010 OS VDlIs redirect the path
system32 to syswow64 by default if the caller is a 32-bit application. When the elevation
engine tries to access files such as OptionalFeatures.exe, thefileis not found. Disabling
the default redirect behavior elevates the application. [WEM-35650]

March 2024
Enhanced automatic backup limit for configuration sets

WEM provides automatic backup of configuration sets. The automatic backup limit is now enhanced
to support storage of up to 25 backup files for each configuration set before overwriting the oldest
existing file. This enhancement reduces the operation effort, especially for large and complex envi-
ronments. For more information, see Manage automatic backup.

Customizing the Start menu layout for Windows 11

+ To support user level assignments, you can now apply the WEM action JSON files for the Win-
dows 11 Start menu configuration. Using the new tool Start Menu Configurator for Windows
11 in the WEM Tool Hub, you can now select applications that you prefer to add to the Pinned
section of the Start menu and arrange the layout as needed. After customizing the layout, copy
the configuration data and paste the data in the web console, when you add a new JSON object
in the JSON Files page. For more details, see Customize the Start menu layout for Windows 11.

+ Minimum agent version required: 2403.1.0.1

User Store Creation Tool

Thistoolisintroduced in the WEM Tool Hub to help you create user stores. The user store is the central
network location for storing Citrix user profiles. This tool helps you to set up user stores by creating
file shares and setting appropriate permissions to them according to your specifications. This tool
simplifies the configuration process and reduces errors. You can choose to create the user store on
the current machine (running the tool) or on a different machine. For more details, see User store

creation tool.
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Fixes

+ Creating or duplicating Printers, Network drives, or User DSNs is very slow on the WEM web
console. [WEM-32997]

+ Upgrading the WEM database successively, results in the error The given key was not present
in the dictionary. [WEM-34849]

+ The Profile Management health column might show a question mark even when the Profile
Management is configured correctly. This issue occurs when the UpmConfigCheck.psl
script used by the WEM agent does not work as expected. This issue affects the machines in-
stalled with the Profile Management 2203 LTSR. [WEM-34822, CVADHELP-24723]

February 2024
Assignment Groups (Preview)

This feature lets you group individual actions and manage their assignments in one place. Assign-
ments are created per action rather than at the group level. You can now add actions to a group and
select assignment targets, create, edit, and delete assignment groups. Assignment details like filters
and options are maintained at the individual item level. For more details, see Assignment groups.

Health check enhancements in the web console

You can now gain a clearer and more detailed insight into the status of Profile Management through
Workspace Environment Management:

+ Invalid: Indicates that Profile Management is either not found or not enabled.
« Error: Indicates configuration issues in Profile Management.

+ Warning: Identifies a suboptimal state of Profile Management.

+ Notice: Identities an acceptable state of Profile Management.

« Good: Identities Profile Management is in a healthy state.

For more details, see the description for Profile Management health column in Statistics.

Enhanced analysis capability for Windows Logon

« This enhancement provides a more detailed data analysis for User profile and Citrix Profile
Management. Group policy objects sub-metric is now introduced with HDX connection sub-
metric being enabled. For more details, see Windows Logon analysis.

+ Minimum agent version required: 2401.1.0.1
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WEM health check tool

You can now open the WEM standalone tool to check the status of the WEM components and trou-
bleshoot. This tool can run on WEM agents or the infrastructure server providing results for different
selected (check) items respectively. After completing a check, a report is saved to their machine. You
can turn on the debug mode and retrieve the log files to the specified location. You can also fix some
configuration issues automatically. For more details, see WEM health check tool.

Fixes

« When the WEM agent runs on Windows Server 2022, the memory usage limit you apply to spe-
cific processes might not work as expected. [WEM-28773]

January 2024
User Data source name

Using the web console, you can now add user data source names (DSNs) and assign them to users.
For more details, see User DSN.

Ports

Using the web console, you can now add port mappings and assign them to users. For more details,
see Ports.

INI files

Using the web console, you can now add INI file operations and assign them to users. For more details,
see INI files.

Agent on-demand task history

This enhancement allows you to check the progress and results of tasks initiated in the last 24 hours.
You can see the task status for each of the target agents after you trigger a task. You can also view the
history of recent tasks and their statuses. For tasks with reports, you can access those reports directly
from the Reports tab. For more details, see Agents.
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Enhanced filter condition capability for report management

This enhancement lets you filter and add multiple values by separating each value with a semicolon
when you choose the Result summary condition, providing a flexible method for report management
that enables you to monitor and optimize the system.

Profile Management

Workspace Environment Management now supports all supported versions of Profile Management
through 2311. The following features are now available in the web console.

+ User store selection method. Specifies the user store selection method when multiple user
stores are available. Options include:

- Configuration order. Lets Profile Management select the earliest configured store.
- Access performance. Lets Profile Management select the store with the best access per-
formance.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Advanced settings > Replicate user stores. For more information, see Citrix Profile
Management Settings.

+ Deduplicate files this size or larger (MB). Specifies the minimum size of files to deduplicate
from profile containers. The default size is 256 MB.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > File deduplication > Enable file deduplication. For more information, see Citrix Profile
Management Settings.

 Log off users when profile container is not available during logon. Specifies whether to
force log-off users when the profile container is unavailable during user logon.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Profile container > Enable profile container. For more information, see Citrix Profile
Management Settings.

+ Set users and groups to access profile container. Specifies which AD domain users and
groups have Read & Execute permission on profile containers. By default, a profile
container is accessible only to its owner.

The feature is available under each configuration set in Profiles > Profile Management Set-
tings > Profile container. For more information, see Citrix Profile Management Settings.

+ Minimum agent version required: 2311.1.0.1
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Fixes

+ Using the Agent auto upgrade feature results in the upgrade failure on the x32 platform. [WEM-
32783]

+ Machine-level GPOs assigned to the agent might fail when other AD objects have the same name
as the agent in the domain. [WEM-32315, CVADHELP-23868]

November 2023
Automatic agent upgrade

The following enhancements are made to the automatic agent upgrade feature:

+ You can select the desired agent package from the centralized SMB share package storage loca-
tion, and schedule automatic upgrades for all agent machines in a configuration set.

« You can now specify the time period and schedule the day(s) of the week on which you want
WEM to automatically roll out the upgrade to all agent machines in a configuration set.

+ You can now specify the device name and IP of agent machines in a configuration set for which
you want WEM to automatically roll out the upgrades. For more details, see App Package Deliv-
ery.

+ Minimum agent version required: 2310.1.0.1

Extended limit for the Memory Usage Limit functionality

« This feature is enhanced to extend the limitation set for the maximum value of the Memory Us-
age Limit functionality from 4 GB to 32 GB in 64-bit OS. This enhancement provides more flexi-
bility based on real situations in the customer system environment.

+ Minimum agent version required: 2310.1.0.1
Windows Logon analysis
This tool collects the logon duration data and generates reports about the recent logon duration data.

Each logon report is categorized further allowing you to identify potential issues and bottlenecks. For
more details, see Windows Logon analysis.
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Application security log reports

+ Administrators can now review the Application security logs in the web console by enabling ap-
plication security log collection per configuration set and get the corresponding reports. The
administrator can view the logs by subtype within the details of each report. For more details,
see Application Security logs under Reports and the description for Security logs in Monitor-
ing preferences.

+ Minimum agent version required: 2310.1.0.1

Fixes

No issues have been observed in this release.

October 2023
Registry Entries

Using the web console, you can now add registry entries as assignable actions, which let you create,
set, or delete registry values in the user environment. The feature has been enhanced to provide a bet-
ter user experience. Additionally, you are now able to add tags to registry entries and assign multiple
registry entries at the same time. For more information, see Registry Entries.

Enhancements to extended data in reports

Two new export options are introduced for agent reports, CSV (formatted) and JSON (formatted).
These options enhance the readability of extended data within the reports. For more information, see
Export reports.

Categorize Profile Management settings in the web console

This feature lets you reorganize your view of Profile Management settings. The three built-in tags,
File-based, Container-based, and App access control act like filters, helping you concentrate on
the settings available to the selected tag. The latest selected tags are retained as your administrator
preference. For more information, see Profile Management Settings.
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Enhancements to optimization and usage insights

This feature lets you configure the list of excluded applications by providing the application names.
You can add, edit, and delete the excluded applications using the settings under Preferences. For
more information, see Excluded applications.

Support for File Type Association (FTAs) settings on web console

This feature lets the administrators create, manage FTAs, and assign them to the users. Administra-
tors can also use the File Type Association Assistant tool in the WEM Tool Hub to easily get the
information they need for configuring FTAs in the web console. For more information, see File Type
Associations.

Enhanced Agent Settings

+ A new setting Enable agent to use cached domain search results is added to the agent set-
tings. When enabled, the agent uses the cache for domain query results to improve perfor-
mance and resiliency. You can also update WEM group policies when the agent cannot contact
the domain. For more details, see Agent Settings.

+ Minimum agent version required: 2309.2.0.1

Enhancements to the health check report functionality in web console

This feature improves the user experience of configuring Profile Management through WEM. When you
follow the link on the Agent health check result page to Profile Management settings, you can see the
errors/warnings in the results with its corresponding setting highlighted in the Profile Management
configuration page on the web console. You can then modify the settings according to the results
displayed in the footer. For more information, see Reports.

New version of WEM Tool Hub

A new version of WEM Tool Hub is now available: 2309.2.0. 1. This version includes performance
enhancements, support for AAD/NDJ object selector support, and bug fixes. For more information,
see WEM Tool Hub.
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Fixes

« The application disappeared at times, when the customer exported the application setting to
thefile, saved the file to the ASCll encoding, and imported the modified file to WEM again. [WEM-
31180]

« After the machine reboots, the WEM agent may lose previous SMB shares configured in Ad-
vanced Settings > File Shares. [WEM-30209]

September 2023
Support for the Windows 11 and Windows Server 2022 in Citrix Optimizer

» We added support for the Windows 11 version 21H2 (build 2009) and Windows Server 2022 21H2
(build 2009) in Citrix Optimizer. You can now use the WEM service to perform template-based
system optimizations for Windows 11 2009 and Windows Server 2022 2009 machines. In addi-
tion, we have updated all existing templates to reflect changes introduced in the latest stand-
alone Citrix optimizer.

For information about using Citrix Optimizer, see Citrix Optimizer.

+ Minimum agent version required: 2309.1.0.1
Enhancements to the manual backup limit

We have now enhanced the maximum manual export limit from 10 to 25 per account. For more infor-
mation, see Back up a configuration set.

Enhancements to the optimization and usage insight application limit

We have now enhanced the optimization insight application and usage insight application limit from
10 to 20. For more information, see Insights.

Registry Entries (Preview)

Using the web console, you can now add registry entries as assignable actions, which let you create,
set, or delete registry values in the user environment. The feature has been enhanced to provide a bet-
ter user experience. Additionally, you are now able to add tags to registry entries and assign multiple
registry entries at the same time. For more information, see Registry Entries.
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AAD/NDJ object selector tool

+ You can now assign app access rules to AAD users/groups and NDJ machines in addition to AD
users/groups and domain-joined machines that are currently supported. A tool AAD/NDJ ob-
ject selector is now available on the web console, where you can get the object data and paste
them into the Rule Generator. For more information, see Assigning app access rules to AAD
users/groups and NDJ machines.

+ Minimum agent version required: 2309.1.0.1

File System Operations in web console

Administrators can create and manage file system operations and assign them to the users now using
the web console. For more information, see File System Operations.

User-level Profile Management settings

This feature lets you configure Profile Management settings at the user level for customization and
precise control. Use this feature to apply specific Profile Management settings to individual users or
user groups, tailoring the profile experience as needed. For more information, see User-level Profile
Management settings.

Support reporting through agent reports

+ Administrators can now review the privilege elevation logs in the web console by enabling secu-
rity log collection per configuration set and get the corresponding reports. The administrator
can view the logs by subtype within the details of each report. For more information, see the
description for Security logs in Monitoring preferences.

+ Minimum agent version required: 2309.1.0.1

Profile Management

+ Workspace Environment Management now supports all supported versions of Profile Manage-
ment through 2308. The following features are now available in the web console:

- Enable VHD auto-expansion for profile container. If enabled, when the profile container
reaches 90% utilization, it automatically expands by 10 GB, with a maximum capacity of
80 GB. Depending on your needs, you can adjust the default auto-expansion settings us-
ing the following options: Auto-expansion trigger threshold (%), Auto-expansion in-
crement (GB), Auto-expansion limit (GB).

© 1997-2025 Citrix Systems, Inc. All rights reserved. 39


https://docs.citrix.com/en-us/workspace-environment-management/service/reference/wem-tool-hub.html#assigning-app-access-rules-to-aad-usersgroups-and-ndj-machines
https://docs.citrix.com/en-us/workspace-environment-management/service/reference/wem-tool-hub.html#assigning-app-access-rules-to-aad-usersgroups-and-ndj-machines
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/actions.html#file-system-operations
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#user-level-profile-management-settings
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#user-level-profile-management-settings
https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/advanced-settings#monitoring-preferences

Workspace Environment Management™ service

The feature is available under each configuration set in Profiles > Profile Management
Settings > Profile Container. For more information, see Citrix Profile Management Set-
tings.

- Default capacity of VHD containers. Specifies the default storage capacity (in GB) of each
VHD container.

The feature is available under each configuration set in Profiles > Profile Management
Settings > Advanced settings. For more information, see Citrix Profile Management Set-
tings.

- Enable exclusive access to profile container. If enabled, the profile container allows only
one access at a time.

The feature is available under each configuration set in Profiles > Profile Management
Settings > Advanced settings. For more information, see Citrix Profile Management Set-
tings.

- Enable exclusive access to OneDrive container. If enabled, the OneDrive container al-

lows only one access at a time.

The feature is available under each configuration set in Profiles > Profile Management
Settings > Advanced settings. For more information, see Citrix Profile Management Set-
tings.

- Enable UWP app roaming. If enabled, UWP (Universal Windows Platform) apps roam with
users. As a result, users can access the same UWP apps from different computers.

The feature is available under each configuration set in Profiles > Profile Management
Settings > Advanced Settings. For more information, see Citrix Profile Management Set-
tings.

+ Minimum agent version required: 2307.1.0.1

Configure task settings

A new option Configure task settings is introduced in the Scripted Tasks page that directs you to
the specifically chosen filtered task wizard in the Scripted Task Settings page. For more information,
see Configure task settings option.

New version of WEM Tool Hub

A new version of WEM Tool Hub is now available: 2309.1.0. 1. This version includes performance
enhancements, support for AAD/NDJ object selector support, and bug fixes. For more information,
see WEM Tool Hub.
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Fixes

+ The Profile Management health column might show errors even when Profile Management is
configured correctly. This issue occurs because the UpmConfigCheck.ps1l script used by
the WEM agent does not work as expected. Thisissue affects machines with Profile Management
setting, Path to log file enabled, with the path containing %¥SystemRoot%in it. [WEM-29519]

+ The WEM agent now refreshes the SMB connection every time the policy settings get refreshed
instead of waiting for the next refresh, which is every 15 minutes. [WEM-29142, CVADHELP-
21957]

July 2023
User-level Profile Management settings (preview)

+ This feature lets you configure Profile Management settings at the user level for customization
and precise control. Use this feature to apply specific Profile Management settings to individual
users or user groups, tailoring the profile experience as needed. For more information, see User-
level Profile Management settings.

+ To enable this feature, go to Home, click the preview features icon in the upper-right corner,
and enable User-level Profile Management settings. See Preview features.

Enhanced WEM agent event logging

We have made enhancements to WEM agent event logging, aiming at improving troubleshooting ca-
pabilities. The enhancements include:

« Comprehensive event logs: We have provided comprehensive event logs, giving you a complete
picture of agent activities.

+ Unique event IDs: Each event log now has a distinct ID, making it easier for you to filter and
identify specific events.

For more information, see Agent event logs.

Microsoft Edge browser support for WEM Transformer

« The WEM Transformer now supports the latest version of the Microsoft Edge browser.

+ Minimum agent version required: 2307.1.0.1
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JSON object assignment

+ You can now add JSON objects and assign them to create or modify JSON files. Using this fea-
ture, you can apply personalized settings to applications with a JSON configuration file (for ex-
ample, Microsoft Teams). This feature is available only in the web console. For more informa-
tion, see Actions.

+ Minimum agent version required: 2306.1.0.1

Add local applications for quick access

« This feature lets you add local applications to the WEM Tool Hub for quick access. The added
applications are considered your personal data and are retained when you switch machines
within the Profile Management environment. You can add and remove multiple applications at
atime. For more information, see Add local applications for quick access.

New version of WEM Tool Hub

A new version of WEM Tool Hub is now available: 2307.1.0. 1. The version includes performance
enhancements and bug fixes. For more information, see WEM Tool Hub.

Fixes

+ Attempts to restore a configuration set might fail if it contains too many (for example, 10,000)
template-based GPOs. [WEM-28447]

June 2023
Enhancements to CPU spike protection

« This release introduces enhancements to the CPU spike protection feature, giving you more
granular control. The enhancements include the following changes:

- We have reorganized CPU spike protection options with intuitive logic for easier configu-
ration.

- When customizing CPU spike protection, you can now configure the CPU usage limit using
non-integer values.

- Anew option Set limit relative to single CPU core, is now available, letting you set a limit
on CPU usage based on a single CPU core as a reference.
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For more information, see CPU spike protection.

+ Minimum agent version required: 2306.1.0.1

Environment variables

« Using the web console, you can now add environment variables as assignable actions. When
assigned, those environment variables are created or set in the user environment. The feature
has been enhanced to provide a better user experience. For more information, see Environment
variables.

+ Minimum agent version required: 2306.1.0.1

Dynamic token support for Group Policy settings

You can now use dynamic tokens in Group Policy settings. This feature allows for more adaptable
policy configuration in different environments, reduces manual configuration, and simplifies policy
management. For more information, see Dynamic token support for Group Policy settings.

Group Policy setting processing results

This release introduces the action processing results report feature. With this feature, you can now
view the results of every action assigned to a user in a consolidated report that updates every 4 hours.
The reportincludes information such as the name of the action, the assigned user, the filter used, and
the processing result. This feature is designed for all actions but currently supports only Group Policy
setting processing results. To use the feature, first enable result collection for Group Policy settings.
For more information, see Reports and Monitoring preferences.

JSON object assignment (preview)

+ You can now add JSON objects and assign them to create or modify JSON files. Using this fea-
ture, you can apply personalized settings to applications with a JSON configuration file (for ex-
ample, Microsoft Teams). This feature is available only in the web console. For more informa-
tion, see Actions.

+ To enable this feature, go to Home, click the preview features icon in the upper-right corner, and
enable JSON object assignment. See Preview features.

+ Minimum agent version required: 2306.1.0.1
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May 2023
Profile Management backup and quick setup

+ You can now back up and restore your Profile Management settings. For more information, see
Back up and restore. Plus, a quick setup feature is now available, letting you quickly set up
Profile Management, whether you want to start with a fresh template or restore from a backup.
For more information, see Quick setup.

+ Minimum agent version required: 2304.2.0.1

Network drives

+ Using the web console, you can now add network drives as assignable actions. When assigned,
those network drives are available for use within the user’s desktop. The feature has been en-
hanced to provide a better user experience. For more information, see Actions.

« Minimum agent version required: 2304.2.0.1

Virtual drives

« Using the web console, you can now add virtual drives as assignable actions. When assigned,
those virtual drives are available for use within the user’s desktop. The feature has been en-
hanced to provide a better user experience. For more information, see Actions.

+ Minimum agent version required: 2304.2.0.1

Improved advanced settings now available in the web console

Advanced settings have been migrated to the web console and are available in Advanced Settings
under each configuration set. We have reorganized the settings to provide a better user experience.
For more information, see Advanced Settings.

Set your start page

You can now set one of the following pages as your start page so that you land on it every time you
sign in to the web console:

« Agents
» Reports
« User Statistics
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« Usage Insights
« Optimization Insights
+ Profile Container Insights

If no start page is set, you land on the Home page instead. After setting your start page, you can access

(n)

it quickly by clicking the lightning icon on the left navigation of the console.

New version of WEM Tool Hub

A new version of WEM Tool Hub is now available: 2304.2.0.1. The version includes performance en-
hancements and bug fixes. For more information, see WEM Tool Hub.

Fixes

+ The Profile Management health column might show errors even when Profile Management is
configured correctly. This issue occurs because the UpmConfigCheck.ps1l script used by
the WEM agent does not work as expected. This issue affects machines with only one system
volume. [WEM-27498]

April 2023
App access control

+ Using the web console, you can now add rules to control user access to items such as files, fold-
ers, and registries. A typical use case is to apply rules to control user access to apps installed on
machines —whether to make apps invisible to relevant users. This feature can simplify appli-
cation and image management. For example, using the feature, you can deliver identical ma-
chines to different departments while meeting their different application needs, thus reducing
the number of images. For more information, see App access control.

+ Minimum agent version required: 2304.1.0.1

Printers

+ Using the web console, you can now add printers to assign to your users. When assigned, those
printers are available for use within the user’s desktop. The feature has been enhanced to pro-
vide a better user experience. For more information, see Actions.

+ Minimum agent version required: 2304.1.0.1
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WEM Tool Hub (preview)

The following two tools are now available in WEM Tool Hub:

+ Printer assistant. Use it to get a list of printers from your print server so that you can add them
as assignable actions in the management console.

» Rule generator for app access control. Use it to create rules to control user access to items
such as files, folders, and registries. The rules are implemented through Citrix Profile Manage-
ment. A typical use case is to apply rules to control user access to apps installed on machines
—whether to make apps invisible to relevant users.

For more information, see WEM Tool Hub.

Profile Management

+ Workspace Environment Management now supports all supported versions of Profile Manage-
ment through 2303. The following features are now available in both the legacy console and
the web console.

- Enable active write back on session lock and disconnection. If enabled, profile files
and folders are written back only when a session is locked or disconnected. With both
this option and the Enable active write back registry option enabled, registry entries
are written back only when a session is locked or disconnected.

* In the web console, the feature is available under each configuration set in Profiles
> Profile Management Settings > Basic settings. For more information, see Citrix
Profile Management Setting.

* In the legacy console, the feature is available in Policies and Profiles > Citrix Pro-
file Management Settings > Main Citrix Profile Management Settings. For more
information, see Citrix Profile Management Setting.

- Enable app access control. If enabled, Profile Management controls user access to items
(such asfiles, folders, and registries) based on the rules you provide.

* In the web console, the feature is available under each configuration set in Profiles
> Profile Management Settings > App access control. For more information, see
Citrix Profile Management Setting.

* In the legacy console, the feature is available in Policies and Profiles > Citrix Profile
Management Settings > App Access Control. For more information, see Citrix Profile
Management Setting.

- Enable VHD disk compaction. If enabled, VHD disks are automatically compacted on user
logoff when certain conditions are met. This option enables you to save the storage space
consumed by profile container, OneDrive container, and mirror folder container.
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* In the web console, the feature is available under each configuration set in Profiles >
Profile Management Settings > Profile container. For more information, see Citrix
Profile Management Setting.

* In the legacy console, the feature is available in Policies and Profiles > Citrix Pro-
file Management Settings > Profile Container Settings. For more information, see
Citrix Profile Management Setting.

- Set free space ratio to trigger VHD disk compaction, Set number of logoffs to trigger
VHD disk compaction, and Disable defragmentation for VHD disk compaction. If En-
able VHD disk compaction is enabled, use these three policies to adjust the default VHD
compaction settings and behavior.

* In the web console, the feature is available under each configuration set in Profiles >
Profile Management Settings > Advanced settings. For more information, see Citrix
Profile Management Setting.

* In the legacy console, the feature is available in Policies and Profiles > Citrix Profile
Management Settings > Advanced Settings. For more information, see Citrix Profile
Management Setting.

+ Minimum agent version required: 2304.1.0.1

February 2023
Applications

+ Using the web console, you can now add applications to assign to your users. When assigned,
those applications have their shortcuts created on the desktop, Start menu, or taskbar, depend-
ing on your configuration. The feature has been enhanced to provide a better user experience.
For more information, see Actions.

+ Minimum agent version required: 2302.1.0.1
WEM Tool Hub (preview)

Atool set WEM Tool Hub, is now available for WEM administrators. Itincludes a collection of tools that
aims to simplify the configuration experience for administrators. To download it, go to Citrix Cloud >
WEM service > Utilities. For more information, see WEM Tool Hub.

New settings added to external tasks

When using external tasks in the web console, you can now directly configure when the agent
processes external tasks without going to Legacy Console > Advanced Settings for related settings.
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The newly added settings are:

+ Process external tasks on logon and refresh

» Process external tasks on reconnection

This enhancement also provides detailed information on how to ensure that the agent processes ex-

ternal tasks. For more information about external tasks, see Actions.

External Tasks @ Settings
—
Lets you create external tasks to assign to your users, External tasks work at a user session level and can be scripts or_a_pmir;awrﬂ'aﬂ'é Slre that the target
-
agent machines have the necessary programs to run them. Learn more — 1 g
— -

Q Sea .
' Settings X
+ Create {

O N te

@ For the agent to process actions, verify that the following settings are enabled: X

+ Launch agent on logon (for processing actions on logon)
« Launch agent on reconnection (for processing actions on reconnection)
+ Enable desktop compatibility mode

You can find these settings in Legacy Console > Advanced Settings > Configuration = Main
Configuration > Agent Service Actions.

Processing
() Process external tasks on logon and refresh

(C) Process external tasks on reconnection

Fixes

If you use the Studio policy, Citrix Cloud™ Connectors, to configure Cloud Connectors for Work-
space Environment Management, the policy does not work as expected. [WEM-25697]

In the legacy console, when you click the State column heading to sort, items are not sorted as
expected. [WEM-25978, WEMHELP-274]

In the legacy console, the Backup Actions button is not available when you use the backup wiz-
ard to back up Group Policy settings even if the configuration set does not contain any resources
created using the web console. [WEM-26240]

The privilege elevation feature might fail to work as expected. The issue occurs because the cer-
tificate used to sign the Citrix WEM software has expired. As a workaround, bypass the certificate
validity check by creating a DWORD registry value under HKEY_LOCAL_MACHINE\SYSTEM
\CurrentControlSet\Control\Norskale\Agent Host and setting the value to 1.
[WEM-26420, WEMHELP-284]
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January 2023
Enhancements to automatic agent upgrade

« The automatic agent upgrade feature has been migrated to the web console and is available in
Advanced Settings > Agent Settings under each configuration set. The feature now provides
a better user experience and offers extra capabilities. In addition to scheduling automatic up-
grades for the agents, you now have the flexibility to control whether to apply agent upgrades
to persistent or non-persistent machines. For more information, see Advanced Settings.

+ Minimum agent version required: 2301.1.0.1

Automatically bind non-domain-joined agents to desired configuration sets

+ You can now set up binding rules for unbound non-domain-joined agents. Those rules dictate
which configuration set to bind the matching agents to. This feature simplifies the process of
adding non-domain-joined agents for WEM to manage. For more information, see Directory
Objects.

+ Minimum agent version required: 2301.1.0.1

Support for assighing GPOs to organizational units

+ Using the web console, you can now assign GPOs to organizational units. This eliminates the
need to change your Active Directory structure for use with WEM. For more information, see Add
an assignment target.

+ Minimum agent version required: 2301.1.0.1
Fixes

« When runningin offline mode, the agent can’t connect to the SMB shares you configured in Ad-
vanced Settings > File Shares. This issue does not affect the functionality of the agent. [WEM-
25318]

November 2022
External task

+ Using the web console, you can now create external tasks to assign to your users. External tasks
can be scripts or applications. Specify when to run external tasks to manage your user environ-
ment precisely and effectively. Also, the web console provides an extra capability for external
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tasks —letting you associate the scheduled trigger with external tasks to schedule when to run.
For more information, see External tasks.

+ Minimum agent version required: 2211.1.0.1

Agents to download configuration data only when needed

+ Previously, WEM agents periodically connected to the WEM service to download configuration
data whether or not there was a configuration change. Agents now periodically check with the
service to see if any configuration changes were made:

- If yes, agents download the configuration data.
- If no, the configuration data is not downloaded.

This enhancement significantly reduces bandwidth consumption, especially if you have a large
deployment with many agents.

+ Minimum agent version required: 2211.1.0.1

Fixes

« If you restore settings from a previous backup, you experience issues with user store-related
credentials.

- Inthe legacy console, you can’t save changes made to the credentials.
- In the web console, the restored credentials fail to appear in Advanced Settings > File
Shares. [WEM-23466]

+ On Mozilla Firefox browsers, the built-in scripted task Cloud Health Check fails to appear above
custom scripted tasks. [WEM-24166]

+ An application security rule fails to work when both of the following conditions are met:

- It’s an exception rule of the publisher type.
- “And above”or “And below”is selected for the file version. [WEM-24327, CVADHELP-21205]

« If aregistry file contains a registry key without a registry value, the scan of the file forimport to
Workspace Environment Management stops. Registry keys already scanned appear in the list.
[WEM-24767]

Filter enhancements

« This feature lets you use the AND and OR operators to build filters. You can use the operators
to combine two or more conditions into a compound condition. This feature gives you more
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flexibility to build filters for use with assignments and scripted tasks. For more information, see
Filters.

+ Minimum agent version required: 2210.2.0.1

October 2022

Additional trigger types available

+ The following built-in trigger types are now available when you create triggers:

- Machine shutdown. Activates the trigger when machines shut down.
- Machine startup. Activates the trigger when machines start up.

+ You can create triggers of these types and associate tasks with them. When activated, the trig-
gers start those tasks in the user environment. The two additional trigger types give you more
flexibility to control when to run your scripted tasks. For more information, see Triggers.

+ Minimum agent version required: 2210.1.0.1

Support for using task results as triggers

+ The following trigger types are now available when you create triggers

- Cloud Health Check result. Activates the trigger when Cloud Health Check returns speci-
fied health statuses.

- Profile Management health check result. Activates the trigger when Profile Manage-
ment health check returns specified health statuses.

- Custom scripted task result. Activates the trigger when scripted tasks return specified
results.

You can create triggers of these types and associate tasks with them. When activated, the trig-
gersstart those tasksinthe userenvironment. These trigger types let you automatically manage
your user environments based on task execution results. For more information, see Triggers.

+ Minimum agent version required: 2210.1.0.1

Profile Management

« Workspace Environment Management now supports all supported versions of Profile Manage-

ment through 2209. The following feature is now available in both the legacy console and the
web console.
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- File deduplication. If enabled, Profile Management removes duplicate files from the user
store and stores one copy of them in a central location. Doing so reduces the load on the
user store by avoiding file duplication, thus reducing your storage cost.

* In the web console, the feature is available under each configuration set in Profiles >
Profile Management Settings > File deduplication. For more information, see Citrix
Profile Management Setting.

* In the legacy console, the feature is available in Policies and Profiles > Citrix Profile
Management Settings > File Deduplication. For more information, see Citrix Profile
Management Setting.

+ Minimum agent version required: 2210.1.0.1

View the registration status of agents

In the web console, a tab, Registrations, is now available in Monitoring > Administration > Agents.
The tab lets you view the registration status of agents in your WEM deployment. With the information,
you can troubleshoot agent registration issues. For more information, see Administration.

Support for cloning assignment targets

You can now clone assignment targets (users and groups) from one configuration set to another, with-
out the need to add them from scratch. For more information, see Assignment targets.

Fixes

« In the web console, when you use the filter, Last logon, to refine results in Monitoring > Ad-
ministration > User Statistics, the filter might not work as expected. The issue occurs when
you leave the end date unspecified. As a workaround, specify an end date when using the filter.
[WEM-23705]

+ In Legacy Console > Policies and Profiles > Citrix Profile Management Settings, there is
no option to add user groups for which streamed profiles and cross-platform profiles are used.
[WEM-23874, CVADHELP-20951, WEMHELP-256]

September 2022
Install and upgrade: Workspace Environment Management agent

The Workspace Environment Management agentis no longer included as an additional componentin
the VDA installation. To install it, use the standalone WEM agent installer or the full-product installer
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on the Citrix Virtual Apps and Desktops product ISO.

August 2022
Use Windows events as triggers

« Anew trigger type, Windows event, is now available when you create triggers. It lets you create
aWindows event-based trigger. You can then associate tasks with it. When the Windows events
meet the defined criteria, the trigger is activated and starts the associated tasks. This trigger
type lets you automatically manage your user environments based on Windows events. For
more information, see Triggers.

+ Minimum agent version required: 2208.1.0.1

Use file shares for file downloads on the agent side

+ Previously, file downloads on the agent side always occurred through Citrix Cloud. You can
now let file downloads on the agent side occur through file shares. Doing so reduces network
resources needed for other critical operations. This feature reduces traffic on networks and
reduces the time to download files to agent machines. For more information, see File Shares.

+ Minimum agent version required: 2208.1.0.1

Set timeouts for scripted tasks

+ Anoption, Set atimeout value, is now available when you configure a scripted task. The option
lets you specify the time (in minutes) after which the task is forced to end. If you do not specify
a timeout, the task might keep running, thus preventing other tasks from running. For more
information, see Scripted Task Settings.

+ Minimum agent version required: 2207.2.0.1

Invite users to enroll agents

+ Anew node, Enrollment, is now available in the web console. The node contains two pages:

- Enrolled Agents. Lists all enrolled agents. You can manage them as needed.
- Invitation. Lets you send enrollment invitations to users. Each invitation includes an invi-
tation code and the steps needed to complete the enrollment.

For more information, see Enrollment.

« Minimum agent version required: 2207.2.0.1
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Contextualize scripted tasks

+ An option, Filter, is now available in General when you configure a scripted task. The option
lets you use a filter to contextualize the task. As a result, the WEM agent runs the task only when
all conditions in the selected filter are met. For more information, see Configure a scripted task.

« Minimum agent version required: 2207.2.0.1

Fixes

When you add a scripted task larger than 10 MB, the following error message appears even if the task
is added successfully: Failed to add the scripted task. After you refresh the view, the
task appears. [WEM-21241]

July 2022
Support for performing administrative tasks for non-domain-joined and enrolled agents

+ You can now perform administrative tasks (such as refreshing the cache, resetting settings, and
retrieving agent information) for non-domain-joined and enrolled agents through the adminis-
tration console, just like you do for other agents. Technically, this feature is a different imple-
mentation. The target agents are not immediately notified of performing those tasks. The noti-
fications are sent when the target agents or other agents on the same subnet connect to Citrix
Cloud to refresh settings. So, there might be a delay until the tasks run on the agent side. The
more agents you have on the same subnet, the shorter the delay.

« This feature is available in both the legacy console and the web console.

- In the web console, go to Monitoring > Administration > Agents. For more information,
see Administration.

- In the legacy console, go to Administration > Agents. For more information, see Admin-
istration.

« Minimum agent version required: 2207.1.0.1

Configure Windows GPOs by using Group Policy Administrative Templates

+ Intheweb console, atab, Template-based, is now available in Actions > Group Policy Settings
under each configuration set. The tab lets you configure Windows GPOs by using Group Policy
Administrative Templates. You can configure GPOs at a machine and user level. After that, you
deploy them by assigning them to your users, just like you do for registry-based GPOs. For more
information, see Group Policy Settings.
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+ Minimum agent version required: 2207.1.0.1

New features available in scripted task settings

+ The following new features are now available when you configure a scripted task:

- File path. A parameter type that lets you pass a file path as a parameter to the System.
I0.FileInfoclass.

- Collect output even if runtime errors occur. An option that controls whether to collect
output file content and console output even if errors occur while running the task.

For more information, see Scripted Task Settings.

+ Minimum agent version required: 2207.1.0.1

Fixes

« If you assign application security rules (AppLocker rules) to built-in administrators, the rules
might not take effect on the agent machine even if the logged-on user belongs to the adminis-
trators group. [WEM-21133, WEMHELP-229]

« When you view the health status of Profile Management in the management console, you might
see errors even if Profile Management is configured correctly. The issue occurs when the local
system account under which the agent is running does not have permission to the user store.
[WEM-21247, CVADHELP-19963]

+ In the web console, attempts to add or edit registry operations of the following types might
fail: REG_QWORD and REG_QWORD_LITTLE_ENDIAN. The issue occurs when you type
a decimal value that exceeds 9007199254740991 or a hexadecimal value that exceeds
1FFFFFFFFFFFFF. As a workaround, use the legacy console instead.

If you use the web console to edit registry operations of the two types whose value exceeds
the limit, you see the following error message: Invalid value or format. You can dismiss the
message. [WEM-22217]

Deploy GPOs through the web console

+ In the web console, you can now manage Group Policy settings. The management takes the
form of configuring Windows Group Policy Objects (GPOs). After you add or import your set-
tings, you deploy them by assigning them to your users. For more information, see Group Policy

Settings.

+ Minimum agent version required: 2206.2.0.1
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Profile Management

« Workspace Environment Management now supports all versions of Profile Management
through 2206. The following new options are now available in both the legacy console and the
web console.

- Enable profile streaming for pending area. If enabled, files in the pending area are
fetched to the local profile only when they are requested. This ensures optimum logon
experience in concurrent session scenarios.

* In the web console, the option is available under each configuration set in Profiles >
Profile Management Settings > Streamed user profiles. For more information, see
Citrix Profile Management Setting.

* In the legacy console, the option is available in Policies and Profiles > Citrix Profile
Management Settings > Streamed user profiles. For more information, see Citrix
Profile Management Setting.

- Enable concurrent session support. Provides native Outlook search experience in con-
current sessions. If enabled, each concurrent session uses a separate Outlook OST file.
You can specify the maximum number of VHDX disks for storing Outlook OST files.

Enable asynchronous processing for user Group Policy on logon. If enabled, Profile
Management roams with users a registry value that Windows uses to determine the pro-
cessing mode for the next user logon —synchronous or asynchronous processing mode.
This ensures that the actual processing mode is applied each time users log on.

Enable OneDrive container. If enabled, Profile Management roams OneDrive folders with
users by storing the folders on a VHDX disk. The disk is attached during logons and de-
tached during logoffs.

* In the web console, the three options are available under each configuration set in
Profiles > Profile Management Settings > Advanced settings. For more informa-
tion, see Citrix Profile Management Setting.

* In the legacy console, the three options are available in Policies and Profiles > Citrix
Profile Management Settings > Advanced settings. For more information, see Citrix
Profile Management Setting.

+ Minimum agent version required: 2206.2.0.1

Application launcher

+ An application launcher tool, AppLauncherUtil.exe, is now available in the agent installation
folder. The tool aggregates all applications you assigned to your users through the administra-
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tion console. Using the tool, users can launch all assigned applications in one place. For more
information, see Application launcher.

+ Minimum agent version required: 2206.2.0.1

Fixes

+ When you use VUEMRSAV.exe to view results about actions applied through an action group
for the current user, the Applied Actions tab might display the incorrect source of the actions.
Example: Two action groups (Groupl and Group 2) were assigned to the user and Group1l
contains Applicationl. The Applied Actions tab might also show that Applicationlis
from Group2 evenif Group2 does not contain Applicationl. (Bydefault, VUEMRSAV.exe is
located in the agent installation folder: %ProgramFiles%\Citrix\Workspace Environment Man-
agement Agent\VUEMRSAV.exe.) [WEM-20002]

May 2022
Enroll agents without configuring Citrix Cloud Connectors

« Previously, you had to configure Cloud Connectors for WEM agents to manage them. You can
configure Cloud Connectors in two ways:

- Configure Cloud Connectors while installing the agent. For more information, see Install
the agent.

- Configure the Discover Citrix Cloud Connector from CVAD service policy. So, the agent
discovers Cloud Connector information from the relevant Citrix DaaS (formerly Citrix Vir-
tual Apps and Desktops™ service) deployment and then connects to the corresponding
Cloud Connector machines. For more information, see Configure group policies
(optional).

Starting with this release, you can enroll WEM agents without configuring Citrix Cloud Connec-
tors. The enrollment applies to both domain-joined and non-domain-joined machines. For
more information, see Enroll the agent.

+ Minimum agent version required: 2205.1.0.1

Scripted task updates

+ The following features are now available with scripted tasks:
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- Support for bundling multiple files into a single zip file to upload. When adding a
scripted task, you can now bundle multiple files into a single zip file to upload. This feature
is useful when you want to run a scripted task that comprises multiple script files. After up-
loading the zip file, you specify an entry point, indicating which file to run at the beginning
of the task. For more information, see Scripted Tasks.

- Include only regular expression matches in scripted task reports. A new option, In-
clude only regular expression matches in reports, is now available in Output when you
configure a scripted task. The option controls whether to include the entire output content
in reports or only content that matches the regular expression. Enabling the option re-
duces the amount of data transmitted to Citrix Cloud. For more information, see Scripted
Tasks.

- Ability to use tags to identify scripted tasks. You can now use tags to identify your
scripted tasks. Also, the tags act as filters, letting you rearrange your view of tasks de-
pending on criteria that are important to you. For more information, see Scripted Tasks.

- More scheduling options available with scripted tasks. You now have additional op-
tions to control when scripted tasks run. In addition to the hourly recurring pattern, you
can now set daily, weekly, and monthly recurrence patterns. You can also specify the date
and time at which you want scripted tasks to run, giving you more precise control. For
agents earlier than 2205.1.0.1, be aware of the considerations when using the feature. For
more information, see Configure a scripted task.

+ Minimum agent version required: 2205.1.0.1

Enhancements to Profile Management health check

+ This release includes the following enhancements to the Profile Management health check fea-
ture:

- In the More menu of Monitoring > Administration > Agents:

* Renamed Refresh Profile Management configuration check to Run Profile Man-
agement health check to make it easy to understand.

*» Added an option, View Profile Management health check report. The option pro-
vides quick access to Profile Management health reports related to the target agent
machines.

For more information, see Administration.

- In Advanced Settings > Monitoring Preferences under a configuration set:
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* Added a section, Profile Management health check. The section lets you specify
which aspects to cover in Profile Management health check reports. For more infor-
mation, see Advanced Settings.

+ Minimum agent version required: 2205.1.0.1

New agent version

A new version of the WEM service agent is now available: 2205.1.0. 1.

Fixes

« When you import your AppLocker rules exported from the Microsoft AppLocker console into
WEM, rules of the hash type cannot be imported. [WEM-20436]

« When using Legacy Console > Assignments > Modeling Wizard, you might not be able to view
the resultant actions for a user in a nested group. The issue occurs when the user does not
reside in the top group to which the actions or action groups are assigned. Example: The top
group is GroupA, GroupB is its member, and UserA is in GroupB. If you assign actions or
action groups to GroupA, you cannot view the resultant actions for UserA by using Modeling
Wizard. [WEM-20842, WEMHELP-225]

Ability to import Group Policy settings from registry files

An option, Import Group Policy settings from Registry Files, is now available in Legacy Console
> Actions > Group Policy Settings. With the option, you can convert registry values that you export
using the Windows Registry Editor into GPOs for management and assignment. If you are familiar with
the Import registry files option available with Registry Entries, this feature:

« LetsyouimportregistryvaluesunderbothHKEY _LOCAL_MACHINE andHKEY_CURRENT_USER

+ Lets you import registry values of the REG_BINARY and REG_MULTI_SZ types.
+ Supports converting deletion operations associated with registry keys and values that you de-
finein .reg files.

For more information, see Group Policy Settings.

Filters now available in the web console

In the web console, a new page, Filters, is now available within Assignments under each configura-
tion set. Using that page, you can add filters for controlling when to assign actions to your users. For

© 1997-2025 Citrix Systems, Inc. All rights reserved. 59


https://docs.citrix.com/en-us/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html#monitoring-preferences
https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/actions/registry-entries.html#import-registry-files
https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/actions/group-policy-settings.html

Workspace Environment Management™ service

more information, see Filters.

New agent version

A new version of the WEM service agent is now available: 2204.2.0. 1.

Fixes

+ With self-elevation or privilege elevation disabled, the WEM agent might write the following
error to the Windows Event Log even if users experience no issues with their environment:
System.ArgumentException: Cannot delete a subkey tree because the

subkey does not exist.[WEM-20441]

April 2022
Updates to the More menu in Monitoring > Administration

« This release organizes existing options in the More menu in Web Console > Monitoring > Ad-
ministration into the following groups: Agent, Profile, and Power management. The update
makes it easier for you to find what you need. The workflows for using the options remain the
same.

« Other updates to the More menu include:
- Renaming Wake up agents to Wake and moving it to the Power management group
- Adding the following four power management options:

*x Shut down. Lets you shut down agents.

*

Restart. Lets you restart agents.

*

Sleep. Lets you put agents into sleep mode.

*

Hibernate. Lets you put agents into hibernate mode.

For more information, see Administration.
+ Minimum agent version required: 2204.1.0.1
Support for cloning scripted tasks

You can now clone an existing scripted task to use as a template for a new one, without the need to
create a similar task from scratch. For more information, see Scripted Tasks.
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Fixes

+ Attempts to restore self-elevation rules to a different configuration set might fail. [WEM-18602]

Manage Azure Virtual Desktop using Citrix Optimization Pack

Citrix Optimization Pack for Azure Virtual Desktop is a new Citrix offering for optimizing Azure Virtual
Desktop workloads. The WEM service is the primary offering included in this Citrix Optimization Pack.
With the pack, you can use the WEM service to manage, optimize, and secure your native Azure Virtual
Desktop environments.

March 2022
Profile Management now available in the web console

In the web console, you can now use Citrix Profile Management to manage user profiles across ses-
sions and desktops. For more information, see Profile Management Settings.

Ability to pass parameters to scripted tasks

+ Using the web console, you can now provide inputs as parameter variables in a scripted task
at runtime. Doing that lets you control how the scripted task behaves without changing the
underlying code. Also, WEM provides you with flexibility in what parameters you want to use
—parameters that accept only objects of a specific type (such as, string, integer, switch) and
named parameters (using the name of the parameter). For more information, see Scripted Task
Settings.

+ Minimum agent version required: 2203.2.0.1

Option to upgrade agents on demand

+ You can now upgrade your WEM agents from the console on demand. The option is available in
both the legacy console and the web console. To use the feature:

- Inthe legacy console, go to Administration > Agents, right-click an agent, and then select
Upgrade agent to latest version. For more information, see Administration.

- In the web console, go to Monitoring > Administration > Agents, select one or more
agents, click More, and then select Upgrade agent to latest version. For more informa-
tion, see Administration.

+ Minimum agent version required: 2203.2.0.1
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Updates for the web console

This release introduces the following pages to the web console:

« Home. Provides an overview of your WEM deployment along with information necessary for
you to get to know and get started with WEM quickly. The interface comprises the following
four parts:

Overview. Provides an overview of your WEM deployments.

Quick access. Provides quick access to a subset of the key features that WEM offers.
Highlights. Shows the key features that WEM offers.

Preview features. Shows features that are currently in preview. You can enable or disable
preview features yourself.

For more information, see Home page.

+ Directory Objects. Lets you add machines, groups, OUs, and more, that you want WEM to man-
age. You can now do the following:

- Add machines, groups, Organizational Units (OUs), and more, that you want WEM to man-
age.

- Apply settings to agents that are not bound to any configuration set. So, you can control
how unbound agents behave.

For more information, see Directory Objects.

« Assignment Target. Lets you add users and groups (targets) so that you can assign actions and
security rules to them. For more information, see Assignments.
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Overview Manage v Utilities Documentation
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@@ Overview
Agents View agent statistics VDA health status (last 7 days) Total checked: 0
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D Total agents Recently connected @ Normal A Unusual
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£ Quick access

Optimize resource utilization 2 Gain insights
Reduce user logon times and make applications more responsive: zlln Gain insights into profile container and application behavior.
Go to system optimization Go to insights

&a Optimize profile management [\s Configure scripted tasks
174

Provide a unified experience across all user desktops Customize scripted tasks to suit your unigue environment management needs.

This feature is not yet availabls in the web console. Use the legacy console instead Go to scripted tasks,

Assign group policies @ Enforce enterprise security
Assign Group Policy Objects to different Active Directory groups, just like you assign other Protect desktops by applying additional AppLocker rules.
actions This feature is not yet available in the wi ole. Use the lega
This s not yet available in the web console. Use the legacy console instead

‘G Highlights

CPU management Learn more

Minimize the impact of resource-intensive applications and improve performance for your users. You can manage processes that are
overtaxing the CPU.

Scripted tasks Learn more

Add scripted tasks that you custemize to suit your unigue environment management needs. You can then automate those tasks with
Workspace Environment Management by configuring them in the applicable configuration set.

CT

] Privilege elevation Learn more

Elevate the privileges of non-administrative users to an administrator level necessary for some executables. The users can then start
those executables as if they are members of the administrators group.

This feature is not yet available in the web console. Use the legacy console instead

External tasks Learn more

Control when to run external tasks based on certain triggers. There are two types of triggers: user session and user process. User
session triggers include session activities such as logon. disconnect, and lock. User process triggers control whether external tasks run
ses start or end

able in the web console. Use the legacy console instead

»

Support for migrating your service instance yourself

If your WEM service instance does not reside in your current region, you can now migrate the instance
to the current region yourself, without the need to contact Citrix Technical Support. Sign in to Citrix
Cloud, go to Workspace Environment Management > Utilities, select Start migration. After the
migration completes successfully, you receive a notification. It can take up to two days to receive the
notification. We encourage you to migrate the instance to the current region for best performance.
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January 2022
Web console now available as a preview

A new, web-based Workspace Environment Management (WEM) console is now available. We are in
the process of migrating the full set of functionalities from the legacy console to the web console. The
web console generally responds faster than the legacy console. You can easily switch between the
web console and the legacy console from within the Manage tab to perform your configuration or
deployment management tasks. Click the down arrow next to Manage and select an option:

+ Legacy Console. Takes you to the legacy console.
« Web Console. Takes you to the new, web-based console.

Overview Manage v Downloads Documentation

E Configuration sets | Le5acy Console Overview

Web Console

Monitoring
Agents VDA health status (last 7 days) Total checked: 0
[ Fites
@ Scripted Task Total agents Last 24 hours @ Normal A Unusual
View View
My configuration sets

Default Site

Default VUEM Site
« e,

The following features are available only in the web console:

» Run scripted tasks. You can add scripted tasks that you customize to suit your unique environ-
ment management needs. You can then automate those tasks with WEM by configuring them
in the applicable configuration set. For more information, see Scripted Tasks.

+ Save a backup of a configuration set automatically. You can manage automatic backup for
your configuration sets. For more information, see Configuration Sets.

+ Scan large files in profile containers. You can enable the WEM agent to run a scan of large files
on profile containers when container usage exceeds the specified threshold value. For more
information, see Advanced Settings.

 Prevent child processes from inheriting CPU priority. When you apply CPU spike protection,
the CPU priority of a process that triggers CPU spike protection is adjusted to a lower level. That
process’child process automatically inherits the lowered CPU priority. We added an option,
Prevent child processes from inheriting CPU priority, to the Configuration Sets > System
Optimization > CPU Management > Enable CPU spike protection tile. The option lets you
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specify processes whose child processes you do not want to inherit the CPU priority. For more
information, see System Optimization.

» Language localization support for the web console. The web console is adapted for use in
languages other than English. The web console supports non-English characters and keyboard
input even when the console itself is not localized in the preferred language of an administrator.
The supported languages are as follows: French, German, Spanish, and Japanese.

Apply settings to unbound agents

« You can now apply settings to agents that are not bound to any configuration set. The feature
lets you control how unbound agents behave. For more information, see Active Directory Ob-
jects.

+ Minimum agent version required: 2201.2.0.1

Support for managing non-domain-joined machines in Citrix Virtual Apps™ and Desktops
Standard for Azure deployments

» You can now use WEM service to manage non-domain-joined machines in Citrix Virtual Apps
and Desktops Standard for Azure deployments. This support enables you to assign policies and
settings to non-domain-joined machines as you do with domain-joined machines. For more
information, see Manage non-domain-joined machines.

+ Minimum agent version required: 2201.2.0.1

Support for enumerating Azure AD users and groups

WEM service now supports enumerating Azure Active Directory (AD) users and groups. After connect-
ing your Citrix Cloud account to your Azure AD, you can add Azure AD users and groups that you want

WEM to manage. For information about connecting your Citrix Cloud account to Azure AD, see Con-
nect Azure Active Directory to Citrix Cloud.

External task

« This release includes enhancements to the external task feature. The feature now provides you
with three additional options to control when to run external tasks:

- Disconnect. Controls whether to run the external task when a user disconnects from a
machine where the agent is running.
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- Lock. Controls whether to run the external task when a user locks a machine where the
agentis running.

- Unlock. Controls whether to run the external task when a user unlocks a machine where
the agent is running.

For more information, see External Tasks.

+ Minimum agent version required: 2201.1.0.1

Profile Management

+ Workspace Environment Management now supports all versions of Profile Management
through 2112. Also, the following new options are now available in the Administration
Console > Policies and Profiles > Citrix Profile Management Settings interface:

- Enable File Exclusions for Profile Container. Available on the Profile Container Set-
tings tab, the option controls whether to exclude the listed files from the profile container.

- Enable File Inclusions for Profile Container. Available on the Profile Container Set-
tings tab, the option controls whether to keep the listed files in the profile container when
their parent folders are excluded.

- Customize storage path for VHDX files. Available on the Advanced Settings tab, the
option controls whether to store VHDX files of different policies in different folders under
the specified storage path.

This release also adds wildcard support for Profile Management. When specifying files or fold-
ers, you can now use wildcards. For more information, see Citrix Profile Management Settings.

+ Minimum agent version required: 2110.2.0.1

Administrative access to WEM service based on Azure Active Directory (AD) group membership

You can now manage administrative access to WEM service based on Azure AD group membership.
Users (administrators) within the Azure AD group can directly onboard to Citrix Cloud and access WEM
service —you do not need to manually add them in Citrix Cloud. A general workflow to use the feature
is as follows:

1. Connect your Citrix Cloud account to your Azure AD.
2. Add the applicable group to Citrix Cloud from Azure AD.

Users can then sign in to Citrix Cloud by using their Azure AD credentials. For more information, see
Connect Azure Active Directory to Citrix Cloud.
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Fixes

+ On the Administration Console > Policies and Profiles > Microsoft USV Settings > Folder
Redirection tab, with both Redirect AppData (Roaming) and Delete Local Redirected Fold-
ers enabled, the WEM agent fails to apply the following settings:

Redirect Contacts

Redirect Downloads

Redirect Links

Redirect Searches [WEM-15016, CVADHELP-18196]

« After you upgrade to 2103 or later, the WEM agent might write errors to the Windows Event
Log every five minutes even if users experience no issues with their environment. [WEM-15466,
CVADHELP-18352]

» When you use VUEMRSAV.exe to view results about excluded actions or excluded action groups
for the current user, the Excluded Actions tab fails to display Action Groups. (By default,
VUEMRSAV.exe is located in the agent installation folder: %ProgramFiles%\Citrix\Workspace
Environment Management Agent\VUEMRSAV.exe.) [WEM-17075]

November 2021
Message about instance migration

If you use a service in another region, a message now appears when you sign in to the administra-
tion console. The message reminds you to migrate your service instance to your current region. We
encourage you to do that for optimal performance. If necessary, contact Citrix Technical Support.

An option to export statistics

We added an option, Export statistics, to the migration tool. Use the option to control whether to
export agent and user statistics. For more information, see Migrate.

Fixes

« When you click Apply to save your environment settings, the administration console might exit
unexpectedly. The issue occurs because the Style setting of Environmental Settings > Start
Menu > Set Wallpaper is left empty. (If you previously set Style to Fill or Fit, the setting became
empty after you upgraded the administration console to version 2109.) Workaround: Do not
leave the Style setting empty. [WEM-16351, WEMHELP-159]
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October 2021
Allow users to self-elevate certain applications

« This release introduces self-elevation for the privilege elevation feature. With self-elevation,
you can automate privilege elevation for certain users without the need to provide the exact
executables beforehand. Those users can request self-elevation for any applicable file simply
by right-clicking the file and then selecting Run with administrator privileges in the context
menu. After that, a prompt appears, requesting that they provide a reason for the elevation.
The reason is for auditing purposes. If the criteria are met, the elevation is applied, and the files
run successfully with administrator privileges. In addition, self-elevation gives you flexibility to
choose the best solution for your needs. You can create allow lists for the files you permit users
to self-elevate or block lists for files you want to prevent users from self-elevating. For more
information, see Self-elevation.

+ Minimum agent version required: 2109.2.0.1

Bind a Citrix DaaS™ catalog to a configuration set

You can now use the Full Configuration management interface of Citrix DaaS (formerly Citrix Virtual
Apps and Desktops service) to bind a catalog to a WEM configuration set. Doing so lets you use WEM
service to optimize the user experience based on your Citrix DaaS deployment. You can quickly deliver
the best possible workspace experience to your users by reusing an existing catalog setup. For more
information, see Create machine catalogs and Manage machine catalogs.

Workspace Environment Management now available in Citrix Cloud Japan

Workspace Environment Management service is now available in Citrix Cloud Japan, a cloud that is
isolated and separate from Citrix Cloud. Japanese customers can use the service in a dedicated Citrix-
managed environment. The service requires Citrix Cloud Connector version 6.29.0.58841 or later.
For more information, see Citrix Cloud Japan.

Support for Windows 11

The support requires minimum agent version 2109.2.0.1.

Fixes

+ The WEM agent can consume a significant amount of memory usage. Sometimes, its memory
consumption can increase to 3 GB per session. [WEM-14682, WEMHELP-133]
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September 2021
More granular control over applying privilege elevation to child processes

+ Previously, whenyou used the Apply to Child Processes settingin arule, you applied therule to
all child processes that the executable started. This release provides you with three additional
options, giving you more granular control over applying privilege elevation to child processes.

- Apply only to executables in the same folder
- Apply only to signed executables
- Apply only to executables of the same publisher

For more information, see Privilege elevation.

+ Minimum agent version required: 2109.2.0.1

Support for Windows Server 2022

The support requires minimum agent version 2109.2.0.1.

Fixes

+ When you use the WEM PowerShell SDK module to export or import a WEM configuration set,
certain settings, such as application security (AppLocker) rules, are not included. [WEM-12811,
CVADHELP-18383]

« When you apply privilege elevation to a 32-bit executable, the privilege of the executable can
be successfully elevated on machines running a 64-bit Windows operating system. However, its
child processes automatically inherit the privilege whether or not the Apply to Child Processes
setting is selected in the executable rule. [WEM-13592]

« When you use WEM to pin certain applications to the taskbar, they might not be pinned success-
fully. The issue occurs with Windows multi-session OS machines. [WEM-14812]

« WEM fails to deploy registry keys if their path contains a forward slash (/). The issue occurs
because WEM incorrectly treats the forward slash as a separator. [WEM-15561, WEMHELP-146]

August 2021
Enablement of Asia Pacific South based instances

The WEM service is available globally. Initially, it had only US-based and EU-based instances. In addi-
tion, we now offer Asia Pacific South based instances.
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July 2021
Notifications about new agent versions

This release updates the email notification feature available on the Utilities tab. Previously, you could
decide whether to get notifications about upcoming upgrades to your WEM service. Starting with this
release, you don’t receive notifications about upgrades to your WEM service. You can decide whether
to let us inform you that a new version of the Workspace Environment Management service agent is
available.

Fixes

+ On a non-English version of the Microsoft Windows operating system, the WEM agent during
logon writes errors to the Windows Event Log even if users experience no issues with their envi-
ronment. [WEM-12603, CVADHELP-17381]

« The WEM agent writes errors to the Windows Event Log each time the Optimize Memory Usage
for Idle Processes feature comes into effect. The agent might also write errors to the Windows
Event Log when the feature fails to work. [WEM-12934]

« If you use the [ADAttribute:objectSid] dynamic token to extract the objectsid at-
tribute, the WEM agent fails to extract the attribute of the corresponding AD object. [WEM-
13746)

« If you use the administration console to set desktop wallpaper, the WEM agent fails to fill, fit, or
tile the wallpaper. [WEM-14408]

June 2021
Parameter matching for privilege elevation

« This release introduces parameter matching for the privilege elevation feature. Parameter
matching gives you more granular control by letting you restrict privilege elevation to executa-
bles that match the specified parameter. A parameter works as a match criterion. To further
expand the criterion, you can use regular expressions. For more information, see Privilege
elevation.

+ Minimum agent version required: 2106.2.0.1
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Privilege elevation support for Windows installer files

« Starting with this release, you can apply privilege elevation to .msi and .msp Windows in-
staller files. Using the feature, you elevate the privileges of non-administrative users to an ad-
ministrator level necessary for some Windows installer files. As a result, those users can run
those files as if they are members of the administrators group. For more information, see Privi-
lege elevation.

+ Minimum agent version required: 2105.1.0.1

Profile Management

« Workspace Environment Management now supports all versions of Profile Management
through 2106. The Administration Console > Policies and Profiles > Citrix Profile Manage-
ment Settings user interface has changed:

- Replicate user stores. A new option that lets you replicate a user store to multiple paths
on each logon and logoff, in addition to the path that the Set path to user store option
specifies. To synchronize to the user stores files and folders modified during a session,
enable active write back. Enabling the option can increase system I/O and might prolong
logoffs. This feature does not currently support full container solutions.

- Accelerate folder mirroring. Anew option that accelerates folder mirroring. Enabling the
option lets Profile Management stores mirrored folders on a VHDX-based virtual disk. As a
result, Profile Management attaches the virtual disk during logons and detaches it during
logoffs, eliminating the need to copy the folders between the user store and local profiles.

- User Store Credentials. Anew tab that lets you control whether to let Profile Management
impersonate the current user when accessing user stores. To allow Profile Management
to impersonate the current user, disable the setting. To prevent Profile Management from
impersonating the current user, enable the setting. As a result, Profile Management uses
the specified user store credentials to access the user stores on behalf of the user.

For more information, see Citrix Profile Management Settings.

+ Minimum agent version required: 2106.2.0.1

Fixes

« If you assign a printer to a user based on a filter and the assignment satisfies the filter criteria,
the WEM agent assigns the printer to the user. However, the agent still assigns the printer to the
user the next time the user logs on even when the assignment does not satisfy the filter criteria.
[WEM-11680, CVADHELP-16818]
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« With the Windows PowerShell script execution policy set to Allow only signed scripts on the
agent host machine, WEM fails to perform Profile Management health checks. With the policy
set to Allow local scripts and remote signed scripts or Allow all scripts, WEM can perform Pro-
file Management health checks but writes error information to the Windows Event Log. [WEM-
11917]

« Whenyou assign an action to a user or user group through an action group, the action still takes
effect evenifitis set to Disabled in the administration console. [WEM-12757, CVADHELP-17406]

« The WEM agent installs VUEMRSAV.exe (Workspace Environment Management Resultant Ac-
tions Viewer), a utility that lets users view the WEM configuration defined for them by admin-
istrators. However, on the Agent Settings tab of the utility, users cannot see the setting that
is associated with the Use Cache to Accelerate Actions Processing option configured in the
administration console. [WEM-12847]

May 2021
Configure user processes as triggers for external tasks

« This release includes enhancements to the external task feature. The feature now provides you
with two additional options to control when to run external tasks:

- Run when processes start. Controls whether to run the external task when specified
processes start.

- Run when processes end. Controls whether to run the external task when specified
processes end.

Using the two options, you can define external tasks to supply resources only when certain
processes are running and to revoke those resources when the processes end. Using processes
as triggers for external tasks lets you manage your user environments more precisely compared
with processing external tasks on logon or logoff. For more information, see External Tasks.

+ Minimum agent version required: 2104.1.0.1

Enhancements to process hierarchy control

« This release introduces enhancements to the process hierarchy control feature that improve
overall performance and stability. The enhancements include the following changes:

- The ApplInfoViewer tool has been updated to include the following two options: Enable
Process Hierarchy Control and Disable Process Hierarchy Control. For the process hier-
archy control feature to work, you must first use the tool on each agent machine to enable
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the feature. Every time you use the tool to enable or disable the feature, a machine restart
is required.

- In certain scenarios, you must restart your agent machine after upgrading or uninstalling
the agent. See Considerations for details.

+ Minimum agent version required: 2105.1.0.1

Fixes

« If you assign a file system operations action and update the action later, the files or folders that
were previously copied to the user environment might be deleted. The issue occurs because
the WEM agent reverts the assignment made earlier after you update the action. [WEM-11924,
CVADHELP-16916]

« With Agent Type set to CMD on the Advanced Settings > Configuration > Main Configuration
tab, the Monitoring > Daily Reports > Daily Login Report tab might fail to display a summary
of logon times across all users connected to the current configuration set. [WEM-12226]

April 2021
Process hierarchy control

« This release introduces the process hierarchy control feature. The feature lets you control
whether certain child processes can be started through their parent processes. You create a
rule by defining parent processes and then designating an allow list or a block list for their
child processes. You then assign the rule on a per user or per user group basis. The following
rule types are available:

- Path. Applies the rule to an executable according to the executable file path.
- Publisher. Applies the rule according to publisher information.
- Hash. Applies the rule to identical executables as specified.

For more information, see Process Hierarchy Control.

+ Minimum agent version required: 2103.2.0.1

Overwrite or merge application security rules

This release adds two settings, Overwrite and Merge, to the Administration Console > Security >
Application Security tab. The settings let you determine how the agent processes application secu-
rity rules.
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+ Select Overwrite if you want to overwrite existing rules. When selected, the rules that are
processed last overwrite rules that were processed earlier. We recommend that you apply this
setting only to single-session machines.

+ Select Merge if you want to merge rules with existing rules. When conflicts occur, the rules that
are processed last overwrite rules that were processed earlier.

For more information, see Application Security.

Fixes

« The WEM agent might become unresponsive when processing applications, failing to process
them successfully. [WEM-11435, CVADHELP-16706]

+ You might experience performance issues such as slow logon or slow session disconnect when
launching or disconnecting from published application sessions. The issue occurs with WEM
agent 2005 and later. [WEM-11693]

March 2021
Discover Citrix Cloud Connectors from the CVAD service

This release introduces a policy setting titled Discover Citrix Cloud Connector from CVAD service.
If you have not yet configured Cloud Connectors for the agent, use the setting to control whether
the agent discovers Cloud Connector information from the relevant Citrix Virtual Apps and Desk-
tops (CVAD) service deployment. The agent then connects to the corresponding Cloud Connector
machines automatically. For more information, see Step 2: Configure group policies (optional).

Support for the Windows 10 2009 template

We added support for the Windows 10 2009 (also known as 20H2) template introduced in Citrix opti-
mizer. You can now use WEM service to perform template-based system optimizations for Windows
10 2009 machines. In addition, we have updated all existing templates to reflect changes introduced
in the latest standalone Citrix optimizer. For information about using Citrix optimizer, see Citrix opti-
mizer.

Brand-new home page

This release replaces the home page of the WEM administration console with a quick-start page that
provides information necessary for you to get started with the WEM service. Follow the on-screen
instructions to start configuring your WEM deployment. To reopen the quick-start page, click Quick
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Start (available in the ribbon) in the upper-right corner of the console. For more information, see Get
started with your Workspace Environment Management service.

Profile Management

Workspace Environment Management service now supports all versions of Profile Management
through 2103. Also, the following new options are now available in the Administration Console >
Policies and Profiles > Citrix Profile Management Settings interface:

- Enable Local Cache for Profile Container

- Available on the Profile Container Settings tab.
- Ifenabled, each local profile serves as a local cache of its profile container.

« Enable multi-session write-back for profile containers

- Available on the Advanced Settings tab.

- Replaces Enable multi-session write-back for FSLogix Profile Container of previous re-
leases to accommodate multi-session write-back support for Citrix Profile Management
profile containers.

+ Enable Profile Streaming for Folders

- Available on the Streamed User Profiles tab.
- Ifenabled, folders are fetched only when they are being accessed.

For more information, see Citrix Profile Management Settings.

Fixes

« For logging level changes to take effect immediately, the WEM agent might access certain reg-
istry keys very frequently, thus affecting performance. [WEM-11217]

« With an action group assigned to multiple users or user groups, if you unassign it from a user
or user group, the assignment might not work as expected. For example, you assign an action
group to two user groups: Group A and Group B. If you unassign the action group from Group A,
the action group is unassigned from Group B rather than Group A. [WEM-11459, WEMHELP-75]

« When you configure an environment variable (Actions > Environment Variables), attempts to
use the $Split(string, [splitter],index)$ dynamic token might fail. The issue oc-
curs because the dynamic token does not support multi-line strings. [WEM-11915]
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January 2021
Microsoft Sync Framework 2.1 deprecation

Microsoft Sync Framework 2.1 reached End of Life on January 12,2021. WEM has removed the legacy
sync service based on that framework and instead uses a new sync framework, Dotmim.Sync, an open-
source sync framework. How does this change impact you?

+ If you use WEM agent version 1911 or later, this change does not require action on your part.
« If you use WEM agent version earlier than 1911, upgrade the agent to 1911.

WEM agent integration with the Citrix Virtual Apps and Desktops product software

The WEM agent is integrated with the Citrix Virtual Apps and Desktops product software, letting you
include the WEM agent when installing a Virtual Delivery Agent (VDA). This integration is reflected in
the Citrix Virtual Apps and Desktops 2012 product software and later. For more information, see Install
VDAs.

Support for condition-based assignment of Group Policy settings

« Starting with this release, you can make Group Policy settings conditional by using a filter to
contextualize their assignments. A filter comprises a rule and multiple conditions. The WEM
agent applies the assigned Group Policy settings only when all conditions in the rule are met
in the user environment at runtime. Otherwise, the agent skips those settings when enforcing
filters. For more information, see Contextualize Group Policy settings.

+ Minimum agent version required: 2101.1.0.1

Privilege elevation

+ This release introduces the privilege elevation feature. The feature lets you elevate the privi-
leges of non-administrative users to an administrator level necessary for some executables. As
a result, those users can start those executables as if they are members of the administrators
group.

The feature enables you to implement rule-based privilege elevation for specific executables.
The following rule types are available:

- Path. Applies the rule to an executable according to the executable file path.
- Publisher. Applies the rule according to publisher information.
- Hash. Applies the rule to identical executables as specified.
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You can configure how a rule behaves according to the type of the operating system. You can
also configure whether a rule takes effect at a particular time or within a particular time range.
You assign a rule on a per user or per user group basis. For more information, see Privilege
elevation.

+ Minimum agent version required: 2010.2.0.1

Fixes

+ The privilege elevation feature might fail to work properly. The issue occurs with the follow-
ing versions of the WEM agent: 2010.2.0.1, 2011.1.0.1, and 2101.1.0.1. The issue occurs be-
cause the certificate used to sign the Citrix WEM software has expired. To work around the issue,
uninstall the relevant WEM agent, install the latest WEM agent, and then restart the agent host.
[WEM-11918]

+ While the WEM agent performs application processing during logon, Windows might display the
Problem with Shortcut dialog box, prompting end users to delete a shortcut that no longer
works properly. The issue occurs when the item to which the shortcut refers has been changed
or moved. [WEM-10257, CVADHELP-15968]

« When using the application security feature, you see a green checkmark next to a user or user
group in the Assigned column of the Assignments section in the Edit Rule or Add Rule window.
The green checkmark icon does not necessarily indicate that the rule is assigned to that user or
user group. Only a user or user group with a blue background is the one to which the rule is
assigned. [WEM-10047]

What’s new in earlier releases

For What’s new in earlier releases, see What’s new history.

Deprecation

September 7, 2025

This article gives you advanced notice of Workspace Environment Management™ (WEM) service fea-
tures that are being phased out so that you can make timely business decisions. Citrix® monitors
customer use and feedback to determine when features are withdrawn. Announcements can change
in subsequent releases and might not include every deprecated feature or functionality.

For more information about product lifecycle support, see the Product Lifecycle Support Policy arti-
cle.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 77


https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/security.html#privilege-elevation
https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/security.html#privilege-elevation
https://docs.citrix.com/en-us/workspace-environment-management/service/whats-new-history.html
https://www.citrix.com/support/product-lifecycle/

Workspace Environment Management™ service

Deprecations and removals

The following table shows the WEM service features that are deprecated or removed.

Deprecated items are not removed immediately. Citrix continues to support them but they will be
removed in a future release.

Removed items are removed, or no longer supported, in WEM service.

Item Announced in Removed in Alternative

Support for the legacy ~ September 2020 January 2021 If you use WEM agent
agent cache sync version earlier than
service based on 1911, upgrade the
Microsoft Sync agent to 1911 or later.

Framework 2.1.

Third party notices

December 3, 2019

Workspace Environment Management might include third-party software licensed under the terms
defined in the following document:

Workspace Environment Management Third Party Notices

Known issues

September 4, 2025

+ Logon analysis data might not be generated for Azure AD users logons to Azure AD-joined ma-
chines. [WEM-45767]

For known issues related to the WEM service of earlier versions, see Known issues in previous re-
leases.
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Known issues in previous releases

September 7, 2025

Workspace Environment Management service 2507.1.0.1

+ Logon analysis data might not be generated for Azure AD user logons on Azure AD-joined ma-
chines. [WEM-45767]

Workspace Environment Management service 2505.1.0.1

+ When updating registry entries, the operation might time out during bulk updates. As a
workaround, process the updates page by page. [WEM-44587]

« When deleting expired users, the service might hang or fail if the number of expired users is too
large. [WEM-42936]

Workspace Environment Management service 2504.1.0.1

+ Cloud Health check fails if PowerShell execution policy is set to RemoteSigned. Theissueis
caused when the customer sets the policy to RemoteSigned. [WEM-42745, WEMHELP-366]

« WEM web console shows SIDs instead of user names in the Manage assignments window. As-
signment targets only display SID in Manage assignments window. [WEM-42652, CVADHELP-
27549]

Workspace Environment Management service 2501.1.0.1

« Whenthe . z1p file content of the imported GPO registry . z1 p file is not valid, an error prompt
gets displayed whereas though the . z1 p file is valid, the conversion of content to the registry
fails. [WEM-41987]

« When a customer configures process hierarchy control rules with a hash type, agents with ver-
sions before 2412 generate an error in the service log when retrieving the process hierarchy
control rules. [WEM-41997]

+ When the customer creates action groups and adds external tasks to them, the legacy con-
sole crashes while viewing the action group content under Legacy Console > Actions > Action
Groups, or under Legacy Console > Assignments > Action Assignment while viewing the as-
sighments associated with these action groups. [WEM-41903]
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« When restoring a configuration site that includes action groups containing process hierarchy
control rules, the process hierarchy control rules are lost in these action groups. [WEM-41589]

Workspace Environment Management service 2412.1.0.1

» The source profile path does not match the actual user store profile path for some profiles in
Windows 10 machines. [WEM-38037]

Workspace Environment Management service 2410.1.0.1

» The source profile path does not match the actual user store profile path for some profiles in
Windows 10 machines. [WEM-38037]

Workspace Environment Management service 2409.1.0.1

» The source profile path does not match the actual user store profile path for some profiles in
Windows 10 machines. [WEM-38037]

Workspace Environment Management service 2408.1.0.1

+ While creating Start menu shortcuts and pinning applications to the Start menu, shortcuts are
generated in the root folder of the Start menu instead of being created in the path specified.
This issue occurs only on Windows Server 2022/2019 but not on Windows Server 2016. [WEM-
32923, CVADHELP-24045]

Workspace Environment Management service 2407.2.0.1

« When you create an application security rule and add publisher conditions, it is deleted when
you open the legacy console. The publisher condition’s file path value is null which is specified
as an invalid rule by the legacy console. [WEM-39011]

+ When you try to login to the Workspace via WEM tool hub > Application assistance using your
Active Directory and Token, you see a blank workspace window. [WEM-37723]

« While creating Start menu shortcuts and pinning applications to the Start menu, shortcuts are
generated in the root folder of the Start menu instead of being created in the path specified.
This issue occurs only on Windows Server 2022/2019 but not on Windows Server 2016. [WEM-
32923, CVADHELP-24045]
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Workspace Environment Management service 2403.1.0.1

+ While creating Start menu shortcuts and pinning applications to the Start menu, shortcuts are
generated in the root folder of the Start menu instead of being created in the path specified.
This issue occurs only on Windows Server 2022/2019 but not on Windows Server 2016. [WEM-
32923, CVADHELP-24045]

Workspace Environment Management service 2401.1.0.1

+ While creating Start menu shortcuts and pinning applications to the Start menu, shortcuts are
generated in the root folder of the Start menu instead of being created in the path specified.
This issue occurs only on Windows Server 2022/2019 but not on Windows Server 2016. [WEM-
32923, CVADHELP-24045]

Workspace Environment Management service 2311.1.0.1

No issues have been observed in this release.

Workspace Environment Management service 2310.1.0.1

No issues have been observed in this release.

Workspace Environment Management service 2309.2.0.1

No issues have been observed in this release.

Workspace Environment Management service 2309.1.0.1

« Certain applications of the “Citrix Workspace™ (StoreFront™) resource”type, for example, SaaS
applications, might fail to start on the agent machine. [WEM-26968]

+ When the WEM agent runs on Windows Server 2022, the memory usage limit you apply to spe-
cific processes might not work as expected. [WEM-28773]

Workspace Environment Management service 2307.1.0.1

« Certain applications of the “Citrix Workspace (StoreFront) resource”type, for example, Saa$ ap-
plications, might fail to start on the agent machine. [WEM-26968]
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« When the WEM agent runs on Windows Server 2022, the memory usage limit you apply to spe-
cific processes might not work as expected. [WEM-28773]

+ When the WEM agent fails to retrieve the policy settings during startup, the intended SMB con-
nections (as configured by the SMB share settings) are not immediately accessible. In this sce-
nario, you must wait for the next connection refresh, which occurs every 15 minutes. [WEM-
29142]

Workspace Environment Management service 2306.1.0.1

« Certain applications of the “Citrix Workspace (StoreFront) resource”type, for example, Saa$ ap-
plications, might fail to start on the agent machine. [WEM-26968]

+ You might see the following error that appears intermittently in the Windows Event Log:
HostDirectoryServicesController.IsCurrentDomainReachable():
Checking domain status timed out. Each time WEM fails to check that the
domain is reachable, the error is written in the Windows Event Log. The checks are necessary
when WEM processes policies. This issue does not affect the functionality of the WEM agent.
[WEM-27435, CVADHELP-22396]

«+ Attempts to restore a configuration set may fail if it contains too many (for example, 10,000)
template-based GPOs. [WEM-28447]

« When the WEM agent runs on Windows Server 2022, the memory usage limit you apply to spe-
cific processes might not work as expected. [WEM-28773]

Workspace Environment Management service 2304.2.0.1

« Certain applications of the “Citrix Workspace (StoreFront) resource”type, for example, Saa$ ap-
plications, might fail to start on the agent machine. [WEM-26968]

Workspace Environment Management service 2304.1.0.1

« Certain applications of the “Citrix Workspace (StoreFront) resource”type, for example, Saa$S ap-
plications, might fail to start on the agent machine. [WEM-26968]

Workspace Environment Management service 2302.1.0.1

« Certain applications of the “Citrix Workspace (StoreFront) resource”type, for example, Saa$S ap-
plications, might fail to start on the agent machine. [WEM-26968]
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Workspace Environment Management service 2301.1.0.1

+ In the legacy console, when you click the State column header to sort, items are not sorted as
expected. [WEM-25978, WEMHELP-274]

+ In the legacy console, the Backup Actions button is not available when you use the backup
wizard to back up Group Policy settings. The issue occurs even if the configuration set does not
contain any resources created using the web console. [WEM-26240]

Workspace Environment Management service 2211.1.0.1

« When running in offline mode, the agent can’t connect to the SMB shares you configured in Ad-
vanced Settings > File Shares. This issue does not affect the functionality of the agent. [WEM-
25318]

Workspace Environment Management service 2210.2.0.1

« If you restore settings from a previous backup, you experience issues with user store-related
credentials.

- In the legacy console, you can’t save changes made to the credentials.
- In the web console, the restored credentials fail to appear in Advanced Settings > File
Shares. [WEM-23466]

« On Mozilla Firefox browsers, the built-in scripted task Cloud Health Check fails to appear above
custom scripted tasks. [WEM-24166]

+ An application security rule fails to work when both of the following conditions are met:

- It’s an exception rule of the publisher type.
- “And above”or “And below”is selected for the file version. [WEM-24327, CVADHELP-21205]

Workspace Environment Management service 2210.1.0.1

« If you restore settings from a previous backup, you experience issues with user store-related
credentials.

- Inthe legacy console, you can’t save changes made to the credentials.
- In the web console, the restored credentials fail to appear in Advanced Settings > File
Shares. [WEM-23466]

« On Mozilla Firefox browsers, the built-in scripted task Cloud Health Check fails to appear above
custom scripted tasks. [WEM-24166]
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Workspace Environment Management service 2208.1.0.1

« In the web console, when you use the filter, Last logon, to refine results in Monitoring > Ad-
ministration > User Statistics, the filter might not work as expected. The issue occurs when
you leave the end date unspecified. As a workaround, specify an end date when using the filter.
[WEM-23705]

Workspace Environment Management service 2207.2.0.1

No issues have been observed in this release.

Workspace Environment Management service 2207.1.0.1

No issues have been observed in this release.

Workspace Environment Management service 2206.2.0.1

« In the web console, attempts to add or edit registry operations of the following types might
fail: REG_QWORD and REG_QWORD_LITTLE_ENDIAN. The issue occurs when you type
a decimal value that exceeds 9007199254740991 or a hexadecimal value that exceeds
1FFFFFFFFFFFFF. As a workaround, use the legacy console instead.

If you use the web console to edit registry operations of the two types whose value exceeds
the limit, you see the following error message: Invalid value or format. You can dismiss the
message. [WEM-22217]

Workspace Environment Management service 2205.1.0.1

« When you use VUEMRSAV.exe to view results about actions applied through an action group
for the current user, the Applied Actions tab might display the incorrect source of the actions.
Example: Two action groups (Groupl and Group 2) were assigned to the user and Group1l
contains Applicationl. The Applied Actions tab might also show that Applicationlis
from Group2 evenif Group2 does not contain Applicationl. (Bydefault, VUEMRSAV.exe is
located in the agent installation folder: %ProgramFiles%\CitrixX\Workspace Environment Man-
agement Agent\VUEMRSAV.exe.) [WEM-20002]

Workspace Environment Management service 2204.2.0.1

+ When you use VUEMRSAV.exe to view results about actions applied through an action group
for the current user, the Applied Actions tab might display the incorrect source of the actions.
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Example: Two action groups (Groupl and Group 2) were assigned to the user and Group1l
contains Applicationl. The Applied Actions tab might also show that Applicationlis
from Group2 evenif Group2 does not contain Applicationl. (Bydefault, VUEMRSAV.exe is
located in the agent installation folder: %ProgramFiles%\Citrix\Workspace Environment Man-
agement Agent\VUEMRSAV.exe.) [WEM-20002]

« When you import your AppLocker rules exported from the Microsoft AppLocker console into
WEM, rules of the hash type cannot be imported. [WEM-20436]

« When using Legacy Console > Assignments > Modeling Wizard, you might not be able to view
the resultant actions for a user in a nested group. The issue occurs when the user does not
reside in the top group to which the actions or action groups are assigned. Example: The top
group is GroupA, GroupB is its member, and UserA is in GroupB. If you assign actions or
action groups to GroupA, you cannot view the resultant actions for UserA by using Modeling
Wizard. [WEM-20842, WEMHELP-225]

Workspace Environment Management service 2204.1.0.1

« When you import your AppLocker rules exported from the Microsoft AppLocker console into
WEM, rules of the hash type cannot be imported. [WEM-20436]

+ With self-elevation or privilege elevation disabled, the WEM agent might write the following
error to the Windows Event Log even if users experience no issues with their environment:
System.ArgumentException: Cannot delete a subkey tree because the

subkey does not exist.[WEM-20441]

Workspace Environment Management service 2203.2.0.1

« Attempts to restore self-elevation rules to a different configuration set might fail. [WEM-18602]

Workspace Environment Management service 2201.2.0.1

« On Windows 10 and Windows 11 machines, certain settings such as environment settings that
you configured in the administration console might not work. [WEM-14193]

+ Attempts to restore self-elevation rules to a different configuration set might fail. [WEM-18602]
Workspace Environment Management service 2201.1.0.1

« On Windows 10 and Windows 11 machines, certain settings such as environment settings that
you configured in the administration console might not work. [WEM-14193]
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Workspace Environment Management service 2110.2.0.1

« On Windows 10 and Windows 11 machines, certain settings such as environment settings that
you configured in the administration console might not work. [WEM-14193]

« On the Administration Console > Policies and Profiles > Microsoft USV Settings > Folder
Redirection tab, with both Redirect AppData (Roaming) and Delete Local Redirected Fold-
ers enabled, the WEM agent fails to apply the following settings:

Redirect Contacts

Redirect Downloads

Redirect Links

Redirect Searches [WEM-15016, CVADHELP-18196]

« After you upgrade to 2103 or later, the WEM agent might write errors to the Windows Event
Log every five minutes even if users experience no issues with their environment. [WEM-15466,
CVADHELP-18352]

Workspace Environment Management service 2110.1.0.1

« On Windows 10 and Windows 11 machines, certain settings such as environment settings that
you configured in the administration console might not work. [WEM-14193]

+ After Windows Update installs KB5005033 on an agent host, assigned printers do not work. The
issue occurs because the update prevents the automatic start of the Windows Print Spooler
service. As a workaround, start the service manually. [WEM-15028]

+ Afteryou upgrade to Windows Server 2022, the WEM infrastructure service might fail to respond.
As a workaround, reinstall the infrastructure service and configure it to connect to the WEM
database. [WEM-15353]

« After you upgrade to 2103 or later, the WEM agent might write errors to the Windows Event
Log every five minutes even if users experience no issues with their environment. [WEM-15466,
CVADHELP-18352]

« When you click Apply to save your environment settings, the administration console might exit
unexpectedly. The issue occurs because the Style setting of Environmental Settings > Start
Menu > Set Wallpaper is left empty. (If you previously set Style to Fill or Fit, the setting became
empty after you upgraded the administration console to version 2109.) Workaround: Do not
leave the Style setting empty. [WEM-16351, WEMHELP-159]

© 1997-2025 Citrix Systems, Inc. All rights reserved. 86



Workspace Environment Management™ service

Workspace Environment Management service 2109.2.0.1

+ On Windows 10 and Windows 11 machines, certain settings such as environment settings that
you configured in the administration console might not work. [WEM-14193]

« After Windows Update installs KB5005033 on an agent host, assigned printers do not work. The
issue occurs because the update prevents the automatic start of the Windows Print Spooler
service. As a workaround, start the service manually. [WEM-15028]

+ After you upgrade to Windows Server 2022, the WEM infrastructure service might fail to respond.
As a workaround, reinstall the infrastructure service and configure it to connect to the WEM
database. [WEM-15353]

« When you click Apply to save your environment settings, the administration console might exit
unexpectedly. The issue occurs because the Style setting of Environmental Settings > Start
Menu > Set Wallpaper is left empty. (If you previously set Style to Fill or Fit, the setting became
empty after you upgraded the administration console to version 2109.) Workaround: Do not
leave the Style setting empty. [WEM-16351, WEMHELP-159]

Workspace Environment Management service 2107.2.0.1

« When you apply privilege elevation to a 32-bit executable, the privilege of the executable can
be successfully elevated on machines running a 64-bit Windows operating system. However, its
child processes automatically inherit the privilege whether or not the Apply to Child Processes
setting is selected in the executable rule. [WEM-13592]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2107.1.0.1

« If you use the [ADAttribute:objectSid] dynamic token to extract the objectsid at-
tribute, the WEM agent fails to extract the attribute of the corresponding AD object. [WEM-
13746]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2106.2.0.1

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]
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Workspace Environment Management service 2105.1.0.1

« If you assign a printer to a user based on a filter and the assignment satisfies the filter criteria,
the WEM agent assigns the printer to the user. However, the agent still assigns the printer to the
user the next time the user logs on even when the assignment does not satisfy the filter criteria
at that time. [WEM-11680, CVADHELP-16818]

« When you assign an action to a user or user group through an action group, the action still takes
effect evenifitis set to Disabled in the administration console. [WEM-12757, CVADHELP-17406]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2104.1.0.1

« If you assign a printer to a user based on a filter and the assignment satisfies the filter criteria,
the WEM agent assigns the printer to the user. However, the agent still assigns the printer to the
user the next time the user logs on even when the assignment does not satisfy the filter criteria
at that time. [WEM-11680, CVADHELP-16818]

+ If you assign a file system operations action and update the action later, the files or folders that
were previously copied to the user environment might be deleted. The issue occurs because
the WEM agent reverts the assignment made earlier after you update the action. [WEM-11924,
CVADHELP-16916]

« With Agent Type set to CMD on the Advanced Settings > Configuration > Main Configuration
tab, the Monitoring > Daily Reports > Daily Login Report tab might fail to display a summary
of logon times across all users connected to the current configuration set. [WEM-12226]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2103.2.0.1

+ You might experience performance issues such as slow logon or slow session disconnect when
launching or disconnecting from published application sessions. The issue occurs with WEM
agent 2005 and later. [WEM-11693]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]
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Workspace Environment Management service 2101.2.0.1

+ For logging level changes to take effect immediately, the WEM agent might access certain reg-
istry keys frequently, thus affecting performance. [WEM-11217]

« With an action group assigned to multiple users or user groups, if you unassign it from a user
or user group, the assignment might not work as expected. For example, you assign an action
group to two user groups: Group A and Group B. If you unassign the action group from Group A,
the action group is unassigned from Group B rather than Group A. [WEM-11459, WEMHELP-75]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2101.1.0.1

+ When using the application security feature, you see a green checkmark next to a user or user
group in the Assigned column of the Assignments section in the Edit Rule or Add Rule window.
The green checkmark icon does not necessarily indicate that the rule is assigned to that user or
user group. Only a user or user group with a blue background is the one to which the rule is
assigned. [WEM-10047]

+ The privilege elevation feature might fail to work properly. The issue occurs with the follow-
ing versions of the WEM agent: 2010.2.0.1, 2011.1.0.1, and 2101.1.0.1. The issue occurs be-
cause the certificate used to sign the Citrix WEM software has expired. To work around theissue,
uninstall the relevant WEM agent, install the latest WEM agent, and then restart the agent host.
[WEM-11918]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2011.1.0.1

« When using the application security feature, you see a green checkmark next to a user or user
group in the Assigned column of the Assignments section in the Edit Rule or Add Rule window.
The green checkmark icon does not necessarily indicate that the rule is assigned to that user or
user group. Only a user or user group that has a blue highlight in the background is the one to
which the rule is assigned. [WEM-10047]

+ The privilege elevation feature might fail to work properly. The issue occurs with the following
versions of the WEM agent: 2010.2.0.1 and 2011.1.0.1. The issue occurs because the certifi-
cate used to sign the Citrix WEM software has expired. To work around the issue, uninstall the
relevant WEM agent, install the latest WEM agent, and then restart the agent host. [WEM-11918]
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« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2010.2.0.1

« After you upgrade the WEM agent to version 1912, the memory consumption of Citrix WEM
Agent Host Service might exceed 2G. If debug mode is enabled, you can see that the follow-
ing messages appear many times in the Citrix WEM Agent Host Service Debug.log file:

- Adding history entry to the DB writer queue
- Initializing process limitation thread for process [WEM-9432, CVADHELP-15147]

+ After you upgrade the WEM agent to version 2005, Citrix WEM Agent Host Service might con-
sume between 10% and 30% of the total CPU resources, affecting the user experience. [WEM-
9902, WEMHELP-47]

« When using the application security feature, you see a green checkmark next to a user or user
group in the Assigned column of the Assignments section in the Edit Rule or Add Rule window.
The green checkmark icon does not necessarily indicate that the rule is assigned to that user or
user group. Only a user or user group that has a blue highlight in the background is the one to
which the rule is assigned. [WEM-10047]

+ Afteryou select aregistry file in the Import from Registry File window, the Manage tab displays
a black screen if you press ESC to exit the window and then click Yes. [WEM-10103]

+ The privilege elevation feature might fail to work properly. The issue occurs with the WEM agent
version 2010.2.0.1. The issue occurs because the certificate used to sign the Citrix WEM software
has expired. To work around the issue, uninstall the relevant WEM agent, install the latest WEM
agent, and then restart the agent host. [WEM-11918]

+ On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2010.1.0.1

+ After you upgrade the WEM agent to version 1912, the memory consumption of Citrix WEM
Agent Host Service might exceed 2G. If debug mode is enabled, you can see that the follow-
ing messages appear many times in the Citrix WEM Agent Host Service Debug.log file:

- Adding history entry to the DB writer queue
- Initializing process limitation thread for process [WEM-9432, CVADHELP-15147]
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« After you upgrade the WEM agent to version 2005, Citrix WEM Agent Host Service might con-
sume between 10% and 30% of the total CPU resources, affecting the user experience. [WEM-
9902, WEMHELP-47]

« When using the application security feature, you see a green checkmark next to a user or user
group in the Assigned column of the Assignments section in the Edit Rule or Add Rule window.
The green checkmark icon does not necessarily indicate that the rule is assigned to that user or
user group. Only a user or user group that has a blue highlight in the background is the one to
which the rule is assigned. [WEM-10047]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2009.1.0.1

+ After you upgrade the WEM agent to version 1912, the memory consumption of Citrix WEM
Agent Host Service might exceed 2G. If debug mode is enabled, you can see that the follow-
ing messages appear many times in the Citrix WEM Agent Host Service Debug.log file:

- Adding history entry to the DB writer queue
- Initializing process limitation thread for process [WEM-9432, CVADHELP-15147]

+ After you upgrade the WEM agent to version 2005, Citrix WEM Agent Host Service might con-
sume between 10% and 30% of the total CPU resources, affecting the user experience. [WEM-
9902, WEMHELP-47]

« The WEM administration console might fail to display the changes you made to the working
directory for an installed application the next time you edit the application. [WEM-10007,
CVADHELP-15695]

+ In non-persistent environments, changes you make through the administration console might
fail to take effect on the agent hosts. The issue occurs because the agent cache file in the base
image might cause cache synchronization problems. As a workaround, users must first delete
the cache on their agent hosts and then refresh the cache manually to synchronize the cache
with the infrastructure services.

The recommended best practice is to use a persistent location for the agent cache. If the agent
cacheresides in a non-persistent location, take these steps before sealing the base image:

1. Stop Citrix WEM Agent Host Service.
2. Delete these agent local database files: LocalAgentCache.db and LocalAgentData-
base.db. [WEM-10082]

+ The following options are not mutually exclusive. However, the administration console does
not allow you to configure them at the same time.
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- Hide Specified Drives from Explorer and Restrict Specified Drives from Explorer
(on the Policies and Profiles > Environmental Settings > Windows Explorer tab)
[WEM-10172, WEMHELP-52]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2008.1.0.1

+ On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2007.2.0.1

« When editing a default packaged rule, you are prompted to provide valid values on the Pub-
lisher tab of the Edit Rule window, with the OK button grayed out. However, the OK button
remains grayed out even if you provide valid values on the Publisher tab later. [WEM-9498]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2007.1.0.1

+ When you finish importing your Group Policy settings into WEM, the following message might
appear even if you are the only administrator that is using the administration console:

- Configuration Change Update: An administrator has made configuration-related changes.
Click OK to reflect the changes in the current administration console. [WEM-9234]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2006.2.0.1

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2006.1.0.1

+ On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]
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Workspace Environment Management service 2005.1.0.1

+ In Transformer (kiosk) mode, and with Enable Window Mode enabled, the WEM agent might
exit unexpectedly. [WEM-8119]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2004.1.0.1

+ Attempts to start an application from the My Applications icon list in the agent Ul might fail.
Theissue occurs with application shortcuts that are created using StoreFront URLs. [WEM-7578,
CVADHELP-14171]

+ Agents might fail to synchronize with the WEM service in Citrix Cloud. The issue occurs when
you configure an HTTPS proxy to define how agents communicate with the service. [WEM-7579,
CVADHELP-14168]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2002.1.0.1

+ On the agent host, attempts to start a published application as an application shortcut might
fail. The issue occurs with application shortcuts that are created using StoreFront URLs. [WEM-
7348, CVADHELP-14061]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 2001.1.0.1

+ Agenthost machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ Registry entries might not take effect if you assign them to a user or user group through an
action group. However, they do take effect if you assign them directly. The issue occurs when
you assign registry entries to be created in one of the following locations:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
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- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

« Workspace agent refreshes might take a long time to complete. The issue occurs when the cur-
rent user belongs to many user groups and there are action groups or many actions for the agent
to process. [WEM-6582]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1911.1.0.1

+ Agenthost machine names listed on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ Registry entries might not take effect if you assign them to a user or user group through an
action group. However, they do take effect if you assign them directly. The issue occurs when
you assign registry entries to be created in one of the following locations:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

+ On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1910.1.0.1

+ Agent host machine names listed on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ The Restore wizard might take a long time to load the Active Directory (AD) objects after you
select Machines as the type of AD objects you want to restore and click Next. The issue occurs
when there are many OUs (for example, 4,000). [WEM-5169]

+ Registry entries might not take effect if you assign them to a user or user group through an
action group. However, they do take effect if you assign them directly. The issue occurs when
you assign registry entries to be created in one of the following locations:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
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- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

+ The Use Cache Even When Online option on the Administration Console >Advanced Settings
> Configuration > Agent Options tab might not work. [WEM-6118]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1908.2.0.1

+ Agenthost machine names listed on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

« After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

« In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

+ The Restore wizard might take a long time to load the Active Directory (AD) objects after you
select Machines as the type of AD objects you want to restore and click Next. The issue occurs
when there are many OUs (for example, 4,000). [WEM-5169]

+ Registry entries might not take effect if you assign them to a user or user group through an
action group. However, they do take effect if you assign them directly. The issue occurs when
you assign registry entries to be created in one of the following locations:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1908.1.0.1

+ Agenthost machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
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the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management™ allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

+ After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

« In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

+ The Restore wizard might take a long time to load the Active Directory (AD) objects after you
select Machines as the type of AD objects you want to restore and click Next. The issue occurs
when there are many OUs (for example, 4,000). [WEM-5169]

+ Registry entries might not take effect if you assign them to a user or user group through an
action group. However, they do take effect if you assign them directly. The issue occurs when
you assign registry entries to be created in one of the following locations:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1907.2.0.1

+ Agenthost machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]
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+ After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

+ In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1907.1.0.1

« Instances of Adobe Reader installed on Windows Server 2012 R2 prevent Workspace Environ-
ment Management from associating PDF files with other PDF reader applications. Users are
forced to select the PDF reader application each time they open a PDF. [WEM-33]

+ Agent host machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

« After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

« In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1906

« Instances of Adobe Reader installed on Windows Server 2012 R2 prevent Workspace Environ-
ment Management from associating PDF files with other PDF reader applications. Users are
forced to select the PDF reader application each time they open a PDF. [WEM-33]
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+ Agent host machine names listed on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

« After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

+ In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1904

+ Instances of Adobe Reader installed on Windows Server 2012 R2 prevent Workspace Environ-
ment Management from associating PDF files with other PDF reader applications. Users are
forced to select the PDF reader application each time they open a PDF. [WEM-33]

+ Agent host machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

« After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]
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« In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

+ On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1812.1.0.1

« Instances of Adobe Reader installed on Windows Server 2012 R2 prevent Workspace Environ-
ment Management from associating PDF files with other PDF reader applications. Users are
forced to select the PDF reader application each time they open a PDF. [WEM-33]

+ Agenthost machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

+ After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

« In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]

« When you click Apply Filter or Refresh Report on the Administration Console > Monitoring
> User Trends > Devices Types tab, you might not be able to view the report. Instead, you
are returned to the Administration Console > Actions > Applications > Application List tab.
[WEM-3254]

+ On Windows 10 version 1809 and Windows Server 2019, Workspace Environment Management
fails to pin the applications to the task bar. [WEM-3257]

+ After WEM upgrades to the latest version, if you still use the earlier versions of the agent, the
agent fails to work properly in offline mode. This issue occurs because of the scope changes of
the agent local cachefile in the latest release. As a workaround, delete the old agent local cache
file, and then restart the WEM Agent Host Service (Norskale Agent Host service). [WEM-3281]
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+ On the Security tab of the administration console, if you create an AppLocker rule for a file with
an .exe or a .dll extension using a file hash condition, the rule does not work. This issue occurs
because WEM calculates the hash code of that file incorrectly. [WEM-3580]

+ On the Security tab of the administration console, if you create an AppLocker rule for afile using
a publisher condition, the rule does not work. This issue occurs because WEM resolves the file
name incorrectly. [WEM-3582]

« If you click Add OU on the administration console, WEM might not display anything on the Or-
ganizational Units window. The issue occurs when a forest (current or trusted) contains many
OUs. As a workaround, you might need to click Cancel and then click Add OU multiple times.
[WEM-3818, UCOHELP-1211]

+ The Application Security feature does not work on Windows servers that use non-English Win-
dows operating systems. This issue occurs because WEM fails to start the Application Identity
service in non-English language environments. [WEM-3957, LD1185]

+ On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1812.0.0.1

« Instances of Adobe Reader installed on Windows Server 2012 R2 prevent Workspace Environ-
ment Management from associating PDF files with other PDF reader applications. Users are
forced to select the PDF reader application each time they open a PDF. [WEM-33]

+ Agenthost machine nameslisted on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

+ After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

« In Transformer (kiosk) mode, and with Log Off Screen Redirection enabled, WEM might fail to
redirect the user to the logon page after logging off. [WEM-3133]
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« When you click Apply Filter or Refresh Report on the Administration Console > Monitoring
> User Trends > Devices Types tab, you might not be able to view the report. Instead, you
are returned to the Administration Console > Actions > Applications > Application List tab.
[WEM-3254]

« On Windows 10 version 1809 and Windows Server 2019, Workspace Environment Management
fails to pin the applications to the task bar. [WEM-3257]

+ After WEM upgrades to the latest version, if you still use the earlier versions of the agent, the
agent fails to work properly in offline mode. This issue occurs because of the scope changes of
the agent local cachefile in the latest release. As a workaround, delete the old agent local cache
file, and then restart the WEM Agent Host Service (Norskale Agent Host service). [WEM-3281]

« On the Security tab of the administration console, if you create an AppLocker rule for a file with
an .exe or a .dll extension using a file hash condition, the rule does not work. This issue occurs
because WEM calculates the hash code of that file incorrectly. [WEM-3580]

+ Onthe Security tab of the administration console, if you create an AppLocker rule for a file using
a publisher condition, the rule does not work. This issue occurs because WEM resolves the file
name incorrectly. [WEM-3582]

+ Attempts to map a network drive to users fail if you select the character # as the drive letter for
that network drive in the Assign Filter & Drive Letter window. This issue occurs because WEM
currently does not support assigning arandom letter to a network drive by using “#.”[WEM-3752,
LD1014]

+ Attempts to migrate your WEM database into the WEM service can fail. The issue occurs when
the entries in the VUEMTasksHistory table of your on-premises WEM database contain special
characters. As a workaround, delete those entries from your on-premises WEM database, and
then restart the migration process. [WEM-3817, UCOHELP-1567]

« If you click Add OU on the administration console, WEM might not display anything on the Or-
ganizational Units window. The issue occurs when a forest (current or trusted) contains many
OUs. As a workaround, you might need to click Cancel and then click Add OU multiple times.
[WEM-3818, UCOHELP-1211]

+ The Application Security feature does not work on Windows servers that use non-English Win-
dows operating systems. This issue occurs because WEM fails to start the Application Identity
service in non-English language environments. [WEM-3957, LD1185]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1811

Workspace Environment Management service contains the following issues:
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+ Instances of Adobe Reader installed on Windows Server 2012 R2 prevent Workspace Environ-
ment Management from associating PDF files with other PDF reader applications. Users are
forced to select the PDF reader application each time they open a PDF. [WEM-33]

« If you open the Workspace Environment Management service administration console using In-
ternet Explorer 11 (IE11) or Microsoft Edge, and open the Developer Tools pane (F12), when you
close the Developer Tools pane again the administration console does not redraw to full size.
If this happens, refresh the browser window to redraw the administration console correctly.
[WEM-1377]

+ Agent host machine names listed on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

« On the Active Directory Objects tab of the administration console, using Add Object and
Check Name to search and add objects allows only one object to be added at a time. You must
close and then reopen the Select Computers or Groups dialog to add another object. (The
on-premises version of Workspace Environment Management allows multiple objects to be
identified and added without closing the dialog each time.) [WEM-1620]

« After you migrate your on-premises WEM database to the WEM service, you must reinstall the
WEM service agent even if the latest version is installed on your machine. This is necessary be-
cause the agent cache cannot synchronize with the WEM service database unless you reinstall
the WEM service agent. [WEM-2396]

Attempts to access the administration console from the Workspace Environment Management
service Manage tab fail. As a workaround, refresh your browser window and try again. [WEM-
2401]

Attempts to run the UpmConfigCheck script on Windows 7 Service Pack 1, Windows 2008 R2
Service Pack 1, or Windows Server 2008 Service Pack 2 fail. To run the script on those operat-
ing systems, you must manually install Windows Management Framework 3.0. If the UpmCon-
figCheck still does not work after you install Windows Management Framework 3.0, restart your
WEM agent host service (Norskale Agent Host Service). [WEM-2717]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]

Workspace Environment Management service 1807

Workspace Environment Management service contains the following issues:

+ On Windows Server 2012 R2, if Adobe Acrobat Reader is installed, it prevents Workspace Envi-
ronment Management from associating PDF files with other PDF reader applications. Users are
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forced to select the PDF reader application each time they open a PDF. [WEM-33]

« Onthe Security tab, when you clear the option Process DLL Rules, the rule count reported next
to the “DLL Rules”collection is set to zero, regardless of the actual number in the WEM database.
[WEM-425]

« If multiple session support is enabled on a Windows server OS machine, application security
rules of previously logged on users are replaced by rules of more recently logged on users. For
example, if a rule is assigned to userl but not to user2, when user2 logs on, the rule is deleted
from local AppLocker rules. Thus the rule cannot be enforced for userl as well. [WEM-1070]

+ If you open the Workspace Environment Management service administration console using In-
ternet Explorer 11 (IE11) or Microsoft Edge, and open the Developer Tools pane (F12), when you
close the Developer Tools pane again the administration console does not redraw to full size.
If this happens, refresh the browser window to redraw the administration console correctly.
[WEM-1377]

+ Agenthost machine names listed on the Active Directory Objects tab of the WEM service admin-
istration console do not update automatically to reflect changes to machine names. To display
the new name of a machine in the Machines list, you must manually delete the machine from
the Machines list, and then add the machine again. [WEM-1549]

+ The on-premises version of Workspace Environment Management (WEM) allows you to use Ac-
tive Directory security groups as containers for WEM agents. However, the WEM service does
not support using Active Directory security groups as agent containers. The on-premises infra-
structure service also supports using direct and indirect OUs as agent containers. However, the
WEM service does not support indirect OUs. For example, suppose WEM agent AGENT1 belongs
to OU2, and OU2 belongs to OU1 (OU1>0U2>AGENT1). The on-premises infrastructure service
recognizes AGENT1 as a member of both OU1 and OU2, but the WEM service only recognizes
AGENT1 as a member of OU2. [WEM-1619]

« In the administration console Active Directory Objects tab, using Add Object and Check Name
to search and add objects allows only one object to be added at a time. You must close and
then reopen the Select Computers or Groups dialog to add another object. (The on-premises
version of Workspace Environment Management allows multiple objects to be identified and
added without closing the dialog each time.) [WEM-1620]

« On Windows 10 machines, environment and certain other settings that you configured in the
administration console might not work. [WEM-14193]
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System requirements

September 7, 2025

Software prerequisites

Citrix Cloud Connector. This component must be installed on at least one machine in every resource
location you are using before you install the Workspace Environment Management service agent. See
Cloud Connector Installation.

.NET Framework 4.8 or later. .NET Framework 4.8 or later. This component is required for the
Workspace Environment Management Infrastructure services, Administration console, Agent, and
Web console. If it is not already installed, it is automatically installed during the setup. However, we
recommend installing this prerequisite manually before proceeding with the installation. Otherwise,
you might have to restart your machine to continue with the installation, which can take a significant
amount of time.

Microsoft Visual C++. This component is necessary for the Workspace Environment Management™
service agent. If not already installed, the Microsoft Visual C++ 2015-2019 Redistributable is automat-
ically installed during agent installation.

Microsoft Edge WebView2 Runtime version 98 or later. This component is necessary for the Work-
space Environment Management service agent. If not already installed, it is automatically installed
during agent installation.

Note:

+ Only version 2209 and later require this component.
« Starting with Version 2203, the Microsoft Edge WebView2 Runtime installer is packaged with
the agent installer.

+ Todownload and install Microsoft Edge WebView2 Runtime, you must have internet access.

Microsoft Active Directory. The Workspace Environment Management service requires read access
to your Active Directory to push configured settings out to users.

Citrix Daas$ (formerly Citrix Virtual Apps and Desktops service) or Citrix Virtual Apps and Desk-
tops. Any supported version of Citrix Virtual Apps or desktops is required.

Citrix Workspace™ app for Windows. To connect to Citrix StoreFront™ store resources that have
been configured from the Workspace Environment Management service administration console, Citrix
Workspace app for Windows must be installed on the agent host machine. The following versions are
supported:
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« Citrix Receiver for Windows versions: 4.4 LTSR CU5, 4.7,4.9,4.9 LTSR CU1, and 4.10
« Citrix Workspace app 1808 for Windows and later

For Transformer kiosk-enabled machines, Citrix Workspace app for Windows must be installed with
single sign-on enabled, and configured for pass-through authentication. For more information, see
Citrix Workspace app.

Operating system prerequisites
Note:

The Workspace Environment Management agents are supported only on operating system ver-
sions that are supported by their manufacturer. You might need to purchase extended support
from your operating system manufacturer.

Agent. The Workspace Environment Management agent is supported on the following operating sys-
tems:

« Windows 11, 32-bit and 64-bit

« Windows 10 version 1607 and later, 32-bit and 64-bit

« Windows Server 2025 Standard and Datacenter Editions
« Windows Server 2022 Standard and Datacenter Editions
« Windows Server 2019 Standard and Datacenter Editions*

« Windows Server 2016 Standard and Datacenter Editions*

* The Transformer feature is not supported on multi-session operating systems.
Note:

Workspace Environment Management service agents running on multi-session operating sys-
tems cannot operate correctly when Microsoft’s Dynamic Fair Share Scheduling (DFSS) is en-
abled. For information about how to disable DFSS, see CTX127135.

Hardware prerequisites

Agent: average RAM consumption is 10 MB, but we recommend that you provide 20 MB to be safe. 40
MB of available disk space (100 MB during installation).

Connectivity prerequisites

For the WEM service agent to operate, you must configure your firewall and proxy server to allow out-
bound connections. For more information, see Internet connectivity requirements.
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In enterprise networks, the WEM service also requires the Cloud Connector to communicate with the
WEM service agent. Therefore, check your firewall settings to ensure that the WEM service agent port
is configured correctly. For more information, see Port information.

Service dependencies

Netlogon. The agent service (“Citrix WEM Agent Host Service”) is added to the Net Logon Dependen-
cies list to ensure that the agent service is running before logons can be made.

Antivirus exclusions

The Workspace Environment Management service agent is installed in the following default folder:

+ C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (on 64-bit OS)
+ C:\Program Files\Citrix\Workspace Environment Management Agent (on 32-bit OS)

On-access scanning must be disabled for the entire “Citrix”installation folder for the Workspace En-
vironment Management agent. When this is not possible, the following processes must be excluded
from on-access scanning:

+ AgentCacheUtility.exe

+ AgentGroupPolicyUtility.exe

« ApplnfoViewer.exe

« Agent Log Parser.exe

+ AppsMgmtUtil.exe

« CitrixWem.Agent.EnrollmentUtility.exe
« CitrixWem.Agent.Service.exe

« CitrixWem.Agent.LogonService.exe
« Citrix.wem.dbsync.client.agent.exe
+ PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe

+ VUEMAppHide.exe

« VUEMCmdAgent.exe

« VUEMMaintMsg.exe

+ VUEMRSAV.exe

« VUEMUIAgent.exe
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Limits

September 7, 2025

Workspace Environment Management™ (WEM) service is designed for large-scale enterprise deploy-
ments. On the server side, WEM service monitors the communication flow between front-end and
back-end components, and scales up or down dynamically based on data in transit.

When evaluating WEM service for sizing and scalability, consider the following limits. The values in
this article indicate the limits of a single WEM service instance.

Usage limits

The following table lists the usage limits.

Resource Limit
Concurrent full administration connections 5
End-user connections for every Citrix Cloud 10,000 end users (machine specification: 4
Connector™ vCPUs, 8 GB RAM, and 80 GB of available disk
space)
WEM agent connections 100,000
Important:

To ensure high availability, we recommend at least two Cloud Connectors in each resource lo-
cation. The WEM agent balances the load among Cloud Connectors automatically. If the Citrix
Cloud Connectors in place are not for WEM service only, consider deploying additional Cloud
Connectors. For information about Cloud Connectors, see Citrix Cloud Connector.

Get started: Plan and build a deployment

September 7, 2025

If you are not familiar with the components used in a Workspace Environment Management (WEM)
service deployment, see Workspace Environment Management service.

If you are migrating from an on-premises WEM deployment, see Migrate to cloud.
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How to use this article

To set up your WEM deployment, complete the tasks summarized below. Links are provided to each
task’s details.

Review the entire process before starting the deployment, so you know what to expect. This article
also links to other helpful information sources.

Plan and prepare

See the Citrix Tech Zone documentation articles to help establish goals and define use cases and busi-
ness objectives, and to get to know configuration considerations.

+ To learn how WEM improves the overall experience and enhances the security of the deploy-
ment, see Tech Brief: Workspace Environment Management.

« To learn the architecture and deployment considerations for this cloud-based service, see Ref-
erence Architecture: Workspace Environment Management.

+ To learn how WEM optimizes resource utilization, logon times, and RAM usage, see Tech Insight:
Workspace Environment Management. Watch the videos there.

Sign up

Sign up for a Citrix account and request a WEM service trial. The onboarding steps are:

1. Sign up for a Citrix account and request a WEM service trial.
2. Discuss integration requirements with Citrix.
3. Complete settings in the Citrix Cloud™ portal.

To sign up for a Citrix account and request a trial, contact your Citrix Sales Representative. When you
are ready to proceed, go to https://onboarding.cloud.com.

After you log on, in the WEM service tile, click Request Trial. The text changes to Trial Requested.
You will receive an email when your trial is available.

Note:

While waiting for the trial, you can review the information referenced in Where to go next. Al-
though Citrix hosts and delivers your WEM service solution, you manage the machines that de-
liver applications and desktops, plus the applications and users. You can spend this time setting
up the infrastructure to your corporate services, such as Active Directory.
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Determine which setup method to use

Each machine that WEM manages must have a WEM agent installed on it. WEM agents connect to the
WEM service and enforce settings you configure in the administration console. Before you install the
agent, determine a setup method that suits your deployment needs.

There are three setup methods to connect the agent to the WEM service:

+ Cloud Connector. Use this method if your machines are domain-joined. This method requires
that you set up resource locations and install at least one Citrix Cloud Connector™ in each.

- For high availability, we recommend that you install two Cloud Connectors in each re-
source location.

- Resource locations contain infrastructure services (such as Active Directory and Cloud Con-
nectors) and the machines that deliver apps and desktops to users.

See Resource locations and Cloud Connector installation.

Video about installing Cloud Connectors:

CIlIX

+ Non-domain-joined. Use this method if you want to manage non-domain-joined machines
in Citrix DaaS deployments. This method requires that you select Skip Configuration when
installing the agent.

+ Enrollment. Use this method to enroll WEM agents without configuring Cloud Connectors. This
method requires that you select Skip Configuration when installing the agent.

The following provides general guidance to help you decide which method to use.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 109


https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/resource-locations.html#resource-types
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html
https://share.vidyard.com/watch/GfVkVFDRka8LRCowYc5ymk
https://docs.citrix.com/en-us/workspace-environment-management/service/manage-non-domain-joined-machines.html
https://docs.citrix.com/en-us/workspace-environment-management/service/get-started/enroll-agent.html

Workspace Environment Management™ service

+ For machines managed by Citrix DaaS™. Use the same method to connect the agent to Citrix
Cloud as you do for the Virtual Delivery Agent (VDA) —through the Cloud Connector or the non-
domain-joined method.

« For machines not managed by Citrix DaaS. Use the Cloud Connector or the enrollment
method.

Install the agent

Each machine that WEM manages must have a WEM agent installed on it. See Install the agent.

Manage your deployment

After you complete the tasks above that set up your WEM deployment, start the WEM administration
console. There are two consoles available:

+ Legacy console

« Web console

We are in the process of migrating features from the legacy console to the web console. The web
consoleresponds faster than the legacy console and provides more functionalities. To see the features
available only in the web console, see What’s new.

More information

« Limits of a single WEM service instance

« REST APIs

Install agents

September 7, 2025

This article begins with a description of Workspace Environment Management™ (WEM) agents. The
remainder of the article describes the steps in the agent installation wizard. Additional information
related to agents is provided.
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Introduction

Each machine that WEM manages must have a WEM agent installed on it. WEM agents connect to the
WEM service and enforce settings you configure in the administration console. All communications
are over HTTPS using the Citrix Cloud™ Messaging Service. All agents use local caching, ensuring that
they can continue using existing settings if the network connection is interrupted.

WEM supports managing both domain-joined and non-domain-joined machines.

+ For domain-joined machines, make sure that agent host machines belong to the same Active
Directory domain as the configured Cloud Connectors. Also, make sure that the agent host ma-
chines in each resource location are joined correctly.

+ The process of installing agents on machines that are non-domain-joined is similar to that of
domain-joined machines. However, make sure that you satisfy all requirements and select the
correct options throughout the process. For more information, see Manage non-domain-joined

machines.
There are three methods to connect the agent to the WEM service:

« Cloud Connector
« Non-domain-joined
« Enrollment

For more information about the methods, see Determine which setup method to use.

Install the agent

Note:

To access resources published in Citrix Workspace as application shortcuts from the administra-
tion console, ensure that Citrix Workspace app for Windows is installed on the agent machine.

For more information, see System requirements.

Use the following sequence to install your WEM agent.

Step 1: Download the agent

Download the WEM agent package (Citrix-Workspace-Environment-Management-Agent-Setup.zip)
from the WEM service Utilities tab and save a copy on each agent host.

Step 2: Configure group policies (optional)
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Important:

Skip this step if you choose to use the non-domain-joined or the enrollment method.

Optionally, you can choose to configure the group policies. The Agent Group Policies administrative
template, provided in the WEM agent package, adds the Agent Host Configuration policy.

1. Copy the Agent Group Policies folder provided with the WEM installation package to your WEM
domain controller.

2. Add the .admx files.

a) Go to the Agent Group Policies > ADMX folder.

b) Copy the two files (Citrix Workspace Environment Management Agent Host Configura-
tion.admx and CitrixBase.admx).

c) Gotothe <C:\Windows>\PolicyDefinitions folderand then paste the files.

3. Add the .adml files.

a) Go to the Agent Group Policies > ADMX > en-US folder.

b) Copy the two files (Citrix Workspace Environment Management Agent Host Configura-
tion.adml and CitrixBase.adml).

c) Go to the <C:\Windows>\PolicyDefinitions\en-US folder and then paste the
files.

4. In the Group Policy Management Editor window, go to Computer Configuration > Policies >
Administrative Templates > Citrix Components > Workspace Environment Management >
Agent Host Configuration and configure the following settings:

(= Group Policy Management Editor - O x
File Action View Help
e a@ 2 HET

[ WEM config . Agent Host Configuration
w i Computer Configuration

5 Select an item to view its description.  Setting State
~ [ | Policies

| Software Settings
| Windows Settings

\iz| Discover Citrix Cloud Connectors from CVAD service Mot cenfigured

iz| Infrastructure server Mot configured

~ [ | Administrative Templates: Policy definitions (ADMX f gent service port Not configured
~ || Citrix Components ached data synchrenization port Mot cenfigured
~ || Waorkspace Environment Management 1iz] Citrix Cloud Connectors Mot configured
| Agent Host Configuration |iz| Custem settings for basic deployment Mot cenfigured
_ Control Panel |iz] Override Agent Deployment Type Mot configured
7 Network (2| Agent proxy cenfiguration Not configured
1 Printers |i=] VUEMAppCmd extra sync delay Mot cenfigured
_ Server
7| Start Menu and Taskbar
| System
| Windows Components
+ All Settings

| Preferences

~ i, User Configuration
° Policies
| Preferences

<

]

\ Extended /(Standard

9 setting(s)

Custom settings for basic deployment. Customized agent settings used for deployment.
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For more information about available agent settings for basic deployment, see Manage Basic
Deployment-agents.

L

E: Custom settings for basic deployment Next Setting

O Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on: [ At east Microsoft Windows XP
Options: Help:

You can customize agent settings used for basic deployment. For

Customized settings: X K . : &
more information about available agent settings for basic

~ deployment, please refer to support document.
"enableCpuSpikeProtection™: true,
"enableCpuAutoProtection”: true,
"ernl leanel imitSamnleTimefSnikePratect ¥
< >

CK Cancel

Override Agent Deployment Type. Overrides the WEM agent deployment type. Choose one of the
following options:

+ Cloud service deployment: Connects the agent to the WEM service in Citrix Cloud, providing
full WEM capabilities.

+ On-premises deployment: Connects the agent to an on-premises WEM deployment, providing
full WEM capabilities.

+ Basic deployment: Runs the agent in a single-machine mode with limited functionality, with-
out connecting to a WEM infrastructure.

+ Disabled: Disables all WEM functions on the machine where the agent is installed.

Agent proxy configuration. The WEM agent relies on internet connections to connect to the WEM
service in Citrix Cloud. The communication between the agent and the service serves the following
purposes:

+ Uploading statistics and status to the WEM service
+ Keeping the agent cache in sync with the WEM service database
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+ Retrieving the agent settings and the WEM settings specific to the agent’s configuration set

Optionally, you can choose to configure an HTTPS proxy to define how the agent communicates with
the service. To do so, double-click the Agent proxy configuration policy and then type a proxy server
address in this format: http://<FQDN or IP address>:<port number>. Example: http
://10.108.125.51:8080.

Note:

WEM service does not support proxy servers that require authentication.

Agent service port. Not required for WEM service. Leave state “Not configured.”
Cached data synchronization port. Not required for WEM service. Leave state “Not configured.”

Citrix Cloud Connectors. Configure at least one Citrix Cloud Connector. Agent host machines must
be in the same AD domain as the configured Cloud Connector machines.

Discover Citrix Cloud Connector from CVAD service. Lets you control whether the agent discov-
ers Cloud Connector information from the relevant Citrix DaaS (formerly Citrix Virtual Apps and Desk-
tops™ service) deployment if you have not yet configured Cloud Connectors for the agent. The agent
then connects to the corresponding Cloud Connector machines.

Note:

« This setting is designed for scenarios where the WEM agent is running in a Citrix DaaS™
deployment.

« This policy setting does not work if Cloud Connectors are configured during agent installa-
tion or the Citrix Cloud Connectors policy setting is enabled.

Infrastructure server. Not required for WEM service. Leave state “Not configured.”

VUEMAppCmd extra sync delay. Specifies, in milliseconds, how long the agent application launcher
(VUEMAppCmd.exe) waits before published resources are started. This ensures that the necessary
agent work completes first. The recommended value is 100 through 200. The default value is 0.

Step 3: Install the agent

Important:

Although the .NET Framework can be automatically installed during agent installation, we rec-
ommend that you install it manually before you install the agent. Otherwise, you need to restart
your machine to continue with the agent installation, and it might take a long time to complete.

The agent setup program Citrix Workspace™ Environment Management Agent is provided in the agent
download. You can choose to install the agent interactively or using the command line. By default,
the agent installs into one of the following folders, depending on your operating system (OS):
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« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (on 64-bit OS)
« C:\Program Files\ Citrix\Workspace Environment Management Agent (on 32-bit OS)

To install the agent interactively, complete the following steps:

1. Run Citrix Workspace Environment Management Agent.exe on your machine.
2. Select “l agree to the license terms and conditions”and then click Install.
3. Onthe Welcome page, click Next.

Note:

The Welcome page can take some time to appear. This happens when the required soft-
ware is missing and is being installed in the background.

4. Onthe Destination Folder page, click Next.

By default, the destination folder field is automatically populated with the default folder
path. If you want to install the agent to another folder, click Change to navigate to the
folder and then click Next.

« If the WEM agent is already installed, the destination folder field is automatically popu-
lated with the existing installation folder path.

5. On the Deployment Type page, select the applicable type of deployment and then click Next.
In this case, select Cloud Service Deployment.

6. You can also select the Basic Deployment type. When you select the Basic Deployment type,
the agent turns on the default optimization settings without connecting to the infrastructure
service. Basic deployment type is the default deployment type for a fresh install.
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"M Citrix Workspace Environment Management Agent Setup = X

Deployment Type
Select the applicable type of deployment.

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

(") On-premises Deployment

Agent will connect to your on-premises infrastructure service.

© Basic Deployment
Agent will apply basic settings without connecting to the infrastructure service.

Back [ Next Cancel

7. Onthe Cloud Service Configuration page, specify the Citrix Cloud Connectors to which the agent
connects and then click Next.

« Skip Configuration. Select this option if:

- You have already configured the setting using Group Policy.

- Theagentmachineisanon-domain-joined machine. See Manage non-domain-joined
machines.

- You want to enroll the agent without configuring Cloud Connectors. See Enroll the
agent.

« Configure Citrix Cloud Connectors. Configure the Citrix Cloud Connectors to which the

agent connects by typing a comma-separated list of FQDNs or IP addresses of the Cloud
Connectors.

Note:

- Type the FQDN or IP address of each Citrix Cloud Connector. Make sure to sepa-
rate the FQDNSs or IP addresses with commas (,).

- Inscenarios where multiple Cloud Connectors are configured, the WEM agent ran-
domly selects from the list a Cloud Connector that is reachable. This design in-
tends to distribute traffic across all Cloud Connectors.
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Cloud Service Configuration L -
Spedfy Citrix Cloud Connectors to which the agent connects. a

() Skip Configuration

Select this option if you want to configure the setting using Group Policy.

(® Configure Citrix Cloud Connectors
Type a comma-separated list of FQDNs or IP addresses of the Cloud Connectors:

8. On the Advanced Settings page, configure advanced settings for the agent and then click Next.

« Alternative Cache Location (Optional). Lets you specify an alternative location for the
agent cache. Click Browse to navigate to the applicable folder. Alternatively, you can do
that through the registry. To do that, first stop the Citrix WEM Agent Host Service and then
modify the following registry key.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
Name: AgentCacheAlternatelLocation

Type: REG_SZ

Value: Empty

By default, the value is empty. The default folder is: <WEM agent installation
folder path>\Local Databases Set. Specifyadifferentfolder pathif necessary.
For the changes to take effect, restart the Citrix WEM Agent Host Service. If the change
takes effect, the following files appear in the folder: LocalAgentCache.db and LocalA-
gentDatabase.db.

Caution:

Editing the registry incorrectly can cause serious problems that might require you
to reinstall your operating system. Citrix cannot guarantee that problems resulting
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from the incorrect use of Registry Editor can be solved. Use Registry Editor at your
own risk. Be sure to back up the registry before you edit it.

« VUEMAppCmd Extra Sync Delay (Optional). Lets you specify how long the agent appli-
cation launcher (VUEMAppCmd.exe) waits before published resources are started. This
ensures that the necessary agent work completes first. The default value is 0.

Note:

The value you type for the extra sync delay interval must be an integer greater than
or equal to zero.

ﬁ Citrix Workspace Environment Management Agent Setup — =4
Advanced Settings
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value specifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

9. On the Ready to install page, click Install.

10. Click Finish to exit the install wizard.

Alternatively, you can choose a silent installation of the WEM agent using the command line. To do so,
use the following command line:

« Citrix Workspace Environment Management Agent.exe /quiet Cloud=1
Tip:

« For agents running in a WEM service deployment, enter Cloud=1. For agents running in
an on-premises WEM deployment, enter Cloud=0.
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+ You might want to consult the log files to troubleshoot the agent installation. By default,
log files recording all actions that occur during installation are created in %TEMP%. You
can use the /log log.txt command to designate a specific location for the log files to
be saved.

You can also use command-line options to specify custom arguments. Doing so lets you customize
agent and system settings during the installation process. For more information, see Good to know.

After installation, the agent runs as the following services: Citrix WEM Agent Host Service and Citrix
WEM Agent User Logon Service. The agent runs as account LocalSystem. Changing this account is not
supported. The agent services require the “log on as a local system”permission.

Step 4: Restart the machine to complete the installations
Uninstall the agent

1. On a machine where the agent is installed, open the system’s Control Panel.

2. Click Programs and Features.

3. Select Citrix Workspace Environment Management Agent and then click Uninstall in the
menu.

If youinstall the agent as an additional component wheninstalling the VDA, use the WEM installer (MSI)
available with the VDA installer to uninstall the agent. The WEM installercitrix_wem_agent_core
.msi is present in <VDA installer path>\x64\Virtual Desktop Components. To
uninstall the agent that was installed as an additional component with the VDA, complete the
following steps:

1. Inthe folder, right-click citrix_wem_agent_core.msi.
2. Select Uninstall.

Note:

After uninstallingthe agent, you can use the VDA installer orthe WEM installer to installit. Starting
with Citrix Virtual Apps and Desktops 2209, the WEM agent is no longer included as an additional
component in the VDA installation. To install it, use the full-product installer on the Citrix Virtual
Apps and Desktops product ISO. For more information, see Install core components.

Where to go next
If you want to migrate your existing on-premises WEM database into the WEM service, see Migrate to
cloud.

To directly get started with the WEM service, start the administration console and configure settings
there as needed. There are two consoles available:
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+ Legacy console

« Web console

We are in the process of migrating features from the legacy console to the web console. The web
consoleresponds faster than the legacy console and provides more functionalities. To see the features
available only in the web console, see What’s new.

Prerequisites and recommendations

To ensure that the WEM agent works properly, be aware of the following prerequisites and recommen-
dations:

Prerequisites

Verify that the following requirements are met:

+ The Windows service System Event Notification Service is configured to start automatically
on startup.

+ The WEM agent services Citrix WEM Agent Host Service and Citrix WEM User Logon Service
are configured to start automatically on startup.

« The agent cache resides in a persistent location whenever possible. Using a non-persistent
cache location can cause potential cache sync issues, excessive network data usage, perfor-
mance issues, and so on.

« If you are using Citrix Virtual Apps™ and Desktops, the WEM agent can automatically detect the
persistent system location, eliminating the need for manual configuration.

Recommendations

Follow the recommendations in this section for a successful agent deployment:

+ Do not manually operate Citrix WEM Agent Host Service, for example, using logon or startup
scripts. Operations such as stopping or restarting Citrix WEM Agent Host Service can stop the
Net Logon service from working, causing issues with other applications.

+ Do not use logon scripts to launch Ul-mode or CMD-mode agents. Otherwise, some functional-
ities might fail to work.
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Agent startup behaviors

+ Citrix WEM Agent Host Service automatically reloads Cloud Connector settings configured
through Group Policy after the service starts.

« Citrix WEM Agent User Logon Service automatically starts Citrix WEM Agent Host Service
if the agent host service does not start during the first logon. This behavior ensures that user
configuration is processed properly.

« Citrix WEM Agent Host Service automatically performs checks on the following local database
fileson startup: LocalAgentCache.dband LocalAgentDatabase.db. Ifthevirtual ma-
chine is provisioned and the local database files are from the base image, the database files are
automatically purged.

« When Citrix WEM Agent Host Service starts, it automatically verifies that the agent local cache
has been recently updated. If the cache has not been updated for more than two configured
cache synchronization timeintervals, the cacheis synchronized immediately. Forexample, sup-
pose the default agent cache sync interval is 30 minutes. If the cache was not updated in the
past 60 minutes, it is synchronized immediately after Citrix WEM Agent Host Service starts.

+ During installation, the WEM agent installer configures the Windows service System Event No-
tification Service to start automatically.

« The WEM agentinstaller automatically starts the Net Logon service after the WEM agent upgrade
completes.

Agent cache utility options

Citrix WEM Agent Host Service handles setting refresh and cache sync automatically. Use the agent
cache utility only in scenarios where there is a need to immediately refresh the settings and synchro-
nize the cache.

Use the command line to run AgentCacheUltility.exe in the agent installation folder. The executable
accepts the following command-line arguments:

+ —he'lp: Displays a list of allowed arguments.

+ —RefreshCache or —r: Triggers a cache build or refresh is currently obsolete and is available
only for agent versions before 2401.1.0.1.

+ —RefreshSettingsor-S: Refreshes agent host settings including the agent cache for agent
versions 2401.1.0.1 or higher.

+ ~Reinitialize or—I: Reinitializes the agent cache on the agent, where the agent requests
an immediate agent cache sync to get the latest settings from the WEM database directly with-
out any delay.
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See the following examples for details about how to use the command line:
« Refresh agent host settings:
- AgentCacheUtility.exe -RefreshSettings
+ Refresh agent host settings and agent cache simultaneously:
- AgentCacheUtility.exe -RefreshSettings -RefreshCache
+ Reinitialize the agent cache:

- AgentCacheUtility.exe -RefreshCache -Reinitialize

Good to know

The agent executable accepts custom arguments as described below.

Agent settings

See below for the WEM agent settings.

« AgentLocation. Lets you specify the agent installation location. Specify a valid folder path.

+ CloudConnectorlList. Lets you specify the FQDN or IP address of each Citrix Cloud Connector.
Make sure to separate FQDNs or IP addresses with commas (,).

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Policies\Norskale\Agent Host

X505Enrollment.CX5095CEPEnrollment.1 A || Name Type Data
X509Enrellment.CX509SCEPEnrclimentHelper

- - ab| (Default) REG_SZ (value not set)
X309Enrollment. CX3095CEPEnrollmentHelper.1 58| CloudConnectorlist  REG_MULTI_SZ ccDl.domain.lab ccl2.domain.lab
XDProvider.Citrix_XDEventProvider
XDProvider.Citrix_XDEventProvider.1 Edit Multi-5tring x
XDProwvider.Citrix_XDProvider
XDProvider.Citric_XDProvider.1 Value name:
XenCenter.ova CloudConnectorlist
XenCenter.owf Vialue data:
XenCenter.vhd 01 domain b
XenCentervmdk =02 domain lsb

+ VUEMAppCmdDelay. Lets you specify how long the agent application launcher (VUEMAp-
pCmd.exe) waits before Citrix Virtual Apps and Desktops published resources are started. The
default value is 0 (milliseconds). The value you type for the extra sync delay interval must be
an integer greater than or equal to zero.

+ AgentCachelLocation. Lets you specify an alternative location for the agent cache. If config-
ured, the agent local cache file is saved in the designated location instead of in the agent instal-
lation folder.

Consider the following:
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+ If the settings are configured through the command line, the WEM agent installer uses the con-
figured settings.

+ Ifthe settings are not configured through the command line and there are previously configured
settings, the installer uses the settings that were previously configured.

+ If the settings are not configured through the command line and there are no previously config-
ured settings, the installer uses the default settings.

System settings

See below for the system settings associated with the agent host machine.

+ GpNetworkStartTimeoutPolicyValue. Lets you configure the value, in seconds, of the GpNet-
workStartTimeoutPolicyValue registry key created during installation. This argument specifies
how long Group Policy waits for network availability notifications during policy processing on
logon. The argument accepts any whole number in the range of 1 (minimum) to 600 (maximum).
By default, this value is 120.

+ SyncForegroundPolicy. Lets you configure the SyncForegroundPolicy registry value during
agent installation. This policy setting determines whether Group Policy processing is synchro-
nous. Accepted values: 0, 1. If the value is not set or you set the value to 0, Citrix WEM Agent
User Logon Service does not delay logons, and user Group Policy settings are processed in the
background. If you set the value to 1, Citrix WEM Agent User Logon Service delays logons until
the processing of user Group Policy settings completes. By default, the value does not change
during installation.

Important:

If Group Policy settings are processed in the background, Windows Shell (Windows Ex-
plorer) might start before all policy settings are processed. Therefore, some settings might
not take effect the first time a user logs on. If you want all policy settings to be processed
the first time a user logs on, set the value to 1.

+ WaitForNetwork. Lets you configure the value, in seconds, of the WaitForNetwork registry
key created during installation. This argument specifies how long the agent host waits for the
network to be completely initialized and available. The argument accepts any whole numberin
the range of 0 (minimum) to 300 (maximum). By default, this value is 30.

Allthe preceding three keys are created under HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon during installation. The keys serve to ensure that the user environ-
ment receives the infrastructure server address GPOs before logon. In network environments where
the Active Directory or Domain Controller servers are slow to respond, this might result in extra
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processing time before the logon screen appears. Citrix recommends that you set the value of the
GpNetworkStartTimeoutPolicyValue key to a minimum of 30 for it to have an impact.

+ ServicesPipeTimeout. Lets you configure the value of the ServicesPipeTimeout registry key.
Thekeyis created duringinstallation under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control.
This registry key adds a delay before the service control manager is allowed to report on the
state of the WEM agent service. The delay prevents the agent from failing by keeping the agent
service from launching before the network is initialized. This argument accepts any value, in
milliseconds. If not specified, a default value of 60000 (60 seconds) is used.

Note:

If the preceding settings are not configured using the command line, they are not
processed by the WEM agent installer during installation.

Examples

You can also configure the settings using the following command-line format:
« "Citrix Workspace Environment Management Agent.exe'<key=value>
For example:

+ Specify the agent installation location and Citrix Cloud Connectors

- "Citrix Workspace Environment Management Agent.exe'"/quiet
AgentlLocation="L:\WEM Agent'"Cloud=1 CloudConnectorlList=ccl.qa
.local,cc2.qga.local

+ Set user logon network wait time to 60 seconds

- "Citrix Workspace Environment Management Agent.exe"WaitForNetwork
=60

Enroll agents

September 7, 2025

Introduction

You can enroll Workspace Environment Management™ (WEM) agents without configuring Citrix Cloud
Connectors. Before doing so, consider the following:
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+ The enrollment applies to both domain-joined and non-domain-joined machines.

« For Citrix DaaS managed VMs, we recommend using the same method to connect the agent to
Citrix Cloud as you do for the VDA —through the Cloud Connector or the non-domain-joined
method. See Determine which setup method to use.

«+ To ensure that persistent VMs enroll properly:

- Remove machine-specific information by generalizing a VM before creating an image. For
information about using Sysprep to generalize a VM, see the Microsoft product documen-
tation: https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sys
prep--generalize--a-windows-installation?view=windows-11.

This feature requires that you select Skip Configuration when installing the agent and that you do
not enable the Discover Citrix Cloud Connector from CVAD service policy.

Enroll agents

You have the flexibility to determine how to enroll your WEM agents. There are two ways:

« Enroll by invitation. This requires the web console. Users can be invited to participate in the
enrollment process.

« Enroll with the bearer token or API secure client. This doesn’t require the console and doesn’t
require users to participate in the enrollment process.

Enroll by invitation

To manage user devices remotely and securely, you enroll user devices in WEM.

A general workflow to enroll by invitation is as follows:

1. In Manage > Web Console > Enrollment > Invitation, enable Enroll by invitation and then
generate an enrollment key.

2. On the agent machine, install the enrollment key using the enrollment tool.
a) Open the command prompt as the administrator.
b) Run the following command.(Replace <enrollment key> with the actual key.)

o Citrix.Wem.Agent.EnrollmentUtility.exe configenrollmentkey
-k <enrollment key>

Tip:

« The enrollment tool, Citrix.Wem.Agent.EnrollmentUtility.exe, is available in
the agent installation folder. For more information, see Enrollment tool.
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« When preparing a master image, you can install the agent on the master image.
Then, you use the master image as a template for creating machines for your
users. This way, you don’t need to install the enrollment key for each agent.

3. In Manage > Web Console > Enrollment > Invitation, send an enrollment invitation to users.

After users receive the invitation, they can enroll their devices using the invitation code. See Enroll
the agent with an invitation code.

After a device enrolls, it becomes managed and appears in Manage > Web Console > Enrollment >
Enrolled Agents. You can add it to a desired configuration set for precise management. See Manage
the enrolled agent.

Enroll the agent with an invitation code
Important:

Enrolling an agent requires local administrator permissions.

As users, you receive the following invitation email:

citrix

Enroll your device into the Workspace Environment Management service

Hella,
Your administrator is inviting you to enroll your device into the Workspace Environment Management service.
To do that, open your desktop Start menu and select Citrix » WEM Enrollment Registration Utility.

Then, enroll with the following invitation code:

You can use the code to enroll up to 5 devices. The code expires after Friday, 17 June 2022 08:53:53 AM {UTC).

For guidance on how to use the utility, see Enroll the agent with an invitation code.

Best regards,

Workspace Environment Management Service Team

®

2022 Citrix Systems, Inc. All rights reserved. Privacy and terms

Enroll your device using the invitation code as follows:

1. Open your desktop Start menu and select Citrix® > WEM Enrollment Registration Utility.
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Tip:
If the utility is not available in the Start menu, go to the WEM agent installation folder and
open Citrix.Wem.Agent.Enrollment.RegUtility.exe.

2. In Enrollment Registration Utility, verify that the status of the enrollment key is Installed and
click Enroll Agent.

Note:

If the status of the enrollment key is not Installed, contact your administrator.
3. In the Enroll Agent window, paste the invitation code (copied from the invitation email) and
click Start Enrolling.

If the agent enrolls successfully, you see the following message: The agent was enrolled success-
fully. You can click Close to return to Enrollment Registration Utility, which shows the following

information:

& Enol Agert | () Refresh

L ) | )
Before you can enrol this agent, the status of the enroliment key must be [:'lstaledﬂ
Enroliment key status: Instaled

[
Erroliment status: Enrolled
Customer ID:
Service address:
Enroliment date: Saburday, May 7, 2022
Note:

Enrolling with the bearer token or APl secure client does not require the participation of the en-
rollment key. If you use the Enrollment Registration Utility to check the enrollment status on
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an agent machine enrolled with the bearer token or APl secure client, the Enrollment key status
field appears as Not installed and the Enrollment status field appears as Enrolled.

Enroll with the bearer token or API secure client

To enroll an agent machine, perform the following steps:

1. Sign in to Citrix Cloud and get a bearer token or an API secure client for authentication to the
Citrix APl service. Forinformation about how to generate an APl secure client and a bearer token,
see Get started with Citrix Cloud APIs.

2. Logon to the machine that has the agent installed.

3. Open a command prompt window.

+ To enroll the agent with the bearer token, type the following command:

- Citrix.Wem.Agent.EnrollmentUtility.exe enroll --customer "
customerid"--bearer "bearertoken"--url "api.wem.cloud.com"

Tip:
When using a bearer token, be aware that the base URL is unique for each region.

For more information, see Base URLs. If unspecified, the URL for the US region
(api.wem.cloud.com) is used.

+ To enroll the agent with the API secure client, type the following command:

- Citrix.Wem.Agent.EnrollmentUtility.exe enroll --customer "
customerid"--clientid "clientid"--clientsecret '"clientsecret
"-—authurl "api-us.cloud.com"--url "api.wem.cloud.com"

Tip:

- When using a secure client, be aware that there are two URLs.

- Thefirst URLis the authentication URL, whichis unique for each region. For more
information, see Get started with Citrix Cloud APIs. If unspecified, the URL for the
US region (api-us.cloud.com) is used.

- The second URL is the base URL, which is also unique for each region. For
more information, see Base URLs. If unspecified, the URL for the US region
(api.wem.cloud.com) is used.

Alternatively, in Step 3, create a configuration file in JSON format and use the file with the following
command:
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o Citrix.Wem.Agent.EnrollmentUtility.exe enroll --config "configfilepath

Note:
We recommend that you delete the configuration file after the enrollment because the file con-
tains sensitive information.
The format of the configuration file is as follows:
Tip:

When using a bearer token or secure client, you can leave the corresponding fields empty.

"CustomerId": The Citrix Cloud™ customer 1ID,
"ClientId": The secure client ID of the Citrix Cloud API client,

"ClientSecret": The secure client secret of the Citrix Cloud API
client,

"AuthUrl": The base URL of the Citrix Cloud API used to get the
bearer
token,
"BearerToken": The Citrix Cloud bearer token,
"BaseUrl": The base URL of the WEM RESTful APIs
}

Example output:
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B8 Administrator: CMD S O X

.EnrollmentUtility.exe s

t.EnrollmentUtility.exe s

Manage the enrolled agent

After enrolling an agent, use the management console to bind it to a desired configuration set for
precise management.

+ Inthe web console, go to Directory Objects and then add the agent machine to a configuration
set. See Directory Objects.

+ In the legacy console, go to Active Directory Objects > Machines and then add the agent ma-
chine to a configuration set. See Active Directory Objects.

+ For information about adding non-domain-joined machines, see Manage non-domain-joined
machines.

Note:

+ After you add an enrolled non-domain-joined machine, the agent first registers with the
Default Site configuration set or the Unbound Agents configuration set (if enabled). After
the agent is registered, you can add the machine to other configuration sets.

Key creation and rotation

Aservice key is created in the cloud when an agent enrolls into WEM successfully. Consider the follow-
ing rules:

+ The key expires in 90 days. After it expires, the agent must connect to the WEM service to ro-
tate the key. By default, the agent automatically connects to rotate the key 14 days before the
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expiration.

+ The expired key is kept for 180 days. The agent must rotate the key within 180 days. After that,
the key will be deleted.

« If the key is deleted, the agent using the key can no longer connect to the WEM service. The
agent must be reenrolled.

Note:

An identity change can cause a mismatch between the service key and the agent identity. An
identity change can occur, for example, when an agent machine joins or leaves a domain. In that
case, you must let the agent connect to the WEM service when the key is still valid so that the

agent can rotate the key.

Enrollment tool

The agent enrollment tool, Citrix.Wem.Agent.EnrollmentUtility.exe, is available in the WEM agent
installation folder. By default, the agent is installed in the following default folder.

o« C:\Program Files (x86)\Citrix\Workspace Environment Management
Agent (on 64-bit OS)

+ C:\Program Files\Citrix\Workspace Environment Management Agent (on
32-bit 0S)

Command-line options with the enrollment tool

The tool has the following options:

Parameter Description

status Displays the current enrollment status of the
agent machine.

enroll Enrolls the agent machine with the Citrix
Workspace™ Environment Management service.

configenrollmentkey Configures the enrollment key.

help Displays more information on a specific
command.

version Displays version information for the tool.

For example, to display agent enrollment status, type the following command:
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« Citrix.Wem.Agent.EnrollmentUtility.exe status

The tool provides the following options for enrollment:

Parameter

—config

-C, —customer
-b, —bearer
—clientid

—clientsecret

—authurl

-u, —url

-f, force

-k, —key
-f, —file

-s, —status
—help

—version

Return codes

The tool can return the following codes:

Code

Description

Reads configurations from a configuration file in
JSON format.
The Citrix Cloud customer ID.

The Citrix Cloud bearer token.
The secure client ID of the Citrix Cloud API client.

The secure client secret of the Citrix Cloud API
client.

The base URL of the Citrix Cloud API used to get
the bearer token. Default:
api-us.cloud.com.

The base URL of the WEM RESTful APIs. Default:
api.wem.cloud.com.

Enrolls the agent machine regardless of its
current enrollment status. Default: false.

Sets the enrollment key.

Reads the enrollment key from a file and sets the
enrollment key.

Shows the current status of the enrollment key.

Displays cmdlet help.

Displays version information for the tool.

Description

No error
Invalid arguments
Insufficient permissions

Agent host service not ready
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Code Description

4 Error while calling remote APIs

100 Unhandled exception

1000 Agent not enrolled

1001 Agent currently enrolled. When enrolling the

agent, the operation is skipped unless the
— force option is specified.
2000 Enrollment key not installed

2001 Enrollment key installed

Unenroll the agent

To unenroll the agent, use the agent installer when uninstalling the agent, with the following com-
mand:

« citrix_wem_agent_bundle.exe /uninstall Disenroll=1
After uninstalling the agent, the following registry key is removed:

+ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\WEM\Agent\Enrollment

Upgrade

September 7, 2025
Note:

Starting with WEM agent 2211.1.0.1, agents download configuration data only when needed.
This enhancement can reduce bandwidth consumption by up to 50%. See What’s new. We rec-
ommend that you upgrade your agents to 2211.1.0.1 or later so that you can reap the benefit.

Citrix® maintains all Workspace Environment Management™ (WEM) service components in your de-
ployment except WEM service agents.

You can upgrade WEM service agents to a newer version without losing any of their existing configura-
tions. This is called an in-place upgrade.

By default, when new versions of the WEM service agent are released, you receive email notifications.
You can choose to unsubscribe if you do not want to receive such emails in the future. To do that, go
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to the WEM service Utilities tab and then click Unsubscribe in the Notifications about new agent
versions section.

Important:

+ Before upgrading a WEM service agent, ensure that no users are logged on. Doing that en-
sures that files on agent machines can be changed during the upgrade process.
+ We recommend that you upgrade the agent to the latest version so that you can use the

most recent features.

Upgrade the agent

1. Download the latest WEM service agent package from the WEM service Utilities tab.
2. Deploy the new WEM service agent on each target machine as described in Install and configure.

Automatic agent upgrade

Note:

If you use the automatic agent upgrade feature to roll out agent upgrades to non-persistent ma-

chines, the upgrades are reverted after the restart of the machines.

You can use the automatic agent upgrade feature to schedule automatic upgrades for the WEM agent.
The feature facilitates regular agent upgrades without the need to roll out agent upgrades manually.
The feature also provides flexibility in upgrading your WEM agents:

+ You can specify a time period for which you want WEM to automatically roll out the upgrade to
all agent machines in a configuration set.
« Alternatively, you can choose to enable users to upgrade the agent manually.

For more information, see Create a WEM Agent upgrade task.

Upgrade the agent on demand

You can upgrade your agents from the console on demand. The option is available in both the legacy
console and the web console. To use the feature:

« In the legacy console, go to Administration > Agents, right-click an agent, and then select Up-
grade agent to latest version. For more information, see Administration.

+ In the web console, go to Monitoring > Administration > Agents, select one or more agents,
click More, and then select Upgrade agent to latest version. For more information, see Ad-

ministration.
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Migrate

September 7, 2025

Important:

+ If you intend to migrate your existing on-premises WEM database into the WEM service,
make sure that you use the latest version of the migration tool.

+ To ensure that the migration tool works as expected, you might must upgrade the .NET
Framework. If you use WEM 1909 or earlier, upgrade to .NET Framework 4.7.1 or later on
the machine where you run the tool.

« We recommend that you run the migration tool on the machine where the infrastructure
serviceisinstalled. Doing so ensures that the infrastructure service can connect to the WEM
database and that the machine on which the infrastructure service is running has the nec-
essary components.

We provide you with a toolkit to migrate your existing on-premises Workspace Environment Manage-
ment™ (WEM) database into the WEM service. The toolkit includes a wizard to generate an SQL file
containing the contents of your WEM database, and a simple way to upload the SQL file to the WEM
service Azure database. This article describes how to complete your on-premises database migration.
Review the entire sequence before starting the migration process so that you know what to expect.

Before you migrate your WEM database, keep the following in mind:

« After your migration completes successfully, all data associated with your current WEM service
database will be lost.

+ You can migrate your WEM database only after your WEM service is successfully provisioned.

+ Before starting the migration process, Citrix® recommends that you back up your on-premises
WEM database.

+ Before starting the migration process, Citrix recommends that you configure your database
maintenance on the Database Maintenance tab. Doing so reduces the size of your WEM data-
base so that you have a better migration experience. For more information on database main-
tenance, see Configure the infrastructure service.

+ If you attempt to migrate your WEM database while the WEM service is upgrading, the following
error message appears in the notifications area in the top-right corner of the Citrix Cloud™ user
interface: “The Workspace Environment Management database migration has failed because
the Workspace Environment Management service is upgrading. Please try again later.”When
this happens, try uploading the SQL file after your WEM service is upgraded successfully. Service
upgrades are also notified in the top-right corner of the Citrix Cloud user interface.
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System requirements

Thetoolkit supports the migration from WEM 4.7 and later. To migrate from an earlier version, upgrade
WEM 4.x to WEM 4.7 or later, and then migrate the database to the WEM service. For more information
on upgrading, see Upgrade a deployment.

Get started

Log on to your Citrix Cloud account. For more information, see What is a Citrix Cloud account.

Migrate your on-premises database
Step 1: Download the migration tool

Download the migration tool (WEM-migration-tool.zip) from the WEM service Utilities tab. Extract the
zip file to a convenient folder.

Note:

Citrix recommends that you run the migration tool on the machine where the infrastructure ser-
vice is installed. Doing so ensures that the infrastructure service can connect to the WEM data-
base and the machine on which the infrastructure service is running has the necessary compo-
nents.

Step 2: Export the database data to an SQL file

Run the Citrix WEM Migration Tool.exe contained in the zip file.
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B8] patabase Migration Wizard X

Database Server and Credentials

Server and instance name

Use integrated connection (Windows credentials)
Login

Password

Source

Database name

Target
Browse

Settings

Export logs Export statistics

Cancel

Enter the following data in the wizard:

Server and instance name. Address of the SQL server instance that hosts the database. It must be
reachable from the infrastructure server exactly as typed here.

Use integrated connection (Windows credentials). If selected, allows the Database Migration Wiz-
ard to use the Windows account of the identity it is running under to connect to the SQL server, and
then generate the SQL file containing the contents of your on-premises WEM database. If this Win-
dows account does not have sufficient permissions, run the Citrix WEM Migration Tool.exe using
a Windows account with sufficient privileges, or clear this option and provide an SQL account with
sufficient privileges instead.

Database name. Name of the database to be migrated.
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Target. The desired folder for saving the SQL file containing the contents of your on-premises WEM
database. Use the Browse button to navigate to the folder where you want to save the SQL file.

Export logs. Controls whether to export logs. The logs contain changes made to your WEM agents. If
enabled, the database file to be exported contains the logs. To speed up your migration, we recom-
mend that you do not enable this option.

Export statistics. Controls whether to export agent and user statistics. If enabled, the database file
to be exported contains the statistics. By default, this option is disabled. To speed up your migration,
we recommend that you do not enable this option.

Note:

When saving as a file, your WEM database file is automatically renamed to “Your database
name_upload.7z.”

Click Export to start the database export process or click Cancel to exit the Database Migration Wiz-
ard.

During the export process, the Database Migration Status window appears.

After the export process finishes, click Finish to close the window and to return to the Database Mi-
gration Wizard.

Note:

+ Depending on your database size, the export process can take from a few seconds to a few
minutes or even a few hours.

« If you close the Database Migration Status window when the database export is in
progress, you return to the Database Migration Wizard, but the Export button is disabled
because the database export process continues in the background. To stop the export
process completely, click Cancel.

If there are errors during export, check the Citrix WEM Migration Tool Debug Log file in the migration
tool folder that contains the Citrix WEM Migration Tool.exe.

Step 3: Upload the SQL file into your WEM service database
Important:

Do not close the Workspace Environment Management service page before the upload finishes.
Otherwise, your SQL file cannot be uploaded successfully.

1. Onthe WEM service Utilities tab, click Upload to start the upload process.
2. Click Choose File on the Upload SQL file page and then select the SQL file to be uploaded.
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3. Click OK to start the upload and to return to the WEM service Utilities tab.

After you return to the WEM service Utilities tab, the progress message appears under Upload, which

updates as the upload progresses. After your SQL file is uploaded successfully, the migration process
starts automatically.

Note:

After your SQL file is uploaded successfully, you must wait 10 minutes before you can upload
again.

After migration

You receive a notification message a few hours later, communicating the result of the migration to
you. See notifications in the top-right corner of the Citrix Cloud user interface. After the migration
completes successfully, perform the following steps on the Manage tab to view the data migrated
from your on-premises WEM database.

Step 1: Load the migrated data into the WEM service console

1. In Manage > Legacy Console, hover over the hamburger menu.

Qverview Manage v Utilities
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2. Click the Citrix Workspace™ icon.
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3. Click the ellipsis icon to expand additional options.
4. Click Log Off to disconnect from the WEM service.

5. Refresh your browser window to reconnect to the WEM service and to view the data migrated
from your on-premises WEM database.

Step 2: Switch to service agent mode

Usethe agent switch feature to switch from on-premises to service agent mode. Forinformation about
the agent switch, see Agent Switch.

Important:

The agent switch feature is available in Workspace Environment Management 1909 and later. For
earlier versions, you must reinstall the agent or upgrade it to version 1909 or later before using
the agent switch.

Alternatively, you can download the agent from the service’s Utilities tab and then manually reinstall
the agent.

Manage (legacy console)

September 7, 2025

Start the administration console

1. Logon to your Citrix Cloud™ account.
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2. Inthe Workspace Environment Management™ (WEM) service tile, click Manage.
3. In Overview, click Manage Service or click the Manage tab.

Configure your deployment

Use the Manage tab to configure WEM settings.

« Click items in the lower-left-hand pane to display their subsections.

« Click subsection items to populate the main window area with appropriate content.

« Change configuration as needed. Forinformation about settings you can use, see user interface
description (legacy console)

Get started with your WEM service

1. Verify that the agent is configured properly.

a) Download the agent from the Utilities tab of the WEM service.
b) Install the agent and configure Citrix Cloud Connectors during agent installation.
c) Restart the agent host to complete the installation.

2. Add the agent host to a configuration set.

a) In this console, select or create a configuration set to which you want to add the agent
host.

b) Navigate to Active Directory Objects > Users and then click Add to add a user or user
group.

c) Navigate to Active Directory Objects > Machines and then click Add OU or Add Object
to add the agent host.

3. Configure settings in this console as needed.

+ To optimize user environments for better performance, navigate to System Optimization
and configure settings such as CPU and memory management, and Citrix® optimizer.

+ To configure user profiles, navigate to Policies and Profiles and configure Profile Manage-
ment and other settings.

« To control user activities, navigate to Security and configure settings such as application
security and privilege elevation.

+ To create actions, navigate to Actions. Actions include managing group policy settings,
applications, printers, network drives, and more. Use Assignments to make actions avail-
able to users or user groups.
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Import recommended settings

Note:

If you have multiple configuration sets, you need to import recommended settings for each.

You can import Citrix-recommended settings into your configuration set and then adjust and apply
them as needed. The recommended settings are provided with the WEM agent package. To download
the package, go to Citrix Cloud > WEM service > Utilities.

| |ﬂ = | Default Recommended Settings
Home Share View

« v ?F » Workspace-Environment-Management-Agent-2211.1 » Configuration Templates » Default Recommended Settings I v O
() MName Date modified Type Size
3 Quick access .
_ | VUEMAgentSettings XML File BKE
@ OneDrive - Citrix | VUEMSystemMenitoringSettings XML File 5KB
I3 This PC mj WUEMSystemUtilitiesSettings XML File KB
[ Desktep
@ Documents
& Downloads b4
3 items

To import recommended settings, use Restore, available in the ribbon of the console. Before you start,
first upload default recommended settings into WEM. See Upload files.

Cih’l)'( Workspace Environment Management

Overview Manage v Utilities Documentation

Configuration Set| My config set @ Delete | 8 Badap

_ Quick Start
@ Eit £ Refiech [
L ) | )
[ Action Groups et s with your Workspace Environment Management service
) Get started with Works E tM t

‘Workspace Environment Management is a ightweght user environment management solution designed to let you

L5 Group Policy Settings deliver the best possible warkspace experience to users

iy Applcations
i 1 Verify that the agent is configured properly.
£ Printers 1. Dowrnload the agent from the Downloads tab of the WEM servica.
< n 2. Install the agent and configure Citrix Cloud Connectors during agent installation.
2 Network Drives 3. Restart the agent host io complete the instalation.
g Virtual Drives
& Registry Entries 3) Add the agent host to a configuration set.
- L In this console, select or oreate a configuration set to which you want to add the agent host.

&l Environ 2
% Environment Variables 2. Navigate to Actve Directory Objects > Users and then click Add to add a user or user group

‘ | Actions | 3. Navigate to Active Directory Objects > Machines and then dick Add OU or Add Object to add the agent host.
| L] Filters | 5 )
§) Configure settings in this console as needed.

| Assignments | - To optimize user environments for better performance, navigate to System Optimization and configure settings such as CPU and memory management, and Citrix

optimizer.

-To configure user profies, navigate to Pocies and Profiles and configure Profie Management and ather setfings
| &) System Optimization | - To control user activities, navigate to Security and configure settings such as application security and privilege elevation.

1 - To areate actions, navigate to Actions. Actions indude managing group policy settings, apolications, printers, network drives, and more. Use Assignments to make actions
| Policies and Profiles | avallable to users or user groups.

|l Security | b

| | Active Directory Objects |
| L Transformer Settings |

L| Advanced Settings |

| £ Administration | @
| Monitoring |
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[y

. Under the target configuration set, click Restore. The Restore wizard appears.
2. Onthe Select what to restore page, select Settings and then click Next.
3. Onthe Restore settings page, click Next.

4. Onthe Source page, select DefaultUploadFolder to restore the settings from.

BH Restore Wirard

Source

Restore from folder
| DefaultlpoadFolder -

Settn | | |I Find ||

T ——

F ting || System Monitoring Settings

- Previous 4 EX p-Cancel g

5. On the Source page, select System Optimization Settings, Agent Configuration Settings,
and System Monitoring Settings, and then click Next.

Note:

The three options let you import all Citrix-recommended settings. For example, the Sys-
tem Optimization Settings option lets you apply basic system optimization settings to
the configuration set. Basic settings include CPU spike protection, auto-preventing CPU
spikes, and intelligent CPU optimization.
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E Restore Wirard

Source

Restore from folder
DefautiploadFolder

Setting Type Selection

Select setting types to restore

| System Optimization Setfings

+| Agent Configuration Settings

¥| System Monitoring Settings:

Actions

Previous | MNext | Cancel

6. On the Restore settings processing page, click Restore Settings to start the import.
7. Click Yes to confirm the action.

8. Click Finish.
In addition to recommended settings, the WEM agent package also includes the following settings:

+ Environment Lockdown Sample > VUEMEnvironmentalSettings. Use this file to import en-
vironment settings. To do so, repeat the steps above, minding the following:

- Onthe Source page, select Environmental Settings.

« Sample Applications > VUEMApplications. Use this file to import sample applications. To do
so, repeat the steps above, minding the following:

- Onthe Select what to restore page, select Actions and then click Next.
- Onthe Source page, select Applications.

- On the Actions Selection page, select the actions you want to import.
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Type
Applicatian
Applicatan

p Select Al 4 ,Deaelect-il4 [F] Update Existing Action

- On the Restore actions processing page, click Restore Actions to start the import.
Note:

The following are the configuration template files for the WEM.

+ VUEMAgentSettings.xml: This file includes some agent settings, you can view them in the
Advanced Settings - Configuration and Ul Agent personalization panel after importing
the file.

+ VUEMSystemMonitoringSettings.xml: This file includes some system monitoring config-
uration settings, you can view them in the Monitoring - Configuration panel after import-
ing the file.

« VUEMSystemUtilitiesSettings.xml: This file includes some system optimization settings,
you can view them in System Optimization - CPU Management and Memory Manage-
ment after importing the file.

+ VUEMEnvironmentalSettings.xml: This file includes some environmental settings. You
can view them in Policies and Profiles - Environmental Settings after importing the file.

« Sample Applications: This file includes two WEM actions - Notepad and Calculator. You
can view them in the Actions panel - Actions > Applications after importing the file.
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Ribbon

September 7, 2025
The ribbon contains the following controls:

Configuration set. Switches from one Workspace Environment Management™ (WEM) site (configura-
tion set) to another.

Create. Opens the Create configuration set window.
Name. Site name as it appears in the site list in the Ribbon.
Description. Site description as it appears in the site edition window.

Site State. Toggles whether the site is Enabled or Disabled. When Disabled, WEM agents cannot con-
nect to the site.

Edit. Opens the Edit configuration set window, with similar options to the Create configuration set
window.

Delete. Deletes the site. You cannot delete “Default site”because WEM relies on it to function. You
can, however, rename it.

Refresh. Refreshes the site list. The list does not refresh automatically when sites are created from
different administration consoles.

Backup. Opens the Backup wizard to save a backup copy of your current configuration to the WEM
administration console machine. You can back up actions, settings, security settings, and Active Di-
rectory (AD) objects.

+ Actions. Backs up selected WEM actions. Each type of action is exported as a separate XML file.

+ Settings. Backs up selected WEM settings. Each type of setting is exported as a separate XML
file.

+ Security Settings. Backs up all settings present on the Security tab. Each type of rule is ex-
ported as a separate XML file. You can back up the following items associated with a configura-
tion set:

- AppLocker Rule Settings
- Privilege Elevation Settings
- Process Hierarchy Control Settings

+ AD objects. Backs up the users, computers, groups, and organizational units that WEM man-
ages. The Backup wizard lets you specify which type of AD objects to back up. There are two
types of AD objects:
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- Users. Single users and user groups
- Machines. Single machines, machine groups, and OUs

Note:
You can name your backup copy, but you cannot specify the location where the backup

copy is saved. The backup copy is automatically saved to a default folder in Citrix Cloud.

+ Configuration set. Backs up the WEM configuration set you selected. Each type of configura-
tion set is exported as a separate XML file. You can back up only the current configuration set.
You can back up the following items associated with a configuration set:

Actions

AppLockers

Assignments (related to actions and action groups)
Filters

Scripted task settings
Users
Settings (WEM settings)

You cannot back up the following:

- AD objects related to machines (single machines, machine groups, and OUs)
- Monitoring data (statistics and reports)
- Agents registered with the configuration set

Restore. Opens the Restore wizard to revert to a previously backed up version of your WEM service
configuration. When prompted, select the applicable backup copy from the drop-down list. Select a
Citrix Cloud folder containing the backup. You can also restore settings from a backup file.

+ Actions. Restores selected WEM actions.
+ Settings. Restores selected WEM settings.

« Security Settings. Restores all settings present on the Security tab. The settings in backup files
replace the existing settings in your current configuration set. When you switch to or refresh
the Security tab, invalid application security rules are detected. Those rules are automatically
deleted. Deleted rules are listed in a report that you can export if needed. The Restore wizard
lets you select what to restore:

- AppLocker Rule Settings
- Privilege Elevation Settings

* Overwrite Existing Settings. Controls whether to overwrite existing privilege eleva-
tion settings when there are conflicts.

- Process Hierarchy Control Settings
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* Overwrite Existing Settings. Controls whether to overwrite existing process hierar-
chy control settings when there are conflicts.

In the Confirm Application Security Rule Assignment dialog, select Yes or No to indicate how
you want the Restore wizard to handle application security rule assignments:

- If you select Yes, restore attempts to restore rule assignments to users and user groups
in your current site. Reassignment succeeds only if the backed-up users or groups are
present in your current site or AD. Any mismatched rules are restored but remain unas-
signed, and they are listed in a report dialog which you can export in CSV format.

- If you select No, all rules in the backup are restored without being assigned to users and
user groups in your site.

+ AD objects. Restores the backed-up AD objects to the existing site. The Restore wizard gives
you granular control over AD objects to be imported. On the Select the AD objects you want
to restore page, you can specify which AD objects you want to restore and whether to overwrite
(replace) existing WEM AD objects.

+ Configuration set. Restores the backed-up configuration set to WEM. You can restore only one
configuration set at a time. It might take some time for the WEM administration console to re-
flect the configuration set you restored. To view the restored configuration set, select it from the
Configuration set menu in the Ribbon. When restoring a configuration set, WEM automatically
renames it to <configuration set name>_1 if a configuration set with the same name
already exists.

Note:

+ Restored actions are added to existing site actions.

+ Restored settings replace existing site settings. However, user store credentials are added
to or replace existing user store credentials.

 Restored AD objects are added to or replace existing site AD objects, depending on whether
you select Overwrite mode in the AD objects page of the Restore wizard.

+ Ifyou select Overwrite mode, all existing AD objects are deleted before the restore process

starts.

Migrate. Opens the Migrate wizard to migrate a zip backup of your Group Policy Objects (GPOs) to
WEM.

Important:

« The Migrate wizard migrates only the settings (GPOs) that WEM supports.
« Citrix® recommends that you back up your existing settings before you start the migration

process.

Citrix recommends that you perform the following steps to back up your GPOs:
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1. Open the Group Policy Management Console.

2. In the Group Policy Management window, right-click the GPO you want to back up and then
select Back Up.

3. Inthe Back Up Group Policy Object window, specify the location where you want to save the
backup. Optionally, you can give the backup a description.

4. Click Back Up to start the backup and then click OK.
5. Navigate to the backup folder and then compress it into a zip file.
Note:

WEM also supports migrating zip files that contain multiple GPO backup folders.

After you back up your GPOs successfully, use Upload (available in the menu on the WEM service Man-
age tab) to upload the zip file of your GPOs to the default folder in Citrix Cloud. After that completes
successfully, click Migrate. On the File to Migrate page, select the applicable file from the list. You
can also type the name of the file and then click Find to locate it.

« Overwrite. Overwrites existing WEM settings (GPOs) when there are conflicts.

« Convert. Converts your GPOs to XML files suitable for import to WEM. Select this option if you
want to have granular control over settings to be imported. After the conversion completes
successfully, use the Restore wizard to manually import the XML files.

Note:

You can name the output folder, but you cannot specify the names for the files to be saved.

Quick Start. Opens the quick-start page that provides information necessary for you to get started
with the WEM service. Follow the on-screen instructions to start configuring your WEM deployment.

Restore settings from a backup file
Warning:

When you restore settings, the current settings in your Workspace Environment Management
service are overwritten.

The on-premises Workspace Environment Management Backup wizard backs up the current config-
uration set to a special XML format file. You can restore (apply) the settings in the file to the current
configuration set in your Workspace Environment Management service, using the following steps:
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1. In the Workspace Environment Management service Manage tab, open the Citrix Workspace™
app for the HTML5 session toolbar.

Qverview Manage v Utilities Documentation

2. Use Upload to upload the XML backup file to a Citrix Cloud folder. The default folder is Default-
UploadFolder.

3. Use the Workspace Environment Management service Restore wizard to restore from the Citrix
Cloud folder.

Actions

September 7, 2025

Workspace Environment Management™ service streamlines the workspace configuration process by
providing you with easy-to-use actions. The actionsinclude managing applications, printers, network
drives, external tasks, and more. You can use assignments to make actions available to users. Work-
space Environment Management service also provides you with filters to contextualize your assign-
ments.

+ Actions include managing:

- Action Groups

- Group Policy Settings
- Applications

- Printers

- Network Drives

- Virtual Drives

- Registry Entries

- Environment Variables
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- Ports

- IniFiles

- External Tasks

- File System Operations
- User DSN

- File Associations

« Filters

« Assignments

Action Groups

November 28, 2024

The action groups feature lets you first define a group of actions and then assign all the defined actions
in the action group to a user or user group in a single step. With this feature, you no longer have to
assign each action presentin the Actions pane one by one. As a result, you can assign multiple actions
in a single step.

Note:

+ You can now view group actions with the new assignment group feature available in the
web console, where you can find your existing action groups. The action groups you cre-
ated and assigned before will still work, but they can no longer be edited or assigned in
the legacy console. To avoid assignment conflicts and take advantage of the new enhance-

ments, we recommend that you unassign the action groups in the legacy console and man-
age them in the web console.

+ You can use dynamic tokens to extend Workspace Environment Management actions to
make them more powerful.

Action group list
Action groups

Displays a list of your existing action groups. Use Find to filter the list by name, display name, or
description.

Actions
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Important:

« The action group includes only actions already present in each action category (applica-
tions, printers, and network drives, and so on). For example, unless you have added appli-
cations on the Application List tab, the action groups on the Action Group List tab do not
display any applications available for you to assign under Applications.

« If you configure the options for actions in an assigned action group (Action Group List >
Name > Configured), the configured options will not impact the users to which the action
group is assigned.

The Actions section displays the actions available to you. You can perform the following operations:

+ Add. Lets you create an action group that contains all the actions you want to assign to a user
or user group.

« Edit. Lets you edit an existing action group.

+ Copy. Lets you replicate an action group from an existing one.

+ Delete. Lets you delete an existing action group.

To create an action group, follow the steps below.

1. On the Administration Console > Actions > Action Groups > Action Group List tab, click Add.
2. In the New Action Group window, type the required information, select the applicable option
from the dropdown, and then click OK.

To edit an action group, select the applicable group from the list and then click Edit.

To clone an action group, select the group you want to clone and then click Copy. Note that the clone
is automatically created after you click Copy. The clone inherits the name of the original and has a
suffix “-Copy.”You can click Edit to change the name.

Note:

When you clone an action group, actions (if any) associated with the Network and Virtual Drives
are not cloned unless the Allow Drive Letter Reuse in assignment process option is enabled.
To enable that option, go to the Advanced Settings > Configuration > Console Settings tab.

To delete an action group, select the applicable group from the list and then click Delete.
Note:

If you delete or edit an action group that is already assigned, the changes you make will impact
all users to which the group is assigned.

Fields and controls

Name. The display name of the action group, as it appears in the action group list.
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Description. Lets you specify additional information about the action group.

Action Group State. Toggles the action group between enabled and disabled state. When disabled,
the agent does not process the actions included in the action group even if you assign that action
group to a user or user group.

Configuration

Lets you search for the specific action that you want to assign or you have configured. Use Find to
filter the option by name, display name, or description.

Available. These are the actions available to you to add to the action group you created.

Click the plus sign to expand the actions under the specific action category. Double-click an action or
click the arrow buttons to assign or unassign it.

Note:

« If you add an action to an action group that is already assigned to users, the action will be
assigned to those users automatically.

+ Ifyou delete an action from an action group that is already assigned to users, the action will
be unassigned from those users automatically.

Configured. These are the actions already assigned to the action group you created. You can expand
individual actions to configure them. You can also configure the options for each specific action; for
example, application shortcut locations, default printers, drive letter, and so on.

Assignments

Important:

If you configure the options for actions in an assigned action group in the Assigned pane on the
Action Assignment tab, the configured options will automatically impact the users to which the
action group is assigned.

After you finish configuring the actions for the action group on the Actions > Action Groups > Action
Group List tab, you might want to assign the configured actions to the applicable user or user group.
To do so, go to the Assignments > Action Assignment > Action Assignment tab. On that tab, double-
click a user or user group to see the Action Groups node in the Available pane that contains the action
groups you created. You can click the plus sign next to the Action Groups node to view the action
groups you created. Double-click an action group or click the arrow buttons to assign or unassign it.
When you assign an action, you are prompted to select the rule you want to use to contextualize that
action.
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For more information about how assignments work, see Assignments.

When assigning action groups, there are several scenarios to be aware of:

+ If you assign an action group, all actions included in it are assigned.

« One or more actions might overlap in different action groups. For overlapping action groups,
the group that is processed last overwrites groups that were processed earlier.

« After the actions in an action group are processed, consider assigning the actions that overlap
with those in another action group. In this case, the unassigned actions overwrite those that
were processed earlier, resulting in the actions processed later being unassigned. The other
actions remain unchanged.

Example scenario

For example, to use the action groups feature to assign two applications (iexplore.exe and calc.exe)
to a user at one time, follow the steps below.

1. Go to the Administration Console > Actions > Applications > Application List tab and then
add the applications (iexplore.exe and calc.exe).

Citrix Workspace Environment Management [= [ =
: - set| Defalt Ste .
E |@ Configuration | D
-~ & Create "
g e
b= Disconnect & Edt (! Refresh || J" Restore
[ Infa ol Bl 5
'ﬁ Action Groups Applications
EN— EEET T T T
:a.é. Printers
MName Description State
& Network Drives n T i
| e Virtual Drives @ Calcuiator example v

| &) Registry Entries

W Environment Variables ~

riQAclions 1

| Filters

[ Assignments

L System Optimization

|| Policies and Profiles

[ security
| Active Directory Objects

|| Transformer Settings

[L] Advanced Settings

|| Administration Actions

[Z] Monitoring

€ Current access level - Global Full Access
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2. Gotothe Administration Console >Actions > Action Groups > Action Group List tab and then
click Add to create an action group.

Action Group List

Action Groups

&9 Network Drives

e Virtual Drives

&) Registry Enties

ﬂ Environment Variables ~

Actions |

||| Avalable: Configured;

L Administration

- [ Monitoring

@ Current access level : Global Full Access g

3. On the Action Group List tab, double-click the action group you created to display the action
list in the Available and Configured panes.
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& Printers
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g Virtual Drives
@) Registry Eniries

ﬂ Environment Variables

Action group 1
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| i e
Avalable: Configured:
= Applications 1 Appiications
| (@ Cakulator = Printers
g Intermet Explarer - Drives
L Printers L= Metwork
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| Network | Regstry Entries
S Vit | Emvironment Variables
| Registry Entries L= Ports

~~|_ Environment Varisbles
“o IniFiles

2 External Tasks
----- | Folders and Fles

L Tni Files

© Current access level : Global Full Access

4. In the Available pane, double-click each application to move it to the Configured pane. You

can also do so by selecting the application and then clicking the right arrow.
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Create Desktop and Pin To TaskBar.

5. In the Configured pane, configure the options for each application. In this example, enable
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— - | External Tasks i % Create Deskiop
- [ Active Directory Objects {2 Folders and Fies @) Create Quick Launch
- L UserDSN ) Create StartMenu
[ Transformer Settings | Fie Assacistions -8
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@ Current access level : Global Ful Access ;

6. Go to the Administration Console > Assignments > Action Assignment tab and then double-

click the applicable user to display the action group in the Available and Assigned panes.
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[# Modeling wizard

Priority

Assignments
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- [ Actions . [#-{2 Action group L
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- [ Active Directory Objects
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- [ advanced Settings
- [ Administration
0 ﬁ Monitoring

© Current access level : Gobal Ful Access _;

7. Inthe Available pane, double-click the action group you created (in this example, Action group
1) to move it to the Assigned pane. You can also do so by selecting the action group and then
clicking the right arrow.
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Assignments
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8. Inthe Assign Filter window, select Always True and then click OK.

€ Current access level : Gobal Ful Access
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@ Current access level : Gobal Ful Access

9. Go to the Administration Console > Administration > Agents > Statistics tab and then click
Refresh.
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10. Right-click the agent and then select Refresh Workspace Agent(s) in the context menu.

€ Current access level - Global Ful Access.

11. Onthe machine where the agent is running (agent host), verify that the configured actions are
taking effect.

In this example, the two applications are successfully assigned to the agent host, and their shortcuts
are added to the desktop and pinned to the taskbar.

Group Policy Settings

May 8, 2024
Important:

WEM service currently supports adding and editing only Group Policy settings associated with
the HKEY_LOCAL_MACHINE and the HKEY_CURRENT _USER registry hives.

In previous releases, you could migrate only Group Policy Preferences (GPP) into Workspace Environ-
ment Management (WEM). For more information, see the description of the Migrate wizard in Ribbon.
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You can now also import Group Policy settings (registry-based settings) into WEM.

After importing the settings, you can have an itemized view of the settings associated with each GPO
before you decide which GPO to assign. You can assign the GPO to different AD groups, just like you
assign other actions. If you assign GPOs to an individual user directly, the settings do not take effect.
A group can contain users and machines. Machine-level settings take effect if the related machine
belongs to the group. User-level settings take effect if the current user belongs to the group.

Tip:

For machine-level settings to take effect immediately, restart the Citrix WEM Agent Host Service.
For user-level settings to take effect immediately, users must log off and log back on.

Group Policy settings
Note:
For WEM agents to process Group Policy settings properly, verify that Citrix WEM User Logon Ser-

vice is enabled on them.

Enable Group Policy Settings Processing. Controls whether to enable WEM to process Group Policy
settings. By default, this option is disabled. When disabled:

+ You cannot configure Group Policy settings.
« WEM does not process Group Policy settings even if they are already assigned to users or user
groups.

Group Policy object list

Displays a list of your existing GPOs. Use Find to filter the list by name or description.

+ Refresh. Refreshes the GPO list.

« Import. Opens the Import Group Policy Settings wizard, which lets you import Group Policy
settings into WEM.

« Edit. Lets you edit an existing GPO.

+ Delete. Deletes the GPO you select.

Import Group Policy settings

Before importing Group Policy settings, back up your Group Policy settings on your domain
controller:

1. Open the Group Policy Management Console.
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2. In the Group Policy Management window, right-click the GPO you want to back up and then
select Back Up.

3. In the Back Up Group Policy Object window, specify the location where you want to save the
backup. Optionally, you can give the backup a description.

4. Click Back Up to start the backup and then click OK.
5. Navigate to the backup folder and then compress it into a zip file.
Note:

WEM also supports importing zip files that contain multiple GPO backup folders.

To import your Group Policy settings, complete the following steps:

1. Use Upload, available in the menu on the WEM service Manage tab, to upload the zip file of your
GPOs to the default folder in Citrix Cloud.

2. Navigate to the Administration Console > Actions > Group Policy Settings tab, select Enable
Group Policy Settings Processing, and then click Import to open the import wizard.

3. On the File to Import page of the import wizard, click Browse and then select the applicable
file from the list. You can also type the name of the file and then click Find to locate it.

+ Overwrites GPOs you imported previously. Controls whether to overwrite existing
GPOs.

4. Click Start Import to start the import process.

5. After the import completes, click Finish. Imported GPOs appear on the Group Policy Settings
tab.

Import Group Policy settings from registry files

You can convert registry values that you export using the Windows Registry Editor into GPOs for man-
agement and assignment. If you are familiar with the Import registry files option available with
Registry Entries, this feature:

+ Letsyouimportregistryvaluesunder bothHKEY_LOCAL_MACHINE andHKEY_CURRENT_USER

+ Lets you import registry values of the REG_BINARY and REG_MULTI_SZ types.

« Supports converting delete operations associated with registry keys and values that you define
in .reg files. For information about deleting registry keys and values by using a .reg file, see
https://support.microsoft.com/en-us/topic/how-to-add-modify-or-delete-registry-subkeys-
and-values-by-using-a-reg-file-9c7f37cf-a5e9-elcd-c4fa-2a26218ala23.
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Before you start, be aware of the following:

« Import from a zip file. The zip file can contain one or more registry files. Make sure that the size
of the unzipped files is not greater than 30 M.

+ Each .reg file will be converted into a GPO. You can treat each converted GPO as a set of registry
settings.

« The name of each converted GPO is generated based on the name of the corresponding .reg file.
Example: If the name of the .reg file is test1. reg, the name of the converted GPO is test1.

« Descriptions of converted GPOs are empty. Their state defaults to enabled (check mark icon).
To import your Group Policy settings, complete the following steps:

1. Use Upload to upload the zip backup of your registry files to the default folder in Citrix Cloud.

2. GotoLegacy Console > Actions > Group Policy Settings, select Enable Group Policy Settings
Processing, click the down arrow next to Import, and select Import Registry File.

3. In the wizard that appears, select the file from the list. You can also type the name of the file
and then click Find to locate it.

+ Overwrite existing GPOs. Controls whether to overwrite existing GPOs when conflicts
occur.

4. Click Start Import to start the import process.

5. Afterthe import completes, click Finish. GPOs converted from the registry files appear in Group
Policy Settings.

Edit Group Policy settings

Double-click a GPO from the list for an itemized view of its settings and to edit the settings if needed.

TocloneaGPO,right-click the GPO and select Copy from the menu. The cloneis automatically created
after you click Copy. The clone inherits the name of the original and has a suffix “-Copy.”You can use
Edit to change the name.

The Edit Group Policy Object window appears after you click Edit.
Name. The name of the GPO as it appears in the GPO list.
Description. Lets you specify additional information about the GPO, which appears in the GPO list.

Registry Operations. Displays registry operations that the GPO contains.
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Warning:

Editing, adding, and deleting registry-based settings incorrectly can prevent the settings from
taking effect in the user environment.

« Add. Lets you add a registry key.
« Edit. Lets you edit a registry key.
+ Delete. Lets you delete a registry key.

To add a registry key, click Add on the right-hand side. The following settings become available:

« Order. Lets you specify the order of deployment for the registry key.

+ Action. Lets you specify the type of action for the registry key.

Set value. Lets you set a value for the registry key.

Delete value. Lets you delete a value for the registry key.

Create key. Lets you create the key as specified by the combination of the root key and
the subpath.
Delete key. Lets you delete a key under the registry key.

Delete all values. Lets you delete all values under the registry key.

Root Key. Supported values: HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER.

Subpath. The full path of the registry key without the root key. Forexample,if HKEY _LOCAL_MACHINE
\Software\Microsoft\Windows is the full path of the registry key, Software\
Microsoft\Windows isthe subpath.

Value. Lets you specify a name for the registry value. The highlighted item in the following
diagram as a whole is a registry value.

Mame Type Data
REG &2 (value not set)

Type. Lets you specify the data type for the value.

- REG_SZ. This type is a standard string used to represent human readable text values.

- REG_EXPAND_SZ. This type is an expandable data string that contains a variable to be
replaced when called by an application. For example, for the following value, the string
“%SystemRoot%”will be replaced by the actual location of the folder in an operating sys-
tem.

- REG_BINARY. Binary data in any form.

- REG_DWORD. A 32-bit number. This type is commonly used for Boolean values. For ex-
ample, “0”’means disabled and “1”means enabled.

- REG_DWORD_LITTLE_ENDIAN. A 32-bit number in little-endian format.
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- REG_QWORD. A 64-bit number.

- REG_QWORD_LITTLE_ENDIAN. A 64-bit number in little-endian format.

- REG_MULTI_SZ. This type is a multistring used to represent values that contain lists or
multiple values. Each entry is separated by a null character.

«+ Data. Letsyou type data corresponding to the registry value. For different data types, you might
need to type different data in different formats.

Your changes might take some time to take effect. Keep the following in mind:

+ Changes associated with the HKEY_LOCAL_MACHINE registry hive take effect when Citrix
WEM Agent Host Service starts or the specified SQL Settings Refresh Delay times out.

+ Changes associated with the HKEY_CURRENT_USER registry hive take effect when users log
on.

Contextualize Group Policy settings

You can make Group Policy settings conditional by using a filter to contextualize their assignments.
A filter comprises a rule and multiple conditions. The WEM agent applies the assigned Group Policy
settings only when all conditions in the rule are met in the user environment at runtime. Otherwise,
the agent skips those settings when enforcing filters.

A general workflow to make Group Policy settings conditional is as follows:
1. Inthe administration console, navigate to Filters > Conditions and define your conditions. See
Conditions.

Important:

Foracomplete list of filter conditions available, see Filter conditions. Group Policy settings
comprise user and machine settings. Some filter conditions apply only to user settings.
If you apply those filter conditions to machine settings, the WEM agent ignores the filter
conditions and applies the machine settings. For a complete list of filter conditions that
do not apply to machine settings, see Filter conditions not applicable to machine settings.

2. Navigate to Filters > Rules and define your filter rule. You can include the conditions you de-
fined in Step 1 into that rule. See Rules.

3. Navigate to Actions > Group Policy Settings and configure your Group Policy settings.

4. Navigate to Administration Console > Assignments > Action Assignment and complete the
following:

a) Double-click the user or user group to which you want to assign the settings.

b) Select the application and click the right arrow (>) to assign them.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 167


https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/filters.html#conditions
https://docs.citrix.com/en-us/workspace-environment-management/service/reference/filter-conditions.html
https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/filters.html#rules

Workspace Environment Management™ service

¢) Inthe Assign Filter window, select the rule you defined in Step 2 and then click OK. The
settings move from the Available pane to the Assigned pane.

d) In the Assigned pane, configure priority for the settings. Type an integer to specify a
priority. The greater the value, the higher the priority. Settings with higher priority are
processed later, ensuring that they are in effect when there is a conflict or dependency.

Filter conditions not applicable to machine settings

Filter name Applicable to machine settings
ClientName Match No

Client IP Address Match No

Registry Value Match If you configure a registry value starting with

HKCU, the Registry Value Match filter does not
work if applied to machine settings.

User Country Match No
User Ul Language Match No
User SBC Resource Type No
Active Directory Path Match No
Active Directory Attribute Match No
No ClientName Match No
No Client IP Address Match No
No Registry Value Match No
No User Country Match No
No User Ul Language Match No
No Active Directory Path Match No
No Active Directory Attribute Match No
Client Remote OS Match No
No Client Remote OS Match No
Active Directory Group Match No
No Active Directory Group Match No
Published Resource Name No
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Applications

September 7, 2025
Controls the creation of application shortcuts.
Tip:

+ You can use the Full Configuration management interface of Citrix DaaS to edit the appli-
cation settings and then add an executable file path that points to VUEMAppCmd.exe.
VUEMAppCmd.exe ensures that the Workspace Environment Management agent finishes
processing an environment before Citrix DaaS (formerly Citrix Virtual Apps and Desktops
service) and Citrix Virtual Apps and Desktops published applications are started. For more

information, see Editing application settings using the Full Configuration management
interface.

+ You can use dynamic tokens to extend Workspace Environment Management actions to
make them more powerful.

Application list

Displays a list of your existing application resources. You can use Find to filter the list by name or ID.

A general workflow to add and assign an application is as follows:

1. Go to the Administration Console > Actions > Applications > Application List tab, click Add.
Alternatively, right-click the blank area and then select Add in the context menu. The New Ap-
plication window appears.

a) On the General tab, type the required information and select an application type as
needed.

b) On the Options tab, add an icon for the application and configure settings as needed.
¢) Onthe Advanced Settings tab, configure more options for the application.

d) Click OK to save changes and to exit the New Application window.
2. Gotothe Administration Console > Assighments > Action Assignment tab.
a) Double-click the user or user group to which you want to assign the application.

b) Select the application and click the right arrow (>) to assign it.

c) Inthe Assign Filter window, select Always True and then click OK. The application moves
from the Available pane to the Assigned pane.
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d) Inthe Assigned pane, configure one or more of the following options for the application:
Create Desktop, Create Quick Launch, Create Start Menu, Pin To TaskBar, Pin To Start
Menu, and Auto Start.

The assignment might take some time to take effect, depending on the value you specified for SQL
Settings Refresh Delay on the Advanced Settings > Configuration > Service Options tab. Perform
the following steps for the assignment to take effect immediately if needed.

1. Go to the Administration Console > Administration > Agents > Statistics tab and then click
Refresh.

2. Right-click the agent and then select Refresh Workspace Agent(s) in the context menu.

The General tab

Name. The display name of the application shortcut, as it appears in the application list.
Description. Lets you specify additional information about the application.

Application Type. The type of application the shortcut opens. The user interface differs depending
on your selection.

« Installed application. Lets you create a shortcut that opens an application installed on the
user’s machine. If selected, prompts you to complete the following:

- Command Line. Type the full path of the application that resides on the user’s machine.
Click Browse to see the listed applications and to understand the file path format.

- Working Directory. Type the full path to a folder on the user’s machine as aworking folder
for the application. This field populates automatically after you type the full path in the
Command Line field.

- Parameters. Type launch parameters for the application if needed.

« File/Folder. Lets you create a shortcut that opens the target file or folder on the user’s machine
when a user clicks the shortcut icon. If selected, prompts you to complete the following:

- Target. Type the full path to the target file or folder.

Note:

While using a non-domain-joined agent, Application Type such as, File/Folder in WEM
might not work, if the Target is a network share.

+ URL. Letsyou add the URL of an application. If selected, prompts you to complete the following:

- Shortcut URL. Type the URL of an application.
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« StoreFront™ store. Lets you add an application that is based on a StoreFront store. If selected,
prompts you to complete the following:

- Store URL. Type the URL of a StoreFront store containing the resource you want to start
from the shortcut.

- Store Resource. Add the resource (available from the StoreFront store) that you want to
start from the shortcut. Click Browse to browse and select the resource.

Tip:

To add an application based on a StoreFront store, you must provide valid credentials. A
dialog appears the first time you click Browse to view store resources. The dialog prompts
you to type credentials that you use to log on to Citrix Workspace™ app for Windows. After
that, the Store Resources window appears, displaying a list of published applications re-
trieved by Citrix Workspace app for Windows running on the WEM administration console
machine.

Start Menu Integration. Lets you specify where to create the application shortcut on the left side of
the Start menu. By default, a new shortcut is created in Programs. To create a custom folder for a
shortcut, perform these steps:

1. Click Select path to open the Start Menu Path Selection window.

2. In that window, right-click Programs and click Add from the context menu. The Create New
Start Menu Folder window appears.

3. Inthat window, specify a folder name, click OK.

4, Click Select to exit the Start Menu Path Selection window.

The Options tab

Icon File. Lets you add an icon for the application. Click Select Icon to type the full path for the icon
file you uploaded, select the path from the list, and then click Load. For more information, see To
select anicon. Icons are stored in the database as strings.

+ High Resolution Icons Only. Displays only high-definition icons in the list.

Icon Index. This field automatically populates.

Application State. Controls whether the application shortcut is enabled. When disabled, the agent
does not process it even if it is assigned to a user.

+ Maintenance Mode. When enabled, prevents users from running the application shortcut. The
shortcut icon contains a warning sign to indicate that the shortcut is unavailable. If users click
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the shortcut, a message appears, notifying them that the application is unavailable. This op-
tion lets you proactively manage scenarios where published applications are in maintenance
without disabling or deleting those application shortcuts.

Display Name. The name of the shortcut, as it appears in the user environment.

Hotkey. Lets you specify a hotkey for the user to launch the application with. Hotkeys are case sensi-
tive and typed in the following format (for example): Ctrl + Alt + S.

Action Type. Describes what type of action this resource is.

The Advanced Settings tab

Enable Automatic Self-Healing. When selected, the agent automatically recreates application short-
cuts on refresh if the user has moved or deleted them.

Enforce Icon Location. Lets you specify the exact location of the application shortcut on the user’s
desktop. Values are in pixels.

Windows Style. Controls whether the application opens in a minimized, normal, or maximized win-
dow on the user’s machine.

Do Not Show in Self-Services. Hides the application from the agent menu (self-service interface)
accessible from the user’s machine. Users open the agent menu by right-clicking the agent icon in
the taskbar when the session agent is running in Ul mode. If selected, hides the application from both
the My Applications menu and the Manage Applications dialog.

Tip:
The Enable Application Shortcuts option controls whether the My Applications option is avail-
able in the agent menu. The option is available from the Administration Console > Advanced

Settings > Ul Agent Personalization > Ul Agent Options tab. For more information, see Ul
Agent Personalization.

Create Shortcut in User Favorites Folder. Creates an application shortcut in the user’s Favorites
folder.

Start menu view

Displays a tree view of your application shortcut resource locations in the Start menu.
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Refresh. Refreshes the application list.
Move. Opens up a wizard which allows you to select a location to move the application shortcut to.
Edit. Opens up the application edition wizard.

Delete. Deletes the selected application shortcut resource.

Application launcher

Application launcher aggregates all applications you assigned to your users through the administra-
tion console. Using the tool, users can launch all assigned applications in one place.

Tip:

We recommend that you publish this tool as a Citrix® virtual app.

This feature provides the following benefits:

+ Assigned applications can be launched faster.

+ Users can launch all applications assigned to them in one place.

+ Users can quickly access their bookmarked websites. With Profile Management, browser book-
marks can be roamed.

Your users can directly open the application launcher tool (AppLauncherUtil.exe) in their environment.
The tool is available in the agent installation folder: %ProgramFiles%\Citrix\Workspace
Environment Management Agent\ AppLauncherUtil.exe. After openingthe tool, users
see the following, reflecting the applications assigned to them:

& App Launcher - a x

Allapps Favorites Management tools  Browser bookmarks

< L

edge regedit

+ All apps. Shows all assigned applications. Available sorting options: Most recent, A-Z, and Z-A.
« Favorites. Shows applications marked as favorites.

+ Management tools. Shows the following two tools:

- Taskmgr. Opens Task Manager.
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- VUEMUIAgent. Launches the WEM Ul agent.

« Browser bookmarks. Shows websites saved in browser bookmarks. By clicking a bookmark,
users can quickly open the browser and get to the target website. Bookmarks can be grouped
by browser. This feature supports only Google Chrome and Microsoft Edge. Available sorting
options: Most recent, A-Z, and Z-A.

+ Ellipsisicon. There is a Sign out option that lets users sign out of their sessions.

Make sure that the assigned applications are present on the agent machine. If an assigned application
is not installed on the agent machine, the application is shown but unavailable for launch.

B Application Launcher — O *

All apps  Favorites  Management tools  Browser bookmarks

Search Sort: Most recent ¥

¢ C C /)

Chrome edge Edge notepad

The following applications are assigned to you but not installed on this machine.

Motepad++

For an example of how to use this feature, see Aggregate assigned applications in one place.

To select anicon

To select an icon, complete the following steps:

1. Hover the mouse cursor over the menu on the Manage tab of the WEM service.
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| | Actions |

2. Click the Citrix Workspace icon.
3. Click the upload icon to upload the applicable icon file to a Citrix Cloud™ folder.
Note:

We do not retain the icon file for later use. We might delete the file when the file count limit
is reached. If necessary, save a local copy of the file. For more information about the file
count limit, see Upload files.

4. Onthe Administration Console > Actions > Applications > Application List tab, click Add.
5. Inthe New Application window, go to the Options tab and then click Select Icon.

6. In the Icon Selector window, type the full file path for the icon file you uploaded, se-
lect the path from the drop-down list, and then click Load. The default folder path is
C:\DefaultUploadFolder\. You must type the full file path in the following format:
C:\DefaultUploadFolder\iconname. For example:

« C:\DefaultUploadFolder\iconname.ico
o C:\DefaultUploadFolder\iconname.exe

7. Inthe Icon Selector window, select the applicable icon and then click OK.

Editing application settings using the Full Configuration management interface

Workspace Environment Management (WEM) provides you with client-side tools to troubleshoot
issues you experience. The VUEMAppCMD tool (VUEMAppCmd.exe) ensures that the WEM agent fin-
ishes processing an environment before published applications are started. It is located in the agent
installation folder: %ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe.
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Note:

For the 64-bit OS, use %$ProgramF-iles (x86)% instead.

You can use the Full Configuration managementinterface to edit the application settings and then add
an executable file path that points to VUEMAppCmd.exe. To do so, complete the following steps:

1. Onthe Application node, select the application, click Properties in the action bar, and then go
to the Location page.

Application Settings

Identification Location
Delivery Enter the location information below.
Path to the executable file:
I Location
C:\Windows'\system32\win32calc.exe

Groups Browse the applications on the local machine, or enter the path manually.

Limit Visibility Command-line argument (optional):

Example: https://www Example.com
File Type Association
Working directory:

Zone
Example: \\myapps

GO G Gm)

2. Inthe Path to the executable file field, type the path for VUEMAppCmd . exe.

« Type the following: %ProgramFiles%\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe.

3. Type the path for the application to be launched in the command-line argument field.

+ Type the full path to the application that you want to launch through VUEMAppCmd.exe.
Make sure that you wrap the command line for the application in double quotes if the path
contains blank spaces.

+ For example, suppose you want to launch iexplore.exe through VUEMAppCmd.exe.
You can do so by typing the following: "%ProgramFiles%\Internet Explorer)
iexplore.exe".
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Printers

July 5,2022
This tab controls the mapping of printers.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

Network printer list

A list of your existing printer resources, with unique IDs. You can use Find to filter your printers list by
name or ID.

Note:

« The WEM service currently does not support importing printers using Import Network
Print Server on the ribbon.

« After Windows Update installs KB5005033 on an agent machine, assigned printers do not
work. The issue occurs because the update prevents the automatic start of the Windows
Print Spooler service. As a workaround, start the service manually.

To add a printer

1. On the Network Printer List tab, click Add or right-click the blank area and then select Add in
the context menu.
2. Inthe New Network Printer window, type the required information and then click OK.

Fields and controls

Name. The display name of the printer, as it appears in the printer list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

Target Path. The path to the printer as it resolves in the user’s environment.

Printer State. Toggles whether the printer is enabled or disabled. When disabled, it is not processed
by the agent even if assigned to a user.

External Credentials. Allows you to state specific credentials with which to connect to the printer.
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Self-Healing. Toggles whether the printer is automatically recreated for users when the agent re-
freshes.

Action Type. Describes what type of action this resource is. For Use Device Mapping Printers File,
specify Target Path as the absolute path to an XML printer list file (see XML printer list configuration).
When the agent refreshes it parses this XML file for printers to add to the action queue.

Network Drives

July 5, 2022
Controls the mapping of network drives.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make

them more powerful.

Network drive list

A list of your existing network drives. You can use Find to filter the list by name or ID against a text
string.

To add a network drive

1. Use the context menu Add command.
2. Enter details in the New Network Drive dialog tabs, then click OK.

Fields and controls

Name. The display name of the drive, as it appears in the network drive list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

Target Path. The path to the network drive as it resolves in the user’s environment.

Network Drive State. Toggles whether the network drive is enabled or disabled. When disabled, it is
not processed by the agent even if assigned to a user.

External Credentials. Allows you to state specific credentials with which to connect to the network
drive.
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Enable Automatic Self-Healing. Toggles whether the network drive is automatically recreated for
your users when the agent refreshes.

Set as Home Drive.

Action Type. Describes what type of action this resource is. Defaults to Map Network Drive.

Virtual Drives

December 5, 2023

Controls the mapping of virtual drives. Virtual drives are Windows virtual drives or MS-DOS device
names that map local file paths to drive letters.

Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make

them more powerful.

Virtual drive list

Displays a list of your existing virtual drives. You can use Find to filter the list by name or ID.

A general workflow to add and assign a virtual disk is as follows:

1. Go to the Administration Console > Actions > Virtual Drives > Virtual Drives List tab, click
Add. Alternatively, right-click the blank area and then select Add in the context menu. The New
Virtual Drive window appears.

a) On the General tab, type the required information and select whether to set the virtual
drive as a home drive.
b) Click OK to save changes and to exit the New Virtual Drive window.

2. Go to the Administration Console > Assignments > Action Assighment tab.

a) Double-click the user or user group to which you want to assign the virtual drive.

b) Select the virtual drive and click the right arrow (>) to assign it.

c) In the Assign Filter & Driver Letter window, select Always True, select a driver letter,
and then click OK. (Select the asterisk (*) character instead of a specific letter if you want
to assign the next available drive letter to the virtual drive.) The virtual drive moves from
the Available pane to the Assigned pane.
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The assignment might take some time to take effect, depending on the value you specified for SQL
Settings Refresh Delay on the Advanced Settings > Configuration > Service Options tab. Perform
the following steps for the assignment to take effect immediately if needed.

1. Go to the Administration Console > Administration > Agents > Statistics tab and then click
Refresh.
2. Right-click the agent and then select Refresh Workspace Agent(s) in the context menu.

Fields and controls

The Generaltab Name. The display name of the drive, as it appears in the virtual drive list.

Description. Lets you specify additional information about the virtual drive. The information appears
only in the edition or creation wizard.

Target Path. Type the path to the virtual drive as it resolves in the user’s environment.
Note:

While using a non-domain-joined agent, WEM might not work if the Target Path is a network
share.

Virtual Drive State. Toggles whether the virtual drive is enabled or disabled. When disabled, the

agent does not process it even if it is assigned to a user.

Set as Home Drive. Lets you choose whether to set it as a home drive.

The Options tab Action Type. Describes what type of action this resource is.

Registry Entries

September 7, 2025
Controls the creation of registry entries.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.
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Registry value list

A list of your existing registry entries. You can use Find to filter the list by name or ID against a text
string.

To add a registry entry

1. Use the context menu Add command.
2. Enter details in the New Registry Value dialog tabs, then click OK.

Fields and controls

Name. The display name of the registry entry, as it appears in the registry entry list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

Registry Value State. Toggles whether the registry entry is enabled or disabled. When disabled, it
will not be processed by the agent even if assigned to a user.

Target Path. The registry location in which the registry entry will be created. Workspace Environment
Management can only create Current User registry entries, so you do not need to preface your value
with %ComputerName%\HKEY_CURRENT_USER —this is done automatically.

Target Name. The name of your registry value as it appears in the registry (for example, NoNtSecu-
rity).
Target Type. The type of registry entry that will be created.

Target Value. The value of the registry entry once created (for example, 0 or C:\Program Files)

Run Once. By default, Workspace Environment Management™ creates registry entries every time the
agent refreshes. Select this check box to make Workspace Environment Management create the reg-
istry entry only once - on the first refresh - rather than on every refresh. This speeds up the agent
refresh process, especially if you have many registry entries assigned to your users.

Action Type. Describes what type of action this resource is.

Import registry files

You can convert your registry file into registry entries for assignment. This feature has the following
limitations:

+ It supportsonly registry valuesunder HKEY_CURRENT _USER. With the registry entries feature,
you can assign only registry settings under HKEY _CURRENT _USER.
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+ It does not support registry values of the REG_BINARY and REG_MULTI_SZ types.

To avoid the limitations, we recommend that you import your registry files to WEM by using the Im-
port Registry File option in Group Policy Settings. For more information, see Import Group Policy
settings from registry files.

To import a registry file, do the following:

1. Use Upload to upload the registry file you want to import. The file appears in the default folder
in Citrix Cloud.

2. Go to Legacy Console > Actions > Registry Entries.
3. Intheribbon, click Import Registry File.

4. In the Import from Registry File window, select the desired registry file from the list. You can
also start typing the file name and then click Find to locate it.

5. Click Scan to start scanning the registry file. After the scan completes successfully, a list of reg-
istry settings appears.

6. Select the registry settings that you want to import and then click Import Selected to start the
import process.

7. Click OK to exit.

Fields and controls

Registry File Name. Populates automatically after you navigate to a .reg file and click Open. The
.reg file contains registry settings you want to import into WEM. The .reg file must be generated from
a clean environment to which only the registry settings you want to import are applied.

Scan. Scans the .reg file and then displays a list of registry settings that the file contains.
Registry Values List. Lists all registry values that the .reg file you want to import contains.
Enable Imported Items. If disabled, newly imported registry keys are disabled by default.

Prefix Imported Item Names. If selected, adds a prefix to the name of all registry items imported
through this wizard (for example, “XP ONLY”or “finance”). Doing so makes it easier to identify and
organize your registry entries.

Note:

The wizard cannot import registry entries with the same names. If your .reg file contains more
than one registry entry that has the same name (as displayed in the Registry Values List), select
one of those entries for import. If you want to import the others, rename them.
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Environment Variables

November 16,2022
Controls the creation of environment variables.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

Environment variable list

A list of your existing environment variables. You can use Find to filter the list by name or ID against a
text string.

To add an environment variable

1. Use the context menu Add command.
2. Enter details in the New Environment Variable dialog tabs, then click OK.

Fields and controls

Name. The display name of the variable, as it appears in the environment variable list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

Environment Variable State. Toggles whether the environment variable is enabled or disabled.
When disabled, it is not processed by the agent even if assigned to a user.

Variable Name. The functional name of the environment variable.
Variable Value. The environment variable value.
Action Type. Describes what type of action this resource is.

Execution order.

Ports

January 14, 2022
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The Ports feature allows client COM and LPT port mapping. You can also use Citrix Studio policies to
enable automatic connection of COM ports and LPT ports. For more information, see Port redirection
policy settings.

If you use the Ports feature to manually control the mapping of each port, remember to enable the
Client COM port redirection or the Client LPT port redirection policies in Citrix Studio. By default, COM
port redirection and LPT port redirection are prohibited.

Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

Ports list

A list of your existing ports. You can use Find to filter the list by name or ID.

To add a port

1. Select Add from the context menu.
2. Enter details on the New Port dialog tabs, then click OK.

Fields and controls

Name. The display name of the port, as it appears in the port list.

Description. Appears only in the edition/creation wizard and allows you to specify additional infor-
mation about the resource.

Port State. Toggles whether the port is enabled or disabled. When disabled, it is not processed by
the agent even if assigned to a user.

Port Name. The functional name of the port.

Port Target. The target port.

Options tab Action Type. Describes what type of action this resource performs.

For example, you can configure the port settings as follows:

+ Port name: Select “COM3:”
« Port target: Enter \\Client\COM3:
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E New Port

[ General ]

Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Paort name:

‘COM3: M

Port target:

| \\Client\COM3: |

Actions

Ini Files

September 7, 2025
Controls the creation of .ini file operations, allowing you to modify .ini files.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.
Ini files operation list

A list of your existing .ini file operations. You can use Find to filter the list by name or ID against a text
string.
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To add an .ini file operation

1. Use the context menu Add command.
2. Enter details in the New Ini Files Operation dialog tab, then click OK.

Fields and controls

Name. The display name of the .ini file operation, as it appears in the Ini File Operations list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

.ini File Operation State. Toggles whether the .ini file operation is enabled or disabled. When dis-
abled, it is not processed by the agent even if assigned to a user.

Target Path. Specifies the location of the .ini file that will be modified as it resolves in the user’s
environment.

Note:

While using a non-domain-joined agent, WEM might not work if the Target Path is a network
share.

Target Section. Specifies which section of the .ini file this operation targets. If you specify a non-
existent section, then it will be created.

Target Value Name. Specifies the name of the value that will be added.
Target Value. Specifies the value itself.

Run Once. By default, Workspace Environment Management™ performs an .ini file operation every
time the agent refreshes. Select this checkbox to make the Workspace Environment Management
perform the operation only once, rather than at every refresh. This operation speeds up the agent
refresh process, especially if you have many .ini file operations assigned to your users.

Action Type. Describes what type of action this resource is.

External Tasks

December 5, 2023

Controls the execution of external tasks. External tasks include running scripts and applications as
long as the agent host has the corresponding programs to run them. Commonly used scripts include:
.vbs and .cmd scripts.
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With the external tasks feature, you can specify when to run an external task. Doing so lets you more
effectively manage user environments.

Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

External task list

A list of your existing external tasks. You can use Find to filter the list.

To add an external task

1. Use the context menu Add command.
2. Enter details in the New External Task dialog tabs and then click OK.

Fields and controls

Name. Lets you specify the display name of the external task, which appears in the external task list.
Description. Lets you specify additional information about the external task.

Path. Lets you specify the path to the external task. The path resolves in the user environment. Make
sure that:

+ The path you specified here is consistent with the agent host.
« The agent host has the corresponding program to run the task.

Arguments. Lets you specify launch parameters or arguments. You can type a string. The string con-
tains arguments to pass to the target script or application. For examples to use the Path and Argu-
ments fields, see External task examples.

Note:

While using a non-domain-joined agent, WEM might not work if network share is used in Path or
Arguments.

External Task State. Controls whether the external task is enabled or disabled. When disabled, the
agent does not process the task even if the task is assigned to users.

Run Hidden. If selected, the task runs in the background and is not displayed to users.

Run Once. If selected, WEM runs the task only once regardless of which options you select on the
Triggers tab and regardless of whether agents restart. By default, this option is selected.
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Execution Order. Lets you specify the running order of each task. The option can be useful when you
have multiple tasks assigned to users and some of those tasks rely on others to run successfully. By
default, the value is 0. Tasks with an execution order value of 0 (zero) run first, then those with a value
of 1, then those with a value of 2, and so on.

Wait for Task Completion. Lets you specify how long the agent waits for the task to complete. By
default, the Wait Timeout value is 30 seconds.

Action Type. Describes what type of action the external task is.

User session triggers. This feature lets you configure the following session activities as triggers for
external tasks:

+ Refresh. Controls whether to run the external task when users refresh the agent. By default,
the option is selected.

« Reconnect. Controls whether to run the external task when a user reconnects to a machine on
which the agent is running. By default, the option is selected. If the WEM agent is installed on a
physical Windows device, this option is not applicable.

+ Logon. Controls whether to run the external task when users log on. By default, the option is
selected.

+ Logoff. Controls whether to run the external task when users log off. This option does not work
unless Citrix User Logon Service is running. By default, the option is not selected.

« Disconnect. Controls whether to run the external task when a user disconnects from a machine
on which the agent is running. By default, the option is not selected.

+ Lock. Controls whetherto run the external task when a user locks a machine on which the agent
is running. By default, the option is not selected.

« Unlock. Controls whether to run the external task when a user unlocks a machine on which the
agent is running. By default, the option is not selected.

When using disconnect, lock, and unlock options, consider the following constraints:

« Theimplementation of these optionsis based on Windows events. In some environments, these
options might not work as expected. For example, in desktops running on Windows 10 or Win-
dows 11 single-session VDAs, the disconnect option does not work. Instead, use the lock option.
(In this scenario, the action we receive is “lock.”)

+ We recommend that you use these options with the Ul agent. Two reasons:

- When you use the options with the CMD agent, the agent starts in the user environment
each time the corresponding event occurs, to check whether the external task runs.
- The CMD agent might not work optimally in concurrent task scenarios.
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User process triggers. This feature lets you configure user processes as triggers for external tasks. Us-
ing this feature, you can define external tasks to supply resources only when certain processes are
running and to revoke those resources when the processes end. Using processes as triggers for exter-
nal tasks lets you manage your user environments more precisely compared with processing external
tasks on logon or logoff.

« Before you use this feature, verify that the following prerequisites are met:

- The WEM agent launches and runs in Ul mode.

- The specified processes run in the same user session as the logged-on user.

- To keep the configured external tasks up to date, be sure to select Enable Automatic Re-
fresh on the Advanced Settings > Configuration > Advanced Options tab.

« Run when processes start. Controls whetherto run the external task when specified processes
start.

+ Run when processes end. Controls whether to run the external task when specified processes
end.

Troubleshooting

After you enable the feature, the WEM agent creates a logfilenamed Citrix WEM Agent Logoff

. Log thefirst time a user logs off. The log file is located in a user’s profile root folder. The WEM agent
writes information to the log file every time the user logs off. The information helps you monitor and
troubleshoot issues related to external tasks.

External task examples

For a script (for example, PowerShell script):
« If neither the folder path nor the script name contains blank spaces:

- InthePathfield, type the following: C: \Windows\System32\WindowsPowerShell
\v1l.0\powershell.exe.

- In the Arguments field, type the following: C:\<folder path>\<script name>.
psl.

Alternatively, you can type the path to the script file directly in the Path field. For example:
C:\<folder path>\<script name>.psl. Inthe Arguments field, specify arguments
if needed. However, whether the script file is run or opens with a different program depends
on file type associations configured in the user environment. For information about file type
associations, see File Associations.
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« If the folder path or the script name contains blank spaces:

- InthePathfield, type the following: C: \Windows\System32\WindowsPowerShell
\v1l.0\powershell.exe.

- In the Arguments field, type the following: -file C:\<folder path>\<script
name>.psl.

For an application (for example, iexplore.exe):

+ In the Path field, type the following: C:\Program Files\"Internet Explorer"\
iexplore.exe.

+ Inthe Arguments field, type the URL of the website to open: https://docs.citrix.com
/.

File System Operations

September 7, 2025
Controls the copying of folders and files into the user’s environment.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

File system operations list

Alist of your existing file and folder operations. You can use Find to filter the list by name or ID against
a text string.

To add a file system operation

1. Use the context menu Add command.
2. Enter details in the New File System Operation dialog tab, then click OK.

Fields and controls

Name. The display name of the file or folder operation, as it appears in the list.

Description. Lets you specify additional information about the resource. This field appears only in
the edition or creation wizard.
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Filesystem Operation State. Controls whether the file system operation is enabled or disabled.
When disabled, it is not processed by the agent even if assigned to a user.

Source Path. The path to the source file or folder that is copied.
Target Path. The destination path for the source file or folder that is copied.
Note:

While using a non-domain-joined agent, WEM might not work if network share is used in Source
Path or Target Path.

Overwrite Target if Existing. Controls whether the file or folder operation overwrites existing files or
folders with the same names in the target location. If cleared, and a file or folder with the same name
already exists at the target location, the affected files are not copied.

Run Once. By default, Workspace Environment Management™ runs a file system operation every time
the agent refreshes. Select this option to let Workspace Environment Management run the operation
only once, rather than on every refresh. This speeds up the agent refresh process, especially if you
have many file system operations assigned to your users.

Action Type. Describes what type of action this file or folder action is: Copy, Delete, Move,
Rename, or Symbolic Link operation. For symbolic link creation, you need to give users the
SeCreateSymbolicLinkPrivilege privilege for Windows to allow symbolic link creation.

Execution order. Determines the running order of operations, letting certain operations run before
others. Operations with an execution order value of 0 (zero) run first, then those with a value of 1, then
those with a value of 2, and so on.

User DSN

September 7, 2025
Controls the creation of user DSNs.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

User DSN list

Alist of your existing user DSNs. You can use Find to filter the list by name or ID against a text string.
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To add a user DSN

1. Use the context menu Add command.
2. Enter details in the New User DSN dialog tabs, then click OK.

Fields and controls

Name. The display name of the user DSN, as it appears in the user DSN list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

User DSN State. Toggles whether the user DSN is enabled or disabled. When disabled, it will not be
processed by the agent even if assigned to a user.

DSN Name. The functional name of the user DSN.

Driver. The DSN driver. At present, only SQL server DSNs are supported.

Server Name. The name of the SQL server to which the user DSN is connecting.
Database Name. The name of the SQL database to which the user DSN is connecting.

Connect Using Specific Credentials. Allows you to specify credentials with which to connect to the
server/database.

Run Once. By default, Workspace Environment Management™ will create a user DSN every time the
agent refreshes. Tick this box to make Workspace Environment Management only create the user
DSN once, rather than at every refresh. This speeds up the agent refresh process, especially if you
have many DSNs assigned to your users.

Action Type. Describes what type of action this resource is.

File Associations

September 7, 2025
Important:

File type associations that you configure become default associations automatically. However,
when you open an applicable file, the “How do you want to open this file?”window might still
appear, prompting you to select an application to open the file. Click OK to dismiss the window.
If you do not want to see a similar window again, do the following: Open the Group Policy Editor
and enable the Do not show the ‘new application installed’notification policy (Computer
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Configuration > Administrative Templates > Windows Components > File Explorer).

Controls the creation of file type associations in the user environment.
Tip:

You can use dynamic tokens to extend Workspace Environment Management actions to make
them more powerful.

File association list

A list of your existing file associations. You can use Find to filter the list by name or ID.

To add a file association

1. Use the context menu Add command.
2. Enter details in the New File Association dialog tabs, then click OK.

Name. The display name of the file association, as it appears in the file association list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the resource.

File Association State. Toggles whether the file association is Enabled or Disabled. When disabled,
itis not processed by the agent even if assigned to a user.

File Extension. The extension used for this file type association. If you select a file name extension
from the list, the ProglID field automatically populates (if the file type is present on the machine where
the administration console is running). You can also type the extension directly. However, for browser
associations, you must type the extension directly. For more information, see Browser association.

ProgID. The programmatic identifier associated with an application (COM). This value automatically
populates when you select a file extension from the list. You can also type the ProglID directly. To
discover the ProglID of an installed application, you can use the OLE/COM Object Viewer (oleview.exe),
and look in Object Classes/Ole 1.0 Objects. For more information about ProgID, see Programmatic
identifier (ProgID).

Action. Lets you select the action type: open, edit, or print.

Target application. Lets you specify the executable used with this file name extension. Type the
full path of the executable. For example, for UltraEdit Text Editor: C:\Program Files\IDM
Computer Solutions\UltraEdit\uedit64.exe

Command. Lets you specify action types that you want to associate with the executable. For exam-
ple:
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« For an open action, type “%1”.
« Foraprintaction, type /p"%1".

Set as Default Action. Toggles whether the association is set as a default for that file name exten-
sion.

Overwrite. Toggles whether this file association overwrites any existing associations for the specified
extension.

Run Once. By default, Workspace Environment Management™ (WEM) creates a file association every
time the agent refreshes. Select this option to create the file association once, rather than on every re-
fresh. This speeds up the agent refresh process, especially if you have many file associations assigned
to your users.

Action Type. Describes what type of action this resource is.

For example, to add a new file type association for text (.txt) files for users to automatically open text
files with the program you selected (here, iexplore.exe), complete the following steps.

1. Onthe Administration Console > Actions > File Associations > File Association List tab, click
Add.

2. Inthe New File Association window, type the information and then click OK.
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EX New File Association

| General |

Display
Mame:
|Fi|E association example
Description:

File Assocdation State

| Enabled -

File Assodation Settings

File extension: ProgId:

it - | | | txtfile

Action:

|Dpen

Target application:

|C:'|,F‘r-:|gram Files (x36)\Internet Expln:nrer'n.ie| | Browse. .. |
Command:
"y 1"
| Set as Default Action; | Overwrite
Actions

-

« File Association State. Select Enabled.

« File extension. Type the file name extension. In this example, type .txt.

« Action. Select Open.

« Target application. Click Browse to navigate to the applicable executable (.exe file).

In this example, browse to iexplore.exe located in the C:\Program Files (x86)\Internet

Explorer folder.

« Command. Type “%1”and make sure to wrap %1 in double quotes.

« Select Set as Default Action.

3. Go to the Administration Console > Assighments > Action Assignment tab.
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N

. Double-click the user or user group to which you want to assign the action.

5. Go to the Administration Console > Administration > Agents > Statistics tab and then click
Refresh.

6. Right-click the agent and then select Refresh Workspace Agent(s) in the context menu.

7. Go to the machine on which the agent is running (user environment) to verify that the created
file type association works.

In this example, if you double-click a file with a .txt extension in the end-user environment, that file
automatically opens in Internet Explorer.

Good to know
Browser association

WEM supports creating an association for these browsers:

+ Google Chrome

+ Firefox

» Opera

« Internet Explorer (IE)

+ Microsoft Edge

+ Microsoft Edge Chromium

When creating browser associations, keep the following in mind:

« In the File extension field, type http or https.
+ In the ProgID field, type the following (case sensitive) based on your choice:

- ChromeHTML for Google Chrome

- firefox for Firefox

- OperaStab'le for Opera

- IE forInternet Explorer (IE)

- edge for Microsoft Edge

- edge or MSEdgeHTM for Microsoft Edge Chromium

Note:

+ To ensure that browser association for Google Chrome works, verify that the browser
on the agent host is installed by an administrator. Otherwise, log on to the machine
as an administrator and reinstall the browser. This is necessary because if the browser
is installed by a user (non-administrator) the ProglID is ChromeHTML . <X> rather than
ChromeHTML. “X’denotes the Globally Unique Identifier (GUID) specific to the user, for
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example JLKDKPPE7UYB4JTWJIS73YQWTDA4.

+ Browser association for Microsoft Edge works only with the built-in, default instance of Mi-
crosoft Edge included in your particular version of the Windows 10 operating system. If you
upgrade the browser to a more recent version, the configured association does not take
effect. For a workaround, see Knowledge Center article CTX269675.

Programmatic identifier (ProgiD)

You no longer have to fill out the following fields: Action, Target application, and Command. You
can leave the fields empty as long as you can provide the correct ProgID. See below a list of ProglIDs
for popular applications:

+ Acrobat Reader DC: AcroExch.Document.DC

+ Opera browser: OperaStable

+ Google Chrome browser: ChromeHTML

« Internet Explorer: htmlfile

« Wordpad: textfile

+ Notepad: txtfile

+ Microsoft Word 2016: Word.Document.12

+ Microsoft PowerPoint 2016: PowerPoint.Show.12
« Microsoft Excel 2016: Excel.Sheet.12

+ Microsoft Visio 2016: Visio.Drawing.15
 Microsoft Publisher 2016: Publisher.Document.16

However, you must fill out the fields (Action, Target application, and Command) if:

+ You cannot provide the correct ProgiD.
+ Thetargetapplication (for example, UltraEdit Text Editor) does not register its own ProgID in the
registry during installation.

More information

For an example of how to configure file type associations, see Configure file type associations.

Filters

January 14, 2022

Filters contain rules and conditions that let you make actions available (assign actions) to users. Set
up rules and conditions before assigning actions to users.
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Rules

Rules are composed of multiple conditions. You use rules to define when an action is assigned to a
user.

Filter rule list

A list of your existing rules. You can use Find to filter the list by name or ID against a text string

To add a filter rule

1. Use the context menu Add command.

2. Enter details in the New Filter Rule dialog.

3. Move conditions you want configured in this rule from the Available list to the Configured list.
4. Click OK.

Fields and controls

Name. The display name of the rule, as it appears in the rule list.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the rule.

Filter Rule State. Toggles whether the rule is enabled or disabled. When disabled, the agent does
not process actions using this rule even if they are assigned.

Available Conditions. These are the filter conditions available to be added to the rule. Note. The
DateTime filter expects results in the format: YYYY/MM/DD HH:mm

Multiple values can be separated with semicolons (;) and ranges can be separated with hyphens. When
specifying a range between two times on the same date, the date should be included in both ends of
the range, e.g.: 1969/12/31 09:00-1969/12/31 17:00

Configured Conditions. These are the conditions already added to the rule.
Note:

These conditions are AND statements, not OR statements. Adding multiple conditions requires
them all to trigger for the filter to be considered triggered.
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Conditions

Conditions are specific triggers which allow you to configure the circumstances under which the agent
acts to assign a resource to a user.

Filter condition list

Alist of your existing conditions. You can use Find to filter the list by name or ID against a text string.

To add a filter condition

1. Use the context menu Add command.
2. Enter details in the New Filter Condition dialog tabs, then click OK.

Fields and controls

Name. The display name of the condition, as it appears in the condition list and in the rule cre-
ation/edition wizard.

Description. This field is only shown in the edition/creation wizard and allows you to specify addi-
tional information about the condition.

Filter Condition State. Toggles whether the filter is enabled or disabled. When disabled, it will not
appear in the rule creation/edition wizard.

Filter Condition Type. The type of filter condition type to use. See Filter conditions. Note: rules using
the Always True condition will always trigger.

Settings. These are the specific settings for individual conditions. See Filter conditions.

Note:

« When entering an IP address, you can either specify individual addresses or ranges.

« If you specify a range, both bounds must be specified in full. Use the dash character
(-) to separate IP range bounds (e.g. 192.168.10.1-192.168.10.5). Separate multiple
ranges or addresses using the semicolon character (;) . For example, 192.168.10.1-
192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 is a valid value which includes
the ranges .1-.5 and .8-.10, plus the individual address .17.
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Assignments

November 16, 2022
Tip:
Before assigning actions to users, perform the following steps in the order given:

+ Configure users, see Users in Active Directory Objects.
« Define conditions, see Filters.

 Definefilter rules, see Filters.

« Configure actions, see this article.

Use assignments to make actions available to your users. This lets you replace a portion of your users’
logon scripts.

Action assignment
Users

This is your list of configured users and groups (see Users in Active Directory Objects). Double-click a
user or group to populate the assignments menu. Use Find to filter the list by name or ID.

Tip:

To simplify assigning actions for all users in Active Directory, use the “Everyone”default group to
assign the actions. The actions that you assign to the “Everyone”default group do not appear on
the Resultant Actions tab in the Actions Modeling Wizard for an individual user. For example,

after you assign actionl to the “Everyone”default group, you might find that actionl does not
appear on the Resultant Actions tab.

Assignments

Lets you assign actions to the selected user or group. Use Find to filter the list by name or ID.
Available. Displays actions available for you to assign to this user or group.

Double-click an action or click the arrow buttons to assign or unassign it. When you assign an action,
you are prompted to select a rule to contextualize it.
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Note:

WEM supports automatically assigning the next available drive letter to a network drive. When
assigning a network drive, select the asterisk (*) character in the Assign Filter & Drive Letter win-
dow to let WEM automatically assign the next available drive letter (whatever drive letter avail-

able) to that network drive.

Assigned. Displays actions already assigned to this user or group. You can expand individual actions
to configure them (application shortcut locations, default printers, drive letter, and so on).

To assign actions to users/groups
1. Inthe Users list, double-click a user or group. This populates the Assignments lists.
2. Inthe Available list, select an action and click the right-arrow (>) button.
3. In the Assign Filter dialog, select a Filter Rule and click OK.

4. In the Assigned list, use the Enable and Disable context actions to fine-tune the behavior of
the assignment.

Note:

For the Pin To Start Menu option to work, make sure that the application shortcut exists in the
Start menu folder. If unsure, enable the Create Start Menu option as well.

For example, say you assign an action to start Notepad. In the Assigned list, the option “Autostart”is
provided and set to “Disabled”by default. If you use the Enable option to enable Autostart, Notepad
(local Notepad on the VDA) automatically launches when the user launches a published desktop ses-
sion (local Notepad automatically starts when the desktop completes loading).

Modeling wizard

The Actions Modeling Wizard displays the resultant actions for a given user only (it does not work for
groups).

Fields and controls

Actions Modeling Target User. The account name for the user you want to model.
Resultant Actions. The actions assigned to the user or to groups the user belongs to.

User Groups. The groups the user belongs to.
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System Optimization

September 7, 2025

Workspace Environment Management™ system optimization consists of the following:

« CPU Management

« Memory Management

+ 1/0 Management

« Fast Logoff

« Citrix Optimizer

+ Multi-session Optimization

These settings are designed to lower resource usage on the agent host. They help to ensure that freed-
up resources are available for other applications. Doing so increases user density by supporting more
users on the same server.

While system optimization settings are machine-based and apply to all user sessions, process opti-
mization is user centric. This means that when a process triggers CPU Spike Protection in user A’s
session, the event is recorded only for user A. When user B starts the same process, process optimiza-
tion behavior is determined only by process triggers in user B’s session.

CPU Management

September 7, 2025

These settings let you optimize CPU usage.

CPU management settings

Processes can run across all cores and can use up as much CPU as they want. In Workspace Envi-
ronment Management™ (WEM), CPU Management Settings lets you limit how much CPU capacity
individual processes can use. CPU spike protection is not designed to reduce overall CPU usage. Itis
designed to reduce theimpact on user experience by processes that consume an excessive percentage
of CPU Usage.

When CPU spike protection is enabled, if a process reaches a specified threshold, WEM automatically
lowers the priority of the process for a certain time. Then, when a new application is launched, it has
a higher priority than the lower-priority process and the system will continue to run smoothly.
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CPU spike protection examines each process in a quick “snapshot.”If the average load of a process
exceeds the specified usage limit for a specified sample time, its priority reduces immediately. After a
specified time, the process’CPU priority returns to its previous value. The process is not “throttled.”
Unlike in CPU Clamping, only its priority is reduced.

CPU spike protection is not triggered until at least one instance of an individual process exceeds the
threshold. In other words, even if total CPU consumption exceeds the specified threshold, CPU spike
protection is not triggered unless at least one process instance exceeds the threshold. But when that
process instance triggers CPU spike protection, new instances of the same process are (CPU) opti-
mized when the option “Enable Intelligent CPU Optimization”is enabled.

Whenever a specific process triggers CPU spike protection, the event is recorded in the agent’s local
database. The agent records trigger events for each user separately. This means that CPU optimiza-
tion for a specific process for userl does not affect the behavior of the same process for user2.

For example, if Internet Explorer is sometimes consuming 50-60% of CPU, you can use CPU spike pro-
tection to target only those iexplore.exe instances that are threatening VDA performance. (By contrast,
CPU clamping applies to all processes.)

We recommend that you experiment with the sample time to decide the optimal value for your envi-
ronment that does not affect other users logged on to the same VDA.

CPU spike protection

Note:

+ “CPU usage”in the following settings is based on “logical processors”in the physical or vir-
tual machine. Each corein a CPU is considered as a logical processor, in the same way that
Windows does. For example, a physical machine with one 6-core CPU is considered to have
12 logical processors (Hyper-Threading Technology means that cores are doubled). A phys-
ical machine with 8 x CPUs, each with 12 cores has 96 logical processors. A VM configured
with two 4-core CPUs has 8 logical processors.

« The same applies to virtual machines. For example, suppose you have a physical machine
with 8 x CPUs, each with 12 cores (96 logical processors), supporting four multi-session OS
VDA VMs. Each VM is configured with two 4-cores CPUs (8 logical processors). To restrict
processes that trigger CPU spike protection on a VM, to use half of its cores, set Limit CPU
Core Usage to 4 (half of the VM’s logical processors), not to 48 (half of the physical machine’
s logical processors).

Enable CPU Spike Protection. Lowers the CPU priority of processes for a period of time (specified in
the Idle Priority Time field) if they exceed the specified percentage of CPU usage for a period of time
(specified in the Limit Sample Time field).
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+ Auto Prevent CPU Spikes. Use this option to automatically reduce the CPU priority of
processes that overload your CPU. This option automatically calculates the threshold value at
which to trigger CPU spike protection based on the number of logical processors (CPU cores).
For example, suppose there are 4 cores. With this option enabled, if the overall CPU usage
exceeds 23%, the CPU priority of processes that consume more than 15% of the overall CPU
resources reduces automatically. Similarly, in the case of 8 cores, if the overall CPU usage
exceeds 11%, the CPU priority of processes that consume more than 8% of the CPU resources
reduces automatically.

+ Customize CPU Spike Protection. Lets you customize settings for CPU spike protection.

- CPU Usage Limit. The percentage of CPU usage that any process instance must reach to
trigger CPU spike protection. This limit is global across all logical processors in the server,
andis determined on aninstance-by-process basis. Multiple instances of the same process
do not have their CPU usage percentages added when determining CPU spike protection
triggers. If a process instance never reaches this limit, CPU spike protection is not trig-
gered. For example, on a Server VDA, in multiple concurrent sessions, suppose there are
many iexplore.exe instances. Each instance peaks at around 35% CPU usage for periods
of time, so that cumulatively, iexplore.exe is consistently consuming a high percentage of
CPU usage. However, CPU spike protection is never triggered unless you set CPU Usage
Limit at or below 35%.

- Limit Sample Time. The length of time for which a process must exceed the CPU usage
limit before its CPU priority is lowered.

- Idle Priority Time. The length of time for which the CPU priority of the process is lowered.
After that time, the priority returns to one of the following:

*x The default level (Normal) if the process priority is not specified on the CPU Priority
tab and the Enable Intelligent CPU Optimization option is not selected.

*x The specified level if the process priority is specified on the CPU Priority tab, regard-
less of whether the Enable Intelligent CPU Optimization option is selected.

* A random level depending on the behavior of the process. This case occurs if the
process priority is not specified on the CPU Priority tab and the Enable Intelligent
CPU Optimization option is selected. The more frequent the process triggers CPU
spike protection, the lower its CPU priority is.

Enable CPU Core Usage Limit. Limits processes that trigger CPU spike protection to a specified num-
ber of logical processors on the machine. Type an integer in the range of 1 through X, where X is the
total number of cores. If you type an integer greater than X, WEM limits the maximum consumption
of isolated processes to X by default.

+ Limit CPU Core Usage. Specifies the number of logical processors to which processes that trig-
ger CPU spike protection are limited. In the case of VMs, the value you type limits the processes
to the number of logical processors in the VMs rather than in the underlying physical hardware.
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Enable Intelligent CPU Optimization. When enabled, the agent intelligently optimizes the CPU pri-
ority of processes that trigger CPU spike protection. Processes that repeatedly trigger CPU spike pro-
tection are assigned progressively lower CPU priority at launch than processes that behave correctly.
Note that WEM does not perform CPU optimization for the following system processes:

+ Taskmgr

« System Idle Process
» System

+ Svchost

+ LSASS

« Wininit

+ services

* CSISS

+ audiodg

+ MsMpEng

+ NisSrv

* MSCOrsvw

« vmwareresolutionset

Enable Intelligent 1/0 Optimization. When enabled, the agent intelligently optimizes the process
I/O priority of processes that trigger CPU spike protection. Processes that repeatedly trigger CPU
spike protection are assigned progressively lower 1/O priority at launch than processes that behave
correctly.

Exclude Specified Processes. By default, WEM CPU management excludes all of the most com-
mon Citrix and Windows core service processes. You can, however, use this option to Add or
Remove processes from an exclusion list for CPU spike protection by executable name (for example
notepad.exe). Typically, antivirus processes would be excluded.

Tip:

« To stop antivirus scanning taking over disk 1/0 in the session, you can also set a static I/O
Priority of Low for antivirus processes, see |/0 Management.

+ When processes trigger CPU spike protection, and process CPU priority is lowered, WEM
logs a warning each time it lowers the CPU priority of a process. In the Event Log, in Ap-
plication and Services Logs, WEM Agent Service, looks for “Initializing process limitation
thread for process”.

CPU priority

These settings take effect if processes are competing for a resource. They let you optimize the CPU
priority level of specific processes, so that processes that are contending for CPU processor time do
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not cause performance bottlenecks. When processes compete with each other, processes with lower
priority are served after other process with a higher priority. They are therefore less likely to consume
such a large share of the overall CPU consumption.

The process priority you set here establishes the “base priority”for all of the threads in the process.
The actual, or “current,”priority of a thread might be higher (but is never lower than the base). When
a number of processes are running on a computer, the processor time is shared between them based
on their CPU priority level. The higher the CPU priority level of a process is, the more the processor
time is assigned to it.

Note:

The overall CPU consumption does not necessarily decrease if you set lower CPU priority levels
on specific processes. There might be other processes (with higher CPU priority) still affecting
percentage CPU usage.

Enable Process Priority. When selected, lets you set CPU priority for processes manually.

To add a process

1. Click Add and type details in the Add Process CPU Priority dialog box.
2. Click OK to close the dialog box.

3. Click Apply to apply the settings. Process CPU priorities you set here take effect when the agent
receives the new settings and the process is restarted.

Process Name. The process executable name without the extension. For example, for Windows
Explorer (explorer.exe) type “explorer”.

CPU Priority. The “base”priority of all threads in the process. The higher the priority level of
a process is, the more the processor time it gets. Select from Realtime, High, Above Normal,
Normal, Below Normal, and Low.

To edit a process

Select the process and click Edit.

To remove a process

Select the process and click Remove.
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CPU affinity

Enable Process Affinity. When enabled, lets you define how many “logical processors”a process uses.
For example, you can restrict every instance of Notepad launched on the VDA to the number of cores
defined.

CPU clamping

CPU clamping prevents processes using more than a specified percentage of the CPU’s processing
power. WEM “throttles”(or “clamps”) that process when it reaches the specified CPU percentage you
set. This lets you prevent processes from consuming large amounts of CPU.

Note:

+ CPU clampingis abrute force approach that is computationally expensive. To keep the CPU
usage of a troublesome process artificially low, it is better to use CPU spike protection, at
the same time as assigning static CPU priorities and CPU affinities to such processes. CPU
clamping is best reserved for controlling processes that are notoriously bad at resource
management, but that cannot stand to be dropped in priority.

+ After you apply a percentage of the CPU’s processing power for a process and configure a
different percentage for the same process later, select Refresh Agent Host Settings for the
change to take effect.

The clamping percentage you configure is applied to the total power of any individual CPU in the
server, not to any individual core it contains. (In other words, 10% on a quad-core CPU is 10% of the
entire CPU, not 10% of one core).

Enable Process Clamping. Enable process clamping.
Add. Add the process by executable name (for example, notepad.exe).
Remove. Remove the highlighted process from the clamping list.
Edit. Edit the values typed for a given process.
Tip:
« When WEM is clamping a process, it adds the process to its watchlist the WEM client initial-
izes. You can verify that a process is clamped by viewing this.

+ You can also verify that CPU clamping is working by looking at process monitor and con-
firming that CPU consumption never rises above the clamping percentage.
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Memory Management

September 7, 2025

These settings let you optimize application memory usage through Workspace Environment Manage-
ment™ (WEM).

Memory management

If these settings are turned on, WEM calculates how much memory a process is using and the mini-
mum amount of memory a process needs without losing stability. WEM considers the difference as
excess memory. When the process becomes idle, WEM releases the excess memory that the process
consumes to the page file, and optimizes the process for subsequent launches. Usually, an applica-
tion becomes idle when it is minimized to the task bar.

When applications are restored from the task bar, they initially run in their optimized state but can
continue to consume additional memory as needed.

Similarly, WEM optimizes all applications that users are using during their desktop sessions. If there
are multiple processes over multiple user sessions, all memory that is freed up is available for other
processes. This behavior increases user density by supporting a greater number of users on the same
server.

Optimize Memory Usage for Idle Processes. Forces processes that remain idle for a specified time
to release excess memory until they are no longer idle.

Idle Sample Time (min). Lets you specify the length of time that a process is considered idle after
which it is forced to release excess memory. During this time, WEM calculates how much memory a
process is using, and the minimum amount of memory a process needs, without losing stability. The
default value is 120 minutes.

Idle State Limit (percent). Lets you specify the percentage of CPU usage below which a process is
considered idle. The default is 1%. We recommend that you do not use a value greater than 5%. Oth-
erwise, a process being actively used can be mistaken for idle, causing its memory to be released.

Do Not Optimize When Total Available Memory Exceeds (MB). Lets you specify a threshold limit
below which WEM optimizes memory usage for idle applications.

Exclude Processes from Memory Usage Optimization. Lets you exclude processes from memory
usage optimization. Specify the process name, for example, notepad.exe.

WEM does not optimize application memory usage for the following system processes:

« rdpshell
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wfshell
« rdpclip
e Wmiprvse
« dllhost
+ audiodg
+ msdtc

+ MSCOrsvw
» spoolsv
+ SMSS

« winlogon
+ svchost
« taskmgr
« System Idle Process
« System

+ LSASS

e wininit
+ msiexec
+ services
+ CSrss

+ MSMpEng
e NisSrv

+ Memory Compression

Memory usage limit
Enable Memory Usage Limit for Specific Processes. Lets you limit the RAM usage of a process by
setting an upper limit for the RAM, the process can consume.

Warning:

Applying memory usage limits to certain processes might have unintended effects, including
slow system responsiveness.

Add. Allows you to add a process to which you want to apply a memory usage limit.
+ Remove. Allows you to delete an existing item.
« Edit. Allows you to edit an existing item.

« Dynamic Limit. Allows you to apply a dynamic limit to the specified process. This setting dy-
namically limits the amount of RAM allocated to the specified process. If applied, enforces mem-
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ory usage limits depending on the available memory. Therefore, the RAM that the specified
process consumes might exceed the specified amount.

« Static Limit. Allows you to apply a static limit to the specified process. This setting always limits
the amount of RAM allocated to the specified process. If applied, restricts the process from
consuming more than the specified amount of memory regardless of the amount of available
memory. As a result, the RAM that the specified process consumes is capped at the specified
amount.

To add a process:

1. On the Administration Console > System Optimization > Memory Management > Memory
Usage Limit tab, click Add.

2. In the Add Process window, type the name of the process you want to add (for example,
notepad.exe.), configure the memory usage limit, select a limit mode from the drop-down
menu, and then click OK.

To edit an item, select the item and click Edit.
To remove an item, select the item and click Remove.
To apply a dynamic limit to an item, select the item and click Dynamic Limit.

To apply a static limit to an item, select the item and click Static Limit.

I/0 Management

July 5,2022

These settings allow you to optimize the I/0O priority of specific processes, so that processes which are
contending for disk and network 1/0 access do not cause performance bottlenecks. For example, you
can use /0O Management settings to throttle back a disk-bandwidth-hungry application.

The process priority you set here establishes the “base priority”for all of the threads in the process.
The actual, or “current,”priority of a thread might be higher (but is never lower than the base). In
general, Windows give access to threads of higher priority before threads of lower priority.

1/O priority

Enable Process /0 Priority. Enables manual setting of process /0 priority.
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To add a process to the 1/O priority list

1. Click Add and type details in the Add Process 1/O Priority dialog.

2. Click OK to close the dialog.

3. Click Apply to apply the settings. Process I/O priorities you set here take effect when the agent
receives the new settings and the process is next restarted.

Process Name. The process executable name without the extension. For example, for Windows Ex-
plorer (explorer.exe) type “explorer”.

1/0 Priority. The “base”priority of all threads in the process. The higher the I/O priority of a process,
the sooner its threads get 1/0 access. Choose from High, Normal, Low, Very Low.

To edit a process 1/0 priority item

Select the process name and click Edit.

To remove a process from the 1/0 priority list

Select the process name and click Remove.

Fast Logoff

September 7, 2025

Fast Logoff ends the HDX™ connection to a remote session immediately, giving users the impression
that the session has immediately closed. However, the session itself continues through the session
logoff phases in the background on the VDA.

Note:

Fast Logoff supports Citrix virtual apps™ and RDS resources only.

Settings

Enable Fast Logoff. Enables fast logoff for all users in this configuration set. Users are logged out
immediately, while session logoff tasks continue in the background.

Exclude Specific Groups. Allows you to exclude specific groups of users from Fast Logoff.
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Citrix Optimizer

September 7, 2025

Citrix optimizer optimizes user environments for better performance. It runs a quick scan of user en-
vironments and then applies template-based optimization recommendations. You can optimize user
environments in two ways:

« Use built-in templates to perform optimizations. To do so, select a template applicable to the
operating system.

« Alternatively, create your own customized templates with specific optimizations you want and
then add the templates to Workspace Environment Management™ (WEM).

To get a template that you can customize, use either of the following approaches:

+ Use the template builder feature that the standalone Citrix Optimizer offers. Download the
standalone Citrix Optimizer at https://support.citrix.com/article/CTX224676. The template
builder feature lets you build your own custom templates to be uploaded to WEM.

+ Onan agent host (machine where the WEM agent is installed), navigate to the <C: \Program
Files (x86)>\Citrix\Workspace Environment Management Agent\Citrix

Optimizer\Templates folder, select a default template file, and copy it to a convenient
folder. Customize the template file to reflect your specifics and then upload the custom
template to WEM.

Settings

Enable Citrix Optimizer. Controls whether to enable or disable Citrix optimizer.

Run Weekly. If selected, WEM runs optimizations on a weekly basis. If Run Weekly is not selected,
WEM behaves as follows:

« Thefirsttime you add a template to WEM, WEM runs the corresponding optimization. WEM runs
the optimization only once unless you make changes to that template later. Changes include
applying a different template to OS and moving optimization entries around between the Avail-
able and Configured panes.

+ Each time you make changes to a template, WEM runs the optimization once.

Note:

For a non-persistent VDI environment, WEM follows the same behavior —all changes to the envi-
ronment are lost when the machine restarts. In the case of Citrix Optimizer, WEM runs optimiza-
tions each time the machine restarts.
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Automatically Select Templates to Use. If you are unsure which template to use, use this option to
let WEM select the best match for each OS.

+ Enable Automatic Selection of Templates Starting with Prefixes. Use this option if custom
templates with different name formats are available. Type a comma-separated list of prefixes.
Custom template follows this name format:

- prefix_<os version>_<os build>
- prefix_Server_<os version>_<os build>

The Citrix Optimizer tab displays a list of templates you can use to perform system optimizations.
The Actions section displays the actions available to you:

« Add. Lets you add a custom template.
+ Remove. Lets you delete an existing custom template. You cannot delete built-in templates.
« Edit. Lets you edit an existing template.

« Preview. Lets you have an itemized view of the optimization entries that the selected template
contains.

To add a custom template:

1. Onthe Administration Console > System Optimization > Citrix Optimizer > Citrix Optimizer
tab, click Add.

2. Inthe New Custom Template window, complete the following steps:

a) For Template Name, click Select an XML file and then select the applicable file from the
list.

Note:
The list displays the XML files you uploaded. To upload an XML file, see To upload a
custom template.
b) For Applicable OSs, select the applicable OS from the list.
c) For Groups, configure groups that the template contains.
d) Click OK.
Important:
Citrix optimizer does not support exporting custom templates. Retain a local copy of your custom
template after you add it.
To edit a template, select the applicable template and then click Edit.
To remove a template, select the applicable template and then click Remove.

To view details of a template, select the applicable template and then click Preview.
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Fields and controls

Template Name. The display name of the selected template.

Applicable OSs. A list of operating systems. Select one or more operating systems to which the tem-
plate applies. You can add custom templates applicable to Windows 10 OSs that are not available on
the list. Add those OSs by typing their build numbers. Be sure to separate the OSs with semicolons (;).
For example, 2001;2004.

Important:

You can apply only one template to the same OS.

Groups. The Available pane displays a list of grouped optimization entries. The entries are grouped
by category. Double-click a group or click the arrow buttons to move the group around.

State. Toggles the template between enabled and disabled states. If disabled, the agent does not
process the template, and WEM does not run optimizations associated with the template.

Changes to Citrix optimizer settings take some time to take effect, depending on the value that you
specified for the SQL Settings Refresh Delay option on the Advanced Settings > Configuration >
Service Options tab.

For the changes to take effect immediately, navigate to the context menu of the Administration >
Agents > Statistics tab and then select Process Citrix Optimizer.

Tip:

New changes might fail to take effect immediately. We recommend that you select Refresh
Agent Host Settings before you select Process Citrix Optimizer.

To upload a custom template

To upload a custom template, complete the following steps:

1. On the Manage tab, hover the mouse cursor over the hamburger menu.
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2. Click the Citrix Workspace™ icon.

3. Click the upload icon to upload the custom template (XML file) to the default folder in Citrix
Cloud.

Multi-session Optimization

January 14, 2022

Multi-session OS machines run multiple sessions from a single machine to deliver applications and
desktops to users. A disconnected session remains active and its applications continue to run. The
disconnected session can consume resources needed for connected desktops and applications that
run on the same machine. These settings let you optimize multi-session OS machines with discon-
nected sessions for better user experience with connected sessions.

Settings

Enable Multi-session Optimization. If enabled, optimizes multi-session OS machines where discon-
nected sessions are present. By default, this option is disabled. This option improves the user experi-
ence of connected sessions by limiting the number of resources disconnected sessions can consume.
After a session stays disconnected for one minute, the WEM agent lowers the CPU and the 1/O prior-
ities of processes or applications associated with the session. The agent then imposes limits on the
amount of memory resources the session can consume. If the user reconnects to the session, WEM
restores the priorities and removes the limitations.

Exclude Specified Groups. Lets you specify which groups to exclude from multi-session optimization.
Specify at least one group.
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Exclude Specified Processes. Lets you specify which processes to exclude from multi-session opti-
mization. Type the name of the process you want to exclude. Specify at least one process.

Policies and Profiles

September 7, 2025

These settings let you replace user GPOs and configure user profiles.

« Environmental Settings
» Microsoft USV Settings
« Citrix Profile Management Settings

Environmental Settings

December 5, 2023

These options modify the user’s environmental settings. Some of the options are processed at logon,
while some others can be refreshed in session with the agent refresh feature.

Start menu

These options modify the user’s Start menu.

Process Environmental Settings. This check box toggles whether the agent processes environmen-
tal settings. If it is cleared, no environmental settings are processed.

Exclude Administrators. If enabled, environmental settings are not processed for administrators,
even if the agent is launched.

User Interface: Start Menu. These settings control which Start menu functions are disabled by the
agent.

Important:

On operating systems other than Windows 7, the options under User Interface: Start Menu
might not work, except Hide System Clock and Hide Turnoff Computer.

User Interface: Appearance. These settings allow you to customize the user’s Windows theme and
desktop. Paths to resources must be entered as they are accessed from the user’s environment.
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Note:

While using a non-domain-joined agent, WEM might not work if you use a network share.

Desktop

User Interface: Desktop. These settings control which desktop elements are disabled by the
agent.

User Interface: Edge Ul. These settings allow you to disable aspects of the Windows 8.x Edge user
interface.

Windows Explorer

These settings control which Windows Explorer functionalities are disabled by the agent.

User Interface: Explorer. These options allow you to disable access to regedit or cmd, and hide
certain elements in Windows Explorer.

Hide Specified Drives from Explorer. If enabled, the listed drives are hidden from the user’s My
Computer menu. They are still accessible if browsed to directly.

Restrict Specified Drives from Explorer. If enabled, the listed drives are blocked. Neither the users
nor their applications can access them.

Control Panel

Hide Control Panel. This option is enabled by default to secure the user environment. If disabled,
the users have access to their Windows control panel.

Show only specified Control Panel Applets. If enabled, all control panel applets except the ones
listed here are hidden from the user. Additional applets are added using their canonical name.

Hide specified Control Panel Applets. If enabled, only the listed control panel applets are hidden.
Additional applets are added using their canonical name.

See Common Control Panel applets along with their canonical names.
Known folders management

Disable Specified Known Folders. Prevents the creation of the specified user profile known folders
at profile creation.
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SBC/HVD tuning

User Environment: Advanced Tuning. These options allow you to optimize performance in SBC/HVD
environments.

Microsoft USV Settings

September 7, 2025

These settings allow you to optimize Microsoft User State Virtualization (USV).

Roaming profiles configuration

These settings allow you to configure the integration of Workspace Environment Management™ with
Microsoft roaming profiles.

Process User State Virtualization Configuration. Controls whether the agent processes USV set-
tings. If disabled, no USV settings are processed.

Exclude Administrators. If enabled, USV settings you configure do not apply to administrators. When
using this option, consider the following:

+ Settings on the Roaming Profiles Configuration and Roaming Profiles Advanced Configura-
tion tabs are machine-level and still apply regardless of whether the option is enabled.

+ Settings on the Folder Redirections tabs are user-level. The option controls whether the set-
tings apply to administrators.

Set Windows Roaming Profile Path. Lets you specify the path to your Windows profiles.
Set RDS Roaming Profiles Path. Lets you specify the path to your RDS roaming profiles.

Set RDS Home Drive Path. Lets you specify the path to your RDS home drive and the drive letter that
it appears with in the user environment.

Roaming profiles advanced configuration

The following are advanced roaming profile optimization options.

Enable Folder Exclusions. If enabled, the listed folders are not included in a user’s roaming profile.
This allows you to exclude specific folders known to contain large amounts of data which the user
does not need to have as part of their roaming profile. The list is pre-populated with default Windows
7 exclusions, and can be pre-populated with default Windows XP exclusions instead.
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Delete Cached Copies of Roaming Profiles. If enabled, the agent deletes cached copies of the roam-
ing profiles.

Add Administrators Security Group to Roaming User Profiles. If enabled, the Administrators group
is added as owner to roaming user profiles.

Do Not Check for User Ownership of Roaming Profiles Folders. If enabled, the agent does not check
to see if the user owns the roaming profiles folder before acting.

Do Not Detect Slow Network Connections. If enabled, connection speed detection is skipped.

Wait for Remote User Profile. If enabled, the agent waits for the remote user profile to be fully down-
loaded before processing its settings.

Folder redirection

Process Folder Redirection Configuration. This check box toggles whether the agent processes
folder redirections. If it is cleared, no folder redirections are processed. Select the options to control
whether and where the user’s folders are redirected.

Delete Local Redirected Folders. If enabled, the agent deletes the local copies of the folders selected
for redirection.

Citrix Profile Management Settings

September 7, 2025
Note:

Some options work only with specific versions of Profile Management. Consult the Profile Man-
agement documentation for details.

Workspace Environment Management™ (WEM) service supports the features and operation of the cur-
rent version of Citrix Profile Management. In the WEM administration console, the Citrix Profile Man-
agement Settings (in Policies and Profiles) supports configuring all settings for the current version
of Citrix Profile Management.

In addition to using WEM to configure Citrix Profile Management features, you can use Active Directory
GPOs, Citrix Studio policies, or .ini files on the VDA. We recommend that you use the same method
consistently.
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Main Citrix Profile Management settings

Get started with Profile Management by applying basic settings. Basic settings include processed
groups, excluded groups, user store, and more.

Enable Profile Management Configuration. When enabled, you can configure and apply your set-
tings. Enabling this option creates Profile Management related registries in the user environment.
The option controls whether WEM deploys Profile Management settings you configure in the console
to the agent. If disabled, none of the Profile Management settings are deployed to the agent.

Enable Profile Management. Controls whether to enable the Profile Management service on the
agent machine. If disabled, the Profile Management service does not work.

You might want to disable Profile Management completely so that settings already deployed to the
agent will no longer be processed. To achieve the goal, do the following:

1. Clear the Enable Profile Management check box and wait for the change to apply automati-
cally or apply the change manually for immediate effect.

Note:

The change takes some time to take effect, depending on the value you specified for SQL
Settings Refresh Delay in Advanced Settings. For the change to take effect immediately,
refresh agent host settings and then reset Profile Management settings for all related
agents. See Administration.

2. After the change takes effect, clear the Enable Profile Management Configuration check box.

Set processed groups. Lets you specify which groups are processed by Profile Management. Only
the specified groups have their Profile Management settings processed. If left empty, all groups are
processed.

Set excluded groups. Lets you specify which groups are excluded from Profile Management.

Process logons of local administrators. If enabled, local administrator logons are treated the same
as non-administrator logons for Profile Management.

Set path to user store. Lets you specify the path to the user store folder.

Migrate user store. Lets you specify the path to the folder where the user settings (registry changes
and synchronized files) were saved. Type the user store path that you previously used. Use this option
along with the Set path to user store option.

Enable active write back. If enabled, profiles are written back to the user store during the user’s
session, preventing data loss.

Enable active write back registry. If enabled, registry entries are written back to the user store dur-
ing the user’s session, preventing data loss.
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Enable active write back on session lock and disconnection. With both this option and the Enable
active write back option enabled, profile files and folders are written back only when a session is
locked or disconnected. With both this option and the Enable active write back registry option
enabled, registry entries are written back only when a session is locked or disconnected.

Enable offline profile support. If enabled, profiles are cached locally for use while not connected.

Profile container settings

These options control Profile Management profile container settings.

Enable Profile Container. If enabled, Profile Management maps the listed folders to the profile disk
stored on the network, thus eliminating the need to save a copy of the folders to the local profile.
Specify at least one folder to include in the profile container.

Enable Folder Exclusions for Profile Container. If enabled, Profile Management excludes the listed
folders from the profile container. Specify at least one folder to exclude from the profile container.

Enable Folder Inclusions for Profile Container. If enabled, Profile Management keeps the listed
folders in the profile container when their parent folders are excluded. Folders on this list must be
subfolders of the excluded folders. This means that you must use this option in combination with the
Enable Folder Exclusions for Profile Container option. Specify at least one folder to include in the
profile container.

Enable File Exclusions for Profile Container. If enabled, Profile Management excludes the listed
files from the profile container. Specify at least one file to exclude from the profile container.

Enable File Inclusions for Profile Container. If enabled, Profile Management keeps the listed files in
the profile container when their parent folders are excluded. Files on this list must be contained in the
excluded folders. This means that you must use this option in combination with the Enable Folder
Exclusions for Profile Container option. Specify at least one file to include in the profile container.

Enable Local Cache for Profile Container. If enabled, each local profile serves as a local cache of
its profile container. If profile streaming is in use, locally cached files are created on demand. Other-
wise, they are created during user logons. To use this setting, put an entire user profile in its profile
container. This setting applies only to Citrix Profile Management profile containers.

Tip:
When adding files or folders, you can use wildcards. For more information, see Wildcard support.
Enable VHD disk compaction. If enabled, VHD disks are automatically compacted on user logoff

when certain conditions are met. This option enables you to save the storage space consumed by
profile container, OneDrive container, and mirror folder container.
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Depending on your needs and the resources available, you can adjust the default VHD compaction
settings and behavior using the Set free space ratio to trigger VHD disk compaction, Set number
of logoffs to trigger VHD disk compaction, and Disable defragmentation for VHD disk compaction
options in Advanced settings.

Profile handling

These settings control Profile Management profile handling.

Delete local cached profiles on logoff. If enabled, locally cached profiles are deleted when the user
logs off.

Set delay before deleting cached profiles. Lets you specify a delay (in seconds) before cached pro-
files are deleted on logoff.

Enable Migration of Existing Profiles. If enabled, existing Windows profiles are migrated to Profile
Management on logon.

Automatic migration of existing application profiles. If enabled, existing application profiles are
migrated automatically. Profile Management performs the migration when a user logs on and there
are no user profiles in the user store.

Enable local profile conflict handling. Configures how Citrix Workspace™ Environment Manage-
ment handles cases where Profile Management and Windows profiles conflict.

Enable template profile. If enabled, uses a template profile at the indicated location.
Template profile overrides local profile. If enabled, the template profile overrides local profiles.

Template profile overrides roaming profile. If enabled, the template profile overrides roaming pro-
files.

Template profile used as Citrix mandatory profile for all logons. If enabled, the template profile
overrides all other profiles.

Advanced settings

These options control advanced Profile Management settings.

Set number of retries when accessing locked files. Configures the number of times the Agent retries
accessing locked files.

Set directory of the MFT cache file. Lets you specify the MFT cache file directory. This option has
been deprecated and will be removed in the future.
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Enable application profiler. If enabled, defines application-based profile handling. Only the settings
defined in the definition file are synchronized. For more information about creating definition files,
see Create a definition file.

Process Internet cookie files on logoff. If enabled, stale cookies are deleted at logoff.
Delete redirected folders. If enabled, deletes local copies of redirected folders.
Disable automatic configuration. If enabled, dynamic configuration is disabled.

Log off user if a problem is encountered. If enabled, users are logged off rather than switched to a
temporary profile if a problem is encountered.

Customer experience improvement program. If enabled, Profile Management uses the Customer
Experience Improvement Program (CEIP) to help improve the quality and performance of Citrix prod-
ucts by collecting anonymous statistics and usage information. For more information on the CEIP, see
About the Citrix Customer Experience Improvement Program (CEIP).

Enable multi-session write-back for profile containers. If enabled, Profile Management saves
changes in multi-session scenarios for both FSLogix Profile Container and Citrix Profile Management
profile containers. If the same user launches multiple sessions on different machines, changes made
in each session are synchronized and saved to the user’s profile container disk.

Enable asynchronous processing for user Group Policy on logon. If enabled, Profile Management
roams with users a registry value that Windows uses to determine the processing mode for the next
user logon —synchronous or asynchronous processing mode. If the registry value does not exist, syn-
chronous mode is applied. Enabling the option ensures that the actual processing mode is applied
each time users log on. If disabled, asynchronous mode can’t be applied as expected if users:

+ Log on to different machines.
+ Log on to the same machine where the Delete locally cached profiles on logoff option is en-
abled.

Disable defragmentation for VHD disk compaction. Applicable when Enable VHD disk compaction
is enabled. Lets you specify whether to disable file defragmentation for VHD disk compaction.

When VHD disk compaction is enabled, the VHD disk file is first automatically defragmented using
the Windows built-in defrag tool, and then compacted. VHD disk defragmentation produces better
compaction results while disabling it can save system resources.

Set free space ratio to trigger VHD disk compaction. Applicable when Enable VHD disk compaction
is enabled. Lets you specify the free space ratio to trigger VHD disk compaction. When the free space
ratio exceeds the specified value on user logoff, disk compaction is triggered.

Free space ratio = (current VHD file size —required minimum VHD file size*) + current VHD file size

* Obtained using the GetSupportedSize method of the MSFT_Partition class from the Microsoft
Windows operating system.
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Set number of logoffs to trigger VHD disk compaction. Applicable when Enable VHD disk com-
paction is enabled. Lets you specify the number of user logoffs to trigger VHD disk compaction.

When the number of logoffs since the last compaction reaches the specified value, disk compaction is
triggered again.

Replicate user stores. If enabled, Profile Management replicates a user store to multiple paths on
each logon and logoff, in addition to the path that the Set path to user store option specifies. To
synchronize to the user stores files and folders modified during a session, enable active write-back.
Enabling the option can increase system I/0 and might prolong logoffs.

Customize storage path for VHDX files. Lets you specify a separate path to store VHDX files. By de-
fault, VHDX files are stored in the user store. Policies that use VHDX files include the following: Profile
container, Search index roaming for Outlook, and Accelerate folder mirroring. If enabled, VHDX files
of different policies are stored in different folders under the storage path.

Enable search index roaming for Microsoft Outlook users. If enabled, the user-specific Microsoft
Outlook offline folder file (*.ost) and Microsoft search database are roamed along with the user profile.
This improves the user experience when searching mail in Microsoft Outlook.

+ Outlook search index database —backup and restore. If enabled, Profile Management auto-
matically saves a backup of the last known good copy of the search index database. When there
is a corruption, Profile Management reverts to that copy. As a result, you no longer need to
manually reindex the database when the search index database becomes corrupted.

+ Enable concurrent session support for Outlook search data roaming. Provides native Out-
look search experience in concurrent sessions. If enabled, each concurrent session uses a sep-
arate Outlook OST file.

- Maximum number of VHDX disks for storing Outlook OST files. Lets you specify the
maximum number of VHDX disks for storing Outlook OST files. If unspecified, only two
VHDX disks can be used to store Outlook OST files (one file per disk). If more sessions start,
their Outlook OST files are stored in the local user profile. Supported values: 1-10.

Enable OneDrive container. If enabled, Profile Management roams OneDrive folders with users by
storing the folders on a VHDX disk. The disk is attached during logons and detached during logoffs.

Log settings

These options control Profile Management logging.
Enable Logging. Enables/disables logging of Profile Management operations.
Configure Log Settings. Lets you specify which types of events to include in the logs.

Set Maximum Size of Log File. Lets you specify a maximum size in bytes for the log file.
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Set Path to Log File. Lets you specify the location at which the log file is created.

Registry

These options control Profile Management registry settings.

NTUSER.DAT Backup. If selected, Profile Management maintains a last known good backup of the
NTUSER.DAT file. If Profile Management detects corruption, it uses the last known good backup copy
to recover the profile.

Enable Default Exclusion List. Default list of registry keys in the HKCU hive that are not synchronized
to the user’s profile. If selected, registry settings which are selected in this list are forcibly excluded
from Profile Management profiles.

Enable Registry Exclusions. Registry settings in this list are forcibly excluded from Profile Manage-
ment profiles.

Enable Registry Inclusions. Registry settings in this list are forcibly included in Profile Management
profiles.

File system

These options control file system exclusions for Profile Management.

Enable Logon Exclusion Check. If enabled, configures what Profile Management does when a user
logs on when a profile in the user store contains excluded files or folders. (If disabled, the default
behavior is Synchronize excluded files or folders). You can select one of the following behaviors in
the list:

Synchronize excluded files or folders (default). Profile Management synchronizes these excluded
files or folders from the user store to local profile when a user logs on.

Ignore excluded files or folders. Profile Management ignores the excluded files or folders in the user
store when a user logs on.

Delete excluded files or folder. Profile Management deletes the excluded files or folders in the user
store when a user logs on.

Enable Default Exclusion List - Directories. Default list of directories ignored during synchroniza-
tion. If selected, folders which are selected in this list are excluded from the Profile Management syn-
chronization.

Enable File Exclusions. If enabled, the listed files are not included in a user’s profile. This setting
lets you exclude specific files containing a large amount of data that users do not need as part of their
profile. The list is pre-populated with default Windows 7 exclusions, and can be pre-populated with
default Windows XP exclusions instead.
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Enable Folder Exclusions. If enabled, the listed folders are not included in a user’s profile. This set-
ting lets you exclude specific folders containing a large amount of data that users do not need as part
of their profile. The listis pre-populated with default Windows 7 exclusions, and can be pre-populated
with default Windows XP exclusions instead.

Tip:

When adding files or folders, you can use wildcards. For more information, see Wildcard support.

Synchronization

These options control Profile Management synchronization settings.

Enable Directory Synchronization. If enabled, the listed folders are synchronized to the user
store.

Enable File Synchronization. If enabled, the listed files are synchronized to the user store, ensuring
that users always get the most up-to-date versions of the files. If files have been modified in more
than one session, the most up-to-date files are kept in the user store.

Tip:

When adding files or folders, you can use wildcards. For more information, see Wildcard support.

Enable Folder Mirroring. If enabled, the listed folders are mirrored to the user store on logoff, ensur-
ing that files and subfolders in mirrored folders stored in the user store are exactly the same as the
local versions. See below for more information about how folder mirroring works.

Accelerate folder mirroring. By default, Profile Management copies necessary transactional folders
between the user store and local profiles. Mirroring ensures the integrity of those folders. This op-
tion eliminates the need to copy them by using a container-based solution, thus accelerating folder
mirroring. Profile Management attaches the virtual disk during logons and detaches it during logoffs,
eliminating the need to copy the folders between the user store and local profiles. Files in mirrored
folders will always overwrite files stored in the user store on session logoff, irrespective of whether
they are modified. If extra files or subfolders are present in the user store compared to the local ver-
sions in mirrored folders, those extra files and subfolders are deleted from the user store on session
logoff.

+ Add folders to mirror. By default, Profile Management copies necessary transactional folders
between the user store and local profiles. A transactional folder is a folder containing interde-
pendent files, where one file references other files. You can add more as needed.

Enable Large File Handling. If enabled, large files are redirected to the user store, thus eliminating
the need to synchronize those files over the network.
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Note:

Some applications do not allow concurrent file access. Citrix recommends that you take appli-
cation behavior into consideration when you define your large file handling policy.

Streamed user profiles

These options control streamed user profile settings.
Enable Profile Streaming. If disabled, none of the settings in this section are processed.

Enable Profile Streaming for Folders. If enabled, folders are fetched only when they are being ac-
cessed. This setting eliminates the need to traverse all folders during user logons, thus saving band-
width and reducing the time to synchronize files.

Always cache. If enabled, files of the specified size (in MB) or larger will always be cached.

Set timeout for pending area lock files: Frees up files so they are written back to the user store from
the pending area after the specified time if the user store remains locked when a server becomes
unresponsive.

Set streamed user profile groups. This list determines which user groups streamed profiles are used
for.

Enable Profile Streaming Exclusion List - Directories. If selected, Profile Management does not
stream folders in this list, and all the folders are fetched immediately from the user store to the local
computer when users log on.

Enable profile streaming for pending area. If enabled, files in the pending area are fetched to the
local profile only when they are requested. This ensures optimum logon experience in concurrent
session scenarios. The pending area is used to ensure profile consistency while profile streaming is
enabled. It temporarily stores profile files and folders changed in concurrent sessions. By default,
this option is disabled. All files and folders in the pending area are fetched to the local profile during
logon.

Cross-platform settings

These options control cross-platform settings.
Enable cross-platform settings. If disabled, none of the settings in this section are processed.

Set cross-platform settings groups. Lets you specify the user groups for which cross-platform pro-
files are used.

Set path to cross-platform definitions. Lets you specify the path to your cross-platform definition
files.
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Set path to cross-platform setting store. Lets you specify the path to your cross-platform setting
store.

Enable source for creating cross-platform settings. Enables a source platform for cross-platform
settings.

App access control

This option controls user access to files, folders, and registries. A typical use case is to apply rules to
control user access to apps installed on machines —whether to make apps visible to relevant users.

Enable app access control. If enabled, Profile Management controls user access to items (such as
files, folders, and registries) based on the rules you provide.

There are two ways you can create application rules:

+ GUI-based tool - WEM Tool Hub > Rule Generator for App Access Control
+ PowerShell tool —available with the Profile Management installation package

User store credentials

These options control user store credential settings.

Enable credential-based access to user store. If disabled, Profile Management impersonates the
current user to access user stores. Therefore, make sure that the current user has permission to
directly access the user stores. Disabling this setting prevents all settings on this tab from being
processed. If enabled, Profile Management uses the specified user store credentials to access the user
stores on behalf of the user. Enabling this setting allows you to put user stores in storage repositories
(for example, Azure Files) that the current user has no permission to access.

Important:

Disabling this setting deletes all user store connections that the WEM agent previously estab-
lished.

« Add. Lets you add credentials.
+ Edit. Lets you edit existing credentials.
+ Remove. Lets you delete existing credentials.

When adding or editing credentials, complete the following fields:

+ Server share. Type a UNC path that specifies a server share.

+ User name. Type the name in the form domain\username.

« Password. Type the password to be used to access the server share.
+ Show password. Control whether to show or hide the password.
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File deduplication

These options control Profile Management file deduplication settings.

Identical files can exist among various user profiles. Separating those files from the user store and
storingthemin a central location saves storage space by avoiding duplicates. You can specify files that
you want to include in the shared store on the server hosting the user store. Specify the file names
with paths relative to the user profile.

Enable File Inclusions. If enabled, Profile Management generates the shared store automatically. It
then centrally stores the specified files in the shared store rather than in each user profile in the user
store. Doing so reduces the load on the user store by avoiding file duplication, thus reducing your
storage cost.

Enable File Exclusions. If enabled, Profile Management excludes the specified files from the shared
store. You must use this option along with the Enable file inclusions option. Specify at least one file
to exclude from the shared store.

Tip:

When adding files or folders, you can use wildcards. For more information, see Wildcard support.

Wildcard support

When adding files or folders, you can use wildcards. Wildcards in file names are applied recursively
while wildcards in folder names are not. You can use the vertical bar (|) to restrict the policy only to
the current folder so that the policy does not apply to its subfolders.

Examples:

« AppData\*.tmp excludes all files with the extension .tmp in the folder AppData and its sub-
folders.

« AppData\x.tmp| excludes all files with the extension .tmp in the folder AppData.

« Downloads\x\a.txt excludes a.txt in any immediate subfolder of the Downloads
folder. Remember: wildcards in folder names are not applied recursively.

« Downloads\ * excludes all immediate subfolders of the Downloads folder.

Security

September 7, 2025

These settings let you control user activities within Workspace Environment Management™ (WEM).
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Application security
Important:

To control which applications users can run, use the Windows AppLocker interface or WEM to
manage Windows AppLocker rules. You can switch between these approaches at any time. We
recommend that you do not use both approaches at the same time.

These settings let you control the applications that users are permitted to run by defining rules. This
functionality is similar to Windows AppLocker. When you use WEM to manage Windows AppLocker
rules, the agent converts Application Security tab rules into Windows AppLocker rules on the agent
host. If you stop the agent processing rules, they are preserved in the configuration set. AppLocker
continues running by using the last set of instructions processed by the agent.

Application security

This tab lists the application security rules in the current WEM configuration set. Use Find to filter the
list according to a text string.

When you select the top-level item “Application Security”in the Security tab, the following options
become available:

+ Process Application Security Rules. When selected, the Application Security tab controls are
enabled and the agent processes rules in the current configuration set, converting them into
AppLocker rules on the agent host. When not selected, the Application Security tab controls
aredisabled and the agent does not convert rules into AppLocker rules. (In this case, AppLocker
rules are not updated.)

Note:

This option is not available if the WEM administration console is installed on Windows 7
SP1 or Windows Server 2008 R2 SP1 (or earlier versions).

+ Process DLL Rules. When selected, the agent converts DLL rules in the current configuration
set into AppLocker DLL rules on the agent host. This option is available only when you select
Process Application Security Rules.

Important:

If you use DLL rules, you must create a DLL rule with “Allow”permission for each DLL that
is used by all the allowed apps.

Caution:
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If you use DLL rules, users might experience sluggish performance. This issue happens
because AppLocker checks each DLL that an app loads before the app is allowed to run.

+ The Overwrite and Merge settings let you determine how the agent processes application se-
curity rules.

- Overwrite. Lets you overwrite existing rules. When selected, the rules that are processed
last overwrite rules that were processed earlier. We recommend that you apply this mode
only to single-session machines.

- Merge. Lets you merge rules with existing rules. When conflicts occur, the rules that are
processed last overwrite rules that were processed earlier. If you need to modify the rule
enforcement setting during merging, use overwrite mode because merge mode will keep
the old value if it differs.

Rule collections

Rules belong to AppLocker rule collections. Each collection name indicates how many rules it con-
tains, for example (12). Click a collection name to filter the rule list to one of the following collec-
tions:

« Executable Rules. Rules that include files with the .exe and .com extensions associated with
an application.

+ Windows Rules. Rules that include installer file formats (.msi, .msp, .mst) controlling the instal-
lation of files on client computers and servers.

+ Script Rules. Rules that include files of the following formats: .ps1, .bat, .cmd, .vbs, .js.

+ Packaged Rules. Rules that include packaged apps, also known as Universal Windows apps. In
packaged apps, all files within the app package share the same identity. Therefore, one rule can
control the entire app. WEM supports only publisher rules for packaged apps.

+ DLL Rules. Rules that include files of the following formats: .dll, .ocx.

When you filter the rule list to a collection, the Rule enforcement option is available to control how
AppLocker enforces all rules in that collection on the agent host. The following rule enforcement val-
ues are possible:

Off (default). Rules are created and set to “off,”which means they are not applied.
On. Rules are created and set to “enforce,”which means they are active on the agent host.

Audit. Rules are created and set to “audit,”which means they are on the agent host in inactive state.
When a user runs an app that violates an AppLocker rule, the app is allowed to run and the information
about the app is added to the AppLocker event log.
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To import AppLocker rules

You can import rules exported from AppLocker into Workspace Environment Management. Imported
Windows AppLocker settings are added to any existing rules in the Security tab. Any invalid applica-
tion security rules are automatically deleted and listed in a report dialog.

1. Intheribbon, click Import AppLocker Rules.
2. Browse to the XML file exported from AppLocker containing your AppLocker rules.

3. Click Import.

The rules are added to the Application Security rules list.

To add a rule
1. Select a rule collection name in the sidebar. For example, to add an executable rule select the
“Executable Rules”collection.
2. Click Add Rule.

3. Inthe Display section, type the following details:

+ Name. The display name of the rule as it appears in the rule list.

+ Description. Additional information about the resource (optional).
4. In the Type section, select an option:

+ Path. The rule matches a file path.
+ Publisher. The rule matches a selected publisher.

« Hash. The rule matches a specific hash code.

5. In the Permissions section, select Allow or Deny. The selection controls whether to allow or
prohibit applications from running.

6. To assign this rule to users or user groups, in the Assignments pane, choose users or groups
to which you want to assign this rule. The “Assigned”column shows a “check”icon for assigned
users or groups.

Tip:

« You can use the usual Windows selection modifier keys to make multiple selections,
or use Select All to select all rows.

+ Users must already be in the WEM Users list.

« You can assign rules after the rule is created.
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7. Click Next.

8. Specify the criteria the rule matches, depending on the rule type you choose:

« Path. Type the path to the file or folder to which you want to apply the rule. The WEM
agent applies the rule to an executable according to the executable file path.

+ Publisher. Fill out the following fields: Publisher, Product name, File name, and File
version. You cannot leave any of the fields empty, but you can type an asterisk (*) instead.
The WEM agent applies the rule according to publisher information. If applied, users can
run executables that share the same publisher information.

+ Hash. Click Add to add a hash. In the Add Hash window, type the file name and the hash
value. You can use the AppinfoViewer tool to create a hash from a selected file or folder.
The WEM agent applies the rule to identical executables as specified. As a result, users can
run executables that are identical to the specified one.

9. Click Next.

10. Add any exceptions you require (optional). In Add exception, choose an exception type and
then click Add. (You can edit or remove exceptions if needed.)

11. To save the rule, click Create.

To assign rules to users

Select one or more rules in the list and then click Edit in the toolbar or context menu. In the editor,
select the rows containing the users and user groups you want to assign the rule to and then click OK.
You can also unassign the selected rules from everyone using Select All to clear all selections.

Note: If you select multiple rules and click Edit, any rule assignment changes for those rules apply
to all users and user groups you select. In other words, existing rule assignments are merged across
those rules.

To add default rules

Click Add Default Rules. A set of AppLocker default rules is added to the list.

To edit rules

Select one or more rules in the list and then click Edit in the toolbar or context menu. The editor
appears, letting you adjust settings that apply to the selection you made.
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To delete rules

Select one or more rules in the list and then click Delete in the toolbar or context menu.

To back up application security rules

You can back up all application security rules in your current configuration set. Rules are all exported
as a single XML file. You can use Restore to restore the rules to any configuration set.
In the ribbon, click Backup then select Security Settings.

To restore application security rules

You can restore application security rules from XML files created by the Workspace Environment Man-
agement backup command. The restore process replaces the rules in the current configuration set
with those rules in the backup. When you switch to or refresh the Security tab, any invalid applica-
tion security rules are detected. Invalid rules are automatically deleted and listed in a report dialog,
which you can export.

During the restore process, you can choose whether you want to restore rule assignments to users
and user groups in your current configuration set. Reassignment only succeeds if the backed-up user-
s/groups are present in your current configuration set/active directory. Any mismatched rules are
restored but remain unassigned. After restore, they are listed in a report dialog which you can export
in CSV format.

1. Intheribbon, click Restore to start the restore wizard.

N

. Select Security settings, then click Next twice.

3. In Restore from folder, browse to the folder containing the backup file.

N

. Select AppLocker Rule Settings, then click Next.

5. Confirm whether you want to restore rule assignments:

+ Yes. Restores rules and reassigns them to the same users and user groups in your current
configuration set.

+ No. Restores rules and leaves them unassigned.

6. To start restoring, click Restore Settings.
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Process management

These settings let you whitelist or blacklist specific processes.

Process management

Enable Process Management. This option toggles whether process whitelists and blacklists are in
effect. If disabled, none of the settings on the Process BlackList and Process WhiteList tabs take
effect.

Note:

This option works only if the agent is running in the user’s session. To enable the agent to run
in the session, use the Advanced Settings > configuration > Main Configuration tab to enable
the Launch Agent options (at Logon / at Reconnect / for Admins) and set Agent Type to Ul
These options are described in Advanced Settings.

Process blackList

These settings let you blacklist specific processes.

Enable Process Blacklist. This option enables process blacklisting. Add processes by using their
executable names (for example, cmd.exe).

Exclude Local Administrators. Excludes local administrator accounts from the process blacklist.

Exclude Specified Groups. Lets you exclude specific user groups from the process blacklist.

Process whiteList

These settings let you whitelist specific processes. Process blacklists and process whitelists are mutu-

ally exclusive.

Enable Process Whitelist. This option enables process whitelisting. Add processes by using their
executable names (for example, cmd.exe).

Note:

If enabled, Enable Process Whitelist automatically blacklists all processes not in the whitelist.

Exclude Local Administrators. Excludes local administrator accounts from the process whitelist
(they can run all processes).

Exclude Specified Groups. Lets you exclude specific user groups from the process whitelist (they can
run all processes).

© 1997-2025 Citrix Systems, Inc. All rights reserved. 235


https://docs.citrix.com/en-us/workspace-environment-management/service/using-environment-management/advanced-settings.html

Workspace Environment Management™ service

Privilege elevation

Note:

This feature does not apply to Citrix virtual apps.

The privilege elevation feature lets you elevate the privileges of non-administrative users to an admin-
istrator level necessary for some executables. As a result, the users can start those executables as if
they are members of the administrators group.

Privilege elevation

When you select the Privilege Elevation pane in Security, the following options appear:

+ Process Privilege Elevation Settings. Controls whether to enable the privilege elevation fea-
ture. When selected, enables agents to process privilege elevation settings and other options
on the Privilege Elevation tab become available.

+ Do Not Apply to Windows Server 0Ss. Controls whetherto apply privilege elevation settings to
Windows Server operating systems. If selected, rules assigned to users do not work on Windows
Server machines. By default, this option is selected.

+ Enforce RunAsinvoker. Controls whether to force all executables to run under the current Win-
dows account. If selected, users are not prompted to run executables as administrators.

This tab also displays the complete list of rules that you have configured. Click Executable Rules or
Windows Installer Rules to filter the rule list to a specific rule type. You can use Find to filter the list.
The Assigned column displays a check mark icon for assigned users or user groups.

Supported rules

You can configure privilege elevation using two types of rules: executable rules and Windows installer

rules.

- Executable Rules. Rules that include files with .exe and .com extensions associated with an
application.

+ Windows Installer Rules. Rules that include installer files with.msi and .msp extensions asso-
ciated with an application. When you add Windows installer rules, keep the following scenario
in mind:
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- Privilege elevation applies only to Microsoft’s msiexec.exe. Make sure that the tool you use
to deploy . ms1 and . msp Windows installer files is msiexec.exe.

- Suppose that a process matches a specified Windows installer rule and its parent process
matches a specified executable rule. The process cannot get elevated privileges unless the
Apply to Child Processes setting is enabled in the specified executable rule.

After you click the Executable Rules or the Windows Installer Rules tab, the Actions section displays
the following actions available to you:

+ Edit. Lets you edit an existing executable rule.
+ Delete. Lets you delete an existing executable rule.

« Add Rule. Lets you add an executable rule.

To add a rule

1. Navigate to Executable Rules or Windows Installer Rules and click Add Rule. The Add Rule

window appears.

2. Inthe Display section, type the following:

+ Name. Type the display name of the rule. The name appears in the rule list.
« Description. Type additional information about the rule.

3. Inthe Type section, select an option.

+ Path. The rule matches a file path.
+ Publisher. The rule matches a selected publisher.
« Hash. The rule matches a specific hash code.

4. In the Settings section, configure the following if needed:

« Apply to Child Processes. If selected, applies the rule to all child processes that the exe-
cutable starts. To manage privilege elevation at a more granular level, use the following

options:

- Apply only to executables in the same folder. If selected, applies the rule only to
executables that share the same folder.

- Apply only to signed executables. If selected, applies the rule only to executables
that are signed.

- Apply only to executables of the same publisher. If selected, applies the rule only
to executables that share the same publisher information. This setting does not work
with Universal Windows Platform (UWP) apps.
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Note:

When you add Windows install rules, the Apply to Child Processes setting is enabled
by default and you cannot edit it.

« Start Time. Lets you specify a time for agents to start applying the rule. The time format
is HH:MM. The time is based on the agent time zone.

« End Time. Lets you specify a time for agents to stop applying the rule. The time format
is HH:MM. From the specified time onward, agents no longer apply the rule. The time is
based on the agent time zone.

+ Add Parameter. Lets you restrict privilege elevation to executables that match the speci-
fied parameter. The parameter works as a match criterion. Make sure that the parameter
you specify is correct. For an example of how to use this feature, see Executables running
with parameters. If this field is empty or contains only blank spaces, the agent applies
privilege elevation to relevant executables whether or not they run with parameters.

« Enable Regular Expressions. Lets you control whether to use regular expressions to fur-
ther expand the criterion.

5. Inthe Assignments section, select users or user groups to which you want to assign the rule. If
you want to assign the rule to all users and user groups, select Select All.

Tip:

 You can use the usual Windows selection modifier keys to make multiple selections.

« Users or user groups must already be in the list displayed on the Administration >
Users tab.

+ You can choose to assign the rule later (after the rule is created).

6. Click Next.

7. Do eitherof the following. Different actions are needed depending on the rule type you selected
in the preceding page.

Important:

WEM provides you with a tool named ApplinfoViewer to obtain the following information
and more from executable files: publisher, path, and hash. For more information, see Tool
to obtain information for executable files.

« Path. Type the path to the file or folder to which you want to apply the rule. The WEM
agent applies the rule to an executable according to the
executable file path.
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+ Publisher. Fill out the following fields: Publisher, Product name, File name, and File
version. You cannot leave any of the fields empty, but you can type an asterisk (*) instead.
The WEM agent applies the rule according to publisher information. If applied, users can
run executables that share the same publisher information.

+ Hash. Click Add to add a hash. In the Add Hash window, type the file name and the hash
value. You can use the AppInfoViewer tool to create a hash from a selected file or folder.
The WEM agent applies the rule to identical executables as specified. As a result, users can
run executables that are identical to the specified one.

8. Click Create to save the rule and to exit the window.

Executables running with parameters You can restrict privilege elevation to executables that
match the specified parameter. The parameter works as a match criterion. To see parameters avail-
able to an executable, use tools such as Process Explorer or Process Monitor. Apply the parameters
that appear in those tools.

Suppose you want to apply the rule to an executable (for example, cmd.exe) according to the exe-
cutable file path. You want to apply privilege elevation only to test.bat. You can use Process Ex-
plorer to get the parameters.

Image File
T Windows Command Processar
Microsoft Corporation
Version: 6.2,14393.0
Build Time: Sat Jul 16 10:23:21 2016
Path:
C:\Windows\System32iomd. exe Explore

Command line:
C:\Windows\system32iomd. exe fc "C:\test.bat™ ™

Current directory:
C:h

In the Add Parameter field, you can type the following:
o /c ""C:\test.bat""
You then type the following in the Path field:

o C:\Windows\System32\cmd.exe
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In this case, you elevate the privilege of the specified users to an administrator level only for test.
bat.

Toassignrulestousers Selectoneormorerulesinthelistandthen click Editin the Actions section.
In the Edit Rule window, select users or user groups to which you want to assign the rule and then
click OK.

To delete rules Select one or more rules in the list and then click Delete in the Actions section.

To back up privilege elevation rules You can back up all privilege elevation rules in your current
configuration set. All rules are exported as a single XML file. You can use Restore to restore the rules
to any configuration set.

To complete the backup, use the Backup wizard, available in the ribbon. For more information about
using the Backup wizard, see Ribbon.

To restore privilege elevation rules You can restore privilege elevation rules from XML files ex-
ported through the Workspace Environment Management Backup wizard. The restore process re-
places the rules in the current configuration set with those rules in the backup. When you switch to or
refresh the Security > Privilege Elevation pane, any invalid privilege elevation rules are detected. In-
valid rules are automatically deleted and listed in a report that you can export. For more information
about using the Restore wizard, see Ribbon.

Self-elevation

With self-elevation, you can automate privilege elevation for certain users without the need to pro-
vide the exact executables beforehand. Those users can request self-elevation for any applicable file
simply by right-clicking the file and then selecting Run with administrator privileges in the context
menu. After that, a prompt appears, requesting that they provide a reason for the elevation. The WEM
agent does not validate the reason. The reason for the elevation is saved to the database for auditing
purposes. If the criteria are met, the elevation is applied, and the files run successfully with adminis-
trator privileges.

The feature also gives you flexibility to choose the best solution for your needs. You can create allow
lists for the files you permit users to self-elevate or block lists for files you want to prevent users from
self-elevating.

Self-elevation applies to files of the following formats: . exe, .ms1, .bat, .cmd, .psl,and .vbs.
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Note:

By default, certain applications are used to run some files. For example, cmd.exe is used to run
.cmd files and powershell.exe is used to run .ps1 files. In those scenarios, you cannot change the
default behavior.

When you select Security > Self-elevation, the following options appear:

« Enable self-elevation. Controls whether to enable the self-elevation feature. Select the option
to:

- Enable agents to process self-elevation settings.

- Make other options on the Self-elevation tab available.

- Make the Run with administrator privileges option available in the context menu when
users right-click a file. As a result, users can request self-elevation for files that match the
conditions you specify on the Self-elevation tab.

« Permissions. Lets you create allow lists for the files you permit users to self-elevate or block
lists for files you want to prevent users from self-elevating.

- Allow. Creates allow lists for the files you permit users to self-elevate.
- Deny. Creates block lists for files you want to prevent users from self-elevating.

+ You can perform the following operations:

- Edit. Lets you edit an existing condition.

- Delete. Lets you delete an existing condition.

- Add. Lets you add a condition. You can create a condition based on a path, a selected
publisher, or a specific hash code.

+ Settings. Lets you configure additional settings that control how agents apply self-elevation.

- Apply to Child Processes. If selected, applies self-elevation conditions to all child
processes that the file starts.

- Start Time. Lets you specify a time for agents to start applying conditions for self-
elevation. The time format is HH:MM. The time is based on the agent time zone.

- End Time. Lets you specify a time for agents to stop applying conditions for self-elevation.
The time format is HH:MM. From the specified time onward, agents no longer apply the
conditions. The time is based on the agent time zone.

+ Assignments. Lets you assign the self-elevation condition to applicable users or user groups.
To assign the condition to all users and user groups, click Select All or select Everyone. The
Select All check box is useful in scenarios where you want to clear your selection and reselect
users and user groups.
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Auditing privilege elevation activities

WEM supports auditing activities related to privilege elevation. For more information, see Auditing
user activities.

Process hierarchy control

The process hierarchy control feature controls whether certain child processes can be started from
their parent processes in parent-child scenarios. You create a rule by defining parent processes and
then designating an allow list or a block list for their child processes. Review this entire section before
using the feature.

Note:

« This feature applies only to Citrix Virtual Apps.

To understand how the rule works, keep the following in mind:

« Aprocess is subject to only one rule. If you define multiple rules for the same process, only the
rule with the highest priority is enforced.

+ Therule you defined is not restricted only to the original parent-child hierarchy but also applies
to each level of that hierarchy. Rules applicable to a parent process prevail over rules applicable
toits child processes regardless of the priority of the rules. Forexample, you define the following
two rules:

- Rule 1: Word cannot open CMD.
- Rule 2: Notepad can open CMD.

With the two rules, you cannot open CMD from Notepad by first opening Word and then opening
Notepad from Word, regardless of the priority of the rules.

Thisfeature relies on certain process-based parent-child relationships to work. To visualize the parent-
child relationships in a scenario, use the process tree feature of the Process Explorer tool. For more
information about Process Explorer, see https://docs.microsoft.com/en-us/sysinternals/downloads/
procmon.

To avoid any potential issues, we recommend that you add an executable file path that points to
VUEMAppCmd.exe in the Full Configuration managementinterface. VUEMAppCmd.exe ensures that
the WEM agent finishes processing settings before published applications start. Complete the follow-
ing steps:
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1. Onthe Application node, select the application, click Properties in the action bar, and then go
to the Location page.

Application Settings

Identification Location
Delivery Enter the location information below.
Path to the executable file:
I Location
C:\Windows'\system32\win32calc.exe

Groups Browse the applications on the local machine, or enter the path manually.

Limit Visibility Command-line argument (optional):
Example: https://www.Example.com

File Type Association

Working directory:

Zone
Example: \\myapps

G G Co)

2. Type the path of the local application on the end-user operating system.

+ Under the Path to the executable file field, type the following:

<%ProgramFiles%>\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe

3. Type the command-line argument to specify an application to open.

« Under the Command-line argument field, type the full path to the application that you
want to launch through VUEMAppCmd.exe. Make sure that you wrap the command line
for the application in double quotes if the path contains blank spaces.

« For example, suppose you want to launch iexplore.exe through VUEMAppCmd.exe. You
can do so by typing the following: %ProgramFiles(x86)%\"Internet Explorer
"\diexplore.exe.
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Considerations

For the feature to work, you need to use the AppInfoViewer tool on each agent machine to enable
the feature. Every time you use the tool to enable or disable the feature, a machine restart is required.
With the feature enabled, be aware of the following considerations:

+ You must restart the agent machine after upgrading or uninstalling the agent.

Note:

If you upgrade from or uninstall versions 2103.2.0.1 or 2104.1.0.1, no restart prompt ap-
pears.

+ Theautomaticagentupgrade feature does not work on agentversion 2105.1.0.1 or later. To use
the automatic agent upgrade feature, use the ApplInfoViewer tool to first disable the process
hierarchy control feature.

« If you upgrade from versions 2103.2.0.1 or 2104.1.0.1, you must restart the agent machine
after the automatic agent upgrade completes.

To verify that the process hierarchy control feature is enabled, open the Registry Editor on the agent
machine. The feature is enabled if the following registry entry exists:

+ 32-bit OS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_Dlls\WEM
Hook

+ 64-bit OS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_Dlls\WEM
Hook

- HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_Dlls
\WEM Hook

Important:

Onversions 2103.2.0.1 and 2104.1.0.1 of the agent, the process hierarchy control feature might
be automatically enabled. To verify that the process hierarchy control feature is enabled, open
the Registry Editor on the agent machine. If the feature is enabled, you must restart the agent
machine manually after upgrading or uninstalling the agent.

Prerequisites

To use the feature, make sure that the following prerequisites are met:
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« A Citrix virtual apps deployment.
+ The agent is running on Windows 10 or Windows Server.
+ The agent host has been restarted after in-place upgrade or fresh install.

Process hierarchy control

When you select Process Hierarchy Control in Security, the following options appear:

+ Enable Process Hierarchy Control. Controls whether to enable the process hierarchy control
feature. When selected, other options on the Process Hierarchy Control tab become available
and configured settings there can take effect. You can use this feature only in a Citrix virtual

apps deployment.

« Hide Open With from Context Menu. Controls whether to show or hide the Open With op-
tion from the Windows right-click context menu. When enabled, the menu option is hidden
from the interface. When disabled, the option is visible and users can use it to start a process.
The process hierarchy control feature does not apply to processes started through the Open
With option. We recommend that you enable this setting to prevent applications from starting
processes through system services that are unrelated to the current application hierarchy.

The Process Hierarchy Control tab also displays the complete list of rules that you have configured.
You can use Find to filter the list. The Assigned column displays a check mark icon for assigned users

or user groups.

The Actions section displays the following actions:

« Edit. Lets you editarule.
+ Delete. Lets you delete a rule.
« Add Rule. Lets you add a rule.

To add a rule
1. Navigate to Process Hierarchy Control and click Add Rule. The Add Rule window appears.

2. In the Display section, type the following:

+ Name. Type the display name of the rule. The name appears in the rule list.
+ Description. Type additional information about the rule.

3. Inthe Type section, select an option.

+ Path. The rule matches a file path.
+ Publisher. The rule matches a selected publisher.
« Hash. The rule matches a specific hash code.
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4. Inthe Mode section, select either of the following options:

« Add Child Processes to Block List. If selected, lets you define a block list for applicable
child processes after configuring a rule for their parent processes. A block list prohibits
only the processes you specified from running and other processes are allowed to run.

+ Add Child Processes to Allow List. If selected, lets you define an allow list for applicable
child processes after configuring a rule for their parent processes. An allow list allows only
the processes you specified to run and other processes are prohibited from running.

Note:

A process is subject to only one rule. If you define multiple rules for the same process, the

rules are enforced in order of priority.

5. In the Priority section, set the priority for the rule. When configuring the priority, consider the
following: The priority determines the order in which the rules you configured are processed.
The greater the value, the higher the priority. Type an integer. If there is a conflict, the rule with
the higher priority prevails.

6. Inthe Assignments section, select users or user groups to which you want to assign the rule. If
you want to assign the rule to all users and user groups, select Select All.

Note:

 You can use the usual Windows selection keys to make multiple selections.

« Users or user groups must already be in the list displayed on the Administration >
Users tab.

« You can choose to assign the rule later (after the rule is created).

7. Click Next.

8. Do either of the following to configure the rule for parent processes. Different actions are
needed depending on the rule type you selected on the preceding page.

Important:

WEM provides you with a tool named ApplinfoViewer to obtain the following information
and more from executable files: publisher, path, and hash. For more information, see Tool

to obtain information for executable files.

« Path. Type the path to the file or folder to which you want to apply the rule for parent
processes. The WEM agent applies the rule to an executable according to the executable
file path. We do not recommend that you type only asterisk (*) in this field to indicate a
path match. Doing that might cause unintended performance issues.

+ Publisher. Fill out the following fields: Publisher, Product name, File name, and File
version. You cannot leave any of the fields empty, but you can type an asterisk (*) instead.
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The WEM agent applies the rule to parent processes according to publisher information. If
applied, users can run executables that share the same publisher information.

« Hash. Click Add to add a hash. In the Add Hash window, type the file name and the hash
value. You can use the AppinfoViewer tool to create a hash from a selected file or folder.
The WEM agent applies the rule to identical executables as specified. As a result, users can
run executables that are identical to the specified one.

9. Click Next to configure child process settings.

10. Do either of the following to define an allow list or a block list for applicable child processes.

a) Select a rule type from the menu and then click Add. The Child Process window appears.

b) Inthe Child Process window, configure settings as needed. The user interface of the Child
Process window is different depending on the rule type you selected. For a child process,
the following rule types are available: Path, Publisher, and Hash.

c) Click OK to return to the Add Rule window. You can add more child processes or click
Create to save the rule and to exit the window.

To assign rules to users Select one rule in the list and then click Edit in the Actions section. In
the Edit Rule window, select users or user groups to which you want to assign the rule and then click
OK.

To delete rules Select one or more rulesin the list and then click Delete in the Actions section.

To back up rules You can back up all process hierarchy control rules in your current configuration
set. All rules are exported as a single XML file. You can use Restore to restore the rules to any configu-
ration set.

To complete the backup, use the Backup wizard, available in the ribbon. For more information about
using the Backup wizard, see Ribbon.

Torestorerules You canrestore process hierarchy control rules from XML files exported through the
Workspace Environment Management Backup wizard. The restore process replaces the rules in the
current configuration set with those rules in the backup. When you switch to or refresh the Security
> Process Hierarchy Control pane, any invalid rules are deleted and listed in a report that you can
export. For more information about using the Restore wizard, see Ribbon.
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Auditing process hierarchy control activities

WEM supports auditing activities related to process hierarchy control. For more information, see Au-

diting user activities.

Auditing user activities

WEM supports auditing activities related to privilege elevation and process hierarchy control. To view

the audits, go to the Administration > Logging > Agent tab. On the tab, configure logging settings,

select ElevationControl, Self-elevation, or ProcessHierarchyControlin the Actions field, and then

click Apply Filter to narrow the logs to specific activities. You can view the entire history of privilege

elevation or process hierarchy control.
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More information

For an example of how to configure process hierarchy control, see Protect Citrix Workspace environ-
ments using process hierarchy control.

Active Directory Objects

September 7, 2025

Use these pages to specify the users, computers, groups, and organizational units you want Work-
space Environment Management™ (WEM) to manage.

Note:

Add users, computers, groups, and OUs to WEM so that the agent can manage them.

Users

A list of your existing users and groups. You can use Find to filter the list by name or ID against a text
string.

To add a user or group

1. Select Add from the context menu.
2. Enter a user or group name in the Select Users or Groups window and then click OK.

After connecting your Citrix Cloud™ account to your Azure Active Directory (AD), you can also add Azure
AD users and groups. Complete the following steps:

1. Click the down arrow next to Add. The Add Azure AD User window appears.

2. Inthe Add Azure AD User window, type information in the search bar and then click Search to
display matched users or groups.

3. Select applicable users or groups and then click OK.

Forinformation about connecting Citrix Cloud to Azure AD, see Connect Azure Active Directory to Citrix
Cloud.

Name. The name of the user or group.
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Description. Shown only in the Edit Item dialog, letting you specify additional information about the
user or group.

Item Priority. Lets you configure priority between different groups and user accounts. The priority
determines the order in which the actions you assign are processed. Type an integer to specify a pri-
ority. The greater the value, the higher the priority. If there is a conflict (for example, when mapping
different network drives with the same drive letter), the group or user account with the higher priority
prevails.

Important:

When assigning Group Policy settings, the priority you configure here does not work. To set the
priority for them, use Administration console > Assignments. For more information, see Con-

textualize Group Policy settings.

Item State. Lets you choose whether a user or group is enabled or disabled. If disabled, you cannot
assign actions to it.

Machines

A list of machines that have been added to the current configuration set. Only machines listed here
are managed by Workspace Environment Management. You can use Find to filter the list by name or
ID against a text string.

When agents on these machines register with the infrastructure service, the infrastructure service
sends them the necessary machine-dependent settings related to the configuration set. To improve
the user experience, the infrastructure service caches data related to the configuration set for the
agents. Data caching allows the infrastructure service to retrieve data from AD less frequently. The
cache refreshes on an hourly basis. Changing agents to a different configuration set can take some
time to take effect.

Tip:

To check whether agents on these machines are correctly registered with the infrastructure

server, see Agents in the Administration section.

To add a computer or computer group to the current configuration set

1. Use the Add Object context menu command or button.
2. Inthe Select Computers or Groups dialog, select a computer or computer group, then click OK.
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To add computers in an organizational unit to the configuration set

1. Use the Add OU context menu command or button.
2. In the Organizational Units dialog, select an organizational unit, then click OK.

To edit computer, computer group, or OU details

1. Select anitemin the list.
2. Use the Edit context menu command or button.
3. Inthe Edit item dialog, any of the following details (which are not read-only), then click OK.

Name*. The computer, computer group, or OU name.

Distinguished Name*. The distinguished name (DN) of the selected computer or computer group.
This field allows you to differentiate different OUs if they have the same Name.

Description. Additional information about the computer, computer group, or OU.
Type*. The selected type (Computer, Group, or Organizational Unit)

Item State. The state of the computer, computer group, or OU (enabled or disabled). If disabled, the
computer, computer group, or OU is not available to assign actions to.

Item Priority. This allows you to configure priority between different groups and user accounts. The
priority determines the order in which the actions you assign are processed. The greater the value, the
higher the priority. Type aninteger. If thereis a conflict (for example, when mapping different network
drives with the same drive letter), the group or user account with the higher priority prevails.

* Read-only details reported from Active Directory.

Advanced

Provides settings that control whether to apply settings to agents that are not bound to any configu-
ration set.

The following settings apply to your entire WEM deployment. They are not associated with any config-
uration sets. After you enable them, go to the “Unbound Agents”configuration set and then configure
settings there so that you can control how unbound agents behave.

+ Apply settings to unbound agents. Lets you apply the settings of the “Unbound Agents”con-
figuration set to agents that you have not yet added in Active Directory Objects.

- Include unbound non-domain-joined agents. Lets you control whether to apply the set-
tings to unbound non-domain-joined agents.
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Transformer Settings

September 7, 2025

These options let you configure the Transformer feature. Transformer lets agents connect as web or
application launchers that redirect users to the configured remote desktop interface. Use Transformer
to convert any Windows PC into a high performance thin client using a fully reversible “kiosk”mode.

Browser support: Use Transformer on the latest version of Microsoft Edge.

General
General settings

These settings control the appearance and basic settings for Transformer.

Enable Transformer. If enabled, Agent Hosts connected to this site automatically goes into kiosk
mode. While in kiosk mode, the Agent Host becomes a web or application launcher that redirects the
user to the configured remote desktop interface. The user environment is locked down and the user
is only allowed to interact with the agent. If you disable this option, none of the settings in either the
General or Advanced pages are processed.

Web Interface URL. This URL is used as the web front end for the user’s virtual desktop. This is the
access URL for your Citrix Daa$S (formerly Citrix Virtual Apps and Desktops™ service) and Citrix Virtual
Apps and Desktops environment.

Custom Title. If enabled, the Workspace Environment Management™ Agent kiosk window is given a
custom title-bar.

Enable Window Mode. If enabled, the Workspace Environment Management Agent kiosk starts in
windowed mode. The user is still locked out of their Windows environment.

Allow Language Selection. If enabled, allows users to select what language the Transformer inter-
faceisin.

Show Navigation Buttons. If enabled, the “Forward”, “Back”, and “Home”web navigation buttons
appear in the Agent kiosk window. “Home”sends users back to the web interface URL defined
above.

Display Clock. If enabled, displays a clock in the Transformer Ul.

Show 12 Hour Clock. If enabled, displays a 12-hour clock (AM/PM). By default, the Transformer clock
is a 24-hour clock.
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Enable Application Panel. If enabled, displays a panel with the user’s applications as assigned in
Workspace Environment Management.

Auto-Hide Application Panel. If enabled, the application panel auto-hides itself when not in use.

Change Unlock Password. Allows you to specify the password that can be used to unlock the user’s
environment by pressing Ctrl+Alt+U. This is designed to allow administrators and to support agents
to troubleshoot the user environment without restrictions.

Site settings

Enable Site List. If enabled, adds a list of URLs to the kiosk interface.

Tool settings

Enable Tool List. If enabled, adds a list of tools to the kiosk interface.

Advanced
Process launcher

These options allow you to turn the Workspace Environment Management Agent kiosk mode into a
process launcher rather than presenting a web interface.

Enable Process Launcher. If enabled, puts the Workspace Environment Management agent into
process launcher mode. While in process launcher mode, the Workspace Environment Management
agent launches the process specified in Process Command Line. If terminated, the process is re-
launched.

Process Command Line. Allows you to enter the command line for a specific process (for example,
the path to mstsc.exe to launch an RDP connection).

Process Arguments. Allows you to specify any arguments to the command line listed above (for ex-
ample, in the case of mstsc.exe, the IP address of the machine to connect to).

Clear Last Username for VMware View. If enabled, clears the user name of the previous user on the
logon screen when you launch a VMware desktop session.

Enable VMware View Mode. If enabled, allows the process launcher to monitor the virtual appli-
cations or desktops running on a user’s machine in VMware View mode and to run End of Session
Options when they are all closed.
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Enable Microsoft RDS Mode. If enabled, allows the process launcher to monitor the virtual applica-
tions or desktops running on a user’s machine in Microsoft Remote Desktop Services (RDS) mode and
to run End of Session Options when they are all closed.

Enable Citrix Mode. If enabled, allows the process launcher to monitor the virtual applications or
desktops running on a user’s machine in Citrix mode and to run End of Session Options when they
are all closed.

Advanced & administration settings

Fix Browser Rendering. If enabled, forces the kiosk window to run in a browser mode compatible
with the version of Internet Explorer (IE) that is currently installed on agent host machines. By default,
this forces the kiosk window to run in IE7 compatibility mode.

Note:

While configuring the transformer, ignore the Advanced & administration settings.

Log Off Screen Redirection. If enabled, automatically redirects the user to the logon page whenever
they land on the logoff page.

Suppress Script Errors. If enabled, suppresses any script errors it encounters.
Fix SSL Sites. If enabled, hides SSL warnings entirely.

Hide Kiosk While in Citrix Session. If enabled, hides the Citrix Workspace™ Environment Manage-
ment Agent kiosk while the users are connected to their Citrix sessions.

Always Show Admin Menu. If enabled, always displays the kiosk admin menu —this gives all users
access to the kiosk admin menu.

Hide Taskbar & Start Button. If enabled, hides the user’s taskbar and start menu. Otherwise, the
user is still able to access their desktop.

Lock Alt-Tab. If enabled, ignores alt tab commands, preventing the user from switching away from
the agent.

Fix Z-Order. If enabled, adds a “hide”button to the kiosk interface that allows the user to push the
kiosk to the background.

Lock Citrix Desktop Viewer. If enabled, switches the desktop viewer to a locked down mode. This
is equivalent to the lockdown that happens when Citrix Workspace app for Windows Desktop Lock is
installed. This allows better integration with local applications. This option works only when all of
the following conditions are met:

+ The user logging on to the agent host is not a member of the administrators group.
+ The Enable Transformer option on the General Settings tab is enabled.
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« The Enable Autologon Mode option on the Logon/Logoff & Power Settings tab is enabled.

Hide Display Settings. If enabled, hides Display under Settings in the Transformer Ul.
Hide Keyboard Settings. If enabled, hides Keyboard under Settings in the Transformer Ul.
Hide Mouse Settings. If enabled, hides Mouse under Settings in the Transformer UL.

Hide Volume Settings. If enabled, hides Volume under Settings in the Transformer Ul.

Hide Client Details. If enabled, hides Client Details under the exclamation mark icon in the Trans-
former Ul. From Client Details, you can see information such as the version number.

Disable Progress Bar. If enabled, hides the embedded web browser progress bar.

Hide Windows Version. If enabled, hides Windows Version under the exclamation mark icon in the
Transformer Ul.

Hide Home Button. If enabled, hides the Home icon in the menu in the Transformer UL.

Hide Printer Settings. If enabled, hides the Printer icon in the menu in the Transformer Ul. Users are
not able to manage printers in the Transformer UL.

Prelaunch Receiver. If enabled, launches Citrix Workspace app and wait for it to load before bringing
up the kiosk mode window.

Disable Unlock. If enabled, the agent cannot be unlocked through the Ctrl+Alt+U unlock shortcut.
Hide Logoff Option. If enabled, hides Log Off under the shutdown icon in the Transformer Ul.
Hide Restart Option. If enabled, hides Restart under the shutdown icon in the Transformer Ul.

Hide Shutdown Option. If enabled, hides Shutdown under the shutdown icon in the Transformer
ul.

Ignore Last Language. The Transformer Ul supports multiple languages. In the General pane, if the
Allow Language Selection option is enabled, users can select a language for the Transformer Ul. The
agent remembers the selected language until this option is enabled.

Logon/logoff and power settings

Enable Autologon Mode. If enabled, users automatically log on to the desktop environment by the
agent, bypassing the Windows logon screen.

Log Off Web Portal When a session is launched. If enabled, the web front end specified in the Gen-
eral Settings page is logged off when the user’s desktop session is launched.

End of Session Options. Allows you to specify which action the agent takes with the environment
thatitis running in when the user ends their session.
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Shut Down at Specified Time. If enabled, the agent automatically shuts off the environment that it
is running in at the specified local time.

Shut Down When Idle. If enabled, the agent automatically shuts off the environment thatitisrunning
in after running idle (no user input) for the specified length of time.

Don’t Check Battery Status. In Transformer use cases, the agent checks battery status and alerts the
user if the battery is running low. If enabled, the agent does not perform this check.

Advanced Settings

September 7, 2025

These settings modify how and when the agent processes actions.

Configuration

These options control basic agent behavior.

Main configuration

Agent Actions. These settings determine whether the agent processes actions configured in the Ac-
tions tab. These settings apply on logon, and on refresh - automatic or manual refresh (user or admin-
istrator triggered).

Process Applications. When selected, the agent processes application actions.
Process Printers. When selected, the agent processes printer actions.
Process Network Drives. When selected, the agent processes network drives actions.

Process Virtual Drives. When selected, the agent processes virtual drive actions. (Virtual drives are
Windows virtual drives or MS-DOS device names which map a local file path to a drive letter.)

Process Registry Values. When selected, the agent processes registry entry actions.

Process Environment Variables. When selected, the agent processes environment variable
actions.

Process Ports. When selected, the agent processes port actions.

Process Ini Files Operations. When selected, the agent processes .ini file actions.
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Process External Tasks. When selected, the agent processes external task actions.

Process Fil