How to Configure NetScaler Gateway
10.5 to use with StoreFront 2.6 and

XenDesktop 7.6.

Introduction

The purpose of this document is to record the steps required to configure a NetScaler
Gateway for use with StoreFront and XenDesktop.

Particular attention has been paid to the use of on-board NetScaler tools for creating a
server certificate for the NetScaler Gateway. It will be seen that the NetScaler is using an
exported root CA from a Microsoft Certificate Server so that client systems only need a
single CA certificate.

The target audience for this document includes developers and testers who wish to set up a
representative environment for testing external access scenarios.

While this document only attempts to record a single configuration, it is hoped that it will act
as a stepping stone for those who wish to create similar or more advanced configurations.
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The NetScaler will use the following network addresses

NetScaler IP 192.168.18.20
Subnet IP 192.168.18.21
Virtual IP 192.168.18.22
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NetScaler Configuration

This section assumes that you will be creating a NetScaler VPX virtual appliance and
hosting it on XenServer.

The processes for configuring a physical NetScaler appliance, or a NetScaler VPX virtual
appliance hosted on another Hypervisor is similar.

Initial setup from XenCenter Console

1. Download the latest NetScaler VPX virtual appliance from www.citrix.com and import it
into XenServer.

2. Using XenCenter, start the new NetScaler VM and go to the VM console.
'There iz no ns.conf in the snzconfig?

start

v ironmental variable.

[1: 19£.168.18.1

r Uirtual Appliance Initial Network Addr Conf iguration.
allows you t and modify the initial IPv4 network addres
nt value iz d layed in brack
the listed number allows the addre to he changed.

login as nsroot and

r configuration.

[Fuwd addr 5 92,166, 18,

1d gquit
tem (1-4) [4]:

3. Enter the following information into the first time wizard.

IPv4 address 192.168.18.20
Netmask 255.255.255.0
Default Gateway 192.168.18.1

4. Select 4 to Save and quit.
The NetScaler will reboot.
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Continue setup from NetScaler GUI

1. From a convenient PC, workstation, or server, launch a browser and point to
http://192.168.18.20

User Name

Password

p

2. Log on using the following credentials:
Username nsroot
Password nsroot

Welcome!

skip this section.

NetScaler IP Address

o] IP address at which you access the NetScaler for configuration, monitoring, and other management tasks.
0 NetScaler IP Address Netmask
192.168.18.20 255.255.255.0

Subnet IP Address

o Specify an IP address for your NetScaler to communicate with the backend servers.
e Subnet IP Address

Mot configured

F o

% Use this wizard for initial configuration of your MetScaler virtual appliance. To configure or to change a previously configured setting, click each of the sections
below. If a parameter has already been configured, a check mark appears within a green circle. An orange circle containing a dash indicates that you have chosen to

The NetScaler “Welcome Wizard” now walks you through the configuration of the Subnet

IP Address, Host Name, DNS details, Time Zone and Licenses.
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http://192.168.18.20/

Dashboard Configuration Reporting Documentation Downloads

A< Subnet IP Address

A subnet P address is used by the )

; Client requests arrive al the
MetScaler to communicate with the vIP
backend servers. NetScaler uses this subnet
IP addrass as a source |P address to proxy
the client connections as well as to send
monitor probes to check the health of the

NetScaler opens a
connection and forwards
the request to the sarver

Source IP = Client IP

Destination IP = VIP Source |P = SNIP

Destination IP = Server IP

backend servers. Request —RHQL, | §
< ”"’"li—-' M N=
The infographic shows the usage of SMNIP in e Response Response
client server communication. Client <
Server
Depending on your network topology, you NetScaler forwards the Server sends the response
might have to configure additional subnet response lo Ihe dlent fo NaiScaler
IP addresses. Source IP = VIP Source IP = Server IP
Destination IP = Client IP Destination IP = SNIP
For more information about subnet IP VIP = Virtual IP address
addresses, click here. SNIP = Subnet IP address
% Subnet IP Address*®
|192 Coee .12 .2 ‘
Netmask”
| 255 . 255 255 o ‘

Do It Later

Dashboard Configuration Reporting Documentation Downloads

A  Host Name, DNS IP Address, and Time Zone
—
Specify a host name to identify your MetScaler. When you generate the Universal license for NetScaler Gateway, the host name is used in the license.

Specify the IP address of a DNS server if you want to allocate your licenses from the Citrix licensing portal. Specify the time zone in which your
NetScaler is located.

Host Name

| nstestgw |

DNS IP Address

|192 . 168 ., 80 . 1 |+

Time Zone*

| (GMT-+00:00-GMT-Europe/LondoiRd| |
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Dashboard Configuration Reporting Documentation Downloads ﬁ-

% 1 Licenses Updated Successfully

Licenses

If a license is already present on your local computer, you can upload it to this NetScaler. Alternatively, you can use the serial number of this NetScaler or
the license activation cede (sent through email by Citrix) to allocate licenses from the Citrix licensing portal.

The following license files are present on this NetScaler. Select Add New License to upload more licenses. To delete 2 license, select the license and click Delete. Restart the
NetScaler for the licenses to be effective.

Add New License

CNS_V500 SERVER _PLT Retaillic
CAG_PLATFORM_RETAIL_720GP_154_S0CCU(Retail 4).lic
Retail-CAGU-5000CCU.lic

. AT
Reboot Reboot later

Add your licenses (the preceding are Citrix test licenses. Your experience will probably
differ).
Click Reboot.

Dashboard Configuration Reporting Documentation Downloads

+ System MNetScaler » Traffic Management (] (7]
=+ AppExpert
— Traffic Management Citrix ShareFile Monitor Sessions
Setup NetScaler for ShareFile Virtual Server persistence sessions
+ Load Balancing & Remove Sharefile Configuration Clear persistence sessions

+ Content Switching

+ Cache Redirection
+ DNS

+ GsiB
+s51

=+ Optimization

+ Security

+ NetScaler Gateway (

Show Unlicensed Features

After logging back in to the GUI it can be seen that some features are disabled by
default.

Enable NetScaler Gateway and SSL by selecting the feature, and using right-click and
Enable.
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NetScaler VPX (500) N510.5 51.10.nc

Dashboard Configuration Reporting Documentation Downloads

[}s— System NetScaler » System » User Administration > Users (w) e [
Licenses
. Add Edit Change Password Search 7|
Settings
Diagnostics User Name CLI Prompt Prompt inherited from Idle Session Timeout (secs) Idle Session Timeout inherited fro
High Availability nsroot - - 900  Global
NTP Servers
Reports
Profiles

— User Administration
Groups
Users
Database Users

Command Policies

7. You might need to change the nsroot password.
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Server Certificates, CA Certificates, and SSL

The System 3 test team try to build environments which reflect real world cases and
generally server certificates are created for all servers, and use SSL to communicate
whenever possible. To create these certificates, engineers use their Microsoft Certificate
Server, rather than using public Certificate Authorities which would be expensive for multiple
test environments. Because they do not use one of the well-known public Certificate
Authorities, they have to ensure that they are installed on trusted CA certificate on all client
devices.

Because the Microsoft Certificate Server is known to Active Directory the trusted CA
certificate is automatically installed on all domain-joined systems. The engineers then have
to manually add the trusted CA certificate to non-domain-joined systems including domestic
PCs, thin clients, tablets and smart phones.

This section describes how to create server certificates for NetScaler Gateways using the
tools on the NetScaler appliance. It will be seen that the NetScaler is using an exported root
CA from our Microsoft Certificate Server so that we do not have to distribute additional CA
certificates to our client systems.

On the Microsoft Certificate Server

1. Run mmc and load the Certification Authority Snap-in.

= Consolel - [Console Root\Certification Authority (Local)]
ﬁ File Action View Favorites Window Help

e« E = HE » =

| Conscle Root || Mame Descripticn

Add or Remove Snap-ins -

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-in Vendor ~ [ Console Root | Edit Extensions... |

ﬂncﬁve Directory Da...  Microsoft Cor...

{22 Active Directory Sch... Microsoft Cor... = | Remaove |

ﬂﬁ'ncﬁve Directory Site... Microsoft Cor... -

:' Active Directory Use... Miaosoﬁ: Car... Move Up

= | ActiveX Control Microsoft Cor...

(2 aDsI Edit Microsoft Cor... Movwe Down

Authorizatinn Manager Microsoft Cor...

E Certificate Templates  Microsoft Cor...

GH Certificates Microsoft Cor...

fﬂCerﬁﬁmﬁon Authority  Microsoft Cor...

N Component Services  Microsoft Cor...

;{'Cnmputer Managem... Microsoft Cor...

éDevice Manager Microsoft Cor...

% pHce Microsoft Cor... |~ Advanced...
Description:

Allows you to configure certification authority properties and to manage certificates issued by this CA.

OK | | Cancel
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File Action View Favorites Window Help

e« e B 6= HE » =

[ Console Root Mame
4 5l Certification Authority (Local) [ "] Revoked Certificates
4|g] virtdom-VIRTDCD | - A Toe ; S
[ Revoked Certi B artsenace
[ Issued Certific View » Stop Service
[ Pending Requ Mew Window from Here Submit new request...
[ 7] Failed Request )
[ Certificate Ter Mew Taskpad View... Back up CA...
Refresh Restore CA...
Export List... Renew CA Certificate...
Properties
Help

Right click the authority > All Tasks > Back up CA.

= Consolel - [Conscle Root\Certification Authority (Local\virtdom-VIRTDCO1-CA]
ﬁ File Action View Favorites Window Help

N EEER IEE

] Console Root MName
4 5] Certification Authority (Local) 7] Revoked Certificates
4 g virtdom-VIRTDCO1-CA 7] Issued Certificates
7] Revoked Certificates 71 Pending Requests

[ Cer You can back up individual companents of the cedification authority data.

Select the items you wish to back up:
V¥ Private key and CA certificate

[" Cedificate database and cerificate database log
[~ Perform incremental backup

Back up to this location:

C:\Download®. Browse... |

Mote: The backup directory must be empty.

Back up the Private key and CA certificate to a convenient location.
Create a password.

Click Next.

Click Finish.
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= Consaolel - [Console Root\Certification Authority (Locall\virtdom-VIRTDCO1-CA]
ﬁ File Action View Favorites Window Help

| 2 alz HE v =
[ Console Root MName
4 Ceytification Authority (Local) 7] Revoked Certificates
4 g Yirtdom-VIRTDCO1-CA [ Issued Certificates
| Revoked Certificates 7| Pending Requests

Select a Password = 1]
For encryption and decryption of messages, both a public key and a private key #f_—“J
are required. You must supply a password forthe private key. E‘;‘_-ﬁ'

This password is required to gain access to the private key and the CA cerificate file.

Password:
|

Conrfirm password:

To maintain private key security, do not share your password.

Home Share View Search
(€ (3) ~ 1|1 » ThisPC » Local Disk (C)) » Download »

¢ Favorites MName Date mod;‘ied Type Size
B Desktop @ virtdom-VIRTDC01-CAp12 03/09/2014 10:50 Personal Informati... KB
& Downloads 3 S e 19/06/2014 1552 REQ File 1KB
“Zl Recent places U ap e il gures 18/06/2014 15:11 REC File 1KB
ol i a2 e op 19/06/2014 14:34 Security Certificate 2KB
1M This PC [ R R T i 19/06/2014 14:14 Security Certificate 2 KB
b Desktop v m el er 13/06/2014 12:54 Security Certificate 2KB
| Documents ™ son. X 13/06/2014 12:53 Security Certificate 1KB
& Downloads 3 T S Tl B Sl (0 12/06/2014 16:47 REQ File TKB
A Music El s catnadls Heplors 12/06/2014 16:01 Security Certificate 2 KB
=] Pictures 55 R R 13/03/2014 15:51 Security Certificate 2KB
B Videos O 1By 13/05/201415:18 REQ File 2KB
a Local Disk (C:) |§ DA RTINS 06,/05/2014 11:58 Windows Power5... 1KB
@ wneles resn Tireensdan s foaeg 02/05/2014 11:00 Registration Entries 1KB
?‘- Metwork 3 DL S P o L 23/04/2014 11:09 REC File 1KB
[ S T T S AN a anan oo 2 wn

The backup creates a .p12 file with the name of your Certificate authority.

On the NetScaler GUI

To import the backed up key and certificate, complete the following steps:

1. Goto Traffic Management > SSL > Tools > Import PKCS#12.
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NetScaler Vi§X (500) Nossotone T | Logout

Dashboard Configuration Reporting Documentation Downloads

* System NetScaler > Traffic Management > SSL (_) 0
+ AppExpert
= Traffic Management Getting Started SSL Certificates
Server Certificate Wizard Create CSR [Certificate Signing Request)
*I Load Balancing o Client Certificate Wizard Create Certificate
Intermediate-CA Certificate Wizard Create and Install a Server Test Certificate

*I- Content Switching

Root-CA Certificate Wizard
CRL Management

+I" Cache Redirection

4l DN3
* GSLB ()]
- SSL Keys Tools
ol - Create RSA Key Create Diffie-Hellman (DH) key
¥ QOptimization Create DSA Key Import PKCS#12
Export PKCS#12
* Security Manage Certificates / Keys / CSRs

Start S5L certificate, key file synchronization for HA
# MetScaler Gateway Start S5L certificate, key file synchronization for Cluster

Show Unlicensed Features OpenSSL interface

2% NetScaler VPX (500) NS10.5 50.10.nc Lot

Dashboard Configuration Reporting Documentation Downloads ﬁ

4+ Back

Import PKC512 File

Output File Name*

VirtdomKeyAndCA.pem Browse |w |

Appliance
PKCS12 File* %
virtdom-VIRTDCO1-CAp12 Browse - |

Local v
Import Password* .

Appliance

Enceding Format

ﬁ| Close |

2. Output file name is xxxxx.pem in the /flash/nsconfig/ssl folder on the appliance.
PKCS12 File is the p12 backup file created.
Password is the password used during the backup

Notes:

e By using the dropdown arrows next to the browse buttons, it is possible to read
the .p12 file from the local PC/Server where you did the Backup, and output the
new .pem file to NetScaler appliance.

e The .pem file output by this process will contain both the RSA Private Key and
the CA Certificate required to create server certificates on the NetScaler.

Create the server certificate

To create the server certificate, complete the following steps:
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1. Goto Traffic Management > SSL > Getting Started > Server Certificate Wizard.

22 NetScaler VX (500)

Dashboard Configuration Reporting Documentation Downloads

*

System NetScaler > Traffic Management > SSL Q (7]

AppExpert

Traffic Management

Getting Started SSL Certificates

Create ertificate Signing Request)

* Load Balancing Craate Ca

Intermed

= Creat,
Root-CA Certifs

Content Switching and Install a Server Test Certificate

* Cache Redirection ] PR—
CRL Mana nent
+ DNS
+ G5LB )
G 1 SSL Keys Tools
+ S5t Create RSA Key Create Diffie-Hellman (DH) key

rt PKi
Export PKCS#12

. ) Impe
*+ QOptimization i
& Security Manage C
Start
* NetScaler Gateway Start

Show Unlicensed Features penSSL interface

Dashboard Configuration Reporting Documentation Downloads ¢

+ Back

o

SSL Server Certificate Wizard
1 Create Key

RSA (O DSA

Key Filename*

Virtkey.key | Browse | & ‘

Key Size(bits)*
1024

Public Exponent Value®

; Y

Key Format®
PEM v|
PEM Encoding Algorithm

PEM Passphrase®

Confirm PEM Passphrase™
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2. Create a Key. Key Filename is a name of your choice.

SSL Server Certificate Wizard

1 S5L RSA/DSA Keys

Key Type Key Filename Key Size(bits) Key Format

RSA VirtKey.key 1024 PEM %
2 Create CSR (Certificate Signing Request)

Request File Name*

|testgw.req | | Browse | = ‘
Key Filename*

|V|'rtKey.key | | Browse | v ‘
Key Format*

| PEM |

PEM Passphrase (For Encrypted Key)

Distinguished Name Fields

Country®
|UNITED KINGDOM |

State or Province™

| Bucks |

Organization Name*®

|C|'tr|'x Systems |

City
|Cha|fo nt |

Email Address

|m@m.com |

Organization Unit

| System3 |

Commeon Name

|testgw.hopto.org |

Attribute Fields

Challenge Password

Company Mame

| |
B -

3. Create a Certificate Signing Request. Request File Name is a name of your choice. Key
Filename is carried forward from the previous step. Common name is the name that
must match the FQDN of the NetScaler Gateway that you will create in a later section of
this document.
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4.

SSL Server Certificate Wizard

Certificate File Name*

|testgw.cer || Browse |v|

Certificate Format*

| PEM

Auditing Type

Server

Certificate Request File Name®

|testgw.req || Browse |v|

Key Format*

| PEM

Validity Period (Number of Days)
| 365 |

CA Certificate File Name™

|,fnsconfigfss\NirtdomKeyAndCA.pem|| Browse |v|

CA, Certificate File format*
| PEM |

CA Key File Name*

|,fnsCDnfigfss\NirthmKeyAndCA.pem|| Browse |v|

1 SSL RSA/DSA Keys

Key Type Key Filename Key Size(bits) Key Format

RSA VirtKey.key 1024 PEM

2 SSL Certificate

Request File Name Country State or Province QOrganization Name
testgw.req UNITED KINGDOM Bucks Citrix Systems

3 Certificate

CA Key File Format®
| PEM

PEM Passphrase (For Encrypted CA Key)

CA Serial File Number®

|fnsconfig,fsslfns-root.srI H Browse |v|

Create the Certificate.

SSL Server Certificate Wizard

1 S5L RSA/DSA Keys

Key Type Key Filename

RSA VirtKey.key

2 SSL Certificate

Request File Name Country

testgw.req UNITED KINGDOM

Key Size(bits)

1024

State or Province
Bucks

Key Format

PEM

Organization Name
Citrix Systems
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3 S5L CA Certificate

Certificate File Name CA Certificate File Name Certificate Request File Name CA Serial File Number
testgw.cer /nsconfig/ssl/VirtdomKeyAndCA.pem testgw.req /nsconfig/ssl/ns-root.srl
4 Install Certificate

Certificate-Key Pair Name*

[}S testgw.hopto.org x
Certificate File Name*

testgw.cer | Browse | |

Key File Name

VirtKey.key | Browse v |

Password

Certificate Format®

PEM [v]

Certificate Bundle
| Expiry Monitor

Notification Period

30

—

5. Install the certificate.
Important! The GUI also shows a Done button as shown in the following screen shot.
Do not click this before you click Create.

22 NetScaler VPX (500) NISTELS: & e T Logout

Dashboard Configuration Reporting Documentation Downloads Q

+ Back

& S5L Certificate-Key pair testgw.hopto.org installed successfully

SSL Server Certificate Wizard

1 Create Key

2 Create CSR (Certificate Signing Request)

3 Certificate

4 S5L Install Certificate

Certificate-Key Pair Name Certificate File Name
testgw.hopto.org fnsconfig/ssl/testgw.cer

6. All the steps are complete and click Done.

(Optional) Install the CA certificate

Install the CA certificate if you want to use SSL to communicate from the NetScaler Gateway
to your StoreFront and XenDesktop farm.

1. Goto Traffic Management > SSL > Certificates > Install.
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2. Browse and select the imported .pem file at Certificate File Name and the Key File
Name fields.
3. Click Install.

Install Certificate

Certificate-Key Pair Name™®

VirtdomCA

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

/nsconfig/ssl/VirtdomKeyAndCa.pem | Browse - | E|

Key File Name

/nsconfig/ssl/VirtdomKeyAndCA.pem | Browse v|E|

Certificate Format
@ pem O DER
Password

Certificate Bundle
#| Motify When Expires
Notification Period

30

ﬁ| Close |

Review the installed certificates

1. Goto Traffic Management > SSL > Certificates.
2. Press the refresh icon.

=% NetScaler VPX (500) SRR Logout

Dashboard Configuration Reporting Documentation Downloads

+ System NetScaler > Traffic Management > SSL > SSL Certificates Q 9
+ AppExpert — ———
[ msan | | Action - Sear|
=I Traffic Management
~ Name Days to Expire Status
4 Load Baldping @
. B ns-server-certificate 4485  Valid
+ Content Switching @
4 Cache Redirection @ p testgw.hopto.org 729 Valid
+ DNS p VirtdomCA 2333 Valid
+- GSLB @
=l S5L
Certificates
Cipher Groups
CRL
Paolicies
Policy Labels

OCSP Responder

Imports
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NTP Server

You can use an NTP server to keep time on the NetScaler. SSL is so much easier when all
the clocks are in step with each other.

Go to System > NTP Servers > Add.

4+ Back

Create NTP Server

MTP Server®

D.uk.pnul.ntp.c-rg| x

Minimum Poll Interval

6

Maximum Poll Interval

10

[] Auto Key
Key

&7
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Backups - and why you might want one

The NetScaler appliance now has its network configuration, licences and certificates in
place, and the next stage is to run a wizard to create the NetScaler Gateway Virtual Server
and its associated elements.

A point to note about the wizard used to establish the NetScaler Gateway Virtual Server is
that it is really a series of sub-wizards, and the NetScaler configuration is updated after each
sub-wizard. By having a backup or snapshot at this point one has an option to:

a) Accept the resulting configuration and move forward
b) Rerun parts of the wizard
c) Fall back to this point and start again

First save the configuration by using the Save button at the top right of the GUI.

- NetScaler VPX (500) N510.5 51.10.nc Logout

Dashboard Configuration Reporting Documentation Downloads 'a'

— System MetScaler > System > System Information Q 9 H
[% Licenses o
Settings System Information System Sessions
Diagnostics
. Upgrade Wizard| | Reboot | | Statistics ‘
High Availability
NTP Servers System Information
Reparts NetScaler IP Address  192.168.18.20
Profiles Netmask  255.255.255.0
+ User Administration MNode Standalone
+ Authentication Time Zone  GMT+00:00-GMT-Europe/London
+ Auditing System Time  Tue, 16 Sep 2014 09:47:40 GMT
+ SNMP Last Config Changed Time  Mon, 15 Sep 2014 14:44:55 GMT
+ AppFlow o Last Config Saved Time  Mon, 15 Sep 2014 14:27:53 GMT
+ n
Cluster Hardware Information
+ Network

Platform  MetScaler Virtual Appliance 450000

+ CloudBridge Connector -]
Manufactured on  2/17/2009

+ Web Interface
CPU 2261 MHZ

Backup and Restore

Hostld 6aTc6baaaldf

The NetScaler Backup and Restore tool is at System > Backup and Restore.
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Backup

Metscaler Version
M510.5: Build 51.10.nc, Date: Aug 14 2014, 04:57:29

File Mame*

MNS_with_Network_and_Certs

Type*

Full

Comment

This backup ... |
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Create a NetScaler Gateway Virtual Server
To create a virtual server, complete the following steps:

1. Goto NetScaler > NetScaler Gateway > Integrate with Citrix Products > XenApp
and XenDesktop.

-NetScaler VPX (500)

Dashboard Configuration

+ System

+ AppExpert

+ Traffic Management
+ Optimization

+ Security

+ NetScaler Gateway

Show Unlicensed Features

Integrate with Citrix Products

&4 XenMobile

a XenApp and XenDesktoj
PP P

NS10.5 51.10.nc Eogout

Downloads o)

Reporting Documentation

MetScaler > NetScaler Gateway (]

@ K

Getting Started
NetScaler Gateway Wizard

Policy Manager
NetScaler Gateway Policy Manager

Monitor Connections Customize Access Interface

Active user sessions Upload the Access Interface

ICA Connections

Configuration Summary

No NetScaler Gateway Virtual Server
No AAA Group
No AAA User

Statistics

NetScaler VPX (500)

Dashboard Configuration

+ System

+ AppExpert

=+ Traffic Management
=+ Optimization

+ Security

=+ NetSealer Gateway

Show Unlicensed Features

Integrate with Citrix Products
4 XenMobile

- XenApp and XenDesktop

-
N510.5 51.10.nc

Reporting Documentation Downloads

NetScaler for

XenApp and XenDesktop

Welcome!

This wizard assists you in setting up NetScaler for XenApp and XenDesktop deployments.

You can use this wizard to configure NetScaler to provide access to hosted virtual desktops (XenDesktop) and hosted Windows virtug|
apps (XenApp) through NetScaler Gateway.

Before you Begin

Make sure you have the following information available.

Click Get Started.

Page 20



Access through NetScaler Gateway

Public IP address for Net5caler Gateway
= IP address for the load balancing virtual server

A server certificate for the NetScaler appliance
LDAP/RADIUS authentication server details
Fully Qualified Domain Mame (FQDN) of StoreFront/Web

= S5l certificate and key pair
= Site Path and PMAgent Site Path

= Secure Ticket Authority Server
Interface Server

Optimization Features Overview

Security and Visibility Overview
= TCP Profile Settings

= AppFw Profile
= SS5L Quantum Settings

= AppFw Policy

= HTTP Caching
= AppFlow Policy for HDX Insight
= HTTP Compression

Get Started

Load Balance StoreFront/Web Interface/Xen Farm

+ Back

XenApp/XenDesktop Setup Wizard

What is your deployment

':_'\’ ) Single Hop

.
- -
- E_'@_E_' '. Server Farm
Client Internet Access Gatway

What is your Citrix Integration Point?

[stoeron 153

3. Enter the IP for your NetScaler Gateway Virtual Server.
4. Click Continue.

| + Back

NetScaler Gateway Settings

Virtual Server Name*

| TestGW |

NetScaler Gateway IP Address*
|192 _ 18 . 18 . 27 |

Port*

[ |

] Redirect requests from port 80 to secure port

5. Chose the Server Certificate created before.
6. Click Continue.
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+ Back

NetScaler Gateway Settings

Name MetScaler Gateway [P Address Port Redirect requests from port 80 to secure port
TestGW 192.168.18.22 443 No

Server Certificate

® yYse existing certificate O Install Certificate

Server Certificate™

| testgw.hopto.org

| + Back

NetScaler Gateway Settings

Name MetScaler Gateway [P Address Port Redirect requests from port 80 to secure port
TestGW 192.168.18.22 443 No

Server Certificate

testgw.hopto.org

Authentication Settings
You can configure authentication to allow the NetScaler ADC to serve as a proxy for users who connect with devices through the internal network. You can configure
LDAP and RADIUS servers, and client certificate authentication to provide two-factor authentication. In the case of LDAP authentication, the MetScaler binds to the

LDAP server using the administrator credentials you provide and searches for the user, With RADIUS authentication, a key is used.

Primary authentication method*

| Active Directory/LDAP

IP Address*

‘192. 168 . 80 . 1 |l_||Pv6

[] Load Balancing
Port*

‘389 |

Time out (seconds)*

E |
Base DN*

‘dc:V|rtd0m,dc:chsy53,dc:com |

Service account®

‘ administrator@virtdom.chsys3.com |

] Group Extraction
Server Logon Name Attribute®

‘ sAMAccountName |

Password™

‘.co LTTIY Y] |
Confirm Password®

Secondary authentication method*

| Mone

In this example, users are authenticated against Active Directory. The IP Address
192.168.80.1 is the address of the Domain Controller.
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7. Enter details and click Continue.

testgw.hopto.org

Authentication Settings

Primary Authentication
Active Directory/LDAP: 192.168.80.1_LDAP_pol

| + Back
NetScaler G y Setti
g
MName NetScaler Gateway |P Address Port Redirect requests from port 80 to secure port
TestGW 192.168.18.22 443 No
Server Certificate

Secondary Authentication
Not Configured

Storefront

StoreFront FODN* %

| xenstore0S.virtdom.chsys3.com |

Site Path®

| [Citrix/StoreWeb |

Single Sign-on Domain®

| Virtdom |

Store Name*

| Store |

Secure Ticket Authority Server®

|http:,{,.-’)(enapp(]?.vir‘tdom.chsysB.ccnm | +

Storefront Senver™

|192 . 168 . 80 . 5 |+

Protocol®

| HTTP

Page 23




4+ Back

NetScaler Gateway Settings

Name MetScaler Gateway IP Address Port Redirect requests from port 80 to secure port
TestGW 192.168.18.22 443 No
Server Certificate

testgw.hopto.org

[Q. Authentication Settings

Primary Authentication Secondary Authentication

Active Directory/LDAP: 192.168.80.1_LDAP_pol Not Configured

Storefront

StoreFront FODN xenstore05.virtdom.chsys3.com Secure Ticket Authority http://xenapp07.virtdom.chsys3.com
Site Path fCitrix/StoreWeb Load Balancing configured  No

Single Sign-on Domain  Virtdom

8. Leave Xen Farm > Configure = Blank.

Note: This section relates to load balancing the XenDesktop Controllers and XenApp
servers, which is not covered in this document. However, this sub-wizard can be
revisited at any time.

9. Click Continue.

Xen Farm

Configure

| ™
o ]

| + Back

NetScaler Gateway Settings

MName MetScaler Gateway IP Address Port Redirect requests from port 80 to secure port
TestGW 192.168.18.22 443 No
Server Certificate

testgw.hopto.org

% Authentication Settings

Primary Authentication Secondary Authentication

Active Directory/LDAP: 192.168.80.1_LDAP_pol Not Configured

Storefront

StoreFront FQDN xenstore05.virtdom.chsys3.com Secure Ticket Authority http://xenapp07.virtdom.chsys3.com
Site Path /Citrix/StoreWeb Load Balancing configured No

Single Sign-on Domain  Virtdom
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10. Do not click Apply.

Note: Optimization is not covered by this document. However, this section can be
revisited at any time.

11. Review settings and click Done.

Xen Farm Ve
XenApp Farm XenDesktop Farm
Not Configured Not Configured

Optimization

Optimize TCP Profile Settings

Optimize S5L Quantum Settings

Apply HTTP Caching

Apply HTTP Compression
Apply

Security

Visibility

Done

A dashboard page is displayed. You can close this and return to the Configuration GUI.

2 Citrix NetScaler VPX - Home - Internet Explorer - |

&% http://192.168.18.20/menu/agee?standalone=yes&show_ftu=no |

+  Create New NetScaler Gateway

Universal Licenses HDX Sessions
Current Universal Licenses Current HDX Sessions Coplouedbictensgtatasaiinnliapess
0 0 TestGW
6,000 1
System Information
5,000
£000 Platform . .
NetScaler Virtual Appliance 450000
3,000
CPU
2,000 2261 MHZ
1,000 Serial no
0 0 HE2H91SCZ6
10:30 10:31 10:30 10:31
DNS Suffix
CPU Usage Memory Usage Add...
No items

Current CPU Usage Current Memory Usage
0.40% 16.26%
100 100

80 80

60 60
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(Optional) Add the CA certificate to the NetScaler Gateway Virtual Server

If you want to use SSL to communicate from the NetScaler Gateway to StoreFront and
XenDesktop, you will need to add the CA certificate to the NetScaler Gateway Virtual Server.

1. Goto NetScaler > NetScaler Gateway > NetScaler Gateway Virtual Server.

NetScaler VPX (500) AT, Logout

Dashboard Configuration Reporting Documentation Downloads

+ System NetScaler > MetScaler Gateway » NetScaler Gateway Virtual Servers Q o
% + AppExpert
[ add | [ Edit | [ Deete | [statistics | ||Action ~ Search
+ Traffic Management
Name State IP Address Port Frotocol Maximum Users Current Usq
+ Optimization
_XD_TestGW @Up 192.168.18.22 443 551 0
+ Security

— NetScaler Gateway

Global Settings
Virtual Servers

+ User Administration
KCD Accounts

+ Policies

N

Select _TestGW and click Edit.
3. Click No CA Certificate.

Basic Settings ra
MName _XD_TestGW Max Users 0 Double Hop false
IPAddress  192.168.18.22 Max Login Attempts Down State Flush true
Port 443 Failed Login Timeout AppFlow Logging false
State true ICA Proxy Session Migration  false
CA Cnly false Enable Device Certificate false

Enable Authentication true

Certificates
1 Server Certificate >

Mo CA Certificate >

4. Click Bind.

i CA Cert Key
CA Cert Key x
| Bind |

Certificate ; Check | Skip CA

No items

F—
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5. Select the CA certificate imported and click Insert.

CA Cert Key 551 Certificates
SSL Certificates X
| Install | | Update | | Delete | |A|:tior1 v| Search *
] Name | Days to Expire | Status
O p ns-server-certificate 4435 Valid
] b testgw.hopto.org 729 Valid
p VirtdomCA 2333 Valid
e KN
6. Click Save.

CA Cert Key

State true
CA Only false
Enable Authentication true

CA Cert Key x
| Bind |
Certificate | Check | Skip CA
VirtdomCA (]
L
Basic Settings V4
Name _XD_TestGW Max Users 0 Double Hop false
IPAddress 192.168.18.22 Max Login Attempts Down State Flush true
Port 443 Failed Login Timeout AppFlow Logging false

ICA Proxy Session Migration false
Enable Device Certificate false

7. Scroll down to the bottom of the screen and click Done.
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Certificates

1 Server Certificate p
1 CA Certificate b
Authentication +

Primary Authentication

1 LDAP Poli

Published Applications x
No Next HOP Server »
1 STA Server >
No Url >
Policies + x

Reguest Policies

2 Session Policies »
Cache Policies >
Done

8. Save your work to date by clicking on the Save icon on the upper right corner.

NetScaler VPX (500)

NS10.5 51.10.nc Lagout

Dashboard Configuration Reporting Documentation Downloads

+ System MNetScaler > System > System Information [} 7] H
+ AppExpert

+ Traffic Management System Information System Sessions

+ Optimization Upgrade Wizard| | Reboot | | Statistics |

+ Security System Information

+ NetScaler Gateway NetScaler IP Address  192.168.18.20

Netmask 255.255.255.0
Show Unlicensed Features
MNode Standalone

Time Zone  GMT+00:00-GMT-Europe/London
| ntegrate with Citrix Products System Time  Wed, 10 Sep 2014 10:32:24 GMT
43 XenMobile Last Config Changed Time Wed, 10 Sep 2014 09:27:33 GMT

Last Config Saved Time  Wed, 10 Sep 2014 0%:28:57 GMT

44 XenA d XenDeskt i
4 Aenfpp and Aenlesktop Hardware Information

Platform er Virtual Appliance 450000

Manufactured on 2009

% CPU
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If you do not save after making changes to the NetScaler configuration, there is a risk that
those changes will be lost when the NetScaler reboots.
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StoreFront

DNS

Check that the DNS entries for the NetScaler Gateway Virtual Server (testgw.hopto.org)
point to the correct place.

¢ On Internet - DNS needs to point to a public address that is accessible from the
Internet. This will typically be a public address on a firewall/router that is forwarded to
the NetScaler Gateway Virtual Server IP

e On the private internal LAN — DNS needs to point to the local address of the
NetScaler Gateway Virtual Server in the DMZ — 192.168.18.22

StoreFront — Configuring a new installation

1. Install StoreFront from your distribution media.

xe“Desk-top 76 Finish Installation
The installation completed successfully. ' Success

+ Licensing Agreement
+ Core Components Prerequisites

: v Microsoft Internet Information Services Installed
+ Firewall
 Summary Core Components

¥ StoreFront Installed

+ Install

' Past Install

Finish " Component Initialization Initialized

(| Open the StoreFront Management Console

2. On completion, click Finish and open the StoreFront Management Console.
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Tamstomro 0

_ — -

View »

) Refresh

Welcome to StoreFront Hebp

Select an option below to create a new store or extend your existing
deployment

Create a new deployment

Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add a server to an existing lead-balanced group.

3. When opened, the Management Console will notice that this is a new installation and will
offer a choice of options.

Click Create a new deployment.

Accept the default Base URL and click Next.

ok

Create New Deployment

StoreFront Create New Deployment

Confirm the base URL for services hosted on this deployment. For multiple server deployments, specify the
load-balanced URL for the server group.

Base URL

piose Hame Base URL: | https://xenstore0ds.virtdom.chsys3.com

Delivery Controllers

Remots Access

6. Enter a store name of Store.
7. Click Next.
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StoreFront DI
Choose a name that helps users identify the store. The store name appears in Citrix Receiver as part of the
user's account.
+ Base URL
Store Name Store name: | Stord

Delivery Controllers

Remote Access

8. Enter Delivery Controllers.
9. Click Next.
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StoreFront

+ Base URL
+ Store Name
Delivery Controllers

Remote Access

Delivery Controllers

Specify the delivery controllers and servers for this store.

Delivery controllers:

Mame | Type | Servers

Xenfpp Xenfpp xenapplivirtdom.chsys...

XenDesktop XenDesktop xenddc23.virtdom.chsys...
Add... ] l Edit... ] [ Remave

10. Select No VPN tunnel.

StoreFront

v Base URL
+" Store Name
+" Delivery Controllers

Remote Access

Remote Access

Add MetScaler Gateway appliances to provide user access from extermal networks.

) Mone

(®) No VPN tunnel @

Remote access:

) Full VBN tunnel @

MetScaler Gateway appliances: £

Default appliance:
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11. Add a NetScaler Gateway appliance.

12. Fill out the details of the NetScaler Gateway Appliance. Unless you have a complex
environment, the Subnet IP address may be left blank.
13. Click Next.

Add NetScaler Gateway Apphance

StoreFront General Settings

The cisplay name i visiohe 1o users in Ctrik Receiver preferenoes.

General Settings Display name: [Tegow
Secire Ticket Authority :
NetScaler Gateway URL: | RiipsaTesigsunoptaeng
VErsaon: : 10uD (Build £9.4) o Later - _
Subnet P address:
{optional)
Lngun typee: | Dw-uw— -
Callback URL: @ [ rtpssestguncpto.crd | rCirinauthService/AuthSenvice asmx
{optional)

o

14. Add a Secure Ticket Authority.

15. Ensure that any STA referenced here is also included in the NetScaler Gateway Virtual
Server list of STAs.
16. Click Create.
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Add NetScaler Gateway Appliance

StoreFront

+ General Settings
Secure Ticket Authority

Secure Ticket Authority (STA)

Issues session tickets in response to application connection reguests.

Secure Ticket Authority URLs:

hito:/fxenapp07 virtdom.chsys3.comysoripts/chesta.d| -

=
1]
Q
i

[##] Enalble session reliability

[ Request tickets from two STAs, where available

17. There appears a warning symbol indicating that enabling remote access will
automatically enable pass-through authentication from the NetScaler Gateway. This is
what is expected. Click Create.

StoreFront

+" Base URL
+" Store Name
+" Delivery Controllers

Remote Access

Remote Access

Add NetScaler Gateway appliances to provide user access from external networks.

Remote access: ) Mone

®) No VPN tunnel @
) Full VPN tunnel @

NetScaler Gateway appliances: [F] Testow AL

[Testow M

Default appliance:
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18. Click Finish.

Create Store L

StoreFront “Store” Created Successfully

Store available

Use email addresses for account discovery. Learn more
" Base URL
" Store Name
Website created

+" Delivery Controllers : o -
Try out the store at hitps://xenstore05.virtdom.chsys3.com/Citrix/StoreWeb.

" Remote Access

Baci Finish Cance
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Test the deployment from a Windows PC connected to the Internet.

On the Windows PC

1. Confirm that a recent Citrix Receiver is installed.
2. Confirm that the Trusted Root CA Certificate has been installed into the Trusted Root
Certification Authorities > Certificates container.

E Consclel - [Conscle Root!\ Certificates (Local Computer)\ Trusted Root Certification Authorities' Certificates]

E File Action View Favorites  Window  Help

s | 2@olcz HE

| Console Root Issued To = Issued By Expiration Date *
4 [l Certficates (Local Computer) S VeriSign Individual Software Pu... VeriSign Individual Software Publi.. 31/12/1999
- p?"“"a' o ] VeriSign Individual Software Pu... VeriSign Individual Software Publi..  08/01/2004
«@8T UESZEL::Z:ES ertification Autherities SRl VeriSign Trust Netwerk VeriSign Trust Network 15/05/2018
Er;terp riee Trust (S5l VeriSign Trust Network VeriSign Trust Network 02/08/2028
= Intermediate Certification Authorities SRl VeriSign Trust Netwerk VeriSign Trust Network 15/05/2018
| Trusted Publishers Sl VeriSign Trust Netwerk VeriSign Trust Network 02/08/2028
| Untrusted Certificates S VeriSign Trust Metwork VeriSign Trust Network 15/05/2018
| Third-Party Raot Certification Authorities gl VeriSign Trust Netwerk VeriSign Trust Network 02/08/2028
1 Trusted People Sl VeriSign Trust Metwork VeriSign Trust Network 02/08/2028
7 Remote Desktop SRl VeriSign Trust Netwerk VeriSign Trust Network 19/05/2018
| Certificate Enraliment Regquests | VeriSign Universal Root Certific..  VeriSign Universal Root Certificati.,  02/12/2037
| Smart Card Trusted Roots S Verizen Global Root T4 Verizon Global Root CA 30/07/2034
7 Trusted Devices =V Remictr Camtran RESC (Brat o VI Bemickey Cantras ROSC (RamtCi) 210702074
[ =gl virtdom-VIRTDCO1-CA virtdom-VIRTDCO1-CA 28/01/2021
mn

3. Turn off certificate revocation checking in Internet Explorer. This is required because our
private certificate server is unknown on the Internet.
a. GotolInternet Explorer > Internet Options > Advanced.
b. Check for publisher’s certificate revocation = Off
c. Check for server certificate revocation = Off
4. If you use a browser other than Internet Explorer (such as Firefox) you might need to
import the Trusted Root CA Certificate into its Certificate Manager, and turn off Online
Certificate Status Protocol checking.

CITRIX" NetScaler Gateway

Welcome

Please log on to continue.

LogOn

5. Use Internet Explorer to browse to your NetScaler Gateway. You should be presented
with the NetScaler logon page.
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Citrix Receiver one User » Q

(am)

L ]

Bluebd Arthur

6. When logged in you should be presented with the StoreFront page, and be able to
launch Apps and Desktops.
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