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MetScaler Gateway, Active Directory, and
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See supported XenM obile components for
XenMobile with NetScaler Gateway and
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Check on supported device platforms.
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IP addresses:
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WINS Server
XenMaobile
Default gateway
MSIP and subnet

Subnet mask
FQDN
XenMobile host name

Microsoft SQL Server P
address and port
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@ Install software, licenses, cerfificates

Download XenM obile
product software

|

Download NetScaler
Gateway

|

Acquire licenses

Acquire certificates
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MNetScaler Gateway

+ Hostname

« FQDN or IP address of
XenMobile

+ Callback URL

+ For XenDesktop, XenApp,
and Secure Hub

@ CGonfigure Xenlobile in the GLI

IP address and subnet mask, default
gateway, DNS servers, database
connections (Citrix recommends SQL
Server remotely), XenMobile host name,
and communication ports
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Username: admin
New password: [

IP address: 192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.Z2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [usnl: yfj
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Local or remote [l/r]: r
Type (Microsoft S{L, PostgreSQL or MySQL) [mi-p- myl:
Use S5L [ysml: n

Server: 198.0.2.10
Port: 5432
Username: postgres
Password:

A © T @
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Hostname: justan.example.comn
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HTTP [BO1: BO
HTTPS with certificate authentication [4431: 443

HTTPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

Username [administrator]: administrator
Passuord:
Re-enter new password:
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Writing iptables configuratiom...
Restarting iptables...

Upgrade from previous release (ysn) [nl:

Stopping configuration app...
Starting configuration app...
application started successfully
Stopping main app...
Starting main app...
this may take a few minutes

application started successfully
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:r-203.0.113.8:4443~

Starting monitoring...
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n Templates

Belease Management

XenMoabile Dashboard Manage Configure ES administrator a

10.0.0.62016

Current Release
Name  Release 10.0.0.62016
Description  Software release build 10.0.0.62016

Install date and time  Dec 11, 2014 06:04 AM

Updates

Name Release Description Install date and time Type v

No results found.

Install date and time

Updates

Name Release Description Install date and time Type v

No results found.
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XenMobile 10.1
MAM Upgrade Tool
Flow

XenMobile 10.1
MDM Edition
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Flow
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Complete

Set up and configure

XenMobile 10.1
prerequisites

> XenMobile 10.1
instance

Update and run
Upgrade Tool

v

Copy support bundle

Follow prompts and

for upgrade

restart the server

Connect to
XenMobile 10.1
console

Apply . .
Complete Migration complete
XenMobile 10.1 > P .. —» & . P
. post-requisites (devices connect)
license
Complete Set up and configure
. . Updat d
XenMobile 101 ———3  XenMobile 10.1 p - poereanarun
.. . Upgrade Tool
prerequisites instance
|
. C tt
Run help-upgrade.jsp Follow prompts and Dnnelc °
. XenMobile 10.1
on Device Manager restart the server
console
Appl . .
XenM;tfi'I: s - Comple_tf: Mlgraltlon complete
. post-requisites (devices connect)
license
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User name

userl @sxample.com

user2@example. com

user3@example. com

usert@example.com

useis@example.com

Manage

Windows Phone 8.x

8.10.12400.899

711

712

71

83

Lumia 638

iPad

iPhone

iPad

iPad

Search

Last s

06/05/2015 04:38:25 pm

06/06/2015 05:06:42 pm

06/08/2015 11:30:30 am

06/08/2015 06:00:32 am

06/08/2015 09:14:43 am

Inactivity days |~
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0 day

0day

0 day
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Dashboard Apps & Docs Roles Devices Workflows Settings
System Certificates
Configuratlon Yo view the certificates installed on App Controller, including server, root, or intermediate certificates, as well as the details of pending Certificate Signing Requests. You can also install either PEM or PKCS#12
cel tes stored on your computer by clicking Impert.

Overview All Certificates
Detloent Active  Name Description Vaiid from Vaiid to Type Status

AppController exampie.com Self Generated/Signed 5222015 519/2025 Server -
XenMobile MDM = . mport

v *.citrite_net (imported) 632014 622016 Server r—
rry. Expoi
GoTolssist CITRITElssuingCADT (imported 10252013 10/25/2023  Root or infermediate -
e
Active Directory CITRITEPolicyCA (imported) 107252013 10/25/2028 Root or intermediate
m CITRIXRootCA (imported 115/2009 10252033 Root or infermediate
o * citrie.net (imported) G72014 6212016 saml

Branding
Network Connectivity Details
Domain Name Server
NTP Server
Workflow Emai Certificate Chain

Name Description Valid from Vald to Type Status.
Administrator

CITRITElssuingCAQ1 imported) 1052572013 10/2572023 Root or infermediate

o Minhanenicat
Release Manageme CITRITEPolicyCA (imperted) 102572013 10252028 Rool or inermediats L\) i p Gl
Receiver Email Template CITRIXRo0ICA (imported) 11512009 10252033  Root of intermediate
Quick Links
re nested groups
*
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Dashboard Apps & Docs Workflows

System Certificates

Configuration You can view the certificates installed on App Controller, including server, root, or intermediate certificates, as well as the details of pending Certificate Signing Requests. You can also install either PEM or PKCS#12

certificates stored on your computer by clicking Import.

Overview All Certificates
Darierent Active  Name Descrii  Export Certificate x Status.

AppControler.exampie.com  Self Ge -
XenMobile MDM e acimpod =)

v *.citrite.net (import

GoToAssist Password: * ....... Export

CITRITEIssuingCAD1 (mport ntermedate N

L
Active Directory CITRITEPolicyCA (mport Confim | \orerses intermediate
Password:
i A ¥ 1
P i _—
v * citrite net (import

Branding
Network Connectivity Details
Domain Name Server
NTP Server —
Workflow Emai Certificate Chain

Name Description Valid from Vald to Type Status
Administrator

CITRITElssuingCAD1 (imported) 101252013 10/2572023  Root of intermediate
L CITRITEPolicyCA (imported) 10252013 10252028 Root o intermediate cdiacing
Receiver Email Template CITRIXRootCA (imported) 111512009 102572033 Root or intermediate

Quick Links

Configure settings
Downioad .cr file
Add connector

Configure nested groups

N%I ) 2 % > 0 %9 H% $
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300 JaE- 30 -JaE- 30 o0 o 0o 30 —uE-Jof IuE e —IeE 30 o Jof —uE e oo e oo
=* Citrix XenMobile *

=* (in First Time Use mode) *
300 JaE- 30 -JaE- 30 o0 o 0o 30 —uE-Jof IuE e —IeE 30 o Jof —uE e oo e oo

Username: admin
New password:
Re-enter new password:

IP address [1: 10.207.72.227

Netmask [1: 255.255.255.0

Default gateway [1: 10.207.72.1

Primary DNS server [1: 10.207.72.200

Secondary DNS server (optiomal) [1: 10.207.72.201

Commit settings (ysm) [yl:

9 3 & 3

Primary DNS server [1: 10.207.72.200
Secondary DNS server (optiomal) [1: 10.207.72.201

Commit settings (ysm) [yl: y
pplying network settings...
Generate a random passphrase to secure the server data (ysn) [yl:

Enable (ysm) I[nl:

Local or remote (l/r) [rl: r
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:
Use SSL (ysn) I[nl:

Server [1: sql2.xmtest.net

Port [14331:

Username [=al:

Pas=zuord:

Database name [DB_servicel: xm3—mu-62908

Commit settings (ysm) [yl:

8%) 3 & $ # $
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Enable (ysn) I[nl:

Local or remote (l/vr) [r]:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:

Use SSL (ysn) I[nl:

Server [1: sql2.xmtest.net

Port [14331:
Username [=al:
Pas=zuord:

Database name [DB_servicel: xm3—mu-62908

Commit settings (y-m) [yl:

Checking database status...
Database does not exist
Initializing database...

e U
#.#$
e U

e U

# 4# M "#
#.# M "#

Please press y to enable cluster? [ysnl: y

Hostname [1: example. com

Commit settings (y-m) [yl:
pplying fgdn settings. ..

© 1999-2017 Citrix Systems, Inc. All rights reserved.
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HTTP [BO1:

HTTPS with certificate authentication [4431:
HTTP3S with no certificate authentication [B4431:
HTTPS for management [44431:

Commit settings (y-m) [yl:

pplying port listener configuratiom...

Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

Commit settings (ysnl) [yl:
henerating SAML signing certificate...
henerating server and client certificates...

Username [administrator]:
Passuord:
Re-enter new password:

Commit settings (ysm) [yl:
reating console administrator...
pplying firewall settings ...
riting iptables configuratiom...
estarting iptables...

9 3 & 3

D§) 3 ! #% 0 5 H '3
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Upgrade from previous release (y-nl) [nl: y

Btopping configuration app...
Btarting configuration app...

this may take a feuw

application started
Btopping main app...
Btarting main app...

seconds

not ready to start yet

To complete the upgrade process, from a web browser, go to the following

location and log on

with your command prompt credentials:

https:/-198.51.100. 1 /inef

Btarting monitoring..

"# $ ! ! 3 $
8H ! ! 3 / ! * B <G

https://docs.citrix.com

« C | B batps//10.207.72.227 /uw/#
£ Apps [ OCAPortal [ Titan Official Builds  [1]

login
Titan Builds % Nexsan Imation NST... 4 Titan Bugs (@ (3944) EAR Titan Fe.. DB Configuring VLANs ... (@) (4061) MDM Upgra.. {3 CWC - Mindtouch () CWC- &) XM/Eng/TitanMigra... 8, Amazon Web Servic..  »

23

XenMobile
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Upgrading XenMobile
XenMobile 9.0 = XenMobile 10.1

Do you want to do a test drive upgrade? Do you want to do a production upgrade?

) Only configuration data (device policies, apps, > All data (configuration, devices, users) is
actions, delivery groups) is upgraded. upgraded.

) Device and user data is not upgraded. ) MDM users do not need to re-enroll or reinstall

> Your current deployment keeps running with no SRES:
downtime as you upgrade. You can make ) Your current deployrment will be down for a
configuration changes with no effect on users while. The time needed for an upgrade depends
and devices. on the size of the data set.

) Citrix recommends that you shut down your
current XenMobile environment to ensure data
consistency while upgrading.

Before You Start

First, update the Upgrade Tool to ensure it contains the
latest support patches and fixes. If you have the latest
version of the Upgrade Tool installed, you can skip this

step.
Cancel Skip

Update

To download the latest version of the Upgrade Tool, go to www.citrix.com/downloads/xenmobile.

Upgrade Tool file II

Cancel

9 2 * 3 a !
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Production Upgrade Edition to Upgrade X
} 1 Edition to Upgrade KenhMobile 9.0 edition to be upgraded: « Enterprise
MDM
2 Upgrade Source MAM

Device Manager Data
Choose this option if you are a XenMobile Enterprise customer. The Upgrade Tool prompts you for

information about your existing XenMobile Devica Manager and App Controller. The tool then collects
App Controller the existing configuration, as well as user and device state information, and upgrades your server 1o
XenMabile 10.1. For upgrade instructions, refer to Upgrading XenMabile.

3 Upgrade Progress
4 Upgrade Summary

5 Next Steps

oo (3

Production Upgrade Device Manager M

Faollow these st collect the files you n AenMobile 9.0 Device Ma er data to XenMobile 10.1

1 Edition to Upgrade v 1. Download the lstest help-upgrade.jsp.
2. Add the downloaded file to this location (<MOM_install_Path>\tomcat\webapps'zdm) on your existing XenMobile 9.0 Device Manager.

[~

Upgrade Source 3. Open your browser on the XenMobile 8.0 Device Manager and then access the following URL: hitps:/f<xdm FQDN or IP>/zdm/help-upgrade.jsp. Keep that page open throughout the
} upgrade process, as you will need to refer to it more than once,

Device Manager Data 4. From the Upgrade Helper page that displays, copy the database URL and user name into the fields below. After you complete your entries, click Validate Connection. If the connection

validates, continue with certificate validation,
App Controller

Databass URL*  Copy the URL from the resi

3 Upgrade Progress

User name
4 Upgrade Summary
5 Mext Steps Password

Validate Connection

Cancel Back

3 # 4# $0 2 3 # A# SH 4 2 * S3
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Home Share View v 0
@ - 1 | .« Program Files (x86) » Citrix » XenMobile Device Manager » tomcat » webapps » zdm » v ¢ | | Search zdm 2 |
< Favorites Name - Date modified Type Size ~
B Desktop | | help-checkenxjsp 6/17/2014 6:03 PM  JSP File 11 KB
1§ Downloads u help-cluster,jsp 6/17/2014 &:03 PM  JSP File 13 KB
“C] Recent places || help-deploy.jsp 6/17/2014 603 PM  JSP File 12KB
|| help-dump jsp 6/17/2014 &:03 PM  JSP File 10KB
18 This PC | help-dump2.jsp 6/17/2014 &03 PM  JSP File 18 KB
|_1 help-engineSchedulerjsp 6/17/2014 &:03 PM  JSP File 5KB
€ Network || helperjsp 817/2014 &03 PM 5P File 23 KB
|j help-hcaches.jsp 6/17/2014 &:03 PM  JSP File 19 KB
|1 help-logjsp 6/17/2014 &03 PM  JSP File KB
|| help-multinode.jsp 6/17/2014 &:03 PM  JSP File 8KB
|_1 help-patches,jsp 6/17/2014 6:03 PM JSP File 23 KB
|| help-pushpletjsp 6/17/2014 &:03 PM  JSP File KB
|_1 help-schedulejsp 6/17/2014 6:03 PM J5P File 8 KB
| || help-upgrade.jsp 6/3/2015 2:44 PM 5P File 11 KB
| | incjsp 6/17/2014 803 PM ISP File TKB
@ index 6/17/2014 &:03 PM HTML Document 1KB
IJ indexjsp 6/17/2014 803 PM ISP File KB
@ invitationgone &6/17/2014 &03 PM HTML Document 1KB
U log.jsp 6/17/2014 &:03 PM  JSP File 13KB
|| legin.jsp 6/17/2014 &03 PM  JSP File KB
|_1 loginerror jsp 6/17/2014 &:03 PM  JSP File 10 KB
[ lamnsd ien AT A DD NIKA <N Cilm 1vD
102 items 1 item selected 10.0 KB
$ 2 M 3 # 59
$. 3 3 @B BC * C
3% & ( 6 . . $
! "# $$1 ;
% 3 *
$ ; $
XenMobile MDM Upgrade Helper
This helper will generate a ZIP with all the needed files for the upgrade . The ZIP file will be stored in the
server database.
Version 1.1.1
Zip It
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XenMobile MDM Upgrade Helper

This helper will generate a ZIP with all the needed files for the upgrade . The ZIP file will be stored in the
server database.

Version 1.1.1

ZIP successhidly stored in databzse

Result
sqlserverzS | CORY
wbniin cup]"
$E ; )
$E . ] .
$ $
8% "3 . 3% # #.# !
* BC * C c 3 $ .- $ . _
3% G 3 ) Y . :
$ 2 | I 4 3 . s e
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XenMobile

Production Upgrade App Controller

- 1. Before upgrading from XenMebile 9.0 to XenMabile 10.1, you must apply the latest App Controller patch to App Confroller. Steps to apply the patch:
1 Edition to Upgrade v

1. Download the patch from the Citrix Downloads site.

2 Upgrade Source

5

Lag on to App Cantroller.

%]

Go to Settings > Release Management.

Device Manager Data v L
4.

ck Impart.

@

. Select the patch you downloaded in Ste

o

Click Upload.

2. After you apply the patch, follow the staps below to generate support bundle. The support bundie captures all important information to upgrade to XenMobile 10.1

1. In the App Controller command-line console, type 4 and then press Enter to open the Traubleshoating menu.

2. In the Troubleshooting menu, type 3 and then press Enter to open the Support Bundle menu.

3. In the Suppert Bundle manu, type 1, press Enter, and then follow the command prompts.

4. You must encrypt the support bundle. To do so, type v, press Enter, and then follow the command prompts.

3. Upload the support bundle from the previous step.

Cancel Back

$ 3 4 = H B ) @E

$ ) * 3 > H E ) @E 0 5 $
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Start

Clicking the Start button will begin the upgrade process.

The time needed for an upgrade depends on the size of the
data set.

Cancel

a$ $1 3 6 2 %
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Production Upgrade

1 Editien to Upgrade v

2 Upgrade Source

Device Manager Data v

App Controller v

} 3 Upgrade Progress
4 Upgrade Summary

5 Next Steps

1 33 %

Upgrade Progress %

Your data is upgrading to XenMobile 10.1. If you cancel the upgrade, you must begin the process again by configuring a new XenMabile instance in the command-line

console and then restarting the Upgrade Tool.

Overall progress: Processing LDAP.. 16%
Currant sub-process: Processing LDAP configuration xmiab.net (step 1/2) 0%

Cancel

Production Upgrade

1 Edition to Upgrade v

2 Upgrade Source

Device Manager Data v

App Controller v

} 3 Upgrade Progress
4 Upgrade Summary

5 MNext Steps

Upgrade Progress X
Your data is upgrading to XenMaobile 10.1. If you cancel the upgrade, you must begin the process again by configuring a new XenMebile instance in the command-line
console and then restarting the Upgrade Tool.

Owerall progress: user data migration completed 100%
Current sub-process: 100%

Upgrade has been completed successfully

https://docs.citrix.com
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Production Upgrade Upgrade Summary N

Review the upgrade results and debug logs to ensure that all data upgraded successfully to XenMobile 10.1. Be sure to download the log before continuing.

1 Edition to Upgrade v L2
Upgrade log

2 Upgrade Source
Devices Upgraded 4

i v
Device Manager Data Apps Upgraded 16

App Controller v Users Upgraded 8
3 Upgrade Progress v Delivary Groups Upgraded ]
} 4 Upgrade Summary Policies Upgraded 20

Smart Actions Upgraded v}
5 Next Steps

Gancel  Back

D$ + 6 SRS I # G *3 ;0 -
33

D#¥ & *3 - ! $1 3 2 *$

Production Upgrade Next Steps X
" v 1. You must configure licenses on XenMobile 10,1 te enable user connactions. To do so, go to Configurs = Settings = Licensing.
1 Edition to Upgrade 2. If you deployed the server running Xenhobile 9.0 in the DMZ, you must change the external DNS for XenMabile to point to the new XenMobile 10.1 server,
3. If you deplayed the server running XenMobila 9.0 behind a lead ing MetScaler i in yau must configure the load balancing Device Manager instance with the new
2 Upgrade Source IF address for the Xenhobile 10.1 server.

4. If you deploy XenMobile 10.1 in a cluster, you must use the command-line interface to enable cluster support and then join the new XenMaobile nodes.

. 5. If your XenMabile 9.0.x setup has WinCE-related policies, you must upgrade to XenMabile 10.3 after the upgrade to XenMobile 10,1 complstes,
Device Manager Data v

" Note:
App Controller v l-h Please collect suppart bundle from a newly upgraded XenMobile server betore restarting it;
1. In the command-line console, type 3 and then press Enter to open the Troubleshooting menu.
2. In the Troubleshooting menu, type 3 and then press Enter to apan the Support Bundle menu.
v

3 Upgrade Progress 3. In the Suppert Bundle menu, type 2, press Enter to Generate support bundle,

Restart the server. Go to Manage > Device and make sure all devices have been upgraded properly before making any MetScaler changes.
4 Upgrade Summary v

Find more infermation and precedures in Upgrading XerMobile.
5 Next Steps
Cancel Back Finish & Restart
% ! % ! $
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Production Upgrade Next Steps x

1. You must configure licenses on XenMobile 10,1 to enable user connactions. To do so, go to Configure = Settings = Licensing.

1 Edition to Upgrade v 2. If you deployed the server running XenMebile 9.0 in the DMZ, you must change the external DNS for XenMabile to point to the new XenMobile 10.1 server.
3. If you deplayed the server running XenMaobile 8.0 behind a lead ing MetScaler i in yau must configure the load balancing Device Manager instance with the new
2 Upgrade Source IP adaress for the Xenhobile 10.1 server.

4. If you deploy XenMobile 10.1 in a cluster, you must use the command-line interface to enable cluster suppart and then join the new XenMabile nodes.

. 5. If your XenMaobile 9.0.x setup has WinCE-related policies, you must upgrade to XenMaobile 10.3 after the upgrade to XenMobilz 10.1 completes.
Device Manager Data v

Mote:
App Controller v () Please collect support bundle from & newly upgraded XenMobile server before restarting it:
1. In the command-line console, type 3 and then press Enter to open the Troubleshooting menu.
2. In the Troubleshooting menu, type 3 and then press Enter to apan the Support Bundle menu.
v

3 Upgrade Progress 3. In the Suppert Bundle menu, type 2, press Enter to Generate support bundle,

Restart the server. Go to Manage > Device and make sure all devices have been upgraded properly before making any MetScaler changes.
4 Upgrade Summary v

Find more information and precedures in Uparading XenMobile.

5 Next Steps

Cancel Back Finish & Restart

: x
Production Upgrade  Next Steps
. v 1. You must configure licenses on XenMobile 10.1 to enable user connections. To o e, Go to Configure > Settings > Liensing,
1 Edition to Upgrade 2. I you deployest the server running XenMobile 8.0 in the DMZ, you must change the extemal DNS for XenMobile o point to the new Xenhobile 10.1 senver
3. 1f you deployed the server running Xenhobile 9.0 benind & load balancing NetScaler appliance, in NetScaler, you need o configure the load balaneing Device Manager instance with the new IP address for the XenMotile 10,1 server.
2 Upgrade Source 4. If you deploy XenMotile 10.1in & cluster, you must use the command-ine interface to enable cluster support and then join the new Xenhiobile nodes
5. If your Arternis set up has WinGE related policies, you must upgrade o Poseidon after migration is done.
Devios Manager Data v Note:
Please collect support bundle o a newly rigrated Xenhobile server before restarting it
Upload Files v 1. In the command-line console, type 3 and then press ENTER o open the Tioubleshoeting menu
2. In the Troubleshooting meny, type 3 and then press ENTER to open the Support Bundle menu
Databass Detalls v 3. In the Support Bundle menu, type 2, press ENTER to Generate Support bundle.

Restart the server Go to Manage > Device and make sure all devices have been migrated properly before making any MetScaler changes

3 Upgrade Progress v

Find information and procedures on upgrading and using Xenhobile 10.1.
4 Upgrade Logs v
5 Next Steps

Cancel  Back

OH &
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- NetScaler (5500)

NS10.5 55.8.nc Logout

Dashboard Configuration Reporting Documentation Downloads ¢
+ System NetScaler > Tra anagement > Load Balancing > Virtual Servers (] (7] H
+ AppExpert ————
Add Statistics Action = Search *
= Traffic Management
Name State Effective State IP Address Port Protocol Method Persistence % Health
— Load Balancing
b Cookie LB ® Up ® Up 0.0.0.0 0 HTTP LEASTCONNECTION RULE 100.00% 2 UP/0 DQ
Virtual Servers
N » URLLE @ Up @ Up 0.0.0.0 0 HTTP LEASTCONNECTION ~ CUSTOMSERVERID  100.00% 2 UP/0 DJ
ervices
Service Groups b _XM_LB_MDM _engy. exemple.con_198.51.100.1_a43 @Up  @Up 198.51.100.1 443 SSLBRIDGE  LEASTCONNECTION  SSLSESSION 100.00% 1 UP/0 D]
Menitors p _XM_LB_MDM eng.example.com 198,51, 100.1 8., @Up @ Up 198.51.100.1 8443 LEASTCONNECTION  SSLSESSION 100.00% 1 UP/0 DJ
Metric Tables r
Servers

D80 3 7 ; ;3 & ) 1%

° B 3 * 33
° B M 2 001%1 2 d)) %
e A B (% 3 * 3 @

° B 2 8806
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