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92 0 )+ % % %8 | % " 98
Licensa type Local license hd
% @
Add | Delete All
Product Name Active Total number of licenses Number used Type Expires on
Citrix XenMobile Enterprise Edition|Device v, 15002 0 Retail 01-DEC-2015
Showing 1 of 1 items
Expiration notification OFF
; 2 % % " $%& /I & % 0 2 " % %
% % % 2
4 % %! %
? 0 % % 9 .! % 0 % % 9 / %
% % 0% 2 * % %
? | & $ 0) ? ! "
& & % % % 2 0 % ? "
% 4 % % 9
R $ 0 & " % %8 $
!
License type Remote license -
License server™
Product name Active Total number of licenses | Number used Type Expires on i
1001 0 Retail 01-DEG-2015
9 % O )
o 3 ' , 0" M % AZRLC % %
° , %0 0 0 % 2 % % %
K92 0 ! ?2 % % % % %
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° % 2 % % %

° % % % %

° % % % %

?2 % . %8 $0 /" 2 " % % 0 % % % %2 0
!

XenMobile Analyze Manage Configure

k=3 X administrator ~

Perform various connectivity checks for XenMobile. A complete check might take several minutes to run before results appear. If you are not using selected features within the console, clear the selections to
speed the process.

Perform connectivity checks
or ¥ 8 Cluster

198 51100 15

198.51.100.18

Connectivity to IP address or FQDN 198.51.100.18

~
License Server 198.51.100.22 v
Successful Connection x
Showing 1 - 1 of 1 items
Connectivity results for “198.51.100.18"
Clear Results | Test Connectivity
198.51.100.22
Server is reachable
Port 27000/TCP is open.
The server is a valid license server.
% % %
? 0 % % 0% % % 2 & 0 % S 0 2
" % % % !
? /I & & %2 0 / % % 2 & 0 % 6 Y
/ % $ ' " $% ! % /
Product Name Active Total number of licenses | Number used Type Expires on ~
Citrix XenMobile Enterprise Edition|Device v 15002 ] Retail 01-DEC-2015
Citrix XenMobile App Edition|Device 2 8 0 Retail 01-DEC-2024
X
Showing 1 - 2 of 2 items v
Activate
Expiration notification OFF
92 0 ' Y / ' "SR
92 0 ' % % % %
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Expiration notification m
MNotify every™ 7 dayi(s) &0 day(s) before expiration
Recipient™ Enter email address(es
Content™ License expiry notice
&
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Username: admin

New passuword:

N
A
[
Y

03

M RL?

IP address: 192.0.2.0
Netmask: 225.225.225.128
Default gateway: 203.0.113.3

Primary DNS server: 192.0.Z2.4
Secondary DNS server [optionall:

132.0.2.5

Commit settings [usnl: yfj

& %/
%

% / /
| .
% % / & % %3/
9 . % 3 & %
% % % % %
& % % 3 %
% & % ( %
, & 0 % |
& % M" "’ & %
%

Generate a random passphrase to secure the server data? [ysml: y

%

& O 0 % M?A M %
M? % 0 % M? S 0/ 2
% 9 / M?
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Enable (yrsn) [nl:

0 % |/ % . !

Local or remote [l/r]: r

Type (Microsoft SQL, PostgreSOL or MySQL) I[mirspsmyl: mi
Use S5L [ysml: n

Server: 198.0.2.10

Port: 5432

Username: postgres
Password:

%
?Z ?
| ?Z %
% ! % 2
° / " %8 |/ %
( % %
? & 0 03 " & % ??
0 % AZRLC & |/ 9
% / %
KQ 0 "
% ?Z ? | ?Z K
H O " "
H O "
i H O
= 30
; & 0 03 % % I %

Please press y to enable cluster? [ysnl: y

6 % 0 % %/ 3
% % % % 9 ( %
%
>H O % AZRLC
|II!!!Il!l!ll!l!!!ll!!!l!l!l!!lll
= 30
M 0 % %
% Q/ % 2
, W O 3 A7 %
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HTTP [BO1: BO
HTTPS with certificate authentication [4431: 443

HTTPS with no certificate authentication [B84431: 8443
HTTPS for management [44431: 4443

M 0 2 ! ! " % % 0
H 03 & 0 ( %2 % % GM "
% GM 0% % 9& / % %

, /
Do you want to use the same password for all the certificates of the PKI [yl:
New password:

Re-enter new password:

9% 2
7
- 7 0 %
Username [administrator]: administrator
Passuord:
Re-enter new password:
7
; 2 ( ! 2 % 0! ! 0 % " "
>9 0'67 % 2 " W " % % 0 % [/ /

Writing iptables configuratiom...
Restarting iptables...

Upgrade from previous release (y-sm) [nl:

Stopping configuration app...
Starting configuration app...
application started successfully
Stopping main app...
Starting main app...
this may take a few minutes

application started successfully

To access the console, from a web brouser, go to the following location and
log on with your console credentials:
https:/-203.0.113.8:4443~

Starting monitoring...
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nHohile
Time Uze mMD

HHE S R B

Uelcome to the XenMobile First Time Use wizard. This wizard guides you through t

he initial configuration of XenMobile.

Returwn or tyupe your oWn respo

Usern:
Hew pa
Ra

Netuwork settings:
IP addr [1: 18.147.7
Netmask t 255.255.255
Default gatew: []
Primary DNS ver [1:
Secondary DNS server (o

Accept options offered by pressing Enters

and then pr

5.51
.8

18. 14
ptional)

(ysnd [yl:

ng netwo settings...

3 = allocated

intr type node B, 3 s
NIC Link is Up 18888 Hbps

Federal Information
Enable (ypsmn) I[nl:

To enable r
ing Firewall menu option

sing zerver and client

% 03b

Processing Standard (FIPS) mode:

p=PostgreS0QL) [mil:

ah

in CLI menu once the em configuration is complete

certificate p ards. .
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Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mi
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

wj server and client certificate pa ords. .
the =zame pas uzed to gemerate internal Fublic Key In

- all the certificat f the FEI Lypl:

[ DK 1

[ OK 1
[ OR 1
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application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

72 , Y /A 2 | Y /o
S 9 % % 2 s (
.6 0 % AZRLC % -
>R % %2 0 "o % %
I $ #
? ' %2 0
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Support
Diagnostics Support Bundle Links
NetScaler Gateway Connectivity Checks Create Support Bundles Citrix Product Documentation
XenMobile Connectivity Checks Citrix Knowledge Center
Log Operations Advanced Tools
Logs Cluster Information APNSs Signing Utility
Log Settings Garbage Collection Citrix Insight Services
Java Memory Properties Device NetScaler Connector Status
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[4]1 Help
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[2] Set Time Zone
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[4]1 Update Hosts File
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[8]1 Restart Server
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[10] Advanced Settings
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Menu

Back to System Menu

S0CKS

HTTFS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

[0 -611

Enter socks proxy informatiom

Address [1: 203.0.113.23
Port[1: 1080

Target — APNS

fire you sure to restart the system? [y ml:
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Back to System Menu

SOCKS

HTTPS

HTITP

Exclusion List

Display Configuration
Delete Proxy Configuration

Choice: [0 - b] 2
Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [ysml: y

Username: Justaname
Password:

Target — WEB
WEB proxy configured. Override proxy settingsTly-nl: [

H O % $/ .3
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XenMobile Analyze Manage Configure

Settings = Server Properties

Server Properties
You must restart XenMobile on all nodes to commit and activate your changes to the server properties. To restart XenMobile, use the command prompt through your hypervisor.

(& Search Q
Add
Display name Key Value Default value Description v
NetScaler Gateway Client Cert Issuing Throttling  ag.client.certthrottling.minutes 30 30 Throttling interval for issuance of NetScaler Gateway client
Interval certificates.
Number of consecutive failed uploads. ceip.consecutiveupload failures 0 1]
Sharefile byPath API fields com.citricsharefile. bypath.fields  odata.metadata.ld, odata.metadata, Id, Comma separated set of fields (case-sensitive) that need to be
url url extracted from the complete sharefile byPath API response
Sharefile configuration type : com.citrixsharefile.config.type ENTERPRISE NONE Sharefile configuration type . Possible values being ENTERPRISE or
ENTERPRISE/CONNECTORS/NONE CONNECTORS or NONE
Connection Timeout CONNECTION_TIMEOUT 5 5 Session inactivity timeout, in minutes, after which the TCP

connection to a device will be closed (by default 5 minutes).

Identifies if telemetry is enabled or not. consoleceip.participate true false
Length of Inactivity Before Device Is device inactivity days threshold 7 7 Length of inactivity (in days) before the device is disconnected.
Disconnected
User-Defined Device Properties 1 device.properties.userDefinedl User-defined device properties.
User-Defined Device Properties 2 device.properties.userDefined2 User-defined device properties.
User-Defined Device Properties 3 device.properties.userDefined3 User-defined device properties.
Showing 1 - 10 of 111 items Showing | 1 | of 12 <>

92 0 " /" ' ' " $%
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XenMobile Analyze Manage Configure

Settings = Server Properties = Add New Server Property
Add New Server Property
Key Select an option - @
Value®
Display name™
Description
Cancel
% $/ % )
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XenMobile Analyze Manage Configure

Settings = Server Properties = Edit New Server Property

Edit New Server Property

Key ag.client cert throttling.mi
Value* 30 B
Display name* NetScaler Gateway Client
Description Throttling interval for

Issuance of NetScaler EJ
Gateway client

certificates.
Cancel
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XenMobile Analyze Manage Configure t- 3 2,  admin -~

Settings > Certificates

Certificates

You must restart XenMobile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window.

k4 (81
Import Add

Name Description Status Valid from Valid to Type Private key v
XMS.example.com Self Signed/Generated Up to date 2015-11-16  2025-11-13 SAML v

* agsag.com A Expired 2013-10-23  2015-10-23 SSL Listener v

cacerts.pem Self signed/Generated Up to date 2015-11-16  2035-11-14 Devices CA

ent-root-ca Up to date 2012-02-22  2017-02-21 Root or intermediate
APSP:3623302e-7che-4df8-3ad © 22 days left 2015-09-30  2016-09-29 APNs v

showing 1 - 5 of 5 items
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Import
You can import certificates or keystores used by PKI components. You can import several
certificates, but you can only have one certificate active at a time.
Import Keystore -
Keystore type PKCS#12 e
Use as Server M
Keystore file™ m
Password™
Description
Cancel
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START

@ Gheckon the system requirements

Review System Requirements for XenMobile,
MNetScaler Gateway, Active Directory, and
Microsoft SQL Server

See supported XenM obile components for
XenMobile with NetScaler Gateway and
the M DX Toolkit

Check on supported device platforms.

® Note the settings you need for Xenldobile

IP addresses:

Public and local
DNS servers
WINS Server
XenMaobile
Default gateway
MSIP and subnet

Subnet mask
FQDN
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@ Install software, licenses, cerfificates

Download XenM obile
product software

|

Download NetScaler
Gateway

|

Acquire licenses

Acquire certificates

@ Note the setfings you need for

NetScaler Gateway

+ Hostname

« FQDN or IP address of
XenMobile

+ Callback URL

+ For XenDesktop, XenApp,
and Secure Hub

@ CGonfigure Xenlobile in the GLI

%
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gateway, DNS servers, database

Microsoft SQL Server IP and communication ports
address and port

IP address and subnet mask, default

connections (Citrix recommends SQL
Server remotely), XenMobile host name,

________________________________ ; Set Public Key Infrastructure (PKI)

server certificates passwords

Complete Xenlobile configurations in the
XenMobile console

Optionally, enable FIPS

Configure licenses

1 O

Use the NetScaler Gateway
Import APNs and SSL wizard to configure XenMobile
Listener certificates connections

Configure NetScaler Gateway

}

Configure LDAP

Open ports in your firewall for user connections from

l ' Secure Hub, Citrix Receiver, NetScaler Gateway Plug-

Configure the notification server

in through XenM obile to StoreFront, XenDesktop,
XenMobile NetScaler Connector, and intranet sites.
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XenMobile

Analyze

Manage Configure

admin

L=l A\

Settings = NetScaler Gateway

NetScaler Gateway

When you configure NetScaler Gateway, you configure the authentication mechanism for remote device access to the internal network.
If you use NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well.

Authentication m
Deliver user certificate for authentication oF @
Credential provider B
[
Add
Name Default External URL Logon Type # of Callback URLs e
aglse v https://mb186.agsag.com Domain 0
agdummy https://10.199.225.200 Domain 0
Showing 1- 2 of 2 items
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XenMobile Analyze Manage Configure t- 3l A, admin -

Settings = NetScaler Gateway = Add New NetScaler Gateway
Add New NetScaler Gateway
Name™ Appliance name
Alias
External URL* Publicly accessible URL
Logon Type Domain only <
Password Required m
Set as Default OFF
Callback URL* Virtual IP* [+ Add
Cancel
9 ¢ O )
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XenMaobile Analyze Manage Configure

Settings = LDAP

LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
(]
Add
Directory Type Domain Name Server:Port User Base DN Group Base DN Default “
Microsoft Active Directory agsag.com 10.199.225101:389 dc=agsag.dc=com dc=agsag.dc=com v

Showing1-1 of 1 items
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XenMobile Analyze Manage Configure E- 3 %, admin ~

Settings > LDAF > Add LDAP

Add LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Directory type* Microsoft Active Directory -
Primary server” IP Adldress or FQDN
Secondary server IP Address or FQDN
Port* 389

Domain name*

User base DN* dc=example.dc=com @

Group base DN* dc=example.dc=com @
User ID*
Password”

Domain alias™®

XenMobile Lockout Limit 0 @
XenMobile Lockout Time 1 @
Global Catalog TCP Port 3268 @
Global Catalog Root Context dc=example.de=com @
User search by userPrincipalMame -
Use secure connection NO
Cancel
% $/ % )
o | , %2 0 3 " , '
2
e $ , 0 % R= b 0 " M
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Edit LDAP

Provides connection to one or more LDAP-compliant directories, such as Acti

groups, user accounts, and related properties.

Directory type

Primary server*

Domain name™

User base DN

Group base DN*

User ID*

Domain alias

XenMobile Lockout Limit

XenMobile Lockout Time

Global catalog TCP Port

Global Catalog Root Context

User search by

Use secure connection

061
389
net

dc] de=net
de= de=net
administrator@ net
0

3268

userPrincipalName

$0 %

, %2 0
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XenMobile

Analyze Manage

Configure

admin ~

o IR

Settings > LDAP
LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups NO
JEd ! E:n {*_") ! De?;te
] Directory Type Domain Name Server:Port User Base DN Group Base DN Default ~
Microsoft Active Directory xmlab.net 10.207.86.51:389 dc=xmlab,dc=net dc=xmlab,dc=net v
S $02 Do % . R= D> % = %
%
9& / O ?
XenMobile Analyze Manage Configure -3 %, admin v
Port* ‘ 636
Domain name* ‘ s net
User base DN* ‘ dezwmge de=net @
Group base DN* ‘ dcswe 0 de=net L @
User ID* ‘ administrator@me s net
Password™ ‘
Domain alias™ ‘ ——-1
XenMebile Lockout Limit ‘ 0 €]
XenMobile Lockout Time ‘ 1 @
Global Catalog TCP Port ‘ 3260 @
Global Catalog Root Context ‘ de=example.de=com @
User search by userPrincipalName =
Use secure connection |
Cancel
9 9/ L 2% N 5 3
2 0 4 4 %L ?% N 5 3! 4
%L ?% N 5 3% 0 % % %/ %L ?% N 5 3
R %2 0 - $ @
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? % 0o - 8 @ %2 0

XenMobile Analyze Manage

Configure

% 02

Settings = NetScaler Gateway = Add New NetScaler Gateway

Add New NetScaler Gateway

Name* THAG
Alias

External URL* https://ag-bm1xs.citrix.com

Logon Type Domain and security token
Password Required m
Set as Default [ on @)
Callback URL* Virtual 1P*
=% % M - %%
% % M - % 98
% 0 % ' +
<
9 ¢/ L 2% N 5 3 & $%
9 % O $ L ?% N 5 3
% 0
% L

%

%

?%

(% Add
#
" % 0!
0 % %
4 %
/
9 9/ & $%
N 5 3
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#Add or Remove Snap-ins

You can seleck snap-ins for this console from those avalable on your camputer and confiqure the selected sek of snap-ins. For

extensible smap-ins, you can configure which extensions are enabled,

Available snap-ins:

Snap-in Yendar

=1 ActiveX Control

ﬂCertficates

Boloevice Manager
= Disk Managemenit
&5 Enterpriss PKI
[@ event viewer

Drescription:

ECcmpL.r.er WManagem,., Microsoft Car,.. £
Microsoft Cor...

Microsoft and. ..

Wicrasoft Car...

Microsoft Cor...

“Felder Hicrasoft Car. ..

[ Group Policy Object ... Microsoft Cor...

Birternet Information... Microsoft Car. ., LI

Microsoft Car...
.Hgi-\utr‘ﬂuzamn Manager Microsoft Car...
E Certificate Templates  Microsoft Cor...
Wicrasoft Car. ..
Lalcertfication Authority  Microsoft Car...
?*-ic:mpc.nent Services Microsoft Cor...

Add =

Selected snap-ins:

" Console Roat
& Certificate Templates
ECéltlfltétc—i {Local Computer)
Ef_eltificates = Current User
'_T_AJCertihcation fuathority (Local)

Edit Extensions. .,
Remove

[flcve L

Advanced. .,

The Certificate Templates snap-in allows you to create and manage certificate templates.

Ok Cancel

¥ Consalel - ole Root', Certificabe Templabes (DCO1testprisenet )]

i Fle Getin Visw Favprites fiindow el
ok A [ N ER 7]

| Console Fiook
] cartificate Templates (DCDI bestprise.net)
# il Certificates (Local Computer )
(31 ol Certifiestes - Currerk Ussr
(3] Ly Cartification Authanty (Lozal)

QIR Pesponse Soning

1 RiAS and 145 Servar

= poat Cartification Authity
5 Proastes (DFRiD roquest)
% Sam zenprise cort

& sameertestoert

s0ep

) Smartcard Logan

& smarkard User

& 55

0 Woekstation Authentication

4]

Template Heme = Hinimam ed Cis Versian
Enralsert Sgenk windeas 2000 4.1
Envalsert Agent (Cariputar) winidons 2000 51

F Envatmmriz Agent 1 windows Server 2008 Ert, 100.2

3 Exchange Envalent Agant (OfFine request)  windows 2000 41

| Exchange Envolmenit Agent 2 (Cffine request)  WAndows Server ZO03 ENt... 1003

2 Exchange Signatuse Orly Wandows 2000 a1

._::-E*srhnnmuscr WAndows 2000 71

& IPSec “indicas 2000 a1

Z1Psac (Ofine raquast) indos 2000 71

= Kerberos duthentication Vdindons Server 2003 Erk... 110.0

ey Recavery g=nt “dindows Server 2003 Erk... 1050

1 Mokile Dasthetar Cert ‘indows Server 2003 Erk... 1003

= Mekile Liser Cent windows Server 2003 Erk..,  100.3

“Weindiowis Server 2003 Ent... 1010
Weindowes Server 2003 Ent... 1010
Weindows 2000 5.1
“eindiows 2000 4.1
Weindows Server 2003 Enk... 1002
“eindows Server 2003 End... 1002
Weindows Server 2003 Ent...  100.3
Meindows 2000 &1
Heindows 2000 114
eindows Server 2003 Ent...  100.5

Suberdinzte Certfization duthority eindioass 2000 5.1

Weindoais Server 2003 Ent...  100.2
Weindowes Server 2003 Ent...  100.2
Weindows Server Z003 Ent...  100.7
“Winidiows 2000

Heindows 2000 .
Weindows Server 2003 Enk...  100.3
Weindoaws Server 2003 Erk...  100.7

Mendoaws Server 2003 Enk 1002
“eindows Server 2008 Ent...  100.2
rindows 2000 4.1

Weindais Server 2003 Ent... 1010

(IETE]
Irkended
Certiicahe Request Agent
Certiicae Request Agent

Client fuithenkiation, Server Suthertizabion, Smart Card Logan, KDC Auth

Key Recavery Agsnt
Clenk fwthantication, Seoure Emal, Encrypling File Sysbem
hent futhantication, Ssoure Emal, Encrypting File Syatem
QIR Sgring

hient auchantication, Sarver Authertication

cheri: aushenbicaton, Seoure Emal, Encrypting File System
Clent auchenbcation, Secure Emal, Encrypling File Sy stem

Encrypting File System, Secure Emai, 8 securicy IKE reamediate, Clent &

lenk fwkhentication, Seoure Emal, Encrypling File System

here fuithantication, Saoie Emal, Encrepling Fil Systeim
«here: mthentication, Secure Email, Encrypting Fise System
Chigric auithentization, Secune Email, Encrypting File System

Clert: futhentcation, Secure Emal, Encrypting File System
Encrypting File System, Secure Emai, Clent Suthertizstion
Client duithenkication, S=cure Emsl, Encrypting File System
Clien: uthentication, Sscre Emsil, Encripting File System

here uithentication

|60 certificate templates

o ( % $
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StmctMame | Sever | lusce Reqwemenr |

Compatiity | General | Fequest Handing | Coymtogphy | Keptitestation |

 Supesseded Templales | Esleruions | Securty

(s o4 et Fobding

B suibentesed Uses:

B v (st sbonBtaspean nst)

D omair Adrirs [TE STPRMEE \Doman Admns)

B Domsin Users [TESTPRISE\Domsin Uzers)

88 Erterprive s [TESTPRISEAE terprive ddrans]

Perrrizsiong lor Surrenticated U Al Dl

Full Consal a (|

Fiead 4 a

White O a

Ervcd s O

usoereol O O

;:'ﬁ\:;lpﬁn::m: o sdvanced sattirgn, chick

C= Cocel | [Cooow ][ Hee |

A ) !
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SubwctMame | Sewe | Imw

Supecceded Templates | Extenmons |
Ce | Genesal [ Request Handing | Crstogaphy &
Erivader Cabeg Lw[woqephc Service Provide: W
Algorithen pame: | Distenmaned by C5P v

Mrwem fay 10 ]

Choose which crpptographc providers can be uped lor requests
O Broquetts can ute sny peovider avasiable on the subject's computer
() Fioquatts mat ise ore ol S folowirg peoviders

Provgery

EAMcaucoh Erburced Ciptosaptac Pronader 1.0 l

Fioqunst hash | D etemuned by C5P ]

[T Use shemaste sgnahre fomat

[ ox [ cocs J[ aow J[ b |

| Esensons | Secusty
conpuiblity | Genersl | Raguest Handieg [ O w | Koy dnenasion
Subject Hame | Sevet | lstssnee Fegueemenis

(®) Sunche in the raguett
= Use subgect mformation friom esstbing cesific sbet for suboentolment
~ termnl oguets ']

12 Buald froem this ihetien Diiectony rhomation
Sebact thet opion h BnGRC CORMISItnGY amon] ubject nanb: 3nd 10

Ciament pebhrgd For that Certifacate bemiplate allow o Chent 1o submit y
centificate request using amy subject name snd does ot requine
apprenal by 3 certhicate manager. Combiming these ceticate sptans
may ceeate 3 secunity risk and i not recommended.

" Conteol is dinsbled che to compatielly pettra;.

[ ok | come [[ secb ||

o Ernml Frenmiine Fda tartarn

FTant fahanbe sbian Taro

$ % &9
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] Console Root
] Certificate Ternplates (DC01kestprize.net)
I G Certificates {Local Computer)
I f;] Certificates - Current User
4 15 Certification Authority (Local)
4 g testprise-TESTPRISECAZ-CA
[] Revoked Certificates
[ Issued Certificates
[ Pending Requests
[ Failed Requests
[ ] Certificate Templates

Fame

g Copy of Web Server

E Copy of Computer

51 Mobile Desthstar Cent

9 Maobile User Cert

E Tday

5 1haur

E Directory Email Replication

T Domain Contraller Authentication
T Kerberos Suthentication

.-E] EFS Recovery Agent:

5 Basic EFS

5 Domain Controller

Tweb Server

= Computer

.E User

5 subordinate Cettificstion Authaority
5 administrator

Intended Purpose

Server Authentication

Server Authentication, Client Authentic..,

Clignt Authentication, Secure Ermail, En..,

Client Authentication, Secure Email, En...

Encrypting File System, Secure Email, Cl...
Client Authentication, Secure Email, En..

Directory Service Email Replication

Client Autherticstion, Server Authentic..,

Client Authentication, Server Authentic..,

File Recovery

Enciypting File System

Client Authentication, Server Authentic..,

Sepver Authentication

Chient Authentication, Server Buthentic..,

Encrypting File Syster, Secure Email, Cl...
<Alls

tlicrosoft Trust List Signing, Encrypting...

hanage |

Mews 4 || Certificate Ternplate to |ssue
Refresh .

Export List.,

Wikar 3

Arrange lcons 4

Lime up lcons

Help

Select one Certificate Template to enable on this Certification Authority.
Mote: If & certifizate template that wasz recently created does not appear on this lisk, you may need bo wait untl
information abaout thiz template has been replicated to all domain controllers.

All of the certificate templates in the arganization may not be available to vour Ca.
For more information, see Certificate Template Concepts.

Hame

@ tong

5] Trust List Signing
@ |Jzer Signature Only

& Uszer-Requestertame-v2
& UserRequesterMame'3
5 yser2

T yserd

5] workstation Authentication

Intended Purpoze

Client Authentication, Secure Email, Encrypting File System

Microzoft Toust List Signing
Secure Email, Client Authentication

Client Authentication, Secure Email, Enciypting File System
Clignt Authentication, Secure Email, Encrypling File System
Client Authentication, Secure Email, Encrypting File System
Encrypting File System, Secure Email, Client Authentication

Client Authentication
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G File  Action  View Favorites  Window  Help
8l 6= 8=

[ ] Console Root Issued To = Issued By Expiration Date  Intended

 Certificats Templates (DCOT.testprise.net) Tl Adrministrator testprise-TESTPRISE_CA-CA, meme Encryptin
I g Certificates (Local Computer)
4 (GF Certificates - Current User

4 [ Personal
] Certificates
. Trusted Root Certification Autharities =
b [ Enterprise Trust Al Tasks L4 Request Mew Certificats..
b O Intermediate Certification Authotities Refrash Impart...
b [ Active Directory User Object Export List.., Advanced Operations »
b 0 Trusted Publizhers
b Untrusted Certificates View .
[ [ Third-Party Root Certification Sutharities Brrange lcons v
p [ Trusted Peaple lire talzans
0 Client Authentication lssuers
[ [ Certificate Enrollment Requests Help

I 2 Smart Card Trusted Roots
b ﬁ] Certrfication Authority (Local)

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other secunity-related tasks,

Before requesting a cerificate, verify the following:

Your computer is connected to the network
You hawe credentials that can be used to verify your right bo obtain the certificate
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