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Adaptive Authentication

Complete these tasks to prepare and deploy Adaptive Authentication. About Adaptive Authentication:

(1) Provision Adaptive Authentication instances
" Provision Adaptive 1 p with your on-p netwark ((?)) @

Complete this step before proceeding to the next step

Connect Configure Enable

[ Provision ] Adaptive Auth policies Adaptive Auth

. 3 o . sz

(2 Configure authentication policies ey
Greate and apply policies for authentication, conditional access, device posture, and mare using the management cansole With the Adaptive sorvice, youcan jcate Workspace T —
Complete this step before proceeding to the next step policies far eonltianal . o | acosss. Thess poli ! i

such as device posture and netwark lacation to allow only authorized users ta signin to Workspace.
You can also connect ta your existing hosted identity pravider an-premises or in a public cloud. learn

more

@

: Enable Adaptive Authentication for Workspace

Select Adaptive your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to in Workspace C: ]

(4) Connect an identity provider to access its user directory

Make sure the identity provider of the directary you wish to access for user lookup and resource assignment is connected.

X?‘yjl ng‘f 7‘wqu%jD S \/7\3_5

BE:
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Podio 7 #—LICERANTBHENRBHD 9, TD%E. Citrix 7E T T4 TRBIEF— LS. 7R T T+« TRIEEA
VRAVZOTOAES I = I EBMICLEY,

Cloud service from Citrix for Adaptive MFA

Thank you for your intep ptive Authentication Service . To enable the service

Kindly provide your det I we will enable it for you! @

About Adaptive Authenticatios

o 1 you st purchased Adaptive Authentication and are still seeing thes
page. you might need 10 refresh the page

(V) @ « [T N —— -
Connect o Contewe Enable TSR ———
Adaptive Auth policies Adagtive Auth o s -t  Castng bownd bty pren i o0 premu:
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Provision Adaptive Authentication X
Overview Provision
Select your preferred connection for adaptive authentication.
Provision

® Citrix Cloud Connector
Use this option if you want to connect to your on-premises authentication servers using Citrix Cloud Connector.

Console access
Upload Certificate
() Azure VNet peering

Allowed IP addresses " Use this option if you want to connect to your on-premises authentication srvers using Azure VNet peering.

Manage Connectivity
@ ' you don't want data center reachability please use Citrix Cloud Connector

| understand that | can't change the connection type after provisioning is complete. If | need to change this connection later, | must deprovision it.

Provision

Citrix Cloud Connector # @54y L TEMMT 3ICI3:

UTOFIEZRITLET,

« Citrix Cloud Connector + 7> 3> %#BRL. IV RI—HB -84 FTv IRy I IZERLZ

ER

o [FOEYaz=VHlEOUwILET, FOET a0ty 7y FICIERA 30 b hB3I5EH
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Provision Adaptive Authentication X
Overview Console access
Enter the credentials you want to use for accessing the management console of Adaptive Authentication. You can use the management console to create policies for authentication, conditional access, and device posture.
Provision
User name
Console access citrixadmin ‘
Upload Certificate A\ Username can't be changed after saving.
Password
Allowed IP addresses [
Manage Connectivity
Confirm password
@ Provisioning was successful X

4. 7T T« TEAY—ERXD FQDN ZEML. SEAEL F—DRT7ZT7 v 7O—FLE T,

NTV Y OICT O RATRBBAY —N—ICW L T BRLITH T 70 TRAT—E XD FQDN ZAN¥
BPHENHDEY, ZDFQDN BFRICHERFIETRITNIZAD ZEA.

a) [EEBAZED 7y 7O— R BET. 74 7T+« IRBAEBICFHLI FQDNZANAL X,

b) GEFRENEEEERLE T,

o« VETTF4 TRIEHY—ERE 1V REZYADTAEY 3= JBIC PFX. PEM. DER 2+ 70

BEEHYR—LLET,
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Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificate and key from a trusted Certificate Authority (CA). Ensure
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

Overview

Provision

FQDN

Console access
e

Upload Certificate

Allowed 1P addresses @ Ptease add DNS mapping for the FQDN to the public IP i 154 441 1as

Manage Connectivity Select the type of certificate you will upload:

[ PFX (Personal Exchange Format) NV ‘
Certificate

Certificate name

nssvctesting.pfx W
Password

@ User successfully added X

5 GRECF¥ -7y IO—FLET,

CNT. PEATT1 TRHEAVRE2VIDID LV T I/ ERABEEBY —ERICELRSNE L P TT0 T
FBHERED AT — AN [BGEH] L RTRINET,
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« |dentity and Access Management

Authentication  Administrators APl Access Domains  Recovery

St up the various ways you need your Citrix Cloud and Citrix 5t to sign in.
Citrix Identit

! = # Connected

Adrmin Sign-in URL: https:/feitrix.cloud.com
Azure Active Directory Not Connectad
Active Directory Not Connected
Active Directory + Token Not Connectad
Citrix Gateway @ Connected
Okta Not Connected
SAML20 Not Connected
Adaptive Authentication ® Connected

6. PATT 4 JRAER I VY =TI RTBDDIPTRLAZRELXT,

a) [HFFTENEIP7RLR]EET. 1 YREVATLIC. BEIP7RELRELTNATUYIIPTRL
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x9,
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Provision Adaptive Authentication X

Overview Allowed Public source IPv4 address
You can enter up to 5 public source IPv4 addresses from where management console of adaptive authentication can be accessed.

Provision
Enter IPv4 address ‘
Console access L

Upload Certificate IPv4 address

Allowed IP addresses mf

Manage Connectivity

7. A 28GR T2EALTWVW3IESI. AD £7B RADIUS H—N—IC7 /£ XTEB Y —XDHFA
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BEEIF. NvIIYRFOAD BLU RADIUS H—N—ICT7 VLR T 200X I ZZBIRTETHT, COD
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PEELFEL
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i
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¢ RFC1918IP 7 RLAH TRy hDADHFAITNE T,
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e EECr Y TRy b UY—=20O07—>3 I vEYIDEIZ 10 ICHETNTVWE T,

o BHOY TRy bE1DD)Y—RDIBFRICIVEV T TEET,

e ALY TRy MIBEELLEIY MUIEHFITINEE A,

e XY NIV MNUZEHTSICIE. BEFEOIY MU EHBRLTHSERLED,

o UV —XDBFRDBHEEELIDHIBRLIED T3BE1F. BT T7E ST« IRAEL—H—1 V4
—71—20 EHEE) BEHISIY M) EHIBRLTLIEEL,

e MO CLI OV REFALTIYY —RDBMAIYYEYJICMASNIEEEIE, A—F—01>2—7
1R (FH 7T+ 7L Provisioning > #5iE1E) A5y athicEBIC&>TEEST

nxd,
- set cloudtunnel parameter -subnetResourcelLocationMappings
- set policy expression aauth_allow_rfcl1918_subnets
<>
- set policy expression aauth_Llisten_policy_exp <>
Provision Adaptive Authentication X
Overview Add AD/RADIUS server subnet to resource location mapping
You can enter up to 10 subnet to resource location mappings.
Provision
Subne Select Resource Location A4

Console access - ' ‘ [ ' ! ‘ m
Upload Certificate Use any available resource location for remaining subnets

Subnet Resource Location

Allowed IP addresses
AWS-USA-West W

Manage Connectivity Azure -Europe -North W

Save Changes

TH T+ TERHED Provisioning 5T LE LT

ATV T2 TETT 4 THER) S —%H8RT B

TAT T4 TREEA 2RIV RTEEGTT B4
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.79 70T‘f 7DIL'\D H—EX

IO aZyi%. PR TTa JRBEBIEIP PRLRICEETIVEATEET, 7477« JRIAERIV Y —IL
IClx. FQDN £#13 7S5/ VIP 7RLRZFEHLTT7 IR TEXS,

HE:

s BHUAMtEY F Ty T TIE. AR7OEIO—RE LT, idAEHEPINET., 207 BFTT1IL
RAO—REAZEZFEAL T ZTL

o /J—RIXICEHBDIRENMNELRLZGIF. BHHINEVERED 7 A ILA—ICHBEE T 71l ¥ —%
7y 7O—RL (fz& Z I, NSConfig/SSL F4 LI RIIZBID T LA — (nosync_cert) #{ER L %
T). TOHMBAEEE ./ — RIS 7y ZFO—RLZET,

-79707_47;\&,\:: EE]\/\/_)LLCTQ'IZXLi—a_o

« FQDN 2R L TT7 A 77« JRAER >V -7 72X T 3IC1E. TADCER Ul 77 2FH® SSL ©
®El 2BRLTCES
o 75’(7U7F|/Z%ﬁ%l/17ﬁ77_—’f 7nlL,\uE‘!k— 7‘&2?’51:&3\ ﬁ'\@ﬁ%fﬁ’&ﬁb\i?o

1. GUID [BIHERUS—DRBE]| 7> avh e PS4V IPT7RLREZIE—L. FSUHFTIP 7R
LRICT7I2ERALET,

2. 7O aZ IR ANN LICREEER =R L TOJ1> LE Y,
3. #HAT] 2oV v I LED,

CilriX. ADC AZURE AA (100)

Dashboard Configuration Reporting Documentation Downloads

Welcomel!

Use this wizard for initial configuration of your Citrix ADC virtual appliance. To configure or to change a previously configured setting, click each of the sections below. If a parameter has
skip this section.

Citrix ADC IP Address

o IP address at which you access the Citrix ADC for configuration, monitoring, and other management tasks

a Citrix ADC IP Address Netmask

255.255.255.0

Subnet IP Address

y Specify an IP address for your Citrix ADC to communicate with the backend servers.
e Subnet IP Address

Not configured

>EFXa)T4>AAA-T TV T—23 Y I T0 v > RET—NICFES—FLTTTE W,

>
%&ﬁ

5 FEERU S —ZEBMLET, TEIELI—XT—RIZDWVWTIE, FREEREDH ZBRBLTIIESIL,
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https://docs.citrix.com/ja-jp/citrix-adc/current-release/ssl/config-ssloffloading.html#configure-ssl-for-adc-admin-ui-access
https://docs.citrix.com/ja-jp/citrix-adc/current-release/ssl/config-ssloffloading.html#configure-ssl-for-adc-admin-ui-access
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-authentication-configurations

TR TIT4 TR —EX

pa

IP7RLREFBERALTCTE T4 TR VRV RCT IV ERTZCIIBERETERVED. Z<DT 5D
HFIIBEEEZRRLTT7I7ERE2TOY I LET, tF¥aUT70 LOEERZEBITZ LD, 74 TT 1 TRAEE
Y —=ILIZIEFQDN #EBLT7 V2R 932 H8H L £9, Adaptive Authentication EBa> Vv
—JLA®D FQDN 2FH L. 754X USIUVLHVZVDERIP 7PRLRICRVEY T TEIHELNHD £,

e zE PATT 4 TREEA VX2V ZAD P £1192.0.2.0 T. £AYH U IP A 192.2.2.2 DFE:

+ primary.domain.com {% 192.0.2.0 Xy E>Y I TEFET
« secondary.domain.com (£ 192.2.2.2 ICXvEY I TEET

27 v 7 3: Workspace D74 771 TRIAZEMICT S

JOEYaZyIhRT Lic5. [Workspace 074 77« JRiA=BICT ] 2o a>o [* Guk]z=o0
w2 LT, Workspace OBsE=EICTIET **,

o Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

(1) Provision Adaptive Authentication instances
Provision Adaptive Authentication instances and configure a with your on-premises network.
Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

(3) Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred method for signing In to Citrix Workspace.
Complete this step before proceeding to the next step.

@ Connect an identity provider to access its user directory

Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

e

INT, 77T TRADEEIFTRT T 7T—IRR—IXAURLIZTIERT B, 7H T T« TR
FQDN ICUAA LY FSNBBELNHD X7,

RESE 3k

 FQDN Zz#&9 3
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#edit-an-fqdn

TEATT4 TRAT—ER

» Adaptive Authentication 1 > 24> 207 v 7J L —RERT7Pa—-ILT3

o PRATT A TRIA VARV ADTOAEY 3 Z VI % BT 3

e F—hIUITANDRERT VL AZAREICT S

o AzureVNetE7 U I RERALTA Y FL I BT —N—ADEHREZLZY 7V TT3
o NAZLT—2ZAR—ZURL &7ld/N=F7+ URL

o BRO/NY I T TEIER

o Bf9EI NIz LDAPS #R 0 F]

o BEEHEZ TR T T+ TBEECBITT B

. cqu EQE@WIJ

FIE 9 % B EREEE

October 21, 2024

FQDN =4&9 %

D= ZAR—ABE TR ZLE LT 7H T 71 TRA BERETNTWBIHEEIE. FODN z4RETE £HA. FQDN
TRET BIIF. BIORAFEICTIDBZRZVELNHD £, 72l BEICIGLC CHERAEZRETI XY,
BE:
« FQDN #ZE ¥ 3a0lc. #L WL FQDN A IdP R —N—DNT ) wo IP 7 RLZIZR Yy 7T TV
BB LTCEES
« OAuth R > —%fER L T Citrix Gateway ICi#4: L TW\3BEE 01—+ —|d. 83 /5% % Adaptive

Authentication (179 2 RBNH D £ 7, 3F4HIC DWW TIL. [8B:E5 %% Adaptive Authentication
ICB1T9%1 Z28RBLTIES L,

FQDN Z4R&E 9 3I1Cid. ROFIEZRTLET,

1. SERBEED SR DB EICTIOEZ E T,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#schedule-upgrade-of-your-adaptive-authentication-instances
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#deprovision-your-adaptive-authentication-instances
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#enable-secure-access-to-the-gateway
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#set-up-connectivity-to-on-premises-authentication-servers-using-azure-vnet-peering
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#custom-workspace-url-or-vanity-url
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#config-backup-and-restore
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-load-balanced-ldaps-configuration
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#migrate-your-authentication-method-to-adaptive-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-authentication-configurations
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication-service.html#migrate-your-authentication-method-to-adaptive-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication-service.html#migrate-your-authentication-method-to-adaptive-authentication

TEATT 4 TRAFT—ER

« Workspace Configuration

- ¥am L1 Avthentication  Customipe Service Integrations Silew

Workspace Authantication

Select how subscribers will authenticale Lo SIEN in 10 thelr workspace

Active Directory

Active Directory + Token
Azure Active Directory
Okta

Citrix Gateway

SAML 2.0

@ ~daptive Authentication

2. MABIVZARVIVZANOZBZEBBELTVEY, 22 RL. BBzIUvILET,

BREVVY TR, IYVRI—F—ADT—IAR—Z O 1 UHE&E %z %I+, Adaptive Authentica-
tion "EBEBMICA 3 £T. |WEEIC Adaptive Authentication IZfFEIhEFtE A, LEch 2T X>FTF
CZHEFICFQDN Z2ZEFET23 ez HHOH LT,

3. SIAEDT v 70— F EET. FQDNZEEL XY,
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o Overview
o Provision

o Console access
@ Upload Certificate

@ Allowed IP addresses

Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgt
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

ex: aauth.xyz.com ‘

@ Piease add DNS mapping for the FQDN to the public IP

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) A4 ]

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

{ Key Password

9 User successfully added

4. XB=REFEEIIVVILET,

BE:

FQDN % #&Ed 315413,

AREDBETY Y TO-RI24ENHD XY,

1. Adaptive Authentication Z—L~R—2T H# (FIE3) #2U v o LT, Adaptive Authentication A3

ZHEEBMICLET,

® Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the naxt step

2. [EHW]ZzOoUwILET,

HRAZLT—IZX—Z URL F£7cld/N=7+ URL

HREZL T—UZAR—ZXURL #FEHT3 . BIRLIZ KX > %ERL T Citrix Workspace R A 7ICT7 IR T
FEF, A—H—d TIFNLEDT—IZAR—ZURL £7ldhREZL T—0ZXR—Z URL. $5WVEE0O@EA%
FRALTI—YAR—RICTIEZATEET,

HREZLT—IZR—XURL £7ci3N=FT« URLZ#R T 3213, ROFIEZRITITBRENHD ET,

1. hRBL RAALEBHRLET, FAICOVWTIE. THREZL RXAVDOERI #8BL TV,
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https://docs.citrix.com/ja-jp/citrix-workspace/configure/configure-custom-domain#configuring-your-custom-domain

FHT 74 TEE—E 2

2. REQOTOT7 7ML ERIFT 7 4L 707 7 1)L (AAuthAutoConfig_oauthldpProf) tEL Y 51 7
YRID ¥=ULy b, BLUA—FTs IV R%EFE. UF41L 0~ URLHMELZH L L OAuthIDP 70O
T7ANEBRLET, SHMICOVWTIE TOAUth RU Y= 707 71 ILOERL #BBLTIET WL,

fl:
WEDOO71—IL:

-add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf
-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod
ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https
://accounts-internal.cloud.com/core/login-cip"-audience zzzz -

sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol -
rule true -action AAuthAutoConfig_oauthIdpProf

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol
-priority 100 -gotoPriorityExpression NEXT

mLwzrOozao—JL:

add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf_Customl
-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod

ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https://
custom_domain/core/login-cip"-audience zzzz -sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol_Customl
-rule true -action AAuthAutoConfig_oauthIdpProf_Customl

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol_Cu
-priority 101 -gotoPriorityExpression NEXT

5E:

o« OAuth7RU Y= Z7O7 7Lk, 7OEY 3 =>4 7 x—XHIiZ Adaptive Authentication #—t&
2Lk >THERTNE T, 2R, Citrix Cloud BEZERGESHKINTLWAWI ST TPV Y=o L
W RITOERATERLBRDET, BEhIhio—oL vy biEns.conf 771 IILHSERBTEE Y,
OAuth 7O7 71 LEZER T 3 ICIE. BBShkIhicy—o Ly rEFERL. CLIOY Y ROIHEFRAL
T7O7 712 ER T BHEDDHD £,

o NetScaler 2—#'— 1>4—7 1/ X% FEALTOAUth 7O7 71 LEERT B LI TET EH A

Adaptive Authentication 1 > X4 > 207 v 7L —RERTTa2—-ILT3

WEOY A FERIBZEBEATIR. 7Y TIL—ROXYTFYR I Y RUZEIRTEET,
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https://docs.citrix.com/ja-jp/citrix-workspace/configure/configure-custom-domain#configuring-oauth-policies-and-profiles

TRTT 4 TRAY —EX

B5E:

Adaptive Authentication 1 > 22> X% S VA LB RTMEILRIZ7Z v 7L —RLAWVWTLEI W, TR
To7v 7T L—RIECitrixCloud IC& > TEEIN T,

oY

1. Adaptive Authentication Ul o Adaptive Authentication r > 24> 27Oy az=>J o>
3> T ERREsSRE>EIYvILET,

Adaptive Authentication

omplete these tasks to prepare and deploy Adaptive Authentication.
Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision
Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.
Complete this step before proceeding to the next step Secure Management Access

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. PYTIL—FORTDa—-Ies Uy I LET,

3. 7y L —FORKEZERLET,

Schedule Upgrades

Sal tha tima and day Tor Tuture upErades 1o Adapive Authenticat

Upgrade scheduled successfully,

Sunday R

At this time: Select time 2one:

09:00 AM America/New_York Wy
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Adaptive Authentication 1 > X2 > 2070 3= 7 %# @R %

BEKIE. UTDBESE LU Citrix 7 R— FHh 5 DIREICHKE > T Adaptive Authentication 1 > x4 > 2070
ESazZ iz TE£7,

o TOTFUAIFRELBZVARMND D £TH. Adaptive Authentication ¥ > X 2> RICIFTF IR TE
EFRA (BRI a—ILENniTy 7T L—RE),

« BEMNVNetE7 VYT E—RHASIXRIR E—RICHIDBIZ3BENHZBE. £IZZOHEDHE,

s EENVNetE7 UV E—RO7OEYa -V IRICHB e TRy FEBIRLIEES (W TRy bOT
—2 vy Z—FflE Azure VNet RO TRy FEBRELET),

=t

TOESIZVIRBRTRE. 1 VREZVADEBHNY I 7y THEIBINET, Lieh>T. Adaptive
Authentication 1 Y 24> 2= 7OEY 3 =V FBBRT3R1IC. Nv oI Ty T T7M L4 7>O0—RLT
RETIHELRHD £,

Adaptive Authentication 1 > 24> 2% 7O 3 =V J@BRT 3I1CI1F. ROFIBERITLE T,

1. Adaptive Authentication Ul o Adaptive Authentication r > 24> 27Oy a=>oJ o>
3>T. BBEERFIVEIUYILET,

Adaptive Authentication |

IComplete these tasks to prepare and deploy Adaptive Authentication. '@

Schedule upgrades
@ Provision Adaptive Authentication instances
Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

Deprovision

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. 7OECaZ IR EI VY I LET,
AE:
7Oy a= I wRERY BE1C. Citrix Gateway &7 — U XR—XEBRH SYIMI T IHEBLRH D £,

1. Adaptive Authentication 1 > 24> & 7O 3 =V IR T3ICIE. BEIDZANALET,
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Deprovision

Are you sure you want to deprovision adaptive authentication instances?
Confirm by giving below information:

Customer ID

l:] | understand that all Adaptive Authentication resources that Citrix provisioned or managed are deleted, including Citrix-
managed VNets, VMNet peering, public IP addresses, and gateway VMs. No customer-managed resources are affected.

D | understand that deprovisioning Adaptive Authentication deletes only resources that Citrix provisioned or managed. My
customer-managed resources will remain intact.

l:] | understand that deprovisioning is going to remove configuration as well as the configuration backup of Adaptive
Authentication instances and | confirm that | have taken the configuration backup for adaptive authentication instances.

T—hITANDREBT IEXZBMICT S

1. Adaptive Authentication Ul o Adaptive Authentication r > 24>z 7Oorya=>J o>

3T, BEEESHREZ>EZ I U I LET,

2. EXaT7ERT7IEREZIUYILES,
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Secure Access to the gateway X

Generate a private key to secure access to the Citrix Gateway command line interface.

Keys should expire in;

4 hours SN

SS5H Private Key

Use this key with your S5H client so you can connect securely with the gateway.

( Generate and Download Key )

3. F—OBEMHRIET. HLLSSH F—0FMHRZJRL 9,

4, ¥—0&ERAY>YO—R27Uy I LET, SSHMEBEF—RBR—SZHALZERTFINGEVH, BTE
B92HIcaE—FRIEF4U > O0—RLTLETV, ZOF—F. 2—%—F authadminzERLT
Adaptive Authentication 1 > 24> 2IcOJ 1 > $ 3 1= DIFERTIT T,

MEIDF — X7 OBMEARHPINSBEIE. [F—DERCATYO-R]Z7Uy I LTHLVLF— RT%E
ERTCEE T, el 7974 JICTERF— RTIF 1 D/EIF T,

5 [ET] 20VwILET,

BE:

« Windows £ PuTTY %z L T Adaptive Authentication ¥+ > X4 > XUEH T 2B EIF. XUV
O—RL7HEF—% PEM ICERTIHRELNHD £9, 5L <& https://www.puttygen.com/c
onvert-pem-to-ppkEZBE L T3,

e MAC » % — =7 )L F7Iix Windows (/A\—< 3 > 10) @ PowerShell/a<v> R 7OV ERT
Adaptive Authentication ¥ > 24> RICEE T 2 ICIE. AOOAN Y REFERTZI x5 B8O L E
¥, ssh -i <path-to-private-key> authadmin@<ip address of ADC>

« AD 2—%'—#h' Adaptive Authentication GUI IC7 72X TEB L3I 3ICIE. DI —H—%HL
WEEZ Y LTLDAP JIL—7ICBIMT 2 H8EBLH 0D £9, %L <IF. https://support.citrix.com/a
rticle/CTX123782% BB L T 2T L\ TDMDITARTOHEETIE. CLI I7 > R TlE7% < Adaptive
Authentication GUI 2R3t 2 B8H L X7,

AzureVNet £7 ) > J%ZERLTH Y TL I ADBEET —/N—ADELHZRET 5

BR21 T LTAzureVNet E7 ) VI ZBRLICIBEEDH. COBHRERET BHEHNBD ET,
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TRTT 4 TRAY —EX

EI=H

Okta. Azure AD. Ping 2 0H#—RNX—F 4 D IDP 2FEAL TV 3HE. COFIBEIHKEHD £ Ao

1. Connect Adaptive Authentication Ul ©. Provision #2 1) w o L. *IC Azure VNet Peering % &

Dwo L&Y,
Provision Adaptive Authentication X

0 Overview VNet peering
1. Associate the Citrix managed service principal to your VNet

o Provision The Citrix managed service principal s the application identity of the Citrix VNet in Azure. Completing this step alows the Citrtx VNet 1o connect to your on-premises network through your Azure VNet. To complete this step, copy the service
principal and assign an access role to it to grant access 10 your VNet.

® Consoleaccess Citrix Managed Service Principal:
T21fd741-5664-4512-3at4-98cc91129e28

0 Add FQON Copy service principal

o Allowed IP addresses
2. Add your VNet

N Enter your Azure tenant ID and then click Fetch to retrieve your customer-managed VNet resource IDs. From the Azure portal, your Azure tenant ID is located in the Azure AD properties of your Azure subscription.
@ VNet peering
Tenant ID

Enter tenant ID m

3.Select aresource ID
Select the resource ID for the VNet that you want 1o peer

Use Azure VPN Gateway
Customer managed VNet Resource ID

Select a resource ID

e IP addresses successfully added.

Citrix Tx—C R H—EX FUYINIL 7o —ILRICIE. Citrix BEZEIFICTERR LT Azure H—E R 7
Do NILDOT7TIVr—3> IDREENET, COH—EX U NILIE. Citrix YT X0 FS 3
VELIUVTFFADVNet ICVNet E7 U VI ZBIMTE3LSICT3DICHETT,

COY—ERXR TV NILPEET Y MCOTA Y TEBZLSICTRICNE. BEYT FOBEEBE (T
b O—//NILERE) NRD PowerShell A< > RERITLT. SPN 257+ > MCEBIMT 3BEHLNSHD
9, CloudShell b#EBEA#ETY, Connect-AzureAD New-AzureADServicePrincipal

-AppId SApp_ID ZCT. $App_ID & Citrix ic&>THEINBZ SPN 77U —>3>IDT
ER

e BIRDIATYRIFE. O—ILDOBDETICFERTZIHVEOH BT —ER TU I NILBZHALET,

o ZOT—EXTFUYINILA AzureVNet E7 ) VI ZEBINTE 3L 51CT3ICId. BERT 1 ~OEIE
F(FO—NILEBEBICRESNhFEFEA) D, Citrix B VNet 2V >0 T230EBNH S VNet IZ T
O —OHREERE] O—ILZBIMT2HELNHD X7,

« SPN &, Azure A® Citrix R¥8xy b — 0 ZEEM T2 1-DICFERAINZ—ED#HFFTT. SPN
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% VNet ICBEFITZ . Citrix (®REExwy kD —21% Azure ® VNet ZY L TEEDA Y TL I X v
FO—OICEHGTERLSICBDET,

1. VNetE7U VI =ERLEY,
s AIOFIEZERTLETF Y MIDZASL. [BEB]ZIUYILET,

LD SPNOxy D=2 OV U Ea—42— O—ILHEME N3 &4 VNet 2. BEEEED VNet
DY —=ZIDICABTNE T, VNet MRRINBVEEIE FIOFIEAELSRITINTVWS L Z2HERT S
M FlIEZEDERLET,

=t

T+ > ID 2RO 3AFEDFHMICDOVWTIE https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-how-to-find-tenant# 8B L T 23 L,

1. #>T7LE R Ry bT—0% Azure IZ3E4t9 51C1d. Azure VPN Gateway OfFR #EIRL 9,

2. BEEEVNet VY —XIDT. ET7VUYIHICHB SN VNet Z#IRL., BMEIU YU LEJ, VNet
& BANF EBETPORT—FRATT—7ILIZBIINET, EFVVIHERBICRTITRE. AT—F AW 5E
TICEDD T,

3. [®RT] #oUwoLET,

4. FEEHATLET, RTy 7 LLBRAEZHEOTOEY 3 =271 28RBRLTETWL,

B5E:

e Citrix BEEVNet L A>T L IR XY b T—JDETrS T4 v I ERTICIE. AV TLIRTI 741
TIA—NCN—TFTa 2T L= EZEELT. bFT1v V% Citrix BI2 VNet IZFEE T ZHEHNHD
9,

o —EICEBMTE2 VNet E7IZ 1 D72IFTY, HRE. BED VNet ET7 ) U JIEFHFRIThTVWEE A &
ZITIGL T, VNet ET7 U T ZHIBRLTED. ERRLIEDTEE Y,
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9 Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances

Provision Adaptive Authentication instances and configure a with your on-pi It network.

Complete this step before proceeding to the next step

See Details

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace

Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

BREDNY I T v T/

77— 3 VEREEEY —E X, Adaptive Authentication 1 > RE2 >V ZRONY O Ty TEBERTLET,
EICDWTIE. TNetScaler 1 > 242> 20Ny o7y TefEm) #BRLTLLIEI W,

1L I7705—o a3 VREER) 21T 88 20Uy I LET,

2. AVISACSUFV>AVREAVRICEBEBILT. Ny ITy T IRIALET,

EF=¥

FYoR—REINTY—EIDBRTINAWVWESEIE. Application Delivery Management #—E X% # >R
—RL&ET, FHAICOVTIE NIEL®IZ) ZBRL TSIV,

LDAP & & U LDAPS &R OB OY > 7L

Citrix Adaptive Authentication 1 > X% > X, BRESEIREY —/N—%#A L T LDAP/LDAPS #R— %12
HLEY,

=r
T=.

N

LDAP/LDAPS o &fa = #FER L TWAWESEIE. Adaptive Authentication b >R ILHHIET 50
BEMEN B B 7. LDAP H—N—ROH—E X F/IEFH—N—%ZFHLBWVWTLL I,
o LDAP 0&=ma#EZ AL TWVW3IEEIF. T—EX JIL—T&2ERL. ThEXZYR7O0Y H—EX
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TIIBCBREPHT—ERIINT > RLET,

o MAbiCBESBREY —N—Z2@FHRT 555 LDAP 702 3 VIZEEOD LDAP H—N—IP 7RL X
TldH<, BESBIREY —N—DIP 7RLXZBMTSL3ICLTLETL,

e T AIILTIE. TCP EZZ—IER L= —E RN > RE N FF, Adaptive Authentication
NetScaler 1 > X # > ZXTld. TCP EZ 4 —MMERINTVIHE. Y—EXET I+ bTUP L
TY—J73NnFd,

e BRICIZAREZL EZZ2—DEREEEOHLFET,

ks

BEOBREBY —N—DTSAR—KrIP7RLX(RFC1918 7 RL X), COF7 RL XIIREBERICFERAINS
H. AZ—DIPF7RLRICTBIEHTETET,

&8 LDAP —/\—

BEDMLDAP 4 —N—0iF&1. Y—EX JIL—TZ2EHL. ThZBEIBRET—N—ICNITVFLET,
LDAP = N—DEFTIHMABAOY —ERZER LBV TLIESI L,

NetScaler CLI #fEFE L T LDAP = L £,

LDAP Z#RM 9 3IClE. MO CLI OXY RZEFICTBZIEDNTEET,

1. add serviceGroup <serviceGroupName> <serviceType>

2. bind servicegroup <serviceGroupName> (<IP> | <serverName>)<port>

3. add 1b vserver <name> <serviceType> <ip> <port>-/KR—ki£389 THZIHEH
HDEFET, COR— MIRBBFICERAIN, AL I XA B —N—ADEFUF. T—EX TIL—FITHERS
NicR— MMIESWT SSLZHBTITONET,

4. bind 1lb vserver <name> <serviceGroupName>

5. add authentication ldapAction <name> { -serverIP } <ip_addr> | {
-serverName <string> } } <1lb vserver ip>

6. add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

7. bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <ldap_policy_priority> -gotoPriorityExpression NEXT

NetScaler GUI = L T LDAP Z#m L £,
1 bS04 v OBEE>REDRICBHL. REBY-—N-%ZJJvILET,
2. 247 TCP 8L UR— b+ 389 DfRBH—N—ZEHL £,
SSL/SSL_TCP &+ 7D &= 8RB Y —N—ZER LBV T 2T L,

3. FITavOoBEE>BESRICBEL. Y—EXJIL—TZIUvILET,
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4. 21T TCP BELUVR—+ 389 DY —ER JIL—T=ERH L 7,

5. FIE L THEHRLIREBY—N—ICH—EX TIL—TENA1VRLET,

FIROFHMCOVWTIE, TEARNLEFDHOFRE) Z2BRLTILIL,

&fTo28 LDAPS H—/\—

LDAPS r—N\—n &S 8 TlE. Adaptive Authentication 1 > X% > ZADAES SSLBES £ I3EBS k%D
B BDIC. TCP 21 7OaFmRHRET —N—Z2ER T 2HENHD £Y, CDFE. BFFHERET—/N—1
TLSEES/ESHENIBLE Y, SSL 21 7OBEIERET —N—ZER LBV TIEI L,

NetScaler CLI %#EA L T LDAPS = L £ 9,

LDAPS #8Ed 3Icld. RO CLI O RESEICLTLET L,

1. add 1b vserver <name> <serviceType> <ip> <port>-R—hIE636 THIHREN
HOET,

2. bind 1b vserver <name> <serviceGroupName>

3. add authentication ldapAction <name> { -serverIP } <ip_addr> | {
-serverName <string> } } <lb vserver 1ip>

4. add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

5. bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <ldap_policy_priority> -gotoPriorityExpression NEXT

NetScaler GUI %#{&FH L T LDAPS ##mR L £9,

1. STy BB >BEHICBEL. REBY—N—2JVvILET,

2. 2147 TCP BLUVAR—k 636 DREF—N—%ERL £,
SSL/SSL_TCP 42 70 &= SEREY —N—%2ER LAVT I,

3. FSTavOBE>BFEOMICBEL. T-EXEZIVYILET,

4, SSL_TCP 214 72 R—F 636 DH—ERXRZERL £,

5 FIE 1 THERLEREBT—N—ICH—EXZNTYRLET,

FIROFHMCOVWTIE, TERNLEFDHMORE) Z2EBRLTILTI L,

HRELEZR2—%ERT S

NetScaler GUI #ER L THREZ L EZ2—%#FELFT,

1. Traffic Management > Load Balancing > Monitors (Z#&1L £7,
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2. LDAP 21 D E=HZ—%ZERL 9, E=4— JO—JMRE%E ISFICEEL. IGEXTLTI Rz 107
ICRELTLZE
3. COE=ZFZ—ZHY—ERIINIVFLET,

HMICOWTIE. THREZL EZ42—) #BBLTETV

RKISEOEEIP 7 R L XZBNalaE
Adaptive Authentication t —EX%2FEHT 3. RAISEONT U v IPH T2y F@ERDIP 7RLR%E
A71LT. Adaptive Authentication B>V —ILIZT7 IR TEE T,

IP7RLZ[U TRy hEANATBHOEESR:

e NTUw U IPHTxy bd CIDRH /20 ~/32.B DEFEANTH D L B LET,
s IVHMUMICEEN BV e 2L T TV

+ 192.0.2.0/24 ¥ 192.0.2.8 ZZIT AN 5N E R A, 192.0.2.8 1% 192.0.2.0/24 RICH Z7=0TT,

o« BRI BH TRy :192.0.2.0/24 £ 192.0.0.0/20 izt Ty FHEEL TWVWEHFIFANSNEE Ao

e XY RT—=U BTy MBEZANATBREEIC. IPTRLREELTRY R TI—TIPPRLRZANSALET,
i

- 192.0.2.2/24 FIEELL B D FHA. K DIZ191.0.2.0/24 ZEAL T LIV
- 192.0.2.0/20 FIELL $ D FH Ao K DIC192.0.0.0/20 ZEAL T IV

COEEZBMICT BICIE. Citrix HR— MIBBVWEDE T WL,

WL\D[EH /i % l@mﬂlh‘ﬂm“—*z?i’j— 6

RiE 7735 % Citrix Gateway & L T Adaptive Authentication # ¢ TIZERB L TW 3 5 &Ik, Adaptive
Authentication ##17 L. Adaptive Authentication ¥+ > X% > 2 H 5 OAuth Bz HIfR T 2 BEHLH D F
ER

1. Citrix Gateway UM OFREEAEICTIDER £,

2. Citrix Cloud > Identity and Access Management <. Citrix Gateway ICx 5 2 HEERSRE V%
JUv oL, iz Vv I LET,
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« ldentity and Access Management

Authentication Administrators APl Access Domains Recovery
—

Set up the various ways you need your Citrix Cloud ators and Citrix e subscribers to sign in.

Citrix Identity
@ Connected
Admin Sign-in URL: https//citrix.cloud.com

Azure Active Directory Not Connected
Active Directory Not Connected
Active Directory + Token Not Connected
Citrix Gateway ® Connected

Manage subscriber access

Disconnect
Okta Not Con
SAML 2.0 Not Connected
Adaptive Authentication Not Connected

3. MABIVZARVIVANDOHEZERL TVERTZERL, BRBZIVvILET,

BREV v TR, TYRA—F—ADT—JAR— A7 1 OHEE% %+, Adaptive Authentica-
tion *EBEBMICH S F T, BHEIC Adaptive Authentication IZfER I € Ao

4. Adaptive Authentication 1 > x4 > XEEBI>Y —)LT. OAuth BEEDERETHIFRL £9.
CLI zfER Y 3355:

unbind authentication vs <authvsName> -policy <oauthIdpPolName>
rm authentication oauthIdpPolicy <oauthIdpPolName>
rm authentication oauthIdpProfile <oauthIdpProfName>

GUI zf£RY 354!

a) EFxaUFs>AAA-T T U= a3y S T0 v > REBY—NICBEILET,

b) OAuth KU —DN1 > RERBLET,

) EXxaUF4>AAA-T7 V5= 3> bS5 T4 v >R —>RE > BEARR > — > O0Auth
IDP (C#8L %7,

d) OAuthKUs—r7O7 71 ILEERLET,

5. Citrix Cloud > Identity and Access Management (Ci881 L £, [$B:F] 2 7 @ [EREERE] T, HEE
HEXZa—%IUwo L. [BE] EBRLET,

*Ffcid. https://adaptive-authentication.cloud.comic 77X L 9,

6. ¥l zR5%ZV )y ILET,
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7. ifFAZ07 v 7O— K BET. ROBIEEITVWET,

o P77 TR FQDN ZEML £
¢ SERABC X — T 7ML ZHIBRLTBEY Yy FO-FLTLREL,

Provision Adaptive Authentication

o Overview Add FQDN and certificate key pair
Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgt
o Provision that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN
o Console access

ex: aauth.xyz.com ‘

@ Upload Certificate

@ Piease add DNS mapping for the FQDN to the public IP
@ Allowed IP addresses

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) A4 ]

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

{ Key Password

9 User successfully added

BE:

Adaptive Authentication (C#172 9°1C FQDN £/ 3SR X — DR T2 HIBERET 5 L.
Identity and Access Management AD#EGH KR L. ROIS—HRRTN&ET, M5OI F—
HBIET %IZid. Adaptive Authentication AZNICBITTIHELH D £ 7,

e« ADC OV Y RABPIS—TERELEL. RUP—IIBEINIBEEICT TICINTI Y REINTL
E I

c ADCOXYRAIZS—TREMLELTe NIV RTATVAWVWRYS —ZNA Y RIEIRTB L
IETEEEA

8. EE=HREEZVIYILET,

CDBEET, Identity and Access Management Tid. Adaptive Authentication #' #&4tF#» £ LT
Fnan. Adaptive Authentication -1 > X & > 2icid OAuth 707 7 1 LA BEINICER I NE T,

ChiZGUI B SHEEETE X9,
a) Adaptive Authentication 1> X42>XIc7oEX L. BRBEHREFEBLTCOITVLET,

b) £*aVF« >AAA-TTV =23 b3 T4y >REY—/NICBEL &9, OAuthldP 7077
TUDMERENIcC L 2B I 2 BEDNBD FY,
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c) Citrix Cloud > Identity and Access Management (C#581 L £ 9, BISRIEI EFHFA RET
ED

9. Adaptive Authentication R—L~X—>T &% (FIE3) £ U v o LT, Adaptive Authentication Az
zHEEBMICLET,

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Weorkspace.

Complete this step before proceeding to the next step

COFIBICED. 7—0ZAR—ZEM TR E L LT Adaptive Authentication iEzhIZ% D %9,

10 B2 oV w o Lictk FIB3TI—UAR=—R Uo7y oL FT, RiEAZEN Adaptive
Authentication ICEEINTWAR I #RBIZIHELRHD T,

AR

MR- —E. OAuth BAED#EHZHIBRY 2 FIEZMWT. RCFIBICRSBENHD £7,

SREERBR DY > TIL

&Eg‘;\ %?RL/TLDIL)D[ETIJ/ 75:*%5‘2 L/\ %n% &{&*Eﬂ_/\_‘:/\{yp—c“#ijo DIL)D[E{&*E-'j- /\_LL.‘JEI{J)DIE
TATZ7AINNA2 T4 VT RBBEBHD A, BARUL—DHERETI LY. UTIERAFZV<OHTRLE
Yo

B5E:

RAEBRISTSAIX) /=R TOHRTITEHENHD T,

FHNEITELICL B ZBRER

e FTaTFIN 77U XX —T%MEALTLDAP ¥ RADIUS (& 3T a7 770 ZRH (A—H—AHiE 1 [
D)

o HBANOI—H—DIP (EEE. N—bhF— R4 =) IZIRLCERBIEOTF > FHE (FHPIZERT D70
DROY FHE IV X a—{FF)

e ROV TAIIUAZa—Il&BRDA—H— R XA VIR UMD T 4 V%

o BEFXA—I)LID (£IFA—H—RB) A\NEBRWDEBERLLTREL. EFXA—IID ZRMNOBRL LTI I)L—
THHICEDCEHERSTIERAZREL. JIW—TFCICBR20O00F Y 214 T2 RMHELET,

o I—H—iIRREZFOI—H—DBEIFHAZREZFERA L. MAEZFLLEVI—F—DBEIEFR1T1 7
OTP BEtxz A 3 ZERDiE

o A—H—DRIAFEANICIGLC TEHLESREAZITOEL BB T

o 21717 OTPREEIC & 2 ZERRH

+ Google B CAPTCHA
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https://docs.citrix.com/ja-jp/citrix-adc/current-release/aaa-tm/configure-login-mechanism-authentication.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/aaa-tm/authentication-methods/native-otp-authentication.html
https://support.citrix.com/article/CTX216091

.79707_‘(7 D.I.—t-lj- EX

SERRBALICE DY —FN—T1 85

o Azure AD % SAMLIdP ¥ LTH#mRIL £ 9 (RDEZE% LDAP R —r L THER - OAuth 5% %793
I2I& NO_AUTH ZERBL £9)

e RPIOERY LT SAML ZEB LRI SREE. D% SAML BMICE DWW TEABE £721& LDAP IZA X
2LO71>9%

o« RYIDERIG Web REOS 1 >, xic LDAP

FINA RE# 2% v > (EPA)

¢ TNARARAF ¥ FxvIIC&BZN—TaYy Fryv oDk, EI1—4%— (RADIUS) r IE#E#H I —H—
(LDAP) D HRERAXEN-OT 1 Vv ERTLET,

o LDAP BEEICHEVWVTREDTNA RARAF v AF v >

o AD BEERIEDOTNA RRRXFvF vy -EPARIEZERE LT

o EPAERY LTOT /N1 XEEFEE

ZOMDTFUF

o FBIYE EULA ZEBINT 3
e nFactor K> —SRJL, QA VY RF—IEHDAEZIAITS

AVREVADT « RV BEEE

June 19, 2024

TR T4 TRBEF—LlE. PETTATRBAAVREZVADIARTDT Y I L—REXVTFUREBELET,
ZFDR®, PEATTATRBEAVREIVZAZS VA LB RTMEIRICT Yy FIL—RERBEIVFTL—R LAV
CrEBEOLET, TIAINETIE. Citrix B’ 7E T T+ TRBEA Y REVAZEELET,

AYVREVZADT Y T L—RICIEVARFT A LI R VICRE T GB OFRENBETT, ZD7isH. Adaptive
Authentication t—EXF—LIF. 7Yy T L —REBERAITIBCAVRAEIVADT A RVBEEIVITLET,
HZER. SERR. FHREABRERDT LI MIICRELBVWI 2 EEOLET:

« /var/core

« /var/crash

« /var/tmp

« /var/nsinstall
« /var/nstrace
« /var/nslog
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https://docs.citrix.com/ja-jp/citrix-adc/current-release/aaa-tm/configure-postauth-epa-scan-as-a-factor.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/aaa-tm/configure-preauth-postauth-epascan-as-factor-in-nfactor.html
https://docs.citrix.com/en-us/citrix-gateway/current-release/vpn-user-config/endpoint-policies/device-certificate-in-nfactor-as-an-epa-component.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/aaa-tm/configure-eula-as-auth-factor-in-nfactor.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/aaa-tm/authentication-methods/multi-factor-nfactor-authentication/nfactor-extensibility.html

TRTT 4 TRAY —EX

PES-aH

o /var/nsinstall 7« L7 K JIE7y 7SI L—RBIZRIICZ U 7S h. RIC /var/tmp o Lo LUA
JUTENET, FNTHRNAR—IABHENEZINAVESIE. thoT« Lo ~YU (/var/core.
/var/crash. /var/nstracem. & & ¥/var/nslog) 6o U7 INnEd,

o BEHIE. NetScaler 07+ RVBEBLT ARV V)=V T7 v I EBBLVORTIZEEEEVET,

TARVBEZBNTEEI B A T3>
FI LT Citrix N7 ETF 1 TREA VREVZAEBRLETH. 1 VRV ADT 1 RVBBEENTY
—>TyTITBILDTEET. ROFIBERTLT. FIAL OB EELT TR TIRTEET,
1. PETF4 TREF S —>a>RAVT, [AV 2V REE] 20Uy I LET,
2. [BATT A RUVBEZEERT 3] ZBRL. BEXvE—JHAT7OJRyIRD [BER] 20Vv I LET,
3. [EEORE] VUV ILET.

Provision Adaptive Authentication X

Overview Disk space management

As part of Adaptive Authentication management, disk space on Adaptive Authentication instances must be cleared by Citrix before applying upgrades. For this reason,

Provision do not keep any sensitive, proprietary, or personal information in in directories /var/tmp and /var/nsinstall. Read more

| prefer Citrix to manage diskspace.
Console access

D | prefer to manage diskspace myself.
Upload Certificate
Allowed IP addresses

Manage Connectivity

I Instance Management

Close ’

P

BEEDORS T4 v IICBLTTYTIL—RERTPa2—ILT35HTEEY, 20, Citrix Cloud 7—
LiE. ENUICRLECTA Y RE R 2Ty T L—RLET,

Ty TITL—=RDRT DV a—ILICDWTEHLLIE 78771 TREAA VY REIVADT v T L— 2T
1—-I)L931 ZBRLTILETL,
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June 19,2024
BREIE. REDTEIELERICESVTHEINE T,

« JOEYIZVY

s {VARVADTVEIE) T+ HE
« AD/RADIUS ###4: L sB:EICRE S 2 R
o REEICEAY B REIRE

o EPA/FNA RRRF v EEDRIRE

o AX— M2 JBEEDRRE

o OJUNE

TEATT4 TRACLI ZERALTHAEDO S TN a—Tr 27 Z2T528BHTEXRT, CLITEHRTBICIE. RD

BEZITVEY,

+ putty/securecrt M SSH US4 T7>Y bR VAT YO—RLET,
s BEEIP(F51TV) PRLRZERALTCTE T T4 TRAAVREVRICTIEALES,
o BHHEHRTOTI Y LES,

# L <& TNetScaler 77547 ZAADT7 IR #BRBLTLETL,

THATTa TRAEOTOOF T ZEBMCTS
TEATT4 TRAEOT ZF v TF v I3ICIE. B3 OTLARILEZEMICLTIET L,
CLI zfERBLTOJZ8B3hIC Y %:

1. 7774 TRk Y R2> X CLLicOd 1> L&Y,

2. PuTTY =zfEAL T, BERIBREANDLE T,

3. OY¥Ykset audit syslogParams loglLevel ALL%E®ET¥3
GUI zEALTOJZEMICY B

1 7509 %ERALTT7ETT« TRBAEA Y RAZVRICATA1 2 LET,

2. [18BR] > [ 27 L] > [BE] IcBBLET,

3. [BE|R—JD[RE] T. [HESYslog REDEE]| 2oV v I LET,
4. TOJLARJL) T IFRTY 2BRLET,

Jaesa=>JIcEY SR8

s PHATTA TR UIICTIVERTS HEA
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/troubleshooting-adaptive-authentication-issues.html#authentication-issues
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/troubleshooting-adaptive-authentication-issues.html#epa-related-issues
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/troubleshooting-adaptive-authentication-issues.html#smart-access-tag-issues
https://docs.citrix.com/ja-jp/citrix-secure-private-access/adaptive-authentication/troubleshooting-adaptive-authentication-issues.html#general-log-collection-for-adaptive-authentication-instance
https://docs.citrix.com/ja-jp/citrix-adc/current-release/getting-started-with-citrix-adc/accessing-citrix-adc.html
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BEID/TF+Y b TIVAA MILAY FOREMCHE>TUZIHESHERBLET,
s JOEDIZVIR—ITAS BUULEEID B A
IS—ORIU—=>> a3y bzPEL. Citrix 7 R— MIBBEULWEDE T WL,
e VNet 74T LTVET
- SOETUIIICRIET ST 5 — ¥ Azure Portal ICH 25 h R L. #EIThE 7o 3>

ZRITLED,
- E7UYIEERL. 7HAT T TR UI D SBEEBIMLET,

s FOESDIZVIMBRIEET LTVEEA

Citrix R — MMIEEL T IET L,

ARV ADTI7EIE) T+ &

s IVRZVADEEIP 7 RLAILTIEITETRL

- PUERRIERASNZISATYRONT VYT IPTRLRD, HFASNEETIP 7RLRICESF
NTULWBNESHhZEHEELET,

- VATV RDEETIP T RLRAZEETHTOXF DB BHDESDZRIEL £,

e IYRAVRICOTAVTEEEA

7OEY 3= JHRICAN LIEREHEIRT. EEETV VL ADERICHEL TLWS L ZREBLE T,
o IV RI—HY—|ZIFTELWIERD AL

A—H—ZEMTBEEIC. PIVELRISELEOR YRRV —ZNA 2 RELTWB I ZRBLTLES L,
FHLIFE TO—H—, I—H%—JIL—7, BLUOATYRFRUD—] 28RBRLTIETL,

AD ZF7-i3 RADIUS 45 D=

AzureVnet 7 > JiEG5 2 1 TDREIRE:

o BEEEIED Azure VNet 7 A4 77« TBEEA VY RZ VY AD S EERGENE S D 2B L £,

s BEENEET S Azure VNet H'5 AD NG/ ELERTREMDBEEL TV B HE SH R L F 7,

o FVTFLIRN5 AzureVNet IC b5 T 1 v I FEET B7coHIC. BYRIL— FEMINTVLS Z L ZFER
L£d,

Windows X— XD %o X:

o TARTOOSIET v LU U Jvar/log/ns.log TRHIATE. £O712Id [NS_AAUTH_TUNNEL] & W58
BRAFOTUVET,
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https://docs.citrix.com/ja-jp/citrix-adc/current-release/system/authentication-and-authorization-for-system-user/user-usergroups-command-policies.html

.79707_‘(7 D.L—t-lj- EX

o« OZ® Connectionld #AL T, TEIFER LS UF I a3V EBEICEEMTIZ N TIET,

o ARVAREBISVDTZAR—KIPT
mIhTVwWaez®BLEd, 2DIP7

FL XA RADIUS =D RADIUS 547> D 1D LTE
FLRFARIZDY—XIP 7

FLRAEEAS TS,

RABEREIS. PR T T TRV R2 X (NS-AAAD 7O+ R) CEBEEY —/NOREIC b > RILHHEIL
ThET, PURIDERBICRISNZ . FEEMNTONET,

xRV RREBI VDT H T T4 TR FQDN 2R TE B3 e MR L £ 7,

e IRVARBAVRE—=ILTATWVBA,

Z-/jl/ Z?ﬁ:)bb‘%ﬂ&?%o

NSAUTH-TUNNEL ABEIZENTWBHNESHZRIEL 96

cat ns.log | grep -I

“tunnel”

ROY Y FTNOTDBIERD ns.log 7 7 1 ILICHASI B VISEEIZ. b RILOBIFPICEAENRELT

W3 h\

LDAP:

IR ZADSESH DEEN BB EEEEDBD T,

[NS_AAUTH_TUNNEL] Entering bitpump for

Connectionl => Src :
Connection2 => Src :
10.106.103.80:443"
RADIUS:

192.168.0.7:28098, Dst :
10.106.103.70:2271, Dst :

10.106.103.60:636 ,

[NS_AAUTH_UDP_TUNNEL] MUX channel established"

OJ O zmEL. BYBT7I2a>ZRTLTIETV

0 O

#5EEE [NS_AAUTH_TUNNEL] ooftw=nsidoy

T7T1IICEEFNEEA

[NS_AAUTH_TUNNEL] Waiting for
outbound from connector ZoOJT. &
DIELZEEIhEHh o725E: [NS-AAUTH-
TUNNEL] Received connect command
from connector and client
connection lookupsucceeded"

=
=

Toay

\I

show cloudtunnel vserveradvy R%ERT
LET, OOV RIE KD UP oA (TCP &
UDP) U5 R by RIREY—N—%—BERRTS
WEHLRBHD T,

AR AR N7 AT T« TEREE FQDN IZFE
BOESHZRRTSH. FREFEaAXRIV2MOT 717
DA—=INTTETT1 TBEFQDNAD T I N>
RiEG B L £,
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TRTT 4 TRAY —EX

07 O34 BEYO 3>

\

[NS_AAUTH_TUNNEL] Server 1is down Citrix H R— MZBBVEDbELTEI W,
or couldn't create connection to

ip 0.0.0.084&

U'[NS_AAUTH_TUNNEL] Connect

response code 401 is not 200 OK,

bailing out"

ARV EDERELHD EHAL

o 72774 7B FQDN AR RTINS EERGETH D L BB L £ T,
+ Adaptive Authentication 1 > X 2> 2 EQH —N—3EBAZICNT Y RSN, U Yo SNnihREBEENH
BICERRLES,
LDAP/RADIUS SZEHIEL HD EFH AL

AD/RADIUS H—=N—=D IP 7 RLZHBNT U v T IP 7 KL 2DHEIE. NetScaler o icHITxy FEIZIP 7
RLRZEMNY ZHEDHD 9, BEOHBEIIHERELBVTIIEIL,

o CLIZBALTY 7Ry bELIFIP 7 RLZXZEBIMT 3ICIF. ROFIEZRITLET,

set policy expression aauth_allow_rfcl1918_subnets " (CLIENT.IP.DST
.BETWEEN(10.0.0.0,10.255.255.255) || CLIENT.IP.DST.BETWEEN
(172.16.0.0,172.31.255.255) || CLIENT.IP.DST.BETWEEN
(192.168.0.0, 192.168.255.255) || CLIENT.IP.DST.BETWEEN
(13.14.0.0, l3.l4.255.255)||CLIENT.IP.DST.EQ(1.2.5.4))"

s GUIZBERLTH TRy bERIZIP 7RLRZEBINT3ICIE. ROFIEZETLET,

1. [Appexpert] > [R] icBEL £3,
2. aauth_allow_rfc1918_subnets ¥ LW SR ZEML T,

FYRIDEITNTHRELICKRT 3581 ROFIEZEALTHBEO LS TN a—TFT1 I 2TV ET,
LDAP:
o N1 R DN OFMEERIEL X T,
s BEITRAMEFALTIS—ZRABLET,
s a2adTNY I EFEALTIS—2RAELF T,
s CLIZBRALTTA T T4 TR Y REZVRACOTAI Y LET,
shell

cd /tmp
cat aaad.debug
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—fgi9% LDAP T35 —:

o Y—N—FA LTI —LDAP JTVICXHT R AR IDEDRENDHD £ Ao
« ZOfd LDAP TS5 —Ic2WTid. https://support.citrix.com/article/CTX138663% 8B L T 723 L

Radius:

o V%P7 RLXRIF RADIUS H—/N\#mTRADIUS V547> hDXETIP 7P FLRE LTEMNY S
BVEBDET,

FREEICB T B R

e OAuth o 74 —>a3>I5—%8KE75%
- IRTOIL—LHADICE > TIRESNTVARZCZWBLTLLETVL, CTNZRINIEZICIETH
DY L—LHRKRETT,
- /var/log/ns.log oo/ %##&:EL T. OAuth BED TS —%#EL T,

cat /var/log/ns.log

- OAuth ZO7 7 A IWNS X =2 %ZEL £,

o Azure AD BN 7 H—2 3 VBICREZY I TS

BALZ A 7ICREL T, ROBHRE L TADSREAEZEML E Yo Chid. SBEEZMNTE B LDICHELBTA
TOERZIRET37HTT,

EPA BESE D&
o FITAVRBICEELTVWETH. IS4 YO—-RT3EL5ICRHDBZTAY T B I—HF—ICR
RENET,

EZONBERA: N—2 3 YOFR—HEET 71 IILOKIE

- BAEEBY-ILEEITL. STV T 71ILIC NetScaler 8& VIS4 T7Y RIS >DN—
AVERILN=2a S ENTVANESH ERIEL £ 9,

- NetScaler o514 7> bN=S3 o 9547 RISDDISATYRN=2a>YEREILTHS
eEERLET,

NetScaler oS4 7> b #EHLET,

THTT 1 TRIA VX2 2R T, [Citrix Gateway] > [FO—NILERE] > [9514T7>V 51475
UOEH] IRELET,

Citrix #7>O0—RDEPA TS5 12514 TSUR=JIZIF. HBERIRTINE T,
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- N= 3 hEHINTH. ERN NetScalericxvvadhaZedHbxd,

show cache objectid*vvrathic7S /1> 0 MlERRLET, ARV REFRALT
HIBR TS £ 7,

flush cache object -locator 0x00000023345600000007

EPA OJUREDHMMIC DWW TIL. Thttps://support.citrix.com/article/CTX2091481 #&8BL TS
Lo

o A—H—HF T a3 EBRLIEICEPADRE ([FIC] [IBW] [WWR]) ZRICRTHEIEHD E£TH%
RE. EPAREDETIEIFEHTITONTULET,

- 051472 k2> T, C\Users<user_name>\ AppData\ Local\ Citrix\ AGEE ic#&hL £ 7,
- config.js 77 )L&RE. trustAlways % null IZEREL £9- "trustAlways" :null

AR— b7 O ER2T DREE

¢ AR— M7 ERZRELIB. 7TV T5r—aVIZFRATIEEA

THATT1 TR > X2 > 2L Citrix VDA FUNU —F NN —TOEATRINERBINTUVS C L 2R
L£Jd,

Workspace FUNU—FI—TIZ2ITDHRTRTANFTEMINTVWR L 2RBREL T,

I HEE L B LIBEIE. ns.log ZIRE L. Citrix HR— MIEET BN TITH T,

TR TT ¢ TBEA Y A2 ADO—EMA O T INE

o TUZANYR—ENTRIL: FHBICDOWTIE, 7001 RO EDHICSDXE LS VPX 77547 > 2h
S5TUZANYR—ENYRILERETZHEEZSRBLTLIEIL,
o FL—XT7A1J)l, ¥L<IF. TNetScaler T/ v b FL—X%EETDHZE] ZBEBLTLIEIL,

HAZYZZ2WTE, Citrix Y R— MMIBBLEhEFEI L,

TEATT 4 TR EERLIEAN— b7 IER

June 19,2024

Citrix Cloud @ & # &, Citrix Workspace A® IdP ¢ L THER A RBE%= EH L T, Citrix DaaS UV —2X
(Virtual Apps and Desktops) ADRXY—~T7 Ut R (FH4TFT7+ T 72U+t R) F7id Secure Private Access
—ERERHTEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 39


https://support.citrix.com/article/CTX209148
https://docs.citrix.com/ja-jp/citrix-adc/current-release/system/basic-operations.html#how-to-collect-the-technical-support-bundle-from-sdx-and-vpx-appliances-for-insight-analysis
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AIX—r 7O RBEIZED, 7ETT s TRAEH —EREI—H—IZBTZ3IXRTORY > —1F#HK% Citrix
Workspace #7zid Citrix DaaS ICRIRTEF £9, BREZBHAT —E X TIE. N1 RKRZXF ¥ (EPA). v b7—
ra7—>3ay (bExXyY bT—OORIBEIFHEB,. UBER) . I—F—JI—Throai—H—EBl. KET.
FREINSDNSA—2DEAHEDEZR) O —1BERO—BL LTRETE £ J, £0D%&. Citrix DaaS BIEEF
ZnR)>—1EFREMERL T, Virtual Apps and Desktops AV FF A N7 O X EERTE £7, Virtual
Apps and Desktops i&. UBID/INSX—F— (FOERRI)S—) ICETVWTHETZZcH, BlCLBLWIrd
TEET, VJUVTR—RT7IER FVIRVEAL I 9F4TF7 RS04 T USBRyEVTRED—EBD
A—H—702 a3 HbHETETET,

d—R7—2DfH:

o« BIEEIFZ. TTVDTIN—TZ. EERY M T—IBEDHFEDRY bT—0O7—2avhoDHRTE
7 0ERTBLSICERTEET,

« BEEER. CEOEENRTNAZADSDHT TVIN—TERRELCRBTIEIATELSICRETETET,
fcezid. EPARF v > TR TNA IDEEEED BYOD 2B TETEd. EPAOIXF v VERICED
WT A—F—ICEESEZT7TUEFETETET,

Gl ts

o ldP 2 LTOT7H T T« TRk C|tr|xWorkspace RICHEBR T B2REDRBD 7, FMICOVWTIE 74
TT7a TR —E Rl ZBRBLTLES

« CitrixDaaSIc&k 374771 TR —E XD BHE@BL TULE T,

o FHATTATT7 U ERABBEDNEMCHE > TVET,, FHMICOVWTE T7HTT T 70 AZEBMNIT31 %
SBELTZTV

AI—cT7I0ECRDT=DDARY CORNEIRRET S

1. 2—%—I& Citrix Workspace icAs 1> L9,

2. 3—%FIdP L LTREINIBREZBH Y —ERICV AL I bTNET,

3. I—%—I(3FEwIRE (EPA) £ 73Rt RDSNET,

4, 1 —REBICHRILESIhF LT,

5. AN rT7 RNV —IFBEICE > THHESI . 2732 —HF—tvia VICBAERITONET,

6. 7R TT 1 TR —E RIEZ T % CitrixGraph H—E XIZFv>a L9, 2—4—I Citrix Workspace
DIVTAVITR=JICVEAAL I FEINET,

7. CitrixWorkspace I&. COaA—%—tv> 3> ORI S—BREREL. 71 IL2—%2BELT. 5I¥T3

MEBERHZTT)ERIETRI My TEFEL X9,
8. BEEL. CitrixDaaS 77t RAKU L —%#BHLT. 2—F—DICA7IEX%=HIRL £,
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BISEREAEA VY RAEZ VY ATDAR— T 7 ERAR) S —DRE

BSBERA A Y ARZ VY ATDRAY— T2 RRI)S—DRHREIF. RO 2EEOTOERTY:

l. P77 TBAA SV RAEVATAR— 79V RE2T%EALTANY— 7O RR) S —%EFHZLE T,

frezld A7y F1ZBRBLTLLET W,

2. UV =272t XFAD DaaS/Secure Private Access ICHbRIL A2 EHELET, e ZE. ATy T2 %

SRLTIETL,

21— —2Z1:Chrome 73 UH¥Hh 501> 9 31—HF—IL3 7V X%ZH L. VY TR—RFADTIEX

BIOVITBESICAY— R T IERARY S —%Z#RT S

2TV TN TETT4 TRIAAVREZVATAI— 2T ZFEALTAY— 7O ERRIS—%RETS

1. 79774 TR VA2V RCOTA Y LET,

2. BISBRHAHREY —NICBBEILET (EXx2UT 1> [AAA-7 T r—>a3> b3 T7 0 v o] > [REY —

NDo
3. WEHREY —N—ZERL. [H&E] 22V v ILET,
4. TZRX—=rT7OEZARUS—1 20Uy I LET,
5 BEHIIECLTRU S —DRAZERZLF T,

a) [Add Binding] 227 Uv oL %7,

b) RS —m&ER, T, MBI 20Uy I LET,
) AR— b7 OERR)—DRFTMENNLET,
) REEZELET,

c
d

Chrome 754 h 50502931 —H—ICT7 X 2HFT T30 LT ROXEANHDLET,

HTTP.REQ.HEADER("User—-Agent") .CONTAINS("Chrome")

B#kiC. K. 2——0OJ1 >, BEEEERITIL—TF LV EOMOA T2 aVICEIVWTHZERTE

9,

Authentication Smart Access Policy Policy Binding > Smart Access Policies Create Authentication Smart Access Policy

Create Authentication Smart Access Policy
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6. RIS, AR— 2T =EHL. ThE5DRTEZAR— T IEIRRIS—ICNAI Y ELET,

a) [7oyav]TlEemlzo)voLET,
b) [&AI]IC. AXN— 7R FOTF7IILORFENNILET,
C) 1851 T AN— 7R E2T%EELFT, = zlE. TAG-CHROME,

Authentication Smart Access Policy » Pelicy Binding Smart Access Policies Create Authentication Smart Access Policy » Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

Name*

SmartTagl

Comment

a) [Create] #o v o L%,
b) Y= 7€ RRUS—FEERL., [NV RoEM Z2J)v I LET,
C) TORY—LT7OERET %, UBICEBLIEAR— LT OERARUS—ICNA Y RLET,

Authentication Smart Access Policy Palicy Binding Smart Access Policies
Smart Access Policies @B S
m add | [edit | [Dotete | [ Show Bindings
Q
. SmartAccessPolicy HTTPREQHEADER[User-Agent”) CONTAINSChrome?)
of 1

e
[txaUF«]1>[AAA- T TV r—>a > b5 70w o] > [R)S=]>[B] > AR ) > —]>[R<v—
TOEX]>[RUS=]DBRI—=bTIERAR)S—%1ER L. ENERIREBY—NICNTIYRTBZIED
TEEY,

25w 7 2: Daas Studio TRY—~ 7 ERETEEETS

1. ZX¥—+%% TTAG-CHROME) ZRLTRY L —%EBML £, %L <& Citrix Studio T4 s DE
1 ZBRLTILEEW,

2A—XX5—ZX2: EPA DBERICEDVWTRRAIBD AT — M 70 AR) O —%KRTE

279 TN TETT4 TRHEA VARV ATRAI— b2 ERFERLTAI— T IVERAR)O—%28BETS TV
RARAY FDRBREDEHICEODVWTRAY— 712X F3ICIE. nFactor 7O—%%REL. EPA7o> a3 e ER
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LThE. T2 ETIL—T=EBMLET,

EPA % nFactor 70— 7 7 02— LTHERT3ICIE. TEPAEZ T 7 02— LTHERT 21 2BBLTLKET
(A

A AlLz7a—

1. 2—H¥—379—0XXR—XURLIZT7IERLZET,

2. 2—43. BAE/EPA OEBISEGEBEIC A ALY FEINET,

3. IVRRAYEAFIBIY FA—F—TiTbh. BRIEBEREADT 7AW ETIIL—FIC2—F—%EMNT S
CCICE>TRESNET,

4, A—H—|PROBIATO—ICEL L SICKRDSNE T,

5, AR—brT7IERRVL—DFHEIH. I—H—ICAY— T IEXZITDEDETONE T,

R

TAIILATEDNA VA R=ILINIO DS TIERTEZA—F—ICIE. ERLTVWBR I ERTY—T E [T,
TINTOEREZHITBRELRHD FT, 7275L. VAILAWRY T D1 h=ILThATOVREVWI—H—T Y
I EEHRELTY—2I L. ZOCEXBHIRINTVWIRELRHD £,
1. EPA @ nFactor RS —%Z{ERL £, FHICDOVWTIE. TEZX LTOEPADEE)] #8RBLTLEIL,
nFactor 7O0—Tld. BHIO T 708 —HNH1—H—BA I 70X —THB3 e =BABLET,
2. EPAXEZEIRLT. JAINRAWERY T Dz T7HEETIHESHERERBLET,

3. EPA7 UL 3T TIANLNITIIN—TZEELET,
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<~ Configure Authentication EPA Action

Name

EPA-client-scan

Default Group

Compliant @

Quarantine Group

Kill Process
Delete Files
Expression *
Select ~ Select ~ Select v
sys.client_expr("app_0_ANTIVIR_0_0_VERSION_<_1.2_AUTHENTIC_==_TRUE_RTP_==_TRUE[COMMENT: Generic Antivirus Product Scan]")

EPAREREICRITINZ . A—HF—EZDT 72 T —TICEMSNET,

4, RIS AR—bT7OERRIS—HERLET
a) PHATT TRV RE>RICOT1 Y LET,

b) BISEBMREY—NICBEFLEY (EXaUF<]>[AAA-7 U= 3> 570 v o] > [RE
-U-'_'/\\])o

C) BREZMREY—N—%BRL. [BE]| IV v ILET,
d) TIR¥—+r7o€RKRI>—1 )Y ILET,
e) RORT2DO2DAI—rT7IERRIS—%ERLET,

+ AAA.USER.IS_MEMBER_OF ( r#&#il) )-21—4'— EPA &18%& 4R
+ |AAA.USER.IS_MEMBER_OF ( M##l; ) —1—%— EPAEEREDIHE

f) STheDRI)S—DEAICAY—RTFIERZTEZEHELET,
f1:

« AAA.USER.IS_MEMBER_OF ( “Compliant” )® COMPLIANT #J hiff Wi & &
#ZSmartTagl

« 'AAA.USER.IS_MEMBER_OF ( “Compliant” )NONCOMPLIANT # & h{d W74
J#&SmartTag2

AIX—rT7 U ZXEAD EPA # % T3 BISRBI 1 YV REZVADRENTT LE LT
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BEIGLTEITEAZRETEEY,

Authentication Smart Access Policy

Add Binding Regenerata Priarities Mo action

ation Smart Access Policy Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile

Configure Authentication Smart Access Profile

® S ®

25w 7 2: DaasS Studio TRV —r 7O RETEBETS AY—bHJ T r TIEER OR) S —%
FNThOTUNI—=FIIL—FIBML £ T, 2L <IF. TCitrix Studio TOH# I DEHE) #BBLTLILETL,

Daas$ Studio T/ = E%

FUNY—=FIN—TFTERIEEELT. A—F—DF7TVTr—> a3 VHEEFIBELE Y,
ffl:BranchOffice 21— —id. IRTOT IV =23 2830 T7ETT«T - 7R - TUNY— - FIL—TFD
FIVr—2a =BT 20BRHD T,
—7%. WorkFromHome Z2—#'—i3. WFH FUNY =G I —TFDT7 U —o a2 RAVELRHD T,
1. CitrixCloud icr>r> L %9,
2. [¥x1H—ERX] > [DaaS] =#ERL T,
3. [BE] #0)voILEY,
4, BHIZHELTTFUNY =TI —T%#ERLET, sFLIE TTFUNY =T IL—TDERI #BB LTI L,

5 LT UNI =T NL—T=BRL. [TUNV—TIL—TOHE] 20y ILET,
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Edit Delivery Group %
test

Users Access Palicy

Daskiops You can restrict access for users through Smant Access policy expréssions that filter user connections

made through Citrix Gatewsy. For example, you can restrict machine access to a subset of users and

Application Prelaunch spacify allowed user devices

P\«:li:y | Status
Application Lingering

Citrix Gateway connections Default Enabled 2
llcor
User Sattings Mon-Citrix Gateway conngctions  Default Enabled é?
StoreFront

App Protection

Scopes

Restart Scheduls

License Assignmant

6. [7OERRIL—] 20w ILET,

7. Citrix Workspace 75w b 7+ —LRTT7E TT4 7772 R 2FERL TVWEBEHKIF. ROFIEEZRITL
T TIUNV=IIN—TDT7 0 Z2Z2REBRY bT—IDHICHPRL T T LN

TFTUNRD=TIN—=TEHEIUv I L. hRE] ZFRLET,

ERAVTTIRARI SO —%ERLE T,

WETOA>EI) v LT T74I) b0 Citrix Gateway #5KR ) —2TEL T,

[R>S —DMRE] R—I T, [ ROFHEB-TES] ZFRL. [ERIC—FH] 2BIRLT. £M4%zBM
LY,

a
b
c

)
)
)
d)

Connections meeting the following criteria

() Match all @ Match any
Filter: Value:
Workspace LOCATION_TAG_HOME m’

= Add criterion
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WorkFromHome 1 —#—0H&id. £11Eho Delivery Controller iZRDEENSIL £ T,
Ty7—L: T—U2ZAR—=2

71 J)L%#—: LOCATION_TAG_HOME

BranchOffice 2—%'—nig&l&. & Delivery Controller TxRDEZ AL £,
TAIE— T—UZAR—2R

@:a0r—>3y _R9_JTIFFT4R

NS0T EFERLT. 7FUIT—2a>ADT7IERZHRTETBLSICHD F LT

BEINTWVWBR 7 TUSr—2a > AD7 o 2A0BEZSIRT 3

Bl: EEEHBOI—HY—I2I3T7 ) v TR— FERDLH > TEIRD FHA
1. DaaS Studio T. TRU>— IZBEIL. TRUS—DERL £2UvILEY,
2. IR —DER) R—I T, 7O REHFATERBBLETIREZHRLE T,

3. &R #UoUwILET,
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Create Policy

@ Select Settings

@ Rssign Policy To
@ Summary

Select Settings

(A1l Verskong) All Settings . clipboand

Settings 0 selacted

|| View selected only

W

Client clipboard redirsction

Utser setting -ICA

Mot Configured |Default: Allowed)

Allow or prevent the clipboard on the client device to be
mapped 19 the clipboard on the server. By default, clipboard
redwection is allowed,

To prevent cut-and-paste data transfer between a sassion and
the local clipboard, select 'Prohibited’. Users can still cut and
pasti data betwesn AppLCATIONS TURRINE in & SEE500.

After allowing thes setting. configure the maximum allowed
bandwidth the clipboard can consume in @ client connection
wzang the Clipboand redirection bandwsdth lirt seting of the
Bandwidth limit for clipboard redirection channel as parcent of
total session bandwidth setting.

Salect

Client clipboard write allowed formats
User setbing - ICA
Mot Configured (Default: )

Clipboard place metadata collection for Security monitoning
Computer setting - VDA Data Collaction\ Secunty
Mot Configured |Default: Enabled)

Clipboard redirection bandwsdth Limit
User setting - ICA\Bandwidth
Not Configured (Default: 0 Kbps)

Clipboard redirection bandwsdth limit percent
User setting - ICA\Bandwidth
Not Configured |Default: 0)

Clipboard selecton update mode
Uiser setting - ICA

Not Configured (Default: Selection changes are updated on both ..

Limat clipboard client to session transfer size
User satting -ICA
Mot Configured (Default 0

Select
Select
Select
Salect
Select

Salect

4, [REDHRE] R—IT. [FH] &z [BE] 200Uy oL, [RE]IZ2VUYILET,

5. DrN] 70Uy o LEY,

6. TRUS—DEIDHTHR R—IT. 7O Z#RL. TNy 202y I LET,
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Edit Policy

Disable-clipborad-Home

@ setect settings Assign Policy To
@ Assign Policy To =

(@ Selected user and machine objects
@ Summary User and machine objects: 1 selected

All objects in the site

| View selected only

Qo -

Access control
Applies to user settings only

Allow - Workspace, LOCATION_TAG_HOME
Apply policy based on the access control conditions through

which a client connects.

Edit Unassign

» Citrix SD-WAN .
Applies to user settings only ASSIEN
» Client IP address .
Applies to user settings only ASSIEN
% Client name
Applies to user settings only Assign
> Delivery Group .
Applies to all settings Assign
> Delivery Group type -
Applies to all settings Assign
% Organizational Unit (OU)
Applies to all settings Assign
> Tag
Applies to all settings Assign
% User or group N
Applies to user settings only SSIgn
7. ROFMZELRI—2ERLET:
¢ E—R-FFH
o & 21 7-Citrix Gateway = {EH
o J7—LB-T—UIAR—2R
o 7O 2%4:LOCATION_TAG_HOME (§RTAXZE)
Assign Policy %
Access control
Apply policy based on the access control conditions through which a client connects.
Access control elements:
Mode Connection type Gateway farm name Access condition
Allow , With Citrix Gateway Workspace LOCATION_TAG_| Enable

8. [AAN]ZVUwI L. RUS—DBFENALET,

9. [ET] Z20VwILET,
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Summary

Enable policy

View a summary of the settings vou configured and provide a name for your mew policy.

Policy name:
v Disable-clipborad-Home

Description:
Disable cipboard access for users working from home

settings configurad: 1 Assigned to: 1 user and machine objects
Client clipboard redirection » Access control
User setting -1CA Applies to user settings only

Frohibited (Default: Allowed)

NT. PO XR%ETAMTREBIEVNE LT

LK BBZ3IZ—DEZTIN>a—T12T

o B TUIIRFZRTTEFREAI VLS AyE—UDRTINS,
RREE

1. P77 4 77 0CADBEMIGR>TVWBREZBBLET, s#MICODVWTE 747574770122
EEMICTZ BBRLTIIETL,
2. COBBEDEMICE > TULWARWESIX. Citrix Y R— MIBRAVEDLELIET L,

o MR PTVELRTRI by THRBETNTVEE A

OB, AX— b RIDTETT 4 TRED S T—IAR—=RICT v adhBWEEP. DaasS £7:1%
Secure Private Access TRETNBRWVESICRE T ZAEMLH D £,

RRRER:
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TEATT4 TRAT—ER

- AX—hrTF7OERRIO—HEy FLTVWALWHER LTI W, L < IE https://support.citr
ix.com/article/CTX138840% 8B L T T L\,

- Citrix 74 77«4 TR A2 ZAMcas.citrix.comliEiTEINESh BB LET,
- A= ETDFHBCDODWVWTIE, TH T T4 TBEA Y R 2V R EBRB L TLIET L,

* set audit syslogParams YV RT, gRTDT VXAV XT Loglevel /N5 X—#
—HPALLICRETNTWB e 2B L £ 9,

* putty Z2FRAL TEGERBELET 1T « 12022 RcOT1 >V LET,
E R A
cd /var/log
cat ns.log | more or cat ns.log | grep -I “smartaccess”

- ThTHMEMNMERLABVIESIF. Citrix Y R—MIBEVWEDE T WL,

SR REtEY FTYTORERE

ROT4 LY NUOBRAIAREY b7y I TR 77 7IILAEHIEBNE e HD £9, 20HER. Citrix ADM &iz
ISR SN F —BRRC B D ICTHANSNEE Ao

« /var/mastools/conf/agent.conf
« /var/mastools/trust/.ssh/private.pem
« /var/mastools/trust/.ssh/public.pem

771V EBROMBEZRRT BICIE. ROFIEZRITLTEAYZ Y Tset cloudavy REBETLET,

> shell cat /var/mastools/conf/agent.conf

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<mps_agent>

<uuid>temp_str</uuid>

<url>fuji.agent.adm.cloud.com</url>

<customerid>customer_id</customerid>

<instanceid>instance_id</instanceid>

<servicename>MAS</servicename>

<download_service_url>download.citrixnetworkapistaging.net</
download_service_url>

<abdp_url>fuji.agent.adm.cloud.com</abdp_url>

<msg_router_url>fuji.agent.adm.cloud.com</msg_router_url>

</mps_agent> Done

> set cloud param -CustomerID customer_id -InstancelID qinstance_id -
Deployment Production
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YAV TENT ARV ADAA RS>

June 19, 2024

BGEREE T, BEIET—2t>2—ICBR TNz Cloud Connector #7:-1% Azure VNet Peering o LWvghh
ZEALTA YL I ROBIAT —N—IZT IV EXATEET, Chidk. BEEHLNEETZ VNet 57—t >452—D
EETREMAN T TICRILIN TV R BEICERI £, Z0 REwIZiE Citrix Cloud Connector & Azure VNet
ET7VCTOBMADBREXY FDO/NT +— > IEEICEET 3B . Citrix Cloud Connector ¥ > DR 2 /-
—ILeY A XDBRICET BEROEENTWVET,

I—F—EL— h

YA XN2DVvCPU & 7TGBRAM @ ORI 2RI i, 1#H7D 14 A\O2A—H—ZBEATITE Y,

TI7AIETIE ARTFY—ERIF. BEFRIFITvIarRELBEIC2 CBESHBEEETILSICERETN
TWET, ZOBRDEBEXIFTIS v TR T—EREFFELELET, £ BRE. BEEL— D 4858/ EBR
. ARV RAF—EZNKRBLE T, CORERF. BENVWCKOEELTHARI AT —EXZBE#NTILSIC
M3 TRIETEXY (Citrix Netscaler Cloud Gateway > ) AN > —EXDBEE). ZDHREH
BEINTULWAWES., L— NI 1#H7eD 483K TLET,

Citrix Cloud Connector #(FH I3 BED S Tr v I L AT —1—H—BEL— b+

RoRIE. Citrix Cloud Connector #f BT 3HBEAD RS T4 v I L AT Y- A—HF—BHRERLTLE
EX

1#®BbOBEAELIFI—H—0O

SREL DR SRR S B (p95) (T UHY) g1 L—+
LDAP 5.99 14
RADIUS 3.17 14
LDAP+RADIUS 4.59 14
LDAPS 26.75 14
LDAPS+RADIUS 15.61 14

AzureVNet 7 ) > J 2RI 3HBED NS T v I LA T —1—H—REEL— +

RDORIE. AzureVNet E7 VU VI % ERITRIBED NS T v I BR 1 ——B X% "L TVWET:
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1#WHbORAF T2 —Y—0O

REFDTESE 1)U TR NERE (p95) (2 )F) g1 L—F
LDAP 6.95 17.54
LDAPS 7.19 16.98

T—EANFUR

June 19, 2024

D kEw o TiE. Citrix Adaptive Authentication Service 8 &K U7X 77« TRE1 >V RE2 U RIZ&ZOTD
INEE. R1F. BLUVREFBICETZRHRERHELET, EETEEINTVRVAXFOMAEE. [Citrix TV R2—4—
P—ERRYTHREINEKEZFS £ '9“](https://www.atnx.com/en—|n/buy/llcen5|ng/agreements.html)

o

e VAT JRIAY—ER: EREENOATA Y L TTE T4 TRIAANVREZVAERASLVEETES
Citrix Cloud #—E Z,

o PHATT A TRIAAVREVR: EBENI—Y—RAZEETIBZLSICTBIHIC. 7H T T TERELY
—ERIZk > TEMAI N NetScaler ADC RAE~Y > >,

T —RERTEM
TETT4 TRAT—E X

Citrix 72 757« JBEU —EXQBEEIY T YT —2IE. Azure VSO R —EXEREU - avichbb g,
N5, TR EREEDDICORD Azure V=3V ICLFUSr— RS E T,

o KEFESP
o« Jta3—0Ow NN

UTFIE. U—ERBROJ S22 LOJDERBEHRTT .

o PAFLEBRELUTNYySIOFBED Splunk H—E X, KEH LT EU (BMES) oOT—> a3 >ndhEs
K LTWET,

o TN —T7 U0 B® NetScaler Application Delivery Management —E 2, 2$4HIC
DWTIE. NetScaler ADM 7—4#HNF+> 21 #BRBL TSV

o BEEHEOS A Citrix Cloud > X7 LA —E X, #L <&, Citrix Cloud Services oEZE 1> 7
YV eOT0MIE] BLU THENAZEEE) 28BLTIREIVL,
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.79707_‘(7 D.L—t-lj- EX

7@77_—{ 7:\1qu’( VARV ZR

ITRTDER. 1ALV RABEEDT

Management #—E X, #HMIZDWTIE. NetScaler ADM F—4ANF> 21 #BRBLTESL

T—ZINE

Citrix 74757« 7Y —EX2ERAT I . BE

—TAITFIRENYITYITTBRHD NetScalerAppllcat|on Delivery

EE%‘;T@??‘I’ 7wquE ul %)I LTH— tZ’i’*%ﬁﬁ L. 3

>V —=)Lh5a>/X=%*> Connector Appliance Z/ L TH—EXZBRTE£T, ROBEEIVTVYHINES
nFxd,

TETF 1 TRIEY—E R

- IdP (ID Z7an—a4—) T RKR—1> D FQDN (2B R X1 &) L IP 7RL X,
- IP7RLR/&EHE. A—bt. FORIIL

- |dP ZBEHREY —N—AD T I AR I NBEEEE

- BEIVRRAYRONT IV IPTRLZR

- AzureVNetE7 D VI DFE. Xy hD—2o Y M Ea—42—0O-IIZEO>H—EXTU >IN,

L <X TAzureVNetE7 U VI 2 ERALTA Y FTL I RBIT—N—ADESKEE Y b
31 ZzBRLTLLEETV

o PTUIYVEA MILAY bOI—H—HAlF

Citrix Cloud Connector BB&Emz¥4l, %L < i&. TCitrix Cloud Connector; #8BL T LTV

- IP7RLRZF#IZ FQDN
- A—H— FNA R, BEUVVY —XDBFROHBF
- ASIOFRE

HP—EXAVER—RY MIE>TIRETNIES V21 LOJTDHE. BEELERIZRODOTHERINE T,

547V RIP7RLREKR—K
REH FQDN/7 RL R R—+
792471 —TI->hF
77V 4r—>3> URL /AR
TTIT—23 Y7 XK & EiE
ERNA MY
IBENA SR
HTTP S>> 3> 1D
BEE—R (x4 2 %3 Azure VNet E7 U > )
Azure )YV —2X

- YY—RIN—TF
- VNet (IP 7 KL 2. CIDR)

AwA)
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- 7%y (IP7RLZ. CIDR)
- N=F¥IIIUE

7 — S

Citrix 74771 TR —ERIF. bSYRR—FEEF 2T+ TRESINFES (Splunk) ICOVEZEELE
ERS

5 — 5

Citrix 74 77« TR —EXFRE. OJ DR EEATICLEED. BEZROOAVTFUHTO—NILICER SN
BOWESICLEEDTBEF T avzRELTVEEA.

T — S REF

Citrix Cloud 07— 2RI RU S —ICED VT, $EXROBRT—2I1F. YT U TS 3 > OBFHEEREI MINATH
5908 W3HA) BICH—EXHSHBRINET,

OJD%5EEE. T—EREBEOT -2 RN S —2HFLE Y,

+ NetScaler Application Delivery Management iCREFESh TWS 1> ~A, NetScaler ADM o7 —%
ANF Y REZRLTLES L,

o Splunk OZ1E7—hr73h. 90 B (W3 HA) BICHEBRINET,

o PEATT A TRIEAVREZVRIG. HTRI VT2 3> OBEMEHERMINTH S 30 B (4 4 8E¥) BICEID
HTHREREINE T,

T—EDITAR—k

WKDODDEATDOOTICIE. TETEBRT—FIIRR— AT arhHbET,

o BEEEBENSICIE. CitrixCloud Y XFLO7 VY —IHET7 XA TEET,
« Splunk DOV IZBERICIKFERATEERA. CNHDARY MMESplunk 55 CSV 777 )LE LTIV ZR
—rTB3HTETET,

« BEOVTIYVEIE Citrix Y —ERERTITEHODTI/EREESZSNTVWREFROBRERDX +
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