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Check out the new My Support!

We've made some changes to streamline your Citrix
support experience. Visit My Support now to manage
your agreement and support cases.

Cancel l Go to My Support
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ncidents History

Citrix DaaS users may be experiencing issues -
11/02/2023 07:30:49AM EDT

+ Resolved- 11/02/2023 01:10:24PM EDT

At this time, the issue impacting end-users of Citrix Daas using
Autoscale on Virtual Delivery Agents (VDAS) in GCP in the US and EU
regions is fully resolved. Customers should be experiencing normal
functionality. Citrix Engineering will continue to monitor closely. If
any further issues are seen, please contact Citrix Technical Support.

; M Monitoring- 11/02/2023 09:17:11AM EDT

Impact:

End-users of Citrix Daas using Autoscale on Virtual Delivery Agents
{VDAs)in GCP in the US and EU regions may have experienced issues
when enumerating or launching applications and desktops.

- oA - -
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D Citrix Cloud Services Daas (aP-S)
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1. 4y aR—ROAELEICHS [Subscribe]l #3ZIRL. FRETZENAEEERLED,

2. BIRLIEY T ROSA THEDEKEDFMETIZ URL ZAH L. [accept terms & services] #:3&R L
F9, DrA] #BIRL £ 7, [Customizations] X—IHRTIN. T74J)L T [Selected services]
HBEIRINTVET,

3. [Customizations] ~*—> T [Aggregate by groups] %®EiRL £,

4. [Citrix Cloud Services] x7-i3 [Platform Services] OWLWThHZEIRLET,

Customizations

Notify about: () All services |(®) Selected services
Q Filter services Aggregate by groups
) Group name Service name
. ud Service All service
Only send me the minimum number of notifications per incident (typically first and final):

5, B1YIFUMOBMLRBOBMOA%ZET 5ICiE. [Only send me the minimum number of
notifications per incident] #®RL £,

6. IrRF] 20V v I LET,
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BHIOY TR T a3 iRk

BITROVTOayFAICBLT YTRIV TS a v eBRERRBEET R3O0 VIR RIETIREEXVE
=2 (BFEBHICHYTRISATIBHERY) FREBBMXAvE—Y (X—IILBHAICH TR 5173 358%
) ICEENET, B

o WIRUNTO 3 AT 3 U FSOEEEM:
4

Subscription confirmation for Citrix
Cloud Status - Edit or cancel at
https:/fapp.preview.statushub.dev/
leotf3

s HITRIUTaVF T 3o NEOBHA—)L:

- - Sy -

Unsubscribe from these alerts or Edit your subscnption

IRNTOBHOGF TR )T 3V ZBRL. IRTOYTRIVTS 3V HFEZHIBRT BICI3:

1. Y720V T a3 VBERXAvE—CERRBBEOBMZRDII T Y TRV T avz@idsd ) v o%E
RLET, —HWOYFITRINV T3 VHETIE FTRIV T3V EREEIFF v o EILTEEHICLD
DUV IODREINZHZBENHD £T,

2. IRV TS a3 VAZEICEL T, [Edit Subscriptions] X—SThroA T avonwghhzERALE
9

« [Remove all subscriptions] #®RL %3,
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« [Unsubscribel##iR L = ¥ [Unsubscribe methods]<—< 1 5 [Remove all subscriptions]
ZEIRLET,

REDOTTZRIVTL 3V FEDTRTOBBHNS T T ROV T 3 V=T 3I013:

1. 7ROV T2 a vERA v E—C FLIEREOBMNERDIIT. Y ITROV T a V2 @BT3) Vo %E
RLET. —BOHVTRIUVTSaVBFEATIE TRV VT a v EBEFIETy o EILTREHICLD
DUV INREINZBENHD £,

2. YT RO TFa>AEICIL T, [Edit Subscriptions] XR—STROF T avoVnWFhhEFERAL F
E

e HIRT 3 HTRIUTOIUREEERLET, IRV )T avIdTCICHIBREINET,
« [Unsubscribe] %#:#iRL 9, [Unsubscribe methods] X—>h5, HIBgT 35T Fo g
VAHEERBEIRLEY, HITRXIU T aUEd<ICHIBRINE T,

H—EXBHDEE

1. 7ROV T a VR XA v E—UFIdBEOEBNZREDIIT. TRV T a v aRETZHD) >
VEBERLET, —EOBT ROV T a>FETIE YTROV T a3 zmEELLIFF v oEILTE8
120UV IHREINBZZELHD FT,

2. [Edit Subscriptions] X—Jh5, EETZHTRI) S avAEERRLEY,

3. [Customizations] R—> T, HEICSLC TCENEZITRZ Y —E X% BRT 3H. BHEREICT S0 —
EXZATLET,

4. [Save] Z#RL X7,

AT LE S UEGREH

March 11,2024

Citrix Cloud Ti&. BiEtaE (Web 7S5 UH—&H) SLUCHATORRBEDY Y —RICELHEINS (ftho1
YRE=LEINFAVR—Y A 5D) BREEREFHATEET, COREICIE. CFHARDY Y —X & Citrix
Cloud BOBHREREILTZ1-DDY AT LEH. BERT IRV EZ—%y b7 RLR, BELUEEFEHEICD
WTREINTLET,

AT LEH
Citrix Cloud o0&/ MEREHIE. UTDEHED T,

« Active Directory R X-1>
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o RXa>iZ8ML TW3 Citrix Cloud Connector B®D 2 DDOYEY > Y i3 ERET> >, 5L <
i&. TCitrix Cloud Connector £ #iz¢4l1 28R LTI,

e J—U0O—RELU StoreFront BEDMD AV HR—> b ZRIANTZ1-HODOWIETS Vi3 kB>
(RXAVBINER) . BEDT—EZXDIXTFLEHICOVTHLLLIE. Y —EXD Citrix FFa XY b%E
SELTIEIW,

2= ZOBHICDOWVWTH L IE Cloud Connector D X7 — LB LUV ZDEEEE) #8BLTL
IEe AN

HR—bETN3 Web 7574 —

o ®H/N—2 3 >0 Google Chrome
o ¥ /N\— 3> ® Mozilla Firefox
« &H#/N—2 3 >0 Microsoft Edge
o BIN—2 3 >0 Apple Safari

Transport Layer Security (TLS) 0E¢#

Citrix Cloud (&, O>R—x> D TCP R—20#E4: T TLS (Transport Layer Security) 1.2 #4R—~L T
W9, CitrixCloud (. TLS1.0 £7=Z TLS 1.1 A L@ EZHFI LTV EE A,

CitrixCloud (727 £ X333, TLS12MBO T ZT7H—%FEAL T, AREFADESOEAEDEZEBRL T
WBHEDHD FT, FLIE TESHeF—8E 2BRLTIREIL,

Citrix Cloud >V —JL

Citrix Cloud ¥ 3>V —JLi&. https: //citrix.cloud.comict1 > >3 ERBTES Web R—XpJ> Y
=TT, AVV—=ILDOWeb R=ZTlF, 101 VEELIZEDORICHEDREERITIZLDIC. 1TVF—X
v kMDY —IDBREICHED £,

WARESY 157

TOFSH—N—BETESRTI . FALTWVWE Web IJS9—IcBRASNAEREBCERCTEEIYY —IL
HPHBEL T, IV —ILid, A—HY—IBIETHEET DD, I——RBixNBr 35 7O0F > —N—0DER I
BRECEDICHKELET,

T7AT7 04— ILER

BEIVY I ZzHESESZHE. REEGOLHICR—F443 ZRAVTVWARHERHD ET, VYV —ILAZHEH
LT, — MM LEGEEZT I TIET, BEWR— FOFMICOVWTIR. NEZER— ~OER) Z28BLTET
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops-service/install-configure/resource-location/cc-scale-and-size.html
https://docs.citrix.com/ja-jp/citrix-cloud/overview/secure-deployment-guide-for-the-citrix-cloud-platform.html#encryption-and-key-management
https://citrix.cloud.com/
https://docs.citrix.com/ja-jp/citrix-cloud/overview/secure-deployment-guide-for-the-citrix-cloud-platform.html#inbound-and-outbound-ports-configuration

Citrix Cloud

Lo

d>Y—ILiEA

BEOVY )Lk Pendo #EALT. EBATS— . MKEEICEET 28M. —2OMEC Y —EXICEAT R
AHAHEVA%ERRLET, EEIAVY—IATPendo AV F Yo VYERRTESLS5ICTB78IC, Citrix Tl
7RLZhttps://citrix-cloud-content.customer.pendo.io/%ZFBTEZL3ICLTKL
=& 0,

UTFH—EXIF. Pendo O>5F > VaERRLET:

« Citrix Analytics
« Citrix DaaS
« Citrix Workspace

Pendo i&. Citrix B"BEEICO ST R —ERELUVYR— b —ERZRHTZ-DICERTEZIH—RNN—F1D
77Oy HTY, S50y 70ty omeh—8IC DLW TIE. TSub-Processors for Citrix Cloud &
Support Services and Citrix Affiliates; #&2BLTLE3 L,

TyLa YR LTI

EEEH Citrix Cloud iIcH 1 1> Lk, 24BRAMEBTZ . EEIAVY -ty a1 LTI RLE
T CORALTIREI. AV —ILTIT1ETADEEICHDDESTRELET,

CitrixCloud "D S 1t > XY —N—D%EF

YT ZAEBEOERRAZERT ZOIC. 7> FL 2 X0 Citrix St > X4 —/N\—% Citrix Cloud I2%& 2
TREE. ROTRLAZFERTEZ e xBBLET:

o https://trust.citrixnetworkapi.net (A—RERETZHED)

o https://trust.citrixworkspacesapi.net/ (SAEYAF—N—NEEINATVWBRIL
ZHRT 21%58)

o https://cis.citrix.com (F—4%7v7O—R73HEA)

» https://core-eastus-release-a.citrixworkspacesapi.net

» https://core.citrixworkspacesapi.net

« ocsp.digicert.com port 80

« crl3.digicert.com port 80

« crl4.digicert.com port 80

« ocsp.entrust.net port 80

« crl.entrust.net port 80
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https://www.citrix.com/buy/licensing/subprocessor-list.html
https://www.citrix.com/buy/licensing/subprocessor-list.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-license-usage.html
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Citrix S/ Y XY —N—IZ7OF > —N—%2FEALTVWBIHE. TOFIF—N—DS1EIIF—N-FK
FaArbo IT7OFSH—N—0EHI OHRBESDICHEEINTVWE I zMEBLET,

Citrix Cloud Connector

Citrix Cloud Connectorif. Microsoft Windows #—N\—TEfT3hzH—EXtY b 2EBETZVY I U7
Nwr—IT9, Cloud Connector 27K X b g3 <> ik, Citrix Cloud TERTZ) Y —INEETEIRY LD
—JWICH D £9, Cloud Connector & Citrix Cloud IZ3E6 L. HEBICHLCTY Y — A2 RESLUBETSC
EHTEET,

Cloud Connector #1 > X b =L T B3 F=DICHBEBEREZFHFICDOVTIX. TORXTLEHS) #BBLTILEIV, BEIC
I&. Cloud Connector #’R— bk 443 ZFAL THIETIHVELRHBD £T, 1 VX b—ILE. FAINTWS Citrix
Cloud —E XIS LT, Cloud Connector IC7 7 REBHEAEBMENBBEENHD T,

Cloud Connector #7h X kg3 <> icld. CitrixCloud E DRELfcRY hT—VBHENAURETE, Ry hT—
aVR—2%Y M. HTTPS . REIBBEM TR Web V7 vy rEHR— ML TWARELRDBD FT, Ry +T
—JAVR=R VR TEALTIIDEREINTUVBIBA. REIF2HDLDELITIMRELNHD XY,

Cloud Connector ¢ Citrix Cloud £ 0#E&0OMEE ST a—T 1 >o ¢ 3ICiE. Cloud Connector #4t
MFIvII—FTo VT &FERALTLEIV, ZDA—F«)F i Cloud Connector ¥ > T—EDF T v
2 %%f7L. CitrixCloud £ BEEH —E XTI RAETHZ e xBERLET, RETIOF Y —N—%FEH
LTWBBE. IRTOEHRF v 23 7OF > —N—NLThoRrUVIINET, A—FTaUT1Z2dT>
O— kg 3iciF. Citrix 78— b ® Knowledge Center TCTX26033728B L T 723 L,

Cloud Connector O—fgMyaH —E R EHEM

TFT=REIR=DEA =2y FADEGKICHERDIX. REFEHDDICR—F 443 #FH<C T, =70,
A=y bOTAF I —N—FET 7170 +—IILOFIREIHIIRIETIRIET ZICI1E. BINOEBHRHAHNRET
9o 5L <IF. Cloud Connector 7O 774 70— I)LDER) #BBLTLLIETL,

H—EXEBYICIRIEL. HEITBICIE. CORBOZTZRLADFAAETHZIUELRHD £9, RO—ETIZ.
1T AL D Citrix Cloud —EXICHBLAETRLXEZRTLET:

« https://*.citrixworkspacesapi.net (4—EXHEMT 3 Citrix Cloud APl A7 ot
AERMHLET)

o https://*.cloud.com (CitrixCloud 1 > 1> 1> =T 21 ANDT I A E=RHLE£T)

« https://*.blob.core.windows.net (Citrix Cloud Connector ® E#i %= 1&# 9 % Azure
Blob Storage A7 otz 2 ERHELET)

« https://*.servicebus.windows.net (A& &V Active Directory T— x> MMCERT
N3 Azure Service BUs AND 7 U R ERMHLET)

Citrix Cloud 4 —EXIZEBIHTH O, IP 7L AIEBHHICEEIN S 7D, CNHDTRLRAERXIYBEL
TOHRBEEINET,
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https://docs.citrix.com/ja-jp/licensing/current-release/license-server-getting-started.html#step-5-configure-a-proxy-server
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#system-requirements
https://support.citrix.com/article/CTX260337
https://support.citrix.com/article/CTX260337
https://support.citrix.com/article/CTX260337
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/proxy-firewall-configuration.html

Citrix Cloud

RIANTZO9TF4 R LT IN—TFRIS—%FERLTINSOT7RLRAZEBRLTERLE T, 7. AETHE
BYBU—ERICEATES7FLRADAHZEHL TIET L,

YT ABROEFRERTT B1-oIC Citrix 51t > X —/N\—T Citrix Cloud 2B L TWVW3HEE. BMT
BB T R L XICE L T, A32F 0 ICitrixCloud AOSA > XY —N—D&iF #8B LTIV,

Cloud Connector TeFRI LT % FQDN

BEBRINTOTLEBHM R AT >E (FQDN) 774 70— ILZ2BBTE 3L 5109 37oIl. Citrix iZxD U
V-2RZERHBELTVET,

+ allowlist.json
« CTX270584: Citrix Gateway Service -Points of Presence (PoPs)

T7AT7 04— BRI ChoOEADOUY—XZ25RBL T, Y —EXDORMICHER FQDN H5FrI &
NTVBIEZEMBLTIET L,

O—AILFRIbFvyyvoa @AAKY—-ER) Ix72TO—-AILFIEFvyvoa (LHC) %4
Ad235B8IE ARIIDPVY —XOBHRICHZIMOIARTOIARIZOBEEIY RRA>YMZTY
LERXATEBCZBRBL TSIV, BHI VYRRV EFREER—-—F80 LICHD, ROURLZEL T
7O+ XTE FF: http://<FQDN_OF_PEER_CONNECTOR>/Citrix/CdsController/
ISecondaryBrokerElection,

AXTAD DT RLATEETIHEWVWES., LHC ARy rRICEHO T O—H—IEE I, RET7TVETRY
by T OREDEIGHICKK T ZRIREMLH D £9, sEL < I TV —2XDEFFRIC Cloud Connector h'#E#kiE7E
IT355] BBRBLTIEIL,

THEATT4 TR TR T TREEY —EXAD#ELIC Cloud Connector 2 AT 3BE1Ek. 74 TT70 TR
A YRRV RAICFHLTI- R X1 > F1:13 URL A Citrix Cloud Connector O 7 7t X # e § 3HERH D
9, freziE. https://aauth.xyz.comz#FaLET, #HL I 74T 71 T8 #8BLTLE

:_k L\O

Allowlist.json allowlist.json 7 7 JLidhttps://fqdnallowlistsa.blob.core.windows.net/fgdnallowl
ist-commercial/allowlist.jsonic#& b. Cloud Connector 722525 FQDNMRURX FINTLET, ZD
—BRERICITINL—THEINTED. —BORICFQDN &I I —ToEEOTbEHINTVE T,

5@ FQDN o—&id. BERICEEDHDOTHD, AN > THEN T FL—bINcEzI> 3 >hHBD
9, INsoTry7IL—rhInitoTarid. FRTIRNICEBOBEICEIRIZIMBENHDE£T, 7L X
&, <CUSTOMER_ID>.xendesktop.netniFa. <CUSTOMER_ID>% Citrix Cloud 717> DR
DEFIDICBEZMZAFT, BEEIDIF. XOOAVY—ILOBHRICHD £T:
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html
https://fqdnallowlistsa.blob.core.windows.net/fqdnallowlist-commercial/allowlist.json
https://support.citrix.com/article/CTX270584/citrix-gateway-service-pointsofpresence-pops
https://docs.citrix.com/ja-jp/citrix-daas/manage-deployment/local-host-cache.html#resource-locations-with-multiple-cloud-connectors
https://docs.citrix.com/ja-jp/citrix-daas/manage-deployment/local-host-cache.html#resource-locations-with-multiple-cloud-connectors
https://docs.citrix.com/ja-jp/adaptive-authentication/configure-the-adaptive-authentication-service#prerequisites
https://fqdnallowlistsa.blob.core.windows.net/fqdnallowlist-commercial/allowlist.json
https://fqdnallowlistsa.blob.core.windows.net/fqdnallowlist-commercial/allowlist.json

Citrix Cloud

- BEOALR. CitrixCloud 7HU > FOBEEZD T,

Cifrix

CCID: example

i 17 112 &5

Library Offerings Resource Locations Domains

{ Editor Add New ) Add New

o [7HYY FEE] R—, Citrix Cloud 0kEZE ID (CCID) O,

= cifnx

“ Accoun‘t Set’ti ngs Example Corporation
Organization ID: 50086064

Account Settings

| Companyaccount Company account Change Customer
Notifications
Citrix Cloud Customer Name John Walker
My Profile Example Corporation &7 jehn.walker@example.com
My profile
Orders
Organization ID Customer ID Sign Out
50086964 example
English (US)

e [EFaT703a47 20 27 (IDBLUVT7IEREE] > [API 712 X] > [€FaT70514T7 > ko

“ |dentity and Access Management

Authentication Al:lmlni-stramr{ APl Access Domains Recovery
Secure Clients Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs.

Learn more about the APIls.
To use a secure client in ﬂL‘erllq;.ld Connector install or to access
Citrix Cloud APls. usd example hs the customer ID parameter,

Mame your Secure Cliant Create Client
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F—bDzAH—ERORA>Y AT TLE >R allowlist.json 7 7 1 JLIC& £115 FQDN o — 2B i
CTX270584: Citrix Gateway Service -Points of Presence (PoPs)icb&FnTWE T, 775 L. CTX270584
IZIE. 95147 D T7I0ERT2RDES5H FQDN B EEFNET:

+ global-s.g.nssvc.net
+ azure-s.g.nssvc.net

SERAE DIREE

Cloud Connector #'i@f£3 % Cloud Connector N FUBLUVIVRERAVME VI FIZTDA VI =)L
BEICHREE S N7 X.509 sEBAZ TREINTVLWET, NS DIFBAEZE /I T 31ClE. & Cloud Connector v >
PREEDEFZB L L TVWARELRHD EFT, CNSOEHEFEDH—BIZDWVWTIE. TREAZDOEEEHF] Z8HR
LTS,

SSL 85 S{LAERR

—ZoFOF+> T SSLESkERZAEMICT 3 2. Cloud Connector #* Citrix Cloud ICEEEICEGTI AR ARS
AREMDBD £, CORMBEDOFRICDOWVWTEEL CIE. CTX221535%Z 8B L TLEEL,

257 RY—E 2B Citrix Connector Appliance

Connector Applianceld. NA/N—NAH—ICBRATE3 7754047 TY, Connector Appliance ZX
FBNANN—NAH—F, Citrix Cloud TEHTZ VY —IBEETZI*Y hT—IRICHD £, Connector
Appliance & Citrix Cloud IZ##4i L. BBICHLTUY — 2= BRESLIVERTZI N TI XD,

Connector Appliance Z#4 > X b =L BT DICHBAREHICOVTIE. TOXTLEH] ZBRLTILETL,

BEICIR. R— M 443 ZERAL TRIETIVENHDET, L. 12—y bOTOFSH—N—Fi3T7
170 —ILOFIRLH BIRIFETRIET B ICIF. BMOBREANHBETY,

Citrix Cloud 4 —E X & BENICIRELEET 3ICIE. UTOT7 RLADFIRATEZHRELRHD £7°:
o https://*.cloud.com
« https://*.citrixworkspacesapi.net
o« https://*.citrixnetworkapi.net
« https://*x.*x.nssvc.net
FTRTOYTRXA U ZBHICTIBRVERIZ. RDDICROT L AZERATIET

- https://*.g.nssvc.net
- https://*.c.nssvc.net
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https://support.citrix.com/article/CTX270584/citrix-gateway-service-pointsofpresence-pops
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#certificate-validation-requirements
https://support.citrix.com/article/CTX221535
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#system-requirements

Citrix Cloud

« https://*.servicebus.windows.net
« https://iwsprodeastusuniconacr.azurecr.io

» https://iwsprodeastusuniconacr.eastus.data.azurecr.io

v b= 0EH

Connector Appliance IBIEOEBRNUTOEH ZH R L TWB I BB L £7:

o« 2w kT —=21z& b, Connector Appliance & DHCP R L CT. DNS& XU NTP 4+—/N—{ IP 7KL
A KRR MR, BLURXAVBZERETEFEY, F7ld. Connector Appliance >V —ILTxy b7 —
VEREZFHNTRET B LHTETET

e« Z M xw k7 — %I Connector Appliance IC & » TR W ICFE A T 15 169.254.0.1/24.
169.254.64.0/18. #7:14169.254.192.0/18 t WS U > o O—AIL IPEEEERT 3L SIIFEBHINT
WEtA,

o NIN=NAH—=oOyIPBEERE (UTC) ICREIN. 21 LY —N—CREETNSH. DHCP A NTP
#—N\—15#H,% Connector Appliance IR L £ 7,

+ Connector Appliance T7OF > 2FERAT 3HE. TOF VIR INTULAL, F@ERRINERS
NTWBRELBHD FT,

Citrix Analytics Service DizZ#i%

s HIKEECEERIZI 2 r—>aVvESCHRAXvE—YDFE: https://citrix-cloud-
content.customer.pendo.io/
o BINEM: FiREH

H—EZANDT—E2Y —ROFVHR— R (BBHEE) ICOVWTHELIG T R- 37—V —21 28RLT
<TEEL,

Application Delivery Management # — £ X DiZ4i1E

TEBA VA -3y MEREMHICDOWTIE. NetScaler 8 R+ aX> MMZ®HB MSupported ports) #88BL T
<IEELY,

Citrix DaaS —tE X 0izs:4

Citrix Vv —2»gFr/Cloud Connector:

« Cloud Connector d—fgiy%aH — E X424
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#set-the-network-configuration-by-using-the-connector-appliance-console
https://docs.citrix.com/ja-jp/performance-analytics.html#prerequisites
https://docs.citrix.com/ja-jp/performance-analytics/data-sources.html#supported-data-sources
https://docs.netscaler.com/ja-jp/citrix-application-delivery-management-service/system-requirements.html#supported-ports
https://docs.citrix.com/ja-jp/citrix-cloud/overview/requirements/internet-connectivity-requirements#cloud-connector-common-service-connectivity-requirements

Citrix Cloud

o« https://[customerid].xendesktop.net, T@[customerid]if. Citrix Cloud &
aA>V—=ILo [tXa705047> 0] 27 (IDELVT7I/EXEE] > [API 7€ X] > [t£a705
A7 R]) ICRRINBZEEID NS A—42—T79,

- Citrix Virtual Apps Essentials ZfH L TW3ERIX. Kb DIichttps://*.xendesktop.
netzERTIHNENHD £,

+ [Quick Deploy] B LT CitrixDaaS £ > X b—IL 9 2 HFHKIF. ROBIMT KL X ZELEATEEIC L
THELBEDNHD T
- https://*.apps.cloud.com
- AzureCloud #—E=2 %%

« https://*.x.nssvc.net

- TRTOYTRXAVZEHITIRVERIZ. RDODICROTRLREFRATEET:
* https://*.g.nssvc.net
* https://*.c.nssvc.net

Cloud Connector Bty —E R L BET B HEDEEICD LTI, Citrix Tech Zone @ Web 41 ~ic# 3 TCitrix
DaaS o) #8BL TSIV,

BRIV —IL:

o https://*.citrixworkspacesapi.net (Rendezvous 70Ok JJLICIERDEH D £HA)

o https://*.citrixnetworkapi.net (Rendezvous 7O FJJLICIFHEH D FHA)

« https://*.cloud.com (Rendezvous 7Ok JJLICIZNEDH D FHA)

o https://[customerid].xendesktop.net, Zd[customerid]i. Citrix Cloud &
AVY—LD [EFaT70353147> 0 27 (IDELVTI/EREE] > [API 7U€R] > [€%a2705
17> R]) ICRRTNBEEID NZX—42—T7,

- Citrix Virtual Apps Essentials ZfH L TW3EEIE. Kb bIichttps://*.xendesktop.
netzERITIHRENHDET,

o https://*.x.nssvc.net (Citrix DaaS Standard for Azure DIBEIEFE)

- IRNTOFTRAASVZEMCTIRVERIZ. RODICADTRLRAZFERATEET !
* https://*.g.nssvc.net
* https://*.c.nssvc.net

s MBAEPEERII2-/r—>avz2a8CHREAXYyE—J0BE: https://citrix-cloud-
content.customer.pendo.io/

Rendezvous 7O ~JJL
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i&. Citrix hxa2<v—t—E X (https://www.citrix.com/support/) (ZEW\W&H+ T OrglD ZRs2L T<
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CitrixCloud 7 ho > hrid@TeH?

CitrixCloud 7Aoo > T 12 F7#I13EH® Citrix Cloud Y —EXZFEALT. 7FV5r—> a3 er—4%%S
ICEETE £ 9, CitrixCloud 7H7 > MEEEZE ID Ik > THBISI M. OrglD ICBE&EIF 5N E T, OrglD IF485K
o Citrix Cloud BEE ID ICEEE[RITZ e TEETH, BEEIDIZL 2D 0rgID ICOAHBE[FTZ LA TEE
ER

HEENOrgID 2Ly b7y FLEAEICEDIWT, @4 Citrix Cloud 7Ho > h%EIRL. EL OrglD zEH
LTBALEBEOT7 IV ELRADEITTEDLSICTBRIENEETY, e xF. OrglD 1234 2FAL TWB =1t
D& EHEBFIH Virtual Apps and Desktops #4 > 7L 2 A TR L TWLW 3 A Citrix Cloud #5889 3 1214,
OrglD 1234 oEEEHD OrglD ICEEMIT SN Citrix FAT Y bOB A >+ VEBBRELIIA—ITRLR%E
R LT. 20 OrglD T Citrix Cloud NOFHEEZRNTI £9, st CitrixDaaSH IR T3 v ZEA
TR ERELEE. OrglD 1234 TEXEELKBETI 7,
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BE:

BED Citrix AT Y M7 o€RTE321—H—p\ 20 Citrix 7AT > ~D OrgID ICEER TSN TV S
CitrixCloud 7AD Y MCEEBIMIC TV ERXTEZLSICAZDITTIEH D £ A, 21— —4 Citrix Cloud
T IERTEBRLS5ICAD L. H—ERICKEBZRIFTAIAEMELH S0, CitrixCloud 7HD > MMZTY
TRTB31—H—%2BEITBZCHEETY,

OrgID Citrix Cloud

(Organization ID) accou I'lt

Citrix.com account. This is where you
can download traditional on-premises
licenses

You will need to place orders against
the same OrglD for Citrix Cloud
subscriptions for this account

OrglD that you use to
place orders against

ZERR:

Citrix Cloud 7h 7> b EZLIFEDTDHIC. CitriX TR IR TOEZEHNSERRT (MFA) ICBETI3HENRHD
F9, BRICBERDBDIX. CitrixSSO BEDRBET TUHA YA b—ILEdnfcy AV —F—PENTILTNA
2ABEDTNARADHZHTY, BT TV EEZ-TNA REFEATERVESIE. RDODICA=ILT7RLREZFEAT
I

ZERDEICELERLTVWAVERI. Citrix 7AY Y FOBRIBRTY 1> 1> 33 EFIC Citrix N 5FR T 3
E5KROENET. BHREFIRICOVWTIZ. CORED IFIE2: LERTELZRET 21 2BRL TSIV,

FE 1: Citrix Cloud Web 1 ~C7otEXT3

1. Web 754 —%ERAL T, https://onboarding.cloud.comiZ7 o€ XL %7,

2. [7HAY Y bR ZERLEY,
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Create a Citrix Cloud account

Create a Citrix Cloud account with your existing Citrix account credentials, or sign up for a Citrix account to get started. If your
organization already has a Citrix Cloud account, please contact your Citrix administrator to add you to the account.

Sign up

Call or chat with a customer service representative to
sign up for a Citrix account.

% Contact customer service

3. A—H—BENXT—REZANHTBH. Citrix.com ZHT > FMIEEMITENTWBX—ILFRLIE/NX
J—REANHDLET,

TAYY CHBRICERPOSRE

Citrix Cloud

already in use

currently has a account. If you want to
join and become an admin on this account, contact an
existing admin to approve you.

Once you are approved, you'll need to sign in at

B o Citrix Cloud 7Ho Y bR T TICEARTHZ L WLWS Xy —SARESINLIES. FIATO Citrix 7AHD
viopoEEEM, CitrixCloud 7HU Y F2ERBEATHZ L 2BKRLET, COTHTVMITIERT
31ClEF. T TICCtriXx FHAD Y FDAYN—TH->TH. BEOEEENSEBEL LTHEINZIHBELNHD £
ER

CitrixCloud 7ho > b TlE. BEERY—EXZLDOFMCBETE 570, CitrixCloud 7Ao > FEERT
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IRVOEEEIZ. MOBEENRICCtrix THTY FOXIYN—TH > THETRHNICT 7L RIEZ NS5 T I2HED
HHET,

CitrixCloud 7Ho Y bADOBMOBEFEEV VIR T BICIE. [RBOUIIRN] #BIRLET, 7HUV LD
BEOTARTOEEEIF. X—ITUIIR OBNEZZITED £9, BEOEEELESEHEN-BSIL. Citrix
HR—MMIHBBVEHDELET L

FRDOVI IR M EZITH-EEER. MERDEEEZBFI 251 OFIETEEEZEEEL L TBRHLET,

COBBA—NEZITW>THSE, [HaA>r2] 20Uy o L THEFEZERELET, 7705 —pB< . Citrix
Cloud »r5. Wx7—Rr%##EHKL T CitrixCloud 7AD > M1V 10T 3&5KROBENET,

FlE2: ZERBAZREI S

SBERTBEICEFELTVAWVES, Y121V T 301ICEET 5K 5 Citrix Cloud hskdvsnxd, BE7 SV
(#R) FHEX—ILTRLREZEBLTEZERRLICERIZCEBIRTEET,

pE

« Citrix Cloud ##T MFA 22 ETZ 3 Dl Citrix ID 7ONA X —DEBEEDHTT, Azure AD %
A L T Citrix Cloud B1BE %5129 5548, Azure R—ZJ)LZFRALTMFA #BHTI £, 2L
<&, Microsoft Web #-r k@ TAzure AD Multi-Factor Authentication DRE%*#EM T 31 228
LTLRSE W,

« Ly Ty I 7OLRBET TS L. Citrix Cloud TEAHFIET 2 IR TORERAMBICK LT MFAD
FRINET, ty b7y 77O0CRORETRICMFAZEMICTEZCLIFTETEFEA

¢« BRETEBRTNARIELDEITTYE, HEDBRDTNA X%EFEFET S . Citrix Cloud IFIRED TN
1 ABFZHBRL. ILWTNARICESHRRIFT, FLE TFFATUMFAXY Y REEIET 3]
ZBRLTIETL,

ulun[Eﬁ/ft L,'CUDX—)I/

Rk 7 7V =2 EAL T Citrix Cloud IC7 72 XTI HVIFEIF. X—ILZERA L7 MFA BMERIGRBEFE T,
FLA—LTFRLAANDTIEIANRETHB L 2RI 51cHODFHEEZHE LB e 2@ BEBOHLET,

MFA oZ£14

BET U EFERALTCMFAZ Y b7y 7T 3IC1E. AR— b T3V RTFRU My FAVEa—2—REDTNA
RIS FER=ZD T HA L NZAT— RIREICENTEZT7 TV A VA S—ILTIRELRHD FT, BERLTWL
BTNARZEL>TIEF QROA—RZRF VYV ITRIEDICTTIDNTNARDAXRSIZT VAT ZRENHD £,
FNA RCHXSHEHFINTOAWESIE. Citrix Cloud MEMT 3 F—EANNTEET,

A=ILT7RLRZEALTMFAZEY b7y FT3IC1E. ROBHZFBILIA—IT RLAZFERTI2HENHD
Y9,
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Citrix Cloud

e COX—ITRLRIE Citrix 7THUY MIERALTWEX—IILT7RLIEIBERED Y,
o X=ILTRLZRIF Citrix hSHBA—ILERETBHICTIVERATESZTFLZATY,

ﬁgiwuu.l—f L‘_’ﬂx‘ﬁ? BiclE

1. ZERFE (MFA) ICERTBESKROSNS. [STCER] £2BIRLET,

Enroll in multifactor authentication

Signing in 1o Citnix Clowd requires multifactor authentication to keep
YO accoL nl secure

Enroll Now

Learn more about multifactor authentication

2. 7OV T ERREFEINTISE. X=ILTELREZEANAL. [X—ILDEE] &KL F 9, Citrix Cloud 1 5.
BRO—RHRBEHINX—IILDEEINET,

3. A= SRRBIA—RE Citrix 7THTY bONRT—RENADLET, [BRBLTHIT] 22Uy I LET,
4. SBEEAFEE LT, BT TV AT A— I 2ERAI I D ZERLEY,

5 7 7V] Z#RLIHBEIE. UTO7 023> z2RTLET,

a) MEF7F7ITQRI—KRERF vy I 3h. F—EFETANHNLE T, BE7 7 Citrix Cloud o T
YhUERRL. 6MOO—REERLET,
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Set up an authenticator app

Download an authenticator app

1. Go to your phone's app store.
2. Search for "authenticator App.”

3. Download an app of your choosing.

Scan the QR code

From your authenticator app, scan the QR below. If you can not scan the QR code, use the key to
enter manually.

0R code Key

Verify your authenticator app

Your authenticator app will generate a 6-digit code. Please copy the code below.

iter G- IBTL Var ification code

b) [ReE7 7)) %2mRT 3] TRAT IUDI—REANALT [O—RERBT 3] 2ERLET,
6. DR~ BIRFAE] 20U v o LET,

7. (BIHAOEEESZEMT 3] ZERL T, Citrix Y R— r D1 —DFEABERO-DICEE TS 318IHA
DEFEESEZANNLEY, BEEFOEZFESZFEAIZ 28O LEY, BT LS. [ERAOEREE
SERF] 20y ILES,

8. [Next] Z#ERLE T,

9. [(EIHADEEES#EMYT 3] ZFERL T, CitrixCloud TERATIX—ILTRLRLIZERZ 7V RH
BBBEX—ILT7RLRZANNDLET, Citrix 3. COT7RLRAZERALT. A—F—ORABRO D DR D
—RZERELET,
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AMDOX=IL 7 RLZDBWHEEIF. EIBROXA—IL 7R LIBBRWMEE:] ZBIRL T, KbDICNvIT7y
TA-FDOUVRMZERLET, Ny I Ty TI-RIBERLP TS, EBHTEEEA. CDFT T3
YEBRLIBEIR. J-RZ24dUYO0—-FL. BELRESICTIVERATERHMICRELE Y,

10. [5E7] ZZBRLTBRZZTLET,

kI Citrix Cloud BIBEDOBRIERTH 1 1> 3B . Citrix Cloud 1332R L 7= MFA O AED SRR I— RO
ANTEBRLET,

a

Enter the verification code Provided by your
authenticator app.

Don't have your authenticator app?

MFA 0E 8%z EET 3

TNRAREZEET 3. HOSERTBIOHAEICTIDER S, FRIFEERZEZEHITBZHECOVTE. UTORSE
ZBRLTET W,

o 734U MFAXY v RZEETS
« MFAD®EIRF#%=EET S

FIE 3: OrgID 83 %

Citrix Cloud ofER %R Y 356, OrglD ZHRL 9,

TAD>Y D OrglD HEICERT S OrglD e —HLTVWBZ e ZRBLTLIET W, CitrixCloud o XUy +O
120 —EXZHALTHOBATSHE. RALTAVY FEFRATESO. FSATILTERLIEIANTOD
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Citrix Cloud

BRENBABDBRRSINBZ L TY, 2&DO. ELWVWOrgID TS 7ILZzHKRT B 3. BAKROFEZE< C

CICBRDET,

OrgID i, BEOYY —ILORDBRICKRRINET:

s BERBOTOAZa—; BLEBICHZEEEZI VY I LT XZa—ZRTFLET,

Acme Worldwide ~
Customer ID: acme .

Acme Worldwide
Organization 1D: 50986064

Account Settings

Administrator
admin@citrix.com

My profile
Sign Qut

English (US)

c [THOUYVIRE] R—=P, BEXZa—N"5 [FHIUYRERE] Z#RLET,
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Acme Worldwide

E C['Tl')( ! o Customer IDx acme

Acme Worldwide

Organization I0: 50986964

«  Account Settings

Account Settings

Account Info My Profile  Orders

Organization 1D (OrglID)

50986964 Administrator
admin@citrix.com
- My profile
Citrix Cloud Customer Name Y
Acme Worldwide
Sign Out
Address
English (US)

4980 Great America Pkwy

Santa Clara CA 950541200

UsSA

Citrix Cloud Customer ID (CCID)

acme

RDOFIE

FOR—RE. UTORZAVICEC e TEE T,

s BEEELIZT—IAR—RA—H—%FET37HDID TONA 4 —=ZEBMLET,

o CitrixCloud 7ho >y MMIEEEZEBML 79, OEEEND Citrix.com @ Citrix 7AD Y M7 IR
TE3ZHETDH. TNH50EREE% CitrixCloud 7AHD > MIBIMTZHRENH S L ISFREL TSI L,

o Cloud H—EZD LA T7ILEBRLET, FFA1TIII BELEFVTLIADAI VIS A NS IF v £z
WENXT Vv oo5oR, 77— 3>, Microsoft Active Directory TOF X FBICRF TN TULWE T,

IBINEER

o Citrix rL—=>%'": Fundamentals of Citrix Cloud
« YouTube o Citrix ¥+ >=xJL: Citrix Cloud Master Class

CitrixCloud 7 ho > bDRER

October 26, 2023

a—#H—iF. CitrixCloud 7H 7> FORERBERDENZZEDHBD ET, UTDLSBIBE. X—ILOEENNE
ICbFg:
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« RHRA Citrix Cloud icOgr > L TWiHh o7

e X—JL7RLREZEZTELT

o #LUWEEE% Citrix Cloud 12BN L 7o

« CitrixCloud otx 271> AFLOEH D=8, CitrixCloud 7ho > = BHEZRT ZHEND B,

S HBEM
BROEER D 5VWTTH?

THIY FOERIF—EZIDDARYETY, FA 21 VDOETICHERBINLD, VAV Y FTADEEZITS LV
ICHERINDTEIRHD FHEA, BEICEZEDNTONSZHE. Citrix 772 ALY R—- MIBBVEDELLE

T

TATY MCADFRENRELICDTIH?

WW2o PHYY FOBREROSNTABEWST, ZHY Y R ERFO Citrix Cloud 4 —E XICFREEHE
ColEWVWShITTIEHD FtH A, CitriXx BB ERDBREREICIRET ZHDFIEBO—ZRICT T Ao

BEA—ILZZELTVEEA, E53TNRELVTLELESH

ROFIEZRITLET:

1. ZHAD TCitrixy ORBX—ILEZE LA THRLTEITW, BRX—I)LOBEMIARIL 24 BE%ETT, #
LLEESEX—)L%& U H—F3ICid. CitrixCloud ICBEY1>1>LEd,. Thid. Webosr>Zric
1ERDTY,

2. FEMLAICBWVEE. 73N A—ZBREBELTLEIV, BEX—ILTIILEZ—0X=)LIL—ILICL > TA—
IWHRBAX =L T A LA —PHIREA T A T LT A INE—ICBE SN HBDET, 7717 T4
zHRLES,

3. Efes X=UTAIYRBELVWIEHBRLTLET W, BRBX—ILid. THUY bOT 71 L TRERE
TINTVBAX=ITRLRICEEINE T, BECDOX—ILT7 KL R Citrix Cloud ICER#WICER LT R
LR, 7l Citrix Cloud 7Ho Y MMCHBEFEINLEHEOT RL XTI,

4. LTFOHARTCitrix 7HT Y MIHA Y12V L. BBINTVEX—IL T RLIADEMNTHS =R L
7, [https://www.citrix.com/account] (https://www.citrix.com/account) X—JLHENRIFEIE.
X—)L7 RLZR%=EH L TH 5 Citrix Cloud ICBESF 1> LT HILLWEREX—ILERNIH—-LTLE
T, 3L <&, Citrix Support Knowledge Center ®CTX126336 % 7z1£CTX130452% 8B L T £
Lo

5. ZFNTHRRBA =P EHLIBVESIE. Citrix TR— MIBEL THR— M —XZRVTLLEIV, HEY
- & ([Partner Services Delivery] > [eLearning] > [Citrix Training] #£MR) ICDU\T. FHA%
AEDPBERIBEIFT—XZ2HAVWTHEF—LICTELLL TV, 7—XZRICIF. [Contact Us] ~—
2T [General Support] ZERL TLET L,
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X—LEERICAIN L TH Citrix Cloud icH 1 > 1 > TEHWHEEIE Citrix Web # k@ Mroubleshooting
login issues on Citrix websites) Z8B LTI,

Citrix #7R— MCEAE L T LTV,

CCTHEALTWAVLBEIREE L TWBIBEEIE. Citrix UR— MELLTHR— T —XZEVTLLET L,

Citrix Cloud N4

January 23,2024
1)y —2% Citrix Cloud IC¥&4t9 3 1Cid. BIRRTIRI2ZRBEAL. _ VY —XDBFR _ZERLET,

)Y —ZDBERICIE. FIBRBICO ST R —EXZREITIEDHICHNRER)Y —IADEEFNET, chsD)Y—2R
I&. CitrixCloud >V —ILTEREBLET, UV—RDFFRICEEFNS Y —Xik. #EALTWLW3 Citrix Cloud
—EXRBLUVHABEICRHITZT—ERICL>TERD £,

Y —ZXDBERZER T BICIE. RXANCOBREH 2 20aARIZEZA VA M—=I)ILLET, FALTWE ISV
R4 —E XL T, Cloud Connector % 7-I& Connector Appliance i, Citrix Cloud ¥ UV —X D& il
TREDICHETT, ARITZDERICOVWTEHLLIZ. UTOEEZSRL T LT

» Cloud Connector m#:#fz¥4H
« U577 RY—EZXA® Connector Appliance

)Y — D&

Y —22DFFRICEEND )Y —XIF. AL TW3 CitrixCloud Y —E R B L UFABICIRM T I —ERICL -
TERDFET, VY —RATEAZZATOOARVZNMERINE T, K¥DH—E X Citrix Cloud Connector
ZHALEFIN HEDHY—E X TIE Connector Appliance ¥ ET T,

Citrix Cloud Connector = fFET 3 H—E X

o Citrix DaaS (IB#F Citrix Virtual Apps and Desktops +—E X)) Tld. UV —XDBFRTT7 TV ET R
by FEARL. XPrAZOETOEY a =y F 359I Cloud Connector A% E T, Cloud
Connector " —E R BET 3 A2DBMBIC DWW T, Citrix Tech Zone @ TCitrix DaaS My %S
LTLET L,

« Citrix Daas$ Standard for Azure (|B#F Citrix Virtual Apps and Desktops Standard for Azure) <
i IILFEy g rh5 Citrix BRZX T3 Azure DIRIET RV Cy TE LUV T7 ) 27T 37
®® Cloud Connector A%ETY,
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Citrix

Cloud

Endpoint Management Tld. 77V ETNARORY S —%BEEBL. A—H—ICT7 TV EEET 570
IZ Cloud Connector "UE T,

Connector Appliance ZFB 354 —EX

Image Portability Service 3. TRTOTS Y b T A—LICEVWTAX—VRBHEICEETI34L5I1CL
£9, COMEEIE. AVTLIRDOUY —RDBFRENT VY I IZTITRAD)Y —ZXDIFZFREDE T X—
SHEBETZDIC®RIE 7, Citrix Virtual Apps and Desktops @ REST API % &R L T. Citrix Virtual
Apps and Desktops 1 FADOUY —ROEBEEZBEELTI X7,

Image Portability 77—+ 70—, Citrix Cloud 2B L TA> L I ROBFRAMSNT Vv II5D
RHETRONV T aVIcAX—CEBITLESETDE. MATNhET, 1 X—J2EFE L&, Image
Portability Service i&. 4 X—=J%NTV YO USTRY TRV T avIlEEL. RITOEEFEEZEL
79, B®#&MIC. Citrix Provisioning % 7#-i& Machine Creation Services i&. N7V w o oS RH TR
0T arTAXA=J& O a=Z>JLET,

s L <I&. TImage Portability Service; #8BLTLZE W,

Citrix Secure Private Access I & D BEERFS VIS >F Y VE— TOERA VT UYRE
ZE—OV)a—2aVIBFELEIVARVIVAZREHL, IVRY—IVROT7IERE#lZT5
MTEIT &7, ¥L <& TConnector Appliance Z{#EF L 7= Secure Private Access) 8RB LT ET L,

Connector Appliance R 3 7L Ea—EBREOT—EXDNIFNMIBEET SAEENHD £,

)Y — X DIGFR

Y —=ROBARIE. NTVYIIITTR, TIAR=KIFSUR, TIVFFT R E@T—2E24—DVT

nTh

2TH. WY —ZDH2GATHNRECICTHRETIEI, BICISUVRELR T2 2—ICUY—

Z2EFABLTVWAREA. UY—XIFEDZEHRD 9, Citrix Cloud TERT37-DICRIDIBFRICHEH T IHNEILH
D EHA.

BFROERIE. UTOBROREZRITZCHHD X!

Yy —

MAE L OB
TR DR
ROV EM
txalT«BY

A DIZPR D R

T—EH5EVERICUET ZUENHBZFAEL T TV —2 a0l FHOT—2E V2 —IC8Y)
DY —ADIGFREHEET B,
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e JO—NINA—H—D®HIZ. NTVYIIZTRIC2EBD)Y —XOBFAZEEBMNT 5. Ffld. TS5V F
74 ATROVY —ZADIGMEBRLT. TS 0FI—H—DPREICFATEZT7 V-3 v EEHET
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e MORY FT—=2ICTSICVY—ZXDBAAZEBML T, RESNLT VT —> 3>z T5, -
T. NSO U Y — X DIGFHZERET ZHER LMD )Y —RPHAEBICRTININBZHRTETET,

1Y) — 2 DIGFR DR

CitrixCloud 7ho > kiCid. BAS0 DUY —XDBEMRERETZENTEED,

a2 HIfR

Y —ZDBAICHID B T3 REFNS. ROFIRICENT Z2HELHD FT:

s RANFH: 64 XF
s AN TULALXF:

#oS0 % M &2+

hrol: [1. { }

N7 (])

MMebEs () eR&bES (>)

- R5wdartNvI2R5vy>a (/. \)

« CitrixCloud 7A 7> hHMERT BMDO ) Y —XDBFAOBFIE —HL TVLWAL (AXFE/NXFIRXF))

TSAR)D)Y —IXDIGFR

TZ14IUDI Y —RDOFRIF. KX+ >k Citrix Cloud BOREDBEIC TRHEEIND) LBETBZIY—X
DBFATT. 731XV DUY—ZADFICH S Cloud Connector p¥. I—H—pOJF > 7O 3=V I
EICERINET, 751471 CLTERLAEVUY —ZXDBMICIE. RXAIHTBE/NT +—< > 0B 4D
Hb@Nn7: Cloud Connector "HETY, Chickb. 2—H—& Citrix Cloud IC T < AF 4> TE £,

FHLLK 750V Y —XDBHROER] #8BL TSI W, (/en-us/citrix-cloud/citrix-cloud-
management/identity-access-management/primary-resource-locations.html)

Citrix Cloud Connector

November 30, 2023
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Citrix Cloud Connector (%, Citrix Cloud & )YV —XDigFF & DRDEEF ¥ =L & L THEET B Citrix IR
—RXV T EHLBRY NT—IORA VTS ANSVFvERZHBERTICITTRZERTEEXY, NIk
T.BEAVISRA NS OFv2ERBIZIFRPEITET, VY—XEBELALS, I—H—|CMEERHETZ
V—RIERTBEEHNTEET,

pE

Remote PowerShell SDK # Citrix Cloud Connector ¥ IcA YA b—IILLABEWVWTLEETWL, RALUY

—ZADBZBEARD R XA VEMBEAIDNCIFA VA N=ILTEET,

O SDKIOT>Y RLw k& Cloud Connector TIERTLAWZ &% Citrix TldsEHLET, Tl
SDK m#2fEic Cloud Connector IZE& LA WO T,
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3. XV VDRFIEETELETD,
4, ZDERBEDHAICKE > T, Cloud ConnectorV 7 bz 7ORHIN—avEzA VA M=ILLET,

RIVZERMD XA VICHEET S

14> X k—JL#. Cloud Connector #-RX b LTWBII UV ERDR XA VICBELEVWTLLEETW, BTIIY
ERDRXAVNIBMIEZHBELNHZBEIF. ROEZRVERTLET:
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Citrix Cloud

DY —ZDBEAH 5T o ZEBRLE T,

Cloud Connector V7 bz 7571 VA M=ILLZET,
REDORXAIDSISVOBMEMEL. YO VZMLVWRXA VICBESMIE T,
CDEEDHBBICRE > T, Cloud Connector V7 bz 7ORHN—Sa>vEA VI M=ILLET,

> wnd e

IJO—IUIIVICETREREIE

Cloud Connector # kX 33T VICid. —BEDSID x4 ID ARETY, “hickh. Citrix Cloud
BRIV —ZXDIBFAADIY Y Y ERRICBETEZLSICEDET, UY—XDEFROEHD T > T Cloud
Connector #27/KX kL. 70— V% FERT3BEEIF. XROFIEZRTLET:

1. EREBEBICELETII VYT L—h2EELET,

2. Cloud Connector ¥ LTERT 3% 0Y> 5O a=>JLET,

3. FHFEREFYAILYM VA M=ILE—REFBLT. <> viZ Cloud Connector #r > X b—JLL &
ERS

(#8%4101) Cloud Connector Y>> 57> FL—MIA YA R—ILTBILIFYR— I TLWEEA. Cloud
Connector 214> X b—JLL7=v > >%#ER T3 . Cloud Connector H—E XIFEFENT. ¥ i Citrix
Cloud IciEGETER<AD ET,

H—ERICEI B EREE

CDREDT VR M—ILFIETIE. EBRT 3 —E XICEEAE< Cloud Connector # BR9 %5 7O XICDWLWTEH
BAL £9,

Citrix DaaS A Cloud Connector # BB 9 31B&. IRV INELETEAD RX1 Q7o 71 T THD. Citrix
Cloud >V —ILT TkEAI HREINTLWAVWC L ZBBLE Y, CitrixDaaS Tw>>A2O0J 0ty 7y
THICKERADO KXV ZIBET D L. T7—HRETIHENHD 9, #L<IE CitrixDaaS®HGFERFa X2k
D M)y —20@ExEBMT 3H. Citrix Cloud TREBDRXA > ETIT 1 THT 31 #BRLTILET W,

MO —EXICEAT 2 ZTOMODEREBERICOVTIE. T—EXRORFa XY b E2SRL T,

FITAIL DY — DB

Citrix Cloud 7ho > MCU YV —RDBEIN % <. KX >iZ Cloud Connector =1 > X b—JL L7354, Citrix
Cloud ®MER T2 VY —ZADBEANT 7 AIL bDUY —XDFBFRICHED £T, THUY MIRETERTIA4IL LD
Y —220BRIE 1 DI T, BEICISL T Citrix Cloud TBMOUY —XDBARAEER L. D R X1 >
Cloud Connector #1 YR b—=)LF 3L FICVWT NI EZBIRTEET,

Fld. BAICOYY —IILTHRERYY —XDBREER L THS. RX- i Cloud Connector 21 > X k—JL
TBZrbHbTEFFY, CloudConnector 1 Y X b—5—ld. 1A b—JLHIC. BRERDY —IXDBEMERIRT S
ES5KROET,
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Citrix Cloud

1RSI0 TF4TA VA=)

FSTAHAHILAYRAN=5—1 V2 —T 14 X%EALT. Cloud Connector 24 >O0—RLAYXL=JT
FEJ, hET55HC. CitrixCloud B>V — I Tl 2FkI3EHOUY —XDEMR%ZER L T. Cloud
Connector # B 3 HEHLRHD Fd, VY —XADBFRICDODWVWTEHLL I TUY—XDIHFF] #8BLTLES
Lo

Y —RDGREERT B IC1E

1. Citrix Cloud Connector 2«1 > X b—ILTB3FEDT I VI, Windows BEEEZEL LTH1 V1Y LET,
2. https://citrix.cloud.comic 77X L T. BEETHIVMIYI1>1VLET,

3. CitrixCloud >V =T XA XZa—05 [VY—XDFF] ICBENT S, F@R—JEH0 [Y
V=D ICHB [REFTIIFREM] Z#RLET,

0

Resource Locations

| Edit or Add New |

4. [VY—Z2DFAT] R—=POLEICHB [+ VYV —RDIFFR] ZFIRL. DOOPTVEFHLWVWERITRELE T,
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Citrix Cloud

<~ Resource Locations

+ Resource Location (¢ Refresh All

Mew Resource Location Save Cancel

Citrix Cloud Connector V7 bz 704 o >O—R

1. EE93VYV—X0BFREEDIFT [+ Cloud Connectors] %:&RL £9,

New Resource Location

+ + 1 + +

Cloud Connectors Connector Appliances Gateway Gateway Connectors FAS Servers

2. BWEDs Y ROT [4o>O—R] &KL £9, cwecconnector.exe 7 71 I)LE ARIEZI> > OO—
AT 7AINDBERICFRELE T,
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Add a Cloud Connector

The Connector serves as a channel that authenticates and encrypts all communication between Citrix
Cloud and your resources.

e

Prerequisite Installation Guide
D] \ ‘ - L‘ | |
Deploy Download Insta Refresh
Deploy at least two Windows Copy the program file to Launch the file and enter Once the installation is
Server 2012 R2 or Windows your machines. your Citrix Cloud user complete, click Refresh.
Server 2016 machines to name and password.

your Active Directory.

Learn more about the Citrix Cloud Connector

Citrix Cloud Connector V7 9z 701> X b—)L

1. cwcconnector.exe 1 VX =S =TI EEV ) v I LT, [BEEX LTRIT] #BIRLET, 1TV

2 bh—5—3. BYIOEHEEFTvIERITLT, CitrixCloud ICIRTE3 c #HBLET,

2. (A7 3ay) BEBICIHLCT. [FOFP08H] 220y oLTraOxF>H—N—%EBMLEYd, 7OF>1E

BEEMTZLSKDENET,
. [y LTIy R b—IL] #2Uwo LT, CitrixCloud IcHr>1> LT,
4, Cloud Connector #4 >X b—JLLTHM T 3ICIE. T P —ROIETRICRVWET, 1V X =LA

3. 1YA =5 —IIBRERNEEGETF = v %R1TLT. Cloud Connector & Citrix Cloud D&

ZRIEEL £

5. Citrix Cloud Connector ¥ L THEBT3MOI VT, CNSDOFIEEEDRLET, IANZSDH B D,

)y —2D1EFFZ kic Cloud Connector # 2 DU LA VR b—ILT B2 HEHLET,

Citrix Cloud T, UV —XDEFRD [Connectors] ~X—iZ. #HL L > X k—JLL7= Cloud Connector #*

RRENET,
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New Resource Location

+ 1 + -

Connector Appliances Gateway Gateway Connectors FAS Servers

New Resource Location

2 + 1 + -

Cloud Connectors Connector Appliances Gateway Gateway Connectors FAS Servers

1> Z b=, CitrixCloud ® [ID BLUTI/ERERE] > [RXAV] ICHEBEDRXA VHERINES,
FHLCR. TIDBLVT7I7EREE] Z2BBLTIIET WL,

KEBRAA>DT O 71T

1)y —2D8Fr%ERL L. Citrix DaaS A® Cloud Connector ZEB L TW 331841, Citrix DaaS TEHRL TV
B3AD RXAYUBRTIF14TTHH, RMEALBAEINTUVWAEWVWI e EZBEE LTIV, CitrixDaaS Tw>>h
2Oty b7y THRICKEAD R XA VEIEET S, TS—HRETRIHEDHD £,

LI, CitrixDaaS&#@RFa x>y bd )Y —20fEEEEMT %0 . Citrix Cloud THRERDR X1 VET
D747 T 21 Z2BRERLTLIESTL,

EBMDY Y — DG = EK

Citrix Cloud BBO> Y =) TXZa—KRa> &Iy o L. [VY—XDFFR] ZRIRLFT,

[+ UY—XOBFR] 20Uy LT ERDDONZEFTZNILET,

[R7E] 20V w o LEF, CitrixCloud &, FiILWIY —XDBFHROZAILERRLET,

[Cloud Connector]. [#>O— K] olEico ) w2 LT, Cloud ConnectorV 7 bz 7EZANFLET,
BEHELEEIDYT AYAM—ILIF—FRERLEFITIVRSAY1> A =)L EFERAL T Cloud
Connector V7 bz 7%4 X —JLL £¥, Citrix Connector IZBESIT )Y —XDIBFrZRIRNT
BL5ICKOENFT,

ok wpn =
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Citrix Cloud

BEROBESLUBEEFEOVY —RDFATOI I =L

EHOBEETHYY FOBIBETH B1EE. Citrix Cloud 12, Cloud Connector ICREE [T 3RBER T H oY b %&&E
RIBZESBRLET,

BEETHIY MIERD )Y —ADBFAHMERICIFEETY %85, Citrix Connector ICEBEITD U Y — X DIBFI%EE
Re3EL3ICKRDENET,

ANYEZAAM VA=)

ALY MERIFBFA X =LY R— I TWVWET, 7=77L. ACA YA =5 —T&EDRLTIVI =)L
LEWTLETW, CitrixCloud a>V—ILo [UY—XDFFR] R—Ih5H LW Cloud Connector #4 >0
—RLET,

2

CitrixCloud TOAYY RSA Y ZFERLTA YA =)L BICIE. ROBRENNTTIHELNHD 7

« Citrix Cloud Connector -1 >~ X k—JL 93 CitrixCloud 7Hh7o > bDOREZEID, T ID iE. [ID H&T
TOEZAEE] @ [API 7UtR] 2T7DLEHICRTINET,

» Cloud Connector @1 > X b—JLICERAT 3 X a7 API 95147 bDISA4T7 R IDEY—0 Ly ko
NSDEERBRTBICIE. FTEFaT7I50T7Y M ERTIRENHBD T, /717D —
2Lw kick b, Citrix Cloud API AD 7 7 XD BYICFESNE T, EXaT70517 >V b 2ERT S
E. 94TV MM BRI 32— —CELCLARNILOBEEERTEEL £9, Cloud Connector & >
ZAR=ILTBICIE. FNT IO REREF OBEBEICL > TUERSNIcEF a7 IS4 7 b2 ERTIHNE
MNHDET, Chid. EDEFaT7ISATUMIBIINTIVLRAERDHZ e zEBHKLET,

+ Cloud Connector ICEEE[IFT5 )Y —ZADFBFHD ID, COEEEETSICIE. [UY—XDBFR] R—TD
Y —ZDGROEZRIOTICHS [ID] REVZFERLET, COBZEBELBEWVEE. T74)ILbDU Y —
ADIGARO ID BMERINET,

TFaTIIAT Y SDIERL

tXaT7IS14T7 Y b EERT Z5E. CitrixCloud IC&ED—BDISA 7> D=Ly bHERINET,
IRV RIAUD5 API ZHUETE SIS, TNSDEZIBET 2HEDNHD £,

1. CitrixCloud XxZa—n5. [ID $LV7 I/ RAEE] #FRL. XRIC [API 7012 R] #&RLFT,

2. [EFaT7 0347V N 2706 OZATY MORFENAL. [V9F1T7>2 FOER] Z#RLE T, £F
ATISATYRDISAT7YRIDEY—I Ly RERTNTRRINE T,

3. [4o>O—R] ZERLT. 95470 IDeo—2Ly hZCSV 77l LTHYYO—-R L. £274
BEICRELE T, £dk [IE-] ZBRLT. ThZNOEEZFHTRNELET, =TLES [HL3]
EERLTIAVY—ILICRDET,
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YR—FINTVBINTA—F—

TFaTISATULOEXRA) T OFMERRTBICIE. 1A M—F—ICJSONBR T 7ML ZRIET 2HE
BHODET, COTF7AIE. AYA—ILORTRICHIBRTZHBELHD T, BET7MILTHRE-FETATL
BEIIRDEEDTY:

+ customerName: %7E, [ID $&U 70X EHE] o CitrixCloud 2>V —IL® [API 7oER] R=
ICRTEINBEER 1D,

+ clientld: %78, BEEIMERTIZ3 X2 703517 ID T [API7OER] R=JIZHD T,

+ clientSecret: %E, X271 7 Y bHERTNIZRICH VY O—RTEZ X2 T7I51T7V 0>
—JLvbk, [API 701R] R—=JIZHD£T,

+ resourcelLocationld: #¥E, BEEDO U Y —ROBFRO—ED#EIF. Citrix Cloud >V —JLD [UY—
ZDFF] R—=I T IDAREZUEBRLTIYY —ZXDBAO ID ZBBL X T, EZEELBWVHES. Citrix
Cloud E7H7>Y FADORIMD Y —ZDBFHRO ID ZEAL F9,

+ acceptTermsOfService: %A, true ICRETIHELNHD 7,

YT T 7L
{
"customerName": "\xCustomerID\*x",
"clientId": "\*ClientID\x*",
"clientSecret": "\xClientSecret\x",
"resourcelLocationId": "\*ResourcelLocationId\x*",
"acceptTermsOfService": "true"
}

<!--NeedCopy-->

HUFIIRUR

ROV RIZ. JSON #7771 )L=#ERL T Cloud Connector V7 bz 7%2H ALY E—RTAIVIX b
—JLLEY,

CWCConnector.exe /q /ParametersFilePath:c:\cwcconnector_install_params.
json
<!--NeedCopy-->

[QEFERLTHYALY M YR b—ILEEELET,

IS—HHEELBESICHEMEDODHZ TS —I1— REHANBICIE. TStart [Wait CWCConnector.exe /[Parame-
tersFilePath:value; ZEFRL £9, 1V X =L THIK IZENARXHDZ=XLTH3 lecho %ErrorLevel%!;
ZFEHATETXT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110



Citrix Cloud

pE
INSGRX—B—%FERALIISAT7RIDEISATYRY—TLy FDEEEIFYR—bIhABELAED LT,
BE1 X M—=ILICIZBR 7 7T IV 2 EBIT2REBLHD 9,

RDFI|E

1. Citrix Cloud Connector OE#H R 2 a—IL%HRBEL £, Citrix Cloud Connector 0E#H & BEFfi R~
21— I)LOERBICDOWTIE. FConnector 0&EH) #BBLTLLEIL,

2. DU RR—AFBEEZRTZ7HO ID 7ONAE—%2RELE T, [IDBLVTFI/EXEE] VY —
LT, T 7+ ko Citrix ID 70O/ 4 —% Active Directory %@ ID 7ONA A —ICEETI£9, 5%
L <& TlActive Directory % Citrix Cloud IZ##4t9 2 IC1d1 #BBLTLLLETW,

AVRAM—IIEEOSZ TN a—FTa 2y

COtEIIarTIH IVAM—IHRICEETZ2TEEDHIBEEZME L VBET IV DHDHEICDVWTEH
L<HBALET, TR F—IBED ST a—Fa0 > FIC2WTEEL &, ICitrix Cloud Connector k57
Woa—FTa4>0HA K] #ZBBLTLLETL,

1R =)LOd

FATREOI T 7AIINERIICARBZZET, A VA M—ILEICRELIEREDO STV a—T VT %175 C
ENTEET,

AYRAM=IFICHEELTEARY MiE. Windows TR hE 2 —7—CTHETE X3, %LOCALAPP-
DATA%\Temp)\CitrixLogs\CloudServicesSetup ic#% % Cloud Connector 01 > X b—J/LOJ %2 RT3
CHTEET,

Fiz. 1 ¥R k=L IZ%ProgramData%)\Citrix\WorkspaceCloud\InstallLogs it O/ A BN & h &
ED

®Brya—F

AYRA=ITOEROENELIFERBUCIGL T, ROKTI—FHRINB IR HDET:

e 1603-FHLAWIS—DRELELL
o« 2-HIREHF v IPRERTLE:
e 0-MI YR L=ILBERICRTLEL
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Citrix Cloud

AVAL—=ILITS—

AV =5—%4TI)Lo w4 LTCitrix Cloud Connector V7 b9z 7% A YA =JLT B, ROIS—X
v —UDRRRINBZBEDHD £7:

Can't reach this page.

CDOIS—Ik. BEZHrLTvw>vicas 1> LTCitrix Cloud Connector #1 VX =L BFETHRET
22ehHBDET, COTT—%EETBICIFE. TVA=5—%Fo7 )y oL T [BEEr LTERT] Z8IRL.
Citrix Cloud Connector V7 bz 72 EBEEX LTERITLES,

BT —

Cloud Connector #* Citrix Cloud & BETE TWA e #RRB I BICid. UT o Citrix —E XD [BIEA] REE
ICHE>TWAZ e =R LET:

« Citrix Cloud AD Provider

+ Citrix Cloud Agent Logger

+ Citrix Cloud Agent System

+ Citrix Cloud Agent Watchdog

« Citrix Cloud Credential Provider
+ Citrix Config Synchronizer Service
« Citrix High Availability Service

o Citrix NetScaler CloudGateway
+ Citrix Remote Broker Provider

« Citrix Remote HCL Server

« Citrix Session Manager Proxy

CNSDT—ERICDWVWTELCR, MY b—)LdhTVWa T —EX) ZBRBLTLIET W,

BRI S -5 SHmERET 3HAIE. Citrix Support Knowledge Center TAF T 3 Cloud Connector ##
BMFryvId1—To VT2 ERALTIEILV, #L<IE Knowledge Center Web 41 FdCTX260337% 58
LTLET W,

COY—IZFERALT. ROFZRIZERTTEERT:
+ CitrixCloud £ ZOBEEH —ERICFIVERATEZHES DT R K

o ROTHEHINDERREDTF T VI,
« Citrix Cloud Connector ® 70 % < BE DR

KLTHEGEF T v I BRI BAEICDODVTEH L IE. TCTX224133: Cloud Connector ##5i4F v o TS
—] ZBRBLTLETL,
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Citrix Cloud

Cloud Connector DEELAILRF T VY

December 14,2023

B om&IC. Cloud Connector IZAILRF v I EZRITLT. BMICL > TTONAE—ICRBRY TV EA L
BRELBWCEEREZLZT, Connector . Connector FORY—EXELVTONAE—DiEG e H—/N—
NILZDREZXERTETEI,

Connector N LAF T v oI T—2DERT

1. CitrixCloud X=a—H5 [UY—0DHHR] Z&ERLET,

2. NLRF v I T—4%KRRY 3 Connector Z3ERL 7,

3. Connector x—>T. Connector DIEICHBZEMWIES X =2 —ICHF L. [Connector T—2DERT] %
BIRLE T,

Connector 7F—2DR—=IHBRTFIN. ROBHRHPRFIINE TS
o [H—E R#FHURRE], Connector 7—2R—J D Z OEIFHICIXZ. ROBEHMIRRINE T

- Connector #* Cloud IC#EHGicnTWLWBHE SH

- Connector £ 2@ A VR—RY MIDOWTIE BEA VA M=ILIATVWBEN—=-Ia > e ROT Y
F=RrTIYRM—LSNBZFEDZ—4 Y bN—V 3>

o [H—EXEHRBE], 24 DRXT—R A I —42id. BEOZBIZHES Connector D —/N—AJLZDIKR
EBERLET, 774N MTlE. Y—EREBEHGREEICIZ. BE24BEOXT—2H 1 FERBRTRRIIN
9, TOMORBREZRIRTSICIE. FAYIFIA T XZa—hm5 [24H] Z#RLET, BE24 HEDX
T—422ZH 1 BERTRTRINE T,

- REORNMIZ. ZOHBICEVWTRAT—2ADEEL >R ZTRLE Y,

- ROAENE. ZOREEOREXIIFISINRT—FXZ2RLET FMAICDOVWTIE. AENICH—YILZE
BEHOETIRLTL,

- LYF7AOVIE ZORETEICERAEELLIEEZRLEY, sFMAICOVWTIE. LYF7raVIC
A=VIZEaHETIIEI L,

- REOHINIF. ZOREHICANILAZRT—2ABRIZEINGD >/l ERLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 113



Citrix Cloud

« Connector Data

connector02.uor.local

Service Connection Status: Connector Version: Connector Components:

Current: 6.37 Current: 4.283
Target: 6.37 Target: 4.283

Connected

24days v

Service connection history:

aaaaaaaaaa

Services

Citrix Agent WatchDog Alerts On View details

Citrix XenDesktop High Availability Broker Service Alerts Off View details

o [—EX], To4EHEICIZ. Connector TERITTNTLBEY—EXDB—BRRINET,

- EH—EXOHEOREE. Y—EXDREDXT—2RXERLET,

- [T5=FDAVICE>TVWET] & [TI—FDATIZE>TVWET] 2FERBLT. H—EXNBT S
—rEBMTEINESHEFELET. PFI7— DA VICREINATVWBRIES. H—EXTRENRE
g5r. Connector EHRAT— 2 XRLETEENRELE T,

- BREOZBICHS Y —EXDY—N—ANILXOREOFMERTT DICIE. FHORT] 2BRLET.

o [ARTUZX NI W], COEFHICIF. BE24 BB EIL24 B D. XEY. CPU. Xy FD—0F—24,
BLUT1 RUVBED Connector ICLZFERENRRINE T, RATNBHEZEETSICIE. [T—EX
EGRRE] BEorROy 4 I X a—%FALET,

H—EXDFRORT

BY—ERDEHGRAT—FABBEL XA L) v I ZRTTBICIF. ROFIRICEVWE T !

1. [(U—EXREGRE] €723>orROy 740 X Za—%2FAL T XAEEZERLE T, BE 24 KHE
FrolE24 Bz, theh 1 KERRE7E 1 BERTRTITEEX I,

2. ARIET—AR=IT, Y—EXADWEICH B [FHORT] Z2FRLET,
RRTNBR—VICIRRDBERIRTEINE T !
o BEDEBICHESI T —ERDANINRRT—RRETRT 24 DRT—RRA > TITr—4,

- BREBONEIZ. ZOHBICEVWTRT—4 XD ERE > REZERL £ Y,

- FROAEIE. ZOREEOEEXIEMNIRT—2IEZRLET, #FAICOVTIE. RENCH—YILE
EhETLIEIW,

- LYF7AOVIE ZOREHBICERNIRELLCCZRLET, SHAICOVWTE. LYFF7raVIC
=YV IZEHOETLREIL,

- RBOXENIE. ZORETICNILAZT—2 AERIZEINED > ERLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 114



Citrix Cloud

s BESNAHBICSIIZ2H—EXOXEV 7Ot v HOERRRERT IS 7,

. X
o Citrix Agent WatchDog
@ [1:00:00 AM Sep 22, 2021] Agenthub Connectivity Check 24days v
) _ Agenthub Connectivity Check
Connection status history:
kg ® L 3 B K 3 L3 [ J £l * [ ] ) L J & £ &
Sep12 Sep 30 Oct6
Memory Processor
4000 100%
80%
g 5 .
2 g
S 2000 =
& 5 a0%
= R
1000 20%
s i s, o HPRERLS da e, e e e e ee | |
0 0%
12:00 AM 1200 AM 1200 AM 1200 AM 1200 AM 1200 AM 12:00 AM 1200 AM
7 &
ol )
ose )
~
T 2 DB
November 4, 2022

ORI ZIE EEFR IS TREFRELTH S 2BHMAICEMEER L £9, CitrixCloud Ay & —DRILT

=

A AVICHLWEHARTINE T,

= citnix " e

COT7AAYEIV I LTEBMZERTISD. AV —ILAXAZa—T [BH] 2#RLET,

FELCR TEH) Z28BL TSV,

Cloud Connector

RoFRIZ. Cloud Connector THRET ZAIREMENH Z@EHN TS !

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 115


https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/notifications.html

Citrix Cloud

aAxI %
CONNECTOR_NAME &
EHNBERTFZRITTIR
hoTcfc®d. #7311 VI
BOHARTINICED FL
Too HARYINOD IR 21Z
H—EXROARA%ICKEE
5z, ®RFOHFICHED F
ER

A%
CONNECTOR_NAME &
UTCEEICEIHAL TV &
Bho COREDIRTH
& —EXDTRM. 1%
BE. FEINTF—T VR
ICRET BN H D &
ED

Axo 42
CONNECTOR_NAME @
RFICKBLE LT COD
JR T A TORTFICEKET
3r. RERNOMOOIRY
FERFTCIHCADE
T REMPKBLI-ORD
2 —EROT B, #
BE. FllENTxr—T >R
CHEBEESZZAEEMDD
bFxd,

AxRIH
CONNECTOR_NAME &
(#F] BREULEA 7S50
VB TWET, £75
AYOARTRIEY—EX
OHRRICEEEZSR. &
FOWHFICHED £T,

I
Ok

EE]

AR IDREEA 7 51
VIO THHLETAYS
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Add a Connector Appliance

. Install Connector Appliance

Step 1. Install Connector Appliance

We recommend two Connector Appliances per resource location for high availability.
Learn more

= Hypervisor View minimum requirements

Citrix Hypervisor v ‘ Download Image

Use of this component is subject to the Citrix EUSA covering the
service(s) with which you will be using this component.

Step 2. Enter your 8-digit code to confirm connector details and then register as a
product in Citrix Cloud.

After downloading and installing the connector, follow prompts to generate the 8-digit registration
code.
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6. [Connector Appliance 1> 2 k—)L] #R7IFBAW-££IZL£F, Connector Appliance 1> X
F=JLL7%. [FIE2] IZBRO—FEANAOLET,

(a0 4] R—THh5 [Connector Appliance D1 > X b—)L] ZRVICBETRZ L HTEXT, FSRT7A
Iy (#) =#ERLTaxo42%=BMmML. Connector Appliance #EMML £,

N1 IN—I\1 % —~d Connector Appliance D7 > X k=)L

Citrix Hypervisor
VMware ESXi
Hyper-V
Nutanix AHV
Microsoft Azure

Google Cloud Platform
« AWS

Citrix Hypervisor

Dt 3> TiE XenCenter 2/ L T Citrix Hypervisor #—/\—(Z Connector Appliance 1 >R —
TBAEICOVWTHIALF T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 127



Citrix Cloud

1. #o>0O— R L7 Connector Appliance ® XVA 7 7 1 JLIZ7 2 X TE 3 X7 LT XenCenter % fEH
L. Citrix Hypervisor #f—/\—F7ld 7 —JLICIEH L £ 9,
2. [Z7a0] > [1>FR—F] DIEICEIRL £,

3. Connector Appliance ® XVA 7 7 1 LB EET BN A EREEIIBRBLET, [AN] 20U v I LET,
4. Connector Appliance =7 X k9 3 Citrix Hypervisor —/\—%#iRL £9, F7c. Connector Appli-
ance ERA LT B T—ILEBEIRTZ e HTIET, £hickD. Citrix Hypervisor TELI A ERRTEE

—N—DBIRENET, [RN] 2OUvILET,
5. Connector Appliance ICfE T3 R bL—JURI MU EBELE T, [1>KR—F] 2O0UvILET,
6. Bl 2oV v oL HLWMRERY hT7—002>42—T A XAZEBMLET, [y bT—J] UXLT. &
F9 % Connector Appliance % b7 —0%ERLE T, [RAN] 2OV wvILET,
7. Connector Appliance ORRICERT 34 7> a>zRABLE T, BFOHH3HEIE. (R3] 2FEALT

NoDA T aveEEELEFT,
8. [1YR—FRETEISICHRVM zBBNICES 2] INEREINTVWB I ZHELEY, [ET] 20V
v LET,

Connector Appliance BT . EEICEE TS L. 20>V —)LiZ Connector Appliance @ IP 7 KL X
EEUSUTAVIR—UHREIINET, COIP7RLZX%EMHEALT Connector Appliance EEBR— U184
L. B0t 5%TLFET,

77 #JL b TlE. Connector Appliance iZ DHCP 2B L Ty FT— I BEEREL£FT, CEADERIET
DHCP %R T E % W5 & IE. Connector Appliance > Y —ILIC 7 7+ X ¥ 3#i1IC. Connector Appliance
AVY—=ILTHRY bI—UBHERET DIHENHD £, %L <&, TConnector Appliance O> vV — L% EH
Licxy bO—JBRBORE] Z28RL TSIV,

RDOFIE: Connector Appliance % Citrix Cloud I2&#® 9 3,

VMware ESXi

Z0t v a>TlE. VMware vSphere Client % L T. VMware ESXi & +iZ Connector Appliance Z &
BT 3EICDOVWTEHRALET,

1. 45 >0O—RK L7 Connector Appliance ® OVA 7 7 1 JLIZ7 V2 X TE %> AT LT vSphere Client %
AL, ESXi KRR MMCESGELE T,

[Z74)] > [OVF 7>T7L— DR ] OIBISERLFT,

Connector Appliance @ OVA 7 7 1 L EHET ZNAZIEEFLIIBRLET, (ANl 20U vw I LET,
TYTL—rOFBERRBLET, [RAN] 20U v I LET,

Connector Appliance 1 Y 22> RICHTZ3—EDRFERETETE T, T 74/ LTl BRI
FConnector Appliance; IC:E TN TWE T, Connector Appliance DZ D1 >R &2> X%, Z® ESXi
RARTRIARINTVBMDAN Y REZVRERKANTBERIZBRL T TV, RAN] 20Uy I LET,
6. Connector Appliance IZEERT 3R ML —CU%EELET. DRAN] 20Uv o LFET,

7. RET 1 X0 ZREFETIEREERLET, AAN] 20V v I LET,

ok w N
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8. Connector Appliance DERICERT2 A 7> a > 2B LET, DM H 3561 [R3] 2FERALT
h50FToaveEBELET,
9. [BRBICEREANS] ZBRLET, [E7] 20Uy ILET,

Connector Appliance B'ERSh. EEICEET 5. €D > Y —JLIZ Connector Appliance ® IP 7 KL X
EERUCSVTAVIR—IUHRRINET, Z0IP 7RLX%EMEAL T Connector Appliance BER— 214
L. B0t zRET LY,

77 #JL b TiE. Connector Appliance (& DHCP ZERL Ty b7 — VBl EREL £, CERADERET
DHCP zfER T % WHEIE. Connector Appliance Ul IZ7 2+ X9 3#iic. Connector Appliance 3>y —
LTy hT—UBRERET IHENHD £9, 5¥L <& Connector Appliance a> YV —LEFERLxY
FO—OBRORE] ZSRLTIRIL,

RDFIE: Connector Appliance % Citrix Cloud IC&# 7 3,

Hyper-V

Dt 3> Tk Hyper-V /xR X kT Connector Appliance # BB 9 3 A% DWW TEHAL £9, HyperV <
F—T v —FI3FED PowerShell 27U 7+ #ERAL TREYS VEZRBETE XY,

Hyper-V ¥*—> v —%f#f L 7= Connector Appliance O ER

=

. Hyper-V AR MMIEHEL XS,
2. Connector Appliance @ ZIP 7 7 L% HyperV /R Z MMCOE—$ 24U >O—-RLET,

BZP 771 ILORBREEBRAL £ 9, ZIP 7 7 1 JLIC 1Z. PowerShell X ¥ J 7 k & connector-
appliancevhdx 7 7 1 L& FNTULET,

4. VHDX 771 L% VM T RO ZRFETRHBFRICIE—L F7, fl: C:\ConnectorApplianceVMs,
5. Hyper-V3vx—>v—%ZRHE £ 7,
6. T—N—BTHEIUvILT [FR] > RETI V] ZFRLET,

7. REISVOFMBER Y« F— RO [BETCIBFADOIEE] /S3ILT Connector Appliance Z#519 3 —&
DEFZENALET. DRN] 20U v I LET,

8. [tHaiEE] NFRIILT [FE1HK] ZFRLEY. [AN] 20Uy ILET,

9. (XEVDEDET] NRILTROREEZWEL. DRN] 20V v I LET:

a) 4GB @ RAM &b XT3,
b) BIXEUZEMICT B,

10. [y b= D] NRILT—EH, SR vF (Default Switch &) #FEIRLEFT, DAl 2o U v o
L¥Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 129



Citrix Cloud

11. (REBN—F T« RO DG N2 T [BEOREN-RFT1XI%2ERT3] Z&RLET,
12. connector-appliancevhdx 7 7 1 ILOBFHREBRBL T, 77 MIILEBRLET, [RAN] 22U v I LT,
13. [BE] NI TERL @zl [ET7] 22V v o LTREAYS D Z2ERLE Y,
14. [{RFE< > >] /XL T Connector ApplianceVM #5201 w o LT, [RRE] #&IRLET,
15. [BE] D> RUT IN—FRYx7] > [TOtEvH] 2BRLTROTID I VZETLET:
a) ROty H O] OfEZ 2 ICEELFT,

b) &Rl 20Uy LET,
c) [OKl 22Uvo L&Y,

16. [fRR8~< > >] NRILTEERM L7z Connector Appliance VM 2&2 U w o LT, [FA] #BIRLF I,

17. Connector Appliance VM #Eo Uy o LT [&E&] #BRLTCIAVY—ILZ2RHIT£T,

Connector Appliance BB SN TIEEICEE L =&, HyperVI*Z—Iv—%2FEALTIAYY —ILICERL
T, AVY—ILDZ T 1 >F~R—IC Connector Appliance @ IP 7 RL ZhRRFINET, CDIP 7RLR%
f/ L T Connector Appliance BEBR—JICiEH L. BRIOELRERTLET,

77 #JL b TiE. Connector Appliance (& DHCP Z#ERL Ty b7 — VBl EREL £, CERADEIET
DHCP zfER T % WHEIE. Connector Appliance Ul IZ7 2+ X9 3#iic. Connector Appliance 3>y —
ILWTHRY NI —UEBRZRETIHENHD 3, 2L <I&. TConnector Appliance OV —IIL=FERALxY
FO—OBRORE] ZSRLTIRTL,

RDFIE: Connector Appliance % Citrix Cloud IC&# 7 3,

PowerShell 2~ ') 7 % fEH L 7= Connector Appliance ®ER connector-appliance.zip 7 7 1 JLICI&.
FLWMREYY > EER L TSI T 5 PowerShell 7 ) 7 A& EFA TV ET,
P
ZOEERZD PowerShell 27 1) 7 b %2 R179 3546, Hyper-V > XFLTORITRI S —DEEHNURER
HBEhdH b £9, %L <IE. https://go.microsoft.com/fwlink/?LinkID=135170% 8B L T £& W\, *
foo RESNALAZV T MEBOO—DILZAT) TR EERT 2 IMEET BT2HODR—XIZHEATEFE I,

[

. Hyper-V R bic#EG L £9,

N

. Connector Appliance @ ZIP 7 71 JL% Hyper-VRZX ~ZOE—93 M4 >O— R LT,
3. ZIP 771 ioarF>yaEit: PowerShell U7 & XU VHDX 7 71 )L,

4, PowerShell >V —ILTZIP 774DV F O YDMRESINZIBEDT A LI I ETEL T, RO
IURERTLET:

.\connector-appliance-install.psl
<!--NeedCopy-->
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5. 7OV rHARREINATLS, RETDVOZFZANNTEH. Enter ¥ —ZE#EIRL TT 7 /)L ME
rConnector Appliance; #FRL £,

6. 7OV DRI ENS. L—bT 1 RATBADIGHZEANNTBH. Enter ¥F—2R LT XTLDT I+
FOVHD T Lo U ZBALEY,

7. 7OV EHRRERINSS. L= FTARIDT71ILEENSTSH. Enter £—%3%IR L T connector-
appliancevhdx @57 xJL MEZERL £ 7,

8. 7OV hHhRTENS. BATEZRAM Vv FeHRLEY, Enter F—ZERL X7,

9. RET> YD1 YR— MEROMEZRTLEY, BWRHMNELITNIE. Enter F—ZHL THITLEY. X7
1) 7 4t Connector Appliance VM % Emi L. &L £7,

Connector Appliance KBRS h. [EEICEET 5. €D > Y —JLIZ Connector Appliance ® IP 7 KL X
EEBECSVTAVIR—IUHRRINET, Z0IP 7RLX%EMEALT Connector Appliance ICiEH L. E&R Y
OtXzRETLET,

RDOFIE: Connector Appliance % Citrix Cloud I2&#§® 7 3,

Nutanix AHV

ZDt o3> Tk Nutanix PrismWeb 3>V —)L& R L T, connector—-appliance.vhdx7 7+
JLH5 Nutanix AHV 7R X <2 Connector Appliance #EBR§ 2 A XICDWTEHBEL £ 9,

1. Nutanix PrismWeb O>YV =L X414 > X=a2—T. [Storage] E1—%ERL £,

2. [+ Storage Container] %2 )% L. Connector Appliance 1 X—S 7 7 1 LZIBMTZ I L —
AT FZERLET, £ BEOAMN -2V T+ EFERTZCHTEXT,

3. connector-appliance.vhdx7 7 ILE2X L=V FHICPy7O-RLETD,

a) Web I>vV—ILo X1 > X=a2—T. [Settings] ##IRL £,

b) [Image Configuration] %#7%:%®{RLT. [+UploadImage] o v oL £,

c) [CreateImage] T. 1 X—Y® [Name] i EEL 7.

d) [Image Type] —&T. [DISK] %=®EIRL £,

e) [Storage Container] —&T. fERLAX L= OV FFEBERLET,

f) [Upload a file] #®IRL £

g) [Choosefile] o v o LT, O—AI>ZXFLDconnector-appliance.vhdxZ7 7L
ICBELF7,

h) [fR#E] 20U v o L%d,

4. 14 X—=IHMER SN, [Image Configuration] X—>JTZDREH [ACTIVE] L RRINZFTRHEE
ER

5. [Network Configuration] #7%:&ERL 7,
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10.

11.
12.

13.

14.
15.
16.
17.
18.

19.

20.

21

. [+ Create Network] %{Em L T. Connector Appliance WERT 3%y bT—UEERL £7,

[Create Network] X—> T, ROEREILELFT:

o *“/ I\'j—ago
« v kT—2 VLANID,

Web 3>V —ILDOXA>XZa—T. [VM] Ea—%EIRLET,
[+ Create VM] %45 1) w & LT. Connector Appliance 1 > 22> X%&ER L £,

[Create VM] T. XoiFHR=IEL X!

« VM (RE<>Y) &
« VCPU (k%8 CPU) o#k
« XEUE (GiB)
[Legacy BIOS] ZfEH 93 ZBIRLET,
[+ Add New Disk] #27Uwv o LT, VMICTs XU EBIMLET,

[Add Disk] T. X0OBEHRENALET:

a) [Typel T [DISK] %#&RL %7,

b) [Operation] T [Clone from Image Service] %:ZERL 7,
c) [Bus Type] T [SCSI] %=#EIRL £,

)

9,

[Add] 20Uy o LT T4 RIDBMZRTLET,
[Create VM] T [+AddNewNIC] 200w o LZ£7,

[Create NIC] T. VM ZEMYT 3%y hT—J%ERL XY,
[Network Connection State] T [Connected] %i#ERL %9,
[Add] 22U v 2o LT, NICOEMZRT LET,

[Save] 27Uy oL T. VM ZERL 7,

TI7AILETIE FILWYM OERIFA ZICHE>TUWET,

[VM] Ea2—TVM %Z:ERL. [Poweron] 27wy L%ET,

VM A EETBETRHEET. COTOERICIEBADDBIEEDHD £,

d) [Image] T. ConnectorAppliance 77 1L 7y 7O—R LT FIER LIz X—J&EIRL

Connector Appliance B*EBBIS . EEICEET L. ROVLTNHDIFFFT Connector Appliance @ IP 7 K
LAZHRTITFT !

« Nutanix PrismWeb a>v—)Ld [VM] Ea—,
« Connector Appliance 2>V —ILR,
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ZOIP 7rLZEFRELT Connector Appliance EEBR—JICEH L. BR 7O ERTTLED,

RDFIE: Connector Appliance % Citrix Cloud IC&# 7 3,

Microsoft Azure

ZDEU T3> TlE Microsoft Azure T Connector Appliance # BB S 355 ICDVWTEHBBL £ 9, AR
#d PowerShell X2 ) 7 +%#B L T. Azure Marketplace £ 747> O—R LT A XATAX—=IH5
Connector Appliance # BETZ £ 9,

Azure Marketplace 15 Connector Appliance # BB 9% Azure Marketplace #* 5 Connector Appli-
ance #ER I 3ICIE. ROFIEERTLET:

1. Azure Marketplace iZ#% % Connector Appliance I2#819 % (Azure Marketplace),

713, Marketplace #%Z T lConnector Appliance for Cloud Services; #ZEL TEEBHTEZILHT
TFEY,

2. [Get It Now]. [Create] DIEICZU YT LT,

3. 757 k% —E 2AE® Citrix Connector Appliance DEFR—2 T, RDIEHRENILET:

o EAT3 [Subscription] #®ERL £,

« £33 [Resource group] =i#ERL 7,

« Connector Appliance #B2&9% [Region] %ERL 7,

* [VM name] ZiEEL F7,

« Connector Appliance #&m¥ 3% [Virtualnetwork] %:#RL 9, ZDxw ~T—2id. Citrix
Cloud. O—#JLU Y —2Z. Connector Appliance DEBR—JICT I RT3 DIFERINET,
CORY FT—TIZBTEBETEEEA,

+ [Subnet] DOfEzIEEL £,

[Next: Tags>] 20Uy oL,
4. [Tags] 27T, BEICIGL TRERZIZEBMLET,
[Next : Review +create>] #27Uv oL %7,

5 RIREOFHMzHER L5, [Create] 20U v ILET,

Connector Appliance BT, EFEICEE TS L. £0O>Y —)LiC Connector Appliance @ IP 7 KL R
EEUSUTAVIR=—UHREINET, D IP7RLZX%EHEAL T Connector Appliance EEB~R—JI#E4E
L. B0t 5%TLET,

RDFE: Connector Appliance % Citrix Cloud I2&#® 7 3,
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PowerShell X 7 1J 7 + % £/ L 7= Connector Appliance VM ® B connector-appliance-
azure.zipZ 7AILICid. MILWREY> V&R L TEEE T 3 PowerShell 27U 7 h A& EFh TV E
T MESNATVWBRIZRIU T MEI MBOO—AINRT ) T ZERLIEDBIELED T3 DR— LTHER
TEFEY,

RO YT ERITTBEIC. ROFRFHZB/ILTVWB 2R LTI L

« Az PowerShell €2 a—JLZO—1JLdD PowerShell BB iIC1 > X b—ILLTH 3,
e VHD 771 LBBREBINTWVWB T Lo T PowerShell 27U 7 +%#%£179 3,

ROFIEZRITLERT:

1.

Connector Appliance @ ZIP 7 71 L= Windows ¥ X F AICOE—§5h 47> O—RLET,
ZIP 771 o> F Y E#E: PowerShell 21U 72 VHD 7 7L,

E1EHE ¥ LT PowerShell 2> v —ILzBEZ %9,

AP 7AINOAYTYDMREFEECNBZREDT ALY MU ZEEL T, ROOAI Y R ERTLET:

.\connector-appliance-upload-Azure.psl
A4 F7OTKRy U 2BRFI N, Microsoft Azure IcOJ 1 > T35 &3ROS F T, BRBEB/EANSILTL
Jse A

PowerShell 7 U ZFhic&k>TFOY TR FINLS. FRTZH IOV T 3 VEBIRLET,
Enter*—%#L 9,

22V F7 07OV T MIEST, A X=C2T7y7O—FL, REISVEERLET,
EHNOVM ZER LB, 7y TO— RSN X—IUHh 550 VM ZER T 2D ESheE8R5NET,

e Ty) EABILT. BIO VM ZERL £,
e Thy EAALT. RZUTREKTLET,

Connector Appliance KBRS h. EEICEET S . £DIO> Y —JLIC Connector Appliance @ IP 7 KL X
EEUCSUTAVIR=—IMRREINET, COIP7RLRX%ZMEHAL T Connector Appliance EEBAR—JIZiE4t
L. BR7O0tXRZ%T LY,

RDFIE: Connector Appliance % Citrix Cloud I2&#7 3,

AWS

ZDt v a>TldE. AWS T Connector Appliance Z BRI 2 A7AICDWTEHIBA L £ 9., Connector Appliance
l&. AWS Marketplace ©AMI £ LTAFTE %9, AMI 55 Connector Appliance #1 > X b—IL§3 %
BEIDHLET. Flold. AWSUI 2ERT 30, HAHAHD PowerShell 27 7 hzEFERALT. 4o >vO0—KLE
TARIAA—JERBHEATEEY,
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*v b= OFiREH  Connector Appliance # AWS IZBBE 9 3iCiE. Connector Appliance BMER S e
H7xw b5 Citrix Cloud IC7 VA TEZ e #MERBL TSI W,

TISATIVRRBTSAR—FIPT7RLREFERATZ 28O LET, Zhicid. CitrixCloud A7+
ZAERBETIODHFEDEBENBETT, COEBEERIRTSICIE. AWS IRXI AV OV Y —IILTROFEZ
ETLZFT:

1L NATS—boz1Z2ERLET,

a) EoFES—> 3> N\—T. [Services] > [VPC] > [NAT Gateways] %i#ERL 7,
b) 5o [Create NAT Gateway] # U v o L %7, RDOBERENSDLET:

« [Name] ICAHLE T,

s —EBNSHTRY FEEIRLET,

+ [Connectivity type] %# [Public] #5&2EL %7,

—&n 5 [Elastic IP allocation ID] %3®RL £3, FH TSI 3 ElasticIP i WiEE
i&. [Allocate ElasticIP] #2 Uy o L. #ERIC > TERL £ 7,

c) [Create NAT Gateway] =2 v oL %7,

2. NAT 7= b z14 280N —rT—TINIV M) EERLE T,
a) E#oFES—> 3> N—T. [Services] > [VPC] > [Route Tables] #3E{RL %7,
b) £Ea [Createroutetable] #27)v oL %%, ROBHEENALET:

o [Name] ICAALZET,
o —EBHS. NAT /' — bz A DIERBFIGEIRL 7= T2y 2 ST VPC EBIRL £ 9,

c) [Create route table] 2w o LZ%7,
d) fEfiL7z)L—5F—7 )LD [Routes] 27 T. [Editroutes] > [Addroute] o) v o L%,
e) HLWIL—rI>rUD [Destination] r [Target] iCAALZFT,

« Destination (Z%i%) % 10.0.0.0/01 ICREL £,
« Target (2—%"w k) IZDWTIE. ER L7 [NAT Gateway] z—Eh S5HEIRL £7,

f) [Save change] #o U wv o L%,
3. Connector Appliance ICERT 3 T3y b2 DIL— b T—TILICESHELE T,

a
b

) EBoFES—> 3> N—T. [Services] > [VPC] > [Route Tables] %i#RL %9,
) NAT#— bz %28TIL— b TF—TILEBRLET,

C) BREINE~R—TT. [Subnet Associations] % 7IC#&L £7,

d) [Edit subnet associations] #oU v L %7,

e)

f)

W= T—=TINICEGETS 1 DFRIFEHROT Ty FEZERLE T,
[Save Associations] #21wv o L7,
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AWS Marketplace »*5 Connector Appliance # B33 BIARIC. UTORRZSEEBLLTVWAIC%E
HBLET:

« EC2 VY —R%ZIRIET BIERDH 3,
o TRy FT—Y DOFIRFM] THWEZERT LTH%,
o (# 7> 3>) Connector Appliance IC7 VX TEB IP 7PRLZ%ZHIRTZ2EF2) To JIL—TEER
TEEY,
ROFIEZRITLET:
1. AWS I Xy kavy—iucad1> L&,
2. AWS Marketplace © Connector Appliance AMI #B 29, CHIFROVETNHIDAETRITTEE
ENS
« Citrix Cloud ic&RR& 13 Marketplace U > o icftwEd (AWS Marketplace),
c AWSYRIXY OV —ILTAMI Z28FET 5!

a) [Services] > [Compute] > [EC2] > [AMIs] &L %7,

b) U—=>3y CRERE (F/N\1F)) ZHRBLET

c) [Public images] <. [Citrix Connector Appliance; . % 7z & AMI ID @ Tami-
026eaf9b3b232577f) #HREL £,

3. AMIID (ami-026eaf9b3b232577f) rFiE# ID (414337923189) #F v LT, ELVWAMITH3
CeEBABLET,

4. AMI zBH 0T TR0 ) FoavicaE—LET:

a) [Actions] > [Copy AMI] ICBEIL £,
b) [Copy AMI] #r 7O Ry o X T, %E% [Destination Region] %ERTI %7,
c) [CopyAMI] 20w o LET,

5. O¥—L7: AMI ofiE~—< 7. [Launch instance fromAMI] Z2Uv o L %3,

6. [Launch aninstance] 417047 Ry o X T, ROFIEZZTTLET:

a) T30 RAE Y AOHEEIRL £7, LBIEMKDLHIC. &Y —IADBFNIC 2 DL ED Connector
Appliance ZRET 3 e 2 HEOHLET,

b) 1>24>2DEFI%ZEEL T,

c) [Instance type] T. [t2.medium] %#ERL 9, COBEDT > X2 > XTldF. LA LH 4GB
220 CPUNMNKETT,

d) [Key pair (login)] <. [Proceed without a key pair] %{RL 9, Connector Appliance
AD SSH O A VIFFFRINBRWVWED, F—RTREBEHD £H A

e) [Network settings] o [Firewall (security group)] £o> 3> T, ROREEBRL T

i. [Create security group] #7:i3 [Select existing security group] %#RL 7,
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ii. [Allow SSH traffic from the internet] DEiR=MELF,
iii. [Allow HTTPs traffic from the internet] ##iRL £7,
iv. [Allow HTTP traffic from the internet] %:#RL 7,

[Launch instance] 2w L %9,

1. 1R ZIPMER TIN5, [Success] o> a>TAVRE2VXIDUYo% 1) wo LT, Connector
Appliance 1 > 242> 2=RRLET,

Fizid. o= [View AllInstances] R4 >%# 2w o330, AWSTRIXY AV Y—ILD
[Services] > [EC2] > [Instances] Ic#ELT. 1Y X2V X—8EXRRELET,

8. [Instance state] = [Running] ICZXEL751 > X2V ADFHMR—2ICHEE L. [Private IPv4
address] % f#MH L T Connector Appliance BEER—JICEHL. BR7OEREZRTLET,

BAHABRAMEFEALT. Web 7505 —h5RERIP 7 KL XIC#H B Connector Appliance EBR—JICH5E)
L. BR7OERZRTI2HENHIBELHD £,

77 #JL kTl Connector Appliance X DHCP ZfEBL Txy T —UBHERELE T, COXRY b T—U1E
FZi&. Connector ApplianceWeb ¥ > 42 —7 z 1 X% ERL THETZT £ 9, 5L < I3, FConnector Appliance
BER—IUTORY D —UREDHER R—PZEBRLTETL,

ROFIE: Connector Appliance % Citrix Cloud IC&$R 9 3,

AWS Ul % fEF L 7= Connector Appliance OER  BRARIIC. U TOREEHEZMIL TVWE I e#BRBLE
ER
e S3UY—REEC2UY—RERETZHERIH S,

o VM o« VR— T UL RERDHZ T —ERBE RIS —%ERL TH B, #L < Ik https://docs.aws
.amazon.com/vm-import/latest/userguide/required-permissions.html#vmimport-rolex £
LTLETL,

:
Y —ERGBNEERTBICIE S3SNT Y FEERTEIUELRHD T, RUS—%ER TR ZIC. VM
AVR—=bT7IOEXTERLIESINT Y FERELE T,

« AWS CloudShell A\ 72 & X1ERHIH 2, ChiF. BEDU -3V TOHFAWVELEIFET, AWS
CloudShell 7 R—tENTVWB U= 3 > O—BICDWTIE Thttps://docs.aws.amazon.com/clou
dshell/latest/userguide/supported-aws-regions.htmly #8BE LTI L,

o Iy hT =0 DORIRFH) TREZTT LTH5,
ROFIEZRITLET:

1. O—ALPRF LT, connector-appliance-aws.zippad>yFoVasHHL T,
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2. AWS v Xy bayvy—iucada1>LEd,

3. ROFIEZRTLT. A L= T7y b EHLET (Fid. ThSOFIEZXF v LT BEOX
L—ONTy b ZERT3IEHTEEY),

a) E#OFES—> 3> N—T. [Services] > [S3] > [Create bucket] %ERL £7,

b) Nrw bD—EDRFEANHALET, Amazon S3 DN v FDERZMANC DLW TIE. Thttps:
//docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.htmly &8 L
TLIESE L,

O Ny bDU—S3VHEERLET, AWSU—S 3> eEULU Y3 oaBIRLTWA I e 2B L
TLEIV, ChEDN =3 hBARZHEE. NTY MO T 7ML EFERTZCIETIEEA.

d) BOOREEZT 74+ DFFICLT. [Create bucket] #0) v o L%,

4, B LI=NTy FOREIEV ) v LT, [Upload] > [Addfiles] #0) w4 LTHh 5. connector
—appliance.vhd7 71/ EBIRLE T, ZODOREET 7+ bDFFHICL T, [Upload] o1 v
JLF7,

5, 7y 7O—RLIET7ANZEI) YO LET, [CopyS3URI] 20U v I LET,

6. tHDFES—>a>NN—icH3 AWS CloudShell 7rI>%2 ) w o LT ROIIYYRERTFTLET:

a) VHD 771X+ v I ay BRI BRI =R L ET:

aws ec2 1import-snapshot --disk-container Format=VHD,Url="<
S3_URI>"

TL—RRINE—DEE. HOFIETIE—LES3URIICESHRZFT, fl: aws ec2 1import
-snapshot --disk-container Format=VHD,Ur1="s3://my-aws-bucket
/connector-appliance.vhd",

Coax > RIiE "Status": "completed"%#&T JSON XFFHEZUTOITY RHRT & S
ICETLET, JSONHADImportTaskIdfEx XELF T,

b) kOaATY RERTLET:

aws ec2 describe-import-snapshot-tasks —--import-task-ids <
ImportTaskId>

TL—RFILE—DE%E, fiOFIETIE—L ImportTaskIdicB Sz £ 9. fi:
aws ec2 describe-import-snapshot-tasks --import-task-ids
import-snap-0273h2836153itg5.

7. AWS Y2J XY bOYY =)D EBOFES—> 3> N\—T. [Services] > [EC2] #B‘RLFT,
8. BAEEBDOA=a2—m5. [Snapshots] #o U v o L%d,
9. ER LA FvFoaybaBEIU vy LT, [Createlmage]l 20U v I LET,

10. AWRA VT, ROFIEZRITLET:
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a) AMI o&fIEANILET,
b) [Hardware-assisted virtualization] #®IRL £7,

[ERk] 20w o LET,
11. eEARoX=a—n5. [AMI] 29Uy oLEY,
12. e L7 AMIZH2 v o L. [Launch] 22Uy oL %Y,

13. WeRA VT ROFIEZRITLFT:

) AYREVROBEEERLET,

) (# 7> 3>) [Configure Instance] 27 TRy kT —0%HREZIXA1XLET,
) (7> 3>) [Add Storage] 2 7 TRIDHR ) 2 —LEZEHLET,

d) [Configure Security Group] 27 TtxalUF«JIL—FRAIERELXT,

a
b
c

A2V 2DEFHEEZALT-5. [Review and Launch] 247wy oL %7,

Connector Appliance B'EBTh. EEICESL /5. [Services] > [EC2] > [Instances] (C##L. 1ER
LIicr > R2 Y 2%ZIRL £ Y, [Private IPv4 address] %{#/ L T Connector Appliance BIE~R—JICiE4:
L. BRIOEXEZRTLET. BAHABTIAMEFERALT. Web 757 —h5REIP 7 KL X283 Connector
Appliance BIER—JICBEIL. 1 YA =L TOCRAEGETIZIDENDHZHBEDLHD XT,

77 #J)L Tl Connector Appliance (X DHCP B L Txy T —UBlERELE T, COXRY b T—U18
FZi&. Connector ApplianceWeb ¥ > 42 -7z 1 X% ERAL THETZT £9, 5L < I3, FConnector Appliance
BER—IUTORY bT—UREDHERI R—PZSRBLTIETL,

ROFIB: Connector Appliance % Citrix Cloud IC&$R 9 3,

PowerShell X 7 U 7 + # B L = Connector Appliance ®ER connector-appliance-aws.
Zip7Z 7AILICIE. FILWMREY S %= ER L TEST 5 PowerShell 7 U 7 A& FhTVWET, XU UT+
ZRITTIHIC. ROFHREEEB L TVR I ZBRBL TRV

o 25 LiZ AWS.Tools. AWSPowerShell.NetCore. #7-1Z AWSPowerShell owwghnhrht1 > X k—
ILEINTW3, L <IE. https://docs.aws.amazon.com/powershell/latest/userguide/pstools-
getting-set-up.htmlz8B LT 723,

VM A YR=— PO ERIERPHZH—EXRE e RUS—%ERL TH 3, =D PowerShell x &
U7 EHEESE3ICIE. Y—EXREI R >—0@AICVMIimporte WS Bz 32 BEBEND
h#d, 2L <&, https://docs.aws.amazon.com/vm-import/latest/userguide/required-
permissions.html#vmimport-role# B L T3 L,

A
H—ERGRZER T BICIE SSNT Y FZERT2RELRHD £, RUS—FERT D EIC. VM
AVR—=bT7IOEXTERLIESINT Y FERELE T,
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e AmazonEC2 tF¥a VT JIL—TZERL TH 3,
o S3#ERY APl 7O X1EHWH 3,
o Ty bT—UDHIREH] TEBRZRTLTH5,
ROFIEZRITLET:
1. O—ALPRF LT, connector-appliance-aws.zipDIa>F Va7 LA —ICHHELET,
2. PowerShell T, XOIaX Y RERITLET:
a) A—AHLBETAWS OV Y RLY FERITTEZLSICTBICIE. ROOITY RERITLT. AWS
SDKR h7ICHFL WO 77 /LZEBML£7:

Set-AWSCredential -AccessKey <access_key_ID> -SecretKey <
secret_key> -StoreAs MyProfile

TL—RRINA—DEZT IV ERAF— e MBEXF—ICEIRZET, —BEOTOT7MILEZNAILES,
NAffliE. TMyProfiles ©9,
b) 70770 %EF 7+l MCRELET:
Initialize-AWSDefaultConfiguration -ProfileName MyProfile
C) BEDT AL I bUE, HELET77AILBRESNTVE 7 AILA—ICEEL T, ROOAYV RER
TLET:

.\connector-appliance-upload-aws.psl

3. R7UZbFOYF MMIRE>T. Connector Appliance BEBE®D ) —2 3 Y EBIRL. BIRLIENT Y b
ICAX—=2%2 7y 7O—-RFLT. VMOBRIZEANSILEFTD,

o LUFIHCERLIEVM A Y R— b7 O EXT. N7y b ERTHENHD X7,

s FATBVPCZBIRTBLSICROOENTE. NAT S — o1 )l— b T—TIDERITNATWVS
VPC ZZERL £,

s ATV TRy FEEIRTZLSICKROENTS. NAT S — Iz ZELIL— b T—TILICEGS
nNTWBH Ty bZBRLET,

FLCE Try hT—JOFHREMS Z2BRBLTIETEL,

Connector Appliance BERE TN, EREICEE TS L. XU U T L&D Connector Appliance D751 RX—
MIP7RLZBRRINE T, BABTIEFERLT. Web 7504 —h 5 IP 7 KL XiZdHS Connector
Appliance BEER—JICBEH L. BERTOLREZRTTIRELNHIBELHD £7,

77 %)L kTl Connector Appliance (Z DHCP 2R L Txy T —UBREREL T, CORY FT—U18
FZi&. Connector ApplianceWeb ¥ > 4#—7 =1 X%ZER L THETIT £9, 5L <Id. FConnector Appliance
BER—ITOXRY NT—UREDHER R—CZSRLTLREIL,

RDFE: Connector Appliance % Citrix Cloud I2&#8® 7 3,
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Google Cloud Platform

ZDt o3> TlE. Google Cloud Platform T Connector Appliance # BB $ 2 A% ICDWTHIBAL £ 9
Connector Appliance I%. Google Cloud Marketplace 51 > X k=L TEF £ ¥, F7zIE. Google Cloud
Platform o> v —)L=2ERT 2 H. #HAHAHD PowerShell 27 7+ FERALT. 4o>O0—RLEF1 oA
X=T%ZEBATEET,

connector-appliance-gcp.zip7Z 71/Licid. UTFHEFATWVET:

« connector-appliance.tar.gz: Connector Appliance D51 X T4 X—,
« connector-appliance-upload-gcp.psl: Connector Appliance = BEMICERR T % 7=8%
IZEATE % PowerShell 71U 7 K,

Google Cloud Marketplace /5 Connector Appliance = Ef7 %
1. Google 7hU > MicOJ1> L&Y,
2. Citrix Cloud Ic®R3 N3 Marketplace U > 2icféW %9 (Google Cloud Marketplace).

713, Marketplace #%Z T lConnector Appliance for Cloud Services; #ZEL THEEBTEZILHT
TFEY,

3. [EE#] 20V vILET,

4, 95y Ry —EZXADFH L L Citrix Connector Appliance REDR—T T, ROBWREANDLET:

EBEYaTo [EEE] zEELET,

Connector Appliance ZE2&93 [V—>] Z#ERL X7,

FRATS [v>r773U] [PU-=X]. [¥>>0@EE] #BIRLET,

(&7« X70EE] ¢ [BFHTrXI70F1X (GB)] ZERLETY,

o [y kT—2] £ 3> T, Connector Appliance TERT 3Ry hI—014 Y2 —T 21 X%
ELET, NIV IRy MT—UDSBER—JIEHRTIBZLSICTBICIE. M IP] =8EL
9,

[ER] #0VwsL%x7, [Deployment Manager] R—IhBIT £,
pa
Connector Appliance BB . IEEXEICEE 35 . Connector Appliance H* Google Cloud
Platform iCBBESNTUVWB Z #RRBI B XA —ILHEIF £ 9,

5. [Deployment Manager] X—> T, 124>V 2X&% 07 v o LFT, £7:1Z. Compute Engine T{E
B% L7z Connector Appliance 1 Y 22> R % BETZ L HTEE T,

6. Connector Appliance D%y b7 —0 14> Z—T7 1 ABREFIC [SMBIP] 2IEELIZZLHHIBE
& ¥ 270 [%ybD—0A428—Tx04R] o> a3>0 BMBIPT7RLZ] Z2aE—L%9d, C
@ IP 7KL ZA%ZFEHLT Connector Appliance EBR—JICESHRL. BB 7O ERTLEY, £/
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& [F50<URZIP 7 R L X] 2ALT. Connector Appliance Lt RILH TRy FRDFIDT S > h
5 Connector Appliance BBR—JICT7 V2R TR LHTEET,

ROFIB: Connector Appliance % Citrix Cloud IC&$R 9 3,

Google Cloud Platform J> v —/L%f#H L /- Connector Appliance O &R
1. O—AILYRFLT, connector-appliance-gcp.zippa>F>oUaEHHLET,

2. Google Cloud Platform 7Oy z o T R bL—INTy hEERLET BEEOXNL—SN\T v %
FERTEZEHTIEY),

a) XM>X=Za—h5., [Cloud Storage] %iERL £,

b) X >~R1>7T. [Create bucket] %#ERL £,

) Ny hOERIZIBELE T,

) BERT—ZAML—JCT7IVERBEEEBELET. CNOSORERT 7L FOFFICLTHVT
HEWEH A

e) [l #o ) wvoLET,

c
d

3. L= N4 v AT, [Upload files] #3#iRL. connector-appliance.tar.gz7rJl
ZERLET, 777D 7y TO—REIhBZETHLEET,

4., 7y 7O—RINLT7AILEBERL T, ZOFHAERTLET, Uy TR—RIC [gsutil URI] ofE% 3
E—-L&T,

5. ny&—n—a [Activate Cloud Shelll 7ra>#%4 w4 LT, Cloud Shell #ga= %9,
6. Cloud Shell T. "OOT Y RERIFLTIAXA—S#ERLET:

gcloud compute images create "Image name" --guest-os-features=
MULTI_IP_SUBNET --source-uri="gsutil URI of uploaded connector-
appliance.tar.gz file"

7. X4 XZa—h5. [Compute Engine] > [VM Instances] %ERL £,

8. [Create Instance] %#RL £9, LRI VT, RDOBEHREIEELE T

a) [Name] 7 —JLRIZ. Connector Appliance 1 >R 2> ZDBRIEANAL T,
b) Connector Appliance ZEEET 51— 3 Y &EIRL £ T,

C) YO VIHEREEIRLET,

d) [Bootdisk] > 3>T. [Change] #0) v oL %7,

e) AWt s> 3> T, [Customimages] Z7ICBEL £,

f) [Image]l —EBM5. fERLIc1 X—J%BIRLET,

g) [Select] #o Vv o L%,

h) [Firewall] 2> 3>T. HTTPS + 571 w o %E%ICLT. Connector Appliance EE~R—IA

DT IEREHFALET,
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i) BDELRBMOBREEELET, ERE TIAILEORY b T—UEREFEA LI BRVEERY
TY,
[ERk] 20w o LET,
9. [VMInstances] 2> 3T, #iLERLIVM ZERL T, ZOFMZRTLE T,

Connector Appliance BB n. IEEICEE 92 . [VMInstances] 4> 3 >ic Connector Appliance
DIPF7RLADVRRENET,

Connector Appliance I8 IP 7 KL 2D % 3B &IE. COIP 7 RLRZFERAL T, Web 750 —H5
Connector Appliance BER—JICBEIL. BERTOLXZRTTTI X7,

Connector Appliance ICRZ IP 7 RFLZ LA B WIEEIF. BAEFRIAMEFRALT. Web 759 —m5
Connector Appliance BE~R—JICBE L. BR7OL AT LET, L <IE. https://cloud.google.com
/compute/docs/connect/ssh-using-bastion-hostZ 8B L T =3 L,

RDFIE: Connector Appliance % Citrix Cloud I2&## ¥ 3,

PowerShell X~ ) 7 ~ %M L 7= Connector Appliance OER Rt TW3 PowerShell 72U 7 +%
fF LT Connector Appliance Z B9 3I2Id. > X T LIZ Google Cloud SDK A1 Y X b —ILINTVZHE
HbET,

1. O—HILYZXFLT. connector-appliance-gcp.zip®ady7FrVYa 744 —ICHEL £,

2. PowerShell T i L7 7 7 A LD BRESNTVWB DT A NA—ICT A LI MU ZEELE T,

3. avx>yk.\connector-appliance-upload-GCP.psl%#xRTL %7,

4. W= Web 7505 —n7 1 > RoT. Connector Appliance DEBR%TH2 SO T bADTIER
ERAHZT7H VY bEERL T, Google Cloud SDK THRAEL 9,

5. Google Cloud Tools for PowerShell ©. PowerShell 27U 7t 70> 7 bHRESINS. EHTS
7Oz bE#ERLET, Enter ¥—%1BL X7,

6. AZVTrDTOY T RS T. T4 RI%EZT7yTO—FR L. 1 X=%ER LT, REYY VEERL £
ERS

7. RO VM ZERE LB, 7y 7O—REINAX=—UD 5RO VM ZEHT 2D S5 280R5NET,

e Ty; EAAILT. BID VM ZER L %7
e Tn) EAALT. ROUTRERTLETS,

Connector Appliance KBRS . EEICEE TS, XU F kb Connector Appliance ®REB IP 77 K
LZWERRINE T, £7zid. Google Cloud Platform >V —JL . Connector Appliance ®REEIP 7 KL X
ZRBOIF3ZrHTEFEY, [Compute Engine] > [VM Instances] > 3>icid. Connector Appliance
DIPT7RLIADBKRRINET,
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BAHABRAMEFEALT. Web 7505 —h5RWERIP 7 KL XIZ#H 3 Connector Appliance EB~R—JICH5E)
L. BB7O0EXE2%TLEJ. #L <I&. https://cloud.google.com/compute/docs/connect/ssh-using-
bastion-host2 8B L T 72T L\,

RDOFIE: Connector Appliance % Citrix Cloud IZ&$87 5,

Connector Appliance % Citrix Cloud (&9 3
Citrix Cloud ¢ VYV — X OBFROBD@EEF v+ =)L Z1RE T 3728, Connector Appliance % Citrix Cloud (2%
wmLET,

Connector Appliance # /N1 )X—N1H =21 > X b—=)LL TEEIT S . OV —JLIC Connector Appliance
DIP7RLZANMFRERINET, >V —ILiZid. Connector Appliance Ul ANDIEG#RIET 2 -HICFERATE 3
SSL7 4 Y H=TU Y rBRRINET,

Citrix

onnector Appliance for Clouwud Services 4.0.4.282
Downloaded from Citrix - https:rrscitrix.cloud.com

Flease go to:
https:»~»10.71.57.66

o manage your deployment

BSL Fingerprint: D5:OF:32:6D:57:4E:29:EF:41:65:6Z2:0E:60:4B:4D:4F:C3:36:D0:BO

1. Connector Appliance ® IP 7 KL 2% Web 75U -7 RLZN—IZOE—L £,
A
IP7RLZRD%EEIChttps: //ZBINT2HRELNHIBELHD £7,
Connector Appliance Ul I£. 5 FRIBEMN G ECERIHZEE2FEALEY. TOER. ERHFRETHLLZL

SAyE—IMNRRINZHENH D £9, Connector Appliance NDIEFERR T BICIE. IV —ILD
SSL74>H=FU > b%E, TS50 —Web R—=ShEZELITr o H—TU Y FEHBRLET,

fee z1d. Google Chrome 75 U%—T. UTOFIEEZRITLET:

a) PRLAN—DEICHZFETNTLEVEEY—NT—%2I Vv I LET,
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b) [(FEAE] #B|RL£7. HIAE] v+ Y RIHBEETET,
C) (B4 27I1BEL. BET71—ILRERDITET,

BT —I)LROEE VY —ILTRESINZSSL 71 V> A—TV Y b —HTB3HBE. 7775 —H
Connector Appliance Ul ICE#ESI L TV 2B TI X9,

an Certificate ¥
General Detalls  Certification Path
Show: | <all= v
Field Value 2
BSubject Citrix: Connector Appliance fo...
[=] Public key RSA (2043 Bits)
BPuinc key parameters 0500
@Enhanced Key Usage Server Authentication {1.3.6....
QKey Usage Digital Signature, Key Endpher...
QBasic Constraints Subject Type=End Entity, Pat...
=] Thumbprint 51693334c34255d4b302ebefs. ..
v
51693334c34255d4b302ebef 62407 7eltchbicfle
Edit Froperties. .. Copy to File...

COBRCERMAZTZEBICL > TER SN, TRIFEBOEEF T — 2 &AL TERSINIIRB DR
BICETMRB D TEIRT, FLIE THEEAZDERE] 2BRBL TSIV,

2. T 05— A FAOBE R T Z/-DICEBMOFIEEERT ZIBEIE. COFIEETT LTI,
FrLWART—RDER] Web R—IHBIF £,

3. Connector Appliance Ul @27 —REMER L. [HILWAIRT—RORE] 20V v o LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 145


https://developer.cloud.com/citrix-cloud/connector-appliance-apis/docs/managing-certificates

Citrix Cloud

Create new password

Set a new password

Confirm password

RETBNRAT—RIIROEHZHI-LTVWEIHENHD XY

« 8XFLE

¢ ANFUINXFOEAZED

o TILT 7Ry MUSINDOXFEELHELLED 1 DD
CDOINRT—RIE, BROFERICEZ TRERIGMRICRE LTI,

4. BRELINRT=RTHA2A2LET, [ARXIZDEE] R—IDPHEITET,
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Connector administration

Connecton SUmmany

" Healthy -ready 1o register with Citrix Clowd

Connecior nama:

Active Directory domains

Add or delete connections to Active Directory forests balow

+ Add Active Directory domain

Proxy servers

Add or delete your proxy servers below. Add multiple servers for resilency.

Proay IP addness and Port
Usernama joplionsl)

Passwoed [optonal)

5. (#7>¥3ay) 12Uk Web 7OF>%ERAT3HBE. [FOF>H—N—] />3 c7OFPTRL R
ZEBMTEET, BATNTVAWVWIOF D ERBASNLTOF OB R— TN TUVWET, B
TLWAWIOFDZEBMTAICIE. B 7OFIPPRLRACR—bZNALET, BN 7O+>
ZEMT B BRI —BENXT—RBIBELFT,

e

BEAXNATOF DDA DYR—bTNTVET, MOFHDREIETR— TN TLEEA,

B RATFLAD RS T4 v oDHH Web FTOFOEBATIL—FT1 0T INET, $2L<IE. TConnector
Appliance ®iEE] #8BLTZE W,

6. (FF>ay) XY RT=IODBAVE—RY MITIERTRLHDICTLS 12—t~ Web 7OF> %1E
BLTW3BE., 75U RCERBICBETAEOHICARIZNEFDI — FMIBKREZEET 2HNELHI15E
bBHb Ed,

a) DL— ~EEPAMRS] <. [GEEAZZEM] ZBIRL £9,
b) iIBAEDOAB% PEM R LTaE—L T,
<certificate-base64-bytes>

————— END CERTIFICATE-----
<!--NeedCopy-->
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C) BERRZEDRELAEM] ICHBBEORBEEOMHITE T,
d) [EEBEZmiEM] #TRL £,

Connector Appliance APl M L T)L— ~EEBBH#RS (RootCA) %&ind 3IZid. Citrix BREMRIT R+
aX> ko Managing root certificate authorities) 8B LT T W,

pE

BMHARDYINTIEERRE. F7cldS$ 1% 30 BUARICHARRYINIC R ZEERAEICIFESNRTEINE T,

7. [Ax0420FR] €0 Vv I LT BRIRIVZHETET,

8. ConnectorAppliance D&ri%ZERL £9, COERIE. VY —XRDBFRICTEFET 5 S £ X F%4 Connector
Appliance #X A3 2 DIZ1&IIE £ 9. Connector Appliance # &R L7k, BRIZZEE TR LIET
TEHA.

[Connector Appliance B8] 71 —I/LRICBEIEANADL. DRA] 20Uy O LET,

Give this Connector Appliance a name

A unique name helps to identify and distinguish between various connectors, The
Connector Appliance name cannot be changed at a later date and must be a fully
qualified domain name

Connector Appliance name:

Web ~—2 T, Citrix Cloud TOBERICFERAT S I— FAEHEINE T, COI—FiF 15 5 THRTINIC
BHEI,
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&g
W

N

Use this code to register
Connector
Appliance with Citrix Cloud

SN RGN B RSH — XN BNN S (02

n 14 minutes 57 seconds

Register on Citrix Cloud

9. [AF—] REVZFAL. A—REI Uy FR—RICOAE—L T,
10. [UY—XDFF] Web R—JICRD £,

11. [Connector Appliance D1 > X +—JL] #RA0®D [FIE2] ICO—R=EEDRFITE T, FEERER] 50
Vw2 LFET,

Citrix Cloud ©. Connector Appliance #"FEL. EATIT 2 EBRL T, ERFI— ROBFWMERH
PhTWBEE. ILLWI—REERTELS5ERINET,

Step 2. Enter your 8-digit code to confirm connector details and then register as a
product in Citrix Cloud.

After downloading and installing the connector, follow prompts to generate the 8-digit registration
code.

9/ G 7 8 X | N| 7 2 (Confirmﬂetails)

12. [B8] 20V v I LET,

COR=JIC, BEDPHNLIEDES DHRRTNE T, BERVKRBLIISGE, BRAT IS L EREINET,

13. [BAL3] #2oUwv o LET,
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Connector Appliance EE~X—2TlE. Connector Appliance O#BiL R— 240 >O—-RTEZHTE
9, #FLLIE TBMLAR—bOERMI ZBBLTIEIL,

Connector Appliance 0 %3

Z1)Y—ZXDOBFAT. 2 2L ED Connector Appliance #1 > XA b—ILLTERTZ 28D LET, ZDHE
BICK D, BENBRTAEHIREIN. IRV IBTEAEZSBTIET,

Connector Appliance #E#ZEBE I3 L IEFTI A,

Connector Appliance IZBBINICEFRINE T, IRV FZEZEHMTIHOICT I aVERTIIHNEIIHD £
Ao Connector Appliance DEH% )Y —ROBRICER T 2EREZIEETIE£T, LI ORI 20EH
ZERLTETL,

Connector Appliance VM X +v 7> 3w b EER, —RHEL. ERLAVTIEI V. NS OBRMEIFY R—
FEIRTULEEA.

Connector Appliance Ul IZ#MI® TG L e SICDH. [FHILWISRT— ROER] R—IHRRINET, 2O
NRT— R, FROGEBICEZA TREBIBMIFEELTLEIV. TONRT—RIFUEY b TEFEEA. VXD
—krEENBEIE. Connector Appliance 2B > X b—ILT3HREHH D £F, ZDHD Ul ADEHTIE.
Connector Appliance DERRFICERELTE/NZAT—REANNTELSICRDENET,

A

Signin

Password

LA L L L L]

ML R— b DL

Connector Appliance BER—J 5 liLR— FEERLTH U YO—RTEET,
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Diagnostic report

Generate and download a diagnostic report on the health of your Connector Appliance Download report

1. N1 X=N+1%—d Connector Appliance I> YV —ILh 5. IP 7RL X% Web 7504 —D7 KL XN
—IlcaAE—-L&9,

2. Connector Appliance OEREFICRELL/NXT—RZANLE T,

3. R=20 [gHLR—-K] £>3>T. [LR—rOFO>O—-FR] 20Uy I LFT,

UL A— M . zipT7 7L TREINET,

Ty T — U BGOSR

[TCP v 7F+v] #2rF v o %=ERALT. Connector Appliance BIER—Uh5Ry MU — VL2 BB TS
E
1. Connector Appliance DEEXR—J T, AYH—N—DFHIV  EE IV IV I L. [®y bT—02H]
ZERLES,

2. (72 3y) [TCPxv7Fv] €U avic. =5y b IPT7RLR RRAME, ElBR—bZASL
T. TCPF v FF v EHIBRLET,

3. [FL—XHEAE] XZa—H56. FL—XZRTITZHHEZERLET,
4. (72 ay) INTy RbL—R] ZBMICLT. N7y FORBZF v TF v LETS

NTY b L—XDEMICHE>TWVWBIHEE. TCP ¥ v T F vBERRI NI 74— b7 FO—-FEE D, 2208
BIAY A —%F v TF v LET, CORI NI T +— b7 7O-FId ENXTY LORID 94 N1 +EF
Y 7FvLET, Il AVE—REEHY A XTRBWVWED. CO7FO—FTIERIRTDOAYE—% % ¥
TFrTIRVWIEDHDEFT,

5 [FL—XOM#E] #20Jv I LET,

6. FL—RHBRETITBZETHLEEI, FL—ZADTET LS, PL—XLR—-bZHZIVO-RTBH #HLL
FL—XZRIBTBENTETET,

o [#yvO—FK] #UUwILT. PL—XLKR—+ZEAXU>O—-—KRLEFS, FL—XLKR—F
IF.pcapZ 7ML TRIBINET,
c FLWrL—XDREA] #0U v o LT, BIOML—XERBLED,

Active Directory % Citrix Cloud (Zi&%5:9 %

Connector Appliance /M L T. Citrix Virtual Apps and Desktops UV —XE#&FHWVWIT L X MIUY —
ADBEFHETET ET, fz zIE. Citrix Secure Private Access DEEE®. —28D 7 #+ L X A2 —H —5R3EIC
DHER I NS Citrix Virtual Apps and Desktops DEEE DB E,
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52 L <&, TConnector Appliance %#f#f L 7z Active Directoryy #8B LTI L,

Kerberos & D&

>y > A vIZ Kerberos 2B 9 3384 1&. Connector Appliance EE~X—h 5 Active Directory
Ao hrAO—S—DOERHAELVWC t EBBTEE Y, [Kerberos #%:if] #eE#=EAT 3. Kerberos 8 nAE
— R8M £ 7215 Kerberos O#I#F S EFE (KCD) E—R#EBRERIETIEI,

Kerberos BB D A B EREL £ 9 :

1. Connector Appliance OEEXR—JICBEL £ 7,

2. N1 IX—=N1H—0 Connector Appliance >V —ILh5. IP7RLZX%E Web 7505 —D7 KL AN
—ICJE—-LZF7,

3. Connector Appliance OEREFICRELc/NXT—RZANLE T,

4. Egn#HD Kerberos #miz 43§ 3121k, [Active Directory R X1 >] £ 3>7T [Kerberos t&:E
LILLDH] ZFERLE T,

5. [Active Directory R X1>] #EEL T,

+ Kerberos B0 A E— R E R 2B 5. RO Active Directory RX 1V EIBETE Y,
ZDE—RIF. RXAYADBMICKEL FH A

6. [t—EXFQDN] %#iEELFd, T74IL DY —ERXZIE Thitps) THBEETNATWVWET, com-
puter.example.com) Zi8EL7BE. T0fEIE Thttps://computer.example.com; AL RHRE
nEJ,

7. [A—%—8] ZEEELEXT,

8. [IXRXTU—FK] Z_ELFT,

9. [Kerberos =7 +93] 2OV w I LET,
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2 Kerberos Validation
Q0

Validate the configuration on the Active Directory controller in realm-only mode. Learn more

Active Directory Domain

Service FQDN

Username

Password

Kerberos o#l49{4F&E (KCD) D#EM%ERaEL 9!

1. Connector Appliance OEEXR—JICBEL £ 7,

2. Connector Appliance &L TW3 K X > @ Kerberos 411 F&E (KCD) £— RE#RET 3113
BETSE XA VOEBRSA=a2— () 5 [Kerberos t#&:iE] ZiERL F7,

3. [Active Directory R X-1>] #EEL T,

+ Kerberos ofl#ft S HZEMM LRI T 3IH5EI1E. BMEH XAV O—EBNSFEIRTZUENHD £
ERS

4, [—EXFQDN] #iEELE£T. T 7AILLDH—EXRIE Thitps) THRBEINATWVET, 72X X
i&. Tcomputer.example.comi Z8E LB E. COfEIE Thitps://computer.example.com%E2%
80%9D1 AL RAHTNET,

5 [2—Y—8] zEBELFT,

o Kerberos #2494 FHEE— RDIFES L. [Service Accounts] 2 7%BEIRLT. H—EXT7HY >
FEFERALTKerberostty b7y 7 BRHTEZEHTIET,

6. [Kerberos #57X ~93] #0UwoILET,
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o Kerberos Validation
=1}

Validate the configuration on the Active Directory controller with Kerberos Constrained Delegation (KCD).

Use of Kerberos validation might require specific setup on the Active Directory controller. To use KCD on a Connector Appliance, you must first join the domain and
then set up KCD. Learn more

Active Directory Domain

rootluk.conapp.eng.citrite.net AV 4

Service FQDN

Username

Kerberos d#EpHE L WiEEIE. TKerberos dtyw b 7w IHREEICKRIETNE L] WS X vE—IUHRKRTRE
NF 9, Kerberos D#EMHAEL < BWVESIE. BIENREDLSICKBLENEVWSIBERERI IS —XvE—IH
RRINET,

Kerberos IcoW T L < &, Microsoft HDO RF a2 XY rEBBLTLLFETL,

Connector Appliance D v F 7 —UR%E
77 #JL +Tid. Connector Appliance ® IP 7 KL R %y b7 —08%EIE. DHCP 2FEH L THENICEID Y
Tonxd,

DHCP %1ER L T Connector Appliance #&4g L 7-#%. Connector Appliance EEX—JTxw b T —U 8T
ZRETTEY,

fet2 L. CTERDIRET DHCP 2 A TE A WMEA. £721Z Connector Appliance EEER—JICT7 IV EXTER
Wig&lE. Connector Appliance 3>V —IILTEE®RY -V BRERETI T,

Connector Appliance EEBR—CTORY T —IREDER

DHCP %R L T Connector Appliance # &2 L 7-#%4. Connector Appliance EEX—JTxw b7 —URBE
ERETITEXT,

Y bT—UREEFETHERT BICIE:

L [Ax720BE] £723>T, [*y FT—IOREOHRE] ZFRLET,

2. [%Yy hT—URE] FAT7OTRYIIT. MEORY hT—UREZHERT 5] ZFERLET,
3.IP7RLRA BTRYMYRI. TIHIT— bz 12 NALETS,

4. 1 DFIFEHRD DNS r—N—ZEMLXT,
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5 1 2FI3EHONTP b —N—ZEBMLFY,
6. (RE] 20U wILET,

I RT—URENDODEERREFET 5 . Connector Appliance "BE® L £ 9, BiEe& . Connector
Appliance IF—B9ICERTE R < A& D £9, Connector Appliance EEXR—IHh 50077 hIh. TOR—
SO URLAZEINET, HL W URLIZ. Connector Appliance IV —ILAT. ENATN—N1THF—T=
WD —UBREERT BT, ROFB A TEIET,

BEMICEID ETONIEZFERTZELS. 2y FI—IBREEET3IC:

1L [Ox0208E] £02a>T Ry bT7—UREDHREE] ZFRLET,
2. [y hT—=URE] 44T7AJRYyIRT, [IP7RLRZBHNICEIET 3] Z#FRLEY,
3. RE] 2OV wILETD,

FYLT—UBREANDEEERET S L. Connector Appliance i"Bieg L £ ¥, Bieg . Connector
Appliance IF—BICERTE A< A D £9, Connector Appliance EEBR—IA 5077 bIh, TOR—
SO URLAZEEENE T, #HL WL URL IZ. Connector Appliance 3>V —ILWT. N /N—NAH—T=%
v D —UEREEEIBZI_E T, BDOIFE3eNTEFY,

Connector Appliance >V — L FERALIX Y hT—JERDRE

77 #J)L b Tl&. Connector Appliance ® IP 7 RL R %Ry hT—2%EIZ. DHCP AL TEEBMICEID Y
THNET, L. THEADEET DHCP ##EBATEAVES. 713 Connector Appliance BEIEXR—JICT
T2 TEHRWVWBEIE. Connector Appliance IV — )L TEHEXY T —JBHBERETT X,

Fy hT—UBRERET BICIS:
1. N NX—=N1H%—T. Connector Appliance #Bi&£8 L £ 9.
2. Connector Appliance oiEEgific. AV —JILTXyE— Welcome to GRUB!) #BL %7,
3. TOXytE—INMKRREINIS. ESC F—EIMLTGRUB XZa—IZADFT,
4, BEINIA—Z—%HETBICIF. eF—Z2HL X,

ROEBDESBE 2 —HRREINET:
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GNU GRUB wersion 2.04

setparams ‘Root @’

set root="(hdo,gpt3)"
linux sboots/bzImage ro root=PARTUUID=7?08a030c-5adZ2-429b-9fb5-fccifen
098cZ0 quiet oops=panic console=ttyd® console=tty30

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

5 Tlinux) THEZITEHEL T BEBELAXY - ERELE T,
¢« DHCP v h 77— %EET 3IC1d. 7RIC Thnetwork=dhcps ZEBML £7,
s By bU—UZIBETBICIE. TORBIRONTA—F—ZEBMLET:
network=static:ip=<static_ip_address>:netmask=<netmask>:route
=<default_gateway>:dns=<dns_server_1>,<dns_server_2>:ntp=<

ntp_server_1>,<ntp_server_2>
<!--NeedCopy-->

TL—RRINE—DEZBRDOEICEIRZET,

6. Ctrl+X +—%# L T. #FHL LERKT Connector Appliance #iEE&L £9,

Connector Appliance DEEE1I—H—/X\XT—ROLE

1. OAYV—IOBLICHZ I —AZa—h5. [INAT—ROEE] #FRLET,
[INAT—RDEFE] R—IHBRRINET,
2. WEDNIT—REANALTHS. FILWOWNART—RZANADLTHERLEYS, REITHAHMLLWINRT—RIER
DEHEBLLTVWIHRELRHD £7:
e 8XXFLE
ANFEINZNXFOHEHFEED
o FILT 7Ry MO EFEEDLHELLED 1 DT
REONZAT—REERLHDICLEWL

3. INRT—FDOEE] ZFRLTEEZRELET,
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Citrix Cloud 5 B#MICH A>T SN, A VA IR=JICULFAL I FINET,

Connector Appliance %= £ L 7= Active Directory

January 23,2024

Connector Appliance =/ L T. Citrix Virtual Apps and Desktops UV —X%# &£ HBWT LA MUY —
ADBEREFHTITET, 7k xId. Citrix Secure Private Access DEEE®. —HD 7+ L X bH1—H —3ZHEIC
DHEA T NS Citrix Virtual Apps and Desktops DEEE DB E.

Connector Appliance #fER L=< JLF K X1 > Active Directory @154, ROFIRHIERAINET:

+ VDA 28T 7+ L X b TlE. Cloud Connector {1 D iZ Connector Appliance ZfEH323 i3 TE
FtAo

Ei4
Active Directory 0ZE#

o A—H—BHOATFIIIEERTZOICERTZ) Y —Re1—H—%&T Active Directory R X1 >
IZBINEH. 3L < IE. lActive Directory To Connector Appliance ®ERB> 7+ 41 #8RLTLEY
L

« Citrix Cloud TR T2 FEDE Active Directory 7 + L X ~iZiE. EIZ 2 2® Connector Appliance
KT IEATEBLIICTEIRERBHDFT,

+ Connector Appliance iZ. 7#L X bJL— bk R X« > Citrix Cloud TERT3FED R X1 > OEAD
RXAYOAYMO—5—ICT7 I EATEZHRENRHD £9, 5L <& XD Microsoft D R— hxER SR
LTLiET L.

- PXA D EEZERT DA%
- T'Windows O —EZBES L UVRy FT—0R—rEH] O TP RFLY—ERR—F1 O3>

e JO—NIEF2VTaTIL—TDRDDIC. AZN—HYIILExaUTFoTIIN—T%2FEBLET. COERKIC
D, A—HF—=TIN—TDXN=2w T2 T LA NADEREDO R A > FO—5—H S5BERICEET
TFEJ,

v hT—UDEH

¢« VY —XDBATHERATZ )Y —RIEHRTEI 3Ry bT—TIEEHo
o TVR—Fy MIESUEH. LI TOXTLABLVEGEH] Z28RBLTIETL,
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FConnector Appliance @i&fE] ICEBEINTWVWSR— ~IMR T, Connector Appliance IZiE. ROKR—+%
7+ LT Active Directory R X1 VIR EEHR T Z2HELRHD £7 !

H—EX R—hk HR—LENBZRXr>7FORIN
kerberos 88 TCP/UDP
IVRRAY Ry IN— 135 TCP
(DCE/RPC O —&—#—£ 2)

NetBIOS x—LH—EX 137 UDP
NetBIOS 7—4% 4 5 L\ 138 UbDP
NetBIOS v 3> 139 TCP
LDAP 389 TCP/UDP
SMB over TCP 445 TCP
Kerberos kpasswd 464 TCP/UDP
Jo-—-NiLax0ad 3268 TCP

#§r RPC R— 49152~65535 TCP

Connector Appliance i&. LDAP 222 FEAL TRXI YAV FO—5—ADESHZELFa2 )T+ TRELFT,
D&D. SSL#AZMB® LDAP (LDAPS) IZREH D £ Ao LDAP EZICDWVWTEH L <& MWindows Server T
LDAP ZER2%=BMICT2HE] LU TLDAP FvyRIUNA > T4 > LDAP ERE=EBMICT R HOYrorOY
ThAAE YR ZBRLTLIREE W,

H#R— k3 n 3 Active Directory Di&gEL NJL

Connector Appliance I&7 X ;EHT. Active Directory @7 4L X b Z R XA Y OLUITOHEEL RILTHR—
FEINFET,

HPR—FINBRXr>I>bO—

TH LR ERELANIL R XA HBEL NIL z—

Windows Server 2016 Windows Server 2016 Windows Server 2019

KXy bO—5. 74LXAMEELRIL. BEIURXT0EELRNIILOMDBHEAEHEIE. Connector
Appliance TIFF A FINTWVERA. 725 L. TNHDEFELEIIEREICEET 2 MBI NTED. HR
—rIRTVET,
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Connector Appliance %/ L T Active Directory K X1 > % Citrix Cloud |49 %

Connector Appliance B Web R—I1C##4t9 % . Active Directory RX1 >t a>vit2 202 THhE
TENEY

« Joined Domains -Connector Appliance % AD R XA VICBIMSE3DHICERIN. RXTVRICT
TSATYADIS VT HI Y b EERLE T, Kerberos #ET 3 1CId. ML R X1V OERICH S
BEESAZa—Z UV I LET, FXAYVAICII VT HIY MDEETIHELHD £7,

+ Service Accounts -Secure Private Access (SPA) V) a—>3>0—8Hr LTERAIN. RXTVICE
MIBETHERINIEID Y THTY FORDOICH—EXTHU Y %R L T Kerberos SSO #3231
L% 9. Kerberos ##iE g 3IClE. T —EX7HT Y FOBEAICH ZEBEEREXZ2a— %I Uy I LFT,
HEDRXA 2RI VICEEMITZZCIEHATIEHD £ A. 272L. Connector Appliance H' K X1
VICEFEINTVARWMESTH, RXMYOAY bO—5— IR TI £,

Active Directory domains

jice accounts

Add, delete, or valid with Kerberos Constrained Delegation (KCD) to Active Directory forests below. You may also validate configurations using Realm-Only mode. Kerberos Validation Realm-Only

M’E

v Delete

Active Directory domains

Add, delete, or validate service accounts with Kerberos Constrained Delegation (KCD) below.

Kerberos Validation

¥ nouser@nodomain.com Delete

Connector Appliance %7t L T Citrix Cloud Ic$#4t9 % & 5 IZ Active Directory Z#m3 3 ICid. ROFIEZE
TLEY,

1. Connector Appliance # Y —XDBFRICA VA R—ILL £ T,
Connector Appliance DHEE RF a2 X > FOBFEREBBTI £,

2. Connector Appliance 3>V — L TIRHEINZ IP 7R L X% ERA L T. Web 75 2% —T Connector
Appliance ®E®E Web R—JICEHE L £ 7,

3. [Active Directory R X-r>] 4> 3>7T. [Joined domains] 278 £,

4. [+Active Directory R X1 >DEM] #VJvIF3L. RXAVBEANNTZOOHLWRY TT7Y T
Va4 RUNRRINET,

Connector Appliance ld R X1 > Fx v o LET, Frv o TERENRITHIE [Active Directory IZ
S FA4700R Yy I IANHMEIET. COMLWIr VY RITIE RXMVICEMT 301 —H—8L
NRADT—RZANNTEET,

5. [Bm] 2oV vILET,

6. RXAUADOBMERZFD Active Directory 2—H'—DI1—H—RFL/NXT—REANALET,
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7. Connector Appliance "5 Y Y EHRESNET, REINALZELESI LT HAOIYIVE (BRK
15X%F) ZI8ETHEHTETET,

ZOI > >AlE. Connector Appliance &0 L7z & FiC Active Directory R X1 VICER ST E T,
8. [&ml 20Uy ILEY,

ZhnT. Connector Appliance ®a—#'——1>%#—7 12X [Active Directory K X1>] £o> 3>
IR XA UH—ERRINFT,

9. Active Directory K X >% I 5(ZiBMNT 3iCid. [+Active Directory k X1 > migin] ##RL T, £
ROFIEZZEDIRLFT,

10. CitrixCloud I> VYV —JLO R XA R=JICHBEFHL. RXIVICH—E X% T3 [Connector
Appliance] %&RL £,

11. Connector Appliance % £72 &8 L TWAWES&IE. TConnector Appliance % Citrix Cloud IZE8 9
%] THEBEINTWBFIEZHITLE T,

RXAVADSBNMBICT S —HRELBEIZ. BEVDOIRIEN Active Directory 0EB# e xy b7 —00EH%
WL TWBA e zERL T IZTL,

RDIRIE
+ T Connector Appliance IZi&. T 5ICRXA Y EBMTE £,
pa
Connector Appliance IZR A 10 BD 7 # L XA FTT A FINTVET,

o MEEEZALEIEZLD. ERXTVERUY —IDBHICH Z1EEHD Connector Appliance 1280 L
=

Active Directory =&k~ 9 3

1)y —2DBFrD Active Directory k X-r > & Connector Appliance O#mId. RDOBFATRATIET:
+ Citrix Cloud 0#%45:

1. XZa—7T. [IDBLUVT7I/EREE] R—JICBELET,
2. [FX1Y] 2TICBBLED,

Active Directory KX Vi3 ZORXAVHBLTWVWB DY —XDIGFFREEBHIC—BRRINE T,

« Connector Appliance ® Web R—> D54
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1. Connector Appliance >V —ILTRMHIN 3 IP 7RL X%HE L T. Connector Appliance ®
Web R—JICiEHEL £ 9,

2. MIEEREICIER LN —RTOY1> LET,

3. =2 [Active Directory K X-1>] £ > 3> icid. @ Connector Appliance A*&1nL T
L3 Active Directory R X1 > O—BHRREINET,

Connector Appliance n 5 Active Directory K X > %Ik 3

Active Directory R X1 VDSBS 21213, ROFIEZEEITLET:

1. Connector Appliance a> vV —ILTiR#EE N3 IP 7 KL X% /A L T. Connector Appliance ® Web
R=JICEGELET,

2. YIEEREFICIER LN —RTOY1>LET,

3. =20 [Active Directory KX >] €U 3 >ich3. ML TWLS Active Directory KX+ >n—

BT, BRI X1VZRLET,

Connector Appliance IC& > TR TNz > > 7 HD Y FORRIETRLET,

RXALYOBEICHBZHIBRTA Y (THHE) 20Uy I LET, BRI 7O Ry I ABRETET,

HE7] 20U w o LT, ZOBREERABLET,

Active Directory O> +O—ZICBBIL £,

Connector Appliance IC& > TR SNz > 7HD Y 2OV FO—-SH5HIBRLET,

© N o 0 &

Active Directory T Connector Appliance =B L7=ER>F ) F

Cloud Connector & Connector Appliance ®mA %M L T. Active Directory I~ FO—SICEHFTE £7,
FATZIXV20BEIF. BRICLE->TEARDET,

Active Directory T Cloud Connector fERICDW T L <&, TActive Directory To Cloud Connector
BRI UA #BRLTIREE L,

ROKFTIE. Connector Appliance ZER L T Y —XDFFi% Active Directory 7+ L X MMIEHEL 7!

+ Secure Private Access & L TW3, 5£L <I%. Connector Appliance % f&F3 L 7= Secure Private
Access] ZBRBL T IZE L,

s A—H—FEICOAMERATNE T4 LA 1 DLULEDS

s BRODTALZALDOYR— MIBERIXITZHBOHIFZHFELTVLS

o fthd2—X4 — I Connector Appliance # ¥ Er LTW3

1D0UEDTALRAMMIA—H—DIHDNEETBRHBEIC. TRTOT7FL AN LTL1+EY D Connector
Appliance % ERf

Z D> F 1A% Workspace Standard mEEZE. F7z1& Secure Private Access 7= Connector Appliance
ZERYTERICBERATNE T,
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Citrix Cloud

Sorry, that link isn't valid.

The link you used is no longer valid or has expired.
Contact the administrator who has asked you to
join to resend your invitation.

Citrix Cloud ICIZBREXA—IILDRT—E2IHLREINB 0. BEEEIBEX—ILEZIFANT Citrix Cloud (2
ALY LD ESHERBTEET,
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Citrix Cloud

Add administrator/group

e
(] user
(] user
(] user

) Identity
Email Status Access ‘
Provider
Invite Sent Custom Citrix Cloud
Expired Full Citrix Cloud
Active Full Citrix Cloud

pas
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EREZRBFIBICE

1. CitrixCloud icHr>1 > LTHSB. X=Za—7T [IDBLVT77EIEE] 28IRLET,

X

Home
My Services

Library

" 110

esource Locations

Domains

Identity and Access Management

S 3

1249

Motifications

Edit or Add New

| Add New ] [ View All |

MNetwork Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Notifications

System Log

3l

Application Delivery

S

Content Collaboration
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o gt —
BRRTINET,
< ldentity and Access Management
Authentication Administrators APl Access Domains Recovery
. ) Identity
D Typed Display Name Email Status Access .

Provider

User Ralph Thomas rthomas@example.com  Active Full Citrix Cloud see

3. [BREE[JIL—T=ZEMT 3] ZFRLET,

4. [EBEDHFM] T, FHETZID 7ONIZ—Z2RIRLE T, Azure AD zEHL TWBIHE. BMICY 1Y
1YT3E3ICKRDZ X yEz—IH Citrix Cloud IZRRINZ e hHBD £,

5. Citrix ID ZZBRL B8 1E. - —DX—ILT7RLREANALT [RA] 20U v I L&D,
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—EXEHIHTEET,

8. BEEDHMZHEALEI. EETBICIF. [RB] Z2FRLET,

9. [BF#ixE] #EIRL £ 9, Citrix Cloud Ig. HEESNIX =T RLRIEBHEX—ILZEEL. BEEZ—
BIoEmML£Y,

BEX—ILzEBEET S

BEA-ILEBRETSICIE. AV —ILOARICHIEEES () XZa—Nn5 [BREXA—IILOBREE] %3ER
LEd. BEX—ILEBEELTH. BEXA—ILOBEWEHRIINZ ZTD 5 BRADHRICEEIEH D £H A

User joeadming@ com  Invite Sent Full Citrix Cloud “es
Copy Email Address
User , Delete Administrator
Edit Access
Resend Invite Email
User

HLWHA I ) D0 28THBREX-ILZ2BIXETS

TOBREX—ILOBMERIINISIZEIE. FTLWBEX - 2EEEICXETEET. ROFIEZRITLET:

1. CitrixCloud "5 BEEZHIMRY 3: [BEE] R—IJT. —BNSBEEZRDI. BERSX=Za2—"5
[BEEEDRIRR] Z#RLET,
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Citrix Cloud

Please approve me
as an admin for Citrix Cloud

Email Address:
Customer Name:
Org ID:

| was able to request access because I'm associated with the
MyCitrix customer account

To approve me, please sign in to Citrix Cloud and add my email
address in the |dentity and Access Management = Administrators

page
For more information on how to do this, click here

Thanks,

BEENINSDUIIR N 2ERTBICIE. COZEDO MEROEEEZBIFT 51 OHPBICK>T, 7I/EX%E
UOIZAMLTWERA—F—ZEBEBL L TBRHLET, COHFE. ARV IIXAPDX—ILIZRFENZXA—ILT
FLRERL7 RLRZFERTZHEDHD T,
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zo%. 1—4—3 CitrixCloud D/XXT—FZER L. BEBETHIY MIYA VAV TEET,
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LALWELRZBERDDET, X—ILTRLAEEET 3. Citrix Cloud h5# L W7 R L AR X —JLHNE
EINFET, BRBLRS CitrixCloud h'5H1> 7o hdh. EEERTTEFET, HOBICHLLX—ILTRL R
THEYIY1VTEXT,
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Citrix Cloud

Administrator
CCID: example

Example Corp.
Organization ID: 50986964

Account Settings

Change Customer

Administrator

administrator@example.com

My profile
Sign Out

English (US)

2. [(X=JT7FRLR] T [(X-IOEE] ZFRLEI,
3. FILWX=ILT7RLRZANAL. [HEEBX—ILZEE] ZFRLED,
4. A=JLICHEHIN TV 6 HTOBBI—FZANIL. [BRBLTERTIB] Z2FRLET,
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BEDYTENTVET, BEIVY—IILOBEDERF B EDT —EINDT7 I/ X%FIRT 3BEE. _H
RABLT U AER _EEHETITET,

HMOEBREDEREZERETIT2DIE. 7T X1ER%ZH#HD Citrix Cloud BEBERIFTY,
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1. https://citrix.cloud.com Citrix Cloud 21> > L% %,
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2. CitrixCloud XZ=a—n'5. [ID 8&LUVT7 I IEE] ZBRL. [BEE] 2BRLET,

3. BEWRO ID 7ON1 4 —%FIRL £ Citrix Identity (77 #JL k). Active Directory (ID 7O+
H4—r LTSAML 2R L TWVW3HA). FiidAzure AD (EHTIN TV BHAR).

4. BEENROEBEIIIIIL-TZROIF. BBESHREZVZI Vv I L. [TILRDMEE] Z#ERLEY,

Select an identity provider
Add administrators from... v C Refresh
Typed Display Name Email Status Access Identity Provider
User> John Smith john.smith@example.com  Active Full Citrix Cloud
Copy Email Address
User> Active Full Gitrix Cle Delete Administrator
Edit Access

5. BEDERZHAELIZBLETBRICIE. [BRELT7IER] %#3FIRL FF, Citrix Cloud DLigE~D 7o
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Citrix Cloud

A Edit access for X

Set access for -

(O Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as
adding or removing other administrators.

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can

manage.
@ Switching to custom access will remove management access to certain services.
Deselect All
Search for permissions Q
General All roles selected Y

Customer Dashboard (View Only)
Domains

Library

Licensing

Motifications

Resource Location

Secure Client

Support Tickets

System Log

Workspace Configuration

SOOI ORI ]
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[

I

Enter the verification code Provided by your
authenticator app.

Don't have your authenticator app?

REET TUDBWHEEIR. BT TIDRBD ELAD?] 20Uy I LTHA VA VICRIDEIRAEEE
RLEY, BRLAEIRAZECKLCT, RELAEBIAI-R. EREKRERONY I Ty TFI-RZAHNLT
(REsR] Z3RL T,
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3. BEOXZa—h5 [R47O771)L] ZBRLES,
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9.

10.

Administrator

o CCID: example

Example Corp.
Organization ID: 50986964

Account Settings

Change Customer

Administrator

administrator@example.com

My profile
Sign Out

English (US)

[FBET7FU] T EHLWTFN 20BN Z#RLET,

@ Authenticator app Recommended
Add new device

An authenticator app 15 set up on your device.

TNARADEEZHRT B AvE—IDRTEINLS. [V BADOTNIXZEBLET] Z#RLEY,

AT TUHDSHBI—RFZANL T FARRBZITVWET, BT UL WEEIF. ERAZE=zERTY
3] ZBRL T BRLULEBAFETEARRBZITVWER T, BRLAEBAAZEICK LT, RIELCESRI-—F
MEIRO—R. FREKRERONY I 7y FA—REANNLET, [FERLTHIT] Z2BIRLET,

RUICERLAETNARETORIET TV ZERA L TWBHEIG. RE7 7 H 587F0 Citrix Cloud T
bUZHIBRL £ 9,

CHLWTNA RZBRRT, BT TIVHBWVEEIE. TACTROTTUILT7HS5HTYO—-RFLET,

AT TUDS. TRAZATQRIO—RZXF vV I3H. F—2FHTANALET,

SREEY ST 6 HTOHRBI—FZANNL T, [I—-FZzHEBT 3] ZHRLE T,

TNARZEELIS. [RATOT 7] R—DOWERBFENRT TH S & 2RI % &z Citrix TIF#&<
BEIHLET,
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MFADF %= ZET S

BEET SV ZEALTMFAICBRLTED. X—ILT7RLADERICTIDEZ 215613, BiHFE2LEITBET
NAZDBEFZRDHIBFINB CITERL TSV, BT TV ZFERLIZERDBIAICRZHEIF. TNIRXZ2H
BERIBUELNHDEY,

1. CitrixCloud O>V—ILOALEDXZa—h5. [vr7O771I)L] #BRLET,
2. [ZEZZE (MFA)] T, DB X 2B EAEEZTIRLES,
3. X=JLMFAICYIDEZ 255!

a) [EW, X—JLIZEBELEY] ZERLT. MFAOFZELEET B e 2B L X7,
b) BT FUHBI—RENAT D BIESZEFERLTID ZERALEY,
c) [(MERL THIAT] ZBRLTEEZRETLE Y,

4. FEET TVICHIDBER 355!

a) 7Oy ZrpRmaniz5, Citrix Cloud KX —IL7 KL RICEET 2B I—REANSL. [HRL
THAT] ZBRLE Y, £hlE EIRFEZFEALTID ZH®BLEY,

b) BT 7V EFERALT. TNTRODAXFTQRI-—FEIF v > TIN BHFF—ENNILET,

C) BBE7 7 WA 3] TRAET7TUDS 6 HOI—REANALET,

d) [O—rEBERIB] 20V v I LTTNTIROERERTLET,

MFA 0 EIBRZ=EET S
BE.

CitrixCloud 7h 7> bORLZRFRT 31013, BEHEESMOREICRSE. ERABEREZFEALET. B
7TV ERIEMFAX=ILT7 RLRICT I CRTE BB STI5E6. CNSDBERBEAEDNTHI Y bADT D
TRXZEIRTBHE—DHETT,
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Recovery methods

If you can't sign in using your account password and authenticator app, you can use the methods below to help us venfy your identity

@55 10 your account

Recovery email

Add an alternate email address where you can receive a Add recovery email

recovenry co de,

Backup codes
Replace backup codes
10 one-time use codes were generated. 0 code(s) used

Recovery phone
Phone number will be contacted in case we Change recovery phone

need to verify vour identity.

EIHBROX—ILT7RFLRZEBMEIZEET S

l. AEDOXZa—h5 [R47O771)] ZERLET,

2. BHBAOX—ILT7RLRZFIEEMLTWEWEEF. BIRAE] © [ERBOX—IL7RLX] T [f&H
AOX—=IL7RLRZEMT 2] ZFIRLFT., BEIHBOX—ILT7 FLXZERIZIEBML TWBHEIE. [RIEA
DA—=)LFRLRZEETB] ZBIRLFT,

3. 7OV KRR ENFS. BT TUOHBRI—REZANATEIHN. X—IL7RLRICEEFEIALI—RZA
HLES.

4, FAHTZHLOWX=ILTRLIEANAL. [BEREX—ILEREE] ZBIRLET, COX—IL7 KL XIF. Citrix
Cloud 7Ho Y MZERATEIX—IILTRLRALIZBRZMBENDHD £7, Citrix Cloud 1&. NFILFZEFX
— L7 RLRICHEBEFA—INZEELET,

5. BEEX—I)LIZHZA—RZAHNL. [O—RZHEBLTETTE] 20Uy I LET,

WLWAY O 7y FI-—REERTS

WDOTHHLWAY I Ty II—RDtEy hE2ERTEET, Ny o7y FaI—-REFERT S =, Citrix Cloud
& [N 7A7701L] R=STHEAINLESELRLED,
HLWAYITZyTaA—REERHLIES. BRTLRERBARICREL T,

l. BEEDOXZa—h5 [v047O0770)] ZERLET,
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2. WENCNY 7y TA—RZER LI DB WEEIE. (BIBAEZE] TiCHs (NyoT7yFI—R] T
LWAY I 7y FOA—REERTS] ZBRLET, MENCNY I Ty FOA—REER LD HZHE
e Ny o7y T7OA—RZ2ESHMR 3] Z#FRLET,

Ny OT7yTA—RzEBEIMRBELSICROSNS. BV O—FZ2EBIMRET] 2BRLES,
AT TUDS ORI — B, FLEA—LTRLACEEINALI-REAATL T FABRZITVET,
[FER L THHT] ZEIRL £, CitrixCloud I3 LWANw o7y Fa— ROty FEERLTRTILET,
[O—FZ2HAY>O0-FT3] 2BIRLT HILLWI—FZTFILT7AILELTHYYO-RLET, &K
I (INw o7y P aA—RZREFLELE] ZBIRLET,

7. INyoT7y7aA—FeERELELE] Z2BRLT. Ny o7y FI-ROESHRAZTTLET,

o oA~ W

ERROERESZEETS

1. BEOXZa—h5 [RA47O0770)] ZERLET,

2. [1BIBA#] © [BHROEEES] T [BHRAOEEESE2EETS] 2ERLET,

3. BT VDR IA—REANATEH. X—IFRLRAICEEINO—-RENDLET, [BRLTHIT] %
BEIRLET,

4. FRITZMLVEZEBESEANALET, KRIC. BRO-DICEEBESEBANLET,

5 [RIBAOEZES%2R17F] BHERLET,

PN
Citrix Endpoint Management (CEM) 0BEEERZZETET 3013, EEENEEENOBRZZITA

N, CEM21JLT [BIE] 20y I LTEBDATT, 3ATO Citrix Cloud BiEE v Etkic. CEM EiEH
ETFT7AIETIINT I REREF>TVET,

BEEIIN—TZ2EETS

February 15,2024

Active Directory. Azure Active Directory (AD). %7zi& Google Cloud Identity ' JL—7 %R L T. Citrix
Cloud 7Ao >y MCEEEZEBIMNTIET, T0B. JIL—THOITRTOEBREDY —EX TV XHFA2EET
TEY,

AD DR M

Citrix Cloud i&. SAML2.0iCc& 3 AD JIL—FRBiEEHR— L TWVWET, ADBEESIL—TDOXVN—%
Citrix Cloud ici&fng 3 #iic. Citrix Cloud & SAML 7ONA 4 —RDEGEBR T INERHBD I, %L <
&, TSAML % ID 7O+ 4 —¥ LT Citrix Cloud I#4:9 %1 #8BLTLEIL,
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BZiC Citrix Cloud IZ SAML ##6t L TW335&13. AD BIEE S L—7ZBINY 3#iIC. SAML 70/ 2 —% Citrix
Cloud IcB#EH I 2RHENH D £F, SAML ZzBE#EG LAV, AD BEEJIIL—TOBMICKKT ZBENHD £
Fo FLLIE MEEEFEEICEEED SAML #iizEAT 21 28RL T,

Azure AD DRIz E Y

Azure AD 7' )L — 7Rt = EA T S ICiE. Azure AD # Citrix Cloud ICiZ4:i 9 2 &#/\—> 3 > Azure AD 771
T=2a hBETY, COF7FVr— 3 >id. Azure AD (I2#18 TS L 7z & =1 Citrix Cloud BB L TULV &
¥, 2019 & 5 ALLEIIC Azure AD % Citrix Cloud (234t L TW 35 &1d. Citrix Cloud #¥ Azure AD AD#EH T
BRMOT7 IV r—a > zFERALTVWAVIIEELRHD XY, PTHIYFTHERALTWR 7S r—> 3 UHRHO
HDTHWES. Citrix Cloud TAzure AD JIL— 7% KRR TIEH Ao

Citrix Cloud T Azure AD J )L — 7% BT 381, RDEZRXIERTLET:

1. Azure AD EHICEFOT7 U r—>a v FEALTVWR e 2B LEY, BFHO7 TV —> 3 5 FER
LTuwiwigEa. Citrix Cloud TEHMARTEINE T,

2. TV —2a EBHTIBENH 3B EIE. Azure AD % Citrix Cloud ICBI#ES L £9, Azure AD ICHB
BETBLICED. TTUT—2 3y LRILOFHID EAERD Citrix Cloud iZf45 & . Citrix Cloud
M Azure AD ICBIESITE S L SICHRDEY, BEGHRIC. ChHS5DEROV I MHRTENZDOTHEELT
<f2EW, Citrix Cloud #"ER ¢ 3#ERICDOWVTEEL < 1. Citrix Cloud A ® Azure Active Directory @
1EfR) ZBRLTIRTE L,

BE:

CDRRVERTIBICIE. Azure AD 7 O—-NILVEBETHZIBELHD £F, 7. Citrix ID 7
ONAEZ—DIINTIoEREBETHYU Y bEFERL T, CitrixCloud 21> > LTWBREND
h%3, Azure AD DERBREFAL TH IV 10T 5. BEGICKKLET, Citrix ID 7ON
A—%FERALTVWREEENVAVGEIR. BEEZ—RNICBMLTIOZXIERTL. B THIR
THEUNTEED,

Azure AD N\D¥EG =R T BICIE

1. Citrix ID 7ONA 42— 77 ot 2EBE7HY > cEFERAL T, CitrixCloud icr>1> L&,
2. CitrixCloud XZa—n5. [ID XUV T7I/EXEIR] #|RL. RIC [BiF] ##IRLFT,

3. Azure Active Directory # R\ £ 9, Azure AD ICiE# g 3 7=8%IC CitrixCloud T7 U —> 3> %
Ty ITT— T EIRENSBZHE. BHINRREINET,

Azure Active Directory:
Admin Sign-in URL: https://citrix.cloud.com/go/

() To add Azure AD groups to your library offerings, improve logon performance, and
realize other benefits, you must grant Citrix Cloud additional permissions through
the Global Admin role in Azure AD. To do this, you must be a Global Admin in
Azure AD. To grant these permissions, reconnect to Azure AD.

@ Connected
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Citrix Cloud

Citrix Cloud D'BEICERF DT TV r—> 3 v 2EAL TV 3IEE. BHIRRTINEEA.

Azure AD |CBIEST BICIE

1. Citrix Cloud 3>V —JL® Azure AD O@HA 5. [BiEL] 0> 0% 00y o LET, BRINT Azure
ERDU X FHRRINET,
2. ERZEERELTHS [FFal] #BIRLE TS

Google Cloud Identity

Citrix Cloud IZ. Google Cloud Identity R L/1-BEES I —TRiEEHR—bLTVWET, BEBEIIL—T
% Citrix Cloud (2i8m¥ 3 #iic. Citrix Cloud & Google Cloud Identity B0 iESi= #R T3 HRENH O £9,
# L <% TGoogle Cloud Identity # ID Z0/\r 4 —¥ LT Citrix Cloud 12349 %1 #8RBL T LT,

HR—bINBH—ER

ROTF—ERIF. EBEIIN—TOAREILT I REREYR—FLTWVWET!

« Citrix Analytics

+ NetScalera>v—J

« Citrix DaaS

+ Workspace Environment Management #—t£X
+ License Usage Insights

HR— TN TULBIER

CitrixCloud 75w b 7+ —LDHR—FINTVEI Y —E X FEDBEEICH L TDH. WARZLT V& RERE
BEIDYTBCENTEET, JILTIVERERIITR-— TN TVEREA,

CitrixCloud 75w b 7 # — LHEETIZ. KDHRXZ LT I RERBHR—FThTVET:

o KXY

¢ S1EVR

o )Y —XDIFFR

o HAR—bF7w b
o« 27 L0OY

o T—URR—RIER

INSOERICDOVTHLCR. TOYV—ILOER] Z2BRL TSI,
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BEEJIN—TIF. HOY—ERICTIVEITEEEA. PV LRIERDOH BT R— bFHRY—ERDHZEETE
£,

BICHA A Y LTWBBBEIIN—TIXAN—DOT7 IV AEROEEIF. TV T7IOMLTEEY Y12 LIt
TOIRBEMHEDET,

Citrix ID. AD ID. Azure AD ID. # &7 Google Cloud Identity % 5D EEE D REMNALIER

E@EH Citrix Cloud IcH1r>r >33 & BEEN Citrix ID (Citrix Cloud @77 # )Lt ID Z7ONAE—)
. AD. Azure AD. #7:=i% Google Cloud Identity TEEL=> > JILa—H%—ID £/idFIL—TR—X DD
BEZF>TWVW3RIHE. FATIZDIIREDERDODATHBZIZENHDET, COEIPa>vDRTIH. Thd5D
ID DEBAAHAEHE THERTEZERICOVWTEHALET,

_yOLaA—H—ID_tid BLAOT7AVY  EBLTEESEICMFSINS AD. Azure AD. #7:13 Google
Cloud Identity #ER%ZIEL £ T, _ JIL—FR—=ID_id. JI—FDXN— LTHE5IN3 AD. Azure
AD. Google Cloud Identity #ER%EL 7,

SUgNaA—Y—F
SN A—H—D FTI—TR—D g —TR—2
AD #7zi% Azure AD #7:13 Azure @ Google Cloud LR ICF R RTRE %R

Citrix ID AD @ ID ADo@ ID Identity HEMR
X X &I, CitrixID
. ADID &7cix

Azure AD ID oW\g
N TIHEEICHETIL
f-%&. @mFDID ®
RBEMLHEREZE L
79,

X X ZIDI3MIzILT
T4 T LT
bnEd, FERATTRE
BHERIZ. BIEED
Rk Citrix ID &
Azure ADID D5
S5zFEALTVWSD
ICE>TEADET,
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Citrix ID

X

>y A-Y—0
AD Z%7:1& Azure
AD @ ID

TIN—TFR—=ZD
AD Z7:1& Azure
AD @ ID

YN aA-H—&%
i3I —TFR—2
@ Google Cloud
Identity

X

A ICRIBT R
1R

ZID ML
T4 T LTHR
bhEd, FAAEE
BHERRIZ. BIEED
FRaEic Citrix ID &
Google Cloud
Identity o5 5%
FERALTWLWAMIE
S>TERDFT,
TEEIF. AD 1
l& Azure AD %={£F
L T Citrix Cloud
ICEREE S B & FIC,
@A D ID ORFER
BEREZEBLEY,
ZID sz LiT
T4 T LTR
bnxEd., FRATEE
BIEMRIZ. BEED
FREEIC Citrix ID &
Google Cloud
Identity nr's55%
FRLTVLSHICE
STERDEY,
ZID ML
YT 71 LTR
bhEd., FHAAEE
BIERRIZ. BIEED
FRaEic Citrix ID &
Google Cloud
Identity 5 5%
FERALTWLWAMIE
STERDFY,
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Citrix ID

X

OV —D
AD Z%7:1& Azure
AD @ ID

X

BEEOYA VA VI IVIARIIVA

TIN—TFR—=ZD
AD Z7:1& Azure
AD @ ID

X

YN aA-H—&%
i3I —TFR—2
® Google Cloud
Identity

SBaER ICFI AR RE7R
&R

EE&L. CitrixID
ZERA L TREET S
B4&. CitrixID &>
D27 Ry El0))
Azure AD ID oA
DEBMLIEREZHE
L %9, Azure AD
THREd 2HE. B
EEE320IDT
RTORBEILIER
zHLZFY,

7 )L—7% Citrix Cloud IZ:BM L. H—EXDERZEZR LB JIL—THROEEHIF. Citrix Cloud 1>+
IR=TT [EHOBERBHRTHr>1>] ZBRL. THOVbOY A1 URLZNALTH A V12T 3700
Jo BLXDEBEEEZEBMTZDLIFELRD,
IN—TDEREILATHNICBEIhEWes. Citrix Cloud EBE L L TOREEZHETZODOX—ILEZEL

T¥ (ffl: https:

FtAo

YA q 2% BEEZZALNS [BE] 2BRLT Y —EXROEBIVY-ILIZT7IEILET,
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= cinx

30

Open Tickets

My Services (1)

Learn more

TIN—TFDXAYN—2 LTOERLMISTNTULAVWERZZ, CitrixCloud 7HD > o> > URL %1E
BLTCitrixCloud 7AD Y MZF7VERATEET,

BL2OTHIYEZN LT BLUVTIL—TDOXN— LTHERIMISE TN TVWIEEEIZ. 7V X$ 3 Citrix
Cloud 7ho >y rERBIRTI £9, BEEBENEHD CitrixCloud 7HO Y FOXUN—THZHBE. BEICHKITL
fetg. h2a3—Evh—n5 CitrixCloud 7Ho > b EBIRTE £,

HIPREIE
T3y b TA—LE Y —ERBEADT IR
BEEITIN—TDOAN—IE. &RD CitrixCloud 75y b 7 #—LDEEED DX Z LT IV XEREFRATIEE
A
o« SATS)
o @AM
e YXATIUSATUL
FAEMRER T 7 XMERICDOWTEELC I, CORED MMAR—FINTWVWBRIERI 2BBLTLET L,

14y OREI—HY—EDYTHRLE®D Citrix Cloud 75 v b7 + — LiREICIRTE T % Citrix DaaS O#EEISERT
TEEA
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TIVT—=23>DONTA—IVRICHT 2EROTIN—TORE

1 AoEEENET S Citrix Cloud ICBMEAD T IL—TOHIE. 20 @A TEHELET, CNEDELDTIL—
JICFBT 38, 7TVTr—>3>ONT =V ADMET T2 A8EMDH D £7,

BEEICH T B EBDT I —TDRE

TIN—TR=ZOEEEN AD £7=15 Azure AD OBEHD T IL—TICEID H TSN TWRIHE, JIL—TOHIET
FRIOICREEICKRT BAEEMEN B D £7. ZOREIE. Citrix Cloud & AD 713 Azure AD & D#HEICHIRD
HBDICRELET, BEEEVKTTV1ULELST 5L, CitrixCloud IZEVEINZ T IL—TDEEEHEL LS
t L&d, CitrixCloud "EHEEEZISERATEAWMES. WThOJIL—THEEBTET. BHICkBLET,

CDRSEIE. AD 71k Azure AD %77 L T Citrix Workspace IC3B3E S 32 1—H—ICHb HEE S5 X ZAREMHL H D
F9, A—H—DEHROITIL—TIZELTWVWBREE. JIL—TOHEN LTI Z7-DICRAICKK T 288N H D %
ED

CORBEEBRTBICIE. BEEELIEA—Y—TAHI Y M ERERL. AR TORIIHERTIL—TICOHRBLT
W3 xR LET,

BENRI—TFORTDEDYTHEZTEFBZLICLBZTIL—TDEMIS—

BHRORE/RDA—TORTZFHOIIN—TZBMTBEIIC. -T2 ERTIBVWILERIITI—HEETS
BREMD B E T, COITF—E. JIL—TICEDHETOENTVRIRE/ZAI—TDRTOBENKETE 5 DICHKE
LEJ. COIT—ZRTBICIE. RE/RD—TORTZ2DO2ULEDTIL—TICHEIL T, BEBEEZNSDY L
—JICEIDHTEY,

Citrix Cloud (CBEBEJIL—T%ZEBMT 3

1. CitrixCloud X=Za—h5. [ID BLUVT7I/EXEE] #BIRL. [BEEE] 28RLED,

2. [BEE[JIN—T%EBMTZ] ZBIRLET,

3. [BEEEDHM] T, FATSID FONAZ—%2ERL 7, Azure AD ZBIRL TV BRIHEEIF. BEICIHL
TAzure iZH1>1>YLET, [RA] Z2BIRLEF T,

4, BEICHLT. FHIZ X1z BRLET,

5. BME237IN—T2%EL. JI—TEBIRLET,

6. [FUERDHE] T, JI—FICEIDHTEHIRAEBERLET, LAR<LdH 1 OOKENZEIRTIHBENDHD
x9,

7. BFTLES. [FRE] ZBRLFT,
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BEEIIN—TOY—EXERZEET S

1. CitrixCloud X=a—n5. [ID ELV7I/ L REE] #HFRL. [BEE] 2:ERLET,
2. EEYBREREIIN—T 2RO BBESAZa—N'5 [7IV/EIDEE] ZFERLET,

Group HelpdeskAdmins N/A Active Custom Azure Active Directory

Group Test Group N/A Active Custom Azure Active Directory E
Delete Group
Edit Access

3. ZBICWL T, 1 DU LEDRENEZRI-TORTDECHEZF Ty IX— I ZBRIBIVTLET,
4. ETLIS. [RE] ZERLET,

BEEI I —TZHIRT B

1. CitrixCloud X=Za—»5. [IDELVT7IXEHE] %TIRL. [BEE] 2BRLET,
2. BEEYIEEEIIN—TEREDOIF. BEEEXZa—H5 [JIL—TDHIRR] Z&ERLET,

Group HelpdeskAdmins N/A Active Custom Azure Active Directory

Group Test Group N/A Active Custom Azure Active Directory

Delete Group
Edit Access

BDAYE—IDNRTEINET,

A Are you sure you want todelete  Group?

Administrators in this group that sign in through AAD will no longer have access to Citrix
Cloud. If these administrators have Citrix Identity accounts, they can still sign in to Citrix
Cloud.

. | understand deleting this group will prevent administrators in this group from
accessing Citrix Cloud.

3. SOUNL—TEHRRT I, JIL—TOEERED Citrix Cloud IZ7 /X TE R BBZI ez THEL. JIL
—TZHR LSO EZRHL TVECZRBLET,

4. [HIFR] ZBRLE T,

B Citrix Cloud 7 ho > hDYIDEX
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pE
CDtoa>Tld. Azure AD BIEEE T IL—T DXV N—DIHCHESTZ U FUAICDODWTEHBALET,
FTI7 4 FTiE. Azure AD BEEE S IL— DX N—IF. 7o XA8ELEMOD Citrix Cloud 7hHo > h&2IDEZ

BIriETEFEH A Azure AD BIEEV IL—FDEEEDIFE. CitrixCloud 2—%—X=Za—i2. FTOERKICR
ThTW3 [BEEOTE] F 7> avhRRINEEA

John Smith

o CCID: examplecorp

Example Corp.
Organization |D: 50286964

Account Settings

John Smith

jochns@example.com

My profile

Sign Out

English (US)

CDAZa—FTFoaraEEMCLT. Azure AD JIL—F X > N—Hthd Citrix Cloud 7Aoo > b 2IDEZ 51
BESICTBICIF. BEETRTHIVRETHAHIY R EUYITRIRERBD T,

CitrixCloud 7ho > DU Y oiCiE. NT & RR—=077O-FHBVSNET, 7HUY NEU VI TBHENIC.
EDNDTHIYMMITIOERTZT7HO> R (INT1) e LTH#EET B CitrixCloud Ao > b, HREZT—Ew
H—ICRERTBT7Hhoo bk (RKR—=2)) #ZRELET,

TAOY VIS BREIC. ROBHZBLLTVWS I zBEBL T RE L

« CitrixCloud @7 )L 70z X#EREB L TW3,
« Windows PowerShell Integrated Scripting Environment (ISE) 772X T&E %,
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« U>293%CitrixCloud 7ho > FOBER IDH'% 3. BEIDIZ. E7HTY FOBEIYY —IILOKFLR
ICRTENET,

Cifrix

N 17 12 &5

Library Offerings Resource Locations Domains

( View Library ) {  Editor Add New ) Add New

o« NTTHIY e LTY>»o 33 Citrix Cloud 7H7 > ko Citrix CWSAuth R7S— k=2 > EHL TV
B0 CORTS—h—o > ERBTBICIE. CTX33067503ERICHEVWET, CitrixCloud 7AYo > rEUY
VBT COBRENNDTIHRELHD £,

CitrixCloud 7h o> r2 U YU F3IC1E

1. PowerShell ISE #BZ. RDX ) T hEIEERAL VICBEDHITET:

Sheaders = @{
}

$headers.Add ("Accept","application/json")
$headers.Add("Content-Type","application/json")
$headers.Add ("Authorization","CWSAuth bearer=XXXXXXX'")

$uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links"

$resp = Invoke-RestMethod -Method Get -Uri S$uri -Headers S$headers
$allLinks = $resp.linkedCustomers + @("SpokeCustomerID")

$body = @{
"customers'"=$allLinks }

$bodyjson = $body | ConvertTo-Json

$resp = Invoke-WebRequest -Method Post -Uri $uri -Headers S$headers
-Body $bodyjson -ContentType 'application/json'

Write-Host "Citrix Cloud Status Code: $(Sresp.RawContent)"

<!--NeedCopy-->

2. 4178 T.CWSAuth bearer=XXXXXXX% CWSAuth&{#l:CWSAuth bearer=AbCdef123Ghik
) ICBETMAEY, COE. HEBEEF—ICMERWVWNYS 2T,
3. 6178 T. HubCustomerIDZNIT7HY > bDERID ICEZHZ T,

4. 9178 T. SpokeCustomerIDx#AKR—U7HU > FDOREZFID ICEZHZ £,
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5. ROV T +ERITLEY,

6. FIE3~5%EDRLT. EBMOTHIYbEZXR—J LTIV LET,

CitrixCloud 7 ho > b DU VO %R T BICIE

1. PowerShell ISE #B§= £¢, PowerShell ISE REEICEAVWTWVWBIEEIE. EERT>E IV TLET,
2. RDRV V) TR EAEERA IO HITET:

Sheaders = @{
}

$headers.Add ("Accept","application/json'")
$headers.Add("Content-Type","application/json")
$headers.Add ("Authorization","CWSAuth bearer=XXXXXXX")

$uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links/
SpokeCustomerID"

$resp = Invoke-WebRequest -Method Delete -Uri Suri -Headers
$headers

Write-Host '"Response: $(Sresp.RawContent)"

<!--NeedCopy-->

3.4 17 B T. CWSAuth bearer=xxxxxxxl% CWSAuth f& (ffl: CWSAuth bearer=
AbCdef123Ghik:) ICEZEHMZ T, COfEld. (FEAEF—ICMRVNYS2TY,

4, 617ET. HubCustomerIDENT7hHo > rOEFEIDICBSHRIET,

5. 6178 T. SpokeCustomerIDERKR—UT7HO > FOBEEID ICEZMIFT,

6. ROVTbZEITLET,

7. FIE4~6 ZEDRLT. EBMOTHIY DUV I ZERLET,

Citrix Cloud #ER 234> 7L I AWUROEF

October 4, 2023

Citrix Cloud 50 EWVWI—RIC& 27O T+ THilEERFERAL T, 7> 7L I X0 Citrix @z BEICER TS
F9, BRICE T BROM VA M-I 7OCLRFPEIFHHOERIVY —IILOETHIC. TO8HTDI—R
PERINET, BEHFI—F—ICEREERT I F, BRIECitrixCloud 50— REERLTRRLET. £
0. CitrixCloud TCOO—krZIE—LTHO[ITZHD. FEITAALET,

B, [BROER] X—2 ([IDBLUV772RERE] > [APl1 77t X] > [BER0OER]) (2. BERINERED
BETZ H—N—PDERRINET,
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Citrix Cloud

« |dentity and Access Management

Authentication  Administrators | APl Access | Domains  Recovery
|

Secure Clients Product Registrations

Mame Product Type Registration Date
CITRIX-FOIB08C License Server May 10, 2019 3:36:06 PM UTC oo
CITRIX-B8TGLGBEF Licenze Server May 10, 2019 3:02:25 PM UTC L]

LUFiE. CitrixCloud ICB8BTE 34V LI RBRTY

o U570 Y —E XA Citrix Connector Appliance

o Citrix 7z FL—> a3 viBif—EX

. Citrix 51 &> R —/N—

o Citrix Virtual Apps and Desktops (41 k% Citrix Analytics for Performance IZ&#§ 3158)
=
CDRETIF. A7 I 28E% Citrix Cloud 1B T3 FIBICOVWTHBLE T, HREEOEHFICOV
Tld. HRETEDRFa XY M ESBLTLLEIWL,

HmDERF

1. CitrixCloud X=Za—7T. [ID 8LV 7V XEE] #&ERLET,
2. [AP1 701 R] > [HR0ER] 2L T, [B]] 2#RLET,
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Citrix Cloud

« |dentity and Access Management

Authentication  Administrators APl Access

|
Secure Clients Product Registrations

Domains  Recovery

MName Product Type Registration Date
CITRIX-FQIB0&CT License Server May 10, 2019 3:36:06 PM UTC Ll
CITRIX-BTGLGEBF Licenze Server

May 10, 2019 3:02:25 PM UTC T

3. Citrix #@D 8 XFOERMFI—REANAL. [H17] 20Uy I LET,
4. BROFHERABLTHS. [BER] 20UvILET,

RmEROBIER

RIEDSEREAOD Citrix HRZRITLTULB T —N—ZHBRL TH, BREFER—JICE NS0T —N—DRE

IhEd, —N\—% CitrixCloud 0 SHIBR T 31213 ROFIEZRITLET: BBIIGL THRI SRREZBEER
L. [HREBR] R—JICH—N—ZRTTETEY,

1. [REER] R—THRIZY—N—Z2HELET,
2. BRESHREZ>ZV )y LT, [BEZHIKFT B3] Z#RLET,

Name Product Type Registration Date

CITRIX-FOIB08CT License Server

May 10,2019 336:06 PMUTC ~ [wes |

CITRIX-8TGLGBBF

Remaove registration
License Server May 10, 2019 5

3. FOVTMAERRI NS, (M) BERLET,
Active Directory % Citrix Cloud (C#Z4i9 %

October 4, 2023
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Citrix Cloud

Citrix Cloud i&. #> 7L = X® Active Directory (AD) #FERLT—0 AR—IAFBEDRTEEHHR— LT
WET, Ffew —EBDT—20 AR—XBIAETIE. Active Directory ¢ Citrix Cloud BIDEZSEHHBETT, %L
IEe TERREAEDEIRECIFEFE] Z2BRBLTIEIVL,

Citrix Cloud Tl&. Active Directory 2N L TEBDT— Y XAR—RICH A V1 VT RFBEDRADE 2 BR L
LTh—0 % ERATRZICEYR—FLTVWET, 7—72R—2DFIAEIZ. Citrix SSO B DERHIAR—2D 7
VAL LINZAT— RIBEIZRS T IV r—>avEFERLT. h—IVEERTEE T,

Active Directory & h—0 Y ZFERLTI -V XAR—XADOFBAEERILET IHEICDOVWTHL L TActive
Directory+ k=2 > Z8BLTLIET WL,

[ O
FCitrix ID L REEDWE I HBEI— AT HR—EINTWVWB ID 7ONTE —DaFilx B 2T W Planning

Citrix Identity and Access Managements £ a—JLici&. To ID 70O/« 4 —% Citrix Cloud IZ#&4t
L T Citrix Workspace OBt = B#MICT 2 HEZHA LIZABVWBIEDLH D £,

Active Directory niz4;

Active Directory % Citrix Cloud IZIE£t 9 3 ICIE. RXAUICOART %AV R M—ILTIHELRH D £7, Cloud
Connector #7:i& Connector Appliance ®Wd*tih% Active Directory D %2 LTERTE %7, RiE
THERITZ2IXRIZOBEZERTBICIE. R2BRL T LT L

+ Active Directory ©o Cloud Connector BR>+ U #
« Active Directory T Connector Appliance BB> 71 7

Connector Appliance % f&F L 7= Active Directory 04

Connector Appliance =/ L T. Citrix Virtual Apps and Desktops UV —X%#&FxHBWT L A MUY —
ZADBEREFHFTIET, 72k xId. Citrix Secure Private Access DEEE®. —#D 7+ L X bH1—H —3ZHEIC
DHEATNS Citrix Virtual Apps and Desktops DEEE DB E.

2L <&, TConnector Appliance %/ L 7z Active Directoryy #8RBL T T L,

Cloud Connector %7 L 7= Active Directory niz4:;

Citrix Cloud "5 AMESGZRBT30ICIE. LE<EH 2 D0 Cloud Connector MUET Y, ¥ L < 1.
ROFEBEEZBBLTLEIV:

o Cloud Connector o #iz#4l: X7 LEMH BREOHIREIE,
o Cloud Connector @1 YA b—=JL: 53T HNAVE—T A RFHEIFARV RS2 FEALIET VR
I\_jl/g':mﬁo
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https://docs.citrix.com/ja-jp/citrix-workspace/secure.html#choose-or-change-authentication-methods
https://tools.ietf.org/html/rfc6238
https://tools.ietf.org/html/rfc6238
https://docs.citrix.com/ja-jp/citrix-workspace/secure.html#active-directory-ad-plus-token
https://docs.citrix.com/ja-jp/citrix-workspace/secure.html#active-directory-ad-plus-token
https://training.citrix.com/elearning/coursequests/15/quest/210?utm_campaign=GS-0321-TG-SalesInquiry-CloudLearningSeries&utm_medium=Display-In-App-In-Product&utm_source=Citrix-Docs&utm_content=Introduction+to+Citrix+Identity+and+Authentication&ctm_programid=GS-0321-TG-SalesInquiry-CloudLearningSeries
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#deployment-scenarios-for-cloud-connectors-in-active-directory
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/connector-appliance/active-directory.html#deployment-scenarios-for-using-connector-appliance-with-active-directory
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/connector-appliance/active-directory.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html

Citrix Cloud

Active Directory % Citrix Cloud 2354t 9 3 ICId. ROEENVETT !

1. KX >icCloud Connectorz4 > X +—JLLET, aIAKESHZ 7. Cloud Connector # 2 o1 >
b=l 3% Citrix Tlgs®#oHL £ 9,

2. ZETA3EAE. A—HY—TFTNAI RO =0 ZFMLET, FIEEIF. —EIZ1D2DFNAALHIERT
TFEEA

B5E:

Citrix DaaS TR 5 7=®Ic Cloud Connector Z BB L TW3#H4&. Cloud Connector ® @R (C AD
RXAUHBRIN, PUOTATICHR>TVWBR I ZHRBT 372D, BMOFIEBLNHBBICHRDIBEDHD &
Fo AD KX >H CitrixCloud T7 0714 7 THBI e 2BRT L. Y >AZO7DEY 7y THR
L—=XiZfhbn 7. Citrix DaaS 0 EBEZEOFIBICOWTEH L < Ik, CitrixDaaS&EZARFa x>t TUY
— 207 EE#BMT BH . Citrix Cloud TREBD RXA > TIT 1 THT31 #BRL T,

Active Directory #% Citrix Cloud (Ciz4t9 3 1CI&

1. CitrixCloud X=Za—7T. [IDBLUVT7I/REE] #RIRLET,
2. [3R:E] 27 @ [Active Directory] T, HBSEESXZa—%oUw o L. [ ZBRLET,

< |dentity and Access Management

Authentication  Administrators APl Access  Domains  Recovery
L1}

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Citrix Identity

® Connected e
Admin Sign-in URL: https://citrix.cloud.com
Azure Active Directory o Mot Connected LR
Active Directory o Mot Connected IZ'
Connect
Active Directory + Token o Mot Connected s

3. [AxvE2D1A R +—IL] #Uwo LT, Cloud Connector V7 bz 74O O0—-RLET,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html
https://docs.citrix.com/ja-jp/citrix-daas/install-configure/resource-location.html#add-a-resource-type-or-activate-an-unused-domain-in-citrix-cloud
https://docs.citrix.com/ja-jp/citrix-daas/install-configure/resource-location.html#add-a-resource-type-or-activate-an-unused-domain-in-citrix-cloud

Citrix Cloud

« Connect to Active Directory

Connect to Active Directory by downloading and installing the Citrix Cloud Connector.
The cloud connector allows Citrix Cloud to talk to your domains and connect to your Active
Directory. Learn more

Deploy 2 machines for high availability

Deploy at least two supported Windows Server
machines in the Active Directory forest containing
your Virtual Apps and Desktops site.

Install Cloud Connector

Download and install the Cloud Connectors on each
machine. We recommend installing the connector on
2 machines to prevent service outages.

Detect connectors
When the installation is complete, click the Detect

button.

Install Conneclor ‘ | Detect

4. Cloud Connector 1 >R =5 —%8L. TR =T ¥ —RDIBRICHE > TRIELE T,

5. [Active Directory (C#&4i 93] R—I T, [#&H] 22U v o L£d, BRB%. Citrix Cloud ix Active
Directory iEHINTVR L WS X ytE—JFRRLET,

6. [FBEICRB] ®#0 ) vo LEd, Active Directory T> ~Ud. [FBiF] 27T [AM] x—o7cnEd,

Active Directory+ ~— 7 ViBiEa BICT SIS

1. Connector Appliance # 7z 1% Cloud Connector ® W g nih % L T. Active Directory # Citrix
Cloud I L %9

2. CitrixCloud @ [ID LUV T7UEREE] o> a>d [RiE] 27T, Active Directory T> + U
(B eXx—03NTVWBIe=RABLET,

3.0RAN] ZOVY O LET, [F—0 > DER] R—IDPRRIN. TT7HIILET [B—DOTNIR] 7723
CUHEEIRINTWVWET,

4. [RELTRT] 20Uy o LT, #lRERTLET, (8] 27T, [Active Directory+ ~—2->] TV
FUD (B IKBESTVETD,

5, D—UZAR—RD b= VR ZBMCLET !
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Citrix Cloud

a) CitrixCloud XZa—h5. [T—0ZAR—XEH] #RIRLET,

X

Home

My Services A
Library

Identity and Access Management
Metwork Locations

Rezource Locations

Licensing

Workspace Configuration

Support Tickets

Motifications

System Log

b) [88:F] #7T. [Active Directory+ ~—2o>] Z&ERLE T,

Active Directory & b=V VBiEEBMICLIcH L. T—IAR—RADFBERESOT/NA R 2B L. BT 7
Dir—2a>aRLTR—0 FERTEET, FMAER. —BIZ1D2OTNIALHIEBERTIEFHA. FIRED
TNARZERITBFIRICOVWTIE. M EBZFDEE (FT723Y) | 28RBLTIETL,

MABOTNAREBEIZRTZ A S a Vit oW, ITN\120BEEER] 28RLTIIZT W,

IBINEER

Citrix Tech Zone:

+ Tech Insight: #B&E - TOTP
» Tech Insight: 883 - 7w a
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https://docs.citrix.com/ja-jp/citrix-workspace/experience.html#two-factor-authentication-optional
https://docs.citrix.com/ja-jp/citrix-workspace/secure.html#re-enroll-a-device
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-insights/authentication-totp.html
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-insights/authentication-push.html

Citrix Cloud

Azure Active Directory % Citrix Cloud (Z#&#:9 %

October 4, 2023

Citrix Cloud i%. Azure Active Directory (AD) %fEf L 7 Citrix Cloud BEEH L U7 -0 ZR—IFIAED
RiEHR— L TWVWET,

Citrix Cloud T Azure AD 233, KD EHTIBLSICARDET:

« JME® Active Directory Z5FA L T, B&E. NXT—RFRRUS—ZHIIL. BEIZIGCTHEIZTAT> +
ZEMITIET,

s ZEFTIZEEL THLANLOEFa2UTr2RRAL. BFENT 121 VERBERIMERAINSAREMNLZ
EhEEL E7,

o JSURREFADOAT AV R—EFERTEH. A—F—FELWBFRICOY1>LTWR I 2HET
TET,

+ ADFS. Okta. Ping X 0EE®D ID 7ONA A —ICT7zTL—> 3 VA FERATIET,

Azure AD 77V L &R

Citrix Cloud ICix Azure AD & FNTWB7®d. 77 T71 TR Azure AD Yy > avicOd1 > 3HELEL
Azure AD [T TEE T, COTTUDEANLE. Citrix ZNT+—v > RZALIE. L WiEEE X ¥R % 7R
—rgB3EMHIOISLEY)—RALFELT

Citrix Cloud NDBEEED Azure AD E&iiC & D, RIFOEFEAT7 7 2R T %541, Citrix Cloud T Azure
ADIEGIZEHMIZIMNELRHD F9, FL I ZDRED 7TV T7y FTF— MM $ 378 Azure AD ICE
#H5id D EEBLTLLETV, P7FXUEBEHLAEVWIEZERLIGIZETH., BEOEGIZEEICHELE T,

Citrix Cloud »* Azure AD . DiZE&ICfERH T % Azure AD 77U r—> 3 Y EHERICDWTEEL < &, TCitrix
Cloud F® Azure Active Directory O#EFR1 #EB LTI,

7 N
Citrix ID L BHADBMEIHE I— X T HR—bINTWB ID 7ONA 4 —De#l%E ZB <723 W TPlanning

Citrix Identity and Access Managements £ a—JLici&. Zo ID 7O/« 4 —% Citrix Cloud I2i&4t
L T Citrix Workspace OBt = B#ICT 2 HEZHBA LIZBVWBIEDL H D £,

Citrix Cloud 7 17 > F D E#DH 31585 DRE

CDEBETIE. ID FON—014—x LT Azure AD Z8—o Citrix Cloud 7h > MBS T B3 AEICDWTEHIBAL
7, B8 CitrixCloud 7ho > b BB 38B481F. EnenE@EL Azure AD T2 MMCEHTEIE T, ADH
20%ERTLEY,

1. CitrixCloud 7HT > MMIH A1V L. WREI—EYH—D5@ENHEARXE2T— ID ZERLF T,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://training.citrix.com/elearning/coursequests/15/quest/210?utm_campaign=GS-0321-TG-SalesInquiry-CloudLearningSeries&utm_medium=Display-In-App-In-Product&utm_source=Citrix-Docs&utm_content=Introduction+to+Citrix+Identity+and+Authentication&ctm_programid=GS-0321-TG-SalesInquiry-CloudLearningSeries

Citrix Cloud

2. BIRLTCEED Azure AD IO TG T 2BE TH I HEIE. CORBOITRTOFIBICE>T. AD &
Azure AD #[EHL . EEE % Citrix Cloud IZiB4iL. BEEXEBML T,

3. BloBERFICEST 3ICIE. CitrixCloud I> YV —IILOBEEBICHZI—H—XZa—%2IUv L. [BBED
TE] ##RL T, BRI 2R0OBEEID Z#RLET,

4. Zox£ED Citrix Cloud % Azure AD IC384t9 31 DHBAICHE> T, BER % Azure AD ICEHL £ 7,

5 X ID CrICFIE3 £ 4 2% DRLET,

Active Directory © Azure AD = %3 %

Azure AD ZEB T 3R1IC. ROBEHZHILTVWB I ZMBL T LTV

o Microsoft Azure 7h7 > rEFE>TWS, IRTD Azure 7HT > MMZER D Azure AD BMEBLTW &
T Azure 7H oY b EBFEBE THRUVLIEEIE. https://azure.microsoft.com/en-us/free/?v=17.36IZ%&
BMLTLIETW,

o Azure AD ICIZF O—NILEBEDREDHD £9, ZD&ENL. Citrix Cloud #* Azure AD i TE 3 &
SICTBDICHETT,

o« BBEFTHY Y MCIE. Azure AD THEE SN Tmaill 7O/F« HH D £9, Microsoft ®Azure AD
Connecty—ILZERAT3 L T 7> 7FL I XD Active Directory 7A7 > % Azure AD L BIff S £ 3
ZEHTEFET, £fold. Office 365 DX — )L TRBMINTVWAWAZUre AD PHD Y b EBRTZ LD
TEFET,

Azure AD Connect T7AH YUY +EFEEIT B

1. Active Directory 7AD Y MIX—ILOA—H—TONRTA HERINTWB e 2HRBL £ !

a) [Active Directory 2—%—ra>ta—%—] ZEE£7,

b) Users 7 # LA —T . BRBTE3T7HIVE2RDIFTHEIV Y I L. [FONRNT1] ZFRL T, [FF]
BITT. [X=I] Z4—ILRIZEMBIV UL HZ 2R L £7, Citrix Cloud TlE. Azure
AD ' 5EBMEINIEBEEICIE. Citrix "R T2 ID ZFERLTHI V1V T23EBECIZRARS X
—ILT7RLADBBETT,

2. Azure AD Connect #1 YX b—IILEXUEBH L £5. #FLWFEIEICDOLWTIE. Microsoft Azure Web # -1
b TEEZHEZ@EHA L Azure AD Connect MF8ia1 BB LT T,

Citrix Cloud %= Azure AD (34559 3

Citrix Cloud 74w > k% Azure AD 849 5384, Azure AD 02 —H—EEAFOT7 71 ILDFH. 21—
=077 (FlldY1>or>2A—H—-07 07 71I) AOF7 I AERIFMBETY, Citrix FCDIEREZE
KLU, (BEED) BRI X—IIT7RLZAZERELT. EEEI’ERTHOI—HF—%2BEEEL L TEMTZLHT
E3L5ICLFT, CitrixCloud BRT 27 SV 75— 3 VHERICDWTE L <&, TCitrix Cloud B @ Azure
Active Directory O#ER] ZBBL T EEL,
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https://azure.microsoft.com/ja-jp/free/?v=17.36
https://docs.microsoft.com/ja-jp/azure/active-directory/connect/active-directory-aadconnect
https://docs.microsoft.com/ja-jp/azure/active-directory/connect/active-directory-aadconnect
https://docs.microsoft.com/ja-jp/azure/active-directory/hybrid/how-to-connect-install-express
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html

Citrix Cloud

BE:

COEEERT I3ICIE. Azure AD 05 O—NILEBETHZIBELHD £7,

https://citrix.cloud.comT Citrix Cloud ictfr > > L £ 9,

R=JOELBIZHZAZa—HRa>z20)v L. IDBLUVT7ILIERE] ZFRLET,

Azure Active Directory #RDit. BEEES X a—h5 [B&E6] ZERLED,

AhBEEHIRTINS, URLICELEEVWSHO#AFZANL. BEE] 22Uy o LEd. COHBIT

i&. Citrix Cloud AT/ A—NILIC—ETHZIBELHD X7,

5. NABEARTINS., #5953 Azure 7AT Y MY 21> L£F, Azure iZ. Citrix Cloud 75
DY MMITOEALTEGICHERBERENEB T Z-ODTIVERERERTLET. CNSDERDIFE
ACIEESHBODERTHD. TOERICEKD Citrix Cloud THIIL—F% 21— —TOT7 7 1L B DEAEE
#% Microsoft Graph "5 INETE £ ¥, Citrix Endpoint Management % 7zi% XenMobile Server %
Microsoft Intune L #& L7=354&. Microsoft Intune BSEDFHAID /EZTAAERE(HS5TZHRENHD
9, s2L <I&. TCitrix Cloud o Azure Active Directory @#ER1 #8BL T T L,

6. [F#E] 20V v I L TIEROEREZFELE T,

> wnd e

Azure AD » 5 Citrix Cloud | BIEE%IEINT 3

Citrix Cloud Ti&. BEE=@ERICEBM. F/ld Azure AD JIIL—Fr LTEBMTE Y,
Azure AD h5E4LZ DEBEXEBINT 3 AZEICDOVWTIE. TBEBEED 7/ AEEET S #8BLTLETL,

Azure AD E##& S )L— 7% Citrix Cloud ICBMT 3 AEICOVWTIE, MEEEY )L —T2EET 5] 28RLTL
2TV,

Azure AD zfER L T CitrixCloud (cH1r>1>F 3

Azure AD 21— —7HY Y FOELGE. 21— —IdROVWTIhHDAET Citrix Cloud IcH 1> > T £7:

o 21D Azure AD ID FONA H —ZR¥NHEG L RHCHER L - EEBEOY 1>~ URL ICBEIL 9, fi:
https://citrix.cloud.com/go/mycompany

« CitrixCloud o# 1 > > R—I T, [RHOEEBHRTH I >1>V] £#UU v o L. |¥IC Azure AD =%
B LUTBHCER L7235 F (Tmycompanyl #¥) ZAAL. [£fT] 20V v I LET,

J—2 ZAR—XD Azure AD BiE=BRICT D

Azure AD % Citrix Cloud IC#4t9 3 . Azure AD EHTHES DT — U AR—XICHIA T3 2FBEICHET
TEJ,
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https://citrix.cloud.com/
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/administrator-groups.html

Citrix Cloud

BE:

Azure AD 7 — U ZAR—ZXBIEFZBMICT BE1IC. T—T AXR—RT Azure AD 2RI 27 DEREFIEIC
DL T TAzure Active Directoryl £2> 3> THRLTILT L,

1. CitrixCloud I>Y =L TELBOX=Za2—RE2>%2 Uy oL, [T—0ZAR—HEE] #RRLET,
2. [#B:E] #7T. [Azure Active Directory] #:#RL %7,
3. [RER] 20wy LTAzure AD B2 BSIC LIBADT— 0 AR—ABRBOLEE# &#E L £ 9,

SE%4 Azure AD #iexE3hICT B

Azure AD 1. BERZEER. EEMLANILOEF ) T oi#eE. 208ED ID 7ONM4—cD0T7 7L —>
v, EILTH—EIRNRNRT—ROEBEE ULy FREDEEEZIRMLET, Azure AD I—H—TINSD#EE%R
Bcd 3. Citrix Cloud BBEEMISERTES L SICRD XY,

Azure AD f—E XL ARIJLOWEE L @& Z b8 9 3 IC1E. https://azure.microsoft.com/ja-jp/pricing/details
/active-directory/Z B8R LT T W,

TIVDT vy TTF— Xt d 378 Azure AD ICBiE45i9 3

Citrix Cloud iCi& Azure AD & ENTWB7®d. 77U T4 T Azure AD £y > avicOd 1> 3HEHL
Azure AD ICEEFTEE T, COTTUDENLK, Citrix E7 7V ERD LS ICEFHLE L=

e 2018F 8 HIZ. PTUDLEMINTNT+—<I VAP EEL. SEBOV)—XIHMBTEITEILSICADF
L7

« 2019 5 Az, 7FUbrEHF TN, Citrix Cloud ADAzure AD BIEEJ IL—TDEMAYR— I3 &
SICHEDE LT

¢ 2022 £ 4 Bic. 77UDEHF IN. Group.Read. All #EBR D D I GroupMember.Read.All #&R %
BI3&3IckbELT

hSDEH SO S LN J—23NBE1IC Azure AD % Citrix Cloud IZIE# L THED . BFOENEALT T
ZEAY 3\ EI1d. Azure AD % Citrix Cloud 2SI L T 5. BIEGT ZXELHD 9. RO T 7 OFER
BEETY, 7IVZEMLAVI L ZBRLIGETH. BEOEGIIERICHELEY,

2

Azure AD #BiE4: T BH1IC. ROBHEZFB L TVWAR e 2R LTIV

e Azure AD D O—NILVEBETHIVENHD £9, Azure AD #B#E4H T 3 £ Tk, Azure AD oo O—
NILEBEEDREZFEBAL T, CitrixCloud IC7 7 U r—> a3 Y LRILOIERERFSLET, Thickb.
Citrix Cloud #* Azure AD ICBEHITE 3 £ 3 ICH D £9, L <& TCitrix Cloud Ao Azure Active
Directory @#&R1 ZERL T ZI L,
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Citrix Cloud

e 77ANL L@ Citrix ID 7ANALE—DTINT VL RERZF OEBEETHIVELHD 9, Azure AD D
EgiEHEER L T Citrix Cloud IcH 1> 1> LTW3BE. BiEfIdEKRLEd, 7H> b Citrix ID
TONAE—=FERATIEEENVAVESIE. —FNIC7A V> bZEML T, Azure AD ICB#ESG L T=H
CICZEDTHIY b EHBGTEE T, FIBICOVWTIE. MERIOEEEXBRETZ1 2BBLTIIEIWL,

o Azure AD ZERL TT— 0 XIR—IFAEZFBEL TWBHEIF. —FWNICHIO ID Z7ON12—%#RL
£9, Azure AD 1 Citrix Workspace @sRiEAA L L THERINTWSBIHE. Citrix Cloud Tid Azure
AD ZIBF CEF £t Ao 2L < Ik, Citrix Workspace RF¥ a2 X> b MERIEAEDERF 2 ISETE) #88
LTLET L,

Azure AD =Bi#E4id BIC1F

Citrix ID 7aONA A —D 7N T7 o2 REZHFOEEE L LT, CitrixCloud iIcHr>1> L %7,
CitrixCloud XZ=a—n5. [IDELVT7IERER] #3&IRL. XIC [FREE] #&RLET,

Azure Active Directory # R DIt R—COAERICHZEMES () XZa—Nn5 [HIEF] 2FBRLET,
HEESAZa—0 [BEG] 2BRLES,

FOY7eREINTS. JO-NILEBEOERBREZFAL TAzure 7AD Y MY V1Y LET,
Azure &, CitrixCloud 7 AT > M7 72 ZA L TEGRICHEARBRENET 3 ODERERTLE T,
6. [FzE] ZBIRL THEROBERZAELET,

ok wph e

Citrix Cloud B Azure Active Directory n#ER

December 14, 2023

C DEEETId. Azure Active Directory (AD) %###: L TR % & FIC Citrix Cloud HER ¢ #ERICDWVTER
BBL %9, CitrixCloud 7h 7> +TAzure AD D & SICERINZ ML > T 2—4'w hD Azure AD 7
FUMILDERIFEROIVZ—TSAAT7 TV r—oa o MERSNZ e B Ed, 7ATYRZEILT
V=230t bEERLEL TH. #8o Citrix Cloud 7ho > % 1 DD Azure AD 77> MCHES L.
BLIVE—TSAXT7T)r—>a>zEFRATEET,
b
2022 & 4 B. Citrix Cloud ' Azure AD 0iE&G D 7= IZfERT S Azure AD 7 71U . Group.Read.All #&
RO D IC GroupMember.Read All #ERREFER T3 LS ICEMINE LTz, BEED (202254 B & D5
D) Azure AD EZ£TIC & D, 7 THLWERZ R Y 215513, Azure AD =il L ThH 5 Citrix Cloud
ICBIEGITZ2HRERDD £, ZDREICEKD. Citrix Cloud TR ® Azure AD 77U MMEBINB LS I
BOET, FLLIF T7TVDOT7yTIL—RICHIGT 78 Azure AD ICBIEH T 51 2SR L T IZT L,

I ZEHLBWIEZBRLIGETH. BFOEGIIERICHEL XY,
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Citrix Cloud

IVE—TFSAXTTFIVr—>3y

RDETIE. Citrix Cloud T Azure AD 0GRS K OMERBICHERINS Azure AD T2 —TFSA X7V
—> gy, 87TV —>a>voERENERLEY,.

Name F7TUr—3>vID fERRMR
Citrix Cloud €95c4605-aeab-48d9-9¢36- D—JZAR—=ZFBEBEOT 1>
1a262ef8048e
Citrix Cloud f9c0e999-22e7-409f-bb5e- Azure AD & Citrix Cloud o572
956986abdf02 * )L b ST
Citrix Cloud 1b32f261-b20c-4399-8368- BEEOHBFOI 1>
c8f0092b4470
Citrix Cloud 5c913119-2257-4316-9994- Citrix Endpoint Management %
5e8f3832265b 5/ L 7= Azure AD Xk Citrix Cloud
BDT 7+ )L kD4
Citrix Cloud e067934c-b52d-4e92-b1ca- Citrix Endpoint Management %=
70700bd1124e f#ER L 7= Azure AD t Citrix Cloud
B DRER DIES:
7Ot R4IE

CitrixCloud DT> 4 —7S5 1 X7 7V r—> 3 > OERLHNIL. Citrix Cloud & Azure AD 77> FROEED
T—RIZTIERTEET, CitrixCloud gCh 5D T7—42%2FERAL T, Azure AD 77> MMIESR T 3. BBEEHLSE
Bo# 1>+ > URL 26/ L T Citrix Cloud 2% >« > 9 3. Azure AD 77> k& Endpoint Management
HEHTIHYE. HEOHEZRITLET, CitrixCloud AChsDF—FICT7IERT3ICIE. BEEEORENYS
BTY, Chon7 o X1ERIE. Citrix Cloud t Azure AD CEE T 3 1O DRERERDIFET T, Azure AD
DERLEEICDOWVWTEEL < IE. Microsoft Azure K2 X> k Web %+ k@ TMicrosoftID 75w b7 % —LT
D7 ERFFICEE] ZBRL TSI,

KEEETIE. Azure AD 77U 5 —2 a3 VHERDEEY MIOWTRDIEHRZEEH L TWVWET:

« AP13: Citrix Cloud #EREERTZ )Y —X7 U r—> 3>, Microsoft Graph ¥ Windows Azure
Active Directory ® 2 & T, CitrixCloud id. SO 220UV -7 U r—a VICALERZERL
9,

« #17: Citrix Cloud MFEDHERICH L TERTEZT IR HEDIVE—TZAAT7 TV —
23 VDERICIE. ROVWTHHIDTIEALRNILERETETET !

- EFERIEZ. - —D0TOT 7N ZRET3HERE. Y01 1-—HF—DRBL LTEETS
TeDICERTNET,
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Citrix Cloud

- 77— aVERIZ REDIIN—-TAOI-—HF—2RBREI358%. 12— —-FETr7I7r

—2a i REERITIBESIERATNE T, COBEOHERZMNST SICIE. Azure AD oo/ 00—
NIVEBZEOREIBETT,

o ERfE: Azure AD BMEEDERICEID HTBBHROXFI, BEDIVZ—FSA AT TV r—> 3> DtE

pE

RICIE. ROVWTNDDEREZRETIEY !

User.Read: Citrix Cloud EE&EH. &4 iz Azure AD o a—+'—% Citrix Cloud 7Hho > +
DEBEBEL LTEBMTI3ELS5ICLET,

User.ReadBasic.All: 1—#—07O7 71 IILHh 5 ELREREZINEL £F, Zhid User.Read.All
O Ty bTEH. TRAERED-DICIERBKIZFED F£7,

User.Read.All: Citrix Cloud I&. Microsoft Graph dList userszIFUH L T, BEEHIIELSL
Azure AD 51— —ZSBELPBIRTETSZL5ICLFT, mEzIE. Azure AD o2 —H—(Zxd
L. 7—22Z2R—=2%fFEA L7 CitrixDaaS UV —2AD7 U X1ER=H5TEF %9, Citrix Cloud
& onPremisesSecurityldentifierkoELA7O7 77N TONTAIZT I
2T EWEBENRH S, User .ReadBasic. AlL=EBTEEHEA.
GroupMember.Read.All: Citrix Cloud . Microsoft Graph dList groups#MFUH LT EF
HEG LT Azure AD D5 J L —T 28RBS BEIRTET DL S5ICLE T, e zid. AzureAD 0o
W= L TE. CitrixDaaS 77 r—>a AD 7V REREDGSETZLHTEET,
Directory.Read.All: Citrix Cloud i&. Microsoft Graph odList memberOf#I U LT, 21—
HF—DIIN—FAN=2w TEREBLET (Groups.Read . ALLTIER+2HEE).
DeviceManagementApps.ReadWrite.All: Microsoft Intune Ic& > TEEINhZ FO/NF 7.
TI—TEDYT, 7TUDORE. 7TIORE. BT TVRER) O —DHRANMD L EZTAHE,
Citrix Cloud #1723 & 3ICL £ T,

Directory.AccessAsUser.All: 1>+ >a1—#—r@AL&LS5IC. CitrixCloud 71 LI FUR
DIERICTIERTEDLSICLET,

Directory.Read.All (z. Endpoint Management % {#F L 7= Azure AD t Citrix Cloud 057 +JL
b DEGICOHMBRATETFT,

D—OZAR—IAMBEOT 1>

C o Citrix Cloud 7 7U4 s —> 3> (ID: e95c4605-aeab-48d9-9c36-1a262ef8048e) &, RDIERZFERAL

F9:

APl & ERE HEMRE 2]

Microsoft Graph User.Read 1o ea—v¥—-70 ZFER
771 ILDFRAHED
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Citrix Cloud

Azure AD ¢ Citrix Cloud D7 7 #JL &

Z o Citrix Cloud 77U —< 3> (ID: f9c0e999-22e7-409f-bb5e-956986abdf02) . xD¥EREFERAL *
EX

APl & KRB FERR E4E

Microsoft Graph GroupMember.Read All TRTODIIN—TDHEHER  EEHR
D

Microsoft Graph User.ReadBasic.All TRTOA—H—DERT ZHEhR
07 71 ILOHEHED

Microsoft Graph User.Read.All ITRTOA—H—DREHE HER
7O7 7 1ILDOFEAHED

Microsoft Graph User.Read YA ei—%—-70 ZHFER
771 IILDFRHED

Microsoft Graph GroupMember.Read All TRTOIIIL—TFDFHEAER 7SV r—>a>
D

Microsoft Graph User.Read.All TARTOA—F—Dx2H FFI7r—3r
707 71 ILDFHRHED

Microsoft Graph User.Read Y11 ea—¥—-70 T7IUs—3av
771 IILDsRHELD

EEEORFcOT 1>

Z o Citrix Cloud 77U 4 —< 3> (ID: 1b32f261-b20c-4399-8368-c8f0092b4470) %, ROMER=ZFEAL
F9:

APl & ERME 1ERR & B

Microsoft Graph User.Read YA eai—%—-70 ZHFER
771 IILDFRAHED

Microsoft Graph User.ReadBasic.All TRTOA—H—DERT ZHEhR
O7 71 LDOs5HED

Endpoint Management % {5/ L 7= Azure AD & Citrix Cloud fDF 7 =+ )L k D34

Z o Citrix Cloud 7 71U 4 —> 3> (ID: 5¢913119-2257-4316-9994-5e8f3832265b) . RDIER=Z MR L
9!
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APl &

Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

ERIE

GroupMember.Read.All

User.ReadBasic.All

User.Read

Directory.Read.All

Directory.Read.All

1ERR&

ITRTDYTIN—FDFHE
9]
TRTDIA—H—DELKT
O7 71 ILDzAHELD
o1 a—%—-0
771 ILDsRAHED
FALY M) F—ED5RH
BYO
FALY M) F—ED5HH
O

DeviceManagementApps. RéadWoiteldtune 7 71

DHAHID L ETAH

Directory.AccessAsUser. Al L& b UICxd 35

Ao LicaA—-%¥—-crL
77t

B

ZAEhR

ZA{EhR

ZEhR

TIVr—=o3y

ZEhR

ZEhR

ZEhR

Endpoint Management %/ L 7= Azure AD & Citrix Cloud B D#ERDiE4T

Z o Citrix Cloud 77U 4 —> 3> (ID: €067934c-b52d-4€92-blca-70700bd1124e) iF. XOMEREFERAL

9!

APl &

Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

ERME

GroupMember.Read.All

User.ReadBasic.All

User.Read

1ERRE

ITRTDYTIN—FDFAHE
9]
TRTOA—H—DEES
O7 71 ILO5AED
o1 ea—%—0
771 ILDHRHED

DeviceManagementApps. RéadWoiteldtune 771

DA L ESIAH

Directory.AccessAsUser. Al + Lo kU ICxt g 34

Ao Lica—¥—rREC
77X

B

ZEhR

ZEhR

ZAEhR

ZAEhR

ZEhR
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# > 7L = 2o Citrix Gateway % ID 7O/\r 4% —& L T Citrix Cloud (2#&4:9 %

October 4, 2023

Citrix Cloud Tl&. #> 7L = Xo Citrix Gateway % ID 7ONA A4 —2 LTEAL TT—I IR—=RIZH A VA
VIBRFEENBESINDILSICTETET,

Citrix Gateway RiEZEAT 2. UTDI L EZRITTET £ !

o 31EHE. BEFO Citrix Gateway Ta—4%— %89 5728, Citrix Workspace BEHTH> 7L I XD
Virtual Apps and Desktops ®U Y —RICF7 IR TE£ T,

« Citrix Workspace T Citrix Gateway ®zZ5E. A, & & UEZE (AAA: authentication, authorization,
and auditing) #eEEEERALE Y,

o NRRI—8BFE. AX—hA—F, EFaF7 b= EFHNSTI/ELRRIS— JzTFL—>3>, 20
tZ< DEEEFER L AN S, I—F—ITBEAR DY —ZAOD Citrix Workspace RO 7/ XAz TS
9,

B>k

FCitrix ID L BEEDWE I HBEI— AT HR—EINTWVWB ID 7ONTZ—DaFilx B 2T W Planning
Citrix Identity and Access Managements £ a—JLici&. Zo ID 7O/« 4 —% Citrix Cloud I2i&4t
L T Citrix Workspace OBt = B#MICT 2 HEZHBA LIZABVWBIEDLH D £,

YR—rINBZN—-3>

Citrix Gateway BiEid. RDOF > TL I ABBEN—I 3 Y TOFEAIPYR— I TUWET:

« Citrix Gateway 12.1 54.13 Advanced Edition L{f&
« Citrix Gateway 13.0 41.20 Advanced Edition L{p&

B
Cloud Connector

Citrix Cloud Connector V7 b Iz 7 DA VR =L BB —N—HDLESEH2EHETT, ChH5DHY—
N—IlF. ROBHEHEL L TVWEIHRELHD £

« TCitrix Cloud Connector O##iz¥4H ICRRBEINTWR X TLESZE LTV,

o 1 Citrix AV R—F> MEA VX F—ILEINTH 57, Active Directory RX-r>a> rO—5—TR%A
<O DY—RDBFADA VT ZRA SV FVICRARBI S > TH%L,

s A MDEFEETBIRXAVICBMLTWS, A—H—DERORXAVICHDZI VA bOT TV r—23>ic7
It RFBHEIF. FR XA Cloud Connector b A< e H 2 D1V A —ILTZRELRH D £7,
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Citrix Cloud

o B MIEGHRER R Y T —JICEEL TUL S,

o AV —Ry MIEHEH L IE T AT LABLVEGEH] EBBLTLEIWL,

+ Citrix Cloud r oS aJAMESHE RIFT 3 70ICIF. VA< H 2 20 Cloud Connector AU ETY,
> 2 k—JLt&. Citrix Cloud i& Cloud Connector iIC& D4 b ERH L TEETER L SICHRD £T,

Cloud Connector @1 > X b —JLFIEICDW T L < IE. FCloud Connector 1 > X k—JL) ZBBLTLE

:_k \I\O

Active Directory

Citrix Gateway SBEZBEMICT BHIIC. ROFZRIVEZRTLET:

o J—20 Z2R—ZFIAEIC Active Directory (AD) @aA—H—THhHU Y b HZcx2BERLET, AD 74
T2 RHBRVWHREIE. T AR—RIZHA 1O TEEEA.

s FIAEDOAD 7HU Y bOI—HF—TOANTA BAATNTVE e Z/BL £, Citrix Cloud Tid. FIA
EPMYA VA VTR A—F—IVTFAMZRETZEHICCNSOTOANTABRBBELINET, Ch
S5O7ANTaBANINTVWARVE, FRENRT—IAR=IIIHAI V1V TEEEA, TNHOTONT
CISIEUATAREENE T

- X=ILT7EFLZR

- ®TA

- @R

- SAM7AhAY > S

- A—HY-=-TFU2INILE
- OID

- SID

+ Active Directory (AD) % Citrix Cloud 7 Ao > bMZEHLFEFT. ZDZ XU TlE. Cloud Connector)
Lo a>oHBICRV. EE LY —/N—IC Cloud Connector V7 b7z 7% 14> X =LLET,
Cloud Connector ic& 0. Citrix Cloud B4 > 7L S XIBBEBETEI3LSICAD Y, FIBIZOWT
i&. TAzure Active Directory % Citrix Cloud (Z#4:9 %1 ZBBLTLLEEL,

o Citrix Gateway Rtz FERHLTI7 7L —> 3 YERTLTVWBRHE AD1—H—%2Jz57L—>3>7
ONAZ—cEEAL £79, CitrixCloud Tid. H1>1>F3T7—I IARXR—IFBED AD 2—H—EEH%
BrIhxd,

EH
Citrix Gateway DERAR 1) > —

Citrix Gateway sB:ETld. 752w I RU S —HELEIh/®H. > 7L I X Gateway OIERAR U > —%fF
BI3BBRHDFT, IRAUD—TE ID 7ANA LA —Fz—>REDA T 3 >% &5 Citrix Cloud 0%
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Citrix Cloud

BRI (MFA) B R—rIhTVEY, BEISDvIRI S —=2FEALTVWSHE,. Citrix Cloud T Citrix
Gateway SBEEZ AT B Icid. FLWERARD S —ZER I BBELHD &9 IRARV S —ZEHTIEIC. ¥
Sy IRIS—DT I a BN EBNETEEY,

ERRAAE

Citrix Workspace oFIfEE& %839 5 /=8I Gateway #9515 4&. Gateway (& OpenID Connect 70O/
14— LTHEEL £9, Citrix Cloud & Gateway BD Xy +—13 OIDC 7O L JJLICERL. T ZILER
f=—O hEENET, LD >T NSO R—IVICERZTB-ODIIAEZER T ZHBENHD £9, DIt
BAEId. ABVEERRIREE (CA) D'SRITINZIHBENHD F9, A CAHRITLIHAZREATET £ AL Citrix
Cloud IcfABY7: CASERAZ A RIE T 3 FERAAVLD T, TDHoH. EHETIZHMAEF I —VEBITIT £ Ao
ERROIAEZBHIER T 2158, EXvE—YTInsox—HoO—7—>a>yanzxd,

F—ZVPNJO-—NILIENA Y RIBBERHBDEIINSDF—HEVE, FIRERY AV VBICT—T IR
—RCERBICTIVERATEEEA

20w Y [EHA

OIDCOFPHNBRINTA Yy E—JICIEF A LRZY TREENTVWS o, Gateway (& NTP EfEICE# S 1
BRELADDET, 7O0vIrEEATNATULWAWES. CitrixCloud TO =2 >0BMEF v oI Th—o 0P E
WHIErINE 9,

BRTDHE

Citrix Gateway sBEEERET B ICIE. RDEZRIERITLET:

1L [ID 8&U7 72 EHE] T Gateway \D#EGizEHELET, COFIETIE. Gateway Do 517>k ID.
=Ly bk UFAALIMURLZERKLFT,

2. Gateway T. Citrix Cloud "5 &Em I 7=1E#® =R L T OAuth ID Z7ONA & —IE5RAR ) > — %R L £
¥, Chic&b Citrix Cloud 4 > 7L = X Gateway ICIEHRTE S L SICHBD £FT, FIBICOWTIE. L
TOREESRLTILETL,

« Citrix Gateway 12.1: #> 7L = Z Citrix Gateway % ID 70/« 4 —x L T Citrix Cloud IZfEFA
« Citrix Gateway 13.0: # > 7L = Z Citrix Gateway % ID 7m/\« 4 —x LT Citrix Cloud (Zf#F

3. [7—02R—2#ERK] T. FIABE® Citrix Gateway RE=HMICL £ 7,

7 —0 ZR—2FBED Citrix Gateway B BEICT B ICIE

1. CitrixCloud XZa2—7T. [ID BV 7 EE] #FIRLET,
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Citrix Cloud

2. [3BiE] #70 [Citrix Gateway] THBEZSX=Za2—%2 v L. [EF] #=ERLET,
« |dentity and Access Management

Authentication  Administrators APl Access  Domaing  Recovery

—
Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Citrix |dentity

o Connected “es
Admin Sign-in URL: hitpsa/citrix.cloud.com
Azure Active Directory o Mot Connected L]
Active Directory © Mot Connected wee
Active Directory + Token © Mot Connected LR

Not Connected El

Okta o Mot Connected “ee

o

SAML 2.0 © Mot Connected e

3. Y7L =X Gateway OFESEH R X1V ZEANNLT EH] 20Uy I LES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 217



Citrix Cloud

Configure your On-Premises Gateway as an ldentity
Provider for Workspace

Enter your FQDN to help us locate your On-Premises Gateway

FQDMN: Detect

Cancel

Citrix Cloud »’'IEEIC FQODN Z#&H L7z 5. [#17] 20U v oL £d,
4., 7L I X Gateway X DIEEEERL T :

a) CitrixCloud TRRIN3 547> ID. >—JLwy b UL URLZOE—LZY,
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Citrix Cloud

Create a connection with Citrix Gateway

o
|

Copy the Client 1D and Go to your On-Premises Citrix When configuration is
Secret and Redirect URL Gateway and input your D, Secret. completed. test your
and URL to establish the connection Gateway connection to
Learn more enable this identity
provider
Client ID:
Copy
Secret:
Copy
Redirect URL: https://accounts.cloud.com/core/login-cip -
opy
You will not have access to the client Iand secrat later Yoy will have ta gensrate 3 new

pair if you lose track of the c::|5‘;:-‘a.l.|D_-:_-.:a_l:u_L:::_a_:i the key to save your ID and secret

Test and Finish

Ffoo COBHROIAE—2FY>O—FRL. BRACLTATI IV TRLIREFELET. COBRIE
£k, CitrixCloud TRRTZ I TIHADET,

b) Gateway T. CitrixCloud @514 7> ~ID. =L vk, UX&1L o+ URLZERLTOAUth
ID 7ONAE—HRAR) S —%ZER LT, FIBICOVWTIE. UTOREZSRLTLIETL,

« Citrix Gateway 12.1 ®#5&: #> 7L = Z Citrix Gateway %z ID 7O/\« 4 — & L T Citrix

Cloud IcfE/
« Citrix Gateway 13.0 @& # > 7L = X Citrix Gateway # ID 7O /N1 4 —x L T Citrix
Cloud IZf£/
) [FARLTET] #UUwvoL%ET, Citrix Cloud I&. Gateway »'ZLETRETH D, ELLERI N
TWB I zRRLET,

5. 7= 22~R—20 Citrix Gateway REZEMICT B ICIF:

a) CitrixCloud X=a—H5. [7—0XR—IHER] #BIRLET,
b) [8B:F] 27T [Citrix Gateway] Z®IRL £,
C) FREDIVARVIVRICEZZFER2TALTVWET] #BIRLT REFE] 20Uy I LES,
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cZTNWNa—FTa>T

RYIOFIEE LT, COXLED MAREMN) 64U MEH) £O/2a ZRBLEY. A TLIRRRICKHELZIY
R=RY DB IRTHI>THED. BEBEREIARTT oL ILZBRALTLETV. NS5O T7A1TLOVWT AL
MRFELTVWBD. ELKBREINTLAWE, Citrix Gateway TOT—0 AR—ZBIEHEEEL £ A

Citrix Cloud £ > 7L = X0 Gateway & OB TEGOBMBEHIRELHE. UTOFEZEREL T LT L

« Gateway OB R X1 > FZDA V2 —%y FTEZERRETH %,

+ Citrix Cloud T Gateway O5E2fE8fi R X1 > Z%ZELANALTS

o« OAuthID Z7ONA 2 —RU > —dD-issuer/¥X5 X—42—|Z Gateway ® URL #IEL < ANA LTz fl:
-issuer https://GatewayFQDN.com, issuer/NT X—&Z—TIEFAXFL/IXFIFRFTh
Ft Ao

o CitrixCloud #2547 ID. =L vk, UL Y~ URLDfEN. OAuth ID F7ON1r4—1KR) >
—® [OZ4F7>kID] (9547 =0y R [UAACLO M URLL. [A—F4IT>YR] 74—ILR
ICIELKANASINTWS, RUS—D [A—F4IYR] T4—ILRIZELVWISAT7YRIDHBAATNT
W3z LET,

o OAuthID 7ANA 4 =8BRSO —HELKEREINTWVWS, FIBICDOWTIE. UTOREESBRBLTLE

LY,

- Citrix Gateway 12.1: #> 7L = Z Citrix Gateway # ID 7m/\« 4 —& LT Citrix Cloud (ZfEF
- Citrix Gateway 13.0: #> 7L = Z Citrix Gateway % |D 7O/\« 4 —x L T Citrix Cloud IZfEFH

o RUS—D TR S —DNA 2 R ICERESNTVBFIET, AAASRREF —N—ICIELK A1V RENIT
WBZrZ#RBLET,

JO—-NILAgOdH—nN—

Gateway i, I—H—7HU > FOFEMIMZA T, I—H—D F X1 >&. Active Directory ® NETBIOS &.
B L IL— b Active Directory R X > Z%EE L £, Active Directory ® NETBIOS 2% B89 3 7= (.
Gateway 32 —H—7ho > EH1EET B Active Directory 21&ZEL £9, NETBIOS &g O—/nN)Lh420O%
H—N—ICERINEEA,

Active Directory IRIZET/ O—NILAZOTH—N—%FER T 3HBE. oD —N—THERIN LDAP 74
> a & Citrix Cloud THEEL £ A. XD DIZ. LDAP 77> 3 > TEBID Active Directory ##8mR ¥ 2 HEH
HDET, BERORXAVFRIFT LA NDHBFE. B8O LDAP RS —%Z B TET£T,

Kerberos £7:i3 ID 7ONA 4 —F c—>%FERA LIS > J LT+ > F > D Active Directory #%%

Kerberos h\. FIBHEDY >+ 12 SAML 713 OIDC 7O h L% ER T 3 £7/2IE9MB ID FONT 4 —%=EH
93154, Active Directory SBHI B INTWVWE C e 2B L £9, Gateway TiE. FIFHED Active Directory
a—#—F0O/NT« & Active Directory #7700/ 7 « ZBUG $ B 7=®(C Active Directory SBRIHMETT,
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BEAEDT — FEN—T 1 DY —N—ICE>TUIEEINBIHETH. LDAP RU - INTWE e 2B L TS
TV, ThH5DORIS—%2BHRT IR UTOX2XVZETLTHREOOI AV AF—ITOT71ILICE2 D
RAERZEMLET:

Active Directory "5 B4 LUV IL—F D DA% E1TY 5 LDAP 3B — /N —ZER L 76
LDAP $RsREBEER ) > — &= 1ER L £ 7

BRSO —FRNILZER L F T,

T34V IDTANAE—DHEDRDBRE LTEBHARY S —SNILZEHELE T,

H W

LDAP %35 2 OBFEEZ L L TEMY B Il
1. LDAP S8t —N—Z L £ 7!

a) [System] > [Authentication] > [Basic Policies] > [LDAP] > [Servers] > [Add] % i®EiR
L&,
b) [Create Authentication LDAP Server] X—STROERENSILET:

+ [Choose Server Type] T [LDAP] ZZERL £,

« [Name] TH—N—DTLYRUZEANDILET,

« [ServerIP] Z#ERLTHS LDAP H—N—D IP 7RLZZANAILF T,

+ [Security Type] T#%E7% LDAP 175+ OBEEBIRL £ 7,

« [Server Type] T [AD] %Z:&#ERL %7,

+ [Authentication] TIFF T v IRy I REFVICLAWVWTLET WV, TORFEY —/N—Id.
Active Directory B 51— —BlEEC J I — T2 HE T3 EITTRARTIFAVWDT, FTvy
Ry T RIATICTIRENRHD £,

c) [Other Settings] T. ROBEHRENDILET:

+ [Server Logon Name Attribute] T. UserPrincipalName %#3®iRL £7,
 [Group Attribute] T memberOf #ERL £,
 [Sub Attribute Name] Tcn #®IRL £,

2. LDAP #RsREBEEAR ) > — = EBL &£ T

a) [Security] > [AAA - Application Traffic] > [Policies] > [Authentication] > [Advanced
Policies] > [Policy] > [Add] %##ERL 7,
b) [Create Authentication Policy] X—>TRDBEHRENNDLET:

« [Name] TRUS—DTILYRUZBZANILET,

+ [Action Type] T [LDAP] %=3EiRL £7,

« [Action] TEREAD LDAP B0 —N—%BIRL £
« [Expression] TTRUE *t N\AL %3,

c) ER] 20w o LTCDBRERIFELE T,

3. WAV —SRNILZERLFT:
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a) [Security] > [AAA - Application Traffic] > [Policies] > [Authentication] > [Advanced
Policies] > [Policy Label] > [Add] %#&RL %7
b) [Name] TRV —SRILDTLYRUZENDLET,
¢) OF1>X%—<TLSCHEMA_INT Z#IRL £ 7,
d) [Policy Binding] @ [Select Policy] T. fEmiE#»?D LDAP IEReBER ) > —%FIRL £ 95
e) [GoTo Expression] TEND %:#ERL £7,
)

f) [Bind] 20U v LT, #BliERTLET,

4. LDAP IR > —SRXINEFSAVID 7ONA A —DROEBRL LTEHRLET !

a) [System] > [Security] > [AAA - Application Traffic] > [Virtual Servers] #ERL %7,

b) 7S54<VUID ZANAE—DNA > T« I EUREBY —N—%2IRL T, [Edit] ZBRLET,

c) [Advanced Authentication Policies] Tt [Authentication Policy]l N1 > 7« > %
BIRLFT,

d) 751U ID 7ONAEZ—DN1 VT« > F%FRL T, [Edit Binding] %#®IRL£7,

e) [Policy Binding] *—> 0 [Select Next Factor] T. fEREHA D LDAP $LIREBAEAR ) & — % iR
LET,

f) [Bind] 22U v o LT, #BRERELET,

ZEERFADT I A ENXNRT—R

D=0 AR—IAFAEICHERDE (MFA) 2FRAT3%BE. Gateway TR VI TFA A DT T +ILENR
TJ—RELTREBOERONRT—RIMEAINET, CONIXT—REE FREENT—IIR=RIHA V12T
B Citrix Cloud IR 3N £ 9, RIEAT LDAP RO RICHIDEERENG < HBE. Citrix Cloud IEES
TI7H#IWENRRT—RELTLDAP RRT—RZHEHT2HELNHD £9, LDAP BERICHET IO 1V XF—T
T. SSOCredentials #E%ICL £,

PENINEE:

Citrix Tech Zone: Tech Insight: s8:F - Gateway

Google Cloud Identity %= ID ZO/\r 4 —x L T Citrix Cloud (Zi&4t9 %

October 4, 2023

Citrix Cloud Tld. 79— RR—=ZIHA VA>T 2FAEERLET 370D ID 7ON1Z—2 LT, Google
Cloud Identity R TE £9, #AB D Google 7~ > k% Citrix Cloud IZ###4t9 3 C & Ic & b, Citrix
Workspace & Google ® )Y —ZADHY A >+ VIREEHRETE£T,
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RXAVBMDBRE B XA VIFSIMOEREDEY

RXAVBMOII Y ERIER X1 VIEBMOT > > %EAL T, Google Cloud Identity % Citrix Cloud o ID
TONAHA—C LTHEETEET,

o RXAVBIEIE. IV A U TFL = XD Active Directory (AD) @ R X1 > iZ8mMML. BETIEE CIC
BMENTWBI——TO7 7ML z2ERAIZCEZBKRLET,
o RXAVIEBIMEIF. I UHAD KX VICEME Y. Google Workspace 7« LU R UICREI ATV
21—H#—O7710)L (Google %4 7+ TA—H—rbMEnEd) MNBEICERTNZI I EEKLF

ER

RORIC, BRROBERDEHZRLE T,

E

F>7FL =X AD

)Y —ROBERICBRASh
7= Citrix Cloud
Connector

AD ¥ Google Cloud &
DEHR

Google Cloud Platform
AV —=IIZT7IVERXTE
DRRETHIV b H—
EXT7HOYbeF—%E
L. Admin SDKAPI %#
BMICT3-0ICERLE
ER

R X2

&L

(&L

Gateway #—E X% ER
L. o —EXZFERL
BWEEDHA T3> T
¥ ENLBIMDIZEIF. C
DRRIISHATT,

=4

kX VA

ARV

LWLz, Cloud
Connector I, FX-1>
EBMOII VT IER
TERIRBEIFHD FE A
wLhx

[FLy

BB

CDEEOD TActive
Directory & Citrix
Cloud Connector o #t
Bl ZBRLTETV
CDEEOD TActive
Directory & Citrix
Cloud Connector o #
f&lo

CDEEOD TActive
Directory & Google
Cloud Identity & wRIHA]
ZERLTETL,

CORED Y—EXTAH
Y hOERI. TH—EX
THIY bF—DVER.

LUV TR V2 0ZE
FzEm =SRLTR

T,
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ESGs R XA >&10 KX > 3ES1N BINEER

Google Workspace B (ZL (=40 CORED TRAA1 V2K
AVY =T IERTE DEEZER) & MEHHE
BEBETAI U b B X DERD APl 2—H—7
1V 2EOEELHARD AUV BT 31 25
ERAPI I—H%—7HhHD BLTLIEE W,

Y OBRICERINE

ERS

CitrixCloud 7 ho > FHEH D BIEEDRE

ZOFEETIE. ID FON—T 44— LTo Google Cloud Identity ##—a Citrix Cloud 7ho > MMZEHKTEH
RICDOVWTHRBEL 9, 88 CitrixCloud 7ho Y b ERFEDHBEEIE. ALY —EX7HTY bEHEABDE
BAPl 2—%—7ho> bEERLT. E4® Citrix Cloud 717 > b =E—d Google Cloud 7H 7 > ~CiEkt
TE %9, CitrixCloud IcH 1> > L. AREZI—EvA—D 5B ARARXZT—ID Z#EIRTZ713TT,

Active Directory ¢ Citrix Cloud Connector d#4%

FXA>B8Mn< s > T Google Cloud Identity 2R L TW3HBEIR. CotsoayE8RLTHYILIX
AD Z#EEHLE T, RAXAVIEBIMOTI VEFEALTWVWRESIE. XFYvTLTIDRED MP—EXTAUV LD
ERR] ICEEATLSIZTWL,

Active Directory kX >, Citrix Cloud Connector V7 kI x 701 Y R b—JLEE B ZH—N—HDAE
H 2 BHBETY, Cloud Connector i%. Citrix Cloud & UV —ZXDIFFRL DB TEET 3 7DICRHETT, Citrix
Cloud t 0EATAMESEZRET 30IC1F. L& LH 2 20 Cloud Connector "B ETT, TNs5DH—N
—iE. ROBHGEFH L TVWIRELHD £7:

« I'Citrix Cloud Connector o# ¥4l ICEEBEIN TV I EHZB/L TV,

o fthd Citrix A>R—R> MEIA X =L THE 5. Active Directory R X+ >O> hO—5—Tld%k
KDY —RDBFADA VTS RA SV FVICRARBI L > THAEL,

« Active Directory (AD) RXAVIZBMLTWS, T—IIR—ZVY = A—H—HEHD K X1 Vi
BEET3HEIF. EFR X122 Cloud Connector 2% < L H 2 DA VR =L T IHRBLRHD £7, 3L
<l&. TActive Directory ©m Cloud Connector BB 7 1) 41 #BBLTLIEI L,

o 2—%—7'Citrix Workspace EN L TF7VERTEIVY —RICTIERATI B3Ry bT—TIEHEHo

o AVHA—FY MIEELERH. LI TORTLASITEGEMH] 28RBLTIZIWL,

Cloud Connector 1 > X k—JLFEIBICDWTEEL < 1&. Cloud Connector 1> ZX k—JL1 #BRBLTLE

T
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Active Directory & Google Cloud Identity r ®[E#H

KX >B8Mn< > > T Google Cloud Identity 2R L TW3HBEIF. Cots>arvESRLTHYTLIX
AD ZEELE T, RXAVIEBMOII VEFALTWVWEHEIF. XFYvFLTIDRLED H—EXTAHI Y D
BB ITEA TS L,

Citrix Gateway ¥ —E X0 &ZFEA L. oY —EIDNEMICHE > TULWAWEE. Active Derectory & Google
Cloud Identity oE#AldA+ 7> 3> Td, ThH5DH —E X% 5. Active Derectory t EHIL %< TH
Google #1717 A—H—%FEHTI£J,

o Citrix Cloud #—E X %R L TW3i55E1&. Active Derectory # Google Cloud Identity ¥ R 2 %E
MH O £9, Google Cloud iZ. xd Active Derectory 21— —Et% Citrix Cloud ISETHENHD £7:

« SecuritylDentifier (SID)
+ objectGUID
« userPrincipalName (UPN)

AD % Google Cloud * Ffid 3 I

1. Google Web #-r k5 Google Cloud Directory Synca 4o >O—RLTA YA —JLLET, T2
—T1UT1IZDWTEEL < IE. Google Web 47 b @ TGoogle Cloud Directory Syncy @ kFaX> k
ZERLTETL,

2. A-Ta VT DI YA M—LE REIZ—Jv—2zRBBLEYT ([RE—F] > [REIR—Iv—]1)

3. A—FTa4UTA RFaXV D TBREVHR—TY v —%FEALIEHORE] OHBICRE>T. Google K X1
VRE L LDAP REEEEL X T,

4. [General Settings] T. [Custom Schemas] Z#IRL £, T 74/l FOBRIFEBLAVWTIEIL,

5, ¥RTOA—Y—THIYMIBAITSZINAEZLRAFT—IZERLEY. BELBRE. AXFUNXFEL
URRILZCDEISIVICBBEINTVEIHDERLIC—HIETAALES,

[Custom Schemas] %7 %:3#RL T. [Add Schema] Zi#ERL 7,

** [Userulesdefinedin< 2—4—7hHo > & >] "™ #BIRLET, A—HF—THIV +E>

[Schema Name] iZ. Tcitrix-schema); “ \HL %%,

[Add Field] %=3#IRLT. XOBEHREANDLET:
+ [Schema field template] & [Schema Field] <. [userPrincipalName] %#®RL £,
+ [Google field details] @ [Field Name] ic. TUPNJ AL %7,

e) FIE4%#EDIRLT. ROT1—ILREERLET:

« objectGUID: [Schema field template] T. [objectGUID] %:#RL £9, [Google field
details] i-. TobjectGUID;  NAL %7,

« SID: [Schema field template] T. [Custom] %#:#ERL £7, [Google field details]
IZ. TSID; EANALET,

+ objectSID: [Schema field template] ©. [Custom] %#3®iR L % 7, [Google field details]
IC. TobjectSID1 Y ANHLET,

a
b
c

)
)
)
d)
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f) [OK] ZERL TV FUERELET,

6. I—FTA VT RFaXIbD TREVF—Vv—2 @A LICAHOREE] OHBICK> T, BB D%
EDERZETT L. FHREEmELET,
7. [Sync & apply changes] #%i#R L T. Active Directory %# Google 7ho > h AL £7,

FE#ANE T § 5 . Google Cloud @ [1—H—1E3R] o> 3 >vica—%—o Active Directory IBRMNRRI N
9,

Y—EXT AT DR

CDRARUETTT3ICIE. Google Cloud Platform BARET7 HY > FHRETT,

1. https://console.cloud.google.comizt-r>1> L %79,

2. Ay aR—FkHA RN—=h5. [IAM £ BE] #&RL. [V—EXF7AT> M #ERLET,
3. [7hAY Y hofER] ZEIRLE T,

4, [H—ERXT7HO Y bOFHM] T Y—ERT7HIVMREG—EXRT7ATFIDEZEANALET,
5 [ET] Z#RLFT,

H—EXTAT Y bF—DIERK

[(P—EXTHIY K] R=IT. SERLIY—EXTHIY M Z2BRLET,

[¥—] 2TZERLTH S, [F—Di&M] > FLWE—DIER] ZFRLET,

TI7F#IWEDISON =214 TF T2 avIidBERLIERICLET,

[Create] ZEIRL EY, BTTIELRTEIZRLUWIBAICF—EREFEL F T, Google Cloud Identity =
ID 7ONA A —r LTEET 5 & Fid. CitrixCloud a>y —ILICEF—2 NN LE T,

A

BXA 2 DEEZ B

1. Admin SDKAPI Z&#Ic L &9

a) Google Cloud Platform x=Za—Mm5. [APl £ —E ] > [B%1%4 APl e H—EX] Z#IRL £,

b) avv—lot&HicHs [APlLH—EXDEMK] ZBIRLET, APl 5175 DHR—LR=IH
RLEINET,

c) [Admin SDKAPI] Z#&&EL. BRI +HSHERLE T,

d) [(B%] 20V v o LES,

2. U—ERTHOYFDAPI V35172 =ERLET !

a) Google Cloud Platform x=a—h'5. [IAM L&) > [H—EXT7HU Y ] #&RL. HIFEE
BLIe—EXRT7HOY b EZERLEFT,

b) #—EXRT7AY D [F#E] 270, FEERE] =EBEALEY,
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C) [RX1>2EknEMF] T. V547>~ IDEIE—L. [Google Workspace EIEO>Y —)LDE
] ZEIRLET,

d) 2493581 FAT S Google Workspace BIBET7HU > F&EIRL £, Google EEO>Y

—ILhRRINET,

e) Google BIEY 1 RN—N5. [EFaUTv] > [TUERTF—2EE] > [APl OHIfE] =FRL
ED

f) [RXAV2EDEME] T [RXV2EOEEEER] 20V v I LET,

g) FrL <&l ZFRLET,

h) [5147>rID] IZ0 FIECTIE—LEY—EXT7HIYrDISAT7Y M ID ZEDFIFE T,

i) [OAuth XO—7] T, XROROA—-F%2IVIXPOEFERALTITICANADLET:

https://www.googleapis.com/auth/admin.directory.user.readonly,
https://www.googleapis.com/auth/admin.directory.group.
readonly,https://www.googleapis.com/auth/admin.directory.
domain.readonly

<!--NeedCopy-->

j) [Authorize] %#ERL %7,

HAWMOERD APl - —7HU Y hZEMT 3

ZnH 27 Tld. Citrix Cloud 05 AE D HER APl 70 & X#E%2 2 Google Workspace A—#—7Hho > k%
ELET. COTHUY MIMOBMICIEFERINT . HOFEDHD FH A,

Google BEEX=—a—h5. [Fa LU U] > [2—H—] ZERLET,
FrLLWI——0BMml Z:#RLT. BYAI-—F—BREANDLET,
FrLWwai——n&ml Z#RLT. 7AVY MERERELE I,
HAWMDERAI—HY—THI Y bOAXZLO—)LZERLET:

> w e

a) Google BEXZ—a—h5. [FHDUY K] > [BEEO—IL] ZFRLET,
b) BRLWO—ILOERR] ZBIRL £,
c) mLLWO—ILOEFEANAILET, fl: APIGAHEDER
d) wic. [#f7] 2FRLET,
e) [BEE API#ER] T. ROEREZFRLET:
e [A—%—] > [G&ED]
« [JIL—=T1 > [H&AED]
o FX1VERE
f) e7] ZBRLTHS. [O—ILZIER] ZBIRLET,

5. RIFCER LIciARDERI—Y—THU Y MIARZLO—-IILZRIDETET:

a) ARZLO-ILDFAR—SD [BE] RATUT. [I—HF—ADEIDOYT] ZBRLET,
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b) iAWMODERI—Y—THU Y FOZBDODANNZRBAL. I—F—UIMHSBIRLET,

c) [A—lLoEOHT] ZFRLES,

d) O-LoFOYTEERTBICIE. [TrLo U] > [2—H—] T [2—H—] R—=TJIZRD. HAHH
DERAI-Y—THUYrE2ERLET, D XFZLO-LOED YT, [BEBEO—-ILCER] OTFIC
RREINET,

Google Cloud Identity % Citrix Cloud (Ci&%i9 %

> wn e

https://citrix.cloud.comT Citrix Cloud ictr > > L %9,

CitrixCloud XZa—7T. [IDBLVT7I/EREE] #BIRLFT,

rGoogle Cloud Identity, ZRDiF. HEERES () XZa—h5 [ ZBRLEI,
ANhEEHIRTIINES, URLICELEEVWSHO#ANFZANL. [REL THIT] Z#ERLET, COH
AFiE. Citrix Cloud AT/ O—NILIC—ETHZBELRHD £7,

[Z71ILD1YR—F] ZBRLTHS, Y—EXTATY FOF—ZER L SICREFELR JSON 7 7
TUNEERLET, COTI>avickh. fEM L7 Google Cloud H—EXT7HT Y FDMBEF—L X—
W7 RLADA VAR—bENET,

6. (AZEI—H—] IZ. iFBOEBAPI 2—%—7HU > FDORFIZNALET,
7. DrA] ®BIRL £ 9, Citrix Cloud I%. Google 7H 7> b0z HER L. EHEETIAMLET,

oo

giE

Goo

L URRPETNTVWBEER XMz LET. ELVIGARIG. [FER] Z:BRL TERZRELET,

#% Citrix Cloud (C:Bfm9 3

gle Cloud zi@UC T. BA® Citrix Cloud BEBELEBEJ I —TZBMTIET, FLIE RORBEES

BLTLIETL:

Citri

lj_.

o AADBIEEDIRS: Citrix Cloud NOBBEZED 7/ 2% EEBT 3
« BEBEIIN—TDHE: BEEJI—T%EEITS

x Cloud (cBEEZEBMNE. BEEIIROVWTFNHDOAETH A VAV TEFXT!

+ &4 Google Cloud % ID 7ONA A - LTHRT R L. BRLIEBEDOY 1>+ > URLICEEL &
¥, ffl: https:

+ CitrixCloud %1 >4 > R=I T, [EHOBEEBHRTHI>1>] 20U vy L. BRI Azure AD %%
HLTce ISR LIZ#ERIF (Tmycompanys A&E) ZANAL. [HfT] 20Uy o LFET,

2 2R— 2D Google Cloud Identity # &% 9 3

1. CitrixCloud XZa—h5 [T—0ZAR—ZEM] > [BBHE] DIEISERL £9,
2. Google Cloud Identity #32iRL £7, 7OV T RTINS, [FIBAEDIVIRUIVIIZE5ZS

FEBZTEALTVEY] ZBRLT. [RF] 20V v ILED,
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Okta # ID 7O/N1 4 —¥x L T Citrix Cloud (C3E4:9 %

December 14,2023

Citrix Cloud Tld. 7= ZR—=RICHA VA VT 2HAEZRLET 276D ID 7ONA A - LTHEAL T
Okta #fERATZ %9, Okta #%i% Citrix Cloud IC###t3 3 Z itk D, Citrix Workspace )V —RIc7 o€
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AD 21— —EMH ROBEMIETARTO Active Directory I—H#—F T2 I MIBETHD . RETIHEDD
D&

o HiER

s SAM7HI> 5

o I—%— F1U>2XILE (UPN)
« 77z GUID

« SID

Citrix Cloud Ti&. FIFEED Citrix Workspace icH 1 >4 > $ 3B 1—H—YTF I MERETZ7HICAD
DA77 b GUID B&LUSID BENRBEBEINET., CASDOTONTDSEVWTALDAITINTULR
we. fIEENMY A1 TEEE A

Citrix Cloud T SAML itz AT 3158, ROBMIHBETIEHD FEAD. REALI-—HF-—IIIRVIVR
ZHRTBEDHDICCNSDEBMZREI DL eEHDOLET!

o X=J)L7FLR

¢ RTHR

Citrix Cloud Iz= =2 B4 %##A L T. Citrix Workspace THREDRZRHMEELKRRLET, COBMMNRES
NTLRWMEETH. FIRBRT > > TEETH. BRIDEBICKRIINAGVAEENHD £,

Active Directory ¥ @ SAML &4

SAML EEZ2BMICT BHiIIC. 7> TL I XD AD % SAML 7ONA 4 —UETHIRENHD T, COFEICE
b, SAML Z7ONA 4 =3 SAML 7H#—2> 3 > TROXER AD 1—H—E% Citrix Cloud ICES CehTE &
ER

« objectSID (SID)

+ objectGUID (OID)

« userPrincipalName (UPN)
o X—=JL (email)

« &THA (displayName)

SID B %713 UPN B WFNHH SAML 7H—> 3 VICEEFNTVWBRIEE. ThH0BMEOY Tty FE#EK
TEFFT, CitrixCloud I&. HEBIZRCTAD ' Stt0EEEZIREBLET,
=
BREBRNT A—IVAEBRTZHIC. COEI a3V THBETZIRTOBRMZBR T2 cx2E8HOL
F9,

ERZSEFIEIE SAML 7ONAMZ—ICL>TELED FIH BERESTOCRICIE. ROFZRIVEENET !
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1. AD RXAVICAI—S Y b EA YA M—=ILLT. RXA > SAML 7ONA 4 —EOEGHERILL T,
SAML Z7ONA 4 —2 LTADFS #EHL TVW3I5E. COFIBIBREHD FHA,

2. hREALBYZERL. COtEI>a>YTRRLAEKELRAD I—H—BHICIvEY I LEYT, TORRY
O—RENBFIRIF. CDORED THRXELSAMLBYOERELUTYEYY ) THETNTWVLET,

3. ADa—#%—% SAML 7ONaA 4 —ICEHL £ 7,

AD £ SAML 7ONA 4 —DHEEICDVTELCIE, SAML 7ONA A —DHERFa XY b ESRLTLET
Lo

SAML 2.0 IC & 3 EIEE R

Citrix Cloud (&, SAML2.0 2R L7z AD BBEJIIL—TAN—DORi 2 HR— L TVET, BEBEESIL—T
% Citrix Cloud ICBMNE 2 HEICDOVWTH L IE TBEES LTz EET 2] 28BLTLIVL

EIEETELICEEFD SAML #45i= £ 9 %

BEiC Citrix Cloud IC SAML2.0 4L THD. ThEHERAL TCEEEE2RIT 3561 RIMIC [IDBLTT7Y
T XEE] TSAML2.0 2l L TH S5 EREZEERTIHVENHD £, F/o. SAML #4t%=FH L T Citrix
Workspace #|BE#RIEL TWVWBIEEIE. [T—T AR—ER] TSAMLRBIEEEHICTIHELRDHD T,
SAML #65ix B8R L 7-t8. BEE S /)L— 7% Citrix Cloud ICBIITE £,

BAIC SAML 2.0 i) L THBIEHRE TICEEEIIIL—TEBML &S5 g5 . [Citrix Cloud ICBBETIL—T
#IBINT %1 TiHEAINTW3 Active Directory @ ID # 7> 3 v ARRINEE A

FLLSAML G2 RET B 1cHDE XTI DIFE

Citrix Cloud TH L L SAML 2.0 #6i 2 RE Y BICId. RDEZ RV EERTLET !

1. [ID & U7 X&EH] T. MActive Directory # Citrix Cloud IZ3Z4t9 51 OHEAICHE>T. > FL =
Z @ AD # Citrix Cloud IC#46: L £ 7

2. Az2E @ TActive Directory ¥ @ SAML #&1 THEATNTWS & SIC. SAML Z7ONA A4 —%A > FL =
ZDAD LHEELET,

3. EEEN Citrix Cloud "Y1 V1 VIZEBTES 101> URL ZHERLET,

4. [ID &V 72X EHE] <. Citrix Cloud ® SAML 2Bt ##R L £9, D& X Tk Citrix Cloud »
50 SAML X427 —%2%RALTSAML ZONAZ—%28BR L TH5. SAML Z7ONRAF—D5DA 2T —
2 7%fEMA L T Citrix Cloud Z#m L T SAML #65=1EB L £ 9,

Citrix Cloud EEBERAITDEEED SAML Z5# ER T30 Z AT DHE

BEIC Citrix Cloud IC SAML2.0#E45LTED. ThaER L CEEE* R T 3EEIF. ROFZRIVERTLE
K
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1. ZE935513. SAML2.0 V-9 AR—RFBAZEMICLET: [T—9 AXR—HEM] > [BB3E] T, AD
BEEAEEBIRL. TOV T MORTEINLS [HEE] 2B/RLET,

2. BEEO SAML2.0#EGizr L9 [ID 8LV 77 REE] > [B83E] T. SAML#EGZRDITE 7. Hif
DHEBERSX=a—T [TH] ZBRLE I, 3V, YIBILET] 20Uy I L THREERELE T,

3. SAML2.0 zB#4: L. #45iziEl L9 [SAML 2.0] O&KESA=Za1—T [HE&] ZBRLFT,

4. FOVTEHRRESINLS. EEENY A VA VICEATEY 121> URLO—BOHRNFZEANAILET,

5. CORED FSAML 7ONAF —DAZT—2DiE1 DREBICTE>T. SAMLZ#5i 28R L £9,

SAML 5tz 8 L7 5. MEEE S L — T2 EE T 5] OHACHIC. AD &S )L — 7% Citrix Cloud (23810
TEFET, CORBTHEATNTLELSIZ. T—IRR—IFIAED SAML ZzBEBMICTEZLHTEFT,

HRXZ2 L SAML BIEDERB L UVI v EY S

SAML 7O/\- 54— SID. UPN. OID. email & & displayName B0 H R 2 LEEZRICHER L TV 35
B3 COFRVERTIIBERHD A [SAML ORI ZT7 TV —2 3 > OIER IEH. FlES OEEFED
H2E2LSAML Btz ERALE Y.

E:

DI >OFIETIE. SAML 7ONA A —0EBI VY —ILTEHRITITR 72 avIcOVWTEHBLET,
NBDTITaAVERTTILHICERTIREDITY FiF. FEIRL /= SAML 7ONA 2 —I2& > T
COEIIaYTHATZIAVY REIZERBZGBENHDFT, COEI 3> SAML Z7ONA4—a7 >
Rig, Bl LTOAHREINTUVET, SAML 7ONA A=A 5d 2> RICDWTEEL <&, SAML 7
AONAA—DRFaXYFZEBRLTLETL,

1. SAML Z7ONnNa 4 —8BIO>Y =LA 1Y L. ARZLA—F—BEEERT 200 T a %
BIRLET, frzid. SAMLZ7ONA4—0 >V —ILIc& > Tid. [Users] > [Custom User Fields]
> [New User Field] %#RL %7,

2. ROAD ZFONT 1 DREMZEMLET. RETNTVBT 74l MazFERL TEREICERIZMITETS,

AD ZFONF+ WENA T3 oh T 74 MME
userPrincipalName SID DBEMZEBMLAWVSEIEHUAE cip_upn
(%),
objectSID UPN o BMZiBINLARWVNGEE cip_sid
Bo
objectGUID RO A T3> cip_oid
mail RARDA T3> cip_email
displayName 7= Z2R—2Z Ul THAE displayName
givenName =9 22R—=Z Ul TE firstName
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AD ZaOns -« WA T a b FI7#I ME
sn J—0Z2R—2Z Ul THE lastName
AD Z7#4L X+ SEERDA a3y cip_forest
AD KXY SEERDA a3y cip_domain

3. CitrixCloud Ic#24: L7=AD 28R L £ ¥, - 21X SAML ZONCA 44— > Y — LI & o2 TlE. [Users]
> [Directories] ##EIRL £7,

4. T4 LI MUBKZEMT37DD0F TS a >z BRLET, fmexiE. SAML 7ONAZ—DI> Y —ILiC
&£ o TlE. [Directory Attributes] #:®RL £,

5. BEZEBMNT370DA T a>rmzEIRL. ROAD BEZFIE2 TERLICAXRZ LI —BEIc<y T
LF9:

« FIg2 TSIDDEM (cip_siday) xBMLEHEEIE. objectSid #:EIRL. fERLIBMICT
vILET,

« FIE2 TUPNDEX (cip_upn#k¥) #BML7HEIE. userPrincipalName #:#ER L. ER
LRSI Y FLET,

+ FIE 2 T ObjectGUID @M (cip_oidiy) #BMLEEIE. ObjectGUID ##RL . fERL
TRy ILET,

s FIE2 TX—)LOEM (cip_emailzny) ziBMLAGEIE. mail 28R, ERLZEMICTY
TLET,

¢ FIE2 TRTEBOEM (displayNameiy) #EmML7HEIE. displayName %=:ER L. 1ERK
LEEBMICYYy FLET,

EEEDY 1> URL DB

1. https://citrix.cloud.com Citrix Cloud ictrr > > L £ 7,

2. CitrixCloud X=a2—7, [ID B&U 7V REE] ZH#IRLFT,

3. [SAML 2.0] ZRDIF. HEERSA=Za—h5 [&EH] ZBIRL T,

4. \hE@EHRERINES, URLICELIZEVSTOHNFEAAL. [REFELTEHIT] ZFRLEY, [SAML
DHER] R—IPRRINZET,

5. koo avic#Es. Citrix Cloud Ao SAML #&4i 28R L £ 7

SAML 7ONAH —D A2 T —5 DIEHK

CnR2YTiE. Citrix Cloud @ SAML X427 —4%ZERLTARI 27 IV r—>a v ERLE9, SAML 7
TUr—oavelllic®. SAML X427 —42%@ERL T, aAxo427 75— 3 >h5 Citrix Cloud Ad
SAML #45t 2B L £ 9,
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eI 3OV OHNDFIETIE. SAML 7ONA A —DBEBEIAVY —IILTRITITZ 7723 VIioVWT
FALEYT, INHDTIaYERTIBLHICERTIR/REDNOITY FiF. BIRL7 SAML 7ON1 4 —
IC&->TlE. SOOI a Y THATZOATYY RLIFELRZBZENHDET, COtIP 3> SAML 7ON
1A =T RiE fle LTOHRBINTVET, SAML Z7ONAF =T 3 a7 RICDOWTEEL L
& SAML 7ONA A —DRFa XY FESBLTIIZTL,

SAML Ox 0827 P45 —2 3 > DIE

1. SAML 7ONRNA 4 —0EBI>Y —IILH 5. BRGNS BRERENMEID 7ONA4 -7 U r—> 3>
EBMLET, 7z 7ONAEZ—Da>Y —)LIc& > TiE. [Applications] > [Applications] >
[Add App] %:%IRL T [SAML Test Connector (IdP w/ attr w/ sign response)] %i#ERL 7,

2. BEICWL T, RRBZANNLTT TV ZRELET,

3. CitrixCloud @ [SAML 0] BE® [SAML X425F—4] T [#o>0O—R] #&RLEFT, XEFT—
AXML 771 IDBRIDT SO —2TICRRINET,
pE
HBIZBL T https://saml.cloud.com/saml/metadata.xmns5 7 71IL%

ATVO—RIBZIEHTEEI, COIVRRAYME —8D ID FAONA A —IC > T SAML 7
ANAHE—DAZT =2 A VIR— b ELVERTBESICEIDBLTVWBIGEEDHD £,

4, ARTRZTFIH =23 IcDWVWT, ROHEZANDLET:

o Audience 7 r—JLRIZ. https://saml.cloud.comeANALET,

» Recipient 7+ —JLRIC. https://saml.cloud.com/saml/acszEANALET,

o« ACSURL#3ED 7+ —JLRIC. https://saml.cloud.com/saml/acsEANALFT,
¢« ACSURLD 71 —JLRIC. https://saml.cloud.com/saml/acsEANHILET,

5. AZZ2 L SAMLEBWZT7 PV r—>a DN X —2—fBr LTEBML XY,

D71 —ILRZER CDHARZLBEZERIDET

cip_sid SID BICER LT h X2 LE. fI: cip_sid
cip_upn UPN BICER L= h 2R 2 LB, fl: cip_upn
cip_oid ObjectGUID BIZtERE L 7= h R 2 LM, #I: cip_oid
cip_email X—=)LARICER LT=h R 2 LEM. BI: cip_email
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6. T—UAR—IAMBEZI-—HF - LTEMLT. 7FVT5r—2a3a A ADT7 It RX2HFTLET,
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SAML 7ON—1 4 —D X4 F—%% Citrix Cloud (23E10

1. SAML Z7ONRA4 =15 SAML X2 T —42ZRELET. ROERKIE. COT71ILDAX—=—2FTY:

I-;?x:n:_'l version="1.0"2>
<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata” entityID="
https flapp. comfsaml /metadata/BeT3i3chbd-o579-41dd-bdel-4£f0348934157 >
<IDP550Descriptor xmlns:ds="http:/ www . wd org/2000/09/xmnldsigh"” protocolSupportEnumeratio
"arn:ocasis: names:to:SAML:2.0:protocol”>
= <HeyDescriptor use="signing">
=] <ds:KevInfo xmlns:ds="http:/ www.w3.org/2000/09/ xmldsigh" >
<ds:X50%Daca>
<ds:X508Certificate>MITDIDCCA)

~4wIPpAme:/da: E05%Certificaten
</ds:X50%Daca>
- </da:KeyInfor

</KeyDeacriptor>
xSJ.“q].eI_cgc..tSe'uce Bindi: "‘C" Orf:oasis:names:to: SAML:2.0: bin&inqs HTTP-Redirect”" Locacion
https:/foitrixidentity-dev, «<omStrust/saml2/http-redirect/slo/1037253" />

<NameIDFormat->urn:oasis:names: te:SAML:1.1:nameid-format:emailAddress</HameIDFormat>

-\.S.'L"‘g].ES g"\.D')SE"-'J.i’_‘E' Binding="arn:ocasis:names:to: SAML:2.0: I:nmnngs HTTP-Redirect”" Locacion

51“ﬂ‘&5 Gﬂ015¢“11¢¢ Binding="arn: ¢6313 Tiames 1¢ thL 2.0: b’"ﬁiﬂ05 HTTP FO?T Location®
httpe:/foitrixidentity-dev. com/trust/samld /http-poat/ssc/80733cbd-o579-41d4-biel-4fFf034893419" />
<3ingleSignOnService Einding="urn:casis:names:tc:SAML:2.0:bindings:S50AP" Locaticn™
"https://oitrixidentity-dev. -comftrost/saml2/soap/sse/807330bd-0579-41d4-bdel -4 £f034893d19" />

</IDP5SS50Descriptor
“</EntityDescriptor>
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Cloud IL&23BbDTHD BEDHZT7IE—ICLZDD TRV ERIEL £F, 2% SAMLIS
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5. #H7] ZBRLT7yTO—RZERTLET,
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o 21— — Citrix Workspace # 7z Citrix Cloud 541 > 7o b LERICTRTO Web 77U 4
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COBUEBZENATEIBRERDHBDET, T7 4/ bDMEIFCIp_sidTT,

o A—H—7FU>IN)LE (UPN) OEHE: SID 0BMEZER LAL > 7HZEIF. SAML Z7O/N14—
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« AD 7+ L X +OEME: 774/ MEIRCIp_forestTd,

+« AD RX1>OEME: T7+J)L MEZcip_domainTd,

9. [TRARLTHAT] ZBRL T, ERBICEGZBRLICCzH#ABLE T,

AD » 5 E#EE % Citrix Cloud (23810

CitrixCloud TAD ZIL—7%ZEBML TEEI B3 FIBICOVWTIE, MBEEY I —T=EET 2] 28RBLTEY
Lo

J—2Z2R—2O SAML Zir=BMICT 3

1. CitrixCloud XZa—m5. [T—XR—XEH] ZBIRLFT,
2. [FREE] 27 %#BIRLE T,
3. [SAML 2.0] %#3®IRL %7,

BMEIS—d. ROWTIDODORRTHET BEIEENBOD LT !

e SAML#BETHELBENELSKIVI-—RINTLEEA,

e Ccip_sid&&Ucip_upnEMh SAML 7H— 3 Vichb £ A
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BEIS—HREET S . CitrixCloud IZBEDHZEBEICOVWTHALLIS—X vt —CZRRLET,

Unable to Process Your Request

Missing Saml Attribute: cip_oid

Transaction ID: 9fd916cb-5e083-4917-b8d2-c5d18ffbedBe

COBEDOIS—Z/RTBICIF. ROFIEZRTLET:

1. SAML Z7ONA 4 =D, RORICRIELVWIYOA—F 10 VI THRERBEEZXELTVWR I #ERAL TL
7230, bECED. SIDERERIFUPN BEOWINDZEDIZINELRHD £9,

Bt IYVaA—FTa1>Y WA

cip_email XFIHEATHIBENHD £
(user@domain)

cip_oid Baseb64 7= IdXFIFRTH B0
ENHBDET

cip_sid Base64 £/ EXFIHERTH 2% 1L (Cip_upnz=EBLAWVES)
ENBHDET

cip_upn XFHERTHIBENDHDET W (cip_sidzERLARWVER)

(user@domain)

2. CitrixCloud #FEB L TWAHERBEEEEIEBTE S L 51C. Cloud Connector B4 >S54 Y HDIEET
HBLEERELET, 3#L <&, TCloud Connector DEELHANILZAF T v o] #BBLTLEIL,

FHLAWIS—

RDigE. CitrixCloud TFHLAWIS—HDEETZeHHO ET:

e A—H—»\ IDPHEBEOTO—%ZEAL T. SAMLERZMIBT 5. 2. 77— X=X URL
(customer.cloud.com) ICEEBRETZOTIHEL., ID 7ONAME—DT TUR—FILHE521)L%
BIRTZLICL T EXRDTOIBZ%AE,

o SAML :EERENEMNTH 2D BUEARHISINTL S,

o AV TFRMNEITH 3,

e SAML 7H—> 3 Y e RBEBED—HL TLARL,

COIZ—HEETB L. CitrixCloud ET—RHB IS —XvtE—C#RRLED,
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Unable to Process Your Request

There was an unexpected error

Transaction ID: 48786352-fb56-4dde-8775-e745f86db%e?

ID Z7ONAE =07 7 R—=2)IL%ZNLTCitrix Cloud ICBBILIZERE LTIDOIS—HRELIZBEIE. RO
EEEEHEZSNET:

1. 79— 2= URL (https://customer.cloud.comiy) 2#8BTZ3TvIR—0T7 T )%,
ID7ONAE—DT TUR—ZILIZIEREL £ T,

2. SAML7 7V e v oR—oF77VOBEAICI—H—%2EDETET,

3. SAML7 7V e Ty IR —UF7TIDRRIZEZZEEL T, Ty ov—IT7FUMRKRRTEN. SAMLT7FUH
TTIR—FITIERTICHESZLSICLET,

4. BIIONRT—R 7OV RZHBRTZICIE. 7=V XR=ABHEO [ZzFL—>a>vID JONA4—t
wiay] REEEMICLET. FIEICDOWTIE, Citrix Workspace @B RFa XV b 757 L—> 3
YIDZ7ONaA4d—tyar) #BRLTIEZTL,

TNy JICEY B HERIA

H5B SAML F/Nw FEEICIZ. T 5o —HLiREEE SAMLtracer B3T3t #SEH L ET. DRI
BElIZ. K<HIBNTVWE Web 7SO —DIFrAYTHRATEEY, COHEREAEIZ. Base64 TTYI—REh
7mEREGE%Z SAMLXMLICTFO—R$3Z T, ARBD¥IESTETSLSICLES,

< C @ Firefox about:addons
Find more add-ons
+ . "
< Recommendations Manage Your Extensions &
Extensions
Q Enabled
a Themes
M SAML-tracer @ QO -
. A debugger for viewing SAML messages
) Plugins

COV—IEFERATZ . BBEEIZ. - —ICFEEINS SAML BMDOEZEZE L. SAML OERE LUVRRENS
EZERETIET, SAML BEORETY R— FHARERIFE. Citrix R— k. BEEBRL TYHR— b+ —
2EBRT B7=HIC. SAMLtracer D7 71 ILZEBRLTEE T,
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Extension: (SAML-tracer) - SAML-tracer — Mailla Firefox = X

DTS 2 Export &Import

X Clear |l Pause & Autoscroll [ty

~

GET https:flaccounts com/core/device-id PRetumbUri=%2fcore%2fconnect® Zfauthorize% 2fcallback% 3client_id%3dbytncvk04 1fDFBwTBk25_g%2530%2530% 26redirect_un%3dhttps%e2!

GET hitps:/isami com/samliogin?session=5624cae1-c27b-4fcb-ab3e-b11517b0446b
receiver_f85ef7alf. 5 16055 htmil
1 er=0

HTTP  Parameters SAML Summary

<samlp:AuthnRequest ID="_1abd@712-8978-4450-a42b-b7f98752a22b" e
Version="2.8"
Issuelnstant="2023-88-117T87:56:107"
Destination="https:// .ss50.duosecurity.com/saml2/sp/fl K2FACK/ss0™
ForceAuthn="true"
IsPassive="false”
ProtocolBinding="urn:ocasis:names:tc:5AML:2.9:bindings :HTTP-POST™
AssertionConsumerServiceURL="https://sanl. .com/saml/acs”
ProviderName="https://ss0-a99%ebe97.550.duosecurity.com/saml2/sp/DIQ7AFPUTNGCEBK2FACK /metadata™
xmlns:samlp="urn:casis:names:tc:SAML:2.08:protocol”™

<saml:Issuer xmlns:saml="urn:casis:names:tc:SAML:2.8:assertion">https://saml. .com</saml:Issuer>
<Signature xmlns="http:/ /www.w3.org/2000/09/xmldsigh" >
<Signedinfox»
<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-cldné™ />
<SignatureMethod Algorithm="http://www.w3.org/2001/84/xmldsig-more®rsa-sha256™ />
<Reference URI="#_1abd@712-8978-4450-a42b-b7F98752a22b" >
<Transforms>
<Transform Algorithm="http://www.w3.org/2000/89/xmldsiglenveloped-signature” />
<Transform Algorithm="http:/ ww.w3.0rg/2001/10/xml-exc-cldng">
<InclusiveNamespaces PrefixList="#default samlp saml ds xs xsi”
xmlns="http://www.wl.org/2001/10/xml-exc-cldn#™
/>
</Transform> .
446 requests received (266 hidden)

BINEHR

o Microsoft R aX> k: Fa—kU7TJL: Azure Active Directory > >4 )L 5« > 74> (SSO) r Citrix
Cloud SAML SSO o#:&

» Active Directory Federated Services (ADFS) %M L 7= SAML: TADFS %z {&f L 7z Citrix Cloud To
SAML sBEE DAL

« Citrix Tech Zone: Tech Insight: #Z:F - SAML

CiitrixCloud txO—7&DT>Fo 57 ID ZEAL=SAML 7 U4 —> 3>
RT3

December 14, 2023

Author:

Mark Dear

CDERETIE. AL SAML Z7ONA A —RTERD SAML 7 75— 3 & 7O 3= Y933 A%ICDVWT
SHEAL £ 95
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Azure Active Directory (AD). Active Directory 7= 7L —> 3 >#—E X (ADFS). PingFederate. PingSSO
BRED—ED SAML Z7ONA 2 —Tld. 5D SAML 7 75— 3 >RATRALY—EZRZ7aOnNas4— (SP) oT>
T14T74 IDZBIATZCHBLEINTUVET, TOER. AL SAML 7ONA 4 —AT2 DU LEDEL S SAML
TV —2avEERTSEREIR. TNSERAL £IEEL S CitrixCloud 77> MMCEE[RITENE L A B
EOSAML 7 70— a > hBRICERLTWA. RALSPTYFs 7+ ID(https:\\saml.cloud.com#
) #EBLT2HEBDOSAML 7 05— a >z ER L& S5 SAML 7ONA 4 —TCTIS—MNhUH—&
N I>T1 7« IDDBRICFERATNTUB I EDNRRTINED,

LT COTZ—DEKRTTY:
« Azure Active Directory @55

Basic SAML Configuration

A7 Got feedback?

Identifier (Entity ID) * ©
The unique 1D that identifies your application to Azure Active Directory. This value must be unique across all applications in your
Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://saml.clo ud.coml ; ©

Please enter an identifier which is unique within your organization. Search in Enterprise applications and App
registrations for Citrix Cloud SAML S50 Production, which currently uses this identifier.
Add identifier

Patterns: https://saml.cloud.com

+ PingFederate 54!

SP Connections | SP Connection

Browser 550 Credentials Activation & Summary

1 Connection Name represents the piain-language ientifer for this connection. Optionally, you can specity multip

stual server 108 for your
| servier 10 will b used i place of the

Py b LEed 10 Smpity

i prodocol iurtifiar configured 107 your server in Server Setings. The Base L

CitrixCloud DX J—7{HEDIT YT« 7« ID #eEIZZ DFIBRICHAL T B 8. SAML O/ 4 — (Azure AD
FFIRRY) RICEERD SAML 7 7Ur—> av#ER L. #nEBE—o Citrix Cloud 77> MMCEERIT SN
B3LDICBED XY,

I>5T«14T+4 1D IZATEH?

SAMLTZ>7 7« IDIE. SAMLIBBEESSURLETA LN THEDIY T« T« ZHBI TR HICFERINZ—
BOHFFTY. BE. IVToToIDIE IVTATAICEIDHTSN, SAML Xyt —JBLUAZT—2TE
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HEn3 URL £7:i3 URI TY, SAML Z7ONRNAE—RTER L& SAML 77U r—2a>id, —BOIV T+« 7T
A LRBINET,

fex 2. Citrix Cloud & Azure AD f® SAML #Z4i ik, Citrix Cloud pr—EZXFONr 44— (SP) THD.
Azure AD A SAML Z7ONAH =TT, EESICHBIVT 1T+ IDHHO. SAML EGORIMUICHER T Z2HEN
HHEF, DFED. CitrixCloud DT> F 17« ID IZ Azure AD A TR T 2HEHLHO. Azure AD DT> F
7« ID & Citrix Cloud I THEM T 3HENHD 7,

ROT>FT4 5« IDIE. Citrix Cloud D;RBI>F 4T« IDXA—FHZDITVFT 45+ IDOFITY:

e JAA: https://saml.cloud.com
e« 2 O — 7 {4 &: https://saml.cloud.com/67338f11-4996-4980-8339-535
f76d0c8fb

V=23 RlOARBLVRIA-THESPI>Tv T ID

Citrix Cloud @Bt7E® SAML #4: (2023 F£ 11 A& bENCER I NcH D) 1. & SAML #4i ¢ Citrix Cloud 7
FOMCIRALCRBIYTs T« IDEFEALET, HLWCitrix Cloud SAML #&Hi0& M. RI—TRHEIVTaT
1« ID%ZFERTZF T a>ERRHELETD,

WLWEGSICZO—IRHEI>Tr T IDZFERAT2 I ez BRLBS. BEFO SAML #4513 TORARIYT
171 IDZERALTIIESHRIEELEZ I,

RoxIC, CitrixCloud V=2 a3yl RBSPI>YF4Fc IDeXOA—RHESPI>Fo T IDERLE
ER

CitrixCloud oV —> 3> AEBSPT>F157+ID 2A—IET>7T1471 1D
KE. BNES. 7O T7REERAH https://saml.cloud. https://saml.cloud.
com com/67338f11
-4996-4980-8339-535
f76d0c8fb
B https://saml. https://saml.
citrixcloud.jp citrixcloud.jp/

db642d4c-ad2c-4304-
adcf-f96b6aal6c29

Bia https://saml.cloud.us https://saml.cloud.us
/20flcf66-cfe9-4dd3
-865¢c-9¢59a6710820
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WRELVEEFD SAML #GRIC—EDSP I T 70 ID ZE£E/HT 2

LV SAML #£45:%21Ef§ % . Citrix Cloud iz—E® ID (GUID) #4miLEzd, XO—IRET>FoF+ ID
EERTBICIE. HLWVMEGOERRFIC [RO—FHEOSAMLI Y717+ ID %9 3] REZEMICLE
ER

Z2A—TIREI>T1 7« ID 2EAT 3L S5ICEEED SAML #4652 F# 9 5553, CitrixCloud @ [ID & UV
TOEREE] > BB XR—UTSAML 7ONA 2 —%= i L TH 5B 28 ENH D ¢, Citrix Cloud T
& BE7F0D SAML #4512z EERE T D LIETEEHA, L. Blo/O0— Y=L, €0I/O—2%EET
BILIFTEET,

BHE:

SAML 470t X%& %73 3aICE L% . Citrix Cloud AEEMICERTZ TV T T ID AHESN

¥9, SAMLEH 7O =BRE#HT S &, CitrixCloud IZFHLWROA—FFET> T T+ IDD GUID %
Y LET, SAML 7ONAMAZ—Zz#EHT35B61F. COMLWROA—HEI>Ts 70 IDZFERALET,
AOA—IRET>T 1T+ |ID 2 ERTZ7-0ICEEFED SAML #5i% B¢ 515451, Citrix Cloud B&EM T
BPAA—T[HSI>T T« IDZFEALT. 20EGD SAML 7 75— 3> ZEMT2RERHD F£7,

Z2A—TNHET>T1e T IDICAT B L HBEM

ELC Azure AD 77> FRICHEED Azure AD SAML 7 U4 —> 3> =R L. £h%z 1 DL LD Citrix
Cloud 77> hMCEE[IF SN ETH?

Citrix Cloud @ 22— FT> 7« 7« ID #aEId. —ZD SAML 7ONAZ—HBAE L TVWEI YT 1 T« ID
DEEFFIEDOFIRICTLL £, COEEEEZERT S L. Azure AD 7+ FARTEHRDO SAML 7 ) r—>3>%
Joeva=>s L. 8—o CitrixCloud 7+ > FOROA—IRHEFOIVTF1 T IDZFERALTET7 U r—> 3
VEBRTIEY,

E L Azure AD SAML 7 74— 3 > % #5 Citrix Cloud 7+ > ~CEEITSNETH?

CD>F U FIF Citrix Cloud OB FEKICE > TE—BMARTTH D, Citrix IZ31 S5 oexEHR— ML F
To COVFVARRETBICIE. ROBHEZBI-ITHELRHDET:

e RATYF«4 7+ ID (https://saml.cloud.comiy) ZFEHLET,
o SAMLEGICH L TRO—FNHETITOTo T IDZBEMLABEVTL TV

SAML 7ONA 4 —ATRA—TIRHEIIV T+ 7+ IDZFERATINESHZRETZICRES TIEELVWTTH?

Citrix Cloud 23— E T > 5« T« ID#EETIX. BEGICISC TGRBAIY T T« ID £/ X 2—74ET
VT4 T4 IDERRICHEATEIET, BERSAML 77U —> 3 > FRrET % Citrix Cloud 77> LDk
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EEELTLKET W, Elee ETF Y MBEFEO SAML 7 U —2 a0 zHET3AELRHE DS Flld
MBEOZRO—FHFE SAML 7 75— a3 ZRBETB3DESHDBERLTILTL,

BE.

SAML Z7ONa4 4 —hrRALIT>F+1 7+ ID (https://saml.cloud.comiy) ZERAL TEHD
SAML 77U r—> 3 > ER T2 ZBRICHFRI L TWBEEIE. RO—F[{HEST> 70T+ IDZEMICL
7eb. BEFEDO SAMLBREEZE LD TI3HBEIEZHD £H Ao, CitrixCloud £7id SAML 7 U r—> 3>
DREZENTIHEIFHD FH A

2BEZ+3 SAML FO0/N1 4 —

RORIC, BERITBIY T« 7T+ IDOERZHFTXLIEHIRY S SAML 7ONI 4 —=2RLE T

SAML ZONA 4 — ERVLIEIYT14T« IDOYR-F
Azure AD (/57T F) (AYAY

ADFS (#> 7L 3 XR) LR

PingFederate (#> 7L 3 X) ARV

PingOneSSO (/37 k) ARV

Okta (#37k) =49

Duo (/37 R) (=40

Onelogin (737 R) (=40

FEERITZAI-ZAT—X

RORIE. I—RT—ATHRELZSAML 77U r—>aVItB&ES3VWT, ABIY T T« ID &3 I-7HRST
T4 T4 IDHBYR-—bINBDESH. BLUSAML 7ONA A —HERIBZ IV T T« IDEHFR—FT3
MESHZERLTVET,

SAML 7ONA A —3EE LI Y
T14T1 IDZEHR—FLTVET

A-RT—ZXDEHF h? HR— TN BB

SAML 77— 3>l 204 W RNEEFEAI—FIAZITOTF4 T
< ID

SAML7 7 r—23>igl20%  LWWX NEFEEIEFAI-—TRHEITVTFoT
< ID
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SAML Z7aONA A4 —IgEEL T
T4T74 IDEHR—FLTVET

IA—-R—ZADEH m? HR—bINZHER

2O EDSAML 74—y 1FW ABFRIERA-—TREI>VToT
+ ID

2O EDSAML 77—y LWL 2OA—IEIT>7171 1D

D=0 ZAR—ZADHZAZ L URL (=40 ARFERERI-IRSIVToT

SAML 77U —>3>0R7 < 1D

T—JAR—ZADHAZ L URL LWL AA—TINEL>TsT< 1D

SAML 7 U r—> 3> OR7

BL SAML7 U= 3>z 8 1V ABT>FT+7+ 1D

@ Citrix Cloud 577> ~CBEEM

7%

BLSAML77Us—> 3>z 8 LWL ABI>T17+ 1D

@ Citrix Cloud 577> hCBEEM

7%

A=W EDIT4 T IDZEALTTF 51 SAML #6528 %

CDRATTIE. 754U SAML 77U —>3> (SAML77U 1) oxdA—HET> 5T 7« ID #ERAL
T. Citrix Cloud i SAML #4i#ER L £ 3

1. CitrixCloud X=a2—7T. [ID 8LV 7V REE] %ERLFT,

2. [BEE] 27T [SAML2.0] 2RDI7 T, BEEES A= a—h5 [BEF] Z#RLES,

3. " B0 1> URLZERTE 7OV hARRINS. URLICELIZEVWSHO#F (https:

BE) ZEANAL. RELTHIT] 2BRLET. COH
BIFIE. Citrix Cloud A T—ETHIBELRHD £,

4. [SAMLID 7ONA A —%z K9 3] T [ROA—THESOSAMLI> 7+ 7 ID Z#EH T3] ZFIRL£T,
CitrixCloud i3« RA—FRET> 7« 7« ID ZBEWICER L. T> T« 7 ID. Assertion Consumer
Service. &UAOJ7T7RURLD T 4 =L RICEZANALE T,

5. [Citrix Cloud N SAML &% #mM 9 5] T. SAML Z7ONA 4 —H 5 DEGOFMENDL £,

6. 774 LD SAMLEMESY Y E>Y T ZZITANET,

7. [TZAMLTET] ZBRLET,

ABI>T17+4 IDZ2ERLTFS1<T) SAML #5i =18 %

CDRRITIE FZ3A4IXUSAML 77U r—23> (SAML7Z7VU 1) oF7#IL+D. ABI>YT+T71ID%
R LT, Citrix Cloud = SAML##65ZER L £
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1. CitrixCloud X=Za—7T, [IDBLVT7I/EREE] #EIRLET,

2. [5B5F] 27T [SAML2.0] #8211 T, Bl SX=Za—N5 [I&EFH] =FRLET,

3. " BoH1> 1Y URLEERTZ 7OV T MARFEINLS. URLICELEVWSHOBEINF (https:

BE) ZANAL. RELTEHT] 23FRLES, COH

AlFid. Citrix Cloud A T—ETHIMVEHHD £9,

4. [SAMLID 7ONA 4 —%z T3] T [ROA—FREDOSAMLI> 7+ 7+ ID 28R T3] HEMICH
STWB =B LET,

5. [Citrix Cloud Ao SAML #4683 %] T. SAML 7ONAEZ =15 DELGDFMENAL £

6. BEICRL T, [H—ERX7ONAE—D SAML X257 —4]1 T [#o>O0—K] #01)v o LT, AASAML
XEATF—2OAE—%=BRBLET,

7. 774D SAMLEMT Y EY T EZITANE T,

8. [TRMLTHT] ZFIRLEY,

Citrix Workspace h X # L R X1 % FER LT SAML E#5i %8/ %

OO VT RAA—HEI>Te T4 ID ERIEGABI VT4 T IDEHFODAXRZLT—U ZAR—X URL
#ERA L TSAML BG5BT 2 5XICDVWTEHRBLEY,

COtoarngITIE. SAML TEARAL TWBBREDOARXZ LT -7 ZAR—ZX URLBHB5EICOHZEL &
Fo SAMLEBFETHRELT—IZAR—XURLZFEAL TVWAWEEIE. COEI/2aYDERIEAFYTSTE
£,

FLC UTomEZz8RL T LT

o NRBALRXADIER
o HAALRXA>EFEALTSAML TO—2Z2R—ZIHAV1VT 3

T—OZR—=ZADAXZLURL EABITY T+ T+ ID ZEAL T SAML #45i 2 /7 %

D2 AU TlE. [Configure scoped Entity ID] REIFEMICHE>TULET,

CitrixCloud XZa—h5 [7—URR—IHERK] ZFERLET,

[(HWREZLT—UZR—ZURL] T, HRESAZa—D5 [HFE] Z2BRLET,

[[customerName].cloud.comURL ¥ h X Z LK X1~ URL OEA%ZFERT 3] ZRIRLET,

SAML 77V 2 DRBIT> T4 7« ID. SSOURL., 8&UFF>3>D SLOURLZAB L. SAML 7N

1A —DSFIcAT>YO— R LIBRMAEEZ 7y O—FLE T,

5. BEIZIGL T, [BREZLRXA>OH—EXFONAE SAML X257—4] T [Ao>0O—-R] 200wy
LT, 7—9ZR—=RURLDO SAML 77U —>a RISAB SAML X2 7—420JE—%#B3L £ 7,

6. [RE] #oVwoILET,

> w N

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 254
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J—JZAR—=ZADHAZLURL X O—FHET>T1 7+« ID #EAL T SAML E5 %9 %

ZDA 2T TlE. [Configure scoped Entity ID] SBEISEMICHR>TULET,

> wnh

5.

CitrixCloud XZa—H5 [T—UXR—IER] ZBIRLET,

[AREZLT—UZXR—ZURL] T, BEEESXAZa—h5 [HEE] ZBRLET,
[[customerName].cloud.comURL ¥ h X2 LK X1~ URL DEA%ZERT 3] ZBIRLET,

SAML 77U 20RAA—F{HEDIT>F 5+ ID. SSOURL. KU FF>3>dD SLOURL #AHL.
SAML Z7ONAHZ—DSHIICA 7> O— R L7 SAML EZR:EAEZ 7Yy 7O—RFL X7,

[RE] 20Uy I LET,

BREREI S L. CitrixCloud IFEELWV GUID 2L RO— S SAML X 27— 4 %ML 9. BEIISL
T TV RR=ZAZREZLURLSAML 7 7V =23 VDR A—FRAEAET—2OIE—ZRISTE XY,

1.
2.

[ID 8L VT REE] XR—ITSAMLESZRDIF. GRS XZa—D05 [RF] Z2FRLET,
[(MREZLEXAYOH—EXIFONAS SAML X257 —%] T, [4o>O—Fk] 22y o L&ET,

T34V T—=OZRR=ZAURLD SAML 77U r—2 3> e AR Z LT —0 ZR—X URL & SAML 77V 7 —
2a>OmAED SAML BiERRT %

A=

AR—

T4 E SAML #4500 FME RT3 . CitrixCloud 37504 <U SAML 77U —>ave -2
AARBZLREAAYSAML 7 70— 3> OmBFOAA—HEDOI VT 70 IDREZRRLET,

fzezid. AA—=—R/RESI>T4 T« IDHBBHICHE->TVWBRIFE., [(T—EXFONAE—DI>T1 T« ID] &
U [BRELEXA>OHY—EXFONAEIT>T 1T« ID] 7«4 —JLRIZIE. Citrix Cloud &I 3 X31—7
=TT T IDDEENET,
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SAML Identity Provider Configuration

SAML Application Scoped Entity ID (" )Enabled

SAML Application for Custom Domain Scoped Entity ID / _'_::] Enabled

Service Provider Entity ID ()
https://saml.cloud.com/45880cf0-939f-4808-91b4-3348831d99b0

Service Provider Entity ID for custom domain (O
https://saml.cloud.com/99320fce-9f78-4461-95a9-3f49b69f0bb4

Service Provider Assertion Consumer Service (ACS) (0
https://saml.cloud.com/saml/acs

Service Provider Assertion Consumer Service (ACS) for custom domain (O
https://i .com/fsaml/acs

Service Provider Logout URL (SLO) &)

https://saml.cloud.com/saml/logout/callback

Service Provider Logout URL (SLO) for custom domain (O
https:// . com/fsaml/logout/callback

Service Provider SAML Metadata: Download

Service Provider SAML Metadata for custom domain: Download

e We suggest to set up your IdP to automatically pull
the latest public signing key from the metadata
URL in order to prevent a disruption in service.

RA—FHEI>T 1T« IDHBEMIHE>TVBREE. [H—EXTONAEZ—DI>T1s T+ ID] &V [HXZ

LXMDY —EXTANAA IV T2 T+ ID] T4 —ILRICIE RBAZY T T IDHEENET,
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SAML Identity Provider Configuration

SAML Application Scoped Entity ID Disabled

SAML Application for Custom Domain Scoped Entity ID Disabled

Service Provider Entity ID ()

https://saml.cloud.com

Service Provider Entity ID for custom domain (3)
https://saml.cloud.com

Service Provider Assertion Consumer Service (ACS) (O
https:/fsaml.cloud.com/saml/acs

Service Provider Assertion Consumer Service (ACS) for custom domain (D
https:// .com/saml/acs

Service Provider Logout URL (SLO) (D
https://saml.cloud.com/saml/logout/callback

Service Provider Logout URL (SLO) for custom domain ()
https:// .com/saml/logout/callback

Service Provider SAML Metadata: Download

Service Provider SAML Metadata for custom domain: Download

‘e suggest to set up your IdP to automatically
pull the latest public signing key from the
metadata URL in order to prevent a disruption in
service.

A=W ET>Te T4 IDEBREOI>T+ T+ IDIEICENY S Z T, SAML Z7O/NN1 4 —RADEEED SAML
FIIr—2 g EBHTIET,

AA=TRHET>T1 7« ID 2R LT SAML 70N+ 4 —1A

Z2A—HEIT>T+1 7T+ ID #EBALTCitrix Cloud T SAML 4% #8BRL1-%B. XJO—FEFT>F17+< ID
% SAML Z7ONA 4 —ICBIMTEI £7,

CDto>avicid. Azure AD & PingFederate O#mBAINEENTULET,
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2= GEFT> T+« ID 2EHEL 7= Azure AD SAML #&5%

CoflTiF. CitrixCloud dXO—FRET> T+ T« IDH Azure AD @ [Identifier] 7« —JLRICANDThZE
ER

Citrix Cloud SAML SSO Production Scoped EntitylD | SAML-based Sign-on

Enterprise Applicatior

T Upload metadata file 2 Change single sign-on mode _3-1_‘: Got feedback?

= Overview

(D Deployment Plan Set up Single Sign-On with SAML

A Diagnose and solve problems )
An 550 implementation based on federation protocels improves security, reliability, and end user experiences and is easier to
mplement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or QAuth. Learn

Mal‘lage maore.

Il Properties e ; i

Read the configuration guide o for help integrating Citrix Cloud SAML $50 Production Scoped EntitylD.
& Owners o
Basi M fi i
. Roles and administrators Basic SAML Configuration ,ﬁ Edit
2 Users and groups Identifier (Entity ID) httpsy//saml.cloud.com/45880cf0-939f-4808-91b4- 334883
1d99b0

3 Single sign-on Reply URL (Assertion Consumer Service URL)  hittpsy//saml.cloud.com/samlfacs

X Sign on URL hittps/f tloud.com/

@ Provisioning Relay State [Opticnal)
G Self-service I.ogoul Url detionaI] hl.'tps;.n'_,l'saml.cloud.con‘u’samlp’lagou tfcallback

Z2O—7FET> 57+ 7+ ID 2R L7- PingFederate SAML 135

ZoflTiE, CitrixCloud D 2—FHET>FTe T IDERBIYT1 T« IDH. #hzn [Partner s
Entity ID] 7r—J)Lrk¥x [BaseURL] 7 —JLRICAITNhFT,
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Summary

SP Connection

Connection Type

Connection Role SP

Browser SSO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Qutbound Provisioning false

Connection Options

Browser SSO true
IdP Discovery false
Attribute Query false

General Info

Partner's Entity 1D (Connection ID) https:/fsaml.cloud.com/dea0781e-be43-4056-994{-f356ec4 86981
Connection Name CitrixCloudProdScopedEntitylD
Base URL https://saml.cloud.com

(APl 274

SAML #BRICET 3BED ST I a—T 1 > JICid. SAML-tracer 7504 —IRREEER RT3 2 B8
HLET, COHGREEEIE. Base64 TITYOA—RINAEEREEEZ SAMLXMLIZTO— RT3 T AED
HFRTEBRLSICLET, SAML-tracer isRIgEEZ FAT % . Citrix Cloud (W—EXFONT4—) BERML T
SAML Z7ONA 4 — (ID Z7ON14—) IZ#592 SSO LU SLO SAML BEROMmAZRETE £, DR
HWEETIE. T>T T IDDOXI—7 (GUID) AMEADERICEFNTLBZHESHERTTEIET,

1. 7504 —DEREEE/NRILD 5. SAML-tracer #E5REEZ 1 VY XA b —ILL THEICL £ J,

2. SAMLYA Y1 oELUY 127U MEEERITL. SAMLtracer iR Z AL T O—24%ZF v/
FvLEY,

3. SAML SSO Ek £7:1d SLO ERRATRDITZRDITE T,

<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
https://saml.cloud.com/cfee4a86-97a8-49cf-9bb6-fd15ab075b92</
saml:Issuer>

<!--NeedCopy-->
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4. I>74 71 IDHBSAML Z7ONAF =T TV r—2a v TRBREN IV T T ID -T2 =
%’mbi?o

5, AOA—{AEL>FT1s 7« IDH [Issuer] 7«4 —JLRICIFET R #EBL. SAML 7ON—aA4—TIEL
KHEBRINTWR e z2ERBLET,

6. SAML-tracer ® JSON i1 TV XR— b LTHREFEL E T, Citrix Y R— b AL TRIBEZBRLTVS
Bald. HHERE Citrix Y R— =7y 7O—RLET,

AzureAD D ST a—FTa>Y

RfE: SLO BTN TWVBIEE. Azure AD 5D 1> 7 RHREL £9, Azure AD IZRD IS5 —%1—4
—|cRRLET:

B Microsoft
Sign in

Sorry, but we're having trouble with signing you out.

AADSTS50068: Signout failed. The initiating application is not a participant in the
current session.

Citrix Cloud @ SAML#&ICH L TR A—FRNETVTFo T« IDBEHICHE->TVWREBEE. ROA—-IHEIT VT
T+ ID % SSO Bk SLO BEROEA TEEITIHNELNHD EI,

RA: R2OA—{ASIIoTa T I3BRINTOVEITH, SLOERICT>FTo T IDHHD £FHA., SAML-tracer
HADSLO BRICXOA—IHAZIOI VT 70 IDHWEETI I EBELE T,

#> 7L X0 PingFederate ® ~S )L a—F 1>

B RAOA—HSFI>T 1T+ IDREZHEMIC L%, PingFederate ADH 1 > Y E gt 1> 77 bhik
BLEY,

[E&A: PingFederate BI&ld. XOA—HEFIT VT 17+ ID & SP##EH~R—X URL ICIBIIL # L7z,

COMBEEBETSICIE. ROA—FFET>F 1T+ ID% [Partner sEntitylD] 71 —JL RICOHBIL £7,
2A—TRHEFL>T14T74 IDER—XURLIZEMTZ L. REHFERD SAML T KR > MMIHD £, Citrix
Cloud DRX—=ZX URL MR- TEH I3 . R—X URL D SIREL MDD ITARTO SAML T> KRR > 8%t
URL TH A 1 UL £ T,
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RDIY RRA > biE. SAMLtracer HAOICRFINBETREM D H B A E AR D Citrix Cloud SAML T kK
Y hoBITY:

+ https://saml.cloud.com/<GUID>/saml/acs
+ https://saml.cloud.com/<GUID>/saml/logout/callback

RO, R>THEMI Nz PingFederate SAML 7 70— 3 Y% RLTVWET, ELKBRINTET =LK
IFREBTRIINET, ELERINATULVRVWI s —IILRIFFBTERRINET,

Summary
SP Connection

Connection Type

Connection Role SP

Browser S50 Profiles trua
Protocol SAML 2.0
Connection Template No Template
WS5-Trust STS false
Outbound Provisioning false

Connection Options

Browser S50 true
IdP Discovery false
Attribute Cuery false

General Info

Partner's Entity ID (Connection 1D) lh1tps:.'-'5aml.cloud.com.'deal]?ﬂ1e-be-13-4056-9‘34f-f355&:-136981 I
Connection Name CitrixCloudProdScopedEntitylD
Base URL I hitps:iisaml.cloud.com/deal T8 1e-bed3-4056-9941-1356ec4 86981 I

7 —2 2~R— BT Azure AD ID ¢ Azure Active Directory ID =B L T
SAML Z1EmK9 %

March 11,2024

Author:
Mark Dear

CDEETIE. ADID @b b2 Azure Active Directory (AD) ID ZfEHY % SAML 20— Z_— RBEEAIC
BRI 35EICOVWTHBLEY, Azure AD 2—%—HF 7 +JL ~® SAML EiET Citrix Workspace it >
> L7%. Windows 365 257 K PC £7z1& Azure AD R X1 IZB8MLTW3 VDA 5B TI RWMESIE.
DOEREERLET, BEIRT TS, 1—H—Id SAML BiE%=EA L T Citrix Workspace IcHH1>1>9 3
Zr T, CitrixDaaS#&HTHDX 77U TR by Az, LU Azure £ Windows 365 7 5 K PC iC.
TNTNTIERATEZLSICABDET,
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Citrix Workspace icxt9 3 Citrix Cloud & & T SAML BeED 7 7 + )L b OEfEId. AD 2—H— ID IS L TTY
—b;FBILTY, CORETHAINTWVWSHEETIE. Azure AD Connect R L TAD ID % Azure AD (2
YR—bTIRELRBHD £T, ADID ICiF2—H—0 SID & FhTH O, Citrix Workspace #* Citrix Daa$ I23%
9528 T. HDX VY —XZ5ZE L TEEFHTISZELS5ICHEDET, 2—H—ID ®© Azure AD N\—2 3 UHMERS
N3, 1—4—Ii& Citrix Workspace AH 5. Windows 365 75U K PC7r® Azure )Y —XEFIEL T
EEITBZICHTETFRT,

BE:

FIEE k. a—4— Citrix Workspace ICH 1 > 1 Y LEBICRRINZ VY —ROUI DI TY,

EQA—H—DT7o2REHFAINZVY—RE. 2021—H#—0D ID &, CitrixDaaS tZa IDicxn) v

—ZPBEERIFENTVENCE>TERD £9, Workspace ADFREED7=HD SAML Z7ONAHE -2 LT

Azure ADID 8L U ADID zFIB T 3 FIE%Z AT 2EELELHD £7, FLLWFIEIZOVWTIE. TT—2

Z~R— ZBHET Azure AD ID © Azure Active Directory ID =R L T SAML ##8md 51 28R LT/

TV

COiEE. Citrix Cloud OtaEL Azure DEERRD &S ICHAEDE THERATZI—Y—ICBERTEXT:

o =0 XRR—2® SAML 2R3t

o« AD KX >icsmLTW3 VDA 2R L T T NzU Y —X® Citrix DaaS & T HDX U Y — 2 5I%
« Azure AD RXAVIZBMLTWS VDA UY —XDFI%

o« Azure N1 TUw RRXAVIZEMLTWLWS VDA VY — D55

« W365 7>k PC D5z L iEES)

BHE:

Citrix Cloud A SAML O 1 12122 d AAD SAML 7 O—% B LAWVWTL T W, ZDBE. Citrix
Cloud BEBEI—H—DNAD JIL—TFDOXYN—THZHEHLHD. AD 1—H— ID 2ERITIHENH B T:
HTTo FLVLFIBICOWVWTIE. 7 —2 Z_R—XBHET Azure AD ID & Azure Active Directory ID % fEF
LTSAML Z#mM 9 %1 Z&RBLTETV

AD ID & Azure AD ID D X'5 ShisEH
BEWRODT—U AR—X2—1%—|Z SAMLAD %71 SAMLAzure ADID 55 TRIAIE 2D E LT 51
3. ROLSICLET:

1. Citrix Workspace TA—H—hFIHTI 3L 5ICT35 Y —RDBAHEDEEZRELE T,

2. ROREFEALT. VY —ROBEIICCOBEOI—H— ID B ETIH ZHETIL F9,
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)y —207%E5E (VDA)

AD I[Z&IMEH

N Ty RICBINEH

Azure AD IZBINEH

Windows 365 257 Rk
PC

AD IZ&miE#H. Azure
AD IZBIEH
Windows 365 25 K
PC

BER

Citrix Workspace i1
SAVTHLEDI—H—
ID

AD. AD 51 YR— k&
fuf- Azure AD (SID =&
)
AD. AD 51 VR— k&
fifc Azure AD (SID =&
)

Azure AD %17+ 71—
HF— AD 51 >KR—k
Inif- Azure AD (SID %=
BY)

Azure AD %17+ 71—
H#—. AD H51 VR—k
&nfz- Azure AD (SID %
a0)

AD i 5+ ViR— kO N
Azure AD (SID #&T)

o CitrixDaaS R¥axX>b:

- <o>ID

- Citrix HDX Plus for Windows 365

o CitrixFAS RFa Xy b: 41 >R b—)LE1ER
o Microsoft Azure K+ a2 X> k: Azure AD Connect ¥ (&

2

Azure AD ZfER L 7c
SAML ID B*%ETIH?

WWXe T7#ILED
SAML #fERB L %7,

WWXo 777D
SAML ZfERL £,

lFL. Azure AD £HT
SAML #fERB L %7,

[FuL. Azure AD &HT
SAML =B L £7,

[FuL. Azure AD &HT
SAML #fER L £7,

FAS (ZVDAIZ> > T ILY
124> (SSO) ZigfHtL
FIH?

&L

ID ZOnNas#—x LTAD
ZERAT25EIFRMEL &
9, VDA IZ Azure AD Ht
BIRINTWBIFE. FAS
IIREHD FHEA.

SSO & Azure AD #tiEsR
P EHELTWVWET, FAS
IIRBEDHD FHEA.

SSO & Azure AD #oiEsZ
SECEHEL TV E T, FAS
ISRBEHD EH A

AD ICBINEHDBRISER
HLET, Azure AD IZ2
MEADEHE L Windows
365777 R PCoFEIF
RELEEA.

o Azure AD 74> ki Citrix Cloud 77> MCIEGH T3 HEDLH D £9, CitrixCloud a>v—IiLT [ID&
KUT7 7 REE] > [FREL] ##EIRT B -, Azure ADEGZROIFTR e TEET,
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Citrix Cloud

Identity and Access Management

Authentication Administrators APl Access Domains Recovery Device Posture

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Azure Active Directory :
@ Connected
Admin Sign-in URL; https://citrix.cloud.com/go ¢ -

o T—UZAR—ADBIEHEL LTIE [SAML 2.0] #:ZET2HELHD £9, BeEHZEE LT [Azure AD]
EEALBVTLLEIV, T—0ZAR—ADBEEAZFETET 31C1E. CitrixCloud I>Y—ILT [7—9 R
R—IAZERT 3] > BB ICBEL£T.

« UPN# 7 v 2@yourdomain.comid, hREZLRXA>ZL LTAzure AD RIZ1 >R— kLT
MY BRHBENDD £, Azure Portal Ti&. Ttk [Azure Active Directory] > [HXZ LR X1 >R]
DFICHDFT,

+ Azure AD @2 —#— ID iF. Microsoft Azure AD Connect ZfB L TAD h'51 Y R— T 3HELH D
F9, LD A—H—IDHAELLAVR—FrEN ELVWUPNHS T4 v I IBMFIFEND L SICHD
9, @Qyourtenant.onmicrosoft.comUPN# 71 woXMR%H% Azure AD 21— —IdHHR—
TNFEEA.

+ Citrix FAS ZER L. CitrixCloud 077> b E LUV Y —RDBFRICEGRT I HEHLH D £9, FAS (&,
Citrix Workspace h' 583N 2 HDX TRI by TE IV T TV T —>a>A DI VI Y A > F V%R
HL%9, AD ¥ Azure AD ol D 1—4%— ID 12339 % UPN user@customerdomainh—8d 3
WERHBT-D. ADSv RUTHTY R T I3HEIFHD FEA. FASIE. HDX VY — X DiEEIERIC.
ELWUPN ZERAL THEBELAI - —ERAEZEM L. AR— b OH—FH12V12%2ETLET,

# X% L\ Azure AD Enterprise SAML 7 71U —> 3 > %R T %

TIHIETIE T—ORR=ZAD SAML 1 >« > 0EEE. AD A—H#—IDICHLTF7H—rT352LTT,
cip_directory SAML g, EDOH TR SANICH L THARELRZ/N—RI—RINEXFFIETHD. R
1y Fr LTHEEL £9, Citrix Cloud & & U Citrix Workspace i&. #r> 1> hicCoRME#HKRE L. Azure
ADN=23>0a—H#—IDICHLTPH—rT3ELSICSAMLEZ FUH—-LET, COEMT azuread /¥ X
—2&EFERT3L. 777D SAML #81EH Azure AD TD SAML OERD M) A—TEEZINE T,

COtrTavOFIEIF Azure AD ZHRE LTWETH BEKD SAML 7 PV —2 3 2 ER T3 8 HTER
T (fef2L. ALE R ERITT 3BE). £hIcid. Blo SAML 2.0 7O/3-r 54— (ADFS. Duo. Okta. OnelLogin.
PingOneSSO % &) AL £Y, SAML 7ONAE—id. HAHLH SAML 77 r—> 3 AT SAML Bit%
N—RI—RLT (cip_directory=azuread) #3232 HFA T2 TANAE—THIBDEHHD £F, &K
THREESTH. COEIZaVTHHATNATLWADLREL SAML BTy E> T ZERT BT TT,

1. Azure Portal icHr>1r>LE9,

2. Portal D X=a2—n5. [Azure Active Directory] %ERL £,
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3. ZOR1>D [BEE] T [T2F—TZAXT7TV5—3>] ##RLET,
4, BER> DAY RN—15. [New Application] #3®IRL £,

5. aAx Y RN—H5. [Create your own application] #3#ERL %7, Citrix Cloud SAMLSSO T>%—
TSAXT IV r—2a>ToTL—bMEERLAWVWTLLETV, TOTYTL—hTE Bk SAML BlE
DIVRA+EBBETIHRVEHTY,

6. 77V —>a>n&eiEAHL. [Integrate any other application you don’ t find in the gallery
(Non-gallery)] %=3iRL %9, [Create] 201 v L %79, [application overview] R—IHRRE
n¥xd,

7. ERORA2T, [ TUNYr2F 2] ZBRLE Y, EERIUHS5 [SAML] ZERL T,

8. [Basic SAML Configuration] 2> 3> T, [fRE] #FRL. ROREEEBRL 7,

a) [Identifier (EntityID)] 2> 3> . [Add identifier] %#%EiRL. Citrix Cloud 77> FH'ER
BINTWBRY =23 2 IcHind 2EZANNLET:
o BUMES. KE. LU T TREEBHOZ) - a3 nBEIE. Thttps: //saml.cloud
.coml EANALEY,
« BERU—Ta>oBEld Thttps://saml.citrixcloud. jps EANALET,
« Citrix Cloud Government U —> 3> 084k, Thttps://saml.cloud.usy EAAB
L&d,
b) [Reply URL (Assertion Consumer Service URL)] 2> 3> T, [Add reply URL] %#3&R L.
CitrixCloud 7+ > FHEET RN —Ja VICHR T 2EEZNNLET:
o BNES KB B LU TS TREEBROE ) -3 >0FEd Thttps: //saml. cloud
.com/saml/acs) EANALET,
e HEU—Ya>oFEld Thttps://saml.citrixcloud.jp/saml/acsy EAAL
£9,
« Citrix Cloud Government U —> 3 >0B&lk. Thttps://saml.cloud.us/saml/
acsy EANALET,

c) (A7 ~URL (7> a3>)] £ 3>T. CitrixCloud 77> b HREETZ ) —JaVIcHmd
BMEZNNDLET:

o BUMES. KB B LU T TAREEFBHOZ) -3 0BEIF. Thttps: //saml.cloud
.com/saml/logout/callbacks ¥AHILZET,

« BAU—Y 3> oFEF Thttps://saml.citrixcloud.jp/saml/logout/
callbacks EAFLET,

o Citrix Cloud Government U —> 3> o0&k, Thttps://saml.cloud.us/saml/
logout/callbacks EAXALEY,

d) a9 RNA—D5 [RF] ZBIRLET,

9. [Attributes & Claims] 7> 3> T [H&] ZFRL. U TOBEREZBEL 9. TN5DERIE. SAML
RERD SAML 73— 3 VICRRINE T,
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a) [Unique User Identifier (Name ID)] ZRICDW\WTIk. user.userprincipalnameds
THIMEOFFICLET,

b) av>rN—H5 [Add new claim] %#ZIRL £3,
c) [&#i] I Tcip_directory; *x A\HL%T,
d) [V—2] T, [BM] 2BREAOEOEFFICLET,

e) [V—2EM%] IC Tazuread) *t AN\HLFY, COfEIZ. NHE. BIBFCTHEENTRRIINE T,

Home » Attributes & Claims >

Manage claim - X

R'j Got feedback?

MName * | cip_directory " |

Mamespace | Enter a namespace UR . |

~ Choose name format

Source * '@} Attribute O Transformation O Directory schema extension (Preview)
Source attribute * | Select from drop down or type a constant 7 |
| azuread I

~ Claim conditions

"azuread”
v Advanced SAML claims options

f) O rN—15 [RE] 2ERLED,

g) [BEi] Z4—ILRE [V—XBH] 74— RICUTOEEZFERALT. BMOBRZMERLET,

Al V—ZEM%

cip_fed_upn user.userprincipalname
displayName user.displayname
firstName user.givenname
lastName user.surname
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Home » Attributes & Claims »

Manage claim - X
E Save X Discard cf nge ,Qj Got feedback?

Name * | cip_fed_upn \/|
Namespace | Enter a namespace URI ' |

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension (Preview)

Source attribute * | Select from drop down or type a constant v |

| user.userprincipalnamd |

~ Claim conditions

user.userprincipalname
v Advanced SAML claims options

"user.userprincipalname”

BE:

CNSDEMOERZERT B ICIE. BRI CICFIBEb~f ZE0DRIH. LRORICVZ T
nTVWaY—2BMENEICEFEFNTWS [Additionalclaims] o> 3>DF 7+ )L FEXR
ELXBELET, 774N bOBERICIIEZHEM http://schemas.xmlsoap.org/ws
/2005/05/1identity/claimshiE&EhTVEd,

TI7FINEDERZEETIHEIF. FSERDSBFTEZEHIRTI2HBELNHD FT, FHILLEK
ZIER T 3BEIE. TNhoD55. BRTHEZECERZHIFRITZIHELNHD £9. CORBITH
ZRFOERIERD SAML 7H—2 3 VICEFNZBEICIE. £OT7H—> 3 VIFFRIE%R SAML
BUYRBZECICICHR > TEMICHRD FT,

h) [Additional claims] £ 2 > 3 > T, g#E/Mhttp://schemas.xmlsoap.org/ws
/2005/05/identity/claimszH2ERIFK > TLWhif, [EBBRES ()] 200wy
L. [HIER] 200w o LET,

Additional claims
Claim name Type Value
¢ip_fed upn SAML ugeruserpringipalname
givenname SAML user.givenname
hitp:/fschemas.xmisoap.crg/ws/2005/05 identity/claims/emailadd... SAML user.mail -i- Delete I
surname SAML ugérsurnames o

TTTHL. TROL 5% [Attributes & Claims] o> 3 vhiRRINE T,
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e Attributes & Claims 2 Edit
cip_directory “azuread”
cip_fed_upn user.userprincipalname
displayName user.displayname
firstName user.givenname
lastName user.surname
Unique User Identifier user.userprincipalname

10. SOH—RN=F1DF>514>Y—)L%EAL T, Citrix Cloud SAML EZ:EFAED I —%ZBEBLE T,

11. URL 7 —JL Richttps://saml.cloud.com/saml/metadataz NAIL. [FidrH] 20w L£T,

Metadata certificate extract

Extract certificates from SAML and WS-Federation Metadata

Information v

Extract certificates from URL

URL  https://saml.cloud.com/saml/metadata

Extract certificates from file

Browse...  No file selected.
Extracted certificate

samlsigning.cloud.com A
Usage: SAML SP signing

12, R=JOTFETRIZO-ILLT. Fo>vO-R] 20Uy oL&ET,

Serial Number Hex 059a789b28aff8a0145d4f1029cd36c6 0
Signature Algorithm SHA256withRSA 0
Subject CN=samlsigning.cloud.com (]

O=Citrix Systems, Inc.

L=Fort Lauderdale

ST=Florida

C=Us
Subject Alternative dns: samlsigning.cloud.com (]
Thumbprint 2fdac19a3d8596fc20e825chb5f32c50d89e2e67b 0
Thumbprint Algorithm RSA-SHAT 0
Valid from 2023-06-05T00:00:00.000Z D
Valid to 2024-07-05T23:59:59.000Z j
Version 3 @

B 9% © %

samlsigning.cloud.com.cer 0
a Open File

13. Azure Active Directory SAML 77U 4 —> 3 v DEZREXBRL £,
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14. Fg 10 THES L 7-E#@ SAML BRZ:EBAE % Azure Active Directory SAML 7 U —> 3 v RICT7 v 7
O— F Lz ij-o

o [IREIEERAE D ME] ZBMICLE T

Verification certificates X

@ Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.

Learn more 4

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more 3

Require verification certificates ()

Allow requests signed with RSA-SHA1 (O D

1 Upload certificate Upload the Citrix Cloud SAML Signing Certificate
Thumbprint Key Id Start date Expiration date
2EAD30B3A07BBD09D21617... 9f9687f2-d6c3-4173... 06/04/2023, 17:09 06/04/2026, 17:09
SAML Certificates
Token signing certificate £ Edit
Status Active
Thumbprint 2EAD30B3A07BBD09D216172135B31CBFA4202267
Expiration 06/04/2026, 17:09:03
Notification Email )
App Federation Metadata Url https://login.microsoftonline.com/3ea .M ‘
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) f Edit
Required Yes
Active 0
Expired 1

(PRl 274

1. 7574 —fisRi%eE SAML-tracer 2@ SAML v kD —2o Y —)LEERBLT. SAML 7H—> 3 VICIEEL
WI—H—BEIEENTVEIHLERRLET,

2. EBTHRINTWVS SAML 5ZZR2IFT. ROFIELEBRLFT:
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POST https://chat.google.com/u/O/webché
https:/flogin.microsoftonline.com/kmsi

GET https://login.microsoftonline.com/favicon.ico

3. TER1>D TSAML) 27% 2y LTSAMLEEZ7TI—FL. XML LTRRELET,

4, REO—FTFTExTX7O-J)LL. SAML7H—> 3 VICEELV SAML B 2—H—EHIFASEN TV L%
HBELET,

<AttributeStatement>
<Attribute Name="http://schemas.microsoft.com/identity/claims/tenantid”
NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:uri”
>
<AttributevValue>3eae e698498</Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/objectidentifier”
NameFormat="urn:oasis:names:tc:SAML:2.8:attrname-format:uri”
>
c<AttributeValues>des: ecd94</Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/identityprovider”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri”
>
<AttributeValue>https://sts.windows.net/ 8498/¢/AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/claims/authnmethodsreferences”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri”
>
<AttributeValue>http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password</AttributeValue>
</Attribute>
<Attribute Name="cip_directory”>
<Attributevalue>azuread</Attributevalue>
< /Attribute>
<Attribute Name="cip_fed_upn">
<Attributevalue> .com</Attributevalue>
</Attribute>
<Attribute Name="displayName">
<Attributevalue> </AttributeValue>
</Attribute>
<Attribute Name="firstName">
<AttributeValue> </AttributeValue>
</Attribute>
<Attribute Name="lastName">
<Attributevalue> </AttributeValue>
</Attribute>
</AttributeStatement>

ZNTHRABD T I AR—RUIHA VA > TIHWVWEE, Citrix Y R— MMIEEL. ROBHRZREL TS
(AN

+ SAML-tracer D* v 7F v

+ Citrix Workspace "D > U H%kM L - BE

s HEERZITTWRIA—H—F

+ Citrix Workspace "OH 1 YA VIZERALEISA 7 AV Ea—2—ORUHLTIP 7RL R, T0
IP 7 RLZ%ZEET ICId. https://whatismyip.com&Br Y —ILE=ERTI£I,

7 — 0 AR—XBET Azure AD ID © AD ID z={EFR 9 % SAML

February 15,2024
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Author:
Mark Dear

C D ETId. Active Directory (AD) ID ZfERE 92 SAML 20— XR—XBEERICHEK T 3 7EICDWTH
BAL £ 9, Citrix Cloud. & &t Citrix Workspace # 7z Citrix Cloud iZxt9 % SAML B3ED T 7 + )L ~ DEIE
& SAML Z7ONA 4 —oFERICHHhDH 5T ADA—H—IDICHLT7H—+352LTYT, CORERETHBEIN
TW3HEBM TlE. Azure AD Connect ZER L TADID % Azure AD 121 > R— b2 REBHH D £,

BE.

Workspace DT> RaA—H—|Cx > Tt SAML 7O—%#RETZ L. 11> 7OerRe) vV —
AORRNICEHEBEFE TS0, FBICEETY, #RL7ZIDIC&>T. Workspace DT> Ra—H—H72
TXTEBZVY —ROBEIEDLD £7,

AAD ID %= {EF L 7= Workspace NDBEED 7= D SAML Z7ON+1 44— LT, Azure AD #FIB ¥ 3 FlE%
AT ZBELENBD F£9, sFLWVFIEICDOWVWTIE. TT7—0 Z~R—ZFBEET Azure AD ID & AAD ID =1ER
L7 SAML) #&BLTLET W,

#EE. Workspace DT> Ra—#H—(d. AD RXAIZBMLTWS VDAICK > TREINEZT7TUP TR
by TERBECBENSHD £9, ABICREL SAML 7O0—-ZRE T 3HIIC. MADLETHHINTLSE
ROz IEBICHER T B A EETY, L5052 AT IDNFHALISEIF. &H—MMN7%A DaaS >+ AITA
>7c AD SAML 7O0—%Z AL, fBOFIRICRS 28D LET,

CDiEEIF. Citrix Cloud iaEr Azure DIEEEE XD & S ICHHAEHLE THERTZ A - —ICERATE !

o J—URR—RFBHEETAD ID =fERT S SAML

« Citrix Cloud B#&04 7> TADID Zf£A$ % SAML

¢ AD RX1izsmLTWVW3 VDA 2R L TaBEI iU Y —X@ Citrix DaaS & U HDX U vV — R 51I%
¢ AD RX1ic&mLTwWa VDA VY — D5

ADID ¥ Azure AD ID O ¥'5 5hg@EH

BENRDT—I AR—XA—H—|Z SAMLAD F7:1& SAMLAzure ADID &5 5 TERAE S E 2 EHI T BIC
g RDOKLSICLET:
1. Citrix Workspace Ta—H—hFIBATEELSICTBR VY —RDEAEDLEEZRELF T,

2. ROREZFEAL T VY —ROBRECICEOBEDOI—H— ID BSETIH EHIETL F9
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Citrix Cloud

Citrix Workspace izt -1 FAS & VDA Ic> > J LY
YA FBeEDIA—H— Azure AD ZERLT 1 >#> (SSO) =ifHL
)y —207%EE (VDA) ID SAML ID "4 ETTH? FIH7?
AD IZBmMEH AD. AD 51 YR—FE WWZR, T7#ILED IFLy
N7z AzureAD (SIDz& SAMLZfRLFT,
)

# X% L\ Azure AD Enterprise SAML 7 71U —> 3 V%R T %

TIFIWETIE 7= ZAR=ZAD SAML 41 > 1 > OBEIZ. ADA—F—IDICH LT —FT352ET
ER

1. Azure Portal icrr 1> L %9,
2. Portal »X=a2—Mm5. [Azure Active Directory] %ERL £,
3. ElloRA>D [BE] T [IV4—TFA4X7FVr—>3>] 28RLED,

4. BFRRv U RIZ TCitrix Cloud SAML SSOy  AALT. Citrix SAML 7 7V r—>3>57> 7L
—rZBD2IFFY,
Browse Microsoft Entra Gallery

U £ B

Singhs Sige-on : A Unsw Anoourt Marageemant | A Catagoein - AN

2) reserated 550 B Provisioring

Showing 4 of 4 results
v Chisasl SAML 550 i Ol — Prisma Chonsd 550 TES Chavisad
2 =Y 4‘( 2 ~IES ,

5. SAML7 U —> 3 > 0@t R&amEANALEFTMH:Citrix Cloud SAML SSO Production
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Citrix Cloud SAML SSO X

2’ Got feedback?

Logo @ Name * (O
| Citrix Cloud SAML S5O Production \/
'|_ . Publisher (O Provisioning @
C I rl X Citrix Systems, Inc. Automatic provisioning is not
supported
Single Sign-On Mode @ URL @
SAML-based Sign-on https:/fwww.citrix.com/

Linked Sign-on

Read our step-by-step Citrix Cloud SAML 550 integration tutorial

Integrate your Microsoft Entra ID to Citrix Cloud via SAML 550 to
deliver security, compliance, and manage user access to Citrix Cloud
resources and services.* Requires an existing Citrix Cloud subscription.

6. ElloFES—> 3> R1>T [Singlesign-on] %i#ERL. fE¥~Rr>T [SAML] #0Uv oL %T,

7. [Basic SAML Configuration] 2> 3> 7T, [Edit] 2#RL. XROREEERL 7!

a) [Identifier (EntityID)] 2> 3> T. [Addidentifier] %R L. Citrix Cloud 77+ > rH'ER
BINTWBRU—IaVicHib g 2EENALET:
o BN, KE. BLUVTITREERIBOEZ) -2 3 V0FEEIE. Thttps://saml.cloud.
comy EANALET,
e HAEU—Ya>oFald Thttps://saml.citrixcloud. jps EANALET,

o Citrix Cloud Government U—> 3> dig&ld. Thttps://saml.cloud.usy €A
LF¥d,

b) [Reply URL (Assertion Consumer Service URL)] 2> 3> T. [Add reply URL] %R L.
CitrixCloud 7+ > bHEET R —Ja VICHR e 2EZNNLET:
o BN, KE. $IUTITREEEBOEZ) -2 3 V0FEIE Thttps://saml.cloud.
com/saml/acs) EANHLET,
« BERU—23>0B& Thttps: //saml.citrixcloud.jp/saml/acsy € AFIL
£9,
« Citrix Cloud Government U —> 3> 0B&lk. Thttps://saml.cloud.us/saml/
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acsy EANHALET,

c) [Signon URL] £~ > 3 >iz. Workspace URL ZAAL %9,
d) (B 7Y ~URL (7> 3>)] £ 3>T. CitrixCloud 77> A EETZ U -2 a VI
BMEENNDLEFT:
o BXM. KE. BLOTITXFEBBOEZ) —Ja>oFalE. Thttps://saml.cloud.
com/saml/logout/callbacks ¥ AHILZF T,
e BAEU -3 >0F4EIF Thttps://saml.citrixcloud.jp/saml/logout/
callbacks EAALET,
o Citrix Cloud Government U —> 3> dig&lk. Thttps://saml.cloud.us/saml/
logout/callbacks tAAALET,
e) IY>YRN—T. [Save] #¥Jv ¥ L %7, [Basic SAML Configuration] 7> 3> HUTD &
SICRRINFT:

Basic SAML Configuration 2 Edit
Identifier (Entity 1D} https://saml.cloud.com

Reply URL (Assertion Consumer Service URL)  https:/fsaml.cloud.com/samlfacs

Sign on URL https./f Lloud.com

Relay State (Optional) Optional

Legout Urd (Optional) https:/fsaml.cloud.com/samlflogout/callback

8. [Attributes & Claims] 2> 3> T [Edit] Z#RL. UTOERZ#EHL 9. Ch5DEKRIF. SAML
IGERD SAML 7H—2 3 VICRRENET, SAML 77 OERREB. ROBMZEHEL £,

Attributes & Claims

A\ Fill out required fields in Step 1

givenname user.givenname

SUrnanme user.surname

emailaddress user.mail

name useruserprincipalname

cip_upn user.userprincipalname

cip_email user.mail

cip_sid user.onpremisesecurityidentifier
cip_oid "ObjectGUID_MUST_BE_COMFIGLIRED"
displayMame userdisplayname

Unique User Identifier useruserprincipalname

a) [Unique User Identifier (Name ID)] ERIC>W\WTid user.userprincipalnameds
THIMEOFEFRICLEFT,

b) cip_upn EXRTid. T7#J)LMMEDUSer . .userprincipalnamex£ICL £,

c) cip_email ERTlE. T AL MEQUser .maildFFICLET,

d) cip_sid ERkTld. F7 /L MEDUSer.onpremisesecurityidentitierozxicL
ED

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 274



Citrix Cloud

e) cip_oid EXRTld. BBEOER%ZHEL. Source EM%EIRL £9, XFFobjectxzBEL.
user.onpremisesimmutableid%®RL £7,

Manage claim

Py ] 5'3;1 Got feedback?
Mame

Mamespace Enter a namespace UR

~ Choose name format
Source * ':\_I} Attribute O Transformation O Directory schema extension
Source attribute * user.onpremisesimmutableid

~  Claim conditions

~  Advanced SAML claims options

a) displayName Tid. F7#JL hEDuUser.displaynamedFicL£T,

b) [Additional claims] ¥ 2 > 3 > T, g#EfMhttp://schemas.xmlsoap.org/ws
/2005/05/identity/claimsEFOERNME > TWd, [ZBEES (D1 &2 Uv oL, [H
bRl #OUw I LET,. CNODERIZLEEED user BHEEEET 3780, EHZ3HNEBIEHD FH A

Attributes & Claims 2 edit
Cip_upn useruserprincipalname

cip_email user.mail

cip_sid user.onpremisesecurityidentifier

displayMame user.displayname

firsthame user.givenname

lastMName USer.surname

cip_oid user.onpremisesimmutableid

Unigque User Identifier user.userprincipalname

TTTHL. TROL 5% [Attributes & Claims] o> 3 v hiRRINE T,
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Attributes & Claims 2 Edit
cip_upn user.userprincipalname

cip_email user.mail

cip_sid user.onpremisesecurityidentifier

displayMame userdisplayname

cip_oid user.objectid

Unique User Identifier user.userprincipalname

a) SOH—RN=FoDA>YS1>Y—I)L&EERLT. Citrix Cloud SAML ELFBHED I — %S

LET,
b) URL 7« —JLRichttps://saml.cloud.com/saml/metadatazAAL. [Load] &
DwoLFE,
Metadata certificate extract
Extract certificates from SAML and W5-Federation Metadata
Infoemratscn B
Extract cartificates from URL —
URL bt Vs chowd comysamlfmetacics m
Exract certificates from fle —
Beowse . Mo file seleried
Extracted certificate
samisigning.cloud com ~

Unage LAMIL 5 ngrarg

9. R=YDTFETRAI/O-ILT, [¥v>O-F] 20VvILET,

Senal Number Hex 059 T 550 2 Baffaaln 45440 1009 d 36t
Signature Algorithm SHAZ SraithRSA
Subject N = samisigring cloud.com
Om Citrin Systems, Inc
LuFert Lauderdale
ST=Florida
Cullis
Subject AMerrutig drric samliigring cloud ooam
Thurripret 2Hednc 193485960 20002 5005132 50800 2eETh

Thursibpriet Algorithen RSA-5HAT

Valid from 2023-06-05TO000-00 0002 o
Wald 1o 2024-07-05T2 35959 0002
WVersen 3 \_
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B 9% 7

@
(«

samlsigning.cloud.com.cer

a Open File

10. Azure Active Directory SAML 77U —> 3 > DEZREEEBR L £ 7,

11. Fi8 10 THfE L 7-3%5@ SAML ER:E#EZE % Azure Active Directory SAML 7 7 U4 —> 3 > RICT v 7

O-RLET

a) [BREERREDLBE] ZBMICLE T,

Verification certificates

(1) Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the
My Apps and M365 app launcher experiences,

Learn more £

Verification certificates are used to verify requests coming from this application to Microsoft Entra |D.

Learm more 3

Require verification certificates (D

Allow requests signed with RSA-5HAT () [

$ Upload certificate

Thumbprint

ZEAD30B3A0TEBDOID2161T... 9f96aTi2-dec3-4173... 06,/04/2023, 17:09

Upload the Citrix Cloud SAML Signing Certificate

Key Id Start date Expiration date

06/04,/2026, 17.09
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SAML Certificates

Teken signing certificate 2 Edit
Status Active

Thumbprint 2EAD30B3A0TBEDOOD216172135B31CBFA4202267

Expiration 06/04/2026, 17:09:03

Maotification Email )

App Federation Metadata Url https://lagin.micrasoftonline.com/3ea . [
Certificate (Base&d) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional) 2 Edit

Required Yes
Active 0
Expired 1

(PRl 274

1. 75U —¥55RIAE SAMLtracer X d SAML =y U=V —)LZERAL T, SAML 7H—> 3 VICIEL

WI—H—BEASENTLVENERBLET,

i N Ll
€ Search mith Googh o wrter sddresy

Le Lo

L twreicr SoAW macee] - SRR et — Bhcalla |retos

" QL ¢ v |7 F ne i | ot SRS

GET hipa Uchat googie com'uVssbohanmsieeniy "VE R =88 D =rpc S 5008 Dr DO WUy VEOnflLrwd AdD=E8341C A

Yiopronln rotoieed |1 Budder

=

with Google or enter address

1. BBETRINTLS SAMLIEEZR DT, ROBle &L 9!

= o+ u[<]e ¢

.

Ire

POST
POST

https:/flogin.microsoftonline.com/kmsi
GET

https://login.microsoftonline.com/favicon.ico

POST https://ichat.google.com/u/0/webchannel/events?V

-R=8&SID
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2. FER1>D ISAML) 4#7% 2y 2 LTSAMLEEZ7I—R L. XML 2 LTHRRLET,

3. BREO—HTFTRIO-I) L. SAML 75— 3 ICEELV SAML B I —H—EREENATVWE D%

BLET,

<AttributeStatement>

<Attribute Name="http://schemas.microsoft.
NameFormat="urn:oasis:names:tc:

>
<AttributeValue>3eae
</Attribute>

<Attribute Name="http://schemas.microsoft.
NameFormat="urn:casis:names:tc:

>
<AttributeValue>d4e8:
¢/artribute>

<Attribute Name="http://schemas.microsoft.
NameFormat="urn:oasis:names:tc:

com/identity/claims/tenantid”
SAML:2.@:attrname-format:uri”

e€698498</AttributeValue>

com/identity/claims/objectidentifier”
SAML:2.@:attrname-format:uri”

ecd494</AttributeValue>

com/identity/claims/identityprovider”
SAML:2.@:attrname-format:uri”

>
<AttributeValue>https://sts.windows.net/ 8498/</AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/claims/authnmethodsreferences”
NameFormat="urn:casis:names:tc:SAML:2.0:attrname-format: uri”
>
<Attributevalue>http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password</AttributeValue>
</Attribute>
<Attribute Name="cip_directory">
<Attributevalue>azuread</Attributevalue>
</Attribute>
<Attribute Name="cip_fed_upn">
<AttributeValue>
</Attribute>
cAttribute Name="displayName">
<AttributeValue> </AttributeValue>
<JAttribute>
<Attribute Name="firstName">
<AttributeValue> </AttributeValue>
</Attribute>
<Attribute Name="lastName">
<AttributevValue> </AttributeValue>
</Attribute>
</AttributeStatement>

.com</AttributeValue>

NTHRABENT —0 AR—R F7iF Citrix Cloud 241 > r > TcERVH. F/zld Citrix HDX 77U TR
by IHRETINABVEEIE. Citrix H7R— MIEZL. ROBHREZRHL T LIV
+ SAML-tracer o* v 7F v
+ Citrix Workspace A@H 1 > U HRB LI HEF
s WEEZZITTWRA—HY—F
+ Citrix Workspace "Y1 YA VIZERALEI A7 AV E2a—2—0ORUHLTIP 7RLR, TO
IP 7 RLZ%ZEET ICId. https://whatismyip.com&Br v —IL=ERATIFY,

ADFS 27— AR—ZFAD SAML 7ONAZ— L THERT 3

February 15, 2024

Author:
Mark Dear

ZDzETIE. SAML %4E/ L T Citrix Workspace %7zia Citrix Cloud (21 > > 9 3 f=®IC Citrix Cloud At
VBE Y3, AAEFNBEEOEEZEBR T 2 EICOVWTHALET,
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ZOREOFIEERT IS L. MCitrix Cloud TID 7ON14—r LT SAML 34t 9 51 OHBBICHE>T. ADFS
#—/\—& Citrix Cloud OR®» SAML #4i = #R TF £ 9, SAMLIELGICIEL WV ADFSBZANNT37HDHAH

DRUCDVWTIE. CDEEED TCitrix Cloud TD SAML #61 2B LTLEI L,

ElE=e s

COREOFIEIE. BIEAD ADFS H—/N—ERD Citrix FAS L & BICBRICHEBL TWB e ZRifRE LTVWE T,

Citrix FAS 2. v > a>DEBFICVDAICY Y INY AV F 2V ZIRET BDICHETT,

FLC UToREZSRL T LT

o Citrix FAS FFaxX> b

- 1Y —ILEHERL

- ADFS 0 /2H

o CitrixTechZone: W77 LY X7 —%70Fv: Jx7L—>aVilbEih—E X

Citrix Cloud O:EFREFBEDEEZEBRT S

1. ADFSEEIO>Y—Ih5. EflOXRC1>T [ADFS] /—RZERALFT,

2. [FEFAEMABEDER] 260U v o L. [FEREFMAEDERZEM] Z&RLE T,

G AD FS

&= 75 HE

| ADFS
| Service
| Access Control Policies
| Relying Party Trus
| Claims Provider T
| Application Grouj

i File Action View Window Help

Relying Party Trusts
Display Name
Add Relying Party Trust... A
View ?
New Window from Here

Refresh

Help

(GIPREFIAEDEEZIEM] V1 - FHARTINET,

3. [FL—L3IE] Z2RL. DRAN] ZZBRLE T,

Qi Add Relying Party Trust Wizard

Welcome

08 Welcome to the Add Relying Party Trust Wizard

@ Welcome
Claims-aware applications consume claims in security tokens to make authentication and

@ Select Data Source rw-gm decisions Nu-nu—‘celgums;‘:ﬁ'are E-kﬂm::ms :l':'ﬁiib-b::d%and :s\ei\etfn»ﬁs
ntegrated Authentication in internal network and can be publis! wough \Web Application

@ g;:;* Access Control Proxy for extranet access. Learn more

@ Readyto Add Trust (®) Claims aware

@ Finish (O Non claims aware
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4. [7xFL—>aryxa57—27RLXR]ichttps://saml.cloud.com/saml/metadata.xml
ENILET, DRAN] ZIRLET,

G Add Relying Party Trust Wizard *
Select Data Source

Steps et oyt ok Hike et el e ks e Wk veloi sty

@ Welcome
) @ Import data about the relying party published online or on a local network

= — Use this option to import the y data and cenifi from a relying party organization that publishes
@ Choose Access Control its federation metadata online or on a local netwark.
Policy

Federation metadata address (host name or URL):
[nttps://saml. cloud com/ sam/metadata i
Example: fs.contoso.com or hitps://www .contoso.com/app

@ Readyto Add Trust
@ Finish

5. ®RRRBICIFCitrixCloudProdz#AALET, [RA] #EIRLEF T,

Qi Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relying party
@ Welcome Display name:

@ Select Data Source CitrnCloudProd|

@ Specify Display Name Notes:

@ Configure Certificate

@ Configure URL

@ Configure ldentifiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

6. P7UOERGIWHARI S —2 LT, [TRTOI—H—%FA] #BRLEF T, [RA] Z8RLET,

G Add Relying Party Trust Wizard x

Choose Access Control Policy

Seps Choose an access control policy:
@ Weicome [
Name Descriotion (]
@ Select Data Source [ Pert e = ]
@ Specfy Display Name Femit everyone and requre MFA Grant access lo everyone and requir
@ Choose Access Control Pemit everyone and require MFA for speciic group Grant access to everyone and requir
Policy Pemit everyone and require MFA from extranet access Grart access 10 the intranet users ar

Pemmit everyone and require MFA from unauthenticated devices Grant access to everyone and requir

@ Readyto Add Trust
Pemit everyone and require MFA, alow automatic device registr...  Grant access (o everyone and requir

@ Finish Pemmit everyone for intranet access Grant access to the intranet users
Parm# enardim Ame e (Srart arraee b ware of Ana A mare
< >
Policy
| Permit everyone |

7. USHEZEMTZEEN TS ELL] BEAT. DAN] Z#RLET,

8. [ET] BET. [COT7FVIT—Lav0BERETRIL -8RI 3] 2BRLET. DAAN] Z#RLEY,
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okl Boot

]

o ]

(e Troe

Yeu W Taam  LAML W edenstan
Ut o Fedwation bistedet I
(e Acoess Control Polkcy
£ Clam hesasrnc Podcy..
[Cvratde
Properrtse

Dot

e

9. MLLLEMLIGERREMAEZR V) v L. [BRETRU S —DFEE] 2#RLET,

10. DL—osem] #2) v o L. [LDAP EBtZERE LTERE] ZBRLET. [RA] ZFRLET,

11. [ERJL—ILE] IcCitrixCloudzANHLET,

12. [B#X +7] T. [Active Directory] #:&RL £,

13. [LDAP BHDREEREZ A TADIyvEYJ] T, RO LDAP B2 RTRSNTVLBEHDICEBMLET,

LDAP Bt EEERZAT
A—HF=TVINILE i ID
A—H—=FV2INILE cip_upn
X=JLT7RLZR cip_email
objectSID cip_sid
objectGUID cip_oid
RTHB displayName
BEDZH firstName

&3 lastName
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Edit Rule - CitrixCloud e

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

CitnxCloud

Rule template: Send LDAP Attributes as Claims

Altribute store:
Active Directory w
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute (Select or type to . . G
add more) Qutgoing Claim Type (Select or type to add more)
User-Principal-Mame ~ | Name ID “
User-Principal-Name ~ | cip_upn v
E-Mail-Addresses ~ | cip_email v
objectSID -+ | cip_sid
objectGUID | cip_oid .
Display-Name ~ | displayName v
| Given-Name - lﬁmNama v
Sumame v [hswama .
e " l o

14, [5E7] Z#RLE Y,

PowerShell A L T Citrix Cloud OiFFREFREDEEEZEET S

FIAIWED TFCICERD) BEEERBLTADFS H—N—%2ERLTVW3BEIE. Oty a>DFIERE
BLT. Citrix "R Z3EREBITLSICH—N—2EHTEET, ZOZXTIE nameidentifierE
EARBERIL—ILEY MCEFNTOLAWEE, FLEEERIL—-ILEY FORTO SAML BTl WEEIC, Citrix
Cloud # 71 Citrix Workspace n5® SAML OB—O45 77 b hkB T ZRBEERRT B - DICHETT,

i

Coz2ED (Citrix Cloud IEFREFAEDEEZERT 51 OFIEZEBL TERIL—ILEY bEERLTE
BEIE. CORRIVZRTIBHEEEHD T A

CDRRI%FT T BICIE. PowerShell 2R L TBREDIL—LEy FZHLVERL—ILEY MCBSHBRI T,
ADFS EEIOYY—)Lid. ORI TDRFZFR-ELTVWEEA.
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1. ADFS #—/\—T. PowerShell ISEZRDi7&3¥, HUVv I LT, [BEEL LTET] 2#RLET,
2. BEOADFSERIL—IWETFRC T 7AILIENY I T YT LET,

Get-ADFSRelyingPartyTrust -name "CitrixCloudStaging" | Select-
Object -ExpandProperty IssuanceTransformRules | Out-File "$env:
USERPROFILE\desktop\claimrulesbackup.txt"

<!--NeedCopy-->

3. Citrix b9 3 claimrules.txt 7 7 1 L& https://github.com/citrix/sample-scripts/tree/master/
citrix-cloudh54>O0—RL£F,

4, claimrulestxt 7 71L& FX I by AICAE—LE T,
5. claimrulestxt 7 71 ILEFERAL T, BBLRERIL—ILEZTIVKR—LLET,

Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" °

-MetadataUrl "https://saml.cloud.com/saml/
metadata" °

-AutoUpdateEnabled $True °

-IssuanceTransformRulesFile "$env:
USERPROFILE\desktop\claimrules.txt"

-SignedSamlRequestsRequired S$True °

-SamlResponseSignature "MessageAndAssertion"

-Enabled $True
<!--NeedCopy-->

PowerShell #FH L CAFAEFAEDERED SAML E2R% T2 EH T3

77 4L b TId. ADFS GEBAEFIAEDERICITRDORENHBD £,

« EncryptClaims: True
+ SignedSamlRequestsRequired: False
« SamlResponseSignature: AssertionOnly

EFaUTFrzRUT OIS, Citrix id> > FIg1r>4> (SSO) vo > I ILad 7o hOFEHICERLGS
SAMLUZV IR b2FERTZEESBOLET, O a>Tid. PowerShell Z /R L TBEFEOEAEFIA
BEOEHOEEREEZEML. Citrix MER T B BREBILSICTBHEICDOVTHELE T,

1. ADFS #r—N\—LD3RED RelyingPartyTrust #EEEL £ 9.

Get-ADFSRelyingPartyTrust -TargetName "CitrixCloudProd"
<!--NeedCopy-->

2. CitrixCloudProd :FFREFIBAEDEEREZETHML T,

Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" °
-SignedSamlRequestsRequired $True °
-SamlResponseSignature '"MessageAndAssertion"
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<!--NeedCopy-->

3. Citrix #7R— ~ZE4& L. Citrix Cloud gEZE T:R:E#%4E EnableSamlLogoutSigningAndPost % 5 %#)iC
TBLS5UIVIRAMLET, Jhickb, 2—#—4'Citrix Workspace # 7z Citrix Cloud 541> 7
U hgBrEIC, CitrixCloud I SAML > >0 Od 77 b VO IRX M EEZRLOUA AL I MIIIR
FTR>AELS, BEEAEZTPOSTUIIZ R M LTEELET, SAML FONA A= > 5)IW097 7 hDE
EMSVIIRLEZERL, BERLOUACL Y hZIETT 3561 BRMNE POSTUIIR M EEET
BZNENRHD ET,

Citrix Cloud @ SAML &5

Citrix Cloud T SAML #5832 & (TSAML Z7ON1 4 -0 X457 —%% Citrix Cloud (2801 £88).
ADFS DfEZRDE SICAALET,

CitrixCloud @74 —JL R AN 31E

57457« ID https://adfs.YourDomain.com/adfs/
services/trust. YourDomain.comi
ADFS H—N—RK X1 >T79,

RABEKRICERT S (YA

SSO #+—E X URL https://adfs.YourDomain.com/adfs/
Ls. YourDomain.comi& ADFS H—/N\—RK X1 >
T,

NAYRXAZX L HTTP POST

SAML & IEELETH—2aVIlBRTS

REEO>TFR b KIEE. B2—H

a4s 77k URL https://adfs.YourDomain.com/adfs/
1s. YourDomain.comix ADFS H—/N— R X1 >
T,

HRAZLEXA 2 ZFERLTSAML T = ZAR—=XIIHA21>T B

November 30, 2023

Author:
Mark Dear
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Citrix Workspace ThRZ LK X1 (https: BRE) ZHBRELT
W3HB4. Citrix Cloud THHR— 935 SAML %1 > r > >+ U A5 L T. Citrix Cloud & &t SAML 7O+
A —TEMOEBRNMBEICRZIZENHD T,

COERICIE. SAML 77U —>a > ORTHREBICHZHEDH D £9, Citrix Cloud Tid. SAML 77U 47—
2 avhg A A VREDRERTIC cloud.com URL % fER 3 % H workspaces.yourdomain.com URL =R ¢
MR LT, 43 SAMLY—E27ONA4— (SP) TV RARAY MHBRBICAD XY,

Citrix Workspace TOHR B LR XA > OBRICDVWTEFL < IF. Citrix Workspace @ RFa X> D THR
BLRAA Y DER ZBRBLTIIET WL,

12F7E2 D20 SAML 7 7 r—2 3 Y ZRRAT 3556 0DEEER
SUTNERETaTILSAML 77U r—23>Y )a—2a 0rs 52 BB 2XBELN D30 &MY BICIE
SAML Z7ONA 4= R— b T 3BENHS SAML Y1 > 1 > F VA DEBEDEERDITET,

ROGA2A 22 F VAR TT7HIETERCSAMLT7 U —2 3> (SAML7ZU 1) =fFRLEY:

e V=I3>0T7—URR—=ZH 1>+ > URL (cloud.com. citrixcloud.jp. cloud.us) »*SAML 7O
AH4—TSPITYFT 7+ IDrLTHERINT . Citrix Workspace @ SAML 3z,

o —EnH1>1>URL#I: https: ) ZfEH/ L 7= Citrix
Cloud @ SAML 835, SO >3+ Tid. BEEIZ. Active Directory (AD) JIL—TFDX Y N—> v A
EoLWT. SAML %R L T Citrix Cloud I3RS N £ 9

D= ZAR—ABRTERTZHRAZLEXTY (https: BE) =N
LTa—%—IC SAML 2Bt %iBINT 3Icid. 2 2B®D SAML 7 U4 —> 3> (SAML 771 2) BUETT,

MORICC SAML A 212> F VA e dbERR SAML 7 7 OHR— SN TWBHEAEDEZTRLE Y,

T—OZR—=ZURL ARZLEXAY SAML #1> o>

ZEALT URL ZfERAL T URL ZfERAL T
Workspace ictr-r  Workspace ictr-r  Citrix Cloud i2t-r  SAML 777U 11&#%  SAML 727U 2 (34
Ay Ay Ay ETIH? ETIH?
(=qh ARV ARV l&\L - cloud.com ARV
SAML T Y RR1 >
&R
LWz [Fn (RN} [FW-AXEZLEX VLWL x
4> SAML T R7R
1> ~=ER
(A1AY- A1V (=49 l&\L - cloud.com ARV
SAML T> KRR >
~E =R
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77— Z2~R—X URL
ZERALT
Workspace (2%

Ty

=qa

ARV

=4A

ARZLEXAY
URL ZERL T
Workspace (2%

Tty

(AR

ARV

(&L

22TV SAML 7 7 ) r— 3 U8Rk

SAML Y1 >1>
URL 2B L T
Citrix Cloud izt

PV

[Fw

&L

&Ly

SAML 77U 1 (3%
ZTIH?

i&Ly - cloud.com
SAMLITY RR1 >
b E{ER

l&Ly - cloud.com
SAMLIT YRR~ >
~E =R

l&Ly - cloud.com
SAML TY RR—1 >
!

SAML 7 71) 2 i
ETTH?

(A1AY-4

IEW - AREZ LA

1> SAML YRR
1> bZER

IEW - AREZ LA

1> SAMLT> RR
1> bz ER

1. CitrixCloud © [7—9XR—ER] > [FUER] IZBEHL. HREZLRXTUEZBRLET, FHL<
& THREZLEXAA>DER] 2BRLTLRTEL,

2. SAML 7ONA A —0OEB IV Y =L THRALRXA Y ESPIYVRRAY P LTERALT BE—0

SAML 77U —>a vzl &9,

3. SAML7Z7U4#—5 23>0 SAML B&REE 4> O0— R LET, BOFIET. CDHFEE% Citrix Cloud
K7y 7O—RrLET,

4. =717« IDICiFhttps:

DIFRTOIY RARA>Y T https:

BLRAAVICES]MRIET,

BPAAINTVWBRZ e EBEBLTLL T L, SAML
TONAE—ICE>TlE. TOBREICIFKHDIC Audience ¥ WS SARILBHFVTWVWBRIBENRDD £, it
#FIE 1 TRBELET—UAR—ZANX

ROFIE, Okta DTy RARr Y FERZRLTWES, 2 Tld. Audience RestrictionicT> 57+ 57~
IDEHNEENTVET:
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SAML Settings Edit
GENERAL

Single Sign On URL https:// .com/samil/acs
Recipient URL https:/f .com/samli/acs
Destination URL https:// .com/samlfacs
Audience Restriction https://saml.cloud.com

ROHFNE. Onelogin DT> KRR+ Y MERERLTVWET, CCTiE. Audience iZT> 7+ 7+ ID fEH
BENATVLET:

SAML Custom Connector (Advanced)

Audience (EntitylD)
Info

https://saml.cloud.com

| Configuration

Recipient
Parameters
https:/ .com/saml/acs
Rules
ACS (Consumer) URL Validator*
SS0
https:// .com/saml/acs
Access
(@ *Required.
Users
ACS (Consumer) URL*
Privileges
https://' .com/saml/acs
Setup
‘ (i) *Required

Single Logout URL

https:// .com/saml/logout/callback

5. CitrixCloud © [ID 8& U7V REE] > [BE] ICBBL T, SAML BEEZHBRL £ 95

6. [T—0AR—ZHEM] > [B3E] ICBFHL T [SAML 2.0] Z3RL£T,
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7. [79—90ZAR—=ZHER] > [HREZLT—UZXR—ZXURL] > [HE] icBHLT. [HRXEZLREX1T>YURLD
HEFERT D] ZFEIRLET,

8. [RF] ZERL TEERBTZRELE I,

9. BRETALTBITIE HRELT—UZR—RURL (https://workspaces.mycompany.com)
#fER L T Citrix Workspace i1 > > L £9,

727 )L SAML 77U r—2 3 Vi8R

1. CitrixCloud T [D—2XR—X#ER] > [7oEX] ICBHL. D AZLRXIVEERLET, 32L<
i THRZLRAA > DER] 2BBLTEIW,

2. SAML Z7ONA A2 —0EBIAVY —ILT. 22OSAML 77U =3 %8R LET, Chon7 ) r—
2avIcM LT, SSOBLUSLO BERICEBTZH 1V VRE. NIV ROEE. OJ 7T MREREZR
—ICBELET. NSO SAML 77U —> 3> DD —H L BWEE. 97— XAR—XURLED—2
AR=ANZABZLRXA D EYIDEZ DL EIC. Y1212 eO0 77 COBEICEVHE L ZEHEMEL D D
x9,

3. RO SAML 77U r—2 3> T ROSP IV RRAV b EEBHRLET:

e« IVF4 7« ID: https://saml.cloud.com
+ Assertion Consumer Service: https://saml.cloud.com/saml/acs
« OJ 77U k: https://saml.cloud.com/saml/logout/callback

RDFNZ. Okta BIEOYY —ILTOZOIY RRAIY FMERERLTWVWET:

SAML Settings Edit
GENERAL

Single Sign On URL https://saml.cloud.com/saml/acs

Recipient URL https://saml.cloud.com/samlfacs

Destination URL https://saml.cloud.com/saml/acs

Audience Restriction https://saml.cloud.com |

4, 2DOBOSAML 77045 —>3>T. ROSPITYRKRAV M EBELET. T—IAR—IADAZLEXA
viE. Assertion Consumer Service LU0 7T RI Y RAKRA Y MIOAERLTL LI LY,

e« I>F 47« ID: https://saml.cloud.com
« Assertion Consumer Service: https://workspaces.mycompany.com/saml/acs
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10.

« OJ77k: https://workspaces.mycompany.com/saml/logout/callback

RO, Okta IV —IILTOIDI YRR Y MMEREETRLTWVWE T, Audience Restriction iCi3T
VT4 T4 IDENEEFNZZCITEELTLIETL,

SAML Settings Edit
GENERAL

Single Sign On URL https:// .com/saml/acs
Recipient URL https:// .com/saml/acs
Destination URL https:// .com/saml/acs
Audience Restriction https://saml.cloud.com

mADSAML 77U r—> 3 >0 SAML 2R3 EBBE* 47 >O0—RLEYT. choidBOFIET Citrix
Cloudic7y7O—RLET,

Citrix Cloud 8>V —JLT. SAML#EG%=ERLET:

a) CitrixCloud X=a—7. [IDELVT7I/REE] #RRLET,
b) [8B:f] #7T. [SAML2.0] 2B D7 TEISRE>E U wo L. U] 2&RLET,
c) [SAML O] R—2 T, FIE2 TEBRLIERIDO SAML 77U r—> 3 Y OFMENDLE T,

LU SAML #E45t % BT 5 & 3 IC Citrix Workspace =8/ L £7:

a) CitrixCloud X=Za—h5. [7—0XR—XHER] #BIRLEI,
b) [5Bi#F] #77T. [SAML2.0] ##RL %9,

[7o€R] 270 [HREZLT—2ZX~R—ZURL] T. [4R&E] #BRLET,

. [SAML %#8m 3 3] *—>T. [Use both customer.cloud.com URL and custom domain URL] %

BRLEY,
ROBERENDLET:

e [BARELEXA>DID F7ONAE—DIT>T 1T+ ID] I FIE2 TEK L2 DB SAML 7~
Dr—>3>OI> T4 71 IDZEANALET,

e [ARBZLEAA>DSSOH—EXURL] (2. 2 2BD SAML 77U —>3>h 50 SSO URL %
ANALET,

e [MRZLEXA>0pOF 77 KURL] 2. 2 2D2B®D SAML 7745 —> 3> 50 SLO URL Z A\7
LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 290



Citrix Cloud

¢ [AREZLRAAC>DID TAONAH—ZEREAE] T 2 2B SAML 77U 77— 3 >h5 SAML &

BiBAE= 7 v FO—FLE T,

Configuration SAML Connection to Citrix Cloud for Custom Domain:
effect.

@ Use both .com URL and custom domain URL

Download the custom domain SAML metadata.

Learn more

server as the primary SAML application.

2. Enter details for secondary SAML application.

Select the preferred configuration for SAML authentication. Changes may take up to 10 minutes to go into

We suggest that you set up your IdP to automatically pull the latest public signing key
from the metadata URL in order to prevent a disruption in service.

1. Set up secondary SAML identity-provider application, backended with the same active directory

Expires: 05/30/33
CN=

O Use only the custom domain URL

Identity Provider Entity ID for custom domain SAML App 2
‘ http://www.okta.com/ 357

Identity Provider SSO service URL for custom domain SAML App 2
‘ https://i 357/ss0/s¢
Identity Provider Logout URL for custom domain (optional) SAML App 2
‘ https:// 357/slo/sa
Identity Provider Signing Certificate for custom domain

Identity Provider SAML Signing X.509 Certificate | okta.cerlg\ SAML App 2

11. [(RF] ZBRLTEBERBZREFELET,

SAML 5 DM DRTR

waiE. [(ID 8L T7 It XEE] > BB ICBEHL FT, [SAML2.0] T. HEiEESX=a2—n5 [Select
SAML Provider] > [View] %#RL £9, SAML O~ —JICIF. T>F« 7« ID. SSOURL. L0077

77 M URLICHLTHEBINT SAMLZY RARAY FORTHRRINET,
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SAML Connection to Citrix Cloud Configuration

Identity Provider Entity ID: (O
http://www.okta.com/ 7

Identity Provider Entity ID for custom domain:
http://www.okta.com/ 7 Manage custom domain

Identity Provider Sign Authentication Request: (O
Yes No

Identity Provider SAML Metadata: Download
o We suggest to set up your IdP to automatically pull

the latest public signing key from the metadata
URL in order to prevent a disruption in service.

Identity Provider SSO Service URL: (O
https:(/ 357
/ssofsaml

SS0 service URL for custom domain:

https:/fi 357
/ssofsaml

Identity Provider Binding Mechanism: @

HTTP Post v

Identity Provider SAML Response: (O
Sign Either Response Or Assertion Vv
Identity Provider Signing Certificate

Identity Provider SAML Signing X.509 Certificate | .cer
Expires: 11/30/32
CN=

Identity Provider Signing Certificate for custom domain

Identity Provider SAML Signing X.509 Certificate | .cer
Expires: 05/30/33
CN=

Identity Provider Authentication Context: ©
Unspecified v Exact

Identity Provider Logout URL (optional): ©

https://f 357
/slofsaml

Logout URL for custom domain (optional):

https:// 357
/slofsaml

Manage custom domain

Manage custom domain

SAML App 1

SAML App 2

SAML App 1

SAML App 2

SAML App 1

SAML App 2

SAML App 1

SAML App 2

HDFTRTD SAML #BRREIE. ER L1 DB 2 2BO SAML 77U —> 3 > OmAICERTNE Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

292



Citrix Cloud

Citrix Workspace AD -1 > V%R

BRLIYA2128L007 77 FOBFZHERT BICId. ROTRAMZRTLET:

e 7—22Z2~R—2URL(https: ) £ SAML ZO/n-r 4 —%fE/H L T Citrix
Workspace ictr>1 > L7,

¢ J—URAR—RNAZLEX1Y (https: ) ¥ SAML 7O+
A —%AERA L T Citrix Workspace icr > 1> L% d,

« —EOY1>1> URL (https: ) & SAML YO+

A —%=ERALTCitrixCloud icrr>1r > LET,

Okta 77—V ZAR—RFBEAD SAML 7ONA A — LTHERT %

March 11,2024

Author:
Mark Dear

CDiEEETIE. Citrix Cloud & SAML 7ON1 4 —fT Okta SAML 77U —>a > b L MEGZHER T 370
ICHERFIBICDOWTHALE T, WS DD DOFIETIZ. SAML Z7ONA 4 —DBEI VY —IILTRITITS 77> 3
JICDOWTEBEL £,

Gl ts

CORBEDZRAVZTT T BHEIC. ROFRFHEZF/LLTVWS 2B L T T L.

« Citrix #7R— k4t Citrix Cloud © SendNamelDPolicyInSAMLRequest #Ex G5 L TW3, D
WEEIZV VTR MU TEMICHRD £T. CNSDOWMEEICDWTEEL <Id. TOkta ZERA L 7= SAML IZ#
ERUTURHEE EBRLTIETL,

« XD Okta KX >oWgFhhzEMAY S Okta Organization 1'% % :

- okta.com
- okta-eu.com
- oktapreview.com

« Active Directory (AD) % Okta Organization X RfiL TW3,

+ Okta Organization T [FHEERICER T3] HBEMICHE>TS,

« ID 7ONAF—D> >IN0 s 7ok (SLO) . Citrix Cloud & Okta SAML 77U —> 3 > O@EAA
THEEINTWS, SLO AR IN. T> ka—4—»h Citrix Workspace h54% 1> 77 g3 &, Okta
LU OktaSAML 77U r—> 3 v HET3MOIRTOY—ERTONAE =D 5DHF 1> TURLEF
ER
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o ID F7ONAE—DH1>O7 77~ (SLO) Vo T X kA Citrix Cloud RTEMICH>TW B,
« ID 7ONAE—DOTd T I b1 VT2 >4 (SLO) . Citrix Cloud Ad HTTPPost T# 3,

* |dentity Provider SAML Signing X.509 Certificate | Upload File

*|dentity Provider Authentication Context: (i)

‘ Unspecified W H Exact v ‘

Identity Provider Logout URL (optional): ()

‘ https://logouturl.okta.com

*|dentity Provider Logout (SLO) Binding Mechanism: (i)

‘ HTTP Post Vv ‘

*Identity Provider Sign Logout (SLO) Request: (O

|© Yes O No

Okta ZfFRA L7 SAML ICHEL T 5 RiEE

CDREOZRUETT T SIS, Citrix #R— ~ZRVWEDHE T. SendNamelDPolicylnSAMLRequest 15
EEMICTRIHEDRDD £9, ZDMEEICk D, Citrix Cloud & SAML 25k < NamelD &) & —% Unspecified
ELTSAML 7ONA A —ICIRHTI 3 LS IChD £F, CDikEEIx. Okta TOAERATEETI,

hoDHEEZ ) VTR T 3ICIE,. Citrix 7AD Y M1 > L. Citrix 78—~ Web 5+ bh 5 F 7w b+
ZRTET,

2

COEHEICIE, Okta BEIOYY —ILTSAML 77U —> 3 YBT3 2 XD EEFNTVWES, COTFUT
—> 3 vilid. CitrixCloud U— 3 >0 SAML BZEAENKE T,
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BE:

ERHPEIZF PEMERXTIYO—-—RTIXENHD £9, Citrix Cloud i&. HOT>I—F 1 Y IHATOD
EZMRAZTZZITANTE A

C DIEFREIE. RDBFTICH BB Y —IILEFERALT. U—2 3 >0 Citrix Cloud SAML X2 F—42h 5#HHTE
9, https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract, HEBRE FITIRHTEZ L3I,
Z=41iC Citrix Cloud SAML iEBEZ#EIE L TELL e a BE|HL £ T,

Ot a>OFIETIE. ROBEFICHZMEY —ILEFERL TERMAEERIET 3 5EICOVWTHBALE I,
https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract,

1)—2 3> Citrix Cloud X257 —42 %889 3ICid. UTOFIEZRITLET:
1. BRL 7Y —JLIC, CitrixCloud V=23 > X257 —42 URLZANALET:

o FMES. KE. BLUVTITAFERBOZ ) —Ta>niFalk. Thttps://saml.cloud.
com/saml/metadata; EANALET,

« BXRU—C3>0Fal Thttps://saml.citrixcloud.jp/saml/metadata; A
HLES.

o Citrix Cloud Government ) —Y 3 > 0541, Thttps://saml.cloud.us/saml/
metadata; EANDLET,

2. [Load] 20Uy I L&Y, HMEHINIGEAEN. AL URLOTFICRRINET,

3. [Download] #2') v o LTitBAE%Z PEMEERTH U >O—-FLET,

OktaAD T—> x> FTT7 AT Y bz

Okta # SAML 7ONA 44— LTERAT3ICIE. £9. 7> 7L = X Active Directory & Okta #4569 3 E
RHDET, ZDHICIF. RX1YRICOktaAD T—Y x> &> X +—JL L. Okta Organization iC Active
Directory #3&iN L £, Okta Active Directory T—> Y F2 BT 36D H 14 > XICDWTIE. Okta
Web #-r T lGet started with Active Directory integration (Active Directory O#i&%fBd3) 1 8
BLTLIEE W,

Z D%, Active Directory 1—%—&&UJ I —F% Okta i1 > R— b LFT, 1>HR— MEICIE Active
Directory 7A7D > MCEEMITSENTVWBRUTOEEZEHET:

o X—=JL
« SID

« UPN
- OID

Active Directory 2—#—& & U4 )JL— 7% Okta Organization £ A 3 ICid:
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1. Okta Active Directory T—Sx Y bEA VX —ILLTHEEL £, 2L WFIBIZDWVWTIX. Okta Web 4
1 hORDEEZSRL T T

« Install the Okta Active Directory agent (Okta Active Directory T— x> D1 > X k=)L)

» Configure Active Directory import and account settings (Active Directory @ > R— k&7
NV SREDER)

+ Configure Active Directory provisioning settings (Active Directory 7OEY a =Y/ REDHE
59

2. FE VR— b~ FIEBEET > R— b ERTL T, Active Directory 2—#'—& LU )L—F% Okta IZiBHN
LE9d. Okta o >R—rAEEFIBICOWTEL < IE. Okta Web 41 kT I'Manage Active Directory
users and groups (Active Directory 2—#'—r JIL—T7DER) | ZBBL T,

Okta SAML 77U —>3>% 7 — 0 AR—XBAATHER T %
1. SAML7 7Y —> 3> 2BE & UBRY 31ER %R OEEE 77 > b2 &AL T, Okta Organization
KA > 1Y LET,

2. EEO>v—)LT. [Applications] > [Applications] > [Create App Integration] % %R L. [SAML
2.0] ZERLET. [AN] ZERLE,

Create a new app integration

Sign-in method 0IDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through

Learn More 2 _ _ _
APl endpoints. Recommended if you intend to build a custom app

integration with the Okta Sign-In Widget.

0O sAML 20
XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. [App Name] (7 FUT—>3>DTIL Y RUEZANILET, DRA] ZBIRLE T,
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Citrix Cloud

#;Create SAML Integration

o General Settings

1 General Settings

App name Citrix Cloud Prod
App logo (optional) Y ‘ ° '_,!" |i|
App visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app

Cancel m

4. [SAML Settings] o> 3>, CitrixCloud #—EX7ON14— (SP) #E5xE8ML£7:

a) [Single sign-on URL] (. Citrix Cloud g% Citrix Cloud U —> 3 >icxtisd % URL Z\H
LEs:

« BB ID ARUNESR. KE. BLUVTIT7REEBIOS)—Y3>0BEIE Thttps://
saml.cloud.com/saml/acs) EANHLET,

s EXIDHMBEEXY—Yaroigaid.Thttps://saml.citrixcloud.jp/saml/acsy
ZANNILET,

« BEZE ID M Citrix Cloud Government ) —> 3 > ®#B&l. Thttps://saml.cloud.us
/saml/acsy EANFILET,

b) [Use this for Recipient and Destination URL] #3#iRL %7

c) [Audience URI (SP Entity ID)] (c. Citrix Cloud ®g&Z @ Citrix Cloud U - 3 v IicHm$ 3
URLZAALET:

« X ID ARUNESR. KB, BLUVTIT7REXEEIOS) —Y3>0HBEIE Thttps://
saml.cloud.comy EANHILZET,

« EE ID AAEXU—Ya>oifalk. Thttps://saml.citrixcloud.jp1 ZANALFE
ERD

« &% ID ' Citrix Cloud Government U —2 3 > 0iB&1E. Thttps: //saml.cloud.us)
EANALET,

d) [Name ID Format] T [Unspecified] #3%iRL £7, Citrix Cloud »* SAML ERATEET 3
NamelD ;K1) > —i%. Okta SAML 7 U4 —> 3 Y ATIREI Nz NamelD X & —H 9 3 HEH
HDEFT, CNSDERIF—BLEVEE. REERICERZRTS] 28MCTSL. Okta TtT5—h
RELXT,
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e) [Application username] T [Okta username] #&RL X7,

ROMIZ. COBHEOFIE LT, KE. EU. BLVT7PTRFFBEHI -2 a>DELWERZTRLT
WEv:

A SAML Settings

General

Single sign-on URL @ https://saml.cloud.com/saml/acs

@ Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ https://saml.cloud.com

Default RelayState @
If no value is set, a blank RelayState is sent

Name ID format @ Unspecified v

Application username @ Okta username

Update application username on Create and update

BE:

[Name ID] #%E(%. [Unspecified] TERINZBERDHD T, COREICHDEZFERT
3. SAMLY1>1>DEBLET,

f) [Show Advanced Settings] #21) v L. ROBEEZERL £

« [Reponse] T [Signed] %&ERL £,

+ [Assertion Signature] T [Signed] %#®ERL 7,

- [Signature Algorithm] T [RSA-SHA256] =#RL %9,
+ [Assertion Encryption] T [Unencrypted] %##iRL %7,

g) [Signature Certificate] <. CitrixCloud U —> 3> SAML E&:EE% PEMERTT v 70
—RL&EY, SAML EZRAEZIRIBFIRICOVTIE. COZED MEf 25BL T TV,

h) [Enable Single Logout] T [Allow application to initiate Single Logout] #:&RL %7,
i) [Single sign-on URL] iZ. Citrix Cloud U—> 3 »Icxtisd% URL ZANALET:

o MINES. KE. BLUOTSTREEBBOZ) —2a>vDBEIE Thttps://saml. cloud
.com/saml/logout/callbacks EAHALZET,
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cBEAYU-—Y3>oEak Thttps:
1 EANBDLED,

« Citrix Cloud Government U —> 3 > 0iF&ld. Thttps:
1 ENALEFET,

j) [SPIssuer] T. [Audience URI (SP Entity ID) ICtiEDFIE (CDZXIDFIEALC) TAAL
fcfBZANNDLET,

k) [Signed Requests] < [Validate SAML requests with signature certificates] %EiRL %
ERD

RO, KE. EU. LT TREFERB) -3 VOELVERERLTVWERTY:
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Hide Advanced Settings

Response @

Signed N
Assertion Signature @ Signed .
Signature Algorithm @ RSA-SHA?56 -
Digest Algorithm @ SHAZ256 -
Assertion Encryption @ Unencrypted v

Signature Certificate @

0 prod .pem X

Uploaded by on Wed Aug 30
08:23:33 UTC 2023
1.2.840.113549.1.9.1=#160d696e666f406f60746
12e636f6d,CN=
,OU=S50Provider,0=0kta,L=San
Francisco,ST=California,C=US
Valid from 2023-01-25T10:38:20.000Z to
2033-01-25T10:39:20.000Z

Certificate expires in 3436 days

Enable Single Logout @ @ Allow application to initiate Single Logout

Single Logout URL @ https://saml.cloud.com/samlflogout/callback

SP Issuer https://saml.cloud.com

Signed Requests @ Validate SAML requests with signature certificates.

SAML request payload will be validated. SSO URLs will be
read dynamically from the request. Read more

) BRODITRTOHMRTEICOVWTIE. T AL MEZRFERALET,
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Assertion Inline Hook

SAML Issuer D @

Other Requestable SSO URLs

Authentication context class @

Honor Force Authentication @

None (disabled) v

PasswordProtectedTransp... v

Yes v

http:/fwww.okta.com/${org.externalKey}

5. [Attribute Statements (optional)] ©. [Name]l. [Name format]. [Value] (ZxDORDEE A

LFx9:

210
cip_email
cip_upn
cip_oid
cip_sid
displayName
firstName

lastName

Name format

Unspecified
Unspecified
Unspecified
Unspecified
Unspecified
Unspecified
Unspecified

fi&

user.email
user.cip_upn
user.cip_oid
user.cip_sid
user.displayName
user.firstName

user.lastName
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Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
cip_email Unspecified v user.email v
cip_upn Unspecified v user.cip_upn v
cip_oid Unspecified v user.cip_oid v
cip_sid Unspecified v user.cip_sid v
displayName Unspecified v user.displayName v
firstName Unspecified v user.firstName v
lastName Unspecified v user.lastName v

6. DRN] ZBIRL 9, Okta DRI T— F XY MHARTJINET,

3  Help Okta Support understand how you configured this application

Are you a customer or partner? © I'm an Okta customer adding an internal app
I'm a software vendor. I'd like to integrate my app with
Okta

The optional questions below assist Okta Support in understanding your app
integration.

App type @ This is an internal app that we have created

Previous

7. [Are you a customer or partner?] T [I' m an Okta customer adding an internal app] % i#
RLET,
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8. [App type]l T [Thisis aninternal app that we have created] #:&RL =7,

9. [Finish] Z##ERL THERERELET. SAML7 U4 —> 3> 707 7 ILR=ISHRRFIN. [Sign
On] 27ORBMNERRINET,

k. [Assignments] 2 7%BRL. - —FI—TF% SAML 77U 75— aVICEIDYETET,

CitrixCloud Eo>1t> X

October 4, 2023

Citrix Cloud Tl HED I ZVRHY—ERDFI LY R FERARREZERTEEY, Citrix S I —N—4
Citrix Cloud ICZBINTWVWBF Y LI RRIRTH. STV AEERARREZERTIET,

TEEEEMITIEVX

EANEREF. CitrixCloud X=Za—0 [S1EYZ] ZBIRIZ T YR—FINTWBEISTRY—ERDS
TEYREDETEERARRZERTELT,
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X

Home

My Services ~

Library

Identity and Access Management

Network Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Maotifications

System Log

VIR —ERDBES ALV REFERARROERICOVWTEH LI UV ZURY—ERDTI1EYZAELUVT Y
T TERRRDER] 2BRL TSI,

FUTLIARBERDS1E2X

#> 7L 2 REE T Citrix Virtual Apps and Desktops ZEH L TW 32 ABEZE L. Citrix Cloud #ERAL T, 2
—H—/FNARAETIILNECERFERS T RETIOBADS AV R FERRREEEICEBIRTI £7, Citrix 5
> Z2H#—/N—% Citrix Cloud (C&E$R T3 cic& D, EFIF CitrixCloud @ [F1E>REIDHTEADERH]
R=IJTROBRVERTTEET:

o BIFEATSAELUAY—N—DLR—FRT—EIEZERT S
o A—H—/FNARASAEVRETINEFERITIEBEDS IV REDYTLFERARIZRTTS
o AREASA Y RAETIEFERTIBEOE—IVBOSTEY RERARIEZRTTS

#> 7L = X Virtual Apps and Desktops RIED S 1 2 > R E L MERRROBRICOVTHELL I T4 TL
SREHAOSA R ERRROER E8BL TSI,
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Citrix Cloud

Citrix Service Provider (CSP) BDS1t> X

Citrix Service Provider Tld. XDV —IIL%2EBATBZE T, MRASTEV A ERARREZIBEL. LR— M2
BT3B ENTEET:

+ License Usage Insights 3. > > JILTF+ > FELURILFTF Y bOBEEFRTRRADERRRIERZ INE
L UEHT 3 Citrix Cloud 0ERH—EXTY, 2L <& [Citrix Service Provider BN 51t > 24
ZBRLTIEIV,

+ CitrixCloud @ 51t > Z##geIC & D CSP OERIZ. H7R— kIhTWL3 Citrix DaaS (IB# Citrix Virtual
Apps and Desktops t—EX) BROSA Y R FERRAEZBRTI 9, CSP &, BEZF Citrix Cloud
FHOYERTHAVA VLT COBRZRTIBELVIVAR—ITRCHTETET, 2L < IE. RDEE
ZBRLTIEEIV:

- Citrix DaaS OBEE S 1> X L FRRTDELE
- Citrix DaaS Standard for Azure DREE S 1t > X L FERIKRTDELR

VIV RY—ERDIAMEVRELUVT I T« TRERKREDER

October 4, 2023

CitrixCloud 51> XHEEICE D BALLI ST RY—ERDTA Y IEEZREICIBBRTEF9, BELR
—hEHMELR— b EFERTR . ROTEHRTTIET:

s STEVADHARMCEIDETZ—BTIBEY S

s BEYTBZISUVRT—ERODBRELVBRDT VT« TR ERARRDOERZRTY B

s BERIDZAEZABDETOFMEFERIERZ FUILATY L THETS

s STEVRAEARRT—2% CSVICIVRR—+9 3

VIR —ERDFAEVAT—RERTTBICIF. AVYV—ILXZa—T [F1EVR] ZBRLFT,
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Citrix Cloud

X

Home

My Services ~

Library

Identity and Access Management

Network Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Motifications

System Log

i

CDRETIH. T R—brINTVWBITANTO Citrix Cloud H—EXICHBDO S 1> REBEICD W TEHEAL £
To TAEVRAOWVWK DO DEERIF, U —ERICK>TERDIBENHDET (SAEVIADEDHTHRY),
BH—ERDTA1 YR FERIRRICOVWTELLIF. UTORREEZSBLTLLETL

o CitrixDaaS 01> REL V7T« FRERRROER (2—H—/F /N1 X)
« Citrix DaaS & & v+ Citrix DaaS Standard for Azure ®S 1t > R E—IEOERRTDER (BB

fEH)
o Citrix DaaS Standard for Azure DS 12> R 7071« T RERKRTDEE (I—%—/F N1 XD
#)

« Endpoint Management 4 —EXDS 1> R 7 U 71 T RERRAOER
« Gateway #—EXOFHIBEHRAEDER
+ Secure Workspace Access D1 7> X L ERRTDER
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Citrix Cloud

HYR—bFTINTVB ) =23 e I5TRY—EX

St REEIF. KB EU. M7 T7EREFEY -3V THR-—FEINTVWE Y —EXTOAFATEET,
SAEYRBBEIZRDI ZTV R —EXTHR— TN TWVET:

+ CitrixDaaS (2—%'—/F N1 R RARKERAD S > X EFIL) - |BFE Citrix Virtual Apps and Desktops
T—EX

« Citrix Daa$S Standard for Azure (2—%—/FN\1 XS5 1> XEFIL) - |BFF Citrix Virtual Apps and
Desktops Standard for Azure

+ Endpoint Management

« Gateway

+ Secure Private Access (IB¥F Secure Workspace Access)

CitrixDaaS DY ILFEZ1 TSA1tEV X

Citrix Cloud @51t > Rid. CitrixDaaS DX ILFRA TS5 REYR—FLTWVWET, 2—H—/F /N1 R
CRIBERAOEAD ST XAEFILHE— Citrix Cloud 7AD > MZEAThTWSIFEE. Citrix Cloud TI&
A AFERARAD A ROV —IR=DDESITEVIE—RDORICRRINET,

ARV AR=DEHERTBEIC. YA MLRILETINI=FIL—=TFLARNILT, IIILFEATDSAEVAZERTE
THLEBEHLET, £5LABRVE. ELWVMERIRRINBWVEENHD £9, FIEICDOLTIE. Citrix DaaS
DREFAXVED TRILFEATOTAEV R ZBRLTLIIESIL,

Web Studio #7:1& PowerShell ot r 7w FHZEEEICER LS. SO0V —ILR=JIZIEELWV
RIVFRATDSA Y ADFERENRRINBVGEIE. ROF T a>hHD £7:

e 30 A >TH S, READTA Y AERNT 3,
o Citrix h 22T —1H—E RICELLT 3,

FAEVREODET

—fRIC. 2—Y—IClF. VU RY—EXOBRVOFERBICSAEIDEDYETENE T, —Ef DT —E XTI
FRIZ3SAEVRETIVCEDVWTERZAETIAIEYRZEDYUTRHBELHD FT, EF—ERDS1t>
ZDEDYTHEICDOVWTEHLLIF. CORBOLHTERINTVWE STV ADRELZEBLTLEIL,
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1t AOME L FHAM
> Liconsiny R
Licensing e
Cloud Services Desktop as a Service

Deskiop as a Service User/Device Model

G
A I A 100 licenses will expire in 32 days

Secure Private Access

User/Davice Liconses
Endposnt Managemant User/Device Active Use

52% ASSIGNED ¢ TOTAL AVARLABLE MONTHLY USERS DANLY USERS MOHTHLY DEVICES: DARY DEVICES
Dasktop as a Service Standard fo USED 52/100 48 39 19 40 20

Licensed Deployments

Concurrent Model View Usage Details

License Servers

Usage Concurrant Licensas Concurrant Licensa Usage Last 24 Hours.
License Files
74% ASSIGHED / TOTAL AASLABLE 80% ASSIGHED / TOTAL
usen T4 /100 26 usen BO /100
Concurrent License Usage This Month Concurrent License Usage All Time

99% ASSIGNED | TOTAL ASSIGNED/ TOTAL
usED 99/100 101 /100

SAEYROBETIE. YR—FSINTVLBZET—ERICEATZROBEHREZ—BETHRIATIEY:

s BABATTEVREGHICNTRENDHETEAF MLV XDEIG, ElEH 100% ISEI<ICDN T, RRIFER
BOSEBICEDD XY, EIGH 100% 28X 5. RANFICAD X,

e BALLESAEVRICHTBEDETONLS ALY ADUR, BELUFERAIELES IV IDED D,

s USURY—EROY TRV T 3 VD ERINICAZ ETORDER, Y7007 3 >4 90 BUA
ICHARINICB 3I5E. EEAVE-JHRRINET,

—HOY—EXTR. COBMEBILTIT 1 TLRERABLEOEMBEHRIEEFNZHBADVHD FT, Y—EXEBDOHH
ICDVWTEHLLIE, CORBOLBTERINTVESIEVRDEEEZSRLTILE L,

ERARROERE SR T7IT1ET o

VIR —ERSAEVRDFMBERTT BICIE. [ERRRAOFHMORT] 200 v I LET, ERARKROIER
EWISURY—ERSAEYRAZFALTVWE - —DRRERBTETE Y,
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License Assignment  Active Use

0 - -
5 Ot 2021 Nav 2021 Dec 2021

COARRICIE. VTR —ERICIRLTIEZIERBERIEENE T, FARROERE STV RT7I9T1ET
AICDVWTEELKIE. CORBEOLEBTERINTVWE IV RDEEEEZSBL T,

EDETEASAE A Z2BRT S

—MRIC. BIDEHTEATAEVRE - —HI ST RT—E X% 30 BREES L TER L TLWERWSE. R
REBDET, SAEVIADBREINZ L. ZRISIECTHEDOSAEY IEDMEML., BDHTEASTEYIH
ML LET,

—WOHF—EXTIE. BRATEZISITEVRETIICE ST, FTEVAOBRIELRZHBENDBDET, FH—EX
DA EVRDBRICOVWTHLCIF. COREOLETERINTVWE SV ADEEZBRL TR L,

S HBEM

s FIDHTONIESAIEVRBDBALLS AR EZBR LGS, V2V R —EXOFERMELEINET
P? VWX, BABAITTRSIEYRADFERBZBEBLAEEETH, H—ERIFEFELEIhEEA. [F1E
YREARR] TRIZTVRIAEYAOERBZIRET I -HOBHRMNMREINS 0. BEKRIZT 1>
ZDEDYTEHBRL. BALLESITEYRABRTYH—EXRE2FHINZ e 2FINET, STV
ZHBATH—ERZFERTZICHHBLIHRE. EFEHEICTERVWCRS. STEVXE#HORELIC
DVWTIHHEWIEK LS BELWLET,

¢ EDEOIBSAEVRBHEAF Y IFrINATVEIN? BH/E. I—HF—OJ 1 VICEETZ 1Y ER
DHDFY TFYINET,

¢ JILFEATDS 1> Rid CitrixDaaS THR— TN TULWETHN? (A—H—[FNAXETILEIUVE
BERETIAEADFERRY) 1FW, #FL<IF BBED WILFEA 7OV R ZB8BLTIEEIVL,

e YIILFIF«arvdS1E X CitrixDaaS THR— TN TLETH? o 2 IE. BE— Citrix
Cloud 747> +TPremium T5F«s> 3> Advanced T5« > 3> DOEAZERTEETH? LUV
Z. EQIA—RT—=RFPR—bINTVEEA, 1 DD CitrixDaaS 1 ~iZld. 1 D2DITFor>a> D7
1> 20HMMEE5TNET, AL Citrix Cloud 7H 7> +T#E#H D CitrixDaaS 1 > X2 > 2% BT 3
HElE. ENSHPELCIT>a>THIRELHBD T,

o BRHLA—b+ (Director §) Y ERMERS 1> XODMIBROEBWZFATIN? BIRLR— ~ L ERHER
Ty avOHATIE. ERAFORKES MY ROAEMEL IFREZBREAETERENMERINE T, LA
Y oiza. Director HOREBHERt Y Y 3 v #i%E. FAROE—IKORKERS 1L RORBELIZF
M LTERT L. HELRRFERS M A0ENEABDTITLEVET, ARERZ1TEXDfE
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BRRELAR—FroRH DI, Director DEELKR—rEFERLAEVWTLET LV, LR—FY—ILOEHREL
lIRD2DTT:

- BTV VITREORSY: SAEYRICIES DY 7)) U JEENHD £, Citrix Cloud 1592
IS, BEY—ERICEGIN TV RBEBEDTNAIRZATIYRLET, 59DTRTOY YT >Y
HENES TN, 24 B/, 8. LUZNBROL—/BOERENEIDHIhE 3, Director ®
BRLAR—FTIE. LR—FOETHECKRLT. RA2HHEOBRERITIET,

- — B SAEYRE By a i RBRINECIICTNA ABO—EBEMEERLET, BHRLKR—
FTld. —BOTNA ZHESHMIEBINEE Ao

e *A—HB—HRISURY—EIDHLVAVRAEZVRICBITLIE (e zid. BOVFRETREED R X
VEEZELSE). FAFOBROSAEYIAAELI-—H—ICRHLT2EATY FTNBZDIEHETT
m? - Citrix Cloud "—BOa1—H—%2hU > b g3DIC2—%—TU > /NLE (user principle name:
UPN) %#ER$3H5TT, BITHRETIRBICI—H—HITTRY—EXIC7IEXLTHBE. Citrix
Cloud i3, BHZ RXAVBEFOEI—HF—D—EOUPNZ 2O+ IFv LET, TD7z&H. Citrix
Cloud igRILaA—4—%22EBATYFLET, A—H—HDHHVLRAXAVETH—ERIIT I LARITNIL,
ZOHEVIAEVREDLETE 30 HEICHBRTE X T, BABFAITIVRSIA LY ROEHEEZEREL 5
ETH, T—ERFELThEEA.

s TELA—Y—FETNARDFAEYINEBELTWVWELSICRZZDIEHRETIMN?- Thid. HTMLS
i+ Workspace 7 7V . O—AIIZ1 Y X h—JLE iz Workspace 77U OReHZ L2 HD T,
HTML5 @i Workspace 77U TS T 3 8. A—H—/TNAASA Y REEELE Y, Akic. O—7H
IZA YR k=)L &tz Workspace 77U TREBIT 5. A—H—/TNA XAV AZHEELFT, €
DOf=&. I—H—H HTML5 @i+ Workspace 77U T7 U REEL. BTO—HILICA YR b—ILTNhiz
N— 3> D Workspace 7 71 TEEEBN L 72354, Citrix Cloud I3 —%—h 2 20512 X =HELT
HOLLTHRRLET, COMEFI—H—DEFICEFELEIFEADN. 42XV —ILT. TNTR
A1 ZADOFARTLR— FOBEIERTE L HDET. BAFAISTUVRSA Y ADERHEER
BLEBETH, Y —ERIFELEINEEA,

CitrixDaaS D> 1>V AB LUV T VT« TRERARADER (2—H—[F /N1 X)

November 9, 2023

CDi2ETIE. CitrixCloud DSt XYY —IEFERLT. V5SURY—EXSAEVIDE DY TEEIE
Ls 797« JREABRREEIRTZHEICDOVWTEHALE S,

CERADY —E XIBETEA T 5 Citrix Azure Consumption Fund Z8A L7384, L <% TCitrix DaaS @
Citrix Managed Azure UY —XDEEDER] 28BL TSI,
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Citrix Cloud

STEVREIDET

Citrix Cloud T, —BOI—H—FETNAIRICEBZ 7T EIFTRI by TOHERERICS 1 > XAHE
DYTHENET,

FX12RBOYIDET

BHEORXAYZERZAML. ENSD R XA YRICEWWIMIET AT Y b EFOBEBOI—HF—HWVBIEE (L x
¥, johnsmith@company.comrjohnsmith@mycompany.com). Citrix Cloud iIc7Ao > kB X
AVEERSE. 7HUY bOI—H—F (Fzr 2iE. johnsmith) A% EBI LR LSICHATEI N TS F
T COTOLRIE. XA VBOTDETEHENET, TI7AILETIE. RXCVEOYDETIEMICHE>T
WE9,

RX1>EotNbEThamicas e, CitrixCloud ic&3—Ea—H—0hv > bAELREDLD £7, Citrix
Cloud #*. johnsmith@company.com&johnsmith@mycompany.com% 2 AO—E1—H%— L
THYY +T30TIEAL. johnsmith DHE—BI—H—c LTHIYFTE3L5ICHDET, TOHTUV A
EDEBIE. ROSAEVAT—HIRELET,

s STEVREIDHT

s PUT« TIMER

o SAE Y AORENAERIER
s BRHRDZ VR

FAEVRAT—RADINSDEER. F1E2XAVY—IOT—2%ZTIRR—rLECSV I 7MIILICHRIE
nxd,
P
A-—F—BHRDITHNCERBRBZEUOT AV EHEMLTVEIERD XAV ZRIA L TWVWBIGE (L
ZIE BMa—%—07Hho > thjohnsmith@company.comy jsmith@newcompany.com).
KX >ZBDYIDETET>TH. CitrixCloud oa—H—hH7 > MERIZIEFFZEL £H A. johnsmith &

jsmith &, ACBEADTHV > b THZHETDH. CitrixCloud TlREhZh—BEI—H— L T3|EHSH
oY hEINET,

XA BOTIDETZEHIIIIEMICTS

TI7#ILETIE FXALVBOYIDETIIEMICHE>TVET, RAMVEOYINIETIZ. COMEZENFIZE
I LIBRED 5. I—H— /TN XFBRRT —ZICHELE T, L ziE HEDBICRXTIVEOYIDETEZ
Bicgde. 2DAIC Citrix Cloud D522 9 2 7 — 4D B EZITE T, 7oL COBBENEMICH > TUVIAD
AOBET—2ISURIDEEFEBZRITEEA. ARIC. BEDAICK XM VRBOYIDETZEMICTZL. £DA
i Citrix Cloud &2 ff 37— 2D HEEZZITE T, 272 L. COBEDEMICH>TVWEOBET—2IEED
FEEDEY,
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RAVBOYIDETZBMRIZEMICT IS

1. S4€>RAVY—LOALELICHBZ TN EIV I LET,

Licensing

Cloud Services

DaaS

> D

238

DaaS

User/Device Model

View Usage Details

A\ 100 licenses will expire in 31 days.

User/Device Licenses

Time Zone: (UTC) Coordnated

Domain name truncation is enabled @

Licensed Deployments

User/Device Active Use
Daa$ Standard for Azure
52% ASSIGNED / TOTAL AALABLE MONTHLY USERS DAY USERS MONTHLY DEVICES DALY DEVICES
. vsto 52 /100 48 39 19 40 20
Licensed Deployments
Serv
Usag
License File
2. 7o arvoEREROSNS. BV, TEALTVWET] ZBERLET,
— ~
Aty ZDHRE
» » DaaS Tiene Zone: (UTC) Coordanated Universal Teme
Licensing
Cloud Services DaaS
| DaaS User/Device Model View Usage Details
Gateway
A\ 100 licenses will expire in 31 days.
Secure Private Access
Endpoint Management User/Device Licenses
User/Device Active Use
DaaS Standard for Azure
52% ASSIGNED | TOTAL AL ABLE MONTHLY USERS DALY USERS MONTHLY DEVICES DALY DEVICES
usto 52/100 48 39 19 40 20

License Servers

Usage

License Files

STV AOBETIE. ROBEHRE—BTHRATETEY !

¢« EIDHTESNBNEASTIEVRDAEFHN—EY T2, BIED 100% ISED<ICDONT, RRIZEED S
BRICEDD XY, BIGH 100% 28X 3. REDKRICED T,

BALESTEROBIE. 21— —/FNARXSA1EVREFILEZHEATS CitrixDaaS TFv> 3>
T=OICEBALTESTEYXDEETTY,

s BALIESAEVRICHTBEDETONLST ALY RO, BLUFERAELES IV IDKED D,
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s BRBLUVBRDT VT« T RERRKROGE:

- BROT O T« TRERKRREIZ. BE30BEICY—EXZEALE—RBOI—F—FIEFTNIR

DEZEIELET,
- BROT O T4 TRERKREIZ. BE24BEURNICY —EXZ2FERAL—BOI—HY—F BTN
1RO =RLET,

s USURHY—ERDOYTRIVTL 3 VHHBRINICE S ETORDER, TTX7UTS3>H 90 BUA
ICHARRINIC B 355, EEXvE—IDRTENET,

BOYETONLIAE Y RET VT« TBERRKREDHE

CitrixDaaS 1 —%—/FNA R4V RETIIHERICERMIN S LS. Citrix Cloud TldH—EX%ERL
Te—BD1—H—HRETNTIREPAT Y I FEd, CitrixCloud IZ. BIDYTEASITEVA%ZHETEH
1. Th5D5B5LBVWAOEHEFERL Y, CitrixCloud id. 7771 7RERRRZAETZ1.HIC. HEDH
BT IT4 78— =T 0T14TBRTNAADHE LT, BHO Y b EFERLET,

EIDHTEAZ 1> ADFEH

H—EXEZFEALTVWE3—EBEOI—HF—#H 100, —EDTFT /N1 XN 50 DiE4a. Citrix Cloud Tz b WA DE
(50) #ERALTCEDHTEASI Y ROBZHITLET, FRINTVWESAEYADEIGEERRERS 1Y
ZDEIE. BIDYTHENES0DSIEVRICEDSEET,

7O T« TRERRR D EHS

182 30 BRIIC 10 AO—BOI1—%—& 20 AO—BOF/\A AHH—E 2& A LA, Citrix Cloud i3, AR
DT 74 THEEBRRD 10 AOT &7« THI—H—¥ 20 AOT Y 7« THTNA ZTHRI M TN & K
L& 7. FHIC. B2 24 BRILIAIC 30 AO—BOI—F—r 15 AO—BOFNA DAY hINfa, Citrix
Cloud i3, BROT Y7+« FBEARRH 30 ADT7 I 71 T BIA—H—¥ 15 AOT 971 TBTNA A THRS
NTVB LA E T,

ERRRDIER

SAEVADEMERTT SICIFE. MEOARKICHZ [FRARREOFMAORT] 20VvoLET, FERERC. 7
SHYRY—ERSAtEVRAEZFBLTVWAALADI—F—BLUTNA RAODRNRZEAETETET,
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DaasS
User/Device Model

| A 100 licenses will expire in 32 days

User/Device Licenses
User/Device Active Use

529, ASSIGNED / TOTAL AVAILABLE MONTHLY USERS DAILY USERS MONTHLY DEVICES DAILY DEVICES
USED 527100 48 39 19 40 20

[ERRRDIER] £ a>TlE. COWRRMKT ST TRREINET,

Usage Trends
Jul 2021
User License nss-gnmenu
License Assignment  Active Use O TOTAL LICENSE Rt SIGNED DEVICES B NEWLY ASSIGNED
ASSIGNED USERS
NEWLY ASSIGNED
100 RELEASED
| | TOTAL ASSIGHED
AVAILABLE
50 I l
0 — . .
May 2021 Jun 2021° Jul 2021° Aug 2021

[ZAEVREODHT] 57T HEDBELIIADN—ZRIY TR L. ROBBROVRTINET:

s SAEVRAEE: ALV IV R —ERERIEDT-DICEBNEAD 1Y XEFEH.

s EIbYToNca—H—: SAFTICA—Y—ICEDETSNEST I ADEREK,

¢ FIDYTHENLTNAR: SAETICTNARICEDHE TSN XDOREH HEDAICC OBHH
ICZ2V\WeBbn3BE. 77VERLIFTRI by THWeb 7505 —%2N L TEBILTVLWR ZEHRETH
ZEREMEDHD FT, COHERSTICIE. O—DILICT YR h—)LENiz- Workspace 7 7 = RT3 C
EEHEHLET,

e MILKEIDHETEA: ERICEIDHETHNIEHLLS ALY RO, 7 xid. TBIZVZ TR —EXIZH
DTTFIERTRZA—H—ICTAEVADEDHETONTLLET, COTrEVRIE THIC [HLCEID
HTEH] cLThHIVRENET,

o V)—=XFH: BRIV —RINTEHRIAEZV IO, 7L Z2E. 20 D122 XAV ) —XDIHRT
HO. TBICI0@EZVU—RLIBE. TBIZRRINZ V) —RBEATITEZADHIT10ETT,

RXA VDI TEEMC LEEBICIET A2 ) ROV TWVWET,
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T

TOTAL ASSIGNED
AVAILABLE

May 2021 Jun2021* Jul 2021° Aug 2021

(7OT747REA] 77T, AOBRLBED. 7OT47RA—F—CTNAREZNENRTRTEET, /7
TLOBEOHERERAIVNTRE. POF« TRIA—HF—51EFNA ROBEBAEARTINE T,

Usage Trends

License Assignment  Active Use August 18, 2021 LES (Daily )  Monthly

August 9, 2021 -
ACTIVE DEVICES
USAGE THIS DAY

SAEYRT7IT1ETa

[SAEYRTITAETa] €I avitid. ROBERHPRTINET:

e BAETRETNARZEL. SAEVRZENODYUTHBLDI—F—DU Xk,

License Activity

60 Licensed Users 60 Licensed Devices @ Export
—
D Show only releasable licenses Search by User. Q <
Username Domain Devices Last Login Date Assigned ¥

User23100300 1Device

Oct 3, 2023 00:05:57 UTC Oct 3, 2023
User23100212 1Device Oct 2,2023 12:03:57 UTC Oct 2,2023
User23100200 1 Device Oct 2,2023 00:09:11 UTC Oct 2,2023

e BETZIY—%EL. SAEVREEDYTHETNIRDU R |,
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License Activity

60 Licensed Users 60 Licensed Devices @ Export
D Show only releasable licenses Search by Device Name... Q ‘
Device Name Device ID Users Last Login Date Assigned 4
Device23100900 Device23100900 1User Oct 9, 2023 00:06:29 UTC Oct 9, 2023
Device23100812 Device23100812 1User Oct 8, 2023 12:01:27 UTC Oct 8, 2023
Device23100800 Device23100800 1User Oct 8, 2023 00:06:24 UTC Oct 8, 2023
Device23100712 Device23100712 1User Oct 7,2023 12:01:21 UTC Oct 7,2023

e SAEVANA—HY—FLIBFTNARICEIDHTSh-BRT,

—EBZT7ANRIVTLT. BENRDSAEVADHZRTIBDLDBTEEXT. ALFD MEIDHTEAS I
VAT BICIZ) EBRLTILET L,

EDETEASAE A ZBRT S

SAEVIBEDEHTHNBFE. EIDETHBIEY—EXANDEGIBILIINTHS 0 BETY, I—H—F 1
BTFNA D0 BET7FUERIETRI My T2 B L TULAWVEE. ChoDF1EYIREKRFEROSIEVX
&I, 90 B&IC Citrix Cloud IC& > TEREINZE T, COTOLRIZBEEUINTED. BEEICKZBF
IFBEHD EFE A

210 Y THIRY (90 B) MEBLTIEE. BEZIIRDSF VA TOIR STV AEZFEHTHRRTEET !
o EHADOEEMITARL Botfca—HF—,
o REAKIRF DI —H—,

BEEIX, TNAAPEELIIBEEDH. TNTRADSATEVREBRTEET,
E:

s TALEVRAZEMBHRTBICIZ. BETOLXICRS CeeHEd LET, i LEEED. 90 HOHEA
ZB9BHEIC. LERDBATIIALS SV XZBRL LS5 T 35HA. Citrix EULA ICBR T BRI AR
NHOET, COREZETTIEIC. Citrix IZBBVWEDE L,

« EEER. U ZBRALTI 2OV RAZFHTHRRTI XY, £Lld. V5V X APl Z
FEALT. RS AV REZMMTZ 2 ERTE£9, %L <Id. TAPIs to manage Citrix cloud
licensing) #&BBL T L,

3 Gl e e P & o AT )

A—H—FHRBETFNAZIHNR30BUET7 T EHIFTRI by 7EEH L TULARWES. CitrixCloud 125122 X
HRRATREIRREICL £ 9, MBRAIRES T2V RUF BIRTEZRBVWRBDF I v IRy IREDHIC [Z1EVR
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FHEI—Y—] £ [SAEYRERFTNAZR] URMIRTINET, BRTIHVSAEYRICIE. S1EY
2EFEIRTERVCEERITEVWVRBDF T VIRV IIRRTEINET,

[ZAEYRT7O9T14ETq] O aVICRRINZ—BICIK. —EICBKX 100 EDEDHTEATIY INEK
TEINET, 100@EZBRE3STEVABBHBEREF. R—CAV O T—B8Z2BHL T,

License Activity

52 Licensed Users 122 Licensed Devices @ Export
D Show only releasable licenses Search by Device Name Q 23 »

BIREIRES 1 Y R EFTIEP L RO BICIE. [STEVXZBH] REVDEICHZ [BREIEES Y ADAER
T EBIRLET, COT772avicdb. FHEUU—IPHFTINTLARVEID Y TSNS 1 Y ABIERTRIC
BOEY,

License Activity

52 Licensed Users 122 Licensed Devices

D Show only releasable licenses

Username Domain
Stewart

Sanchez

E] Mitchell

FRIATRES 1 £ > X &EIRT B

BIMEYADBICHBZRVIREDF I v IRy IR Z#ERL T, BRIZSIEVRZBIRLET, —ENS5T
tUYREBERTB L. [SAEVREMBR] REVDTOT1TICBDET,

RBATRER S AV AZIRTIDTORIRL. [TV R0OEK] Z8RTETET,

BEIDYUTEAZ I XZMBNT BICIE

1. [S4EYRT79T714ET«] T [SAEYRAERI—Y—] £iF [SA1EYRAERTNAR] 27%REIR
LE9d,
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2. BBICWHLT, [BHRATEES TV R2RR] ZBRL T, BRAES MLV R 2{H 21— —DHZRTLE
ERS

3. BEYRI—H—FLRBTNARZBRLTHS. [TV R2BKR] Z:BRLET,

4. BRLUICA—F—FRB TN XZHBLTHS. [STEVRZ2MEHR] 2#FRLEY,

CitrixDaaS DS 1R E—IVBOERRIOERNE (AE1——)

October 4, 2023
CDiEETIE. CitrixDaaS 01— -S> ADAEEIET B-HODRIEICDOVWTHBLET,

Citrix DaaS a2 —H—/FNARSA 2> RIZDOWVWTH LI, TCitrixDaaS 051> R 7071 T ERR
MOEE (A—H—/FTNAR) 1 ZBBRLTLIETW,

Citrix DaaS Standard for Azure D 2 —H—/FNA XASA LV AL VEABEI-—F—-S1E2XICDOVT
I&. TCitrix DaaS Standard for Azure OS5+« > AL ERARRDER] EZBBLTILEIL,

SAEVREIDHT

Citrix Cloud TiE. TNARICHBT TV ERFBTRAI by T2 1—H—HEBLILESICTIEYIDEDHTS
NEd, A—HF-—DOJTFTT3H By arhoiilidde. SAEVARBEDEHTOSNBLAEDET, S1€
YRADEDETIE TIVERETRI Y AT IERTB3TNA RORICIGC TEDSAREMEDBICH 7.
Citrix Cloud I3 5 3 CE ICERAFOS 1Y RO EFMEL £,

FAREI——SAEYXEFIICDODVTHLLIE. S/EYAY—N—HERFa XD TREERS 12
EBRLTLLIETL,
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Citrix Cloud

ALY ROBE

Concurrent Model ( View Usage Details )

Licenses Active Use

Last Reported: Sep 26, 2022 14:28:44 UTC

74% ASSIGNED / TOTAL AVAILABLE MONTHLY DAILY
USED 74 /100 26 (26% ) 52(52%) 35(35%)
Last 24 Hours This Month All Time
Usage Peak: Sep 26, 2022 08:33:44 UTC Usage Peak: Sep 24, 2022 02:00:00 UTC Usage Peak: Sep 24, 2022 02:05:00 UTC

99% ASSIGNED / TOTAL 1 01 % ASSIGNED / TOTAL ‘l 01 % ASSIGNED / TOTAL
usen 99 /100 usED 1017100 useD 101/100

SV RADBETIF. ROBERZ—B THEBTI Y

o Citrix Cloud MEBF DS A Y X REZISHAL . SICHEBRPIE 2 1BAEFA 12 XDEDEIE,
CitrixCloud i&. H—EZAADT I T4 TREGFERZE O—BEDTNTRICEIVWT, 58I nEe%s
BLEJ. BALESTEOROBIE. ANI— -1t RETILZERT S CitrixDaaS T7r >3
SDIDICENLIESIEYRDARTT,

s BALIESAMEVADAFHICHTEREEDHTENTVWE MY ADLR, BELMERATRELZI 22X
DD D, COLXRICEY [G5t] OREIR. BERBELTVWS St X0EBZERLEY ([BHL K
L—bt] OBKORSTORE).

o E—UBERRROME. E—IRDOS Y REAZHET 3154, Citrix Cloud 3. ROBMICERI N
1 ADERBZBFLET !

- BX 24 B BX 24 KEATRKERASNIES 12 ROERHK.
- SR REOBRICA>THSEARERINLZ 1Y ADRAH,
- B 7ROV TOa v BRL T SARERSNIES 1Y ROEREK.

Ch5DE—IRFERARRABICRINS [A5t] OREIE. ZORETHBEL TV S 1EY ROBEER
LET. FIESTEY XAOEFHDMBME IR L. ENICH-STEIDH TSNS IDMEML 1235
A, [A5t] OBER. ZORRICBITZMES Tt AOHLVWBERMLTEEEINE T, L. BT
BEABOE—IDRVEE. [A5t] OBEIZEKLEE A

o 7O T« TRERHE. Citrix Cloud 13 ROBREO—BOEHROSHHRERTLET:

- BH: gioAL 4 —BOEasHEGH,
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- BEAL: BX 24 B0 SFHESE
S DEEIR. CNSOBEFPICBEINES M ADBHDEIETHORRITINE T,

E—IBOS1E>Y XFERADE

AE1I——SAtYXETIHERICRMEINS &S, Citrix Cloud Tz —EXICABICT V&R T3 —EDT
NTZADENERTIchT YV rEINET, RARTNTULWBRREDE—IBERRELDBH AT Y FHRAKRZTVIFE.
E—2I0ZL B ebIcH LV E—IEERRRED Citrix Cloud IR REINET, AT Y A BEEDE—IE
BE&LbbAHWVEE. REODE—IJFEREEITEINEE A
BE:
Director T [ESf8] # AL CEBtE Y aVICET3BRENF T ZIEE. BEELKR— M TREEINZEE
Yy avoRRIZERD., FRATORABEI - -S> A0BEERBICRLAVWI EISEEL TS
Vo BBRLR—RESAEYRLR—FDEBWCDOVWTELL I T&<HBERM #8BLTETL,

BROT7 U T4 T EREDHE

#ADM®IC. Citrix Cloud IZBTBED X+ v Fo 3wy bEERL £9, CitrixCloud i&. 20AL YA —BICEE
LE—BoastiEsfirRrLET,

REBEMUDOT I T« TREREDE

BHELCEZIIC, Citrix Cloud IZ1BE 24 BEIOD X +y F> 3w b=fERL &9, Citrix Cloud iZ. Z® 24 B D
BICRELI—BOEHEGHERTLEY,

EARKROERE STE R T7IV T ET+

AV ADEEZRTI BICIE. [(ERARROFAORR] 20 v I LET,
[(FERARROMER] €7 aVIiCROBRIARTEINET:
¢ [ZAEVREFODHT] IKIE. UTOBRDY S IHNRRINET !

- [t -4 BALEEBI-Y—51t> 0B,

- [E—0B0Sr& > 2ER]: BRLABMERICEID YU TONS IV RDEASK. TIAILET
(&, Citrix Cloud IZIREDEBENZEBDE—VEHAEXRRLET. ARFEBEACcoE—J&ER
EZBRBITBICIE. RRTIBRAFLIIBRZFOY 4TI A Za—5BRLET,

BIRLCBNERNZ/ZET LTULWARWES. Citrix Cloud IZIEZ DB SICS W TRFORBBROE—2
FRENKRRINE T, LeziE. REETHFOBRZHET 58, CORMETO 1REC ORI
EYREHRRINET, ROS500ATVY FERTS 1Y RORAEHEX % . Citrix Cloud TIZ#
D 1KEOE—IERENEHINET,
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o [7OT 1 TRER] IIE. UTOBROT S THRTINET:

- BEfL: B% 30 BEOE B DEFHEGK.
- BB fiQALVH—FICHIT3EZADEHEG.

[ZAEVREDYET] £} (7T« TRER] JS70RRERIY FT3L. TOHROFHFMAIRTINE
ER

Usage Trends
License Assignment Active Use Daily Monthly
September 9, 2022
Q Q O—q $ o
e, 0 Y ACTIVE USERS iy 0
O USAGE THIS DAY O
o a Q d
O O
o0—0 o,
L
e

—_ ~

11> RO

BEI—HY—-S1E2E -T2 TIRTBD Evdarhotlfid 3 BBMNICEREINE Y, C
NSDSTEVRZFHTHRRT BHBERHD A

Citrix DaaS Standard for Azure OS5 1t > X L ERRTDELR

November 9, 2023

CORLETIF. - —/FNA R4V RETILSLVRABI— -1tV AETFIOEAEZFERLES 12>
REDYTOERICDOWTEHALE T,

Citrix Azure Consumption Fund (Z—%'—|F /1 XD&H)

CEROY—E RBRETERT S Citrix Azure Consumption Fund ZBBA L7354, Citrix BB Y —XDEHE
LAR—=MIDWTeEL < I TCitrix DaaS o Citrix Managed Azure )Y — X DEEDER] 2BRBL TS
Lo
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STEVREIDET

IA—H4—[FNA1 251t >XETIL: CitrixCloud Tid. —BEOI—H—FIFTNARICEBTRYI by TDH)
EEFFICS I IPADYTENET,

BEI1I-——51t>XEFI: CitrixCloud Tld. NI RICHBZTRI by THEI-—H—DEBLI-ESIIZS
TEVIADEDETENET, I—F—DOJTFTT2h. v arhotlfidde. 72 RFEIDETSN
BLADET, SAEVADEDYUTIE. TRIMY AT IELRATETNA ROKICIGEL TEDZAREEDEICH
378, CitrixCloud I3 5 BT ICERFDOST MY RO ZTFEL £,

BRERAS A EYRETILICDODVWTEHLLIE, FMEYRAF—N—BEFFa XY O FEREAZ Y21 25
BLTLRETL,

E—IBDSItY RERADHE

FERERAZ Tt RETIHERICRMEINSZ LS. Citrix Cloud TREY—ERICERHC T VX9 3—BOT/NA
ADEDNERTEICATIYFENET, RATNTVWBRREOE—IRERRREID BTV Y FHBREFVIGE, E—
JISELARL B ICH LWE—IRERRRA Citrix Cloud ICRREINE T, ho Y bHREOE—IFERE
£OLBWES. HEOE—JERAEREEINEEA,

X1V RBDYIDET

COWEEIZ. - —[FTNTATRASATEYRETILTOAYR— IR TVET,

BHORXAVERIAML. ENSDO R XA VRICEWCMRIET AT Y b 2F2>8ROI1—H—HVWEHEE (e X
i&. johnsmith@company.comkjohnsmith@mycompany.com). CitrixCloud Ic7HAo > kK X
IVRBEIE. THUY bOa—H%—F (= 2z, johnsmith) OAEEBEEZLSICHATI LA TEE
o COTOERIFE. FXAMVBOUIDETEFEINET, T 74N ETIE. RXAVEZOTDEBTIIEMICHE ST
WE9,

RXA>EZDbETHEMICHES . Citrix Cloud IC& 3 —Ba2—%—0DHhD Y AEHLHEDD £9, Citrix
Cloud #. johnsmith@company.com&johnsmith@mycompany.com% 2 Ao—Ea1—H#—¢ L
THYY T30 TIEEL. johnsmith DAE—BI—H—c L THIVFTE3L3ICHDET, COHTV A
EOEBIE. ROFAEVRT—RICHELET,

e SAEVREDHT

« TUT 1 TRfER

o SAt Y AOEENGERER
s BRNRDZT IR

TAEVRAT—EDINSDEEIF. SAEVRIAVY—ILDT—REZTIRR—ELECSV I 7MILICHRBE
nEx9,
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PN

A-—HF—EHRDTHNCERBRBZEMUDOT ATV FHRBMLTVWBRERDO R XMV ZRIMLTVBIGE (L
ZIE BMa—Y—n7ho > thjohnsmith@company.comr jsmith@newcompany.com).
RXA1>BDIDETE2T>TH, CitrixCloud oa—#—hH7o > MERIIEFZL £HA. johnsmith &

jsmith &, ACEAOTH YUY b THBHBETH. CitrixCloud TlREhZh—BEI—H— L TEIEHSH
TV hEINET,

A VEBOYIDETZBMEIZEMICTS

TI7HILETIE RAMVBOYIDRTIEIEMCA>TVET, FXIVEDTDETIE. COWBEZEEIZE
MICLEBRED S - —/FNA RFARRT —2ICHELE T, RERE BEDBICRXTVEDOYDETE
Bicgde. 20AIC Citrix Cloud H:28R 9 2 7 — W B EZITE T, 727 L. COBBENEMICH > TUVIAED
BORBET—2IZUAIDOXETHEZRITEEA. RIS KEDBICRXM VEBOYIDETZEMCTSZL. TDA
i Citrix Cloud h'i22 27— 2D REEZZITF T, L. COBEDEMICB>TVWEBDOBET — 23D
FEEDET,

RAAVEOYIDETZENEIZEMICT I

1L SAEY R0V -ILOAELEICHZ R TINEIV VI LETD,

. 3 Licensing > DoaS Standard for Azure Time Zone: (UTC] Coordinated Universal Time

Licensing Domain name truncation is enabled @
Cloud Services DaaS Standard for Azure
DaaS User/Device Model
Gateway

A\ 100 licenses will expire in 31 days.

Secure Private Access
Endpoint Management Licenses

DaaS Standard for Azure ASSIGNED / TOTAL AVAILABLE

5%
vseo 5 /100 95
Licensed Deployments
License Servers

Usage

License Files

2. 7O avomBERDSNLS. BV THALTWET] ZBRLET,

ALY ROBE

CitrixCloud ¥, 2—H—/TNARXS1E Y XETIELVEARI-— Y-SV IETILTERAFOS 1V X
OHMEE1—ZRTLET,
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A—H - TNA ZAOHE

A—HY—/FNARXETIDHE. STV ROBETIE FIBLTVWSR S XOBRICH T B FERFOZ 1>
AMHRERINET,

Desktop as a Service Standard for Azure

User/Device Model ( View Usage Details )

A 100 licenses will expire in 32 days.

Licenses
ASSIGNED TOTAL AVBEILABLE
5%
LFSED 5 1 00 a 5

EH 100% ICIED<KIC2NT. RRIBEBHSEBICEDD Y, BIEN 100% ZBR B . RRHDRICKRD
ERS

CitrixCloud (3. BALEZ1E>RICHTIEDETONLTAEY ROLE, BLUERTELRS 1LY DK
DOBBLERTLET,

EE1—H—DEE

BEERAETILOBE. 1Y AOBMETROBRS—BTHMD 7!
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Concurrent Model ( View Usage Details )
Licenses
Last Reported: Sep 26, 2022 16:14:20 UTC
ASSIGNED / TOTAL AVAILABLE
74%
o 1 74/100 26 (26% )
Last 24 Hours This Month All Time
Usage Peak: Sep 26, 2022 12:19:20 UTC Usage Peak: Sep 26, 2022 12:00:00 UTC Usage Peak: Sep 26, 2022 12:05:00 UTC
99% ASSIGNED / TOTAL 99% ASSIGNED / TOTAL 99% ASSIGNED / TOTAL
UseD 99 /100 UsED 99 /100 UsED 99 /100

Citrix Cloud BMERFD S 1Y AERBICFHEL - SITERAPLE - BAFA T T XDOEDEIE,
Citrix Cloud &, Y—EZAADT7 I T« THREFEFO—BDOT NI RIZETVT. 58T ICCnEE&x:t
BLET. BALLSTEY X0 RARERZ 1Y XETILEERT 3 Citrix DaaS Standard for
Azure DT=BHICBALTEZ 1Y RDEFTY,

s BALIESAEVADAFHICHTEREEDZTENTVWE MV ADLR, ELMERATRELZZI 22X
DD D, COLXRICEY [G5t] OREIR. BERBLTVWS S It X0EBZERLEY ([BHL R
L—t] OBKORSTORE).

o E—UBERRROME. E—IBDOZ 1Y REAZHET 3154, Citrix Cloud 3. ROBMICERI N
1 ADERBZBFLET !

- BX 24 B BX 24 KEATRKERASNIES 12 XOEAHK.
- A REOBRICA>THSEARERINLZ 1Y ADRAH,
- BE: 7ROV TDaVHBERLTHSERMERINIES 1Y ADEAH.

Ch5DE—IRFERARRBICRINS [A5t] OREIE. ZORETHEL TV S IEY ROBEER
LET. MBS XADOEFHDMBME IR L. ENICHSTEIDH TSNS IDMBML o35
A [A5t] OBER. ZORRICBITZMES Tt AOHLVWBERMLTEEINE T, L. BT
BEABOE—IDRVEE. [A5t] OBEIZEKLEE A

ERRRDIER

Citrix Cloud 3. 22— —/FNARSA1 YR FLIEABEI—F -1 XD0WVWTFNHOERARTDOIERDHER
Z#RTLET,. CORRERTITBICIE. STEVIADEER—IHS [FRKTEOFMORT] ZERLET,
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Cloud Services

Daas
Gateway
Secure Private Access
Endpoint Management
I Daa$ Standard for Azure
Licensed Deployments
License Servers
Usage

License Files

Daa$S Standard for Azure

View Usage Details

User/Device Model

A 100 licenses will expire in 31 days.

Licenses
ASSIGNED | TOTAL AVAILABLE
5%
e 5/100 95

View Usage Details

Goncurrent Model

Licenses
?4% ASSIGNED / TOTAL AVAILABLE
74 /100 26 [
Last 24 Hours This Menth All Time
81% ASSIGNED / TOTAL 989% ASSIGNED / TOTAL 989%
USED 81/100 USED 98 /100 USED

ASSIGNED | TOTAL

98 /100

A—HF—rFNA ADIEHE

A—H—[FNARZ1 Y ADBE. FRRKEZOER] £ avicid BI0YUTENESTEYIORRDT S

TJELTRTEINETD,

Usage Trends (UTC)

License Assignment

100

50

Jun 2023

Jul 2023

TOTAL LICENSES

PREVIOUSLY ASSIGNED
NEWLY ASSIGNED
RELEASED

TOTAL ASSIGNED

ANAILABLE

Jul 2023 Aug 2023°

Sep 2023"

JZ7LORBRERI Y TR E. ROBEBIRRINET !

s FAEVRER: B LIEISURT—EXFEREDTDHICENEAD T 1Y IEHE

o LIANICEID Y THEHA: L£BAODYTHENESAEYADE, 1 ZIE TBICISTRY—ERICHNDHTT Y
TRITZ3A-H—ICSAEVRABEDYTENELET, COSTEVRIE. 7THIC [FHLLEIDYTEHS]
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ELTHIYREINET, 8AICIE. THENICEIDETEA L LTAYY FINETD,

s FILKEDYTES: SRICEIDYTHNLHLLSAEY RO, e xiE. 7TBICY ST RY—E RIZH)
HTTIERTZA—H—ICT1EVINEDE TS LET, COFIEVRIE 7THIC [FHLCED
YTEH] cLTHI>YNEINET,

RXALVDEYIDETEEMC LIEBBICIET A2 ) RIOMMTVWTVWET,

50

Jun 2023 Il 2023 Au g 2023 Sep 2023"

RXC > OTIDET2EMICLIEBICIET X2V RIDBMFVTVET,

50

Jun 2023 Il 2023 Au g 2023 Sep 2023"

BRI — —DIEm

ARI-—HY—51t>X0BE. ERRROER] €7 avIilRoBERIRTIINET:
o [TAEYREER]: BALIERARSTEYXDEES

c [E—URDSAEYRER] . BIRLEZANERICEIDHETONTES AV RDRERE. T 7 #)L LTl
Citrix Cloud ISBREDEBEDRBOE—VFERAE*RTLET, BREAFLIEBEICOE—VFEREXER
T3ICIF. RRTABAFLIBEAZROY AU X a—h5&ERLET,

FIRLCBREENE8T LTuAVLES, Citrix Cloud ICIZZ DR RICEVWTRMOBBRROE—2
FRENRTINE Y, i, REETHOBAZHEREY 2155, COHEMETO LERCEDRRS A
EYRBHRRINET, ROS5D/DAVY FERTS MY ROZAENEZ 5 &, Citrix Cloud TIx#
D 1BEOE-IERENENRINE T,

JI70RRERAbTBE. ZORRTORHTII LY ABEE—IRDOS I AFERPRTINE T,

A—H—ETNARDZAE VAT IT1ET«

A—H—/FNARSAEVRADBE. [SAEVRTITF14ET«] 023> Tid. SAEVREEDYTHEL
DAI—H—D—BrI1—H—ICSTEYIAPEDYTOSNEAMPERERINE T, COEIaVIFABSIEYX
TIFFIATE £ A
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License Activity
5 Licensed Users @ Export
D Show only releasable licensas Search by User Q 1]
Username Domain Last Login Date Assigned
D userd Mar 29, 2022 21:46:07 UTC Mar 29, 2022
D userd Apr 29, 2022 21:46:07 UTC Apr 29, 2022
D user2 Jum 20, 2022 21:46:07 UTC May 29, 2022
D userl Jun 29, 2022 21:46:07 UTC May 29, 2022
D userQ Jun 29, 2022 21:46:07 UTC Jun 29, 2022

—HBZIAINRIVTLT. BBHNRDODSAEVADHERTIB LD TEET, AxLFD MEIODHTEAS I
VAT B EBRLTILEE L,

A—H—|FNARZ1 > ADMREK

WRKEBRBZA—Y—[/FNAZASA LV ADBERIE. Y—ERBTRI) P a v OBEICE>TERDFT,

o FHMHY—ERYTRIUTYay: EHUYTIIU TS arvhH31E81E. BE30 BRI AU £kiF
TRy TEBHLTVWAVWI—HF—DSA Y RERBRTEET, SV RIIEREZIETHRIRT 3D\
BRI TE £,

o BHMIY—EXHYITRIUTS gy BEUY TRV T avhiH 3841 707« THREICEELR L.
ZBD1RICSATEVRERBRTEIET,

SAEYIBEDYTSNIBE. S0 Y THEIEYT —EXANDEGEHIARISNTHS 90 BETY, 21— —% 1k
BTN ZN 90 HREZ PV EHRIFTRAI by T2 EBEHLTVAWES, TN5DSAEYRERFEHOSIEVR

A IN. 90 BE&IC Citrix Cloud IC& > THBBEINE T, COTOLIIZBEHUINTESD. BEEEICK DIRME
BBEDHD T A,

ZIOHTHIA (90 H) BB LTIHE. BEEIIRDDFIATOHZIEVREFHTHRHRTITET !

s SUANOEEMIFH B B> —,
o REAKIRFOI—H—,

BIEEIE. TNARADPBELIBEDH. TNTADSA VY RA%ZBHRTITET,
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=N

s SAEVRZMNT BICIF. BEITOCRICRS CezdbedLET, e LEEED. 90 HOHARA
ZBYBHIC. EROBHTREBLS SRR LS5 935G, Citrix EULA ISBR T B ATREM
NHOET, COREZETTIEIC. Citrix IZBBVEDECIZE L,

s BEER. UlZEALTI OOV RZFHTHRRTETET, 3. 75U RZ1EVX APl %
FEALT. RS IV REZMMTE 2 ERTE£9, 5L <Id. APIs to manage Citrix cloud
licensing) 2B L T3,

FRIRFTRES 1 £ > A DRR

A—H—FIFFNA N30 BUET T £dT 20 by T%EE L TV ARWEE. Citrix Cloud I35 1>
TR ETRERRRBIC L £ 9. MBMATRES 1Y Xk BIRTIZRBVIRBOF T v IRy IREEHIC [Z1EVR
FRI—Y—] £ [STEVRERTNAIR] UAMIRTINET, BRTIAVSIEYRICIE. ST1EY
2ZBRTERVWLEZERTEVWVRBDF TV IRy I ADRRINET,

[SAEYRT7IVT14ET«] €72 aVICRRINZ—BICIF. —EBICRK 100 BORDHTEAHS 1> ANEK
RENET, 100 @ZBR 251 ADHB3FEIF. XR—JOAY rO—-ILT—EBZBELET,

License Activity

122 Licensed Users @ Export

E] Show only releasable licenses Search by User... Q n 2> »

BRARES I A2 TIERKBDIF3ICE [Z1E0XE8H] REV0EICHD [BRAES 1Y ADEER
R BEINLET, CORMEICED. FRBEIRTIIABVEID Y TEASTEYINERTICED £T,

License Activity

122 Licensed Users

B Show only releasable licenses

FRINATRE S 1 £ > R DR

BIMEYADBICHBZRVWIREDF T v IRy IR Z#ERL T, BRIZTIEVRZBRLET, —ENS5T
EURZEIRT B, [SAEVRZ2HEB] BT 0T+ TICBDET,
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Citrix Cloud

RRAIRE R ST XZTARTLIDYDERL., [TV ROMEH] Z#RTEXT,

EIOYETEAFIERERRT S

1. BEICSL T, [BRIRS 1ty X2RT] ZFRL T BRARS T XZ2H/H 21— —DHERTLE
ERS

2. BETZ1—-H—ZBRLTIDS. [STEYREBR] ZBRLET,

3. BRLIEA-Y—ZRBLTNS. [STEVIEZBR] ZFRLET,

B 1—H— 511> XDHER

B I-—F—51t>AE I—F—DPYA2TFULT3H. v arhotlifiss e BFNICHERINET, C
NSO EVRZFHTHRRT 2HBERHD A

Endpoint Management D> 1 &> X 70 7« T RERRTDER

November 30, 2023

STEVREDET

—RRISA—F—IIE I T T R —EROBRYOFEARICS 1 £ ADE D HTS5h 9 .Endpoint Management
TR A—HF—DBTFNARZ2ERIBLIICSAEVIDEDETOSNES, TN ZADBBERINDZ . TN R
EH#AEIC Citrix Cloud ICF v o 1> L£EF, CitrixCloud id. 20 TFz v o1 > NILR) 2FERLTERADE
HE%Z:tEL. BBEELN I —DORMOY —EXFEARRZBETESLSICLET,

EERIE. I——DBTINA XEZFOTERLILE S, FLRETNIRICHWLT IFzv o1 NILR) BHISHT
RELESIICRELED,

SAEVRIF A—HF-CICEDYTENET, LA >T 2 ADI—HF—HRELCTNTXZERBLTERTS
EL2D0DSM Y RBEDYETENET,
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S ADOME LA
» Lacensing
Licensing Tima zana:
Cloud Services - Endpeint Management View Usage Details

Desktop as a Service
| A 100 licenses will expire in 32 days
Gateway

User/Device Licenses
Secure Private Access

Active Use
ASSMINED ./ TOTAL AVAILABLE MOHTHLY USERS DBAILY USERS MONTHLY DEVICES DALY DEVICES
Endpoint Management 52%,
USED 52 /100 48 39 19 40 20

Desktop a5 & Service Standard fo_

Licensed Deployments
Liconse Servers
Usage

Licensa Files

SAEYROBETIE. YR—FINTLBZET—ERICEATZROBEHRE—BETHRATIEY:

s BNEHTZTEYRAARICHTBEDETEATIEYADEE, BIEH 100% ISEI<ICDN T RRd&
BOSEBICEDD XY, EIGH 100% 28X 5. RANFICAD X,

e BALIESAEVRICHTBEDETONLST ALY RO, BLUFERAIELES IV IDED D,

s BRBLUVBRDT VT« T RERRKROGE:

- BROT7 VT« TRERARRE IR BE 30 BEICY—ERZ2FRALL—EBEOI——#HEHELET,
- BROT O T4 TRERRREIF. BE 24 BBURNICY —EXz2FERL—B021—H—#ZzHELF
ERS

s USURY—EROYTRIVTL 3 UHERINICAE S ETORKRDERE, $T7X7UTF>3>H 90 BHUA
ICHARINICH 355, EEXvE—IDRTEINE T,

ERRRDIER

S AOFMERTT BT [ERARROFMAORT] 20V v o LET, ERERAL. V5TV RFYF—EXST
TYREFEALTVWBELDI—H—ELUVT /NI RONREERTETE I,
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Usage Trends (UTC)
: Oct 201

License Assignment Active Use tHi ] L
TOTAL LICENSES 100
100 PREVIOUSLY ASSIGNED 21
NEWLY ASSIGNED 4
RELEASED o
50 TOTAL ASSIGNED 25
AVAILABLE s

0 I | _ - -
Sep 2021 Oct 2021 Nov 2021 Dec 2021

CORRTIF. ROBEHRERTLET !

s STEVRAERH: BHLIEYSURY—EREREDLOICBNEAD ST A& K.

« EFEIDYTEA: BTLOVBHICEEICEIDHTHENTWVWER IS RY—EXSI1EY R, 7o xid. 7 AIC
A—H—ICTMEYZANEDETENIBE. ZOEDETIE 8 ADFFBIDH TEARICEEFNE T,

¢« FILKEIDYTES: ACLICEIDYETONIYSURY—ERSAEY B L ZIE TRICOSTRY
—ERICMHTTI/ERTRZA—HF—ICIE. STEVXDEOLETENET, COFTEVRIE THDOHL
CEDYUTEADEHIZENET,

s 7T 7RERRR: si0BASLUVBEEORRELUVARDT VT 1 7w ERAKRTDIER.

Usage Trends (UTC)

September 2021

License Assignment Active Use Monthly

ACTIVE USERS
— USAGE THIS MONTH 3.0%

SAEVRT7IT1ETH

[SA1EYRTIT4ETa] B avidid. ROBRO—EHRRRINET:

o SAEVRAERIDYETIELDI—H—
o SHAEVIBEDYTShI-AR
« BERINLTNI RO E1—F—DREFTvI1VE
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License Activity
40 Licensed Users @ Export
e Q 1]
Username Domain Devices (Total Devices Count:0)  Last Check-In Date Enrolled 4
Adams 1 Device Oct 1, 2023 00:00:00 UTC Oct1, 2023
Gonzalez 1Device Oct 1, 2023 00:00:00 UTC Oct1,2023
Baker 1Device Oct 1, 2023 00:00:00 UTC Oct1, 2023
Melson 1Device Oct 1, 2023 00:00:00 UTC Oct 1, 2023
Carter 1Device Oct 1, 2023 00:00:00 UTC Oct1,2023

BREATINAT RADERTR

BEDI——DEFEEATNAADRERTTBICIE. [TNRAR] B> 0% 7)) v I LET,

Username Domain Devices (Total Devices Count: 0) 4 Last Check-In Date Enrolled

Brown citrite.net 1 Device Sep 4, 2021 24:00:00 UTC Sepd, 2021

Citrix Cloud ICid. 22— —ICBRBTINTVLBTNTRAD—BEY, EBFTNTRADRERF v I1 YAPRREINZE
ER

Brown

This user has logged into these 1 device

Device OS54 Last Check-In

windows10 Sep 4, 2021 24:00:00 UTC

EOETONSIE XA ZEBNICHERT S

Citrix Cloud (. 18% 30 HEICRD IR TOEGZHB T 1I—F— DSV = BEICHEHBLET:
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o A—H—HDHFHLWLWTFNATRAZEFELTULAEL,
o 2—H—H CitrixCloud ICF T v 71> LTWAEWVEEFEDOT/NA X ZESTWV3B,
WRERDSAEAZMBRT B -ODMDIRIEITIBREDLD £H A

WREBBSAEYIADBRINIB. I—F—RBTNAREBRIBZETHDOSIEVRERBTIEY,

Gateway —E XO®IHIBEAEDEAR

October 4, 2023

Z CTlE. Citrix DaaS (IH#F Citrix Virtual Apps and Desktops #+—E R) & Citrix Workspace %R ¥ %15
&0 Gateway #f—E X %@ U1 HIBBOERARRICOVWTEHREBL £9, Virtual Apps Essentials t—E XIC& #
N3 Gateway #—tE 2oEiEEEEE L. Citrix Cloud BBa>VV—ILD [S14EYR] R=JIZRREINEHE
Ao
7
Gateway H—EXDZ 1> Rid RET7FVEIMRET I by TOFERICEEY 3720, HEHEBOFER
RREIBETZDICRILE £9, Citrix A, FRRETOBHABOEARROED U TEBEITICIEHD
FtAo BHBOED L TEZENTITH. CitriX "EBBFOT—o/0O0— RPHY—EXDORIEEHIFE I
HOEHA, Citrix ' Gateway H—E X BHIBOFERAKRTOR) > —DBRAFEZEET 5HEIF. Z0D
TENEHICHRIFICEMoELET,

ERRROBRE

FRRTOMETIE. & Gateway U—EXDOH TRV VT 3V OFHBOERARRE. IRTOFTRIU TS
3y (BAE. F/E. BRME) o&atBEEN—BThNDET,
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Time Zone: (UTC) Cocedmated Universal Time
» Licensing

Licensing

Cloud Services Gateway

Desktop ss a Service Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

I Gateway

Overage
Secure Private Access

Endpoint Management

Desktop as a Service Standard fo..
Monthly Subscription
Licensed Deployments
A Available bandwidth is low
License Servers

Usage Bandwidth Usage

License Files 200 GB used out of 200 GB

Annual Subscription

Bandwidth Usage Annual Period
275 GB used out of 600 GB START DATE -END DATE
N lun 2022 - May 2023

Termed Subscription

A Available bandwidth is low

Bandwidth Usage Term Period

500 GB used out of 500 GB START DATE - END DATE
Jun15, 2022 - Apr 15, 2023

Citrix Cloud Tid. FHEOEFHEL. YT RI VT a3V OBECCICHESNEBEHBOENRRINE T,
HITROVTavOBEICIGL T, Y TRIUTD a Vv OREHMBRTINE T

« BAY 7RIV T ay. REOKREHENRTEINEEA, COTFTRIUTL a>oizs. KefifizE
AlBD5HBED. Z0AORKBICKTLET,

s FEYTROVTY 3y REBBEOMBBECETAVRTEINE T, COYTIXIV T avniga. R
HREE 1 FFTY,

c RIS H TRV T ar: REPHORMBB LA TAPRTINE T, COYTRIUTS 3 vDiza.
REHEIF. BALKEY TRV T3V OHETY, e zid. 3EFMOMBRMIYIRIV T 3> %zHE
ALTGE. REHHOMBHECKRTHRIZZED 3FEBICADET,

BTV T3 oh 90 BURICERTINICAEZHE. TOY TRV TS a VICET3EEXyE—IUHRRT
nxd,
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Bid

CitrixCloud Tlg. $RTOHITRXI VT3> OABOBBADHEINE T, BALLHEHELDHEOFE
18z HE L7 a. Citrix Cloud TIRBBLI-HEHENBBS L LTRIINET,

YITROV) T2 arvhiE#8H 356 BRI, BTHNRDLRVWSTZIIU 7Y 3 v OFEEEOEARANAIES N
9, TOYTRIV T2 arTEHOETONCHERBZRVRIELIEBE. RICBRWETHOY IRV T3y
ICDWTHEBOEAREINAIESNET, IRTOYFITZXI VT 3T HTONIHEEZFEVRLT L.
HELERENBRD L LTRTRINET,

[(ERARROME] R—2I2IF. HRDOBASHENRTINET Y, —EHRHOBRZRRT 3ICIE. [BREEI ST
R ZHERLET,

Gateway

Usage Summary Monthly Subscription Details Annual Subscription

Overage ( View overage chart )

Total Overage

571 GB over available bandwidth

BE12HBEOEHOBBEEY 7 IHNRRINET,

Overage over time B Overag

HAOBBDIBERICEODBINIEA. ROADKBRES L. AtBBAREDICUEY FENET,
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READTIEHIE

Citrix Cloud Tid. ROBEEMICHRZ L, TRV U T a>oEigiBERENBBMNIC Y FIhET, BE
OH TR T a VEEPRICHERIBEOLEZFERA LADL -2 7HEE. KMEROTHIHBITROFEHMICS| THINE
Ao

feezid. BRIV T RO) 72 3212 150GB 0 &:FEEASFNTWT, HEDAIZ 100GB OFEE=FER L
f-%E. BROYSICERENEOICYEY FEh, TEHBO&EsE2L LT 150GB i"RRENFT. KMERAOTHE
@h. SETOFHBOZND HTHICEBMINZIZLIEH D £ A

ERR RO

BTV T a0z RRIBICIEE. VY- ILOEBICHZAM. F£H. FLBBARNIOT TRV TS
IVOFMETEERLET,

Gateway

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Bandwidth Usage View Product Orders

Total Usage Individual Entitlements

200 GB used out of 200 GB

B VAD Service Site Aggregation- XABS Site Aggregation - VAD

109.09 GB 54.55GB 36.36 GB

Usage Trends (UTC)

200GB

100 GB- i I

Dec 2021 Jan 2022 Feb 2022 Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 Oct 2022 Nov 2022

BTROVToa>0BEI LI, #FHlZTIOROBERIRTEINE !

o BEMERAE. BREOBEDOINRTOYTRIV T 3V THERATE S AHEHEDS 5. HESThICHHIED
g, BEYIROV T a>0igE. HROAERENRRINE T, ERT IRV T2 a Ve BRAE
YITRoV T2 a>niga. GtERRIR. INTOERY TRV TS a Vv EBBRES Y TRI VTS
IVTEBEINE T,
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o ERERE: REOBEDOZY TRV VT a v THESNICHHIEOAHE, L 2E. #HROFHT TR
2072 a e diga. COXTICEEERTTIIOUTS a v oEREORRMERNICRTEINE T,

HBEINfEIEOZIE. Citrix DaaS (VAD Service) =/ L7z7 ot X, F7i&Citrix Workspace o4 +7
U= aveEERLEA Y7L S X0 Virtual Apps and Desktops IBiEE# /T L7 7V £ XICE W THEST N
E

ERRRDIAR

[(FERARROER] €7 a> T BE 12 MABMOEREORRIPRTINET,

BEYTROV T arogs. BTUICERENRTEINE T,

Usage Trends (UTC)

200GB-

- I I I
0- I I

Dec 2021 Jan 2022 Feb 2022 Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 Oct 2022 Mov 2022

FERY TRV T a Ve BRASY IRV T2 ay0BEa. oIS avIiCi3ROE a—hRRINET:

o ERfERE: REOREHBOZRICTHE I NITHEBOERRKIT.
- RREFRE: REORSHAPICBRARBINCHEHIBOERRKT.

Usage Trends (UTC)
Individual usage Cumulative usage
[ I

600 GB-

400 GB -

200 GB

0. I ||
Dec 2021 Jan 2022 Feb2022  Mar2022  Apr2022  May2022  lun2022 ul2022  Aug2022  Sep2022  Oct2022  Nov2022

ITRTOY TRV T3 VOBEICOVWT., ERARROER] 5 7DN—ICRTVRAA—N—F3L. TOBET
DOBIPBOFERRIN 7 I/ RPUCHEINTRRIINET,
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Citrix Cloud

Usage Trends (UTC)
WAILABLE W vAD IRl
GIGABYTES USED
200 GB- VAD SERVICE 75 GB

B SITE AGGREGATION-XABS5 0GB

B SITE AGGREGATION -VAD 75 GB
TOTAL 150 GB
100 GB- I I
o I I

Dec 2021 Jan 2022 Feb 2022 Mar 2022 Apr2022 May 2022 Jun2022 Jul 2022 Aug 2022 Sep 2022 Oct 2022 Nov 2022

AV RTIT14ET
[SAtEYRTITF4ETa] o2 avicid. ROBRIARTINET:

o SAEYRAFERI-Y—: SAEVAPEDYTSNFELOI—F—D—BLARRIINET, O—BITIE.
BA—H—HEBITZRXr>, @BE30 BEICFERAINI-HEIEDE. BiElEEZFERIT Y —EX 21— —
PRBICERALIEBEINEENET,

o EfIa—%—: HHEHBOEAKRRTICISEL T, 10 AD2I—HF—D—EBRRTINET. CO—BIZIL
72D\ (Citrix DaaS F7zld8 1 b7 J U —>a>a N Liz4> 7L 2 2@ Virtual Apps and
Desktops) (IZiC7z. BX 30 BREDE1I—H—DFERAEORRIEENE T,

Gateway

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Licensed Users Table Top Users

Search by User.. Q L4 1-10of 10 > @ Export to CSV
Username Domain GB's Usedd Last Login

Collins 8708 GB Nov 13, 2022 23:14:51 UTC ses
Edwards 7243 GB Nov 15, 2022 231451 UTC see
Morris 65.9 GB Nov 14, 2022 23:14:51 UTC Ll

Citrix Cloud Tld. HFEDIA—H—HS1 >R EFAL AL A272HBAETH. B 30 BEOFHIEOERRRN
RRINEd, Gateway H—EXOHITROU TS 3 Y OFHERIMIN TS, BL2021—5F—H 30 HETHEHEL
fcEEEARTINE T,
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Citrix Cloud

BEDI-—Y—DEARROFEZRTI S

L[S0t REALI-—Y—7—TI)L] ZBRL. —ETRRIZ1—F-Z2RDITEY,

2. R=PO—BRICHZEWELS () XZa—0 [FARREZRT] Z#RLET,

Gateway

Licensed Users Table Top Users

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Search by User. Q < 110 of 10
Username Domain GB's Used Last Login

Collins 87.08 GB Mov 13, 2022 21:50:43 UTC
Edwards 7243GB MNev 15, 2022 21:50:43 UTC
Marris 65.9GB Mov 14, 2022 21:50:43 UTC

@ Export to CSV

View Usage

fio

ass

Citrix Cloud Tld. 2—H¥'—D®BEIES 7 V2 RBICKRTINE T,

This user has used 75.69 MB

B VAD Service BEres X B

7569 MB

- -DERARROFEERTT S

[Efia—4—] ZBRLET,
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Citrix Cloud

Gateway

Usage Summary Monthly Subscription Details ~ Annual Subscription Details ~ Termed Subscription Details License Activity

Licensed Users Table | Top Users

Last Month v Top 10 Users A B VAD Service Site Aggregation-XA6.5 M Site Aggregation-VAD

Top Users Usage

Eawerds |
v

cotins |

sol

stewert N S

Morgen |

senche: | S

Rosers | S

o 10.000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Megabytes Used

Citrix Cloud Tl Efidl—¥—OBHBOERRREL T I/ RBICHESNI S THRTINET,

T7AIWETIE [HIa—%—] 0J57Ic. BE30 BETRDS OFEEZEA L/ 10 AoI—F -4
RIEINET, COE2—ZZTBL T, U5 A EU15 A0 FF LI 20 AOI—HF—2RTTTEY, HH%Z
(28] ICEEITBIEHTIET. ChUED. BTRIUT avoeiotiia—Y—IHRREENET, C

DE1—2ZBET BRI BAZa—D5F T2 aVvzBRLES,

Licensed Users Table Top Users

Last Month A Top 10 Users A
All Time Top b Users
Last Month . Top 10 Users

vorrs I T 15 User
Collins _ Top 20 Users
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Citrix Cloud

Secure Workspace Access D> 1t > X L ERRRDER

November 30, 2023

SAEVREIDHT

SAEYRE —BoaA—H—HWeb 77U SaaS 77U, &7 TCP 77U UDP 77V ¥ TEEE L 1=

CEICEIDHTOENE D,

A1V ADOBE

> Liesnging

Licensing
Cloud Services Secure Private Access

Deskiop as a Service

Licenses

Gateway
529 ASHIGHIE | TOTAL
Secure Private Access usED 527100

Endpoint Managament

Gi tos Used
Deskiop as a Service Standard fo. by

1,000 GB out of 1,200 GB

View Usage Details )
Active Use
AL AL MONTHLY DAILY
39 19

Licensed Deployments

License Servers
Usage

License Files

STV RAOBEICIIRDBHRNARTINET !

BOHTONTWVWEBANEA ST EYRDEFHN—ET—

- BIEH 100% ISIED<ICDON T, RRRIEEHDSEBICEDD T, BE5H 100% 2EBZX 3 L. "R

DIRICED £Y,

BALISAEYRICHTRIEDYTHENLESTEYIDOHER, BLUVEIDYTARERS Ty XD,
BRELUVBRDT V5« T RERIRTDOET:

- BROT7 O T« TRERARRC I, BE 30 BEICY—ERZzFRALA—EBE02I—F—#HZHELET,
- BROT7 O 7« TRERRRCIE. BE 24 BBURICY—EXZEAL—BOI—H—#zHELE

ER

TRTOTFTRIV T 3V OFEHEOEHEDS 5. HESNICHHEBEOE,
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Citrix Cloud

s USURY—EROYTRIV T 3 VHERINICAZ EFTORDER, Y7200 7232490 BURA
ICHARREINICE 3155, BEEAXAVvE-—INRRINET,

FRINZ SR EHEIEE

Secure Private Access Advanced 47X U 7> 3> 0BE. F1—%—I3 1 HhBH7=D 5GB OoFIHIEICT &
vRTEFET (A—H—%H7b 60GB/%E), Secure Private Access Standard 47X ) 7> 3> Digda. €1—
HF—Z 1D BH=0 1GB DFEBICT /LA TEEY (A—Y—H7=0D 12GB/F), CoHHEEIZ. EHOS 1>
RCEFDM>T HIT RV DT a ViR, T—IILEhE T,

feezid. 3FE[MTI00 S XZBALIEE. AstHiEiElE 18000GB (24 b £9 (3 £ THER 6000GB),
COFEIFEEIE. 3EB. IRTOSAEYRA—HY—IZHBINET, TSI TRIVT gV EBANT S .
Citrix Cloud TIZIARTOH TRV Foa>nDSAE >y A0 EigENrRTINE T,

HIRVV T 3 VEERICHERROSEZFEA LA o 72HE. Citrix Cloud TIIEMEHCKREROTIHIEN S| S
BHNELEA. TTRIV TS 3 OBHERMIMINIE SICEALCFEHEZEBI TEALIGES. TTXIUT
LavEEHLILSICERTRSEHECOEIEONEETY,

BN BRI 2EROYTIIV T2 a v 358, EYTXOVTL a v oBHERIMINZ L. EFTII
T avICEEMITONTHEEHBEOEN StV I GHIRENE T, L XIE.

220087200 F>a>EBEALIEE. CitrixCloud TIREADHITRI U TS a>0Eas 51> L &5t
THBSRTINE T, RVOYTRIV T 3 > oBMHRITINS L. Citrix Cloud TRBEZEARI TN T LA
WHT RO )T arvIiCEERTSNHFRBEOADRREINET,

ERRRDIER

HHBOEARRE S Y AOFMERTT BICIF. [EFARKTOFMORT] 20U v I LET,

Secure Private Access View Usage Details

Licanses
Active Use

52% ASSIGMED f TOTAL AVAILABLE MONTHLY DAILY
usED 52 /100 48 39 19

Gigabytes Used

1,000 GB out of 1,200 GB

CitrixCloud 3. 2—H#—H7ILXTEFZ7 7V OBEICE DLW THHIBHEONRERRLE 7
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Citrix Cloud

Gigabytes Used

850 GB out of 6,000 GB(14%)

[
B Web and Saa$S apps TCP and UDP apps
400 GB 450 GB

FRARROER. BLUVIFVRT—ERDSAME A HEHEZFERAL TVWAELZOI——ONRHERTET X
ERS

l]ﬂﬂ Compare Charts

Usage Trends

TOTALLICENSES M PREVIOUSLY ASSIGNED NEWLY ASSIGNED

Nov 2021

License Assignment Active Use Gigabytes Used

TOTAL LICENSES

40 PREVIOUSLY ASSIGNED
NEWLY ASSIGNED

RELEASED

20
TOTAL ASSIGNED

AVAILABLE

Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 Oct 2021 Nov 2021

COWRTIE. [ERARROER] ICRDBERIRTINET:

 [ZAEVREDHT] 27!

- SAEVREH: BHLIEISTU R —ERFERECTDICENEAD S 1Y XEH

- BERIEIDETEA: ATEOBICEEICEIDETONTWVWB ISV RS —ERSAEV R, IcezIE T
BICA—H—IlSAEYANFDHETONIIGE. ZORIDETIZ8AD [FEFRBEIDHTEA] O
ATV EEINET,

- FLLEIDETEA: SRICEIDHEHTONLSAE RO, e XE THAICVSTU RT—EXRIZH]
HTTIERTZA—Y—ICFAEVIADNROHETSNILELET, COTAEVRIE THD HHL
CEIDHTEAS] OBUICHI Y FEINET,

(7O T4T7RER] 27 BIOBRBLUVEBEOARSLUVRARDT U7« T ERKRTDIEM,

Dﬂﬂ Compare Charts

Usage Trends

ACTIVE USERS
USAGE THIS DAY , ( Daily ) Monthly

License Assignment Active Use Gigabytes Used

o [ERTEE (GB)] 27 HATRLSHEHIED S 5HBESNLHEHECE, 1 - - oEARRL.
Web 77U% SaaS 77U, TCP 77U UDP 77U RBEDT T r—> 3 v S OBHRIRTINE T,
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Citrix Cloud

[usage Trends (UTC)

License Assignment  Active Use  Gigabytes Used

600068
400068
200068

o
Jun2023 Jul 2023

SAEVRDEDET, 7O T4 TRER. BLUHEHBOERARTOERZ LLERT B 1213,

‘il Compare Charts
[
—
—— I

Aug 2023 S0p2023 0ct2023

[FZ7DE] Z#R

LEd,
Usage Trends (UTC) X
License Assignment [ Total Licenses M Previously assigned M Newly assigned
100
50
— I '
-
0 -
Jun 2023 Jul 2023 Aug 2023 Sep 2023 Oct 2023
Active Use Daily Monthly
60- /
N /
20-
0-
Jun 2023 Jul 2023 Aug 2023 Sep 2023
Gigabytes Used [0 AVAILABLE M Weband SaaSapps M TCP and UDP apps
6000 GB-
4000 GB-
2000 GB-
. .
0- R — — — —
Jun 2023 Jul2023 Aug 2023 Sep 2023 Oct 2023
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Citrix Cloud

pE

FERAKROERI. REOTF TRV T a VAR, RBEENhET, YTRIU T avzBHmyde. fil

WS T RO )T 3 VAR ORISR ICERARROERL )y hENET,

SAEVRT7IT1ETH

[SAEYRTIT4ETa] B aviciE. ROBROBRTINET !

Allen

Brown

Clark

Davis

Garcia

Hall

License Activity

30 Licensed Users

Username 4 Domain

et

Anderson net

et

net

net

et

et

Search by User..

QH<‘ 1-30 07 30 ‘)‘ @ ExporttoCS

Last Login

Jan 22,2020 00:00:00 UTC

Jan 22, 2020 00:00:00 UTC

Jan 9, 2020 00:00:00 UTC

Jan 21,2020 00:00:00 UTC

Jan 21,2020 00:00:00 UTC

Jan 8, 2020 00:00:00 UTC

Jan 19, 2020 00:00:00 UTC

Date Assigned

Jan 22,2020

Jan 22,2020

Jan 4, 2020

Jan 17,2020

Jan 21,2020

Jan 8, 2020

Jan 6, 2020

BEDHTEASAE A Z2BRT S

SAEYRZEDETIBELOI—HF—DUZR I

A—F—DFRBT B RX1 20
I1—H—HREBICH—EXZFER LA,
SRR A-—H—ICEDETESNAMN,

B% 30 HE. H—EXRMERINTLAWES. CitrixCloud IZZ0S51rE > X #BEFHMICHEKRL £, Citrix &
BERSAE U REBRTZT-DITRIETIHEIXHD FHA,

SAEVADBERINDZE. ENICRLETEODOS BV IBAEML, EIDHTEASAEIBARLDLLET,
SAEVADBRENTE. ISV RY—ERICATAI Y LTERATSZZLICE 2T HOSIE YR ZBSTER

ER

Citrix DaaS o Citrix Managed Azure ')V — ZHEDER

October 4, 2023
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Citrix Cloud

Citrix Daa$S (IB#F Citrix Virtual Apps and Desktops 4+—E R) OfEREEENT 3 £, Citrix Managed Azure
HIR) T a>n)V—REFEBTES Citrix Azure Consumption Fund #BAT 3 HTEXT,
5OV —REFALT. AV TLIRVDAL—#EIC7 IV ETRI by T2 21— —ICBRETEE T,

Citrix Azure Consumption Fund ZBAT 3 . ROWTNHIOFEEFERA L THESOZILWEITS e T
9!

o REFEH: FEDOBICHER L Citrix Managed Azure UV —RIZ2W T, BAIC Citrix B 55K =1
£9, CitrixCloud T, FH2FBBAS L LTRRINET,

o BIAVVEE: BREEIIER EOBE) XN—IXTHEEORLWVLEITS A TEET, pitALVEESZEB
ZERAZICOVT, CofFEAEE Citrix Cloud TEBS Y LTRRINET, BBDICOVLWTIE. BAIC
Citrix B 58ERZEZ T £ 7,

BHBEBEMIE. $1.00 K RILAELTT, CitrixCloud D5 rt>2a>V—)Lid. ERTZEMIZBHT 5 DICEIL
5&7,

HEIX xRS BICIE. Citrix Managed Azure Consumption Calculatorz /A L % 9. Citrix DaaS
Standard for Azure (IB# Citrix Virtual Apps and Desktops Standard for Azure) OEEBEE: S1E> 2D
Z +ZRBEDHBICE. Licensing and Consumption Calculatorz R L £,

HR—FINTULWBIRA

HEEOERIZ. ROITr>a>o CitrixDaaS THRIETE £9:

« Citrix DaaS Advanced (IB#F Virtual Apps Advanced)

+ Citrix DaaS Premium (IB#r Virtual Apps Premium)

« Citrix DaaS Advanced Plus (IB#F Virtual Apps and Desktops Advanced)

+ Citrix DaaS Premium (IB#F Virtual Apps and Desktops Premium)

« Citrix DaaS Standard for Azure (|B#% Virtual Apps and Desktops Standard for Azure)

HEOHE

[Citrix BER& S 1> XEHE] £ a>icid. Consumption Fund TER L BMOBELRRTINE T,

Citrix Managed Consumption View Usage Details

Monthly Consumption Overage Consumption

90 out of 90 units (100% 153 units

/\ You are over your monthly consumption. Contact your sales representative today to avoid disruptions to your users.

CHEZE (BEA)] 1ICid. BA LA Consumption Fund BE{Io#4% 055, SAICHER L ISEEEUORIERTR
INnEd., BRBEEREAVLY FINnE T, KEROHEBEAMIZEBICEDHEINEE A
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Citrix Cloud

CHZE (GR4HR] (Cid. B L7-#R Consumption Fund IO S 5. FRALICEEEMOBIARRIIN
9. AMBEERMLERIC. RMEAOHBEEREMUEEFICEOBINEEA,

[HBi@EE] ICIE. Azure Consumption Fund QB OB E B THEALICHBEMOBNMNRTIINE T, Citrix
Managed Azure VY —X = REREHITEA T 3HBE. 774/ FTIE HEEFBBS L LTRRINETD,

Bian oRESE

Azure Consumption Fund Z ¢ 2R &HITER T 354, Citrix Cloud TIE. HAICERA L ISEEEMOBNE
BRE LTRREINET,

AR ELIGERR—ITHERORIAWET - 6. Citrix Cloud Tid. REDA EIFFEICFERALIABE I
HEOHBRUOBHRRINE T, BALLBEULDBZ L OBRUZHEELIFE. Citrix Cloud TI3EBB L 7=
fini@ds e LTRRINET,

BRERXN—REFBRN-R0OEH THEEZAHLWLGE. £9. BALKCABBRMICH L TEEREDAEINE T,
ChSDBEUMNEESNIR. HEEOAEIIEREMICH L TIThbhET, ChSOBEUNMEEThE. HEL
TOBBBALITANTEBRS L LTRRINET,

HEBUZEMBAL. D27 AVY MIBADHERICHSI5E. L VWHEHBRUREBD ICITEBRINEEA.
LVWEHERIZ. TENSOBRMUOBARICRETSEADICOFBERINE T,

THE D4

HEBUOHFAZRTI 3ICIE. BEOERKICHS [EARROFMADRT] 27y ILET. FAR—TICIE
HEBCERARROEROARARNERREINE T,

Desktop as a Service

Monthly Consumption

118 out of 125 units

Usage Reports

Usage Trends oll] Comoars Cart

Monthly Consumption  Term Consumption
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Citrix Cloud

ERARRLKR— b

EAEHRE. CSV 771l LT, IEELEBRTHY Y O0—RTE %9, [Download Data] #-Jwv o L. CSV
T7AINZERLT. O—AILIIVICETIYO—RLET,

TRTOFARANT —RICRMEINZET, lHEFLRZ 1 PAOEDDDSRAT2HEZETZCCHHD F

ED

CSVI7AILICiE. DL avhiEENTVET:

o LAR—hOBNEEOFETEAFELEERN. G5HERRE. BLUREPOBBNZRILR-FDOE

Org D 51938754
Report Date 12/3/2021
Date Start 11/1/2021
Date End 11/30/2021
Report Summary

Credits
Manthly Consumption Units Available before 11/01/2021 S0
Termed Consumption Units Available before 11/01/2021 S0
Trial Consumption Units Available before 11/01/2021 50
Total Usage to Charge
Expired Consumption Commitment
Total $0.00
Maonthly Consumption Units Available after 11/30/2021 S0
Termed Consumption Units Available after 11/30/2021 S0
Trial Consumption Units Available after 11/30/2021 S0
Pending Overage by 11/30/2021 $0.00

Debits

Data may take 24 hours to be reflected. Usage and billing data should not be considered final until 72 hours after the end of the calendar month.

$851.96
£0.00
$851.96

o LR—tOANEHANEADES ERME. BEUSSVORNABOAES. $LU0BBHEZ T HRADHE,

Daily Summary

Date
11/1/2021
11/2/2021
11/3/2021
11/3/2021
11/5/2021
11/8/2021
11/7/2021
11/8/2021

Total Usage

5$28.40
52840
5$28.40
528.40
528.39
528.39
528.40
528.40

Remaining Monthly Funds

BBBEBEBBLY

Remaining Termed Funds

BEBEBLELY

Overage Amount

BBLELBLBLLY

o LIR—rOBNEEOEHD Azure VM, v T —2#E4. Azure A hL—3, BLUHEEBEBOREHIDOE
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Date Citrix Meter Name  Citrix Meter Description

Catalog Id

Catalog Name

11/1/2021 Bandwidth - Data Transfer Out - Zone 1 07f1d011-9ffb-472¢-93ab-3€2072932025  Win-11-MS-2 None Bandwidth
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 f061eeac-2507-459c-ab99-71fdesab318e  Finance desktops None Bandwidth
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 N/A N/A None Bandwidth
11/1/2021 Bandwidth - Data Transter Out - Zone 1 Cb7516c0-33e7-4853-9eb0-d84b712e9¢5a  Windows-11-Multisession  None Bandwidth
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 Windows-1: None Bandwidth
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 dfb0de0a-bOsf-4f0a-afds P None Bandwidth
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 edbceede-1930-4d87-b2e5-3b189bb3ebed  Win-11-55-22 None Bandwidth
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2s v3- US East 06 Finance desktops us East VirtualMachine
11/1/2021 Virtual Machines Dv3/DSv3 -D2v3/ - Us East Win-11-55-22 Us £ast VirtualMachine
11/1/2021 Virtual Machines Dv3/Dsv3 -02v3/ -Us East to: p: us east VirtualMachine
13/1/2021 virtual Machines Dv3/DSv3 Series - -UsEast 7M2e3c5a  Windows-11-Multisession  US East VirtualMachine
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2s v3- US East  07f1d0L1-3ffb-472e-93ab-2e2d73932028  Win-11-MS-2 Us East VirtualMachine
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2s v - US East  6dbcdabl-cdf6-4135-86e0- 762215145204 Windows-11-SingleSession US East VirtualMachine
11/1/2021 Virtual Network Peering - Ingress N/A N/A one VirtualNetwork
11/1/2021 Virtual Network Peering - Egress f061eeac-2507-459¢-ab93-71fdesab318e  Finance desktops None VirtualNetwork
11/1/2021 Virtual Network Peering - Ingress Cb7516c0-33e7-4853-9eb0-dBAD712e9¢5a  Windows-11-Multisession  None VirtualNetwork
11/1/2021 Virtual Network Peering - Ingress 07f1001f-9fb-472¢-933b-3e2073932023  Win-11-Ms-2 None Virtualnetwork
13/1/2021 Virtual Network Peering - Egress 07f10011-3ffb-472e-93ab-2e2d73932028  Win-11-Ms-2 None VirtualNetwork
11/1/2021 Virtual Network Peering - Ingress dfb0de0a-bOs-40 P None VirtualNetwork
11/1/2021 Virtual Network Peering - Egress eBbceede-1930-4d§7-b2e5-3b189bbIebed  Win-11-55-22 None VirtualiNetwork
11/1/2021 Virtual Network Peering - Egress Cb7516c0-3367-4853-9eb0-dBAD7I2e95a  Windows-11-MultiSession  None VirtualNetwork
11/1/2021 Virtual Network Peering - Egress . p: None VirtualNetwork
11/1/2021 Virtual Network Peering - Ingress e86ceede-1930-4d87-b2e5-3b189bb3e6e3  Win-11-55-22 None Virtualnetwork
13/1/2021 Virtual Network Peering - Egress N/A N/A None virtualNetwork
13/1/2021 Virtual Network Peering - Egress Windows-1; None virtualNetwork
11/1/2021 Virtual Network Peering - Ingress 6dbedabl-cdf6-4135-86e0-76e21545204  Windows-11-SingleSession Nene VirtualNetwork
11/1/2021 Virtual Network Peering - Ingress f051eesc-2507-455-ab93-71fde3db318e  Finance deskiops one VirtualNetwork
11/1/2021 General Block Blob - Read Operations N/A N/A None Storage
11/1/2021 Standard HDD Managed Disks - 510 - Disks - US East N/A N/A Us East Storage
11/1/2021 Standard HDD Managed Disks - 510 - Disks - US East -af0 p: us gast storage
13/1/2021 Standard HDD Managed Disks - 510 - Disks - US East da61-cdf Windows-1; us gast storage
11/1/2021 Virtual Machines Av2 Series - A2v2 - US East N/A N/A Us East VirtualMachine
11/1/2021 Premium SSD Managed Disks - P10 - Disks - US East f051eeac-2507-455¢-ab93-71fdedab318e  Finance deskiops Us East Storage
11/2/2021 Bandwidth - Data Transfer Out-Zone 1 07f10011-9ffb-472¢-938b-562d73932028 _ Win-11-MS-2 None Bandwidth

Citrix Meter Region Citrix Meter Category Citrix Meter Sub Category Citrix Meter Unit Quantity

SRP

1068 00000442 $1.13
1068 0.0000018 $1.13
1068 0.0064263 5113
1068 00000137 5113
068 00000015 5113
1068 00000073 5113
1068 00000334 5113
10 Hours 24 5125
10 Hours 24 5125
10 Hours 24 5125
10 Hours 24 5125
10 Hours 24 5125
10 Hours 24 5125
10068 0.00016714 5130
10068 000000034 $1.30
10068 000000323 5130
10068 000000422 $1.30
10068 0.00000165  $1.30
10068 000000307 $1.30
10068 000000129 $1.30
10068 0.00000148  $1.30
10068 0.00000115  $1.30
10068 000000342 5130
10068 0.00012724  $1.30
10068 0.00000121  $1.30
10068 000000323 $1.30
10068 0.00000094 5130
100000000 0.00000016 $4.68
1/Month 0400032 $7.64
1/Month 0033336 57.64
1/month 0.100008 $7.64
100 Hours 048 51083
1/Month 0.033336 $19.22
1068 00000235 _$1.13

Total

$0.00
$0.00
$0.01
$0.00
$0.00
$0.00
$0.00
$3.00
$3.00
$3.00
$3.00
$3.00
$3.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$0.00
$3.06
$0.25
$0.76
$5.68
0.6
$0.00

Total Charged
$0.00
$0.00
$0.01
s0.00
s0.00

ERARROERCEET VT ET o

[ERRRDMER] 2> 3 >icidk. EA LK Citrix Managed Azure UY — DI S THRRINET, 57D

N—

INUREEhE3E. RETI Y. XL

Y —RDBHARRINET,
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BEI2ZHBSOAMEERZRTI3ICIE. DEE (BEA)] ZFRLEY,

RExRy bT7—0UYV -, HEELE. EORICEELL
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Usage Trends
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Bandwidth Other
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HEMEAN 1 DOEa—TRRINET,
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Consumption Activity
< 112 of 23 >
Month Used Owned Remaining Overage
Oct 2021 0 1,200 0 0
Sep 2021 831 1,200 0 a3
Aug 2021 1,375 1,200 0 1375
Jul 2021 1056 1,200 0 1056

HET T ETAICIE. ROBHRNMNEENE T

o ERES SRICERASNIEUOHK,

FrEH: BRICIBANLICBEOHEE,

%D BERICERATNED > TBNEHBAUDOH.
B SRICBALICEUZBRIOEERIOH,

BOHETEATI L RZHENT S
SAEYROED HTHEROFNR R ZEHIE. BA LK Consumption Fund OBEfIICK > TEED £,
ROBE. 30 BRICET VT TRSA LV REMBUTEITET:

o H—ERIRET. Citrix Managed Azure 7RO U7 a3 > EFERLAEL,
o H—ERIRIETHAT 37D, ERFEBEEUEBALT,

ROGE. A=Y —FL@BTNA BT T EREFTRI My TEEGHLTORITNIE. HARICET VT THRS
TV RZHRTETERT:

o H—EXRIETHEAT 3720, AB® Consumption Fund Bz AL,
o BRELUVERDTES D Consumption Fund BB LT

WREBBSAEVREHBRTBFIRICOVWTIE. ROTFEESBL T LTV

o CitrixDaaS (A—%'—/TNA1REFTI): EIDHTEATAI LV AEERTS
« Citrix DaaS Standard for Azure: 2D Y TEAS AV A EMRKRT 3

FOTLIRABADS I R EFERARRDESR

October 4, 2023
Citrix Cloud 0 51> &8I0 Y TEAEREEICIE. ROWEENHD £7:
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o WEELR: BEFEO Citrix 50t > 28 —/\—% Citrix Cloud ICE8E L T. BRICET 3 ERARRODRIER
ELR—ZBMTRIETI X7,

o SAEYRY—N—DOREE: Citrix 12V A —N—DREERTL T, ERARREZERICRELTVSY
—/N\—. CitrixCloud I(cBRZICERARRERE L/-BRZIDETI XY,

o FEARRODIER: CitriXx SV XY —N—2FTA VI b—LEh, FRAITNTVLESIE> 0%
RRLT STEVRAEREROBEZIBETI Y,

PR—bPTNTVEIHG

Citrix 1> XY —N—OFRRAOAITERIE. ABERS LY RETILSLUVI—F—/TNAZXF1EVR
E7JLT Virtual Apps and Desktops DFARTOIF > 3 VICEALTRATE £,

Citrix 1t Y XY —N—DFERRRODMBERERT T BICIF. IV —IXZa—T [T1EYX] %8R
L. [S1EXBIDHTEADER] ZFRLET,

X

Home

My Services A
Library

Identity and Access Management
Metwork Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Motifications

System Log
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=t

Citrix 1€ X —N—OEARRODITERZEA T 3ICIE. ROBRIUETT !

o Citrix 51> R —N—/N1N—3>11.15.0.0 LI
o CitrixCloud 785>~
o Citrix S1t>xXH—/1N—n5 Citrix Cloud A%y b T—2 70X

BGOEN

4> 2 —N\—% Citrix Cloud ICIEBICEIRT BICId. ROTRLRAICEHRTIZ 2 MRBLET:

« https://citrix.cloud.com/ (BEBOA>Y—IIC7IEALTI—REANAL. F1EV AT —
N—DRAT—RRERRT DHE)

o https://trust.citrixnetworkapi.net (A—RERET3HR)

« https://trust.citrixworkspacesapi.net/ (SAELYAF—N—BERINTVBZ L
R 255)

o https://cis.citrix.com (F—%2%7v 70— KT 3HE)

» https://core-eastus-release-a.citrixworkspacesapi.net

+ https://core.citrixworkspacesapi.net

« ocsp.digicert.com port 80

« crl3.digicert.com port 80

« crl4.digicert.com port 80

« oCsp.entrust.net port 80

« crl.entrust.net port 80

Citrix Cloud ~ D45

Citrix S > Y —N—DFERRRODBEREBNICTBICIF. ROEZXIERTLET:

1. Licensing Manager >V —ILZERALT. ALY XY —N—DOERRRODNIERZEMCLE T, #
L<id. SAEVRBRERFaXD MO MERFKOHE] Z28RBLTIEIW,

2. CORED EHEEMS) ICHRBINTLIERAEHEZRAEL. TRLADNERAETHI L zBRALED,
Citrix 1> XY —N—iZ7OF > H—N—ZFEALTVBRIEE. 7OFSH—N-HIS1E>IWFRF
AXVEO TFES 7OF 2T —N—0DEHI OFIRESDICEBETNh TVWS e zBRBLET,

3. ICitrix Cloud 2R 954 > 7L X ABROER OFIBLEDIC. 501> XY —/N—% Citrix Cloud iZ
BRLET.
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FUTLIRAE@mT 1Y ADOERARRORT

Citrix 21> 2 —N—DERRRODINERICE D, Citrix EELBD MY AFEARRERTTEIEY, YU
TOBEICRIDEARRLR—MITI/EATEET !

¢« BRESLIUVERINTVWE S AT —N—DH. LUV In50H—N—DERRRER% Citrix Cloud
ICBHRELTVBRHESHZEIBETE X,

« Virtual Apps and Desktops DRIBHERS A LY R A—H—/FNA A1 LY RAFERRRERTTSTF
ER

c EHEROBRRERS MY ALY —/TNARS1 Y AERRANEN S NDNBEREBZ L
TEET,

s BEOSAIEYRAERARADEALBEADS 1Y RERRTOEEAZIBETEET,

s BEDIA—H—DFREOJ1 VEHZERTTI XY,

o Citrix ST YA —N—2FTI YA =L INTVWBR STV AT IERDDS 17> AOHF L
TEFET,

s SAEYAOBBHERREERETIET,

c ABERSIEY R —/TNAAS1EY ROERRRORRERTTCIET,

1Y A —N—DREDRTR

St XY —N—RE&IZIE. Citrix Cloud ICERRRZ/RETIE 1LV XY —N—DRRINE T,

Time Zone: (UTC) Coordinated Universal Time
» Licensing
Licensing
Cloud Services License Servers
Desktop as a Service
s Export @ Delete data
Gateway
Secure Private Access FQDN T Status | LastReported
Endpeint Management
licenseserverl.citrixnet ~ Reporting May 11, 2022 18:33:39 UTC
Desktop as a Service Sta...
licenseserver2.citrix.net + Reporting May 11, 2022 18:27:39 UTC
Licensed Deployments
ploy licenseserver3.citrix.net @ Mot Reporting May 7, 2022 18:33:39 UTC
License Servers
licenseserverd.citrix.net « Reporting May 11, 2022 18:21:39 UTC
Usage
License Files
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St —N—I%. BE 3 BEICERRRZ Citrix Cloud ICEEIC7 Yy 7O—-RLTW3HBAE. TLAR—H~1 K
EBEeRTLEI, BE30 HEOEAKRREZHREL. BE3HEARIRELTLWAWES, TLR—FEZEELTVE
HAI REERTLEY, BF 30 BEICEAREPRE SN TV AV I EY I —N—d. —BHISHIRINE
ERS

SAEY AT —N—DREDN ST AEARRRRICSZDHE

SA1EYZAY—N—DLR—bOREL [RFILKR— ] OBRICE>T. FARKEODMBERORTE LT LR—
MIREDS Y AT —N—DFEARRANEENZHES DD ET,

e MEAVAM—ITNTVBR ALY RBLUVERTNATVSE 1LY LR— S I —N=D
S5DOT—ZDHBITVTRREINET, FAEYRY—N-HN TLR—rZEELTVEFAI ELTERR
TNTVWBHEE. COFTEVYRF—N—DE5A YA M=—ILETNTVESAEYABLUVERINTVE ST
23 ERRREODTRROEEICRRINEE Ao

e BESAEVAY—N—0 [&EFILA—F] BICE>T. FRARAOAIAEROBEATCRRIND STV IE
BIRADERDPEDLS SWVHILWAZHMTEE T, RREINBZ ST EVREARTLR—ME 51>
AY—N—0 [EHFLR— ] BZAOBITORNETT,

s FEARRODIERAICHEK SN, Citrix Cloud ICEgRI N7 Citrix 1> XY —N—id 1 BIC 1 EfE
BARREEHRLET. BEICISLT. TP —/N—LEo Citrix License Manager 82>V —ILh5
B ERFITETE T,

1t > ERRR

[(EAKR] 2713, Citrix BE2ATOS It Y AERRAOREL 1 —ZRHELET, ELR-— b1 XY —
N=DEDFAEYRERIF. PV IIE1—ICEETNET, COE1—%2FATIL. TETELREMABELUS
TR —N—2KTOII Y ROBMEZHEICHEIETITE Y,
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Time Zone: (UTC) Coordinated Universal Time

»  Licensing
Licensing
Cloud Services Usage
. . § Use this page to view usage data only from reporting license servers. For license servers that have stopped
Desktop as a Service reporting, check status from the License Servers tab.
Gateway Virtual Desktops (Standard)
Secure Private Access User/Device Madel ( View Usage Details )
Endpeint Management XDT_STD_UD
Licenses (Aggregate) License Servers
Desktop as a Service Sta... -
3 INUSE § INSTALLED AVAILABLE SERVERS
30% } _ >
Licensed Deployments = 1 23 /75 52 2 View
License Servers
Usage Virtual Apps & Desktops (Premium)
License Files User/Device Model ( View Usage Details )
. XDT_PLT_UD
Licenses (Aggregate) License Servers
31% .. INUSE / INSTALLED AVAILABLE SERVERS >
=0 © 31 /100 69 | 3 View

SAEVROEAREE. BEOI T2 a Y eSIEYXETIICEIVT. BROSIEY I —N—HTEIE
BLUEHNINET, IRTDOLAR—SAEY AT —N—TREITN—BDOFIEVAITr2a > LI 5
TV AFERARRAOBEN - RARTINET, BHINHRIT 2 a Y UICHEN - FARTINE S,

SAEYRY—N—-C DFERRR

BSME YA —N-DREBFA LV AEARRIZ. Y—N—T—FZ T ILEZI VI LTRRIBENTER
ED
1 [EARR] =I5, BEERITZREO [ERRROFEORT] ZERLET,

2. [U=—N=FT—2DT7 1 LZ—HE] 20V v oL, FARRERTIBSIEVIAY—N—2BRLEY, T
THILETRE, IRTOFAEV R —N—DBIRTNATVETS,
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> »

User/Device Model
Licenses
INUSE [ INSTALLED
30%
23 /75

7 Filter server data

Usage Trends

Yesterday b

Hourly Daily

» Virtual Desktops

Virtual Desktops (Standard)

AVAILABLE

52

License Servers

SERVERS

2 View

XDT_STD_UD

3. (ER] ZZERLET,

T2 —%BRATRE. BIRLIY—N—D&. Citrix Cloud iIC& > TERIER. STEYXY—N—DORR. &
FUOSAIEVRT7 VT ETAaDRRINE T,

BEERSTEYRETILOE—IBEDOS 1+ > ERKR

BEFERAS ItV RDOLR— AR ROT—2RA Y 2RI TUVWEY !

e TYRAM—NUNEHTFIEVR: EFAEVRAY—N—ICA VA —ILENTWVEZTEY XD,
s E-IRDITIE Y RER: KEDHREICEAINLS MY ADERHK,

E—VRBOS 1t 2ERA%ZET 355, Citrix Cloud 13, ROBEICERINS 1Y AORARZIEL F

K

« BATHM: BET7 HEICAKRERINES 1Y XDRAE,
« SH: WEDAL VA —RICERERINIES 1Y XDRAH,
o Bl St X —nN—H Citrix Cloud IcBEBINTHERBERINSTEY XRDREAE.
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BE:

NSRBI T—2IE. ZAEYAY—N—LDFERFRDSA Y IBE—B LBV HDET, 1
YR —=N—DPRETIZIDIE. FEORBSTERROS 1Y X IFTY, Citrix Cloud 1. Th5D1ME
MF—2RA Y b EZELT. ChSDERAOE— %58 L £,

S REARROBERICET 2 EEEE

Citrix 12> RIZ < OFERSFUAITHIS L. SHARBRESHET, FARREZERITZEIE. ROEES
BICEELTLETL:

o FRABHRIE. SLAR— A A —N—IZA VA =ILINTVEZSIEVRIZETVWVTVEY, 51
YRY—N—TEAFELESITEYZIDBRELTWVWBRHEEIF. FTEY AT —N—IZBMOZ1EY X ZEID
UTTEREL. FEUERS AR EE P TN TEET,

o Citrix Z 1> Y —N—OFEARRONMIER TRATRERERICIE. BREADTITIHBLEA— M
Citrix 12> A —N—=ICE& > TRNEE L UL ER— FTNBROADEENE T, SAEVIEDLEHTE
ADERMAIRIEIL. RBICAABERIEBALIES MY ROAHTIEA VD, BHRE—HLBEWVEELHD £
ED

o FRAKAESIEYADEEIF. LR—FSAEYAY—N—ICA YA F=ILENTVESIEVRIITTS
FRFOS A ADHICESVWTHEINE T,

A2 Y —N—-DEFHIFF

1t 2 —N—0F#F% Citrix Cloud " 5ELICHIRT 3113, ROZRIERTLET:

1. Citrix Licensing Manager J>V — LR L T. BREADZ 1 > X% —/\—% Citrix Cloud »* 5 Hl
BRLET. HFLVLFIBICOWTIE TSty —N—0EFHIFR 28RBLTIETL,

2. LENCIE S NIRRT — 2 ZHBRL 95

3. CitrixCloud @ [REOER] R—JICFTA LY AY—N—DRRINAEL B EZBELET, TNT
IV RY—N-DN—BICRRINZIHRIE. TRESF0HIF ORBICK > TY—N—ZHKRLEY,

FARRT —42 DHIRR
EFFEADS Tt 2 —/N—% Citrix Cloud " 5HIBRL TH. UBNICIRES MR ARRET — 25| EHESRE
INET, COT—FERIFTIBEN R A -TIFEIE. HIBRTEE T,

BE.

FARRT —2 DHIBRISKGHNTHD . TICRT ZCIETEEF A, MARRT—2EHBRLTH. S7EVX

H—N—0FEREHELBWES. Citrix Cloud 35| FHRIFARRT -2 ZINEL £

1. CitrixCloud X=Za—n5. [S1E>X] #BRLET,
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Citrix Cloud

2. [Z1EYRYF—N=] 2TT. [7—2DHI] ZERLET,
3. 7OV RTINS, BIRRICKBHEBZEBRL TVWA L EZTITFIVIRYIREZFVICLETD,
4. [Y—N—=T—2DHIR] ZFRLEY,

Citrix Service Provider HOS 1> X

October 4, 2023

Citrix Cloud o License Usage Insights #+— £ X id. Citrix Service Provider (CSP) #&#ZD>1t> X
CEARRZIBELBE T3 HICRIDERDI ST RY—EXTY, CSP /N— b F—DHH License Usage
Insights IC7 o€ XTE 7,

A
Citrix DaaS (&. LUaTi& Citrix Virtual Apps and Desktops #f —E X L I TW % L 7z, Citrix DaaS

Standard for Azure (£. LLETIZ Citrix Virtual Apps and Desktops Standard for Azure £ M iFh TULV F
LTco —EBORTICIE. HEMAEENTVIHREDLDHD £7,

LUl —EXTId. ROCECZRITTIET:

o Citrix 12> XY —N—D S REERERZ BHNICINEL TEHT S

s YVILNTFURBLUONILF T FOBEED VST RS ROERRREHEEZ BBMNICESTT S

« &4 Virtual Apps and Desktops BRIRIRIC7 VXL TWVWB - — = EHICHEY S

s SAEYZAERARRICEYT ZBEEDORRZIERT S

s ERI—Y—E2RELTEHTZILICLD. SIEYRXARMERENKT S

o Citrix L OBEOE SR RAREZRRLIEMRT S

« Virtual Apps and Desktops & Citrix DaaS ® 5 1 &> XERARR. ADCVPXEID L TF—4. LU
Citrix DaaS Standard for Azure D51 &> R HET—4% CSVICTIRKR—+T3

IBINEER

Brrtwy b7y IFIBICOWTIE. Mlicense Usage Insights 4r—E X D ERAREI 28R LTI W,

SVUINTFYRDODBERERILFTF U RDON— b F—DEHAINIEBRRET 22 R R TIHZEICDODVT
& TCloud H—ExXDZ 1> AERARFE LR— b (Citrix Service Providers Al}) 1 28BLTLEEL,

SAEYRAVY—LEFRLT, $R— FINTVEY —E ROBBEOEARRERTT 3101, ROBEE SR
LTI

o Citrix DaaS OREE S 1> X L FERRRDELR
« Citrix DaaS Standard for Azure DREE S 1t > X C ERRTDELR
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License Usage Insights 0 &/ RE

October 4, 2023

HR— kT3 Citrix &5

License Usage Insights #—E X%, LT Citrix R ERRTICEY 3 ERERELET:

« Virtual Apps and Desktops (#> 7L = R) BROFERRRT

« Citrix DaaS Premium (IH#F Virtual Apps Premium & & ¢ Virtual Apps and Desktops Premium
—EX)

« Citrix DaaS Standard for Azure (IB#F: Citrix Virtual Apps and Desktops Standard for Azure)

 Citrix ADCVPX @EIb ¥ T

2

Citrix DAY 7L I ARBOSA LV RBLVEARRNOBERZWMFI I 5IC1F, Citrix 12> — /N —
11.16.3.0 BN HBET T, Windows R—ZXB LUV VPXR—ID S ALY Y —N—DHHYR— I TVE
R

Citrix 51t > X% —/V— 11.16.3.0 LUB&ICIE. Citrix Service Provider (CSP) /N\— b F—ICE > TEELFE
BEEDRESENTVWET:

o BEMINIERRTINERE: STEY XY —N—ICIE. STV OB BHi% &EL T 53 L LEE
PEMIN. CSPETSICHEYICHR—FTEFEELSICARDELS

« CallHome: 51> X8 —/nN—IZid. CSP /X— ~F+— R RERRTINEZ BEIL T 5 Call Home 5
HEENTVET, ThoDHEEIECSP NA—FF—ICBRESNTHD. S XY —N—TCSP S>>
2D BEETNTBEICOABMCBRD 7,

FIEL: Citrix S>> XY—N—%FHT3

N=23211.163.0 £OHEVWF T I —N—2FTLTLBIHEI}. License Usage Insights ZEA 3 251
ICZAEYRAY—N—%TF Y FITL—RTIRENRGHDET, 1V FL—RXTYvFIL—RIFIVTIHDOERTT,
ROFIEZRITLET:

l. 8051ty 2AF—N—%24T>O0-RrLET, Citrix 1Y XA —N—DRMN—-I3 VITDOWVWTEHL
i Citrix 172y 2 —N=—DORFa XY FZ2BBLTIRET W,

2. FAERY—N—%=TvTIL—FLET,

3. FAEVRY—N-CUIITYFIL—FTOLRZEDRLE T,
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FIE 2: My Citrix 0&®&iE#® T CitrixCloud (1> 1>F 3

#2123 B0, Citrix Cloud 7Ho Y MCEBTIRENRH D 9, Citrix Cloud A& THEATNT
WBFIBICTESTLIET LY,

THYY bzERT BEIE. Citrix.com TCitrix 1Y XZEDHETTH I Y O— R 3 HICERL R My
Citrix REEHR L B UEHRZ FH L T 2T W, Citrix Cloud 1&. My Citrix 0 BEBIERICEEM TSN T KL R
BT, PHIY L ERRBTBDDA—ILZEELET,

CitrixCloud 7 h o > b2 EB TR EHENTEITLBE. X=ILT7RLAENAT—REFERAL
Thttps://citrix.cloud.comictr>1 > L7,

FIE3 (A F>3Y): SA4EAY—N—ICLD I —BEZELZHKTS

7 # )L b Tl&. Virtual Apps and Desktops %7zi& Citrix DaaS @S 1> RO F v o 77U MMIBEERIT 51
fea—H—2h,. 2l Citrix IS EINET,

dA—H—ZBDEEICE > T CSP/X— bk F—Id License Usage Insights #85. $&UFZ17IL. TR b BEA
ICHREERLTVWAEN I —%EHR— T3 CSP SR FOJ S LETILISTERATEET,

A—H—BRIE B—D M1—HF— @ RX1>] TV FJDHTY, TNLSIDOEADERAIRER T —ZIZEETh
EFtA. Ffe. Citrix N OBHREHETZ LIZHD EH Ao

A—H—RBFEROT7 Y TO—RICARLZEZZ/N— b F—lEd. I——RBOEZLEEMNCIBZ A TEET, A
MICTRE, A—F—ZBOEZWHEICE>T. 7y 7O— RENCEZLTREENA7ILIU X LZFEHRAL T, Hik
BROARERI— —ZH—BOXFEIICTRINE T,

License Usage Insights #f—E i3, Th50—EOHAFEZEAL T EEOI—HF—ZORD O ICHIDOER
KRZEBHLET, COT7TO—FICED, VTV —ERDI—HY -2 E2—T 21 RIKEOI—H—FH'R
REINBHL T—EXRTONAE—DPACCOBHREEATETE Y,

A-—H—RBOEZUZBRT BICIE

L. 42X —"N—"0DBHE 7711V ETFANIT 4 Z—THZTET, BE. BRRT7717IILIE
C:\ProgramFiles\Citrix\Licensing\WebServicesForLicensing\SimpleLicenseServiceConfig.xml
IcHH %9,

2. [#BR] £o> 3> T RO & 5IC UsageBasedBillingScramble :2E#BML £7:

<?xml version="1.0" encoding="utf-8"?>
<Configurations>

<EncoreConfiguration>
<SamplingPeriod>15</SamplingPeriod>
<RetentionTime>180</RetentionTime>
<Enabled>true</Enabled>
</EncoreConfiguration>
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<SARenewalConfigOptions>Notify</SARenewalConfigOptions>
<UsageBasedBillingScramble>1</UsageBasedBillingScramble>
</Configurations>

<!--NeedCopy-->

3. 771N ERELEY,

FlE 4: License Usage Insights tt+—E X% FEH7 3

Citrix Cloud 2>V —JLT. License Usage Insights #—E X% R2¥T [BE] 20Uy I L&, ¥—ERD
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ETRTRA—HY—ICTAIEVABEDHETENIZELET, COFTEVRIE 7THIC FHLCEDYETEA]
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Manage subscribers for | App Pubs (Desktops)

Step 1: Choose a domain Step 2: Choose a group or user
exampledomain com || Te 4

2 [tem(s) found
0 Subscriber(s) [ James Tennant
UBN:

M Michael Tennanbaum
Type Subscribe UPM

To add a Group or User to this offering
first select a domain or Azure account.

B—DMBEEZERTZICIE. 22— —FRBIN—TOTHETAVZIUvILET, EHOFAEZHIRTY

BICIE. A—H—F IV IL—TZERL. [EREBOHR] 22y I LED,
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Step 1: Choose a domain

Selected 2 of 4 Subscriber(s) |

Type

o Search...

Remove Selected

Subscriber

Account Mame:

Display Name:
Domain:
UPN:

Account Mame:

Display Name:
Domain:
LIFM:

Account Mamae:

Display Name:
Domain:
UPH:

Account Mame:

Display Name:
Domain:
UPN:

Manage subscribers for | Desktops and Apps (Applications)

Step 2: Choose a group or user

a )
(— Cancel :]

Status

"  Subscribed
~"  Subscribed
" Subscribed

~  Subscribed

77D SFREEEEBMELIBHRTZE. AT 72T Ah— RICEREOFRERNRTINE T,

HEERDAD

T7HIWETIE SATIVICIRTOAT 7 UV IDRRTFENET, BEDY—ERDA T 72T 2 IEP <R

TY3ICIE. TOT—ERDT 1 ILZ—%ERLFT,
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« Library
All Types ~ F b D) Q
All Types vy o
Virtual Apps and Desktops
o/@ Desktops and Apps =% Desktopsand Apps m App P P
Lty )] ) ubs (Applications]
@0 (Applications) =9 (Desktops) PP (App )
4 Subscribers 1 Subscribers 1Subscribers 0
w

SATSURDA T 7YV E#REFABALTVWARIARTOI—H—FKIFFTIL—T2#BRETEZE T, Citrix Cloud

lF BRLEA—Y—FRIEITIN—TICEBETZA T 7 ) T DHERRLET, IRTODA—HF—DIRTOA 7
UV ERRTBICIE. X] 200w oL TIqNE—OUTLET,

« Library

All Types

6 offerings | & Refresh

o'@ Desktopsand Apps
@9 (Applications)

4 Subscribers

u X

USERS
User1
User 3
User 5
User_1
GROUPS
Users

1 Subscribers

u@ App Pubs (Applications)

1 Subscribers

October 4, 2023

@&, Citrix Cloud OFEEEX VY —XDBFAAD Y > VICE T ZHER Y. EEEVELHIHIMEXIEAA
Y MCEY BiEHRERM L 9, @A Citrix Cloud DFARTOH—EXTHERATE £,
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Citrix Cloud

B ZRRI B

wHo#uE. CitrixCloud I> Y — I R—S DO EEHEICRTINE T, #L<IF. AV —ILo @M T [IR
TERE] 220w od3h, AVYV—ILXZa—T [BH] 2ERLT TV,

@10 @3 [n249] Qo

Resource Locations Domains Motifications Open Tickets
Identity and Access Management [ Edit or Add New [ Add New | [ View Al |

Network Locations

Resource Locations

Licensing
Workspace Configuration &> F S) D

Application Delivery Content Collaboration Endpoint Management
Support Tickets Management Secure data access on any device Enable subscribers 1o use corporate o
Notifications |

Learn more Learn more Learn more

CBRA] R—TICid. ZELLCBHDPRTINET, —BEO—FBELIEHOBATY,

< Notifications

Dismiss ALl

D Local Time Type Source Title

D ;S]ezpoi?z %0&1 A Waming Citrix Claud Connactor !C’;’r::ehc,nl?:.\raddemo-conl.c\raddemo.com has been offline for 3 or

E] g;%?g'pzﬁm A Warning Citrix Cloud Connecter g&':z?;{:s_ dd lcvadd omhas been offline for 2 or | New |
E] 152{:2 ;140_.‘225*] A Warning Citrix Cloud Connector ;%r::eh:;;w:mdd&mo-c ont.cvaddemo.com has boon offline for 2 or =3
D 13;311:3.?28511 A Warning Citrix Cloud Connector ?:?nr:er‘c;?:mdaemn-c onl.cvaddemo.com has been offline for 3 or

D ?%?1923211 A Warning Citrix Cloud Connector Connector evaddema-conl.cvaddema.com has been offline for 3 or

merg hours,
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BAZHIERY 3

B BEECCICBEINE T, BHMEHIRYT 3. Citrix Cloud 0B OEEE ID O FTHIRARITINE
To TRTOBHZHRLIIZETH. HOBEEISISLHRIETNODOBHZRTL CHRTZ A TETET,
RELILEIRTOBHZHIRTBICIE. R—COLEHICHD [TRTHLB] Z2FRLET,

B4 DBMZHIFRY BICiE. BBHMZERL. [FACLB] ZBRLE T,

< Notifications

[:] Local Time Type Source Title
Sep 30, 2021 A WAL - Connector cvaddemo-coni.cvaddemo.com has been offline for 3 or
1:20:32 PM A Waming  Citrix Cloud Connector

more hours.

Sep 23, 2021

A Wamning Citrix Cloud Connector Connector cvaddema-conl.cvaddemo.com has been offline for 2 or
2:20:21PM - - o -

O

!'nore hours.
.. ]S;g;-léfgﬁ"l A Waming Citrix Cloud Connectar E.oor:‘r:ehcnl:lr;\-'addemo-c onl.cvaddemo.com has been affline for 2 or
D ?&3113?%&1 A Waming  Citrix Cloud Connector ETUDI';:?;:;;Vaddpmu-coni.cvaddemu.cmn has been offline for 3 or
D ?B?IHESFZ‘] A Wamning Citrix Cloud Connector Connector cvaddema-coni.cvaddemo.com has been offline for 3 or

more hours,

A=) TENEZZET S
A1 TERDDICKX— L TEMERET B L EBRTEER T, T 74 M T X—JLBHIFEMICR > T
WEY,

HBOEF 2T F—LBLVBEF—LOXIYN=RYL, CitrixCloud 7HVU Y bADEEBET U AEZHFT
BWMEOFEEFREDOA—IILBNZENCIEZEDBTIEY,

AX—LBHZEEMCT B L. BN I Citrix Cloud h5 X—LHRETNE T, BHIIAIEEGRDEVZ I Y
JTEEINET, LBOX-ILICETLHOSNTD, MBI CEICTEHTEREDISEEINZ LR HBD FEA

BHATA—ILBHMIZBMICT BICIE

1. CitrixCloud B3>V —ILT. [7HUY MERE] ZBIRLET,
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Example Corp.

Customer |0 examplec

Example Corp.
Organization IDx 50966964

Account Settings

Administrator
admin Seample.com

My profile
Sign Out

English (US)

2. (@] ZBRLET,

3. [(XA-LBRIDRE] REZAVICLET,
’G

4. [BNREZEET 3]
NTWVWET,

5 [#A] 20V v I L TREZRTFLET,

BEEDINOI—H—II L TX—ILBMZEMCT BICIF

 RIEVIEHOBEZHERLEY. T 74 TR IRTOBMOEEIERS

COEIDaVOFIRICK->T. FEBREZXA—ILBHMOEESLE LTEMLEY, BEOEEEZELLL LTE

MmL&>&d3&. CitrixCloud TZTS—HERRINZE T,

A o

Citrix Cloud B>V =T, [FTHIVFEE] 20UV I LET,
LEE] =ERLE I,

[EERDERE] T, [EB4&EDBM] ZEIRLET,
BIETDRF. X—ILT7RLR, BLUVERREBZANNILET,
(BHREZEET 3] T, XETI2EMOBHEZEIRLE Y,
LEs&LDEBM] 2ERL T, EREDBERERELET,
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BEEL. [BNREEEETE] OF v IRV IREAVERLIIATICLT, BETI3EMOBEEZLEECTEF
T, BHETELTH. thOBEELNZITIZBHICITEL £ Ao

FEEENRIINZ BN ZEEIEZLDTETED,

FEREOBNZEETBICIF

Citrix Cloud B#a>Y—ILT. [FHIVEEE] 20UV I LET,

(EH] Z®RL£7,

BB DERE] T, BEITZI2ELEEROITET,
EigSEIRE L. HETAIVEERLET,

CBEFREZEETS] T, BHOBECCICFIVvIRYIRZAVERIEATICLET,

ok wh e

HBEEDA—ILTRLAZEETBICIE. FTEEEEEHRL. FTILOX—=ILT7RLXZHFDOHLVEEL Y LTE
my3HBELRHDET,

X—)L@HZ ENICT B

BEEF. [(XA-LBHORE] REEATICTEZIL T, BEICBLTEEOXA—ILBNEEMICTITET,

EBEEEE. TRTOBHA—ILICRRINZI Y TRV T3> 0ERY Y Iy o33, BROZREEE
ETEFET, Y ITRI VT2 a UHBRINEEREIE. [EREDEE] £UYa VORICKRRINZIBERNRAT—4
2B (TR UTS 3 UBR] ICBDET,

EEBEICH T BB EMNCTBICIE. ROVWTNHODREZEITLET !

EARAED BNREZEETS] OFTvIRYIREZIRTAIICLET,
DEARFEDEE] ICHBRDSELTZHIRLET,

FFEEE DEKFTDOHIFR

1. CitrixCloud B>V —ILT. [7HIVFEE] 2#OUvILET,
2. @] Z#RLE T,

3. [BEREDERE] T, BETIERELERDITET,

4. BEEEIBEL. JZH/T7rIVEERLET,

CitrixCloud IZ& D RO SEIEEDHIRINE S,
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ST LOY

October 4, 2023

227 LO71CIE Citrix Cloud TRELARY FRPA LR ZY FEEST—EBRRINET, CN5DEE%
CSVI70ILe LTIV RR=— LT BBORFEFERZFBLLIED. EFa VT aMEeYR—bLEDTS
ZEHTEEY,

SRFLATERTTBICIE. CitrixCloud X=a2—T [X7FL07] #ERLET,
>
Home
My Services hd
Library
Licensing
Identity and Access Management
Resource Locations
Workspace Configuration
Support Tickets
Motifications

System Log

SRTFLATDT—EDFRFFICOVTHLCIE. CORED IF—2FF 2BRBL TSIV,

OJIC@m\EINTARY b

27 LA71F BED CitrixCloud 75w b 734 —LELV IS TR —ERBEDIRY XY TV LE
To INBDARY FOREHR—BEXF v IFyINiT—2OHRBICOWVWTIE. T XAFLOFARY DU T 7L
V21 BBRLTIESIW,

TI7AIL LTI BE30 BBICEELIEARY MY ITLOJICRRINE T, RFIOAARY b —FLICRT
TNEY,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/events.html
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Citrix Cloud

« System Log

Date & Time

Feb 20, 2021 02:47:35 UTC
Feb 19, 2021 114251 UTC
Feb 18, 2021 12:52:27 UTC
Feb 17, 2021 02:40:55 UTC
Feb 03, 2021 11:12:27 UTC

Feb 02, 2021 07:29:29 UTC

Past 30 days W View

Export to CSV

Actor

CwcSystem - administrator

@citrix.com - system

@citrix.com - administrator

@citrix.com - system

@citrix.com - administrator

@citrix.com - administrator

Event

Administrator roles or permissions updated

Secure client created

‘Full’ Administrator invitation sent

Administrator created

Administrator access type updated. from 'Full’ to ‘Custom’

Administrator deleted

< 1-320f 32 >

Target

@citrix.com - administrator

MSBI_Schedule - service

@citrix.com - administrator

- administrator

@citrix.com - administrator

@citrix.com - administrator

RIAINBZ—HEICIF. ROBHRFEEFEFNET:

o IRV IHARELLAR (UTC),
s BEEXEFaATIIATURGRE, ARV ERBLET V42— 7452 — CweSystem o> Vi3,
Citrix Cloud B’ 2 D% 1T > ERLE T,

o BEEDRECHLWEFX AT ISAT7Y FOEREBYE. 1R OEEAEE,

o IRV FDIR, WRIF. IRV FOBRE L TR BEZRIT . FREBEEESNLSRATLA TPV FTY,
e zid, EBEC LTEBMENc - —RETY,

BE30HEALDDADAIRY FZRTTBICIE. RRIBBEATIAINEZICILT [RF] Z2BRLEY, BE
0 HEETICRELARY M ZERTTEFT,

Past 30 days ~
+/ Past 30 days
Past 60 days

Past 90 days

Actor

Export to CSV

SystemLog APl ZfEA L T 8E LICHIAPICHRELCHVARY FZEIETER T,

EHEDA R FOEIE) ZBRLTLRE L,

ARV DI ZR— b

LR COREBED

ks

BEIHRICEELLSRTLOTARY D CSV 77 (I ETVRKR—bTEET, 4U>O0—FLET 71
DEFIE. ROFTHXTT, SystemLog—-CustomerName-OrgID-DateTimeStamp.csv

1. CitrixCloud XZa—o [>XFLOJ] #RIRLET,
2. BEICRLT—8Z 74P —LT. IRVIEIVRR—+I3HBERTLETD,
3. [CSVICTURAR—F] ZFRLTI71ILERELET,
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Past 30 days v Export to CSV

Date & Time Actor

Feb 19, 2021 11:49:51 UTC @citrix.com - system

CSVIZ7A1ILICIE. ROBHEMPEENTWVET:

e BARYEDUTCEALREVTS

o BEPTIEZ—IDRY. ARV EBBLLET O 22— D,

o« IRV FDBERARY FDTERXRRYE, AR SO

2=y b ID. BEEEXLIEEFATITAT Y MORFIRE. ARV COIFROFH,

FEHBD T X ~DOES

REDHBMOIRY F2IET ZHENH BB S, SystemLog APl ZERTEF 9, APl 2EMT 3aiIC. Citrix
Developer Docs Web 41 k@ TGetting Started) THIAINMTWELSICEFaTISA 7Y M EERT 34
ENBHOET,

SystemLog APl fERICDWTeEL < I, Citrix Developer Docs Web -1 k@ [Citrix Cloud - SystemLog;
ZEBRLTIETL,

SRTLOTANRNY b OERIE

Splunk Bo Citrix > 27 L0077 KA >&ERT 3 L. Splunk 7> X% > 2% Citrix Cloud ICEHTE£9, =
DELT. YXTLO7F—42% Splunk ICEXTE X9, L <& GitHub o Citrix VRS kU@ Fadd-on
documentationy 8B LT E3I L,

T — 2R

Citrix £ 8&#i%. Citrix Cloud B’ L 7> X7 LOJ T —2 2 REFT 2 HRAEEHH D 7
Citrix (3. 1 X> +DiE#FE 90 B, > XTLO0JLI—FEREFELET,

BERICIF. B0V TS T RAEHICEOE TRIFTSOX7LAAJLO—Rz4o>vO0—RFL. Th5DL
OA—RZREXML—SVYUa—2aviliB Mg 38ERrH0 9,
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https://developer.cloud.com/citrix-cloud/citrix-cloud---systemlog/docs/getting-started
https://developer.cloud.com/citrix-cloud/citrix-cloud---systemlog/docs/overview
https://splunkbase.splunk.com/app/5496/
https://github.com/citrix/cc-system-log-addon-for-splunk
https://github.com/citrix/cc-system-log-addon-for-splunk

Citrix Cloud

SRTLOTARY D) T 7LYR

October 4, 2023

CitrixCloud 7AD Y FOIRTOI RFLOTARY b T—HERTT BICIE. ROBEERITTIES !

« BX 30 HRE. 60 B, F7/iE 90 BREICKRELLIRTOAIRY DO CSV 77124 Y O— RT3,
» SystemLog APl ZER L T, HEDQHMO AR ~ZEFT %,

SRAFLOTARY FOREBBICEF v IFyIN3T—20OHBICDOWVWTIE. T4RY FF—42 D) #8BLTL
7230V AIRYEMAYE=JTFTEIR ARYIOEE, ARV MREGEBICATS I N T —ILRT—2H:EEE
INBZHESHRE, IRV NEBOBEDARNY MEERTEZITVRIAVKR—R b IO RY—EXZSREL
TLIETL,

ARV ZERTB IV RAVR—RPEITTRTF—ER

D27 LA712E ko CitrixCloud DT> F o F4. AVER—2V b, BLUVH—EXDAIARY OB INE
R

o CitrixCloud 75 v k7 #+—L: BEBEDOEE. Workspace #IBED TN XUty k. Azure AD 7+~
e BRXAUELURY FT7—0DFFROEERL Y. CitrixCloud 75w b7+ —LIEEICEET 21>
~o

« Ox%%4: Citrix Cloud Connector & & U Connector Appliance OERE BHICEET 31 R ko

¢ TAEVRI AVTILIRADIAEYRAY—N—DER. 5V —ERDEDHTEHF1 Y RDEHE.
BLUFMEVRT—EDIVRR—FZEETZIRV b,

+ Secure Private Access #—E Z: Secure Private Access H—E XDBRICEEET 31> b,

« Citrix Workspace: Workspace O#mMEEICEET 31> ko

IRY b T—2 D5

SRTLOTARY M EATO-R LD, SystemLog APl 2R L TEIELD T3 L. ROT—4HEFh
79

« RecordID: 1 R> FDO—EDHRIF
o UtcTimestamp: 7R +FHEEL-ABL UTC Bzl,
« CustomerID: Citrix Cloud 7H1 > b O—E DB Fo

+ EventType: ERINARY FOBEORNF. 1> ~OFEHEIE. OriginatingService/
Actor/ActionDEXTHBINE T, I X, BEBEXER T I IR bo@EEIEplatform/
administrator/createT¥,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log.html#export-events
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log.html#retrieve-events-for-a-specific-time-period
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/platform-events.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/connector-events.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/licensing-events.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/secure-web-saas-apps-events.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/workspace-events.html

Citrix Cloud

TargetID: &%= ZFfc. £FHLEEBEINLIATLF TSz D D,

TargetDisplayName: ¥£%2Zi1c. £FLEEBINLIATLF IS I FOKRTE, L zidE fERR
ShI-BEEDZFITY,

TargetEmail: > XFLFA TSI PDA—ILTRL R, e zIE ERINTCEBEDX—ILT7 KL R
T,

TargetUserID: &% Z(F7-. FLRBEEINLCRXTLATO I b0a1—H— 1D, fce ziF. EEE
EERT 3G, 2—4 v 21— — ID ZER SN BBEDI—H%—ID T,

TargetType: 1> +O&2—4'y bHF7d,

BeforeChanges © AfterChanges: XY FREFIBROA TSI T —ILRORBEEZNZNERL £
To —BDARYSTIE RDOATS I T4 —ILRBEENFT:

- CustomerlID

- User principal

- UserID

- BREOT7 U R0O%EE (Custom 743 Full & Y)
- CreatedDate

- UpdatedDate

- DisplayName

AgentID: x> AT,

ActorID: *1 RV FEBWBLIESATLATS 7D ID, e ZIE. BEEXERT DHBE. CNidflo
—+'—% Citrix Cloud 7h 7> MCBEFLIEEBEDF TSV D TY,

ActorDisplayName: 1“1 R +rEBBLABEAZRIEII YT« 71 DERTRR. T z1E. Citrix Cloud 7
ATV MIROI—H—EBRFELIEEEEDOZHTY,

ActorType: *R>Y +ZER LY —E R,

EventMessage: H4& L 71> b OEEAFEHR,

CitrixCloud 7S v b 74— LD RFLATARY b

July 12, 2023

C Tk, CitrixCloud 75w b 74— LI LT AT LA v ITF VY TBR3AIRY P T—RICDWVWTEHAL
9, YATFTLATARY T —=FICDWVWTEHLLLIE T9RATFLOARY DU 77 LR #BBLTLES

Lo

SRAFLOTICDOWTEHLL K. ToXF L0771 #8BLTLIETIL,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log/events.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/system-log.html

Citrix Cloud

AzureAD 77> K~

IRV b Xy

-

Azure AD 7
+> S hYEG
TNTVET
Azure AD 7
+ > LH\IER
ThELE
Azure AD R
HER XA 2B
NEBEINF
L7

Azure AD R
HER X1 >3
DEFICKK
LELL

ARVEDE  2—7y b0
1 e <

T2 —DE
TOR—

platform/identigmpiosider/azadandiistnatsat

platform/identsgmpiorider/azadadpisbiaionect

AR REIIC
LRI NIIR
EOATS

JbhT1—-l
ID R

&Ly

&Ly

platform/identityprovider/azuread/authdontaisfopeatBnamée x.

platform/identityprovider/azuread/authdonfaisfopeatBnamefaled

Citrix Cloud EIBEr X275 17> b+

AR MEIICED

IR MMEIZ
SERINEE
WEHAITD
T T71—
JLE

(AYAY-4

(AR

(AN}

(RINY-4

1Ry MEICE

JBINRED RBRINLENE
IR Xyt 2=y D& FISTORT HATTTU
- IRy ~OFEE | T —DEE 1—ILE TZ14—ILE
BEEHMNERT  platform/adminiddatonisteater  system (AINY-4 [=4N
nELx
BEEADEF  platform/adminiddatonfistvater  administrator  WLWX (=W
KHEEIhE
L7
EBEDKREE  platform/adminisidatonispdade administrator (&L (&0
T\ SHER A EH
InELL
BEEENHIBRS  platform/adminisichtonidelater  administrator LW x [EIA
nELK
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AR MEIICES

ARV MEICE

WINTCIRED WINLERE
ARV Xyt 2=y hOfE FITTORT AATSTU
- IRV OEE H TUOR—OWE —IFK T1—ILE
t¥a2705«  platform/clientadmmivistrator/creatgystem (AIav-3 I 0
7> MDMER T
nFELL
t¥a27 251 platform/clientackmivistrator/deletedministrator  (&W (AYAY-4
7> M HHIBRE
nFLxk
EEESI—7  platform/adminigdatongstrapycgeats (AIAY-S W
MERREThEL
1
EEESI—7  platform/adminisidatongstrapyigrdate (=30 [F30
DB E T IFHE
RAEHINE
L7
HEEJI—7  platform/adminidditongstrapydeledgministrator (&L LW
MHBREINhEL
)=
Active Directory + k—27 > DF N1 2Dt Y
ARV BRHEICEE AARY MMERICE
BMEINLIRED WEINLERE
IR Xyt 2=y hOfE FITTORT HATSTU
- IR hOEE | 7R —DTEE 1+ —IJLE 14—k
FMEEDT N1 platform/authentsobisoriderice/debdainistrator LWL\ X (A
AD =T >D
ey hHRT
LELTL
RX1 B
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IRV Xyt

-

R XA > HEIRR
SNhELE

IR ~DEE

2=y O

]

platform/domaingezmoxe

*w b= DIFFR

7O E—DER

administrator

IR hEICE
RINTRED
FISTORT
1—IJLER

(A1AY-4

AR MEIICER

IRy hEICE
BINFLEIE
HFATSTU b
Ja14—ILE

(A4

IRy MEICE

JRINRED BRINEIE
IR Xyt FIOTIRT HATTTU -
- IRY NOELE 22—y ~ID 74— 1D 1—IJLK 14—k
v bo—2®  sdwan/networkloGalismitreate v hkT7—o0D LWWZ (4N
BERDMER S 1 FO—U DB BEAZEBMLE
FLLE o ID BEEDRA
v bko—2®  sdwan/networklogE@Eismedity v hkT7—o0 1L &L
BN ERICE FO—U DB BAEEELR
menELE o ID BEEDRA
v r7—od  sdwan/networkldiigtiomdetete v bT—o0  1FW WL E
IBERDHIBR S 1L FO—U DB HFAZHIBRL
FLI o ID BEEDZR
1)y — 2D
ARV MEIICEE AT MMRICE
JRINHED BRINIEIE
IR Xyt FISTIRT HATTTU -
- IRY NOELE 2—47v k1D 74— 1D 1—IJLK 14—k
Y —20F  platform/resourcétatation/dreate VY —ZADJEF 1EW (4N
MERThFEL —ZD\BFROE  EERLEE
1 Al eSOk
Uy —20%F  platform/resourc@ig@ationfupdate) vV — X D\FEF  1EL (=40
PEHEINEL —ADIGRDH zLTELI-EE
1 Al EBDER
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IRV Xyt

-
1)y — R OISR

HEBRINEL
1=

IR hOEE 25y hID

7o%—1D

platform/resourcéixationr/delete ) vV — X DIBFR

—2DIGFRDE
1]

AR ZDIRATLATARY b

April 20, 2022

ZHIBR L &R
E=125=:0

IR hEICE
RINTRED
FISTORT
1—IJLER

(=qW

IRy hEICE
BINFLEIE
HFATSTU b
Ja14—ILE

[FWn

CC Tl 759 RY—E XA Citrix Cloud Connector 8L VIR I A7 ISA TR LTI AT LAOTH
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« Customer Dashboard
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« Edit access for

O Full access

Full access allows administrators management control of Citrix Clowd and its
services, as well as adding or removing other administrators.

@ Customaccess

Custom access allows you to determine the exact part of Citrix Clowd your
administrators can manage.

@ Switching to custom access will remove management access to certain services.
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Licensing
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2)
EREEDS 1 &> 2 BREAR

° A Acme Worldwide

ACME Access customer account ¢

Services Usage Orders  Account Info

Service Name Units Service Type
Virtual Apps and Desktops 25 Production
Content Collaboration 100 Production
Endpoint Management 100 Trial

ITSM Adapter () This trial is pending approval.

Microapps 25 Production

Secure Internet Access () This trial is pending approval.

State

Active

Active

Expired

Active

Viewing: All Services

Service Ends

May 31, 2022

May 31, 2022

Dec 31,2019

Apr 7, 2025

SAEVRDRTIEE. TV ADEIDETEFERRREOIERAOBEICRESNE T,

R OEGZIENT %
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1. CitrixCloud XZa—»5. [Y1EER] Z=RLET,
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3. B2 Citrix Cloud EER & 1E46:9 311!

a) [Citrix Cloud EEZZ1B#F] ZIRL. [Hi17] £BRLE T,

b) %o I— L TERICEELET,
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Invite Customers
Copy the link below and share it with your customers.

To complete the connection a customer administrator needs to click
the link, sign in to their Citrix Cloud account and accept the
invitation.

https://us.cloud.com/invitati... < Copy to clipboard )

Learn more about connecting with customers on Citrix Cloud.

Bz T 93103 BEEIEBFEY >z )y oL, CitrixCloud IcH 1> > LT, BHZZIFA
nEk9,

X

'-_'@ GlobalServices

Global Services LLC would like to learn how you are
using Citrix Cloud and help you with your business.

Bead about what fype of account information the partner will ses

Example Enterprises Inc. o

Example Capital Group

4. CitrixCloud 7HU > b EFREE > TOWAVWEBER O BT 3ICIE:

a) [BEEDBM] Z®RL. [HfT] ZBRLET
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