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Citrix Virtual Apps and Desktops - Secure Private Access
Core Components

v Licensing Agreement

Core Components Lecation: C:\Program Files\Citrix

Firewall

Summary Sfacure Private Access_(gequired] . ) .

The software that enables secure access to SaaS apps and internal Web apps.
Install
Finish
i Back _I Next | Cancel

3. BHOERICESTIYAM—ILZEZRTLEY,
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network
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Home Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downioads g
Internet  Loeal intranet  Trugted sites  Restricted Support
. Documents o 54
Local intranet f Pictures o 26
This zane is for all websites that are hes e
fourd an your intranet. & Security Settings - Local Intranet Zone "
) ) Sethings
Security level for this zone O N
Alowed levels for ths zone: Al @) Erabie
- Appropriate for websites an your local re (®) Disable
(intranet) ) Enable
- - Maost cantent wil be run withowt promptil
- Linsigned ActveX controls wil not be doy & Soptng of Jova apclets
- Same as Medum level without prompis () Disable
[ Enabie Pratected Made (requires restarting Inter g Sr:r:
Custom level. 1 B2, User Authentication
82, Logen
() Anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT LSST N
() Promot for user name and pessword -
€ ¥
*Takes effect after you restart your computer
Reset austom setings

Reset i wedium-on (default)
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48.47 KB THWIRD . StoreFront L OHFEFRR T > Tld% <. FAY—/\—IC Secure Private
Access zBHT 2z HEIDHDLF T,
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COLSBEMIFLECED

2 D® Secure Private Access / — RIS REZ—%EBATZ 28O LET, CNHOMEIF. S
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RIS
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LW +Z1ERL L T Secure Private Access Z38E T 3

27w 7 1: Secure Private Access 47 DY F T v S

% h&id. Secure Private AccessIRIEDZRI T, U1 FEERT 3D, BEFEOY A MIBMTZI N TEE
ER

1. Secure Private Access Web B>V —ILEEEL £9,

2. T+ bDERR E1olE THA bADOBI) XR—JTld. ML L Secure Private Access 1 = {ER T 3
DT A TERINTVET,

3. [rAN] #OoUw o LET,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database

@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 258, U1 FRICHIETET—IXR—ZBEY b7y FTEATEIRVBENRHZH. HILLY
1ThDT—ER-ZBEERBFETERT ZHVELHD T,

ATV T2 T—AR—RZRET S

¥rL L Secure Private Access 1 FBEDT—ER—XEERTIHELRHD £, CNIFFHELIZBEHTITS
N TEET,
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1. 'SQL Server KR kI B —N—DHRI LBEANALET.Hl: sqll. fabrikam.local\citrix,

T—EAR—ZDT RLRIF UTFOEROVWTNHTIEETITET !

o« H—N—%
« ServerName\lnstanceName
o H—N—%. R—+&HES

FLCIR T7—4R—2] 28RBLTET L,

2. [ ;] . Secure Private Access 41 FDORRIEANAILZF T,

3. [#BETRMZOUY LT, SQLServer 1 Y XAV ZABBEHMTHZ 8. BLUEBELLT—FIR—IH

YA MIGFEIZ e zBABLES,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

® i Step 2: Database configuration

same SQOL server where you host the Citrix Virtual Apps and Desktops databases.
P Database

Integrations SQL Server host™ (D) Site name* (©

Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the

Enter the SQL Server address that will host the database and enter your desired site name.

‘ spaopdev-sgl.spaopdev.local\spaopdev ‘ ‘ LTSR2402

(4) Summary

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. If the database doesn’t exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and
Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

o 1 T SQL Server MERTEIRWES. BHRF v IIFKBLEFT,

« SQLServer FFIBETE 2N, T—ER—IDNEFEELLBWVEE. EHRF v IIFMIILET, 7iEL.

%
Of
%

YvE—IUDNRRINET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/technical-overview/databases.html

Citrix Secure Private Access-# > 7L = X

» Secure Private Access 1. ¥ > ID =R L7 Windows BiE %= L T SQL Server #:8:E L £ 9,
BEER:

« BENMBNA T avidk. YOV IDICREBERT—IR—IERDH I HEICOAMFERATI XY,

¢« BELET RLRICT—ER=ZADEFELBWVEE. T—2R—XHEEBNICERINET,

o T—AR—EERTIEZIE. ZDT—ER—ANET. BELRT—EIN—ERIHZ e #HERELTL
£V, EROFMICOVTIE. 5 —2R—2ADHREICHELRIER 2#BRBLTIETWL,

FERE:
FHBRA T2 a3V 2EFALTT—IR— 2y 7Yy T TEEY,

FEEMTIE. RPIICRIU I ES7>O0—-RLTHS. [SQLServer Host] 7+ — /LR THEELET—E2R—
AP —=N—ETROV T+ Z2RITIIHRERHD £7,
pa o
SQL Server L7 —aZR—XRIZT—TILZ1ER T 378D READ. WRITE. UPDATE #E[REHA <> VIZH
WEE. T—ER—XADERNRBTZ e HDET, YOV ETHEIRIEREBDICTIHNENRHD £,
A OWTIE, T7—ER—XDRBEICHERIER] 28R L T,

27 v 7 3: StoreFront t—/\—x NetScaler Gateway #—/\—%24%&59 3

Secure Private Access % StoreFront & & O° NetScaler Gateway #—/N—IZ###&: 9 5 ICIE. StoreFront &
U NetScaler Gateway #—N\—DF#MEIEET ZHENH D £9, StoreFront & NetScaler Gateway »' ~ >
71w % Secure Private Access ICIL—T 1 VI TEFBLS5ICT3ICId. COBBERIIINENDHD £,

1. ROFEHENNDLET

» Secure Private Access —/N\—DF7 KL X, ffl: https://secureaccess.domain.
com.

« StoreFront X +~ 7 URL. #l: https://storefront.domain.com/Citrix/
StoreMain.

e NTUwoH— bt x+147 KL X—NetScaler Gateway ® URL, fil: https://gateway.
domain.com,

o =TIz OA— NNy I T RFLRZA—C® URL &, StoreFront TEE I URL LB TH 2 HE
HHDFET, fl: https://gateway.domain.coms

o =+ A VIP -C0REIP 7 kL Xk, StoreFront TI—/I Ny IZRBICERINTHDEREL
THBIBELNHD T,

2. T¥RTOURL Z#&:E) #20)v I L&,
3. RNl Z0Vwo L. URE] 20V v I LET,
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Citrix Secure Private

Access-A > FL =X

Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIS—DNERRINZIBERE. (T5—DOrZ T a—FTr>0 ) THMERIBLTIIEZT W,
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 4: Summary
Review the summary of your Secure Private Access setup.

Site
Database Administration

Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations
Summary

SAL Server Database has been configured.
StoreFront has been configured.
MNetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

 BIEZRELLS. Web BEEBOVY—ILD [RE] > [FE] hoREEEETTET,

« Secure Private Access ##IHTHA XA b= )L LBEBEICIF. REBERNMIEINET, TDE.
COEEFIIMOEEEEZ LY M Ty TICBIMTI Y, BEEEOU X ME [RE] > [BEE] »oFRT
TEET,

o o, BEEEIIN—TEBIILT. TOIN—TDITRTOEEENTI/EZIATEBRLSICTEZLDHT
FFET

HMICOVWTIE, TR F—LEEDRENEE] #8BLTLLIET L,

BEZDH 1 MCENL T Secure Private Access #3E 3 3

1. [ bOERE7ZEM] R—2 T, [**BEOT 1 MMIBMT 3] ZFRL. [** "N 20U v I LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311/spa-onprem-troubleshooting#troubleshooting-errors
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311/spa-onprem-manage-settings.html

Citrix Secure Private Access-# > 7L = X

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4, TR U v LT, SQLServer 1 VR ZVZADEMNTHZ . BLUTIBELLY 1 M F—4
R—RIFEETDICEZERLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

P Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
o Database

SQL Server host* (O Site name* ()
e Summary | xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

YA MIHIET BT —IRN—ZADBRWVEE, BRF v 7I3KBRLET,

5. [Save] #oUwo LY,

BROBIEF Ty 7t SQL T—2R—IHF—N—DERINTWB e =R L. Secure Private Access #—
N=IZF VL AAETHZ e =zHBIT2DICTONET,

RDOFIE

+ NetScaler Gateway Gateway DR
s TV —a DR
s PNV —=a D7 VAR —%EHRELET

NetScaler Gateway Gateway D&}

August 26, 2024
BB, ChoXEEZEART 301

. NetScaler v 7> 3w b2 T 2H. NetScaler Bz RETI3cx2bE8OLET,

1. https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-for-
Gateway-Configuration.htmlh5 25 F+ 240 >O—-R L% T,
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# L L NetScaler Gateway %=1 ¥ 5 ICld. ns_gateway_secure_access.sh ZfERL £7,
Bt7ZM NetScaler Gateway # B9 3 ICld. ns_gateway_secure_access_update.sh #FERL £ 7,

2. ThHDRI U T R% NetScaler v 7y 7O—RLET, WinSCP 77U £712 SCP aOv >y k&1

AT %9, fil: xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam
. local:/var/tmpx,

A

o« —BF—2%ERFET SICIE. NetScaler var/tmp 74 L4 —%EBT2 2 HEIDLET,

e 77N LFITRTHREFSINATVWS 2B L T 2T W, FreeBSD (& CRLF ZH9R— kKL
TLWEEA,

« TS —-bash: /var/tmp/ns_gateway_secure_access.sh: /bin/shM
: bad interpreter: No such file or directory#&RIh3BEIE. 17
RHAELLAVWCEEZEBKRLEYT, X7 7~ Notepad++ BEDEED) wFFF A LI T
1 2ZFERALTERTIET,

3. NetScaler ic SSH##iL. > TILICHIDEZ 9 (NetScaler CLITix T xil) EANADLET),
4, 7y 7O—RLIERV VTR ERITEAREICLET, TDEHICIEchmod Ov Y REFRAL TS L,
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7vFO—RKL#&ERXZ)F+% NetScaler > )L TRITLET,

ccess_Gateway): spaocnprem

pe support (Y/N): Y

configuration
: spaonprem

05.cgwsanity.net
net

p_udp_apps from @ to
p_udp_apps from 6 to 3 D
pport is ena
Apptype suppor

enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

gateway_secure_access_output

6. BENFA—FENHILET, NFX—FZDJZMIDOVWTI. THHERM 2BRL T T,

BEETO7 71 )L SSLERAZEICDWTIE. NetScaler TRATEIRETIHERHD £T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311#prerequisites
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B D NetScaler A< > R (F7 )L & var/tmp/ns_gateway_secure_access) Z&TH LW T 7+
IWHERINET,

7. NetScaler CLIictIh &z FiLW I 7L SERINTz NetScaler Av > RE/N Y FOAYY RTRITL
9, fi:
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/
tmp/ns_gateway_secure_access_output

NetScalerlZ. Z 71 h5aAX Y RE 1 DFDORFLET, AV RAKKTEI . ROOATV RICEHAF
ERS

Y —=ZBBFEETBN ATV T 6 TAALENTA—ZOVWTIADLDNEL L BWVEE. ATV FIIEKT S
AIREMED B D £

8. IRTODIAVYVKRAERICET LI ZHEABLET,
pE o
IS5—HHEELTH. NetScaler IZFED DAYV RERITFL. UV —XEZOMICIER. B, N1V RLEZE

Fo LD 2T WINDDNTA—EZBELLLBVWEDICFHLBVWI S —HEELIFEIF. RH SEK
ZPODEICZEBMOLET,

BEFD1ER % /A L T NetScaler Gateway (- Secure Private Access #1533

BE7Z D NetScaler Gateway LD x4 1) 7 & EB L T, Secure Private Access 7 R— b33 HTEXT,
el CORTVIVTHIUATZERLELEA:

o EE7FD NetScaler Gateway fR#8H —/N—
+ NetScaler Gateway IZ/\1 Y RSN EOLY > 3> T7ooarvetysayR) o —

ETAICEIV Y RERABL. Y= bI M EBRONY I 7y TEERL TSV,
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NetScaler Gateway {R*EH —/N\—DHRE
BEZ D NetScaler Gateway R#8H —/N—ZBMEXIEZEM TR L FIE. RONFX—F2—HEREFHDEICHKE S
NTWVWBEZERBL TSI,

tcpProfileName: nstcp_default_XA_XD_profile
deploymentType: ICA_STOREFRONT
icaOnly: OFF

i
REY—N—%BINT 3ICIE:
‘add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -

deploymentType ICA_STOREFRONT -vserverFgdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF"

R —N—%ZEIHT BICIE:

“set vpn vserver _SecureAccess_Gateway -icaOnly OFF"

R —N—D/NF A —FDOFHMMIZDOWVWTIE. vpn-sessionActionZBE L T 2L,

NetScaler Gateway v 3>7o> 3>

tyrarvrorarvid tyiaryRUS—2FRLTT—bI A REBY—N—IINIVRThET, vy a
TOLavEEBT B LI RDNFX—EDERFHDEICKRESN TV ZHEBLTIETL,

\/

« transparentInterception: #7

o SSO: #+>

« ssoCredential: 731<V

» useMIP: NS

e UselIIP:#7

+ icaProxy: #7

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" -2 m X
t7 URLICESRZ 3

o ClientChoices: #7

+ ntDomain: mydomain.com-SSO IZfER

« defaultAuthorizationAction: #=q

« authorizationGroup: SecureAccessGroup (CDTIIL—FHEREINTVWB ZE ERBL TS
We TDZFIL—FIF Secure Private Access BEDREER) S —% N1V RTRHDICERINTVET)

+ clientlessVpnMode: >~

« clientlessModeUrlEncoding: &R

« SecureBrowse: %
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« Storefronturl: "https://storefront.mydomain.com"
« sfGatewayAuthType: RX—1>

1
Ty arTII I EEMTBICIE:
add vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy
OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup —-clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -

storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

Ty a> T IO a EERTBICIE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

twar7oIavNRIRA—2OFMIOVTIE. BB LT LIV https://developer-docs.netscaler.c
om/en-us/adc-command-reference-int/13-1/vpn/vpn-sessionaction,

ICA 77V rOE#HY

Secure Private Access 75571 > aHR— b5 & 3 ICER E 7 IEEFH I sz NetScaler Gateway ZfER L T,
ICA77URFIELTREBITIHTEFET, ZDHA. Secure Ticket Authority (STA) =##mk L. NetScaler
Gateway IV FT2RENRHD £,

1 STAH—/\—(d@%E. Citrix Virtual Apps and Desktops @ DDC EBEO—ZBT T,

I OVWTIE. UTO Ry IEZBRBL TSIV

» NetScaler Gateway To Secure Ticket Authority #m
« &< H3ERM:Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

AR—bETOERZTDHR—-

RON—2 3 > Tl NetScaler Gateway 45 = BEIMICEELE T, AVN—FFIERXZI 2B T B70IC
T=bOzAA—INY I T RELRAZERTZIHEIEHD FH A

« 13.1.48.47 8LV ENLUE
o 14.1-4.42 5LV ENLRE
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AX— b7t 2524513. Secure Private Access 751 VU I IR DAY A — LTEBMENET,
Zh5o NetScaler N\— 3> Tld Rk bns_vpn_enable_spa_onprem#fidns_vpn_disable_spa_onpre
ZHEALTIOREZEM/ENICLET,
o« AT R (FreeBSD > T)L) THID B Z A TEET:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o« DT> R (FreeBSD >z )L) #Rf7LT. HTTP J—JL7 7 hRE®D SecureBrowse 2 517> kE—
REEMICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

s EWMICTRICIE. ALYV RFEDHS—ERTLES,
o NIIWDA VO AT DR T BICIE. nsconmsg AV FERITLET,

+ NetScaler Gateway TRY—+ 7ot X2 U %M 313, TNetScaler Gateway TOHRZ LR
(SmartAccess 27) DFREL ZBBL TSI W,

EER DFIREIR

+ BE77d NetScaler Gateway (EX VU R TEMTIHIH. 1 DD I U T FTIEMIGTEF %\ NetScaler
BRISERICHD £,

+ NetScaler Gateway TIZ ICA 7OF > A2 FERLAVTL IV, ZDHEEIX. NetScaler Gateway H'#8
BENTWVWIISEIEEMCAED X7,

« VS RICEBRSINT: NetScaler 2RI 3HBEI1E. Xy FT7—JICVWKOHDEELZMRZBELHD F
T, e zIE. HEDHR— b T NetScaler ctip 3> R—% > FREDBEEHFATLE T,

+ NetScaler Gateway © SSO #E#ICT 3B & k. NetScaler " 7S A R—+rIP7RLXEFALT
StoreFront LBET 2 e ZHRB LTIV, StoreFront 0 754/ R—K~IP7RLXZFERAL T, #L
Ly StoreFront DNS L O— k% NetScaler iCIEBM$ 3 HENHIHBENHD £,

NTVwoF— I AERZEZ 7y FO— R
INT U w4 — kg IC Secure Private Access Yo o 57O XATERWVBEIR. NTUwoIFr—roxAa
3FEAZ % Secure Private Access T—2R— X7 v FO— R T B3HERHD X3,
INTVy I =D TAHBRER 7Yy TO— R §3ICI1F. XOFIEERTLET,
1. EEEERT PowerShell £713a<9 > R7OYF IV ROEREET,

2. 71 L7 kU % Secure Private Access 1 > ZX b —JL 7 # JLE D TF® Admin\ AdminConfigTool 7 =+
LWAIZEEL 7 (fox zid. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTool; %&¥)
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3. ROOARVR=ERITLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

OAVTHFRRMRTDRE

August 26, 2024

Secure Private Access 7551 id. TNARTSY b TA—LP 0OS. 1 VA F=ILTINTVWBY T DT,
MBBHRAEYDI—HF—tEy>a>YaAYTFHEFIAMIESWVWT, Web %713 SaaS 77U —>3a>AD0IYTFF R
F70tR (RR—bT7O1ER) #RELEF T,

BEZIFIOAVTFI N IMZIOERGET7IERR) O —IZEBIMTE 9, Secure Private Access 7541 >n 1
VTFFRAMEIIE BN —DE v 3 VISBAINS NetScaler Gateway RU>— (Ev>a>y, &
BisREE. EPA) O&RITTY,

Secure Private Access 7541 Vid. AR— b7 o2 REZTE2AYE— (FHLWVWOS vY) £ LTZITES H\.
Gateway ICO—IN\Y I FB L TRITZ N TEE T, HFMICOVLWTIE, TRY—+T7oER45 ) 28RL
TS,

7
Secure Private Access 7541 >Ii&. NetScaler Gateway THERTE 305> v o4 — U =1 BHIRT
RUS—DHEYR—ELET,

GUI ZERLTHREZ LRI ZRET B

AVTERBEZTDOREICIE. UTOREHDBFIENEENE T,

1. 932907 — I T AERIFBIAR) > —DRE
2. ROBFFER) > — %S — bV {REBY—N—IINIVRTS

V32— b T A ERRHR S —DRE

1. [NetScaler Gateway] > [[RU>—] > [FHaisRaE] (c#8L. Bl #2UvoL%ET,

2. BREORUS—ZBRT BN RUS—DBFZEBMLET, CORVL—BIEARZLZTEL LTERAS
nEJ,

3.TUOITRET7O 3> T NI 20y LTT7ooa>z2ElLET, TOT772avi3ERORY
V—THBHMAETERY, ez $3702ary=zFRALTTY IRz, O7o2 a3y FERALT
TOLERZEETEET,
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MName*

win10_profile

Action*

ALLOW

Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev

Create Preauthentication Profile

O]

4. AT« —ILRICERZANDL. TEBL 20y I LET,

5. [R]IC. XEFHTANTZD RITr22EAL TR —OREER L F T

Dashboard Configuration Reporting Documentation Downloads

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

ROEIE. Windows 100S #F v I F3dICERINY > TILKERLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [fER] 20w o LET,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. BERIEER) S —ENA Y RTRREY—N—%BIRL. [BE]|ZIVvILET,
B.TRUS—) 023> T I+ 200w I LTRSS —EZNIVRLET,

4. RS —DER) THARHERY > —2#RL. 21 TDER) T MER) Z2BRLE TS

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5 RUI—RBER) S —HEDBEEZERLE I,

6. [Bind] ZoU v L&Ed,
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Choose Type

Policies

Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*

Windows10 > Add O
» More
Binding Details

Priority*

100

(- 1=

CLIZERLTHRELE T ZRET S

NetScaler CLI ©hp A< > RERTL T, FBAERIIAR) S —ZERLTNI Y RLETD,
5

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

WLLWIAYTFI bR TDENM

1. Secure Private Access BIBO>VY — L2, [7IOERRUS—) 20Uy I LET,

2. FHLLWRU S —%ZERT 2D BEEORUS—ZBRLES,

3. MROFHDBIINTVBHE £I2 32T, IEH#EZEM 22Uy oL TAVTFREET L TIRT
IC—30 Z&RL. AYTFXMEJE (FlWindows10) #EANALET,

SBREFa XAV b

s VTV =2 3 DT ERRI—2RELET,
¢ AN—hT7IVERBZTDHR—,
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StoreFront DR

June 19,2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,
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StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure
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Private Access 7 71 oiEE = HR— b L TLWEWEH T,

TIVIr—2 3 0B

August 26, 2024
1. 77UDEET25MERRLET,

o HARY FT=S4NDINBT T T a
« HARY FT—JORET TV 3 VA

2. [7FVDHMA O a VICRDEBENDL. [AAN]ZDV VI LET,
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Add an app

To add an app. complete the steps below

Where is the application located? *
Outside my corporate network

-@J Inside my corporate network

App type *

“  App Details

App icon

‘ HTTP/HTTPS

App name ”

N ‘ .,  Changeicon Use default icon

google-translate

‘ | Donot display application icon in Workspace app

App description

-: | Add application to favorites in Workspace app

App category &

| Ex_: Category\SubCategory\SubCategor

URL™

App Connectivity * (D

‘ https://translate google co.in

‘ Internal

Related Domains ~

App Connectivity ™ (3

| * google2.com

Internal N

6 Add another related domain

n Carcel

s PIVE-—TFTUT—2a>DEH

o 7XUDHE -7 T OFFEARHE, COHBIE. T—IAR—ADA—H—ICRRTNET, TTUT

—23arOF—7—FZT7+—<v FKEYWORDS:
Yo F—T—FEFERALTT7IIVT—23 > TN EV VI TEET,

B2F—T—RICEBIY—=RDT1IILZI T #BBLTLLIEI L,

<keyword_name>TANT3eHTEF
FMICOWVWTIE TEEnTL

o« 77U AT -RBTS7 FUH Citrix Workspace Ul ICRRSNBMRELRHZHTIVEHTHT
JUR (BYTRES) #BMLET, 7FXUTcicLuwATI ) %EMY 5h. Citrix Workspace
Ul hSBEDATIVEFERTEEYd, Web 77V i SaaS 77U AT IV RIEET R L. €
D7 7% Workspace Ul ORFEDATIVDFICKRTINE T,

- AFJV/MTAHATIVREBENRETRET. BEERT7IUILICHLLWATIVEZEBMTE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

33


https://docs.citrix.com/ja-jp/storefront/1912-ltsr/configure-manage-stores/advanced-store-settings.html#filter-resources-by-included-keywords
https://docs.citrix.com/ja-jp/storefront/1912-ltsr/configure-manage-stores/advanced-store-settings.html#filter-resources-by-included-keywords

Citrix Secure Private Access-# > 7L = X

7,

- AFIV/BTATIVRIEINY RSy aTRYIZHRERBHD £7, 7z xid. TESRAE
EM\I>SZ7U2T1 BRETT, Floew TOT7 14— L REAXFUNIXERXBINF T, EiE
FHiF. ELLWATOVZERL TVWB L Z2HRBIIBENH D £, Citrix Workspace Ul @
gy [7F7VATIV] Z4—ILRICAASAIATIVED—RLAWVWEE. 20AT7IVIF
MLWATIVE LTRREINE T,

e R TESRRCAEN) A7V 77U A7) 74—I)LRIC TEDRREAEN]
ELTERo>TAATR L. TEDRReEEN A7JVICMR T, Citrix Workspace Ul I2 TE
DRRACEEN CVSEROHLWATIULARRINE T,

o PIUTFAAY—[7AAVDEE| # IV ILT. PFIT7AIV%2EBELES, 74V 771
DY X2 128x128 F o ILTHITNIER ST, ICOFERDADBYR— TN TVWET, PraVELT
BELARWES., T7AILLOT7AAVHERRINE T,

s PIVF—=2 a3 EI-F—IIRALABVW-I—F—ICT7 TV ZRRLIKBWESIF. COFTF>ay
ZERL TV

« URL—-77Us—>3>d URL,

e AERXAYV—FEERXIVIE. 7TV —23 > URLICESWTEBANINE T, BIEEIE. BEE
THAIRIR XAV EFFIMBRE XA > E S SICIEBMTE T,

FIVr—2aYveEERUCADICBENICEN-—C0A T3 >2 00w o338, COT7TIUN
Citrix Workspace 77U O BRICAD 7V e LTEBMINE T,

o A—H—IZBRUICAND D S OHIBRZZRI—7 7 U FIAE D Citrix Workspace 77U DB KUAND 77
DUIDS TP T EHBRTESRL5ICTBICIE. CDAFT>a>zo )y LET,
ZOF T a>EERT B . Citrix Workspace 7 7 OE LRBICEBOED 71 AVHRRS
ER

e A—H—IIBRICADDSOHIBREHFTLBZVW—C0F T2 a>vEI Uy T3, FAEND Citrix
Workspace 77U DEKUND T TV VR DS T T ZHIBRTERAD E T,

AT a>uEBEIRT B L. Citrix Workspace 7 7)) 0 E LRBICEREDOTVWLED 71 IVHRTIN
E
Secure Private Access AV Y —ILH 5 BRICAD L LTI —IINT T ZHIBRT 3BE. Tho07 T
1) 1% Citrix Workspace @ BRUCAD U X b S FENTHIRR T 2 X BN H D £9, Secure Private Access
VY —=Ih5 7 FUZHIBRLTSH. 7FVUIL StoreFront S BEINICHIBR TN EE A

77U EEEWeb 77U 0B & IE [REE]. SaaS 77 OBEIE [SMEE] ZFIRLE T,

3. [REFE] 2OV IL. [RT]ZIUYILET,

[BRE]>[TTIVT—2aY FXA Y] TRESNTVEIRTDT IV T—2 3 Y RAAVERRTEE T, HMAIC
DWTE T YA F—ILEOREDERE] 28RLTIRET
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ROFIRE

TIVT=23 DT IEAR) S —ERELET

TIVTr—=23 07O RAR) S —%EKT B

October 21,2024

TORRARI)O—#FERATRIE Y —FE2A—F— JI—FILEDVWTTTUADT I E XA ZB M E1I3E
ICTEET, IBIC. EFaUTAHIREEBMI BT, PTTUADT IV ERFIRZEMNCTBIELDHTEIET,

L [RUS—DfEH] 20V v o LEY,
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Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications

msn @ Q

Conditions

User conditions

Matches any of 4 spablrl.com N ‘ spablri.com\Administrator @ N/

®| Add condition

Actions

() Allow access
@ Allow access with restrictions

() Deny access

Access Restrictions (0)

@ Add restrictions

(") Enable policy on save

Save ( cancel )

2. 7FVT5—=23>T POECR RIS —=2BREITZ 7 TIEERLET,

3. A—H—[2A—HY—JIN—T-TF) FTOELREHAEIJEET T I2HELHBIFRBFE I —F 31—
— JI—TZBRLET,

s DVTMIMC—E: T —ILRICURFINTVBBHOVWTNMI—RT 21— —F/lEFIL—7
DHDT I A%HFAINET,

e WTFNIZH—HLEFEA: 70— ILRICURMINTWVWRA—H—FIETIN—TZEIITRTOI—
HF—FFITIN—TICT7 7 ERDHFATINE T,

4, AVFXR M FTICEDVWTHOEEZBMT 3ICIE. [£HF0EM 20V v oL ET, ChoDaTiE
NetScaler Gateway ' 5iR4ELHD T,
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5. &452J 2#RL. EO7T) FOLRZHAXIFEBTEINICEIVWTHREZERLET,

6. Tl ROBEZRITLE I TR, FHHBICESVWTTZ FVICERTSZIHENHBZIROT7I3>0VWTh

NEBRLET,

s VUL R%EFHEUTB
o HIRNSTY I L RZFHAT S
s PUEREER

FIRMM S 7o X259 3 2B RLIHE. UTOHBRZERTETET,

Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

v

Download MIME types

v

Downloads

v

Insecure content

v

Keylogging protection

v

Microphone

A

Notifications

v

Paste

A

Personal data masking

v

Popups

A

Printing

v

Printing options

Screen capture

v

v

Upload MIME types

Uploads

v

v

Watermark

Webcam

v

View selected only Search

Q|

Current Value
Allowed
Allowed
Multiple options
Allowed
Prohibited
Allowed

Ask every time
Ask every time
Allowed
Multiple options
Block

Allowed
Multiple options
Allowed
Multiple options
Allowed
Disabled

Ask every time

s VY TR=—RADTIER%ZHIRTZ: TTVESRTL Iy TR—REOYIDED/JE—/8ED

TR EMICLE T

ENRI% HIPR 9 %: Citrix Enterprise Browser lh 5 OENRIMEEE FEIC L £ 9,
e AUYO—RZHIRTZ: A—HF—DT7FTUANSHTVO—RTEIHRVELSICLET,
e Py FO—REFIRYTZ: A—H—HAF7FURATT v FO—RTERVLSICLET,
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s UF—A—I—V%ERN A—HF—DOEEIC. I-H-Br1-—H¥—-DI VDIPTRLIAZRRTS
V=R —I—URKRRTLET,

e F—OF VI EHIR: F—OH—hS5FRELET, I—HF—PIA—HF—BENXT—RZERALTTS
IO L&D TRE TIRTOF—NEF—OA—THESKINET, /. 2177V
ETRITTZIRNTDT7IVTAET R F—OF VTN SREINE T, 1o ziE Office365 T7 7
URER ) O —DEMICHR > TVWT, 2—H—h Office 365 @ Word XEXRBET ZHE. TATD
F—AbO—7iFF—OH—TESKINZET,

s BEFX v IFYEFIRTZ: BEF v IFv TOJSLELRE TV zERALTEREZF Y IFv 93
WEEZEMICLET, I—H—DPEEZFVvSFrLLS58THL. TROEBANF v ITFrvINET,

AR

F—OscE@EF v 7F v OFIRIE. Citrix Workspace 7 X0 by 547> MIOAHBRAINET,

1. RUSP—RIZ. RUP—DBRIZANNLET,

2. RERICRYS—2EMCTIEBIRLET, COATOavEBERLBVEE. RUS—ZERINBZ T
T 770r—=avIiciBBREINERA. Fld. L XMy FEFERLT [T/ RO =] R=
MEORVS—ZEMITEICHTTET,

7Ot R D —DBEIE

TIOEXRIVS—DPMERTNB L. TIFILSTTIEI RIS —ICBEBESHEDLETONEY, 7IEZXRY
= DR—LR—VTREIRUZHEETE XTI,

EOREVEBEERIRLEBEENEL. RYUISHESINE T, CORUL—DBERINLZFHIC—BLEWVEEIE. B
FIEIESHMELVRDRY =BT N E T,

BEEVNOLT7AAVEFERLTRUS—Z2 L FICBEHTEZ LT, BEIEUEZEETEEY,

ROFIE

754

~

>k vy (Windows £& U macOS) h S #EMERIEL £7,
1

Ivra1—H%-—o0—

August 26, 2024

BEENTIY RI-HY—ADI+—2—<— LERIFIR%Z#EAL T Office365 7 U B LI CIRELE T,
NT. TYRA—H4—N0ffice365 7FVICTIERTREEIIC. V4—2—<—J LEIRIDEIRE 77U ICEA
TRIRENHD £T,
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Iy Ra—H—3 Office 365 7 7VICT VL RTBICIE. ROFIEZRTI ZHBENHD ET:
1. Citrix Workspace 77U hv5 StoreFront R r 7IC7 V2R L £,
2. Rh7ICATAF Y LET,
3. [7FV]ETEIUY L, RIC Office365 7 7 r—>a>uwE o)y LET,

ZNT. Ty RI—¥—iF. Office365 77U — arhiEgcn. V4—2—7—IHB&FNhTWVWB L
IR BERDHD £, o TVRI—F—HOffice365 7 AU r—avhsTr—42%=HRILES &
LT84, ERISIBRX vt —S2 1—H—ICRTRTIBELRHD £7,

- [ Restrictions | & office.com s (o))

Cloud Sattwore Group Backmarks Printing has been restricted by your
administrater.

Introducing Microsoft Copilot: Meet your everyday Al coOmpani ScG—————

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

T

Sign up: for & « Microsoft 365 >

=- Microsoft I Office Products ~  Resources ~  Templates  Support My account

Dowri 21t 365 apps for Mac05 »
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pEH
BEEIG. RETRINYTETIVT—a il7 oA R1HOICBBRTHT Y MERE I—F —IC1R
HIBZBELAHD £9, 2L <&, TCitrix Workspace 7 7UAD R b7 URL @ighNy #Z8BLTLEI L,

Secure Private Access ¥ Web Studio 0#4:&

June 19,2024

Citrix Secure Private Access  Web Studio a> vV —JLicEE TN TWVWB . 21— —IF Web Studio Z/4 L
TH—ERICO—LLRICTIVEATEEY,

Web Studio N\— 3> 2308 Lg% Y R =L BRENHD £7,

Web Studio #i&Z2HBMICTBICIE. ROFIEZRITLET:

1. Citrix Virtual Apps and Desktops 1 > X b—5— % 7z(3#& DDC ¥ > X b —5—% A L T Citrix Web
StudioZ1 >R b—=ILLET,

2. BELOERICEW. 1A —IZ2RT7LEYT, AV FO—F7 RLADANZROSN-5. D> +O—
S7RLZX2 LTDDCFQDN ZANAL %,

3. 1Y b=ILBRINL 5. C:\Program Files\ Citrix\ Web Studio\ Site\ assets\ json 7 # JLZ —IZ#
L. spa-config.json 7 7 M ILORBEZEEL X,
Web Studio @ > ZX b —JLIZT 7 # )L LMD BERDMER S B &1L, C:\Program Files\ Citrix 7
THAINEDA YA M=ILIBAZEELWBRICETRZ TIIZT L,

Q{ Ch\Program Files\Citrix\Web Studic'Site\studio'\assets'json\spa-cenfigjson - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macro Run Plugins  Window 7

o & eelgl|05'|:3 |E_’) |ﬁﬂbﬁ|‘§€| |‘=‘J_E:§L:|L.3B|_n‘ [o]
[&=] spa-config,json t:il
1 =k
2 "name": "Secure Priwvate Access",
3 "namespace”: "/spa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 H "configs": {
8

"preload™: false,
"expandLeftNav": false,
8 "globalStyles": false,
g "cacheStyle™: true,
10 "stylelzolation™: falseg
11 b
12 = "props": {
13 I "cdnUrl™: "https:/ /by -local:4443/accessSecurity/uisl",

4 "namespace": "/citrix/studio/spa",
5 = "backendSexrviceUrls": {
] I "gatewayCorefpi™: "https:// i - .local:4443"

1. TSPAServer) % Secure Private Access 7541 >® FQDN ICESZHZ TSI LY,
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2. Web Studio icosr> L%,

3. Bl FEHS —> 3> X=a—T[ **Secure Private Access ** ] #42 J v & L T. Web Studio n 5
Secure Private Access B>V —JLIC7 AL E T,

Secure Private Access #5 X4 —¥ L C/ERM

August 26, 2024

Secure Private Access # > LI AV U a—2 3> idoSR2— LTEETE 0. 8084, aRIL—TFv
b RT—SEUT s 2FRBTEFET, ABELRE (- —HH 5000 AZBZBIEEHRY) ICIE. X2 R70O
> @ Secure Private Access / — RERBBETZ 28O L T,

NetScaler Gateway ®/N\—2 3> 13.0 F7:1% 13.1 EJL K 48.47 Ligi=#ERA L TW3HEIE. Secure Private
Access %z StoreFront t HREFRZA B3z EEHLET,

Secure Private Access / — R DERK

o # L L Secure Private Access %1 & 1ER L £ 9, s#4HICDWLWTIE. TSecure Private Access 41 b @
Ty 7w BBRBELTIEIL,
o MEBREDYUSRHE—/— K% Secure Private Access 1 MMZEBIML 9, FHICDOWVWTIE, TEEFEOH

~IZZN L T Secure Private Access #38E 931 #8BLTLIETL,

« & Secure Private Access / —RT. ALY —N—HEEEREL XTI, FAZOH IV FOHBEREF
TiEH 7oz FRERIE. O—RNZ 2T —0O FQDN & —H T 23 HELHD £,

O—RNSH—#aL

Secure Private Access 7S5 X2 —Dtwy 7w FiICid. BEDOEBEIEEHEGIIHD FH A NetScaler 20
—RNSUH— LTERLTWVWAESIE. RORITEFELTLETL:

« Secure Private Access H—E X (BB S V21 LDEA) IFXT— L RBEDT, KEEIIHEDHD £
Ao

« Secure Private Access f —EZXIFHTTPS L LTRITT 22 HEH L EITH. CNIIBBERTIEH
D %+t A. Secure Private Access t—EXIEHTTP E LTHEBETET I,

e SSLATZO—RFHIESSLTV wOHHR—FINTVWE D, FEOO—RNS VY —REZFERATET X
¥, SSLTUwIRMFERT S Fid. & Secure Private Access / — R TRILH—N—iIBAZE%EREL TL
IV, £l SAEOH IO I bOHBRXIEFH TS U FRER (SAN) 1Z. O— KNS5 —0
FQDN & —H92MENHD £, /. O—RNSUH—H—EXTSAN ZRETI2HENHD £,
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Citrix Secure Private Access-# > 7L = X

e O—RNS>H— (NetScaler&¥) ICId. NI IV RY—N—BOTFT7AILEDEIL NI VEZSZ— (F
O—7) »»b £, Secure Private Access > 7L S A —N—RICHAXEZLHTTPR—XDE=Z4%—
(FO—7) #RETIVENDBESIE. ROIV KRRV M 2FEATEET,

/secureAccess/health
BRI N3NE:
Http status code: 200 OK

Payload:

{
"status":"OK","details":{

"duration":"00:00:00.0084206","status":"OK" }
+

NetScaler O— RNS Y H—OBBRICOVWTH L IE TEANLBEIHOEE] 28BLTILIV

AV EBICKREEZER

June 19, 2024

Secure Private Access #1 VX b—JLLT=B. BER—IHSREETETIET,

HREELET SICIE. Secure Private Access BEIEE 7 H 7 > T Secure Private Access EI 2> Y —I)LICH o
VAVTRHRELRHD ET,

TIVT—=2aY R X120 —T4 2T 2ER

Secure Private Access DR EICEBMENET TV =23y RXA( VDU R M ERRTEEXT, 7IU5—>3>
RXALYTF=TILICIE. IRTOBEBERXA >, PTIVT—=2a3 > bS5 T70 v DI =T VT H%E GMEB£T=1
AW) H—BRRINET,

1. [BRE]>[7FVT—vavRXa2]# 00y I LET,

2. BBICSLT. BETAAVEIUYILT—F1 VI 21 TEEETS T,

Secure Private Access D 7-6h DEBEE D EIE

[BRE]>[BEEBE]|R—UHSE. BEEEOUIALERFLED, EEEXEBMLID TEF %Y, Secure Private
Access ZHHTA VX —ILLI-BEEICIE. BR2BERNMTEINET., 20%. COBBERIMOBEEEZ LY
7w AIBIITEEX D,

BEEJIN—TZEMLT. ZOTIN—TDIRTOEREN T I EATESLSICTBILDHBTEET,
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BEER—IT, B 20Uy I LET,

TRXA>) T COEBEZBMTZIMNELRHDI R XM VEBIRLES,
MN—t—%ida—H—-JI—7] T ZOA—HF—HBTI3I—F—FFIIL—TZ&ERLZET,
MEBEXCT] T COA—HY—ICEDHTEIVELNHIERS 1 T2 EIRLET,

> wnd e

v k7w 7F&IC StoreFront %7-1% NetScaler Gateway t—/N\— DA% FHT 3

Secure Private Access #:2E L7 5. [#ia] 2 7h 5 StoreFront ¢ NetScaler Gateway 0T~ %X
BELIEEHRTEET,

1. [BE]>[1>FFL—>av]zoUvoLED,

2. BETEREDEBICHZMETrA>E2I)wvo L. IRV EEBEHLED,

3. BTV E VY ILT. REDENTHDI e =BBLEFT,

pE o

Secure Private Access #' StoreFront L BB ZIIVICA YA M=ILTINTWBIEEIL. StoreFront X

) hEAT>O—RLTStoreFront TETLTLET L,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 43



Citrix Secure Private Access-# > 7L = X

«

Application Domain ~ Administrators  Integrations
I£| Overview
Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.
E Applications
Secure Private Access address
0 B The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
Access Policies be a valid web URL and does not have to be a public address.
@ Settings https://gamma.spaopdev.local e

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

() Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

https:

amma.spaopdev.local Q O ﬂ Refresh Certificate

(¥) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
)

https://gwgamma.spaopdev.local (/]

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitering capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

O
D

s.spaopdev.local 0

K

Sy aR—ROBE

June 19,2024

Secure Private Access F ST a—Fa A4y arR—RICik. 75— 3> oiEg. 75—
AVDHE, BLUVENSDXAT—L2RICEAET IO DBPERTINET,

BERICRELIEE I I A REZLEZA LTSI VOOT ZRRTEET, FvPaR—RICRTLIEWMERICIGL T,
+ESEI VI LTI S TICHZEBMTEET, 21— —0OJIB CSVERICTIAR-FTEET,

71 J)L%— (CATEGORY & RESULT) 2R L THREZREZKDAL LN TTET,
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Logintoyour Gteway pplianc oiew rthrnsighs o G to Discto 0 sorch by usr

& o

Last 1 Week v | ®nddier
B Apptesions (Lottesk V|
e ol

=
£ setings 2026.0619132629

2026069132629 [ ——
(D) Troubleshooting

2024-0619132629 04614600-0137-4625-8190-35729361162d.

2024-06191326.29 04614600-0137-4625.8190-35729361162d.

20240619 125522

2024.06:19 125522 02780303.763d-41af-OFO1-9b6IBATOISD

2024-0619 125519
2024-0619 126519 '650531b6-5049-4080.9926-6a5056416006

20240619 125519

2024.06:19 125519

2024-06:19 125519 6b636840-4b84-4d18-9241.043796dead4a

2024-0619 125519 spauserl@spablrt.com

20240619 126519 5642000-7065-418b-89c6:6198365c8769

2024.0619 125519

2024.06:19 125519 '5646000b7e65-418b-3¢6-0f083e5cB7ed

2024-06:19 1255:17 spavserl@spablrt.com

20240619 1265:17 6809770b-9150-d0c7-9a15-a97be2a42¢97

birlcom

20240619 12655:17

20240619 125517 40608dca-5068-4840-b7da Th20594alecT

20240619 125517 6897 7eb-9159-4ecT-915-a97be2a42¢97

RDOINTGA—BEBRBET—ILROBEEFICETVTREZRDIALIEHTIET,

« User-Name
« A7V
o« AIRVKNEATS

+
',%u

s FSHIL 32 ID
o 4

I-H—OF L U7 ZRY S —BIOBRF v — F TREERDACLHICEATE SRFREFRROLHD
TY.

o S BRERFHICRR2IC—HTIOV/R S —2BRERELET,

o ISHIBESAESAEEATVWAVOY /RIS —ZBRERLET,
o~ BREMICHONIC—RTEOT /RIS —ZBRERLE T,

o IMEBESNEEHFO—HBEEFAVOS /RIS —2RELET,

fee 2IE. BET « —JLRIC Event-Type = DSAuth * WS XF5|=FERATZ . TRX>Y %217 TDSAuth | %
BRETETET,

E#kIC. Toperatory £ WS BEO—EZ&L 11— —2BRE T 31213, User-Name ~ operator & L\ 5 XF5%
FRALEXY., COBRERTIE. Toperator] WS ABEZELIRTOI—H—FL—EBRRINET, cexiE. O
—HIAFARL =) TEBEARL—4)

FSoH 023y IDZFEALT. 1 20MRY MNIEETEZIIRTOOJZRERETEIEY, 2o 3> 1D I
T RERDTRTO Secure Private Access O #EEG 17 £ 9, 1 207 FVFIERXUI TR MT, ik
TFXURE, FTVTORABEHARY. EHOOTZERTITET,. CNE5DARY MNMITRTHBOOI ZERL
£9. FIHII a2 IDIE. ThSITRTOOT ZEEMTBZDICERINET., 223> ID ZER
LThS TN a—Ta2900% 7002V 2T 0L BEDTTIVTIVEAVIIINMIBEETZITANTOOI %
RETETET,
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AJHM5AYTF AT ZRT

[ Details] 7l [ShowDetails | U > 7 ICld. BEDT7I7EARU S —ICEEMTSNATVWBR 7T r—>3>D
Db, ZORUVD—ICEAEMITENATVWEZ AV TFR NIRRT INE T,

Filters Clear All

Last 1 Week N ‘ m

‘ User-Name = "User" |

CATEGORY

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format

TIME us GORY RESULT DETALLS

2023-09-07 10:2913 spaopdev locallusera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.

Applications:
2023-09-07 09:48:50 spaopdev locallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev locallusera App Access Show Details

UserName: User A

2023-09-07 09:48:49 spaopdev.locallusera App Access SmartAccess tags rece
ContextualTags: |
.
2023-09-07 09:48:49 spaopdev.locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592f2f-f17b-4a5f-96..  Show Details
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22502f2f-f17b-4a5f-96..  Policy evaluation return
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2050212¢-f17b-4a5f-96..  SmartAccess tags rece
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 20592121-17b-4a5f-96/\ 1 DSAuth alidstion was s
2023.09-07 09:46:27 spaopdev.locallusera App Access @ Failure 629d1dd1-5bdb-4474-8..  ERROR: Error in process

LK BBZ3TZ—DLZTIN>a—TFT1>7

August 26, 2024

ZDkEw I TIE. Secure Private Access DREHICRET BAIBEMOH BT —D—HERLET,
HERRE DTS —

T—EN—RERIS—

StoreFront =

NIV OF—= b xA[A=INY I TF— D1 DEE

Secure Private Access —N\N—ICT7 IR TEHL

SERAZED TS —

I5—Xvyt—2:1 DU E0 Gateway H—/N\—h 5:EBEE % BEINICEETEI £ Ao
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ZOIS—Xyvt—iF. NetScaler Gateway d//NT Vw7 RLZAEBML &S & LT, HAZEOREICEED
HBBEICRTINZET T, TORIEIX. Secure Private Access #tw b 7w IR E. Fhidty b7 v TIHE
TLREBICEREEZEH TR IICRET DR HD 9,

=gk Citrix Virtual Apps and Desktops OIF& L EILAETY — F I T THEBAEZEML £ 9,

T—EN—-RERIS —

e IZ—Xyt—Ii F—EAR—REERTITELRATLE

fRE: BEIDIHE-SQL Server LOF—ER—XRNICT—TILZERT BI1Cid. <> > iC READ. WRITE.
UPDATE #&RDPHBETT,

¢ IT—RYE—I TEAR—REERTIEHATL T—ER—RFBRICFEELE T,
COIZ—AyE—2R ROZFUADOVWTNDTRIRTINBZ LD HD T,
- TER—DEERIC TEEE 4272 3 Y EERLIGE,

- BEENT—EAR—XEZERTZEE. TODT—EIR—RITDT—EAR—IATHITNIEERD £H A,
CDIT—RAytE—JF, T—ER—IABPETHWVNT —EIR—IATHIBEICRRINZeHhHDF
ERS

BRR. ZDT —FN—R2ER I 2HENBD £,

- Secure Private Access 7> YA +—JLL. ALY FETEY b7y 72BHAITLET, JDF
&, UHIDA YR F—ILDOT—2R—XIFHIBRINED >T=TL & S,

R, T —EN—RZFEHTHIRT 3UENHD T,

- ROUTrEFRALTT—AEAR—XEFFHTREL ([F—2R—XDEH] R—I T [FehEm] 28
R). RIC[BEER] AT avICEBELETH. U1 FRIZAL T, TOB/E. X7V T ORITH
ICALBHDT—EAR—IB T TIER TN TWET,

FERE. Y FOBFIZEELTHS. RIUT M Z2BRITIZVEDRHBDET,

- I UICiF SQL Server EOF—ER—XWICT—TILZ2ER T B 7= D READ. WRITE. UPDATE
HERDH D FH Ao

fRREE: 2 Y ETEYBERZBMICLEY, FMICOVWTIE [T —EN—XDHREICHELTIER]
ZBRLTRETL,

e IS—Xyt—U T—EAR—XEERTIEFHATLI EBRICKKBLELE
RS

- IO IUDEDTF—ER—=3%y NI —UEGZBBEL T TV, SQL Server R— D7 71470 =
— )L TRWVWTWAZ 2R LET,
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- UE— bt SQL Server #ERA L TW3H&IE. SQL Server iZ Secure Private Access <> > ID T
#» % Domain\ hostname$ #EH L TERINEOT 1 U HRHZHESHERRBLTEI L,

- UE—k SQLServer #FALTWVW3BEIF. ¥V IDICELVWA—IL, DED AT LEEEO—
IHDEDHTENTVWE L ERBL TSI,

- O—AJLSQLServer (1 X b—=5h5TIHEHEW) #ERALTWSBAEIE NTAUTHORITY\ SYSTEM
A—HFICOTA V= ERTIHBEDHIDESHZHRLTLIIETL,

StoreFront (&=

o« IS—AXyt—0 kD StoreFront T MU ZEERTEFHATLT: <Store URL>

RRINTLAEWESIZ. [BE] 27h5 StoreFront 0T > U EEHLET, 9rF—REFHLT
Secure Private Access #58E L5, [:RE] #7H 5 StoreFront DT> M) ZHBETEEFT, CDIS
—hFE L7 StoreFront R k7D URL Z2FBHTL I LY,

ARIRER:
1. [RE]|Z2OUvoL. [HE]2TEIIVvILET,

2. StoreFront X 7 URL iZ. StoreFront T> FUARRTFINTULRVBEEIZ. O U ZEIEM
LEY,

s IZ—XytE—2: ROD StoreFront T MU ZERTEEEATLRE: <Store URL>
AR
1. PowerShell DETRV L —ICL 2HIBRABESNTWVWBATAEEMLH D F 9 FHFMICDWVTIE
PowerShell ) 7 kv > kK Get-ExecutionPolicy#RTLTL I,
2. HERTNTWVWBHEIE. xRk L T StoreFront X)) 7 2 FETRITTIHEHHD X7,
. [RE]ZVVYIL. [#HE] 2 TZ0 Vv I LET,
4. TStoreFront X 7 URL1 T. T5—N'HEEL7: StoreFront URLOI>Y FUZSFEL X T,

5, ZOXL7URLODEICH S [RVUT DA >O—R] Ra xS wvo L. xtisd 3 StoreFront
AU AP=ILTNhTWETYY Y ETEEEEETI O PowerShell ) 7+ %#RFLET, TDX
)T MMEITARTD StoreFront ¥ > TRITTEIHRELHD £,

E:

TIOAYRAN—ILEBIZA YR =L Z2BRHITT 2/ EIE. StoreFront #mk (StoreFront> X ~7 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) WS ZRIDI Y kb
A7 WZ & RSB L T 23 W, Secure Private Access W EES 35 E1E. TOIT > MU EHIBRL

TLIETV, RE>BRER—IHORI )T Z2FHTHIYO-RFRLTEITLES,

o IS—Xwt—: RO StoreFront BRIZO—AILTiEdH D FtHA: <Store URL>
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V1 —R%EMALT Secure Private Access #:RE L7125, [RE] 2THST5—rT 1IN RiRE
TS, COIS—HEELT: StoreFront R b 7D URL ZEZEFBHTL I L,

RS

C DEREIE. StoreFront A* Secure Private Access Yt EILY I VICA Y A M=ILETNTLAWERICRKE
L& 9, StoreFront Zr > X b—JLL7=< > > T StoreFront #m & FEITRITTIMELNHD £,

1. [RE]ZIVUvIL. [#HE]12TEV VY ILET,

2. TStoreFront X 77 URL] T. T5—HH4E L7 StoreFrontURL DI > MUZFREL T,

3. ZOXRMT7URLOD#EICHZ [ROVTrDAU>O—R] RE2V%EIU v L. i5d 3 StoreFront
PRIV E=ILINTWVWEIS Y ETEEEERTIO PowerShell VU 7+ %2RITLET, TDR
1) 7 hFIARTO StoreFront ¥ > TRITTIHRELRH D £ 7,

e
StoreFront PowerShell 227U 7 k#2179 3 IC I3 BIEE#ER T Windows x64 Ei#d PowerShell

Y1 > RU%ERE. ConfigureStoreFront.psl #%&17L £, StoreFront X4 U 7 k& Windows
PowerShell (x86) r Bifatin'H O £H Ao

« T5—Xvt—: PowerShell Z /M L T StoreFront 2 7 ) 7 h # T L TW3B & FIZ TGet-
STFStoreService: % 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExceptic
DFIIDFEEL F LT lo

DI S—I. StoreFront X2 ) 7 +~% x86 Ei#ad PowerShell 7« > RUTERITLEBEICEELE T,
RS

StoreFront PowerShell X7 U 7~ #R17¢ 31C13. BEEHERE T Windows x64 E#ad PowerShell »
1Y RUEBEVWTHMS5ConfigureStorefront.psl&®RITLET,

NTVwOHF— I[NV IT— T T A DEE

IZ—XAvtE—Ju D075 —hUTAIY M) EERTIEFLEATL, <Gateway URL> F7iE ROI—ILN
YIF—RITATY MU EERTIEHATLR: <Callback Gateway URL>

FRRER .

BESRELINT VYIS — Iz FEO— NV IS5 — T2 DOURLZEZIEDTHETET, VrH—

R#={#ER L T Secure Private Access #:8EL7=5. [RE] 2T DB — Iz A1IV M) ERETEET,

1 [&E]Z2VVvoL. [BE]2TE2I VY I LET,
2. NTV YO F— b IATRLRAELBEA-UNY T — b4 T RLRE, BEIRELLRAIP 7R
LAZEHLET,
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Secure Private Access H—/N\—IC7 XA TEHWL

IS—AvE—SilS 7—IL2EBHTEFLATLI IS 7L EZBRSTIFEATLE

RS

AVE—Y AT X=2a3 B —EX(IS) D [7FUr—>a > F—IL]ICBEBL. ROTTIVr—>3>F
—ILHBHLTRITINTVWRcEBRBLET,

o Secure Private Access S > 21 L+ T—I
o Secure Private Access BI2E7—IL

Ffee TIALEDINSH R'"Default Web Site"MBHEBLTVWRZEHRERL TSI,

T—EN—EHRT TV I DERK

IT—XyE—JiERFoyv kML ELE
T—EAR—ABHEF v UId. BHOEBRTERT 38N HD £T:

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER— G —/N—|C
TOEIXTEEtEA.

RRE: T—ER—XR—F (FTAILR=—F1433) BT 7A 7 I+ —IILTEHVWTWLWBHESHEREL F
ER

o Secure Private Access 7551 YRR I I VICIE. T—ER—RIEGTIERDH D FH A

iR Secure Private Access @ SQL F—2R—HERE BB LTI,

T—hozAEGTF TV IDNKRBRLE LT, AFEASZEIETEEEA
IS—XytE—J1 A VA= LEOBEIN RO IS —TERBLET, F— F YT BEF T v 7 ICKKBLF LT,
RRFEAEZIMIITEIEEA )
R
« BRY-ILEEALT. Y= by 1DNT ) v IiERE% Secure Private Access 7 —ZN—XUIZFHT
7“/ 7D_ F L/ ij-o
« PowerShell £7ci3av > 7OV 7 hU« Y R U2 EREERTHET 7,

¢« ¥ L% k)% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2i1E. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)
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¢« ROIAIVKRZERITLET:

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TP Ir—2 3 U5IELR

StoreFront @ URL % 7zi& NetScaler Gateway ® URL ®EKREICR S v a (/) B&FhTWBE. 7 XU —
o avDFELFIINE T,

ARRES:

StoreFront X k7 URL #7z1& NetScaler Gateway URL DXED XS v 2% HIBRLFd, FHLIE Ty k
7 v 7D StoreFront £7z1% NetScaler Gateway 4r—/N\—D:FADEH 1 #BEBLTLLIEI L,

ZD1th
Secure Private Access 2Bt R— MV RILDTERL

RDOFIE#RTTL T, Secure Private Access s2lfitrR— bk « N RILZIERL £9:

o PowerShell £7ixa< Y R7OVY 7 I Y R EBEBEESERTHEE T,

« 71 L ¥ k% Secure Private Access 1 >~ R k—JL 7 # LA D F® Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2iE. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools % &),

« ROOARVRERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access ® SQL 57— 42X — X R

F—ER—X%BIMERT BICIF. Secure Private Access 7S5 4 VRARI I VI, T—ER—XIEHELTT
—BAR—RARF—TZERT SIERIPUETT,

DE—bFT—E2R=2:
ROFIRZRITLT. VE-FT—ER-RDIERZREL X I,

1. BEo@XCitrixAccessSecurity<Site Name>TEDTF—ER—IEEHL T, <Site
Name>i&. Secure Private Access D41 kR T9, (fflX I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 51


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311/spa-onprem-manage-settings#update-storefront-or-the-netscaler-gateway-server-details-after-the-setup
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311/spa-onprem-manage-settings#update-storefront-or-the-netscaler-gateway-server-details-after-the-setup

Citrix Secure Private Access-# > 7L = X

2. Secure Private Access R~ > >0 > ID B® SQL Server A 1 = 1ER L £ 9, 7=« X I, Secure
Private Access 7O0—Hh—dD <> &M HOST1 T, ¥ Y R X1 >H DOMAINL oig&. v > ID I
TDOMAINI\HOST1S, A b £9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVRIFROVT) ZFERLTRETI XY !
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownero—/L&#<> > IDICEIDYTES,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S$'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
A—=ALT—2R=2:
A—AILT—ER—XOEREZRET BICIF. ROFIEEZETLET,

1. Baio#ExCitrixAccessSecurity<Site Name>TEDF—EZR—X%ZEHLFT, <Site
Name>(Z Secure Private Access @t BT, (fz& zId. CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. NT AUTHORITY\SYSTEM a2—#—o SQL Server OJ 1 >k L £9. O 1 VHBRICERINT
W3HEIE. CORTY FIFERTEET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —%—ICEIDHTET,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

F—EAR—RAEFHTER TR E. ATVO—RLIETFT—ER—IAZRIV )T rL>TII > IDICKERDEBINT N
F9,

ST a—Ta 0 O0%RE
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FSTIN>a—TFTo>oOdR—Yo0OJ 1. Secure Private Access ¥—2~R—2X1Z 90 BHEFRESINET, O
DEHBHARILARDTEFSZL (fee zE. 100,000 282 3%Y). 0 B&hFIICRHHVWOS#HIBRTE T, ¥
V=>7vy7F2a37d 774N EFTLR2EBICCICETINET, C0oPaTid. V41 L—EXNBRET
BIUICHEITINE T,

ST a—T4 YO DRFEREDHRAEZIA X

A0V —=>TFyAd SVEALY—EZXDA Y M—ILT LA —IZH 3 appsettings.json 7 71 )Lz EM
LTRETEEY, OJORFHBLE T —EXR—RRETETZ3O0T7OHICEIVWTIV 2Ty TZ2RETEET,
HBEICH LT appsettings.json 77 1 ILAOUTFOIY FUEZEBELET,

B FINTTUEREjson T 71 )Le
"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 90,

"CleanupOldestDataIfEntriesCountAbove": 100000
}

U=V Ty TREMCT BRI BBICHC TROREZITVET,
o« OJ% 7 BRELIFRIFTZ1C1E. CleanupDataOlderThanDays# 7TICRREL £,

o« BB —>7 v FEEMICTSICIE. CleanupDataOlderThanDays#% 0ICRBREL £,

¢« ATV ER=ZADV ) =Ty FTEEMNCT SICIE.CleanupOldestDatalfEntriesCountAbove
Z0ICRELFT,

o INSDOREHVTEH LD 0ICHREINTVWBRHE. £7ldCleanupPeriodInHoursh 0 ICREINT
W3IBS, OJIKAICRREISNE T,

- T RUEREEHN 100% KT T2 A8 H 372, CleanupDataOlderThanDays# 7
l&CleanupOldestDatalfEntriesCountAboved®@A% 0ic . 7zlECleanupPeriodInHours
Z0ICHRETBLIFHEDLEFLEA,

- OJgov)—>7y FEEIE. CleanupPeriodInHoursTI Y b EEELTCEETELHT
TFEY,

e
Secure Private Access # 0V S X 2—r LTEBIZIHBE. CNODRTEIIEISTRAEZ—/—RTEETZIH

ENHBDEY, /—FREICA—EBDDHZHEIF. HDREICTI)-2T v TN AZ Y INMBETN
ia_o
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AJETLXNIDI)—=2T v
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TLANITF=2DOU—2T v

FL X RUF—%IF. Secure Private Access T—ER—RIC3 D ARBREINE T, U —>T v IHRRELRFTL
XR)F=2EFETR-HOF v oiEk 30T iIciThnE s,

pEa-uH

TLXRYT=2007 ) =27y FZRHET 35IC1E. Runtime H—EZXQETEINTVIRENHD 7,

COFoJno)—->7v >

CDF O#'i&. Secure Private Access 1 > X k=)L > >® Admin & T Runtime 4t —EXD1 > X b—IL7
FIE—RIREFESNE T, CDF OJId.csv 7 7 TILICREFS N, &7 77)LICIZ 10MB % 7 THIRASEHR I 1
7,

Admin H—EF—EICRAIOED CDF O 771 LERIFTEE T, 0B, BRBHWLWI 7 1IILEHIBRL T,
WLWCDFOU 77 A IVEER T BT DAR—REZEITFT,

Runtime —E X Admin f—EXREL &S ICHEEL £ —BICRIFTES 7 77 ILEIZRA 600 BT
To

COF OV DAREZLII—>T v

COFOs oo —>7y7id. BBY—ERELSVRALYT—EIXDAI YA M=ILT7 LA IZH B appset-
tings.json 7 7 1 L ZFERALTRETEE T, 77 T7INOT 7AW A eAhT Y MIRZEZEET 3113
appsettings.json 7 7 1 ILORODITY b EEHLE T,

"CdfFile": {

"fileSizelLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}
paH

% kI Secure Private Access DEH D1V R E2 Y IANBEINTWVSIFAIE. Secure Private Access
DEA VR R—ILY T VT appsettings.json 77 1L ZBHLTCDF 2 U—>T7 v I=iTVWE T,
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Secure Private Access D71 > X =)L
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Secure Private Access iZ. [a> tO—ILXRI] > [F7OFS L] > [FOTSLEEE] ST V1Y A R—=ILT
REER

1. T'Citrix Virtual Apps and Desktops 7 2308 —Secure Private Access) %®RL £7,
2. [7oAYR =] #0V)wv o LET,
3. BEOERICEN. PYIYA—ILERTLET,

pE

Secure Private Access D1 VX b—=JLEDt Y k7w IH5ET L7=5. Secure Private Access # 7> 1 >
Zh—ILFBE0IC. EEIO>Y—I/Lh 5 StoreFrontScripts.zip 7 71L& 4 > >0O— KR LT, StoreFront
2 +71EEH 5 Secure Private Access 75451 > &HIBRLTL T L,

StoreFrontScript @ zip 7 7 1 L&A D> O— R 3§ 3ICIE. ROFIBICHE > T L

1. Secure Private Access B>V —lLicad1r> L £,
2. [BE]EZOUYIL. [1oFFL—2ay]2T7%=%0 )y o LET,
3. StoreFront R k7 URLEY>3>n TRV DA o>yO—KR1 #0U0 v o LET,

StoreFront X ~ 7#mh 5 Secure Private Access 7541 >z HIRL £

Secure Private Access #7 >+ > X k—JLL7=5. StoreFront X k 7#&mH* 5 Secure Private Access 754
1 >ZHRTIRENHD £,

1. StoreFront <> >icod1> L9,

2. StoreFrontScripts.zip 77 1)L 4o >O0—-KL £,
3. StoreFrontScripts.zip # 7 # LA ICFRRL £ 7,

4. EEEERT PowerShell U+ Y RO BRI £,

5. ROAYY R ERTLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

Secure Private Access 2311 ¥ L H>—N— 3> 0 HEiM
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Secure Private Access 2311 gL Ao —N—2a > e BE#fateh'®H D £+ A. NetScaler Gateway (&, TNetScaler
Gateway O THRLZELSIC. FILWRIU T EFERALTERTZIHBENHD £9, Secure Private
Access DL H>—/N—2 3 > Tld. Citrix Virtual Apps and Desktops Delivery Controller ##8m ¢ 2 % &l
HOFEA

LAY—N—=23>h5 2311 ICBITT3REDFER. UT2IU—27 v 338 TY,
« Web/SaaS 77U h 5o Citrix Virtual Apps and Desktops Delivery Controller

o Citrix StoreFront #5 7 )L FMERRICEFH I 5D, StoreFront ICFHILWR R 7EERLE T
+ NetScaler Gateway

Citrix Virtual Apps and Desktops Delivery Controller v ) —>7 v 7

Citrix Virtual Apps and Desktops Delivery Controller TfE & 117z Secure Private Access 7 77— 3
Vig. FEITHIBRT A b, PowerShell RO U 7= ERLTHIRTZCHTIET,

I=Za7I:
1. Citrix Studio £7E Citrix Yz TR A ARSI £ 7,

2. 177V r—vavy #2020y o LET,
3. 7TUERBRL. UV YO LT[HIR] Z2RLET,

AU T +OER:

1. "R > RERFTL T, HED Secure Private Access 77U BB L £ :
Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"
SHHRICDWTIE. TRemove-Broker 7 7 r—> 3>y #BRBLTLLETIL,

2. PTUEBRLES. ROOAY Y RERITLTZ TURHIBRLET:

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED'"| Remove-
BrokerApplication

Citrix StoreFront 7!)—>7v >

LWL StoreFront A A 7Z1EHR T 2D\ BEEDR N T7HEIU—2T7 Vv TTB D TEET,

o #L W StoreFront X h 7 DERL: LAY —N—2 3 VREICER S NI-BEFD StoreFront X k714 2311 ©
BiftEnt 7z Lizsd. Secure Private Access2311 AICH L L StoreFront toreFront X b 72 ER Y 2 E
BHDET, Chid. BHREEOREZER T ZODRESF TS 32T,

« BE7Z0 StoreFront X k7o U —> 7w 7 StoreFront LOBEED X b7 id. FEIFERIU T LEE
RALTOU—>7yvFPTEEY, 2L 7> 7FL = XD Secure Private Access # 2311 #6179 2 &iE
BA T aviE, StoreFront ICHILWA R 7 EERTSH LT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 56


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311/spa-onprem-netscaler-gateway-config
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2311/spa-onprem-netscaler-gateway-config
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/current-release/broker/remove-brokerapplication.html

Citrix Secure Private Access-# > 7L = X

XZa7I:

1. policy.json (fl:C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json) # &>
ITTHIBRL %9,

2. SecureBrowser (fl:C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser) ¢ J Vv — X
(BU:C:\inetpub\wwwroot\Citrix\Store\Resources) ® 7 # L ¥ % RZE L THIBRL £7

3. web.config (C:\inetpub\wwwroot\Citrix\Store I#% b £3) h*5 'WebSecurePolicy; £\ 3 Z#D
ML—k1 /—E#=HIBRL. URL Resources\ SecureBrowser\ policy.jsony IZ)L—F 1 >F L £,

4, A1VB—= Yy bAYTAX=2a3 B —EX(IIS) YRx—Sv—aYV—ILTEED Web 1 ~EFESL
TEEZBERALET,

AU T +OER:

1. https://www.citrix.com/downloads/citrix-secure-private-access/n"5 X0 ) Fr#4 o >O—K L
7,

2. X7 7% StoreFrontv>>ic7y7O—RLES,
3. PowerShell TEEEZr LTRIU T ERITLET,
4, A T7RBENNDLET,

Z21) 7 +iE Clinetpub\wwwroot\Citrix\Store\Resources 7 # L& —. BT T+ E—, LV T 7
1IL%HIBR L. web.config 771 ILEEFHL£T,

5, AVZ =2y b1 T7xX=2a3>H—EX (IS) vx—2v—OYYV—IILTERED Web 1 ~EBiRESHL
TEE#BERLET,

NetScaler Gateway o —>7 v/
NetScaler Gateway g8+ —/\—

LAY —N—2 3 VEICER I N7z NetScaler Gateway A8+ —/\—Id. Secure Private Access2311 (CEFIA
TEEY,

+ BEZ®D NetScaler Gateway ZE#9 3 iCid. TBEE®D NetScaler Gateway O &l ZBB LTI,
+ #iL L NetScaler Gateway Z#m 9 3IZid. TNetScaler Gateway O#RE1 8B L T ET L,

tyayvR)S—ToI 3>
LAS—N=Sa>BICERINEy >3 >yR) =79 3 >iE. Secure Private Access2311 THHIEBT
I

« BEED NetScaler Gateway v > 3> RUS—/7o>a > EHT 3ICiE. TNetScaler Gateway 7 v

avroiar) zBRLTCETV,
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o #iL W NetScaler #— rD 1 =# g 3IC1E. TNetScaler Gateway D1 ZBBL T EI W,

CORIVT I BRICEBR SNty > aY RS —[7oo 3 HERLE T,

AR —

NetScaler Gateway TLH>—N—2 3 YBICER I NTc#&RBAR 1) > —Id. Secure Private Access2311 K1) >
—ICFH L. 7O0—%&rhilrg 2alEEMLHD £7,

BRSO =) —=>TwTIBICIE ROBEEZITTVETD,

+ NetScaler Gateway TF 7 # )L b JIL—TE LTERIN TV BRI N —TEERTIL—TH 5. ERBR
Do—%ZFHTNA Y RERLET, COBE. RUS—ZBFEBETIEET,
« ARRV—ZHIRLES,

H— R N—TF 185
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