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Private Access BB —E R SV 21 LY —EROEANRALIS Y TRITINTULWRIEHE. OJIC
LBRAXNL—JERAEXIZ12GBICAD £Y, F£7=. PoC DEMT SQL Express #O0—7JL VM iZ
AVAR=ITECHTEET,

o« xx COERMIOT 7L ETIE. NetScaler Gateway ®/N— 3 > H 13.0 R F 721 13.1~
48.47 KimTHWIRD . StoreFront E OHFEKRR T > Tld7% <. EEAY—/\—IC Secure Private
Access ZBHATA =8O LET,

o *xk NT =TIV XEODBEN VKON H B EDHDH>TWBTH. COLSHARICIFDHRLLD
2 DO Secure Private Access / — R ISR —%ZFERATH e z28@MHLET, CNSOMEIR. ©
BOV)—XTHULINBZFETY,

ZOMD IV R—3 > MEEL

7 el S vCPU XE
Secure Private Access - 7541 8 16 GB
>

Secure Private Access SQL t— 8 16 GB
N—

StoreFront 16 8 GB
Gateway 4 8GB
Active Directory 8 14 GB
I54T7 >k 4 8GB

1R b—ILEERK
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Secure Private Access 1 > XA b—S5—Id. XZ Y R7AYA1 YA b—5—¥ LT, £HiEga SN Citrix Virtual
Apps and Desktops 1 > Z k=5 —D—& LTERATEE I, LI TOA7IVHR—2Y FDOA Y2 =)L)
FrE IOV RSIAVEESTZA VA R—IL) EBBLTLLIET L,

A VA=A T TR, HEty 7y TOEBIAVY =BT IHIL DT SOH I Y RO TEERICH
IET, 46171 #2o1wo LT, Secure Private Access #5ETEE T, TRAI MY TD [RE—F] XZa—
([Citrix] > [Citrix Secure Private Access ]) it Citrix Secure Private Access > a— +h vy FARRTE
Nnxv,
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Secure Private Access # 1 VX =)L L TEEBIT31-HDOBEBET7HY Y FEH

+ Secure Private Access 1 Y X b—ILF3ICId. O—AIISVOBEBET AV FTOTA VT ZHE
hHb£7,

« Secure Private Access Z:&E 9 % IClE. Secure Private Access i1 X b—JLdhTW3IT>oa—
AR VEBETHH S R X >I1—45—T Secure Private Access EIE AV Y —LICH A V1> T 3%

ERHDET,
e BYNTFYTIHRET TR, TOA—H—IFIRMD Secure Private Access EIREICHR D, tHDEEE%®IB
mcExd,

o 7w 77w F1%IC Secure Private Access # B9 3 IZI&. Secure Private Access BEEEET7HU Y LT
Secure Private Access EI 2>V —ILICH A V1 VT RIRELRHBD FT,

Secure Private Access Dt r 7y S

RDOFEE%#RITL T, Secure Private Access #:RETI£7:

o« FILWH ~Z{ERL L T Secure Private Access Z:RE T B h\ BEEDH 1 ~IZEI0L T Secure Private
Access =ty b7 v FLET
o T—AR—AKERE

» StoreFront. NetScaler Gateway. Director. S 1> A —N—%&H4E

TIVr—2a> e 78RR S—DRERE
Secure Private Access BBiE%tw b7y P LS. 77U —2a3 e 75— a3 D7 0B AR) O —%%
EITIHNERHDET,

s 7V —2 3> DR
e FIVT—=2avDT7 IV ERRIS—ZRELET

Secure Private Access 1> X k—5—

August 26, 2024

1. Citrix Secure Private Access @1 >~ X b—Z—% https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/h54 o >O—Rr L%,

2. exeZ FAAVIZBMLTVWB Y Y L TEBEL L TERITLET,
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:

POC B T. StoreFront 1 > X b—=JLTNTWLWBDER LY >IiZ Secure Private Access #

A= TBZBBMOLET,

Citrix Virtual Apps and Desktops - Secure Private Access
Core Components

v Licensing Agreement

Core Components Lecation: C:\Program Files\Citrix

Firewall

Summary Sfacure Private Access_(gequired] . ) .

The software that enables secure access to SaaS apps and internal Web apps.
Install
Finish
i Back _I Next | Cancel

3. BHOERICESTIYAM—ILZEZRTLEY,
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e
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AVAM=IIPBRT TR, ¥IEtEY b7y TOBEBIVY —IDBT I DT SOH T4 Y ROTEHBMICFHAS
9. %171 #2)wo LT, Secure Private Access #58ETI £ 9,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network

FRIMYTD [RE2—F] X=Za— ([Citrix] > [Citrix Secure Private Access] ) (C% Citrix Secure
Private Access > 3s— Ay FARFRINET,

Bl citix

&4 Citrix Secure Private Access

Citrix StorefFront

HLE RO REY I EBRLTETL

g g D Suk S NOR P 8 |2
s ARYRSAYEFERLIEAY M=)

EEI>Y—)LAD SSO

Secure Private Access B>V —ILICER T3 7 S5 UHIC Kerberos iR RET R 2 HEHLET,
&, Secure Private Access HEIBE REICH S Windows B3 (IWA) #ERBLTW3HTT,

Kerberos A EBEINTULA WSS, Secure Private Access B AVY —JLICFIERATBREEIC. T59H
HSREEHBERDANNZROSNE T,

o BRRBEBRENNT B . Hia Windows 5B3E (IWA) 41 > 7F VB EMICED £9,
o BILEHwRE NS LB WVWIBA. Secure Private Access Ot 1 A U R—IBRRFRINFE T,

Secure Private Access ot v b 7w IR EGTTBICIE. BEBOVY —IIICHAI VIV TIREBERHDEFT, 10X
=LY YERLE R XA VICBTBEED1—H—IC Secure Private Access #5/E T3 £ 9, =1L, 0
—H - VI N=ILT O OO—AIINEBEEREZFE > TVWAHRELRHD £,

Google Chrome & & T Microsoft Edge 7' 5 U Dif&IE. ROFIEZRITL T Kerberos #EMICL £,
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1.

2.

3

4.

[TY8—2y b AT a V] ZHETET,

[EF*aVF«]2T7&BRL. [O—HIAVESRY M =V]EIUYILETS,

.1y #1)wo L. Secure Private Access ® URL #iBINL £7,

Secure Private Access ##EHDI I VICAI YA =L TB3FENDHBIEEIE. TIILRH—REFERTS
ZeHTEFEY, ffl: "https://*.fabrikam.local',

THREALLRI) 2Dy L, TA—%—38E) > TOJF4>) T MBREQOI—HY—RBENIAT—RTEH
AOJ#4>] Z&RLET,

Home Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downioads g
Internet  Loeal intranet  Trugted sites  Restricted Support
. Documents o 54
Local intranet f Pictures o 26
This zane is for all websites that are hes e
fourd an your intranet. & Security Settings - Local Intranet Zone "
) ) Sethings
Security level for this zone O N
Alowed levels for ths zone: Al @) Erabie
- Appropriate for websites an your local re (®) Disable
(intranet) ) Enable
- - Maost cantent wil be run withowt promptil
- Linsigned ActveX controls wil not be doy & Soptng of Jova apclets
- Same as Medum level without prompis () Disable
[ Enabie Pratected Made (requires restarting Inter g Sr:r:
Custom level. 1 B2, User Authentication
82, Logen
() Anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT LSST N
() Promot for user name and pessword -
€ ¥
*Takes effect after you restart your computer
Reset austom setings

Reset i wedium-on (default)

A

o« Chrome > —2sLwbttywrarvasERBLTWVWSHBAEIE. DWORD L ¥ X kU £ — Computer\
HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Google\ Chrome\ AmbientAuthenticationInPri-
vateModesEnabled ZfEmiL. B 1ICREL £T,
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o Kerberos#>—2 Ly hE—RTEMCT BRI, IARTHO Chrome o1V R (FE>—ILy ks VR
UEESU) EBREFBIIVENDDET,
o DTS U —IZDWVWTIE. Kerberos sBEEICRET 3EN T SUH—DRF a2 XY FEBERLTILET L,

ROFIRE

» Secure Private Access otz b7 v
NetScaler Gateway Gateway D&

o PV — 3 DR

e FTVT—=2a3 DT IOERARIS—ZRZELET

Secure Private Access Dtz 7w S

August 26, 2024

LW hEERT 3D BEOY 1 FCBINY 5 & T Secure Private Access Z:ETEF T, ¥550D
FUATH, Web BEI>Y —JL%EEAL T Secure Private Access IBIE# R ETI £,

o L WY FZER L T Secure Private Access #:BE T 3
o BETEDY 1 MICEINL T Secure Private Access %% E 9 %

Gl it

o Secure Private Access "1 VA b= ILTNTWVWB YL >OO—AHIRS VEBETHHZ R X1>2A—H
—T Secure Private Access B2V —ILICH A V1 VT IRIRERHD T,
o A LEERTIENCSQL TF—ER—IAY—N—%F A VR =ILTEHBERHD £T,

LW ~Z1ERL L T Secure Private Access 38 E T 3
27w 1: Secure Private Access 41 Dty b7 v

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT 2H . BEEDOT 1 MIBMITZ N TEE
ER

1. Secure Private Access Web EEa> YV —ILxEBL £,

2. THA bOERR F7clE THA bADBN R—JTiE. T# L L Secure Private Access 1 & 1ER T 31
BT 7 ETERINTWVWET,

3. 0Nl 2O U O LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database
@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 255G, Y1 FRICHIETET—EIXR—ZBEY b7y FTEATEIRVBENRHZH. LV
1ThDT—ER—-2=ZBEHERBFETER T IHVELHD 7,

ATV T2 T—EAR—RZRETS

# L L Secure Private Access #f FRHDT—2RX—XRZERL T Z2HELHD £F, CHIZFENFIZBETITS
ZEHTEFET,
1. 'SQL Server KR kI B —N—DHRI LBEANALE T Hl: sqll. fabrikam.local\citrix,
T—HAR—ZOT RLRIF. UTFOEXOWVWTNHATIEETETET:
s B—N—HF
+ ServerName\InstanceName
LR T75—4aR—2] ZBRLTLIETL,
2. [Hr ;] i, Secure Private Access 4 FDORRIEANILEF T,
e
ANNTE2HAFRBOKREICIEH. T—EIR—ABZOREHIHTITEFT, 7T—E2R—XZDER

l&CitrixAccessSecurity<sitename>THh. EETIF FtH A, T—EZR—XAZ%E S
2BAIA1 AT ZBENHZHBEE. Citrix FR— MMIBEBLEHE LTI,

3. [#Gi=T AR 20wy LT, SQLServer 1 Y22V AW EMTHZ L 2R L. BELIT—FR—
ABY A MIGFEETSZ e zBABLET.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name* (0

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

o Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

A
o« H T SQL Server WMERTEAWVEE. BHRF v IIFKMLET,
o SQL Server IZF|ATEZH. T—EAR—IBEELLBWVGS. BRF v IIdBIILET, L. BEX
vE—UhRRRINET,
» Secure Private Access 2. ¥ > ID #ER L7 Windows $B:E%=ER L T SQL Server #38:EL £ 9,
BENER:
s BEMERA T avidk. YTV IDICHBLRT—IR—IERIHZIGSICOAMERTETET,
e BELETRLRICT—EAR=IDBEFEELBVGE. T—EXR—IXHEENIERINET,
o T—AR—REFEMTZIEEIF. TDT—EAR—IADNET. BERT—EIXR—ERINHZ 2B LTL
TV, EROFMCOVWTIE. [T —EIR—IDBEICHELIER] #2BBLTLIETL,
FERRE:
FERA T aVEFERLTT—ER—REY F TPy I TEET,
FEEBRTIE. BMICRIUTrEA D O-RLTHS. [SQLServer Host] 7+ — LR THELT—4ER—
AP —N—LETROV T ERTITIHERHBD XY,
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pE
SQL Server L7 —aZR—XRIZT—TIL=Z1ER T 37D READ. WRITE. UPDATE #E[RHN <> I

WEA. T—EAR—IADERNEBTZ bbb Ed, ¥ Y L TEYABERZBMICTIHELHD £9,
FHHICOWTIE. T7—FZR—XADREICHERIER] #8BLTIEIL,

ATy T F—N—EHETS

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ#&#&: 9 5 ICIE. StoreFront &
U* NetScaler Gateway #—N\—DF#MEIEE T ZHENDH D £9, StoreFront & NetScaler Gateway »* ~ >
71w % Secure Private Access ICIL—T 4 VI TEIZLSICTBICIE. COBRGERITINENHD £,
Director —N— 512> A —N—DFMADIBET IHELHD £,

1. ROF@EEANDLET,

» Secure Private Access —/N\—D 7 KL X, ffl: https://secureaccess.domain.
com

« StoreFront X +~ 7 URL, #l: https://storefront.domain.com/Citrix/
StoreMain,

« /X7 1) v 2 NetScaler Gateway 7 K L X—NetScaler Gateway @ URL, fl: https://
gateway.domain.com.

o RIEEIP 7RLR—COEMEIP 7 KL X StoreFront TO—INy ZRICEBRINIZDDLRALT
HEINBEHHDET,

e O—JL/NvZ URL —CZ @ URL id. StoreFront THEBEINTVLWEIHDLRELTHINELHD £,
fl: https://gateway.domain.coms

« Director URL: -Secure Private Access # Citrix Director IZ 859 370D T 1 LU X —H—/N—
D IP 7 RLXF7IE FQDN,

e SAEVAY—N—DURL: -S> RT—2ZINELTRIET I DDAV I —N—DIP 7
FL R,

2. T9RTOURL Zi&iE) #20)y I L&Y
3. DNl 20w oL, RE] 20U w o LET,
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Citrix Secure Private

Access-A > FL =X

Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIZ—DHRAINZGEER. (T5—DrZT7I>a—T0 >0 ) THMAZHERLTET
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

LYo

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 4: Summary
Review the summary of your Secure Private Access setup.
0 Database Administration
o Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

o Summary

SQL Server Database has been configured.
StoreFront has been configured.
MetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Ty TYTINRET LIS, THE] =20 TBL31 20 v 0938, ROR—INKRRINET,
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Configure Gateway

You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

0 Configure StoreFront

You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Director

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Active users (O

65 319

Troubleshooting resources

@

Troubleshooting and Logs
View app access status and information for apps configured within
Secure Private Access.

Go to Troubleshooting Logs

Applications (O

Application launch count (0

316

&

Director
Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Get Gateway scripts

Mark as done

Download StoreFront scripts

Go to Director documentation

Mark as done

Access policies (D

30

Gateway
Log into your Gateway appliance to track sessions and manage
single sign-on across all applications.

=
o IBIEEBELLS. Web BBV —IILD [BE] > [#HE] M OREEZETETETET,
o Secure Private Access ##]1®TA VXA F—ILLT-BEEICIE. RERIERENMTSINET, TDE.

COEBEIIMOBEEEE LY F T Y TICEBINTEET, BEEDOU X MME. [ERE] > [BEEE] SRR

TZEFY,
Ffe. BEEJIN—TEEBMLT. ZOTIL—TDIRTOBEEENT7IELRATEZLIICTZIEDHT

TEI,

FARICOWTIE TV R = LEOREDEE] 2BRLTIZS L,

BEEDH 1 MCEINL T Secure Private Access #5E 3 3

1 [V FOERELIIBM] R—J T, [**BEEOY 1 MMIBMT 3] ZBRL. [** AAN]ZIUYILET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4. [#BEETAN] 220y LT, SQLServer 1 Y X2V AW BMTH B L =B L. IBE LY A MO T
—AN—RIIFETB e zBmRBLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

Summary | xa03-spa.training.local\SOLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

SQL Server host* (T Sitename* (C

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

P MIHIET BT —ER—IDBWVEE, #ERFT v 7KK LET,

5. [Save] 27 Uwv I LET,

BROREF T v IIiE. SQL F—ER—XAH—N—HPEBRINTWBE I %2R L. Secure Private Access % —
N=ICT I ERARETHZ C ZBRB T ZHICTHNET,

RDFI|E

+ NetScaler Gateway Gateway DR
s TV —a iR
s VIV —=2a3 DT EARIS—ERELET

D e S

August 26, 2024

UTIE. > 7L I XREAD—RERZA Secure Private Access DFEIVR—RY LTI,

+ StoreFront: -StoreFront 321 —4—%FREEL. I—H—DTIERXTBTRI MY T 7TV r—3>
DRA+T7ZEBELET, StoreFronti&D. TRI MY IR 7 FUT—2aoAQEILITH—EXTIER
ZA—H—IlRETS (T4 —TSA X7V r—>a>2 71 BRI LENET, oo 2—H—07
TVTF—=23>yoUYITRoVTay, da—brhy R BLUZOMOT—2ZBILET, CTHICED.
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IA—H—DEEOTNA ABMT—ELOHB1RFZTRDLSICHD 79, StoreFront & Secure Private
Access DHEEICDOVWTEH L < Id. TStoreFronty Z8BLTLZE L,

+ NetScaler ' — = = r: -NetScaler Gateway 1&. BED T 717 I +—ILENLIEE—DRERT
JERARA Y L EEHEL FT, NetScaler Gateway & Secure Private Access D#&ICDWTEEL <
I&. TNetScalerGateways #8RBL T T W,

+ Director: Director #ERT2 L. MRMANT 3 —IVADBRE ST a—F 1 VI HEEEICHRD
9, Director & Secure Private Access £ &9 3 IZI&. Secure Private Access IZER S 2 REHNH S
Director #—/N\—D FQDN D IP 7 KL XZNAT2HEHH D £, Director & Secure Private Access
DHEIZDOWTEEL <&, TDirector & ® Secure Private Access 0&i&E1 ZBBL T IV,

e SAEVRY—N—t SAEVAY—N—EFF1ERT—2ZNELTUELET, STV —N—-k
Secure Private Access OFEEDFHMIZDOWTIE, T57t > X4 —/V—& Secure Private Access D#i&
ZBRLTIEIV,

« Web Studio: Citrix Secure Private Access i+ Web Studio 2>V —JLICEEINTWB 8, 21— —
l& Web Studio h5 % —ERICS—LL RIZT IR TEE T, Web Studio £ ® Secure Private Access
DHEEIZDOVTEEL < IE. TWeb Studio & @ Secure Private Access O#ia1 #BBLTLLEIL,

paH

Director e S 1t > X —/\—IlF. U 1)—X 2402 H5 Secure Private Access ICHEETINTWVWET,

NetScaler Gateway

October 21, 2024

52

CNoOEEEBAYT HIIC. NetScaler RF+v 7> 3w bEERT 3H. NetScaler Bl =RET 2%

BEIDHDLFT,

1. https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-for-
Gateway-Configuration.htmlh 5200 F bz 4do>O0—-RLET,
# L L NetScaler Gateway = 1Emi 9 3 ICId. ns_gateway_secure_access.sh #{ERL £7
Bt7ZM NetScaler Gateway # E# 9 3 ICld. ns_gateway_secure_access_update.sh #fERL £7,

2. IN5DRV )T % NetScaler v vic7y7O—RL&Ed, WInSCP 77U 73 SCPaT > K
EEATEXY, L xif. *scp ns_gateway_secure_access.sh nsroot@nsalfa.
fabrikam.local:/var/tmp*xTd,

f= ¥ z IE. *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.
local:/var/tmpx*
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o —BF—2%RET SICIE. NetScaler o var/tmp 74 WA —%EBTZ e HE8DLET,

e 77D LFITRTHRESNTVWE L ZHABL T T W, FreeBSD (& CRLF ZH7R— kL TWE
Ao

« —bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh*M: bad
interpretation: No such file or directoryr\W>IS—NERINZBEIL
ARDPELL BV EEKL £9, Notepad+t+ BEDV wF THEI N IF s 2—%FEABLTAYY
ThETQMTEET,

1. NetScaler iZ SSH T#4iL. > T)LICTIDE X %9 (NetScaler CLI T Tshells EAALET).

2. 7w 7O—RLIERIV I ERITAIBEICLE T, CNETSICIE. chmod XY REFHL T,
chmod +x /var/tmp/ns_gateway_secure_access.sh

3. 7v7O—RLIRIY T % NetScaler > L TERITLET,

ateway_secure_acc sh
ver name (defaul reAccess_Gateway): spaonprem

Plugin I
Plugin F

et

e name: authnprof
ificate name: ns32205

tcp_udp_apps from @ to
p_udp_apps from 0 to
tcp_udp_apps from @ to
sting TCP/UDP Apptype ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.
EI-iay creation scru

ateway_secure_access_output

4. BEBNFA—ZZNSILET, NIX—FZDOUZMIDOVWTIR. THIHERMG 28RL TS,
REE7O7 71 )L SSLERREDH A IE. NetScaler EDOBEED) Y —XADRHEIEET IHENHD £,

B NetScaler <> R (F7 )L k& var/tmp/ns_gateway_secure_access) #&LHLWI 71l
hERINET,

=z
ARG

Z221) 7 DETHIC. NetScaler & Secure Private Access 75714 VO EBMERF T v IINE T,
NetScaler #* Secure Private Access 75571 V& HR— bk LTWBIFE. XU U T MICED. NetScaler
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DHBED, VY —ZAADT I EZABGIRINTVWBREEICAY— 7 IR 2T DEEDRECHLWERAR
—IANDVAA LT Y R—FTBE3ICHBDET, AVN—F ZTOFHMAICOVTIE. TRAX—F 7UER

BUDYR—b1 2BRL TSIV,

/nsconfig/rc.netscaler 7 7 1 JLICIRF 3% Secure Private Access 755 VifgEIC & D, NetScaler

DBEFHRDAMROCNTELRT,

! [NetScaler # m 2](/en-us/citrix-secure-private-access/media/spaop-

configure-netscaler2.png)

1. NetScaler CLIIcHID & X T, Ny F AX Y REFEALT. HILLWI 7riLh5EM I Nz NetScaler O«

VRERTLET, XL
batch -fileName /var/tmp/ns_gateway_secure_access -outfile

/var/tmp/ns_gateway_secure_access_output

NetScaler IZ7 71 LA SDATY RE 1 DFDORFTLET, IVY RHIKBLIIEEIE. AOOATV R %E

HATLE T,

Y —ZBEETBHE. EREFIE6 TAALIENSIX—20 1 DHELLAWMESE. OV FREKT S

AIRER B D E T,
2. INTOOAX Y RPERICET LI zBABLET,

AR

IS—HAELELRIEETH. NetScaler i30TV RERERITL. UV —REZOMICIER/EFH/ /N1 >R

LET. LIED>T NIX=FD 1 DHELLBVWEDICFHLBVWIS —DRELLIGEIE. RUD SR

EZPODEILZH#HOLET,

BEFEDER % A L T NetScaler Gateway Tt+27 7514 R—+ 7O XZHEHT S

Et77 D NetScaler Gateway TRV U P+ %#FEAL T, X2 7 F5AR—h TFIOEREYR—bTZHTE

E¥, IeiZle RV TFTRRDOHDIIEHINEE A

o EE7FD NetScaler Gateway {4845 —/\—
+ NetScaler Gateway I\ Y RS nfBEFEOLYy > a>T7ooavetysayR) o —

ETAICEINY RERRBL. Y— b Iz BRONY I 7y TEERL TSIV,

NetScaler Gateway 781 —/N\—DHRE

BEZ D NetScaler Gateway R#8H —/N\N—ZBIMEX IEEHMT2HEIE. RONFA—EABERINTMEICETE

TWBZ e ZBRL TSI,

AT —/N—DIEM:

Th

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

32


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags

Citrix Secure Private Access-# > 7L = X

o tcp 707 71 JLA&: nstcp_default_XA_XD_profile
o« 7704 X &7 ICA_STOREFRONT (add vpn vserver XY R TOHEMTTAE)
e iCaDH: F 7T

REF—N—ZEHLET,

o tcp 707 71 JLA: nstcp_default_XA_XD_profile
s icaDFH AT

3
RAEH —/N—%BINY ICiF:

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

RET—N—Z BT B
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

RAEY —N—D/INT XA —FDFEMZ DV TIE. vpn-sessionActionZBBB LTI L,

NetScaler Gateway zv>3>7o> 3>

tyiarroiavid. tviay RUS—2 {5 — bz A REBY—N—ICNAVFEhES, vz
TOaVEERTBLEEIE. RDNFTA—EDNERENIMEICRESNTVS I ZRABLET,

« BRAVE—C TV AT

o SSO: #>

« ssoCredential: 75r1<V

« MIP 7%={EM: NS

o« ITP %=f{EMA: 47

« icaProxy: #7

o wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - 2o X
E7DURLICBEHMZET, XT7ADNR /Citrix/MyStoreWeb g2 3>T9,

« USA T DEIR: AT

« ntDomain: mydomain.com - SSO IZfEf (# 7> 3 )

e TTAINKNRIET V3> &FA

« authorizationGroup: SecureAccessGroup (CDFIL—THMERINTVWS 2R L TS
W TDFIL—FI%. Secure Private Access BFEDAERBRU S —% N1V RT3 DICFERINET)

e UZA4F7 > LAVPNE—R: ¥

« U547 FLZRE—RURL TyO—F7 > EBHN
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s tXaTITTTURX BN
« Storefronturl: "https://storefront.mydomain.com"
+ sfGatewayAuthType: KXT1>

1
Ty a>TIOI 3 REMT BICIE:
add vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy
OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF —-ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -

storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType
domain

tya>TFoOIIOEEHRTBICIE

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

For details on session action parameters, see <https://developer-docs
.netscaler.com/en-us/adc-command-reference-int/13-1/vpn/vpn-
sessionaction>.

Secure Private Access 754« > % VPN RS —N—ICNTYRLET,

bind vpn vserver spaonprem -appController "https://spa.example.corp"

ICA 77 e DE#

Secure Private Access 755« & HR— b33 OICIER £ 7 IdE#H S iz NetScaler Gateway . ICA 7
TUDFBEERBICHERTI T, ZDIFA. Secure Ticket Authority (STA) ##m L. Z11% NetScaler
Gateway ICN1 Y RTZBELAHD £9, i+ STA B —/N—I£@H. Citrix Virtual Apps and Desktops DDC &
HO—ETI,

I OWTIE. RO R I ZBEBLTLEIL,

» NetScaler Gateway To Secure Ticket Authority D5
« FAQ: Citrix Secure Gateway/NetScaler Gateway 27 F4 v MRIER
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AR—bET7OERZTDYR—-b

RON— 3> Tl NetScaler Gateway IF2 7 #HEBMICEELET. AN—F 7O 2T 2BEBT30
I —boxa A=INY Y FRLRAEFERTIHEIEHD FEA.

» 13.1-48.47 LAp%
o 14.1~4.42 LPE

ZAY— b 71X 2471%. Secure Private Access 75540 VEBRDAY A — LTBIMINEF T,

Zh 5@ NetScaler N\—2 3 > T OHEEXEM/EHICT BICIE. Rl ns_vpn_enable_spa_onprem
F7zld ns_vpn_disable_spa_onprem #ERAL £,

o OV R (FreeBSD > T JL) THIDEZ B W TEXT:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o DAYV R (FreeBSD & x)L) #£TL T, HTTP J—IL 7 LD SecureBrowse 517> b £—
REBHICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

s TUOLRDPEEEINIIHEIC TTIERFR) R=SADQULFAL T L Z2BHICLET,

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

¢« CDNTHRR TN TWVWS T7IEREIR R—PZFBHALET,

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page
s EANCTBICIE. ALOAY Y FEBEERITLETD,
o MDA DA T BT BICIE. nsconmsg AYY REETLET,

+ NetScaler Gateway TRY—h 7OER U BRI BICIE. 1OV TFF 2+ 27 0EM) #BRBL TR

T,

NetScaler T Secure Private Access 75451 > DBREEFIFT S

NetScaler T Secure Private Access 7551 > OREEFIFT BICIE. ROFIBERTLET,
1. 774 /nsconfig/rc.netscaler #1ER F /= I3EH L £ 75
2. Z7AICROIRY REEBMLET,
nsapimgr -ys call=ns_vpn_enable_spa_onprem

nsapimgr -ys call=toggle_vpn_enable_securebrowse_client_mode
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nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page
3. 7711 =HRELET,

NetScaler Z&FiE813 % . Secure Private Access 7541 VOB ENEEMISERAINE T,

EER DFIREIR

 BE7Fd NetScaler Gateway (FR VU7 b= FEALTEMTIEIH 1 DOXI VTR TRAN-TEHL
NetScaler RN EEIEET B RIGEMHLH D £7,

+ NetScaler Gateway Ti& ICA 7OF > % FHA LBV TL I W, NetScaler Gateway BRI TV 3
BE. COWBRISEMICARD FT,

o« U5 RICEBRINI NetScaler 2FERHT3HBEIE. *Y FT—JICVWK OO DEBEZMR ZHBELH D *
T, e z2IE. HEDHR— b T NetScaler c i 3> R—% > FREDBEEHFATLE T,

+ NetScaler Gateway T SSO #E#ICT 355k, NetScaler " 7S A R—+rIP7RLXEFEALT
StoreFront LBET 2 e B LTIV, StoreFront 754 RX— K~ IP 7 RLXZEHAL T, #FLL
StoreFront DNS L O— K% NetScaler IZIBMT 2HENHZBEHHD £7,

NTVYIOF— O ER® 7y O—R$3
INT VU wo F— ko1 h Secure Private Access YO UD 57X TERVEAIF. NTVv I 5y —boxA
SEBAZE % Secure Private Access T —4AR—XIC7 v TO— R TB3HEBHLRHD £7,
INTVy I F— I zAEER® 7y O—RI3ICIE. ROFIEZERTLET,
1. BIEEERT PowerShell £#igav>y Rk 7O 7k 90 Y Ry %ZEE X9,

2. ¥4 L2 k% SecurePrivate Access 1 > X b —JL 7 # JLZ —DTFT D Admin\AdminConfigTool 7 #JL
A—IZEBL 7 (f: cd “C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”

)
3. ROAT Y RERITLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

AVTFRANEZTDETE

August 26, 2024
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Secure Private Access 7551 i, TNARTSY b TA—LP 0OS, 1 VA F=ILTINTVWBRY T DT,
MBERAEYOI—F—ty a>IYTHFEIMIEIVWT, Web £/ SaaS 7 7Ur—>a>yA0dYTE R
F70tR (RR—bT7O1ER) #RELEF T,

BREEREOVTEANIAZIORGEZTIERR) O —ICBIMTE %9, Secure Private Access 7551 >n 1
YTERZANETF, RS-0ty a VICBRATNS NetScaler Gateway RUS— (Ev>av. &
BIsREE. EPA) O&RITY,

Secure Private Access 754 vid. ARN— b7 o425 #AyvHE— (FHLLWAOS vY) & LTEITIRB D\,
Gateway ICO—IILNY I FTBETRITMB CENTET X T, HMICOVWTUE TRY— 78R4 288RL
TLRE L,

7
Secure Private Access 7541 >iZ. NetScaler Gateway THERTE 305> v U4 — U o1 BHIRE
RIS —DHEFR—ELET,

GUI zEBLTHRE LRI ZRET S

AVTHFRMEITDREICIE. UTOREDBFIEDEENE T,

1. 932905 — D AEFRER) > —DRE
2. EROFRIBARV -7 — bz AREAY—N—ICNTV RT3

I3y — U LA BRIFRER Y S —DRE

1. [NetScaler Gateway] > [RU>—] > [Ea#iRaE] (IC#8L. [EM] 22Uy o LET,

2. BEORVS—ZERTBZHD. RUS—DERZEBMLET, CORVS—BEAREZLZIEE LTEAS
nEg,

3.TVYITRET7O 3> T NI 20y LTTFooa>z2kflLET, TOT7I2avi3ERDRY
V—TBHMAETERY, ez 3702 ar=zFRLTTY IRz, O7oo a3y ERALT
TOERAZEETEET,
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MName*

win10_profile

Action*

ALLOW

Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev

Create Preauthentication Profile

O]

4. AT« —ILRICERZANDL. TEBL 20y I LET,

5. [R]IC. XEFHTANTZD RITr22EAL TR —OREER L F T

Dashboard Configuration Reporting Documentation Downloads

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

ROEIE. Windows 100S #F v I F3dICERINY > TILKERLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [fER] 20w o LET,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. BERIEER) S —ENA Y RTRREY—N—%BIRL. [BE]|ZIVvILET,
B.TRUS—) 023> T I+ 200w I LTRSS —EZNIVRLET,

4. RS —DER) THARHERY > —2#RL. 21 TDER) T MER) Z2BRLE TS

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5 RUI—RBER) S —HEDBEEZERLE I,

6. [Bind] ZoU v L&Ed,
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Choose Type

Policies

Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*

Windows10 > Add O
» More
Binding Details

Priority*

100

(- 1=

CLIZERLTHRELE T ZRET S

NetScaler CLI ©hp A< > RERTL T, FBAERIIAR) S —ZERLTNI Y RLETD,
5

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

WLLWIAYTFI bR TDENM

1. Secure Private Access BIBO>VY — L2, [7IOERRUS—) 20Uy I LET,

2. FHLLWRU S —%ZERT 2D BEEORUS—ZBRLES,

3. MROFHDBIINTVBHE £I2 32T, IEH#EZEM 22Uy oL TAVTFREET L TIRT
IC—30 Z&RL. AYTFXMEJE (FlWindows10) #EANALET,

SBREFa XAV b

s VTV =2 3 DT ERRI—2RELET,
¢ AN—hT7IVERBZTDHR—,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41


https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-configure-access-policies
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags

Citrix Secure Private Access-# > 7L = X

StoreFront

August 26, 2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,
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StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure
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Private Access 7 71 oiEE = HR— b L TLWEWEH T,

Director

August 26, 2024

Director % Secure Private Access L iE T2 L T, MEHNBN T+ —IYVROERE b TN a—F1 27
HETEEICZR D £9, Director % Secure Private Access L &9 3 1Ci&. Secure Private Access ICBER T B4
ENH 3 Director t—N—D FQDN D IP 7 RL XZANNTIHBELHD £9, sFAICOVTIE. TH—N—0D&5E]
ZBRLTETWL,

Director % Secure Private Access ICERT 2 ik, > TL I Z2N— 3> 2402 O BEHKREIT D Secure
Private Access D #47BERE T, Director BRI TV WEEIL. Director DRH/N—23>THS LTSR
2402 LIpgEA VA R—ILTRZRBELRHD £9, Director NI TICEBEINTWVLEHEIF. RFIN—S3>THD
LTSR 2402 LIpgICT7 v 70 L— R §2MHEHH D £9, Secure Private Access D&EIL. Director ZZ4R L AL
CRTTEEHA. HAHIRDBEICHEMLET,

« Director I Secure Private Access ICESEINTULEE Ao
o« NJiL7= Director® IP 7 KL X %713 FQDN I37ZEL £ Ao

Director # Secure Private Access ICE 8T 3 HEICDW T L < &, TStoreFront #+—/V— & NetScaler
Gateway H—N—0#&1 BLUV T4 YA —I)LEOZREDNEE] ZB8BLTILETWL,

pE

« Director &R x7/-id07 * viE. #ia Windows 85 (IWA) #HR— kL TVWEHEA, EEEHD IWA
%#{FMA L T Secure Private Access >V —)LicAd 1 > LiciBE. EEEL Director ZBRDOR:EE
WENNTEBEOKDENEFT,

« BIEEH Secure Private Access AV Y —ILIZFE#TH 1 > F > LIHBEE. TS5 DE#RIE Director
H—N—ADORIICFIATNE T, TNTHERNLAWVES. EEEISDIERONNERDOSNE T,

s Ly F Ty TORTRICEEENR® Director ZIBIMT 2 HENH 21551E. REDEE] X—Ih
5% LU Director z B8 L %9, v b 7w 71&IC Director DMz EH 7T 256, EESIILEEL
T35 DICRABRENNTIHENH D £, Director URL IPv6. SSLv3 DERETIZ. > J LY
AIFVIEHR— TN TUVEEA

Director &=2E'Y—I)L%#FEA L T Director %= Secure Private Access TRET 3

Config ™ — %% L T Director %= Secure Private Access ICRET DL IE. REERT T BDDHBERT
w 7T, 2L <IE. TDirector & @ Secure Private Access O#ia) ZBRL T LT,
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Director T Secure Private Access D1—H—t v 3> DORR

Director Tix. Secure Private Access D1—H—t v a3 ERRFTIET, FHICOVTIK, M1—HF—-TrD
Secure Private Access v a > &R #B8BLTLETL,

ZA1E XY —/N—

August 26, 2024

Secure Private Access 73571 >DSA Y X —N—ld. SV AT —2OINE L IBICHERMAED VR—
FYETT. FAEYRY—N—I& ¥Ht Y k7w FEIC Secure Private Access ICERTEH e dH, Ty 7
W IORTRICERFTLEERIZLHTIET, 512X —/\—% Secure Private Access ICE#RT 35
EICDWTEEL < IE. TStoreFront #+—/V—& NetScaler Gateway 4+ —N\—D#&1 LV T4V ~—/LED
BREDEE] 2BRLTIZTL,

Secure Private Access 251V A —N—IlBG5 T BICIE. STV RY—N—0DO URL #IEETEIHEHLHD
9, Secure Private Access 7571 >, BENICS T2 I —N—ICERINET,

A

o 1t 2% —/N\—IZ Secure Private Access 7551 > &FERTBICIE. SV I —N—Z 04
<% 1 oo Citrix Virtual Apps and Desktops 7O0—H—5 1> X&EA VA =)L ZREHLH
bFd,

 Secure Private Access 7501 >D 51> XY —/N—ld. N—=I3> 11.17.2 EJL K 45000 LARE
THR—FINTWVET, FAEV R —N—ZFTTICEHFLEDFEIF. Z1EXF—N—2N—-T3
> 11172 EJL R 45000 UEDN—=2 3 U7y FIL—RTBIHELRHD 9,

SAE A —N—DOFHBICOWVWTIE, 702 —/N—) ZBBLTIIEIL,

Web Studio

August 26, 2024

Citrix Secure Private Access  Web Studio a> vV —JLiZ&EE TN TWB . 21— —I3 Web Studio Z74 L
TH—ERICO—LLRICTIVEATEEY,

Web Studio N\— 3> 2308 L% 1 VR =L BRENHD £7,

Web Studio #i&zHBMICTBICIE. ROFIEZRTLET:
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1. Citrix Web Studio 1. Citrix Virtual Apps and Desktops 1 ¥ X b—S—F#I3#Ha DDC 1> X b—5
—EFHALTIYZAM=ILLET,

2. BELOERICEVN. 1Y b—ILEZRTLET, AV FO-F7RFLAOANAZRDSNS. OV ~O—
S7RLZR2LTDDCFQDN ZAAL XY,

3. 1Y b= L7=5. C:\Program Files\ Citrix\ Web Studio\ Site\ studio\ assets\ json 7 = JL
A—IC#BB L. spa-config.json 7 7 1 ILORBEEZEL T,

Web Studio @1 > X b= JLIZF 7 # )L RSN OBEIMER S Nz E1d. C:\Program Files\ Citrix o5
THILEDA YA M=ILEREELWGRICEZSRR TSIV,

Ef' Ch\Program Files\Citrix\Web Studic!Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run  Plugins  Window 7
I = ¢ [ = b N = == =
o = oelg]|ﬂo[|_l |q::’.J |Eﬁ :&|‘%0| | 4 e..-—LJuu@-_u‘|@ (0
[&=] spa-config,json r:il
1 =k
2 "name": "Secure Priwvate Accesa",
= "namespace™: "/zpa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "eonfigsT: {
& "preload"™: false,
7 "expandLeftNav": false,
8 "globalStyles": false,
g "cacheStyle™: truoe,
"stylelzolation™: false?
11 - Fa
12 = "props": {
13 I "cdnUrl™: "https:/ /e —-— .local:4443/accessSecurity/ui/",
4 "namespace™: "Sfocitrir/studio/spa”,
= |:—:| "backendServicelUrls": {
16 I "gatewayCorefpi™: "https:// i - - local:4443"

1. TSPAServery % Secure Private Access 7541 >® FQDN ICEZ#x T 72T Ly,

. Web Studio icoz 1> L%,

. ERlOFES—> 3> X = a2 —T [ **Secure Private Access ** 1 # 2 ) v o L T. Web Studio 5
Secure Private Access BBV Y —)LICT7 VLR L T,

w N

TFVIr—2 3 OB

August 26, 2024

Secure Private Access ZRREL 5. BEBOAVY —IADSTIVETIERRY S —%2RETEIET,
1. BEIOYY LT 7V r—>3>) #0U0v o L& T,
2. [77UoEM 20Uy I LET,

3. VTN EETBHMEERLET,
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o HHRARY RT=ISDINBT TV T—-a VA
s HARY FT—OORET TV -3 VA

4. [77VOHMB] LU a VICROFHEBENAL. [AN] =27 UvILET,

Add an app bt

To add an app, complete the steps below

~  App Details

Where is the application located? ™
Outside my corporate network

-@J Inside my corporate network

App type ™ App icon

‘ HTTP/HTTPS v ‘

Change icon Use default icon

App name ©

| } ‘ |:| Do not display application icon in Workspace app
google-translate

|:| Add application to favorites in Workspace app
App description

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity® &
‘ https://translate google co.in ‘ Internal
Related Domains * App Connectivity " @
| *.googleZ com ‘ Internal N

6 Add another related domain

n Carcel

s PTIVE-TTUT—2a>DEH

s 77UDHPRA-T T OBEELHA, COHAIF. T IR—RDA—H—IZRRINES, TTUT
—>ayOF—7—R%Z7+—<v FKEYWORDS: <keyword_name>TAAT3rHTIZE
To F—T—RZFERLTTZFVT—23>%2T74 V2V I TEET, HAICOVWTIE TEEATV
B53F—T—FRICEBVY—RDT 1 L2121 #ZBRLTLIIETL,

o 77UATIAV -ART 37 7 H Citrix Workspace Ul ICRRTNBHENHZ ATV IThT
JUR EZYT3B8) 2BMLET. 77U TeiCHLVWATIURBIMNT 5H. Citrix Workspace
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Ul hSBEOATIVEFERTEET, Web 77U E/ESaaS 77V DATF IV RIEET . £
D7 7% Workspace Ul OFED AT IV D FICRRINE T,

- AFIVU/HTATIVREEENRETET. BEEER 7TV CICHLLWATIVEZBMTE
9,

- AFIV/BTATIVRREN YIRSy aTRYIZVBENHD £, lcr zid. TEDRR A
EM\IYI=TIYT BETY, &l TOT 1 —ILFEAXFUNINFHEF SN E T, BE
#HiF. ELLWATOVEZERL TVWB L 2RRBIIBENDH D £, Citrix Workspace Ul @
gaic [77UATIV] TJo—LRICAASNATIVEP—HLEWVWESG. 20AH73VIF
FLWATIVE LTERRINET,

FrezE TEDRRCEEY) A7dV%E T77UATIV) 70 —ILRIC TED R EEY)
ELTR>TAATR L., TEDRREEM) A7IVICMZ T, Citrix Workspace Ul 2 TE
CRALEEM CVWSEROHLVLWATIVLARRINE T,

o PAYUTFAAV—[FPAAVDEE| # IV I LT, PFIT7AAV%EBELET, 7V T 71
DY X3 128x128 E /L THITNIER ST, lcoFBERDANYR— I TWVWET, PrIV%EET
BELAWEES. T7A4IIL D71 AVHRRINET,

o« TG —2 g EIA—HY—|IRRLBWV-A—HY—|[IT7 TV ZRRLIEKBVEEIE. COoF T3>
EFEIRL TSIV,

« URL-77V%—23>d URL,

e BAERXAY—BEERXAAVIF, 7TUTr—23 Y URLICESVWTEBANATNE T, EEES. BE
TRARERXA Y ETAIIMBR XA Z T BICEINTE XY,

s TV =23 ESKUCADICEFNICEN—COFF>a>eEIoUv T8, COT7TUN
Citrix Workspace 77U OEKICAD T IV LTEBMEINET, COF TS a3V EEIRT B L.
Citrix Workspace 7 77U 07 7)) O E LBICRAFEOTVWIED 71 AVNRRRINE T,

- A—HF—IZBRICAD D S5 OHIBREFFE—7 71 FIBEN Citrix Workspace 77U 0 & KICAD
FFIUOUIMDS 7SI EBBETERLSICTBRICIE. CDFT>a>zo Uy I LET,
ZOF T a>uERT B, Citrix Workspace 77U QELBICEBOED 71 IVHERRS
nExd,

- A—H—ICBRICADDSOHIBFEZHFILAVW—C0FFoavzoUvodde. FIRED
Citrix Workspace 77U DEKUAD T TV U ST T ZHIBRTI B AD ET,

Secure Private Access IV =I5 ERICADE LTIY—I N7 TV EHIRT 3HE6. €1
5@ 7 71 & Citrix Workspace & KICAD U R S FETHIBR T Z2HENH D £, Secure
Private Access I>V—=ILh 57 7)) #HIBBLTH. 77U IF StoreFront 5 BEIMICHIBR T T &
Ao

o 77U -Web 77U Di5&1F [ AE]. SaaS 77 0BEIS [ HMNF] =BIRLE T,

5. [RE]Z20VUvoL. [RT]ZIUvILET,
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[BE]>[7TI)T—2ayRXA Y] TRETNTVBRTARTDTZ FUT— 3 RAA VU ERTTEI XY, SH4IC
DVWTIE T VR = )LZDERENEIR] #8BLTLIEIL,
ROFNE

TIVT=23> DT IEAR) S —ZRELET

TIVT—=23 DT IERR) S —ZERT B

October 21,2024

TOERRARI)O—FRATRIE, I—H—FEA—HF— JIL—FICEDVWTTTUANDT I E X ZBME1I3ED
ICTEET, I5IC. EFaUTAHIREEBMIBZZET. PTTUANDTIERFIRZEMCTBEDHTETET,

1. BBOYY—ILT. [72ERRUS—]%#IUvILET,

2. [(RUS—offp] #0Uv o LET,
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Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications

msn @ Q

Conditions

User conditions

Matches any of 4 spablrl.com N ‘ spablri.com\Administrator @ N/

®| Add condition

Actions

() Allow access
@ Allow access with restrictions

() Deny access

Access Restrictions (0)

@ Add restrictions

(") Enable policy on save

Save ( cancel )

3. AV —=23yT FOECR RIS —=2BREITZ 7 TIEERLET,

4, A—H—[2—H— I —T-TT) FOLRHFAEIBET T IXENHZIFRBFE I —F31—Y
— JI—TZBRLET,

s DVTMIMC—E: T —ILRICURFINTVBBHOVWTNMI—RT 21— —F/lEFIL—7
DHDT I A%HFAINET,

e WTFNIZH—HLEFEA: 70— ILRICURMINTWVWRA—H—FIETIN—TZEIITRTOI—
HF—FFITIN—TICT7 7 ERDHFATINE T,

5, 72 2JIETVWTHOESEZEBMT ZICIE. [£HF0BM 200y LET, ChoDETiE
NetScaler Gateway ' 5iR4ELHD T,
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6. F2J 2#RL. EOT7T) FOLRZHAAELIFEBTBINICEIVWTHREZERLET,

7. Tl ROBEZRITLE I TR, FHHBICESVWTTZ FVICERTZHENHBZROT7I3>0VWTh

NEBRLET,

s VUL R%EFHEUTB
o HIRNSTY I L RZFHAT S
s PUEREER

FIRMM S 7o X259 3 2B RLIHE. UTOHBRZERTETET,

Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

v

Download MIME types

v

Downloads

v

Insecure content

v

Keylogging protection

v

Microphone

A

Notifications

v

Paste

A

Personal data masking

v

Popups

A

Printing

v

Printing options

Screen capture

v

v

Upload MIME types

Uploads

v

v

Watermark

Webcam

v

View selected only Search

Q|

Current Value
Allowed
Allowed
Multiple options
Allowed
Prohibited
Allowed

Ask every time
Ask every time
Allowed
Multiple options
Block

Allowed
Multiple options
Allowed
Multiple options
Allowed
Disabled

Ask every time

s VY TR=—RADTIER%ZHIRTZ: TTVESRTL Iy TR—REOYIDED/JE—/8ED

TR EMICLE T

ENRI% HIPR 9 %: Citrix Enterprise Browser lh 5 OENRIMEEE FEIC L £ 9,
e AUYO—RZHIRTZ: A—HF—DT7FTUANSHTVO—RTEIHRVELSICLET,
e Py FO—REFIRYTZ: A—H—HAF7FURATT v FO—RTERVLSICLET,
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s UF—A—I—V%ERN A—HF—DOEEIC. I-H-Br1-—H¥—-DI VDIPTRLIAZRRTS
V=R —I—URKRRTLET,

s F—OFXF VI ZHIR: F—ON—HDS5RELEFT, I—H DAY —-BENRTV—REZFEHLTTS
IO L&D TRE TIRTOF—NEF—OA—THESKINET, /. 2177V
ETRITTZIRNTDT7IVTAET R F—OF VTN SREINE T, 1o ziE Office365 T7 7
URER ) O —DEMICHR > TVWT, 2—H—h Office 365 @ Word XEXRBET ZHE. TATD
F—AbO—7iFF—OH—TESKINZET,

s BEFX v IFYEFIRTZ: BEF v IFv TOJSLELRE TV zERALTEREZF Y IFv 93
WEEZEMICLET, I—H—DPEEZFVvSFrLLS58THL. TROEBANF v ITFrvINET,

AR

F—OscE@EF v 7F v OFIRIE. Citrix Workspace 7 X0 by 547> MIOAHBRAINET,

1. RUSP—RIZ. RUP—DBRIZANNLET,

2. RERICRYS—2EMCTIEBIRLET, COATOavEBERLBVEE. RUS—ZERINBZ T
T 770r—=avIiciBBREINERA. Fld. L XMy FEFERLT [T/ RO =] R=
MEORVS—ZEMITEICHTTET,

7' RR) L —DEBEIRL
TOER RIS —DMERENB . TIFIILETT ORI RO —ICBEBSHEDHETESNET, 7oL R
Y= DR LR—ITEAIRMIZERTEI LT,

EOREVEBEERIRLEBEENEL. RYUISHESINE T, CORUL—DBERINLZFHIC—BLEWVEEIE. B
FIEIESHMELVRDRY =BT N E T,

BEEVNOLT7AAVEFERLTRUS—Z2 L FICBEHTEZ LT, BEIEUEZEETEEY,

ROFIE

95147 >k vy (Windows £& U macOS) h SR ERIEL £,

B> FIVIB R D IREE

TFaTTIAR— T IOEIAZISRAZ—E LTRERHETS

October 21,2024

Secure Private Access #> 7L X VY Ua—>avik. A% 8XIL—Ty r BLURT—ZEUTo %
RIRTZIVTREZ— LTERATETEY, KIERLER (- xiE. 5000 Al Eoa—4%—) OiFs. EHOER D
Secure Private Access /—RZEBBELT7—o0O0—REDBL. RT—ZEU T ZBUTETET,
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CXaATTIIAR= T IR/ —RZERT S

#rL L Secure Private Access 41 b EERL £, SHMICOWVWTIE, TExa7 754 R—F 7o
1 FDRTEL EBRLTIEIL,

MEBREDYI S X2 — /— K% Secure Private Access - MZBIML 9, sFAICOWVWTIE. TEEFEOH
RMIBMLTREeRBTSARN—F 7O REZZBET S 2BBLTLLETL,

& Secure Private Access /—R T, B —N—:IBHEEER L £7, #AZEOH Iz M HEREL
EH Iz bRERIZ. O—R NS> —0 FQDN &t —H$3MEHHD 7,

Secure Private Access TRAID/ —RZEBRTI L IIC. O—R NSOH—BEFERLET., BHED/ —
REBMT BICIE. [FE] 2T TT—IR—X PRLRAZEEL. T—EAR—R XTUT M EFEHTETL
F9, ROV +#FEBLTT—ER—RETYITIL—RTZ3HZEDFMIOVWTIE. TROU T +%ER
LTT—4aR—=2zT7 v 7L —RrRdT%] 28BLTIIEEL,

Wpplication Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

htips://zeta.spaopdev.local 0 C 8

O— KRNSO

Secure Private Access 7522 —Dtwy b7y FICiE. BEODERIEEREHRIZHD £H A, NetScaler 20
—RNSUH— LTEARALTVWBIBEIE. RORISEELTLIEIL,

o StoreFront A7 o RICERAEINS FQDN &, 47212 +BIK (SAN) . LTDNS 74 —JLRICEZE
NET, O— R NFoH—ZFALTVEIEGIE. B4 —N—0O FQDN xO—F NZ>H—dD FQDN @
mAZEDES. CHUESSLAAZICERAINEY., tF¥a7 75AR—F 7V/EROBE. O—RK NS>
Y—E BRI BT THITY,, #HMICDWLWTIE. TNetScaler IC&k28FHEU 2BBLTIEIV, X
A7 TT7AR—b TOLXZHEBMT 351IC. StoreFront R A7 =BT 3HENHD ET, O—RKR NTY
H—%FEREITZHEEIF. O— R NSO —BZFERALTR—X URL Z#E L. ZREBRBEFEDHIC HTTPS
EERALET, FMICDOWVWTIE. THTTPS 12k % StoreFront otz 21) 77 R #BBLTLLLEIL,

e EFX 2T FTAR—FTFTIUOEAHF—ERIEFHTTPS E LTEITTRZ2EHHLETH. CHITHEEH
TIIHDFEA, EFaT7 T7AR—FT7I7EXHF—EXHHITP L LTEBHATEXY,

e SSLATAO—RERIFESSL TV yOHHR—EINTWVSR O, FREOO—FR NSO ERZFERATI T,
SSL7 Uy HERT 3HE1E. & Secure Private Access / — R TR —/N—sEAZ %2R T 5L S5 1C
LTSV, £l MBAEOH IOV MRERFIET T U FAESR (SAN) 1. O—R NS4 —
D FQDN &t —HE23MNELHDFT, £fce O—R NS H—EXTSAN 2R T 2BEHNHD £7,

o IEL L SSLEFBAZEM IS r—/N—¥& NetScaler ic/N1 > REINTWET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 53


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-setup-spa.html#set-up-secure-private-access-by-creating-a-new-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-setup-spa.html#set-up-secure-private-access-by-creating-a-new-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-setup-spa.html#set-up-secure-private-access-by-joining-an-existing-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-setup-spa.html#set-up-secure-private-access-by-joining-an-existing-site
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/load-balancing-with-citrix-gateway
https://docs.citrix.com/ja-jp/storefront/current-release/install-standard/configure-https

Citrix Secure Private Access-# > 7L = X

s RRBBSHIMMERINE T,

e X AT FSAR—LTIEIAY—EX (BRBESVEZALDES) EXT— L IATH B0, Kidw
EHDFEA.

o« O—R NS>H— (NetScaler #¥) iCld. NwIIVRH—N—BADOTFT 7+ bOBAHFAHE=Z— (7O
—7J) h'& b £9, Secure Private Access > FL I X H—N—ICHXZLHTTPR—XDE=42— (7O
—7) BT IUENDHBZBEIE. ROITYRRA Y M EFERTEED,

/secureAccess/health
FHRINZIGE:
Http status code: 200 OK

Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }
+

NetScaler O— RNS VB —DHEROFEMICDOWVWTIE. TEXMNEBO—-RNAS YOV IDEY TV 7] &8
BLTLIETL,

EFaAaTTISAR—rTIOERDEZZ—%EHRT S

Ko CLI av > R#%#{ERL T, Secure Private Access DE=H#—#{ER L 3

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

E-F—%=FH L5, dMAEZEZZ—ICNTVRLET,

NetScaler Ul 2R L TE=Z—ZER T 2 HEDFMICOVTIE. TE=2—DEI 28RBL T,

Secure Private Access D71 A +—)L

August 26, 2024

Secure Private Access &, [T> rO—ILXARIL] > [FOFSL]>[F7OT S LEHEE] HST VAV R—ILT
REXER

1. TCitrix Virtual Apps and Desktops 7 2402 —Secure Private Access) %#ZRL £,
2. [FYAYR =] #OU YOI LET,
3. BEOERICEWVN. PYI1YRAM=—ILERTLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 54


https://docs.netscaler.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-setup.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-configure-monitors/create-monitor
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pE
Secure Private Access 1 > X k=I)L#EDt Y k7 v FH5%T L5, Secure Private Access #7 > -1 >

2 h=JLFBE1IC. BEOYY —ILh 5 StoreFrontScripts.zip 7 7 1 )L& 42 >0O— K LT, StoreFront
2 +71EHH 5 Secure Private Access 75451 > #BIBRLTL T L,

StoreFrontScript @ zip 7 7 1L X7 > O—R$3ICIE. ROFIEICR > T LI L

1. Secure Private Access B>V —lLicad—1>LE7,
2. [BRE]®VVvIL. [HE|2TEIVYILET,
3. StoreFront X 7 URL o> a>o TRVt >O—R] #0U0v o LET,

StoreFront X ~ 71 h 5 Secure Private Access 75 1 >z HIBRL £ 7§
Secure Private Access 7>« ¥ X k—JLL7=5. StoreFront X k 7#&mH 5 Secure Private Access 7574
1UZHIBRTIRELNDHD £7,

1. StoreFrontw>>vicOod1> L &9,

2. StoreFrontScripts.zip 7 71 ILz4 o> O—R L&Y,

3. StoreFrontScripts.zip # 7 # LA IZRREL £ 9,

4, BEBEHERT PowerShell v« Y R EBEI £,

5. ROV RERTLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

7w ITIL—R

August 26, 2024

BIMICH LW oY rEtEy 7w LA TH, Secure Private Access BREIX > FEFILWLWAN—T 3 VIC
TYFTOL—RTEET, Py SIL—RTBEII. RFvToay b Z2ERT 3D REEZRETICEHED
LEd. Pv7IL—RZREIBTBICIE ILLWN=23 0060 YA =5 —%2FTL T MElIcr >R M=JLL
7 Secure Private Access 7551 >%7 v T L—RLET,

7y FIL—RDIER

Ty TIL—ROIBFIFRDEEDTY:
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1. Secure Private Access I&. &#1IC Secure Private Access =1 > X k=)L L e /5&ICIS L T Delivery
Controller £7zixr > X k—5— Ul ®EA Secure Private Access 21 L ERALT7 v FJL—RTE

9,

+ Delivery Controller & H T Secure Private Access # 1 > X b —JL L =35 &. Secure Private
Access AVR— Y M3 ZT Y FIL—RTBZLETIEHA. KDDIZ. IRTOIVER—RY
b7y TOL—RIBIBENRHBDET, LI REOT7YTIL—F] Z28BLTIIZTL,

« EM® Secure Private Access % JL %z L T Secure Private Access 1 > X k—IJLL B &
& BRNCT Y SO L—RTE T, #MICDVTIE. TSecure Private Access 1 Y X b—5—D 7
w7 L—FR1 2B8RLTETW,

=

POC 15 Tid. Delivery Controller =R L T Secure Private Access 21 YA b—)L§2 %

SBHLEFTH. EHREIRIETIE. HLWVMEBEZEANTEISLSICERI YA M—5—Z RT3k

zbBOLEY,

2. F—ER—ZRZUTFERFLET, #AICOWTIE (20U T FEFRLTTF—2R— 257 v TIL
—R9 51 ZBBLTIREIL,

3. StoreFront #mZ=ERITLTL I L, StoreFront X2 U 7 k% [BE] > K] o544 >O—RL.
359 S StoreFront ¥ Y E TRV T ERITLET, sHAICDODVWTIE. THREREDETE] 28BL T
<1ET W,

e

2OV T ERFTLABAVEGE. IVRRAYMINIA-—ThEEA

4. (# 7> a3 >) NetScaler Gateway 7 ) 7 +%R1TL £ 9, #£L < Ik, NetScaler Gateways #8EB L TL

I,

Secure Private Access 1> X b—S—DF7 v FIL—R

August 26, 2024

1. Citrix Secure Private Access 2402 ¥ > X b—35 —%https://www.citrix.com/downloads/citrix-
virtual-apps-and-desktops/m5 4o >O0—R L%,

2. eXeZRAAVICBMLTWAYY Y ETEBE LTERITLET,

3. BEOERICESTIYRAM—ILZRTLED,
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https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/upgrade-migrate/upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-installer-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-installer-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#modify-integration-settings
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
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Citrix Virtual Apps and Desktops 7 . - Secure Private Access

Software License Agreement

Licensing Agreement Printable version

Firewall
Last Revised: August 19, 2020 -
Summary =]
CITRIX LICENSE AGREEMENT
Upgrade

This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and

Finish the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (heremnafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by vou shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does niot apply
to third party products zold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to vse the software in a software PRODUCT and the software inztalled in | -

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

Back Mext I

Citrix Virtual Apps and Desktops 7 = - Secure Private Access
Summary
i Licensing Agreement Review the prerequisites and confirm the components you want to upgrad
¥ Additional Components
Installation directory

v Firewall il o

Summary

Upgrade

Finish
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Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
+ Additional Companents

+ Firewall Caore Components

~ Secure Private Access Upgraded
+ Summary

Post Install
+ Upgrade v Compaonent Initialization Initialized

Finish

BE.

AVAR—=5—%1)1)—=X2402 17 v FJL—RKRLT1=5. StoreFront X2 ) 7 +r%#BE{TLT. HiLL T >
RARAY FDFMAEFRTIZLSICTRIHENRHD £,

RDFIE

Secure Private Access oty b 7w 7
NetScaler Gateway Gateway D&

s TV = a DRk

IV =237 oeAR) S —ZRELET

AV T 2ERLTT—ER—R%Z2T7 v TJIL—KT3

August 26, 2024

BEEDTEY—ILZEALT. Secure Private Access 75541 > DT —ER—IX T Y FIL—RIRIUT =LY
YO—RTEXY,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-setup-spa.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-configure-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-configure-access-policies.html

Citrix Secure Private Access-# > 7L = X

1. PowerShell #/lza<v > R7OY T o0 Y R EEEIERTHIE T,

2. 71 L7 kU % Secure Private Access 1 > Z b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAIZEBE L7 (fx 2Id. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools % ¥),

3. ROOARVRERITLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

August 26, 2024
Secure Private Access #1 VX =L L5, BER—CHESREEZTETIXT, 7IUTr—>a >y RXT 2,
BEEDI—FT4 VI REEL, KARTELEECTIET,

BREELEET BICI1E. Secure Private Access BEE 7 H > kT Secure Private Access B 2> Y —JLICH o
VAVTBRHRELRHD XTI,

REZXZEMELIITEITI2HEOFMIOVTIE. UTORE Y IESBLTLL IV
TIVT—=og3 Y RXAM VDI =T VT %2R

. BEEEDEIE

s MEREDEE

AV EBICKREEERE

August 26, 2024

TIVT—=2aYRXAM2DI—T4 2T 2ER

Secure Private Access DREICEBMI N7 TUr—> a3 Y RXAM VDU R M ERRTEET, 7 FUr—>3>
RXAOTF=TILICIE. IRTOBEEBERXA >, PTIVT—2a3 > STy 0D —FT4 >0 H% GMEB£T=1&
ARE) H—BRRINZET,

1. [BE]>[7FVT—>avkXa4 o] &#oUvILET,

2. REICBRLT ET732%Z0UyILTU—Ta VI 21 TZEETEE T,
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https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#manage-routing-of-application-domains
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#manage-administrators-for-secure-private-access
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#modify-integration-settings

Citrix Secure Private Access-# > 7L = X

BEEDEE

[BRE]>[BEE]R—-IH5. EEEOUIXNERRLIED, BEEZEMLED TE X7, Secure Private
Access ZHIHTA VX b—ILLT-EBEIZIF. TE2HRERNMISINET, 0% COEBEIMHOEEEZ Y
7w AITBINTEEX Y,

BEEJIN—TZEBMLT. ZOTIN—TDIRTOEREN T I EATESLSICTBILDHBTEET,

BEER—IT, B 20Uy I LET,

TRXA>) T COEBEZBMTZIMNELNHDI R XM VEBIRLES,
MN—t—%flda—4v¥—-JI—7] T COA—HF—HBTI3I—HF—FFIIL—T=2&ERLET,
MEEEXCT] T COA—HY—ICEDHTEIVELNHIERS 1 T2 EIRLET,

> wnh e

MAREDEE

Secure Private Access #:8E L7 5. [#&] 27 H5 StoreFront & NetScaler Gateway T > ) 2 EEF
TIEEMTEEY,

1. [RE]>[#&]#2)VvILET,

2. BEIBRREDHEICHARETrAVEIIvIL. ITVRUEEBEHRLED,

3. B 7O E IV ILT, REDEWNTHZ e =zHRBLE T,

pa o

Secure Private Access #' StoreFront L IFBHBZ IO VICA YA M=ILINTWBIEEIL. StoreFront X

)7 r%EAD>O—KR LT StoreFront TRIFLTL T L,
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@ W 0 o

B

Overview

Applications

Access Policies

Settings

Troubleshooting

«

K

Application Domain ~ Administrators  Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

T e Q o0

StoreFront Store URL
The complete StoreFront store URL.

O
A

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

TIVr—23 R I—DER

August 26, 2024

FIVr—2a>eT70ERRIO—2RE LS. BEBIIGLTHRETETET,

TIVr—2a e RETS

1. Secure Private Access BI 2>V —ILT. [7FUsr—>3>) #0UvILET,
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2. EEIBT7 IV r—2av0EBRSRE EIVy I L. [TFIT—2a>0m&E]l 200 v I LET,
3. VT DFHAEREL R T,
4. [Save] 20w I LEY,

Edit App X

Click Finish once you're finished editing your app

*  App Details

Where is the application located? "

-@- Inside my corporate network

Apptype” App icon

HTTE/HTTPS Change icon Use default icon

App name "~

. : Do not display application icon in Workspace app
ACK

: Add application to favorites in Workspace app
App description

P

App category 3

Verizon |
URL" App Connectivity ™ &
| hitps://csg.enterprise.slack.com ‘ Internal
Related Domains * App Connectivity " (2
| * csg.enterprise slack.com ‘ ‘ Internal AW ‘
Related Domains * App Connectivity * &
| * slack.com ‘ ‘ Internal A ‘ @
=y

(+) Add another related domain

m Ca-lcel

TOERARI S —=HwET S

1. Secure Private Access B>V —ILT. [7I9ERRKIVS—) #7)vw o LFT,
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2. EETBZRUS—DERESRE>ZI )y L. [7ORIRIS—0RE 20V vILET,
3. RUS—DF#HlZEHRELE T,
4. [Update] 20Uy o L&Y,

Add/edit restrictions
2selcted ) Viewsetectedonly
| Access Settings. | Current Value
(/] Clipboard Disabled
(] Copy Enabled
O Download restriction by file type Multiple options
(8] Downloads Enabled
O Insecure content Disabled
O Keylogging protection Enabled
O Microphone Prompt every time
0 Notifications Prompt every time
O Paste Enabled
(m] Personal data masking Multiple options
(] Popups Always block pop-ups
[} Printer
(@] Printing Enabled
[m] Screen capture Enabled
O Upload restriction by file type Multiple options
=] Uploads Enabled
a Watermark Enabled
O ‘Webcam Prompt every time
m (Comea )

IVRrRI1I—H—70O—

August 26, 2024

BEENTIY RI—HY—BOI+—2—<—U LERIGIR%Z#A L T Office365 77U R LIZEIRELE T,
NT. TVRI—HF-—HO0ffice 365 7 FVICTIERTBREEIC. U4—2—<— T LERIOEIRE 77 ICEA
TREREBELRHDET,

IYRI1—%—3 Office 365 7 FUICT VX T 3ICId. ROFIELZRITIZHENHD £
1. Citrix Workspace 77U 5 StoreFront R r 7ZIC7 V2R L £,
2. Rh7ICATAF Y LET,
3. [7FVU] TRV T L, RICOffice365 77U r—>a>x 0w o LET,

INT, T¥RI1—H—3 Office365 77U r—>avhREch, V1—4—I—IhEFENTVBIL
ICRA<KHELRBD T, F£loo TV RI—H—HOffice365 77U r—>arhoTF—4%EHRILES
LTHE. ERIGIRX v —22 A—H—ICRRTZIHBELDHD £7,
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your

- administrator, —
Microsoft Offite  Products ~  Resources ~ Templates  Support My account bsoft )
Pl
y, -
. .

Introducing Iv Copilot: Meet your everyday Al COmpa i,

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

]

Sign up for « Microsoft 365 >

Dowri ~it 365 apps for MacO5 »

BIEER. RETRIO MY FTETFIT—=0a VT 0 RATRDICRERT LU MRz 1—H—IC18
HIZHBEHHD £9, %L <. TCitrix Workspace 7 7UAD X k7 URL diBfil) #BBL TSI L,

BRI TN a—TFTa2T

August 26, 2024

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64


https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/getting-started.html#adding-store-url-to-citrix-workspace-app
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Secure Private Access D b TIN>a—Fo I8y aR—RIZiE. 77V 5—>a>0iRg). 77U5—2 3
VOHE, BLUENSDRAT—RZRAICEETZO07DKRRINET, HAICOVWTIE Fy P aR—ROBE] %
BERELTLEIVL,

(AN Rubal 274

Secure Private Access MFRER F 7-IFREEIC. UTICRES ZMELIREETIAEEMELHD £7:

o FFBEEDIS—

o THAR—REEIZ—

« StoreFront &=

e NIV WIHF— oA /A=INYIF— T DEE
+ Secure Private Access 4 —/N—IC 7 7 EZ XA TE AL

CNSDORBOBEICDODVWTHLLI, TEENG ST a—Tr 271 2BRLTLRETL,

Director ot v 3 VEEI—R

Director % Secure Private Access £ #& 9 % & . Secure Private Access v 7y 7DIARTOIAVKR—F
> ~ORIRED Director ICERDIAENZ oD MRMBN T+ —IVADBRE ST a—TFT 1 VI HaEEICH
D&Y, BEFLIEHIOBEIZ. OFEARTHERRTZI L Z2S8HLET, ENATHEEIMMERLAEWVESIE.
HR—MIEKLTLETL,

BEREFa XV E

« Secure Private Access T Director ##m$ %
Director T Secure Private Access v > 3> % RRT 3

Director ® Secure Private Access vy >3 >d—RDU X K,

« Director,

Ay aR—ROBE

August 26, 2024
Secure Private Access D S TN a—Fa I Ay arR—RIZld. 7TV —2a>oieg. 7FUr—>3
COHNE, BLUENSDOXT—2XICEETZIOFDBRRINE T,

ERICRELIBHE I N RAEZLEA LTSI VOO ZRETIET, FviaR—RICRRLIEWMERICIEL T,
+ESEI VI LTI STICHZEBMTEER T, 21— -0 CSVERICTIAR—bTEET,
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https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-dashboard
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-troubleshooting.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director/spa-integration-with-director.html
https://stage-docs.citrix.com/en-us/citrix-virtual-apps-desktops/director/spa-integration-with-director.html#view-a-secure-private-access-session-by-user
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/citrix-director-integration-related-error-codes.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director.html
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71 )L2— (CATEGORY ¥ RESULT) B L TIREGERZBDAT LN TIET,

«

20240619 126519
20240619 126519

6b636840-4b84-4d18.9241.043796dead4a

5642000b-7065-4180-89c6-6198305c8769
6b636840-4584-418.9241.043796d0ad4n

aaaaa

PL_OS Securoice..

MDINFGRA—=BERRT A« —ILRDBEFICE DV TRREZRDALIEDBTEET,

« User-Name

« A7V

e AIRVKEEAT

. BER

e SO ID
o FFAH

I-H—OJ LTI ZRY S —ROBATF v — F TREERDACLHICEA T SRERETFIRIROLHD
T,

o S RERFMHICRRIC—RTZO00 /RS —=2RELET,

o EHEESINEGDEFATOARVOS/RU S —Z2RELF T,
o~ BERFMICHINIC—RT IO /RIS —ZBRELF T,

o IMEBEINEZHFO—HEEFAVOS /RIS —ERELET,

fee ziE. ®RE7 + —IJLRIC Event-Type = DSAuth r WS XFF%2ERAT R L. 1RV 27 IDSAuth | %
BRTITZET,

E#kIC. Toperatorl) ¥ WS HED—BEETL I—H—%1&E T 5iCiE. User-Name ~ operator & L\ 5 X F5%
FRALEXY. COBRERTIE. Toperator] WS ABZELIRNTOI—HY—BLF—EBRRINET, cezxiF. O
—HNARL =] TEEBEARL—4)

FS2H 023> IDEFERALT. 1 DOARY MIEETZIIRTOOTEZRETCETET, 7503 IDId.
TR ZABRDTARTO Secure Private Access OV ZB&E 1T E 9, 1207 FUTIERXY I IR T BEE
TIUHE, FTVTOLABEABY. BHOOTZERTITET. CNSDARY MIITRTHBOOI &ML
£F9, IO IDIE. ThsIRTOOT ZEEMTBLDICERINET, 522 3> ID ZFER
LThS TN a—TFa420900% 7002V 20 0L BEDOTITVTIVRAVIIRAMNIBEETZTRTOOI %
BMETITET,
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AJHM5AYTF AT ZRT

[ Details] 7l [ShowDetails | U > 7 ICld. BEDT7I7EARU S —ICEEMTSNATVWBR 7T r—>3>D

Db, ZORUVD—ICEAEMITENATVWEZ AV TFR NIRRT INE T,

Filters Clear All

Last 1 Week N ‘ m

‘ User-Name = "User" |

CATEGORY

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format

TIME us GORY RESULT DETALLS

2023-09-07 10:2913 spaopdev locallusera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8... Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access - DSAuth validation was s.

Applications:
2023-09-07 09:48:50 spaopdev locallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev locallusera App Access Show Details

UserName: User A

2023-09-07 09:48:49 spaopdev.locallusera App Access SmartAccess tags rece
ContextualTags: |
.
2023-09-07 09:48:49 spaopdev.locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22592f2f-f17b-4a5f-96..  Show Details
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 22502f2f-f17b-4a5f-96..  Policy evaluation return
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2050212¢-f17b-4a5f-96..  SmartAccess tags rece
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 20592121-17b-4a5f-96/\ 1 DSAuth alidstion was s
2023.09-07 09:46:27 spaopdev.locallusera App Access @ Failure 629d1dd1-5bdb-4474-8..  ERROR: Error in process

BXNBR S TN a—FT1>0

August 26, 2024

D kEw o TlE. Secure Private Access DRREF F ISR ERBICRETZAEMOHZI TS —D—E%E2 =L £

ER

HEFRE DTS —

F—ANR—ZEHI S —

StoreFront =

NIV OF— bz /A= LNV IS — T 1 DEE

Secure Private Access H—N—ICT7 IR TEHWL

GERRED TS —

IZ—XyE—2 DU LD — bz F—N—DSHREZBFNICEIETE XA,
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ZOIS—Xyvt—iF. NetScaler Gateway d//NT Vw7 RLZAEBML &S & LT, HAZEOREICEED
HBBEICRTINZET T, TORIEIX. Secure Private Access #tw b 7w IR E. Fhidty b7 v TIHE
TLREBICEREEZEH TR IICRET DR HD 9,

=gk Citrix Virtual Apps and Desktops OIF& L EILAETY — F I T THEBAEZEML £ 9,

T—EN—-RERIS —

e IZ—Xyt—Ii F—EAR—REERTITELRATLE

fRE: BEIDIHE-SQL Server LOF—ER—XRNICT—TILZERT BI1Cid. <> > iC READ. WRITE.
UPDATE #&RDPHBETT,

¢ IT—RYE—I TEAR—REERTIEHATL T—ER—RFBRICFEELE T,
COIZ—AyE—2R ROZFUADOVWTNDTRIRTINBZ LD HD T,
- TER—DEERIC TEEE 4272 3 Y EERLIGE,

- BEENT—EAR—XEZERTZEE. TODT—EIR—RITDT—EAR—IATHITNIEERD £H A,
CDIT—RAytE—JF, T—ER—IABPETHWVNT —EIR—IATHIBEICRRINZeHhHDF
ERS

BRR. ZDT —FN—R2ER I 2HENBD £,

- Secure Private Access 7> YA +—JLL. ALY FETEY b7y 72BHAITLET, JDF
&, UHIDA YR F—ILDOT—2R—XIFHIBRINED >T=TL & S,

R, T —EN—RZFEHTHIRT 3UENHD T,

- ROUTrEFRALTT—AEAR—XEFFHTREL ([F—2R—XDEH] R—I T [FehEm] 28
R). RIC[BEER] AT avICEBELETH. U1 FRIZAL T, TOB/E. X7V T ORITH
ICALBHDT—EAR—IB T TIER TN TWET,

FERE. Y FOBFIZEELTHS. RIUT M Z2BRITIZVEDRHBDET,

- I UICiF SQL Server EOF—ER—XWICT—TILZ2ER T B 7= D READ. WRITE. UPDATE
HERDH D FH Ao

fRREE: 2 Y ETEYBERZBMICLEY, FMICOVWTIE [T —EN—XDHREICHELTIER]
ZBRLTRETL,

e IS—Xyt—U T—EAR—XEERTIEFHATLI EBRICKKBLELE
RS

- IO IUDEDTF—ER—=3%y NI —UEGZBBEL T TV, SQL Server R— D7 71470 =
— )L TRWVWTWAZ 2R LET,
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- UE— bt SQL Server #ERA L TW3H&IE. SQL Server iZ Secure Private Access <> > ID T
#» % Domain\ hostname$ #EH L TERINEOT 1 U HRHZHESHERRBLTEI L,

- UE—k SQLServer #FALTWVW3BEIF. ¥V IDICELVWA—IL, DED AT LEEEO—
IHDEDHTENTVWE L ERBL TSI,

- O—AJLSQLServer (1 X b—=5h5TIHEHEW) #ERALTWSBAEIE NTAUTHORITY\ SYSTEM
A—HFICOTA V= ERTIHBEDHIDESHZHRLTLIIETL,

StoreFront (&=

o« IS—AXyt—0 kD StoreFront T MU ZEERTEFHATLT: <Store URL>

RRINTLAEWESIZ. [BE] 27h5 StoreFront 0T > U EEHLET, 9rF—REFHLT
Secure Private Access #58E L5, [:RE] #7H 5 StoreFront DT> M) ZHBETEEFT, CDIS
—hFE L7 StoreFront R k7D URL Z2FBHTL I LY,

ARIRER:
1. [RE]|Z2OUvoL. [HE]2TEIIVvILET,

2. StoreFront X 7 URL iZ. StoreFront T> FUARRTFINTULRVBEEIZ. O U ZEIEM
LEY,

s IZ—XytE—2: ROD StoreFront T MU ZERTEEEATLRE: <Store URL>
AR
1. PowerShell DETRV L —ICL 2HIBRABESNTWVWBATAEEMLH D F 9 FHFMICDWVTIE
PowerShell ) 7 kv > kK Get-ExecutionPolicy#RTLTL I,
2. HERTNTWVWBHEIE. xRk L T StoreFront X)) 7 2 FETRITTIHEHHD X7,
. [RE]ZVVYIL. [#HE] 2 TZ0 Vv I LET,
4. TStoreFront X 7 URL1 T. T5—N'HEEL7: StoreFront URLOI>Y FUZSFEL X T,

5, ZOXL7URLODEICH S [RVUT DA >O—R] Ra xS wvo L. xtisd 3 StoreFront
AU AP=ILTNhTWETYY Y ETEEEEETI O PowerShell ) 7+ %#RFLET, TDX
)T MMEITARTD StoreFront ¥ > TRITTEIHRELHD £,

E:

TIOAYRAN—ILEBIZA YR =L Z2BRHITT 2/ EIE. StoreFront #mk (StoreFront> X ~7 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) WS ZRIDI Y kb
A7 WZ & RSB L T 23 W, Secure Private Access W EES 35 E1E. TOIT > MU EHIBRL

TLIETV, RE>BRER—IHORI )T Z2FHTHIYO-RFRLTEITLES,

o IS—Xwt—: RO StoreFront BRIZO—AILTiEdH D FtHA: <Store URL>
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V1 —R%EMALT Secure Private Access #:RE L7125, [RE] 2THST5—rT 1IN RiRE
TS, COIS—HEELT: StoreFront R b 7D URL ZEZEFBHTL I L,

RS

C DEREIE. StoreFront A* Secure Private Access Yt EILY I VICA Y A M=ILETNTLAWERICRKE
L& 9, StoreFront Zr > X b—JLL7=< > > T StoreFront #m & FEITRITTIMELNHD £,

1. [RE]ZIVUvIL. [#HE]12TEV VY ILET,

2. TStoreFront X 77 URL] T. T5—HH4E L7 StoreFrontURL DI > MUZFREL T,

3. ZOXRMT7URLOD#EICHZ [ROVTrDAU>O—R] RE2V%EIU v L. i5d 3 StoreFront
PRIV E=ILINTWVWEIS Y ETEEEERTIO PowerShell VU 7+ %2RITLET, TDR
1) 7 hFIARTO StoreFront ¥ > TRITTIHRELRH D £ 7,

e
StoreFront PowerShell 227U 7 k#2179 3 IC I3 BIEE#ER T Windows x64 Ei#d PowerShell

Y1 > RU%ERE. ConfigureStoreFront.psl #%&17L £, StoreFront X4 U 7 k& Windows
PowerShell (x86) r Bifatin'H O £H Ao

« T5—Xvt—: PowerShell Z /M L T StoreFront 2 7 ) 7 h # T L TW3B & FIZ TGet-
STFStoreService: % 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExceptic
DFIIDFEEL F LT lo

DI S—I. StoreFront X2 ) 7 +~% x86 Ei#ad PowerShell 7« > RUTERITLEBEICEELE T,
RS

StoreFront PowerShell X7 U 7~ #R17¢ 31C13. BEEHERE T Windows x64 E#ad PowerShell »
1Y RUEBEVWTHMS5ConfigureStorefront.psl&®RITLET,

NTVwOHF— I[NV IT— T T A DEE

IZ—XAvtE—Ju D075 —hUTAIY M) EERTIEFLEATL, <Gateway URL> F7iE ROI—ILN
YIF—RITATY MU EERTIEHATLR: <Callback Gateway URL>

FRRER .

BESRELINT VYIS — Iz FEO— NV IS5 — T2 DOURLZEZIEDTHETET, VrH—

R#={#ER L T Secure Private Access #:8EL7=5. [RE] 2T DB — Iz A1IV M) ERETEET,

1 [&E]Z2VVvoL. [BE]2TE2I VY I LET,
2. NTV YO F— b IATRLRAELBEA-UNY T — b4 T RLRE, BEIRELLRAIP 7R
LAZEHLET,
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Secure Private Access H—/N\—IC7 XA TEHWL

IS—AvE—SilS 7—IL2EBHTEFLATLI IS 7L EZBRSTIFEATLE

RS

AVE—Y AT X=2a3 B —EX(IS) D [7FUr—>a > F—IL]ICBEBL. ROTTIVr—>3>F
—ILHBHLTRITINTVWRcEBRBLET,

o Secure Private Access S > 21 L+ T—I
o Secure Private Access BI2E7—IL

Ffee TIALEDINSH R'"Default Web Site"MBHEBLTVWRZEHRERL TSI,

T—EN—EHRT TV I DERK

IT—XyE—JiERFoyv kML ELE
T—EAR—ABHEF v UId. BHOEBRTERT 38N HD £T:

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER— G —/N—|C
TOEIXTEEtEA.

RRE: T—ER—XR—F (FTAILR=—F1433) BT 7A 7 I+ —IILTEHVWTWLWBHESHEREL F
ER

o Secure Private Access 7551 YRR I I VICIE. T—ER—RIEGTIERDH D FH A

iR Secure Private Access @ SQL F—2R—HERE BB LTI,

T—hozAEGTF TV IDNKRBRLE LT, AFEASZEIETEEEA
IS—XytE—J1 A VA= LEOBEIN RO IS —TERBLET, F— F YT BEF T v 7 ICKKBLF LT,
RRFEAEZIMIITEIEEA )
R
« BRY-ILEEALT. Y= by 1DNT ) v IiERE% Secure Private Access 7 —ZN—XUIZFHT
7“/ 7D_ F L/ ij-o
« PowerShell £7ci3av > 7OV 7 hU« Y R U2 EREERTHET 7,

¢« ¥ L% k)% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2i1E. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)
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« RDOAXVRERITLET:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TP Ir—2 3 U5IELR

StoreFront @ URL % 7zi& NetScaler Gateway ® URL ®EKREICR S v a (/) B&FhTWBE. 7 XU —
o avDFELFIINE T,

ARRES:

StoreFront X k7 URL #7z1& NetScaler Gateway URL DXED XS v 2% HIBRLFd, FHLIE Ty k
7 v 7D StoreFront £7z1% NetScaler Gateway 4r—/N\—D:FADEH 1 #BEBLTLLIEI L,

g2
MEIDEY b7y FZ7ET TERL

ety k7w FB5IC Director DBEHAIKRBMLTZBEIXZ. STV AV —N—%2BERTIAVWI R HD T,
RS

license_server F—JILEFFHTO ) —>T v LTSI L,

Secure Private Access 28t R— /N> RILDIER

RDOFIE%EETTL T, Secure Private Access s2littR— bk « N RILZERL £ 7§ :

+ PowerShell #7ziza<x> R 70> 7 Do Y RO EBREERTHIE T,

« 71 L2 k% Secure Private Access ¥ > X k=)L 7 # LA DT @ Admin\ AdminConfigTool 7 =
LWAICEBE L7 (fx 2. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

¢« RDIARXVKRZERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL ¥ — 4 ~N— X R

F—AR—X %= BEER T BICIE. Secure Private Access 7551 YRR NI I VIS, T—ER—XITELELTT
—AR—=ZRFX—IEERT R IERDPBETT,

UE—bFT—ER-2:
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ROFIEZEITLT. UE—FT—EIR—XDERZRELE T,

1. Baio@EXCitrixAccessSecurity<Site Name>THEDTF—ER—IXEEHL 9, <Site
Name>i&. Secure Private Access D41 b T9, (il I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access RfE<>>D<> > ID BD SQL Server A 1 V& {ER L £ 9, /=& X I, Secure
Private Access 70—Hh—D< > > ZH HOSTL T, Y>> R X1 DOMAINL @&, w> > ID &
TDOMAINI\HOST1S, A Db 9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVRBIFROIVT) ZFERLTHRETI XY !
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—)Lz<> >V IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
O—ALTF—82~R=2:
O—ALT—2R—IDIERZRET B ICIF. ROFIEZRTLET,

1. gafo#ExCitrixAccessSecurity<Site Name>TEDTF—EZR—XZEHLFT, <Site
Name> & Secure Private Access @1 FRTY, (fzx xid. CitrixAccessSecuritySPA),

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O« >Z{ER L £9, OJ 1 VHERICIEREINT
WBHBEIE. CORTY FIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —#—ICEID YT T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'
ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

T—ER—RZFETER T AU YO-RLIET—ER—IZRIVTRIEL>TII Y ID ICERMNEME N
£,
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FSINDa—T>OJ007 LRNILEEE

FSONDa—F0>000R 774 EDIZ—OJLARILTY,

SN a—Ta>7O07000 LRILEZEET BICIE. V41 LH—E X appsettings.json (C:\Program
Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService) <. TroubleshootingSql
dorestrictedToMinimumLevel#xOWFNHhDMEICEFHRL £,

- Information

- Debug

- Warning
- Error

"TroubleshootingSql": {

"restrictedToMinimumLevel": "Error",

"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Director #EE L1, TI>a—FT1 >4

August 26, 2024

Director % Secure Private Access £ #& 9 % . Secure Private Access v b7y 7D ITARTOIVKR—=%
> OBIEN Director ICEIDAFEFNB -0, MBHBRNT =TV RAOEBERE CSTILY a—T 0 VI HAEIREICH
DFEJ, XRORIE. Director ICcRRTNZTFIERIS—I—REKLVBEETIZIREERLTVLET,

HAICOWTIE. UTOREYIEZBBLTLET L,

o Secure Private Access T Director ##m$ %
« Director T Secure Private Access v a>%#&RRT3

:

¢ 21FEIC TO) ZRATI—RIFBEDOERITIO—RLET, It xid. 1000 (377U DFIEDRIIL &
JeERLET,

¢ 2HTBEIC Tl ZETI— R BEZLRBHIMEZRLET, LR 2101 1ty avEEzRLE
Yo BEPHMMEELILSEGIR. OJZANTREZBRT S z88OLET, TENTOHEEDL R
RLBWEEIF. TR-MIEELTIIES W,

FIFEEEI—-F
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1101
1102

1103

1000

1001

1002

1003

1004

2101
2102

2000
2001

TTIVHEAyE-UI-F

KRR
EN
EN

e

Fh

527

5%

Fh

5%

ES
TOT« T[T OT 1 T[IEE

Active

70707

Bt

FIFERICAE TS —DEELE L .

—WOT FUIFFIEINE LD
L eHd 1 207 7 FHEN KK
L&l

TFVIFFIEThT, baebl
DOT FUFHENREL £ LT
FIBIEHILE L . <D 1
D2OT7FUDLFIEEINE LT
TIVIEITRTRI D —IC&>TE
BINledH. FIESNELEATL
7o

—HIT BRI —HBWnid. 77
VI3FNIEINFELEATLT
—HoF7FIVIEEIN, o7
Id—HT BRI —Dah Tk
O, JIEINFEATL,
Y BRY—Dand, 77
DI3FIEINEFEATL

5198

v a k.

Ty a BT IT T EIEIET
LTW3h, vy a>rThilk
H 12077 DEFHEBLEL
TC o

tyoavid7oT14 7T
tysavId&T/HET T+ T T
ER
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3101

3102

3103

3104

3000
3001

3002

3003
3004

TTVEBAYyE—IO—F

4101

4102
4103

4000
4001

4002

IRRE

EN

e

EN

FFRI/IES /R

B
CEBA'507 71 DS

EN
FFEI/IES /R

Bt

UG- WIS —HRELF
L7z (REREAINTULEEA)
RS —sHERICHISMFEE LT
. PTIDESNEFLEATL,
T7UHIEZF—42 D null-RY
S HMERICAT TS —HREELE
L7

T7UORY S —#lEERFRICT
S—HRELFLT
T7UDOHREIFFETEINTULET,

TTUDTIFIZRY O —ICLDER
INEY,

—HIT BRI —HDaWnicd. 77
UHFIEINEFLEATL .

77 OFIEREIFTATY,

Citrix Enterprise Browser i 57
TEEBLEIS S LFLR,

98

TIVr—saviesIrs—7 7
T—aroRPICRETI S -
RELFLL
TIVr—a Vg s — ()
TTUDOR) S —FlEEREHRICT
S—HRELFELL

77 OEBIFHFTINTVET,
RUS—IZ&D, 7FUr—>ay
DEBMEFINE LT,
—HTEZRUS—HBRW\D. 7T
Dir—2a>oiRgdEEINEL
7=
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OJRFRE

August 26, 2024

0741 Secure Private Access T—42R—IC 7 BREREIINE T, OJDAHBEINAREI<ADTFS L (2L X
¥, 100,000 28X 3% ). 0 B&LOEIICKRBEVOIZHIBTEX T, JU—>TvFPadid. TIA4ILERT
LREBECCICRTINET, CcOPadidk. V21 LY —EXADBREETIVICHRITINET,

FSTNDa—FT4 2000 DFRBFREDHIZIA X

A0V —=>TFy A SVEALY—EZXDA Y —ILT L4 —IZH 3 appsettings.json 7 7 )Lz EMR
LTRETETEY, OJORFHBL T —EXR—RRETETZOTOHICEOIVWVTIV 2Ty TZ2RETEET,
HEICH LT appsettings.json 77 1 ILAOUTOIY FUEZELEXT,

HYTINT TUREJson T 71 )L:

"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,

"CleanupOldestDataIfEntriesCountAbove": 0
}

V)=V Ty TEENCTBICIR. BEICBCTROREZITTVET,

o« OJ% 7 BRELIFRIFT31CIE. CleanupDataOlderThanDays# TICRREL X7,
o« BEMIOI)—>7 v IEEMICTSICIE. CleanupDataOlderThanDays#% 0ICBREL £,

¢« ATV ER=ZADY)=>T v TEEMNCT ZICIE.CleanupOldestDatalfEntriesCountAbove
Z0ICRELFT,

o INSDOREHVTEH LD 0ICHREINTVBRHE. £7ldCleanupPeriodInHoursh 0 ICREINT
WBHE. OJIKAICRRESNE T,

- T RUERAEHN 100% KT T3 A8EMELH 3720, CleanupDataOlderThanDays# 7
l#CleanupOldestDatalfEntriesCountAboven®@A% 0ic.F7ldCleanupPeriodInHours
ZOICHRETRLIFHEIDLEEA

- OJmo)—>7 v F5EEIE. CleanupPeriodInHoursI Y U AEELTEETZLHT
EEESER

pa
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ENBDEY. /—FREICFA—BDHZHEIF. RDBEICI)—2T v TETNEA X2V INMBEETN
9,

AJeTLAXNIDI)—=2T v T
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TLANIT=2DO =27 v

FL X MUF—4Z, Secure Private Access T—H2R—XIZ 3 ARMREINE T, 7 —>T v IHRELRTL
XM TF—R2EBFETREHOF v oIE. 30T icfThbnEd,

pa o

TLXMIT=2D0) =27y FTZ2RBTBICIE. SYFALT—EIDERITINTUVIHELHD £,

COFO/oo)—->7v 7

CDF O%'i&. Secure Private Access 1 > X k=LY > D AdMin 8LV EA LY —ERADA VX =)L
FIWA—RHICERESNE T, CDFOJB.csv 77 ILICREFESN. E7 77)LICIE 1I0MB ot 1 THIRABERA SN
E

Admin 4 —ERIE—EICRAIOED CDF O/ 7 71 ILERETEE Y, TOH. BEHWLWI 7 1L EHIBRL T,
WLWCDFOU T 7ML ZERT BTcbDRAR—RZEITFT,

Runtime #—E X id Admin H—EXRREL & SICHEEL £TH. —EBICRIETEFZ 7 77 ILEIIRA 600 BT
ER

COFOJDARZLII—>T v

COFOJd ooV —>7yFid, EBY—EREIFVEALY—ERDOAYRM—ILT #ILAICH B appset-
tings.json 7 7 1L EFRALTRETEE T, 777N DOT7AINTF A XA TV MIREZEET 3121
appsettings.json 7 7 1 LORODITV U EBHLET:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 78



pa

%+ b I Secure Private Access DEH D1 Y X E2 Y IANBEINTWVSBIFEEIE. Secure Private Access
DEA VR R—ILY S VT appsettings.json 77 1)L ZBHLTCDF o U—>7 v IZTVWE T,

H— R /N—TF < B4

August 26, 2024

Citrix Secure Private Access #+> 7L X X[Al7)


https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/third-party-notices-for-secure-private-access-on-premises.pdf
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