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TET, 4171 #21)wo LT, Secure Private Access #:8ETEZF T, TR MY TD [RE—F] XZa—
([Citrix] > [Citrix Secure Private Access ]) It Citrix Secure Private Access > 3— +H v FARTE
nxd,

Secure Private Access =71 VX F—ILLTEBE T3 -HDOBBET7HY Y M EHG

« Secure Private Access Z1 > X b—JLF3ICId. O—AIIVOEBETAD Y bTATA VT IHRE
PHD FT,

« Secure Private Access #:RE T 3 IZIk. Secure Private Access i1 VX b—LThTWVWBR IS >oO—
AR VEBETHH S K X1 >1—4—T Secure Private Access B> Y —LICH A V1 VT 3%

BEAHDET,
c LY RTYTIHRTITBE. TDI—H—IIRFD Secure Private Access BEEEICH D, tHOBEERIB
mcE£9,

o v k7w 71| Secure Private Access # B9 3 ICI&. Secure Private Access BEIBET7HU Y LT
Secure Private Access B>V —ILICH A V1V TRI3RENHD T,
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Secure Private Access Dt r 7w

RDOF|E#EITL T, Secure Private Access #RETIT£T:

o L WH A %E{ER L T Secure Private Access 2 E 9 %h\ BEFEDOH 1 ~ZEML T Secure Private
Access =ty b7 v TFLET
¢ T—HAR—%ZHTE

» StoreFront. NetScaler Gateway. Director. S 1> AF—N—%&HE

TIVr—2a> e 78RR —DRKRE
Secure Private Access BiExtw b7y LS. 77U =23 e 7TV —oa3 D7 0 AR) O —%%
ETIHNENHDET,

o 7TV — 3 DR
e FIVT—=2a DT7 VRN —Z2RELET

Secure Private Access 1> X k—5—

August 26, 2024

1. Citrix Secure Private Access @1 > X b—Z—% https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/h54 o >vO—KLEF,

2. exeZ RXAVIZBMLTWATYY Y L TEBEY LTETLET,
A
POC B T. StoreFront 1 > X r=JILTNTVWBDERE LY >IZ Secure Private Access %
AVAL=ILTBeEEEFOLET,
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Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access
Core Components

Core Components Location: C:\Program Files\Citrix

Firewall

Summary %ecure Private Access (Required) o

he software that enables secure access to SaaS apps and internal Web apps
Install
Finish
——
Back | Next Cancel

3. BHOERICESTIYAM—ILZRTLET,
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Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access

s tha Installing...
v Core
Core Components

+ Secure Private Access

Summary

I " Post Install

e «o« Component Initialization
Finish

Installing prerequisites and components

Less than 1 minute remaining...

Installed

Initializing...

Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access

Finish Installation

Core Components
+ Secure Private Access

Paost Install
v Insta v Component Initialization

The installation completed successfully.

+ Success

Installed

Initialized

e
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AVAM=IIPBRT TR, ¥IEtEY b7y TOBEBIVY —IDBT I DT SOH T4 Y ROTEHBMICFHAS
9. %171 #2)wo LT, Secure Private Access #58ETI £ 9,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network

FRIMYTD [RE2—F] X=Za— ([Citrix] > [Citrix Secure Private Access] ) (C% Citrix Secure
Private Access > 3s— Ay FARFRINET,

Bl citix

&4 Citrix Secure Private Access

Citrix StorefFront

HLE RO REY I EBRLTETL

g g D Suk S NOR P 8 |2
s ARYRSAYEFERLIEAY M=)

EEI>Y—)LAD SSO

Secure Private Access B>V —ILICER T3 7 S5 UHIC Kerberos iR RET R 2 HEHLET,
&, Secure Private Access HEIBE REICH S Windows B3 (IWA) #ERBLTW3HTT,

Kerberos A EBEINTULA WSS, Secure Private Access B AVY —JLICFIERATBREEIC. T59H
HSREEHBERDANNZROSNE T,

o BRRBEBRENNT B . Hia Windows 5B3E (IWA) 41 > 7F VB EMICED £9,
o BILEHwRE NS LB WVWIBA. Secure Private Access Ot 1 A U R—IBRRFRINFE T,

Secure Private Access ot v b 7w IR EGTTBICIE. BEBOVY —IIICHAI VIV TIREBERHDEFT, 10X
=LY YERLE R XA VICBTBEED1—H—IC Secure Private Access #5/E T3 £ 9, =1L, 0
—H - VI N=ILT O OO—AIINEBEEREZFE > TVWAHRELRHD £,

Google Chrome & & T Microsoft Edge 7' 5 U Dif&IE. ROFIEZRITL T Kerberos #EMICL £,
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1.

2.

3

4.

[TY8—2y b AT a V] ZHETET,

[EF*aVF«]2T7&BRL. [O—HIAVESRY M =V]EIUYILETS,

.1y #1)wo L. Secure Private Access ® URL #iBINL £7,

Secure Private Access ##EHDI I VICAI YA =L TB3FENDHBIEEIE. TIILRH—REFERTS
ZeHTEFEY, ffl: "https://*.fabrikam.local',

THREALLRI) 2Dy L, TA—%—38E) > TOJF4>) T MBREQOI—HY—RBENIAT—RTEH
AOJ#4>] Z&RLET,

Home Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downioads g
Internet  Loeal intranet  Trugted sites  Restricted Support
. Documents o 54
Local intranet f Pictures o 26
This zane is for all websites that are hes e
fourd an your intranet. & Security Settings - Local Intranet Zone "
) ) Sethings
Security level for this zone O N
Alowed levels for ths zone: Al @) Erabie
- Appropriate for websites an your local re (®) Disable
(intranet) ) Enable
- - Maost cantent wil be run withowt promptil
- Linsigned ActveX controls wil not be doy & Soptng of Jova apclets
- Same as Medum level without prompis () Disable
[ Enabie Pratected Made (requires restarting Inter g Sr:r:
Custom level. 1 B2, User Authentication
82, Logen
() Anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT LSST N
() Promot for user name and pessword -
€ ¥
*Takes effect after you restart your computer
Reset austom setings

Reset i wedium-on (default)

A

o« Chrome > —2sLwbttywrarvasERBLTWVWSHBAEIE. DWORD L ¥ X kU £ — Computer\
HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Google\ Chrome\ AmbientAuthenticationInPri-
vateModesEnabled ZfEmiL. B 1ICREL £T,
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o Kerberos#>—2 Ly hE—RTEMCT BRI, IARTHO Chrome o1V R (FE>—ILy ks VR
UEESU) EBREFBIIVENDDET,
o DTS U —IZDWVWTIE. Kerberos sBEEICRET 3EN T SUH—DRF a2 XY FEBERLTILET L,

ROFIRE

» Secure Private Access otz b7 v
NetScaler Gateway Gateway D&

o PV — 3 DR

e FTVT—=2a3 DT IOERARIS—ZRZELET

Secure Private Access Dtz 7w S

August 26, 2024

LW hEERT 3D BEOY 1 FCBINY 5 & T Secure Private Access Z:ETEF T, ¥550D
FUATH, Web BEI>Y —JL%EEAL T Secure Private Access IBIE# R ETI £,

o L WY FZER L T Secure Private Access #:BE T 3
o BETEDY 1 MICEINL T Secure Private Access %% E 9 %

Gl it

o Secure Private Access "1 VA b= ILTNTWVWB YL >OO—AHIRS VEBETHHZ R X1>2A—H
—T Secure Private Access B2V —ILICH A V1 VT IRIRERHD T,
o A LEERTIENCSQL TF—ER—IAY—N—%F A VR =ILTEHBERHD £T,

LW ~Z1ERL L T Secure Private Access 38 E T 3
27w 1: Secure Private Access 41 Dty b7 v

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT 2H . BEEDOT 1 MIBMITZ N TEE
ER

1. Secure Private Access Web EEa> YV —ILxEBL £,

2. THA bOERR F7clE THA bADBN R—JTiE. T# L L Secure Private Access 1 & 1ER T 31
BT 7 ETERINTWVWET,

3. 0Nl 2O U O LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database
@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 255G, Y1 FRICHIETET—EIXR—ZBEY b7y FTEATEIRVBENRHZH. LV
1ThDT—ER—-2=ZBEHERBFETER T IHVELHD 7,

ATV T2 T—EAR—RZRETS

# L L Secure Private Access #f FRHDT—2RX—XRZERL T Z2HELHD £F, CHIZFENFIZBETITS
ZEHTEFET,
1. 'SQL Server KR kI B —N—DHRI LBEANALE T Hl: sqll. fabrikam.local\citrix,
T—HAR—ZOT RLRIF. UTFOEXOWVWTNHATIEETETET:
s B—N—HF
+ ServerName\InstanceName
LR T75—4aR—2] ZBRLTLIETL,
2. [Hr ;] i, Secure Private Access 4 FDORRIEANILEF T,
e
ANNTE2HAFRBOKREICIEH. T—EIR—ABZOREHIHTITEFT, 7T—E2R—XZDER

l&CitrixAccessSecurity<sitename>THh. EETIF FtH A, T—EZR—XAZ%E S
2BAIA1 AT ZBENHZHBEE. Citrix FR— MMIBEBLEHE LTI,

3. [#Gi=T AR 20wy LT, SQLServer 1 Y22V AW EMTHZ L 2R L. BELIT—FR—
ABY A MIGFEETSZ e zBABLET.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name* (0

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

o Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

A
o« H T SQL Server WMERTEAWVEE. BHRF v IIFKMLET,
o SQL Server IZF|ATEZH. T—EAR—IBEELLBWVGS. BRF v IIdBIILET, L. BEX
vE—UhRRRINET,
» Secure Private Access 2. ¥ > ID #ER L7 Windows $B:E%=ER L T SQL Server #38:EL £ 9,
BENER:
s BEMERA T avidk. YTV IDICHBLRT—IR—IERIHZIGSICOAMERTETET,
e BELETRLRICT—EAR=IDBEFEELBVGE. T—EXR—IXHEENIERINET,
o T—AR—REFEMTZIEEIF. TDT—EAR—IADNET. BERT—EIXR—ERINHZ 2B LTL
TV, EROFMCOVWTIE. [T —EIR—IDBEICHELIER] #2BBLTLIETL,
FERRE:
FERA T aVEFERLTT—ER—REY F TPy I TEET,
FEEBRTIE. BMICRIUTrEA D O-RLTHS. [SQLServer Host] 7+ — LR THELT—4ER—
AP —N—LETROV T ERTITIHERHBD XY,
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pE
SQL Server L7 —aZR—XRIZT—TIL=Z1ER T 37D READ. WRITE. UPDATE #E[RHN <> I

WEA. T—EAR—IADERNEBTZ bbb Ed, ¥ Y L TEYABERZBMICTIHELHD £9,
FHHICOWTIE. T7—FZR—XADREICHERIER] #8BLTIEIL,

ATy T F—N—EHETS

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ#&#&: 9 5 ICIE. StoreFront &
U* NetScaler Gateway #—N\—DF#MEIEE T ZHENDH D £9, StoreFront & NetScaler Gateway »* ~ >
71w % Secure Private Access ICIL—T 4 VI TEIZLSICTBICIE. COBRGERITINENHD £,
Director —N— 512> A —N—DFMADIBET IHELHD £,

1. ROF@EEANDLET,

» Secure Private Access —/N\—D 7 KL X, ffl: https://secureaccess.domain.
com

« StoreFront X +~ 7 URL, #l: https://storefront.domain.com/Citrix/
StoreMain,

« /X7 1) v 2 NetScaler Gateway 7 K L X—NetScaler Gateway @ URL, fl: https://
gateway.domain.com.

o RIEEIP 7RLR—COEMEIP 7 KL X StoreFront TO—INy ZRICEBRINIZDDLRALT
HEINBEHHDET,

e O—JL/NvZ URL —CZ @ URL id. StoreFront THEBEINTVLWEIHDLRELTHINELHD £,
fl: https://gateway.domain.coms

« Director URL: -Secure Private Access # Citrix Director IZ 859 370D T 1 LU X —H—/N—
D IP 7 RLXF7IE FQDN,

e SAEVAY—N—DURL: -S> RT—2ZINELTRIET I DDAV I —N—DIP 7
FL R,

2. T9RTOURL Zi&iE) #20)y I L&Y
3. DNl 20w oL, RE] 20U w o LET,
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Citrix Secure Private

Access-A > FL =X

Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIZ—DHRAINZGEER. (T5—DrZT7I>a—T0 >0 ) THMAZHERLTET
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

LYo

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 4: Summary
Review the summary of your Secure Private Access setup.
0 Database Administration
o Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

o Summary

SQL Server Database has been configured.
StoreFront has been configured.
MetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Ty TYTINRET LIS, THE] =20 TBL31 20 v 0938, ROR—INKRRINET,
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Configure Gateway

You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

0 Configure StoreFront

You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Director

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Active users (O

65 319

Troubleshooting resources

@

Troubleshooting and Logs
View app access status and information for apps configured within
Secure Private Access.

Go to Troubleshooting Logs

Applications (O

Application launch count (0

316

&

Director
Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Get Gateway scripts

Mark as done

Download StoreFront scripts

Go to Director documentation

Mark as done

Access policies (D

30

Gateway
Log into your Gateway appliance to track sessions and manage
single sign-on across all applications.

=
o IBIEEBELLS. Web BBV —IILD [BE] > [#HE] M OREEZETETETET,
o Secure Private Access ##]1®TA VXA F—ILLT-BEEICIE. RERIERENMTSINET, TDE.

COEBEIIMOBEEEE LY F T Y TICEBINTEET, BEEDOU X MME. [ERE] > [BEEE] SRR

TZEFY,
Ffe. BEEJIN—TEEBMLT. ZOTIL—TDIRTOBEEENT7IELRATEZLIICTZIEDHT

TEI,

FARICOWTIE TV R = LEOREDEE] 2BRLTIZS L,

BEEDH 1 MCEINL T Secure Private Access #5E 3 3

1 [V FOERELIIBM] R—J T, [**BEEOY 1 MMIBMT 3] ZBRL. [** AAN]ZIUYILET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4. [#BEETAN] 220y LT, SQLServer 1 Y X2V AW BMTH B L =B L. IBE LY A MO T
—AN—RIIFETB e zBmRBLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

Summary | xa03-spa.training.local\SOLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

SQL Server host* (T Sitename* (C

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

P MIHIET BT —ER—IDBWVEE, #ERFT v 7KK LET,

5. [Save] 27 Uwv I LET,

BROREF T v IIiE. SQL F—ER—XAH—N—HPEBRINTWBE I %2R L. Secure Private Access % —
N=ICT I ERARETHZ C ZBRB T ZHICTHNET,

RDFI|E

+ NetScaler Gateway Gateway DR
s TV —a iR
s VIV —=2a3 DT EARIS—ERELET

D e S

August 26, 2024

UTIE. > 7L I XREAD—RERZA Secure Private Access DFEIVR—RY LTI,

+ StoreFront: -StoreFront 321 —4—%FREEL. I—H—DTIERXTBTRI MY T 7TV r—3>
DRA+T7ZEBELET, StoreFronti&D. TRI MY IR 7 FUT—2aoAQEILITH—EXTIER
ZA—H—IlRETS (T4 —TSA X7V r—>a>2 71 BRI LENET, oo 2—H—07
TVTF—=23>yoUYITRoVTay, da—brhy R BLUZOMOT—2ZBILET, CTHICED.
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Citrix Secure Private Access-# > 7L = X

paH

IA—H—DEEOTNA ABMT—ELOHB1RFZTRDLSICHD 79, StoreFront & Secure Private
Access DHEEICDOVWTEH L < Id. TStoreFronty Z8BLTLZE L,

NetScaler ' — = = r: -NetScaler Gateway l&. BED T 717 I+ —ILENLIEE—DRERT
JERARA Y L EEHEL FT, NetScaler Gateway & Secure Private Access D#&ICDWTEEL <
I&. TNetScalerGateways #8RBL T T W,

Director: Director #EB T3 L. MRMANT A —IVRADBRE ST a—F 1 VI HEEEICHRD
9, Director & Secure Private Access £ &9 3 IZI&. Secure Private Access IZER S 2 REHNH S
Director #—/N\—D FQDN D IP 7 KL XZNAT2HEHH D £, Director & Secure Private Access
DHEIZDOWTEEL <&, TDirector & ® Secure Private Access 0&i&E1 ZBBL T IV,
SAEYRY—N—t AV AP —N—EFF1EVRT—2ZNELTRIELET, STV XHF—N—-&
Secure Private Access OFEEDFHMIZDOWTIE, T57t > X4 —/V—& Secure Private Access D#i&
ZBRLTIEIV,

Web Studio: Citrix Secure Private Access I& Web Studio 3>V —JLIEEThTWS e, I—H—
l& Web Studio h5 % —ERICS—LL RIZT IR TEE T, Web Studio £ ® Secure Private Access
DHEEIZDOVTEEL < IE. TWeb Studio & @ Secure Private Access O#ia1 #BBLTLLEIL,

Director e S 1t > X —/\—IlF. U 1)—X 2402 H5 Secure Private Access ICHEETINTWVWET,

NetScaler Gateway

August 26, 2024

BE: ChoDEEZERAY BHIIC

. NetScaler 2 +v 7> 3w bZ1ERT % H. NetScaler Bz RETZI L =2HEHLET,

https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-for-
Gateway-Configuration.htmlh52 2 U724 >O0—-RLET,

# LW NetScaler Gateway % e 9 3IZid. ns_gateway_secure_access.sh #ERL £7,
Btz NetScaler Gateway #E#H 9 3 ICi&. ns_gateway_secure_access_update.sh =B L £9.

N5DRY) T % NetScaler v ic7y7O—RLEY, WinSCP 77 £#13 SCP Ov > R% &
BATE%9, fl: *xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam
.local:/var/tmpx,

ffl: xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/
var /tmp*
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E:

o —BT—2%EFRET SICIE. NetScaler fvar/tmp 7+ L4 —%ERTZ a2 BEIDLET,

e J7MIDLFITRTRESNTWVR 2B L TSIV, FreeBSD I CRLF ZzH7R—KL
TWFEHEA.

« T3 —-bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh*M
: bad dinterpreter: No such file or directoryh&RINZBEEIE. 17
RNEELLAWCEZEBKRLET, AU U T & Notepad++ REDEEDI Y FFFRANITF
1 PZFERALTERTIET,

3. NetScaler i SSH#E# L. > zILICHIDEX £9 (NetScaler CLI TIZ T x)L) EANALET),
4, 7y FO—RLIERZ )T+ ERITEREICLET, FDHICIZFchmod O9 Y REFALTLIEET L,
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7vFO—RL#&RY ) F % NetScaler > zJLTRITLET,

gateway_secure_acc 5.5h
ver name (defaul cureAccess_Gateway): spaonprem

5.cgusanity.net

ng protocol h
name: a
ate name:
Domain: cgws
/ port (Y/N): Y

figuration *
pacnprem

tion profile name: authnprof
er certificate name: ns32205

_apps from 0 to
apps from @ to

ateway secure_access_output

6. BANFA—FZNSILET, NFX—FZDUZMIOVWTIE, THHERMF 28RL TSI,

EESO7 7))L SSLERAEIC DWW TIE. NetScaler LOBEEOVY —XDZRIEIEET IHNENDD
ERS

B D NetScaler A< > R (F74JL bid var/tmp/ns_gateway_secure_access) Z&TH LW I 74
IWHERINE T,
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P

221 7 bDRTHIC. NetScaler & Secure Private Access 7501 > OEBENF v I INF
¥, NetScaler A Secure Private Access 7551 > &HR—bLTWREE. RTUTRIL2T
NetScaler #EEMAY— 7O R BT HHR—ETEBZELSITHRD. VY —=ZAADTIEINFHIRS
NTVWRBEICHEPHLWMEBR—SADQ VAT LI MAREEINET. AX— 2T OFHMAIZDOW
TE TRARX—= 7022 T DY R—b) Z8RLTLEI W,

Secure Private Access 75 & 1 > #gtld/nsconfig/rc.netscaler 7 7 1 JLICRESNTWS .
NetScaler DBEEIELEMICL TELL W TEET,

7. NetScaler CLI IcgIDEZ. FiLWI 7rILhS5E I /- NetScaler A< RENYFIOIT Y RTEIFL
£9, ezl

batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output

NetScalerid. Z71/LHh 55XV RE 1DFDRITLET, IV RABRET B L. ROOAT YV RISEAF
ERS

Y —ZBEETEIN ATV T 6 TAALENSTA—FZOVTIAHNEL BVEE. O RIZEKT S
AIREMDL B D £,

8. IRTOIARYRAERICKET LI ERRBLET,

P

IS—HREELTH. NetScaler 37D I > RERTL. VY —XEBHBISIER. B, N1V RLE

Fo LI 2T WINDDNTA=FHELLBVWHICFHLEVWI S —DRELIIBEIF. ROD SEK
ZPODEICZEBMOLFET,
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D8R % £ L T NetScaler Gateway |- Secure Private Access Z 19 %

EE77 D NetScaler Gateway L x4 ) 7+ %##EB L T. Secure Private Access 7 R— 332 HTEXT,
el CORVIVTMIUTEZEMRLELA:

o EE7FD NetScaler Gateway {4845 — /N —
+ NetScaler Gateway I\ Y REnFBEFEOLY > a>T7ooarvetysayR) o —

RITRICR ANV REEDREL. Y= b I BRONY I T v TEEBR L TLEI L,

NetScaler Gateway {R*EH —/N\—DHRE

BE77 0 NetScaler Gateway RABH —N—ZBMEIEEFH T B L FIE. RONFA—Z—DEREHDEICKES
NTWVWBZEZRERLTLEIL,

A —/N—DiBmn:

« tcpProfileName: nstcp_default_XA_XD_profile
« BFI2 1 7:ICA_STOREFRONT (O¥ > RTOAHEAAEE) add vpn vserver
 icaOnly: #7

RA8Y—N—DEH:

« tcpProfileName: nstcp_default_XA_XD_profile
 icaOnly: #7

i

R —N—%ZEBMT 3!

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

RIEF—N—ZFHT BICIF:
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

RIEY—N—D/XF A —FZDFHMICDWVWTIE. vpn-sessionActionzZ BB L T 72T L,

NetScaler Gateway v 3>7o> 3>

t ayr7ovavid. By ayvRUY—2ERALTS— I RET—N—IINIYREShES, Ly 3
3

v
T EERTREEIE RONTA—EFDHERFADBICRESNTVR TR LTIV,

\/
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« transparentInterception: #7

o SSO: #A>

« ssoCredential: 75r<V

« UuseMIP: NS

« uselIP: %7

« icaProxy: #7

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" -2 ® X
b7 URLICESH®Z F9, /Citrix/MyStoreWeb X k7ADNRIEA T3> TE,

« ClientChoices: #7

« ntDomain: mydomain.com-SSO IZfER (F 7> 3>)

« defaultAuthorizationAction: #a

« authorizationGroup: SecureAccessGroup (CDFIL—THMERINTVWS 2R L TS
W T4 JL— 71 Secure Private Access BIEDRIER) S —% N1 Y RT3 DICERINTVET)

« clientlessVpnMode: >~

+ clientlessModeUrlEncoding: &8

« SecureBrowse: %

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: R X1 >

i
tysarr7oIarEBMIBICIE:

add vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode

ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain

Ty a>T I EERTBICIE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

twar7oIarvRIA—2OFMIOVTIE. BB LT LIV https://developer-docs.netscaler.c
om/en-us/adc-command-reference-int/13-1/vpn/vpn-sessionaction,
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ICA 77t DEHM4

Secure Private Access 7571 > aHR— b T35 & SICER EFIEEFH I iz NetScaler Gateway =ER L T,
ICA7Z7URFIBLTRETZI D TEET, ZDHBE. Secure Ticket Authority (STA) =# R L. NetScaler
Gateway ICNT1 Y R T 2HELRHD T,

F: STAH—n—I38E. Citrix Virtual Apps and Desktops @ DDC EED—Z T,

FHMMICDOWTIE. UTOREYIEBRBRL T T

» NetScaler Gateway T Secure Ticket Authority #a%
o &< H3ERM:Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

AR—bETIERZTDHR—-

RDN— 3> TlE. NetScaler Gateway B4 72 BEMICEELEFT. AN— b P I ERZIEZRIET 57=0IC
T—bOzA - INYITRLAZFERATIVERHD £HA.

¢ 13.1-48.47 LU ENLUE
e 14.1-4.42 5L U ENLURE

Y — b7t R%E51F. Secure Private Access 7S TA VU I IR DAYA - LTEMINET,

Zh5o NetScaler \—2 3 > Tl kF)bns_vpn_enable_spa_onprem#fzidns_vpn_disable_spa_onpre
ZHEALTIOMEEZEM/EBMICLETS,

o OYVR (FreeBSD 1 JL) THIDEZZ W TEXT:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o« DAY K (FreeBSD & /L) #21TLT. HTTP O—J/L7 Y F&ED SecureBrowse 751 7> b E—
REEMICLETD,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o VUERAMEERINIIBE. (77 ERFIRI R—IANDUFAL I ZBEMLET,

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

¢« CDN TRZFEINTWS T7IEREIRI R—TZFEAL T RTI L,

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page
s BMICTABICIF. ALARYREDS—ERITLET,
o NIUDA DA TD BT BICIE. nsconmsg AYY RZEETLET,

+ NetScaler Gateway TAY—r 72X 2 I %M T 3IC1E. OV FFIAE T DMER] 28BL TR

Tl

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 35


https://docs.netscaler.com/en-us/citrix-gateway/current-release/integrate-citrix-gateway-with-citrix-products/integrate-web-interface-apps/ng-wi-comm-wrapper-con/ng-wi-comm-sta-config-tsk.html
https://support.citrix.com/article/CTX101997/faq-citrix-secure-gateway-netscaler-gateway-secure-ticket-authority
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-contextual-tags.html
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NetScaler T Secure Private Access 754 1 > DR E = R

Secure Private Access 7541 > DFEE% NetScaler IR T 31213, ROBEEITVET:

1. /nsconfig/rc.netscaler 7 7 1 LR ER £ IZEFHL £ 7,
2. ROARYRZET 7 ILICIBIILE T,
nsapimgr -ys call=ns_vpn_enable_spa_onprem
nsapimgr -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. 771 Z2RELET,

Secure Private Access 7541 > D&% EIZ. NetScaler 0BEEFFICASMICERINE T,

EER DHIREIR

 BE7Fd NetScaler Gateway (ZX VU R TEMTIHIH. 1 DD I U T FTIEXMIGTEF %\ NetScaler
BRISERICHD £,

+ NetScaler Gateway TIZ ICA 7OF > A2 FERLAVTL IV, ZOHEEIL. NetScaler Gateway H'#8
BENTVRISEIEEMCAED X7,

o« U5 RICEBRIN: NetScaler 2FRHT3HBEIE. *y FT—JICVWK OO DEBEEZMR ZHBELH D *
T, e z2IE. HEDHR— b T NetScaler Lt a>R—%> FREDBEEHFATLE T,

+ NetScaler Gateway T SSO #B#ICT 3B &k, NetScaler " 7S AR—+rIP7RLXEFALT
StoreFront LBET 2 e ZHRB LTI, StoreFront 0 754/ R—K~IP7RLXZFERALT. #L
Ly StoreFront DNS L O— k% NetScaler iCIEBMS 2 HEHHIHBENHD £,

NIV o= I zARER 7y JO— R
INT U w4 — kg xIC Secure Private Access Yo oD 57X TERWVEAIR. NTUwIFr—roxA
$FEAZ % Secure Private Access T —2R—ICT7 v TO—RTB3HEBERHD F T,
INTV I — DT AHBAE R 7y TO— R §3ICI1E. XOFIEEERTLE T,
1. BEEERT PowerShell £4l3av >y 7OV FhI0 Y RUEEEET,

2. ¥4 L% kU% Secure Private Access 1 > X b —JL 7 # JLEZ DT D Admin\ AdminConfigTool 7 +
LWAICEELET (fzx 2 iE. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly %¥)
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3. ROOARVR=ERITLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

OAVTHFRRMRTDRE

August 26, 2024

Secure Private Access 7551 id. TNARTSY b TA—LP 0OS. 1 VA F=ILTINTVWBY T DT,
MBBHRAEYDI—HF—tEy>a>YaAYTFHEFIAMIESWVWT, Web %713 SaaS 77U —>3a>AD0IYTFF R
F70tR (RR—bT7O1ER) #RELEF T,

BEZIFIOAVTFI N IMZIOERGET7IERR) O —IZEBIMTE 9, Secure Private Access 7541 >n 1
VTFFRAMEIIE BN —DE v 3 VISBAINS NetScaler Gateway RU>— (Ev>a>y, &
BisREE. EPA) O&RITTY,

Secure Private Access 7541 Vid. AR— b7 o2 REZTE2AYE— (FHLWVWOS vY) £ LTZITES H\.
Gateway ICO—IN\Y I FB L TRITZ N TEE T, HFMICOVLWTIE, TRY—+T7oER45 ) 28RL
TS,

7
Secure Private Access 7541 >Ii&. NetScaler Gateway THERTE 305> v o4 — U =1 BHIRT
RUS—DHEYR—ELET,

GUI ZERLTHREZ LRI ZRET B

AVTERBEZTDOREICIE. UTOREHDBFIENEENE T,

1. 932907 — I T AERIFBIAR) > —DRE
2. ROBFFER) > — %S — bV {REBY—N—IINIVRTS

V32— b T A ERRHR S —DRE

1. [NetScaler Gateway] > [[RU>—] > [FHaisRaE] (c#8L. Bl #2UvoL%ET,

2. BREORUS—ZBRT BN RUS—DBFZEBMLET, CORVL—BIEARZLZTEL LTERAS
nEJ,

3.TUOITRET7O 3> T NI 20y LTT7ooa>z2ElLET, TOT772avi3ERORY
V—THBHMAETERY, ez $3702ary=zFRALTTY IRz, O7o2 a3y FERALT
TOLERZEETEET,
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MName*

win10_profile

Action*

ALLOW

Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev

Create Preauthentication Profile

O]

4. AT« —ILRICERZANDL. TEBL 20y I LET,

5. [R]IC. XEFHTANTZD RITr22EAL TR —OREER L F T

Dashboard Configuration Reporting Documentation Downloads

F Create Preauthentication Policy

Name*

Windows10 0]

Request Action®

Expression *

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

ROEIE. Windows 100S #F v I F3dICERINY > TILKERLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [fER] 20w o LET,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. BERIEER) S —ENA Y RTRREY—N—%BIRL. [BE]|ZIVvILET,
B.TRUS—) 023> T I+ 200w I LTRSS —EZNIVRLET,

4. RS —DER) THARHERY > —2#RL. 21 TDER) T MER) Z2BRLE TS

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5 RUI—RBER) S —HEDBEEZERLE I,

6. [Bind] ZoU v L&Ed,
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Choose Type

Policies

Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*

Windows10 > Add O
» More
Binding Details

Priority*

100

(- 1=

CLIZERLTHRELE T ZRET S

NetScaler CLI ©hp A< > RERTL T, FBAERIIAR) S —ZERLTNI Y RLETD,
5

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

WLLWIAYTFI bR TDENM

1. Secure Private Access BIBO>VY — L2, [7IOERRUS—) 20Uy I LET,

2. FHLLWRU S —%ZERT 2D BEEORUS—ZBRLES,

3. MROFHDBIINTVBHE £I2 32T, IEH#EZEM 22Uy oL TAVTFREET L TIRT
IC—30 Z&RL. AYTFXMEJE (FlWindows10) #EANALET,

SBREFa XAV b

s VTV =2 3 DT ERRI—2RELET,
¢ AN—hT7IVERBZTDHR—,
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StoreFront

August 26, 2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 42



Citrix Secure Private Access-# > 7L = X

StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure
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Private Access 7 71 oiEE = HR— b L TLWEWEH T,

Director
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Director % Secure Private Access L iE T2 L T, MEHNBN T+ —IYVROERE b TN a—F1 27
HETEEICZR D £9, Director % Secure Private Access L &9 3 1Ci&. Secure Private Access ICBER T B4
ENH 3 Director t—N—D FQDN D IP 7 RL XZANNTIHBELHD £9, sFAICOVTIE. TH—N—0D&5E]
ZBRLTETWL,

Director % Secure Private Access ICERT 2 ik, > TL I Z2N— 3> 2402 O BEHKREIT D Secure
Private Access D #47BERE T, Director BRI TV WEEIL. Director DRH/N—23>THS LTSR
2402 LIpgEA VA R—ILTRZRBELRHD £9, Director NI TICEBEINTWVLEHEIF. RFIN—S3>THD
LTSR 2402 LIpgICT7 v 70 L— R §2MHEHH D £9, Secure Private Access D&EIL. Director ZZ4R L AL
CRTTEEHA. HAHIRDBEICHEMLET,

« Director I Secure Private Access ICESEINTULEE Ao
o« NJiL7= Director® IP 7 KL X %713 FQDN I37ZEL £ Ao

Director # Secure Private Access ICE 8T 3 HEICDW T L < &, TStoreFront #+—/V— & NetScaler
Gateway H—N—0#&1 BLUV T4 YA —I)LEOZREDNEE] ZB8BLTILETWL,

pE

« Director &R x7/-id07 * viE. #ia Windows 85 (IWA) #HR— kL TVWEHEA, EEEHD IWA
%#{FMA L T Secure Private Access >V —)LicAd 1 > LiciBE. EEEL Director ZBRDOR:EE
WENNTEBEOKDENEFT,

« BIEEH Secure Private Access AV Y —ILIZFE#TH 1 > F > LIHBEE. TS5 DE#RIE Director
H—N—ADORIICFIATNE T, TNTHERNLAWVES. EEEISDIERONNERDOSNE T,

s Ly F Ty TORTRICEEENR® Director ZIBIMT 2 HENH 21551E. REDEE] X—Ih
5% LU Director z B8 L %9, v b 7w 71&IC Director DMz EH 7T 256, EESIILEEL
T35 DICRABRENNTIHENH D £, Director URL IPv6. SSLv3 DERETIZ. > J LY
AIFVIEHR— TN TUVEEA

Director &=2E'Y—I)L%#FEA L T Director %= Secure Private Access TRET 3

Config ™ — %% L T Director %= Secure Private Access ICRET DL IE. REERT T BDDHBERT
w 7T, 2L <IE. TDirector & @ Secure Private Access O#ia) ZBRL T LT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44


https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-setup-spa#step-3-integrate-servers
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-setup-spa#step-3-integrate-storefront-and-netscaler-gateway-servers
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-setup-spa#step-3-integrate-storefront-and-netscaler-gateway-servers
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director/spa-integration-with-director#configure-director-with-secure-private-access

Citrix Secure Private Access-# > 7L = X

Director T Secure Private Access D1—H—t v 3> DORR

Director Tix. Secure Private Access D1—H—t v a3 ERRFTIET, FHICOVTIK, M1—HF—-TrD
Secure Private Access v a > &R #B8BLTLETL,

ZA1E XY —/N—
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Secure Private Access 73571 >DSA Y X —N—ld. SV AT —2OINE L IBICHERMAED VR—
FYETT. FAEYRY—N—I& ¥Ht Y k7w FEIC Secure Private Access ICERTEH e dH, Ty 7
W IORTRICERFTLEERIZLHTIET, 512X —/\—% Secure Private Access ICE#RT 35
EICDWTEEL < IE. TStoreFront #+—/V—& NetScaler Gateway 4+ —N\—D#&1 LV T4V ~—/LED
BREDEE] 2BRLTIZTL,

Secure Private Access 251V A —N—IlBG5 T BICIE. STV RY—N—0DO URL #IEETEIHEHLHD
9, Secure Private Access 7571 >, BENICS T2 I —N—ICERINET,

A

o 1t 2% —/N\—IZ Secure Private Access 7551 > &FERTBICIE. SV I —N—Z 04
<% 1 oo Citrix Virtual Apps and Desktops 7O0—H—5 1> X&EA VA =)L ZREHLH
bFd,

 Secure Private Access 7501 >D 51> XY —/N—ld. N—=I3> 11.17.2 EJL K 45000 LARE
THR—FINTWVET, FAEV R —N—ZFTTICEHFLEDFEIF. Z1EXF—N—2N—-T3
> 11172 EJL R 45000 UEDN—=2 3 U7y FIL—RTBIHELRHD 9,

SAE A —N—DOFHBICOWVWTIE, 702 —/N—) ZBBLTIIEIL,

Web Studio
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Citrix Secure Private Access  Web Studio a> vV —JLiZ&EE TN TWB . 21— —I3 Web Studio Z74 L
TH—ERICO—LLRICTIVEATEEY,

Web Studio N\— 3> 2308 L% 1 VR =L BRENHD £7,

Web Studio #i&zHBMICTBICIE. ROFIEZRTLET:
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1. Citrix Web Studio 1. Citrix Virtual Apps and Desktops 1 ¥ X b—S—F#I3#Ha DDC 1> X b—5
—EFHALTIYZAM=ILLET,

2. BELOERICEVN. 1Y b—ILEZRTLET, AV FO-F7RFLAOANAZRDSNS. OV ~O—
S7RLZR2LTDDCFQDN ZAAL XY,

3. 1Y b= L7=5. C:\Program Files\ Citrix\ Web Studio\ Site\ studio\ assets\ json 7 = JL
A—IC#BB L. spa-config.json 7 7 1 ILORBEEZEL T,

Web Studio @1 > X b= JLIZF 7 # )L RSN OBEIMER S Nz E1d. C:\Program Files\ Citrix o5
THILEDA YA M=ILEREELWGRICEZSRR TSIV,

Ef' Ch\Program Files\Citrix\Web Studic!Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run  Plugins  Window 7
I = ¢ [ = b N = == =
o = oelg]|ﬂo[|_l |q::’.J |Eﬁ :&|‘%0| | 4 e..-—LJuu@-_u‘|@ (0
[&=] spa-config,json r:il
1 =k
2 "name": "Secure Priwvate Accesa",
= "namespace™: "/zpa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "eonfigsT: {
& "preload"™: false,
7 "expandLeftNav": false,
8 "globalStyles": false,
g "cacheStyle™: truoe,
"stylelzolation™: false?
11 - Fa
12 = "props": {
13 I "cdnUrl™: "https:/ /e —-— .local:4443/accessSecurity/ui/",
4 "namespace™: "Sfocitrir/studio/spa”,
= |:—:| "backendServicelUrls": {
16 I "gatewayCorefpi™: "https:// i - - local:4443"

1. TSPAServery % Secure Private Access 7541 >® FQDN ICEZ#x T 72T Ly,

. Web Studio icoz 1> L%,

. ERlOFES—> 3> X = a2 —T [ **Secure Private Access ** 1 # 2 ) v o L T. Web Studio 5
Secure Private Access BBV Y —)LICT7 VLR L T,

w N

TFVIr—2 3 OB

August 26, 2024

Secure Private Access ZRREL 5. BEBOAVY —IADSTIVETIERRY S —%2RETEIET,
1. BEIOYY LT 7V r—>3>) #0U0v o L& T,
2. [77UoEM 20Uy I LET,

3. VTN EETBHMEERLET,
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o HHRARY RT=ISDINBT TV T—-a VA
s HARY FT—OORET TV -3 VA

4. [77VOHMB] LU a VICROFHEBENAL. [AN] =27 UvILET,

Add an app bt

To add an app, complete the steps below

~  App Details

Where is the application located? ™
Outside my corporate network

-@J Inside my corporate network

App type ™ App icon

‘ HTTP/HTTPS v ‘

Change icon Use default icon

App name ©

| } ‘ |:| Do not display application icon in Workspace app
google-translate

|:| Add application to favorites in Workspace app
App description

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity® &
‘ https://translate google co.in ‘ Internal
Related Domains * App Connectivity " @
| *.googleZ com ‘ Internal N

6 Add another related domain

n Carcel

s PTIVE-TTUT—2a>DEH

s 77UDHPRA-T T OBEELHA, COHAIF. T IR—RDA—H—IZRRINES, TTUT
—>ayOF—7—R%Z7+—<v FKEYWORDS: <keyword_name>TAAT3rHTIZE
To F—T—RZFERLTTZFVT—23>%2T74 V2V I TEET, HAICOVWTIE TEEATV
B53F—T—FRICEBVY—RDT 1 L2121 #ZBRLTLIIETL,

o 77UATIAV -ART 37 7 H Citrix Workspace Ul ICRRTNBHENHZ ATV IThT
JUR EZYT3B8) 2BMLET. 77U TeiCHLVWATIURBIMNT 5H. Citrix Workspace
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Ul hSBEOATIVEFERTEET, Web 77U E/ESaaS 77V DATF IV RIEET . £
D7 7% Workspace Ul OFED AT IV D FICRRINE T,

- AFIVU/HTATIVREEENRETET. BEEER 7TV CICHLLWATIVEZBMTE
9,

- AFIV/BTATIVRREN YIRSy aTRYIZVBENHD £, lcr zid. TEDRR A
EM\IYI=TIYT BETY, &l TOT 1 —ILFEAXFUNINFHEF SN E T, BE
#HiF. ELLWATOVEZERL TVWB L 2RRBIIBENDH D £, Citrix Workspace Ul @
gaic [77UATIV] TJo—LRICAASNATIVEP—HLEWVWESG. 20AH73VIF
FLWATIVE LTERRINET,

FrezE TEDRRCEEY) A7dV%E T77UATIV) 70 —ILRIC TED R EEY)
ELTR>TAATR L., TEDRREEM) A7IVICMZ T, Citrix Workspace Ul 2 TE
CRALEEM CVWSEROHLVLWATIVLARRINE T,

o PAYUTFAAV—[FPAAVDEE| # IV I LT, PFIT7AAV%EBELET, 7V T 71
DY X3 128x128 E /L THITNIER ST, lcoFBERDANYR— I TWVWET, PrIV%EET
BELAWEES. T7A4IIL D71 AVHRRINET,

o« TG —2 g EIA—HY—|IRRLBWV-A—HY—|[IT7 TV ZRRLIEKBVEEIE. COoF T3>
EFEIRL TSIV,

« URL-77V%—23>d URL,

e BAERXAY—BEERXAAVIF, 7TUTr—23 Y URLICESVWTEBANATNE T, EEES. BE
TRARERXA Y ETAIIMBR XA Z T BICEINTE XY,

s TV =23 ESKUCADICEFNICEN—COFF>a>eEIoUv T8, COT7TUN
Citrix Workspace 77U OEKICAD T IV LTEBMEINET, COF TS a3V EEIRT B L.
Citrix Workspace 7 77U 07 7)) O E LBICRAFEOTVWIED 71 AVNRRRINE T,

- A—HF—IZBRICAD D S5 OHIBREFFE—7 71 FIBEN Citrix Workspace 77U 0 & KICAD
FFIUOUIMDS 7SI EBBETERLSICTBRICIE. CDFT>a>zo Uy I LET,
ZOF T a>uERT B, Citrix Workspace 77U QELBICEBOED 71 IVHERRS
nExd,

- A—H—ICBRICADDSOHIBFEZHFILAVW—C0FFoavzoUvodde. FIRED
Citrix Workspace 77U DEKUAD T TV U ST T ZHIBRTI B AD ET,

Secure Private Access IV =I5 ERICADE LTIY—I N7 TV EHIRT 3HE6. €1
5@ 7 71 & Citrix Workspace & KICAD U R S FETHIBR T Z2HENH D £, Secure
Private Access I>V—=ILh 57 7)) #HIBBLTH. 77U IF StoreFront 5 BEIMICHIBR T T &
Ao

o 77U -Web 77U Di5&1F [ AE]. SaaS 77 0BEIS [ HMNF] =BIRLE T,

5. [RE]Z20VUvoL. [RT]ZIUvILET,
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[BE]>[7TI)T—2ayRXA Y] TRESNTVBRTARTDTZ FUT— a3V RAAI VU ERTTEET,
DUVWTIE T YR = LEDEREDNEIR] #BBLTLIEET L,

RDOFIE

TIVT=23> DT IEAR) S —ZRELET

TIVT—=2a DT I ERR)S—ERELET
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SFARIC

TORRRIVO—=FRTR L. A—Y—FBEA—HF—JIL—TICEIVWTTTIANDT I Rz B E I3 ESD
ICTEET, THIC. EFaUTAHIRZEMTBET. TTUNDTIERZFHIBTEEY,

1. BEOYY LT 70€ZRRIS— 200y I LFET,

2. [(RUS—offp] #0Uv o LET,

Policy for Web/Saa$ apps

Policy for TCP/UDP apps

Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications.

men © Q

Conditions

User conditions

Matchesanyof ‘ | <pablrl.com N TR )

(¥) Add condition
Actions

Al

I

@ Allow access with restrictions.

© Deny access

Access Restrictions (0)

(@) Add restrictians

() Enable policy on save

Save ( cancel )

Policy configuratio

Create Access Policy

Create apolicy to enforce application access rules based on a user’s context.

Policy name and applications
Policy name

| dp

Applications

| Goo @ Q

Conditions
User conditions

| Matches any of N ‘ spaopdev.local N spaopdevlocal\SPAOP users @

AND

| Contextual Tags h Y ‘ Matches all of A4 allow_access @ AV

(@ Add condition

Actions

3.7FVr—23>) T 77ERARVS—%#@ATZT7TTIZBIRLES,

4, 1—H—[2—H—JI—TF T TTIVT VL RZHAFLIFERTT 2K cI—F—F 31— —JIL—

TEBRLE T,

s WFNMNI—BL 74— ILRIERFEINTVBRAOVTNNNC—RIZ1I—H—FRRIINL—TDH

PP ot ReHFAINET,
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s WFNICH—HLABWL: T4 —ILRICRETNTVWBR A —FLRBIIL—TZHR<IRTOI—H—
FRIIN—THT7 IR Z2HFAINET,

5, AV7FF XM ETICESVWTHOREZEBMNT ZICIE. TRGZE8MN 20Uy I LET, o0 did
NetScaler Gateway " 5ERBENE T,

6. TO>FT«2atIad) 2FRL. TTINOT IV CRZFATFIIETT3%HZERLET,
7. TRICUATZEITT 51 T FEHRBCESVWTT TVICBERT BB HIRDT IS a>OWThh %iER
L£I,

s PO R%EFH
o KRNSO X2
s PUEREER

MRS S T It R%Z25FE] 2BIRT B L. ROFBIRZERTEE Y,

Add/edit restrictions X
0 selected View selected only . Search Q ‘
Access Settings Current Value
> Clipboard Allowed
> Copy Allowed
> Download MIME types Multiple options
? Downloads Allowed
> Insecure content Prohibited
> Keylogging protection Allowed
> Microphone Ask every time
> Notifications Ask every time
> Paste Allowed
> Personal data masking Multiple options
> Popups Block
> Printing Allowed
? Printing options Multiple options
p Screen capture Allowed
? Upload MIME types Multiple options
p Uploads Allowed
? Watermark Disabled
p Webcam Ask every time
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o« VY TR—RADTIERAZEIR: TTVES AT LY )y PR—REOHIDERD [JE—[BED T
BIEZEMCLET,

o ENRIDHIRR: Citrix Enterprise Browser Ah 5 QENRI#EE® EXhIC L £ 9

e AU O—RZFIRTZ: A—H N7 TIVANSHTVO—RTERVELSICLET,

s Py 7O—FREHIRTZ: I—H—PRT7FUATT Yy TO—RTEAVELSICLET,

s VF—HA—Y—U%FKN I —DEEICTF—F—Y—U%ZFKRL. I—HF—-DII > DI—H—F
CIP7RLREZRRLETD,

s F—OFIJOHIR: F—OH—DS5FRELET, D1 —BENIT—REEBLTT IV
ICOJAYLESLTRE. TRTOF—HF—OHF—THESKINET, £, 2 —F—DHT7FUT
RITTEZIIRTDTITAETqE. F—OFVIDSFREINE T,
fee z1d. Office 365 7 T URERY > —HBEMICH>TWT, 2—H—h Office 365 ® Word X
EZHRELLFE. INTOF—AMO—7RFF—OA—TRESEkINET,

c BAFX Y 7FvEFIRT 3. BET Y IF vy OIS LFLETIUOVWThh EFERL CEEZ £ v
TFvSHEEZEDCLET, IV —PEEEF VY IFrLLSLTRL. THOBALF v+ TF
vYEINnEd,

A
F—OF VI EEmF v ITF v OFIRIZ. Citrix Workspace TR by 7O 547> MIDAHBERS
nxv,

8. [HUs—g]c. KUS—DBEENALET,

9. [RERHIRUS—ZBMCTB] ZBIRLET. COF T avaBRLAVGE. RUS—RBIERINBTRE
T 77V Tr—2 a3 IiiBEATNERA. F2. LRIy FEERALTTIEZARI S —R=IhH
SRV —ZBMCTEEHTIEY,

7Ot R D —DBEIE
TOERRIL—%ERT B, TIAINSTRBERUBSHT7I/EIRI S —ICEIDETOSNE T, BEIREIE.
TOERRI S —DR—LR—ITHIBETETET,

BRIBUOEANEVEE. BRIBUNMROS<BD. BMICGHESNE T, CORUS—HEZINFHC—K
LAaWEE. BRIBUESONTVWRORY S-S, TnLEDEKRTI,

BERIEUZEEY ZICIE. MBEE JIOLET7rIVZERAL TR —2 ETICBBLEY,

RDFI|E

547> kYT (Windows &0 macOS) hSEmMERIEL £,

B> T IBRAREE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 51


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-end-user-flow.html

Citrix Secure Private Access-# > 7L = X

Secure Private Access # 5 X 42— ¥ L C/ERM

August 26, 2024

Secure Private Access # > 7L IRV Y a—>3ViE0S5X2— LTREATES 6. 5%, 5XIL—TFv
e ZT—SEUFT4ZRIBTIET, ARELRE (- —HH 5000 AZBRZIEARY) ICIE. X2 R7O
> ® Secure Private Access / —RERE TR ESEHLET,

Secure Private Access / — R DERK

#rL L Secure Private Access 1 b & 1ERLL £, s¥MIC DWW TIL. MSecure Private Access -1 d
Ty b7vT] #BRLTLIESTL,

MEBREDYI S X2 —/— K% Secure Private Access 1 MZEBEML £9, F4AICDODWVWTIE. TEEEFEDOT
R IZZ0 L T Secure Private Access #58E 331 #8BLTLETL,

« & Secure Private Access / —RT. ALY —N—HAEERELFJ, FAZOH IV FOHBERZ Z
felgy 7o o FRERIE. O—RNZ 23 —0 FQDN & —H§ 23 HELHD £,

Secure Private Access DRIID ./ —RERETD L IE. O—RNSOH—FEFERAL T LIV, &
J—REBIMT3ICIE. THE1 87 TTF—ER—XAT7RLAZBEL. T—ER—I RV U T EFEHTERT
LEdo. ROVTF b ZFERALTT—ER—RZT7 v T L—RTB3HEDOHMBIIOWTIE. TR7 ) T hzfE
BALTT—4aR—RzT7v 7L —Fd%1] Z2B8BLTLKEIL,

Wpplication Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

hitps://zeta.spaopdev.local o C .//

O— KNS —#R

Secure Private Access 7S5 X2 —Dtwy b7 v FiICidk. BEOEBREDEEREGIIHD FH A, NetScaler 20
—RNSUH— LTERLTWLWAESIE. RORITEFELTLETL:

« StoreFront A7/ RIZERAINS FQDN &, 722 bDF)E (SAN) ¥ LTDNS 71 —ILRICE
ENET, O—RNFUH—ZFALTVRHEIF. B4 —/N—D FQDN xtO—kFNZ>H%—D FQDN
OEAEEDHTLLEIV, Thid SSLARRZICEAINE T, Secure Private Access IZid. O— RN Y
Y—ERETNUETD T, 2L <Ik. TNetScaler ik 2BH9Ey #BBLTLLEIL,

Secure Private Access Z#m ¢ 3 7i1IC. StoreFront X b7 #BR T Z3VELHD T, O—RNFoH—
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https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/load-balancing-with-citrix-gateway

Citrix Secure Private Access-# > 7L = X

#ERAT3HEIE. X=X URLICA—RNS>H—FEZREL. HTTPS ZEH L TLLRBBEZITVLET,
L& THTTPS IC& 3 StoreFront otz a2 7 1RE) #8B LTIV,

Secure Private Access t—E X HTTPS E LTRITIT3 2 68#HL FIH. CHhIIHRBEEHTIEH
D £+ A, Secure Private Access —EXIEHTTP E LTHEBETE£9,

SSLA7O—RERIESSL T Uy SRS R—bINhTWEH, FEOO— RNV —REEXFERATTF
T SSLTU Y HEMAT S FE. & Secure Private Access / — R TRILH—N—HBAZE % REL TL
IV, £l SIAZEOHY IOz bOHBEFIEH TS 7 FREBE (SAN) IZ. O—RNASYH—0
FODN &t —H33RENHD FT, o O—RNFUH—H—EXTSAN ZRETIHVELDHD £7,

TEL W SSL EEEREA IS —/N— ¥ NetScaler N1 RETATWLE T,
TERBESHNMMERINET,

Secure Private Access t—EX (BB S V21 LDEH) EXT— L RBDT, KEEIIHEHD £
Ao

O— KNS >H— (NetScaler &¥) 1Zid. NI IV RY—N—FHOTIAILEDEIL NI VEZSZ— (T
O—7) »%B b F£9, Secure Private Access #> 7L T XY —N—BICHREZLHTTPR—XDE=Z4—
(FO—7) #RETEIVENHBBEIF. KDIYRRI Y M 2FERATEIET,

/secureAccess/health
BRI N3NE:
Http status code: 200 OK

Payload:

{
"status":"OK","details":{

"duration":"00:00:00.0084206","status":"OK" }
}

NetScaler O—RNS U H—DBRICOWVWTH L I, TEXRNAEBREIMORES 2BBLTLLEI L,

Secure Private Access BDE=4—%1ER}

RD CLI <> R%EERL T, Secure Private Access BOE=Z4Z—%#ERL £,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

E=F =L 5. MAEZEZZ—ICNTVRLET,

NetScaler Ul #EB L TEZ X — %2R T B HEICOVWTHEHLLIF. TEZ2—DERMI #BBLTLIEET L,
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https://docs.citrix.com/ja-jp/storefront/current-release/install-standard/configure-https
https://docs.netscaler.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-setup.html
https://docs.citrix.com/ja-jp/citrix-adc/current-release/load-balancing/load-balancing-configure-monitors/create-monitor

Citrix Secure Private Access-# > 7L = X

Secure Private Access D71 > X =)L

August 26, 2024

Secure Private Access iZ. [a> tO—ILXRI] > [F7OFS L] > [FOTSLEBE] ST Y1V R—=ILT
REER

1. I'Citrix Virtual Apps and Desktops 7 2402 —Secure Private Access) %®RL £7,
2. [7oAYR =] #0V)wv o LET,
3. BEOERICEN. PYIYA—ILERTLET,

pE

Secure Private Access D1 VX b—=JLEDt Y k7w IH5ET L7=5. Secure Private Access # 7> 1 >
Zh—ILFBE0IC. EEIO>Y—I/Lh 5 StoreFrontScripts.zip 7 71L& 4 > >0O— KR LT, StoreFront
2 +71EEH 5 Secure Private Access 75451 > &HIBRLTL T L,

StoreFrontScript @ zip 7 7 1 L&A D> O— R 3§ 3ICIE. ROFIBICHE > T L

1. Secure Private Access B>V —lLicad1r> L £,
2. [RE]®VVvIL. [BBl2TEIVYILET,
3. StoreFront R k7 URLEY>3>n TRV DA o>yO—KR1 #0U0 v o LET,

StoreFront X ~ 7#mh 5 Secure Private Access 7541 >z HIRL £

Secure Private Access #7 >+ > X k—JLL7=5. StoreFront X k 7#&mH* 5 Secure Private Access 754
1 >ZHRTIRENHD £,

1. StoreFront <> >icod1> L9,

2. StoreFrontScripts.zip 77 1)L 4o >O0—-KL £,
3. StoreFrontScripts.zip # 7 # LA ICFRRL £ 7,

4. EEEERT PowerShell U+ Y RO BRI £,

5. ROAYY R ERTLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

TwITIL—R
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BICH LW YA b EEY b7y LA THL Secure Private Access BRIX > b ZEFILWLWN—T3 Vi
TYTIL—RTEET, PyTIL—FRT3EIC. RFTv T3y b2ERTID. REZRETILESHO
LEd. Pv7IL—RZREBTBICIE ILWN=3 0060 YR =5 —%2FTL T MEIcr >R +=JLL
7 Secure Private Access 751>z 7 v oL —RLET,

7y 7L —RDIER

TyTIL—ROIEFIZRDEED TY:

1. Secure Private Access I&. &#IC Secure Private Access % > X k—JL L 7= A3%ICIS C T Delivery
Controller £7zlgr > X k—35— Ul ®FHA Secure Private Access 21 L =ERALTF7 Y I L—RTE
7,

+ Delivery Controller & # T Secure Private Access # 1 > X b —JL L =35 &. Secure Private
Access AVR—RY MEFZET Y TIL—FTB3ILIETEERA, DD IRTOOAVER—2RY
bETYTIL—RIIBELRDHDES, FL<IE MEBEOT7Y I L—F] E8BLTIEEW,

« BHH® Secure Private Access %1 JL%Z R L T Secure Private Access -1 ¥ X b—JLLT1BE
& BRICT Y FUL—RTEEY, #FMICDWLWTIE. TSecure Private Access 1> A F—5—D7
w7 L—FR1 2BRLTETW,

=
POC 15 Tid. Delivery Controller =R L T Secure Private Access 21 YA b—)L§2 %

B LFTH. REEIRETIE. MLWVMERZEANTESLSICERAI VA -5 —2AY3 L
ZEBOHLET,

2. TAR=ZRRAVV T ERTLET, FMICOVWTR TRIVTh2FERLTT—4N—2%2T7v 7L
—F95) ZBRLTIET L,

3. StoreFront #EZBERITLTL IV, StoreFront X2 U7 k% [BE] > [#ERK] o4 >vaO—KRL.
69 S StoreFront ¥ Y ETROU TR ERITLET, SHMICDOVWTIE. THREREDLTE] 28 LT
<TETV,

e
VT REZEITLABEWVEE. TVRRIVMNIMNIA—NEEA,

4, (# 7> 3 >) NetScaler Gateway 7 ) 7 +%R1TL £ 9, #2L < Ik, NetScaler Gateways #8B L TL

280,

Secure Private Access 1> X b—S5—DF7 v FIL—R

August 26, 2024
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https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/upgrade-migrate/upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-installer-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-installer-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-upgrade
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-manage-settings#modify-integration-settings
https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config

Citrix Secure Private Access-# > 7L = X

1. Citrix Secure Private Access 2402 ¥ > X b —5 —%https://www.citrix.com/downloads/citrix-
virtual-apps-and-desktops/h54 o >O0—R L%,

2. eXeZRAAVICBIMLTWAY Y Y L TEBE LTRITFLET,

3. BHOERICESTIYAM—ILZRTLEY,

Citrix Virtual Apps and Desktops 7 .= - Secure Private Access

Software License Agreement

Licensing Agreement Printable version

Firewall
Last Revised: August 19, 2020 4
Summary . [=]
CITEIX LICENSE AGEEEMENT
u o
e This is a legal agreement (" AGREEMENT") between the end-user customer ("vou"), and
Finish the providing Citrix entity (the applicable providing entity iz hereinafter referred to as

"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "FRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities htm]. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE EOUND BY THE TEREMS OF THIS
AGREEMENT. IF YOU DO WOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. Thiz AGREEMENT does ot apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

Back Next |
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Citrix Virtual Apps and Desktops 7 % - Secure Private Access

Summary
¥ Licensing Agreement
¥ Additional Components

I Installation directory
+ Firewall e
Summary

Upgrade

Finish

Review the prerequisites and confirm the components you want to upgrade.

Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation

¥ Licensing Agreement The installation completed successfully.

+ Additional Companents

o« Firewall Core Components

+" Secure Private Access
+ Summary
Post Install
+ Upgrade v Compaonent Initialization

Finish

" Success

Upgraded

Initialized
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BE:

A== 1)—=22402 |27 v I L—KL7#5. StoreFront X2 7 +E2BETLT. HiLLwI Y
RARAY MDOFMAEFERTEIZLSICTEIHNENHD XY,

RDFIE

« Secure Private Access Dtz b7y

+ NetScaler Gateway Gateway D#E5g

o 7V —2 3> DMK

s TV —=2a3 DT ERARIS—ERELET

RO T EFERLTT—EIR—RETYvTIL—KRT3

August 26, 2024
BIEEREY—ILEMEHAL T, Secure Private Access 7551 > DTF—EZR—=XF7 v TIL—RIXIUTrm2LD
YO-RTEFET,

1. PowerShell #/lza~x > R7OY T o0 Y RO EEEIERTHAIET,

2. 71 L7 kU % Secure Private Access 1 > ZX b —JL 7 # JLE D TFd Admin\ AdminConfigTool 7 =+
LWAIZEEL 7 (f-x zid. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly %¥),

3. ROOARVRZERITLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

August 26, 2024

Secure Private Access #1 VX h—JLLT5. RER—IHOREEZZETIXT, 7TV —a>yRAL .
BEEDI—Ta VI BEEL. KERTEETETIET,

BEELET SICIE. Secure Private Access BIEE 7 H > kT Secure Private Access B 2> Y —J)LICH o
VAVTRHRELRHD ET,

RECEMELIZEEITZHEOHMCOVTIE. UTOREYIZERBL TS T L
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-netscaler-gateway-config.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-configure-apps.html
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Citrix Secure Private Access-# > 7L = X

e TTVT—=2 a3y RAXAYDI—T4 VT =ERE
. BIEEDER

¢« MEREDEE

1R —ILRICREZER

August 26, 2024

TIVT—2aY R X120 —T4 2T 2ER

Secure Private Access D EICBININT TV =23 RXAM VDU R NERRTEET, 75— 3>
RXALYTF—=TILICIE. TRTOBEERX A, FTIIVT—23 > bS5 T70vIDI—FT4 VT H% (OMEB£E T
AZ) HN—BRRINET,

1. [BE]>[7FVT—vav kX1 2] # 00y I LET,

2. BEBEICRLT. ®ET7rA>=2I Vv I LTU—TA VI RA T2 EETEET,

BEEDERE

[RE]>[EBE]R—IhbH,. EBEEBEOUINERRFLIED, BEEEXBMLAED TET X7, Secure Private
Access ZHIHTA VX b—ILLT-EBEIZIF. TEHRERMNMMISINET, 0% COEBEIMHOEEEZ Y
7w AIBINTEE Y,

BIEEJIN—TZEBMLT. ZOTIN—TDIRTOEREN T I EATESLSICTBILDHBTEET,

BEER—IT, B 20Uy I LET,

TRXA>] T COEBEZBMTZIMNENHDI R XM VEBIRLES,
M—t—%iFa—4¥—-JI—7] T ZOA—HF—HBTI3I—HF—FFIIL—TZERLET,
MEBEXCT] T COA—HY—ICEDHTIVELNHIERS 1 TZEIRLET,

> wnh e

MAREDEE

Secure Private Access #8E L7 5. [#a] 2T H 5 StoreFront & NetScaler Gateway DT> U EE F
T EEMTE XY,

1. [BE]> &l 2oV v I LET,
2. FEIEIREDHEICHIHMET A%V v I L. TVRUZERLET,
3. BV VY ILT. RKEDVENTHSCZBABLET,
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Secure Private Access #* StoreFront Y IZERZ I VICA VX F=ILTNTWVWBIEEIE. StoreFront X
o) FrxEAT>O—R LT StoreFront TEIFLTLET L,

«

Application Domain ~ Administrators  Integrations

Overview

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

B

Applications
Secure Private Access address

The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must

Access Policies be a valid web URL and does not have to be a public address

Settings

K

T e Q@ O 2

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.ocal/Citrix/StoreGamma (/]

O
D

Download Script

(+) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

e Q@ -0 Refresh Certificate

(%) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpaint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP Callback URL ©

https://gwgamma.spacpdev.local (/]

O
AN

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

https://ls.spaopdev.local (/]

O
AN

K

TIVr—23 R —DER

August 26, 2024

TIVr—=2a e T OERRIS—ERELIS. BBEISCTRETEET,
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TIVr—2a eREETS

1. Secure Private Access BI 2>V —ILT. [7FUsr—>a>) #OUvILET,
2. TETRT7 V-2 avDE8BRESRE2VEI I L, [7TIT—a>omE]l 20Uy o LETS,

3. 7TUDHAERELE T,
4, [Save]l #7 Uy o L%,

Edit App

Click Finish once you're finished editing your app.

Where is the application located? ”

@ Inside my corporate network

App type”

HTTR/HTTPS

App name ~

Slack

App description

App category (B

Verizon

URL™

https://csg.enterprise.slack.com

Related Domains ~

App Connectivity * &

Internal

App Connectivity * (9

App icon

Change icon Use default icon

: Do not display application icon in Workspace app

: Add application to favorites in Workspace app

| * csg enterprise slack.com

‘ ‘ Internal

Related Domains *

App Connectivity * &

| *slack.com

‘ ‘ Internal

(¥) Add another related domain

W

m caqcel

X
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TORCRR) S —%HET D

Secure Private Access EEBO>Y —IL T, [7OERRYS—) Vv I LET,
TETZR)S—DEERERZ>ZI YT L. TIOEIARIS—ORE) 20Uy I LET,
RUS—O¥lzmELE T,

[Update] o) wv o L%,

W

Add/edit restrictions

2 selected
| Access Settings
a Clipboard
Copy

Download restriction by file type
Downloads

Insecure content

Keylogging protection
Microphone

Notifications

Paste

Personal data masking

Popups

Printer management

Printing

Screen capture

Upload restriction by file type

Uploads

Watermark

‘Webcam

| Current Value

Disabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Enabled

Prompt every time

IYRI1I—H—70—

August 26, 2024

EEENTY RI—F—HOY+—42—<— 2 LENRIEIR%ZER L T Office365 7 FU R LIt IRELE T, &
NT. TYRI—HB—HN0ffice365 7TVICTIERTBESIC. T4—F—<X—JLENROEIR%Z 77 ICER
TRIRELRHD FY,

IYRIA—4—(F Office365 7 FVICTVERTBICIE. ROFIEBERTTIHENHD F7:
1. Citrix Workspace 77U h'5 StoreFront R b 7IC7 V2R L F T,
2. 2b7ICO AV L& T,

3. [7FV] 4TRSSy L. RiCOffice365 77 r—> 3>z Uy LET,
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NT. Ty Ra—%—i3. Office365 7 XU r—oarpiBEF#HIN. V4—2—T—IHEENTVWB L
LGS BREBERBDZF T, F/oe TV RI—HF—HOffice365 7 FUr—>avhsTF—42%HRILES &
LT84, ERISIRX vt -2 1—H—ICRRTIBENHD £7,

[ E Ees'!ricliuns' & office.com N 77 ] @

Cloud Saftware Group Backmarks Printing has been restricted by your

administrater.

Introducing Microsoft Copilot: Meet your everyday Al compani SecGG—Gm—;

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

T

Sign up: for # « Microsoft 365 >

=. Microsoft I Ufﬁ'te Products ~  Resources ~ Templates  Support My account

Dowri 21t 365 apps for Mac05 »

BIEEIF. RETRIMYFTET TV Tr—2a3 VTR TR3DICRERTHI Y MEHREI—H—IC1R
HIZRENDHD £7, 5L <l Citrix Workspace 77UAD R 7 URL @iBIN) 8B LTI,
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BRI TN a—TFTa2T

August 26, 2024

Secure Private Access D b ST a—Fa By aR—RIZIZ. 7FXUr—o a3 VR, 7 U5 —o 3
COFE, BLUENSDRAT—RZRAIEETZ2O07DKRRINET, HAICOVWTIE TFy P aR—ROBE] &
SBRLTLLETL,

SN a—FTa>d
Secure Private Access OFRER F /- IERERIC. UTICEAET ZENRELET 300N HD £7:

s HERAEDIS—

o F—AR—AEHIS—

+ StoreFront =

e NIUYIHF—rIzA/A=INYIF =TT 1 DEE
« Secure Private Access H—N\—IC 77X TEHL

CNSDORBOBEICODVWTEHLLIE, TEEANB NS T a—Tr 271 2BRLTLRETL,

Director ot v 3 VEEEI—R

Director % Secure Private Access £ #& 9 % & . Secure Private Access v 7y 7DITRTOIAVKR—F
>~ DRIFEND Director ICERDRAFNB 8. SHRMBNT #—<I Y RADEBERE FS TV a—F 4 Y IHAREICH
DET, BEXLIEHIOBEIF. OJZARNTHRATZI L 288HLET. TNTHREIRLBRVIEEI.
HR—MIEKL T ETL,

BEBEREa XV K

« Secure Private Access T Director #8839 %
Director T Secure Private Access v > 3> % RRT 3

Director @ Secure Private Access £y a>d—RFDU X k,

 Director,

Ay aR—ROBE

August 26, 2024
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https://docs.citrix.com/en-us/citrix-secure-private-access/2402/spa-onprem-dashboard
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2402/spa-onprem-troubleshooting.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director/spa-integration-with-director.html
https://stage-docs.citrix.com/en-us/citrix-virtual-apps-desktops/director/spa-integration-with-director.html#view-a-secure-private-access-session-by-user
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Secure Private Access D b TIN>a—Fo I8y aR—RIZiE. 77V 5—>a>0iRg). 77U5—2 3
CDFE, BLUENSDRT—E2RICEETZO7PRTEINET,

ERICRELICBKRERNRAEZLEALSA VOO ZRETIET, Ay aR— RICRRLIEWMERICIEL T,
+RSZEIVYyI LTI STICHZEBMTEE Y, 2—H#—0OJIF CSVERICTIRAR—FTEFT,

7 )L2— (CATEGORY ¥ RESULT) =M L TIREERZRDAT LN TIET,

2024-06101255:22

2024-061012655:22

2024061

ssssssssssssssssssssssssssssss
2024-0619 125519

2024-0619 125519

ssssssssssssssssssssssssssssssssss

40608dca-5068.4840-b7da-7h20594a1ccT

20240619 12655:17

MDINFGRA—RERERT A —ILRDBEFICE DV TRRZRDIALIEDBTEET,

« User-Name

« A7

« IRVKEEAT

. R

e S H U3 VID
o FFAH

A—H-OJr U7 7t ARU S —ROBRF v— F TREZRDACIOHICEATIZRFRAFIIRDEED
T,

= BRERZFHICERIC—RI 07 /R —2BRELEF T,
o SRR INEGDEEFATOARVWOS/RY S —2BRELF T,
o~ BREMICHONIC—RTEOT /RIS —ZBRERLE T,
o IMEBESNEEHFO—HEEFAVOS /RIS —2RELET,

fee zi1E. ®RET + —JLRIC Event-Type = DSAuth r WS XFF 2 ERAT R L. 1RV %217 IDSAuth | %
RETETET,

E#kiC. Toperator) £ WS AEO—EZ2ET 1—H—%21RE T 3iCid. User-Name ~ operator & L\ 5 X F5%
FRELET. COBEEKRTIE. lToperator] tWSABZEUIRTOA—Y—FN—BRRINEI, ez T
—HIFARL—%), TEEBEFRL—4]

S80S a3 IDEFERALT. 1 D20AMRY MNMIBEETZIRTOOITERETEEXT, oo 321D IE.
T O RBRDTARTD Secure Private Access O #EEMT £ T, 1 2DT7FUTFTIERY I TR MT, B
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TFIRNE FTIVF IO LRBRHBRYE. EROOTZERTEET, CNSDAIRY MIIRTHEOOT ZERML
F9. bIHI2 a2 IDIE. INSIRTOOVZEENITBEHICERAINET, b0 3> D Z6ER
LTS TNa—FTa0000%T7«4LBU I L. BEODTFZTIVTF IRV IIZAMNIBEESTZIRTOOT %
BRETITET,

AJh5IVTHERIZTERT

[ Details] 5a [ShowDetails | U > iCid. BEDT7I/ERR) O —ICEEMTISENTWVWR T FUSr—23>00
JR b, ZORUS—ICEEMITISENTVEAYTEFI NIRRT INET,

Filters Clear All

PRTRR ... |

‘ User-Name = "User" |

CATEGORY

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format

RESULT TIME USER NAME CATEGOR RESULT DETAIL!
Success 2023-09-0710:29:13 spaopdev.locallusera App Access @ Failure 9c7c2de9-0351-43b1-8. ERROR: Error in process.
Failure

2023-09-07 102913 spaopdevlocallusera App Access @ Success 9c7c2de9d-0351-43b1-8. Show Details

2023-09-0710:29:12 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8. SmartAccess tags recei...

2023-09-07 10:29:12 spaopdevlocallusera App Access DSAuth validation was s

Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access « Wikipedia is ALLOWED by Wikipedia_spaop_winl0  Successfully senerated
* Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdevlocallusera App Access Show Details

UserName: User A

2023-09-07 09:48:49 spaopdevlocal\usera App Access SmartAccess tags rece!

ContextualTags: !
2023-09-07 09:48:49 spaopdev.locallusera App Access | Windowsl0, PL_0S_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access @ Success 2250212f-117b-4a5-96..  Show Details
2023-09-07 09:48:40 spaopdevlocallusera App Access @ Success 20592121-f17b-4a5f-96..  Policy evaluation return
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 22502{2f-117b-4a5f-96..  SmartAccess tags rece
20230907 09:48:40 spaopdevlocallusera App Access @ Success 22592121-f17b-4a5f-96/\ 1 DSAuth alidstionwas s
2023-09-07 09:46:27 spaopdevlocallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8_.  ERROR: Error in process

BEXNBR S TN a—FTa>0

August 26, 2024

ZDhEw I TIE Secure Private Access DR EFR F/IZRERBICKETZAREOHZI TS —D—BERLF
ED

HERAE DTS —

T—AR—RERIZ—

StoreFront [&=

NIV IF— bz /A=Ay I — I DEE

Secure Private Access H—N\N—ICT7 7R TEHWV
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AERAE DI S —

IS—AyE—2A2UEDS— bz A Y —N—D 5B AEZEHNICEIETET ZE A,

ZDIZ—Xvt—d. NetScaler Gateway d/NXTV w7 RLZAEBML &S & LT, HAEQEREICREN
HIBEICKRTINE T, CORIEIFE. Secure Private Access 2y b 7w I3 I, £hidty 7y TIHR
TLREBICREZEH TR IICRETIRIEMELRHD X9,

[Eg#k: Citrix Virtual Apps and Desktops OB& L BILAZETY — U T THBAZEZEHML £ 9,

F— 8 N— RER TS —

e IT—XyE—Ii T—EAR—IEZERTEIEFELEATLE

fRRE: BEIDIFSE-SQL Server EQF—EZR—IXWICTF—TILZER T B, ¥ 12 READ. WRITE.
UPDATE #EBRMHETT,

¢ IT—XYE—UI T AR REERTIHEFEATLI: T—ER—RRBEEICFELE T,
COIFT—Ayt—R ROZFUFTOWTNHATRRINZ DB ET,
- TAN-ZXOBMEIC TEEER) 472 a Y2 E&RLIEE,

- BEENRT—IR—XEZERTIHE. TEOT—EIR—RITZTDT—ER—IATHRITNIEED FHA.
CDIT—AytE—J1F. T—EIR—ABPETHVNT—EIR—IATHIBEICKRRINZIZehrHDF
ED

BRER: EDT—IRN—RZ2ERN I BHENHD £,

- Secure Private Access #7>1 VR r—JLL. BLYA bR TEY 7y 7Z2BRATLET. CDF
&, UHIDA VR F=IILDTF—2R—=RIFHIBEINED>7=TL &£ S,

R T—AN—RzFHTHIR T ZHBENHD ET,

- 20T EFRBLTT—ER—XEZFHTREL ([F—E2RXR—XDER] R—2 T [FEIHERK] 738
), RIC[BBER] AT aVICEBELETN, Y4 FRBIBRAILTY, COBE. X7 FDRTH
ICALCRBBIDT—ER—ZABRTTICERINTWLWE T,

BRE. U1 FOEBRIZEELTHS. RIUT+2BRTITIRENBDET,

- Y Vici. SQL Server LT —EA~N—RAICT—TIL e T 576D READ. WRITE. UPDATE
ERDH D FE A

AR, WO L TEYBIEREEMCLET, sHAICDVWTIE. 7 —EZR—XDEREICHELRIER]
EBRBLTLEIV,
¢ IS—Xyt—U F—EAR—2EERTEIFHATLI EHICKKRLELE

RRIRER:
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- XIVUDEDT—EAR—Z3y b —VEGERBEL T EET W, SQL Server R— bR T7 71 7o+
— L THRVWTWA e 2B L £ T,

- JE—t SQL Server #EFERA L TW3HBEIE. SQL Server iZ Secure Private Access <> > ID T
# % Domain\ hostname$ Z@A L TERINOI 1 U HHEIHESHERBL T LT L,

- DE—FSQL Server zfEFRALTW3FHIFE. vV IDICELVWAO—/., DXDIRTFLEEEO—
IWHEIDETSNTVE I EERRBLTLIEEL,

- O—AJLSQLServer (1 X b—=5Hh5TIIEWV) ZEALTWLWSBAIE. NTAUTHORITY\ SYSTEM
I—HICOTA V=2 ERTIRELNHIHESHZHBL T ETL,

StoreFront &=

o« IS—AXyt—I kD StoreFront T MU EERTEFHATLT: <Store URL>

RETNTULARWESIZ. [BE] 27H5 StoreFronto T > U EEHLET, Yo F—REFHALT
Secure Private Access Z52E L5, [BRE] #7H5 StoreFront 0TV MU ERETEET, COIS
—hFELE L7 StoreFront R k7D URL ZE2FBHTL I LY,

fRRER:
1. [BE]|ZI7UvIL. (8] 2TV ILET,

2. StoreFront X ~ 77 URL iZ. StoreFront T> FUNRRTRINTULARLVIESIX. ZOIY MU ZEIEBM
L,

e I5—XytE—2: RD StoreFront T MU ZBRTETEEATLR: <Store URL>
FRRER .
1. PowerShell DETRU S —IC L2 HIBABRESNTVWIARUNH D 7. FHAAIZDOVTIE
PowerShell 77 ~ax >k Get-ExecutionPolicy®RITL T T L,
2. FIRINTVWEEGIE. ChzaELl T StoreFront X7 ) 72 FHTERITIT2HENHD £7,
3. [FJE]EVVYIL. [#HE]2TEZIVYILET,
4. TStoreFront X 7 URL) T. T5—H®&E L7 StoreFrontURLOI > MU ZBELE Y,

5, 2OX L7 URLD#EICH D (X7 T DA I>YA—R] RE2V%ED)vo L. Wisd 3 StoreFront
BA U b=ILEINTVWB IS Y L TEEEEETI O PowerShell U 7 #R1FLET, TDX
) FREITARTO StoreFront ¥ > TERITIIHELRHD £9,

E:
TIOAVAM—ILBICA VA =L EBRITT 55513, StoreFront #88% (StoreFront> X ~77 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) £ WS &ZrIDI > b+

DARWI & #EB L TLZ3 W, Secure Private Access B’ FE S 3581, COIY MUZEHIBRL
TLIETW, BE>HER—IHEXIV T 2FHTHE I O-RLTERITFLET,
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o ITS—Xyt—: &) StoreFront BRIFA—AIILTIEHD FHA: <Store URL>

U4 —R%E@ALT Secure Private Access Z:2EL 5. [RE] F TS -1 M) RiRE
TIFET, COIT—HFHEELT StoreFront A k7D URL ZEZEZFZHTLLET LY,
RIRR

C DRAREIE. StoreFront »* Secure Private Access t ALY I VICA YA R—=ILENTULWAWESICRE
L &9, StoreFront Z1 > X b—JLL7=<> > T StoreFront #mi % FEITRITI IMEHLHD £,

1. [BE]ZVVvIL. [HE] 2TV ILET,

2. TStoreFront X 77 URL) T. T5—h' &4 L7 StoreFrontURLDOIT > MU ZFEL £,

3. ZOART7URLD#ICHSZ [RUVVTFrDEo>O—R] REV%EU 1)y o L. e % StoreFront
PAYRE=ILINTWVWEIS Y ETEEEEETIO PowerShell RV U7+ %#RITLET, TDXR
1) T REITARTOD StoreFront ¥ > TRITTIHNELH D 9,

b=
StoreFront PowerShell 2 7 ) 7 h #2179 3 113 EEEER T Windows x64 Hiad PowerShell

V> RU%ERE. ConfigureStoreFront.psl #%17L £9, StoreFront X~ 1 7 ki Windows
PowerShell (x86) r Bifatsh'H b £ Ao

« T35 —Xvt—: PowerShell ZfE /R L T StoreFront X 7 U 7 rZRITLTWVWB & FIZ TGet-
STFStoreService: %1 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExcepti
DHISIHREL K LT lo

CDIS—iF. StoreFront ) 7 k% x86 HE#ad PowerShell 7« Y RO TEIFLIEEAICKELE T,
fRRER

StoreFront PowerShell 2 7 ) 7 b #R1T¥ 31213, EEEHER T Windows x64 B2 PowerShell &
1> RkorEVWTHSConfigureStorefront. pslaRITLET,

NIV oHF—bo A A=\ IF =T T1DEE

IS—AytE—VuDF—rITAIY FUERERTEERATLR, <Gateway URL> #fid. ROI—JLN
VIF— R ITA IV M) ZERTEEFEATL: <Callback Gateway URL>

AR

BENRELINTVY IS — bz £ INyIT5— Tz 1DOURLZESEDTETET, 71—

R %A L T Secure Private Access #8REL 5. [BRE] 2 TS5 — I T IV M ERETIET,

1 [&E]ZIVvIL. [BE]2TZIVYILET,
2. NTUw IS —bOzAT7RLRAFREA-WNYIT7— b7 LR, BENEELREIP 7R
LRzBHMLEY,
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Secure Private Access H—/N\—IC7 XA TEHWL

IS—AvE—SilS 7—IL2EBHTEFLATLI IS 7L EZBRSTIFEATLE

RS

AVE—Y AT X=2a3 B —EX(IS) D [7FUr—>a > F—IL]ICBEBL. ROTTIVr—>3>F
—ILHBHLTRITINTVWRcEBRBLET,

o Secure Private Access S > 21 L+ T—I
o Secure Private Access BI2E7—IL

Ffee TIALEDINSH R'"Default Web Site"MBHEBLTVWRZEHRERL TSI,

T—EN—EHRT TV I DERK

IT—XyE—JiERFoyv kML ELE
T—EAR—ABHEF v UId. BHOEBRTERT 38N HD £T:

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER— G —/N—|C
TOEIXTEEtEA.

RRE: T—ER—XR—F (FTAILR=—F1433) BT 7A 7 I+ —IILTEHVWTWLWBHESHEREL F
ER

o Secure Private Access 7551 YRR I I VICIE. T—ER—RIEGTIERDH D FH A

iR Secure Private Access @ SQL F—2R—HERE BB LTI,

T—hozAEGTF TV IDNKRBRLE LT, AFEASZEIETEEEA
IS—XytE—J1 A VA= LEOBEIN RO IS —TERBLET, F— F YT BEF T v 7 ICKKBLF LT,
RRFEAEZIMIITEIEEA )
R
« BRY-ILEEALT. Y= by 1DNT ) v IiERE% Secure Private Access 7 —ZN—XUIZFHT
7“/ 7D_ F L/ ij-o
« PowerShell £7ci3av > 7OV 7 hU« Y R U2 EREERTHET 7,

¢« ¥ L% k)% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2i1E. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)
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« RDOAXVRERITLET:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TP Ir—2 3 U5IELR

StoreFront @ URL % 7zi& NetScaler Gateway ® URL ®EKREICR S v a (/) B&FhTWBE. 7 XU —
o avDFELFIINE T,

ARRES:

StoreFront X k7 URL #7z1& NetScaler Gateway URL DXED XS v 2% HIBRLFd, FHLIE Ty k
7 v 7D StoreFront £7z1% NetScaler Gateway 4r—/N\—D:FADEH 1 #BEBLTLLIEI L,

g2
MEIDEY b7y FZ7ET TERL

ety k7w FB5IC Director DBEHAIKRBMLTZBEIXZ. STV AV —N—%2BERTIAVWI R HD T,
RS

license_server F—JILEFFHTO ) —>T v LTSI L,

Secure Private Access 28t R— /N> RILDIER

RDOFIE%EETTL T, Secure Private Access s2littR— bk « N RILZERL £ 7§ :

+ PowerShell #7ziza<x> R 70> 7 Do Y RO EBREERTHIE T,

« 71 L2 k% Secure Private Access ¥ > X k=)L 7 # LA DT @ Admin\ AdminConfigTool 7 =
LWAICEBE L7 (fx 2. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

¢« RDIARXVKRZERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL ¥ — 4 ~N— X R

F—AR—X %= BEER T BICIE. Secure Private Access 7551 YRR NI I VIS, T—ER—XITELELTT
—AR—=ZRFX—IEERT R IERDPBETT,

UE—bFT—ER-2:
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ROFIEZEITLT. UE—FT—EIR—XDERZRELE T,

1. Baio@EXCitrixAccessSecurity<Site Name>THEDTF—ER—IXEEHL 9, <Site
Name>i&. Secure Private Access D41 b T9, (il I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access RfE<>>D<> > ID BD SQL Server A 1 V& {ER L £ 9, /=& X I, Secure
Private Access 70—Hh—D< > > ZH HOSTL T, Y>> R X1 DOMAINL @&, w> > ID &
TDOMAINI\HOST1S, A Db 9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVRBIFROIVT) ZFERLTHRETI XY !
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—)Lz<> >V IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
O—ALTF—82~R=2:
O—ALT—2R—IDIERZRET B ICIF. ROFIEZRTLET,

1. gafo#ExCitrixAccessSecurity<Site Name>TEDTF—EZR—XZEHLFT, <Site
Name> & Secure Private Access @1 FRTY, (fzx xid. CitrixAccessSecuritySPA),

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O« >Z{ER L £9, OJ 1 VHERICIEREINT
WBHBEIE. CORTY FIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —#—ICEID YT T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'
ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

T—ER—RZFETER T AU YO-RLIET—ER—IZRIVTRIEL>TII Y ID ICERMNEME N
£,
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FSINDa—T>OJ007 LRNILEEE

FSONDa—F0>000R 774 EDIZ—OJLARILTY,

SN a—Ta>7O07000 LRILEZEET BICIE. V41 LH—E X appsettings.json (C:\Program
Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService) <. TroubleshootingSql
dorestrictedToMinimumLevel#xOWFNHhDMEICEFHRL £,

- Information

- Debug

- Warning
- Error

"TroubleshootingSql": {

"restrictedToMinimumLevel": "Error",

"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Director #EE L1, TI>a—FT1 >4

August 26, 2024

Director % Secure Private Access £ #& 9 % . Secure Private Access v b7y 7D ITARTOIVKR—=%
> OBIEN Director ICEIDAFEFNB -0, MBHBRNT =TV RAOEBERE CSTILY a—T 0 VI HAEIREICH
DFEJ, XRORIE. Director ICcRRTNZTFIERIS—I—REKLVBEETIZIREERLTVLET,

HAICOWTIE. UTOREYIEZBBLTLET L,

o Secure Private Access T Director ##m$ %
« Director T Secure Private Access v a>%#&RRT3

:

¢ 21FEIC TO) ZRATI—RIFBEDOERITIO—RLET, It xid. 1000 (377U DFIEDRIIL &
JeERLET,

¢ 2HTBEIC Tl ZETI— R BEZLRBHIMEZRLET, LR 2101 1ty avEEzRLE
Yo BEPHMMEELILSEGIR. OJZANTREZBRT S z88OLET, TENTOHEEDL R
RLBWEEIF. TR-MIEELTIIES W,

FIFEEEI—-F
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1101
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1001

1002

1003

1004

2101
2102

2000
2001

TTIVHEAyE-UI-F

KRR
EN
EN

e

Fh

527

5%

Fh

5%

ES
TOT« T[T OT 1 T[IEE

Active

70707

Bt

FIFERICAE TS —DEELE L .

—WOT FUIFFIEINE LD
L eHd 1 207 7 FHEN KK
L&l

TFVIFFIEThT, baebl
DOT FUFHENREL £ LT
FIBIEHILE L . <D 1
D2OT7FUDLFIEEINE LT
TIVIEITRTRI D —IC&>TE
BINledH. FIESNELEATL
7o

—HIT BRI —HBWnid. 77
VI3FNIEINFELEATLT
—HoF7FIVIEEIN, o7
Id—HT BRI —Dah Tk
O, JIEINFEATL,
Y BRY—Dand, 77
DI3FIEINEFEATL

5198

v a k.

Ty a BT IT T EIEIET
LTW3h, vy a>rThilk
H 12077 DEFHEBLEL
TC o

tyoavid7oT14 7T
tysavId&T/HET T+ T T
ER
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3101

3102

3103

3104

3000
3001

3002

3003
3004

TTVEBAYyE—IO—F

4101

4102
4103

4000
4001

4002

IRRE

EN

e

EN

FFRI/IES /R

B
CEBA'507 71 DS

EN
FFEI/IES /R

Bt

UG- WIS —HRELF
L7z (REREAINTULEEA)
RS —sHERICHISMFEE LT
. PTIDESNEFLEATL,
T7UHIEZF—42 D null-RY
S HMERICAT TS —HREELE
L7

T7UORY S —#lEERFRICT
S—HRELFLT
T7UDOHREIFFETEINTULET,

TTUDTIFIZRY O —ICLDER
INEY,

—HIT BRI —HDaWnicd. 77
UHFIEINEFLEATL .

77 OFIEREIFTATY,

Citrix Enterprise Browser i 57
TEEBLEIS S LFLR,

98

TIVr—saviesIrs—7 7
T—aroRPICRETI S -
RELFLL
TIVr—a Vg s — ()
TTUDOR) S —FlEEREHRICT
S—HRELFELL

77 OEBIFHFTINTVET,
RUS—IZ&D, 7FUr—>ay
DEBMEFINE LT,
—HTEZRUS—HBRW\D. 7T
Dir—2a>oiRgdEEINEL
7=
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OJRFRE

August 26, 2024

0741 Secure Private Access T—42R—IC 7 BREREIINE T, OJDAHBEINAREI<ADTFS L (2L X
¥, 100,000 28X 3% ). 0 B&LOEIICKRBEVOIZHIBTEX T, JU—>TvFPadid. TIA4ILERT
LREBECCICRTINET, CcOPadidk. V21 LY —EXADBREETIVICHRITINET,

FSTNDa—FT4 2000 DFRBFREDHIZIA X

A0V —=>TFy A SVEALY—EZXDA Y —ILT L4 —IZH 3 appsettings.json 7 7 )Lz EMR
LTRETETEY, OJORFHBL T —EXR—RRETETZOTOHICEOIVWVTIV 2Ty TZ2RETEET,
HEICH LT appsettings.json 77 1 ILAOUTOIY FUEZELEXT,

HYTINT TUREJson T 71 )L:

"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,

"CleanupOldestDataIfEntriesCountAbove": 0
}

V)=V Ty TEENCTBICIR. BEICBCTROREZITTVET,

o« OJ% 7 BRELIFRIFT31CIE. CleanupDataOlderThanDays# TICRREL X7,
o« BEMIOI)—>7 v IEEMICTSICIE. CleanupDataOlderThanDays#% 0ICBREL £,

¢« ATV ER=ZADY)=>T v TEEMNCT ZICIE.CleanupOldestDatalfEntriesCountAbove
Z0ICRELFT,

o INSDOREHVTEH LD 0ICHREINTVBRHE. £7ldCleanupPeriodInHoursh 0 ICREINT
WBHE. OJIKAICRRESNE T,

- T RUERAEHN 100% KT T3 A8EMELH 3720, CleanupDataOlderThanDays# 7
l#CleanupOldestDatalfEntriesCountAboven®@A% 0ic.F7ldCleanupPeriodInHours
ZOICHRETRLIFHEIDLEEA

- OJmo)—>7 v F5EEIE. CleanupPeriodInHoursI Y U AEELTEETZLHT
EEESER

pa

Secure Private Access 0 S X Z2— LTRBHRTZHE. CNOHDREIFEITXEZ—/—RTEETZH
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ENBDEY. /—FREICFA—BDHZHEIF. RDBEICI)—2T v TETNEA X2V INMBEETN
9,

AJeTLAXNIDI)—=2T v T

August 26, 2024

TLANIT=2DO =27 v

FL X MUF—4Z, Secure Private Access T—H2R—XIZ 3 ARMREINE T, 7 —>T v IHRELRTL
XM TF—R2EBFETREHOF v oIE. 30T icfThbnEd,

pa o

TLXMIT=2D0) =27y FTZ2RBTBICIE. SYFALT—EIDERITINTUVIHELHD £,

COFO/oo)—->7v 7
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"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}
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https://docs.citrix.com/en-us/citrix-secure-private-access/downloads/third-party-notices-for-secure-private-access-on-premises.pdf
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