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p

e * ML —CIFEICCDFOJICL > THESINE T, T 7 4L MTIE. Secure Private Access 1. &
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77AILOHY A XA I0MB D 600 BOO—IILA—N—OJ 771 L ZRFLET. TDI®H. Secure
Private Access BB —E R SV 21 LY —EROEANRALIS Y TRITINTULWRIEHE. OJIC
LBRAXNL—JERAEXIZ12GBICAD £Y, F£7=. PoC DEMT SQL Express #O0—7JL VM iZ
AVAR=ITECHTEET,

o« xx COERMIOT 7L ETIE. NetScaler Gateway ®/N— 3 > H 13.0 R F 721 13.1~
48.47 KimTHWIRD . StoreFront E OHFEKRR T > Tld7% <. EEAY—/\—IC Secure Private
Access ZBHATA =8O LET,

o *xk NT =TIV XEODBEN VKON H B EDHDH>TWBTH. COLSHARICIFDHRLLD
2 DO Secure Private Access / — R ISR —%ZFERATH e z28@MHLET, CNSOMEIR. ©
BOV)—XTHULINBZFETY,

ZOMD IV R—3 > MEEL

7 el S vCPU XE
Secure Private Access - 7541 8 16 GB
>

Secure Private Access SQL t— 8 16 GB
N—

StoreFront 16 8 GB
Gateway 4 8GB
Active Directory 8 14 GB
I54T7 >k 4 8GB

1R b—ILEERK

August 26, 2024

Secure Private Access 1 > XA b—S5—Id. XZ Y R7AYA1 YA b—5—¥ LT, £HiEga SN Citrix Virtual
Apps and Desktops 1 > Z k=5 —D—& LTERATEE I, LI TOA7IVHR—2Y FDOA Y2 =)L)
FrE IOV RSIAVEESTZA VA R—IL) EBBLTLLIET L,

A VA=A T TR, HEty 7y TOEBIAVY =BT IHIL DT SOH I Y RO TEERICH
IET, 46171 #2o1wo LT, Secure Private Access #5ETEE T, TRAI MY TD [RE—F] XZa—
([Citrix] > [Citrix Secure Private Access ]) it Citrix Secure Private Access > a— +h vy FARRTE
Nnxv,
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Secure Private Access # 1 VX =)L L TEEBIT31-HDOBEBET7HY Y FEH

+ Secure Private Access 1 Y X b—ILF3ICId. O—AIISVOBEBET AV FTOTA VT ZHE
hHb£7,

« Secure Private Access Z:&E 9 % IClE. Secure Private Access i1 X b—JLdhTW3IT>oa—
AR VEBETHH S R X >I1—45—T Secure Private Access EIE AV Y —LICH A V1> T 3%

ERHDET,
e BYNTFYTIHRET TR, TOA—H—IFIRMD Secure Private Access EIREICHR D, tHDEEE%®IB
mcExd,

o 7w 77w F1%IC Secure Private Access # B9 3 IZI&. Secure Private Access BEEEET7HU Y LT
Secure Private Access EI 2>V —ILICH A V1 VT RIRELRHBD FT,

Secure Private Access Dt r 7y S

RDOFEE%#RITL T, Secure Private Access #:RETI£7:

o« FILWH ~Z{ERL L T Secure Private Access Z:RE T B h\ BEEDH 1 ~IZEI0L T Secure Private
Access =ty b7 v FLET
o T—AR—AKERE

» StoreFront. NetScaler Gateway. Director. S 1> A —N—%&H4E

TIVr—2a> e 78RR S—DRERE
Secure Private Access BBiE%tw b7y P LS. 77U —2a3 e 75— a3 D7 0B AR) O —%%
EITIHNERHDET,

s 7V —2 3> DR
e FIVT—=2avDT7 IV ERRIS—ZRELET

Secure Private Access 1> X k—5—

August 26, 2024

1. Citrix Secure Private Access @1 >~ X b—Z—% https://www.citrix.com/downloads/citrix-virtual-
apps-and-desktops/h54 o >O—Rr L%,

2. exeZ FAAVIZBMLTVWB Y Y L TEBEL L TERITLET,
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:

POC B T. StoreFront 1 > X b—=JLTNTWLWBDER LY >IiZ Secure Private Access #

A= TBZBBMOLET,

Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access
Core Components

v Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Firewall

Summary Sfacure Private Access_(gequired] . ) .

The software that enables secure access to SaaS apps and internal Web apps.
Install
Finish
i Back _I Next | Cancel

3. BHOERICESTIYAM—ILZEZRTLEY,
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Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access

s tha Installing...
v Core
Core Components

+ Secure Private Access

Summary

I " Post Install

e «o« Component Initialization
Finish

Installing prerequisites and components

Less than 1 minute remaining...

Installed

Initializing...

Citrix Virtual Apps and Desktops 7 2405 - Secure Private Access

Finish Installation

Core Components
+ Secure Private Access

Paost Install
v Insta v Component Initialization

The installation completed successfully.

+ Success

Installed

Initialized

e
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AVAM=IIPBRT TR, ¥IEtEY b7y TOBEBIVY —IDBT I DT SOH T4 Y ROTEHBMICFHAS
9. %171 #2)wo LT, Secure Private Access #58ETI £ 9,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network

FRIMYTD [RE2—F] X=Za— ([Citrix] > [Citrix Secure Private Access] ) (C% Citrix Secure
Private Access > 3s— Ay FARFRINET,

Bl citix

&4 Citrix Secure Private Access

Citrix StorefFront

HLE RO REY I EBRLTETL

g g D Suk S NOR P 8 |2
s ARYRSAYEFERLIEAY M=)

EEI>Y—)LAD SSO

Secure Private Access B>V —ILICER T3 7 S5 UHIC Kerberos iR RET R 2 HEHLET,
&, Secure Private Access HEIBE REICH S Windows B3 (IWA) #ERBLTW3HTT,

Kerberos A EBEINTULA WSS, Secure Private Access B AVY —JLICFIERATBREEIC. T59H
HSREEHBERDANNZROSNE T,

o BRRBEBRENNT B . Hia Windows 5B3E (IWA) 41 > 7F VB EMICED £9,
o BILEHwRE NS LB WVWIBA. Secure Private Access Ot 1 A U R—IBRRFRINFE T,

Secure Private Access ot v b 7w IR EGTTBICIE. BEBOVY —IIICHAI VIV TIREBERHDEFT, 10X
=LY YERLE R XA VICBTBEED1—H—IC Secure Private Access #5/E T3 £ 9, =1L, 0
—H - VI N=ILT O OO—AIINEBEEREZFE > TVWAHRELRHD £,

Google Chrome & & T Microsoft Edge 7' 5 U Dif&IE. ROFIEZRITL T Kerberos #EMICL £,
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1.

2.

3

4.

[TY8—2y b AT a V] ZHETET,

[EF*aVF«]2T7&BRL. [O—HIAVESRY M =V]EIUYILETS,

.1y #1)wo L. Secure Private Access ® URL #iBINL £7,

Secure Private Access ##EHDI I VICAI YA =L TB3FENDHBIEEIE. TIILRH—REFERTS
ZeHTEFEY, ffl: "https://*.fabrikam.local',

THREALLRI) 2Dy L, TA—%—38E) > TOJF4>) T MBREQOI—HY—RBENIAT—RTEH
AOJ#4>] Z&RLET,

Home Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downioads g
Internet  Loeal intranet  Trugted sites  Restricted Support
. Documents o 54
Local intranet f Pictures o 26
This zane is for all websites that are hes e
fourd an your intranet. & Security Settings - Local Intranet Zone "
) ) Sethings
Security level for this zone O N
Alowed levels for ths zone: Al @) Erabie
- Appropriate for websites an your local re (®) Disable
(intranet) ) Enable
- - Maost cantent wil be run withowt promptil
- Linsigned ActveX controls wil not be doy & Soptng of Jova apclets
- Same as Medum level without prompis () Disable
[ Enabie Pratected Made (requires restarting Inter g Sr:r:
Custom level. 1 B2, User Authentication
82, Logen
() Anorymous logon
(2 Automare logen orky n Intaret fone
AUTOMmADC OQoN Wit ATENT LSST N
() Promot for user name and pessword -
€ ¥
*Takes effect after you restart your computer
Reset austom setings

Reset i wedium-on (default)

A

o« Chrome > —2sLwbttywrarvasERBLTWVWSHBAEIE. DWORD L ¥ X kU £ — Computer\
HKEY_LOCAL_MACHINE\ SOFTWARE\ Policies\ Google\ Chrome\ AmbientAuthenticationInPri-
vateModesEnabled ZfEmiL. B 1ICREL £T,
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o Kerberos#>—2 Ly hE—RTEMCT BRI, IARTHO Chrome o1V R (FE>—ILy ks VR
UEESU) EBREFBIIVENDDET,
o DTS U —IZDWVWTIE. Kerberos sBEEICRET 3EN T SUH—DRF a2 XY FEBERLTILET L,

ROFIRE

» Secure Private Access otz b7 v
NetScaler Gateway Gateway D&

o PV — 3 DR

e FTVT—=2a3 DT IOERARIS—ZRZELET

Secure Private Access Dtz 7w S

August 26, 2024

LW hEERT 3D BEOY 1 FCBINY 5 & T Secure Private Access Z:ETEF T, ¥550D
FUATH, Web BEI>Y —JL%EEAL T Secure Private Access IBIE# R ETI £,

o L WY FZER L T Secure Private Access #:BE T 3
o BETEDY 1 MICEINL T Secure Private Access %% E 9 %

Gl it

o Secure Private Access "1 VA b= ILTNTWVWB YL >OO—AHIRS VEBETHHZ R X1>2A—H
—T Secure Private Access B2V —ILICH A V1 VT IRIRERHD T,
o A LEERTIENCSQL TF—ER—IAY—N—%F A VR =ILTEHBERHD £T,

LW ~Z1ERL L T Secure Private Access 38 E T 3
27w 1: Secure Private Access 41 Dty b7 v

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT 2H . BEEDOT 1 MIBMITZ N TEE
ER

1. Secure Private Access Web EEa> YV —ILxEBL £,

2. THA bOERR F7clE THA bADBN R—JTiE. T# L L Secure Private Access 1 & 1ER T 31
BT 7 ETERINTWVWET,

3. 0Nl 2O U O LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database
@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 255G, Y1 FRICHIETET—EIXR—ZBEY b7y FTEATEIRVBENRHZH. LV
1ThDT—ER—-2=ZBEHERBFETER T IHVELHD 7,

ATV T2 T—EAR—RZRETS

# L L Secure Private Access #f FRHDT—2RX—XRZERL T Z2HELHD £F, CHIZFENFIZBETITS
ZEHTEFET,
1. 'SQL Server KR kI B —N—DHRI LBEANALE T Hl: sqll. fabrikam.local\citrix,
T—HAR—ZOT RLRIF. UTFOEXOWVWTNHATIEETETET:
s B—N—HF
+ ServerName\InstanceName
LR T75—4aR—2] ZBRLTLIETL,
2. [Hr ;] i, Secure Private Access 4 FDORRIEANILEF T,
e
ANNTE2HAFRBOKREICIEH. T—EIR—ABZOREHIHTITEFT, 7T—E2R—XZDER

l&CitrixAccessSecurity<sitename>THh. EETIF FtH A, T—EZR—XAZ%E S
2BAIA1 AT ZBENHZHBEE. Citrix FR— MMIBEBLEHE LTI,

3. [#Gi=T AR 20wy LT, SQLServer 1 Y22V AW EMTHZ L 2R L. BELIT—FR—
ABY A MIGFEETSZ e zBABLET.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name* (0

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

o Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

A
o« H T SQL Server WMERTEAWVEE. BHRF v IIFKMLET,
o SQL Server IZF|ATEZH. T—EAR—IBEELLBWVGS. BRF v IIdBIILET, L. BEX
vE—UhRRRINET,
» Secure Private Access 2. ¥ > ID #ER L7 Windows $B:E%=ER L T SQL Server #38:EL £ 9,
BENER:
s BEMERA T avidk. YTV IDICHBLRT—IR—IERIHZIGSICOAMERTETET,
e BELETRLRICT—EAR=IDBEFEELBVGE. T—EXR—IXHEENIERINET,
o T—AR—REFEMTZIEEIF. TDT—EAR—IADNET. BERT—EIXR—ERINHZ 2B LTL
TV, EROFMCOVWTIE. [T —EIR—IDBEICHELIER] #2BBLTLIETL,
FERRE:
FERA T aVEFERLTT—ER—REY F TPy I TEET,
FEEBRTIE. BMICRIUTrEA D O-RLTHS. [SQLServer Host] 7+ — LR THELT—4ER—
AP —N—LETROV T ERTITIHERHBD XY,
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pE
SQL Server L7 —aZR—XRIZT—TIL=Z1ER T 37D READ. WRITE. UPDATE #E[RHN <> I

WEA. T—EAR—IADERNEBTZ bbb Ed, ¥ Y L TEYABERZBMICTIHELHD £9,
FHHICOWTIE. T7—FZR—XADREICHERIER] #8BLTIEIL,

ATy T F—N—EHETS

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ#&#&: 9 5 ICIE. StoreFront &
U* NetScaler Gateway #—N\—DF#MEIEE T ZHENDH D £9, StoreFront & NetScaler Gateway »* ~ >
71w % Secure Private Access ICIL—T 4 VI TEIZLSICTBICIE. COBRGERITINENHD £,
Director —N— 512> A —N—DFMADIBET IHELHD £,

1. ROF@EEANDLET,

» Secure Private Access —/N\—D 7 KL X, ffl: https://secureaccess.domain.
com,

« StoreFront X +~ 7 URL, #l: https://storefront.domain.com/Citrix/
StoreMain,

« /X7 1) v 2 NetScaler Gateway 7 K L X—NetScaler Gateway @ URL, fl: https://
gateway.domain.com.

o RIEEIP 7RLR—COEMEIP 7 KL X StoreFront TO—INy ZRICEBRINIZDDLRALT
HEINBEHHDET,

e O—JL/NvZ URL —CZ @ URL id. StoreFront THEBEINTVLWEIHDLRELTHINELHD £,
fl: https://gateway.domain.coms

« Director URL: -(+ < 3 >) Citrix Director iZ Secure Private Access #1459 3OO T L2
Z—H—N—0IP 7L X% 7% FQDN,

e SAEVAY—N—DURL: -S> RT—2ZINELTRIET I DDAV I —N—DIP 7
FL R,

2. T9RTOURL Zi&iE) #20)y I L&Y
3. DNl 20w oL, RE] 20U w o LET,
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Access-A > FL =X

Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIZ—DHRAINZGEER. (T5—DrZT7I>a—T0 >0 ) THMAZHERLTET
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

LYo

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 4: Summary
Review the summary of your Secure Private Access setup.
0 Database Administration
o Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

o Summary

SQL Server Database has been configured.
StoreFront has been configured.
MetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Ty TYTINRET LIS, THE] =20 TBL31 20 v 0938, ROR—INKRRINET,
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Configure Gateway

You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

0 Configure StoreFront

You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Director

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Active users (O

65 319

Troubleshooting resources

@

Troubleshooting and Logs
View app access status and information for apps configured within
Secure Private Access.

Go to Troubleshooting Logs

Applications (O

Application launch count (0

316

&

Director
Search by end user in Director to view and triage Secure Private
Access session activity.

Go to Director

Get Gateway scripts

Mark as done

Download StoreFront scripts

Go to Director documentation

Mark as done

Access policies (D

30

Gateway
Log into your Gateway appliance to track sessions and manage
single sign-on across all applications.

=
o IBIEEBELLS. Web BBV —IILD [BE] > [#HE] M OREEZETETETET,
o Secure Private Access ##]1®TA VXA F—ILLT-BEEICIE. RERIERENMTSINET, TDE.

COEBEIIMOBEEEE LY F T Y TICEBINTEET, BEEDOU X MME. [ERE] > [BEEE] SRR

TZEFY,
Ffe. BEEJIN—TEEBMLT. ZOTIL—TDIRTOBEEENT7IELRATEZLIICTZIEDHT

TEI,

FARICOWTIE TV R = LEOREDEE] 2BRLTIZS L,

BEEDH 1 MCEINL T Secure Private Access #5E 3 3

1 [V FOERELIIBM] R—J T, [**BEEOY 1 MMIBMT 3] ZBRL. [** AAN]ZIUYILET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name”

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4. [#BEETAN] 220y LT, SQLServer 1 Y X2V AW BMTH B L =B L. IBE LY A MO T
—AN—RIIFETB e zBmRBLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

Summary | xa03-spa.training.local\SOLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

SQL Server host* (T Sitename* (C

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

P MIHIET BT —ER—IDBWVEE, #ERFT v 7KK LET,

5. [Save] 27 Uwv I LET,

BROREF T v IIiE. SQL F—ER—XAH—N—HPEBRINTWBE I %2R L. Secure Private Access % —
N=ICT I ERARETHZ C ZBRB T ZHICTHNET,

RDFI|E

+ NetScaler Gateway Gateway DR
s TV —a iR
s VIV —=2a3 DT EARIS—ERELET

D e S

August 26, 2024

UTIE. > 7L I XREAD—RERZA Secure Private Access DFEIVR—RY LTI,

+ StoreFront: -StoreFront 321 —4—%FREEL. I—H—DTIERXTBTRI MY T 7TV r—3>
DRA+T7ZEBELET, StoreFronti&D. TRI MY IR 7 FUT—2aoAQEILITH—EXTIER
ZA—H—IlRETS (T4 —TSA X7V r—>a>2 71 BRI LENET, oo 2—H—07
TVTF—=23>yoUYITRoVTay, da—brhy R BLUZOMOT—2ZBILET, CTHICED.
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e

IA—H—DEEOTNA ABMT—ELOHB1RFZTRDLSICHD 79, StoreFront & Secure Private
Access DHEEICDOVWTEH L < Id. TStoreFronty Z8BLTLZE L,

NetScaler ' — = = r: -NetScaler Gateway l&. BED T 717 I+ —ILENLIEE—DRERT
JERARA Y L EEHEL FT, NetScaler Gateway & Secure Private Access D#&ICDWTEEL <
I&. TNetScalerGateways #8RBL T T W,

Director: (+ 7> 3> ) Director RT3 . SRABNT+—IXVADBRE LS TN a—Fo>d
HIETEEIC AR D £ 9, Director % Secure Private Access £ #& 9 % ICid. Secure Private Access ICE R
TZHENDH S Director f—/N—D FQDN D IP 7 RL XZNATZHEHLH D £, Director & Secure
Private Access D#&ICDWTEEL < k. TDirector & @ Secure Private Access O#ia1 #8BL T
T,

FAEVRY—N—t S AP —N—EFZ1EVRT—R2%ZINELTRIELET, STV RHF—N—&
Secure Private Access DS DEMICDOWVWTIE, TZ 1> 2 —/N—¥ Secure Private Access D441
ZBRBRLTIETW,

Web Studio: Citrix Secure Private Access |& Web Studio a> vV —JLIZEEIhTWS 7o, 21— —
l& Web Studio h5 % —ERICO—LLRICT IR TEET, Web Studio £ ® Secure Private Access
DHEEITOVTEEL < IE. TWeb Studio @ Secure Private Access O#ia) #BBLTLLETL,

Director e 1t > X —/\—lF. U 1)—X 2402 H5 Secure Private Access ICHEETNTWVWET,

NetScaler Gateway

August 26, 2024

BE: ChoOZXEZBERAY3HIIC

. NetScaler 2 +v 7> 3 v 21T %H. NetScaler Bz REFETZI e =2HE8HLET,

. https://www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/Shell-Script-for-

Gateway-Configuration.htmlmh s X2 U F r&24o>O0-RLET,
# L L NetScaler Gateway %=1 ¢ % ICl&. ns_gateway_secure_access.sh #fERHL £,
Bt7ZM NetScaler Gateway # B9 3 ICld. ns_gateway_secure_access_update.sh #fERL £ 7,

5y T % NetScaler v 7y 7O—RLEJ, WinSCP 77 £#13 SCP O > R%1fE
ATE%Y, ffl: *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam
. local:/var/tmpx,

fl: xscp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/
var/tmp*
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E:

o —BT—2%EFRET SICIE. NetScaler fvar/tmp 7+ L4 —%ERTZ a2 BEIDLET,

e J7MIDLFITRTRESNTWVR 2B L TSIV, FreeBSD I CRLF ZzH7R—KL
TWFEHEA.

« T3 —-bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh*M
: bad dinterpreter: No such file or directoryh&RINZBEEIE. 17
RNEELLAWCEZEBKRLET, AU U T & Notepad++ REDEEDI Y FFFRANITF
1 PZFERALTERTIET,

3. NetScaler i SSH#E# L. > zILICHIDEX £9 (NetScaler CLI TIZ T x)L) EANALET),
4, 7y FO—RLIERZ )T+ ERITEREICLET, FDHICIZFchmod O9 Y REFALTLIEET L,
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7vFO—RL#&RY ) F % NetScaler > zJLTRITLET,

gateway_secure_acc 5.5h
ver name (defaul cureAccess_Gateway): spaonprem

5.cgusanity.net

ng protocol h
name: a
ate name:
Domain: cgws
/ port (Y/N): Y

figuration *
pacnprem

tion profile name: authnprof
er certificate name: ns32205

_apps from 0 to
apps from @ to

ateway secure_access_output

6. BANFA—FZNSILET, NFX—FZDUZMIOVWTIE, THHERMF 28RL TSI,

EESO7 7))L SSLERAEIC DWW TIE. NetScaler LOBEEOVY —XDZRIEIEET IHNENDD
ERS

B D NetScaler A< > R (F74JL bid var/tmp/ns_gateway_secure_access) Z&TH LW I 74
IWHERINE T,
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P

221 7 bDRTHIC. NetScaler & Secure Private Access 7501 > OEBENF v I INF
¥, NetScaler A Secure Private Access 7551 > &HR—bLTWREE. RTUTRIL2T
NetScaler #EEMAY— 7O R BT HHR—ETEBZELSITHRD. VY —=ZAADTIEINFHIRS
NTVWRBEICHEPHLWMEBR—SADQ VAT LI MAREEINET. AX— 2T OFHMAIZDOW
TE TRARX—= 7022 T DY R—b) Z8RLTLEI W,

Secure Private Access 75 & 1 > #gtld/nsconfig/rc.netscaler 7 7 1 JLICRESNTWS .
NetScaler DBEEIELEMICL TELL W TEET,

7. NetScaler CLI IcgIDEZ. FiLWI 7rILhS5E I /- NetScaler A< RENYFIOIT Y RTEIFL
£9, ezl

batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output

NetScalerid. Z71/LHh 55XV RE 1DFDRITLET, IV RABRET B L. ROOAT YV RISEAF
ERS

Y —ZBEETEIN ATV T 6 TAALENSTA—FZOVTIAHNEL BVEE. O RIZEKT S
AIREMDL B D £,

8. IRTOIARYRAERICKET LI ERRBLET,

P

IS—HREELTH. NetScaler 37D I > RERTL. VY —XEBHBISIER. B, N1V RLE

Fo LI 2T WINDDNTA=FHELLBVWHICFHLEVWI S —DRELIIBEIF. ROD SEK
ZPODEICZEBMOLFET,
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D8R % £ L T NetScaler Gateway |- Secure Private Access Z 19 %

EE77 D NetScaler Gateway L x4 ) 7+ %##EB L T. Secure Private Access 7 R— 332 HTEXT,
el CORVIVTMIUTEZEMRLELA:

o EE7FD NetScaler Gateway {4845 — /N —
+ NetScaler Gateway I\ Y REnFBEFEOLY > a>T7ooarvetysayR) o —

RITRICR ANV REEDREL. Y= b I BRONY I T v TEEBR L TLEI L,

NetScaler Gateway {R*EH —/N\—DHRE

BE77 0 NetScaler Gateway RABH —N—ZBMEIEEFH T B L FIE. RONFA—Z—DEREHDEICKES
NTWVWBZEZRERLTLEIL,

A —/N—DiBmn:

« tcpProfileName: nstcp_default_XA_XD_profile
« BFI2 1 7:ICA_STOREFRONT (O¥ > RTOAHEAAEE) add vpn vserver
 icaOnly: #7

RA8Y—N—DEH:

« tcpProfileName: nstcp_default_XA_XD_profile
 icaOnly: #7

i

R —N—%ZEBMT 3!

add vpn vserver _SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF

RIEF—N—ZFHT BICIF:
set vpn vserver _SecureAccess_Gateway -icaOnly OFF

RIEY—N—D/XF A —FZDFHMICDWVWTIE. vpn-sessionActionzZ BB L T 72T L,

NetScaler Gateway v 3>7o> 3>

t ayr7ovavid. By ayvRUY—2ERALTS— I RET—N—IINIYREShES, Ly 3
3

v
T EERTREEIE RONTA—EFDHERFADBICRESNTVR TR LTIV,

\/
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« transparentInterception: #7

o SSO: #A>

« ssoCredential: 75r<V

« UuseMIP: NS

« uselIP: %7

« icaProxy: #7

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" -2 ® X
b7 URLICESH®Z F9, /Citrix/MyStoreWeb X k7ADNRIEA T3> TE,

« ClientChoices: #7

« ntDomain: mydomain.com-SSO IZfER (F 7> 3>)

« defaultAuthorizationAction: #a

« authorizationGroup: SecureAccessGroup (CDFIL—THMERINTVWS 2R L TS
W T4 JL— 71 Secure Private Access BIEDRIER) S —% N1 Y RT3 DICERINTVET)

« clientlessVpnMode: >~

+ clientlessModeUrlEncoding: &8

« SecureBrowse: %

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: R X1 >

i
tysarr7oIarEBMIBICIE:

add vpn sessionAction AC_OS_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode

ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain

Ty a>T I EERTBICIE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

twar7oIarvRIA—2OFMIOVTIE. BB LT LIV https://developer-docs.netscaler.c
om/en-us/adc-command-reference-int/13-1/vpn/vpn-sessionaction,
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ICA 77t DEHM4

Secure Private Access 7551 > HR— T3 &S ICER £2IEEH I N7z NetScaler Gateway =B L T,
ICA7 7V RFIBLTREITI_EHTEET. ZDHE. Secure Ticket Authority (STA) =#m L. NetScaler
Gateway IV FT2HENRHD £,

*: STAH—/N—d@%. Citrix Virtual Apps and Desktops @ DDC BBED—EZT T,

FHMMICDOWTIE. UTOREYIEZBRBRL T TV

+ NetScaler Gateway T® Secure Ticket Authority #ak
o &< HBEM:Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

AR—bET7OERZTDYR—-b

RDON—2 3> Tl NetScaler Gateway 422 BEMICEEL£F, AV— b FIERZIERIRT 370IC
F=bDOzAO—-INY I T RLAZFERTIHEITHD £ A

¢ 13.1-48.47 5L UENLUE
¢ 141442 8LV ZENLUE

Y — b7t R%E51F. Secure Private Access 7S TA VU I IR MDAYA— LTEBMINET,

Zhi5o NetScaler N\— 3> Tld Rk bns_vpn_enable_spa_onprem#fidns_vpn_disable_spa_onpre
EEALTIOMEEZEN/EMICLET,

o OYYR (FreeBSD T JL) THIDEZ B W TEXT !
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

e DAYV R (FreeBSD & /L) #21TL T HTTP O—J/L7 Y F&BED SecureBrowse 517> b E—
REEMICLETD,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o VUERAMEERINIIBA. (772 RFIRI R=IANDUHAL I L ZBMICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_d

e« CDNTHRRFETNTWVWS 7 REIR] R—SHEFRLTLLIETU,

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

s BAICTBICIE. LAY FZEDHS—ERITLET,

o NINUDA DA THZHERT BICIF. nsconmsg AV REERTLET,
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+ NetScaler Gateway TAY— 7o RET BRI 2ICIE. TDVTHRA 2T OER) 28BL T

T,

NetScaler T Secure Private Access 754 1 > DB E %z 515

Secure Private Access 751 > DR E% NetScaler ICIRIF T 31C13. RDBEEZITVET:

1. /nsconfig/rc.netscaler 7 7 1L EER £ 72 IdEFH L £ 75
2. ROV EZ T 7AILICEMLF Y,
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr_wr.sh -ys call=toggle_vpn_redirect_to_access_restricted_page_on_c

nsapimgr_wr.sh -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. 771N ERELEY,

Secure Private Access 7541 > D% EIF. NetScaler o BEFEICHENICERINE T,

EER D FIREIR

+ BE7F0 NetScaler Gateway (EX 7 7~ TEMHTI £ IH. 1 DO U U T HTIEXIGTEF %W NetScaler
BRIZERICHD £,

+ NetScaler Gateway TiZ ICA 7OF S 2 FHELAVTL IV, ZDHEEIL. NetScaler Gateway H'#8
MEINTWBHEIIEMICHED FT,

o« U5 RICEBEINT NetScaler 2R T 3B E81E. Ry b T—2ICVWKOHDEEEZMZ ZHBELH D &
To T zE. HEDHR— LT NetScaler efthp IV R—%> FREDEEEHFTLF T,

+ NetScaler Gateway T SSO #EB#IC T 3B & k. NetScaler " 7S A R—rIP7RLXEFALT
StoreFront ¥ BET 3 e ZRABL TL TV, StoreFront D75/ R—K~IP7RLZEFEREL T, #HL
Ly StoreFront DNS L O— K% NetScaler 2 BINS 2 BELHBZIBELHD £,

NTVwoFr—bozAiAER# 7y 7O—R

INTUw o4 — kg +IC Secure Private Access Yo o5 7O XTEHRWESIR. NTUwoFr—roxA
iFEAZ % Secure Private Access T—A2AR—XIZT7 v FO— R T BHERHD £,

NTVyIF— b zAHBREZ 7Y TO— RT3 ROFIEZERITLES,
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1. BEEHERT PowerShell #7ci3av>rr 7O T hIr Y RUZBTE T,

2. 71 L7 kU % Secure Private Access 1 > Z b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAIZEBE L7 (fx 2Id. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools % &)

3. ROOARVRERITLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

OAVTHFRRANRTDRE

August 26, 2024

Secure Private Access 7351 g, TNARATZ v b T4—L%® 0S. 1 VX +—=ILINTVWBY T +UTT
MBERAYOI—H—ty g YaAYTFFIMIEOSWVWT, Web £/ SaaS 7 7Ur—o a3 >A0IdYTFFH X
F70t2R (RYX—bT701ER) #RELET,

BEEEEFAVTIANIAZTOERGEETIOERAR) O —IJBIMTE £9, Secure Private Access 7541 >m 1
VTFEZAMETE BN d—Y -0ty 3 VICERA TN S NetScaler Gateway RU>— (v 3>, &
B1ER:E. EPA) O&BITY,

Secure Private Access 75741 Vg AR— T o ERE2TEAYA—(FHLLWAOTS YY) L LTRITES D
Gateway ICO—IILN\w P B LTRITEBZ N TIET, #MICOVWTE TAX—hT7o12R4J1 #88BL
TLRIY

PN
Secure Private Access 7541 >i%. NetScaler Gateway THEMTE3 05> v o4 — b7 =1 BRIR:E
RIS —DHEHFR—ELET,

GUI ZEBRL THREZLRTZRET B

AVTHFRAMEITDREICIE. UTOXREDBFIEDNEENE T,

1. 932905 — U A EHRER) > —DRE
2. EROBFBAER) S —&T— bV AREBY—N—ICNIV RIS

ISy I — O TAEBRRER) O — D%

1. [NetScaler Gateway] > [RU>—] > [HaiRaE] (c#8L. [Bm] #2UvoLEd,
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2. BEORVS—ZERTBZHD. RUS—DERZEBMLEY, CORVS—BEAXEZLZTEE LTERAS
nEy,

3.TUOIR 723> T TBMI 20Uy LTT I3 ZERLEY. COT7 I3 VIFERDORY
V—THBHMAETERY, ez $3702ar=FRALTTY IRz, o7 ooa >y FERALT
TR ZEETERY,

Create Preauthentication Profile

Name*

win10_profile @

Action*

ALLOW ~
Processes to be cancelled

Files to be deleted

Default EPA Group

spaopdey ®

4. WEAT =L RICEHRZANDL. TERL 20y LET,

5 [R] i X=FHTANTZD RITr2ZFEAL TRV S —OREERLE T

Dashboard Configuration Reporting Documentation Downloads

k~ Create Preauthentication Policy

Name*

Windows10 (0)

Request Action®

Expression*

Select v Select v Select ~

CLIENT.OS(win10).HOTFIX == EXISTS

ROMIE. Windows100S 2F v U3 DIER I NI Y TILKERLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [fER] 20w o LET,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. BERIEER) S —ENA Y RTRREY—N—%BIRL. [BE]|ZIVvILET,
B.TRUS—) 023> T I+ 200w I LTRSS —EZNIVRLET,

4. RS —DER) THARHERY > —2#RL. 21 TDER) T MER) Z2BRLE TS

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5 RUI—RBER) S —HEDBEEZERLE I,

6. [Bind] ZoU v L&Ed,
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Choose Type

Policies

Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*

Windows10 > Add O
» More
Binding Details

Priority*

100

(- 1=

CLIZERLTHRELE T ZRET S

NetScaler CLI ©hp A< > RERTL T, FBAERIIAR) S —ZERLTNI Y RLETD,
5

« add aaa preauthenticationaction winl®_prof ALLOW

+ add aaa preauthenticationpolicy Windows1l® "CLIENT.OS(winl®)EXISTS
"winl@_prof

e bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

WLLWIAYTFI bR TDENM

1. Secure Private Access BIBO>VY — L2, [7IOERRUS—) 20Uy I LET,

2. FHLLWRU S —%ZERT 2D BEEORUS—ZBRLES,

3. MROFHDBIINTVBHE £I2 32T, IEH#EZEM 22Uy oL TAVTFREET L TIRT
IC—30 Z&RL. AYTFXMEJE (FlWindows10) #EANALET,

SBREFa XAV b

s VTV =2 3 DT ERRI—2RELET,
¢ AN—hT7IVERBZTDHR—,
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StoreFront

August 26, 2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,
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StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure
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Private Access 7 71 oiEE = HR— b L TLWEWEH T,

Director

August 26, 2024

Director % Secure Private Access L iE T2 L T, MEHNBN T+ —IYVROERE b TN a—F1 27
HETEEICZR D £9, Director % Secure Private Access L &9 3 1Ci&. Secure Private Access ICBER T B4
ENH 3 Director t—N—D FQDN D IP 7 RL XZANNTIHBELHD £9, sFAICOVTIE. TH—N—0D&5E]
ZBRLTETWL,

Director % Secure Private Access ICERT 2 ik, > TL I Z2N— 3> 2402 O BEHKREIT D Secure
Private Access D #47BERE T, Director BRI TV WEEIL. Director DRH/N—23>THS LTSR
2402 LIpgEA VA R—ILTRZRBELRHD £9, Director NI TICEBEINTWVLEHEIF. RFIN—S3>THD
LTSR 2402 LIpgICT7 v 70 L— R §2MHEHH D £9, Secure Private Access D&EIL. Director ZZ4R L AL
CRTTEEHA. HAHIRDBEICHEMLET,

« Director I Secure Private Access ICESEINTULEE Ao
o« NJiL7= Director® IP 7 KL X %713 FQDN I37ZEL £ Ao

Director # Secure Private Access ICE 8T 3 HEICDW T L < &, TStoreFront #+—/V— & NetScaler
Gateway H—N—0#&1 BLUV T4 YA —I)LEOZREDNEE] ZB8BLTILETWL,

pE

« Director &R x7/-id07 * viE. #ia Windows 85 (IWA) #HR— kL TVWEHEA, EEEHD IWA
%#{FMA L T Secure Private Access >V —)LicAd 1 > LiciBE. EEEL Director ZBRDOR:EE
WENNTEBEOKDENEFT,

« BIEEH Secure Private Access AV Y —ILIZFE#TH 1 > F > LIHBEE. TS5 DE#RIE Director
H—N—ADORIICFIATNE T, TNTHERNLAWVES. EEEISDIERONNERDOSNE T,

s Ly F Ty TORTRICEEENR® Director ZIBIMT 2 HENH 21551E. REDEE] X—Ih
5% LU Director z B8 L %9, v b 7w 71&IC Director DMz EH 7T 256, EESIILEEL
T35 DICRABRENNTIHENH D £, Director URL IPv6. SSLv3 DERETIZ. > J LY
AIFVIEHR— TN TUVEEA

Director &=2E'Y—I)L%#FEA L T Director %= Secure Private Access TRET 3

Config ™ — %% L T Director %= Secure Private Access ICRET DL IE. REERT T BDDHBERT
w 7T, 2L <IE. TDirector & @ Secure Private Access O#ia) ZBRL T LT,
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Director T Secure Private Access D1—H—t v 3> DORR

Director Tix. Secure Private Access D1—H—t v a3 ERRFTIET, FHICOVTIK, M1—HF—-TrD
Secure Private Access v a > &R #B8BLTLETL,

ZA1E XY —/N—

August 26, 2024

Secure Private Access 73571 >DSA Y X —N—ld. SV AT —2OINE L IBICHERMAED VR—
FYETT. FAEYRY—N—I& ¥Ht Y k7w FEIC Secure Private Access ICERTEH e dH, Ty 7
W IORTRICERFTLEERIZLHTIET, 512X —/\—% Secure Private Access ICE#RT 35
EICDWTEEL < IE. TStoreFront #+—/V—& NetScaler Gateway 4+ —N\—D#&1 LV T4V ~—/LED
BREDEE] 2BRLTIZTL,

Secure Private Access 251V A —N—IlBG5 T BICIE. STV RY—N—0DO URL #IEETEIHEHLHD
9, Secure Private Access 7571 >, BENICS T2 I —N—ICERINET,

A

o 1t 2% —/N\—IZ Secure Private Access 7551 > &FERTBICIE. SV I —N—Z 04
<% 1 oo Citrix Virtual Apps and Desktops 7O0—H—5 1> X&EA VA =)L ZREHLH
bFd,

 Secure Private Access 7501 >D 51> XY —/N—ld. N—=I3> 11.17.2 EJL K 45000 LARE
THR—FINTWVET, FAEV R —N—ZFTTICEHFLEDFEIF. Z1EXF—N—2N—-T3
> 11172 EJL R 45000 UEDN—=2 3 U7y FIL—RTBIHELRHD 9,

SAE A —N—DOFHBICOWVWTIE, 702 —/N—) ZBBLTIIEIL,

Web Studio

August 26, 2024

Citrix Secure Private Access  Web Studio a> vV —JLiZ&EE TN TWB . 21— —I3 Web Studio Z74 L
TH—ERICO—LLRICTIVEATEEY,

Web Studio N\— 3> 2308 L% 1 VR =L BRENHD £7,

Web Studio #i&zHBMICTBICIE. ROFIEZRTLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director/spa-integration-with-director#view-a-secure-private-access-session-by-user
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/director/spa-integration-with-director#view-a-secure-private-access-session-by-user
https://docs.citrix.com/en-us/citrix-secure-private-access/2405/spa-onprem-setup-spa#step-3-integrate-storefront-and-netscaler-gateway-servers
https://docs.citrix.com/en-us/citrix-secure-private-access/2405/spa-onprem-manage-settings
https://docs.citrix.com/en-us/citrix-secure-private-access/2405/spa-onprem-manage-settings
https://docs.citrix.com/ja-jp/licensing/current-release

Citrix Secure Private Access-# > 7L = X

1. Citrix Web Studio 1. Citrix Virtual Apps and Desktops 1 ¥ X b—S—F#I3#Ha DDC 1> X b—5
—EFHALTIYZAM=ILLET,

2. BELOERICEVN. 1Y b—ILEZRTLET, AV FO-F7RFLAOANAZRDSNS. OV ~O—
S7RLZR2LTDDCFQDN ZAAL XY,

3. 1Y b= L7=5. C:\Program Files\ Citrix\ Web Studio\ Site\ studio\ assets\ json 7 = JL
A—IC#BB L. spa-config.json 7 7 1 ILORBEEZEL T,

Web Studio @1 > X b= JLIZF 7 # )L RSN OBEIMER S Nz E1d. C:\Program Files\ Citrix o5
THILEDA YA M=ILEREELWGRICEZSRR TSIV,

Ef' Ch\Program Files\Citrix\Web Studic!Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run  Plugins  Window 7
I = ¢ [ = b N = == =
o = oelg]|ﬂo[|_l |q::’.J |Eﬁ :&|‘%0| | 4 e..-—LJuu@-_u‘|@ (0
[&=] spa-config,json r:il
1 =k
2 "name": "Secure Priwvate Accesa",
= "namespace™: "/zpa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "eonfigsT: {
& "preload"™: false,
7 "expandLeftNav": false,
8 "globalStyles": false,
g "cacheStyle™: truoe,
"stylelzolation™: false?
11 - Fa
12 = "props": {
13 I "cdnUrl™: "https:/ /e —-— .local:4443/accessSecurity/ui/",
4 "namespace™: "Sfocitrir/studio/spa”,
= |:—:| "backendServicelUrls": {
16 I "gatewayCorefpi™: "https:// i - - local:4443"

1. TSPAServery % Secure Private Access 7541 >® FQDN ICEZ#x T 72T Ly,

. Web Studio icoz 1> L%,

. ERlOFES—> 3> X = a2 —T [ **Secure Private Access ** 1 # 2 ) v o L T. Web Studio 5
Secure Private Access BBV Y —)LICT7 VLR L T,

w N

HTTP/HTTPS 7 U/ r—> 3 > ORE

August 26, 2024

Secure Private Access ZRREL 5. BEBOAVY —IADSTIVETIERRY S —%2RETEIET,
1. BEIOYY LT 7V r—>3>) #0U0v o L& T,
2. [77UoEM 20Uy I LET,

3. VTN EETBHMEERLET,
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o HHRARY RT=ISDINBT TV T—-a VA
s HARY FT—OORET TV -3 VA

4. [77VOHMB] LU a VICROFHEBENAL. [AN] =27 UvILET,

Add an app bt

To add an app, complete the steps below

~  App Details

Where is the application located? ™
Outside my corporate network

-@J Inside my corporate network

App type ™ App icon

‘ HTTP/HTTPS v ‘

Change icon Use default icon

App name ©

| } ‘ |:| Do not display application icon in Workspace app
google-translate

|:| Add application to favorites in Workspace app
App description

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity® &
‘ https://translate google co.in ‘ Internal
Related Domains * App Connectivity " @
| *.googleZ com ‘ Internal N

6 Add another related domain

n Carcel

s PTIVE-TTUT—2a>DEH

s 77UDHPRA-T T OBEELHA, COHAIF. T IR—RDA—H—IZRRINES, TTUT
—>ayOF—7—R%Z7+—<v FKEYWORDS: <keyword_name>TAAT3rHTIZE
To F—T—RZFERLTTZFVT—23>%2T74 V2V I TEET, HAICOVWTIE TEEATV
B53F—T—FRICEBVY—RDT 1 L2121 #ZBRLTLIIETL,

o 77UATIAV -ART 37 7 H Citrix Workspace Ul ICRRTNBHENHZ ATV IThT
JUR EZYT3B8) 2BMLET. 77U TeiCHLVWATIURBIMNT 5H. Citrix Workspace
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Ul hSBEOATIVEFERTEET, Web 77U E/ESaaS 77V DATF IV RIEET . £
D7 7% Workspace Ul OFED AT IV D FICRRINE T,

- AFIVU/MTATFIVREBENRETRET. BEEERT7IUILICHLLWATIVZEBMTE
7,

- AFIV/BTATFIVREN YIRS Y aTRYIZBENR DD T, 1 2iE. TEPRRAE
EM\IVSZ7U201 BETT, Flow ZOT7 14— L REAXFUINFRXBINFE T, EIE
B ELWATIVUZERL TWE 2RI IHENHD £9, Citrix Workspace Ul ©
Zaic [7F7UATIV] Zo=)LRIZAASNIATIVEDP—HRLABWVWES. £0AT7IVIE
MLWAFTIVELTERRINET,

feeZid TEDSRRCEEN) A7dU%E (77U ATI)) 74—I)LRIC TEDRRCEEN]
ELTERo>TANTRL., TESRReEEM AF7J Iz T, Citrix Workspace Ul iZ TE
TRACEEM CWHSEROHLWATFIUARRINET,

o PAYUTFAAV—[FAAVDEE| # IV ILT. PFIT7AAV%EBELET, 7V T7AI)
DY X3 128x128 P/ ILTHITIIZE ST, Ico ERDAPHR— TN TVWET, 7AIVEDT
BELARWES. T7HILMOT7AAVDRFEINE T,

s PV =23 1—HF—IIRTLABV-I—F—ICT7 TV ZERTLECABWMERIF. COF T3>y
ZEIRLTLET L,

« URL—77Us—>3>d URL,

e EERXAAMV—EERXIVIE. 7TV —23 > URLICEDWTEFAANIKAE T, EEEIZ. BEE
FTAREBREAA VETIIIEIR AV EISICEBMTEEY,
F:

- PTUDOBEEBERXAVHROT TUDEERXAM VY EEELTVWARVWI BB LET,
DEIBFEIF. TIRTOTTUDSEERXA VEHIBRL. CORXTUEFERLTHLL
TTVRERLTHSE, PTOCVRR)—TEFNICIGLTT7I7ERZRELTLETI L, D
7 71) % StoreFront ICRIRI B HDIERRFICTZh R T B HTIFEY, StoreFront
TT7TVZIERRICTRICIE [T TVORBERICI—F—IZT7 TV r—> 3 >zRmRn LAV
F7oarvEFEBRLED,

- EKIC. 2E7 7D URLEZROT7 FUDEER X 1> LTEMLTIEARD £H A,
- FHHICOWVWTIE. Web & U SaaS 77U —o a VBBOARI NS0 F7 4 R #58

LTLiEa v,

s TV —2avEBRICADICEBNICEM-C0F TS a>zo )y odd. COTTUN
Citrix Workspace 77U DB RICAD T TV LTEMENET, COF TS aVEBEIRTBZ L.
Citrix Workspace 77U 077U OE EBICEREDQHVWEED 7 AVHRRTINE T,

- A—H—IZBRICAD D5 OHIBRE R —7 71U FIBEN Citrix Workspace 77U OB RICAD
FIIVIVRIMDS T T ERBRTEBLS5ICTBICIF. CDOFT>a>zIoUvILFET,
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ZOATTavERIRT B . Citrix Workspace 7 7 OELBICHEBDED 7 AVHRTS
n¥xd,

- A—H—IZBRICADDSDHIBFZHFALAVW—CDF T3>z o v oT5L. FIAED
Citrix Workspace 77U DERICAD T FTU VR S T7 T RBBRTE < AD £T,

Secure Private Access >V YV =I5 ERICADE LTIY—I N7 U EHIRT 356, TN
5@ 7 71 & Citrix Workspace D& KICAD U X 5 FETHIBRT 2B BN H D £9, Secure
Private Access A> V=I5 7 FU%EHIBBRLTH. 7SIk StoreFront 5 BFMICHIBRI N E
Ao

o 77U -Web 77U 015413 [ AE]. SaaS 77 BE [MF] #BIRLE T,
5. [®RE] 20V oL, [RT]ZIUYILET,

[BE]>[7 TV —2 a3y RAA Y] TRESNTVBIRTOTZ FUTr—oa Yy RAAVERTCIET, SHAAIC
DWVWTIE T YR b= )LEDEREDNEIR] #BBLTLIEET L,

RDFIE

TIVT=23> 0T IEARI S —ZRELET

TIVT=2a3 DT I ERR)S—ERELET

August 26, 2024

TOERRIVO—%FRTRE. A—H—FBEA—F—JIL—TICEIVWTTTIANDT I Rz BME I3 ETD
ICTEET, I5IC. EFaUTAHIREEMTZ LT, 7TUAOHIRGEIF 7o (HTTP/HTTPS) =H%hiC
TEET,

1. BBOYVY LT 70€ZARIS— 20 )y I LFET,

2. [RUS—ffp] #0U v o L&D,
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Policy for Web/Saa$ apps Policy for TCP/UDP apps

Palicy configuration Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Create Access Policy

Create apolicy to enforce application access rules based on a user’s context.

Policy name and applications Policy name and applications

Policy name

Policy name
msn-pol | rdp
Applications Applications
msn
o Q | 600 @ Q
i
Conditions Conditions
User conditions
User conditions.
Matches any of e ‘ | spablricom e oo ns O R | Matches any of (% ‘ spacpdev.ocal N | || spaop devlocal\ SPAOP users @ ./
(¥) Add condition AND
Actions | Contextual Tags A\ ‘ Matches all of v allow_access @ A4
© Allow access (%) Add condition
@ Allow access with restrictions.
Actions

© Deny access

Access Restrictions (0)

(@) Add restrictians

() Enable policy on save

a) [RU>—R&JIL. RUP—DEFZENILET,

AT7TVr—=23>) T T7OERRUS—%2BRTZ 7TV EERLET,

NA—H—%H) T PTIANDOT VL REHFAFLIFES I3 F M4 1 —F—F 31— —JIIL—TFZ&ER
L&,

s WINMIC—H T —ILRICRRTNTVBZEOVWT NI —HT 31— —FBIIL—-TDH
W7o ZAzHaIhET,

e WTFHNIZH—HLAW: T4 —ILRIZRRTNTVBR DAY —F T I —TZBELIRTOI—H—
FEIN—THT7 IO RZHFAINET,

LAVTERMNETICEOVWTHORSEZEMT 2ICIE. T&GZEN 22V vy o LEd,. Tn502TIE
NetScaler Gateway " SERBENE T,

L TO2arvT FHHRICEOWTT IVICERT3HENHZRDT I a>onTnhzBRLE T,
s VUt R%ZFA

o IR E 7O R A
s TUEREER

[$IR S 721 R e e HBRLEBa, [SREEN] 2250y o LTHIREERT 3 5BH50 £7,
SHIROBMICOVTIE, THBAEEL T2 & 25R) FBELT RSV

FIR%EEIRL. [ET] &IV ILET,
e

MEPRG S 7o X &AL 70> a>id TCP/UDP 7 7V ICIFERAINEE Ao
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Add/edit restrictions ¢

0 selected Wiew selected only Search Q ‘
Access Settings Current Value

> Clipboard Enabled

> Copy Enabled

? Download restriction by file type Multiple options

? Downloads Enabled

> Insecure content Disabled

> Keylogging protection Enabled

? Microphone Prompt every time

? Notifications Prompt every time

> Paste Enabled

> Personal data masking Multiple options

> Popups Always block pop-ups

? Printer management Multiple options

> Printing Enabled

> Screen capture Enabled

> Upload restriction by file type Multiple options

? Uploads Enabled

> @ Watermark Disabled

> Webcam Prompt every time

8. [RERHCARUS—ZEMITE] ZBIRLET, COF T aVZBERLAVEE. RUS—RBIERINBTE
T 7FVTr—2aVIiCiFBRINE A, . FIILRAYFEERBLTTYIEIARI S —R=IhH
SRS —ZBYCTBZEHTIET,

7R ZR S —DEFRIEL
TOERRRV S —ZERT B L. T7 4L STREBUESHTIERRI S —ICRIDHTENE T, BERIBMIE.
TOEZRRY S —DFR—LR—ITHEBTIE T,

BERIEMLOEN NS WEL. BRIBANEDECAD. RAIGHEShE T, CORUS—DPERSNLFZFGHE—K
LABWEE. BRIBUESDNEVWROR S-S, EnLEDEETY,

BERIBUZEET 3213 MBEEl JIOLT7rI>ZEALTRYS—2 EFICHBELE T,
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ROFIRE

o V547> k> (Windows &1 macOS) hSHERERIEL £9
« TCP/UDP 7 71U @iz &. Citrix Secure Access 7 547> bicaOd 14> LT 9547V
(Windows & & ¥ macOS) hSiEm=EHRIEL 9,

Y2 7L IBRAREE

TOERGIRET T3>

August 27,2024

[BIRN ST IR ZHA] 7O a Vv aBRTDE. BHRIGLTEF 2V T FIRZERTSET, ChootF
AT HRIE. PRTFLTHSHLHEREINTVE Y, EEER. OEAEHbEZZEELLLDEMLED TS
CZIFTEFEEA
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Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

v

Download restriction by file type

N

Downloads

~

Insecure content

v

Keylogging protection

v

Microphone

v

Notifications

v

Paste

N

Personal data masking

hvs

Popups

v

Printer management

L

Printing

\/

Screen capture

v

Upload restriction by file type

N

Uploads

@ Watermark

hvs

~

Webcam

View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

Search

Q|

7y TR—F

Citrix Enterprise Browser "5 7 VAL FIZ. TOT7 IR —%EMBL T SaasS £7:z1sAW Web 7
TUTOYDERD/OE—/MDHHEEEBM/EMICLET, T 7 4L ME: B

-

Citrix Enterprise 75490570 LEL SIC. TOTIVEARIS—%ERAL T SaasS £7-I13AE Web 7
TUHEDTF—EOAE—2BMEIIENCLET, T 74/ ME B3,

pE

¢« RUL—TO Uy TR-FHEREAC-FIROBANEMICAR>TVBHE. 71Uy FR—RHIRAIE
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Citrix Secure Private Access-# > 7L = X

—HREDBEBETNE T,

s IVRI—HW—iF TOFIRIAPEMCA>TWVWEITIUTr—>3 > IC7 727 3IC1d Citrix
Enterprise Browser N\—> 3> 126 UZFER T 2HENBD £, TS5 LAV, 7FUTr—>3
YADTIEIDFIRINET,

e PTZURDOIE—REZ SHMNEIHT B7-0IC. BEEREF2V T JIL—THIRZFERATSE
To FHMICOWTIE. TEFa2 VT TIL—TDI Uy TR—REIR] Z8BLTIEIL,

T7A4INE2A LB Ao O0— REIR

Citrix Enterprise Browser "5 77X L7z FiZ. TORY O —%2FERAL TIA—H—H14FED MIME (7 7-1)L)
24 7% SaaS £7zIdWHE Web 77U Hh 5400 O—-R§ 3 e B EIFENICLET,
pE
e A7 O—RFHIRICIMZA T, 771N EAFICLBZE 70— REIRLFERTETET,
e RUL—THIYO—-REIBRE T 71IILEA FHIRICE B AT >YO— RHEIROBADNEMICHE>TWVDS
BEIR AU O-RHERVLT 7L E21 FRIRICE B Z 7> O— FEREDBEBETNE T,
s IVRI—H—E ZOHRBPEDICH O TWVWR T IUTr—>a3a>Iic7 o227 32, Citrix
Enterprise Browser N—23> 126 Lg% ERT 2 MBI HD T, 25 LBVE. 7FUTr—23
IANDTIEZANFIRINET,

MIME 24 704> O0— RZ2EMCTBICIE. ROFIEZERITLET:

1. 7O€RRVS—%2ERETRBBELE T, 7I7ERRU D —DERICDOVWTHLLIE 772K —
DEREI #BRLTLRETL,

2. 170> 3> T, THIBEGSITHA ZBIRLET,
3. [ 77N EATROE T O—RER] #oUw oL, [HE] Vv ILET,
4, [T71NLE21TRDA YT > O—RER] BER—T T, ROVWThhEBIRLET:

o FISMNZEBRVWTIRTOA T YO— RZHA—-TOv I $T2HERBH D21 TZEIRL. thOoITRTOH
1 7ZHFALET,

o FISNEBFRVWTIRTOA T YO—RZ2TJAOyvI—T7yvTO—RTIZ41TDAHZERL. ZOMMD4
17FFTRTIOVvILET,

5. 774NWE2ATH IR MIFELREVGSIE. ROBEEITVET:

a) M4 LMIME 2+ 7%8Bi1 22y o L&Y,

b) [MIME % Z®i&mnl iZ. MIME % F%category/subcategory<extension>7#—
Ry R TAALET, e zid. EiE/PNG,

o) [RT]1 =20 Uv I LETY,

MIME &1 ZHHISMJ R MICRTESNB K SICARD E LT
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IVRIA—H—DERINT 7121 T2H4 70— R L&S5 3L, Citrix Enterprise Browser IR DE
HEXvE—JERRLET:

x
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.

( ok )
AyrO—R

Citrix Enterprise Browser B T7 7R L FIE. TORU I —%ZFERAL TA—H—h' SaaS £7 13
Web 7Z7URNSA DY O— K9 ZHMEEZBMEITEMCLET. 77 4L ME B3

P
RUS—THIoO-REBE T 71ILE21 THIRICEZ A7 >O—- REBEOEANEICHE > TWVWBBEIE.
Ao O—REBEIP T 71ILEZA TROE T O—-RERLDBHEELEINE T,

REeTHRWIAYTVY

Citrix Enterprise Browser @BHT7 ALz FIZ. TV RA—HF—HI DRI > —TER I NIz SaasS £zl
R Web 77UHDRETHEWIVTIUVILT I EATIRVWLSICTZ L EBMELIZEMCLET, RET
HUWIAYTFIVEiE. HTTPS UY o TIEBR HTTP U Y o2 ERLTWeb R—Ihs U > oanTV0W3 7710
DIETY, 774 ME: B

ROMIF. RETHRVWIAYTIVICTIVEALIL SOBHMOFIZRLTWVWET,
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Waiting for insecure
INSECURE SCRIPT LOADED AND RUNM

googlesamples.github.io X

S .
o B B Certificate is vahd
View page over
This page loads the [g Pop-upsand re t aliowed (default) D
requested by the brc
modern browsers bl @ Cookies and site data v
the page is viewed ¢
Site settings

[ intemnal | Restrictions | @@ Notsecure googlesamples.github.io/web-f

N

3nt example!

Jest case of mixed content. When the simple-exampie.js 1
wntent and take control of the entire page. Thankfully, mos

aiay an efor in the JavaScript console. This can be seen

s )

F—OF > JRE

Citrix Enterprise Browser @B T7 VXL FIC. COTIEARIS—FERAL THF—OH—H SaasS 7
IFHZEWeb 77 UDSF—IA MOA—VEF v TF v T2 EBMELIBENICLET, T7 1)L ME: B,

XNT1Y

Citrix Enterprise Browser R T7 X L1zHE. DR —THERINT: SaasS £71ZmWEH Web 77UR
DIAVICTIERTBPICA—HF—IC IOV T ERRTEN. LAEWHEI—H—ICBRLET, 774k

f&: BEHERYT %,

IVRI—H—iF. I IFIRDPEMICHE>TVWE T V=23 >Iil7 o8 X$ 32, Citrix Enterprise

Browser N\—2 3> 126 I ERT3HELRHD 9,

T 7 eRTETICBRINA VZFATBICIE. ROFIEZRITLET:

1. 7OERR)S—BEREIFRELZ T, FHFAICOVWTE 772 2AR) o —DEFE] #BBLTLETL,

2. T702 3>y T THRIE T Z2FRLEYS
3. [w1u]=v 0w oL, [BE] 2V Vv ILET,

4. ITVDRER—I T, BILTF IV ERZ2H0T21 20Uy I LES,

()]

ARE]ZOVYOL. [RT] 20UV I LET,
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+ Secure Private Access K1) > —TY 1 JHIRNEMICH > TLWSHA. Citrix Enterprise Browser
IZId T3Fe)) REDRTIINE T,

« 'Secure Private Access) KU > —@ TMBEIFERY %1 47> 3> 0iz&. Citrix Enterprise Browser
OBEBIZ/O-NILT TV r—>a >Rt —EX (GACS) AT 3HE S hIC& o T, Citrix
Enterprise Browser ICBRINZ3RENELD £7,

- GACS #1933 &. GACS 2 Citrix Enterprise Browser ICBRAINE 9,
- GACS #fER LA&WES. Citrix Enterprise Browser iZ M&R1 £ WS REDRTINET,

o IF7E. Secure Private Access 13¥ 1277 Oy % HR—FLTWEHA, X122 T OV I T 3%
ENHBHEEIE. GACSEN L TITSHELRHD 9,

GACS IcoWTa¥ L < IZ. TGlobal App Configuration Service iZ& % Citrix Enterprise Browser 0 &) 2%
BLTLIET L,

PRl

Citrix Enterprise Browser "5 77X L7z FI. TORU > —%ER L THEB I N SaasS £713mE Web
T7UADEHNE - —ICRRT B3PI, A—F—IZHFA/TOV T ERRTLET, T7 )L ME: BRIFERT
%o
IV RI—H—F COHRBBEMICAR>TWEI T IV r—> 3 VIC7 729 3124, Citrix Enterprise Browser
N—=23> 126 LEEFERTIHRERHD £T,
BRETIOBMORTE IOV I T BICIE. ROFIEZEITLET,
1. 70RO —%ZERERISHEL £ T, sHAICOVWTIR 772K o —DEEI ZBRBLTLEIL,
2. T7023>) T, THRIE T Z2BRLETS
3. [EMEIVYIL. [RE] ROV ILET,
4, BAMRER—IT, MBIc@Mz7/0vo9%1 20y LFET,
5. [RE]|Z20Vv oL, [RT]ZVUvILET,

R—Z b

Citrix Enterprise Browser 577X L7 FIZ. TOF7IERRU I —%=2FERALTIE—-LT—2% SaasS
F7I3RE Web 77UICBED T2 e 2BMELIIEMICLET . 77 4L ME: B3,

i

¢« RUS—TO )y FTR-FHIRCEEDFIFEROBMAMNEIICE > TVBIHEEIE. 7y TiR— RFHIRA
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BEDFITHIR& D HEBEINEFT,

s IVRI—HW—iF TOFIRIAPEMCA>TWVWEITIUTr—>3 > IC7 727 3IC1d Citrix
Enterprise Browser N\—> 3> 126 UZFER T 2HENBD £, TS5 LAV, 7FUTr—>3
YADTIEIDFIRINET,

o TTUROD 112 SHOMM K FIEHT 270l BEBEEFa1UTr VI —THIREERTE £
To FHMICOWTIE. TEFa2 VT TIL—TDI Uy TR—REIR] Z8BLTIEIL,

BAT—2DIRXF>T

Citrix Enterprise Browser @HT7 X LTHBE. TORU > —%FEHL T SaaS £71dRZ Web 77U LD
BA#AER (P) 2HEFIEITRF VI TECE2ENEIIENCLETD,

i

IYRI—Y—E. COFIBRIAEMICR>TVWE T FUr—>a il 702229 %2l Citrix Enterprise
Browser N—> 3> 126 IR T 2HENRHD £T, €5 LaVE. 7TV Tr—23 > ADT7 72 XHH
[RENET,

BAZRETETZBEREHEEZIIRTICE. ROFIEZRITLEY:

1. 7O€RRUS—2EREIIBEL F T, FHFMICOVWTE T7 7RI —DFE] 2BRLTIET L,
2. 1702 3>) T, NGRS E TR ZERLESS

3. [AAT—E2RF>T20Uv L. [&E]Z20)VvILET,

4. BLIEDBRLED LIcWMBEREr P2 #RL. (Bl 20Uy o LET,

BRI THEREFAD) A MIRTINBVERIE. AXZLBERIZ A TZEBINTEEY, FHICDOVT
3 THhRE2 LIEHRZ 1 TDEMN Z28BLTIEEWL,

5. RRAF VI A TEERLET,

o JIRAF VT HBREREZTLIEBLTHOBVESICLET,

s BMOMBRIRF VT HEBREHLANICAN—LET, BAETZEI/ a3 0HHED EIFch.
DIZEDTEHDEY,

MEAT—F 2T 1 ZBRLIEGEIE. XEOEKBEELIIREDISBREINFEERIRTZHELNHD £,
[BDOTRIXFE] 74— LR [** BBOIRAIXE | T4 —ILRICHEEZNNTEIHRENHD
9,
FLE2—T14—)LRICBRRAFXY T T+—I v bPRRFINET, COSLEa—RRAXZLRI S
—TlIIERATEEEA.

6. [RFE] 2OV IL. [RT]ZIUYILET,
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H 22 LEREZ A TZEM

BRI TOERRIREZEBMT 58T, DRELERZ A TZEBMTEET,

(B85 1 7OEIR] T [ HXZL] ZBIRL, [BN]EZIUvILET,
[Zx—ILRE]IC. YRUTBBERY TOEHENALET,
[ 2% 1. BRE21 TONXFHEENALET,

> wnh

(7:[0-91{ 3 } )?s
5. TRNTOER. FRBBRNERBBROBXFETZITEHER. IRAF VT2 THERLET,
6. [REIZOUYIL. [RT]IZIVYILET,

ERRHV(RE2 51T S V)IL. hRZLERIATORZANLET, fl: "4[0-9]{ 12 }
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Select information type

Select... AV ‘

Personal data masking settings

Custom 1

Field name

Visal

Number of characters
12

Regular expression (RE2 library)

#4[0-91{12H7:[0-93})7S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

RO, PIBIZRIENTVWBH U TILT TV ZRLTVWET, CORICIE. PIOYRXF2JICET 2BEMBR

RINET,
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(@3 [P Restrictions =@ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 Yy & O @

[ Cloud Software Group Bookmarks X

@ Windcave

Windcave eCommerce test details

Sensitive data redacted

Personally Identifiable Information has been
Search | Q masked by your admin. UP ENQUIRE SYSTEM STAT|

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

Ry F7v>S

Citrix Enterprise Browser "5 77X Lfc e FiZ. TR —THERINTz SaasS 713 Web 77UR
DRy TTY TORTEENELILEMNCLET. TI7 4L ETIE. Web R—=JSRHRDKRY T7 v FIFEHICHR>TW
9, 77 ME Ry TITYyFREICTOVIEINET,

IV RI—H—F COHRVPBEMICAR>TVWE T IV r—> 3 VIC7 7R $ %I2id. Citrix Enterprise Browser
N—=23> 126 LEEFERTI2HRERHD £,
Ry Ty TORTEZBMICTBICIE. ROFIEZETLET:

1. PORRRVS—HERELIIRELE T, FBICOVWTE 77 IR > —0HRE] ZBRBLTIEIL,
2. 770> 3>y T, THIRMG S THAL 2BIRLES,

3. RyFT7v Tl =2IVvIL. [RE]ZIVVILET,

4, Ry TPV TERER—TT, BRI F7y F2sFaldd) 20w LET,

5. [®RE] 27V IL. [RT]ZIVYILET,

ENFRI
Citrix Enterprise Browser "5 77X L7z &I, TORU > —%FERL THEB I N SaasS £713mEF Web
TIZUHEDT—EDEREBMEISENICLET, T 74/ ME: B

IV RI-—Y—DEHRERDEMCA>TVWET U —23 Y5V TOVYEHRILESETRE. ROAXYE
—JHRRTINET,

Printing has been restricted by your
administrator.

Lo

A
¥
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=
RS —TEHRIFIPRE 71 > 2 —BEFIROTADBEMICE > TWVWBRIHEEIE. ENRIGIRA U > 42 —EEHIR
EOBHBEINET,

T E—EE

Citrix Enterprise Browser "5 7 V£ X L#iBE. TORY S —HERE I SaaS £7:13AEE Web 77U H 5
BEENEBR LT V2 —2FERALTT—2OHRZEEIFEMICLE T,

i

o T YAEIEFIRIZ. ENRIZBME 7 IZENICT ZENRIFIRICIMZ THERATE X7,
TR —THRIHRE 7 Y ZERFIROEADEMICR > TVWBIHEIE. EIRIGRA T > %
EEFIREDBBREINET,

e IVRI—H—E. COHIBRNEMICHR>TWVWEZT IV r—23>Ic7 012279 3I11E. Citrix
Enterprise Browser N\—2 3> 126 UEFERTI2HENBD £, €5 LAV, 7FUTr—>3
IANDTIEADERINET,

ENRIFIRRZ B2/ EMICT BICId. ROFIEZRTLET:

1. 7O€RRIV—%ERELRBBELE T, 7I/ERRUD—DERICDVWTHLLIE 772K —
DREI BRLTLEEL,

2.7 3> T, THIBRIESTHA ZBRLET,

3. [FUvaBR| EIUv L. [HE] VIV ILET,
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Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence. Requires Citrix Enterprise Browser v126 or later.

Network printers
() Disabled
(® Enabled

Enable printers by hostname

All printers are allowed by default unless specific hostnames are populated.

&.g. local. domain.net —'—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
@ Disabled

() Enabled

s ™
Save | Cancel )

1. EHICISCTHSNZBIRL TS ET L,

s RYRT—STUVE— Ry FT—ITUSE—lE Ry T -2 IS L TERO I — HER
TEBTULE—TT,

- 3 Ry FT—S LOTRTOT Y VS 5 OERIBEICHD £ 5,

- Enabled: $ATOFRY hT—5 7> 2—hSOMRMENIED ETo TUSE—DHKZ b
ZHEEINTVBHAE, HEINLTUYE—LIOTRTORY hT—5 T YL 2—HT Oy
SINET,

Ry RT—ITUSRIEGRZ PR THBIS N ET,

e O—NILTVE—-O-AILTFIEZ—F BREGRZNALTELZOIVE1—2—ICHEEELTHO
T NAZXTY, COEGIFZBEE. USB. NSLILR— k. £EZOMOEEZE N> Z—T T —IX%ZN
LTEZICBDET,

- \E TARTOO—HILT) > Z—D5DERINEMICE>TWLWET,
- B IRTOO—HILTI 22— 5DOHRIBEICE > TVWET,

+ Print using Save as PDF

- W 7= a3 oh50ayT oV E PDFFERTRET B CIZEMTY,
- B 7TV —=>a3>na>7 oV %E PDFEATRETE XY,

2. [Save]l #oUwoLEY,
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ZY T=O T OEBEMCES>TVBIHA. 1585k T —ILRTTUVEZBRLELSETBE. FEDT) >
FEDTL—RTINET,

F7-. TPDF & LTRTFI ZEAL TERIDEMICHE > TWBIBE, M58kl 70 —ILRD TEFlzRERI V> 0%
Vwod3c. TPDFELTRTEFI 272a>h I L—KRREhET,

Select a destination

Q Ibea:ch destinations l

o Some options have been restricled by your administralor

5  banpprint01. s.net Canon R-ADV C5550/5560

8 HP Ink Tank 310 series @ | 5 MacBaak Pro

= 4
Ir Manage LI | | Cancel
\ / N

RO)=2F v TFv

EEY Y SFvy SO LF7I1E7 7)) =R LT Citrix Enterprise Browser @T7 AL ST, TD
RS —%ERALT SaaS £7-I3WH Web 77U b SEEEZF v IF v I3 MEEEBMEIFEDICLET, 21—
H—hEEZF v 7FrLELSLTHE. THOBERIF vy FFrInkd, 77/ ME: B

T7ANEAFICEB Ty 7O— FHIR

Citrix Enterprise Browser "5 77X L7z FiZ. TORY O —%2FERAL TA—H—H14FED MIME (7 7-1)L)
24 7% SaaS F£7IdWH Web 77UN 54 T Y O— RIS Maez B EITEMCLF T,

i

o Py Z7O—RERICINZA T, 7710 EA7IC&B 7y 70— REIRBERTIET

e RUS—TIT 7ML THIRICEZ Ty FO—-FFHIRE 7y 7O FEIROEADNEMICHE>TWVS
BRI 7y IO—RHERST 77IILE21 FRIRICE S 7y 7O— FHEREDBHEBETNE T,

e IVRIA—H—E ZOHIBENENCHL>TWVWBR T IV Tr—2a3 I 7 o729 32k Citrix
Enterprise Browser N—> 3> 126 g ERTIHELHD T, 25 LBV, 7TUTr—3
IANDTIEIDFRINE T,

MIME 21 707y 70— RZ2B3H/EHICT B3 ROFIEZRTLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64



Citrix Secure Private Access-# > 7L = X

1. 7O€RRUS—#EREIIRELET T, sFHAICODVWTIE 7o AR) o —D1ERI #B8BLTLIET L,

N

7o>ar) T THIRMGETHA Z#RLE T,
3. [ TRloTy FO—RER] 20Uy oL, [RE] 22V vILET,
4. 771LNEZATROT7 Y TAO- FRIRKRER—S T, ROVWITIAZRIRLET:

FISNEBRVWTIRTO 7Yy TO— R EZFHFA—BIRL =21 TZ RS IRTO 7 7L 27y FO—RLET,
Bl EBEVWTIARTOT7 Yy 7O—RETOvISERLIEZA TZBFESTRTO I 7ML G TO7y FO—
ReEJOvoLEd,

5. 77MLMEATHU I MIFELBVSEIZ. ROBEZTVET:

a) M4 LMIME 2+ 7%8Bi) 22y I LET,

b) [MIME % Z®i&n] iZ. MIME % F%category/subcategory<extension>7#—
Ry RTAALET, e zid. EiE/PNG,

o) [ET] 22UvoLET,

MIME &1 ZHISNJ R MICRTENB K SICRD E LT

IVRIA—Y-—DHIRINT7IILE1T2T7 v FO—RL&S 9 3L, Citrix Enterprise Browser [$& & X
vE—CZRTLET,

4
File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.

7y ZO—R

Citrix Enterprise Browser @HT7 A Lt FiIZ. DR > —THEE I NIz SaaS £7I3RE Web 771
ATOI—H—07y TO— FEEEZEDEBEMCLET. 77 1)L ME: B3,

pE
RUS—TT7yTO—RET7AIINEATHIRICEZ 7y 7O— REIBROAAHDENICE>TVWBRIGEEIE. 7
v ZO—RERN T 71 ILE2A THIBRICEZ 7y 7O0—-RGHIREDHELINEF T,
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VF—F—=<X—7

A—H—DOI YDA —H—RBEY IPVRLRAERRIBI—F—EBEDIA—F—X— 28N/ EMNLET, T
T AL SME: ER,

Web H X5

Citrix Enterprise Browser "5 7 V£ A L1cBa. TORY O —THEB I NI SaaS £7z13RE Web 77U RO
Web AXZIC7IERTBRLGIC. A—H—IC7OY T rERTTEH. LAVWHEBRBLET. T 74 ME E
ElFERT %,

IvRI—%—k Web H XS DEHIRNEMHR>TWE T T Ur—> 3 VI 7o X9 3ICid. Citrix Enterprise
Browser N—25> 126 LIEZFERT3HELNHD T,

BRXvtE—IhRRINTICER Web AXSHEHFATBICIE. ROFIEERTLET:
1. 7O€RRIV—%EREIFBELE T, sFAICOVWTIE T7 7 EZRU O —DRE] ZBBLTILEIVL,
2.7 3> T, MERTE TR ZFRLES,
3. [Web AxXZ]zoUwvoL. [HE&E]Z0Vv I LET,
4. Web HXSORER—T T, TBICT IR %EHFAT TSI 2oV vILET,
5. [REI22Vv oL, [RT]ZIUvILET,
A
« Web 71 X S #IR A Secure Private Access R > —THIMICH > TWBIF A, Citrix Enterprise
Browser iCl& TEFrRI1 REDRTINE T,

« TSecure Private Access R > —a TEEERY 51 47> 3 > 0iF4E. Citrix Enterprise Browser
DOEBEBICIJO—NILT TV r—>a ViEmt—E X (GACS) #ERT2hE S HhIZ& > T, Citrix
Enterprise Browser ICBER TN RENELD £7,

- GACS zfEfR 9 %35 &. GACS 2 Citrix Enterprise Browser (C#RAINLE 9,
- GACS #fER LA&WES. Citrix Enterprise Browser iC M&R1 C WS RENRTINET,

o IR7E. Secure Private Access i Web A XSnJOvo#HR—bbLTWEEA. Web AXS5%ETO
v T RZHENRHBZBEIE. GACSENALTIOVITEIHRENHD £7,

GACS IZDW T L < I, FGlobal App Configuration Service IZ& % Citrix Enterprise Browser 0 &g #%
BLTLETWL,

EFXalTaIIN—TDT)y TR—RHIR

X2V TFaON—TFRIR([7TVr—>ar]>[** X2 0T JL—T]) 2ERALT BELLTTVIIL—
TOOVYTR=RFPIVCRZBMICTEEY, EFaUToJI—FIliF. AE—TF U RR—X MEFZRITTE
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Citrix Secure Private Access-# > 7L = X

B7FUDEY FABIDYTENET, EFaUTAIIN—TDT7FTURTIU Y FR—RFPIEIEBMICTBIC
& POERBREERRETIC. TR £/l M HIRRMGSIHT ) 7o avzEALTTIERARI O —%K
ETIRENRHDET,

e LXaUT o JI—THIRDBEMICHE>TWVWIRIFE. BR2 X2 VT4 0N —TFOT7FVr—> 3> 8T
F=REOAE—/D}ITTE R TI A, e xiE. 77 TProdDocsy MeExalFcJIL—7F
rSG1y ICEL. 77V TEdocsy ExalFo7IL—7F ISG21 ICBLTWAEBE. mADJIIL—FTaE
—/[BED T EIRAEMICAE > TWTH, TEdocsy 75 TProdDocs) > FoYEIE—/8ED 1793
LIFTEFEE A,

e TXaAVFA4TIN—FICEENTVWARVWT TUDHFE, FIRGESOF7 /2 3 VEFaleHR (AE— BED [T
FE IV TR—R) 2BRLTTF7IELARV—%2ERTETET, COBE. 7IVIEEFau7c0)
—7O—ETIRBWH, JE—/DHIFEIREZDT7 TVICERATEE T,

F:

Global App Configuration Service (GACS) %/ L T. Citrix Enterprise Browser @HT7 V293
TTZIVDOUVYTR—RT77E2R%EHIRTZHTETFET, GACS ZEH L T Citrix Enterprise Browser
ZBELTWVWBRHER., Y PRy IRy TR—RZBMICT S 77> a>zFRALT
IV TR=RADT7 I RZEEBLEFT, GACSZERALTIVYTR—RADT7IEXZHIRT 3 L.
Citrix Enterprise Browser BHT7 VL RTNZ2IRTOT TUICEAINET, GACSIZDOWVWTHEHLL
I&. TGlobal App Configuration Service iZ & % Citrix Enterprise Browser &I #8BL T2,

XTI —T2EHTBICIE. ROFIBZETLET:

1. Secure Private Access AV —ILT. [7FUr—oav]#oUy oL, [EXxaUTF«dIL—T]&#I0
v LEY,
2. [FLWEFaUTFo T —TFREM 2V v I LET,

Security group name

l sec-group-1 |

Add web or Saa$S applications

‘ dribble > Wikipedia X Pinterest O\‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. ExalF0 0 L—TOREENALET,

2. "Web £7zixSaaS 77U —> 3> DB T, JIU—Th§37T)r—>araE&RLT. JE—=T7 >
RR=ZMIEZBICLET, TLERIE. VFRTo 7. EVELZ M RUT L,

3. [Save] zoVUwv o LT,

)y FR—ROFHMBEDFHMICOVTIE, TR 7 I 7TV —2a > ek B7 7O IE—/BEDMITOY
FO—ILzB3IcT 51 ZBRBLTLETL,
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I > ka—#—7 Citrix Workspace 5 Ch 5D 77U —> 3> (Wikipedia. Pinterest. Dribble) %i&2#h
T3BE. H37TVr—2arhstxal) T dIL—TROMBDT TV r—>avicT—42%#EF (AE—/R—
Zb) TIBZRENHDFT, AE—/MD[FHI 7TUTr—>3 Y TITICEMICA>TVBRMOEF 2 ) 7
RICBGRDRCIThNET,

fef2le TYRI—H—& I EOO—ANTTFVT—2 a3V ERBERRAAT TV r—2 3 0h 5 N5 DIEE
N7 TV T—2avilary 7oV e dE-LTHDEIFZZLIEITEEFEA. TOFEBLREKTY, BESNLT
V=23 hsRo7 V=23 icdyFoYAIE—Shd e, ROBHMARTINET:

X

Pasting blocked

Your admin has prohibited copied data from being
pasted here.

( ok )
s

o)y 7R—ROFMRE) £ a>0A T aYyaFERLT. - - EoO—hILT7 T r—>
AVELIEFRABRT7 V=23 >y bO—IHh 50V T YYD IE—/MD T EEMICTI T, H40
ICOWTUE TRA T T7 TV r—> a3 e R 2AB7 7V 02— /M0 bO—ILEBMICT 21 25
BRLTLLIETL,

FHERLANILOIE—[RED T EBEMICT S

BELEIIN—TDOT7TVr—2a>NT, SOMEHDRLARILOIZ Iy T HR—RT7IOEIZBMCTETET, 2D
DICIF. PTG —=2 3> 07 0ARUS—%#ERL. * BEBICRECTIE—-[MOFITHIREZEMICLET **

paH
SOMEDBELARILOI )Y TR= TV ZBICERLIEFEDT IV ERR) =D £FaUF«JIL—7
BICER LR S —EDBHBEENBVI L EZRBL TIET L,

il

Wikipedia. Pinterest. Dribble ®3 207 7Ur—>3>TeFa T4 JIL—T=ERLIEELETD,

CIT. D4F¥RTFTeT7RRITILDOA>T >V %E Pinterest ICBED I3 e #HIBRLI-WELE T, TDIHIC
& ROFIEICRWVWET:

1. Pinterest7ZUs—>avICEBIDETONKETILRRY S —%ERELIFBELE T 7o/ ERRY
S—DERICDOVWTEHLCIE 702 RR U2 —0R%E] 2B8RBLTIIESIL,
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2. 1702 3>y T THRIS THAL ZERLE I,
3. [BEDfHT] ZBRLE T,

Pinterest iV« ¥R5F 1 7« Dribble 2&CtxaUF 4 JIL—TFD—ETIH. Pinterest 7o XKU>—
THORFIFEBRAESICE > TVWSB D, I—H—IdT 1 £F 1 7% Dribble 75 Pinterest ica>F> w3
E—92ZCIETETEEA.

@ Explore the bestof Pir X +

[ Restrictions | @ in.pinterest.com/ideas/ = P g

X

Pasting blocked

Your admin has prohibited copied data from being
ne v Search for easy dinners, fashion, etc. pasted here.

Popular on Pinterest

FATATTIVTr—2a e RARB7FVOIE—[MDO[FIFI>Y b O—-LEBMICTS

L EFaUTo I —TZERLET, FMICOVWTIE. TOE— DO NITOFIRICEATZ2 ) v TR—FtE
FalUT«J)L—T1 2BRLTIRTL,

2. [Py TR—ROFERE] ZRBEALE T

~Advanced clipboard settings 0
Data out of the security group

Allow copying data from the security group to unpublished domains 0

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group 0

Allow copying data from native apps operating system apps to the security group

3. BHICRLTROA T 3 >z #RLE S :

e EXAUFTATIN—THERRBER AN IADT—2OIE—%=HF—tF*a VT dIL—TFDT7 S
r—<a>h 5. Secure Private Access TARBRTNTVWAWT TUADT—2OIE—%Z2BMICLF
ED

e X aATAIN—THERATAT 7 TIANDT—R2OAE—%FA -LFa )T JIL—TDT7 7
=23 heId Y EOO—ALT IV r—a>oADT—420IE—=BMIILET,

e RRHADRAA D 5tFa )T dI—TADT—E2DIE—%zFA—Secure Private Access TA
AINTLWRWT UL SEXaUTa =07 TV r—>a>A07—20IE—2BML £
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ERS
e X AUTAIN—TFORATAITTIIVARL—F 4 YIS RATLADSDF—E2OIAE—%2FAT 3
RovEoO—ANTFIVTr—o30h 7 ) r—oa3 > oADOTF—20dE—28BMICLET,

EER D R RE

s ([BE]>[7FVTr—2ayRXAY]) ODIL—Fa>FdF—=TNICIE BIBENLT7 TV Tr—2a> DR XA
UHMRIFINET, LA >To SThoo7FU4sr—2 3% Secure Private Access TIIRB7 U7 —
PaveRAEINnEFd., 5o R X+ >iC Citrix Enterprise Browser 6 BiE7 VX T3188. I U
v TR— ROFMBRETERLA T aVICBFEE. Sh50T7 U r—>arh 50—/ 17
ITEICHED T,

e zid. ROSFUAZEBELET:

- EXxaUFoTI—FIZEEN TV Jira2 (https: ) LWSEFDT
=23 zHBRLELT.
- EFaAUTAIIN—TDERAARXAADT—2OOAE—%FaI 24T a>aGcLELE,

COFUATE. A—HY—DRZOT7 V=23 h6BALEFa VTN —FOROT SV ir—3 >
ICTF—2ZE—L&S5 T3 BDMIFHIEISEMICAD £T, CNICBYTZBHAI—H—ICRRIN
ES

e SaaS 7 XU DBE. 7TV —avicDenyaccess 7O a v EZUTIEARI —HREINTL
3Ba. TTVT70EXEEETEEY, 77U 371 void Secure Private Access #/v LT k> = 1)
DUEINBWESH. TYRI—HY—@E5|IEH[I T IVICTIERITEET, Flee 7V ITr—>ayhite+a
DF4dIN—TO0—8THBZHE. CFXxa) T JIL—TOREIFEBRINGWED, 7TUTr—>3 0056
AYFoYEIE—/EDHIITEILRTIEREA

Secure Private Access # 5 X 42— ¥ L C/ERM

August 26, 2024

Secure Private Access # > 7L IRV a— 3 g0 S5 X2— LTREATES . BaA%. 5XIL—TFv
b RT—SEUT s 2FRBTEFT, ABELREE (21— —HH 5000 AZBZBIEEHY) ICIE. X2 R70O
> @ Secure Private Access / —RERBETZ 28O L £,

Secure Private Access / — R DERK

o #L L Secure Private Access 1 & 1ERLL £, s#4BIC DWW TIE. TSecure Private Access -1 b
Ty 7w BBRLTIEIVL,
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Citrix Secure Private Access-# > 7L = X

o MELREDYI S XA —./— K% Secure Private Access - MMZBIML £9, sFAICDOWTIE. TEEFEDOH 1
IZZ0 L T Secure Private Access #58E 331 #8BLTLETL,

« & Secure Private Access / —RT. ALY —N—HEEERELFT, FIAZOH IV FOHBERZF
TigH 7oz o FRERIE. O—RNZ 23 —0 FQDN & —H T 23 HELHD £,

« Secure Private Access DRMID ./ —REBRETD L IE. O—RNFUH—FEFERALTIEIV, &
J—RZBIMT3ICIE THEI FTTT—ER—IXAT7RLRAZBEL. T—IR—IARIU T+ Z2FHTRIT
LET. RIVT b EFBRALTT—ER—RZ2T7 Y FIL— R 3HEDFHMCOVWTIR. TRTU T hzfE
BALTT7—4R—RzT7v 7L —Fd%] Z28BLTLKEIL,

Wpplication Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

hitps://zeta.spaopdev.local o C :-"

O—RNS > —#R

Secure Private Access 7S5 X2 —Dtwy b7 v FiICidk. BEOEBEIEEREGIIHD FtH A, NetScaler 20
—RNSUH— LTERLTWLWAESIE. RORITEFELTLETL:

« StoreFront N7/ XIZERAINS FQDN &, #7200 MMER (SAN) ' LTDNS 71 —ILRICE
ENET, O—RNSFUH—ZFALTVRHEIF. B4 —/N—D FQDN xO—krFNZ>H%—0D FQDN
OEAEEDHTLLEIV, Thid SSLARAEICEAINE T, Secure Private Access IZid. O— RN Y
Y—ERETNUETD T, 2L Ik TNetScaler ick2BH9Ey #BBLTLLEIL,

Secure Private Access Z#m ¢ 3 7i1IC. StoreFront X b7 #BR T Z3VELHD T, O—RNFoH—
ZEAYT3HEIE. X—XURLICO—RMNSOH—FEZREL. HTTPS 2R L TREWBEZITVET,
L& THTTPS I2& % StoreFront otz 2 U 7 v R ZBBLTIEIW,

Secure Private Access t—E XIEF HTTPS E LTRITT3 ez 68HLEFIH. CHhIIHRBEHTIEH
D £+ A, Secure Private Access —EXIEHTTP E LTHEETE£9,

SSLA7AO—R&7IEFSSL TV wIHHR—bINTVWE RO, FROO— RNV —REZFERTEE
¥, SSLTUwIRMERT S L Fid. & Secure Private Access / — R TRILH—/N—3EEEEREL TL
IV, £l SAEOHY IOz I bOHBEEIEH TS 7 FREE (SAN) IZ. O—RNASYH—0
FODN t —H33RBENRHD FT, oo O—RNFUH—H—EXTSAN ZRETIHELDHD £7,

IEL W SSL EFEAZEA IS —/N— ¥ NetScaler /N1 REThTWLE T,

ReBESHERINE T,

Secure Private Access t—EX (BB S V21 LDEH) IEXT— L RBDT, KEEIIHEHD £
Ao
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https://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-citrix-gateway-and-citrix-adc/load-balancing-with-citrix-gateway
https://docs.citrix.com/ja-jp/storefront/current-release/install-standard/configure-https

Citrix Secure Private Access-# > 7L = X

e O—R/NS>H— (NetScaler &Y) iCid. NIV RY—N—FHOFI7AILLOEIL N YEZS— (F
O—7) »»b £, Secure Private Access > 7L S A —N—RICHAXEZLHTTPR—XDE=Z4%—
(FO—7) #RETIVENDBESIE. ROIV KRRV M 2FEATEET,

/secureAccess/health
HFEINZILE:
Http status code: 200 OK

Payload:

{

"status":"OK","details":{

"duration":"00:00:00.0084206","status":"OK" }
}

NetScaler O— KNS > U —DEBRICDOWTEEL L IX. TEXRMNLBEEIHOEEI #8BLTLIEE L,

Secure Private Access D E =% — % {Ef}

xo CLI av > R#{ERL T, Secure Private Access HOE=Z4—%1ERH L £ 7,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

EZR—ZfER LT, BMABZEZZ—ICNTAVRLED,

NetScaler Ul # B LTEZY— %2R T B3 EICDOVTHLL . TEZ4—DER ZBBLTLLET L,

Secure Private Access D71 > X =)L

August 26, 2024

Secure Private Access I&. [T rO—ILNARIL] > [FOF S L] > [FOT S LEEE] BT VAV XA M=ILT
EEIE

1. F'Citrix Virtual Apps and Desktops 7 2405 —Secure Private Access) %ERL 7,
2. [PVAYAL=I] ZOUw O LET,
3. BEDERICKEW. PYIYAM—ILZETLET,

A

Secure Private Access D1 > X b= )LDty F 7 v FH5%T L7 5. Secure Private Access #7 > -1 >
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Zh—=I)LFBE0IC. EEI>Y—I/Lh 5 StoreFrontScripts.zip 7 71L& 4> >0O— KR LT, StoreFront
Z b 7H8pH 5 Secure Private Access 7551 U &BIBRL T 72T W,

StoreFrontScript ® zip 7 7 1L A4 > O—R§3ICIE. ROFIEICR > T LI L

1. Secure Private Access B>V —lLicad—1>LFd,
2. [BE]®VVvIL. [8&l2TEIVYILET,
3. StoreFront x k7 URLtE 3> TRV TroAo>O—R) #0)voLET,

StoreFront X ~ 7#mh 5 Secure Private Access 7541 > %ZHIlRLET

Secure Private Access # 7> 1 > X b—=JLL7=5. StoreFront X k 7#HiH 5 Secure Private Access 754
1>%ZHIBRTIHRELRHD £,

1. StoreFrontw>>vicOod1> L &9,

2. StoreFrontScripts.zip 7 71 ILz4 o >O—RL&T,
3. StoreFrontScripts.zip # 7 # LA ICHRRL £7,

4. BEEERT PowerShell U+ Y RUEBEI £,

5. ROAYV R ERTLET:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

7w IIL—FR

August 26, 2024

BYICHLWLWSI S ORI hEEY b7y LA TH. Secure Private Access BRX > F&EFFLWAN— 3 >IC
Ty TIL—RTEEY, PYyFIL—RIBHIC. AFvToay b EERTIHD. REZFREITIZICEHHD
LET, 7YvFIL—RZRBTBICIE. ILWN=a o s YA —5—%FTL T AT X M=JLL
7= Secure Private Access 7S5 1 ># 7w I L—RKLET,

7y FIL—RDIER

7y ITL— ROBFIEROL EDTY:

1. Secure Private Access I&. &#IC Secure Private Access %1 > X k—JL L 7= A3%ICIS C T Delivery
Controller £7zlgr > X k—3— Ul ®EHA Secure Private Access 21 L= ERALTF7 Y I L—RTE
7,
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« Delivery Controller &8 T Secure Private Access # ¥ > X k—JL L =3B 4. Secure Private
Access AVR—% Y bEFRET Y TIL—RTEZLIITIERA. RDDIZ. TRTOOAVKR—FRY
b7y TIL—RIBIBENRDDE£T, s#L<IF NRIBEOT7 Y TIL—F] 28BLTETL,

« HH® Secure Private Access # - JL%Z R L T Secure Private Access z-1 > X k—JLL1BE
E BRNCTy T L—RTE Y, s#MICDLWTIE. lSecure Private Access 1 > A =5 —07
w7 L—F1 2BRLTETL,

p=H

POC =t Ti&. Delivery Controller =R L T Secure Private Access %1 Y A b—)L§3 %

HEBHLETH. ERFHRBETIE. HLVKEZEANTEIBLSICERI YA M—5—%2FRAT3 L

zHBOHLET,

2. TAR=ZRZRIV TR ZETLET, HMICOVWTR. IRV T h2ERALTT—4R—X&2T7v7TJ L
—RF¥%1 ZBRLTIETL,

3. StoreFront #RZBERITL TSIV, StoreFront X2 U7 k% [BE] > [#ER] 54 >vO—KRL.
Wig 3 StoreFront <> > E TRV TR ERITLET, HMICOVWTIE. THERENLTE] 28REL T
<TETV,

7

ATV T R ERITLBWVESE. TYRRAIVMIFIA-TNEHEA

4. (# 7> 3>) NetScaler Gateway 7 U 7+ 2 RITL 9, %L <&, NetScaler Gateway) 288 L T

ke ] AN

Secure Private Access 1> X b—5—DF7 v TSI L—R

August 26, 2024

1. Citrix Secure Private Access 2405 ¥ > X b —5 —%https://www.citrix.com/downloads/citrix-
virtual-apps-and-desktops/h54 o >O0—RL%T,

2. eXeZRXAUVICBMLTWA Y Y FTEBEL LTEITLET,

3. BHOERICESTIYAM—ILZEZRTLEY,
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Citrix Virtual Apps and Desktops 7 . - Secure Private Access

Software License Agreement

Licensing Agreement Printable version

Firewall
Last Revised: August 19, 2020 -
Summary =]
CITRIX LICENSE AGREEMENT
Upgrade

This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and

Finish the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (heremnafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by vou shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does niot apply
to third party products zold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to vse the software in a software PRODUCT and the software inztalled in | -

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

Back Mext I

Citrix Virtual Apps and Desktops 7 = - Secure Private Access
Summary
i Licensing Agreement Review the prerequisites and confirm the components you want to upgrad
¥ Additional Components
Installation directory

v Firewall il o

Summary

Upgrade

Finish

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

75



Citrix Secure Private Access-# > 7L = X

Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
+ Additional Companents

+ Firewall Caore Components

~ Secure Private Access Upgraded
+ Summary

Post Install
+ Upgrade v Compaonent Initialization Initialized

Finish

BE.

AVAR=5—%1)1)—=X2405I1C7vFoIL—RKRLT=5. StoreFront X2 ) 7 +r%#BXE{TLT. HiLLT >
RARAY FDFMAEFRTIZLSICTRIHENRHD £,

RDFIE

Secure Private Access oty b 7w 7
NetScaler Gateway Gateway D&

s TV = a DRk

IV =237 oeAR) S —ZRELET

AV T 2ERLTT—ER—R%Z2T7 v TJIL—KT3

August 26, 2024

BEEDTEY—ILZEALT. Secure Private Access 75541 > DT —ER—IX T Y FIL—RIRIUT =LY
YO—RTEXY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 76


https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-setup-spa.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-netscaler-gateway-config.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-configure-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/2405/spa-onprem-configure-access-policies.html

Citrix Secure Private Access-# > 7L = X

1. PowerShell #/lza<v > R7OY T o0 Y R EEEIERTHIE T,

2. 71 L7 kU % Secure Private Access 1 > Z b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAIZEBE L7 (fx 2Id. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools % ¥),

3. ROOARVRERITLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>
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Secure Private Access #1 VX =L L5, BER—CHESREEZTETIXT, 7IUTr—>a >y RXT 2,
BEEDI—FT4 VI REEL, KARTELEECTIET,

BREELEET BICI1E. Secure Private Access BEE 7 H > kT Secure Private Access B 2> Y —JLICH o
VAVTBRHRELRHD XTI,

REZXZEMELIITEITI2HEOFMIOVTIE. UTORE Y IESBLTLL IV
TIVT—=og3 Y RXAM VDI =T VT %2R

. BEEEDEIE

s MEREDEE

AV EBICKREEERE

August 26, 2024

TIVT—=2aYRXAM2DI—T4 2T 2ER

Secure Private Access DREICEBMI N7 TUr—> a3 Y RXAM VDU R M ERRTEET, 7 FUr—>3>
RXAOTF=TILICIE. IRTOBEEBERXA >, PTIVT—2a3 > STy 0D —FT4 >0 H% GMEB£T=1&
ARE) H—BRRINZET,

1. [BE]>[7FVT—>avkXa4 o] &#oUvILET,

2. REICBRLT ET732%Z0UyILTU—Ta VI 21 TZEETEE T,
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BEEDEE

[BRE]>[BEE]R—-IH5. EEEOUIXNERRLIED, BEEZEMLED TE X7, Secure Private
Access ZHIHTA VX b—ILLT-EBEIZIF. TE2HRERNMISINET, 0% COEBEIMHOEEEZ Y
7w AITBINTEEX Y,

BEEJIN—TZEBMLT. ZOTIN—TDIRTOEREN T I EATESLSICTBILDHBTEET,

BEER—IT, B 20Uy I LET,

TRXA>) T COEBEZBMTZIMNELNHDI R XM VEBIRLES,
MN—t—%flda—4v¥—-JI—7] T COA—HF—HBTI3I—HF—FFIIL—T=2&ERLET,
MEEEXCT] T COA—HY—ICEDHTEIVELNHIERS 1 T2 EIRLET,

> wnh e

MAREDEE

Secure Private Access #:8E L7 5. [#&] 27 H5 StoreFront & NetScaler Gateway T > ) 2 EEF
TIEEMTEEY,

1. [RE]>[#&]#2)VvILET,

2. BEIBRREDHEICHARETrAVEIIvIL. ITVRUEEBEHRLED,

3. B 7O E IV ILT, REDEWNTHZ e =zHRBLE T,

pa o

Secure Private Access #' StoreFront L IFBHBZ IO VICA YA M=ILINTWBIEEIL. StoreFront X

)7 r%EAD>O—KR LT StoreFront TRIFLTL T L,
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@ W 0 o

B

Overview

Applications

Access Policies

Settings

Troubleshooting

«

K

Application Domain ~ Administrators  Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

T e Q o0

StoreFront Store URL
The complete StoreFront store URL.

O
A

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

wgamma.spaopdev.local Q O j Refresh Certificate

() Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL
Director URL

Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

s.spaopdeviocal (/]

O
D

TIVr—23 R I—DER

August 26, 2024

FIVr—2a>eT70ERRIO—2RE LS. BEBIIGLTHRETETET,

TIVr—2a e RETS

1. Secure Private Access BI 2>V —ILT. [7FUsr—>3>) #0UvILET,
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2. EEIBT7 IV r—2av0EBRSRE EIVy I L. [TFIT—2a>0m&E]l 200 v I LET,
3. VT DFHAEREL R T,
4. [Save] 20w I LEY,

Edit App X

Click Finish once you're finished editing your app

*  App Details

Where is the application located? "

-@- Inside my corporate network

Apptype” App icon

HTTE/HTTPS Change icon Use default icon

App name "~

. : Do not display application icon in Workspace app
ACK

: Add application to favorites in Workspace app
App description

P

App category 3

Verizon |
URL" App Connectivity ™ &
| hitps://csg.enterprise.slack.com ‘ Internal
Related Domains * App Connectivity " (2
| * csg.enterprise slack.com ‘ ‘ Internal AW ‘
Related Domains * App Connectivity * &
| * slack.com ‘ ‘ Internal A ‘ @
=y

(+) Add another related domain

m Ca-lcel

TOERARI S —=HwET S

1. Secure Private Access B>V —ILT. [7I9ERRKIVS—) #7)vw o LFT,
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2. EETBRI—DERESRE>ZI Vv I L. T70€IRY S —DkEE]
3. RUS—DFHzHREL T T,
4. [Update] 20Uy o L&Y,

)y I LET,

2 selected

Add/edit restrictions

| Access Settings
Clipboard
Copy
Download restriction by file type
Downloads
Insecure content
Keylogging protection
Microphone
Notifications
Paste
Personal data masking
Popups
Printer management
Printing
Screen capture
Upload restriction by file type
Uploads
Watermark

Webcam

| Current Value
Disabled
Enabled
Multiple options
Enabled
Disabled
Enabled
Prompt every time
Prompt every time
Enabled
Multiple options
Always block pop-ups
Multiple options
Enabled
Enabled
Multiple options
Enabled
Enabled

Prompt every time

BEITNTVWRWI T TH A b

August 26, 2024

Secure Private Access AT TN TVWAWT FUTr—3 > (1Y RS2y b ERIETI V22— v R) 1k, T8EH
ThTVWAEWLWWeb o b EHBREINET, T 74 LTIE. Secure Private Access i&. 7 F7Ur—> 3> 7
JERRI—DEBRINTOVAEWVED, IRTDAIY RSy bWeb 77U —23>oADT7 o XEERLE

ERS

TTZUDNRESNTVWAVEDOIRTOT Y Z—xy h URL 72id SaaS 77U 77— 3 > Tld. BEEIIEED
YY=Ih5 [RE] > FFachTuwian Web 4 ~] 2 7%HL T, Citrix Enterprise Browser I2& 372

T REHFEIFETTETET,
A

77 # )Lk Tld. Citrix Enterprise Browser @HTIRTOT 2 —*%v b URL F7:l& SaaS 77U AD

TOEREHATBLIICRETNTUVET,
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ZBrranTuiaL Web 1 FDt4EHA

1. URLAHFzvoid. £ URL A Citrix t—E X URL THEI W S5HEFIMT B oHICfThE T,

2. 20%. URLHBT>E2—F51 X Web #7zid SaaS 77V URL THEIN S BRI E T,

3. RIS FDURLATOv o Enc URL L LTHBIESNZDESD. ERIFURLADT I EXZHATES
NESHDHEEBEINET,

RORE, TYRI-—HF—DrZT70vo70-%2RLTWVET,

Allowed sites or
Web filtering Published apps (without
configuration 3" party SWG)
Secure Private Access €valuation

£

/ &

Web filtering Allowed sites (with Internet

3rd party SWG)
; T

Blocked sites

Redirected sites @ 3rd Party
_______________ SWG

ERDPFETZL. ROF v IDRITEIN, MBTET7 I3 VHERITINET!:
1. BRIZZO-NILEFAJ R ML TLWETH?
a) —BLBE. - —IFEBRIN/ Web ¥ M7 IEXTEET,
b) —®LABWVEE. WebH 1 FURMEFIvIINES,
2. BXRIFEEHLVER LI Web Hr FUZ MR LTVWETH?
a) —WIBBEIF. ROIBFETT I avhRESNET,
i. 7Ovo
ii. 3l

b) —®LAWEA. T7AIL D73y A AEAINET, TIAIL DT IO aVIEEET
EEtA

ZasnTtuwiaLwWeb 1 FDIL—ILZHBE

1. Secure Private Access BI2O> YV —ILT. [RE]>[BHchTLWAELWWeb 1 20U vILET,
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e Web 74 LBV THEEIET 7 4L ETEMIH>TED, FAITNTLAEVWTRTOA Y E—
v b URLADT7 72 RADFAIEINET,

¢« BEE TRTOI—HF—PRBAITNhTVALWWeb Y1 MIT7 /2T 2TOVI T3]
ICEE LT, 9RTOIa—H—74" Citrix Enterprise Browser @HTINRTODA > Z—%w b

URLIC7ZER$3lcz7OvITEET,

Application Domain  Administrators Integrations  Unsanctioned Websites

Manage user access to websites not configured in SPA

Web filtering is enabled ®

Default Website Traffic S

®

Website Traffic Overrides

Override default website traffic settings to specific websites by adding them to a grouping below. @
Blocked Websites (2 Allowed Websites (@) &b, Download CSV template 3

Search blocked websites Q| + Biocka website

1 Delete

) website

O @ wwwfacebook.com

0 @ wwwdribblecom

Page 1 ofl 25rows

HED URLZ, JOvoani- Web #+ b &EiZsFa I hic Web 1 MZEBIIL T, ZOREZLEET S
CEHTEET,

T ZIE AT TVWRVWIRTO URLADTIERETFI7AIILETIOYvILTVWT, —ZOEBEDT
VR—2y FURLDHAADT VX ZHT LIWVEEIE. ROFIEERITLTT7 VA EHFAITEET !

a) rFalanfi-Web 1~y 27%2 200U v o L. 'Web 1 raFag51 20Uy I LET,

b) 70t x%#Had30ELHZ Web 1 FOT7RLXZEMLET, Web ¥ DT RLXEFHT
EBMT3Zrb. Web 1 D7 RLZXEZZLCSV 770 ERSYITPYRROYFTBEIEDT
EFET

c) [URLZzEM] 22 Uvo L. [RE]ZIVvILET,

URL p¥sFar sz Web 7 Fd U X MZEBIISNETS,

Ivra1—%-70—

August 26, 2024

EEENIYRI—Y—BOV+—2—<I— 2 LENRIGIRZ M L T Office365 77U BB LI REL 9. C
NT. TV RA—H—H0ffice 365 7T VICTVERTREEIC. VA—F—— 2V LEHRIOKIRE 7 7 IER
TRIRENHDET,

IYRI1—%—3 Office 365 7 FUICT VX T BICId. ROFIELZRITIZHENHD £

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 83




Citrix Secure Private Access-# > 7L = X

1. Citrix Workspace 77 m5 StoreFront R b 7ICT7 VXL & T,
2. 2b7ICETF Y LET,
3. [7FV]a2TERIV YL, &iC Office365 77U r—> 3>y I LET,

NT. Ty Ra—¥—i3. Office365 7 XU r—oarhiBEF#HIN. V4—2—T—IHEENTVWB L
LGS HRERBDZF T, F/oe TV RI—HF—HOffice365 7 FUr—>avhsTF—42%HRILELS &
LT84, ERISIBRX vt —S21—H—ICRTRTIBENHD £7,

& [ Restrictions | @ office.com

&) el (o)]

Printing has been restricted by your
administrator,

Introducing Microsoft Copilot: Meet your everyday Al compani SRGcGG—G_———

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

T

Choud Software Group Bookmarks

=- Microsoft I Ufﬂ‘te Products ~  Resources ~ Templates  Support My account

Sign up: for # « Microsoft 365 >
Dowri 21t 365 apps for Mac05 »
L]
: - '.""“"lm-n-ou @,
e o«
al e

Wer g
Wuqnﬁ“"'.t'
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pEH
BEEIG. RETRINYTETIVT—a il7 oA R1HOICBBRTHT Y MERE I—F —IC1R
HIBZBELAHD £9, 2L <&, TCitrix Workspace 7 7UAD R b7 URL @ighNy #Z8BLTLEI L,

BRE STV a—FTa>T

August 26, 2024

Secure Private Access D STy a—Fa VI v aR—RIiZik. 75— a>oiEg. 77U r—o 3
COFE, BLUENSDRAT—RFAICEETZO07DKRRINET, HAICOVWTIE TFy P aR—RFOME] &
SBELTLLETL,

ST a—Fao>y
Secure Private Access OB ER F/-IFRTERIC. UTICHEET IRENRETZAEENHD £

o HIAEDITS—

o T—AR—ERIS—

+ StoreFront 8=

e NTVUYIHF =TT /D=INY I =TT DEE
« Secure Private Access —N—IC7 XA TEHW

CNSDORBEDBEICODVWTELLIE, TEANG ST a—Tr 271 2BRLTRETL,

Director otv> a3 vEEI—R

Director % Secure Private Access & #&9 % &. Secure Private Access £y 7y 7DTRTHOIAVKR—F
> ~DORIED Director ICERDIAENZ oD, SHRMBNT 3 —I UV ADBRE ST a—F 0 I NABEICH
DET, BEFLIEFINORBEIZ. O EARTRRATZILEZHEHHLET, TNTHREIERLAVEEIE.
HR—MIEELTIRTL,

BER*aXV

» Secure Private Access T Director #1839 %

« Director T Secure Private Access twv > a>aRRT 3

« Director @ Secure Private Access twv>a>d—FDU Xk,
« Director,
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Sy aR—ROBE
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FSTNSa—Faod8y s aR—RICIE 7FUTr—2a > 0RRE. 77— 3> b, 8&U0X7—4%
ZCEETZIOFNKRRINE T, BRICRELICRBELIEIHRZLZALSA YOO ERTTIET, [T
LE—0BM] A7 a>aERTZIe. 7F7VATIV. A—H—R bSoH 023>V IDREDI FIELEN
ICESVWTREERDAL A TIFET, 7Lz BRI —ILRTrSOH I3V ID=(H2ELELV) &
BIRL. COIBFT 7456c0fb-a60d-4bb9-a2a2-edab8340bbl5 t ANHT 3. TSV H o 3> IDICHE
EY3IRTOOJERETIEY,

By af—RICERLEWVERICEL T, +585%27 v LTY 571512 BMTE &9, 1—F—0415 CSV
ERICTIZAR-FTEXY,

«

2024-0619 126519
20240619 126519

20240619 125519

2024-0619 125519 564000-7065-4180-89c6-6198305c8769

2024-0619 125519 6b636840-4684-418.9241.043796d0ad4n

2024-0619 125517

20240619 126517

[Z4 W E2%BN] #7723 %2 FERAT3E. ROBRREEFEFRAL THRREEKDIAC A TEET:

¢ S(HBELELL) BREZHICRRI—HI IOV /RS —%RELET,

o I=(—HOEEFLLARV) IBESNARZBHZEERVOT /R —ZRELE T,
o ~(EE2ET): RERFHICHAMNI—RT IO /R —2BRRLET,

o I~ (EEEERV) BESNEEHO—BEEERVOT /RS —E2RELET,

e ZIE BET 4 —ILRICTARY R EAT>=(HBEEELWV)>FE] tLWSXFHEFERTZ L. 5% ©
WSARY M1 TERETEET,

E#kiC. Toperatory Y WS BEEHONICETI—H—%RET 5ICI13. User-Name > ~ (AISHDEEST) >
operator t WS XFHEFEALET, CORETIE. Toperator] EWSHBEELIRTOI—H—FH—E
RANFET, Tz zxiE TO—ALARL—Z ) TEBEARL—F] BETI,

FSoH0oa3 Y IDEFEBRLT. 1 DDARYMNIBEETZIRTOOTERETEEXT, oo 3> ID I
7Ot RBRDTARTD Secure Private Access O #EEF T £ T, 1 2DT7FUTF IRV I ITXNT, B
FTIVHE, FTIVT70XBHERE,. BHROOJZERTIEFT, CNS5DARY MIIRTHEOOITZERL
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F9. IO a2 IDiF. ChoIRTOOTZEENMIFTEIHICERINE T,

LCOd%E 742U T3, BEDTZTIT7IERV VIR MNCEETZIANTOOTZ2RETETET,

AJHM5IYTFAMRITZRT

SO av D ZER

[ Details] 7l [ShowDetails | U > iCid. BEDT7IERR) S —ICEEMTENTVWBR 7 FUSr—>3>D

DR bE, ZORIVD—ICEEMISNTVWR AV TFIMZINRRINES,

o -

Export to CSV format

Filters Clear All
CATEGORY ‘ User-Name = "User | Last 1 Week
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results.
TIME USER NAW CATEGORY RESULT TRANSACTION ID DETAILS
RESRT \ 1E R ESUL v N DETAIL
St 2023-09-07 10:2913 spaopdev locallusera App Access @ Failure 9c7c2ded-0351-43b1-8 ERROR: Error in process
| Failur
2023-09-07 102913 spaopdev local\usera App Access @ Success 9c7c2de8-0351-43b1-8.. Show Details
2023-09-07 10:29:12 spaopdevlocallusera App Access @ Success 9c7c2de9-0351-43b1-8.. SmartAccess tags rece
2023-09-0710:2912 spaopdev local\usera App Access DSAuth validation was s
Applications:
2023-09-07 09:48:50 spaopdevlocaliusera App Access « Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated
* Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdevlocallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdeylocaliusera App Access SmartAccess tags rece
ContextualTags:
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 22592124-f17b-4a5f-96 Show Details
2023-09-07 09:48:40 spaopdevlocallusera App Access @ Success 22592121-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 225922f-f17b-4a5f-96. SmartAccess tags recei.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuth\alidation was s.
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8...  ERROR: Error in process.

BAXNB S TN a—Ta1>T

August 26, 2024

ZDkE w2 TlE. Secure Private Access DR EFR F /ISR ERBICRETIUEMOHZI TS —D—E %2R L £

ER
sFRRZED TS —
T—HAR—EEIT S —

StoreFront [&=

NIV OF— b zA /A= WNYIF— D1 DESE

Secure Private Access H—N\N—ICT7 IR TEHL
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AERAE DI S —

IS—AyE—2A2UEDS— bz A Y —N—D 5B AEZEHNICEIETET ZE A,

ZDIZ—Xvt—d. NetScaler Gateway d/NXTV w7 RLZAEBML &S & LT, HAEQEREICREN
HIBEICKRTINE T, CORIEIFE. Secure Private Access 2y b 7w I3 I, £hidty 7y TIHR
TLREBICREZEH TR IICRETIRIEMELRHD X9,

[Eg#k: Citrix Virtual Apps and Desktops OB& L BILAZETY — U T THBAZEZEHML £ 9,

F— 8 N— RER TS —

e IT—XyE—Ii T—EAR—IEZERTEIEFELEATLE

fRRE: BEIDIFSE-SQL Server EQF—EZR—IXWICTF—TILZER T B, ¥ 12 READ. WRITE.
UPDATE #EBRMHETT,

¢ IT—XYE—UI T AR REERTIHEFEATLI: T—ER—RRBEEICFELE T,
COIFT—Ayt—R ROZFUFTOWTNHATRRINZ DB ET,
- TAN-ZXOBMEIC TEEER) 472 a Y2 E&RLIEE,

- BEENRT—IR—XEZERTIHE. TEOT—EIR—RITZTDT—ER—IATHRITNIEED FHA.
CDIT—AytE—J1F. T—EIR—ABPETHVNT—EIR—IATHIBEICKRRINZIZehrHDF
ED

BRER: EDT—IRN—RZ2ERN I BHENHD £,

- Secure Private Access #7>1 VR r—JLL. BLYA bR TEY 7y 7Z2BRATLET. CDF
&, UHIDA VR F=IILDTF—2R—=RIFHIBEINED>7=TL &£ S,

R T—AN—RzFHTHIR T ZHBENHD ET,

- 20T EFRBLTT—ER—XEZFHTREL ([F—E2RXR—XDER] R—2 T [FEIHERK] 738
), RIC[BBER] AT aVICEBELETN, Y4 FRBIBRAILTY, COBE. X7 FDRTH
ICALCRBBIDT—ER—ZABRTTICERINTWLWE T,

BRE. U1 FOEBRIZEELTHS. RIUT+2BRTITIRENBDET,

- Y Vici. SQL Server LT —EA~N—RAICT—TIL e T 576D READ. WRITE. UPDATE
ERDH D FE A

AR, WO L TEYBIEREEMCLET, sHAICDVWTIE. 7 —EZR—XDEREICHELRIER]
EBRBLTLEIV,
¢ IS—Xyt—U F—EAR—2EERTEIFHATLI EHICKKRLELE

RRIRER:
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- XIVUDEDT—EAR—Z3y b —VEGERBEL T EET W, SQL Server R— bR T7 71 7o+
— L THRVWTWA e 2B L £ T,

- JE—t SQL Server #EFERA L TW3HBEIE. SQL Server iZ Secure Private Access <> > ID T
# % Domain\ hostname$ Z@A L TERINOI 1 U HHEIHESHERBL T LT L,

- DE—FSQL Server zfEFRALTW3FHIFE. vV IDICELVWAO—/., DXDIRTFLEEEO—
IWHEIDETSNTVE I EERRBLTLIEEL,

- O—AJLSQLServer (1 X b—=5Hh5TIIEWV) ZEALTWLWSBAIE. NTAUTHORITY\ SYSTEM
I—HICOTA V=2 ERTIRELNHIHESHZHBL T ETL,

StoreFront &=

o« IS—AXyt—I kD StoreFront T MU EERTEFHATLT: <Store URL>

RETNTULARWESIZ. [BE] 27H5 StoreFronto T > U EEHLET, Yo F—REFHALT
Secure Private Access Z52E L5, [BRE] #7H5 StoreFront 0TV MU ERETEET, COIS
—hFELE L7 StoreFront R k7D URL ZE2FBHTL I LY,

fRRER:
1. [BE]|ZI7UvIL. (8] 2TV ILET,

2. StoreFront X ~ 77 URL iZ. StoreFront T> FUNRRTRINTULARLVIESIX. ZOIY MU ZEIEBM
L,

e I5—XytE—2: RD StoreFront T MU ZBRTETEEATLR: <Store URL>
FRRER .
1. PowerShell DETRU S —IC L2 HIBABRESNTVWIARUNH D 7. FHAAIZDOVTIE
PowerShell 77 ~ax >k Get-ExecutionPolicy®RITL T T L,
2. FIRINTVWEEGIE. ChzaELl T StoreFront X7 ) 72 FHTERITIT2HENHD £7,
3. [FJE]EVVYIL. [#HE]2TEZIVYILET,
4. TStoreFront X 7 URL) T. T5—H®&E L7 StoreFrontURLOI > MU ZBELE Y,

5, 2OX L7 URLD#EICH D (X7 T DA I>YA—R] RE2V%ED)vo L. Wisd 3 StoreFront
BA U b=ILEINTVWB IS Y L TEEEEETI O PowerShell U 7 #R1FLET, TDX
) FREITARTO StoreFront ¥ > TERITIIHELRHD £9,

E:
TIOAVAM—ILBICA VA =L EBRITT 55513, StoreFront #88% (StoreFront> X ~77 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) £ WS &ZrIDI > b+

DARWI & #EB L TLZ3 W, Secure Private Access B’ FE S 3581, COIY MUZEHIBRL
TLIETW, BE>HER—IHEXIV T 2FHTHE I O-RLTERITFLET,
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o ITS—Xyt—: &) StoreFront BRIFA—AIILTIEHD FHA: <Store URL>

U4 —R%E@ALT Secure Private Access Z:2EL 5. [RE] F TS -1 M) RiRE
TIFET, COIT—HFHEELT StoreFront A k7D URL ZEZEZFZHTLLET LY,
RIRR

C DRAREIE. StoreFront »* Secure Private Access t ALY I VICA YA R—=ILENTULWAWESICRE
L &9, StoreFront Z1 > X b—JLL7=<> > T StoreFront #mi % FEITRITI IMEHLHD £,

1. [BE]ZVVvIL. [HE] 2TV ILET,

2. TStoreFront X 77 URL) T. T5—h' &4 L7 StoreFrontURLDOIT > MU ZFEL £,

3. ZOART7URLD#ICHSZ [RUVVTFrDEo>O—R] REV%EU 1)y o L. e % StoreFront
PAYRE=ILINTWVWEIS Y ETEEEEETIO PowerShell RV U7+ %#RITLET, TDXR
1) T REITARTOD StoreFront ¥ > TRITTIHNELH D 9,

b=
StoreFront PowerShell 2 7 ) 7 h #2179 3 113 EEEER T Windows x64 Hiad PowerShell

V> RU%ERE. ConfigureStoreFront.psl #%17L £9, StoreFront X~ 1 7 ki Windows
PowerShell (x86) r Bifatsh'H b £ Ao

« T35 —Xvt—: PowerShell ZfE /R L T StoreFront X 7 U 7 rZRITLTWVWB & FIZ TGet-
STFStoreService: %1 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExcepti
DHISIHREL K LT lo

CDIS—iF. StoreFront ) 7 k% x86 HE#ad PowerShell 7« Y RO TEIFLIEEAICKELE T,
fRRER

StoreFront PowerShell 2 7 ) 7 b #R1T¥ 31213, EEEHER T Windows x64 B2 PowerShell &
1> RkorEVWTHSConfigureStorefront. pslaRITLET,

NIV oHF—bo A A=\ IF =T T1DEE

IS—AytE—VuDF—rITAIY FUERERTEERATLR, <Gateway URL> #fid. ROI—JLN
VIF— R ITA IV M) ZERTEEFEATL: <Callback Gateway URL>

AR

BENRELINTVY IS — bz £ INyIT5— Tz 1DOURLZESEDTETET, 71—

R %A L T Secure Private Access #8REL 5. [BRE] 2 TS5 — I T IV M ERETIET,

1 [&E]ZIVvIL. [BE]2TZIVYILET,
2. NTUw IS —bOzAT7RLRAFREA-WNYIT7— b7 LR, BENEELREIP 7R
LRzBHMLEY,
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Secure Private Access H—/N\—IC7 XA TEHWL

IS—AvE—SilS 7—IL2EBHTEFLATLI IS 7L EZBRSTIFEATLE

RS

AVE—Y AT X=2a3 B —EX(IS) D [7FUr—>a > F—IL]ICBEBL. ROTTIVr—>3>F
—ILHBHLTRITINTVWRcEBRBLET,

o Secure Private Access S > 21 L+ T—I
o Secure Private Access BI2E7—IL

Ffee TIALEDINSH R'"Default Web Site"MBHEBLTVWRZEHRERL TSI,

T—EN—EHRT TV I DERK

IT—XyE—JiERFoyv kML ELE
T—EAR—ABHEF v UId. BHOEBRTERT 38N HD £T:

o J7AT7IAx—ILDT8. Secure Private Access 7551V DHRA RIS VD BT —ER— G —/N—|C
TOEIXTEEtEA.

RRE: T—ER—XR—F (FTAILR=—F1433) BT 7A 7 I+ —IILTEHVWTWLWBHESHEREL F
ER

o Secure Private Access 7551 YRR I I VICIE. T—ER—RIEGTIERDH D FH A

iR Secure Private Access @ SQL F—2R—HERE BB LTI,

T—hozAEGTF TV IDNKRBRLE LT, AFEASZEIETEEEA
IS—XytE—J1 A VA= LEOBEIN RO IS —TERBLET, F— F YT BEF T v 7 ICKKBLF LT,
RRFEAEZIMIITEIEEA )
R
« BRY-ILEEALT. Y= by 1DNT ) v IiERE% Secure Private Access 7 —ZN—XUIZFHT
7“/ 7D_ F L/ ij-o
« PowerShell £7ci3av > 7OV 7 hU« Y R U2 EREERTHET 7,

¢« ¥ L% k)% Secure Private Access 1 > X k=L 7 x JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2i1E. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools %¥)
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« RDOAXVRERITLET:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TP Ir—2 3 U5IELR

StoreFront @ URL % 7zi& NetScaler Gateway ® URL ®EKREICR S v a (/) B&FhTWBE. 7 XU —
o avDFELFIINE T,

ARRES:

StoreFront X k7 URL #7z1& NetScaler Gateway URL DXED XS v 2% HIBRLFd, FHLIE Ty k
7 v 7D StoreFront £7z1% NetScaler Gateway 4r—/N\—D:FADEH 1 #BEBLTLLIEI L,

g2
MEIDEY b7y FZ7ET TERL

ety k7w FB5IC Director DBEHAIKRBMLTZBEIXZ. STV AV —N—%2BERTIAVWI R HD T,
RS

license_server F—JILEFFHTO ) —>T v LTSI L,

Secure Private Access 28t R— /N> RILDIER

RDOFIE%EETTL T, Secure Private Access s2littR— bk « N RILZERL £ 7§ :

+ PowerShell #7ziza<x> R 70> 7 Do Y RO EBREERTHIE T,

« 71 L2 k% Secure Private Access ¥ > X k=)L 7 # LA DT @ Admin\ AdminConfigTool 7 =
LWAICEBE L7 (fx 2. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

¢« RDIARXVKRZERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL ¥ — 4 ~N— X R

F—AR—X %= BEER T BICIE. Secure Private Access 7551 YRR NI I VIS, T—ER—XITELELTT
—AR—=ZRFX—IEERT R IERDPBETT,

UE—bFT—ER-2:
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ROFIEZEITLT. UE—FT—EIR—XDERZRELE T,

1. Baio@EXCitrixAccessSecurity<Site Name>THEDTF—ER—IXEEHL 9, <Site
Name>i&. Secure Private Access D41 b T9, (il I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access RfE<>>D<> > ID BD SQL Server A 1 V& {ER L £ 9, /=& X I, Secure
Private Access 70—Hh—D< > > ZH HOSTL T, Y>> R X1 DOMAINL @&, w> > ID &
TDOMAINI\HOST1S, A Db 9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAVRBIFROIVT) ZFERLTHRETI XY !
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—)Lz<> >V IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
O—ALTF—82~R=2:
O—ALT—2R—IDIERZRET B ICIF. ROFIEZRTLET,

1. gafo#ExCitrixAccessSecurity<Site Name>TEDTF—EZR—XZEHLFT, <Site
Name> & Secure Private Access @1 FRTY, (fzx xid. CitrixAccessSecuritySPA),

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O« >Z{ER L £9, OJ 1 VHERICIEREINT
WBHBEIE. CORTY FIFERTIET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —#—ICEID YT T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'
ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

T—ER—RZFETER T AU YO-RLIET—ER—IZRIVTRIEL>TII Y ID ICERMNEME N
£,
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FSTIa—For7O7000 L RIVEEE

FSTINYa—FT42700ET 74 DTS —OFLARILTT,
FSTUNSa—Fo>O0007 LRV EEETBICIE. V21 LY —E X appsettings.json (C:\Program
Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService) <. TroubleshootingSql
dorestrictedToMinimumLevel#xOWFNHhDMEICEFHRL £,

- Information

- Debug

- Warning
- Error

"TroubleshootingSql": {

"restrictedToMinimumLevel": "Error",

"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Director #EE L1, TI>a—FT1 >4

August 26, 2024

Director % Secure Private Access £ #& 9 % . Secure Private Access v b7y 7D ITARTOIVKR—=%
> OBIEN Director ICEIDAFEFNB -0, MBHBRNT =TV RAOEBERE CSTILY a—T 0 VI HAEIREICH
DFEJ, XRORIE. Director ICcRRTNZTFIERIS—I—REKLVBEETIZIREERLTVLET,

HAICOWTIE. UTOREYIEZBBLTLET L,

o Secure Private Access T Director ##m$ %
« Director T Secure Private Access v a>%#&RRT3

:

¢ 2HTBIC TO) ZELCI—RIIBEOERITI7O—2RLFT, 7z z2IE 1000137 7 OFIEHLEIIL T
JeERLET,

¢ 2HTBEIC Tl ZETI— R BEZLRBHIMEZRLET, LR 2101 1ty avEEzRLE
To BEPHIIMRELISEIE. OV ZARNTRHEZMRTZ L ZHEHOLEY. TNTOHREEDLRR
RLBWEEIF. TR-MIEELTIIES W,

FIEREI— R
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2102

2000
2001

TTIVHEAyE-UI-F

KRR
EN
EN

e

Fh

527

5%

Fh

5%

ES
TOT« T[T OT 1 T[IEE

Active

70707

Bt

FIFERICAE TS —DEELE L .

—WOT FUIFFIEINE LD
L eHd 1 207 7 FHEN KK
L&l

TFVIFFIEThT, baebl
DOT FUFHENREL £ LT
FIBIEHILE L . <D 1
D2OT7FUDLFIEEINE LT
TIVIEITRTRI D —IC&>TE
BINledH. FIESNELEATL
7o

—HIT BRI —HBWnid. 77
VI3FNIEINFELEATLT
—HoF7FIVIEEIN, o7
Id—HT BRI —Dah Tk
O, JIEINFEATL,
Y BRY—Dand, 77
DI3FIEINEFEATL

5198

v a k.

Ty a BT IT T EIEIET
LTW3h, vy a>rThilk
H 12077 DEFHEBLEL
TC o

tyoavid7oT14 7T
tysavId&T/HET T+ T T
ER
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3101

3102

3103

3104

3000
3001

3002

3003
3004

TTVEBAYyE—IO—F

4101

4102
4103

4000
4001

4002

IRRE

EN

e

EN

FFRI/IES /R

B
CEBA'507 71 DS

EN
FFEI/IES /R

Bt

UG- WIS —HRELF
L7z (REREAINTULEEA)
RS —sHERICHISMFEE LT
. PTIDESNEFLEATL,
T7UHIEZF—42 D null-RY
S HMERICAT TS —HREELE
L7

T7UORY S —#lEERFRICT
S—HRELFLT
T7UDOHREIFFETEINTULET,

TTUDTIFIZRY O —ICLDER
INEY,

—HIT BRI —HDaWnicd. 77
UHFIEINEFLEATL .

77 OFIEREIFTATY,

Citrix Enterprise Browser i 57
TEEBLEIS S LFLR,

98

TIVr—saviesIrs—7 7
T—aroRPICRETI S -
RELFLL
TIVr—a Vg s — ()
TTUDOR) S —FlEEREHRICT
S—HRELFELL

77 OEBIFHFTINTVET,
RUS—IZ&D, 7FUr—>ay
DEBMEFINE LT,
—HTEZRUS—HBRW\D. 7T
Dir—2a>oiRgdEEINEL
7=
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SIEM &

August 26, 2024

Secure Private Access 7551 iE. ¥ a2 T BRELVIR Y MBI (SIEM) Y —E R D#FEEE T R— K
LEF, ExallTasaRY MEWindows 1R AT (ARVEE2—F\T7FVr—are—E209)\
Citrix Access Security) ICUT7ILZA LATHRESN, Y—RN—FTo V=L TRESLURHTIET,

RDFEIE. Secure Private Access 755 1>DtEFaFa - AR ED—ETY:

A~RY kD

4624

4625

4634

4720

4738

4726

gD

FThHOYMNIERICOTA
vanxlLik:

ThoyrHOsAYTE
FEATLLE

FThorehasdxazan
FLI

A—H—=THhU > bHMER
ShELE

A—H—=THhHUY HEE

ShFELE

dA—H—=THho > FHHEIRR
IhELE

A

Secure Private Access
EEEN Secure Private
Access EEEO>VY —JLIC
OJ4>LIce SRR S
nNd1~R>k
Secure Private Access
EEEN Secure Private
Access BEEEO>V Y —JLA
DAOTAVICKBR LIz &
ICER S Nfcr R~
Secure Private Access
HIEE D Secure Private
Access EEEO> Y —ILH
S5OJF 7 LIt SICER
INFANY b
# L\ Secure Private
Access BEEENEMTN
e EIER S NTEARY
I\
# L Ly Secure Private
Access BEENEHL 7
TR ENTEARY b
# L\ Secure Private
Access BEEENHIBRT N
e FITERINTzARY
I\

#=iiT

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X

Citrix Access Security

Admin H—E X

Citrix Access Security
Admin #—E X
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ARY K ID

8001

8002

BEREaXVH

« EXAUTFABRELVTIAY REE (SIEM) 0

FEDH

A—H—-0tF*xa7 7o
A S A

A—HY—F7 IO RERI D
IXb+

A

IVRRAY T~
Ty a VUHREBEIFE
T LI SRS NS 1
R b A—H— Y
v, TN ADFHM. &
waYRIZT7 IR LT
AR XA EIEB R X1
VhEENET

Secure Private Access
TSIA40D Y —IAD
T REERLI-CEFIC
EIND ARV b, VY
— M FQDN L #BRE
NEENET

A
ma

#T

Citrix Access Security
Admin #—EX

Citrix Access Security
Admin #—E X

e SIEMV Y a—3>oA0ndoEERICODVWTSIEMY Y a—S3>yAaondoEFICDOWVWT

OJREFRIE

August 26, 2024

O41% Secure Private Access T—4~R—IZ 7 BEFEEINE T, OJOAHEDPAIADTFSZL (fce z
(¥, 100,000 28z 3% ). 0 BLOEICRBEVWOIZHIBTEX T, JU—>TvFPadiE. TI4ILERT
LREBECCICRTINET, CoYadid. V21 LY—EXNBREETICVICHERTINET,

FSTWNSa—T4 2O DREREDHIZIA X

0700 )=>7 v 7. SYEAALYT—EIDA YR =)L 7 LA —IZ%H S appsettings.json 7 71 L& EH

LTRETEEY, OJVORFHEL T —IN—XIREFETIZATOREIVTIV -V Ty TZRETETET,

HBEIZG LT appsettings.json 77 1 ILAOUTFOIY CUEZELEXT,

B TINT TUREjson T 7 A )L:
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"TroubleshootinglLogs": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,

"CleanupOldestDataIfEntriesCountAbove": 0
}

IV =27y FTEEMICTBICIE. BBEIISCTROREZITVET,
o« OJ% 7T BELIFRIFT31C1E. CleanupDataOlderThanDays# TICRREL X,

s BEMOI) -7y FEEMICTSICIE. CleanupDataOlderThanDays#% 0IC:EL £7,

¢ ATV ER=ZADT)=>T7 v TEENCT ZICIE.CleanupOldestDatalfEntriesCountAbove
Z0ICRELET,

o INSDREHPTEH LD 0ICREINTVWBRHE. £ldCleanupPeriodInHoursh 0 ICREINT
W3HE. OJIKAICRRISNE T,

- T RUVERAEHN 100% KT I3 a8 H 370, CleanupDataOlderThanDays# 7
l&CleanupOldestDatalfEntriesCountAboved®@A% 0ic . 7lECleanupPeriodInHours
Z0ICRETDILIEBEIHLEE A

- Qoo )—>7 v 75EEIE. CleanupPeriodInHoursI Y hUAEELTEFTZLHT
REI

paH

Secure Private Access 0 S X Z2— LTEBHTZHE. CNODREIFIZITXEZ—/—RTEETZH
BERAHDET, /—FRREICFA—EBDHIHEI1E. RPBERIZIV =TV TEINBZA I ADMEBEIN
£9,

AJeTLXMIDO)—=>T v

August 26, 2024

TLANITF=2DOU—2T v

FL X MUF—421%, Secure Private Access T—H2R—XIZ 3 ARREINE T, 7U—>T7 v IHRELATL
XM F—REFETROHDOF v old. 30T iZiThnzxzd,
pE N

TLAMITF=200) =27y TZRIBTBIC1F. FVFAA LY —EXDRITINTUVIHELRHD £,
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COF oo )—->7v>

CDF Oo#'i&. Secure Private Access 1 ¥ X =LY > > D Admin 8LV TV EA1 LY —ERDAI VA=
FIHZ—AIRESNET, CDFOJId.csv 77 MIILICRESN. &7 77J)LICIE 10MB 4 HIBRASEA TN
£79,

Admin 4 —EXIF—EICRAX 0 ED COFOJ 77 1L 2 RIETI£T, TD%. RBHFLVL I 71IILZHIRL T,
WLWCDFOJ T 7 A ILEERT BT DRAR—RZZEITF T,

Runtime #—E X id Admin H—ERERELC&SICHEEL £TH. —BICRETES 7 77 LEIZRA 600 BT
ERS

COF OV DARZLII—>T v

COFOJ ooV —>7yFid. EBY—EREL T VRALY—EXRDA YR M=ILT # LA IZH B appset-
tings.json 7 7 1L ZFERALTRETET T, 777N T 7N A Xeh TV MEIRZZEET 3113
appsettings.json 771 JLOROITY U ZEHLFT:

"CdfFile": {

"fileSizelLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

pa

- ~IZ Secure Private Access OEHD 1 VX2V ADBEINTWDBIHEEIE. Secure Private Access
DEA VR S—ILY T VT appsettings.json 77 1)L ZEHLTCDF o U —> 7y F=iTVWET,

August 26, 2024
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