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11. ARBL ZTITRODVWITNDDEZANNDLE T,

. Step 2: Conditions
Wd Ruledetails

User*

(2) Conditions

Matches any of AV Select a domain N administratoradminis AV
e Actions AND

Device posture check ™ Matches any of N Compliant, Mon-Compliant N (=)
o Summary W/

.:':"‘_. Add condition

Cancel , . Back . m
o EHL- BT NA ZDHE
o JEERL - FEWTNA XDIFE

12. RN 200w O LET,

13. £HFHBICESVGERTZWENHZ T2 a V= BRL. Az UvILFT,

BER—ZIZIFR S —OFAPNRTINE T,
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14, HAERRL. [T]Z2IVUvILET,
AR
TOREZA RS —TEPEIFIEER L L TH I FIFINTUWA L Secure Private Access 7 71— 3

Vi TIFINOT TV =3 e LTRDIA, TN XOREICBEBRBSIRNTOIY RRAIY FTT
T ZAAREICHED FT,

IVRI—H4—ITOZARIJIVR

Citrix & (3. Citrix Secure Private Access ZFIHL TEFa U T §lHlZIERT B e TIF 7, Citrix
Workspace 77U lE. §RTOUY —RIZRLICTIERTEEODIV L) R4V R TT, TV RI—H—IF,
Citrix Workspace 77U B L TREB 7 IU. TRI v SaaS TV T71IICT IR TEF £, Citrix
Secure Private Access # ¥ % . EE#EIE. Citrix Workspace Experience Web Ul £7i3% 151 7D
Citrix Workspace 7 V) o547 b EN LTIV RA—H—hSaaS 7 AV r—> avIC7 oL RT3 HEEH
HWMTETEY,

Enhanced

Workspace Security OFF Open in standard browser P
1A > =
—y
“““ Internet
o ’ (9] : 4 e Open in Citrix Enterprise Browser
- Allow
L I "\-
“, a8 J Deny Rcces restricted
>
Redirect _
cnex ® a m o 1 Enhanced

Security ON

. @

Secure Browser Service

I—H—HI> RAKR1> T Workspace 77U sREMTZ L. 7V r—>3 > TAI v T T71)L Saas
FTUHBRRREINET, BTt a T BEMBR->TVWBeIICaA——MSaaS 7V r—>a>%xd
Vw0328, 77Ur—=2a2id0—ACA YA —ILENTWVWBRIEET SO THIET, BEEEMNEEIN
feEFa )T EBMTLTWVWSIEE. SaaS 77 Jid Workspace 7 7UR®D CEB THE £9, SaaS 77U E &
UWeb 77URDNANR=D 2 IADT 7L XIE KEBDO Web #1 ~ RUS—ICESVWTHIBEINE T, IR
BT 7Y FOFMIIOVWTIE TIEAR T = TH A b 28BLTLLIETWL,
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Enhanced

& s Workspace Security OFF Open in standard browser
. .\
=l > damh
ey W
Internet
k= 3
Open in Secure Browser
Allow
[ 4] —_—
Redirect
X
Enhanced 0O 0
Security ON Deny P

Back

EIC. Workspace Web /R—%)LTld. eI nfztFa )T NEMICAR>TVWEEHE. SaaS 77U r—> 3
VIRATATICA VR M—ILEINEET SO THRHIMET, @kShictFalTr2ERICT S L. SaasS
TIVREREBRVE— N TSUH-—THIMET, I—F—Id. KEZRD Web 1 kKU —ICEIWT, Saas
TFUADO Web 4+ MZF I ERXTEET, EARI T TH 1 FOFMIOVWTIE, THERART = TH 1 b1 288
LTLIET W,

DRy aR—R

Secure Private Access t—E XD A v > aR— RIZIE. SaaS. Web. TCP. UDP 77\ Oz li7—4 L AR
MT—EANRREINET, dvPar—R2ERAT . EBEEF TS, I—F— IXIXOEEMHRE. FiF
BOFERRRE 1 A CTREICIBETE£T, 0T —2IE Citrix Analytics hSEBBINEz T, X MUy IlE K
ILLBIFTROATIVICHEINE T,

« OYRBE STV 2—FaVY
o« I—H—

s 7= 3Y

e 7URARUI—

FAICOWVWTIE, Ay aR—RESBLTIETL,
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& Dashboard Secure Private Access > Dashboard

3 Applications

Policies Last 1Month A4

Identity & Authentication Logging and Troubleshooting Users Applications Access Policies

% Settings

Logging and Troubleshooting
2 Device Posture

[EQ Troubleshooting

Diagnostic Logs ()

Device Posture Login/Logoff © App Enumeration & App Access ()
0 120 @
® Compliant 0 ® Success 60 ® Success 0 ® Success 2
Non-Compliant 0 @ Failure 60 @ Failure 4 @ Failure 44718
@ Login Denied 0

See more|

TTVOBED NS TN a—FTa Y

Secure Private Access %> a/R—RDZMOY Fv— rTlE RBiE. 7TV 5 —> 3> 0iEd. 77U D5,
TNARADRAF vy AJICEET 207 2R TEEY,

e BHRI—F:BERLO—HOOY ARV MG BEMTFOSNBERI-FAHEDFT, BHRI—FZzIV
vITRE. A—HY—IFBRFIBEXLIFEDARY FOFABRICUAIL I FEINET,

o FSIH I aVIDBHOJICIE. T EIERD TR TO Secure Private Access O #BEETIF 3 b
Sy aryIDBHBRRINET, 1207 T FOEIERT., RAHNBHBRED. T—IXR=X TS
ATOT7FUDFE, 2L TT7 7)) 7OEXBRET. BHOOIPERTNBZBERHDET. ThsD1(
RYMIITRTIMEOOTZERLE T, bT2oHF T3> IDIF. Ch5ITARTOOY ZEEMITRT=HIC
FRINET, FIHFIIaVIDRFERLTEHOIZT74IIL2) 2T L BEDT U POEREXKIC
BETZIRTOOIZRDIIZEHNTETET, HMICOVWTE TEFa7 T3/ R—F PO/ ZXDOMRE
DEZTINa—FTa>71 2BRLTIESIL,

Secure Pt Access > Dashbonrd > Disgnostic Logs
« Diagnostic Logs
Diagnostic Logs @) Device Posture Logs (0

Last 1 Week v @ Addfiter

Results are limited to the first 10000 records. Narrow your search criteria for more relevant resuls. Export 1o CSV format
Timo Gatogory App name Appype. AppFQDN Modeof access Infocodo User name status 14
20241031 2016:28 NiA NiA Saas NiA NiA NiA acalocaliak2 ® Success
202410-312016:28 NiA NA saas NA NiA NiA asalocaliakz ® Success
202410.31201531 App Access NA [ 173162551 NiA 0110000409 asalocaliakz ® Failuro
20241031 201528 Login/Logoff NiA saas NiA NiA NiA azalocaliake ® Success
20241031 201429 Login/Logoff NiA NiA NiA NiA NiA acalocaliake ® success
202410-30093725  Login/Logoff NiA Saas NiA NiA 018003 adgBadthnldinb/565.. @ Failure
202410-300937:13 Login/Logoff NiA NA NiA NiA NiA NiA ® success
202410-30 071819 Login/Logoff NA Saas NA NiA 0x1800d3 adgBadthnldinb/565.. @ Failuro
202410-30 071811 NiA NiA NiA NiA NiA NiA ® Success
202410-291332338 NiA Saas NiA NiA 0x18003 adgBadthnldinb/565.. @ Failure
202410-29 133144 NiA NiA NiA NiA NiA NiA ® success

Page 1 of 1 20r0us
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e JFATIA—NTRIEN S 74 v I ZRANTIC. LOMS AT FO—FEZERLTRE T SV r—23 Y

(Web/TCP/UDP) 272t ZX L&Y,

IA—HY—DT7I0ERTZT7IVr—>arz@ELTEONS A N7 IO-FICBITTS
SaaS 77— a A7t X% Citrix Enterprise Browser IZHIfR 3 %

SaaS 7N =2 a ADT IV ERAZEHRBONT VYU IP 7 RLRIZHIRYT 3
Azure BIE®D SaaS 77U Dt F a2 ) 7158

Office 365 Dt x 21738tk

Okta 77U+ al) 7138k

BELE

TLFXFa2aT7TSAR— T IEROHME

BRI E

DI27LYRT7—FT0Fv

Citrix Enterprise Browser

GACS 2 & 3 Citrix Enterprise Browser 0 &2
BEENAARNGEIOT—o7O0-THYR—Tar >ty b7y IHEHE

2EE

FT7ZIAOEONSIZA bRy bT—=0F7 71X (ZTNA)

Citrix Secure Private Access (&2 751 R—kWeb 77U 7o R

Citrix Secure Private Access IC& % /87U v SaaS 7 7UADT7 It X

Citrix Secure Private Access IC& B TZAR— b 9SAT7U b B—N=T77) 7O£2X
Citrix Secure Private Access I & % ¥ —OH— 1R

Citrix Secure Private Access |2 & 2 BIEEE O 1RE

Citrix Secure Private Access IC& BTV RA—H#—TIIRYI VR

Citrix Secure Private Access B L 7= ZTNA ¥ VPN O 74> T AR TV ZADELER
Citrix Secure Private Access Z R L7z ZTNA & VPN 7R— b X% v > D ELER

EERmOIEBR

Citrix Enterprise Browser: C0!)1J—2XZIZDWT

Citrix Workspace: #fi##aE

Citrix DaaS: #t#sE

Citrix Secure Access ¥ 5 7> k NetScaler Gateway 751 7> k
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BEEANA LSO —070-THFYR—Tr Tty b7y THEHE

October 21,2024

SaaS 77U, A Web 77U, TCP 7 F7UAD¥O bS A Ry b D=0 PO RXEZEBRTZ-ODRTY T
NARTFyT7OTOCRZERo. SBUINIEHLVWEEI I ZXU I YA, Secure Private Access —t
ATHATEE T, Jhicld. Adaptive Authentication. 2—4%—HITROU TS a > =TT IV r—>a .
BRETIEX RS —BEOBRINE—OBEIYVY —IILRICEEFNTWVET,

ST HF—RIG AVR=FT 1 VIR ELIFEDRLEAPICEEEDN IS — DB WVWVEBRZRRI2DICRIE X
Yo Ffew 2FMBFERAREA MY IR ZOMOEELRBRERLEICRTCIIHLVWA Yy aR—FHFBETSE

£,

RKEDBFIBIFRODEESED T,

1. mIAE D Citrix Workspace ICOJ 1 > § 3 1c O DRI EZEIRL £,
2, A—H—@iFo7 IV =3 zEMLEY,

3. BEBRTF VLA RIS —EERLT. 77U TOLROEREZZDHETES,
4

L TTIOEREEELE Y,

X7 TIAR- T IOCREBEAART—0 70D F—FIZTIEXTS

DAY —RIZTIERTBICIF. ROFIEZETLET,

1. Secure Private Access H—E'X 27J)LT. EBEZ7 v oL ZT,
2. IER—JT. [T 22V I LET,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

protect data and applications.

é

Reduces operational cost

Fully managed by Citrix

Zero Trust solution using adaptive authentication with detailed device VPN-less access to all internal applications, acts as a bridge between private and globally
posture, built-in multi-factor, as well as granular security controls like distributed cloud-service points. All connectivity is outbound from your data center to the
users, without ever

n a firewall port opening.

Top benefits of Secure Private Access

Highly scalable
Scalable to meet large enterprise needs

Citrix Secure Private Access provides a better, easier,

Best user

and privac: y concerns

raffic
with personal employee data going through the corporate network.

No nee

S5

No changes to DMZ
d to open extra ports in your corporate firewall
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27y 71 ID LREEZERET B

mMAE D Citrix Workspace IO 1 > § 31 DB A ZEEEIRL £9. 74 7T+ TR, Citrix Workspace
ICOJ1 Y L TWAEBR L - —ICEEARE = T8I 9 5 Citrix Cloud #—E X ©9, Adaptive Authentica-
tion #—E xiF. Citrix B’ RX kL. Citrix EEL. 75T RTHRIEIN3 CitrixADC THD. RO &S %=
BRI TR TIRHELED,

o SERRDIE

s TNATRADEHBRF v >

o ZMH(GE5TE

« Citrix Virtual Apps and Desktops NDERBE 7 U+ X

« Adaptive Authentication %1 ¥ % (Ci%. Adaptive Auth (70 =H/L 7L Ea1—) 2R L THERT 3
ZEIRL. #BR%E%T L £ 9, Adaptive Authentication oz4BIC oW Tid. Adaptive Authentication
H—E2%2BBLTLEEI W, Adaptive Authentication ##m L 7%, BBICKRLCTEE 2IUvILT
BREEETEET,

Zero Trust Network Access to all enterprise applications
Sacure access to all enterprise based on adaptive and access policies

Step 1: Identity and authentication

Identity & Authentication
Select the authentication methed used by subscribers to sign-in into their workspace

(2) Applications @ Configure and use Adaptive Auth (Technical Preview) [
@ /N Mot Configure:
) Access Policies
Adaptive Authentication enables advanced authentication options including the capability to scan the endpoints for device posture. Based on the results, the admin can define how they want to authenticate
users to their IT sanctioned apps
) Review

() Use existing Workspace Authentication
C  Active Directory

To configure or make changes launch Workspace Authentication (=]

o BRWICBIDRIEAE%EIR L. Adaptive Authentication ICHID B X Z18&E. #0Uv o LT &&ERL.
BREZETLEY,

To change your current authentication method launch Workspace Authentication (4

[[ED Adaptive Authentication Mot Confisurec Select and configure
dvanced uding the

Adaptive ture. Based on the results, the admin can define how they want to authenticate users to their IT sanctioned apps.

BEFORFEZZ BT BRI T—IAR—IBi=z o) v I LET,
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ATy T2 7TV r— 3>z EMLTEET S

WAEHEEERLIcD. 7TV r—23>z2BRLET, OTOA—Y—DIFEE. 77V r—>3>y o747
R=DICET TV 5= a B REShERA. 7TV ZBMZI Uy I LTT TV ZEBIMLET, COR—ID5,
SaaS 77, Web 77U, TCP/UDP 77U %ZEBMTE &9, 7T7UZBMIBICIE. [7FUZEEM 20 vy
L&Y,

T7UREBMTBE, CTICVRMINETD,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Step 2: Applications

Configure and secure enterprise apps from unauthorized access.

Identity & Authentication

Applications A There are no apps configured.

Review

N About applications
Configure any Saa$ or internal applications for secure access. Optionally, enable

single sign-on (SSO) to remove the need to enter username and password when
accessing the applications.

Add an app

TTUEEMYTBICIE. ROMICTRIFIEZRETLET,
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Add an app

To add an app to the library, complete the steps below.
». Choose atemplate
. App Details
» Single Sign On

~ App Connectivity

e I>8—TF514X Web 77U %EIMY S

- IVE—TFSAZXITTT7FIDYR—k
- Web 77UANDQEET VX EEHRT S

« SaaS 77U %IEMY 3

- B —EReLTOVY I b7 7FUDHR—F
- SaaS 77 H—N—EBDER

s USATY M —N=TTIVZBET 3

- 94T b F—=N=TFUDOHR-F
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o TXUREHT S
- BRI 7 ) EREHITZ - T R1I—HY—DJ—o 70—
o BEREICHRAMODERT I ZAEZEMICTS

- BEED SaaS LU Web 77UADOHRABRODERT7 /X

ATV T EBERDIN—INEETCTI/ELRARI) S —ZHERT S

BHOT IR IIL—IIEEBL, BE—DORUS—ANTERZI—H—F R I—H—JI—TIIHLTERBZT It
AEHERETTET, Ch5DIL—ILIE. B—DRU>—RT, HTTP/HTTPS 7 FU4r—> 3>« TCP/UDP 7
FVr—oa > omAIc@ICERTEEY,

Secure Private Access D 77X RU L —%FERT 2. A——FHE2A—H—DFNAXDAVTFI L
ICEDWT, PTUADT7 IR EBNEIZEMICTZ D TEXT, I5IC. ROEFaU T HIRZEEMYT
BT, PTIUNDHBRGESTIERZBMICTEE T,

o VU TIR—RFT7 IR ZHIR
o ENRIZHIRY 3

e AU O—RZEHIRYTS

s 7v7O0—-FRZHIRYT S

« BHLERT

e ¥—OFVIZHIRYT S

« AV —=2F v TFvedIRT S

NS OFIRDEFAMCOVWTIE. TRIREAEAT7 7 ZAGIR] Z8BLTIEIVL,

l. FEFS =23y RAVT [FOERRRUS=] 20w oL [RUS—DER] 2OV v I LET,

A There are no access policies configured.

About access policies

Configure policies with one or more conditions to enable context-based secure access to
your applications.

Create policy

VWHTDRA-—H—DIFE. TIOLIA RIS — ST 42T R=DICIFRIV S —HRERINEEA, KU —
ZE TR, CTICURMENET,

2. RUD—BeRUS—DHBAZENILET,

3. 7FVr—=23>T. CORVS—%BRATZT7TIELRIETTIOEY FEBERLE T,
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4. RV —DIL—ILZERTBICIE [IL—ILOER] 20V v I LET,

Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope

Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

p N
‘ (Q kot X oS sutneTestng X (" selectapplication )
\ J

Policy rules

Access policy rules are enforced based on the priority

Q Ssearchforarule ‘

No rows found
Page 1 f 0 10 rows W
(O Enable policy on save
Cancel
5. L—ILBEI—IOBBEEHBEENAL. [AN]ZTUVYILET,
. Step 1: Rule details

(1) Rule details

Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
e Actions Rule name *

‘ Allow with restrictions ‘
o Summary

Rule description

I Enable access with restrictions I
' ™~
| Cancel )
e Y

6. I—HV—DFRHEBERLET, I—F— FHIE 22— —ICT7 VT3 oA \DT7 I RX%Z2HAT37HIC
I THREDBBIUEFRHTT. ROVITIhHZEERLET:

s DVTNMI—H-Tr—ILRICURMINATVBRREFOVTRMI—HL. BIRLIER XA VICET
BA—HY—FlEIIN—T DA T I EIDHFIAINET,

e WFHNIZH—HMLEFEA-Tr—ILRICURMEN, BIRLIER XA VBT R A—F—F 3T I —
TEFLSTRTDA—Y—FREITIN—FICT7 IV ADFTINE T,
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Step 2: Conditions
4 Rule details

Rule Scope
(2) Conditions ) )
Select the rule scope from the following options.
(3) Actions @ User
Applicable to both HTTP/HTTPS and TCP/UDP apps
Machine
e Summary Applicable to only TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain NS ‘ ‘ Domain Admins X A4

() Add condition

( cancet ) (LBt ) m

7. (#723>) AT AMIBIVWTEROEEZBNT 3IC1E. T+ #00 v I LET,

AVTFEIAMIESVWTEEZEBMT 3. £HICAND BEAEAIN, I—HF— A F>a>oav7+
A R=ZDEHEHE - INTBEICOHFRI O —DFEINE T, AVTFIA ML TROZEXEERT
FFET,

e TRUVMY T ERIEENANWNTNAR-TTIADT IR ZEMITEITNARZERLET,
o HIBMGIE- 21— —HT7 TVICT VAL TV S R4 CHIBMUERRIRL £ 9,
- ROVWTNMI—H U MINTULWBRWTNOORIBRNGIBFRAS 7 TVICT /2R T251—H
—FER3 Y- IIN—TFOHIDTTIICTIVERATEET,
- WFNICH—HLEHEAL U X TN AZRUIO IR TOI—HF—F 32— — JIL
—TIZT I EZADBMCHED T,
o XY NT—UDBR-A—H DT TVIIT IR TIRICFERT2RH ey T ZBIRLET,
- BROVWTNMI—HLET: URFIATVRVWTNDDRY NT—JDBAANS T FUICT D
TRIZA—H—FEA—F— TIN—TOHDBTTIVICTIERATEET,
- WFNICH—HLERA: URMINERY FT—JDBRUIMND TR TOA—HF—FfclF2—
— IIWN—=TIZT IV ERDBEMIED £,
e TNARDREF TV I-A—H— FNARDBT TV r—2aVICT I ATE3RDICHETHRELD
BEMGEFEIRLET,
e A—H— URY RAT7-A—HY—IZT7 TV =23 AOT7 7 A ZRETIHENHZ ) XU X7
AFIVEERLET,
e 7—02ZR—XURL-BREEIEZ. T7T—UXR—RIIHIETZTREM XA VRICETVWT I IILEZ—
ZIEETT XY,
- lFonFnMC—HLET - BEEI-—Y—ERIPERINZT—I IR—I URLOWFIhIT—
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8. kNl 20w o L&Y,
9. HHHHICESVWTERTZHENHBZ 7/ a vz BRLET,

« HTTP/HTTPS 77U 0B&IE. UTEBRTI£7,
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- HIRNSTY I R%ZFAT S
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BIRME 7O REHFA T3 2 RIRLIBEIE. 7TVICERTIHIEERIRNTI2HELRHD £, HIEDFM
ICDWTIE, THIRARER 7O RFIR) #8BLTLEIV, 7TV EUE—k TS50 —THE<H. Citrix
Secure Browser THIK I ZIEETEEHTIFET,
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secure-private-access-policy-rule-actions.png)

LORA]l #2200y o LET, BER—JIZIFRY S —DFEIRTINET,

2. HEHERLT. =71 20V vILED,

) Step 4: Summary view -
"4 Rule details
Selected applications for this rule
v Conditions DNS Suffix Testing BitBucket
@) Actions Rule details
Rule name: Allow with restrictions
(4) Summary
Description: Enable access with restrictions
Conditions
User: Domain Admins
Actions
For HTTP/HTTPS apps: Allow access with restrictions ~ Restrictcliphoard access LRI
For TCP/UDP apps: Deny access
4 ™ s ™~
| Cancel ) | Back |
M ey M A
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EHABRHEVIL—IPBIICFEHEINE T, IL—IL (N) PEBINEHIC—RLAWVESRIZ. XDIL—IL
(n+1) PEEET N, CNDEDIRINE T,

Policy rules

Access policy rules are enforced based on the priority

‘Q Search for a rule

Priority Order Rule Mame Rule Scope
1 AllowAccesswithRestriction-] User
2 AllowAccess-1 User

BRIBGLIC & 2 IL— )L DTG

W=IL1I=IL22WVW522DI—ILZfEBlLice LET, =)L 1IEaA—F—AICEDHTSh, JL—-IL2 &
I—H—BICEIDHETEN. BADIL—IHFHESNE T, IL—IL1EIL—I20EAEHPI—F—AICEDHTESN
TWBELET, COBE. L—IL1IMBESIhET, IL—IL 1 OEEMNELSNhIEE. IL—IL 1AERAIA. L
—L2IBRFYTENET, ENLSIMDIHE. IL—IL 1 OFRGHBLSNBVEEIE. 2—F— AlZ)L—)L 2 HEHR
INEY,
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WIFNDIIL—IILBFHESNARWEE. 77V IRI—F—IFEIhIEA.

MARRER T It XFIRA S a>

7o avEIRHGEITIOERZHAT B EEIRT BRI LRCED 120X T HIREEIRT 2HEND
DEFT, CNE5DEFaUTAHIRIISZATLATERNERSNTVEY, BEEEIMOELEHOEZLEELLDE
MLEDTBILETEEEA. 7V —2a VI LTROEF a2V T HIREEMICTZENTEET,
HICDOWTIE, FIAARER T 7 ERFIRA 7o a 28R LTSI L,
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Step 3: Action
Rule details

o Conditions

@) Actions

@ Surnmary

0 selected

-,
Cancel |
/

. -

Action for HTTP/HTTPS apps *
() Allow access
@ Allow access with restrictions

() Deny access

Access Setlings

Clipboard

Copy

Download restriction by file type
Downloads

Insecure content

Keylogging protection
Microphone

Notifications

Paste

Personal data masking
Popups

Printer management

Printing

Screen capture

Upload restriction by file type
Uploads

Watermark

Webcam

Action for TCP/UDP apps *

@ Allow access

() Deny access

[[) wiew selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enablad

Prompt every time
Prompt every time
Enablad

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enablad

Disabled

Prompt every time

Search

A7y 7 4 SRHOBEZRERT S

[LEa—]R=Ih5, B2 T7FVERERTL. [BL3] 20Uy ITEET,
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Zero Trust Access to enterprise applications
Zero Trust Network Access 1o all enterprise apps based on contextual policies

(3) Review

App configuration

test1997

None

test_1

None

testill
> None

test_101

© None

test_1233456

> None

Access policies

oonerry

Identity & Authentication Step 4: Summary
The following is a high-level summary of your ZTNA setup.
Applications Identity and authentication
X
$ Access Policies Citrix Gateway is your current authentication method

Always

Always

Always

Always

Always

nnae srmie

/] Cenfigured

Page 1 2 of17 3 5 rows

nmieen

RORIF. 4 DDRTY TOEEZTT LIEBOR—SZRLTVWET,

Zero Trust Network Access to all enterprise applications

Zero Trust Network A o P

posture as well as granular
d

security your

©x

Reduces operational cost
Fully managed by Citrix

L-J
Simple to configure and use
P ication templates and click

Citrix Secure Private Access provides a better, easier,

and most secure way to access all enterprise
applications using Zero Trust security principles.

Citrix Secure Private Access provides the best user experience, eliminating traffic backhauling

VPN-less access to all internal applicati . private and
points. All connectivity is outbound from your data center to the sers, without even opening a firewall port.

Top benefits of Secure Private Access

Highly scalable
Scalable to meet large enterprise needs

o pe data going through

No changes to DMZ
No need to open extra ports in your corporate firewall

©

Global availability
Available across all 3 Citrix Cloud regions. For more info, click here

BE:

Y, IEFICRSBEIEHD £t Ao

RTORIY D —ZHIFRT 2 ROBENKRTINE I,

DA —ReFRLTERZRT LB, 20E7aVICEEBBIL T, €023 VDBMEEETE

BRINT T ERIER) S —ZIRTHIBRLIEHZEIE. BEENT2HXELNHD £Y., COHE.
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A There are no access policies configured.

About access policies

Configure policies with one or more conditions to enable context-based secure access to
your applications.

Create policy

TR RGIRET T3>

October 21,2024

TOEZ RIS —DEEEICT V23> GIRGITIOEIZHT TS 28R B, PO/ EIHREEIRTETET,
ChS5DRIRIZS AT LATERMERINTVE Y, EEEIMOBEASHEZEELLDEMLEDTZILRET

EEtA TVERRIO—DERE T IV AFIROEMUOFHMCOVWTIE 7722 K)o —DiEm) 258
LTS W,
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b Rule details

o Conditions

@) Actions

@ Surnmary

-,
Cancel |
.4;

.

Step 3: Action

Action for HTTP/HTTPS apps *

() Allow access

@.ﬂ.llnw access with restrictions

() Deny access

0 selected
Access Settings
O Clipboard
a Copy

O Download rastriction by file type
O Downloads
O Insecure content

O Keylogging protection

(] Microphone
> O Notifications
d Paste

O Personal data masking

a Popups

O Printer management
O Printing

] Screen caplure

O Upload restriction by file type
] Uploads
@ Watermark

O Webcam

Action for TCP/UDP apps *

@ Allow access

() Deny access

[ View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enablad

Prompt every time
Prompt every time
Enablad

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enablad

Disabled

Prompt every time

Search

Back

1)y TiR=F

Citrix Enterprise Browser @HT7 /X9 31BE. COT7 VLR RUS—%HEHL T SaaS F7IEmE Web 7
ZTUTOYOERD /I~ /MO FHRIEZ B/ EMICLE T, 77 4L ME: B
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o Ay O—R&IRICMZ T, Z70IL 21 FIC&B A >O0—REIRSBRLFBTEET,

o RUS—T IEIYO—R] & TT70IL A TICE&B AT O0—REIR) OmADFIBRIAEMICHE>T
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x93,

s COFIBMEMICAR > TWVWEZ T TV =3 Il7o2AT3IC1E. T R 2—4—I& Citrix
Enterprise Browser /N\—2 3> 2405 IEZERT3HENHD £3, ThI0BE. 7SV 75—
TIVADTIEREHIBRINET,

MIME 21 704 0> O0—RZEMICT BRI ROFIEZEITLET,
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a) WAZLMIME 21 7DEME U v LET,
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X
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.
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@ Simple mixed content - 3
[ Internal | Restrictions | @) Notsecure googlesamples.github.io/web-fund _ m | @
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Simp IS ont example!

B Certificate is vahd
View page over
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Personal data masking settings X

Select information type

Select... AV ‘

Custom 1

Field name

Visal ‘

Number of characters
12

Regular expression (RE2 library)
»4[0-9){12H7[0-9{3})?S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

RO, PUDBRRISNIH TN T7FUEZRLTVEY, CONICIE. PHOIIF U JICEET 3 BHDRT
TNTVET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 55



Citrix Secure Private Access

(@3 [P Restrictions =@ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 Yy & O @

X
[ Cloud Software Group Bookmarks Sensitive data redacted

@ Windcave

Windcave eCommerce test details

Personally Identifiable Information has been
Search | Q masked by your admin. UP ENQUIRE SYSTEM STAT|

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.
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Web 7 7UH 5 DT —2 DRI ZBH/EMICLES. T 7+ ME: Bibo

EIRIEIRRAEMIC RS> TWB T FUr—o gy s IV R A—H—AaAVTOVEHRILES S E TR, ROX vt
—IHRRINET,

Printing has been restricted by your
administrator.

( ok )

¥
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AR

RUS—T TEIR & T7) V4 —EE) OmADFIRNBEMICE > TWVWBIGE. TEIRL OFIRL 17U >%
—EE| OFIREDDBBRINET,

TV —ER

ZORU—%ERAL T, Citrix Enterprise Browser @BHT7 7 ALz Fi. BRI N7z SaasS £7IERZ
Web 77U b5 EBENMEBR LI T V2 —%2FERALTT—2OERIZEM/EMNICLET,

EI=-H

o ENRIZBEIFEMNICT S BRI FIRRICINZ T, )V 2—EB FIRHFERATEET, 72X R
—T el ¢ TV >4 —B1) OmAOFIRSEMICHE > TWBIFE. TEIR OFIRD ) > 52—
B OFIRLDHEBEINFT,

e COFIBEMNEMICHRDTWVWRZ T IV r—oa3 > Iil7o€X$3IC1E. T R 2—4%—1Z Citrix
Enterprise Browser N\—>3 > 2405 LIz ER T2 HBENH D £, ThIbDFEa. 7TV Tr—
2aAVADTIERIIFIREINET,

ENRIEIRRZ B/ EMICT BICI13. ROFIEZETLET,

1. 7€ RIVS—%ZERFRBELE T, HMICOVTIE. 778X RIS —0ERI 28RBLTES
Lo

2. A7y T3 7023y R=IT, FHIRGESTHEIZERLET,

3. FUVE—EBZI )y I L. RICEEZIVYILET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 57


https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup#step-3-configure-an-access-policy-with-multiple-rules

Citrix Secure Private Access

Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence. Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
() Disabled
(® Enabled

Enable printers by hostname

All printers are allowed by default unless specific hostnames are populated.
&.g. local. domain.net —'—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
@ Disabled

() Enabled

s ™
Save | Cancel )

1. EHICISCTHSNZBIRL TS ET L,

o« XY RIT—=T TYIVA—-Ry D=0 TYDA—|F, v cT—UIlES L TEROI—Y—HER
TEBZ TSI E2—TT,

- Disabled: =Xy FTU—JARADTARTORY T—0FU > 2—h5DENRIDEMICED £9,

- Enabled: sRTORY bT—0F) O E2—hSDENRIBEMCED EFT, TUVEADKRA LR
BEEINTVRGEE. BESNET) VEALINDTRTOXRY =0 T Va2A4A7TAaAy oS
nxd,

AR Ry FT—=T TV RA—IRAZTHRINSINE T,

s O—ALFV2E—-O-Al TV >E2—3 BFEGEN L TEADOIVE1—2—ICHEEEGIN
feTNARXTYE, COEGIZBE. USB. NFLILR—b, £EZOMOBEENVF—T 1 XN
LTREINE T,

- Disabled: sRXToOO—HILTFU>EZ—HSDEIRIDEMICED £3,
- Enabled: sRXToOO—hHILT) V2= 5OERIDAEMICED £,

+ Print using Save as PDF

-\ AU —2 3> DY T oY% PDFERTRET 3 EIZEMTT,
- B 7TV —3 >0 TF V%R PDFERTRET A EHEMCED T,

2. [RF] 200w LET,
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3. DRALL [=T] olEico Uy o LET,
ZY bT=0 TV EZ—DEMHE>TVBHE. TR A —DNEETr—ILRTTUVE—ZFRLLS5
T3 FEDTI >V 2—ZBJ L —KRFENET,

7. [PDF & L TRFEL TENRI] AEMICAR > TV BIBE. [RESR] 7 —IL R0 [FlizRT] V> o200 vy
33¢. [PDF L LTRE] AT a>hdL—RRINED,

IVRA—Y-—HPRYybT—0 TV UEZ—DRAZEETIE. XYy bT—0 TV EZ—%2ERATERLBDE
¥o

Select a destination

Q IBEalch destinations

o Some options have been restricted by your administrator

9  banpprint01. s.net Canon R-ADV CS550/5560

HP Ink Tank 310 series @ § s MacBook Pro

n ||

7 _—
[ M |
\ anage ) \ Cancel J

RO)=>FvTFv

WINHOOBEF v 7Fv OIS LFET7 7 EERL T Citrix Enterprise Browser BHT7 VX LTk
FZ. TORY S —T SaaS £7dREEWeb 77U D SEEEZF v FF v T 2 MEEEM/EHICLES, 1—H—
NrEEZF v 7FrLES58d3L. THOBEDFv FFrvEnEkd., 771/ M B,

T7AIWEA LB Ty 7O— REIR
CORU>—%ERAL T, Citrix Enterprise Browser @BHT7 7z X Lt FiZ. 2—H—H¥ SaaS £7=I1ZAZ
Web 7 ZUHSHED MIME (7 71)L) 214 7% 20V 0O— R T 3H¥EEE B/ ENICL T,
AR
e 7w 7O—RHFIRICMAT. 770N 21FIC&3 7y 70— RFIRFPRBFATETEY,

o RUY—T 7w 7O—R1 & TT7710I BA4TIC&B 7y 7O—RGHIR] O@mEADOEHIRINEINICE>T
WaEE. T7y7O0—R) OFIEY T 70l 214 F1CL3 7y 70— REIR) OFIRREDHELIN
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£9,

s CORIRMNEMICA>TWVWEZTTUTr—>3vIiIc7o1229 3101 T R 21— —Z Citrix

Enterprise Browser /N\— 3> 2405 I ZERT23HENHD £5. ThI0BE. 7SV 75—

2aAaVADTIERIFHEIRINET,

MIME 21 707 v 70— RZEHM/EMICT BICIE. ROFIEEZRITLEY,

1. 7€ RIVS—%ZERFTRBELE T, FAICOVTR. T77EX R —0EfI 28RBL TS

Lo

2. A7y T3 7023y R=IUT, HRMGETHIZERLET,

3. 77N EAAIC&B Ty FO—FHIR 27V v oL, RICEEZIVYILET,

4, 774N FRIDOT7 Yy TO— FHIRRE R—J T, ROVWThHZERLET,

o FISEBRVWTIRNTOT Yy TO—RZHFALET-BRLIEZ A TZRCIRTO T 7MIILET7 vy IO

—FL&ET,

o FISMNEBRVTIRTOT Yy FO—FZTOv I LET-BRLALBEZRCIRTOI 7ML E21TD

TyFO—RrRz7JOvILET,

5 770N 214 THI R MIFELBVSHIE. ROFIRZRITLET,

a) hRE2LMIME 21 70BMZY )y I LET,

b) MIME %2 o<, A5 dV /47 A5 30U <extension>FRXTMIME 21 FE=ANAL

9, e ziE. image/pngTd,
) [7] #VUv o LET,
d) DrALL [527] OlEicZ )y o LET,

MIME &1 FHHISNU R MICRTREINE T,

IVRI—H—DEIRINT 77 ILOBEZT7 Y FO— R L& 5935 L. Citrix Enterprise Browser (& X

YvE-UHRTENET,

File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.

X
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7wy 7aO—R

Citrix Enterprise Browser B T7 X LIz FiZ. TORY S —THEBRI NI SaaS £7I13REE Web 771
ATOI—H—D7 v FO— REEZ M/ EMCLET. T7 1)L ME: Bl

=z

=¥

RIS=T 7y 7O—R1 & 170 20 FIC&2 7y 7O—REIR) O@EAOFIRVEMCAE>TWVS
HBa. 7y 70—F] OFIRD 771 21 FICL27 v 7O—REIR] KOHEREINET,

VF—F—=X—7

A—H—DEEICI—H—RBr1—HF—0DI YD IPPRLAZRTIBENLEZEM/EMNCLET, FI74)LK

Web H X5

Citrix Enterprise Browser @HT7 X9 3HBE. CORU > —THEEINT SaasS 73R Web 77U R
TWeb AXZICT7IERTEZPICA—F—ICTAY T+ E2RRTED BRLEFA. 774/ ME EE7OY
ThERRLET,

IvRa—#—id. Web HXZ HIRABEMCHR>TVWEI T T UIr—> 3 IcT7 o293, Citrix Enterprise
Browser N—23 > 126 L= R 2 H4ELNHD £J,

TOYTEHRRASNTICBEIV T TAXSZHAT RIS ROFIEZERITLES,

1. 7€ RIVS—ZERFTRBELE T, FAICOVTRE. T77EX R —DEfI 28RBL TS
LYo

2. A7 T3 7023y R=IUT, HRHGETHFIZERLET,

3. YT TAXZ #OUw I L. RICHEEEZV VY ILET,

4. JTTAASHRE R—DT, BICT7 IV ERZ2HAT227Vv I LET,

5 rE] 20V v I LET,

6. DRI [3ET] QIEICZU YO LET,

3 r

ARG

¢« EXaTFSAR=NTIERRUT—TWeb 1 X3 HIENEHICH>TLWBIFEA. Citrix Enterprise
Browser ICIE SFRIDRENRTINE T

s EFXaTTZAR—TOELARIS—=THF 3> MBETOV T M ERT] NEMICHE>TVDE
&. Citrix Enterprise Browser (2@ & © 323, Citrix Enterprise Browser ®&#(Z Global
App Configuration #—E X (GACS) BMERIN TV ENESHCL > TERD £7,
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« GACS pMER TN TWBIi55. Citrix Enterprise Browser IZ GACS &REDBRAINE T,
+ GACS MER I TWLWAWEE. Citrix Enterprise Browser IZI13:8E Ask B"RRINF T,

GACS =i DWW Tk, T O—NIIL7 T UEM YT —E 2k % Citrix Enterprise Browser &) #88BL T
<TETELY,

TxalTa JIL—TD0 )y TR=FHIR

BELETIVDIIN—TADIV Yy TR=-—F TIOERZHRTEET. CnS5OEBESNLT T JIL—Ti3t
FalTqs JIL—TeLTERSNBTed, IV R A—H—RBZ0EFaVTr JIL—TATOAHFI>T>YOO
E—rBDORIIDVFASNET, tFaVTo JIL—THAOTTIRTI VY TR=R 7OEIXZEBMICTBITIE
TOELRRECERETIC, 7o 50 R FIRLGSTHI TP I/ LI RIS —2BHTHENHD &
ER

e EXaUTa JI—THIRDMEHCH->TVIEE, BRZ X270 JIL—TROTIUS—> 3>
TTF—42%Z0E—/lDFIF T3 IETI £ A T XIE. 77U TProdDocs) FaUFr JIL—
7 ISG1) IZEL. 77V TEdocs) HExalFr JIL—7F TSG2 ICBLTWBHBE. MADTIL—TIC
LT IE— /DT FIRAEMICAR > TWBIEETH. TEdocss »*5 TProdDocs) icavF>w% 1
E—/EED T2 IFTITEE A

e LXalF a4 JIL—FICELTVWARWT ZUDBEIE. 7o¥ay fIRMGSTHT CHIR (OE—. BED T
Fe el Uy FR=R) EBBRLTT7 IR RV —%ERTEEI, COEE. 77VIEEFa T+
TN—TD—ETIEH W, ZOTFUIC AE—[8EDFT $IREBERATI £,

ARG

F7=. Global App Configuration #—t X (GACS) %#3i& L T. Citrix Enterprise Browser #HT7 7t X
TNBTTVDI ) TR—R 7O %HBRIZcHTEET, GACS ZEHR L T Citrix Enterprise
Browser zBE L TW3HEIE. TV RRY IR TV TR—RZEAMCTE AT a>zEFRLTIUYS
R—R 70X EEELEFT, GACSENLTI Y TR—RADT7 VX %HIRT 3 . Citrix Enterprise
Browser BHTT7 7 ERXINBZIRTOF7 FTVICERAINE T,

TFXalTa JI—TZERTBICIE. ROFIEZRITLET,

1. Secure Private Access AV —ILT. [7FUT—>av]EoUv oL, [€EFaUTFa JIL—F] %IV
v LET,
2. FiLwexaUTFa JIL—T0EmMEIZY v I LET,
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Security group name

l sec-group-1 I

Add web or SaaS applications

‘ dribble > Wikipedia Pinterest Q‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. EFaVF70 JIL—TOEFZENILES,

2. Web £7ixSaaS 77U r—> 3 Y OBMT. JIL—FhHe237 7V r—> 3> %2 BRLT AE—C#D
Firoa>y rO—-LEEMICLET. zr xiE. Wikipedia. Pinterest. Dribble 2t T3,

3. RE] 2OV ILET,

EERIVYTR—RBEDHBICOVWTIE T2 T T 77V T—2a v ek AR77UOIE—/BE0 3>
FO—)LZBMCT 21 ZB8RLTLLETL,

I > Ra—#—nt Citrix Workspace "5 Ch 507 7 — 3> (Wikipedia. Pinterest. Dribble) z2&¥
A EXaVT JL—TARD 1 2OF7 TV r—oarh st 7 75— avicF—2% 35 (A8—/8D
H17) TEZHREHLHHD T, AE—/BEDHFIE. 7TV T—2a ICH L TRICEMICHR>TVWEZDMtDtE+ 2
VT« GIRICERECRITENE T,

2l IV R A-H—R@ BROX>>EoO—hIL 75— a v ERd Rk BOT7FUr—arynsih
SOI/ESINT IUTr—2a VItV Ty YEIE—LTHD I3 IR TEELA (ZOFEDRAK), BESN
7 FVr—=2a hsRlo7 FUr—23 2 il a7 oY IE—Sh3 e, ROBHHBRTINE T,

X
Pasting blocked

Your admin has prohibited copied data from being
pasted here.

HBBO )y TR—RFREDA T2 ave@BIBLE. EFal7s JIL-—TROT TV, I > LD
O—AIL 77 EERABO Web 77URBTIAYT Y AE—LTHDRIFZ A TET &9, #MIC
DVWTE TRAT T 7TV —2a e RART77V0IE—/EO MY bO—ILZ2BMICT B 25
BRLTLSIES L,
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FHBRLANILDI )y TR—BET7 I XZBMICTS

BESNLIINL—TRAOTFIVT—23 VAT, SOHDWVWILARNILOI VY TR—R 7OEXZEMITBEHT
FEF, TNEFSICR. TTIVT—2a> 070X RIS —%ER L. BHICISLT IE—[BD T HIREH
MCLETS

==
=W

FHLANILDI )Yy TR—R POEIBICERLIEBEDT 7€ RIS —DBEED. €F¥aUTr JIL—
TRICERLIER) S —EDHaVnl e zBRBLET,

5

Wikipedia. Pinterest. Dribble kW3 30207 U r—>a3>%280E*aUT70 JIL—TH2ERLIEELEF
ER

Z ZC. Wikipedia £7z1& Dribble r5m 3> 7>V ® Pinterest A@EED % FIRL £F, ZDFDHICIE. K
DFIBICTEVNE T,

1. 77U —>a > PinterestiCE8ID U TONAET IR RS —%EREIIRELET, 7VERA R
U —DERDFHMCOVTIE, T7 722 RS —DERI #BRLTLETL,

2. R7Y T3 T ay R=IUT, FIREGEITHEIZERLED,

3. ZEIRLCZBED T £,

Pinterest i&. Wikipedia % Dribble & &N 3 z¥a U T+ JIL—FDO—ETIH\ Pinterest ICBEETIF 5Nz
TOER RS —T DT HIRIENICH > TWB . 21— —Id Wikipedia 714 Dribble 1*5 Pinterest
ATV EIE—TETEEA.

@ Explore the bestof Pir % +

P Restrictions | @ in.pinterest.com/ideas/ = N g

X

Pasting blocked
Your admin has prohibited copied data from being
e v Search for easy dinners, fashion, etc. pasted here

Popular on Pinterest

FATATT7 IV =23 e R AR7ZVOAE—[MDMFO> b O—-ILEEBMICTS

BEBIVYTR—RFREDA T a>zFRAIBR L. tXa)T« JIL—TROT7FV eIy EofhoO—AIl
T7VERIERAEO Web 77URBTOY T YEZIE—LTHMOHFZ A TEED,

[

L EF VT TIN—TRERLET, FHAICOWTIE TEFaU T JIL—TDERI 2BRL TSI,

N

FBI )y TR—FREZERLET,
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~Advanced clipboard settings @
Data out of the security group

Allow copying data from the security group to unpublished domains @

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group 0

Allow copying data from native apps operating system apps to the security group

3. EHICRL T RowWFnh A4 7o a v Z#ERLET,

e LXAVTa FIN—THhoRXKABRAAINADT—2OAE—ZHFILET-EFa)Tr JIL—TRH
DT T r—> 3> 5. Secure Private Access TRBEINTLWAWT FUADT—ZOIE—%F
MICLET,

e X a)TA GIN—TFDoRAT4T 7TTIADT—2OAE—Z2FLET -LFXxall7r JIL—
TROTZ IV r—oarohpexrdrytoO—AIL 70 r—o3 > oA07r—200E—%28BMICLE
ED

e RARMRXA VD otEFaUTa JIL—TADT—2QOOAE—%2HFLET-EFalTr JIL—TH
DT TV 4r— 3D Secure Private Access ZiBL TRARTATLWAWT UM SDT—420D 0
E—Z2B#MICLET,

e XA TAT TFTIDARL—=TFT4 VI PRTLDEF 2 T0 JIN—FHE50T—2OOAE—%5H]
LET - >E0O—AINTFIVr—2a o7 ) r—oa oA A07—420a— 28L&
ED

EER DR RE

e BRESTIVT—23Y RXAY)DIL—F 427 T—=TILICIE. BIBBEINAETTIr—>a>nRX1Y
PRESNE T, LD >T ShooT7F U r—2 3 Vi, Secure Private Access TIIRABT7 TU T —>
I e LThifbnEd, Th5D R X >iC Citrix Enterprise Browser 'S5 HE7 V2 X9 31B4. =
Mo )y TR—FRETERLIA TS 3 VICBEFRE. ThooT7 7V r—oaryh 608 —/80
IFIFEICAED £T,

e ziF. ROFUFZEBELET,

- EXaUTFq IIL—TFO—ETH o7 Jira2 (https://test.citrite.net) tVWSEEDT
TOr—2a EEBRLE LT
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- A7 arEFalTa JIL—ThoRABMRXAANIADT—ROIAE—%ZFAT2HEMCHRD F
L/TL__D

ZDIF VAT, A= —DRCDT7 TV r—>arpsRCEFalTa JIL—FROROT FUr— 3
VICT—=AEAE—L LS ddr. O[Oy rO—ILAERICED F§, FNICEAT BN I—H—
ICRREINET,

¢« SQaS T TUDBE. TV T —2avh 7 oo ay PUORRERESLCT7IVER RIS —THERINTWS
SE. 7TV T7OEREEETEET, 7FIVDRS T v odEFa7 FS5AR—FT7IERENALTH
SR TINBWED, TVR A—HF—F35|EHESTIVICTIERTEET, o 7IUTr—>a>n
EFaVTa IL—TO—ETHZHE. EFa2VT« JIL—TORERFERINBWDH, 7TV r—>
IVASAVTIYEIE—/DFITTEI R TIEE A

RUS—ETIVIY=IL

October 21, 2024

BROT7 TV r—2a> e BHEOT7 IR RIS —BHBZ. INTOBRICEIVWTIVR A—HF-—R7FUT—
IVADTIERAZHFRAINTUVEMEEINTVBR N WS IV A—H—D7 ) PO RGERZERICE
BENMBEY S CCHREICHAETRMENBD 9,

RIO—FFUIT Y=L (ATIERRIS—>RUS—EFTUY) IE. BEOERICESVT. BBENTE
INBZT7TU 7UERER (FA/HIRMA S THAIER) 2 R2ICIETI 3L 31958 T CORBEMALE
¥, BEEIZ. TN XORBE. TN AOEH, HEBNUE. XY Y —J0FMA. I—F—DURXY X7, T
—JZR—RAURLBEQIA—H—KHICEOVWT, FEOI—H—DT7 I RERZBABTI T,

TORR R —BREANT BICIE. ROFIEZRITLEY,

1. Secure Private Access AV —ILT. [ 7R RUS—=]%#IV v I L. [RIS—FEFUI]|2TEY
Dwo L%,
2. ROFH@EEMLET,

s TNARGA T IV RA—HF—DTNAREATZBERLET, (TTFIITIE TRI by T HE
RINTWVET,)

o RAAY: A—H—ICEEMTIOSNTVBE FXAVEERLET,

s A—H— TV —a e EERIS—ZNNTEZI—H—BEERLET,

3. IR A—HY - ZDOTNA RN 2 —BOEMG/FINES I aL—rT5HTIHT, >F >>FE
BERZBET3IC13. ERAI—H—KHZEBMLET,

4, xS Zal—rEIVYILET,

5. £ (TN ADIREE. HIBRMAB. Ry bT—JDEFR. I—H—DU XY 237, 7—7 X=X URL)
ZEFEIRL. BAETZEZERLET,
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6. IOICEHKEEBINTBICIE. +52520 v ILET,
7. Rl 2OV wILET,

BIRLA—Y—07FUr—>ay, BEMISNIERY Y — BLVIL—IUDAREATRTTINET,

Secure Private Access > Policies

> Policy Modeling

Model user or machine access outcomes, given various contexts and conditions.

wRL [ ot | (IR Machines |

m O3 B

i)

Device type Domain User name

N ‘ ‘ Android Auto Secure Mail 3 -droidautosm3@cemmobile.net Q ‘ C

‘ Desktop N | ‘ cemmobile.ctx

&

(%) Simulate conditions ~ Geo-location = United States @

&l

User information

me: Android Auto Secure Mail 3
name: cemmobile.ctx

me: droidautosm3
ess: droidautosm{@cemmobilenet

Service Now

AR CreditCard PIl Mask 2May

@ Access will be allowed

() No policy matched-Access will be denied

Policy Service Now

AR Policy 25April

Default Access Rule V74

AR Rulel Allow with ES

Application access @ m‘
Application Name Result Policy Name Rule Name Actions
FH Saas 4 jul () No policy matched-Access will be denied iPolicy040724 vnm
G2 Track () No policy matched -Access will be denied ipolicy10sk rulel
ns_Saas_easyUpload_20mar -9June @ No access policy found N/A N/A
test webapp @ No access policy found N/A N/A

January 9, 2024

Citrix Secure Private Access —EXZFERL=7 TVUEBREIL. 77V %2EBITI-HOBHE, 2. BFETX
T=ZNBY)a—a ERBLET, JSTRTRESNZI T IVTr—avilid. ROKSHBFELHD £
ER

o DUTIVRIER - 121F. B, ERAPEETY,

s DVINTA IV A Y TFRAOMD S BEVWOTF Y,

s TETELSaASFTTVADOEET Y IL— b——BNETTUDT YT L— bR—DEH. CTN5DT Y
TL—=FICIE 7FUT =23V ORBRICHRERBROZDHSHD EHANATNTVET, L. BEIC
EROBEROA»ZIRMTIHBENBDET,

IVE—=FSAX T T7TIDHFR—b

October 21,2024

Secure Private Access —E X #ER L7 Web 77 VEBEICED. BEBEOT7 U —>3>% Web R
—2DY—ERELTUE—FTERETIBZLSICEDET, K<EABETNS Web 77U i, SharePoint.
Confluence. OneBug X HH D £7,
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Web 7 71 iZi&. Citrix Workspace @ Secure Private Access ' —EX#FERLT7 72X TE £ 9, Citrix
Workspace ri&# L 7= Secure Private Access #—E X id. #E I N7 Web 771, SaaS 77U, #EIh
TeRET7 U, FHREFEOMDT—IIR—Z VY =R L THE—INI—F— TV IARVIVIAZRMHBLE
ER

SSO & Web 77UADUE—+ 7OERIE ROY—ER Ny s —J0—HBL LTHATEEY,

o BERTSAR— 7 U RIESE
« Secure Private Access Advanced

D RATLEMHR

ARIBETTSATVR-ARI 2T T5+4 7> X% Citrix Secure Private Access —E X e HICEARAL T, B
BEDTF—REVZ—RADIVEZ—TFS51AZIWeb PFUADVPN B LOF I ER%ZHR—FLET, SHMICDOWVWT
W TORIBZ P ITSATUREZERBLIET—IAR— 7O ADEF2) T01RE] #8BLTLETL,

HE

Citrix Secure Private Access f —E X, AV TL T RICBBASN ARV EEFERLTAY LI IDT—42
EUR—ICRRICESELET, COORIRIE. AV TLIRICEESINII Y2 —F5 14X Web 771U © Citrix
Secure Private Access H—EZXBO TV v LTHELE T, Ch5D IRV RIEHART TREATSE., ®EE
HBDADBETT,

ARIBZ T TSA4T7 >R 257 RAD Citrix Secure Private Access —E XD TLS #4zick b, 259 R
H—ERICFIEINBZAVTILIR 7TV —arhMREINE T, Web 77U —> 3 i VPN % L D4
%fEA LT Workspace BHT7 V2R BLVEEINE T,

RDEIF. Citrix Workspace #RBLTWeb 77U —2avic7 o RT3 A% ERLTVET,

Web Server

-

. —» "
.

. Cloud Gateway

End user Connectors 4

trix Workspace XYZ Corporation
W AR

Web Server
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Web 77\ 87 %

Web 77U 18R 3 31213, ROKENLFIEZRITLET,

1. 7705 =3y la8Ed 3
2. BRYA VA VFEERET S
3. VA= avIi—Ta I EEERTS

TIVT—2a v DFMEBRT B

l. EFa7 753AR—=K 72X ZAILT, EBEZIUYILET,

2. Secure Private Access 5> 71 VI R—=I T, 720Uy I L. RCTTVDEMZIVvILET,
AR

GATREVIE Vo —RZYDTERTIEZIICOHFRTIINE T, UFEDOFERTIE. 7TUTr—>3> R
—JICEEBEL. 7SUOBMEIUYILET,

1. BIMLAEWTFFUEERL, R¥vT2IUvILET,

2. PTVT—23>OBFRIZECICHD £$H? T, BFAZERLES,

3. TTVDFHA O aVICRDFERENIL. INZET )Y ILET,
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' App Details

Where is the application located?

Outs & Network

Outside my corpo

@ Inside my corporate network

App type * Appicon
HTTP/HTTPS #~  Changeicon Use default icon
" (128 KB max, PNG
App name *
[) Do not display application icon in Workspace app
Citrix Docs

[ Add application to favorites in Workspace app
App description

App category @

Ex.: Category\SubCategory\SubCategory

[] Agentless Access
Enable direct browser-based access to internal web applications.

e 1 Domain(s) below already exist in other apps. Sharing domains across apps can lead to unexpected results. We recommend
publishing shared domains as their own published apps, not visible in StoreFront (if appropriate), to make access to these
domains more consistent. Learn more

URL *

‘ https://docs.citrix.com/ ‘

Related Domains * (@)

‘ *.docs.citrix.com ‘

Related Domains * @

‘ *.school.apple.com ‘ @

@ Add another related domain

s TTVORE-7 ) OBEEEIRLE 9. HTTP/HTTPS £72i3 UDP/TCP 77U N SBIRTET £ 4,
s TIUR-TTIT—2 3> DEH

o 7TUDHA -7 T OBERHB, CCTAALESHRAIIR. T AR-IAADI—HF—|CRRIN
*£9,
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« 77U AT3) - AT 37 7 UH Citrix Workspace Ul IcR RSB Ah7dU e 7ATIdVE (%
Y9358) zBMLEYT, F7FVICHLWATFIUREBMT 3H . Citrix Workspace Ul 1 5 8%7E
DOATFI)EFERTEET, Web 7PV F7ESaaS 77U DATIVERIEET R L. TDT7 UK
Workspace Ul 4ED AT IV D TICRRINE T,

- AFJVU/MTAHTFIVREBENRETRET. EEERT7IUILICHLLWATIVZEBMTE
9,

- 77U A7 7 —ILRIGHTTP/HTTPS 7 Z7UICEA SN, TCP/UDP 77U TIZIERRIC
BOEI,

- AFIV/HTATIVRIENYIRS vy aTRYZHBENHD £9, 7z 2L, Business
And Productivity\Engineering A’ T9, &7c. TD 71— /L RTEAXFUNIXFNEK
AINEYT, EEBRFRELWATIVZEERELTWA L EZRRBTIHELNH D £, Citrix
Workspace Ul o &gl T77U AF7JVU1 74 —ILRICAAThEATIVELR—HLBWVE
B FOATIVIEEHLLWATIVELTURMINE T,

feezid. 77 A7) T — I RICEDRRACEEM A7 IV ER>TEDRICEEY
EANNTBE. EPRRACEERE ATIVICMA T EPRIACEEE WS EFIOFHLWAT
1A Citrix Workspace Ul ICRTRI N £,

(GJI Cltrlx Workspace Q, Search Workspace A

Good afternoon, & o
Thursday, November 07, 2024

Home Apps

“ e b Gthers

All

aes e 7 e 5 ves 7
O D O O
Enterprise Browser MA-Websocket 10000ft- AA a_test_DO_1 akl_test
Web Web Web Web Web
% % e % Pae
gt e . . .
O O O O S
An-session-test-saas An-session-test-web AR CreditCard Pll Mask BasicSS0 13th June CR-SaaS1
2May

Web Web Web Web Web

s PIUVTAAY-TTITFAIAVZEETBICIE. 7AAVOEEZI Yy I LET, 7Y T7A
LWOTARIF 128X 128 BV LI THEIHBEDHBDET, P7AAVEEELBVWRER. 774 ED
TAAVHRREINE T,

If you do not want to display the app icon, select **Do not
display application icon to users.*x
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o A—HY—-NISHATUR TSI —DBEETIVICTIERATERZLSICTRICIE. HEIET7I/EX %
BIRLET, sFHHICOVWTIK, T4 —T 509X Web 7 T7UAQEET IR #8BLTLIETL,

o URL -5E% ID #4¢ URL, URL iCI3kEZ ID (Citrix Cloud k&% ID) & ENTUVARELR B D T,
BEZE ID 289 3 IciE. TCitrix Cloud ADHY 1> 7w #BBL TSIV, SSO HEKL 75
&, FRIFSSO zFEHALAWVSSIE. I——IFZDURLICUAAML I REINET,

*xCustomer domain namex* and **xCustomer domain ID*xx -

Customer domain name and ID are used to create the app URL
and other subsequent URLs 1in the SAML SSO page.

For example, if you’ re adding a Salesforce app, your domain
name is ‘“salesforceformyorg’ and ID is 123754, then the
app URL is "https://salesforceformyorg.my.salesforce.com/?
s0=123754."

Customer domain name and Customer ID fields are specific to
certain apps.

s BAERXAYV-EERXAMVIE FEELK URLICESVWTEBNICANTNET, BEERXI VI
—EXRNURLZF7ZFVO—H LTHAL. ENCRLTES T v IZIL—To VT TBDICKIL
5% Y, BETE A ZH/EEMTEIET,

o« 27 7% Citrix Workspace 77V DEKUCAD 7 IV LTEBMTBICIE. T7FUr—> 3>
=BAFMICBRICADICEN 22w LET,

- 77U DR AEN Citrix Workspace 77U DERICAD T TV IR ST T EHIBTES
&OICTBICIE. [A—HF—DERICADDSHIBRTEZL5ICT3] 20Uy o L&Ed. DA
T arvE&ERT 5. Citrix Workspace 77U D7 7 DELBICEGDED 7 AVHERR
INE7,

- FIAEHED Citrix Workspace 77U DERICAD T TV R DS T7 TV RHIBRTIRVWL SIS
FT3ICIE. [T —DBERUAND D SHIBET R cx2Fa LBV 20w oLFET, TOF T
> avuEBIRT 3. Citrix Workspace 77U D7 7)) O ELRBICEREDFWVWED 7OV
HRREINET,
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Apps

Favorites

2] | s *
| @ S ¢ Y
16.5 Copper IE;;EE::;M ms wieh fdew R?;:‘::SBI_DE

Secure Private Access H—EX AV Y —ILHEERICAD L LTIY—I T N7 T ZHIk
T3BE. 57 7)iE Citrix Workspace & KICAD U A DS FETHIBT 2 HE
HHD F 9, Secure Private Access H—EX OV Y —ILHhSHIBRINEHZEETH. 77U
Workspace 77U h 5 BEIMNICHIBRI N EE Ao

4. Rnzeo Vv o LEY,

B5E:

s PTIUADEORSRAMR=ZADTIVEREBMCT RO, TTIIETIFILNTT I RAEEES
NEd, 7IVTr—2a>Iil7 72X RS —DEEMTONTUVWBRHEICOH 7TIANDTIER
DEMTEDET, FMICOVWTIE T IAINNTTTIADTIEZANETINET) 28R L TL
2EV,

« BHOT7FUHEL FQDN £721dTAILRA—RK FQDN ONU I —2 3 Y THRINTWRIEE. #H
WRE T HAEMENHD £7, sHMICOVWTIE T7TVDT7 IV ADMEES|I IR Tl H S0
BT 3EHI ESELTIETL,

BERTA VA VHEEZRET S

L YOS Aaoad>v023>T 77V 5—2a Yy THREATRBED VIV A UF Y 240 T2 R0,
REZIIVVILET, FATRBS VI A4 OBEIIRODEED T,
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“v Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

@

Kerberos
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

e BER-NY VIR HY—N—DEXL0L FvL P2 RTTIHEIE. BRSSO ZHIRL F9, EF
SSO 214 FI2D2WTIE, BROFMBEIRE T IHEEIHD FHE A,

« Kerberos -\ IV R H—N—HXIJ>IT— 401 Fv L I %ETT 25515, Kerberos %
BIRL £, Kerberos SSO #-1 ZIZDWTid. RO EEIEET I3V EIEHD £H Ao

o TA—LR—=R-NY VIR H—N—DERHAHICHTML 74— LZIRTTHEIE. T+ —LR—2
EBIRLET, 74—LR—XSSO 241 TOEBRFBENTILET,

o« SAML-Web 77U —>3>A® SAML R—2? SSO 0iFE &, SAML %:3&IR L £3, SAML
SSO # 1 FOREFHBENILFT,

e SSOZHEALABWV-NYIIY R H—N—TI1—H—%FTI2HENRVIFEIE. SSO ZFEHA LA
WA T a>aEFRLEYT, SSOZFEALABEWVW AT 3 UHBIRTNTULRIEE. I—¥—E 771
DMty a>TERSINTZURLICUAAL Y FINET,

TA—LR—XADFHEM: TN A 0F B aVICRDT +— L R—IADEBREOFEAEN L. [F
FlEOUVYvILES,
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Which single sign on type would you like to use for your Web app setup?

Form-Based N

Action URL* (®

@

/default.aspx?ReturnURL=/_layouts/Authentication/

Logon URL* ®

/_forms/default.aspx

Username Format * (®

User Name AV

Username Form Field *

ct100SPlaceHolderMain$SigninControlSUserName

Password Form Field * ®

ct100SPlaceHolderMain$SigninControl$SPassword

Save

e 703 URL-ET L7 A—LDEEINS URLZADLET,

e OJFY 7x—LURL-OJFY 74—LHERRINZ URLEANALET,
e A—H—FOEX - 1—H—BOoEHXZERLET,

e A—H—FITF—LT«—ILR-I—H—-ZREEZANAILET,

e NATD—RITA—LT—=LR-NZAT—FBYZANNLET,

SAML: TH1> A > oo a Ik AENDL. RF) 20UV I LET,
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Which single sign on type would you like to use for your Web app setup? @

SAML v

SAML information
This form generates the XML needed for the application's SAML request.

Sign Assertion* @

Assertion A4

Assertion URL* (®

https://sharepoint.onelogin/saml_assertion

Relay State @

&RelayState = /apex/SSO_Redirect?parami=valuel

Audience ®

Name ID Format* @

‘ Email Address A4 ’
NameID* ®
‘ User Name N ’

Launch the app using the specified URL (SP initiated) ®

s TH—2aYDEBER -T2 a ELRREICBR TR L. WEFRETY—2 a3 vMkEN—T
(SP) ICERIET NI FICX wE—VOBEUINRIESNET, TH—>a>. LRV @A, &
B LEERTEEY,

e 7H—=23 Y URL-TH—>3 > URLIET7FUT =230 RUA—ICE>TRMINET, SAML 7
=23 IO URLICEEINET,

o UL—RRE-UL—REBNFAX—4F— 21— -1 L TEHAZSIAEDO I TL—> 3>
F—N—ICFEINRBICT IV ERTBIREDOV Y —XZHA T3 DICFERAINET, VL— XT—
M. - —ICHLTE—D URLZERLET, 21— —FCOURLZ IV Y I LT WRT7 S
FeravicOdF > TEERT,

o WRE-WRERF T FVIT—2 3 oRVA—ICE>TRESNE T, COfEIF. SAML 77— 328
ELWP U= avic L TERSN e zBRBLES,
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o ZRTIDHR-YR— TN TV BEBERHAFRREEIRLE T,
o ZHTID - R—FINTVBEH IDZBIRLES,
2. BN (A 7> ay) T, PIOEREHMOREDOHICT T Ir—oavIilEETnN31—F—ICET 38
MEREBMLE T

3. SAML X2 F7=Z2DTFDV Y00 )y I LT AZT—=2 770)edo>vO0—-—LFLEY, 4o>O—R
LicX857—2 771 ERALT. SaaS 7S #—/\—T SSO ##EHL &7,

A=

e OJA4YURLOTDSSOOJ 1> URLZIE—L. SaaS 77 #—/N\—T SSO #HHT B L FIC
COURLZERATEEY,

o ol FEAE VX b SEIAEZEA U O—F L. SaaS 77 #—/N—TSSO Z#EBH I B L IICED
HAFREZEEAI B D TEET,

1L iz I )y I LEY,

TV =23V —T1 VI EEERT B

1. App Connectivity 2> 3 > Tl&. Citrix Connector Appliance 7 L TR X+ > & IMEBF 72 IdE T
=T VT TRRENBHZBEIC. PTVT—2a OBERXA VDN —Ta 7 Z2EFRLET,

e AE-FOFSZNANR-RXAY ;ST Pid. ARXIEZ T ISA T A THERINEED
Web 7O+ > % /82 LT, Citrix Cloud Connector 2y L TIL—F 1 > J I £ J,

o AXRVABRHDAL - 7T VIIINBICH > THHLFVWEEAD, b T4 v o ARIZ T TSAT>
2ZBHLTINERY FT—DIZRNZ2HELHD £,

¢ SMNB-FS T v OIRBEET YR -y MIRNE Y,

HMICDOWVWTIE, TSaaS 77V & Web 77U OmEA THE R XA Y HRILBEICREZRRT 27D DIL—
b T=TI1 2BRBLTIRE L,
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~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N I aaa? N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N I aaa?2 AV [+]

Connector status
Detect | Install Connector Appliance
Only 1 Connector is up.

2. [ET]1ZoUvoLET,

T2V 033 PTIUNRT IV r—23> R=JICEBMENET, 7FUTr—2 a3 2RELE
B 7TV —230) R=UDSTF7FVEHEEFLIFHRTIET, ChETSICIE. 77U OHEELESH
2y y oL, ThICIBLTT7I>a>EERLET,

o PTG —ariiRE
o HIIBR

Secure Private Access #—E Zh5 Web 77U £7-1d SaaS 77U A REL. ZOT7 FUHERTFICHE->TL
AWHE. Citrix Enterprise Browser 7 71 4t Citrix Workspace Ul ICEE8IMICRRINE T, I 5I1C. Citrix
Enterprise Browser £, 774 FTERICADOT7 IV LTEBMENEd, TR 2—4%—i3. URLALTD
—JAR=R TSI —%RE L, T—UAR—R TSI —ZFEAL THHE Web 1 MMZF7 I TEFET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 78



Citrix Secure Private Access

L] [ ] Citrix Workspace

(G]’ Citrix Workspace Q. Search Workspace A

Good afternoon, &= o
Thursday, November 07, 2024

Home Apps

Quick access

Enterprise Browser

Web

BE:

e A—H—IITTIANDT IV LREZHATBICIF. BEENTIEI RIS —%2ER I BHBENHD £,
TOERXARIS—TId EEER T IV HTRISAN—ZEML. €Fa)TrfIHZEHL T,
FAICOWTIE T77EZX RIS —DER 2SBLTIRT W,

IVRA—TFSAXITTTT7TINDEETIEX

October 21,2024

SharePoint, JIRA. Confluence #¥\ # > FL IR FINT UV I VST RTEENRA LT ZIVEZ—TFS
A ZAWeb 77U r—>a Vi, 93472 TSSO —D0EBETIELRATESLSICHDHE Lo TV RO
—i&. Citrix Workspace TV RRUIVIANEIVEZ—TFS51 X Web 7 FVADT7 V2 2% HIAT 3HEH 4L
BOFLT, COMEEICED. TR I—HY—FEFXA—I. AFHRL—a> VY=, FLETSIHF—DTvo
=607 )y I LT Web 77VICT7OERATEZIeHTEET, Chickb, BRICEOYOT v b
TUYRY D=3 hREINET,

1 RE

s BRINIOEZ—TS1XWeb 77UDFHLWDNS LO—RFZEBMY ZH. BEFEDODNS L O—REZHE
L£I,

o ITEEEIL. BREINEIYZ2—TFS51 X Web 77U FQDN LW/ TUw o DNS L O—R%EEBMT3
. BFEFEDONTDU w2 DNS L O—R%#XZE LT, 2—%—% Citrix Secure Private Access —E X2 )
ALY MLET,
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o IVRIA—Y—-HPERINIIVE—TSAIAWeb 7TIUADT7 O R ERBTZE. 7T S5Tawvd
i& Citrix Secure Private Access —ERICFEEIN. 7 FUADT7 oA TOF>ThET,

o )2 T X A Citrix Secure Private Access H—ERICBEST 2. AVTFIAMT7IER RIS —DF T
wOERSUA—Y—RIA T V=g VAR FIvITNET,

o BEEAHINE B &, Citrix Secure Private Access H—E X 3. BEEDIRIE (A TLIXEFFIS5Y I~“)
ICBB S vz Citrix Cloud Connector 7 751 7Y R @fEL. #ElldhicT>2—751X Web 7
ANDTF I A=BMICLET,

Citrix Secure Private Access z1iEK L TT>42—7FS51 X Web 7 7UICEIET VXT3
B M

FRS BRIIC. 7TV —2 3 VBT 3 DICRDBDONMBETY,

s 77U —2 3> FQDN

o SSLARRE-RET 27 7V OARIEAZE

o )Y —20BFR-Citrix Cloud Connector 7 754 7> XD VX =)L

e XTUwODNSLIO—RIZTIERLT, 77UOBRHIC Citrix IZ& > THREINZIERSB (CNAME) T
BHMLED,

I>Z—T514 X Web 7 7UANDEET IV X% #EKT % FE:
B2
TTUDREBIYRY—IY ROBRICOWTIE, BEBAVR-—Tas2Jty b7y 70HOERE
A REET—o7O0—%28RBLTLETV
1. Secure Private Access D R—LR—U T, [£1T]1 20Uy I LET,
AR

FATREVIE. DA F—RZVOTER TR EZICOARTEINE T, UBROFERATIE. 7FUr—>3> R
—JICEEBHL. 7TVDEMNZY )Yy ITEEY,

1. ID eBAZRELE T, sFMICOVWTIE, BEAA VR—FT o Ity c 7y TDRODEBEH RES
J—770—%BBLTLIEIV,

2. TTUDEBMICERE T, HFAMICOVWTIE 77U r—>a>0BMe ) 28R LTRSS
3. BMLIEWFZ FUZBRL. RFv T2 Vv I LET,
4. TTVTr—2a > OBMIEECICHED £TH? T, BATZEIRLES,

5, P7VDHM oo a IDRDOEFEREZANND L. AANEIUYILET,

o TTXVORE-7 ) OREEE (HTTP 713 HTTPS) #3#IRL £ 7,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 80


https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-1-set-up-identity-and-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-1-set-up-identity-and-authentication
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications

Citrix Secure Private Access

s FTVEB-TTVIr—2 3> DEH,

s PTZUDHRA -7 T OBELEFHA, CCTAADLEHRBRIR. 7 AR-IAADI—H—IIKRRIh
9,

e PTIVFPAAY-FFIFAAVZEETBICIE. PAAVOEEZI VI LET, 7Y T7 A
LWOYARIF 128X 128 BV I THBIBENHDET, 7AAVERBLAVEEIE. 774D
TAAVHRRINE T,

FTIVTFAAVZRALBWVGSIE. 12— —IC7 TV r—23> 7O 2RELAV] ZBRLEF
ED

6. A—H—DISATUR TSSO —DSEETIVICTILRATESRLSICTBICIE. HEET IR 2R
LET. ROFHAZANILET,

s URL- Ny o> R7FUT—23>D URL, URLIGFHTTPS XX TH 2 HELH D 393 DNS
IV RUDEBEICL > TEMSNBBENHD FY,

o SSLEEEAE- ROy AU XZa—H 587D SSLEFAZE = EIR T 5 H . #L L SSL GERRE DB
20 )y LTHLWSSLEEAEZEZEBML £,

AREE:

- NTUyJitRRE R IEEI N CASRREDOA DT R— rENE Y, BEERIREITR—
FEnTLEEA,
- AIREDORERFI— Ty ORI BHRENHDET,

s BAERXAYV-EERXAMVIE FEELK URLICESVWTEBNICANTNEY, BEERXIVIE.
—EXRNURLZF7ZFVO—H LTHAL. TR TS T v IZIL—T0 VT TBDICKIL
5&Y, METBRXAAZERBEBINTEET, BETZENANVICSSLAREZNAVRTEXT
M ShdF 72 a>TY,

« CName L O— K-Secure Private Access Ic &> THEBIERINE T, Sk, 7TUr—>arA
DEETVIVERAEENCTZDIC DNSICANTEIHRENHBETT,
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Vv App Details

Where is the application located? *

Outside my corporate network

@ Inside my corporate network

App name * App icon

SharePoint Change icon Use default icon

(128 kb max, PNG)

App description

(C) Do not display application icon to users
Collaborative platform used for document
management and storage.

Direct Access

Enable direct browser-based access to internal web applications.

URL™ SSL certificate *

[ http://sharepoint2013.com ] ‘ ss1-automation-wildcard.pem N ’

@ Add new SSL certificate

Related Domains * SSL certificate

*.sharepoint2013.com ‘ { wwco_reshuffled9.pem N ]@

(P Add new SSL certificate

@ Add another related domain

CName (Canonical name) record

directaccess.bmws.netscalergatewaydev.net Copy

1. RNETVvILET,

VONYAUF IS aT, PIIUS—2aVIilERATRBES VTN YA FY 210 FEFEIRL.
N\

>
BNETVYILET,
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Vv Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

@

Kerberos
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

9. 7TFUEH U a> Tl BEDVY —XDBFIZHERTIH. VY —XOBRAZERLTHLWLWIARIZ
TISATYRETIOATZENTEET, BFEOVY —IXDOBAZEIRT BICIF. VY —XDBAO
ZARDBUY—=2DEHRD 1D (fzk ZiE. [My Resource Location]) #2Jw2o L. [Next] 2o UwoL
9, F#HMAICOVTIE. TSaaS 77U Web 77U OEA TEER X1 VAR LBEICHEEMRRT 570
DIL—k 7=T I ZBRL TSI,
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~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N I aaa? N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N I aaa?2 AV [+]

Connector status

Detect | Install Connector Appliance
Only 1 Connector is up.

10. [RT7] 2OV w I LES, PFUNR T7T7Ur—23>) R=JICEBMSNhEY, 7FVr—2a>%&8ERL
B 1770 5—232) R=UHBTFFVr— a3V ZREFLIBERTEET. CnziT5Icid. 77
DERESREVZI Uy I L. TRCRLTT I avyEERLET,

o PTG —=ariEiRE
o HlBR

BE:

e PTIANDEOLSIAMR=—RDT7IERZBMCTBHDIC. TTIVRTIFIN TPV ERZERS
NET PVIVT—2 3 ICT7 X RI)—DPEERMISNTVEHBRICOH. TTIADTIER
NEMCBRDET, TVEXA RV —OEROFHMBICOWTIE, 772X RUS—DERI Z288RLT
<TEEL,

o BEHOT7UNEL FODN £7dT I FA—R FQDN ONU T -2 3 Y THERIN TV BRIEE. B
MNHRETZAEMENHD £9, BROFEEEMH<ICIE. Web LU SaaS 77U r—> 3 VRO
b TFS0FT0 R ZBRLTLILES L,

BHET LR TTURBRETFNA R RRAF ¥ H—ER

Citrix Secure Private Access L B##7 2t X 77 % Device Posture Y —EX v #HAEHE B . EHLTL
BTNARADADEET IV CRZBL THEET SV r—2a v Il7IERATERESICAEDEYT, BEEIX. TNT
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ZARAF¥ H—ERDXAF v VERICEDVWT, EEMTNA X FIREEBEBWRIN NTIANDOT7 IR %ETOVY
TZEFY,

EUWTFNAADHIEET VLR EE/MIT3FIE

BTN ZDANOERT IV EXEZEBMCT 301, BEERIROFIEZRITIZIHENHDXT,

1. FRARKRRF v $—EXBEIVY—LUDS. TAARRRFv KU —%=ERL. TN\ XGERE. ¥
TUNZARE, TSIV —REDTNARRRF v AF v U FHeFzvo L. RUS—EBRT7I>avel
TEH ZHFRLE T, FMOVTE 7N\ ZDREZEHT 21 ZBRLTILTL,

Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources

Platform
Select the operating system for this device posture sean.

Windows

Policy rules
Select a condition and apply access rules for your services and data.

~ Device Certificate

‘ Issued by N ARACAI4pom AV ( + Import lssuer Certificate )

—|— Add anather rule

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following:

@ Compliant
The device will be considered compliant and full access will be granted.

O Non-compliant
The device will be considered “non-compliant” and restricted access will be granted.

(O Denied access
The device will be denied access to all resources.

2. Secure Private Access B2 YV —ILh 5. ROBEERITLET,

« HIETIEREBMICTZ T III—2a EERLE T, #HAICOVWTIE. TTo2—T750 X Web
TTIANDEET7IER] #BBLTLIETL,
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Add an app

Apptype " Appicen

HTTR/HTTPS Y Change icon
App name "

Do not display application icon in Workspace app
translator
"] Add application to favorites in Workspace app

App description

App category (3

Ex.: Category\SubCategory\SubCategory

B Direct Access
Enable direct browser-based access to internal web applications.

[l

URL SSL certificate ™ )
hitps:/fwww.translator.com ARACA pem R

() Add new SSL certificate (&

o TNAARIAFvE2FERALTLRERTSAR—FT7OEXEZEHELET, IL—IILDXOA—=TT. TNA
2RAF¥ Fxwvo>WIFNMI—H EZRIRL. 2T EMEANNDLET, CDZTE. TNATR KR
Fy H—EXDBLEEINET,
AR

BN HEEANFICLT, RIFEF v TITF v LICEEDICERICANTIRELRH D 7 (M), 25L%A
W, TNARARRF v R)O—IFBER LI EDICHEEL £ A, sEMICDLWTIL. Device Posture %z &
FA L 7= Citrix Secure Private Access O #Z2BL T L,

I[EE 77220k DTF N1 RE#H3](/en-us/citrix-secure-private-
access/media/spa-direct-access-device-posture-3.png)

COBRERITIZDE. TNTADRIAF ¥ AF v UERICEDWVWT, TN RIFER., FEER., /13051 V36
B LTERIMHITFIN. FNIZICTT T 7OEADBERICED £9,
5

IYVRRAY N TNARCTNA ZFPRENFEETIHESHZHR L. O 1Y AT—2AZHMTZ7HDTN
ARRRAFv RUS—ZERLIE LET. TNARRAF ¥ RUS—DREIN. TNA X RIF v HEICH
3r. IR a—%—Hh Citrix Workspace iIcOJ 1 > LI e SITRDT I a vhRITEINET,

1. TRNARRRAF v AF v IVRRAY N TAARICTNA ZGPBAEDFEET 2D Sh 2B LE T,
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o TNARREDTNARLICFEET 355G, TNT RS EWE LTEIRFIFITIET,
o TNAREAEDTNA RFELBRWVWEE. TN RIG IFEHE LTEIHIFENET,

2. COERIFH S £ LTCitrix Secure Private Access H—E XICESIN 7,
3. ZFOERRUD—IF. TNAAOBHEICESVWTEHESINE T,

o TNAADEML TWVWBIBEEIX. PTUANQEET I EIDHFATINET,
o TNAADEML TVWERWEE. PTUADEET 7 RIFEMICHRD FT,

IVRIA—Y—ITUIRRYIVR

IVRA—HY—ITIRRVIVRIF. TNAIDERL TWEIHDIEENTHZHOHEICEDVWTREDE T,
o XHINT/NA R

a—#—I%. Citrix Workspace 05, #7137 7)) URLZERLTI SO —DSEHET7IEX 7 U%
EEMTETET,

o JEERMT /N X2

- 77VI& Citrix Workspace ICFIBEIh A,
- A—H¥—R@FT77UVOURLEZEBLTIZIHDNSTTUZEEBTET ZHA
- 7oEZNATOv I INER—I PRI —HF—IZRRINE T,

P—EXReLTOVYI o7 7F7VDYR—F

October 21, 2024

Saas (Software as a Service) I&. Web R—ZDH—ER&LTY I+ 75UE—LTRETZVILTIT
BREETILTY, —MMICERAINS SaaS 77U IciE. Salesforce. Workday. Concur. GoToMeeting ¥
BHDET,

SaaS 7 71 iZi&. Citrix Workspace @ Secure Private Access #—EXZFERLT7 VX TEF %7, Citrix
Workspace & i L 7= Secure Private Access #—E R, #mB I N7 SaaS 7 7). BRI hiRE@7 U, £
FREOMDT -V IR—Z VY =R L THE—SNc1—HF— TIZARVIVIZRELE T,

Secure Private Access t—EX#fFBL7=SaaS 7 FVEEICED. 7TV EEETI-HDBHHE, L. BEFE,
DORT—=STNEBY)a—arhR@EEIhEzd, V5T RLETERESINS SaaS 77U ICIE. KDL S BFIEH
HDET,

o DUTNRHER-RE. B, SRA’HETY,
s IVINYBAVF Y- VTIIN YA UAYTHBICOT AV TEFT,
s IFEIFELRTITVADEETVTIL— - ARDHZTTVDTUTL— bR—IDHER.
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SaaS 7 7 »' Secure Private Access H—E X THR— TN B3 5%

FBEEEEEIL. Secure Private Access H—E X Ul 2FERALTSaaS 77U #EHEL £,

HiEHZId. Citrix Workspace Ic7 022§ 3700 —ER URL #a1—H—ICIREL £ T,

TV EEETBICIE. I—Y—FFESN-SaaS 7S Az Uw I LET,

SaaS 77U l&. Secure Private Access H —ERIC& > TR IN S SAML 7H—> 3 >%EF8EL. 77
UhEEL £,

W

PEF=H

o A—H—IITTINDT I LRAZHATBICIF. EBENTI/ER RIS —ZERT2BELNHD £,
TOERAR)S—Tld. BEZIEFTS) HITRISAN—%2BML. EFa VT FEzERLET,
FAICOWTIE. TP 7R R S—0ER] Z28BLTIET W,

« B INTz SaaS 77U &, Citrix Workspace AORET 7R ZDMD )Y — L & HIZEH TN,
H—SNE1—HY—IIVIRVIVRZRBRALET,

SaaS Apps

<

Citrix Secure Private Access

SaaS 7 XU EHEBHIT B

SaaS 7TV BT BICIE. ROKENBFIEZEITLET,

1. 7705 =23 0O lERET S
2. BRYA VA VHEEZRET S
3. 7FVT=2avI—Ta I EEERT S

TIVT—2 3 VOB T B

1. EFa7 F5AR=—bT7IOEXEAIILT, EEBZIUYILET,

2. BT ZOUYyIL RICTTVDEMZI )Y I LET,
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s BUTREZ NI VA —RZFOTHEATZLIICOARTINE T, UEDFERATIE. 7TV Tr—> 3
YR=JICEEBHL. TTVDEMZI )Y I LET,

s TTUDFHEMEANALTSaaS 7 7V 2 FEFHTEMT B H. ASDH B SaaS 77U DU X b THEEA
TEBT7T)TYTL—hZBRTBZIECHBTEIEY, TUTL— MR 7TV 5= a3 v OBRICH
ERBMOZHDBRICANTNTVE T, iEl. BEEBOBRISERU I ZHBENHD £9, Saas
TTVERT YT L — hOFMICDOWVWTIE, SaaS 7 H—N—EBEBDOERESRL TIEI L,

1. 77V ZRELET,

s TTUDHMEFETANTBICIE. (R¥Yv T 20Uv I LET,
s TUTL—brEERALTTZIUZBR T BICIE TR 200y I LET,

SaaS 77U TId. EEXRY FT—J DI NT T I ETEMCHE>TVET,

2. TTVDER O a VICRDERENAL. AN EI VY ILET,
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' App Details

Where is the application located? *
@® Outside my corporate network

orate network

App type* App icon
HTTP/HTTPS 0 Change icon Use default icon
128 KB max, PNG
App name *
[ Do not display application icon in Workspace app
16.5_Copper

O Add application to favorites in Workspace app
App description

e from favorites

Copper is a new kind of productivity crm ove from favorites
that's designed to do all your busywork, so
you can focus on building long-lasting <

business relationships. 4

App category &

‘ Ex.: Category\SubCategory\SubCategory

o 1 Domain(s) below already exist in other apps. Sharing domains across apps can lead to unexpected results. We recommend
publishing shared domains as their own published apps, not visible in StoreFront (if appropriate), to make access to these
domains more consistent. Learn more

URL *

‘ https://app.prosperworks.com/ ‘

Related Domains * (D

‘ * app.prosperworks.com ‘

Related Domains * (D

‘ *.app.copper.com ‘ @

Related Domains *

‘ *.school.apple.com ‘ @

@ Add another related domain

s FTVEB-TFVITr— 3> DERL

o« 77VDHA - T T OFELFHE, CCTAALEHBI. 7—IAR—IARDI—H—ICRT TN
£,

o« 77U AT - 25T 37 SN Citrix Workspace Ul IZR RSN B AFIVeHTHTIUER (%
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L9358) ZEBMLES, F7FVICHLWATIUEEMT 3H . Citrix Workspace Ul 15 BE7E
OATIVEFERTEEYT, Web 77V 7 SaaS 77V DATIUERIBET D L. TDT VI
Workspace Ul 4FED AT IV D TICRRINE T,

- AFIVU/BTATIVREBENRETET. BEEERT7IUILICHLLWATIVEZEBMTE
7,

- 77U AF3YU 74 —ILRIGHTTP/HTTPS 7 Z7UICBA I . TCP/UDP 77U TIZIERRIC
"HEI,

- AFIdV/HTATIVRIENYIRS v aTRYBHBENHD £9, 7zt 2L, Business
And Productivity\Engineering %X’ T3, £7c. TD 7 1 —JL R TRAXFENIXFHEX
AlchExd, BEBERELVWATIVEZERL TWR L Z2BBIBZIHENHD £, Citrix
Workspace Ul D &R T77) AFdV1 74 —ILRICAASINATIVED—HLAEL
Aa. €OATIAVIEBHLLWATIVCELTURMEINET,

feezid, 77U A7) T4 =L RICEDRRCEEE A7 dVER->TESRRACEEY
EANNTBe, EDRACEERE ATIVICMA T, EPRIACEER WS ERIOFHLWAT
1t Citrix Workspace Ul ICRTRI N E T,

‘C'Jp C|tr|x WOI’kSpace () Search Workspace A

Good afternoon, & W
Thursday, November 07, 2024

Home Apps

“ e b Others

All

N . . ¢ N
(@) - O O O
Enterprise Browser MA-Websocket 10000ft- AA a_test_DO_1 akl_test
Web Web Web Web Web
o o e % e
T T T T T
) O > ) >
An-session-test-saas An-session-test-web AR CreditCard Pll Mask BasicSS0 13th June CR-SaaS1
2May

Web Web Web Web Web

s PIUTAAY-TTITFAIAVZEETBICIE. P7AAVOEEZI )y I LET, 74V T7A
LWOHARXIF128x 128 BV I THBIHEDHBDET, PAAVZEELBWVWSBRIE. T7#)ILED
TAAVHRREINE T,

If you do not want to display the app icon, select **Do not
display application icon to usersxx.
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« URL -5E% ID #5 ¢ URL, URL iCI2kE% ID (Citrix Cloud §8% ID) A& EN TV A REL B D 9,
% ID #EE 3 3 IclF. TCitrix Cloud ADH 1> 7w #BBLTLETW, SSO BELBL 1-15
A, FHIFSSO #EFAHALAVSEIFX. 22— —IFZD URLICUAIL Y REINET,

s BERXA VB BLVERERXIVID-ERERFXr>ZL ID & SAMLSSO R—2T7 1) URL &
ZOMDEED URL Z1ER T 37 DICERTNE T,
For example, if you’ re adding a Salesforce app, your domain
name is “salesforceformyorg® and ID is 123754, then the

app URL is "https://salesforceformyorg.my.salesforce.com/?
$0=123754."

Customer domain name and Customer ID fields are specific to
certain apps.

s BAERXAYV-BERXAMVIE FELZ URLICESVWTEBNICANTNET, BEERXIVIE B
—EXNURLEZT7FVO—8 LTHML. TSI TES T v o ZIL—FT1 T TBDICKIL
5FY, BETEFAM D ZHBEMEMTETET,

o 27 7% Citrix Workspace 77U DERICAD 7 IV LTEBMTZICIE. T7FUs5—> 3>
EFHEMICERICADIZEN 22Uy o LET,

- 77U oMBHED Citrix Workspace 77U DERUCAD T TI VR ST T ZHIBRTES
£3ICTBICIE. [A—F—DERICADDSHIBRTES&L5ICT3] 20y o LEd. COF
T arE&ERT 3. Citrix Workspace 77U D7 7 DELRBICEGBDED T AVHERR
INE7,

- FIA#&ED Citrix Workspace 77U DETICAD T TV UR ST FUEHIBRTEARVWL SIS
T3ICE [A—H—DBRUICADDSHIRTI e ZHFALAW] 20UvwILEd, COFS
> avEBERT B . Citrix Workspace 77U 77U DELBICHEREDHVWAEED TV
PRAINET,

Apps

Favorites

@ [a] '

18.3_Kerero me web filev Restnctlploa

16.5 Copper s_webapp d-Web-...
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Secure Private Access t—EX VYV —IIDSBRUICAD L LTI =N T7 T ZHIBRT 3
BaE. IN507 7 Ui Citrix Workspace OBRICAD U X b SFETHIBRT ZHENHD £,
Secure Private Access #f—EX >V =L SHIBRINIBEETH. 77U Workspace 771
HSBEEMICHIBRINEE Ao

3. mMnzoUw oI LEY,
BE:

o VTUADTYOLSAMR=ZADTIVCRAEBMCITRREDIC. TTVIET IAILETT IR %EZEETS
NEd, 77VT5r—oavIilT7IoER R O—DEEMITENTVWBRBEICOH. TTIUADTIEX
DEMCED T, HAICOVWTIE [TIAILNTTIIADT I ANETINET) #8BLTL
T,

o BHOTTUHREL FQDN £7#IFTAILRA—RKR FQDN ON) I —2 3 > THEEINTWVWRIFE. 18

MNHRETHHAEMEDNDD £9, FAICOVWTIE T7 VDTV EROMEESI SR IHIREMDOH B
BYREM ZBRLTILTL,

BRYA VA VHEERET S

L YOS E023>T 77V 5—2a v THERBIZBEI VLTI VT 240 T2 FRL.
REZIIVVILET, ARG VI T2 OBEIIRODEED T,

v Single Sign On

Select the sign on type for your SaaS app setup.

Don't use SSO N

SAML

Don't use SSO

w

¢« SSOZEALBVW-NYIIY R H—N—TI-HF—%F T 2HENRVIFEIF. SSO ZFEAL%E
WAT>arefFRALET, SSOZFEALAV AT a vABIRTNTWAIES. 12— 77U
DA I a>TERENI URLICUAAIL Y FEhET,

+ SAML - Web 771U —> 3 >A® SAML X—X® SSO mi5&1&. SAML %2R L £3, SAML
SSO Z1 7 OREFHMENIL X T,

YA2F I aVICROFRENAL. ®REZIUYILET,
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- TH—YaYDEBER-TH—a ELIEREICER TR BEELIETY—2 3 U HMRE/N—
T4 (SP) ICEBEINALEIIIXyE—J0BAEIMFEICNET, 7H—>3>0 LAKRYR,
@A £rld BLEERTEFT,

- 7H=>3 > URL-7H =23 > URLIE 7 FUT—>a Yy RUAZ—ICE> TREINE T,
SAML 7H#—>a>EZd URL ICEEINE T,

- UL—RE-UL—RENSA—F—lF, - -1 1 > L TGHEBREFBEED 7T TL—>
AV H—N—ICFEINRICTIVELRTIRED )Y — X EHANT I DICERAINET, U
L— XRF—hE 25— L TE—-DURLZERLET, I—H—IFZDURLZIU YD
LT RE7Z IV = avicQd 4> TcEEd,

- WRE-WREFT TV T—oa>oR A —ICE>TRESINET, ZDfEIK. SAML 7H—2 3
YHELWPZ PV Tr—oavIic L TER SN e ZBRBLE T,

- BRI ID ER-HR— STV ZBFHBFRRAERIRLE T,

- ZETID -HR—bINTW3EFTID Z##RL £,

- ID7ANA A —HDRKBTZ 70— %2 LESL. Y—EX TONAA—DREBTZI 70— DH%EF
BT 3ICid. HED URL ZERALTT7 7Y k2T 5 (SP H'5I1R) Z3BIRL £,

2. HHERM (A 7> 3Y) T PO/EREHOREDLDICT FUr—SavitiEEehd1—H—ICET 38
nER=ZEML £,
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v Single Sign On

Select the sign on type for your SaaS app setup.

SAML N

SAML

Don't use SSO

TINS TUTITE ERNETAES U AL NESUsSU 101 e upplicalion's SAML request.

Sign Assertion

l Assertion ~ )
Assertion URL *
l https://login.microsoftonline.com/login.srf @
Relay State
l https://login.microsoftonline.com/login.srf?wa=wsignin1%2E0&rver=6%2E1¢ @
Audience

urn:federation:MicrosoftOnline @

Name ID Format *

‘ Persistent N ‘
Name ID
l Active Directory GUID ~ l

Advanced attributes (optional)
An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values
are consistent with the settings in the SaaS vendor.

3. SAML A2 7—=42DTFTOUYI%2 0 Uy I LT XET7—2 J7()V 4o >O—RFLET, 4o>O0—FR
LIeXET—2 771 ERAL T, SaaS 77/ #—/\—T SSO ##m L £ 7,

e OJA4>YURLOTDSSOOJ 1> URLZIE—L. SaaS 77 H#—/N\—TSSO Z#HIT B L FIC
COURLZEATEEY.

o Ffcl FIAE VX D SEEEAEZEA U O— R L. SaaS 77 H—/N—T SSO Z#EM I3 L SICED
HPAEZEATACEHTTEY,

L nzo )y o LET.

IV =23 v—Ta I REET S

1. App Connectivity 2> 3> T. KX >% Citrix Connector Appliances %77 L THMB £ 72IdRZ T
WN—TFTa 2T F2RENBHZHEIF. PTIVT—2a OBERXA VDI —Tr 7 2EFRLET,
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e WE-TOFIENANZ-RAAY bFTaw Ol ARIR T TSATVIATHERINTERD
Web 7O+ > % /N1 /82 L T. Citrix Cloud Connector Y L TIL—F 1 > FINE T,

o ARVABHDAL - 7 TVIENIBIZH > THLEVWEEAD. +F T4 v o EARTIEZ T TZA4T>
REZBEALTIIMNBRY FT—DICRNZRELHBD £,

HMICDOWTIE, TSaaS 77V & Web 77U OmEA THER XA Y HRILBEICREZRRT 270D —
b TF—TI1 #BELTIET L,

v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.
Total 2
Domains

Type Resource Location

Internal AV ‘ { aaa2 N/ e

Connector status
Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External AV

2. [RT]1ZOVUwILET,

T2V FTTUNRT IV r—23> R=JIZEBMENET, 7FUTr—>avz8RELE
BTV —23 2y R=UDSTTIVREEELIZHRTEEY, TNETSICIE. 7TUDERLESR
oIV v L. ERUBLTT o> a v ERLET,

o PTG —=arEiRE
o HlBR

Secure Private Access #—EXH5 Web 77U 7l SaaS 77U 2 RBL. FOT7 TUHNIERTICHE > TV
HWiFE. Citrix Enterprise Browser 7 771J #* Citrix Workspace Ul ICEBIMICR RSN ET, 3512, Citrix
Enterprise Browser . 77 # )Lk THBRICADOF TV LTEBMINEF T, TV F 21— —id. URLAELTY
—JAR=R TSI —%REML., V-V ZAR—X TS —%FEALTRBWeb 1 MZITFTI/EIXTEET,
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L] [ ] Citrix Workspace

(G]’ Citrix Workspace Q. Search Workspace A

Good afternoon, = o
Thursday, November 07, 2024

Home Apps

Quick access

Enterprise Browser

Web

SBRrREFa XV b

FTIDRERBIVRY—IYROBRICOWVWTIK, BEBA VR—FTo Tty b7y TDRHDEREAT R
-0 70—%28BL TS,

TUTL—bEERLIET T DRE

January 9, 2024

Secure Private Access —EXTOI VT IY A > A IC& B SaaS 77U oiEIx. —M%4 SaaS 77U D
TYIL—MURMETOESIZ VI TR THERBEINET, RETS3SaaST7IVE UMD SEIRTEE
ER

TrFL—bICR TIUT =2 3V ORBRICHBEBRIBRORBDODH S COANNINTUVET, LEL. BEE
BORBRIISISHGIRMTIBENBD XY,

e
ROEOa>TE. TUTL—r2ERALTT7 U EBRE LU RET 5781, Secure Private Access

H—EXTERITIBFIREZRLET. 7TV =23 —N—TEITIBIBRFIEICOVTIE. ROtEI>
3> THEBALEY,

TYTL—bFERLTT ) 2BEE L UVRRAT S

r'Secure Private Access | #1JLT. IME®E) #0UvoLET,
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1.

2.

3.
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e
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T7UDE -7 T OFEARE, CZICAATB DRI, T AR—ADA—H—ICRRINET,
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URL —EEID #&T URL, 2—%—IZZD URLICUAIL I LEINET,

-SSO BRBL7=3B3a. £k
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123754 oigE&. 77 ) —>a>» URLidhttps: //salesforceformyorg.my.salesforce
.com/?s0=123754.T%¢

BEEORAAMVBRLBEZEID 70 —ILRE BEDOTFVICEBTY,
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BOBERXAVZEBINTEET,
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/N App details

Where is the application?

© Qutside my corporate network

Inside my corporate network

Tell us a little more about this application.

Mame

Aha

Customer domain name
Enter domain name to be used in URL

URL #
https://<your-organization=.aha.io

Related Domains * ]f_ﬂ
* .
.aha.io

Add another related domain

1
Aha! Change icon (128 kb max, PNG)

Description

Product roadmap and marketing planning tool to
build products and launch campaigns.

4, ko SAML otz [V I W1 AV woavicNAL, [REl 22Uy o LET,
FH—=23>YURL—F7 V5= a3 RVA—DRMTS SaaS 7S ) r—>a > SAML 74— 3>
URL, SAML 7H#—> 3 >id. TO URLICEFEINET,

Relay State —Relay State /X5 X—&—|. 2—H—HH 1> o Y L TEEEEFNBED 7z TL—> 3>
B—N—IEETNRBICTIVERTIHED) Y — A =BT 2HDICERINE T, UL —REIF. 21—
HFO1DO2DURLZEMLEFT, I—H—IF&. COURLZIV YOI LT, =Sy 75— >icayd
FTTEET,

WERE-—TH—2 3> ORREAZH—EITONTIH—,

ZRIID - R— b IhTWVWEI—HF—DT7+—<v ba21 T,
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Z81 ID — 21— -2 1 TDORHF,

A\ Single sign on

Which single sign on type would you like to use for your SaaS app setup?

‘ SAML Don't use SSO

° p—

Sign Assertion ‘ What does this form do?

Assertion W This form generates the XML needed for the application's SAML request.

https://mycompanysalesforce.com/login/callb

Relay State

Assertion URL * ‘
https://mycompanysalesforce.com ‘

Audience
https://mycompanysalesforce.com/saml/<youl

Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using SAML to

outline the information needed here.

SAML Metadata

Provide this metadata to your Service Provider (application)

https://gwaasdev.mgmt.netscalergatewaydev.net/idp/saml/illn6adi99yg/1574e9c5-cc3e-4564-

hEamu"lD.;coi:m“ v ‘ 8d4c-a956c712tb88/idp_metadata.xml
mail ress
Name D * Login URL
Email ~ ‘
https://: scte.net: dev.net/ngs/ilip6adi99yg/saml/login?

D Co
APPID=1574e9¢5-cc3e-4564-8d4c-a956c712fb88 o

D Launch the app using the specified URL (SP initiated)

Certificate

Select download type
Download

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in
the Saa$S vendor.

Advanced attributes (optional)

Attribute Format Attribute Value

Attribute Name ‘

Add another attribute

Save

A

SSO ZEAL AWV AT a>zERI B, 2—H—R [ TFUDHM] o> a>TERIN URLICY
d1LI RENET,

5. [SAML X 27 =21 ODTFDU >0 %I )y I LT XEF—2T7 7 )L2do>vO-RL&EY, 4U>0O—
RLIEXEZT—2T7 7 LefERALT. SaaS 77U —/N—TSSO #mH L £,

pE

« TOJ1>URL; O F»SSOOJr>URLEZIE—L. COURL% SaaS 7 7 r—>3>%—Nn
— TSSO Z#BM TR FICFERATTXT,
o AIBAEO—ENSHAZEE AU O— KL, SaaS 7 AU r—> 3 > —/N—TSSO % T &
ICERREZFER T2 b TEXT,
6. AAN] ZoUwoLET
7. R X+>% Citrix ConneConnector Appliance 7t L THMBE 72 IdRBTIL—T 1 VI TIRBELH 35S
W& T7 7= a g 2o>a>yT 7TV r—2a>OBERXI VDI —T1 VI 2EELET,
FLL I TSaaS & Web 7 7V OmADEER X1 VAR LB EICREERRT Z2ODIN—F 0 VT FT—
T ZBRLTLLEI W,
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v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains

Type Resource Location

Internal vV ] { aaa2 \/ e

Connector status
Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External A4

8. T=T1 Z#VUwILET,

[RT]Z2VUwoTBRe. PXUr—oa v [7FUr—vayv]R=—JiICEBNMEnES, 7FUTr—>3
VEBRLIEBT. PIVTr—o 3 R—SUHST7 U —2 a e REEHIZERTEIEYT, 207HICIE
TTUVDEBESRE>E I )y I L. TRICKRLELTTZOa Yy ERRLED,
o [7FUH— 3 EiRE]
o HiBx
p=H
A—H—ICP FUADT I XEZHTTBICIE. BEENT VLIRS —%2ERTEIRERHDET, 77

TR =TIk EEELNTTVDOMEEZEML. €FaVTs Y FO—-ILZRELE T, FMAICDOVT
i 702KV —DfER1 2BRL TSI L,

SaaS 7 U —N—RBEBDHERK

January 9, 2024

U 7> 7L— b Z2ERALTTY TV —N—EEORRICEITZHI L AD BB R Fa XY bAD) YT T,
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« 10000 ft-mE%EsET 00 7OS Y FEEY—IL,

o 4me -E. HIN BLUVIINBEXF—LEDOIZRL—23>0dHDF—EIEEY —IL,

« Apacus-U7ILEA LOREREY TSI TT,

» Absorb -FEEEY — L,

« Accompa -BR%EHERTI-DHDOEHEEY -/,

« Adobe Captivate Prime -7\ 1 ZBTN—V F 51 AT -2 BRBEZRETIZEETES X T Lo

o Aha -BFZEBEL. FvrIR—VEBRBRTILOORREO-FIYTELVI—T T Y IHEY — Lo
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3
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+ Yodeck-Web £7ldENAILEALT, UE—FCTEEALXBEETZZHDY =),

o Zendesk-HZZIY—H—EXEERL. YR—bFTv b ZEBITILHOVI LT T,
o Ziflow -2V ITA F 4 THHEF—LDT=HDY =)L,

o Zillable =33 a =/ —> 3 UM ER AR L—>3 0TSy T3 —Lo

e Zingtree -1 24230574 7%7T2a> Y- I TNSa—FTa I Y—IZERTEHDOY—IL
Fvbo

o ZIWER-EWEBNIEFX—ILTOVSLDSDREREFA—INE LIV T 71ILEEEABEICT S Y — )L,
o 20h0-ESXRAT V=23 >yR1—hk,

o« Zoom-BE. Web O3 KRL—> 3>, EFAa@lesBic1Ia=r—>arysLU0fa5RKL—>a Y
\/7 I"‘jIT’o

o Zuora-2#@OIUB LIf, BE. TRV T aVESPRANOGMZEERICTE T TXI U T arN—
ADYIT LT TT,

TCP —N\— UDP H—N—RAICFANTCIDR 7KL X

January 9, 2024

EIEE (L TCP/UDP #—N—DF#EH CIDRIP 7RLZAERETEEY, CNH5D IP 7 R L X%, DNS fRREFIC
EERDIP 7 RLXORDHDIC DNS HETHEINE T,

FFAISNTWBF4EH CIDRIP 7 FL ROEEIZRDEHED T,

+ 10.0.0.0/8
+ 172.16.0.0/12
+ 192.168.0.0/16

e
FHULEIP 7RLADPRDBDERELBEWVWELSICLTLIETL,

- BEDUY — 0RO TCP/UDP 77U —> a VRICREShiz IP 7 KL X,
« USATYRIIYDRY FT—SHTRY b,

F#9%# CIDRIP 7 K L XDRE

1. [&E]Z2oVUvo L. [VO-—NILEE] VY ILET,
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Reserved Network Subnet for Secure Access Agent X

aaaaaaaaa

2. TSecure Access Agent DFHEHRY FT—oH TRy k) T, [EB] 2OV VI LET,
3. [IPCIDR] IC7ZAR—FIP 7RLRABERAEANAILET,

4. RF] =20 Uw o LET,

FQDN Z IP 7 RL RICEMT B7HDDNS 371 v IR

January 9, 2024

DNSH 74 v I RiF. IRTOIVRIA—H—ICHEAINS5O—/NILERETTY, Citrix Secure Private Access
H—EXDDNS H 71 v o RigeEIF. UTORRICERTEEXY,

« CitrixSecure Access 7547 b Ny IIYRHY—N—DDNSH T wIXRXr>EBMLT, 3
REBHIRXI>E (FXLR) ZZ2EBH R Xr>% (FQDN) ICEBRTISL5ICLET,

« HEENIP7RLX (IPCIDR/IP&EHE) #ERALT7 IUT—>a AR ETERLSICLET, ThICK
D, IYRI—H—F DNSH T v IR RXAL>DOXRTS FQDN 2EBLTTF U r—>avic7ot
ATEIBELDICHWBDFET,

fee Z I, JEELfE R X1 > & Tworkday) ##RT 5L I DNSH# 71w o X Icitrix.net) RREIN TV
BIBE. ARL—FT 4 VIV RTFLIEFY 70w o R Tcitrix.nety #BML. fERIE Tworkday.citrix.nety 124D
F7,

BHEODNS H T4 v I ZBRETNTVBIHE. DNSH T ¢ v I RRBIERICARINE T, e RIE. ROT T+«
v ZPEMENicE LET,

e ".citrix.net"
e ", citrix.com"
« " xenserver.com"

Iy rRa—%—N Tworkdayl EAATBR L. TRL—T 1 VIS RT LIFRDIEF T FQDN 0ffRzm A9, 1
DO TAYIRATHNTBRE. DDV T4 v IR RXF vy TEINES,

1. workday.citrix.net
2. workday.citrix.com
3. workday.xenserver.com
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BE:

e DNSHT 4 v I XRETIE. DNSHT ¢ v I AEZ AL TRESNIER XA U T 1 v I X2
IT22CIC&E2TDH. V7472 MIREEBHEINTVWERWR XA VZZBRATEEFT, T RI—H
—DNSH T v I RARXA>DFQDN IZT7 V12X $3ICIE. BEEN T U 5—>avIlIP7RL
. FQDN. F7@TAIRA—R XAV ERETIVENHD T, sFlICOVWTE, T1—R7—
2l DRAU B4 EBBLTIET WV,

¢« 2DODERZT IV T—23> (1DIEFQDN, 3 1 DI IP7RLRT, £55BRALNYIIVR
H—N—ICHET3) BBESNTVWBIEA. IP7RLAZFOT7ZIUT—o 3> DR —HBERETN
F9, FHMICOWTIE, 2= =2l DRAVE5ESBBLTILEI L,

b=t

o BEBMNDNS BT v o RXMeEZFERT 5 IC1E. Secure Private Access 7 RNV X b+ TF1 >3
VOB NETT,
o Citrix M@EIEF— LISELLT. DNSH T4 v I REET ST EBMC LTI L,

DNS %7« v O RZIEBMT B5%

1. TSecure Private Accessy #1ILT. TE®] #UUvILET,

2. Secure Private Access DS > T4 I R=J T, TRE1 #0Uwo L. IDNSH T v ORI ZOUwY
LE¥ET,

3. TDNS Suffix 1 7« —JLRIZ. FRLEBHBZMATIEIICBMIZIBELNH Y T v I REANSLE
ED

4. BBl =oUw o LET,

Y70y RE BMSNEIEFICEDVWT—EBRTINE T, EBERY 701 v I XZHIRELRBEETEEXT,

Secure Private Access > Settings > DNS suffix

Application Domain
B DNS suffix
Global Configuration
Timeouts Suffix to be appended when resolving domain names that are not fully qualified
.
Unsanctioned Websites DNS suffix
@ Enter...
Machine Based Authentication
=2 (Max length = 127)
DNS suffix
ta
IP Peols TOtﬂl. -2
&
| Order | Suffix | Actions
1 google.com j ET
2 teeﬁcom y Tr
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d—245— 204

DTFISERL T TV

o BIEENIP 7RFLX192.02.1 ZH5FHKDORY FT—JHADI I VICEIDETE LT
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ICHDET,

DNSH 71wy o777
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I A
L7ZIP7RLZX
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T TTUNEETATY
31—H%—1I1cF
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3. TOEADFHFAIE
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b=t e Bk S =
192.0.2.1 F¥7#I&
workday.citrix.net %7-
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Workday 7 77 o+
ATEET,

DNSH 7« v I XZH%E
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HO77ERFEGINE
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DNSH# 74w oRCT7S
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FIvRI-H—E
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ATEFY,
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AIIEEFINET,
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M citrix.nety THERS
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RUS—H THFRL ICEHRE
TNTWaidH, T
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JEATEET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

119



Citrix Secure Private Access

DNSH# 74w oRCT7S
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1) & %E

EEEIFDNS Y7 rv o
2% Tcitrix.nety £ LT
RELFY, a—H—1IC
{&. FQDN
(workday.citrix.net) %
7213 192.0.2.1 07 71
F—=avIFREINATL
Ft A

IVRIA—H—-—TUR
I X

FIvRI-H—iE
workday.citrix.net %7:-
i& Tworkdays =fFERL
T Workday iI277€ X
TEFY,

CDOIP7RLATHRED
NTWBT7 T DRV
. 192.0.2.1 D70+
RIIEEINET,
a—%— 14" T'workday.
ICEGLELSETHE. 7
17> & Tworkday,
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%192.0.2.1 LfERL %
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ICEHRTIEFEA. 1
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DNSH# 74w oRCT7S

URE

BEEIFDNSH 7wy
2% Tcitrix.net; £ LT
BELET, IP7RLZX
192.0.2.1 o7 7) z3EM
L. userlo7otzRY
P—% MER) ICRELE
To RIS, FRRD
192.0.2.1 %3 FQDN
ZRORDT T
(workday.citrix.net) %
BiHL. A—Y—10D77Y
TRRU—% TR IS
HRELET,

Secure Private Access 0 7-%® Connector Appliance

June 21, 2024

IVRIA—H—-—TUR
I X

a—4%— 14 f'workday.
ICESGELESETD

¢, Tcitrix.nety o4 7«
w2 2h Workday
(workday.citrix.net) 2
O IP7RLRIG
192.0.2.1 ICRS N &
Yo fofcL. 1P 192.0.2.1
TRESINLT TVTr—2
3>@ORJ)S—H FQDN
TRESINTTVr—>
arvibbELEIndic
®. Workday A7+
AIEFINET,

Connector Appliance i&. N1 /X—=NAH—THKRZ kIh3 Citrix I>KR—%> + T, Citrix Cloud & Vv —
ZDBREDEDBEF v RILE LTHEEL. BHBRY FT—IX A VTSRSV FviBRERBLETICOS
T REEETETFET, Connector Appliance #HT3 ¢ T, UY—XEBELAHLS, I—H—ICEE%ZHE

TBVY—RICEFITBZENTEEY,

TRTOEGH . ZEHTTPSK—~ (443) ¢ TCP 7O kL% fEH L T Connector Appliance 5050 K
I LTHRIIINE T, ZEEBEHREZITANSGNEEA. RO FQDN 2F D> TCPR— k443 15 7T RNTVRH

FRICNET,

+ *.nssvc.net
+ *.netscalermgmt.net

« *.citrixworkspacesapi.net
« *.citrixnetworkapi.net

« *.citrix.com

« *.servicebus.windows.net

« *.adm.cloud.com
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Connector Appliance iZ & % Secure Private Access D#ER

1. VY —X®DBFRIC 2 D ED Connector Appliance #r > X k—=JLL % T,

Connector Appliance ®REICOWTEH L Id. 75T R4 —E 2EH® Connector Appliance; 288

LTS

(A

2. KCD #ERLTAYFL I X Web 77V IC#4i9 5 & 5 1C Secure Private Access R $ 3 ICId. XD
FIEEEITLTKCD ##EL T,

a) Connector Appliance # Active Directory KR X1 VI8 MIE £ 7,

Active Directory 7+ L X ZBIN$ 3 &. Secure Private Access 2#m 9 % & FIC Kerberos ®
FHG S EEEERTE EFIM. Connector Appliance RT3 720D ID BEXR 72 ISREIFEM
IZARD EE A

b) O—

Connector Appliance > Y — /L TRETNZIP 7RLX%ZFERALT. Web 75 7H—T
Connector Appliance 0&1E Web R—JIZiEH L £ 9,

[ Active Directory K X1 >] 2> 3> T, [+Active Directory R X1 > %8| 20w
L%,

BE~R—IC [Active Directory K X >] £ 3 >rhiaWgEIE. Citrix ICEKLTILE
A—ADOFFREMBELTLIZI,

[RXAYB] T4—ILRICKEXAIVBENDLET, [BIN] 20Uy I LET,

Connector Appliance IE R X1 >%Z2F v o L ¥, Fxv o THELARIFNIE [Active
Directory (&) #1700 KRy I RDEET £,

D RXAADBNER%RFD Active Directory 2—H'— 21— —F & /NXXT—REAFIL
9,

Connector Appliance h5 7> V&M REShEF T, RESNAEFZLESI LT BBOT>
VB (BRKISXF) ZIBETBHCHTIEI, IPVTAIVREZXELE T,

DI VA%, Connector Appliance &1L f- & E(Z Active Directory B X VIZERR S
nFxd,

(] 200y o L&D,

RS> #EFERLAL Web — /D Kerberos $IAZEEERBEL £,
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Active Directory domains

Add or delete connections to Active Directory forests below

+ Add Active Directory domain

v ConnApp-lZBylwh@aaa.local Tay

ConnectorAppliance > Ea2—42Z%ZHAIL £9. COBFNE. KX LG Foidi
A% 2 UI BB TEET,

+ Active Directory 21> rO—5T. Connector Appliance > Ea—4%&KL %7,

+ Connector Appliance > Ea2—27AT > rOTONT 1 ICBEIL. [FE] 2T ICBBLF
ERS

o [BBELAEY—ERNDEFDAICAVE2—2%EETR] ZBIRLET, R, [FEDORELS
OrILEFERTZ] ZBIRLET,

= Active Directory Users and Computers
File Action View Help

e 2@ F0|XEER HE 2aETdd
T Active Directory Users and Computers [/ 1 || Name Type De: CCONNAPP-L28YLWH Properties _

| Location | ManagedBy | Object | Secutty | Dialin | Atribute Editor
| General | Operating System | MemberOf | Delegation | Password Repiication

Delegation is a securty-senstive operation, which allows services to act on
1% CONNAPP-L28YLWH Computer | behaf of ancther user.

O Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos only)
| @ Trust this computer for delegation to specified services only
O Use Kerberos only

® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N
< n >
[ Expanded
ok ] [ caet ] [ ooy ][ rep ]

cTEI LUV LET,
e [2—H-]FrF[avEa—%]EIUYILET

e 2=y kWeb#—N—DaYEa—42—FZNAL. [EFOER] 22 VvILES, LOBE
% T3, KCD2K8 1 Web #+—/1\—T7%,
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CONNAPP-L28YLWH Properties

?-x|

[ Locaton | Weraged &y | Obiect | e
General | Operating System | MemberOf | Delegation

Delegation is a security-senstive operation, which allows services
behalf of another user.

O Do not trust this computer for delegation

O Trust this computer for delegation to any service (Kerberos only|
@ Trust this computer for delegation to specified services only

Add Services

? X

To dowm(obeddegaledfmausquxu.sdedhawiﬁe

users or computers, and then click the services.

To select one or more user or computer names, click
or G ey Users or Computers...
Available services:
Service Type  User or Computer Port Service Name D)

O Use Kerberos only
® Use any authentication protocol
Services to which this account can present delegated credent|

Service Type  User or Computer Port 9
Select this object type:
|Usefs.Compmets.B|.i1"\seqﬂypmcbals.m'Olheroﬁeds ||m1‘m |
From this location:
<[ [T [ [s=alocal | [ tocations... |
[Epanded IE Enter the object names to select (examples):
KCD2K8| Check Names
oK | [ Camcel |[ Ay |[ Hep

« TOK) 220w O LET,

s —EXZ1 T http 2 #RL X7,

CONNAPP-L28YLWH Properties

Delegation is a security-sensitive operation, which allows services
behalf of another user.
O Do not trust this computer for delegation
O Trust this computer for delegation to any service (Kerberos o
(® Trust this computer for delegation to specified services only
(O Use Kerberos only
® Use any authentication protocol
Services to which this account can present delegated creder

[2] x

To allow services to be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or more user or computer names, click
Users or Computers.

Available services:

Service Type ~ User or Computer
fax KCD2K8

HOST KCD2K8

http KCD2K8

Users or Computers...

Service Name'A:

Service Type  User or Computer Port

ias KCD2K8
iisadmin KCD2K8
mecsve KCD2K8
messenger KCD2K8

msdtc KCD2K8
<

« [OK] 22Uy o L&ET,

o« BRI UL, TOK) 22Uy LET,
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CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dial-n | Aftribute Editor
General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

(0 Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N;
http KCD2K8
£ 1] >
[] Expanded i Add. | | Remove
| ok || camcel || Mepy || Heb

SNT. Web — N~ OBEEENT ZFRIRT T,
C) O— KNSV HDE#%ICH S Web 1 —/\d Kerberos $I4ZE (KCD) 28 EL %7

e« setspnav > RZFEALT. O—RNSYH—=SPNZH—EX7HT > MIEMLET,
setspn -S HTTP/<web_server_fqdn> <service_account>

:\Windows\system32>setspn —s HITP/kcd-1lh.aaa.local aaa\svc_iis3
hecking domain DC=aaa,.DC=local

egistering ServicePrincipalNames for CN=svcacct iis3.,0U=Users.OU=KCD,DC=aaa.DC=
local

HITP/kcd—1bh.aaa.local
pdated object

:\Windows\system32>_

e ROOAR YV REMELT. Y—EXT7HT> D SPN #HBL £,
setspn -1 <service_account>

\Windows\system32>setspn —1 aaa\svc_iis3
egistered ServicePrincipalNames for CN=svcacct iis3,O0U=Users.,.OU=KCD,DC=aaa,DC=1

ocal:
HTTP/kcd-1b.aaa.local

\Windows\system32>_
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« Connector Appliance > Ea1—27hV > FOEEEERLET,

- MO—RNS oY EER LRV Web 4—/N—0 Kerberos FIHNEFEDREI OFIBICHE> T
CARIrz#HBIL. ZEUIICEELET,

- [2—%—raAvEa—4%2—]T. ¥—EX7HU > (aaa\svc_iis3 &) ZBIRLF T,

| CONNAPP-L28YLWH Properties | [2] x] Add Services AN

Location | ManagedBy | Object | Secuty | Dialin | Aftibute Edtor | To allow services to be delegated for a user or computer, select the appropriate
General | Operating System | MemberOf | Delegation | Password Replication users or computers, and then click the services.

Delegation is a security-sensttive operation, which allows services to act on To select one or more user or computer names, click

behal of another user. Users or Computers. Users or Computers...
O Do not trust this computer for delegation Available services:

O Trust this computer for delegation to any service (Kerberos only) Service Type  User or Computer Port Service Name D

@® Trust this computer for delegation to specfied services only
O Use Kerberos only
@® Use any authentication protocol
Senvices to which this account can present delegated credentials:

Service Type ~ User or Computer Port Service Ni

< W I S Select this object type: : |
Users, Computers, Buitin securty principals, or Other objects Object Types...

S [ ] — | .
[aaajucal H Locations..._|
Enter the object names to select (examples):
[sveacct is3 (HTTP /kerblb.aza local @AAA LOCAL | Check Names

Ok ][ Concel |[ sy [ Heb |

- H—E X T. ServiceType: HTTP r 2 —#'—F7fid I a—%—:Web H—/N— (fl:
kcd-1b.aaa.local)

| Locahon I Managed By I Object I Securty | Dialin | Attribute Editor | To allow services to be delegated for a user or computer, select the appropriate
General | Operating System | Member Of | Delegation | Password Replication | users or computers, and then click the services.
Delegation is a security-sensitive operation, which allows services to act on To select one or more user or computer names, click
behaf of another user. Users or Computers. CeasorConpriars
O Do not trust this computer for delegation Available services:
O Trust this computer for delegation to any service (Kerberos only) Service Type ~ User or Computer Port Service Name | A
(@) Trust this computer for delegation to specfied services only HTTP kerblb.aaa local
O Use Kerberos only htp tptdb aaa local D
@® Use any authentication protocol HTTP "“’9‘” 3aalocal
Services to which this account can present delegated credentials: = T

Service Type ~ User or Computer Port Service Ni s kerblb.aaa Jocal
iisadmin kerblb.aaa local
mcsve kerblb.aaa local e
< w7 >

3 ‘ >
[ Banded [ Remove

ok | [ Concel |[ oy J[ Heb |

- [OK]l 20Uv o L&Y,
- @RI 22wy oL, TOKI 22y o L&ET,
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location | ManagedBy | Object | Secuity | Dialin | Attribute Edior
General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a secunty-sensitive operation, which allows services to act on
behalf of another user.
(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only
O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:
Port Service Ni

HTTP kecd4b.aaalocal

Add... | [ Remove

d) JIL—T7EEY—ERT7HU> b0 Kerberos #il#{d 3 &4E (KCD) Z#m L £7,

o FRET-oTVARVIERIE. SPN 25 IIL—TFEBEH—EX7H IV MIEBMLET,
setspn -S HTTP/<web_server_fqdn> <group_manged_service_account

>

e UFOOTYRTSPNZREZELE Y,
setspn -1 <group_manged_service_account>

AYEa—42—THAIVrOZEEIVFUZEMLTVWAEIE. JIL-TEBY—-EXITHI> H
%#Users and ComputersBRZRICRRTEFARVD, BEOFETIFAYE2—42—TAHU>+
DEFRZEBMTIEEA, LD >T BRI T+ 2Z2FEHALT. COSPNEZCAIYEa—427AY
YHIEFESNIEI Y FUE L TEMTEE Y,

« Connector Appliance ®aA>Ea—427ONF1T. [BEIT« 2] 2TICBB L. msDA-
AllowedToDeleteTo BM%Z&EL X3,
« msDA-AllowedToDeleteTo attribute%z#m&EL. SPN #EBML £,
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General | Operating System | MemberOf | Delegation | Password
Location | ManagedBy | Object | Secuity | Dialin

Attributes:

Attribute Value

msDS-Additional Sam...

msDS-AllowedToAct...

msDS-AllowedToDele... hitp/tptdb-svc-acent aaa local
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CONNAPP-460752H Properties 2] x

GenalepeﬁngSystemIMemberOleelegdloanasswordHepicamml

msDS-AllowedToDelegate To

| A

Values:

htt,"kcd-tt gmsa-svc-acent aaa local I

-SVC .aaa

OK || Cancel || Aoy | Hep |

e) NetScaler Gateway 2 #h'5 Citrix Connector Appliance IZ#1TL £ 9

e SPNS 4 — b Dz AR ZOBRERICH—EXTATY MZTTICRESN TV . Fil
L kerberos 7 7UMRERINTULWAWESIF. Y—EXT7H V> M SPN 2BINT 2 HEBIEH
DEHA, ROOIVERERITLT. T—EXT7HTYMIBEIDHETSATVWEZIARTD SPN D
—EEZRRL. T2 CAOYEa—3R2—Tho hOEEINEIVRIELTEDHETSC
EMTETET,

setspn -1 <service_account>
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*\Windows\system32>setspn -1 aaa\svc_1iis3

egistered ServicePrincipalNames for CN=svcacct iis3,0U=Users,OU=KCD,DC=aaa.DC=1

ocal:
HTTP/kcd—1b—app3.aaa.local
HTTP/kcd—1b—app?2 .aaa.local
HTTP/kcd—1b—appl .aaa.local
HTTP/kcd—1hb.aaa.local
HITP/kevblbh.aaa. local
host/kerblb.aaa.local

:\Windows\system32>

Z @ ffl T & SPN (kcd-1lb.aaa.local, kcd-1lb-appl.aaa.local, kcd-
lb-app2.aaa.local, kcd-1lb-app3.aaa.local) ix KCD BICBEINTWLWE
Jo

o ZESINFI UL LT, %% SPN % Connector Appliance > Ea—47hAU > b
BINL £¥. #MAICDWTIE. FConnector Appliance ®a> a2 —32T7ho > DEE%ER
T3] OFIEZSRL T,

CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dialin | Attribute Editor
| General | Operating System | Member Of Delegation Password Replication

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only

(O Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Servict ~
http tptdb-m-accnt.aaa lo...

http KCDTPT203

HTTP kcddb-app2.aaalocal

HTTP kcddb-app3.aaalocal =
HTTP kcd4b-app1.aaalocal

HTTP ked4b .aaa local o

< ] >

oo

OK || Cancel : Help
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COFITIE. HEBRSPNA CAOAYE2—E—TAHU Y FOEESNLIV MU ELTEMNENET,

F: NS5O SPN IE. F'— b ARV EZORERICEESNIIV MV ELTH—EXTATU b
ICBMENE LT T—EXRTHVY FOEEDSEBNBZ LS. ENSOIY MU ET—EXTHY
Yo [EE] 2THSHIBRTEET,

f) Citrix Secure Private Access ® K% a1 X > M ICfiE > T. Citrix Secure Private Access t—E X %
Yy b7y ILET, £y k7 v I Citrix Cloud & Connector Appliance 0EE%ZRBH L. £
NoEFERLTYY —XDGMRICEGELE T,

Citrix Secure Private Access D fER R
Citrix Secure Private Access #m. 9 %

« U5 R H—EXAD Connector Appliance
s 1R —2y MEGOEMS

o IVE—TFS514 X Web 77U DY R— K

Kerberos &/ D #&:E

ST A A I Kerberos #ER L TW3HBEIE. Connector Appliance &i#~— T Active Directory
I rO-SOEEHAELWI EERBTI Y, [Kerberos %3] #aE%xFERT 3 . Kerberos Eigna4DE
— FHEpk & 713 Kerberos o#l4d S REBMZRAETI X9,

1. Connector Appliance BEEEXR—2ICBEIL £,

a) N1 8—=N—0H—d Connector Appliance >V =I5, IPT7RL % Web 750%—D7 KL
AN—ICdE-LZET,
b) Connector Appliance DESREHIRE L /XX T—RZANAL T,

2. AL [BE] XZa—hm5. [Kerberos #:E] #i#IRL £,
3. [Kerberos #%:f] 41704 7Kyv 2 XT. [Kerberos #&ifE— R] #FEIRL 9,
4., [Active Directory K X1 >] ZIEEEIHBRL £ T,

+ Kerberos SEIBD & D E— REKZ KIS 25 a1d. ERE®D Active Directory R X1 > 2iEE TSI £

ERS
o Kerberos 4l EEEEBRERIL T IBEIE. BEATNLETALZAFRDR XA YD) X MH53E
RIZMVELNHBDET,

5[ —EXFQDN] ##EL 3. 77N LD —EXZE httprBEI N F£FJ. lcom-
puter.example.comy ZiEE LHBE. Jhidhttp/computer.example.comELERAETN
9,

6. [1—H—&] ZEBELFT,

7. Kerberos BISOAHDE— FHEMEIFET 32B5I1F. TOI—H—BD [INRT—R] ZBELFT,

8. [Kerberos #7X 93] #oUw o L&Y,
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Kerberos #mH'E L WHEIF. Xvt—ISuccessfully validated Kerberos setuph&Rrd
n& 9. Kerberos RHE L < BWHE. REOKRBICET IBHERMEITZ IS —XvE—IHRRINET,

Gateway Connector %= Connector Appliance (C#1T

January 9, 2024

NetScaler Gateway Connector |#BElE I N & L 7z Citrix Tld. Bt DIRET NetScaler Gateway Connector
AZER L TV EFRIC. LUETIE NetScaler Gateway Connector THR— kI TW=FRT®D Secure Private
Access ®1— X4 — @I Connector Appliance EAZRETZ 2 HELTWET, COMEY I T
Gateway Connector % Connector Appliance IZB79 370D H1 RS V= RELET,

Gateway Connector # Connector Appliance (#5179 3 FIEDHE

1. Gateway Connector iZilZ T Connector Appliance 2R LU Y —ADFFRICA Y A L—=ILL £ F,

Gateway Connector 2> v b4 > L. BEED Web 77U DESFETIMLET, ALY Y — DGR
THRALINTVEZ Web 7 FVICTIVERATEZNESH 2R LET,
TR MHET L5, NetScaler Gateway A% 2D L £,

Connector Appliance 1 > X k=L 3 ICI&

Connector Appliance 1 > Z k—JLF 3 ICIE. ROFIEEFERBLET,

1.
2.

CitrixCloud Icr>r>LE 9,
BEEEDAZa—H05. [ VY —XDIFEFR] #FRLF T,

Connector Appliance #3931 Y —ZXDHFRD [Connector Appliance] DHEICHZ TS A7
2OV vILET,

CNANR=NAF—ZBRL, [ X—P0Fo>O-R]| 27Uy ILET,

N IXS—NNAH—|Z Connector Appliance #4 U >O—RLTA YA L—=JLLET,

Web Ul (INANX—NAHF—DOVY—ITREINBZIP7RLR) icOJ1> L. BICRLTTOFO %
BELET,

(BRI AREVEIVYILT Ya—bO-REEBLET,

Connector Appliance 4~ > 0O— REIZERT 3 Citrix Cloud 2—H%—1>4—TJ 1 Xc>3— 1
—RZEEDMITEY (FIES),

Connector Appliance B"ERIN TV ET,

A FIBICOWTIE. 757 R —E 2/ Connector Appliance; 8B LTL7ETL,
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S HBEM

« Connector Appliance #4w>O0—R$3ICIEE S THUEVWTTH?
Connector Appliance #4 > >O0— KL %9,

+ Connector Appliance £+ > Z k—=JLF3ICIEE 5 THUEVWTTH?
Connector Appliance D& E.

« Connector Appliance DEBHEEHZ T LT,
Connector Appliance #&8&L £9,

« Connector Appliance DEHEEHFIZATTH?
Connector Appliance @1 > & —x v MEGEMH,

« Connector Appliance ® > X7 LAEMHIZATYTH?
Connector Appliance ® > X7 LE 4,

« Connector Appliance IZr D & S ICEFINETH?

Connector Appliance O E#r

WLWTIIERRIVS—=TL—LT—=IOANDOT7 T )EFa)ToHHe 7o R) >
— 0BT

January 9, 2024

Citrix 3. B@BRTOT7IUTr—>a Y7o ROEMUICEBEZMR £ LTz, UFld. 77/ EXZEMICTBICIE
DAY —RD [TV —232] > [TTIGTRISAN-] €/ a>yTca—H—FiEa—H—JIL—FICT7
TVr—2a3 a8 TRIVSATIBHERBDE LT, SB. 7TV =23 UADOT7 I Z2EMICT BICIE
DK EHLID2OF7IVERRI S —HBRBETT, RUS—ZERT 3B 21— —F£FTIL-TOFHF. 21—
=TTV —=2a A DT IR EHA T BIDICH I RIBEZFH T, FHBICOVWTR. 772K v —
DYERl ZBRL TS L,

e TIUT—2aVBEO TEBhEInfct*alTr1 o2 aViBREShE LT, 7IOERRIS =051
E-—FITSUHTT IV ZHCBREDHMBA T2 a VMR T 7V y TR—REIR. 4 7>0— REIR. EDRIEIR
BREDTHMIVWEF 2T HEAEBRATIBZLSICHDE L. COEFEICLD. A—H—F2—%— FMA.
TNARNRIBEDIAVTHEFIAMESVTERE X2 T ZBUTEIET,
TZIDEFAVTAHHE TV ERRIS—2HLWTIIERARI =T L—LT—=7II8BfTL. 7FUTr—23
PTORRADA T EA LeEET 570l Citrix BBEBEEEMIE LT, TOER. RUS—UIMIRD
ESBEBENMAONBZ DB ET,
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s MILWRUS—DMERTNELLE
¢ 1 DDRIUS—HEHRDRI > —ICHEETND

« L7101 v X<System generated policy - App name>h{FVicRUS—F

:

TIVICA—H—FBEZIII—THEMTNTVAEWVNGE. FILWRU S —ERThEE A

RORIC, BEBEOMEZTRLEY,

HL-ZRELTWES

BTN tEF )T REDOBRVWT Y

Txa VT &ENBUINIT T

Tty cMEEOTIERRI S —

A—H—FRBFIN-TOFRELZLOT I ERRI D —

Then -

WEZRHFE L TA—HY—IIL—TZ2ETHLWVWRY >
—DMERENEY, I —FRBEIIN—-TRBT7I/EX
RUS—DBIRELET, 7o avh [ 7oeR%ESH
A ICEREINET,

WERHFE L TA—H—IIL—TF2ETHLWVWRY >
—PMERTNE T, A—H—FRRBIINL-TFRBTIER
RUS—DBIRELET, 7o avid [ IR S T
BJIICRESNTVETY, UANCHER LT T LARILD
X2V TARGICEDTET, WodsEFa)rr
FIRIE. RS —DERBISEIRINE T, BTN
RU>—iZid. <System generated policy

- App name>trWS L7y I RHMII£ET,
RO —TaA—HTIN—TE&ENTTITEIRThTWLS
BEIF FHLLWRUS—AZ0FFERIN. 5T
TXRAVTAEERTVEY MZESWTTIEZRY
S—TEIREINET,
A—H—F@FIN—TRET7TIVICTIERTEHHD
NEZHETH DD, BROT VISR L THERIN
120K —=F. FFUCIZBRZ 21— —%713
TI—THEENZIFEELH DD, BHORY > —
IKRBISNBELSICHBDE LT - —F 3T IL—
TRT7 VARV —DBIRELEFT, RUS—TKIZ.
A—HY—FF TN —THREZFHF L L TREINET,

ROMIE. FLTrwvoR<System generated policy - App name>HMtWict > FILRU S —F

ZRLTVET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 134



Citrix Secure Private Access

Secure Private Access 5 Policies > Access policies
Search for access policy Create policy
@ Delete
O  PriORITY NAME STATUS MODIFIED
= D 21 System generated policy -Cnet w ES 22/04/2022
= 0O 22 System generated policy -Cnn w ES basic & advanced 22/04/2022
E D 23 System generated policy - Foxnews w ES basic + advanced + redirectSBS 22/04/2022
= D 24 System generated policy -NFL-ES Basic SBS -Ovetrride Preset 2 22/04/2022
= D 25 System generated policy - Nytimes w redirectSBS 22/04/2022
= D 26 System generated policy - Usatoday w ES basic-Override Preset 3 22/04/2022
o s ° S, - — o S, e
RORIE. EHOR) S —ICRESNBE—DRY L —DFlZRLTVWET,
SecersFrnmie Arcass 5 Filioes 3 ooass plies
5] Deletn
O e I AT MODIFIED
0o Pelicy ESFN - ul -Preset 1 & 220402022
O = “olizy NEL - i/g desktop gac-Us-prasatd @ SR
O s Pelicy Usatoday - wik-Praset 3 @ 22042022
O Pelizy WP - desktop gea-us - SBS preset 4 m 220402022
O Polley Rauters-NFL nop-u/ig? -S55 m FRAHP0F
0 s Pelizy ESPN NFL WP Reutisrs Cilrix-desktop g86-us-présst 1 585 [/ @) 2210412022
O 7 Poticy ESPA NFL WP Rauters Citrix-desktap gea us presct 18852 a 22412022
O = Polizy ESPY MFL WP Rauters Citrix-tasktop geo-us-preset 15853 m 220412022
O s Belicsy ESPH MFL WP Reuters Cilrix- e skiop geo-us-preset 1 554 & azi04i2022
0 . Petizy Medium N E5 iy -nl -Praset | [ @) 2210412022

BREAT7TIVOES - T R1—HF—0T—o 70—

January 9, 2024
IV RI—H—E ROBEZTOSVENHD T
1. Citrix Workspace 7 7\ Zhttps://www.citrix.com/downloadsh 54 >O—RrR L %9, [Down-
loads] o) 2 +h5. [Citrix Workspace app] %Zi#EiRL £75

2. OJ#F> L. EBY% SaaS 7TV ZRELE T, 7FUZI Uy I LTEBLET,
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Citrix Workspace 7 1) m £ 7z 1% Citrix Workspace Web ;R—#% )Lh5 SaaS 77U 2 FRTE 3 & 3ICHRD %

L7

BEEHLEH LIZREICK L T, SaaS 77Uk Workspace 7 7VAD T S o —IT oI VA FERL TR, €

FalTFs THRESNLETZUH—ICULAAL I FEINETS,

RDMEIF. Citrix Workspace 77U OEARTZ7O—%2RLTVET,

Enhanced

Open in standard browser

...... Security OFF
Workspac
|°: Allow
¢ o 3
b 4l Deny
1 y of Enhanced
- o 4 b - - Security ON
Open in
embedded browser Redirect
KD, Citrix Workspace Web R—42)LOBAT7O—-%RLTVWET,
Enhanced
— Security OFF .
Workspace Open in standard browser
| e
Il
¢ - ] @ : Open in Secure Browser Allow
- =]
(AR N o)
@ @ @ ' h 90 9¢ D
i i 1 ¥ . Enhanced en
1 Security ON 0 Q Y

IVRIA—HY—DBT7IERALERAAVFREIP 7L AZ&ET S

October 21, 2024

&

Internet

&

Secure Browser Service

Internet

---------------

TIVr—a RitikEEERT . EEEREERATY 7EATNTLRIINEE L UVRBT TV r—> 3>
(HTTP/HTTPS & U TCP/UDP 7 71)) Z AR TE £ 9. COHEEIR. ABINTLIHRQBTHIMNCHD
DE5F. IRTORXAY/IPTRLRZBRHELT—ERTLET, LA >T EEERLEDORXTY/IPTRLZ
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DREICE>TTIERTNTVB D ZHABL. TNES5ZT7 U r—2a>ye LTRARALTERSDI—HF—ICT ot
AZzRMMITBIDNESHERETTET,

TIVIr—2 avghigeRIE. EBEIOROKEEEZRMBLET,

o IVRIA—HY—HTIEITEIABEIIIEBDO R XA V/IP7RLZAOEHICHT 3 AREERELET,

o PUBRINBZIRTDEATDT I —2 3> (HTTP. HTTPS. TCP. UDP) IZ3 ¥ 3 EEM AR AR
ERMBLET, IRTOT I RAZE. 2F 0 Citrix Enterprise Browser. Secure Access Agent. Direct
Access. #F7:i& Workspace for Web #HD 7 V2 AN R—FEThTVWET,

s IVRA—HY—HBTIEILERFEAERLRBRABADORXAY/IP7RLZOEAZRTLET,

« Citrix Enterprise Browser @ TT7 VR 9§37 TV —> 3> 2 RRTIBICEER XM > LTHER
TRIBEDNHBIXTY RAAMVECEZDEBUBRZEHDAA R A VOEFZRRLEFT,

o EHNFNIERAA DBV —EETRRLET, BEEIZ. X1V RXIVICBE->TCEBREE () 20Uy
LT BORAFNIER XA VZRRTIET,

o XAV RAAYERIFIBEDIAG B X > (HTTP/HTTPS) F7#13585% IP 7 KL X (TCP/UDP) "7 7)o —
I VICEEMITONTLWAWGS. BEZEEFHLWI IUS—23 >z ERLIED. BEOTFUT—23
VICENSDRXAVZEBMLEDTEET,

ROMIE, TTUVRE R—JOH YT ERLTVWEYT, 77UKRE X—J Tk 70 ~3JL (HTTP/HTTPS,
TCP/UDP) BLURXAV/IP7RLRER—FESIZETVTIRXAIYET LBV VI TEEY, £leo TUR
A—HY—DBTIEILIERAED (EDOT7FVICHEDHTESNTLARLY) RASYHRTFINET, X1V FXAA
VEZDTICEBODRAENRXIYORFOY FETY URMDRRTINET, CNOSDRAIVF 7TV 75— 3
VERBTBEIICHERX IV E L THERTIREDNHD T,

Secure Private Access » Applications > App Discovery

@
App Configuration
B Configure and secure enterprise applications from unwanted access.
App Discovery
) .
Security Groups All protocols A4 ‘ | Last 1Week A | (®) Add filter
L J
& App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
= Click on dropdown button to see related domains of the main app domain.
= 3 Selected View selected only Add to an existing application
Domain/IP Port Pratocol Total Visits Unique Users Most Recent Visit Assigned To App(S)
pg-dev-ed.mysalesforce.com] Main demain 443 HTTPS 1 2 2024-07-26 21:18:51 2
a.sfdestatic.com 443 HTTPS n 2 2024-07-30 11:37:16 0
c.salesforce.com E:"“"“F“ 443 HTTPS n 2 2024-07-30 11:37:16 0
mail
geolocation.onetrust.cgm 443 HTTPS 1 2 2024-07-30 11:37:16 0
login.salesforce.com 443 HTTPS n 2 2024-07-30 11:37:16 0
www.google-analytics.com 443 HTTPS n 2 2024-07-30 11:37:16 0
www.googletagmanaggr.com 443 HTTPS n 2 2024-07-30 11:37:16 0
44 HTTR u 2 202407 30.1:37:16 g

o BHINH R X ik, Citrix Enterprise Browser @ T7 2313 HTTP/HTTPS 77U 0ig4&
DH ALY RAAYDOFIZTIL—=FhENET, TCP/UDP RXAUIE1DDXAY RXAUIZTIL
—JEINnEEA.

o BHIAH R XA DT IL—FiE. Citrix Enterprise Browser (V119 LIf§) 5 702X EN3T7 T
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TOHEATETEY,

HLWMRIRICBIT BRI XA DT TV r—2 3 Vg

MLWEXa7 F5AR—FTOERBEZEY F Ty 7L BRIZ 7TV —2 a3V EaRUT IRENDH D5
BlE. TV r—o a VBT ERATEEY, COMEEIR. TYRI—HF—DRT7IEIXTEITRTDRXTV/IP
TRLZEZBELT—ERRL. 7V Tr—>3 > e LTHEBTESLSICLE T, Secure Private Access IRiE =
BRETBDETIC. TTVT—2a VREKEZEMICT BICIE. ROFIEICREWVET,

e AL Web 7FUHr—> 3> %EB 9 3ICI3. Secure Private Access AT FUr—>a>x=ER L. B
TB3T7TVT—2a > DRAA V[T RXAVICBTRTIILRA—REBED R XA U EBELE T,

Tz ZIE. RXA Y citrix.com 22 3ARTOT7 IV —oa v s 3861 BETZT1ILRA—
R RXA>%E X, citrix.comeLT7IVTr—>a Bl LET, 7FUT—>a ViERERT TS
BL3ICFBICIE. XD Web 77 URLE >3 e LTEEDTX M URL ZEBIMLE T,

App type ™ App icon

‘ HTTP/HTTPS N ‘ /™, Change icon Use default icon
' ' — (128 KB max, PNG)

App name *

. | Do not display application icon in Workspace app
Discover_appl

Add application to favorites in Workspace app
App description

Allow user to remove from favorites

Do not allow user to remove from favorites

App category (@

Ex.: Category\SubCategory\SubCategory

Direct Access

Enable direct browser-based access to internal web applications.

URL *

‘ https://test.citrix.com ‘

Related Domains * (%)

*.docs.citrix.com ‘

Web 7Z7U®d URL: https://test.citrix.com/ BERX>: *x.citrix.com

o W& TCP/UDP 77U @ig& 1. Secure Private Access R T7 FUr—> 3> %= L. TCP/UDP 7O
R ER—bOEEEEDICHTRY b 2EELET (BR2FZED3ICIE. * EANALET). TNk
b. Citrix Secure Access T— Y b5 ITARTOTCPH LV UDP 77U # BB TEBZLSICHD FT,
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frezid. 7% v +10.0.0.0/8 HOITRTOT IV r—> 3= iEHT3HBEI1F. ROFHEZFEALTT
ZUzEBRLEY. f: 10.0.0.0/8:

=k (%)
O k3JL:TCP
App type * Appicon
TCP/UDP NS E Change icon Use default icon
(128 KB max, PNG)
App name *

Citrix Secure Access Client for Windows

Discover_a o )
-app2 Citrix Secure Access Client for macOS

App description

Destinations

Destination * (& Port* (@ Protocol *

10.0.0.0/8

B [ v

4

s TTUT—2a e LIES. BRThIERXA Y EIP Y TRy bEFERBLT. 7TUADT IV ER%ZFF
AT 31— —bEBRITIHENDHDET. 7R RV —%=EHL. FERSNIT TV Tr—> 3> THER
SN FQDN/IP 7 RLAADT VR %ZHA 31— —%2EOHTEY, CNdlE. T~ I—F—0F])
Hty b, FEBEAICTIELREZNHESTBRONBOI—F—ICRD E T,

« TTVr—=23 v eMins 37V R R —%ER L%, 12— —I3 Citrix Workspace 77U h 57
TVT—=2avIilT7IRAL. SESEBRAAVICEISHITIEIATEEY, IV RI—HF-—HT7I/EX
L7=FRTO FQDN/IP 7 RL 2B, 7V 75— a ViRHR—JICRRINZ L SICHD £T,

o MA/SEBRMITELALEDT7 TV r—a BB L THEELES. BMICERLEET7 TUr—> 3
VEHBRLT. TAIRA—R XAV IPHTxRy MEHTREINZIAE R T/ X ZHEL. &
HEINBEDT7 IV r—>3 > URLE IP PRLADHICH LW FUTr—> 3 VEBHTO 7 V2R
ZHAITRCEHEIOLET,

s TTURBILTIL 7w v X Discover ZEBML T, TNHAEHERELAR— ~2EMICTIHRET
TUBRTHZCeZRLET, COBRICED. TAILR A—R RAAVERIFIPH TRV b %3
WEZOEAZHIBRYT 2HRELNH D ehDh D, HEEERELIE1MBRIC. 2FNET I 7o+
2V —=2uHED FQDN & IP//R— ~DHEAEOEIEFICHENTER LSICHRD £T,

o TCP/UDP 7 ZVICT7 Ut AXA§ 3ICi&. 21 —4—I(F Citrix Secure Access T—J x> b ERT ZHE
PHDET, SEIERTIELRFENSDT ) 7OERE TTUDRXA e TRy OWER
ICEDVWTERIN, 77URBRE X—JATHREINE T,
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s MHINAT TV Tr—> a3 %EBgLIZETH. COMEIFI——hDT7IEXLIERXTV/IPT7RL
20HEHEHEGELE T, Lich>T. WD TH App Discovery R—JICR->T. 77EXThTW3
RABEP., 7TV Tr—2a> e LTHERTIRELRHZHMLVREXTCYV/IP 7 RLADBHEIAIAE S H
R TIT XY,

RX1> FQDN. 73 IP 7 R L XOBMOFMICDOVTIE. RO MEYIZSRLTIET L,

« IVA—TFSA XY TTTIDOHR—K
e U—ERELTOVY I Y7 7TVDHR—K
e USAT Y MF—N=TFUDHR—-

TTIURER=IH 7TV r—2 a3 =25l %

TTVRE R—IDSEBDAH R XA VETRRBRRABRAA DT T —2 3 V2 ERT 3 ICIE. ROFIEEET
LEY,

1. 7705—>ay>77)OREICBBHLET,
2. UADBRXAVEBERLET, FATVIBDRAL R XA UHBBIHEIE. X1V K XA VISH> TR
S () 2TV UL, BHRAH X VEERLET,

e ERBZ7OMINICBTARXAVZBRLTT IV =23 ZERT3IdTIEFEA. B2
OFJIICBTERAAMVZEIRTBZE. T7— XyE—IBRRINFT,

e RXAUATTIET IV =2 a3 VICEEMTONTVBRIFEEIF. TZORXAVZHEERRLTTIUT
—2aVEERTEICLEIETEIERA EORXAVICHIETBFIVIRYIARITL—RREIN, F
IVIRYIADEIRTRAZEC LY —ILEY FHRTRINET,

s EBBXRAY RXAYDTICTIN—TUINIBEDORAA R AV ZEIRLTT TV —2a »VIZEBMY
BB TEECA. 7TV —2 aViBHKEETIZ. B—DXA1Y RXAYVOTFTICT I —TFhEInTsc
BORAHRXADHET TUICEMTEET, BBRIXAY RAAUDEDIEDHAH R XA 27 3ER
LTELC7ZZVICEMTRE. T7— XyvE—IWRRINET,

1. 7705—>3a >Rz Vv o LET, 7FVTr—>aVEROFHMBICOVWTE. TTY4—T514X
Web 7 71 @R~ k1. TSoftware as a Service 77U DHHR— b1, 8LV 9S54 7> b H—N—=7
71D R— b (/en-us/citrix-secure-private-access/service/spa-support-for-client-server-apps)
ZBRL TSI,

BEOT7IVr— a3 z28Hd5

BEFEOT7 TUT—2a ICEXA Y ZEBMTBICIE. VRS RSV EBIRLET, RAAMVICEDAA R XA
UHBHBBBEIE XA Y RXIVITA>TRHERS (3) 20U v L, BORAH R VEBRLET,
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1. 77U =23 il BMS 2HEDNHBEDHAH P AT ZBERLET,
2. BFEOF7 IV r—2avIilBMEIY I LET,
3. TV Tr—=2a>T. INSDRXAVZEBMTZ7 U r—>arz#RLES,
4. 7TV DFERERESEI )Y I LET,
5. BERXAY T4 —ILFICIE. FIFEFRLICIRTOEBDRAH R XA VHRILZDITICREINE T,
6. [£7] #0UvILEY,
Edit app X

*.cdnjs.cloudflare.com

« BE%E® TCP/UDP 7 74 —< 3 »icdDé TCP/UDP 3B IP 7 RL R ZBINTE 3, 7 FUT—2 3
Y 74— RICIE. AT LTHERINTVWS TCP/UDP 77U —>a>nah ) R RShE T,

« BE7F®D HTTP/HTTPS %714 TCP/UDP 77U %%{IRL T, 7O R JJHANHTTP/HTTPS TH 3 R X+
V(XA B—TY R, FI3EDAL) ZBMTEET,

« TTILT T =2 avICBHAEMITENTUWR RXAVERIRTZ LI TEE Ao

BIRLUTSEDAH B XA 2 FRTRTR

RXAVZBIRLIEE. [BIRLIERXAYOHERR]| FTvIRYIRZIU VI LT 7TV T—2 3V OER
FEBEHERITTEIES, oo 7TUBHER—20 FQDN/IP 7 RL XD X FHIEROR—JICEHBZHE
B3 [BIRLEDDODDAERT] FTyv IRy I RZFERAL T 7V —>a > OERERISERO/HIER L
TRTDAAY RRAA DV EBOHAHRANVERTTEET, COFIVIRYIRZAVICTB L. BIRLIED
RAHBRXAYDIRTDAA Y RXAYPRREINES,
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Secure Private Access > Applications » App Discovery

[52)

App Configuration
= Configure and secure enterprise applications from unwanted access.

App Discovery
< .

SemrrETE Allprotocols v | Last ook v | @ ddtier
b App discovery shows list of demains visited by end-users. Select one or more domains to add them to a new or existing application.

Click on dropdown button to see related domains of the main app domain.
a
4 Selected View selected only Add to an existing application

te
E Domain/IP Port Protocol Total Visits Unigue Users Most Recent Visit Assigned To App(S)

pg-dev-ed.my.salesforce.com 443 HTTPS 7 2 2024-07-26 21:18:51 2

a.sfdestatic.com

c.salesforce.com 4 Selected v ew selected only Add to an existing application

geolocation.onetrust.com
\ogin.salesforce.com . Domain/IP Port Protocol Total Visits Unique Users
www.google-analytics com 4 pelev-edmysalesforce.com 443 HTTPS 7 2
www.googletagmanager.com > ‘mwmt com 443 HTTPS 7 1
ww ce.com
Www.gamespot.com - 443 HTTPS 7 1 2024-07-30 12:00:01 1
51ble6dd6c797a133ee7aB7ec... 443 HTTPS 7 1 2024-07-30 14:00:59 ]
a.ad.gt 443 HTTPS 7 1 2024-07-30 14:00:59 )
a.tribalfusion.com 443 HTTPS 7 1 2024-07-30 14:00:59 ]
aax-eu.amazon-adsystem.com 443 HTTPS 7 1 2024-07-3014:00:59 0
aax.amazon-adsystem.com 443 HTTPS 7 1 2024-07-30 14:00:59 0
acdn.adnxs.com 443 HTTPS 7 1 2024-07-3014:00:59 ]

BRI D PR EIH

« TTNT—2a DR LU BREDOT SV Ir—> 3 >ADBM 47> 3 >iF Secure Private Access &
W aR—R (BEHBEBICE 2 EUORE I N7 IV r—> 3> F57) TERTE TN 770K
2T (FIVT—2ay>T77UORE) W7 FUTr—2a st ERIEEH T8O LET,
CHE By aR—RhST7 V=23 2 BMELIEEHRL TV S ICREZF v EILT R . X
—IHBEHFAABIN, BERELTIRTOREDN VY FENBZDHTT,

o XY RACVICHLTREEE (5) ARRINB S ChBD £TH. ZOHEED FQDN (23t L TIdEoHA
FNTRAAVHIESNER A, COMBIR. ROBEICRETZTAEMNABD £,

- A—HF—DT7IVERFIRICED. X1> Web R—ZDFEAHAABHRICIS—HEELE LT

- VIIR=JOHRAAHEFHFEIIS—TY,

- Citrix Enterprise Browser IC& > TEDAH R XA UY =B F vy adNdiDH, EHA
XA =IO SBEINFE A

Web 5&00SaaS 77U —S a VBBORI NS UTF 4 R

June 19, 2024

NEAT IV EIERBT7 TIADT IV r—> 3> 77 Xd. Secure Private Access H—E XN TRHRETNTWLS
FIVr—=2a> e T7I0EARIS—ICE>TERD T,
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NET7 T ERABET FUAD Secure Private Access RO 7 FUr— 3> 701 R

s RFETNTVEZ Web 77U Tr—2 3V ELVEBER XM ADT VRS

- AT TVWB YT I 7 FVICEEMITSNEFQDN ICTY RA—H—AT7IERT3EE. 7ot
ZRY o —Pa—H— [FFa]] 7o [ FIRASIHA] 702 3 Y THRHICRESNTWVRIBEDH.
TOEADHFAINET,

e
—HEIEBICIE BHROT7 TV =23 TRALT7Z U —2 3> URL RXA1 Y £ 715
BRAAMDZHBLAVWCCZEEOLET. BHOT7TUNRLCT7 TV r—3 > URL R XA
VERISEERXAA VEHEBLTWVWSEE. 2% FQDN 0—FH e R > —DELIEMICE TV

TT7 7 EZADRMINE T, FHMBICOVWTIE [7IERR) S —DRECEBRIEMUMIT) 2581
LTS Ww

- NETTVE—RTZTIOEIRIS—DRVEE, FRIETTIHEDTIERR) O —ICHEERN
FTENTVWARWES., PTXUADTIERIET IR TERINE T, 7IVERRI—ICDWVWTEE
LLig 7022 R)>—1 #BBLTLIETIL,

o RABOREWeb 77V 5 —> 3o BELUMNBr > 2—Fy E URLADT I8

YOS bEBEMCTS7HIC. Secure Private Access id. 77U —> aVICEAERMTENTE ST,
TV —=2avIil7 o RARI—hRESNTVAVRE Web 7PV r—> a3 Ffhidr> bRy b
URLADT7IERAZEELE T, FEDI—H—ICTIEREHFATIICIE. 1V TRy ~EWeb 77U 7
—YaVRIETIERRI) S —DPRETATVWER e zBRL T ZY

Secure Private Access AD 7 PV r—> 3 Y LTRESNTLWAWURLOBE. bS5 T7rviidr1>4
—xv MIEERNE Y,
- ZDESBRBE. AV ETRY M Web 77U =23 URL RXAMUADT O RIGEEIL—T0 >
JEINBH. PTO/RRIEEFEINET (- —DEICAI Y SRy FRICVLWBIEEZRRC),
- RAREDA>YE—F vk URL Tl FAISNTLVAVWTZ FUICREINTULBIL—IL (BMICE->TWL
BBEE)ICEDVWTT7I7EXABThbNEd, T4 ETIE. TO7 2t X Secure Private Access
ATHAINTVET, 3L IE BRI ThTLAWL Web Y FDJL—)LERE] 28BL TS

7O AR —DRE CBEIRMUG T

Secure Private Access 3. 7R 37 TUr—2 a3 aBETARICRDIEEITVWET:

TOECREDRAA>ZT TV =232 URLDORXA VERLIZEAER XMV ERELT. BRIC—HTSHE
=

2. %2 FQDN & —89 % & 5IC:&E T /- Secure Private Access 77U r—> 3 A REDH B . Secure
Private Access IZZ D7 7V — a VICRESNIETRTORY O —%2HEL £75
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e RUY—F, A—H—AVFF AN —HRTZETEEIBEMUTIHMEINE T, 7o 3> (FFa/ER)
&, BEEIBIC—HTIRMWDOR) > —ICR > TERAINET,
o —HIBRU—HAEWVEE. 7IOERET T A ETEREINET,
3. 2% FQDN —E#* R oh 52 LE4E. Secure Private Access IFRBRVLW—H (V1L R A— RO—H%
EVICESVWTRXAVERBREL, 77U T—2a > edme 3RS —2BRELET,

Bl LTFOT7 FVERY S —DREZEZTHELEL S,

TIIVr—=3y 77U —3> URL BEE R X1
1Y E5%Y b https://app.intranet.  *.cdn.com

local
Wiki https://wiki.intranet  *.intranet.local

. local
RU>—3 BRE I—H—-BLUVEET S
PolicyA High Eng-User5 (Intranet)
PolicyB Low HR-User4 (Wiki)

HR-User4ptapp.intranet.localic7otRXd3%c. ROZEHEIDET:

a) Secure Private Access IZIRTDRY S —%HBELT. 7I/EIAWRORAA VERLIC—HT 3D
DEHELET, TDB\E. app.intranet.local,

b) Secure Private Access IZPolicyARBREL. £HN—HTIHEINEBABLET,

) UL —HLAEWV=®H. Secure Private Access IZZ ZTELEL. TAILRA— RO—B ORISR
TEhFHA. PolicyBA—HLTWT (app.intranet.localid Wiki 771 OBE&E R X
vk .intranet.localTid—HT37d). 7V/EADHFATINTUW L LTH. FHTINEE Ao

d) 207z HR-User4o Wiki 77U ADT7 o RIFEEINE T,

B2t AL KX YD EBOT TV —> a3V THERASNTVBUTOT7 TV RIS —HEEeEZ THE

ED
TIUr—2ay 77U4s— 3> URL BEIE R X >
Appl Xyz.com app.intranet.local
App2 app.intranet.local -
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RUP—% BEE A—-H-—HLUEET TV
PolicyA High Eng-User5 (App1l)
PolicyB Low HR-User7 (App2)

Eng-User5a1—#—Mapp.intranet.localic7ot& x93, Appl & App2 O AH FQDN
DRE—BUEIVWT—HTE7oH. Eng-User51—H—gPolicyAENLT7 IR TEFET,

fe72Le AppliICRODICBEER X1 > LTx.intranet. localhs3HE&. app.intranet.
localpPolicyBitm&Ic—8e 3 cichd . A—H—Eng-User5ici@37 /XTI AL,
Eng-User5A07 7R3 EETEINET,

TTUREDRANTZIT4 R
IDP R XA VICIRBBEDT )5 —>a v hBETY

IDP RXAVZBEERXAVELTA Y SRy T TUDREICBMNY 2D DIC. ROFEZHEHLET:

e TIRTDIDP FXAYAIEROT7 FVr—>a>ZERLET,

o IDPRBEER—JPADT IV ECLRENBE TRIRTDA—Y—HBTF7IECITEFEZLSICTEZIRY—%EER L.
ZORIVS—=REBRICLET,

e T—URR—IATHEINGEWVWELSIC. COTFVETTUEBRISERTICLET ([FFUV5—>3>7
AAVZEIA—HF—IIRRLBW] 7723 >ZBIR), #L<IE 77U r—2 3 VefllosEl 28RLT
TV,
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Where is the application located? *

@ Outside my corporate network

nside my corporate network

App type* Appicon
HTTP/HTTPS ﬂ Change icon Use default icon
{128 KB max, PNG)
App name *
[C) Do not display application icon in Workspace app
[C) Add application to favorites in Workspace app
App description

Allow user to remove from favorites

Do not allow user to remove from favorites

App category @)

Ex.: Category\SubCategory\SubCategory

e
DT TUEHRTIE. IDPRER—JADT IV RADAHIDBEMICEDET, BLOT7FVr—>3>oADT5
BBET7IERIE RIEDELOT TV r— 3 UBHREENZEND T IEZRRI S —ICE>TERD £,

REM:

]

=

. TRTO—RH%A FQDN 2B D7 FUICRE L. BB LT IL—FHL TLIET L,

fee zld. Azure AD 2 IdP t LTERS 277UV 28 H D, login.microsoftonline.
COMBLUZOMDEER X1 (x.msauth.net) 2RETIHNELNHZHEIE. KROBREETVLE
ER

« https://login.microsoftonline.comz77U4s—>3>URL LT, *.login.
microsoftonline.comb&Ux.msauth.netzZE@ERXI> LT 120E@7FUYT
—\\/3\/%1/E52L/i3-0

2. PTVORERIC [ A—H—IZT7 IV r—>a3>7AAVERRLAV] A 72 a > EEIRLE T, H4HICD
WTIE T7 70— 3 Vel El 28R LTRE L,

3. ;siﬁ?jl)b'—?E V@Tat]ﬂ’s'J‘Q—%flﬁﬁiLs ?N_Co)l_*f_b“j,at’z—cgédi5(,:[,333‘0 ﬁ%m
ICDWTIE, T7 0 2R & —DE,

4. 7OERRI) D —ILEEOBRIEMUZEIDHTET, FMICOVTIE. MERIE Z2BRLTILEE W,

5 MO/ 2R LT FODNAT7FUE—RLTWB 8. BLUVRV S —DEFCSDICERATNATVWSC
CEHERBLET,
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BICBEER XA > Z2EROT7 TV —>2 3008 B LIFTETEREA

FERXIVETTIEEDHDTRITNERD FEA. BEDBRETR L. 7TIANDT I ERICHENEL B H
UMD BOFT, E#HOTFIUHNELC FQDN £7ET71ILRA—F FQDNONY I -2 3> 2 FRAL THEEINT
W35E. ROBENKET HREMEDHD T

+ Web 1 FDOFTEAHRAHDELET B THOR—IHRRINZEDAHD £T,
s URLIZTIERF B, 7OV IENLTIELRR—IDNRRINZ LD HD Y,
s OJAYR=IHHEHATNBVATREEDHD T,
Z0H. 1207 FVATHEDOEER XM VERETZELEEITITHLET,
ELLBVRES:
o Bl EEBDT TV r—2avIithc BER X1 VDB

75 &b Okta (example.okta.com) IC7 VX2 MBI HZT7TIN 20525 LT

77 77V 5—3> URL RX1> BEE R X1
Appl https://code.example.  example.okta.com
net
App2 https://info.example. example.okta.com
net
RS —F BE I—H4—BLUEET S
HRADT7 7 1 DIES High HROZ—H—J)L—F Appl
2BICApPlNDOT7 /L RIEEMNE & A—HY—JN—7F TgxRTOI—Y
—1 NDTIERZEBMTSB
(App1)
2BIZApP2 NDT7 I REEFSE  Low App2 NDIA—H—FI)L—F
TEveryones NOT7 IR EBMIC
EE)

REICEATIME: IRTOI—Y—IZApP2 ANDT7 IR %2HFATHeMHBMNTLRED. 2—F—F/L—
THRIZAPP2 7 /2R TEE Ao A—H—4)L—FHRIZ Okta icUA 1 L& hSIhETH, Appl
(N App2 LEILBEER X 1> example.okta.com) A7V EA%ZEFLIBIIOR) > —IE
DWTREYILET,

COTFUAIE. Okta o ID 7ONA A —TIRIERIC—MITIH HEORE R X1 > 2/ OMOBRE
ICMETNIT7 T THORETHHRMDBOD EY, RUL—DBECBEIEMUMITOFMCOVTIE. T7
TE AR —DRECEBEIEMUNIT) ZBRLTIEZI L,
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LEEDBRICEE YT B REE:

1. example.okta.com ZEER X1V LTIRTOT FUDSHIBRL T,

2. Okta ERHOFHLWTF FURERLET (FFU4s—>a> URLikhttps://example.okta.
comT. BER X Vidx.okta.comT9d),

3. ZOT7 IV ET—UAR—IANSIERRICLET,

4. RUP—ICRBREZBHDETT. REazHRLES,

RIS TZU057q0R:

- TTUDBEERXA VI BOT7 T DBEER XAV EEELTIWITER Ao

- CO&SBIFEIF. HEEERXAAVICHRTEIMLLWRET7 TV EERL. ERICIECTTIER%
RETDIHNELDHD £,

- BEEF. COEBEERXMVERBOT 71U LT Workspace IZRTT3RENHZHESHh%E
i 2WELHD £7,

- 771 % Workspace ICRR L TERSBWEEIF. 7TUOAREIC, [F77Ur—>a>7 a1y
EIA—H—ICRRLAEW] #7230 EBRL T, 207 7% Workspace 53 ERTRICLE T,

T1—71)>%2 URL

T4—FV2YPO URLDBE. 1V rIR2y b7 TV —2a3> D URL RAAMVERBERXM > LTEMNT ZHE
hdpb£7:

5

1o by b7 FUTIR URL Ahttps: //example.okta.com/deep-link-app-1l2X1>7 7
D=3 URL RXAMVELTRESNTED, BAERXAAVICIEFAY SRy TP FUS—2 32 URL RXA
v (2Fb*.issues.example.net) N"REINTVET,

ZDiFAEIE. URLhttps://example.okta.comzERLTRNCID 7ANAHZ—7F ) =ER L. RICE
BERXr>V%E*x.example.okta.com& LTERL £9,

TOT4 7RI —tyiarERTL, A—H¥—%21—H—TJOv o U IEM
ER)

October 21,2024

BEE|Z, IRTOT7IT4TRIVRA—YF— Ly gV EEBICARTL, 2——%21—HY—JOvy UX |k
ICBMTE XY, COaA—Y—TJOvy URMIA—Y—%BMT 3. 727+ 7% Secure Private Access 7
TVT—23>tydar i IRTET L. $BOT7IVS—2a3 >y 7oA TAVIINET,
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Citrix Enterprise Browser. B#7 7t X, HTML5 BB CWA. & U Secure Access T—2 x> MEHDITART
DT ITATBT7FIIVr—>3>y vy ayhE7TL. JOvoEnExd, J7r)LEH. RDP. SSHEv> 3>
BY. Secure Access T—I Y hENLTEHRINLEIRTOVY —IDBRTEN, JOvIshzEzd, JOvd
TNfcA—HF—id. JAOvosenici—F— UX LD SHIREINZET. ILLW P FUT—2 a3V 2RETEEE
Ao

=

Pa=t

e A—H—JOvY YR MII—H—%ZEMLTH, W I N7 Secure Private Access 77X R
V—EEEFLIIRMESNEFLA, TIVERXA RIS —DEDESIBIEBRTH>TH. TIELADET L
JOvohiThngd. A—HF—DHUI D SHBRINhZ L. 2OI1—H—DBEEFED Secure Private
Access 7R RUL—PETINET,

o NBIET N7z Secure Private Access 7 U r—>a>ADTIEROAN IOy I & T, Citrix
Enterprise Browser B0 >4 —%w b 7UtXid. Web 71 L2 U VY IBRICEDWT, 12—
—H 70Oy UZXMMIEBMINBTOHFIEIETINET,

fERfI

COHEEIZ. RO FUATHERATEET,

s REBNEBETOZD BB SBEINE T, COBE. BEEIET Y T+ 7% Secure Private Access
tylaveERTL. SBOTIU TUOERZTOYI TSI LT, §RTOD Secure Private Access 77
D 70ERZBDBELET,

o TNARADMKEIIZBEICE T, COFE. 7o/EXIFTOvoIh, BEOEY S aVIFTRTETL
F9, WALHEEHINAR, - —%221—Y—TJOvI UX LD SHIRTEEY,

s A—H D7 FIVDOT7IVERZBALET., COBE. A—HF—DT7 IV EARFESLICBDECNhE T, 21—
—HUZMIBMINZEFT7IoERETOvoEnEzd,

A—H%—%1—HY—7J0Ov I UXNIEMT S

l. EXa7 IS5SAR—KTF7OEX>TIOEI RIS —IZBEL. 12— —JOv IV E2TEIUYIL
£9,

2. RXAYT FOCRZEMNCTEIHEDN DB X1 VEZBRLET,

3. A—%—T. A—%—7JOv 7 URMIEMTZBELNHZ1—H—BEHRELEFT, REEZHIC—HTS
FTRTOA—H—EHRTRINET, A—F—HTr LU F) $—E2NSHBINBZ L. TOI—HF 83
A—H— JIMIRRINBELED X,

4, 7Oy o8 (B%K) I, COA—Y—%2TOvIIERBENDHZAHRENALET, 2—H—%ETOVIUR
MIEBMT2E. T7AIIETTRHBEIOYvIENhET, L. BREIZ1IBHNS5 99 BETORTEETE
F9, MR T2, A—H—FTo LI IRV —BRICEIVWTA—HY— 7o XpETINE
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To o COfEIR. FROEMDIEHICI—F—ICH L TKENICRFEEINE T, Ltz EEEHNI—
H—n7Ov78E%Z 30 HICRELSE. COREISEROEMEFHCHI—F—ICH L TRIENE T,

5, 2—-%¥-%7J0Ovo%oUvILET,

A-¥—-lF2A-—¥—-TJAvs U MIEMSNEY, - -1 -—F—-TOvs U MIEMINB L.
ROT O arHRITINET,

e TRTCDTIT47HEFa7 T53AR— LTI aVIFEBIZETLED,

o S, $RTOD Secure Private Access 2T 75— a>yA07 02ROy vdnfEd,

e A—H—Ha—H—TJOv o U MIEBMEINETH. Citrix Enterprise Browser @B D1 > 4%
—%y b 7URRFHFTINET, AR I Secure Private Access 77U r—>a A7 o+
Z0HMTOvIEInEzY,

o B =

Search for a user and select for how many days their access will be blocked.

Domain User Block duration (days) @
cemmobilechx v Enter aname, user D, or cmal address Ql [

@

i)

Oy /BT T BRI T, ROVTNHOFIEERTT S L TP /L AEMRTE £ 7,
« TORREGTT BUBNBET I LRAERRL. [ 7O LROET] 2T v I LET.
C TORREGTTB1—F—OERTAAVEI Uy I LET,
L5508aL. WS FOYHRRINET,
HEEHIR:

25 1—H—ZHIRL. I—%—TJOvyo UXMIEMLES, ChiCED, 2—H¥—DF7 077
% Secure Private Access Lw > a v h&T L. $BOTTUAOT7 72N TOvrenEkd, 1—
#—hm Workspace 5O 7T 28, Ta4LI MN)DOERBERMNET VT TIL%270. BE
074> TEHRBDET,

A—H—tyva>DORALT T

January 9, 2024

FBE LIHRICRY D=0 7957« ET 4« D EVESIC. Web 771 & Citrix Secure Access 751 7> bH1
—H -ty ERTTRODEZA LTI MIRERETIET,
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Citrix Secure Access 751 7> b TlE EEELBRICA—H — 79T ET 4 BB VESICE Y 3 VERTT
3 & 5iC Citrix Secure Access 7517V b EBR TR HTIET, /oo RELALBEAIEBTZ . 21—
— 2y b T—DOT7 T4 ET 1 IiICBEEE <. Citrix Secure Access 751 7> b TGk E#EETEI X I,

Web 77U r—> 3> —N—O21 LTI+

1. [BRE]>[Z1LT7IR]ICBEBHLET,

2. [Web 7 7UH—N—DF71RILEYSa>DEALTIR] T Web 77Uty a>%z71 RILIREICT
T ZHIR R D BAITHEIRL £9, Secure Private Access H—E Xix. v arh 741 RILRED
FFx0BE. COBMPERALIEERICEY a>EELTLET,

RAEREIE 1 K. RRERIE 168 BTy, 77+ /L MEK 2 KT,

Web App Timeouts

Web App Server Idle Session Timeout

SPA disconnects all web app connections if no network activity is detected for the specified interval.

Hours Minutes

1 20 @ | & Edit

Citrix Secure Access VS 17> bDEA LTI+

Citrix Secure Access 7517 > MIIZRDEZA LT I L ERETETET,

s USATVNETIOT4T
o BEIZILTTL

1. [BE]>[21LT7TR]ICEBBILETD,

Secure Access Agent Timeouts
Client Inactivity Timeout Enabled
Citrix Secure Access agent terminates an idle session if there is no user activity, such as from the mouse, keyboard, or touch for the specified interval.

Hours Minutes

50 oo @ | & Edt

Forced Timeout

Disabled D

SPA disconnects the session after the timeout interval elapses regardless of what the user is doing.
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2. [Secure AccessAgent DZ 1 L7 ] T, BRTZZILT T OB EZRBE OBEMTRIRLET,

o USA TV METIOTA T RALT UM RELIHRICI—Y—T o570 ET ¢ (NI RFfIFF—R
— R) BB VSIS, Citrix Secure Access 517> ki wv S a VT T3 ETORM. Z0F
T2avidT I A FTIIERICHE > TVWET, RELLAALTY MEBEZERT3ICIE. FJILR
1Y F2FERLTA T a>Z2BMITEIRELRBDET, IfEl. FEZHRELIEETRIILZAAY
FEENNLTH, IAT7MIFALTIMZRBLEE A

RAEREIE 5 2. RREBIE 168K TY. 774/l MEIZ8KRETY,

o BHEIZA LTI A—HF =Ry b IT—=0DT7 I T 1 ET < ICEERA . Citrix Secure Access 75
A7 bRy a > ERTITZETOER, COATaVET I ETIREMICA>TWED,
BELEZALT Y CAREBERAT3ICIE. LAy FRERLTA IS a > EBHICTIHNED
HOET, L. BEEFRELEB TR LRI YFEEMLTH. 547V MEIRALT IR
EHBLEEAS
Lty a T O 15 HEISEHX v E—SARTINET,

IR 1 5. RREBIE 168 FEITY, 77 4 /L MElk 168 BFREITY,
A

CNODOREZEHBMICT L. RVDZA LT MEEHNEET 2. 1—F—#EGIFFACoNE T,

EEED SaaS LU Web 77U ADZFARDERT7IEX

January 9, 2024

AESEE. BHOBEETERIN. EEZEICRIEFIZRLILARILDOTIERERZNSTIHELHDFT,
Secure Private Access ¥ —EXRZERT2LF 2 T BEBEF—LIZ. BEBEANOHANODERTI/ELIRLED
IOMEDEHIHERBETEET, 7V EZEBMELFEFLAVEEREIZ. 77U OFAEZRTT D HDHRAIMD
ER7V7ERERETEIEY, iARDERT7 I X% FD Secure Private Access H —EXEEBEIF. RDA
RV ERITTETEE Ao

o« IVA—TFS514XWeb 77U £#IxSaaS 7 #EBMLE T,
e BEFAHROUY—2O0F5 =g ICHLVWIARIEZT IS4 7V IEEBMLET,

BEEICRANODERT /L Rz RIET B75E

CitrixCloud icHr>1>#%. X=Za—7T [IDBLUVT7I7EXEHE] #BIRL T,
[IDEeT7IERBE|R—-IT, [BEE|Z2IVUvILET, AVYV—IIZ. THTY FROREDEEELENRT
INxd,
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HAWMDFERT 7€ g2 FHOEEEDIEM

1. (BN 2 EEE] T, BEEOBRLL A3 ID 7ONAF—%ERL 7, Citrix Cloud Tid. |¥ICT7
TYT 1T 7N 4 — (Azure Active Directory A Y) IZHA>1>FT3L5ICKRDBI Xy z—IHFK
MENBZhHD £,

2. Citrix Identity #2IRL 184 1d. I—H—DX—ILT7RLXZANDL. 1BEF #OUv I LT,
3. Azure Active Directory Z:#R L 1=35&1E. BT 21— —0DBrIZANLT BRF 20Uy ILFES,

4. [WRELT7OEZR] ZBRLEY, ROF T arhRRINET,

e IINTFIUEREBEDEIR(TIVAILTLE2-)—TILT7 IR =RELET,
o AN EREEE (FU/ZNILTLEa-) —HFARDERT7 IR ERMLET,

5 HAMLEREERE (TI/HILTLE-) EZBIRLET,
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Administrator
details

O

Set access

®

Review and
confirm

O

Add an administrator or group

Set the access level and permissions for the administrator. Learn more

Full access

Administrators with full access to Citrix Cloud can manage all services

and edit other administrators' access.

Custom access

Administrators with custom access can manage Citrix Cloud services
based on their configured roles but cannot edit other administrators’

access.

o Switching to custom access has limitations and is not the same
as configuring access for all permissions to administrators.

Select all | Deselect All
Search for permissions Q |
D Analytics No roles selected >
D General Mo roles selected >
[:] NetScaler Console No roles selected >
= Secure Private Access 10of 2 roles selected A4

D Full Access Administrator

Read Only Administrator

6. BRZIEETB] 20Uy I LET,

BE:

« Citrix Gateway Service BB EICHAND EHBEEET7 VA2 RET 358 TNOOEEED
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[£REE] VRIS [S1T5V] 2BMCTIRBENRHD £T, BEEICHLTOH 7TID[&R
R AT arhEMICED FT,

s RAMODEREBET VL AEEZF > —DBE. [Web/SaaS 7 7)) r—> 3 > 0] K2 ik
EICHDFT,

BEENRAMODER TV EAEEZF > TV ST T OFBERT I BICIE
1. CitrixCloud ICH A > > LT, XZa—h5 [S1T5U] ZBRLED,

2. FlERTIBT TV EERL. EBELSEZI IV ILET,
[RR]| A7 a>0HDBEMAEDET, ZOMDF TS I VIFTRTEMCHED FT,

) testsag: Manage Subscribers

_ Edit
10000ft's high-leve
software helps tear| View

insight they need t

Delete

1 Subscribers

3. [RR]Z2VVUwILET,
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« View App:
Click Finish once you're finished editing your app.
/N App details
Tell us alittle more about this application Application configuration instructions:
‘ yyyyy For guidance on app server specific configuration, click here
‘ uRL
‘ Related Don
[} (128 kb max, PNG)
v Enhanced security
v/ Web app connectivity
R
. N » w
YRS f—
Ay aR—ROEE
October 21,2024

Secure Private Access H—E XD A v aR—RIiZlE. SaaS. Web. TCP. UDP 7 7\ Oz #i7—4 L AR
MTF—EHRRINET, FyPaR—REFERETZI . EBEEFT7 7). I—H— OXIZOEEMERE. T
IBOERRRE 1 M TREICIBBTE £, D7 —42lk Citrix Analytics hSEEENE T, IFIFAHRIVT
1 TADT—RiE. FHICKRESNBREELEARIL ZA LTIV TRRTEEFT, —POIVT 1 TIZDL
Tld. FUINADY L THBEZRRTEET,

AUy, KRS DT TROATIVICHEINES,
s OJERENZ TS a—FTa2y
- BEOJRWEE. 7TV -2 a0, 7TUDTE. TNAROREF v IICEET 50,
o« A—H—

- 7747 A—H— BIRLEBRRT7 U 7r—> 3> (SaaS. Web. TCP) ic7 o€ L1—E
DIA—H—DEFE

- 7w 70— R: BN FERIRIFRE T Secure Private Access H—EX&BEL TPy 7O—RIhicT7—
F2DEHE,

- A>0O— R EIR L 7SRRI T Secure Private Access t—EXEBLTHA Y YO—RIhicT—
DGR,

s 7=

- PV —=2 3 i BEBRINTWE 77U r—> 3 > 0& st (RERRER L IZEEER),
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- 7V —>aoiEREE BRLUCEBRERTE AP LTIV r—>a>y (77U £y
> 3v) D&,

- B INT R X1V BIRUBERERICHER I N R X1 > OEEK.

- BRESNET7 U=y 7ORATNED. EO7 FTVICHEENITSNTLAVEEDOER R
XA > DEFEK

s PUERRID—

- POEZRUS— REBEINTVWE 7IE X RU S -0 (R ISERR).

Euiimksd

20 Fy—beEALT. BEL. 7V -2 3> oiEE. 77UDFNEICEETZ O BLUTNT IR
RICEETZO0/Z2RTLET. OJDFEBEERTIBICIE o8 RB1 VU7V v I LET, FBITRER
TRTAINE T, FAICKRELIHEAERIEARZL ZI LSOO ZRTTEET, v P aR—RICRTY
BBWMICIGL T, +SZ2I VI LTI S TIHZBMTEET, 21— —N0OJZ2 CSVEXTIIAR-+TEZF
ERS

s JAINR—DEMA T arvEEATdE. TTUOEBE. AT7IV. SRABREOSTTIETHREEICEONT
BREERDACIEHTIET, 1LezE RETr—JILRT. F5 25223 >ID = (H3EICEL
W) %EERL. COIEFT 7456c0fb-a60d-4bb9-a2a2-edab8340bbl5x ANAT3L. TDk
Sy aYIDICHETEZIRTOOJZRETEET, 70 F—F T a>THATEZIRREETF
DFMCOVTIE. MEFREETFI Z2BRBL TSIV,

Diagnostic Logs 0 Device Posture Logs @

Last 1 Week A\ @ Add filter  Transaction-ID = 3f37fcfa-f880-1655-9678-6045bdc2f9dc @

[ Transaction-ID v | [ =(equalstosomev.. /| [ 3f37fcfa-880-1655-967 | Ti] -

Results are limited to Export to CSV format|

Apply Clear filters
Time s Info code | User name Status | +

@ Failure

> 2024-05-28 21.... App Access N/A 3f37fcfa-f880-1655-9678-6045bdc2f... Secure Access ... 0x100502 ad:g8a4thnldln...

Page 1 of 1 20 rows Vv

o FNARRRAF ¥ OF: RS —4ER (FEHL., JEEH. OJ 1 VIER) ICE SV TREZZDAT ZeNTEF
To TNARADEBBADFFHBICOWVWTIE. TFN1RDEF) #BBLTLIETUL,

=

ARG

+ Secure Private Access s2ii04 4w > 2 R— RO IR TOEE R MMIE. BEEMA T ShiciER
dA—FRHAHBDET, FMICOVTIE. BHRI—FZSRL TSI,

e FSUH UV IDIE. TUEIXERDIARTO Secure Private Access OF &I £ 9, 4
ICOWTIE. 250> a> IDESRLTLESL,
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& Dashboard Secure Private Access > Dashboard

3 Applications
Policies Last 1Month A4

Identity & Authentication Logging and Troubleshooting Users Applications Access Policies

% Settings

(2 Device Posture

Logging and Troubleshooting

[EQ Troubleshooting

Diagnostic Logs ()

Device Posture Login/Logoff © App Enumeration & App Access ()
0 120 @
® Compliant 0 ® Success 60 ® Success 0 ® Success 2
Non-Compliant 0 @ Failure 60 @ Failure 4 @ Failure 44718
@ Login Denied 0

See more|

s BE7OY () 2V Vv I TRL. OFDREARFMEERTTEET,

o MO R=JICIE. TIVERINZEXA Y URL DIBOHAH R XA UDRRRINET, BEEIE. X1Y
URLASEBE7ZIIY () 20U w I LT, BOAFNERXAVERRTEET, BEEEIXEDIAS R X1
YRR EFERALT, 77UVDT7I7ZARTFIDLYA )V JICEETZMEICHUATETET, ftezId
FIVTr—2a B TRAAMUDARELTVWSRE, IV RA—HY—ZFEDT7 FVICTIVEITEEE A,
Coiza. BEEBIFEDAFNLERXAVOUI M ZREL. FRLTWE RXIVZEFEL. FELTWS
RAAVTT T OBREERTIE Y,

Secure Pt Aecess > Dasnbonrd > Dignostc ogs
| Diagnostic Logs
Dingnostio Logs @) Devico Posture Logs (3
Last 1 Week v (@ Addfilter
d to the first Narrow your for more relevant results. Expor
Time Catogory App name Aop type Ao FDN Transaction D Mode of access nfocode User name Status 14
202410-312016:28 NA NA saas NA 2I196A21.F44B-46DB-ACCE-AB9..  NIA NA acalocaliok2 ® Success
202410-312016:28 NA NA saas NA 21196A21.F445-46DB-ACCE-AB9..  NIA NA acalocaliok2 ® Success
202410-31 201531 App Access NA uop 173162551 3B7FSE0S.CII6-4IS7-BEFF-FBE..  N/A 0110000409 asalocaliakz ® Failure
202410-31 201528 Login/Logoft NA saas NA A29BB309-2E22-41 NA NA acalocaliok2 ® success
202410-312014:29 Login/Logoft NA NA NA 2956311dOath. NA NA acalocaliok2 ® success
202410-300937:25  Login/Logoft NA saas NA 15¢5b706-b0121721-9676-0022...  NIA 0:1800d3 ad:gBadthnldinb/565.. @ Failure
2024103009371 Login/Logoft NA NA NA 721711e1-d912.0b77-9857-6e382..  NIA NA NA ® Success
202410-30 07:18:19 LoginfLogoft NA saas NA NA 0180043 adgBasthnldinb/565.. @ Failure
202410-30 071811 Login/Logoft NA NA NA NA NA NiA ® success
2024102913238  Login/Logoff NA saas NA NA 0:1800d3 ad:gBadthnldinb/565.. @ Failure
202410-29 133144 Login/Logoft NA NA NA d199ci38-0d1-ab11-0827-04220..  NIA NA NA ® Success
Page 1 of1 20r0us

e TT7AIBTIE ZHOT R—=IICIF. BHEOBDOT—F &AM 10000 FOL I— ROAHNRERIN
F9o NAZLAMRRE 7« L2 —ZEAL T, BRRER SICRDAHZET,

ARIVRZDAT—HR

IRV RAT—EXAFy—bEFEALT. ARXRIEZOIAT—FRL. ARIEZHBTFOITINTVB Y —XDIFFH
EROLEY, FHlZzRTIBICE. THoRB1 V20U I LET, ARXIZ AV R=IUTR. T«
WE—=TOF1T &RIFBETIT4T 2FEALT. ARIEZRT—RRACBETVT I N2 EBTEEY,
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“ Connector insights
Filter Clear all
v Status
0 active Connectors
() Down NAME RESOURCE LOGATION sTATUS
tpt10-222-102-236.canet Tirupati_GAOT @ Active
varunt-10-222-102-198.com VarunT-ssprod @ Active
pasdev-ssprod-ca pasdevnet PasDev AAD @® Down
tpt-ssprod-10-222-102-200.canet Demo_CA @ Active
ssprod-10-222-102-171.asa.local AAA @ Active
€a-10-222-102-251.canet Tirupati CA02 @ Active

EEEIcL B LT T r—>ay

BEEHRICLZ EAT IV r—>a> Fy—bEERLT. 77UBBBINALER. 77U H—N—IZT7vFO—
FINT—R2OEE. 77 H—N—DS54TYO-RShicT—2DEHRICEOVWT N7 U Tr—> 3>
DIVALERERLET, 7r/LlZ—SaaS 77U, Web 77U, £/:iZ TCP/UDP 77 @A L T. REEXHTE
DT TIRDALZEHTEET, FRICRESINIE T LTI VERIEARZILIALTAODT—3%T 1)L
2—TEFY,

L‘\pplications O] Application launch count ()
326 482
T 225

Top applications by launch count (©)

I.ms saas filemail

79

20.1 Direct access app

@
@

DA ssprod

@
R

Direct Access CQEB

@
~

Jira-Citrite

[
[~}

AR_WA_31May

o
@

ms 20.1 ked a|

©

ms tcp 23may app

®

See more
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IV = aviEgoBIc LB - —

A—H#—CrDT—2Z2RRTBIF. 7TV Tr—> 3V OEBERICEZ Eid1—H—) JS5T7%2FERALET,
ERIF A—HF—DTCP 77V EFLIEKR. 77U H—N—ICT7y7O—-RSNcT—2OEHE. 77U B
—N=D5FTYO—RENT—FDEFAERETY, BAICKRESNIZALSAVELIEHRZL ZALTA
YDT—BETAIE—TEET,

- Users

Active users () Uploads () Downloads ()

1 8.20 ue 6.34 we
T2 J- 63MB J 7.65MB

—_

Top users by application launch count ()

ms@aaa.lo

187

H
8

ar@aaa.local

@
@

at

@
3

sf@aaa.local

@
E3
s
@
g

fh@aaa.local

©

dkr@aaa.local

3

ak2@aaa.local

16

See more

MITICE D EUDT IR RU S —

TIVISERASINTVWET7IER RIS —D—BR2RRTBICId. TERBO U7 IR RUS—) J5T%EH
LET. 7FVICEEMISNATVWRRUS—DUR ML, RUS—HERINERERTT 301 [FEE R
TRV IVYILET, ey 708X RK)S—) R=JVOBREATaVEFRALT. RUS—RICED
WTRUY—RTAINEZ—FBLHTEIET, REREBFEEALTREDORY > —%2BEL. BEEISICKD
RUTEHTEET, FMIOVWTIE, BREEEFESRLTILEIL,

BROEHERSNLT IV r—2 3>

BEHRABICE B LUOBRBE NI T TV T —23 20057 Z2FALT. $3KR[ATT I/ EAThED 077
JICHEERITONTVAVW—BOENDO XA YDIV I ERTLET. TNS5DRXAVIF. EDRXAUAD
BHEBICEOVWTUR MINEY, EEBR OIS T72EALT. HICEALDHZ XM UHE 01— —I(C
EOTTIERATNTVEHESHEZERBTETE T, COLSAHE. EEERBRICTIEIATESRLSICZEDOR
AAYTT TV TEEY,
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Domains configured ()

103
1 46

DOMAIN

ssl.gstatic.com:443
10.10.10.10:80
10.10.10.10:389
mail.google.com:443
10.10.10.10:443

10.10.10.10:135

webgl-redesign.cnbcfm.com:443

k‘ca'oc"ccrr&|rra§’e.azurccdrc—.net:...

Top discovered applications by total visits ()

UNIQUE USERS

1

TOTAL VISITS

62651

4745

2329

a47

676

531

ASSIGNED TO APP(S)

0

Applications discovered ()

861

See more

22 7® TASSIGNED TO APPs | 7licid.

CD R X1 UHEE URL &7cld3Est URLEO—Er L THBEINT

WBT7FVTr—2 a2 DEFHPRTINEY. BFZ2 7V v I938. CORXTVIZEIDETOoNTWS TS

PRIENEY,

TRTORXA Y OFMERTIDICIE [ RB]| U 0EIVvILED,

< Discovered applications

Domain ~ ™"

Last 1 Week

A -

DOMAIN PORT
10 50000
10 3389
10, 3389
172 137

10, 23

windows1.ztnacloud.local 8080
ztna_conn_app.ztnacloud.local 3389

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.

PROTOCOL

Select a domain or multiple domains to create an application. Protocols cannot be mixed.

TOTALVISITS

UNIQUE USERS

1

1

1

MOST RECENT VISIT

2023.03-28T05:47:36Z

2023-03-29T0513:237

2023-03-29705:13:207

2023-03-28T21:12572

2023-03-27T07:06:33Z

2023-03-29T10:05:06Z

2023-03-29T09:59:54Z

ASSIGNED TO APP(S)
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~  App Details

Where is the application located? *
QOutside my corporate network

@ Inside my corporate network

App type

HTTP/HTTPS

App name *

Discover Web apps -citrite domain

App description

App category

Ex.: Category\SubCategory\SubCategory

() Direct Access

*

URL

Enable direct browser-based access to internal web applications.

l https://xyz.citrix.com

Related Domains *

l * xyz.citrix.com

@ Add another related domain

“~  Single Sign On

App icon
-,  Change icon Use default icon
i ey

(128 kb max, PNG)
[C) Do not display application icon to users

[C) Add application to favorites automatically @
Allow user to remove from favorites

Do not allow user to remove from favorites
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Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App type ™ App icon
TCP/UDP B Change icon Use default icon
(128 kb max, PNG)

App name * _
Citrix Secure Access Client for Windows

Discovery tcp apps by IP Citrix Secure Access Client for mac0S

App description

Destinations (7)

Destination * Port Protocol *

l windows.ztnaaccess.cloud 2 ‘ 8080 ‘ l TCP

(3 Add another destination

“~__App Connectivity

BEDRXAY UV o%I Uy o LTHBERRL, ZORXTYOTTUTr—2avafM T3 L6 TEET,
RXAY USRIy ITEHE. EDORXA Y OIA—F—BEOIHNERINET, 7TUT— 3V DIER K%

YOV I LES, PTTUZBMYI2HOFIEZRET LET,

& ztna_conn_app.ztnacloud.local:*
Filters
Jecers Outcoms) ‘ User ~ "™ AND Access_Outcome ~ ™" X ‘ ‘ Last 1 Week A\ ‘ m
(O ACCESS_ALLOW
(O ACCESS_DENY
Page 1 of 1 20 rows Vv
BRERERET
BRZEDIACTEOIERATII2RREEFIIRDODEED T,
o = (HBEICELW): REEHICRRIC—HTZO00 /K> —%BKRELET,
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M. BFa>[Od4 7. 7TUGE, BLO 7V F7IEROATIVICHINTVET, AT5 71 FhT
JV O2LBENERT/ ABOLLENRTINE T, FROI/ S 7 LOBREIOMAIS T2V v IR L. BYHRAN
YEERDIFBZZEHTEZMHOIDNRIINE T, TNA XA RAF ¥ H—EXDBEHICR>TULWBREHEEIF. TN
T1ARRFY AT HDFT, RE2HRBMOTERTTIICE. [HlERT] V0% IV ITRCHTEE
ED

Diagnostic Logs

Device Posture (O Login/Logoff (I App Enumeration App Access (O
\ ]
15 36 2646 10856
@® Compliant | @ Success 35 @ Success 2641 @® Success 351
Non-Compliant 4 @ Failure 1 @ Failure 5 @ Failure 7345
@ Login Denied 0

See more
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Citrix Secure Private Access

“«a Diagnostic Logs
Diagnostic Logs @EZEEE)  Device Posture Logs (15)
Last 1 Week v @i
Results are limited to the frst 10000 records. Narrow your search critera for more relevant results Export t0 CSV forml
Time Category App name Apoype App FQON Transaction D Mode o accoss infocode User nama status +

> 2024-07-1015:33:48 App Access N/A N/A ssprod!.ngsautomation.n... 31411d01-4934-4aca-865b-d2f1ca369... N/A 0x10000000 aaalocal\sml @ Failure

> 2024-071015:33:48 App Access DA app N/A dl. 3faif 3 6! 2 69.. N/A 0x10000005 aaalocal\sml @ Failure

> 2024-071015:33:28 App Enumeration SRK_ b... Web/SaaS N/A 4b28d126-16da-4957-829b-bael71e47... Citrix. 0x10050¢ aaalocal\sss1 @ Success

> 2024-071015:33:25 App Enumeration SRK, e SSO.Per. Web/SaaS N/A 54614d: 3-4315 1; Citrix 0x10050¢ aaalocal\sss1 ® Success

> 2024071015:32:05 App Enumeration Web116,soas_166_prod,..  Web/SaaS NA ccld5021.8708.4567-8a50.4791added...  Citrix Enterprise Browser  0x10050¢ asalocalisss! ® Success

> 2024-071015:32:03 App Enumeration ‘saas_166_prod,iWebl16.... Web/SaaS N/A 7 6! 6¢-2282 . Citrix 0x10050¢ aaalocal\sss @® Success

> 2024-0741015:32:02 App Access DA app N/A 1. b6fe404-5e43-4b21-84ae-128184c11, N/A N/A aaa.local\sm! @ Success

> 2024-071015:31:37 App Access N/A N/A dl. 7b6fed404-5e43-4b21-84ae-128184cl! N/A 0x10000000 aaalocal\sml @ Failure

> 2024-071015:31:37 App Access SRK-WebApp N/A dl. 7b6fe404-5e43. - N/A 0x10000005 aaa.local\sml @ Failure

> 2024-07-1015:30:10 App Access DA app Web te Ge3 1336 2 74... N/A N/A aaalocal\sml @ Success

> 2024-071015:29:53 App Access DA app Web 1. b6fe404-5e43-4b21-84ae-128184c11, Citrix N/A aaalocal\sml ® Success

> 2024-07-1015:29:52 App Access DAapp NA NIA 672ab0f5-23a5-4b95-a87b-41f010991 NIA NA aaalocal\smi ® Success

> 2024071015:29:49 App Access NA saas NA 6720b915.2305-4095-a87b-411010991..  N/A NA asalocalism ® Success

> 2024-071015:29:46 App Access Web N/A 67aab! 3 i Citrix N/A aaalocal\sml @ Success

> 2024-0741015:29:40 App Enumeration Web/SaaS N/A ‘dabacff-abc8-4° be e Citrix. 0x10050¢ aaalocal\sm! @ Success

> 2024-071015:29:35 App Enumeration Web/SaaS N/A 'b2dd6 4-436f-acf8-2ecf5ad1l. Citrix. 0x10050¢ aaalocal\sml ® Success

> 2024-07-1015:28:45 App Enumeration Perf WA Google Drive,iN... Web/SaaS N/A 28713ba6-50¢2-46b4-87ab-4c1bcb8... Citrix Enterprise Browser 0x10050¢ aaalocal\spauser001 @ Success

> 2024-071015:27:01 App Access SRK-WebApp Web 6 61228... N/A N/A aaalocal\sss @® Success

> 2024-0741015:27:01 App Access SRK-WebApp N/A 81fa2602-94e8-4e55-bdaf 4b N/A N/A aaa.local\sss1 @ Success

> 2024-0741015:26:59 App Access N/A SaaS N/A ac9122ae-f316-434e-bba8-757e56e8b. N/A N/A aaalocal\sss1 ® Success

Page 1 0f500 > 20rows v

Secure Private Access 22O ICIZE D & S AEHANRBHEIN TV E TH?

Secure Private Access 1—H%'— O 4 v aR—RIZIE. T7 4L FTROFAPRRINE T,

o ZALREZ>T-UTC TOAIRY FDEZ,

o A—H—F-TITVIIFVERITRIVRA—H—DaA—H—F,

o FTVR-FUEAINET ) DAH

e RUI—BHR-ARYIMRICMI ATV RV —DRFIZRTILET,

¢ ATFT—RAX-ARYIFDRT—EZ (. KK Z2RRLET,

+ ¥R 3O— I - Secure Private Access 200 4w a7 R— RO IR TOREFIARY MIiE. BERITS
NEBRI—RAHD FT, BEHRI— R TEHAZ BT,

o FHFE - KMOEBRELIFAIARY FOFAZTRTILET,

« APPFQDN: 7ot L7777V r—>3>d FQDN

o ARV ZAT - ETINREICAERITONIARY N 21 TERRLET,

s BIERA T -OUDEMINBREZRTLES,

e ATIAN—-ARYLOBEICIEL T3 20ATIV—HDFATIET, DED. 7TURE. 7TUFIE,
FET7TIVT7IOERTT, INSDA T2 a> TN —FF2a> e LTHERATEET, N6
TrarveEERTS . EELTVLWAEEOEEICR L TOE 7 ILR)VITEET,

e b IIIVID- FSUH I IDIE. TUERAERDTARTOD Secure Private Access O % B
BHTEd, FI0H I3V IDOERAFEZFUVET. Ay aR—ROBRKICHD +RE>=Z2ZI YD
TR, ROHMERBTITES,

« SPAPoP O —> 3> -7 7O XRICER I N Secure Private Access f—E X PoP O — 3
COEH/IDZRRLET, EXxa7T53AR—r7 U1 ZXPoP DFFRESBL T,
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Citrix Secure Private Access

BMIOJZ 74 LZ) 2T TBICIRESTRREEWVWTTH?

TANEZ—OEBMAT>a>eEERTIE. 7FUORE. A70VU. SARCOIEIXHEEICE IV THREZ
BOAOZENTEERT, L ZE BET«—ILRT. bS5 o3> D, = (H3EICELWV) ETUw I L.
21538289-0c88-414a-9de2-7f3e32a1470b X AT B L. OS>V H I3V IDICEETZTRTOOS %
BRETIET, 71N E2—F T2 a>THERATEIIRFRETOHFMIOVTIE, MEFEEF) 28RBLTET
Lo

“ Diagnostic Logs
Diagnostic Logs @)  Device Posture Logs (15)
Last 1 Weok ® Additer I' I - 21538289-0088-414 = I
R timited to the frst for more t Export 10 CSV format
Time Category App name App type App FQDN | Transaction ID Mode of access Info code User name Status +
2024-071012:20:25 App Access ARTCP 30 Nov 211 TCcP 10.220.177.102 21538289-0c88-414a-9de2-7f3e32a1470b N/A NA aaa.local\sm! @ Success
2024-07-1012:20:25 App Access ARTCP 30 Nov 211 TcP 10.220.177.102 21538289-0c88-414a-9de2-7f3e32a1470b N/A NIA aaa.local\sm! @ Success
2024-0710 12:19:51 App Access. N/A TcP N/A 21538289-0c88-414a-9de2-73e32a1470b N/A 0x13000010 aaalocal\sm! @ Success
> 2024-07-101219:51 App Access N/A TcP N/A 21538289-0c88-414a-9de27f3e32a1470b N/A 0x1300000b aaa.local\sm! @ Failure
2024-07-10 12:19:41 App Access AR TCP 30 Nov 211 TcP 10.220.177.102 21538289-0c88-414a-9de2-713e32a1470b Agent N/A aaa.local\sm! @ Success
Page 1of1 20r0us v/
5 Diagnostic Logs
Diagnostic Logs Device Posture Logs (15)
Last 1 Week v @adaier
Rosults are imited to the first Narrow your for mre relevant results Export to CSV format
Time Category Aop name v e AppFaON Transacton D Mode of access infocode | Username staus +
2024-07-10 12:28:56 N/A N/A TCcP N/A cf1e1144-b352-4c85-bOba-8256dea74. N/A N/A ‘aaalocal\sml @ Success
> 2024-071012:20:25 App Access AR TCP 30 Nov 211 ceP 10.220.177102 21538289-0c88-414a-9de2 7f3e32al4... N/A NA aaa.local\sm! @ Success
2024-07-1012:20:25 App Access ARTCP 30 Nov 211 TCP 10.220.177.102 21538289-0c88-414a-9de2-7f3e32a14. N/A N/A ‘aaalocal\sm! @ Success
2024-07-1012:19:57 Login/Logoff N/A TcP N/A 473¢1058-a580-4588-883¢-60b426c.. N/A N/A aaa.local\sm! @ Success
> 2024-07-101219:51 App Access N/A TCP. N/A 21538289-0c88-414a-9de2-7f3e32al4... N/A 0x13000010 ‘aaalocal\sml @ Success
2024-07-10 12:19:51 App Access N/A P N/A 21538289-0c88-414a-9de2-7f3e32al4.. N/A 0x1300000b aaalocal\sml @ Failure

TETELTAINE— AT aveFERALT. TNARRIAFv QT ORRERDALIEHTITET,

“« Diagnostic Logs
Diagnostic Logs (5)  Device Posture Logs @)
Last 1Woek N | @ naasiter | palicyResult = Non-Compiant ©
Results are limited to the first Narrow your for more relevant r Export to CSV format]
Time Pollyinto Pollcy rosult Operating system infocode User nama staws 4
> 2024-07-0919.01:52 NoMatchingPolicy Non-Compliant Windows NA aaa.local\mal @ Success
> 2024-07-0918:53:01 NoMatchingPolicy Non-Compliant Windows N/A aaalocal\sml @ Success
2024.07.09 18:52:04 NoMatchingPolicy Non-Compliant Windows NA asalocal\mal ® Success
> 2024-07-0918:33:01 NoMatchingPolicy Non-Compliant Windows NA aaalocal\sml ® Success
2024-07-09 18:30:05 NoMatchingPolicy Non-Compliant Windows N/A aaalocal\sm! @ Success
2024-07-09 18:10:51 NoMatchingPolicy Non-Compliant Windows N/A aaalocal\mal @ Success
> 2024-07-0918:01:01 NoMatchingPolicy Non-Compliant Windows NA aaalocal\sml @ Success
2024-07-0917:52:29 NoMatchingPolicy Non-Compliant Windows N/A aaalocal\sm! @® Success
2024-07-0917:42:11 NoMatchingPolicy Non-Compliant Windows N/A N/A @ Success
> 2024-07-0917:25:31 NoMatchingPolicy Non-Compliant Windows NA N/A @ Success
2024.07-09 16:25:37 NoMatchingPolicy Non-Compliant Windows NA aaalocalism! ® Success
2024-07-09 15:41:23 NoMatchingPolicy Non-Compliant Windows N/A N/A @ Success
Page 1 0f1 2010ws v/

Secure Private Access 22O ICIFED & S HBARY bHREBEINETH

Secure Private Access 2807 121, RDARY AR INE T,

o« FNATRADOREE: TV RA—H—DTFNATADAT—E R, CNHOATICIE. TN ADESERICET S
BEAEEINE T, TNAMRRIF v RUS—ICEDWVWT, T/ IHEHL, FEEM., FHIET7 I EIES
CHETEINI=hE S DY
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o« OJ 1[0+ 7: Citrix Secure Access 7517V CADIY RA—H—DOJF > 71305 7+ 7iKRE.
BLUVT—IZAR—Z (REBXFIIIEBTONAE =) ADOBEEICEAT B AR ko

o 77 DFE: Secure Private Access #f—E X Tld. BEEMEBR LT I/ELRX RUS—IC&>T. €0
—H—REDTTVICTIERATEZNDREDE T, BEFINLT TV —> 3 >id. Citrix Workspace
App HDIY RA—H—ICIFRTINE LA FIBEThEEA), THHDT R &, Secure Private
Access t—ERRTHEBRINLTI/ERX RS —ICBEDWT, A—H—ADT7 I/ INHFAFIFEETIN
7 FVr—2a>EM3DICRILIBE£T,

o T FOER ERLIEKHEBER TR SN 7R RS —ICK->T. IV R A—HF—D7 V75—
AV IVRRAY N TOER HAEERT A VTN A VFY AT—2 X BLUVEHRIT
—HAADANY b,

RELKBEZMBRT B30I, Secure Private Access D ST a—Fa > Y IEEDESICERT
nEFLnwcehs?

L BRLESELTVWBEED FEHRI-—F ZBIELET,
2. I RBRET-JILTHERI-RZRDITET,
3. ZOBEHRI—FICRESNTULBBRFIRICE > T T W,

BIHRI—FCIFATIN? EITROFSNETH?

BELLEO—HOOT ARy MIF, EEMITSNLBRI-RDBHBDET, BRFIBCEDAARY MIET 5:5M
Bz ROITBICIFE. T BRET—TILATIOBHRI—FZHRERLTIET WL,

kS2H922a3>ID LRATEIN? ES5P2THESATET

Citrix Enterprise Browser ZHO 7 7t RKAM/BENEET D L. TV R I —IC bS8 > 3> ID A%
REINEFT, EEEEE. IVRI—H-—DS5Z0LZ2oHI23>V IDZEEL. COMSUHFIIa>IDzFERAL
THEORRE B ERAOJ%E 71 ILZ2U>0 $32 8T, ERABEERETZCHTEET, BEEN
o0 a3V IDEFRALTARY TR VT T30 BEBICEETZMRY FOADNRRIN. KBRHE
BEOEELCERICET 3 IRTOFENEREICIREINE Y, EBER. ChosonJ/o 15— J1—F ZEA
LT, MEZISICHATEEY,

TFa7 FSAR—F 7IEXPOP OB IZFATTH?

LTI EFa7 754X —F 72Ut X PoP OBMRO—ETY,
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PoP &
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=

Azure 1 —X k
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FA=IWHIREZVEZFR
FX=NFA—=Z+ZUTA1—R bk
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TX—IRET7IT
7XA=IT I TEREER
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N=2ZTM
California
THETX
Za—HIRTT—IILXM
TAILSVR
FS24
RRE. B
TN OM
VAR
RN
FxrAa
BB

BEHRI-FPEIS—BRT-ITNZ2ERALTOLEEZBRATIZVERIZL S TUEIVTIN?

Citrix  R— MIBBVEDE LT L,

BEREaXVE

« Web 77U %iBMT S

- IVE=TFSAX0TT7TIDYR—-F
- Web 77UANDOERT7 VX %HEHRT S

« SaaS 77U EBMNT S

- H—EXRLTOY I b7 7T7UDHYR—F
- SaaS 77 H—N—EBDER

s USATI M —N=TTIZEET S

- VATV b —N=TFUDOHYR—-b

s PUERRIVS—%ZEHT S

- PUERRIVS—%Z1ERT B
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- )L—k7=TI

BEEOY
October 21, 2024

Secure Private Access H—E XBEED 1 R ~d. CitrixCloud > > XFLO7Ic¥ v FFvInEzd, EEE
At Citrix Secure Private Access H —EXTRITTBZ3ITARTDAI AR & Citrix Cloud iI2#Ea3n. X574 0O
JICRBEINE T, BEEBIARYNMIIIRDESBHDHRHD £ (f75L. TNSICRESNEEA)

o 77 DRRLE T lETEH

s 7TUZHIKYT B

o BGET I ERR D —DRE ETI3HIBR

s AXVBDT Y TTL—R

o HFRIEFRTOv TN T T A SOIER

RORE, YRTLOJADEF2T F53AR—F PIOCAEEDARY FZRLTWVWET,

Home > System Log

System Log

Past 30 days v Q  Search for actors, events, and targets Actor Event v Target v (& ﬁ] ‘ < 10772 > |
Date & Time 4 Actor Event Target

Aug 21,2024 18:45:01 UTC Updated SaaS application test_pl

Aug 21,2024 18:44:55 UTC Updated SaaS application test_pi

Aug 21,2024 18:44:07 UTC Updated SaaS application test_pi

Aug 21,2024 18:44:01 UTC Created Saa$S application test_pl

Aug 21,2024 18:42:14 UTC Undated HTTP/HTTPS application test_PD

Aug 21,2024 18:42:07 UTC Created HTTP/HTTPS application test_PD

Aug 21,2024 12:04:51 UTC Deleted HTTP/HTTPS application ms web op url

Aug 21,2024 12:00:08 UTC Failed to create TCP/UDP application AR-UDP-13feb24

Aug 21,2024 10:33:58 UTC Blocked Website URL list created All Users
Aug 21,2024 10:33:30 UTC Blocked Website URL list created All Users
Aug 21,2024 10:33:16 UTC Blocked Website URL list created All Users

Aug 21,2024 08:03:42 UTC Updated Saa$S application MB-AlertOps-69

ARV DI RKR— b, BEOHBEDARY FORE. O 1RV FOEE, T—2OREBAREDFMICDOVT
& T R7L 071 Z8RBLTLLEIL,
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IT8—7514XWeb. TCP. SaaS 7 /U sr—>a> 787574« 770 Rct+x
a )T HlE

August 26, 2024

SHOEZBBRLKERTIRRATIE. 7TV —23>08F%a)T03H5P3ESRIICE>TARARTY, AV
FTERALRBHBEDEF A VT AREEFTV. 7TV T—2a3 > oADT7IERZEMICTRE. A—HF—ADT7IEX
EEMCLAEDS. BETIURINBERINE T,

Citrix Secure Private Access ' —ERDT7H TT7 1 TT7 U AMEEIK. 7TV r—> aoA\ORERT VLA %R
HIBZEENEELONS AT IERT7IO—F2RELES, 7HTToTT7IERICED, BEBERIVTFR
MIBESWTA—H—DRTFIVEITEZT7IVIC. SOMDBRLARILTTIVEIXTESLSICHDET, 2T Ma
VTFFRM CWSHERROZcEIBLET,

o A—H—¥rFI—F (2—HY—ra1—H—-FIL—7)

o TNAR (TR MY TERIFENTILTNAR)

e O —Yay(PAny—avEfkidry bU—oO5—>3Y)
o TNARRRF ¥ (FNARRAF¥FTvY)

e YUY (A—¥—URH A7)

TATT4TT7IOERMEEEIZ. PO/EATNTWVWER 7 SV r—2a Vi@ RY Y —Z2#@ALEFT. ChoDRUS
—iF AYTEIARMIBIVWTURIEREL. T2 —F514 X Web, SaaS. TCP. 8&TUDP 7FUADT
TR RAEHAFRIESTIZ2BNLT I/ L RREZITVET,

1RE

TIVT—2avADT IR EHA £ RIFERT3oIC. BBEF, 1—F—. 21— —FI—F. 21—
FIVT=oa IlT7Io8RTBE3TNAR A= =BT FV5—=a 70X LTWEESHR (EFkExy
J—JDHM). $LVI—HF—DVRIRATICETVWTRUS—%ERLET,

TR TITF4 T 7R —IE. Secure Private Access —E X2 SaaS F7=ia Web 77U 4 —> 3 > %EM
TREIIHEBRINZ T IV T—oa BEBEOEFa)T4RUS—EDBBEINET, 7TV DEFaUT
< T, BB T I AR) S —IC&>TEESITINET,

TEATTF4TT7IO0EIRIS—IE. RO I3 DO F VA TEHEINET,
« Secure Private Access —EXHh 5D Web, TCP. #7:l13SaaS 7 U r—> 3> odEhR—-—Co1—4

—ICWTBT IV =3 T ORRAPEESINEEE. - Y- IDOT7 TV r—>3> 72T —URAR—X
ICRTRTEEH A

« TV =2 aroRERFF-TTIVRINELIE. THATTA TRV DT I/ R=2ERTBLSICEET
Nima. TTUBUENCHIESNTUW L TH, 22— —RBT7 U ZEHTET EE A
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« Citrix Enterprise Browser £7:l3U E— b7 SUHREY —EXT7 77U =M< &, Citrix Enterprise
Browser 3% 3BEQOEFa U Tr&lllZITVET, CNS5OIY FO—LIE. 517> Mk > THEE!
Ihxd, Citrix Enterprise Browser BEBIT 3 . H—N—d1—H—DBEGER) > —%ZFHEL. Th
S5ORVS—%IZ1TYMIRLET. TDE. 751 7> MMIAKRU T —% Citrix Enterprise Browser T
O—AJILISEBLET,

BHOIL—IILZECBRET VAR S —DFER

120KV —HT, BROTIVEZIIN—IEZERL. SETEFRI—H—FRB I —JI—TICTETERT
VEREGERETIET, CN5DIL—ILid. HTTP/HTTPS 77U/ —> 3> TCP/UDP 77U —> 3> 0
AHIC. IRTLID2ORUS—HNTEBICERTEEY,

Secure Private Access D7 VARV O —IC& D, A—H—FIFA—F—DFNARDAVTFIMIEIVWT
TIIANDT IO CAEBMELISENITETET, I5IC. XOEFaUToFIRZEBMTS T, 7FXIADH)
REIT7 IR EBMCTTEY,

o« VY TR—RADTIER%FIRT S
o ENRIZ IR

o Ay>O— REFIR

e Py 7O—RZEHIRYTS

e UA—H—I—VERR

e F—OF I ZFIRTS

s BEF v /FvZHIlRT 3

NS OFIROFMICOWTIE. MFIAARER Y 7 XFIR) 22B LTIV,
TOERZARIS—Z2RETBHIC. ROAZRIVZRTLTWVWD e ZBEL TSI,

o ID EERAEDRE

s REFHT TVr—>3y

l. 7EX =2 avRAVT, [7OERRIS=]E#IUw oL, [RUS—DE] 27U v I LET,

A There are no access policies configured.

About access policies

Configure policies with one or more conditions to enable context-based secure access to
your applications.

Create policy

MHTOI—FDIRE. [ 72EXRU>— (Access Policies) | ST« VI R=JICIFRI O —HERRS
nNEth, RUS—%ERTRE. CTIC—BRRINE T,
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2. RUS—RERIUS—DOHBAZANNILET,
3.7 r—=>3a>) T, CORIV—%Z2BRATZIBELHZ T TVEREBT IOy b EBIRLET,

4. TCreateRule ) #0U v LT, RUS—DIL—ILZEELET,

Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

p \
‘ Q siswer x DusSutixTusing X (* selectapplication )
\ J

Policy rules

Access policy rules are enforced based on the priority

‘Q Search for arule ‘

Priority Order Rule Name Rule Scope Condition Description Status Action

No rows found

Page 1 of0 10rows v
(0 Enable policy on save
(" canct )
5. L=ILBCI—IOBEEHBENALT. [AA] £V UV ILET,
. Step 1: Rule details
(1) Rule details
Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
e Actions Rule name *
‘ Allow with restrictions ‘
o Summary :
Rule description
I Enable access with restrictions l
'a ™
|:_ Cancel _]
g e

6. I—H—DOERUEBRLET, I—H—£HE I-HF—ICT7FUIT—avADT I L REHFATEHD
PHERHTT. ROVThDEERLET:

e WIFNMI—H—Ta—/LRIZRRINATLVBRBFOVWTIAMNMI—HL. BIRLERXAVIZET SO
—H—FFTIN—TDIDT I EREFHFRINE T,
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e WFNIZH—HBLABWVW-Tar—ILRIZRRIN, BIRLIERAAVICET 22— —FKFTIL—T%
BRLERTOA—Y—FETIN—THT7 o EHFTINET,

Step 2: Conditions
"4 Rule details

Rule Scope
(2) Conditions ) .
Select the rule scope from the following options.
(3) Actions @® User
Applicable to both HTTR/HTTPS and TCP/UDP apps
Machine
e Summary Applicable to only TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain N ‘ ‘ Domain Admins X N

(¥ Add condition

|j: Cancel | I Back | m

7. (AF723Y) AVTEFRAMIESVWTEROZEZEMT 3ICIF. T+ 272Uy o LET,

AVFERAMIEIVWTEGZEBMNT 3. TOEHICAND BENERSTN. Users* A+ o3>V
FRAMR=IODEENE L INBEICOHFRI O —DFEINE T, RFICIEC TROEHEEBBHTIEY,

*REZQO MY TEIEENAUNTNAR ™ T FIVADT IO RGBT ETNA R EIRLET,

o IBBHR—I—Y—NT7TVICTIERALTVWREH CHIBNMEZEIRLET,

o XY NT—UDBH—A—HF—DBTFVICT IR TERIERTEIRMGERY N T—UFRERLET,

¢ FNARARRAFNYF TV I—TTIVT—avICT7IERTREHDICI—HF—F N1 XD @EBLAEITN
RS BVWEGHERRLED,

¢« A—H—YRVRAAT—A—H =TTV T =23 A ADT7 I 2% RMTIHENHZ IRV RAT

HFIVEBERLET,

8. [RN] 20V w I LET,
9. ZFHTHICESVWTERT2XENHBZ 7/ a vz BRLET,
o HTTP/HTTPS 77U 0iB&E. UTZEIRTIT X7,

- PO RA%EHR
- IRt S TT IR BT
- 7Ot XEESR

e

[HIBRIE 7o X% #2IRLT5AIE. 7XVICERT34IRZBIRTIHVENRDHD £,
FIFRDFMICOWVWTIE. TEEAER T IEAGIRA T a>) 28RBL TSIV, el 77
%) E— TSI TRECH. Citrix Secure Browser TR ' ZIEET R HTEET,
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10.

11.

+ TCP/UDP 72X Tlid. UTFZERTT X7,

- PO ER%ZHFH
- PUER%ZER

Rule details

Conditions

Actions

Summary

Step 3: Action

Action for HTTP/HTTPS apps *

Allow access

@ Allow access with restrictions

Deny access

0 selected

Access Settings

Clipboard

Copy

Downlead restriction by file type
Downloads

Insecure content

Keylogging protection
Microphone

Notifications

Paste

Personal data masking
Popups

Printer management

Printing

Screen capture

Upload restriction by file type
Uploads

Watermark

Webcam

Advanced options:

Open in remote browser (7}

Action for TCP/UDP apps *

Allow access

(@ Deny access

View selected only

Current Value
Enabled
Enabled
Multiple options
Enabled
Disabled
Enabled

Ask every time
Ask every time
Enabled
Multiple options
Block

Multiple options
Enabled
Enabled
Multiple options
Enabled
Disabled

Ask every time

Search

Q

HlERREL T[T 2oV v LED,

RAN] 27Uy LET, HE) X—2ICiE. RUS—OFHENRTINES,
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) Step 4: Summary view
4 Rule details

Selected applications for this rule
"4 Conditions

DNS Suffix Testing BitBucket
@) Actions Rule details
Rule name: Allow with restrictions
(4) Summary
Description: Enable access with restrictions
Conditions
User:

Domain Admins

Actions
For HTTP/HTTPS apps: Allow access with restrictions ~ Restrict cliphoard access LTS
For TCP/UDP apps: Deny access

s ™ s ™
| Cancel ) | Back )
N iy N A

RUS—ERBICEZ TEIARIRI Vb

o ERLIERU S —IE [RUS—IL—IL] I avVICRRIN. TIHILETEMCAR>TVET, BEICHL
TIL—IZENCTEIET, L. RUS—ET7I T TICTBICIE Da<Ed 1 20— ILHEHMICH
STWB I ZERBLTLETL,

s T AT RUD—ICRBEIBUABDETOSNET, EHNNSWVEBEEFRDELBD FT, B
JEMAREBVIIL—IILDRIMICTHES N E T, L=l (n) PERINLEZEHC—HRLAVEE. ROIL—IL
(n+1) BFHES M. LEBREKTT,
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Policy rules

Access policy rules are enforced based on the priority

‘ Q Search for arule

Priority Order Rule Mame Rule Scope
1 AllowAccesswithRestriction- User
2 AllowAccess-1 User

BRIBGIOF)IC & B IL—IL O5Fh:

N=IL1ZIL=IN2D22ODI—IZERLIZCRELET.
L=l 12— —AICEIDETHN, L= 2F2—H—BICBIDETHNET, EDE. @ADIL—ILHFHMES
nxd,
W= 1= 2OEANI—FAICEIDETSATWVWBILRELET, COBE. IL—IL 1 DEBEENSHD
£9, L—IL1DEHENBLEINBZ L. IL—IL1IDERIN. L= 2I@FRFyTENET, ENLHIDOHE. IL—
L1 OFHEIFELEEINABVESE. - 22— — AICERAINET,

b

EDIL—ILBHFHESNRWES., 77V —F—IIFEThEEA

MARRERT It XGRS T3>

TRRRIGE 7O R%ZHFA T2 7O arvaBERTZEEIE. EFXFal)To8RZLH8<ed 1 DFRTIBENDH
DET, cN5DEFa2)TaFRIE. SXTLATHLSDLOHEREINTVWEY, EEEIZ. MMOBEAEHOEZEE
L7EDBMLIED TR IETEEH A sEMICOVWTIE, TRIBEEAT7IERGIRA T av) #8B LTS
W

TNARCEDILKTETT14T70€R

A—Y =BT VT —oaVIlTIERTE TSy R T4—L (ENAIWTNARFRIFTRI by AV Ea2—4
=) ICEDVWTHEIRET7IERRU S —%ERT3ICIE. TEHOIL—ILESTHEIGE 7R —D1ER 1 F
IBIZHEV. RDOEEEZITVWET,

 TRF7y T2 &) R=DT, T&HzBIL 20Uy I LET,
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o [FRO by T 1B [ ENTLTNTR] BRIRLET,
« KUS—BEERTLED,

Step 2: Conditions

o Rule details

Rule Scope
(2) Conditions

Select the rule scope from the following options.

@D Actions @® User
Applicable to both HTTR/HTTFS and TCP/UDP apps
Machine
@ Summary Applicable to only TCP/UDP apps
User*
‘ Matches any of AV ‘ aaa.local NS ‘ ‘ admin A
AND
‘ Desktop NS ‘ @

(¥) Add condition

I Cancel I I Back i] m

BICEDLK 7RI T4 TT70€R

BEEI, A—H—DTTVIT—>3 V7 I7EIXLTWBRIBHRICEDWT, 7 TT74 I 7V ERRY S —%&RE
TEEY, Oyr—>ayvid. -7V r—2aVil7IEALTWBREELIEI—Y—Dxy bTO—o0O7
—23rTY. *y bT—VDEMIE. IP7RLRABEAKXLEY TRy b7 RLAZEALTERINE T,

O —>avIicESWTT7ETITFa T70 AR —%2BETBICIE. UTOTEEMZ £ [EHDIL—ILEZED
TATT4 TT7OE2R) > —DER] FIBZFERA LTIV,
e TIZFw 20 &) R—IT, €GB #20V v I LET,
o [(IBBR] FhF[** vy bT—o0Oy5—>3 Y " BERLET,
s BHOTAOT =g FERIERY FT—=o0O5 -3 FRELTVWBRGEEIE. BRI TROWT LD
ZBEIRLET,

- [Rowghhic—H] —HEBRUBEIERY FT—JUBH. T—2R—RITHBRIN TL ZHIBH
MEXIERY bT—IHUBOVTNMNI—BLE T,

- WFNICHD—H LBV HEBMUEXIERy FT—JWUEN T—ERXR—IITHEHB TN TV 3 HIEH
UEFERY FT—IUBL—HL EFE Ao
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- Geo-location 2®#IRT 3. 21— —DEETIP 7V RLZADRET—EZR—XD IP 7 R L X TS
NEd, I—H—DIP 7RLADPRUS—RHOBEICIY Y TTNTWVWBIBE. RUP—DERHINET,
EHA—HLAEVEE. COBINRUS—IEXF v TIN. ROTETT0 TR —DFHEINE T,

- [y b=y —>3 2] TlE. BEOXY NT—oO7—> 3 ERIRTZH. Xy D7 —o04
- aVEERTEEd, HiLLwry bT—oOyr—o a3 EERT3ICIE. [y =207 —> 3
VDR # O Uw o LET,

- Citrix Cloud > Citrix Workspace > 7Vt X > 7H4 54 T 7 0 ANSTHETT4 T7 02 ZH
BMTH L TVWBRZHABLTLLEIV, E5TRVWESIF. OVF—>a Y40 ZEBMTEEE A
I OWTE (74T T 70 REBMCTE1 #BBLTILEIL,

- CitrixCloud a>V—ih 5y D=V DIFREER TR HTIET, %L <. ICitrix Cloud
Ty ET =T DGZEFADIERI ZBRL T T,

) Step 2: Conditions
W@ Rule details

Rule Scope
(2) Conditions ) .
Select the rule scope from the following options.
(3) Actions @® User
Applicable to both HTTP/HTTPS and TCP/UDP apps
Machine
e Summary Applicable to only TCP/UDF apps
User*
‘ Matches any of N ‘ aaa.local A ‘ ‘ admin A4
AND
‘ Network location N ‘ ‘ Matches any of N ‘ ‘ santa_clara N ‘

(@ Create network location

(¥) Add condition

Cancel j'] I Back :] m

e RUY—REZRTLEY,

FNARARIAFVICEIK TR TITF« T 701X

TNARRZAF v 2T ZERLTT U XHH%ZE&EI T3 &£ 512 Secure Private Access H—EXZHETET £ 7,
TNARRZF v RRELBICTNA ROOT A VB HFAEINB . TDOT/NA RIFERE/IFIFEUE LTHETEE
9. ZofE#RIE. Citrix DaaS #—E X & & U Citrix Secure Private Access f—E RICZ2 7 LTREST . TN
A ADREIZBEDVWTOAVTERNTF IR ZRMBIZILDICERINET,

TNARRRF v HF—ERDFRICOVTI. TTNARRZF vy 2BRBRLTIEETL,
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FNAZARRAFwICBRDWTCTE T T4 TT70ERRIS—%RET BRI TEROIL—IILESTCTELTT1 T 70
TZRI S —DER) OFIRICHEV . MTOEEZMRET,
o [ZRF7 v 20 &) R=DT, T&MHZEM 20Uy LFET,
s ROYTEIIAZa—D5 [TAARARIFvFrvy] & HER] ZBRLET,
s NAZLBZTIZROVWTNDODEEANALET:
- EEUL-ERT N RA
- JEEEML-EEHLT N R
A
FNA ZADER T OEXUE. KIFLHALIZOLRLAZER. DFDBEXFE2AXF (Compliant). JE#

#L (Compliant) TAATBIUENHD 7. 5 LAVNE TN RARRF vy RUS—HERLILES
DICHEEL EE A

Step 2: Conditions

o Rule details

Rule Scope

@:) Conditions ) .
Select the rule scope from the following options.

@) Actions @ User
Applicable to both HTTP/HTTPS and TCP/UDP apps
(O Machine
(3) summary Applicable to only TCP/UDP apps
User*
‘ Matches any of N ‘ aaa.local AV ‘ ‘ admin S ‘
AND
‘ Device posture check ™ ‘ ‘ Matches all of NS ‘ ‘ Compliant N ‘ @

@ Add condition

./.- -.\1 r/ i -.\\'.
| Cancel ) l Back |
. S A S

A—H—VRIVRAFICEDILKTETT1«TT7IER

BE:

C OiEEIE. BBEN Security Analytics TV 41 MLXY b EFE > TVRBEICOAMERTEE T,
A—HY—-URIRA7IF. RERNOI—H—TFITETAICEET RV RV Z2HTZHORATI VI RT

LTY, URIVEEREE. BbLWEBONZ I -7 TrET o, BBICEFaV T LOBRZS X 5 A6
MDHZA—HF—T I T ETAICEIDETONE T, URIVERIZ I—F—DITHNEEN SRR LI SICH
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VA—SNhET, EVRXIEEICE. 1 2ULEOVRVBRZEEMIZCHTIET, CN5OURITERIE
A—H—ARVOERBEDEEZHMITIDIKRILEE T, VRIVEBZECENICEETZ U AJERIE. 21— —0D
DRIZAT7ZRELEFT. URIRAATZIEERNICHETN. 7723 e VRIIAAT7OEHMOMICIFELEN H
DEd, sFL I TCitrix 2—H—1 X TE1E] 28BLTLEIL,

DROZRAT7ZEBCERET /LIRS —ZRETBICE. UTFTOEBEZMACERDIL—IILzETCERET It
ARV —DEEFIEZERAL TET WL,

o TXF w2 %) R—IT. T&G%=EM 20V v I LET,
o [A—H—URVRAT] #FIRL. RICURVEGEEIRLET,
- CASH—EZXDSEELETUEY vE2Y

* £ 1-69
* S50 7L 70-89

*

DZIZOA7H0DHE. VAILANIL HE) CIFRAEThEE A

- LEVEOESR

* REDKREZV. FLIFEFLVL
* REDNPIVHFELWL

- BEDEH

* SO

Step 2: Conditions
o Rule details

Rule Scope

(2) Conditions ) .
Select the rule scope from the following options.

(3) Actions @ User
Applicable to both HTTR/HTTFES and TCF/UDF apps
(O Machine
@ Summary Applicable to only TCR/UDP apps
User*
‘ Matches any of N ‘ ‘ aaa.local A ‘ ‘ admin A4
AND
‘ User risk score N ‘ ‘ LOW (0-69) NS ‘ e

(%) Add condition

| Cancel :] Back | m
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FCEERAIDESELBHEZEMRTBIHDIL—bT—TIL

October 21,2024

Citrix Secure Private Access H—EXDT7 74— 3>y RXA Ve ERT2 . BEIX. 77U —>3
VOBBERXAVEARIZ T TIZA T AZN L TIMBEIEATICIN —FT o T TEBZLSICTRIL—T1 >0
REETSENTEET,

BEENMNSaaS 77V AL Web 77V OBATEICEER XMV ZBRLTWVWSE LET, ftrxid. Okta ht
Salesforce (SaaS 7 7V) r Jira (W% Web 77V) o@mA®D SAMLIAP TH3H4a. EBEREADT7 T DHE
BMCEERXI>e LT *.0kta.com%Z#BETIHHBDET, CNICEDBREDREL. TR 2—H—(F
—EMDOBRVEEZRERTDZICICBDET, COVFUFTIE. EBERFBEHICNLT. cnNs507 05— 3
VEARVZ T TSAT U RZN LTINBERIZABICIL—T 1 > ITTE3ODIL—ILEERZTETET,

= bT—=TILORHEA

BEEI. FST70v T JO—ZERIBDFHECKRLT. PIVICHLTRDIL—F 21 T2EHRTITET,

s AE-TOFSENANR - RXALY bSTqv0ld ARIEZ T IS4 TV ATEBRINTZEZD Web 7
aOx>%# /N1 /XA LT, Citrix Cloud Connector #/ L TIL—F« TN E T,

o ARV ABADHE - 7 TVIEIMNBICHD FTH. ST w I ARIRZ T TSA47 Z AL THMNR=
W D —JIZRNZRELBD £7,

e HME-bST v IRERETIVE—XY MIRNET,

AR

e L—FIVHRUER PTUTEBRINTVREFaUTr RUS—ICRBEE5XFHA,

s BEEENIL—F T-TIADIY NI ZERTZ 20D BWET. FLIEMISTET7TULNERLE
CEDICHEL TV RWVWETIE. EBERIY NV ZHRT20TIRAS, BICEMICTS LA TER
ER

o 77U OBEICEEL. BEDBEEDOIRNTOIARIZ 7T TV RUF SSOREZBISLET, M
pild. FEDT 71D SSO REIF) Y — ADSRICBEMITOSN TV R LT,

XA VIL— bR

Secure Private Access AV —ILDXA Y =T 4 VT F=TI (BRE> 7 IVTr—>3> RXA V) IE. TR
TOT7 )= a3 TEBRINIER AN VICETRZIRTOFMZIREIZIRTFERDA Yy a7 R— R T, Th
EEALT. FEDR XA VDRDIBEREZRTTITEI,
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test_comment

test_comment

aaApAaAsd
ONONONONONONS,

XAV N—hk T=TN%ZFEBTIL. FRORAXAAVOROEREZERTETET,
« FQDN/IP: b5 71w o L—FT 1 7 OREE%#EH TS FQDN £l IP 7R L X,
o« AT TTUDEE, 77 DEBMEHIERL - WER. REF-TOF S Z/N1 /N8R £ IMB,
BE:
BEaDHZBEIE. T—TIHOENETNOTICEET7 A IVHRRINE T, MEZHAT 31013, BEER

SAREOTAAE IV IL. X1 T—TIUADST7TDORBETETIHELNDHD £7,

o VY —XDHA: 21T RBDIL—T 4« 2T DIV —RDIFFATT, VY —XDJEAAEID H TSN TLEL
BEIF. FNENOTF IO TYY—IXDBH FUCEABFEO 7 AVAREINE T, PAIAVICNIR%E
EhEZr. ROXYyE—IHBRFINET,

DY —XDBFAHRREDODDD FtHA. UV —XDBEAH D FODN ICBEEMITSNTVWBR 2 ERBLET,

¢ AT—RAXAT—=RARFD LTI Ay FEFERTZ . 7TVEHBRESTICIL—F IV NJDIL—+%
EMCTRENTEET, MILAAYTFEATICTRE. IL— MANDIEHICED FHA. . RIS
—¥9 3% FQDN B ZEEY 2558, BEEBEIIEVELIIENICTZIL— L ERBIRTE XY,

o AXV ks OXY B HBBEIEIRTLET,

s FULAVIRETAAVIE VY —RADGMREEMLED. L—b IV FJOBEZEBELLD TBDHIC
FRINE T, BIBR7 1OV — b ZHIRT B OHICFERAINE T,

gy |l Pl 2

FIVr—oay RAAY 7=TINDIZN=a3 > % FRLT 7TUOBRBRICIL—Ta VT DREZTSC
M TEE Y, Citrix Secure Private Access t—E XD I1—#— « >4 —7 = 2D App Connectivity &~
OV THERTEZIZ -t T7—T I,

S —FF=TNICI—+ZEMT B

Citrix Secure Private Access H—E RIC7 U REBMT 3 FIBIE. KD 2 2OEFEXFEVT, FEY I H—EX
ELTOY I b7 77VDHR—b BLXO T VEZ—TS54 X Web 77U DHHR—F THEEINTWEFIBE
BLTY,.
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1. ROFIEZRITLET:

s TUTL—+EERLET,

s TTUDFMENNILE T,

s BEICDL T, BUSIhTctEFa )T OFMAZEIRLET,
s BEICWLT. YU FAUF DR EZEIRLES,

2. PIVEGEIVYILET, -FFVTr—23Y RAAMY T=TIDOIZN=U3VEFERALT 77U
BEPICIL—T o YT DREZITOIENTEEY,

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N ‘ aaa2 N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N ‘ aaa?2 AV [+]

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

o RXAYI RXAVHICIE WEDTFUD 1 DULEDITHREFEINE T, RADITICIZ. BEENT
T OFMAZEEMT 2L FICANALEEBROT 7 URLBRRENE T, tOITIETRT, 77U DFH
HZEBIMTBLEIICANTNEEERATYTY, 7FVD URL EBER X7 UHELHEIF. 11TIC
RRTIhET,

SAML SSO A IRE N TWLWBIFE. 1171 SAML 75— 3> URL AARRSINF T,

o AA T RODVWTNADA T a > EERLET,
- RE-TOFSENANR - RXAY 3T v P ARV EZ T TS5 T7 A TERSINIER
@ Web 7O % /N1 /XX LT, Citrix Cloud Connector #/Y L TIL—F 1 I ENET,
- ARV ZBBEORAI -7 FVIEIMNBICHD EITH. bZ 70w o3ARIR TTSA4T7 VX2 BH
LTHMBRY D =D ICRNZRELHD £7,
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- M-+ T v VREEI -y MIRNET,
e UY—XOBFA TS ORBEL LT MRS 2BRTIEBFNICANAIIE T, oV Y —IXD5MH
PREREZEIFEEL T,
o AXRVRATTSATVRADAT—RRA: 7TUDRA T LT TAZ BRI B, VY —RDBFrE
EHICEFMICANINE T,

RV T TV b

October 21,2024

Secure Private Access AT EINTVWAWT TV Tr—>a3 > (1Y RSy R ERiEr2—2y 1) 1. TE&
BWeb 1 by ERAINET, TIHIWELTIE. PTITr—2a> e702RRIS—RT7 T Ir—o g oot
LTHER TN TLAWES. Secure Private Access IFTRTDI Y bRy EWeb 7 PUr—>a>A070+¢
AZEBFLET,

TZUBBREINTULWEVWZOMDIRTOA > Z—%y b URL £fid SaaS 77U r—> 3> oiga. EEBEIG
BEIOVY—ILOEKE > KERBD Web t1 b 27 %R L T, Citrix Enterprise Browser @D 7 7t X =&
AFIFEETEET, BEER. J5UFR—IAOKBEMHLS OIS, 7V/ER%EUE—F TS558 (RBI) 1B
BICUAALOIMTRHTEET, BEEENURLZRBIHIZUAAL I FTBELSICHREL TWVWBREHETIF. RD
ToO aAaVvHREELET,

1. Secure Private Access IF R X1 > =L £7,
2. Citrix Enterprise Browser iZZf15® URL % Secure Private Access IZEX DR L 9,
3. Secure Private Access i&. ThH5D URLZ U E— b TSUHHEET—ERICUAAL I FLET,

*.example.comBrOTAIRA—REFEALT. ZOWeb H 1 FRODITRTDORAIVEZDRATI VA
DIRTOR=IADT I REFHTITEY,

AR
77 # )Lk Tl&. Citrix Enterprise Browser @B TIARTOA > 2 —+w k URL £721& SaaS 77U A D
TOEREHATBELIICERESNTVET,

ERBAIV T T A bOLAEA

1. URL A Citrix #¥—EX URL TH2HhES5H = Hlkd 370, URLBMF v IDERTINET,

2. ®Z. URLBFzwvoIh. T4 —TF514 X Web £7:1d SaaS 77U ® URL TH 3 H S HH¥IliIh
9,

3. RiZ. URLAFzvodh, JOvoShimURL & LTHAMINEZ D REBRTIUH vy avicUL1
LY +T2REDHBZH. FRIEFURLADTIVERZHFATE3HDFIShE S,
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ROMIF. TR A—HF-Dr5T70rvID0T70—ZHALTWVWET,

Redirected sites

Remote Browser
Isolation service

Allowed sites or
Web filtering Published apps (without

configuration 3" party SWG)
Secure Private Access evaluation

s %
)
2

Web filtering Allowed sites (with Internet

g 3 party SWG)
A - T

1
1
: Blocked sites -
1
1

Redirected sites 3rd Party
_______________ SWG

VDOIZXMPRETBZE. ROFTyIHERTIN. WIKTET7 72 aVBRITENET,
1. UJIZRMEZA—NILFFRIU R he—BL TV ETH?
a) —HIBBA. I—Y—IFBERINI Web ¥ M7 I/EXTEET,
b) —®L#BWVEAIE. Web YA FOUXMFTVIINET,
2. DOTR MR SN Web 1 b DR =KL FTH?
a) —BLIBE. ROV —FT Y RCE>TT IV a Vv RESNET,
i. 2k
ii. V&1L I K
iii. A

b) —®LAWESEIK. T7A4ILLDT7I 3> (ALLOW) BRI NET. T4 DT I 3 VI E
BETIZHA

FaShTWAWI T THA bDIL—ILZRET S

1. Secure Private Access >V —ILT. RE>FXxFRBD Web rr rE=o U w I LET,
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Secure Private Access » Settings » Unsanctioned Websites

Application Domain
Manage user access to websites not configured in SPA
Global Configuration

i

Timeouts Default Website Traffic Settings @

@ Allow all users to visit unsanctioned websites
Unsanctioned Websites

T

() Block all users from accessing unsanctioned websites

Web filtering is enabled

@

o Web 74 )LE) Y TH#EEIET 7 4L b TEMICAESTED, HFATNTLVAREVWITRTOT VY EZ—FY +

URLADT7 I IANFRAITNE T,
¢« BEZ INTOI—HF—AHFT TN TWLERL Web H - ~ZT

JE2FT230TOVT ICEETB L.

ITARTOI—H—IZx3 L T Citrix Enterprise Browser @D 1 >4 —%wv k URLADT7 I IHMT

Ay oanEd,

1[I — ) o # 8] (/en-us/citrix-secure-private-access/media/spa-enable-

website-list-filtering.png)

BEO® URL 27 0y s Enf Web #+4 b, FAI T Web 1 FIZBML %
b, UE-—-F SO SBUIMICUAASAL Y NLED T BT BE
FETBH5CHTEZF T,

73
®» URL 0 R E = &
ES

e ZIF. TIRTO B URL N~ 7 U &
T. HEDA >4 —%v +k URL N 7
FIEICHR W FE T,

) kT 7Oy L TWL

A% T 7
JE2ADHZEZHFT T BHBEIFE. RO

1. *»*sFa Ik Web 1 b*x 2T %250 v o L. **xWeb # « ~ O FF Al **x%
720y oL & T,

1. TOtZ’&EﬁFEJ? Web ﬂ"fh@ FLZ2ZzBMLET,. DI HA1Eh
DT RLZRZFHTEMYT % H. 714 0T RLRZEET CSV 7 7
1TILZEFrF>vYd 72F FD‘y??é;th"C%i?o

1. **xURL o B M**x #2o U v o L. **xFRE*x*xZ I Uy L FT,

URL BfFa T hic Web #41 b X MICEBMI N F 7,

AR

Ao Remote Browser Isolation Standard 4 —E X DR (484) I&. T 7 =)L b TER 5,000 BRI

A EhET, THICRVEBERYTZICIE. €EFXa7 I505 7

RAY Ny OZBANTBZHBEDHD &

o VE—F TSSO 74V L—2a3 Yy H—EXRDFERRREZEFTIT XY, FLIF ROMEYIZESR

LTLREL

+ Remote Browser Isolation #EEH L VEIRT S
e UE—+TTUHDE
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ATEE

dA—H—hSaaS 7 FIVIC 7oA TERWVWES. Citrix Enterprise Browser "5 7 U r—> a > i@ d 5 C
CIEFTEFEH AL 7= L. Citrix Enterprise Browser IZ URL ZBIEANNT R T, ZFIVICT VR TESH
MDD £,

e RUS—IZ&>TTF7FUADT I EZABETINIIEE. Web T 1 L2 U > BENBMICHE>TWVB &,
TIUr—=>3>oURLATOy Y UXMIBMEhET. Chick D, Citrix Enterprise Browser #2H
M URLEZENMZMDOT. FIVICTIEALLS T RHAADITRTIOAYIINET,

o RABDTTUDBE. L—FT 1 YIPBRINTVRIBAETEH. TNSDT7TUADTIERIFERTINE
T, Web 71 L2 YT BENEMICE>TVLSRHEE. RAFET7 VO URLIZTOY S UX MIEME .
TR RARITHABHLEINE T,

ADFS ¥ Secure Private Access D%&

January 9, 2024

ERIL—ILE ERNA TS0 Z2RBZBEROFNZHET B DICBETY, EXRIL—ILIE. EXRIL-LOERTT
Ot XRICBERIO—ZNRAEIIAXTBEHDICHHEATIET, L —LICDVWTHEHL I Microsoft d k¥ 2
AV EEBRLTIEEL,

Citrix Secure Private Access "5 DERZZITAND L S5IC ADFS #RE T BICIE. ROFIEERTTIHED
HHEJ,

1. ADFS ICERFONT 4 —DEfFEEZEBML £,
2. Citrix Secure Private Access T7 UM %ERTLE S,

ADFS (7 L—LZ7ONAH —DEFEZIEMNT 2

1. ADFS BBV —IILz@EE &9, [ADFS] > [E8EEE] > [/ L —L7ONA 2 DfE8E] ICBBL £7,

a) AVV YOI LT. [BERTONIHDOEERZBM] #BIRL 7,
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Welcome to the Add Claims Provider Trust Wizard

This wizard will help you add a new claims provider trust to the AD FS configuration database. Claims
providers issue claims about a user in a security token for a particular transaction.

provider and consumes the claims that it issues. You can define acceptance transform nules for issuing claims
to the relying party after you complete the wizard.

|<Previous|| Start || Cancel |

b) ADFSAD 7z FL—>avIicERAINS 7S — 3% Secure Private Access IZiBIIL £ 9,
%L <&, TCitrix Secure Private Access TO 7 7B #BBLTLIET L,

pas

FIT7TUZEBML. 77U T5—>3> D SSORELI>a>ns SAML X TF—2T7 7141V Zz4Y

YO—RL. X27—27714)L% ADFSIC1 Y R—btLZET,
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Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this claims provider:
) Import data about the claims provider published online or on a local network

Use this option to import the necessary data and certificates from a claims provider organization that
publishes its federation metadata online or on a local networlk.

Federation metadata address (host name or URL):

Example: fs fabrikam com or hitps://s fabrikam com/

(® Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:
|E:\Users\Administrator\Downloads \idp_metadata (1)l | | Browse..

) Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

| <Previous || Ned> || Cancel |

a) VL—L7ONAE—DEEOEMEZRT $3FIEEZRT LEY, ERZONA L —DEEOBMNH T
TI3L. BERIL-INZHEET DV Y RUHBRRINET,
b) [ZfEERZLHR] ZEAL TERIL—IILEEBMLEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 226



Citrix Secure Private Access

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

|Transfunna'| Incoming Claim

vl

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited. For more information on the sources of incoming

|<Pnev|ous|| Next > || Cancel

C) ROMICRTLSIC. BEETZTTLET, ADFS AU L —LZZIFANNBIESIE. Zh5DIL—
L%EFERAL. NS LT Secure Private Access TSSO H8EL 9,
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the

outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

|nameid to email

Rule template: Transform an Incoming Claim

Incoming claim type: [Name ID v|
Incoming name ID format: [Emai v/
Outgoing claim type: v]
QOutgoing name 1D format: ’thpeclied vl

®) Pass through all claim values
) Replace an incoming claim value with a different outgoing claim value

Incoming claim value: |

Outgoing claim value: [

O Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail suffoc: |

Example: fabrikam.com

[ <Previous | |

ZhnT. ADFS »* SAML B o Citrix Secure Private Access #5883 3 LS ICR > C EHRBT3ERIONA

H—DEENIEBRINE LT,

JL—L7ONAZDIERE ID

BIMLEYIL—L7ONAA—DEHEID#EZZEHE T, ZD ID . Citrix Secure Private Access T7 U %

BT 3HICHETT,
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Monitoing |  |dentifiers

Endpoints

MNotes

Advanced

Certificates

Encryption

Specify the :-iaplaynm and identifier for this claims provider trust.
Display name:

Fitrix Secure Workspace Access

hitps://citric com,/9a9sxOijvihg

Example: https://fs fabrikam com/adfs/services/trust

N—T 1 HBRIFDIL—

SaaS 7 7UNL ST TICADFS ZFR L TR INTVWBIBEIE. ZOF7 FTVUICHBEEELN T TISEMIATLWSH
ERHDOET, ZDID . Citrix Secure Private Access T7 ) #tEH T 3BBICHETT,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

229



Citrix Secure Private Access

Endpoints | Proxy Endpoints | Notes | Advanced
Identfiers | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.
Display name:
Lervice now

Example: https:/As.contoso.com/adfs/services/rust
Relying party identifiers:

https://dev98714 service-now.com
servicenow

IdP a7 O0—TU L —REEBMICT S

RelayState i SAML 7O QL DN A =2 =T, A—H—HH1 21> L GEAZSINREDO 7z TL—> 3>
—N—ICEEINRBICTIVEIIBIRED )Y —X=HAT B DICERINES. RelayState H* ADFS TH#
ICHE>TUWEWMER, I—H—RENZHBBEETEZ VY —XTAONA I —ICH L TR L BICTS—HRIINFE
¥o
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ADFS 2.0 Tid. RelayState 4 R— r =M T 23EH SO 5 L KB2681584 (BH 7O 5 LoO—ILT v
2) £7/1& KB2790338 (B 7O/ S LDO—ILT v F3) E#A VA L—=ITEIHBENRHD £, ADFS3.0 ICIF
RelayState 4 R— FHEARAENTWE T, EBE50DHED. RelayState #EMICTIHRENHD £,

ADFS #—/\—T RelayState /X5 X—%2—%B%IC T 5Tl

1. 971V ZREET,

« ADFS 2.0 @B & 1E. X ERICKRD 7 7 1 L% AN L % §:%systemroot%) inetpub\ adfs\ s\
web.config

« ADFS3.0 0B & . X ERICKD 7 7 1 L% N7 L F 9:%systemroot%\ ADFS\ Mi-
crosoft.IdentityServer.serviceHost.exe.config

2. Microsoft.IdentityServerWeb £ > 3> T, &d & 5I(C userelyStateForidplnitiatedSignon 017%
BiML. EEZREFELET,
<microsoft.identityServer.web> ... <useRelayStateForIdpInitiatedSignOn
enabled="true"/> ...</microsoft.identityServer.web>

« ADFS 2.0 0i#5&1&. IISReset #ETLTCIISZHEBL T,

3. 55075y k7 +—LTH. Active Directory 7z FL—>a>H—EX%2BEBL %, (adfssrv
)service.
7 Windows 2016 #7zid Windows 10 #fER L TW3H &Ik, XD PowerShell av> kEFERALTH
MICLET,
Set-AdfsProperties -EnableRelayStateForIdpInitiatedSignOn $true

O RADY »%- https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties?v

iew=winl10-ps

Citrix Secure Private Access TO 7 7 ) &5

IdP RS 7 O— £ /I3 SP R O—%BETET £ 7, Citrix Secure Private Access T IdP F7:12 SP #9149 3
JO—%#ERIT3FIEIRCTTH. SPHEBTZ 7O0-DiHEE. Ul T FEESh7URLEZERHLT7Z7 U EE
93 (SPHMR)] FTvIRYIREFVIITEIHELRHBDET,

IdP B -7 o—

1. PRI O—%2REIB LS. ROLSICHRELET,

o [77UURL]—77 URLIZROFEREZFERLFT,
https://<adfs fgdn>/adfs/ls/idpinitiatedsignon.aspx?LoginToRP
=<rp 1id>&RedirectToldentityProvider=<idp id>
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+ ADFS =21&#i&—ADFS v 7 v 7D FQDN,

* RPID: RPID &, UL —HEZHOEEHISHIFTESIDTY, Chid. UL—N—FTrH#HBFLREL
T3, ENAURLTHNE. URLT>OA—FTr YV IDEELFT,

« IDPID—IdPID i&. L —L7ONA 4 —DEEID AL TY, TNHMURL THhiE. URLT>O
— T VIO RELET,
fl: https://adfsl.workspacesecurity.com/adfs/ls/idpinitiatedsignon.aspx?LoginToRP=ht

tps%3A%2F%2Fdev98714.service-now.com&RedirectToldentityProvider=https%3A%?2
F%2Fcitrix.com%2F9a9sx0ijvihq

2. SAML SSO #£7E.

ADFS #—N—DF 7 # )L MERRDL D TT, WINHDIEEEELBAEIE. ADFS H—N—DXE2F
—SNSELMEZRIELET, ADFSH—N—DTTFL—>avXEF =4k ZOTTFL—2arX
2F—BIYRAAY FIEHIYO—KTEET, TOLY KAAY ME. ADFS>H—E 2> T KA
Y EHSHEBTEET,

o 7H—>3 > URL-https://<adfs fqgdn>/adfs/ls/

e JL—RE: IdPABBLAEZ7O0—-TIE UL—RXF—FHEETY, TNEELKHEBET
BIC1F. TOUYUICHR>TLET W https://docs.microsoft.com/en-us/
previous-versions/windows/it-pro/windows-server-2008-R2-and
-2008/jj127245(v=ws.10)

fl: RPID=https%3A%2FDEV98714.service-now.com&relayState=https%3a%2FDEV98714.service-
now.com%?2F

o F—F1sIYRX—http://<adfsfqdn>/adfs/services/trust

e ZDfthd SAMLSSO BB EICDOWVW T ROMEBRBL T LIV, #L <IE. Thttps:
//docs.citrix.com/en-us/citrix-secure-private-access/service/support-saas-apps.htmli
zBRLTIETV
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Which single sign on type would you like to use for your SaasS app setup?

SAML Don't use 550

o

What does this form do?

W

Assertion This form generates the XML needed for the application’s SAML request.

https://adfsl.workspacesecurity.com/adfs/ls/ Winre do I find tha information this form nasds?

The application you're integrating with should have its own documentation on using 5/

RPID=https%3A%2F%2FdevoB714 service-now.c SAML Metadata

Provide this metadata to your Service Provider (application)

http//adfsl.workspacesecurity.com/adfs/servic https://ctxaccess mgmt.netscalergatewaydeyv.net/idp/sami/9a9sxOijvihg/ab2f73ed-5fa;
; ° pv Login URL
Email Address
https://app.ctxanetscalergatewaydev.net/ngs/9a9sxOijvihg/saml/login?APPID=4b2f73e
) v
Email

Certificate

Launch the app using the specified URL (SP initiated) : v
PEM

Advanced attributes (optional)

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in the SaaS vendor.
v ! v

Add another attribute

3. TV EREFEL, A—HF—IIHTRIS1TLET,

SPRtsEnT7O—

SPHB7ZO—0B&IE. [IDPHEBEIO-] /o3> TRy IF v INREZBRLET. I5IC. [BELE
URL (SP 33%8) 2R L TT7 7V ZRENT 3] Fz v IRV I XA VICLET,

August 26, 2024

CDRETIF EPRRLEODBRBREEZA L) —IZT5 M TETEL 512, EREEHIICBEIES 13 Secure Private
Access H—EXDHEEEICDWVWTHEFICEBML 9, Citrix TIEEFHROEARRE 71— RNvIZFTvI LT,
EHWEZHET 2D ESHZHMLTVE T, BMSETIATIILUED) ) —IATEDZ LA HD. FEEITNDB
BWEED TR TEEFNZIDITTEHD FHA BRTAT7H A VI R—bOFEMIOVWTIE, TGS 7T 7))L
R=—hrRUD—1 28RLTIESIL,

RORIC, MR F /- IXBELETED Secure Private Access —E X DHaexR R L £,
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BEIEARERININ—T 3
LS| > BEIEFEH

Web 7 7FU4s—>a>7 2023%F1A 202310817 H
TEARDI AT L
ZVPN 7022 AH

AFIUR—ZDOWeb 7 2022F12H 202212831 H
IR

FeES—rarotkal) 2022F4A8 2022 6 A 15H
T+ HHEHZHIRY 3

Citrix Gateway 2022F5R8 2022 9H30H
Connector

REFE

I—RT—RICIHL T,
Citrix Enterprise
Browser £7zlg4 1L o
PO REFERALTLRE
TV FMICOWVWT

& "Web 77U 47— 3
DTVIRRADT ATk
LZX VPN 7ot ZXDBELE
IZ2VWTl 28BLTKE
L,

Citrix Enterprise
Browser » 5 ZEICRE %
D%V Web 1 M ZEIR
MICT77ERXTESLS
IZ. Secure Private
Access ® Web #r
COFAE. EBE. FhiF
RBI V&1 Lo S#aEISHE
BIhEzd,

Connector Appliance,
Gateway Connector =
Connector Appliance
ICBIT93IC

. fConnector
Appliance A®
Gateway Connector @
%171 2BRL TS
LY

Web 77U r—>a3>7 02 XBADO 47> LZAVPN 72 ROBELEICDOWVWT

e U477V MLZAVPN 7UERAELIZATTN?

Citrix Secure Private Access 3. ki a2 T BIR%A L THERINRE Web 77U IZ. Web
i+ Workspace (HTML5 @i+ Citrix Workspace 7 7U) #A L T7 7€ X9 38BEIC. CVPNR—Z®D
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TOERFEZERLET,
pEH
95147 LZAVPN 7o RAEIG AET 7 UIC. Web @i+ Workspace (HTMLS @i+ Citrix

Workspace 7 7U) N LTCT7 IR TR BEICOAMEAINE T, BhInictFa )T« HIRNR
ESNTULWAEWTFUOANTOVIINET,

CDEEEEIET 2 DIERETTH?

95147 RLAVPN BEIESA47 > MID URLESF M ZFEALEFTHN. CHICIFERICHEEOBED
BERHEIRLASD D £9, HBEICL>TE Web 7T7UROKED) Y IONEIMISNBL. 7TUT0¢
ZABRMTEZEDBDET, CHIZIYRI—HY—IIIARVIVIDETFICOAND ET, BERICERSD

FIITPOECRIVZARVIVAZREBTZ7-DIC. COHEEZELEL. TaRORBFEOVWTINIBITY
ZIrEBBHLET,

Secure Private Access "SBEINfT7 FUSr— 3 FPOERTARAIYRA—H—ICIFED & S HRELE
HH b EITH?

BkINfcEFa ) T HIRA L TERINT Web 77U Workspace for Web B T7 72X 93 k.
FOFFVr—a>oA077€RETavosnEd,
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