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E cPORRTSTA bTOERTST
> 1Y -EEIVY—
)"
TFa7FS5M4RX— NIPH—EX TCP. UDP 123 B EIHA
cTOERTSTA
>
DNS#—EX TCP. UDP 53 DNS WLy o 7w
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ot

StoreFront

Active Directory

Director

At XY —N—

Microsoft SQL
Server

StoreFront

NetScaler
Gateway
NTP #—¢ X

DNS#—EX

Active Directory

e

TCP. UDP
HTTP. HTTPS

TCP

TCP

TCP

TCP

HTTPS
HTTPS

TCP. UDP
TCP. UDP
TCP. UDP
TCP

TCP

TCP. UDP

88
80. 443

8083

389

636

1433

443
443

123
53
88
389

636

464

B

kerberos

NT A=V REE’
ST a—TF
1 T DRKDT-8
ICTsLo4—xO
TazZy—a vz
)
SAEVAT—2D
INECIBD =D
A AY—/N—
ADBEE
TL—>TF MR
B LDAP (LDAP)
SSL & a LDAP
(LDAPS)
LFXaT7TITAR—
NFPORRTSTA
V-TF—AR—-RBE
&

SREEAREE
NetScaler #—+=
= dA=ILNv o
RrfEIEIHA
DNS vy o7y
kerberos

TL—=—2TFX R
g1 LDAP (LDAP)
SSL #HB o LDAP
(LDAPS)
a—H—HHARTIN
DINRT—REEE
T3IBZLDICTBD*R
17147
Windows :R:E 70
3L
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4T e b &R R—b
EFXa7TI54~R— HTTPS 443
NFORRTSTA
D
NetScaler HTTPS 443
Gateway

NetScaler EF¥a77F514~R— HTTPS 443

Gateway cTPORRTSTA
>
StoreFront HTTPS 443
Web 771U r—2 HTTP. HTTPS 80. 443
E

A—H—FN1R NetScaler HTTPS 443
Gateway

BEREFaXVE

o« REETOT 7 AL,
o FBEHERD S —D4EA.
o NetScaler Ea{r#8H —/\— (SSL) (C SSLEBAZEZ N1V RLE T,

YARAA RSy

October 21,2024

B

AL 7 T —2
EZOLIIES

NetScaler #— o
o dA—=JLI\v 7
TIVr—2 3 R

SEDIREE

Rt 7 IV r—>
3> 05%
BlShiztxa7
TI3AR—=—kTUt
RAT7FVr—23>
A® NetScaler
Gateway &= (K
—~ETFTVT—=2
IVEHICE->TE
BRBBEDHD FT)
IVRI—H¥—FTN
- Z& NetScaler
Gateway EDi@E(E
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Citrix t%a27 7S5AR—bFT7IER-F>TFL IR

FUTLIAT—ER=ZAANDEFa2TBTZAR=-KrTIEX

Secure Private Access # > FL I X F—ER—=RICIE. 7FVT—>a3>y, RUS—, BLUVBEETZT7— LD
—JICETABHRPIEENTVET, FSTINPa—FTo VT TLXMIICEETZBROSEINTVETD,

FTLARIE RS TN a—TFTa T DZHRITFNAEED-H. SERICTEIN. BHBALMRESINEFEA. L
Toht > T SEELRTFHROMBEUEEBLT. EFXa27 FSAR—ETFIOER A VT LIRTFT—ER—-EERT S
MELRHD £,

ABDRr—ZE )T+ TZXLTlE. RD Secure Private Access # > FL T X F—E2ZR—XD#EM T 5,000 21—
F—DERZzNIEBETETE L.

| aA>R—F> | 8|

| | |

| 7Ot v | 1R48 CPUX8 |

| xE1 | 16GB |

v r7—=2[10GBP oy ~T—7 |

| AR FR L= | H1X: 127 GB |

| A | 10PS: 500 |

| M| BAZIL—TFw k: 100

| #RL—F 1 >J > X5 L | Windows Server 2022 |
| SQL Server | SQL Server 2022 CU12 |

| 5000 21— —HEBAFEATZT—2R—2 XR—2 | 5GB|

A=

e XMUwIRE, O ARY DI U—2T Y THEMICHE>TED. OJ OREEBL 7 BEICRES
NTLBEVSHIRICEDVLWTEHINET,

e T7AIETIF OJIF 90 BERFINEFITHA BRINLEREICHRLTRALI00KOOT 1RV RH
REINET. ChHDREIK. Secure Private Access Runtime #—E X ® appsettings.json 7
FAIWLTEATSE, BEBEICGLTEETIET, sHAICOVWTIR. IRV MOV EZRFTIODREE
SRLTIZTW,

BRREY—N—DHADVT

Secure Private Access 7> LI X H—N—DRXT7r—SE Tl FREINZT—ER—XL->TERDF
To T—ER=RIZIETLARIE ST a—TFTa0 VIBRIMMREINE T, T—E2R—IDREEIF. XE.
T4 RAVERE. BLUVEBFONEBICERAINDS CPUDEICLE>TERD T,

REBDRTr—5E )51 FX LdC, 3 DD Secure Private Access 7> 7L XX /— RORO#EM T 5,000 21—
F—DEFZTMETES BRI E LT,
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Citrix t*a7 73AR—F 7OLR-FVTLIX

AVR—x2k %

Ot vt =*8 CPU%4
XE 8GB

v hkT—2 10 R K

AR kLS 7L 271 SSD LRS

1 X:127GB
IOPS: 500
BAZXIL—7v k: 100

ARL—=Fa VIO RT LA Windows Server 2022

a7 TSAR=—NTPIERAZAVR=ILT B

October 21, 2024

BEBTZAR— b TIOEAAYAM=F—F, REZYRT7OY A1 YA—=5— LT, FliE#HE I Citrix
Virtual Apps and Desktops ¥ > X b—5—D—&x LTHBETE £,

Secure Private Access 1 VX F— LB L VBEBT3-ODBERBETHY Y FOEH

+ Secure Private Access 1 VX b—)LF3ICid. O—HIL IS VOBEETHUY CTOTA VT RIHE
hHb £,

« Secure Private Access #z&E 9 5 IZId. Secure Private Access i1 Y X b—JLThTWVWBRT>>oO—
AL IO VEBETHHZ KA1 > 21— —T Secure Private Access EEEA>Y —I)LICH A V1 VT 3%
ELBHBDET,

s LY NTYIHRETITRE. TDA—H—IIRMD Secure Private Access BEEEICHD. thOEEE%RE
MTEBLSICHBDET,

« v ;7w 7&IC Secure Private Access #8129 %1213, Secure Private Access BEBET7HU > bz fE
F LT Secure Private Access EIBO>Y —JLICH A V1 VT RIRERH D £7,

Secure Private Access #-1 > X b—JLT3ICIF. ROFIEZETLET,

1. https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/ #*5 Citrix Virtual Apps
and Desktops @Y 7 bz 7 AU YO—R L. Vs —REEHLET,

2. 1A +=)Lg 385 (Virtual Apps F7-1& Virtual Apps and Desktops) o%ic#H2 [FE] =0 U v
L&Y,
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3. EFX a7 FIAR—F TIOLER 2FHRL. BHOERICR>TI YA M—LZRTLET,

Citrix Virtual Apps and Desktops - Secure Private Access
Core Components
Core Components Location: C:\Program Files\Citrix
Firewall
Summary Eecure.P'ivate Access (Required) o
he software that enables secure access to 5aal apps and internal Web apps
Install
Finish
——————
Back MNext Cancel
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e
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FHHARFIEICOWTIE, MO7 OAVR— 2 bDA YR =)L) LV TOAT VR SAVEFERLEA YA F—IL
EBRBLTIETL,

VA —UHRTTEE. By b7y TOBBIYY — AT T 1L DTS5 51 ¥ kY| EBIICES
ETo LF2T TFIR—F TOLRERET BIE. [#57] 22Uy /LTS

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other seeurity features to protect your data and applications going through the corporate network

FRIRYTDRXEZ— b XZa—ICH Secure Private Access D 3— khw EARFIEINE T (Citrix > Citrix
Secure Private Access).

Bl Citix

& Citrix Secure Private Access

Citrix StorefFront

BEOYY —)LAD SSO

Secure Private Access BI2O> Y —ILICERT 3 7S UHIC Kerberos Bif 2@ 5 c 2bEHLET,
NI, Secure Private Access HEIBERIEICHE Windows :ZB3E (IWA) #EB T 37T,

Kerberos sBiEA R E I N TV ALVEEIL. Secure Private Access BI2O> Y —ILICTIERTB SIS, T5Y
YHEERBRENTTEILSICKDENET,

o BRRBEBREANNT B . HiE Windows B3 (IWA) %1 >3 VB EMICED £,
o BIRIEwRE NI LAEWVIEAIE. Secure Private Access 1 > # > R—IHRARRINEF T,

TFaT7 FIAR—F TIOVELRORELZLSATT BICIF. BEIAVY -T2V VT IHEDNHDES, 1V b
—IIIVERLERAAVICET R —D AV =L >oO0—NIEBEEREZR >TULWRBEIE. €
DA—H—TEFa7 FIAR—bTIEREZRETETEY,

Google Chrome & & Uf Microsoft Edge 7 >V # mi5&. Kerberos ZEMICT 3 ICITRDFIEZETLE T,

l. 12—y b FTF2a>zlHETET,
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2. EFaUTo 2T7EERL. O—AIL AV SRy MY —2EIUYILET,
3.2V IL. EFaT FFAR—FTIOEXURLZEMLFT,

B DT I Secure Private Access 21 X b =L 3BEIE. TIILRA—RZ2ERATZLHTE
¥¥, frezid. "https://*.fabrikam.local" %,

4, WRAZLLRIW=ZT )Y I LET,

5, A—%-FE >0/ 7> T, REOI—HF—BL/NRT— F'CE@JE’JL.DﬁZ!‘/%J%?RL,i?'O

Hiome Share Wi Application Tools

F ntemet Properties

- 4 » ThisPC » Downloads » SPA_installer 35 32
Generd  Sequnty Privacy Content Conneclions Programs  Advanced -
Mame
Duick access
Select a zone to view or change sequrity settings. o . Citrix Recenver and Mug-ing
Documentation
| Downloads +
Support
Interret  Local intranet  Trusted stes n_i::_‘tm Documents + .
Local intranct | Pictures o 6
This zane is for all websites that are es e
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setngs
Security level for this zone o .
Alowed levels for the 2one: Al @) Erabie
Hedium-low &  Enable XSS fiter
- Appropriate for websites an your local re (@) Disable
(nianel) ) Enabie
- = Most content wil be run without prompti
vl.hlh'ndl:h'lﬂmhdlmlnulhtw ¥ Sapwng of Jeva apclets
- Bame as Medum level without prompts () Disable
[ Enable Frotected Mode (requires restarting Inter g Sr:r:
Custom kevel. 1 ﬂmmm
8, Logon
Reget ol zones o () anonymous logon
O mlom:ﬂrnhﬂlm
O Prwwlfwl.neni-lltdnlnvd .
€ »
*Takes effect after you restart your computer
Riesel custom sethngs

Resetior  wecum-on (default)

« Chrome>—oLy bty a>raERT35HEIE.DWORD LY X M) F— Computer\HKEY_LOCAL_MACHINE\SO
ZIER L. % LICRELET,

o« ¥—2JLwhk E—RTKerberos 8% 3R0IC. $RTD Chrome ¢ YR (Y=o Ly k E—RIY
hDT1 Y RIBHEL) 2BRBTIVELNHD X7,

o DTS IHIZDOVTIE. Kerberos SBEEICEET 3RED T S VHD RFa XY FERREL T IETW
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ROFIRE

s REVWTFANR—KTIELRZRET S

» NetScaler Gateway Gateway DR

s TV —a DR

s VIV —=23 DT IRARI S —%ERT B

aAViR—x>k

October 21,2024
LUFiE. 2 TFL I RBRICEITZ2— KRB EF27 F53AR—FFPILAOFEIVR—KXY T,

« StoreFront: - StoreFront 32— —%FEL. 2—F—DTIERXTBTRI by FTeT7 TV r—3>
DRA+T7ZEBELET, StoreFrontic&D. TFRI MY IR 7 FUT—2arAQEILTH—EXTIER
ZA—HY—IRMTD T4 —TFSAXT7TV5—>3 > A7) BRI NENET, £/, 2—F—0DO7
TVr—=a3> IR0V T3y, a—rhy bR, FOMOT—2HBIHLET, ChickD. 2I—H
—HEBDTNA ABT—ERDOH B1REE1TAD LS D £, StoreFront & Secure Private Access
DREEDEMI DV TIE. TStoreFronty #8B LTI,

+ NetScaler Gateway: - NetScaler Gateway &, DI 717V +—ILENLIEE—DRERT
JER R4 bERELET, NetScaler Gateway & Secure Private Access D& DHMICDOWVT
I&. TNetScaler Gateways #8B LTI WL,

« Director: (7> 3>) Director 2EB3 3. SIRMWBN T+ —IVRBERE ST a—Fo o on
AIEEIC# D £9, Director % Secure Private Access £ #& 9 %121, Secure Private Access ICER T
ZHENH S Director t—N—DFQDN D IP 7 R L XZANNTZHEHNHD £9, Director & Secure
Private Access O#& DeEMHIC DWW Tk, TDirector & Secure Private Access O#ia1 #8BL TS
LY

¢ TAEVRY—N— SAEVRAY—N—PE IR T—2%ZNELTHUELET, SR H—/N—
¢ Secure Private Access DFEEDFHMIZDOWTIE. 171> X #—/N—& Secure Private Access D#%i
&1 ZBRLTIZE W,

« Web Studio: Citrix Secure Private Access |& Web Studio >V —LIZGEEThTED. 12— —iF
Web Studio #BL T —LLRAICH—ERICTIERATESZ L SI1CHD £9, Web Studio ¥ @ Secure
Private Access #i& @s4IC DLW TiE. TWeb Studio ¥ @ Secure Private Access #id1 #8BL T

reJ AN
CNEDRIBOFRNNN—2 3 VBHICOVWTIK. TOXTFLES) #8BLTLIEIL,
AR

Director & License Server |&. J1)—2X 2402 LIF%. Secure Private Access &N TWVWE T,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spaop-integratio-with-studio.html
en-us/citrix-secure-private-access/2407/spa-onprem-system-requirements.html
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StoreFront

June 19,2024

Secure Private Access #* StoreFront ¥ #£7F L TW 31545, StoreFront @ Secure Private Access #mi&#1[E]
Ty b Ty I I - RTEBNICITONES,

7=72 L. Secure Private Access % StoreFront t EEITHTLWAWEEIE. BHEDEBREEXFH TITS>HELD
hxEd,

StoreFront ZFETIBR T 3ICIE. ROFIEZRITLE T,

1. Secure Private Access B>V —IL ([RE] > [#&]) »S5XV ) FhELEY>O-RLET,
2. BRETEITIHNENLNH D StoreFront T MJICHIETBZ RV DA >O—RE20Uw o LET,

AovO—REInfozip 77 1ILICIE. BRIV T+ README 771 )L. B&UVEBRIV—>T v TR
JUTEBREENTVWET, 2U—>F7 v FRU1)F & StoreFront & Secure Private Access D #:
ExHIRTIHEICFERATIEY,

3. Roax > REEAL T, PowerShell 64 EY b1 > X2V ADBEBEL LTRIV T+ ERITLET,
./ConfigureStorefront.psl.

o MDNTAXA—ZRIIBEHD £ A

o StoreFront 22 ) 7 +%R179 3ICIE. PowerShell 27U 7 +RIFRU > —% [HIRARL] ik
[INANR] ICRETBREDHD FT,

« StoreFrontreFront #2 S X2 - LTHERINTWVWBIHEE. COXIUTMIEIERZ D
StoreFront H—N\—ICHEEL £7,

StoreFront % Secure Private Access s2E TH#m 9% &. Secure Private Access 754 > D& H* Store-
Front &2 Ul (Delivery Controller 0&B&EH) ICRTINE T,

Citrix Virtual Apps and Desktops Delivery Controller TRIL 77 V4 —> 3 Y I —TREDNERINTWS
&&. StoreFront X4 1) 7 k& Secure Private Access 77 U4 —> a>d I —TREZ BEINICER L £,
FTITHILETIH. SOV T REITANTHOI—H—IC Secure Private Access #8BEL T (2A—HF—<wvEY
JERINFHALTITIVF =3V DRERE > BEEFH) o

HE:

+ Secure Private Access B Ul 54~ > O— K L7 StoreFront 22 U 7~z {EA L T. Secure
Private Access EAIC StoreFront 1 d5 Zc =H8®H L £9, StoreFront 1 Ul 15 Secure
Private Access Z#BR L7aWTL 723 W, Ul IZIF StoreFront THRERERA IR TEENTULARLE
DHTTo BERBRREZINTRTITBICIE. RV T MEZRITTIRENHD £,

« 1 D Secure Private Access #1 k%, #%® StoreFront BB (& L StoStoreFront LD X
k7 £7z1351D StoreFront BEHIRIE) THEM T2 dHTEFET,
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StoreFront (3. [RE] > iG] R—UHSEMTE T,

» Secure Private Access »* StoreFront £ #£%F L TW335&TH. StoreStoreFront @ BENIERLIE [3%
E]> [#E] R—J TIFHKEEL £ A. BENBRIZ. ¥Rt Y b7 v TEICOATHNE T, RER—IH
SHLWR M 7HEBREEBINT %84 . StoreFront X2 U 7 &4 > O0— R LTS3 StoreFront

ROVTRITTEIHEDBDET,

StoreFront N\—> 3> 2.308 LIEION— 3> 2 EFEHALTVWSIEES

StoreFront /X\—> 3> 2308 Laiz A L TWLW3IHE4E. StoreFront E18 Ul ICIZRDEEHDOBEELH D £9,

« Secure Private Access 754+ > &+ 7% XenMobile ¥ LT&RRINFJ,
« Secure Private Access H—/N\—® URL IZRTFINFH Ao
« Secure Private Access R— MFEIC 80 t RRINE T,

Manage Delivery Controllers - alfacqel

Edit Delivery Contraoller

Spec
‘ recor
i Display name: |5E::ure Private Access
Naj Type: ) Citrix Virtual Apps and Desktops
sfd
I . ‘ ) XenApp 6.5
. HEC

‘®) XenMobile (9.0 or lower)

Server: | |

Advanced Settings

U Cenfigure delivery controller communication timeouts and other
! advanced settings using the 'Settings’ dialog.
Cof

Stoy

Settings

]

o [

“oc e

StoreFront \—> 3> 2.3.11 LIERFERLTWVWRES

StoreFront /N\—< 3> 2311 UpETId. Web @it Citrix Workspace ¥ 5 - 7 > k& Secure Private Access
T7URFIEL A, k. Secure Private Access #* Workspace for Web 75w k7 —LT® Secure
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Private Access 7 71 oiEE = HR— b L TLWEWEH T,

NetScaler Gateway

October 21,2024

NetScaler Gateway #mii&. Web/SaaS 77 U4 —> 3> TCP/UDP 77— a>OEATHR— I
TWET, EFa7 751 R—k 77Ut RAIC NetScaler Gateway ZEm L 7= D . BEE®D NetScaler Gateway
HRZEHLZDTEET, ChoDEEXEAT SH1IC. NetScaler 2F+v 7> aw bEfEMT %M. NetScaler
BRZREFETDICZ2HEBHLET,

Web/SaaS & TCP/UDP 7 71U 4r—< 3 > @ NetScaler Gateway BB OZFHMICOWVWTIE. RO REY I ES
BLTLIEEL,

+ Web/SaaS 77U r—> 3 >AIFD NetScaler Gateway #r
« TCP/UDP 77U r—> a3 > A® NetScaler Gateway 1

ICA 7”7t DE#E

Secure Private Access 755« & HR— k9§ 3 OICER £ 7 I3E#H S h iz NetScaler Gateway &, ICA 7
TUDFBECRBICHERTIE T, ZDIFA. Secure Ticket Authority (STA) ##m L. Z11% NetScaler
Gateway ICN1 > RTB3RERHD T,

AR

STA H#—/N\—I%i@%. Citrix Virtual Apps and Desktops BRD—EFT9

FHHICOWTIE. RO MEYIESRBLTLETL,

+ NetScaler Gateway To Secure Ticket Authority D5
« FAQ: Citrix Secure Gateway/NetScaler Gateway %27 F7 v bRHER

AR—bETOERZTDHR—-

} =

P =t

o JOEITaYTREINSERIE. NetScaler Gateway w/N—2 53 >4 14.1-25.56 & D HIDHBEIC
DHBERAINET,

+ NetScaler Gateway @ /N — 2 3 > H* 14.1~2556 LI DB EIE. CLI £/ GUI #FEAL T
NetScaler Gateway T Secure Private Access 7571 > 2 BMICTET 9, #MICODVWT
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I&. TNetScaler Gateway T Secure Private Access 7501 > 2 B#MIZT 31 #8RBL T

LY,

RDON—2 3> TlE. NetScaler Gateway 1340 = BBIMICIXELE T, AX—h 7UEX 2T 2B T B8
ICTF—bDxzA =Ny T PRLAZFEATIHERIHD FEA.

o 13.1~48.47 LIF%
e 14.1~4.42 LIB%

2Y—k 7ot R 271E. Secure Private Access 7551 VEBRDAv A —r LTEININET,

Zn 5o NetScaler N—2 3 > T OEEERBM/EMICT BICIE. FFILns_vpn_enable_spa_onprem
Ffeldns_vpn_disable_spa_onprem##ERAL %Y,

o OV R (FreeBSD > TJL) THIDBZ B3 W TEEXT:
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

o« MDYV R (FreeBSD & xJL) #R{TLT. HTTP O—IL 7Y +EM D SecureBrowse 7 517> k £—
REBHMICLET,

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

o TUERADMEBINIIZARIC 7V ERFIRI R=ZADVHAL Y bZEMCLET,

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

« CDN TRZ I TWS 77 EREIR) R—CE2FERALET,

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page
o EICTBICIE. LAYV FZBERITLEY,
o MDA IO I T O R T BICIE. nsconmsg AV RERTLET,

+ NetScaler Gateway TRY—k 7IEX 25 BRI BICId. TV TF X~ 27 0ERMI 28RBLTE

T,

NetScaler T Secure Private Access 7541 > DREXFRIEFT 3

NetScaler T Secure Private Access 75741 Y DRBREZFRIFT3ICIE. XOFIEERITLET,

1. 77 )L /nsconfig/rc.netscaler =1Em I3 BH L £ 9
2. 77RO AR Y RZEBMLET,
nsapimgr -ys call=ns_vpn_enable_spa_onprem

nsapimgr -ys call=toggle_vpn_enable_securebrowse_client_mode
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nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page
3. 771 ERELET,

NetScaler ZFi#E813 % . Secure Private Access 7541 > DRBREHNEEMISERAINE T,

NetScaler Gateway Tt F a7 FSAR— b T7IECRXTSTA1VEBMITS

NetScaler Gateway 14.1~25.56 L F% T ik, NetScaler Gateway CLI # 7z 1% GUI = A L T. NetScaler
Gateway T Secure Private Access 7571 V2 BMICTET 9. COEMIF. 2407 L DhFiON—V 3>
TERAINTWEz nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem / J7%2EBZ#X
£9,

CLI:
IARYRIAYT T ROOAYVRZANALET:
set vpn parameter -securePrivateAccess ENABLED
GUI:
1. NetScaler Gateway > -/ O0—/\JLs&%E > £/ O0—/V)L NetScaler Gateway :ZREDLEICHEEL £7,

2. [Security] 47%00) v o LET.
3. EXa7 F5AR—F TUOERT. BHEBEIRLET,
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< Global NetScaler Gateway Settings

MNetwork Configuration Client Experience Security Published Applications Remote Desktop PColP

Default Authorization Action®

DENY ~

Secure Browse*

EMABLED v

Client Security Encryption

Smartgroup

Advanced Settings

SameSite

Secure Private Access®

ENABLED

NTVYoF— U TAsAER 7y O—-R$3
INT VU wo F— ko xah Secure Private Access YO UDB5T7 I RATERVEAIF. NTVv I 5¥—boxA
sEBAE % Secure Private Access T —4AR—XIC7 v TO— RT3 HEBHLRHD £7,
NIV = xAHRAER 7y TO—RT3ICIE. ROFIEERITLET,
1. BEEEERT PowerShell 73O >R 7OV 7 D0 Y RU%ZEST £,

2. 7«1 Lo kU% SecurePrivateAccess ¥ >~ X k=)L 7 #JLZ—DOTF D Admin\AdminConfigTool 7 +JL
A—IZEEL 7 (fl: cd “C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”
)

3. ROV RERTLET:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

EER DFIFREIR

+ BEZD NetScaler Gateway 3RV U 7+ FERALTEHRTETE TN 1 DOX I U T TREAN—TEAL
NetScaler BRI EICEET SFHEMEHL H D £7,
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+ NetScaler Gateway TiZ ICA 7OF > % FH LBV TL 723 W, NetScaler Gateway B#ERIh TV
BE. COWEEITEMICARD £T,

« U5 RICEBRINT NetScaler 2R T35BE1E. 2y b —JICEBEMA MBI HDFT, 1L X
& HEDHR— T NetScaler et IV KR—%> FEDBEEHFAILET,

+ NetScaler Gateway T SSO Z B #IC T 3B &k, NetScaler " 7S A R—rIP7RLXEFALT
StoreFront L BlE 2 e ZHBL TLZI W, StoreFront 754 RX—KrIP7RLZXEFERL T,
StoreFront DNS L O— K% NetScaler ICiBINS 3 BRELHZIFELHD £9,

Web/SaaS 7 7) 77— 3 AT D NetScaler Gateway &5}

October 21,2024

Web/SaaS 7 71— 3 > BA® NetScaler Gateway # kT 3 ICid. RDOFIEERITLE I,

1. RFORY )7+ *ns_gateway_secure_access.sh*x #4UYO—-RLTLREETWV, https:
//www.citrix.com/downloads/citrix-secure-private-access/Shell-Script/H 5,

2. ThsoRo )7 h% NetScaler x> >ic7y7O—RLEF, WinSCP 771 £71& SCP Ov > K
EEATEXY, L ziE. *scp ns_gateway_secure_access.sh nsroot@nsalfa.
fabrikam.local:/var/tmp*xTd,

f= ¥ z IE. *scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.
local:/var/tmpx*

EI=H

o —BF—2%RET SICIE. NetScaler o var/tmp 74 WA —%EBTZ e HE8DLET,
e J7MINLFITARTHRESINTVWA 2B LTV, FreeBSD (& CRLF ZH7R—FLTWE
Ao

« —bash: /var/tmp/ns_gateway_secure_access.sh: /bin/sh”M: bad
interpretation: No such file or directoryr\W>IS—MNERFINZHEEIZL
ARDPELL BV EZEKL £, Notepad+t+ BEDV wF THEI N IF s 2—%FEABLTAYY
ThETIRTIET,

1. NetScaler i SSH T##i L. > z)LICHIDE X £9 (NetScaler CLI T Tshellh e AFILFF),
2. Py7O—RLERIV T RERITAIREICLET, ChEfT5IClE. chmod OY Y REFERALET,
chmod +x /var/tmp/ns_gateway_secure_access.sh

3. 7vFO—KRL#&ERZ)F % NetScaler > )L TERITLET,
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gin IP:
i QD

4, Web LU SaaS 77V r—> 3>RS — oo #ERT 3841k, TCPJUDP 77 #4414 74 R
—hEEMCTE NSA—ZICNEANALET,

5. RERNTXA—=FEANNILET, NSAXA—=FZDUZXMIDOWVWTIE, TEHEEHEF) #8BLTLET

ZEEO7 71I)Lx SSLEEFAZEICDWTIE. NetScaler LDBEFEDO U Y —XDEHIZIEE T IHENHD F
ERS

B D NetScaler A< > K (F7 #JL k& var/tmp/ns_gateway_secure_access) ZZTH LW I 7L
BERINET,
AR
Z201) 7 DETHIC. NetScaler & Secure Private Access 75714 O EBMERF T vIINE T,
NetScaler #* Secure Private Access 755741 & HR— kL TWBIFE. XU T MICE D, NetScaler
DHEEDBICED, VY —=IADTIEADFIRINTVWREZIC. AN—F 7O ZTDREOREL
HLWEEBR—IJADUEAI LI MDY R—FINET, AV—F ZTOFMIOVWTIE. TAX—F T72¢
2 BZITDYR—b1 #BRELTETV

/nsconfig/rc.netscaler 7 7 1 JLICR7E I L TW % Secure Private Access 75 4 1 Y #BEIC & D,
NetScaler 0BEBBRLBEMEROCEHTIE T,

! [NetScaler # B 2](/en-us/citrix-secure-private-access/media/spaop-
configure-netscaler2-old.png)

1. NetScaler CLIIZHID & X T. NwF AYYREFAHAL T, HILLW I 71IhS5ERI N NetScaler a<
YRERTLET. L& RIE
batch -fileName /var/tmp/ns_gateway_secure_access -outfile

/var/tmp/ns_gateway_secure_access_output
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NetScaler 37 71 ILH5DATY RE 1 DFDORITLET, AVY RHBRBLIIBEEIF. ROV R %E
HFATLED,

DY —DEETZHEE. FTEEFIE6 TANALIENSA—2D 1 2HAELLAWVES. OV RIFKKT S
AIHEMENL B D £7,

2. IRTOIRYRHPERBICKET LI ZRBLET,

AR

IS—DEELKIBETH. NetScaler i3%h DT Y RERITL. UV —REWDWICIER/EH/ N1 >R

LET. LEED>T NIAXA=FD 1 DHAELLBVWEDICFHLBVWIS—DRE LGS RUD SR
EZPODEILZHEHOLET,

Web & & 0f SaaS 7 7) 0Et7=d NetScaler Gateway #E = E#H 9 3

Bt 77 @ NetScaler Gateway T ns_gateway_secure_access_update.shXo U7 % ERBL T,
Web 771 & SaaS 7 7 DEREEH TE £ 9, 772 L. BEEFEDHEM (NetScaler Gateway N—2 3> 14.1~
442 LIF%R) *FEITEM T BHEIE. T 7))L Iv Y REEB LT, BEF0 NetScaler Gateway 1@z B L &
¥, F7=. NetScaler Gateway R —N—rtwv>a>7ooavRELZEMIIBELRHD £,

=

A=

NetScaler Gateway 14.1~25.56 LIF&ETl&. NetScaler Gateway CLI #7zi% GUI =R L T. NetScaler
Gateway T Secure Private Access 7551 > =BMCTT £, #FAICDWLWTIE. TNetScaler Gateway
T Secure Private Access 7551 > ZBMICT B 28R L T L,

BE7ZD NetScaler Gateway TRV U7 b2 FHL T, €Fa7 F53AR— b 7IEREHR—FT3IHTE
£9, fcfel. ATV TR TRERRDBDIFEMINEE A

« BEED NetScaler Gateway fR#8H —/\—
+ NetScaler Gateway I\ Y RSN EOLY>a>T7ooarvetysayR) o —

ETAICEIVY RERRL. Y— b Iz ABRONY I 7y TEERL TSIV,

NetScaler Gateway k8 —/\—DHRE

BEZ D NetScaler Gateway R#8H —/N—ZBIME L IZEFHTIHEIE. KON XA —ZHAERTNIEICKREIN
TWBIEEBBLTLLETV, 7L OV RICDOVWTIE. BEZD NetScaler Gateway #ix B9 272
DY >TIL ARV FZSRLTETL,

A8 —/N—DIBHN:

o tcp 707 71 JL%: nstcp_default_XA_XD_profile
o« F7OA XY ~E4 7 ICA_STOREFRONT (add vpn vserver O¥ Y RTOHERATEE)
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o icCaFH: AT
R —N—ZFHLET,

o tcp 707 71 JLE: nstcp_default_XA_XD_profile
s icaddH: A7

NetScaler Gateway v > 3>70> 3 V&FE

K

Ty ayr7oravid. Eyviay RIS —&/FH O — b I ARBY—N—ICNAVRENET, Ty a3y
TOIaVEERELEERTIEEIE. RONFA—F—DRERINBICHKESNTVWSI e z@RBLES, T
I AR Y RIZDOWTIE. BEED NetScaler Gateway iz B9 52704 > 7)L AV RESBL TR

T

s FRAVAE—TET I AT
o SSO: #+>

« ssoCredential: 751<V
« MIP %fEF: NS

o« ITP %={ERA: 47

« icaProxy: #7

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - 2o X

7D URLICBSFHMZET, AT7ADNR /Citrix/MyStoreWeb g+ 7> 3>T9,
« UTAT Y FDER: AT
« ntDomain: mydomain.com - SSO IZfEf (# 7> 3>)
s TTAINNGNRIAT V3 A

« authorizationGroup: SecureAccessGroup (DT IL—FTHMERINTWB e 2 BREL TS

W TDFIL—FIE. Secure Private Access BFEDERBRU S —% N1V RTB3OICFERINET)
e VA7 LAVPNE—R: >
« USA47YLRE-RURL TyO—F7 > BBHN
s X2 T TSR BM
« Storefronturl: "https://storefront.mydomain.com"
« sfGatewayAuthType: KX1>

i£7%z D NetScaler Gateway Rz EH I 27O DT> ROF)

RABF—N—%=BM/EHLET,

« add vpn vserver SecureAccess_Gateway SSL 999.999.999.999 443 -

Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -

deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -

authnProfile auth_prof_name -icaOnly OFF
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« set vpn vserver SecureAccess_Gateway -icaOnly OFF
Ty aryrorarvzEMLETD,

« add vpn sessionAction AC_OSspaonprem -transparentInterception
OFF -defaultAuthorizationAction ALLOW -authorizationGroup
SecureAccessGroup -SSO ON -ssoCredential PRIMARY -useMIP NS -
useIIP OFF -icaProxy OFF -wihome "https://storefront.example.
corp/Citrix/SPAWeb"-ClientChoices OFF —-ntDomain example.corp -
clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT -

SecureBrowse ENABLED -storefronturl "https://storefront.example.

corp"-sfGatewayAuthType domain

« add vpn sessionAction AC_WBspaonprem -transparentInterception
OFF -defaultAuthorizationAction ALLOW -authorizationGroup
SecureAccessGroup -SSO ON -ssoCredential PRIMARY -useMIP NS -
useIIP OFF -icaProxy OFF -wihome "https://storefront.example.
corp/Citrix/SPAWeb"-ClientChoices OFF -ntDomain example.corp -
clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT -

SecureBrowse ENABLED -storefronturl "https://storefront.example.

corp"-sfGatewayAuthType domain
Ty arRUS—%BMLET,

« add vpn sessionPolicy PL_OSspaonprem "HTTP.REQ.HEADER(\"User-
Agent\") .CONTAINS(\"CitrixReceiver\")"AC_0OSspaonprem

« add vpn sessionPolicy PL_WBspaonprem "HTTP.REQ.HEADER(\"User-
Agent\") .CONTAINS(\"CitrixReceiver\").NOT && HTTP.REQ.HEADER(\"
User—-Agent\") .CONTAINS(\"plugin\") .NOT"AC_WBspaonprem

tyraryRUS—% VPN REY—N—ICNTVRLET,

« bind vpn vserver SecureAccess_Gateway -policy PL_OSspaonprem -
priority 111 -gotoPriorityExpression NEXT -type REQUEST

« bind vpn vserver SecureAccess_Gateway -policy PL_WBspaonprem -
priority 110 -gotoPriorityExpression NEXT -type REQUEST

Secure Private Access 7541 > % VPN REH—N—ICNTVRLE T,

« bind vpn vserver spaonprem -appController "https://spa.example.
corp"

Ty aryTFToOIavNIA—FOFMIDOWVTIE. vpn-sessionActionEBEB LTI,
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BINEER

X277 F51MR—k 7o ZXAD NetScaler Gateway DFMMICDOWVWTIE. KD REYIEBBLTLEIW

« ICA77) DB

o AN—KT7 U ERBZTDYHR— K

» NetScaler © Secure Private Access 7551 > DREERIFTT S

» NetScaler Gateway TEF a7 TIS5AR— 7O R TS T4 0BT
s NTUwISF—brIzAAEE 7Yy 7O—KFT3

o BERIDOFIREIR

TCP/UDP 77 )/r—< 3 > FA® NetScaler Gateway #5k

October 21,2024

TCP/UDP 77U r—> a > % M 3iCid. TWeb/SaaS 77 7 —< a3 > E® NetScaler Gateway #5 1 T
HATNTWAFIERERATE £, TCP/UDP 77U r—oa > BICA — b1 2 BRI 3ICIE. ROV TED
ITCP/UDP 77U —> a3y B4 TDYR—bEBMIZT S XS X—FIC Y1 EAALT. TCP/UDP #7R—
ZRMCTIHBEDDHD £,

RORIE, TCP/UDP #R— b EMICH>TWS TCPJUDP 77 24 7 HR— b EFMCTE N X—2—%
RLTVWET,

ateway_secure_acces 05.sh
A reAccess_Gateway): spaonprem

a\r FQ [JN ns32205.cgwsanity.net
ing protocol http/https):
: auth\‘q, of
r certificate name:
.net
ype support (Y/N): Y

nfiguration
spaonprem

.cgwsanity.net

ication profile name: authnpr
r certificate name: ns32205

ng SPA Plugin support....

Numbur of PEs runnmg 3

e support setting: nsapimgr_wr.sh -ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

e /var/tmp/ns_gateway_secure_access_output

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 33


https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#compatibility-with-the-ica-apps
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#support-for-smart-access-tags
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#persist-secure-private-access-plug-in-settings-on-netscaler
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#enable-secure-private-access-plug-in-on-netscaler-gateway
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#upload-public-gateway-certificate
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-config#known-limitations
https://docs.citrix.com/ja-jp/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-web-saas-config.html

Citrix £*a27 F3AR—rF7IOER-F2TLIX

TCP/UDP 7 7') Btz NetScaler Gateway #Em %= Efi ¢ %

LEIDON—=23 005 2407 ICBR BT 55513 BRZFHTEM IS Z2680H LI, FMICOVL TR
BEzD NetScaler Gateway Bl EZEHT27cHD XY ROAIESBRB LTIV, £ NetScaler Gateway
REY—N—rtEy>a>T7IoavRECENMTIHEDNHBDET,

NetScaler Gateway R84 —/N\—DRE

BE77 D NetScaler Gateway RIEH —N—ZBIMEX L IEEH T 3HEIE. RONFAXA—EPNERINBICRES N
TWBRIEEBRBLTLEI WV, UL AT RIZDWVWTIE. BE7FD NetScaler Gateway #m % B39 % 7=
DY >TIL AR EEBRBLTLLETWV, 7. NetScaler Gateway RIS —N—r vy a>7ooavlExr
EMTIRELNDHD X,

RAET—/N—DiEfn:

« tcp 707 71 JLA: nstcp_default_XA_XD_profile
o 704X k247 ICA_STOREFRONT (add vpn vserver O3> R TO&AEMTTA)
e iCaDH: F 7T

By —N—ZEHMLET,

« tcp 707 7 JLA: nstcp_default_XA_XD_profile
e iCaDH: F 7T

R —N—D/NZ X —ZOFHMCDWVWTIE, vpn-sessionActionZSB L T /2T L,

NetScaler Gateway v > 3>RS —RE

’,

vy ary7ovavid. vy ary RS =S — Nz REY—N—ICNTIT Y RThEd, Eyday
ToOaAVEERERIIEMRTIEIIE. RONTA—FZ—DERINTEICRESNTWVWE e zHBEBLET, T
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I AR Y RIZDWTIE. BEED NetScaler Gateway 2 B9 270U > )L OAXY RESBL TR
IL, Ffo. NetScaler Gateway R —N—r v 3> 7o aVRELEEMIIBELRHD £7,

« BRAVE—ET IV Ay

o SSO: #>

« ssoCredential: 731<V

« MIP %=f{EFM: NS

o« ITP %={EMA: 47

« icaProxy: #7

« UTA TV DEIR AV

« ntDomain: mydomain.com - SSO IZfEf (# 7> 3>)
e T AINNRIET VT 3 > FFA

e VA JIN—T:2FaT7T7IoERTIN—T

e VA7 > L ZAVPNE—R: 7

e U547V L ZXE—RURL T>I—F+ > EBN
e X aT TSV BH

Btz0 NetScaler Gateway R EZEFHTZ7-HD I > RDF|
PEF=H

BEOEBREFHTEMIIHEIF. ROV RICMZA T, OAY¥ > K nsapimgr_wr.sh -ys
ns_vpn_enable_spa_tcp_udp_apps=3%{#fA L T /nsconfig/rc.netscaler 7 7 1 L2 BT
BDHENBHD XTI,

o Citrix Secure Access R—2DiEGHEHR— L T357=HIC. VPNEY a3y 7o aVEEBMLET,

add vpn sessionAction AC_AG_PLGspaonprem -splitDns BOTH -splitTunnel

ON -transparentInterception ON -defaultAuthorizationAction ALLOW
—authorizationGroup SecureAccessGroup -SSO ON -ssoCredential

PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF -ClientChoices ON -
ntDomain example.corp -clientlessVpnMode OFF -clientlessModeUrlEncoding
TRANSPARENT -SecureBrowse ENABLED

o Citrix Secure Access R—2DiEGiEHR— b T37=0IC. VPNEyI a3y RUS—%EBMLET,

add vpn sessionPolicy PL_AG_PLUGINspaonprem "HTTP.REQ.HEADER
(\"User-Agent\").CONTAINS(\"CitrixReceiver\").NOT && (HTTP.REQ
.HEADER (\"User-Agent\") .CONTAINS (\"plugin\") || HTTP.REQ.HEADER(\"
User—-Agent\") .CONTAINS(\"CitrixSecureAccess\"))"AC_AG_PLGspaonprem

« Citrix Secure Access N—XDIEHGEHR— T 3IC1F. Ty ay KU —% VPN REG—/N—IC/NT
VRLZET,
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bind vpn vserver spaonprem -policy PL_AG_PLUGINspaonprem -priority
105 -gotoPriorityExpression NEXT -type REQUEST

o TCP/UDP R—X DIEGD&EBIGRIAZ 7 R— b 37HIC. HTTP O=IL7T ~ RUS—%BMLE T,
AR

ZOFIEIE. NetScaler Gateway @/N—2 3 2 H 14.1-29.X KD EWVWBEICOABRETT,

“add policy httpCallout SecureAccess_httpCallout_TCP -IPAddress
192.0.2.24 -port 443 -returnType BOOL -httpMethod POST -hostExpr "
\"spa.example.corp\"" -urlStemExpr "\"/secureAccess/authorize\"" -
headers Content-Type("application/json") X-Citrix-SecureAccess-Cache
("dstip="+HTTP.REQ.HEADER("CSIP").VALUE(®)+"&sessid="+aaa.user.
sessionid) -bodyExpr q/"{

"+"\"userName\":\""+aaa.USER.NAME.REGEX_REPLACE (re#\\#,"\\\\",ALL)+"
\","+"\"domain\":\""+aaa.USER.DOMAIN+"\","+"\"customTags\":\""+http
.REQ.HEADER("X-Citrix-AccessSecurity").VALUE(Q)+"\", "+"\"
gatewayAddress\":\"ns224158.example.corp\","+"\"userAgent\":\"
CitrixSecureAccess\","+"\"applicationDomain\":\""+http.REQ.HEADER("
CSHOST") .VALUE(@)+"\","+"\"smartAccessTags\":\""+aaa.user.attribute
("smartaccess_tags")+"\",\"applicationType\":\"ztna\",\"
applicationDetails\":{

\"destinationIp\":\""+HTTP.REQ.HEADER("CSIP").VALUE(®)+"\",\"
destinationPort\":\""+HTTP.REQ.HEADER("PORT").VALUE () +"\",\"
protocol\":\"TCP\" }

}

"/ -scheme https -resultExpr "http.RES.HEADER(\"X-Citrix-SecureAccess-

Decision\").contains(\"ALLOW\")""

- *%192.0.2.24%% |(fSecure Private Access7 3 4 14 Y ®IP7 R L X TT

- **spa.example.corp*x (&. Secure Private Access 73 4 4 > ® FQDN T
3_0

- **ns224158.example.corp*x* 4 — b7 = 1 VPNiR B4 — /N — OFQDNT ¢

» TCP/UDP R—ZX G Y R— T3 DERBRY > —ZEBMLE T,

add authorization policy SECUREACCESS_AUTHORIZATION_TCP "HTTP.REQ
LURL.EQ(\"/cs\")&& HTTP.REQ.HEADER(\"PRTCL\").EQ(\"TCP\")&& sys.
HTTP_CALLOUT (SecureAccess_httpCallout_TCP)"ALLOW

e TCP/UDP R—=XDT7 FUr—>a>uEHR—bT3IC1E SBES L VAR IL—FICERBR) S —%2N1 Y
RLETD,

bind aaa group SecureAccessGroup -policy SECUREACCESS_AUTHORIZATION_TCP
-priority 1010 -gotoPriorityExpression END

o Secure Private Access 7541 > % VPN (RAEBH—N—ICNA1 >V RLET,

bind vpn vserver spaonprem —-appController "https://spa.example.
corp"
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BINEER

tF¥a7 F5MR—k 7o ZAD NetScaler Gateway OFMAICOWVWTIE, KD FEYIESRLTIET L,

o ICA7 7 0Btk

o AN— L7 UEREZTDYR—K

+ NetScaler T Secure Private Access 7571 > DREXRIFT D

» NetScaler Gateway TEF a7 FSAR— 7O R TS TA U EBHICTS
e NTVwOFr—bIzAHBEZTY TO—RT3

o BEFRNOHIREE

AVTFRNET

October 21,2024

Secure Private Access 7571 k. TNAR T Y b Tx—L%0S, 1V =ILTNTVWBY T LT T.
WIENUBERYDI—H—tysay AVTFEINMIETVT, Web /i SaaS 77U r—2ayAndy5+
ANTOER(AR—k 7OER) #RHELET,

BEHIX. OAVTFRNEIE2ECEGETIERA RIS —ICBIMTE XY, Secure Private Access 7541 >
DAVTFRAMIBEDICHJIF, RS- -0t v a>IiZBAINS NetScaler Gateway KU > — (&
v gy, BaisRiE. EPA) O&81TY,

Secure Private Access 7551 iE. AwH—r LT (FHLWLWAS v o), £k Gateway AD =)L\ I %(T
58T AN— b FPOERBTEZETEET, sHAICOVTIE. AVN—F 7O 29 EBBEL TSI,

} =r

A=

+ NetScaler Gateway 14.1-25.x LIB& Tl&. nFactor EPAR > —hHR— TN ET,
+ NetScaler Gateway ®/N\—2 3 > h 14.1-25.x & DEIDHE. NetScaler Gateway TlEo 5> w o
TF—hr U A EFRHR) S —DHZEERTIET,

GUI ZERB L THRE LRI ZENT B

AVTHFRAS ZTZBET BRI ROKEDLBFIEZRITLET,

1 932y 07— b TAEFREER Y > —Z 18l Y %
2. EROBFBER) > —T— bV AREBY—N—ICNA1VRTB

VIO — b T A ERRHR ) S — =BT B

1. NetScaler Gateway > R!) > — > HfieRaE ICBEIL. BMEY U I LET,
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Citrix a7 7S5AR—r 72X -FVTL IR

2. BFEORIVS—ZBRTZD. RIS —DERZEBMLET, CORIS—RIZARXEL ZTDEL LTHER

INEY,

3. UUIR+F7O2aryT, BMZIV I LTTOLavZERLES. COTIL a3 VISERDRYS—T
BRATEEY, LRIE 1207723 y=zFALTTY It RzsHFAL. BOT7oa>vzERALTTY
TREZEBTBEHTIET,

Name*

win10_profile

Action*

ALLOW

Processes to be cancelled

Files to be deleted

Default EPA Group

spaopdev

Create Preauthentication Profile

@

4, BET«—ILRICEHBEANSL. [ER] 20w o LET,
5 RS REFHTANTSED XITr 2 Z2AL TR —DHZERLE T,

Dashboard Configuration Reporting Documentation Downloads

(~ Create Preauthentication Policy

Name*

Windows10 (0)

Request Action®

Expression*

Select N Select N Select e

CLIENT.OS(win10).HOTFIX == EXISTS

ROEIE. Windows 100S #F v U 33 dICER SN > IR ZRLTWE T,
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. [Create] *V/ U woULEY,
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Hhx42 L4524 % NetScaler Gateway (/X1 R$ 3

1. TNetScaler Gateway, > M8 —/N\—) ICBEHL £7,
2. FRIFBEERU S —2NA Y RT3 REY—N—%BRL. HEZIVYILET,
3. RUS—w0>3> T +20Vy I LTRUS—ZNAIVRELET,

4. KU —DFERT. FRIBAR) S —ZFRL. FATOERT VIR 2#ERLE T,

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5. RUP—RB LR > —HEDBTIRMZERL £,

6. [Bind] ZoUv o L&Ed,
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O
» More
Binding Details
Priority*
100
<

CLI ZEB L THRE LRI 28R T

EHRIRHERY > —#ER L TN > R33ICIE. NetScaler CLI TRoY > FIL ARV REEITLET,

+ add aaa preauthenticationaction winl®_prof ALLOW

« add aaa preauthenticationpolicy Windowsl1® "CLIENT.OS(winl@)EXISTS
"winl@_prof

« bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

NetScaler CLI TRDH > )L A< KERITL T, nFactorEPARU > —%#EBR L £,

« add authentication epaAction epaallowact -csecexpr "sys.client_expr
(\"proc_0_notepad.exe\")"-defaultEPAGroup allow_app -quarantineGroup

deny_app
« add authentication Policy epaallow -rule true -action epaallowact

wLOWIOYTFIEZTDEM

1. Secure Private Access BI2O> Y —ILEBRE. (77X RUS=]%#I)vILET,

2. ILWRUS—ZERT 50, BEORVS—ZHELF T,

3. U2 a>T FHEOEMZ Uy oL, AVTFRNZT, IRTU—HZERLT. AVFTFI b+
2TZENDLET (fl: Windows10).
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Secure Private Access 754 1 VISiEEINS EPA 27 ICET 3EE

nFactor EPA R 1) > —T#m I ni- EPA 742> 3>& . Secure Private Access 7554 VADXI—k 72
TR BT LTHEERMTIBNETIL—TE, 72120 BEINZZTIEEPADT U 3 ViFEDERICE > TER
hxEd,

« nFactorEPA RS —HDIARNTDEPA 7o 3> DERN 73> DENY e 4D, BEDT7ISaY
TREIIN—THRESNTWVRIBE. BEJIL—TENRAY— K 7OERE L TEEINE T,

e NFactorEPA RS —D EPAT > a > D#ERN T IS 3> ALLOW IR 2156, 7o a VICEERITS
NIEPARUS =BT 72N bDTIL—TE (BRINTVWEEE) MAY—F 7OERX 2T LTEES
nF7,

Authentication EPA Action

(]

NAME DEFAULT GROUP QUARANTINE GROUP KILL PROCESS DELETE FILES EXPRESSION

| epallowact allow_app

epadenyact deny_app

devCertAct

texpr("proc_0_notepad.exe”)

t_expr(*proc_0_notepad.exe”)

ert0.0)

vice-cert 0.0")

ert 0.0")

t_expr("proc_0_chrome.exe”)

ys.clien

ys.clien

ys.clien

preAuthDeviceCertAct sys.client
ys.clien

ys.clien

ys.clien

ZOBITIE. 7o avhEEINB L. deny_app A — bk 7U+& R 442 LT Secure Private Access 75
TJAVIRESINE T, 7o arvhFadnd . epaallowact 8 &0 allow_app MAX—k 7o 25
L T Secure Private Access 7551 VICE SN £ T,

BEREFaXVE

e TIVT—=23 D7 IR RIS —=EHELET,
o AN— Kk FUER ZTDYER—k,

Sy RY—N—

October 21,2024

Secure Private Access 7371 > D12V A H—N—lE. ALV T—22NESLVNIET B -DICH
BERAMBEIVR—RXY TS, 1Y H—N—IE #I#tv b7 v FEIC Secure Private Access ICER T
TET, Flos Y TPy TIHRTLAEBICEREZEEHR TSI CHTETET, 717> X H—/N\—% Secure
Private Access ICER T 355D MIC DL TIE. TStoreFront & NetScaler Gateway H—/N\—0#iE1 #2880
LTLETL,

Secure Private Access #5172V R H—N—ICHEHTBICIE. 7YX H—N—D URL ZiEETIHELH
D £9, Secure Private Access 73551 id. S H—N—ICEBBNICEEINE T,
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o« IR % —/N\—IC Secure Private Access 7551 > &BFT3ICIE. T HF—N—IZD
#< d 120 Citrix Virtual Apps and Desktops 7O0—h— 542> X% 1 VX =)L T ZHEN
HOHFET,

+ Secure Private Access 7591 >DSA YR H—N—ld. N—2 3> 11.17.2 EJL K 45000 LA
THR—FINTVET, SAEYAB—N—NITICHZHEEIF. ST F—N—ZN—-23>
11.17.2 EJL R 45000 LAREIC T v T L — R T 2HELRDHD £7,

HEY—ILDINTA—H

AR Y —N-TId. ROBEY —IL NSX—FZ2EATEXT,

¢« Ny>a-.\AdminConfigTool.exe LICENSE_SERVER_ENABLE_HASHING <true|
false>

Pl F =204 v>0O-—FK - .\AdminConfigTool.exe DOWNLOAD_PII_DATA <
filename>

SAEVAF—=N—OFMODVWTIE, S0 H—/N—1 ZBBLTLIETL,

Citrix txa27 708X V547>

October 21, 2024

Citrix Secure Private Access 751 7> h&ERTZ . Y ETERITETNTW3 Citrix Secure Access 75
AT7VRENLT. RAMT4 T IS —FER1T0T 9547 77U r—> 3> %FERBLT. TCP/UDP
F7UR HTTPS/HTTP 77U R ETITRTDSSAR—K PTVICTIVECRTERLSICHRD T,

Citrix Secure Private Access I T® TCP/UDP 77U 4 —> 3 > @EBMYR—MILD. RRDVPN YV 21—
AADIREEZHRL. VE—F A= —IZITRTOTSFAR—F 7TIUADT7 IV IEIRBETETZELSICHEDEL
TCO

HEE
TY Ra—#—&. Citrix Secure Access V5147V hEISATURN TNARICA VR M=ILT BT T, &R

INFEITRTDTSAR=—k PTVICEEICTIERATEET,

o Windows Dig&. 517>k N— 3> (24.6.1.17 BUFE) & https://www.citrix.com/downloads/c
itrix-gateway/plug-ins/citrix-secure-access-client-for-windows.htmlnp 5 4o > O—RTEF T,

e MacOS DHZE. V75147V hN—=23> (24.06.2 L) ZF7TUNS4T7YO-RTEFEY,
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Windows << >|C Citrix Secure Access 7S 7> bz A1 YA =T 3

HR—bINTVWBE 0S N—P3>:
Windows -Windows 11. Windows 10. Windows Server 2016. & &* Windows Server 2019,

Windows << >ic Citrix Secure Access 7517 b EA VI M—IILTB3FIBIZIRDEED T,

1. https://www.citrix.com/downloads/citrix-gateway/plug-ins/citrix-secure-access-client-for-
windows.htmlm 5 Citrix Secure Access 7 217> bEH4 7> O—RLET,

2. AYZR=LEYZUy I LT Windows I>UINZIF1T7 > hEA VR —ILLE T, BEED Citrix Gate-
ﬁ Citrix Secure Access Setup

Please read the Citrix S
Agreement

CITRIX(R) LICENSE AGR

Use of this component is
covering the Citrix produc
using this component. Th
for use with such Citrix pr

CTX _code:EP_E.__A3249(

Upon installation, Citrix Secur

C i |_r| >‘< Windaows Firewall whitelist,
-

way o7 > 7 Y b BB BIHBEIFEND T TITL—FETNET,
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‘ﬂ Citrix Secure Access Setup

Complete the Citrix Secur
Wizard

Click the Finish button to exit the Setu

citrix.

Back Finish
3. AVAM—IIERTTBRICK[RT]ZIVYILET, :
PEF=H

Windows TOXIILFI—H— v a VP R—rINTVEH A,

macO0S <> >iZ Citrix Secure Access 7517V hEAVAR—ILT 3

1. App Store 15 macOS A ® Citrix Secure Access V547> b Ao >vO—RLET,
2. Ao O—RPRETLES. 29Uy I LT EHATET,
AR
« macOS A Citrix Secure Access 75 7> kig. mac0S 10.15 (Catalina) LU THIBTE %9,
« 7L Ea— EJLRIE macOS Monterey (12.x) @ TestFlight 7 7 ToOHFATET £7,
» App Store 7 71) & TestFlight 7L Ea— 77U %DEZ 35%&IE. Citrix Secure Access 771
TERAT27O7 71 IIVEBERT 2HENHD £9, 7z zlE. blr.abc.company.com&

SESTO77MIILEFERALTWVWSGEIE. VPN 70770 I)LEZHBRLT. AC7O7 71 IIL2BEXE
BLEJ,

HR—FTNATWVWE 0S N— 3>

macO0S-14.x(V /). 13x(R>Fa3). 12x(E¥ kL —)
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HR— TN TULRVIKEE

RDOMEEIZ. > TL IR YV a— 3> Secure Private Access Tl R— TN TULWEE A,

« Windows O4'# VElICEICA Y (WY boRIL)
« DNS-TCP

HR-—FINTVWEWISATY TSy b TH— L4

RDTSy R TH—LlE. > TFL IR Y a—>3>d Secure Private Access TIEHR—hINTULEHE A,

o Linux
« i0S
« Android

Director

October 21,2024

Director & Secure Private Access DFEEICL D RGN T A —I Y RBERE F ST a—FT 1 VIHAEE
IC% D £ 9, Director Z Secure Private Access £ &9 % IZI&. Secure Private Access ICERT 2 HENH
% Director f—=N—®O FQDN D IP 7 RL ZZANATIHRERHD £9, #HMICOVWTIE. TH—N—0#E] &8
BRLTLIETL,

Director % Secure Private Access ICE#R T2 kit 7> FL = X /N— 3 > 2402 @ Secure Private Access
DEEKRICE > THEDER TY, Director MREINTULWAWESIL Director &#i/N\—2 3> (LTSR 2402
L) 41 >R R—)LTZRBHLHD £7, Director T TICHEBINTWVWSIHEIE. BHi/N—2 3 >0 LTSR 2402
LBRICT v FIL—RITBUBERDDE T, T LIVZ—BELBVE, EFaT7 TS3AR—F 7oLV H
Ty T eRTTEEEA. UTOBADBREIIKBLE£Y,

« Director 1% Secure Private Access ICEEINTULEH Ao
e NALETeLo942—DIP 7RLREIEFQDN B EEL £ Ao

Director % Secure Private Access ICE R 3 AEDMIC D W Tk, TStoreFront #—/V—x NetScaler
Gateway H—N—0#HE | BLV T4 V2 —)LEDRENEE] #BBLTILET WL,

=3

ARG

« Secure Private Access 2407 LAF% Tl&. Director # v > 2R — RIZ Web/SaaS 7 7 U ichx T
TCP/UDP v 3 HRRINET,

e TALUR—DEFEFLIIOV TV TIE. BE Windows 25 (IWA) IZHR— SN TVEEA. BE
EHIWA %={EA L T Secure Private Access >V —JLicOJ 1 > LiziFa. BEEIL Director iR
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DERBRENTTDLOROSNET,
« BIEED Secure Private Access IV —JLIZFETH 1 VA > LIIBE. € Ds#4IE Director #—
N=ADORIIEAINE T, TR LABWVGEEIG. BEBICERBREANNTEILISROSNET,
s LY TV IHRET LIERBICBEEENFDOT 4 LIV Z—%2BINTI2RELNHDHEIF. REDEIE X—
CHEIHLWTLOF—%BELET, Ty b7 v F&IC Director OMl% FH T 2. BIEEIFE
BEMABOHICEBIERENNTIHRENHD £9, Director URL IPV6. SSLv3 DRETIES Vo
IWHAFAVEHR— TN TOWEE A

Director #m'Y — )Lz EAL T, Director #2217 FSAR—k PRI THERLET

HExRRT I5ICIE. Configw—IL%& R L T Director % Secure Private Access THT %5 Z L WA BEDFIE
T, HHMICDWTIE. TDirector ¥ @ Secure Private Access #iE1 #8BLTLIEI L,

Director Tt*a7 7SAR—+r PR A—H -ty aYvERRTS

Director T View Secure Private Access 2—H%'— v a v RRTIEJ, FMICOVTIE, T2—H—I(C&
X7 T73AR—KTOEA Yy arORR] EBRLTIET L,

Web Studio

August 26, 2024

Citrix Secure Private Access © Web Studio I> vV —JLiIcZE&TnhTWB . 2—H—IF Web Studio Z7vL
TH—ERICO—LLRICTIVEATEEXY,

COHEBEAMCTSICIE. Web Studio N—2 3> 2308 UEZ 1V A M—ILS ZRHELDHD £7,

FHHICDOWTIE. TWeb Studio & @ Secure Private Access m&ia1 #B8BLTLIET L,

X7 TSAR— T IR Z VS AZ—E LTREATS

October 21,2024

Secure Private Access #> 7L I X VYU a—>avik. TR 8XIL—TFy . BLUVRT—FEUTo%
RIRTBITREZ— LTERATEEY, AERELZER (- xiE. 5000 Al Eoa—4%—) OFE. EHOERD
Secure Private Access / —RERBELT7—270—FZ9D8L. RT—ZEUT1 58K TIET,
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CXaATTIIAR= T IR/ —RZERT S

#rL L Secure Private Access 41 b EERL £, SHMICOWVWTIE, TExa7 754 R—F 7o
1 FDRTEL EBRLTIEIL,

MEBREDYI S X2 — /— K% Secure Private Access - MZBIML 9, sFAICOWVWTIE. TEEFEOH
RMIBMLTREeRBTSARN—F 7O REZZBET S 2BBLTLLETL,

& Secure Private Access /—R T, B —N—:IBHEEER L £7, #AZEOH Iz M HEREL
EH Iz bRERIZ. O—R NS> —0 FQDN &t —H$3MEHHD 7,

Secure Private Access TRAID/ —RZEBRTI L IIC. O—R NSOH—BEFERLET., BHED/ —
REBMT BICIE. [FE] 2T TT—IR—X PRLRAZEEL. T—EAR—R XTUT M EFEHTETL
F9, ROV +#FEBLTT—ER—RETYITIL—RTZ3HZEDFMIOVWTIE. TROU T +%ER
LTT—4aR—=2zT7 v 7L —RrRdT%] 28BLTIIEEL,

Wpplication Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

htips://zeta.spaopdev.local 0 C 8

O— KRNSO

Secure Private Access 7522 —Dtwy b7y FICiE. BEODERIEEREHRIZHD £H A, NetScaler 20
—RNSUH— LTEARALTVWBIBEIE. RORISEELTLIEIL,

o StoreFront A7 o RICERAEINS FQDN &, 47212 +BIK (SAN) . LTDNS 74 —JLRICEZE
NET, O— R NFoH—ZFALTVEIEGIE. B4 —N—0O FQDN xO—F NZ>H—dD FQDN @
mAZEDES. CHUESSLAAZICERAINEY., tF¥a7 75AR—F 7V/EROBE. O—RK NS>
Y—E BRI BT THITY,, #HMICDWLWTIE. TNetScaler IC&k28FHEU 2BBLTIEIV, X
A7 TT7AR—b TOLXZHEBMT 351IC. StoreFront R A7 =BT 3HENHD ET, O—RKR NTY
H—%FEREITZHEEIF. O— R NSO —BZFERALTR—X URL Z#E L. ZREBRBEFEDHIC HTTPS
EERALET, FMICDOWVWTIE. THTTPS 12k % StoreFront otz 21) 77 R #BBLTLLLEIL,

e EFX 2T FTAR—FTFTIUOEAHF—ERIEFHTTPS E LTEITTRZ2EHHLETH. CHITHEEH
TIIHDFEA, EFaT7 T7AR—FT7I7EXHF—EXHHITP L LTEBHATEXY,

e SSLATAO—RERIFESSL TV yOHHR—EINTWVSR O, FREOO—FR NSO ERZFERATI T,
SSL7 Uy HERT 3HE1E. & Secure Private Access / — R TR —/N—sEAZ %2R T 5L S5 1C
LTSV, £l MBAEOH IOV MRERFIET T U FAESR (SAN) 1. O—R NS4 —
D FQDN &t —HE23MNELHDFT, £fce O—R NS H—EXTSAN 2R T 2BEHNHD £7,

o IEL L SSLEFBAZEM IS r—/N—¥& NetScaler ic/N1 > REINTWET,
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s RRBBSHIMMERINE T,

s EFXaT FIAR—FTI/EIY—EX (BRBLFVZALOEA) IEFRT—FLRATH B, Kiltldds
EHDEEA

o« O— R NS>H— (NetScaler ) ICid. NwIIV R H—N—FAOF T4 FOEHFAFE=ZE— (7O
—7) "&b £3, Secure Private Access # > FL I X H—N—ICHXLZLHTTPR—XDE=4— (7O
—7) 2T IVELNHIIERIF. ROIYRRAIY +EFERATEET,

/secureAccess/health
FRINZIHE:
Http status code: 200 OK

Payload:

{
"status":"OK","details":{
"duration":"00:00:00.0084206","status":"OK" }
}

NetScaler O— RNS VB —DEROFEMICOWVWTIE. TEXMNEBO—-RNASYIYIDEY T v 7] &8
BLTLIETL,

EFaTTIIAR—bTIEROEZRZ—Z1ERT S

Ko CLl o< > R##ERL T, Secure Private Access DE=4#—%ERL T,

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES

E-Z—Z=FRLc5. HAEZEZZ—ICNTVRLET,

NetScaler Ul ##B L TEZ X —%#ER T3 FEDHBICOWVWTIX. TE=42—DERI #BBLTLIEEL,

TXATTSAR—NTIOCRTSTAV%ERTD

October 21,2024

Citrix Secure Access 751 >% 1 > X b—JL L7#%. Secure Private Access BiExtv r7v L. 77U
T=2a eT7IIVr—oa DT IR R) S —%EBRTI £, Secure Private Access I&. Web/SaaS & &
UTCP/UDP 77U HR—FLET, 7OVERARUS—%EBTZ. A—H—F 21— — JIL—FICED
WTTTIUANDTIERZENEIZEMCTIET, I, BUAEFaUTAHIRZEBMCTHLT. 77
UADHIRMGET7 o2 X (HTTP/HTTPS & U TCP/UDP) #B%ICT 3 HTEF £ Y,
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o« HTTP/HTTPS 7 7V /r—> 3> %#EmM$ 3

« TCP/UDP 77U %MK ¥ 3

« TCP/UDP %Z#8md 3 - H—N—D5I514T7> k 7TUA
s PV —=23> D7 IERRI)—%HERT S

s TULRFRA T 3>

Secure Private Access Dtz F 7w S

August 26, 2024

FLWHAT EERT I BEEOY T MMIBIMT 3 I & T Secure Private Access #:8ETE£d, 556D
FUATH, Web BEI>Y—JL%EEAL T Secure Private Access IBIE# R ETI £,

o LW EMER L T Secure Private Access #:&E 9 %
o BETEDY 1 MICEINL T Secure Private Access #:&E 9 %

AR

o Secure Private Access "1 YA b= ILTNTWVWBIYI>OO—AHIIS VEBETHHZ R X1>2A—H
—T Secure Private Access B2V —ILICH A V1 VT IRIRERHD T,
o A FEMERTIENCSQL TF—ER—IAY—N—% A VR =ILTEHBERHD £T,

LW +Z1ERL L T Secure Private Access Z38E T 3
27w 1: Secure Private Access 1 Dty b7 v

H- b ik, Secure Private Access IRIEDZRITY . H1 FEMERT BH BEDOT 1 MIBMITZ MR TEE
ERS

1. Secure Private Access Web EEa> YV —ILxEBL £,

2. THA bOER F7clE THA bADBM R—JTIE. T# L L Secure Private Access 1 & 1ER T 3
DBTFI7AIFTERTNATVET,

3. 0Nl 2O U O LET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database
@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

Y1 hZERT 255G, Y1 FRICHIETET—EIXR—ZBEY b7y FTEATEIRVBENRHZH. LV
1ThDT—ER—-2=ZBEHERBFETER T IHVELHD 7,

ATV T2 T—EAR—RZRETS

# L L Secure Private Access #f FRHDT—2RX—XRZERL T Z2HELHD £F, CHIZFENFIZBETITS
ZEHTEFET,
1. 'SQL Server KR kI B —N—DHRI LBEANALE T Hl: sqll. fabrikam.local\citrix,
T—HAR—ZOT RLRIF. UTFOEXOWVWTNHATIEETETET:
s B—N—HF
+ ServerName\InstanceName
LR T75—4aR—2] ZBRLTLIETL,
2. [Hr ;] i, Secure Private Access 4 FDORRIEANILEF T,
e
ANNTE2HAFRBOKREICIEH. T—EIR—ABZOREHIHTITEFT, 7T—E2R—XZDER

l&CitrixAccessSecurity<sitename>THh. EETIF FtH A, T—EZR—XAZ%E S
2BAIA1 AT ZBENHZHBEE. Citrix FR— MMIBEBLEHE LTI,

3. [#Gi=T AR 20wy LT, SQLServer 1 Y22V AW EMTHZ L 2R L. BELIT—FR—
ABY A MIGFEETSZ e zBABLET.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

Integrations SQL Server host™ (0 Site name* (0

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

/.

o« H T SQL Server WMERTEAWVEE. BHRF v IIFKMLET,

o SQL Server ZFIATE 3D, T—EAR—IADEELLBVEG. BEHRF Ty IIEMIILET, L. EEX
vE—IPRRINET,

» Secure Private Access 2. ¥ > ID #ER L7 Windows $B:E%=ER L T SQL Server #38:EL £ 9,

BEEM:

o BERBHA T a ik, XV IDIIMEBERT—IR—IERIHIBEICOAMERTETET,
e BELETRLRICT—EAR=IDBEFEELBVGE. T—EXR—IXHEENIERINET,
o T—AR—XEERTIEIIE. ZDT—ER—ANE T, BERT—EIR—ERIHZ Z #HELTL
SE WV MERDFAICOVWTIE. [T —ER—2DREICHERIER] #BBL TSIV,
FERRTE:
FERA T aVEFERLTT—ER—REY F TPy I TEET,
FEEBRTIE. BMICRIUTrEA D O-RLTHS. [SQLServer Host] 7+ — LR THELT—4ER—
AP —=N—LETRIV T+ ZRTITIHRELRHD £,
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pE
SQL Server L7 —aZR—XRIZT—TIL=Z1ER T 37D READ. WRITE. UPDATE #E[RHN <> I

WEA. T—EAR—IADERNEBTZ bbb Ed, ¥ Y L TEYABERZBMICTIHELHD £9,
FHHICOWTIE. T7—FZR—XADREICHERIER] #8BLTIEIL,

ATy T F—N—EHETS

Secure Private Access % StoreFront & & O NetScaler Gateway #—/N—IZ#&#&: 9 5 ICIE. StoreFront &
U* NetScaler Gateway #—N\—DF#MEIEE T ZHENDH D £9, StoreFront & NetScaler Gateway »* ~ >
71w % Secure Private Access ICIL—T 4 VI TEIZLSICTBICIE. COBRGERITINENHD £,
Director —N— 512> A —N—DFMADIBET IHELHD £,

1. ROF@EEANDLET,

» Secure Private Access —/N\—D 7 KL X, ffl: https://secureaccess.domain.
com,

« StoreFront X +~ 7 URL, #l: https://storefront.domain.com/Citrix/
StoreMain,

« /X7 1) v 2 NetScaler Gateway 7 K L X—NetScaler Gateway @ URL, fl: https://
gateway.domain.com.

o RIEEIP 7RLR—COEMEIP 7 KL X StoreFront TO—INy ZRICEBRINIZDDLRALT
HEINBEHHDET,

e O—JL/NvZ URL —CZ @ URL id. StoreFront THEBEINTVLWEIHDLRELTHINELHD £,
fl: https://gateway.domain.coms

« Director URL: -(+ < 3 >) Citrix Director iZ Secure Private Access #1459 3OO T L2
Z—H—N—0IP 7L X% 7% FQDN,

e SAEVAY—N—DURL: -S> RT—2ZINELTRIET I DDAV I —N—DIP 7
FL R,

2. T9RTOURL Zi&iE) #20)y I L&Y
3. DNl 20w oL, RE] 20U w o LET,
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Site

Database

Integrations

Summary

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.

Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
doesn't need to be a public address.

https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

27w 7 B B DOGE

BRATET T3 BRIEDTON. BERINLY—N—ICTIVEITETBICHBEREINEY, F/z. Secure

Private Access t+—/\

—ICT VL RARTHZ L ZBRBT BLHDF T v IDBITHNET,
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BROBMER—JICIZ—DHRAINZGEER. (T5—DrZT7I>a—T0 >0 ) THMAZHERLTET
ZNTHEEHERLBWVESIE, Citrix Y R— MIBBEULWEDbE L ET L,

LYo

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

0 Site Step 4: Summary
Review the summary of your Secure Private Access setup.
0 Database Administration
o Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

o Summary

SQL Server Database has been configured.
StoreFront has been configured.
MetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

Ty TYTINRET LIS, THE] =20 TBL31 20 v 0938, ROR—INKRRINET,
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Get Gateway scripts

Mark as done

Configure Gateway
You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the

Gateway Downloads page.

Download StoreFront scripts

0 Configure StoreFront
You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Go to Director documentation

Mark as done

Director
To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure

Private Access as described in the product documentation.

Service overview

Active users (U Applications (O Application launch count (O Access policies (D

65 319 316 30
Troubleshooting resources
g e ()
& @
Troubleshooting and Logs Director Gateway
Log into your Gateway appliance to track sessions and manage

Search by end user in Director to view and triage Secure Private

Access session activity. single sign-on across all applications.

View app access status and information for apps configured within
Secure Private Access.

Go to Troubleshooting Logs Go to Director

=
o IBIEEBELLS. Web BBV —IILD [BE] > [#HE] M OREEZETETETET,
o Secure Private Access ##]1®TA VXA F—ILLT-BEEICIE. RERIERENMTSINET, TDE.
COEBEIIMOEEEEZ Y b7 Y FICEBINTE XY, BIEED X I, [RE] > [BEE] hE&RT

TZEFY,
Ffe. BEEJIN—TEEBMLT. ZOTIL—TDIRTOBEEENT7IELRATEZLIICTZIEDHT

TEI,

FARICOWTIE TV R = LEOREDEE] 2BRLTIZS L,

BEEDH 1 MCEINL T Secure Private Access #5E 3 3

1 [V FOERELIIBM] R—J T, [**BEEOY 1 MMIBMT 3] ZBRL. [** AAN]ZIUYILET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host™ (T Site name* (L

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. TSQL Server 'R k) IZ. H—N—DKRRAMBZNALET, ALY A FRIIHBRT BT —ZRN—HN
BIR L7 SQL Server ICEEICEEL TVWA e ZBRBL TV, T—ER—XDT7 RL X F. LTOER
DWVWITNHTIEETTET:

I e At ]
« ServerName\InstanceName
e H—N—F. R—FrHES

LI T7—42R—2] #8BLTLETL,
3. [ ] IC. Secure Private Access Hf D EHIZANHLE T,

4. [#BEETAN] 220y LT, SQLServer 1 Y X2V AW BMTH B L =B L. IBE LY A MO T
—AN—RIIFETB e zBmRBLET,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
Database

SQL Server host™ (O Site name* (0
Summary | xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

YA MIHIET BT —IRN—ZADBRWVEE, BRF v 7I3KBRLET,

5. [Save] #oUwo LY,

BROBEF v 7lE. SQL F—ER—IXF—N—HHERINTWVWS Z & #FB L. Secure Private Access #—
IN—=ICT7 I RAJRETHD e BRI 3 -DICTThNE T,

RDOFIE

+ NetScaler Gateway Gateway DR
s 7TV —2 3> DNER
s PNV —=a D7 VAR —%EHRELET

Web/SaaS 77U r—> a3 %tEMd %

October 21,2024

Secure Private Access Z®REL 5. BEOAVY—IDNSTIVETFIVEI RIS —%ZBRTIT £,
1. BEOYVY LT, [TV r—>ay] 200y o LED,
2. 77V=EMZE )Y I LET,

3. VTN EETBHMEERLET,
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s BERRY NT—IINMBT TV -2 a2V,
s HRARY FT—URABTIVT—> 3 VA

4. 7T IDFEBE IS aVIDRDFEBENDL. RINZT) v I LET,

Add an app

To add an app, complete the steps below

Where is the application located? ™
Outside my corporate network

(@) Inside my corporate network

App type ™ App icon

| HTTP/HTTPS AV ‘ ... Changeicon

'  App Details

Use default icon

App name

‘ google-translate ‘

App description

App category @

Ex Category\SubCategory\SubCategaor
| Ex.: Category\SubCategory\SubCategory ‘

URL™ App Connectivity® &

‘ https://translate. google.co.in ‘ Internal

Related Domains ~ App Connectivity " O

‘ * google2.com ‘ Internal N

6 Add anocther related domain

ﬂ Carcel

|:| Do not display application icon in Werkspace app

|:| Add application to favorites in Workspace app

s PFVE-TTIVIr—2 3> DER,

o 7TUDE -7 OBREERHE, COMBEIET—I AR—IAROI—H—IZRRINET, 7TV
=3 oF—7—R%E -7 —F: <keyword_name>OHEXTANATZcHTEET,
F—O—REFHALTCT7 IV —23 087402V TEET, s#ICDOVWTIE. &§FEnsdF—17

—RFTUY—=R2T71 L2V 27325 BRLTILETEL,

o« 77 AT - AT 37 7B Citrix Workspace Ul ICR RS AFdUeH7ATFIVE (%
L93BE) ZBMLES, E7FVICHLWATIUEEBMT 3H. Citrix Workspace Ul 1 5 BE#E
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OATIVEERTEET, Web 7PV F7lESaaS 77U AT IV %REET R L. TEDT7 UK
Workspace Ul 0RO AT IV O TFICRRINET,

- AFIVU/HTATIVREBENRETRETHD. BEEFTIIILICHLWATIU ZEMN
TEET,

- AFIV/HTATFIVRBIINY IRy aTRYIZBRELHD £T, L XlE EPRREE
EM\I>IoZ7U>d, Flee TOT1—ILRTRAXFUINFHLHXBISNE T, BEEFE
LOWATIUEERL TWES L2 BRI ZIHENH D £79, Citrix Workspace Ul I ZgiL
770 A73V1 74— RICANASNATIVEDR—RLBWVEE. 20ATIVIEFHLWL
AFIVELTURNINET,

feezid. 7FU ATFAU T4 —ILRICEDRRACEEMATIVESR>T TEIR A EEMN)
EANSTB . Citrix Workspace Ul ICED R R EEMATIVICMAT TES R CEEM)
CWSHLWATIUARRINET,

« FXVTFAAY-TTIUTPAAVEZETBICIE. PAAVOEE 27Uy I LEYT, 7> 7714
LA XIE128 X128 EV I THIMNELRHD. lcoFERDADGYR—bTNET, 7rA%D
BLAWBEIE. T7AILbOT7rAVHRTFINE T,

o A—H—ICT7 TV —g305RRLAV-A—HF—ICT7 TV ERRLBVESIZ. COFT>arx
BIRLE T,

URL-77U4s—>3>d URL,

e BERXAY-FAERXIVIF. 7FUTr—>3 > URLICEDSWTEBNICANSINE T, BEEIL.
BETBINE AT TSI AN ZESICBINTEET,

==
=4

- T7UDBEERXAVHBDOT T)DEERXA VY EEELTVAWI AR LET, If
this occurs, remove the related domain from all apps and create a new app with
this domain and then set access accordingly in the access policy. You can also
consider if you want to display this app in StoreFront or hide it. You can hide the
app in StoreFront using the option Do not display application to users while
publishing the app.

- BAfKIC. 2N TUOURLZROT7 7Y DBEER XAV LTEBMTZZCIETER
Ao

- FHHICOWVWTIE. Web 8L U SaaS 77Uy —o a ViBOARR N 7509570 X #2BL
TLIET L,

o PXU—TarEBEBMNICERICADIZEMTY 3-Citrix Workspace 7 7 T7 7UEERICAD
D77V LTEBMTRICIE. COAT>a>xIVvILEST, COF T3 >%EEIRT S L. Citrix
Workspace 77U D7 7 0L LRBICEREOMWED 7 AVHRRINE T,
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- A—H—DBRUNDDSEIFETEIBZL5ICTEZ-COF T a>zovodsre. 77)DF
& Citrix Workspace 77U DERICAD T TUN R DS F7 T HHIBBTESL35I1C40
¥9, COFATavERERT S L. Citrix Workspace 77 UDT7 7UDELRBICEBGBDED T

1 AVHRTINE T,

- A —DBRICANDDSHIBRTEZICZHFALAV-COF T a>E2I Vv TR, FIRE
Ht Citrix Workspace 7 7V DEKICAD T TV U ZA D ST TV HHIBTEHRBDFT,

Secure Private Access IV =I5 ERICADE LTIY—I3NET7 U EHIBRTZHE. N
507 71)1& Citrix Workspace OEKRICAD U X MO SFETHIBRT Z2HELRHD £, 77N
Secure Private Access >V —ILh 5HIBRINTH. StoreFront h5 77U IZBEMICHIBRT N E

‘Ao

o 77V - Web 77U 0i5&I1E E ZFIRL. SaaS 77U DIF&EIE IMB 2 HIRL T,

5. ®REEZIVYIL RICETZIVYILES,

BE>77UT—23Y RXCYTHRINTLUBTATOTTUS—2 3> RXAVERTTEET,

WTIE T X = LEDOREDER] 2BRBL TR,

RDFI|E

TIVG=2a> DT IERRY S —%HEET D

TCP/UDP 7 7 %z %

October 21,2024

s EFaTIFAR—ETIERADEY MY TIHRET LELTS
¢« UIATU I N=U a3 RROEGEHLTVET,

- Windows -24.6.1.17 A&
- macOS -24.06.2 L&

BEO>Y—ILH5 TCPJUDP 77U RT3 ICI3. ROFIEZERTLET,
1. BBOVY LT, [ZFVr=—>ayv]&=0Uw oL, [TFUDEM 20Uy I LET,

2. BT EERY FT—IREBRLET,

SFAICD
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Add an app ><

To add an app, complete the steps below.

~  App Details

Where is the application located? *
() Outside my corporate network

@ Inside my corporate network

App type Appicon

l TCP/UDP N l B Change icon Use default icon
(128 KB max, ICO)

App name

I Citrix Secure Access Client for Windows

tcp-test
P Citrix Secure Access Client for macOS

App description

Destinations

Destination* (@ Port* (@ Protocol *

[ A

(%) Add another destination

I 1300 ] l TCcp N ©

3. ROFMBEREANNLET:

s TV AAT-T=2 22— IlH BNV I IV R H—N— OELGZMIAY 31013, TCP/UDP %%
RLETD,

AR
SPAOP-3315-EnableZTNAApplications ##: 7 5 &I > TWB1Ea. TCP/UDP 7> a>igd
L—RREINET, COWBETSIZBMITBICIE. T—IR—RZFHTENITIHENHD XY,

- **xT JUFrk- FT T U —3>0%FHE,.

- xx7 U DOFHMBExx - BMT ST TUODEH B, COBHRIBIANDLABELCTDH
BWOWEE A

- KkF Kk - T —AREVE—-—IIHBZ Ny IITYERE I IP 7 RL ZXE
7=1& FQDN, X" D K 512 1 DUl LD EBEEZEE TSI £ T,
- **xIP7 R L X véx*x
- x%xIP 7 F L X & H*x - fl: 10.68.90.10-10.68.90.99
- x%xCIDRx*x - f: 10.106.90.0/24
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- **x3I > ®D FQDN F AR IEF R X 4 Y &F*xx - BEB—FHklFT714ILKAH—-FR
R X+ >, f#l: ex.destination.domain.com. *.domain.com > **xi =
kx> > - BB EZEH IP TFbX’éﬁﬁabTT’j'J’&*%ﬁﬁb'Cb\é%

ETHb. T YR21—-—H%—& FQDN 2 AL T 7 7 VI 7 7 £ R ES
ER C k. Citrix Secure Access 7 5 4 7 >~ ~» FQDN #%# R B @
IP ZRLRAICBRTETZM-DHDABET T,

Sy

MDODKRIF., TEFTERERDODH . ChosoEFEZEALTT TVILT Y
t2X29B3FFZETFLTWVE T,

BEEE PN | 77U AD7 ot 2B

| 10.10.10.1-10.10.10.100 | T ¥ RI1—-—H — . Co&EE O IP 7 K L
ZEBLTOHT7TVIKT IV ERTBZICHABEINATWLE T,

|
| 10.10.10.0/24 | T>ra—%—i&. IP CIDR TH K S h &
IP PRLXEBLTOHT7Z7UIKT I ELRATHHLENSD & 7.

|
| 10.10.10.101 | T > r21—%—1310.10.10.1018 B T D &
TTUVIKT I EERTBZICHBEITATWLE I

|
| “x.info.citrix.com’ | =T~y r 2 —-—% -1, “dinfo.citrix.com’
DY TR XY r, Tdnfo.citrix.com™ \(B R X 1Y) K72t 27T
3 PhPBEETNATVE §. 7t ziE. “tdnfo.citrix.com. subl.
info.citrix.com. levell.subl.info.citrix.com™ \x\*x3E :\*x\*x 7 « Jl
RA—-—RIBEBICRXTATYOBRBEXFETHOD. \x 1 2L FThH3HE
hdHbhx 7, FRHITNE T, |
| &% 40 15 iR |I/I\ a-— % — ik
% <. ‘info.citrix.com™ o &#ic 72 € X § 3 C

3 > T &
<
T, Tt zIE. ‘subl.info.citrix.com‘ ik 7y

ny
N G

e IP 7 RLZRAWEFE. VY —XO0BEmRe2ET—ETH D
eI AIEBENANEETSZIEBEE. 7TV -3y R
(x*x% & > 77")/7—/3/ B X1 >*xx) BT
MLTEHEYYRILPETEINE T

'[x 3z ](/en-us/citrix-secure-private-access/media/spaop-warning-
conflict-config.png)

= **Port*x - The destination port on which the app is running.
Admins can configure multiple ports or port ranges per
destination.

The following table provides examples of ports that can be
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configured for a destination.

|Port dinput|Description]|
|\x|By default, the port field is set to ° “x” ° \(any port).
The port numbers from 1 to 65535 are supported for the

destination. |

| 1300 - 2400 | The port numbers from 1300 to 2400 are supported
for the destination.|

| 38389 |0nly the port number 38389 is supported for the
destination. |

|22,345,5678|The ports 22, 345, 5678 are supported for the
destination. |

|1300 - 2400, 42000-43000,22,443|The port number range from
1300 to 2400, 42000 - 43000, and ports 22 and 443 are
supported for the destination.|

SHhxE B kK

>

ST ALRDN—F R—F (X)) BR-FESFLrREBCEETS £ £
/LIO

= **xProtocol*x - TCP/UDP

1. BMosELFfid—N—%28MT 3ICiE. [BM]ZoUvILET,

2. MZREFEI ZOVVY I LET, PTTUDN T TR R—JICEBMSNET, 7V Tr—2 3> EZRELERIZTT
TVg—=232) R=IDST7FTIVEHEELLIBHBRTEET. ChZiT3ICE. 77U OHEICH 2 EERES
REEI) YT L. ERUBLTT I a2z BRLEY,

s PV —avERE
o HIBR

TCP/UDP 77U D7 VR RIS —%iEHT S

A—H=DBTTVICTIELRATEBZLSICTBICIE. EEEDNT I ERX RIS —%ZEHT 2HENHD £9, FMIC
DWTIE T77E2 RIS —0iEm) 28RLTIRET WL,

SBREFa XAV b

Citrix Secure Access 7517 > ko

TIVT—=2 3 DT IERR)S—ERELET

August 26, 2024
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TOEZRIVD—#ERATRE, A—HF—F B —JIN—TICESVWTTTIANDT I RZBE 3R
MICTEFET, IH5IC. EF2UTAHIRZEMTZL T TTUAOHIRMSEI 72X (HTTP/HTTPS 84T

TCP/UDP) #E#MICTE £,

1. BEOYVY LT 78RRV —] 20 )y I LFET,

2. [(RUS—offp] #20Uv o LET,

Policy for Web/Saa$ apps

Policy for TCP/UDP apps

Palicy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user’s context.

Policy name and applications

Policy name

msn-pol

Applications.

men © Q

Conditions

User conditions

Matchesanyof ‘ | <pablrl.com N TR )
) Addeo
® Add condition
Actions

O Allow access
@ Allow access with restrictions

© Deny access

Access Restrictions (0)

(@) Add restrictians

() Enable palicy on save

Policy configuration

Create Access Policy

Create apolicy to enforce application access rules based on a user’s context.

Policy name and applications
Policy name

| dp

Applications

| Goo @ Q

Conditions

User conditions

| Matches any of N ‘ spaopdev.local N spoopdeviocal\SPAOP users

AND

| Contextual Tags ~ \/ ‘ Matches all of v allow_access
@ Add condition

Actions

@ Allow ac

with restrictions

AV

3. a) [RU—F]lIic. RUL—DEFENALET,

4. T7FVr—23>) T 7ORRRUS—2BRITZ 7TV EERLET,

5 T2—H—%M1 T 7TIANOT7 IV ERZHAERIFEST 354 1—F—F 31— —-JIL—T%ER

LET,

e WEFNMI—BL: 74— ILRIZRRINTVBRFOWVWT M —HTH2A—H—FETIL—TDH

N7 O RZHATNET,

e WFNIZH—HLABL: T4 —ILRICRRTNTVWERA—HF—F B IIL—TZ2HR<ITRTOI—H—

ERFIIN—THT7 I R=HFATNET,

6. AVTHFAMZJICEDVWTHIOEZRHZEMT BICIE. THFBEZEM 20y I LES, ThoDRTIF

NetScaler Gateway " SERBENE T,

7. 7223>rT. FHFHEICESVWTT FVICERAT3HRENHZRDT I a>OVThhEERLET,

s PULR%EFH
o HIRMNS 7o XZ5H
s PULREER
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E:
o THIPRG S 7o R%EHT) 72> avIETCP/UDP 7 ZUICITBERINEE A

o [HIBRMG S 7O R%25FA] ZERLIBEIE. [HIRZEBM] 22 v o L THIRZERT ZHE
NHDET, BRIMOFMICOWVWTIE, TFIATTRAT I IGIR 2SR LTIREL,

Add/edit restrictions X

0 selected [[] View selected only Search Q ‘
| Access Settings | Current Value

> O Clipboard Enabled

> O Copy Enabled

> 0O Download restriction by file type Multiple options

> 0O Downloads Enabled

> 0O Insecure content Disabled

> 0O Keylogging protection Enabled

> 0O Microphone Prompt every time

> 0O Notifications Prompt every time

> 0O Paste Enabled

> 0O Personal data masking Multiple options

> 0O Popups Always block pop-ups

> 0O Printer management Multiple options

> O Printing Enabled

> 0O Screen capture Enabled

> 0O Upload restriction by file type Multiple options

> O Uploads Enabled

> D Watermark Disabled

> 0O Webcam Prompt every time

8. HIREZ’RL. [ET]Z2IUYILET,

9. [REFRHCARUS—EEMITE] ZBIRLET., COF T IV ZBERLAVEE. RUS—RBIERINBTE
T 77VT—2aVIiCiFBRINE A el MWLMV FEEBLTTYIEIARI S —R=DhH
SRS —ZBYCTBZEHTIET,

7Ot AR S —DEIIEL

TOCRRIVS—% BT 2. TIANNTREBUESH 7 /LIRS —ICEIDHETESNE T, BEIEIE.
TOERRI S —DHR—LR—ISTHRBETEET,
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BEIBMAOENNT WIFE. BEIBUNZREE< A, RYIGGHESNE T, ORI S—DERINLFZHF LK
LAaVgE. BRIBUESONTVWRORY S-S, TnLEDERTY,

BERIEUZEET ZICIE. MBEE]l JIOLT7rI2ZERAL TR —2 ETICBHLET,

RDFI|E

e 5147wy (Windows & macOS) " SHEMERIEL £3,
« TCP/UDP 7 71U mig&. Citrix Secure Access 7 547> bicaQd 1> LT 95347V
(Windows & ¥ macOS) h'SiEm=EHREL 9,

B> T ILBRAREE

TR RGIRAT T3>

October 21, 2024

TO AVRIBRMNESTIOLRAZHATEZHNTHL. BEHICHLTEFaU T HIRZERTERT, Chs0t
FalToFRIEFSRTLRTEIERSINTWVET, EBEIMOEAELEZEELLDEBMLEDTZ LI}
TEEEA
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Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

v

Download restriction by file type

N

Downloads

~

Insecure content

v

Keylogging protection

v

Microphone

v

Notifications

v

Paste

N

Personal data masking

hvs

Popups

v

Printer management

L

Printing

\/

Screen capture

v

Upload restriction by file type

N

Uploads

@ Watermark

hvs

~

Webcam

View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

Search

7y TR—F

Citrix Enterprise Browser @HT7 V€A T3HE. COT7 VLA RU S —%ERAL T SaaS 7=I5mE Web 7
TUTOYDED/DE—/MDHHHEEEBM/EMICLET, T 7 4L MME: B

-

Citrix Enterprise 7S U9 BHTT7 VR T3HE. COT7IVERA R —%FERAL T SaaS 7R Web 7
TUDSDT—ROAE—%ZBM/BHICLET. 77 4/ ME: B

=2
A=

¢« RVS—=T Oy TR—F & IE— OBEHOHBRNBMICR>TUVBIHE. 71Uy TR—FK OFIRA
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JE— OFIREDDERINE T,

s CORIRMNEMICA>TWVWEZTTUTr—>3vIiIc7o1229 3101 T R 21— —Z Citrix
Enterprise Browser N\—2 3> 126 LIBEZER T 2HELNH D £9, TNLSMNOBE. 7TUIT—>
IVADTIERIFFPRINET,

o PZUADIAE—I2EX I <HIHT Z7-DIC. BEEBE X2 VT JIL—THIREZFERTETEY,
FHICOWTIE. EFa )T a0 JIL—TD7 )y THR—REIRZSB LTI,

Ay>rO—R

ZORY>—%ERAL T, Citrix Enterprise Browser @BHT7 7 A Lt FiZ. 2—H—H' SaaS £7=I1ZAZ
Web 77URDSHA TV O— R 2HEEZBM/EMICLET, 77 4L ME: BHo

AR

e IVRIA—H—IIWLTAHYYO— R FIRZEMICLAHZBE. T2 Fa1—+—(3 Citrix Enterprise
Browser FGHTT7 VLA LLEZICTTURDSHIVO—R FIEIZERTETE Y, FMICDOVT
E. UIIRAMILBRET>O0-R7IEIREZBBLTIIZEL,

e RUS—TTATYO—R] E T70IL 2AT7IC&2E 70— REIRI OB OHIENBEMICHE>T
WaiHE. 70— F1 OFIRDY 1770 210 FIC&2F7>0—RGIR] OFIRLDBHELEIN
F7,

T7AINEAFICELB AT O0— REIR

ZORY>—%ERAL T, Citrix Enterprise Browser #HT7 /X L& FiZ. SaaS F7-12mE Web 7 71)
RO SHED MIME (7 707)L) 214 740V O0—R$ 31— — D B3/ EHICLE T,

AR

o A2 O—RFHRICMZA T, 770 2171C&3 40— RFIR FIRLFBTEIET,

e RUS—T TATYO—R] E T71I 2AT7IC&2E 70— REIRI OB OHFIBEIBEMICHE>T
Waiga. o> 0—Fr1 OFIRDY 17710 214 FI2L34 70— REIR) OFIREDBERTN
ES N

s COFHBRMBEMICH>TWVWBR T IV —2aVIlT7IoERTBICIE. TY R 21— —F Citrix
Enterprise Browser N\—2 3> 126 LIBEZER T 2HRELNH D £9, TNLSMNOBE. 7TUIT—>
IVADTIERIFFPRINET,

MIME 21 704 o> O0—-RZBMICTBICIE. ROFIEZERITLET,

1L 70X RIS —%ZEHERIIHELE T, 7O/ RIS —DEROFMCOVWTIE, 702X K2 —
DB ZBRLTLRETE L,

2. 7023 >T, HIRMGESTHAZERLE Y,
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3. T7ANEATICEBE I O-FEIRZIVv I L. RICHEEZI )Y ILET,
4. 77N EZATRIDE T >O— RFEIRZE R—P T, ROWThHZERLE Y,
s FISNEBRVWTIRTOA T YO—RZHFALET-TOVITIHENHBE T2 HBIRL. HHOTA
TORATZHATLET,

o FISEBRVTIRNTOY I YO—RZTAYvILET-TYTA—RTEBZ X1 TOHEERL. 1D
ITRNTOEATFZ2TAVvILES,

5. 770N 214 THI I MIFELBVWSHIE. ROFIRZRITLEY,

a) hREZLMIME 21 70BMEZ v LET,
b) MIME % 7@&m<. A 730 /%7 H7dU<extension>OFERTMIME 21 &2 ANHL

£9, fcexiE. image/pngTd,
c) [£7] #VUv o LET,

MIME &1 ZHISNU R MICRTEINE T,

IVRIA—Y—PHIRINET7rrILORBEES > O— R L&Sd 5. Citrix Enterprise Browser (% dD
EEXyE—JERRTLET,

x
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.

ZLTHVWIVTIY

Citrix Enterprise Browser @B T7 7 X9 3HE&. CORU S —THERINT SaaS £7z13WE Web 771
AORELTHAVIVTFIYYADIY RIA—H—ILLBT7 VR EBH/ENCLET, RETAHAVIVT IV LI
HTTPS U > Tldi< HTTP UV o %EBLTWeb R=SHhB5 UV ITNTVWE T 71ILDIE TS, T7 4
MME: 3.
BETHEVWIVTVYORTZZEMCTSICIF. ROFIEBZETLET,
1. 70X RV—%ZERERIBRELET, 7O RIS —DERDOFMCOVWTIE 7o R > —
DIERI ZBRLTIREETW,

2. 7023 >T, HIRMGESTHAZERLE Y,
3. RRTHRWIYTIYYZEIUYILES,
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4. RFEZIUYIL. RICETZIV VI LET,

ROMIE, BETHEWIYTIUVIZT VAL FICRTR

Ef Internal | Restrictions | ) Not secure

googlesamples.github.ic

Th3BEMOHZRLTVWET,

googlesamples.github.wo/web-f

x b

Simp

2nt example!

View page over

requested by the b
modern browsers bl @ Cookies and site data
the page is viewed ¢
Site settings
Waiting for insecure

INSECURE SCRIPT LOADED AND RUNM

This page loads the [ Pop-upsandre t allowed (default

B Hlest case of mixed content. When the simple-example js
ntent and take control of the entire page. Thankfully, mos

» Dlay an emor in the JavaScript console. This can be seen

F—-OF > JRE

CDT7IERKRY—%ERAL T, Citrix Enterprise Browser @ZHTT7 VAL T, F—OH—H SaaS £
7olEWEE Web 77U DS F—ZA MO— 02X v TF v 92 C2BM/ENCLET. T7 1)L ME B,

X117

Citrix Enterprise Browser @HT7 VX9 3HBE. CORU > —THEEINT SaasS 73R Web 77U R
TYAVICT 7 ERTBGICA—HF—IcFAY T+ 2RRTBHN RALFEA. 771/ ME ROV T K

ZRRLEY

IVRI—H—E I1 7 HRBPBHCHE>TWVWE T FUTr—> 3 VICT7 X9 3ICid. Citrix Enterprise

Browser N—2 3> 126 LIz FERTI3HELNHD T,

TOYTEHRRTFENTICEBER I I ZHFTT3ICE. ROFIEZRTLET,

1. 70X RUD—ZERFIIHELE T,
Lo

2. 7723 >T. HIRMGESTHAZERLE T,

3. XMV Z0Vw oL, RICHEEZI VY I LET,

IS OVWTIE. T70E2 RS —0tEr) 28RBLTES

4. I1TUVDEBER—I T, BICTI7ERZHAT3%20 v I LFET,
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5. REZIUYIL. RICRTHEIVVYILET,
PEI=H

s EXATISAR—ITIEIARID—T X177 §IR) BEMICE>TWVWBIHE, Citrix Enterprise
Browser iClE T5FR]1 ORENRTINE T,

e LFXaTTIFZAR—NTFIVEARIS—TH T3> BETOVT A ERRTDBERTNTVWBRHE.
Citrix Enterprise Browser |[CERA I 11 3% € 1. Citrix Enterprise Browser 0 &2(Z Global App
Configuration #—E X (GACS) MERINTWVEINESHMIL>TERD £,

« GACS iMERTINTW3HBA. Citrix Enterprise Browser i GACS jREMEBRINE T,

« GACS iMERIhTLWAWESE. Citrix Enterprise Browser IZI13:2E Ask h"RRINh £ 9,

« IRTE. Secure Private Access EX1o0 7Oy oz R—rLTVWEEA, Y1 2Z2T70OVI T3
EHH35HEIE. GACSZEBL TITSRBENHD 7,

GACS o###ic DWW Tk, T/ O—/NL7 FURERY —E XIZ& % Citrix Enterprise Browser 0 &) #8288 LT
<TEZTEL,

PRl

Citrix Enterprise Browser @M T7 Iz X LIz Fio. TORD > —THEB I Nz SaaS £713AEE Web 771
ROBEM%E 1—Y—ICBRIRRIDCEHFA/TOV TR LET, T4 ME EET7OY T ERRLET,

COFIRNMEMCAE>TWBR T IV r—2a>ic7o2R93I2iF. T K 21— —i& Citrix Enterprise Browser
N=23> 126 UEZERTBZHRENHD 7,

7OV R LTEBHORTZ7OY I 33ICE. ROFIEZRTLET,

1. 7O0CZ RV —%ZERFLIIHBELE T, sHFAICOVWTIE. 772X RU L —0ER) 28RBLTRET
L

To2arT, HRNEITHIZRERLEY,

B ZIVv oL RICEREZI )Yy I LET,

BHRE R—T T, BICBMZIOvI2IUvILET,

REZIUVYIL. RICETEIVYILET,

ok w b

R—X bk

Citrix Enterprise Browser BHT7 /X9 3BE. COTI/EXARUP—%#FERALT. AE—ShikT—42%
SaaS 7 IdREE Web 7 FVICBED (I B e #BM/EHICLET, T7 4L MME: B,

EF=H

e RUS—=T Iy TR—F LMODMNT OEADERAEMICHE>TWVWBIHE., JUy Th—F OFIR
MDA OFIRLDBBEINE T,
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s COFHIRMNBEMICHR > TWVWBR T IV =3 Iil70€8X9 3121 T R 2—4%—1Z Citrix
Enterprise Browser N—2 3> 126 UEZFERT 2HENH D £3. ThllibDigE. 7TV Tr—2
IVADTILRIFIRINET,

s TTURADMD FIHEEZMEN<HIHT Z27cDIC. BEEBEIF EFaU T+ JIL—THRZFEATIET,
FMICOWTIE. EFaUTo JIL—T00 )y TR—REREZSEBL T IZTL,

BAT—2DIRXFT

CoRY>—%EMAL T, Citrix Enterprise Browser @HT7 VX9 335&. SaaS F7idWEk Web 771 £
OEAZFETT 315 (Pll) OREXIEIRF VI 2B/ EMCLET,

=

=¥

COFIRDPBMCAR>TVWEBR T IV r—a VIl 7o12R$3IC1E. T R 2—4%—I& Citrix Enterprise
Browser N—23> 126 UBZFRATIHENDHD £T, ENINDIZE. 7TV T—23a>oADT7IERIF
FIREINET,

BAZBHETEIZBEMEREXIITVRAITBICIE. ROFIEZRITLET,

1. 70X RIS —ZERELIIBELF T, FHICOVWTIR, 7722 RUL—DER) 28RL TS
LYo

2. 702 3>7T, FIRAGETHATZERLED,
3. BAT—2DIRRAFUT #0 )y L. RICHEEZIVYILED,
4, BLDIRILIh 3 3EHROEE=ERL. [BMN]Z2IUvILET,

B A THEREA VX MCRTITINABWVIGEER. DA LBRZA TZEMTEIET, HFMICOWVT
& THRZLIEHRZ 1 TDEM 2BRBLTIEE L,

5, RAX VI R2A4T%=ERLET,
o BEVAF VI -HRBHRERDICBEL. HiAINBVESICLET,

o BAVRF VI -WRBREHOMNICRLEY, BETZEI 3 v0sBAN-—TN KO OHBRIZE
DEFEDES,

WHRI—F VX BIRLIBEIE. XEOKXBEXRIIEKEDSXEELEIRTIUELNHDET, RIID
NAIVXF & REBEDIYRAINF 714 —ILRIZBFEANNTIHRELRHD X7,

TLEa— T4 —IRIIRRF VIEADRTEINE T, COTLEa—IZAREZL RIS —TIIMER
TEEEA

6. ®REZIVYIL. RICTETZV )Y ILET,
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Citrix t*a7 73AR—F 7OLR-FVTLIX

HRELERZA TZENT S

BRI TOERRIREZEBMT 58T, DRELERZ A TZEBMTEET,

BT 1 T2 HEIRT, hAZLZHERL, BMZEIUYILES,

T4 —ILRRIC. YRTTBRERE1 TORFAZNILE T,

T XFHT, BRI TOXFHENNILET,

ERRR(RE2 51 TSV)IC. hREILBEERZATOREANALET, 7cezxiE "4[0-9]{ 12
(?7:[0-91{ 3 } )?S.

5. B2BWER. FLERVNECRBEROBNFEIRITRIHEIF. YRT 1 T2RIRLES,

6. REZIVYIL. RICETZI VYOI LET,

> wnh
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Personal data masking settings

Select information type

Select... AV ‘

Custom 1

Field name

Visal ‘

Number of characters
12

Regular expression (RE2 library)

#4[0-91{12H7:[0-93})7S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

RO, PUDBRRISNIH TN T7FUEZRLTVEY, CONICIE. PHOIIF U JICEET 3 BHDRT

TNTVET,
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(@3 [P Restrictions =@ windcave.com/support-merchant-frequently-asked-questions-testing-details (B3 Yy & O @

[ Cloud Software Group Bookmarks X

@ Windcave

Windcave eCommerce test details

Sensitive data redacted

Personally Identifiable Information has been
Search | Q masked by your admin. UP ENQUIRE SYSTEM STAT|

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

Ry F7v>S

Citrix Enterprise Browser ZHT7 X L7z Fio. TORD > —THEBI N SaaS £713REE Web 77 1)
RDORY FT7 v ITORTEENEMCLET, TI7HILETIE. Web R=SHDRY 77w FIFEMICHR>TVE
o TIFIWNE Ry TIT7yTEEICTOVYILET,

CORIRDBBEMCHR>TWBR T TV —2a VIl 7o+ 29 3IC1E. T K 2—1—i3 Citrix Enterprise Browser
N—=23> 126 LEEFERTI2HRERHD £,

Ry TT7vTORTZBMICTBICIE. ROFIEZETLET,

1. 7OCR RS —REREFFLIIBELE T, sHAICOVWTIE (702X RS-0y 28BL TS
(A

T3 >T, FIRMAE TEHAIZERLE S,

Ry FT7vT w2V L. RICEEEZV )T LET,

RYTTFYTHRER—TT. Ry Ty T2 EBICHFAIT2E27Vv I LET,

REEIUYIL. RICETZI )Y ILETD,

ok w b

ENfl
ZORY>—%ERAL T, Citrix Enterprise Browser #HT7 7z ALt Fic. BRI Nz SaasS F£7zI13AE
Web 7 Z7UH 50T —2DENRIZHEM/EHICLET. T 741 ME: Bl

EMRIBIRABHICHE>TWBR T I =235 IV R A—H—RAVFIUVEERILESETBE. ROXvE
—JHRRTNET,

Printing has been restricted by your
administrator.

( ok )

A
e
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PEF=H

s IVR I—H—0ERIA TS 3> eEMIC LGS, T K 21— —I(Z Citrix Enterprise Browser #&
HT77EALRCSICTTUANGEIRIT7 VX ZERTEEY, FMICOVWTIE. UIIRMIELD
ER7 72 RXZ2SBLTLEEL,

e RUS—T TEIRI & T Y42 —E1E) O@ADEIRIEMICE > TWVWBIHE. TEIR OFIRL 77U
VE—EBE] OFIRLDHEBEINET,

T2 —EE

CORUS—%ZERAL T, Citrix Enterprise Browser @BHT7 7t X Lt FIZ. BRIz SaasS £7I13AZ
Web 77U h 6 BEBENMER LI TU Y E—2FRALTT—2OERIEBN/EMCLET,

=t

o EMRIZEZNEIZEMNICT S ENRIFIRICINZ T, U Y4 —BBHIRHFEATI £, 77X RU>
—T TENR) & TV >4 —E18) OmADERIEMICHE > TULBIHE. TEIRI OFIRY 1) > 82—
B OFIRLDBERINET,

s COFIBRMNBEMICH>TWER T TV =3 VIC7o2AT3IC1E. Ty K 1—4%—& Citrix
Enterprise Browser N—2 3> 126 Uz FERT 2HEDH D £3, Thlliboizs. 7V r—>
IVADTIERIFFIRINET,

ENRIKIRRZ B2/ EMICT B ICid. ROFIEZRITLF T,

1. 7OR RS —HERELIIRELET, 7V RIS —DEROFHMICOVWTIE, (702 RS —
D& ZBRLTIIETW,

2. 7023 >7T, RS THAZERLED,

3. JUVEA—BEBEIVYIL. RICHREEIVYILET,
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Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence. Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
() Disabled
(® Enabled

Enable printers by hostname

All printers are allowed by default unless specific hostnames are populated.
&.g. local. domain.net —'—

Local printers

() Disabled

(® Enabled

Print using Save as PDF
@ Disabled

() Enabled

s ™
Save | Cancel )

1. EHICISCTHSNZBIRL TS ET L,

C RYRT—F TULE— Ry bT—F TULE—iE, Ry T— IR L TERO 1~ — R
TEBTULE—TT,

- 3 Ry FT—IROTRTOT Y Y —h 5 OERIBENICHD £ 5,

- Enabled: $ATOFY FT—5 72— SOMRBEMICED £T. TUSEDKRR L
PHEESNTVBHA, BEINLTU YD TRTORY hT—2 TUSEATOY IS
nEv.

EE: Ry hU—4 TULVE—FRR FETHASNET,

s O—ALFV2E—-O-Al TV >E2—3 BFEGEN L TEADOIVE1—2—ICHEEEGIN
feTNARXTYE, COEGIZBE. USB. NFLILR—b, £EZOMOBEENVF—T 1 XN
LTREINE T,

- Disabled: sRXToOO—HILTFU>EZ—HSDEIRIDEMICED £3,
- Enabled: sRXToOO—hHILT) V2= 5OERIDAEMICED £,

+ Print using Save as PDF

-\ AU —2 3> DY T oY% PDFERTRET 3 EIZEMTT,
- B 7TV —3 >0 TF V%R PDFERTRET A EHEMCED T,

2. [RF] 200w LET,
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ZY bT=0 FUVE—DERICES>TWVBEHE. BE T —ILRFTTIVEZ—2FRLISTBE. HEDTY
VEA—EBNTL—RRINET,

7=, [PDF & L TR%E] ZEMA L TEDRI REMICH > TV BIBE. [RER] 7« — LR [F#lizRT] V> 0% 0
Vw33, [PDFELTRE]Z T a>hidL—KRRINES,

Select a destination

Q Ibea:ch destinations l

ﬁ Some options have been restrictad by your administrator

%  banpprint01. s.net Canon R-ADV C5550/5560

R  HP Ink Tank 310 series @ | 5 MacBaak Pro

( Manage & ) ( cancel
h S AN

RO)=2F v IFv

WINHOOBEEF v 7Fv 7OJ 5 LFET7 7 EERL T Citrix Enterprise Browser BHT7 VX LTk
TS, TORYS—TSaasS £7IERE Web 77 Uh SEEEZ X v /T v I 32BN/ EMCLET, 21— —
NEEZF v IFrvLLS5ETBRE. TROBEDF v ITFvyINET, 774/ ME B

T7AINEAFICELB Ty 7O— REIR

ZORU>—%ERAL T, Citrix Enterprise Browser @BHT7 /A Lt FiZ. 2—H—H' SaaS £7I1ZAZ
Web 7 ZUHSHED MIME (7 7)) 214 7% 20V O— R T 3H¥eEE G/ ENICLE T,

} =

=t

o Py 7O—RAEIPRICIMZA T, Z7MIL ZATFICL3 7y 70— RHIRBIRLFATETET,

e RUS—=T 7y FO—R] & 1770 214 FIC&B 7y 7O— FEIR OEADEIRNEMICE ST
WBHBE. 7y 70O0—F] OFIRDS 771l 21 7I2&3 7y 7O— REIR) OFIRLDBELRIN
=

s CORIBRMNBHMICH>TWVBEZTTUTr—> 3> Ic7o€R93ICE. TY R 21— —I(F Citrix
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Enterprise Browser N—23> 126 Uz FERT 2 HEDH D £3. Thlliboigas. 77U r—>
IUADTIERIFHFIRINET,

MIME 21 707y 70— RZ2B3H/EHICT BICIE. ROFIEZRTLE T,

1. 70X RIS —ZERELIBBELF T, sFHICOVWTIR, 772X RUL—DER) 28RBL TS
Lo

2. 7O 3>T. FIRMGESTHAIZERLES,
3. T7ANEATICELB Ty TO—FHIRZIoVv I L. RICHEEZI )Y ILET,
4. 77MLNZATROT Y 7O— FRIRKE XR—2 T, ROVWITIAZRIRLET,

BISNEFBEVWTINTOT Yy TO—RZFHFALEFI-BRLAEZ A TZRCIRNTO T 727y 7FO—RL
7, SN ERFRVWTIRTOTy FO—FZJOv I LET-BIRLIBEZRIRNTOI 7121 TD
Ty7O—REJOYvILET,

5. 771N 21T I MIFEELABVIGEIE. ROFIEZETLET,

a) AZRZLMIME 21 70z Uy o LET,

b) MIME 2 Z0EMT. #7dY /T ATFdU<extension>OFHKT MIME 21 FZANAL
£9, lcrxiE. image/pngTd,

) [ET] #oUwoLET,

MIME &1 FHHI9NU R MICRTEINE T,

IVRIA—H-—DEIRINT 77 ILOBEZ 7Y FO— R L& S5 935 L. Citrix Enterprise Browser (& X
vE-IHRTEINET,

4
File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.

7wy 7O—R

Citrix Enterprise Browser @HT7 /A L FIZ. DR > —THEE I N SaaS £7I3AE Web 771
ATOI—H—D7 v FO— RiEEZ M/ EMCLET. 77 1)L ME: B
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EI=H

RUS—T I7y7O—R] & 17700 21 FIC&3 7y 70— REIR] OEADEIRNEIICE>TLS
Ba. 7y 7O—F] OHIRD 771 21 FICL37 v 7O—-REIR) OFIRLODHEBREINET,

VF—F—<X—7

A—HF—OEEICI—HF—BLA1-—H—DOI> YD IP 7PRLRAEZERTTZIENLEZEM/EMCLET, T74L b

Web H X5

Citrix Enterprise Browser @B T7 VX9 3158, COHRU > —THERINT SaaS £7-IEWZ Web 77U
TWeb AXFICT7IERTRZ-PICA—F—ICTOAY T+ ERRTEID. "RRLEFA. T7 4/ ME EQT7OY
ThERRLEFT,

IV Ra—H—lE. Web HXZ FIENAEMICHR->TWE 7T r—2avii 7ot 9 %ICid. Citrix Enterprise
Browser N—2 3> 126 L= FERIT2HELHD £7,

TOY T EDRARINTICER VT T AXSZHATRICIE. ROFIEZEITLE T,

1. 70X RIVD—ZERFLRBELE I, sFAICOVTIR. 77X RS —0tEf 28RBL TS
Lo

2. 7723 >T. FIRMGETHAZERLE T,

3. Uz TAXZT #VVw I L. RICHEEZIVYILES,

4. VITAASRE R—DT. BILT7 IV ER=HATE227V v I LET,

5. REFEZIUYIL. RICETZIV VI LET,

X275 AR=—bTIOEIAR)S—TWeb A XZDFIRABEMICHE > TWBIFE, Citrix

Enterprise Browser IZIZ8&E FAINRREINE T,

s LFATIIAR—ITIVELRRIS—TH T3y ERTOY T F2REDPBRINATVBRIEES.
Citrix Enterprise Browser IZER I 132 E 1. Citrix Enterprise Browser 0 &2(Z Global App
Configuration #—tE X (GACS) MERINTVENESHMCL>TERD FT,

+ GACS pMER TN TWBIEE. Citrix Enterprise Browser |2 GACS REDEAINE T,

+ GACS pMERINhTLWAWESE. Citrix Enterprise Browser IZI13:8E Ask B'RRINE T,

« IR7E. Secure Private Access lET 7 AXZSDTOyv I EHR—FLTWVWERA, VT TAXSET

Ov 7 3232RENHZ5EIF. GACSZREL TITSHENBHD X7,

GACS o=ffic W Tk, T O—NIL7 7 UMY —E ZIZ& % Citrix Enterprise Browser &) 288 L T
<TETELY,
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TXalTo =00 )y FR— RHIR

xa)Fq FIN—THB(FIVr—>ar>twFalsq FIL—F) #ERBLT EELETT) JIL—TDY
Dy FR—R TPOEREEMITEZICHTEEY, EFallTq JIU—ICE. AE— 7Y R R—I M@EER
ATIBZ—EOTTUHNEDLETENET, tFaUTr JIL—THOTFTIVRATIU Y TR—R TIOERZEHMIC
TBICIE. TOEAREEBIRE SIS, 7o a> Fa £RE HIRGSITHI TFIER RV —%EBRTIHE
rHLFET,

s EFXaUT o JIL—THIRIPEMIH>TWVWEIHE, BRZEFaUTa JIL—TROTFT IV r—a v
TTF—42%Z0E—/lDFIF T3 IETIEFRA. T xIE. 77U TProdDocs) tFaUFr JIL—
7 ISG1) IZEL. 77V TEdocs) B alFr JIL—7F TSG21 ICBLTWBHBE. MADTIL—TIC
LT IE— /DT FIRAEMICAR > TWRIEETH. TEdocss »5 TProdDocs) icavF>v% 1
E—/EED T2 IFTITEE A

e EXaUF a4 JIL—FICBELTVWARWT ZUDBEIE. 7o>ay fIRMGSTHT CHIR (QAE—. BEDH T
Fe e oV FR=R) EBRLTT7 IR RV —RERTEEI, COEE. 7FVIEEFa T
TIN—=FD—FTIEBRW=SH. TOT7FUICIE aAE— /DT FIRZEBTE X7,

AR

% 7=. Global App Configuration #—t X (GACS) #3i& L T. Citrix Enterprise Browser #HT7 7t X
TNB7TVDOIV Yy TR—RKR 7O RZHRTZeHTTHT, GACS A L T Citrix Enterprise
Browser zBIE L TW3HEIE. TV RRYIX TV TR—RZEAMITEZ AT a>zEFRLTIUYS
R—R F7UEREEELEFT, GACSENLTI VY TR—RADT7 VX %HIRT 5 . Citrix Enterprise
Browser BHTT7 I ERINZIRTOT FVICEEAINE T, GACS OFMAICOVWTIE. IFO—NIL7 >
&Mt —E RIZ& B Citrix Enterprise Browser & #&88BL T T W,

TFXal)Ta JIL—T=ERTBICIE. ROFIEZRITLET,

1. Secure Private Access A>YV—=ILT. [7FUr—>av]z#oUy oL, [EFa)Fc FL—F] &0
v LFET,
2. :LWExaUTa JIL—FoEmME )y I LED,

Security group name

l sec-group-1 |

Add web or SaaS applications

‘ dribble X Wikipedia X Pinterest O\‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Advanced clipboard settings @

1. E%aU7q JIL—TDEEIZENALET,
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2. Web 71z SaaS 77U r—> 3 Y OBMT. JIL—ThT37 7V r—>a v EBRLT. OE—#D
fHFoa>y bO—LEzEMLET, fmxiE. Wikipedia. Pinterest. Dribble %X T3,
3. [/ EF] 20 Uw U LET,

HER Uy TR RREDFMCOVWTIE, TR T T 77— 3> ek RE7 70— /EEDHFaY>
FO—)LZBMCT S ZBRBLTLETL,

I > Ra—#—n Citrix Workspace "5 Ch 507 71— 3> (Wikipedia. Pinterest. Dribble) z2&)3
BEE. EXaUTe JL—TRAD 1 D2OT7 TV r—>arhbstio7 FUr—avicF—42%#8 (aAE—/gk0
1) TEZHRBELHD T, AE—/BEDFTE. 7TV =2 a VIR L TRICEMICHR>TVWEZDMtMDtExa
D71 &IRICEAFRGESEITINET,

el IVR A—H—F B0 EOO—AIL 7TV —2 3V EEF A ABOT7 FUr—a>hs5ih
SOESNLET FUr—2avIicayToYsIE—LTHDRF3 I TEEEA (FOEDBER). IBEIN
7 V=2 a v sRoF U —oavicdYyFoVYAIE—ah3 . ROBHINRTRINET,

X

Pasting blocked

Your admin has prohibited copied data from being
pasted here.

( ok )
FE

BELGIVVYTR—RFRE LIP3 >0F T a>z2FRALT. 12— —<> > EtoO0—Al 77V r—>3
VELIERABOT IV =23y A A=A SAYTF YOI —/BED T EBMICT RN TESE
To HMICOWTIE. TRAT4 T 77V —>a> e R AR77UOIE—/BE0[IFOY FO—ILEBIC
931 2SR LTIZTL,

FHERLANILOIE—[RED T EBEMICT S

EBEINLIIL—TROT7 FUT— 3 VAT, SHAHDVILARILOI U Y FR—R FOEIZEGMICTBEIEHT
FET, INETSICE. PFUT—23> D70 R RUS—%=ERL. BHICIHLT OE— /O[T #IRZE
MICLET,

AR
HMELANILDI Yy TR—R POECXRBIZERLIEBEDT7 72X RIS —DBEEN. tF¥aU7s J)L—
TRICER LIRS —&DdbEVW EEBRBLET,

i
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1. 77Ur—>a>yPinteresticBIDETHoNET IR RS —2ERFIEHmELE T, 7V/ER R
U —DEDFMICOVTIE. T7 72X RS —0ERI 28RBLTIETL,

2. 7723 >T. FIRGETHAZERLE T,

3. ZBERLTZMOHITES,

Pinterest i&. Wikipedia % Dribble & &N 23 zx 21U T+ JIL—FDO—ZTIH\ Pinterest ICBEEIF 5Nz
TOERRYS—T DT HIRIEICH > TWE . 21— —Id Wikipedia 714 Dribble 15 Pinterest
ICaAYTFoYEIE—TETEFEA.

@ Explore the best of Pir x +

[ Restrictions | @ in.pinterest.com/ideas/ = DN

X

Pasting blocked
Your admin has prohibited copied data from being
ne v Search for easy dinners, fashion, etc. pasted here.

Popular on Pinterest

FATF4TT7 IV r—oa>y ek AB77)OAE—[BD I FO—ILEZBMICTS

L EFaUTa0 JI—TFZ2ERLE T, FAICOVLTIE. JE—CEDRTORIRICET )y FR—F €
FalTa JIN—TF=SHLTIRLT L,

2. MBIV T R—FREZERBALE Y,

~Advanced clipboard settings @
Data out of the security group

Allow copying data from the security group to unpublished domains @

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group @

Allow copying data from native apps operating system apps to the security group

3. EHICRLTROA T a >z #RLET,
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E—ZBMILET,
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XA DR

(BE>T7IVT—23Y RXAV)DIL—F >0 T=TIIZIE. BISNiT7 T Tr—o 3 DR AT Y
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I e LTHEbLNET, Th5D R X1 >iC Citrix Enterprise Browser 5 HE7 7 X9 354, &%
RO )y TR—RRETERLIA T I VICERBR. NS0T U r—>ayh 50—/ F
FIFERNICHRD £7,

e ziF. ROSFUFAZEBELET,

- ExaUFa JIL—TO—ETH-o1 Jira2 (https: |RANSE1-1
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- A7 arEeFxalTa JL—THhERABRAANIADT—ZOOAE—%FFRIT2HEMAD £
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COYFIATE, A—H—HZOT7FVsr—>arvhsRAtEFalTa JIL—TAORMOT TV r— 3
VICT—2%zaE—L&LS5c g3, O[T FO—IDEMCAD ET, TNICETIBMAI—F—
ICRRENET,

SaaS 7 FVDHZE. TTVS =23 7023y FUOERERZELTI7EA RIS —THERINTWS
e 7 U T IOERZEBTEEIS, 7TIVDLS T4y o3EFa7 F75AR—FTIEXZALTH
RUDTINEWESH. IR A—F—E5|SH[ITTVICTFIEITEERT, e 77U 5—2aon
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SaaS 7~

EBENIYRI—Y—HOY+—8—<— 2 LENRIGIRZEM L T Office365 77U BB LI REL &Y. C
NT, TR 0ffice 365 7T VICTI/ERTBREIIL. UA—2—<— Y LENRIOKIRE 77 IC#ER
TRIBEHBDET,

I RaA—#—xOffice 365 7FVIC7 V2 RT3ICId. ROFIBERITTIHENHD £ :
1. Citrix Workspace 77U h'5 StoreFront R b 7IC7 V2R L F T,
2. 2b7ICO A LE T,
3. [7FU] TRV UYL, Rz Office365 7 S r—>a>uxE vy LET,

INT. IT¥RrI—HF—F Office365 77U r—>avhEEch, Y+ —4—I—IhEFENATVEIL
ICRAKBERBD ET, Ffeo TV RA—H -1 0ffice365 77V r—> 367 —2%ZHRILES &
L7ciZE. BRISIRA vt —2 21— —ICRFIBHEDRHD FT,
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your

- administrator. S~
= Microsoft I Ofﬁ'te Products ~  Resources ~ Templates  Support My account b )

Introducing Microsoft Copilot: Meet your everyday Al compani S

o

Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

BTN

Sign up for « Microsoft 365 >

Dowri ~it 365 apps for MacO5 »

BIEER. RETRIOMYTETFTIT—=0a VT 7 RATRDICRERT LU MRz I—H—IC1R
MIZHBEHHD £9, %L <. TCitrix Workspace 7 7UAD X k7 URL digfl) #BBLTLEI L,

TCP/UDP 77— 3>

RDP A8 EINTWBHE. TV RA—HF—IE TCP/UDP 7 7VICT7 U 2R T3 1=HICRDFIBERITT ZHEN
HOHET,

1. Citrix Secure Access 751 7> hicAd1>LEd,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 87


https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/getting-started.html#adding-store-url-to-citrix-workspace-app

Citrix t%a27 7S5AR—bFT7IER-F>TFL IR

2. EXaT7ToeREYy Y avh NS, UE— TR by TEGIEBBLEY,

(88 Citrix Secure Access

cure Access

Connection URL

Curréent Session

® Started at 03:48.48 AM May 28, 2024

Connection Duration: 0d 00 h 00 m 01
Internal network address: Not enabled
Data Sent

Data Receved. 2

Home page

T ess

Secure access session is established.

To end this session, right-click the Citrix Secure
Access icon and click Logoff.

& Remote Desktop Connection

- Remote Desktop
Connection

Computes e
L rusrmes ctrte admer

Yoo wall be aed for credertualy when you conmect

a) Windows ¥—#%3#fL T TV E— TR by 7 CANSHL. Enter F—%#HL %7,
b) #45£L&5 L TVWAIYEa—2DIP 7RLAFRIEIEIMEEANNLET,

c) &) 20V v I LET, RHBEBRONNEZRDSNZBELHD 7,

d) UE—rIYE2—202—H—-RBENXT—REZANAL. OKZZD Y I LT,

CNT. UE—FTFRIV by TEGEHBISN, TV RFI—H—FUE—FIVE2—4—ZRIETITES,

v Show Qpbons [[Comeat | Heb
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BRIICFHLLWSI S YA hEEy b7y T LA TH. Secure Private Access DRBEZHLLWA—I3 VIC7
wITIL—RTEET, P TIL—RT3HII. RFTvToay bEERTID. BRZRETI3 2 HEHL
F9, TYFIL—RERBIZICE. FILWN=-23 D1V M—5—%RITLT MEIHCTI VYR =ILEnt
Secure Private Access 7591 >&7 v I L—FRLET,

7y FIL—RDIER

TYTIL—ROFIBRIZRDEED TY,

1. Secure Private Access #&#IC1 > X b—IJL L7=AEICIK L T Delivery Controller 711> X b—
Z— Ul DEH®D Secure Private Access # 1 JL%Z 7 L T Secure Private Access 7w I L —RTE %
ERS

« Delivery Controller #& 8 T Secure Private Access % ¥ > X k—JL L 2B &. Secure Private
Access AVR—RV bDHETYTITL—RTELIETTERA, KDDIC. TRTOAVER—RY
Ty IO L—RIZBEDNHBD T, FHICOVWTIE 770X D7y 7oL —F1 =88
LTLETL,

« BH® Secure Private Access %1 JL% 77 L T Secure Private Access =1 > X b—JL LTzB &4,
@R Ty 7O L—RTEFET, #MICDOWVWTIE. Secure Private Access 1 Y A =S5 —%T7 v 7Y
L—Fr93%.

=

A=

POC 1215 Tld. Delivery Controller =4t L T Secure Private Access 1 > X b—ILTB 2 HEEHL
F9, L. ERERIETIE. ML VBEECHENZBIGTESLSICERAOM YA M—5—%2FAT5 2L
zHEDHLET,

1. 7=AR=RRVVT+Z2FTLET, #HHIOWVWTIE. RV VT EFERLET—2XR—RDT7 v I L—
~.

2. TEEBERT BRI AVF—RYy b A2TAAX=2a3 Y H—EX(IS)YH—v— VY —ILTEREED
Web # - +  Citrix Access Security EEH 1 ~ #BEE& L £ 7,

3. StoreFront iz BERTLE . RE >EEH S StoreFront 7 U F bz 4o >O0—R L. WIiEd 3
StoreFront v > TR U T hZ2RITLET, FMICOVWTII. HERTEZLET 3.

EI=H
2T EERTLEVWE, TVRRIVMIMIA-—NFEEA

1. (# 7> a3 >) NetScaler Gateway 22U 7+ RITL £ 9, #HMMICDVWTIE. NetScaler ¥ — ko .
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Secure Private Access # > 7L S REBBEICBAFBRTZAVER— 2 bDT v I L—RIZDOVWTIK. RO RE YO %
BRELTLEITV,

+ Cloud Connector
 StoreFront

» NetScaler Gateway
o SAEYRAY—N—

« Web Studio

« Director

Secure Private Access 1 > X h—5—% 7 v I L—RT3

October 21,2024

1. https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/h 5 Citrix Secure
Private Access T X b= —%4o>O—RL%Y,

2. RXAUIZBIMLTWAIS Y TEBEX L T.exe ZRfTLE 9,

3. BHOERICESTIYAM—ILZEZRTLEY,
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Citrix Virtual Apps and Desktops 7 . - Secure Private Access
Software License Agreement
LiceTs I EAtEe M Printable version
Firewall
Last Revised: August 19, 2020 -
Summary - =]
CITRIX LICENSE AGREEMENT
u d
T This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and
Finish the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (heremnafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing/citrix-providing -entities html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by vou shall in any way modify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does niot apply
to third party products zold by Citrix, which shall be subject to the terms of the third party
provider.
1. PRODUCT LICENSES.
a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in
@ | have read, understand, and accept the terms of the license agreement
| | do not accept the terms of the license agreement
Citrix Virtual Apps and Desktops 7 = - Secure Private Access
Summary
¥ Licensing Agreement Review the prerequisites and confirm the components you want to upgrade.
¥ Additional Components
Installation directory
+ Firewall }
Summary
Upgrade
Firish
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Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation
¥ Licensing Agreement The installation completed successfully. v Success
+ Additional Companents

+ Firewall Caore Components

~ Secure Private Access Upgraded
+ Summary

Post Install
+ Upgrade v Compaonent Initialization Initialized

Finish

BE:

AVA=5—%5T7yvFIL—RLTEBHVI)—XZU)—XLEE. HFLLUIYRRLY FOFHAHLFIAT
T3&L5IC StoreFront 27U 7 b EBERITT2HRELHD £,

RDOFIE

o BERTSAR— NP IECRZRET S

+ NetScaler Gateway Gateway DR

o 7TV —2 3 DR

s VIV —=23 DT IV RARI) S —%ERT B

A9V T 2ERLTT—ER—RZ2T7vTJIL—KT3

January 9, 2024

BIEEREY—ILEEHBL T, Secure Private Access 7551 > DTF—EZR—RX 7w TIL—RIXIUTrm2LD
YO—RTEET,
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1. PowerShell #7ziga<x > R 7OY 7+« Y RO EBEEERTHIE T,

2. 71 L7 kU % Secure Private Access 1 > Z b —JL 7 # LA D TF® Admin\ AdminConfigTool 7 =+
LWAIZEBE L7 (fx 2Id. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTools % ¥),

3. ROOARVRERITLET:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

BT EEY S

October 21,2024

Secure Private Access #1 VX b—IL L7, RE R—JHEREELETIET, 7TV —>3> RXT .
BEEDI—To VI EEEL. KEAREEXLTETTET,

BREELEET BICI1E. Secure Private Access BEE 7 H > kT Secure Private Access B 2> Y —JLICH o
VAVTBRHRELRHD XTI,

REZEMECIIEETEHEOFMAMCOVWTIE. ROMEYIZBRL TS

TIVTr—2 3> RAXAADIN—TFT1 T 2EIEBT3
- BIREZEETS
« MEREZEETS

FRShTWAEWI T IY 1 +Z2EIET S

FaEsnTWAEVLWWeb 1 FDIL—IILERETZEHTI £, Secure Private Access ATHER I TL AW
TIVG—=2ay (1Y bIRY hEREIFAU2—%y k) & TRERBO Web 1 by CBHRINFET, FHMHICDOL
TlE. THERAR I = 75+ by #TEBELETW

RUS—ETUIY—IL

RUS— EFVUIT Y=LE PTUT—23> POEIROER (A, SIFRGS THH. £RIFER) 2TREL
¥9, BEEIREDI—H—r1—HF—DREADT I AEREZHATIF T, HFMICDVWTE. RUS— EF
g U—)LEBRBLTLET W,
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Secure Private Access ATHB TN TVWAWT FUsr—ay (Fo bS5y b ERIZTVE2—3w k) 13, T8H
ThTuwaWLWWeb - by E&HRTNhET, 77 7JL TIE. Secure Private Access 1. 77U —>a>e7
I AR —BEHEINTVEVED, RTOI>Y SRy cWeb 77U —2 3 oADT7 oI EERELE
E

FTURREINTLRWMIDOIARTODI > HZ—2%y b URL £7ld SaaS 77U —> 3 > Tk, EIEEIZEED
YV —=Ih5 [&E] > [FFashTuwiau Web 4 ~] #7%ER L T, Citrix Enterprise Browser i2& 372
T REHOEIFETTEET,

7

77 # )Lk Tl&. Citrix Enterprise Browser @B TIARTOA > 2 —+w k URL £7i& SaaS 77U A D

TOERZHATEELIICKRESNTUVET,

BRIThTULWAWL Web 7 fDLEA

1. URLAHFzvoid. £ URLA Citrix t—EZX URL THEI WS HEFIMT B oHICfThE T,

2. 20%. URLHT>Z—F51 X Web #7zid SaaS 77U URL THEIN S HERINE T,

3. RIS FD URLATOv o Enfc URL L LTHBIESNZDESD. ERIFURLADT IV EXZHATES
NESHDHEEBEINET,

ROBE. TYRI-—HF—Dr5T70voT70-2ZRLTWVET,

Allowed sites or
Web filtering Published apps (without

configuration 3rd party SWG)
i)
(&8 7)

Secure Private Access €valuation
Web f'”tering Allowed sites (with e

31 party SWG)
; T

Redirected sites @ 3rd Party
_______________ SWG

BERDPHETHE. ROF Ty IHERTIN. WRITBT7 I3 VHERITENET !

1
1
: Blocked sites
1
1

1. ERIFZO—NILEFRIU X M= L TWETH?

a) —HBLIBE. - —EERIN-Web H 1 M7 IR TSI £,
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b) —ELAaWES. Web ¥ FURMRFTyvIINET,
2. ERIZEENER LI Web 1 FUZX MMI—ELTWETH?
a) —WIBBEIE. ROBFETTI>avhRESNET,
i. 70wy
il. &

b) —®LAWEA. TI7AIL D73y BFA) AERASNET, TIAL DT IO aVIEEET
FEHEA

ZBAThTuwaEWL Web 1 FDJIL—ILEZERTE

1. Secure Private Access B>V —ILT. [BRE]>[BAShTLWALWWeb b1 R 2O Uy o LET,
E:
o Web 74 ILZUVIHEEIZST 74 ETEMICHR>TED, FATNATLVARVIARTODA VF—
v B URLADT7 I IDHFAINE T,
o BEE TTRTOA-—Y—PRBaIchTOWHEWLWWeb Y M7 ER T3 E2TOVI T3]

ICEE LT, $RTOIa—H—2 Citrix Enterprise Browser BEHTIARTDA VX2 —Fw b
URLIC7VERT2lcz7OvITEET,

Application Domain  Administrators  Integrations  Unsanctioned Websites

Manage user access to websites not configured in SPA Web filtering is enabled @) @

Website Traffic Overrides

Override default website traffic settings to specific websites by adding them to a grouping below. @
Blocked Websites (2 Allowed Websites (@ &, Download CSV template &

Scarch blocked websites Q| + Biocka webste

1 Delete

) website

[ @ wwwifacebookcom

0 @ wwwdribble.com

HED URLZ., JOvodni- Web #+ b &E7iZsFa I hic Web 1 MZEBIIL T, ZOREZZEET S
CEHTELET,

e ZIE AT TVWAREVWIRTO URLADTIERETF 7L ETTIOYILTVWT, —ZOEFEDT
Va—2y b URLDAAD T I A EHFA LIEWESIF. ROFIEEETLTT7 VLA EZHFITI X!

a) rFarcnfi-Web 1~y 272200 v o L. 'Web 1 raFag51 20Uy I LET,

b) 7ot x%=#HTTZHENDZ Web 1 FDF7RLREEBMLET, Web 1 DT RLAEFEFT
BMT3ZrH. Web 1 OV RLREBT CSV I 7ML ERSYS 7Y RROYIITBRIEDT
TET,
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c) [URLZzEM] 22 Uvo L. [RE]ZIVvILET,

URL p¥sFaI sz Web 1 Fd U X MIZEBIISNE TS,

1A= EOREZEETS

October 21,2024

TIVT—=2a Y RXAM2DIN—T1 27 =EETS

Secure Private Access v b7y FTEBMSINAET7 TUT—23Y RXAVDURANERRTEEd, 77UY
—2aY RXALY T=TIIICIE. BETIZIIRTORXA>E, 7 S T740vIDI—FT4 T FH%E (57|*§|3§7“.:
IEARZ) N—BRRINET,

1. B> TIN5 —oa3 >R X052 I LET,

2. BEICHLT ®ET7rA>=2 IV I LTUN—TA 2T B4 T2EETIET,

EEEZEET S

BES>BEEER—SHSEBEDYIMERTLED,. EEEZEBMLED TEFEY, Secure Private Access %
MNHTA VR M—ILTZIEEBEICIE. BE2BERMISINET, COBEEBEIX. vy M7y FICHOEEERIEBMN
TEET,

BEEJIN—TZEMLT. TOJIL—THAOIRTOEBEDT IV ERZBMCTEIEHTETET,

EREE R—DT, BMEIVYILET,

XL T, COEBEZEMTS P X1 2B RLET,

A—H—FRBA-H—JI—TT. COA—H-DPEBIZI—H—FLIBII—TZERLET,
BEELATT. COA—Y—ICEIDHETEIHRENHBERZ 1 T2EIRLET,

> wn e

MEREZRETS

EFa2T TSAR—CTIOERERELES. Hied 27 H 5 StoreFront & & U NetScaler Gateway o> +1J
EEBEFLIEIERTIES,

=

1. nxi 21L1:|’&7U v LET,
2. ZELLEVEREDRET7 AV )y LT IV M) ZEHLET,
3. RELVENTHZ BB 3ICIF. BEFH7rA>0 Vv I LET,
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+ Secure Private Access 7 R L AW EB I NBaId. StoreFront o U 7 b4 >O— K L.
StoreFront "X b TERITL T,

+ Secure Private Access #* StoreFront Z i3RI TS VICHA Y X b= ILETNTWSHEIE. StoreFront
20V T hzA>O0— R LT StoreFront TEITL £,

«

Application Domain Administrators Integrations
Overview

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Applications

8

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must

Access Policies be a valid web URL and does not have to be a public address

Settings

&

https://gamma.spacpdev.local Q Q j

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

htps://gamma.spaopdev.local/Citrix/StoreGamma (]

O
AN

Download Script

(%) Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

https://gwgamma.spaopdev.local Q@ O 7 Refresh Certificate

(%) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (D Callback URL @

O
A

https://gwgamma.spaopdev.local (]

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitoring capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data.

https://ls.spaopdev.local (]

O
AN

K

TIVT—=2 3 R —DEE
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TIVr—=2a e 7O AR —eRELLS. BBEICIGCTHRETEEXT,

TIVT—2a e REETS

1. Secure Private Access B2V —IT. 7TV r—>a3>v) #0UvoLEY,

2. BESBT7 V-2 av0EERSREIV 2 Vv I L. [TV r—2a>omEl 20Uy o LET,
3. VTV DB ERELE T,

4. [Save] 20w o L&,
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Edit App X

Click Finish once you're finished editing your app

*  App Details

Where is the application located?

@- Inside my corporate network

Apptype” App icon
HTTP/HTTPS Use default icon
App name ~
< : Do not display application icon in Workspace app
ack
: Add application to favorites in Workspace app
App description

P

App category &

Verizon |
URL™ App Connectivity * &
| https://csg.enterprise.slack.com ‘ Internal
Related Domains * App Connectivity *
| * csg.enterprise.slack.com ‘ ‘ Internal AW ‘
Related Domains * App Connectivity * &
| *slack.com ‘ ‘ Internal N ‘ @
=y

(+) Add another related domain

a Caqcel

TOCRRI S —%ZHET S

Secure Private Access B>V —IL T, T70ERRYS—) #UVvILET,
EETZRUS—DEERESRI>Z I Uy I L. [TOEIARIS—OkRE 20Uy I LET,
RUS—0FHlzHmEL T,

[Update] #2)wv o L%,

> wnN
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2 selected

Add/edit restrictions

| Access Settings
Clipboard
Copy
Download restriction by file type
Downloads
Insecure content
Keylosging protection
Microphone
Notifications
Paste
Personal data masking
Popups
Printer management
Printing
Screen capture
Upload restriction by file type
Uploads
Watermark

Webcam

| Current Value
Disabled
Enabled
Multiple options
Enabled
Disabled
Enabled
Prompt every time
Prompt every time
Enabled
Multiple options
Always block pop-ups
Multiple options
Enabled
Enabled
Multiple options
Enabled
Enabled

Prompt every time

() View selected only

X277 TSAR—NTIERAZT A VAR —ILT S

October 21, 2024

Secure Private Access I&. O bO—JL NI > TOFSL> TOATSLEEEIN ST VA YA N—ILTEE

ER

1. Citrix Virtual Apps and Desktops 72408 -z 217 754 R—+ 7O R&ERIRL£T,

2. VAR =ILEI Uy I LET,

3. BEOERICE ST VI —ILEZRTLET,

Secure Private Access 1 > X b—=I)L#EDt Y 7 v IH5ET L7z 5. Secure Private Access #7 >+ >
Z b—=ILdBE0c. BEOYY —ILH 5 StoreFrontScripts.zip 7 71 )LE4 2> O— K LT, StoreFront
Z M 7HEEH 5 Secure Private Access 7571 > %BIBRL £,

StoreFrontScripts ® zip 7 7 1L 247> O— R $3IC1E. ROFIBICRWVE T,

1. Secure Private Access B>V —ILicad—1>LF T,
2. BEEIVYIL. RICHEERZT= IV ILES,
3. StoreFront X k7 URLtE o> 3> T RV T oA >O—-R 20y I LFET,
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StoreFront X ~ 7#mh 5 Secure Private Access 7541 >z HIRL £

Secure Private Access # 7>+ > X k—JL L 7-%. StoreFront X k 7#&mHh* 5 Secure Private Access 754
1o ZHRTIRENHD £,

1. StoreFront v >icOg1> L%,

2. StoreFrontScripts.zip 7 71L& 4o >O— R L% T,
3. StoreFrontScripts.zip # 7 # LA —ICfRL £9

4. BEEERT PowerShell b+ Y RO BT £,

5. ROAXYVRERTLET:

cd <unzipped folder> .\RemoveStorefrontConfiguration.psl

BRIV a—TFTa2T

June 19,2024

Secure Private Access D b TIN>a—Fo I8y aR—RICiE. 77V T5—=>a>0iRg). 7705 —> 3
CDHE, BLUENSDRAT—ZRAICEETZ2O7DKRRINET, HAICOVWTIE TFy o aR—ROBE] %
BRBLTLEIL,

ST a—Fao>Y
Secure Private Access DRERER F /- IXREERIC. UTICEEET ZRENRE T Za//EMLHD £7:

s (AIAEDITS—

o TAR—RERIZ—

« StoreFront =

o NIV IHF = DA /I=IWNY I =TT 1DEE
« Secure Private Access H—N\N—IC 77X TEHL

NS OBBEOBEICDOVWTHLCIR TERNG ST a—Tr 201 28RLTIET WL,

Director ot v a3 EEI—R

Director % Secure Private Access L #&9 % &. Secure Private Access £y 7y 7DITRTOIAVKRE—FR
>~ ORIED Director ICERDIAENZ oD, SHRMBNT 3 —I UV ADBRE ST a—F 1 I NasEICH
DET, BEFLIEGINORBEIZ. O EARTRRATZILZHEHHLET. TNTHREIERLAVESIE.
HR—MIEELTIRTW,
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BEBERFaXVE

« Secure Private Access T Director ##m$ %
Director T Secure Private Access v > 3> % RRT 3

Director @ Secure Private Access £y a>d—RDU X k,

Director,
Ay aR—ROBE

August 26, 2024

TN a—TFTa T FyoaR—RICR 7FVr—2a>0EsE. 77U T5r—2 3> 0dE 8LURT—%
ZICEAETZOUDKRTINET, BAICKRELRBERREDIZILEA LA VOOV ZRRTEES, [T«
WE—%BMN] 7> a>EFERTZ . 7FUATIV A—HF—F. bSOV IDBREDIEIELEN
ICESVWTRRZRDATCIEHTIET, e xE BRI —ILRTrIoH O3> ID=(H2EEELV) =
EIRL. ZOIBF T 7456c0fb-a60d-4bb9-a2a2-edab8340bbl5 ¥ N1 38, DSV H o> 3> IDICE
BEYE3IRTOOJZRETIEY,

Sy o aR—RICRRLEVBRICEL T, +525%0U v s LTYS 7ICHEEMTE £3., 1—%—021 CSV
MRICTVRR—-bTEEY,

«

uuuuuu

2024-06191326:29

22

2024-0619 126519
2024-0619 126519

20240619 125519

2024061

2024-0619 125517

[ZaLE2%ZEM #7>a RT3 RORFERBEFZHAL TREZXDATC LD TERT:

o = (HBAMEEHELW): REEZHICRLIC—HT RO /RIS —2RELET,

o = (—WOBEEFELL AW IBESNEZHEZSERVOT /R —2RELET,
o ~ (EZST): REEGICHBOMIC—HRT RO /RIS —ERELET,

o I~ (EZSERV) BEINEREO—BESEARVAOY RIS —ERELET,

frEZIE BRRTA—ILRIC TARY R4 T >= (H3ELHELV) > 5% tWSXFHEFERTZ . [5I1%) ¢
WSARY A TEZRERETEET,
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E#kIC. Toperator) t WS BB EANICETI—H—%1&EKT 3215, User-Name > ~ (A5 HDExE &) >
operator t WS XFHEFEALEFT, CORETIE. lToperator] EWSHBERLIRTOIA—H—FH—F
RAINFT, Tz TD—ALARL—Z), TEEEARL—ZF] BETI,

FSoH0>a>vIDZFERALT. 1 20MRY MNIEETZIITRTOOJZRETIEY, 2o 3> DI
T O RERDFTRTOH Secure Private Access OV #EEGIT£ T, 1 D207 TV F IR I TR MT, ik
TTVHNE TV TIOLRBEBYE BROOJEZERTE RS, Ch5DARY MIIRTHMEOOI ZERKL
¥9, b2 a2 IDIE. TS IRTOOJVZEENITZHICEREINET, FS>F o3> ID %z
LTOdZz 7402020328, HEDTTIT7IOERVIVIZAMIBEETZIRTOOTZIRETEET,

AJh5IVTHERIZTERT

[ Details] 5d [ShowDetails | V> 7 iCiz. BEDF7I/E IR —ICEAEMTSENTVWBR 7 FUSr—>3>D
DA kE. ZORYD—ICEEMITHENTVWR AV THF I MNEINRRINE T, nFactor SBEEHNRETN TS5
&, BEQI——IC L THRIETNTWS nFactorEPA 720> 3> 860 FF XA N ETD—2r LTEF v IF
yINnFxd,

Filters Clear All
er-Name = "User" s
CATEGORY Name = "User | Last 1Week V7 ‘ m
O App Enumeratio
Af
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
RESUL
9 Succes 2023-09-07 10:2913 spaopdev locallusera App Access @ Failure 9¢7c2de-0351-43b1-8 ERROR: Error in process.
2023-09-07 10:29:13 spaopdev locallusera App Access @ Success 9c7c2de-0351-43b1-8 Show Details
2023-09-07 10:29:12 spaopdevlocallusera App Access @ Success 9c7c2de8-0351-43b1-8 SmartAccess tags recei.
2023-09-07 10:29:12 spaopdevlocallusera App Access DSAuth validation was s
Applications:
2023-09-07 09:48:50 spaopdevlocallusera App Access « Wikipedia is ALLOWED by Wikipedia_spaop_win10  Successfully generated ...
« Googlelis ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev.locallusera App Access SmartAccess tags recei.
ContextualTags: |
2023-09-07 09:48:49 spaopdevlocaliusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-17b-4a5f-96 Show Details
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 22592121-f17b-4a5f.96. Policy evaluation return,
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212-f17b-4a5f-96
2023-09-07 09:48:40 spaopdev.locallusera App Access ® Success 2259212f-f17b-4a5f-96,
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8..  ERROR: Error in process

BEXNB S TN a—FTa>T

June 19, 2024

D kEwUTlE. Secure Private Access DR ER F /ISR ERBICRETIUEMOHZI TS —D—Z%2 R L F
ER
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HERAED TS —

T—AR—RER TS —

StoreFront =

NIV OF =k oxA[/A=INYITF—rT 1 DESE

Secure Private Access —N\N—ICT7 IR TEHWL

HERAE DI S —

IZ—XytE—20D2UEDT— bz —N—DSHREZBFNICEIRTE EEA,

ZDIZ—Xvt—F. NetScaler Gateway /ST U w o7 RLZ%ZEBML &S & LT, (AZDEEICRIEN
HIBEICRTINE T, CORIEIFZ. Secure Private Access 2ty 7w I3 I, £hidty 7 v IHR
TLREBICREZEH TR IICRETIRIEMLRHD X9,

[Eg#k: Citrix Virtual Apps and Desktops OB& L EILAZETY — U T THBAZEZEHML £ 9,

F—ZN—ZEHMT S —

¢ IT— Ayt FT—ER—-REEHTETELHATLE

RS BEIDIHE-SQL Server LD F—42R—XRICT—TILEER T BICIE. ¥ >IZ READ. WRITE.
UPDATE #E[RHHETT,

¢ IZ—XRytE—I T ANR—REERTIEEATL R T—ER—RIFBREICHFEELE T,
COIFT—Ayt—R ROVFUFTOWTNATRRTINZ DB ET,
- TEN—ZDBHEIC TEEEM 47 3 Y EERLIGE,

- BEENT—IR-RZERTIHE. TOT—EIR—IARBZEOT—ER—IATHRITNIIHED FHA.
COIZ—RAyE—2R T—ER—ZABPETHEVNT —EIR—IATHIHBRICRTIINBZEHHD &
ER

BREK BT —AN—RZ2ERN I BHENHD £,

- Secure Private Access #7>1 VR r—JLL. BLYA bR TEY 7y 7Z2BRATLET. CDF
&, UHIDA VR F=ILDT—2R—=RIFHIBBINED >T-TL &£ S,

FERE: T—AR—XZFHTHIR T 2BELHD F9,

- 20T EFRLTT—ER—IXEZFHTREL ([F—E2RXR—XDER] R—2 T [FEIERK] 28
R), RIC[BBER] AT aVICEBELETN, Y1 FRIZRAILTY, COBE. X2 FDORTH
ICALCRBBDT—ER—ZABRT TICERINTWE T,

BRE. U1 FOBRIZEELTHS. RIVT L 2BRTITIRENHD XTI,
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- YVt SQL Server EOF—EA~N—RAICT—TIL=ERK T 576D READ. WRITE. UPDATE
ERDH D FE A

R IO Y ECHEYIBIERZEMILET, FMAICOVWTIE. T7—FXR—2DOHREICHELRIER]
EBRBLTIEIVL,
e IZ—Xyt—2i T—AR—RAEERTIEEATLI ERICKBLELE
3

- XOUDBDT—EAR—R%y bT—UEGEBERBL TV, SQLServer R— b7 71470+
—ILTHVWTWR I =®RBLET,

- JE—t SQL Server #FERA L TW3HEIE. SQL Server iZ Secure Private Access <> > ID T
%% Domain\ hostname$ ZEH L TERINOF 1 VB3 HESHERAL T LT L,

- DE—FSQL Server zfEFRA L TW3FHIFE. ¥V IDICELVWAO—/., D2XEDIRTFLEEEO—
IHEDOYETHEN TV EREBL TSI,

- O—AJLSQLServer (1 X b—=5Hh5TIEW) ZEALTWSBAIE. NTAUTHORITY\ SYSTEM
A—HICOT A > EERTIVELHIHESHERIBL TSI,

StoreFront [E=

o IS—AXyt—I kD StoreFront T MU EERTEFHATLT: <Store URL>

RETNTULARWESIZ. [BE] 2#7H5 StoreFronto T > U EEHLET, Yo F—REFHALT
Secure Private Access Z52E L5, [BRE] #7H 5 StoreFront 0TV MU ERETEET, COIS
—hFELE L7 StoreFront R k7D URL ZE2FBHTL I LY,

AR
1. [&E]|ZIUvIL. [1>0FFL—>a3v]4T%# 00y o LET,

2. StoreFront X ~ 7 URL iZ. StoreFront T> FURRTRINTULARLVIESIX. ZOIY MU %EIEBM
L9,

s I5—Xyt—2: ROD StoreFront T MU ZBRTETEEATLR: <Store URL>
FRRER
1. PowerShell DERTRU S —ICL 2HIMRABRESN TV AREEMENH D 9. HFMICDWVWTIE
PowerShell 77 ~ax >k Get-ExecutionPolicy®aRITL T T L,
2. FIRINTVREGIE. ChzoEEL T StoreFront X7 ) 72 FHTRITIT2HENHD £7,
o [BE] BV IL. (10T L—>a>v] 2050 ) v LET,

4, TStoreFront X 7 URL) T. T5—HmFLE L StoreFront URLDOT Y FUEKEL T,
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5. ZOX L7 URLO#EICH B [RZU T DAY O—R] REV%EIUwo L. xtind 3 StoreFront
HRAVAP—ILTNTWVWETY Y FTEIEEERTI O PowerShell 7 7+ %#E1FLET, TDX
) FRIETARTO StoreFront ¥ > TERITTINERHBD £7,

P
TUAYRA =L EBICA VA M=z BH1TT 555, StoreFront #5% (StoreFront> X ~77 >
Delivery Controller-Secure Private Access) IZ Secure Private Access) £ WS ZRIDI > k

ARV & #ZR LTIV, Secure Private Access W 1E7E T 38813, COIY MU EHIBRL
TLETW, BE>AIVTIL—=—2a R=IHYPBRITVT N EFFHTE I O—-RLTEITLES,

o I5—Xyt—: R StoreFront BRIZO—AILTIEHD FHA: <Store URL>

U4 —R%E@BAL T Secure Private Access Z:8E L5, [RE] F TS5 — o1 M) 2iRE
TIFET, COTIZ—HFEELT StoreFront A k7D URL ZEZEZFZHTLLET L,

RRRER:

C DRAREIE. StoreFront A* Secure Private Access t ALY I VICA YA R—=ILENTULAWESICRE
L &9, StoreFront Z1 > X b—JLL7=<> > T StoreFront #mi % FEITRIT I IMEHLDHD £,

1. [BE] ROV OL. [1>FTL—>3>]27%20) v I LET,

2. TStoreFront X 77 URL) T. TS5—h' &4 L7 StoreFrontURLDOIT> MU ZFEL 7,

3. ZOART7URLD#ICHSZ [RUVVTFrDFo>O—R] REVEU 1)y o L. e 3 StoreFront
NRAVAR=ILEINTWVWEIY Y ETEEEERTI O PowerShell 27 U7 2T LET, TDX
T MEIARTO StoreFront Yo > TRITTZIHREHHD £,

e
StoreFront PowerShell 27 ) 7 h #2179 3 113 EEEER T Windows x64 Hiad PowerShell

Y > RU%EFE. ConfigureStoreFront.psl #%17L £9, StoreFront X2 1J 7 ki Windows
PowerShell (x86) r Bifatih'H b £ Ao

« T35 —Xvt—: PowerShell ZfE /R L T StoreFront X 7 U 7 ZRITLTWVWB & FIZ TGet-
STFStoreService: %1 7*Citrix.DeliveryServices.framework.feature.exceptions.registryKeyNotFoundExcepti
DHISIHREL K LT lo

CDIS—iF. StoreFront ) 7 k% x86 BE#ad PowerShell U« Y RO TERIFLEEAICKELE T,
fRRER

StoreFront PowerShell 2 71U 7 b #R1T9 31213, EEEHER T Windows x64 B2 PowerShell =
1Y RYzRVWTH5ConfigureStorefront.psl&XRITLEY,
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NTVYyOF— b zA[D=INYIF—bT 1 DESE

IZ—XyvtE—2u OF—bIzA IV MU EERTEEEATL . <Gateway URL> F7iE koId—ILN
VWIF— R ITA IV M) EERTEEFEATL: <Callback Gateway URL>

FRRER .

BENAREELENT VY IF— Iz £HEI-INYITF— DA DURLEZEZEDTHITE T, U —
R %R L T Secure Private Access #RREL 5. [BRE] 2 TS5 — I T IV MU ERETIET,

1. [BE]|ZVVvIL. [1>TIL—2a3 V] 275 0UvILET,
2. NTVwIF—FITATRLAZFRIEA-IANYIF— I T7RLRE, BEPRELKREIP 7R
L2EBEHLET,

Secure Private Access H—/N—IC7 X TEAHL

IS—AvE—SillS 7—ILE2THTEFEFLATLI IS 7L EBRHTIFBATLE

RRRER

AVB=RY MY T RX=23 5 —EX(IS) D [7FUr—> 3> =] ICBEBL. ROTTVTr—>3>0F
— AR LTRITINTVWR 2R LE T,

o Secure Private Access S> %1 L+ F—IL
o Secure Private Access BI2E& -l

Ffoe TIALEDNSH R'"Default Web Site"MBHEBLTVWRZEHRERLTIEIL,

T—EN—BHETF TV I DKM

IS—XytE—Ji B FoyvIhkBMLELE
T—=AR—=EHZTF v IId. BHROEBHTERRISAEELHD £

o J7AT7I+—ILDT®. Secure Private Access 75541 >V DHRA RIS VD BT —ER—XH—/N—|C
TIEATIEEA

RRE: T—AR—RR—b (T4 ER=F1433) BT 74T+ —ILTHLUTVLIHE SHhERREL £
ERS

o Secure Private Access 75541 YRR MI I VICIE. T—ER—XI|IEG T IERDH D FH A

fi#iReR:Secure Private Access @ SQL 7 —A2R—HERESEB LTI L,
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F—=bOxA1EHEFTvIDRBLE LTz, AMIBAZ#EETIEEA
IS—Xyt— 1 A VA =IO RO IS —TERBLET, F—rozrERFo v IICKBLEL
NRGAE RIS TE FEA )
R
o« BRY—IEFERLT. Y=oz D/NT ) v UiBAZ % Secure Private Access T —2R—RUITFHT
7y FO—RLET,
o PowerShell £7zizav > k7O b0 VRO BIBEEERETHEET,

« 7«1 L2 % Secure Private Access ¥ > X k—JL 7 # LA O T @ Admin\ AdminConfigTool 7 =
LWAIZEEL 7 (f-x z1d. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTool; %&#Y¥)

s ROOARVKRERITLET:

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

TIVT—a UBERH

StoreFront @ URL % 7-i& NetScaler Gateway ® URL ®DEKREICR S v a (/) B&FhTWBe. 7 U5 —
o avDFELFINE T,

FRRER

StoreFront X +77 URL #7z1% NetScaler Gateway URL DXKEDR S v a%=HIBRL £9, s¥L<IE TZv k
7w 7% D StoreFront £7z1% NetScaler Gateway #r—/\—Ds#ADEH 1 ZBBLTLLIESI L,

F D1t
ety b7y TERETTERW

ety k7w FB5IC Director DBHHAIRBLIEIBEIXZ. STV A —N—%2BERTIAVWI A HD £T,
fRIRER:

license_server 7 —JILEZFEFTOU—>T v FLTLESIL,

Secure Private Access 228t R— L /N> RILDIER

RDOFIE#RTTL T, Secure Private Access s2litrR— bk « N RILZERL £9:

o PowerShell £7zixav>Rr7O> T b0 VY RO BIEBEEETHEET,
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« ¥ L% )% Secure Private Access 1 > X k=L 7 7 JLZ DT D Admin\ AdminConfigTool 7 =
LWAICEELET (fzx 2iE. cd TC:\Program Files\ Citrix\ Citrix Access Security\ Admin\ Admin\
AdminConfigTooly % ¥),

« ROOARVKR%ERITLET:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access @ SQL ¥ — 2~ — X R

F—ER—%BIMER T B ICIE. Secure Private Access 7551 VRARI I VI, T—ER—XIEHELTT
—BAR—XARAEX—IHEER T IIERIYVETT,

DE=FT—ER=22
ROFIREZRITLT. VE-FT—ER-DIERZREL E I,

1. Baio@EXCitrixAccessSecurity<Site Name>TEDTF—ER—XEEHL T, <Site
Name>id. Secure Private Access D41 bR TE, (fflx I, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Secure Private Access RfE<> > DT> > ID B® SQL Server A 1 & {ER L £ 9, /=& X I, Secure
Private Access 70—H—D< > > EH HOSTL T. o> KX > H DOMAINL &, <> > ID &
TDOMAINI\HOST1S, &b 9, OJ 1 UHBRICERINTVRIESIE. COXTYTIFERTI T,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
RXAYVBZIERODIV TV ZFERL THRETEI 7!
SELECT DEFAULT_DOMAIN() [DomainName]
3. db_ownerO—Lz<I> > IDICEIDETE T,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'
ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
A—AILT—ER=2:
O—ALT—2R—IDIERZRET B ICIE. ROFIEZRTLES,

1. BHo#EXCitrixAccessSecurity<Site Name>TEDTF—EZR—XEERL £J, <Site
Name>i& Secure Private Access O FETY, (Fz& zid. CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>
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2. NT AUTHORITY\SYSTEM 2—%—® SQL Server O/« > & {ER L £9, OJ 1 VHERICIERINT
WBI5EIE. COXTY FIFEHTEET,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. db_owner o—JL% 'NT AUTHORITY\SYSTEM) 2 —%—ICEIDHTET,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'
ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

T—EARN—RZFETERTDE. AU YO—RLET—ER—IZRIVTRMIEL>TIS Y ID ICERMNEME N
£,

FSTIWN a—Fa>7O07000LRILVEEE

SIS a—FTa2700 T 74 DI >—0OJLARILTT,
SIS a—TFTa>/OJ000LARLVEEBETBICIF. T V21 LY —E X appsettings.json (C:\Program
Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService) T. TroubleshootingSql
drestrictedToMinimumLevelZXxoWFhhDEICEFHFLF T,

- Information

- Debug

- Warning
- Error

"TroubleshootingSql": {
"restrictedToMinimumLevel": "Error",
"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Director #FHL Ty a>D ST a—FTa00%1T5

October 21, 2024

Director & Secure Private Access ®#&IC & D. Secure Private Access Ey 7Y ZTRDITARTOH IV HR—
> b ORBEND Director IZF v 7F ¥ INZ 7D, MBHBENTA—IVRERVE b TIN>a—T 1 I B AEE
ICRDET, RORICIE. Director ICRRTNZIEIEAIS— O—RCBEETIEHNIIALINTUVET,

FHICOWVWTIE. UTDOREYIZBRL TS L,
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« Secure Private Access T Director #8859 %
e Director TEF a7 FSAR—T7OEREYSaVERTTS

PEI=H

¢ 2HTBIC TO) MEENDZ I—FIF. BEOERT7O—Z2RLET, 1Lz 1000 137 7Y OFIEL R
mLiclezRLET,

o 2HTBIC Tl EENBZ I—FId. KEEIIFSPERLET, e zE 2101 Fty > a>vokiiz
RLET, RMEICIZFMRELLSEIE. OV ZRARNTHEZRRTBZ L zE#8OLET, TNT
HEBENBARALBVSEEIE. TR—-MIBHVEDELETL,

FIZEEEI—F

d—FK N e

1101 S FIERICRBIS—HEELF LT

1102 S W<OD DT TUNTIEShE L
M. < ed 12077 OFE
MEBLELT

1103 S TTULHIEEINT, <D ]
DO7 T OFHENRIL & LT

1000 A% FIBIERIMLE LT %< dl
DOT7FIURINEIhFE LT,

1001 mIh TRTCOTF7TIDNRI) S —IZL>T
EZIND. FIEShT TV
lFHODEFEATLT

1002 %I —HT BRI —Dhahoflod.
TTVIFFIEIhEFLATL

1003 I —EHo7 FVIFEETIN. EOMD
T DOWTIRARY S —h—HL
B ofl®. TFVIFFIEIhE
FATLT

1004 I FHET 2R =D Wnicd. TS

VIFFIETNEEAT LT
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3102
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3104

3000
3001

3002

3003
3004

T7VEBHAvE—-YI—FR

KRR
ES:
TOT1 T[T T 1 T/RE

Active

FT7I9T7107

KRR

ES:

EN

K

PRI /IES /R

£E

TRER

CEBr5077UDN -2

Bt

Tty avIickBMLELR,

Ty aryh T o T TERIFET
LTWam, Ev>a>RDDbE<
£H 1207 7)) DEFICKKL
L7
tysavid7o7147 T,
Ly aVIdET /AT T4TT
ED

35198

TIVGE-NBIS—HIEELEF
L7z (BREIEKRER).

RS —sHEFICHIIMEE LT
&, TTVIFHNEINFLEATL .
TIVOHBRF—2ZD null TF
-RU S —OFHERICHE I S —HF
ELFL

TIUDOR S —HAOBBHICT
S—HRELF LT

7T DFEIFHFTINE T,

T DFEIFR) =L >TIE
BINEFT,

—HIT BRI =B o7,
TTVIRFNESNEFEATL,
FT)DHNERT—F2 XIFBETY,

Citrix Enterprise Browser h*5®
7 7VEEDRT,
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4101

4102
4103

4000
4001

4002

¥
ob

SIEM

W

=

August 26, 2024

IRRE

EN

FN
FFRI/IES /R

Bt

TV r—=arESIc—-77
Ur—2 a3 0RFHHRICRETS —
PMRELELE

TV r—aviEeBT o — (RE)

TIVDOR) L —FAOBFHICT

S—HREELELE
7T OESHIFFTENET,

RUS—=IZEODTTIT—23>0
EHMETINE LT

—HT BRI =B slcfed.
TV —avOERMIFERIN

L7

Secure Private Access 7551 iE. X a2 T BRELVI R Y MBI (SIEM) Y —E R D#FEEE T R— K
LEF, ExallTaaRY MEWindows 1R bAY (ARVEE2—F\T7FVr—>arey—E209)\
Citrix Access Security) ICUT7ILZA LTRESN, H—RN—FTo V=L TRESLUAHTIET,

RDFEIE. Secure Private Access 7S5 1>DtEFaTFa « AR ED—ETY:

ARV KID

4624

4625

gD

TADUY MIEEICOTF
YEnFELLE

ThoyrhOsArTE
FEATLLE

A

Secure Private Access
EEEN Secure Private
Access EEEO>Y —JLIC
OJ4> Lt SICERS
nNd1R>k

Secure Private Access
EEEN Secure Private
Access BEEEO>VY —JLA
oOJA kLI &
ICER S Nfcr R b

#iiT

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X
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4634

4720

4738

4726
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%

s TXIUTAERELUTIRY MEE (SIEM) 0

BRrRFa XDk

FEDH

FThorehasdFaz3n
FLI

A—H—=THhU > bHMER
ShELE

A—H—=THhIOY HEE

ShELE

dA—H—=THho > +HHEIRR

IhELE

A-H%—-0EF*a7 7Y
L A %

A—HY—F IO RERI D
IXk

e SIEMVYa—3yAaondoERICOWVWT

G

A

Secure Private Access
FHIEEH Secure Private
Access EEEO>Y —I/ILH
S5O0 74 7 LTc & SITER
INfcARY b

# L L Secure Private
Access EEEENEMTN
e SIS NTEARY
I\

# L\ Secure Private
Access BEEENEHL 7
CFIERINTcARY
# L\ Secure Private
Access BEEENHIBRT N
e EICER S NTEARY
l\
IVRRAYbTI—H—
Tyl a hBRR E IR
TLREECSICERSN S
N2 b A== Y
3. TN RADM. &
waYRIZT7 IR LT
REB R XA > E MR X
VHEENhET

Secure Private Access
TSI40D Y —IAD
TOEREERBLIZE S
ERINZARY ke UY
— XM FQDN & :BRE
NaEhzd

A
]

#T

Citrix Access Security
Admin #—EX

Citrix Access Security
Admin #—EX

Citrix Access Security
Admin #—EX
Citrix Access Security

Admin H—E X

Citrix Access Security
Admin #—E X

Citrix Access Security
Admin #—E X
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Scout &5

August 26, 2024

Citrix Scout I Secure Private Access AN TWVWB o, BEZIFI NS T a—FTorJn=Hicos e
XMy ORIIETIET, NESNZBROFMCOVWTIE. TIEREL Z8RBLTLETL,

Secure Private Access OV DNE%BRAT B ICIE. ROFIEBZRTLET:

1. L3> %RA$ 3ICIE. Secure Private Access ¥ U #ZIRL £,
2. [&17] 20 )v o LED,

MLosaryzeEl) 220y L TVWDOTHIAL I3 %ZFLETEET,

Citrix Scout IFUATOOFHEBLET, chsoOFidO0—AIIS >Ny RILICEEFES . Citrix Cloud i

7y7O—RTEEY,

+ C:\Program Files\ Citrix\ Citrix Access Security\ Admin\ AdminService\ logs\ spa-admin

+ C:\Program Files\ Citrix\ Citrix Access Security\ Runtime\ RuntimeService\ logs\ spa-runtime

&% Citrix Scout

Collect

Select or add machines to collect data from:

/1 machine selected,

jamma.spacpdev.local StoreFrant v Verifie
o

. m

£5 Citrix Scout

Collect

Collect

gamma.spaopdev.local

£,o Collected: 0 of 1. This may take a few minutes.

% Collecting..

- ®

& Q

Cance

OJREFRE

June 19, 2024

O41% Secure Private Access T—4~R—2IZ 7 BEFEEINE T, OJOAHEDPAIKADTFSZL (fce z
(¥, 100,000 28X 34 ). 0 BLOAICRBEVWOIZHIBTEX T, JU—>TvFPadiE. TIA4ILERT
LREBECCICRITINET, CcoPadidk. V21 LY—EXADBREEFTIVICHRITINET,
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FSTWNDa—T4 2O DREREDHRAZIA X

OO0 V=27, SYEALY—EIADAI YA M—=ILT L4 —I2H S appsettings.json 7 71 L& ER
LTRETTFT, OVORFHRHE T —IR—RIFREFTETZO0DHICEODVWTIN -V 7y T2 RETI T,
HEIZG LT appsettings.json 77 1 LAOUTOIY FUEZELEXT,

B TINT TURE.json T 71 )L:
"TroubleshootinglLogs'": {

"CleanupPeriodInHours": 12,
"CleanupDataOlderThanDays": 7,
"CleanupOldestDataIfEntriesCountAbove": 0

}
IV =Ty FTEEMICTBICIE. BEIISCTROREZITVET,
o« OJ% 7B IFRIFT31C1E. CleanupDataOlderThanDays# 7TICRREL X,

o« BB —>7 v IEEHICTSICIE. CleanupDatalOlderThanDays% 0ICBEL £,

s ATV IR=ZDT ) —=>T v TEENCTSICIF.CleanupOldestDatalfEntriesCountAbove
Z0ICRELET,

o CNHEDHRENTEALD 0ICREINTWVWRIEA. F/ldCleanupPeriodInHoursh 0 ICRESNT
W3HE. OJIKAICRREISNE T,

- T RUERAEHL 100% KT I3 a8 H 370, CleanupDataOlderThanDays# 7
l&CleanupOldestDatalfEntriesCountAboved®EA% 0ic . ziZCleanupPeriodInHours
Z0ICRET D LIFHEDLEE A

- Qoo )—>7 v F5EEIE. CleanupPeriodInHoursI Y hUAEELTEFTZLHT
TFEY

paH

Secure Private Access 0 X Z2— LTEBHTZHBE. CNODREIIEITXEZ—/—RTEETZH
ERAHDET, /—RFRREICF—BDIHIH5E1E. RPBERIZIV 2TV TINBZA 2V IXZADMEBESN
£9,

AJETLXNIDI)—=2T v

June 19, 2024
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FLANIF—EDOV—>T v
FL X MUF—4Z, Secure Private Access T—2R—XIZ 3 ARMREINE T, 7 —>T v IHRRELRTL
XM TF—=2EBFETREHOF v oId. 30T icfThbnEd,

JEsc:

TLXMITFT=2D0) =27y T2RBTBICIE. FVFALT—EIDRERITINTLIHELHD £,

CODF O/ )—>7v 7

CDF O%'i&. Secure Private Access 1 >R k=LY >®D AdMin 8LV EA LY —ERADA YA =)L
FIWA—RHICERESNE T, CDFOJIB.csv 77 ILICREFESN. E7 71JLICIE 1I0MB ot 1 HIRASBERA TN
E

Admin 4 —ERIE—EICRA IO ED CDF O/ 7 71 ILERETEE T, TOHB. BHBHWLWI 7 1ILEHIBERL T,
WLWCDFOU T 7 A ILEER T BTcbDRAR—RZZEITF T,

Runtime #—E X id Admin H—EXREREUL & SICHEEL £TH. —EBICRIETE3Z 7 77 LEIIRA 600 BT
ER

COFOJDARZLIIV—2T v

COFOJd oo —>7y i3, EBY—EREFVEALY—EXRDAYRM—ILT LA IZH B appset-
tings.json 7 7 1L ZERAL THRETITET, 77N T 7Y A X ATY MIRZEET 31213
appsettings.json 7 7 1 LORODITV M UEBHLET:

"CdfFile": {

"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

e

- ~IZ Secure Private Access DD 1 VX2V ADBEINTWBIHEIE. Secure Private Access
DEA VR R—ILY > VT appsettings.json 77 1)L ZBHLTCDF o U —>7 v 7% TVWET,

January 9, 2024

Citrix Secure Private Access #+ > 7L X X[@l7)
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