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URL #2AR9 %IClE PowerShell 2 ) 7+ % EB T3 BB HD £9, 7 U %R 28T 3. Citrix Studio 2>
VI EFERALTEETIXY,

PowerShell
script

PowerShell 2 1) 7 kid. https://www.citrix.com/downloads/workspace-app/powershell-module-
for-configuring-secure-private-access-for-storefront/configure-secure-private-access-for-
storefront.htmlp 54 >O0—RrRTE£Y,
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1. PowerShell SDK #1 > X k= ILiFHD <> > T PowerShell #BE £
2. ROOARVRERTLET:

Add-PsSnapin Citrixx
$dg = Get-BrokerDesktopGroup - Name PublishedContentApps

3. Web 77U 0ZE#HEERLF 7
$citrixUrl: “<URL of the app>~
$appName: <app name as it must appear on Workspace>
$DesktopGroupId: 1

$desktopgroupname: <your desktop group name>
$AppIconFilePath: <path of the image file>

=
AR Y RERITTBEIC. BIEN (<>) TY—UINETL—RRILE—2RTEHRLTLEI WV,
BERE T V=23 BZEDETES. ROOAY Y RZETLTF I r—>a>E=R/MLET,
New-BrokerApplication - ApplicationType PublishedContent -
CommandLineExecutable S$ScitrixURL - Name S$SappName - DesktopGroup $dg.
Uid
RESINTTUIE, Citrix Studio d [77Ur—> 3] £ avickiahEd, Citrix Studio a>v —
WEGEIST T DFEZEEETIELS5ICADFEL,

TIIDRRERREEATTIDT 7AW ETAAVDOEEICOVWTEHLLIE MOV TV 28RLTE

T

ATy T2 T TIORI S —%2RHTS

-

Configure
Citrix
Gateway to

Configure
Citrix

Publish the
policies to

Publish the

apps using
PowerShell
script

Gateway for
routing of
traffic

authorize
users to
access apps

be enabled
for the apps

. %

RVS—=T 7SI RRASNAEETIVDIL—TFTa o7 etFa) T8N ERINTUVET, Web F7id
SaaS 7N =23 YOI—T VI RE (T VA BBEETS - U zARL) ICETEIRIS—T 7L
BT BIUENDBD XY,

TIVICT VARV —%BATBICIF. Web 77U 713 SaaS 77U CCICRU > — = REATZ3HELDH D
£9, ZDHICIF. RU>—D JSON 77 1)L Web.config 7 7 1 V=BT EHELH D £7,
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e RUT—ISON 77 a0J)L: KU —JUSON 77 AL 2T 7VDFEME 7 T )DEXa VTR
—TEHLET, RIS, RUT—ISON 7 71J)L%E C:\inetpub\wwwroot\Citrix\Store\
Resources\SecureBrowseric# % StoreFront 4 —N—ICERET3HENRHD 7,

e

)y —2=x1 & FSecureBrowser) WS EFDT +)LZ—%Z{EH L. 'SecureBrowser | 7+ /)L4
—IZRU S —JSON 7 71 L Z BN ZRENHD £,
TETFERRIO—T OOV ZDEDFHMCOVWTIE. TPV Tr—oa3>T7I0ERARI)O—Ds
M1 ZBRLTIET W,

+ Web.config 7 7 1JL: FiL WK > —4% Citrix Workspace 771 ¢ Citrix Enterprise Browser
THEATEIZL3IC9 31018, StoreFront X E 771 LU FUICH 3 web.config 7 7 1 L EEBE T 3UE
BHDLET, 771 ZHEL T, route WS HFIOFH LW XML 2T ZEBMT Z3HENHD £, RIC,
Web.config 7 7 1 L% C:\inetpub\wwwroot\Citrix\Storel. t WS IBFRICEEE T 3 HEHLHD 7

XML 7 71 ILDFICDWTlE, TZVRY =T REBEDH | #8BLTLIETL,
e
INARD Tstorel) (&, R MTHMER S NI-E STICIEEINRaizELE T, AIOXNT7REFERT
2BEE. BUIR T A NS ZERTEIHRELRHD £,

FBEOIL—FOBEBICHLWIL— L EBINTAI 28O LET, BRTIL— MZ2ENT 3581, BHED
TRTDIL—FDEXBESZFETEMITINELHDET,

FIiE 3: NetScaler Gateway BHD ST v I DI —T 1 VI BT S

- Configure \
////;;;Hshthe Publish the Configure g

apps using policies to

Citrix
Gateway to
authorize

Citrix
Gateway for

PowerShell be enabled routing of

script for the apps i coss ap
Pp! traffic access apps

L Enable clientless access

Configure web address
encoding

s Enable Secure Browse protocol

, Exclude domains globally

\_

NetScaler Gateway N LT b ST 4 v I DI =T« I EZBMICT 3 ICIE. ROFIEHNHBETT,

/
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e USATUNLRATVERZEMIITS

e URLT>O—FT VT ZBMZTS

« Secure Browse #BEMIZT 3

¢ UZATURLRATIVERE—RTORXAVDEZTRIDSRING S

34T RLRT7VER URLIYI—Fo2J $LVEFaT7TSVXE. JO-NLIS, EeldtEyiay
RUS—CUICBEMICTEE T,

o JO—NILICEMWRREIG. BREADTARTD NetScaler Gateway R —N—ICERINE T,
e Ly a3V ITEDRII—FEIF. A—H— JIL—F, 73 Gateway REH —N—ICBERAIN T,

7

N

AT RNLRATOERZEBHICTS

NetScaler Gateway GUI #FALTU 17V L AT R%25O—NILICEMICT B IC1E:

(t#8m] 270 [CitrixGateway] #ERL. [JO—-NILEE] 20Uy I LET,

TO—NILERE) R—=I T, JO-NILEBEOLEE] 20 ) v LFET,

9SAFPYRIVRRVIVRI BTDTOSAT7RLRT IR T 47> %##RL. TOK) #0Uv oL F
ED

NetScaler Gateway GUI = FH L Tty > a Y RS —%2FRHLTISAT Y MLATIEREEMITBIC
I&:

BIRLIEOA—Y JIL—T FLRBEREBY—NOTIN—TRIFICISATURLAT VR ZERY 3HE1R. 77
ATV ELRTZVERZTO-NILICEDEIZIUTLET. RIS, By ayRUS—2FALT. 75317
FLRT7OERZEBMICL. 2= — JIL—T EFLIIMERBI—N—IINAVRLET,

(#8m] #7T [CitrixGateway] ZERL. [KU>—] > [Eyv>a>v] 50Uy I L%T,

[EyvayvhUs—=]&2T%#o)voL., [B]ZVVvILET,

[&#1] 120 RS —DBEBIEANTILET,

[FO71s—l]oEIcHB [FEl =0V v o LET,

[Ba0] I, 7OT7 71 ILORFENDLET,

[VF514T7YRIZORRVIVRA)BZTO[VFATYLATORR] OBICHSZ [FO—NILA—N—F4

Rlzouwo L, [#]#&RLTER] 22 v o LET,

7. TORXTLwy>aric. truet NAALEY, fEtruez ANA938. RUS—IEZEICNTVRTIATWSL
NILICBERTINE T,

8. [fE] = Vwo L. [BALB]EZVUYILET,
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<~ Configure Citrix Gateway Session Profile

Name

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Accounting Policy
A\
Override Global
Display Home Page
Home Page

(0) Override Global

URL for Web-Based Email

https://exch2013.cgwsanity.net/ow () Override Global

Split Tunnel*
(0) Override Global

Session Time-out (mins)

30 () Override Global

Client Idle Time-out (mins)

D Override Global

Clientless Access*

On vl Override Global ()

NetScaler Gateway CLI ZFH LTI S1 7> L A7 IE R O—/NILICEHMICT 3I21d:
ARYRZAOYTRT ROV RZRITLET !

set vpn parameter -clientlessVpnMode On -icaProxy OFF
NetScaler Gateway CLI #ER L Tt v>a > DI IA1T7 Y ML AT IERZEMICT B ICIE:
ARYRFAYTRT ROV RERITLET:

set vpn sessionAction <session-profile-name> -clientlessVpnMode On -
icaProxy OFF

URLI>O—F1 VI =2BMTS

ISATYRMLRATIERZEMITEE. AHWeb 7 U —23>O7RLRZIVI—RE 3D PRLZR
ZOVTTHRIAMDERICTZINZBIRTIE T, VSATVMLRATIEZADRH. Web PRLRIFZUT7TFFR
FOFFRICLTHEL L ESEHLEY,
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NetScaler Gateway GUI # B L TURL T>O—F ¢ > J &5 O—-NILIZBEMICT B ICIE:

1. [#m] 270 [Citrix Gateway] =#ERIL. [JO—NIL&EE] 20V v I LET,

2. TOO=NIEREI R=T. IO-NILREDEE #UUwo LT,

3.OSHATFURIVRRVIVAI BTD 0S4 F7 L AT7IE2AURLT>O—F 141 T. Web URL
ZIVO—RI3REEERL. TOK) 20Uy I LET,

NetScaler Gateway GUI ZfERL Tty > a Y RUS—LARILTURL I O—F 1 I EBMICT IS

(] 27T [Citrix Gateway ] #ERL. [(RU>—] > [Ev>ar] #0Uv LT,
[EyvrayvhRis—=]&2T#o)voL, [BH]Z2)vILET,

[&#i] IC. KU —DEBIZANTILET,

[ZO71—] 0EICHS [FR] £V v I LET,

[Ba0] . 7O7 71 ILORFENDLET,

(9547 RIORRYVIVR] BT T OSA4F7Y ML R7I2XURLIYO—FT 12T OBICHD
a—NILA—N=Z04R] Z0Vv o L. T>OA—FLRILEZERLT TOK) 27)v o L%,

1. TOXTLyoa>ic. truet NAALEY, fEtruez ANAN938. RUS—IEEICNTYRIATWSL
NILICERINET,

A O
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k<~ Configure Citrix Gateway Session Profile

Mame

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

MNetwork Configuration Client Experience Security Published Applications Remote Desktop PColP

Accounting Policy
W
Override Global
Display Home Page
Home Page
D Override Global
URL for Web-Based Email
https://fexch2013.cgwsanity.net/ow () Override Global

Split Tunnel*
() Override Global

Session Time-out (mins)

30 () Override Global

Client Idle Time-out {mins)

() Override Global

Clientless Access*

On ~ . Override Global O

Clientless Access URL Encoding*®

Encrypt ~ |4 Override Global O

NetScaler Gateway CLI #fEEBH L TURL T>O—F« >»J &5 O—-NILICEMICT 31T
IRYRFAYFET ROOAR Y FZRTLET:

set vpn parameter -clientlessModeUr1lEncoding TRANSPARENT
NetScaler Gateway CLI #fER L CTtwv>a> O URL I O—F 1 VI RU S —2EMICT BICIE:
ARYR7OYTRT ROOARY RERITLET:

set vpn sessionAction <session-profile-name> -clientlessModeUrlEncoding
TRANSPARENT

Secure Browse ZEXICT 3

TFaTITSIRETIFATURLATVEZADEREL T 951472 L XVPN E— FZ2 A L7EGHATREIC
b %7, Citrix Enterprise Browser "2+ a2 775U XE—REFHALTLAS—VPNBZLTTZIVIZT O
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ATEBRLSICTBICIE. EFXaT7TSIXE—REBHICTIHERHDET,
F:

I > ka—+—7' Citrix Enterprise Browser = > X b—JL L TWAWiEE. SPAEnabled %o hY gL
B URL (&, Citrix Enterprise Browser TIEZB < TNAADT I AN ST STHF—THIET, TDLS
BFE. X2V TR —IGBERAIhEEA. CORBEIG. StoreFront BRIBE TOAEELFT,

NetScaler Gateway GUI 2R L TtEF 277 50X E—REIFO-NILIZEMICT B!

1. [#8m] 27 @ [Citrix Gateway] ZERL. [FO—NILRBE] 20Uy I LET,
2. TO0-NILEREI R—JT. JO-NILEBEDEE) #7)vILFT,
3. Texal)Fry 27D TSecure Browsey T. TG%1) #&#IRL. TOK) #o U v I LET,

NetScaler Gateway GUI ZFAL Ty a Y RU S —LARILTEF2T7ISVXE—REEMICT I

[#8m] # 7T [Citrix Gateway] #ERIL. [RU>—]1 > [y a>] #0UvILET,
[EyvrayviRus—=]42T%&o)yo L, [BH]ZV) Yo LET,

[&#i] IC. KU —DERIEANSILET,

[ZOo7s—] o#icH3 [FE] 2oV v I LET,

[Ba0] . 7O7 71 ILORFENDLET,

[E¥alFo]2dT[Fa—NILFA—N—=51K]%22) v L. [Secure Browse | = [ B3] ICREL
£7,

I e

< Configure Citrix Gateway Session Profile

Name

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Override Global

Default Authorization Action®

() Override Global

Secure Browse*

ENABLED ~ M4 Override Global

Smartgroup

(0 override Global

()  Advanced Settings

«

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9



Citrix Secure Private Access-L > —

NetScaler Gateway CLI ZFEB LT/ AO—NILCtEF a7 TS0 F#BMICT BT
IXYR7AOYFET ROOAR Y RZETLET:

set vpn parameter -secureBrowse ENABLED
NetScaler Gateway CLI ZFRH L Tty > a>leDEFa7ISUXRI O —2EGMITBICIE:
ARYRFOYFET, ROOAX Y RZRITLET:

set vpn sessionAction <session-profile-name> -secureBrowse ENABLED

VATV MLRTIVERE—RTORAAVOESBRIDSIKRING B

N|

StoreFront "o 47> L RT7IVERXRE—RFRTURLEZEZTRIBVKLSIZTBICIE. FXIVZIEET 34
BEHNHD £9, StoreFStoreFront t+—/N—d FQDN. F7:i& StoreFront O— R/NZ > —d FQDN. & &
citrix.com ZBINL £ T, COREFTO—NILICOIHBEHETETET,

1. [NetScaler Gateway] > [/ O—/NILEKE] ICBEHLET,

2. [954F7 LR OER] T [VFATYRLRTZIVERBADRAIVDRE] V) v I LET,

3. [ RX1 %N ZEIRLE T,

4, [ RXA >8I, RXo>% (StoreFront 4 —/N—d FQDN. #F7:iZ StoreFront O— RNS>H—oD
FQDN) #ANHL %9,

+iS&2 U )y LTcitrix.comEANALET,

.[OK] #0U)woL%9,

o o

<~ Configure Clientless Access Profile

@ Exclude Domains Allow Domains

Domain Names

www.abc.coom -

No items

When these settings are applied, any custom setting for URL rewriting is replaced with a system-defined configuration.

«

NetScaler Gateway CLI ZfER L TR X1 > &ERINS B ICIE:

IRYR7IAYTET ROV FZRTLET:

bind policy patset ns_cvpn_default_bypass_domains <StoreFront-FQDN>
bind policy patset ns_cvpn_default_bypass_domains citrix.com

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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2Ty T 4 ERR) O —ERET B

blish the

apps using
PowerShell
script

Configure \

Citrix

Publish the Configure
Citrix
Gateway for

policies to
be enabled routing of
for the apps traffic

Gateway to

authorize
users to
access apps

Enable clientless access

Configure web address
encoding

e Enable Secure Browse protocol

Exclude domains globally

o /

#A&BId. a2—4H—h'NetScaler Gateway IcOJ 4> LIz SICT IV ERTERZ Ry FT—O UV —%EELF
To BBOT I I EFRETIH. IRTORY M T—I VY —IADT7 I ZA%ZEELET, 774/ bDT7O-N
IWREEFEAL. FRRIY—ZERLT. A —DTIEIXTEIZRY FT—I VY —XEZERTZ L2 EH
HLET,

NetScaler Gateway TO#ARIS. ERBRU S — e RZzEALTHERLET. BRBRUS—ZER LIS TT51
TURATHER LA —FRIEITIN—FICEBR) O —ENA VY RTEET, I—H—RUI—E JIL—FND
YERUS—EDHBEENELRDES,

F 74 FDOFERBARY > —: StoreFront H—N—~ADT7 I XZHFA L. ARINTULBZTRTO Web 77U AD
TORREIETTBICIE. 2 DDERBR) S —=ZERTI2HENDHD £,

« Allow_StoreFront
» Deny_ALL

Web 7 7V ERR) & —: BEDFERBR U > —2 B L5, RBINTWVWS Web 77U S ICERBRY) & —%=1F
Y BHBENHD XY,

« Allow_<appl>
« Allow_<app2>

NetScaler Gateway GUI = L T&ERBR U > — @M T BIT13:

[ Citrix Gateway] > [[RUU > —] > [%:R] icBEHL £ 7
SR> T [BM] 2OV VI LES,

[BR] IS, RUL—DBEEANDLET,

(70> ar] T, Al £E [EE] 28RLET,

> wnh
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ITOoRTLwday) T TORFLyoa>yITa«R #O9UvILEY,
RERETDICIE. BB 20U I L THRERERZBEIRLET,

[ET] #oUv I LET,

(ERK] 2o Uw o LET,

©® N o »

NetScaler Gateway CLI zfEf L TERBRU > — =R T 3I1213:
IRV RFAOYFET ROOAR Y RZETLET:

add authorization policy <policy-name> "HTTP.REQ.HOSTNAME.CONTAINS ("<
StoreFront—-FQDN>")" ALLOW

NetScaler Gateway GUI B L THEZERY > —%#A—H—[FIL—FICN1 Y BT BICIE:

[Citrix Gateway] > [21—+'—E®E] ICBEL 7,

[AAA 21 —H] £7lE [ABA I =T 20Uy I LET,

AR > TA—Y—/IN—TEERL. [HBE] Vv I LET,

[ ¥R E] T, [EEBRVS—]%20 Vv I LET,

TRUS—=NA VT4 2T R=I T RUS—%BIRTZH. RUS—HEERLET,
[BRE] T, BEEESEZRELET,

2147 TUDOIRLDRATZZERL. TOKI 20U v o L%,

Nk~ w

NetScaler Gateway CLI Z{ER L TERBRY > —Z N1V R§BITIF:
ARYRFAOYTRT, "ROOR YR ERITLET:

bind aaa group <group—-name> -policy <policy-name> -priority <priority>
-gotoPriorityExpression END

IV RY—I> RERDE

ZoflTig. URL (https://docs.citrix.com) A¥EEI N TRFa XY by EWSEFIDOT7 7B Citrix
Workspace AT £,

1. PowerShell SDK #40 > X b= JLiEHD T > T PowerShell ZB= %95
2. ROARVRERITLET,

Add-PsSnapin Citrixx
$dg = Get-BrokerDesktopGroup - Name PublishedContentApps

3. OV RLwy MOROFMEZEMLES,

$citrixUrl: “https://docs.citrix.com”
$appName: docs

$DesktopGroupId: 1

$desktopgroupname: <mydesktop23>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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4,

ROARV R ZERITLET,

New-BrokerApplication
CommandLineExecutable $citrixURL

$dg.Uid

Bitbucket

x Details

Confluence

oy

Notepad

Details

WerdPad

=
£l

Calculator

Details

@ Details

docs

G Details
-~

ai Details

OWA Office 365

771 I1dBR%E. Citrix Workspace TARENTLE T,

Details

cifrix

Backstage

Details

Citrix backstage

Google Chrome

Lx Details
A

- ApplicationType PublishedContent
- Name $appName

Details

Citrix Enterprise Browser

i -

jira

& Details

Salesforce

- DesktopGroup

- perall

Command Prompt

Microsoft Edge

WinDbg X64

5. RU2—D JSON 77177 ( Tdocs) ) D¥ATEMLET. ROBEICEEL T,

« proxytraffic_vlsecureBrowsefEIdBICUTICREINE T, COREICELD. Citrix
Enterprise Browser i3, €% a2 7759 X7O0rJLEFEHAL TS 71 v ¥ % NetScaler
Gateway &HTWeb R—JICh>RU VT LET,

o« browser_vlembeddedBrowserfEldEICUTICHREINE T, CDHREIE. Citrix Enter-
prise Browser (CEB) "7 — 2 7SO —r LTHEHEINTL3ERICOABEBRINE T,
embeddedBrowseriZs®Ed 3 &. EMEH D Secure Private Access K X1 VICBEET 3
D>Uh CEB THE XY

+ secureBrowseAddress f#id NetScaler Gateway @ URL T7,
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"policies": [
{

"name": "Docs",

"patterns": ["*.duc5.net5caler.cumk*"].

"policy": {
"watermark wv1": "enabled",
"clipboard_v1": "disabled",
"printing_v1": "disabled",
"download v1": "disabled",
"upload_v1": “disabled",
"keylogging_wv1": "disabled",
"screencapture_v1": "enabled",
"proxytraffic_v1": "secureBrowse",
"browser v1" : "embeddedBrowser"

I
"system": {
"secureBrowseAddress": "https://yournetscalergateway.com"

9,
7. BHLIRUS—T71IL%ET & 51 Web.config 77 1 ILEEEL &,

R —JSON 7 7 L% C\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser. |ZEZE L

)| <route name="webSecurePolicy" order="22" url="Resources/SecureBrowser/policy.json">
<defaults>
<add param="controller" value="BrowserPolicy" />
<add param="action" value="BrowserResources" />
</defaults>
<data>
<add name="endpointld" value="WebSecurePolicy" />
<add name="endpointCapabilities" value="webSecurePolicy" />
<add name="CommonData" factory="Citrix.DeliveryServices.Configuration.ObjectCollectionFactory, Citrix.DeliveryServices.Configuration, Version=3.23.0.0, Culture=neutral,
PublicKeyToken=e8b77d454fa2a856" path="citrix.deliveryservices/dazzleResources" property="commonData" />

</data>
</route>

8. NetScaler Gateway # > FL I R7 7547V AT, ROBEETVETD,

s PIINDISATURLATVRRZEBMCLE T, 95147V LRTIERIE JA—NILIC,

3ty a YL RILTEMITEEY,
e Web 7RLRIYO—FT1 > J%BMITS
« Secure Browse E— R&BIZT S
¢ USATUVMLRTIVEZRAE—RTORXAVOEZTRIDSFING B
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LI TFIE3: #> 7L = 20D NetScaler Gateway ZER L TR L ARBEEMNICT S B8R LTL
7230

Irra1-—%-70-

+ PublishedContentApps FUNU—=F L —F DT FVr—>a IC7oERATEZ1—-H— LT
StoreFrontticOJ 4> L&Y,

e OJFA VLIS MILWTFTUT—2 3 DT I MOTAAVTRRINZIMBERHDET, 770
VIIBBIISCTHREIAATEET, #L <&, https://www.citrix.com/blogs/2013/08/21/xd-
tipster-changing-delivery-group-icons-revisited-xd7/# 8B LT 23 L,

e 77URYVY YU 3L, Citrix Enterprise Browser T7 7UHHI £7,

TIVr—=2a T IERRY S —DFEM

ROKIE. FRAIGEAETIVERRIS—F T2 a3 e EDEZRLTVET,
| ¥—%
|=—I-
|screencapture_v1|Web R—S D7 > F R —>F v TF v EEE BN IZEMNICT S | BRI E 1 ISES |
|keylogging v1|Web R—2 07> FF—OF VI =G EIIENICT S | B EITES |
|watermark_v1|Web R—SI2y + —2—I— 0% RRTB/RE LAV | BREISE |

lupload_v1|Web "= D7 v 7O~ REBME BT 3 | B EIZESD |

|printing_v1|Web X—hv 5 OENRIZ B & 1 I3EIHICT 3 | B HIZED |

|download_v1|Web "= h 504 v O— REBME fIFEMICT 3 | BRE I3 EY |

|clipboard_v1|Web "= Do) w FR— REEMEIFENICT S | B E 1 IZE |

|proxytraffic_v1|Citrix Enterprise Browser B’ ¥ 27 750 X% #EAL TS 71 v ¥ % NetScaler Gate-
way ZBHT Web R—=SIC kY RU T T BETIVERAETREICTINERELET |F1LIMTSTUXFE
feldttFa7I5IX|

|browser_v1|Citrix Enterprise Browser 7 —2 7S5 o# - LTHEBRIN TV I BEICOHBBRAINET,
embeddedBrowser ICERE T % &. B FHD Secure Private Access B X1 VICBEET B U > o Citrix
Enterprise Browser THIE £ 3 |systemBrowser #7zi& embeddedBrowser|

| B8 | ARSI N7 Web %7:1d SaaS 7 7V 0&#l | 77U NREZ—Y ORBEBHCANALH O AL BRIZERT 3
CeESHOLET |COTTVICEET I RXA Y BEAYITRYI 27U A e TAILRA—RBERATEE
T CNHD R X1 >ZIE. Citrix Enterprise Browser &7 7V IR > —% @R T 371-DICERINE T, | H:
“office.com/” , “.office.net/” , “.microsoft.com/ “.sharepoint.com/*” |

R > —DFEA [Value|

7
F—OF VUMK EBEF ¥ 7F v3dkiid. Citrix Workspace 77U IZ{3E 9% App protection #8E
1TV L—ILTBREDNHD FT,
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Citrix Secure Private Access-L > —

Secure Private Access #&r{"Y —IL-L > —#FEBLTT7 TV RIS —% RT3

August 26, 2024

Citrix Virtual Apps and Desktops Delivery Controller @ Secure Private Access Y —ILEERT 3 &,
SaaS £7zldWeb 77U r— 3> FIEP<ERTEE T, IH6IC. COY—ILEFALT 77U r—>a>o
BIRP FS 71 v oIl—F 1 > F%BELRD. NetScaler Gateway #ER LD TIF9, V—ILIZRIU T+
T7MINZEHNE LTERL. TNEZTNENOYS Y TEITLTERZT 7O TEET,

HR— bRREMN—D 3>

HEHRININ—2a VEHFEBRIELTVWS I BB L TLET L,

Citrix Workspace 77

- Windows—2303 L{B&
- mac0S —2304 B LUV ENLUE

Citrix Virtual Apps and Desktops —#R— kI TW3 LTSR e REDN—T 3>
o StoreFront —LTSR 2203 £7:133E LTSR 2212 LIF%
NetScaler —12.1 LiF&

REY — I Z2ERT 37O DRIRFM
e AU VO—RR-—IDEREV—INZFd U O-RFTEXT,

o WY —ILERITT 3700 Citrix Virtual Apps and Desktops I~ b O—5 — D EEEIER,
« Delivery Controller 2z’ i< &H 1 2DFIUNY =TI —THhEEL X T,

BREY—IZFE>THD

BEY—INZFERALTRDERAIVERITTETEY,

4
Configure
NetScaler and
StoreFront

settings for
traffic routing

Create a new

Create a new NetScaler

Set application

SaaS or Web
app

restrictions Gateway

(optional)

-

s HILWF U —> a3 2T
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o 77U —2 3 VEHIRORE
+ StoreFront & NetScaler Gateway ORE%#EKT D
+ #iL ) NetScaler Gateway 0E

WLWPFUTr—2a3>zRFT5

1. ®EYV—ILZETLET,

2. T77V=BER £023>T ROy THAOV U MDS AT U1 Z#RL. NE =72

Uy L&ET,

85! Secure Private Access Config Tool -

Use this tool to quickly onboard new web app. The tool generates policy.json,
storefront.ps1, gateway_config scripts. For detailed information on the tool, click

Tool Help

Select an App:

O X

Click Add button to publish a new app on the delivery controller and then apply
the App settings below.

New App v Add

! Create a new web app - O X
Desktop Delivery group : IAPPS v|
App name: Microsof |
App URL: ‘https:ﬂwww_microsoﬂ_com |
User Group (comma separated): |cgwsanity.net\grp—microsoﬂ |
App lcon: ‘https:ﬂwww.microsoﬂ.con'lffa\dcon_ico Browse |

Create

3. 77UDREZTRTLET,

e TRUVMYFFUNU—=GI =T COTTVICTIERATEBRLSICTEIHENDHZTUNI—JIL

—T=BERLET,
BEOTUNY—TL—TFRIRTTRI by FTIUN) =T L—=TICFETNET,

« TTURTTVEEZENALED,
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https://docs.citrix.com/en-us/citrix-secure-private-access/secure-private-access-for-on-premises-config-tool.html#configure-storefront-and-netscaler-gateway-settings
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s 7Z7UDOURL: 77UD URL Z$BEL £7,

o A—H—F =T RXA YR T IL—TFZDmEA% TDomain\ Groups OFRTAALET, 21—
—JI—FICEAR—ZEEDHZ N TITH T, 1z Tcgwsanity.net\ grp-Microsofti. Tcg-
wsanity.net\ grp Microsofts ¥ T3,

ZN5DTIL—F1E 9 TIC Active Directory ICTEEL TLWBRELRH D £ 7,
Note:

- Built-in domain security groups such as “Domain Users” or “Domain Admins”
are not supported. Only the manually created user groups must be used.

- The user group is only used in NetScaler Gateway authorization policies and not
for app assignments in Citrix Virtual Apps and Desktops. Hence, the user group

that you enter here is not visible in Studio.

o 7774 :URL BB INBE. V—ILIZZD URL o favicon.ico ZER L £¢, BIEE TN
BIIKRLTTZ7AAVEHREIARXTRIECHTEET, EEELVT7AAVERBLBAWVES, 777+
ILWEDTFAOVRTTUICEIDYETENE T,

4. [fkBE] 20V v I LES,

77 /r—< 3>t Delivery Controller TaARE . StoreFront 9 21— —JIL—TF0a—H#—HFEATETF
ED

TFVr—2 a3 VHIROERE

WLWPTUTr—2a>z2RBLes. 207 TUDORIRZBEIEEMICTEET,

L I77)E&ER €023 >T, KEZEATS 7 V2RO T4 UMD SERLED,
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85 Secure Private Access Config Tool - O X

Use this tool to quickly onboard new web app. The tool generates policy.json,
storefront.ps1, gateway_config scripts. For detailed information on the tool, click

Tool Help

— Select an App:

Configure the App settings below and Click Apply button.

Microsoft v

—— App Settings:

Related Domains Patterns:

* www.microsoft.com ‘

Active Directory Group (Comma Separaled)_' training\grp.microsoﬂ ‘

Restrict clipboard: ¥ Display watermark:
Restrict printing: Restrict key logging:
Restrict downloads: Restrict screen capture:
Restrict uploads: v Proxy traffic: lsecureBrowse o

Apply

2. PTTIREEIVa VTP TUREZITVE Y,

e BAERXAYNEZ—2iBERXC>Y URLIG. 77U URLICESWTBEBAATNE T, BIEEILR
XA VEAVITRY > TEMTE £,

+ Active Directory ' )L—7: COT7 TV Tr—>avIilTVEATEZREBELRHZTIN—TEANALZE
Fo CHIFREBEDTr—ILRTY,
BEROIIN—THEHYITRYI > TAATEE T, Cns5DJIL—Fid. Active Directory TERRTAE
BIN—TE—HITBBEDHBDEY, CTICANNLIETIL—TEORIEEFITONhERE A, EDTH.
J I —T&% Active Directory ICH2HD L —HT 3L SITFRELTANTELHEETY,

« TTURE: T7HILETIE IRTOTFTURENGIR (BR) ShTVWEY, 2—H—JIL—TFITH
BRBYRRE T EREIOERBRTEE S,

s JOFIVETTaw O TEFaTISTUX] ZERLET, CORFEICEL D, Citrix Enterprise
Browser & NetScaler Gateway BT S 74 w IR IR=JICr VR U DI TEBR LS IR
h&Ed,
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3. (EA] 20Uy I LET,

StoreFront © NetScaler Gateway O E%#EM T3

NetScaler Gateway N LT hrS 71 v I LT VI T2ODREEZEETEI 9, BEED NetScaler
Gateway M3 H. ¥— Uk StoreFront OREL V> 3> TH L L NetScaler Gateway %= 1
KIBCHTEFFRT,

—— NetScaler Gateway and StoreFront settings:

Configure the StoreFront store and NetScaler Gateway settings. Then click
Generate policy and scripts

Default Route: lsecureBrowse v

NetScaler Gateway: ‘htlps:h‘ 4 32984 cgwsanity.net ‘

Storefront Store URL: [https://sf3.cqwsanity.net/Citrix/Store |

Create new NetScaler Gateway: [

View policy settings Generate policy and scripts

e TIAIML—R:TFTUDRI S —HDERINTVWARWMEE. T MNL— BT TUICERINET,

- SecureBrowse: Citrix DT> %2—751 X7 5% Id. NetScaler Gateway LTS5 71w
DHEITIR=JIZr ORI TLET,
- A4+ L % k:Citrix Enterprise Browser Z#EBd23c. 7T7UICHETVEATEFET,

+ NetScaler Gateway: NetScaler ¥—ro 1 URLZANL T,

+ StoreFront X 77 URL: StoreFront R k7D URL Z I RTAAL £ T, fl: http://<directory
path>/Citrix/<StoreName>, URL & StoreFront >V —ILHSEBTE T,

s (FTaY) HLWS— b1 OER: Fxv IRy I R%BIRL TH L L NetScaler Gateway % 1ERL
L. TER1 20U o LET,

# LU NetScaler Gateway O e (7> 3>)

BEOT— b I T18REEETE L=< BWESEIE. LV NetScaler Gateway #ERTE £,

NetScaler Gateway ZBEICHEREDHEEIE. BRY - EFERALTT TVORERI > — N1 VT 1 VT % HER
TEEY,
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1. #L L NetScaler Gateway (Cid. ROFMENNTIURENHBDE T HILWS— I 1 ZERTIEE
ICAAILFMBIZDWVWTE. Y —ILIC & &R ITONE A, TDH. ERBEZANNTEILSICERTS
CEHEETT,

85 NetScaler Gateway Settings - O X

The data that you enter here is used to generate a gateway_config script that
creates and configures a new Gateway virtual server on NetScaler for Secure
Private Access on-premises deployment

NetScaler Gateway IP : ‘ %0 10 1

Authentication profile: ‘authnprof

Server certificate name: ‘cgwsanity

Domain : ‘cgwsanity.net

o '— ko IP: NetScaler Gateway @ IP 7 KL X,

o« BIAFFOT 7 I)L:NetScaler TTTICHRESINTVRRAESIOT 7IIILBEANALE T, SHHICDOL
Tl BETOT7T 70N %EZESBLTLLETL,

o H—/N—3FBAZE & :NetScaler TTTICHREINTLWS SSLEFEBZEZZ AN L E T, #HMAICOWVWT
(&, TSSLERAZE] #8BL TV,

o FXAVIRERY FT—0DT7TUADSSO ICERINET, sFMICOVWTIE VPNEy > 3> 7
Jvarv) BBRLTIREEL,

2. BR] 20U vILET,
3.TRIS—e ROV T hZER 20V v I LET,

policy.json. storefront.psl. & &0 gateway_config 7 7 1 JLid. BEY —IL &2 RITLIBFRICERS
SUREFEEINET,
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Information X

The policy.json, storefront.ps1, and gateway_config scripts are
generated and saved in the directory from where the config

tool is invoked:
C:\Users\Administrator.TRAINING\Desktop\Onboarding tool.

STEP 1: Copy the storefront.ps1 and policy.json files to a
StoreFront machine and run it in powershell as Administrator.

STEP 2: Copy the gateway_config script to a NetScaler machine
and run with "batch™ command

HR—rINTWBT7FUr—> 3> T gateway_config 771 ILEREC L. BAT71ILIC2 20T >3 vh

RREINET,

+ NetScaler Gateway O#ERICEEET 2> 3> FHLWS— I A HBMERINBEICOHER)

s ARV — A—H—JI—T BLVA—HY—JIL—TANONA 2T VIRV —ICEETZ I3

Vo

ROBEBIG. #FLL NetScaler Gateway #pkd gateway_config 7 7 1 ILZRL TV E T,
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#1. Upload file to NetScaler (e.g. to /var/tmp)
#2. Run batch command (e.g. batch -fileName /var/tmp/gateway_config —outfile /var/tmp/gateway_config_output)
#3. Analyze output (e.g. cat /var/tmp/gateway_config_output)

# Enable NS features
enable ns feature SSL SSLVPN AAA

# Add Gateway
add vpn vserver _XD_SPAGateway_443 SSL =« -Listenpolicy NONE —tcpProfileName nstcp_default XA _XD_profile
—-deploymentType ICA_STOREFRONT -yserverFadn gwalextest.spaopdev.local -authnProfile spaopdev_auth_prof -icaOnly OFF

# Add excluded domains
bind policy patset ns_cvpn_default bypass._domains corealextest.spaopdev.local
bind policy patset ns_cvpn_default bypass_domains citrix.com

# Add session actions

add vpn sessionAction AC_O0S_SPAGateway —transparentInterception OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF
-wihome "http://corealextest.spaopdev.local/Citrix/StoreWeb" -ClientChoices OFF -ntDomain spaopdev.local -clientlessVpnMode ON
—clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -storefronturl "http://corealextest.spaopdev.local" -sfGatewayAuthType domain

add ypn sessionAction AC_WB_SPAGateway -transparentInterception OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF
-wihome "http://corealextest.spaopdev.local/Citrix/StoreWeb" -ClientChoices OFF -ntDomain spaopdev.local —clientlessVpnMode ON
—-clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -storefronturl "http://corealextest.spaopdev.local" -sfGatewayAuthType domain

# Add session policies
add ypn sessionPolicy PL_0S_SPAGateway "HTTP.REQ.HEADER(\"User-Agent\").CONTAINS(\"CitrixReceiver\")" AC_0S_SPAGateway
add ypn sessionPolicy PL_WB_SPAGateway "HTTP.REQ.HEADER(\"User—-Agent\").CONTAINS(\"CitrixReceiver\").NOT" AC_WB_SPAGateway

# Bind policies to yserver
bind ypn vserver _XD_SPAGateway_443 -policy PL_0S_SPAGateway —priority 100 —gotoPriorityExpression NEXT —type REQUEST
bind yvpn vserver _XD_SPAGateway_443 -policy PL_WB_SPAGateway -priority 110 —-gotoPriorityExpression NEXT —type REQUEST

# Bind SSL cert to GW
bind ssl vserver _XD_SPAGateway_443 —-certkeyName spaopdev

# Add default authorization policies
add authorization policy ALLOW_STOREFRONT "HTTP.REQ.HOSTNAME.CONTAINS(\"corealextest.spaopdev.local\")" ALLOW
add authorization policy DENY_ALL true DENY

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "SPAOP users"

bind aaa group "SPAOP users" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "SPAOP users" -policy DENY_ALL -priority 65000 —gotoPriorityExpression END

add authorization policy www.google.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.google.com\")" ALLOW

unbind aaa group "SPAOP users" -policy www.google.com
bind aaa group "SPAOP users" -policy www.google.com —-priority 100 -gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupab"

bind aaa group "groupab" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupab" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

unbind aaa group "groupab" -policy www.google.com
bind aaa group "groupab" -policy www.google.com —priority 110 —gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupxy"

bind aaa group "groupxy" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupxy" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

add authorization policy www.microsoft.com "HTTP.REQ.HOSTNAME.CONTAINS (\"www.microsoft.com\")" ALLOW

unbind aaa group "groupxy" -policy www.microsoft.com
bind aaa group "groupxy" -policy www.microsoft.com -priority 120 -gotoPriorityExpression END

# Save
save ns config

RoOEBKIG. BFH SN NetScaler Gateway #m o gateway_config 7 7 1 )LEZRLTVWET,
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B B B T i e
#1. Upload file to NetScaler (e.g. to /tmp)

#2. Run batch command (e.g. batch -fileName /tmp/Gateway_config -outfile /tmp/Gateway_config_output)
#3. Analyze output (e.g. cat /tmp/Gateway_config_output)

# Add default authorization policies
add policy ALLOW_STOREFRONT "HTTP.REQ.HOSTNAME.CONTAINS (\"corealextest.spaopdev.local\")" ALLOW
add policy DENY_ALL true DENY

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "SPAOP users"

bind aaa group "SPAOP users" -policy ALLOW_STOREFRONT -priority 1@ -gotoPriorityExpression END
bind aaa group "SPAOP users" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

add authorization policy www.google.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.google.com\")" ALLOW

unbind aaa group "SPAOP users" —policy www.google.com
bind aaa group "SPAOP users" —policy www.google.com —-priority 100 —gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupab"

bind aaa group "groupab" —policy ALLOW_STOREFRONT -priority 10 —-gotoPriorityExpression END
bind aaa group "groupab" —policy DENY_ALL -priority 65000 —gotoPriorityExpression END

unbind aaa group "groupab" -policy www.google.com
bind aaa group "groupab" -policy www.google.com -priority 110 -gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupxy"

bind aaa group "groupxy" —-policy ALLOW_STOREFRONT -priority 1@ -gotoPriorityExpression END
bind aaa group "groupxy" —-policy DENY_ALL —-priority 65000 —gotoPriorityExpression END

add authorization policy www.microsoft.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.microsoft.com\")" ALLOW

unbind aaa group "groupxy" -policy www.microsoft.com
bind aaa group "groupxy" —policy www.microsoft.com —-priority 120 -gotoPriorityExpression END

# Save
save ns config

# L L) NetScaler Gateway T StoreFront 213 3

« W —JL T StoreFront & NetScaler Gateway OREZTS ICIE. RDHDNBETT,

- NetScaler Gateway @ FQDN
- StoreFront 2 77 URL

o StoreFront OEREM:

- NetScaler Gateway: U E— 772 XDEMTHR>TULET,
- NetScaler Gateway 5D /XA R —FEELEICE>TVET,

- Active Directory: 1—#—F7idJIL—TZBMF 7=I3EHM L =D, NetScaler 0FHETO T 71 L

PRV —ZRELIEDTBDDEERET It Xk,

2L <&, TNetScaler Gateway & StoreFront o#i&s #8BLTLLETL,

REY—IDOBEAT 7ML 2ERLT. 7IVERUS—DOREZT TOTLEY

BREV—IERDT7AIILEERLET, M50 T 7L V=B Ty TO—-RINTRITINZ B/ T L

I RVICREEINE T,
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+ policy.json
« storefront.psl
+ gateway_config

1. StoreFront®.psl 77L& bT77OY MZAE—LE T,
2. PowerShell T storefront.psl 2o U 7+ 2 EBEL LTRITLET,

CDRVV T RE. AT TFD/NRIC Resources\ SecureBrowser 7 # LA —HEREERATE AR VES. £
DT ANE—FEERLFE T,

DAY FkiE policy.json 7 71 LD IL— kD web.config 7 7 1 LHEBFHL 7,

3. policy.json 771 )L%. X b7 70> b.psl B 7D FICTER $ % Resources\ SecureBrowser 7 =+
WA—iIzaE—L &9,

4. gateway_config % NetScaler icaE—L. NetScaler CLI TRONYFIXY REFRALTRIU S b %
RITLET,

batch -fileName /var/tmp/gateway_config -outfile /var/tmp/gateway_config_c
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