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> FLIZFFO4 XY FED Secure Private Access O E-L HY —

January 9, 2024
#> 7L X XM+ Secure Private Access V) a—> 3 VOREIF. 4 BEEOTOELZTY,
1. 77U %AH
2. 7FVDRY S —% AR
3. NetScaler Gateway ZHD S 71 v I DIL—TFT 1 VT RBHICT S
4

. KRR —DRTE
B5E:

BRY —ILEFERTZE. 7XURRY S —%FIEPL<FYR—F 1 >5 L7zD. NetScaler Gateway &
StoreFront OFREZEH LD TET X T, ool VI ZFATIRNITROAITTFRLTLRTI L,

7 FVRRETB 1 € ave PTVORUS—ZREA) V23 V%2HAT AV TLIIVY
1—YaAVIBROREEHFZTRRICERLTVS L ZREBLTIIESI L,

¢« TOY—ILE. COREYIICRBETNTVEIREFEOFIEZHTITZDDLE LTOAMERATE. FHTIT
SHRENBIBHICHKDZHDTIEHD FE Ao

Y —)LDFMIZ D W TIE. TSecure Private Access |REY —ILEFERLT7 7V RO —%2EBRT 21 25
BLTLIETL,

ATy T L T7TIERARAT B

Configure
Citrix

Publish the Configure
policies to

Publish the Citrix

apps using
Gat f

be enabled rlj:r:;o?r

for the apps traffic

Gateway to

authorize
users to
access apps

/

URL #2AR9 %IClE PowerShell 2 ) 7+ % EB T3 BB HD £9, 7 U %R 28T 3. Citrix Studio 2>
VI EFERALTEETIXY,

PowerShell
script

PowerShell 2 1) 7 kid. https://www.citrix.com/downloads/workspace-app/powershell-module-
for-configuring-secure-private-access-for-storefront/configure-secure-private-access-for-
storefront.htmlp 54 >O0—RrRTE£Y,
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1. PowerShell SDK #1 > X k= ILiFHD <> > T PowerShell #BE £
2. ROOAT > RERTLET:

Add-PsSnapin Citrix*
$dg = Get-BrokerDesktopGroup - Name PublishedContentApps
<!--NeedCopy-->

3. Web 77U 0ZE#HEERL F 9

$citrixUrl: “<URL of the app>~

$appName: <app name as it must appear on Workspace>
$DesktopGroupId: 1

$desktopgroupname: <your desktop group name>
$AppIconFilePath: <path of the image file>
<!--NeedCopy-->

e

IRV RERTTRE0C. AFEN (<>) TY—2I3NTL—RRIWA—EHTEHRL TSIV,

BERET V=3 RBFRDH TS, ROOAR Y RERGTLTTZ IV r—>a> = AlLET,
New-BrokerApplication - ApplicationType PublishedContent -
CommandLineExecutable S$citrixURL - Name S$SappName - DesktopGroup $dg.
Uid
<!--NeedCopy-->

rEINT=TIUIE. CitrixStudiod [7FUsr—>ayv] oY avIicRR"ENET, Citrix Studio 2> v —
LEFELSTT)DHFMEZEETEELS5ICAD E LT,

TIIDRBERBEESATTIDT 7AW ETAAVDOEBEICOVWTEHLLIE TOYT VORI 28RBLTLE

T

ATV T2 T TUDRI -2 AEHTS

-

Configure

Publish the

apps using
PowerShell
script

Publish the
policies to

be enabled
for the apps

Configure
Citrix
Gateway for

routing of
traffic

Citrix
Gateway to

authorize
users to

access apps

. /

RUS—=T 7K. REShAER 7 TIDIL—Fao v Jctvxal T fHPAEZERINTVET, Web £71k
SaaS 7 AV T—=oa YOI —FT 4 I FE T - r VT ARBAEIES— U RL) ICBTRRUS—T T
EEMTIHNELRHD XD,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/publish-content.html

Citrix Secure Private Access-L > —

TIVCTIEZARIO—%BRETZICIE. Web 7PV F/id SaaS 77U ZCIcRU > — & RBATIHELHD
£F, TOEDHICIE. RUS—D IJSON 7 71)Lr Web.config 7 7 1 L2 BH T EZHELRBD £,

e RUT—ISON 7710 J)L: KU —JSON 77 AL 7 7VDFEMBM 7 T)DEXa VTR
—TEHLET, RIZ. RUP—ISON 771 )L% C:\inetpub\wwwroot\Citrix\Store\
Resources\SecureBrowseriZ# 3 StoreFront 4 —N\—ICBRETZHENH D £,

pas
rn)yy—2=z,5 ¢ "SecureBrowser; ¥ WSEZaiD 7 + LA —%1{ER L. SecureBrowser | 7 + /L4
—IZAR)>—JSON 771V ZBINT 2REBEHLHD £9,

SETERRIS—TILIDEZOEOHMIOVWTIE, (PTUT—> 3> T oEIRY > —DF
M) ZBRBLTIRETWV,

+ Web.config 7 7 1JL: FiL WK > —4% Citrix Workspace 7 71 ¢ Citrix Enterprise Browser
TEATESDELSICTBICIE. StoreFront R 77« Lo hUICH S web.config 7 7 1 L 2 EE T ZHE
BHDLET, 771 zHEL T, route WS HEFIOFH LW XML 2T ZEBMT Z3RENHD £, RIC,
Web.config 7 7 1 L% C:\inetpub\wwwroot\Citrix\Storel. t WS BFRICEEE T3 BB L HD 7
XMLZ 71 LOBFIZDWTIE, TZY RY =T Y RFREDH 1 Z2BRBLTIIZIL,

=
NZAD Tstorely &, A T7HER SN FICESNREZIELET. HIORNT7REFERT
2HEE. BB T A INAZERT BRELHD FT,

BEEFEOIL—FORBICHLWIL—FEZEBMTZZ L E2HEHLET, BRTIL— FZEBMY 3B, BHED
TRTDIL— b DEXESZFHTERTIUENDHD T,
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FIiE 3: NetScaler Gateway BHD ST 1 v I DI —T 1 VT EBMICT S

- Configure \
Publish the Publish the Configure pok ﬁx
apps using policies to

Citrix
Gateway for
routing of

Gateway to

PowerShell be enabled authorize

script for the apps i coss ap
pp! traffic access apps

L Enable clientless access

Configure web address
encoding

=ma Enable Secure Browse protocol

, Exclude domains globally

o /

NetScaler Gateway N LT b5 T4 v I DI —FT a1 I EZBMICT BICIE. ROFIEHNHBETT,

o USATUNLRAT UV ERZEMITS

URLI>OA—FTo 27 =BMITS

Secure Browse #BIZT 3
DFATVRLATIVEAE—RTORXAVOEZTMANSRRING S

9347V RLRTOER URLIY =T I $FTEFaT7IT5UXE. 7JO-NLic, Elldtyay
RUS—CUICBMCTEET,

o JO—NILICERREIE. BRFHDTRTD NetScaler Gateway {REH —N—ICEREINE T,
e Lyl a I @RUI—FEF. I—H— FIL—T F£7iF Gateway REH —N—IZERINX T,

ISATRLATIERZBMICT S

NetScaler Gateway GUI ZEFRL T/ S T7 Y FL AT VERZ5O—NILIZBMICT BICIE:

(/] 270 [Citrix Gateway] #ERIL. [FO—NILRE] 20V woLET,

Ma—NILERE] R—J T, [JO-NILEREDEE) 20UV I LET,

9SAT7RNIOVARRYVIVRI BTD TOSATORNLATOER) T 4> #3RL. TOK) 200w LZF
ER

NetScaler Gateway GUI #EFH L Tty > a YRS —%2FERHLTISAT Y MNLATIVELREEMITBIC
(&
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BIRLfEO—Y, JIL—7, FRIBREY—NOTIL—TIEFICOSAT ML AT VA 2ERTZEEIE. 75
AT LRAT7OERETO—NILICENEIZIVTLET, RIC By aryRUS—%FEARALT. 75147
FLZRT7OEZXEZBMICL. 22— —, JIL—F, FLIIMRET—N—ICNTYRLET,

(#8m] 27T [Citrix Gateway] #ERL. [KRU>—] > [Ev>a>] #0UvILET,

[EyvrayvhRys—=]&2Tx#o)voL., [BI]ZV)vILET,

[Bri] I RUS—DBBIENILET,

[ZO71—] 0EICHS [FR] £y I LET,

[BEi]Ic. 7O7 71 LORFEANNLET,

[0Z4T7YrITORRVIVR]IZTDO[VZAT Y RLRAT O] OBICHSZ [FO—NILF—N=54

RlzZUw oL, [F2] ZBRLTIER] 20V v o LET,

7. TOXFLvyravii. truet NALEY, fBtrues AN, RUS—EEICNTIYRIhTWSL
NILICEREINET,

8. [fEm] = Vwo L. [BALB]ZVIUYILET,

A N

<~ Configure Citrix Gateway Session Profile

Name

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Accounting Policy

v

Override Global

Display Home Page
Home Page

Override Global

URL for Web-Based Email

https://exch2013.cgwsanity.net/ow Override Global

Split Tunnel*
Override Global

Session Time-out (mins)

30 Override Global

Client Idle Time-out (mins)

Override Global

Clientless Access*

On v Override Global @

NetScaler Gateway CLI #fER LTI 517> L RT7VERXETO—/NILIZEMICT B ICIE:
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IRYRTIAYTET ROOAR Y FZERTLET:

set vpn parameter -clientlessVpnMode On -icaProxy OFF
<!--NeedCopy-->

NetScaler Gateway CLI #ER L T v>a >l DI AT Y FLRATVERZEMICT B ICIE:
IRYR7AOYTRT ROOXVEZEITLET:

set vpn sessionAction <session-profile-name> -clientlessVpnMode On -
icaProxy OFF
<!--NeedCopy-->

URLI>O—F1 I &BMTS

DSATURLRATOVRZEMCTRE. REWeb 77U —23>DF7RLREIYI—-RE3HD. 7RLX
EOUTFPTERMNDEFICTEDZBIRTEE T, V547V MLAT7IERDT=H. Web 7 RL XIFZUT7FEX
FOFFICLTEL L EZEEDLET,

NetScaler Gateway GUI ZfEBH L TURL T>O—F ¢ > J &5 O—-NILIZBEMICT 312!

1. [#m] 270 [Citrix Gateway ] ZERL. [JO—-NILERE] 20V v I LET,

2. T7O0—NILEE] R—J T IJO-NILEREDEE) 20w I LET,

3IISATPURIVRRVIVRAI BTD TOSA47 Y LAT7O2XURLTYO—F 1 >4 1 T Web URL
ZIVI—RI3REEBERL. TOKI 20Uy I LET,

NetScaler Gateway GUI # AL Tty > a YRS —LARILTURL IV O—F 1 VI &BMICT BITIE:

[#mk] 27T [Citrix Gateway ] ZERL. [RU>—]1 > [tv>a>v] 20Uy I LET,
[EyvrayRUS—=]42T&o)yo L. [BM]ZVVv I LET,

[Bri] I RU>—DBBIEANSILET,

[Zo7«s—]DEICH2 [FRlZ=I2V v I LET,

(Bl IC. 7O777IILOBEENILET,

T9SATFYRIIARYVIVR] BT T OSA4F7 L R7IEZRAURLIYO—-F 12T OEICHB
a—NILA—N—=Z0R] Z7Vv oL, TOA—RFLRILEZERLTTOKI 20J)v oL %7,

7. TORFLwavil. truect N\AILEY, fEtruez ANA93c. RUS—EBICNTIYRThTWSL
NILICBRTNET,

o~ W+
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k<~ Configure Citrix Gateway Session Profile

Mame

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

MNetwork Configuration Client Experience Security Published Applications Remote Desktop PColP

Accounting Policy
v
Override Global
Display Home Page
Home Page

() Override Global

URL for Web-Based Email

https://fexch2013.cgwsanity.net/ow () Override Global

Split Tunnel*
() Override Global

Session Time-out (mins)

30 () Override Global

Client Idle Time-out {mins)

() Override Global

Clientless Access*
On v Override Global ()

Clientless Access URL Encoding*®
Encrypt ~ Override Global O

NetScaler Gateway CLI #fEEBH L TURL T>O—F« >»J &5 O—-NILICEMICT 31T
aAR>RFOYFRT, ROOAX Y REZERITLET !

set vpn parameter -clientlessModeUr1lEncoding TRANSPARENT
<!--NeedCopy-->

NetScaler Gateway CLI ZfER L CtEv>a> O URL I Y O—F 1 VI RU S —Z2EMICT BICIE:
IRYR7AYFET ROV FZRTLET:

set vpn sessionAction <session-profile-name> -clientlessModeUrlEncoding
TRANSPARENT
<!--NeedCopy-->
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Secure Browse #E%#hiC9 3

TFXaT7TIVIEISATUMLATIERNEEL T, 7517 LA VPN £— REER L cEG5h mIaRIC
#b £, Citrix Enterprise Browser %27 750X E—RZFERALTLAS—VPNALTT7 FUICT o &
ATEZLDICTRICIE. EFaTITSVXE—REBMIITIHBENHD £,

P

I > Ra—H—atCitrix Enterprise Browser # - > X b—J)LL TWAWEE. SPAEnabled %7 L -

A URL 1. Citrix Enterprise Browser TIRRB < TNAZXDT T4 b TSTH—THEET, CD&LS
BBE. X2V TR —IFBRINEEA. COMEIE. StoreFront BEIRIETOAEELET,

NetScaler Gateway GUI ZFRAL TEXxa 775UV XE—REJO—NILICBMICT BICIE:

1. [#m] 270 [Citrix Gateway] ZERIL. [JO—NIL&RE] 20Uy I LET,
2. TO0-NILERE] R—=I T, [JO-NILREDEE] £#07)vILEFT,
3. TEfa)Fr1 #7D TSecure Browsel T. TG%11 ##ERL. TOKI 20U v I LT,

NetScaler Gateway GUI 2R L Tty > a YyRUS—LARLTEF 27T VXE—REBMICT IS

[(#m] #7T [CitrixGateway] ZERL. [KU>—] > [Ey>a>Y] #oUvIL%T,
[Eyvrayvhus—=]&2T%#o)vo L., [BH]ZV)vILET,

[BRi]IC. RUS—DBRIENALET,

[ZOods—] o#icHh3 [FE]l 20V v o LET,

[BRi] Ic. 7O7 77 ILOBEIENALET,

[ExalFs]aIdT[dO—NILA—N—=F1R] %221 )vo L. [ Secure Browse ]| # [ B3] IC:REL
£,

A e
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< Configure Citrix Gateway Session Profile

Name

sess_act

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters.

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Override Global

Default Authorization Action®

() Override Global

Secure Browse*

ENABLED ~ [Md Override Global

Smartgroup

() Override Global

()  Advanced Settings

NetScaler Gateway CLI #fER L T/ O—/NLCEF a7 IS0V EBMICT RIS

A R7OYFRT. ROORVERERITLET:

set vpn parameter -secureBrowse ENABLED
<!--NeedCopy-->

NetScaler Gateway CLI #ER L Tt v> 3>l DEXa7 I SVXRI O—2BMICT B ICIE:
IRV ROV ET ROOAR Y RZRITLET:

set vpn sessionAction <session-profile-name> -secureBrowse ENABLED
<!--NeedCopy-->

I3ATRLRATIERE—RTORAA 2V DESMIDSIRING B

StoreFront 0 547> FLXT7IVEZZAE—RTURLEZEIBMIBVELSICTBICIE. FXAMVZIEET I8
EHHD £J, StoreFStoreFront 4+—/N—d FQDN. F7:zI& StoreFront O— RS >4 —d FQDN. & U
citrix.com ZBINLE T, CORERITO—NILICOAHBERTITET,

1. [NetScaler Gateway] > [/ O—/NILRE] ICBEILET,
2. [954F7 Y LRTOER]| T [VFAT Y RLRTIVCRBADRAIVDRE]| V) vI LET,
3. [ RXA &N ZBIRLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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4. [ RX1>&]IZ. RX 1% (StoreFront # —/N\—d FQDN. #7zi StoreFront A— RNS > H—D
FQDN) AL %75

5 +@5%vUysLTcitrix.comzABLET,

6. [OK] 20U wvoL&EY,

<~ Configure Clientless Access Profile

@ Exclude Domains Allow Domains

Domain Names

www.abc.coom

No items

When these settings are applied, any custom setting for URL rewriting is replaced with a system-defined configuration.

«

NetScaler Gateway CLI ZfFf L T K X > &RINT B ICIE:

IRYRFAYTET, ROOAR Y FZETLET:

1 bind policy patset ns_cvpn_default_bypass_domains <StoreFront-FQDN>
2 bind policy patset ns_cvpn_default_bypass_domains citrix.com
3 <!--NeedCopy-->

2Ty 4 ERR) S —ERET B

blish the

apps using
PowerShell
script

Configure \

Citrix

Publish the Configure
policies to

Citrix
Gateway for
be enabled routing of

for the apps traffic

Gateway to

authorize
users to
access apps

Enable clientless access

Configure web address
encoding

II

sa Enable Secure Browse protocol

R Exclude domains globally

o /
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ABId. 21— —h NetScaler Gateway IcAJ A > LIt SICTF IV ERTER Ry FT—J UV —ZBELF
To FBOTITAIEFRETIE. TRTORY FT—IUY—IANDT7 7L REEEFLET, 774/ b0TO-N
WEEZFEAL. EBRUS—ZERL T, I —DRT7IEXTEZRYNT—T UV —IXEEET DI EHE
HLET,

NetScaler Gateway TOFARIS. EBRU S —cReEALTHERLET. BRBRUS—=2ER LS. TT51
TURATHEBRLIEA——F G TIN—TICEBRIS—ENA Y RTEERT, A—H—HRU>—& JIL—TND
YRRV —LDHBREENE<HEDET,

FI7 A4 L DEBR) > —: StoreFront 4 —N—ADT7 I X%ZHT L. 2BEINTVWBRIARNTDO Web 77 )AD
TOEREEETBICIE. 2 DDFERBR) S —HERTIHBELHD £,

+ Allow_StoreFront
» Deny_ALL

Web 7 7V ERR) > —: BEDERR U S —ZER LS. KREINTWVWS Web 77U T ICHERBRY > —%1E
Y 3HBENHDET,

« Allow_<appl>
« Allow_<app2>

NetScaler Gateway GUI Z{ER L THERBRY > —Z 8T 3 I121d:

[ Citrix Gateway] > [[RU > —] > [%R] icBEHL £ 7,

SHANRT VT [BM] 2OV I LET,

[BHi] Ic. RUS—DBFHZENILET,

[Fooar] T, [Fa] £id [EER] Z:8RLE T,

ITORT7Lwiay)] T IZORFLyoayIsa«R1 #0Uv I L&Y,
RZERETDICIE. NER 20Uy I L THERBERZBEIRLE T,

[Z=T7T] 20Uy o LFET,

ERR] 2oV w o LET,

© N ok~ w N

NetScaler Gateway CLI =/ L THERBR U > —&E#BHT B I1C14:
IRV ROV T ROOAR Y RZRITLET:

add authorization policy <policy-name> "HTTP.REQ.HOSTNAME.CONTAINS ("<
StoreFront-FQDN>")" ALLOW
<!--NeedCopy-->

NetScaler Gateway GUI # B L THERBR > —% 21— —[FIL—FICN1 Y BT BICIE:

1. [Citrix Gateway] > [1—#—&1&] ICBEHL £7,

2. [AAA 2 —H] £z [AAATIL—TF) O Uv I LET,

3. BRI TA—Y—/[FI—TEERL. [BE]| 2TV ILET,
4, [#RTE] T [ARBRUS—=] %I Vv I LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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5. TRUS=NAVF 2] R=IT, RUS—%BIRTBD. KU —=ERLET,
6. [B%E] T. BREESEZRELET,
7.712147) TUIIRbORATZERL. TOKI 20Uy o LET,

NetScaler Gateway CLI ZfEf L TERBARU > —& N1 > RFBITIE:
IRYR7AOYF T ROV FZRTLET !
bind aaa group <group-name> -policy <policy-name> -priority <priority>

-gotoPriorityExpression END
<!--NeedCopy-->

IYRY—ITY RERDH

ZoflTig. URL (https://docs.citrix.com) A3EEI N TRFa XY b EWSEFIDT7 7 H Citrix
Workspace icATh £,

1. PowerShell SDK #1 > X h—=JLiFH DT> > T PowerShell #BE £,
2. ROARVRERITLET.

Add-PsSnapin Citrixx
$dg = Get-BrokerDesktopGroup - Name PublishedContentApps
<!--NeedCopy-->

3. OV RLwy MOROFMEZEMLET,

$citrixUrl: “https://docs.citrix.com”
$appName: docs

$DesktopGroupId: 1

$desktopgroupname: <mydesktop23>
<!--NeedCopy-->

4. ROOAIVRZERITLET,
New-BrokerApplication - ApplicationType PublishedContent -
CommandLineExecutable $citrixURL - Name SappName - DesktopGroup

$dg.Uid
<!--NeedCopy-->

77 IdBR%E. Citrix Workspace TRABINTULET,
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Bitbucket

etails

Details

cifrix
-

Backsta

Details

Citrix Enterprise Browser

Details -

x Details @ Details G Details “ Jim Details e Details

Confluence docs

>
Details Lx Details Details 5 Details
o} > /

Notepad OWA Office 365 Paint Salesforce WinDbg X64

5. RUS—D JSON 771 )L%&2T7 7 ( Tdocs) ) DFMTEML 9. ROBEICEREL TS,

« proxytraffic_vlsecureBrowsefEIdBICUTICREINE T, TOREICELD. Citrix
Enterprise Browser i&. €% 27759 X70rJL%EZFEBLTKS 71 v 2% NetScaler
Gateway &ZHT Web R—SIC b RU YT LET,

« browser_vlembeddedBrowserfElzEICUTICHRESINE T, CDHEI. Citrix Enter-
prise Browser (CEB) 7 — 20 75O - LTEBEINTLRBEICOAHBEBRINE T,
embeddedBrowseriZ®RET 3 &. #EEH D Secure Private Access R X1 VICEET S
> CEB CHEXY

+ secureBrowseAddress f&id NetScaler Gateway ® URL T%,
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"policies": [
{

"name": "Docs",

"patterns": ["*.duc5.net5caler.cumk*"].

"policy": {
"watermark wv1": "enabled",
"clipboard_v1": "disabled",
"printing_v1": "disabled",
"download v1": "disabled",
"upload_v1": “disabled",
"keylogging_wv1": "disabled",
"screencapture_v1": "enabled",
"proxytraffic_v1": "secureBrowse",
"browser v1" : "embeddedBrowser"

I
"system": {
"secureBrowseAddress": "https://yournetscalergateway.com"

. R >—=JSON 7 7 L% C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser. |ZEZE L

9,
CEFHLERUY =T 7ML %EIET &SI Web.config 77 1 ILEZBLET,

)| <route name="webSecurePolicy" order="22" url="Resources/SecureBrowser/policy.json">
<defaults>
<add param="controller" value="BrowserPolicy" />
<add param="action" value="BrowserResources" />
</defaults>
<data>
<add name="endpointld" value="WebSecurePolicy" />
<add name="endpointCapabilities" value="webSecurePolicy" />
<add name="CommonData" factory="Citrix.DeliveryServices.Configuration.ObjectCollectionFactory, Citrix.DeliveryServices.Configuration, Version=3.23.0.0, Culture=neutral,
PublicKeyToken=e8b77d454fa2a856" path="citrix.deliveryservices/dazzleResources" property="commonData" />

</data>
</route>

8. NetScaler Gateway # > FL I R7 7547V AT, ROBEETVETD,

e PTUANDISATYNLRATVERZEBMILET, 147 MLRATIVERIE. FO—/NILIC.
3ty a YL RILTEMITEEY,

e Web 7RLRIYO—FT1 > J%BMITS

« Secure Browse E— R&BIZT S

¢ USATUVMLRTIVEZRAE—RTORXAVOEZTRIDSFING B

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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LI TFIE3: #> 7L = 20D NetScaler Gateway ZER L TR L ARBEEMNICT S B8R LTL
7230

Irra1-—%-70-

+ PublishedContentApps FUNU—=F L —F DT FVr—>a IC7oERATEZ1—-H— LT
StoreFrontticOJ 4> L&Y,

e OJFA VLIS MILWTFTUT—2 3 DT I MOTAAVTRRINZIMBERHDET, 770
VIIBBIISCTHREIAATEET, #L <&, https://www.citrix.com/blogs/2013/08/21/xd-
tipster-changing-delivery-group-icons-revisited-xd7/# 8B LT 23 L,

e 77URYVY YU 3L, Citrix Enterprise Browser T7 7UHHI £7,

TIVr—=2a T IERRY S —DFEM

ROKIE. FRAIGEAETIVERRIS—F T2 a3 e EDEZRLTVET,
| ¥—%
|=—I-
|screencapture_v1|Web R—S D7 > F R —>F v TF v EEE BN IZEMNICT S | BRI E 1 ISES |
|keylogging v1|Web R—2 07> FF—OF VI =G EIIENICT S | B EITES |
|watermark_v1|Web R—SI2y + —2—I— 0% RRTB/RE LAV | BREISE |

lupload_v1|Web "= D7 v 7O~ REBME BT 3 | B EIZESD |

|printing_v1|Web X—hv 5 OENRIZ B & 1 I3EIHICT 3 | B HIZED |

|download_v1|Web "= h 504 v O— REBME fIFEMICT 3 | BRE I3 EY |

|clipboard_v1|Web "= Do) w FR— REEMEIFENICT S | B E 1 IZE |

|proxytraffic_v1|Citrix Enterprise Browser B’ ¥ 27 750 X% #EAL TS 71 v ¥ % NetScaler Gate-
way ZBHT Web R—=SIC kY RU T T BETIVERAETREICTINERELET |F1LIMTSTUXFE
feldttFa7I5IX|

|browser_v1|Citrix Enterprise Browser 7 —2 7S5 o# - LTHEBRIN TV I BEICOHBBRAINET,
embeddedBrowser ICERE T % &. B FHD Secure Private Access B X1 VICBEET B U > o Citrix
Enterprise Browser THIE £ 3 |systemBrowser #7zi& embeddedBrowser|

| B8 | ARSI N7 Web %7:1d SaaS 7 7V 0&#l | 77U NREZ—Y ORBEBHCANALH O AL BRIZERT 3
CeESHOLET |COTTVICEET I RXA Y BEAYITRYI 27U A e TAILRA—RBERATEE
T CNHD R X1 >ZIE. Citrix Enterprise Browser &7 7V IR > —% @R T 371-DICERINE T, | H:
“office.com/” , “.office.net/” , “.microsoft.com/ “.sharepoint.com/*” |

R > —DFEA [Value|

7
F—OF VUMK EBEF ¥ 7F v3dkiid. Citrix Workspace 77U IZ{3E 9% App protection #8E
1TV L—ILTBREDNHD FT,
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Secure Private Access #&r{"Y —IL-L > —#FEBLTT7 TV RIS —% RT3

February 20,2024

Citrix Virtual Apps and Desktops Delivery Controller @ Secure Private Access Y —ILEERT 3 &,
SaaS £7ldWeb 77U r— 3> FIEPERTEE T, I6IC. COY—ILEFALT 77U r—>a>o
BIRP FS 71 v oIl—F 1 > F%BELRD. NetScaler Gateway #ER LD TIF9, V—ILIZRIU T+
T7MINZEHNE LTERL. TNEZTNENOYS Y TEITLTERZT 7O TEET,

HR— bRREMN—D 3>

HEHRININ—2a VEHFEBRIELTVWS I BB L TLET L,

Citrix Workspace 77

- Windows—2303 L{B&
- mac0S —2304 B LUV ENLUE

Citrix Virtual Apps and Desktops —#R— kI TW3 LTSR e REDN—T 3>
o StoreFront —LTSR 2203 £7:133E LTSR 2212 LIF%
NetScaler —12.1 LiF&

REY — I Z2ERT 37O DRIRFM
e AU VO—RR-—IDEREV—INZFd U O-RFTEXT,

o WY —ILERITT 3700 Citrix Virtual Apps and Desktops I~ b O—5 — D EEEIER,
« Delivery Controller 2z’ i< &H 1 2DFIUNY =TI —THhEEL X T,

BREY—IZFE>THD

BEY—INZFERALTRDERAIVERITTETEY,

4
Configure
NetScaler and
StoreFront

settings for
traffic routing

Create a new

Create a new NetScaler

Set application

SaaS or Web
app

restrictions Gateway

(optional)

-

s HILWF U —> a3 2T
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o 77U —2 3 VEHIRORE
+ StoreFront & NetScaler Gateway ORE%#EKT D
+ #iL ) NetScaler Gateway 0E

WLWPFUTr—2a3>zRFT5

1. ®EYV—ILZETLET,

2. T77V=BER £023>T ROy THAOV U MDS AT U1 Z#RL. NE =72

Uy L&ET,

85! Secure Private Access Config Tool -

Use this tool to quickly onboard new web app. The tool generates policy.json,
storefront.ps1, gateway_config scripts. For detailed information on the tool, click

Tool Help

Select an App:

O X

Click Add button to publish a new app on the delivery controller and then apply
the App settings below.

New App v Add

! Create a new web app - O X
Desktop Delivery group : IAPPS v|
App name: Microsof |
App URL: ‘https:ﬂwww_microsoﬂ_com |
User Group (comma separated): |cgwsanity.net\grp—microsoﬂ |
App lcon: ‘https:ﬂwww.microsoﬂ.con'lffa\dcon_ico Browse |

Create

3. 77UDREZTRTLET,

e TRUVMYFFUNU—=GI =T COTTVICTIERATEBRLSICTEIHENDHZTUNI—JIL

—T=BERLET,
BEOTUNY—TL—TFRIRTTRI by FTIUN) =T L—=TICFETNET,

« TTURTTVEEZENALED,
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s 7Z7UDOURL: 77UD URL Z$BEL £7,

o A—H—F =T RXA YR T IL—TFZDmEA% TDomain\ Groups OFRTAALET, 21—
—JI—FICEAR—ZEEDHZ N TITH T, 1z Tcgwsanity.net\ grp-Microsofti. Tcg-
wsanity.net\ grp Microsofts ¥ T3,

ZN5DTIL—F1E 9 TIC Active Directory ICTEEL TLWBRELRH D £ 7,
Note:

- Built-in domain security groups such as “Domain Users” or “Domain Admins”
are not supported. Only the manually created user groups must be used.

- The user group is only used in NetScaler Gateway authorization policies and not
for app assignments in Citrix Virtual Apps and Desktops. Hence, the user group

that you enter here is not visible in Studio.

o 7774 :URL BB INBE. V—ILIZZD URL o favicon.ico ZER L £¢, BIEE TN
BIIKRLTTZ7AAVEHREIARXTRIECHTEET, EEELVT7AAVERBLBAWVES, 777+
ILWEDTFAOVRTTUICEIDYETENE T,

4. [fkBE] 20V v I LES,

77 /r—< 3>t Delivery Controller TaARE . StoreFront 9 21— —JIL—TF0a—H#—HFEATETF
ED

TFVr—2 a3 VHIROERE

WLWPTUTr—2a>z2RBLes. 207 TUDORIRZBEIEEMICTEET,

L I77)E&ER €023 >T, KEZEATS 7 V2RO T4 UMD SERLED,
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85 Secure Private Access Config Tool - O X

Use this tool to quickly onboard new web app. The tool generates policy.json,
storefront.ps1, gateway_config scripts. For detailed information on the tool, click

Tool Help

— Select an App:

Configure the App settings below and Click Apply button.

Microsoft v

—— App Settings:

Related Domains Patterns:

* www.microsoft.com ‘

Active Directory Group (Comma Separaled)_' training\grp.microsoﬂ ‘

Restrict clipboard: ¥ Display watermark:
Restrict printing: Restrict key logging:
Restrict downloads: Restrict screen capture:
Restrict uploads: v Proxy traffic: lsecureBrowse o

Apply

2. PTTIREEIVa VTP TUREZITVE Y,

e BAERXAYNEZ—2iBERXC>Y URLIG. 77U URLICESWTBEBAATNE T, BIEEILR
XA VEAVITRY > TEMTE £,

+ Active Directory ' )L—7: COT7 TV Tr—>avIilTVEATEZREBELRHZTIN—TEANALZE
Fo CHIFREBEDTr—ILRTY,
BEROIIN—THEHYITRYI > TAATEE T, Cns5DJIL—Fid. Active Directory TERRTAE
BIN—TE—HITBBEDHBDEY, CTICANNLIETIL—TEORIEEFITONhERE A, EDTH.
J I —T&% Active Directory ICH2HD L —HT 3L SITFRELTANTELHEETY,

« TTURE: T7HILETIE IRTOTFTURENGIR (BR) ShTVWEY, 2—H—JIL—TFITH
BRBYRRE T EREIOERBRTEE S,

s JOFIVETTaw O TEFaTISTUX] ZERLET, CORFEICEL D, Citrix Enterprise
Browser & NetScaler Gateway BT S 74 w IR IR=JICr VR U DI TEBR LS IR
h&Ed,
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3. (EA] 20Uy I LET,

StoreFront © NetScaler Gateway O E%#EM T3

NetScaler Gateway N LT hrS 71 v I LT VI T2ODREEZEETEI 9, BEED NetScaler
Gateway M3 H. ¥— Uk StoreFront OREL V> 3> TH L L NetScaler Gateway %= 1
KIBCHTEFFRT,

—— NetScaler Gateway and StoreFront settings:

Configure the StoreFront store and NetScaler Gateway settings. Then click
Generate policy and scripts

Default Route: lsecureBrowse v

NetScaler Gateway: ‘htlps:h‘ 4 32984 cgwsanity.net ‘

Storefront Store URL: [https://sf3.cqwsanity.net/Citrix/Store |

Create new NetScaler Gateway: [

View policy settings Generate policy and scripts

e TIAIML—R:TFTUDRI S —HDERINTVWARWMEE. T MNL— BT TUICERINET,

- SecureBrowse: Citrix DT> %2—751 X7 5% Id. NetScaler Gateway LTS5 71w
DHEITIR=JIZr ORI TLET,
- A4+ L % k:Citrix Enterprise Browser Z#EBd23c. 7T7UICHETVEATEFET,

+ NetScaler Gateway: NetScaler ¥—ro 1 URLZANL T,

+ StoreFront X 77 URL: StoreFront R k7D URL Z I RTAAL £ T, fl: http://<directory
path>/Citrix/<StoreName>, URL & StoreFront >V —ILHSEBTE T,

s (FTaY) HLWS— b1 OER: Fxv IRy I R%BIRL TH L L NetScaler Gateway % 1ERL
L. TER1 20U o LET,

# LU NetScaler Gateway O e (7> 3>)

BEOT— b I T18REEETE L=< BWESEIE. LV NetScaler Gateway #ERTE £,

NetScaler Gateway ZBEICHEREDHEEIE. BRY - EFERALTT TVORERI > — N1 VT 1 VT % HER
TEEY,
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1. #L L NetScaler Gateway (Cid. ROFMENNTIURENHBDE T HILWS— I 1 ZERTIEE
ICAAILFMBIZDWVWTE. Y —ILIC & &R ITONE A, TDH. ERBEZANNTEILSICERTS
CEHEETT,

85 NetScaler Gateway Settings - O X

The data that you enter here is used to generate a gateway_config script that
creates and configures a new Gateway virtual server on NetScaler for Secure
Private Access on-premises deployment

NetScaler Gateway IP : ‘ %0 10 1

Authentication profile: ‘authnprof

Server certificate name: ‘cgwsanity

Domain : ‘cgwsanity.net

o '— ko IP: NetScaler Gateway @ IP 7 KL X,

o« BIAFFOT 7 I)L:NetScaler TTTICHRESINTVRRAESIOT 7IIILBEANALE T, SHHICDOL
Tl BETOT7T 70N %EZESBLTLLETL,

o H—/N—3FBAZE & :NetScaler TTTICHREINTLWS SSLEFEBZEZZ AN L E T, #HMAICOWVWT
(&, TSSLERAZE] #8BL TV,

o FXAVIRERY FT—0DT7TUADSSO ICERINET, sFMICOVWTIE VPNEy > 3> 7
Jvarv) BBRLTIREEL,

2. BR] 20U vILET,
3.TRIS—e ROV T hZER 20V v I LET,

policy.json. storefront.psl. & &0 gateway_config 7 7 1 JLid. BEY —IL &2 RITLIBFRICERS
SUREFEEINET,
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Information X

The policy.json, storefront.ps1, and gateway_config scripts are
generated and saved in the directory from where the config

tool is invoked:
C:\Users\Administrator.TRAINING\Desktop\Onboarding tool.

STEP 1: Copy the storefront.ps1 and policy.json files to a
StoreFront machine and run it in powershell as Administrator.

STEP 2: Copy the gateway_config script to a NetScaler machine
and run with "batch™ command

HR—rINTWBT7FUr—> 3> T gateway_config 771 ILEREC L. BAT71ILIC2 20T >3 vh

RREINET,

+ NetScaler Gateway O#ERICEEET 2> 3> FHLWS— I A HBMERINBEICOHER)

s ARV — A—H—JI—T BLVA—HY—JIL—TANONA 2T VIRV —ICEETZ I3

Vo

ROBEBIG. #FLL NetScaler Gateway #pkd gateway_config 7 7 1 ILZRL TV E T,
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#1. Upload file to NetScaler (e.g. to /var/tmp)
#2. Run batch command (e.g. batch -fileName /var/tmp/gateway_config —outfile /var/tmp/gateway_config_output)
#3. Analyze output (e.g. cat /var/tmp/gateway_config_output)

# Enable NS features
enable ns feature SSL SSLVPN AAA

# Add Gateway
add vpn vserver _XD_SPAGateway_443 SSL =« -Listenpolicy NONE —tcpProfileName nstcp_default XA _XD_profile
—-deploymentType ICA_STOREFRONT -yserverFadn gwalextest.spaopdev.local -authnProfile spaopdev_auth_prof -icaOnly OFF

# Add excluded domains
bind policy patset ns_cvpn_default bypass._domains corealextest.spaopdev.local
bind policy patset ns_cvpn_default bypass_domains citrix.com

# Add session actions

add vpn sessionAction AC_O0S_SPAGateway —transparentInterception OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF
-wihome "http://corealextest.spaopdev.local/Citrix/StoreWeb" -ClientChoices OFF -ntDomain spaopdev.local -clientlessVpnMode ON
—clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -storefronturl "http://corealextest.spaopdev.local" -sfGatewayAuthType domain

add ypn sessionAction AC_WB_SPAGateway -transparentInterception OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF
-wihome "http://corealextest.spaopdev.local/Citrix/StoreWeb" -ClientChoices OFF -ntDomain spaopdev.local —clientlessVpnMode ON
—-clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -storefronturl "http://corealextest.spaopdev.local" -sfGatewayAuthType domain

# Add session policies
add ypn sessionPolicy PL_0S_SPAGateway "HTTP.REQ.HEADER(\"User-Agent\").CONTAINS(\"CitrixReceiver\")" AC_0S_SPAGateway
add ypn sessionPolicy PL_WB_SPAGateway "HTTP.REQ.HEADER(\"User—-Agent\").CONTAINS(\"CitrixReceiver\").NOT" AC_WB_SPAGateway

# Bind policies to yserver
bind ypn vserver _XD_SPAGateway_443 -policy PL_0S_SPAGateway —priority 100 —gotoPriorityExpression NEXT —type REQUEST
bind yvpn vserver _XD_SPAGateway_443 -policy PL_WB_SPAGateway -priority 110 —-gotoPriorityExpression NEXT —type REQUEST

# Bind SSL cert to GW
bind ssl vserver _XD_SPAGateway_443 —-certkeyName spaopdev

# Add default authorization policies
add authorization policy ALLOW_STOREFRONT "HTTP.REQ.HOSTNAME.CONTAINS(\"corealextest.spaopdev.local\")" ALLOW
add authorization policy DENY_ALL true DENY

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "SPAOP users"

bind aaa group "SPAOP users" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "SPAOP users" -policy DENY_ALL -priority 65000 —gotoPriorityExpression END

add authorization policy www.google.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.google.com\")" ALLOW

unbind aaa group "SPAOP users" -policy www.google.com
bind aaa group "SPAOP users" -policy www.google.com —-priority 100 -gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupab"

bind aaa group "groupab" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupab" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

unbind aaa group "groupab" -policy www.google.com
bind aaa group "groupab" -policy www.google.com —priority 110 —gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupxy"

bind aaa group "groupxy" -policy ALLOW_STOREFRONT -priority 10 -gotoPriorityExpression END
bind aaa group "groupxy" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

add authorization policy www.microsoft.com "HTTP.REQ.HOSTNAME.CONTAINS (\"www.microsoft.com\")" ALLOW

unbind aaa group "groupxy" -policy www.microsoft.com
bind aaa group "groupxy" -policy www.microsoft.com -priority 120 -gotoPriorityExpression END

# Save
save ns config

RoOEBKIG. BFH SN NetScaler Gateway #m o gateway_config 7 7 1 )LEZRLTVWET,
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B B B T i e
#1. Upload file to NetScaler (e.g. to /tmp)

#2. Run batch command (e.g. batch -fileName /tmp/Gateway_config -outfile /tmp/Gateway_config_output)
#3. Analyze output (e.g. cat /tmp/Gateway_config_output)

# Add default authorization policies
add policy ALLOW_STOREFRONT "HTTP.REQ.HOSTNAME.CONTAINS (\"corealextest.spaopdev.local\")" ALLOW
add policy DENY_ALL true DENY

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "SPAOP users"

bind aaa group "SPAOP users" -policy ALLOW_STOREFRONT -priority 1@ -gotoPriorityExpression END
bind aaa group "SPAOP users" -policy DENY_ALL -priority 65000 -gotoPriorityExpression END

add authorization policy www.google.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.google.com\")" ALLOW

unbind aaa group "SPAOP users" —policy www.google.com
bind aaa group "SPAOP users" —policy www.google.com —-priority 100 —gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupab"

bind aaa group "groupab" —policy ALLOW_STOREFRONT -priority 10 —-gotoPriorityExpression END
bind aaa group "groupab" —policy DENY_ALL -priority 65000 —gotoPriorityExpression END

unbind aaa group "groupab" -policy www.google.com
bind aaa group "groupab" -policy www.google.com -priority 110 -gotoPriorityExpression END

# Add group and bind default policies: ALLOW_STOREFRONT, DENY_ALL

add aaa group "groupxy"

bind aaa group "groupxy" —-policy ALLOW_STOREFRONT -priority 1@ -gotoPriorityExpression END
bind aaa group "groupxy" —-policy DENY_ALL —-priority 65000 —gotoPriorityExpression END

add authorization policy www.microsoft.com "HTTP.REQ.HOSTNAME.CONTAINS(\"www.microsoft.com\")" ALLOW

unbind aaa group "groupxy" -policy www.microsoft.com
bind aaa group "groupxy" —policy www.microsoft.com —-priority 120 -gotoPriorityExpression END

# Save
save ns config

# L L) NetScaler Gateway T StoreFront 213 3

« W —JL T StoreFront & NetScaler Gateway OREZTS ICIE. RDHDNBETT,

- NetScaler Gateway @ FQDN
- StoreFront 2 77 URL

o StoreFront OEREM:

- NetScaler Gateway: U E— 772 XDEMTHR>TULET,
- NetScaler Gateway 5D /XA R —FEELEICE>TVET,

- Active Directory: 1—#—F7idJIL—TZBMF 7=I3EHM L =D, NetScaler 0FHETO T 71 L

PRV —ZRELIEDTBDDEERET It Xk,

2L <&, TNetScaler Gateway & StoreFront o#i&s #8BLTLLETL,

REY—IDOBEAT 7ML 2ERLT. 7IVERUS—DOREZT TOTLEY

BREV—IERDT7AIILEERLET, M50 T 7L V=B Ty TO—-RINTRITINZ B/ T L

I RVICREEINE T,
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+ policy.json
« storefront.psl
+ gateway_config

1. StoreFront®.psl 77L& bT77OY MZAE—LE T,
2. PowerShell T storefront.psl 2o U 7+ 2 EBEL LTRITLET,

CDRVV T RE. AT TFD/NRIC Resources\ SecureBrowser 7 # LA —HEREERATE AR VES. £
DT ANE—FEERLFE T,

DAY FkiE policy.json 7 71 LD IL— kD web.config 7 7 1 LHEBFHL 7,

3. policy.json 771 )L%. X b7 70> b.psl B 7D FICTER $ % Resources\ SecureBrowser 7 =+
WA—iIzaE—L &9,

4. gateway_config % NetScaler icaE—L. NetScaler CLI TRONYFIXY REFRALTRIU S b %
RITLET,

batch -fileName /var/tmp/gateway_config -outfile /var/tmp/gateway_config_c

o VI TREEZEELIBEIE. RVUT RV —2BERTIHENHD £9, policy.json 77
- JL% StoreFront ¥ >t ® Resources\ SecureBrowser 7 # LA —ICBEIE—33X%ENRHD
*9, F7:. gateway_config 22 1) 7 % NetScaler TBERTIZHENHBD £,

o Z+7R/URL A EBEINTVAWEEIE. storefront.psl #BERTTZIHBIEH D £t Ao

EDDSEER

FHHICOWTIE. RORFaXYFESBRBLTLETL,

o > 7L X XMAIFTD Secure Private Access
o BAHA R:A>TFL I XTH Secure Private Access


https://docs.citrix.com/en-us/citrix-secure-private-access/secure-private-access-for-on-premises.html
https://docs.citrix.com/ja-jp/tech-zone/build/deployment-guides/secure-private-access-on-premises.html
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