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Citrix Workspace app. If disabled, unprotected SaaS apps open through the native browser on the device.
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This setting is not applicable.

¥ L <I&. TGACS IZ & % Citrix Enterprise Browser &2 #8BLTLLETL,

Device Posture ZEEALTCIAVTF A N7V RBADOR I EHBELET

TNARADRAF vy ZBRITDE. TN REOTAEHFAIN. TN RIFERF /- IFIEERICHBINE S,
C D FEI% Secure Private Access H—E R ICEZ T e LTIRIEIN, TNAARADRIAFPICEIVWTIYTFR b
WKL TR RBT 2 DICFERINE T,

1.

2.

3.

10.

CitrixCloud Icr>r> L £ 9,
FSecure Private Access) #-7TJLT. &) #U U v I LET,

ERAOFTES—>a>T[FOERRIS =200y oL, [RUS—DER] 20Uy I LET,

RS —RBERVS—DHBEEANAILET,

ATFTVr—=23y) T CORVD—ZBRTZHBENHZT7TIELRBTTIOEY FEERLET,

CreateRule ; #7Jv o LT, RUS—DIIL—ILEERLZE T,
IL=IRBEIL—IIOBEEARHBENNILT, [N 2Ty I LET,

A—HY—0FHGEBERLET, I —FHE. 2—F—ICT7TVT—2a> DT IR 2T T 57HD
WMAFHTY,

LA 72OV LT TNATRADEBEMHZEMLET,

FOYTHEIURZ =05 [TRAREBF v o] ¢ [WERX] ZBRLE TS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27


https://docs.citrix.com/ja-jp/citrix-enterprise-browser/gacs#enable-citrix-enterprise-browser-for-all-apps

Citrix Secure Private Access

11. ARBZLBZTITRODVWTNDDEZANNLET !

Step 2: Conditions

$ FRule details
User*
(2) Conditions
Matches any of v Select a domain A administratoradminis S
e Actions AND
Device posture check ™ Matches any of v Campliant, Man-Campliant N ;’;:,
o Summary e

(¥) Add condition

o ERL-FEYLT N X
o AFERL-IFERLT N1 X

| Cancel

12. [rRA] 200w o LET,
13. £HHRICESVWCERT2ZHENHZT7 I3 >Z2BIRL. TNl 200w I LFET,
TE] X—JICiR. R —DFEI’RTINET,
14, FH=EAL. [ZT] 22Uy I LET,
paH
TORRARY S —TEUMFFIFIEENE L THIFIFEINTLAL Secure Private Access 7 SV r—> 3>

BT 7AW ST TVr—oa>ye LTRDbO. TNAAROREICEARBSIRTOIY FRIY DS T7IE
ATEEY,

IVRI—HY—-—IIVARUIVZR

Citrix & (3. > kU w o Citrix Secure Private Access LTtEF a2 ) T $lHZIER T B N TEE T,
Citrix Workspace 77U Id. IRTOVY —RICRBIZT VLR TEZHDIV M) —RAV FTT, TV RI—
#—|&. Citrix Workspace 7 7V N LTRET IV, TRI LY A SaaST7FU. F71IICTIVEATEF
¥, Citrix Secure Private Access R 9 % £ BIE#IZ Citrix Workspace Experience Web Ul £7zi13%1 7
« 70 Citrix Workspace 77U 0S4 7Y b A LTIV RA—F = SaaS 7 AV r—2a ic7 o2 R$%H
EERIETIET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 28



Citrix Secure Private Access

Enhanced

Workspace : Security OFF Open in standard browser P
R > i
| Ap) u
ey P
e Internet
o ’ ¢ : 3 e Open in Citrix Enterprise Browser
= Allow
- E -l n Deny s restricted
> = -
e Redirect =
" —
ciraix 3] a m 3 1 Enhanced 0 0

Security ON

. @

Secure Browser Service

aA—H#—HI> RKR1> T Workspace 77U aRENITR L. 7TUTr—>a>. TRAI by I 77 )L, SaaS
FTVHBRRREINET, EFa ) 70B8UNENICHR>TVWBReEIZA—H—NSaaS 7TV r—>a>xz5oUvd
T3, 7TVT—232iE0—ANICA YA M=)ILEINTVWERZET SO THEEYT, EBEN X1 )T
wEBEMCLTWVWBIHEE. SaaS 77 )i Workspace 7 7UKR®D CEB TRE %9, SaaS 77UV ELU Web 77
URDNAN—=) 2 IADTIERIE FAIATOAEWWeb H+1 bDRY S—ICESWTHIEIIN E T, KRBT
D Web # 1 ~OFMICDOVWTIE. THEBAID Web H1 b1 #SBL T LT,

Enhanced

&0k Wakepac Security OFF Open in standard browser
@ v S
‘ . Apps Lol
W Internet
Open in Secure Browser
Allow
| 4] X
Redirect
X
Enhanced 00
Security ON Deny

E#IC. Workspace Web /R—% )L Tld. ¥ 2 ) 71 BUHIEIMICH > TWVWBIHE, SaaS 7 AU r—>avid®
AT TICAVAR=ILENTWVWBREET ST THRIMET, EFXxaUTr8BKEzEMICTR L. SaaS 77V IF
RBERVE— I SO THIET, I—H—IF. FAIThTLWALWWeb 1 FRUS—IZETWT, SaaS 77
RO Web 41 MIT7IEXTE XY, KBAID Web 1 FDsFMHICDOWVWTIE. TERRTD Web 1 k) #2HEL
TLET L,

DAy aR—R

Secure Private Access t—E X - #v > aR—RIZiE. SaaS. Web. TCP. UDP 77U r—> 3 > Dk E
BRRTF—2HBRRINET, BEERG. EEEHLT7 S, I—H— ARITEZDAILIART—E A, FIHBOER
Rin%z 1A CRBICIBELTHATEEY, CoF—4#id Citrix Analytics hSEEENET, X MUY IIEKE
KROATIVIZHEINET,

e OFX YT LI TN a—FTa VY

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29


https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/web-filtering
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/web-filtering
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/web-filtering
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/web-filtering

Citrix Secure Private Access

. j_—"j’—
s 7TV —=23aY
o TUEARYI—

HAICOWTIE, THw Y aR—R) 28BLTLLETL

Dashboard

Last 1 Week AV
Logging and Troubleshooting Users Applications Access Policies
Logging and Troubleshooting
Diagnostic Logs
Device Posture Login/Logoff (V) App Enumeration ( App Access (.
’~ L] I
48 249 1750 95392
@ Compliant 6 @ Success 240 @ Success 1724 @ Success 82026
Non-Compliant 34 @ Failure 9 @ Failure 26 @ Failure 13366
@ Login Denied 8
See more
74 =] = = > —_— ~ ‘
F7TZVDOEMBED S TN a—Ta>D
. SRS N S NEAN 3 -~ by >
Secure Private Access # v > 278 — FOBMIOY F v — b Tl B3k 77V r—>avigs, 77U r—>ar

Hlzs, &0 Device Posture OFICBIE T 307 2R TI £,

o FHRIOA—F:BFEERQEDO—FHOOT ARy MIF. BHRI— RFHPEERITSNATVWET, BHRI—REI Uy

7928, A—H—3BRAFIEX T EDIARY MCETIHMBIMICUAANL I TN ET,

o FSUH U aYID:BHOSICIE. TIOEIERDTARTOD Secure Private Access O #BS&EfFIT3 b

Sy avIDBRFIINET, 1207 FUF7IERIJ I IR T, BiE. Workspace 7

TURTOF

TV, PFIVTOLRBEDSEBOOJZERTIET, CNSDAIRY MITRTHBEOAT 24/
LEJ. bS5 23> IDiE. SNESIRTOOT ZEEMITBHICFERINET, S ooay
IDZzERAL MO Z 702200 BREDT TV F VLRV I IAMIBEETZINTOOT 2%

RTEET,

FHRIC DWW TIE. TSecure Private Access OREED b T a—FT0 >F1 #8BBLTLLETV

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

30


https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/secure-private-access-dashboard
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/secure-private-access-troubleshooting

Citrix Secure Private Access

< Diagnostic Logs
Diagnostic Logs Device Posture Logs (0)
Filters Clear All
staus User-Name = "User" Lost1 Week vIES
O Success
O Failure
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
CATEGORY
O LogintLogoff e catecony useRNAME AepTveE TRANSAGTON D inFo cooe sarus
QA
@ o o 2023103140325 App Access fheasslocal web €I061d79-6b1d-4bd7-0827-5303eb430ab2  NIA ® Success
APPTYPE AppAccess
O web
ime: 11.03 1408 info code: NA
O saas T 202311-0314:03:25 Info cods
Oer Category: App Access Deseription:
O vop User name: fh@aaa.local Transaction ID: c10bfd79-6b1d-4bd7-9827-5303eb43aab2
Application name: 1P20_BasicSSO Application FQDN: autosctedevbasic.aaa.local
Application type: Web SPA PoP location: NA
PONICYRESILT) Policy name: 1P20 basic sso app test Source: SPA Access Policy Service
(O Allow access Rule name: rule Event type: Policy.Evaluation
Policy result: Allow access with restrictions Operation type: App Launch
Session type:
Status: @ Success
> 202341-0314:0240 App Access. fh@aaa.local Web. a3ec513e-afee-4cfl-a19d-693ca7c84b87 NA @ Success
> 2023-1-0313:59:11 App Access. fh@aaa.local Web. 1d444447-88b4-412b-bb8f-a9bBdaasdf2c NA @ Success
> 2023-11-0313:35:07 App Access. st@aaa.local Web 9572¢08d-5925-4ceb-a151-042a00ec22a2 NA @ Success
> 2023-11-0313:34:35 App Access st@aaa.local Web cdSeed28-b37c-4126-0bf2-4607c284193c N/A @ Success
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https://docs.citrix.com/ja-jp/tech-zone/learn/tech-briefs/secure-private-access-use-cases#use-case-1--access-internal-applications-webtcpudp-using-a-zero-trust-approach-without-opening-incoming-traffic-on-the-firewall
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-briefs/secure-private-access-use-cases#use-case-1--access-internal-applications-webtcpudp-using-a-zero-trust-approach-without-opening-incoming-traffic-on-the-firewall
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-briefs/secure-private-access-use-cases#use-case-2--move-to-a-zero-trust-approach-by-discovering-applications-accessed-by-users
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-briefs/secure-private-access-use-cases#use-case-3a--restrict-access-to-saas-applications-to-citrix-enterprise-browser
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-briefs/secure-private-access-use-cases#use-case-3b--restrict-access-to-saas-applications-to-company-owned-public-ip-addresses
https://docs.citrix.com/ja-jp/tech-zone/learn/poc-guides/access-control-azuresso-saas
https://docs.citrix.com/ja-jp/tech-zone/learn/poc-guides/access-control-azuresso-o365
https://docs.citrix.com/ja-jp/tech-zone/learn/poc-guides/access-control-okta-sso
https://docs.citrix.com/ja-jp/tech-zone/toc/by-product/citrix-secure-private-access/intro
https://docs.citrix.com/ja-jp/tech-zone/learn/tech-briefs/secure-private-access
https://docs.citrix.com/ja-jp/tech-zone/design/reference-architectures/access-control.html
https://docs.citrix.com/ja-jp/citrix-enterprise-browser
https://docs.citrix.com/ja-jp/citrix-enterprise-browser/gacs#enable-citrix-enterprise-browser-for-all-apps
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup
https://www.youtube.com/watch?v=GtNEs2U3UxQ
https://www.youtube.com/watch?v=hjdh7ybjWW4
https://www.youtube.com/watch?v=xaIFuX4lURw
https://www.youtube.com/watch?v=j7Kdvx7LcAw

Citrix Secure Private Access
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« Citrix Enterprise Browser: Zo!) 1) —Z|ZDWLT

« Citrix Workspace: #t#%8ECitrix Workspace
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+ Citrix Secure Access 75 7> k NetScaler Gateway 7 517> b
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To o 2FEMAERARREEC COMOEELERERDICFIRKITZHLUVWA Y aR—RBMATEET,

REDBFIRICIFUATHEENX T,

FAED Citrix Workspace icO5 1 >3 2 7 DBIE T EEEIRL £,
A—HY—ROT7 TV r—>av=BMLES,

BEBT VARV —Z LT 7TV 7 ROEREFDETET,
T7DREEHRL F T

> wn e

Secure Private Access EEEICKB3T7—77O0—9«4F—RIC7IERT3
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https://www.youtube.com/watch?v=Li-_ldZIVVo
https://www.youtube.com/watch?v=IRIo_cNVRyo
https://www.youtube.com/watch?v=dIUD925my98
https://www.youtube.com/watch?v=MStcA2sSeMo
https://www.youtube.com/watch?v=w5RtAAhvvUY
https://docs.citrix.com/ja-jp/citrix-enterprise-browser/whats-new
https://docs.citrix.com/ja-jp/citrix-workspace/whats-new
https://docs.citrix.com/ja-jp/citrix-daas/whats-new
https://docs.netscaler.com/en-us/citrix-gateway/citrix-gateway-clients

Citrix Secure Private Access

b= ) Himanshu Parihar
= | CilrIX | Secure Private Access -... o o spittoeza

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Citrix Secure Private Access provides a better, easier,
and most secure way to access all enterprise
applications using Zero Trust security principles.

Zero Trust solution using adaptive authentication with detailed device VPN-less access to all internal applications, acts as a bridge between private and globally Best user experience, eliminating traffic backhauling and privacy concerns
posture, built-in multi-factor, as well as granular security controls like distributed cloud-service points. All connectivity is outbound from your data center to the with personal employee data going through the corporate network
watermarking, copy/paste controls, among other security features to users, without even a firewall port opening.

protect data and applications.

Top benefits of Secure Private Access

o) Al £2

Reduces operational cost Highly scalable No changes to DMZ
L Fully managed by Citrix Scalable to meet large enterprise needs No need to open extra ports in your corporate firewall aJ

27y 71 ID LREEZRET B

FRAEHD Citrix Workspace icOJ (1 > § 31O DB A EERIRL £9. 74 77+ TRaE&. Citrix Workspace
ICOJ4 Y LTWABEEREL - —ICEERRI = 8ICT 5 Citrix Cloud Y —ERXTY, 74 7T+ TeRHY—
E Xi&. Citrix 7R b9 3. Citrixitrix "&E$ 3. V57 RTHEI 3N NetScaler ADC THD. KDL S
BEERRMSEEE TN TRELET,

o ZERFGL

» Device Posture X+~

o FHMEERE

« Citrix Virtual Apps and Desktops A7 H FF« 770X

s PHTTA TBAERET BT [THTT« TBEORELER (T ALTLEa—) ] ZFIRL. B
BZETTLEY. 7H T T4 TREICODVWTHLLIE 74T 70 TREAT —E Xy ZBRLTKLEW, 7
AT7T74 TR ZRELTB. BBEICGLT[ER]| 2V v I L TREZEETEET,
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https://docs.citrix.com/ja-jp/adaptive-authentication.html

Citrix Secure Private Access

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise based on adaptive and access policies

Step 1: Identity and authentication

Identity & Authentication
Select the authentication method used by subscribers to sign-in into their workspace

D a .
(&) Applicatians @ Configure and use Adaptive Auth (Technical Preview) [[E)

@ /N NotConfigured

(3) Access Policies
Adaptive Authentication enables advanced authentication options including the capability to scan the endpints for device posture. Based on the results, the admin can define how they want to authenticate

users to their IT sanctioned apps
) Review

O Use existing Workspace Authentication

[&] Active Directory

To configure or make changes launch Workspace Authentication (=]

o RUICRIOBEESEEZFEIRL. THTT« IRBEICTIDEZ 3BE13. [BRLTEE] 22U v o LTHERE
ETLEY,

Identity and authentication

1) Overview

Dashboard Current authentication method &

@) dentity & Authentication
Active Directory

Configured
3 Applications @ configur
Actass Policies

To change your current authentication method launch Workspace Authentication ('

@ Settings

Adaptive Authentication Not Configured

Adaptive AL 1 enables advanced options including the capability to scan the endpoints for device posture. Based on the results, the admin can define how they want to authenticate users
to their IT sanctioned apps.

Connect Configure Enable
@) @
Adaptive dapth i
Authentication policies for Workspace

BEORLSEZ2LETEN. BEORESEEZELEETBICIE. [ T—IRR—ZBiE] 20w o LET,

AT T2 7TV —2 3 % EBIMLTEET S

REAFEEEBIRLIES. TIVTr—2 3V eRELET, MO TERATZI—H—0KE. [TV r—>ary] 5>
FAVIR=JIET IV T—>a v hREINERA. TTUERBMTZICIE. [7FUERBM] 20Uy oI LET,
ZnR—IH5 SaaS 77U, Web 77U, LU TCP/UDP 77U BINTEET, 77UEBMTBICIE [ 7
FVEBM 20Uy I LET,

TTUREBMTBE. CTIC—ERRINET,
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Himanshu Parihar
CCID: 1sigitt962va

CifrIX | Secure Private Access

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on adaptive authentication and access policies

Step 2: Applications
Configure and secure enterprise apps from unauthorized access.

Identity & Authentication

Applications

(3) Review f)

A There are no apps configured.

‘s
I\

N About applications

Configure any SaaS or internal applications for secure access. Optionally, enable
single sign-on (SSO) to remove the need to enter username and password when
accessing the applications.

Add an app

RORICTRTFIEZZTT LT, 7FUZBMLED,
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Add an app

To add an app to the library, complete the steps below.

». Choose atemplate
. App Details
» Single Sign On

~ App Connectivity

e I>8—TF514X Web 77U %EIMY S

- IVA—7514X Web 77 DHHR—-k
- Web 77UANDQEET VX EEHRT S

« SaaS 77U %IEMY 3

- B —EXReLTOVY I LDz T7T7TIUDHR—k
- SaaS 7= a3 o —N—EEDRTE

s USATY M —N=TTIVZBET 3

- 94T b F—=N=TFUDOHR-F
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/add-and-manage-apps/support-web-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/add-and-manage-apps/swa-direct-access-to-enterprise-web-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/add-and-manage-apps/support-saas-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/add-and-manage-apps/app-server-specific-configuration.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/add-and-manage-apps/support-for-client-server-apps.html
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AHIC. IRNTLID2ORY S —HNTEBICERATEET,
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REZIT7 IR EBMCTTET,
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* ENRIZ IR
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l. FEFS=2aVRAVT [TOERRARVS =] %200y oL, [RUS—DER] 20V v I LET,

ess policies

/A There are no access policies configured.

B ©

0 @

Q

@a

MHTOIA—HFDBE. [ 77EXRU— (Access Policies) | S5« VI R=JICIFR) S —HRRRE
nNEtA. RUS—RERTIE. CTIC—EBRRINET,

2. RUS—ReRI—DEHRBEANSILET,
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https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/launch-a-configured-app.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/add-and-manage-apps/read-only-access-to-admins-to-saas-and-web-apps.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#available-access-restrictions-options
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4, "CreateRule) #20)wv o LT, RUS—DIL—ILEERLET,

Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

Vs N
‘ Q BitBucket X DNS Suffix Testing X ( Selectapplication |
\ /

Policy rules
Access policy rules are enforced based on the priority

‘Q Search forarule ‘

Priority Order Rule Name Rule Scope Condition Description Status Action
No rows found

Page 1 of 0 10rows v
O Enable policy on save
(" cancet )
5. L—ILBLIL—IOBBELEHEENALT. [AAN]ZIUYILET,
. Step 1: Rule details

(1) Rule details

Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
(3) Actions Rule name *

‘ Allow with restrictions ‘
o Summary

Rule description

I Enable access with restrictions I
./.- -.\.
| Cancel ) m
e v

6. - —DFHEERLET, -V —FHKIE. I —ICT7TVT—2 a3 A\DT7 I ERZHATBHD
WBFHETT. ROVWTIhHZERLET:

s WFNMII—H—T r —ILFICRETNTVBEFOVTNMI—HL. BIRLERXIVICET S
—H—FBFIIN—TDOHIPT IR ZHFAINET,

e WFNIZH—HLABW-Tr —LRIZRTREIN, BIRLIERFXAVICET 32— —F i3I —T%
BRETRTDA—Y—FRWEITN—TDBT7 IR ZHFTINET,
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Step 2: Conditions
4 Rule details

Rule Scope
(2) Conditions ) )
Select the rule scope from the following options.
(3) Actions @ User
Applicable to both HTTP/HTTPS and TCP/UDP apps
Machine
e Summary Applicable to only TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain NS ‘ ‘ Domain Admins X A4

() Add condition

( cancet ) (LBt ) m

7. (AF723Y) AVTFHEFRAMIETVWTEROZEZEMTBICIFE. T+ 27Uy o LET,

OAVTHFIAMBOSVWTEHHEZEMTR L, A—HF—A T3 Y0aAYTHFIAMR-ADOEFHEIELINT
BEICOHR) L —HFHEI N B HZMEICAND BEDNBERAINE T, RREICHCTROFZFHZEATEEZY,

o 2O MY TEIFENANUTNAR S =TT IANDT I RZEMCTE TN AEERLET,
MBEHR—A——DNTTVICTIEALTWREHF BB EIRL 7,
- WFARNIIT Y FI U FEINTULBIEBRBROWT DD S 7 FVICT/EILTVWS—H
—¥F A —ITIN—TFOHDT TINDT IR ZEBMILET,
- WFNICH LAV U ThTUWAtNgOI1—H—F 32— —JIL—TUSDTRTD
A—H—FEaA—Y—JI—THT7 It XFEETT,
o Xy NID—UDGR—A—H—DRT7TVICT IR TRRICERTIEHERY T —0ZBIRLET,
- WINMMCRYTFL URRINTWERY =007 =23 >0V0WThhbh 567 FUICTIER
IR —FREA—HF—IIN—TOHN. TTIANDT IR Z2EMLET,
- CNUZH—HLAV URMIATWE Ry hT—207—> a3 YO ITRTOI—HF—F7(F
A—Y—FN—TBRT7 I XAAETT,
« DevicePosture 7 v/ —7 U= 3 T OV RTBEDHICA—F—FT NI IDNEBLEITN
5B VWEGZEIRLET,
e A—H—URIVZAAT7—-A—HY—IZT7 TV T5r—>2a>AOT7 I AZRETIHENH D) XTI XOT
AFJUEBERLED,
e 7—2ZR—Z URL-BEE|F. T—IAR—IIHBTIRLEMEXA VRICETVWT I ILEZ—
ZEETIEY, COFATPaviFRETITLE2—HTT,
- ROVWTIMNI—HT D -ZEI—HF—EAFPRESNIET—IIX—I URLOVWTNHIC—HK
TRBARICDOATIVERAEHFALET,
- IRTC—H-ZEIHVEGEIPRENET—IAR—ZAURLDITRTEZBFBLITHZBIICOHT
JEREHFALET,

8. kNl 20w o L&Y,
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9. ZFHTHICESVWTERT2HXENHBZ 7/ a vz BRLET,
o HTTP/HTTPS 77U DiF&E. UTZBRTIH Y,

- 7UOERA%EHH

- HIRAETT IR %A

- VOB XEER

e

[HIRfTE 7o X %HA] 23BIRLIESIF. 77VICERATIEIEZRIRTIVELNDBD T,
FIFRDEMICDOWVWTIE. MERARER TV ERAGIRA T a >y #8BLTLLESIW, £ 77
DAE)E— IS THELD. Citrix Secure Browser TR A ZIEETRIEHTEFET,

+ TCP/UDP 77X Tld. UTEBMRTT X7,

- PO R%EHA
- 7Ot XEER

Step 3: Action
3 Rule details

Action for HTTP/HTTPS apps *

4 Conditions
O Allow access
@ Allow access with restrictions
(3) Actions
(O Deny access
o Summary Available security restrictions:
Restrict clipboard access (7) (O Display watermark (7)
[ Restrict printing (a ’Res1ric1 key logging (7]
[ Restrict downloads (7) ([ *Restrict screen capture (3)
([0 Restrict uploads (7) *Applicable to Citrix Workspace desktop clients only.

Advanced options:

Openin remote browser (7)
Action for TCP/UDP Apps *
O Allow access

@ Deny access

I/" B \_‘ I_J’" B \_I
| Cancel ) I, Back )
M A A v

10. DRAN] Zzo 0w o LET, THE] XR—JICIF. RS —DFEIRTIINET,

11 SEERRLT[RT] 20Uy LET,
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) Step 4: Summary view
4 Rule details

Selected applications for this rule
"4 Conditions

DNS Suffix Testing BitBucket
@) Actions Rule details
Rule name: Allow with restrictions
(4) Summary
Description: Enable access with restrictions
Conditions
User:

Domain Admins

Actions
For HTTP/HTTPS apps: Allow access with restrictions ~ Restrict cliphoard access LTS
For TCP/UDP apps: Deny access

s ™ s ™
| Cancel ) | Back )
N iy N A

RUS—ERBICEZ TEIARIRI Vb

o ERLIERU S —IE [RUS—IL—IL] I avVICRRIN. TIHILETEMCAR>TVET, BEICHL
TIL—IZENCTEIET, L. RUS—ET7I T TICTBICIE Da<Ed 1 20— ILHEHMICH
STWB I ZERBLTLETL,

s T AT RUD—ICRBEIBUABDETOSNET, EHNNSWVEBEEFRDELBD FT, B
JEMAREBVIIL—IILDRIMICTHES N E T, L=l (n) PERINLEZEHC—HRLAVEE. ROIL—IL
(n+1) BFHES M. LEBREKTT,
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Policy rules

Access policy rules are enforced based on the priority

‘ Q Search for arule

Priority Order Rule Mame Rule Scope
1 AllowAccesswithRestriction- User
2 AllowAccess-1 User

BRIBGRIOFIIC & B IL—IL OFF:

IL=IL1EIL—NL2D22DI—ILEERLIELET,
JL=IL1iFa—H5—AICEOYTSN. IL—IL 22— —BICEDYTOENET, TDE. @ADIL—ILHTHES
nxd,
IL=IL1EZI—IL2 DEARLI—HF—AICEDHETENTWVWBRELET, CDIFE. IL—IL 1 DBEIEMNHAEL ABD
F9, IL—IL]1DEELE LTI, IL=IL1IHEEIN. L= 21FXFvTETNhEd, TNLUIIDBE. JL—
L1 OEENBL-INABEWVGE. =2 21— —-AISBESINET,

paa

EDIL=IHFHMBEINRVEE. 7 XVIEI—F—ICFEINEE A
FATRER T 7 REIRA T3>
THIRSE 70 X%ZHA T3] 7O2aVERIRTBZETIE. a7 6RELEC D 1 DBIRTZHUELD

DEFT. CNE5DEFaUTAHIRIF. PRTLTHSHLHERINTVEY, BEEER. HHOEIEHLEZEE
L7cDEBMLEEDTZLRTEIERFA. ROEFaUTAHIRZT7T IS —2 a2 ICH L TEMCTEET,
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Action for HTTP/HTTPS apps *
Allow access
@ Allow access with restrictions

Deny access

Available security restrictions:

Restrict clipboard access (7) Display watermark (7)

Restrict printing (7) *Restrict key logging (7)

Restrict downloads |\?/| *Restrict screen capture -ij)

Restrict uploads {3} *Applicable to Citrix Workspace desktop clients only.

Advanced options:

Open in remote browser (7)

s VY TR=—RADTIER%ZHIR: 7 TVES T LYYy THR—REOYIDED/JIE—/BED F1H1R1E%
EMCLET,

« ENRIDHIPR: Citrix Enterprise Browser AN 5 QENRIEEZ | L £9,
e AUVAO—RZHIRTZ: A—F—HF7TURAISHATO—RTERVLIICLET,
e Py 7O—RZFHRTZ: A—F—HFFUVARTFZyFO—-RTEIFRVELSICLET,
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AR >TWT, a—H—H' Office 365 ® Word XE%.REL7HBE. TRTOF— bO—2FF—0OH
—TEShIhZd,

s BEF v IFYEFIRIZIBEF vy /F Yy OJSLELRTIVOVWT A ZFERLTERZ X v FF v
THRBETZEMICLET, - —DEEZFYyTFrvLLOLTHE. THOEERLF v FFVYENET,

o UE—RrTSUH—THEHL: Citrix UE—rISOHY—TT7 T EBEZT T,
- [UE—FrTSUHTHEC] 23%IR L. Secure Private Access DU E—+ TSI hL2O5HRROIN
S5BWEEIF. ROXyvtE—IHRRTINET:

COF7TVr—a3> %R NTEZRAH)E—MREBEAZOSIEH D £ A, Remote Browser
Isolation >V —ILICBBILT. h2O7=2BLET,
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- Ffee Web 77U SaaS 77U BB LELS LI S, RBI AXZOIDTEL TV TRDOX Y
T-—IDRFEINB L. TTVOEBHHERMLET,

COVOIRENIBTZAZ2OTIFERTNTVEEA, BEEISEEZLTIEIL,

Citrix Remote Browser Isolation ic2W T3 L < I&. TRemote Browser Isolation] #8BLTL T
(A

ATy 7 4 ERROMEEZRDT S

[Review] "= 5. T2AT7FUERZRTL. [FAL3] 20U v I TEET,

Zero Trust Access to enterprise applications
Zero Trust Network Access to all enterprise apps based on contextual policies

@ . , Step 4: Summary

The following is a high-level summary of your ZTNA setup.

(] ] Identity and authentication
L]

® Citrix Gateway is your current authentication method O contigured
() Review

App configuration

test1997
5 Nonw

test_1
> None

testill
None

test_101
O No

test_1233456
Nonw

T »
Access policies
i
ROBIF. 4 2Ty THREZETT LIBRDOR—JZRLTVET,
& oveniow
| B overvew Zero Trust Network Access to all enterprise applications

@D oasvboars
Ientity & Authenticaion
Devic Posture
B3 Avslications
Accos P
o

ZeroTrust Network o 0 o v toalnteralapo co Citix Secure Prvate th bestuser experence, liminatng tattic backhauting

sosture s \or.copy  poins.All connectiity s autbound from you data contorto th usars.withouteven openng a frewallport. hrou

and

Top benefits of Secure Private Access
X e
® Pl
Reduces operational cost Highly scalable No changes to DMZ
Fuly managed by Citrk Scalabe tomaetarge enterpriseneeds No nee 0 pen extra ports nyour corprate frevall

Simple to configure and use Global availability.

Available across all 3 Citrix Cloud regions. For more info clck here
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BE:

s V- RZFERLTBRZRT LS. E0EISaVICEEBHLTEIS 3 VOREZEETERX
To =T VRIS BEIEHD &€ Ao

o BEEADT T ELIFR) D —Z2IRNTHIBRLEBSIE. ENSZBEEMTZ3HENHDET, CO
Ba. IRNTORUS—ZHIBFRT B . ROBENRTINET,

A\ There are no access policies configured.

About access policit

or more conditions to enable context-based secure access to

Ay aR—ROBE

January 9, 2024

Secure Private Access f—E X « # v aR—RIiZlE. SaaS. Web, TCP. UDP 77U —> 3 > Dk fE
BRRTF—2HBRRINE T, BEEERG. EEEHLNT TSI, I—H— ARIEZDAILIART—F A, FIHBOER
KiR%ZE 1D CTRDCIBELTHATEEXY, ZoF—#iE Citrix Analytics BB ENET, TXIFHTI VT
1T DT—RIF. BRIREINTEREELIEARILIALTAI Y TERRICIET, BOI>Tr T TlE K
DAY L THlERTTEET,

XMV IEASCROATIVICHBEINE T,
e AFX VI ST a—TFTa 2T
- BWOJ: B 7TV —> 3 v OER. 7S r— 3> 0%, Device Posture o F v U ICHE
#3300,
« A—H—
- PUOTF4 72— BRUIBRBRT7 U —> 3> (SaaS. Web., TCP) ic7o X L7a=

_71_-”2_0):%:/@31 o
- 7w 70O— R ER L 7-RREER T Secure Private Access 4t —EXENALT7 vy FO— RS hi=F—

REDEF T,
- A >0O— R #IRL-HERIC Secure Private Access —EXZBLTHA YUY O—RENcT—4D
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- TFIT=a v REREINTWVWBR T U —2 a3 >0k (FRRRERIEEGRSD D £EA).

- 7=y aviegp ERUCREBR TR A - —NEB LTIV -3y (T Y
3 >) DI,

- BEFEH A BRUCKERRICRESNT K X1 > DA,

- RESNET IV =3y POERASINEN COT7 T CHEERMITSNTOWEVWEEDOER R
XA 2 DEER

TOEZARI S —

- 7ORRRIVD— RERKEINTWS (BERARICEFRR) 7R S —0BE,

ZoY

DiagnosticsLogs F v— rEFRAT D L. Rk, 7V —>a>oies. 77UOHRICEESZOJEFTH
<O TNAROREICETZO7DERTEET, [Seemore] V> 0%V wo T3, OJDFHMERR-CIF
To FHMIFREATRRAINE T, FRICKELERBAELIEBNRILIA LTI VOO ZRRTIET, v

ak—

RICRRLEWERICEL T, +828Z2 7V v I LTI S T7ICHZEMTE EY, 2—H—0OJ1F CSVERIC

IVRR—+TEFEY,

ZT—=RZ ATV TTVEAT RUS—HEROT I 2—%FEALT. UTICEETZO0/EZRET
TFET:

- T
- 7= 3 s

- FAUBE

- TUEAR) D —HELLER

Fles RRT7—ILFOAT IV ZZHOIR—COBRREEFLEDICEAL T, REEREZITSICKDA
LTrHTTET,. REEEFOFHMCOVWTE, MEREEF) 2BRL TS,

fcrZId. BRETs—ILRT(5)ICELWATFTIYTransaction IDEEEFZ2IUv I L. RSV
223>V IDEANATEEFET, LA FEDT7 V7RV IIAMNIEAETZIRNTOOTEHRERT
3Transaction-ID =77cdfd46-26b4-142d-9678-002248d60417HTT, ¥wva
AR—RICEBMTE 3OV R M Z2RRTBICIE. +58S5Z27 Vv I LET, HEICIHL THZBME 738
TEFEY,

Device Posture O : K> —&R (FEHL, EHEH., OU 1 VIES) ICESVWTREEKDAC YW TEE
9, Device Posture ICDWTs¥L < I, TDevice Posture; #8RB LTIV,

» Secure Private Access 207 X v a2 R— RRD IR TDOEEAARY MIIE. BEETZBEHRI—K
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HHD FT, FHMICOWVWTIE, MEHRIA—F1 28BL TV,
o RSO IYIDIR. FUVERUIIZA D TARTO Secure Private Access O #REEMIT £ 9,
I OWTIE, ThZoH o3> D) #8BLTLLIETL,

Dashboard
Last 1 Week A4
Logging and Tr i Users icati Access Policies
Logging and Troubleshooting
Diagnostic Logs (1)
Device Posture (1) Login/Logoff (1) App Enumeration () App Access (D
48 249 1750 95392
@ Compliant 6 @ Success 240 @ Success 1724 @ Success 82026
) Non-Compliant 34 @ Failure 9 @ Failure 26 @ Failure 13366
@ Login Denied 8
See more
=P Vv I9BL JOFMEIRNTRLITEET
=3 D P4 N | aF i N A"TE °
< Diagnostic Logs
Diagnostic Logs Device Posture Logs (0)
Filters Clear Al
[omreme e Il - |
O Success
O Faiture
tothe first 1000 records. Narrow your for more relevant results. Export o CSV format
CATEGORY
e cATEGORY useR NAWE nepTYPE TRANSACTION D INFo cope sus
o~ 2023110314:0325 Aop Access theaaalocal web CI0b1d79-6b1d-4b7-9627-5303¢ba3aab2  N/A ® success
i App Access @
O web
0O seas Time: 202311-0314:03:25 Info code: N/A
OTer Category: App Access Description: NA
0 uop User name: fh@aaalocal Transaction ID: C10b1d79-Bb1d-4b7-9827-53036b43aab2
Application name: 1P20_BasicSSO Application FQDN: autosctedevbasic.aaa local
Application type: Web SPA PoP location:
Policy name: 1P20 basic s50 app test Source: SPA Access Policy Service
Rule name: rule0l Event type: Policy Evaluation
Policy result: Allow access with restrictions Operation type: App Launch
Session type: NiA
Status: ® Success
> 2023103 140240 Aop Access theasalocal web a3ecSie-afeo-dcfl-aIod-693caTcBabET  N/A ® success
> 2023103135911 App Access fh@azalocal web 10444447-88b4-4120-bb31-a0bB4za5A2e  N/A ® success
> 2023103133507 Aop Access st@aaalocal web 572080-5925-4ceb-a151-0420000c2282  N/A ® success
> 2023103133435 Aop Access st@asalocal web cd5eed28-b37c-4126-9b12-4607c284193c  N/A ® success

/.

e TT7AIBMTI, BOIR=JICESEDOT—2&ED 10000 L O—ROANRTZINET, HR
FLAMNBRRE T I Z2—2ERALT. REEREZSSICRDAZE T,

AXRTIRZRT—HE 2R

ARVEADRAT—RZIAFv—brE2FEBALT. AXIFZDXT—RAL. ARIVEZBBEAINTWVWS )Y —XDGFFI%
KTRLET, HAERTTRICE [Ho2 BB U2 UwILET, [ARIEZAIHA R R=DTIE [ 72
T4 2 [FETIT T 74 2% EBLT. AT—FRAETVTARIZETINZ) VI TEET,
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“ Connector insights
Filter Clear all
v Status

0 active Connectors

() Down NAME RESOURCE LOGATION sTATUS
tpt10-222-102-236.canet Tirupati_GAOT @ Active
varunt-10-222-102-198.com VarunT-ssprod @ Active
pasdev-ssprod-ca pasdevnet PasDev AAD @® Down
tpt-ssprod-10-222-102-200.canet Demo_CA @ Active
ssprod-10-222-102-171.asa.local AAA @ Active
€a-10-222-102-251.canet Tirupati CA02 @ Active

EspHpo Lt uy T ) r—a>

N /5 72EATRE. TTUVORFEE. FIUS—N—ILT v TO—RENLT—2DHRE. BLUT
T —N—D540 00— RENET—FOREICEDVWTLEUT IV —2a>OU XA MPIRREINET, T+
ILa2—. SaaS 7 /). Web 77U ** 7id **TCP/UDP 77U @A L T. BRERZFEDT FUIZKRDAT
CEHTEET, HODULOHBRESNIEI AN LTI VERRBAREILIZALSA VDT =22 T INE2I VI TEE
+

L‘\pplications O] Application launch count ()
326 482
T 225

Top applications by launch count (©)

I.ms saas filemail

79

20.1 Direct access app

@
@

DA ssprod

@
R

Direct Access CQEB

@
~

Jira-Citrite

[
[~}

AR_WA_31May

o
@

ms 20.1 ked a|

©

ms tcp 23may app

®

See more
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TIVr—2a viESERIO LI - -

(770 r—oayilbfia—y—E&HEE > 72FRALT. 21— -—rD7—22RH7LET, LEZFE 1
—H—DTCP 7PV LB, 7FIVH—N—ICT7yvFO—-RENLT—20HBE. 7TIVH—N—DH1547
YO—RINLET—FOHRERLTY . HBONLCDRESNIZA LTI VERBARZLEZA LA VDT 2%
TaNRI)TTEES,

- Users

Active users (1) Uploads () Downloads ()
N 8.20 s 6.34 us
T2 - 63MB |- 7.65MB

Top users by application launch count ()

ms@aaa.los

87

2
8

ar@aza.local

@
@

at

@
3

sf@aaa.local

o
E3
™
@
2

fhizaaa.local

@

dkr@aaa.local

3

ak2@aaa.local

16

See more

MATICE B LD T I/ RR) > —

[BARAMNOEMAT VAR S—=] IS5 7% FERALT. 77VICERAINTVWRT7IERAR)—DUR MERRFLE
T [Seemore] V> oEIYwI LT, PIUICEAEMTISEATVWEZRUS—D) R e, RUS—DBERAINS
E#MERRTLET, Ffow [TIEARUS =] R=JD [RE]|FT>a>EFERALT. KRUS—FBICBETVWTRU Y
—ET7ANRIVITTBLHTEET, RREEFEZFEALTREDORI > —Z2REL. BREZISIIRDALC
CbHTEFET,

fcr ZI1E. Trestrict-download) ¥ W5 &aiDHR U > —i. TPolicy-Name =restrict-download) ¥ L\ 5xF
HZFERALTRETETET,

07/27/2022 _ 07/27/2028  ,
00:00:00 23:00:00

Policy-Name = "restrict-download"

Access policies by enforcement
Export to CSV format

POLICY NAME RULE NAME ENFORCEMENT COUNT APPLICATIONS LAST ENFORCED
restrict-download Default Access Rule 125 1 2023-07-27T07:10:00Z
Page 1 of 1 20 rows v

F#kIC. fgooglel L WS AENEEFNTUVE R > —%2%ET 3213, TPolicy-Name ~ googles ¥ L\5XXF5|
ZfERALEY,
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Policy-Name ~ google

Last 1 Month

Nl

Access policies by enforcement

POLICY NAME

ENFORCEMENT COUNT

APPLICATIONS

LAST ENFORCED

Export to CSV format

System generated policy-14.6-Saas-Google 800 0 Aug 03, 2022 8:30:00 PM
System generated policy - App google - /saas/na.. 508 0 Aug 01, 2022 11:15:00 PM
System generated policy -googlewebapp es off 302 1 Jul 25, 2022 8:50:00 PM
test_policy_google_0718 161 1] Jul 22, 2022 6:10:00 PM
21st july google 68 1] Jul 22, 2022 6:10:00 PM
System generated policy-Google_Mail_Web_Ap... 31 [1] Jul 25, 2022 8:50:00 PM
test_manoj_google_policy 28 [1] Jul 22, 2022 6:10:00 PM
Page 1 of 1 20rows
E<EONIT T r—vay

GBI TLEMUICBEES N7 IV T—23 > 0057 2FRATL. HBIRATTI7ERETIND. o7
EHEEMISNTULWRVEROERN R XA VDI FERFTEERT. CNODFAIUIE. TNEDRAMIUA
DHEFHBEICEIVWT—ERTINE T, EBER DI 72EALT. BREDBALDH S F AT VICEHDI—
HF—DBTIEALTVWEHESHERRBTEE T, COLIBHE. BEEEIBRICTIEITESLSICEDRX

ATT7 TV ERTEET,

Domains configured ()

103
T 46

DOMAIN

ssl.gstatic.com:443

10.10.10.10:80

10.10.10.10:389

mail.google.com:443

10.10.10.10:443

10.10.10.10:135

k‘c:n'oc'|ccrrs|rrape.azurcodrc—.net:...

webql-redesign.cnbefm.com:443

Top discovered applications by total visits ()

UNIQUE USERS

1

2

TOTAL VISITS

62651

4745

2329

a47

676

531

ASSIGNED TO APP(S)

o

o

Applications discovered ()

861

See more

22 7® TASSIGNED TO APps 1 Flicid. SR X >HEE URL F7213385% URLEO—8r L THEEIN TV
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BT TVT—2a DBBDPRTEINET, BESZI v IT3L. CORXAIVICEIDETSNTWVWB T TUDR
REINET,

528 R%21 VYOI )y ITBL. TRTORXAVOFAZRTTEET,

< Discovered applications

[(ooran Il -

Select a domain or multiple domains to create an application. Protocols cannot be mixed.

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.

DOMAIN PORT PROTOCOL TOTALVISITS UNIQUE USERS MOST RECENT VISIT ASSIGNED TO APP(S) CREATE APP
10. 50000 upP 13 1 2023.03-28T05:47:36Z 1

10 3389 TCP n 1 2023-03-29T05:13:232 0 =

10, 3389 upP 5 1 2023-03-29705:13:29Z 0 (i3

172 137 upP 5 2 2023-03-28T21:12:572 0 5

10, 23 TCP 3 1 2023-03-27T07:06:33Z 0 =
windows1.ztnacloud local 8080 TCP 3 1 2023-03-29T10:05:06Z 1

ztna_conn_app.ztnacloud.local 3389 TCP 3 1 2023-03-29T09:59:54Z 0 =

MEEINTTVr—oa>y) R=JICIF. RXCYF, A=+ 7O, BB 2=2—021——-% &
HOGERRYE., RXAVOFMAIPRTIINE T, V7 7DTRTDI|IEFY —MAJGET T, MBEN—ZFEAHLT. K
XAVIZEDVWTHRERTI XY, REN—DOFEEFEFERALT. BEICISECTHED R AV ZEERTEET,

P

o 7ORIIF. BEBRMNMERT IIEER— MIBEODWTIERINE T,
o BMHETINERXA>D) X ME10000 L O—RICHIFRTNTWETD,

Fr—bH 57U ZER

ENENORXAVOBEICHS T+ 7AVZ I )Y I LT TTURERLEY . 7TVBR T« F— RDKRy
T7YTLET. BLRAIY R—bh BLCTOMINOEAEDETT TUNTTIER TN TV T, TR
BICHBITICIE. TTIVERT A AVRRTINEE Ao

« TAUVEA T BRLIET VOO R ILICESVWTEIANTNE Y, iEL. BBICBLTEZT TZ
EETBHENTEERT,

« [URL]. [MERr X1 2] [Ek]. [R—F) [FORIL] 70— L FDERTRTEIANNSNET, 77
DZBINY2FIEZTTLET. #FL BEEF VR—T ety b7y TDHDEREEN 1 F
EU—070- 28BSV,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 51


https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html

Citrix Secure Private Access

~  App Details

Where is the application located? *
QOutside my corporate network

@ Inside my corporate network

App type

HTTP/HTTPS

App name *

Discover Web apps -citrite domain

App description

App category

Ex.: Category\SubCategory\SubCategory

() Direct Access

*

URL

Enable direct browser-based access to internal web applications.

l https://xyz.citrix.com

Related Domains *

l * xyz.citrix.com

@ Add another related domain

“~  Single Sign On

App icon
-,  Change icon Use default icon
i ey

(128 kb max, PNG)
[C) Do not display application icon to users

[C) Add application to favorites automatically @
Allow user to remove from favorites

Do not allow user to remove from favorites

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

52



Citrix Secure Private Access

Where is the application located? *

Outside my corporate network

@ Inside my corporate network

App type ™ App icon
TCP/UDP B Change icon Use default icon
(128 kb max, PNG)

App name * _
Citrix Secure Access Client for Windows

Discovery tcp apps by IP Citrix Secure Access Client for mac0S

App description

Destinations (7)
Destination * Port * Protocol *
l windows.ztnaaccess.cloud 2 ‘ 8080 ‘ l TCP v | O

(3 Add another destination

“~__App Connectivity

Fles BEORXA2D) 0% 0 )y LTHMERTL. EORXA DT TV r—oa v =zffld5cdHT
FET, RXA2UYIEIUWITRE. TEORXAVOA—HY—BHOIHRRINET, [FTTUT—>a3>D
ERR] Ra2>&O Vo LES, 77U ZEBMT2FIEEZERTLET,

&« ztna_conn_app.ztnacloud.local:*

Filters
Access Outcome User ~ "™ AND Access_Outcome ~ ™" X ‘ Last 1 Week 4 ‘ m
(O AccEsS_ALLOW
(O ACCESS_DENY
TIMESTAMP usER ACCESS OUTCOME
Mar 29,2023 15:2:57 ACCESS_DENY
Mar 29,2023 15:29:54. ACCESS_ALLOW
Mar 29,2023 15:29:50 ACCESS_ALLOW
Mar 29,2023 15:28:58 ACCESS_ALLOW
Page 1 of 1 20rows v

REERF

A—H-O0F L HIT 72 2R S —BIOBAF v — F TREZKRDATHICERTE 3RERBFIIROL B
TT.
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s REFHICERIC—HTZO5 /R —=RERLET,

o IS EBEITNEZGPEEATVLWAVOT/RU S —EBRELET,
~ BERFMFICHINIC—RTZO0T /RS —2RERLF T,

o IMEBESNEEZHFO—HBESEAVOI /RIS —ZRERLET,

FIVr—>ayra AN —

January 9, 2024

TV — a VmHEEEIC K D, BIEEIXBEAD Web 7T7UR IS4 7> b —N—7F1 (TCP & UDP
R=ZDTF)) BEDODABD T ZAR=—LFT TV r—>a>e. eEnN6O7TVr—2a > Iil7oEXALTVWS
—H—APBTIET, BEEIE. XY (TAILRA—RRXTY) £ IPY Iy FrOBEEIEELTT S
) %RETE£Y, Citrix Secure Private Access t—EXT7 FU T —> a VU kbl#ie = EMICT 3 IClE. EBE
W77V —2a3>ed—H¥—T70eX 2B L TRETIVENHZHTRY FERIETIILRA—RRXA 2.
HBIWIEDOEAEZERTIHEDNHBD £T, BEEIF. 7TV r—>2arEm7—o 70— %zFEBLTLAELRY T
Y RETAIILRA—RRXAVEERL, IRTOT7 V5= a v EEBRICERINZQLRALT U r—
IVFIOERRIO—0—0 70— %%TLET,

TIVr—=2ar T4 AN —DRE
TIV = avoREIE. ROVTNHDFETITI N TETET,

+ TCP/UDP R—XDIEREAR IP 7 KL RFBAER— b EBERBLUVRET DL SICVATLZRELF T,

% J7%w k% TCP/UDP 7O ML R— FOEREE EHICEELET (BEEAEESHBICIE*ZANALT
LTV, CHICED, EFa7 702X I—Cz Vb BTARTOTCP 77U UDP 77U TS
9,

11:10.0.0.0/8: TCP: R— k (*)

Destinations (7)

Destination * Port * Protocol *

10.0.0.0/8|

‘ . ‘ ‘ TCP v | O

P

s inati
(+) Add another destination

« TCP #7:/3 UDP 7O F N EBBLT7 7R SNET TUDKRR MR E 11352188 Rk X+ > (FQDN).
BBV ZOEAEBRL TRET 3L SISV RFLERELET,

BERSLUVREDNBELRVIT T IVICBIBTAIILRA—R XAV ZBELE Y,

fl: *.citrix.com : TCP : Port (%)
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Destination * Port * Protocol *

| | ITCP v | ©

citrix.com

P

« Citrix Enterprise Browser h'5 72 X330 H 2 m2EM R X1 > (FQDN) #EE L THRET
BEIICORTLEBHRLES,

NI Web 7TV EZRRT DI RXAVERB YT RXAVICBTZV I T7IVICIE, LHELLH 120
FODN Z38EL &ET. ZDT7TUDNBITBTAIRA— R XAV ZECLSICEHERAMVZRELE T,

i
Web 771 URL: https://test.citrix.com/

BEIE R X1 >*.citrix.com

URL®

‘ https://test.citrix.com

Related Domains ™

‘ * test.citrix.com

Related Domains ™

*.citrix.com @

BE.

o 7TUDMERICINA T, BESNIERXA D IPYH TRy b EFERLTTZTUADT IR EHAT TS
A—H—HbEHRITIHVELNHD XY, Chid. FRIThTWBaA—H—JIIL—Fosoa1—H—o)L—
THEDREFIERERICEDZ T IVEREZHSTHTY,

o 7FURKIC TDiscover ] WS L 74 v I X%EEBMLT. ThHBREOERY LR— MMERLZEBTREIC

TEREFANBTTIBHTHE e Z2RmLET, COBRRMZMITTELE. TAILRA-RRXTUHIP
TRy b HBBZVEEOEAZHIFINSHZHAML P I<A0, HERRELIZ1LARIC. 7Y
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TRV =2 2EERHED FQDN & IP/R— FOBAAEDEREIFICHS TN TIET,

Applications

discover ‘ ‘ Select app type N Add an app

APP APP NAME DESTINATIONS S50 SETTINGS APP STATUS POLICIES
E Discovery tcp apps by IP 10.0.0.0/7 Not applicable complete 1]
(:T Discover Web apps -citrite d... https://xyz.citrix.com,* xyz.citr  nosso complete o
E Discover tcp apps by FQDN citrix.com Not applicable complete 0
Page 1 { ofl 10 rows

discover Create policy

PRIORITY POLICY NAME DESCRIPTION RULES STATUS
8 policy -discovery tep apps b...  Enable discovery of TCP app by |P addresses 1
9 policy -discover tcp apps by...  Enable discovery of TCP app by fully qualified domain names 1
10 policy -discover web apps Enable discovery of Web apps by domain names 1
Page 1 % ofl 10 rows

TIVr—2a eRBe 370 AR O—%ERLTIHSH. 1—H—35| 4 E Citrix Workspace 77U h 5
TIVrG—2avIl77EAL. IEIEBRRXAVIITIERATEE T, TCP/UDP 7 FVICT7 VR T BICId
a—+4—(3 Citrix Secure Access Agent z A 3R ELBD LT, TEIERTI/ERFENSDTTVTI€
g TTUVDRRA e T2y bOREBICETVWTERIN. 4y aR—RICREINET,

January 9, 2024

Citrix Secure Private Access t—EXZFERL=T7 TUEBREIX. 7TV %2EBEBITI-HOBE, £, BETX
T=ZTNBY)a—a>ERBLET, JSTRTRESNZI T IVT—a>ilid. ROKSHBFEHHD £
ERS

o DUTIVRER - 1B1F. B, ERAPEETY,

s SVINBA A Y-V F I TFEROM DS BEVWAT S >,

s TFETEXELSaaSTTUADEET Y L —b—BHNBT TUDT>TL— bR—XDHEH. CN5DT>
TL—hrCiE 77V =2 3> OBRICKERBROZDHESDLEODAATNTVET, LFEL. BEIC
EROBROA»ZRMTIHBENBD XY,
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I>HZ—TZ514X Web 77U DHKR—k

February 20, 2024

Secure Private Access —EXZFEAL=Web 77U —> 3 YVEEICED. DEEEODT7 TUS—>3 >
#FWeb R—ZXDH—ERE LTUE—FTEETEET, —RIICEAINS Web 7711k, SharePoint.
Confluence. OneBug & H'&% b £7,

Web 771U —> 3 >iZid. Secure Private Access #—E X %R L T Citrix Workspace 2R L T7 7 X
TEF 9, Secure Private Access #—E X & Citrix Workspace ## »&HE 2 2L T, #BREFEAHD Web 77
). SaaS 77V, BREADRET S, LB EOMODT—IIR—IAVY =L THESINI—H—T
JARYIVZAEZRHBLET,

SSOrt Web 77U =3 >AQUE—rT7IERIF ROY—EINY T —J0—Br LTHATEI T,

o Secure Private Access X Z2 >4 —R
« Secure Private Access 7 K/ X

AT LEMHR

Connector Appliance -Connector Appliance # Citrix Secure Private Access * —E X HBT 3 . %
BOF—2t2>2—DIT 8 —TFS514XWeb 7T U r—> 3 AD VPN LR7 72 R%HR—TEFEF, 5L <
l&. TConnector Appliance IZ& % Secure Workspace Accessy 8B LTI L,

1 RE

Citrix Secure Private Access f —EXd. AV TL I RICBEATNTWS ARIEEFERALT. A2 FL I XD
T—REVA—IIR2IEHRLET, COAXRTAF AV TLIRATEAINZII>Z2—TF51 X Web 77 &
Citrix Secure Private Access f —EXDBID TV v LTHELET, Cho5DaARIFIEHARTTRHAT
T EEEGOADBETY,

Connector Appliance 2 57 kRR® Citrix Secure Private Access #—E XD TLSE#EICE D, 7T R —
ERICFIBESNA Y TLIRT IV 5= avhMREINE S, Web 77U —>avidk. VPN L REGZER
L T Workspace BHT7 V7 ERABLUVEIEINE T,

RDOMIE. Citrix Workspace #ERBL7=Web 77U 75— a3 >ADT7 02X RLTVWET,
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werkpace
Web Server
= O a
“
L & J
L e
- = K
»
— Cloud Gateway
End user Connectors -
i ] _
Citrix Workspace XYZ Corporation
R )
Web Server

Web 77U %Z%ET S
Web 77U OREICIF. UTFOXRENLFIEBNEENET,

JLr==

RIE

LTI T—=o 3 0%
HBEIBRYA VA VA EERET
FINr—o3 > )—FT4 >0 DESE

TIVT—2arDFMERE

1. TSecure Private Access | #-1JLT. TE®E| #UJvILFT,

2. Secure Private Access DS > 5«4 v IR=J T, [&HT1ZIVv oL, |

ER
e
[54T) RE VI T4 F— RO TERT ZBBICODARTINES, TOBROEAT

TaV]|R—JICHEEHLT. [7FUEBM 22U v TIET,

TZUOEM] 2OV v I LE

& [7TUT

3. BMNS37FUERERL. [R¥EV T 20UV ILET,

4. 7TV —2 3> OBMIZETTIN? T, BAZRERLES,

5. [77V0#HM] €02 avIiCROFBENIL. [AAN] 2OV I LET,
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Citrix Secure Private Access

Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App type * App icon

HTTP/HTTPS Change icon Use default icon

(128 kb max, PNG)
App name *
X ‘ [C) Do not display application icon to users @
az-basic
[O) Add application to favorites automatically @

App description

Allow user to remove from favorites

Do not allow user to remove from favorites

App category ®

‘ Business and Productivity\Engineering ‘

© Direct Access

Enable direct browser-based access to internal web applications.

URL™

‘ http://azbasic.azscwss.net/basic ‘

Related Domains *

*azbasic.azscwss.net ‘

@ Add another related domain

s [TTVOREE] -7 T OBEEEIRL £, HTTP/HTTPS %7213 UDP/TCP 7 7 UH 5BIRTH
9,

s PTURB—TFTFVIr—23>DEH,

s 77UDHPA -7 T OBEEGHA, CIICANTBIOHAIR. T IR—IDA—HF—IIRRIHh
x9,

o« 7Z7UAFTI -ART 37 TN Citrix Workspace Ul ICRRINZMELRHZHTIV T THT
JUR (BYT3HE) zBMLET, 7FXUTcicHmLuwATI ) %EMY 5h. Citrix Workspace
Ul hsBEOHTIVEFERTEEYT, Web 77V i SaaS 77U AT IV RIEEET R L. €
D7 7)1 Workspace Ul DEFED AT IV DO TFICRRINE T,

- AFIV/UMTATIVEEBRENRTERAMET,. BEBERIRNTOT7IVICHLWATIUZEMN
TEF7,
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= 77UAFTIV 7« —ILRIEFHTTP/HTTPS 7 Z7UI@A I . TCP/UDP 77U ICIdRT I &
Ao

- AFIV/BTATIIORBEEN YIRS v aTRYIBBERHD £F, 7z ziE. TEDPRZR
CHEEM\ IS ZTUT) BETT, £l TO T4 —ILRIFAXFCNEDRXBISNE T,
FEEIF. ELWVATIVEEELTVWR I 2BERTIHBEHLHD £9, Citrix Workspace Ul
DEFIE [7Z7VATIV] Za—ILRICAAINATIVED—HLEBEWVWES, €0AF73U
IFFLWATIVE LTRRENET,

FEeZRIE TEDRREEY A7dV%E T77UATIdV] T4—ILRIC TEDRREEEN)

ELTERo>TANTRL., TESRREEM AF7T Iz T, Citrix Workspace Ul IZ TE
DRACEEM CWHSEROHMLWATFIULARRINET,

@ Citix Workspace A———————— v

{ar Home

— ‘s 'O '8 '8 'e® |'e 'e ‘6 | ==

Productivity
B Access 2018 Anequs Arlba Ariba Guided Ar:-:::tnnr, -

Ehrome S Citrix Citrix Citrix
ancierge

o PIUTFAAY—[7AAVDEE| # IV ILT. PFIT7AIV%EEBELES, 74771
DHAXNIF 128X 128 BV EILICTBHELRHDF T, 7A1IVEZBLARWMES. T4 D71
AVhHRRINET,

FIVT7AAVERRLESBVWEEIE. TA—H—IC7 V=237V ERRF LAV ZFEIR
LFx9d,

s A—HY—DISATY I SUYHSEET TVICTILIATERLSICTRICIE [41LUVT70E
Z]ZERLET, F#HL<IE TV 2—T514 XA Web T7UADEZET7 /R ZBBLTIZIL,
+ URL g% ID 22T URL. URL iZid. EEZ ID (CitrixCloud hX4<—ID) &% 3 HEHLDH D &

9, B ID ZEBF 9 3(C1E. TCitrix Cloud ICH 1> 7 v 71 Z2BRL T LI L. SSO MM 1235
B, FLFSSO #FEALBRWVES. 21— —EZDURLICUAZAL I FTNET,

BEEDRXAYVBLAREZI— XAV ID-BEEDRArVZL D IE. SAMLSSO R—JT7FUD
URL & 24D URL Z1ER T B DICERATNE T,

fzr 21d. Salesforce 77U —> 3 > %&BMT 3HE&. RX1 &M salesforceformyorg.
ID At 123754 T, 77U 7 —> 3 > URL ighttps://salesforceformyorg.my.
salesforce.com/?s0=123754 . IR D ¥

BEEORAMVBLBEZEID 70—l BEDOT FVICEBTY,
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s BAERXAY—EERAM VI EBELL URLICESVWTEBANEINE T, BEFXIVIE —E
AN FFVO—EE LTURLZHR L. TNICSL TR ST v IZIL—T4 VI TRDICKRIEF
To BEOBEERXIVEEBINTIEY,

[TV —=2 a3V EBKICADICEERICEN] 20Uy od3dc. 07 F)H Citrix Workspace
FTZVDOERUAD T TV LTEMEINET,

- [A—Y—IZBRICADD S DHIRREHR] 20V v o d32. 7FUFIAEZ Citrix Workspace
FFZVOEKUAND T TIVR DS T TV ZHIBRTEEY, COF TS a>EERT B L.
Citrix Workspace 77U D7 7V OE LRBICEBOERD 7 AVHRRINE T,

- FAEND Citrix Workspace 7 7V DERICAD T FU U X ST TV ZHBETI RV L SIC
FTBICE [A—F—ICBRICAD DS OHBRZHFRILAEW] 29Uy I LET, COF T3>
%EIRT 5. Citrix Workspace 77U 077U OELBICEFRIEDHGVWED 71 IVHERTR
Ih&Ed,

Apps

Favorites

LL i
i
- — -
G & f) ¢
- _-'. -

i

18.3_Kerbero Restncilploa
16.5 Copper s webapp me web fdew a-Web-...

BRUAND L LTIY—UINi7FU% Secure Private Access f—E X2V — L SHIRT
3BE. Ens5n 7 7% Citrix Workspace DERICAD U X EH S FHTHIB T ZHENH
b #9, Secure Private Access f—EXa>Y—LHh 57 F) ZHIBRL TH. Workspace 7
TUHSIEEEFHIBRINEE A

6. [RN] 20w o LET

BE.

s TTUADEORSZAMR—ROT IV EZREBMCTIEHIC. TTVRT I NTTIERZIESTTE
NET, PTIIUADTIERIE. FOECRIARIS—HT7FVr—2 3 VICBEMITENTVWRERICOH
BMIBEDET, HHICOVWTE T 7AW NTTTUADT I EIDETINDG) 28R LTRETS
Lo

e BT FIHEL FQDN £7IE7 1)L KA—R FQDN DNV I —> 3 > THERINTWVWEIEE. B
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DNHE TR DD £, FLIE 7TV TP I/ ROBEZSI SR IO H3HET 218
Bl 2BRLTREL,

FETB YA VA VFEZRET S

LISV -HA2F2) 02320 T PFVT—=2aVICBRALIEWS Y TIL - 1 2 F > OREEEER
L. MR%F1 2OV YOI LET. ROV VTN A D F VA TEZERATETEY,

v Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO
Kerberos @
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

o« HEE-NwIITYRY—/N—H5 basic-401 Fv¥ L VO #BTT 5184514, [ Basic SSO] &R L %
Fo BARSSO #1 7OEBOHMZIEE T 2HEIZHD FH A,

« Kerberos — 1\ Ty RHY—N—MRRIST— 1401 F¥ L UI%RRTS5HBE1E. Kerberos %
BIRL £9, Kerberos SSO 41 7OEBMOHMEISE T 2HEIREHD £H A

o TA—LR—R—NYIIYRY—N—HZEAD HTML 7 # —L%ZBTRTBRIEAIE. [ T4 —L~R—
) #ZBIRLET, 74—LR—2D SSO 21 TOREDFMAMENILE T,

+ SAML-Web 77— 3 >A®D SAML X—2? SSO AD SAML #3%{RL £ 3, SAML SSO %2
TOEREDHBENALFT,

o [SSO ZFERALAW] —NvIIY RY—N—TI1—HY—%RBITIHENRTVIESIZ. [Don’ tuse
SSO | AT a aERALET, [SSO ZFERHLAW AT/ a>aBIRTZe. 2—H—d[ 7SV
DM o a TSN URLICUAIL I RSNETD,

TA—LR—XDFM: TSV TINHA A I aVICRDT A —LR—IADEROFMEAND L. TR
712UV ILETS,
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Which single sign on type would you like to use for your Web app setup? @

Form-Based N

Action URL* (®

/default.aspx?ReturnURL=/_layouts/Authentication/

Logon URL* ®

/_forms/default.aspx

Username Format * (®

User Name AV

Username Form Field *

ct100SPlaceHolderMain$SigninControlSUserName

Password Form Field * ®

ct100SPlaceHolderMain$SigninControl$SPassword

Save

e 17223 URL ) - L7 #—LDEEXRD URLEANALET,

o [ATA YT 4—LD URL] —OFA > T4 —LHBREINTVWS URLEANADLET,
o MI—H—FofFH : - —-BOERXZERLET,

e A—H—RBTF+—LT4—ILF] —A—HF-BEUZANNLET,

e IRZRT—=RT#—LT14—ILR] —NRT—REYENSILET,

SAML: [r >7H ] o> avicko#E@ENDL. [RE]l 22V v oI LET,
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Which single sign on type would you like to use for your Web app setup? @

SAML v

SAML information
This form generates the XML needed for the application's SAML request.

Sign Assertion* @

Assertion A4

Assertion URL* (®

https://sharepoint.onelogin/saml_assertion

Relay State @

&RelayState = /apex/SSO_Redirect?parami=valuel

Audience ®

Name ID Format* @

‘ Email Address A4 ’
NameID* ®
‘ User Name N ’

Launch the app using the specified URL (SP initiated) ®

¢ BETY—L 3 -BETVY—La Y ELRBER. BREELRTY— 3 VHIBERERE (SP) ICE
BEINEFIIAvE—VOBERERRELET, [ 7H—>av] [BE]L [@5) [RL] #2RT
FET,

e 7H—23 Y URL—T7H—23> URLIE PFUT—2arRUA—ICE>TRMEEINE T, SAML
TH—=arviE. TOURLICEEINET,

+ Relay State —Relay State /X5 X—%2—|F. 2—H -1 >V L TREN—F1DTzTL—>
IO —N—ICHFEINRBICTIERATERED)Y —REHATHHICFRINET, UL—K
. -0 120 URLZERLEFT, 21— —lF. COURLZ IV ILT. 2=y kT FY
F=IavicOd#A>TEET,

s WRIA—HP——WRERF. TTVTr—2arRUA—|ICE>TRESNE T, COfEIE. SAML 74—
A HELWTI FUT—2a il L TERSTNTVWB L ZRBLET,
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s TEFIN ID 20 —HR— FIhTUWBBHIHBFORLEERLET,
¢ TE2HIID) —R—bTNTVBEEH ID ZEIRL £,

2. [#HERM (X T av)]ic. PIOEREBEOREDDICT FUS— a VIlEEINZI—HF—ICETS
BMEREBIMLET,

3. [SAML X827 —=Z] D FOU > 0% Vv LT AET—2T7 7V EHd I O0—-RL&ET, 4V >0O—
RLEXZT—2 770 L% FERBL T, SaaS 77U H—/IN—TSSO %8B L £7,
F:
s «1>URL] o TSSO O 1>URL%ZI—L. COURL%Z SaaS 77U —>ar

—N—TSSO ZHBHIT B L EIFEATETET,

ARRED—ENSIAZEZ AV O— R L. SaaS 7 AU —2 3> % —/N\—T SSO Z#EmH 3 %
CEICHREE AT Z B TEE Y,

4. [RN] 200w LET
TIVr—=2avi—T1 YU DESR

1. 7705 =23 st ooa>TiR. 7TV 5r—2 a3 OBERXA YOI -T2 0 2EF&LEFT (KX
- >% Citrix ConConnector Appliance 1t L THMBE e IFREBINCIL—T r T T IRELH BI58). 5%

L<IE. TSaaS & Web 77 OEADEER X1 VAR LIBEICHEZBRIT D -ODIN—FT 4 T 57—
L1 ZBRBRLTLLIEIL,
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2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains

Type Resource Location

Internal - Bypass Proxy N ‘

aaa2 AV [+]

Connector status

Detect | Install Connector Appliance

Only 1 Connector is up.

Domains

Type Resource Location

External -via Connector N ‘ ‘ aaa?2 AV [+]

Connector status

Detect | Install Connector Appliance
Only 1 Connector is up.

2. 1271 #0Uv o LET,

[RT]1 22Uy 093, FTU—2avh [TV r—av]R=JIZBmMEhEd, 77V 7r—>3
VERELIE. VIV Tr—2arR=UHSTTUEEEIIIBHIGRTER T, 207HICF. TTUDE
LS h2> 2oV v oL, ERUGLTT I a vz BRLES,

o [7FUHr—2 3 EiREE]
o HIIBR

Secure Private Access #—E Zh5 Web 77U £7-1d SaaS 77U A REL. ZOT7 FUHERTFICHE->TL
AWHE. Citrix Enterprise Browser 7 71 h*B&1#9IC Citrix Workspace Ul IZRRENE T, I 51S. Citrix
Enterprise Browser 57 7 # )L FTERICAD 7 IV LTEMSINEzT, TV RI—H—FURLALTT—7
AR=RTSIH—ERHL. T—VRR—RTSTHF—2FRALTHR Web 44 MZT IR TEE T,

e CiH WErkpes
(€ Citrix Workspace [
Aops

"1 g ! Reconts  Favortes
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BE:

o A—H—IITTINDT I ERZHAT3ICId. EBEDNTI/LRARI S —ZERTIHENDHD X7,
TOERRI)—TIF. BEEVNTTUOFBEZEML, €EF¥a VT2 bO-ILERELEFT, 5%
MICOVWTIE T7 7 ERRIS—DfEp) 28BLTIET L,

Secure Private Access 0 7-%® Connector Appliance

February 20, 2024

Connector Appliance i&. N1 /NX—=NAH#—THZX I3 Citrix AV R—%> T, CitrixCloud &t UV —
ZDBERE OB DOBEF v RILE LTHEEL. BMERY FD—UPA Y ISR S IVFvBRERBECETICIS
U REEETTFEY, Connector Appliance ZFHT2 T, UV —RZBELANS, I—F—IfHE% M
THRVY—RCEHFTBEHNTEEY,

TRTDEGH. BEHTTPS R—k (443) ¢ TCP 7O ~aJL%EA L T Connector Appliance 525 K
IS L THIITNET, SEEGRIEZITANSNEEA. XD FQDN ##FD TCP/R—+ 443 (3. 7O RNT Y RH
HFRENET,

« *.nssvc.net

+ *.netscalermgmt.net

« *.citrixworkspacesapi.net
« * citrixnetworkapi.net

o *.citrix.com

« *.servicebus.windows.net

*.adm.cloud.com

Connector Appliance iZ & % Secure Private Access D#&5

1. UV —X0FIC 2 2 Ed Connector Appliance #1 > X b—JLL £,

Connector Appliance ®REICOWTEH L Id. 75T R —E 2H® Connector Appliances 288
LTLIEE W,

2. KCD #ERLTAHYTL I X Web 77 IC3E4: 9 5 & 51 Secure Private Access #4133 ICIE. XD
FIEEEITLTKCD ##E L £,

a) Connector Appliance % Active Directory R X1 >ICBMIE £,

Active Directory 7+ L X ;ZBIN$ % &. Secure Private Access Z#mM 9 % & FIC Kerberos ®
Flt S EEEFERATEFIM. Connector Appliance RT3 720D ID BXR 72 IERE BN
IZBED EEA
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+ Connector Appliance >V — )L TIREINZ IPT7RLXZERBLT. Web 759 —7T
Connector Appliance N&EE Web R—JICEHL £ 7,

+ [Active Directory R X1 >] o> 3> T, [+Active Directory R Xr>#EM 20w
JLFT,

FHIER—IC [Active Directory K X-1>] £ a>rhanigaid. Citrix ICE&LTILE
A—ANDFFRERELTIEI W,

o [RXAVE] T4—ILRICRXI>YE=ANNLET, [BMN] 20y I LET,

« Connector Appliance lER X1 >%#Fx v o L ET, Fxvy TRELAZITHIE [Active
Directory ic&m] #1700 Ry I RBHI £,

o ZORXAIUADBINMERZRED Active Directory 2 —H—Da—H#—FBLNXXT7—KZANAL
9,

« Connector Appliance h'5Y Y VBN RETNET, RESh-ZMELESL T, MEOTY
VB (RRISXF) ZIEETREHTIEY, YOVTHIVREEXELE T,

DT> >AlE. Connector Appliance &L 7 & E(C Active Directory kX VICERRL S
nFEdo

(&l zoUvy o LET,
b) O—RNAS>HEFERLAEWV Web — /D Kerberos §I8EEZB[ELE T,
Active Directory domains

Add or delete connections to Active Directory forests below

+ Add Active Directory domain

v ConnApp-lZSyLwhéaaa.Local 1

ConnectorAppliance D I>Ea2—42Z%ZHAIL £9. COBFNE. KX LG Foid
A% 2 UI BB TEET,

+ Active Directory 31> rO—5T. Connector Appliance > Ea—4%#KL %7,

« Connector Appliance > Ea2—27AT > rOTONT 1 ICBEIL. [FRE] 2T ICBBLF
ERS

o [BELIEY —EZXNDOEEDAHICIAVE2—2%EE T3] ZBRLE T, RIS [EROFLT
ObJLzERTE] ZBRLEY,
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= Active Directory Users and Computers
File Action View Help

e 2@ 40| XEEE Bm3auETES

| Location | ManagedBy | Object | Secuity | Dialin | Atribute Edtor |
| General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a securty-sensitive operation, which allows services to act on
1% CONNAPP-L28YLWH Computer | behaff of another user.

O Do not trust this computer for delegation

Trust this computer for jation to any service (Kerberos only)
®) Trust this computer for delegation to specffied services only

O Use Kerberos only

(®) Use any authentication protocol
St ot s i

Service Type  User or Computer Port Service Nj

<] [ I >

mEsS =

OK | [ Concel |[ Aoy |[ hHep |

« B 22w ILET,
o [2—w-]FrE[a>Ea—F]EVUYILET

« =5y Web¥—N—DI>E1—2—BEASL. [BEORE] 22Uy o LET, LOE
T3, KCD2K8 ¢ Web —/\—TF,
CONNAPP-L28YLWH Properties ?0 X |

[ Location | ManagedBy | Object | DiaH| Add Services [2] x |
General | Operating System | MemberOf | Delegation

To allow services to be de!ega!_ed fora user or computer, select the appropriate
Delegation is a security-sensttive operation, which allows services{  USers or computers. and then click the services.
behalf of another user.

To select one or more user or computer names, click
O Do not trust this computer for delegation Users or Computers. o Users or Computers...

O Trust this computer for delegation to any service (Kerberos only|
@ Trust this computer for delegation to specified services only
O Use Kerberos only
® Use any authentication protocol
Services to which this account can present delegated credent|

Available services:
Service Type  User or Computer Port Service Name D)

Service Type  User or Computer Port 9
Select this object type:
|Users. Computers, Builtin security principals, or Other objects | | Object Types... I
From this location:

<] " \ [paatocal | [ tocations... |

[JEpanded IE Enterthe object names to select (examples):
KCD2K8| Check Names
o ] Comr ]
Ok | [ concel [[ om [ e

« TOK) 22w o L&Y,

s —EXZ1 T http 2 #RL X7,
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CONNAPP-L28YLWH Properties [2] x|

| General | Operating System | MemberOf | Delegation ||

To allow services to be delegated for a useforcomp\.ta', select the appropriate
Delegation is a security-sensitive operation, which allows services{ Users or computers, and then click the services.

behalf of another user.
To select one or more user or computer names, click
© Do not trust this computer for delegation Users or Computers. Users or Computers. .
8I$$comer:ordeleg:::ows‘ewioe(l(‘efbemso Available services:
computerfor © only Service Type ~ User or Computer Service Name | A
O Use Kerberos only fax KCD2K3
(® Use any authentication protocol HOST KCD2KE D
Services to which this account can present delegated creder http KCD2K8
Service Type  User or Computer Port 9 ias KCD2K8

KCD2K8

KCD2K8
KCD2K8
KCD2K8

« [OK] Z22Uw o L&Y,

o N#EMA £VYv oL, TOKI 22V v I LET,
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CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dial-n | Aftribute Editor
General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only

(0 Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N;
http KCD2K8
£ 1] >
[] Expanded i Add. | | Remove
| ok || camcel || Mepy || Heb

SNT. Web — N~ OBEEENT ZFRIRT T,
C) O— KNSV HDE#%ICH S Web 1 —/\d Kerberos $I4ZE (KCD) 28 EL %7

e« setspnav > RZFEALT. O—RNSYH—=SPNZH—EX7HT > MIEMLET,
setspn -S HTTP/<web_server_fqdn> <service_account>

:\Windows\system32>setspn —s HITP/kcd-1lh.aaa.local aaa\svc_iis3
hecking domain DC=aaa,.DC=local

egistering ServicePrincipalNames for CN=svcacct iis3.,0U=Users.OU=KCD,DC=aaa.DC=
local

HITP/kcd—1bh.aaa.local
pdated object

:\Windows\system32>_

e ROOAR YV REMELT. Y—EXT7HT> D SPN #HBL £,
setspn -1 <service_account>

\Windows\system32>setspn —1 aaa\svc_iis3
egistered ServicePrincipalNames for CN=svcacct iis3,O0U=Users.,.OU=KCD,DC=aaa,DC=1

ocal:
HTTP/kcd-1b.aaa.local

\Windows\system32>_
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« Connector Appliance > Ea1—27hV > FOEEEERLET,

- MO—RNS oY EER LRV Web 4—/N—0 Kerberos FIHNEFEDREI OFIBICHE> T
CARIrz#HBIL. ZEUIICEELET,

- [2—%—raAvEa—4%2—]T. ¥—EX7HU > (aaa\svc_iis3 &) ZBIRLF T,

| CONNAPP-L28YLWH Properties | [2] x] Add Services AN

Location | ManagedBy | Object | Secuty | Dialin | Aftibute Edtor | To allow services to be delegated for a user or computer, select the appropriate
General | Operating System | MemberOf | Delegation | Password Replication users or computers, and then click the services.

Delegation is a security-sensttive operation, which allows services to act on To select one or more user or computer names, click

behal of another user. Users or Computers. Users or Computers...
O Do not trust this computer for delegation Available services:

O Trust this computer for delegation to any service (Kerberos only) Service Type  User or Computer Port Service Name D

@® Trust this computer for delegation to specfied services only
O Use Kerberos only
@® Use any authentication protocol
Senvices to which this account can present delegated credentials:

Service Type ~ User or Computer Port Service Ni

< W I S Select this object type: : |
Users, Computers, Buitin securty principals, or Other objects Object Types...

S [ ] — | .
[aaajucal H Locations..._|
Enter the object names to select (examples):
[sveacct is3 (HTTP /kerblb.aza local @AAA LOCAL | Check Names

Ok ][ Concel |[ sy [ Heb |

- H—E X T. ServiceType: HTTP r 2 —#'—F7fid I a—%—:Web H—/N— (fl:
kcd-1b.aaa.local)

| Locahon I Managed By I Object I Securty | Dialin | Attribute Editor | To allow services to be delegated for a user or computer, select the appropriate
General | Operating System | Member Of | Delegation | Password Replication | users or computers, and then click the services.
Delegation is a security-sensitive operation, which allows services to act on To select one or more user or computer names, click
behaf of another user. Users or Computers. CeasorConpriars
O Do not trust this computer for delegation Available services:
O Trust this computer for delegation to any service (Kerberos only) Service Type ~ User or Computer Port Service Name | A
(@) Trust this computer for delegation to specfied services only HTTP kerblb.aaa local
O Use Kerberos only htp tptdb aaa local D
@® Use any authentication protocol HTTP "“’9‘” 3aalocal
Services to which this account can present delegated credentials: = T

Service Type ~ User or Computer Port Service Ni s kerblb.aaa Jocal
iisadmin kerblb.aaa local
mcsve kerblb.aaa local e
< w7 >

3 ‘ >
[ Banded [ Remove

ok | [ Concel |[ oy J[ Heb |

- [OK]l 20Uv o L&Y,
- @RI 22y oL, TOKI 20Uy L&ET,
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location | ManagedBy | Object | Secuity | Dialin | Attribute Edior
General | Operating System | MemberOf | Delegation | Password Replication

Delegation is a secunty-sensitive operation, which allows services to act on
behalf of another user.
(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(®) Trust this computer for delegation to specified services only
O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:
Port Service Ni

HTTP kecd4b.aaalocal

Add... | [ Remove

d) JIL—T7EEY—ERT7HU> b0 Kerberos #il#{d 3 &4E (KCD) Z#m L £7,

o FRET-oTVARVIERIE. SPN 25 IIL—TFEBEH—EX7H IV MIEBMLET,
setspn -S HTTP/<web_server_fqdn> <group_manged_service_account

>

e UFOOTYRTSPNZREZELE Y,
setspn -1 <group_manged_service_account>

AYEa—42—THAIVrOZEEIVFUZEMLTVWAEIE. JIL-TEBY—-EXITHI> H
%#Users and ComputersBRZRICRRTEFARVD, BEOFETIFAYE2—42—TAHU>+
DEFRZEBMTIEEA, LD >T BRI T+ 2Z2FEHALT. COSPNEZCAIYEa—427AY
YHIEFESNIEI Y FUE L TEMTEE Y,

« Connector Appliance ®aA>Ea—427ONF1T. [BEIT« 2] 2TICBB L. msDA-
AllowedToDeleteTo BM%Z&EL X3,
« msDA-AllowedToDeleteTo attribute%z#m&EL. SPN #EBML £,
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General | Operating System | MemberOf | Delegation | Password
Location | ManagedBy | Object | Secuity | Dialin

Attributes:

Attribute Value

msDS-Additional Sam...

msDS-AllowedToAct...

msDS-AllowedToDele... hitp/tptdb-svc-acent aaa local
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CONNAPP-460752H Properties 2] x

GenalepeﬁngSystemIMemberOleelegdloanasswordHepicamml

msDS-AllowedToDelegate To

| A

Values:

htt,"kcd-tt gmsa-svc-acent aaa local I

-SVC .aaa

OK || Cancel || Aoy | Hep |

e) NetScaler Gateway 2 #h'5 Citrix Connector Appliance IZ#1TL £ 9

e SPNS 4 — b Dz AR ZOBRERICH—EXTATY MZTTICRESN TV . Fil
L kerberos 7 7UMRERINTULWAWESIF. Y—EXT7H V> M SPN 2BINT 2 HEBIEH
DEHA, ROOIVERERITLT. T—EXT7HTYMIBEIDHETSATVWEZIARTD SPN D
—EEZRRL. T2 CAOYEa—3R2—Tho hOEEINEIVRIELTEDHETSC
EMTETET,

setspn -1 <service_account>
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*\Windows\system32>setspn -1 aaa\svc_1iis3

egistered ServicePrincipalNames for CN=svcacct iis3,0U=Users,OU=KCD,DC=aaa.DC=1

ocal:
HTTP/kcd—1b—app3.aaa.local
HTTP/kcd—1b—app?2 .aaa.local
HTTP/kcd—1b—appl .aaa.local
HTTP/kcd—1hb.aaa.local
HITP/kevblbh.aaa. local
host/kerblb.aaa.local

:\Windows\system32>

Z @ ffl T & SPN (kcd-1lb.aaa.local, kcd-1lb-appl.aaa.local, kcd-
lb-app2.aaa.local, kcd-1lb-app3.aaa.local) ix KCD BICBEINTWLWE
Jo

o ZESINFI UL LT, %% SPN % Connector Appliance > Ea—47hAU > b
BINL £¥. #MAICDWTIE. FConnector Appliance ®a> a2 —32T7ho > DEE%ER
T3] OFIEZSRL T,

CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dialin | Attribute Editor
| General | Operating System | Member Of Delegation Password Replication

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only

(O Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Servict ~
http tptdb-m-accnt.aaa lo...

http KCDTPT203

HTTP kcddb-app2.aaalocal

HTTP kcddb-app3.aaalocal =
HTTP kcd4b-app1.aaalocal

HTTP ked4b .aaa local o

< ] >

oo

OK || Cancel : Help
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COFITIE. HEBRSPNA CAOAYE2—E—TAHU Y FOEESNLIV MU ELTEMNENET,

F: NS5O SPN IE. F'— b ARV EZORERICEESNIIV MV ELTH—EXTATU b
ICBMENE LT T—EXRTHVY FOEEDSEBNBZ LS. ENSOIY MU ET—EXTHY
Yo [EE] 2THSHIBRTEET,

f) Citrix Secure Private Access ® K% a1 X > M ICfiE > T. Citrix Secure Private Access t—E X %
Yy b7y ILET, £y k7 v I Citrix Cloud & Connector Appliance 0EE%ZRBH L. £
NoEFERLTYY —XDGMRICEGELE T,

Citrix Secure Private Access D fER R
Citrix Secure Private Access #m. 9 %

« U5 R H—EXAD Connector Appliance
s 1R —2y MEGOEMS

o IVE—TFS514 X Web 77U DY R— K

Kerberos &/ D #&:E

ST A A I Kerberos #ER L TW3HBEIE. Connector Appliance &i#~— T Active Directory
I rO-SOEEHAELWI EERBTI Y, [Kerberos %3] #aE%xFERT 3 . Kerberos Eigna4DE
— FHEpk & 713 Kerberos o#l4d S REBMZRAETI X9,

1. Connector Appliance BEEEXR—2ICBEIL £,

a) N1 8—=N—0H—d Connector Appliance >V =I5, IPT7RL % Web 750%—D7 KL
AN—ICdE-LZET,
b) Connector Appliance DESREHIRE L /XX T—RZANAL T,

2. AL [BE] XZa—hm5. [Kerberos #:E] #i#IRL £,
3. [Kerberos #%:f] 41704 7Kyv 2 XT. [Kerberos #&ifE— R] #FEIRL 9,
4., [Active Directory K X1 >] ZIEEEIHBRL £ T,

+ Kerberos SEIBD & D E— REKZ KIS 25 a1d. ERE®D Active Directory R X1 > 2iEE TSI £

ERS
o Kerberos 4l EEEEBRERIL T IBEIE. BEATNLETALZAFRDR XA YD) X MH53E
RIZMVELNHBDET,

5[ —EXFQDN] ##EL 3. 77N LD —EXZE httprBEI N F£FJ. lcom-
puter.example.comy ZiEE LHBE. Jhidhttp/computer.example.comELERAETN
9,

6. [1—H—&] ZEBELFT,

7. Kerberos BISOAHDE— FHEMEIFET 32B5I1F. TOI—H—BD [INRT—R] ZBELFT,

8. [Kerberos #7X 93] #oUw o L&Y,
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Kerberos #mH'E L WHEIF. Xvt—ISuccessfully validated Kerberos setuph&Rrd
n& 9. Kerberos RHE L < BWHE. REOKRBICET IBHERMEITZ IS —XvE—IHRRINET,

Gateway Connector %= Connector Appliance (C#1T

January 9, 2024

NetScaler Gateway Connector |#BElE I N & L 7z Citrix Tld. Bt DIRET NetScaler Gateway Connector
AZER L TV EFRIC. LUETIE NetScaler Gateway Connector THR— kI TW=FRT®D Secure Private
Access ®1— X4 — @I Connector Appliance EAZRETZ 2 HELTWET, COMEY I T
Gateway Connector % Connector Appliance IZB79 370D H1 RS V= RELET,

Gateway Connector # Connector Appliance (#5179 3 FIEDHE

1. Gateway Connector iZilZ T Connector Appliance 2R LU Y —ADFFRICA Y A L—=ILL £ F,

Gateway Connector 2> v b4 > L. BEED Web 77U DESFETIMLET, ALY Y — DGR
THRALINTVEZ Web 7 FVICTIVERATEZNESH 2R LET,
TR MHET L5, NetScaler Gateway A% 2D L £,

Connector Appliance 1 > X k=L 3 ICI&

Connector Appliance 1 > Z k—JLF 3 ICIE. ROFIEEFERBLET,

1.
2.

CitrixCloud Icr>r>LE 9,
BEEEDAZa—H05. [ VY —XDIFEFR] #FRLF T,

Connector Appliance #3931 Y —ZXDHFRD [Connector Appliance] DHEICHZ TS A7
2OV vILET,

CNANR=NAF—ZBRL, [ X—P0Fo>O-R]| 27Uy ILET,

N IXS—NNAH—|Z Connector Appliance #4 U >O—RLTA YA L—=JLLET,

Web Ul (INANX—NAHF—DOVY—ITREINBZIP7RLR) icOJ1> L. BICRLTTOFO %
BELET,

(BRI AREVEIVYILT Ya—bO-REEBLET,

Connector Appliance 4~ > 0O— REIZERT 3 Citrix Cloud 2—H%—1>4—TJ 1 Xc>3— 1
—RZEEDMITEY (FIES),

Connector Appliance B"ERIN TV ET,

A FIBICOWTIE. 757 R —E 2/ Connector Appliance; 8B LTL7ETL,
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S HBEM

« Connector Appliance #4w>O0—R$3ICIEE S THUEVWTTH?
Connector Appliance #4 > >O0— KL %9,

+ Connector Appliance £+ > Z k—=JLF3ICIEE 5 THUEVWTTH?
Connector Appliance D& E.

« Connector Appliance DEBHEEHZ T LT,
Connector Appliance #&8&L £9,

« Connector Appliance DEHEEHFIZATTH?
Connector Appliance @1 > & —x v MEGEMH,

« Connector Appliance ® > X7 LAEMHIZATYTH?
Connector Appliance ® > X7 LE 4,

« Connector Appliance IZr D & S ICEFINETH?

Connector Appliance O E#r

I>82—7F514XWeb 7 7UANODEETIEX

February 20, 2024

SharePoint. JIRA. Confluence . #>FL IR FHWINT VYIS RTHEENRINTZIVE—T5
1 ZAWeb 77V r—>avic. 9547V I SOYDSEETIERTEIZL5ICADFE L TV RI—H—
i&. Citrix Workspace TV ZARUIVANSIVEZ—FS1 I Web 7 FVADT7T Iz R %2BIET ZHBEN R A
D& L7, £foo TOMEEICED. IV RI—F—EEFX—I. OAFHKRL—a>VY—I. £§LEITF798—D7T
wOR—Oh6 )Y 0% )y LTWeb 77 VICTVERATERLSICHRDET, Chickb, Eo¥O- 7w
FIUYE -V a—2avEBERICRETEET,

aE

s BREADIVE—TZAXWeb 77UDFHLWDNS LO—RZEBMT 3. BEFEODNS L I—RZEE
L&,

o ITEEHIF. HLLUWNXITUYyIDNSLIOI—REBMTEIH. BREAOI>E—FS1 X Web 771
FQDN oBEE®D /A7) w4o DNS LO—RF%ZZE L T. 12— —% Citrix Secure Private Access #—E X
ICUAAL I NLETD,
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e IVRIA—Y—PEHEFADIVE—TSAIWeb 77UADT7 IO REZBBRTRE. 7TIUDRSTaw
271& Citrix Secure Private Access —E RiCsEE . Citrix Secure Private Access ' —E XN 771
ANDT7EZREFTOFSLEYD,

o ERAM Citrix Secure Private Access H—ERICEK &, AVTHFRAMFIERRIS—DF T v IRE,
A—H =B 7 VT = a VEBHF T v ITNE S,

o WIEARRINT B &. Citrix Secure Private Access H—E X3, BEHDIBIE (AL IXFHKIFISY
R) IcF7O0-r s ffz Citrix Cloud Connector 7 7S 7> X e @EL T BRFADIVZ—TS04X
Web 7 7UADT7 IR %ZABEICLET,

I>42—751 X Web 771 ICH#E Citrix Secure Private Access 77t X =R T 3

kG

FIRTBHIIC. 7TUT—2 a2 2Bl T3 IcDHICRDBLDHBETY,

« 77— 3> FQDN

o SSLEFRRE—RET 2T FUD/NT U v iEAZE

o 1)V —2mF—Citrix Cloud Connector 7 754 7Y AD1 >R k=)L

« NTUwIDNSLO—RIZ7ZIERLT. 77U DOHEREC Citrix i 5iREINERE (CNAME) TE
mLET,

IVE—TS514ZXWeb 7 7IADEET IV XA %HRET 3 FIE:

HE:

TTVDREBIVRY—ITYRBRICOWTIE. TBELRTVR—To >0ty c 7y 7DD DEIRER

ITHA REET—2o70—) Z8BLTLEIV,

1. Secure Private Access D7 R—LR—T T, [4fT] 22V v I LET,
e
[5T]) REVIE. Yo — REZPD TERATIHBEICOARTINE T, UEOFERAZETIE. [7FV
T=a V]| R=JICHEBEEL. [7TVOEBM ZIVvILET,

2. ID CFBEEERELE T, 2L IE THERA VAR—FTo 00ty 7y OO DERERITHA REE
J—2r770—1 #8RLTETV

3. TTUDEMICERET, L 177 Ur—oavnEMe R 28RBL TS
4. BMIZT7TVZERL. [RF¥v T EZIUYILET,
5. 77Vr—2arvoBMIdEITIA? T HBAZERLET,

6. [TTVDFHM] LI aVICRDFMENIL. [AN] 2TV YILET,
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o [77VOBE] -7 7)) OFFE (HTTP 713 HTTPS) Z3#RL £ 95
s TIVE-TT)r—> 3> D&,

o 7TV DEREE -7 ) OFEARA, CZICANT B IDHBIE. T—U AR—ADIA—H—|IRTRTN
£9,

« PTUTFAAY—[FAAVOEE| %IV Y I LT PTFUTFPAAV%EELET, 74V T 7T
DHAXNF 128X 128 BV EILICT ZHELRHD XS, 7AAVEZTELARWES. T7FILEDT A
aAVHRRINET,

TTITAAVERRLIEKBWESIE TA—HF—IZT7 TV Tr—23 > 7O 2RRLEV] Z3ER
LET.

7. A—H—HDISATU T SOYDNSERET IVICTIELRTESZLSICTBRICIE. [41L IV RTOEXR] %
BIRLEY, ROFHENSNILET,

e« URL- Ny oIV RT7FUr—23>® URL, URLIGHTTPS FER T, 35935 DNST> ~UIRE
BENBMY Z2HENHD X,

o [SSLEEFAE] —FOy FH I XZa—05EEFD SSLAIFREZEIRY B0\ [FiL L\ SSLAEREDE
mlzosUwy o LTHLWLSSLAAZZEML £,

ARER

- NTUvw o CAGSIRE R IZEETE 3 CAGIEAZE D H DY R— hENE Y, BEERAREIRY
R—hThTWEHA
- HFAE—RXET7 Y TO-RIIUELNHDET,

s BAERXAY—BEERAC VI BBELL URLICESVWTEBANEINE T, BEERXI VG T—E
2B FFVDO—E LTURLZHAIL. TNICHL TS T v IZIL—T1 VI T2DICKRIEF
To HHOBEER XA ZEBMTE XY, SSLAAEIZ. BAETEIERAN VNIV RTEET, C
nNEgx7r>a>T9,

« CNAME L O— R —Secure Private Access IC& > TBBIERINE T, Chid. 7TUI—>aon
DEET7 IR EBMCTRHICDNS ICANATEIHRELNHBIETT,
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Vv App Details

Where is the application located? *

Outside my corporate network

@ Inside my corporate network

App name * App icon

SharePoint Change icon Use default icon

(128 kb max, PNG)

App description

(C) Do not display application icon to users
Collaborative platform used for document
management and storage.

Direct Access

Enable direct browser-based access to internal web applications.

URL™ SSL certificate *

[ http://sharepoint2013.com ] ‘ ss1-automation-wildcard.pem N ’

@ Add new SSL certificate

Related Domains * SSL certificate

*.sharepoint2013.com ‘ { wwco_reshuffled9.pem N ]@

(P Add new SSL certificate

@ Add another related domain

CName (Canonical name) record

directaccess.bmws.netscalergatewaydev.net Copy

8. DAl #OuUwoULEY

9. [¥YUNHA>AY]| €I aYT FIVTr—2avIiERBTZ VI TAUF D OBERZERL. &
N ZIUYILET,
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Vv Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

@

Kerberos
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

10 77— a &5tz a>TiE. BEQDY —XO7—> 3 x&RT3H. VY —O05—>3>%
¥ER L TH L L Connector Appliance 27701 TE £ 9, BEEDD Y —IADBFAZEIRT 311d. [My
Resource Location] %Y. UY—XDBFHRO—BH SV Y —ADBFRO 1 2E T Uy I L. [RN]Z2I Uy
ILET, #L<IE TSaaS & Web 77V @A DEER X1 U HRILIZEICHEZHRT B57HDIL—TF
7 T=T)) #BRLTIEIL,
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~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N I aaa? N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N I aaa?2 AV [+]

Connector status
Detect | Install Connector Appliance
Only 1 Connector is up.

11. [E7] 200w o L&, FTUN[FTTUTr—>arv]R=JIZBMEIh&Ed, 7TUTr—>a>z=REL
RIS, TTUT =23 R=IUDSZHREILIZHBFTEE T, €0RDICIF. 7T DEERSHRE V%
Vv oL, BRUIGLTT O av=zBERLET,

o [77Ur—2 3> eikE]
* HUER

BE:

e PTIANDEOLSIAMR=—RDT7IERZBMCTBHDIC. TTIVRTIFIN TPV ERZERS
NEI, 7TIANDTIERIE, FIOECRARIS =TTV —2 3 VICBEERMTOSNTVBIZRICOH
BMCBDET, FHFMAIOVWTIR TFTFILETTTIANDTIVEIDNMERTIND) 2SR L TS
L

o BEHOT7UNEL FODN £7dT I FA—R FQDN ONU T -2 3 Y THERIN TV BRIEE. B
DHRET B DBD £, FLIE 7TV TP I ROBEZSI SR IARLEDOHZHET 218
1 2BRLTRE W,
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SaaS 7 ) O R— K

February 20, 2024

SaaS (Software as a Service) (& Web R—2OH—ERLTY I +U 72U E—FTEIETZ12HDDOY T
YT TERGETILCTHD. —MMICERINS SaaS 77U 77— 3 >iciE. Salesforce. Workday. Concur,
GoToMeeting % ¥h'% b %7,

SaaS 77V IZid. Secure Private Access #—E X% fEHM L T Citrix Workspace Z R L T7 VX TE XY,
Secure Private Access #—t X ¢ Citrix Workspace ## & &ht % Z & T, BREHD SaaS 77U, #BRF
HDRET TV, £FLBFEOMDT—IAR—I)Y =R LTHEEINI—HF—ITIIARVIVIAZRHFELE
ER

Secure Private Access —E X% A L7 SaaS 77U EEIE. 77U A2 ERT3-0DBHE, £2. BETAY
—STNBEYVa—2a FRELET, 75T RTRHEINS SaaS 77V ICIE. ROFIEHHD £

o YUTARBRIRE. B FAVES
s SVUNTAVF YV TIINTA VA THBICOJ AV TEET,
« BBBZTTVDEET U TIL— b—RBTTUDT Y TL— b R—X DM

Secure Private Access H—E X T SaaS 7 FUNRED&LSICHR—ThadhH

FEREIEE L. Secure Private Access —E XD Ul ZfFRH LT SaaS 77U R L 9,

E1EHEI. Citrix Workspace IZ7 022X $3 700 —ERX URLZa1—H—ICIREL T,
FTVZEBTIICIE. FIESIN-SaaS 7T =20 )v I LET,

SaaS 77U, Secure Private Access f—E RIZ& > TR IS SAML 7H—> 3 > %E8L. 77
Dir—>a> il xd,

> w e

o A—H—IIT7TVADT IV ERZHAT3ICI1d. EBEEDN T I LIRS —%ZERTIHENHD £,
TOEIARIO—TIE. BEENTTUVOFAEEZEML. EF¥aUTF- I FO-ILZRELE T, 5%
MICOVWTIE, T70ERRUS—0ERI Z22BLTIESL,

o BREAD SaaS T AU, RETTURZOMD U Y —2 b Citrix Workspace ICEL I n.
H—INfc1—HY—TITIVARVIVIAEZRELET,
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SaaSs Apps

<

Citrix Secure Private Access

SaaS 7 U ERET D

SaaS 77U DREICIE. UTOXREDAFIENEENE T,

1. 7705 =23 OFMAZERE
2. ZREBIBTAUFVHEAEERES S
3. 7FV =2 avi—-Ta VT DER

TTV—2 3 Ol RTE

1. 'Secure Private Access | #-1/LT. TEE] #7Uv I LET,
2. [Tl EOUv O L. [7FUEEBMNI ZOUY I LETS,
=

o [41T] REVIE. V4 —REVNOTERTREIICOARTEINE T, ZOERDERATIE. [ 7
TUT—2a V]| R=JICHEBESHLT, [7TUREM 22V v I TEET,

o TTUDFHMENNTZD. AZDHB SaaS 7TV DU X STHEARATEZ 7 TUTF>TL—h%
BIRL T, SaaS 7 XU EFHTEIMTIE X, 7 FL— R, 77U —2 3> DBRICH
BRIBHBORKLADHSDLECDODANTNTVET, 7L, EEEEDBRIISISHIRHET 24
BERAHDET, SaaS T TV T TL—RZDWTEHLLIE TSaaS 77U r—oart—Nn
—EBlBEDER] #2BLTIETL,

3. 77UEBHLEY,

s TTVDFHMEFETANTRICE. [RE¥EYT]EZIUYILET,
s TYTL—rEFALTTZIVEBEIZICIE. [N 2OV I LET,

SaaS 77U TIE. [HARY bT—I] DRTF T HIL FTEMICE>TVETD,
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4, [FTTUDHMA o> aVIDRDFEMBENSIL. [N Z UV ILET,

' App Details

Where is the application located? *
@ Outside my corporate network

Inside my corporate network

App name * App icon
15five ‘ Change icon Use default icon
: (128 kb max, PNG)

App description

(") Do not display application icon to users
Continuous performance management tool to
coach employees. (C) Add application to favorites automatically ®

2 Allow user to remove from favorites

App category ® Do not allow user to remove from favorites

Business And Productivity\Engineering ‘

Customer domain name

15five.test ‘

URL™

https://15five.test.15five.com/?next=/account/pt

Related Domains * @

*15five.com ‘

@ Add another related domain

s PFVB-TTVIr—23>DEHI

o 7TV DEREE -7 T ORFEAREA, CZICANT B IDHBIE. T AR—ADIA—H—|IRTITN
F9,

o« 7FXUAFTI) -2 377U Citrix Workspace Ul ICRRSNBHENHZHTIVEHTHT
JUR (BYT3HE) zBMLET, 7FUTicLuwWATI ) %BMY 5h. Citrix Workspace
Ul sBEEOHTIRFERTEET, Web 77U E#IESaaS 77V DATIURBET R L. €
D7 7% Workspace Ul OFEDATIVDFICRTINE T,

- AT/ TAFIVIIEEBENREATRT. BEZEFZIARTOZIVICHLVWATIU EIEBM
TEET,

- 77UAFIV T —=ILRIGHTTP/HTTPS 7 Z7UIcEEE . TCP/UDP 7 FUICIZRTINE
Ao

- AFAV/HTHATIVDRENIN YIRSy aTRYIBHELRBD T, fcrzlE. TEIRZR
CEEM\ IV O ZTUVY ) BRETT, Ffee TOT1—IILRIBAXFUINXFEDRRBINET,
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BEEEF. ELLWATIVZERELTVWE L Z2RRBIZHENBHD 9, Citrix Workspace Ul
oFFie [7Z7UATIV] To—ILRICANASNfATIVEN—RLARVEE. 20A 73V
EFLWAFIVE LTERREINET,

fee zIE TESRRCKEN) A7z T77UATdU) J0—LRIC TEDRREAEM)
ELTEo>TANANTRL., TEDxRReEEM A7JVICmA T, Citrix Workspace Ul i2 TE
DRACEEM] CVWSEFOHLWATIULARTRINET,

(& Cltrix Workspace Seorch Worksoace ®
{2} Home
. Apps
e I
Wt Az
,\ All Favarites
9 ape ¢ Categories
(] n—: E E E E E - | Business and
[ Desktops iy Productivity

X Arita Guidiedt Artitactory -
o Access 2016 Ansgus Ariba nekstage

. oeus iba Buyi oo Backstage
Finance and Operations

Quick Links

- = E A m [ @ o

citri City Citri a cir Toals and Utilities
Chrome itrite itrix : . itrix itrix . i et
Chrome Coneierge Account... Citrix Blogs Education Learning ... Cltrlx SalesiQ Security Tr..

o PIUTFAAY—[T7AAVDEE| # IV Y ILT. PFIT7AIV%E2EBELET, 74V 771
DHA X3 128X 128 EUEILICT BHELRHDF T, 7A1IVETEBLAWES. T4 D71
AVHRRINET,

TTITAAVERRLIEKBWEEIE TA—HF—IZT7FVTr—23 > 7O 2RRELEV] £iER
L£d,

+ URL —#% ID 22T URL, URL (Zid. EEZ ID (CitrixCloud hX42<—ID) Z&®H3HELH D &
¥, B ID ZEE 9 3(21E. TCitrix Cloud (CH 1> 7 v 71 Z2BBL T LI SSO MR L 1235
A, FZSSO ZEALAEWMES. 21— —dID URLICUAZILI FThET,

s HEDRAAYBELAREII—RAAVID-BEEDR A1 >EE IDId. SAMLSSO R—JT7FUD
URL & 2D %%4D URL Z1ER T 3 DICERTNE T,

fzr i, Salesforce 77U r—2 av#BMYT 3HBE. FX1 V&b salesforceformyorg.
ID A* 123754 ©. 7 7V 4 —> 3 > URL ighttps://salesforceformyorg.my.
salesforce.com/?s0=123754.ick&h F¥

BEEORXAMVBRLBEZEID 70 —ILRE BEDOTFVICEBTY,

e BERXAV—BERXI VL EBELZURLIZEDVWTEHBAANINE T, BERXM VI H—E
20N 7TV DO—EH LTURL Z#AIL. ENICIECL TR S 74 v 9 ZI—T1 I THDICKRIE &
To BEOBEERXIVEBIMTEIEY,

o [TV avESKICADICEEMNICEM] 2oUvoTRe. ZOT7 SN Citrix Workspace
FIUOBRUIIAND 7T LTEMENET,

- [A—H—ICBRICAD DS OHIBRZHAT] 20U v o$ 3. 77UFAEZ Citrix Workspace
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FVOBRUAND T TVUR ST T ZHIBRTEE T, COF TS a>zEIRTBIE.
Citrix Workspace 77U D7 7V OE LRBICEBORDO 7 AVHRRINE T,

- FAEEND Citrix Workspace 7 7V DERICAD T FU U XS T TV ZHBETI RV L SIC
T3 [A——ICBRICAD D SDHIBRZHTLGW] 20Uy oL T, COF T3>
%EIRT B . Citrix Workspace 77U D7 7 OELEBICEREDFVWIED 71 IVHRT
INET,

Apps
Favorites

1 . *
0 ' ) D

18.3_Kerbero RestrictUploa
5 _webapp ms web fciev1 d-Web-...

™

16.5 Copper

BERICAD L LTIY—2o N7 7% Secure Private Access t—E XTIV Y — L 5HIERT 3

&. TN 7 7Y% Citrix Workspace OB KICAD U X M SFETHIIRT 2HELHD £7,
Secure Private Access H—EXXO>Y =I5 77U ZHIBRL TH. Workspace 77U 5 IZBE)
HIBgIhEE Ao

5.0rA] #0Uw O LET
BE.

e PTIUADEORSZFAMR—RDT IV EREZBMCTZOHIC. PTVRT I ETT IR ZEST
NEd, TTUANDTIERIF TIOERZARIS—DRT TV —2 3 VICEERMTSNTVWBRHEIC
BRAICHEDFET, FMHICOVWTIE TFI72ILNMTT7TUANDT IV EZAPMETTEIND) 28RLTLET
Lo

e BHOTFUNEL FQDN £7IdT 1)L RA—R FQDN ONY T—2 3 > THEEIN TWLWSIHE. HEK

NRETHAEMEDNDD F9, LI TTUTFIVELROMBEESISRIIAIREOHZHET 518
1 Z#ZRBLTIEETV

BERYA VA VHEERET D

1TV A 2F ) 023> T PAUr—oaVIlEBLIEVWS YTl - 40 0 F > OBESEEIR
L. MR Z#20UwILET. ROVVINYA VAV EA TH=EBTIET,
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v Single Sign On

Select the sign on type for your SaaS app setup.

Don't use SSO N

SAML

Don't use SSO

o [SSO ZERALAW] NV IIY RY—N—TI1—H—%BiTIHENTVIESIZ. [Don’ tuse
SSO | A7 a vuERALEY, [SSOZALAWVW AT avEBRT 2, 2—F—E[ 77V
DAl o a v THEESINIZURLICUAIL Y RENET,

+ SAML-Web 771 r—> 3 >A® SAML X—X® SSO D SAML %3#{RL ¥3, SAML SSO %1
TOREDFHMBENNILE T,

[(BA>F V]2 avicRoFBENAL. [REIZ2VvILETD,

ERTH—2 3y -BRT7Y—>a v BRER. BEERETY—> 3 VHEIREEFAE (SP)
ICREINLEIICXAvE—SOBEUHERRLET, [ 7H—>a V] [RE]L [@A] [#L]
ZEIRTT XY,

7H—> 3 Y URL—7H—>3 > URLIE. 7FUT—23oRYA—ICL>TREINE T,
SAML 7H—>3>id. @O URLICEEINE T,

Relay State —Relay State /X5 X —&—ld. I—HF—HY A1V L TRENSA—TFT1 DT T
L= a3 —N—ICFEINBICTIVERTIRED) Y —RE#HATIDICERINE
o UL—RKEIF. I—FD1D0URLZERLFT, 2—H—IlF. COURLEZIUYILT.
A=y T —=2avIiiOdF Y TEERT,

WRIA—HY——HWREIF. TIVT—23a IRV A—|CL>TREEINES, COfEIRF. SAML 7
B—=2a hAELWTI I r—2a It L TERTNTVWE e B L ET,

rZ2giID L1 —HR— FITNTVWSEFIHATFORXEEIRL £,

2D —HR—bThTW3REAE]ID ZZEIRL £7,
ID7ONA4—PREd370-%2LES L. T—EXTONAFZ—HEBRTSZ70-DH%ZE
Be3iciE. [ED URL 2ERLT7 U %895 (SPE8)) | 2 FRL 7,

2. [HBEM (X T av)]ic. POEREIHDOREDDICT FUr—avilEEch31—5—ICET3
EBinEkRzEMLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 90



Citrix Secure Private Access

v Single Sign On

Select the sign on type for your SaaS app setup.

SAML N

SAML

Don't use SSO

TINS TUTITE ERNETAES U AL NESUsSU 101 e upplicalion's SAML request.

Sign Assertion

l Assertion ~ )
Assertion URL *
l https://login.microsoftonline.com/login.srf @
Relay State
l https://login.microsoftonline.com/login.srf?wa=wsignin1%2E0&rver=6%2E1¢ @
Audience

urn:federation:MicrosoftOnline @

Name ID Format *

‘ Persistent N ‘
Name ID
l Active Directory GUID ~ l

Advanced attributes (optional)
An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values
are consistent with the settings in the SaaS vendor.

3. SAML X827 —2DTFTDV > 0% )y I LT XAET—2T7 74O YO— L&Y, 4U>O-KFL
TeXEF7F—2T7 71 ZERBL T, SaaS 7 FUH—/\—T SSO Z#p L 7,

F:
e M1 URL] O FDSSO O 1> URLZIE—L. COURL%Z SaaS 7> sr—> 3>
—N\N—TSSO =BT FICHERETETEY,
o FFRAZO—EBHSIHAEEA Y O—R L. SaaS 77U —> 3 o —/N—7T SSO %=L %
CEICHIRRE R FHIACHTEEY,

4. RNl =0V v o LEY

TIVT=2avi—T« VT DEE

1. RX1>% CitrixConnector 7 75147V XN L TIEBEIIEHABTIL—T 0 VI TEIHRENHZIBE
W (7P r—oaviEs E02a>Te 77U r—oa >y 0BERX I YDIL—FT4 T2 E&ELET,
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FL<IE TSaaS ¥ Web 77U 0@EADBEE R X1 VHELBEICHEEEBRT D DD —T 1 T T—
T ZBRLTLEEE L,

v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains

Type Resource Location

Internal A\ ‘ aaa2 AV e

Connector status

Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External v

2. 1271 20U w o LET,

[RT]1 22Uy 093, FTU—2avh [TV r—>av]R=JIZBmMEh&Ed, 77V 7r—>3
VERELIE. VIV Tr—2arR=UHSTTUEEEIIIBHIGRTEEL T, 207HICIE. TTUDE
BEESHhE2>ZEIUv oL, TRICIELTTZ 2 avE&ERLET,

o [7TVIr—2 3 eikE]
« HIFR

Secure Private Access ¥ —E X5 Web 77U £#1E SaaS 77U QB L. ZOT7 FUHERTRICHE->TL
AWHE. Citrix Enterprise Browser 7 71U h*B&1#9IC Citrix Workspace Ul IZRRENE T, I 5I1C. Citrix
Enterprise Browser 577 # )L FTERICAD 7 IV LTEMSINEzd, TV RI—H—FURLALTT—7
ZAR=RITZIH—%ZEHL. T—IIR—RTZ7H—%FEALTHAWeb 1 MIT7 IV TT T,
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@y Citrix Workspace I

* Hama
Apps

1 apes Recants  Faordes

=T
Browser

SHBRFa XV b

FTUVDREBRIVRY—IY REBRICOWTIK BEARF VR—FTa v J ety b7y TDIDDERERITH A
REEFD—2o 70— Z28BLTLETL,

P47 M —N=TF)DFR-F

February 20,2024

Citrix Secure Private Access 33 . TCP/UDP 77U HTTPS 7 7U %L IRTDTSAR— T
DIC. RAT0 T T30 &I Y ETRITINTWS Citrix Secure Access 7514 7> MERTRAI T4 7
DSAT VNIV —=oa Il T7IoERATERESICHEDF LT

Citrix Secure Private Access DI S 7> b —N—FFU 45— 3 > OBMYR— LD, €k VPN vV
a—2aoA0KEZHRLT. VE—FI—H—ICIRTOTSTAR— T TIVADT IV LA ZIRBTETSLS
2B FLT

TLE a1—t&BE

FOQDN Z IP 7 RL RICTHMT B 7=HD DNS H 7 v w I ZDHR— ko

13
I Ra—#—% CitrixSecure Access V547V b SATY R TNRARICA VA M—ILT BT, BAIS
NIEIRTDTZAR— T FVICBEICT I ERATEET,

o Windows ®I8&. 517> k= 3> (22.3.1.5 LUBg) ikhttps://www.citrix.com/downloads/cit
rix-gateway/plug-ins/citrix-secure-access-client-for-windows.htmlh 54> >O0—rTE £ 9,

« macOS DIFE. 75147 hN—2 3> (22.02.3 LUFE) 1& App Store 54U > O—RTEE T,
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BB EER—Citrix Secure Access V517> hR—=ZXD TCPJUDP 7 7 ) r—> 3> ADT7 o1 R

TCP/UDP 7 ZVICT7 V2R BICId. ROBHENBELINTVWS I ZRRAL T IZE W

« Citrix Cloud o Citrix Secure Private Access ND 7 Ut R,

+ Citrix Cloud Connector-2 37 RO I 2D > X b—JLTH ¥ FF+ Ihiz Active Directory kX >
#rA® Citrix Cloud Connector

e IDET7OLEAEE-BREEZRT LET, 2L <IE MD e 7/ REE] 28BLTLLIETWL,

+ Connector Appliance —Citrix Ti&. UV —XDBFRICHZETAMEE Y b7 v 72 2 20 Connector
Appliance 81 YR b—LT2 e EZHEBHLET, ARTZIF AV TLIR T—EEZVEZ—DNAIN—
NAH— FT@NTVvIIITROVWTIMIA VYR b—ILTE£T, Connector Appliance £ ZD -
VR R=LIZDOWTELL K T 57 Ry —E ZF Connector Appliances #8BLTLEI L,

« TCP/UDP 771 IZix Connector Appliance B3 3 %EHLH D £,

B5E:
TTVDREBRIVRY—ITY REBRICOWVWTIE. TRBEARA VR—TFTa >0ty b7y 7OHDOEEEH
\THA REED—2o 70— #8BLTLETV
1. Citrix @ Secure Private Access #1JL T, &) #7)v oL %7,
2. [Tl #OUv I L. [FTUEEBM ZV )y I LET,
e
[ﬁﬂd’xﬁ/tzt VA4 —REPOHTERTZEEICOARTINET, TOROFERETIK. [7TUT
AV R=JICEEEBBLTC[7TUDEM 20y I TEET,

TV DOREBEN G I —T T, BHORELRICHLTT IV EERTE £, BEF. NvIiTY
RTERZY—N—ZEBEKLET, ZE 12077V —23 i1 2D SSH, 1 20 RDP. 12057
—AR=ZAY=N—, BLT 12O Web H—N—%EHZHTIFET, BESLIC L1 DOOT T EER
TRIREBEHD FEAD. 1 DDT7 TVICERDREELEEEDHZICHTEET,

3. [FYFIL—troBER I a>T [RF¥v T %#0U v LTTCP/UDP 7 ) #FETHERL £,

4. [TFVDFHM] £ 3> T [#HARY FT—JDRE] Z3FRL. ROFHEEANAL. [AN]ZI VYD
L£d,
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Citrix Secure Private Access

Vv App Details

Where is the application located? *

() Outside my corporate network

@ Inside my corporate network

App type * App icon

{ TCP/UDP A l E Change icon Use default icon
(128 kb max, PNG)

App name *

l TCPtestann) |

App description

Destinations (2)

Destination * Port * Protocol *
’ 10.10.10.1-10.10.10.100 j [ e ] [ TCP % ]@
Destination * Port * Protocol *
‘ *.info.citrix.com ) 1655 ] 1 TCP A4 ] @

@ Add another destination

[7 7)) OF&$E] —[TCP/UDP] Z3#IRL £,

s PFVB-TTVIr—23>DEH

e PIUTAIAV=TTUTAIAVHRTEINET: COBERISADLELSTHHBLEEA

(77U D] —BMNT 377U DA, COBRIIANDLAELS THHEBVEE A

¢ BRIV -RDBAAICEFET BNV IIVREIS YD IP 7 RLREIEFQDN: RD&SIC. 1 DF
TR DI ZIEETETE T,

IP7RLZvaE

IP 7L XD&H: 11:10.68.90.10-10.68.90.99

CIDR —1:10.106.90.0/24

IOV ERIERXCVZBDOFQDN —B—F7-ldT 1)L R H— R R X > ffl:ex.destination.domain.com.
*.domain.com

BE:

BEENIPT7RLAZFERLTTY IV ZRELLBAETH. T RF1—F—I3 FQDN = £
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BLTTZ7IVICT77EATEEYd, cnpageanidk. Citrix Secure Access 7 517> b+
M FQDN #EBD IP 7 RL RICHRTET 57T,
MORIC. SEIFEREEDOHE. ChEDEEEZFERBLTT IVICT IR T 3HE%Z T

LEd,

FRTFA4FZ—=a VN7 TIIUANDT I RAE

10.10.10.1-10.10.10.100 IVRIA—H—lF. COHEEHEADIP7RLAZNLTDH
TIUICTOERTBEHEFINE T,

10.10.10.0/24 I rR21—%—|3. IPCIDR THERINEIP 7RL X%
NLTOHATIVICTIERTBICHEREFEINE T,

10.10.10.101 IV RI—%—1%10.10.10.101 5DHT7 TIIZT Y
TRATBZCHEFINET

*.info.citrix.com IYVRI—H—F info.citrix.comb&)

info.citrix.com(ERXTY)DHTRX1Y
IKHT7I7ERATBEEH/FINE T, T XL
info.citrix.com, subl.info.citrix
.com, levell.subl.info.citrix.com
FH TR A—RIFBICRX A Y ORBXFETH 30
ERHD, Y1 DEFERTEET,

info.citrix.com IvRI—H—k info.citrix.com% T RXA
NIRRT IEALBWVWIEDHFINE T, T ZIE
subl.info.citrix.comiE7o/EXTE ¢
Ao

s Port —77UHAEFTINTUVBR— b, BEEFEE CICEBOR— FFBR— MEEZRETS
=

RDORIC. BRICKETETZR—bOFlERLET,

R—FAAH 408

* T LTI R=bTr—ILRIZ “*” (FEEDOR
— R ICBESINTWVWET, FBHTIE. 1~65535 DR
—hrEEPYR—-FINTVED,

1300-2400 585 TId. 1300 15 2400 £ TOR— FHESHHYR—
FEnTLEY,

38389 B TIFAR— +ES 38389 FZIF AT R—bThZET,

22,345,5678 R—k 22, 345, 5678 I3FWHETHR— TN TULET,
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R—bAD A

1300-2400, 42000-43000,22,443 R— +ESOEHEIF 1300 ~2400. 42000 ~43000 T.
R— b 22 £ 443 3K THR— TN FET,

e
TAILRA—RE—F (*) iE R— rESFHREFECHEEFTIEA.

« 70O b~IJJL—TCP/UDP

5, 77V r—oaYiEGtooa> TR, P77)5—oa >y RXA Y T—TIOIZN—-Ja & FERALTIL—
TAVIERETETET, BELIC. BHBIVY—XDFBAAXLIERLVY —XDFFAZEIRTET X9, Al
DOFIETHRE LTEEKIF. DESTINATION FIICAN SN ET, CCICBMINTEEIE. X107 7Y
F—aYRACYTF=TIICbBMINE T, Application Domains 7—7)Lid. EHOHEILE K57
Ay PZELWI)Y RO =3 VICEBETRIEDDIN—T 0 VI REZITOS-ODEETITZBHRIET
To PIVT—=2aY RXAYT—TIUNEBELUVEISNS IPRESFTUFICOVWTELLIE 7V r—>
AYREAAV-IPTRLAOBRERR €72 a>yEBRLTIIEIW,

6. RDT4—ILRTlE. ROYFHIYXZa—DBANAEREIRL. [AAN] 2V UV ILET,
7
AL — 21 TOHDPIYFR— TN TUVET,
o DY —ROBFH—ROAYTE IV A Za—n5, L& EH 120 Connector Appliance Hr > X
—ILENDY —ZADBRICES T EBELRBD £,
=
Connector Appliance 1 > X b—JLid. [P U —> a3 Y& o> a>hotR—ra

N9, Citrix Cloud R—% )LD [UY—RDBFF] £ avIcbI YA =)L TEET, UV
— 207 =23 YOERICOVWTELL K. TUY =207 —2 3 08Tl #22BLTLLETL,

A App Connectivity

2 Domain(s) below already exist in the domain routing table.
Changes made below will update the domain routing table.

Total 2

DOMAINS TYPE @D RESOURCE LOCATION CONNECTOR STATUS

Only 1 Connector is up.
windows1.ztnacloud.local Internal My Resource Location @  Detect | Install Gateway Connector

Install Connector Appliance

Only 1 Connector is up.
* windows1.ztnacloud.local Internal My Resource Location @  Detect | Install Gateway Connector
Install Connector Appliance

Page 1 of1 S5rows VvV

Save
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7. [Z7] 200w o L&Ed, PTUN[TTIVIr—>av]|R=JIBMENh&Ed, 7TUT—>a>z@EL
BT 7IVT =23 R=UHET IV Tr—a v eHmEELIBHBRTIE T, £20DICIF. 7TUVD
gL Sh2> 2oy oL, ERUIGLTT I a vz BIRLES,

o [T7VT =2 areikmE]
o HIER

e A—H—IITTINDT I ERZEHATBICIF. EEEDNTILRAR) S —ZEHT 2HEDHD £,
TR —TIE, BEELNTTUOFBEEZEML. EFa VT IV FO—-ILZRELE T, 5%
MICOVWTIE T77ERRUS—DER) 28RBLTIETL,

o I—H—|CHEBRTEHEERET SIS, TID LBEDRE] 2SBLTIET L,

o A—H—rHETZT—UAR—XURL ZBE T 3ICIL. CitrixCloud X=a—H5 [7—UZR—2X
Bl #oUv oL, [7o18R] 2T%&ERLET,

Workspace Configuration

Access  Authentication Customize  Service Integrations  Sites

Workspace URL

This is the URL your subscriber will use to access their Workspace from their browser. Customize the URL by editing it

https:// .cloud.com

E1EEHTE—Citrix Secure Access V517> bAR—ZXD HTTPHTTPS 77U —>a>AD7 o€
2
i

Citrix Secure Access V517> b EFER L THREXIZFHRO HTTP/HTTPS 7 7 UICT7 0 29 3 ICI.
Y —Z0BAICLHRLCEDH 1D (BAMOHICIE 2 D% #EE) © Connector Appliance 1> X k=)L
TRIBELHDET, ARTETISATVRE AV TLIR, T=EEYEZ—DNAN=NAH— £ziF
NIV OSTRIZAVAM=ILTEEY, Connector Appliance £ 2D > X k= JLDFFMMIZ DV TIE.
257 RY—E XA Connector Appliance 28 L T 72T L\,

[l

« Citrix Cloud o Citrix Secure Private Access ND 7 7t X,
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AREE

o X a )Tl T NIZAE Web 77U ICid. Citrix Secure Access 751 7> b BId7o X
TETFEEA

o WMREF AV T HIENEMICAE>TWBS HTTP(S) 77U Tr—oavil7 oA L LS8R, RDOKRY
TT7vIRXRyE—IHRRERINE T, <* appname” (FQDN) > 77 TIEBMOEFaUFsI> hO—
ILBEMICHE>TVET, Citrix Workspace 57022 LTLEEL,

Hmmm... can't reach this page

Check if there is a typa in windows 1 ztnacloud local

¢« SSO TV RRUIVREBMICT 3H &L, Citrix Workspace 7 71U £#id Web R—2 )L EFERAL T
Web 77UIc7 02X LET,

HTTP (S) 77V @RI 3FIBIE. (T4 —T 51X Web 77U D4R~k THEATNTVSERFOHEEL R
LT,

TCP/UDP E LU HTTP (S) 7 7UADT7RTFT4 T 70 €2R

TFETT14TT70€RIED, BEEIFE. TNATRADRAFyFzvy. A—F—DUBRBHR. 12— —DKE.
Citrix Analytics ¥ —EZDMRETZ VXU RI7R L, BEOAYTFF I CBRICEIVWT, EVRRIUToH
BT TIANDT I A%EBTEET,
E
e TCP/UDP 77— avADT7 O A%EETETEYT, BEEER. 21— —. 2—H—-JIL—TF. 2
— =T VT =3 VT IERATBETNARA, BLKOT7 TV —2avic 77w R$35m (H)
ICEDWTRU S —%1EHRLES, 7TV T—>2a > ADT7I72RET 74 MTHFRIINTWLWET,
o PTZURICER S hicaA——H TR0 7> a>id. TCP/UDP 7 7Ur—> 3 v RBICERINITA
Td TCP/UDP 77Uk ICERINE T,

TETTATTIORRRY S —%ERT BICIF

BEEEIF. EEEHIRHGSIOUV—o 70— —REFEBAL T, Secure Private Access tt—E XD SaaS 7
7. RAE Web 77U, TCP/JUDP 7 7UADE¥OLSA bRy b T—0T7 VXA EBETIET,
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o PHATT 4 TT7V0EAR)D—DERICOVWTEFLLIFE T77E€RARIS—DERMI 28RL TS
L

+ Secure Private Access H—E X ® SaaS 7 7. R Web 7 7). TCP/UDP 7 Z7UA®¥O S
ARFY RT—=ITIEADIY RY—ITY REBRICOWVWTI, BERA VY R—FTr >0ty b7y
DI=HOEEEAA RHETT—0 702 BRIV,

ARER

s EXaUTABUNEMCH>TWVWEEED Web 7 FUAD T I Rid. Secure Access 7517 > hE
HMTESINE T, Citrix Workspace 7 7V 2 ERLIOJ 1 V2RI IS — X v E—IHRRINES,

+ Citrix Workspace 77U N L1cA—H—URIZAAT7RTNAARIAF ¥ F v IR EICET< Web 7
TUDR) S —1EIE. Secure Access 751 7Y MEBATT FVICT VLRI BBRICERASNE T,

o TAUT—=2aUIiINAYREINFRIS—E FTITr—2a>ADIRTDBEICERTEE T,

DNS f#iR

Connector Appliance iZid. DNS f#RD 7= D DNS # —N— RN UETT,

Citrix Secure Access 7517 > % Windows Y>> VIiIC1 YA M—ILTBFIE

HR—rINTVLBE 0S N—T 38
Windows-Windows11l., Windows10. Windows Server 2016. & &' Windows Server 2019,

Citrix Secure Access 751 7> k% Windows Y A Y A M—ILT 3 FEIFROEED T,

1. Citrix Secure Access ¥ 5 7> k &https://www.citrix.com/downloads/citrix-gateway/plug-
ins/citrix-secure-access-client-for-windows.htmlh 54 >O0—RKLE T,

2. [1ZR =] %)y o LT Windows I IS A 7o hEAVYRM=ILLET, BEED Citrix
Gateway 717> b HB3mEIE. ALIZA T M7y TIITL—RENET,
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https://www.citrix.com/downloads/citrix-gateway/plug-ins/citrix-secure-access-client-for-windows.html
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ﬁ Citrix Secure Access Setup

Please read the Citrix Secure Access License
Agreament

CITRIX/(F) LICENSE AGREEMENT

Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be
using this component. This component is only licensed
for use with such Citrix produet(s).

CTX code:EP R_A3240)

Upon installation, Citrix Secure Access files are added to the

C i |_ rl >"( Windews Firewall whitelist.

£ E_lnslzl | Cancel

3.[&T] 20Uy oL T AR =2 TLES,
ﬂ Citrix Secure Access Setup

Complete the Citrix Secure Access Setup
Wizard

Click the Finish button to exit the Setup Wizard.

cifrix.

e

Windows O X ILFI1—H—tv > avidgHR—bINTULEE A
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Microsoft Edge 5> %1 LD+ > X b—LFIE

Secure Access 7 51 7 > b @B:E Ul I21E Microsoft Edge 5> &1 ADREIZARD £ LT,
ZhiE. BHO Windows 10 5L U Windows 11 I VICF 7 AL TI YR =L 3N ET, TNUFION—
YOI UTR. ROFIEZETLES,

1. RoU>OICBEL £ https://go.microsoft.com/fwlink/p/?Linkld=2124703,

2. Microsoft Edge #4>>O0—RLTA YR b—=ILLE T, I—H—> T LIC Microsoft Edge 5> 41 L
PRIV E=ILIATVWARWEES. 7T—0ZAX—X URL IZEHL LS5 g5, Citrix Secure Access 75
ATVEDEA VR =N ERDEIAYyE—IUHERRINET,

E:
SCCMY T hDxzT7RTIN—TRIS—ReeoBE#EY ) a—>a3>%@FERL T, Citrix Secure Access 75
17>k £7z1& Microsoft Edge Runtime #0514 7> kST v aTEE T,

Citrix Secure Access V517> ;% mMacOS I VICA VA M—ILTB3FIE

« macOS @7 Citrix Secure Access 7 A 7> b7 FURRFHEAT7>O0-RLET, COTTUIF
macOS 10.15 (Catalina) LD SHBTE £,

o 7LEa—EJLRIE macOS £ tL— (12.x) @ TestFlight 77U TOAERATE £,

+ App Store 771 & TestFlight 7L Ea—77UzID & X 335&13. Citrix Secure Access 7 71) TfE
B93707 71N zBIERTIVENHDET, e XiF. TEAIOT7 7L zERL TVWEEERE
blr.abc.company.com. VPN Z7O7 77 L%HIERL. AC7O7 712D 5—EERLET,

PR—FINATVWBE0S N—3>:

« macO0S: 12.x (Monterey). 11.x (Big Sur). 10.15 (Catalina) A’7R— kI TLE T,

o ENAILTNA Z:0S & Android Iz R— I TULEE Ao

BREEAT ) DEF-TY R1—H—70O—

1. 2547 7N X LT Citrix Secure Access 751 7> hzEBILF T,

2. Citrix Secure Access 7517 > b® [URL] 71 —JLRIZ. BEREEEENSRBEINLT—IIR-2X
URLZAAIL. 1G] 20Uy I LET, CHFLIERDD7ITrET+ T, URLIZETHERTES LS
ICRESNET,
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@(iw Secure Adiess L

%|MWmeﬁmeH

Plearse enter your company provided server URL and chick Connect

3. Citrix Cloud THEBINRAAZICESIVWT, - —ICRidzRDSNET,
SEEICHINT B . A—F—IBHEADTSAR— LT TVICTIEITEERT,

dA—H—@HXyvt—>

RO FVATIE Ry T7y TRAAyE—IDREINET,
e COTF TV BEEBICEL > TA—H—ICHLTHEETATVEEA,

RE: 7otRENnr5@% IP 7 R LXEKIEFQDN BiCBR N7 FUr—>a>yh oJd1>LTuns
A—H—ICHLTHITRIZATINhTVEHEA

Citnix Secure Access

Access denied. "'(windows1.ztnacloud.local:8 "
not autharized by your administrator.

ENG |;? D) 118 PM D

IN 08-Feb-22

s PUORRRVI—%=HET R TUVEAMETINE T,

RR: 77V Tr—2avicnNAY REnfcRU =R OJ1>LTVWB1—%—iZxf L T Deny Access,
CFHESI N T, 585 IP T RL X &EIE FQDN AD 7 I XpHERThE LT,
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Citnx Secure Access

Access denied to "SSH_IP(10.52.3.6:2222]" as per your
administrator policy configuration.

ENG 1:32 PM
IN LD gsrepar 2

e MEREF AT AHEHAT TUICH L TEMICE>TWS,

BE: 7OEREOTTIVTr—2avicd LT BUShictEFa ) T HENMBEMCB>TVET, O
T4 —2 avid. Citrix Workspace 77U % B L TEEEITI £ 9,

didddadada

Citnix Secure Access

Additional security controls are enabled for
“Jenkins_Webapplwindows1.ztnacloud.local:8080)" app.
Please access it from Citrix Workspace.

ENG 1:29 PM
IN D g renor D

BINEER
TFIVr—23 Y XA 2-IP 7 R L XDHREHRR
T7UOERFICBIMEI N5 LG XA YD —T0 I T—TIILIZEBMINE S,
V=TI T—TNiF. BHEOBILLFZ T v IZELWIY —RO7—> 3 VICGBET 2 HDIL—TFT1 27
REZITOCHDERTETBHEHRRTY,
¢ WERIP7RLRIEE, VY —RDBMEET—ETHIVELHD FI,

e =TI T=TIRDIPTRLRAEXLIER XA VDNERLEWVWLSICT S % Citrix TIZHEIHL X
To Z—N=SvTHEELIHGEIZ. BRI ZIBELHD T,

HMEYFTVAOBEIZRDEEDTY, B2EHIZ. BEIWRINZ T TEEEBRZHIRI 2H—DITS5—2F
AT,
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ey rux

Iy b A—N—5v 7

Iy b A—N—5v T

BRA—N—Fv T

BRA—N—Fv TS

A —-N—5v S

TEA—N—5v S

BEOF7FVr—3 >R

XAV R

10.10.10.0-
10.10.10.255RL1

10.10.10.0-
10.10.10.255RL1

10.10.10.0-
10.10.10.100 RL1

10.10.10.0-
10.10.10.100 RL1

10.10.0/24 RL1

10.10.0/24 RL1

20.20.0/29 RL1

77UEBMD S ORI
1 —

10.10.10.50-
10.10.10.60 RL1

10.10.10.50-
10.10.10.60 RL2

10.10.10.50-
10.10.10.200 RL1

10.10.10.50-
10.10.10.200 RL2

10.10.10.0-
10.10.10.255RL1

10.10.10.0-
10.10.10.255 RL2

20.20.20.0/29

2

5l EEER-IP R X1
VEBREOIVRIDOYT
Ty b A—N—5vF
PRI, B EEm-IP R X1
JEBREFEOTIYRUDOYD
Ty b F—N=Fv
Bl BEBR-IP KX
VEBEOIY N HES
HICEELTWVWET

Bl BEBR-IP R X1
VEBEOIY N HES
HICEELTWVWET
IZ—
<Completely
overlapping IP
domain's value>
IP RXA>HBEEFEOTY
FICERICEEBLTVE
T BEFEDIN—FT1 2T IP
IVRUZEETSIH. Al
DIEFTEHREL TS
I>—
<Completely
overlapping IP
domain's value>
IP RXA>HBEFOTY
FErERICEELTVE
T, BEEFEDIN—Ta VT IP
IVRUZRZETSZH. Al
DEFEREL TS
B, RXAVIER XA
=T 20 T7—TINICHE
ZELET, MASNIEE
ICED. RXA2IIL—TFT+
OT=T7IIHEHINE
ED
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o BIIENBENTRICEET 35515, [App Details | to > 3 ic 77U 0P ICT S —HERR
INEY, BEEIZ. [App Connectivity | £ 3> TRAEEZEELT. COIS—%BRTZIME
MHpb £,

TTVOF MBI I VICIS - RIThIE. BEERT7T 7Y O#MAZRETSEY. 2L, [App
Connectivity | £ o> 3> Tid BEICHTEY bABH O HEICHBAMICEEL TLBIHBEP. XA
IIN=Ta I T—TIADBREFEOLIY FUNEERLTULBHEIF. BEXYE-IUHRRTNET, C
DHBA. BEERIS—ZMRRIZD. REZHITIBZHEHERTETET,

« PV =23y RAAYT=TILREI) -V BREIRD L ZHEDLET, IPTRLARXTY
PEEITBCCHBCBYBRF v IICRETNBZ . HILWIL—To YTV M) ZBEICRETTE
ED

OJ44>e0J 70D ) T RERELI AR

Citrix Secure Access o 51 7> k&, Citrix Secure Access 7 5 -1 77> k4t Citrix Secure Private Access &
SYURY—ERICEHRTIEIIC. ROLDAMUDIBSOJAI 0LV OTTIRRTY T RERICTIVEALE
ER

Registry: HKEY_LOCAL_MACHINE>SOFTWARE=>Citrix>Secure Access Client

e OJ1 > F /N :SecureAccessLoginScript #-1 7 REG_SZ
« OJ 77 XY 1T INR:SecureAccessLogoutScript %1 7 REG_SZ

D)= /—=kUVT7L 2R

« Citrix Secure Access for Windows U 1) —X ./ —
« macOS mi¥ Citrix Secure Access ) —X ./ —

o Citrix Secure Private Access J'J—X ./ —

TCP H—N\— UDP H—N—RAICFASNICIDR 7KL X

January 9, 2024

EIEE (L TCP/UDP #—N—DF#EH CIDRIP 7RLZERETEE£9, CNH5D IP 7 KL X%, DNS fRREFIC
EERDIP 7 RLRORDHDIC DNS BETHEINE T,

FRISNTWBFAEH CIDRIP 7 FL ROERIIROEED T,
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+ 10.0.0.0/8
+ 172.16.0.0/12
+ 192.168.0.0/16

paH
FHLIEIP ZRLIADPRDBDEFEELBEWVESICL TSIV,

« EEDYY—Z0OBFO TCP/UDP 77U — 3 VARICRES L IP 7 RL R,
« USATYRTIIDRY FT—IH TRy ko

T#E#H CIDRIP 7 F L ZDRTE

1. [BE]Z2Vv oL, [VO-—NILEE] 2OV v I LES,

Reserved Network Subnet for Secure Access Agent X

Designate an IP CIDR to hide the real address of the backend accessed through FQDN.

IPCIDR”

192.168.0.16/32

bout Reserved

2. 'Secure Access Agent DFAFEARY RhT—oH TRy k1 T, [BER] 20V woLET,
3. [IPCIDR] iCFSAR—KIP 7RLREBREZANDLET,
4, [R7] #oUv o LED,

FQDN Z IP 7 R L RICEM T 57D DNS 371 v o X

January 9, 2024

DNSH 74 v I RiF. IRTOIVRI—H—ICEAIN35O—/NILERETTY, Citrix Secure Private Access
H—E XD DNS %71 v RigeElE. UTORRICERTEEY,

« Citrix Secure Access 7517V b NwIITYRHY—N—ODNSH T v IXRX1>%EBMLT, 3
REBHR A VE (KA LE) ZRLEHHE X128 (FQDN) ICZIRTESL5I1ICLET,

o« HEEEMNIP7RLX (IPCIDR/IP&H) #ERALTCT7IUT—2aYaERETERLSICLET, Chick
D, TRIA—H—F. DNSH 71 v IR X120 T 25 FQDN #EBLT7 U r—>avic7o€
ATEBRLSICHDET,
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fee 2. ERLBH R X1 > & Tworkdayl #f@Rg 3 FIc. DNSH 71w X leitrix.nets fREIL TV
BBE. ARL—F 1 VIV ATLIFY T+ v U R Tcitrix.nety #BIIL. f@Rid Tworkday.citrix.nety 27D
E I

BHODNSH 71 v I/ RBRESTNTUVSIHE. DNSH T v I RIBNEBICBREINE T, 1L RE ROTF T«
v ZABBMINIcE LET,

e ".citrix.net"
e ", citrix.com"
« " xenserver.com"

I>Ra1—%—7h Tworkdayl EAAT B ARL—FT 1 I RTLIIRDIEFT FQDN ofgiRzHlAE T, 1
DD T4y IRATHNTBRLE BODTY T4 v I RIFAFY TEINEKT,

1. workday.citrix.net
2. workday.citrix.com
3. workday.xenserver.com

BE:

e DNSH 74 v I RXRETIH DNSH T 1 v/ e ZEA L TRESNIE R ANV Tr v I R E RN
IT22IC&E2TDH. 7747V MIRE2BHINTVWEVWR XA VEZZBATEERYT, T RI—H
—DNSHT4 v IRARXA>D FQDN IZT7 V2R T BICIF. BEELN T TV r—>avicIP7RL
Z. FQDN. F7ETAIRA—RRXAVERETIHREDNHD £, SHFMICOVWTE. T1—X 75—
2B DRI 4EBRBLTLIEI L,

« 2DODRBZTIUS—23> (LDIEFQDN. £5 12 IP7RLXT, £556FALNAYIIVER
B N—ITHST3) MRESNTVBEA. IP PRLRERDT IS —o 3 ORY S —HMBEIN
£, HMICOVTIE T21—XT—2fl) ORIV R 5EBBLTEIL,

lE=e e

o BEKNMNDNS BT v o XMeEZFERT 5IC1d. Secure Private Access 7 RNV X b+ TF 13
COBEERHIURETT,
o Citrix @EEF— LISELLT. DNSH T4 v I XEEET ST EBMC LTI L,

DNS 47«1 v O R%BMY BFH%

1. TSecure Private Accessy #1JILT. TE®] #UUvILET,
2. Secure Private Access DS > 74 I R=J T, I8&E1 20U wo L. IDNSH T v oR1 2OV wY
L&Y,

3. 'DNS Suffix 1 71 —JLRIZ. FRLBHBEZMATIEIICEBMITIBELNHEI Y T v I REANSILE
ER
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4. BEM] #2oUwv o LET,
BTy I RE BMSNEIEFICEOVWT—BRTINE T, EBERY 70 v I XZHIRIRBEETEEXT,

Settings

Application Domain Unsanctioned Websites Machine Based Authentication DNS suffix
DNS suffix
Suffix to be appended when resolving domain names that are not fully qualified
DNS suffix *
Enter...
(Max length = 127)
Total-3
ORDER SUFFIX ACTIONS
1 citrix.net Fod i
2 citrix.com Z I
3 Xenserver.com a Il
I1—R7—2DF!

BUFISERL T TV

o BIEENIP 7RFLX192.02.1 ZH5FHDORY FT—JHADII VICEIDETE LT
o« YYD FQDN(IP 7 KL 2$192.0.2.1 @) & Feitrix.net1x W5 K X > (f= & z1E.workday.citrix.net)

ICHDHET,
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DNSH# 74w oRCT7S

ERE

BEIEEIZDNS D 1wy
2% [citrix.nets IZ8BE
L. 2—4%—-1077tX
RUS—% TEFE]) ICERE
L7ZIP7RLZX
192.0.2.1 7 7 = {ERK
LEd,

EEEIIDNS BT rv s
Z% Tcitrix.nety IZR5E
L. FQDN
(workday.citrix.net) %
FERLTT7IUZER L.
A—H—10T77tEXK
Us—7% TEFa ICREL
£9,

g S R e i
IR

a—4— 14 f'workday.
ICEGELELSETHE.
FQDN %7 1w o ZiZ
I& Tcitrix.nety
(workday.citrix.net) #*
9. IP 7RLZRIF
192.0.2.1 ICRS &
To TTUNRETN TV
31— —1ICIF
192.0.2.1 AEFRIETNTL
3180 POEIADHFAS
n¥xd,
IRl
192.0.2.1 £7=13
workday.citrix.net %7
l& T'workdays n5
Workday 7 770+
ATEFY,

DNSH# 7« v o R=RE
LAawe. Tworkday) &
LU

fworkday.citrix.nets #&
HOT7 7 RIFEEFINE

ERS
a—%—14 TEER) I
BHLESETD

&, Tcitrix.nety OFEIC
f'workday) pMdE &9
(workday.citrix.net),
PP AVR R D7)
f'workday.citrix.net; ©
BRTh, 2—%—107
TEZR)S—H TE#FAE))
ICEREINTWVWS . T
> ka—#—i% Workday
W7 OEATEET,
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DNSH# 74w oRCT7S

[—]

1) & %E

EEEIFDNS Y7 rv o
2% Tcitrix.nets IZRE
L. DA1ILEA—F XA
> ™ citrix.nety %A

LTF77UZMERL. 21—
HF—1DT7IERRI>

—% T&Fal) ICREL £ TS

IVRIA—H—-—TUR
I X

FIvRI-H—iE
workday.citrix.net %7:-
l& Tworkdays n5
Workday 7 7Uic7 ot
ATEFY,

COIP7RLRATHRES
NTWBT7 T DRV
. 192.02.1 070t
AIIEEFINET,
a—H%—1H TEEH] IS
BHRLESETD

&. Tcitrix.nety OFXREIC
f'workdays HM3E 9
(workday.citrix.net),
FIVr—=arh

M citrix.nety THERS
n 1—%—-1077tX
RS —h TEFA) ICERE
TnTWacdH, Tk
—4'—|& Workday I 7
JEATEET,

Fr Iy Ra-H—(Z
workday.citrix.net %7
i& Tworkdays =fERL
T Workday ic7 02
TEFET,

COIP7RLRATHRES
NTWB37FUBEW:
. 192.02.1 070t
RFEFINE T,
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DNSH# 74w oRCT7S

U

BEIEEIZDNS D 1wy
2% Tcitrix.net; £ LT
RELEFT, A—H—11IC
¥, FQDN
(workday.citrix.net) %
7213192.0.2.1 07 71
F=avIFREINATL
FHAo

BEEIFDNSH 71wy
Z% Tcitrix.nety ¥ LT
BRELEY, IP7RLZX
192.0.2.1 o7 7 ZiBh
L. userl 7ot xR
v—% HER ICRELE
To I, RN
192.0.2.1 %3 FQDN
ZROROT7 )
(workday.citrix.net) %
EBmL. 2—4¥—-1077
TRRY—% TEFA] IS
HRELFT,

g S R e i
IR

a—4%— 14 f'workday.
ICEGELELSETHE. 7
17> & Tworkday
DY T4y I RIS
Fcitrix.nety %14

I+. Tworkday.citrix.netJ
7 192.0.2.1 LfRERL £
9o TeEL. A—H%—-11F
TI2AR—= =N~
(work-
day.citrix.net/192.0.2.1)
ICEGTI&EEA. N
i, 2—%—1n
192.0.2.1 F7=1&
workday.citrix.net 7
I *.citrix.net TERIh
TWBT7 TUDRW®,
I—H¥—-11T7T51R—
k—/N— (work-
day.citrix.net/192.0.2.1)
ICERTEEE A
a—#— 14" Tworkday.
ICEGELESET D

c. fcitrix.nety o4 7«
w2 21 Workday
(workday.citrix.net) iZ
O IP7RLZRIG
192.0.2.1 ICfERSNZF
9o 2L, 1P 192.0.2.1
TRESINTTVr—>
3> DRY > —h FQDN
SREINLT VI —2
IvEDBEEINDI
®. Workday A7+
AFEEINEF T,

d
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Citrix Workspace 7 7 %=1} L 7= Citrix Secure Access V517> bAD> VY
WA >7x>

January 9, 2024

Citrix Secure Access 7 51 7> biE. 9 TIC Citrix Workspace 7 7UZHTOJ 1Y LTVW3HBAE. 7—U R
R=ZAURLDOZ Y INGA VA V2T R—bTBESICHDE LT, ZD SSOEEEICE D EHOBEN BTN
3. A—H—TITIARVIVIPALELFT,

AR

« CitrixWorkspace 7 7V et F a7 7 IRV ZAT7 Y bOBEADTNARCA VA —ILINTVWEHE
HHOET,

+ Citrix Secure Access 7 5 7> hTEE SSO X179 3Ilid. 21— —h'&®#IC Citrix Workspace 7
IO 1Y LTWBRENHD X7,

7
YUY A A UEEIE. Citrix Workspace 77U TSN TS ATV XM TTOHYR— I M

F9, A—H—DBTFSATVIAMNTLIND I R T7ICOT 10> LT5E. SSO IEEZTENFHA. 2 —HF—IF
Citrix Secure Access 751 7> MIFEFITOS AV ITIHELRHD 9,

ZDOMIZ. Citrix Workspace 7 71) & Citrix Secure Access 7 54 7> bE®D SSO 7O0—%RLTWE T,

O User provides credential to
e i Citrix Workspace url,
example : test_url Citrix Workspace User authenticated
7 App to given url
Actor

A
SPA entitled store
Secure Acgess client, reqliests CWA
to get user login success status to| proceed with SSO

User allowed access
to TCP/UDP apps

Secure Access
client
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Windows DHREEH

o Citrix Workspace 7 7 /\—< 3 >- Citrix Workspace 22.10.5.14 (2210.5) L &
o Citrix Secure Access /N\—< 3 >-22.10.1.9 LIfg
« Citrix Secure Access Windows L ¥ X ~1J- CWASSO =59 3

SSO HEEIFT 7 4L F TIREMICHE > TVWET, COWEEZBEMICT BICIF. TV RA—HF—IIVITRDLI X b
DZxEEBMLED,

o LYZX MUZ-EnableCWASSO

o LYX MU/ -HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client
o LYRKNUAAF-REG_DWORD

e LYXMUME-1

BE.

Citrix Workspace 77U TOY VI I YA > F VA EEICHMLT 5O, TYRI-—F—DI> Ua2HiE
BT IBENHIZBENDBD T,

A—H—tyva>DRALT T

January 9, 2024

EBELHBICRY hT7—0 7971 ET 1B WEEIC. Web 771 & Citrix Secure Access 751 7> hh
— =ty aVERTIZEODZI LT MIEERETE £,

Citrix Secure Access 754 7> b Tid BBELIBRBICA—Y —TF7 I T ET 4 B RVESICEY S a v ERTT
% & 5IC Citrix Secure Access V517V bzl T2 HTEET, ol RELABEAIBATZI . 21—
—RRY NT—=IDT I T 1 ET 1 ICBFEE <. Citrix Secure Access 751 7> LTSt R TI £ 9,

Web 77U r—>a>H—N—DFA LTIk

1. [RE]>[21LT7TR]ICBEILE T,

2. [Web 7 7UH—N—D71RILEYSa>DEALTIR] T Web 77Uty a>%z271 RILIREICT
T ZHARE R e D BEAITEIRL £9, Secure Private Access —E X, v arh7a RILIKED
FEDFEE. COBEIRBLIEBICEYYa Y ERKRTLED,

RAERREIE 1 B, SREREIE 168 BEITY, 774 /L MEK 2 KT,
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1

Web App Timeouts

Web App Server ldle Session Timeout

SPA disconnects all web app connections if no network activity is detected for the specified interval.

Hours Minutes

0 @ | & Edit

Citrix

Secure Access VSA1 7V DEALT I

Citrix Secure Access V517> MIIIRDEZALT 7 R ERETTE T,

s USATUNET T AT
o BBHZAILTTU N

1. [BE]>[21LT7TR]ICEBBILETD,

Secure Access Agent Timeouts
Client Inactivity Timeout Enabled
Citrix Secure Access agent terminates an idle session if there is no user activity, such as from the mouse, keyboard, or touch for the specified interval
Hours Minutes
50 o @ | & Edt
Forced Timeout Disabled CB
SPA disconnects the session after the timeout interval elapses regardless of what the user is doing.

2. [Secure Access Agent D21 L7 ] T, BETZ2M LTV bOHBEERBE SBEUTERLES,

o USAT YT OT AT RAA LTI M RELIHBICI—H—T o571 ET ¢ (NIRFfIFF—R
— R) B WEAIC. Citrix Secure Access 7517 Y bty a v ERT TR ETORE, COF
T2 aviET I I B TIEENCHR >TVWET, RELEFALT T MABZBERAT3ICIE. FTILXR
1Y F2FERLTA T a>ZzBMITIRELRBHDET, L. REZHRELIETRIILAAY
FZENNLTH, IFAT7MIFALTIMZRBLEE A

RAERMBIZ5 9. RREMBIZ 168 KM TY, T 74/l MEIZ 8 KETY,

e BHEIZA LTI A—H =Ry bT—UDT VT 1 EFT 1 ICEFRE . Citrix Secure Access 75
AT DY a VB BT ITZETORME. COATSaViET 74 ETIREMICA>TUVWET,
BRELAALTY FMEEZERT2ICIE. MRy FRFERLTA T a > z2EMITIHED
HDET, el BREERELEBTR LRI Y FZENILTH. VA7V MIFALT TR
ZHEL EHEA.
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Ty g ETO 15 FEICEBRMA vy E—IhRRINET,
IR 1 BE. RREBIE 168 FEITY, 774 /L MBIk 168 BT,
E:

CNSDREZEHBEMICT L. RDZA LT MEEHIEET 2. 1—F—#EGIFFACoNE T,

HLWFOI2ERRIS—TL—LT—IADT TUEXa) T8l 7oEIRY S
— DT

January 9, 2024

Citrix IZ. #RTO7 UV Tr—a>y 70 X0EMUICEEEZMZ E L. UENE. 77X EBMITBICIE.
Va4 —RO [7TVr—2a3Y] > [FTIHTRISAN-] o a>Tca—H—i3da—H¥—JIL—TIc7
TVr—23> a2 ITRISATTIRELHBDE LT, S 7TV Tr—23a> A ADOT7I0EAZEFHICTBITIE
LD L1 DDTIVERRIS—DBRETT, RUS—%ZERT I I—HF—FE I —T0EMEIE. 21—
=TTV —=2a A ADT I EREHAT B OICH L IRNIBEZRHTT, $#FMICOVTE T7 722K o —
DIERL) ZBRL T T,
e 77V —2avElo Mg nict*al7o1 B2 a3V3EBEShE L, 7O/EARUS—H 51
E—rITSOHTT IV EZRCBREOFHMA 7> a VMR T Uy TR—RHIR. 47 >0— RHIBR. EDRIFIR
BEOZTHEIVEF 2 FTAFIHEZBERATEIEZELSICADE LT TOXBICELD, I—H—Fa1—H—. FAA.
TNAR WNZAVBEDAVTHEFAMIBOVWTCEGEEF 2 T ZBUTE T,
TZVDEF2VTFAHHETIOECRRIS—2HLWTIERRIS—TL—LT7—DIIB%TL. 7TUr—>3
YTORRADE TR LEEET B DI, Citrix BREATEZMI £ LT, TOHER. RUS—UIMIRD
SOBEENMMIOSNZEDHD X,

s MILWRUS—DMERShELT:

¢ 1 DORUS—HEHROR) O—IZHEIND

« L7414 voR<System generated policy - App name>hMFWWizRU>—F

7

IV —FEZTIL—THEMTNhTVEWNEE. ILLWRUS—RBERThEE A

RORIC, BEOMEZTRLET,
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HLZRELTWES

BIhlictxa VT ZREDOBWT T

o) T FEMRELITNLT T

Tty rMEEOTIERRY S —

A—HY—FRBEITIN—TOEBRZLDOTIEZIRY S —

Then -

MEFHCLTA—Y - I IL—TZECHLWVWERU >
—MMESNE T, I —FLBFITIL—-TIT7IoEX
RUS—DBIRELET, 72 a>h [ ToeR%ESH
A ICRESINE T,

BEREFHELTA—Y - I L—TZ2ECHLWVWERU >
—PMERTNE T, - —-FLEITIN—-TFRBT7IEX
RUS—DBIRELET. 7o avid [FIRASTH
A ICRESINTVWE T, LA LT T LRILD
TFRAVTAHZFHICEDTET, WBT2EFaUTr
HIRIZ. RS —OERRISERINE Y, BITIhi
RS —ilid. <System generated policy

- App name>2WS LT« v I XBMIETEY,

RUS—TA—HTIN—TEHENTTISBRIhTWVWS
BEIE. WLLWRUS—HZ0FEMERIN. WETS
TFRAVFTAEZERTVEY MZEDSWTTIEZRY
S—TERTINZEY,

A—HY—FRBFBIN-TFRBTIVIITIERXTERHD
NEZHETH DD, BROT VIS L TERIN
12QRI)D—F. PTIVILCICERZA—H—F7IF
TI—THEENZ ML H DD B/BEDOKR) > —
ICRBISNBLSICHBDF Lo A—H—FFTIL—
TR T7IERARI—DSRELET, RUP—TLIC.
A—H—FBFIIN-THPUEZFHL L TREINE T,

ROEIE. 7L 71 vy XL<System generated policy - App name>HMtWfeH > FILKR) S —F

ZERLTVETD,

Access policies

O =z System generated policy-Cnet w ES

0O 22 System generated policy-Cnn w ES basic & advanced

O 23 System generated policy -Foxnews w ES basic + advanced + redirectSBS
O 24 System generated policy -NFL -ES Basic SBS -Override Preset 2

O o5 System generated policy -Nytimes w redirectSBS

O 26 System generated policy - Usatoday w ES basic-Override Preset 3

Create policy

STATUS MODIFIED
@ 22/04/2022
22/04/2022
22/04/2022
22/04/2022
22/04/2022
22/04/2022
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RO, EHRORY S —IZREETNE—DR) > —DflZRLTUWET,

Access palicies

18] Dstetn
o

O Polizy ESPY -ulg-Preset 1

= 0O 2 *olioy HFL-uig deskiop gac-us-prasats
Q s Selicy Usatoday -ulg- Praset 3
0 s Polizy WP -deskiop geo-us - 5B5 praset 4

Friley Rautars- MFL nep -Lige - 585

O s Pelicy ESPH NFL WP Reulers Cilrix-dasklop geo-us -presel | 555
a - Prlicy ESPH NFL WP Reuters Citrix- coskiop goa-us -presct 1§85 2
: a8 Pollzy ESPN NFL WP Rauters Citrix-daskiop geo-us -praset 1585 3

a Policy ESPN NFL WP Reuters Citriz-deskiop geo-us -presel | 85 4

: 0O w© Prlizy Medium Mo ES-ulg-nl -Preset 1

TYTL—bEERLIET T DRE

January 9, 2024

ABAAABBAAA:

MODIFIED

22/04/2022

EETEREl )

2204/2022

2204/2022

BRI

22/04/2022

@420z

20402

22042022

221042022

Secure Private Access —EXTOI Y F I > A IC& B SaaS 77 oiEgIx. —RkM%4 SaaS 77U D
FYIL—hURLETOEY 320 J B L THBLINE T, BETS SaaS 77UEUR M SBIRTE &

ERS

TUFL—bICR TIUT =2 3V ORRICBEBRIBERORBDODHSHCOANNINTUVET, LEL. BEE

BOBRIISISHIRETIHNENHD T,
e

KDL a>TlE TUFL—r2FERLTT7 ) ZEBRE LUV RET B 7oHIC. Secure Private Access
Y—ERXRTERITTRFIEEZTRLET, 77V —2 a3 b —N—TRITITI3ERFIEICOVTIE. "otEos>

a > TCHALET,

TUTL—bFERLTT ) 2BEE LUV RHAT S

r'Secure Private Access | #1JLT. Mg®E) #7UvyoLET,

1 [#&7]zoVy oL [TTUZEBM 20y LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

118



Citrix Secure Private Access

2.

3.

b=
[T REVIE. Do P —REND THERTIBEICOARTINET, ZORDERTIE. [7FUT
—a V| R=JICEEBHLT. [7TUREMN V)Y ITEET,

[FYTL—bDBEIR] VX NTHERT BT TUEERL. [AAN]lZIVv I LET,

[77UDHME] Eo o avikOFRAENAL. [RE]lZ2 Vv I LET,
FIVE—FFUr— 3> D&iH,

TTUDHE -7 T OFEARE, CZICAATB DRI, T—IAR—ADA—H—ICRRTNET,
FIIVTFAAY—[FAAVDEE]| 7V I LT PIIFPAAVEEELET, P4V T71ILOYA
X3 128x 128 BV EILICTBRELRHD XY, 7TAAVEZTBELAEWEE. T 74N EOT71OVHRRT
nxd,

FTIVTAAVERTLIESCBRWVWESIF. 12— =7 FVr—2a3> 70V %RA LAV BFBIRLE
ERS

URL —EEID #&8T URL, 2—%—IZZ D URLICUAIL I FEINET,

-SSO BRBLF-Ba. £k
-SSO #ERALAVA T a UHEIRINTULBIGA.

BEEDRXAVBEAREII—R XLV ID-BEEDORXM>EL IDIE. SAMLSSO R—T7 77U @ URL
EEDMDEED URL Z1ER T B DICERATINE T,

fzr zI. Salesforce 77U —2 3V %BMY 3358, KX v&lFsalesforceformyorg. ID A
123754 oipE&. 77 ) —>a>» URLidhttps: //salesforceformyorg.my.salesforce
.com/?s0=123754.T%¢

BEEORAMVBRLBEZEID 70 —ILRIE BEDOT7 FVICEBTY,

BER XA Y—EE L7 URLICEDWVWT, BERXAVHABEINICANTNE T, BERXM VI T—EX
M TTVO—EE LTURLZHAL. ENICIHLC TS T v I Z2I—T4 VT 9B3DICKRIEET, 8
BOBERXAVZEBINTEET,

TAAY—[TAAVOEE| 20Uy I LT FIVTPAAVEZELET, PAAVT71ILOH 1 XE
128x 128 EVEIICTBREDNHD FY, 7AAVEEELAWES. TIAILMOTAAVHRRREINE
ERS
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/N App details

Where is the application?

© Qutside my corporate network

Inside my corporate network

Tell us a little more about this application.

Mame

Aha

Customer domain name
Enter domain name to be used in URL

URL #
https://<your-organization=.aha.io

Related Domains * ]f_ﬂ
* .
.aha.io

Add another related domain

1
Aha! Change icon (128 kb max, PNG)

Description

Product roadmap and marketing planning tool to
build products and launch campaigns.

4, ko SAML otz [V I W1 AV woavicNAL, [REl 22Uy o LET,
FH—=23>YURL—F7 V5= a3 RVA—DRMTS SaaS 7S ) r—>a > SAML 74— 3>
URL, SAML 7H#—> 3 >id. TO URLICEFEINET,

Relay State —Relay State /X5 X—&—|. 2—H—HH 1> o Y L TEEEEFNBED 7z TL—> 3>
B—N—IEETNRBICTIVERTIHED) Y — A =BT 2HDICERINE T, UL —REIF. 21—
HFO1DO2DURLZEMLEFT, I—H—IF&. COURLZIV YOI LT, =Sy 75— >icayd
FTTEET,

WERE-—TH—2 3> ORREAZH—EITONTIH—,

ZRIID - R— b IhTWVWEI—HF—DT7+—<v ba21 T,
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Z81 ID — 21— -2 1 TDORHF,

A\ Single sign on

Which single sign on type would you like to use for your SaaS app setup?

‘ SAML Don't use SSO

° p—

Sign Assertion ‘ What does this form do?

Assertion W This form generates the XML needed for the application's SAML request.

https://mycompanysalesforce.com/login/callb

Relay State

Assertion URL * ‘
https://mycompanysalesforce.com ‘

Audience
https://mycompanysalesforce.com/saml/<youl

Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using SAML to

outline the information needed here.

SAML Metadata

Provide this metadata to your Service Provider (application)

https://gwaasdev.mgmt.netscalergatewaydev.net/idp/saml/illn6adi99yg/1574e9c5-cc3e-4564-

hEamu"lD.;coi:m“ v ‘ 8d4c-a956c712tb88/idp_metadata.xml
mail ress
Name D * Login URL
Email ~ ‘
https://: scte.net: dev.net/ngs/ilip6adi99yg/saml/login?

D Co
APPID=1574e9¢5-cc3e-4564-8d4c-a956c712fb88 o

D Launch the app using the specified URL (SP initiated)

Certificate

Select download type
Download

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in
the Saa$S vendor.

Advanced attributes (optional)

Attribute Format Attribute Value

Attribute Name ‘

Add another attribute

Save

A

SSO ZEAL AWV AT a>zERI B, 2—H—R [ TFUDHM] o> a>TERIN URLICY
d1LI RENET,

5. [SAML X 27 =21 ODTFDU >0 %I )y I LT XEF—2T7 7 )L2do>vO-RL&EY, 4U>0O—
RLIEXEZT—2T7 7 LefERALT. SaaS 77U —/N—TSSO #mH L £,

pE

« TOJ1>URL; O F»SSOOJr>URLEZIE—L. COURL% SaaS 7 7 r—>3>%—Nn
— TSSO Z#BM TR FICFERATTXT,
o AIBAEO—ENSHAZEE AU O— KL, SaaS 7 AU r—> 3 > —/N—TSSO % T &
ICERREZFER T2 b TEXT,
6. AAN] ZoUwoLET
7. R X+>% Citrix ConneConnector Appliance 7t L THMBE 72 IdRBTIL—T 1 VI TIRBELH 35S
W& T7 7= a g 2o>a>yT 7TV r—2a>OBERXI VDI —T1 VI 2EELET,
FLL I TSaaS & Web 7 7V OmADEER X1 VAR LB EICREERRT Z2ODIN—F 0 VT FT—
T ZBRLTLLEI W,
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v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains

Type Resource Location

Internal vV ] { aaa2 \/ e

Connector status
Detect | Install Gateway Connector | Install
Only 1 Connector is up. Connector Appliance

Domains

Type

External A4

8. T=T1 Z#VUwILET,

[RT]Z2VUwoTBRe. PXUr—oa v [7FUr—vayv]R=—JiICEBNMEnES, 7FUTr—>3
VEBRLIEBT. PIVTr—o 3 R—SUHST7 U —2 a e REEHIZERTEIEYT, 207HICIE
TTUVDEBESRE>E I )y I L. TRICKRLELTTZOa Yy ERRLED,
o [7FUH— 3 EiRE]
o HiBx
p=H
A—H—ICP FUADT I XEZHTTBICIE. BEENT VLIRS —%2ERTEIRERHDET, 77

TR =TIk EEELNTTVDOMEEZEML. €FaVTs Y FO—-ILZRELE T, FMAICDOVT
i 702KV —DfER1 2BRL TSI L,

SaaS 7 U —N—RBEBDHERK

January 9, 2024

U 7> 7L— b Z2ERALTTY TV —N—EEORRICEITZHI L AD BB R Fa XY bAD) YT T,
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Q Full access

Full access allows administrators management control of Citrix Cloud and its services, as
well as adding or removing other administrators.

@ Custom access
Switching to custom access will remove management access to certain services.

Custom access allows you to determine exactly which part of Citrix Cloud your
administrators can manage.

Select all

[]

|:| Full Access Administrator (Technical Preview)

d I:l Read Only Administrator (Technical Preview)

Please select at least one role

Cancel
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) testsaa:

10000ft's high-leve
software helps tear
insight they need t

1 Subscribers

3. [FE]ZEVVYILET,
« ViewApp: =

Click Finish once you're finished editing your app.
/N App details

Tell us a little more about this application.
Name.
-

URL
———

= |

v Enhanced security

v/ Web app connectivity

Manage Subscribers

Edit

View

Delete
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Logging and Troubleshooting
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Filters Clear Al
sTaTUS User-Name ="User” ‘ Last 1 Week v
O Success
O Faitre
tothe first 1000 record: for Export to CSV format
CATEGORY
O LoginiLogoff e cATEGORY useR NAvE apevee TRANSACTION D rocove sarus
O App Enumeration
& oo hccoss o~ 202311.0814:0325 App Access fheasalocal web CI061d79-6b1d-4bd7-9827-6303cba3azb2  N/A ® Success
e App Access @
O web
O sess Time: 20231103 14:03:25 Info code: N/A
OTer Category: App Access Description:
O uop User name: fh@aaalocal Transaction ID: CI0bfd79-6b1d-4bd7-9827-5303eb43aab2
Application name: 1P20_BasicSSO Application FQDN: autosctedovbasic.aaa local
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« BEEHTTUT—ay

1. FEF=2aoRAVT, [FOEVRRIS=]#DUw I L. [RUS—DER]| 20U v I LET,

@ Overvion

A\ There are no access policies configured.

About access policies

THTOA—HDIFEE. [ 7oEXKRU— (Access Policies) | 5> F« VI R=JICIFR) O —HRRS

NEEA, RUP—Z2ERT S, CTIL—BRTINET,

2. RUL—BeRUL—DHBZEANNILET,

> with one or more conditions to enable context-based secure access to

-

3.7V r—=2a>) T, CORIVS—%=2BRAITIZIBELNHZ T TUERIEBT IOy bEERLET,

4, "CreateRule] #0)wv o LT, RUS—DIL—ILEZERLET,

Policy name *

Policy Service Now ‘

Policy description

Enable access with restriction

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

‘ Q st X DS uffcTasing X (" select application )

Policy rules
Access policy rules are enforced based on the priority

‘Q Search for a rule ‘

Priority Order Rule Name
No rows found
Page 1  of0

Enable policy on save

(" cancel )

Action

10rows v/

5. L=ILBCI—IOBEAEHBFENALT. [AA]EZUYILET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

146


https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-1-set-up-identity-and-authentication
en-us/citrix-secure-private-access/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-2-add-and-manage-applications

Citrix Secure Private Access

Step 1: Rule details

(1) Rule details
Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
e Actions Rule name *
‘ Allow with restrictions ‘
(4) Summary ' g

Rule description

I Enable access with restrictions I

I:_’ Cancel \_] m
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Step 2: Conditions
"4 Rule details

Rule Scope
(2) Conditions ) .
Select the rule scope from the following options.
e Actions @® User
applicable to bath HTTR/HTTPS and TCP/UDP apps
(O Machine
(4) Summary Applicable to anly TCP/UDP apps
User*
Matches any of N ‘ ‘ Select a domain N ‘ ‘ Domain Admins X N

() Add condition

( cancet ) ( Back ) m

7. (F723Y) AVFFA MBSV TEROSHEBMT 3ICE. T+ 200w o LET,

AVFERNMIEDVWTEGZEBIMT 3. TOEHICAND BENERASN. Users* Ao 3>nd1rF
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+ DevicePosture F v/ — 7 U —>aUICTFIERTBEHICI—HF—TNA IABBEBLAEITH
BB VWEHEREIRLE T,
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D& E— TSI TRELC D, Citrix Secure Browser TH ' ZIEETBREHTEFET,

+ TCP/UDP 72X Tld. UTFZERTT X7,

- 7UER%ZHFH
- VO R%ZES

Step 3: Action
V4 Rule details

Action for HTTP/HTTPS apps *

4 Conditions
O Allow access
@ Allow access with restrictions
(3) Actions
(O Deny access
o Summary Available security restrictions:
Restrict clipboard access (7) [0 pisplay watermark (7)
[ Restrict printing (7) ’Resmct key logging (7)
([ Restrict downloads (7) ([ *Restrict screen capture (3)
[ Restrict uploads (?] *Applicable to Citrix Workspace desktop clients only.

Advanced options:

Open in remote browser (7)

Action for TCP/UDP Apps *
O Allow access

@ Deny access

./ B "\_‘ ._/' "\_.
| Cancel ) | Back )
N S A A
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10. DRA] 220w o LET. THE] =R, KU —OFHBEIRTINET,

11, #zBABLT[RT] 22 UvILET,

"9 Rule details

V4 Conditions
"9 Actions
(4) Summary

.x.- -.\.
| Cancel )
A v

Step 4: Summary view

Selected applications for this rule

DNS Suffix Testing BitBucket

Rule details

Rule name: Allow with restrictions
Description: Enable access with restrictions
Conditions
User: Domain Admins
Actions
For HTTP/HTTPS apps: Allow access with restrictions ~ Restrictcliphoard access
For TCP/UDP apps: Deny access

*Restrict key logging

./.- -.\.
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Policy rules

Access policy rules are enforced based on the priority

‘ Q Search for arule

Priority Order Rule Mame Rule Scope
1 AllowAccesswithRestriction- User
2 AllowAccess-1 User

BRIBGRIOFIIC & B IL—IL OFF:
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Action for HTTP/HTTPS apps *
Allow access
@ Allow access with restrictions

Deny access

Available security restrictions:

Restrict clipboard access (7) Display watermark (7)

Restrict printing (7) *Restrict key logging (7)

Restrict downloads (7) *Restrict screen capture (7)

Restrict uploads {3} *Applicable to Citrix Workspace desktop clients only.

Advanced options:

Open in remote browser (7)
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« ENmIOHIRR: Citrix Enterprise Browser AH 5 OENRI#EEZ B\ANIC L £ 9,

e AUO—RZHIRTZ: A—HF—DT7FUVANSHTIVO—RTIHEVELSICLET,

e Py 7O—RZEFIRTZ: - —HAF7TURTT Yy TO—RTIHRVLSICLET,

s VA—H—N— VKRR A-H—DEEICVA—F—~X—J%ZKnL. A—HY—-OI>>Da1—-HF—-FLIP
TRLRERRLET,

e F—OFXVJOFIR: F—OH—HSFRELET, YD1 —-BNRT—-RFREERLTTZFVICO
TJHULELSETBE. TRTOF—DAF—OH—THESKIIhEzT, o I—HF-—DBF7FUTRITITSY
RTDTITAETqE F—OFVIHSFEINET, 7z xid. Office 365 D7 7V FER) > —h'F
McH > TWT, 2—H—H' Office 365 ® Word XEZHELIBE. IRTOF—I ~O—2FF—0OH
—THRSkINnEz7,

s BEF VY IFvELRT I BEF Y IFy OIS LERLR T IVOVWTNAEFEHEL CEBEEF v /F v
THAWEEEMILET, I—F—DEEZF v IFrLLS5TIL. THOBEDPFv FFrEnixd,

TNARCEDILKTETT14TT7I€R

A—H—BRF7FVT—=a 798 RTB3TSv R TA—L (ENAILTNARERIFITRO by A Ea—42
=) IKEDVWTERET7IVEARI S —2BRT 3ICIE. TEROIIL—IILEZEOBERE T I RR) o —D1ER 1 F
IBICREV. ROEEETVET,

e TRF w72 &) R—=UT, TE&GEEEIM 22Uy ILET,
e [FROLY T EHB[ENAITNAR] ZBIRLE T,
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e RUS—BEZTTLET,
) Step 2: Conditions
0 Rule details
Rule Scope
@) Conditions ) .
Select the rule scope from the following options.
CS) Actions ® User
Applicable to both HTTR/HTTPS and TCP/UDP apps
Machine
@ Summary Applicable to only TCF/UDP apps
User*
‘ Matches any of N ‘ aaa.local A ‘ ‘ admin AV
AND
‘ Desktop N ‘ @
(¥) Add condition
(" cancel ) (" Back ) m

BICEDLK 7RI T4 TT70€R

BEEIX. - —DT7FTUVT—2avVICT7IEALTWBRBFRICESWT, 727707 70ERRU S —%RE
TEFEd, O7r—>avid, A—4Y—DB77V 45— a3 Iil77€8XLTWBEE I I—Y—0Ry =207
—23>TY. Zv rIT—UDBFFRIE. IP FRLAEHAFIFH TRy F 7 RLRAEFRALTEEREINE T,

O —>avIlBESWTTFETTa I T7IRARI O —%2BETBICIF. UTOEREEMZ - [EHDIL—ILEED
TETT4TT7OEAR) o —D1ER] FIBZFEARL TSIV,

e TRFT Y2 &) R=DT, T&H=EM 20Uy I LET,

o UBBER] FRF[**xyro—oO7—>a3> ™

| ZZBRLE TS

s BERODAOT—>arERBRY bT7—o07—2aryERELTVBRHEIR. EHICRCTROVWT D

ZERLEY,

- (Rowghhic—8] —HEBENUBEIERy FT—JBL. T—IR—ITERINTL SR
UBXEIERY FT—JHBOVTNHINI—BLEFT,
- WFNICHD—H LBV HIBEMUERERY FT—JUEN T—ER—XITEH I N TV 5 HIE

UBEERy FT—VBE—HL EHA.

pe ¢

- Geo-location 2 RT3, 21— —DEETIP 7V RLZDPET—EZR—XD IP 7 R L X TiH#iS
NEFT, I—H—DIP 7RLIADNRUS—ROBEICY Y TTINTWVBIBE. RUP—DERHINE T,
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EA—HLBWVHE. COBERRIS—RIAFyTIN ROTAT T4 TR —HHEINET,

- [#yrD—2O7—23Y]Tid. BEORY FO—oO7—> 3> EERTZD. 2y cO—o0O7

—>aVEERTEET, IiLLrRy bT—oO -2 a3V EERTBICNE. [Ry bD—205—> 3
COER]| EOV YO LET,

- Citrix Cloud > Citrix Workspace > 7 ot XA > 7R I 54 T 7O RANS TR T T4 T 72N

BB ->TVWB I ERIBLTLLET WV, 5 THRVWESEIE. OV —> 3> 2 JZEBMTE EHE A

HHICOWTUE, T74 7T 708X =EGMT51 #BBLTLIETIL,

- CitrixCloud a>V—ih 53y hT—U DIFFREERT B L HTEF E 9, ##L <. ICitrix Cloud

Ty b= DEFROER) ZBRLTIET L,

¥4 Rule details

Conditions

Actions

Summary

[ Cancel ‘_:I

Step 2: Conditions

Rule Scope

Select the rule scope from the following options.

@ User

Applicable to both HTTR/HTTPS and TCP/UDP apps

Machine
Applicable to only TCP/UDF apps

User*

‘ Matches any of N ‘ aaa.local AV ‘ ‘ admin N
AND
‘ Network location N ‘ ‘ Matches any of N ‘ ‘ santa_clara N ‘

(¥) Add condition

©

® Create network location

e RUS—REZTTLET

FNARADRRAFYICEILKTETIFT4 T 7R

Device Posture 27 %R L T7 Ut X &% 38%]9 3 & 5IC Secure Private Access H—EXZRETET X9,
Device Posture #iFICT /N1 2OOT 1 DA IND E. ZDT/NA AISEMF /- 1FIEEME L THETEF
o CDIEHIE. Citrix DaaS #— & & & Citrix Secure Private Access —E X4 J « L TR, TN

AZADREICEDVWTOAVTF RNV RZ R TZOICERINE T,

Device Posture +—E X Ds#4AIC DWW TlE. Device Posture)] #8BL T T L,

Device Posture ICEDWTCTFA TT4 T7 IV ERAR) O —%BETBICIE. THERDOIL—ILE2ECT7ETT4 T 70

TR —DER) OFIEICHEL . MTOEEZMR Y.
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e [ZRF7 w20 &) R—=DT, T&MHZEM 20Uy LFET,
e FOYTHAIIAZa—D5 [TRAREEF v U] & [HRER] ZFRLE T,
o NAZALBTIZROVWTNDDEEANILET:
- BEP-EHRT N XA
- JEEEML-EEHLT N R
=
FINA RDEE T OEXIE. HIFCHBA LD LERUAE. DEDBEXFEAXF (Compliant). k%

#i (Compliant) TAHNTZHRERHD T, T35 LAHBVE. TNATRDEF 1) FREHR) O—HE
HLAEEDICHEEL £t A

) Step 2: Conditions
o Rule details

Rule Scope

(:2) Conditions ) .
Select the rule scope from the following options.

<3> Actions @® User
Applicable to both HTTR/HTTPS and TCP/UDP apps
(O Machine

@ Summary Applicable to only TCR/UDP apps
User*

‘ Matches any of N ‘ aaa.local AV ‘ ‘ admin S ‘
AND
‘ Device posture check ™./ ‘ ‘ Matches all of N ‘ ‘ Compliant NS ‘ @

() Add condition

I/" "\‘ ‘/ B "\I
| Cancel | l Back |
. A A S

A—H—URIRAATICEILKTE T« T 71X
B3

C OiEEIE. BBEN Security Analytics T4 MLXY b EF > TVRBEICOAERTEE T,

A-—HF—DVRIRATIF. EEROI—HF—T I T4 ETICBAETZ XV ZHAMTBHOIAT I VIS RT
LTY, VRIHERFR. BOLVWERBONEZ I —TIT70ET % HBICEFT1) T LOBEZS X 5F6E
MOBHZ1—F—TITAETAICEIDHETOSNEY, URIVEBEZ. 21— —OTHHEENSBEBE LI IICH
UA—ShEY, FUIIERICIE 1 2UELEOVRIVERZEEMFTZIEHTEET, Cns50U RIVER.
A—HF—ARYOEBEORBEZHMTZDICKRIEET, URIEBREZNICEAET SV X IVERIF. 21— —D
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DZOZAT7%ERELET, VRV AATIIEHENICHEIN. 7023 > VRIXAAT7OEHOBICISEED H
DEd, s2L <& ICitrix 2—H—1 X U518 Z8BLTLEIL,

JROZRATZECERET /LIRS —ZRETBICE. UTOEEZMACERDIL—ILzETERET 7t
ARV —DEFIEZERAL TET WL,

e IRTYy S 2: &) R—=DUT. T&H%ZEMN Z0)v o LEFET,
o [I—H—URIZOAT] ZFERL. RICURIEHEERLET,
- CASH—EZXHDSRELEIUEY b2

* £ 1-69
* ST 7L 70-89
* = 90—-100

:

DZIZOA7H0DHE. VAIZLANIL HE) CIFRAEThEE A

- LEWMEDESE

* REDAKIL. FFFELWL
* REDNMTVHFELWV

- BEOHEH

* B

o Step 2: Conditions

Rule details

Rule Scope

(2) Conditions ) .
Select the rule scope from the following options.

CS) Actions @® User
Applicable to both HTTR/HTTPS and TCP/UDP apps
O Machine
@ Summary Applicable to only TCF/UDP apps
User*

‘ Matches any of N ‘ aaa.local S ‘ ‘ admin N
AND
‘ User risk score N ‘ ‘ LOW (0-69) AV ‘ @

@ Add condition

s Ve ™
| Cancel | ( Back ] m

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 155


https://docs.citrix.com/ja-jp/security-analytics/risk-indicators.html
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-3-configure-an-access-policy-with-multiple-rules
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/admin-guided-workflow-for-easy-onboarding-and-setup.html#step-3-configure-an-access-policy-with-multiple-rules

Citrix Secure Private Access

BICEABER XA VICERATSZ IV TV b Z2BRTZEHDDIL—bT—T )L

January 9, 2024

Citrix Secure Private Access t—EXDT7 TV —2 3>y R XA UHEEICK D, BEHIE. BETZ 7 IUTr—>
AVORXAVEARI AT IS4 TR EN LT EISREBTIL—FT 4 VI TEBESICTBRIL—FTo>0%
RETETET,

BEEH SaaS 7S cAES Web 77U O@mA TRILEER X1 V2 RELTWVWB L LET,

f-x Z &, Okta #* Salesforce (SaaS 77U s —> 3>) v Jira (W& Web 77U —> 3 >) omA D SAML
IdP TH3BE. P RTLEBEIEEAD T I r—>a>YORETx. okta. cOmEEER X1V LTRET
TFET, CHUTKD. BEDPREL. TVRI—F—IZIFT—BEROLBVEENEELE T, COPFUA TR, EE
BRERICRLT. NS0 7 U r—>2a3> 2R 037 7247 X2 LTIMBEIEARBICINL—Tr 2T
BIL—IIZEETETET,

TTVr—oay RXA UEEEICE D, BEEIZ. BEDO Web 7OF > —N—% /N1 /XA L THE Web 4r—n
—ICT7 I ERTBELSICARIEZTTISAT UV RAZEBRTBEDHTEET. CNOSDNANRRY D —E LRI
Connector Appliance NSCLI <Y FERITL TFHTHREINA TV E LT

= bT—=TILORHEA

BEEE. FF T v I TO-DERAZAICIELT. 77UDIL— 4+ 7% Connector Appliance &mB TIME.
RE. FLIFIMBELTERTEET,

[MR]: RS T v oldM o E—3y MIEERNED,
o RE— kS 7 v oiE Connector Appliance 2= &EHL THRNE I,

- Web 77UDBE. b7y IR T—2EVEZ—AERNET,
- SaaS 77— a>oizé. b3 71 v oid Connector Appliance YL THy b7 —9MIIL—
TaAITEINETS,

s RE—TOFSENANRTBZ-FAAY ST v Pid ARITETTZAT7 A LTEBRINIEEERD
Web 7O > % /N1 /XX L T. Citrix Cloud Connector Appliance 8L TIL—F 1 > I Ih %7,

o ARV ABHDING -7 TV —> 3 VIFIMBTTH. bF 71 v 2Id Connector Appliance #H L TN
Y RT—=TICRNBZRBENHD FT,

e L=bhIYRUIE PTUTERINTVREF 2T RUS—ICIIRELEE A
s BEENIL-FT—TIAOIY NI ZFERTBZFENBVISE. FREWBTZTTUNBRLILLS
DICEMELBWSE. BEZRIV M) ZHRT2DOTIER, BMICEMICTZIEHTEE T,
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c BEDHREAI—DITRTOARIRZTTSATIRICIFE. ZFFUr— g o@EICEFRR, SSO
RENBRHINE T, LFEIEZ. HED7 7D SSO KZEIX) Y —XDIGRICEERMIFSENTUVWE LT

XA VI—=bT—=TIL

XA I)L—bkF—7)LICIE. [ Secure Private Access | 1 ILH ST ATEIE T,

1. CitrixCloud 7Aoo > ricagd4>LFEY,
2. TSecure Private Access) #1JLT. (& #0J)wvILET,
3. TEX =2 RAVT, [BRE]IZ IV I LET, [TIVTr—2a3 Y RXA V] R=IDBRRINET,

Settings

1@ Overview
Dashboard
Application Domain Browser Extension settings  Certificate Store Wb Filtering
Identity & Authentication
3 Applications
FooNIP Tvee RESOURCE LOCATION status CoMMENTS ACTIONS
@ Access Policies
nnnnnnn ‘ . «
|®‘3 Setting:
‘‘‘‘‘‘‘ ‘ . %
: - x
eeeeeeee 1 X
‘‘‘‘‘‘‘ ‘ . %
yueapp.com internal as2 X
haio  extema 1 X
yueshaio  extema L X
isdfiwe.cods.com external X
“isdfiwecodscom  extema 1 X

XA V= b F=TIICIE. ROFINKRRINET,
« FQDN/IP: bS5 74w I—FT a4 >0 D21 THRETS FQDN £7#IZIP 7KL X,
o AT T TIOTEE, 77 OBMEFISER LRI, SN ** FAFHMNBREBHO IR 2 ZR, T
EEiH
Y7V 0 D H3%E. T—TIROETICT S TAAUDRIRINE T, BREZHRRT BICIE
7

— b
EBEYZATROTIAVEI Uy oL, XM YF—TUH5 7T OBELEET 3BELHD £,

o KELGFREEM: TR 21 7OTIBOSEEREERM, VYV —ADBAHEOYETENTVWAWSE.
N7 7)D[ VY —RDOBMR] FICZEAFO 7 AVHRRINE T, ZPAAVICHA—VIEZEbES
Y. ROXvE—CHRRINET,

)Y —XDBEABE OO FHA. VY —XDFEAHA D FODN IZEEERMITENTVWSE e 2B LT,

o XF—HZ:[Status | FID R TIRT yFRERTZE. 7IUEHBETICIL— IV RIDIL— 2E
MICTEET, LRI YFHROFFDBE. IL— IV MJIBEMICED FHA. -, BRIC—HT3
FQDN N'ZE 3 3188, BEEZEDELIZENICTIIL— FERIRTEET,

o OAXY bR OAXY M BNUIFTRRLET,
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s TULIVIHMETAIAVIE VY —ROBAAZEBIMLED. L—bIVMUDEA TEEBELID TS0
ICERINET, HIBRT7 7 IVIE L— FEHIBRT 3 oICERINET,
FQDN % [7 7 U —> 3>V RXA Y] F—TILICIBINT 3
BEEIEFQDN % [7 U r—>a Yy RXA V] F=TILCBML. BRI —F 0 VI 21 T2 BIRTI£T,

1. [PV =23y RXA Y] R=ST[EBM 22Uy I LET,
2. FODN &% \AL. FQDN O#E BRI —F 0 > T 21 TEERLE T,

Add FQDN

FQDN*

‘ * myapp.com

Comments

‘ Comments ‘

Type *

Internal

Internal
Internal - Bypass Proxy

External

External -via Connector

TZI—hkT—=T

TIVr—oay RAAMYT—=TIDIZN=2 a3 HFEARALT. 75— 0BRFPICIL—FT a0 VT %ERE
TEET, T=I)L—bF—TJLIE. Citrix Secure Private Access t—EXD2A—H'—>2—T 1 XD [7F1)
JT=aviEki) o avIilbhb g,
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ST —FF=TINICI—+ZEMT B

Citrix Secure Private Access 4 —E XICT7 U EBMT 2 FIBIZ. XD 2 DOBELSEFWVWT, F—E R LT
DYVIT DT T7TIDOHR—F) & TZoE2—TF514ZWeb 7F7UDHHE—F 1 OREYITHEAINATL
3FIEBLRLTY,

1. ROFIEZRTLET:

s TYT7L—brEERLEY,
s TTUDFEMENSALEY,
s BEICIGL T, [BRRtEFa )7 5¥40] ZBRLET,
s BEIIBL T, PV IIIHA2FVAEZERLES,

2. [7FVOEGK| E#0)vILET, -TIITr—ay RXAMTF—TIIDOIZN—-VaVvEERLT. 77
Ur—aYOBERICIL—T« VI ERETEET,

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal -Bypass Proxy N l aaa2 AV °

Connector status

Detect | Install Connector Appliance
Only 1 Connector is up.

Domains
Type Resource Location
External -via Connector N l aaa2 A [+]

Connector status

Detect | Install Connector Appliance
Only 1 Connector is up.

o BXAY [RXAV]FICIE HEDTTUVD 1 DU EDTHRRTIINE T, RODTICIE. BEEED
77 DFMAEEMT BEICANLIEEBRO7 7D URLBRFEINE T, 2OMDITIE. 7T DF
MEEBMTBLEEICANTNBZIIRTOEERAM>YTY, 7FUD URL EEER X1 UHRELHE
. 1TICRRShE T,

SAML SSO MR N TV BIBEIE. 1 DDTIC SAML 74— 3> URL BRRINE T,
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o AT ROVTNDIDOA T aVEBRLET,
[SMEB]: ST wolda v 2—%y MCEERNET,

- WE—t3Z 7 v I3 Connector Appliance @B L Tah., 77VEv 777 LTHD
nExd,

* Web 7 7UDBE. b7 v IR T2V E—RERNET,
*x SaaS 7 U r—>3>DBE. bF 71w ik Connector Appliance "L THy kT —
IIMNIIL—T 1 2T ENET,

- AB—TOF S ENANRTE-RXAY STy 3 ARIET7 IS4 T VA LTHERIN
fesZE#HDO Web 7O%>% /N1 /XX L T, Citrix Cloud Connector 7 751 7> A= 4ZH L T
=T >TENnFET,

- ARV EABHOMNE—T TV r—>a Vg BTIN. b3 71w oid Connector Appliance
BELTIHNBRY FT—TICRNZBENHD X7,

s UY—IDBF: TTVDEA T LT [AS] 2:BIRTZEBIANNINET, BDOUY —XDBAH
WERBEIF. ThZzEBELET,

+ Connector Appliance 2 7—%22: 77UD TR 21 T%ERTZL. UY—RADFBREEHIC
BEBANIIET,

mEAINTWARWI T 751k

January 9, 2024
5E:

VITYA T INR) D IREBOERN TSN TLWAVWD T THA b ICEBESNE LT

FAINTVWAWT T 5 MMEREIZ. SaaS 7 U T =Y a YARTERINIBZENAN—-U D ID) RV %ZFFEL
9, CNSDHA MITFIEALTA—H—DITHOENZERTI L. TVRRAY ETNAIBMBEEINTT
—ZORBREELIZESUMSBHEBINED. I—HF - TN ADHMNREEZEATVWEI L ZRT D, 1—F—0D
SEMNR X 2AT7HELCAED £,

RIS TULWAWL Web 7 fDL4EA

1. URLAHFzvoid. €D URLA Citrix ¥ —EZX URL TH 3D S5HEHMT B 70ICiThNE T,

2. Zo%. URLHAIZ>E2—F51 X Web F7:id SaaS 77 URL THEIN S D HERINE T,

3. RiZ. 20 URLATOvIINTWVWB URL THBIHESH. REBRT oy avIcUSILI T3
BEHHZIHESH. URLADTIVERXEZHRATEZHESHIHBINE T,
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Redirect Not
URL? defined?

o

gasnTtunizuy Web 41 FDIL—ILZRE

January 9, 2024
BE:

e NTAIVR=ROITTT4INEIVTIE 2022 F 12 B31 HETICELETNZFETT, FMICD
WTIE THBEDIFER ) ZBRL T LT,

s DVITHA T4 E) Y IHBEDORERD FFRIESNTVWERVWI T T b ICEBEThE LT

WIETNTWVWAL Web 4 k& ik, Secure Private Access #E TidiEm I T L WA Citrix Enterprise
Browser 572X TEZ7FITY, CN5DBEAINTUALWWeb B bDIIL—ILERETEFET, 1L X
& SaaS 7 FURDU Y IHERDH S Web - bEISLTVSABEMA S D £F, TNE5DIL—ILICLD. BIE
HIIHED Web 7 b URL £7zid Web 1 b AFJUARFAL T, 7R EHTLLD, 7oEX%2TOvY
LD, RRAMINFEREBRTSIHA UV RZVRICVIIRANE)ZAL I RNLIEDTEZ D, TSTHR—X
DHEEFHCDICRIIBE T, .example.com/BE DT IILRA—REFEALT. TOWeb 41 FOFTARTD R X
AVEFDRAXAIVADIRTOR—IADT IV AEFHIETEET,
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ROEIE. TVRA—HF—-—DrZT70vo270—-%ZRLTVWET,

URL associated with:
* Known app
* Published app

» Citrix-defined as approved Unsanctioned

websites configured
by the customer

Unknown URL Access

- el i Control
Redirected by

R customer config

Secure Browser Service

ERDVEETB L. ROF TV INETIN WIETBT7 I avHRTINET:
1. BRIZZO-NILEFAT IR ML TVWETH?
a) —BLBE. I—F—IFERIN-Web 1 M7 IR TEET,
b) —HLAWEE. WebH1 rURAFTYIINET,
2. ERIZEENEBR LI Web B0 FURMI—HLTULWETH?
a) —BIBBEIE. ROIBFTT I avhRESNET,
i. 7Ovs
i. V1LY b
iii. #FA7
b) —®LAWEE. Web ¥ rAFIUNRFTvIIhET,

3. " BLAEWEA. T7AINLDTII 3y GFA) DEEINET, T7A4LMDTIS I VIIEETEIEE
Ao
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K7o>a>voOWeb 41 FDIL—ILERET DI

1. Secure Private Access D7 R—LR— T, FEXF—2avRAIVD [RE]| #VVvILET,
2. [BHThTLWAELWWeb 1 R 20Uy oL, [BE]ZIVUYILET,

3. [Filter website list] z&5%IcL %3, Web ¥ bxJOv T3, A9 53. Fllda—H—%txal
TATREINT SO —IZVEAL I MTB700zHEs>3>T [Add] 27Uy o LFET, Ttk
&, Web#r b 7Ov o3 3ICiE. [blocked categories] £o>3>T [Add] 20U v o L%ET,

Application Domain Unsanctioned Websites DNS suffix

Configure rules for unsanctioned websites that can be accessed from Citrix Enterprise Browser.

Unsanctioned websites refers to all apps that are not currently configured within SPA App configuration.

Filter website lists
3 blocked websites |:] + Add

'WEBSITES
@ *turbotax.intuit.com
@ *.ideaboardz.com

@ *pamestoixima.gr

2 allowed websites + Add

WEBSITES
/ *.citrix.com

/ *teleflora.com

3 redirected to secure browser websites |:] + Add

'WEBSITES
© *hrblock.com
& *kpsc.karnicin

© *crypto.com

e A—HY—DT7IEXTIHLWWeb o rEANSL. [Add] YUv I LFT,

o Web ##r b3 ¢ %iCix. [allowed websites] o> 3>7T [Add] 20Uy o LFET, 21—
—NT7oERTEBZ Webtr rEAAL. [Add] 20U v o LET,

e X aUF s TRESNET SOV —ICaA—Y—%2 UL LU T 3ICIE. [redirected to secure
browser websites] t2>3>7T [Add] #0U v oL ET, TV RI—H—HCitrix " RX LT
WBTSOHF—D5DIHT7IEIXTESZ Web 1 cEAHL. [Add] 20U v o LET,

4. [Save] 20y o LT, EE=ZBERALEY,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 163



Citrix Secure Private Access

s Web A UMD T4 LEZ—HEEICE D BEQO T 7 AT U4 —IPAVTIYYIT1INEY VTN
1 /XA LT $/RTO Citrix Enterprise Browser k< 7 w2 % Secure Private Access +—E X
ZNLTUAALI RENET, BEO T 77 0+—IIERIFOADTIOVTIINEZI VT HBWVIEE
o7 % Citrix Enterprise Browser b3 7 1 w2ICERAT 25815, (Web 1 U DT 1 LA
V2 J] #7F2a>uaENCTEZHREBELRHDET, Web 1 bDT 1 LZUVT1 VR NATaviE
TI7AILBTERES>TUVET,

« BHlo Secure Browser Standard 4+ —E XD HEHk (AB4) ICId. T 7 AIL LT 1EH7bD 5,000 B
MERATI XY, THICHERAINBIHEEIE. Secure Browser 7 RA > /Xy O = BNT B HBENH D
¥9, UE—FISUHREBEY —EXOFERARAZBHTEIEY, #L<IE MERARROER 28K
LTLET W, UE— IS UHREY —EXDOFMIC DV TIE. TSecure Browser Standard #—&
21 #BRLTLETL,

ADFS ¥ Secure Private Access D%&

January 9, 2024

ERIL—ILIEE BRNA TS0 Z2BZERORNZHET B LDICBETY . EXRIL—LIE. BERIL—-ILORTT
OtEXFICBRTIO—ZHAXEIIAXTBDICHFEATIET. 7L —LIKDVWTHFHLLIE Microsoft o k&2
AV EEBRLTIEEL,

Citrix Secure Private Access 5 DEREZZIFTANSZ L SIC ADFS 2B E T B ICIE. ROFIEZRT T IHBEN
HOEY,

1. ADFSICERONA 4 —DEEZEML£Y,
2. Citrix Secure Private Access T7 7UBmM%ERTLE S,

ADFS (7 L—L7ONAH —DEFEZIEMT 2

1. ADFS BRIV —IL=zBE &9, [ADFS] > [FHERR] > [/ L —LT7ONI H DEE] ICBELET,

a) BV YOI LT, [BRTONTIZDEERZEBMN] ZFRLE T,
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Welcome to the Add Claims Provider Trust Wizard

This wizard will help you add a new claims provider trust to the AD FS configuration database. Claims
providers issue claims about a user in a security token for a particular transaction.

provider and consumes the claims that it issues. You can define acceptance transform nules for issuing claims
to the relying party after you complete the wizard.

|<Previous|| Start || Cancel |

b) ADFSAD 7z FL—>avIicERAINS 7S — 3% Secure Private Access IZiBIIL £ 9,
%L <&, TCitrix Secure Private Access TO 7 7B #BBLTLIET L,

pas

FIT7TUZEBML. 77U T5—>3> D SSORELI>a>ns SAML X TF—2T7 7141V Zz4Y

YO—RL. X27—27714)L% ADFSIC1 Y R—btLZET,
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Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this claims provider:
) Import data about the claims provider published online or on a local network

Use this option to import the necessary data and certificates from a claims provider organization that
publishes its federation metadata online or on a local networlk.

Federation metadata address (host name or URL):

Example: fs fabrikam com or hitps://s fabrikam com/

(® Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:
|E:\Users\Administrator\Downloads \idp_metadata (1)l | | Browse..

) Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

| <Previous || Ned> || Cancel |

a) VL—L7ONAE—DEEOEMEZRT $3FIEEZRT LEY, ERZONA L —DEEOBMNH T
TI3L. BERIL-INZHEET DV Y RUHBRRINET,
b) [ZfEERZLHR] ZEAL TERIL—IILEEBMLEY,
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

|Transfunna'| Incoming Claim

vl

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited. For more information on the sources of incoming

|<Pnev|ous|| Next > || Cancel

C) ROMICRTLSIC. BEETZTTLET, ADFS AU L —LZZIFANNBIESIE. Zh5DIL—
L%EFERAL. NS LT Secure Private Access TSSO H8EL 9,
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the

outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

|nameid to email

Rule template: Transform an Incoming Claim

Incoming claim type: [Name ID v|
Incoming name ID format: [Emai v/
Outgoing claim type: v]
QOutgoing name 1D format: ’thpeclied vl

®) Pass through all claim values
) Replace an incoming claim value with a different outgoing claim value

Incoming claim value: |

Outgoing claim value: [

O Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail suffoc: |

Example: fabrikam.com

[ <Previous | |

ZhnT. ADFS »* SAML B o Citrix Secure Private Access #5883 3 LS ICR > C EHRBT3ERIONA

H—DEENIEBRINE LT,

JL—L7ONAZDIERE ID

BIMLEYIL—L7ONAA—DEHEID#EZZEHE T, ZD ID . Citrix Secure Private Access T7 U %

BT 3HICHETT,
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Monitoing |  |dentifiers

Endpoints

MNotes

Advanced

Certificates

Encryption

Specify the :-iaplaynm and identifier for this claims provider trust.
Display name:

Fitrix Secure Workspace Access

hitps://citric com,/9a9sxOijvihg

Example: https://fs fabrikam com/adfs/services/trust

N—T 1 HBRIFDIL—

SaaS 7 7UNL ST TICADFS ZFR L TR INTVWBIBEIE. ZOF7 FTVUICHBEEELN T TISEMIATLWSH
ERHDOET, ZDID . Citrix Secure Private Access T7 ) #tEH T 3BBICHETT,
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Endpoints | Proxy Endpoints | Notes | Advanced
Identfiers | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.
Display name:
Lervice now

Example: https:/As.contoso.com/adfs/services/rust
Relying party identifiers:

https://dev98714 service-now.com
servicenow

IdP a7 O0—TU L —REEBMICT S

RelayState i SAML 7O QL DN A =2 =T, A—H—HH1 21> L GEAZSINREDO 7z TL—> 3>
—N—ICEEINRBICTIVEIIBIRED )Y —X=HAT B DICERINES. RelayState H* ADFS TH#
ICHE>TUWEWMER, I—H—RENZHBBEETEZ VY —XTAONA I —ICH L TR L BICTS—HRIINFE
¥o
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ADFS 2.0 Tid. RelayState 4 R— r =M T 23EH SO 5 L KB2681584 (BH 7O 5 LoO—ILT v
2) £7/1& KB2790338 (B 7O/ S LDO—ILT v F3) E#A VA L—=ITEIHBENRHD £, ADFS3.0 ICIF
RelayState 4 R— FHEARAENTWE T, EBE50DHED. RelayState #EMICTIHRENHD £,

ADFS #—/\—T RelayState /X5 X—%2—%B%IC T 5Tl

1. 971V ZREET,

« ADFS 2.0 @B & 1E. X ERICKRD 7 7 1 L% AN L % §:%systemroot%) inetpub\ adfs\ s\
web.config

« ADFS3.0 0B & . X ERICKD 7 7 1 L% N7 L F 9:%systemroot%\ ADFS\ Mi-
crosoft.IdentityServer.serviceHost.exe.config

2. Microsoft.IdentityServerWeb £ > 3> T, &d & 5I(C userelyStateForidplnitiatedSignon 017%
BiML. EEZREFELET,
<microsoft.identityServer.web> ... <useRelayStateForIdpInitiatedSignOn
enabled="true"/> ...</microsoft.identityServer.web>

« ADFS 2.0 0i#5&1&. IISReset #ETLTCIISZHEBL T,

3. 55075y k7 +—LTH. Active Directory 7z FL—>a>H—EX%2BEBL %, (adfssrv
)service.
7 Windows 2016 #7zid Windows 10 #fER L TW3H &Ik, XD PowerShell av> kEFERALTH
MICLET,
Set-AdfsProperties -EnableRelayStateForIdpInitiatedSignOn $true

O RADY »%- https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties?v

iew=winl10-ps

Citrix Secure Private Access TO 7 7 ) &5

IdP RS 7 O— £ /I3 SP R O—%BETET £ 7, Citrix Secure Private Access T IdP F7:12 SP #9149 3
JO—%#ERIT3FIEIRCTTH. SPHEBTZ 7O0-DiHEE. Ul T FEESh7URLEZERHLT7Z7 U EE
93 (SPHMR)] FTvIRYIREFVIITEIHELRHBDET,

IdP B -7 o—

1. PRI O—%2REIB LS. ROLSICHRELET,

o [77UURL]—77 URLIZROFEREZFERLFT,
https://<adfs fgdn>/adfs/ls/idpinitiatedsignon.aspx?LoginToRP
=<rp 1id>&RedirectToldentityProvider=<idp id>
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+ ADFS =21&#i&—ADFS v 7 v 7D FQDN,

* RPID: RPID &, UL —HEZHOEEHISHIFTESIDTY, Chid. UL—N—FTrH#HBFLREL
T3, ENAURLTHNE. URLT>OA—FTr YV IDEELFT,

« IDPID—IdPID i&. L —L7ONA 4 —DEEID AL TY, TNHMURL THhiE. URLT>O
— T VIO RELET,
fl: https://adfsl.workspacesecurity.com/adfs/ls/idpinitiatedsignon.aspx?LoginToRP=ht

tps%3A%2F%2Fdev98714.service-now.com&RedirectToldentityProvider=https%3A%?2
F%2Fcitrix.com%2F9a9sx0ijvihq

2. SAML SSO #£7E.

ADFS #—N—DF 7 # )L MERRDL D TT, WINHDIEEEELBAEIE. ADFS H—N—DXE2F
—SNSELMEZRIELET, ADFSH—N—DTTFL—>avXEF =4k ZOTTFL—2arX
2F—BIYRAAY FIEHIYO—KTEET, TOLY KAAY ME. ADFS>H—E 2> T KA
Y EHSHEBTEET,

o 7H—>3 > URL-https://<adfs fqgdn>/adfs/ls/

e JL—RE: IdPABBLAEZ7O0—-TIE UL—RXF—FHEETY, TNEELKHEBET
BIC1F. TOUYUICHR>TLET W https://docs.microsoft.com/en-us/
previous-versions/windows/it-pro/windows-server-2008-R2-and
-2008/jj127245(v=ws.10)

fl: RPID=https%3A%2FDEV98714.service-now.com&relayState=https%3a%2FDEV98714.service-
now.com%?2F

o F—F1sIYRX—http://<adfsfqdn>/adfs/services/trust

e ZDfthd SAMLSSO BB EICDOWVW T ROMEBRBL T LIV, #L <IE. Thttps:
//docs.citrix.com/en-us/citrix-secure-private-access/service/support-saas-apps.htmli
zBRLTIETV
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Which single sign on type would you like to use for your SaasS app setup?

SAML Don't use 550

o

What does this form do?

v
This form generates the XML needed for the application’s SAML request.

Assertion

Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using 54

https://adfsl.workspacesecurity.com/adfs/ls/

RPID=https%3A%2F%2FdevoB714 service-now.c SAML Metadata

. Provide this metadata to your Service Provider (application)
http//adfsl.workspacesecurity.com/adfs/servic https://ctxaccess mgmt.netscalergatewaydev.net/idp/sami/9adsx0ijvihg/ab2f73ed-5fa:

e - v Login URL
Email Address
https://app.ctxanetscalergatewaydev.net/ngs/9a9sxOijvihg/saml/login?APPID=4b2f73e

~
Email
Certificate

[ | Launch the app using the specified URL (SP initiated) e . v
PEM

Advanced attributes (optional)

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in the Saas vendor.
v e v

Add another attribute

3. TV EREFEL, A—HF—IIHTRIS1TLET,

SPRtsENT7O—

SPHB7ZO—0B&IE. [IDPHEBEIO-] /o3> TRy IF v INREZBRLET. I5IC. [BELE
URL (SP B8%8) 2 ER L TT7 7 U ZEBIB] FTvIRvIREFVICLET,

Secure Private Access DREIEED ST a—FTo v

February 20,2024

ZOREYIEFERLT. 7FXUER. B SSO. £ 7 V7V ABEORED ST a—F1 >0 %
TWE 9, Secure Private Access 2O J WD MEHRI— Ky FIH5IEHRI—RFEZIE—L . TOXR—IJTEDO
—REBRRELT WHETBZ3 LT TN a—Fo Y IFIEZRDIF TSIV, LT COMEYIE LD & CER
T3DIZILIDOVL< DD FAQ TT,

SL<BHBZEM?

Secure Private Access 204 L (AT H?
Secure Private Access - O3 C THEBTE £9H7
Secure Private Access DE2BIOJ ICIZE D & S s AN H D £9H7?

Secure Private Access OO ICIZED LS BRARY MHEBRINETH?
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Secure Private Access D c ST a—FTa 2T hEY I RFERALT. RELIEBEEEERTZ2HEZHZ TR

L

BRI—FCIF? CTTRO2IFSNETH?

ES2H72 32 ID CRBEITIN? E5%>TESD?

Secure Private Access @ PoOP O —> avicldrn LS BHDHH D £3H?

BHRI-—FEIS—RBRERT—IINEZEALTHIS—ZRRTIRVIGEEIEFES TIELIWVWTYTH?

BRI—FERRT—TI

RDODIS—ILw o7 v7FTF—TILIE. Secure Private Access H—E RDERBICI—H - EB T 3E8EEDH S
SETERIS—0EENLEBEX RLTVWETD,

EEa— K

Bl

fREE

0x180006. 0x1800B7

0x180022

0x180001, 0x18001A, 0x18001B,
0x18008A, 0x1800A9, 0x1800AA,
0x1800AB, 0x1800AC,
0x1800AD, 0x1800AE, 0x1800AF,
0x1800B0, 0x1800B1, 0x1800B2,
0x1800B3, 0x180048

0x1800EF

0x18009D

0x1800A0. 0x1800A2.
0x1800A3. 0x1800A5.
0x1800A6. 0x1800A7

0x1800BC, 0x1800BF

0x1800BD

77U FQDN o RS =HBX /-7
. 7T 0EBICKMLELE

R —EZXDMELEL TWB 8.
T oEFIKBRLELE
VUMY A TS~ Citrix
Cloud c A > 7L 2%V 2ED
BeI ORB. SAML SSO %k
. 77D FQDN B EHTY

Connector Appliance ND#EFEIC
B9 3 [EiRE

DNS #Z/ 54k

Ny I IY R Web 77UICiE4GT
ERWEH. Web 77U niEEick
BMLELT

a—#%—iZld Web/SaaS 7 71
TIOEATRIERIHD FEA
2—4—IZlE DirectAccess d
Web/SaaS 77U —> a7
T RXTRIERBPHD EHEHA

77D FQDN o RS ZzBR -1
&, 7T OEEICKBLELE
AT —EZXDMFLEL TWB o,
77U OESMIKMLEL

TIVTOEZAPEEINEL

Connector Appliance ND#E#tIC
B9 % EiRE

Secure Browser #—E X-DNS JL
WO T T BRI S —

Ny IR Web 771IC#4:T
Fauwicod,. Web 77U ofeghick
MLELT:

a—H—(Zid Web/SaaS 77 i
TR GRIERPHD FEA
2—H—I(Zi& DirectAccess @
Web/SaaS 77U —> a7
TR AT BRIERDPHD FEA
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BRI—F

0x1800D0

0x1800CD. 0x1800CE.
0x1800D6. 0x1800EA
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