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e Smart Card Support with Citrix Receiver for Mac 11.9.15 on OS X 10.10.2
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Managed Win10 SIN Desktop

Choose the devices you want to connect to your virtual session

| 3Dconnexion SpaceNavigator
Apple Inc. iPhone
| Wacom Co.,Ltd. STU-430

Cancel Connect

A 1 q)) ENG

3EET AT NAREBIRL T, &l #2 Vv o LFET., BETERWERIE. T7—XvE—UhARREINET,
4. [BFRE] EED [T/NR] RT T, FEHLINFUSBT/NA ZHUSB/NRIVIZ—HRRENET .
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Devices

oom . o

General File Access & Webcam Keyboard Security & Privacy Advanced

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More
. Device Current Connection Redirect to Session Virtual Channel
b i Local hi lirect Poli tricted
Apple Inc. Bluetooth USB... i le enend i olicy res
Video Local machine
Y o i | -~
Apple Inc. FaceTime HD C... Remote session v} Hedirec Optimized
Generic _ _ _— i
3Dconnexion SpaceNavigator Local machine Redirect eneric A
‘Storage Local machine
 Western Digital My Book 1230 Remote session ¥) Fieck Optimized
Audio Local machine
Microsoft Microsoft LifeCh... Remote session ¥) hed Optimized e

When a session starts, connect devices automatically
When a new device is connected while a session is running, connect the device

automatically
COM Ports
COM Port Device _
COM1 None ¢
com2 None ¢
COM3 None v
com4 None ¢

5.USBF/NA ZDRIEF v RILOFERETHAE - 13 RELAIEIRL £9.

6. A y—hRREINET, 7 v I LTUSBTFNA REL Yy a(ZBML Y.
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USB Devices Detected
Click to connect the devices to your session.

USBF/\A ZDEE L B 4L

A—H—(3. FAEt Y 3 NBIARTE L UBIABIZUSBT/NA X & ¥ETE £9°. Citrix Receiver for MacTlE. IUFDAL
DWTEREBL TLZEL,

o Lyl alABIALI-BTESE L -7/ 1 X(F. DesktopViewero) [USB] X Za—(ZHb(ZEBMaANET,

o USBF/INNARALELCKXALZ FEanGWEE. RELY S a3 BB ENTHALTNA R & EET 5 & CHIEHME
EINBHELDH) FT.

o F—RMBEREWT DI, Windows THREINZFIE ([/N—FI7zT7ORELIMYSIL] X Za—75 &) (24> TUSB
FINA ZAEB) SN T R0,

s a ERIORFFREES LU0 74 7> N OBEEBIEGREED L

vy a BRORFEREL. ICAEY S 3 52T TA7DFERFL. v b T—o0EEDTMTENTH, v ar

DEAAFRRLI-FFIZCTEEYS., I—Y—(F. BEHAEETZEF Ty a BEER2Z A TEET,

v a  EHORIFREEABNCT L. T—REBKTH e ==Lttty ah7o 717D F FRFF
NFEJ. Xy bIT—orFHENZE. By a BEIMFLET 5126, I—H—(CHRy FT—opYIANTWB I &
b ET. Znka, v a1 FOpLIZ) T — X ve—UhRREANT) T 5Rb ) ICEERRHREF
SN, Ny ITo NTHEESH RITENET. Xy T —2EGHAEIETZE. BERIZEY > 3 TOEE(EABRT?2
L9250 %9, Fto, EyLarIlBEST S ZICHERGIAOO S G CEREARRI NG Wz, I—H —(ZRIEEIZ
¥5BHTEZT.

Important
Citrix Receiver for MacodL—H—(%. H—/N—BINRES LEXTE T HA.

ty L a CEEORFHEEEE FK(Z, TLS (Transport Layer Security) = {EHTZ 9.

=z
=

TLS{FA—4—F /31 R & NetScaler Gatewayl CE{EE N BT — R DA EESHL £

vy g EHORERY S —5ERT 3
[y aEEOET] RYS—REICEY) . By a BHEOREAHTE-32LEL 7.
[y a BREORIEORA LTI M R S—&EIE. T74)I T8O DX )3INTYT., ZORHER(ERET S
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EHTEFTH. ZOBEEDEREKDBERIZ. *v bT—ohbYifiant-1—H—46BRET 52 vy s a3 IC By
TEHZEIZHDIOTEENNETT,

ek
PEY HZROEBHARET 2 & #EHROBRAFLENLVWI—F—AB48NTL V., tOMICRELI—Y—H vy 3>
IZ7202RALTLE S ERELHY £7.

v a BEHORFFREEN BN ZEFEG TIIR— F 2598 MEARENET. ZOR— b ESE [y a3 BHORFED
R— &S] R —RETEETZF9.

ML=ty a BT 21— —5BRal T 215803, 7747 rOBSBEGSEAEFRLET. (271472
F DBEENEEGRF ORI SEAERL T, REani-t v a s ili——hBiEGT 2L 2Bl 4 BERT 22T
9.

vy a  BHORFHREEY 774 7 M OBENEEGHEEES —4EICERT 215583, Kod ) ICBEantd. 9.
Ty hI=ohUIIEND . Ly a BEORIEREECZLY . vy a AT o T4 T7DF FH—N\— LRI N E
J. [V a BRDREDRA LT M RETHEE L-KHUAZBT 2. H—/N—Lnt v 3 H¥.T F1:(3V8
ENET. ZOETI 747> N OBEEEGORY) > —RENBMINLY . Yty S 3 o ~OBEGHITTHhN T,

Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes, Click Cancel Reconnection if you want
to stop.

Cancel Reconnection

Ln:1 Col:1 Sel:0|0
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L 3 EEIOREFL. $—/N—TF7#IL b TEHIZR>TWET., ZOBEESESIZT HIZ(F. H—/N\—TEHET DRI —
HHERELET.

v a EHAOREERET S
F7AIENTIE. By a  EEORIFREIEMC > TWET.
L a3 EEORFEABEMNICT DIZE

1. Citrix Studiost2E1L £ 9.
2. [y arBEHEORRF R —5xF7.
3RS —% [ZuE] IZRRELET.

Create Policy

Studio Select sethings
[[.-5. | Viersions) - |[ Session Reliability - pe
Settings: 0 selected View selected only
Settings
U 4 Machi F Session reliability connections Select
it Computer setting - ICA\Session Reliability
Summary Not Configured (Default: Allowed)
F Session reliability port number Select

Computer setting - ICA\Session Reliability
Not Configured (Default: 2598)
P Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)

Cancel |

£yl a EEORFEDRA LTI M EKET D

T7AI TR, v a BEROREDOR A LT MIBOMIZREINTWET.
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ey a  BEROGRIFEOR A LT R > —(%. XenApp/XenDesktop 7. 11AMETOHOMMER TE £7.
vy a BHEORFEDRA LTI b EEET BI2(F

1. Citrix Studio & #2ENL 9.

2. [y arBEHOREORA LTI N R —5B&FT.
3. RA LT MEEHREL £7 .

4. [OK] #20)vo L %Y.

7747 POEBBESARET D
F7 4 TlE. BEBEGHEEIAYICA > TUET,
BEEEG A ENCT DT

1. Citrix Studios- &1L 9.
2. (747> roBEB#ES] R —5B&$T.
3R —%& [Zk] (ZREL 9.

Create Policy

. Select settings
Studio !
|
[[.-5. | Versicns) - | [ Auto Client Reconnect - pe
Settings: 0 selected View selected only
Settings
i T ¥ Auto client reconnect Select
e Computer setting - ICAVAuto Client Reconnect
summany Mot Configured (Default: Allowed)
P Auto client reconnect authentication Select

Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: Do not require authentication)

P Auto client reconnect logging Selact
Computer setting - ICA\Auto Client Reconnect
Not Configured (Default: Do not log auto-reconnect events)

F Auto client reconnect timeout Select
Computer setting - ICAMAuto Client Reconnect
Mot Configured (Default: 120 seconds)

b Reconnection Ul transparency level Select
Computer setting - ICAVAuto Client Reconnect
Not Configured (Default: 80 %)

Cance |

54T POBEBEESGDR A LTI M EKET D
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FT7AILNTIE. 27472 POBFBEGDR A LT MILROMIZEREEINTUVET.
E: 24T VOBBBEGD R A LTI bR > —(F. XenApp/XenDesktop 7. 11IETHAERTE £9.
74T NOBBMBEGEDR A LT I M ERTETDHIZIE

1. Citrix Studio & #2ENL 9.

2. [074 7> tOBEBEG] R A&,
3. RALTY MasMmEL 9.

4. [OK] #20)vo L ET.

HIFREIE
Citrix Receiver forMac(g. ®— 3 FILH—/N—VDAT. A—H—iREIZFEFEL ( RA LT Y MEIZ12005FHAL 9.
BEGIA—Y—( 22— 7 14 AOBREL ~NILORE

yiarndA—H4—A =T AR (F. By a EERORFE LU 472 FOBBBEGORITRICRRENE
T, A== 2—T7 1 ZAOBEREL N)L(FE, StudioaFRAL TEE T FT.

F7 4L b Tl BHESGUOBIAE L. 80IZRREESNTWET,
BEG1I—Y—A2—T7 24 Z2ADOBREL NIILEEET B2

1. Citrix Studio# t2&/ L 9,

2. BEGUNBEIREL LR > —5BE £7.
3. {EAMEL £9.

4. [OK] #20)vo L£7.

7747 fOBEEBEES L Yy S a CBERORIFOEAE

LEIFRTILRARS L METOM)BEZ, v b T—7OFW, BREICL DRRDEA LTI MRE, BENAIVICHESR
BlE. 727 1 77Citrix Receverzy &3> N 7 DBEMARIFLL ) &5 2 ICHEAICRY £9. Z0HEAEMRR
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
mare minutes. Click Cancel Reconnection if you want

to stop.
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Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

o | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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v ) —2 TXenMobile s EEH9 %354 . NetScalery StoreFront A #&9 % Z & TNetScaler Gateway £ L CREF1—
H—x1) E— F I—H —AH'StoreFront|[ZH& T& £9. 1—H —(. StoreFront(Z#4t L TXenAppdD AT 7)) r—> 3>
xPXenDesktopdRAEF R by 7127 oA L 9. 2—H—(Z. Citrix Receivera{FH L TG AITTLET .

NetScaler Gateway TOERIZ DWW TEEL < (3. Mntegrating with NetScaler Gateway and NetScaler; d KF a1 4> b %55
L TCIEEW,

Secure Gateway % 42X 19 % 345+
oY IDORAIE. WebinterfacelRIFZICOABBRINET .

Secure Gateway#BEE— F £1z(3) L —FE— FDO LB LA TERL T, Citrix Receiver for Macy H—/N—mfIZRES 1
-BEF v RILEIRMTE $9. Secure GatewayA#IBEE— N CERAL. 1—%—AHWeb Interface R THLGd 556
(. Citrix Receiver for Mac{ll TORBRIANETT .

Citrix Receiver for Mach'Secure Gatewaytr —/N—(Z##t9 % & & (L. 1) E— hDWeb Interfacetr —/N—THRI N TL 55
EHMERaI N £ . Citrix Receiver forMackHR— b 9% 70 F S —/N—5EDHERIZDUWLT(E. Web Interfaced K ¥ 3
A M EZBLTIZE0,

Secure Gateway Proxyp' tF 1) 7 1 TRESI N Ry P T—IRADY—/N—([ZA >R b—ILENTW2IHE(. Secure
Gateway Proxy% ) L —E— FCERT&E 9. JL—E—FIZDUWTEL <IF. XenApps & UfSecure Gatewaydd N F 2
Y EBRLTZE0,

7=12L. YL —E— FTERT 554, Secure GatewayH—/N—(3 7 OF S H—/N—& L THAET B7-. Citrix Receiver
forMacTIRDIAER % 1B T 2 HELDH ) £7.
e Secure Gatewayr —/N\—DTLBEHI K X 1 > %,
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e Secure Gatewaytr—/N—R— &S, Secure Gateway, Version 2xTl. VL —FE— R R—FEINTUVEHA.

TLMBE N X1 &IZ1E. LT3 20EERAIEICTEE T HHELH) £
e Host name

o YT NAA LA

o mEMNASL A

tz& Z(E. my_computerexample.com(ZTE2B8 N X 1 > & TY . ;KRR b& (my_computer) | # 7 K XA %
(example) | B EM F XA 2% (com) AMEIZTEEINTUWET ., —RRICIE. YT P XA RBEREN N XA BZD4A
HhHt (examplecom) % F XA ZEXWWNET,

7'0F o H—/N—BHEL:

TOFSA—N—(F. RV D= BINBADT 7 RRINBA S Ry b T—I~DT 72 &FIBRL T, Citrix Receiver
forMac& H—/N—RIELi & Ffg B -2 {FLNF§, Citrix Receiver for Mac(Z. SOCKSZ'O f JJ)L¥¢ Secure7 A+ 71
FINLOBEAEYR—PLTUWET.

Citrix Receiver for MacTXenAppt-—/N— % 7-(EXenDesktoptr—/N— ¢ {59 % 154&. Web Interffacetr —/N\— LTl E—
THERENTWE 7O H—N—REHIMERINET. ReceveraHR— 3 570F L H—/N—REDHERBIZDWLT
. WebiInterfacedd F¥a x> b ASBL T &L,

Citrix Receiver for Mac CWebH—/N— ¢ B{E9 2585, 1—H—FNA R LEDFTT7 )L fDWebT S 9 —THERI N T
WB7OF o H—N—FEIMEREINET. EL—HF—FNA R LEDF7 4L bDWebT 5 7H—T, 7OF I H—/N—i%
EAEEBRT D2UEAH) £7.

T7AT I 4#—ILENL -1

FYND=0T7F7ATI+—IUE. EEET FLRER— PESICEODWLTNNT Y fEBBX ) 7Oy o Lz) TEZ
. 7747 94— ILAMERINTWBIRIET(Z. Citrix Receiver for Mac ¥ Webt —/N—g L O Citrix& B —/N— ¢ i@
BT FPATIA—ILTT7O Yy INTWL ) IZRET HDDENHY ET. ZDFHIZE. I—H—F/N1 X Webt—
IN=—RDOHTTP + 27 1 v o (—MRICARBEHTTPR— p 80, F7z(ItF a7 Webtr —/N—%FRL TWL3I56(3R— 443
TOBEE) W7 74774V BB TESLHICEREL F9. Fiz. Receivery Citrixgptr —/N—HDBE T, R— b
1494 ;R— F 2598DRAFICAN T 7 A v I T 7AT I 4A—ILERBBTEZ DL HICRREL 7.

T7AYI4—IUZL DRy FT—20F7 FLREHH (NAT : Network Address Translation) %/ L TL\55&(d. Web
Interface&{FE > THRERT KL ZAHBINBT FL ZELUR— bADY Y EL T AHERTE 9. 1-& ZIE. XenAppt—x-
pXenDesktoptr —/N—(ZRET KL ZARLE X N TULRWGE(L. Web Interfaces s Citrix Receiver for Mac|ZHE 7 KL
ZhMRa B & HICRRETE 9. ZhizL V). Citrix Receiver for Mac T H —/N\—# &t T, SMNB7 FL RELUR— b
BEAMERINDLHIZRY F9, FLC(E. Weblinterfaced FF¥F a2 X2 FAHSBLTFEE0N,

TLSA{ERLIzM >R =L

Citrix Receiver for Mac 12.3(XenApp/XenDesktop & MTLS#EEALIZ. NTFORESOAAEHE AFEMRL/-TLS10, 11, 1244
r—=brLZET.

e TLS_RSA_WITH_AES_256_GCM_SHA384
e TLS_RSA_WITH_AES_128 GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
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e TLS RSA WITH_3DES_EDE_CBC_SHA
¥ : Mac OS Sierra_ TE{T2 v TL B Citrix Receiver for Mac(Z. A TS iEAESHEETR—F L EHA.

e TLS_RSA WITH_RC4_128 SHA
e TLS_RSA WITH_RC4 128 MD5

Transport Layer Security (TLS) (&, TLSZ'O b JILOORMDIELEN/N—2 53 T9 . IETF (Internet Engineering
TaskForce) A%, TLSOH/ABIHZEERIRDBAH % Netscape Communicationstth s 5| Z ARV 2 & X (2. SSLE W) BRIATLSIZE
BLELT

TLSIE, Y —/N—DREE. T—RDOESH, X vE—CBEMOBEREIT->T. T—XBEEAREL F79. KEBA LY.
T—RIBEARET D-DICTLSOFERAWAE L TWBABEH ) 9. 0L ) S4B TIE. X 5IZFIPS 140 (Federa
Information Processing Standard) 73 M7 R M EAESUEENERA A BRBF TSN 25650 ) £9. FIPS 140(F. BFE
WOITERIIEIRIE T .

SSLRelay##Em L TEAT 2EL A > & b —JLIZDWT L, XenDesktopg & UrStoreFrontd K+ 2 x> F #SBL T 12
Iy,

AR =
1=

Citrix Receiver for Mac(Z. 75w bk 7 # — L (0S X)DEES{k#4aE % Citrix Receiver for Mac ¥ StoreFrontod3EsclZERA L £ 9.

Citrix Receiver for MacOHTLSO¥E R & BHshit,
TSty b7y 7iE. KTFD2O0OFIETITWE T,

1. XenAppt—s3x—. XenDesktopt—/x—_ & L UfWeb Interfacetf —/x—_ETSSLRelyst v f 7 v 7 L. BB H—
IN—FBREAAFLTA R F—ILLET. L <IF. XenApps LUWeb Interfaced KFa x> b aSRBL T
L,

2. A= =FNAZXLET. L= PaAEE AR P—ILL T

A—H—F/INA ZA~DIL— FEBED A R =L

TLSHEBEAY B RN Z 7L - T ULy B Citrix Receiver for Macy —/N—7 7 — LRIDBIEATLS TIRE T B (Z(F. Y —/N—FERAEMAE
BRI B R HARal T B 1-ODIL— FEAZEA L —H —FNA RIZA A P —ILENTWBBELDH ) 7.

Mac OS X(Z(3#91000E /L — FEAEZEAMTB L TWE T4 (IADREAEZE A ERT 215603, (AN SAEAE A ATF L
T, NEZEI—HY—FNARIZA A P=ILLFET,

TEDFHEHZL > T, L= FEREDA VX b—ILET Y RA—H =TI  BEBEHAITHIHZENLDH ) £9. JL— MR
EABEELSSLUBEIZA R M—ILTBIZ(E. MacOSXDF—F = —(ZFDHAAEAEML 9.
JL— MIAEEF—F T —IZEBMT 31213
1 AEBAEABATWD 7 7MIILERTILI ) v o LET. ZhiZLl)., F—Fz—>T oA REL 7.
2. [FfEBREMEM] K4 7AJRYyIRT, [F—Fxz—>] Ry TT7vTAZa—h bR TonTnrnt 7 a 5%
RLET.
e O IREDOTA L A—H—IZDOHFAEHNERENET.
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o SRTFLIHDTNARZOTA GBI RTHI—Y—(ZAAEN BRI NE T,
3. [OK] #21)wvo %Y.
4. [FBE] BAT7ATRYy I RINRT—RKEANL. [OK] #2721y o LT,

JL— NAERAZE (L. TLSAB# 2 S A4 T b, TISAHERT 3¢t 7 71 r—2a>TH R b—)vah, {FHTEEC
) Eq,

TLS/R1) o —(ZDWT

Z ZTlE. Citrix Receiver for Mac Version 123 TTLSZHMDICAL Yy a>DtF a1 F 4R O —5ERT B 1-HDERIZ-
WTHBAL £9. ICAEGUCER I N 2 —BBDTLSERIE % Citrix Receiver forMac TR T& £9. ZIHDREF1I—H—
YR =T A RIRREINFHA. BET S(Z(FCitrix Receiver for MachBIMEY 57/ R LTV FAFRITT D HEN
) £9,

=z

=

FINA ZAHOS XY —/N—=1p EDEINAILTI/INA ZAEIRY 1) 2—2 3 > THEENTUWBIGEE. TLSRY o —(3FIHDAETH EHE
T&%9,

TLSRY S —IZIFATORENES ENET.

SecurityComplianceMode, R!)>—DtF21)F 1A T4 T RAE—F&&EL £9. SecurityComplianceMode
BRLAWEEZ. 774 MEX LTRIPSAMERENET. ZOREICERTEZ 2EIUTOE ) TT.

e None, I 7547 RE—FFEREINELA.
e FIPS, FIPSEESEC 1—ILAMERANET.
e SP800-52, NIST SP800-52r1a> /54 7 AABAINET.

SecurityComplianceMode % SP800-52(Z:8 €3 % :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions, ZM:FREIZL ). 7O PR TS IT—2 3 FIZRIFANSNZNETLSTA F LD
N=T a3 hfEEEINET. ZoERIFESIE L TREIN. FEETREREDEDEAEHLE b R—FINET. ZORE
AR LA UWEE(E. TLS10, TLS11, TLSRAT 7 4L MEE L TEREINET. ZOREICEATE BMEIUNTOEE
T9.

e TLS10, TLS1070 F QILAHFAT A #EEL 9.
e TLS11, TIS117/0O0FOLAEHTHEATEEL 7.
e TLS12, TIS1270O P JILAHFAIT B AEEL FT.

SecurityAllowedTLSVersions #TLS 1.1 L UTLS 1.2(258E T 5
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defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy, = m#gEIZ & V). Citrixth —/N—DEESUREEEN SRk, 77147 b &
H—N—OEDSSLTLSEGOREN L X1 T A mMELET. ZOREICLY . OSXTZA T | TSSLEHEDY €~
by araBC &2, ISDEHEENIL— MEAKBEAIR ) FIEEHIEL £7.

ZORREEBNCT D, Y—N—FHAELSKML TW WA EIDD I ZA T ML) Foyvoanid. ilBAERY
—BDOF v IIZITEEOL NILAHY) £ . e ZE. O—HILORERERN—BI-(TAAF v o ENB LI T7A4T
ChEEBRLEZY., O—ALELURY bT—0 LOFIRRER—EAF v 7 E3NB L) ICHERLIZY TEET. &5
12, IRTCOMAERYS—E CUEAZED AU LS Nz & EDAI—F —H O T F > TE D L2, AAEF = v 7 &
MT& %7,

AFRAELM—E (CRL) F w7k, —SDERAZERITIICL W R— a2 5EL#BEETT. Zhizkl) . iEBAZENTE
F—DESUHE) (g o121) . BIIDNSKIZFHILALWEEAH -71-1) L1562, BEEFIEF 1) 7 (ilBAEA LM
X%, DFVRPBLYANCEMCTDENTEET,

ZOOREICERTE 2EIZ T B TT.

e NoCheck, FFAEXRY—EAFzvI L FHA.

e CheckWithNoNetworkAccess, FFAZEXRS—EANF v IrE3NET. O—HILDHAERS—BDOR F TOIHHIERX
NET. INTOERHRAS > PHERINFE T, AAERM—EBOHKRE. XRADSSL Relay/Secure Gatewaytf —/¥—|(Z
O TRREN DY —N—iEREORIECE W TEALERAFL FHA.

e FullAccessCheck. FfAELM—BAFTvZENET. A—NILOAAEXYS—ENR f 7TELUTRTORAHRAL >

FAMERENF T, AFAEAM—BORERIT. WRODSSLRelay/Secure GatewayH—/N—(Z & - TIBR& N B H—/N—3F
BAEDHKALIZHEWTERLERK AT FHA.

e FullAccessCheckAndCRLRequired, :FBAZELY—EBAF v INFTHIL— FCAZBRINENET. O—HILDEAE
KP—BDR M TESLUTNTOEMRAS > bHMFERAINE Y. TNTOUERIRERN—BOREHMIHZE W TE
Ry EFRAEFLET,

e FullAccessCheckAndCRLRequiredAll, JL— [ CA%R &, FFAELAY—EAF T voaNFd. O—HILOFRAERM—
BEOR M TESLUTNTOEARAS > bHMFEAINET . TNTOUERIRERN—BOBREHIMIHIEWTERLE
7 % SRS I

SN =z
=

SSLCertificateRevocationCheckPolicy 585 L 78 UWME & (E. T 7 4L MEE L TFullAccessCheckpMERE N 5.

SSLCertificateRevocationCheckPolicy % FullAccessCheckAndCRLRequred|ZE8ET 5 :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired
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TLS/RY) o — DAY
BRSNS 21— R —TTLSERE A 1T 5 (Z(F. TerminalappTdefaultsa~> K&FE{TL 9.

defaults|zav> FSA T/ —2 3> T, OS XDIREEREDPIst 7 7 A IWZ T 7 ) EREABM. 4wE. BLUHIKRT %
r-HIZERATE X7,

REEEET B2
L (77U —=2ar] . [A—T«4UFT«] . [Z2—3IF)I] OIEZERL 7.
2. Z=—3IFLTUTOIAZL FAERITLET.
defaults write com.citrix.receiver.nomas <name> <type> <value>
BF T a DERIIERDE L) TY,
<name> : AN L ) ISRENEHTTTY .

<type> : IRENTEIALTEE T DA A v F T, -stringF fz(F-amayd &L 5HNTY . BRENEEHSNLFINTH S2HELINE
AR TExET.

<value> : SENMETY . EHESITERNELRET 27T, EEAR—IATXYZLELH ) 7.

RIZBIERL 7.

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

T 7 4 MEBA~D) Y b

EETT7AILMZRTIZIE

4

L [(77)r—=>arl. [A—F4U74]1. [8—3F)L] OIAIZERL £7.
2. Z—3IFNLTUTOIAZL FAERITLET.

defaults delete com.citrix.receiver.nomas <name>
X T a DERIIRDE S TY.

<name> : BN & I (ZFRENZHI T,

RIZHIERL ET.

defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions
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UIEERL TeFa) T AREEWRT S

Citrix Receiver forMacodim# ') 1) — R (/N—23>2123) TlE. KTLH 122 &£ EF 1) F r#eEr @I TN g
7.

o X al) FABHENI—Y—a 2 R—T A RHEKENFE LIz, BBINY ) —ZTE. £F¥2) 7 (BEENEE %5 FE
T2IGE., AV RIAUHBERENDFETLIA. By arteFa) T (BIENHEEBEREZ. UL SBBIZT o€
ZLXFT ) FEFLE, ZAICE>TA—H—To2RY T 2AMEL, O—LLRIZEF 1) T ABEENERRIEL
KRBT 21-00FENRItENET.

o TLSHEEHIHFKIR., Citrix Receiver forMac T3, 1EHRAEEML T, FENTLSN—2 3 > A FAL F- 1 —/N—~ ¥k & Ml
T&F9. ZOBHICIT. ERICERINZESETILIY) XL, E—F. F—H1 X, SecurelCABEMIZI > T DH
EIDENEENET. Fi. TISEGOY—N—IIAE LRI TE T,

iant: [E¥aUT1e 774/ —]1 BE® [TLS] 2712, KTFoFHLWA T arhrazhid.
o I TSATURE—FNDEE

ST 1—ILOWERK

BYLTLS/N—2 3 > DIEIR

AEEAE R —E DR

FTNRTDTLSEG DR E BT S

DPTORE. UTT 2 R8RS [EFa)T12 77430 —] REARLET.
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e Security & Privacy

oMo L

General File Access Devices Mic & Webcam Keyboard

Jjss Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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