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e Charismathicsz 14 7> bH/N— 3>
HR—rEINTVWBRY— P H—F:

e PIVH—F
e Common Access Card (CAC)
e Gemalto NETH—F

A= —FNA REERT 5120, XX —DMacOS XERRAV— Fh— N =X —HLUBEShI L7 o7& ) R4H
INFFERIZENET .

HIBRSIA

o FFAEE. A—Y—FNA R LETEH K AY— M = FEIZEBAZINTWEBEAH ) £7.

e (Citrix Receiver forMacTlZ. 1 —H—DEIRL 1-iBAEHIREFEIN T HA.

e (itrix ReceiverforMacTld. 1 —H—DRY— I H— FPINHYRIF - (IRFSINFHA. PINOBIREIARL —FT 122
SRTFLIZE VRN, BEDF vV T AN ZXLDDDIHELH ) T

e (itrix ReceiverforMacTlg. RV — rAH— FABAINIZE ZICEBBRICIIVIMIEY S 3 v ICBEGINEEA.

o XY —H— RFRBAETVPN b RILA{ERT B(2(E. 1 —H —ANetScaler Gateway Plug-in& -« > R | —)L L TWeb~_—
CHETOIA LT IUENH) FT. Z0HE. EFIETRY—FH— FEPINIZL FRANBEIZRY) FT. RVv—
H1— K 1—H—(F. NetScaler Gateway Plug-in%{#F L f-StoreFront~/ X X )L —:RB:F 5 {FRTE A,

FEL WMERDS RS
UTFoteHR e SR T r2a 0,

e Configuring Citrix XenDesktop 7.6 and NetScaler Gateway 10.5 with PIV SmartCard Authentication (PDF)
e Smart Card Support with Citrix Receiver for Mac 11.9.15 on OS X 10.10.2
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e (itrix Receiver forMaca ¥lO TERT 21— —AThT > bEtLy N7V 7T BI215. H—/N—DOURLE ANT BH
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ESD (Electronic Software Delivery : &% 7 bV =z 7HEAZ) V—ILIZL B X b—IL
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239,

Citrix Receiver forMack 1 > X b —ILT BIZ(Z
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4. FRFARNORNREHERL T, [RIET3] 52 voLET.

5. [M>Rb—ILOOFERE] XR—2 T, [A1>RA b= 52 voLET.
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Citrix Receiver for Mac 124~ 7y 7L — K
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Important

ShareFile ¥ MEEEMEEIL. /N\—2 3 118H BB IS TV E T . ReceiverforMace ShareFilea & L1=5&d. 7y 7oL —F
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Webh X SN 21— A R—T7 A4 AF/NA R (HID) KR Y, —BDT /N1 ABEBOMEEL. mBAI hi-RE
Fr RILTIEL CEMEL R WRED D V) £97. MEHIRET B5G(F. ILAUSBRAEF v RILAFRAL T &L,

—BDOTINA REITT7AIL P TE)EAL 2 FaRd . O—hiltEvi a> TORMEATREZA Y $9°. =& ZE. NEBUS
TEEEEXIN:-R YN )= A R—T 24 RAA—FlE. VEALZ MZIFBEL FHA.

USBY XML 2 b &FERT 21
1. USBF/YA R & Receiverh’f > R b —ILE&NT-F/v1 R ZFEse L 9,

2.0—HILSATLT, EHATEBUSBTNA REBIRGT B A v —UHAKRREINET,
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Managed Win10 SIN Desktop

Choose the devices you want to connect to your virtual session

| 3Dconnexion SpaceNavigator
Apple Inc. iPhone
| Wacom Co.,Ltd. STU-430

Cancel Connect

A 1 q)) ENG

3EET AT NAREBIRL T, &l #2 Vv o LFET., BETERWERIE. T7—XvE—UhARREINET,
4. [BFRE] EED [T/NR] RT T, FEHLINFUSBT/NA ZHUSB/NRIVIZ—HRRENET .
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Devices

oom . o

General File Access & Webcam Keyboard Security & Privacy Advanced

You can use devices on your local machine and the remote session, depending on the
virtual channel support for the device (optimized or generic) and policy restrictions.

Learn More
. Device Current Connection Redirect to Session Virtual Channel
b i Local hi lirect Poli tricted
Apple Inc. Bluetooth USB... i le enend i olicy res
Video Local machine
Y o i | -~
Apple Inc. FaceTime HD C... Remote session v} Hedirec Optimized
Generic _ _ _— i
3Dconnexion SpaceNavigator Local machine Redirect eneric A
‘Storage Local machine
 Western Digital My Book 1230 Remote session ¥) Fieck Optimized
Audio Local machine
Microsoft Microsoft LifeCh... Remote session ¥) hed Optimized e

When a session starts, connect devices automatically
When a new device is connected while a session is running, connect the device

automatically
COM Ports
COM Port Device _
COM1 None ¢
com2 None ¢
COM3 None v
com4 None ¢

5.USBF/NA ZDRIEF v RILOFERETHAE - 13 RELAIEIRL £9.

6. A y—hRREINET, 7 v I LTUSBTFNA REL Yy a(ZBML Y.
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USB Devices Detected
Click to connect the devices to your session.

USBF/\A ZDEE L B 4L

A—H—(3. FAEt Y 3 NBIARTE L UBIABIZUSBT/NA X & ¥ETE £9°. Citrix Receiver for MacTlE. IUFDAL
DWTEREBL TLZEL,

o vl 3 AMIALIETEELI-T/ 1 R(F. DesktopViewer? [USB] X Za1—(ZHBLIZEMINFET.

o USBF/NNARAIEELCYRAILZ FEhiWns, /By S aHARIBINTH LTINS RERET 5 Z & THRIEH R
ENBIHELDHY) 7.

o F—RNBEKEMTDI-B. Windows THEZNZFIE ([/N—FIzT7ORESLEMYIL] XZa2—7 &) (21> TUSB
FINA ZREB) ST &,

Enlightened Data Transport (EDT) #&%

Citrix ReceiverforMacT(&. &7 # /)L b TEDTA B > TV E T,

Citrix Receiver forMac($, 77 #J)L bDica7 71 JVIZRE S NI-EDTERE A FtAHB0) . EYNZEAL 9.
EDT AN BI2(F. R—IFILTROAT U FEFRITLET.

defaults write com.citrix.receivernomas HDXOverUDPAllowed -bool NO

v a CERORIFHBEES LU0 7147 > b OBEIBIRSEREDIE

eyl a BHORFEEEL. ICAE Y a3 aToT1470FERFL. 2y NT—onEGHIIENTEH, £y 3>
OEMAFRRNLI-FFICTEZEYS., 1—H—(F. BEGHANETSE Ty a BAEXR2Z6ATEZET,

v a EHORIFEREEABNCT L. T—REBRKTHZ e Y—NN—Ltnte v ahT7o 717D F FRFF
nNEJ. 2V bIT—opHEEIND . £y a EEAIMFLET B0, - —ICH Ry bT—oh YA TWBZ &
b ET. ZnkE, v arT1 RO BHLIZ) T — X ve—UhRRENT) T 5 R0 ) ICEERRHARE
AN, Ny To 0 N THEEGHHITANET. 2y NT—0EGHRERT . BEKICE YL 3> TOE¥(EABRT?2
59120 FT. o Byl asIlBEAT S XICHERIRAOO 4 EEARRI NG W, 1T—H —(ZRPEE(Z1
¥(5BTEZT.

Important

Citrix Receiver for Macod L —H—(f. H—/N—RINEESL LEXTEX T HA.

v a  BEHEORFFKEEY 22, TLS (Transport Layer Security) AR T& 9.
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TLS(Fa—H—F /31 R ¥ NetScaler Gatewayfll T {Ea N2 TF— DA &BESHL 7.

v a ERORERY) o —5ERT S
[ty a BREORIF] R O—/EICLY . By a BHEORFAHTE/-(IRILELFT.

[y a BRDREDRA LTI M R S—8&EE. T74) T8O DX Y3INTYT., ZORHER(ERET S
EHTEFZTH. ZOMENOERKRDBRIZ. *v bT—orbYfiant-2——46BRlT 5 By a3 ICHEs
THILIZHDOTEENVETT.

b
WHEUEHZROWEHARET 2 & BEROBHAFLENLVWI—HF—AFaEHNTL FUL\, tOBICARERI—Y—H Yy 3>
IZ727EZ2LTLEHEREYHY) £7.

t v 3 BIRORIFEEN B WL REHEA TIEIR— P 2598HMERINET. ZOR—MESIE (LY 3 BERORFD
R—PES] R —RETKETEFT,

YKLzt v a lBEGT 21— —5BRT 2583, 772147 NOBEBEGMEAERLET. (27472
N OBEBNEEGRE DR SREAEAL T, ANty a s Iiidi—Y—pBiEGT 2L BRI 2 ERT DA TE
9.

vl a3 BEEOREREEY 7 51 72 FOBEIEEGEEAS —EICERT BIEEE. Rod ) ICUExnEY. 9.
vy bI—=ohYiEnd e, By a BHEORIFHREECSY ., £y a7 o714 7nF £ —N—LICRFE N ZF
T. [V a BRDREDORA LT M RETHEE L ZKHEAIEBT . H—N—Lnt v a AT F1z(3VK
ANET. ZOETITA4T7 > rOBEBEGOR O —REAFMILRY . Yty L 3 o A0BEEATHhNET.
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
more minutes. Click Cancel Reconnection if you want
to stop.

L a3 BREORTFL. Y—/N—TF7 4L b TEHZR>TWET., ZOMBEAENCT B2, F—/N\—TEHET IR > —
HHERELET.

v a EHEOREERET S
F7AINTIE, £y a  BREGRIEHEEIBEMC > TWET.
s g EEORFEAEMNICTDIZE

1. Citrix Studio& 2L 9,
2. [yl arBEHORRF] R —458xF7d.
3RS —% [ZE] (ZRREL T
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Create Policy

Studio Select sethings
[[.-5. | Viersions) - |[ Session Reliability - pe
Settings: 0 selected View selected only
Settings
= = F Session reliability connections Select
ebialetonll Lo Computer setting - ICA\Session Reliability
Summary Not Configured (Default: Allowed)
P Session reliability port number Select

Computer setting - ICA\Session Reliability
Not Configured (Default: 2598)
P Session reliability timeout Select
Computer setting - ICA\Session Reliability
Not Configured (Default: 180 seconds)

Cancel |

v a BRORENDR A LTI b ERET D

FT7AILETIE. £y a VBHRORIEDR A LT MMIIBOMIZREINTWET,

iy aEEORFEORXA LT R 2 —(F. XenApp/XenDesktop 7 11 THAER TE 7.
v aBRORENDR A LTI EEET B2

1. Citrix Studio&&2E1L 9.

2. [y a EHORFEOXRALT I N R —5HE£7.
3. A LTI MEsMwEL £9.

4. [OK] #27)voLET.

7547 POBEBBESARET D
F7 4TS, BEEEGREEIEICA > TUWET.,
BEFEG A EMNCT BT

1. Citrix Studio& &L £ 9.
2. (2747 roBEEEES] RS —4BE$T.
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3. R —% [FRIk] (CRREL 9.

Create Policy

. Select settings
Studio 5

(&l Versicns) b Auto Client Reconnect - pal
Settings: 0 selected View selected only

Settings

U 4 Machi F Auto client reconnect Select

i Computer setting - ICAVAuto Client Reconnect
Summary Not Configured (Default: Allowed)
P Auto client reconnect authentication Select
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Reconnecting...

Citrix Receiver will keep trying to reconnect for 4:27
mare minutes. Click Cancel Reconnection if you want

to stop.
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o Security & Privacy

General Accounts File Access Devices Mic & Webcam Keyboard Security & Privacy Advanced

TLS Smart Card RREINE"

Customer Experience Improvement Program

Help make our products better by joining our Citrix Customer Experience
Improvement Program. Learn More

o | agree to send anonymous data and usage statistics to Citrix for the
purposes of product analysis and improvement.

No, Thanks.

Crash Reporting

o | agree to send anonymous crash report data to Citrix for the purposes
of product improvement.

No, Thanks.
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e Host name

o YT PXA A

o mEMNASL A

tz& Z(E. my_computerexample.com(ZTE2B8 N X 1 > & TY . ;KRR b& (my_computer) | # 7 K XA %
(example) | B EM F XA 2% (com) AMEIZTEEINTUWET ., —RRICIE. YT P XA RBEREN N XA BZD4A
HhHt (examplecom) % F XA ZEXWWNET,

7'0F o H—/N—BHEL:
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forMac& H—/N—RIELi & Ffg B -2 {FLNF§, Citrix Receiver for Mac(Z. SOCKSZ'O f JJ)L¥¢ Secure7 A+ 71
FINLOBEAEYR—PLTUWET.

Citrix Receiver for MacTXenAppt-—/N— % 7-(EXenDesktoptr—/N— ¢ {59 % 154&. Web Interffacetr —/N\— LTl E—
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. WebiInterfacedd F¥a x> b ASBL T &L,
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e TLS_RSA_WITH_AES_256_GCM_SHA384
e TLS_RSA_WITH_AES_128 GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
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e None, I 7547 RAE—FFHEBAENELA.
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e SP800-52, NIST SP800-52r1a 751 7 AAEAahET.

SecurityComplianceMode % SP800-52|Z5% EJ 5 :

defaults write com.citrix.receiver.nomas SecurityComplianceMode SP800-52

SecurityAllowedTLSVersions, ZM:EIZL ). 7O PR TS IT—2 a3 FIZRIFANSLNDRETLST O F LD
N=2a pEEEINE . ZBERIFESNE LTRSS N, FBEJRELEDEDMAEHbE LY R—FaNET. ZORE
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defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

SSLCertificateRevocationCheckPolicy, = m#gEIZ & V). Citrixth —/N—DEESUREEEN SRk, 77147 b &
H—N—OEDSSLTLSEGOREN L X1 T A mMELET. ZOREICLY . OSXTZA T | TSSLEHEDY €~
by araBC &2, ISDEHEENIL— MEAKBEAIR ) FIEEHIEL £7.
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MT& %7,

AFRAELM—E (CRL) F w7k, —SDERAZERITIICL W R— a2 5EL#BEETT. Zhizkl) . iEBAZENTE
F—DESUHE) (g o121) . BIIDNSKIZFHILALWEEAH -71-1) L1562, BEEFIEF 1) 7 (ilBAEA LM
X%, DFVRPBLYANCEMCTDENTEET,

ZOOREICERTE 2EIZ T B TT.

e NoCheck, FFAEXRY—EAFzvI L FHA.

e CheckWithNoNetworkAccess, FFAZEXRS—EANF v IrE3NET. O—HILDHAERS—BDOR F TOIHHIERX
NET. INTOERHRAS > PHERINFE T, AAERM—EBOHKRE. XRADSSL Relay/Secure Gatewaytf —/¥—|(Z
O TRREN DY —N—iEREORIECE W TEALERAFL FHA.

e FullAccessCheck. FfAELM—BAFTvZENET. A—NILOAAEXYS—ENR f 7TELUTRTORAHRAL >

FAMERENF T, AFAEAM—BORERIT. WRODSSLRelay/Secure GatewayH—/N—(Z & - TIBR& N B H—/N—3F
BAEDHKALIZHEWTERLERK AT FHA.

e FullAccessCheckAndCRLRequired, :FBAZELY—EBAF v INFTHIL— FCAZBRINENET. O—HILDEAE
KP—BDR M TESLUTNTOEMRAS > bHMFERAINE Y. TNTOUERIRERN—BOREHMIHZE W TE
Ry EFRAEFLET,

e FullAccessCheckAndCRLRequiredAll, JL— [ CA%R &, FFAELAY—EAF T voaNFd. O—HILOFRAERM—
BEOR M TESLUTNTOEARAS > bHMFEAINET . TNTOUERIRERN—BOBREHIMIHIEWTERLE
7 % SRS I

SN =z
=

SSLCertificateRevocationCheckPolicy 585 L 78 UWME & (E. T 7 4L MEE L TFullAccessCheckpMERE N 5.

SSLCertificateRevocationCheckPolicy % FullAccessCheckAndCRLRequred|ZE8ET 5 :

defaults write com.citrix.receiver.nomas SSLCertificateRevocationCheckPolicy FullAccessCheckAndCRLRequired
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BRSNS 21— R —TTLSERE A 1T 5 (Z(F. TerminalappTdefaultsa~> K&FE{TL 9.

defaults|zav> FSA T/ —2 3> T, OS XDIREEREDPIst 7 7 A IWZ T 7 ) EREABM. 4wE. BLUHIKRT %
r-HIZERATE X7,

REEEET B2
L (77U —=2ar] . [A—T«4UFT«] . [Z2—3IF)I] OIEZERL 7.
2. Z=—3IFLTUTOIAZL FAERITLET.
defaults write com.citrix.receiver.nomas <name> <type> <value>
BF T a DERIIERDE L) TY,
<name> : AN L ) ISRENEHTTTY .

<type> : IRENTEIALTEE T DA A v F T, -stringF fz(F-amayd &L 5HNTY . BRENEEHSNLFINTH S2HELINE
AR TExET.

<value> : SENMETY . EHESITERNELRET 27T, EEAR—IATXYZLELH ) 7.

RIZBIERL 7.

defaults write com.citrix.receiver.nomas SecurityAllowedTLSVersions -array TLS11 TLS12

T 7 4 MEBA~D) Y b

EETT7AILMZRTIZIE

4

L [(77)r—=>arl. [A—F4U74]1. [8—3F)L] OIAIZERL £7.
2. Z—3IFNLTUTOIAZL FAERITLET.

defaults delete com.citrix.receiver.nomas <name>
X T a DERIIRDE S TY.

<name> : BN & I (ZFRENZHI T,

RIZHIERL ET.

defaults delete com.citrix.receiver.nomas SecurityAllowedTLSVersions
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o TLSHEHINFKIR, Citrix Receiver forMac T3, 1EBRAEML T, FENTLSN— 3 > AFA L F-H —/N—~ ¥k & Ml
T& %9, ZOBRICIE. EICERINIESUT7ILI) XL, E— R, =41 X, SecurelCARBMIZE > T BH
EIDBENETENET. Fio. TSEGOY—/N—iIAEHRRTE LT,

etz [E¥a) T2 774/ —]1 BHED [TLS] 27123, RKTFoFiLLWATrarhrizngg.
o I TSAT U AE—FNDEE

o BESE1—ILOWER

o BEYILTLSOH/N— 3 > DIEIR
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e Security & Privacy

oMo L

General File Access Devices Mic & Webcam Keyboard

Jjss Smart Card  Privacy

These settings allow you to control how TLS is configured for secure HDX
connections.

Compliance mode: None B
Crypto module: FIPS B

TLS versions: TLSv1.0, TLSv1.1 and TLSv1.2

Certificate revocation list: Attempt local cache and network check

| Require TLS for all connections

' Restore Defaults
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