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miF Citrix Workspace 7 1) 2203.1 LTSR A&, Mac @& Citrix Workspace 77 1) 2001 LiB&. F7zi& Linux
¥ Citrix Workspace 77U 2108 D Zh5DRU S —iF. F—OH—PRIV—YRXIL—N—DEF—F% R
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ICOE—SNZEHA. PrintScreen REZ & FRALTRIU—>>ay b B3I, REShTVWBRT S
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R > —ik PowerShell &0 Web Studio THERTE £9, #L <& Virtual Apps and Desktops Td App
Protection Oty 8B LTI ETL,
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fefele ARL—Ta YISO RATLOEKICE > T BEDOF v IF v+ —0OOJRRICITHF L LWAEIEY
TLBBEPHDE I, BISHI TS LIEAEICHRL TLWE FTH. HEDERCEATIIRERRELR
BETBLIETEXEEA,
Citrix App Protection RU S —id, ICAT7 71 ILARY, BREGZARL—T a4 VI RATLOAVR—2
VEEMBEMICEELE T, RUS—DOEEUZF DD, BEREAZIVEA—R Y NOENNBHIAEF:
FEEHLNRE INBE. Citrix IFHR— b ERETIAVIEARHD £,

App Protection »'-1 > X k= )LINTWVBH DFER
Windows @7 Citrix Workspace 7 7V

Citrix Workspace 7 7 U /N— 3> 2212 LIBETId. App Protection 77 4Lk TA YR b—LENET, 7=
L. 2—H—n [ > X ~—)L#&IC App Protection 2F3149 3] FT v IRy IREFVICLIEHhE S MICE
2T AVR—Y BT O T4 TERIFKRIERREICHRZBEDHD £7,
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@ Citrix Workspace X

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Cancel

+ Citrix Workspace 7 7 o/N\—> 3 > 2311 LIR&:

& Citrix Workspace

Add-on(s)

D Start App Protection after installation (%)

A

Install Cancel

2212 &0 #io Citrix Workspace 7 71 ®/N— 3 > Ti&. Citrix Workspace 7 7)) d« > X b—JLEHC [App
Protection #5%1iC 93] Fxv IRy I R%EF > LIFEICDH. App Protection 1> X k—JLah. 774
T TEREICRD T,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.,

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.

For more information, contact your system administrator,

Install

Cancel

App Protection iZ. STOPPED K% 7-i3& RUNNING REDOWIFNHICHD £,
H—EXDOREZHERTBICIE. ROVWVTNDDOFIEERITLET:

« Citrix Workspace 77U dN— 3> 2206 LIEOBEIF. ROIATY RERITLE T,

sc query appprotectionsvc
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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[E¥ Command Prompt

Microsoft Windows [Version 10.0.19044.2604 ]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32sc query appprotectionsvc

SERVICE_NAME: appprotectionsvc
TYPFE - 10 NTNl?iﬂWNipROFFQQ
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE_EXIT CODE : @ (0x0)
CHECKPOINT : Ox0
WAIT HINT : OxO

C: \WINDOWS\system32>

« Citrix Workspace 7 7 d//N— 3> 2206 £ DHIDHFEIF. ROAYY RERITLET:

SC query entryprotectsvc
<!--NeedCopy-->

:\Users\ rims »sc guery entryprotectsvce

[SERVICE_NAME: entryprotectsvc
TYPE : 10 WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN3Z2_EXLT_CODE @ (Bx9)
SERVICE_EXIT_CODE : (exe)
CHECKPOINT
WAIT_HINT

=N

2212 & b aiom Citrix Workspace 7 71 @/N\— 3 > Tl&. Citrix Workspace 77U D1 > X b —JLEFIC
[App Protection #E#ICe 3] Fxv IRy IREFVICET . BIRO ATV RERTLTREEF T VY
LA o7ciZa. ROIZ—XvtE—INRRINET:

C:\Windows\system32>sc query appprotectionsvc
[SC] EnumQueryServicesStatus:0OpenService FAILED 1060:

The specified service does not exist as an installed service.

I F T ERIRETO App Protection 0EhfF

App Protection @&ifEid. App Protection RU S —THEEINLUY —ZANDT IV ERAFEICE>TRED T,
ZD&S5HNY =22 LTI Virtual Apps and Desktops. Wi Web 77U, SaaS 7 7UnH D £d, UV —
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2Tl B R—bETNB%10 T+ 7D Citrix Workspace 77U 0S54 7> & fld Web 7505 —%=FERALTT
2 ATEEY, App Protection IZRIBICK > TEARZAETHELET:

o HR— kTN TL AL Citrix Receiver % 7z1& Citrix Workspace 77 ') - App Protection /K1) & —T
BRINTEUY—AFFATETEHE A

o HR—brIhTL3 Citrix Workspace 7 71U ®/N\— 3 > - App Protection R > —THERIhiU Y
—XDFIEEIEETH D BENICEEIL £7,

+ Workspace X +7 URL ZfER L 7=/\r 7'\ v RiE28) - App Protection RU > —THElichizU YV —2X
I3 EICFIATIEETY, Workspace R b7 URL #ERHL T Web 750 —TU Y —IXEERICEET SIC
l&. TWorkspace m/\1 71U Ko App Protections #88BL T T,

« StoreFront X ~ 7 URL ZfER L7=/\1 ') v RiEE) - StoreFront A X2 <1 XA BEAIThTULWAR WS
&. App Protection KU > —THERINY Y —IZERFTI £ A, StoreFront X ~7 URL 2R
LTWeb 7505 —TUY—XEEEICEET 3IIE. TStoreFront /N1 7w RiEEHIZ K 5 App
Protections Z8BLTLEEL,

LUTO&HTTRENBREINE T !

o BEEYT v 7F v 335 - Windows @i+ Citrix Workspace 7 71U & & Uf Mac @i+ Citrix Workspace 7 71)
TiE. REINED P FUPBEICKRIINTVRBEICEMICRD 9, REZBEDICTZHESIF. TR
TOREV > FUERIMELET, Linux @i Citrix Workspace 7 71 Tld. RSNV 1 Y RUNRT
IT1TRBEICEMCHED EFT, REEZEMCTIHEESE. TRTOREVr Y RIERALET,

s F—ON—WE-RESNT Y RIICTA—ARDBIHEICENCHD T, REZEMICTIHEIE.
TA—NRZERNDT 1V RIICBBLET,

App Protection (& > TIRETN AR

App Protection (&% ® Citrix U« Y R O%RELFT:

o Citrixtrr>1>o 1> RY
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@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.
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mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"UseGbufferScreenSharing":1
}
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CDREETIF. IEFITFEHTS5 v b7 x—L0 Citrix Workspace 7 71J T App Protection ##m s 3 A3%ICD
WTEHHBAL F£7,

App Protection (&, D75 v b7 +—L® Citrix Workspace 77U THIETE £9:

« Windows @i+ Citrix Workspace 7 71
« Linux @i+ Citrix Workspace 771J
« Mac @i Citrix Workspace 77U

REEE

App Protection RS —gARL —F 4 YIS R T LORBREEND T VR E T ILEI VT LET,
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BEDF v 7F v £FF—R— FOREICIE. FHED APIFUE LARETT, App Protection R —
iF ARZLOBMBNICERSNIENY A=Y —LICH L THREZRELE I, el FRL—FTo 2T
AT LDEWICE>T BEDF v IFrF—0OJRRICIEHLVWAENHT 2HBERHD £9, 51
MEITO LEFAICHBLTOWEZ I, BEDEBRCPRATEITERREZRIET S EIFTEEEA.

Windows @17 Citrix Workspace 771
AR &M

+ Controller T App Protection g% BiIc L £9, 5¥L <&, TApp Protections 8B L T2,
« Citrix Virtual Apps and Desktops /N\—< 3> 1912 LTSR L{B&,

« StoreFront /N\—> 3> 1912 LTSR % 7=i& Workspace.

+ Citrix Workspace 7 71 /N—2 3> 2203.1 LTSR LiB&,

« B#7% App Protection S1t> X

« Citrix Workspace 7 71U /N\— 3 > 2212 LB, Citrix Workspace 7 77U D >~ X k=)L, App
Protection AV R—RY bHBF T I LTI YR b=ILTNET,

1A L—)LHIZRTRINS [App Protection #E%hiC9 3] Frv IRy I Rid. 1A =)Ltk
i_. [App Protection 2[4 9 2] Fxv IRy I RICBSIHRISNET,

- 2311 &b#EID/N—2 3 >0 Citrix Workspace 771 B4
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install

Cancel

- Citrix Workspace 7 7 o/N—> 3 > 2311 BiRE:

@; Citrix Workspace

Add-on(s)

E] Start App Protection after installation (%)

[}

CDFIVvIRYIREAVIZT B L. 1V M—JLE#%IC App Protection BRI N E 9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

28



Citrix Workspace 7 71

E:

COFTvIRy I R%EAIZLEWES. App Protection i&. App Protection &R %#F>TW
DEFEORESNIVY —RELEAVR—RY MORVICEB LI SICEBNICHRINE T,

HIPRSEIR

o CHgEIEX. Windows 11, Windows 10. Windows 8.1 B DF X by FARL —F 4 VT XF LT

DHYR—bINET,

o« N—3>2006.1 LA, Citrix Workspace 77U i& Windows 7 TldHR— r I TOWEHE A, ZDFH.
App Protection I& Windows 7 TI3#EEL £ Ao s¥L <Id. MBELL] ZBRBLTIZTW,
o ZOMEER. VE—FFTRI by FFORIOJL (RDP) TlEFHR—FIhEEA

ARYRSAVAVE—T 1R

IRYRSA VNS A—4—0D/startappprotection%z AL T App Protection O>7R—*%> b %A
TEREHTEFET, L. UETD/includeappprotectionZRr vy FIFBELEIhFE LT

RORIC. BRI THRESNS2EEICET 3BHRZ2RLET !

App Protection 0 ER

Citrix Workspace 77U iIC&%h
%

Controller T

RESNBZEE

Self-service Plug-in &
Authentication Manager/ [1—
HY—ERER] 4170V RY IR

ICAty>ayvem (77T X
7~y FOmEA)

RESTNBVEE

IxooavtEya2— FNALR
Citrix Workspace 7 U DT 5—
Xyt—=2, V347> COEHE
B, THhU Y hoEM

dzxosayerd—. 7N1R.
Citrix Workspace 7 U TS5 —
Xyt—=2, V347> COEHE
E5. 7HU Y OBM

ROU=223v bZz/Ro>TWVWBR LT, REINLTVr Y RIETHELERRINET, RESNETAVRTD
IMIDIBIRD RV ) —>oay MERZZENTET £9, 7275, PrtScr —%FEHA L T Windows 10 /81 X T
A7V =>2 3y bRy TF v T35 RESNLV, Y RIZRIMETIRELNHD £7,
WaiiE. Citrix sBst&@m & Citrix Workspace 7 7UBIE Tld. BEF v 7F vBALLEEEE £ —0OF > U BLL#EED
TI7AIWFTHEHAINTOWE L . LA L. 2212 LIFE. CNSOHEEIFT 7 4L FTEWEARD., REFTIL—TR
Vo—FTPx U bZFERLTERTZ2HELHD £,

E:

COGPORUY—IE ICAB LU SaaS vy avicidBRAINERA. ICABLU SaaS v a>id. 5l
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Z#4:= Delivery Controller & &t Citrix Secure Private Access =R L THIEIST N E T,

App Protection mi#gE351k:

Windows i+ Citrix Workspace 7 771 2305 LI Tld. ROEEOVWT NI ELINZHEE. BlEEmL
Self-service Plug-in BE T+ —OH—MEIHEMICHD £

o« ROWThhZEMFERL T App Protection Z8%ICL £ L7

- 4>V X k—JLFhiC [App Protection #8149 3] Fx v IRy I REFVICT B,
- AT YR S1 N5 X—2—n[startappprotection % /8 L T App Protection >R R—%> b+
=BT %,

o 1R =)L [App Protection #Bi16 93] Fx v IARY IR EFVICLTWEHRWEA, £
i&/startappprotection Y > RS54 VNS X—2—%FEALTVWAWVEEIF. RIDREINIZIY -2
ZEFLCBICF—OA—NEREDBMCED XY,

7
Global App Configuration Service b 7L —F RIS —4 T 0 b DRBREIG. BRIOEEFE EEELFT,

7z ziE. InsoEmicx LT GACS £7=1 GPO R —#EMICL TWBIHE. RiEEEmE SSP Bl T
EF—OA—XFRIBEMIERD FH A

Linux @+ Citrix Workspace 7 71 @ d App Protection #aex #m L £9:

+ Global App Configuration Service @ Ul Z /R L 7=38:E & Self-service Plug-in o ¥ —OA—xHK &
¥ v 7F v WAROBRICDOWVWTIE. TGlobal App Configuration Service @ Ul %= f#/ L 72585 & &L U
Self-service Plug-in 0% —OA K LVBEF v 7F v I ROBEAHI £BBLTILI L,

o TIN—TFRI—ATT U bRFERLIRIEL Self-service Plug-in o —OA—MEr@@F v 7 F v
WEROBRICOWTIE, TTIIL—TRVS—F TV U h=ERA LIRS LU Self-service Plug-in o+ —
OA—WESLVBEAEF v 7 F v WEOER) 28RL TS

« APl 2R L 7=3B3E & Self-service Plug-in 0 ¥ —OH—MHKEEEF ¥ TF vy WHROBMICDOWVT
l&. TGACS API % fEH L 7-38:3E & & U Self-service Plug-in o —OH - HKE L VEEF v 7F v WHHED
E) EBRLTETWL

« Virtual Apps and Desktops O * —OA—xtKk L BEF v 7F v XK Z @M 3 3213, TVirtual Apps and
Desktops dF —OA—WHEH LVEET v T F v HEROERI #BBLTIEIL

« Web 770U ¥ SaaS 77V ¥ —OA—WKREBEEF v 7F v IR EBRT 31213, "Web 77U © Saas
TTVOF-—OA—WES LUVEEF v 7F v WUEOHER) 2BRLTIETV

e DLLA >z oo a sz EBmd3icid. IDLL 1> x o> a Vsl ER) 28BL TS
Lo

+ App Protection O R UL —BTADERZITS ICIE. TApp Protection dR U > —BMITADIERI #8R
LTLIEE W,

« App Protection ot F a2 U5 BEF v I =R T 5I1CI1d. TApp Protection ot 7 RESEF <
v DIE) #BRLTLRETV
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s ATIRy TREBIZTOYV I TEIREZE/MCT RIS, 2 TI)LRy TREEBOT Oy ) #28BLTRET
L

Linux @17 Citrix Workspace 7 7V

IN— 3> 2108 LUBE. App Protection #EED SSEEMNERTIREICAR D F L. Z DOM¥EEIE Virtual Apps and
Desktops #H#R— kL. T7 2 M TEMZH>TWET, 7z72L. AuthManConfig.xmlZ71JLTApp
Protection #&E%=#m L T. Authentication Manager & Self-service Plug-in 1 >4 —7 =1 XTHEMICT S
WERHD ET,

AR R

App Protection iZ. Gnome Display Manager £ 2T, ROARL —F 1 VJ SR TFLATRBICHEEL £7:

« 64 £k Ubuntu 22.04. Ubuntu 20.04. & Ubuntu 18.04
64 £  Debian 10 £& U Debian 9

« 64w CentOS7

e 64w ~RHELY

« ARMHF 32 £  Raspberry Pi OS (Debian 10 (buster) X—X)
« ARM64 Raspberry Pi OS (Debian 11 (bullseye) RX—2X)

P
N—3> 2204 & DD Citrix Workspace 7 71U 2B L TW3H4E. App Protection #8Eldglibc
234 UEZERAIBZARL—Ta VI RTLEYR—FLEEA

glibc 2.34 L% ERT % OS I App Protection ##ex B #f1C L 7= Citrix Workspace 7 7U %1 > R
F—ILLTI5E. Y AT LOBREFFC OS OEMKKTZI BN EFY, OS DRI S —H5EET S
I ROWTNDZRITLET:

e OSZBAYAM—=ILET,

« OSOUANUE—RIZBEL. 2—ZFILEFEAL T Citrix Workspace 77U 7> 1Y b—=JLL
F9.

« 47 0ShsEEHL. BEFEDOSHE5rm —-rf Jetc/ld.so.preload7 77 ILZHIRL £,

App Protection J>R—> bDT7 V1Y A =)L

1. tarball Xwsr— %R LT Citrix Workspace 7 7V A1 VR =L T B L. RDOAXvE—IHRRIN
%9 : App Protection O R—% > hEA VA R—JLLETH? EE: COMBETENICTZICIETEZE
tho EMIZTBICIE. Citrix Workspace 7 7V 7oA YA M= LT BRELBHD ET, L IE >
2T LEEEICAVEDE TSIV, [F7 2L ~id SINSTALLER_NI]:
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2. YZAALT. App Protection I>R—> b1V X b—JLL £ T, App Protection 377 +JL b Tid
A= ThEEA.

3. TEERMTBDICY U EBEREL £9, App Protection &, ¥ > BRELIZEBICOAERICHEE
LEJ,

RPM /X s —<A®d App Protection J>R—% > bDr > X =)L N— 3> 2104 LU, Citrix Work-
space 771 ® RPM /N\—< 53 > T App Protection i R— b T TLE T,

App Protection 21 > X b—JLF 3IZIF. ROFIEZEITLET:

1. Citrix Workspace 77V %1 X —ILL £7,

2. Citrix Workspace 7 7)1 > X k—5—H'5 App Protectionctxappprotection<version>.
romnNy s —2%2 1> AM=ILLET,

3. EEERMTBICIZS AT LZEEESLET,

Debian /¥y 77— A® App Protection J> K-> b1 > X =)L N—2 3> 2101 LU, Citrix
Workspace 7 7') ® Debian /X\—< 3 > T App Protection " R—kEhTWVWET,

App Protection I>KR—%> bEA VX b—JLF3ICIE. Citrix Workspace 77U %1 VX b—IL g 3HiIC. &
—IFIIDSROOAR VR ZRITLET:
export DEBIAN_FRONTEND="noninteractive"

sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show dcaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./dicaclient_<version>._amd64.deb
<!--NeedCopy-->

Citrix Workspace 7 71 Tid/N\—< 3 > 2106 LAB&. Authentication Manager ¥ >4 —7 =¥ R & Self-service
Plug-in 1> 42 —7 x4 ZO@MA T, F—OH—WHRKSIVBEF v 7F v X REEEEBRICHER TSI ZF T3>
NEANTIET,

Linux ¥ Citrix Workspace 7 71 k@ App Protection #ge = #m L £ 9 :

s RABAOF—OA—WREBEF v 7 F v XK EZER T 31213, TAuthentication Manager T o
AuthManConfig.xml ZfEf L7851 28R LTSV,

+ Self-service Plug-in BEEO®F —OA— WKL BEF v 7 F v IR EZHER T 51213, MSelf-Service Plug-in
1 >&Z—7 x4 2TO AuthManConfig.xml R L7t/ 28BL TSI L,

« Virtual Apps and Desktops o —OA -k BE+F v 7F v X3 = #®R T 3121 TVirtual Apps and
Desktops F —OH—XHEH L VEEF ¥ 7F v I HKOERI 2BBLTIEIW,

+ App Protection @R U > —B I ADHEKZ TS ICIE. TApp Protection 7R > - T ADERI =58
LTLEa L,
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» App Protection Dt F a2 UF BB F v I 2K T BICI1d. TApp Protection ot a7 REEF <
v DRER) #BRLTIRTE L,

Mac @17 Citrix Workspace 7 1)

Mac a7 Citrix Workspace 7 71 @x® App Protection #aE% # L £9:

+ Global App Configuration Service @ Ul % fEf L 7-385E & Self-service Plug-in o F—O#H —3R L &
A¥ v 7F v HEOBRICDWVWTIE. TGlobal App Configuration Service @ Ul Z{EfR L 72B:EH £ O
Self-service Plug-in DF —OA—XHKH LVOBEF v 7F v XA RO Z2BBLTILEIL,

« APl ZfER L 72 R:E ¢ Self-service Plug-in 0 F —OA—MHRBEF ¥ 7F vy AEOHERICDOVT
l&. TGACS API % fEH L 7=583E & & U Self-service Plug-in o —OH—HK B L UVEEF v 7F v WHHED
El 2BRL TSIV,

« Virtual Apps and Desktops ®F—OA —x R BEF v 7F v IR =Z#ER S 3. MVirtual Apps and
Desktops ®F —OH—HEH L VEEF v 7F v I HEOHEMRI Z2BBLTIEIW,

e Web 77Uk SaaS 77V oF—OA—WREBEF v 7F v IR EZER T 31213, TWeb 7710 & SaaS
T7)OF—OA—WRKSLVEEF v 7 F v WIROER 2BRBLTILETW,

+ App Protection @R U > —B I A DK ZITSICIE. TApp Protection 7R - T ADERI =B8R
LTLIEE W,

» App Protection Dt F a2 UF BB F v I 2K T 51213 TApp Protection ot a2 7 REEF <
v DRER) #BRLTIRT L,

A

b2

App Protection RU > —id. EILIVRRAV FOEFaV T L REZRUTICCICEREZBEVWTVET, R
RICEAT2Z20MOEF 1) T HEFBHE R —ZITRTHERALET. EFaUTrr ORI >—FT>FL
— M3 FREIMBEVRIE TOREERICER TSI E 9, #FLKX TRV =72 T L — ) 28BLTIETL,

F—OA-—XWRELVBEEF v 7 F v IIRDIBRK

March 10, 2024

LUFICEAL T, F—OA—XNERELVEERF v I F v AR EZEBH TSI

o EEE &K U Self-service Plug-in
« Virtual Apps and Desktops
« Web &&tfSaaS 771
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il & & U Self-service Plug-in 0 —OH—WHKE L VEEF v 7F v ARDOER

UTDAET,. RIS LU Self-service Plug-in 0 —OA—WHRELVEERF v TF vy K2 EBRTI £

Linux @+ Citrix Mac 7 Citrix Windows @i+ Citrix
W75 & Workspace 77U Workspace 77V Workspace 77U
IJIN—TRIV>—FTox LLZR LWL [=4n
7 ~OER
Global App (AINY-3 (=40 (=40
Configuration Service
DfEFR
AuthManConfigxml®  {&w ARV ARV
fEH

IIN—TFRIVS—FT2 o bOER

1. gpedit.mscx=®fTL T, Citrix Workspace 7 7UJIN—FRU>—F Ty FEEBRATVTL— K
ZHRTET,

2. [A>FPa—4—0EK] /— KT [BEBAT > 7L — k] > [Citrix O3> R—x%> k] > [Citrix Workspace]
DIBEICHEENL £7,

3. App Protection % Authentication Manager BIC#m L TW 3. Self-service Plug-in BIC#ER L TV
BZMIBL T ROVWTNHOFIEZFERLET:

+ Authentication Manager

Authentication Manager ¥ —OA—XHRE@EF v 7 F v IR E\RA T 2 I1C1E. [2—H — B3]
> [App Protection O&IR] RS —HEERLET,

+ Self-service Plug-in 1>42—7x12X

Self-service Plug-in 1 > 2 —J7 11 20 F —OH—WHKE L VEEF v+ T F v WA HKEEBRT 31
i&. [Self Service] > [App Protection 0&IE] KU —%&RL £,

4. ROFFoa>onghh 1l DEIBEAZERLETS:

s F—OF—MWE: F—OF—-DF—A+O—IF v TFvI20EHTET,
s BEF v IFyXR A-—F-—DNRIU-—22ay bzliofh, BHZHELLDTERVELSICL
=

5. GEA]. [OK] DIEICZUw o LET,
MEINBEE:

BEINZEEL. FRESNLVY —IDNEENS StoreFront AR TICT IV ERTB3HAEICE>TEBRD FT,
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Global App Configuration Service ® Ul o fEf

Windows @7 Citrix Workspace 7 U 2302 % 7z 1& Windows i@+ Citrix Workspace 2301 N— 3 > 1)L
. Citrix Workspace 7 7') T. Global App Configuration Service (GACS) # B L CRIIEES & U

Self-service Plug-in @ App Protection ##mTE %7,

GACS ZER L TH—OA—NKELVEEF v 7F v WREBMICT B L. Th5OMEEE DL Self-service

Plug-in o@mAICBRATE £9,

P

+ GACS %fER L TRt & Self-service Plug-in 0¥ —OA MK L UVBEF v 7 F v WEE2HER TS
. Windows @7 Citrix Workspace 7 71J & Mac @7 Citrix Workspace 7 7V ICERATE £ 9,

Linux @7 Citrix Workspace 7 7V ICIFERATE £ A,

o GACS D#Emkld. RET7TVELUVTRAI by I Web 77U, LU SaaS 77V ICIKBERAIhEE
Ao TNBD) Y —2RIFE, 5|E4E Delivery Controller & & O* Citrix Secure Private Access % {3

LTHIEnE I,

« Mac @7 Citrix Workspace 7 71 2311 N—=2 3 VB, VSTV RIAMNFEA YL I AOMEA
T. Global App Configuration #— £ X Ul Z /A L TRHE S & U Self-service Plug-in @ App
Protection Z#M TE 3 & SICBD F LT, 2L, 2311 N—=2 3 > K D FETD Mac @7 Citrix
Workspace 77U ERALTWREHEEIF. VTV RINTICHL TOAERTET £,

BEEF. 7—UXR—2H#Epk Ul Z6EH L T App Protection Z#mTE 9

1. CitrixCloud 7Aoo > Mot 1 1> L. [T—OAR—IXDER] %ZFIRLET,

B civix cous

citrix

% StartPage

Home.

My Services ~

10 2 D1

Library Offerings Resource Locations Domain

Library

Identity and Access Management (View Library ) (Editor AddNew ) (CAddNew )

Network Locations.

My Services (5)
Workspace Configuration

Support Tickets i
Notifications ~ Security,performance and usage nsi! s

System Log

Available Services (15)

2. [7F7UH#ERK] > [E¥a2) 75+ cR:E] > [App Protection] %i#RL 7,
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Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  ServiceIntegrations  Sites

Workspace URL  httns//appnaute.cloud.com

View configured settings

Production @

a 0 Anaeis O ovemeos 0 Hrmas O wos
Updates and Plug:-ins Anti Koy Logging
Enables oystrokos.
Enterprise Browser
>
App Experiunce Anti Scroen Capture
~ Security and Authentication Enables screans.
App Protection
Authentication Mac Enoblod Configured

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

& Submit Feedback

Switch URL

1Configured, 0 Unsaved

1Configured, 0 Unsaved A

®©

3. [BEF VY ITFvEl #o0Uv oL, BEITBZIARL—FT 1 Y5> XTL (Windows F7z1& Mac) %3EiR

L£Y,

4. (B3] MW REYZEIVw L, [FTESORE] 20UvILET,

g

Home > Workspace Configuration > App Configuration
Workspace Configuration

Access  Authentication  Customize  Servicelntegrations  Sites  Service Continuity  App Configuration

Workspace URL  httpsi/techdummy.cloud.com

View configured settings

Search Cont

Updates and Plug-ins

Enterprise Browser

Production @

> App Experience

 Security and Authentication

App Protection

Authentication

Security Preferences

 Session Experience

Q O Android O chromeos O Hmus O ios
AntiKey Logging
Enables that
Anti Screen Capture
Enables 4 screens.
Mec Enabled Unsaved
@ Windows Unsaved

Appearance

Bidirectional content redirection

Clipboard
Connectivity

Anti-DLL Injection
Mobile Experience.

A\ You have saved dratts that re not yet published in Production. You may contine editing or publish now to apply changes
to Workspace for your end users

Review 2 unsaved setting(s) Publish Drafts

& Submit Feedback

Switch URL

O Mac O Windows

1 Configured, 0 Unsaved

Configured, 2 Unsaved A

®

5 [F—OA—X%K] 20V v oL . BETZFRL—FT« >F > X7 L (Windows F7:iE Mac) Z#IRLE T,

6. (B3] bINKREYZEI )Y IL. [FTESORRE] 20Uy I LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

36



Citrix Workspace 7 71J

Access  Authentication  Customize

Workspace URL  https:/apppauto.cloud.com
View configured settings.

Sites.

Search Configuration Settings

Updates and Plug-ins.
Enterprise Browser

> App Experience

~ Security and Authentication
App Protaction
Authentication
Security Preferences

> Session Experience

> HDX and Multimedia

> Accessories

Reset all to default

Production @
O Anaroid O chromaos O Hims
Anti Key Logging
& Mac Enabiod @) Confisured
() windows
Anti Screen Capture

Anti-DLL Injection

7. BREORE] 447QJ0RyvIXT, [IFW] 20U woLET,

Global App Configuration Service APl O£/

FEEZ. APl ZFERHLT. Th50 App Protection #Eex R TI £,

o BEF Y Ty REEEBEICIIENICT IRE:

Publish Settings

Do you want to publish these settings in Production?

“name”:” enable anti screen capture for auth and ssp”

“value” :

o F—OA—MRKEZEMNIIZEINICT BRE:

“true” #7:13 “false”

& Submit Feedback

O M ) windows

1Configured, 0 Unsaved A

1Configured, O Unsaved

0 Configured, 0 Unsaved w
Pl

REHBIIROEEDTY:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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“name”: “enable anti key-logging for auth and ssp”
“value” : “true” 1% “false”

fl: GACS T Citrix Workspace 7 7V OEEF + 7F v BiLE#EE & + —OH — I RieEZ EMICT 372D JSON
771N OEERICSRLET:

{

"category'": "App Protection",
"userOverride": true,
"assignedTo": [

"AllUsersNoAuthentication"
1,

"settings": [

{
"name": "enable anti screen capture for auth and ssp",
"value": true

}

)

{
"name": "enable anti key-logging for auth and ssp",
"value": true

}

13

Authentication Manager <o AuthManConfig.xml O fEF

SICAROOT/config/AuthManConfig. xmUIBEL. ROLSICT 7L EZRELET:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
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<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

Self-service Plug-in ¥ > % —7 = ¥ 2 t®» AuthManConfig.xml O

$ICAROOT/config/AuthManConfig. xmUIBEIL. RDOLSICT 7L EiRELET:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeylLoggingEnabled>
</Selfservice>

<!--NeedCopy-->

Virtual Apps and Desktops O —OH —¥HR L EEF v 7F v XFHRDER

2D00RUY—DEySa>TOF—OA—WNESLVEEF v 7F v FigezigE L £, Virtual Apps and
Desktops ®F—OA -3t HKEBEF v 7F vy Wikze. ROKSICHRTIET:

A
N—23> 2103 L. Citrix DaaS (& StoreFront & & Uf Workspace T App Protection Z#7K— kL &
3_0

Citrix Virtual Apps and Desktops & & T Citrix DaaS T® App Protection @#mIc>WTid. FTApp Protec-
tions] ZBBLTLEEL,

Web Studio o {EH

Web Studio =/ L T Citrix Virtual Apps #7-1& Desktops dF —OH—xHK L BEF v 7F v K EHERT S
ICid. ROFIEZRITLET:

1. App Protection IZi& XML S8R ETT, XMLEEEEMICTBICIE. ROFIEERTLET:

a) CitrixDaaS 7hvo Y b1 > L. [BHE] > [RE] > XML EEE2BEMICT 3] ICBBLET,
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= CilriX | paas premium 2 0 " >

Manage v Monitor All tenants v Downloads

Settings

The following settings apply to all resources.

Enable DNS resolution

Enable XML trust

b) IXML 82 EMICT B3] ML EFVICLET,
2. TUNU—=FI)L—7D App Protection 75E%EIRT 3121, ROFIEERTLET:

a) Citrix DaaS T. [BHE] > [TFUNU—=JIL—T] ICBBILET,

b) FUNU—=FIL—T%ZFRLT, BIEN—D [HE] 20V v I LET,

/////

*PeoaABNFLrRa0da OB

c) [App Protection] =7 w o LTH5E. [F—OA—WE] &0 [EBEFT VY IFvHE Fzvo
Ry A& ZBRLE T,
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Edit Delivery Group %
TSVDA_1_Protected

Users App Protection

Desktops ld-on festure for the Citrix Workspace app. pro;
The feat Keyl

Application Prelaunch

Application Lingering

User Settings

or
App Protection

Scopes

Access Policy

Restart Schedule

License Assignment

d) [fRE] 22U v o LET,

PowerShell o R
pu =N
Citrix DaaS B Tld. FED <> > (Citrix Cloud Connector ¥~ > %B&<) oCitrix Virtual Apps and

Desktops Remote PowerShell SDKic$% 23 IY > RLw b EFEALT. COEI> 3 YOIV RERITL
E

1R M= ILEHDERE®D Delivery Controller v> > T, #7:id FMA PowerShell R +v 71> e 612X %
> E7O>o Studio i1 ¥ X b—JLEhi=x> > T, Citrix Virtual Apps and Desktops SDK# R L T. App
Protection TUNU—=J I —TOROFONT 1 ZBHMILET,

+ AppProtectionKeylLoggingRequired: True
« AppProtectionScreenCaptureRequired: True

WINHDDORI =BT UN) =TI —TTERICBHICTET LT, e xid DGl TOHF—OH—H5DFR:E
zHEHTE. DG2 TOAEBEF v 7FvH5OREBLZERTIE T, DG3 THADRU S —ZBMCTIEXT,

B

DG3 WS ERIDTUNY—JI—TTEADKR) >—EFMCT3ICIE. H ~d Delivery Controller Td
IRV RZERITLET:

Set-BrokerDesktopGroup —-Name DG3 -AppProtectionKeylLoggingRequired
$true -AppProtectionScreenCaptureRequired S$true
COREERLET BICIE ROOAYVRLY b ZERITLET:

Get-BrokerDesktopGroup -Property Name, AppProtectionKeylLoggingRequired
, AppProtectionScreenCaptureRequired | Format-Table -AutoSize
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Ffoo XMLEEZBMICLET:
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

StoreFront e 7O0—H—0EO %y b T — U ZERICFREL T RLT LW, #L <& Knowledge Center
DCTX2369298 & T T™XenApp & & U XenDesktop XML Service 1Rl #BBL T L,

Web 77U 713 SaaS 7 7 0 F —OA — WL L BEF v 7 F v IR DIEK

Windows 1@+ Citrix Workspace 7 7 U & & O Mac @+ Citrix Workspace 7 7 1) @ Citrix Enterprise
Browser ©. Web 7 7 ¥ SaaS 7 7 # B & £ ¢, Citrix Secure Private Access iZ& b 7 71 I App
Protection R > —h BRI TL35E. App Protection 327 CIZBRAINE Y,

UTDAZET. Web 771 ¢ SaaS 771 @ App Protection Z#m L 7 :

+ Workspace ® Web 771 & & U SaaS 7 71J @ App Protection ##5 9 %iCi&. TCitrix Workspace
@ Citrix Secure Private Accessy #BB LTI,

+ StoreFront ® Web 77 & & T SaaS 771 @ App Protection Z#m 3 % ICiZ. StoreFront @ Citrix
Secure Private Access R — k1 ZBBL T,

DLLr>> x> a3 iR DERK

March 10, 2024

TI7#IWETIE DLLA > P72 3 U xRMREIREBINICE > TWVWET, COMBEEZEMICTBICIF. UTEERAL
79

s JIN—=TFRU>—#TZzo b+ (GPO)
+ Global Admin Configuration Service (GACS)

IIN—TRIS—FTIxU b=fERLIER

DLLr>2 oo a>nikiiezEmd570IC. RORUS—DEMShELE:
s DLLr>>x o a ik
e DLLA>2 0o a3 yWERDED a—ILEFAIUR b

DLL r>> 02 a>WERY S —DER

CORUS—ZERALT. DLLA> 2102 a U iREERZEM R IZEMCLEY, CORUI—DEBRINATY
BWEE. DLLA P02 3 UHREREIZEMICED T, FRATE3EIIUTOLEDTY !
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« B# - Citrix Authentication Manager. Citrix Workspace 77U @ Ul & & T Citrix Virtual Apps and
Desktops TDLL 1> x> a VMEEENEMICH > TWET, BEE. DLL1>Y o> a ik
WEREZEMCTBDHICHREL DV R—R Y M EBEIRTEFT,

« #&3) - Citrix Authentication Manager. Citrix Workspace 7771 @ Ul & & T Citrix Virtual Apps and
Desktops TDLL 1 > x> 3 UM RERENEIICHR > TWVWET,

DLLA>2x 02 a rWERRIS—Z2BMICTBICIE. ROFIEZRITLET:

1. Zoav > kERFLT. Citrix Workspace 7 7V IN—TRVS—A4TP 0 FEEBRT YL — %R
TET:
gpedit.msc

2. [AvEa—2—0ER] /—RT(EBBT Y7L — k>[Citrix 0 O >KR—x> ~]>[Citrix Workspace]
> [App Protection] > [DLL 1 >> o> a3 xsE] ICBEILET,

2sattingls)

3.[DLL 1>z o arvxE] RS-0 Vv oL, (B3] 2FRLET, IRTOIVR—2 FHER
Th&ET, il [(F72aY] €02 305V R—RY FOBREEETIET,
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& Anti-DLL Injection m]

E} Anti-DLL Injection Previous Setting

(O Not Configured Comment:
© Enabled
() Disabled
Supported on: All Citrix Workspace supported platforms
Opticns: Help:
@ Citrix Auth Manager Use this policy to enable/disable Anti-DLL Injection for Citrix Auth
Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Citrix Workspace app Ul Desktops.

. ) By default Anti-DLL injection is disabled.
8 Citrix Virtual Apps and Desktops

When the policy is:
Not Configured - Anti-DLL injection is disabled.

Enabled - User can configure Anti-DLL injection individually for
Citrix Auth Manager, Citrix Workspace app Ul and Citrix Virtual
Apps and Desktops.

Disabled - Anti-DLL injection will be disabled for Citrix Auth
Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Desktops.

I oK Cancel Apply

4. [OK] 200w o LEY,

DLLr>2 02 a>REOEI a—ILEFRY X MRU S —DFER

BEEIE. CORV—ZFEALT. DLLA> 220> 3 U3 RgaEN S DLL ZBIPTIT £T, CORU D —id. fl
GBS FUAZIBT ZHEICOAERTI L ZH8OHLET, CORUD—DEEINTULWERWES, DLLIF
HFAUIIMIEEFNEHEA IRTODLLIF. DLLY >z oo a3 dRICEaENEd. FETIZEIFUTOL
HFDTT:

o B -FHFAURMIBMINADLLZDLLr >z o> a>dEhomitLET,

o EM-FHFAURMIBMIN/DLLO—EZIUTLET,

DLLA>2 x> a i RDEI a— IV X MRUS—ZBMICTBICIE. ROFIEZETLET:
1. "o > RERFLT. Citrix Workspace 77U IN—TRVS—4TP 0 NEBRTY L — %R
TFET:
gpedit.msc

2. [AvEa—2—0#ER] /—RT(EBAT Y7L — k> [Citrix 0 O >R—x> ~]>[Citrix Workspace]
> [App Protection] > [DLL1>> x> 3 HBOES a—ILFFAUR N ICBELET,
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Policy Editor
Fie Adion View Help
s 2mi: Bm T
U Local Computer Poliy T T—_—_—————_——_ .- _—,
- 8 Computer Configuration
3 Satours Satings Select anten to view its description.  Setting State Comement
21 Windows Settings £ Anti-DUL Module Allow st Mot configured No
« I Adeministrative Templates & Anti-Ca Inection Mot configured No
« ] G Components
- 21 GiticWorkspace
~ (51 App Protection
) Anti-DU Injection
) <P
) G Enterprise Browser
) Gitrix Secure Browser
1 Girix Workspoce Updates
) Glent Engine

| Fast Connect APl Support
) Globsl App Confg Senvica
Multi-Stream ICA
) Network routing
| Remoting dlient devices
) selfsevice
! StoreFront
) User authentication
User experience.
3 Control Panel
Desktop
3 Network:
) Printers

3 sarver
) Start Menu and Taskbar
2 system
1 Windows Components
% A et
« B User Configuration
1 Softwars Settings
1 Windows Setings
2 Administratve Templates

\Exended [Suandora]

2sattingis)

3. [IDLLr> 2z 023 WEOEDa—ILFAUR K] RUS—%2T Uy oL, [BH] Z2FRLET,

&l Anti-DLL Module Allow List . ;

[ Anti-DLL Module Allow List S— —

() Mot Configured Comment: -

() Disabled )
Supportedon: - apmx Migrator encountered a policy that does not have a supportedOn value. ~

Options: Help:

Anti-DLL Injection Module Allow List The DLL Allow List policy allows admins to exclude any DLL from

the Anti-DLL protection.
[
s
"filePath". " C\\Program Files (x86)\\trusted\"

EEEE— Naot Configured - No DLL is part of the allow list. Includes all the
DLLs during the Anti-DLL protection.

When the policy is:

Enabled - Excludes DLLs mentioned in the allow list from the
Anti-DLL protection.

Disabled - Clears the DLL allow list. DLLs need to be configured
again when policy is enabled.

The Module Allow List field allows admins to add DLL
information that can be excluded from the Anti-DLL protection.
Sample format to add DLL to the allow list:
[
{
“filePath"™ " C\\Program Files (x86)\\trusted\\messageboxdI|"

4. [DLLA>2 20> ayREDEZ a—ILFTV XM T —ILRIC. DLLA> Y 20> 3 UKD B Y
B3EZa—IIO—EZEMLEY,
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FFAIU X MC DLL Z&Nd 3 ADfl:

I

"filePath":"C:\Program Files (x86)\trusted\messagebox.dll"

"filePath'":"%PROGRAMFILES%\trusted\logging.dll"

]
<!--NeedCopy-->

5 [0K] 200w o L&Y,

Global App Configuration Service % &/ L 718

EEEIE. GACS ZERALTDLL 1>z a Rl ZBMTI &9, REEBIZRDLED T

+ antidllinjection -DLL 1 > 7> a > RREZBMNICT 3 7eDICKBERED 2 —ILEZBMLET
o antidll module allow list -DLL 1 >z 7> a viEH ST 20 ER DLL ZEBMLE T

#2L <I&. TGlobal App Configuration Service; 8B LT E3 L,

GACS T Windows @7 Citrix Workspace 7 71J @ anti dll injection r anti dll module allow list D€
A—IIEFAVZ N ZEMCTE76D JSON 771 IILOFIZRISRLET:

{

"serviceURL": {

"url": "https://tuleshtest.cloudburrito.com:443"
}

)

"settings": {
"appSettings": {

"windows": [

{

"category": "App Protection",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

1,

"assignmentPriority": 0,

"settings": [
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"name": "anti dll injection",
"value": [
"Citrix Auth Manager",
"Citrix Virtual Apps And Desktops",
"Citrix Workspace app UI"
]
}

"name": "anti dll module allow list",
"value": [

{

"filePath": "C:\Program Files (x86)\Citrix\ICA Client

\wfica32.exe"

"filePath": "C:\Program Files (x86)\Citrix\ICA Client

\AuthManager\AuthManSvr.exe"

]
}

"name": "name",
"description": "desc",
"useForAppConfig": true

}
}

<!--NeedCopy-->

RS- EADEHDIER

January 10, 2024
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ElEats

RIS —REAREEEEZBRT BICIE. ROHDHEZ>TVB I ZRABL T IETL:

« 57 REBEDHZSE - Cloud Desktop Delivery Controller d/X— 5> 115 LI

o AL I REBEDHE - Citrix Virtual Apps and Desktops @/\— 5> 2308 LA
« Windows Virtual Delivery Agent 1 > X k=5 —D/N— 3> 2308 LR

+ Windows o5& - Windows ¥ Citrix Workspace 77 71) 2309 LAk

+ Mac 0154 - Mac |+ Citrix Workspace 77 71) 2308 L&

+ Linux @354 - Linux @ Citrix Workspace 7 7°1) 2308 L%

RUS—BIABREZEMICT 3ICI1E. App Protection TR INAFEET7T TV ETRI MY TERI LTV
TS/WS VDA ©&1EE M Citrix AppProtection Service Z it s 2 HRELH D £,

KU —BRETABRHEEEMICTBICIE. ROFIBOWTNhHAERITLET:
o ORIV RIOVT+EFERAT3IEE:

1. BRON—DEHKICHZ [BRER] 7AYoV vILET, Temdl tAAL. [BEEL L TET]
2Oy o LEY, AR RTIOVT FEERNMRTINE S,

2. ROOARVRERTLET:

sc config ctxappprotectionsvc start=auto
sc start ctxappprotectionsvc

<!--NeedCopy—-->

o A—HW—AVE—T A RAEFEATBIHES:

1. RRON—DERICHD BE] 7raA>E2)v o LET, Tservices.msci “ ASL. Enter
—%*#LFEY, [T—EX] BEIFPERRINET,

2. [Citrix AppProtection Service] %®EiRL. [BAIE] #o Vv I LT,
3. [Citrix AppProtection Service] #5271y o L. [Z7ONXT1] ZFERLET,
4. [—f&] > [R&—rT7yT7ofEE] > (B8] Z:#RL. [OK] 20U v I LT T LOEFHEIC
T—EXHBENICHABINSLSICLET,
R —BEARBBEEDERICEMICARD F LT,

RS —BEABHEEHR— L TOVARVLEIO/N— 3 >0 Citrix Workspace 77U BHELTIOv I T3IC
i&. App Protection ot Fa U7 BHAF v =ML £9. App Protection DREF = v 7IZoWTEEL <
i&. TApp Protection Dt Fa2 U5 EHFzv U1 ZBRBLTLIZIL,
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App Protection Dt 1) T BBF T v IV EZHERT 3

March 10, 2024

App Protection Dt F 2V T BBAF T v I/EZEMITSICIE. TOWEEICEEET 33 L L VDA Citrix K1) > —
R L7,

Gk =ats

LUTFHEOE TSN TVWS e 2B LT EEL

« 57 REBE®DHZSE - Cloud Desktop Delivery Controller d/X— 5> 115 LI

o AL I REBDHE - Citrix Virtual Apps and Desktops @/\— 5> 2308 LA
« Windows Virtual Delivery Agent 1 > X k=5 —D/N— 3> 2308 LR

+ Windows 0354 - Windows @i+ Citrix Workspace 7 71) 2309 A&

+ Mac 0154 - Mac |+ Citrix Workspace 77 71) 2308 L&

+ Linux @354 - Linux @7 Citrix Workspace 77 7°1) 2308 L%

RDESIC. EFXaUToBBAFz v IREOFHLWVDACitrix KU —%#EBRLET:
A
C D LW VDA Citrix 7R > —I&. Citrix Studio & Web Studio oA %#ERAL CTREATE X9, XOFIE
I& Citrix Studio #fEB L7=ERETIH. Web Studio THRILFIEZFERATEF X,

1. #> 7L 2 2DHBEIE Desktop Delivery Controller (DDC). & 57 REBE®H & IE Web Studio T Citrix
Studio 77U RS, [RU>—] Z#ERLET,

2. [BfE] T, [RU>—]1 > [RUS—0ER] Z#RLET,

3. [IRTOFRE] ROy FEIYAZa—%oU vy oL, [ICA] OFD [App Protection] %ERL %7,
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Create Policy

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || All Settings 71’ Search ye
Settings: 0 selected All 5ettings lected only

Accelerate folder mirro| . -
(i Connector for Configuration Manager 2012 =
Not Configured [Defaultj ¢}

b Active Directgry action o oo Tl Select
Computer setting - Profi
Not Configured (Defaul Flash Redirection

b Active write back Select
Computer setting - Profi
Not Configured (Defaul Audio

P Active write back on se . Select
Computer setting - Profil  Aute Client Reconnect
Not Configured (Default Bandwidth

b Active write back regisi Select
Computer setting - Profil  Bidirectional Content Redirection
Not Configured (Default .

b Adaptive audio Clhare Saeare Select
User setting - ICAVAudio Location
Mot Configured (Default Terera T

» Advance warning frequ Esktop Select

Computer setting - Conn

End User Menitoring
Enhanced Desktop Experience

File Redirection

Cancel

4. [Citrix Workspace 77U Dt FaU T RBHFT v o] ZBRL. [BR] 20U vILET,
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Create Policy
v Select setti
Studio &

(All Versions) - ” App Protection - ][ Search £
Settings: 0 selected [ ] View selected only

Settings

y P Posture check for Citrix Workspace App
Users and Machines Computer setting - ICAVApp Protection
Summary Not Configured (Default: )

m
[+

i

i ’ Cancel

[REDOEE] Vs> RUDESTET,
5 [F7#I\ ME=FER] FTv IRy IREFTICLET,

6. Bl 2oV v o L. ROBEETZEZANNLET:

« Windows-AntiScreencapture

Windows-AntiKeylogging

Linux-AntiScreencapture

Linux-AntiKeylogging
« Mac-AntiScreencapture
+ Mac-AntiKeylogging

fee z1E. TWindows-AntiScreencaptures & "TWindows-AntiKeylogging) ZiBML7zH&. £+l
FAREBF T IEYR— L. Th5DHEER# X 7 Windows @7 Citrix Workspace 77U i& VDA A
DEGOFFAIINE T
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Edit Setting

Posture check for Citrix Workspace App

Values:

| Windows-AntiKeylogging

| Linux-AntiScreencapture

O]
B
c|[<]l<]

|
|
| Mac-AntiScreencaptu rel |

[ ] Use default value:

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 2308 Multi-session 05, 2308 Single-session O3 ]

¥ Description
App Protection Posture Check

This allows you to block access to resources protected by App Protection unless they are on versions of Citrix Werkspace App
where the specific App Protection controls can be enforced.

Mote: If this feature is applied, users on the Workspace app versions that do not support App Protection Posture Check will also
be blocked from accessing protected sessions,

For more details on prerequisites and configuration refer to https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/
features.htmi#posture-check

Important considerations while creating new policy

- Each line should have only one capability.

- No space is allowed in the name of capability.

- Ensure the values are spelt commectly. Incorrectly spelt values will cause session disconnects.

4

/.

e BEIVHRVICKK I DOEEOADNEENTVIHRELDHD £7,
HWEEDBHIICAR—RZFEATE LR TIEEA.

EORRIVHBAELWVWC EZRERLTLIETV, BEDOARILAEE>TWRE., Ly ayhE&TL
ES I

7L 71wy X2 Windows-. Linux-. F7zid Mac-OARWMEIFERINE T,

7. XEREZINTEMLES. [OK] 20Uy o L&D,
8. RN] #2UVwILET,

9. [RU>—mBEIDYTHK] > BRLEI-Y-—BLUII>FTII ] 2BRLET,
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Create Policy

Studio

+ Settings
Users and Machines

Summary

Assign policy to

@' 2Cted USEer an

User and machine objects: 0 selected

P Delivery Group
Applies to all settings

b Delivery Group type
Applies to all settings

3 Organizational Unit (OU)
Applies to all settings

b Tag
Applies to all settings

O an objects in the site

[_] View selected only

Assign

‘: ‘:
i i
[Ealf Fay
= =

=
in
[,
=

10. CORVL—zRBATIHEDNHZTINV—TIL—TZ&ERL. [OK] 20Uy I LET,
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Assign Pelicy

Delivery Group

Applies to: Virtual Delivery Agent: 5.6 Feature Pack 1, 7.0 Server O5, 7.0 Desktop OS, 7.1 Server OS5, 7.1 Desktop OS5, 7.5
Server 05, 7.5 Desktop OFS, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server O3, 7.8 Desktop OS, 7.9
Server 05, 7.9 Desktop OS5, 7.11 Server OS5, 7.11 Desktop O3, 7.12 Server 05, 7.12 Desktop 05, 7.13 Server 05, 7.13 Desktop
08, 7.14 Server 05, 7.14 Desktop OS, 7.15 Server OS, 7.15 Desktop OS5, 7.16 Server O5, 7,16 Desktop OS5, 7.17 Server 0§, 7.17
Desktop OS, 7.18 Server OS, 7.18 Desktop OS5, 1808 Multi-session OS5, 1808 Single-session 05, 1811 Multi-session 05, 1811
Single-session 05, 1903 Multi-session 05, 1903 Single-session 05, 1906 Multi-session 05, 1906 Single-session O3, 1909
Multi-session 05, 1909 Single-session 05, 1912 Multi-session 05, 1912 Single-session 05, 2003 Multi-session 05, 2003
Single-session 05, 2008 Multi-session OS5, 2006 Single-session 05, 2009 Multi-session O5, 2009 Single-session 05, 2012
Multi-session 05, 2012 Single-session 05, 2103 Multi-session 05, 2103 Single-session 05, 2106 Multi-session 05, 2106
Single-session 0%, 2109 Multi-session 05, 2109 Single-session 05, 2112 Multi-session 05, 2112 Single-session O3, 2203
Multi-session OS5, 2203 Single-session 05, 2206 Multi-session 05, 2206 Single-session 05, 2209 Multi-session 05, 2209
Single-session 05, 2212 Multi-session 05, 2212 Single-session 05, 2303 Multi-session O5, 2303 Single-session O35, 2305
Multi-session 05, 2305 Single-session 05, 2308 Multi-session 05, 2308 Single-session O5

Apply policy based on the delivery group membership of the desktop running the session.

Delivery Group elements:

Maode | Controller Delivery Group |
awddc1-0001 bvtlocal:80 - —
[#] Enable RdsDesktopAndAppGroup

VdiDesktopGroup

=

11. DrN] 200w o LET,

12. [(RUS—R] T4 —LRICRUS—RBZANAL. [RUS—0FEMK] FTv IRy IRZFVICLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Citrix Workspace 7 71

Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: Policy1 ” .
¥ Settings i 4 | Enable policy
Description:

« Users and Machines

Summary

Settings configured: 1
Posture check for Citrix Workspace...
Computer setting - ICA\App Protection
Windows-AntiKeylogging;Linux-

Assigned to: 1 user and machine objects

P Delivery Group
Applies to all settings

AntiScreencapture;Mac-
AntiScreencapture (Default: )

o)

13. [7] 20Uy o L&Y,

EFAVTARBBF v IRORY S —IMETNET,

App Protection DtzF 1) Fr BHF v INKBLIBEICEBEINZEE

s EXaAUTAEBF v IO VDACItrix RS —HEHT, EFa VT BBF v IBEEYR—FLT
WARWAN—=2 3 >0 Citrix Workspace 7 7U R L TVWEIHBE. I7—XvE—IHhRRINTICEY >
IUPETLET,

s EXAUTFABBF v IMEEYR— L TWVWBN—2 3 >0 Citrix Workspace 7 7V = ERALTW3
BERDIZ—RAytE—IHENENARRINTEY > a VAR TLET:

- Windows:
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Session is terminated as the App Protection posture check failed. Contact your systemn
administrator,

— Copy text to clipboard

Close

- Mac

Session is terminated as the App

Protection posture check failed.
Contact your system
administrator.

Please try again in a few minutes.

OK

- Linux

Citrix Workspace - X

Session terminated
Session is terminated as the App Protection posture check failed. Contact your system administrator.

OK
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ATILRy FEFoTOy o

March 10, 2024

ARy TEEE IOV I T 3ICiE. B&FIDER Y 7T Windows @i Citrix Workspace 7 771) 2309 Lg% =
TLTWB e =H@BLET,

BADRY TT, IRTOVDAICXROERZRBELF7 !
1. BOGPORUL—ZBHLEY, #HLIE TH®HHD GPO RIS —DEH Z28BLTILE L,

2. =T RUS—IFTs4—%EHL. [O>E21—2—0ER] > [BEAT>SL—K] > [Citrix YR
—x> k] > [Citrix Workspace] > [App Protection] > [#J/Lihy FEBZTOv o T3] ICBEHL
x7,

3. [B%] Z#RLT [OK] 20Uy IL&ET,

(FOERy 7EEE IOy I T3] RENBMCHD. FTILKy FEEZREITLELS TR IOvIIN
79,

b

Windows Server OS & App Protection Z#7R— L TWEH A, TD®H. BRID K 7T Windows

Server OS #xRf7 L TW3H4E. App Protection BExIC%4 > TWL3 Virtual Apps and Desktops I&& R~
IhFEtA.

March 10, 2024

COEETIF. IEIFLTS v b7 x—L@EITO Citrix Workspace 771 T App Protection ® k57 )L a
—TA VT EITSHAICOVWTHALET,

FSTNSa—FTa20DIFUAFIZOVTIE. UTFESRLTIETL:

o — MR NS TN a—FTa VI FUF
o RUL—DHRIADEKY
» App Protection ot Fa U7 RE&EFT v Y

Windows 517 Citrix Workspace 7 71

1. TaJps) oFIRICE->TATZNELET,
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2. Windows +R £—%#3HL T [®fT] Ry o xX%EE, fcmd) EAHLTEnter x—%\L X7,
3. ROOAT YV RERTLET:
o« N— 3> 2311 £ O ETD Windows @7 Citrix Workspace 7 7U #EB L TW3BEIE. RO
YRZERITLEFT:

- sc query appprotectionsvc
- sc query entryprotectdrv
- sC query epinject6

- sc query epusbfilter

o N—2 3> 2311 D Windows @i+ Citrix Workspace 7 7V 2B L TW3B&IE. ROoaT >
FeRITLET:

- sSC query appprotectionsvc
- sc query ctxapdriver

- sc query ctxapinject

- sc query ctxapusbfilter

OJIEY - RESNI L —ABREEDICERZRELET,

Mac @17 Citrix Workspace 7 71)

M7 oE] THEATIEFIRICR > TIEL OV ZIRHLE T,

Linux @17 Citrix Workspace 7 7V
L. AYZ =D util 7+ILE—IZH 3 setlog RITAIGET 7 ILERTLE I, Fl: /opt/Citrix/
ICAClient/util/setlog.

2. [TRTEMICHE] #2VvoLET (COFEIFATSa>THH, BELROTOIHDINETNBELSICL
TLEETW),

3. App Protection o s E8RICEEIL £ 9,

4, AUV w o LT [#40] %EIRL. App Protection dOJ L RI)L% [¥4] ICRELEFT (BELI>—0
AHOTICRBEINET ).

5. App Protection DV > Xz2BBL. TOFEREZGIVYILET, [JIL—T] > [WE] 2ERLFT,

6. wficaoOJ/xaMIcLEd, wficazBo U v L. [#4#] %%IRL £, App Protection i1 > b
—lLEchTuwius wfica THRETEAWVEESIR. XOLS53BATHEIEINET, [NCS] <P3563 >
citrix-wfica: App Protection is not installed,

7. v avERET 3. setlog O HANRICEEHINTVEZ T 7rILICOTHRBINE T,
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Citrix Log Preferences

Class Level  Working Level ' Expand All

2> wiica Verbose Verbose Colt Al
—  Webhelper

App Protection Verbose Verbose set All Default

i— App Protectson Service  Inherited Yerbose -
| Set All Disabled
I App Protection Preload Inherited Verbose

%— Ant-Keylogging S8 Inherted Verbosa Sat All Inherived
Anti-Keylogging X11 Inherited verbose I

— Ant-Keyloggng XCB Inherited Verbose

Anti-Screencapture X11 Inherited Verbose

— AnteScreencapture XCB Inheried Verbose

Crypto Wrapper
|| Date W] Time H|Name |H| Process 1D Set All Default
|| Thread ID (M| Session 1D _|User ID | | GroupID
. All Di
B Log Class [ JLog Level B Function [ ] source File et Do
|| Thread Name set All Enabled
Log Output Path Narfogiatrogl CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current [
SR O Log Fhes 2 Load Defaukt | |
Max Log Sessions 200

—NBR NS TN a—FTa >

March 10, 2024

App Protection RS —HEMICHR>TVWB I Y —ZADRA T4 T 7T VICRRTINAVEE

App Protection RU > —DEHMICHR > TWVWB VY —ZADBRA T4 TT7TVICRRINBWVIESIZ. UTOFIEEZE
TLET:
1. Citrix Workspace 77U T L DHWHBEIK. FILWN—SaVICBEHRLET:

+ Linux @i+ Citrix Workspace 7 71J 2108
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Windows @i+ Citrix Workspace 7 1) 2203.1 LTSR

+ Windows i+ Citrix Workspace 7 71J 2002

Windows (Z +7) mis Citrix Workspace 7 71) 2305.1
Mac @7 Citrix Workspace 7 1) 2001

2. Windows 2016 % Windows 2022 & ¥ ® Windows RILFE v a v FARL—F o > 5 X F LI, Citrix
Workspace 77D A YA b—ILTNTWAWI EERERL TSI WL,

3. EROEHDBLINTVTHI Y —IDRFEINBWVEEIRE. OJ2IREL. Citrix 77 ZAJL HR— kI
BRAVWADELLEET V. OJIREICDVWTEHLLIE TOJIE] 28R LTLRETE L,

AU TL I XA LT7OERDIZ. App Protection R > —AEICHE->TWE Y —IANT S UH—IC
RRINAEWL

FYFL IR LT OEAFBIC. App Protection RU S —DEMICH>TWB U Y =N TS UH—ICRRINA
WiHEEIZ. UTOFIEZERTLET:

1. Delivery Controller /X\—=2a>HN—= 3> 1912 KDFITHVWI L ZHRL TSI L,
=

N—23> 1912 & bEiD Delivery Controller ZfEfH L TW3%&. App Protection (4R -~
n&EtA,.

2. StoreFront /N\—2 3> 1912~2203 #fERA L TW3H &I, StoreFront o A X271 AV EMICH
STWVWBHESIHZERBLTLLETV, StoreFront D QX 21 X #BMICT B HEICODWVWTELKL
&, TStoreFront @ h 24271 ZDEMKI Z2BBLTLEIL,

3. StoreFront N—> 3> 2308 LIEEFEAL TWBIHEIE. StoreFront D QX271 X2 EBMICT ZHEIT
HbhFEFHA. StoreFront /N—2 3> 2308 LIBED /N1 Ty Rigd%=ERL T, StoreFront To/N171)
v REEEID App Protection BEEL K BHICHE > TVWBIHE SHERRBLET,

4. TUNU—=F)L—TD App Protection #seD EEL K BRICHE > TVWEIHE SO ZHERL T T L,

5. ERBOEZFHEIBINTVTH U Y —IBREINAWVWEEIF. OJE2WREL. Citrix 77 ZALHR— b+
ICHEBVEDELLETV,. OJDIREICDVWTHEHLCId. TCitrix Workspace 77U oo s olisk) H&T
StoreFront O 7 dINEE) #BRBL T T L,

App Protection B'5%1% 1) Y — X2 RET 3 L SICREARRBEZBII TI AL

Windows @i+ Citrix Workspace 7 7) @384, App Protection #—E XHQ AT hRERRENSBIIINS &£
5120 1A R=ILHIC [ YR ~—JL1EIC App Protection #5143 3] FT v IRy I XEBMICT ZHREN
HBDET, 1R M—=ILFIC [ X —)LiEIC App Protection #8149 3] Fx v IRy I XE2EHICLAED
>7z33&. App Protection RU > —HE#MICHE>TWE Y —X%EET 5 L. App Protection +—E XN EE)
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HICBRETNE T, X TLERICIEL T, App Protection OEENCEBAHD N ZHBENRDH D £7., EEHTI5HE
bHNE. FTLTIRTZHBELHDET, LIch>Te 1A M—ILBIC [ >R b—)L#IC App Protection
ZRBRYTR] Frv IRy IREAVIITEZ e z88OHLEY, BFEIE App Protection ZBzICLTUY —2X
THEFL. ZRERBERERITIVENRHD £, 7L, TN TH App Protection BE#ICE->TWE DY —
A ZRETERVEEIF. ROFIEBZETLET:

1. BB LTIV RIOYT A ZRE. RO Y FZEfTL T App Protection —EXHETIN T

WBHESHZmBLET:
sc query AppProtectionSvc

<!--NeedCopy-->

2. App Protection 4 —EZXDEITTNTLAHWEEIF. KOOIV RERTLTH—EXRZHBLEY:

sc start AppProtectionSvc
<!--NeedCopy-->

3. BIEMS IS —DREETIHER. OJZ2N&EL. Citrix 77 ZAILBR—MIBEVWEDELLESIW, OY
IREEICDWTEHLLIE TOY &l 28R LTLRET L,

App Protection ZG%h £z IFEMICTIHL
Web Studio #7zi& PowerShell #EB L TA Y L I X FE U 57 ROF ) /NU—2)L—FD App Protection
ZEMELIZEMCTIARWVESIE. ROFIEERITLET:
1. RERSAEYIADBHZINESHEBRBLTLETV, BEASAEYIHNFBATIAVIES. App
Protection #E#ICT 3 IdTEEH A
2. BREGRSALVADNFBETIHVEEIE. BERFAEVREREBLTSIEXZEMLET,
3. SAEVREBMLIEEZ. SV AY—N—%B#H L. App Protection EBEBEMICL THTLIEIL,

4, BHBRSA Y ADFATETH 3ICH 57, App Protection 2G5 £ 7 I3EMICTETRWVWEEIE.
RDOAXY RERTLTTrustRequestsSentToTheXmlServicePorthEsICAE>TWEHY
SHERBLET:

Get-BrokerSite | Select-Object

TrustRequestsSentToTheXmlServicePort
<!--NeedCopy-->

5. TrustRequestsSentToTheXmlServicePorthEMICHE > TLARWEEIK. ROVLWThHh DA
EEFERALTXMLEE z28MICLET:

+ Web Studio o fFf:

a) CitrixDaaS 7h oY 11> L. [BE] > [(BE] > IXMLEBEEMICT 3] ICBEL
7,
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= CilnX ' paasPremium

Manage v Monitor Alltenants v | Downloads

@ e Settings
Q. sew s
& Mact
® GED
]
B
onendime
% e )
N
=]
] (o]
@
® Enable S reseution
Ce o (o]
-]
4

b) IXML EE=EMICTZ] ~IILEFVICLET,
+ PowerShell 0fFER: "OIT Y RERTFLTXMLEEE=EMICLET:

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
<!--NeedCopy-->

6. TrustRequestsSentToTheXmlServicePortzashic L7%. App Protection #BEBIC
LEd,

7. LROFHEDFH-INTVBRICHED MDD 5Y . App Protection ZB# 7 idEMICTET HWVWESEIE. Citrix
TOZANLYR=-MIEBVEDE LTIV,

App Protection 7R ) > —HABEISERINTLARWL

1. ROFEDBH-INTVWBR I EZRABL TV

+ Citrix Workspace 7 7V OH R— TN TVWEIN—I 3 v ZERLEY,

o TUNV =TI —TF OB BEENBMICHE>TUVET,

o COWEENIYRRAYMIA YA M—ILINTUWET,

« Citrix Workspace 77U D > X k—JLB§IC/includeappprotectionZXr vy FEEMICL
£9

2. ERBOEZFHENFBIINTULWTD App Protection /R o —hABEIICERA I NARWVWEEIF. O &2 IN&EL.
Citrix 77 Z ALY R—FIEBVEDELL LIV, OJDIEICDWVWTEEL <& TCitrix Workspace 7
TOOTDIE] #BRLTLETWV

Citrix U« Y RILINTR I =2 gy hHEEEL TUWERA:

o REINTWS Citrix 7+ > B (Citrix Workspace 7 7U % &¢) #&/IMLIZHELCET,
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RIS —DRTADOBRBICEATEZ STV a—FTa >y

March 10, 2024

ROEIa>TlE. RETIARMDHZVODDDOBBEZFD NS TN a—T1 VI FRICDOWTHIAL £
EXS

ICA 7 71 LIZRIATNTVWBH Y a VIRERLRETHRTH D

App Protection @R S — DRI ADKRBIEEDNEMICE > TWVWBRRET IV ELETRI by Ty 30D
ICA7 71 IHERIAINIIBE. ROVWTIHDDIT—XyvE—C2RRLTEY S I VZRTITIHELNHD £
ER

+ Linux @i+ Citrix Workspace 7 71J

Citrix Workspace - X

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

oK

« Mac @7 Citrix Workspace 77U
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Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

+ Windows @i+ Citrix Workspace 7 71J

Citrix Workspace App bt

Session is terminated as App Protection has detected policy tampering. Contact your
Lo systern administrater,

—» Copy text to clipboard

1L ICA 7 7 ULHARIAINTVT, RUS—DRIADEHDAEMI A > TVWRBETHE Y a VHET
INTWVWBEEIE. ROFIEERITLET:

1. Virtual Delivery Agent T TOFIEZRITLET:

a) ROAXYY RERTLT. ctxappprotectionsv—EZXARITEINTVRINESHERRL %
9

sc query ctxappprotectionsvc

b) ctxappprotectionsvct—EZARTINTLAVEEIFE. UTOFIEZRTLTH—ER%®
FwBLET:
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i. LTy RERITLT. ctxappprotectionsvch—EXDRE— 7y TOEE%
BEICEELEXT:

sc config ctxappprotectionsvc start=auto
ii. ROAX Y RERTLTH—EXZEEHLFT:
sc start ctxappprotectionsvc
2. 9347 FT UTOFIEZRTLET:

a) vdappp.dll 7 7 1 )Lt Citrix Workspace 77U D1 Y R b= ILIBFRICHZ D ESHERRBL T,
Citrix Workspace 77U DT 7 # L b D1 VR b= LIBFRIFUTOE ED T :

« Windows - C:\Program Files (x86)\Citrix\ICA Client
« Linux - fopt/Citrix/ICAClient
« Mac-zZ%AL

b) Windows @7 Citrix Workspace 7 71 @B &1, procexp.exe %=ER L T, vdappp.dil 7 71 )L
M wfica32.exe IZGRAHFRAEFNTVWEINE ShEERBLE T,

c) Linux @i Citrix Workspace 7 71U @& 1&. vdappp.dll 7 7+ L H wiica.exe IZ5i#&AENTL
BHESHERRELET,

3. By a v ERERTPOBEIE. OJEIEL. Citrix 77 ZAILYR— MISBEWEDECEIW, OY
IREEICDWTELIE TV 28R LTLRETE L,

Virtual Delivery Agent zB&17 5L, RS —DRIADKREDEEEL < AD

Virtual Delivery Agent #Bi2gi L. K> — DRI ADBREBEEDEEL AL R o IBE L. BEEEIC App
Protection 4 —EZHRITTNTLWAWI LA REATH 3 AEeMNH D £, Virtual Delivery Agent TUUTDOF
IEzERITLET:

1. ROOT Y R%ERFLT. ctxappprotectionsvct—EZXARTHT. BEICKREINTLEHE S
hERALET:

sc query ctxappprotectionsvc

2. ctxappprotectionsvct—EZXARTINTLAVEEIF. UTOFIEERITLTY—EXZRAL
9

a) MToITY RERTLT. ctxappprotectionsvch—ERDRE— 7 v FOEES BEIC
TELET:

sc config ctxappprotectionsvc start=auto
b) ROITY RERITLTH—EREZEEHL 7!

sc start ctxappprotectionsvc
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3. RUP—DRIADHEBE Y 3 VA ERERTHROBEIF. OJZIEL. Citrix 77 Z ALY R—MIER
WEDELEIV, OJPREICDOVWTELLIE TOJINE] #8RBLTIETW

App Protection Dt 21U F s BRAF v IICEI R M TILa—FT1 Y

March 10, 2024

RO a>TlE RETIARMDOHZVODDDOBBEZED NS TN a—Ta I FRICDOWTHIAL £
E

Tyl a RIS Xyt LTRTLE

RET7ZIVERLIET RO Yy TOEY S I OIS —AyvE—C2RAEBTICRAKR T LIEESIE. UTOFIEEZR
TLET:

1. Citrix Workspace 77U DN—=2 3 Y HROWTIADDN—I 3> D HHWDESHERRELET:

+ Windows @i+ Citrix Workspace 7 71J) 2309
« Mac @7 Citrix Workspace 7 1) 2308
« Linux @+ Citrix Workspace 771) 2308

P

Citrix Workspace 7 7 U ON—= a3 YA FIEL TUR MINTEN=U3 > DB H L App
Protection D+ a2 7+ BBAF T v VRENBEMCIH>TVBIHE. RET TV ERIEITRI by
TwsaviFIso—AvtE—JRRFETICET LET, 2L, Citrix Workspace 77U h*F &
1TUZRRINEEN=23 Y BEON—23 2T App Protection @t a U 7« RBEF = v U i#EE
PEMCER>TVWREHEE, REFTVERE TRy T2y aVIEIS—XvE—S%2RRLTHE
TLET,

2. App Protection D+ a7 BEF v IBENBMIH>TLRIDESHZRBELE T,

3. Citrix Workspace 7 ZUHUFIDON—2 3 YUBEON—I 32T, EFa ) T BEAF v VEEELENT
H3HEIF. OJFZWNEL. Citrix TV Z ALY R— MIBBAVEDELLEIV, OJREICDVWTHFHLL
& TOJE) 28R LT ISV

App Protection Dtz 1 U F s BBEAF T v VD BERCH S TEHN ZTLUN—=T 30 TlREY S 3 VA

TLTWAEWL
BE. App Protection Dt F a2 U F BB F v IBENEMICR>TED . W= 3 >0 Citrix Workspace
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el By ayhE T LTURVEEIR. ROFIEZERTLET:
1. Virtual Delivery Agent TUTOFIEZRTL T :

a) ROIATYR%ERITLT. ctxappprotectionsvct—EZARITINTVEIHE SHERIL
9

sc query ctxappprotectionsvc

b) ctxappprotectionsvc—ERBRITINTVWAVEEIR. UTOFIBERTLTY—ER%E
FwBLET:

i. UFoav > kERIFTLT. ctxappprotectionsvc servicenX42—+7v 70
ErEEIcTELEY:

sc config ctxappprotectionsvc start=auto
i, ROAYY RZRTLTY—ERZEHLFT:
sc start ctxappprotectionsvc
2. NALIcEF a2 VT RBBF Ty JBICRDOVTNADTL T v I AV TV EHESHERBLET:

« Windows @7 Citrix Workspace 7 7V @& : windows~—
+ Linux @i+ Citrix Workspace 7 7U @i5&: Linux-—
« Mac @i Citrix Workspace 7 7 @154 : mac-

3. EFaUTARBBF v IERTISY NI A—LEBTHBZ D, WETB TS5y b T+ —LICRE>TELL
EBIMENTUWBDESHZHEELET,

4. regw % Fr  (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
AppProtectionPolicies) #Fxzw ¥ LT, £¥al)FrREREF v IH Virtual Delivery Agent
CEEASNTVRHESHh ZHERBLET,

5. FIRDEHDRIRTELINTED. &L= 3 >0 Citrix Workspace 77U Ty > 3 Uh EisiEG &
NTWVWBHEIE. O REL T Citrix TV Z ALY R— MIEBVWEDE IV, OJIREICDVWTHL
i TOJigr #8RBLTLIEE W,

App Protection Dtx 1 UF A REBF v IN. 1 D20TS Y b T+ —LTHELTHIDO TS Y+
#—LTIIHEEL BV

\EICE > TE. App Protection ot Fa U7 BBF v UL 1 DO F 5y T+ —LTIFEMEL. BlD
TI53Y T F—LTIEEELAWCEDHD T, f-& 2IE. App Protection o+ a2 7 RBEBF v UikEeD
Windows )i+ Citrix Workspace 7 7\ TIZEifEs 26D D, Linux @i Citrix Workspace 7 71 TILEIEL &
WwWelL&Es,

COESBIFIATIR. ROFIEZERITLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 67


https://docs.citrix.com/ja-jp/citrix-workspace-app/app-protection/troubleshoot/log-collection

Citrix Workspace 7 71

1L NALKEF2VTABBF v IBISROVWTNDDTIL T4 v 7 ZABMTVWTWVWBEHE S D ZEBLET:

» Windows @i+ Citrix Workspace 7 71 ®15&: windows—
« Linux @ls Citrix Workspace 7 71U @& Linux-—
« Mac @7 Citrix Workspace 7 7 @84 : mac—

2. X aVTARBBF Vv IERTISY I A—LEBTHBZ D, WETB TSy b T+ —LICR>TELL
EBIEINTUBDESHZHEELET,

3. regd ¥ FF (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
AppProtectionPolicies) #Fxzw ¥ LT, £Fal) T REHF v oh Virtual Delivery Agent
CEHINTVWEHESHERRBLET. TN5IEStudio TRESNIERBL—HTIHRELNHD £7,

4. FIROEHDNITRTHELINTES O, HLN—23 >0 Citrix Workspace 77U Ty > 3 YA E7EG S
NTWBIHEEIE. OJZREL T Citrix 77 ZAIIBR—MZHEBVEHLELIEIV, OJNEICDWVWTEHL
<id TAZgE) #28RBLTLREEY

OJ &
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« Windows @7 Citrix Workspace 77U o0 J #IX&E Y 3icid. 'Windows 0O isl #8BL T
T,

+ Mac @i Citrix Workspace 77U o0 2 N&E T 31cid. TMac o077 N&E] #8BL T TV
+ Linux @i+ Citrix Workspace 7 Z7U 0O %2 IRET 3 ICid. ROFIEZRTLET:

1. 1= util T4 LU tUIZH B setlog RITAIEE T 7 1L ERITL £ T, fl: Jopt/Citrix/ICA-
Client/util/setlog.

2. (F7>aYy) [TRTEMCHKRE] 27V v I LT BREROTOHDNEINDILSICLET,
3. App Protection o O JsERRICHEEI L £ 9.

4, HUVw o LT [¥4H] %3EIRL. App Protection dOJ L R)L% [3#4H] IRELFT (BEL
Z—DHHOJICEREINET),

5. App Protection 0V S X=ZRBHL. TOFERZGI Vv I LE T, [JIL—T] > [HE] ZBRL
=

6. Linux oOJE1—F )7« (install dir n5 util/setlog z£sh) =HEAL. REFvRILOO
JLRIL%Z [FH] ICEELET,

7. wficaonOs/x=BmIcLET, wficazio v o L. [#l] %#%RL F9, App Protection H'r
Y2 h=llanTuniauns, wfica TRETELVBAIE. ROLS5HO7PBEINET, [NCS] <
P3563 > citrix-wfica: App Protection is not installed.
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8. wfica #2- v~ L. winstationdriver 0O04 L RJL%E [F#] ICEELE T,

9. vy arvEREETZL. setlog dOTHANRRICEHEINTVWE T 7rILIcOTHRBINET,

Class

o wiica
— Webhelper

— App Protedcon Senice
[— Ant-Keylogging 58

Anti-Keylogging X11
— Anti-Keylogging XCB

Max Log Size (MiB)

Max O8d Log Files

Max Log Sessions

App Protection Verbose Verbose

App Protection Preload Inherited Verbose

Anti-5creencapture X11 Inherited Verbose

L Ant-Screencapture XCB Inherted Verbose

Citrix Log Preferences

Level Working Level

Verbose Verbose

Inherited Verbose

Inherited Verbosa
Inherited Verbose

Inherited Verbose

Crypto Wrapper
(] Date ] Time H| Name |®) Process 1D
|__| Thread ID || 5ession ID _|useriD || GroupID
[ M) Log Class [ |Log Level B| Function || source File
[} Thread Mame
Log Output Path AearfogicitroviCACEent. log

200

2

200

Expand All
Collapse Al
Set All Default
Set All Disabled

Set All Inherited

Set All Defaul
ser All Disabled

Set All Enablad

Apply Changes
Load Current

4
Load Default I

« Virtual Delivery Agent TOJ % IN&ET 3(C1E. UTOFIEERTLES:

1. CDF Oy rO—J)L%@&EL T App Protection t—EZXH5 FL—XEEE T 3ICIE. IRTOES 2

—ILEERLE Y,
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Wl coFcomol

File View Tools

Fiter  Help

O N T

Enter module name or select a binury file: |

AopEpenence_CimCapBase Deviees, WF_DLL CrvideoCodes MF_Lbeory_MMProthiarshal [T PE_Lbvoy_CoxsensveLoDss
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ApoBxpencnoe_Bxpltook AS MF_DLL | MF_Service_SEMS (] PE_Service_CuCentManagerSve
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Aok _Shell MF_DLL_ Win325piHook MF_Sesmon_ICAFT (] PE_Service_QueRcgSve
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erigertHeatChack MF_Orver_Rod Netwodkang Web Socket Datagzram Portca_DLL_PICAWsapi
Brok ehgertLaunchSiore ME_Driver_RMPNDre Netwoking Web Socket Hub Portica_DLL WinPlughh
ok erAgertLoadBalancng M Drive_SMC WebSocket Foc Picadd
frox erAgertMontarhianager MF_Onver_TwBxpot PE_DLL Culocatonipi Portica_Dnver_Td
Brok erAgert PlugnProxy MF Driver_Wdica PE_DLL OxLocationfpibd tca_Hook_Pica i TweakHook
ok e AgertSesson Mondomy ME_EXE Cugin PE_DLL Cuxlibon SCCMVD
Brok erAgertSessonParameters F . Oyniirk_Ciertheti ieea Settng_UPS_Prrting
o erAgert ot Enumarator MF_Ghe_PuProvider PE_OynLrk_CMPAPI StackCortrol_Agert ToStack
BrokecAgertWakeOnlan ME Ghx_StatusTool PE_DynLik_CMPAPIGS StackCortrol_Service
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J>TF R MIED App Protection iI& D, 2—H— A—H#—DFTNA R XY bFT—IRIAFvHE. 21—
Y- Tty b EEHICL T, App Protection /R > —%s#lN DREUERA TI £ 9,

J>7F X MIZET< App Protection (it

TO—A—T7I7ERRUL—HRAUTERINIER T L2—2FHLT. O TFX MIED < App Protection
RRETEFEY, JO—H—TIERARII—F. TUNI=TIL—FADA—HF =TI % §HT 3E% E&
TBHHLDTY, RUS—F—EORAUTHBHINE T, FRWE L 2OTUNI—TIL—-FICEEMIT SN, KT
1 INE— 7O ERERHOEY FREENF T,

I—H—DEFOFHFMADN. 1 2HZVWRENULEOTO—HA—T IR —HADEHRT 1 ILZ—IC—HT B .
TUNV=FIN—TIZTIERTEZLSICHEDET, 774 MTE A—F—@FH1 rROCDTUNY =TI
— BT I ERTEEFEA. BHICISL T BOTO—H—T I AR S —%ERTE £ T, EHRORWERL
FUN)=FIN—FITBERATETEY, FMICOWVWTIE. "TNew-BrokerAccessPolicyRule; # 8B LTI L,

TO—H—70ERRI)S—HADRDNSZA—F—IC&D, I—HY—DEHGHT IR > —RAITERINSE
BHEIIILE2——HT3HBEIC. A>T MIED CEREA App Protection A'aT&EICAD £97:
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« AppProtectionKeylLoggingRequired
+ AppProtectionScreenCaptureRequired

JO—HA—707E2ZARII—HRAITBRBINTVWBEIAY—r7IEIRIO—%FRL T BRI ILEI—FI5IC
FAELET, AN—bT7IERARVS—FERLTIYTF X MIED < App Protection 2E 93 A%ICDOWT
IF. CORETHAINTWVWBRSFI)AESRBLTIIZEL,

dvF+ X MCES< App Protection > 51

LRI, 3>F7F X MZED< App Protection 28MIC g 3 AAICEAT 5>+ ) AD—ETY,

+ Access Gateway =#&H7 %M1 —1—D App Protection ZEIZ9 3
o EETIARVT /N XD App Protection #B%ICE %

o TNARADEF ) T RBRBOLERICED VLT App Protection Z8#129 3
s HEDI—H—J)L—FIZ3F LT App Protection Z28#IZT 3
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UTRHAEOHTENTVWER I EBBLTL TV

o Xy FT=UDFHMRY—EZ (NLS) (A—H—0Xy hT—JDBFARICEDILSFIAT)
s STEVRADEN

- DaaS o App Protection
- PHATT 4 TRIADERE (Smart Access R S —%=FERT 3>+ UA)

A1
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D>+ 1) A TlE. Access Gateway % EHT 551 — —d App Protection #G%1IC T 3 AEXICDOWVWTH
BELZ%9,

1. 7877« T8 28L& T,
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a) CitrixCloud iIcr>r> LT [y b T—0DIFFR] ICBELE T,
N citrix ol ) v
1N 11 €3 &1 027 46»0

Library Offerings Resource Locations Domain Notifications Open Tickets

Gty ) (Govoasanew ) (Gaavew ) (Vewai D) (Comnatioker )

My Services (13)

b) [#v cDU—VDIFFZEEM] 20Uy o L&Y,

=  cilnix e v
Home > Netwark Locations

Network Locations

Network tospecify the internal organization. Subscribers who access their d deskiops through to the VDAs hosting these resources, reducing latency for internal network traffic.
Q Add network location
Locationname v Public P address range ocation tags Network
Branch vz interal
BrachA wwe o lcatenmemal intera

[y b7 =2 DIGFROEN] BEARTINET,
c) BBFrA]l 7 —ILRIC. BEYZBFAOZMENILE T

d) INTUw T IP7RLREE] 71—ILRIC. ARy hT—2 L LTERTZRY bT—VIPF7RL
RERIEBT TRy bEANSILET,

e) BBFrD4 21 71 —JLRIC Tlocation_internal; ¥ NAL T, BFROZT OHMICDOWVWTIE. M5
FrD2401 Z#BRLTLEIL,

f) [y bo—oEGOBEDER] T, [NH] ZB|RLETS
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Edit a Network Location

Network locations corresponds to the public IP ranges of the netw
from, such or branch locations.
¥ abps and desktop:

Location name

[ local dev machine X ‘

Public IP address range

Cosanososs <

Location tags

[ location_internal X ‘

Choose a network connectivity type:

QO extemal Tech Preview

[y D —JEGORBEDREIN] RETIP7RLIN [AZM] “LTHEBEINATVWEITNA DS
Cloud Z b FICH Y12 T 3. EBEIIASELSE BLEINET,
3. 7O—-H"—7 oK —BAIDER

TRTCOTUNI=FN—=FIZH LT 77N ET2o007A0—H—T7IE2IRRUS—PERENET, 1
ORI T —I% Access Gateway ZBHDIEFAT. H5 1 DORY > —IFEFEESATY ., App Protection
I3, SMEBIESR T4 B Access Gateway BHDEZEFICH L TOABEMCTITFT, XOFEzFERALTIO—
A=TOERRYS—RAZEELET:

a) Citrix 707 TGetting started with PowerShell automation for Citrix Cloud (Citrix Cloud @
PowerShell BEntzBata9d ) D=tBAICHE > T Citrix PowerShell SDKZ+4 > X k—JLL. U5
TR APHICEGLET,

b) av> kGet-BrokerAccessPolicyRule#®RfTL%7,
BEIZIRTOTUNY=JIL—TOIRTOTA—A—FT I AR >—D—EBHRRINF T,

C) EETBTIUNI—=JIL—TD "DesktopGroupVid; #RB2i7 £,
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Group, True], [TfCre

erEnabled

p, True], [TfCreate:

d) DesktopGroupVUid B L TADOAY Y RERTL. TUNU—JI—FICERBTEFZRU >
—%#WMEBLET, 2D2ULEDRUS—BH D, 12IF ViaAG @ AllowedConnections. 5 1 D&
NotViaAG @ AllowedConnections B’% b £ 3,

Get-BrokerAccessPolicyRule -DesktopGroupUid 15
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, Truel, [IfC

A9Y—=>23y T RD2D20OR) S —%ZHRTIET !

« App Protection_AG - ViaAG o AllowedConnections (Access Gateway @B DIEFHDR ) >
-)

+ App Protection_Direct - NotViaAG @ AllowedConnections (Access Gateway &M Tl %
WEGDRY & —)

4, RO REMFERAL T, IMNERESICT L TDH App Protection RU > —=BMIC L. AZBESHZEMICL
F7:

+ Set-BrokerAccessPolicyRule "App Protection_AG"-IncludedSmartAccessFilt
$true -IncludedSmartAccessTags Workspace:LOCATION_internal -

AppProtectionScreenCaptureRequired $false -AppProtectionKeylLoggingRequ
$false

+ New-BrokerAccessPolicyRule "App Protection_AG_Exclude"-ExcludedsmartAc
$true -ExcludedSmartAccessTags Workspace:LOCATION_internal -
AppProtectionScreenCaptureRequired $true -AppProtectionKeylLoggingRequ-i

$true -DesktopGroupUid 15 -AllowedConnections ViaAG -AllowedProtocols
HDX, RDP

+ Remove-BrokerAccessPolicyRule "App Protection_Direct”
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5. &

o
(=]

Citrix Workspace 7 7Uh' 61> 7 L. BEYIV1 Y LET, REINL Y —IEINBEGEN S
gL £9, App Protection RUS—HABRAINTWE Zehbh D FET, ROFIETHER L IP 7R
L ZAEBERDT /N R THZAZLEDSELC) Y — &S L 9, App Protection R > —hmEMICH
S2TWBZHHMDET,

>FUA 2

March 10, 2024
CDOTFUFTIE EETIAEVT/NT I3 LT App Protection 25T 3 5XICDVWTEHBALE Y,

EHETEZTNAREEBTCEIBRVTNARICHTZZLDEENHDEFT, COTFUATIH. TVRERIV D
#r (EPA) ORF v UHHIMLIEBED. BEINTVEITNTRICDVWTEZITHEL LS, HOITRTDOFT/NA
RNIEETEIRVWTNTIREERBEINE T,

1. 7877« T8z 8L E I,

2. UTOFIET. EPARF v ZzERAL TRER) O—ZERLET:

a) Citrix ADC &2 Ul ictr > > L £9.[Configuration] % 7 T.[Security]>[AAA-Application
Traffic] > [Virtual Servers] (C#&1L £9, AT 3KREY—/\— ($EIF auth_vs) 20U vo
LEd,

CilrIX. ADC AZURE AA (100)

b) [Authentication Policies] > [Add Binding] Ic#%&L %7,
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Dashbomd  Configurstssn Reportng Decumantstion [ra— *
v Authentication Virtual Server
Buasic Settinga £
s a0
4y Atvmcad Semrgs
Contifcate +
- + -
+
+
e .
*
................... *
-
................... x &)
e—

Authentication Policy

l Add Binding I Regenerate Priorities Noaction v

c) [Add] 20w o LTRSS —%ERLET,

Authentication Policy > Policy Binding

Policy Binding

Select Policy*

Click to select > Add

Binding Details
Priority*
130

Goto Expression*

NEXT v

Select Next Factor

Click to select > Add

«D

d) EPAZXF v VICEHDSVW TR Y —2ERLET, KU —DZFEANSILET, [Action Type]
T [EPA] Z#IRLET, [Add] 20Uy o L TRIEZERRL 9,
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tication Policy > Policy Binding > Create Authentication Policy

Create Authentication Policy

» More
[~

[Create Authentication EPA Action] EEH' B %9,

Authentication Policy > PolicyBinding > Create Authentication Policy > Create Authentication EPA Action

Create Authentication EPA Action

Expression

- J&=D

EPA Editor

e) [Create Authentication EPA Action] E&@T. X% AL, [Create] 0y o LTT7 S

avEERLET:

« Name: EPA 70> 3 >n&Hl, $EI& TEPA_Action_FileExists]s

e TIAINNIN—T: TTANLDITN—TFRZANHILET, EPARD True 01F&. 1—H—IF
T2 EDTI—FIZBINENET, S0 Default Group i& TFileExists) T,
o« BMETIN—T: BEIIN—TBENDLET, EPARXH False DiBE. 21— —3BEIIL—T

ICIBIENE Y,

e XXXV UFTBZEPAXZEML X T ARDBINSSFED 7 71 ILHEFEELTEPARE v VO RINT
31EEaTe:sys.client_expr("file_0_C:\\\\\epa\\\\\avinstalled.

txt")

[Create Authentication Policy] E@EICRD 7,

f) [Expression] T7%—IC Mtrue; ZA/1L. [Create] 20U v o L%,
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Create Authentication Policy 23

» More

«» )

[Policy Binding] E&EICRD £7,

g) [Policy Binding] BET. ROBIEEZRITLE T,
i. [Goto Expression] T [NEXT] %#3ERL 7,

ii. [Select Next Factor] o> 3>T. 7FUsr—>3a>yFUNU—a>+O0—5— (ADC) D:R
EFAICHER L7 LDAP RS —%#BIRL £ 95

ii. [Bind]l 22U v o L&d,

Policy Binding X

» More

Binding Details

- J&=»

3. BETEIBTNARDAY— T UERRI S —%EHLE T,

a) auth_vs —/\—a [Authentication Virtual Server] Xx—<T [Smart Access Policies] %
BIRLEY,
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Dashboard Configuration Reporting

“ Authentication Virtual Server
Basic Settings

auth_ve

Certificate

1CA Centificar

Advanced Authentication Policies

8 Smart Access Policies
Basic Authentication Policies
o, please click on the +

Form Based Virtual Servers

Documentation

Downloads

b) [Add Binding] =2 ) v oL %7,

Authentication Smart Access Policy

Add Binding

Regenerate Priorities l

I Noaction v

20.85.136.176
443

Q
C' PRIORITY POLICY NAME EXPRESSION
[m] 10 SAPol_FileExists AAAUSER.IS_MEMBER_OF("FileExists")
[m] 120 SAPol_CertExists AAA USERIS_MEMBER_OF("CertExists")
(=] 130 SAPol_Loc_US CLIENTIP.SRC.MATCHES_LOCATION(™.US.*.*.*.*") || CLIENTIP.SRC_LOCATION.CONTAINS("America”)
[m] 140 SAPol_Loc_RestofUSA CLIENTIP.SRC.MATCHES_LOCATION(™.US*.**.*"). NOT && CLIENT.IP.SRC.LOCATION.CONTAINS("America").NOT
D 150 SAPol_Trusted AAA USERIS_MEMBER_OF("FileExists") || AAA USERIS_MEMBER_OF("CertExists")
[m] 160 UntrustedPol AAAUSER.IS_MEMBER_OF("FileExists").NOT && AAA USER.IS_MEMBER_OF("CertExists").NOT
(m] 170 cwa HTTPREQHEADER("User-Agent”).SET_TEXT_MODE(IGNORECASE).CONTAINS("iPhone™)
C] 180 non_cwa HTTPREQHEADER("User-Agent”).SET_TEXT_MODE(IGNORECASE).CONTAINS("iPhone”)NOT

c) [Policy Binding]

Authentication Smart Access Policy
Policy Binding
Select Policy
Click to select
Binding Details
Priority*
190

Goto Expression*

E

[Create Authentication Smart Access Policy]

EET.

> Policy Binding

BENRTINET,

7 Hep

Advanced Settings

+ Policies

+ Login Schemas

+ SStProfile

+ ARAGroups

& 83
x

x
ACTION

SAProfile_FileExists

SAProfile_CertExists

SAProf_Location_US

SAProf_Location_NonUS

TrustedDevice

UntrustedProfile

cwa_profile

browser

[Select Policy] o> a>an [Add] #0) v o LET,

G

GOTO EXPRESSION

END

END

END

END
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Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

X Please enter value

&

d) [Create Authentication Smart Access Policy] EET. AV—hr7JEZXRKU>—0D [Name]
ZNAL. [Add] 27V v I LTAY— 7o EXTOT 7ML EERLET,

[Create Authentication Smart Access Profile] EE@mA BEF£7.

e) 77>a>d [Namel #EML £, [Tags] I Ttrustedt CANALET. 271, BTHEBRDE
. FA—A—TIERRIVI—RAITERINET, [Create] 20Uy I L% T,
Authentication Smart Access Policy > Policy Binding » Create Authentication Smart Access Policy > Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

Name

X Please enter value

Tags'

Comment

[Create Authentication Smart Access Policy] E@mic&Rbh £,

f) [Expression] o> 3> T, 4% 7y ad3R%F2NALET, S0 2JTIEEB/BTIZTN
ARBICT v 2T 38, TAAA.USER.IS_MEMBER_OF ("FileExists")) EAALZE
9, [Create] 20w oI LZET,

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

4

AAAUSERIS_MEMBER_OF("FileExists

«< D

[Policy Binding] E@EICRD 7,
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g) [End] T [Goto Expression] %:&RL. [Bind] #21Jv oL %7,

Authentication Smart Access Policy > Policy Binding
Policy Binding

Select Policy

> Add

Binding Details

[eno V@

«

4. ERTERVTNARDRAY— b7 IERRY O —%=ER L &7

a) FIOFIBETRLUIBRICHVEYT (Y TFIED Vv & Vi Z<),

b) 4+ 7FIEd v Tid. [Create Authentication Smart Access Profile] @E<T. 72> 3>®

[Name] ZE&ML 9. [Tags] iC Tuntrusted) EANALEY., 271F. BTHEROBEIC. TO—7A
—T7OERR)—RATBRINE T, [Create] 20U v I LET,

c) Y7 FIEvi T, [Create Authentication Smart Access Policy] EE® [Expression] &
2V BIZT v aTRRZEZANNLET, S FTREERTIRVWVTNARBIZ Ty aT3
e, TAAA.USER.IS_MEMBER_OF("FileExists") .NOTy EAHLZET,

5. 7O0—-A—7 7RIS —RAIDHEAK:

a) Citrix 704 TGetting started with PowerShell automation for Citrix Cloudy (Citrix Cloud @

PowerShell Bk ZRA 3 %) DHEBICHE> T, Citrix PowerShell SDK#«1 > X b—JLL. 75
TR APIICESGLET,

b) Ov> RGet-BrokerAccessPolicyRule®®TL %3,
FETITRTOTIUNI=FI—FOITRTOTO—Hh—TIERR) S —D—BHLRRREINET,

) TEFTBZTUNU—F)L—FD DesktopGroupVid; #RDiT% 7,
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d)

f)

o
o
ey

olicyRulel¥Deliv

ROARYREFEALT. REOTUNU—JIL—TICOHBATNZ R —2BELET!
Get-BrokerAccessPolicyRule -DesktopGroupUid 7

BHETIZTNAREZFEALTA— -2 702U F3ICIE. IV F2FERLTAOTO—5
—TIOERRI—Z2 L ET:

New-BrokerAccessPolicyRule -Name CAP_Desktops_AG_Trusted-
DesktopGroupUid 7 - AllowedConnections ViaAG -AllowedProtocols
HDX, RDP -AllowedUsers AnyAuthenticated - AllowRestart $true

-Enabled $true-IncludedSmartAccessFilterEnabled $true

ERETI 37 /N1 XD App Protection ZEshiC L. FREINTLARWT /N1 XD App Protection %=
BMICTBICIE. ROV REFHLET:

Set-BrokerAccessPolicyRule CAP_Desktops_AG_trusted -IncludedSmartAcces
Workspace:trusted -AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false

Set-BrokerAccessPolicyRule CAP_Desktops_AG -IncludedSmartAccessTags
Workspace:untrusted -AppProtectionKeylLoggingRequired $true -
AppProtectionScreenCaptureRequired $true
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Citrix Workspace 77U h ot >7o L. BEYA>1>LET, EETIZTNIR (EPARF v
EHEBLTTNAR) hE. RESN) Y —X%EEE L £, App Protection RU > —HBEREINA TV
BV eHhMDET, ERTIHRVTNA NS, ALUY—XEZEHL 9, App Protection R —
MERAINTVWB ZLHDhD £T,

>FUA3

March 10, 2024

COYFIVATIH TNARADEF 2 T BBOERICETS LT App Protection #G8#ICT 3 AEICDOVWTEH
BAL&E T,

1 F/AAROEF YT 1 BBY—C REMWRT 5

a) CitrixCloud iIcr>r>LE9,

b) [Identity and Access Management] > [FN\12DtF 2T ER] (CBEL. [BE] 201
wvILET,

c) [Create device policy] #oU v o L£Y,
[Create device policy] R—CHERRINET,

d) [Policy rules] T. [SelectRule] kOvF4 o> X=a—%2 1)y L. [Citrix Workspace app
Version] =#ERL 9,

e) [SelectRule] ROy 74U > X=Za—%21) v L. [Greaterorequalto>=] %#EIRL F7,

f) £t LTRET 3 Citrix Workspace 77U DN—Ja>EANANLEFT, ZOFITIE. 123.7.0.19]
T,

g) [Policy result,] T [Compliant] %#ZRL £7,
h) [Name] 7«1 —JLRIZ. RUS—DEZBIENALET,
i) [Priority] 71 —JLRIC. RU>—DBEEEANNLET,

j) RIS —%=ERLIESICARMICT 3IC1E. [Enable when created] F v o Ry I 2%&RL %
ED

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 84



Citrix Workspace 7 71

k) [Create] =20 wo LT,
2. 7O—h"—7 o8RRI —BRIOHERR:

a) Citrix 704 TGetting started with PowerShell automation for Citrix Cloudy (Citrix Cloud @
PowerShell BEhkzBi%a 9 %) DatBAICHE > T, Citrix PowerShell SDKZ1 > X k—JLL. V5
TR APHICESGLF T,

b) av> rGet-BrokerAccessPolicyRulez=®{TL %7,
BETZIIRTOTUNI—=FIIL—FDITRTOTOA—"—TFIERR)—D—BHARTRINET,

) TEITBZTUNU—FIL—TFD DesktopGroupVlid; #RB2iF%7,

d) Zoa<x > REEFERLT. BEDTUNY —FIL—FICOHBERINZ RIS —2BEBLET:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7
e) EHF /N RiZ App Protection ZBH T 3ICid. KOOIV RERTLET,

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG"-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccess
Workspace: COMPLIANT

f) JEZEHF /N ZUIZ App Protection # @R T 3ICId. ROAX Y RERITLET,
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New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 7 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart

$true -ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTag

Workspace:COMPLIANT-IncludedSmartAccessFilterEnabled $true
3. FEsR:

Citrix Workspace 77U 5B 1> 7o R LET. TN AR > —IZ#EHS S Citrix Workspace 771
DON=2a3vhb1>1 > LET, App Protection KU Y—HBREINTLWAWI LHADAD XY, B
E. Citrox Workspace 77U 551> 7o kL. TNAARR) O—ICERLTUVWAVLWN—2 3 >0 Citrix
Workspace 7 U681 21> LET, App Protection RU > —HEEINTWVWSR Zhhh D £7,

R

March 10, 2024
COYFUFTIE BEDI—H—IL—FICx L T App Protection #E%HICT 3 AXICDVWTHEAL £,
ROFIBICED. BEDT I —TFDI1—H—|ZxF LT App Protection 2BMICTZ A TI £
1. 2—#—IiZxt LT App Protection ;K > —%F#IZ9 % Active Directory 2 —#'— )L —T%=EIRL &
¥, COfITId. Active Directory 2—#—4')L—7iZ TProductManagers) T3,
2. 7O0-H"—T7UERRI—RAIDHERK:
a) Citrix 704 TGetting started with PowerShell automation for Citrix Cloud (Citrix Cloud @

PowerShell Bk %23 %) DHEAICHE> T, Citrix PowerShell SDK#1 > X b—JLL. 25
T RAPIICESGLET,

b) av> rGet-BrokerAccessPolicyRulezxRfTL£ 7,
FETITRTOTIUN=FI—TOITRTOTO—Hh—TIERR) O —D—BHIRRREINET,

) TEFTBZTUNU—J)L—FD DesktopGroupVlid; #RDiTZ 7,
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d) OOV RZFEALT. BEDTUNY =TI —FICOFBEBRAINZR) S —2BEBELET:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7

e) ProductManagers 1—+—%')L— 7RO 1—4%—IZ% LT App Protection R > —%2BHIZT S
ICIE. RO R ZRTLET:
New-BrokerAccessPolicyRule "Example Rule Name_1"-DesktopGroupUid
7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers

Filtered -AppProtectionScreenCaptureRequired $true -IncludedUserFilte
$true -IncludedUsers domain.com\ProductManagers

f) ProductManagers 1—%'—7)L—ZICE L TLW AW —4%—d App Protection R & —% E3hic
TBICIF ROOAR YR ERTLET:

New-BrokerAccessPolicyRule "Example Rule Name_2"-DesktopGroupUid

7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers
Filtered -AppProtectionScreenCaptureRequired $false-ExcludedUserFilte
$true -ExcludedUsers domain.com\ProductManagers

3. R

Citrix Workspace 7 7V AW T W3 B &IE. 1> 77 kL 79, ProductManagers o Active
Directory a—%'—4)L—FDa2—4'—r LT Citrix Workspace 7 7V IcHH1 V1> LET, REINIZL
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Y —2%RBET S . App Protection BEXMIC>TWB Z e hbh D £9, Citrix Workspace 7 71
541 >77 kL. ProductManagers o Active Directory 2—#%'—J)L—ZICBLTLWAWLWI—H—¥L
LTEEYIYT1YLEY, REShUY —X%zEET S L. App Protection BE#MICHE>TWB I
b ET,

StoreFront 0 J> 57+ X ~IZE D < App Protection

March 10, 2024

J>T7F X MIEDC App Protection iI2& D, 2A—H— A—HF—DF N1 R XY bIT—IRIFvHRYE, 1—
Y=Y Tty b EEHFICL T, App Protection /R > —% ¥l DREUERA TI £ 9,

O> 7+ X MMIET< App Protection (=%

TO—A—T7I7ERRUL—HRAUTERINIER T« L2—2FHLT. AV TFX MMIED < App Protection
ERETEET, 7JO-HD—T77€XRIVI—E TUN) =T N—FADIA—HY -7 o2 BT 3R = EE
TBHDTT, RUL—RB—EORAUTHERINE T, FRAZ L >0FINY—FIL—FICBEERIT SN, T
L ILE— T EREFHOEY FREENF T,

I—H—DEFEGOFMED. 1 2HZ3VWEENU LD TO—H—T7 7 EZARU S —RADEGH T 1 L Z—IC—HT D L.
TUNV=IN=FIZTIVERATEBZELIICHBDET, 774 ETE 22— -3 MNROEDTRI by S
W—=FICHTIVERATEEEA. BEHFICIHELT. BMO7O—H—T7IEARI S —%ERTI T, BHORA%E
BCTFUNI—=FI—FICBERATE £, #FMICDVWTIE. TNew-BrokerAccessPolicyRule; #8BLTL 2T
Lo

TO—H—707EARI)S—HADRDNZA—Z—ICL&D A—HY—DEHGHNT IR > —RAITERINSE
BHEIIIL2——HT3HBEIC. AV TF X MIED REA App Protection H'aT&EICAD £97:

« AppProtectionKeylLoggingRequired
» AppProtectionScreenCaptureRequired

TO—HA—T7IERRU—TBRINTVWBRAIY— T IR T EZ—%2FERALT. BRI LI —%2FAELF
o AN— LT IERTAINE—DEEIZDOWTIE. TB55DOCTX2270552 8B LTIV, AX— 7€
R —%FEALTIAYTFRMIEI L App Protection #88E§ 5 5%1E. UTOYFUAEBBL TS
(AN
pE
TN =2 )L—7T App Protection "EMICHE>TWBHBE. T 74N NTIEFIYTEFIMZED L App
Protection ZBAETZT £ A. ROV REFALT. TUNU—FIIL—TD App Protection =&
LFEd,
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Set-BrokerDesktopGroup —-Name "Admin Desktop" -
AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false

<!--NeedCopy-->

lE =t

StoreFront @3> 7+ X MZE3< App Protection ZB#ICT 3ICid. THIESM) Eo Y avic@E#BInTy
BDEHEBLLTVREERERLTIIETL,

> FH X MIET< App Protection #E%hiC$ 3

1. Citrix #o>O—RR=Ih 50 BEVO Citrix Virtual Apps and Desktops A=Y 3>@ TaYF£X b+
ICED< App Protection KU > —) (BT —7)L) 240 >O—-RL&F T,

2. Delivery Controller ©. x® PowerShell Av> RERITLET:

asnp Citrixx
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$true
<!--NeedCopy-->

3. Rpav > RuERFTLT. Delivery Controller ta> 5+ X IZEI < App Protection #E#ICL £7:

Import-ConfigFeatureTable <path to the downloaded feature table>
<!--NeedCopy—-->

3

Import-ConfigFeatureTable\Downloads\FeatureTable.OnPrem.
AppProtContextualAccess.xml
<!--NeedCopy-->

J>FHZ MCED < App Protection 0>+ 1) F

M. O>F7% 2 McED< App Protection #3 £ 7-IZEHMICT 3 554AICET 30 F UAD—HTY,

o« HEDT/INA X2 FD App Protection ##ExIZT 3

e Web 7505 —n5607 01X TR L iZELD App Protection Z&#hiZ L. Citrix Workspace 7 71
M5 DL D App Protection #B#129 %

FE D Active Directory 7 )L—7AD 21— —IZ%F LT App Protection Z &9 3

o EPA X v VERIZEDWTT /N1 XD App Protection #BIC9 3

BEDI—H—2JL—FIZxt LT App Protection #B#1IC9 3
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ElE7 S ts

March 10, 2024
LUTFHEDHTENTVWR I ERRBL T TV

« Citrix Virtual Apps and Desktops /Y\—< 3> 2109 L%

+ Delivery Controller N— 3> 2109 L&

« StoreFront /N\—2 3> 1912 LTSR L&

o VPN REEH —N—F737 — b U o CBEHRE Y — /N — DR

+ NetScaler ¢ StoreFront D IEE %iE#t. %L < I&. TNetScaler Gateway & StoreFront o#i&) &%
BLTIETW

« Citrix Virtual Apps and Desktops /Y\—> 3> 2006 £ TlE XML 7= LD+ VR— b HRBRETY

« Citrix Virtual Apps and Desktops /A—< 5> 2209 £ TidO> 7+ X MMZED < App Protection #8E 7
—TNLDAVR—bHBETT

o AN—rTUERATHBERTF 1A TIE NetScaler Gateway TAY—h 7O RAEBMICL£T, 3%
LLid. TBE500R—FEEE2SRLTIIETWL,

o TALEVADEMH

- App Protection #> 7L X501tV
- AX—hrT7OERE2IRFERT B F ) AATO Citrix Gateway 2= N—HIILS1E >R

A1

March 10, 2024
COTFIFTIE. BEDT /N1 XOREEICK LT App Protection #EMIC T 2 AXICDOVWTEHAL T,

L FiE. MWinlODesktops W3 FUNY =4 )L—FT iPhone 1—#—® App Protection Z#Exhic T35 F
JETY:

1. Smart Access K> —%ERLET:

a) Citrix ADCBE Ul IcH 11> L&,

b) EAloFEHS —> 3> X=a1—7T. [Citrix Gateway] > [Virtual Servers] ICBEEL £,
BTIO—H—TIERRI—%HERTB-DICBBICHRDZ 7. VPN REY—N—BEESEDT
BEFT,

c) [VPN Virtual Server] #7)v oL %9, R—PO—FTF£TRXoO-J/LL. [Session policies]
VYO LET, Ly a R —D—BARTIINET,
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d) [Add Binding] =2 Uwv o L %9,

VPN Virtual Server Session Policy Binding

Add Binding

N 100 FLOOS1T2.30.200.M HTTRREQHEADER User-Agent”LCONTAINS[ CitrixRecelver) AC_O5_1T230.200.11
|_ 10 PLOWE 172302000 HTTRREQHEADER Usar-Agant LCONTAINS[CitrixReceioer ). NOT AC_WB_172.30.200.11
] 130 workspace HTTRREQHEADE R User-Agent LCONTAIMNS[ ChirixRecebner™) workspace

[ 140 chinome_IPhione HTTRREQ HEADER["Usar-Agent” L CONTAINSPhane") chirome_iPhone

| 150 temp HTTRREQHEADER( User-Agent LLONTAINSPhane™) temp

Regenarate Priorities

Mo action

Regensrate Pricrities

EXPRESSION

Closa b

e) [Add to create a session policy] #2v oL %7,

VPN Virtual Server Session Policy Binding > Policy Binding

Policy Binding

Select Policy*

Click to select > | | Add ‘ (i) x Please select value.

Binding Details
Priority*

160

« >

f) €£v>arvRUs—0BRiIENALET, COTFUATIE temp TY,
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VPN Virtual Server Session Policy Binding > Peliey Binding > Create Citrix Gateway Session Policy

Create Citrix Gateway Session Policy *
Name*

temp | ®
Profile*

172.30.200.111_443 v | Add | | Edit |
.-§-. Advanced Policy Classic Policy
Expression * Expression Editor

Select N Select ~ Select N &

Press Control+Space to start the expression and then type '." to get the next set of options

Evaluate

g) [Profile] o#icH% [Add] 22U v o LT, 7O771ILE%EEELET, [Create] 20 v s
LEJ,

VPN Virtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy > Create Citrix Gateway Session Profile

Create Citrix Gateway Session Profile

MName*
temp | O

Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters,

Network Configuration Client Experience Security Published Applications Remote Desktop PColP

Override Global
DNS Virtual Server
Override Global

WINS Server IP

Override Global

Kill Connections*

Override Global

Advanced Settings

h) [Session policy] 7> Koh5 [Expression Editor] #o1U v o L%,
i) A—Y—IT—o x> bXFHIT lTiPhones #HRT3ICIE. ROREERLET:

HTTP.REQ.HEADER("User-Agent") .CONTAINS("iPhone™)
<!--NeedCopy—-->
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WPM Virtual Server Session Pebcy Binding > Policy Binding > Creste Citrix Gateway Session Policy > Expeassion Edor

Expression Editor

j) Bind] 20Uy LT. £y>ayRUS—EERLET,

2. TO—"—TOEZARIV—RAEERT 3!
Access Gateway B TWinlODesktopic 7o X ¢ 3 iPhone 2—#—IZRU > —%ERHT 3 I Id.
ROFIEZRITLET:

a) Delivery Controller (DDC) T UTFOAX Y RERTLET:

Get-BrokerAccessPolicyRule
<!--NeedCopy-->

ZhiZid. DDCTEEZINTVR IRTOIO—H—TFIEIARVS—HUIAMIRTVWET,
D>FUATIE WinlODesktops WS FUNU=FIL—TFOTO—H—TIEIRI > —
& WinlODesktop_AG) ¥ ™Winl@Desktop_Directs T9, ROFIED/=DHIZ. TV
NV=TN—TFDTRI by FIIN—FUIDZEZIEHTHIET,

b) WinlODesktopBo7O—h—70€XRRU>—BAUEERL. O > REMEAL T Access
Gateway ##&H L TL % iPhone 2—4'—% 74 L2 —IBL £ :

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_iPhone -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart S$true -
AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false -Enabled $true -
IncludedSmartAccessFilterEnabled S$true

<!--NeedCopy-->

Uid_of_desktopGroup i&. FIE 1 T GetBrokerAccessPolicy #E|%#R1T L TEREBLET U/
— 4 )L—7® DesktopGroupUID T9,

c) Access Gateway % #&mH L T< % iPhone 2—#%—dWin10Desktopd App Protection % &
I 313 FIEL TERLIEAR— 712225 Ttemp) 28BLET, ROAR Y FEFERALT
AR— b7 OEZARI S —%=ER L £

Set-BrokerAccessPolicyRule WinlODesktop_AG_iPhone -
IncludedSmartAccessTags Primary_HDX_Proxy:temp -

AppProtectionScreenCaptureRequired $false -
AppProtectionKeylLoggingRequired $false
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<!--NeedCopy-->

Primary_HDX_Proxy i&. &iZ&D IFIE1. AYX—+r 77 ERR) S —%Efd 31 THTI VPN
B —/N—8TI,

d) boWinlodesktopa—+#—IxL T App Protection K)o —%#HBMICT 3 ICid. ROIAT >
ReERALET:

Set-BrokerAccessPolicyRule WinlODesktop_AG -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

3. FER

iPhone @& Citrix Workspace 7 7 it iPhone T TICBWTW3BEIEH 1> 7T LT,
Access Gateway & THMNEH 5 Citrix Workspace 7 7 Uit >4 > L %7, StoreFront IChE#R )
Y —ZIHhFREIN. App Protection BEMICAR->TWBIZT TY,

iPhone LSt 781 Z0i5&: Citrix Workspace 7 7U BTN XTI TICAVWTW R BEIFH 1> T Y
b L #*9, Access Gateway &ZHETHMNBH 5 Citrix Workspace 77U icH 1 >« > L £, StoreFront ic
MER) Y —ZAhRRIN. App Protection BERICHR>TWBIZTTY,

>FUA 2

March 10, 2024

CDIFVFE TSI —R—=ADT U+ A THA L1-3%45:D App Protection % #35iC L. Citrix Workspace
7 7) TRAMA L 7=1E4td App Protection 25T 355 ICDWVWTEBEL £ 9,

ROFIETIE. TWinlODesktops WS FUNY—=FIIL—FT. Web 7S5oH5—h5 7012 L TEGRHBRE
TNk 2 App Protection ##xhic L. Citrix Workspace 7 71 b5 D& ICxt L T App Protection =45
MICLET:

1. AX=b+T7OERRI—%ZEHT 3!

a) FRDTFUSF MEEDT N X421 7D App Protection Z 3% TEBEINTWLWBESIC.
Citrix Workspace 77U b SRS NIciEiZE 7« LEZ— BT ZIAI— 7O AR O —%E/k
LEd, - —I—2 x> bXFFIT ICitrixReceiver) 2T 3IClE. ROREERL £

HTTP.REQ.HEADER("User-Agent'") .CONTAINS("CitrixReceiver")
<!--NeedCopy-->

COYFIATR. AR—+T7IEZARI—F Tcwal T,
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Expression*
Select ' Select v Select

HTTR.REQ.HEADER("User-Agent”).CONTAINS{"CitrixReceiver”)

b) lox<Y—r7oERRKRY S —%EKL T, Citrix Workspace 7 7U b5 BATh TV #H
WEHE 7 ILZ—0EBLEJ, HTTP.REQ.HEADER("User-Agent'") .CONTAINS ("
CitrixReceiver") .NOT, CC T TORY—r7IEXKRIS—IE Throwsery T,

Expression’
Select N4 e Select w

HTTRREQHEADER("User-Agent"). CONTAINS("CitrixReceiver”). NOT

2. 7O0—h"—F7IERRI—HRANEERTS:

a) GetBrokerAccessPolicyRulez=®fTLT. WinlODesktopm 2 >n7O—h—7o+¢
ARV —%#RRLET, TUN)—=FIIL—F TWinlODesktops iFgE. FJO—H—F IR
> —l%. WinlODesktop_AGs & TWinl@Desktop_Directs T¥, WinlODesktop®
TRy TTN—TUID ZZBZBDHTEVWTLLIETL,

b) WinlODesktop@ito7O—h—7oXRRU>—%ERL. Koav > REERL T Citrix
Workspace 77U b SRRBINIESE T LZU VT LET:

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_CWA -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart S$true -Enabled $true -
IncludedSmartAccessFilterEnabled S$Strue

<!--NeedCopy-->

Uid_of_desktopGroup (. FE 1 T GetBrokerAccessPolicy #RI% 3217 L TEEL /=T U /N
— 2 )L—7® DesktopGroupUID T9,

C) RDIAXYVREFEALT. AN—hr77€R445 Tcwal #8BLTCWAZZHL T 3EHEICHL
T App Protection RU>—%F#MICLET:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_CWA -
IncludedSmartAccessTags Primary_HDX_Proxy:cwa -
AppProtectionScreenCaptureRequired S$true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->
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Primary_HDX_Proxy i&. %&iZ&D IFIE1. AX—rT7IEIARUS—ZER TS TEITEHTSH
LW/ VPN REH—N—8TY,

d) XOaAX Y REFEALT. Web 750 —%#HL TL 35D DiEFICx L T App Protection 7R 1
—EMICLEY:
Set-BrokerAccessPolicyRule WinlODesktop_AG -
IncludedSmartAccessTags Primary_HDX_Proxy:browser -
AppProtectionScreenCaptureRequired $false -

AppProtectionKeylLoggingRequired $false
<!--NeedCopy-->

3. HER

Citrix Workspace 7 7 U B BEVWT W3 IBEIE. B> 77 kL %7, Citrix Workspace 7 7V ICBEY
1 >4 > L. Access Gateway BHDINPIEGH SHELY Y - EZRELF T, VY —IIXFL TApp
Protection /R > —hHEMICH > TWVWB OO £T, Web TS5TH—n5REL D Y —REIMNEBIEST
BT S L. App Protection RS —HEMIZAR>TWVWE ZehbMD T,

>FUF3

March 10, 2024

ZDSF AT, ED Active Directory 7' )L— 7RO 21— —|Zxt L T App Protection %= #5129 3 757%
ICDOWTEBAL £,

RDFIETIF. Active Directory )L — 7 xd.local\sales D —# T4 2WinlODesktopa—+— o App
Protection Z &L £9:

1. Get-BrokerAccessPolicyRulez®f7LT. WinlODesktopm2 27 O0—H—7 IR
Jo—%REFLET, TUNU—=FI)L—7 WinlODesktops dFE. JO—H—FIERARI > —
& TWinlODesktop_AGs & ™Winl@Desktop_Directs; ©¢, WinlODesktopdFX¥
wFIIL—TFUID ZEETBHTHELTETL,

2. WinlODesktopn7O—ha—72otRKRU>—HRAEZERL T, Txd. local\saless L5 Active
Directory I —ZICB 21— —D5DEGHE T ILZ—MEBLE T,
New-BrokerAccessPolicyRule -Name Winl@GDesktop_AG_Sales_Group -
DesktopGroupUid <Uid_of_desktopGroup> —-AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers Filtered -

AllowRestart S$true -Enabled S$true
<!--NeedCopy-->

Uid_of_desktopGroup i£. FIE 1 T GetBrokerAccessPolicy #RI1%#RT L TERELETUNU =TI
—7® DesktopGroupUID T,
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3. koavwr kr#EFERALT. Txd.local\sales; ¥\ 5 AD Z')L—FICE 9% Windows 10 ¥ 29 kv Fa1—
H—(Zx19 % App Protection R > —%EMICL £9:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_Sales_Group -
AllowedUsers Filtered -IncludedUsers xd.local\sales -
IncludedUserFilterEnabled $true -
AppProtectionScreenCaptureRequired $false -

AppProtectionKeylLoggingRequired $false
<!--NeedCopy-->

4. Zoax > RuEFEALT. 'xd.local\saley 01 —H—%B<EDDOT — Tz 1EHICTL T App
Protection RU > —=BMIZLE !

Set-BrokerAccessPolicyRule WinlODesktop_AG -AllowedUsers
Anyauthenticated -ExcludedUserFilterEnabled S$true -
ExcludedUsers xd.local\sales -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

5. R

Citrix Workspace 7 Z7U D § TICHAWTWAFEIE. Hr>7 T L EF, Mxd.local\sales; x5
Active Directory 7' )L—7®a1—1%—¥ LT Citrix Workspace 7 7V ICH1>1 > LET, FEINY
YV —2%ZiE#d 3 . App Protection BE#ICAR>TWB ZehbMD T,

Citrix Workspace 7 7Un 5% 1> 77 kL. Txd.local\sales) IR HW\WI—H—r LTHBEY1
YLEY, REINZUY—IERHT S L. App Protection BE#ICE->TWEZehbmb £,

SFUA 4

March 10, 2024

CDOTFUATIE. EPA ¥ v VERICESWVWTT /N1 XD App Protection #E3IC 3 3 AXICDWVWTEHBEL £
ER

ROFIETIE. EPA R v UIZ/IXR LT /N RICx LT App Protection #&ic L £ 7,
AR
UTFHAEOHETENTVE L ZBRBL TS LT L
o Rk AR, BLUVBEI—H—JIL—T (FIHIEBLUBBEINI—F—JIL—TDIFEE) HLUEE

R —
o LDAP —N—18p L BER) > —

1. Citrix ADC icH-r > > L. [#a] > [Citrix Gateway] > [{RE8H—/N—] ICBBILE T,
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10.
11.

12.

13.

. BEYTBREY—N—ZFRL. RE 20 Vv ILET,
BREFORLETOT 7L ZHELE T,
BEEYZREAT—N—%BRL. wE 27y ILET,
[FREERU>—] > [N FDEM] ICHELET,
[Ruv—oER] T [EBmlzo v o LET,

[BET] 71—l RICREERY > —DEFIZNNILET,

(7o arvaa47] rOy I o)X +T. [EPA] #%IRLE T,

[®] Z«4—JLRIC TTruey EANALET,

[7o>av] T Bm 20Uy L%Ed,
(&A1l 7«4—JLRIC. EPAT7 0> a3 >n&EENALET,

FIFINEDITN—TFeBRETIN—TDEHENALET, TOPFVATIE. TTAIL DT IL—TDEH
I& TFileExists). #5%& 2 /L—7D&#i13 TFileNotExists) T,

1 714 —ILRICRDEENSILET,
1 sys.client_expr("file_0_c:\\epa\\compliance.txt") || sys.
client_expr("file_0_c:\\epa\\trusteddevice.txt") || sys.
client_expr("file_0_/tmp/compliance.txt") || sys.client_expr ("

file_O_/tmp/trusteddevice.txt")
2 <!--NeedCopy-->

14. gy 20Uy I L. INAV R 29Uy ILET,
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15. [ty a>yRUS—=] > [N1> FOBM] IBELET,
16. [RU > —oER] TBM] 20U v o L&,
17. [8BE1] 74— RICEY>a YRS —DERIZEANNILET,

18. T Z4—ILRICRDEENALE T,

AAA.USER.IS_MEMBER_OF("FileExists")
<!--NeedCopy-->

Configure Citrix Gateway Session Policy

e[ ][= o

[ro——

19. TER) Zo Vv oL, TNA>R1 OV ywoLES,
20. ZRON—DE®RICHD BRE] 7aA>% Vv ILET,
21. TPowershell; ¥ Af7L. Windows Powershell z = %7,

22. Roax> kAL T. Smart Access tag” EPA_GW:Trusted-Device-PC” #£ME L TEPA X+ v
VISR LT N1 2D App Protection RU > —ZEMICL T,

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG" -IncludedSmartAccessFilterEnabled S$true -
IncludedSmartAccessTags EPA_GW:Trusted-Device-PC -
AppProtectionScreenCaptureRequired $false

<!--NeedCopy-->

CCT. EPA_GW IZ VPN (REH—N—BTY,

23. Ropax > RuEMHEALT. Smart Access tag” EPA_GW:Trusted-Device-PC” #£8 L TEPA X+ v
VIR LT NA 2D App Protection KU > —%#EICLE T :

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 17 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart
$true -ExcludedSmartAccessFilterEnabled $true -
ExcludedSmartAccessTags EPA_GW:Trusted-Device-PC -
IncludedSmartAccessFilterEnabled S$Strue -
AppProtectionScreenCaptureRequired $true

<!--NeedCopy-->

24. B

Citrix Workspace 7 ZU AT TICAVWTW AR BEIF. Y1V T U RLET, FETEST/\1XH 5 Citrix

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 99



Citrix Workspace 7 71

Workspace 7 7VIcH1>V1 Y LET, RESNIUY —XEEET S . App Protection A&EsfIC% -
TW3Zehbhb g,

Citrix Workspace 7 7Uh' 651> 77U L. BETEAVWTNIZANSBEYIY1YLET, FEIN
fc Uy —X%EREEHT B . App Protection EMICAR->TWB Zehbh b 7,

>FUAS5

November 22, 2023
COYFUFTIR BEDI—H—2IL—TFICx LT App Protection #E%HICT 3 AEICDWVWTHEAL £,

BEDT I —TOI1—H#—I3x LT App Protection ZB#IC 9 3ICiE. MFEDI—H—JI)L—TIZx LT App
Protection ZB%ICd 51 ZBBL TS,

Workspace %77 L7=/\1 7'\) w K&t s % App Protection 0 R—

March 10, 2024

Citrix Virtual Apps and Desktops ®/\1 7' U w R8N, X1 T« T TSI —TX 7 URLZAAL. A
71 7@ Citrix Workspace 77V e ZO HDX TV P> TRE7 7V L RET XU by TxiEEH L T Citrix
Workspace for Web it 1 >+ > 3BE8DRETT, /\1 7w ReW3MEIE. Citrix Workspace for Web
77U x4 T4 70 Citrix Workspace 7 71 OD#EAEHLETY Y —RICEHEL TERATZCERBELET,

P
IV RKRAY MZHRA T 7O Citrix Workspace 7 7 AV R— 2 bHRA YA R=ILTNTVRWNE
A. 1 Citrix Workspace R k7 HDX TP > OmAN T S UHF—RICEFEET 2O VX h—ILiE

MTY. CD>F AL HTMLS @i Citrix Workspace 7 771) g, Citrix Workspace # 7z Citrix
StoreFront DWFNHATRIAFEINET, CORFaXYETIE COTFIFICEMIIELTVEE A,

b=t

« Citrix Workspace Web {isRigge = HR— b §3 75U —2FHALTVWR 2R LT,

» Workspace URL ® DNS %7 1w & Xh' cloud.com THZ e ERBLET. B|E. DAZLREXA VI
HR—FITNTULELEA,

o« X3 BVWITNHD Citrix Workspace 77U DN—S a3 o FRALTVWR ZEERBRBL TSIV

- Windows @7 Citrix Workspace 7 71) 2106 Lip&
- macOS @i+ Citrix Workspace 7771) 2106 L&
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N1 7w RiEega App Protection o &%tk

1. R+7%RBIT3E1IC. FALTWS 7575 —A0 Citrix Workspace Web #E3RIgEER T > A F—ILL F
o FHLTVWETSOH—IZETVWT, ZOoWFnHhDU VoIV I LET:

« Chrome
» Edge Chromium

HERIEEEZ TV R b—ILg B L. Web 7508 —DiRIgREL V> 3 VICRRIh & T,

Actit work Offline

= Troubleshoot

(annlnad Lngs)

-l N

Read More

Broardracte

h &% D N
Citrix Workspace Web
Workspace App Detected
Version 22.11...

Login Timeout

2. RATATITZOH=—DBRAMTICHAA 2 LET,

3. [7Oa77AL] > [THUY RE] > [FFHERE] ICBBLET,

[PF7UEEVOTRI by FORSRE] £ a>TE. Web IS9HF—TT7FVETRI by FORED
BEAEERIBTIEY, [Citrix Workspace 77U DER] #7U v oL,
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Advanced
Apps and Desktops Launch Preference
Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your web browser.

(Lls.e Citriz Workispace App)

Citrix Workspace 7 7UZERLTY Y —R2EE L TWBHEIE. ROF T avhRRINET, TO
£5SRIEE. TREIIKREHD FH A

Advanced

Apps and Desktops Launch Preference

Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device using Citrix Workspace Browser Extension

Use Web Browser

4. RESNLRBT7 I ERRETRI by T2 TIZLSICHBDFE LT

—REVBEEDS FUF

BHNERTEL T VA EZDEEREEZVWCDODRLED,

o REINLT TV T—> 3> ERET BE0C. Citrix Workspace Web #hsRi&sE %= EICT Z N T V01 U R
f=ILT3E. ROVWTNHDIS—DHEELET, CORERERITSICIE. Citrix Workspace for Web 12
OJ4 > 9 3ailciiRgEZ TV A b—ILLE D,
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@ Citrix Workspace App )(:

You must use the Citrix Workspace web extension to
start this protected resource.

Lse Extension

Web Extension Required
You must use the Citrix Workspace web extension to start this protected
resource. Further assistance can be found on the Help page.

Help

o BEREN [Web 7508 —] IZRETNTWVWBRHAE. ROVWTIHIDIS—HEELEFT, EHREE
[Citrix Workspace 7 7U DfER] ICEELT. COIS—HMRLET, #L<IE. TBE5DT K-
FEEBRBLTIEIL,

I@ Citrix Workspace App }(:

This protected resource can't be launched. Further
assistance can be found on the Help page.

Help
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Unable to Launch Resource

This protected resource can't ba launchad. Further assistance can be

found on the Help page.

Help

StoreFront =7 L7z/\1 7 v RiicEhiZ & 5 App Protection o1 7R— k

March 10, 2024

Citrix Virtual Apps and Desktops ®/\1 71U w REEITIE. (XA T 7T SIH—TX 7 URLZASLT)
StoreFront for Web ictr > > L. =415+« 7 ® Citrix Workspace 77U 2D HDX T > TRET 7
BLMRETFTRI by IERBILE T, N1T Uy ReWSHEEIL. StoreFront for Web & =4 5« 7o Citrix
Workspace 7 7)) O#AHEHLETY Y —RICEHL TERATZ L 2BEKLET,

7
IV RKRAY MZERAT 170 Citrix Workspace 77 AV R— Y b4 YA M—ILTNTVRWE
&. Zhid Citrix Workspace R b 7 HDX TP > OmAN T SO —RICEET IOV X b=

BMTY. CD>F ) A& HTMLS5 @i Citrix Workspace 7 71 e igiEh. Citrix Workspace %71 Citrix
StoreFront DWINHATHRIALTINE T, CORFaAXIETIEH. TOPFUFICEIIELTVWERE A

StoreFront #/ L#=/\1 7' w RiEENIC & % App Protection o 7R— k&, App Protection "E%I%) Y —X
ERELTI SV —HS5EHTBMEZIRHMLET,
PN
[EHRN—a>vzER] HTMWLS 23072 b2fR) £id (1A M—ILER] 772 a>zB8RTS
&, Citrix Workspace 7 Z7UH 7 S UH#—TERICEE I hi W&, App Protection hE#%atEy > 3
>H7Ov I EInET,
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StoreFront 2308 L= ER L TLW3 354, StoreFront WELICHEMINTE D % 7+ 7 Citrix Workspace
TTIUNRT SO —ICLo>TERICHREINTUONIEL. Web 755 —%fEH L T App Protection R > —hn'F
MICHES>TWB T IVELUVTRI by FICT7IERTEFT, StoreFront 1912~2203 o/NN—2 3> FEALT
WBIEEIE. TEFEGZE 723 Y OHRBIR > THREII A Z BRI 3BENHBD 9,
GlIEESER
StoreFront i&. Web 1 MZ#I®HTH 1 >+ > 9§ % & FiC Citrix Workspace 77U DN—=2 3 &EREL
¥9, TDBTHD/N—2 3 >0 Citrix Workspace 77U %1 > X =L 3 . StoreFront I3ZDEE
ZRH L EEA. TDI®. App Protection RU S —HEMICH > TWBRET TUP TR by TDES)
VRO CHFRAI R o Id BRI SN B AEEMNH D £ 9, App Protection dt+a ) 7 BBF v I Z B L T
App Protection #H#7R—k L TWAWUEID/N— 3 > @ Citrix Workspace 7 71U h 5 D{RET U % T
27 by 7ORBZE IOy I T2 zbEOLET, REFT v IICDOWTEL & TApp Protection @
TX2VTAEBEBFIv I ZSRLTIIZTL,

StoreFront /N\—> 3> 2308 LIFRIC K B/\1 TV w RicE

StoreFront /N\—< 3> 2308 LIF#IZ. App Protection KU —HBHICH > TWBRERET IV ETRI by 7D
N1 Ty RiEEHBEIMICHR— kL E T, StoreFront 2308 LIE T/ 7 1) w RiEEIE D App Protection %
BT BHEDFHMZDOWTIE, TStoreFront @B /N1 71w Ri2EIA® App Protectiony 28R LT 2T
(AN

1912 »5 2203 =Th StoreFront N\—> 3> &N LI/ T w RigE)

StoreFront /N\— 3> 1912~2203 Tld. RO LS HAXE T X%ZERL T. App Protection R > —hE%#
ICBR>TWBRRETZTVETRI by FONAT )y REBIOBMWLZ Y R—FLET:

StoreFront 2308 LAB&ICT v FI L — R 2158IE. CODREIAXzHEIRTZ e ZzH8HLET,

ks

App Protection IZ#E % Citrix AV R—% > FON—=J 3 VIZOVWTH L IE TOXTLEH) 28RBLTLE

T

7%

1. stf-customization-AppP.zip L WS &#iD Zip 7 7 (L2 X o >O—RL %Y, Thilid. StoreFront
—N—=IXIVICEBRTIBENDZIRTO I 7MILBEFATVET, Citrix 0Z T >O—RR—=IDN57T
FANEATDYO-—RLET, 77 MILICRROBDONEENF T

o ART7D bin 74 IA—IcOA—FB3HENH S DLL
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e VY Ua—2a hBEET B1-DICHER JavaScript 77 M ILEB LTV ZOMD T 71 L
+ StoreFront BBEHAY U a—> 3 Y OREICERT 3. deploy-solution.psl PowerShell X 1) 7
Is

2. stf-customization-AppP.zip 7 7 1 L& FRER L. 7 71 LHhH I N7 L LWEEE PowerShell 2B &
¥, deploy-solution.pslav>Y REEIFTLET, COOATYRIE ROSIHEEELET,

« —Action: RZUZHRITIBZBTI> 3>, HFAITNBEIIROEEDTY:

- Deploy?ﬁ*‘/a‘/t;\ VUa—og3> % —LLRICBRLEYT, COVYVa—arhiEE
T3771ILDONY I Ty T=ERL. V)a—3rT770I)lxZO— LT, Y—EXZBiEH
LEd, DRI U—>2> 3w kE, StoreFront 4 —N—icVJa—>3> BRSO UR
TY9:

ommand pipeline pos

the following par:

- ApplyUICustomization7o>aYidX b7 UNZAREYA A= BRI DD [1VR
b—ILER] FTFarve [BREN-Ya>EER] 772 aYViEREINEEA. COT7I 3
VIZE D TS —Tx41 T+ 70 Citrix Workspace 7 7 hisgflficigi s h, JAOv o %
Feld B R—bFIATVWAVWS F U A ZHEERICEETE XD,
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—customization-AppP (2)> .\deploy-solution.psl

thy

: ApplyUICustomization
StoreName: appp-store
Applied successfully!

PS C:\Users\administrator.WC6PF\Downloads\stf-customization-AppP (2)> |

- RemoveUICustomization7o> 3> izApplyUICustomizationn7o>a>v%
TCRL. [V Rb=EH] 7T ave [@EN-Yarve@ER] 723 Vi BURTS
nxd,

o —StoreName: 7023 aRTITIVENHZIANTDREE, CONTA—FZ—|INBETHD.
Deploy7o>a>v e HICBETRENHD £,

« —BackupDir: #BART s LI NI Ty THERTZDICDeploy7 o> a > TET T
ENTIBNIA—F—, BEINBWEE. NV ITY TR TRV MY TIEREINET, CD/INT A
—H2—=EF T a>DINFAXA—E—TT,

PN
StoreCustomization_Input.dll % 7z1& StoreCustomization_Launch.dll IZBRTEDH A EZI A A H %15

B, COVVa—2a zERBATRCENSNEEETINE T,

App Protection BB AT TV TR by Fid. hAEIA AZRBEALILBICOARTINE T, BELAEWES
B, 7TVETRI by TRERRETNEE Ao

StoreFront D H X4 < 1 X% TICR T AE

aid StoreFront D QX271 X% TICRTICIE. ROFIEXRITLET:

1. \Desktop\StoreBackup<store name> 71 L ¥ FUICBEILT. ROT 7 ILEWRTZTr LI bUIC
JE—L&F7:
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« StoreCustomization_Input.dil & & U StoreCustomization_Launch.dll 7 7 -« JL % IISINET-
Pub\Citrix<store name>\bin ¥« L kUiCaE—

« web.config 7 7 L% IISINETPub\Citrix\StoreWeb ¥« Lo b 1JicaE—

o *js B & U style.css 7 71 L% IISINETPub\Citrix\StoreWeb\Custom ¥« L o k)i —
pE
FRITFANLINDAREZIA X T 71 LD EET BB E. MN\Desktop\StoreBackup<store

name>] 7«4 LI ~UICHEL. BEICRLTENSDT 7IILETA LI N ZEETE T«
L2 bUICaE—-LE T,

2. PowerShell #B= %3,
3. ROOY Y RERITLT. ISADMIN —t X CitrixSubscriptionsStore # —E X #{E1EL £ 7 :

sc stop IISADMIN
sc stop CitrixSubscriptionsStore
<!--NeedCopy-->

4, xpa< > RERTLT. IISADMIN #—E 2 ¢ CitrixSubscriptionsStore t—E X = BERMB L £7:

sc start IISADMIN
sc start CitrixSubscriptionsStore
<!--NeedCopy-->

FEINFIVY—XONT1T )y FEBICETZA I RA—HF—TITIIRJIVR
1. BEEED StoreFront 4 —N—CV U a—>avERBE%. 95147 MITIXM7ICH1>1> L. Web
7594 —7T URL #EA L T StoreFront iIc7oX L %7,

2. Citrix Workspace 77U N7 S UH —TERBICREINIHE SHERRBT B3I [THATY FRE] T
REDRT—2R] ZHEBLET
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@ Citrix Recerver x +

&« C @ nsgepabvtlocal/Citrix/StoreWet

O

DESKTOPS

Settings

About

Log off

Activate Citrix Receiver

Change Citrix Receiver

n .-,0 T;p-e her; to .seard-\
Citrix Workspace 7 7U h'#tH 33 . App Protection "EMICHE > TWBTRTOREBT I LT R
by TERRLTEETIET,

StoreFront THL —XEBMICT B
StoreFront ThL —XZBMICTBICIE. StoreFront O RF a2 X > FEBBLTLIEIV, COML—X%EFEA

L T. #mINf NetScaler Gateway £w > 3 VRS —SRILHA R FPICETISEINTVEHE SHERERT
EESER

cSTNDa—Ta>T

App Protection B"E#kt v a>zEEHTIE. ROIS—HRETILHHBDET:
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€« C @ nsgepabviiocal

@ QIZUORCUMCORIica A
n AR Type here to search
COIS—DEZSNBRAIIRDEEDTY:

s FTVETRU MY TH. TIUH—THIELSICEBRThTULWET,

Settings

About

Log off

Activate Citrix Workspace app
Dovwnioacs 3 e that 20ds this workspace o your oca Cirix Workspace 2pp

Change Citrix Workspace app
b t checks for 3 ocal Cirx Workspace 3pp

ROBEICTY & SIS, Citrix Workspace 7 7 oigtERIC [BRN—Ya>zFERA] 200y o33L.
COFUFICEELET,
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Workspace

Just a moment, we're detecting if Citrix Receiver is already
installed.

5 detected, you
Launch Application

If no window appears, proceed to ¢

W | agree with the

o 754 —h Citrix Workspace 77U = L £ Ao

W seconds

Settings

ccount

About

Log off

Activate Citrix Workspace app
Downloads afile that adds this workspace to you

Change Citrix Workspac
Gpensa page that checksfor 3 ocal

Current status: W

localGitrix Workspace app.

HOME

KROBEEICRY & S5IC. Citrix Workspace 7 7 U ORHEHIC [1 YR M=ILEA] 2OUvITRE. ZO

SFUFICEELET,
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@ Citrix Receiver X + v - =] X

<« C i ovtlocal/Citrix/StoreWet v & ¢

Just a moment, we're detecting if Citrix Receiver is already
installed

indow in a few seconds. Please

V)a—vayv: BB FUAICHE L. App Protection BBty S 3 v %EET 3ICIE. [TAT Y MRE]
< [Citrix Workspace 7 7U%ZE] #41) w2 L. Citrix Workspace 7 7 U EHINZ £ TRHEE I,

App Protection BBt v 3 %A T 5IClE. Citrix Workspace 7 7 O#BHAKBETY, REIN=E
w3 YONA T )y REEFOEE# O Y 57-0IC. StoreFront & (ddeploy-solution.pslax
YRoApplyUICustomization7o>avzFERALT. [BREN-YaYveFER] 77> a>e 1Y+
—IVER] ATV EERRICTEZIENTEET,

Citrix Workspace 77U D )= a—)L

March 10, 2024

ZDU) =R a—)Lik. Citrix Workspace 77U ) U —RBEE LV ) —XBEOEEERLED
DTT, V—XRBHIFIEEINZEMELHD £FIH. $EENSROFEERFT T 57, Fik. Citrix
Workspace 7 7 ERRIEOBERBICH - > TBEICL TW R IFNIEEVTT,

Citrix Workspace 77U D4 Y O— RR=ISH5H LW U—IXELAT>O— R TEEF, Android @is Citrix
Workspace 771, i0S @7 Citrix Workspace 771, Windows (X ~7) m@i# Citrix Workspace 7 7V i,
FNBNOTTURNTHEHETYO—-RTEET, Mac@IFE£7z1d Windows @7 Citrix Workspace 7 7
T Citrix Workspace BHi 7O S LA EMCLTWVWR L BFROATYO—RELVI VI —ILIZELTRAE.:
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KROBZBMDEEEINE T, RSST—FZBEHTBE. LW U XD FHETRICH T EILT 57— b 2RE
TEEXT,

Citrix Workspace 7 71 Cx ICFIARATBE A igaEIc DWW Tid. Citrix Workspace 7 71) OI#EET U w7 2 & BHR
LTLIEE W,

ST 7IERICDOWTIE. TCitrix Workspace 77U DS A 7H A VLY AILA =) #BRLTLRED
Lo

1) —ZERE (B1F)

R0 Citrix Workspace 7 71U 75y k7 x—Lid. MEHICICIU—ETNFET:

 Linux
* Mac
« Windows

& o Citrix Workspace 77U 75y b7+ —Lid. 6 BRIV U—IXTNET:

« ChromeOS
e HTML5

& o Citrix Workspace 77U 75y b7 —Lid. 2BEAZCIC)U—IXTNET:

+ Android

« i0S

P

Windows 7 Citrix Workspace 7 71) & & t* Mac @i+ Citrix Workspace 7 7 U . . M¥HAT L
KXy =) —=REIAFT—V ) —=ZRMTONBFETT, ¥x1F—UU—XF 1101 THRIN. 5D
DU—RCIB@REENT =YV AOALICEAT 371 F—RigeReriraEnsd, 10y oxrr—uu
—RUTIF. EBREEEIFEENBVTFETT,

FRIMYFTFIUO) ) —ZXERE (B18)

Citrix

Work- 2024 2024 2024
space 2024 2024 2024 2024 2024 2024 2024 2024 F£10 F£11 F£12
7)) F£28B £38B H£4R E5B E£6R &T7TH %8H %98 H A A
Windows v} - v} X - v} X - v -
Window® v} - - X - - X - - X
LTSR
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Citrix

Work- 2024 2024 2024
space 2024 2024 2024 2024 2024 2024 2024 2024 €10 £11 £F£12
77 ®2H ®38 %48 %58 #6HA ®7H %88 %98 A A B

Mac v X - ] X - | X - i -

Chrome@% - v v} v - v} v v} - v}
<

HTML5
Linux o - - o - - v} - - v} -
D
s
&~
+—=U
)—=X
zmnl
F7,
¥iE=
IFETE
B
aJ>
I
(CU)
zmnL
F9,

ENAILTIVEeRTLy E7FUOD ) —ZXERE (B1B)

Android @+ Citrix Workspace 7 71) ¢ i0S @+ Citrix Workspace 7 7 U g, 2 BB ICV U —R &
ER

REFIE:

HWRORAFE. V)—X, 2 I VJICEALTEREINIERNBIEY MU v I XOMBOHSICERSNTHD., F
EXIIFELRLCEEINZIHENHD F9, BEINET 2L, BRIEHOAZBENELIEHDOTHD. &
Bl O— R, FRISBEZIREITZCZNURTIDDOTIELRL, ZOENEFEDHD FHA, LD T, BB
ANDEBEEBEREDBEICKIMLIZD . BHICHARATHDTIEHD £ A
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Citrix Workspace 7 7 O#EET 1) w o R

March 10, 2024

Citrix Workspace 77U Id. SETEARTIY RT3 —LFELEARL —T 1 VIR TLICOBINIETE
BHBEEZIRMLET, COMBET M) v IRZRNE. TEIEHTIY b7 +—LATOMEDT A% % IR ICIEfR
TEFEI, BEI/avicid. BEI R v I REEHIT. TRTOBAEREZICHALEEEERIHD £,

Citrix Workspace
Windows
2311.1
BLU
Win-
dows X Windows
7 2203.1 Linux Mac i0S Android  HTMLS5 ChromeQS
tae 2309.1 LTSR 2311 2311 24.2.0 24.2.0 2312 2402
Citrix [F40 (=qA (=40 (=qA (=40 (=qA (=40 (=qA
Virtual
Apps
Citrix &Ly =40 =40 &Ly &Ly =40 &Ly =40
Virtual
Desk-
tops
Citrix Ly =40 LWz =40 &Ly =40 LWz LWL x
Secure
Private
Access
CitrixEn- (gL (AIAY-3 WLz f& 0 AIAY-3 (AIAY-3 WLz (AIAY-3
terprise
Browser
(IB#R
Citrix
Work-
space
Browser)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 115


https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/getting-started.html#connect
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/get-started.html#connect
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-mac/system-requirements.html#connections-certificates-and-authentication
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-ios/get-started.html#setup
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-windows/getting-started.html#connect
https://docs.citrix.com/en-us/citrix-workspace-app-for-linux/get-started.html#connect
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-mac/system-requirements.html#connections-certificates-and-authentication
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-ios/get-started.html#setup
https://docs.citrix.com/ja-jp/citrix-workspace-app-for-ios/configure.html#citrix-workspace-mobile-app-web-viewer
https://docs.citrix.com/ja-jp/citrix-enterprise-browser.html

Citrix Workspace 7 71

Windows
2311.1
LU
Win-
dows X Windows
~7 2203.1 Linux Mac i0S Android  HTML5 ChromeOS
e 2309.1 LTSR 2311 2311 24.2.0 24.2.0 2312 2402
SSO #fF (3L =40 &Ly (&L &Ly lFW [ZqW Zqa
Bv3
Web 77
DN =
SaaS 7
7
Citrix €  WLx (AIAY-S LWL R (AIAY-S =40 =40 LW (A1AY3
NATILT
A,
7D lFwn LWz VLWL x lFWn &Ly lFWn (AINY-4 (AIAY-4
BARE
T—EX
e E&E
Citrix Virtual Apps Citrix DaaS # 7z Citrix Virtual Apps and
Desktops o &#&E#R T Citrix Virtual Apps It 7o ¢
ALET,
Citrix Virtual Desktops Citrix DaaS #7:1% Citrix Virtual Apps and
Desktops m&iER T Citrix Virtual Desktops iZ 7
J€RALFET,
Citrix Secure Private Access Citrix Secure Private Access RT3 . IT BIE
BIFARINSaaS 7 TIUANDT7 VA= EBETE %
To VTN BRI VTG A VA VIRIETIE. EEEIZ.
HED Web - b Web 41 fAFIUADT I
AETAIINE—NEBTZIET. INLTIT7RT 4R
ZAVWHSHEBORY FT—IPITY FI—HF—FT N1 X
ZRETITXT,
Citrix Enterprise Browser SaaS 7 AV B LU Web 7 FVICRLIZTI/ERT S
7= ® Citrix Workspace 7 U IZfdE L TW3 Web
T3oH%—,
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313

SSO %#{EMA$3 Web 77U £71& SaaS 77U

Citrix €E/N1ILT TV

Citrix ENAILT VDT v FIL—R

TTVDBEARES —EX

J—0AR—EE

Windows

2311.1

BLUV

Win-

dows X Windows

~7 2203.1 Linux
Hae 2309.1 LTSR 2311
DNS = (W &L (A1AY-4
BLiX
—JLR—
RIcLk B
ThOY
[ Jel))
HENE
—TER &Ly (=40 lFwn
BE
Global (=40 (=qA LWL
App
Config
Service
(Work-
space)

Mac
2311

lFWn

LWz

lFn

T

SSO HiaJfE: Secure Workspace Access THRE L 7=
SaaS 7PV £#ld Web 7 7V AD T It R,

Citrix Endpoint Management (|B#F XenMobile) ic
K> TEHNINE Citrix ENAILT TIVADT IR,
Citrix Endpoint Management (IB#F XenMobile) ic
Ko TEHNINE Citrix ENTILT TIADT IR,
BAREAREREET I AR IV RZRETEET,
TV DT—o70—2&T. Citrix Workspace 77
DDOARBZLT TIRE TSV RIBET7 A IV = FERT
TFEY,

i0S Android  HTML5 ChromeOS
24.2.0 24.2.0 2312 2402

=4 =4 (AINY-4 (A1AY-4
(AYAY-3 (YRS (AYAY-3 =

[=qW =40 [=qW =40
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Windows

2311.1

LU

Win-

dows X Windows

~7 2203.1 Linux Mac
e 2309.1 LTSR 2311 2311
Global =40 l& 0 LWLz (=40
App
Config
Service
(Store-
Front)
App ANV (AIAY- ANV (AIAY-
Store ®
2kl
Citrixg  &w =40 LWLz (=40
BEM
792147 [ZqW (AINY-4 (AINY-3 LWL x
YhTT
1) SR
e

DNS ZERL X —IR=RIZLBTAHD Y MEHD
BENERL

— T EERTE

Global App Config Service (Workspace)

Global App Config Service (StoreFront)

App Store O EH

i0S Android  HTML5 ChromeOS

24.2.0 24.2.0 2312 2402

[=qW =40 [=qw =40

=4 =4 (AINY-4 (A1AY-4

(AINY-4 (A1AY-4 LWLz (A1AY-4

ZeuAHL ZuUARL AL ZyAEL
EE

BHEREERE T Citrix Workspace 77U % #BR T 3%
£IICLFT,

—mhInict—EX (Google Chrome EE% GPO
RE) hoOT FEE,.

Citrix Workspace @3 o Citrix Global App
Configuration Service ZfR9 5 . Citrix BE& (X
—TEEINY—ERIZE > T Workspace #—E'X
@ URL & Citrix Workspace 7 7 DR E%ZEEE TS
=

Citrix StoreFront |+ Citrix Global App
Configuration Service ZfE@A 9 % £, Citrix &L
—EEINI=Y —E RIZ& > T Citrix Workspace 7
TUDOREERETEET,
RUA=FFIVr—2 a3V A T7HE5OEH
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