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A Enabling device posture will impact the subscriber
experience

Device posture scans all user devices before allowing users to log in. Users
who have already logged in must have to relogin to enable device posture
service to scan the subscriber devices.

If users have not installed the device posture app, they are prompted to
download and install it.

Device posture will be enabled to subscribers in a few minutes (sometimes
up to an hour) after it is enabled on the Device Posture page.

Enable device posture in test mode (optional) @

| understand the impact on subscriber experience.

Confirm and enable

5 [BRBLTEMICIBZ] 20w I LET,
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Home » Identity and Access Management » Device Posture

DEViCE POStU re Device posture is enabled (Test mode) ‘

Create device posture polices to enferce application access based on the end user's device

o Device Posture is enabled in test mode. Go to the Dashboard to view activity
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Device Posture Device posture is enabled w
Create device postures and enable optional integrations to enforce application access control policies,

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

Microsol
" Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as p
whether the machine is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.
Learn more about Microsoft Intune integration

CrowdStrike Falcon® Insight XDR

Integrate with CrowdStrike's Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. Connect
Learn more about CrowdStrike Falcon® Insight XDR

F1-l3. XL Secure Private Access H—EX GUI 0 ERIDFES —> 3y « RAVICH BT
NARARIAF AT a2 BB, TG 2720w 0§23 HTIET,
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Create device policy X

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Select the operating system for this device posture scan. (3

Windows N

Policy rules
Select a condition and apply access rules for your services and data. @)

/ CrowdStrike Uy

Ly
‘ Risk Score N ‘ Less than < N ‘l 0-100 ™

+ Add qualifier

+ Add another rule

2. CORVD—HERTZ TSy b 74— LEBERL TS,
3. TlRUS—)L—JL) T TCrowdStrike, %#&ERL £7,
4, VRO ZAOATEMFTIE. FHEEERL. VRIXRAT7ZANNLET,

5. +%01)wo 33, CrowdStrike Falcon £ >4 —h'8fEL TWBHE S Hh 2R T 3 EMFINEBIMINE
ERS

7

CDIL=IF. TNARARIAFVICREL MO —ILEHATEEY,

6. RELLFHICEDCRID—ERT. ROVWTIDZRRLE T,

o ZEHL
o JEEERL
e OJA VIS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9



FINARARAF v

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: @)

@ Compliant

The device will be considered compliant and full access will be granted.

O Mon-compliant
The device will be considered “non-compliant” and restricted access will be granted.

O Denied access

The device will be denied access to all resources.

Scan details
Name and set the priority order of this device scan. (@

Name *

crowdstrike-compliance-allow ‘

Priority * ()

10

Enable when created

7. RUS—DBFZNAL. BEREZRELET,

8. [Create] *V/ U woLZEY,
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Device Posture Device postureis enabled ()
Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

t
Integrate with t Intune in order to enable more policy expressions in your conditional rules, such as

whether t

Connect
re AD-managed, MDM-enrolled, is rosted, or has anti-malware installed.

Learn more a soft Intune integration

2. BEEESREZVEI VI L, [EE]| 200y I LET, BEEIZ Azure AD ICUS ALY FEN, FBEESh
9,
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af Microsoft

Sl s microsoft.com

Permissions requested

Review for your organization

Device Posture Integrations
Cloud Software Group, Inc. ¢

This app would like to:
~ Read Microsoft Intune devices
. Read Microsoft Intune configuration

~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

-

RORIF. TNARARIAFvyH—EREHEET 370D Microsoft Intune APl OiERZRLTWET,
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Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Platform
Select the operating system for this device posture scan. @

Windows

Policy rules

Select a condition and apply access rules for your services and data. (@

v Microsoft Intune

Matches all of N Compliant Managed N

+ Add another rule

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: (@)

@® Compliant
The device will be considered compliant and full access will be granted.

O Non-compliant
The device will be considered “non-compliant” and restricted access will be granted.

O Denied access

The device will be denied access to all resources.

Scan details
Name and set the priority order of this device scan. (O

&

2. 7J€U Q_Q%ﬁ_ﬁ%)\h l./\ @ﬁfg‘_’&ﬁﬁibiio
3. ZORUS—%ER TR TSy b T +—L%EBRLTLIEIL,
4, T)L—)L%3&ER] T "Microsoft T RR1> hvx—vy—) ZBIRLET,

5. #HEFERL. —HtE3 MEM 20 %Z8RL &7,

o WIFNMIC—HT B1551F. ORFHHERINET,
s IRT—HT2HEIE. AND HHEIBRINET,

pas
CDIL=IE. TNARARIFYICRELTZMOIL—ILEHBTETET,
6. TNARIERDESICHED FT, BELALFHICESVWT, XoLWTFhhEERLE T,

o W (TILT O EIDHFAINTNS)
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o JEEHL (RIRIT S 7 oL ADHFRINTWS)
s OJAVES

RS —DEBDOFHMCDOWVWTIE, TTFNA RRAF v RIS —DRE] #BBLTLETL,

TNARRAFvH—ERICLBZTNA REBREF T v Y

June 19,2024

FTNARRAF ¥ H—EXTTNA RAAEF TV I ERET B ICIE. BEEIETNA XD SFHITEMBPEEZ 1 VR
—rIBBEBELRHBDET, TN ARIAF ¥ H—ERICEHRFETEIIPEEHNFEET I . BEEITNAIRIF
YRS —DO—F LTTFNA RHFAEF v I 2 FEETEET,

AEEE

TNA RRRAF v —ERd PEM BITEARZEZ 1 TOHZHR—-FLET,

Windows TTF/N\A ZEEBEZF T v I T 3ICIE. TVRTFNAADEPAUSA 7Y = EIEERTA
VRAM=ITRIRENHD FT, TOMOF T v I TlE. O—HILEBEERIINEHD FHA, TR—
FEINTVWERF v VDFEMIOVWTIE. TFNARARIF Y THR— L INZ ATy 28RBLTL
ZEEW,

BIREKERTEPA U S1 7> % Windows I > X b—ILTBICIE. EPAOSHA TV NTSTA1 0%
Ao>O—RLEBFATRODOAT Y RERITLET,

msiexec /i epasetup.msi

TNARARIF ¥ H—ERICEBDTNA RFABEEF v 7I1E, sBAERHF v I EYR—FLTVE
B Ao

TN ZERREDFRFAEICE > TERINTWVBIERIX. JL— MEBEEr PRERAE* ST F T — >
2F% 1 D0 PEM 777 LICT7 v 7O—RIZBELRHD £7,

Example: chain.pem

*hkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkk k%
————— END CERTIFICATE

FINA RAEE 7Yy O— R

1. FNARRRF Y DER—LR—IT[RE]| 27Uy I LET,
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2. [BE] 20Uy oL, [RITHAEDI>R—M =20 VvILET,

3. [iIFETESE] T, MABDOR T TEBRLE T, PEM 21 70HH Y R—rThET,
4. [GEPAE T 71 IL] T [FEBAEZER] 20U v L THITEREZ|IRLF 7,

5 [B<]Zzo Vv oL [TvR—F]ZEIVYILET,

Import Issuer Certificate X
Issuer certificate will be added to the Endpoint. View certificate details in certificate table once created.

Certificate Type *

‘ PEM (Privacy Enhanced Mail) AV ‘

Certificate File *

. cgwsanityde.pem ‘ ( -|- Choose Certificate )
BIRU7ERRE I [RRE] > [BITEMBEE] ICRTINE T, BHOMAEE 1 >HR— b TETET,
1YR—hLIHEAEZRTT B

1. FNARARAFYDHR—LR=JT[RE| 2TV ILET,
2. [RiTEAE] T, [BE] 2V Uy I LET,
3. [BATEMRE] R—JICIF. 1 Y R— F INIRITEIAEN—BRRINE T,
X

Issuer Certificates

Issuer Certificates will be used to validate the device certificates as per the configured policies.

Import Issuer Certificate

Issuer Certificates Policies Status |
cgwsanity-DC-CA cgwsanitydc.pem NA Valid o ET
int-CA combinedchain.pem NA Valid 4 ET
IYVRTNARICTNA RGPREZI VA —ILLET
Windows:
1L [RE—F] XZa—H56. [AVEa—2—iAETYX—Jv—] EFEET 7,
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2. iEBAENMNCertificates - Local Computer\Personal\Certificatesic1>X k—
ILEINTVWB I =BRBLET,

s BEETNBNICIE. 753147 Bz ED3RNENDHD ET,
o BITEVI. BEGUI TRESNIREITER L —HIBRENHDET,

e ZHE B =z HE

5V Certificates - Local Computer A || [ssued To ) Issued By Expiration Date  Intended Purposes Friendly Name
v [ Personal gEQJ34c6bOa3-e753-£‘1009-b4b1 -95d1..  Microsoft Intune MDM Device CA 17-10-2024 Client Authentication ~ <None>
mffcersiiicates) 22 APACENGWAUMIMIN citritenet  ftlpintuneca01 18-10-2024 Client Authentication  <None>
- Trusted.Root Certification / RZ;,,JAPACENGW4UMijN.ci'(rite,net ftlissuingcaO1 18-10-2024 Client Authentication ~ <None>
- Fr;:'mp:ieal”amﬁmiom EEJe1e6e5a6-b87c4725-bd2f—2f4d2.., MS-Organization-P2P-Access [2023]  24-10-2023 Server Authentication  <None>
= gzﬁl elebe5a6-b87c-4725-bd2f-2f4d2.. MS-Organization-Access 19-10-2033 Client Authentication ~ <None>

_| Trusted Publishers
_| Untrusted Certificates

macOS:
1L T&¥—Fz—27018R) #HE. TORX7L1 ZFRLET,
2. [Z700L]>[EBEOAVR—KEIV v LTHRBREETYR—FLET,

RITET 1 —ILRICIE SEFRZEDRITER/NERRINTLVILENHD £T,

Keychain Access

My Certificates

login
- APACMACCO02CXKJXML7H
Local Items Certjfeate Issued by: ftipintuneca01
Expires: Friday, 4 October 2024 at 9:06:09 AM India Standard Time

A System

=) System Roots Kind Expires Keychain

> certificate 29-Mar-2025 at 6:14:10 System
v @ APACMACCO2CXKJXML7H certificate 04-Oct-2024 at 9:06:09... System

@ APACMACCO02CXKJXML7H private key - System
> @ FD31E28D-D668-4040-81CE-EC239E15D339 certificate 15-Sep-2025 at 11:27:17... System
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Device Posture ZfEfF LT DaaS IcCXvY—+O> bO—)L%EA

February 20,2024

Citrix Device Posture ##—E X%y L T Citrix Desktop as a Service (DaaS) UV —XRIZF7oEXLTWVWBL
FIZ. AXN— b bO-IILZBERATEEY,

P

CNiETL BB TIE4 <. Device Posture # R L T Studio RU > —%#BRT 355200 > FILTT,

Z 0TIk, Device Posture r—E X445 (LS L OEER) #FEBL T, CitrixDaaS UV —2paE—7>
RR—Z FEBEEEWNICT IR —DERTNE T,

Citrix DaaS LD IR IGTNA ADNSTI/ERTEZI—HF—DIE— & R— R MEREZEICT B ICIF. ROFIEZ
KITLET:

1. Citrix DaaS o ~<—> T, [BE] 24720 vIL&ET,

N

CARUS=] 27U I LET,

w

RV —fF] Z#RLE T,

4. [REDER] T [IFAT7Y IV TR—RUAA LY N ZERLE T,

(63}

. [REORE] TR ZBRL. [REI 2OV I LET,
Edit Setting

Client clipboard redirection

Allowed

This setting will be allowed.

@ Prohibited
This setting will be prohibited.

“ Description
Allow or prevent the clipboard on the client device to be mapped to the clipboard on the server, By default, clipboard redirection is allowed.

To prevent cut-and-paste data transfer between a session and the local clipboard, select 'Prohibited’. Users can still cut and paste data between

applications running in a session.

After allowing this setting, configure the maximum allowed bandwidth the clipboard can consume in a client connection using the Clipboard redirection

bandwidth limit setting or the Bandwidth limit for clipboard redirection channel as percent of total session bandwidth setting,

~ Related settings

Clipboard redirection bandwidth limit, Clipboard redirection bandwidth limit percent

(- Ya=D

6. T1—H—rv>oy) R=ST. [TJq)l@—Chika—H—raAYFa—4%) 270wy L. CORYS—%
FOEZXAY bA-ILICEIDYTE S,
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1.

[2—H—REDH]| D [T ILEZ—]ICBEL. [ 7O XEIH] ZBIRLET,

Create Policy

E) Summary

Filters: 0 selected View selected only
Filter L | Value
|| * Delivery Group
|| ¥ Delivary Group type
|| % Organizational Unit (OL)
[ ] ¥ Tag
“* Filtars for user settings only
¥ Accaas control
¥ Citrix SDWAN

|

|

| ¥ Clignt P sddress
| ¥ Clignt nama

|

¥ User or group

8. MRUL—DEDEHTI R=ITiE TE—F1 & EHEI1T BT I7AILEREDZTFRICLET,

9.

MP— R4 T77—LB1IZ TT—0RR=2] ENAL. T70EXEMH) 1IZ TIEE#L CANALET,

Assign Policy

Access control

Apply policy based on the access control conditions through which a client connects.

Access control elements:

Mode Connection type Gateway farm name Access condition

Allow With Citrix Gateway Workspace NON-COMPLIAN M@ Enable

RIS —DBFEANNLET, RIS —ICE BRANKEPHRICH L TEAZMITE 2R L TLLETE
Wo e ZIE. EEFERTNARICIE IV TR—RT7IEZXBRIREINE T, oo BEBICKLTHAZAS

LE9,

10. TE71 #2oUw o LET,

e
DRV —E TTAIWNTIFENCAR>TVWET, RUS—2FMICITD . OJA > LTWBRI—H—|(C
TCIEBETEEYd, EMICLIERUD—IFEBREINEFA. ERBEADRI S —ICBEEEZRELILD. BE

HEHZEMLED I3RELNHBIHEIF. TORVS—Z2—RNICEDICTZ I ZRFTLTIIZT W,
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RS — B E R 57574
RIS —ZE<BANTBEIC. RUS—ZREEL T BRLICEEDICHEEL TV S e ZREBL TV, RE
BITIEUTOLSICHD &Y

¢« EPLTWVWBIVRTNAZADSTIERTZI1—H—DFA. CitrixDaaS VY —XgaE—7>Y kX=X
FOFIRE L THETIHELNHD £7,

e FEWDIY RTFNAZDNSETIE2RTZ21—H—0DFE. CitrixDaaS VY —XZJE—7>Y RKRR—=Z D
FIRIT S THIR T IHENHD £,

BRIV a—TFTa2T

June 19, 2024
TNARRRAF AR bOTIE KD 2 DDFFFTRRTETET !

o Citrix DaaS ®=4%—
o Citrix Secure Private Access v > a/R—K

CitrixDaaS E=Z4—DFNA ARIAF v IRV~

TNARRRF v HF—ERDARY bOJZRTTBICIF. ROFIBZRITLET,

1. KBL7cty o a Y3708 REGFINEYy 3> b0 3> IDZIVRI—H—FTNAR
Mr5IE—LFT,

2. CitrixCloud icr 1> L%,

3. DaaS#r I T[EE] 2o Uv o L. [BR]2THZ IV ILET,
Ez2—UIT3R2HO o503 IDzRERL. [FF#Hl] 200y oL %d,
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= Cilrnx | passSPremium

Manage ~ Monitor

Bflent?-TcdeaT 1B s
AT

Timee: 07717/2023 331 PM Endpodnt: windaws

Transaction Details:

:_9 Endpaint Device

Engdpca ™
Citrix Workspace a) o IF adaness -
Citr service
Device Posture
DA Device Poshare SErvice 3cans the endpoint devices for complanc i ookCes Sefriesd Ty the SATiNatratorn Leam More
o a4 Icomplete - Unexpected Ever
StareFront Failed to save endport detads. contact Citvm support.
Amion taiker  Logon Densed
Citrix Daas
R Recommended fix  Troubleshoot | or contact Carm Support
Citrix Cloud Connects

Secure Private Access %> 2 R— RDTFNA RRAF v IR+

TNARRRF Y HF—ERDARY bOJZRRTBICIF. ROFIEZETLET,

1. CitrixCloud icr>1> L &9,
2. TSecure Private Access) Z-1JLT. &8 #0Uwo L. &y aiRk—KR] #9UvILET,
ZMOJFvy— D TEISICKRTI V0% 0)v o938, TNARARAFvARY FOTHRRIINE T,

Diagnostic Logs @6198? Device Posture Logs 0
Filters
sv-Info = "Kev-Word" rch
POLICY RESULT ‘ Policy-Info = "Key-Word Last1Week N ‘
O compliant
O Non-Compliant
O Login Denied Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
Tue, 11 Apr202311:47...  NoMatchingPolicy Non-Compliant @ Success Windows 85562ba3-7fc8-4839
Tue, 11 Apr 2023 11:45:..  NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr202311:45:..  NoMatchingPolicy Non-Compliant ® Success Windows 24182959-e7cd-429d...
Tue, 11 Apr 2023 11:44...  NoMatchingPolicy Nen-Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:44:..  ms-MEM Compliant @ Success Windows 0dd908ad-b8ec-484...
Tue, 11 Apr 2023 11:43i..  ms-MEM Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:42:.. _ms-MEM Compliant ® Success Windows cb57315f-48f7-45¢h-.

o« EEEG. BSOS FYy—brDO RSO a Y IDICESVWTASE TR VI TEET, FSUTD
>ayvIDik. PUVERBEEINZLVICIY RA—H—ICDRTINET,

¢ IS—FIFAF v UHKMLIEBE. TNARRAF¥y H—ERE S oH o2 a3>IDERRLET, O
D rSoHo> 3> 1D IE. Secure Private Access H—EXDA v > 2R— R THRBETEEY, OJHMHEE
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DIBRICEIUL TR WVMES., TV RA—F—E b5 023> ID % Citrix Y R— rE HBE L TRIEEBRT
FEY,
o« Windows 251 7> bOJIERDIGERICHD £9:

- %localappdata%)\CitrixX\EPA\dpaCitrix.txt
- %localappdata%\Citrix\EPA\epalib.txt

e MacOS /517> bOJIZRDIGRICHD £,

- ~/Z1473U[7 74— 3> Support/Citrix/EPAPlugin/EpaCloud.log
- ~/Z14735 /774 — 3> Support/Citrix/EPAPlugin/epaplugin.log

FTNARARAFYyOIZ—0OY

FNARARIAF vy H—EXICEEST B UTOOF L. Citrix Monitor & Secure Private Access %< 2R— KT
RIATEIET, INBHTATOOTICDOVWTIE, Citrix HR— MIOELK L THRRLTHES e 288 LET,

¢ REFHDR) S —DHRAMDICKBLE LT

¢ IVRERAYMRF v O OFEICKHL E LT

s RUS—/RZMBTEELATLE

s IVRRAVMOFMERETESELATLE

C IVRRAYEDEORF v VREREMETEFEATLRE

FINA ZARAF¥0OT

June 19, 2024

TNARRRAF v H—ERR—=FILOA v aR—RiE EZFVIIR I TN a—To Y JILERTEEY,
TNARARZAF Y H—ERF Y2 aR—RERRTBICE. TNARRRAF v R—LR=IOD T4y aR—r] &
Tz woLEd, OFX T LI TNoa—Ta20€w 02 avilidg. TNARARRAF v H—ERICEET 352
WO NRTINET, [Seemore ]| V> 0% 0y od3e, O DEMERTTEET, RIS —DER ([#
#]. [EER]. [OF 1 VEE]) B SV TREERDAL N TEET,
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Home > Identity and Access Management > Device Posture
Device POStU re Device posture is enabled
Create device posture polices to enforce application access based on the end user's
device
Dashboard Device Scans Integrations
Last 1 Week N
Logging and Troubleshooting
Diagnostic Logs (O
Device Posture (0
‘ 397
@ Compliant 162
Non-Compliant 113
@ Login Denied 122
See more

e

FINA ARZXAF ¥ O 1E. Secure Private Access H—EXDA v aR—RICHbxv ITFvInEzd, 7N
ARARAF AT EZRRTBICIE. [TNARRIFvOT (FNARRXFv Logs) | 2720 v o LF
o RS —DER ([ZR]. [FEER]. (OF 1 VET]) ICE SV TREEZZDAD I ENTEE T, #FHAICD
Wik, Ty 28R LT IZT 0,

FINA ZRZF v —E XA Citrix Endpoint Analysis 7 517> D &R

June 19, 2024

Citrix TN\ ZIRZAF v H—E R ik, BEHD Citrix DaaS (RE7 U ELUVT XY bw ) F7=1& Citrix Secure
Private Access VYV —X (SaaS. Web 77U, TCP. 8&KTUDP 77)) IC70ERTBLHDICITYRTNAIX
BEITHVEDH I ENDEHF-EBENEHATISZLIICTSZIITITRR—ADY)a—>3 VT,

IVRTFNARATTNARRZAF Y AF vV 2RTT3ICId. BEF7 U/ r—> 3> ThS Citrix EndPoint
Analysis (EPA) VS AT7Y b EZDTNARICA VA =T IRBELRHD T, TNARRIAFvH—E R &
iZ Citrix B U —ZLTe&MIN—3 YD EPA I SAT7 Y FTEITINE T,
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EPAOSAT72 DAY X M=)l

ETH. TNARARAF v H—ERFTY RI—HIIH L. RTRICEPAISA 7Y b EAIYO-RLTA VR K
—ILTBELESICKRDFT, FHELCIK Ty RrA——70O—) 28RBLTLETL

BE. EPAUSAT7YREIVRRAYMIATYO—RLTA YA M=ILTZ7HICO— NI EREERISVED
DEHA, 7272L. TVRTFNARALETTNAREREF TV I RXF v O E2RITTBICIE. BEET7 I XHETEPA
DSATV b BAVRAM—LTEIRERDDET, BEET IV ERETEPAUSA TR EA YR M—ILTBHED
FHICOWTIE, TZY RTFNAZADTNA ZFAZED A Y X F—)L) Z2Z8RBL T TV

Windows BEPA 0S4 7> D7 v TSI L—R

EPAUSAT7 Y rDEFLWA=Y a3y —23h3 e, Windows BEPA US4 7> MIBHMIDAT VX =)L
BICTIAINNTTYFIL—RENET, BEI7YFIL—RIZED. TV RI—HP—FTNARIFEIC TN IR
AF v H—ERCEBMEDOHSZ EPAISA T FORHIN—a > TEET2L5IC8DET, BEI7Z7v I L—
RZEITSICIF. EPA US4 7Y FHEEBEERTI VA —ILTNTVIBELHD £7,

=
BE1 7w 7 L—RIEFLE2—EBETY, https://podio.com/webforms/29214695/2384946% &/ L
T7LEa—=IicHr>7yFLTLIETWV

EPA 7 517> DB

EPAOS1 7> M. JO0—NILT7 FUEEY—E X (GACS) %7:ik Citrix Workspace 7 7 U A YR h—5—Xk
MESNTEPA. £V IOz 7REAY -V EEBLTERTIFT,

« Citrix Workspace 7 7 L A SN EPA U SA 7Y b YA —5—: EPAUSA 7Y A YR b—
Z—l%. Windows @i+ Citrix Workspace 7 71) 2402 LTSR Y SFi&INTWVWE T, COHEICLD. TV
R a—+'—I& Citrix Workspace 77U %1 VA b—)LLTRICEPA O S14 7> R EERICT VR L—ILE
BSRENECAEDET,

EPA - 5 1 7> % Citrix Workspace 7 7 U 0 —H LTA YA b—J)LF3ICE IIXY KRS
1 ># 7> a>vInstallEPACLientsER L £9, fl: ./CitrixworkspaceApp.exe
InstallEPAClient,

pETH

- Citrix Workspace 77U D—EE LTO EPA US4 7Y bDA YR b—)Lid. T 7 4L b THE
MCHEoTWET, AV RS1>F T 3>InstallEPACLientaER L THRIICEMN
ICTBHENBHD FT,

- IVRFNARIZTTICEPAISA T rHA VR b—ILINTVWT, T Ra—H%—74 Citrix
Workspace 77U a1 VR b=ILT3L. BEDEPAISA 7Y M7y I L—RENET,
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https://podio.com/webforms/29214695/2384946

TINA RRRF ¥

- I> Ra—%—h Citrix Workspace 77U T7>V1 YA =T B, ficTNIcEPAY S A
TYRBTITHINTTNA ZIDSHIBREINE T, /2L EPA U517 k& S Citrix
Workspace 77U DA YA b—=LO—ZL LTA YA b=)LTNTLWAWEEIE. BEEFED EPA
ISATYMITNARRIFEINE S,

- Citrix Workspace 77U L Hi&TNTWB EPA US4 7> b1 > X k=5 —IF. NetScaler ©
HEATIHT, 2L <13, NetScaler e A L7BEDEPA IS 7Y hOER] LU 7
NARRZFv] 2BRLTEZTV

« GACS 2#fERA LTI ST bxEM: GACSIE. 9517V MIDI—C Vb (FS5T1Y) OERGEE
B3390 Citrix 2tV 1) 2—> 3> TF. GACS THAREXBBERY—ERICLD. TV RI1—Y
—DANBLICIY RFNA IDRIOD EPAN—23aVIlab £, GACS ozFMICDWLWTIE. TJO—/NIL
TTUBH T —EXDERAE Z2BRLTZTV

pE-uH

GACS &, EPA US4 7> h=ERH T3 BMTOH Windows TN X THR— I ET,

GACS #EEHLTEPA US4 7> hEEET 3ICIE. T RF /N RIC Citrix Workspace 7 71U o —
>3y (CWA) #1412 b=ILLET,

CWARIY RA—H—FTNA ZDOEBEERTT VA M=ILTINTVWBIHEE. GACS |£F L EEEWER
TEPAOZAT7o b ZA VA R—=ILLET,

CWANRZY RA—H—FNAROI—HF—HERTT VI b—LETNTVEIHEE. GACS BRLI—H#—
MRTEPAOZAT7 V21X M—=ILLET,

VINIITREY-ILEFERBLTISAT7Y N5EH: 85O EPA U S 17> M. BEEHD Microsoft SCCM
REDY I NI T7ERY—ILEZERBLTERATITEY,

NetScaler 5L UTNA RARRF v e HBTZHBEDEPA VS 17> hDER

EPAZS1 7> i, ROEBT NetScaler 5&UT N RARRAF v EHATEE T,

o EPAIZ& % NetScaler R—xXD 74 75+« JT8R3
o« EPAIC& % NetScaler R—XDF>FL IR —b+oxA

TNARARAF v H—ERIF BFN-—C3aYOEPAISATUREIVRTNARICT Yy aLET, L.
NetScaler Tid. BEERIT— bz REY—N—TOEPAXF v VICH L TRON—a VEBEEHTE F
ER

e BIIIVRFNAREDEPAUS 17> b NetScaler ISBILN—2 30 THEIHERHD £,

« MB IVRFNARDEPA IS4 7> bN—= 3 id NetScaler TRESNTVWBEERNTH 2 HBEH
HOET,

e BLIIVRTNARICIE. EDON=S3 VD EPAISATYRTHELEFVEE A,

BLE 17571 2 08F ZBRLTIESL
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EPA 2> 7> % NetScaler 5 K UTNAT ARAF v e HATRIHBAEDEESE

EPAUSA 7Y b ETNARRRF v —ERE KUV NetScaler L BT 3HBE. T KT /N1 X TIIRFHD EPA
ISATYRN=23 0B RITINTLBDICK L. NetScaler TIZEBRZN—S3 YD EPAYSA 7Y MHRIT
TNTLBEERHD ET, Zhickb. NetScaler e TV RFNARDEPA US4 7Y hDN—T 3 Uh—BL
BB AEEENH D £9, TR, NetScaler i&. NetScaler IcEETZ EPAUSA 7Y bN—=S 31>
AR=ILFTBLSICTVRI—HY—ICROIFEDHDET, CORABTEITZD. ULTOEBRETEXHEIDOLF
ER

« EPAZ 7R T T« TR A FL T AREE. @S — bz REY—N—THERL TLW3HEEIE.
NetScaler T EPA US4 7Y hDN—2 3 VEBEZEMNCTEI 28O LET, hik. GACS £/
ETNAZARAF v —EADREMN—Ca YD EPAISATUREI Y RTNARICT Yy alBWVES
ICTBHTT,

s EPAN—23VEBRIECLI £ GUI Z2EALT[HL] ICRETE X, ChS5OBMEEIF. NetScaler
LBXUEON—2 3> THR-—FINES,

- CLE 72774 TEB LKUA > TL X ABAHMRE Y —N—ICCLI <> REEFERAL £,
- GULAYTILIRDTF =Tz REY—N—ICGUI 2FEARAL £9, L <I&. TCitrix Secure
Access VSAT7 Y DTy T L—REFIE] #BBLTIIETWL,
CLI av > Rofl:
add rewrite action <rewrite_action_name> 1insert_http_header Plugin-
Upgrade ""epa_win:Never;epa_mac:Always;epa_linux:Always;vpn_win:

Never;vpn_mac:Always;vpn_Llinux:Always;""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS("
pluginlist.xml")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy <

rewrite_action_policy> -priority 10 -type RESPONSE
<!--NeedCopy-->

T—EANFTUR

February 20, 2024

ZDhEY I TIE. Device Posture t—EXICLZO07DUE. RE. BLUVREBFICETIBHREZIEHLET. &
B3V TEREINTULWAEAWVWANFZOASEIF . Citrix T RA—H4—H—EXBYTIEESINERZFEG £
ER
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https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#control-upgrade-of-citrix-secure-access-clients
https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#control-upgrade-of-citrix-secure-access-clients
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/citrix-secure-private-access-data-governance.html#definitions
https://docs.citrix.com/ja-jp/citrix-secure-private-access/service/citrix-secure-private-access-data-governance.html#definitions
https://www.citrix.com/en-in/buy/licensing/agreements.html
https://www.citrix.com/en-in/buy/licensing/agreements.html
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F— A FER1EMh
Citrix @ Device Posture OERI> T2V TF—42id. AWS & Azure DU ST RY—ERICHD £T, AJAMETT
EMDTDICUTO) =3 VICERINEYD,

« AWS

- KERZ
- BEIVER
- 3A—OvnN (75297 K)

o Azure

- KEFE

- AI—AvN

- POV (Y yHE=I)
- KEEI

HP—ERRE. FVEA1LOT. BEVARY FOTEIERERIBROEED T,

&

SRTFLER TNy OTBD Splunk H—E X KEADH.

SO/ ca—v—7o+22071220WT&E. Citrix Analytics t—E XD F—2HNF >Ry #8BLT
<FETEL,

o EEEHEENOSAO Citrix Cloud > 27 L0583 —E R, L <&, TCitrix Cloud Services ®pEE D> 7
YOy 0MIER] BLU MENAZEESEE) 28BL TSIV,

T—FINE

Citrix @ Device Posture #+—E X Tid. BEEEIEHEH Device PostureUl # AL TH—EXZ#EHTET£d, X
DEEEI VT VIE. Device Posture RS —REE TSy F 7 A—LICESVWTIRESTNE T,

o ARL—TFT A VIO RTLN—=T Y

« Citrix Workspace 7 U pnN— 3>

« MAC7RLZR

s EfTR0 7Ot

o TN RGERAE

o LYXMUDEEM

+ Windows ¥ > X b—JL7 v 75— b D4l

« BiElD Windows 7w 77— b D4

e J7ANSATL—T7AINE. TNy o BEHE
o RXT1>HF

H—EXQAVR—D ML >TRETNS U2 LOTDHA. EERBRIIRODDOTERINE T,
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https://docs.citrix.com/ja-jp/citrix-analytics/data-governance.html
https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf

- BEE/TF+> 1~ ID

o FN\1 Z 1D (Citrix AR L Te—E D #HRIF)

« Device Posture 2%+ > HH

¢« IVRRAVETNARDNT VWU IPT7RLZR

7 — 2

Citrix Device Posture t—E X, FS YV RAR—FEEF 12U T TREINIRBEICOIZEELET,

7 — 2 G

Citrix Device Posture t—E X Tlk. I]E. OJDORXEEA7ICLEED. SFHFOI YTy O—NILICER
INBVWESICLED TR AT arvaEERICGERHEHELTLWEE A,

T — 2 REE

Citrix Cloud 07— 2RFR U > —ICESWVWT. BEOBRT —2IE. YT RIU T a v oFHHERIMINTH S
90 BEICH—E XN SHIBREINhET,

OJ D%k, Y—EREREDT -2 RN S —2#FLEY,

o L <IE Analytics OJRIFRU S — T7—2HNF V2] #ZBRLTLLETW,
o Splunk OJE7—A+ 7T, REMICIZI0 BEICHIBRINE T,

T—HDIYRR— b

OJOBECCICERBZ T —FITIRR—bF T arviHD &7,

o FEWEHEOSICIFE. CitrixCloud > 2574073V —IHhE5T7IEATEET,
+ Device Posture r—tE 2@z kO 1%. Citrix Analytics ' —E X £7#z1& Secure Private Access #—E
ADZ Yy aRh—Rh5 CSV I 71ILE LTIV RR—bTEET,

s TEE VTV kid Citrix MY —ERXRZRTTR1HDOT VL AEEZSZ SN TV IERRIEOZ ML —
CERIFTAEZRETILOICERTAV My O—REINfcT—2%EEBLET,

e OJ I WT+—IVR, BEY. FRARKR. EF¥a2VTr. BLUOYR—rZRAETIRREEL. ¥—
ERICRIET 31> FOTHEEEKRLE T,

« H—E ki Citrix Analytics DB THIR L 7= Citrix Cloud ¥ —EXZ BB L %9,


https://docs.citrix.com/ja-jp/citrix-analytics/data-governance.html

FINAARIAF ¥

- I. i © 2024 Cloud Software Group, Inc. All rights reserved. Cloud Software Group, the Cloud Software Group logo, and other
C | rl X ] marks appearing herein are property of Cloud Software Group, Inc. and/or one or more of its subsidiaries, and may be
registered with the U.S. Patent and Trademark Office and in other countries. All other marks are the property of their

respective owner(s).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29



	新機能
	テストモードのデバイスポスチャサービス-プレビュー
	CrowdStrike とデバイスポスチャの統合
	Microsoft Intuneとデバイスポスチャの統合
	デバイスポスチャサービスによるデバイス証明書チェック
	Device Postureを使用してDaaSにスマートコントロールを適用
	監視とトラブルシューティング
	デバイスポスチャログ
	デバイスポスチャサービス用Citrix Endpoint Analysisクライアントの管理
	データガバナンス

