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Create device policy X

‘With davice posture, you can define a set of conditions that control which devices have access to various services and data sources,

Platform

Select the aperating system for this device pasture scan. @

Windows AV
Policy rules
Select a condition and apply access rules for your services and data. @

Citrix Workspace App Version ' @

Citrix Workspace App Version N | ‘ Greater than = N 222058 |

+ Add another rule
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Create device policy X

With device posture, you can define a set of conditions that contral which devices have access to various services and data sources.

Policy result
If pelicy conditions and rules are met, the device scan will classify the user device as one of the following: @

@ Compliant
The device will be considered compliant and full access will be granted.

) Non-compliant
The device will be cansiderad “nan-compliant” and restricted access will be granted.

O Denled access
The device will be denied access to all resources.

Scan details
Mame and set the priority order of this device scan. @

Mame *

Device scan name

Priority * @

Priarity number (1100}

BE.

Device Posture R > —zHICTBICId. MERBRHCEMICTB1 MIIWRAYFZ T4 ICHDEZS
MBEDRHDET, RUD—ZBHICT BRI, RUD—HELLERIN, TAFRETINSDHF T ZEIT
LTWB e ZzBRBIB_ezbEDLET,

Device Posture ;R > —%4RET 3

®/E I N7z Device Posture 7R & —i. Device Scans R—JDIEFED TS b 74— LD FIC—EBRTINE
To COR—IHSE, RETBZRIS—2RBRETIET, COR—IUHSRU -G, Exk. 38R
B3EHTETEY,

Device Posture Device posture s enabled ()
Device Scans

Windows mac0S oth
Priority Policy Name Result | status
12 dev-post-check-access-deny Deny
7 dev-post-check-allow-acess Compliant
20 dev-post-check-access-festrict Non-Compliant

Device Posture 2B L CIYTF A7t X (RAY— T OER) 28RE

TNAZADRRAF v DIFEEER. TNA OO A UHFT N, BEHRXRIFFERE LTHETT LY. COER
i&. Citrix DaaS #+—E X & & U Citrix Secure Private Access H—E XIZ# T ¥ L TREI N, /N1 ZDREEIC
BEOWTOYTFANT O R%ZRBTILDICERTNE T, Do, Citrix DaaS & Citrix Secure Private
Access I&. Device Posture 20 %R L TT7 I XIHERET 5L SICHEBRTIHELHD £9,
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TFUNY—FIN—TDMRE] R—ST, (70 ERR)S—) 200 v LET,

Citrix Gateway EGTORET7 AV E I Uy I LT F— U1 EFGFR) S —%HEELE T,

Edit Delivery Group

demo-group

Users

Load Balancing
Desktops

Application Prelaunch
Application Lingering
User Settings
StoreFront

App Protection
Scopes

Access Policy
Restart Schedule

License Assignment

Access Policy

Configure smart access policy expressions to control user access to resources. Only user connections
that meet the specified expressions can access resources in this delivery group. For example, you can
restrict user access to apps and desktops in this delivery group to a subset of users and specify allowed
user devices.

Policy Status

Citrix Gateway connections Default Enabled V

Non-Citrix Gateway connections Default Enabled V74
Add

a) [RU>—DRE] R—I T, ROZHERB-TEHEERIRLET,

b) [EEI—%] 2:BIRL. [ZHEEM 2TV vILET,

C) Ixw hT—oO7—>a>DBREI TRELLEIRTOOAT—> 3 VR T IC&GEEBMLET, 17«
IWE—1 ZIF TO—0ZAR—21, ME] ICId TR F7iE THE2ERL CANALFET,
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Add criteria to filter user connections. A criterion comprises a smart access filter and a value. You can add inclusion and exclusion criteria.

Policy name: Policy state:

ﬂ Connections meeting the following criteria

() Match all (@ Match any
Filter: Value:

Workspace NON-COMPLIANT @
Filter: Value:

Workspace DEVICE_TYPE_WINDOWS Ty

- Add criterion

C] Connections not meeting any of the following criteria

No criteria added

>

Edit Policy %

pEH
TINA XDERT DEXNE. TIFEHBLIEDERLAETANNTEZIBRELRHD £T, DED. TART

AXF (COMPLIANT £ NON COMPLIANT) T3, 253 LAWVE. TNARDEF2 )T BHRY
P—HBERILIEEEDICHEL £ A

FINA AR JICIA T, Device Posture 4 —E X IEF N1 RICEETZARL—FT0 VI XT
LBTeTOERRI) S —FTEHRLET, ARL—FA VIS RTFLRZTETIOEIARI S —2T(1F
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« DEVICE_TYPE_WINDOWS
« DEVICE_TYPE_MAC
o ERARYS—F (AXF)

Device Posture iC & 3 Citrix Secure Private Access #F%

1. CitrixCloud icr>1> L &9,

2. TSecure Private Access) #-71JLT. & 2o U v I L£T,
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. Step 2: Conditions
Rule details
User*
Conditions
Matches any of N Select a domain AV administratoradminis A
Actions AND
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Summary -
-3- Add condition
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©
Citrix Workspace

Before you can sign in to Citrix Workspace, we need to confirm
that your device meelts certain requirements

Check again

Please download and install the Device Posture client

Download plug-in
& Eng Privacy Palicy
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ISATVREADVO—R]ZV )y ITIREHHD T,

o &#M®D Device Posture V547 Y ATV RRAY MITTICA VA M—ILTNTVWBRIHE. I—F—I3H
E[RER] =7y ITI3HENRHD T,

I Ra1—#—70O0—-Device Posture —4R

Device Posture R o —DEHICE > Tl 3 DDE[REENEZZ SNE T,
IVRRAY DRI —FZHEBELTVWBRIBEE. TOTNTREIRODESICHEINE T,

o EHL-T> Ra—H—|%. Secure Private Access F7=i& Citrix DaaS UV —RICE&IRIC7 7L TOY
1 TEET,

o JEHEEHL -T > Ra—H—IF. Secure Private Access 71 CitrixDaaS VY —XAD 77X #&IFELTO
JAVTEEY,
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Device Posture

@ Citrix Workspace
_ 1 @ 2
Ty Pt -~ -
Citrix Workspace
=
Before you can sign in to Citrix Workspace, we need to confirm o -
that your device meels certamn requrements itk - C;On"lpliarlt
(€ Citrix Workspace
o . : ¢
Redirecting te login
L]
B - citrix - Non-compliant

IYVRRAY DRV —FHEFB L. TNARBTILEBICHEINZIBE. [7IOLREET ") Xvt—

UHERRINET,
©
Citrix Workspace

Before you can sign in to Citrix Workspace, we need to confirm
that your device meets certain requirements.

o

Access denied
Device does not meet certain requirements

If this persists, contact your administrator and provide this 1D
5e5949b6-42c2-4e26-9112-b77e3560efcS

@ English

TOBRREESFVADHREIA Xy - (FLEa—) BBEER. 7I/EIPEBTINLEEICIVRTN
A RCRTREINBRAYE—SHEHREIAITEET,

CDHEEIF L Ea—HhTY, https://podio.com/webforms/29219975/2385710% AL TFLEa—IZH
ATy FLTLIESL,

ARBZIAZALIEAYvE—J%BMT BIC1E. ROFIEERTLED,
1. [ Device Posture] > [FNN1 RRF v V]| R=JICEHLE T,
2. [BRE]®IUvILETD,

3.TREl Z20Vw o L. TXytE—=21 RyIRI, POVEREEL T IVATRITDHEDNHBIAvE—T%
ANNILET. K256 XFZANTEET,
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Device Posture

4. [RERHCARZLAYE—DZ2BMICTE]| 20U v I LT ARFLAYE—SERRTEZA T3 V%@
BLEY, COFIVvIRYIRZBRLBWVGE. DAZLXAYE—DREHEINETH. TIEIERY
FUFATRTNARCRTINEE A

EFlld. RER—VDOARXZLAYE—IHDBZRAYFEZEMICL T TN RIIXyE—CZRTIS
CEDHTEET,

5 "MR%F1 #0Vv I LET,

ANILIXYE=JIF TYRTFNRAZRNDT I ZAMETINB TICRREINE T,

Device Posture 1 R FDEWRE STV a—Fa Y

Device Posture 1 R> bOJE. KD 2 DDBFATRRITI XS,

o Citrix DaaS =% —
« Citrix Secure Private Access #'v > aR— R

Citrix DaaS £E=%—® Device Posture 1 RX> ~

Device Posture t—EZDAR>Y O ERTT B ICIE. ROFIEERITLET,

1. RBLIcty > arvEki37 78 XEEIN Yy a0 o023 IDEIYRI—HY—FT/NAR
MroIE—LFT,

2. CitrixCloud icHr 1> L%,

3. DaaS#r )T [EE] 2o Uv I L. [BRR]2THZ IV I LET,

4. MonitorUl T, 3210 5 >H o> 3> ID #%EL. ¥4 20Uy o LET,
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Device Posture

DaaS Pre:

Manage ~ Monitor

Timee: 07717/2023 331 PM Endpodnt: windaws

Transaction Details:

|_9 Endpaint Device

Endpoint Detals

Citrix Warkspace app

Citrix Gateway service
Device Posture
VDA Device Poshare SErvice 3cans the endpoint devices for complance: based on pokoes Sefined by the sdminstrator. Leam More
e il @) Ieomplete - Usexpedied Erer
StoreFront Failed i save endport detals, contact Ctrn support

ALmon taker  Logon Dersed

Citrix Daas
REcommended fix  TroubdEshoot | or contact O Suppert

Citrix Cloud Connectar

Secure Private Access % v a278— R @ Device Posture 1 X ~

Device Posture t—EXDAI Ry hOFERTTBICIF. KOFIEEERITLET,

1. CitrixCloud icr>1> L &9,
2. TSecure Private Access) #-7JLT. & #oU v I LET,
3. EAOX=Za—m5 [Hy>arR—R]l o aVIcBELET,

4, ZMOJFv—bD TEBICKRFI U oI wo$ 3. Device Posture 1R hOJHRRINE T,

. oeen) .
Diagnostic Logs (26198 )  Device Posture Logs ()
Filters
POLICY RESULT ‘ Policy-Info = "Key-Word" Last 1Week v ‘
O Compliant
(O Non-Compliant
O Login Denied Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
Tue, 1 Apr 2023 11:47:..  NoMatchingPolicy Non-Compliant @ Success Windows 85562ba371c8-4839...
Tue, 11 Apr 2023 11:45:..  NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-b8ec-484...
Tue, 1 Apr 2023 11:45:..  NoMatchingPolicy Non-Compliant ® Success Windows 24182959-¢7cd-429d.
Tue, 11 Apr 2023 11:44:..  NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:44:. ms-MEM Compliant @ Success Windows 0dd908ad-b8ec-484.
Tue, 1 Apr 2023 11:43:..  ms-MEM Compliant ® Success Windows 0dd908ad-bBec-484.
Tue, 11 Apr 2023 11:42... ms-MEM Compliant @ Success Windows ©b573151-4817-45¢b-...

s BIEEIZ. BHOJFYy—bOLSOH I3V IDICEDOVWTAOTZ TR VI TEEY, S Y
2avIDiR. PUVERPMERINBVICIY FA—H—ICHRRINE T,
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Device Posture

©
Citrix Workspace

Befare you can sign in to Citrix Workspace, we need to confirm
that your device meets certain requirements.

o

Access denied
Device does not meet certain requirements

If this persists, contact your administrator and provide this ID:
5¢5949b6-42c2-4€26-9112-b77e3560efcS

o IS—FIFRF v UMK LTHESE. Device Posture t—EXF S o3>y IDERRELET,
DS o3> 1D k. Secure Private Access H—EXDA w2 R— R THBTIEd, OJHREE
DIBERICEIUL TR WVMES., TV RA—F—E bS5 o232 ID % Citrix Y R— r e HBE L TRIEEBRT

TEY,
©

Citrix Workspace

Before you can sign in to Citrix Workspace, we need to confirm
that your device meets certain requirements.

o

Unexpected error

Something went wrong while determining your device
requirements
If this persists, contact your administrator and provide this ID:
| s6108781-9999-4339-8a40-698690427754

& Englist

« Windows 517> bOJIZRDIBERICH D £5,

- %localappdata%)\CitrixX\EPA\dpaCitrix.txt
- %localappdata%\Citrix\EPA\epalib.txt

s MacOS /317> FOJIZRDIGZRICHD £,

- ~/Z47351]7 74— 3> Support/Citrix/EPAPlugin/EpaCloud.log
- ~/514 735|774 — 3> Support/Citrix/EPAPlugin/epaplugin.log
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Device Posture

Device Posture 0 T5—0O04

Device Posture —E X ICEEET 3 U ToO4 1. Citrix Monitor ¥ Secure Private Access ¥ a7R— R T
RARTEET, INB5TARTOOFICDOVWTIE Citrix HAR— MIEL L THRLTHES 2 B8O L EF T,

o BMEEFADRY D —DFHRAEDICKBLELT

s IVRRAYMIF v OiHIEIICKELE L

e R)I—/AEMBTIEEATLE

s IVRRAYMDOHMEREFETITFEATLE

e IVRRAVIDEDAF v UVERZWEBETITEFHEATLE:

EER D HIREIR

o hZAZLT—2 ZR—Z URL iF Device Posture # —E X TIEHR—FINTLEE Ao

+ Device Posture 1D B X RZ >V HF > £1cld 4 7124 > TH S Device Posture BEE T2 IXEMICHR B £
T, 89H 5 1 HEHIHDIHBEDHBD £7,

» Device Posture 2 EZEEL TH, TCICRIBHICAD FHA. BEENRMINS ETICHN 10 DHhH 25
EhHO £,

+ Citrix Workspace TH—E X##tE A 7> 3 > &2 H#MIC L TWT. Device Posture H—EZXHELELTW
3r. a—H—h Workspace IcHA V1> TIHRWVWIeHHD £, Zhid. Citrix Workspace Bia—+
—TNAZ2EDA—ANFv v alIlEIDVWTTIVETRI My TZ2NETZHTT,

« Citrix Workspace TEMEIRORW L —0 Ve NAT—RERELBE. OB Tl Device Posture
ZAE v oidEEL £ A, TN XiFE. I—H— Citrix Workspace iIcO7 1 > LTz FICDAHRF v S

nEkJ,
¢« BTV I A—LICBERARI0EORU S —Z2RETE. ERVI—ICEERARNI0EDIL-ILZRETEE
ER

o O—J)LR—RDT7 Ut XIE. Device Posture t—EXTldHR—bThTULEHE A,

H—EXmE

o N7 F+—I VR IBENAZHTTIE Device Posture H—EXIC& DO 1 VHRICE 512 2 FEDEIEHD F
£LFET, JDEIEIE. Microsoft Intune R DY — RN—F 1 HERL DBIBRICEK > TIEINT 30
HEMED B D £7,

 TifEEM:Device Posture #—E XIFEHD POP ICL 2B LWIIEEMZHEA TWR . ATV 21 LHE
Y LFHEA

E&E

Device Posture 4 —E X ICBEET 2 ME#L) & THEEH) WS HEIE. ROLSICEEINTVET,
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Device Posture

o BT NAX-FBHICHESINARY S —EH%ZE L. Citrix Secure Private Access UY —X 7 1d
CitrixDaaS UV —XAD 7T VR EIEEFRT7 VLA TERIHDR Y b —2(COJ 1V TIETNA
Ro -

o JEEWTNA X -BHICHRESINARY > —Ef % L. Citrix Secure Private Access U Y — X & 7cid
Citrix DaaS VY —XADOBHWEIIFIRINIET I/ L ATERMO R Y b7 —2iICOJ 1V TEBZTNA
2o

CrowdStrike ¢ Device Posture 0#i&-7L E 21—

February 20, 2024

CrowdStrike FO RS X 7EIXXA Yk (ZTA) 13 BTV RTINA XD ZTAEF 2T X7 % 1 ~100 D&
FTHETAIILICED, EXa) T BEHEETVE T, ZTARIFZHBEVIEL. TYRFNCIZADEFXa )T
(BENREFTHE L EEKLET,

Citrix Device Posture # —E X &, T RF N+ 2D ZTA 27 %ER L T. Citrix Desktop as a Service
(DaaS) & & U Citrix Secure Private Access (SPA) WY —ZADIAVTFHFIAIT IR (AX—+T7UEX) %
AIREICL £ 9,

Device Posture Ei#&i3. ZTAXO7%ZRU S —O—P LTEAL. TV RF/NA XZEH, FFEHN EBRT Y
TR), FRETIVECREBICHETEET, CODEIF. HELSRET7FUPTRI by, SaaS. Web 77U
DAVTFERRT IR (A= LT OER) #RETZ-HOICHFERATEET, ZTAXJ7RU > —I1x Windows
LU MacOS 72y b7+ —LTHR—FINTULET,

IZIRRMSAVHREDRE

CrowdStrike 1 > 74 L—> 3> 0REF 2 BEO 7O XTY,

X 7w 7 1: Citrix Device Posture #—E X & CrowdStrike ZTA H—E XD EBEEZBIIL T, Chidk 1 EE
DO70T714ET1 T,

25w 7 2: CrowdStrike ZTA X7 %#J)L—J)Lr L TEA L T, Citrix DaaS & &t Citrix Secure Private Access
Y —=ZADAI— b7 A% RBITEZIESICRUS—%RELET,

27w 7 1: Citrix Device Posture #+—t X ¥ CrowdStrike ZTA 4 —E X DEEZEIIT S

Citrix Device Posture #+—E 2 ¥ CrowdStrike ZTA 4 —E RBDEHEZEILT B ICId. ROFIEEERITLET,

1. CitrixCloud icHr>1> L. NYN=H=—XZa—h5 [IDBLUVT7I/EXEE] ZH#RLET,

2. [Device Posture] #7% 21U wo L. [BEE]E#IUvILET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19



Device Posture

3. [1>FoL—>av]| 27200y LET,

Device Posture Device posture is enabled @
Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

B8 Microsoft
Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as >

whether the machine is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.
Learn more about Microsoft Intune integration

- CrowdStrike Falcon® Insight XDR
e Integrate with CrowdStrike’s Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. Connect
Learn more about CrowdStrike Falcon® Insight XDR
Ite
P==]

X f-13. & #H%i3 Secure Private Access H—E X GUI OERIOFES —> 3y « RAVICH B
Device Posture = 7> a »ICBEL. g1 2720V v o932 HTIET,

4. CrowdStrike Rv o XDERIEEREZ>EZ I U v L. M4 #2 ) v o LFEJ, CrowdStrike Falcon
Insight XDR fFa X1 U HREINE S,

5. 0547 I DISAT7 =0 Ly bENAL. [RE]ZVVYILET,
A
« ZTAAPI 2547 IDEo5147 > by—2 Ly bid CrowdStrike R—&JL ([HR—bE
V—X]>[API V547> hex—]) hSEETE £,
o [EHEEMIUTRICIE. BTHAWMDEROHZLORSACPEAXY FROA—-TFERA X O—
TEEIRLTLL TV ",

ZAT—B D [KIEBR] D5 [BREA] ICEDZ . ** HERBRINL e HBRINET

MADHRI LB o TmE. AT —2RE MREH) ERTFINhET, BRESKRE2VE2IUv oL, [BER] 22
Uy o3 BUEDNHD ET,

25w 7 2: Device Posture ;R > —DHE

UT%#2ETLT. CrowdStrike ZTA Xa7#%JL—JL & L TERA L T Citrix DaaS & & ¢ Citrix Secure Private
Access VY —ZAADAY— 70 A RBTEZIESICRUS—%EBHELET,

1L [TRARRF Y] 2TV I L. [TNARRUS—DER] ZI Vv I LET,
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Device Posture

Create device policy X

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Select the operating system for this device posture scan. (O

Windows NS

Policy rules
Select a condition and apply access rules for your services and data. &

v/ CrowdStrike 0]

Risk Score N ] Less than < N l ’ 0-100 T

+ Add qualifier

+ Add another rule

2. CORVY—ZERI B TSy b Tx—L=ZBIRLTLRET L,
3.TRUS ==L TTOSORIESAU) ZFIRLET,
4. URZZRAT7EMFTIE. ZEZHERL. VXIXOATZANNLET,

5. +%01)wo 93, CrowdStrike Falcon € >4 —h'8fEL TLWB HE S h 2R T 3 EMHFINEBININE
ER

e

ZDJL—)LIZ. Device Posture ICSRE L F-BDIL—IILEHBATET £,

6. RELLEFHICEDICRUS—ERT. ROVTNHEFRLE T,

o ZHL
« JFERL
« OJ1VER

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: @

@ Compliant

The device will be considered compliant and full access will be granted.

O Non-compliant

The device will be considered “non-compliant” and restricted access will be granted.

O Denied access
The device will be denied access to all resources.

Scan details
Name and set the priority order of this device scan. (D

Name *

crowdstrike-compliance-allow J

Priority * (%)

E |

@ Enable when created

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21



Device Posture

7. RU—0EFZNNIL. BEEEZRELET,
8. [fER] 20V wILET,

TE
Device Posture 4 —E X ICBE T 2 EHAB L EENAEBOERIIRDEHD T,

o EUTNAX-FBHICHESINARY S —EH%ZE L. Citrix Secure Private Access UY —X 7 1d
CitrixDaaS VY —XADI7INT IV E R EIEEFRT7 VLA TERIHDR Y b —2COJ 1V TEIETNA
Ro -

o JEEHTNA X -BHICHRESINRY > —Eff % L. Citrix Secure Private Access U Y — X &7 id
Citrix DaaS VY —ZXADOBHWE L IGFIRINIE T I/ L ATERMOR Y b7 —2iICOJ 1Y TEBZTNA
2o

BEREaXVE

Device Posture t—E X

Microsoft Intune ¢ Device Posture %4

February 20,2024

Microsoft Intune &, RV —RBRICEDWVWT, I—H—DFTNT REERT N RFLIIEREHTNTREL
THEL £, 21— —»H Citrix Workspace icO4/'« >~ L TW3H. Device Posture (g1 —H—DF /N1 XRTF
—4 2% Microsoft Intune TR L. CDiEHREFEAL T Citrix Cloud ROF N1 X &EEH L TWEH . EHLL
TUWAEWLD EBMAETIER) ICREL. A—H—0OJ1VR=JADT7 IR EEBFTEHTI£I, Citrix
Daas * Citrix Secure Private Access % &' @t —E Xid. Device Posture IC& 2 F/N\1 XN\ HEFEHL T, £
NENRET7FVRTRI by SaaS» Web 7 7UADIAYTFHEX M7 IER (AX—FT7OER) #RHELE
ED

Microsoft Intune &% 3 31CIZ

Intune &I 2 EED O X T,

27w 7 1: Device Posture % Microsoft Intune —E X ¥ #& L 9, Zhid. Device Posture & Microsoft
Intune BDEHEZHEILTAHICITS LEIRDOT7 VT EFT1TY,

25w 7 2: Microsoft Intune OERZFERAT AL SICRUS—Z2BRELE T,
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Device Posture

27w 7 1: Device Posture % Microsoft Intune *%&a L &9

1. 4270 L—23>27IT7 082X 3ICE. MToWsThhoREzFERLET,

o 75 9%TURL (https://device-posture-config.cloud.com) 7oA L. &1 27 %50
v LET,

« Secure Private Access @ & & #k-Secure Private Access GUI o Efllo FES —> 3> « RV
T IFNAR-RRAFv] 22Uy L. &1 27200y I LET,

Device Posture Device posture is enabled (@)

Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

oft Intune in order to enable more policy expressions in your conditional rules, such as Connect
Azure AD-managed. MDM-enrolled, is rooted, or has anti-malware installed.

Integrate with Micros
whether the macl

Learn more about Microsoft Intune integration

2. BRESREVEV UYL, [BE]| 20 Vv I LET, BEERIAzure AD ICUA ALY FEh. BETh
9,
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Device Posture

af Microsoft

Sl s microsoft.com

Permissions requested

Review for your organization

Device Posture Integrations
Cloud Software Group, Inc. ¢

This app would like to:
~ Read Microsoft Intune devices
. Read Microsoft Intune configuration

~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

-

BRERT—EAD [ RRE] 15 [ ** BEFER ] ICEb o5, BIEEIZ Device Posture /R & —% 15l
TEET,

MENHPILABD oTc5E. AT —FRE MRBF) ERRINET, ERESREV 27Uy oL, [BES 22
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Device Posture

Uy O3 BUEDBD ET,

25w 7 2: Device Posture ;R > —DHE

L [TNRARRF Y] 2TV I L. [TRARRUS—DIER] 20 Vv I LET,

Create device policy X
With device posture, you can define a set of conditions that control which devices have access to various services and data sources.
Policy details
Policy name:
| Windows_MEM_Compliant
Platform: Priority: @
| Windows N | | 22 Enable when created
Policy conditions
If all of the following conditions are met
Microsoft Endpoint Manager N @

I Microsoft Endpoint Manager L ] I Matches all of N II Compliant %  Managed X S

Matches any of

(P Add Rule

Matches all of
Matches none of

Then the device is:

@ Compliant (Full access is granted)
(O Non-compliant (Restricted access is granted) @

() Denied login

@

2. RUS—DEFENTIL. BEEERELE T,
3. SORUS—%ER TR TSV R T +—L%EFERLTLIETU,
4, T)L—)L%8R) T TMicrosoft T RR1V b= v—) ZBIRLET,

5. #HEFERL. —HStE3 MEM 27 %Z#RL 7,

s WFNMII—HT 3HEIE. ORFHIERAINET,
s IRT—HITBHEIE. AND FHHIERINET,

e
ZDJL—)LIZ. Device Posture ICSRE L F=BDIL—IILEHEBATET £,

6. TNARFRDESICHDET, RELAFHICEIVT. ROVWTIDZRBIRLE Y,
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Device Posture

o EW(TILT O EIDHFAINTNS)
o JEEENL (FIRMGE 7 O£ ANHFAINTSB)
e OJ 41 VIER

RS —DEROEHMICDWLWTIE. TDevice Posture /RS —DFE] 28BL T T,

Device Posture —E X & B3F /N1 RFABEF T v Y

February 20, 2024

Device Posture t—EXTTF NI RFABEEF T v I ZRETDICIE. BEEBIGITNTI XN SKITEMBRERZ 1
VIR— T BRIHERBHD E£T, Device Posture H—E XICHEMERITEILREHEFET 3. BEEIL Device
Posture RU > —D—8& LTFNA RFEBBEF v I EFHATET T,

AEEIE
 Device Posture #—E X% PEM B{T&HILBEZS 21 TDHEHFR— L LE T,

o Windows TF N\ RFFBAZEZF T v I T BICIE. TVRTNA XD EPAUSA 7Y b= EIBIERTT
VAR=ILTBIRERHDET, FOMOF v I T, O—HILEBEEERIIVEHD A, TR—
FEINTWB T v U DFMICDWVTIE. TDevice Posture THR— I3 XFxv >y #8EBLTKL
230,

o BIEEMERTEPAISA 7> & Windows iC1 > X —ILTBICIE. EPAOSA T NTISTA 0%
Ao>oO—RLESBFRATROOAT Y REEITLES,

msiexec /i epasetup.msi

o Device Posture t —E XK BTN REEEEF T v U IE SRR F v IEZ Y R— ML TLEYE
Ao

o TNA ZFEAENFREIAZICE > TEZ TN TVWRHEIE, IL— MBS PREEIREZE8LF T — >
2z 1 DO PEM Z771IILIC7 Yy TO—RIBUBEDRBD £,

Example: chain.pem

AkKkhkhkhkKkhkhkkkhkhkkkkkhkkkkkkkkkk*
————— END CERTIFICATE
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Device Posture

TNA RERREZE T v FO—F

. Device Posture @7 "h—LR—ST[RBE] 7V v I LET,
[ BE]EI)v I L. [RITHERZEOIVR—K EI7UvILET,

[FERAZE T 71)L] T, [FIFREZEIR] 20V v o L TRITEMAECBRLF 7,
(Bl 'OV YO L [ R=RZOUY I LET,

. [EEFRZORESE] T, HMPAED XM TEBIRLEF . PEM 21 JOaDHYR— SN ET,

Import Issuer Certificate

Issuer certificate will be added to the Endpoint. View certificate details in certificate table once created.

Certificate Type *

‘ PEM (Privacy Enhanced Mail)

N ‘

Certificate File *

cgwsanitydc.pem ‘ ( =+ Choose Certificate )

BIRUEERRZE L [RE] > [RITEIPRE] ICRTINE T, BBOMMPAZE 1 VHR—FTEET,

A YR— b LIGEREZRTT 2

1. Device Posture dh—LR—ST[BE] ZIVvILET,
2. [RiTEHAE] T, [BEB]ZIVUYILETD,
3. [RITHBHAZE] R—JICid. 7 VR— FENERTEIREN—BRTINET,

Issuer Certificates

Issuer Certificates will be used to validate the device certificates as per the configured policies.

Issuer Certificates Policies Status

cgwsanity-DC-CA cgwsanitydc.pem NA Valid

int-CA combinedchain.pem NA Valid

Import Issuer Certificate
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Device Posture

IYVRTNARCTNARGARAEZ A VA —ILLET

Windows:

1. [RE—F] AZa—H5, [AVEa2—F—HAETR—Cv—] 2B £ T,

2. iftBAENMNCertificates - Local Computer\Personal\Certificatesic1>X k—
LENTWB e zmRBLET,

s BRENBMNICIE. 75317V R ZEDZRENDHD FT,
o RITEVIZ. BEGUI TRESNLEITER L —HIBUENBD XY,

v [ Personal
_| Certificates
_| Trusted Root Certification /
_| Enterprise Trust
_| Intermediate Certification /
_| Trusted Publishers
_| Untrusted Certificates

?.134c6b0a3-e753-4009-b4b1-95d1...

2] APACENGWAUMIMIN citrite net
721 APACENGWAUMIm;N citrite net

7, eTe6e5a6-b87c-4725-bd2f-2f4d?2..
?;] e1e6e5a6-b87c-4725-bd2f-2f4d2...

Microsoft Intune MDM Device CA
ftlpintuneca01

ftlissuingcaO1
MS-Organization-P2P-Access [2023]
MS-Organization-Access

17-10-2024
18-10-2024
18-10-2024
24-10-2023
19-10-2033

Client Authentication
Client Authentication
Client Authentication
Server Authentication
Client Authentication

e HE B 6 H=
[0 Certificates - Local Computer A || |ssued To Issued By Expiration Date  Intended Purposes Friendly Name

<None>
<None>
<None>
<None>
<None>

macOS:

LTI*x—F—270tR 2RE. 1O R7 L) ZFERLET,

2. [Z70 0] > [EBBDAYR—K EOUY I LTHRRER 1 VY R— L E T,

EITET 1« —ILRICIE

AEAEDRITEBDIRTINTVIKENHD Y,
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Keychain Access )

otes My Certificates Keys Certi
-' login
APACMACCO02CXKJXML7H
Local Items Issued by: ftipintuneca01
Expires: Friday, 4 October 2024 at 9:06:09 AM India Standard Time

£ System

=) System Roots Kind Expires

> certificate 29-Mar-2025 at 6:14:10...
v B APACMACCO2CXKJXML7H certificate 04-Oct-2024 at 9:06:09...

? APACMACCO2CXKJXML7H private key

> [ FD31E28D-D668-4040-81CE-EC239E15D339 certificate 15-Sep-2025 at 11:27:17...

Device Posture ZfEfF LT DaaS IcXv— +O> bO—)L%EA

February 20, 2024

Keychain

System
System
System
System

Citrix Device Posture #—tE X% 77 L T Citrix Desktop as a Service (DaaS) UV —XIZ7I/EALTWB L

T, AX— IO ZBERTETET,

7

NI BER TIE4 <. Device Posture ##A L T Studio KU > —% BT 355D H > FILTY,

Z 0TIk, Device Posture r—E X445 (LS L OIEER) #FEBAL T, CitrixDaaS UV —2par¥—7>

RAR—Z SMEREZEEMICT BRU S —DMERINE T,

Citrix DaaS LI TNA ZD ST IR T2A—H—DIE— & R—X MEEEEEMICT S ICIE. ROFIEZE

KITLET:
1. Citrix DaaS o#m~R—T T, [BE] 4750 U v I LET,

2. [Ru>—=] 27#0UwoLEY,
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3. [RU>—DfEm] #BRLET,
4, [REDER] T, [VF1T7Y IV TR—RUAAL Y M ZEIRLET,

5. [REDHE] T[HRLE] ZFRL. [RE]ZVUYILET,

Edit Setting

Client clipboard redirection

Allowed
This setting will be allowed.

@ Prohibited
This setting will be prohibited.

" Description
Allow or prevent the clipboard on the client device to be mapped to the clipboard on the server, By default, clipboard redirection is allowed.

To prevent cut-and-paste data transfer between a session and the local clipboard, select 'Prohibited’. Users can still cut and paste data between
applications running in a session,

After allowing this setting, configure the maximum allowed bandwidth the clipboard can consume in a client connection using the Clipboard redirection
bandwidth limit setting or the Bandwidth limit for clipboard redirection channel as percent of total session bandwidth setting,

~ Related settings

Clipboard redirection bandwidth limit, Clipboard redirection bandwidth limit percent

6. M1—H—¥rI>y) R=IT. [JrllE2—nfca—H—rI>Ea—41 200y oL. CORU>—%

FOERAY RO-ILICEIDYTES,

7. [2—Y—RBEDOH] D [T ILZ—]IcBEL. [ 7O/ EXGIH] ZFRLET,

Create Policy
_?_.J Summary
Filters: 0 selected || View selected only

Filter L | Vvalue

|| * Delivery Group

¥ Delivary Group type

¥ Organizational Unit (DU

» Tag

“* Filtars for user settings only

¥ Access control

¥ Citrix SODWAN

¥ Client |P address

¥ Clignt nama

¥ Usor or group

«<»] -

8. TRUL—DEDEHTI R=IUTiE TE—F1 & EHEE1T1 BT ITANLMREDOEXICLET,

MFP— b,z A 7 7—LR) ICTT—DZAR—] CANAL. 70K MH) IZ THEEH CNALET,
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Assign Policy

Access control

Apply policy based on the access control conditions through which a client connects.
Access control elements:

Mode Connection type Gateway farm name Access condition

Allow With Citrix Gateway Workspace NON-COMPLIAN Enable

9. RUL—DEFZANALET, RUS—IZIE BANKREPHRICHC TERZMITZ 2R L TIETE
Vo 7t 23 FFEMTNA RV TR=RT7IERDEIREINE Y, Fieo BEICSC THBEZAS
L£d,

10. Ts®71 200w oLEd,

e

CORID—E. TT7AIEFTIHEMNIR >TVWET, RUP—ZBMCT2L. OFF > LTWVWBaA—H—I(C
TCICHATEET, EMCLIARUD—IBEAINEEA. EREADRI S —ICBEEEZRELILD. BRE
IEEZEBIMLED §23REBELRHD5EIE. TORI O —%—BMICEMCTEI I EZRET LTIV,

RIS — B E RS 57575
KU —ZE<ENTBHNC. RS —ZREEL T, BRILCEEDICHELTVS CEZBBLTIRETV, RE
BITIEUTOLSICHD !

e BEYPLLTWBIYVRTNAZADSTIERT 21— —DFHE. CitrixDaaS VY —XgJE—T7>Y RR—2
b OFIRL L THIETBZHRENDHD £,

o FEMWDOIY RFNA NS TV ERTEZI1—H—DFE, CitrixDaaS )V —X%#JE—T7 Y RR—=Z+D
FIPR(T E THIEETIRELHBD £7,

TINA ARAFvOT

February 20,2024
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Secure Private Access —E X4 v > a7R— K&, SaaS/Web &' TCP/UDP 7 7V ICBE&ET 2 0O7ICMz
T TNARAODRAFvyOTbF v TFv LET,

Device Posture O/ % &x¢ %ICI&. [Device Posture 04 (Device PostureLogs) | #7% 0w o L7,
RUS—0ER (2], [dEEH]. [OF 1 VET]) ICE SV TREZZDAD N TEET,

FHMICOWTIE, T2iiOd ) #8BLTIETL,

Device Posture t—EXB CitriX T RRA Y E PRI SAT7 Y FOEIR

February 20,2024

Citrix Device Posture 4 — & X . BEEM Citrix DaaS (RE7 U EHLUPFT XY bw ) F1:1Z Citrix Secure
Private Access VY —X (SaaS. Web 77U, TCP. 8&KTUDP 7 7)) IC70ERTBLHICITYRTNAIX
PRI HVBEDHIFEDEHEEBENBEATITZLIICTBZIITTRR—=ADY ) a—>3> T,

I RF /N1 XT Device Posture X v > %# RT3 3213, BE7 S5 —> 3> TH 3 Citrix EndPoint
Analysis (EPA) 9514 7Y b ZZDFNARIZA VR =L T ZHENH D £9, Device Posture H—E Xid. &
ICCitrix " U =R LEBFFIN—Ca3 YD EPA US4 7 Y R TRITETNE T,

EPAOSAT7 DAY =)L

217, Device Posture #—EXIZT Y ROA—HIIW L. ETRHCEPAOSA 7> b EAD>O—-RLTA VX K
—NLFTBELIICKOFT, EL<IF TV RFI—H—T0O—1 ZBRBRLTIEIL,

BE. EPAOSAT7UOREIVRARAYMIADYO-RLTA YR M=ILT3DICO—AIILEBREERIINED
DEHA. 72l TVRTNARALETTNARERAZEF TV IRF v O Z2RTT3ICIE. BEET I EXETEPA
DIAT I REAVRN—ILTIRELNHBDET, EBETIVELATEPAISA TR EA VR M—ILTRHEDH
MICOWTUE TZY RTNAZADTNA ZFAED MV ZA b=l ZBRL TR,

Windows BEEPA VS 7> D7 v 7oL —R

EPAUSA 7Y b LUN=23 00U —28n3 e, Windows BEPA VS 7 Y NIRRTV X =)L
BICTIANBTTZ Y TIL—FENET, BT Y TIL—RICED, TV RI—H—F/\1 XIZEIC Device
Posture f —EXR B OH S EPA I SA 7Y FOERMN—2a > THET B L 5ICBDET. BBT Vv I L
—RZIT5I1CF. EPAYSA 7Y hHEBREERTT VA F—IILTNTULBRELHD £,

P
BE 7w 7L —RIFEETLE2—HTY, https://podio.com/webforms/29214695/2384946% {3
LTTLEa—ICHr>7yFLTLIZE0,
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EPA 517> DO

EPAOSA4 7> M. JO—NILT7FVEEY—E X (GACS) %7zi& Citrix Workspace 77U A YR h—5—&
MESNT-EPA. 1RV I Iz 7EBRAY -V EFERALTEATETET,

« Citrix Workspace 7 7U iA1= EPA US4 7 >+ (FLEa—): EPA S+ 7> ki Citrix
Workspace 7 7V L bHEEINTVET, OHESICED. T Ra—4—|d Citrix Workspace 77U %
AVAM=LLEBICEPAOSAT U EA VA M=ILTEIRENBRLABEDET,

- IVRFNARIZTTICEPA I SAT7 Y MRA YA =ILIATVWT, TV Ra—H—h Citrix
Workspace 7 7% A VR b—ILLTBE. BESINTEPAISA TV MIZDTNARICA VR b
—LEINFHA BEOEPAISAT Y METNARDRRAF ¥ F v IICERTINET,

- E#IC. T Ra—4—n Citrix Workspace 77U 7oA YR h—ILT B L. iaTNI-EPA S
SATY BT IHILETTNA ZIDSHIBRINET, 5L, EPA US4 7Y A I niz Citrix
Workspace 77UDA YA R—=ILO—ZL LTA VA R=ILINTVWAWNEEIZ. BEODEPAY S
T2 RETNARCEFINE T,

« EPA 251 7>kt Citrix Workspace 7 71 o&i&ldE Windows 75w b 7+ —LTOHHYR— S
nTHEh., 7L E21—EBETY, https://podio.com/webforms/29219973/2385708% L T~
LEa—ICHr>7yFLTLLIEE L,

« GACS ZERL T/ ZA4 7> h&EM: GACSIE. V517V MIDI—J > b (F3T1Y) OBEFEE
B9 3760 Citrix 2OV U 2—>3>T9, GACS THAREABEERY—EXICLD, TV RO
—DNANBLICTZY RFNA ZDRID EPAN—23 B0 ET, GACSICDOWTELCIFE. TJo—nIL
TTUERT—EXDERBE ZBRLTIETL,

o GACS |Z. EPA S 7> b%aBEHRT Z2EHTOA Windows /N1 A THR— TN ET,

¢ GACS #EHLTEPA S 7 > b EEETZICIE. T K7 /N1 XIC Citrix Workspace 7 71 o —
>3Y (CWA)Z1 >R b=ILLET,

o CWARIY ROA—H—FNA ADEBEERTT VA F—)LTNTWVWSHE. GACS IR L EBREIER
TEPAUZAT7bZAYRM—=ILLET,

e C(WAAIY RIA—H—FTNARDI—HF—1ERTAI VI r—ILTNhTWVWBIHEE. GACS IFELI—H—
ERCTEPAOSA7obEA YR M=LLET,

VIRIITREY—-IWEFEALTISAT7Y b 2RE: BHO EPA IS 17> M3, BEEHD Microsoft SCCM
BEDYIT I TREREAY - I Z2FERALTEATEEI,

NetScaler £ & ' Device Posture r S 358D EPA V517> hDEIR

EPA -S4 7> hiE. ROERT NetScaler & & Device Posture ¥t tHETE £,
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o EPAIC& % NetScaler R—2XD 74 75+« JTB3
o EPAIC& 3 NetScaler R—2DA Y TFL IR — oA

Device Posture f —E X 3. BIN—Ca>DEPAOSAT7UNEIVRTFNARICT Yy alLEd, 7L,
NetScaler Tix. BEZIZY —r I T {REY—N—TOEPAXF v VI L TRON— 3 VEBEERTE X
ER

o« BILIIVRFNAREDEPA U S17 >t NetScaler SRLCN—2 3 > THEIBELRHD £,

e WA IVRFNAADEPA US4 7> b= 3 71d. NetScaler TRESINTWIHERNTH ZHEN
HHFET,

e WL IVRTNARICIE. EDN=C3 VD EPAISA T R THDLEFVEE AL

FELCR 17571 08F Z28RLTIEE L,

EPA 751 7> % NetScaler & & Uf Device Posture ¥ T 355 DEEEIE

EPA 5 7> k% Device Posture —E X & & T NetScaler L BT 3BE. T RF/N1 X TIERFD EPA
ISAT7 Y N=23 B RITEINTVEDICH L. NetScaler TIZBAZN—a>DEPA IS 17> FHRTT
TNTVWBIEARHD ET, Thickb. NetScalert TV RFNARDEPAOISA 7Y hDN—Y 3 B —BL
BRLBRZAHEMEDDD £3, ZDLER. NetScaler i&. NetScaler IcEETZ EPAUSA 7Y rN—S a1
AR=ILFTBLSICIVRI—HF—ICROIFBEDNHDET. COBREZTEITRD. UTOBRETEZHENDOL £
ED

c EPAE 7R ST JEBAE. AT LI RABEE. FR@E T — b7 REY—N—THERL TWLWBHEEIE
NetScaler TO EPA U SA 7Y FON—2 3 VEBEZEMNCTI 28O LET, k. GACS 1z
i& Device Posture 4y —E XD ®RIIN—J I VD EPA I SA TR EI Y RTFNARICT v alBngS
ICTB7HTT,

s EPAN—2 3V EBRIECLI £ GUI ZEALT[HL] ICRETET XTI, ChS5OBMEEIF. NetScaler
L3XUEON—2 3>y THR-—FINES,

- CLE 747574 TRt S UOA > 7L T RBEREY —N—ICCLI OY > REFEALE Y,
- GULEAYTFLIRDY — bz REBY—N—ICGUI ZEALE£9, %L <I&. TCitrix Secure
Access V54TV DTy T L—REFIE] #8BLTLETL,
CLI <> Rl

add rewrite action <rewrite_action_name> insert_http_header Plugin-
Upgrade ""epa_win:Never;epa_mac:Always;epa_Llinux:Always;vpn_win:
Never;vpn_mac:Always;vpn_Llinux:Always;""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS("
pluginlist.xml")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy <
rewrite_action_policy> -priority 10 -type RESPONSE
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« AWS
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« Azure
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Citrix Device Posture t—EXlg. FS Y RR—FEEF 21U T TREINIHBEICOIZREELET,
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