CITRIX

JxT7L— 3 ElEsET—EX

Citrix Product Documentation | docs.citrix.com November 12,2019



TJzTL—2ar iRt —ER

Contents

Jx7L—2 3 VEBEEY —E X 1909 3
TJz7L—2a il —E X 1909 4
fERINI-MRE 5
BN 0D R 5
H— R N=T 1 R@ITDOVWTOEA 5
AT LEH 6
1R =)L 6
BET7—FTI7Fv 30
ADFS &R 39
Azure AD 0% & 43
RN 17 20
SEERBE DR TE 20
MWEF —1RE 95
TFaUTreRry bT—O DR 113
Windows O % > OMED cS TN a—F1 > 124
PowerShell Jv>rL v + 136
© 1999-2019 Citrix Systems, Inc. All rights reserved. 2



November 8, 2019

77— a iBE—E X (FAS) (&, Active Directory SEFAZH —E XL HET B L SICHRFINTVS,
RAMFEINOYR—2Y FTY, Citrix 77 L —> 3 VRS —EXTIE2—Y —@IF OREAE L BRI FEIT
T, A—HY—R@ERAIY— b A—FEF>TVLBRHBELREL & 512 Active Directory IRIBICOJ A > TE£9, Th
IC& D, StoreFront ©. SAML (Security Assertion Markup Language) 7% —> 3 >R QLSRRI A 7
SavEMBETEET, SAMLIE. 1 >2—3vy k ETREKD Windows I—H—7HI > MMbZHDL LT—
BRBVICERTNTVE T,

WM T ORIC. Microsoft sERA#RI & & L 7= FAS I & 5. StoreFront & Citrix Virtual Apps and Desktops
V|rtualDel|veryAgent (VDA) NDHYR— b —EXDRBICOVWTRLET,

"""-..._
<——Synchronization—|

{ADF5) 4
A Autho
T~
o S el
L = ) T o
< D ) &g
g=" N Asselr‘t Access Logon
3 g5 Identity Certificate
@ S &
e £
=
7]
==
SAML___ " = f S
Nfuse
token Q —Citrix AG Basic— Protocol CBP—»
—
End User Citrix Gateway Citrix StoreFront Delivery Controller Yirtual Delivery Agent

A—H—H Ctrix RBEADT I X2 BRI B L. 58EAHD StoreFront H—N—H FAS ICT7 VR L &9, FAS
l&. B—o Citrix Virtual Apps #7zi& Citrix Virtual Desktops tv> a3 > i 2Dty > 3 Y OIAE TR TS
3&5I1IC93F 7y b5 LEY, VDA TA—H—%BEE T 2N ENH B35S, VDAIZFASICT7 IR LTFT
v zFEBELET, I—F—AZOMEBEX—ICT I EATITZDIFFAS 217 TY, VDA IF. FRREZFRL TE
TI2HBDHZ TR TOERNES LSUBESKERLIEZ. FAS ICEELARITNIED £t A

TJIT7L—> g B —E X 1909 i&. FAS ORFHORHIU U —ZAN—=2320TY CORFaXVMIIE. ZD
=T — ZADEEC BRI RMINTULWET,

Uein)J—=X

WEID FAS VU —ZDRF a2 XY MMIDWTIE UTFESBRL T LTV

©1999-2019 Citrix Systems, Inc. All rights reserved. 3



Zx7L—2a Vil —EX

o Citrix Virtual Apps and Desktops 7 1906

« Citrix Virtual Apps and Desktops 7 1903

o Citrix Virtual Apps and Desktops 7 1811

« Citrix Virtual Apps and Desktops 7 1808

+ XenApp & & Uf XenDesktop 7.18

» XenApp & & U XenDesktop 7.17

+ XenApp & & U XenDesktop 7.16

o Lo XenApp & & U XenDesktop O&#iJ U —IN—=T 3>

« XenApp & & U XenDesktop 7.15 B —E X 1) U —X (LTSR)

&) )—Z (CR) BFLUVRAY—ERUU—X (LTSR) ORBZS A TH A TILEEIZ. 171 7IL<1ILAE
—VTHPBLTWLETS,

SBREFa XAV b

« Active Directory 3EBFEH —E X https://technet.microsoft.com/en-us/library/hh831740.aspx
 iEBAEOY 7+ > A®D Windows D8R http://support.citrix.com/article/CTX206156

7I7L—>a R —EX 1909

November 8, 2019

TITL—2ar EE—EX 1909 ICiE. ROFEENEENTVWE T, BETOT S LICDWVWTEHLIE THER
ThicfEE) 28RLTIREE W,

FAS EI >V —I)L

TI7L—aVREY—EX (FAS) BBV Y -8k Ih. 1>02—TJ A XMAEHINE LT THhICK
ULT. FAS®HEODORFa XY FAEHINE LI, BEIOYY —I)LOEEEREICIZ. ROMEENEENET:

o AVY—ILADSEROTPKEEEBR L £3 (TN ETId PowerShell 0#),

o OAVY—ILANSH L WESHRIIEAE# A L C FAS #BRBH L £ (ZhZxTik PowerShell o#),

* FAS OERICERIN-EREEIIAE 2R A L. ERIEEIIAEOFMHRITIN TV S D, HRTINAE
DVWTWVWBRHBARICESZLE Y.

s CArUHTHBIELET (BBEUDRESNET),

CNETFAS L EBICA VA =L TNTVIAEFRAA RFa XY FOEIBRINE L. DDIC. SOFYF1>
FFaxXrbZESBRLTIRLEL,

©1999-2019 Citrix Systems, Inc. All rights reserved. 4


/ja-jp/citrix-virtual-apps-desktops/1906.html
/ja-jp/citrix-virtual-apps-desktops/1903.html
/ja-jp/citrix-virtual-apps-desktops/1811.html
/ja-jp/citrix-virtual-apps-desktops/1808.html
/ja-jp/xenapp-and-xendesktop/7-18.html
/ja-jp/xenapp-and-xendesktop/7-17.html
/ja-jp/xenapp-and-xendesktop/7-16.html
/ja-jp/categories/legacy-archive/legacy-docs.html
/ja-jp/xenapp-and-xendesktop/7-15-ltsr.html
https://www.citrix.com/support/product-lifecycle/milestones/xenapp-xendesktop.html
https://www.citrix.com/support/product-lifecycle/milestones/xenapp-xendesktop.html
https://technet.microsoft.com/en-us/library/hh831740.aspx
http://support.citrix.com/article/CTX206156
/ja-jp/federated-authentication-service/whats-new/fixed-issues.html
/ja-jp/federated-authentication-service/whats-new/fixed-issues.html

TIFL—2a B —EX

\l

FAS T>—#R ID

StoreFront % 7#1& Virtual Delivery Agent (VDA) icOJ# > L7- FAS ICEEET 31> hOJ TS5 —IC. 188
IDAWEENBZESICHDELT IDEFRALT. FASH—N—LOXHTEIARY b+ (KDHMARIS—IEHRHLE
EFNBH/ELBDET) 2RO I TN2a—FTa Y JICRIAITBENTEEXT,

fEREN-EE

November 8, 2019

ROREIE. N—23> 1906 LIETHERAINTWLWET,

BERI DA

November 8, 2019
TJx7L—2a VR —E X 1909 ICIELTORELHD £,
LYZRUIY M) DEBEFESEBEICOVTIE. ROBISERL TSIV

R .
E=K

LYZAMIIT 42— DhmEERZ L. RAUGEENREET ZA8MENADH O, Windows DB > X k=)L
BEILBRZHEOHBDEY, LIAMIITAZ—DRAICLBZEFICHLT. P M)y I XTIR—ERE
BULEFA. LYZMIIT 1 4—Id. $EFOEMLHMOEEATIERAIET W, oo LI MU T 7o
WDONY Ty TRERLTH S, LEZX M) ERBEL TSIV,

Y= RN—=FT o ERICDVWTDE

November 8, 2019
7Tl a Vit —EZROTOU Y —RIIF RORFaXY P TERINAEFZFHOT TS ALY IDEMIC
Bole—RN—TFT1 DY T LI T7HEENTVDIHEEELHD £7:
« Citrix Virtual Apps and Desktops #— R /X\—F s B#RIZOVWTOEHM (PDF o4 o >O—R)
+ Non-Commercial Software Disclosures For FlexNet Publisher 2017 (11.15.0.0) (PDF @&~ >0O—
K)
+ FLEXnet Publisher Documentation Supplement Third Party & & ¥ FlexNet Publisher 11.15.0 T
FAenhza4—7>Y—2Y7F7x7 (PDFO&Zo>O0—R)

©1999-2019 Citrix Systems, Inc. All rights reserved. 5



Zx7L—2a Vil —EX

2T LEH

September 27,2019

T7ITFL—a VB —EX (FAS) 3. REYR—bRALKTHZIRTO/N— 3 >0 Windows Server TFI
BTE%d, Citrix Virtual Apps F7z1& Citrix Virtual Desktops @ Mo 27 LE#) #BBL TSI,

o« FASIZ. 1ZD @ Citrix AV R—R Y b EEFHAVWH—N—IZA VA M—ILTEE2EBMHLET,

« Windows #—N—lEtEFa2 ) 7 RESNTVIBENHD F£9, Windows #—/\—IZI3 BRI DERR
EBLUMBXF—ADTIEIERLHD. RAA Y I—H—IIW L TEFMNICGEAZE 2 RHITTI £, £,
INSOI—HY—AES LS UHBEF— DT I RERLHD £,

Citrix Virtual Apps -1 k %7z Citrix Virtual Desktops -1 ~ D Ef4:

« Delivery Controller. Virtual Delivery Agent (VDA). & & T StoreFront f—/N\—H' §RTIREHY R
—bFINTWVWEN=I 3> THIBENHD £7, Citrix Virtual Apps # 7= Citrix Virtual Desktops @
27 LEMH) 2Z8RBLTIESVL,

i
FAS (% XenApp & & U XenDesktop 7.6 REAH —E R U ) —X (LTSR) TlFHHR—rINTLEEA,

e YV UAROTZMERT BHIIC. 7T L—2a Bl —EXDTIL—TFR ) S —@BRHAETIC VDA I2#E

AIhTWBARBENHDET, sFL<IE TTIIL—TRUS—DiER) €023 zB8RBL TSIV,

COY—EXRORBEZHETZ5EIE. X2 U T ICETZEEEE 2723 e8RLTIRETL,

1Y b—ILE R

November 8, 2019

1A=Lty b7y TOIER

TJxTL—>a Vil —EXRD1 > X =)L (FAS)

StoreFront X k7 T®D FAS 7551 > DB

JI—TFKR) > —DIER

FASBEIYY—IIZFEALT. UTZ2TVEY: (@) #HINETVTL—F0ERM . (b) fA#EOt v
b7 7. (c) EERHRE=ER Y 37D FAS DBEE

5. A—H¥—)L—ILD#ERL

N =

© 1999-2019 Citrix Systems, Inc. All rights reserved. 6


/ja-jp/citrix-virtual-apps-desktops/system-requirements.html
/ja-jp/citrix-virtual-apps-desktops/system-requirements.html
/ja-jp/federated-authentication-service/install-configure.html#configure-group-policy
/ja-jp/federated-authentication-service/install-configure.html#security-considerations
/ja-jp/federated-authentication-service/install-configure.html#install-the-federated-authentication-service
/ja-jp/federated-authentication-service/install-configure.html#enable-the-fas-plug-in-on-storefront-stores
/ja-jp/federated-authentication-service/install-configure.html#configure-group-policy
/ja-jp/federated-authentication-service/install-configure.html#deploy-certificate-templates
/ja-jp/federated-authentication-service/install-configure.html#set-up-active-directory-certificate-services
/ja-jp/federated-authentication-service/install-configure.html#set-up-active-directory-certificate-services
/ja-jp/federated-authentication-service/install-configure.html#authorize-federated-authentication-service
/ja-jp/federated-authentication-service/install-configure.html#configure-user-rules

TJIFL—a VBRI —ERDI YA =)L

EFaUTr LOBHICED, 77— 3 Y —EX (FAS) 3. RX> Oy O—F—X:RAKE LR
RICEF2UTARESNTVBRERYT—N—ICA VA M—ILTB e 2HEHLET, FASIE. ISO DEANKICE
BRITINBZRTSy aRoU—20 [TxTL—2a VBt —ER] REVHSAVIA =L TEET,

UTFOOAVR— MBIV A =ILTNET:

s JxFL—Y a3V —EX

« PowerShell 2w 7r>ax> kL vk (FAS % E— b THEMR)

« FASEIEEO>V -l

e FAS®OUNL—FRU>—F>FL—k (CitrixFederatedAuthenticationService.admx/adml)
o AFRAMBEDEZER B DMRET > TL— T 7L

e NTH—RVRANIVA—ELVARY FOY

StoreFront X k7 T®D FAS 7541 > 0B

StoreFront X k7T FAS &&= BMICT 3ICIE. BEET7HY Y FTUT® PowerShell v > RLy hEE
TLEYT. EROANTHH 325G, FRIEXANTOREHERZBEEIF. UTONIXDTFRX MHEARZATEEMD
HOFT,

Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $ auth -
ClaimsFactoryName ”FASClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $ store -VdalLogonDataProvider ”
FASLogonDataProvider”

FAS ofEB%ELET3ICiE. LUTD PowerShell x 72U Fh#ERLET:

Get-Module ”Citrix.StoreFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $ auth -
ClaimsFactoryName ”standardClaimsFactory”

Set-STFStoreLaunchOptions -StoreService $ store -VdaLogonDataProvider ”
”»”
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. 8LV en-US 7AW E—%RBDIT £,

PolicyDefinitions | == =
:(-) * ¢ | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W C.-l | Search PolicyDefinitions R |
~ - - . -
4 Favorites Mame Date modified Type Size
B Desktop _ en-US 22/07/2019 09:04 File folder
4 Downloads - || CitrixBase.admx 19/07/2019 12 ADMX File 2KB
il Recent places || CitrixFederatedAuthenticationService.admzx 19/07/2019 12:28 ADMYX File 4KB
I> | This PC
W
3 items

FIE2. ChHxE KX >aY bA—5—IICaE—LT. C\Windows\PolicyDefinitions 5k t* en-US 477 =
IWA—ICEBLET,
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&8 File Action View Favorites Window Help

Consclel - [Console Root]

Select Group Palicy Object

= 0 X

] Console Roat || Mame

Mvallsble snap-ns:
Znap-n

S Device Managsr
Z

>

{
L

=/ Group Palicy Object Editer

=/ Group Palicy Starter GPO Editor

‘@ Intemet Informaton Services (I15...
-ilrpsemjwmrﬁmr

(< [T |

T
-
{

:ﬁﬁ‘ﬂlj%jw

_7&:

Description:

Add

ou can select snap-ns for this console from those avalal
extensible snap-ns, you can configure which extensions

‘Welcome te the Group Policy Wizard

or stored an a computer.

This snap-n allows you to edit Group Policy Objects whid

Group Policy Objects can be stored in the Active Cirectory
aron a keal computer.

Use the Browse button to select a Group Policy Object.

Group Palicy Object:

Look in: |gmﬂgmt

Y mEa-

Domaing. Ols and linked Group Palicy Obiects:

Domain

F & 4. Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tionICH3 7 7L —> a3 VeBEf—ERRU S —IZBEML £,

[&@ File Action

View Favorites Window Help

L IEEER T

7 Console Root
4 = Default Domain Policy [de.citridest.net] Policy
4 (& Computer Configuration
4 [ Policies
p [ Software Settings
p L] Windows Settings
4[] Administrative Templates: Policy de
a [ Citrix Components
[ Authentication
b ] Citrix Compenents
|| Control Panel
b [ Metwork
7] Printers
[ Server
] Start Menu and Taskbar
b [ System
b [ Windows Components
[ Al Settings
p ] Preferences
4 &, User Configuration
4 | Policies
B ] Software Settings
b 7] Windows Settings
4[] Administrative Templates: Policy de
4 [ Citrix Components
& [ Citri Receiver

E

[ Client Engine

g w ] >

Edit policy cetting

Description:

Servers running the Federated
Authentication Service integrate your
Citrix emvirgnment with your Actrve
Directory infrastructure to allow users
to log in with non-Active Directory
credentials (e.g. SAML assertions).

I you enable this pelicy, you should
specify a list of servers running the
Federated Authentication Service
using their DNS addresces
[usercredentalservice.company.com).

Storefront FAS Rule
1] In-session Certificates

"\ Extended A Standard /
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77— a B —ERDRY) =& ElE. CitrixBase.admx F7:1& CitrixBase.adml 7> 7L —+
7 71 L% PolicyDefinitions 7 # JLA —IZBINT 3FIC. KXY GPO TOAERATE X9, TDHE. 7
IT7L—2a Vvt —ERORY O —REE. [BEEBET> 7L —K] > [Citrix A>R—3> ] > [3B5E]
THIWNA—ICRREINET,
FIB 5. Federated Authentication Service RU > —%FE. [B3] Z#RLEY, JhIckD. FASH—/N—
DODNS 7 RLRZ#HE T2 [RT] RE2VEBERTEIBL5ICARDET,

A Federated Authentication Service — = 2

E‘ Federated Authentication Service

O Not Configured ~ Comment:

(®) Enabled

O Disabled ’
Supported on:

Options: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DMNS Addresses Show... Walue

3 fas-1.citrictest net]

| oK || cancel |
| E

| oK || e ‘

FIE 6. FAS 2 R b LTWBH—/N—D2EM R X1 % (FQDN) ZAALET,

FE: EHORLEBHIR XA YEEANNTBESIE. StoreFront H—/\—¥¢ VDA T—EOIEBHE—I TV
BPREBHAHDET, CHIClE. FEPERINAGEVIVEMUDBEENET,

FIgT. [OK] 220Uy o LTIN—TRIS—T4H—REET L. JIL—TRV>—DEEZERALET, TEZ
RERETHEZICIE. YOO BEEE (F13a7 Y RS510h 5 gpupdate [force 23R1T) T3RENHZHELDH
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FTI7FILET. VDA ZOT A > BOIMAEANDT IR ZHALEFR A, BEBICIHLT. FIL—TFRIV>—F>F
L—br2FALT. RO ZAFTLTEY S a3 VHOFIAEEZERTI XTI, CHICLD. OJAV&ICC 7FUT—
SAVIMERTESZELSICI——DEAMHEER FPICGEAENRESNE T, e xlE VDALY 3 VAT
Web #—/N—A® TLS :BEHHNELRIBE. FEBAZEIE Internet Exploler iC& > THERINE T,

= In-session Certificates B ]
[5] Im-session Certificates | Previous Satting .

O Mot Configured  =omment: A
®) Enabled
O Disabled -
Supported on: -
Options: Help:
Prompt Scope  |Per-process ~_,,| Certificates and private keys securely managed by the Federated | ~

Authentication Service can be made available to programs
Consent timeout (seconds): running in users' sessions, I this policy is disabled, this feature
will be unawvailable.

e |

If this policy is enabled, the Prompt Scope setting will contrel
how wsers are prompted for consent. There are three options:

- Mo consent required -- This option disables the security
prempt and private keys are used silenthy.

= Per-process consent -- Each running program wall
indradually prempt for consent,

- Per-session consent == Once the user has clicked ok, this wall
apply to all programs in the session

If this pahicy is enabled, the Congent Timeout will contral haw
long (in seconds) the consent lasts, 5o for example, if set to 200
seconds the user will see a prempt every five minutes, Awvalue of
zero will promipt the user for every private key operation.

| oK || Cancel

Federated Authentication Service 121>V —)LDO{ER

FASBIEI>Y —JLIZFFASO—Zx LTA YR r—ILEINET, [RE2— ] XZ=a—IZ7 - 3> (Citrix Federated
Authentication Service) ’EE&EZTh ZJ,

BRIV —LOYEERRE. SRET > 7L — FOREM. SEEAEEOt Y 7 v 7. BLTU FAS ADEEEREED
ERERONSZTSFIENRTEINE T, —EOFIRIE. OSHBEY -/ ZEALTFHTRETISZELDHBTER
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Initial Setup | Rules | Advanced Connect to ancther server  Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the termplates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

HRAET VT L— bR

oY 7 b T L OMEERMOMEE BT S8, FAS Tk, MEOBMNTHERY S 3 20 Citrix sEBAET> 7
L—hrABRSINATVETD,

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
+ Citrix_SmartcardLogon

h5DT>FL— b, Active Directory TERTIMELHD £, IV —ILTINSDTYTL—FHRED
MNESHBRWVEEIE SAET Y L —hOERY —ILTIYIM=ILTETEY, TOVY—ILIE Enterprise 74 L X k
DEBERDHZTHI Y P LTEITITIRENHD XT,

©1999-2019 Citrix Systems, Inc. All rights reserved. 12



- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

FYTL—rOBAIE. MTDT 3 )LA—IC FAS b —#IC1 > R =)L & hiz, IERF T.certificatetemplates @
XMLZ7 71 IILAICHD &T:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

NS5OTYTL—hT7 70021 YR M—ILT 2RI EWVESEIF. T TL— k7 71 )L% Active Directory
BEEISELTRTW,

LUF® PowerShell v > R#ERTZE. 7Y 7L— b 2FFHTAI VA L—IILTEET,

Stemplate = [System.IO.File]::ReadAllBytes(”$Pwd\Citrix_SmartcardLogon.
certificatetemplate”)

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$Scomtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

Swritabletemplate.Commit(1l, $NULL)

Active Directory :FAZH —E XDty b7y 7

Citrix sEFBZ 7> 7L — b DA YR =)L, TNBDTF>FL— % 1 DE7IFEED Microsoft sEPAHEIH —
N—TRHETIHBENHD £9, Active Directory sEFAE Y —E RORERAZICDOWV T L < 1. Microsoft 1o
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EQTF—N—THTrTL— ;I RATATLEVEEI,

SEEREMEED Y h Ty Y=L > TABRTEE T,
CDVY—ILIF. RO EEERODHZ1I—F - LTRITIZIHNENRHD FT,

(GEBAZE T > 7L — biE. Microsoft sEEAMBE > Y — L2 R L TART 3 HTI£T,)
1 Set Up Certificate Authority -

Important:

When you click "OK" the following certificate ternplates are
published en the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAutherization

- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Demain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

ca-1.citrixtest.nef\citrixtest-CA-1-CA |~

Ok | | Cancel |

TIFL— g VY — E ZADKERGS

COFIEIC L D FAS ORBEEN B I N E I BB > Y —)LIE.Citrix_RegistrationAuthority_ManualAuthorization
TYUIL—rEFERLTIABEDERER L. COBREZTY L — b2 AT 3EA#EOVWTIAMNMIEELET,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 14



& Citrix FAS Administration Console - connected to localhost = = =

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

. Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority console to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publish they For more information, consult the online documentation.

Authorize this servi Certificate authority Authorize

ca-1.citrixtest.net\citrictest-CA-1-CA

Create an authorization certi

Create

Create a rule

A rule defines a smartcard-cl

You have no rules configured.

ERiF. Kf5%. Microsoft SEAEEI> Y —ILo [REPOER] YR MIRRINET. FAS OBHZ4HTTS
ICid. GEFRMRIDERENERD [F1T] Fcid [EE] ZBRIIZBEBHHD XY, FBEXRIE FAST 27 Hh
D50 [REFOEKR] L LTRTINE T,

IFiIe Action  View Help

«% 7| 6= H
ﬁ Certification Authority (Local)
4 g citritest-CA-1-CA
| Revoked Certificates
] Issued Certificates Refresh Export Binary Data...
| Pending Requests
|| Failed Requests Help
7] Certificate Templates Deny

Binary Request Requester Name Request C

CITRIXTESTYFAS-18

Request ID Request Status Code

lssue

<] n >

Contains actions that can be performed on the item.

[TRTDERI] #HIVV I LTHHE, SAZERICH LT [F1T] /=13 EE] ##IRL 9, FASEEOY
V=ILIZED, TOTOCLAORTHEFNICREIhET, COLBICIFRSIDIZ D HBDET,

©1999-2019 Citrix Systems, Inc. All rights reserved. 15



Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

J Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

d—H—IL—ILDER

I—H—JL—JLIC& D, StoreFront DIERICE>T. VDA OV A > ELUVE Y a v POFERICEY ZERAERET
DERHPMAEEINE T, FIL-ILTI. FPAZDEKRZERET 5 StoreFront 4 —N\—| FAEZERTE5—ED
A—H—. BLVAREOERZHFTTE—ED VDAY VZEELE Y,

FASOEY b7y TEZTETIBICIE TIAI M-I ZERTIHENBDEY, HEK] 20Uv o330 TIL
=1 BTICDEZT W=zl 20V v I LET, VR L—IIOERICHELBEREZINEL E
¥o
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default Z W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

D4 = RICE > TRDIBHRMNESNE T :

FYFL—b: A—Y—iAZEORTICERINZEAEET > L — b, Zhi& Citrix_SmartcardLogon 7> 7
L—rh ZOEEINHLOE—THI3VELHD £,

SERBI&RES: 21—t —sEERZE R FIT I PR, 7> 7L — MIGEFAEICE o TRARTN 3 RELRH D £9, FAS
Tl FI— A —N—BLVEFTDRD-DIC. EEHOMIBEEDEMT 3R TIET,

Ty a>yAER: [y a>RER%ESHR] 7> a>vickb. iEEX VDAANOOT A U RBICEATESH
EOMEFIHLET, I—H—HRARICGGEBEICT I EIXTERLSICTRHEICDOH. COF T a>xERL
£9, COATIaUHMBRINTUVWARWGS., FMIBEIIOJ 7T Y £IEBESGICOAMEBA TN, 21— —ILEREEE.
SERRZEIC T VA TERLLAEDET,

TORRGE: - —0OTF 2 X LIZBEGRICEREZERT B ERMNIS SN, EFEEH StoreFront

—/\“—0)—%0
5E:

[7 2L XEH] REFEF2UT LEBICEETHO. BEICEEITZIHELNHD T,

©1999-2019 Citrix Systems, Inc. All rights reserved. 17



Securty

Group or user names:
ESTFJ (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 2—H—HFASZFRLTAJ A TEBZ VDA YDU X e, FASZN L TEAEZRITTE 31—
—DYUR b, TT7HIETIE, VDADO—EICIFERXAYOAVEa—42—NEENn, I—F—D—BIRE X1
A—HY—HEENET, TIAIIDPBITRVGERF. CNSZEBETEEY,
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EI'DUD ar user names:

' A Domain Computers (CITRIXTESTDomain Computers)

Permissions for Domain
Computers

Rehving Party

©1999-2019 Citrix Systems, Inc. All rights reserved.
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77— arBEY—EX

i Permissions for Users -
Securty

Group or uUser Names:

" 4 Domain Users [CITRIXTEST \Domain Users)

| Add... | | Femove |

Permissions for Domain Users Allow Dery

User 4 thentication ]

0K || Cancsl Apply

IITRIL-IL BETR-FEINTVEEA,

BEGERSE

EBMOIL—ILZEE LT SETIONT A PERNIEENDILSICEBR TN TEIEHRARET VL — LUV
HEFRBEZ BT B LD TITE T, TNHS5DIL—ILIE. BRIBICHLWIL—IILZERTZ LS ICHERT IHEL D
3. & StoreFront  —N—TOERICELE THERTET XY, 774/ T StoreFront I FAS IZ7 71X 7
BT IANEZERLET, CNE. JIN—TRIS—ERA T2 a >z TEETEET,

#MLUVGERAE 7> 7L — b2 ER S 3 ICid. Microsoft :ERA#RI 1> —JL T Citrix_SmartcardLogon 7> 7L
—hEERMLTEA%E (Citrix_SmartcardLogon2 #r'i2) BEEL. BBIGCTEE#MA £9. [BM] =7
Dy LTHLWIEAET Y 7L — b ESRL. ilLLWaA—HF—IIL—ILZERLF T,

Ty TIL—RICEATEERER

s IVTL—RTYFIL—REfTo1imE FASH—N—DRERIRTRFINE T,
« FAS @7 v 74 L—Ri&. Citrix Virtual Apps and Desktops D£8R > A k=5 —TfTo>TLET L,
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\l

TIFL—2a B —EX

« FAS#7 v 7L —R¥3HIC. Delivery Controller & VDA (& Ut a7aVR—%> ) %
EDON—=J3aUCTyTIL—RLTLES L,

e FASZ7 v /UL —R33Ba0C. FASEEIYY—IIHIBHALTVWE e ZBBL T T,

« 18U LED FAS H—N—ZBICFIRATTREARREBICHERIL T 2TV, Jx7L—> 3 Vel —ERICHIGL
fc StoreFront H—N—H S EEARE A Y —N—HBWEE, 2—H—FOJF 22T TV —2 3 >V OEs
TR HEDET,

X2V T ICEBTEEEEE

FAS ICIE. FASHD R XA >aA—F—DRbDICEENICIEAZEZRITTESLSICT 5. EREEDIIRELNHD &
To COD. EFaVTA RIS —ZERBLUVEELTFAS H—N—ZRE L. EREZFIRIZLIFEETT,

EESNLBERI—CI Uk

FAS 3BT —C T b LTHAEET A LICK > TA—F—iEAEEHITL £ 3, Microsoft sFER#EATIE. FAS
Y= N—DMERARERT > TL— FDEBE, $LU FAS H—N—HEBEE% HITAREANRI—F—DFIR%EITS
EHTEEY,

citrixtest-DC-CA Properties | 2 [HISG
Extensiong | Starage | Cetificate Managen:
Genersl I Policy Module | Bxit Module
Enolment Agerts | Audéng | Recovery Agerts | Secuiy
For more information see Delegated Enrollment Agents:
(2 Do ot restrict enrcliment agents
(®) Festict enrodment agents
Enralment agents:
[Everonpe |
Ceficale Templales:
Pemissions:
Nare -
Bwaryone Alow
Deary |
[ ok || concel || Mooty || Hep |

FAS A BHI—H—ICOAHMAZTZRITTIBLSIC. TNHDF T aVEZBHTZ L zB<BEHOLET,
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\
w

\
i
,
N

JzrLlL—

feeziF BBV —TERBRESNICI—HF—DTIN—TICBT 31— —IC FASHEERAEZRITTEHRVE S
ICT32ezE8HLET,

7O ZHEE) R~ DER

M1—%—)L—JLO#ERI £ a>THBELTWA &SI, sEAZEIRITINLESD FAS 9521 —5—IDD
AREERET B StoreFront U —N—D—BEZHEBHTIVENHD £, BEKIC. HAZEORTHREBRZ 21—
—. BLUV A —HBETRER VDA VA FIRTZ A TEI 9, COREIF. ZETERETTS Active
Directory & 7-|35EPA#REDzF 2 1) 7 HEEICIBINTITWE I,

T7AT7 74— ILDRE

FAS H —N\N—AD TR TO@EETIE. HBERIH T 7= Windows Communication Foundation (WCF) Kerberos
2w b —oiEGHR—~ 80 TEAHAINE T,

ARy OTDER

FAS 5& ' VDA i3, Windows 1 RY OV ICERZETAHE T, . BROBERSSUVEEICERTEE
Yo TRV EOT) o2 avIil. ERSNBAEEDHZ IR OJTO—EZRLET,

N—RI7z7Exa)FqsE a2l

FASIC& o TRITSI NI — Y —SEFAZEDHEF —Z2 8L IR TOMEF —IE. Network Service 7AT > bc&
STIVAR—FRAOREF— LTREINET, FASIE. EF¥a2UTF+RUS—TBESHKN—RIT7tEx2
UFEDa—IDRBBLINSIHFE. COEDa—IILOEREZEYR—NLET,
FederatedAuthenticationService.exe.config 7 7 1 L Tid. L ARILOBESUERMNERATETT. 50
RER. MEX—DRAICERINLLIIBRINE T, 207, BEREEOMEF— (4096 Ev b TPM R
ELRY) BLUTUEANLOI—Y—IAZFICEERBRIRENMEATNZ B XY,

INTAX—%— Bl

ProviderLegacyCsp true IZRE L 7354&. FAS Tid Microsoft
CryptoAPI (CAPI) hMERI N9, false ICHREL
f=3%&. FAS Tl& Microsoft Cryptography Next
Generation (CNG) API pMERTN &Y,

ProviderName ER T % CAPI £713 CNG 7N+ 4 —D &,
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/ja-jp/federated-authentication-service/install-configure.html#configure-user-rules
/ja-jp/federated-authentication-service/install-configure.html#event-logs

TJzTL—2ar iRt —ER

NTA—5—

ProviderType

KeyProtection

KeyLength

PowerShell SDK

A

Microsoft KeyContainerPermissionAccessEn-
try.ProviderType Property PROV_RSA_AES 24
#BRBLFJ. CAPI THSM 2EHT3HBE. LU
HSM AR>S —TRID &1 FZIBETN TV BIHEL
SME. BIC24 THHIRENBHD XTI,

WEX—O TTUXR—alge 757 2HHLEF9,
T5IC. N—=RUZT7THR-FETNTVRIHEIR.
FSRTFYRTSYRTH—LEZ2—I)L (TPM) O
F—ZAL—COFERABHFITNET,
RSA#MEF*—DF*—K, TR— TN 3MEIL 1024,
2048, 5LV 4096 TY (FT7 AL 122048 TY),

SUTZIIERRICIEFAS BRIV Y —IILASEL TV EIH, PowerShell 1 >4 —T7 1 RICIFL DB A T>
AVBHBDET, AVY—IITREATEIBVWA TS aveERT 35513, PowerShell 04z EH L TEMZ1T

SCrEHEHLEY,

RDOATY RIC&>T PowerShell av> RLw RHEMEINET,

Add-PSSnapin Citrix.Authentication

.FederatedAuthenticationService.V1

Get-Help <cmdlet name> #ER T3 L. AXVEL Y FDOAILTHRTRIINE T, RORICLLKDOHDITU R
D—EBERLET, M) 13Z 2D PowerShell ogimmE#R L £3 (New. Get. Set. Remove % ¥),

avrr

*-FasServer

*-FasAuthorizationCertificate

*-FasCertificateDefinition

*-FasRule

*-FasUserCertificate

e

WEDOERIED FAS U —N—%—EBRTELVEERL
E3

BRI ZEEL £,

FAS DYSEPAE DLERICHER T2 /NSX—2—%=HIfHL
9,

FAS TN 1Y —IIL—ILZ2EBEBL £,
FASIC&>THF vy alnitAEZ—EICLTE
BLEY,
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\
w
NG
i
mn
N

Jz7L—3

PowerShell A< > RLw big. FASH—N—D7 RLAEIEETREICE>TYE—FTEHERTEET,

FAS PowerShell <> RLw MMZDWTEL <& TPowerShell 2w > RLw by 28BBLTLLRET L,

NTA—=IVRANIVEZ—

FAS ICI3. BREOEHBO—EDONT A—IVANT2—HEENET,

(=) Performance Monitor

() File Action View Window Help

I EECE

@ Performiance
4 _m Monitering Too|
B Performancd] uuiskie counters
b '_; ﬁi:llmms Select counters from computer:
b <Local computers v|| Browse... |

Citrix Federsted Authentication Service A

Inskances of selecbed ohject:

“l | Search

| Remove <<
12:50:15 12:50:22

RORIG. EAAERBRAVYZ—D—ETYT, BEALXDAVYEZ—(F. 5 DHEOBEBTIIETT .

A

5167

TOTa Tty 3y
EEFE1T CSR #&
MWEF — DAL
BRI

SERAE DL

159#%7=D o CSR

FAS (2 & > TIBIF S N3 D,
ERHCAB I N B HEBAZEER DK,
192HIDICETINZWEF B DOH,
SAERREZDEMSE L UEZICH D BEREDRT,
FAS TF v v aEhI-EEFRE D,

13HTDICHEETNBAAZEZERDOH,
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/ja-jp/federated-authentication-service/config-manage/ps-sdk.html

& 488
&/+/5 M9#%»7=bd CSRI DEEHN S FAS HHFATRELE

HOREME, BafF LIWVMEZBRAT . Ly
IVOEFICKRIBZ DB T,

AR Oy

ROFKIE. FAS TEHEINBZ IR OJIV FUD—ETT,

BEAARY b+

[1R> Y —2: Citrix.Authentication.FederatedAuthenticationService]

INSDANY MME FASTH—N—TOEREEICR L TERRINET,

nsa—k

[S001] 7ot REE: 1—4— [{0}] REEBE/IL—TOXN—TIRHD FEA
[S002] 7o+ REF: 21—+—[{0}] i3O—)L [{1}] DBEBETIESHD A
[S003] 12 [{0}] IRFE—R%E [} ICRELTLET

[S004] &1EE [{0 IE CAF>7L— b+ [N 8L U [{2} LT3} THRLTVET
[S005] &2 [{0}] I& CA[{1}] DHERZEDHE L TV ET,

[S006] &2 [{0}] ld# L LEFAEER [{1}] ZERL TWE T

[S007] &2 [{0}] IF:EFREES [(1}] ZEHL TV ET

[S008] &% [{0}] Id:EFAEER [{1}] ZHIBRLTLET

[S009] &= [{0}] kgL vo—iL [{1}] ZERLTLES

[S010] &1 [{0}] kO —IL [{1}] #BHLTLET

[SO11] &1 [{0}] lkm— )L [{1}] ZHIBRLTLWES

[S012] &2 [{0}] (x3FBAZE [UPN: {1} SID: {2} &2l {3}][Certificate Definition: {4}][t*aV T3> F
FRb: {5 EZERLTVWET

[S013] &1 [{0}] I:FRAZEES [UPN: {1} o—)L: {2} idBAEES: Bl xaUFcs a7+ b {4)] =41
FRLTWET

[SO15] B [{0}] IFEEBAEER [TPM: {1} 2Rl L TV E T
[SO16] BIEE [{O}] I3eBEAERE [V 7 7LV R {1} A Y R—FLTLET
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aJa—Fk

[S401] R DT v 7o L — RDOET - [IN— 3 > {0} 1 5][to version {1}]

[S402] =5 —: Citrix 7z FL—> 3 VEBiH —E Xid Network Service ¥ LTRITITZ3HBENH D £ [1R
71 {0} ¥ LTHETH]

[S404] Citrix 7z T L —> 3 VB —EXDT —EZR— X EB@EINISEEL TV ET
[S405] LS R R UDBT—ER—=IADT—EZDOBITRICTS—HHEELZ LK [{0}]
[S406] LR MUDBT—ER—IAADT—2BILNRTLELE CE: 12— —iBRZREBITIAEL)

[S407] T—ER—ZBEEICEELTWVWD. LIXRMNIR—IADT—RIFT—ER—RIBITINEFEATL
Iz

[S408] ‘EEH IV L—RTEFEHA - [N—2 3> {0} i 5][to version {1}]

[S409] ThreadPool MinThreads & [7—Ah—: {0} =T: {1 »5: [7—HhH—: {2} =7T: BHICEEShF
L7

[S410] ThreadPool MinThreads # [7—h—: {0} =7T: {111 »5: [9—Hh—: {2} =7: B} IcEETEZ
HATLT:

ID 7H—> 3> [7x T L — 3 Vi —E X]

CNBEDAIRY ML BEEAOY—N—DRA—H—OJTA % T7H— b3, 5021 LEICFAS H—/\—IC58
Fanxd,

aJa—~k

[S101] == [{0}] i2igE—IL [{1}] @ ID ZT7H— ~$31ERHH D FEA
[S102] #—/\— [{0}] (X UPN [{1}] o 7H— ~MiZRBL £ L7 (BI9h: {2H3D
[S103] #—/N—[{0}] (= UPN [{1}]. SID {2} #Z&RL £ L7p'. BRETSID {3} tREhF LT

[S104] #—N—[{O} 2 UPN [{I}] @ 75— MckBL & L7 (UPN RO—IL [{2}] IC& > THAThTLEYE
A)

[S105] H—nN—[{0}] iz IDDd7H—> 3> [[UPN: {1}, O—IL {2l txauFcarFxxb: 30 ]] #%
TLEL

[S120] [UPN: {0}, O—Jb: {Tk EF¥aUFsa>FFZ b+ [{2H] I L CHRBEEETLTVET
[S121] [R3ER: {2}] 5 [UPN: {0} O—JL: {1}] IGsERAEDRITINE LT

[S122] % —N—@&af<e [UPN: {0} O—J: 1] N 9H0DEK {2},

[S123] [UPN: {0} TO—Jv: {1}] [#I5h: {2}] OIEFAEZRITTIFHATLE
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aJa—Fk

[S124] [BsEfE: {2}] [HI5h: {3}] ©[UPN: {0} O—JL: {1}] DiEAEZRKITTETELEATLE

AEREFAEDTE [7 T L —> 3 VIR —E R]

INSDARNY MMEC VDAILDA—Y—DOTF>TBE. TR0 LEICFAS T —N—ICR\BINET,

aJ 31—~k

[S201] sEERZFIAE [{0}] ICIFNRXT— RADT I XERH D £ Ao
[S202] sERAZEFIBE [{0}] ICISERREAD T VL RIEDH D £H A
[S203] #EBRZEFIAE [{0}] ICixO T4 > CSP AD T 7 RIERB D £ A

[S204] sEEAEFIAE [{0}] p* [{4}] IC& o THEBIn&RE: [{2}] ##F: {3}] T[UPN: {1} oo %> CSP
ICT77EALTVEY

[S205] U L7 AY > b+ [{0}] i2O—JL [{1}] DEEREFIAE TIEH D FHA
[S206] TP L 7 Ao > b [{0}] IZEFRREFIBE TIEH D FEA
[S208] M2 — DAIBH LB L £ L7 [#2E: {0} [UPN: {1}, o—JL: {2}. &EEAZEE= {3}] [=5— {4} {5}1,

vy avRIERAEY —N— [Tz T7TL—> 3 VBHY—E X]

CN5DAIRY ME I—F -3ty a vRARAE=zFERA TS L. FASH—N—TRHRINET,

aJa—k

[S301] 7t REF: 2—H— [{0}] ICIHMRIBRAY— b A—RADTIEIELHD LA
[S302] 2 —4— [{0}] FFREARIRIER T — hA— K [18EN: {I}] ZEBRLE L
[S303] 77 RIEFR: 21— — [{0}] BRI —bA— K [UPN: {1}]] t—&LFEA

[S304] avEa—%—[{2}]] t7/OJ 3 L [{1}] 2RfTHDI—4— [{0}] I3RETF —M0IE: [{6}] DFoITRIEX
Y— A=K [UPN: {3} &&: {4} 7«>HA—FU>b: {5} Z#ERLTVWET

[S305] MB*F —DAIEH KRB L £ L7 [32fE: {0} [UPN: {1}, o—J: {2}, a>57% {3}] [x5— {4} {5}],

FAS 7H—>3> 73042 [7z7L—2a iRty —EX]
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aJa—Fk

[S500] FAS 7H—> 3>V IS T1URRETNTVEEA
[S501 RESNIFAS 7H—>a>TF5 51 0#O0—RTEEHATLE [FI9: {0}]
[S502] FAS 7H#—> 3> 755« >hO— ka3 nE L7 [pluginld={0}] [assembly={1}] [location={2}]

[S503] #—/N\— [{O} #*UPN [{1}] @ 7H— hCKBLE LT (OTAVELVRESNE LD TSI 1> [{2]]
DHRIGLTUOWEEA)

[S504] —N— [{O} B UPN [{I}] @ 7H— RICkBRLE L (O VfEpREShELLN. FAS 7550
VHERINTLWELRA)

[S505] #—/N—[{O}] A UPN [T o 74— MZKRL & L (S50 [{2}] iIc&bndF VENMET IO
Z2T7—=2Z[BY e XvtE— [{4}] BRENF L)

[S506] 757> [{OY] B’ —NnN—[{1] oo s =+ > fE% UPN [{2}] e LTERBLXvE—2 [{3}] RS EL
Ie

[S507] —/N\—[{0}] X UPN [{TH o 74— MZRBL E LT (551> [{2H »MI5r [{(3H 2xO0—L &L 1)

[S507] —/N\—[{0}] X UPN {1}l o 7% — MZRBL E LT (P55 1> [{2H »050 [{3H #xO0—L & LT

[S508] #—/\—[{O} A UPN [{I}] o 7H—FICKBLE LT: WEBADTIEIDREINELENT ST A
Y {2}l BHIELTWEHREA)

[S509] #—/— [{0}] B UPN [{1]] o 7H— MIKRBML E LT WEBAOT VI RESINE LD FAS 7
STA VDRI TVLEEA)

[S510] H—N—[{O}] A UPN [{}] @7 H—hrIckBLE L. (F5T71> [{2] Ik > T7 I/ RUEBHE
HErIhELR)

04 %> [VDA]

[1~R> kY —2X: Citrix.Authentication.ldentityAssertion]

CNSDARNY ME. OTF VBRI VDA TRESNE T,

OJ3a—Fk

[[S101]] ID 7H—>avOd 4 VickBLE Lz, BHTIHRVWTITTL—> 3 RS —E X [ID: {0}]
[S102] ID 7H—>a>Od4 itk L& LTz, {0} @ SID AROMD FEATLT [HI5h: {TH2}]
[S103]ID 7H—> 3 >Og A IckBLE LTz, 12— — {0} D SID X {1} TFH. BESN7SID {2} TF

[S104] ID 7H—>3>O0F Y ICKBLE LT, 77— a3 VEBY —E ANDEBFICKRBL £ L7 {0}
[T5—: {1}{2}]
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[[S105]] ID 7H—>avnod#>, OJ+ > [2—H—&: {0}][Domain: {1}]
[S106] ID 7H—>3>004 >, O > [3E8AZE: {0}]

[S107T]ID 7H—>3>O5 4 kL & LT [HI5h: {OH1]]

[S108] ID 7H#—> 3 %> X7 Lo ACCESS_DENIED [[MUrHLit: {0}]]

t v 3 VREAE [VDA]
CNEDAIRY ME A—Y Dty a vRiRAEZFEALLS T3, VDAICRERINET,

OJ3a—~kr

[S201] (R X< — rA—R® [PID: {1} 7O 5 L%: {2}][Certificate thumbprint: {3}] A 7oA
[{O}] ICEBsES N L7

[S203] (RBEBAY—FH—RY TS XF Lo 7OVEIMEFINELL [FUHLTT: {0} v a>y{1}]

[S204] REERAY— b H—RY TS RF Lo AN—bH—RDYR— HBEMUINE LT

HRAEERS LVOERI—R [7FL—> a3 ViR —E X]

[1~R> kv —2: Citrix.Fas.PkiCore]

CNSDELANILARY MMEC FASH—N—DOT7 L RNILOESKREFEZRITIZEERINE T,

nsa—k

[SO01] TrustArea::TrustArea: sFBAZ [TrustArea: {0}] [(EEAZ {1}] [TrustAreaJoinParameters{2} i1 >
Ab=ILTNFLE
[S014] Pkcs10Request::Create: PKCS10 Z3k [#5I% {0} BMER S hE L1

[S016] PrivateKey::Create [#3)F {1}][MachineWide: {1}][ZO/\—r4—: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]

[SO17] PrivateKey::Delete [CspName: {0}, #3IF {1}]

nsa—k

[S104] MicrosoftCertificateAuthority::GetCredentials: {0} DfERERN TSN E L1
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[S105]MicrosoftCertificateAuthority::SubmitCertificateRequest TS —h'% [{0}] #RL £ L=

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest sEBBE [{0}] FEITEnE L1

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - %2R
[CR_DISP_UNDER_SUBMISSION] [£88: {0}] % &t

ESPENE

o —fRAY% FAS OEBICOWTIE, TER7—F70F vl Z8RLTIRLE L,
o BEMAFIEICOWTIE. TEHMELERI 28RLTRETL

BRET7—%TUF¥

November 8, 2019

1L ®HIC

7xT7L—2a iRt —E X (FAS) & Active Directory sERR#BI - £5& L T, CitriX IRIBRTO Y —LL %1
—H R ERRETZ Citrix AVR—FRVFTTo CORFAXVITIK RBICELf. SEIFARAET7T—F7
TFwIZDOWTEHBAL £ 9

FAS Mk a3 . EEI Nz StoreFront —N—C2—H —BEDHIETHEFEINE T, StoreFront Id&
o Web 727/ OV 2RIIBRINEI b VREEA T 3 > OEENELE Y b EEHELTH D, StoreFront
SDK B —RN=F1D IS TS5 1 2 FERALTEBICIKRTET 9, BEANLEFABEZE. Web 1 bAan
— =BT L TR TORHET o / OP %, Citrix Virtual Apps # 7z1& Citrix Virtual Desktops O EREAD
AJAVICERTSETY,

CORFaAAVTIR, BMEIZET LULNLORATY—F 70 F vICEAT3HMEHINTVEY,

o NEER

« Citrix Gateway O ERH

+ ADFS SAML

e« B2B7AT Y DYV EYY

« Windows 10 Azure AD A® &1

FASBEERLEIC) I LTVWETS, IRTODT7—FTIFVICBIFBFASOEY 7y AIZoVWTIE 71> A =)L
) BBBLT TV
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FAS iZi&. StoreFront msB:E L 7= Active Directory 2—%'—D b DI, AYX—FH— RIS XOEAEX B
BICHKITT 2ERDPMEEINE T, Chid. EEBENMEIY— M A—RZ7OEY 3= I TEZY—I)LEEAKD
APl zERAL 7,

a—'—a#* Citrix Virtual Apps #7zi& Citrix Virtual Desktops o Virtual Delivery Agent (VDA) iZfhfrah3
Xy ROVIGEAEN 72y F I, Windows R XA VIEOJ A V& ZEDAI— b A— RBHE BB LF T,

B ER

FAS Tid. ST FAHBIAA T3> (Kerberos T >#0%#ET) #FERA LK StoreFront A& L4
A—H—8BH. BLV+HDICBIE TNz Citrix HDX v S 3 A DIEGHMEIRET T,

Zhic& b, Windows sRAEICI—H—DERBERPAI— b A— KD PIN DAADROSNZZLIEHD £ Ao
Fles DVINHA VT —ERDLS% RESNIENAT—ROER) HEEzFERTIHEDLHD FHA. C
nzfERL T, Citrix Virtual Apps OIB/N—2 3 > THIBE#EA Kerberos SIS S ZEO O 4 Vigie 2 B iR
ABENTEET,

IVRRAYETFNRAZAADOOTFVICAR— b A= REFHLIEDESHMCHD D5 £y aYRTIEIART
OaA—H—H REF—EE (PKI) QHAEICTIELRITEET, COdH. AR—LTx2%2TLy bDELS
IS0 AR— b A—RU—F—%2BHLTLWHELWTNAZIDS5H, 2 BRFBHETIAOABEBITHAIEETT,
COEMTIE. FASZRITIZMLWT—N—DEBMINEIH COY—N—ZIF2I—HF—DRDODICXI— A
—ROSRDEAEZRITITIIERIMMASINE T, TNSDEAERF. AXN—FA—RIZ&K3O0F>0RbD L
LT. CitrixHDXIRIETHA—H—tvarAoOdA VIERINET,
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Jx7L—>a ViR —E X
AUTH.LOCAL domain

P Certificate Authority

A

1= T 77T T T Thssociated with
jmmmmm e e T o

Windows Server

@ FAS User

‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

> TLS Server
i Certificate

Federated Authenti-
cation Server

Windows Server

- FAS
== ;"‘ Authorization  ...]
—' Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o U
- g’; Prsii;ie Keys

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate
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JzrLlL—

Citrix Virtual Apps #7zi& Citrix Virtual Desktops igi& (. CTX206156 TH#HET 5L 51C. A¥— b A—RIZ&
077 CRARDFETHERTZIHELBHDET,

BFEORBTIE BE. X1 VI8N 3 Microsoft SRR Z FIMAIAEIC L. RXA YOV FO—F—ICR XY
AY bO—S5—HAEEE DY TR TEARET, (CTX206156 @ lssuing Domain Controller Certificates,
o2 arESRLTIIETL.)

ESPENE:
e F—E . N—FUzT7EFaUTsEDa—I)L (HSM) REL MDD RS RATFYRT SV T +—LED2

=L (TPM) IZRTETETE Y, #LIF MBEF—RE 28RBLTILETW,
o TR h—JLEHER] Tid. FASOA YR —ILEEROBEICDOWTEHALFT,

Citrix Gateway 0 &R

Citrix Gateway O EFIIHRZEM MM TV E TH. StoreFront L A& 7 Citrix Gateway iBIMINTEH
D, BHED TS5 1< JRA > +h Citrix Gateway TDHDICBE I TLE T, Citrix Gateway IClE. % Web
A RADYE- TV ELROFREICFERATE S, BASSUVEROBELRT T aUHEENTVET,
CoRMEZFATNIE Citrix Gateway AOFIEFRERS LF1—HF -ty arvAaoOd 1 VB, fED PIN
DANADRHENZZIEHD EFH A Floo AD/IXXT—RPII—bH—REXKRBLETIC. HEH Citrix
Gateway BiET 27 /O %FBETEZ N TITFT,
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AUTH.LOCAL domain

Certificate Authority

Hndoussere [ microsoft |

@ FAS User .
Certificate Domain Controller
‘ Template
@ FAS Authorization "
Certificate Windows Server
' Template
UPN
walter@auth.local
StoreFront

Windows Server

Issue TLS Server
Citrix Gateway § Certificate
VPX
Root CA Export .
R Certificate « Federated Authenti-
f Certificate ) i
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
. Issue Operating Systems
T | i = Authorization
b cenificate
= Issue i FAS User
d__ 5 rasuser = L
r L “' Certificates 4 Certificate
., A
: Login with -

1
1

|

1

|

1

: Hardware Security
: Module (Optional)
|
1
|
1
|
1

Associated with

Hardware Appliance

a2 v
_— - ?‘ Prsiir:te Keys

4 __ 0’4 Authorization
Private Key

Citrix Virtual Apps #7zia Citrix Virtual Desktops Ei&id. CTX206156 THEET 5L 51C. RA¥— b A—RIC&
3007 CRARDFETHERTZHELBD FT,

BEORBETIE BE. R X1 VI8N 3 Microsoft SRR ZFIMAIAEIC L. RXA YOV FO—F—ICRXTY
AY bO—S5—HAERE DY TR TEARE T, (CTX206156 @ llssuing Domain Controller Certificates,
T2 a ESBBLTIIEIV)

Citrix Gateway 2 751 Y URHE > X 7 L LTHEM ¢ 3/ & 3. Citrix Gateway & StoreFront D3 RTD
5tz TLS TRET D L SICL T, . ZOEMTIE Citrix Gateway Hr—/N\—@BEEICd— LNy o URL A
FERINZH. I—J)L/Nv 2o URL A Citrix Gateway H—N—%ZET LS EL<BRTIHVELRHD £,
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

+ Secure Ticket Authority

VServer P address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [ Damain -

¥ Gemeral Settings ‘ Version: [ 100 (Build 62.4) or later - |

| VI00: SNIP or MIE, w10.1+:VIP |

]

| amart card fallback: MNone e

Callback URL:

itiona) | hitpss//NetSealerGatewayFQON | /CitriAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

B ER:

« Citrix Gateway ##m 9 5IZid. THow to Configure NetScaler Gateway 10.5 to use with StoreFront
3.6 and Citrix Virtual Desktops 7.6 #&BLTLE3 L,
o 1Y b—)LEHER] Tl FASOA YR M—ILEBROFEICDOVWTEHALE T,

ADFS SAML o &R

Citrix Gateway X B4R T /OTIC& D SAMLID 7ON1 4 — (IdP) & L TH#&ET= 3. Microsoft
ADFS t DGEDRIRL &T. SAML 7H—> 3V i3BESZ#ALTEESNAXML 7Oy THO, AvEa—
A=Y AT LANDIA—H—DOOTF 0% ERBT S, FEINIAP ICL>TEITINES, 20D, FASH—N—IC
& 2T, Microsoft ADFS #—/\— (F7#i&iFh @ SAML 35 [dP) AQA—H —BEDEELHFATINE T,
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AUTH.LOCAL domain

r—

Citrix Gateway Certificate Authority
VPX ]
Hindons Sener [ Microsoft |
Root CA . Export 8 FAS User
§ cenificate g Cenificate Domain Controller
T lats
Gateway Server Issue empiae
' Certificate b FAS Authorization Wind s
i Certificate Indows Server
ADFS Signature Template
f Cenificate uPN
walter@auth.local
SAML SP (RP) Alternative UPN
walter@adfs.ext
StoreFront
Windows Server
I=to] I—-— TLS Server
§ Certificate
Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
= EAS Windows Server & Desktop
r==F-- éﬂ Authorization ... 5548 Operating Systems
] 4 Certificate
FASUser 4 S ser
: :-- T 1 @ certficates L: | Certificate
4
Web Access Proxy ADFS Server !
1 I Login with J
[ e T Ll
1
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18, .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : ? Users
| === Private Keys
r) Encryption 1 G"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS &, —BmICr > 22—y bZFBLTERX )YV -V E-+TA—H—ZL2IFHEET B HICERTIN.
fze 213, Office 365 DHEEICE<FIHINET,
ESPEAEE S

o 3L <IE. TADFS 0/ERI ZBBL T T,
o T Y2 b—)LE#ER TlE FASOA Y X R—ILEERDAEICDWVWTHBALET,
o BRICETZEEEEICOVTIE. ZDieED (Citrix Gateway OERI £ a>yEBBLTLLEIL,
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&y
14
&
I
n,
N

JxFL—>3 > F

B2B 7AhU > bRV EVT

2200HHPEVOAYE2—2—Y T LEFEYT 358, —&N%A&Z 7> 3 >id Active Directory 7z 7L —
>a3>yH—EX (ADFS) H—N—%2FEEFRTEY 7Y FTEILTY. ChiIZLD. —FOEHOI—H—H
s D=1t d Active Directory (AD) IRIBICY —LL RICBIEEINZ L SICARDET, O A VEIC, E1—H—
FEROOIF > ERERZFERALEZ T, ADFSECNZ2BFORMO ADIRIED Moy RU7ATY M ICBEH
Iy L&D,

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
UPN
& walter@adfs.ext & FAS User

q Certificate Domain Controller
Template

e FAS Authorization
Certificate
1 Template

walter@auth.local

-~ Certificate Authority Alternative UPN

walter@adifs.ext

Windows Server

StoreFront

Windows Server

Windows Server

Citrix Gateway f Certficae
: | ADFS Server
VPX
Windows server
H Raot CA Export .
R Conificate “ Federated Authenti-
i [1ssue TLS 5¢ i itri;
E g 7 ch:;’g Gateway Server - cation Server Cltrlx
R Centficae ) Virtual Delivery
Windows Server A t
= =) Signature Export ADFS Signature gen
g I Cortfcare b contficate . FAS Windows Server & Desktop
G ==F=-{"2 authorization LLT Operating Systems
X F') Encryption SAMLSP (RP) SR centificate
Ll [ Certfficate - e —
{notused) Jo. [ msuser | é-‘i User
l—! Certificates R Cenificate
5 A
SAML IdP

™ Login with

|
1
I r
-0
[
[
'
e
H
itrix T .
151 Hardware Security
1 .
" g!
Client : LN Module (Optional)
1
: I Hardware Appliance
Windows / MacOS / Linux I :
]
1 : G” Users
| === &% private Keys
Export Root CA Certificate 1
f  (fromADFS.EXTCA) |
J Authorization
Root CA Certificate I { Private Key
§ (fromAUTH.LOCALCA)

Export

BB

o TV X h—)LEHERL) T FASDA YR h—ILEBROFEICDOVWTHIAL £,
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e

Zx7L—2a Vil —EX

o

Windows 10 Azure AD ADO &N

Windows 10 Tid. TAzure AD ADEMN WS aAYEFAREASTNE L . Thid. /D Windows B X
IADEMEAVETEBMYTVETH 1> F—Ry bE] OOFUAICERZEHTTVWIAIFH-TT, Ch
id. ST by TELUVEZTL Y b S EHEEL £7, #E3KD Windows R X >8I E#IC. Azure AD ici&
TEDOWeb 1 FPUY =T, VI YAVFVETIVERBTIHELNDDET, TNSIETART 14
—y MG LTWB s, W LAN ZIF TR, 17—y MIEGLIEITRTOEMMSHEEL 7,

Azure

E Azure AD

Synchronization

’\- ~
- £ =
— —-

o AD fermr

Citrix Wirtual Desktop
1

Cloud =l =

COBBEIF. BRE T 74RCVWBI Y RI—H—] VSISO AEVW—FITT, SvFbyFaAVEa—2—IF
B D Azure AD #eE# FERAL TREICT VU F—3 vy FMERATERS I UBIINTULE T,
CORMATIE. IP7RLADMERAIEERIARTODHZA. DEDAVT LI R, AR MSINFONT S —, Azure.

HBZWIZEDIEHDDISTRTIONALE =T AV ITZARTIFYHRITTEIZIAICEELTLIEETW, Azure AD
Connect oEIEA#EEIC L D, BEIIC Azure AD ICIEFL £9, fle L TRLAERTIE. BEICT 57-0IC Azure
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RETS VEFEALTVWETD,
REEIER:

o TR =LA TlE. FASOA YA F—ILEBRDAEICDOWTEHAL £,
o ¥L<IZ. TAZure AD m#i&1 #BBLTLIET L,

ADFS D&M

November 8, 2019

IEL®HIC

CORFaXYbTIF. Citrix IBiE% Microsoft ADFS ¥ #5& T3 AEICDVWTEHEAL £ 35

ADFS It. Z< OB TE—DRERT > FHIBRER Web 41 bADEF a2 T7HRI—F—T IR =EBETZ7280
ICEATNET, Itz REBICE>THARRRBNOIYTYYRHATYO—- REH 358, ChoDBFR
i, B#0 Windows O 4 V ERIERTRET Z2HLENHD F Y,

Ffeo 7 TL—> 3 VEBEE—E X (FAS: Federated Authentication Service) Ti%. Citrix Gateway & &
U Citrix StoreFront # ADFS o774 Y2 X7 LICBETE B 7c. BEBYENRE I B AREMENRILET,

ZDERT. Citrix Gateway & Microsoft ADFS 0 ifFREFIBE L L THEINE T,
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L—>a VBT —E

!

7T

AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX ]
Hndows seret | Micosot |
Root CA ) i 8 FAS User
§ cenificate g Cenicate Domain Controller
Gateway Server Issue Template
' Certificate @ FAS Authorization Wind s
Certificate Indows server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StoreFront

Windows Server

TLS Server
§ Certificate

Certificate

Hardware Appliance

f

f) Signature
' Certificate G" U

- - g Prsiffgste Keys
f

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
o FAS Windows Server & Desktop
e - - | % Authorization Issue Operating Systems
] ‘L=t Certificate
: :- 1= 5 Certificates L Certficate
N y
Web Access Proxy ADFS Server : | K
1 ST Login with d
: e
. N £
Windows Server Windows Server :E 1
1 .
1%, | Hardware Security
g -
115 Server 12, | Module (Optional)
L]
1
1
1
|
l—

Encryption
Certificate
(not used)

. M Authorization
Private Key

ADFS Proxy SAML IdP

SAML O E

SAML (Security Assertion Markup Language: £¥aU T+« 7H—>3>I—o7v IS5 =) d o>
TNE TOTFIR=IADVEAL Y~ #RIBTZ. Web TS5IH—0O5 A > XFLTY, BRICITRDIAE
BREENE Y,
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UAALY MURL[>> TS >F >4 —E X URL]

A—H—REEDOREHLH S Z & # Citrix Gateway h'#tHd % &, NetScaler iga—H—hERT 2 Web 754
—iZ. ADFS —/\—LEt® SAML 04 # > Web R—2|C HTTP POST #2179 5 L 53 8RL £9. Zd URL I&&@
. RoFERohttps: //PRLRTY: https: o

CDOWeb R—C@ POST iCid. O A YRTHRICADFS Aa1—H—%&RT TUAZ—2FRLXR] BREDBERLEE
nxd,

#3F [317E 2 /EntitylD]

Entityld (%. Citrix Gateway »* ADFS (Ci#{59 % POST 7 —4IC&FN 3 —ROMBIFTY,. Entityld i& ADFS
I A—HF—DCoH—ERICOTF Y LELSe LTWVWEHERSE. BEBICH U TS FTEARIERY > —HER
IN3&L3ICLET. BITEThB L. SAMLRE XML &, Entityld O#RI L7 —EZXAOOTF > OHICERS
nExd,

&EE. EntitylD & Citrix Gateway —/\—p0Os 7+ > R—J D URL TIH. —f&HICI. Citrix Gateway & & U
ADFSho@Beo o nL 5% URLBFERATI £ (Bl https:
)o

JAE—>7 KL Z[I5%E URL]

BEEICAINY B & ADFS Ida2—%—o Web 754 —iZ. EntitylD THEIN7EE URL @ 1212, SAML
REHE XML %= POST LIBd &S8R L £ 9. D URL IE. @EEIET D Citrix Gateway #—/N— ETOROFR
Ohttps://7RLXTTY: https: o

BRI hicim% URL 7 R L XDE8H 3155, Citrix Gateway 1& ADFS AD7td POST RIC#H 3 1 D%EEIRTE
£,

ER:IAE [IDP iEAE]

ADFS (32 * —% A L T. SAML :R3F XML BLOB ICEES TERZL 9. COERZE®&HT 3 I1C1E. Citrix
Gateway Z# L. sIAE 7 7 M ILICEENZARF—ZEALT. ChHSDEBZHIBIZHVENHOD Y, i
BRET 7L, BE. ADFSH—N—D5HBEINETF X LT 71T,

YN Y7 URL[>>SL0O05 77~ URL]

ADFS & & U Citrix Gateway (&, THROJ 7T b1 S XTLEHR—FLTVETY, Zhid Citrix Gateway H7R
—>J932ehHB URL TH DO, SAML ZBEE XML BLOB AIREOJA DLy 3> Z &AL TWVWSC
CEHERLET,
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Chid. BETBIHENBRVWF TS 3 VETT. CO URLIZBEE. ROEADhttps://TRLZXTT:
https://adfs.mycompany.com/adfs/logout, (>FNOF 74> URL LALBEDHZ CITEEL
TLIESW,)

B

o> 3> TCitrix Gateway 0 ERI1 Tld. Citrix Gateway 2w b7 v L. Z#8% LDAP BEA4 7> 3>
ZAIBYT B HAICOVWTHBALET, CAHEEICET 95 L. SAML RBitzsFa ¢ % Citrix Gateway T, #HL W
AR O —%ERTZ e TEET, £D%. Citrix Gateway U« ' — R TERINLT 7 4L @ LDAP R
US—HBIMRBZENTEFES,

MetScaler  MetScaler Gateway » Pelicies » Authentication > SAML > Policles f:} 'ﬂ H
Palicies Servers
Add Primary WPM Global Bindings Search ~
Name Expression Request Server
StoreFrontSANL MN5_TRUE Azuredd

SAML RU > —dEEAN

ADFS B> Y —ILh5EICEEB LIcEHREERAL T, HLWLWSAMLIAP H—N—%2#R L EFd. CORUS—H
BRAINS . Citrix Gateway 1dO0J# > D fzsic 1 —4'—% ADFS-signed IcUA 1L o L. ADFSDEZL
7= SAMLEBEE b — 0 > 2RO DIZRITED £,
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Create Authentication SAML Server

Create Authentication SAML Server

Name®
Azurehd
Authentication Type
SAML
IDP Certificate Name*

AzureADSAML V]. +
Redirect URL*
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL
291-4c20-9826-14d5e484062e/5ami2

User Field
userprincipalnarme

Signing Certificate Name
v|
Issuer Name
0 .
https://ns.citrixsamldemao net/Citrix/<

Reject Unsigned Assertion®
oN v
SAML Binding®

POST v

Default Authenticats :".'._'-r:-,l:,"

L1

nternetProtocol

ntemetProtocolPassword

REER

e FASOA YR b—ILEBRRICDOWTIE, TR h—JLEiER) Z28RL TSI,
o —fRE97% FAS ORRICOWTIE. TERRET —F77F vl ZBRLTILET L,

o BERMBFIRICOWVWTIE. TEHMELIERI 28RLTIET L,

Azure AD O%&
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lij

JxTL—>a iREt—EX

o

IEL®IC

ZDRFaX> +TlE Citrix g% Windows 10 Azure AD #EE 55T 3 AAICDWTEHRAL £9, Windows
10 AL Azure AD &, RXAVBIMOFHLWETILTY, ChzfBAITIE. BB VIIILYAVF>DE
WT O—I202vTbhyrz, 12—y hETRERXAVICBMIEZENTEEXT,
CORFaXYFTHELTRLEEBTIR. i1 ——0 Windows10 S v 7 by FICEH DX =L 7 R L X
CERI-RPMREINZIDITLZHALTVET, I—H—F [BE] NRILO [PZFL] > [N—2aViE
#&] > [Azure AD i2&mM] »5. TOOA—RICTIERLET,

(= Settings - (m] =
%‘} SYSTEM Find a setting e
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jgin Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product ID 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Penand touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy T hyIHhERINS L. Microsoft Edge ® Web 754 —Id. Azure SaaS 77U —> 3 >® Web R—
S5, 210 Web 1 1% Citrix 027 FUr—>a>. &0 Office 365 rd Azure 7 7 r—> 3>
ICEEICH A LET,
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B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD ¥ Office 365 REDBRIFISHURT I /A EDHEEICED . REKDEBER Y
Fo—oh Azure RICESRICERINE T, IRTOIVRA—HF—HI)E—+T—H—BHRIN. ATV LS
Fy bEiZFTY RaA—H—pEELZVEVWSOAYET T,

Azure AD Connect dEIEEH —E XD, 1> F—F% v b ETAZure ADIEEL L L THERET 570, BBEOA >
LIRSV RATLER DLEIICOETIEBER TR D TEET,
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77— arBEY—EX

Azure ’\
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN 2T VWRIE RRIET 710 7+ — L TREI NS LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FF U F v Tld Azure AD TLS 6 E LU SAML AT NSICE > THRD D £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDEAZHINTWET, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—2KY) |1E. Azure 5 RH—E ZX® laaS &9
IC$H 3. 1ZEEML Active Directory HH—N—DREY > V2 FERALTRITTIE T,

A—HY—HRRDOT TV —> 3 > %EET 5 . Citrix Virtual Apps and Desktops O RABET7 FUr—>3>%
FERLTT7IERLET, Microsoft Edge > > J L+ > A ViR ERL T, 2—%—0 [Azure 7 7/ —
av] R=IUHhSIEIERBREOT TV —> a3 VhBEINE T, 7. Microsoft ix. Azure 77U r—>
AVO—BRREEFHTES Android BLTIOS 77U EREL TV E T,
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DNS vV —> DR

Azure AD Tid. BEEDNNTVYIDNS7RLRAZERL. FXAVE YT v I ROERV -V 2EETIHE
BHODEY, CNEERTIT3oHIC. EBEIFAzure DNS V-2 B TEF Y,

CDfFITIE. DNS YV —>% citrixsamldemo.net Zz{ER L £3,

Essentials -~

Fesource group

citricsamldemo

Subscription name

Visual Studio Professional with MSDRN

Subscription D

dfz2436f-d4fe-46ae-be7b-6470cdaeefca

MAME TYPE !
@ [ 172800
@ S04 3600
fs CHAME 3600

RO

Mame senver 1
nst-0l.azure-dns.com,

Mame server 2

ns2-01.azure-dns.net.
Mame server 3
ns3-01 .azure-clns.clrg.
Mame senver 4
ns4-01.azure-dns.nfa.

VALLE

nsl-01,azure-dns.cam,
ng2-01.azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

Email: azuredns-hostmastermicrosafl...,
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Mirirnumn TTL: 300

adfs-citrizsamldemewesteuropecloud... .

>V —=)LiZ Azure DNS X— LY —N—DEFIHRTEINET, TN5IF. V—VODNSERDONSITVFUT

|
BRITZBELSDHDET (fl: citrixsamldemo.net.

NS nl-0l1l.azure-dns.com),
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77— arBEY—EX

Azure TEITTNBRETS VADEBREEMT 3HBEI1d. CNAME R >4 —%, Azure HEET3RETS VD
DNSLO—RICERAITZIDONRLEETY, REAYI VO IP 7 RLZADEEEINTVSHFEIE. DNSY—->T 71
WEFEHTEMIZHERIHD FHA.

RBELVIMEDO DNS PRLZY 71w RiE. COERBIC—EHLE T, KXo i citrixsamldemo.net T, X
71w k DNS (WZ<10.0.0%) #FEALE T,

Web 7 FUr—> 3> rOxoH—N—%288B 3%, Mfs.citrixsamldemo.nety T FUZEEBMLET, ChHT
DY=>DITTFL—La>H—ERTT,

730 Y —EXDER

ZDFITIE. Azure TRITEIN3 ADFS H—N—DRBI /- ADEBIEZ ST, CitrixBiB%2#BRL£d, V5UR
H—EXEEH L. lcitrixsamldemoy £ &JIF£9,

URL

@ WES APP ’ QUICK CREATE ]
atrixsamldema

cloudapp.net
VIRTUAL MACHINE i-“i CUSTOM CREATE Al ells
REGION OR AFFINITY GROUP

@ MOBILE SERVICE West Europe v ‘

| @ | CLOUD SERVICE

ﬁ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows k287> > D1ER

U357 RY—EXRTRITIND Windows [RET> > % 5 B1ERL 7,

« RXr>a>ytO—35— (domaincontrol)

« Azure Connect ADFS #—/\— (adfs)

« ADFSWeb 77t£X70%> (FXAviZsmLTWAWWeb 77— 3> 70%Y)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

.
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Create virtual machine » Basics

virtual machine

Resgurce groups

-
Al resources
. S * Name

‘[ Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoose virt achine siz * Pacoword

Virtual machines

3 Subscription
S0OL databases onfigure of 3| feature ; . o
SQL databases Wisual Studio Professional with MSDN

Cloud services (classic) * Resource group

4 citresamidamo v
§  Security Center Nindow Dat
Location
Subscriptions Waest Europa hd

FX1>arbO0—5—

+ DNS ##—/\—& & Uf Active Directory k X >#—EXD&EI%BML. 1Z#897% Active Directory B
MEERLET (ZoflTiE citrixsamldemo.net), R X1 >DFEEMNET L7=5. Active Directory
FEERE Y —EXOKEIZEMLE T,

s TRAMRICBEOI—Y—THUY rEERLEY (fl: George@citrixsamldemo.net),

e COHY—/N—TIZAE DNS BRERITINB7H. IRTOHF—N—IF DNS#RICCOY—N—2L8RT 34
ELHDET, k. [Azure DNS RE] XR—ITITVET, FHLLIE TORFFaXy boffFEzSR
LTLRTW.)
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TJIFL—>a Bt —ER

o

ADFS O> rO—5— Web 77U —> 3> 7O —N—

o ADFS —/\—% citrixsamldemo R XA VICBMETEE T, Web 7 FUr—> 3> O —/nN—id.
DEINT=TD—IJIN—FICe 2R ELHB7-60. ADDNS TDNS 7 RLXZFHTEELE I,

« Th50H—/\—7T Enable-PSRemoting -Force ¥ > KL v b %#%2RfTL T. Azure AD Connect v —
WS T7A 70— ILBADPS VE—FT1 VT Z2BMICLET,

Citrix Virtual Desktops o Delivery Controller * VDA

« Citrix Virtual Apps # 7zi& Citrix Virtual Desktops @ Delivery Controller & VDA #%. citrixsamldemo
IZBML75%D 2 8D Windows H—N—IZ1 Y X b=JLLE T,

REB DNS D185

RXr>a>ybtO0—5—0a0 >R —)L#%IC DNS H—N\—%#Em L. citrixsamldemo.net DREE 2 —ZMIE L.
GMERDNS H—N— I LTI AT —4A— LTHEET B L SICREL XY (f5: 8.8.8.8),

2 DNS Manager X
File AMction View Help
e« R EBeE Hm § 86
&, DS Mame Type Data Timestar
4 F DOMAINCONTROL _msdes
4 || Forward Lookup Zones | sttes
[ |z _msdes. niet '_:tu:p
D: | ~ _udp
B [ Reverse Lookup Zones _ DomainDnsZones
B Trust Points _| ForestDnsZanes
k - Conditional Forwarders ] (same as parent folder) Start of Authority (S0A4) [24], domaincaontral. static
b (g Global Legs £ (serme as parent folder) Marme Server (M5) demaincentral, static
] (same a5 parent folder) Hiost (4) 100,012 513520
5 adfs Host (4) 10.0.0.13 5/13/201
] domaincantrol Hist (4) 1000072 static
His Host (A) 10.0.0.13 static
Ewap Host (&) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
{ n ¥

BN I-RFZEBMLEY,

« wap.citrixsamldemo.net [Web 77U 4 —> 3> 7OF S ORET I VIER XA VIZBML EFEA]
o fs.citrixsamldemo.net [RF 7z FL—> 3> —N—DF KL X]
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+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net X E L]

Azure TEITEINBIRTOREYI VIF. CODNSH—N—DHEFEATELSICHERTIHELNHDFT, C
g 2y bI7—=0142082—TJ 1 ZGUI HSERITTEET,

Essentials ~ ¥, A <;' DINS servers @
Resource group Private IP address
citrixsamidemo 10.0.0.9 SURFORT + TROUBLESHOOTING .
* Primary DMS senver
Location Virtual network/subnet
West Europe triy f W cuditlegs > 10.0.0.5
& New support request » Secondary DNS server
df22436f-d4f9-46ae-beTb-6479cdaeefca
GEMERAL
Attached to
T Properties >
A s <>
I 1P addresses >
BO DNS servers >
0 Metwork security group >

F7AIETIE WEBIP (10.0.0.9) 7 RLRIIEBMICEID Y THENET, IP7RLADEREEZFEHLT. IP7 K
LAZKGRICEID Y TR ENTEEZ T, Chid. Web 7FUsr—> 3> 7Ofo—N—v RXr>a>rbhO—
S—TROITIZIHELNHD T,

5MEE DNS 7 B L X DB

RIS VRITRIC, Azure iF. RET I VICEIDETOSNIEREONT UV I IP7RLRZIETESD DNS V—
DH—N—ZHFELET, Azure 3T 7 # )L TEERBID VORBEFICIP 7 RLXZEDH TS 7D, COEF
BEREEZEMICLE T,

- DomainControl8733 Settings Configuration

<A~y Assignment
B e

1P address @

B Auditlogs > 13.84.252.54

SUPPORT « TROUELESHOOTING

& Newsupportrequest 5 Idle timeout (minutes) @
3
9-45ae-baTh-547%cdaceica )
GENERAL DNS name label (optional) @
! e i domaincontrol-citrsamidemo
Properties > - -
A westeurope.cloudapp.szure.com
: @ Configuration >
-.'(’Z les
®

RESOURCE MANAGEMENT
Edit & Tags
& locks

ali Users

Voo v

Bl Export template

ZofFlTiE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %, KXo
YA hO—F—ICEIDETTVE Y,
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VE—MEROTTERICNTUY I IPTRLRZEMCTZHBELRHZDIF. Web 7FUr—o 3> FOf>
Citrix Gateway RIEEY > V2T TH B RUTEFBRL T LTV, (BRTIE. BEAORDP 7o E2XIcNTU v o IP
T RELZHMERINET),

tFXaUT1TIN—TDER

Azure 72U RIF. EFaUTF4 0 IL—T=2FEALT. 108 —2y bHSRETS VAD TCP 8&LTUDP 70+
ADT7AT7I4— I —IZEEBLET, TIA4IIETIF. TRTOREITS>VTRDP 77 AWFAITNE T,
F7-. Citrix Gateway 8&UWeb 77U r—> 3> 7FOFSH—N—TlE K— b+ 443 TTLS 2 9 2 HEN
HOET,

Settings Network security group

.

Essentials ~ AN SN
Resource group Security rule
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
H suditlogs > 0 subnets, 2 network interfaces B suditlegs >
& Mew support request > & New support request >
GEMERAL ENERAL
Il setting s
Properties bl Propenti >
i 1P addresses > ou nules >
B DNSservers > I >
@ Metwork security group > W >
Subnet >
RESQURCE MANAGEMENT

ADFS FEPRE D 1ERL

Microsoft sFBA%EI T Web — N—iBAEF > FL— b Z2EMICLE T, THICED. PRX T 7T ILICZ O AR—
F (MEBEXF—HET) TTFZ. NXZLDNS ZPRLREFOIAEZIERTEEd. PIX 77 1L 2EBRA 7> 3
VICTBICIE. COEHEBAE%® ADFS ¥ Web 7 U —> 3> 7OF S —N—0O@AICA VA =L T B3HERD
h£d,

ROY Iy b BEFEALT. Web y—N—SEREZRITLE T,

« Commonname:
- adfs.citrixsamldemo.net [a> E 1 —4&]
» SubjectAltname:
- *.citrixsamldemo.net [V —> %]
- fs.citrixsamldemo. net [ DNS o T > ~ 1]
- enterpriseregistration.citrixsamldemo.net
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e et © £\, sublect | General | Extensions | private Key | Certification Autherity

Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You

2 can enter informaticn about the types of subject namie and alternative name values that
(& Console Root can be used in a certificate,

A ﬂ Certificates (L
4 | Personal

Request Certificatd’ | ¢ pict of centficate

= Certifi ¥ est e fol The user or computer that is receiving the certificate
= ‘oU can requ: e
b [ Trusted Rg click Enroll. Subject name: : .
I+ [Z] Enterprise Type: CM=adfs.citrimamldemo.net
7 Intermedid ]
: J,_ Trusted Pul [Jcomputer |Common name
= Value:
v - Un:lrustad [w] Web Server
b d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b (5 Client Aut The following opt Alternative name:
b [ Remote D Key usage: Trpe '.ci‘h‘ixsamldemn.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
[ Smart Car o 4 Value: istration.citrixsam
- Validity perniod
p [ Trusted De |

[]5how all templates

NRT— R TRESNIEF—2EBD. FEAEZ PRX 77 MILICTVXAR—-FLET,

AzureAD oty F 7w

ZDtEoTarTiE. FILWAzZUre AD 1 Y 242> X%ty 7y 7L T. Windows 10 % Azure AD ICB N3¢
B1-DICEATEZ2—H—ID ZERTBHEICDOVWTERAL £ 9,

WLWTr LI bUDIER

Azure VS5 IR—ZNLICOT A LT HILWTFo LI MUEERLET,
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAMLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn derain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEEEI—¥— (AzureAdmin) DOER

Azure T/ O—NIILBEEZERL (COHTIFAZUreAdmin@citrixsamldemo.onmicrosoft.com).
COFHLWFAHIY FTAOTA Y LTNRT—REZRELE T,

©1999-2019 Citrix Systems, Inc. All rights reserved. 55



user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD ZfER L7Tc K X1 > DEF

TI7ANLNETR A—HF—REROERDX—IILTRLAT#HAINE T <user.name>@<company>.

onmicrosoft.com,

DT RLZIGBMOEEA L THEELETH. TVRI—F—DX—ILTHTY bEe—KT 3. ROZEREKD X
—ILT7RLZEEEHLET: <user.name>@<company>.coms

[RXAYDEM T A—HF—DEHD XA UHEDUAALLY L EERLET, COFITIE. citrixsamldemo
.netEFHLEI,

ADFS #> YT I HA oA UICEY R Ty FLTWVWRBEIE. FIVvIRYIRIIFIVvIR—IOEANNET,
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Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect 7> X ~—JL

Azure AD #8 GUI @FIJiE 2 Ic& D, Azure AD Connect @ Microsoft o> O— RR—JICURA LI hThZE

Fo ChE ADFSIREYI VICA YR —ILLET, [EERE] ThR4a<
ADFS oF 72 a Y FIATEIBLS5ICLET

[ARBZLA VA —IL] ZERL.
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS o7 xz7L—>3Y] VI HAYF AT avzBRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Identifying users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain

Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify
For AD F5, you must have the fallowing:
= A Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: f.contoso.com)

Learn mare about AD FS reguirements,

HODLOHDERLICEET AT bTAzure ICESIL £ Y,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Damain/OU Filtening
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

REBAD 7+ LR bZERLE T,
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& Microsoft Azure Active Directory Connect

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-In DIRECTORY TYPE

Connect to Azure AD | Active Directory |".

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net (Active Directory) & Remove

Previous

Active Directory O#RERDF T2 o bEITART Azure AD Lt AL £ 9,
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Express Settings
Required Components
UUser S:gn-ln

Connect to Azure AD
sync

Connect Directories

dentifying users

Filtering

Optional Features
ADFS Farm
Azure AD Domain
Configure

Verify

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,

Domain/OU Filtering

Domain and OU filtering

Diractory |citrixsamldemu.cluudapp.net |' | Refresh Qu/D

_ Sync all domains and OUs
® sync selected domains and Ols

4 [ citriksamldemo.cloudapp.net
! Builtin

Computers

Damain Controllers
ForeignSecurityPrincipals
Infrastructure
LostandFound

Managed Service Accounis
WNTDS Quotas

Program Cata

System

Users

Configuration

RERRDERDRER R

©1999-2019 Citrix Systems, Inc. All rights reserved.




Uniguely identifying your users

Express Settings
Required Components Select how users should be identified in your on-premises directories, [ 7]

User Sign-n ® Users are represented only once across all directories,

Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync
Connect Directories

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

D and msExchiMasteraccountSID/msRTCSIP-OnginatarsID attnbut

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
7 synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MEIZIG L T Azure AD /XX — R % Active Directory Lt R 9§23 e TEE 9, Chik. BHE. ADFSR—X

DFFETIIBEDHD FH Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

1ent e

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne
[ Password hash synchronization @

[ Passward writeback €

Connect Directories
Domain/OU Filtering
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBAED PFX 7 71)L% ADFS TER T3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH—N—DBRERHZEBERHI RIS NS5, wap.citrixsamldemo.net ¥ —N—D 7 KL X &N
71L& 9. Azure AD Connect "R TE 3 &5 Web 77U r—> 3> 70% o —N—0DBEELLT
Enable-PSRemoting -Force <> FL v b2 RTTIBENHBIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect 1o Azure AD | THOE 3 Server name or 1P address Add Browse
Sync
Connect Directories SELECTED SERVERS

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

E
Remote PowerShell 54 OBETIOFIEICKRB L BEIE. Web 7 FUr—> 3> 7Ox>H—N
—HERXAVIZBIMIETHTLETL,

T4 F—ROEDDFIBICOWVTIE, BEDBEENIT—REZFALT. ADFSOY—EX7HY Y b EERLE
9, Azure AD Connect ic&bD. DNS V-2 OFRBIEDKRIIDNRD SN E T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—RMXLIO—F%Azure ® DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

@ S0

= TAT

M5

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure B>V —ILT &3] #0Uwv o LEY,
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CitrixSaml|Demo
&3 USERS GROUPE APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e
citrsamidems cnmicrasoft com Basic Artive Mot Available fes
xE:

COFIEICEKKL5EIE. Azure AD Connect #R1TI BRIIC K X1 U EIREL £ 9

TR, M7 KL X fs.citrixsamldemo.net 7R — + 443 TIEGEINE T,

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federaticn service name fs.citrixsamigzme.net was verified and resclves to the following addresses;

10,0013

& The Extranet configuration was successfully verified.

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to
the following addresses:

104.45.19.206

Verify

Azure AD NDOBINDEZN

Windows 10 1 Azure AD ADBMAERITTEELS. X—ILT7RLAEANNTZL. ADFS 25T HBHLHH S
CNAME DNS L O— ROERIC DNS # 7 ¢ v XDMER SN E T (enterpriseregistration.<upnsuffix>).

COfFITIE. fs.citrixsamldemo.nete#b £,
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enterprissreristration.citrocamibdemo.net ‘
Type

CNAME |
= TTL TTL unit

1 W | | Mlinutes W
Alias

fs citrimsamidemo.net W

INT ) w EEERMER# R L TULV A LSS IE. Windows i ADFS 4 —N\N—% {53835 & S5. ADFS @ JL— HEEREE
#Windows 10 I EPa—2—IC1 YA h=ILLET, HEILOHERTNEBEDI - —THUY EFERL
T. Azure AD RXA 28 mML £,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN (&, ADFS FXr>a> bO—5—TRHINBZ UPN e —HIB3HBEDRHBLITFELTLETL,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYI VOBES O 4 %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, OJ 7 >9 % Microsoft Edge niE8 L. http://myapps.microsoft.comiciEgiL £9. 2D Web # k
Tld. PV TNYA A D EENICERINE T,

Citrix Virtual Apps =7z Citrix Virtual Desktops ®-1 > X k—JL

BE DA T, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO 5. Delivery Controller & & U
VDA RS > % Azure ICEERA VA h—ILTBENTEET,

C ofilTiE. StoreFront i& Delivery Controller t FILH—N—IZA Y XA b =)LTNTVEF,VDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—h—& L T4 > X k—JL& . Machine Creation Services  I3#& L TWF
BA (LA T3V THERTE D TETEY) EEZHTT BR0IC. 1—%— George@citrixsamldemo.net
WNRT—RCRATEZ e zBRLET,
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http://myapps.microsoft.com

77— arBEY—EX

HE |

é @|® httpe//localhost/ Citrin/Storel O = G| @ Citrix Receiver ﬁ{} ﬁ éﬁi

DESKTOPRS

Citrix StoreFront e =

f‘ll’- i Desktops

Details

Azure

StoreFront i1 —+'—ERRIER A LICFREETE 5 & 5.Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell A< > kL v k% Controller TERTL £ ¥,

JxT7L—2a3 il —EXRDO1 YR =)L

ADFS ##—/N—IZ FAS 1 > X k—JL L. Delivery Controller "8 & % StoreFront & L Ti#gE g 370D
W= E#BRLET (ZoflTIE. StoreFront #* Delivery Controller t ALEREBY I VICA Y X =LA TV
37®)e 1TVAR—ILEHERZSRBLTIEIWL,

StoreFront OiE

Delivery Controller 9 a>Ea—4—EFAEZERL F 9. £7/ce R— + 443 (IC1IS N> RZRTE L. StoreFront
DR—R7 KL% https: ICEE L T. IS & StoreFront THTTPS MRS NS &S ICHERL £ T,
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/ja-jp/federated-authentication-service/install-configure.html

a8 Citrix Studio =||=) =3
File Action View Help

e« xE B[E

] Console Root . ) Actions
4 B Citrix Studio (citrisam ClTR!x m -
O Search

I Machine Catalogs Add Server
[ AppDisks Server Group Change Base URL
8 Delivery Groups - View ,
@ Applications Group details
[ Policies 4 Refresh
[# Logging ) Sase URL: httpsi/ddc. H Hep

4 [ Configuration Mumber of servers; 1

B Administrators Configuration

= Controllers Madify the base URL for services hested on this deployment, For multiple server
= Hosting deploymants, specify the load-balanced URL for the server graup.

s Licensing
I3 StorsFront -
[ App-V Publishi Base URL: | https:f/ddc.citrixsamldemo.net ]
£ AppDia
@ Zones

4 Eb Citrix StoreFront

3 stores oK Cancel
o o =

< 1] | >

(Change the base URL of the server group. |

StoreFront T FAS H—N—NMEBAINZ & SICEBHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY hEa2a—7—%F v o LT. OF7F>IC FAS
HERINDZ =R LE Y,

File Action View Help
&= (=

| PRSI Application  Mumber of event

| L CustornV :
al ‘-i Windows Date and Time Event D Task C...

E Applic ¥ Information 5/31/2016 9:47:35 AM Citri.buthentication. Federated AuthenticationService
] securi @Infomatiori 3/31/2016 9:47:35 AM Citrix Authentication.Federated AuthenticationService
] Setup @lnlomation 5/31/2016 94713 AM Citrix Authentication. Federsted AuthenticationService
7] Systen {Dlnlonnatian 5312016 %4819 AM MESCLSMICROSOFT=2WID
] Forwa @lnformution- 5/31/2015 94544 AM Citric-Authentication.Federsted AuthenticationSenice
b Applicatic @lnfﬂm‘lution- 532018 54543 AM CitricAuthentication.Federated AuthenticationService
- Subscripti (1) Information 3/3/2016 S44:33 AM CitricAuthentication.Federated AuthenticationService
@Inlﬂm‘lation 5/31/2016 244:39 AM CitricAuthenticationFederated AuthenticationService
@Inlﬂn‘na{ion 331/2016 2:41:23 AM MSSOLSMICROSCFTE=WID
@Inlﬂm‘\ation /3172016 9:38:37 AM Citrix.TrustFabric
@Inlo:matinn /3172016 9:38:37 AM Citrix.TrustFabric

Event 204, Citrix. Authentication. FederatedAuthenticationService

General |Details

[S204] Relying party [| \WDAS] accessing the Logon CSP for [upn: george® net] in role: [default]
[Operation: SignHash] as authorized by [ WDDCS]

Log Mame: Application

Citrix Gateway %9 3 7= ? StoreFront DA

StoreFront 8>V —IL0 [FBEAZEOERE] GUI Z#EMA L T, StoreFront A'38:EIC Citrix Gateway Z M
TBHLOHEELET,
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/ja-jp/federated-authentication-service/install-configure.html

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources.

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting is applied when users log on wath smart cards,

[+ Fully delegate credential validation to Nethcaler Gateway

Citrix Gateway R3:E 4 7> 3 V& #HE 9 51k, Secure Ticket Authority (STA) @ & U Citrix Gateway
TRLROBRZITVWED,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

1] Enable Remate Access
Select the permitted level of access to internal resources

() Albow users to access only resources delivered through StoreFront (Mo VPN tunmel) (i ]

(®) Allow users to access all resources an the internal netwark (Full VPN tunnel) €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: [ [¥] NetscalerGateway

Default appliance: | NetsealerGataway

©1999-2019 Citrix Systems, Inc. All rights reserved.
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TIFL—2a B —EX

#FwLWAzure AD 77U —> 3> % StoreFront AD > > J Lo A ICHER

COtEo>a>TiE Azure AD SAML2.0 > > J L V7 Uiee = R L £ 9, JR7EIE. Azure Active Directory
TLETLYTRIV TS avHUETY, Azure AD BEEY—ILT [HFLWFZTUr—>3>] ZERL. [Fv
SU—hosT7FUr—a 2 BMLET] 2BRLET,

f N GA X
Add an application for my organization to use |
FEATURED APPLICATIONS (17) NAME

’- Add an unlisted application my
I EURTOM .‘ organization is using StoreFront

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on
COLLABORATION {314) integration cptions,

CONSTRUCTION (2)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B8)

[(AZREL] ATV FOBEBTERLTVWE, —BICRWT FUr— g zBM #8RL T 2—HF—pME
BI3HLWARZLT U r—>a vz EELET,

A O DIER

HE 215 O EIILOEGREERLT BR] XR—JIC7y7FO—RL. 77U r—>a3>07A> e LTERLE
ED

properties

APPLICETION TILE LOGO

SAML SBEEDIERK

TV =23 Ay aR— ROBER—JICRD. [T Y12F 0] 2 #8RLES,
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storefront

&3 DASHBOARD LISERS AMND GROLUPS ATTRIBLITES COMFIGURE

StoreFront has been added

[ISkip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD > > ULt > 2] IZx5d 5 SAML 2.0 sBiE=EAL £ 9.

CONFIGURE SINGLE S1GMN-ON

How would you like users to sign on to StoreFront?

[} Microsoft Azure AD Single Sign-On
Establish federation between Microseft Azure AD and StoreFrant
Learn more

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

) Existing Single Sign-Cm
Configures Microsoft Azure AD to support single sign-on to StoreFront using Active Directory
Federation Services or another third- party single sign-on provider,
Learn more

EAF] ICREEoXFIIREETE T (Citrix Gateway ICIRMINIEBRE —RTIVENRHD£T). D
flTid. [ URL] 7 Citrix Gateway t—/\—® /cgi/samlauth iZ2% > TWE 9,
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CONFIGURE SINGLE 51GN-OiR

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn maore

IDENTIFIER

https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogi/samlauth ] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

RDAR—2I2IE, Citrix Gateway = Azure AD OEFBEFAE L L THHRT 2 DICBERT 3 BHRIEENATL
£,

CONFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStorefFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-on:
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate [Raw) @

Dowmload Metadata (ML) (&)

(2]

. Configure the certficate and values in AzureStoreFront

ISSUER URL
https:/fsts.windows.net/blaef2 1b-d29f-4c20-2026-14d5e484c62e/

SINGLE SIGH-0ON SERVICE LIRL
https:/Aoginwindows.net/b1aef2 1b-d28f-4c20-0826-14d5ed84 062

SINGLE SIGN-OUT SERVICE URL
https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-9826-14d5e484c62¢

O confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 N ERMAZE SV >O— LT Ur>F > URLeH 7T URLZOE—-LEY, Ch
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JxTL—>a iREt—EX

o

5% Citrix Gateway @ [#BpK] BEICR—X L ET,

A—H—=ADTTVr—3 > DEIDYT

RBOFIETIE. 77V r—a>yEEHICLT. I—H%—0 myapps.microsoft.comy I kO—)LR—
K7 FVTr—2arhREEINDESICLET,. ChiF [A—H—cJIL—TF] R=ITTWFE T, Azure AD
Connect *AFAL 7R XA > A—H—TF ATV MADTIERAZEDETET, IFHDOTHIY FBLERTETET

M. <user>@<domain> NZ—2IZfE> TLWEWoH. BRI Y TI3HERHD £,

storefront
&3 DASHBOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE
SHOW |:|II Usars v
DISPLEY MAME USER MAME JOB TITLE DEPERTMENT
Azure Admin AzurgAdmin@citrixsamid..
George Lser george@citrixsamldemo.net

On-Premises Directory Sy...  Syn¢_ADFS_21a7€B0504T...

MyApps X—>

ACCESS

Na

Mo

e

METHOD

Unassigned
Unassigned

Unassigned

T —=a BRI NG e, https://myapps.microsoft.comT. Azure 7 77— a>pi1—4——8

ICRTREINET,
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https://myapps.microsoft.com

B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront

82016 Microsoft  Legal | Privacy

Azure AD IZBINILTWBIBE. OFA > Lica—%—I& Windows10i2&k D, Azure 7 75— a>yAn >
TIWHA VAP R—bINET, TAOAVEI Vv oI, TZUH—IEHICHER L 7= SAML cgi/samlauth
Web R—JiCBEL £7,

YU A1>F > URL

Azure AD B> a R—ROT7 V=3 IR S, 7FXV =g IlfBTES S V)L >4 > URL
BB rxERLET. D URLIZ. Web 7505 —1) > oD, StoreFront ICEEBH T 370D, X
A= XZa—D>a—bAY FOERICERINE T,
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e |i.i—i;| |f_\.'\r2
LA L ) L L :\I\.-' L

APPLICATION TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

O URL % Web 75 0#—(cR—Z k LT, Hilc#A L 7z Citrix Gateway cgi/samlauth Web x—12( Azure
ADHUAAL I bTBLSICLET, CNHAMEETZDIE. EIDETENEA—H—FZIFTY, Flel 2V TILYA
VHAVHFIATEZ0IE. Windows 10 @ Azure AD IZBIMLTWB O F >y 3 VI TY, (Z0EHDI
—H'—IZid. Azure AD OERBEROANADRDENET )

Citrix Gateway 01 > X b— )L K

ZoFITIE. BREADOUE— 7t XIZ. NetScaler (3 Citrix Gateway) ZR179 M L7=RET > > = EH
LEY. T VIEFAzure A7 THBATEFY, COBITIE. NetScaler11.0 @ Bring your own License]
N=2arzEFERALTVETD,
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Brnng Your Cwn License enabled.

Citri MetScaler is an all-in-one web application delivery controller that makes applications run five
times better, reduces web application cwnership costs, optimizes the user experience, and makes sure
that applications are aharays availsble by using advanced L4-7 load balancing and traffic
rmanagement; proven application acceleration such as HTTP cormpression and caching; an integrated
application firewall for application security; and server offloading to significantly reduce costs and
consalidats sepvers, Az an xln:[i:.Fthe_-n:l leader af service and ap r.||i|; ation d:"w_‘r}-_, Citrix MetSealer
solutions are deployed in thousands of networks around the globe to optimize, secure and control
the delivery of all enterprise and cloud services, Deployed directhy in front of web and database
servers, MetScaler solutions cambine high-speed load balancing and content switching, hitp
compression, content caching, 550 acceleration, application flow wisibilty and a powerful application
firewall into an integrated, easy-to-use platform, Meeting SLAs is greatly simplified with end-to-end
mianitaring that transferme network data into actionable business intelligence. Policies are defined
and managed using & simple declarative palicy engine, with no programming expertise required.
EYOL is available for customers with Methcaler Gateway VPX or Metbcaler VPX 10, VPX 200 and VPX
1000 licenses purchased via other channels from Citri

v Qi finlly Jo =

PUELISHER Citrix Systems

LSEFUL LIMKS

Web 7595 —D7RLIAN—ICHEIP 7PRLXAEANAL. 2—H—BHORICEESI N ERIBRZERAL T,
NetScaler fRE< > vicOd 4> L &9, Azure AD REET > > ®D nsroot 21— —D/NAT— RETEJ IHEH
HBCITEFELTLEETL,

SAEYXEEBML. ES1EYXTFrIILBBMENES [BiEEs] ##IRL T, DNS UYIL/N—n Microsoft
RX>aAybrO—5—%RAIVETEESICLET,

Citrix Virtual Apps and Desktops O > X =LY H— RE2RITT3

CDfITIF. SAML ZERLAEWV. > FILE StoreFront 8% B T3 e h 5B E T, CORBIIKEET S
E3ICHE->TH S, SAMLoOSH VRS —hEBIMENnE 9,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

What is your Citrix Integration Point?
storefront |

Citrix Gateway & & Uf StoreFront OIZERE#EIR L 9, Microsoft Azure TOERD 8. ZDFITIFR—
k443 Tid<, K=+ 4433 2R L £T. HDWIE. K—rEgRELD. Citrix Gateway B Web 1 +%
BIYYvILEDTBRHTEET,

MNetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

_ Redirect requests fram port a0 to secure port

COFITIE. BEICTEIEOHIC. 77MIILICRESNEBRFEOY—N—HIBEEr#FxF—%7yvO0—-RLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO—5— DB

RXA>aA>bO—5—R@7HVY MERICERINSZ 1O, TDIP 7 RLAZ IS5 UREEAZEICEBML £7,
AATOATRYIADET 1 —ILRTROSENBZERITTEFRLTLEIL,
Prmary authenticabon method®

| Active Directory/LDAP ™|

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

209 |

Time out (seconds)*

E |

Base DMN®

|'CN=U5EF5.DC= citrizsamldema DT |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute®

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|l|-[ ""|a

Secondary authentication method*

| Mone |

Continue Cancel
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StoreFront 7 KL X D#ERL

COfFITIF. HTTPS ZfEMA L T StoreFront MBI N TWA 7o, SSLT7ORJILDF TS 3> ZFRLET,

StoreFront

StoreFront FQDM*
ddc.citrixseamldema.net
Site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citrizsamldemo.net/sta

5=
(|

Storef

eFront Server®

w . o . o . 15 |+

Protoecl®
FrotosCo

ssL v

Citrix Gateway EFI DL

Citrix Gateway IZ#E#i L. I—H—RBENZXT—RZEAL T, BECEHPERICITONZ CZRBLET,
B )

3% Citris NetScaler VP~ Configur..,
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77— arBEY—EX

Citrix Gateway SAML 25t R — D EXML

StoreFront Td SAML ofERIZ. 1EHD Web # T SAMI ZEAT 3D L FEHTT. NS_TRUE OXZEAL

T. HILWSAMLARY > —%ZEBML &7,

Configure Authentication SAML Policy

Name

| StoreFrontSAML |
Authentication _:,'||¢-

SAML

Server*

| Azurehd E” + ||
Expression®

| Operators = || Saved Policy Expressions -

Frequently Used Expressions

WS_TRUE

Azure AD H5HIICEVG L7183 ZEA L T, HL L SAMLIAP —N—%#8p L 95
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Redirect URL®
291-4c20-9826-14d5e4B406 28 /saml2

Single Logout URL
| |29t-4c20-9826-14d5e4B4062e /5ami2
Ussr Fiald

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

PQOST ot
D Authentical on J

Sk T

5

IYVRY—IYRIRTLOWEEE

Azure AD IZER LT AU Y bEMERAL T, Azure AD IZ8ILTW3 Windows 10 ¥ X by AicOd 4> L&

¥, Microsoft Edge Zie® L T, WMTFICHESL £9: https://myapps.microsoft.coms

Web 75 9#—icid. 2—%—d Azure AD 77U —> 3 U HRRINED,

©1999-2019 Citrix Systems, Inc. All rights reserved.

87


https://myapps.microsoft.com

E Access Panel Applicatior X +

O
6 O Hj windowsazure.com @

Microsoft Azure george®

X

applications  profile

AzureStoreFront

22016 Microsoft  Legal Privacy

A EI YU T BERAEENT: StoreFront H—N—ICUAA LI FShB e =B LET,

B#HIC. Y I >* > URL #ER L EEES. & LU Citrix Gateway O 1 EADERIESHICEL D,
Microsoft Azure * ORI TI A AL I FENB L #HBRBLET,

&EBIC. Azure AD IZEBML TVWARWIY S YHREIC URL TEMMET 2 C e 2B L EY (L2 L. RYIDELERIC,
Azure AD NDEETRHBY 1 VA A 1 EfITHONET ),

953

Azure TIREBY S >ty F Ty T2 EIICIE. ROBEF TS 3V EEBRL TSV,

NTVyIZIPT7RLREDNS 7RELRDOANA

Azure IZFRZH T2y b ET, IRTOREISVICIP ZPRLZAZBHELET (COFITIZ10 ). TT7AIL LT
& BICEH IN/ DNS SRILTBRTES. NTUv I IP7RLABLEHREINET,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
GENERAL
e Il settings =
df22. 9-46ae-beTb-6470cdaeefca N .
Properties >
i settings =
& Configuration >
id tiles
®

Monitoring
RESOURCE MANAGEMENT
CPU percentage

& Tag:
& Locks

s Users

R N

3 Export template

[XTUyZIPT7RELZ[DNS B] SNILO [HA] ZBRLET, RETS>D/NTY v DNS7RLRZERL
£F9, L EDDODNSY—>T 7L TO CNAME SRICERATE. IP 7RLADBIDHETINHZED.
IANTODNS LO—RAELKERBTS Y ERIU T BE5ICLET,

Assignment

Dynamic [ nlils

IP address &

40.68.28.181

ldle timeout (minutes) @

DWS name label (opticnal) @

ns- citrizsamldemno w

swesteurope.cloudapp.azure.com

T7AT704—IL—ILDEY Ty T (EFa2UTcJIL—7)

30 REDRBFERATIVICIE. BENICERSNC I 71704 —)LIL—LOty DB, COty bEItEFa
UFa =T LTHSATWET, EFaUTosdIL—TRNTUYIIPTRLIADNSTSAR—KIPTRL
ARCEBESNE S Tr v I Z2FWLET, 77 1) FTIE Azure iZIRTORET S > AD RDP OERX %A
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n,
N

JxFL—>3 > F

L%9d. F7. Citrix Gateway H—N—B LG ADFS H—N—IF. TLS b5 71 v (443) Z&HXTIHEND
D&Ed,

REII 2D Ry bT—=042E—T 1 R] ZRAWVWT [Ry bT—=0tFaVTcJIL—T] SNILEIUvy
L&Y, [REtFaVTRU] Z8BHL. BUBRY MI—O 5T v O ZFRALET,

SUPPORT - TROUBLESHOOTING

B Auditlogs >
& Mew support request >

Sae-beTb-647%daeelca

REEIEIR
e FASOA YR b—=ILERRHICDOWTIE. T2 F—)LE#ER) #8BL TSIV,

o —MRM7%B FAS DRFBICOWTIE. TERT7—F77F v 28RL TSV,
o BERMBFIRICOWVWTIE, TEHMERIERI 2BRLTIET W,

Ee i EAN T 1

September 27,2019

Cotoiaro % fFTE. 77— 3 ilBdY—EX (FAS) OBELBERE L UEEICD UV THEA
LET,

BB

e FASOA YR b—ILEFIHRE Y b7y FICDWTE. T VA =)L) #8BLTLLETL,
o EBET7—F7TUFv1 Tk . FASOEET7—FT7IFvOHMERHBAL. KODEMET7T—FTIFvICEATS
ZFDIFHDEEADI I EB/BHLTVWET,

AEPRIKEI DR TE

November 8, 2019
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/ja-jp/federated-authentication-service/install-configure.html
/ja-jp/federated-authentication-service/deployment-architectures.html
/ja-jp/federated-authentication-service/config-manage.html
/ja-jp/federated-authentication-service/install-configure.html
/ja-jp/federated-authentication-service/deployment-architectures.html

TIFL—2a B —EX

CDRETIE. 77— a3 ViBiEr—E R (FAS) # FASBEIYY —ILTHR— b TN TULWARUVERR#ESH —
N—CHABTB-ODHFMBEICOVTHBLET, CDHBATIE. FAS #E M3 % PowerShell APl #fER L %
o CORBICEEHINTVBEHBAZERTI BE0IC. PowerShell 0 EBM##ER LTI L,

Microsoft :FFRt&RE% TCP 7 Ut XFICHER T 3

F 7 #I)L kTlid. Microsoft sFEA#REIZ 77 7t XiIC DCOM Z AL £T., COBA. 7717 T4+ —ILOEEN
EHICHEBZD. BN TCPR—MICHIDEZBZ N TEE T, Microsoft :ERBI%EI T DCOM /NI % B
F. TCertSrvER) DCOM 77— a>nONTos=RELET !

CertSrv Request Properties L2 | X |
| General | Location | Secusty | Endports | identiy |
DCOM Protocols and endpoints:
Y ... defaut system protocols

¥ Select the DCOM network protocol sequence that you want to
Sry  add Enterthe endpoint detals and cick OK when you have

Protocel Sequence: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defauk endpoints.

() Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endponts.

o ] [ caca ]

[TYRRAVE] ZEELTHNIY RRAY A Z2BIRL. TCPR—FESZEELET (LORTIF 900 TY).

Microsoft sEERHRI # Bi2#h L T, SFBAZERZEEL £ 9, Mnetstat -a -n -b) #RITTREAIE. certsvr
AR—F900E )RV L TWB L E2BRTINERDHD FT:
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LISTENING
[1sass.exe]
TCP 0.0.0.0:%00 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

DCOM IZIZ RPCR—+EFEATZXOAS I -3 Y RAT—UHH B 7. FAS H—/N\— (F7-I3EEREEZERT
BZ3TOMDTI V) ZHEETBIHBEIRIHD FEA. 7517 D DCOM 2FERTBIHELNHBZHESE. 75172+
(FEERAE Y —/\—d DCOM RPC Service iC#4i L THED DCOM H—N—ADT7 7 XZBRLEY, ThICE
>THR— K 900 AFL . DCOM H—N—IF FAS H—N—ICE A EZzIBR L £9,

A—H—ERREDERIER

I—H—fAEN FAS U —N—RTEFERINDI . 2—HF—0OJdF VIchH3REAKRIBICEEINE T, X
OtI>a>TE. B—F3EHO FAS Y —N—TaA— 4 —iFREZ EFEM T I AEICDOVWTHALF T,

Active Directory 1—H'—D—E%EEL £

AD I LTI TVZRITL. 2—HY—D—BZRDFADLSICT 7L (csv T7AILRE) ICRETRILICE
D, SIAEDERZHRET B ENTEEY,

Import-Module ActiveDirectory

$searchbase = ”cn=users,dc=bvt,dc=local” # AD User Base to Look for
Users, leave it blank to search all
sfilename = ”user_list.csv” # Filename to save

if (Ssearchbase -ne 7”){

Get-ADUser -Filter {
(UserPrincipalName -ne ”"null”) -and (Enabled -eq ”true”) }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter ”,” $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter ”,” $filename
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Get-ADUser (. 2—H—D—EBZERIZ7HDIZEITVFL Y FTT, ERDFICIF. UserPrincipalName
ZRBRAT—2ZAD TBH) OA—H—-DIZE—HBRTIB 7 ILZ—5IHIPEENTVET,

SearchBase 31#kic& > T. AD D2A—H—RBRENGHIEINE T, IRTOI—H—% AD ICEHTWBE. ThE
HBETEFET, F: COUVIVICE-T. ZHOIA—HF—HIRINZAEEDLHD £9,

CSV DIMRIF. RDESICHDFT,

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserpPrinci a1NamE"H
"testuserl@bvt.local”
"testuser2@bvt. local”
“testuser3i@bvt. local”
"testuserd@bvt,. Tocal”
"ucs3is@bvt. local”

"ucs3o@bvt. local”
"limcA @k Talsa 1™

FAS —/\—

WUTF® PowerShell 27 U7+ Tl MeiERSINc1—H—0—8BZEHAL T1—Y —iBAZEO—EIMERINE
ERS

Add-PSSnapin Citrix.Ax

Scsv = Yuser_list.csv”

Srule = ”default” # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in Susers )

{

$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address S$server.Server -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule” Definition” -Rule S$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule
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TIFL—2a B —EX

BHD FAS Y —N—DEFETZ5E. FEDI—HY—DFAEN A Y —N—T1E. TJz—IF—-N—-H-—N
—TIEHOEs 2EERTNET,

RO U7 R Tdefaulty £ WS RFIDRAIDBEDHDTY, BVAIBHERBZIES (Thelloy #¥) & X
YT R0 Srule THAETELTLETL,

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
hello g W
Status: QK
Template: Citrix_SmartcardLogon
EREBIAE ZEMLE T

Ik
Ik

BEHD FAS H—N—%FERTPDOHEIF. OJF P01 —H—|IHETZ < FASER
A

BEZEMTIRT,

GUI zfEMLTFAS ZBBiLy 5 HTETET .
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Initial Setup |Rules | Advanced Connect to another server

Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

UTOFIEZRITLET,

1. BLUWVEREEIAE #ER L £ 9, New-FasAuthorizationCertificate

2. ROARXVRICE > TREINBHFH LVRHIBEED GUID # XEL £ 9 :Get-FasAuthorizationCertificate

B.FASH—N—%X>FF 2V RXRE—RICL £9: Set-FasServer -Address <FAS server> -

MaintenanceMode S$true

4, FLUVBELIAZ# Bl £ 9.Set-FasCertificateDefinition -AuthorizationCertificate

<GUID>

5, FASH—N—DXVTFYRE—R%EBRLET, Set-FasServer -Address <FAS server> -

MaintenanceMode $false

6. HUVRLAEZE % HIFR L £ ¢, Remove-FasAuthorizationCertificate

REBHR

e FASOA YR b—JLEBREICDOWVWTIE. T2 =L@ 28R LTI,

s —MMATITFL—aVBEEY—ERBRIRICOVWTIE, TBHT7—F77F v 28RBRL TS

s TOMOEMFNABFIRICOWVWTIE. TEHEMELERI 2BRLTIET WL,

-
7.

W&+ —1R:E

November 8, 2019

LYo
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TJzTL—2ar iRt —ER

IEL®IC

WEZE—1% Network Service 7h oY b2 FERLTREIN. TIAIL R TIIRAR—FRFELTY—IENE
ER

MEX—ICIF 2 DOBENHD X7,

o BERMHEIEIRAZICEEETIF 5 TW A, Citrix_RegistrationAuthority sEBAZ T > 7L — + D5 OFEF —
o 2—H—:FAFICEEFIF 5TV S, Citrix_SmartcardLogon :EFAE 7> 7L — b H 5 O F —

IR AR E 12 I& Citrix_RegistrationAuthority_ManualAuthorization (F7 #JL T 24 BEE) &V
Citrix_RegistrationAuthority (F7#JL b T2 EBE) O 2 DOBENHD £7,

JxFL—a VR —EX (FAS) EEBaAVVY—ILD [#WELEYy 7y ] 2T0F|IE3 T EBE
N [FAT3] 200w o328 FASH—N—IC&>oTEF—R7HERIN. EAEEZEKRHY Cit-
rix_RegistrationAuthority_ManualAuthorization HEBBZ O SEFBEE ICEEINFE T, T NIZ—EFRIZEERE
ETHOD, TIAI LT 24 BEMEMNTY, MAKEBIIEHNICHRAEZRITLEL A SIAZEZRITIBIC
3. BEEICLSHMABBETOFSHOERTANIMBETT, SEAENFASH—N—ICHITThB . FASIZ
Citrix_RegistrationAuthority_ManualAuthorization A E % £/ L T Citrix_RegistrationAuthority zE8A
Z (F7AINT2EBEN ZE8SHNICEEBLET, FAS Hr—/N—I&k. Citrix_RegistrationAuthority sEFEZ %
B89 % & ¢ <Ic. Citrix_RegistrationAuthority_ManualAuthorization @&EFAZ L £ —%HIBRL £,

SRR ERY S —3MBF—ZEMEITZDDOIANTICH LT, TrTL—rTHEEEIN I -ty MIX
T BHAEERORETZHA T 570 BREEIASICBIEMITONTMEF—IFFIHETT, BRLT. C
DF—ZEETHHDORIENTH, Ly bPROI-—H -k RRIEHRTETET,

ROWTNHZFERAL T, BARBOEF) 7 BEFICENL THEXF—DPMREINZELSICFASH—N—%Z @R TS
F9:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. %7:zi& Microsoft V7 bz 7+ —iEiEE 7
ONA 4 — (BREERES LU0 —Y—iBAE[mH OWEF— )

s FSRTFYRTSY T x—LEYa—)L (TPM) Fv FEERELT Microsoft 75w b7+ —LFx—EtE
W7ONa 42— (BFKEIREOWEF—A). &0 Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft vV 7 o 7 —ZBATONT 4 — (- —HEAZOWEF—HA)

e NmRIzT7EFaUTsEIa—I)L (HSM) RYHZ—@ HSM FN1 Rz ERALIBSY—E R Fld+—
B TONT S — (BEREEAES S0 1 —Y —3AEEAOWE+—HH)

WE* —DBHRE

3200FT2avosSs50WThhEEALTFAS 2R LEY, TFXMIFTr 2 —2EAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L 2 #REL £ T 77 1L DT T
# )L~ DBFRIE FAS +—/X—@ Program Files\Citrix\Federated Authentication Service 7 #JLZ—T79,
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JxFL—>3>

lij

B —E X

o

<?xml version="1.0" encoding="utf-8"7?>

<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>
<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>
<!-- add key="Citrix.TrustFabric.ClientS5SDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->
<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>
<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>
<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, ¥—EXDEFRICOAERT 7 ML EZHHAFHET, WTNHDOBEHEESNIIZE. HILLREZ R
TEBDICFAS ZBEBTBIHVENDBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 LOBET 2 EEZRD L E D RE

LFTY:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG API o1 b #

)

&

true

aAX> bk

CAPI API =

false (7 #JL 1) CNG API 28

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName ({(EAR3 2 O/ & —D&Hi)

fi&

aXT b

Microsoft Enhanced RSA & & T AES F7#J)LiE CAPI ZONA A4 —TY
Cryptographic Provider

Microsoft V7 by 7 —2BEH FO/N1 4 — FI7A4IMFZCNG FONTISH—TT

Microsoft 75w b7 x#—LFx—RBEH7ONME— FTI7F#IL NI TPM Z7ONAE—T9, TPM (g2 —¥

—F—ICRBEDLEEA. TPM BEREEF—ICOD
HEALFET, FAST—N—ZREBHIRIETEITITS
FEOHZRIF. TPM BLUNAN=—NAHF—DR2H
—ICRBUD T R— TN TVEDESHZERIELT
<TEL,
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J7x7L—2avilitt—ER

& aX> bk

HSM_Vendor CSP/Key s2f&i& 70O/ 1 4 — HSMARY A —IC L > TIREINE T, BIIRVH—IC
Lo TEBRDET, FAS H—N—%{RELKIBE TRT
TBFEDHESIE. HSM R4 —ITRBI A R—
TNTVBIHNESHZERRLTIRETL,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI| DI&DHKHE)

& aX> bk

24 Default, Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24 #&8R L £9, CAPI THSM %
FEAT3EE. BLUHSM AR A —TRIDRA T%
BESNTULRHBELUIMNG. BIC24 THHIRELHD
E

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS H#&+ —i2{F%2R1T9 2%
ENHBIHEIF. CCTHEAITNTVWSEZEBLET), MEBFX—0 ITIRR—AEE 757 2&HLET, /\
—RITF7THR—FINTVEEEIE. TPMF—I L —COFERDHFIINET,

fi& aAX» bk

NoProtection MBEX—ZITOAR—bTEFET,
GenerateNonExportableKey Default, BZEF—%2IT I XKR— b TEEEA
GenerateTPMProtectedKey MEZX—IE TPM ZEHE L TEEINE T, WMEF—

i& ProviderName T#8%E L 7= ProviderName (fl:
Microsoft 75w b7 # —LFx—RiBE 7O/N1 4 —)
ENLTRMASINET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (fi&Z+—nH 1 X% Ew ~BEAITIEE)

& aX> bk
2048 TIAILMMETY, 1024 £7-13 4096 = FHT 3
CHTEET,
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JxTL—>a iREt—EX

o

BRI 7ITIIOREZUTICNMBELET (1A —IBOT T4 FRERKARTRLTVED),

Provider

L “True” “False”
egacy
CAPI API (CNG API)
csp ( T )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. Csp KSP Software KSP Platform KSP
Name Cryptographic i
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, @eILERor 4096

BT F0f

1

CDfEITIE, Microsoft V7 bz 7 —REEHIONA A —EFEAL TRATN TV 3 BFIELEIIRAZ MRS —
LUV —AEDMEF—ICDVWTEHBEALEY,

T I7AL DAY A= ILEDEETY . BMOMEF —BHIFFETY,

2

CDfliE. Microsoft 75w k7 x—Lx—REHEONAE—2FHALTFASH—N—DIHF—R—RD/N—FR
D7 TPM IR TN TV B EFEBAZEMZ T —. LU Microsoft V7 bz 7+ —siEEHTONI 4 —%
FRLTEBHTNTWVWS - —iEEMZEF—%2RLTVWET,

CDIFUAFATIE. FASH—N—DOIH—R—KED TPM X TPM OEETD RFa X MZEDWT BIOS TF

I h, To% Windows THHHINTLWEH DL AHHRLTVET, #L <IE. https://technet.microsoft.
com/en-gb/library/cc749022(v=ws.10).aspxE&B L T 3L\,
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PowerShell DfEfE (H#3E)

PowerShell ZfEM L T. BFWRIAEZEZ A 751 Y TERTEI 9, Chid. SEAREN A > 51 > OIEBEES
BERTEFRBBEIAZEZEITLAVLSICT 2EBICHESOTY, FASEEIVY I EZFERALTA TSIV TH
BHBAEIAE DELRBERZITO CLIEFTEEEA,

FIE1: SBO>Y—IL%EFERLYIE FAS #EREFICIE. RO TEEREZET > 7L — FOERI KLU MRERFEEE D
ty b7yl O200FIEEIFEETLED,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on ancther certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE2: :EBAEE Y — N —THEBAZE T > 7L — k MMC 2+ v 71 > %3811 L % 9.Citrix_RegistrationAuthority_ManualAu
TYIL—rrHEIUYIL. [FYTFL—FOER] ZBERLET,

(] 27%BRLET, TOTL—FREANPHEEELET. 0BT, 7> 7L —+RIE Offline_RA. &
HEARIS 2 FFET Y,
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Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security
Compatibilty | General | Request Handling | Cryptography

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE3: GEAMEEY —/N—T. EEAE MMC X+ v 71> =zEBIML &Y. 3. [ERAETYFL—F] 2G50V w0
L&d, [FRIERR] Z2IRL. [BEITIB3ERETVSL—M 29Uy I LET, ERLEEND DTV TL—
ZERLE T,

FI|E 4: FAS H—N\—TxdD PowerShell v RL v b EFHAHET,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

FIBS5: RSA*—~R7% FAS #—N—0 TPM ATER L. FAS #—/\—TXR® PowerShell av> kL v b EXN
DU THAZEBEZRERZMERLET. *F: —HDO TPM TR F—DRIVHIBRINET. 774N FDF—DRS
&, 2048 EwY b TT, N—RIUZ 7 THR—FINTLWBF—DRIEHFEL TSIV, LUTD TFQDN of FAS
Server] |&. FAS #—/X\—®d FQDN T%,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>
Rl RLET:
New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.

auth.net

UTFHRRINET,

« IdGUID (ZoffiTik T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IEHDFIETHETT,

« 2O PowerShell Av > RL v ~d. BREBEEAZEOMEF —DERICERINZ —RNA TEEF]
CERBML TSIV,

e COOVXYRLY hERTTSHE. FASHREIBINZ S ICHER T 7 7LD S AENZELF T
wIEN, FRTZIF—DRIVREINET (774 KE2048 TH),

« ZOFED PowerShell i2 & - THIMA S 1 3 EERIGBITFAZ ME F+ —121ET-UseTPM 7 Strue IZ:8E
TNTWVWBTD, T71IILHS5DET TPM OFERICHRELRREIC—BLBVDDRERINET,

e COOXRYELY FDEITICE>T. M7 7 M ILDBRENBEINZ LIEHD £FE A,

o FAS THIAT N3 BGO 1 — —ERENEF —BEIRMEORITHIE. FASHRBLEIICT 71l
NEFHmARAENTENFERINE T,

o« FASH—N—PI2—H—ZFAEZHRITT 5 L T T 7 1)L T KeyProtection &% GenerateTPM-

© 1999-2019 Citrix Systems, Inc. All rights reserved. 102



il

TIFL—2a B —EX

o

ProtectedKey IC®8E L T. TPM TRESTNZ I —H —IAEREF—F2ER TR cHTESE
ER

TPM BE£—RT7OERICERINIZ 2R T 31213 FAS T —N— L TF—RT7HER I N/ D Windows
ARV EA=T—DO7 IV r—>3200%Fzv I LEY,
@ Inforrmation  22/07/2019 12:5%:42 Citrix.Fas.PkiCore

® Information  22/07/2019 12:39:41 Citrix.Fas.PkiCore
Il Information  22/07/2019 12:59:41

14 Mone
16 Mone

Citrec.Authentication.FederatedAuthenticationService 13 Mone

Ewvent 15, Citrix.Authentication.FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: efla73d7-bb61-44af-8d21-
1159d864da2e]

E: OTM[TPM: Truells &H->TWVWET,

OJIEUTOLSICEST T,

Application Number of eve

Level Date and Time Source Event D Task C...
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 Mone
] Infermatien 2019 12:3%41 Citrixc.Fas.PkiCore

@ Information  22/07/2019 12:5%:41 Citrix. Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey::Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

s¥: TProvider: [[CNG]] Microsoft Platform Crypto Providery & ->TW%d,

FIE6: sIAZERE I IV ETFRAMITAZ—ICOE—L. TFRMT7AMILELTT A RVICREFLES,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwWwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3F94PAFbNrjEIOHc+48y /WsPgPRgcq9XBwRjzpGj0gORoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9JuJl aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMDQY JKoZ ThwcNAQENBQADgg EBAT JVEjRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]18Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbelglVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcFul@jrd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: UTFOaT> R%E FAS H—/N\—® PowerShell iCN L T, SFFAEELERZHBMEICIEEL X T

certreq -submit -attrib ”certificatetemplate:\<certificate template
from step 2>” \<certificate request file from step 6>

RICHlzRmLET:

certreq -submit -attrib ”certificatetemplate:0ffline_RA” C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt

UTHERTENET,

PS C:wlsers‘Administrator.AUTH> certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:ilUsersMAidninistrator.AUTH\Des
ktoph\usmcertreq.txt
fActive Directory Enrollment Policy

£4F76160E-0BOC-4D21-A4FD-2E29502177C2}
INETH

CORRT, THEEAREO—8] V1 Y RUDNRRINZEEELHD ET, COFIOEAKETIE http (L&) &
& U'DCOM (&) EROMAHEITY . FATESHRIEDCOM AT a vz #ERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENYFEE S5 . PowerShell IZ& T RequestlD ARFINE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:-ilsers\idministrator_ AlTH \Des
ktoph\usmcertreq.-txt
Active Directory Enrollment Polic

{hF?61ﬁﬂE ﬂBﬂE 4021-ahFD- 2E295“21??E2}

ldap

Hequestld: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrater.AUTH> _

FIiE 8: :FEAREH —/\—DIBA%RES MMC X+ 71 > T [Pending Requests] #2Uwv oL %9, EXRID
ZHRELET, EXZHEIUYIL. [BT] ZBRLES,

FIE9: [BITLIHRE] /—FEZBRLET, BITLEEND OHEERE (BEXRID A —XK T 2iEHHE) 2RO %
T, SAEEA TNV O LTHSIET, [l 47200y o LEY, [T7rIlAdE-] 20Uv o L&
Yo ABABDITIRAR— b HF—RHBHEEXT. [RAN] Z2I9UvILET. ROT7AIWHRDOF T a2 zR
RLET,
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ |Export all extended properties
(_) Microsoft Serialized Certificate Store (,S5T)

fzzliz [Cryptographic Message Syntax Standard- PKCS #7 :fBZ (.P7B)] %#ERL. [FEPAD/XRIC
HBAMAEEFTRTHNEIIRNTEL] ZFVICTBIRENBD XTI,

FIE10: T RR—bThicEAEZ FAS H—N—ica8—L &7,

FIEN: FAS #f—/N\—LTHR® PowerShell %> FLw rEANAL T, BRWEFAE % FAS F—/N—I21 VR
—hLZET:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>
RicHlzRLET:

Import-FashuthorizationCertificaceResponge -—-address fasham.auth.net -Id 5Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ehe-abf8-4b2cfd6?cald? -Pkes?CertificateFile CoslUsersZAdministrator.AUTHADesktop\TPH_UCS_Cert.p?h

: Sacddibd-b484-Gebe-abfi-Gb2ecfdé2cal?
- [0ffline CSR]
:oabe2Tfec-1dd7-4e2b-3963-16ecI 11020

0k

Flg12: FASEEIYY—IL2&T L THEEBLXY.

- Citrix FAS Administration Console - connected to localhost = | = -
Initial Setup |Ru|es|Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

A [COY—ERZFELY 3] FIRICEEEDOF T v IR—IDBEVTVET,

FIE13: FASEEOYY—ILT [L—Jl] 27%#ERL. T VX b—JLeiEf) ORRICE>TREZHELE I,

FAS 121>V —ILDOfEA

FASEEIVY—ITRA TSV DMAEZBRERERTTI RV, HETERRBIIRAEOL > 51> D3
BAEZELERNTFASNBWVERD, FASEEIV Y -IILOERIIEED L EHA.

FAS o#IEIDOty b7y FFIBOETH. SAET Y FL— rzEBRAL THERA#EE LY 7y LB, T—EX
Z5e (BHEIEFROFIE3) I 3RIRZITVET:

FIET1: UFOTZ2RDEHEDEBELT. BT 7L ZRELE I,

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.EKeyProtection"
value="GenerateTPFMFrotectedEey" />

T7IIIEUTOLSICRREINE T,
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/ja-jp/federated-authentication-service/install-configure.html

B —E X

gw

Jx7L—>3 VR

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.RKeyProtection" value="GenerateTPMProtectedKey" />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></cenfiguration>

—%D TPM TEF—OREINMNERINTVET, 774 FOF—DORTIE 2048 EY FTY, BEVD/N—RY
IT7THR-FETNBRTOF—ZRELTLRTWL

FIE2: y—EXRZFHFALE Y,

FIE3: FERAEEY —N—Nn5. REPOIEAZTERZFHTEITLE I, EREEMAZIIE N5, EEO
V=Ioty b7y FEFROFIE I NEBICEDD Y, CORRT. BREEMAEOWEF—IE TPM TER
TNTVET, #BAERFTIAIL T 2EBEHTY,

FIE4: ROLSICHER I 71l z2HmELELE T,

<add key="Citrizx.TrustFabric.Client5DE.TrustAreadoinParameters.EeyProtection”
value="GenerateNonExportableKey"/>»

i

FAS (3 TPM TRESNcF—T2—H—iAZZEMTET EIH. TPM BRBIROBRICITEENES E S
AIREMED B D £,

FIg5: FASZBEFHLET, CNICED. T—ERICEZER T 71 ILOBGAHAAADEHEI TN, TEINED
RMINET, BHROBFMEF —IREEI—Y —HEEF—ICRELE T, CNSORETIE TPM ICHEF—
REINEEAN, Microsoft V7 bz 7+—siEgrONA4—PMERINE T,

FIE6: FASBEEIYY—IT [UL—] 27%BRL. T VA —)LEiEM) ORRICE>TREZHELE I,
513
COBITIE. HSM IZBMTh TV S EREEHAZOMBEF -8 L1 - —IAZOMEF —ICDVWTHHAL &

T COFITIE. BREAD HSM 2R8ELTVWET, HSM IZiZ7ON14—% (THSM_Vendor’s Key Storage
Provider) #¥) n&&Eh %7,
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il

Zx7L—2a Vil —EX

o

FAS 1 —N—Z REBHURETEITT D2 FEDHEIEZ. HSM ARV A —ICNA N=NAHF—HHYR—-rThTLE LY
SHetERL TIRT L,

FIET1. EEIV V- ZFER LI FAS Oty b7y FBICIZ. RAID THRET > L — ~OREMI LU T
BBty 7y D2 O0OFIBREITERTLET,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to puklish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE2: HSMARY A —DRFE a2 X> T, HSM @ ProviderName 0z ®#Z L 3, HSM 2 CAPl Z{ERL T
W3BIBE. 7TONAME—IERFa XY FTHESKT—EX7ONAM4E— (CSP) iR NTWBAEEEDHD £7,
HSM ' CNG 2R L TW3EE., 7ONI 4 —3F—BH7ON1E— (KSP) B RSN TWBRTEEMENH D
£9,

FIE3: BT 7AILERDLSICHRELET,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ProviderName"
value="HSM Vendor's Key Storage Provider"/>

T7AIIEUTOLSICRRETNE T,
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JxTL—>a iREt—EX

o

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-- add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedkey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!-—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-—— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

SO>IV ATIE HSM A CNG 2R L TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC:2E
INTWET, HSM A CAPI =R L TW3 &S, ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWADZHEBL T LTV, £7. IEIHR
RSAF*—4£MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBLTLETWL, O
DFITIH. F—ORIBT I+ ED2048 LY MIRESTNTUWET, BELLEF—ORIABEVON—FRTI T
FTHR—FINTVWREEBRLTIIETL,

FI|@ 4: Citrix Federated Authentication Service #Bi£81L T. R T7 71 ILH S DEZFHFAHE T,

FIg5: HSMAATRSAFX—~R7%#4ERL. FASEEO>Y—/Ld [Initial Setup] %7 T [Authorize] %2
Uy LCHEEREEREREERL £,

FIE6: Windows 1R rOFZOF7 FUr— 3TV b aFzvo LT F—XRPHRHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e160881 2-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

s : [[Provider: [CNG]] HSM_Vendor’s Key Storage Provider] £ > TWF ¥,

FIET7: SEPRHRIH —/N\—T. :IPAHRE MMC T [Pending Requests] /—R%ZEIRLF7,

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIM ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTHVUCSHSMS

BRzHIUv oL [FET] ZBRLET,

F: [COY—ER%EFATB] FEICIEBEDTF T v IR—IBMFVWTVET,
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Initial Setup |Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

Publish

\/ Authorize this service

Deauthaorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

FASSEFREX hL—2

FIE8: FASEEIOYYV—ILT [L—IL] 2TZFRL. T71 2 b—I)LEiEMI ORI > TREZHFEL T T,

FAS T3, FEBAEDRTFIC FAS # —/S\— L d Microsoft SEBAE X b 72 AL £ A, BORABT —ERN—%ZME

RBLEY,

EERMEIERAZE O GUID Z45E T 31C1E. FAS H—/1N—T%x® PowerShell v KLy b EANALET:

1 Add-pssnapin Citrix.a\*

2 Get-FasAuthorizationCertificate - address \<FAS server FQDN>

fer 21X, TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; ¥ AL %7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355”34..4 bBc3-4cac- hach:l—-ebjce..llfslc
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

a—H—EAEO—BEEG T 3ICId. UFEANALET, TFQDN of FAS Server) &, FAS #—/\—o FQDN T
EL

Get-FasUserCertificate - address \<FAS server FQDN>

ffl: Get-FasUserCertificate -address cg-fas-2.auth.net

» Get-Ucsls i1 cg-ucs-2.

humbPrint : 7BAZZB79F40EES2125A

IserPrincipal Name : walter@adfs. ext

ole default
ertiticateDefinition : default_Definition
xpiryDate 05,/04,/2016 12:02:13

pE
HSM ZfER L THZE+—%2F®E$ %%H4a. HSM 3> 77+ —& GUID THAISN£d, HSM RO#MZ+—D
GUID ig. xpaAX > RLw FTEIETE %9, TFQDN of FAS Server) (&. FAS %#+—/\—® FQDN T3,

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

RIHlZRLET !

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo $true
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sershadministrator: Get-FasUserCertificate fas3.djwfas.net

yIdentifier : 38485cdd-63af-43e4d 246b1112
ovider : Microsoft Software y ge Provider
: Tri

ThumbPr : AD24A1FAS S966AA4DB19ABLABE
UserPrincipalMame : joe@djwfas.net

Role : default
CertificateDefinition : default_Definition

ExpiryDate : 19/81,/281 9:18:4

ESpEE
e FASOA YA b—ILERBRICOWVWTIE. T X =)L) 28BLTLETL,
o —MEMAR FASORBICOWTIX. Tz FL—YaViBbat—ERD7—F7 7 F v DI E] #8BLTLE
TLV

s TOMOEMFNABFIRICOWVWTIE. TEHEMELERI 28RLTIET WL,

X2V TrERY FT—TDIEK

November 8, 2019

TJx7FL—> a3 B —E X (FAS) IZ. Microsoft Active Directory & & Uf Microsoft sEBA#RE ¥ BZICHE
LTWET, RXr>a>bO—F—PEDIENOEBRRBAVIFRA NS VFvEEKIC. EFaUTasRUS—%
BETZLICE>T. PRTLOBYAEBLREEZITS CLHEETY,

CORFaXVETlE. FASZRETIBEICER TS, EXxa)THEOMEBICODVWTHALE T, £ 1V
T5AMSO0FvDEF 2 T REICRIULDFBRIAEREBEDEICDWTHHAL £,

2y hT—OT—%FOF v

ROMIF. FAS BRTHERAINBEELDVR—X 2 beEFaUTAEBRERLTVET,

FAS r—N—i3, G FXr> > bO—5—HIZ. €F a2V T LEERA VTSRS IVFvO—HL
LTHONZBELHD £F, 7TT7L—> 3 VEBETIE, Citrix Gateway & & U Citrix Storefront i, 2 —4—
FEEEITS e MMEBI NV R—2> T, TDIEFN D Citrix Virtual Apps and Desktops 3> R—x> b+
i3, FASENOEEZZITEE A
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Citrix Microsoft Microsoft

Federated Authenti-
cation Server

ADFS Server (with
Web Access Proxy)

Certificate Authority Domain Controller

DCOM /

FAS User

Windows Server Windows Server

Windows Server

UPN

y FAS

TLS Server = Authorization ' Certificate walter@auth.local
l Certificate & Certificate Template Alternative UPN
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| Anaclit system events Success, Failure

AEPFAERREE O S
AAEOBMMETF T v o

AT — bA— REEBAED DERFEIFAE (MEBEFX—FE) L LTIV RAKR—bINEBE ROOIY RTHRIETE £
¥, certutil -verify user.cer

CAPI OJ 0Bk

RXqr>yarbrO—5—1—H—IPYTlE. 1RV FEa2—7—%F W T, Microsoft/Windows/-
CAPI2/Operational Logs oOx > oG8k L £7,

CAPIOZE. RDOL PR M) F—THIETE %9, CurrentControlSet\Services\crypt32

fi& A

DiagLevel (DWORD) ML A~JL (0~ 5)

DiagMatchAnyMask (QUADWORD) ARV LT 1 LE— (FRTIC OXFTff Z1ER)

DiagProcessName (MULTI_SZ) 7Ot REF (2 xIE. LSASS.exe) IC&B 7114
CAPl O 7
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TJzTL—2ar iRt —ER

Ayt— Bz

Fr—>DHEE LSA #* CertGetCertificateChain # 3—JLL £ L7z
(BRET)

KhrER LSA 1t CertVerifyRevocation #a—)L L & L7z (4
REL)

X509 #7¥x v~ SHAE— R TIE. EEPAE CEEEAE LY X~ (CRL)
H* AppData\LocalLow\Microsoft\X5090bjects
IV TEInEy

Fr—YR) > —DE:E LSA #* CertVerifyChainPolicy #a—JLL & L7z

(INSAX—=E—BT)

IS —AXytE-Y

I>—13—FR e

EREINTULARVERE AX— b H—REEEAEZ. dAEZFERAL TV Ea
— 2 —QOHFREREAZER F 7B L EETES /)L — ME
BBEX M 7ICERTEEFHATLT.

HAFRRERMDF TV I TS — SFEAZE CRL BEBHAR T > MK > THESNILETRL R
MPEXAX—rA—FRDCRLZATVO—-RTEEEA
TLTo RHF v IHREDES. CNHRREC %
STATFUHKREMLET, #L I TAEAZ C 26
F—EHE) €U arESRBRLTIIEIWL,

HAERREFERARRIT S — AFRAEA O A VICEL TVWEEA. Tc RIE. H—
N—HERAE £ 7 ISBRMPAZDRTAEMDL B D £ 7,

Kerberos O

Kerberos O % Bk T 3I1ICIE. RX/>a o brO—-5—8LKUVIVRI—F—II 2V ETROLI I NUEEE
BLEY,

N1 (EET] & [DWORD]
CurrentControlSet\Control\Lsa' LogLevel 0x1
CurrentControlSet\Control\Lsa\WéeHeDebPelarakters Oxffffffff
CurrentControlSet\Services\Kd: KdcDebuglLevel 0x1
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N1 EDRH & [DWORD]
CurrentControlSet\Services\Kdc KdcExtraLogLevel ox1f

Kerberos O7 13> AT LA ARy rOJICHAThE T,

s MERTEIRVEEEAE] BEDA v E—JIE N EETT,

e RD2D2DIZ——FIFBFERIEMEMNODLDOT, EELTHEEDD THA,
- KDC_ERR_PREAUTH_REQUIRED (BIFID R A-f> Y bAO—5— OBAEIRED/SHIZER)
- REgHRITS— 0x4b

AR FOTAyE—D

CCTik A=Y —PEEREEFERAL TCOJ A Y LIEBEICR X Ay rO—5—6LUT7—0XF—> a3 VICH
HEh3O07T> bUORHICDOWTEHBELE T,

e FXr>aykO—3>—CAPI2OY

e FXr>arvbrAO—5—tFallFros0Y
Virtual Delivery Agent (VDA) xaUFsO0%
VDA CAPI O

« VDA ZRFL0OY

RXsr>a>rrO—>— CAPI2 O

OJF YERICR XYY bO-F—EREEDMREZRIEL. —EOOJT TV MU ZROEATERL 9,

Operational MNumber of events: 6

Level Date and Time Source Event D Task Category

#1 Information 21/06/2016 15:14:54 30 Verfy Chain Policy
{Dlnﬁnm‘latian 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Infermaticn 21/06/2016 15:14:54 CAPIZ 90 X509 Objects

(i) Infermaticn 21/06/2016 131434 CAPIZ 41 Verify Revocation
@In!’nm‘lation 21/06/2016 15:14:34 Capiz 40 Verify Revocation
@In!‘nrmatinn 21/06/2016 15:14:34 CAPRZ 10 Build Chain

REARY MO A vtE—21F, VDAICEL > TREINZFAPEICESVWTFI—VEER TS Xr>a> hO—
S—_FkiC lsass.exe #RR L. TOZYUM KPR Y) #HREL £9, #RIE TERROR_SUCCESS) t LTRTh
£9,
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14
&
I
n,
N

JxFL—>3 > F

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[ chainRef] (FFO3F79B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0

- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FEDT86318F)
[ SeqNumber] 1

- Result

[ value] a

RXs>ayerO—S—txalrFo047

RXA>a>bO—-5—3F—E0OJF VARV FERRLET, TBHARY NI 4768 T! fHEZFEAL T
Kerberos Ticket Granting Ticket (krbtgt) Z#1TL £7,

CNEDFIOXYyE—JIF. FXA> O bO—5—ICWHLTRHTEIT—N—DIPVTHAIY FZRRLET,
INEDBOXYyE—TJF RXAYOAY O—F—ICx L TR D DICFERINB L L krbtgt ICBT 32
—H—ThorrERRLET,
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BEY—E 2

ik

JxFL—>3>

Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 1514:56 Securiby-Auditing 2624 Legon

D Audit Success 21/06/2016 15:14:56 Security-Auditing 4624 Logon

C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations

Audit Success

21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service

©, Audit Success

21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 47638, Security-Auditing x
General D:t-h"il
@ Friendly View () XML View
+ System
- EventData
TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid §-1-5-21-390731715-1143989709-1377117006-1106
ServiceMame krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12

PreAuthType 16

IpAddress +fff192.168.0.10

|pPort 49343

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001 D1 FCA2ACI0OF36879CEECQOO0D0001 DT FC
CertThumbprint 23BC&SAFBTF18787ADAAADSCEFOSCCTS05C4176F

VDAt*aU7«0O7

OJF ARy MG T 3 VDAEF 2 U T BEOJIFA RV~ IDH 4648 DT> k1T, winlogon.exe IZ &
DEBINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
;| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATSS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-0000000000007
TargetUserName fred
TargetDomainName CITRIXTEST
TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)
TargetServerName localhost
Targetinfo localhost
Processid Ox126c
ProcessName  Ch\Windows\System32\vwinlogon.exe
IpAddress 192.168.09
IpPort 51171 W
VDA CAPI O
ZoH> 7L VDA CAPI OJ14. lsass.exe hoB—DF t—YEIIRB LIRS —7 Y RERLTHED. KX
4 >a> bO—5—3BAE (dc.citrixtest.net) ZHELTVET,
(1) Information 21/06/2016 15:14:54 CAPI2 20 Verify Chain P...
(1) Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain
(1) Information 21/06/2016 15:14:54 CAPI2 90 X509 Objects
(j_j Information 217062016 13:14:34 CAPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:34 CAPI2 40 Verify Revocat..,
@ Infarmation 21/06/2016 15:14:34 CAPIZ 10 Build Chain
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TIFL—2a B —EX

\l

- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6012E1E1800EG1BEDBOTIETS86ERBD1 2B7
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 LAY

Kerberos O v Bk INTWVWEHEE. > X7 L0514 T5— KDC_ERR_PREAUTH_REQUIRED (##32L T
NEVWERA) . KerberosOJ# >Hth L e 2R~ d Winlogon 50> FUZRRLF T,

(i) Infermation 21/06/2016 15:14:56 Winlogaon 700
I!-;'I'Erri:lr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard

©1999-2019 Citrix Systems, Inc. All rights reserved. 133



\
w

\
&
i
,
N

JzrLlL—

IVRI-Y—IS—Xvt—9

C T Windows O # Y R—STA—H—ICRRINBZ—MBH RIS —Xvt—J0—BZ2RLET,

RASNBIS—Xvt—2

BUWRI——BELIEINRT—RTT,

SATFLICOT AV TEEHAT L, BRIERZRE
BTEFEATLT /SOERIE. HR—FIhTW
FtAo

SRATLICOTFVTEELATL. RADT®HIC
FRAINIAY— b A— FEEAENMEETEIEEAT
LTCO

THYY R TAR— hA—ROTE VAT K- Sh
TVWARVEHOTA Y TEEE Ao
BRINF—DBEELELA

AX— b H—FOFERERTHRICIS—IEELEL
1z

AX—rA—RZBEALTLIETV

PIN A RERTY

AL L VSR

dAYEa—42—@F1—Y—DENREAES S UOWE
F—ZF-oOTWB AL TWETH. Kerberos K
XAy bO—-F—DERZEE L F LT, CDiE
ED TKerberos O #8RBLTLET W,
FXA>OY FO—F—ISBETIRVLD. FX1Y
dY bO—Z—ICEYREEAED 1 VA =L EINT
WEHA. CTX206156 DiERICE> T TRXr> O
YhO—5—1 B&LUY TRXA>a>bO—-5—0R
HE1 EERAEZ R X > > bO—5—ICBERLET,
ChiFBEEATMELH D £7. BEEFEOMAENEM
ICRXZBETHAKTT,

FREEERRE ¢ )L — MERRZEA O— ALY Ea—F—
ICAYRAM=LETNTVEEA. FXAVASMOO
YEA—F—ADAY— b A— RFEBED1 VR h—
JLFIEIF. CTX206156 BB LTIV, MFAE
ERBF—EE) BBRBLTIESL,

D=0 N—T1—HF—=ThHoVrH AX—+H—
FOJAVICH L TREICIEFBHRINTVEEA.
HEEAENMEF—ZBRBLTHD. TOVEXTIT£E
Ao PIVA—RHZELICEEINTULAWVLD. CHUID
FF CCCTI7AIINDBWVERICRETZIENHD
£,

AX—bA—FRIRLTZT7HAELLA VR =)LE
NTVWEEA, AN—bH—FRD1 VX +—ILFEIF
CTX206156 #8H L T LT WL,
AX—hAO—R&EEF)—F4—DPEHEINELEATL
feo AR—FA—FHBBATNTUVBIEE. COXY
T—IEN—RFRTT7ELIFIRIILTTICEEDH
3cZmLET, AN—hHA—RDAIVRE—ILF
JEl& CTX206156 ZEEB L T /230,
A—H—BANHILTEPINZXI—bA—FIETL
L7
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Zx7L—2a Vil —EX

RLIINBIST—Ayt— HEAS L VSR

BHBRAY— b A— REEAENROND EFHATL . TEERAZEDIRFANEL KEETNTLARLA. RSA
F—HMETTFET (2048w K)o BB AY—
kA — REEBAZEDERMICDWTEEL <1k, CTX206901
ZBREL TSIV,

AY—hrA—RRJOvIINTVET AV—hrA—RPOvoIINTVET (FzezxiE 1
—H—DRiEREL PIN Z888EINAOLELE), B
BlF. AX— b h—BRVA ROV —IILEFERL
TH—ROPINOvYZ#EBRI—F (puk) ZEU§L.
A—H#—PINEULY b TEZHEERHD £9, puk
J—RAFATIRVDOYITI I TUVRIESE.
A—RETBHEROREICU Y FTIRENRHD
9,

REHRER AX— b H—RWELF—H, RX1>arbO—5—
PHRBL TIESUEYR—FLTULWELRA, TLEX
iE. RXr>a>ybO0—5— MEE—1E.Sh] =
ERLEDIC. AXN—bA—RHBRLOMHER—KL
TLWAEWI A B £T, ChIFBE. SEAEDILR
FHAELLERESINTULAWLD, RSAX—H4ETFS
CrzmRLET (2048 By bR, BMABRAY— K
A— REABAZDERMIC DWW TEEL < 1E. CTX206901
ZBRLTIETL,

A& B

o AX—bAH—ROTAVED R X1 2O http://support.citrix.com/article/CTX206156

o AX¥—hkA—ROFF 2RI —: https://technet.microsoft.com/en-us/library/ff404287%28v=ws.
10%29.aspx

« CAPIOZ @& http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-
pki-problems-on-windows.aspx

« Kerberos OZ o&Ezk: https://support.microsoft.com/en-us/kb/262177

e H—RFN—FT s DEAEEZFERAL TAY— A —ROJ A > EZENUTEZIEDHOAAIRT A V:
https://support.microsoft.com/en-us/kb/281245
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lij

JxTL—>a iREt—EX

o

PowerShell a<v> KL vk

November 8, 2019

SUFIINBEEATIRIITFL—a VB —E X (FAS) 8BI> YV —IILbERATE A, PowerShell >
RB=T A RCIIEDEFHABRA T aohHDFET, AVY—ITIRERTIAVWVA T a Vv EFERTIIHEIE.
PowerShell DA% FER L TEREITS 2 88HHLET,

RDAT Y RIC& 2T FAS PowerShell <> RL v RABIITN E T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 7 > ko Tid. Get-Help <cmdlet name>%#ERALT. IXYRL Y DAL TERTTEIFET,

FAS PowerShell SDK ax > R L w oW TEL < I&. https://developer-docs.citrix.com/ZSBLTL

:_k L\O

© 1999-2019 Citrix Systems, Inc. All rights reserved. 136


https://developer-docs.citrix.com/

© 1999-2019 Citrix Systems, Inc. All rights reserved. 137



ciTRIx, Locations
> Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309, United States

Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054, United States

© 2019 Citrix Systems, Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and Trademark Office

and in other countries. All other marks are the property of their respective owner(s).

Citrix Product Documentation | docs.citrix.com November 12,2019



	フェデレーション認証サービス1909
	フェデレーション認証サービス1909
	解決された問題
	既知の問題
	サードパーティ製品についての通知
	システム要件
	インストールと構成
	展開アーキテクチャ
	ADFSの展開
	Azure ADの統合
	詳細な構成
	証明機関の設定
	秘密キー保護
	セキュリティとネットワークの構成
	Windowsログオンの問題のトラブルシューティング
	PowerShellコマンドレット

