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- Windows Server 2016 @ Standard Edition. Datacenter Edition. & ' Server Core 7> 5
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« Windows #—N\—ldtFa ) T RESNTVWIBENH D £9, Windows H—/N—IZI3FRERIDIA
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« FASDZIL—FRU>—F>FL— (CitrixFederatedAuthenticationService.admx/adml)
o« ;EAETVIL—bT 7T

e NTH—RVANIVE—ELVARY FOY

FAS 07 v 74 L— R

AYTL—RTYFIL—RTFAS ZHLWN=23 VIl TyFIL—RTEET, 7y T L—RENS. UTICE
BLTLCZT W

s IVTL—RTFYTIL—RZToHBE. FASH—N—DREFTRTRFEINE T,

e FAS 7y UL —R93HIC. FASEEIVY—IABHLTVWR e ZBEBL TSI,

« 18U ED FAS H—N—%ZBICHAARERREBICEFL TV, 7z 7L —>a VRt —ERICHIGL
fz StoreFront 4 —N—h S FEFAGELR Y —N—HRVEE. - —ZOJA 07T r—>a > oiEs)
IR HEDET,

7y L —RERIBT SICiE. Citrix Virtual Apps and Desktops 1 > X b—5—F7zld X2 > R 70> FAS
AVAS=5—T 71 EFERALTFAS Zr > X b—ILLE T,

StoreFront X 7 TD FAS 7551 > OEMK
3

FAS # Citrix Cloud TOAERAT3HEEIE. COFIEIINEHD £ A

StoreFront X k7T FAS O&&%#BiIcT 3Iciz. BBET7HYY FTUT® PowerShell av> RL Y k&R
FLES, ANTEHIPEARZESIE. $StoreVirtualPathzZTELEY,

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

FAS ofEB%ELET 3ICid. LULTD PowerShell x 72U 7+ #2ERLET:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module
$StoreVirtualPath = "/Citrix/Store"
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$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
$auth = Get-STFAuthenticationService -StoreService $store
Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"
Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ""
<!--NeedCopy-->

Delivery Controller &
P
FAS % Citrix Cloud TO&ER T 3H&1E. COFIBIFBREDHD £H A

FAS #EH T 3 ICid. DY —E RICIELATRER StoreFront Hr—/N\—% {5889 % & 5 iC Citrix Virtual Apps £7=
I& Citrix Virtual Desktops o Delivery Controller ##m L 9. PowerShell A< > KL v + Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true #R17L £ 9., #-1 D Delivery Controller o #kic
Ihh5d ChEeETTIDEFTAEILIC—EDATT,

JIN—=TR) S —DHERK

FASOA YR b—I)L#&iF. A YA M—ILTREESNIETIL—TRIS—FOFL—rZ2FRLT. JIL—FRUS—
MO FAS H—N—DELEM F X128 (FQDN) ZiEET3HENHD ET,

HE:

Fry b= EKRY B StoreFront ¥ —N—& L UOF 7 v b= FEAT 3 Virtual Delivery Agent (VDA) (2. &
W=TRIVS—=F Tz MIE>TEHRINZ Y —N—DEHESKEZAT. AL FQDN BT 5 HE
NHbEY,

AT Y TIICTB7DIC. UTOFITIEINTDOIYI VBRSNS RAA VLRI TE—DRY S —ZEBRL
TWETH ChIFBBTIEHD £ A, StoreFront H—/A—. VDA, BLU FASEEIVY —ILEETLTWLS
Y>> THEL FQDN 0—BLRSRBENTWVBRED. FAS IZH#EELE T, FIE6 ZBRL T LT W,

FIEL: FASZ4 > X b—JL L e — /N —T. C:\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 - JL. CitrixBase.admx 7 7 -1
I, &V en-US 74 ILE—%BDIT£T,

PolicyDefinitions - |o [
:(-:I * 1 | ., << Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Gl | Search PolicyDefinitions »p |
~ Mame Date modified Type Size

4.0 Favorites

B Desktop -  en-Us File folder
4. Downloads - | CitrixBase.admzx ADMX File 2KB
i-'_a Recent places | CitrixFederatedAuthenticationService.admx ADMX File 4KB
[ M This PC
b
3 items H=s| =
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FIg2: Thox RXr>a>y bO—5—icaE—L T, C:\Windows\PolicyDefinitions £& v en-US 477 =
WA—ICEEBLE T,

FIE3: OAXY RS 2H 5 Microsoft BI2O> Y —ILEEITLET (Mmc.exe)e XZa—N—h5, [T71I]
> [RFy 1 OBIMCHIBR] DIEISERLES, JIL—FRVS—EBIT4—%ZBIMLET,

GIWN—TRIS—FTTxz o b EANNTZH0BEIMHEVES. [BR] 2BRLTHS BEORXIVERUS
—] ZERLFET, FhlF. ROV EZFERAL T RIRICIGLERVS—FA TSI CE2ERL GERT I
HTEET, CORUS—IF. BEEZI(+3 Citrix V7 o7 (VDA. StoreFront #—/\—, BEEY—JL) =X
TFLTVWBRTARTDOIY I VICERT2HELRHD £7,

= Consolel - [Console Root] =gl x
S File Action View Favorites Window Help HEIE]
¢ = @ = B Select Group Policy Object x
= 1 [
7] Console Root | Mame W to the G Policy Wizard o Actions. |
Console Root =
Add — N
- - Mare Actions 4
ou can select snap-ns for this console from those availal
extensible snap-ng, you can configure which extensions
Group Policy Objecta can be stored in the Active Directony
Mallsble snap-ins: oron a local computer.
S‘jap'ﬂ Ve Use the Browse button to select a Group Policy Object.
i=sDevice Managsr Peficr
S} prce M
=4 Disk Management M r
;:E(I NS e Group Policy Object-
S Entenpriss PRI Micr = |
{a|Event Viewer M —
= Group Palicy Management (= Browse for a Group Policy Object B
T Group Folicy Menagement Editor  Mir r T
=/ Group Balicy Object Editor M [JAlowt] | | DomeinsOUs |stes [A1 |
o Growp Policy Starter GPOEdter  Mir chang = P
(@ Intemet Informaton Services (II5... M oty ag Lack in: |nuimtwnel "| BHEE-
'?lﬂ’kwril\f Manitoe — 1 Domains, OUs and inked Grous Policy Dbjects:
Hamea Damain
Desaiption: ) Domain Cordrallers crisdest et
This snap-n allsws you to edit Group Policy Objects whid _—J Damain Policy
or stored an a computer.
[ o]

ok ][ o]

F g 4: Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
t|0n ‘uﬁ%jIT L—3 /r.vqu-U- EZ/-J—\U \/_Lu_fgﬁbij_o

| Group Policy Management Editor - o x

File Action View Help

@9\4@\5}\ &l v

Jicy [DIW-DC.DJW.NET] Policy | [ 7" Authentication.
tion

Federated Authentication Service

> |\ Bxtended ( Standard /

3 setting(s)
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F:

TJIxTL—>a vl —EXDRY > —5BE L. CitrixBase.admx £ 7:1& CitrixBase.adml 7> 7L — b+
7 71 )L% PolicyDefinitions 7 # LA —IZIBMT BFRIC. KX > GPO TOAEATEEY, FlBE3 0.
TIFL—>a VB —EXDORY S —8BEIE. [BEAFTYFL—K] > [Citrix OYFR—%> ~] > [$BiE]
THINE—IIRRINET,

FIES: 77— a3 Bt —ERRI S —ZRE. (B3] ZFRLEI. kD FASH—/\—aD FQDN
ZBHT 3 [RE] REVEBERTEIBELSICADET,

o x

Next Setting

Listthe installed servers in | Value

FQDNs. s |fast ciriestnel]

Flg6: FASH—/N—dD FQDNZANAL X9,
BE:

D FQDN Z\N¥ 315413, VDA, StoreFront #—/\— (FET 3HE) & FAS H—N—BT—HOIE
EDF—INTVWBBEDHD£T, [FIL—TRUS—BE BBRLTILIL,

FIg7: [OK] 20Uy o LTIN—TRIS—D4HF—RELT L. JIL—FRI—OEEXZBRALET, TF
ERBIEZICIE. YOVOBFRS (£fidav >y RS0 >n5 gpupdate [force OR17) HYBERIBENH D £
ER

In-session Behavior

CORUD—FtEyy a vHERE. &R Ov IOz R— 9231 —H—D VDALY 3y TI—Y Y
FTOERZT7OT THLES, By a YRABERIORY S —DEMH DIAEDIERICERINS FAS L
—LTEY Y a AEADNTI SN TVRIGEDOAMEATEE Y, NL—I/LOEMI Z28RLTIETEL,
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[E] In-session Behavior Previous Setting

ely managed by the Federated
de available to progra

o NOT
because FAS performs a ful Active Directory logon to the VDA, |,

=)

Enable iC&>TZ ORI —BEMCHED FAST—> x> 7O X2 ——DO VDAY 3 > TRITTEF
ED

Disable IC& > T2 ORI S —HEMICHRD FAST— x> 7O RDRTZELELF T,

Xyt—=ORO—7 ZORUS—HEDRIES. PromptScope IC&>TT7FUyr—> 3> Ty 3 VR
BEZFERZHAITINEVWSIAyE—S% A —H—|ICRRIZIFEZHETEET, 3204 T arhHh =
ER

« Noconsentrequired—C DA 7> a3 idtxa )T XvtE—I%EMICL. 2—F—HRETIHER
CMEBEE—DFERAINET,

« Per-process consent—ETHD 7O05 S LA CIZERICERA v E—IHRRINE T,

+ Per-session consent—1—4%—H—F [OK] 20Uy o532, £y a>OIRTOTOT S LICE
ATh&Ed,

BEBEDEZALT I, ZORUS—DEHICHES . Consent Timeout (C & > TEBHARTIN S EAR % TP B
THIEITEF9, e ZlE 59T CIC300BBEIX vE—IHhRRINS, BRETY, COEHN O DIFE. WBF—
DIBECICA—T—IC Xy E—IhRRERINE T,

O ROl CORUS—2FMICTIe. I—H—PEEZOVI LELEICEy > a yAEEBNICTI SO
9. COWEETIR TRY—FA—FORDOE LEOTIT RS —ERAKROBIEICE S8, 21— —1H' Active
Directory O # Y ERIEHRZF > TLWHWHBEIEFTT,

E:

Ovy 7BOTIMIARY > —id. VDA LOIRTOEYy > avICBRINET,

JIFL—oa Vi —EREEO VY —LOEH
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RKEDERICIF FASBIEIOYY —ILASELTWETH. PowerShell 1 >4 —7 21 RCId & DAL A T
avbhHbxd, FASPowerShell av> kL w MZ2DWTEEL < IE. TPowerShell v > RLw by #5E
LTS L,

FASBEIYY—JLIEFASO— LTI YR b=IENnNEF, [XH2— ] X=a—IZ7+ 3> (Citrix Federated
Authentication Service) HEEES N %3,

BRIV —)LOYEERRIZ. FERAET > 7L — FORER. B0ty b7 v XU FAS ADIERREED
ERERONSZITSFIRNRTEINE T, —HOFIRIZ. OSHBEY —IILZFEALTFHTRETIBLDBTERE
ERS

FASBEIOYY—ILE. T7A4INrTO—NILDOFASH—EXICEHFINET T, BEBICIGLC. AV —-ILORLICK
~ENh3 [Connecttoanother server] #EFRALTY E—r—ERIEHFTEET,

Initial Setup |Rules | Advanced Refresh

Complete these satup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority m

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

FEERET VT L— FDERA

oY 7 bz T e ORBEERMOBEE TS0, FAS Tk, MBOBMTHERT S 3 o0 Citrix sEBAET > 7
L—hAEBSNATVED,

+ Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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« Citrix_SmartcardLogon

507> FL— k&, Active Directory TER T ZHEHLHD £9, [Deploy] 201 v o LThH5S, [OK] %
Uy LEY,

- Deploy Certificate Templates -

Important:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually. For more information,
consult the online documentation.

| OK | | Cancel |

FYTL—rOBAIE. MTDT #)LE—IC FAS b —#Ic1 > X =)L 3 hiz. IERF T.certificatetemplates @
XMLZ 71 ILNICHD F7:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

N5DTYTIL—bT7 70 EA YR N—ILT ZERIMAEWVESEIZ. T>TL— K7 7)L% Active Directory
BEEIOELTET W,

FOTL—rBEFENZ T AILE—HDS5LUTD PowerShell v > R2XRTT38. 7o FL—rEFETTI VR b
—LTEET:

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")
$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService
$CertEnrol.InitializeImport(Stemplate)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)
$writabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable
Swritabletemplate.Initialize($comtemplate)
Swritabletemplate.Commit(1l, SNULL)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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<!--NeedCopy-->

Active Directory sEFAZEH —E 20ty Ty 7

Citrix SEFAZE T > L — DA Y X b—ILBIE. CN5DT>FL— k% 1 DEIFEHD Microsoft T>%2—F5
1 ZZERAHRE Y — N — TR T2 HENH D £, Active Directory :EFAZEH —E X DRREAEICDOWVWTEEL <&
Microsoft HtD RFa XY FEBBLTLIEET L,

CDY—N—THTF>TL—rHARINTLAWESIE. Set Up Certificate Authority #EE L T ABTE
£9, CNid. EEREBEDEIBERDH 21— - LTERITIZIRENHD £7,

GERAET> 7L — ~iE. Microsoft GERBHEE > Y — L ZERL TAB IR e HTEET.)

< Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these satup steps:

\/ Deploy certificate templates Deploy
The required templates are deg §3 Set Up Certificate Authority x
\/ Set up a certificate a Important: Publish
The authorization templates arg CA.
When you click "CK" the following certificate templates are
Click "Publish” to publish the te published on the certificate authority selected below:

- Citrix_RegistrationAutherity_ManualAuthorization

Authorize this service - Citrix_RegistrationAuthority Authorize
- Citrix_SmartcardlLogon

Create an authorization certicat]

Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ Create
This step can also be configured manually. For more
A rule defines a smartcard-clas information, consult the online documentation.

You have no rules configured. . .
Certificate Authority:

Connect to Citrix Clo Connect

Complete this step if you wish 1

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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TTFL—> g VY — B ZADKERMS

CDOFIEICL D FAS ORBEEN B I N E 9. BB > Y —)LIE.Citrix_RegistrationAuthority_ManualAuthorization
TYFL— b+ E2FERALTEREOERER L. COERZTY L — b 2RRT3iEAKAOVLWTIANICEEL &
ER

<] Citrix FAS Administration Console - connected to localhost = (8] %

Initial Se‘tup | Rulesl Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate td & Authorize Service - Deploy

The required templates are dg

Click "OK" to submit a certificate request for a Registration
J Set up a certificate 2 Author?ty certificate to the selected Microsoft Certificate
Authority.

The authorization templates 4
The CA Administrator must sign in to the Microsoft Certificate
Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.
Authorize this servig Authorize
Certificate authority

Create a rule Create

A rule defines a smartcard-clg

You have no rules configured

Create an authorization certic

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BRI, E5%. FASTSUT7AHYY A SREBHBOERE LT Microsoft ZEFAHEIT> Y —ILD [REFDEK]
UZMMIRRINE T, FAS OBRZH1TY BIC1E. AEFREEDOEEENERDRITIICIEDTZERT 3UEND
DEI,

FAS BB Y —)Lid. EEEND [Issue]l F7zix [Deny] %RIRT 3 FTUEHD XS —) ZAAVERT
LEd,

Microsoft :EBRIBIT> Y —IL T [TRTDERY] #EV v I LTH 5. SAEERICHL T [Issue] F7zid
[Deny] ZIRL £7, [Issue] #EiRT D . FASEEIO LY —ILHREIAER R <L £9, [Deny] Zi®IRT
2. AVV—IITS—Xyt—C%RRLED,
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IFiIe Action  View Help

«% 7| 6= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citritest-CA-1-CA =k BEGIN NE... e p— - T 99./07 /9010 0. CITRIXTEST\FAS-1§

7| Revoked Certificates All Tasks 3 View Attributes/Extensions...

(] Issued Certificates Refresh Export Binary Data...

| Pending Requests :

|| Failed Requests Help ssue

[ Certificate Templates Deny

<] n >

Contains actions that can be performed on the item.

FASBIEIOYY—IIIZED. COTOLRORTHEFNICHREHINE T, CONBICIEEIIDBZehHD £
ED

Initial Setup | Rulesl Advanced| Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\ Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—ILDIERK

FAS @ JL—)LIc& D, StoreFront ®iERICIHE->T. VDAOTI AV E LUVt Y S 3 >hOFERICEET ZEAERTD
ERMIEINET, FIL—ILTIL, SEEAZEOEXR%Z 8T % StoreFront H—/\—, FEFAZEZERTI 3 —EDI
—H— BLVRAEZEDFERE%ZHFI TS —ED VDAY VEIEELE T,

FAS Tlx. RIE 1 DDIL—ILEZER LIBR T IHELHD £9, StoreFront IKFASIC7 oLz S TF7 %)L
1 EVWSBEIDIL—=ILEZBRTZEDH. 774 EVWSREDIL—IEERTEZI 28O LE T
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EBMOARZ LI —ILZER LT, SEIEWRIAET O TL— FBLVEREEZSR L. SETO/NT 1 PIER
DEENDILSICHMTEIENTEET, INHDIL—ILiE. T HEI F%4 StoreFront #—/\—* Workspace T
ERT3EDICHBETEEY, JIL—TRIL—BEA T aeFALT. ARZLIL—ILZERITERTES L
5|C StoreFront 4 —N\—%= B L £,

[Create] (F7=iZ TRules; #7d [Createrule]l) #01Uv o LTIL—IL RT3 HDOBERENRETZIL—IL
BRI« F— REBIBLE T, [Rules] 27 I3BIL—ILOBEERTLED,
4 Citrix FAS Administration Console - connected to localhost = |0 -

Initial Se-tup Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
Rule name: Default
Status: QK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.atrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

T —RICK > TRDBRIMINESTNET:
FYTL—k: A—Y-iAFORTICEAINBEARET > FL — b, Thid Citrix_SmartcardLogon 7> 7
L—hrh ZOEESNIE—THIBELNHBDET (FEAZET>TL— 1 #BRBLTIETW),
AFRAMERS: O —H —FERREZ RIT T DA, 7> 7L — MMIGEAKEEIC &K > TR B HBENHD £9, FAS
T T7x—IF—N—BLUVEFTIROHIC. EHROIPREOEMTZ N TEHT, IR L /-EAHEED
ZF7—52ZH TMemplate available; TH2 Z e ZRRBL TSIV, THEREEOERE) 28BLTIIEIWL,
Ty a RER: [Ey>ayAER%ESR] 77> a>icsb. itAE%R VDAANDOSI 4 YV EBICERTESH Y
SHEFIEL XD,

+ Allow in-session use HERTNTVWAWEE (T 7 4)L b THE) —FEAZIEOJ 4 > E£IEBERICO

AMEAIN. B, I —HF—IFARREICT VLA TEIRLADFT,
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+ Allow in-session use MERIN TV BBE—ReltE. 1—F—FHABICT /LR TIE T, BEDOBE.
BEREE DA T avEEBRLAVWTLIEI WV, 152y EWeb ¥ b7 71 ILEERYE. VDAL
wayYANSTIERINE Y —RICIE. Kerberos #ER LAY VIV F Y TTIEATES
. Ly avHNAERIHBEDD FH A
Allow in-session use %R L 72354 1E. In-session BehaviorZ'JL—7R1) > —HB%HIC LT VDA 128
BI23RERHDET, CNUIKD. OFFVRBICT IV r—a VhMERTES LS IO —DEAGERE
EXNTICGERAENEEINE T, ezl VDALY a AT Web 4—N—A® TLS DB ER IS
&. #EBAZEIE Internet Exploler iC& > TERASTNE T,

FOLAGIE: - —0OJF > FIEBIEGBICHBREEZERT 2ERNMIS SN/, EFEEH StoreFront #
—N—D—8&, CNEDITRTOTIELRAFAIIHLT. BLOAD AT o bERIFTIL—TEBIMTETES,
BE.
(772G BEIFEX2) T LERICEETHD., HEICBETIRENRHD £T,
E
FAS #+—/N\—% Citrix Cloud TO#ERTZEEIE. 7O XFHEZERTIHEBIZHD FHA. =75 L.
Citrix Cloud TIL—ILAMERINBIEE. StoreFront 7ot XF#FaIFER I N F 3§, Citrix Cloud & 4>

7L XD StoreFrontIRIET. ALIL—ILZFERATET X9, StoreFront o 77 XML, IL—ILDB A>T
L = X StoreFront TERAINZBEICIGERINE T,

T2 0T oA (TAssert Identity) %5F7]) TlE. IRNTHEFINE T, L7 >T. Storefront #
—N—ZPATHICHFRI T BRENBHD ET,
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Securty

(Group or user names:
BSTF—1 (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 2——HFASZFRLTAJ A TEBZ VDA YD R e, FASZN L TEEAEZRITTE 51—
—DUR b,

* VDAERDOEETIF. FASZERALTA—Y—%20J4 >3 VDAZIEETET Y. VDAD—BDT7
I MER AV E2—2—ICBRDET,

« I-F—EROBETIE, FAS ZEBLTVDA Y 1YY T8I—F—%EETEET. I—H—0—¥
DFT AN MER XA Y A—HF—IZBD £ T

E:

FASH—N—DVDAB LUV I —DRXAVEEBELBEZ AN VICHBHEIF. T4 SOFIREZEET
BPHENDHDEY,
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e |

EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain

Computers
Rehving Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

Cloud L—)L: Citrix Workspace "5 ID 7H—> 3> &SfE L FIC. TOIL—IIPBRAINZDERLETD,
Citrix Cloud Ic##4: 3 3 v =i, Citrix Cloud TEBT 3L —IL%EBIRL £F, [Connect to Citrix Cloud]
22a>nl)>ohs Citrix Cloud ICEGL7E. - EEBEITZCHTIET,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud N D47

FAS #—/N—% Citrix Cloud i2###%: L T. Citrix Workspace TERTE %9, ZdCitrix Workspace mitE%
SRLTLLIETW,

1. [Initial Setup] # 7@ [Connect to Citrix Cloud] T [Connect] 20U v oL £,

2. A7 a3 >T ERTBZV U REERLET, MCitrixClouds (F7 =)L k). TCitrix Cloud Japani.
fziZ TCitrix Cloud US Governmenty ICEHR TSI £79,

3. [Signin] #51) v L. #EH%D Cloud BEOBEEEERIE®RE R L T Citrix Cloud icHr>r> L&
ED
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Citrix Cloud”

“The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

5. FAS &>V —)L T, Citrix Workspace 5 ID 7H—> a3 > aZE LI SICBRAT 3L —)L&ERT
B COUsHF—ROKRTEIC [Createarule] #®IRL F£3 ([Rules] #T7 T, BEREISMERE LTI
—J)L® Cloud rule o féEix TYes) T9),

6. [Summary]l 27T [Finish] 21w % LT Citrix Cloud ##i%25% T L %7,

Citrix Cloud T FAS r—n\—h& 23 1. CitrixCloud 7ho > bD [UY —XDIBFT] R—JICRRINET,

Citrix Cloud ' 5 D418k

Z o Citrix Workspace @2 =0 BB ICHE » T Citrix Cloud o U Y — XD BEiH 5 FAS H—/N—% BBk L 7=
#. [Connect to Citrix Cloud] T [Disable] %#i#RL 7,

SRR B R

July 18,2022

SOtV aYDORETIE. 7xTL—2a il —EX (FAS) ORELRERE JUBEICODVWTHALE Y,

A& B

e FASOA YR b—ILEFIHAE Y b7y FICDWTE. T A b= L) #8BLTLLETL,
s TERE7—*%77Fv1 Tld. FASOFET7—FFT I FvOBEXHAL. FODEHRLET7T—FTI/FvICETS
ZFDIFHDIEEADI I E/BHLTVLWET,
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SERAMRE DR E

July 18,2022

CORETIE. 77— a3 B —E X (FAS) %Z:ERA#EE (CA) H—N—CHRET I HDFEMBREICDOV
THALE T, CNESDBREDAFIFFASBEEIYY —ILTHR— I TULWEFA. COFHBATIX. FAS AT
% PowerShell APl 2R L £, COREICRHEINTWVWBHBAERITT 3H1IC. PowerShell 0 &R0 % R
LTLEETL,

FAS TEATZ7-HDEHCAT—N—Dty 7y

FASEEIVY —ILzFERALT. EROIAKET FAS ZBE L. IL—ILZFREIIRETT X!

&+ Edit Rule - O X
Edit rule "Default"
Template Choose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
7 )
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

o

EIRL 729 RTo CA A Citrix_SmartcardLogon sEBRE 7> 7L — b (FFIL—IILTERLETYIL—F) %=
NETBIBELHD EI,

FRIZVITNHDO CAVRELRTYTL—b22BLTVWARVES. CADPRAKEZEY 7 v 79 25FIEEE
TLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 22


https://docs.citrix.com/ja-jp/federated-authentication-service/2203-ltsr/install-configure.html#set-up-active-directory-certificate-services

J17L—> 3 R —E X 2203 LTSR

pE

COFIETHER S NIERALEEAE IS D CA THEATE B, IRNTO CATIDY —EXZRET 3 FIE
TRITTIHERIHD EFHA.

BESNZBEOESE

FAS —N\—%#E#0 CAHY—N—THER L &lZ. 2—F—PRE0EMIIBREAFDITARTO CAHH—N—FT
ffEcnEzd, THIC. BEREFAD CAH—N—DS5BVWITNHTIST—HRET S, FAS H—/N—ILBDfERT]
e CAU—N—ICIDEZE T,

Microsoft B % TCP 77t X BICHER T 3

77 #JL Tl Microsoft CA 372t X2 DCOM 2 ERALET. COBE. 7717V —ILOREHEHHICH
57, BB TCP R— MMIHIDEZ 3 e TEE T, Microsoft CA T, [X&— ] > [£1T] > dcomenfg.exe
DIEICERL T DCOMBENRIILZRAS. [V Ea—42—]>[¥YraYEa—%—]> [DCOM OEmk] DIEIZER
LT [CertSrv dEXKX] /—F%&EFREKL. CertSrv OBRDCOM 77U —2 3> 7ONTr zwmELF T,
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CertSrv Request Properties L?2] x
General | Location | Securty | Endoorrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint G

satect the DUOM network protocol sequence that you want to
== &dd Enterthe andpoint dalals snd cick OK when you have
firnished

Protocol Sequence Correchononerted TCP AP w

Oisable protocol sequence
Use defsult endpoints
®) Use state: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic andponts

oK | | Cancel

Leam more about getting these propertses

OK Cancel

[TYRRAUR] ZEBELTHNI YRR bZERL. TCPR—ESZEELEY (EORTIE 900 TY),

Microsoft sFER%RS = Biegh L T, FEAAZERZXELF I, Tnetstat -a -n -b) #RTTBEAIL. certsvr
HBR—Kr900%FURVLTWB IR IZINELRHD T

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:z%00 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:326% LISTENING

DCOM IZIZ RPCAR—+ZERAT IR I -3 Y RAT—D0H 3728 FAS B —/N\— (F7-I3EFR%RE=FER T
B3FDMDTIY) ZHEBRTIHBEIEEHD EFHEA, V5717 EH DCOM ZERTIMNENH 255, 7717k
|33ERAE Y —/N—@ DCOM RPC Service IZ##4: L THED DCOM H—N—ADT7 IR EZERLET, ChicL
> TR— b+ 900 A'FH . DCOM H—/N—(F FAS H—N—IZEHHEZIETRLE T,
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I—H—iEBRE D HERIER

A—H—3:FEEN FAS H—N—RATEHEFERIND . A—HF—0OJF VICh D IRBEPARBICEHEINE T, X
DI 3> TlE. B—FI3EHMO FAS H—N\—Ta2A—%—tBAZ%HBaEM T 3 AEICDOWTEHAL £ Y,
Active Directory 21— —D—E#*RELXT

ADICH LTI TUZEFTL. A—H—0—EBZROFDELSICT7AIL ((csv T 7TILARY) ICRETBILICE
D, AIAEDERZRET B LN TEEY,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for
Users, leave it blank to search all
Sfilename = "user_Tlist.csv" # Filename to save

if ($Ssearchbase -ne ""){

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true'") }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," sfilename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," S$filename

}

<!--NeedCopy-->

Get-ADUser (. I—H—O—BE2ERTZ-OOEEITY KLy b TT, ERDOAIICIF. UserPrincipalName
EREIAT—L2ID 1B OA—HF—DHE—EBRRIT DT ILEZ—5IHPEENTVET,

SearchBase 31#kic& > T. AD D21—H—RBRENGHIEINE T, IRTOI—H—% AD ICEHTVWBE. ThE
HBETEFET, F: COUVIVICE-T. ZHOIA—HF—HIRINZAEELHD 9,

CSV DIMRIF. RDESICHD FT,
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Bl user_list.csv - Notepad
File Edit Format View Help

"UserPrinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@bvt. local”
"testuserd@bvt.local”
"ucs3B@bvt. local”

"ucs3io@bvt. local”
"jimeAn@bver Tasa1"

FAS # —/\—

T PowerShell 27U 7 Tl UeIER SN ——D—EBA2ERALTI—F—HBRZ0—EBIMER SN FE
ED

Add-PSSnapin Citrix.A*

scsv = "user_Tlist.csv"

$rule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 S$Scsv

foreach ( Suser 1in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address $server.Server -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule Srule

}
if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule $rule

+
}

<!--NeedCopy-->

BHD FAS Y —N-DEFET 355} FEOI—F—DiRENAM Y —N—-T1E. Tz—ILF-N—H-—N
—TlEHOAEFH2EEHENE T,

ERoXo U F g, Tdefaults ¥ WS BEIORAIDIZEDHLDTY, BAIBHELRSZIBES (Thelloy &#Y) & X
YT Srule THETELTLETL,
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Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
ERMEGIRRE ZENL XY

BROFAS U—N—%2FERFDHEIF. OJF o HFOI-—F—ICREBTB %< FASTEIIAZEZEHRTE F
ERS

A

GUI ZEA L TFAS ZBsBsE9 5 HTEERT !

Initial Setup |Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service

An authaorization certificate is configured.

Deautharize this service.

/ Crtearie

You have 2 rules configured.

UTOFIEZRITLET,
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1. HLVERAIEFRRE #ER L £ 3., New—FasAuthorizationCertificate

2. ROOAYVRICE>TRENBFHLWREIFAZDO GUID Z X EL £ F:Get-FasAuthorizationCertificate

3. FASH—N—%XYFFYRE—RICLET: Set-FasServer -Address <FAS server> -
MaintenanceMode S$true

4, FLVWBILEIRAE = Bl £ 9.Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. FASH—N—DX>FTF Y RE—RERELET, Set-FasServer -Address <FAS server
> —-MaintenanceMode S$false

6. HUVEREIEFBE % HIFR L £ 9, Remove-FasAuthorizationCertificate

B

s FASOA YR —)LEMEICDOWVWTIE, T1 YR M—)LEiER] ORBEZERLTIETL,
o —MRAYA FASIRIRICOWTIE. TEMT7 —F 77 F v 2BRLTIRE L,
o TOMOEMFNABFIRICOWVWTIE, TEHEELERI 28RBLTIET L,

B — (R}

July 18,2022

iZC&IC

HFBAE X FAS U —N—DIEHABT —ER—RIRESNET, AETI3MBEF—13. FAS ¥—/\—d Network
Service VAU Y rEFEALTREIN. TIAIIL P TIVRR—FRFELTIY—IINET,

WMBEX—ICIX2 20BENHD T,

o EERMBASTRAE ICRIETIF 5T WS, Citrix_RegistrationAuthority sEBEZ T > 7L — +H 5 OFBEF—
o I—H—FFRAZICEEEMSIF 5 TWAS, Citrix_SmartcardLogon sFBAZ T > 7L — +H 5 OIEF —

EEFWBAERAZE 11X Citrix_RegistrationAuthority_ManualAuthorization (7 #JL b T 24 BRIER) LU
Citrix_RegistrationAuthority (77 #JL b T2 E/EEM) O 2 DOBENHD £,

JIFL—YavRIET—ER (FAS) BBV —-ILD #HEEy 7y 7] 2T0FIE3 T EEE
N [FAT3] 200w o328 FASH—N—ICL>TEF—RT7HERITN. GIEZEZIEKXRHD Cit-
rix_RegistrationAuthority_ManualAuthorization sEPAE DIEFAMEIICIXE I N E I, Chid—BRIAEERAR
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ETHOD, TTIAIPT2ARBMEMTY, MEAKBEIZEINICHEREZRTLERA. IAEZRITIBIC
i3 BEEBICLZHAPRETOFHOERTAINBETY, SHBAEN FASH—N—ICRITENhB . FAS I
Citrix_RegistrationAuthority_ManualAuthorization & % £/ L T Citrix_RegistrationAuthority zEB8
E (F74IMT2EME) 2EBMICEVEL £9, FAS #r—/N—I&. Citrix_RegistrationAuthority :FBZE%
B89 % & ¢ <IZ. Citrix_RegistrationAuthority_ManualAuthorization O:FBEZ & +—%HIBRL £ 9,

TRMEERER U S —3MBEF—ZMEIZ3BDINTUIHL T, TV FL—rTHERSN I —t v bt
T RHAEERORETZHA T 370 BREEIASICRIEMITONMEF—IFFIKETT, BR LT C
DF—ZEETZHDORIENTH., Ly bROI-—H -k BRRIEHRTEET,

ROWTNHZFERAL T, ABOLEF 1) 7 EFICENL THEXF—IMMREINSLSICFASH—N—% B TS
F9:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. #7:i& Microsoft V7 bz 7+ —3 iR 7
ONA 44— (BHREERRAES L1 -1 —EEEH OMEF—H)

s FSAFYRTSY T F—LETa—IL (TPM) FvT=EB LT Microsoft 75w b7+ —LF—E1E
B7ONAZ— (BRFEREMAZOMEF—H). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zi& Microsoft V7 ho 7 —ZBETON1 4 — (2—H —:EBAZEOWEF—F)

e N—RIZT7EF2UFTAEIa2—)L (HSM) RYA—D HSM 7 N1 Rz FERALBESY—EX i3+ —
REETONT A — (BREERES L1 BHEEHOWET—)

MWE* — DBHRE

300F7>arvos5s50nweEnhEFERALTCFASZERLEY. 7TFAMITr2—Z AL T Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L2 REL T, 77 1L DT 7
)Lk DIFFRIE FAS H—/X—o Program Files\Citrix\Federated Authentication Service 7 # L4 —T¥,

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (C5P) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.Client5DK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RAES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- sSpecify RSA Key length -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog"” value=""/ -->
</appSettings>
<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS 3. U—EXDEFRICOAMERT 7 1L EZZHAHRAZE T, WITNHDEHEESNIIZAE. HLLREZ RIK
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TEBLDICFAS zBEFTIHVENHD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLOBEET 2% XD L H D BRE
L&d:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG API ot1b &

& aOX> bk
true CAPI APl %={£EH
false (74 1) CNG API #{FHH

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (B3 3 70O/N1 4 —D&#)

& XYk

Microsoft Enhanced RSA & & T* AES F7 A4 K CAPI Z7ONAHE—TY

Cryptographic Provider

Microsoft V7 b 7 —8IEEH T O/N1 4 — FI7 A4 MECNG 7AONAHA—TTF

Microsoft 75w b7+ —LFx—EEIE T ON1 4 — F7AINETTPM ZONAE—TY, TPM |2 —H'—

F—ICIZBEDOLEFEA. TPM IZERIEEF—ICDAHE
HL&Y, FASH—N—%REBURETEITIBZFED
HBEIE. TPM BLUONAN—NAHF—DR >V —IZRAE
UHHR—bEINTVEIDNESHZRRB LTIV,
HSM_Vendor CSP/Key s2i&ig 7O/ 1 4 — HSM ARV A —Z &> TIREINE T, BRIV A—IC
o TERDFY, FASH—N—Z{REHIRIETRITT
BZFEDHEIF. HSM R F —|CREUHHHR— &
NTVBIHESHEBRBL T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI Dig&DHMHE)

& aOX> bk

24 F7 4L METE. Microsoft KeyContainerPermis-
sionAccessEntry.ProviderType Property
PROV_RSA_AES 24 #&B L 7, CAPI THSM %Zf#
BY38a8. BLCHSMARYZ—TRDE1 TEIEE
TNTVBRBEUIME. EIZ24 THIUBELHD £,
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Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS i@+ —igE% R1TT 3%
ENH2EEIF. CCTHERAINTVLWSEEZERALET). MBFX—0 ITIVXR—FAEE 759 Z2HILET, /\
—RIT7THR—-—FINTVRHEEIF. TPMF—IX L —COFERADHFIINET,

& dX>Y bk

NoProtection MBEX—ZITOAR—FTEFET,
GenerateNonExportableKey TI7#IMETTY, MEF—ZIIXR-—FTITEEA
GenerateTPMProtectedKey MEZEX—IETPM 2R L TEEINE T, WEX—IF

ProviderName T#g%E L 7= ProviderName (ffl:
Microsoft 75w b 7 x# —LFx— 2B 7O/N1 4 —)
ENLTHRIASNET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (#Zx—n 41 X% v MBI TIE

)

& aX> bk
2048 TI7AIMMETY, 1024 £7-13 4096 = {FHEIT 3 &
HTEET,

BRI 7IILOREZUTICRBLET (1AM —IEOT T AL FRERIFTRLTVET).
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Provider pr— p—
Legac
Cgspy (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Microsoft
Provider Fnhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
Name Cryptographic csp Ksp Software KSP Platform KSP
Provider A
2
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, [RLfE M or 4096

BT FDf

1

CofEITIE. Microsoft V7 bz 7 —REEHIONA A —EFEAL TRATN TUV R BFILEIRAZONE T —
LUV —REEOMEF—ICDVWTEHBELEY,

CNETTAIL DA YA LEDEBRTY . BMOWEF —EBHRIETFRETT,

52

ZofliE. Microsoft 75w b 7 —Lx—REH7ONAE—%2FERB L TFAS Y —N—DIHF—R—KFDN—FK
T 7 TPMICEMEI N TV S EREEIAZME T —. LU Microsoft V7 boz7x—gEBE7/ON14—%
FRALTBMINTVWR I —EREWEF—ZRL TVET,

COTFIFTIE FASH—N—DTHF—R—RLED TPMIETPM OEETD K F 2 XY FMZEDWVWTBIOS TEM
wIh. 2% Windows T INTWVWEHDE HBR L TWE T ## L < & https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)% 8RB L T £ &L\,

FASEEI>YV—IIOFERA FASEEIVY—-ITRATISAVOMAZTEZERZRITTIRV O, HAHBTE
RISEIEIRAE DA > 51~ DEFEBRERDFRISNAVED ., FASEEIY YV —ILOFERIEEB®H L EE A,
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Il

REE—E X 2203 LTSR

N
F
h
i
NG
it}
\/
o

FAS ofIBlDty + 7y FFIEORITH. SAET > L —rzEBHL TARAKREZ LY 7y LB, T—EX
ZFral (BB OFIE 3) T3R1ICRZITVET:

FIEL: UTOFTZROCEDEEL T, BT 7 1L ZHELT T,

<add key="Citrix.TrustFabric.ClientS5DK.TrustAreaJoinParameters.EKeyProtection®
value="GenerateTPMProtectedEey" />

T7AIIEUTOLSICRRETNE T,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.KeyProtection" value="GenerateTPMProtectedKey" />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->

<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.Loglevel"” value="3" / ——>

<!-- Logging: nt IDs to not log (comma separated) —->

<!-- add key= rix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog"” value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—%D TPM TREF—DORIMNERINTVET, TIFILFOF—DRTIF. 2048 EY FTT, BEVD/N—FRY
IFPTHR—FINBREIDF—ZIBEL TV,

Flg2: Citrix 7z 7L —>a VY —EXZBESHL T BRI 71D 5DEEZFHAAHET,
FIE3: H—EXZFHFALEY,
FIE 4: sEAEEY —N—15. REPOAAZTERZFHTHEITL Y. BREUEGIASPIEEINLS. EED

Y=Lty r Ty FIEFOFIEIDFRICELD 9, COBFAT. ZFILEIRAZE0OMEZF—I13 TPM TER
TNTVWET, SFBAEZIRET 74 T2 EBBEWNTI,

ZREEHAZEOMEF—HA TPMICELKBAINTVSZ Z L 2R T 3I1Ci1d. XD PowerShell <> k%&ER
LET, BRIEEMIAZOMES -1 TPM IZBMI N TV BIBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider I8 8ESNE T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

FIES: ROELSICHER I 7ML 2HmELELE Y,

<add keyv="Citrix.TrustFabric.ClientS5DE.TrusthAreadoinParameters.EeyProtection™
value="GenerateNonExportableley"/»
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FAS I3 TPM THRESINcF—TCA—H—FAZZERTT FIH. TPM IFKBREDOERICITREIETE S
AREMAH D £,

FIE6: FASZBEFHLEFT, CNICED. Y—ERICLZEH T 7 1 IILOBFAAHDREI TN, TEINED
RBEINET, BHEOBFHWE X —IRELI—Y —AZEXF —ICHELX T, CNSDRETIZ TPM ICMEF—H
REINEFEAD. Microsoft V7 rx7E—RiEs7ONA 4 —IMERINET,

FIg7: FASBEIYY—ILT UL—I] 27Z2BRL. T1 VA M—JLEER] ORI > TREZHEL F
¥o

PowerShell fEA PowerShell ##H L T, EREREIAEZER A 7S50 Y TERTIET, Zhid. :EPAHE
DAY VOMPAEZEEZERTEREEIAZZRITTICHBVLSICLIEVERBRICELTWEY, FAS E12
AVY =N ZFERALTA TS TEFEEIAEDERZEREITS CIFTEEE A

FIEL: BEIVYV—IIL=zERALIE FAS BEEICIE. RO TEAET> 7L — ORI LU TEEAEED
Ty bTPYT1 D2ODFIERITERTLET,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE 2 SRR — /N — TGRS T >~
TrTL—bEBEIVYIL. [TUTL—bOER] ZBRLET,
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https://docs.citrix.com/ja-jp/federated-authentication-service/2203-ltsr/install-configure.html

T7IT7TL—>aryEBEE—E X 2203 LTSR

[—H&] 27%ZBRLET, TUTL—FREEMPHEZEELET. 0BT, 7> 7L—EIZ Offline_RA. &
HEARIE 2 FRE T,

Subject Name
Superseded Templates
Compatibility | General

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish cerificate in Active Directory

|| Do not automatically reenroll f a duplicate cerfficate exists in Active
Directory

FIE 3. IR —/N—T. GEEABI MMC X+ v 1 %ZEBMLEY, 3. EERET>TL—F 260U v Y
L&, [BRMER] =BRL. [RITIZHMBPETVIL—F 20Uy I LET, EBLI@DDOTYTFL—
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EEIRLE T,
FIE4: FAS H—/N\—TKxdD PowerShell Av> RL v b EFHHIAZHET,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

FIES5: RSAF*—~x7% FASH—/N\—0 TPMRTER L. FAS #—/N\—TXxo PowerShell av> FL v kZXN
DU THREEBREREZERLE T, . —HD TPM TRF—DORIHFRINE T, T 7L FDF—DRT I
2048EY FTTo N—RITZTTHR—FEINTLBF—DORIZIBEL TIET W,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN
of FAS Server>

3

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

UTFHRREINET,

« IdGUID (ZofiiTid M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IFEGDFIBTHETT,

« ZO PowerShell A% > FL vy ~d. BERMBIAZEOME X —DERICERINZ —RNA TEEE]
CERHEMLTLET L,

e COOXYRLY hERTTSHE. FASHREIBINZ L SICHER T 71 IILD S AENZELF T
vIEN. FRTZF—ORIVRESNET (TT74/LHIE2048 TY),

« ZOFED PowerShell i2 & - THIMA S 1 3 ESRIGBIEFAZME F —121ET-UseTPM 7 Strue IZRE
TNTVWBTH. 771D 5DMET TPM OFERICHELRREIC—HLAVDHDIFEFINE T,

e COOXRYELY FDEITICE>T. BT 7 M ILDBRENBEEINDZI LIEHD £FHE A,

o FAS THIAT N3 BGO 1 — —ERENEF —BEIRMEORITHRIE. FASHRBLEIICT 71l
NEFHmARAENTENFERINE T,

e FASH—N—P21—H—3AZEZHITT 5 L T 7 7 1)L T KeyProtection &%= GenerateTPM-
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ProtectedKey IC:8E L T. TPM TRESTNZ 1 —H —iIAENEF—FER TR cHTESE
ER

TPM A F —RT7OERICERAINIC E 2R 5121 FAS H—N—ETHF—RT7HER I N7EE D Windows
ARV EA=—T—DF7FUr—a3>0dzFzyv I LET,
@ Information  22/07/2019 12:38:42 Citriz.Fas.PkiCore

@ Inforrmation  22/07/2019 12:55:41 Citriz.Fas.PkiCore
Il Information  22/07/2019 12:59:41

14 Mone
16 Mone

Citric.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrze.Authentication. FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1159d864d82e]

. T[TPM: Truell B ->TWVWET,

OJIEUTOLSICHES FT,

Application Number of events: 3

Level Date and Time Source EventID Task C..
@Information 22/07/201912:5%:42 Citrix.Fas.PkiCore 14 Mone
1 Information  22/07/2019 12:58:41 Citrixc.Fas.PkiCore

@ Information 2270772019 12:59:41 Citrizx.Authentication.Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details ]

[516] PrivateKey::Create [Identifier afae7c8d-33ff-4cf6-bd96-75fa3eb06d3e_TWIN][MachineWide: False][Provider:

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

7 : TProvider: [CNG] Microsoft Platform Crypto Providers £#%->TWE Y,

FlE6: SIAZEERE I3V ETFRAMI T+ Z—ICOE—L. TFRAMT7MIILELTT A RVICRELET,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: LTI K% FAS #—/N\—d PowerShell ICAZIL T, iBAEERERZBKEICXELET:

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>"\<certificate request file from step 6>

1
certreq -submit -attrib "certificatetemplate:0ffline_RA"C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

UFHRRENET,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
1 1 Enrollment Poli

cy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

COBRERT, TEERABID—8 ] U Y RUDRTINBZEREMDNH O £3, COFIOERAEEITIE http (£E36) &
LU DCOM (TE) BREOMADVEMTY . FATETSHRIIDCOM AT 3 v ZERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENFEE SN B . PowerShell ic& T RequestlD AARFENE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1d

ap:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: :ERAERI Y —/N—D3ERAIRE MMC X+ v 71 > T [Pending Requests] %2 )v o L%xd, EXRID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [RITUEIAE] /—FZzBRLE T, RITLEEDD OFEEE (BEXRID FA—HT 3:HE) 2RDITF
T, EAEEA TV LTHRTIET, FHH] 27200y ILET, [T71IAIE-] 29UvILET,
HEBEDI YV RR— b —RBHAIET, RNl 20U v I LET, ROT7AIEROF T a>&ERLE
ERS
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

2 [Cryptographic Message Syntax Standard- PKCS #7 :[BEZ (.P7B)] %#:&RL. [FHFAD/NRICH
BHFAEZAIEETHNUL TR TEL] 2 VICTIRELHD £7,

FIE10: TV XR—hEhiEEAZEZ FASH—N—ICJE—-L&d,

FJE 11: FAS H—N—LETHXRD PowerShell av> RLw b EANHL T, BREEERAEZ% FAS H—N—IC1 >
R—bLEFT:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>

5

Import-FashuthorizationCertificateResponse -—-address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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UTHERRINET,

PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

= bac3d8bd-b484-Gebe-abfi-Gb2cfdb2ca3y

- [0ffline CSR]
:oabe2¥fec-1dd7-4e2b-3963-16ecI 11020

0k

SR EHAZOMEST—H TPMICELKBAINTVSZ L 2R T 31Cid. XD PowerShell v > k%EER
LET, BRLEMIAZOMES -1 TPM IZEMI N TV 3IBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider |88 S F 7,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

Flg12: FASEEIO> Y- EZ&TLTEREHLFT,

P Citrix FAS Administration Console - connected to localhost = | = -
Initial Setup | RU'GSl Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An L té is configured.

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A [CoY—ERXRERHTZ] FIEICIFBEOF T v IR—IBMMTVTUVET,

FIE13: FASEEIYV—IT [UL—I] 2T7ZFRL. T4 VX b—ILEER] ORRICKE > TREZHREL X
EXS
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3

COBITIE. HSM ICHEBMTN TV 3 EREEEIREOME X —S LU I —F —AZEOMEF —ICOVTHBAL X
T, COBITIE. BEREAD HSM ZBELTVWEY, HSM (Zid 7O/ 4—%& (THSM_Vendor sKey Storage
Provider) #¥) H&&h &7,

FAS # —N—Z RBUBRETEITT D2 FEDHEIE. HSM ARV A —ICNA N=NAHF—HHYR—-+ThTLBEHYE
SHEERL TSI L,

Figl: EBO>Y—IZFEALFAS Wty b7y TRICIE. RO REAZET V7L —FORRI 4&U
MEERRBE DY 7w 71 D2 DOFIERITERTLE T,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z 8L £3, HSM A CAPI ZERL T
WBHBEa., TONAZ—RBRFa XY FTESKY—EXTONAH4— (CSP) rEBRINTVSAIREEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—Z/EATON14— (KSP) s@ARTnhTWVWBaEMH H D
£,

FIE3: BET77MILERDELSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CO>FIUATIE HSM A CNG ZERL TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC2E
INTWET, HSM A CAPI =R L TW3IEEIE. ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWAHZHEBL T IEET W, £7. IEIHR
RSAF—4MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBELTLESTWL, O
DFITIE. F—DRTETI I LD 2048 EY MIRESNTVEY, BELAF—DORINBHEVON—FT T
FTHR—FINTVWRIEEBRLTIIETL,

Flg4: Citrix 7z7L—>a VIt —EXZBEFHL T, BT 71D SDEZHARAAET,

FIg5: HSMIWTRSA +—~7%4%pL. FASEEI>Y—)L [Initial Setup] 27T [Authorize] %2
Uy LCEEREERERZERL £,

FE6: Windows 1R FOFDO7 Uy =3>>IV b EFTVvILT. F—RFPHHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

7: [Provider: [CNG] HSM_Vendor s Key Storage Provider] £7%->TWE Y,

FIE 7: 3EPBHRIH —/N—T. :EBAHRES MMC T [Pending Requests] / — R#%&IRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
El1or e BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv U L. [¥1T] 2BRLET,

A [COY—EXZRHAT 3] FIREICEREOF v II—IDRMTVTUVET,
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Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

v

Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

v

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

Publish

v

Authorize this service

é is configured.

Deauthorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

FlE 8:
ER

FASBEEIOYY—ILT [L—J] 27%&ERL. 112X b—I)LCER] ORRICHE > TREEZHREL F

FASGEFRER L —2

FAS Tid.

RBLEY,

HEBRZE DIRTEIC FAS ' —/N\—_E® Microsoft SFFAZ X r 7 EAL FE A, BOHRAZHT —IR—X%EE

BERMEIERAZE D GUID 24 E 9 31C1E. FAS #f—/N\—TXR® PowerShell v~ FLy hZANDLET:

Add-pssnapin Citrix.a\x

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

fcr z1¥. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; “ A\AHL 7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LERTIFILHTE REQUE_T
: WaitingForApproval

A—H—iAEO—BZEEIBICIE. UTZANLETY:
Get-FasUserCertificate -address \<FAS server FQDN>

5l: Get-FasUserCertificate -address cg-fas-2.auth.net

dministrator.AUTH= Get-UcslUserCertificate cg-ucs-2.auth. Tocal

humbPrint : 22 FAOEE9S2125A2F96E7DD2D5 520459
JzerPrincipal Name @adfs. ext

ole 3 defau]t

ertificateDefinition : ault_Definition

xpiryDate 5,/04,/2016 12:02:13

pE

HSM =R L THE+—%®REF9 %H4&. HSM 3> 77+ —13 GUID THBI SN Ed. HSM ROMZEE—0
GUID k. ko< > RLvw hTEIETEZ 9, FQDN of FAS Server) 1. FAS +—/\—®d FQDN T%,:
Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo S$true

i

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
wadministrator: as rCertific: djwfas.net

46b1112
ge Provider

AD2441F A4DE198 : 28DB
joe@djwfas.

default

default_Definition
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REBHR

e FASOA YR M—JLEBRICOWTIE, TV X F—)LEHER) 28R LTIIZEW,

o —HEMY%: FAS IBIBIC DLW Tk, TFederated Authentication Service D 7 — 57 F v O E] #8BL
TLREL,

o ZOMDEMEMAFIBICOWVWTIE. TEFMERERI 28BLTIEIVL,

X2V TrERYy bT—TDIEK

September 2, 2022

JIFL—>a B —E X (FAS) IE. Microsoft Active Directory & & Uf Microsoft :EBA&RI  BiZICHE
LTWET, FXAM>YOAYAO—F—REZORIOBEERAIVISAMSVF v EAKRIC. EFaUTo RIS —%
BHRTZULICE ST, PRTLOBEYREBEREZITO CHEETT,

CORFaXIVFTIE. FASZRETIBEICER TS, EXxa)THEOMEBICODVWTEHALE Y, £ 17V
TZRAMS0FvDEF2) 71 FREICRILOFBAARELEEOBMEICOVWTHHBLE T,

Ry RD— T FIF %

ROMIF. FAS BHATHERASNBEELDYVR—X 2 beEFaUTAEBRETLTVET,

FAS —N—id. GEEAEBY R Xr> O bO—5—cHiZ, tFaUTA LEERI VTSRS FvD—HL
LTHERONZBELRHD T, 77— 3 VIERIETIE. Citrix Gateway & & ¢ Citrix StoreFront 4. 21—
— R Z1TS CeHMEEI NIV R—RY b T, ZDIEH O Citrix Virtual Apps and Desktops J>HR—x>
biE. FASENDOFEBZZITEE A
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Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server S A thorization ' Certificate walter@auth.local
Certificate = -
R certifica Cetificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

indows Server Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut
Roat CA TLS Server TLS Server | FASUser
f Ccentificate f cerificate g Certificate | Cenificate

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & T Delivery Controller J>R—x> FRDBEEIE. R— b 443 ETTLSIC
Lo TREINZBENHD £9, StoreFront H—/N—IzREZEHDAHZ1TL. Citrix Gateway &, HTTPS @R
— b 443 2 ERLIcA V2 —2y b LOEGDHZRITANNBZ L SICTRIRELRHD X T,

StoreFront  —/N\—Z#AEBE S 7z Kerberos AL T, R— b 80 TFAS #—N—UiB5L £, RaEICId
FAS #—/\—® Kerberos HOST/fqdn ID. & & StoreFront #—/\—® Kerberos <> > 7#H7 > k ID HEHRA
IhEd, Zhuckb. Citrix @ Virtual Delivery Agent (VDA) Aa1—#—cOJ# >33 DICE 4. 1[ERD
B0 TERBRN\YRIL BPERINET,

HDXtw>a>h VDA ICEGINnD . VDAHKR— K 80 TFASH—N—CiBEL £ 7. REEICIE. FAS H—/\—
® Kerberos HOST/fqdn ID. & & VDA @ Kerberos v~ > ID BMERINE T, F£7-. VDA IZ. SR
F—ADTIERIC TERBHR/NV RV ZRETIVELHD £7,

Microsoft :EBARAIE. EIE TCP R— ~DERA%ZEH TS 5. Kerberos :R:fd DCOM =R L T, EHEZZIFA
NEY, F7o. HAPAKEAIL. FASH—N—ICBEEINEBRI -V MEAEICELZEREAO CMC ATy &
RHETBELSERLET.
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F—N— T7AT7I4—ILR—k

JxTL—2a VBt —EX [in] StoreFront & T* VDA H'5 HTTP & T
Kerberos. [out] DCOM 5 Microsoft sEBR#ES

Citrix Gateway [in] 25147> k<> >h5 HTTPS, [infout]
HTTPS & StoreFront #+—/\—Rf. [out] HDX »*'5
VDA

StoreFront [in] NetScaler 155 Citrix Gateway. [out] HTTPS

75 Delivery Controller. [out] Kerberos 5
HTTP #ZHBT FAS

Delivery Controller [in] StoreFront #—/X—#'5 HTTPS. [in/out] VDA
H5 HTTP £@ T Kerberos
VDA [in/out] Delivery Controller »*5 HTTP & T

Kerberos. [in] Citrix Gateway 5 HDX. [out]
Kerberos 15 HTTP #&H T FAS
Microsoft :EBR#RS [in] DCOM x. FASh5DEZ

Citrix 7z 7L —> 3 ViR —E X t Citrix Cloud o4t

2V =ILEFAS 3. ThEeNA—H—DT7AU > bERY b T—IOH—EXTATY bR LTRDOT FLXIC
TIEALET,

o A—H—TAHIUVI+OTOFASEEI>Y )L

- *.cloud.com
- %, citrixworkspacesapi.net
- B—R"N—F10 ID 7ONAMFZ—HRBEBELTEZIT7RLX (RETERAINTVIES)

¢ XY LT—=OH—ERTHIVEDTDFASH—EX: x,citrixworkspacesapi.net
7
Citrix Cloud Japan IZ###5: 9 258815, ROT7 KL XEFHLFT:

« *,citrixcloud.jp
« %, citrixworkspacesapi.jp

BEBIC7Ox S —N—HDEFEFNTLIESIE. FASBEIVY —ILOT7RLRAZFERALTA——7TOF > %2R
LEd, Ffee XY bT—IH—EXT7HYUY bDT7 RL XN netsh 7zI3@HFDY — L2 FERALTERLINATWVLS
CreEERLET,
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tFXaUToICEY 3 EEFE
FASIZIE. FASH R XA > A —HF—DRODICERNICGGIAZEZRITTES L5109 5. BERMEOMRELNHD X

To SO, EFaUT A RUS—ZEHESLUVERELTFAS H—N—%zRE L. 1ERZHFIRI B CIIEET
ERS

ZESNIEERTI -V b

FASIZBBI -z b LTHAEET B EICK > TA—Y —FBAE R RITL £ 9, Microsoft sFBRESICK D, &
BI—>x b GBAET Y TL— b BEUBEBI—C TV MOEIAEERIT TS 1 ——%FHIBTE £ 9,

citrixtest-DC-CA Properties |7 [HISG
Extensions | Storage | Certificate Managen:
Genersl | PoicyModde | Bxt Modue
Envolment Agerte | Auding | Recovery Agerts | Secuy
For more information see Delegated Eprollment Agents:
() Do mat restrict enrcllment agents
(®) Restrict ermdment agerts
Enmiment agents:
Everope ]
Ceficate Templates:
Pemissions:
Hame ALCEES
Evaryone Alow
Dery |
ok || Concsl || Mo || Heb |

COAAMT7OI Ry I R%EFERLT. KO 2R LTIV

+ [Enrollment agents] ®—H&IZ FAS H—N—D#HHEEFN TV,

o [Certificate Templates] O—E&IZFAS 7> 7L — b DHHEENTWV S,

* [Permissions] ®—&IZ FAS OFREDHFRAIINTVEI—HF—DAHDEEFN TS, fceiF. EEBIIL—
TERRBRESNIE DI —DIIL—TIZBTZ2A—H—IC FASHERREZRITTIAVLSICTE L%
BEHLET,
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77 ZHE) R DB

NL—ILDER] £ a>THBLTWR LSS, MAENETINIBED FAS I3 T2 21— — ID 0&ERERE
$89 % StoreFront H —N—D—EBZHERTIVENDHD £9, BEKIC. HAZORTHERLBZ1I—H—. LU
A —HRArTEER VDA VEFIRT 2 N TEE T, CDREIF. 1ZETHEREITS Active Directory
TolZEEPAMBEDEF 2 U T« HBEICIBINTITLWE T,

T7AT7 4= ILDRE

FAS H—N—ADITANTDOEETIE. HHEREH SN - Windows Communication Foundation (WCF) Kerberos
2w D —08EGHR— b~ 80 TERINET,

ARY OV DOER

FAS 5L T VDA i3, Windows 1 RY rOJICEREZETAAE T, Chid. BROERESUVEEICERTEE
Yo MR OV 02 a VIl ERSNBAEEDHZ IR FOJTO—EZRLET,

N—=—RIz7Ex*a)FrqsE a2

FASIC& > TRIFENA—F —IAEOHMEF -2 S0 IR TOMEFT—IE. Network Service 7ho > kick
SDTIVRAR— b RADOMEXF—C LTHREEINE T, FASIZ. X2 VT4 RU>—TEBSHK/N—KROz7t*Xa
DF4EYa—IHURBEINZHBE. COEZa—ILOFEREHR—MLET,

FederatedAuthenticationService.exe.config 7 7 1 L Tld. L RNILOBESHERMNERTETT. 50D
REIZ. MEBEFXF—DRMWIERTINLLEZIERASNE T, TOH. EREAOWEF— (4096 Ev ~. TPM R
ELY) BLUFT V2 LOI—HF—IREICRERZRENEAINZI N HD £T,

INTA—H— Bz

ProviderLegacyCsp true I8 E L7154, FAS Tid Microsoft CryptoAPI
(CAPI) MRS NE T, false ICRELHBE. FAST
I& Microsoft Cryptography Next Generation
(CNG) APIAMERTNIET,

ProviderName 593 CAPI £7212 CNG ZON1 4 —D&Hi,
ProviderType Microsoft KeyContainerPermissionAccessEn-

try.ProviderType Property PROV_RSA_AES 24 %
SR L %79, CAPI THSM 2EAT 3158, LU
HSM XY A —=TRID R 1 FEIEETN TV B IHEUN
3. BIC24 THBRENHD X7,
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NTA—5—

KeyProtection

KeyLength

EEDOEE
BEOEEIF. ROTIN—TIHDNET,

&l

IVA—T5414 XAEEE

RXA1VDERE

SERARI D EIRE

FAS &12%&

StoreFront/Citrix Gateway EigE#&
Citrix Virtual Desktops EE#

A

WEFX—0 TTORR—AlRE) 75T %25L £7,
THIE. N=RITZFPTHR—-FINTULRBEIE. b
SATYRTISY R ITFH—LETa—)L (TPM) OF—
A=Y OFERBEFRITNET,
RSA#BZEF*—DF*F—K, Y R—FIN3MEIF 1024,
2048. H& V4096 T (F7#JL +iE 2048 TG ),

Bt

7L AMADERAEZET > FL—bDI YR b=ILEK
UMR:E

IIN—TRI S —REDHEK

SEEAER DR E

FASH—N—0DA VX b—JLEHERK
I—H—sBEEDEAKL

VDA B&LUOY FO—F5—DHER

REEER. EFXaV T ETLLBROTEIEREZFEL. >XTLOEF 2V T REDLDHD. WKL

xR T TO—F e ERRLET,

IIN—TR)S—RE

EEINLFAS Tk FIL—TRU S —THEEEAD lindex number ->FQDNy @JLy o7 v FF—TIT
BASINET, FASH—N—ITELKTBBE. V517> MMEFAS #—N—dHOST\ <fqgdn>Kerberos ID % 1%
HLET, FASH—N—IZT7IEXTEZIITRTOH—N—IE. BLT>Tv I RIZA—D FQDN ZFOBEHH D
£, £5TRWFEIL. StoreFront &V VDA BBID FAS H—N—ICEHIT B ehH D £7,

B RZHSIHIC. RIBEROIARTOIYI VI, B—DRUS—2BRTE 28O LET, FASHH—/1N—
D—EICEBEZMZA3HE. HICTY M OHIBRPIEFOEEIR. FELTITo> TSI L,

D GPO 0EEIZ. FASH—N—D1 YR b—ILELTERELZELET S FAS BEE (XFF A1V EEE)
ICRETZBENHD T, FASH—N-—DERFILEERIC. 20 FQDN ZBEZALBVWLSICEELTLRLT
LYo
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FEERET >V TL—k

FAS hr 54t 3 Citrix_SmartcardLogon sEBAZE 7> 7L — b2 EALAVRS. MAEQIL—%2XETE
F9. UTOEENHR—FINTULET,

HBRET I — FDORBIDEE
Citrix_SmartcardLogon 0 Zsi*EET 3H4. FIBEBDT > L — bRBRIEEICK > T UTEITSBEND
hxEd,

o HIRAET VL —bOOAE—%1ER L. FIBBEBOT > 7L — B IEEICR > TEDRFELEELE T,
o B —H—A VA —T 11 ATIEHRL, B FAS A® FAS PowerShell av > rREEFERLEY, (BED
—tf—a B2 =T 1 RXF. Citrix DT T AL bDTF>TL— B TOFEADAEFRNRE LTWVWET,)

- Microsoft MMC sEFAE 7> /L — b X+ w 7+ >H Publish-FasMsTemplate <> R&ER L T,
BEOFYFL—bZRRL.

- New-FasCertificateDefinition Ov > Rickb. BEDTF>FL— bORAI%ER LT FAS 2
LFx9d,

2/ 7ONT 1 DEE

HERET VT L— FOBMEEEETET XD,

BHHIRIETEL AN T RSV, FAS (BEHEF Y 7L — hOCOREEERL 7. FAS 3EMEIRMD%LIE THE
REEEBNICEHRLET.

ERNEBIONT 1 DEE

CNSDTAONTAIFEELEVWTLESI WV, FASISEERRZET VY L —FDOINSDHREEZER L EJ, FAS TIEE
2. (MBXF—DIIVRR—rEHATS] ¢ [A—F—TEHTS] IFAT7ICTATVLETD,

EEONT1 DEE

NS5O TONTAIIEELEVWTLEIW, FASIZFEERBET Y L — D INSDREEERLE T,
FAS TIREINZZYDREICDOVTIX., THEZE+—1FE] #8BLTIETW,
*—OBFATONT 1 DEE

NSO TANT A IFEELBVWTL IV, FAS TIIF—OBRHIFAIZ T R— FShEHA.
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BETYTIL—bTONT1DEE

CNSOTANTAIFEELBVTLIES W, FASTIRELET Y7L — I R—FIhEEA,

WERONT 1 DEE

FRBAEBOR) O —ICEhETINSDOREZEETEET,

A PEYIRINRREZTOC. EFa VT ORENRELD., MAEMERTEIRBBHEDHD XY,

txaUFo7ONT DEE

FASH—N—DII2TAT Y MCDOHHAMDERE L VERERDIFAATSINZ L SIS, CNOSOREZEET S
CrEEBHLET, FASH—ERIZIE. ENLSIMOERIIBED D EEA. 2L, HOMAZET > TFL— LR
B ROEEDHEMTE !

s BEREDNTYTIL—MIMLTHAND FLREIAATETBZL5IC9S
e BAL—H—DTUTL—MIXNLTHEAMOTEFEZLS5IETS
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Subject Name lzzuance Requirements

General | Compatibilty | Request Handing | Cryptography | Key Attestation

Superseded Templates Extensions Security

Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

IOz METONT A DEE

Citrix T3, ThoD7TONTAZ2EBLBVWI L ZHEBHLF T,
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7> FL— KT [Active Directory OISO SBERT 3] BRI TV . FERAKEIZEAEIRIC O —H —
DSIDEEDHET, ZhiZkbD. 2—H—m Active Directory 7H 7 > bADBHBRI v EVITHRBEINET,

H—N—TANT 1 DEE

BREITNEFEAD BBICGLT. IBABOR D —ICEDETINSDREEEETIET,

EOTEGIONT DEE

INSDOREFEBELBVTLETV, ChSIIUTOLSICRET B2HENHD £,

Citrix_SmartcardLogon Properties |i-

| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |
Supenzeded Templates J BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval
[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy W |
Appiication policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same critesia as for enrcliment
() Valid existing certicate

Ao key based renewal (7

Requires subject inforation to be pravided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

B IONT 1 DEE

CNEDREFEETETEI, ZDRTEIX. Windows Server 2003 CA (XR+—<IN—23>2) UL d34E
MO ET, =72 L. FAS B HR— kg 3DIx Windows Server 2008 LIFE®D CA DA T, ERDEHEADEED,
Windows Server 2008 CA (X¥—</\—2 3> 3) F7:1d Windows Server 2012 CA (R¥—<N—S 3>
4) ZBERTZLICKDFERAATRE L 25 BMREIE. FAS TIFERINET,
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SERAERI D EIE

SN0 EREQER. MEIIREY — N\~ OB, & & BRI — N\~ 'ER T SRR RWEF — O
T,

VAl NOVN: |

IVA—TSA AEBEDRMTZT L — MIEDSVIHIAE Z AR EN KITT 21013, FEFRKEOEEREN
TYTL—rOREEERT ZHBENHD FT,

DUTNBEFAVToMEE LTI FASH—N—D1 VX b—IILEICOABIRBEHAE T > L — b E AT
Bh FREBATSAVOAPERTFLHREIEZRRTBZLTY. WITNDIFEH. MEREOEERE ST RIS
BREOEROARICEVWTEANDR I bO—ILZ#ERF L. FAST—N—0FRICEAT 2R O —2HOBEHLHD
£,

T7AT7I4—ILDRERE

—RREYIC. FEEARADEERE . EAKEORY FT—0 7 77U —ILREDEEL T ZEEHOFEZITV
7, APAKBDEEEIZ. DCOMTCP LU T 717U+ —ILIL—ILZBH L. FAS U —N—FIFHGIREZE
KRTEBLSICTBEHNTEEY,

EROHR

T LTI BREBEIIFAZEOINTOREEN. 7O/ RARERHAAET VY FL—r2FALT. 21— —IC
AERAEERITIA N TEEY, Chz, SAKETONT O IERI—2 > FOFIRI T, FEOBZWI—
HF—TJIL—TICHRTIBEDBD XY,
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Jd
H
B
c
|
w
\/
%

Bdensions |  Storage | Certficate Managers
General | Policy Module | Ext Modula
Ervolmert Agerts | Audtng | Aecovery Agents |  Secunty

For more information see Delegated Enrollment Agents)
(#) Do not restrict enrcliment agents
() Ragtnet enrclimant agents

Enrolment agents:

RUS—FEDa—I)LLEE

BERZRRICIE. HAZLEF21 )T 21—- I Z2EAL T, dREORITOEBHFLIERZITICNTEET,

FAS &R

FAS ICIZW< DA D EFa U T EEDHD £,

T XEE) X~ (ACL) I2& 3 StoreFront. 1—4'—, &KL VDA OFR

FAStxalUs4 EFTIORLERZDN. HEEEICT7 VX TES Kerberos 7AD Y FOEBETTY,
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TIEART KL BTl

StoreFront [IdP] Znso Kerberos 7> MM, 2—H—HELLKR
SN ESTTACLZEEINTVETD,
Kerberos 7h7o > rOWTNHDBEEZZITZHBEIC
I&. SERAEDMER SN FAS O Tl S nfca—4
—ICEERRENMERTINE T,

VDA [GEFREFIRE] NS SAES S UMEBEEX—ADT I EINHFATE
Nvs>T9, COTIN—THDOBEEZRIF=VDA 7
AV MIEB P RTLRBOHELNFIRIND &S5,
IdP HERE L - BRIBHR/N Y RILHHBETT,

d—4— IdP e D1—H—%TF7H—+I3hEEBLET, i
BBHRED THIRNSIERI—STY b BRA T 3>
CERELTVWAZLICERL T TV, —HiMIC. 7
JEZHIEY Z ME. FEOBRWT AT Y FOHEM
ZB3CEZBHFHOLET, ChiZED. BEZRITE
StoreFront 7 h o> bH HERZLDFVEERELA
WICEDHZ I ZRTET, FIZ. RXIVEBEDOT
AT RE. TOT77EREE) R FTHAIINBZRE
TIEHD FEEA,

IL—IL DR
Jha7 L 7=#8% @ Citrix Virtual Apps # 7=z Citrix Virtual Desktops O BB TRIL FAS H—N—1>T735X 59

FBMERAINTUVBRBEICIE. IL=IDEILIEF T, EIL—ILICIZENETNOEBRA T a>ty bHAH D $FIC
Kerberos 77t Z&Iffl) X + (ACL) (&, BERICHERTZ A TEET,

GERRMR . TV L — FDRE

BFEAZE TV TL— FBE LUV CAIR. FNENEARZ TV EXEDDICERTZ AT ET, aELRERIZ. B
BIZIGL T, EROEEWHERZIPELZFEATELSBIRTIGENHD T, e xIE. TIME1 c#BIIN
A—H—(ZIE. TR - =KD HHERHNBFVEERAELRITINZI eHhHD £,

ty P a s LURAEDERE

FAS B1BE(L. BHICERINAERE:R, 21— -0ty a3V THERAIZNESHEERBLET, L ziE. &b
VEEOHZ TOJF ) fBREIIOT 4 VBICOAERTZ LS. By ar Tk TER) MBEEQHEARTIEEIC
TRENTIET,
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MEL—RESLVF—R

FAS EI2E3. FASHMEBEF—2N—RIz7EFaUTsEZa—J)L (HSM). R FSRTYRTSy T+
—LEVa—)L (TPM) ICREFETBELSERTETET, LU CHERMBEIAZOMEF—IE. TPMICREFELT
RETECZEHOLET, COF T2 avid 17512 dAEERFHRAIORTREINE T,

BRI, I—H —HEFAZEOMZEF—6 TPM £72E HSM ICREFETEE T, IRTOF—IE TTIRR— MRATRE] &
LTEML. F—&IF2048 £ FUETHIFNIEED FE A

ARy ~OY

FASH—N—IZ&> T FHABGBRS LUV F M LAY FOOJHREINZ LD, BEEEEANRBICKRITS
CENTEEY,

BETIERCEEBY -

FAS IC1Z. U E— FEIRDI%EE (FEE R D Kerberos) 8 KN — L& EFhTWET./O—AJ)LdD Administrators
TJI—TF1 DX N—Ix. FAS OERIcxd2 7)Y hO—-ILERERSTNTVWET, CO—EIF. FELTH
BI3MNERHDET,

Citrix Virtual Apps &32#. Citrix Virtual Desktops &12#&. VDA E18&

Active Directory /XX —R1 IZFAS @ TERBHRNVRILI ICZOFFESIBRI SN 370 —RIICIK
FAS oFIAIC & > T Delivery Controller X VDA BIEEDOEF 2V T ETIUDHEBEINZI LR HBD £ Ao
Controller 5& U VDA DEBEYIL—TDAYN—F. FREINLI—HY—ICRETIVENHD £T, BELAAR
YOV EERTIBEDHD FY,

—fEr 7% Windows 4 —NN\—t ¥ 5«

TARTOY—N—IINYFERLIERL. BEQD T 71T IA—INETFI4IINAYV I O T7%ERTIHE
BHDET, EFaVTFo LEERA VISR IFvOY—N—Id. MENICZLBIBRICREBEL. T4 RID
EEUPREIS VDX YT FIRA T I VICHTREETIHRELRHD £9,

BEEBET AR FOJIE UE- I VICRRIRETZHEDRHD FT,

RDP 77t R, ARBEINI-EEEDOHICHIRTBVELNHD ET, AIREBIGEIF. 2—F—THTU > b KR
WESLURAMVEBEDTAVY TR AR— M A—RFZFEALILOIF UHERTNE L SICTBIHREDD
D&Y,
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REBHR

e FASOA YR b—=JLEEBRHICDOWTIE, TR =)L) 28BLTLLETV

e FAS7—xFUFvICDOWTIE. TBHET7—FTUF v

5B

=hn

o ZOMOEMFNLBFIRICOWTIE. TEFEMEAERI 2SR L TRV,

NTA—=RVRAAT R —

July 18,2022

FAS ICI3. BROERHADO—EDNT #—IVRATVEZ—DHEENET,

@ Performance Monitor

LTS L,

) File Action View Window Help
e | nmE BE= |

@ Performance
v [ Monitoring Tools|

B Performance
» [ Data Collector Sef
> _ﬁ Reports

— O x
- 8 x
Add Counters X
Available counters Added counters
Select counters from computer:
Counter Parent Inst... Computer
<Local computer = ~ Browse. ..
Citrix Federated Authentication Service ~
fica ing Re t
igh Load Level
Low Load Level
Medium Load Level
Poaol Key Count W
Instances of selected object:
Search
Add == Remove << o 12:08:15
[ show description Cancel tion ’7140
Show Color Scale Counter Instance Parent Object Computer

ER

MORIE, EAARBEAVYEZ—D—ETY, HICHLZINTULARVLED, ATV Z—F 10T CICEHINE
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B

Average Certificate Signing Request Milliseconds

Certificate Count

Certificate Signing Requests Per Minute

Concurrent Certificate Signing Request Count
Pool Key Count

Private Key Operations Per Minute

Session Count

Low/Medium/High Load Level

Windows O # > ORBED FSTIL>a—

July 18,2022

A

Bl 1l 07— 42%zFEBLTHEIN . dAEER
EROFIEAR (T UREAD),
JxT7L—>a ViRt —EXTEEIN TV HEE
[} 8
BHriDlpo7r—4zFRALTHEIN. Jz7L—
SV —ERICK > THITEIN 1 9H7=D D3E
BHEZERERDH,

77l —>a VRt —EXTRRBIMEINTVS
AEAEEZERDH,

ERICER SN, AAEBEERICERTS 3% -7
—ILADF—RT7 D,
BHriDlpOo7—4%zFRALTHESN. 7z 7L —
AV —ERICK > TEITINE 1 DH 7D DIE
BEEME T —1R2ED K,
T7x7L—2a R —EXICE > TEHINTWS
VDAt v a >k,
T7IT7L—2a R —EXN 1 9H 7D OHEEE
ZERICEAL THB T 2AFOHTEME, HEM@EIZ. 7l
D1RDT—2%Z2FALT. BREHMINFEzT., 'BE
il LSWMEZBBATI . RRAT7TVERIETRAI
v TOREICKKMTEICHHBD £,

Al 274

CITlE A—H—hREASEPRY— b A—REFEALTOS A>T 2. Windows BR300 LU T
S=Ayt—PICDOVWTHRALE Y, ChooOdicld, Bk z ST a—To I 93DICERTE

BEMBPEENTUVES,

AEEAE C AR —EE

Windows Active Directory i3, 21— —0OJ 74 > HIIFAZEZEET 3 VW DHDHAEX F7ZRFLTVE

ED
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o NTAuth:EBAZ X +7: Windows ADREDT=6d. 1—H —:EBRER T <ICRITT SHEPAWEE (0EhF
— Vg R— b INELA) & NTAUth R A TICEEBE T R3HERHD £9. CNESDIMAEERTT I
certutil 7O S L 5RDESIZANFILET, certutil -viewstore -enterprise NTAuth

o L—rBEKUHREER L7 BE. HAEOJA VS AT LISE—DOHHAEOAHERETE S0, F
—VPMERFOBE. IRTOYY Y LOFBHBAER FTHINSOHAEEEZATVWIRELRHD £,
JL— MEERRAZIEEEINIIL— R X RTIC. BEHL S5 2 BB OHAZIE NTAUth R A TICHZBELHD £
ERD

o OJF VEERREIRRE UL — TR > —: EKU P tDERRER Y > — 2 @5IMICHREE S 5 & 5 12 Windows
EBRTEET, Microsoft D RFa Xy by hESBEL T EIV: https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),

LR RIR)S— HEA

AllowCertificatesWithNoEKU EMCTR L. AABICAY— M A—ROJF YRS
—f#M% (Extended Key Usage: EKU) #'&xh 3%
ENHDET,

AllowSignatureOnlyKeys T 7 #4JL T, Windows . RSAEShHEZAIL AL

MEEMBF—Z2ESLET, COF TP avid. D
T2 —=EESLET,

AllowTimelnvalidCertificates T 74+ T, Windows (FHARRYINDIFEAEZ #EH L
£9, COATFU IV FOTqINEZ—%2LESTLFE
ERS

EnumerateECCCerts B T B L £ 9,

X509HintsNeeded SERAEIC—E 01— =T o NILE (UPN) B&Z

NGV BROBRIAIELIBEE. COoF T arz
FERTZE. - —HFHT Windows OJF> 74
VY REEETEERY,
UseCachedCRLOnlyANnd. KNFyvozEBMCLET (BERXr>I>bO—
IgnoreRevocationUnknownErrors S—ETRE)-

o RX>OY O—5—HEAZE: Kerberos EHERIT 3ICIE. TRTOY—N—DET A TR X-r>0
Y hO—5—) HRAEEF - TV BRRENHD £9, Tnsidk. [Local Computer Certificate Personal
Store] MMC 2+ w714 XZa—%EBLTERTI £,

UPN R CHEFREY v E> Y

I—H—iAER. —BE0I1—H%—FU>INILE (UPN) 29720 CORIBINRIEREICEDZ ez b8DHL
9,
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Active Directory To UPN &

77 #JL b T, Active Directory ® R THI—%—IF. /¥%—> <samUsername>@<domainNetBios> &
& U <samUsername>@<domainFQDN> ICE < BEEA UPN ##H > TV T, FIATI B3R XAV E LV
FODN iE. 7# L X MIXT % RoOtDSE T FUICEFNTULE Y, ROOtDSE T BE—D F XA ViZx L THE
8D FQDN 7 RL ZAABEBREINTWVWBR A H B EITFRELTLEI VL,

# 7. Active Directory ® § R To 21— —I(FBARM%A UPN & altUserPrincipalNames Z#->TW& 9, Ch
5(3a—%—o UPN #38E€ 9% LDAP T> ~UTT,

UPN Ta—%—%#&EI3HE. Windows id. £9° (UPN Z28RB323 70D IDICESVT) RED KXY
TEATH%A UPN 2. SilF THRBUPN 2R L &E 9. —HT210H VG, BERUPN ZRLEZIHA Chid7
FLALDEBBZRAANYTHRREINZZEDRHDET,

ARREYYEYIH—EX

AERAEICHATI A UPN A& £ i WiB A, Active Directory IZEERICH L TER B ABIEHAEEE
rx509certificate; BEICRETEZ34 723 aFo>TVWET, TDLSRHAAEE I —ICFRT B HIC. O
VEA—Z—|dEECOBREERVWEDESZ N TEET (FI7ANMTIEE—DRXAL>VT),

AEINTWBA > avaERTDIE. A——H1—H—THUV r2EELTCIOREORER LIF-D. C
DHEED 7 OX R XA VIREBTHERIND ESICLEDTEEY,

TALRAMIERORXA DB D A—H—H R X1 > ZBERIICIEE LA WEE. Active Directory @ rootDSE
MEERREY Y VI H—EXDIZMZIEELET. CRIZBEIO—NILAZOJTIVICEDN. T+ LI NAD
FARTOD x509certificate BEDF v v aba—%FE>TWEd, COOAYEa—2—Id. MBAELIFICEIVT
FEORXAVTA—HY—TFAHIY b ENENIIBRHT 2 1-DICFERATEXT,

OJZ Y RX1>ay cO—5—OFEREIH

HARBICEBOR A > O FO—F—HEENZHEE. RBEICCD R XA M O—F—HERAINTWVSE D
ZIWELTHIRT B . O 5B L TEETZDICEF T,

KX >y bO—5—0EIRGEE

Windows (Zxt LT, OJ# > THE®D Windows KX > > brO—5—%2BFIMNICERTE 3 720HIC. Imhosts
7741 (\Windows\System32\drivers\etc\|mhosts) ##m3 % Z & T. Windows Y>> HMERT 3 K X1
YAV rA—5—DU AN EBETRNICKRE TS D TIET,

BEZOBFICIE Timhosts.samy EWSRBDY U FILT 7AILBHD 9, BIOxD 1 17%EEBMLET,

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 63



S 17— 3 VR — X 2203 LTSR

Z T T 11.2.3.4) 1& Tmydomainy K X->T Tdcnetbiosname; WS EFIHMTIISNTVWBE RXr>aY
FO—Z5—DIP 7RLXRTY,

BE#gic. Windows ¥ Vi 0iEHREFEAL T mydomain icAJ 4> LET. TNAYEYIMNET LIS,
COBEZRDEITHBENHD CITERLTIRT WL,

FRAFORXr >y bO—5—DH5
Windows izO04 # VEHC, 21— —%#0O4J A S8R Xr>ay bO—5—% MSDOS IBIBET#ICEREL X9,
hESBT3ICIE. O ROV 7T fecho %LOGONSERVER%, #£1TL %7,

FEEICET201E. COAYYRTRINAEEOVE2a—2—ICRESINE T,

THOY FEEIRY OB

T7#IL LT, Windows RXA >V hO—5—RBREAETATY FEEOJZBMUL TULEEA, ThiE ¥
W=TRIVS—IF42—T, EFa2VTAREOEBERV—ENLTHETIEY, BT B L. FX1>O
YhA=-S—BFtEFaVTs O T 7 AIIRICEBNOAARY FOJEREZERL E9,

g Local Group Policy Editor [= o]

File Action View Help

e 2o = HE

] Local Computer Palicy ~ || Policy - Security Setting
4 & Computer Configuration | Audit account logon events Success, Fallure
B Software Settings | Audrt account management Success, Failure

4 Windows Settings ) Audit directory service access Me auditing

b [ Mame Resclution Policy 2 Andit logon events Success, Failure
=] Scripts (Startup/Shutdown)

= " ) 2 Awdit object access Me auditing
4 SFcurlt}rS{HIngs . o Ausdit pelicy change Success, Failure
48 ‘“"_C‘:p':'““t P':'FL'IEF'}ET_ | Aelit privilege use Failure
b Lg FasswardToley " | Busclit process tracking Me auditing
I L Account Lockout Policy i !
| Auaclit system events Success, Failure

[ g5 Kerberos Policy
4 g Local Policies
b Audit Policy
I+ [ User Rights Assignment
p [ g Security Options

kT Uimedmasie Cisssasnll wdbb Ashssmead Camiisig

SERAZEIREEO Y
SERRE ORI T T v Y

AY— b H—RiPAED DERGIEFAE (MEF—FE) C LTIV RR—bEINHZE. KOOIV FTHRIETE F
¥, certutil -verify user.cer

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64



71 7L~ a iR —E X 2203 LTSR

CAPI O J B

RXqs>arbrO0—-5—21—HY—IT YTl IRV REa2—7—%BE W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =Hxt L £,

CAPIOZiE. ROL X MU F—THIBITE £9, CurrentControlSet\Services\crypt32

fi& A

DiaglLevel (DWORD) FHEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARV LT 1 ILE— (FRTIC OxFFf =2 6EM)

DiagProcessName (MULTI_SZ) 7Ot X% (Fzrzid. LSASS.exe) I2&3 71L& —

CAPl o7

Xyt—o A

Fr—DHEE LSA #* CertGetCertificateChain # 3—JLL £ L7
(BERET)

KhrER LSA #* CertVerifyRevocation # 3—JL L & L1z (4
RET)

X509 #72xv b+ BT R TIE GEAZ CEERRERMY X+ (CRL) A
AppData\LocalLow\Microsoft\X5090bjects i >~
TENhFET

Fr—YR) S —OEE LSA #* CertVerifyChainPolicy # a—JLL & L7z (/X
TIA—E—EY)

IS—Xyg—o

I>—13—FRK Bz

ERINTUVARWVWEEASE AY—hA—RitBAEZ. SAEEFEALTIYEa—
F—DOHRGEEAZER F T B L VERTE %) — MRS
ALTIETEEEATL
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I>—3-F Bl

SEEAERMDF TV I TS — SEPRE CRLECHART Y ML > THEESNAETFL R
PEARX—bA—FDOCRLEZAD>YO—RTETEEA
Tl KMF TV INBEADEE. ChHREE &>
TAJFAUHRELEY, EEAZ AT —EE) 7
LarvESRLTILET L,

SEEAEERARAT S — HERREA OT A VICEL TUWEHA. XX, =N
—GEERE F I3 BRIAAZ OFIREMD H D 9,

Kerberos 0%

Kerberos O % Bk T3I1ICIE. RX/>a o brO—-5—8LUVI Y RI—HF—II 2V ETRDOLI R N UEEE
BL%EY,

N1T (EXOEZET & [DWORD]
CurrentControlSet\Control\Lsa\Kekbgtesdtarameters 0Ox1
CurrentControlSet\Control\Lsa\KeKeebdx\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebugLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLogLevel Ox1f

Kerberos O3> X F LA ARy rAJICHATh E T,

s MEETIRVIIRAE] BREDX vy E—JREZMNMNEETY,
e RD2D2DIT5—I—FRIBFBEMBENOLDOT, ERLTOHEESLD £HA

- KDC_ERR_PREAUTH_REQUIRED (MFID KX > > bO—Z5— X OBFEREDT=DICER)
- REFHRITS— Ox4b

RXA>a>bO0—-5—7—9R7—>3>007

CITld. A —pEIEERFERALTOJA Y LEBEICR XAy bO—5—6LUV07 =0 XF—> 3 VICH
N30T b)DFICDWTEHRBELES,

e FXr>Oa>bO—>—CAPI2O7

« RXA>YaYrO-5—tFaUF405

» Virtual Delivery Agent (VDA) t*aUFs0%
« VDA CAPI O

VDA > X7 L0079

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 66


https://docs.citrix.com/ja-jp/federated-authentication-service/2203-ltsr/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure

77 L—>arEBE —E X 2203 LTSR

RXsr>a>rtO—>—CAPI2 OY

OAYVERICR XAy FO—5— I3 VHLTOHBEEREIEL. —EOOJ I M) ZROEXTERL £
ED

Operational Mumber of events: 6

Level Date and Time Source Event ID  Task Category

I Information 21/06/2016 15:14:54 30 Verify Chain Policy
{Dlnﬁnm‘latian 21706/ 2018 15:14:34 CAPIZ 11 Build Chaim
{Dlnt’nm'lation 21/06/2016 15:14:34 CAPIZ 90 X309 Objects
@Int’or‘mation 21706/2016 15:14:54 CAPI2 41 Verify Revocation
lG_}Int'l:r‘miltion 21706/ 2016 15:14:54 CAPI2 40 'u'n:_-ril‘)r Revocation
(i) Infermaticn 21/06/ 2016 15:14:54 CAPR 10 Build Chain

BRARY O X yvtE—2E, VDA LK > TIRHTNZHAPEICESVWTF I — V2 ERTI XY O—
S—_FiZ Isass.exe #RR L. FOZYY (KAL) #HIELF T, 4% TERROR_SUCCESS) ¥ LTREN
F9,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_MNT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF187E7ADAAADSCEFDOCCTS05C4 1 TEF.cer
[ subjectMame]| fred

- CertificateChain
[ chainRef] [FFO3F7OB-52F3-4C93-877A-5DFFE40B9574)
- Flags
[ value] 0
- Status
[ chainlndex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT76-9B1C-49FEDT86318F)
[ SeqNumber] 1
- Result

[ value] a
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FXq>arhA—-3—t*aU7s07Y

RXA>a>bO—5—3F—E0OJF VIRV Z2RTLET, TELAARY MI 4768 T

Kerberos Ticket Granting Ticket (krbtgt) #%1TL %7,

SEEAEZEEAL T

CNEDFIOXRYyE—TIF RXA>OYbO—F—ICWLTREATE T —N—DIP U THI Y ERTLEFT.
NEDBEOXAyE—TF RXCYOAY bO-F—ICH L TR T 2 72HICERINIFLL krbtgt BT 21

—H—=ThHIUERRLET,

Keywords Date and Time Source Event ID  Task Category A
A, Audit Success 21/06/2016 15:14:56 Security-fuditing 4624 Legen

":!a,_-ﬁ-ud'rt Success 21/06/2016 15:14:56 Security-Auditing 4624 Legen

'ak&udi't Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

Audit Success

21/06/2016 15:14:54

Security-Auditing

Kerberos Authentication Service

€, Audit Success 21/06/2016 15:14:54 Security-Auditing 4768 Kerberos Service Ticket Operations
Gl Audit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
"ﬂ\_.&udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon |
S, Audit Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon w
_EuenH‘-’G&, Security-Auditing x
[ General | Details |
@ Friendly View () XML View
+ System
- EventData

TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106

SarviceMamea krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-13771170068-502

TicketOptions  0x40810010

Status 0x0

TicketEncryptionType(x12

PreAuthType 16

IpAddress #ffff:192.168.0.10

|pPort 49345

CertissuerName citrixtest-DC-CA

CertSerialNumber5F0001 D1 FCAZACI0OF36879CEECOQ00000T1DT FC

CertThumbprint 23BC&SAFBYF18787ADAAADSCEFOSCCTS05C4176F

VDAtFalUF0OJ

OJF AR MIHIET2 VDA EFa U T BEOJIEARY ~ID A 4648 DT> kU T, winlogon.exe IZ&

DEFEINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
£ n b
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System ~
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI O

0B > 7))L VDA CAPI O, lsass.exe Mo B—DF t—YEIRBLUVRES —7 Y XZRLTED, KX

1>y bO—5—HAE (dc.citrixtest.net) ZHEELTVE T,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Capi2 90 X309 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 L0OY

Kerberos O h Mk INTWVWEEE. X740 1d. T5— KDC_ERR_PREAUTH_REQUIRED (##32L T
NEVWERA) . KerberosOJ# >Hth L e 2R~ d Winlogon 5D IT> FUZRRLF T,

(i) Infermation 21/06/2016 15:14:56 Winlogaon 700
I!-;'I'Erri:lr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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Windows T XY ~OJ % ERA L 7= FAS OER

FTARTODFAS 1 R Y ki, Windows 77U —>a>yaRy bOJICESFAEnF 9, System Center
Operations Manager (SCOM) X OMRZFEAT 3158, CCTHATZ TOER ARV b EEAL T, FAS
H—EXOEBUZEHETIEY,

FAS # —E XHD'EiTHH

FASH—EXBRETINTLBRHE S h &R T 3IC13.Citrix.authentication.FederatedAuthenticationService.exe

7Ot ZzERLET,

DI arTiE. FASH—EXZBRIZLTRIEERAIRY MDA ODVWTHESHRLEY, FASA/ARY ~O—
RO—BEICDOWTIE TFAS/AR>Y hO4 1 2BBLTLLEIL,

FAS EEMTR>Y b

MRDANY b FASH—EXDNEETHEDESDZERLET,

1R kY —Xx: Citrix.Authentication.FederatedAuthenticationService,

2

[S003]

[S022]

[S023]

[S123]

ARV ETFHER L

Em@E [{0}] ’IX>FF
YRAE—R%E {1} 1%
FELTVWET

gEE [{0}] @EX>TF
Y2E—R% Off IZREL
TWEY9
gEE ({0} X7+
YRE—R%ZOnIZHEL
TWEd

[UPN: {0} o—/: {1}
DEBAE DREITICKML £
L7 [fI5h: {21

Bl

FAS H—EZXHX> T+
YRE—RIZHoTh X
VTV RE— R SER
TnFE LT

FAS H—EZHBX> T+
YRE—RDSERINE
L7

FASH—EXHB A>T+
YRE—RIZHEDF LT

ARV EE CAD

FAS B EEREICRITINT
d—#—iEBAE THER I N
TWAWESEIC, [S124]
BBICRELET, £0a
=DV IINGA T

XE

X2 TF 2 RE—-RTIE
FAS r—nN—ig>>J )L
YA UFVICIIERTEE
‘Ao

FAS 10.7/CVAD 2109 »
SBAFTEEY,

FAS 10.7/CVAD 2109 1
SBAFTETEY.

ZDARY M. BEFEH
D CADTRTEMELTWL
BWIeZRLTWSHAEE
MHhHO £9, HSM ZfE
BH93&5IC FASHERE
ThTW3EEIE. HSM

JIFKRBLET, HHEREL TULWARWZ ¥ &R
LTWBBEabHDET,
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1R b

[S124]

[S413]

[S414]

737 PGS

ARV ETER b

[:EPAMRE (CA): {2}] T
@ [UPN: {0} o—JL:
{1}] oIEBREDRITICK
BLELE [HI5: {3}]

SRELEEAZE A & B 74 < HAFR
ghicab 9 5D {0}
H)o sEBAE DM {1}

RS D AR NI T
D& LTz, SEBAEDFM:
{0}

nfc FAS 1 Rk

A

FAS BMFED CA D 51—
H—AREZERL LS
Lt &S, IZ5—HIRE
L& L7, FAS BE# D
CA THEINTULBIFE.
FAS 351D CA TER ==
HEFo

ZDARY M FAS 323
HERRZE DB RIHARRANE D <
CEHMICERTINE T,
F7 4L N Tld. SRELEA
E0BMERITINTH S
30 BMATHNIE. &#H
IRV MPERINET,
ZDARY b FAS 383
HERRE DB ZEARN TN D
CEHMICER I NE T,
FIAILETIE TDIAR
YhIBHERINF T,

XE

ZD1IRY ME. CADE
ELTWAWLD, EHRTSE
BWIrZRLTWBHAEE
HHHD ET, HSM Z(E
B93&5IC FAS & E
ThTWaHEIE. HSM
PHREL TLWAWZ & &R
LTWBEEdHDFT,
COfIME. FREDORED
REIC’IBEET,
FIHIL AR

ElF. ATV RLw - Set-
FasRaCertificateMonitor
ZERALTHBTT X

9, NPowerShell <>
FLw by Z8RBLTLE
LY

BRERATIN B & FAS
lEE LW — —RAE%
EWMTERBD, 22T
WA F HRBRLIAD
£7,

FAS % Citrix Cloud L #iAEHE THERAL TWVWBIHEE. FASH—EXDEETHZIHESHDRDARY MMIRER

TNEY,

1~ kY —X: Citrix.Fas.Cloud,
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1R b

[S012]

[S013]

LEIUFAARYE

ARV ETER b

FAS #—t Z 1z Citrix
Cloud 50> >4 LY
A >F > THERETY

FAS #r—E Zi&. Citrix
Cloud 50> > ILH
1A TIEFATEFEE
Ao [{0}] B¥L< X, BE
VY=L ZzHBL TR

LY

A

CDARYME T—UR
~R—2 (Citrix Cloud %
) eIy
FUHEELTWE %
~LET,

ZDARY & FAS B
J—22Z2~R—2 (Citrix
Cloud #¥) 50> >
TNHAF O mRETE
BTVWICeZERLET, COD
Xyt—=ozid. 22T
B2 F U EE LA W
HAEENTVET,

MDANY b E BROBWVWIY T To N FASZERALISELCEZRLET,

1> kY —X: Citrix.Authentication.FederatedAuthenticationService,

1Rk

[S001]

[S002]

ARV FFER

7o REER: 2—H— [{0}] &

Administrators Z/L—7D X >N\
—TlEdHDEEA

7o ZEE: 1—%— [{0} 2O
=)L [{1}] 0BEBETEHD FEA

3598

XE

CDAIRY N EFRITS B50
IZ. FASIE (1) #BpiE®
THBZr. 2) X>F7F
VAE—RIZHBES>TLAEW
Z&. (3) Citrix Cloud

ICEREINTVR Lz
BLET,

FAS i& Citrix Cloud A
EEEmzHIFLET, C
DEFSEIE. *y bT—UE
£, OF>H—N—-T0D
B OBMERERY o —7%
. TETERERTRT
TR ENHBDET, D
FE. TRV ETFIMIC
MY—EXIFTTTRICE

HZEINTLWEEAL CFRT
IhEd, CNIFIEERSH
fETcH b, FAS IFEBIC

Citrix Cloud N Eiz4t
ZRAHAET,

FAS DMz R ETIFEEL LS
cL&ELED. MUHLTIE FAS &

BETIIHDEEATL,

FAS L— I OBHERTEIIIEE
LESelL&ELiA BUHLTH

FAS BEETIZIHD EFHEATL
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1R b

[S101]

[S104]

[S205]

FAS 1R> +~O7

ARV RTFHR b

#—n— [0} icizo—IiL [{1}] o
ID %749 — M9 3ERIHD FEA

#—/8— [{O}] 2 UPN [{1}] o 7%
— MCkBRLE L (UPNZO—JL
[{2}] IC&>THATNTULEEA)

HRREFIRED 7 IV RDMET TN

FLI-HUHELTTAY> ~ [{0H
& ILb—JL [{1}] oFerEhi-HEeA
ENBRETIIHD EFEA

RORIEZ, FAS TERINZ AR FOJIV FIUD—ETT,

BIEAARYE [7xTFL—>a VB —E X]

G

I—H#—ID o7H—rHHEITIN
FLH HUH LTICIFFFRISh
TWEHA., FASIL—ILIBR (&
U479 38551 Workspace) ©
Falx iz StoreFront —/1N—d
&h. A—H—ID OF7H— b EFFT
TNnE9,
I—%—IDO7H—rHHTEN
LD, FO2A—Y—DTATY
M FAS JL—ILiER TEFRT ST L
FtAo

VDAB FAS T VI >F Y
ZEITLELS LELREA. VDA IF
FAS L=l THAI SN TV EYE
Ao

[1~R> kY —X: Citrix.Authentication.FederatedAuthenticationService]

Ch5DAIRY ME FASH—N—TOBBEBEICGLETRBINET,

[m B

[S001] 74t RIER:
[S002] 74t RIER:
[S003] &=E [{0}1]
[S004] &EE [{0}]
[S005] &EE [{0}]
[S006] &iEE [{0}]
[S007] &EE [{0}]

XY TFFYRE—R%E [{1}] ICRELTVWET

X CA [{1}] otERZEDHLTVWEY
ELVEERAEEE ({11 ZERLTVETY
IFEEBAEEE ({1}] Z2EHLTLET

a—4— [{0}] EBEBEIIL—TOXIN—TIEHD EEA
a—#— [{0}] kO—J [{1}]] OBEBEETIIHD FHA

B>y 7L—k [{2} £ {3} =R LTCA [{1}] N SRMERE*ERLTUWET
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OJ3a—Fk

[S008]
[S009]
[S010]
[S011]
[S012]

ko {4}
[S015]

[S016]
[S022]
[S023]
[S024]
[S025]
[S026]
[S027]
[S050]
[S051]
[S052]

gEE ({0} FEEAEEE (1Y ZHBRLTULET

ZEE [{0}] 1w Lwil—JL 1] ZERLTVWET

gm@E [{0}] IL—JL [{1}] #E|HLTCVWET

&m@E [{0} IL—JL [{1}] #ZHBRLTVWE T

EEE [{0}] ISEAEEER L TV E Y [UPN: {1} SID: {2} JL—JL: {3}][Certificate Definition: {4}]
[ExaUFsa>F%X b {5}
[S013] &¥EE [{0}] IFEEBAZ ML TWE T [UPN: {1} o—JL: {2} fFAEES: Bl Exa VT2V TFR

SEE
BIEE
EIEE
TIEE
BIEE
BEE
BEE
BEE
BEE
SEE
SEE

OJ3a—Fk

[{0}]
[{0}]
[{0}]
[{0}]
[{oh
[{oh
[{oh
[{0}]
[{0}]
[{0}]
[{0}]

ISEFBREEER LTV ET [TPM: {1}]]
ISREFTIAE 27 Vo R— R LTVET [BB: {1}
EXTFFYRE—REOff ICRELTWVWET
BAYTFYRE—RZEONICRELTVET
WO RTLANILRAEZZ—%2BELTWVWET
BYRTFLNLREZZ—#BELTVET
IFRAGIFREE- 4 —%2RELTVET
IFRAGIFEZEE=Z—% Uty FLTLET
BELWI S REREERLTVWET: [{1)]
B757REREEHRLTLET: [{1)]

IF 5 REREEBRLTVET

[S401] #H7 v 74 L—RERTHTT-[/N\—2 3 > {0} LUE][to version {1}]

[S402] =5 —: Citrix 7z 7L —> 3 VB —E XiZ Network Service ¥ LTERITIIHEHLNHBD T [WiE
1% {0} & L T==171]
[S404] Citrix 7z FL—> 3 Vi —EXDT—E2R— X% @EIRISEELTVET

[S405] LR MUDBT—ER=ZADT—ZDOBATRICTS—HREELE L [{0}]

[S406] LR MUDBT—ER=IADT—EBINTET LELE (G I—Y—dAFRBITEINEV)

[S407] T—ER—ZANTTICFELTW®D., LA RIR=ZDT—RIET—ER—RICBITINEFLATL

1=

[S408] #EHES IV L —RTEIEHEA-[/N— 3> {0} LIBE][to version {1}]
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OJ3a—Fk

[S409] ThreadPool #mH'mIIL £ L7z - MinThreads i& [7—#—: {0}=7: {1}] »5 [7—hH—: {2} =T:
BN IEZEEShFLE

[S410] ThreadPool #mIcskB L £ L7z - MinThreads i& [7—#—: {0}5=7: {1}] »5 [D—hH—: {2} =T:
(BN ICEBETEFZEHEHATL, Chid. FASH—N—0DIRREICKEEZS5X 3L HD £

[S411] FASH—E 2Bt > —: [{0}]

[S412] #BEDT7 v FIL—RBRETLELR - [/N—2 3> {0} LUE][to version {1}]

[S413] REFHEEAEN £ A <HARYINICARD £9 (G&D {0} B). HEAZOH4: {1}

[S414] RAEEPREHHARRLINICE D £ LT, HEBAED:¥4E: {0}

[S415] BEFHAFAZEDF v IHRET LE LT {0} hoM@EAOJICEEBINE LT, REIODF v oIE{1}#%TY

ID 7H—>a>ofE (77— 3 ViR —E X]

[1R> Y —2X: Citrix.Authentication.FederatedAuthenticationService]

CNEDARY MME BEEAOY—N—D1-—HF—OTF0ZT7H— T2, 2% LEICFAS H—N—I5
BINE 9,

a4 a—Fk

[S101] H#—/N— [O}] ikO—JL [{1}] @ ID #7H— ~$3HERIB O FHA
[S102] #—/8— [{O} X UPN [{1}] oo 7H— hicskBLEL f@sh: {2H3D)
[S103] #—/%— [{O} (Z UPN [{1}]. SID{2} #ERL £ LA, BRETSID {3} pSEINE L=

[S104] #—/,\— [{0}] & UPN [{1}] o7 —hickBL £ L (UPNIZO—)L [{2}] ic&k>THAINTLEE
A)

[S105] #—nN— [{O}] iXIDd7H—>a>aRITLELAL [UPN: {1} Oo—J: 2}, €FaUFs2YFFX
b: {311

[S120] [UPN: {0}, @—JL: {1} E¥aUFs > T+ b [{2}1] IS L TERAE R REITLTLET

[S121] zERAEA' [UPN: {0} O—JL: {1}] i [BiEMA: {2]] hoRiTInELE

[S122] &&: H—nN—@&%ETY [UPN: {0} O—J: {1}]] 1 8HL0DEK {2},

[S123] [UPN: {0} Oo—Ji: {1}] DiERAEDORITICKEL E L [BI5h: {2}]

[S124] [sreA#RES (CA): {2}] T [UPN: {0} O—JL: {1}] icxt9 BEFAE OFITICEKK L £ Lz (s {31
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SEEAEFAEL LToOMEE [T 7L —> 3 Va8 —EX]

[1~R> Y —2X: Citrix.Authentication.FederatedAuthenticationService]

INSDAANY MME VDAILDA—Y—DOJF > TR L. T2 LEICFAS —N—ICR\BEINET,

aJ 31—k

[S201] &FEAEFIEE [{0} ICIZ/SRT—RADTIEZIENLHD £ Ao
[S202] :FERZFIEE [{0}] ICIFHBAEAD T/ ERERHD £ Ao
[S203] FEREFIAE [{0}] 21304 4> CSPAD T UL XELH D £ A

[S204] zEEAEFIAE ({0} »° [{4)] IC&-oTHERBSIhcO—IL: [{2})] TOSF>Y CSPIC7IEALTWVWET
[UPN: {1}] [#fE: {3}]

[S205] FEFAEFMED T VL RAMEEINE L -FUOEHLTTAT >~ {0} & JL—JL [{1}] osFaSni:t
BEMRETEDD LA

[S206] MUHLTAY >~ [{0}] (BEPAEFIAETIEHD FEA

[S208] #E+*—DEBAKKL & L7 [ {0}] [UPN: {1} o—JL: {2}, #EEAEER (3}] [T5— {4} {5}]

tydayREIREY —N— [Tz 7L —>a Vi —EX]

[1~R> kY —X: Citrix.Authentication.FederatedAuthenticationService]

CN5DAIRY ME A—Y -y a vRiRAEZFERAI S . FAST—N—TRBEINET,

OJ3a—Fk

[S301] 7O REE: 21— — [{0}] IKIHMREBAY—bA—RFADT I EIELHD FEA
[S302] 2—#— [{O}] IEFRBARRIERY—bA—RFZEERLF LA [8EDN: {1}
[S303] 7o RIEE: 1—H— [{0}] MREIY—rA—RFe—HLEFEA [UPN: {1}]

[S304] av¥Ea—%— [{2}] 70U F L {1} 2RiTho1—4— [{0}] 3E+—0E [{6}] 0rcdIilREBR
I—bA—RzERALTVEY [UPN: {3} O—JL: {4} #8ED: {5}]
[S305] #E=+—DEBAKKL & L7 [ {0}] [UPN: {1} o—J: 2 3>7+&{3}] [T5— {4} {5},

FAS 7 —23>73J4> [ZxT7L—>3a Vil —EX]

[1~R> kY —X: Citrix.Authentication.FederatedAuthenticationService]

INSDARNY MMEIC FASTH—2 3> 73500 VICE>TEBRINE T,
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[S500] FAS 7H—>3 > 73501 MR ESNTVEEA

[S501] |RESNIFAS 7H—> 3> TS J1>2O0—RTEFEATLR [HIs: {0}]

[S502] FAS 7H—> 3> 7551 >hO—RahnEx L7 [pluginld={0}] [assembly={1}] [location={2}]
[S503] #—/N— [{0}] "*UPN [{1}] o 79— hiCkBILE LT (ATA VEPREINELINAT ST 1> [{2]]
MRISLTULWEEA)

[S504] H#—/,— [{0}] ®UPN [{1}] o7 H—hrICkBILE L (O 4V EMIREShE LD FAS 7355+
VHBRINTULEEA)

[S505] #—/X— [{0}1 A*UPN [{1}] o7H—hrickBLELE (FZ55r> [{2}] ickoOd+ U EMNESTIh
27—422 [{3]] £ Xvt— [{4]] pRShELT)

[S506] 751> [{O}] p—n— [{1}] ood#+>E%= UPN [{2}] c LTHERRBLXAvE— [{3}] MREnZE
L7

[S507] #—/\— [{0}] I UPN [{1}] 74 —hIickLELE (F550> [{2]] o4 [{3)] #XV vy R
[{4}] BhiczO—LEL%)

[S507] #—/x— [{O}] (Z UPN [{1}] o7H—hickB L E LT (IS5 1> [{2]] »MI4 ({3 #2O0—L L T)

[S508] #—/— [{0}] "UPN [{1}] o7 H—hrICKRERLELT MEBAOTIVEADRESNELIEA TSI
> [{2}] BHIGLTVWERA)

[S509] H#—/,— [{0}] NUPN [{1}] o7 H—hrICKRBLFE LT EBADTIEADREINFELLHL. FAS T
STAVHEBREINTULEREA)

[S510] #—/X— [{O}] A UPN [{1}] o7H—hrickBLE L (551> [{2}] IC&k > TT7 Oz RNBHESD
CHBFTNE L)

Workspace ¥4/ FAS [7 7L —> 3 Vit —E X]

[1~R> Y —2X: Citrix.Fas.Cloud]

FAS & Workspace ##l&#&HE THERAL TL3RHBE. TN5DARY MAOJICRERINTVETD,

aJ3d—k

[S001] m—F—> 3> &k Citrix Cloud s85E+— [FASID: {0}] [&W*—ID: {1}] FHLWL*—ID: {2}]
[S002] /57 RHYR—FEZa—ILHBBELTWES, FasHub 257 kK4 —EX URL: {0}

[S003] FAS 3o > RiICEHRLE LK [FASID: {0}] [F5>H o> 3> ID: {1}

[S004] FAS 1305 RICEBTEEHATLR [FASID: {0}] [rS>% o> 3> ID: {1} [#ish: {2]]
[S005] FAS 3IREDERE Y 77 RICEELE LR [FASID: {0} [F>>4 2023 ID: {1}

[S006] FAS 3IREDHEMZY SV RISEELE LR [FASID: {0}] [F5>H o> 3> ID: {1} [Hish: {2}]
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[S007] FAS xS R 5&iEMmaLE L [FASID: {0}] [R50 3> 1D: {1}]

[S009] FAS Iz S RICEBEBTEZHATLR [FASID: {0}] [FS>o> 3> ID: {11 [MHss: {21

[S010] FASH—ERIZISTRXyvtE—Y > URLICIESGShTWET: {0}

[SO011] FASH—ERIZIVSTRICEFINTLEEA

[S012] FAS #r—E R Citrix Cloud 50> >4 I+ 7+ > THEARAEETY

[S013] FAS #—t' xid. CitrixCloud 50> > I >F > TIFFATEEFEA. [{0}] #L<IE. BEOY
V=IILZRER LTIV

[S014] 45U RHY—EZX<service name>ADNFUHLIZKKLEL] [FASID: {0}] [+rZ>Ho>ay
ID: {1}1 [#Ish: {211

[S015] CitrixCloud 5D Xy t—ik, BUH LA RIS TOWAWEHTOvoShELE [(XyvE—2 1D
{0l [FrS>H#o>a>r ID{1}] [MFUH LT {2}]

[S016] /5U R —ERX<service name>ADHUHLICEIILEL [FASID: {0} [rS>H oo ay
ID: {1}

[S019] FAS xS R otEmEA 7 >O—RLELAE [FASID: {0}] [0 3> ID: {1}

[S020] FAS xS RbhS5#EmERA T O—RTEEEATLR [FASID: {0} [rS>H o> 3> ID: {111 [#
gh: {21
[S021] U5 RYR—FEZS2a—-ILEZBBTIEEATL. s {0}

[S022] /5T RGR—bEZa—IIMELELTVEY

[S023] Citrix Cloud sBsEx—pO—F—>avickBL £ L [FASID: {0}] [FREDNx—1D: {1}] FHLLF—
ID: 211 [#Z 7 rRo*F—: {3}

[S024] Citrix Cloud i —pO—F—> 3 > %K d 3 [FASID: {0}] [REDx—ID: {1}] FHLW*F—ID:
{2}]

[S025] Co#—EXoBEF—IZ Citrix Cloud ICFEL & BREOF—: {0} [25VFROF—: {1}]

[S026] CoH—ERD:BEEF— I Citrix Cloud IcFELEEA [REOF—: {0}] (77 FROF—: {1}]
[S027] Citrix Cloud B3+ —D X bL—CHRET7v 7o L—FLELK [FASID: {0}

O4s# > [VDA]

[1 > kv —2X: Citrix.Authentication.ldentityAssertion]

CNS5DANY ~ME, OF 7 VB VDA TREEINF T,
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[S101] ID 7H—>avOdFVICKRMULE LT, BHATIHRVWI T L—> 3 VR —EX [ID: {0}]
[S102] ID 7H—>a>vOdF VIZKRMLE LT {0} @ SID BROMD FHATLR [fIsh: {1H2}
[S103] ID 7H—>3>OdF VKL E LT 2—H— {0} D SID X {1} TIH. BESN/SID {2} TT

[S104] ID 7H—>avAd A ickBLELTe 72 TL—Ya vl —EXADEGICKRBLELR: {0} [T
Z—: {12}
[S105] ID 7H—>a>vOd#y, [2—4—%&: {0}][Domain: {1}] icAJ 1> L TWET

[S106] ID 7H—>a>yOd 4>, \N\n 7z FL—> 3 VBt —E X {0)\n\n [EEBEZE: {1}] IO r>LTWL
F9
[S107] ID 7H—>avOdAvickB L E L. [Hsh: {OH1H

[S108] ID 7H#—>3>H% T X7 Lo ACCESS_DENIED [MUEL7t: {0}

twv 3 vWiERE [VDA]

[t R> kv —2X: Citrix.Authentication.IdentityAssertion]

INEDIRY I A—F -ty a vREEREZ®RALEIS 5. VDAICREINET,
OJ3d—Fk

[S201] {REER~Y—+A—R® [PID: {1} 7045 L%&: {2}][Certificate thumbprint: {3}]] A7 o2 H [{0}]
ICERRESNE LT
[S203] RIEAY—bHA—RHY TS RFT Lo POVEIMEEFINE L [BUOHLT: {0} v gy {1}

[S204] RERY—bA—RYTIRF L, AX—bA—ROHYR—EHEMUINE LTS

SERAZERB LUV —RTER [7xF7L—> 3 ViRt —E X]

[1~R> Y —2X: Citrix.Fas.PkiCore]

NSDIRY MME. FASH—N—DMELARNILOESWIREEEITI I ERFEINE T,
[m B

[S001] TrustArea::TrustArea: iFFREHr > X h—JLENF L7 [TrustArea: {0}] [;IBEZE
{1}]1 [TrustAreaJoinParameters{2}
[S014] PkcslORequest::Create: PKCS10 BRMER I nE L= 513 {0}
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[S016] PrivateKey::Create [#5)F {0}][MachineWide: {1}][ZO/\r & —: {2}][ProviderType:
{3H[EllipticCurve: {4}][KeyLength: {5}] [isExportable: {6}]
[S017] PrivateKey::Delete [CspName: {0}, #B)F {1}]

OJ 33—k

[S104] MicrosoftCertificateAuthority::GetCredentials: {0} DfERIER TSI NE L1

[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest T —h'%E [{0}] ZEL L7

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest :EBAZE [{0}] METINnFE L1

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &2

[CR_DISP_UNDER_SUBMISSION] [&8: {0}]

IVRI-Y—IS—XvE—Y

C CTlE. Windows O 74 > R=JTA—H— IR RINZ—BHUBIS—AXyvE—S0—8%2RLET,

RAINBZIS—Xwt—>

ENRA—F—BFEIENRXT—RTY,

SRATLICATF Y TEEFEATL, ERERE SR
TEEEATL /COERIG. HR—bINTULEE
Ao

SRTLICOJFVTEEEATL, BEADTDHICE
HENc AR — b O— REEAENMERTEEEATL

REBER

FAE L VSR

dAVEa—42—R@A—H—DENRAES S UOWEF
—ZFoTVWB AL TWEIH. Kerberos kX
YAy rO—S—htERZETLE L. CORED
TKerberos O] #BRLTLLET W,

RO FO-Z—ICEHTIRVD. FXr>0
Y hO—F—ICAY— b H— RBEEZE Y R— b9 BEEEA
ENBRINTVEE A, TKerberossBsF1. TRX-1>
> bAO—5—8Bfk). Fld TRXqr>a>bO0-35
—1 AERAEDO RX > bO—5—%2FRL £, C
NISBEER T MEL DD £9, BEEOHAELEMCR
ZBBEATHRABETT,

FRSEERAE & )L — MEERAEA O —AIL AV Ea—42—IC
AVRAR=ILTNTVERA. TFEEREZEC RN+ —EE)
ZBRLTIETWL,

CHIEBEE. HAZEOIRTFIEL KEETNTULAL
P RSAF—DEITF2czRmLET (2048Ew
A o
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J17L—> 3 R —E X 2203 LTSR

REBHR

o AX—hH—ROTAVED R X1 U%ERLET: http://support.citrix.com/article/CTX206156

o A¥—rA—ROTA YR —: https://docs.microsoft.com/en-us/previous-versions/windows
/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)

« CAPl OZ mER: http://social.technet.microsoft.com/wiki/contents/articles/242.troublesho
oting-pki-problems-on-windows.aspx

« Kerberos o7 m&E#k: https://support.microsoft.com/en-us/kb/262177

e H—RN—FT s DABEBEZFERL TAY—MA—FATA > ZENNTZIIDDOAAIRT A V:
https://support.microsoft.com/en-us/kb/281245

PowerShell <> KrRL v

July 18,2022

YN ERBATIRTIITL—a VB —E X (FAS) BEBOY YV —I)ILbERTE £ 3H. PowerShell 1>
R—=T A RIFEODFRABA T a oD HDFEFT, AV —ITIHERATEIAWVWA IO 3V EFERTIBEIE.
PowerShell &% B L THEREZITS e xHEHLET,

RDIATY RICK T FAS PowerShell <> RL vy RAEMETHh ZE T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 7+ > ko Tl&. Get-Help <cmdlet name> #ERAL T, AXY KLY FOAILTERRITEET,

FAS PowerShell SDK av > KL w MMZDoWTaE L < IE. https://developer-docs.citrix.com/projects/feder
ated-authentication-service-powershell-cmdlets/en/latest/Z 8B L T 723 L

REAT7—XTIFv

July 18,2022

IEL®IC

7x7L—> 3 EBEr—E X (FAS) 1% Active Directory sEPRIEE #i& L T, Citrix BEBERTO > —LL XA
—H—EE RT3 Citrix AVHR—F Y b TT, CORFaAXV TR BEBICEL. IEIFARET—FT
JFVICDOWTHBALET,
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FAS Mk NB . EEI N/ StoreFront H—N—IC 21— — RO HEHEEINE T, StoreFront IER
o Web 70/ O %RMIEBERINEEIL b VREA 7> 3 > OBENAE Y FEEH L TED. StoreFront
SDK®H—RNR—=F1D IS 7571 V2 FERLTARRICHIRTE £9, EXNRREEZEE. Web 1 bAana
——RIANTRER TN TORIE TV / OP %, Citrix Virtual Apps % 7z Citrix Virtual Desktops O ERA®D
AJAVICERT3IETY,

CORFaAXVETIF EMIZEIT LULANLORET—F T FvICEATBHMEHINTVET,

o NEER

« Citrix Gateway 0O ER

o ADFS SAML

e B2B7hUYbDIVEYY

+ Windows 10 Azure AD A® &1

FASESESZHICU VI LTVE S, IRTODT7—FTIFVICEITBZFASOtEy b7y FICo0WTIE T/ > X R—IL
CHERL) EBRBLTLLIETL,

T—FTUOF v OWME

FAS iZi&. StoreFront msB:E L 7= Active Directory 2—#%'—D b b ic. RY—+H— RIS XOEREEX B
HICKTTIERMMEEINET, Chid. BEEEMMEIAIY—MH—RZ7O0ED 3=V TERY—ILEER
® APl #fER L £, 21— —nt Citrix Virtual Apps £7zid Citrix Virtual Desktops @ Virtual Delivery Agent
(VDA) I Ind e, I VISHBAZER 72y F 3N, Windows R X100 F VR IZEDII— b H— RE8
HERBLED,

I—H—H Citrix IBEBAD TV EZXZ2 BRI B L. 58EFAD StoreFront 4 —N—H FASIZ7 VAL & T, FAS
l&. B—o Citrix Virtual Apps % 7z Citrix Virtual Desktops £ v > a> 2ot v 3 v OEAE TRIETE
3L5IC9B3F v bEfM5LEY. VDA TA—H—%B5 T 2 ENH BI5E. VDAIZFASICT IR LTFT
whEFERLET, I —REOMBEF—ICT I XTI Z0DIF FAS 217 T, VDA IF. sEBAERFEAL TX
TITI3HREOH D IRTOEZNES LURBSHMERLEEZ. FAS ICEELARITNEED £ A,

U TFDORIZ. Microsoft sERBH#REI & 4 & L 7= FAS IC & 5. StoreFront & Citrix Virtual Apps and Desktops
Virtual Delivery Agent (VDA) AOHR— rF—EXDRBICOVTRLET,
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Synchronization
~ b "= =
= Request|Certificate
SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ! Authority
o f

c S/ L

2 el -

E S ‘§~§ L“‘--

(_rﬂ s \ f‘f Assert _ Access Logon
e E1 Puy-y Identity . - Certificate

Qi 857

3 F o/ Federated

@ g/ Authentication

= g 7 .

~ Service
me i ;_‘___- Nfuse _— Citrix \
| i\ d SAML token Citrix AG Basic protocol Brokering
P SEEmm—— —_— —————— i —'—b
1 Protoco
-~ - l\@
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent
AR R

FAS Tix. S EIFAHBIAA T3> (Kerberos T II b1 ># 0% EE) #FERA LT StoreFront A& £#:
2—H—Bi. LU+ ICRBI SN Citrix HDX v > 3 A DBGEHEIRET T,

ZHUZ& D, Windows SBEEICA—H —DERIBEBRERCPAV—EH—RD PIN ODAALRDENZ ZCIEHD £ A
Fles DVINWNHA VT —ERDLS% REINIENAT—ROER) HEEzERTIHEDLHD EFHA. C
hzfERL T, Citrix Virtual Apps ®IB/N—2 3 > THIERTEZ Kerberos Bl S ZEO O F VilEEE B S
ABENTEET,
IVRRADETNARANDAT A VICARY— M O—RZFRALEDNESDCHDDET. £y a3 VATIFIANT
OaA—H—H REF—EE (PKI) QHAEICTIELRTEET, COH. AR— b Tx2%2TLy bDELS
I2e AR— b H—RU—F—%2EHLTLALTNTIINSH. 2BERITTIAOABARBITNTETT,
CORERRTIE. FASZETTaMmLULWT—N—DEMEhETH o —N—lIZiE1—H—DRbDICZAT—KA
—ROSRDEAEZRITITIIERMMISINE T, TNSDEAERF. AXN—FA—RIZKZ3O0F>0RbD L
LT, Citrix HDXEBETOIA—H -ty arAoQs+ VICERINET,
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AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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Citrix Virtual Apps #7zia Citrix Virtual Desktops EBi& (. CTX206156 TeHBBT 3L 510, A¥— b A—RIC&
077 CRARDFETHERTZIHELBHDET,

BEEORETIE. BE. R X1 2IZ8M$ 3 Microsoft sERB#REZ FIATEEICL. RX1>aY bO—F—ICR X1 Y
OAY bO—5—HAERE D Y TR T TEAE T, (CTX206156 ® llssuing Domain Controller Certificates
T a EBBLTIIEIV)

RIEIER:
e F—F N=RIzT7EFaUTsEZa—I)L (HSM) REIL IO RS RTY RISy R T+—LED2

—JL (TPM) ICRETITEJ, 2L <IE. THEF—RE] 28BLTIETL,
e FASEA VI F—ILELUVERTBHEICDOVWTIE. TV A =L@l 28BLTLEIL,

Citrix Gateway 0 EF3

Citrix Gateway O BFRIIHNIFEMB M TV F gH StoreFront A& L 1= Citrix Gateway MBI TH
D, BHED TS 1 UKRA > H Citrix Gateway Z0HDICBEINTULE T, Citrix Gateway iCiE. 1% Web
P MDDV E—FT7I7EIDREIFEATEI S, FASLUVEROBELT S a3 VMHEEFNATULET,
CORBEEFAT L, Citrix Gateway AOHIEIRRS L1 —H -ty a>AnOd 1 VEIC. fAIES PIN
DANIDKRHENZ ZCIEHD EFHA. £lcc ADNXRXT—RPIAI—rA—FZHREBLETIC. BER Citrix
Gateway Rt 2 /O ZFETBZ LN TEFT,
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S 17— 3 VR — X 2203 LTSR

AUTH.LOCAL domain

Certificate Authority

Hndoussere [ microsoft |

@ FAS User .
Certificate Domain Controller
Template
|
@ FAS Authorization "
Certificate Windows Server
' Template
UPN
walter@auth.local
StoreFront

Windows Server

Issue TLS Server
Citrix Gateway § Certificate
VPX
Root CA Export .
R Certificate « Federated Authenti-
f Certificate ) i
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
. Issue Operating Systems
T | i - Authorization
b cenificate
= Issue i FAS User
—| FASUser =
r=- ? Certificates 4 Certificate
o : 4
Login with ’

1
1

|

1

|

1

: Hardware Security
: Module (Optional)
|
1
|
1
|
1

Associated with

Hardware Appliance

a2 v
_— - ?‘ Prsiir:te Keys

4 __ 0’4 Authorization
Private Key

Citrix Virtual Apps #7zia Citrix Virtual Desktops gi5id. CTX206156 THBT 3L S51C. A¥— b A—Ric&
3007 CRARDFETHERTZHELBD FT,

BEORBETIE BE. R X1 VI8N 3 Microsoft SEBRREZFIMATAEIC L. RXA YOV FO—F—IC KXY
AY bO—S5—HAERE DY TEREIFTTEARE T, (CTX206156 & llssuing Domain Controller Certificates,
T2 a ESBBLTIIEIV)

Citrix Gateway 2 751 < UsRiE > XA 7 L LTI ¢ 2/ &1d. Citrix Gateway & StoreFront M3 RTD
5tz TLS TRET D L SICL T, S, ZOERMTIE Citrix Gateway #r—/N\—@BEICO— LNy & URL A
FRINZH. O—JL/Nv o URL # Citrix Gateway H—/N\—%8T L SELKEBRTIBENHD 7,
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

# General Settings { Varsion: [ 100 (Build 62.4) or later - |
+ Secure Ticket Authority |

VServer IP address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [ Damain -

| VI00: SNIPar MID, w10 1e:VIP |

]

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

B ER:

« Citrix Gateway ##mR ¥ 3 A53%IC2W T, THow to Configure NetScaler Gateway 10.5 to use with
StoreFront 3.6 and Citrix Virtual Desktops 7.65 Z8B LT T L\,
e FASZA YR M—ILBLUERTIHEICOVTIE. T X F—)LEERI ZBRL TSIV,

ADFS SAML 0 =R

Citrix Gateway X BT o/ OTIC& D SAMLID ZON—1 4 — (IdP) & L Ti#gET = 5. Microsoft
ADFS t OBENERLFT, SAML 7H—2 3 VIZBSEFERALTEESh XML 7Oy o THO, AV Ea—
B—RTFLADA—HF—OOTF > EFERT 3. FEEINLIDPICE>TRERITINET, 2D FASH—N—IC
& 2T, Microsoft ADFS ##—/\— (F7l&iEFH D SAML 330t I[dP) AD2A—H —BIDEEHHFTINET,
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX )
Hindowsserer [ microsoft |
Root CA Export g FAS User
§ cenificate g Cenificate Domain Controller
Gateway Server Issue Template
' Certificate b FAS Authorization Wind s
Certificate Indows Server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StorefFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
caton erver
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
= . Issue Operating Systems
r——-F-' g Authorization
1 4 Certificate
| wicosort I wicosort [ B T =g o
H :- @ Certificates . @ certficate
E 4
Web Access Proxy ADFS Server : :
: 1
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
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YA hO—F—ICBIDETTVE T,
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VE—MEROTTERICNTUYIIPTRLRZEMCTZHBELRHZDIE. Web 7FUr—o 3> FOf>
Citrix Gateway RIEEY > V2IFTHZRUTEBRL T TV, (BRTIE. BEAORDP 7o E2XICNTU v o IP
T RELZHBMERINET),

tFXaUT1TIN—TDER

Azure 72U RIF. EFalT4 V-T2 FEALT. 124 —2y bHSRETS VAD TCP 8&LTUDP 70+
ADT77AT7I4—II—IZEEBLET, TIA4IETIE. TRTOREITS>TRDP 77 ZAAHFRATNE T,
7o, Citrix Gateway 8&UWeb 77U —> 3> 7O0F 8 —N—Tld. R—+ 443 TTLS 27 3 HEN
HOET,

Settings Network security group

.

Essentials ~ PR D
Resource group Security rule
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
H suditlogs > 0 subnets, 2 network interfaces B suditlegs >
% MNew support request > New support request >
GENERAL - GENERAL
Ml setting >
Properties bl Propenti >
i 1P addresses > ou nules >
B DNSservers > I >
@ Metwork security group > W >
Subnet >
RESQURCE MANAGEMENT

ADFS ZERAZE D 1ERL

Microsoft sEBA%EI T Web — N—iEFAETF > FL— b Z2EBMICLE T, CHICED. PRX 77T ILICZ O XR—
F (MBE—HEL) TITZ. hXZLDNS 7 RLAZEFDIAZEZIEFRTE X9, PIX 7712 BkA T 3
VICTBICIE. COHEBAE%® ADFS ¥ Web 7 U —> 3> FOF S —N—0O@AICA VA M—ILTB3HERD
hxEd,

ROB T hZEFERALT. Web —N—3EBAEERHITLE T,
« Commonname:
- Adfs.citrixsamldemo.net [a>Ea2—%2—R]
+ SubjectAltname:

- *.citrixsamldemo.net [V —>%]
- fs.citrixsamldemo. net [DNSoxT> kU]
- enterpriseregistration.citrixsamldemo.net
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Consolel - [Co

& File  Action W
= | 71z &

7] Consele Root
A ._ﬂ Certificates (L
4 | Personal
3 Centifi
I+ '_“. Trusted Rg
b | Enterprise
b Intermedid
b L7 Tousted P
b ) Untrusted
b [ Third-Part]
I [ Teusted Pe
b L7 Client Aut
b Remul:e b}
b [ Runtirme_T]
[ Smart Car
b ) Trusted De

=l Certificate Enroll

Request Certificats

You can request the fiol
click Enrell,

Computer
[Clcomp

[] Web Server
L More info

Validity period

[]5how all templates

NRT— R TREESNIEF—ZAD.

AzureAD oty ~rT7 v

&l Subject | General | Extensions | Private Key | Gertification Authority
The subject of a certificate is the user or computer to which the certificate is issued. You

can enter informaticn about the types of subject namie and alternative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type:
|Corﬂmon name

|CH=adfs.citrisamldemo.net

Value:

Alternative name:

Type .

* citrixsamldemo.net
| LS fs.citrisam|demc.net
istration.citrsam|

Value:

HEBAEZ PFX 7 7 1 JLICZ O RR— L E T,

ZotoarTE. HiLWAzure AD 1 > X2V Rty 7w 7L T. Windows 10 % Azure AD i

BIcOHICERTES 1 ——

WLWTr LI bUDIER

Azure 7>

v I R—

ID Z1ERR T B AEICDOWVWTEHRBALET,

2O LT \LWTFr Lo FUZERLE T,

Zmse
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Add directory

DIRECTORY
Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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Jd
H
Bl

citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEBEEI—5— (AzureAdmin) D1ER

Azure T/ O—NIILEBEEZERKL (ZofFlTIEFAZUreAdmin@citrixsamldemo.onmicrosoft.
com). COHLWTIADYFTOJAYLTNRT—FRZRELET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 108



user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD =R L7c R X1 > DEF
TI7ANLETR. A—F—RBROEADOX—ILTRLITHNINET: <user.name>@<company>.
onmicrosoft.com,

DT RLZIGBMOEEA L THEELETH. TVRI—F—DX—ILTHTY bEe—KT 3. ROZEREKD X
—ILTRLZRZEHEHLET: <user.name>@<company>.com,

[RAXAVDOEBMIT.I—H—DEHDORAMUHEDOUEA LI b 2EBHLET.COBITIF.citrixsamldemo
.netz=FEHLET,

ADFS #> YT HA A UICEY R Ty FLTVWRBEIE. FIVvIRYIRIIFIVvIR—IOEANNET,
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect v > X +k—JL

Azure AD #8 GUI ®FIJE 2 ic& b. Azure AD Connect @ Microsoft 4> O—RR—JICUAA LI KT h
F9, CNE ADFSRETI VICA YA M= LET, [BERE] TlEHR [ARFZLIYAN—)] ZERL.
ADFS DA 7> 3 hFETESLS5ICLED,
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Install required components

Mo existing synchronizaticn service was found on this computer. The Azure AD Connect synchronization
service will be installed. @

Express Settings
Required Components
Uszer Sign-In

Installing Visual C++ 2013 Redistributable
L

Optional configuration:

[ADFS 07 xz7L—>3Y] VIS AYF AT aVvBIRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT MTAzure ICESILE Y,
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Express 5ettings
Required Components
User Sign-in
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD F5 Farm
Azure AD Domain
Configure

WVerify

Connect to Azure AD

Enter your Azure AD credentials: [ 7]

USERMAME

|ﬂzurc.‘-".dmm@cntrmsamld emo.onmicrosaft.com |

PASSWORD

Previous

REBAD 7+ LR bZBERLET,
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

Active Directory ORRDF T bEIARTAzure AD AL £,
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Domain and OU filtering

Express Settings

Required Components Directory | citrixsamidemo.cloudapp.net |' | Refresh Ou/Domain | e
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols

Symc 4 [ citriksamldemo.cloudapp.net

Builtin
Computers
Damain Controllers

Connect Directories

Domain/OU Filtering

dentifying users
ForeignSecurityPrincipals
Filtering g Y P
Infrastructure

Optional Features LostandFound

ADFS Farm Managed Service Accounts
NTDS Quotas

Program Cata

System

Uszers

Configuration

Azure AD Domain
Configure

Verify

RERRDERDRER R

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync ® Mail attribute

Connect Directones

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalMame

Previous

D and msExchiMasterdccountSID/msRTCSIP-OnginatarsID attnibut

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MEIZIE L T Azure AD /XX — K% Active Directory Lt RAfig 2 e TEE Y, Tk, BHE. ADFSR—X

DFFETIIBEDHD FH Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

User Sign-in n Exchange hybrid deployment e

Connect fo Azure AD
] Azure AD app and attribute filtering 9

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering ce writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

D

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBBED PFX 7 71)L% ADFS TERT3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

® Provide 3 PFX Certificate File

) Use a Certificate installed on the Federation Machines

Connect Directories
Domain/OU Filtering
Identifying users

Filtering CERTIFICATE FILE E)

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [ Browse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net l'| [fs | (-] i
Proxy Servers |
Cradentials FEDERATION SERWICE MAME {
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain
Configure
Verify

TOFH-—N—0BRERHZIEBARHI RTINS, wap.citrixsamldemo.net f —N—D 7 KL X &N
1L £, Azure AD Connect "R TEF 3 L5 Web 77U r—> 3> 70F%F > H—N—0DEBEEBELLT
Enable-PSRemoting -Force Y > RL v hERITTIBRENHIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

o

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | THOE 3 Server name or 1P address Add Brows
Sync
Connect Directories SELECTED SERVERS

P

Remote PowerShell M OBETIOFIEICKB L FEIEF. Web 7 XU r—> 3> 7Ox>oH—N

—Z RAAVICBMEETHTLIET W,

TP —ROEDOFIRICOVTIR. FEOEBEENIT—RZEALT. ADFSOU—EX7HT > bEERL F

9, Azure AD Connectickb. DNS YV —>DFrEEDKRIENRDSNE T,
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directony.
User Sign-in DOnaiN: &

Connect to Azure AD | citnixsamldemo.cloudapp.net |~

Synec

Connect Directories
Domain/OU Filtering
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
AD FS Farm the DNS settings.

Federation Senvers

Optional Features

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account

Destination: ms59661451.msv1Linvalid

Azure AD Domain

Configure You will need this setting in place to complete AD FS installation.
igure

Vernfy Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—ReMXLIO—F%Azure D DNS 7RL XL O—RIZEBML £,

MAME TYPE TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

=]

M5 172800

@ S0 3600

@ TET 3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure EBO>YV—ILT [H&EE] #0Vv o LFET,
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CitrixSaml|Demo
&3 USERS GROUPS APPLICATIONS DOMAINS CIRECTORY INTEGRATION
DOMAIN NAME THPE STATUS

citrocsamildemo onmicrosoft .com Basic Artive

pE o

COMNFIGURE EPORTS LICEMSES
SINGLE 51GN-0ON PRIMARY DORMAIN 2

Mot Available fes

COFIEICKKL5EIE. Azure AD Connect #R{TIBRIICK X1 U EBEL 9,

SETT3E. IME7 KL X fs.citrixsamldemo.net 7R — k 443 TiEEHIN E T,

& Microsoft Azure Active Directory Connect

The federation service name fs citrixsamice

10,0003

The federation service Name fz.cirusamics
the following addresses:

104.45.19.206

Verify

Installation complete

@ The Intranet configuration was successfully verified.

ne=t Was verified and resolves to the following addresses:

& The Extranet configuration was successfully verified.

moonet was venfied uging an external DNS server and resolves to

Azure AD NOEMO B

Windows 10 #* Azure AD ANDEM%ERITT 3 LS. X—ILT7RLAENATR L. ADFS 259 ENH S
CNAME DNS L O— ROERIC DNS # 7 1 w7 ZDMERINE S (enterpriseregistration.<upnsuffix>).

CofITIF. fs.citrixsamldemo.netx#b %7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT ) w EEERMER# R L TULW A WESIE. Windows i ADFS H—N\N—% {53335 & 5. ADFS @ JL— MEEREE
#Windows 10 A FPa—42—ICA YR F—JILLET, 5P ULDERINIBEDI—H—THU Y FEFERL
T. Azure AD RXA 28 mMLE Y,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN iZ. ADFS RXr>O> bO—5—TR#HINBZ UPN &t —HIB3HENRH B CITFEL TS L,
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Jd
H
Bl
c
|
w
\/
%

fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYY VOBES O 4> %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEgiL £ 9. T Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps %7:i4 Citrix Virtual Desktops 1> X +—JL

BEOAZET, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RE~Y > > % Azure ICEEA VYA M—ILTBENTEET,

C ofiTiE. StoreFront i& Delivery Controller tFICH —N—IZA Y X b=)LETNTVWEFVDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—hH—r LT X k=)L & 1. Machine Creation Services  I3#& L TWF
BA (LA T3V THERTZ D TEIEY) EEEGITT B801IC. 1—H— George@citrixsamldemo.net
MNZAT—RTERETED e 2B LE T,
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< 16 T [T

Citrix StoreFront _ H D

Q, twccrr_h Desktops

Details

StoreFront " 2 — % — B BEW A L ICRHE T F 5 & 5. Set-BrokerSite -TrustRequestsSent-
ToTheXmlServicePort $true PowerShell <> KL w k% Controller T21TL £,

TIFL—Ya vy —EROA YR M=)l

ADFS #—/\—IZ FAS #r > X k—JL L. Delivery Controller »{53T= % StoreFront & L THaE g 370D
L=ILZBRLET (ZoflTiE. StoreFront #* Delivery Controller tALRETS VA YA =L TV
57‘:@)0 r’f R F-)Lc‘.’.*%ﬁﬁJ %%ELT(TSSL\O

StoreFront 0#EK

Delivery Controller > Ea—42—iEFREZERL &9, F7co R— b 443 (IZIIS /N1 > RZR5E L. StoreFront
DAR—R7 KL% https: ICEE L T. IS &0 StoreFront THTTPS iMERI NS & S ICHERL £ T,

hadify the base URL for services hested on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrixzsamldemo.net
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StoreFront T FAS H—N—NEBAINZ L SICEHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY bEa2a—7—%F v o LT, OF7FIC FAS

MERETNZ =z LE T,

File Action View Help

L

& Event Viewer
I 3 Custom W
4 Cm Windows

& Applic

E Securi

] setup

{21 Systen

E Forwa

I L5 Applicatic)
(-% Subscripti

Application Mumber of events:

i, Information
@ Infarmation
(i) Information
(i) Informeation
@ Information
@ Information
@ Information
G) Information
'G_) Information
{D Information
@ Infarmation

Date and Time

/3172016 4735 AM
/3172016 9:47:35 AM
/3172016 54713 AM
5/31/2016 S:46:15 AM
5/31/2016 S:45:44 AM
5/31/2010 $:45:43 AM
5/31/2010 $:44:39 AM
5/31/2016 $:44:39 AM
5/31/2016 941:23 AM
5/31/2016 9:32:37 AM
5/31/2016 9:32:37 AM

Citric.Authentication. FederatedAuthenticationService
Citrix Authentication.Federated AuthenticationService
Citrix-Authentication.Federsted AuthenticationService
MESCLSMICROSOFT=WID
Citric-Authentication.Federated AuthenticationSenice
CitricAuthentication.Federated AuthenticationSenvice
CitriAuthentication.Federated AuthenticationService
CitrizAuthentication.Federated AuthenticationService
MMSSOLSMICROSOFTE2WID

Citris.TrustFabric

Citris.TrustFabric

Event ID TaskC..

Mone

Event 204, Citrix Authentication FederatedAuthenticationService

View b

Help »
net] in rele: [default] 1

| Event... «

General | Details

[5204] Relying party [| \WDAS) accessing the Logon CSP for [upn: gearge@
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame:

Application

Citrix Gateway # ¥ % 7= D StoreFront D&

Ev...
w

[ZCa o T

StoreFront BB I>V -l [BHEAZDOERE] GUI ZfEHE L T, StoreFront A%25EIC Citrix Gateway % 5/
TBLSWELET,

Celect the methods which users will use to authenticate and access resources.

Manage Authentication Methods - Store Service

Method

Specify whether StoreFront fully delagates credential validation to MetScaler Gateway. Thic
setting 15 applied when users log on with smart cards.

[¥] Fully delegate cradential validation to NetSealer Gateway
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Citrix Gateway 8854 7> 3 > 2 #4& 9 % ICid. Secure Ticket Authority (STA) 0#aks & U Citrix Gateway
7 RLZDBRETVET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resourzes

() Allow users o access only rescurces delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

FLWAzure AD 7 74— 3> % StoreFront AD > VT IV A VA IR

CDEY 3> TIE Azure AD SAML 2.0 > > J L4 > 7 Uidee R L £ 9, J1EIE. Azure Active Directory
TLETLY TRV TS a>vHUETY, Azure AD BEY—ILT [HLWFZTUr—>3>] %8RL. [Fv 5
V=57 FUr—2a>zBmliEd] 2BRLET.

APPLICATION GALLERY %
Add an application for my organization to use | |
FEATURED APPLICATIONS (17) NAME
o ‘ Add an unlisted application my

I CUSTOM “ organization is using ‘ StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION (314) integration options,

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

[(HZ2EL] AF7TVO [AOEBTEALTVS. —BICEWTFUTr—2 3> %EBM] ZBRL T 21— —HE
BY3HLWARZLT TV r—2ayfRLET,
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7O DIER

B 215 VL oEBEER LT Bl X—JIC7y7O—RL. 77V —2a> 073 e LTEALE
EE

properties

APPLICETION TILE LOGO

cifrix

SAML B DHERL
IV —2avBysaR—ROBER-JICRD., [T A T DERE] #FIRLET,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD 0> > )Y > A >] ICxtd D SAML 2.0 SBiEE%=FRAL £ 9,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront

|.|.-.1|r| mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

B F] ICEEEoXFIR2EETE £ (Citrix Gateway ICIRHINIBRE —B I Z3HBEHRHD £7). Z Dl
Tid. [i5% URL] #* Citrix Gateway % —/\—o /cgi/samlauth I27 > TWE T,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] ‘

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

ROR—2I2IF. Citrix Gateway % Azure AD OFEFREFAE L L THEHM T 3 1-DICER T3 BHRIEEFNTL
£,
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Dowmnload Metadata [XiL) @

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 OiEFEINERMAEEZLZ V> O—FL T Y1 F Y URLEH 7O R URLZOE—LE Y, T
5% Citrix Gateway @ [#8E] BEICX—Z L& T,

A—HF—=ADTFVTr—23>DEDYT

REBEOFIETIE. 77V r—>a>yaEEMICLT. I—H%—0 myapps.microsoft.comy I kO—)LR—
K7 FVTr—2a hREEINDELSICLET,. ThiE [A—H—cJIL—TF] R=JTITVWE T, Azure AD
Connect *AHAL 7R XA > A—H—TF ATV MADT I RAZEDETET, FHDTHI Y MLFERATEET
M. <user>@<domain> /X2 — VIR > TWER WS, BBRINICI Y 7T 3RBERHD £7,
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-
storefront
&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George User george@citrixsamldemao.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21aTeB080d ... Na Unassigned
MyApps R—>

T —=a BRI NS . https://myapps.microsoft.comT. Azure 7 7Usr—>a>opi1—4——8
ICRTTINET,

B Access Panel Applicatior %+ — O X
@ 3 O ‘ E] account.activedirectory windowsazure.com/aj ‘;}( | = #A ﬁ
Microsoft Azure george@

applications  profile

ClIfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Azure AD ICBIILTWBBE. QA Lica—H¥—IE. Windows10ic&bD. Azure 7 7Ur—o3aoAns Y
INHAVFh Y R—bINET, PTAAVEI Vv TEE. TS50 —IEmIcHEM L 7= SAML cgi/samlauth
Web R—iciBEL £7,
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ST >F > URL

Azure AD B> a2 R—ROT7 )= a3 VIR ES, 7FXV =g IlfBTES SV IILr >4 > URL
BB rEZRRBLET, D URLIZ. Web 7505 —1) > o niR#. StoreFront ICEEBH T Z7-HD. X
B—hrAZa—D>a—bthy FOERICERINE T,

5 ||.J-l/| |1.-..J-£
i o W [ e

APPLICATICN TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

O URL % Web 75 0#—IcR—Z k LT, HilC#A L 7z Citrix Gateway cgi/samlauth Web x—12( Azure
ADHUAAL I bTBLIICLET, CNHAMEETZDIE. EIDETENEA—H—TEIFTY, Fel 2V TILYA
YHAIVHHBTEIFZ0I1E. Windows 10 @ Azure AD IZ8IMLTWAO5F >y 3 V23 TY,. (ZDFHhDI
—H'—IZid. Azure AD DERBHROANNDRDENET )

Citrix Gateway O -1 > X b — LR

COFITIZ. BEAADY E— 72Ut XIZ. NetScaler (38 Citrix Gateway) #2179 31 LRE<> > = FER
LET, RET>VIZAzure A A7 TBATE£9. ZOfITIE. NetScaler 11.0 @ TBring your own License]
N=23 Y ZFERLTVWET,

Web 7595 —D7RLIAN—ICHEIP 7PRLZAEANAL. 2—H—BiEOBRICIEES N ERIBRZFERAL T,
NetScaler /<> >icOd 4> LEd, Azure AD [RET > > D nsroot I—H—D/NXT— RZEETIHEN
HBEITEELTLIETL,

SA4tEYREEBIML. 8S1EYX T 71D EBMSINS [BiEeg] %:#ERLT. DNS UV IL/N—b Microsoft
RX1>a>rO—S—%KR1>b335EL3ICLET,

Citrix Virtual Apps and Desktops 01 > X k=L T4 HF— R%EERTT 3

COfITIE. SAML ZER LAV, 2> 7% StoreFront &= BRI 2 ehSaH £, CORMDIIEEET S
£5IB>THS. SAMLOOT# VRU S —HEIMENET,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Citrix Gateway & & Of StoreFront OIZ#RFE#3EIRL 9, Microsoft Azure TOERD 8. ZOFITIER—
k443 TlEH< R— 4433 2BRL 9. HBWE R— bz LD, Citrix Gateway EE Web 1 +%

BYYTLEDTEIEHTEEY

MetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

_ Redirect requests fram port a0 to secure port

COFITIE. BEICTEIEOHIC. 77MIILICRESNEBRFEOY—N—HIBEEr#FxF—%7yvO0—-RLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO— 5 — DB

RXAYOAYPO—5—R@T7ATY MERICEBINZH. ZDOIPPRLRETFSATURLEREICEBMLE Y,

AAT7OTRY I ADET 1 —ILRTROSNBERITEREL TSI L,

Prmary authenticabon method®

| Active Directory/LDAP ™|

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

209 |

Time out (seconds)*

E |

Base DMN®

|'CN=U5EF5.DC= citrizsamldema DT |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute®

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|u-[ 4\|ﬂ
Secondary authentication method*
| Mone |

e [
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StoreFront 7 K L X D&

COfFITIF. HTTPS ZfER L T StoreFront B8 hTW37ced, SSLT7OINDF TS 302 FERLE T,

StorcFront

StoreFront FQDM*

ddc.citrixseamldema.net
site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citrixzsamldemo.net/sta | 4

Storef

romt S -

w . o . o . 15 |+

Protoecl®
FrotosCo

ssL v

Citrix Gateway REBIDRE

Citrix Gateway IZ#E#i L. I—H—RBENRT—REFEAL T, FBECESBNERICTONS e zBRALE Y,
B )

5§ Ciris NetScaler VP~ Cofigur..
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Citrix Gateway SAML 25 H 7R — ~ DB

StoreFront Td SAML oI, 1FHD Web 4 rTSAMI ZEB T 3D FEHKTI. NS_TRUE ORXZEHAL
T. TILOWSAML AR > —%BML %9,

Configure Authentication SAML Policy

Name

| StoreFrontSAML

Authentication _:,'| 18

SAML
Server” -
|Azureﬂd i” + || # |

Expression®

| Operators = || Saved Pelicy Expressians » || Frequently Used Expressions -

WS_TRUE

ﬁ | Close

Azure AD H*SHIICENE L 7eiERZzEMAL T, #iL L SAMLIAP H—N\—%Z#R L 7,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Ilr\: rect U R _‘
20f-4c20-9626-14d5e484c62e/saml2

Single Logout URL
20f-4c20-9826-14dSed84c6 e /saml2
User Fiald

userprind palname

ung Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Reject Unsigned Assertion”

ON i
SAML Binding

PQOST e
D Authent J

St !

5

IYVRY—IYRIRTLOWEEE

Azure AD ICEB L7 HY > rZ2EBRL T, Azure AD IZ&MMLTW3 Windows 10 ¥ X kw ZFicasd4 > L

#9, Microsoft Edge #it28) L Thttps://myapps.microsoft.comiciEsiL £,

Web 75 9#—iCid. 2—%—D Azure AD 77U —> 3 U hHRRINET,
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E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

A EI YU T BRI NI StoreFront H—N—ICUAA LI FSnB e =B LET,

B#HIC. Y I >F > URL #ER L EEES. & LU Citrix Gateway o 1 EADOEREEHICELD.
Microsoft Azure * ORITI A AL I FESNB e EZHBRBLET,

&EBIC. Azure AD IZEML TVWARWIY S YHREIC URL TEIMET 2 e 2B LEY (2L, RYIDELEFIC,
Azure AD NDEETRHBY 1 A VB L EITHONET),

953

Azure TIREBY S >ty F 7y T2 EIICIE. ROBEF TS 3V EEBR LTIV,

NTVyIZIPT7RLREDNS 7RLZXDAA

Azure IZFRZH T2y b ET, IRTOREBISVICIP PRLAZRHELET (COFITIF 10X ) TTAILELT
& BICEH IN DNS SRILTBRTES. NTUv I IP7RLIABEHEINET,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
GENERAL
s Il settings
df22. S-46ae-beTb-6479cdaeefca N
Properties >
i settings =
& Configuration >
e id tiles
Jonitoring ®
RESOURCE MANAGEMENT
CPU percentage
& Tags >
& Locks >
il Users >
W Export template >

[IXT)wZIPF7RLZXIDNS B] SANILD [HEE] #BRLET, RETS>DNT U DNS 7RLZX%ZBIRL
£9, ChE. ENDDNSY—>T 7L TOHO CNAME B2RICERTE. IP 7RLADFBEID Y TINIESD.
IARTODNS LO—RAELLKREIYS VZRIVFTEESICLET,

Assignment

Dynamic [ nlils

IP address &

40.68.28.181

ldle timeout (minutes) @

DWS name label (opticnal) @

ns- citrizsamldemno w

swesteurope.cloudapp.azure.com

T7AT704—IL—ILDEY Ty T (EFa2UTcJIL—7)

30 REDRBFERATIVICIE. BENICERSNC I 71704 —)LIL—LOty DB, COty bEItEFa
UFa =T LTHSATWET, EFaUTosdIL—TRNTUYIIPTRLIADNSTSAR—KIPTRL
ACEBESNE S T7r v I 2L ET, 772 bTiE Azure IZIRTORET S > AD RDP OERXE A
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L&d, & Citrix Gateway B —N—B LT ADFS H—/N—id. TLS k3T 1w ¥ (443) ZEHXTIHEND
DET,

BB YD [Fy b T—014082—T A4 R] ZRAWVWT [Ry bT—=0EFaUTcIIL—T] SRILEIV YD
LEd, [RiEEF2V TR Z28EL. BBy hT—0 370 vI%FATLET,

Settings

SUPPORT - TROUBLESHOOTING

B Auditlogs >
ssional with MSDM al with MSDN & Mew support request >
df:; 361 :gdgi'isae'bﬂh'EéTC:daPﬂfra Gae-beTb-6479cdzeefca e
I settings = A s
| s s
>
REBHR
s FASOA YR b—)LEMBEICDOWVWTIE TR h—)LEiEm) Z2BRL T,
o —RRE7%G FAS DRRICOWTIE. TRRAT7 —F 707 v 28RL TSV,

o BEERBFIRICOWTIE, TEFMELERI Z2BRLTIRETE L,


https://docs.citrix.com/ja-jp/federated-authentication-service/2203-ltsr/install-configure.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2203-ltsr/deployment-architectures.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2203-ltsr/config-manage.html
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\/

JxFlL—>3

- I. i © 2024 Cloud Software Group, Inc. All rights reserved. Cloud Software Group, the Cloud Software Group logo, and other
C | rl X ] marks appearing herein are property of Cloud Software Group, Inc. and/or one or more of its subsidiaries, and may be
registered with the U.S. Patent and Trademark Office and in other countries. All other marks are the property of their

respective owner(s).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 142



	フェデレーション認証サービス2203
	フェデレーション認証サービス2203
	解決された問題
	既知の問題
	サードパーティ製品についての通知
	システム要件
	インストールと構成
	詳細な構成
	証明機関の設定
	秘密キー保護
	セキュリティとネットワークの構成
	パフォーマンスカウンター
	Windowsログオンの問題のトラブルシューティング
	PowerShellコマンドレット
	展開アーキテクチャ
	ADFSの展開
	Azure ADの統合

