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7w FTTL—REREKAT B, Citrix Virtual Apps and Desktops 1 > X b—5—F7zldX 4> R 7O0>® FAS
AVA=Z=T 71V EFERBLTFASZA> R —=ILLET,

StoreFront X ~ 7T FAS 7S 41 > DEMK
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FAS % Citrix Cloud TO&AERT 35513 COFIBEIHBEHD FH A

StoreFront X k7T FAS &&= GMIcT3ICid. BEET7HYY FTUT® PowerShell A< KLy r&EE
TLET, ANTEPERZEAIE. $SStoreVirtualPathzZEL £,

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

FAS %=L T 3ICi3. LLTD PowerShell 2 F &= ERLET:

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ""

<!--NeedCopy-->

Delivery Controller O#&m;
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PolicyDefinitions | = [ = [

:(-:u - 4 | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Gl | Search PolicyDefinitions »p |
4 ¢ Favorites ~ Mame Date modified Type Size

B Desktop _ J en-Us 22/07/2019 0%:04 File folder

4. Downloads - || CitrixBase.admx 19/ ADMX File 2KB

5l Recent places || CitrixFederatedAuthenticationService.admz 19/07/2019 12:28 ADM File 4KB
[ 1M This PC

b

3 items

FIg2: choxRXr>dy bO—5—I2aE—LT. C:\Windows\PolicyDefinitions & t* en-US %77 »
NEA—ICREL T,

FIE3: ATV RS >H5 Microsoft BBV Y —ILERITLET (Mmmc.exe)o XZa—N—h5. [Z71IL]
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= Consolel - [Console Root] =1|[El/Jn
S8 File Action View Favorites Window Help
«9m 2 B E Select Group Policy Object [x ]
7] Console Root l Name Wel to the G Policy Wizard - Actions
K | ConsoleRoot  ~
Add Mare Actions 4

Yfou can select snap-ins for this console from those availal
extensible enap-ne, you can configure which extensions
Groug Policy Objects can be stored in the Active Directony

Mailsble snap-ns: oron a beal computer.

Snap-n Verg s : Use the Browse button to select a Group Policy Objest.

EiDevice Manager Micr: |

i oHCp M |

(=1 Disk Management Micr

F ons [ Group Polcy Object-

FaEnterprics FKT Mo 5 |

@Evmtb\emr M

IFolder Micr | E

2 Group Palicy Management i Gl

& Group Folicy Mensgement Editor M :

= Group Palicy Object Editor M [ Mlow tf{ | Domains/0Us | Ses | Al

= ) )

7] Group Palicy Starter GPOEditor  Micr chang i — ,
.:'Imemethhnﬂamn&(mesﬂls... i only a Lok in: |ﬁm°‘t“’t V| B & E~
'ﬁww“‘f"mﬁm I pace Domans, OLs and inked Grous Policy Otjects:

Hame Daomain

Description: ) Domain Controllers clridest net

This snap-n allws you to edt Group Policy Objects whid Dafaul Damain Policy

or stored an a computer.

F g 4: Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tioniC#» 37 7L —> a3 VBl —ERRU S —ICBELET,

File Action View Help

e am=zEm T

[DIW-DC.DIW.NET] Policy

olicy

> |\ Bxtended ( Standard /

3 setting(s)

A

TJIxTL—2a vt —E DR > —%E L. CitrixBase.admx F7-I& CitrixBase.adml 7> 7L —+
7 71 JL% PolicyDefinitions 7 # JLZ —IZBMT ZBRIC. K X1 > GPO TOAERATEF£Y, FlBE 3 Dk,
TITL—avBiit—ERORYS—BER. [BERTYFL— K] > [Citrix 3> R—%> K] > [
] 7 AIIA—ICRTRINET,

FIES: 77— a VY —ERRI O —Z2RE. (B3] ZBRLEI. ChiCkD. FASH—/\—aD FQDN
ZHH T3 [RT] REVZ2BIRTIBLSICHDET,
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=
[ Federated Auth: Seni Next Setting
O Not Configured ~ Comment:
® Enabled
O Disabled
Supportedon: [

Show Contents. -~ o x
Options:

FQDNs
List the installed servers in} Value,
FQDNs s [festctntestnel

oK Cancel
oK Cancel

FlE6: FASH—/N—d FQDNZANAL X7,
BE:

¥ FQDN 2 A\/19 335413, VDA, StoreFront #—/\— (FFET3358) £ FASH—N—RET—KOIE
BEDR—SNTVBBEDHD E T, [TIL—TRID—RE 2SBRLTIEEL,

FIg7: [OK] 20Uy o LTIN—TRIS—D4HF—RELT L. JIL—TFRI—OEEXZBRALET, TF
ERBIEZICIE. YO VOBRS (£fidav >y RS0 >n5 gpupdate [force OR1T) HUBERIBENH D £
ER

In-session Behavior

CORUD—FtEyy a vHERE. &R Ov IOz R— 923 1—H—D VDALY 3y TI—Y Y
FTOERETITTHLES. £y a3 VYREBAERCORY S —HBH DIAZDIERICFER I NS FAS L
—LTEY Y a YAEADNTFI SN TVRIGEDOAMEATEE Y, NL—I/LOiEmI Z28RLTIETEL,

A In-session Behavior -~ o x

[E] In-session Behavior Previous Setting

Options: Help

Enabling this policy activates an agent process
(@

Most deployments do NOT nes
because FAS performs a full A

Enable iC&>TZORUS—BEMCHED FAST—> x> 7O X1 ——DO VDALY 3 > TRITTEF
ED

Disable (C& > T2 ORI S —HEMICHD FAST— x> 7O RDRTZELELEF T,
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BHEZFERZHAITIDNEVWSI XY E—C2 A—H—ICRRIDFEZHETETET, 3204 T2 arhHhF
ER

« Noconsentrequired—C D4 7> a3 idtxa )T XvE—IU%ENICL. I—F—HRETIHER
<MEBEE—DFERAINET,

« Per-process consent—=THD 7O S L ICEBICER X v E—IHRRINET,

+ Per-session consent—1—4%—h—F [OK] #0J)voF32, ty>a>yOIRTOTOT S LICE
BAEnxd,

BBEDEZALT I~ ZORUS—HDEHICHES . Consent Timeout iC & > TEBHARTIN S EAR = FO B
THIETEEd, e ZIE 59T CIC300BEIXvE—IhRRIND, BRETT, COEHN O DIFE. MBEF—
DBRECICA—Y—ICX v E—UDREINE T,

Oy RO CORUS—Z2FHIITI. A—H—PEEZOVILELEICEY S 3 VA EENICTIS A
9, COWEETIZ TIAY—FA—FOIDODHLEOTR RS —ERAKOBMEICHE S D, 1—F—1' Active
Directory OJ # Y ERIEHRZF > TLWHWBEIEFTT,

E:

Oy 7BOTIKIARY > —id. VDA LEOITRTOEY > avICBRAINET,

JITFL—a BEa—EXBEEI VY —IILOFER
A
AEDOBEICIZFFAS BBV Y —IILAELTWEIH. PowerShell 1 >4 —7 x4 XCIZ&K DA TS

avbHbExEd, FASPowerShell av > RLw MMZ2DWTEEL < IE. TPowerShell v > RLw by #50
LTLIETL,

FASEEIYY —JLIEFASO— - LTA YR =ILENE T, [R¥— ] XZa—IZ7~ 3> (Citrix Federated
Authentication Service) ’EEEIh 9,

EEIYY —ILoYEERRZ. SRET L — FORER. SEEREEOty F 7 v 7 BLU FAS ADOEEEREED
FERERDNSZITSFIENRTEINET, —HOFIRIZ. OSHEBEY —ILZFRALTFHTETIBLDTEE
ERS

FASEBEIO>Y =L, 774N ETO—HILD FAS H—ERICEFINE T, BEICIHLC. IV —ILOFLICE
~ENh3 [Connecttoanother server] #EFHALTY E—F—ERIEHFTITET,
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Initial Setup | Rules | Advanced Connect to another server | Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Diractory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

Y¥ou have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

HEAET VL — DR

DY 7 b 7L OMEERMOMBEE BT S8, FAS T, MEOBMNTHERY S 3 20 Citrix siElAET> 7
L—hrBABSINTVETD,

+ Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

B0 T > 7L — k. Active Directory TERIZHREHHD £9, [Deploy] 0w o LTH5. [OK] %
JUwOLET,
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Imnportant:

When you click "CK" the following certificate templates are
deployed to Active Directorny:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority

- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually. For mere information,
consult the online documentation.

| ok | | cancel |

FYTL—rOBAIE. MTDT #)LA—IC FAS b —#I1 > R b—)LEhiz, IRF T.certificatetemplates @
XML 7 71 ILRICHD £7:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

(©) » Program Fies » Gt » Federsted Authenticaton Sen

NMEDTYTL— b7 70021 YA M—ILTBERIEWVESIE. T FL— b7 741)L% Active Directory
BEEIELTLLETL,

FTYFL—rBEENZTAILE—HSUTD PowerShell 9> REETT38. T FL—LEFEBTIVR b+
—JLTEXY:

1 $template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

2 $CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

3 $CertEnrol.InitializeImport(Stemplate)

4 Scomtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

5 Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

6 Swritabletemplate.Initialize($Scomtemplate)

7 $writabletemplate.Commit(1l, SNULL)

8 <!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11



Active Directory sFFEH —E XDty b7 v S

CitrixsEBBZEF > 7L — b D1 Y X b—ILBIE. ThEDTFYFL— % 1 DFEIFHEED Microsoft T>42—75
1 XEERRHRE S — N — TR I 2 HBENH D £, Active Directory sEFAEZEH —E XDREAEICDOVWTEL < I&.
Microsoft Hd RE a2 XY FZBBLTLIETL,

EDHF—N—THTFYFL—rHAFESINTULARWVESIE. Set Up Certificate Authority #fER L TARTE
F9, Chld. FAMEOEEEROHZ1I—F— L LTEHRITTIHNELNHD T,

(GERRZEF > 7L — kld. Microsoft aEER#EI 1> Y — L2 AL TART 38D TEET,)

&4 Citrix FAS Administration Console - connected to localhost - O X

Initial SEtUp Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deg &4 Set Up Certificate Authority X

\/ Set up a certificate a Important

The authorization templates arg CA.
When you click "CK" the following cartificate templates are

Click "Publish" to publish the td published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
Authorize this servicg |~ CtrxRegistrationAuthority Authorize
- Citrix_SmartcardLogon
Create an authorization certicat
Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ Create
This step can also be configured manually. For more
A rule defines a smartcard-clas: information, consult the anline documentation.

You have no rules configured. . .
Certificate Authority:

Connect to Citrix Clo Connect

Complete this step if you wish {

TITFL—> g VY — B ZADKERMS

COFIBIC & D FAS OBENBA I N E 9.8 0> Y —JLIE. Citrix_RegistrationAuthority_ManualAuthorization
TYT7L—+EFERLTHBEEOEREM L. COEBERETY L — 2RI BERAKEOVTNMIIEEL F
ED
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-+ Citrix FAS Administration Console - connected to localhost =[B8] X

Initial Setup |Ru|es| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Certificate authority

Create an authorization certi

- — e — &

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EXRIF. EM5%. FASTYO U T7AY Y RO SREBFPOERYL LT Microsoft sEBA#EI> Y — LD [RERDOER]
UZMIRRINE T, FAS OBRZH1TY 31013, AEFREEOEEENERDRITIICIFETZERT Z3UEND
DEI,

FAS BIEO> Y —ILid. BEEND [Issue]l F7zix [Deny] %BIRT 3 FTUEHD RESF—) ZAAVERT
LEd,

Microsoft saFFR#EE 1> Y —ILT [TRTDERXY] #HET Vv I LTH S, SEEAEERICH LT [Issue]l 7z
[Deny] ##ERL £7, [Issue] ##ERT 3. FASEEIOYY —IILHRGIIRAE R~ L £ 7, [Deny] ZEERY
. AVV—=IEIS—XvtE—C%KRRLET,

IFi\e Action View Help

= #| 6= B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrictest-CA-1-CA - - e N 27 /0700 100 CITRIXTEST\FAS-1%

] Revoked Certificates 4 View Attributes/Extensions...

[ lssued Certificates Refresh Export Binary Data...

[ ] Pending Requests i

(] Failed Requests Help ssue

[ 7 Certificate Templates Deny

<] n >

Contains actions that can be performed on the item.

FASEEIOVY—IICED, COTOCLRDORTHEFMICHEEINET, CONEBIZIZFHRIDIDZcHhHD F
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& Citrix FAS Administration Console - connected to localhost

F

Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service
\\

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Authorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

IL—ILDHERK

FAS @ JL—JLic& b, StoreFront @iETRICIE>T. VDA OGF > E LUty a>hDERICET 3EHEERTD
ERIMMTEINE T, BIL—IL T EEAEDER% 5589 5 StoreFront r—/N—, (EAEZERTIT 3 —EDI

—H— BIVHAAZEDERZHT T3 —ED VDATL U ZEEL Y,

FAS Tlx. RIE1 DDIL—ILEER LB T Z2HELHD £9, StoreFront IEFASIC7 ot LS 77 %)L
Fl EVWSEBEIDIL—ILEBERTZEH. (7740 EOWSRRDIL—ILEERTZI 2O LET,

BMOARZLIL—ILZERE LT SETEARMAET Y TL— S L CHB#EEZSRB L. EB7ONT 1 PER
NEFNZLSICHERTEZI N TIET, NS5DIL—JLiF. T FI %4 StoreFront #—/1—% Workspace T
FRTZDICHERTIET, JIL—TRIS—BRA T a>2FRALT. AXAZLIL—ILEZBFTERTES &

51(c StoreFront —N—%#EH L £ 7,

[Create] (&7:lZ TRulesy #7d [Createrule]l) #0Uw o L TI—IZERT 3-HDIBERENET B I/L—

IWER Y« F— FZRBLEY. [Rules] 2TREBIL—ILOBEZRTLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix FAS Administration Console - connected to localhost

Initial Setup| Rules | Advanced

_I:I-

Refresh

Connect to another server

+ Create rule

Z4a|

Default

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

Summary

Rule name: Default

Status: 0K

Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No
Access control: Configured
Restrictions:

Not configured

Cloud rule: Mo

ca-l.citrixtest.net\citrixtest-CA-1-CA

VP - RICE > TROBRIUESNET !

FYFL—b A—Y—iAZORTICERINZHBEET > FL— b, ThiZ Citrix_SmartcardLogon 7> 7
L—rh ZOZEINALOAE—THZIVELNHD FT (MFEEAZ7> 7L — b1 ZBBLTLETVL),

SERARE: 1—H —ERAE A HITT BB, 7> 7L — MMEAHIRAEBEIC K > TARI A BELR DD £, FAS
TR Tz IF—N—BLUVBEETIROTHIC. EHROMAKEDEMT 2N TE X, BIRL /-:EAEEAD
Z27—5 2N Memplate available; TH2 e #RRBL T IEI WV, MEEREBEOERE) 28BLTIEIW,

Ty a>yAER: [y a>RER%ESA] A7 avic&d.

SHEHELET,

fABAEZ VDANDOOJF Y BICERTE S0 Y

« Allow in-session use BEIRINTLE WSS (T 74/ FTHER) —SIBEE130O05 4> £HI3BELICO
AHERIN. BB, A—H—IFFAREIC T IV ERATERCRD XY,

+ Allow in-session use MERIN TV BHE—RiEE. 1—F—FHABICT /LR TI X T, BEDHE.
BERIICOA T avEERLBVTLLEIV, 12 FRy b Web 1 b7 71 ILEERYE. VDA £
v YANSTIERINE )Y —RIZIE. Kerberos #ERA LIS Y IIWNBYA VAV TTIVERTES
. Ly avHIPEEIHNEDD £t A

Allow in-session use #ZiR L 7= 4&1%. In-session BehaviorZ JL— 7R > —18%Ic LT VDA I2iE
BIZIBRELHDET, CHNICEKD. OFFAVEBICTIVT—2 a3 RMERTES LS IC—F —DOE AR

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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https://docs.citrix.com/ja-jp/federated-authentication-service/2212/config-manage/security.html#certificate-templates
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/config-manage/security.html#certificate-authority-administration
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/install-configure.html#in-session-behavior

TJxTL—2a i —EX

EINTISERAENREINE T, L xiE VDAtEvS a3 >AT Web Hr—/N—A®D TLS RIAHIDBELRIG
&. HEBAZEIE Internet Exploler IC &k > THERASINE T,

FOERGEE: A—H—0OJ A > FIEBEGRICIEEZ BRI ERMIMTS SN, E8EEH StoreFront
—N—D—&, CNEDIRTDTIZELRAFAIIFLT. BLAOAD ATz bERIFTIL—TEBIMTEES,
BE:
[7oEZE1H] REEEF2) T LEFICEETHD., BEEICEEITINELNHD XT,
A
FAS +—/N—% Citrix Cloud TOAERT 3BEIF. 77 XEHEER T IHEIIDHD FHA. 720
Citrix Cloud TIL—ILHMEAINZHBA. StoreFront 0 7 7t XFFAIIFEE I E 3, Citrix Cloud e 4>

7L = XD StoreFrontIRIET. ALIL—ILZFERATET X9, StoreFront 77 X&Fal&. IL—ILDBA > T
L = X StoreFront TEATNZHEICITERINE I,

FI7AIL TR (TAssert Identity) &) Tld. IRTHEBFINET, L7ch'>T. StoreFront
—N\N—ZBATRNICEFRI T 3 RELHD 7,

Securty

Group or user Names:
R/ STF-1 (CITRIXTEST\STF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 22— —HFASZFRLTAJ A TEBZ VDA YDU R b, FASZN L TEAEZRITTE 31—
—DUR b,
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JITL—2aviEi—EX

* VDAEROEETIH. FASZERALTA—H—%20J4 >33 VDAZIBETETEY. VDADO—BDFT7
I MERAA OV E2—2—ICBDET,

o I—H—1EROEETIH. FASZHEALTVDAICH A Y1231 —H—%2BETETET, 1—F—0—&
DT T AIMERXA A= =B D £,

A

FASH—N—DVDAB LUV I—H—DRXAVEEBELZ AN VIIHBHEIF. T 74 NOFIREEET
BDHENDHDEY,

Securty

GI’OIJI] ar user names:

Domain Computers (CITREXTES T Domain Computers)

Pemissions for Domain
Computers

Relying Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17



JITL—2aviEi—EX

Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

Cloud L—)L: Citrix Workspace "5 ID 7H—> 3> &SfE L FIC. TOIL—IIPBRAINZDERLETD,
Citrix Cloud Ic##4: 3 3 v =i, Citrix Cloud TEBT 3L —IL%EBIRL £F, [Connect to Citrix Cloud]
22a>nl)>ohs Citrix Cloud ICEGL7E. - EEBEITZCHTIET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18



Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Publish

Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Reauthorize

Create a rule

You have a rule configured: Default

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

Citrix Cloud N D47

1. [Initial Setup] # 7@ [Connect to Citrix Cloud] T [Connect] 20U v oL £,

FAS #—/N—% Citrix Cloud i2###%: L T. Citrix Workspace TERTE %9, ZdCitrix Workspace mitE%
SRLTLLIETW,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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https://docs.citrix.com/ja-jp/citrix-workspace/workspace-federated-authentication.html

TJxTL—2a i —EX

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

0 Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish™ to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create a rule

You have a rule configured: Default

\
Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- [m] X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. GBSV REERL. [Next] 20Uy o L&Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.
Registration

Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead (deprecated)

=

7L a—7Tlix Citrix Cloud 0 #%FERTE £,

3. Y4V RUIIR—BOBRI-RARRINET, SO I— K& Citrix Cloud TERBINZHELBD £T,
L <& TCitrix Cloud ZEHT 24 > 7L S RBFOFR] Z2BRBLTIZEL,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html

~

JxFL—>3>

o

B —ER

4 Connect to Citrix Cloud

Choose cloud
Registration
Choose a rule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:
I Copy

Confirmation Code:

DDQISDAI Copy

( Waiting for confirmation...

=y -

4. BRIO—FPMRESNLS. FOYTHATVUIMDSENO VY —IDGMERRLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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&+ Connect to Citrix Cloud - O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

-.‘

Resource location:

My Resource Location v

D -

5 BEICRUCTHEETAYY FEBIRUT FASH—N—%8419 51V —RDOBA%ZERL £9, [Continue]
Z2OUw oL, BBROU4 Y ROZBALEY,

6. [Choosearule] £ 3> T, BEDQIL—INEFEFBITZD. L—ILEERLET. DRAN] 200w oL ZE
T
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&4 Connect to Citrix Cloud

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
2 1will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. [Summary] #77T [Finish] #41) w4 LT Citrix Cloud ##i%2%T L9,

4 Connect to Citrix Cloud

Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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JIT7TL—2aViBEi—EX

Citrix Cloud T FAS r—\—h'&$g 3. CitrixCloud 7hHo > D [UY —RDIBFR] R—JICRRINFE T,

Citrix Cloud »' 5 DIl

Z o Citrix Workspace @2 =D BB ICHE » T Citrix Cloud o U Y — XD BEiH 5 FAS H—/N—% HIBR L 7=
#. [Connect to Citrix Cloud] T [Disable] %#i#RL 7,

SRR AR

April 7,2023

CDEIIIAVDRETIH. 7ITL—avBiay—EX (FAS) OBELAERS LUVUBEICOVWTHEALED,

REIRHR

e FASOA YR =LA Y Ty AICDOWVWTIE TV R b—JLEiER) ZBRLTIZSI L,
 TEB7—F77Fv1 T3 . FASOEET7—F T FvORMEZFHAL. SOEMRET7—FTIFvICETS
ZDIEDDEEANDY VI Z/EL TVET,

Azure Active Directory T > > L1 > H >

April 7,2023

Citrix 7z FL—> a3 ViRt —E X (FAS) & R X >80 Virtual Delivery Agent (VDA) i2> > Lt
1A (SS0) =ML £, FAS (&, VDA Ht Active Directory (AD) I3 L CTA—%—%3BH T 3 1-DIfFEA
9252—H—HAE% VDA L HICIRMITSZ T SSOERBELET, VDAY avIcHA1VF T3 B
I L TAD VY —RIZFIVERATEE T,

Azure Active Directory (AAD) &, AD £ AAD ZEHAL TEETZ3ON—MBWTY, chickb, 2—H—&
AYEa—42—0@AEDON1TUY RIDDMERINE T, CDRETIE. FAS OFEREICVDAEY > 3 YN S
AAD A SSO ZRIFE BT DICKREBERBINOERRICOWVWTHBLET, ChiZkD. 2—H—I3BEBE%4 L T AAD
THRESNLT FVTr—2aVICT7IVERTESRLSICBDET,

P

o AAD TSSO ZfFR Y 37®ic. FAS ORFRIGERISHEDLD FE A,
s FAStvy > a vRIERREIIMED D EHE A,
e FRDON—23 > DFAS ZEATEFT,
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https://docs.citrix.com/ja-jp/citrix-workspace/workspace-federated-authentication.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/install-configure.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/deployment-architectures.html

e FASZHR— b+ 323FEBDON—23>D VDA ZFERTET XY,

ROEIE. AAD SSO DFEDOMBEZTRLTULET:

AAD SREE DTSR

BEENR

Active Directory 7z5L—>3 >
#—EX (ADFS) co7xz7L—%
E%

H—RN=F1D D FONTH—
tDpIJxrL—>ay

VDA I[Z R XA U BIMEH

AAD > —LL X7 SSO =fERY
%)
ADFS T Windows B2 B#IC S
)

Y—RN=FToDVVa—-a%z
EIEIERR)

VDA I3/ TV RBINEH

AAD ZEEREN—X DR ZFERT %

WS-Trust certificatemixed T> R
RAY RDBEMCHE->TVWBR L%

RYD
Y—RN=FTcDVYVa—->3>%
FRT3

o BEXWNRAAD XA Vid. AAD TL—H—BENMTONB XAV THD. %17« 7 AAD BEEE HiEN

BLbHOET,

« TIFL =23V AAD RXA ViE SEEEBIDBITICU S ALY b T B &SI AAD BRI TS KX
YTF, o R ADFS F7cldt— R/X—F 1 @ ID FONA 4 — I L TTT,

s N1 T Uy REIMEH VDA IZ. AD £iiEF#A T AAD BIEH T,

R X1 > SMiEHA VDA

KX >8mMEH VDA Dif4a. Windows B:E (fEskid4E4E Windows B3 (Kerberos) Y MHEhTWE L) %
FHALTAADADSSO #RBEL 9, 2——H VDAL v a>vAHNS AAD TRESINT7 TV S —2 a3 Vil 7
2t ZXTBE. AAD ANDRIEDTOhNE T, ROMIF. RO RDBMEERLTUVWET,

Domain joined VDA

Federated IdP
or ADFS

.

4. Authenticate

: with Windows

4'. If federated, Authentication
2. AAD-protected | 3 Gpalien ge 6. Access Wirdouss
app is accessed with token ows

without a token Authentication 5. AAD token
happens at
the IdP
‘ 1. User sign-on to the VDA

authenticates the user
to AD using the FAS user
certificate

A

Domain Controller
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ERERFMAIE. AAD RXA VD BENRI T ITL—2aoMNCE>TERDET,
BEWRAAD FXA2DOEY b7y FICOVWTR T —LL RO VI AYF ) ZBRLTIETL,
ADFS 7z 7L —>3a>&hi AAD R X1 > DiF&. ADFS #—/N—T Windows sBiE=E2IC L £ 95

B—RFN=F1DID FONAA—TzTL—23>TNi AAD KXV DIFE. AkROYUa—>3aryhEEL
FTo NLTHRBELIFEIL ID ORI A —ICEBVEDE LTI,

A
NT Ty REIMEHAVDARBE RXA VEMEAVDARBICUZI I TWBY Y a—>aYEERATSL
HTEEY, 7=7°L. FASZEAT3HBE. AAD 7S5 UEHR L= > (PRT) IZEBINEEA.

N Ty FEIEHA VDA

N Ty REMEH VDA IZ. AD & AAD ICERFHICEBIMLEY . 2—H—HVDAICH I >V12TBHL. ROT—T
1770 FPMERThET !

o AD UV —RIZx L TEREET B 7= D Kerberos Ticket Granting Ticket (TGT)
e AAD VY =W L TEREET 27D FZ1<UEH b—2 > (PRT)

PRTICIZ. A—H—r 32— 2—0OEAICETIERIEENTVLET, COFERIF. BEICISCTAAD 4
RNETIERRI)S—THERAINET,

FAS I3 VDA ICEEFAZE = IR L T2 — %585 I 5 7c . AAD DFEEAER—X DB ERE TN TV BIFHICDH
PRT 2B TE &9, RONE. BAETOLROHEZRLTVE T,

AAD Federated IdP
or ADFS

A
3'. If federated,
with FAS user certificate authentication
certificate happens at

the IdP

4. AAD PRT/| 8- Authenticate to AAD

2. Kerberos TGT

A

1. Authenticate to AD A
‘ with FAS user
certificate Domain Controller
Hybrid joined VDA

R EHMAIE. AAD RXA VD EEBWRN Tz TL—2a oML > TERD T,
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https://learn.microsoft.com/ja-jp/azure/active-directory/hybrid/how-to-connect-sso-quick-start

JIT7TL—2aViBEi—EX

EIEWR AAD R X1 > D553 AAD CBA 28R L £9, L <Id. TAzure AD SEEAEN— X DBAEDHE] =5
BLTLLEE W, VDAIZAAD CBAZERL. 21— —D FASEEAEICE > Ta—H—% AAD ICEBEEL £ 9

P
Microsoft D RF a2 X > FTld. AX— MO —RIEBAEZEEFERALET A VI VICDVWTEHBLTLWETH, &
CRBFEIGFAS I —H—stAZEZ AL THA V1 VT3 EEICEATNE T,

ADFSIC7z5FL—> 3> ahiz AAD R X > D14, VDA Ik ADFS —/N—d WS-Trust certificatemixed T
YRRAYhEFALT. I—H—D FASHIAZIC L > TaA—H—%2 AAD ICBBREIL T, COI YRR Y MET
T TEMCE>TVET,

H—RN—F14DID 7ONAE—ICT7 7L —>3 YN AAD RXA 2 DBE. BHEDOV U 2a—> 3 hEE
TRBENBD £I, ID FONTE—IE. WS-Trust certificatemixed T> RRA4 > b= RETIHRENRHD £,
NILVTHRERZEIE. ID 7ONAZ—ICBEBVEhECIEI L,

AERARE DR E

April 7,2023

CORETIE. Zx7L—>3 Vi —E X (FAS) ZiERAHE (CA) U—N—HBEY B ODFMREICDL
THALEY, CNSDREDAFIIFASBEIYVY —ILTHR-FEINTLEE A, COHATIE. FAS AR
% PowerShell APl ZERL &9, COTBICEHIN TV SHBAZRITT BH1IC. PowerShell oERRAH % FER
LTLEES L,

FAS TEFIY 370 DI CA Y —N—DEy b7y 7

FASBEIO>Y—I)LZFERAL T, EHOAMEIT FAS 2B L. IL—ILZERELIZRETI !
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https://learn.microsoft.com/ja-jp/azure/active-directory/authentication/concept-certificate-based-authentication

&4 Edit Rule - ] X
Edit rule "Default"
Template

Choose the certificate authority (CA) where user certificates will be generated.  Refresh
You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
i .
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

o

EIRL 23 R To CA B Citrix_SmartcardLogon sEBAE 7> 7L — b (Ff@IL—ILTBRLIETYTIL—K) %
NETBBELHD FI,

FRTZ2VWITNHD CARBERT Y TL— b2 RABLTUVWAWEES. CADRBIEEZ Y b7y 7325 FEEZE
TLET,
A
COFIETHER S NI-RELEAZ IFE D CA THFERTE 272D, IRTOCATIOY—E X %R T 3 FE
ERITTIHEEHD FHA.

BESNZH}EDOEE

FAS f—N\—% %o CAH—N—THER L &lE. 2—Y—EERZDERIIBRBFADIARTO CAH—N—[ET
BEINET, I5IC. BREAD CAH—N—DSBEVWTNHATIS—HREET B . FAS H—N—I|LRIDFERR
gl CAH—N—ICIDEBEZ T,
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https://docs.citrix.com/ja-jp/federated-authentication-service/2212/install-configure.html#set-up-active-directory-certificate-services
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/install-configure.html#authorize-federated-authentication-service

TJxTL—2a i —EX

Microsoft :FPEH#RE % TCP 7 7 X BICHER T 3

77 4L b Tl Microsoft CAIZ7 ot X2 DCOM ZERAL %7, COBE. T 71T U+ —ILORENEMRICH
B8, B TCPR— MIHIDBZX 2 e TE £, Microsoft CA T, [X&— ] > [E1T] >dcomcenfg.exe
DIEICERL T DCOM BRI ZRE, [O>Ea—42—]> [¥1ra>Ea—%—] > [DCOM O#EmM] DIEICEH
LT [CertSrv 0EX] /—rZERSKL. CertSrv DERDCOM 7 XU —> 3> TONTr ZHELE T,

CertSrv Request Properties |2 | X |
| General | Location | Securty | Endoorts | identty |

DCOM Protocols and endpoirts:
Y ... defaukt system protocols

¥ Select the DCOM network protocol sequence that you want to
Sry  add Enterthe endpoint detals and cick OK when you have

Protocol Sequence: | Cormection-onerted TCP/IP

() Disable protocol sequence

() Use defaull endpoints

®) Use statc endpoint |900

() Use intranet range of dynamic endpoints.
17 Use intemet range of dyramic endports.

o ] [ coca ]

[TYRRAVM] 2EBELTHNIYRRAY M ERRL. TCPR—FESZEELEY (EORTIZ 900 TY),

Microsoft sFEAHRS = Biegh L T, dEAAZERZXELE T, Tnetstat -a -n -b) #RTTBIEAIL. certsvr
HR—Er900%FZURVLTWBR I BRI ZINELRHD £
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LISTENING
[1sass.exe]
TCP 0.0.0.0:%00 LISTENING

[certsrv.exe]
TCP 0.0.D0.D0:3268 LISTENING

[lsass.exe]
TCP 0.0.0.0:3269 LISTENING

DCOM ICIZF RPCR—+ZEATZ XIS I -3 Y RAT—BH 3. FAS H—/N— (F7I3EREE=ERY
BZTOMDOIIY) ZBETBIHVERHDEFEA. 75172 A DCOM 2ERTIHBELNHBHBE. V51TV H
(FEERAE Y —/\—d DCOM RPC Service iZ#4t L THED DCOM H—N—ADT7 7 XZBRLEFY, ChIlE
> THR— k900 A'FH . DCOM —/N—IF FAS r—N— I A AR L £ 9,

-9 —FPAEDHERIEN

I—H—3EAEN FAS H—N—NTEHEFIERIND . A—HF—0OOJF VICH D ZRHEPKRIBICEHFINE T, X
DEIa>TId B—FLIZERO FASH—N—Ta21—H —iBAEZEMEM T B HEICDODVTHALEF T,

Active Directory 21— —D—E#*EEL X7

ADICHLTIIVUZRGTL, 22— —D—BZROFDESICT 7ML ((cSVIFALRY) ICREFET B LICE
D, FIAEDERZHRET B ENTEEY,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
sfilename = "user_list.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {

(UserPrincipalName -ne "null") -and (Enabled -eq "true") }

-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," S$filename

}

<!--NeedCopy-->
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Get-ADUser . 2—H—D—EBZERIZHDIZEITVFL Y FTT, ERDFICIF. UserPrincipalName
ZRBRAT—2ZAD TBH) OA—H—-DIZE—HBRTIB 7 ILZ—5IHIPEENTVET,

SearchBase 31#kic& > T. AD D2A—H—RBRENGHIEINE T, IRTOI—H—% AD ICEHTWBE. ThE
HBETEFET, F: COUVIVICE-T. ZHOIA—HF—HIRINZAEEDLHD £9,

CSV DIMRIF. RDESICHDFT,

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserpPrinci a1NamE"H
"testuserl@bvt.local”
"testuser2@bvt. local”
“testuser3i@bvt. local”
"testuserd@bvt,. Tocal”
"ucs3is@bvt. local”

"ucs3o@bvt. local”
"limcA @k Talsa 1™

FAS F—/\—

WUTF® PowerShell 27 U 7+ Tl MeiERINc1—H—0—8BZ2EHAL T1—Y —iBAZEO—EIMERINE
ERS

Add-PSSnapin Citrix.Ax

Scsv = "user_Tlist.csv"

Srule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( Sserver.Server -ne S$SNULL) {

New-FasUserCertificate -Address S$server.Server -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule S$rule

}
if( $server.Failover —-ne $NULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule S$rule

}
}

<!--NeedCopy-->
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TJxTL—2a i —EX

BHD FAS H—N—DEETZHEEIE. FEDI—F—DEBEN XA Y —N—T1lE. Zz—ILF—N—H—N
—TlEOE 2EERINET,

o277 i Tdefaulty ¥ WS EBFIDORADBEDDHD T, RABHELRBZIES (Thelloy #¥) 1F. X
YT D Srule THETELTLETL,

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default S W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
ERWEEIAAE ZEMLE T

EHO FAS H—N—%FEEFDBEIF. O AP0 —H—|CHETZ i< FASRIIFEZEZ*EM TS F
ER
A

GUIZERALTFAS zBBiEd 5 HTE &Y
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

UTOFIEZRITLET,

1. 3L VEREAPAZE #ER L £ 9, New—-FasAuthorizationCertificate

2. ROAR YV RICE > TORINBH L VWEREIEIFAZ DO GUID Z# X EL £ 9 :Get-FasAuthorizationCertificate

3. FASH—N—%X>YFF Y RE—RICLET: Set-FasServer -Address <FAS server> -
MaintenanceMode S$true

4, HLVREFEFAE = B £ 9.Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. FASH—N—0DX>FF U RXE—REMRHLET, Set-FasServer -Address <FAS server
> -MaintenanceMode $false

6. HULVBEFEIFAEZHIR L £9, Remove-FasAuthorizationCertificate
ESpER

s FASOAYZAb—ILEBRBICDOVWTIE T h—)LEER] OREZSRLTIETL,
o —RRI7% FASIRIRICOVWTIE, TR —F70F vl ZBRLTILETL,
s TOMOEFKNABFIRICOWVWTIE. TEHEMELERI 2BBLTIET WL,
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TJxTL—>a ViRt —EX

W+ — (R

April 11,2023

IEL®HIC

SEBAE L FAS H—N—DEHAH T —ER—IREFEINE T, BEY ZHEF—E. FAS #—/\—d Network
Service AU Y hEFERALTREIN. 774 TIVRR—FRALLTIY—IINET,

MEX—ICIF 2 DOBENBHD £,

o BERMHRISIRAZICBEETIF 5 TW A, Citrix_RegistrationAuthority sEBAE 7> 7L — b H 5 OFRE X —
o A—H—:EAEICEEMIF 5 TWAB, Citrix_SmartcardLogon sEBAE T > 7L — bh 5 OREF —

B ERMBIEERAE 1S Citrix_RegistrationAuthority_ManualAuthorization (77 #JL kT 24 BsRIER) & T
Citrix_RegistrationAuthority (77 )L T2 E/E) O 2 DOBELHD 9,

77l =23 B —EX (FAS) EBI>V -0 #Ety b7y ] 270FIE3 T EBE
N FAT3] 20U woF38 FASH—N—ICL>THF—RT7HPER TN, GAAEZFEZERXRD Cit-
rix_RegistrationAuthority_ManualAuthorization SEFAZ DEPAKEICXEINE T, T NIE—RRIZEERR
ETHD. TTIAIPT2AKMENTY, EAKBEIIEIMNICHEREZRITLELA. SIAEZRITIBIC
3. BEEEICLZHAPEKBATOFEHOERITFANIKBETY, SEAEN FASH—N—ICEITINB . FAS &
Citrix_RegistrationAuthority_ManualAuthorization #fB8Z % £/ L T Citrix_RegistrationAuthority #E#3
Z (F74) T2 ERE) =BBMICEEL £9, FAS #—/\—(3. Citrix_RegistrationAuthority :FFAE %
89 %9 <Ic. Citrix_RegistrationAuthority_ManualAuthorization MEFEZ & F—%HIBRL £ 75

EREEAZE R > — 3B F—ZMETZIDLOIRTIIHN LT TV FL— hTERINcI—F -t v bIX
TRHHAPAEBERORETZHAT T 5708, ERWEMAZICAEN I SNIHEF—IFICKETY, BRELT. C
DF—ZEETZHORIENTH, Lty hADI—HF - EKk RRICEGTEXT,

ROVWThHZFERAL T, BBOLF 2 7 EHFICENL THEF—DIREINZELSICFASH—N—Z#ER TS
£7:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. %7:zi& Microsoft V7 bz 7+ —iCiEE 7
ONA 4 — (BREEMRES LU0 —Y—AEEmA OWEF— )

s FSRTFYRTSYRTr—LETa—I)L (TPM) Fv FEMERE LT Microsoft 75w b7+ —LFx—EiE
WrONa 42— (BEBKEIREOWEF—FA). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft vV 7 ho x7F¥—ZBETONA 4 — (2—H—HEAZOWEF—FA)

e N—mRIzT7EFalTsETa—)lL (HSM) RYA—@O HSM N1 R =FRLEESY—EXEidF—
B TONT S — (BEREEAES S U1 —Y —AEEAOWE+—H)
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JIT7TL—2aViBEi—EX

<

WE* —DBARE

B

300F T avoS5s50WInhEFERALTFAS #EBlLET, TF A I T2 —%2FAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L2 REL T, 771/ DT 7T
# )L~ DFFRIE FAS +—/X—d Program Files\Citrix\Federated Authentication Service 7 #JLZ—T79,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrizx.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<l-= log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= trix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs —-->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, Y—EXDEFBRICOABRT 7 1ILZHARAHZE T, WITNHDEHEESNIIZE. HLLREZ RIR
TEBDICFAS Z2BEFBTIHBENHBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLOBEET 3 EZ XD L H D ERE
LET:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG APl o1 #

Z)

& S

true CAPI API % {#H
false (74 1) CNG API =&

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (f§E¥ 3 FO/N1 4 —D&H)

& aX> bk

Microsoft Enhanced RSA & & UF AES F74J)L k2 CAPl ZONA L —TF
Cryptographic Provider
Microsoft V7 bz 7 — B 7ON1 4 — FI7 4L MECNG 7ANAE—TT
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TJxTL—>a ViRt —EX

&

Microsoft 75w b7 # —LF—EHIONT 4 —

HSM_Vendor CSP/Key s2i&ig 7O/ 1 4 —

aXT b

FT7AINETPM Z7ONA A —TY, TPM |2 —H—
F—ICIEXBEDOLEFE A, TPM IZEBRIEEF—ICDAHE
BHL&EY, FASH—N—%REBURETEITIBZFED
HBEIE. TPM BLUONAN—NAHF—DRVHZ—ZRAE
O R—EINTVEIDNESHZRRBL TSIV,
HSM ARV A —Z& > TIREINE T, BRIV A —IC
o TERDFY, FASH—N—Z{REHIRIETRITT
BZFEDHEIF. HSM R4 —|CREUHHHR— &
NTVBHESHEBRL T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI Dig&DHHE)

fig

24

aX2 b

F7 4L METE. Microsoft KeyContainerPermis-
sionAccessEntry.ProviderType Property
PROV_RSA_AES 24 #&8R L £9, CAPI THSM %z
BT 3848, BLUHSMARUE—TROR1 TEIEE
INTVBRHBEEUIME. BIC24 THEHIRELHD T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS i@+ —i{E% R1TT 3%
ENHB3EEIF. CCTHERAINTVLWEEZERALET). MBFX—0 ITIVXR—FAEE 759 Z6HILET, /\
—RIT7THR—FINTVRHEEIF. TPMF—I L —C0FRADHFIINET,

fig

NoProtection
GenerateNonExportableKey

GenerateTPMProtectedKey

aXZ b

MEX—EIVXR—FTTET,

TIAIMMETY, MBX—F2ITIVAR—FTEXEHA.
MEX—IZITPM Z2EALTEEINE T, MBX—IL
ProviderName T#§%E L 7= ProviderName (ffl:
Microsoft 75w k7 #— LF—BEHION1 4 —)
ENLTHRIASNET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (#Zx—n 41 X% v MBI TIE

)
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& aAXV
2048 TI7AIMMETY, 1024 £7-13 4096 = {FHEI 3 &
HTEFEY,

BRI 7ITIILOREZUTICNBLEYT (1A —ILBOT 74 FERERFRTRLTVED),

CAPI API (CNG API)
csP ( ) )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RsA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, plERor 4096

WL+ ) 7 D)

1

CDfITIE. Microsoft V7 bz 7 —RZEEHIONA A —EFEAL TRATN TV R EEFIEEIREOHEF —
BLUI—HY—FREDOHMEF—ICOWVWTEHMAL £,

CNETTAIL DAY RS- LEDEBRTY . BMOMEF —EBHRIETAETT,

52

CDfflig. Microsoft 75w b7 x—Lx—REBEH7ONMZ—%2FRALTFASH—N—DIHF—R—RD/N—R

D7 TPM ICRM TN TV B BFHEIAZEME S+ —. XU Microsoft V7 bz 7x—EREIONTS—%
FRALTBMINTWVWS I - —HEMEL -2 R L TWET,
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\”
w
\
e
i
n,
N

JzFL—

CDIFVATIE FASH—N—DIHF—R—RFEDTPMIETPM OBETD RF a2 X MIEDWTBIOS TEX
. 2ok Windows T INTLWBRHD L &L TWE T35 L <& https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)# 8RB L T £ &L\,

FASEEI>V—IILOER FASEEIVYV—-ITRA TSI VOMAEZEZRERZRITTIRV O, HAHBTE
FIMBAEIRAE DA > 51 V DIIFAEZEZR ERMFFAISNB VRO, FASBEIY YV —IILOFERIIHESH LEEA.

FAS o#IBIDEw b7y FFIRORTH, HEAET > L — +zREAL THREBz Y 7y FLE. ¥—EX
ZFA (BEIEFOFIE3) T 3HIRETVET!:

FIEL: LTFOFTZROEEDEELT, BRI 7L ZHRELET,

<add key="Citrix.TrustFabric.ClientS5SDE.TrustAreaJoinParameters.EeyProtection"®
value="GenerateTEFMProtectedEey" />

T7TIIEUTOLSICRRTNED,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.RKeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Ruthentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / ——>

<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs --3>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—ZD TPM TEF—DORIDMFRINTVET, 774 EOF—DRIIF. 2048 EY FTT, BEVD/N—RY
IF7THR—FINBREIDF—EIBEL T,

FIE2: Citrix 7zTFL—> a3 VI —EXZBREFHL T, BHT7 71D SDEZHARAHET,
FIE3: H—EXZHFALET,

FlE 4: IR —N—h5. REPOIEAZTERZFHTHEITLE T, BREEIAEN/IEEINLS. EED
V=Ioty b7y FEFOFIE I NEBICEDD £T, CORKRT. BREEIRAEONET—I TPM TER
TNTWET, SAZIRT I MT2EBMEHTT,

BIRMBIERAZEOMBEF - TPM IZIEL <EMIN TV B L 2RRBT 31213 D PowerShell v > K& A
L7, ZREEMAZEOMEF—H TPM ICEMINTUVWSIHE. PrivateKeyProvider 7« —JL Kid Microsoft
Platform Crypto Provider IZs8E S F T,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l
Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

FIES: ROELSICHER I 7ML 2HmELELE Y,

<add key="Citrixzx.TrustFabric.ClientS5DE.TrustAreadJoinParameters.EeyProtection”
value="GenerateNonExportableKey"/»

A

FAS (3 TPM TRESNIcF —TIA—H—fAZEZEMTE X IH. TPM BRBIROERICITEENET E S
BJReMED B D £

Flg6: FASEZBEHLET, CHUICED. T—ERICEZERT 71 ILOBHRAAADEHI TN, TEINED
EMEINET, BHROBFMEF —I1REEI—Y —EEF—ICRELET, CNSDRETIE TPM ICHEF—
RESINZEAD. Microsoft V7 roxz7H—ZBEIONT S —HMERINE T,

FIET: FASEEI>Y—IT -] 2T7Z2BRL. T4V b—LEER) ORRICK>TREZHEL X
ERS

PowerShell fEA PowerShell ##EH L T, EREEMIAERE A 7S50 Y TERTIET, Zhid. :EPAHE
DAY SA U DIAEEZBER CEREBEIAEEZRIT TR A BVELSICLIEVERBICEL TWEY, FASERE
AVY—NLNEZFERALTA TSV TEFEEIAEDEZEREITS CCIFTEEE A

FIE1: BEIVY—IIL=zFERLIYE FAS BEEICIE. RUO TEAZET> 7L — ORI & U TEEREED
Ty bTYT D2ODFIERITERTLET,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FE 2: PR — N —TGIBAE T > 7L — k MMC X+ v 71 > %3BINL % 3 ,.Citrix_RegistrationAuthority_ManualAt
FroFL—rEAEIVYIL. [TYTL—bDER] #&RLET,

(] 27 =BRLES, TVTL—rREEPHEMEEELE T, COFITIE. 7> 7L —&IE Offline_RA. &
HEARIE 2 AT,
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TJI7FL—>a Vi —EX

Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security
Compatibilty | General | Request Handling | Cryptography

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE 3: FEEAMERY —/N—T. FERAMEI MMC Xy 1> zEBMLEY. 3. GIERAET>TL—K] 260U v 0
L&, [BRMER] 2BRL. [RITIZHMBEET >V IL—F 20Uy I LET, EBLI@DDOTFYTFL— b
ZERLE T,

FlE4: FAS H—N—TKR®D PowerShell av > RL v +EFHAHET,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

FIE5: RSA*+—~R7% FASH—N\—D TPMWTERH L. FAS #—/N\—TXxdD PowerShell av>RL v kEAN
AL THPEZELEREERLET T, F: —ZBD TPM TEF—DEIHEIRINE T, TIHILFOF—DEI I,
2048w T N—RIUT7THR—FINTLEIF—DRIZFIBEL T,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN
of FAS Server>

f:

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

UTHERRINET,

« IdGUID (ZofiiTid M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IFEGDFIBTHETT,

« 2O PowerShell av > RL vy ~d. BEREBEIAZEOME X —DERICERAINZ —RNA TEEF)
CERHL TS IZTL,

e COOVXYYRLY b ERTTBHE. FASHREIBINZCSICHER T 71 IILD SHAAENZELNF T
v, FRITZF—ORINRESNET (F74)LKI2048 TY),

« ZOFED PowerShell i2 & - THIA S © 3 ERIGBIEFAZME F —121ET-UseTPM ¥ Strue IZRE
TNTWVWBD. T71IIH5DET TPM OFRICHELRREIC—BLBVDDRERINE T,

e COOXRYEFLY FDETICE>T. BT 7 M ILDOBRENBEIND LIEHD £FH A

o FAS THIAT N3 BGO 1 — —ERENEF —BEIRMEORITHRIE. FASHRBLESICT 71l
NEFHmARAENTENFERINE T,

e FASH—N—H1—H—iEPREZRITY 5 & I 7 7 7 )L T KeyProtection &% GenerateTPM-
ProtectedKey IC52E L T. TPM TREINZ 1 —H —AENBET—FER IS cH TSI
ER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 43



JI7FL—>a B —EX

o

TPM O F —RT7OERICERAINIC E 2R T B1C1E FASH—N—LETHF—RTHER I N 7EE D Windows
ARYME2=T—OT7F)r—2ary0dzFzvILET,

@Information 22/07/2019 12:59:42 Citrix.Fas.PkiCore 14 Mone
@Im‘ormation 22/07/2019 12:59:41 Citrix.Fas.PlkiCore 16 Mone

1 Information 22/07/2019 12:59:41 Citric.Authentication.Federated AuthenticationService

Event 13, Citrix.Authentication.FederatedAuthenticationService
General | Details

[515] Administrator [CITRIXTEST\Administrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1159d864da2e]

A T[TPM: Truels &%B>TWET,

AU TOESICHEEET,

Application Number of events: 3

Level Date and Time Source Event D Task C...
® Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 Mone
¥ Information JO7/2019 12:5%:41 Citrize.Fas.PkiCore

@ Information  22/07/2019 12:5%:41 Citrix.Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore
General | Details ]

[516] PrivateKey:Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

s : TProvider: [CNG] Microsoft Platform Crypto Providery % >TW& ¥,

FlE6: sIABERE I3V ETFRAMITA2—ICOE—L. TFRXLT7MIILELTT A RVICRELE T,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: LTI K% FAS #—/N\—d PowerShell ICAZIL T, iBAEERERZBKEICXELET:

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>"\<certificate request file from step 6>

1
certreq -submit -attrib "certificatetemplate:0ffline_RA"C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

UFHRRENET,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
1 1 Enrollment Poli

cy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

COBRERT, TEERABID—8 ] U Y RUDRTINBZEREMDNH O £3, COFIOERAEEITIE http (£E36) &
LU DCOM (TE) BREOMADVEMTY . FATETSHRIIDCOM AT 3 v ZERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENFEE SN B . PowerShell ic& T RequestlD AARFENE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1d

ap:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: :ERAERI Y —/N—D3ERAIRE MMC X+ v 71 > T [Pending Requests] %2 )v o L%xd, EXRID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [RITUEIAE] /—FZzBRLE T, RITLEEDD OFEEE (BEXRID FA—HT 3:HE) 2RDITF
T, EAEEA TV LTHRTIET, FHH] 27200y ILET, [T71IAIE-] 29UvILET,
HEBEDI YV RR— b —RBHAIET, RNl 20U v I LET, ROT7AIEROF T a>&ERLE
ERS
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

2 [Cryptographic Message Syntax Standard- PKCS #7 :[BEZ (.P7B)] %#:&RL. [FHFAD/NRICH
BHFAEZAIEETHNUL TR TEL] 2 VICTIRELHD £7,

FIE10: TV XR—hEhiEEAZEZ FASH—N—ICJE—-L&d,

FJE 11: FAS H—N—LETHXRD PowerShell av> RLw b EANHL T, BREEERAEZ% FAS H—N—IC1 >
R—bLEFT:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>

5

Import-FashuthorizationCertificateResponse -—-address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

: Sacddibd-b484-Gebe-abfi-Gb2ecfdé2eal?
- [0ffline CSR]
:oabe2¥fec-1dd7-4e2b-3963-16ecI 11020

0k

SR EHAZOMEST—H TPMICELKBAINTVSZ L 2R T 31Cid. XD PowerShell v > k%EER
LET, BRLEMIAZOMES -1 TPM IZEMI N TV 3IBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider |88 S F 7,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

Flg12: FASEEIO> Y- EZ&TLTEREHLFT,

P Citrix FAS Administration Console - connected to localhost == -
Initial Setup | RU'GSl Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize
: é is configured.

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A [CoY—ERXRERHTZ] FIEICIFBEOF T v IR—IBMMTVTUVET,

FIE13: FASEEIYV—IT [UL—I] 2T7ZFRL. T4 VX b—ILEER] ORRICKE > TREZHREL X
EXS
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3

COBITIE. HSM ICHEBMTN TV 3 EREEEIREOME X —S LU I —F —AZEOMEF —ICOVTHBAL X
T, COBITIE. BEREAD HSM ZBELTVWEY, HSM (Zid 7O/ 4—%& (THSM_Vendor sKey Storage
Provider) #¥) H&&h &7,

FAS # —N—Z RBUBRETEITT D2 FEDHEIE. HSM ARV A —ICNA N=NAHF—HHYR—-+ThTLBEHYE
SHEERL TSI L,

Figl: EBO>Y—IZFEALFAS Wty b7y TRICIE. RO REAZET V7L —FORRI 4&U
MEERRBE DY 7w 71 D2 DOFIERITERTLE T,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z 8L £3, HSM A CAPI ZERL T
WBHBEa., TONAZ—RBRFa XY FTESKY—EXTONAH4— (CSP) rEBRINTVSAIREEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—Z/EATON14— (KSP) s@ARTnhTWVWBaEMH H D
£,

FIE3: BET77MILERDELSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CO>FIUATIE HSM A CNG ZERL TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC2E
INTWET, HSM A CAPI =R L TW3IEEIE. ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWAHZHEBL T IEET W, £7. IEIHR
RSAF—4MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBELTLESTWL, O
DFITIE. F—DRTETI I LD 2048 EY MIRESNTVEY, BELAF—DORINBHEVON—FT T
FTHR—FINTVWRIEEBRLTIIETL,

Flg4: Citrix 7z7L—>a VIt —EXZBEFHL T, BT 71D SDEZHARAAET,

FIg5: HSMIWTRSA +—~7%4%pL. FASEEI>Y—)L [Initial Setup] 27T [Authorize] %2
Uy LCEEREERERZERL £,

FE6: Windows 1R FOFDO7 Uy =3>>IV b EFTVvILT. F—RFPHHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

7: [Provider: [CNG] HSM_Vendor s Key Storage Provider] £7%->TWE Y,

FIE 7: 3EPBHRIH —/N—T. :EBAHRES MMC T [Pending Requests] / — R#%&IRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
El1or e BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv U L. [¥1T] 2BRLET,

A [COY—EXZRHAT 3] FIREICEREOF v II—IDRMTVTUVET,
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Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

v

Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

v

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

Publish

v

Authorize this service

é is configured.

Deauthorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

FlE 8:
ER

FASBEEIOYY—ILT [L—J] 27%&ERL. 112X b—I)LCER] ORRICHE > TREEZHREL F

FASGEFRER L —2

FAS Tid.

RBLEY,

HEBRZE DIRTEIC FAS ' —/N\—_E® Microsoft SFFAZ X r 7 EAL FE A, BOHRAZHT —IR—X%EE

BERMEIERAZE D GUID 24 E 9 31C1E. FAS #f—/N\—TXR® PowerShell v~ FLy hZANDLET:

Add-pssnapin Citrix.a\x

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

fcr z1¥. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; “ A\AHL 7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LERTIFILHTE REQUE_T
: WaitingForApproval

A—H—iAEO—BZEEIBICIE. UTZANLETY:
Get-FasUserCertificate -address \<FAS server FQDN>

5l: Get-FasUserCertificate -address cg-fas-2.auth.net

dministrator.AUTH= Get-UcslUserCertificate cg-ucs-2.auth. Tocal

humbPrint : 22 FAOEE9S2125A2F96E7DD2D5 520459
JzerPrincipal Name @adfs. ext

ole 3 defau]t

ertificateDefinition : ault_Definition

xpiryDate 5,/04,/2016 12:02:13

pE

HSM =R L THE+—%®REF9 %H4&. HSM 3> 77+ —13 GUID THBI SN Ed. HSM ROMZEE—0
GUID k. ko< > RLvw hTEIETEZ 9, FQDN of FAS Server) 1. FAS +—/\—®d FQDN T%,:
Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo S$true

i

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
wadministrator: as rCertific: djwfas.net

46b1112
ge Provider

AD2441F A4DE198 : 28DB
joe@djwfas.

default

default_Definition
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e FASOA YR M—JLEBRICOWTIE, TV X F—)LEHER) 28R LTIIZEW,

o —HEMY%: FAS IBIBIC DLW Tk, TFederated Authentication Service D 7 — 57 F v O E] #8BL
TLREL,

o ZOMDEMEMAFIBICOWVWTIE. TEFMERERI 28BLTIEIVL,

X2V TrERYy bT—TDIEK

August 2,2023

757 L—>a Vi —E X (FAS) i&. Microsoft Active Directory & & O Microsoft sEBA&RE ¥ ZiZICHA
TWET, RXIYOAYMOA—F—PEZDIIFNOEERAVIFAMSIVF v LAKIC. EFaUToRIS—%2R
T3 CIl&oTe YRTLDBLREIBLREZITS CCHEETT,

CORFaXVFTIE. FASZRETIBEICER TS, EXxa)THEOMEBICODVWTEHALE Y, £ 17V
TSRS 0FvDEF ) T REICRILDFIATGEAEEDHMEICOWTHHRBAL £,

Ry RD— T FIF %

ROMIF. FAS BHATHERASNBEELDYVR—X 2 beEFaUTAEBRETLTVET,

FAS —N—id. GEEAEBY R Xr> O bO—5—cHiZ, tFaUTA LEERI VTSRS FvD—HL
LTHERONZBELRHD T, 77— 3 VIERIETIE. Citrix Gateway & & ¢ Citrix StoreFront 4. 21—
— R Z1TS CeHMEEI NIV R—RY b T, ZDIEH O Citrix Virtual Apps and Desktops J>HR—x>
biE. FASENDOFEBZZITEE A
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Citrix Microsoft Microsoft
Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server = Authorization ' Certificate walter@auth.local
l Certificate & Certificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut

TLS server TLS Server FAS User

f cenificate £ Certificate L_i Certificate

indows Server

Root CA
§ Cenificare

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & T Delivery Controller J>R—x> FRDBEEIE. R— b 443 ETTLSIC
Lo TREINZBENHD £9, StoreFront H—/N—IzREZEHDAHZ1TL. Citrix Gateway &, HTTPS @R
— b 443 2 ERLIcA V2 —2y b LOEGDHZRITANNBZ L SICTRIRELRHD X T,

StoreFront  —/N\—Z#AEBE S 7z Kerberos AL T, R— b 80 TFAS #—N—UiB5L £, RaEICId
FAS #—/\—® Kerberos HOST/fqdn ID. & & StoreFront #—/\—® Kerberos <> > 7#H7 > k ID HEHRA
IhEd, Zhuckb. Citrix @ Virtual Delivery Agent (VDA) Aa1—#—cOJ# >33 DICE 4. 1[ERD
B0 TERBRN\YRIL BPERINET,

HDXtw>a>h VDA ICEGINnD . VDAHKR— K 80 TFASH—N—CiBEL £ 7. REEICIE. FAS H—/\—
® Kerberos HOST/fqdn ID. & & VDA @ Kerberos v~ > ID BMERINE T, F£7-. VDA IZ. SR
F—ADTIERIC TERBHR/NV RV ZRETIVELHD £7,

Microsoft :EBARAIE. EIE TCP R— ~DERA%ZEH TS 5. Kerberos :R:fd DCOM =R L T, EHEZZIFA
NEY, F7o. HAPAKEAIL. FASH—N—ICBEEINEBRI -V MEAEICELZEREAO CMC ATy &
RHETBELSERLET.
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TJxTL—>a ViRt —EX

== T AT A=K~ b

JxTL—2a VBt —EX [in] StoreFront & T* VDA H'5 HTTP & T
Kerberos. [out] DCOM 5 Microsoft sEBR#ES

Citrix Gateway [in] 517> k<> >h5 HTTPS, [in/out]
HTTPS & StoreFront #+—/\—Rf. [out] HDX »*'5
VDA

StoreFront [in] Citrix Gateway »*5 HTTPS. [out] HTTPS »
5 Delivery Controller. [out] Kerberos »*5 HTTP
#ZET FAS

Delivery Controller [in] StoreFront #—/X—#'5 HTTPS. [in/out] VDA
M5 HTTP &8 T Kerberos

VDA [in/out] Delivery Controller »*5 HTTP & T

Kerberos. [in] Citrix Gateway 5 HDX. [out]
Kerberos 15 HTTP #&H T FAS
Microsoft :EBR#RS [in] DCOM . FAS »5DEH

Citrix 7z 7L —> 3 ViR —E X & Citrix Cloud D4t

JIYVY—=ILEFAS . ThenN1—H—DT7HhI> bRy bT—OH—EXTHIY b 2ERLTROT RLXRIC
TIERALET,

« A—H—THIY FOTO FAS BBV Y —)L

- *.cloud.com
- x,citrixworkspacesapi.net
- H—RN=FT10ID7ONAF—DPHBEBELTEZT7FLR (RIETERAINTVRES)

c XY LTI —ERTHIVEDOTOFAS H—E X:

- x,citrixworkspacesapi.net
- x,citrixnetworkapi.net

BEICZOF IO —N—DEFNTVRIESIF. FASBEI Y -IIOF7RLAEZFERALTI—F—7Ox > =28
LET, o XY FIT—IH—EXTHIY FDOT7 KL XM netsh £ 3@EHOY—ILEZFEBLTERINATVLS
CeEEERELET,

X2 T ICET 3 EREE

FASIZId. FASH R XA 21—t —DROD ICEEMICIIAZSZRITCTEI 5L 51075 ERIMBEOIIAENH D F
Yo SO, EFaVT s RUD—ZERELIUVRELTFAS H—N—%RE L. 1ERZHIRIT B IFEET
ERS
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EESNLEBERI—-CI vk

FAS 3BT - b LTHRET A Y ICK > TaA—F—HFAEE RITL £ 9, Microsoft SFERH#%REEIC L D, &
BI—JV b SBAETVIL— b BEUBBI—V Y FHERAZEERITTEIZ 21— —%2FIRTE£ 9,

citrixtest-DC-CA Properties |2 [IISG
Extensiong | Storage | Certificate Managan:
Genersl | PoicyModde | Exd Modue
Enolment Agerts | Auding | Recovery Agerts | Secusy
For more information see Delegated Enrollment Agentsi
) Do not restrict enmliment agents
(® Restrict enroldment agerts
Enralment agents:
[Everpone
Ceficate Templatas:
| IIEII
Pemissions:
Harme AEERES .E!II
Ewaryone Alow
Deary |
| ok || Cacal || Mooy || Hep |

COAAT7AYRYy I RAZEALT. RO EZRRBL TSI L.

+ [Enrollment agents] ®—H&IZ FAS H—N—D#HEEN TV,

« [Certificate Templates] ®D—EIZFAS 7> 7L —rDHMEENTWVS,

* [Permissions] ®—&IZ FAS OFRAMNHFRAISINTUVRI—HF—DADEEFNTWVS, e xid. BEEIIL—
TELFREINA—F—DIIN—FICETZ2—F—ICFAS B EEBBEZHITTIBVLSICT B L%z
BEIDHLES,

77 ZHE) 2 D8R

NL—ILDIER) £ a>THALTWE &SI, sEAENETINIZED FAS IC T35 21— — ID 0&ERZE
389 % StoreFront 4 —N—D—BZHEHTIHEHHD £9, BRRIC. SAZOETHREAZ 21— — LU
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FASIC& > THRITENA—F—HEREDHWBEFT—Z2 2L TN TOMEFT—IE. Network Service 7ho > kick
STIYVAR— L ARAOMBXF— LTREINE Y, FASIZ. EXxaUFoRUS—THESK/N—RFRIz7tx2
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REIE. MEF—DRWMERINIETIBAINE T, 20O, EREAOMEF— (4096 Ew ~. TPM R
ELY) BLUT VAN LOI—Y—AEICIEERLRDIRENMEATNZ LA HBD £,

INTA—B— Bz

ProviderLegacyCsp true IZEBE L7=3/B4&. FAS Tl Microsoft CryptoAPI
(CAPI) nMEREINE T, false ICRELBE. FAST
l& Microsoft Cryptography Next Generation
(CNG) APIDMERENE T,

ProviderName 59 % CAPI £7=12 CNG ¥ON1 4 —D&Hi,
ProviderType Microsoft KeyContainerPermissionAccessEn-

try.ProviderType Property PROV_RSA_AES 24 %
BB L %9, CAPI THSM zfER73%BE. KLU
HSM ARV A —TRIDZ A TZIBEINTWVBIHELUI
I3 BIC24 THRIHEDRHDET,

KeyProtection WEFX—0 TTIXR—balge 757 2HEELEFT,
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FRTYRTSY LT F—LETa—I)L (TPM) OF—
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REEER. EFXaV T ETLLEOTEIEREZFEL. PXTLOEF 2V T REDLDHD. BKLF
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£9, 5 THWEEIL. StoreFront 5LV VDADBID FAS —N—ICIEH T DB D £9,
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FAS i it i d Citrix_SmartcardLogon :EFAE 7> 7L — b2 EA LB WSS, SIAEQIE—%2EETE
£9. UTOEENYR—FINTUVET,

HEFRET > L — FOBFEIOEE

Citrix_SmartcardLogon 0&Z#izZEEd 3358, FIBEBOT > L — FHBFEIR>T. UTZTSHELD
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- Microsoft MMC sEBEZF > 7L — k X+ 71 > Publish-FasMsTemplate a< > R&FEHL T,
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LEd,
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GEEAET Y 7L — OB EETE XY,

EHFHAREIIEELBRVTLES WV, FASIBERET Y7L — O ZOREZERL £9,. FAS IZEMEAROFIE T
BREZBHIRICERMLE 9,

ERNBIONT 1 OEE

ChoD7ONT A IBEELBWVWTLRES WV, FASIFERRET Y 7L —FDINSDREZE R L ET, FAS TRE
IZ [MBFXF—DIVRR—bZFHATB] & [A—F—TEHTB] EFTICTNhTVET,

=S 7ONT 1 DEE

CNSDTONTAIFEBELEVWTLET W, FASIZERAET VL —FDINSDREEERLET,
FAS TIREINZZYUDEEICDOVTIE. THEZE+—1FE] #8BLTLIETL,

F— BB IONT s DEE

INSOTANT A IFEELBVTLIET W, FAS TRRF—DEBBEIFAIIT R—FIhEHA.

BETYIL—rFOnNTA OEE

INSOTAONT A IFEELBVTLIESI W, FASTREET Y7L — MR- FIhEEA,
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FIBHEBOR) S —ICADETINSORELEETIET,

A FBURIMRREZTO . EFaUTr ORENMEELLD., SAEMEATI B BBZHBEDHD FI,
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Subject Name lzzuance Requirements

General | Compatibilty | Request Handing | Cryptography | Key Attestation

Superseded Templates Extensions Security

Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

IOz METONT A DEE

Citrix T3, ThoD7TONTAZ2EBLBVWI L ZHEBHLF T,
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7> FL— KT [Active Directory OIEHRHI SEBRT 3] HBEIRETNTUWS o, SERAKEIFAEBREIRICI—H —
DSIDEEDHET, ZhiZkbD. 2—H—m Active Directory 7H 7 > bADBHBRI v EVITHRBEINET,

H—N—TANT 1 DEE

BREITNEFEAD BBICGLT. IBABOR D —ICEDETINSDREEEETIET,

EOTEGIONT DEE

INSDOREFEBELBVTLETV, ChSIIUTOLSICRET B2HENHD £,

Citrix_SmartcardLogon Properties |i-

| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |
Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval
[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy i |
Application policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same criteria as for enrollment
() Valid existing certicate

Alowe ey based renewal (7

Requires subject inforation to be pravided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

B IONT 1 DEE

CNEDREFEETETEI, ZDRTEIX. Windows Server 2003 CA (XR+—<IN—23>2) UL d34E
MO ET, =72 L. FAS B HR— kg 3DIx Windows Server 2008 LIFE®D CA DA T, ERDEHEADEED,
Windows Server 2008 CA (X¥—</\—2 3> 3) F7:1d Windows Server 2012 CA (R¥—<N—S 3>
4) ZBERTZLICKDFERAATRE L 25 BMREIE. FAS TIFERINET,
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T7AT7I4—ILDRERE

—RREYIC. FEEARADEERE . EAKEORY FT—0 7 77U —ILREDEEL T ZEEHOFEZITV
7, APAKBDEEEIZ. DCOMTCP LU T 717U+ —ILIL—ILZBH L. FAS U —N—FIFHGIREZE
KRTEBLSICTBEHNTEEY,

EROHR

T LTI BREBEIIFAZEOINTOREEN. 7O/ RARERHAAET VY FL—r2FALT. 21— —IC
AERAEERITIA N TEEY, Chz, SAKETONT O IERI—2 > FOFIRI T, FEOBZWI—
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Bdensions |  Storage | Certficate Managers
General | Policy Module | Ext Modula
Ervolmert Agerts | Audtng | Aecovery Agents |  Secunty

For more information see Delegated Enrollment Agents)
(#) Do not restrict enrcliment agents
() Ragtnet enrclimant agents

Enrolment agents:

RUS—FEDa—I)LLEE

BERZRRICIE. HAZLEF21 )T 21—- I Z2EAL T, dREORITOEBHFLIERZITICNTEET,

FAS &R

FAS ICIZW< DA D EFa U T EEDHD £,

T XEE) X~ (ACL) I2& 3 StoreFront. 1—4'—, &KL VDA OFR

FAStxalUs4 EFTIORLERZDN. HEEEICT7 VX TES Kerberos 7AD Y FOEBETTY,
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IdP HERE L - BRIBHR/N Y RILHHBETT,

d—4— IdP e D1—H—%TF7H—+I3hEEBLET, i
BBHRED THIRNSIERI—STY b BRA T 3>
CERELTVWAZLICERL T TV, —HiMIC. 7
JEZHIEY Z ME. FEOBRWT AT Y FOHEM
ZB3CEZBHFHOLET, ChiZED. BEZRITE
StoreFront 7 h o> bH HERZLDFVEERELA
WICEDHZ I ZRTET, FIZ. RXIVEBEDOT
AT RE. TOT77EREE) R FTHAIINBZRE
TIEHD FEEA,

IL—IL DR
Jha7 L 7=#8% @ Citrix Virtual Apps # 7=z Citrix Virtual Desktops O BB TRIL FAS H—N—1>T735X 59

FBMERAINTUVBRBEICIE. IL=IDEILIEF T, EIL—ILICIZENETNOEBRA T a>ty bHAH D $FIC
Kerberos 77t Z&Iffl) X + (ACL) (&, BERICHERTZ A TEET,

GERRMR . TV L — FDRE

BFEAZE TV TL— FBE LUV CAIR. FNENEARZ TV EXEDDICERTZ AT ET, aELRERIZ. B
BIZIGL T, EROEEWHERZIPELZFEATELSBIRTIGENHD T, e xIE. TIME1 c#BIIN
A—H—(ZIE. TR - =KD HHERHNBFVEERAELRITINZI eHhHD £,

ty P a s LURAEDERE

FAS B1BE(L. BHICERINAERE:R, 21— -0ty a3V THERAIZNESHEERBLET, L ziE. &b
VEEOHZ TOJF ) fBREIIOT 4 VBICOAERTZ LS. By ar Tk TER) MBEEQHEARTIEEIC
TRENTIET,
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—LEZa—I)L (TPM) IZREFIBESBRTI &7, DA< ELEREBEIAZOMEF—E. TPMICREL TR
B3B3z Citrix TIIBENSOHLET, COFT>avid 147512 AEERFHSOPTREINE T,

BRI, I—H —HEFAZEOMZEF—6 TPM £72IE HSM ICREFETEE T, IRTOF—IE TTI RR— FRATRE] &
LTEML. F—&IF2048 £ FUETHIFNIEED FE A

ARy ~OY

FASH—N—IZ&> T FHABGBRS LUV F M LAY FOOJHREINZ LD, BEEEEANRBICKRITS
CENTEEY,

BETIERCEEBY -

FAS IC1Z. U E— FEIRDI%EE (FEE R D Kerberos) 8 KN — L& EFhTWET./O—AJ)LdD Administrators
TJI—TF1 DX N—Ix. FAS OERIcxd2 7)Y hO—-ILERERSTNTVWET, CO—EIF. FELTH
BI3MNERHDET,

Citrix Virtual Apps &32#. Citrix Virtual Desktops &12#&. VDA E18&

Active Directory /XX —R1 IZFAS @ TERBHRNVRILI ICZOFFESIBRI SN 370 —RIICIK
FAS oFIAIC & > T Delivery Controller X VDA BIEEDOEF 2V T ETIUDHEBEINZI LR HBD £ Ao
Controller 5& U VDA DEBEYIL—TDAYN—F. FREINLI—HY—ICRETIVENHD £T, BELAAR
YOV EERTIBEDHD FY,

—fEr 7% Windows 4 —NN\—t ¥ 5«

TARTOY—N—IINYFERLIERL. BEQD T 71T IA—INETFI4IINAYV I O T7%ERTIHE
BHDET, EFaVTFo LEERA VISR IFvOY—N—Id. MENICZLBIBRICREBEL. T4 RID
EEUPREIS VDX YT FIRA T I VICHTREETIHRELRHD £9,

BEEBET AR FOJIE UE- I VICRRIRETZHEDRHD FT,

RDP 77t R, ARBEINI-EEEDOHICHIRTBVELNHD ET, AIREBIGEIF. 2—F—THTU > b KR
WESLURAMVEBEDTAVY TR AR— M A—RFZFEALILOIF UHERTNE L SICTBIHREDD
D&Y,
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e FAS7—xFUFvICDOWTUE TEBHET7—F7T0F v1 ZBBL TSIV,
o ZOMDEMEMAFIBICOWVWTIE. TFMERERI 28BL TS

NTA—=RVRAAT R —
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- s s o A
FAS ICI3. BROERHADO—EDNT #—IVRATVEZ—DHEENET,

@ Performance Monitor - O
) File Action View Window Help - & =
L AR] ol EN 7|

Perf
® Srermance Add Counters X
v g Monitering Tools|

. B Performance Available counters Added counters

> '3 Data Collector Se} Select counters from computer:

> Ly Reports Counter Parent Inst... Computer
<Local computer = ~ Browse. ..
Citrix Federated Authentication Service ~
Low Load Level
Poaol Key Count W
Instances of selected object:
Search
Add == Remove << o 12:08:15
[ show description Cancel tion ’7140
Show Color Scale Counter Instance Parent Object Computer

RORIF. EARTGERBATYZ—D—ETT, HICHZINTLERVERD, EATYE2-RF 10 TCICEREINE
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April 7,2023

A

Bl 1l 07— 42%zFEBLTHEIN . dAEER
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v TOREICKKMTEICHHBD £,

Al 274

CCTI I—H—hREAEP AT — rA— R, FRBEFEEALTOJF 295 S0, Windows 'Rt 9 3
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T—ViEHR—bEINEEA) # NTAUth R N TICERBETI3HELHDET, CNSDIAEERTTS
IZiE. certutil 7O S AN SRDESICAFILET: certutil -viewstore -enterprise
NTAuth

o L= bBLUHBBER ~7: BE. HAEOJ A YO AT LAIZE—OHBEDAHERETI SO, F
—VIMERFDOHRE. INTOIYY Y LOFEEERAER FTHINSDHEAEEZEEATVWIHRELNHD £,
JL— MR EEINIIL— R RTIC. BED 5 2 BB OHAZIE NTAUth R A 7ICHZBRELHD £
ER

o OJF VHEAERRE JIIL—T R > —: EKU 2 MOFEAER ) > — % &HIRICEE T 3 & S5 12 Windows
EBRTETET, Microsoft D RFa XY by bESBEL T ETV: https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),
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ENHDFT,

AllowSignatureOnlyKeys 77 #J)L T Windows . RSAESEFT LA

EAEME X —Z2HEELEY, COF TP avid. D
TN —%LEELET,

AllowTimelnvalidCertificates T 7 #J)L T, Windows IZHAFEYINDIEFREZE#4ET L
¥, COATIavid. EDTqIILE2—%EEEZLE
ERS

EnumerateECCCerts FEMARREEE BN L £ 9,

X509HintsNeeded SEEREIC—Ena—Hy—TU > NNILE (UPN) A&

nEVLh, BROBRIIEEREE. COA TP aV%
FRIT 3. 2—H¥—HFFT Windows O5#>7H
TV RERETEED,

UseCachedCRLOnlyANnd. KWFzvIEEMLET (FXr>arbO—35—
IgnoreRevocationUnknownErrors ETRE

e RXr>arybO—3>—:EBAE: Kerberos #GiZBIT B ICIE. IRTOY—N—DEYA TR X210
YhO—5—) iAZEEF > TVWIRENRHD £, Th5id. [Local Computer Certificate Personal
Store] MMC X+ vy P14 o A Za—%=FERLTERTEET,

UPN R CHEFREY v E> Y

I—H—iAER. —BE01—H%—FU>INILE (UPN) 25720 FORIBIRREEICEDZ 2 HEDHL
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Windows (Zxt LT, OJ# > THE®D Windows KX > > brO—5—%2BFIMNICERTE 3 720HIC. Imhosts
7741 (\Windows\System32\drivers\etc\|mhosts) ##m3 % Z & T. Windows Y>> HMERT 3 K X1
YAV rA—5—DU AN EBETRNICKRE TS D TIET,

BEZOBFICIE Timhosts.samy EWSRBDY U FILT 7AILBHD 9, BIOxD 1 17%EEBMLET,

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai
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Z T T 11.2.3.4) 1& Tmydomainy K X->T Tdcnetbiosname; WS EFIHMTIISNTVWBE RXr>aY
FO—Z—®DIP7RLRTY,

BiEskic. Windows ¥ VI 0iEHRE AL T mydomain icAZ 4> LET. TNV IMRET LIS,
COERERDETRENHD FT,

FERPORXT >y O—5—0H5

Windows (zO0 4 # VEHC, 2—H—%20O45 A S8R Xr>ay bO—5—% MSDOS EBIBT#HICEREL X9,
ChESBT3ICIF. O R7OY 7T Techo %LOGONSERVERY% | #21TL 7,

ELICET 2071, COAVYYRTRINAEOVE 2 —2—ICRESNET,

THADY FEEAXRY FOBMK

F7#) LT Windows KX >y brO—5—3R2HBTHIY FEEOJEEMHU L TULER A, Thidk ¥
W=TRIS—IT42—T, X2V T REPBRERV>—ENLTHETE XS, JIL—TRU—EEBEIT
1 2—%B<ICIE. RXr>aybO—5—Tgpedit.mscERTLET, BERIS—E2EBMITIE. RXT
YAV EO=-5—FtEFaUTF AT 7 7 IILRISEBHDOARNY OV EREERL £ 9,

g Local Group Pelicy Editor [= o]

File Action View Help

oo 2@ = B

Fy

=] Local Computer Policy ~ || Palicy Security Setting
4 & Computer Configuration | Audit account legon events Success, Failure
B | Software Settings | Audit account management Success, Failure

a . Windows Settings | Awdit directory service access Me auditing

b [ Name Resclution Palicy | Audit logon events Success, Failure
= Seripts (Startup/Shutdown)

= A ; 2u| Auwdit object access Mo auditing
4 B SFcurlt}rS{HIngs . o Audit policy change Success, Failure
4 -4 AFCPWM PT’L:C;ET | it privilege use Failure
b Lg Fasswardroley " | Aaclit process tracking Me auditing
L Account Lockout Policy i !
| Aaclet system events Success, Failure

[+ g Kerberos Policy
4 g Local Policies
b A Audit Policy
I+ [ User Rights Assignment
[ [ g Security Options

w7 Wimddmse Cisssanll wdib Adhssmead Camiising

SERAZEIREEO Y
SERRE BT T v Y

AX¥— b H— RiEBAED DERSEFAZE (MEFX—FE) LTIV RR—bINHBE KOOV RTHRIETET £
¥, certutil -verify user.cer
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TJxTL—>a ViRt —EX

CAPI O J B

RXqs>arbrO0—-5—21—HY—IT YTl IRV REa2—7—%BE W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =Hxt L £,

KXq4>d3>bO0—5—C VDAY TARY M a—T—%BE, [7FV5r—yarvey—Ex07] >
[Microsoft] > [Windows] > [CAPI2] > [Operational] iC#£&1L 9, [Operational] 252 ') v- L. [O
JDEML] BRRLET,

T 51 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 TL X U= ERL T
CAPIOJ %A L £9, RDEIFT 7 I FTIREELLBWVWO. (ERTI2BRELHD £9, 77 4/ bd CAPI2
OJREICRTIHBEEIE. EEHBRLET,

& Bz

DiagLevel (DWORD) FHMEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARY LT 1 ILE— (FRTIC OxFFf 2 6EM)

DiagProcessName (MULTI_SZ) 7Ot XEZ (fzx zIX. LSASS.exe) IC&BT7rILE2—

CAPl oo

Xyt— EA

FIr— DS LSA #* CertGetCertificateChain #a—JLL £ L1
(BREO)

KhrER LSA #* CertVerifyRevocation # 3—JL L & L7z (4
RET)

X509 7o~ HHE— RTId. MEBAE CHIAZELMY X+ (CRL) A
AppData\LocalLow\Microsoft\X5090bjects i4 >~
TaIhEY

Fr—YR) S —OEE LSA #* CertVerifyChainPolicy # a—JLL & L7z (/X
SAX—E—EE)

IS—Xyg—o
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TJxTL—>a ViRt —EX

I>—3—F Bz

ERINTUVAWVGEAS AN— b A—RitBAEZ. SAEZFEALTIYEa—
F—OHEEIEAER F T B L MEETET /L — MERE
ALTIETEEFEATL

FEERERMDF TV I TS — SERRE CRLECHRA Y ML > THEESNETFL R
PESARX— b A—FDOCRLZADYO—RTEEEA
Tl7co RMF v IDMADGE. D RRAC %>
TOJFUHRBLET, FIAZS AT —EE) 7
LarvESRLTILEE WL,

SERREEARRET S — AERREN QT A VICEL TVWERA. Tt RIE =N
—GERAE R TcIFBREFAZ OEIREIED H D T

Kerberos 04

Kerberos O %# BT 3ICIE. RX/>AbO—-5—8LUVIVRI—F—I 2V ETROLS I FUEEE
BLET,

NTT (ETOEAT] & [DWORD]
CurrentControlSet\Control\Lsa\Kekbgtesdlarameters 0x1
CurrentControlSet\Control\Lsa\Keeeb®x\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebuglevel Ox1
CurrentControlSet\Services\Kdc KdcExtraLoglevel Ox1f

Kerberos 0713 AT LA ARy rOJICHATHhE T,

o MEETIARVIRRE] REDXvE—JIFB D EE TS,
¢ RD2DODIZ—O— RIFBERIZHEENODLDO T, ERLTHRESLD £HA.

- KDC_ERR_PREAUTH_REQUIRED (UFID KX >a> bO—5—t OBRFAEBRMEDHICER)
- REAZRIS— Ox4b
RX1>a>bO0—-5—7—9RT7—>3>007

CCTld. A—Y—pEIHEZFERALTOJA Y LEBSICR Xy b O—5—6&U0T7—0XF7—> 3 VICH
AEhzO0T> b)OFICDWTEHBBLE T,

o RXr>ayrOo—>—CAPI2 0%
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B —ER

o

JxFlL—>3y

FXq>arhAO—->—t*aU7,07
Virtual Delivery Agent (VDA) £*aUFr0%
VDA CAPI O%

« VDA > XFL0O4

RXr>arrO—5—CAPI2 O7

OJFVEICRAC>AY bO—5—EFUH LTOEREERIEL. —E0OJ T U ZROERXTERL &

Operational Number of events: 6

Level Date and Time Source Event D Task Category

i 217062016 15:14:54 30 Verfy Chain Policy
(i) Infermaticn 2106/ 2016 15:14:54 CAPIZ 11 Build Chain
(i) Infermaticn 21/06/2016 15:14:54 CAPIZ 90 X503 Objects
(i) Infermaticn 21/06/2016 131434 CAPIZ 41 Verify Revocation
@In!’nm‘lation 21/06/2016 15:14:34 Capiz 40 Verify Revocation
@In!‘nrmatinn 21/06/2016 15:14:34 CAPRZ 10 Build Chain

BREARY MO Ay E—D1E, VDA ICEL > TREINZFABEICESVWTFI—VEER TS R Xr>a> hO—
S—FkiC Isass.exe #RR L. TOZYUM (KPR Y) #HREL£9, &RI& TERROR_SUCCESS) t LTRTh
£9,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[ chainRef] (FFO3F79B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0

- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDTA6318F)
[ SeqNumber] 1

- Result

[ value] a

RXr>3>bO—-5—tFaU7,07

RX>a>bO—-5—F—E0OJF VARV ERRLET FEBAARY NI 4768 T. fHEZFEALT
Kerberos Ticket Granting Ticket (krbtgt) ##fTL £,

CNEDFIOXYyE—JIF. FXA> O bO—5—ICWHLTRHTEIT—N—DIPVTHAIY FERRLET,
INEDBOXYyE—TJF RXAYOAY O—F—Ix L TR D DICFERINBMLL krbtgt (LB 32
—H—ThorrERRLET,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon

Q‘Md'rt Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon

C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations

oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service

©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations

ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon

@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v

Event 47638, Security-Auditing

General | Detsils |

@ Friendly View

+ System
- EventData

() XML View

TargetUserName fred
TargetDomainName CITRIXTEST.MET
§5-1-5-21-390731715-1143989709-1377117006-1106

5-1-5-21-390731715-1143989709-1377117008-502

TargetSid

ServiceMame krbtgt
ServiceSid

TicketOptions  0x40810010
Status Ox0
TicketEncryptionType(x12
PreAuthType 16

IpAddress +fff192.188.0.10
|pPort 49343

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001D1FCA2ACI0F36879CEECO0000001D1 FC

CertThumbprint 23BCE5AFBTF18787ADAAADSCEFDQCCTS05C417EF

VDAtF*alUF,0OJ

OJF ARy MG T 3 VDA EF 2 U T BEOSIFA RV~ ID A 4648 DT> b UT, winlogon.exe IZ&

DEBFBINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .

;| m ¥

Event 4643, Security-Auditing x

JG:n:ﬂlI Details |

® Friendly View 0 ZMIL View

+ System
- EventData
SubjectUserSid 5-1-3-18
SubjectUserMame VDATSS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000}
TargetUserName fred
TargetDomainName CITRIXTEST
TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)
TargetServerName localhost
Targetinfo localhost
Processid Ox126c
ProcessName  Ch\Windows\System32\vwinlogon.exe
IpAddress 192.168.09
IpPort 51171 W

VDA CAPI O

0B > 7))L VDA CAPI O, lsass.exe Mo B—DF t—YEIRBLUVRES —7 Y XZRLTED, KX

1>y bO—5—HAE (dc.citrixtest.net) ZHEELTVE T,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 CAaPI2 90 X309 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 L0OY

Kerberos O h Mk INTWVWEEE. X740 1d. T5— KDC_ERR_PREAUTH_REQUIRED (##32L T
NEVWERA) . KerberosOJ# >Hth L e 2R~ d Winlogon 5D IT> FUZRRLF T,

(i) Infermation 21/06/2016 15:14:56 Winlogaon 700
I!-;'I'Erri:lr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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TJxTL—>a ViRt —EX

Windows T XY ~OJ % ERA L 7= FAS OER

FTARTODFAS 1 R Y ki, Windows 77U —>a>yaRy bOJICESFAEnF 9, System Center
Operations Manager (SCOM) X OMRZFEAT 3158, CCTHATZ TOER ARV b EEAL T, FAS
H—EXOEBUZEHETIEY,

FAS # —E XHD'EiTHH

FASH—EXBRETINTLBRHE S h &R T 3IC13.Citrix.authentication.FederatedAuthenticationService.exe

7Ot ZzERLET,

DI arTiE. FASH—EXZBRIZLTRIEERAIRY MDA ODVWTHESHRLEY, FASA/ARY ~O—
RO—BEICDOWTIE TFAS/AR>Y hO4 1 2BBLTLLEIL,

FAS EEMTR>Y b

MRDANY b FASH—EXDNEETHEDESDZERLET,

1R kY —Xx: Citrix.Authentication.FederatedAuthenticationService,

IRk ARYETHEIR B XE
[S003] HEE [{0}] @EX>FT FAS H—EZXDX> 7+ AV TFVRE-RTIE
YRE—RE [{1}] I8 YRE—RIZAHfh X FASH—N—F> >
ELTVWET VTFURAE—RDSHE YA VA VICIEERTER
Th&E Ll Ao
[S022] HEE {0} @EX>FT FAS H—EZXDX> 7+ FAS 10.7 2 5FI A
YRE—RZ Off ICREL YRE—ROSMRINE  &8/Citrix Virtual Apps
TWEY L7 and Desktops 2109,
[S023] FEE [{0}] @EX>77 FAS H—EZXD X > T+ FAS 10.7 " 5FIBEA
YRE—REONICHREL YRE—RICADELR.  #/Citrix Virtual Apps
TWEY and Desktops 2109,
[S123] [UPN: {0} o—JL: {1}] ZDAIRYEIE. CAD ZDARY bE. BEER
DIFFAEZEDORITICKML E  FASHERICRTINL D CABIRTEELTL
L7z [BI5h: {21 I—H—HRAETER N RV rZERLTVWETD,
TWHRWEEIS, [S124] HSM ZER3$5& 51
LRRICRELFET, 202 FASHREINTWVWEE
— -0 TN Yr A &lF. HSM HAEEEL TV
VREHBLETD, BVWIrZRLTWBES
bHOFY,
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JITL—Y 3V Bt —EX

[S413]

[S414]

I3 FE

ARV ETER b

[:EPAMRE (CA): {2}] T
@ [UPN: {0} o—JL:
{1}] oIEBREDRITICK
BLELE [HI5: {3}]

SRELEEAZE A & B 74 < HAFR
ghicab 9 5D {0}
H)o sEBAE DM {1}

RS D AR NI T
D& LTz, SEBAEDFM:
{0}

nfc FAS 1 Rk

A

FAS BMFED CA D 51—
H—AREZERL LS
Lt &S, IZ5—HIRE
L& L7, FAS BE# D
CA THEINTULBIFE.
FAS 351D CA TER ==
HEFo

ZDARY M FAS 323
HERRZE DB RIHARRANE D <
CEHMICERTINE T,
F7 4L N Tld. SRELEA
E0BMERITINTH S
30 BMATHNIE. &#H
IRV MPERINET,
ZDARY b FAS 383
HERRE DB ZEARN TN D
CEHMICER I NE T,
FIAILETIE TDIAR
YhIBHERINF T,

XE

ZD1IRY ME. CADE
ELTWAWLD, EHRTSE
BWIrZRLTWBHAEE
HHHD ET, HSM Z(E
B93&5IC FAS & E
ThTWaHEIE. HSM
PHREL TLWAWZ & &R
LTWBEEdHDFT,
COfIME. FREDORED
REIC’IBEET,
FIHIL AR

ElF. ATV RLw - Set-
FasRaCertificateMonitor
ZERALTHBTT X

9, NPowerShell <>
FLw by Z8RBLTLE
LY

BRERATIN B & FAS
lEE LW — —RAE%
EWMTERBD, 22T
WA F HRBRLIAD
£7,

FAS % Citrix Cloud TEHL TW3IBE. FASH—EXHDREETHZIHESHHRDARY MIRRINET,

1~ kY —X: Citrix.Fas.Cloud,

2

[S012]

ARV ETERE

FAS —t x 1 Citrix
Cloud 50> > ILY

A

CDARY ME
Workspace (Citrix

XE

CDARNY FZERITT B0
i FAS 13 (1) BaUE#

1A THARETY Cloud) 50> THBIL. 2) X¥TF
AVFUHHEELTVWES  YIXE—FICAE>TLAL
cERLET, Z k. (3) Citrix Cloud
ICEHRSNTVE &
RBLEIS
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TJxTL—>a ViRt —EX

TFXaUT1aIRVE

ARV ETER b

FAS #—E 2z, Citrix

Cloud 50> > J LY
1AV TIEFIATE&E
Ao O} BEL<IE. B
AV - ZHERL TR

:_k \I\O

A

CDARY M. FAS A
Workspace (Citrix
Cloud) 50> > ILH
AU VERBTIHV
CemLlEdT, TOXyt
—JICiE DTN Y
T rhtRe L WEBEHAE

XE

FAS (Z Citrix Cloud Ao
BEEEGZMHRLET, C
DEGIS. 2y hT—UE
E. 7OF>H—-N—TD
BEOBEMEIERY > —%
. TEIELRERTRT
TEHRILHHDET, O

ENTVLET,

A, TR FTEIRC
MM—EXRIFTV ST RICE
MINTULWEEAL CFRT
Ih&Ed., CNIZIEERSH
EC®HD. FAS IZESBIC
Citrix Cloud N0 E 4t
ERHET,

RDARY bME EROBVWIV T T4 FASEZFERALELS LI ERLEY,

1 ~R> kY —2: Citrix.Authentication.FederatedAuthenticationService.

ARY b+

[S001]

[S002]

[S101]

ARV RFFZR

TR ZEER: 2—%— [{0}] &

Administrators Z)L—7D X >\
—TlEHDHEEA

ToEREER: 2—H— [{0}] FO
=)L [{1}]] oBEETIEHD FEA

H—nN— [{0}] icizo—J)L {1} o
IDZ7H— g 3ERIVHBDEEA

A

FAS DR ZRTRELIFEELLS
ELELRED. HFUHLTIZ FASE
BEETIEHDEFEATLT

FAS L= OHRZRTEIIEE
LESeLELEA FUHLTH
FAS EEETIEHD FHATLT
A—H—ID 7Y —rHRITEIN
FLIH BHUH LTICIFFFa SN
TWEHA., FASIL—ILEBR (B&
U479 385512 Workspace) T
Fel st StoreFront 4 —/N—d
&h. A—H—ID OF7H— b EFFE
INE9,
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TJxTL—>a ViRt —EX

[S205]

FAS 1 ~x> ~O7J

ARV ETEZb Bz

#—N— [{0}] IFUPN [{1}] 074 a2—%—IDO7H—rHRTFEN
—MICKEBLEL (UPNBO—IL FLEH. 2021—-H—DT7HT >
[{2}] IC&>THAThTWEEA)  MEFASIL—ILEBR THI TN TL
Ft Ao

MEAEFRAEDT VL ANETIN VDARFAS T VI H1 oAy
ELI-HUELTTHIY N [0 #RGFLEScLELED VDA R
& IL—IL [{1}] oFaIahi:EE  FAS L—ILBE T INTLEE
ENRETIEHD FHEA Ao

ROFTIE. FAS TERETNB IR OJIVRIDO—ETT,

BEAANYE [JxFL—>3 Vi —E ]

[1R> Y —2X: Citrix.Authentication.FederatedAuthenticationService]

NS5DAIANY I FASH—N—TOEBHEEICRH L TERINET,

aJ 31—k

[S001]
[S002]
[S003]
[S004]
[S005]
[S006]
[S007]
[S008]
[S009]
[S010]
[S011]
[S012]

TOEREE: 2—H— [{0}] IEEEIIL—TDODXN—TIEHD xtA

FOEREE: a—H— [{0}] iEkOo—JL [{1})] oBEETIIHD EFEA

g2 [{0}]
gEE [{0}]
g2 [{0}]
BEE {01
BEE {01
BEE {01
giE [{0}]
g@E [{0}]
BEE ({01
g ({0}

vFx 2k {51

BEXYTFYRE-FZE [{1}] ICRELTVET

7> 7L—bk {2} {3} %#EM LTCA [{1}] »SRIBAEZERLTVET

& CA [{1}] OERZEDELTWET

EEFLVEEREER {1} 2L TVET

GEEREESE ({1 z@/HLTLET

EGERAEEE ({1)] ZHBRLTVET

L WL—IL [{1}] ZERLTVET

=L [{1}] ZBHLTWET

L= [{1}] ZHBRLTWET

ISEFBBEEER LTV ET [UPN: {1}SID: {2} )Lb—u: {3}iFAERES: 4} t¥a) 5+
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TJxTL—>a ViRt —EX

OJ3a—Fk

[S013] &EE [{0}] IFERAZZHIBRLTWE S [UPN: {1} o—J: {2}iBRZES: BlEXxaUF«2VTFX
k: {4}
[S015] &1E#E [{0}] (FEEBAE#ER LTV [TPM: {1}

[S016] &EE [{0}] (3sBskaEAAZEZ 7 v R— L TWET [BR: {1}]
[S022] &1E [{0}] EX>FTFHYRE—RE Off ICRELTWET
[S023] &EE [{0}] EXYTFYRE—RZONICBELTVWET
[S024] &1L [{0}] IS RATLANILREZZ—2RELTVET
[S025] &EE [{0}] WY RTFLANILREZZ—2RELTVET
[S026] &EE [{0}] X RASFFAZE-Z—%#RELTLET

[S027] &E%E [{0}] ZRASIBAZEE-4—%UEv rLTWET
[S050] &EEE [{0}] (&0 57 riEmEERLTUWETS: [{1}]

[S051] &mE [{0}] (ko> riEmEEHRLTLETD: [{1}]

[S052] &®E [{0}] 1375V RERZHBRLTWET

[S060] &®EE [{0}] MUSTUREZEEERLTVWET, 1VRE2VR: {1}

[S060] &HE [{0}] HACLI M RSRAMTDISTREREERLTVWET, 1X2>VR: {1}
CloudServiceUrlFormat: {2}
[S061] EEE [{0}] HU SV RERERTLTVLWEY, UV —X0OBHFR: {1} RAE: {2}

[S062] BEEE [{0}]] HUSURERERT LE L. VY —X05HH: {1} (2D). RAIE: {3} EE: {4} (5D
[S063] U5 RESRARICKRS TS5 —HHEL E L7, Filsh: {0}
[S064] 757 REFRPICRABRI S —HRELF LI s {0}

OJ 33—k

[S401] BT v 7IL—RERTHTI-[IN—Ta> {0} N— 3> {1]]

[S402] =5 —: Citrix 7z 7L —> 3 VB —E XiZ Network Service ¥ LTERITIIHELNHBD T [RiE
1% {0} & L T=R17H]
[S404] Citrix 7z FL—> 3 Vi —EXDT—2RN— X & @EIMISEELTVWET

[S405] LA RUDBT—ER—ZAADT—2DBTRICTS—HEELE L] [{0}]
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

# General Settings { Varsion: [ 100 (Build 62.4) or later - |
+ Secure Ticket Authority |

VServer IP address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [ Damain -

| VI00: SNIPar MID, w10 1e:VIP |

]

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

B ER:

« Citrix Gateway ##mR ¥ 3 A53%IC2W T, THow to Configure NetScaler Gateway 10.5 to use with
StoreFront 3.6 and Citrix Virtual Desktops 7.65 Z8B LT T L\,
e FASZA YR M—ILBLUERTIHEICOVTIE. T X F—)LEERI ZBRL TSIV,

ADFS SAML 0 =R
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B—RTFLADA—HF—OOTF > EFERT 3. FEEINLIDPICE>TRERITINET, 2D FASH—N—IC
& 2T, Microsoft ADFS ##—/\— (F7l&iEFH D SAML 330t I[dP) AD2A—H —BIDEEHHFTINET,
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SQL databases Wisual Studio Professional with MSDN

Cloud services (classic) * Resource group

4 citresamidamo v
§  Security Center Nindow Dat
Location
Subscriptions Waest Europa hd

FX1>arbO0—5—

« DNS ##—/\—& & Uf Active Directory K X1 >H#—EXD&EI%BML. 1Z#897% Active Directory B
MEERLET (ZoflTIE. citrixsamldemo.net), R X1 > DREHET L7=5. Active Directory
FEERE Y —EXOKEIZEMLE T,

s TRAMRICBEOI-Y—THUY rEERLEY (fl: George@citrixsamldemo.net),

o COHY—N—TIFAE DNS BEITINB7H. IRXRTOHF—N—IF DNSRICCOY—N—28RT 34
ELHODEY, Thnid. [Azure DNS RE] XR—JTITVEY, FHLLCIE CORFaxXr OFFEEESR
LTLRTW.)
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ADFS O> rO—5— Web 7 7Usr—> 3> 70— N—

o ADFS #—/N—% citrixsamldemo R X+ VICBMEEE T, Web 7 FUr—o 3> 7O H—/nN—id.
DEINTT—0 TN —TICe £ 2RNENDHD7-D. ADDNSTDNS 7RLX%ZFEFTERLE T,

o« Zh5nH—/N\—7T Enable-PSRemoting -Force <> KL v k%#317LT. Azure AD Connect v —
WHhST7AT7o+—IBRADPS VE—FT1 T Z2EMICLET,

Citrix Virtual Desktops o Delivery Controller VDA

« Citrix Virtual Apps %7z Citrix Virtual Desktops o Delivery Controller & VDA %. citrixsamldemo
IZBML 725D 2 &0 Windows H—N—IZ1 > X b—=JLL £ T,

REF DNS D1EpK

RXr>a>rrO—5—Da0 YR M—JL#EICDNS H—N—%#E L. citrixsamldemo.net DRZE 1 — % JLIE
L. MEDNS H—N—ICH LTI AT7T—HF— LTHEET DL SICRELET (fl: 8.8.8.8),

2 DNS Manager = |0 X%
File Action View Help

o nm Ba= B § 86

&, ONS MName Type Dot Timestar
4 5 DOMAINCONTROL _msdcs
4 [ Forward Lookup Zones | zites
I [z] _msdes. net '_:tu:p
D: | | _udp
b [ Reverse Lookup Zones ~ DomainDnsZones
b g Trust Points | ForestDnsZones
k - Conditional Forwarders ] (same as parent folder) Start of Authority (S04) [24], demaincantral. static
b [ Global Logs ] (sarme 25 parent folder) Marme Server (NS) demaincontrol. static
] (same as parent folder) Huost (&) 10.0.0.12 5137201
£ adfs Host (4) 10.0.0.13 5/13/201
{5 domaincantrol Hizst (4) 1000072 static
His Host (4) 10.0.0.13 static
wap Hast (A) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< n ¥

BHNRLI-—FZEBMLEY.

+ wap.citrixsamldemo.net [Web 77U —> 3> 7OF D OREID VIFR XA VIZBMLEEA]
« fs.citrixsamldemo.net [AR7 7L —>3a>H—N—0D7 KL X]
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+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net £ @ L]

Azure TERITTNBIRTOREIYI VIF. CODNSH—N-—DHZFEATBELSICHERTIHBENBDET, &
g 2y b= 14>2—T 1A GUINSRITTEET,

Essentials ~ i SR DHS servers @

PETELY Custom DNS
Resource group Private IP address
citrixsamidemo 10.0.0.9 SUPPORT - TROUBLESHOOTING

* Primary DNS server

Location Virtual network/s —
West Europe i B suditlegs > 10.0.0.5
sul
& Mew support request > Secondary DNS server
d4f9-d6ae-be7b-6470cdaeefca
GENERAL
Properties >
A 5 =
i 1P addresses >
Bl DNS servers b
@ Network security group >

F7 AT, AERIP (10.0.0.9) ZRL XIIEMWICEIDHETENET, IP7RLROREEZFERALT. IP7R
LAZKGHICEIDHE TR N TEET, Chid. Web 7FUsr—> 3> 7OFoH—N— RXr>arkO—
S—TRITIZINELRHD XTI,

4N DNS 7 K L X D&

RIEB< > VRITFEFIC. Azure lE. REITI VICEIDYTHENEREONTU Y I IP 7RLREZITEED DNS YV —
D —N—FEIFLE T, AZure 3T 7 AL FTRIFRBTS VOESRICIP 7RLXZE DY TS H. ZOEF
RISEEEEMICLED,

- DomainControl8733 Settings Configuration

LA SN B AR O Assigrment
P acdress -Dymm Static
13.94.252.54 SUPPORT « TROUBLESHOOTING
1P address @
G ¥ DS name o S
Windows - B Auditlogs > 12.84.252.54
Size
- Idle timeout (minutes) @
Standard D51 v2 (1 core, 3.5 GB memory) New suppent request > el
4
GENERAL DMS name label {optional) @
L o= 3 domaincontrl-citrasamidemo
Properties > :
I settinas & westeurope.cloudapp.azure.com
& Configuration bl
d tiles
®

RESOURCE MANAGEMENT
Edit &P Tegs
& Locks

i Users

Voo v v

& Export template

ZoflTlE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %, KXo
YA hO—F—ICBIDETTVE T,
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VE—MEROTTERICNTUYIIPTRLRZEMCTZHBELRHZDIE. Web 7FUr—o 3> FOf>
Citrix Gateway RIEEY > V2IFTHZRUTEBRL T TV, (BRTIE. BEAORDP 7o E2XICNTU v o IP
T RELZHBMERINET),

tFXaUT1TIN—TDER

Azure 72U RIF. EFalT4 V-T2 FEALT. 124 —2y bHSRETS VAD TCP 8&LTUDP 70+
ADT77AT7I4—II—IZEEBLET, TIA4IETIE. TRTOREITS>TRDP 77 ZAAHFRATNE T,
7o, Citrix Gateway 8&UWeb 77U —> 3> 7O0F 8 —N—Tld. R—+ 443 TTLS 27 3 HEN
HOET,

Settings Network security group

.

Essentials ~ PR D
Resource group Security rule
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
H suditlogs > 0 subnets, 2 network interfaces B suditlegs >
% MNew support request > New support request >
GENERAL - GENERAL
Ml setting >
Properties bl Propenti >
i 1P addresses > ou nules >
B DNSservers > I >
@ Metwork security group > W >
Subnet >
RESQURCE MANAGEMENT

ADFS ZERAZE D 1ERL

Microsoft sEBA%EI T Web — N—iEFAETF > FL— b Z2EBMICLE T, CHICED. PRX 77T ILICZ O XR—
F (MBE—HEL) TITZ. hXZLDNS 7 RLAZEFDIAZEZIEFRTE X9, PIX 7712 BkA T 3
VICTBICIE. COHEBAE%® ADFS ¥ Web 7 U —> 3> FOF S —N—0O@AICA VA M—ILTB3HERD
hxEd,

ROB T hZEFERALT. Web —N—3EBAEERHITLE T,
« Commonname:
- Adfs.citrixsamldemo.net [a>Ea2—%2—R]
+ SubjectAltname:

- *.citrixsamldemo.net [V —>%]
- fs.citrixsamldemo. net [DNSoxT> kU]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File  Action V .
a A £\, sublect | General | Extensions | private Key | Certification Autherity
Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You
(B Console Root can enter informaticn about the types of subject namie and alternative name values that

can be used in a certificate.

4 (G Cetificates (L Request Certificats

a [ Personal Subject of certificate
) i The user or computer that is receiving the cerificate
o — Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: : .
i [ Enterprise Type: CH=adfs.citrisamldemao.net
b Intermedid |
. C t Commen name
b [ Trusted Py [ Computer |
= Value:
b & Untrusted [¥] Web Server
r d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b 7 Client Aut The following opt Alternative name:
- Type: |
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car istration.citrixsam

- 1 - Value:
- Walid! o
b [ Trusted De iy peri |

[]5how all templates

NRT— R TRESNIEF—2BD. FEAEZ PRX 77 MIILICTVZAR—-FLET,

AzureAD oty ~rT7 v

Zotoa>TE FiLWAzure AD 1 > X2V X%ty 7w 7L T Windows 10 % Azure AD iIcB8i3 ¢
B1-DICEATEZ2—H—ID ZERTBHEICDOWTEHRBALE Y,

WLWTr LI bUDIER

Azure V5w IR—ZILICOTF > LT HILLWTFo LI MUEERLET,
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Add directory

DIRECTORY
Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEBEEI—5— (AzureAdmin) D1ER

Azure T/ O—NIILEBEEZERKL (ZofFlTIEFAZUreAdmin@citrixsamldemo.onmicrosoft.
com). COHLWTIADYFTOJAYLTNRT—FRZRELET,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD =R L7c R X1 > DEF
TI7ANLETR. A—F—RBROEADOX—ILTRLITHNINET: <user.name>@<company>.
onmicrosoft.com,

DT RLZIGBMOEEA L THEELETH. TVRI—F—DX—ILTHTY bEe—KT 3. ROZEREKD X
—ILTRLZRZEHEHLET: <user.name>@<company>.com,

[RAXAVDOEBMIT.I—H—DEHDORAMUHEDOUEA LI b 2EBHLET.COBITIF.citrixsamldemo
.netz=FEHLET,

ADFS #> YT HA A UICEY R Ty FLTVWRBEIE. FIVvIRYIRIIFIVvIR—IOEANNET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 117



TJxTL—2a i —EX

ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect v > X +k—JL

Azure AD #8 GUI ®FIJE 2 ic& b. Azure AD Connect @ Microsoft 4> O—RR—JICUAA LI KT h
F9, CNE ADFSRETI VICA YA M= LET, [BERE] TlEHR [ARFZLIYAN—)] ZERL.
ADFS DA 7> 3 hFETESLS5ICLED,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS 07 xz7L—>3Y] VIS AYF AT aVvBIRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT MTAzure ICESILE Y,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

REBAD 7+ LR bZBERLET,
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& Microsoft Azure Active Directory C

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Syne
Cromain/OU Filtering
Identifying users
Filtering
Optional Features
ADFE Farm
Azure AD Domain
Configure
Verify

Connect your directories

Enter connection information for your on-premises directories or forests: 9

DIRECTORY TYPE
| Active Directory

FOREST i)

| citrixsamldemo.cloudapp.net

USERMAME

|EITRIXSAMLDEMCh Administrater

PASSWORD

.-...-.4

COMFIGURED DIRECTORIES

Add Directory

citrixszmidemo.cloudapp.net {Active Directory) &

Active Directory ORRDF T bEIARTAzure AD AL £,
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Express Settings
Required Components
UUser S:gn-ln

Connect to Azure AD
Sync

Connect Directories

dentifying users

Filtering

Optional Features
ADFS Farm
Azure AD Domain
Configure

Verify

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,

Domain/OU Filtering

Domain and OU filtering

Diractory |citrixsamldemu.cluudapp.net |' | Refresh Qu/D

_ Sync all domains and OUs
® sync selected domains and Ols

4 [ citriksamldemo.cloudapp.net
! Builtin

Computers

Damain Controllers
ForeignSecurityPrincipals
Infrastructure
LostandFound

Managed Service Accounis
WNTDS Quotas

Program Cata

System

Users

Configuration

RERRDERDRER R
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync ® Mail attribute

Connect Directones

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalMame

Previous

D and msExchiMasterdccountSID/msRTCSIP-OnginatarsID attnibut

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

MEIZIE L T Azure AD /XX — K% Active Directory Lt RAfig 2 e TEE Y, Tk, BHE. ADFSR—X

DFFETIIBEDHD FH Ao

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or O of a group

Previous
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.
went @

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBBED PFX 7 71)L% ADFS TERT3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH-—N—0BRERHZIEBARHI RTINS, wap.citrixsamldemo.net f —N—D 7 KL X &N
1L £, Azure AD Connect "R TEF 3 L5 Web 77U r—> 3> 70F%F > H—N—0DEBEEBELLT
Enable-PSRemoting -Force Y > RL v hERITTIBRENHIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | THOE 3 Server name or 1P address Add Brows
Sync
Connect Directories SELECTED SERVERS

P

Remote PowerShell M OBETIOFIEICKB L FEIEF. Web 7 XU r—> 3> 7Ox>oH—N

—Z RAAVICBMEETHTLIET W,

TP —ROEDOFIRICOVTIR. FEOEBEENIT—RZEALT. ADFSOU—EX7HT > bEERL F

9, Azure AD Connectickb. DNS YV —>DFrEEDKRIENRDSNE T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—ReMXLIO—F%Azure D DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

M5

@ S0

= TAT

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure EBO>YV—ILT [H&EE] #0Vv o LFET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 129



N
H

h
i
NG
it}

\/

REE —E X

CitrixSaml|Demo
&3 USERS GROUPE APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e
citrsamidems cnmicrasoft com Basic Artive Mot Available fes
xE:

COFIEICKKL5EIE. Azure AD Connect #R{TIBRIICK X1 U EBEL 9,

SETT3E. IME7 KL X fs.citrixsamldemo.net 7R — k 443 TiEEHIN E T,

&% Microsoft Azure Active Directory Connect

Installation complete

@ The Intranet configuration was successfully verified.

The federation service name fx citrixsamideme net Was verified and resclves to the following addresses:

10,0003

@ The Extranet configuration was successfully verified.

The federation service name fs ctrwsamigeme et was venfied uging an external DMS server and resolves to
the following addresses:

104.45.19.208

Verify

Azure AD NOEMO B

Windows 10 #* Azure AD ANDEM%ERITT 3 LS. X—ILT7RLAENATR L. ADFS 259 ENH S
CNAME DNS L O— ROERIC DNS # 7 1 w7 ZDMERINE S (enterpriseregistration.<upnsuffix>).

CofITIF. fs.citrixsamldemo.netx#b %7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT Uy JEERR#EEEER L TVWARWESEIE. Windows A8 ADFS —N—%{5389 54 5. ADFS @JL— MEEAZE
% Windows 10 Y Ea—4—ICA YR b—ILLET, HEDNUOERTNIAZEDOI—HF—THI>Y b ZFERAL

T. Azure AD RXA 28 mMLE Y,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN iZ. ADFS RXr>O> bO—5—TR#HINBZ UPN &t —HIB3HENRH B CITFEL TS L,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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JIT7TL—2aViBEi—EX

All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYY VOBES O 4> %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEgiL £ 9. T Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps %7:i4 Citrix Virtual Desktops 1> X +—JL

BEOAZET, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RE~Y > > % Azure ICEEA VYA M—ILTBENTEET,

C ofiTiE. StoreFront i& Delivery Controller tFICH —N—IZA Y X b=)LETNTVWEFVDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—hH—r LT X k=)L & 1. Machine Creation Services  I3#& L TWF
BA (LA T3V THERTZ D TEIEY) EEEGITT B801IC. 1—H— George@citrixsamldemo.net
MNZAT—RTERETED e 2B LE T,
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http://myapps.microsoft.com

TJxTL—2a i —EX

< 16 T [T

Citrix StoreFront _ H D

Q, twccrr_h Desktops

Details

StoreFront " 2 — % — B BEW A L ICRHE T F 5 & 5. Set-BrokerSite -TrustRequestsSent-
ToTheXmlServicePort $true PowerShell <> KL w k% Controller T21TL £,

TIFL—Ya vy —EROA YR M=)l

ADFS #—/\—IZ FAS #r > X k—JL L. Delivery Controller »{53T= % StoreFront & L THaE g 370D
L=ILZBRLET (ZoflTiE. StoreFront #* Delivery Controller tALRETS VA YA =L TV
57‘:@)0 r’f R F-)Lc‘.’.*%ﬁﬁJ %%ELT(TSSL\O

StoreFront 0#EK

Delivery Controller > Ea—42—iEFREZERL &9, F7co R— b 443 (IZIIS /N1 > RZR5E L. StoreFront
DAR—R7 KL% https: ICEE L T. IS &0 StoreFront THTTPS iMERI NS & S ICHERL £ T,

hadify the base URL for services hested on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrixzsamldemo.net
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JI7FL—>a B —EX

StoreFront T FAS H—N—NEBAINZ L SICEHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY bEa2a—7—%F v o LT, OF7FIC FAS

MERETNZ =z LE T,

File Action View Help

&= a5 HE

& Event Viewer
I 3 Custom W
4 Cm Windows

& Applic

E Securi

] setup

{21 Systen
E Forwa

I L5 Applicatic)
(-% Subscripti

Application Mumber of events:

i, Information
@ Infarmation
(i) Information
(i) Informeation
@ Information
@ Information
@ Information
G) Information
'G_) Information
{D Information
@ Infarmation

Date and Time

/3172016 4735 AM
/3172016 9:47:35 AM
/3172016 54713 AM
5/31/2016 S:46:15 AM
5/31/2016 S:45:44 AM
5/31/2010 $:45:43 AM
5/31/2010 $:44:39 AM
5/31/2016 $:44:39 AM
5/31/2016 941:23 AM
5/31/2016 9:32:37 AM
5/31/2016 9:32:37 AM

Citric.Authentication. FederatedAuthenticationService
Citrix Authentication.Federated AuthenticationService
Citrix-Authentication.Federsted AuthenticationService
MESCLSMICROSOFT=WID
Citric-Authentication.Federated AuthenticationSenice
CitricAuthentication.Federated AuthenticationSenvice
CitriAuthentication.Federated AuthenticationService
CitrizAuthentication.Federated AuthenticationService
MMSSOLSMICROSOFTE2WID

Citris.TrustFabric

Citris.TrustFabric

Event ID TaskC..

Mone

Event 204, Citrix Authentication FederatedAuthenticationService

View b

Help »
net] in rele: [default] 1

| Event... «

General | Details

[5204] Relying party [| \WDAS) accessing the Logon CSP for [upn: gearge@
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame:

Application

Citrix Gateway # ¥ % 7= D StoreFront D&

Ev...
w

[ZCa o T

StoreFront BB I>V -l [BHEAZDOERE] GUI ZfEHE L T, StoreFront A%25EIC Citrix Gateway % 5/
TBLSWELET,

Celect the methods which users will use to authenticate and access resources.

Manage Authentication Methods - Store Service

Method

Specify whether StoreFront fully delagates credential validation to MetScaler Gateway. Thic
setting 15 applied when users log on with smart cards.

[¥] Fully delegate cradential validation to NetSealer Gateway
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TJxTL—2a i —EX

Citrix Gateway 8854 7> 3 > 2 #4& 9 % ICid. Secure Ticket Authority (STA) 0#aks & U Citrix Gateway
7 RLZDBRETVET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resourzes

() Allow users o access only rescurces delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

FLWAzure AD 7 74— 3> % StoreFront AD > VT IV A VA IR

CDEY 3> TIE Azure AD SAML 2.0 > > J L4 > 7 Uidee R L £ 9, J1EIE. Azure Active Directory
TLETLY TRV TS a>vHUETY, Azure AD BEY—ILT [HLWFZTUr—>3>] %8RL. [Fv 5
V=57 FUr—2a>zBmliEd] 2BRLET.

APPLICATION GALLERY %
Add an application for my organization to use | |
FEATURED APPLICATIONS (17) NAME
o ‘ Add an unlisted application my

I CUSTOM “ organization is using ‘ StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION (314) integration options,

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

[(HZ2EL] AF7TVO [AOEBTEALTVS. —BICEWTFUTr—2 3> %EBM] ZBRL T 21— —HE
BY3HLWARZLT TV r—2ayfRLET,
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TJxTL—2a i —EX

7O DIER

B 215 VL oEBEER LT Bl X—JIC7y7O—RL. 77V —2a> 073 e LTEALE
EE

properties

APPLICETION TILE LOGO

cifrix

SAML B DHERL
IV —2avBysaR—ROBER-JICRD., [T A T DERE] #FIRLET,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD 0> > )Y > A >] ICxtd D SAML 2.0 SBiEE%=FRAL £ 9,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront

|.|.-.1|r| mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

B F] ICEEEoXFIR2EETE £ (Citrix Gateway ICIRHINIBRE —B I Z3HBEHRHD £7). Z Dl
Tid. [i5% URL] #* Citrix Gateway % —/\—o /cgi/samlauth I27 > TWE T,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] ‘

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

ROR—2I2IF. Citrix Gateway % Azure AD OFEFREFAE L L THEHM T 3 1-DICER T3 BHRIEEFNTL
£,
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Dowmnload Metadata [XiL) @

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 OiEFEINERMAEEZLZ V> O—FL T Y1 F Y URLEH 7O R URLZOE—LE Y, T
5% Citrix Gateway @ [#8E] BEICX—Z L& T,

A—HF—=ADTFVTr—23>DEDYT

REBEOFIETIE. 77V r—>a>yaEEMICLT. I—H%—0 myapps.microsoft.comy I kO—)LR—
K7 FVTr—2a hREEINDELSICLET,. ThiE [A—H—cJIL—TF] R=JTITVWE T, Azure AD
Connect *AHAL 7R XA > A—H—TF ATV MADT I RAZEDETET, FHDTHI Y MLFERATEET
M. <user>@<domain> /X2 — VIR > TWER WS, BBRINICI Y 7T 3RBERHD £7,
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-
storefront
&3 DASHEOQARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George Lser george@citrixsamldemao.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21aTeB080d ... Na Unassigned

MyApps R—>

T —=a BRI NS . https://myapps.microsoft.comT. Azure 7 7Usr—>a>opi1—4——8
ICRTTINET,

B Access Panel Applicatior %+ — O X
@ 3 O ‘ E] account.activedirectory windowsazure.com/aj ‘;}( | = #A ﬁ
Microsoft Azure george@

applications  profile

ClIfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Azure AD ICBIILTWBBE. QA Lica—H¥—IE. Windows10ic&bD. Azure 7 7Ur—o3aoAns Y
INHAVFh Y R—bINET, PTAAVEI Vv TEE. TS50 —IEmIcHEM L 7= SAML cgi/samlauth
Web R—iciBEL £7,
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ST >F > URL

Azure AD B> a2 R—ROT7 )= a3 VIR ES, 7FXV =g IlfBTES SV IILr >4 > URL
BB rEZRRBLET, D URLIZ. Web 7505 —1) > o niR#. StoreFront ICEEBH T Z7-HD. X
B—hrAZa—D>a—bthy FOERICERINE T,

5 ||.J-l/| |1.-..J-£
i o W [ e

APPLICATICN TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

O URL % Web 75 0#—IcR—Z k LT, HilC#A L 7z Citrix Gateway cgi/samlauth Web x—12( Azure
ADHUAAL I bTBLIICLET, CNHAMEETZDIE. EIDETENEA—H—TEIFTY, Fel 2V TILYA
YHAIVHHBTEIFZ0I1E. Windows 10 @ Azure AD IZ8IMLTWAO5F >y 3 V23 TY,. (ZDFHhDI
—H'—IZid. Azure AD DERBHROANNDRDENET )

Citrix Gateway O -1 > X b — LR

COFITIZ. BEAADY E— 72Ut XIZ. NetScaler (38 Citrix Gateway) #2179 31 LRE<> > = FER
LET, RET>VIZAzure A A7 TBATE£9. ZOfITIE. NetScaler 11.0 @ TBring your own License]
N=23 Y ZFERLTVWET,

Web 7595 —D7RLIAN—ICHEIP 7PRLZAEANAL. 2—H—BiEOBRICIEES N ERIBRZFERAL T,
NetScaler /<> >icOd 4> LEd, Azure AD [RET > > D nsroot I—H—D/NXT— RZEETIHEN
HBEITEELTLIETL,

SA4tEYREEBIML. 8S1EYX T 71D EBMSINS [BiEeg] %:#ERLT. DNS UV IL/N—b Microsoft
RX1>a>rO—S—%KR1>b335EL3ICLET,

Citrix Virtual Apps and Desktops 01 > X k=L T4 HF— R%EERTT 3

COfITIE. SAML ZER LAV, 2> 7% StoreFront &= BRI 2 ehSaH £, CORMDIIEEET S
£5IB>THS. SAMLOOT# VRU S —HEIMENET,
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B

N
H
h
.
',
guk

XenApp/XenDesktop Setup Wizard
What is your deployment

;;jmwmum |m
;u—-—u—t - P .i_E_‘m <. Server Farm

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Citrix Gateway & & Of StoreFront OIZ#RFE#3EIRL 9, Microsoft Azure TOERD 8. ZOFITIER—
b 443 Tidh <. R— 4433 2B L FT, HDWE. KR—rEELLD. Citrix Gateway BEIE Web #1 + %

BYYTLEDTEIEHTEEY

MetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

Redirect requests fram port a0 to secure port

COBITIZ. BEBICTIEDIC. 77 MILICRESNREO Y —N—ERErMBEX—57vO—RFLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO— 5 — DB

RXAYOAYPO—5—R@T7ATY MERICEBINZH. ZDOIPPRLRETFSATURLEREICEBMLE Y,

AAT7OTRY I ADET 1 —ILRTROSNBERITEREL TSI L,

Prmary authenticabon method®

| Active Directory/LDAP ™|

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

209 |

Time out (seconds)*

E |

Base DMN®

|'CN=U5EF5.DC= citrizsamldema DT |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute®

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|||-[ m|ﬂl
Secondary authentication method*
| Mone |

Continue Cancel
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StoreFront 7 K L X D&

COfFITIF. HTTPS ZfER L T StoreFront B8 hTW37ced, SSLT7OINDF TS 302 FERLE T,

StoreFront

StoreFront FQDM*
ddc.citrixseamldema.net
Site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citrizsamldemao.net/sta

5=
(|

Storef

eFront Server®

w . o . o . 15 |+

Protoecl®
FrotosCo

ssL v

Citrix Gateway REBIDRE

Citrix Gateway IZ#E#i L. I—H—RBENRT—REFEAL T, FBECESBNERICTONS e zBRALE Y,
B )

3% Citris NetScaler VP~ Configur..,
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TJxTL—2a i —EX

Citrix Gateway SAML 25 H 7R — ~ DB

StoreFront T® SAML O fERIZ. (ZHD Web 1 T SAMI 2 RT3 D L E# TS, NS_TRUE OX%ZERL
T. HILWSAMLARY > —%ZEBMLZF T,

Configure Authentication SAML Policy

Name

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E”T ?\

Expression®

| Operators = || Saved Pelicy Expressians . |l Frequently Llsed Expressions -

WS_TRUE

ﬁ | Close

Azure AD H 5 HiICEG L 7=1B# R ZFEAL T, MLV SAMLIAP H—N—%Z#R L £,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Redirect URL®
291-4c20-9826-14d5e4B8406 28 /sami2

Single Logout URL
| |29t-4c20-9826-14d5e4B4062e /5ami2
Ussr Fiald

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

PQOST ot
D Authentical on J

Sk T

5

IYVRY—IYRIRTLOWEEE

Azure AD ICEB L7 HY > rZ2EBRL T, Azure AD IZ&MMLTW3 Windows 10 ¥ X kw ZFicasd4 > L

#9, Microsoft Edge #it28) L Thttps://myapps.microsoft.comiciEsiL £,

Web 75 9#—iCid. 2—%—D Azure AD 77U —> 3 U hHRRINET,
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https://myapps.microsoft.com

E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

A EI YU T BRI NI StoreFront H—N—ICUAA LI FSnB e =B LET,

B#HIC. Y I >F > URL #ER L EEES. & LU Citrix Gateway o 1 EADOEREEHICELD.
Microsoft Azure * ORITI A AL I FESNB e EZHBRBLET,

&EBIC. Azure AD IZEML TVWARWIY S YHREIC URL TEIMET 2 e 2B LEY (2L, RYIDELEFIC,
Azure AD NDEETRHBY 1 A VB L EITHONET),

953

Azure TIREBY S >ty F 7y T2 EIICIE. ROBEF TS 3V EEBR LTIV,

NTVyIZIPT7RLREDNS 7RLZXDAA

Azure IZFRZH T2y b ET, IRTOREBISVICIP PRLAZRHELET (COFITIF 10X ) TTAILELT
& BICEH IN DNS SRILTBRTES. NTUv I IP7RLIABEHEINET,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
GENERAL
s Il settings
df22. S-46ae-beTb-6479cdaeefca N
Properties >
i settings =
& Configuration >
e id tiles
Jonitoring ®
RESOURCE MANAGEMENT
CPU percentage
& Tags >
& Locks >
il Users >
W Export template >

[IXT)wZIPF7RLZXIDNS B] SANILD [HEE] #BRLET, RETS>DNT U DNS 7RLZX%ZBIRL
£9, ChE. ENDDNSY—>T 7L TOHO CNAME B2RICERTE. IP 7RLADFBEID Y TINIESD.
IARTODNS LO—RAELLKREIYS VZRIVFTEESICLET,

Assignment

Dynamic [ nlils

IP address &

40.68.28.181

ldle timeout (minutes) @

DWS name label (opticnal) @

ns- citrizsamldemno w

swesteurope.cloudapp.azure.com

T7AT704—IL—ILDEY Ty T (EFa2UTcJIL—7)

30 REDRBFERATIVICIE. BENICERSNC I 71704 —)LIL—LOty DB, COty bEItEFa
UFa =T LTHSATWET, EFaUTosdIL—TRNTUYIIPTRLIADNSTSAR—KIPTRL
ACEBESNE S T7r v I 2L ET, 772 bTiE Azure IZIRTORET S > AD RDP OERXE A
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L&d, & Citrix Gateway B —N—B LT ADFS H—/N—id. TLS k3T 1w ¥ (443) ZEHXTIHEND
DET,

BB YD [Fy b T—014082—T A4 R] ZRAWVWT [Ry bT—=0EFaUTcIIL—T] SRILEIV YD
LEd, [RiEEF2V TR Z28EL. BBy hT—0 370 vI%FATLET,

Settings

SUPPORT - TROUBLESHOOTING

B Auditlogs >
ssional with MSDM al with MSDN & Mew support request >
df:; 361 :gdgi'isae'bﬂh'EéTC:daPﬂfra Gae-beTb-6479cdzeefca e
I settings = A s
| s s
>
REBHR
s FASOA YR b—)LEMBEICDOWVWTIE TR h—)LEiEm) Z2BRL T,
o —RRE7%G FAS DRRICOWTIE. TRRAT7 —F 707 v 28RL TSV,

o BEERBFIRICOWTIE, TEFMELERI Z2BRLTIRETE L,


https://docs.citrix.com/ja-jp/federated-authentication-service/2212/install-configure.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/deployment-architectures.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2212/config-manage.html
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