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o FAS PowerShell aw> R L v rEEAT 3ICIE. Windows PowerShell 64 £ kB FAS H— /N — (2o
VAR=ILEINTVWBIHRELRHD FT,

o A—H—3FBAER RT3 ICIE. Microsoft Enterprise % & DiEEAMR. F7=i&Citrix Ready7OJ S LT
TREEE & D Z D DEEREREANNE T,
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html#configure-group-policy
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html#connect-to-citrix-cloud
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« FASE®EO>YV—IL

« FASOZIL—FRUL—F>FL— (CitrixFederatedAuthenticationService.admx/adml)
e SEAETVTL—T 7T

e NTA—XVRANIVA—ELVARY FOY

FAS 07 v 72 L— R

A>TL—RT7vTIL—RTFEAS ZHLWAN=a3 Il 7y I L—RTEEY, 7vTJL—FRaNc. LUFISE
BLTLIETL:

s AIVTL—RTYFIL—RETOIHE. FASH—N—DFREIFTTRTRIFINE T,

e FASZ7 vy 7JL—R33Bm0IC. FASEEIYY -z THLE3ELSICLET,

« 18U ED FAS H—N—ZBICHAFRERREBICEIFL TSV, 7z 7L —>a Vit —ERICHIGL
fc StoreFront H—N—H S EEAGEA Y —N—HBRWEE. 2—H—FOJF 22T TV —2 3 > OES
ZITRGLBEDET,

7w T L—RERKAT B, Citrix Virtual Apps and Desktops 1 > X b—5—F7zld X4 > R 7O0>® FAS
AVAN=5—T 71 EFERALTFAS Z1 > X —ILLE T,

StoreFront X 7 TD FAS 7S5 1 > OEMK
E:

FAS % Citrix Cloud TO&ER T 35E81F. COFIBIIFRETT,

StoreFront X k7T FAS &S5 GMIcT 3Icid. BEET7HYY FTUTD PowerShell av > RLw hE&E
TLET, A NTEIVEABESIF. SStoreVirtualPathzZTELET,

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService S$store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

FAS offE%ELET 3ICI3. LLTD PowerShell 2 7 r=ERLET:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module
$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService $store
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage/ps-sdk.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html#using-the-federated-authentication-service-administration-console
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage/performance-counters.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage/troubleshoot-logon.html#fas-event-logs

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName '"standardClaimsFactory"
Set-STFStoreLaunchOptions -StoreService $store -
VdaLogonDataProvider ""
<!--NeedCopy-->

Delivery Controller O##Fg
7

FAS % Citrix Cloud TO &R T 3H&1E. COFIBEFIFRETT,

FAS #{ER ¥ 3ICld. TOHY—E RICIEH TS StoreFront 4 —/N\—% {589 3 & 5 Citrix Virtual Apps £7-1&
Citrix Virtual Desktops @ Delivery Controller ##m L £9, PowerShell a<x> KL v I Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true 217 L £ 3. # - LD Delivery Controller d#kic
MHh5T. COIARYRIFTAICIC1IEDOAHETLET,

JI—=TR) S —DIERK

FASD1 YR b—JLgId. 1A=L TRESNIIINL—TRIVS—FoFL—bEFERLT. JIL—FRUD—
ROY—N—DT2EH K X8 (FQDN) ZHEET3LEHHD T,

HE:

Fry b= EKRY B StoreFront ¥ —N—&LUOF 7 v b=FEAT 3 Virtual Delivery Agent (VDA) (2. &
W=TRIVS—=F Tz MIE>TEHRINZ Y —N—DBEHESKEZAT. AL FQDN BT 5 HE
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BAZE S Y TILCTB7DIC. UTOFITEIRTOII VICERINE RXAYLARILTE—ORY > —Z#RL
TUWET, 2L ThIIRBETIRSD £ A, StoreFront —/N—. VDA, BLU FASEEI>V YV —ILZEITL
TW3YL > TRL FQDN 0—BHASRBEINTWSBRO., FASIIHEEL T Y, FIE6 2ERL TSI LY,

FIEL: FAS#4 > X b—JL L ¥ —/N—T, C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 - JL. CitrixBase.admx 7 7
. B8&Uen-US 7 #ILF—ZRDOIFET,

PolicyDefinitions - |o [T
:(-:. * bt | ., << Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Gl | Search PolicyDefinitions » |
. * ifi 1 e

45 Favorites MName Date modified Type Size

B Desktop _ J en-Us File folder

4. Downloads - || CitrixBase.admzx ADMX File 2KB

1=l Recent places || CitrixFederatedAuthenticationService.admx ADM File AKB
I> |8 This PC

3 items
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FIE2: ChoDT771ILERXC>YOY bO—F—ICdE—L T, C\Windows\PolicyDefinitions & & T
en-USH 7T 4 )LE—ICERBEL £,

FIE3: OAXY RS 2H 5 Microsoft BI2O> Y —ILEEITLET (Mmc.exe)e XZa—N—h5, [T71I]
> [RFy 1 OBIMCHIBR] DIEISERLES, JIL—FRVS—EBIT4—%ZBIMLET,

GIWN—TRIS—FTTxz o b EANNTZH0BEIMHEVES. [BR] 2BRLTHS BEORXIVERUS
—] ZERLFET, FhlF. ROV EZFERAL T RIRICIGLERVS—FA TSI CE2ERL GERT I
HTEEYT, CORUD—IF. BEEZI(+S Citrix V7 o7 (VDA. StoreFront #—/\—, BEEY—JL) =X
TFLTVWERTARTOIY I VICERT2HELRHD £7,

= Consolel - [Console Root] =gl x
S File Action View Favorites Window Help HEIE]
¢ = @ = B Select Group Policy Object x
= 1 [
7] Console Root | Mame W to the G Policy Wizard o Actions. |
Console Root =
Add — N
- - Mare Actions 4
ou can select snap-ns for this console from those availal
extensible snap-ng, you can configure which extensions
Group Policy Objecta can be stored in the Active Directony
Mallsble snap-ins: oron a local computer.
S‘jap'ﬂ Ve Use the Browse button to select a Group Policy Object.
i=sDevice Managsr Peficr
S} prce M
=4 Disk Management M r
;:E(I NS e Group Policy Object-
S Entenpriss PRI Micr = |
{a|Event Viewer M —
= Group Palicy Management (= Browse for a Group Policy Object B
T Group Folicy Menagement Editor  Mir r T
=/ Group Balicy Object Editor M [JAlowt] | | DomeinsOUs |stes [A1 |
o Growp Policy Starter GPOEdter  Mir chang = P
(@ Intemet Informaton Services (II5... M oty ag Lack in: |nuimtwnel "| BHEE-
'?lﬂ’kwril\f Manitoe — 1 Domains, OUs and inked Grous Policy Dbjects:
Hamea Damain
Desaiption: ) Domain Cordrallers crisdest et
This snap-n allsws you to edit Group Policy Objects whid _—J Damain Policy
or stored an a computer.
[ o]

ok ][ o]

F g 4: Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tion #2377 L—> a3 VBl —ERRU S —ICBELET,

| Group Policy Management Editor - o x

File Action View Help

e am=zEm T

Jicy [DIW-DC.DJW.NET] Policy | [ 7" Authentication.
tion

Federated Authentication Service

> |\ Bxtended ( Standard /

3 setting(s)
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77— a B —E @R > —&ElE. CitrixBase.admx F7z1& CitrixBase.adml 7> 7L —
7 71 )L% PolicyDefinitions 7 # LA —IZIBMT BFRIC. KX > GPO TOAEATEEY, FlBE3 0.
JITFL—ya ViR —EXOR) OB EIE. [BEBRAT>FL—K] > [Citrix Y R—x> k] > [
HE] 7AIA—ICRTRINET,

FIES: 77— a3 Bt —ERRI S —=zRE. (B3] Z2BRLEI, kD, FASH—/\—aD FQDN
T3 [RT] REVZBRTIBLSICHEDET,

& Federated A

a x
[] Federated Authent Senvice —
O Not Configured  Comment
® Enabled ‘
O Disabled
pepe— —
raons

FQDNs. s |fast ciriestnel]

FIE6: FASH—/1N—D FQDN ZANAHL 7,
BE.

B8 o FQDN £ AN71¢ 2% &1&. VDA, StoreFront t—/\— (FE931548) & FASH—N\—ET—EDIE
BEHNFE—SNTVIBRELRHDFT, TTIL—TRII—FREI ZBRLTLILEIL,

FIET: [OK] 20Uy I LTIN—TRIS—=D4HF—RELTL. JIL—TRI—DEEZBERALFT. TF
ERMIEBZICIE. YO VOFRE (Ffidav > R51>n5 gpupdate [force 0E1T) HREBERBELH D F
ED

In-session Behavior

CORYI—IFt vy aVRIBEE, &R, OvI/BOYMEYR— 931 ——D VDAL Y>3 >YTI—ST Y
FoOERET7I9TF0THLETS, Ly a > yREREIZZOR) S —DEWH DHERAZDERICER NS FAS L
=L TEYy S avRAERIHFAICNTVWIBEDAERTEET, NL—ILDERI #8BLTIIETL,
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[E] In-session Behavior Previous Setting

ely managed by the Federated
de available to progra

o NOT
because FAS performs a ful Active Directory logon to the VDA, |,

=)

Enable iC&>TZ ORI —BEMCHED FAST—> x> 7O X2 ——DO VDAY 3 > TRITTEF
ED

Disable IC& > T2 ORI S —HEMICHRD FAST— x> 7O RDRTZELELF T,

Xyt—=ORO—7 ZORUS—HEDRIES. PromptScope IC&>TT7FUyr—> 3> Ty 3 VR
BEZFERZHAITINEVWSIAyE—S% A —H—|ICRRIZIFEZHETEET, 3204 T arhHh =
ER

« Noconsentrequired—C DA 7> a3 idtxa )T XvtE—I%EMICL. 2—F—HRETIHER
CMEBEE—DFERAINET,

« Per-process consent—ETHD 7O05 S LA CIZERICERA v E—IHRRINE T,

+ Per-session consent—1—#%—# [OK] 20U w0332, AT avidEy>ra>OdRTO
OJ S LICERTINE Y,

BEBEDEZALT I, ZORUS—DEHICHES . Consent Timeout (C & > TEBHARTIN S EAR % TP B
THIEITE£9, e zlE 300 fICT 2. I—H—ICIE5 AT IcXvE—IHhRRINE T, CDEHL 0 DH
a. MBEX—DIEC il A—— Il Ayt —UHRERSINE T,

O ROl CORUS—2FMICTIe. I—H—PEEZOVI LELEICEy > a yAEEBNICTI SO
F9, COBMEIF. TRAY—FA—RFOERDH LEICTMT RUS—IZMTWVWEY, COWEEIE. 21— —7h Active
Directory O # Y ERRIEREZFH > TLWHRWVWBEICERALE T,

E:

Ovy 7BOTIMIARY > —id. VDA LOIRTOEYy > avICBRINET,

JIFL—oa Vi —EREEO VY —LOEH
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RKEDERICIF FASBIEIOYY —ILASELTWETH. PowerShell 1 >4 —7 21 RCId & DAL A T
avbhHbxd, FASPowerShell av> kL w MZ2DWTEEL < IE. TPowerShell v > RLw by #5E
LTS L,

FASBEEIYY —JLIFFASO—r LTA YR h=IENFE T, [REZ— ] X=a—IZ7 3> (Citrix Federated
Authentication Service) ’EEEI N 9,

BEAVY—ILZHHOTERATI LS. ROTOLRZRITTELSIEREINET,

o« SFAETF VL —rEEBELEY,

o GEARMREE Y R T Y FLET,

o :IPRRS % ER T 370D FAS ORI % TVWE T,
OSHEBRY—ILz2FERALT. —HBOFIE*FHTR I IS CDHTIFET,

FASEBEIO>Y—ILIE. 77N ETO—AILDO FASH—EXICESGIINE T, BREIZIHLC. AV —ILOFLEICEK
~&Nn3 [Connecttoanother server] #EFHALTYE—r—ERIEHFTETET,

Initial Se‘tup Rules | Advanced Connect to another server | Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

HEAET T L— bOREMRA

oY I U7 e OREERMOMBEZEIT 5780, FAS TIE. MBOBMTHEARYT S 3 o0 Citrix sEBAE T > 7
L— D HEETNTVEY,
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage/ps-sdk.html

JzFL—

\

« Citrix_RegistrationAuthority_ManualAuthorization

« Citrix_RegistrationAuthority

+ Citrix_SmartcardLogon

507> 7L — kd. Active Directory TERT2HEHNHD £7, [Deploy]l o) v o LTHS. [OK] %
Vv LET,

-

Deploy Certificate Templates -

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistratiocnAuthority_ManualAuthornzation
- Citrix_RegistratiocnAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

| OK | | Cancel |

FYFL—OBRIE. MTDT LA —IC FAS t —#IC1 > R b—)LEhiz, RF T.certificatetemplates @
XMLZ7 71 ILRICHD £7°:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

. Authentication Senace » CenficateTemplstes

NEDTYTL— b7 70 EA VR —=ILT IERNMEWVEEIZ. T 7L — k7 7)L% Active Directory
BEEISELTLLIETWL,

FYOFL—rBEENZ T AILS—HSUTD PowerShell 9> RZ2ETT3E. T FL—LEFETI VR b+
—LTEET

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11



Swritabletemplate.Initialize($comtemplate)
Swritabletemplate.Commit(1l, SNULL)
<!--NeedCopy-->

Active Directory :FFAEH —E XDty k7 v 7

CitrixsFBBEF > 7L — b EA VX —ILLTBIC. ThEDT YL — k% 1 DFEISHEED Microsoft T> % —
754 XAEEAMBEY — N — TR T 3 BEHLH D £, Active Directory HEFAZH —EXDERAEICDOWVWTHEL
<lF. Microsoft O RFa XY rZHBBLTLLEIL,

SERRRE BRI 3R H 21— —1F. LB<<EH 12O —N—TTVFL—bZ2RAHTIREINDHD F
¥, [Set Up Certificate Authority] ##EBLTRBELET,

(BEFRZEF > 7L — M. Microsoft sFRB#REE > Y — L AL TABETAEDHTIF X T,)

&8 Citrix FAS Administration Console - connected to localhost - O x

Initial SEtUp Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deg & Set Up Certificate Authority x

\/ Set up a certificate a Important

The authorization templates arg CA.
When you click "CK" the following certificate templates are

Click "Publish" to publish the td published on the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAuthorization
Authorize this servicg | CtrxRegistrationAuthoriy Authorize
- Citrix_SmartcardLogon
Create an authorization certicat]
Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule . Create
This step can also be configured manually. For more
A rule defines a smartcard-clas information, consult the online documentation.

You have no rules configured. . .
Certificate Authority:

Connect to Citrix Clo Connect

Complete this step if you wish {

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12



TTFL—> g VY — B ZADKERMS

CDOFIEICL D FAS ORBEEN B I N E 9. BB > Y —)LIE.Citrix_RegistrationAuthority_ManualAuthorization
TYFL— b+ E2FERALTEREOERER L. COERZTY L — b 2RRT3iEAKAOVLWTIANICEEL &
ER

<] Citrix FAS Administration Console - connected to localhost = (8] %

Initial Se‘tup | Rulesl Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate td & Authorize Service - Deploy

The required templates are dg

Click "OK" to submit a certificate request for a Registration
J Set up a certificate 2 Author?ty certificate to the selected Microsoft Certificate
Authority.

The authorization templates 4
The CA Administrator must sign in to the Microsoft Certificate
Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.
Authorize this servig Authorize
Certificate authority

Create a rule Create

A rule defines a smartcard-clg

You have no rules configured

Create an authorization certic

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BRI, E5%. FASTSUT7AHYY A SREBHBOERE LT Microsoft ZEFAHEIT> Y —ILD [REFDEK]
URBMCRTRINE T, FAS OB ZHITY 3013, AEFARBEOERENBRZRITISNMEDRTHILENHD X
ERS

FAS BB Y —)Lid. EEEND [Issue]l F7zix [Deny] %RIRT 3 FTUEHD XS —) ZAAVERT
LEd,

Microsoft :EBRIBIT> Y —IL T [TRTDERY] #EV v I LTH 5. SAEERICHL T [Issue] F7zid
[Deny] ZIRL £7, [Issue] #EiRT D . FASEEIO LY —ILHREIAER R <L £9, [Deny] Zi®IRT
2. AVV—IITS—Xyt—C%RRLED,
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s
i
mn
N

File Action View Help

«% 7| 6= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrictest-CA-1-CA 4 BEGIN NE... The . i 4 CITRIXTEST\FAS-1§

| Revoked Certificates

] Issued Certificates Export Binary Data...

| Pending Requests :

|7 Failed Requests =L

] Certificate Templates Deny

(<] 1] 3]

Contains actions that can be performed on the item.

FASEEIOVY—IICED, COTOCLRDORTHEFMICHEESINES, CONEBIZIZFHRIDIDZcHHDF
ED

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

N
\\./

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—ILDIERK

FAS @JL—ILIC& D StoreFront DIERICHE>T. VDAOJ AV ELUEY S 3 v HhOFERICET 3EPAZHEITD
RIS TNET,

ERANG. UTZEELEY:

o :EFAZEERTIEEINTLS StoreFront h—/\—,
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o SERAEDERTN B I —Dtv b,
o AEAEDEAZFRI SN VDA > DEY |,

FAS AD 7 7t X8 IC StoreFront IFEILZHTDIL—ILEER T B 7=, Citrix Ti& Tdefault; ¥ WS> E#FD/L—
IWEER T3 2E58HLET,

BMOARZLIIL—ILZERE LT SETEARMAET > TL— S LUCHIAKEEZSRB L. SB7ONT 1 PER
PEFNZLSICERTEZI N TIET, NS5DIL—JLiF. TFI %4 StoreFront #+—/1—% Workspace T
FERTIDICERTEET, JIL—TRUS—BRA T2 a>z2FEALT. ARFLIIL—ILZZBFTERTETS L
51 StoreFront 4 —N\—%#EL £7,

[Create] (F7:i MRules; 27 [Createrule]) 201 v o LTIL—IEZERTZ1-HDEREZINET D I)L—
IWER D« — RZBBL £, [Rules] 271ERIL—ILOBEERTLET,
- Citrix FAS Administration Console - connected to localhost I;li-

Initial SEtUFJ Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.ctrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

DT HF—RIFRDERZNELFT,

FrFL— bk A REORTICERINBIARET > FL— k. Zhud Citrix_SmartcardLogon 7> 7
L—bh ZOEBESINOAE—THZIBELHBDFT (IFEEET7VTL— b1 2BBLTLLIETWV),

FERAMERE: O —Y—3FEAEERITL. T 7L — bERRY 28R, FAS Tld. 7z —ILA—N—&LVEEFS
D=0, WEOIPAHBEDBINT 3 e TE £, BIRLHABHEE D X 7—422H IMemplate available]
THBCZBBLTLIEZT W, TEERKEDEE) 28R L TIETL,
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage/security.html#certificate-templates
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage/security.html#certificate-authority-administration

Tty a RER: [ty a RERZFR] 772 avicsb, idEZ VDAANDOOT 4 U BICERATE 3HY
SHEHIFELET,

« Allow in-session use BEIRINTLE WSS (F7 4/ FTHR) —SIBEE3O05 7Y £HI3BELICO
AMEATN, RBike. I——IFEEEEICT VX TERLCAED T,

+ Allow in-session use NEIRINTWBIHEE—RiEE. 1—HF—IFABICT /LA TEET, BEDHE
iE AT arEBRLAVTLETV, 1Yy bWeb 1 b7 71 LEERY. VDAY
IVANSTIERINDZ )Y —RICIE. Kerberos #ERB LY Y IIYA VA TTIOERTES D,
Tty a VREHAZERBEDH D FH A
Allow in-session use % &R L =354 1%, In-session Behaviord )L—7R1) > —68%hC LT VDA 12
BY2H0ENHDET, CNICKD. OFFVRICT IV Tr—2 a3 hMERTES &S ICI—H—DIE AR
EXAMTICHAENEBEINE T, 1 xid. VDAt vy 3 AT Web #—/N—A0 TLS SBHNBB RIS
#&. Internet Exploler |33EBEZ2FER L £,

FORAGE: A—HY—0OJ A > £IEBEGRICHBEETERT ZERINMIS SN/, EFEEFH StoreFront #
—N—D—&, CNEDIRTDTIVLERAFAIINLT. BLAOAD ATz bFERIFTIL—TEBIMTEET,
BE:
(7o ZGH] BEIFEF2) T LEBICEETHD., BEEICBEEITINELRHD £,
pE N
FAS #+—/N—% Citrix Cloud TOAERTZEEIE. 7O GHZERTIHEBIEHD FHA. 775 L.
Citrix Cloud TIL—ILAMER I NBIHE. StoreFront 7ot XFaIFER I N ZF 9§, Citrix Cloud & 4>

7L 2D StoreFrontIRIBT. BILIL—ILZFEBTE XY, StoreFront 0 77 XFAIE. IL—=ILDBF VT
L = 2o StoreFront TEATNZBEICIFERINE T,

TI7xIWrOT o 2R (TAssert Identity) Z5F8]) TlE. IRTHESTINE T, L7eh> T, StoreFront #
—N—ZBRTHICHFRI T BHELHD T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16


https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html#in-session-behavior

JI7FL—>a B —EX

Securty

(Group or user names:
BSTF—1 (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 2——HFASZFRLTAJ A TEBZ VDA YD R e, FASZN L TEEAEZRITTE 51—
—DUR b,

* VDAERDOEETIF. FASZERALTA—Y—%20J4 >3 VDAZIEETET Y. VDAD—BDT7
I MER AV E2—2—ICBRDET,

« I-F—EROBETIE, FAS ZEBLTVDA Y 1YY T8I—F—%EETEET. I—H—0—¥
DFT AN MER XA Y A—HF—IZBD £ T

E:

FASH—N—DVDAB LUV I —DRXAVEEBELBEZ AN VICHBHEIF. T4 SOFIREZEET
BPHENDHDEY,
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EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain
Computers

Rehving Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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JITL—2aviEi—EX

Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

Cloud L—)L: Citrix Workspace "5 ID 7H—> 3> &SfE L FIC. TOIL—IIPBRAINZDERLETD,
Citrix Cloud Ic##4: 3 3 v =i, Citrix Cloud TEBT 3L —IL%EBIRL £F, [Connect to Citrix Cloud]
22a>nl)>ohs Citrix Cloud ICEGL7E. - EEBEITZCHTIET,
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Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Publish

Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Reauthorize

Create a rule

You have a rule configured: Default

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

Citrix Cloud N D47

1. [Initial Setup] # 7@ [Connect to Citrix Cloud] T [Connect] 20U v oL £,

FAS #—/N—% Citrix Cloud i2###%: L T. Citrix Workspace TERTE %9, ZdCitrix Workspace mitE%
SRLTLLIETW,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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https://docs.citrix.com/ja-jp/citrix-workspace/workspace-federated-authentication.html

TJxTL—2a i —EX

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

0 Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish™ to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create a rule

You have a rule configured: Default

\
Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- [m] X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. GBSV REERL. [Next] 20Uy o L&Y,
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4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.
Registration

Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead (deprecated)

=

7L a—7Tlix Citrix Cloud 0 #%FERTE £,

3. Y4V RUIIR—BOBRI-RARRINET, SO I— K& Citrix Cloud TERBINZHELBD £T,
L <& TCitrix Cloud ZEHT 24 > 7L S RBFOFR] Z2BRBLTIZEL,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html

~

JxFL—>3>

o

B —ER

4 Connect to Citrix Cloud

Choose cloud
Registration
Choose a rule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:
I Copy

Confirmation Code:

DDQISDAI Copy

( Waiting for confirmation...

=y -

4. BRO— PRSI NLS. FOYTHIOVUI D SHBERY Y — XDz RIRLET,
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&+ Connect to Citrix Cloud

Choose cloud
Registration
Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

-.‘

Resource location:

My Resource Location v

D -

5 BEICRUCTHEETAYY FEBIRUT FASH—N—%8419 51V —RDOBA%ZERL £9, [Continue]
Z2OUw oL, BBROU4 Y ROZBALEY,

6. [Choosearule] £ 3> T, BEDQIL—INEFEFBITZD. L—ILEERLET. DRAN] 200w oL ZE

ED

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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&4 Connect to Citrix Cloud

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
2 1will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. [Summary] #77T [Finish] #41) w4 LT Citrix Cloud ##i%2%T L9,

4 Connect to Citrix Cloud

Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

25



JIT7TL—2aViBEi—EX

Citrix Cloud T FAS #—nN—p&gR S . CitrixCloud 7HTU > b [UY —XDFF] R—JIZRTINFE T,
=
4> 7L = X FAS #r—/\—IiZ%. Citrix Cloud & Citrix Virtual Apps and Desktops NDEE 7 7 X & F
A2 1—H—fAEZRITTEIE T,

Citrix Cloud » 5 D418k

Z @ Citrix Workspace @ st EZD#BAICHE o T Citrix Cloud o U Y — X DFFH 5 FAS —N—%HIBR L /=
#%. [Connect to Citrix Cloud] T [Disable] #3RL £,

EEHEAN 159

June 5,2024

COEIaVORETIF. 7x7L—2a il —EX (FAS) OBELRBRS S UBEICOVWTHRAL Y,

REBHR

e FASOA YR b—ILEFIHAE Y b7y FICDWTE. T VA b—JLEiER) #B8BLTLLETL,
s TEE7—*%77Fv1 Tld. FASOEET7—FFT U FvOBEXHAL. FODERLET7—FTI/FvICETS
ZDIEHLDEREADY U EBHELTVWET,

TFHFYMEREDO I TL—a Rt —EXZBMICT S

June 5,2024

CORETR. YLFTFYEIR—IRY—ER7ONA4— (MSP) BIET7 7L —>aryRilEF—ER
(FAS) #B8MICTBFIBEICOWTEHPAL £, %L < &, TReference Architecture: Citrix Service Provider) %
BELTLLEIV,

BIRR S

o CitrixCloud EO RXA > VY —ZADBRAANOERE T VL R1ENDH B, L IE. TEEEEREZLTET
%1 ZBRLTLIET W,

o T b2 MSP OBFEA Y b7y TINTWS, s¥L <& TCitrix Daas for Citrix Service Provider)
ZBRLTIRET W,
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https://docs.citrix.com/ja-jp/citrix-workspace/workspace-federated-authentication.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/deployment-architectures.html
https://docs.citrix.com/ja-jp/tech-zone/design/reference-architectures/csp-cvads.html
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#modify-administrator-permissions
https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#modify-administrator-permissions
https://docs.citrix.com/ja-jp/citrix-daas/setup-for-citrix-service-providers.html

MSP ERZ D1ERL

1. Cloud Connector %M L T. Active Directory K X ># Citrix Cloud THRTE3&3ICLET,

Cloud Connector #2414 >Z b—JLLT. A2 TFLIRD1>YTS5X S5 F v % Citrix Cloud 123845 L £
ERS

FYVTLIRORXA 2Oy rO—F—ICBEEMITSNER XTI [IDELVTIERAER] > [RX1V]
THERETHZ e ZEBLET,

v - o X
Citrix Cloud x  +
<« C (Y @ uscloudburrito.com/identity/domains * O :
= | citnx 2 o
© |dentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain C Refresh | [_] Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

MultiFas.local N
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

RXA>Z2TFYMIT7zTL—23 > L&Y,
BXAVZBRL. FOYTE T AZa— () Z9Uv L. [TxT7L—2ar XAV 0EE] 200
vILET,

B Citrix Cloud x  + v = o X
<« C Y @& uscloudburrito.com/identity/domain: e % O :
= | citnx 2 e
< |dentity and Access Management

Authentication Administrators APl Access Domains Recovery

+ Domain C Refresh | [_] Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

MultiFas.local eoe >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v

THYrERDIFT [+ 22Uy I LET, RIS, LEA] 20Uy I LET,
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https://docs.citrix.com/ja-jp/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html

Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
SEearc Q
FAS Tenant1 with service profile. +

( Cancel )

3. BEMIFSNIRXAIUDRTF U MIBFETZ L ERBLET,

COFIBEIFAF>a>TT, TFTFYMEREOIVY —IILICHA YAV L. RXAYH [IDBLVTI/ERE
E] > [FXAY] OTFICRREINTVWB I ERELET,

@ | Bontos

< =06 =
o® & om=

= citnx T

« Identity and Access Management

MSP EEZEICRD £ 9,
FASH#H—N—%<>X k—JLL. CitrixCloud &8 L %7,

77> ko Citrix Virtual Apps and Desktops UV —XhEEE I TL 3 Active Directory (AD) 7L
AMIFASZA YR M—ILLET. FASZZD AD 74 L X MIBE[ITSNTITT RUY —XDFZRIC
#BGELET, FASH—N—ZA>ZAb—=ILTBICIE. TH R F—)LEiERI Z28BRLTETL,

5 THUFEFEZBRLEY,
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https://docs.citrix.com/en-us/federated-authentication-service/2402-ltsr/install-configure

TFHYFEED FAS ZEMICT S

« IDZFONA4— (IdP) Z#ELEY
THYMERICUIDEZEY, [(IDBLUVT7I/EIEE] > Bl ICB&HLET, ID FONIZ—IC#
SL. ADHID 7ONAE— AL TWVWES e BB LE T,

e TFYFDFAS ZBMICLEFT
[T—0 ZAR—BAE] > [EBEE] ICBBL &9, RELIBAZERL. FASZHEMICLE T,

B Cios Coue x +
< C 0 & uscoudburito.com/workspaceconfiguration/authentication e % O@ :

= cilnx 2 o

“« >

Workspace Configuration

Access Authentication Customize Service Integrations. App Configuration (Beta)

in to their workspace.

Connected identity providers

For more authentication options, you need to first connect the identity provider in Identity and Access Management > Authentication

() Active Directory

@ Azure Active Directory

Federated Authentication Service
C th the Federate

Unified user sign in flow for Citrix Files
When enabled. all employee and external users (clients) will be directed to authenticate through the same sign in page.

If kept disabled, users will have the option to choose as external

BERI DR

TFYRDTTTL—2aY RAA Y ZHIBRT BE1ICMSP RX1 >V ZHIBRTd . BRIOMENREELET., T7
YHIMLUTFAS ZBICT B R TEIETH MSP O RXA UHFEELBE WS, FAS BKBLET,

Azure Active Directory T > > J I B > F Y

June 5,2024

Citrix 7z 7L —> 3 VB —E X (FAS) &, KX >B8miE# Virtual Delivery Agent (VDA) (2> > J LY
127> (SSO) ZRMHL £9, FAS &, VDA A Active Directory (AD) IZxf L TA—H—% R T 2 7=8HICER
33521 —H—iAEZ VDAL L BICIRMET BT, SSOZERRLFT, VDALY IVIcHA>A TR B
BB LTAD VY —RICTIVERTEET,
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Azure Active Directory (AAD) 3. AD £ AAD BiZEH AL TEETZ3DON—KNTY, Chickb, 1—H—&
IYEa—42—0EFONATVy RIDAMERETNES, CORETIE. FASOFERKICVDAEY S 3 YAH S
AAD A SSO #RIRT 2= DICHEREBIMOERICOWVWTHAL£Y., ThiZkb. 2—%—IdBE8:E% L T AAD

THRESNIT TV =23 VIl IVERXTESRLSICBRDET,

pE o

o AAD TSSO ZER T 37c®I. FAS DY BHEBRISHED D FH Ao

¢ FAStv > a YNIEERZERUESL D FE Ao
s FRON—U3 D FAS ZERTE £,
e FASZHR— b+ 323FERDON—23>D VDA ZFERTET XY,

RDFIE. AAD SSO DFEDBMBEZTRLTVET:

AAD BEDFEsE VDA IZ R X1 U BINFH
BIEIR AAD > — L L X% SSO #{ERT
3

Active Directory 7z 7L —>3> ADFS T Windows sB:E2BE#ICT
H#—EZX (ADFS) o7z 7L—> 3

E
H—FEN—=FT®ID FONAH— Y—RN=F4DVYJa—-3 %
D77l —3a> EIEIERA)

VDA IZNA Ty REINEH

AAD SEBBEN—X DR ZFERT %

WS-Trust certificatemixed T> K
RAY RBEMCHE->TVWBR IR
i )
T—RN=FoDVY)a—-—>3>%
(AR

o BEXWRAAD X1 Vid. AAD TL—H—BENTONB XAV THD. %17« 7 AAD FREEE Hidh

BLbbHOET,

e JxTL =232 AAD RXA 3 SBEEZRIDIGFRICUA ALY b 95 L 5IC AAD BB SN TWVS KX
VTY, feezld. ADFS £7l3—FN—FTx D ID 7ONAHZ—IZH L TTY,

s N1 T Uy REIMEH VDA IZ. AD £iiE#A T AAD BIEH T,

R X1 > SMmiEH VDA

R X1 >38miEH VDA OiF4a. Windows B3 (fEkiz4E4E Windows B3 (Kerberos) ¥ MghTWE L) %
FHALTAAD ADSSO #RBELFd, 2—H—H VDALY 3V AHLS AAD TRESINI-T IV S5—>a>il7
X923, AAD ADREED I THhNE T, RO, RETOLXOBMEXZRLTUVWETD,
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Federated IdP AAD
or ADFS

B
; 4. Authenticate
! with Windows
~ A 4'. If federated, Authentication
2. AAD-protected | 3 chalignge 6. Access Wirdows
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
‘ 1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

ERELEEMIE. AAD RXA YD BEERERHI T TL—2a VML >TERDFET,
BIEWNRAAD RXAYDEY b7y FICoWTR TO—LLRO VISV F Y] ZBRLTLIIES W,
ADFS £ 7z 7L —>3>&N7 AAD KX > D5E. ADFS #—/\—T Windows Bt eBIC L £7,

H—RN=FToDID 7ONAE—TzTL—2a3 >IN AAD EXA 2 OBE. AKOY ) a1—>3 A EFEL
£9o NLTHKRELRFEIF. ID 7ONAF—ICBEBVEDE T,

i

N1 Ty REIMEHAVDARL RXAVEMEAVDARBICUZ TN TWEY Va—> 3 FERATEIL
HTEEY, el FASZERI 355, AAD 7S5/ UEMRL—o> (PRT) BEREINEEA

N Ty REIEH VDA

NA TV REINEH VDA IE. AD & AAD ICRIBFICBML ET. 2—H—DVDAILH V12 TBE. RDT—T
1770 FDMERENET:

« AD UV —2RIZxt L TEREES 3728 D Kerberos Ticket Granting Ticket (TGT)
e AAD VY —RICX L TEREES 27D TS UEH b—2 > (PRT)

PRTICIZ. 2—H—r Va2 —42—0OEAFICEATIBERIEENTVE Y, CoBERIG. BEISIELCTAAD &4
NETIERRIS—THERINET,

FAS 13 VDA (CEEFREZ IR L TaA—H — %R T 570, AAD DIEAZN— X DA RETN TV BIFEICDH
PRT 2 TE &9, RONE. BAETOCLROMEZRLTVET,
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AAD Federated IdP
or ADFS

A

3. If federated,
with FAS user certificate authentication
certificate happens at

4. AAD PRT| 3-Authenticate to AAD

the IdP

2. Kerberos TGT

A

1. Authenticate to AD A
‘ with FAS user
certificate Domain Controller
Hybrid joined VDA

EREREEMIE. AAD RXA VUHEBREIN 7T L—>a ML >TERDET,
BIEXR AAD R X1 >DiHFEIE. AAD CBAZ#BRIL £9, 2L <&, TAzure AD sEFAZER— X DRI DHE | 25
BLTL7EIW, VDAIZAAD CBA%ZfFEARAL. 2—H—0 FASHEEIC L > Ta—H—% AAD ICFREEL £ 95
pE
Microsoft D RF a2 X > FTld. AX— b H—REAEZEFEALEY A VI VICDVWTHBALTLWETH, &
CRBFEIGFFAS - —sEAZEZFER L TH A V1 V3 BHICERAINE T,

ADFSIC7xzFL—>a>y3niz AAD R X+ >oiEa. VDA I ADFS —/N\—® WS-Trust certificatemixed T
YRRAVbEFERALT. 2—H—0D FASIEFRRZIC K> TA——% AAD ICRH L E T, COIYVRRA Y MET
T TEPICHE>TVWET,

YB—RKN—=FT4DID 7ONAE—=ICT7zTL—>a3>3niAAD KXV DIBE. REFEDOYV U a—> 3 U EE
ITREENDD FT, ID FO/NTH—IE. WS-Trust certificatemixed T> RiR+1 > b #RETINELRDD X3,
ANILTHRERISEIZ. ID 7ONAME—=ICBERVEHLELETL,

AERARE DR E

Juneb5, 2024

CDEETIE. 77— a Bt —E X (FAS) %:ERA#RE (CA) H—N—CHET 2 HDEMREIZDOWV
THALET, CNOSDBEDOREIF FASEEIYY —IILTHR—FINTWEEA. COHBATIZ. FAS p2Hd
% PowerShell APl Zf AL 9, CORBICERHINTWVWBHBEEETI 380IC. PowerShell 0BR8N % /2
LTLEST L,
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TJxTL—2a i —EX

FAS TIER T3 71HDEHCAY—N—DEY T v

FAS B>V —ILzFERAL T, EHOMIAKEET FAS Z#E L. IL—ILEEREI3FETI X7

4 Edit Rule — O x

Edit rule "Default"

Template Choaose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

[
w
-
[=]
m

Apply

EIRL 729 R To CAB Citrix_SmartcardLogon sEBAE 7> 7L — b (FF@IL—ILTERLIETYTL—R) %=
NHETBIBELRHD XTI,

FEARATZVWTNHID CAHRKRELRT YL — b2 2BLTLWAWES. CADIRF#EE Yy c7 v 7T 25FIERR
TLEYS
E
CDFIEBTHERSNIBAEAZIZE D CA THHERATE 370, IRTOCATIDY—ERX%RET 3 FIE
ERITITZIHEIEIHD £ A

BESNZIEDEE
FAS H—N—%8EHD CAH—N—THEHELcRIZ. 1——BREOERIIBHEFADIANTDO CAH—N—FET

fiEchEzd, ISIC. BREFAD CAH—N—DS5SBEVWITNHTIST—HRET S L. FAS H—/N—ILBDfERT]
e CAH—N—ICIDEZ 9,
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TJxTL—2a i —EX

Microsoft :FPEH#RE % TCP 7 7 X BICHER T 3

FAS (3 DCOM %ER L T Microsoft CAIC7 72X L %9, DCOM idR—h 135 A L. H—EXHUvIY
LTWBR—hrZRELET, 774N INTIE VRZVIR—MIBWICEIDHTENET,

CNICED. D747 04— EFa) T4 DRENERICHRITEMENBHD £9, Do, Microsoft TIEERH
R— b ZBRTZHDREERITTVET,

Microsoft CA TEHAR— bR T 3I1CIE. [REZ— k] > [E7] >dcomcnfg.exe%i®IRL T DCOM #mE/X
FNERIET, [AYEa—%2—-]>[¥rd>Ea—%—] > [DCOM DiEnL] DIEICERL T, CertSrv Request
/—RERRLET, &iZ. CertSrvRequest DCOM 7 U —> 3> 7ONT 1 ZmELF T

CertStv Request Properties | ? | X |
General | Location | Securty | Endoorts | identiy |
DCOM Protocols and endpoirts
Y ... defaull system protocols

Select DCOM protocol and endpoint SN

Salect the DCOM network protocal sequance that you want to
=y~ dd_Enterthe endpoint detals and click OK when you have

firished
Protocol Sequence | Connectiononented TCP/IP v]
Disable profocol sequence
Use defaut endpoints
®) Use statc endpoirt (900
() Use intranet range of dynamic endpoints
() Use intemet range of dynamic endponts

| ok | | Conce

oK || Concel |

[TVRRAVM ZZELTEHENIVRRA Y P EZREIRL. TCPAR—ESEREELEFT (LONMTIZ900 T9).
COBITIE. TZ74 7T 4—I)LIdAR—F 135 &7 R—+ 900 #5Fr] § AU EHHD 7,
TE#BEAT 3IC1E. Microsoft sEER%E=EES L £ 9,

DCOM ICIZF RPCAR—+ 135 2RI B2 I —>3 Y RT—UHH B 76D, FAS H—/N\— (FT-I3EPAE%
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FRTZEOMDTIY) 2RI IVERIHD EFtA. 75172 D' DCOM ZHERTZHENHZHE. 751
7> hdt—/\—d DCOM RPC Service iZ#4i L THED DCOM H—N—ADT7 7 XZBRLEY, hiCE
S TR—F900 (Cofloizs) NN, DCOMH—N—@FI 51T MIZDR— MMIEST B L S5ERLE
ERS

IA—F—GERREDFRIER

A—H—iEEN FAS H—N—ARTEIERINZ . I—F—OAJ A VICH D BRI KIBICIEHBINE T, X
DU a>TIE B—F3EHD FAS H—N—T1—H—iBAEZHFER T 35 EICDOVWTHAL I,
Active Directory 21— —D—EB#EEL 7

AD I LToZIVUERITL. A—H—D—BZRDOHPDLSICT 7ML ((cSVI7AILRY) ICRETZLICEK
D, :IFEDERERET S EHNTEET,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
Sfilename = "user_list.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," $filename

}

<!--NeedCopy-->

Get-ADUser &, 2—H—O—BZERTZODOZEITY KLy b TT, EROFIICIF. UserPrincipalName
ER/BEAT—HAN TG 01— —DIHE—BRRTBZ T ILZ—5IBPEENTULET,

SearchBase 31#kic& > T. AD D2A—H—RENGIEINE T, IRTOI—H—% AD ICEDHVWBEE. ThE
HBEETEEY, F: COUVIVICE-T. ZHOA—HF—DIREINZAEIEEMLHD 9,

CSV ooMRIZ. RDELSICHED FT,
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Bl user_list.csv - Notepad
File Edit Format View Help

"UserPrinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@bvt. local”
"testuserd@bvt.local”
"ucs3B@bvt. local”

"ucs3io@bvt. local”
"jimeAn@bver Tasa1"

FAS # —/\—

T PowerShell 27U 7 Tl UeIER SN ——D—EBA2ERALTI—F—HBRZ0—EBIMER SN FE
ED

Add-PSSnapin Citrix.A*

scsv = "user_Tlist.csv"

$rule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 S$Scsv

foreach ( Suser 1in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address $server.Server -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule Srule

}
if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule $rule

+
}

<!--NeedCopy-->

BHD FAS Y —N-DEFET 355} FEOI—F—DiRENAM Y —N—-T1E. Tz—ILF-N—H-—N
—TlEHOAEFH2EEHENE T,

ERoXo U F g, Tdefaults ¥ WS BEIORAIDIZEDHLDTY, BAIBHELRSZIBES (Thelloy &#Y) & X
YT Srule THETELTLETL,
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Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
hello g W
Status: OK
Template: Citrix_SmartcardLogon
ERMEGIRRE ZENL XY

BROFAS U—N—%2FERFDHEIF. OJF o HFOI-—F—ICREBTB %< FASTEIIAZEZEHRTE F
ERS

A

GUI ZEA L TFAS ZBsBsE9 5 HTEERT !

Initial Setup |Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service

An authaorization certificate is configured.

Deautharize this service.

/ Crtearie

You have 2 rules configured.

UTOFIEZRITLET,
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JIT7TL—2aViBEi—EX

1. HLVERAIEFRRE #ER L £ 3., New—FasAuthorizationCertificate

2. ROOAYVRICE>TRENBFHLWREIFAZDO GUID Z X EL £ F:Get-FasAuthorizationCertificate

3. FASH—N—%XYFFYRE—RICLET: Set-FasServer -Address <FAS server> -
MaintenanceMode S$true

4, FLVWBILEIRAE = Bl £ 9.Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. FASH—N—DX>FTF Y RE—RERELET, Set-FasServer -Address <FAS server
> —-MaintenanceMode S$false

6. HUVEREIEFBE % HIFR L £ 9, Remove-FasAuthorizationCertificate

B

s FASOA YR —)LEMEICDOWVWTIE, T1 YR M—)LEiER] ORBEZERLTIETL,
o —MRAYA FASIRIRICOWTIE. TEMT7 —F 77 F v 2BRLTIRE L,
o TOMOEMFNABFIRICOWVWTIE, TEHEELERI 28RBLTIET L,

B — (R}

Juneb5, 2024

iZC&IC

HFBAE X FAS U —N—DIEHABT —ER—RIRESNET, AETI3MBEF—13. FAS ¥—/\—d Network
Service VAU Y rEFEALTREIN. TIAIIL P TIVRR—FRFELTIY—IINET,

WMBEX—ICIX2 20BENHD T,

o EERMBASTRAE ICRIETIF 5T WS, Citrix_RegistrationAuthority sEBEZ T > 7L — +H 5 OFBEF—
o I—H—FFRAZICEEEMSIF 5 TWAS, Citrix_SmartcardLogon sFBAZ T > 7L — +H 5 OIEF —

EEFWBAERAZE 11X Citrix_RegistrationAuthority_ManualAuthorization (7 #JL b T 24 BRIER) LU
Citrix_RegistrationAuthority (77 #JL b T2 E/EEM) O 2 DOBENHD £,

JIFL—YavRIET—ER (FAS) BBV —-ILD #HEEy 7y 7] 2T0FIE3 T EEE
N [FAT3] 200w o328 FASH—N—ICL>TEF—RT7HERITN. GIEZEZIEKXRHD Cit-
rix_RegistrationAuthority_ManualAuthorization sEPAE DIEFAMEIICIXE I N E I, Chid—BRIAEERAR
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JI7FL—>a B —EX

ETHOD, TTIAIPT2ARBMEMTY, MEAKBEIZEINICHEREZRTLERA. IAEZRITIBIC
i3 BEEBICLZHAPRETOFHOERTAINBETY, SHBAEN FASH—N—ICRITENhB . FAS I
Citrix_RegistrationAuthority_ManualAuthorization & % £/ L T Citrix_RegistrationAuthority zEB8
E (F74IMT2EME) 2EBMICEVEL £9, FAS #r—/N—I&. Citrix_RegistrationAuthority :FBZE%
B89 % & ¢ <IZ. Citrix_RegistrationAuthority_ManualAuthorization O:FBEZ & +—%HIBRL £ 9,

TRMEERER U S —3MBEF—ZMEIZ3BDINTUIHL T, TV FL—rTHERSN I —t v bt
T RHAEERORETZHA T 370 BREEIASICRIEMITONMEF—IFFIKETT, BR LT C
DF—ZEETZHDORIENTH., Ly bROI-—H -k BRRIEHRTEET,

ROWTNHZFERAL T, ABOLEF 1) 7 EFICENL THEXF—IMMREINSLSICFASH—N—% B TS
F9:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. #7:i& Microsoft V7 bz 7+ —3 iR 7
ONA 44— (BHREERRAES L1 -1 —EEEH OMEF—H)

s FSAFYRTSY T F—LETa—IL (TPM) FvT=EB LT Microsoft 75w b7+ —LF—E1E
B7ONAZ— (BRFEREMAZOMEF—H). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zi& Microsoft V7 ho 7 —ZBETON1 4 — (2—H —:EBAZEOWEF—F)

e N—RIZT7EF2UFTAEIa2—)L (HSM) RYA—D HSM 7 N1 Rz FERALBESY—EX i3+ —
REETONT A — (BREERES L1 BHEEHOWET—)

MWE* — DBHRE

300F7>arvos5s50nweEnhEFERALTCFASZERLEY. 7TFAMITr2—Z AL T Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L2 REL T, 77 1L DT 7
)Lk DIFFRIE FAS H—/X—o Program Files\Citrix\Federated Authentication Service 7 # L4 —T¥,

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (C5P) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.Client5DK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RAES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- sSpecify RSA Key length -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog"” value=""/ -->
</appSettings>
<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS 3. U—EXDEFRICOAMERT 7 1L EZZHAHRAZE T, WITNHDEHEESNIIZAE. HLLREZ RIK
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TJxTL—>a ViRt —EX

TEBLDICFAS zBEFTIHVENHD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLOBEET 2% XD L H D BRE
L&d:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG API ot1b &

& aOX> bk
true CAPI APl %={£EH
false (74 1) CNG API #{FHH

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (B3 3 70O/N1 4 —D&#)

& XYk

Microsoft Enhanced RSA & & T* AES F7 A4 K CAPI Z7ONAHE—TY

Cryptographic Provider

Microsoft V7 b 7 —8IEEH T O/N1 4 — FI7 A4 MECNG 7AONAHA—TTF

Microsoft 75w b7+ —LFx—EEIE T ON1 4 — F7AINETTPM ZONAE—TY, TPM |2 —H'—

F—ICIZBEDOLEFEA. TPM IZERIEEF—ICDAHE
HL&Y, FASH—N—%REBURETEITIBZFED
HBEIE. TPM BLUONAN—NAHF—DR >V —IZRAE
UHHR—bEINTVEIDNESHZRRB LTIV,
HSM_Vendor CSP/Key s2i&ig 7O/ 1 4 — HSM ARV A —Z &> TIREINE T, BRIV A—IC
o TERDFY, FASH—N—Z{REHIRIETRITT
BZFEDHEIF. HSM R F —|CREUHHHR— &
NTVBIHESHEBRBL T,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI Dig&DHMHE)

& aOX> bk

24 F7 4L METE. Microsoft KeyContainerPermis-
sionAccessEntry.ProviderType Property
PROV_RSA_AES 24 #&B L 7, CAPI THSM %Zf#
BY38a8. BLCHSMARYZ—TRDE1 TEIEE
TNTVBRBEUIME. EIZ24 THIUBELHD £,
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TJxTL—>a ViRt —EX

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS i@+ —igE% R1TT 3%
ENH2EEIF. CCTHERAINTVLWSEEZERALET). MBFX—0 ITIVXR—FAEE 759 Z2HILET, /\
—RIT7THR—-—FINTVRHEEIF. TPMF—IX L —COFERADHFIINET,

& dX>Y bk

NoProtection MBEX—ZITOAR—FTEFET,
GenerateNonExportableKey TI7#IMETTY, MEF—ZIIXR-—FTITEEA
GenerateTPMProtectedKey MEZEX—IETPM 2R L TEEINE T, WEX—IF

ProviderName T#g%E L 7= ProviderName (ffl:
Microsoft 75w b 7 x# —LFx— 2B 7O/N1 4 —)
ENLTHRIASNET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (#Zx—n 41 X% v MBI TIE

)

& aX> bk
2048 TI7AIMMETY, 1024 £7-13 4096 = {FHEIT 3 &
HTEET,

BRI 7IILOREZUTICRBLET (1AM —IEOT T AL FRERIFTRLTVET).
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Provider

L “True” “False”
egacy
CAPI API (CNG API)
CsP ( i )
Crypt 32 Lib CNG Lib
Microsoft
Provider Fnhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. csp KsP Software KSP Platform KSP
Name Cryptographic .
Provider
2
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, Pt or 4096

BT FDf

1

CofEITIE. Microsoft V7 bz 7 —REEHIONA A —EFEAL TRATN TUV R BFILEIRAZONE T —
LUV —REEOMEF—ICDVWTEHBELEY,

CNETTAIL DA YA LEDEBRTY . BMOWEF —EBHRIETFRETT,

52

ZofliE. Microsoft 75w b 7 —Lx—REH7ONAE—%2FERB L TFAS Y —N—DIHF—R—KFDN—FK
T 7 TPMICEMEI N TV S EREEIAZME T —. LU Microsoft V7 boz7x—gEBE7/ON14—%
FRALTBMINTVWR I —EREWEF—ZRL TVET,

COTFIFTIE FASH—N—DTHF—R—RLED TPMIETPM OEETD K F 2 XY FMZEDWVWTBIOS TEM
wIh. 2% Windows T INTWVWEHDE HBR L TWE T ## L < & https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)% 8RB L T £ &L\,

FASEEI>YV—IIOFERA FASEEIVY—-ITRATISAVOMAZTEZERZRITTIRV O, HAHBTE
RISEIEIRAE DA > 51~ DEFEBRERDFRISNAVED ., FASEEIY YV —ILOFERIEEB®H L EE A,
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FAS o#IElDOty b7y FFIEORITH. SAET > L —+zEBRAL TAA#REZ Ly 7y FLIE. T—EX
ZFral (BB OFIE 3) T3R1ICRZITVET:

FIEL: UTOFTZROCEDEEL T, BT 7 1L ZHELT T,

<add key="Citrix.TrustFabric.ClientS5DK.TrustAreaJoinParameters.EKeyProtection®
value="GenerateTPMProtectedEey" />

T7AIIEUTOLSICRRETNE T,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.KeyProtection" value="GenerateTPMProtectedKey" />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging:
<!-- add key=

vent log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->

Citrix.Authentication.UserCredentialService.Systemlog.Loglevel” wvalue="3" / ——>

<!-- Logging: nt IDs to not log (comma separated) —->

<!-- add key= rix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog"” value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—%D TPM TREF—DORIMNERINTVET, TIFILFOF—DRTIF. 2048 EY FTT, BEVD/N—FRY
IFPTHR—FINBREIDF—ZIBEL TV,

FIE2: Citrix 7z 7L—>a VY —EXZ2BEHL T, BRT 7ML SOEERALH XY,
FIE3: T—EXZHFATLEY,

FlE4: GEREEY —N—hn5. RETPOIAZERZFETHEITLE T, BREETMPELIBEINLS. EEO
Y=Lty r Ty FIEFOFIEIDFRICELD 9, COBFAT. ZFILEIRAZE0OMEZF—I13 TPM TER
TNTVWET, SFBAEZIRET 74 T2 EBBEWNTI,

ZREEHAZEOMEF—HA TPMICELKBAINTVSZ Z L 2R T 3I1Ci1d. XD PowerShell <> k%&ER
LET, BRIEEMIAZOMES -1 TPM IZBMI N TV BIBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider I8 8ESNE T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

FIES: ROLSICEBR T 7ML eHELELE T,

<add keyv="Citrix.TrustFabric.ClientS5DE.TrusthAreadoinParameters.EeyProtection™
value="GenerateNonExportableley"/»
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FAS [ TPM TRESNcF —TA—H—fAEEM TS I, TPM BRRIEDOEBICITEENETE S
Rt B D 9

FIE6: FASZBEFHLEFT, CNICED. Y—ERICLZEH T 7 1 IILOBFAAHDREI TN, TEINED
RBEINET, BHEOBFHWE X —IRELI—Y —AZEXF —ICHELX T, CNSDRETIZ TPM ICMEF—H
REINEFEAD. Microsoft V7 rx7E—RiEs7ONA 4 —IMERINET,

FIg7: FASBEIYY—ILT UL—I] 27Z2BRL. T1 VA M—JLEER] ORI > TREZHEL F
¥o

PowerShell fEA PowerShell ##H L T, EREREIAEZER A 7S50 Y TERTIET, Zhid. :EPAHE
DAY VOMPAEZEEZERTEREEIAZZRITTICHBVLSICLIEVERBRICELTWEY, FAS E12
AVY =N ZFERALTA TS TEFEEIAEDERZEREITS CIFTEEE A

FIEL: BEIVYV—IIL=zERALIE FAS BEEICIE. RO TEAET> 7L — ORI LU TEEAEED
Ty bTPYT1 D2ODFIERITERTLET,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE 2 SRR — /N — TGRS T >~
TrTL—bEBEIVYIL. [TUTL—bOER] ZBRLET,
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TJI7FL—>a Vi —EX

[—H&] 27%ZBRLET, TUTL—FREEMPHEZEELET. 0BT, 7> 7L—EIZ Offline_RA. &
HEARIE 2 FRE T,

Subject Name
Superseded Templates
Compatibility | General

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish cerificate in Active Directory

|| Do not automatically reenroll f a duplicate cerfficate exists in Active
Directory

FIE 3. IR —/N—T. GEEABI MMC X+ v 1 %ZEBMLEY, 3. EERET>TL—F 260U v Y
L&, [BRMER] =BRL. [RITIZHMBPETVIL—F 20Uy I LET, EBLI@DDOTYTFL—
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EEIRLE T,
FE4: FAS H—N\—TxdD PowerShell v RL v b EHEAHAAAT T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

FIES5: RSAF*—~x7% FASH—/N—0 TPMRTER L. FAS #—/1\—TXxd PowerShell av> FL v kZXN
DUTHBREEBREREZERLE T, . —HD TPM TRF—DRIHFIRINE T, T I FDF—DRT I
2048EY FTTo N—RITZTTHR—FEINTLBF—DORIZIEELTILET L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN
of FAS Server>

5

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

UTFHRRINET,

XE:

« IdGUID (ZofiiTid M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IFEGDFIBTHETT,

« ZO PowerShell A% > FL vy ~d. BERMBIAZEOME X —DERICERINZ —RNA TEEE]
CERHEMLTLET L,

e COOXYRLY hERTTSHE. FASHREIBINZ L SICHER T 71 IILD S AENZELF T
vIEN. FRTZF—ORIVRESNET (TT74/LHIE2048 TY),

« ZOFED PowerShell i2 & - THIMA S 1 3 ESRIGBIEFAZME F —121ET-UseTPM 7 Strue IZRE
TNTVWBTH. 771D 5DMET TPM OFERICHELRREIC—HLAVDHDIFEFINE T,

e COOXRYELY FDEITICE>T. BT 7 M ILDBRENBEEINDZI LIEHD £FHE A,

o FAS THIAT N3 BGO 1 — —ERENEF —BEIRMEORITHRIE. FASHRBLEIICT 71l
NEFHmARAENTENFERINE T,

e FASH—N—P21—H—3AZEZHITT 5 L T 7 7 1)L T KeyProtection &%= GenerateTPM-
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U4

JI7FL—>a B —EX

o]

ProtectedKey IC:8E L T. TPM TRESTNZ 1 —H —iIAENEF—FER TR cHTESE
ER

TPM A F —RT7OERICERAINIC E 2R 5121 FAS H—N—ETHF—RT7HER I N7EE D Windows
ARV EA=—T—DF7FUr—a3>0dzFzyv I LET,
@ Information  22/07/2019 12:38:42 Citriz.Fas.PkiCore

@ Inforrmation  22/07/2019 12:55:41 Citriz.Fas.PkiCore
Il Information  22/07/2019 12:59:41

14 Mone
16 Mone

Citric.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrze.Authentication. FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1159d864d82e]

. T[TPM: Truell B ->TWVWET,

OJIEUTOLSICHES FT,

Application Number of events: 3

Level Date and Time Source EventID Task C..
@Information 22/07/201912:5%:42 Citrix.Fas.PkiCore 14 Mone
1 Information 22/07/2019 12:59:41 Citrixc.Fas.PkiCore

@ Information 2270772019 12:59:41 Citrizx.Authentication.Federated AuthenticationService 15

MNone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey::Create [Identifier afae7c8d-33ff-4cf6-bd96-75fa3eb06d3e_TWIN][MachineWide: False][Provider:

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

7 : TProvider: [CNG] Microsoft Platform Crypto Providers £#%->TWE Y,

FlE6: SIAZEERE I3V ETFRAMI T+ Z—ICOE—L. TFRAMT7MIILELTT A RVICRELET,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: LTI K% FAS #—/N\—d PowerShell ICAZIL T, iBAEERERZBKEICXELET:

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>"\<certificate request file from step 6>

1
certreq -submit -attrib "certificatetemplate:0ffline_RA"C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

UFHRRENET,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
1 1 Enrollment Poli

cy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

COBRERT, TEERABID—8 ] U Y RUDRTINBZEREMDNH O £3, COFIOERAEEITIE http (£E36) &
LU DCOM (TE) BREOMADVEMTY . FATETSHRIIDCOM AT 3 v ZERLET,
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JIT7TL—2aViBEi—EX

Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENFEE SN B . PowerShell ic& T RequestlD AARFENE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1d

ap:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: :ERAERI Y —/N—D3ERAIRE MMC X+ v 71 > T [Pending Requests] %2 )v o L%xd, EXRID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [RITUEIAE] /—FZzBRLE T, RITLEEDD OFEEE (BEXRID FA—HT 3:HE) 2RDITF
T, EAEEA TV LTHRTIET, FHH] 27200y ILET, [T71IAIE-] 29UvILET,
HEBEDI YV RR— b —RBHAIET, RNl 20U v I LET, ROT7AIEROF T a>&ERLE
ERS
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;

() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

2= [Cryptographic Message Syntax Standard -PKCS #7 Certificates (.P7B)] %#32iRL. [Include
all certificates in the certification path if possible] %4> ICT3RERHD £T,

FIE10: TV XR—hEhiEEAZEZ FASH—N—ICOE—L &Y,

FIE 11: FAS H—N—LETHXRD PowerShell v RLw b EANHL T, BREEFEREZ% FAS H—N—IC1 >
R—bLET:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>

5

Import-FashuthorizationCertificateResponse -—-address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

: Sacddibd-b484-Gebe-abfi-Gb2ecfdé2eal?
- [0ffline CSR]
:oabe2¥fec-1dd7-4e2b-3963-16ecI 11020

0k

SR EHAZOMEST—H TPMICELKBAINTVSZ L 2R T 31Cid. XD PowerShell v > k%EER
LET, BRLEMIAZOMES -1 TPM IZEMI N TV 3IBA. PrivateKeyProvider 7« —JL Ri& Microsoft
Platform Crypto Provider |88 S F 7,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
<!--NeedCopy-->

Flg12: FASEEIO> Y- EZ&TLTEREHLFT,

P Citrix FAS Administration Console - connected to localhost == -
Initial Setup | RU'GSl Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize
: é is configured.

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A [CoY—ERXRERHTZ] FIEICIFBEOF T v IR—IBMMTVTUVET,

FIE13: FASEEIYV—IT [UL—I] 2T7ZFRL. T4 VX b—ILEER] ORRICKE > TREZHREL X
EXS
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3

COBITIE. HSM ICHEBMTN TV 3 EREEEIREOME X —S LU I —F —AZEOMEF —ICOVTHBAL X
T, COBITIE. BEREAD HSM ZBELTVWEY, HSM (Zid 7O/ 4—%& (THSM_Vendor sKey Storage
Provider) #¥) H&&h &7,

FAS # —N—Z RBUBRETEITT D2 FEDHEIE. HSM ARV A —ICNA N=NAHF—HHYR—-+ThTLBEHYE
SHEERL TSI L,

Figl: EBO>Y—IZFEALFAS Wty b7y TRICIE. RO REAZET V7L —FORRI 4&U
MEERRBE DY 7w 71 D2 DOFIERITERTLE T,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z 8L £3, HSM A CAPI ZERL T
WBHBEa., TONAZ—RBRFa XY FTESKY—EXTONAH4— (CSP) rEBRINTVSAIREEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—Z/EATON14— (KSP) s@ARTnhTWVWBaEMH H D
£,

FIE3: BET77MILERDELSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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JIT7TL—2aViBEi—EX

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CO>FIUATIE HSM A CNG ZERL TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC2E
INTWET, HSM A CAPI =R L TW3IEEIE. ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWAHZHEBL T IEET W, £7. IEIHR
RSAF—4MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBELTLESTWL, O
DFITIE. F—DRTETI I LD 2048 EY MIRESNTVEY, BELAF—DORINBHEVON—FT T
FTHR—FINTVWRIEEBRLTIIETL,

Flg4: Citrix 7z7L—>a VIt —EXZBEFHL T, BT 71D SDEZHARAAET,

FIg5: HSMIWTRSA +—~7%4%pL. FASEEI>Y—)L [Initial Setup] 27T [Authorize] %2
Uy LCEEREERERZERL £,

FE6: Windows 1R FOFDO7 Uy =3>>IV b EFTVvILT. F—RFPHHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

7: [Provider: [CNG] HSM_Vendor s Key Storage Provider] £7%->TWE Y,

FIE 7: 3EPBHRIH —/N—T. :EBAHRES MMC T [Pending Requests] / — R#%&IRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
El1or e BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv U L. [¥1T] 2BRLET,

A [COY—EXZRHAT 3] FIREICEREOF v II—IDRMTVTUVET,
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Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

v

Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

v

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

Publish

v

Authorize this service

é is configured.

Deauthorize this service.

Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

FlE 8:
ER

FASBEEIOYY—ILT [L—J] 27%&ERL. 112X b—I)LCER] ORRICHE > TREEZHREL F

FASGEFRER L —2

FAS Tid.

RBLEY,

HEBRZE DIRTEIC FAS ' —/N\—_E® Microsoft SFFAZ X r 7 EAL FE A, BOHRAZHT —IR—X%EE

BERMEIERAZE D GUID 24 E 9 31C1E. FAS #f—/N\—TXR® PowerShell v~ FLy hZANDLET:

Add-pssnapin Citrix.a\x

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

fcr z1¥. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; “ A\AHL 7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LERTIFILHTE REQUE_T
: WaitingForApproval

A—H—iAEO—BZEEIBICIE. UTZANLETY:
Get-FasUserCertificate -address \<FAS server FQDN>

5l: Get-FasUserCertificate -address cg-fas-2.auth.net

dministrator.AUTH= Get-UcslUserCertificate cg-ucs-2.auth. Tocal

humbPrint : 22 FAOEE9S2125A2F96E7DD2D5 520459
JzerPrincipal Name @adfs. ext

ole 3 defau]t

ertificateDefinition : ault_Definition

xpiryDate 5,/04,/2016 12:02:13

pE

HSM =R L THE+—%®REF9 %H4&. HSM 3> 77+ —13 GUID THBI SN Ed. HSM ROMZEE—0
GUID k. ko< > RLvw hTEIETEZ 9, FQDN of FAS Server) 1. FAS +—/\—®d FQDN T%,:
Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo S$true

i

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
wadministrator: as rCertific: djwfas.net

46b1112
ge Provider

AD2441F A4DE198 : 28DB
joe@djwfas.

default

default_Definition
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e FASOA YR M—JLEBRICOWTIE, TV X F—)LEHER) 28R LTIIZEW,

o —HEMY%: FAS IBIBIC DLW Tk, TFederated Authentication Service D 7 — 57 F v O E] #8BL
TLREL,

o ZOMDEMEMAFIBICOWVWTIE. TEFMERERI 28BLTIEIVL,

X2V TrERYy bT—TDIEK

Juneb5, 2024

757 L—>a Vi —E X (FAS) i&. Microsoft Active Directory & & O Microsoft sEBA&RE ¥ ZiZICHA
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TJxTL—>a ViRt —EX

B

Average Certificate Signing Request Milliseconds

Certificate Count

Certificate Signing Requests Per Minute

Concurrent Certificate Signing Request Count
Pool Key Count

Private Key Operations Per Minute

Ty arvin

Low/Medium/High Load Level

Windows O # > ORBED FSTIL>a—

June 5,2024

A

Bl 1l 07— 42%zFEBLTHEIN . dAEER
EROFIEAR (T UREAD),
JxT7L—>a ViRt —EXTEEIN TV HEE
[} 8
BHriDlpo7r—4zFRALTHEIN. Jz7L—
SV —ERICK > THITEIN 1 9H7=D D3E
BHEZERERDH,

77l —>a VRt —EXTRRBIMEINTVS
AEAEEZERDH,

ERICER SN, AAEBEERICERTS 3% -7
—ILADF—RT7 D,
BHriDlpOo7—4%zFRALTHESN. 7z 7L —
AV —ERICK > TEITINE 1 DH 7D DIE
BEEME T —1R2ED K,
T7x7L—2a R —EXICE > TEHINTWS
VDAt v a >k,
T7IT7L—2a R —EXN 1 9H 7D OHEEE
ZERICEAL THB T 2AFOHTEME, HEM@EIZ. 7l
D1RDT—2%Z2FALT. BREHMINFEzT., 'BE
il LSWMEZBBATI . RRAT7TVERIETRAI
v TOREICKKMTEICHHBD £,

Al 274

CCTI I—H—hREAEP AT — rA— R, FRBEFEEALTOJF 295 S0, Windows 'Rt 9 3

OBLUVIS—XyE—JICDOVWTEHALE S, chsoOdIcid

BHICEATESBERIEENTVET,

AEEAE C AR —EE

RAOKRZE NS TN a—TFT>IT B

Windows Active Directory i3, 21— —0OJ 74 > HIIFAZEZEET 3 VW DHDHAEX F7ZRFLTVE

ED
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TJxTL—>a ViRt —EX

o NTAuth iEFAZE X ~7: Windows ADREED7=6b. I —H—iIBAE% ¢ <ICHITT ZEEAKEE (Db F
T—ViEHR—bEINEEA) # NTAUth R N TICERBETI3HELHDET, CNSDIAEERTTS
IZiE. certutil 7O S AN SRDESICAFILET: certutil -viewstore -enterprise
NTAuth

o L= bBLUHBBER ~7: BE. HAEOJ A YO AT LAIZE—OHBEDAHERETI SO, F
—VIMERFDOHRE. INTOIYY Y LOFEEERAER FTHINSDHEAEEZEEATVWIHRELNHD £,
JL— MR EEINIIL— R RTIC. BED 5 2 BB OHAZIE NTAUth R A 7ICHZBRELHD £
ER

o OJF VHEAERRE JIIL—T R > —: EKU 2 MOFEAER ) > — % &HIRICEE T 3 & S5 12 Windows
EBRTETET, Microsoft D RFa XY by bESBEL T ETV: https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),

LR KRS — PR

AllowCertificatesWithNoEKU EMICT R FAEICAY— M A—ROJ A VRS
—fEfA% (Extended Key Usage: EKU) h'&Fhn s
ENHDFT,

AllowSignatureOnlyKeys 77 #J)L T Windows . RSAESEFT LA

EAEME X —Z2HEELEY, COF TP avid. D
TN —%LEELET,

AllowTimelnvalidCertificates T 7 #J)L T, Windows IZHAFEYINDIEFREZE#4ET L
¥, COATIavid. EDTqIILE2—%EEEZLE
ERS

EnumerateECCCerts FEMARREEE BN L £ 9,

X509HintsNeeded SEEREIC—Ena—Hy—TU > NNILE (UPN) A&

nEVLh, BROBRIIEEREE. COA TP aV%
FRIT 3. 2—H¥—HFFT Windows O5#>7H
TV RERETEED,

UseCachedCRLOnlyANnd. KWFzvIEEMLET (FXr>arbO—35—
IgnoreRevocationUnknownErrors ETRE

e RXr>arybO—3>—:EBAE: Kerberos #GiZBIT B ICIE. IRTOY—N—DEYA TR X210
YhO—5—) iAZEEF > TVWIRENRHD £, Th5id. [Local Computer Certificate Personal
Store] MMC X+ vy P14 o A Za—%=FERLTERTEET,

UPN R CHEFREY v E> Y

I—H—iAER. —BE01—H%—FU>INILE (UPN) 25720 FORIBIRREEICEDZ 2 HEDHL
£,
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Active Directory To UPN &

77 #JL b T, Active Directory ® R THI—%—IF. /¥%—> <samUsername>@<domainNetBios> &
& U <samUsername>@<domainFQDN> ICE < BEEA UPN ##H > TV T, FIATI B3R XAV E LV
FODN iE. 7# L X MIXT % RoOtDSE T FUICEFNTULE Y, ROOtDSE T BE—D F XA ViZx L THE
8D FQDN 7 RL ZAERINTWVWBEZeHHD £7,

# 7. Active Directory ® § R To 21— —I(FBARM%A UPN & altUserPrincipalNames Z#->TW& 9, Ch
5(3a—%—o UPN #38E€ 9% LDAP T> ~UTT,

UPN Ta—%—%#&EI3HE. Windows id. £9° (UPN Z28RB323 70D IDICESVT) RED KXY
TEATH%A UPN 2. SilF THRBUPN 2R L &E 9. —HT210H VG, BERUPN ZRLEZIHA Chid7
FLALDEBBZRAANYTHRREINZZEDRHDET,

ARREYYEYIH—EX

AERAEICHATI A UPN A& £ i WiB A, Active Directory IZEERICH L TER B ABIEHAEEE
rx509certificate; BEICRETEZ34 723 aFo>TVWET, TDLSRHAAEE I —ICFRT B HIC. O
VEA—Z—|dEECOBREERVWEDESZ N TEET (FI7ANMTIEE—DRXAL>VT),

AEINTWBA > avaERTDIE. A——H1—H—THUV r2EELTCIOREORER LIF-D. C
DHEED 7 OX R XA VIREBTHERIND ESICLEDTEEY,

TALRAMIERORXA DB D A—H—H R X1 > ZBERIICIEE LA WEE. Active Directory @ rootDSE
MEREY Y VI —EXOBMZIRELET, ChFFO—NILAZOIIIVICEDIN. TALIFHDOTA
To x509certificate BN F v v aEa—%#FE>TVET, COIYEa—2—Id, HASLFICEIVWTER
DRAA Y TA—HF—THIY b Z2HENICHRETZ-HICFERATI T,

OJZ Y RX1>ay cO—5—OFEREIH

HARBICEBOR A > O FO—F—HEENZHEE. RBEICCD R XA M O—F—HERAINTWVSE D
ZIWELTHIRT B . O 5B L TEETZDICEF T,

KX >y bO—5—0EIRGEE

Windows (Zxt LT, OJ# > THE®D Windows KX > > brO—5—%2BFIMNICERTE 3 720HIC. Imhosts
7741 (\Windows\System32\drivers\etc\|mhosts) ##m3 % Z & T. Windows Y>> HMERT 3 K X1
YAV rA—5—DU AN EBETRNICKRE TS D TIET,

BEZOBFICIE Timhosts.samy EWSRBDY U FILT 7AILBHD 9, BIOxD 1 17%EEBMLET,

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai
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Z T T 11.2.3.4) 1& Tmydomainy K X->T Tdcnetbiosname; WS EFIHMTIISNTVWBE RXr>aY
FO—Z—®DIP7RLRTY,

BiEskic. Windows ¥ VI 0iEHRE AL T mydomain icAZ 4> LET. TNV IMRET LIS,
COERERDETRENHD FT,

FERPORXT >y O—5—0H5

Windows (zO0 4 # VEHC, 2—H—%20O45 A S8R Xr>ay bO—5—% MSDOS EBIBT#HICEREL X9,
ChESBT3ICIF. O R7OY 7T Techo %LOGONSERVERY% | #21TL 7,

ELICET 2071, COAVYYRTRINAEOVE 2 —2—ICRESNET,

THADY FEEAXRY FOBMK

F7#) LT Windows KX >y brO—5—3R2HBTHIY FEEOJEEMHU L TULER A, Thidk ¥
W=TRIS—IT42—T, X2V T REPBRERV>—ENLTHETE XS, JIL—TRU—EEBEIT
1 2—%B<ICIE. RXr>aybO—5—Tgpedit.mscERTLET, BERIS—E2EBMITIE. RXT
YAV EO=-5—FtEFaUTF AT 7 7 IILRISEBHDOARNY OV EREERL £ 9,

g Local Group Pelicy Editor [= o]

File Action View Help

oo 2@ = B

Fy

=] Local Computer Policy ~ || Palicy Security Setting
4 & Computer Configuration | Audit account legon events Success, Failure
B | Software Settings | Audit account management Success, Failure

a . Windows Settings | Awdit directory service access Me auditing

b [ Name Resclution Palicy | Audit logon events Success, Failure
= Seripts (Startup/Shutdown)

= A ; 2u| Auwdit object access Mo auditing
4 B SFcurlt}rS{HIngs . o Audit policy change Success, Failure
4 -4 AFCPWM PT’L:C;ET | it privilege use Failure
b Lg Fasswardroley " | Aaclit process tracking Me auditing
L Account Lockout Policy i !
| Aaclet system events Success, Failure

[+ g Kerberos Policy
4 g Local Policies
b A Audit Policy
I+ [ User Rights Assignment
[ [ g Security Options

w7 Wimddmse Cisssanll wdib Adhssmead Camiising

SERAZEIREEO Y
SERRE BT T v Y

AX¥— b H— RiEBAED DERSEFAZE (MEFX—FE) LTIV RR—bINHBE KOOV RTHRIETET £
¥, certutil -verify user.cer
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CAPI O J B

RXqs>arbrO0—-5—21—HY—IT YTl IRV REa2—7—%BE W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =Hxt L £,

KXq4>d3>bO0—5—C VDAY TARY M a—T—%BE, [7FV5r—yarvey—Ex07] >
[Microsoft] > [Windows] > [CAPI2] > [Operational] iC#£&1L 9, [Operational] 252 ') v- L. [O
JDEML] BRRLET,

T 51 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 TL X U= ERL T
CAPIOJ %A L £9, RDEIFT 7 I FTIREELLBWVWO. (ERTI2BRELHD £9, 77 4/ bd CAPI2
OJREICRTIHBEEIE. EEHBRLET,

& Bz

DiagLevel (DWORD) FHMEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARY LT 1 ILE— (FRTIC OxFFf 2 6EM)

DiagProcessName (MULTI_SZ) 7Ot XEZ (fzx zIX. LSASS.exe) IC&BT7rILE2—

CAPl oo

Xyt— EA

FIr— DS LSA #* CertGetCertificateChain #a—JLL £ L1
(BREO)

KhrER LSA #* CertVerifyRevocation # 3—JL L & L7z (4
RET)

X509 7o~ HHE— RTId. MEBAE CHIAZELMY X+ (CRL) A
AppData\LocalLow\Microsoft\X5090bjects i4 >~
TaIhEY

Fr—YR) S —OEE LSA #* CertVerifyChainPolicy # a—JLL & L7z (/X
SAX—E—EE)

IS—Xyg—o
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TJxTL—>a ViRt —EX

I>—3—F Bz

ERINTUVAWVGEAS AN— b A—RitBAEZ. SAEZFEALTIYEa—
F—OHEEIEAER F T B L MEETET /L — MERE
ALTIETEEFEATL

FEERERMDF TV I TS — SERRE CRLECHRA Y ML > THEESNETFL R
PESARX— b A—FDOCRLZADYO—RTEEEA
Tl7co RMF v IDMADGE. D RRAC %>
TOJFUHRBLET, FIAZS AT —EE) 7
LarvESRLTILEE WL,

SERREEARRET S — AERREN QT A VICEL TVWERA. Tt RIE =N
—GERAE R TcIFBREFAZ OEIREIED H D T

Kerberos 04

Kerberos O %# BT 3ICIE. RX/>AbO—-5—8LUVIVRI—F—I 2V ETROLS I FUEEE
BLET,

NTT (ETOEAT] & [DWORD]
CurrentControlSet\Control\Lsa\Kekbgtesdlarameters 0x1
CurrentControlSet\Control\Lsa\Keeeb®x\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebuglevel Ox1
CurrentControlSet\Services\Kdc KdcExtraLoglevel Ox1f

Kerberos 0713 AT LA ARy rOJICHATHhE T,

o MEETIARVIRRE] REDXvE—JIFB D EE TS,
¢ RD2DODIZ—O— RIFBERIZHEENODLDO T, ERLTHRESLD £HA.

- KDC_ERR_PREAUTH_REQUIRED (UFID KX >a> bO—5—t OBRFAEBRMEDHICER)
- REAZRIS— Ox4b
RX1>a>bO0—-5—7—9RT7—>3>007

CCTld. A—Y—pEIHEZFERALTOJA Y LEBSICR Xy b O—5—6&U0T7—0XF7—> 3 VICH
AEhzO0T> b)OFICDWTEHBBLE T,

o RXr>ayrOo—>—CAPI2 0%
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B —ER

o

JxFlL—>3y

FXq>arhAO—->—t*aU7,07
Virtual Delivery Agent (VDA) £*aUFr0%
VDA CAPI O%

« VDA > XFL0O4

RXr>arrO—5—CAPI2 O7

OJFVEICRAC>AY bO—5—EFUH LTOEREERIEL. —E0OJ T U ZROERXTERL &

Operational Number of events: 6

Level Date and Time Source Event D Task Category

i 217062016 15:14:54 30 Verfy Chain Policy
(i) Infermaticn 2106/ 2016 15:14:54 CAPIZ 11 Build Chain
(i) Infermaticn 21/06/2016 15:14:54 CAPIZ 90 X503 Objects
(i) Infermaticn 21/06/2016 131434 CAPIZ 41 Verify Revocation
@In!’nm‘lation 21/06/2016 15:14:34 Capiz 40 Verify Revocation
@In!‘nrmatinn 21/06/2016 15:14:34 CAPRZ 10 Build Chain

BREARY MO Ay E—D1E, VDA ICEL > TREINZFABEICESVWTFI—VEER TS R Xr>a> hO—
S—FkiC Isass.exe #RR L. TOZYUM (KPR Y) #HREL£9, &RI& TERROR_SUCCESS) t LTRTh
£9,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[ chainRef] (FFO3F79B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0

- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDTA6318F)
[ SeqNumber] 1

- Result

[ value] a

RXr>3>bO—-5—tFaU7,07

RX>a>bO—-5—F—E0OJF VARV ERRLET FEBAARY NI 4768 T. fHEZFEALT
Kerberos Ticket Granting Ticket (krbtgt) ##fTL £,

CNEDFIOXYyE—JIF. FXA> O bO—5—ICWHLTRHTEIT—N—DIPVTHAIY FERRLET,
INEDBOXYyE—TJF RXAYOAY O—F—Ix L TR D DICFERINBMLL krbtgt (LB 32
—H—ThorrERRLET,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon

Q‘Md'rt Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon

C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations

oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service

©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations

ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon

@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v

Event 47638, Security-Auditing

General | Detsils |

@ Friendly View

+ System
- EventData

() XML View

TargetUserName fred
TargetDomainName CITRIXTEST.MET
§5-1-5-21-390731715-1143989709-1377117006-1106

5-1-5-21-390731715-1143989709-1377117008-502

TargetSid

ServiceMame krbtgt
ServiceSid

TicketOptions  0x40810010
Status Ox0
TicketEncryptionType(x12
PreAuthType 16

IpAddress +fff192.188.0.10
|pPort 49343

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001D1FCA2ACI0F36879CEECO0000001D1 FC

CertThumbprint 23BCE5AFBTF18787ADAAADSCEFDQCCTS05C417EF

VDAtF*alUF,0OJ

OJF ARy MG T 3 VDA EF 2 U T BEOSIFA RV~ ID A 4648 DT> b UT, winlogon.exe IZ&

DEBFBINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .

;| m ¥

Event 4643, Security-Auditing x

JG:n:ﬂlI Details |

® Friendly View 0 ZMIL View

+ System
- EventData
SubjectUserSid 5-1-3-18
SubjectUserMame VDATSS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000}
TargetUserName fred
TargetDomainName CITRIXTEST
TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)
TargetServerName localhost
Targetinfo localhost
Processid Ox126c
ProcessName  Ch\Windows\System32\vwinlogon.exe
IpAddress 192.168.09
IpPort 51171 W

VDA CAPI O

0B > 7))L VDA CAPI O, lsass.exe Mo B—DF t—YEIRBLUVRES —7 Y XZRLTED, KX

1>y bO—5—HAE (dc.citrixtest.net) ZHEELTVE T,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 CAaPI2 90 X309 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 L0OY

Kerberos O h Mk INTWVWEEE. X740 1d. T5— KDC_ERR_PREAUTH_REQUIRED (##32L T
NEVWERA) . KerberosOJ# >Hth L e 2R~ d Winlogon 5D IT> FUZRRLF T,

(i) Infermation 21/06/2016 15:14:56 Winlogaon 700
I!-;'I'Erri:lr 21/06/2076 15:14:54 Security-Kerberos 3
< il | 5
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESB383-TCF3-4331-91CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 >
- Timal raatard
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Windows T XY ~OJ % ERA L 7= FAS OER

FTARTODFAS 1 R Y ki, Windows 77U —>a>yaRy bOJICESFAEnF 9, System Center
Operations Manager (SCOM) X OMRZFEAT 3158, CCTHATZ TOER ARV b EEAL T, FAS
H—EXOEBUZEHETIEY,

FAS # —E XHD'EiTHH

FASH—EXBRETINTLBRHE S h &R T 3IC13.Citrix.authentication.FederatedAuthenticationService.exe

7Ot ZzERLET,

DI arTiE. FASH—EXZBRIZLTRIEERAIRY MDA ODVWTHESHRLEY, FASA/ARY ~O—
RO—BEICDOWTIE TFAS/AR>Y hO4 1 2BBLTLLEIL,

FAS EEMTR>Y b

MRDANY b FASH—EXDNEETHEDESDZERLET,

1R kY —Xx: Citrix.Authentication.FederatedAuthenticationService,

IRk ARYETHEIR B XE
[S003] HEE [{0}] @EX>FT FAS H—EZXDX> 7+ AV TFVRE-RTIE
YRE—RE [{1}] I8 YRE—RIZAHfh X FASH—N—F> >
ELTVWET VTFURAE—RDSHE YA VA VICIEERTER
Th&E Ll Ao
[S022] HEE {0} @EX>FT FAS H—EZXDX> 7+ FAS 10.7 2 5FI A
YRE—RZ Off ICREL YRE—ROSMRINE  &8/Citrix Virtual Apps
TWEY L7 and Desktops 2109,
[S023] FEE [{0}] @EX>77 FAS H—EZXD X > T+ FAS 10.7 " 5FIBEA
YRE—REONICHREL YRE—RICADELR.  #/Citrix Virtual Apps
TWEY and Desktops 2109,
[S123] [UPN: {0} o—JL: {1}] ZDAIRYEIE. CAD ZDARY bE. BEER
DIFFAEZEDORITICKML E  FASHERICRTINL D CABIRTEELTL
L7z [BI5h: {21 I—H—HRAETER N RV rZERLTVWETD,
TWHRWEEIS, [S124] HSM ZER3$5& 51
LRRICRELFET, 202 FASHREINTWVWEE
— -0 TN Yr A &lF. HSM HAEEEL TV
VREHBLETD, BVWIrZRLTWBES
bHOFY,
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JITL—Y 3V Bt —EX

[S413]

[S414]

I3 FE

ARV ETER b

[:EPAMRE (CA): {2}] T
@ [UPN: {0} o—JL:
{1}] oIEBREDRITICK
BLELE [HI5: {3}]

SRELEEAZE A & B 74 < HAFR
ghicab 9 5D {0}
H)o sEBAE DM {1}

RS D AR NI T
D& LTz, SEBAEDFM:
{0}

nfc FAS 1 Rk

A

FAS BMFED CA D 51—
H—AREZERL LS
Lt &S, IZ5—HIRE
L& L7, FAS BE# D
CA THEINTULBIFE.
FAS 351D CA TER ==
HEFo

ZDARY M FAS 323
HERRZE DB RIHARRANE D <
CEHMICERTINE T,
F7 4L N Tld. SRELEA
E0BMERITINTH S
30 BMATHNIE. &#H
IRV MPERINET,
ZDARY b FAS 383
HERRE DB ZEARN TN D
CEHMICER I NE T,
FIAILETIE TDIAR
YhIBHERINF T,

XE

ZD1IRY ME. CADE
ELTWAWLD, EHRTSE
BWIrZRLTWBHAEE
HHHD ET, HSM Z(E
B93&5IC FAS & E
ThTWaHEIE. HSM
PHREL TLWAWZ & &R
LTWBEEdHDFT,
COfIME. FREDORED
REIC’IBEET,
FIHIL AR

ElF. ATV RLw - Set-
FasRaCertificateMonitor
ZERALTHBTT X

9, NPowerShell <>
FLw by Z8RBLTLE
LY

BRERATIN B & FAS
lEE LW — —RAE%
EWMTERBD, 22T
WA F HRBRLIAD
£7,

FAS % Citrix Cloud TEHL TW3IBE. FASH—EXHDREETHZIHESHHRDARY MIRRINET,
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These settings specify how the remote user provides authentication credentials
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/deployment-architectures.html
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IEL®IC

ZDRFa XY +TlE Citrix IBiE#% Windows 10 Azure AD #EEX 88T 3 55EICDWTERBBL £ 9 Windows
10 BN L7 Azure AD 1F. RXAUBMOHMLWVWETILTY, ChEFBRTNIE. BB VTSI VF>DE
WT O—I202y by Tz, 12—y hETRERXAVICBMIERENTEEXT,
CORFaXYMTHE LTRLEEBTIE. FilRI—5—0 Windows 10 v 7 by FICEHDOX—IL7 R L X
CEFO-RIREINZ D ATLZHBALTWVWET, I—H—& [BRE] NRILD [PRXTFTL] > [N—=2aviE
#&] > [Azure AD (2&10] A5, COOA—RICFIEALEFT,

(= Settings - (m] =
%‘} SYSTEM Find a setting e
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jgin Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product ID 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Penand touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy T hyIHhERINS L. Microsoft Edge @ Web 7’54 —id. Azure SaaS 77U —> 3 >® Web R—
5. 210 Web 1 1% Citrix ORB7 U —>a>. &0 Office 365 D Azure 7 7 r—> 3>
ICEEICH YA L&D,
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B Access Panel Applicatior %+ — d x
é B C_:) ‘ |£1| windowsazure.com ';‘k' | = @& Q
Microsoft Azure george@

applications  profile

Clfrix

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD % Office 365 REDBRFISYURT I /A EDBEEICED . RKDOEER Y
Fo—oh Azure RICERICERINE T, IRTOIVRA—HF—HRI)E—-—+T—H—BHIN. HARTV LS
Fy bEiZFTY RaA—H—pEELZVEVWSOAYET T,

Azure AD Connect dEIEEH —E XD, 1> 22—y b ETAZUure ANDIEEL L L THERET 570, BEEOA >
LIRSV RATLER DLEIICOETIEBER TR D TEET,
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JI7FL—>a B —EX

Azure F~
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN YA 2T VWRIE RRIET 710 77+ — L TREI N LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FFUF v Tl Azure AD TLS S LU SAML AT NSICE > THRDD £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDREAZBINTWE Y, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—27%KY) |E. Azure 57U RH—E ZX® laaS &9
IC$H 3. 1ZEEMZ Active Directory Hr—N—DEEY > VA2 FRL TRITTI £,

A—Y—HRRDOT TV —> 3> %28 T 5 . Citrix Virtual Apps and Desktops O RBE7 FUr—>3>%
FERLTT7IERLET, MicrosoftEdge > > J L+ A ViR ERL T, 2—%—0 [Azure 7 7/ —
2av] R=IHSIETELRBEOT SUr—>a>PBEThES, £/ Microsoft &, Azure 7 77—
AVO—BRREEHHTETS Android ELTIOS 77U ERELTVE T,
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DNS vV — > D1ER

Azure AD Tid. BEEEDNNTUVYIDNS7RLRAZERL. FXAVE YT v I ROERV -V 2EETIHE
BHODEY, CNEERTIT3oHIC. EBEIFAzure DNS V- EEZ B TEF Y,

CDfFITIE. DNS YV —>% citrixsamldemo.net Zz{ER L £3,

Essentials -~

Fesource group

citricsamldemo

Subscription name

Visual Studio Professional with MSDRN

Subscription D

dfz2436f-d4fe-46ae-be7b-6470cdaeefca

MAME TYPE !
@ [ 172800
@ S04 3600
fs CHAME 3600

RO

Mame senver 1
nst-0l.azure-dns.com,

Mame server 2

ns2-01.azure-dns.net.
Mame server 3
ns3-01 .azure-clns.clrg.
Mame senver 4
ns4-01.azure-dns.nfa.

VALLE

nsl-01,azure-dns.cam,
ng2-01.azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

Email: azuredns-hostmastermicrosafl...,
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Mirirnumn TTL: 300

adfs-citrizsamldemewesteuropecloud... .

>V =)L Azure DNS X— LY —N—DEFIHRTEINET, TN5IF. V—VODNSERDONSITVFUT

|
BRBIIZBNENHD FT (fHl: citrixsamldemo.net.

NS nl-01l.azure-dns.com),
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TJxTL—2a i —EX

Azure TEITTNBRETS VADBREEMNT 3HBEId. CNAME R~ >4 —%. Azure HEET 3 RETS VD
DNSLO—RICERAITZIDONRBLEETY, REYI VO IP 7 RLZADPEEEINTVSIHFEIF. DNSY—->T 71
IWEFEHTEMIZBERIHD FHA.

RBELTVIMEDO DNS PRLZHY 70w Rid. TOERBIC—HLE T, R X1 i citrixsamldemo.net T, X
71w~ DNS (R&T 10.0.0%) #EAL £,

Web 7 FUr—> 3> rOxo—N—%258B 3%, Mfs.citrixsamldemo.nety T> FUZREBMLET, ShHT
DY—>DITTFL—La>H—ERTT,

730 Y —EXDER

CDfFITIE. Azure TRITEIN3 ADFS H—N—DREBIN/- ADBIEZ ST, CitrixBiB%2#8BRL£d, V5UR
H—EXEEH L. lcitrixsamldemoy ¢ &8JI1F£9,

URL

@ WES APP ’ QUICK CREATE ]
atrixsamldema

cloudapp.net
VIRTUAL MACHINE i-“i CUSTOM CREATE Al ells
REGION OR AFFINITY GROUP

@ MOBILE SERVICE West Europe v ‘

| @ | CLOUD SERVICE

ﬁ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows k%87 > > D1ER

U5 RY—EXRTRITIND Windows (RS > % 5 B1ERL 7,

« RX>a>ybtO—35— (domaincontrol)

Azure Connect ADFS #—/x— (adfs)

ADFSWeb 72t z270%> (RX1vicsmLTwWaWwWeb 77U r—> 3> 70%2)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)

.
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Create virtual machine » Basics

virtual machine

Resgurce groups

-
Al resources
. S * Name

‘[ Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoose virt achine siz * Pacoword

Virtual machines

3 Subscription
S0OL databases anfigure of 3| feature ; . o
SQL databases Wisual Studio Professional with MSDN

Cloud services (classic) * Resource group

4 citresamidamo v
§  Security Center Nindow Dat
Location
Subscriptions Waest Europa hd

FX1>arbO0—5—

« DNS ##—/\—& & Uf Active Directory K X1 >H#—EXD&EI%BML. 1Z#897% Active Directory B
MEERLET (ZoflTIE. citrixsamldemo.net), R X1 > DREHET L7=5. Active Directory
FEERE Y —EXOKEIZEMLE T,

s TRAMRICBEOI-Y—THUY rEERLEY (fl: George@citrixsamldemo.net),

o COHY—N—TIFAE DNS BEITINB7H. IRXRTOHF—N—IF DNSRICCOY—N—28RT 34
ELHODEY, Thnid. [Azure DNS RE] XR—JTITVEY, FHLLCIE CORFaxXr OFFEEESR
LTLRTW.)
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ADFS O> rO—5— Web 7 7Usr—> 3> 70— N—

o ADFS #—/N—% citrixsamldemo R X+ VICBMEEE T, Web 7 FUr—o 3> 7O H—/nN—id.
DEINTT—0 TN —TICe £ 2RNENDHD7-D. ADDNSTDNS 7RLX%ZFEFTERLE T,

o« Zh5nH—/N\—7T Enable-PSRemoting -Force <> KL v k%#317LT. Azure AD Connect v —
WHhST7AT7o+—IBRADPS VE—FT1 T Z2EMICLET,

Citrix Virtual Desktops o Delivery Controller VDA

« Citrix Virtual Apps %7z Citrix Virtual Desktops o Delivery Controller & VDA %. citrixsamldemo
IZBML 725D 2 &0 Windows H—N—IZ1 > X b—=JLL £ T,

REF DNS D1EpK

RXr>a>rrO—5—Da0 YR M—JL#EICDNS H—N—%#E L. citrixsamldemo.net DRZE 1 — % JLIE
L. MEDNS H—N—ICH LTI AT7T—HF— LTHEET DL SICRELET (fl: 8.8.8.8),

2 DNS Manager = |0 X%
File Action View Help

o nm Ba= B § 86

&, ONS MName Type Dot Timestar
4 5 DOMAINCONTROL _msdcs
4 [ Forward Lookup Zones | zites
I [z] _msdes. net '_:tu:p
D: | | _udp
b [ Reverse Lookup Zones ~ DomainDnsZones
b g Trust Points | ForestDnsZones
k - Conditional Forwarders ] (same as parent folder) Start of Authority (S04) [24], demaincantral. static
b [ Global Logs ] (sarme 25 parent folder) Marme Server (NS) demaincontrol. static
] (same as parent folder) Huost (&) 10.0.0.12 5137201
£ adfs Host (4) 10.0.0.13 5/13/201
{5 domaincantrol Hizst (4) 1000072 static
His Host (4) 10.0.0.13 static
wap Hast (A) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< n ¥

BHNRLI-—FZEBMLEY.

+ wap.citrixsamldemo.net [Web 77U —> 3> 7OF D OREID VIFR XA VIZBMLEEA]
« fs.citrixsamldemo.net [AR7 7L —>3a>H—N—0D7 KL X]
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+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net £ @ L]

Azure TERITTNBIRTOREIYI VIF. CODNSH—N-—DHZFEATBELSICHERTIHBENBDET, &
g 2y b= 14>2—T 1A GUINSRITTEET,

Essentials ~ i SR DHS servers @

PETELY Custom DNS
Resource group Private IP address
citrixsamidemo 10.0.0.9 SUPPORT - TROUBLESHOOTING

* Primary DNS server

Location Virtual network/s —
West Europe i B suditlegs > 10.0.0.5
sul
& Mew support request > Secondary DNS server
d4f9-d6ae-be7b-6470cdaeefca
GENERAL
Properties >
A 5 =
i 1P addresses >
Bl DNS servers b
@ Network security group >

F7 AT, AERIP (10.0.0.9) ZRL XIIEMWICEIDHETENET, IP7RLROREEZFERALT. IP7R
LAZKGHICEIDHE TR N TEET, Chid. Web 7FUsr—> 3> 7OFoH—N— RXr>arkO—
S—TRITIZINELRHD XTI,

4N DNS 7 K L X D&

RIEB< > VRITFEFIC. Azure lE. REITI VICEIDYTHENEREONTU Y I IP 7RLREZITEED DNS YV —
D —N—FEIFLE T, AZure 3T 7 AL FTRIFRBTS VOESRICIP 7RLXZE DY TS H. ZOEF
RISEEEEMICLED,

- DomainControl8733 Settings Configuration

LA SN B AR O Assigrment
P acdress -Dymm Static
13.94.252.54 SUPPORT « TROUBLESHOOTING
1P address @
G ¥ DS name o S
Windows - B Auditlogs > 12.84.252.54
Size
- Idle timeout (minutes) @
Standard D51 v2 (1 core, 3.5 GB memory) New suppent request > el
4
GENERAL DMS name label {optional) @
L o= 3 domaincontrl-citrasamidemo
Properties > :
I settinas & westeurope.cloudapp.azure.com
& Configuration bl
d tiles
®

RESOURCE MANAGEMENT
Edit &P Tegs
& Locks

i Users

Voo v v

& Export template

ZoflTlE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %, KXo
YA hO—F—ICBIDETTVE T,
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VE—MEROTTERICNTUYIIPTRLRZEMCTZHBELRHZDIE. Web 7FUr—o 3> FOf>
Citrix Gateway RIEEY > V2IFTHZRUTEBRL T TV, (BRTIE. BEAORDP 7o E2XICNTU v o IP
T RELZHBMERINET),

tFXaUT1TIN—TDER

Azure 72U RIF. EFalT4 V-T2 FEALT. 124 —2y bHSRETS VAD TCP 8&LTUDP 70+
ADT77AT7I4—II—IZEEBLET, TIA4IETIE. TRTOREITS>TRDP 77 ZAAHFRATNE T,
7o, Citrix Gateway 8&UWeb 77U —> 3> 7O0F 8 —N—Tld. R—+ 443 TTLS 27 3 HEN
HOET,

Settings Network security group

.

Essentials ~ PR D
Resource group Security rule
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
H suditlogs > 0 subnets, 2 network interfaces B suditlegs >
% MNew support request > New support request >
GENERAL - GENERAL
Ml setting >
Properties bl Propenti >
i 1P addresses > ou nules >
B DNSservers > I >
@ Metwork security group > W >
Subnet >
RESQURCE MANAGEMENT

ADFS ZERAZE D 1ERL

Microsoft sEBA%EI T Web — N—iEFAETF > FL— b Z2EBMICLE T, CHICED. PRX 77T ILICZ O XR—
F (MBE—HEL) TITZ. hXZLDNS 7 RLAZEFDIAZEZIEFRTE X9, PIX 7712 BkA T 3
VICTBICIE. COHEBAE%® ADFS ¥ Web 7 U —> 3> FOF S —N—0O@AICA VA M—ILTB3HERD
hxEd,

ROB T hZEFERALT. Web —N—3EBAEERHITLE T,
« Commonname:
- Adfs.citrixsamldemo.net [a>Ea2—%2—R]
+ SubjectAltname:

- *.citrixsamldemo.net [V —>%]
- fs.citrixsamldemo. net [DNSoxT> kU]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File  Action V .
a A £\, sublect | General | Extensions | private Key | Certification Autherity
Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You
(B Console Root can enter informaticn about the types of subject namie and alternative name values that

can be used in a certificate.

4 (G Cetificates (L Request Certificats

a [ Personal Subject of certificate
) i The user or computer that is receiving the cerificate
o — Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: : .
i [ Enterprise Type: CH=adfs.citrisamldemao.net
b Intermedid |
. C t Commen name
b [ Trusted Py [ Computer |
= Value:
b & Untrusted [¥] Web Server
r d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b 7 Client Aut The following opt Alternative name:
- Type: |
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car istration.citrixsam

- 1 - Value:
- Walid! o
b [ Trusted De iy peri |

[]5how all templates

NRT— R TRESNIEF—2BD. FEAEZ PRX 77 MIILICTVZAR—-FLET,

AzureAD oty ~rT7 v

Zotoa>TE FiLWAzure AD 1 > X2V X%ty 7w 7L T Windows 10 % Azure AD iIcB8i3 ¢
B1-DICEATEZ2—H—ID ZERTBHEICDOWTEHRBALE Y,

WLWTr LI bUDIER

Azure V5w IR—ZILICOTF > LT HILLWTFo LI MUEERLET,
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Add directory

DIRECTORY
Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEBEEI—5— (AzureAdmin) D1ER

Azure T/ O—NIILEBEEZERKL (ZofFlTIEFAZUreAdmin@citrixsamldemo.onmicrosoft.
com). COHLWTIADYFTOJAYLTNRT—FRZRELET,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD =R L7c R X1 > DEF
TI7ANLETR. A—F—RBROEADOX—ILTRLITHNINET: <user.name>@<company>.
onmicrosoft.com,

DT RLZIGBMOEEA L THEELETH. TVRI—F—DX—ILTHTY bEe—KT 3. ROZEREKD X
—ILTRLZRZEHEHLET: <user.name>@<company>.com,

[RAXAVDOEBMIT.I—H—DEHDORAMUHEDOUEA LI b 2EBHLET.COBITIF.citrixsamldemo
.netz=FEHLET,

ADFS #> YT HA A UICEY R Ty FLTVWRBEIE. FIVvIRYIRIIFIVvIR—IOEANNET,
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TJxTL—2a i —EX

ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect v > X +k—JL

Azure AD #8 GUI ®FIJE 2 ic& b. Azure AD Connect @ Microsoft 4> O—RR—JICUAA LI KT h
F9, CNE ADFSRETI VICA YA M= LET, [BERE] TlEHR [ARFZLIYAN—)] ZERL.
ADFS DA 7> 3 hFETESLS5ICLED,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS 07 xz7L—>3Y] VIS AYF AT aVvBIRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT MTAzure ICESILE Y,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

REBAD 7+ LR bZBERLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 124



& Microsoft Azure Active Directory C

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Syne
Cromain/OU Filtering
Identifying users
Filtering
Optional Features
ADFE Farm
Azure AD Domain
Configure
Verify

Connect your directories

Enter connection information for your on-premises directories or forests: 9

DIRECTORY TYPE
| Active Directory

FOREST i)

| citrixsamldemo.cloudapp.net

USERMAME

|EITRIXSAMLDEMCh Administrater

PASSWORD

.-...-.4

COMFIGURED DIRECTORIES

Add Directory

citrixszmidemo.cloudapp.net {Active Directory) &

Active Directory ORRDF T bEIARTAzure AD AL £,
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Express Settings
Required Components
UUser S:gn-ln

Connect to Azure AD
Sync

Connect Directories

dentifying users

Filtering

Optional Features
ADFS Farm
Azure AD Domain
Configure

Verify

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,

Domain/OU Filtering

Domain and OU filtering

Diractory |citrixsamldemu.cluudapp.net |' | Refresh Qu/D

_ Sync all domains and OUs
® sync selected domains and Ols

4 [ citriksamldemo.cloudapp.net
! Builtin

Computers

Damain Controllers
ForeignSecurityPrincipals
Infrastructure
LostandFound

Managed Service Accounis
WNTDS Quotas

Program Cata

System

Users

Configuration

RERRDERDRER R
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-n ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

Sync ® Mail attribute

Connect Directones

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalMame

Previous

D and msExchiMasterdccountSID/msRTCSIP-OnginatarsID attnibut

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

MEIZIE L T Azure AD /XX — K% Active Directory Lt RAfig 2 e TEE Y, Tk, BHE. ADFSR—X

DFFETIIBEDHD FH Ao

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or O of a group

Previous
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.
went @

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBBED PFX 7 71)L% ADFS TERT3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH-—N—0BRERHZIEBARHI RTINS, wap.citrixsamldemo.net f —N—D 7 KL X &N
1L £, Azure AD Connect "R TEF 3 L5 Web 77U r—> 3> 70F%F > H—N—0DEBEEBELLT
Enable-PSRemoting -Force Y > RL v hERITTIBRENHIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | THOE 3 Server name or 1P address Add Brows
Sync
Connect Directories SELECTED SERVERS

P

Remote PowerShell M OBETIOFIEICKB L FEIEF. Web 7 XU r—> 3> 7Ox>oH—N

—Z RAAVICBMEETHTLIET W,

TP —ROEDOFIRICOVTIR. FEOEBEENIT—RZEALT. ADFSOU—EX7HT > bEERL F

9, Azure AD Connectickb. DNS YV —>DFrEEDKRIENRDSNE T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—ReMXLIO—F%Azure D DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

M5

@ S0

= TAT

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure EBO>YV—ILT [H&EE] #0Vv o LFET,
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N
H

h
i
NG
it}

\/

REE —E X

CitrixSaml|Demo
&3 USERS GROUPE APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e
citrsamidems cnmicrasoft com Basic Artive Mot Available fes
xE:

COFIEICKKL5EIE. Azure AD Connect #R{TIBRIICK X1 U EBEL 9,

SETT3E. IME7 KL X fs.citrixsamldemo.net 7R — k 443 TiEEHIN E T,

&% Microsoft Azure Active Directory Connect

Installation complete

@ The Intranet configuration was successfully verified.

The federation service name fx citrixsamideme net Was verified and resclves to the following addresses:

10,0003

@ The Extranet configuration was successfully verified.

The federation service name fs ctrwsamigeme et was venfied uging an external DMS server and resolves to
the following addresses:

104.45.19.208

Verify

Azure AD NOEMO B

Windows 10 #* Azure AD ANDEM%ERITT 3 LS. X—ILT7RLAENATR L. ADFS 259 ENH S
CNAME DNS L O— ROERIC DNS # 7 1 w7 ZDMERINE S (enterpriseregistration.<upnsuffix>).

CofITIF. fs.citrixsamldemo.netx#b %7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT Uy JEERR#EEEER L TVWARWESEIE. Windows A8 ADFS —N—%{5389 54 5. ADFS @JL— MEEAZE
% Windows 10 Y Ea—4—ICA YR b—ILLET, HEDNUOERTNIAZEDOI—HF—THI>Y b ZFERAL

T. Azure AD RXA 28 mMLE Y,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN iZ. ADFS RXr>O> bO—5—TR#HINBZ UPN &t —HIB3HENRH B CITFEL TS L,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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JIT7TL—2aViBEi—EX

All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYY VOBES O 4> %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEgiL £ 9. T Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps %7:i4 Citrix Virtual Desktops 1> X +—JL

BEOAZET, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RE~Y > > % Azure ICEEA VYA M—ILTBENTEET,

C ofiTiE. StoreFront i& Delivery Controller tFICH —N—IZA Y X b=)LETNTVWEFVDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—hH—r LT X k=)L & 1. Machine Creation Services  I3#& L TWF
BA (LA T3V THERTZ D TEIEY) EEEGITT B801IC. 1—H— George@citrixsamldemo.net
MNZAT—RTERETED e 2B LE T,
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http://myapps.microsoft.com

TJxTL—2a i —EX

< 16 T [T

Citrix StoreFront _ H D

Q, twccrr_h Desktops

Details

StoreFront " 2 — % — B BEW A L ICRHE T F 5 & 5. Set-BrokerSite -TrustRequestsSent-
ToTheXmlServicePort $true PowerShell <> KL w k% Controller T21TL £,

TIFL—Ya vy —EROA YR M=)l

ADFS #—/\—IZ FAS #r > X k—JL L. Delivery Controller »{53T= % StoreFront & L THaE g 370D
L=ILZBRLET (ZoflTiE. StoreFront #* Delivery Controller tALRETS VA YA =L TV
57‘:@)0 r’f R F-)Lc‘.’.*%ﬁﬁJ %%ELT(TSSL\O

StoreFront 0#EK

Delivery Controller > Ea—42—iEFREZERL &9, F7co R— b 443 (IZIIS /N1 > RZR5E L. StoreFront
DAR—R7 KL% https: ICEE L T. IS &0 StoreFront THTTPS iMERI NS & S ICHERL £ T,

hadify the base URL for services hested on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrixzsamldemo.net
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html

JI7FL—>a B —EX

StoreFront T FAS H—N—NEBAINZ L SICEHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY bEa2a—7—%F v o LT, OF7FIC FAS

MERETNZ =z LE T,

File Action View Help

&= a5 HE

& Event Viewer
I 3 Custom W
4 Cm Windows

& Applic

E Securi

] setup

{21 Systen
E Forwa

I L5 Applicatic)
(-% Subscripti

Application Mumber of events:

i, Information
@ Infarmation
(i) Information
(i) Informeation
@ Information
@ Information
@ Information
G) Information
'G_) Information
{D Information
@ Infarmation

Date and Time

/3172016 4735 AM
/3172016 9:47:35 AM
/3172016 54713 AM
5/31/2016 S:46:15 AM
5/31/2016 S:45:44 AM
5/31/2010 $:45:43 AM
5/31/2010 $:44:39 AM
5/31/2016 $:44:39 AM
5/31/2016 941:23 AM
5/31/2016 9:32:37 AM
5/31/2016 9:32:37 AM

Citric.Authentication. FederatedAuthenticationService
Citrix Authentication.Federated AuthenticationService
Citrix-Authentication.Federsted AuthenticationService
MESCLSMICROSOFT=WID
Citric-Authentication.Federated AuthenticationSenice
CitricAuthentication.Federated AuthenticationSenvice
CitriAuthentication.Federated AuthenticationService
CitrizAuthentication.Federated AuthenticationService
MMSSOLSMICROSOFTE2WID

Citris.TrustFabric

Citris.TrustFabric

Event ID TaskC..

Mone

Event 204, Citrix Authentication FederatedAuthenticationService

View b

Help »
net] in rele: [default] 1

| Event... «

General | Details

[5204] Relying party [| \WDAS) accessing the Logon CSP for [upn: gearge@
[Operation: SignHash] as autherized by [ \DDCS].

Log Mame:

Application

Citrix Gateway # ¥ % 7= D StoreFront D&

Ev...
w

[ZCa o T

StoreFront BB I>V -l [BHEAZDOERE] GUI ZfEHE L T, StoreFront A%25EIC Citrix Gateway % 5/
TBLSWELET,

Celect the methods which users will use to authenticate and access resources.

Manage Authentication Methods - Store Service

Method

Specify whether StoreFront fully delagates credential validation to MetScaler Gateway. Thic
setting 15 applied when users log on with smart cards.

[¥] Fully delegate cradential validation to NetSealer Gateway
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html

TJxTL—2a i —EX

Citrix Gateway 8854 7> 3 > 2 #4& 9 % ICid. Secure Ticket Authority (STA) 0#aks & U Citrix Gateway
7 RLZDBRETVET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resourzes

() Allow users o access only rescurces delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

FLWAzure AD 7 74— 3> % StoreFront AD > VT IV A VA IR

CDEY 3> TIE Azure AD SAML 2.0 > > J L4 > 7 Uidee R L £ 9, J1EIE. Azure Active Directory
TLETLY TRV TS a>vHUETY, Azure AD BEY—ILT [HLWFZTUr—>3>] %8RL. [Fv 5
V=57 FUr—2a>zBmliEd] 2BRLET.

APPLICATION GALLERY %
Add an application for my organization to use | |
FEATURED APPLICATIONS (17) NAME
o ‘ Add an unlisted application my

I CUSTOM “ organization is using ‘ StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION (314) integration options,

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (86)

[(HZ2EL] AF7TVO [AOEBTEALTVS. —BICEWTFUTr—2 3> %EBM] ZBRL T 21— —HE
BY3HLWARZLT TV r—2ayfRLET,
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TJxTL—2a i —EX

7O DIER

B 215 VL oEBEER LT Bl X—JIC7y7O—RL. 77V —2a> 073 e LTEALE
EE

properties

APPLICETION TILE LOGO

cifrix

SAML B DHERL
IV —2avBysaR—ROBER-JICRD., [T A T DERE] #FIRLET,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD 0> > )Y > A >] ICxtd D SAML 2.0 SBiEE%=FRAL £ 9,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront

|.|.-.1|r| mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

B F] ICEEEoXFIR2EETE £ (Citrix Gateway ICIRHINIBRE —B I Z3HBEHRHD £7). Z Dl
Tid. [i5% URL] #* Citrix Gateway % —/\—o /cgi/samlauth I27 > TWE T,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] ‘

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

ROR—2I2IF. Citrix Gateway % Azure AD OFEFREFAE L L THEHM T 3 1-DICER T3 BHRIEEFNTL
£,
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Dowmnload Metadata [XiL) @

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 OiEFEINERMAEEZLZ V> O—FL T Y1 F Y URLEH 7O R URLZOE—LE Y, T
5% Citrix Gateway @ [#8E] BEICX—Z L& T,

A—HF—=ADTFVTr—23>DEDYT

REBEOFIETIE. 77V r—>a>yaEEMICLT. I—H%—0 myapps.microsoft.comy I kO—)LR—
K7 FVTr—2a hREEINDELSICLET,. ThiE [A—H—cJIL—TF] R=JTITVWE T, Azure AD
Connect *AHAL 7R XA > A—H—TF ATV MADT I RAZEDETET, FHDTHI Y MLFERATEET
M. <user>@<domain> /X2 — VIR > TWER WS, BBRINICI Y 7T 3RBERHD £7,
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-
storefront
&3 DASHEOQARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George Lser george@citrixsamldemao.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21aTeB080d ... Na Unassigned

MyApps R—>

T —=a BRI NS . https://myapps.microsoft.comT. Azure 7 7Usr—>a>opi1—4——8
ICRTTINET,

B Access Panel Applicatior %+ — O X
@ 3 O ‘ E] account.activedirectory windowsazure.com/aj ‘;}( | = #A ﬁ
Microsoft Azure george@

applications  profile

ClIfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Azure AD ICBIILTWBBE. QA Lica—H¥—IE. Windows10ic&bD. Azure 7 7Ur—o3aoAns Y
INHAVFh Y R—bINET, PTAAVEI Vv TEE. TS50 —IEmIcHEM L 7= SAML cgi/samlauth
Web R—iciBEL £7,
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https://myapps.microsoft.com

ST >F > URL

Azure AD B> a2 R—ROT7 )= a3 VIR ES, 7FXV =g IlfBTES SV IILr >4 > URL
BB rEZRRBLET, D URLIZ. Web 7505 —1) > o niR#. StoreFront ICEEBH T Z7-HD. X
B—hrAZa—D>a—bthy FOERICERINE T,

5 ||.J-l/| |1.-..J-£
i o W [ e

APPLICATICN TYPE
Web application

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report

O URL % Web 75 0#—IcR—Z k LT, HilC#A L 7z Citrix Gateway cgi/samlauth Web x—12( Azure
ADHUAAL I bTBLIICLET, CNHAMEETZDIE. EIDETENEA—H—TEIFTY, Fel 2V TILYA
YHAIVHHBTEIFZ0I1E. Windows 10 @ Azure AD IZ8IMLTWAO5F >y 3 V23 TY,. (ZDFHhDI
—H'—IZid. Azure AD DERBHROANNDRDENET )

Citrix Gateway O -1 > X b — LR

COFITIZ. BEAADY E— 72Ut XIZ. NetScaler (38 Citrix Gateway) #2179 31 LRE<> > = FER
LET, RET>VIZAzure A A7 TBATE£9. ZOfITIE. NetScaler 11.0 @ TBring your own License]
N=23 Y ZFERLTVWET,

Web 7595 —D7RLIAN—ICHEIP 7PRLZAEANAL. 2—H—BiEOBRICIEES N ERIBRZFERAL T,
NetScaler /<> >icOd 4> LEd, Azure AD [RET > > D nsroot I—H—D/NXT— RZEETIHEN
HBEITEELTLIETL,

SA4tEYREEBIML. 8S1EYX T 71D EBMSINS [BiEeg] %:#ERLT. DNS UV IL/N—b Microsoft
RX1>a>rO—S—%KR1>b335EL3ICLET,

Citrix Virtual Apps and Desktops 01 > X k=L T4 HF— R%EERTT 3

COfITIE. SAML ZER LAV, 2> 7% StoreFront &= BRI 2 ehSaH £, CORMDIIEEET S
£5IB>THS. SAMLOOT# VRU S —HEIMENET,
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B

N
H
h
.
',
guk

XenApp/XenDesktop Setup Wizard
What is your deployment

;;jmwmum |m
;u—-—u—t - P .i_E_‘m <. Server Farm

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Citrix Gateway & & Of StoreFront OIZ#RFE#3EIRL 9, Microsoft Azure TOERD 8. ZOFITIER—
b 443 Tidh <. R— 4433 2B L FT, HDWE. KR—rEELLD. Citrix Gateway BEIE Web #1 + %

BYYTLEDTEIEHTEEY

MetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

Redirect requests fram port a0 to secure port

COBITIZ. BEBICTIEDIC. 77 MILICRESNREO Y —N—ERErMBEX—57vO—RFLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO— 5 — DB

RXAYOAYPO—5—R@T7ATY MERICEBINZH. ZDOIPPRLRETFSATURLEREICEBMLE Y,

AAT7OTRY I ADET 1 —ILRTROSNBERITEREL TSI L,

Prmary authenticabon method®

| Active Directory/LDAP ™|

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

209 |

Time out (seconds)*

E |

Base DMN®

|'CN=U5EF5.DC= citrizsamldema DT |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute®

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|||-[ m|ﬂl
Secondary authentication method*
| Mone |

Continue Cancel
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StoreFront 7 K L X D&

COfFITIF. HTTPS ZfER L T StoreFront B8 hTW37ced, SSLT7OINDF TS 302 FERLE T,

StoreFront

StoreFront FQDM*
ddc.citrixseamldema.net
Site Path
Joitriz/StorsWeb

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb
Secure Ticket Authority Senver”

http://ddc.citrizsamldemao.net/sta

5=
(|

Storef

eFront Server®

w . o . o . 15 |+

Protoecl®
FrotosCo

ssL v

Citrix Gateway REBIDRE

Citrix Gateway IZ#E#i L. I—H—RBENRT—REFEAL T, FBECESBNERICTONS e zBRALE Y,
B )

3% Citris NetScaler VP~ Configur..,
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TJxTL—2a i —EX

Citrix Gateway SAML 25 H 7R — ~ DB

StoreFront T® SAML O fERIZ. (ZHD Web 1 T SAMI 2 RT3 D L E# TS, NS_TRUE OX%ZERL
T. HILWSAMLARY > —%ZEBMLZF T,

Configure Authentication SAML Policy

Name

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E”T ?\

Expression®

| Operators = || Saved Pelicy Expressians . |l Frequently Llsed Expressions -

WS_TRUE

ﬁ | Close

Azure AD H 5 HiICEG L 7=1B# R ZFEAL T, MLV SAMLIAP H—N—%Z#R L £,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Redirect URL®
291-4c20-9826-14d5e4B8406 28 /sami2

Single Logout URL
| |29t-4c20-9826-14d5e4B4062e /5ami2
Ussr Fiald

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

PQOST ot
D Authentical on J

Sk T

5

IYVRY—IYRIRTLOWEEE

Azure AD ICEB L7 HY > rZ2EBRL T, Azure AD IZ&MMLTW3 Windows 10 ¥ X kw ZFicasd4 > L

#9, Microsoft Edge #it28) L Thttps://myapps.microsoft.comiciEsiL £,

Web 75 9#—iCid. 2—%—D Azure AD 77U —> 3 U hHRRINET,
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https://myapps.microsoft.com

E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

A EI YU T BRI NI StoreFront H—N—ICUAA LI FSnB e =B LET,

B#HIC. Y I >F > URL #ER L EEES. & LU Citrix Gateway o 1 EADOEREEHICELD.
Microsoft Azure * ORITI A AL I FESNB e EZHBRBLET,

&EBIC. Azure AD IZEML TVWARWIY S YHREIC URL TEIMET 2 e 2B LEY (2L, RYIDELEFIC,
Azure AD NDEETRHBY 1 A VB L EITHONET),

953

Azure TIREBY S >ty F 7y T2 EIICIE. ROBEF TS 3V EEBR LTIV,

NTVyIZIPT7RLREDNS 7RLZXDAA

Azure IZFRZH T2y b ET, IRTOREBISVICIP PRLAZRHELET (COFITIF 10X ) TTAILELT
& BICEH IN DNS SRILTBRTES. NTUv I IP7RLIABEHEINET,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
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https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/install-configure.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/deployment-architectures.html
https://docs.citrix.com/ja-jp/federated-authentication-service/2402-ltsr/config-manage.html
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