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Get-Module ”Citrix.StoreFront.x” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName ”FASClaimsFactory”

Set-STFStoreLaunchOptions -StoreService $store -
VdaLogonDataProvider ”FASLogonDataProvider”

FAS ofEB%ELET 3ICid. LLTD PowerShell x 72U Fh#ERLET:

Get-Module ”Citrix.StoreFront.x” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService S$store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName ”standardClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider ”7”

Delivery Controller ®#&m

FAS #(ER ¥ 3ICld. DY —E RICIELATEES StoreFront 4 —/N—%{5389 3 & 3 1 Citrix Virtual Apps F7-
i& Citrix Virtual Desktops @ Delivery Controller Z#&pk L %3, PowerShell <> KL v  Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true #£17L £ 7,
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BE:

Fry b= ERY B StoreFront ¥ —N—&LUF 7 v b= fEAT S Virtual Delivery Agent (VDA) 2. &
W=TRVS—FTI I ML >TEASINZ T —N—DOBEBHESHEZST. BL DNS 7 KL XERZT
SHRENBHD FT,

HEAES Y FIICTBDIC. UTOFITIEFITRTOIYIVICBERAINE RXA Y LARILTE—ORY > —ZER L

TUWETH. ChIZBETRSD FEA. StoreFront —/N\—, VDA, BLU FASEEI>V YV —ILZETLTWVWS
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FIET1. FAS%Z > X b—JLL 7Y —/N—T. C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 - JL. CitrixBase.admx 7 7 -1
. 8LV en-US 7AW E—%RBDIT £,

PolicyDefinitions | == [
:(-:I * 1 | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | Search PolicyDefinitions P |
~ - e o e
4% Favorites Mame Date modified Type Size
B Desktop _ en-US File folder
4 Downloads - | CitrixBase.admx ADME File 2KB
5| Recent places || CitrixFederatedAuthenticationService.adm:x ADMX File 4KB
[ 1M This PC
W
3 items

FIg2. choxERXr>ay bO—5—I23E—LT. C:\Windows\PolicyDefinitions &t en-US 477 =+
NEA—ICEREL T,

FIE3. ATV RS 2h5 Microsoft EEBO>Y—ILERITLET (mMmc.exe)o XZa—N—H5. [T71IL]
> [RFYy T UDBIMCER] OIBISERLET, JIL—TRI)S—BEBITrZ—%BMLET,

TIWN—TRIS—FTZxz o b EANNTZO0EERIMEAVES. [BR] 2BRLTHS BEEORXTVERUS
—] ZBIRLF T, £ FEOV—-ILEHERLT. BBICKCERVS—F TSz b 2ERLTERIRT 32
HTEET, CORUD—IF. FEEZITS Citrix V7 o7 (VDA. StoreFront —/\—, BEY—IL) =X
TLTVWBRTARTOIY I VICERT2HELNHD 7,
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&8 File Action View Favorites Window Help

=) Consolel - [Console Root]

= @ = 3 Select Group Pelicy Object [ x|

= 0 X

() Console Root ” Neme Welcome to the Group Policy Wizard

Add

ou can select snap-ns for this console from those avalal
extensible snap-ns, you can configure which extensions

Znap-n
S Device Managsr
k'

>

{
L

Group Policy Objects can be stored in the Active Directory
Mvallsble snap-ns: aron a keal computer.

Use the Browse button to select a Group Policy Object.

Group Palicy Object:

=/ Group Palicy Object Editer

=/ Group Palicy Starter GPO Editor

‘@ Intemet Informaton Services (I15...
-ilrpsemjwmrﬁmr

(< [T |

T
-
{

:ﬁﬁ‘ﬂlj%jw

_7&:

Desciption:
This snap-n allows you to edit Group Policy Objects whid

or stored an a computer.

Look in: |;g.,w,¢n,t v| mEE

Domaing. Ols and linked Group Palicy Obiects:

Domain

F & 4. Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tionICH3 7 7L —> a3 VeBEf—ERRU S —IZBEML £,

[&@ File Action View Favorites Window Help

T Y 4
7 Console Root =
4 = Default Domain Policy [de.citridest.net] Policy

4 (& Computer Configuration

4 [7] Policies - )
b ] Software Setlings Edit policy cetting
p ] Windows Settings Description:
4[] Administrative Templates: Policy de Servers running the Federated
4 [ Citrix Components Authentication Service integrate your

- = Citric envirenment with your Active
. lj :’cl-llhenhuhon Directory infrastructure i:’:ulluw users
b [ Citrix Compenents to log in with nen-Active Directory
p [] Control Panel credentials (e.g. SAML assertions).
b [ Metwork
[ Printers If you enable this pelicy, you should
) Server specify a list of :er\:'s'._mnning_ the
Federated Authentication Service
[ Start Menu and Taskbar using their DNS addresces
b [ System [usercredentalservice.company.com).
b [ Windows Components
[ &l Settings
p ] Preferences
4 &, User Configuration
4 | Policies
B ] Software Settings
b 7] Windows Settings
4[] Administrative Templates: Policy de
4 [ Citrix Components
& [ Citri Receiver

Storefront FAS Rule
1] In-session Certificates

i

[ Client Engine v <]

< w »| |" Exended / Standard /

©1999-2020 Citrix Systems, Inc. All rights reserved.
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pE

77— a B —ERDRY) =& ElE. CitrixBase.admx F7:1& CitrixBase.adml 7> 7L —+
7 71 L% PolicyDefinitions 7 # JLA —IZBINT 3FIC. KXY GPO TOAERATE X9, TDHE. 7
IT7L—2a Vvt —ERORY O —REE. [BEEBET> 7L —K] > [Citrix A>R—3> ] > [3B5E]
THIWNA—ICRREINET,

FIES. 7zTL—YarvBEEY—ERRV S —2HE. [BY] Z#RLET, ThiCEkD. FASH—/N\—d DNS
TRLRAZERT D [RT] RE2VEBERTIBL5ICBDET,

A Federated Authentication Service — = 2

E‘ Federated Authentication Service

O Not Configured ~ Comment:
(®) Enabled

O Disabled ’
Supported on:

Options: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DMNS Addresses Show... Walue

3 fas-1.citrictest net]

| oK || cancel |
| E

| oK || e ‘

FIE 6. FAS 2 R b LTWBH—/N—D2EM R X1 % (FQDN) ZAALET,

FE BRORLEBMI R X1 V8% NHT 35S, StoreFront —/N\—¥ VDA CT—EBDIEEIE—NTWLS
MEBEHRHD £, ChiClF. TEARFERINAEVIVNIBEENET,

FIg7. [OK] Z2Vy I LTIN—TFRIS—T4H—RZETL. JI—TRI—DEEZBEALET, TE
ERMIEZICI. YOV EBRE (Fidav> RS 2h 5 gpupdate [force #3R17) §23HEHLH ZHBED
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HHEY,

Ty a YREBAEYR— LU0y VO
A |n-session Certificates = O =

In- ion Certificat . .
E‘ n-sessicn Certificates Previous Setting

{7) Not Configured Comment:

(®) Enabled

(O Disabled

Supported on:

Opticns: Help:

Prompt Scope | Per-process - Certificaltes _and privlate keys securely malnaged by the Fed EratEd. .
Authentication Service can be made available to pregrams running in

Consent timeout (seconds]: users' sessions. [f this policy is disabled, this feature will be
unavailable.

30

If this policy is enabled, the Prompt Scope setting will control how
Disconnect on lock users are prompted for consent. There are three opticns:

- Mo consent required  -- This option disables the security prompt
and private keys are used silently.

- Per-process consent  -- Each running program will individually
prompt for censent.

- Per-session consent  -- Once the user has clicked ok, this will
apply to all programs in the session

If this policy is enabled, the Consent Timeout will control how leng
(in seconds) the consent lasts. So for example, if set to 300 seconds
the user will see a prompt every five minutes. A value of zero will
prompt the user for every private key operation.

If this policy is enabled, it is also possible to automatically disconnect
a user's session rather than display the logon prompt. This
functicnality provides similar behaviour to the "disconnect on smart
card removal” policy, and is useful for situations where users do not
have Active Directory legon credentials,

Ty 3 VREEREY R — b+

T7#) LT VDA RO A VBOMAEAND T IR EZHA LEHF A HEIZIBL T JIL—TRUS—F>TFL
—r2FEALT. ROPATLTEY Y a VAEREZBR TSI £9, ChICED. OFFV®IC. 7TUTr—>3
VHMERTES LS ICA—H—DEAMBRER b 7ICHEBENEESINE T, It xid. VDAtEy > 3>AT Web
H—N—AD TLS BN HELRIHE. HEBAZEIE Internet Exploler IC& > THERINE T,

(RS T03) ]
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CORVD—ZFMITRL. A—F—PEEEZOVILELSICEY S a VHBENICTIINE T, COHET
I3 TRY—FO—FOEDE LEQOYM RS — ERKROEEICRS . 21— —4' Active Directory O =
VERBRER > TLRWESICERTY,

pE N

0w J7ROYIAR ) > —id. VDA EOITARTOEY > a VICERINhED,

JITL— 3 EREt—EXEEIYY —IILOFER

FASEEIOYY —JLIFFASO—Z LT YR b=ILENE T, [X2— ] XZa—IZ7+ 3> (Citrix Federated
Authentication Service) ’EEETh 7,

BBV —LOYEERRE. SRET > 7L — FORERM. SEERAEEOtyY 7 v 7. BLU FAS ADOEEEAEED
FRERDNSZITSFIENRTEINET, —HOFIEIZ. OSHEBEY —IILZFBLTFHTRETIIBLDTEE
ER

& Citrix FAS Administration Console - connected to localhost =11 -

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

SERRETF > L — FDER
oY 7 bz 7 OREERYOREZEITZ 6. FAS TiE. HBOBEMNTERT S 3 20 Citrix SFFAET > 7
L—hrHAEBEINTLETD,

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

©1999-2020 Citrix Systems, Inc. All rights reserved. 12
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Zh50T>7FL—kiE, Active Directory TERIZUBENHDET, IV —ILTINSDTYTL—RHRED
HhoRWEEIE. EAET YL —bOBBY —ILTAI YR M=) TEEY, TDY—JLIE. Enterprise 7L X
DOEBERNHZT7 LTV FE LTEITTIHNELHBD £,

- Deploy Certificate Templates -

Important:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

FUTL—FDERIE. UTD 7T #ILE—IZ FAS t —4&IC1 VX k=L I hiz. #5RF M.certificatetemplates @
XMLZ771IILAICHD &7 :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

NS5OTYTL—bT 710V N—ILT DERMNGEWVEEIZ. 7T L—~7 7)L% Active Directory
BEEICEL TS W,

LUF® PowerShell 9> REERTZE. 7Y FL— b 2FFHTAI VA L—ILTEET,

$template = [System.IO.File]::ReadAllBytes(”$Pwd\
Citrix_SmartcardLogon.certificatetemplate”)
$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService
$CertEnrol.InitializeImport(Stemplate)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)
$writabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable
Swritabletemplate.Initialize(Scomtemplate)
Swritabletemplate.Commit(1l, SNULL)

©1999-2020 Citrix Systems, Inc. All rights reserved. 13
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Active Directory :FAZH —E XDty b7y 7

Citrix sIFAZ 7> 7L — b DA Y A =)L, ChBEDTF>FL— % 1 DEIFEERD Microsoft sFPAEIH —
N—TRRTZIHENDHD £9., Active Directory FEFAEH —EXDRERAZEICDOVTEL <& Microsoft 1o
REaXDbESRBRLTIIETWL,

EDY—N—TdTrTL—rPRASNTLEWVGSIE. SERERBOEY b7y TV —ILICE>TARTE XY,
COYV—ILid. GEFREEOERIERDHZ 1 - - LTEITITBHENHD X T,

(GEBBEF > 7L — k&, Microsoft sFRRE > Y — L ZERAL TAR TR HTEET,)
- Set Up Certificate Authority -

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistraticnAuthority_ManualAuthonzation
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator,

This step can also be configured manually. For more information,
consult the enline documentation.

Certificate Authority:

ca-1.citrixtest.nef\citrixtest-CA-1-CA |~

QK | | Cancel |

7T FL—> 3 VB — E XAOERIS

COFIBICE D FAS DRGNS N E 9. BB I >V — LI Citrix_RegistrationAuthority_ManualAuthorization
TYTL— b 2ERLTHBREEOERER L. COBREZT YL — b ERFYT2RBEOVTANMIEELF T,
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& Citrix FAS Administration Console - connected to localhost = = =

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

. Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority console to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publish they For more information, consult the online documentation.

Authorize this servi Certificate authority Authorize

ca-1.citrixtest.net\citrictest-CA-1-CA

Create an authorization certi

Create

Create a rule

A rule defines a smartcard-cl

You have no rules configured.

ERiF. Kf5%. Microsoft SEAEE I Y —ILo REPOER] UX MIRRINET. FAS OBHZHTTS
ICid. GERAEBEDEEENERD [FIT] £id [ER] Z2BRIIBEDHD X9, ARERIZ. FASTI 2T h
D50 [REFOEKR] L LTRTINE T,

IFiIe Action  View Help

«% 7| 6= H
ﬁ Certification Authority (Local)
4 g citritest-CA-1-CA
| Revoked Certificates
] Issued Certificates Refresh Export Binary Data...
| Pending Requests
|| Failed Requests Help
7] Certificate Templates Deny

Request ID Binary Request Requester Name Request C

CITRIXTESTYFAS-18

Request Status Code

lssue

<] n >

Contains actions that can be performed on the item.

[TRTDERI] #HIVV I LTHHE, SAZERICH LT [F1T] /=13 EE] ##IRL 9, FASEEOY
V=ILIZED, TOTOCLAORTHEFNICREIhET, COLBICIFRSIDIZ D HBDET,

©1999-2020 Citrix Systems, Inc. All rights reserved. 15



Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

J Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service

There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request

Authorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

d—H—IL—ILDER

a—H—)L—=JLIC& D, StoreFront DIETRICHKE>T. VDA OIF>ELVE Yy a >R OFERAICET ZEEHT
DIERMMTEINE T, ZIL—ILTIE. FBEDER%EFET S StoreFront 4 —/\—. (EBAEXERTEZ—ED

1—¥—. BLUTERBOEREFTT 58D VDA T > EIEEL £,

FASOEY b7y TERETIBICIE TIAINMIL—ILZERTBIHENHDFT., E] 20 Vv o 93H\ TIL—
W1 BTIDERT U=zl 20V v I LET, V¥ —FiE L—IIOERICHELBEREZINELET,
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\

Jx7lL—3

“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

+ Create rule

Default Z W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

T4 —RICK 2 TRDBRIINESNET:
FYFL—b: A—Y—iAZEORTICERINZEAEET > L — b, Zhi& Citrix_SmartcardLogon 7> 7
L—kH ZOXEIN-OAE—THIBELRHDET,
SERBI&RES: 21—t —sEERZE R FIT I PR, 7> 7L — MIGEFAEICE o TRARTN 3 RELRH D £9, FAS
Tl 72— LA —N—BLVEFIEDO=0HIC. EHROIEEEOBNT SN TEET,
Ty a>yAER: [By > a>RERESHRI] A7 avIc&D. iEE%Z VDAANOOJ F VEICERTESHY
SHhEHfELET, I—HY—hRARICEAEZEICT I EATESRLSICTRHBEICOHA. COF T avaRBIRLE
To COFATIUHBBIRINTUVRVEE, FSEAZEEOJ A Y FIEBERICOAER IN. I —H—IL5REHE.
SERREIC T VR TERCEDE T,
FOLAGIE: A—HY—0OJF > £IEBEGBICHREEERT ZEEIMIS SN, EFEEH StoreFront #
—/\“—0)—%0

BE:

[7 2L XEH] REEEF2U T LEBICEETHD., BEICEEIZIHVELNHD X,

©1999-2020 Citrix Systems, Inc. All rights reserved. 17



Securty

(Group or user names:
ESTFJ (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 2—H—HFASZFRLTAJ A TEBZ VDA YDU X e, FASZN L TEAEZRITTE 31—
—DYUR b, TT7HIETIE, VDADO—EICIFERXAYOAVEa—42—NEENn, I—F—D—BIRE X1
A—HY—HEENET, TIAIIDPBITRVGERF. CNSZEBETEEY,

©1999-2020 Citrix Systems, Inc. All rights reserved. 18



EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain
Computers

Rehving Party

©1999-2020 Citrix Systems, Inc. All rights reserved.
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i Permissions for Users -
Securty

(Group or user Names:

A Domain Users [CITREXTES T Domain Users)

| Add... | | Femove |

Permissions for Domain Users Allow Dery

User 4 thentication ]

0K || Cancsl Apply

IITRIL-IL BETR-FEINTVEEA,

BEGERSE

EBMOIL—ILZEE LT SETIONT A PERNEENILSICBR TN TEIEHRARET > IL— LUV
HEFRBEZ BRI B LD TITE T, TNH5DIL—ILid. BRIBICHLWIL—IILZERTZ LS ICHERT I2HELH
3. & StoreFront t—N—TOERICELETHERTE XY, 774/ T, StoreFront I FAS IZ7 01227
BELIICTIANMZERLEY, k. JIN—TRUS—EBEA T3 EF > TEETEET,

MLVEEBAET > 7L — b2 ERT 3113, Microsoft sEBB#EI 1> — )L T Citrix_SmartcardLogon 7> 7L
— b EERLTREEI% (Citrix_SmartcardLogon2 % i2) BTEL. BBICISLTEEEXMZ £9. (BN 20U
v LTHLWIEAE T Y 7L —h28B L. ilLa—H—JIL—ILZERL X7,

Ty TIL—RICEATEERER

s IVTIL—RTYTFTL—RET>HBE. FASH—N—DRERIRNTRIEINE T,

o« FAS®7 v 74 L—Rid. Citrix Virtual Apps and Desktops D£8R > A k=5 —TfToTLLEI L,

o« FAS #7 v 7 L— R 3HC. Delivery Controller £ VDA (& Ut a 73V R—%> k) %
EON—=23avICTyFTL—RLTLIET W,

©1999-2020 Citrix Systems, Inc. All rights reserved. 20
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e FASZ7 vy 7o L—RE3HIIC. FASEEIYY—IAHLTVWE e #BBL TS,

s TEULED FAS H—N—Z BICFIBFIRE A RBICERF L TKRT W, 77— 3 VBT —ERICHIGL
fc StoreFront ' —N\—H S FEREERH —N—HRWFE, I—H—ZOJA 77U r—> a3 v oiE#H
ZITR B BD X,

tXaUTqICEY 3 EERFE

FASIZId. FASH R XA 21—t —DR0OD ICEEMICHIAZZRITCTEI 5L 51075 ERIMBEOIIAENH D F
Fo COOHD. EF VTR —ZERBLUVRELTFASH—N—%REL. ERZFIRIBCIFEETT,

ZESNIERTI -V b

FAS BBBRIT—J Y b LTHEET B3 S LICL > TaA—H—iEBAZEERITL £ 9. Microsoft sEBABATIL. FAS
HF—N—DMERARELET Y TL— FOEE, LU FAS —N—HGEEAEZ RITARRANR I - —DFIRZ1T5
EHTEERY,

citrixtest-DC-CA Properties |7 [N
Extensions | Storage | Certificate Managan:
Genersl | PoicyModde | Ext Modue
Enolment Agerte | Auding | Recovery Agerts | Secusy
For more information see Delegated Enrollment Agentsi
() Do mot restrict enmliment agents
(®) Restrict erroldment agerts
Enmalment agents:
Everore ]
Ceficate Templates:
Pemissions:
Name ALCESS
Ewaryone Alow
Derry |
| ok || Cacel || Mooy || Hep |

FAS DR BRI - —ICOAHMAEEZRITTIDLSIC. CNSDF T3V Z2HBRI B ZBBEDLET,
freziF BBV —TERBRESNCI—HF—DIIN—TICBT 31— —IC FASHEAZZRITTEAVEL S
LT3 ezE8HLET,
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77 ZHE) R DB

M—%—)L—)LOERI €723 > THALTWE &L SIC. SAENRITINIEESD FAS 1T 21— —ID D
ARz 5T 3 StoreFront ¥ —N—D—EBZEBRTIVENHD £7, AKIC. dMASORTHREAZ 21—
—. BLUVI—H—HBETEER VDA U EFIRTZ A TEI 9, CDREIF. ZETERETTS Active
Directory F7-|F3EBAEDEF 1) 7 #EEICIBINTITVWE 9,

T7AT I 4= DRE

FAS H —NN—AD TR TO@EETIE. BERIH T /- Windows Communication Foundation (WCF) Kerberos
2w b —08EGHR—~ 80 TEAHAINE T,

ARy NOTDER

FAS &£ U VDA (2. Windows 1 RY hOJICEREZIAAE T, Chik. BROBBELIVBEEICERTEX
o MRV FOY] B3Il ERTNZAEEOHZI IRV FOTD—EBZRLET,

N—RozF7EFa)FsEDa-)

FASIC& > THRITENA—F—HERZEDMBEFT —E 2L IR TOMWEFT —IE. Network Service 7ho > kick
STIYVRAR—CARAOMBXF— LTREINE T, FASIZ. EXxaUFqRUS—THESK/N—FRIz7tx2
5B a—-IPRBEINGEE. COESa—-I)LOEREZYR—FLET,

FederatedAuthenticationService.exe.config 7 7 1 L Tld. LRI OBESUERHIERTEETT, 5D
BER. MEX—DRIICERSNLLSISBERINE T, 2076, BEREEOMEF— (4096 Ev ~. TPM &
EBLY) BLUFVEALOA—HY—RABICIIRBRIRENMMEATNZ LB Y,

INTA—H— Bz

ProviderLegacyCsp true IC&RE L 7#5&. FAS Tid Microsoft
CryptoAPI (CAPI) #MERIN ¥, false ICREL
f=$5&. FAS Tid Microsoft Cryptography Next
Generation (CNG) API pMERTNE Y,

ProviderName RT3 CAPI £7:1& CNG 7ON1 4 — D& #i,
ProviderType Microsoft KeyContainerPermissionAccessEn-

try.ProviderType Property PROV_RSA_AES 24
Z8HBL %9, CAPI THSM ZzfEH$ 2158, &LV
HSM ARV A —TRIDZ 1 TZIBEINTWVBIHEU
HME. BIC24 THHIRENHD XT,
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B —E 2 1912

\

JzFlL—>3

NTA—5—

KeyProtection

KeyLength

PowerShell SDK

OV TIIEEBICIEFASBEIOYY —IILAELTVWETH. PowerShell 1 > 42 —J 1 XICId &K Dl A+ TS
IYHLHDET, AVYV—ITEERTI VWA TS 3 v EFERT ZBEE. Citrix Tid PowerShell &% R L

THBRZITS L ZBEOLET,

A

WEFX—0 TTORR—AlRE) 75T %25L £7,
TSI N—=RITT7THR-ETNTLBRHEIR
FSXRTYRTSY R Tx—LEZa2—I)L (TPM) O
F—RAML—COFRABHFEIINET,
RSA#M#EF—DF+—K, Y R—FIN3MEIE 1024,
2048. $&£U 4096 TT (77 #J)L +iF 2048 TY ).

ROATY RICE >T PowerShell av> RLw FHEMEINET,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

Get-Help <cmdlet name> #fERH$2 . OXVRLY FOALTHRRINET, RORICLWL DOHDIAT VK
D—EBETRLET, ™) 13Z#E D PowerShell ogim@ER L £3 (New. Get. Set. Remove % ¥),

AUk

*-FasServer

*-FasAuthorizationCertificate

*-FasCertificateDefinition

*-FasRule

*-FasUserCertificate

BE

REDRED FAS H—N—Zz—BRRSLUBEBER L
£,

EIFMEAIRAE X BB L £ 9,

FAS D :ERBEZEDERRICER T3/ X —2—&FHIfEL
F9,

FAS T chi-2—Y—IIL—IIL2EBEBL XY,
FASIC&>THF vy adNFIRAZE 2 —EICLTE
BLEY,

PowerShell <> RLw big. FASH—N—D7 RLAEEETRIEICE>TUE—FTERATEET,

FAS PowerShell <> RL v MMZDWTEEL < 1. TPowerShell v RLw by #BBLTLIETWL,

© 1999-2020 Citrix Systems, Inc. All rights reserved.
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TIFL—2a it —EX 1912

NTA—=IVRANIVE—

FAS ICI3. BROEHBO—EDONT A—IVRANTV2—HEENET,

(=) Performance

() File Action View Window Help

o9 @ D= B

@ Performiance

4 _m Monitering Too|
B Performancd) ,sisbie counters

b '_; ﬁi:llmms Select counters from computer:

b <Local computers vl | BrOWEE, . |

Citrix Federsted Authentication Service A

Inskances of selecbed ohject:

Monitor -|o| x |

Counter Parent  Inst... Computer

125015 12:50:22

RORIG. EAAERBRAVYZ—D—ETYT, BEALXDAVYEZ—(F. 5 DHEOBEBTIIETT .

A

Bl

TOTa Tty 3y
EEFE1T CSR #&
MWEF — DAL
BRI

SERAE DL

159#%7=D o CSR

&/ /&

FAS (2 & > TIBHF S 1L 3 D,
ERHCAB I N B HEBAZEER DK,
192HDICKRTINZWEF LB DOH,
HARAEDEMSE S UEBICH D BEREDRT,

FAS TF v v aEhIEEFRE D,
192HIDICNBEINZREZZERDH
Ma#%H7=bd CSRI OEREDS FAS HFRrIgELE

HOHREME, 'E&AE LESWMEZBRETZ . ty>

IVDOEEFHCKBTBZEDHD ET,
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ARy rOf

RDOFIE. FAS TERINBAAY FOJIY FUD—BTT,

BEARY N [7zTL—> a3 VR —EX]
[1R> bV —2: Citrix.Authentication.FederatedAuthenticationService]

NS5DIRY ME. FASH—N—TOEREEICISLCTEBINET,

aJa—~k

[S001] 7Vt REE: 21— — [{0})] REBE/IL—TOXN—TRHD FLA
[S002] 77+t Z$EF: a2—+— [{0}] XO—IL [{(1}]] OBBETIEHD FEA
[S003] &1E [{0}] XRFE—R% [(I ICRELTLET

[S004] &1E# [{0 IZ CAF>7L— b+ [ & U [{2} & T {3} THELTVET
[S005] &1 [{0}] I& CA[{1}] DIERZEDH L TV ET,

[S006] &2 [{0}] ld# L L EFAEESE {1} ZERLTWE T

[S007] &% [{0}] I3sERAEER [({1}] #BHL TV T

[S008] &% [{0}] Id:ErAEES [{1}] ZHIBRL TV ET

[S009] &1 [{0}] i3 LwO—IL [(1] ZERLTVETS

[SO10] &= [{0}] ikO—/L [(1}] #BHL TV T

[SOT1] &1 [{0}] ixm—L [{1}] ZHIBRL TV ES

[S012] &2 [{0}] (x#ERAZE [UPN: {1} SID: {2} %&#I: {3}][Certificate Definition: {4}][t*aVFrsa>F
FXbh: {5}l #ERLTWVWET

[S013] &1 [{0}] (3&EFAZEES [UPN: {11 O—JL: {2} isEBBEFESE: Bl EF¥aUFca> T b {4)] =4l
BRLTWET

[SO15] B2 [{0}] IZRERAEER [TPM: {1}] ZMER L TWET
[SO16] BIE#E [{0}] IFREEREPAE [V 7 7LV X {I}] ZA Y R—bLTWET

nya—g

[S401] DT v TFL—RDRERT - [IN—2 3> {0} »5][to version {1}]

[S402] =5 —: Citrix 7z 5L —> 3 VB —E X1Z Network Service £ LTRIT T 23X ELHD £3 IR
& {0} & L THTH]

[S404] Citrix 7z T L —> 3 VB —EXDT —ER— X EBEIMISEEL TV ET
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JzFlL—>3

aJa—Fk

[S405] LY R P UBST—ER—=ZADT—2OBITHRICTS—HEELE L [{0]]
[S406] LY Z R U BT —ER—ZADT—EBIHATT LELL CF: I—F—iRERBITINAEV)

[S407] T—E2R—XBEEICFEEL TV, LA RMIR—ZDT—RIFT—ER—RIBITFEINELATL
Iz

[S408] ‘EESH VI L —RTEEEA - [N—2 3> {0} »5][to version {1}]

[S409] ThreadPool MinThreads »* [ —h—: {0} =7T: {1 »5: [D—h—: 2} =7: BHICEEIhZF
L7

[S410] ThreadPool MinThreads # [7—#h—: {0} =7: {11 H»5: [D—Hh—: 2} =7: BHICEETEZ
BATLE

ID 7H—>a >R [7zFL—> 3 VR —E X]
[1R> Y —2X: Event Source: Citrix.Authentication.FederatedAuthenticationService]

INSDANY MME BEEAOT—N—D1—HF—OJTF>E2T7H— T2, %21 LEICFAS —/N—IC5
genxd,

nsa—k

[S101] == [{o} i2iEO—IL [{1}] @ ID 2 74— ~F 3HERDH D £HA
[S102] #—/\—[{0}] (& UPN [{1}] @ 7H— dIcKRBERL £ L (FIgh: {2H{3D
[S103] #—/N—[{0}] 1= UPN [{1}]. SID {2} #Z&RL £ L7=p'. #RZETSID {3} tiRThF LT

[S104] #—/N—[{0}] 2 UPN [{1}] @ 7% — MZkBL &L (UPNZO—IL [{2}]] IC& > TEHAITh TV EE
A)

[S105] H—nN—[{O}] iz IDD>7H—> 3> [[UPN: {1} O—IL {2 txauFca>rFxX b+ (3N ]] #%
TLEL

[S120] [UPN: {0}, O—Jb: {Tk EF¥aUFsa>7FZ b+ [{2}] I L CHBAEZETLTVWET
[S121] [R3ER: {2}] 5 [UPN: {0}, O—JL: {1}] ICGERREARITINE L

[S122] &% —N—@af<d [UPN: {0} Oo—JL: 1] N aHLDDEK {2},

[S123] [UPN: {0} T—Jv: {1}] [fI5h: {2}] DIEFAEZRITTIFHATLE

[S124] [B:EE: {2}] [HI5h: {3}] ©[UPN: {0} O—JL: {1}] DEAEZRKITTIELEATL:
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HRREMAEDTE [7 T L —> a3 ViRt —E X]
[1~R> ;Y —2X: Event Source: Citrix.Authentication.FederatedAuthenticationService]

INSDARNY MME VDAILDA—H—DOTF>TBE. T2 LEICFAS B —N—ICR\EINE T,

aJIa—~k

[S201] sERAZEFIAE [{0}] ICIZFNRT—RADT 72 RIENH D £ Ao
[S202] sEFREFIAE [{0}] ICISHEBAEAND T VL XEN B D £ A,
[S203] siEBAEFIAE [{0}] ICIZOJF > CSP ADT U XELH D EFEA

[S204] sEEAZFIAZE [{0}] A [{4}] IC&k o TAEBEINEE): [{2}] [#2E: {3}] T[UPN: {1} oos'#+> CSP
IC77ERALTVET

[S205] MUt L7 AT > ~ [{0}] idO—JL [{1}] OsEEREFIEETIZH D FEA
[S206] UL 7A T > b+ [{0}] IFEEFREFIAETIEHD FEA
[S208] #Z=+ —DAMIBEA KL & L7 [24E: {0}] [UPN: {1}, O—JL: {2}, sEPAEES {3}] [T 5 — {4} {5},

vy ayRIERAEY —N— [Tz T L —> 3 VBHY—E X]

[1~R> Y —X: Event Source: Citrix.Authentication.FederatedAuthenticationService]

CNBDARY MMEI A—H -3ty avRiBEZERAT 5. FASH—N—TERINE I,
OJa—R
[S301] 7o RIEFR: 2—H—[{0}] ICIHRERRY—bO—RADTIERERDHD FHA
[S302] 2—4— [{O}] IEFRAAARRER~Y— bA— R [38E0: {1} #EBKRLE£L

[S303] 7/ RIER: 21— — [{0}] BRI —bA— K [UPN: {1}]] =L FEA

[S304] avEa—%—[{2}]] T7/OU 3 L [{1}] 2RiTHDI—H— [{0}] I3RETF —M0IE: [{6}] DiodIRIEX
I—hrA—K[UPN: (3} &&: {4} 7r>A—TU>k: B ZERALTWEY

[S305] #Z+—DMEH LKL & L7z [#24E: {0}] [UPN: {1k O—JL: {2}, 2> 7752 {3}] [T5— {4}{5}1-

FAS 7H—>a> 73091 77 L—>a vl —E X]
[1R> Y —2Z: Event Source: Citrix.Authentication.FederatedAuthenticationService]

INSDANY MMEIC FASTH—2 3> 7500 VICE>TEBRINE T,
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[S500] FAS 7H—> 3>V IS T1URRETNTVEEA
[S501 RESNIFAS 7H—>a>TF5 51 0#O0—RTEEHATLE [FI9: {0}]
[S502] FAS 7H#—> 3> 755« >hO— ka3 nE L7 [pluginld={0}] [assembly={1}] [location={2}]

[S503] #—/N\— [{O} #*UPN [{1}] @ 7H— hCKBLE LT (OTAVELVRESNE LD TSI 1> [{2]]
DHRIGLTUOWEEA)

[S504] —N— [{O} B UPN [{I}] @ 7H— RICkBRLE L (O VfEpREShELLN. FAS 7550
VHERINTLWELRA)

[S505] #—/N—[{O}] A UPN [T o 74— MZKRL & L (S50 [{2}] iIc&bndF VENMET IO
Z2T7—=2Z[BY e XvtE— [{4}] BRENF L)

[S506] 757> [{OY] B’ —NnN—[{1] oo s =+ > fE% UPN [{2}] e LTERBLXvE—2 [{3}] RS EL
Ie

[S507] #—N\—[{0}] iZ UPN {T}] @ 7H—MICRBILE LT (FZT70 > [{2}] b [{3} Z22O—L & L)

[S507] #—/N\—[{0}] 2 UPN {1}l @ 7H— MICRBILE LT (FZ50 > [{2}] b [{3} 22O—L &L T)

[S508] #—/\—[{O} A UPN [{I}] 0 7H—FICKBLE LT WEBADTIEIDREINELENT ST A
Y [{2}]] BHIELTWEHREA)

[S509] #—/— [{0}] B UPN [{1]] o 7H— MIKRBML E LT WEBAOT VI RESINE LD FAS 7
STA VDRI TVLEEA)

[S510] H—N—[{O}] A UPN [{}] @7 H—hrIckBLE L. (F5T71> [{2] Ik > T7 I/ RUEBHE
HErIhELR)

044> [VDA]
[1 > kY —2X: Citrix.Authentication.ldentityAssertion]

CNS5DANY ME, OTF VEIC VDA TRESNE T,

OJ3a—Fk

[SI01]ID 7H—2a>OdF VICKRBLE LT, BB#TIAVWTIzTL—> 3 VB —E X [ID: {0}]
[S102] ID 7H—2 30974 VICKML & LT {0} @ SID AROMD A TLI [FIsh: {1H2}]
[S103] ID 7H—>a>Od#4 VickBLE LTz 2—%— {0} @ SID (& {1} TIH BESINASID F {2} TF

[S104] ID 7H—>a>O0F Y ICkBLE LT, 77— 3 VEBY —E ANDEFICKBL £ L7 {0}
[T5—: {1}{2}]
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[S105] ID 7H—>a>vOd 4>, Ad+ > [2—5—%&: {0}][Domain: {1}]
[S106] ID 7H—>3>vOd+y, O« > [EEBAZE: {0}]

[S1I07]ID 7H—>ayvOd 4 ikl LU L1z, [HI9h: {0H1}]

[S108] ID 7H—< 3 >H T X7 L, ACCESS_DENIED [[MEUrHL7T: {0}]]

v 3 > WiEEAE [VDA]
[1~R> kv —2X: Citrix.Authentication.ldentityAssertion]

CNEDAIRY ME A—F—DEv avRiRAEZFEALLS S T3, VDAILRERINE T,
aJa—~k

[S201] (R X< —rA—R® [PID: {1} 7O 5 L%&: {2}][Certificate thumbprint: {3}] A 7oA
[{O}] ICBES N E LT

[S203] (REARY—FH—RY TS XFLe FOVEIRMBEFINELE [FUHLTT: {0} v a>y{1}]
[S204] RFEEARY— b H—RHY TS RF Lo AN—FH—ROHR—HEMUINE LTS

HAEERS LU —RTER[7FTL—> a3 VB —E X]
[T~R> kY —X: Citrix.Fas.PkiCore]

NEDAIRY ME. FASH—N—DMELANILOBESHIRIEERITTI LB INE T,
asa—Rr

[SO01] TrustArea::TrustArea: :EBAZE [TrustArea: {0}] [ERHZ {1}] [TrustAreaJoinParameters{2} »*-r >
Ab=ILTNZFLE
[S014] Pkcs10Request::Create: Created PKCS10 ERAMER S & L7z [#5U% {0}]

[S016] PrivateKey::Create [#3)F {1}][MachineWide: {1}][Za/\— 4 —: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]

[SO017] PrivateKey::Delete [CspName: {0}. #3IF {1}]

aoJ3d—~k

[S104] MicrosoftCertificateAuthority::GetCredentials: {0} ofERE#ERI TSI nE L
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[S105]MicrosoftCertificateAuthority::SubmitCertificateRequest TS —h'% [{0}] #RL £ L=
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest sEBBE [{0}] FEITEnE L1

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - %2R
[CR_DISP_UNDER_SUBMISSION] [£88: {0}] % &t

ESPENE

o —HRER FAS ORRICOWTIE. TEFAT7—F70F v1 ZBRLTIETL
o BERNGFIRICOVTIE FEHALERI ZB8RLTIIET W,

BRET7—%TUF ¥

October 5, 2020

1L OIS

J7xT7L—>a iR —E X (FAS) & Active Directory sERB#BI & 454 L T, Citrix BRI TO Y —LL X%
— - ERIFT S Citrix AVR—RV b TT, CORFaXIMTIH RBICEL. SEIELRTIAT7T—F7T
IFvICDOVWTEHALE Y,

FAS "Mk N3 . EE I N/ StoreFront H—/N—C 21— —REEDHIETHEEINE T, StoreFront &R
o Web 74/ O %FNMNIBERINLEI b VR4 7> 3 YO BENARE Y bR BH L THE D StoreFront
SDK®H—RN—=F1D IS 73551 V2 FERLTARRICIRTE £9, EANARREZIE. Web 1 bAan
— ' —RENTTRER TR TORHAT ¥ / AP % Citrix Virtual Apps & 7=i& Citrix Virtual Desktops D ERAD
AJAIERT3ZETY,

CORFaAXYITIE. EMETZET LULANLORETY—F 7 FvICEAT3HMRHINTVEY,

o NERRER

« Citrix Gateway D EB

o ADFS SAML

e B2B7hU Y bDIwvEVY

« Windows 10 Azure AD A® &1

FASBEEREIC) VI LTVWET, IRTDT7—FTIFvICBIFZFASOEY 7y A oVWTE 1 > 2 =)L
CHERL EBRBLTLIETW
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FAS iCid. StoreFront d&R:E L 7z Active Directory 2—#'—0RbHbhic. AX— b H— RIS XDHASE % BE)
HICRITTIERMISE SN ET, CniE. EEEIMEIY—MA—RZ2T7OED 3 Z>JTEDZY —ILEREKD
APl ZERL %9,

a—'—a#* Citrix Virtual Apps #7zi& Citrix Virtual Desktops o Virtual Delivery Agent (VDA) icfifrah3
. IVVISHBAELR T2y F 3N, Windows R XA VIFOTA VR IEED AT — b H— R RAELE T,

B R

FAS Tid. ST FABIAA T3> (Kerberos T IIH1>A 0% ET) #FERALK StoreFront Ad& L%
d—4—BiE. XU+ EI NI Citrix HDX v > 3 A DEGHRIRET T,

Zhick b, Windows SBEEICA—H—DERBHERC AT —FA—RD PIN ODAADRDENZ ZCIEHD £H A
Fle. DVINHAVF U —ERDLS%H REINIENAT—ROER) HiEzFERTI3HEDLHD FHA. C
nxEMEAL T, Citrix Virtual Apps ®IB/N—2 3 > THIAA#EL: Kerberos §IKF S REOO I # VikE%x B S
ZABENTEET,

IVRRAYETFNARAADOTFVICAR— b A= REFRLIEDESHMCHD DS £y aYRTIEITART
DOa1—H—h, REF—EE (PKI) QIRZICTIELATEET, DO, AN—rTA2PF2TLYy rD&ES
IC. AR—FA—RU—F—=%BHLTLWEWLWTNIZIDSH. 2 BRFBHETTIAOABLEBITHAIETT,
CORERHETIE. FASZETTIMLULWT—N—DEBMEhEzTH. oY —N—ZiE1—H—DRbLDIZZAT— KA
—ROSRDIAEZRITTIERIMTEINE T, CNSDIAREIR. AV—FOH—RIZ&LZO7F>DKbD L
LT, Citrix HDXIRIETOA—H—tv > a>vADOJF VICERINET,
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AUTH.LOCAL domain

A
1

1= T 77T T T Thssociated with
jmmmmm e e T o

--{ Certificate Authority

""""" g i Certificate

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L
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Citrix Virtual Apps #7zi& Citrix Virtual Desktops igi& (. CTX206156 TH#HET 5L 51C. A¥— b A—RIZ&
077 CRARDFETHERTZIHELBHDET,

BFEORBTIE BE. X1 VI8N 3 Microsoft SRR Z FIMAIAEIC L. RXA YOV FO—F—ICR XY
AY bO—S5—HAEEE DY TR TEARET, (CTX206156 @ lssuing Domain Controller Certificates,
o2 aryEERLTIIEIWV),

RIEIER:
e F—E . N—FUzT7EFaUTsEDa—I)L (HSM) REL MDD RS RATFYRT SV T +—LED2
=L (TPM) IZRTETETE Y, #LIF MBEF—RE 28RBLTILETW,
e FASZA YR b—IILBELUBRTIHEICOVWTIE TR M—JLEHER] Z8RBLTIETWL,

Citrix Gateway 0 &R

Citrix Gateway DO EFIIHRZBEBA MM TV E TH. StoreFront L A& 7 Citrix Gateway iBIINTEH
D, BED TS 1< JRA > ~h Citrix Gateway ZDHDICBEI I TLE T, Citrix Gateway IClE. % Web
A RADVE- RV EROFREICFERATE S, RASSUVEROBELRT T aUHEENTVET,
COEREFATL. Citrix Gateway NOHIEFRERS S0 —H—t v a>AoOd 1 VEIC. fAIES PIN
DANIDROENZ ZIFHD EFH A £fcic ADNRXIXT—RPIAI—bh—FZEKREBLrETIC. BEX Citrix
Gateway RiE7 27 /O %ZFBETEZ N TIT£T,
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AUTH.LOCAL domain

Certificate Authority

Hndoussere [ microsoft |

@ FAS User .
Certificate Domain Controller
Template
|
@ FAS Authorization "
Certificate Windows Server
' Template
UPN
walter@auth.local
StoreFront

Windows Server

Issue TLS Server
Citrix Gateway § Certificate
VPX
Root CA Export .
R Certificate « Federated Authenti-
f Certificate ) i
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
. Issue Operating Systems
T | i - Authorization
b cenificate
= Issue i FAS User
—| FASUser =
r=- ? Certificates 4 Certificate
o : 4
Login with ’

1
1

|

1

|

1

: Hardware Security
: Module (Optional)
|
1
|
1
|
1

Associated with

Hardware Appliance

a2 v
_— - ?‘ Prsiir:te Keys

4 __ 0’4 Authorization
Private Key

Citrix Virtual Apps #7zia Citrix Virtual Desktops Ei&id. CTX206156 THEET 5L 51C. RA¥— b A—RIC&
3007 CRARDFETHERTZHELBD FT,

BEORBETIE BE. R X1 VI8N 3 Microsoft SRR ZFIMAIAEIC L. RXA YOV FO—F—ICRXTY
AY bO—S5—HAERE DY TR TEARE T, (CTX206156 @ llssuing Domain Controller Certificates,
T2 a ESBBLTIIEIV)

Citrix Gateway 2 751 Y URHE > X 7 L LTHEM ¢ 3/ & 3. Citrix Gateway & StoreFront D3 RTD
5tz TLS TRET D L SICL T, . ZOEMTIE Citrix Gateway Hr—/N\—@BEEICd— LNy o URL A
FERINZH. I—J)L/Nv 2o URL A Citrix Gateway H—N—%ZET LS EL<BRTIHVELRHD £,
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

+ Secure Ticket Authority

VServer P address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [ Damain -

¥ Gemeral Settings ‘ Version: [ 100 (Build 62.4) or later - |

| VI00: SNIP or MIE, w10.1+:VIP |

]

| smart card fallback: MNone e

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

B ER:

« Citrix Gateway ##m 9 5IZid. THow to Configure NetScaler Gateway 10.5 to use with StoreFront
3.6 and Citrix Virtual Desktops 7.6 #&BLTLE3 L,
o 1Y b—)LEHER] Tl FASOA YR M—ILEBROFEICDOVWTEHALE T,

ADFS SAML o &R

Citrix Gateway DX B4R T /OTIC& D, SAMLID 7ON1 4 — (IdP) & L TH#EET= 3. Microsoft
ADFS Lt DBEDNERIR L FF. SAML 7H—>a VIZBSZ2EFERALTEESNA XML 7Oy o THD. aAvEa—
B—=S AT LADI—HF—DOTA >V EERT S, FEINLIAPICL>THITINET, 2FED. FASH—N—IC
& o T. Microsoft ADFS #—/N\— (F7z12iEFH @ SAML 3355 IdP) AQ2—H —BEOEENFIINE T,
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX )
Hindowsserer [ microsoft |
Root CA Export g FAS User
§ cenificate g Cenificate Domain Controller
Gateway Server Issue Template
' Certificate b FAS Authorization Wind s
Certificate Indows Server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StorefFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- A Issue Operating Systems
r——-F-' g Authorization
] 4 Certificate
f :- @ Certificates | Certificate
Web Access Proxy ADFS Server i
: 1
. N £
Windows Server Windows Server :'§ |
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
' Certificate L
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : ? Users
| === Private Keys
r) Encryption 1 Q"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS &, —BmICr > 22—y bZFBLTERX )YV -V E-+TA—H—ZL2IFHEET B HICERTIN.
fze 213, Office 365 DHEEICE<FIHINET,
REER:

o FHLWERICOWTIE. TADFS R #8RBLTLLETIL,
e FASEA VA M=IBELUVERTIHEICOVWTIE. T A b—JLEiE 28BLTLEIL,
o BRICEYT ZEEEEICOWVWTIE. MCitrix Gateway OER1 0> a>E8B LTI W,
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B2B 7AhU > bRV EVT

2202HHPEVOAYE2—2 -2 AT LZFAT 356, —MMN%AT 7 3 >3 Active Directory 7= 7L —
av#—EX (ADFS) #—N—%ZEFEHEEERERTEY 7y T3 TY, CHICKD. —AOSHOI—H—7h%
75 D=1t @ Active Directory (AD) IRIBICY —LL RICBHSNZ L SICHRD Y, O F VIS, F1—H—
FEROOI 4 ERERZFERALE T, ADFSECNZ2BFORKMO ADIRIED v RUT7ATY M ICBEH
ICXYFLET,

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server m
UPN
a walter@adfs.ext Lo FAS User

1 Certificate Domain Controller
Template

@ FAS Authorization
Certificate
1 Template

| Microsort | o

walter@auth.local

- Certificate Authority Alternative UPN

walter@adifs.ext

Windows Server

StoreFront

Windows Server

Windows Server

Citrix Gateway § Centficate
ADFS Server
VPX
Root CA Export -
1 Centficate Federated Authenti-
. f C?rhf?cna,(egr Gateway Server lssue cation Server Citrix
R Centlicate ‘ Virtual Delivery
Windows Server A t
< =) signature Export ADFS Signature gen
g £ certfcare i contficate - FAS. Windows Server & Desktop
g P, IS | ihorization Issue Operating Systems
£ ") anption SAMLSP (RP) ER cenificate
E [} Certfficate _ e S
(notused) d- . [E rasuser | é.‘i User
15; Certificates .‘7' Certificate
E 4
SAML IdP

Login with

r
1
1
1
1
s
3
itrix B! .
g1 Hardware Security
Client ! | Module (Optional)
<
1
! Hardware Appliance
Windows / MacOS / Linux :
: g Users
- Private Keys
Export Root CA Certificate *

§ (fromADFS.EXTCA)

Authorization

Root CA Certificate =TT !3” Private Key
i {from AUTH.LOCALCA)

Export

REER:

e FASZA YR b—ILELUBHTBAEICOVWTE TV h—JLEHER) Z8RLTETWL,

©1999-2020 Citrix Systems, Inc. All rights reserved. 37


/ja-jp/federated-authentication-service/1912/install-configure.html

\

TIFL—2a it —EX 1912

Windows 10 Azure AD ADO &N

Windows 10 Tli&. TAzure AD ADEN WS AV RHAEAINE LT, Tk, #EED Windows K X
YADBMEIAYEIRBMUTVETH, T1VE2—Fy bE] O FUFICERZHTTVEIAMNEHMTY, Ch
id. ST by TELUVETL Y bS5 EHEEL £, RE3KD Windows R X1 >8I E#IC. Azure AD ICi&
TEDOWeb 1 kP UYV =T, PVITIUYAVFVETILERBTIHELNDDET, TNSIETART 14
—%w MIXEI LTW37d. R LAN 7213 THRL. 1Y 2—%w MIEGLICTRTOBMRH S L £9,

Azure

“E Azure AD

Synchronigation

’\- e
- f e -
- -~

I -:: = A D erar

Citrix Virtual Desktop
1

C|0Ud -"'. =.—.

CORBIE. FRE T4 RWVWBIYRI—H—] LWSEROBRVW—FITY, SvFbyFaArEa—2—&
=MD Azure AD #EEAFRL TREICT V2 —3y MERTERBLUBIINTVET,

CORATIE. IP 7RLZADMERAGEARIRTOFBHR. DEDAVTLI X, R T 7ONC4—. Azure,
HBZVWEZDIEDPDI TR TANAE =T A VTSRS VFvHETTEZIRITEELTL TV, Azure AD
Connect OFIEAMEEICE D, BEIRIC Azure AD ICEHL £ 9. Bl LTRLIERTIE, BREICTS7=0IC Azure
RS = FRLTVWET,
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BB

e FASEA VR M—ILEBELIUEBRTBHEICOVWTIE. T4V A =L 28BLTLLETL,
o FLWERICOWTIZ. TAzure AD 0%i&1 #2BLTLETL,

ADFS 0 ER

April 2, 2020

IFC®IC
CDORFaXYLTlE. Citrix IBiE% Microsoft ADFS ¥ 5T 3 HEICDVWTEHBLE T,

ADFS l#. Z< DB TE—DRERT > bHRBRELR Web 1 bADEF 7RI —T I X2ERT 3720
ICERTNEY, It Rid. REBICE > THIBRELEMOIYToYR AT O—- RBHBI56. DM
(& 2% 0 Windows O # VERBER TRET DHRELHD X9,

oo 7T 7L —> 3 VEBEEY—E X (FAS: Federated Authentication Service) Ti&. Citrix Gateway & &
U Citrix StoreFront # ADFS U 74 Y S AT LICHE TSI 37, RFEIBUENRE T B RIBEMIHDLE T,

CDERT. Citrix Gateway I Microsoft ADFS DiEBREFIBEE L L THASINE T,
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AUTH.LOCAL domain
I—
Citrix Gateway Certificate Authority
VPX
Hindons Sener [ Microsoft |
Root CA . Export ) FAS User
§ cenificate g Cenicate Domain Controller
Template
Gateway Server Issue
' Certificate @ FAS Authorization Wind s
Certificate Indows Server
ADFS Signature i Template
f Cenificate uPN
walter@auth.local
SAML SP (RP) Alternative UPN

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

SAML O E

SAML (Security Assertion Markup Language: €2 U5 7H—>3>x—o7v 7
T TOTF Y R=IADVEAL Y b~ #RIFTZ. Web TS5 o8 —00s4 > X7 L4

BhE2ENEY,

Signature

&)

' Certificate
&

f

Encryption
Certificate
(not used)

-
1
1

Associated with

do e FASUser 4
| Certificates

- - g Private Keys

StoreFront

Windows Server

TLS Server
Certificate

..... >
1

Federated Authenti-
cation Server

Windows Server

Issue

s FAS
2 Authorization <
L=t Certificate

Issue

Hardware Security
Module (Optional)

Hardware Appliance

a" Users

L M Authorization
Private Key

Login with

walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

FAS User
L Certficate

k]

Sy5=2) Py
TY, WICITRDIA
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UAALY MURL[>> TS >F >4 —E X URL]

I—H—RAORBEHNH S Z & % Citrix Gateway H'#&tH 93 & NetScaler iza—4—HERHT 23 Web 754
—IZ. ADFS H—NnN—LE® SAML O 7> Web R—JIZ HTTP POST #2179 5 & 53 6RL £ 9, D URL IE&E
. RoFERXDhttps: //PRLRTY: https: o

ZDOWeb R—2@ POST iCld. O A VETRICADFS a—#—%iRF T 4—>FRL | BREOBERDEF
nExy,

#BF [317E2/EntityID]

Entityld i&. Citrix Gateway H* ADFS IZiXf59 % POST F—&IC& £ n 3 —RD#AIF T, Entityld i& ADFS
IS, A—H—HEDOH—ERICOTF Y LESE LTVE D ERSE. BEICKRLETIEIELRRHR) > —DER
IN3E5ICLET. BITEINS L. SAML 2B XML 1. Entityld @Bl LI —EZXAQOT A > DHIERS
nFxd,

@E. EntitylD i Citrix Gateway #—N\—DO5 74 > R—2 D URL TEH, —ARBNICIE. Citrix Gateway & & T
ADFS o onhide D& 5% URLHFEATETF T (Bl https:
Yo

J&2—>7 KL X [5% URL]

BIEICEINT B & ADFS iza—%—d Web 7554 —Iic( EntitylD T I hzin® URL @ 1 2ic. SAML
FREE XML % POST LiRd & 53R LET. @ URL &, @EIETo Citrix Gateway H—N\—ETOROFER
Dhttps://7RLATY: https: o

BRI NimE URL 7 R L 2h'E# S 5184, Citrix Gateway (& ADFS AD7td POST RICH S 1 D% FEIRTE
=

EZ:PAE [IDP :EPAE]

ADFS i3#Z+ —%= AL T. SAML B35 XML BLOB ICEESTER& L £9, COERZ®KIET 31213, Citrix
Gateway =# L. sEAZE 7 7 M LICEENZRARF—ZEALT. CNS5DERZHEIB T IVENHOD Y, it
BRET 71 LIZ. BE. ADFSH—N—D5HBEN3TF AT 71T,

YN T M URL[>>4)LO4 77 + URL]

ADFS & & ¢ Citrix Gateway (F. THROJ 7T b S XFLZYR—MLTVWET, ZHid Citrix Gateway AR
-3 ehH3 URL THH. SAMLERAE XML BLOB AIREOJ A >HDEy > a2 £FRRLTWS T
CEHRELEY,

N BT AIRENGWVWA TS 3 UHEETYd, @ URL IZ@E. ROFRXDhttps: //PRFLXTY: https
o (WU F > URL EELBEDH B CIEFELTLE

TL,)
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o> 3> ICitrix Gateway ®ERl1 Tld. Citrix Gateway 2w b7 v L. Z#K% LDAP Bt 7> 3>
ZAIBTZHERICOVWTHEALET, CAHEEICTET 5. SAML RitzsFa ¢ 3 Citrix Gateway T, #HL W
AR S —ZER T2 e TEFET, £D#%. Citrix Gateway U+ ' — R TERINT 7 4L @ LDAP R
VO—%BIMRABZCHTEET,

MetScaler » MetScaler Gateway » Policies » Authentication > SAML 3 Policles l!':,:l vﬂ H
Palicies Servers
Add Primary WPM Global Bindings Search ~
Name Expression Request Server
StoreFrontSAML WN5_TRUE Azuredd

SAML KU >—DsEAN

ADFS B>V —ILh SHICEEB LIcEREFEAL T, LW SAMLIAP 4 —N—%#EEL £9. CORU—H
BRHINS . Citrix Gateway 1zO07 4 > Dfzsic 21—+ —% ADFS-signed ICUAZ 1L o L. ADFSDEZL
e SAMLEREE b — 2 > RO DICZITED £,
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Create Authentication SAML Server 5

Create Authentication SAML Server

L]
Mame*
Azurehd
255
Authentication Type
SAML
IDP Certificate Name*
AzureADSAML v +
Redrect URL" Exact v
20f-4c20-9626-14d5e484c62e /saml2
|
| Single Logout URL nternetProtocol -~
| 291-4c20-9826- 14450484062/ 5am12 ntemeatProtocolPs >
Uzer Field
userprincipalnarme &
Signing Certificate Name
b4
J .
Issuer Name
https://ns.citri xzamidemo et/ Citrng

ON v

REER

¢« FASOA YR b—ILEBRICDOWTIE, T1 YR b—)LEiE] 28R LTI,
o —fRE97% FAS ORRICOWTIE. TERRAT7 —F70F vl ZBRLTLETEL,
o BEERMBFIRICOWVWTIE. TEHMERIERI 28R LTIET L,

Azure AD O%&

April 2, 2020
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IEL®IC

CORFaXY Tl Citrix EBiE%Z Windows 10 Azure AD #BEC 5359 3 AEICDOWVWTHEHIBAL £ 9, Windows
10 BN LT Azure AD 1. RXAUBMOFHLWVWETILTY, ChzflATHL. BB VYIINY1 VAV DE
BT O—Z>J5v by raz A=y b ETRERXIVICBMEIEZ N TEET,
CORFaXYFTHELTRLEEBATIR. i1 ——0 Windows10 Sy 7 by FICEH DX =L 7 R L X
CEBRIA-RFMREINZ D ITFLZHBALTVE T, 1—F—id [RE] NRILD [PXFL] > [N—U3VE
#] > [Azure AD 2] A5, COOA—RIZTIERLET,

(= Settings - (] =
%‘} SYSTEM Find a setting e
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy by THEEINS L. Microsoft Edge @ Web 754 —id. Azure SaaS 7 7 r—>3>d Web R—
Ih5. &0 Web #1 k% Citrix ORB7 7V r—> 3>, &0 Office 365 X d Azure 77U r—> 3>
ICBBNICY > F Y LETD,
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B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD ¥ Office 365 REDBRHF I ST RT I /A EDHREICED . RKDBER Y
Fo—oh Azure RICRERICERINE T, IRTOIVRA—HF—HI)E—+T—H—BHIN. HRTV LS
Iy hEICIEI Y RA—H—DEELAVEVWSOVE ST,

Azure AD Connect DEIEAH —E XD, 1> FZ—% v b ETAZUre NDIBEL & L TIEET 370, BBFEOA VT
LIRVRATLERODEEIICOETILEERA TSN TETET,
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Azure ’\
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN 2T VWRIE RRIET 710 7+ — L TREI NS LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FF U F v Tld Azure AD TLS 6 E LU SAML AT NSICE > THRD D £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDEAZHINTWET, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—2KY) |1E. Azure 5 RH—E ZX® laaS &9
IC$H 3. 1ZEEML Active Directory HH—N—DREY > V2 FERALTRITTIE T,

A—HY—HRRDOT TV —> 3 > %EET 5 . Citrix Virtual Apps and Desktops O RABET7 FUr—>3>%
FERLTT7IERLET, Microsoft Edge > > J L+ > A ViR ERL T, 2—%—0 [Azure 7 7/ —
2av] R=IHSIETERBEOT SUr—>a>hrBEThE S, £7o. Microsoft &, Azure 77U r—>
AVO—BRREEFHTES Android BLTIOS 77U EREL TV E T,
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DNS vV —> DR

Azure AD Tid. BEEEDNNTVYIDNSTRLRAZERL. FXAVE T T v I ROERY -V 2EETIHE
PHODET, CNEERTIT3HIC. EBEIFTAzure DNS V- Z B TE £ 9,

CDfFITIE. DNS YV —>% citrixsamldemo.net =z {ER L £3,

Essentials -~

Fesource group

citricsamldemo

Subscription name

Visual Stucio Professional with RSO

Subscription IC

df22436f-d4f9-46ae-be7Tb-6470¢cdaeefca

HAME TYPE ™
@ M3 172800
@ S04 3600
fs CHAME 3600

Mame senver 1
nst-0l.azure-dns.com,

Hame server 2

ns2-01,.azure-dns.net,
Mame server 3
ns3-01 .azuré-ilns.ﬁrg.
Mame senver 4
ns4-01.azure-dns.infao,

WVALUE

nsl-01,azure-dns.cam,
ns2-01.azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

Email: azuredns-hostmastermicrosafl...,
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

adfs-citrisamldemowesteuropecloud... |,

>V =)L Azure DNS R— L —N—DERIDPREFIINET, Ch5liE. V—YODNSERONS IV FUT

|
S2BIZIBELRHDET (fB: citrixsamldemo.net. NS nl-01l.azure-dns.com),
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Azure TEITTINZREITS OADEBRBEZEBMT %5613, CNAME R >2—%, Azure "ER T3 RETS VD
DNS LO—RICERTADHEOEETT, RETI VDO IP 7RLABEEINATWVBIESIE. DNSY—>T 70
ILEFETEHNIIHDEEIHD £ A,

RBELVIMEDO DNS PRLZY 71w RiE. COERBIC—EHLE T, KXo i citrixsamldemo.net T, X
71w k DNS (WZ<10.0.0%) #FEALE T,

Web 7 FUr—> 3> rOxoH—N—%288B 3%, Mfs.citrixsamldemo.nety T FUZEEBMLET, ChHT
DV—>DT7xTFL—>3>H—EXTY,

730 Y —EXDER

CDfFITIE. Azure TRITEIN3 ADFS H—N—DRBI /- ADBIEZ ST, CitrixBIE%2#8BRLET. V5UR
H—EXEER L. Tcitrixsamldemoy £ &JI1F£9,

URL

@ WEE APP ’ QUICK CREATE ]
atrixsamidema

- - - cloudapp.net
VIRTUAL MACHINE i-“‘i CUSTOM CREATE oudapp.ne
REGION OR AFFINITY GROLUF

E MOBILE SERVICE West Europe v ‘

| @ | CLOUD SERVICE

ﬂ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows R#8< > > D1ERL
IS5 RY—E X TRITINS Windows RET> V% 5 8ERL £ 9.

+ RXs>a>¥kO—35— (domaincontrol)

+ Azure Connect ADFS #—/\— (adfs)

ADFSWeb 7ot 7O0%> (RX1vizsmLTWaEWWeb 77U —> 3> 70%Y)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

5
s All resources
. S * Name

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

Virtual machines (classic) = * Passwiord
B virtual machines
'% Subscription
&L databases s arnfigure of 3| fe If: f T £ “
S0L databases wiual Studio Professional with MSDN
& Cloud services (classic) * Resource group
_ﬂ citrisamidamo ~
W security Center T Window Dat
Lacation
? Subscriptions Waest Europa hd

Browse »

KXA>a>Y hO=5—

+ DNS ##—/\—& & Uf Active Directory k X > —EXD%&EI%BML. 1Z#897% Active Directory B
FEERL T (CoFITid citrixsamldemo.net), K X1 >DFIEHNTZET L5, Active Directory
HEBREY —EXRDEEIZEML X T,

o FAMRICEEOI—Y—THUY bEERLET fl: George@citrixsamldemo.net),

o COY—N—TIEAZ DNS BEITINZ D, IRTOYF—/N—IFDNSBRICC O —N—%ZERT I
ENHOET, Chnid. [Azure DNS £E] X—TTITWVWET, FELLIF. TORFaXY bOffREESR
LTLESEW)

ADFS o> rO—3—r Web 77U r—>a>rOf>4—N—

o ADFS —/X—% citrixsamldemo KX VIZBMEIE ., Web 7 FUr—> 3> O —/nN—id.
PDEEINTET—VTIN—FIe EF20%ENHST-H. ADDNSTDNS 7 RLREFEFHTERLET,
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« Th50H—/\—7T Enable-PSRemoting -Force ¥ > KL v b #RfTL T. Azure AD Connect v —
IWDBT7AT7ox—ILEBRADPS VUE—FT I 2BMICLET,

Citrix Virtual Desktops @ Delivery Controller ¥ VDA

« Citrix Virtual Apps #7214 Citrix Virtual Desktops @ Delivery Controller & VDA #%. citrixsamldemo
IZBmML7%ED 2 80 Windows Hr—/N—iZ1 Y X b—JLL T,

AEB DNS DK
RXA>a> bO—5—01 >R ~—JLi&IC DNS r—/N\—%#pE L. citrixsamldemo.net DAEFE 2 —%=4IEL .
SMEDNS H—N—IZH LTI+ T—HA - LTHEET DL SICHRELET (ffl: 8.8.8.8),
2 DMS Manager x
File AMction View Help
e« @ EBao= BE § 8
&, DS Mame Type Data Timestar
4 5 DOMAINCONTROL masdcs
4 [ ] Forward Lookup Zones | _sites
[ |z _msdes. net | tep
bl | _udp
b [ Reverse Lookup Zones | DomainDnsZones
- Tru*st.P'.:unts _| ForestDnsZones
k - Erldlltlfnal Forwarders ] (same as parent folder) Start of Authority (S0A4) [24], domaincaontral. static
b (e Global Logs ] (same as parent folder) Mame Server (M) domaincontral, static
] (same a5 parent folder) Hest (A) 10,0072 135201
5 adfs Host (4) 10.0.0.13 5/13/201
] domaincantrol Hist (4) 1000072 static
His Host (A) 10.0.0.13 static
Ewap Host (&) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
{ n ¥

BN LI-RFZEBMLEY,

« wap.citrixsamldemo.net [Web 77U 4 —> 3> 7OF P ORET I VIER XA VIZBML EFEA]

o fs.citrixsamldemo.net [ 7 5L —> 34—

N—DT KL X]

+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net ¥ @ ]

Azure TERITTNBIRTORBIY S VI, CODNSH—N—-DHZEBTBELSICERTIHBENBDET, &
g 2y b= 14>02—TJ 1A GUINSRITTETET,
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AN -y DHS servers @

* Primary DMS senver

SUPFORT - TROUBLESHOOTING

B Auditlogs > 0005

u MNew support request b Secondary DNS server
Sub
df22436f-daf9-46ae-beTb-6479cdaeefca

GEMERAL

Properties
A 5 =3
i 1P addresses >
BH ONS servers >
@ Metwork security group >

F7AILETIE WEBIP (10.0.0.9) 7 RLRIIEBMICEID Y THENET, IP7RLADBREEZFHALT. IP7 R
LAZKGRICEID Y TR ENTEEZ T, Chid. Web 7FUsr—> 3> 7OfsH—N— RXr>a>rbO—
S—TROITITIHENHD T,

4N DNS 7 B L X DB

REE<> VRITEFIC. Azure 1E. RETI VICEIDYTHNFEREDONTU VI IP 7RLR%EZITEED DNS VYV —
SH—N—FEELE T, Azure 3T 7 4L FTRRETS VORBEICIP 7RLRZEDYTSEH. ZDEF
BIEEEEDICLET,

- DomainControl8733 Settings = Configuration

AR (7 Assignment

s

SUPPORT « TROUELESHOOTING

1P address @
B Auditlogs > 13.84.252.54
& Newsuppon request N ldle timeout (minutes) @

a
GENERAL DHS name label {opticnal) @
! - i domaincontral-citrsamldemo
Properties > -
e westeurope.cloudapp.azure.com
& Configuration >
\dd tiles
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

Voo v v

Bl Export template

ZofFlTiE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %. KX~
YAV EO—-F—ICBDETTVEY,

JE—FERORTHICNT VYT IPT7RLAZEMNCTIHRELHZDI1E. Web 7 XU —> 3> rOx>
Citrix Gateway (R¥EY > VT THZIRITEFEL TSIV, (BRTIE. BEADRDP 7o EXIcNT w2 IP
TRLRADMERATNE D),

© 1999-2020 Citrix Systems, Inc. All rights reserved. 51



B —E 2 1912

\

Jx7lL—3

tFXaUT1TIN—TDER

Azure 73T RIE EFaU T IN—TFZERALT, 12—y b SEREATSVADTCP LT UDP 7o+
ADT7ATI7A—=ILIL—IEEEBLET, T7A4ILETIEF. IRTORETS>VTRDP 7o AMHFIINET,
F7-. Citrix Gateway 8&UWeb 77U r—> 3> 7FOx > —N—TlE R— b+ 443 TTLS 27 3 HEN
HOET,

Essentials ~ AR D
Resource group Security rules
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
B Auditlogs > 0 subnets, 2 network interfaces W Auditlogs >
& Mew support request > & Mew support request b
GEMERAL ENERAL
Il setting s
Properties > Propenti >
| 1P addresses > ou >
B DNSservers > >
@ Network security group > W b
Subnet >
RESOURCE MANAGEMENT

ADFS GERRZE D 1ERL

Microsoft sFERH%RE T Web 4 — /N—3FBBE T > L — b ZBMICLE T, ThICED. PRX 7 1ILICT O RR—
b MEXF—HEL) TF3. HAZLDNS PRLRAZHEFOHABAELEERTI£d. PRX 771 L2 BkA T3
VICTBICIE. COHBAZEZR ADFS ¥ Web 7 U4 —> 3> 7OX S —N—DOEAICT VA F—ILTE3HENRD
DFEJ,

ROY Iy b BEFEALT. Web y—N—ZEFREZRITLF T,

« Commonname:
- adfs.citrixsamldemo.net [2> ¥ a1—%%]
« SubjectAltname:
- *.citrixsamldemo.net [V —> %]
- fs.citrixsamldemo. net [ DNS o> +1J]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File  Action V .
a A £\, sublect | General | Extensions | private Key | Certification Autherity
Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You
(B Console Root can enter informaticn about the types of subject namie and alternative name values that

can be used in a certificate.

4 (G Cetificates (L Request Certificats

a [ Personal Subject of certificate
) i The user or computer that is receiving the cerificate
o — Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: : .
i [ Enterprise Type: CH=adfs.citrisamldemao.net
b Intermedid |
. C t Commen name
b [ Trusted Py [ Computer |
= Value:
b & Untrusted [¥] Web Server
r d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b 7 Client Aut The following opt Alternative name:
- Type: |
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car istration.citrixsam

- 1 - Value:
- Walid! o
b [ Trusted De iy peri |

[]5how all templates

NRT— R TRESNIEF—2EBD. FEAEZ PRX 77 MILICTVXAR—-FLET,

AzureAD oty F 7w

ZDto>arTiE. FILWAZUre AD 1 Y 242> X%ty 7y 7L T. Windows 10 % Azure AD ICB8IN3 ¢
B1-DICFERATEZ2—H—ID ZERTBHEICDOWTEHRAL £ 9,

WLWTr LI MU DIER

Azure 5> woR—Z)ICOT A LT FILLWTFo LY MU EERLE T,

©1999-2020 Citrix Systems, Inc. All rights reserved. 53



B —E 2 1912

\

Jx7lL—3

Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAMLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEEEI—¥— (AzureAdmin) DOER

Azure T/ O—NIILBEEZERL (COHTIFAZUreAdmin@citrixsamldemo.onmicrosoft.com).
COFHLWFAHIYFTATA Y LTNRT—REZELE T,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD ZfER L7Tc K X1 > DEF

TI7ANWNETEH A—F—FROEAXDX—ILT7RLATHMNINET: <user.name>@<company>.
onmicrosoft.com,

D7 RLRIGBMOBEA L THEELETH. IVRI—F—DX—ILTHIY bE—KT 3. ROZEFEKD X
—ILT7RLZEEEHLET: <user.name>@<company>.coms

[RXAYDEM T A—HF—DEHD XA UHEDULAALLY L EERLET, COFITIE. citrixsamldemo
netz@FHELEY,

ADFS #> YU WA A UICEY R Ty L TWVWRBEIE. FIVvIRYIRIIFIVvIR—IEANNET,
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect 7> X ~—JL

Azure AD #5% GUI OFJE 2 i & b. Azure AD Connect ® Microsoft # 9 >O— RR—JICUAA LI T h
F9, CNE ADFSREITS VA YA =L LET, [BEERE] TldH< [ARFZLIYA =)L) ZERL.
ADFS A 7> 3 hFETESLS5ICLET,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS o7 xz7L—>3Y] VI HAYF AT avzBRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT bTAzure ICESIL £ Y,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

REBAD 7+ LR bZERLE T,
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

Active Directory O#RERDF T2 o bEITART Azure AD Lt AL £ 9,
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Express Settings
Required Components
UUser S:gn-ln

Connect to Azure AD
Sync

Connect Directories

dentifying users

Filtering

Optional Features
ADFS Farm
Azure AD Domain
Configure

Verify

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,

Domain/OU Filtering

Domain and OU filtering

Diractory |citrixsamldemu.cluudapp.net |' | Refresh Qu/D

_ Sync all domains and OUs
® sync selected domains and Ols

4 [ citriksamldemo.cloudapp.net
! Builtin

Computers

Damain Controllers
ForeignSecurityPrincipals
Infrastructure
LostandFound

Managed Service Accounis
WNTDS Quotas

Program Cata

System

Users

Configuration

RERRDERDRER R
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Uniguely identifying your users

Express Settings
Required Components Select how users should be identified in your on-premises directories, [ 7]

User Sign-n ® Users are represented only once across all directories,

Connect 1o Azure AD ) User identities exist across multiple directories. Match using:

Sync

D and msExchiMasterdccountSID/msRTCSIP-OrginatorSID attnbutes

Connect Directones
hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain

Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR
LET,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Domain/CU Filtering
|dentifying users
| fiteing |
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Filter users and devices

Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.

# Synchronize all users and devices
71 Synchronize selected @
OREST GROUP

citrixsamldemo.cloudapp.net I.*-:.‘cr a name or DN of a group Resolve

Previous

MEIZIG L T Azure AD /XX — R % Active Directory Lt R 9§23 e TEE 9, Chik. BHE. ADFSR—X

DFFETIIBEDHD FH Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.

1ent e

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne
[ Password hash synchronization @

[ Passward writeback €

Connect Directories
Domain/OU Filtering
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBAED PFX 7 71)L% ADFS TER T3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH—N—DBRERHZEBERHI RIS NS5, wap.citrixsamldemo.net ¥ —N—D 7 KL X &N
71L& 9. Azure AD Connect "R TE 3 &5 Web 77U r—> 3> 70% o —N—0DBEELLT
Enable-PSRemoting -Force <> FL v b2 RTTIBENHBIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect o Azure AD | THOE 3 Server name or 1P address Add Brows
Sync
Connect Directories SELECTED SERVERS

P

Remote PowerShell 54 OBETIOFIEICKRB L BEIE. Web 7 FUr—> 3> 7Ox>H—N

—Z RAAVICBMEETHTLIET W,

DA HF—ROERDDFIRICOWVWTIF, ZEEOEEBEENXT—REFERALT. ADFSOU—EXT7HhU Y hZ2ERL F

9, Azure AD Connect ic&bD. DNS V-2 OFRBIEDKRIIDNRD SN E T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—RMXLIO—F%Azure ® DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

@ S0

= TAT

M5

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure B>V —ILT &3] #0Uwv o LEY,
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CitrixSaml|Demo
&3 USERS GROUPE APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e
citrsamidems cnmicrasoft com Basic Artive Mot Available fes
xE:

COFIEICEKKL5EIE. Azure AD Connect #R1TI BRIIC K X1 U EIREL £ 9

TR, M7 KL X fs.citrixsamldemo.net 7R — + 443 TIEGEINE T,

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federaticn service name fs.citrixsamigzme.net was verified and resclves to the following addresses;

10,0013

& The Extranet configuration was successfully verified.

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to
the following addresses:

104.45.19.206

Verify

Azure AD NDOBINDEZN

Windows 10 #* Azure AD ADBM%AERITT B LS. X—ILT7RLRENATZ L. ADFS 28T X EHLH S
CNAME DNS L O— R OERIC DNS # 7 ¢ w O XDMER I N E T (enterpriseregistration.<upnsuffix>).

CDBITIE. fs.citrixsamldemo.net&& D £7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT Uy DR E R L TLWARWESEIE. Windows A8 ADFS —N\—%{5389 34 5. ADFS @JL— MEEAZE
% Windows 10 Y Ea—2—ICA YA R—ILLET, HOHDLHERSNIZEOI—HY—THIY rEFERAL

T. Azure AD RXA 28 mML £,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN (&, ADFS FXr>a> bO—5—TRHINBZ UPN e —HIB3HBEDRHBLITFELTLETL,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYI VOBES O 4 %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEkiL £ 9. Zd Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps =7z Citrix Virtual Desktops ®-1 > X k—JL

BE DA T, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RIEET > V% Azure ICEEA VA M—ILT B3N TEET,

C ofITiE. StoreFront i& Delivery Controller tEILH—N—IZA Y XA b =)LENTVEF,VDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—h—& L T > X k—JLE . Machine Creation Services  IF#& L TWF
BA (LA T3V THERTE D TETEY) EEZHITT B80IC. 1—%— George@citrixsamldemo.net
PNRAT—RTBAETETZ e =2BBLE T,
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HE |

é @|® httpe//localhost/ Citrin/Storel O = G| @ Citrix Receiver ﬁ{} ﬁ éﬁi

DESKTOPRS

Citrix StoreFront e =

f‘ll’- i Desktops

Details

Azure

StoreFront i1 —+'—ERRIER A LICFREETE 5 & 5.Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell A< > kL v k% Controller TERTL £ ¥,

JxT7L—2a3 il —EXRDO1 YR =)L

ADFS ##—/\—IZ FAS #-r > X k—JL L. Delivery Controller #*£% T = % StoreFront ¥ L TigE 9 370D
W= %E#BRLET (ZoflTIE. StoreFront At Delivery Controller Lt ACREBY I VICA Y X =LA TV
B71=8)e T2 E—ILEIER) ZBRLTIIZI L,

StoreFront D&

Delivery Controller DAY Ea—4—EBREZERL £ 9. £7ce R— + 443 (C IS\ > RZRTE L. StoreFront
DR—RT7 R LR% https: ICEBEL T, IS & & U StoreFront THTTPS WMERTNZ LS ICHERL £9,
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a8 Citrix Studio =||=) =3
File Action View Help

e« xE B[E

] Console Root . ) Actions
4 B Citrix Studio (citrisam ClTR!x m -
O Search

I Machine Catalogs Add Server
[ AppDisks Server Group Change Base URL
£, Delivery Groups - View ,
@ Applications Group details
[ Policies 4 Refresh
[# Logging ) Sase URL: httpsi/ddc. H Hep

4 [ Configuration Mumber of servers; 1

B Administrators Configuration

= Controllers Madify the base URL for services hosted on this deployment, Fer multiple server
= Hosting deploymants, specify the load-balanced URL for the server graup.

s Licensing
I3 StorsFront -
[ App-V Publishi Base URL: | https:f/ddc.citrixsamldemo.net ]
£ AppDia
@ Zones

4 Eb Citrix StoreFront

3 stores oK Cancel
o o =

< 1] | >

(Change the base URL of the server group. |

StoreFront T FAS H—N—NMEBAINZ & SICEBHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY hEa2a—7—%F v o LT. OF7F>IC FAS
HERINDZ =R LE Y,

File Action View Help
&= (=

| PRSI Application  Mumber of event

| L CustornV :
al ‘-i Windows Date and Time Event D Task C...

E Applic ¥ Information 5/31/2016 9:47:35 AM Citri.buthentication. Federated AuthenticationService
] securi @Infomatiori 3/31/2016 9:47:35 AM Citrix Authentication. Federated AuthenticationService
] Setup @lnlomation 5/31/2016 94713 AM Citrix Authentication Federsted AuthenticationService
7] Systen {Dlnlonnatian 5312016 %4819 AM MESCLSMICROSOFT==WID
] Forwa @lnformution- 5/31/2015 94544 AM Citric-Authentication.Federsted AuthenticationSendice
b Applicatic @lnfﬂm‘lution- 532018 54543 AM CitricAuthentication.FederatedAuthenticationService
- Subscripti (1) Information 3/3/2016 S44:33 AM Citric Authentication.Federated AuthenticationService
@Inlﬂm‘lation 5/31/2016 244:39 AM CitricAuthenticationFederated AuthenticationService
@Inlﬂn‘na{ion 331/2016 2:41:23 AM MSSOLSMICROSCFTE=WID
@Inlﬂm‘\ation /3172016 9:38:37 AM Citrix.TrustFabric
@Inlo:matinn /3172016 9:38:37 AM Citrix.TrustFabric

Event 204, Citrix. Authentication. FederatedAuthenticationService

General |Details

[S204] Relying party [| \WDAS] accessing the Logon CSP for [upn: george® net] in role: [default]
[Operation: SignHash] as authorized by [ WDDCS]

Log Mame: Application

Citrix Gateway %9 3 7= ? StoreFront DA

StoreFront B>V —IL0 [FREAZEOERE] GUI Z#EMA L T, StoreFront A'88:EIC Citrix Gateway Z M
TBHLOHEELFET,
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting is applied when users log on wath smart cards,

[+ Fully delegate credential validation to Nethcaler Gateway

Citrix Gateway R3:E 4 7> 3 V& #HE 9 51k, Secure Ticket Authority (STA) @ & U Citrix Gateway
TRLROBRZITVWED,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

1] Enable Remate Access
Select the permitted level of access to internal resources

() Albow users to access only resources delivered through StoreFront (Mo VEN tunmel) (i ]

(®) Allow users to access all resources an the internal netwark (Full VPN tunnel) €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: [ [¥] NetscalerGateway

Default appliance: | NetsealerGataway
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#FwLWAzure AD 77U —> 3> % StoreFront AD > > J Lo A ICHER

ZOtEo>a>TiE Azure ADSAML2.0 > > U LY 7 Uee = R L £ 9, ZR7EIE. Azure Active Directory
TLITLYTRIVTSavHBETT, Azure AD BEY—ILT [HLWTIUr—>3a Y] ZBRL. [(Fv 35
=57 FUr—2a>zBMLEY] Z#RLET,

f N GA X
. . c ) . . ~ 1
Add an application for my organization to use »
FEATURED APPLICATIONS (17) NAME
o ’- Add an unlisted application my
I CUSTOM . ‘ organization is using StoreFront
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on
COLLABORATION (314) integration options.
CONSTRUCTION (3)
CONTENT MANAGEMENT (37)
CRM [114)
DATA SERVICES (109)
DEVELOPER SERVICES (B8)

[(AXEZL] AFTVD [FAOBEBETEALTVWSE, —BICEWT FUSr—> 3 %BM] #8RLT. 21— —HME
BI3HLWARZLT V=23 %R LET,

T O DIER

B 215 oI DEGBEERLT BR] X—JIc7yO—RkRL. 77U —23 007 LTERLE
ED

properties

APPLICATION TILE LOGO

SAML SBEEDIER

TIVg—=2ardyaR—FOBMER—JICRD, [T NMYr2F 0 OERK] 2BRLET,
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&3 DASHBOARD LISERS AMND GROLUPS ATTRIBLITES COMFIGURE

StoreFront has been added

[ISkip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Ccnnfigurr: single sign-on

COEMTIE. [Microsoft Azure AD > > J )Lt > # 2] ICxI5d 5 SAML 2.0 sBE=EAL £ 9.

CONFIGURE SINGLE S1GMN-ON

How would you like users to sign on to StoreFront?

[} Microsoft Azure AD Single Sign-On
Establish federation between Microseft Azure AD and StoreFrant
Learn more

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

) Existing Single Sign-Cm
Configures Microsoft Azure AD to support single sign-on to StoreFront using Active Directory
Federation Services or another third- party single sign-on provider,
Learn more

EAF] ICIEEEoXFFEiEETE %7 (Citrix Gateway IR SN R E —BRITZHBELDBD £T). Ol
Tl [i5% URL] At Citrix Gateway #—/\—® /cgi/samlauth i > TW% T,
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Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER

https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogi/samlauth ] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

RDAR—2I2IE, Citrix Gateway = Azure AD OEFBEFAE L L THHRT 2 DICBERT 3 BHRIEENATL
£,

CONFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStorefFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-on:
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate [Raw) @

Dowmload Metadata (ML) (&)

(2]

. Configure the certficate and values in AzureStoreFront

ISSUER URL
https:/fsts.windows.net/blaef2 1b-d29f-4c20-2026-14d5e484c62e/

SINGLE SIGH-0ON SERVICE LIRL
https:/Aoginwindows.net/b1aef2 1b-d28f-4c20-0826-14d5ed84 062

SINGLE SIGN-OUT SERVICE URL
https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-9826-14d5e484c62¢

O confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 N ERMAZE SV >O— LT Ur>F > URLeH 7T URLZOE—-LEY, Ch
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5% Citrix Gateway @ [#BpK] BEICR—X L ET,

A—H—=ADTTVr—3 > DEIDYT

REBEOFIETIE. 7FUr—>a>aEEMICLT. I—%—0 myapps.microsoft.comy a> bO—)LR—
W7 FVr—2a hRREEINDLSICLET,. ChiF [A—H—cJIL—TF] R=JTTVWEHE T, Azure AD
Connect PRIEAL = R XA > A—H—THI Y ADTIEZXZEIDETET, FHOTATVY HERATEIET

H. <user>@<domain> NZ—2ICfE>TWAE W, BBRNICYY TI3HERHD £,

storefront
&3 DASHBOARD USERS AMND GROUPS ATTRIBUTES COMFIGURE
SHOW |,!|I| Users v
DISPLAY MAME USER MAME JOB TITLE DEPARTMENT
Azure Admin AzurgAdmin@citrixsamid..
George Lser george@citrixsamldemao.net

On-Premises Directory Sy...  Syn¢_ADFS_21a7€B050¢T...

MyApps X—>

ACCESS

Na

Mo

e

METHOD

Unassigned
Unassigned

Unassigned

T —=arhiMERINB e, https://myapps.microsoft.comT. Azure 7 7Ur—>a>pi1—H——8

ICRTRSINE T,
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B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

Azure AD ICBIML TWBIEE. OFF > Lica—H—I. Windows10ic& D, Azure 77U —o 3 >oADo >
TIWHA VAP R—bINET, TAaAVEI Vv I T3, T5UH—IEHICHER L7 SAML cgi/samlauth
Web R—JICBEEIL £ 7,

TN >F > URL

Azure AD #y > a R— RO 7 IV r—oavIicRDEd, 7V T—2avIiIcfIATES T IILY 1 >4 > URL
BB rxzRBLET, D URLIZ. Web 7505 —1) > o niRt». StoreFront ICEEBHTZ7-HD. X
BA—rXZa—0D>3—rhy FOERICERSINE T,

quick glance

APPLICATION TYPE
Web applicstion

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report
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Z® URL = Web 750 —Ic_—2Z LT, #NIC#ERL L7z Citrix Gateway cgi/samlauth Web x— iz, Azure
ADHWUAAL I LTBLSICLET, CNHEEET2DIF. BIDETSNI—H—FIFTY, Fho 22T ILHA
YAIUDHBTEZDIE. Windows 10 @ Azure AD IZBIILTW3 O A v a>viEiFTd,. (FDEFHDI
—H—IZid. Azure AD OERBIRDOANND RO SN ET,)

Citrix Gateway O -1 > X b —JL B

ZoBITIE. BEADUE— L7t XIZ. NetScaler (3 Citrix Gateway) #7923 L7={RE<> > = ER
LET, REETIVIdAzure R A7 THEATEE T, CofITIE. NetScaler11.0 @ Bring your own License
N=23 2 EERBLTVETY,

n License

Bring Your Own License enabled.

Citre MetScaler is an all-in-ene web application delivery controller that makes applications run five
tirmes better, reduces web application ewnership costs, optimizes the user experience, and makes sure
that applications are ahaays available by using advanced L4-7 load balancing and traffic
rmanagement; proven application acceleration such as HTTP cormpression and caching; an integrated
application firewall for application security; and server offloading to significantly reduce costs and
consalidate sapiers, Az an |.|n|:|i':.pl,|!e:n:| leader af sepvice and ap r.||i|; ation d:“w:ry_, Citrix MetSealer
solutions are deployed in thousands of networks around the globe to opbimize, secure and control
the delivery of all enterprise and cloud services, Deployed directhy in front of web and database
servers, MetScaler solutions cambine high-speed load balancing and content switching, hitp
cempression, centent caching, 550 acceleration, application flow wisibility and a powerful application
firewall into an integrated, easy-to-use platferm. Meeting 5LAs is greatly simplified with end-te-end
manitaring that transforms network data into actionable business intelligence. Policies are defined
and managed using & simple declarative palicy engine, with no pregramming expertise required.
BYOL 1s available for customers with Methcaler Gateway VPR or Methcaler VP 10, VPX 200 and VPX
1000 licenses purchased via other channels from Citri

v R finlly o=

PUELISHER Citrix Systems

WSEFUL LIMES

Web 7505 —D7RLIAN—ICHEIP 7PRLAEANAL. 2—H—BiOBRICIEE SN ERIBRZFERAL T,
NetScaler fREEv > >icOd 4> LEd, Azure AD [RETS > D nsroot T—H—D/NXT— RZEETIHED
HBCITERLTLIETL,

SA4tEYREBIML. BS1EYX 771D EBMINS [BEs] %:#ERL T. DNS UV IL/N—D Microsoft
RXs>ydybO—5—%RAVbTBELSICLET,
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Citrix Virtual Apps and Desktops O1 > X b=l H—RERTTS

COfITIE. SAML ZERL AW, 2> FIL7% StoreFront REZ BRI 3 D BHRHET. COERMDIKEET S
E5ICH>THS. SAMLoOT# VR —HhEMEnE Y,

XenApp/XenDesktop Setup Wizard
What is your deployment

\:I Single Hop

& —_— —E—r—x . server Farm
Client Internat Access Gatway \

What is your Citrix Integration Point?

storefront [

Citrix Gateway & & Uf StoreFront OIZEERE#EIR L 9, Microsoft Azure TOERD 8. ZDFITIER—

b 443 TIIEH<, R—~ 4433 28R L 9. HBWI. R—rEELAD, Citrix Gateway &I Web 1 %
BIYYILIEDTEIEHTEEY,

MetScaler Gateway Settings

MetScaler Gateway IP Address™
1w . 0 .0 .18
Port”

4433

Virtual Server Mame*

ns.citrixzsamldema.net

Redirect requests from port 80 o secure port

COBITIZ. BBICTIEDIC. 77 MIILICRESNEREO Y —N—ERE B -5 7y O—RFLE T,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO—5— DB

RAXAYOAYPO—F5—RT7ATY MERICEBINZ O, ZDOIPPRLRETFSATURLEREICEBMLE Y,
AAT7ATRY I ADET 4 —ILRTROSNBHERUTEFEL TSI LY,
Primary authentication method®

| Active Directory/LDAP |i||

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

220 |

Time out (seconds]”

E |

Base DM*

|'CN=LI5EFS,DC= citrizsamldemao DC |
Service account®

|CN=internaIadmin.CN =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute*

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|l|-[ ""|ﬂ'
Secondary authentication method®
| Mone |

=
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StoreFront 7 KL X D#ERL

COfITIE. HTTPS ZfEMA L T StoreFront BB Eh TWa 7. SSLTOMINDA T2 a >z #RLET,

StoreFront

StoreFront FOQDM*
ddc.citrixsamldemo.net
Site Path
Soitrie/StoreWieh

Single Sign-on Domain®

citrixsamldemao 4

SCitrix/StoreWeb

Secure Ticket Authority Senver®

http://ddc.citrizsamldemao.net/sta

5=
(|

Storef

ront 5

w . o . o . 15 |+

Protesecl®
FrotosC

ssL v

443

Citrix Gateway EBI DL

Citrix Gateway IC#E# L. I—HF—BENRT—FZFERAL T, BACEBDERICTONZ 2B AELES,

=lo
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Citrix Gateway SAML 25t R — D EXML

StoreFront T® SAML OfERIZ. (EH®D Web 1 T SAMI 2 RT3 DL EHTT. NS_TRUE OX%ZERL
T. HILWSAMLARY > —%EBML &7,

Configure Authentication SAML Policy

MName

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E||T ?\

Expression®

| Operators = || Saved Policy Expressions * || Frequently Lised Expressions -

KS_TRUE

Azure AD HS5HIICEVG L 7183 ZEA L T, ML L SAMLIAP #—N—%#8p L 95
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Redirect URL®
291-4c20-9826-14d5e4B8406 28 /sami2

Single Logout URL
| |29t-4c20-9826-14d5e4B4062e /5ami2
Ussr Fiald

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

POST i
D Authentical n J

Sk T

5

IYVRY—IYRIRTLOWEEE

Azure AD ICE8BLT=7Ho > b EFEBLT. Azure AD I2&LTW3B Windows 10 ¥ X by Ficad 4> L %

¥, Microsoft Edge %28 L Thttps://myapps.microsoft.comiZiEsiL £,

Web 7S59#—iCid. 12— —® Azure AD 7 7Ur—> 3 UHARREINE T,
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E Access Panel Applicatior X +

O
6 O Hj windowsazure.com @

Microsoft Azure george®

X

applications  profile

AzureStoreFront

22016 Microsoft  Legal Privacy

A EI YU T BERAEENT: StoreFront H—N—ICUAA LI FShB e =B LET,

B#HIC. Y I >* > URL #ER L EEES. & LU Citrix Gateway O 1 EADERIESHICEL D,
Microsoft Azure * ORI TI A AL I FENB L #HBRBLET,

&EBIC. Azure AD IZEBML TVWARWIY S YHREIC URL TEMMET 2 C e 2B L EY (L2 L. RYIDELERIC,
Azure AD NDEETRHBY 1 VA A 1 EfITHONET ),

953

Azure TIREBY S >ty F Ty T2 EIICIE. ROBEA TS 3V EEBRL TSV,

NTVyIZIPT7RLREDNS 7RELZXDANA

Azure IZRZH TRy b LT, IRTOREIDVICIP PRLRZRHELET (COFITIFI10X ") TTAILET
3. BINICEHR SN DNS SNILTERTES. NTUv I IPT7RLIABIRMINE T,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
GENERAL
s Il settings
df22. S-46ae-beTb-6479cdaeefca N
Properties >
i settings =
& Configuration >
id tiles
®

Monitoring
RESOURCE MANAGEMENT
CPU percentage

& Tag:
& Locks

s Users

R N

3 Export template

[XTUyZIPT7RELZ[DNS B] SNILO [HA] ZBRLET, RETS>D/NTY v DNS7RLRZERL
£F9, L EDDODNSY—>T 7L TO CNAME SRICERATE. IP 7RLADBIDHETINHZED.
IANTODNS LO—RAELKERBTS Y ERIU T BE5ICLET,

Assignment

Dynamic [ nlils

IP address &

40.68.28.181

ldle timeout (minutes) @

DWS name label (opticnal) @

ns- citrizsamldemno w

swesteurope.cloudapp.azure.com

T7AT704—IL—ILDEY Ty T (EFa2UTcJIL—7)

57 REDRRETIVICIE. BENICERSNZ7 71 704—)IIL—ILOEy bHHBD. COty bItFa
DF4JI—Fe LTHBNTVET, EXaUTaFIL—TFR@NTIVYIIPT7RLIDNSETSAIR—KIPT7RL
RCEEINB ST v I %FIHLET, T7 4/ ETIE. Azure I3 TR TORET S AD RDP OExix % 7]
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L%9d. F7. Citrix Gateway H—N—B LG ADFS H—N—IF. TLS b5 71 v (443) Z&HXTIHEND
D&Ed,

REI> YD [RY hT—014282—T x4 R] ZHVT [Ry bT—0EFa T JIIL—T] SRILEIUYY
LET, [REEFa2UToRAI 28R L. BBy FT—T ST v I ZFALET,

Settings

@A O el @ 8O

Security rules
1 inbound, & outbound SUPPORT - TROUBLESHOOTING

dwith
subnets, 1 netwark interfaces B auditlogs >

al with MSDN & Mew support request >

f3-46ae-beTh-6473cdaeefen Sae-beTb-64T9cdaesfca

REBHR

e FASOA YR b—)LEHREICDOWVWTIE, T1 YR h—)LEiER) ZBRL T,
o —fRH% FAS ORBRICOWTIE, TEA7—FT70F vl Z28RLTIEE W,
o BERBFIRICOWTIE, TEHMERERI Z2BRLTIET L,

Ee RN 1

October 5, 2020

Cotodarn THZE BT 77— 3Vl —EX (FAS) OBERBERE L UEEICDUV TR
LEI,

RERER
s FASOAYZb—ILEEE Y b7y AISDOWTIE T1 Y2 b =)L et 28BLTIREE W,

 TEE7—F7T7Fv1 T3 . FASOEET7—FTIFvORMEZHAL. SOERET—FTIFvICETS
ZDIEDDEEANDOY VI Z/EL TWVES,

SEPRIKRS DR TE

April 2, 2020
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CDRETIE. 77— a3 ViBiEr—E R (FAS) # FASBEIYY —ILTHR— b TN TULWARUVERR#ESH —
N—CHABTB-ODHFMBEICOVTHBLET, CDHBATIE. FAS #E M3 % PowerShell APl #fER L %
o CORBICEEHINTVBEHBAZERTI BE0IC. PowerShell 0 EBM##ER LTI L,

Microsoft :FFRt&RE% TCP 7 Ut XFICHER T 3

F 7 #J)L kTlE. Microsoft sFER#RIZ 77 7t X1IC DCOM Z AL EXT., COBA. 7717 T4+ —ILOEREH
EHICHEBZD. B TCPR—KMICHIDEZ BN TEE T, Microsoft :ERAI%EI T DCOM /N % B
Z, lCertSrvE&EX) DCOM 7V r—oa>o7aAnNsTas #HRELE T

CertSrv Request Properties L2 | X |
| General | Location | Secusty | Endports | identiy |

DCOM Protocols and endpoirts:
Y ... defaut system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~  #dd.Enterthe endpoint detals and cick OK when you have

Protocel Sequence: | Cormection-cnerted TCP/1P

() Disable protocol sequence

O Use defauk endpoints.

() Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endponts.

o ] [ caca ]

[TYRRAU ] ZEBLTHHNIYRRAY 2BIRL. TCPR—+BESZHEELEY (EORTIEF 900 TY),

Microsoft sEERHRS # Bi2#h L T, SFBAZEER%ZEEL £ 9, Mnetstat -a -n -b) ZRTTBHEAIE. certsvr
HBR—Kr900Z VXYL TWBR I 2RI IHNENDHD F9:
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TCP 0.0.0.0:636 LISTENING
[1sass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.D0.D0:3268 LISTENING

[lsass.exe]
TCP 0.0.0.0:3269 LISTENING

DCOM ICIZF RPCR—+ZEAT 3 XIS I—2a Y RAT—BH 3. FAS H—/N— (F7I3EEREE=ERY
BZTOMDOIIY) ZBETBIHVERHDEEA. 75172 A DCOM 2ERTIHBELNHBHBE. V51TV H
(FEERAE Y —/\—D DCOM RPC Service iZ##4i L THED DCOM H—N—ADT7 VX2 BRLEFY, ChICE
> THR—k 900 AN N, DCOM H—/N—Iid FAS = N—ICEBHiHEEIBRLE T,

-9 —FPAEDHERIEN

I—H—3AEN FAS H—N—NTEHEFERIND . A—HF—0OOJF VICH D ZRHEDKIBICERFINE T, X
DEITa>TIE. B—FIZERD FAS U —N—T1 -4 —GIEAZZERER I B HAEICDOVWTHBALET,

Active Directory 1—#'—D—E%EEL 7

ADICH LTI TUZEFTL. A—H—D—EBZROFDELSICT7AIL ((csv T 7TILARY) ICRETBILICE
D, AIAEDERZREIT B LN TEEY,

Import-Module ActiveDirectory

$searchbase = ”cn=users,dc=bvt,dc=1local” # AD User Base to Look for
Users, leave it blank to search all
sfilename = ”user_list.csv” # Filename to save

if (Ssearchbase -ne 7”){

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter ”,” $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter ”,” $filename
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Get-ADUser . I—H—Q—B%2BERTZ-ODEEITV KLY bTY, ERDOACIE. UserPrincipalName
ZRHEXT—2AN TBM OA—H—DHrZE—EBRTTBZ T IILEZ—5IHIEENTVET,

SearchBase 5|$/IC& > T. AD A —H—BREHLFHRINE T, IRTOI—F—% AD ICEHT-VIEE. Th%x
HBETEET, F: COIVIVICE-T. ZHOI—F—HRINZAEMELHD £9,

CSV DoMRIF. RDLSICHD FT,

Bl user_list.csv - Notepad

File Edt Format View Help

"UserPrinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuseri@bvt.local”
"testuserd@bhvt.local”
"ucs38@bvt. local”

"ucs39@bvt. local”
"pimeAA@Bbver Tasa1"

FAS +—/\—

LT PowerShell 27U 7 Tl UBIER SN ——D—EBA2ERALTI—F—HBRZ0—EB MER SN FE
ER

Add-PSSnapin Citrix.Ax

scsv = ”user_list.csv”

$rule = ”default” # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in Susers )

{

$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( Sserver.Server -ne S$SNULL) {

New-FasUserCertificate -Address $server.Server -

UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule

if( $server.Failover -ne $NULL) {
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16 New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule

17 }

18

19 }

BEO FAS U —N—-HEFET 258 FEDI—H—DAEN A Y —N—T1E. Zz—-IF-N—-F—N
—TIEO&Es 2EERTNET,

EROZ21UFriE Tdefaulty £ WS EFOFRIDBEDHDTY, HABGHERZHS (Thello) #Y) 1F. X
) 7D Srule EHETEL T TV

Initial Setup | Rules

Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.
+ Create rule

Default S W

Summary
hello S W
Rule name: hello
Status: OK
Template:

Citrix_SmartcardLogon

BRMEEIRAE X FHHLE S
BEHD FAS H—N—%EAPDIFEEIE. O F>PhOI—H—ICHETDZ 4 < FAS RIHIAEZBHTET T,
A

GUI zfEMLTFAS ZBsBild 5 HTETET .
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

LUTFOFIEERTLET,
1. #TL WERAFEFEAZE #ER L £ 3. New—FasAuthorizationCertificate

2. ROOAT Y RICE>TRINBIHL VBEEFFAZE DO GUID Z# X EL £ 9 :Get-FasAuthorizationCertificate

BJ.FASH—N—%X>VFFVXRE—FRICLZEF: Set-FasServer -Address <FAS server> -

MaintenanceMode Strue

4, FLUVWERALIFAZ # B £ 9 .Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5, FASH—N—DX>FF >V RE—R%EBRLET, Set-FasServer -Address <FAS server> -

MaintenanceMode $false

6. HUVERILEFFAZ #HIFR L £ 9, Remove-FasAuthorizationCertificate
REEIEIR

s FASOAYZb—JLEBRICDOVWTIE TR h—)LEER) Z28BLTIIES L,
s —NBTITL—a VY —ERBRICOVWTI. TERE7—F77F vl 28RBLTIETIL,
o ZOMOEMFKNBFIRICOWVWTIE. TEFEMRERI Z2BRL TSI,

-
7.

W+ — (38

October 5, 2020
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IEL®IC

#WE+—I% Network Service 7ho Y b #ERLTREIN. T I TIVRAR—FRAELTIY—U 3N ZF
ER

MEX—ICIE 2 DOBENHD X7,

o ZERMEEISIRAZICEEETIF 5 TW A, Citrix_RegistrationAuthority sEBAZ T > 7L — +H 5 OFEF —
o I—H—iERFICEEMIF 5N TWS. Citrix_SmartcardLogon :EBET > 7L — b H 5 OIEF —

AR E 1214 Citrix_RegistrationAuthority_ManualAuthorization (F7 /L T 24 BEE) &V
Citrix_RegistrationAuthority (F7#JL b T2 E/E%) 2 DOBENHD £7,

JxFL—>aryRIEY—ER (FAS) EEBEIVY—IO HWEtLy 7yl 270FIE3 T EEE
W EFAIT3] 20Uy 0938 FASH—N—IZ&>THF—R7HERTNh. GEAEFEZEXRD Cit-
rix_RegistrationAuthority_ManualAuthorization HEBBZ O SEFAEEICEEINFE T, T hIZ—EFRIZEERE
ETHOD, TIAIPT 224 REMENTY, AAKEIZIEHNICHERAEZRITLELA. SIAZTZRITIBIC
3. BEEBICLZHAPREBTOFHOERTAINBETY, SHBAEN FASH—N—ICRITEhB . FASIE
Citrix_RegistrationAuthority_ManualAuthorization :EB8& % £/ L T Citrix_RegistrationAuthority 3EB8
E (F74IMT2EMEY) *EBMICEEL £9, FAS r—/\—(d. Citrix_RegistrationAuthority sFBZE%
B89 % & ¢ <IZ. Citrix_RegistrationAuthority_ManualAuthorization MEAZ L £ —%HIBR L £,

TR ER Y O —3MBEF—ZMEIZ3BDINTIIHL T, TYFL—rTHERSN I —t v bt
T RHAEERORETZHA T 570 BREEIAS ICBIEMITONTMEF—IFFIHKETT, BR LT C
DF—ZEETZHDORIENTH. Ly bROI-—H -k BRRICEHRTEET,

ROWTNHZFERAL T, BARBOEF1) 70 EFICENL THEXF—IMRESNZELSICFASH—N—% R TS
F9:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. #7:i& MicrosoftV 7 bz 7¥—: i8R~
ONT 4 — (BREBEAE S SO0 — —:IAEdEA OWEF— )

s FSRTFYRTSY T r—LEYa—I)L (TPM) Fv FEER LT Microsoft 75w b7+ —LF—EiE
BFONA A — (BREEEAZEOMEF—A). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft V7 oz 7 —ZBATONT 4 — (2A—H—HEAZOWEF—HA)

e N—RFRIzT7EFaUTsEIa—)L (HSM) RYHZ—O HSM 711 Rz ERA LIS —E R FldF—
REEIONTS— (BEREBEERIRES SO0 —Y —iIRAEGEH OB+ —H)

WE* —DBRE

300FTFravos5s5nwenhEFERALTCFASZ@ALEY. TFA I T2 —%2FAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L 2 #REL T 77 1ILDT 7T
# )L~ DIFFRIE FAS +—/X—@ Program Files\Citrix\Federated Authentication Service 7 # L4 —T79,
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<?xml version="1.0" encoding="utf-8"72>

<configuration>

<appSettings>
<!-- This option switch betwsen CAPI API (true) and CNG API (false) Cryptographic Providers -—>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>
<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->
<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>
<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>
<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, ¥—EXDEFRICOAERT 7 ML EZHHAFHET, WTNHDOBEHEESNIIZE. HILLREZ R
TEBDICFAS ZBEBTBIHVENDBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 LOBET 2 EEZRD L E D RE

LFTY:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG API o1 b #

)

&

true

aAX> bk

CAPI API =

false (7 #JL 1) CNG API 28

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName ({(EAR3 2 O/ & —D&Hi)

fi&

aXT b

Microsoft Enhanced RSA & & T AES F7#J)LiE CAPI ZONA A4 —TY
Cryptographic Provider

Microsoft V7 by 7 —2BEH FO/N1 4 — FI7A4IMFZCNG FONTISH—TT

Microsoft 75w b7 x#—LFx—RBEH7ONME— FTI7F#IL NI TPM Z7ONAE—T9, TPM (g2 —¥

—F—ICRBEDLEEA. TPM BEREEF—ICOD
HEALFET, FAST—N—ZREBHIRIETEITITS
FEOHZRIF. TPM BLUNAN=—NAHF—DR2H
—ICRBUD T R— TN TVEDESHZERIELT
<TEL,
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& aX> bk

HSM_Vendor CSP/Key s2f&i& 70O/ 1 4 — HSMARY A —IC L > TIREINE T, BIIRVH—IC
Lo TEBRDET, FAS H—N—%{RELKIBE TRT
TBFEDHESIE. HSM R4 —ITRBI A R—
TNTVBIHNESHZERRLTIRETL,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI| DI&DHKHE)

& aX> bk

24 Default, Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24 #&8R L £9, CAPI THSM %
FEAT3EE. BLUHSM AR A —TRIDRA T%
BESNTULRHBELUIMNG. BIC24 THHIRELHD
E

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS H#&+ —i2{F%2R1T9 2%
ENHBIHEIF. CCTHEAITNTVWSEZEBLET), MEBFX—0 ITIRR—AEE 757 2&HLET, /\
—RITF7THR—FINTVEEEIE. TPMF—I L —COFERDHFIINET,

fi& aAX» bk

NoProtection MBEX—ZITOAR—bTEFET,
GenerateNonExportableKey Default, BZEF—%2IT I XKR— b TEEEA
GenerateTPMProtectedKey MEZX—IE TPM ZEHE L TEEINE T, WMEF—

i& ProviderName T#8%E L 7= ProviderName (fl:
Microsoft 75w b7 # —LFx—RiBE 7O/N1 4 —)
ENLTRMASINET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (fi&Z+—nH 1 X% Ew ~BEAITIEE)

& aX> bk
2048 TIAILMMETY, 1024 £7-13 4096 = FHT 3
CHTEET,
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BRI 7ITIIOREZUTICNMBELET (1A —IBOT T4 FRERKARTRLTVED),

Provider
Legacy
CSP

Provider
Name

Provider
Type

Key
Protection

Key
Length

B> 77 ofl

1

CofITIE, Microsoft V7 bz 7 —REEHIONA A —EFEAL TRATN TV R EFILEIRAZONET —
LUV —RHEOMEF—ICDVWTEHBELEY,

CNETTAIL DAY R LEDIEBRTY . BMOMEF —EBHRIEAETT,

12

CDfflig. Microsoft 75w b7 x—Lx—REBEH7ONAZ—%2FRALTFASHY—N—DIHF—R—RDN—R
D7 TPM ICRMTN TV B BFHEIAZENE X —. XU Microsoft V7 bz 7x—EiEEIONT4—%

Microsoft
Enhanced RSA
and AES
Cryptographic

Provider

“True”
(CAPI API)
Crypt 32 Lib
HSM Vendor
csp

No Protection

HSM Vendor

KSP

Generate Non

Exportable Key

‘ 1024, gpliZii:@or 4096

ERLTEMEINTVWS - —GIAEME X —ZRLTVLED,

CDIFI)FTIE FASH—N—DIH—R—RED TPM Z TPM OBEIETTDO R F 2 X2 MZEDWVWTBIOS TE®
ks h. 2ok Windows T I N TWLWEBHD AR L TWE T 5% L < & https://docs.microsoft.com/en-

“False”

(CNG API)

CNG Lib

Microsoft
Software KSP

Microsoft
Platform KSP

A

}

Generate TPM
Protected Key

us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)2 8B L T 723 L%

PowerShell DfEf (H#3E)
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TIFL—2a it —EX 1912

PowerShell #B L T, ZF4EAZA# A 751V TERTI £ T, NI, EAEEN T > S DIFEAEZEE
BER CEFKBEIRAZ#HITLAVWELSICT R BBICEHHTT, FASEEIVY—ILEFERALTA TSI TE
BEIRAZEDEZEREZITS L IETEXE Ao

FIET1: EEI>Y—ILZERLIAIE FAS BaBFCiZ. S0 MERET Y7L — bOER) & U TEEEAEED
Ty b7y Tl D2 OOFIELTERETLET,

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.,

Create a rule

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE 2:sEPRRE T — /N —TGIBBET > 7L — k MMC X 4w 71 > %3BIN L % 9 ,.Citrix_RegistrationAuthority_ManualAu
TUTL—rE2HEIU O L. [TVFL—bDER] ZERLET,

(] 27 %BRLES, TVTL—FREAYPHEMEEELE T, COBITIE. T 7L — &I Offline_RA. &
HEARIZ 2 FEE T,
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Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security

Compatibilty | General | Request Handling | Cryptography

Template display name:

Offline_RA

Template name:

Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE 3: SEEAWERY —/N\—T. FERAKE MMC Xy 1> zEBMLE Y, 3. GERAET>TL—K] 260U v 0
L&, [BRMER] 2BRL. [RITIZHMBEET >V IL—F 20Uy I LET, EBLI@DDOTFYTFL— b

ZERLE T,

F|E 4: FAS H—N\—TxdD PowerShell v RL v b ZFHAHET,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

FIE5: RSAx+—~R7%# FASH—N\—0 TPM WTERM L. FAS #—N\—TXxd PowerShell av> RL v kEA
DL THPRAZELZLBEREERLE T, F: —2D TPM TEF—DREIHEIPRINET, TIFIL FOF—DETIE.
2048 E Y rTY, N—RIZT7TCHR—LrINTLBRXF—DEIEIEBELTLLET L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>
i
New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.

auth.net

UFHRRENET,

« IdGUID (ZoffiTik M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IEHEDFIETHETT,

« 2O PowerShell Av > RL v ~d. BERMEIEAZOME X —DERICERINZ —RNA TEEF]
CERHEL TS IZTL,

e COOXYRLY bERTTBHE. FASHREIBINZ S ICHER T 71 IILD SHAAENZELF T
v N, FRTZIF—DORIVREINET (774 KE2048 TH),

« ZOFED PowerShell i2& - THIA S 1 3 BERIGBIEFAZME + —121ET-UseTPM 7 Strue IZRE
TNTVWBTH. 771D 5DMET TPM OFERICHELRREIC—HLAVDHDIFEFINET,

e COOXRYERLY FORTICK T BHIT7AMILDRENBEEINZZLIEFHD £ A

« FAS TR SN2 &GO 1 —H —REME+ —BERIEORITHIE. FASHREBRLECSIICT 71
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NomARAENIMEIERAINE T,

o FASH—N—HI1—H—dAEERITI 5 FITHEM T 77 )L T KeyProtection &% GenerateTPM-

ProtectedKey ICs8E L C. TPM TRE TN Z 1 —F —IAERE X —%2EM TR cHTEE
_g_O

TPM A F —RT7OERICERAINIZ 2R 512IE FAS H—N—ETHF—XRT7HER I NEE D Windows
ARV E2A—T—OT7FUr—a3>00zFzv I LET,
@ Information  22/07/2019 12:38:42

@ Inforrmation  22/07/2019 12:55:41
1 Information 22/07/2019 12:59:41

Citri.Fas.PkiCore

14 Mone
Citrix.Fas.PkiCore

16 Mone
15 Mone

Citric.Authentication.Federated AuthenticationService

Event 13, Citrze.Authentication. FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1155d864d82e]

S T[[TPM: True]ls & >TWVWET,

OJRBUTOLSICHEST ET,

Application Number of events: 3

Level Date and Time Source EventID Task C..
® Information  22/07/2019 12:3%42 Citri.Fas.PkiCore 14 Mone
1. Information J07/2019 12:59:41 Citrixc.Fas.PkiCore 16 Mone
(i) Information  22/07/2019 12:3%:41 Citrix.Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey:Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

i*: TProvider: [[CNG]] Microsoft Platform Crypto Provider) £%&>TWE Y,

FlE6: IABERE /D3 VETFRAMITAZ—ICOE—L. TEIALTI7AILELTT A RVICRTFELET,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: UTFToa<> R%E FAS —/N\—d PowerShell ICAAL T, HFAEEZEREHAMEBEICEELET:

certreq -submit -attrib ”certificatetemplate:\<certificate template
from step 2>” \<certificate request file from step 6>

5

certreq -submit -attrib ”certificatetemplate:0ffline_RA” C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

UTHERRINE T,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
Active Directory Enrollment Polic

{4F76160E- ﬂBﬂE 4021-ALFD- 2[295“21??32}
ldap:

CORRT. THEAREO—E] V1 Y RUDNRRINDFREELHD £9, COFIOEBRKETIE http (£3) &
LU DCOM (TE) BREROMADVEMTY . FATTZHRIIDCOM AT 3 v ZBERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENYFEE S5 . PowerShell IZ& T RequestlD ARFINE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
Active Directory Enrollment Polic

{hF?61ﬁﬂE ﬂBﬂE 4021-ahFD- 2[295“21??E2}

ldap

Hequestld: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: iFBA%REY —/N—DBARE MMC X+ v 71 > T [Pending Requests] #21Jv o L %3, EXID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [BITLEAZE] /—FZBRLFd, BITLEDD OIERE (EXID B —HT 3:EEE) 2RD1T%F 7,
HEAEE S TNV Uy I LTHEEY, [FHl] 2720V v I LET, [T71IAJE—] 20Uy I LET, i
EDIVRR— b —RBBEIET, DAN] 20U ILET, ROT7AIWEROF T a>EERLES,
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;

() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

ezl [Cryptographic Message Syntax Standard- PKCS #7 :fBAZ (.P7B)] %3®IRL. [FEFAD/NRICH
BEEAEZTRETHNIE IR TEL] ZAVICTRIHREDDHD £,

FIE10: T/ RKR— b EnlEEREZ FASH—N—ICaE—L &9,

FIE11: FAS —/N\—LETHRD PowerShell %> KLy bZANAL T, BIFEEARIAEZE % FAS H— /N —Il1 VR
—bLET:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>

5

Import-FashuthorizationCertificateResponse -—-address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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UTHERRINET,

PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

: Sacddibd-b484-Gebe-abfi-Gb2ecfdé2eal?
- [0ffline CSR]
:oabe2¥fec-1dd7-4e2b-3963-16ecI 11020

0k

Flg12: FASEEIYY—IL2&T L THEEBLXY.

- Citrix FAS Administration Console - connected to localhost = | = -
Initial Setup |Ru|es|Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

A [COTF—EXZFAT 2] FRICEEEDOF TV IR—IDBEVTVET,

FIE13: FASBEIOYYV—IT UL—I] 2T7%2BRL. T2 b—I)LEiEm) ORRICE>TREZHELE I,

FAS 121>V —ILDOfEA

FASEEIVY—ITRA TSV DMAEZBRERERTTI RV, HETERRBIIRAEOL > 51> D3
BAEZELERNTFASNBWVERD, FASEEIV Y -IILOERIIEED L EHA.

FAS o#IEIDOty b7y FFIBOETH. SAET Y FL— rzEBRAL THERA#EE LY 7y LB, T—EX
Z5e (BHEIEFROFIE3) I 3RIRZITVET:

FIET1: UFOTZ2RDEHEDEBELT. BT 7L ZRELE I,

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.EKeyProtection"
value="GenerateTPMFrotectedEey" />

T7IIIEUTOLSICRREINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName"™ value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.RKeyProtection" value="GenerateTPMProtectedKey' />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—ED TPM TRF—DRIHMFIRINTVWET, 774 FDOF—DRESIE. 2048 EY FTY, BHEVDN—FD
IT7THR-FETNBRTDF—ZIREL TS LY,

FIE2: H—EXRZFHFALET,

FIE 3: FEPAEEEY —N—H5. REFOMAEERZFHTEITL T, ERUBEASH/IIFSNL S, EED
YV=ILDtEY b7y TIEFROFIE 3 HMEEBICEDD FF, COKRT. BREEIAZEONEF—I3 TPM TERK
TNTVWETY, SEAERTIAILET2EBEH T,

FlE4: RO&LSICEBRE T 7rILzHmELELET,

<add key="Citrix.TrustFabric.ClientS5DE.TrusthAreadJoinParameters.EeyProtection”
value="GenerateNonExportableEey"/ >

E:
FAS |2 TPM TRESN - —TaA—HY—BBEZERTT £ 9H. TPM IFKBIEORRICITEENETT 3
AREMEDH D £,

FIg5: FASZBEFHLEFT, CNICED. T—ERICEZERT 71 IILOBHRAAAFDEHI TN, TEINED
RMEINEFT, BHOBHMWEF—IREFTI—Y—EAEF—ICFRELET, CNOSDRETIETPM ICHEX—H
REINFEAD. Microsoft VI bz 7+—RBEHIONI L —DMERINET,

FIE6: FASEEIVY—ILT -] 27ZFRL. T1 VX b—)LEeEml ORRICE> TREZHELE T,

3

COFITIE. HSM IZBMA TN TV 2 ERIERREZEOME X —S LU —F —FIBEOMEF —IC DLW THAL X
To COFITIE. BREHD HSM 28ELTVWET, HSM IZiZZ7ON14—%& (THSM_Vendor’s Key Storage
Provider; #¥) n&Enh%xd,

FAS 4 —N—ZREBUBREBETEITITEZIFEDHEIE. HSM ARV HE—IZNAN=NAHF =D R— TN TVBZHE
SHEEBLTIREL,
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FIE1. EEOVYV—ILEEARALE FAS Oty b7 v TEICIZ. B0 TFEEBRET > L — bOREI & U TEE
BEDotEy c 7w D2 DOFIERLIFTERETLET,

Initial Setup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.,

Create a rule

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z R L £ 3, HSM A* CAPI ZERAL T
WBHBE., TONA A —RBRFa XY bTESKY—EXTONAH— (CSP) rEBRINTVSAIREEEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—Z/EATON14— (KSP) @RS TWVWBaEMH H D
£,

FIE3: BT 7MILERDLSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

SO>IV ATIE HSM A CNG 2R L TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC:2E
INTWET, HSM A CAPI =R L TW3 &S, ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWADZHEBL T LTV, £7. IEIHR
RSAF*—4£MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBLTLETWL, O
DFITIH. F—ORIBT I+ ED2048 LY MIRESTNTUWET, BELLEF—ORIABEVON—FRTI T
FTHR—FINTVWREEBRLTIIETL,

FlE4: Citrix 7z 7L —> 3 VI —ERZBEESHL T BRI 7D S DEZFRARAHE T,

FIg5: HSMIWTRSAF—~R7EERL. FASEEI>Y—/LD [Initial Setup] 27T [Authorize] %2
Uy LCHEEREEREREERL £,

FIE6: Windows 1R rOFZOF7 FUr— 3TV b aFzvo LT F—XRPHRHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

s : [[Provider: [CNG]] HSM_Vendor’s Key Storage Provider] £ > TWF ¥,

FIE 7: sEPAHRH —/N\—T. :IPEH#RI MMC T [Pending Requests] /—R%#ERL 7,

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIM ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv o L. [F1T] 2BRLETS

F: [COY—ERXR%ZRBIAT D] FIBICIIEEDOF T Vv IR—IDNMTVWTVET,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

Deauthaorize this service.

\/ Authorize this service Reauthorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE8: FASEEIYVY—IT [UL—] 2T7ZFRL. T4 VX b—)LEeER) ORI > TREZHFELZ T,

FASSEFREX hL—2

FAS TlZ. $EBAEZDRZIC FAS 4t —/N—_E D Microsoft sEFAEZ X 72 AL £ H A IBOAAT —ERN—EE

RBLEY,

EEFHEREFRAZE o GUID Z4EE T 31CiE. FAS H—/N—Tk oD PowerShell av> RL v bZAALET:

1 Add-pssnapin Citrix.a\*
2 Get-FasAuthorizationCertificate - address \<FAS server FQDN>

fcr z1¥. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; “¥ AXHL %7
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355”34..4 bBc3-4cac- hach:l—-ebjce..llfslc
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

I—H—FREDO—BZEIE T 5ICIE. UTFZANALET:

Get-FasUserCertificate - address \<FAS server FQDN>

f5l: Get-FasUserCertificate -address cg-fas-2.auth.net
dministrator.AUTH= Get-Ucsls i1 cg-ucs-2.

humbPrint : 7BA22Z FADEES21254

IzserPrincipal Name wal adfs. ext

ole .

ertiticateDefinition : default_Definition
i 5,04/ 6 12:02:13

HSM ZfER L THE+—%2F®ET 3%H4a. HSM 3> 77+ —& GUID THAISN Fd, HSM RO#MZ+—D
GUID ig. kpaAvX > RLw FTEYIETE %9, TFQDN of FAS Server) (&. FAS #+—/\—® FQDN T3,

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo $true
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fas3.djwfas.net

i 38485cd4d-63af-43ed 246b1112
: Microsoft Software y ge Provider
Y : Tr
ThumbPr : ADZ2441F@85 S966AA4DB19ABLG
UserPrincipalMame : joe@djwfas.net
Role : default
er+1f1Cat:Dwf1n1tiDn : default_Definition

Ex p1r30a+w : 19/81,/281 9:18:4

BEER
e FASOA YA —ILEBRICOWTIE, TR F—ILEERL 28BLTLIETWV
o —REMAFASOERBICOWVWTIE. T x7L—> a3 Vit —EZXDT7—F 70 F v OBE] #8BL T
el AN

o ZOMOEMGKNBFIRICOWVWTIE. TEHEMERERI 28RL TS

tFXaUTreRy bT—T DB

April 2, 2020

TJIFL—> 3 B —E X (FAS) IZ. Microsoft Active Directory & & Uf Microsoft sEBAMRE &« BIZICHE
LTWET, ROV FO—F— R ZORIPOEELRA VI SZAMSIFvEEKIC, EFaU TRV —%
BETZILICE>T YRTLOBEYLERLFEEZTSEHEETT,

CORFaXAYMTR. FASZEMIZI5EICERT . EFX¥aUTrBEOHEICODVWTHBLEY, o 1V
T353R S0FvDEFa) T REICRIUDFATRBIEEOHMEICOVWTHHEALE Y,

Ry RT—OT—XFIF ¥
ROMIE. FAS BRTHERAINIEELRIVR—X hretFa ) TERZRLTVET,

FAS Hr—N—id. FERAMEAC P Xr> > bO—S5—HIZ. EF a2V T LEERA VTSRSV FvO—FL
LTHONZBELHD T, 7T L—> 3 VEBIETIE, Citrix Gateway & & U Citrix Storefront ot, 2 —4—
RAEITS e PMEEINLIAVKR—Y FTY, £DIEHL @ Citrix Virtual Apps and Desktops A>R—%> +
. FASENOFEZZITEEA.
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\

Jx7lL—3

Citrix Microsoft Microsoft

ADFS Server (with Federated Authenti-

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server = Authorization ' Certificate walter@auth.local
l Certificate & Certificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

indows Server Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut
Roat CA TLS Server TLS Server | FASUser
f Ccentificate f cerificate g Certificate | Cenificate

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & U Delivery Controller 3> R—%> rREDEEIZ. R— bk 443 ETTLSIC
L TREINZHRENHD £9, StoreFront H—/N—I3REZEHDAH%Z1TL. Citrix Gateway I&. HTTPS @R
—h443 ZEALA > Z—2y b LOEHRIOAHERITANND L SICTEHENBD £Y,

StoreFront # —/N\—(3MHEERE S N7z Kerberos ZERA L T, R— b 80 TFAS H—N—UiBfEL F 9, sBEEICIE.
FAS #—/\—® Kerberos HOST/fqdn ID. & & U StoreFront #—/\—® Kerberos <> > 77> k ID hMEHR
IhEd, Utk b, Citrix o Virtual Delivery Agent (VDA) Aa—H—ilO0J 4 > 93 DICHER. 1[EIRD
B30 TERERN\Y R BPERINET,

HDX v 3> VDA IZEGicnd e, VDADHAR— 80 TFASH—N—t@EL£7, BEicid. FASH—N
— Kerberos HOST/fqdn ID. & & ' VDA @ Kerberos > > ID BMERINE T, F7. VDA I, EAZ
BE—ADTIERIC TERBHRNVFIL) ZIRETIHRERHD £T,

Microsoft sFPARS 1. BEE TCP R— FDEA%ZEBHR TSI 5. Kerberos ;i DCOM #ERL T, EHGEZZITA
NE9d, £/, GEPAEEIL. FASH—N—IEEINEERI -2V MEIBEICELZEZEFEAOCMC Ty %
RHTZILSEBRLET,
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H—/\— TrA T A=K~k

JIFL—>a B —ER [Z{5]StoreFront 5 & T* VDA »*5 HTTP & T
Kerberos. [#{5]DCOM #*5 Microsoft SRS

Citrix Gateway (BBl 250172 ko on 5 HTTPS, [215/i%1E]
HTTPS ¥ StoreFront #+—/\—Ff3. [(#E] HDX »'5
VDA

StoreFront [Z1=] NetScaler h'5 Citrix Gateway. [Z{E]

HTTPS »'5 Delivery Controller. [i%{&] Kerberos
5 HTTP &8 T FAS

Delivery Controller [215] StoreFront ##—/\—h"5 HTTPS. [${5/i%
=] VDA »'5 HTTP £ T Kerberos

VDA [Z{=/i%15] Delivery Controller 5 HTTP 28T
Kerberos. [&{z] Citrix Gateway »*5 HDX. [ixf5]
Kerberos n'5 HTTP BT FAS

Microsoft ERB1RS [Z15] DCOM k. FAS h'5DEZ

BEOETE

RIBOEEIF. ROTIL—TICBDNET,

Ea 'E

IVE—T51 XEEE T4 LA MADRET > TL— DAY =S
S UfRE

KXo > EERE TI—TR) > —REDHER

SEEAEE D EIRE SEEAEE DR TE

FAS E12%& FAS 5 —N—D1 >R b—)L & 185K

StoreFront/Citrix Gateway Eig& I— 1 —ERAEDIERK

Citrix Virtual Desktops &1E#& VDA & Oy bO—5— DR

ZEBEIE. EXaV T ETIEAROTESEFREEREL. SXTLDEF 2V T FEDHD. BWELEH
RO 7 T O—F=ERBLEX T,
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TIN—TR)—RE

EREINIEFAS IO Vid, =R > —THEEEAD lindex number ->FQDN1 DLy o7y FT7—TILT
BBISNET, FASH—N—IBEITBBE. 517> I FAS —/N\—DHOST\ <fqdn>Kerberos ID % &3

LEYo FASH—N—IZT7IERTEZIRTOTF—N—IF. BLA>Tv I RIZE—D FQDN ZHO>HENH D F
To €O THWVIFEIF. StoreFront 5L U VDA ABID FAS H—N—IC#EGT DB D £,

LYo

CD GPO nEEIZ. FASH—N—D1 YR b—IILEILTERELZEHET S FAS BEE (FLFFATVEEE)

B S ZZHCIDHIC. BRIEROIRTOIYI VL, B—DRUL—%Z2BATZczH@8®HLET, FASH—/N—
ICRETZIBENHD T FASH—N-—DERFILERIC. €0 FQDN ZBEEALBVWLSITEEL TS

D—EBICEBEZMZ3HA. FICITY M OHIBRPIEFOEEIF. ABRLTITo> TSIV

FEERET >V TL—k

FAS hr 51t a3 Citrix_SmartcardLogon ffFBE T > 7L — r 2 FEHL A WEE. MPREOIE—2LTETT
£F9. UTOEENMYR—FINTULET,

HMBAET Y L — FORBRIDOEE

hEd,

Citrix_SmartcardLogon 0&#iZ= L E T 3158, FIRABOT > T — FHRIZEIIR>T. UTZITSHBELD

HRRAET YL —bOOE—ZER L. FIBABOT Y 7L — bR > TZOERZEELEX T,

BEI1——a1>2—TJ 11 RTlFH<. BIEFAS A® FAS PowerShell v > REFEBLFT, (BED

—H - =T AR Citrix DT I I DT T L — FBTOERADAENRE LTVET,)
BEOFY 7L —bZ2RRL.

- Microsoft MMC sEBREF > 7L — b X+ w 7 > Publish-FasMsTemplate a< > R& B L T,
LEJ,

- New-FasCertificateDefinition Y > RIC&kD. BEDTY L — bORAT=ER LT FAS ##
2R 7ONT1 DEE

HEAET T L — FOBMHEEEETE XY,
BBEZBBMICERLE I,

BRI EBELBWVWTL TV, FASIFERRET > TL— O COREZERL ET. FAS IIBMEAROFIE T
ERNBTONT 1+ DEE

NSO TAONT A IFRELBVWTLET W, FASIFEIRRET > 7L — D INSOREZHERL T, FAS TIFE
IS MEF—DIIRR—-tZFAT 3] & [A—F—TEHTR] A TICTNTLET,
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EEONT1DEE
NS0 TONTAIIEELREVWTLEIW, FASIZEERRET Y L — DO INSDEREEERLE T,

FAS TREINBZYDREICOVTIR. THEF—(RE] 28RBLTIETWL,

F—OBRGEATONT r DEE

CNSOTANT A IFEELBVTLIEI W, FAS TIIF—DOBRHEIFAIZ T R— FShEHA.

BETFOIL—TONRT1 DEE

NS5OTAONT A BEELBWVWTLIZT WV, FASTIREBET YL — I R-—FEThEHA.

R 7ONT DEE
FRBEBDRY S —ICEhbETINSDREETETEIET,

A PEURIRKREZTOE. X2V Tr OFENMEELLD., SAENMERATI B BBZHBELHD ET,

EXalFo 7ONT1 DEE

FASH—N—DI > T7ATY MZDIHHRABOIERS K UOEFIERDHFAITNDZESIC. CNSDREEZTFET S
CeEBESHLET, FASH—ERICIE. ENLUINDIERISHDESH D £ A, cfEL. MOIRAET > L —FEE
B ROEBEHEBEMTIXT:

s BEEREDNTYTIL— MM L THARD FREIAATEIBZL5ICTS
s WL —DTUTL— MWL THAMDTEBELSICTS
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Subject Name lzzuance Requirements
General | Compatibilty | Request Handing | Cryptography | Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

IOz METONT A DEE

BEIZHL T, FIBEBOR) S —ICEhE TINSDREZZEETEET,
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Y—N—TANT 1 DEE

BREITNFEAD BEBICGLT. FIBABOR D —ICEDETINSDREEEETIFT,

RETEH#7ONT DEE
NSDRERFEFELBVWTLIETV. CNSIBUTOLSICRET Z2HELNHD XTI,
Citrix_SmartcardLogon Properties |L-

| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |
Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval
[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy V|
Application policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same criteria as for enrollment
() Valid existing certicate

Alove key based renewal (7]

Requires subject inforation to be pravided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

B IONT 1 DEE

NEDREIFEETETFET, ZDXRTEIE. Windows Server 2003 CA (R¥—IN—2 3> 2) UEET3H4E
DBHODFET, 1z72L. FAS B4 R— b I3 DIk Windows Server 2008 LD CA DHTY . LLDFHADEED,
Windows Server 2008 CA (R¥—</N\— 3> 3) #7-l& Windows Server 2012 CA (R¥—IN—T 3>
4) ZEIRT B ICELDFERAREL R 2BMEREIF. FAS TIFERINET,

SERAERI D EIE

SEEABI D EIRE DIEFS I, FEEAMEI Y — N — DB, & L UEEAREY —N—DMER I 2AERNEF —DHT
TY,
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N
!

I

DAl NOYNE

NI

IVE—TSAXEBEDORETSZTVTL— MIEDWIIBAEZAAKEANRITT 2113, AEAKEOEEED
TYTL—rOREEBRRT ZHBENHD FT,

SUTNBEFIVTAREKELTE FASH—N—DA1 VI b= ILRICOABREEIPAZET > TL— 2 2HT
Bh FREBATSAVOMBEERTFHREIEZRIRTBZILTY,. WITIhDIFEH. EAREDOEERE IIE RIS
BBEOEROARICEVTEEMNA I O Z#F L. FAST—N—0&RICETZR) -2/ OUBELNHD
£,

T7AT 04— ILDRE

—fREYIC. FEERRADEIRE . MEARBED R Y FT—0 7 77U —ILREDEEL T ZEEGOFEZITV
Y, AAKEDOEEEIZ. DCOMTCP 8LV T7 717U+ —LIL—ILZ#EH L. FAS U —N—-7EI3HEEREZE
KRTEBLSICTBEHNTEES,

BEROHIR
T7 4TI FHREBIAZEOIRTORIFED. 7O ERARAIRAET > L —r2FEALT. 2—H—IC

HEFREZRKITT DA TEET, Chz. dARETONT 0 TERI—J > bOFIR] T FHEOGWVWI—
=TI —TICHRTBHREDBHD ET,

citrixtest-DC-CA Properties IL-

Bdensons | Shorage | Certfficate Managers
General | Palicy Moduls | Ext Maduls
Ervolment Agents fudtng | Aecovery Agents | Secuny
Far rmeore information see Delenated Enrollment Soents!

(® Do not restrict enmliment agents
(_} Riastnct enrcliment agents

Enrolment agents:

Certificate Templatas:

Pemmissions:

Mamea Aocess Add
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RUP—FETa—-I)LLEE

BEBERRICIE. DAZLEFXaUTsEY 12— ZERALT. HMRAEOETOEHCESZITSCATEEXT,

FAS DEE

FAS ICIZW<K Dh DEF a2 U T EEDH D £,

7ot REE) X ~ (ACL) 12k 3 StoreFront. 11— —. & & U VDA OIR

FAStxaUFT4 EFTIDORLERZDN, HEEEICT7 VX TES Kerberos 7AD Y FOEBETT,

TIEARYT R A

StoreFront [ID 70 /N1 % —] h5o Kerberos 7H7 Y Mg, 2—H—HIELL
RSN LEE TR EEBEINTVETD,
Kerberos 7 A7 > rOWTNH D BEEZZRIT-HE
ICIE. EERAEAMER SN FAS o cafaania
—H—ICRERRENMERTINE T,

VDA [FEFRZEFIAE] NS SERES S UMEBE X —ADT I INEFH
TS UTE, COTIN—TROBEEZIT
VDAT7 AT Y MI&B AT LAREDEHEREHIFIRIN
345, IdP BB L - BRIER/N\ Y RILDBETT,

== IdP R pa1—H—%27H—+r95hEEEBLFT,
SERARE D THIFRMG S BRI - x> b ElA 7>
IVECEBLTVBRILIERLTLLET L, —fEH
2. 7O EREIE) X MM FEOBRWT ATV b
DHEMRDCZzBEHLET, ThiCLD. BF
%% |t7- StoreFront 7h o> bH HERZLDHW
BEELANIICEDD CEHTET, I, RXT
VEBEDT ATV ME. COTIEXFIEI) X T
HFRISTNBZINEITIEHD FEA.

IL—=IL DR

Jha7 L 7-#8% @ Citrix Virtual Apps # 7z Citrix Virtual Desktops BB TRIL FAS H—N—1>T7 35X 59
FryHEAINTVBRBEICIE. L—IIDRIEET, FIL—ILICEENENOERA T3>ty B HFIC
TG X ME @ERICHER TR N TEET,
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SERRMB . 7> L — b DRE

AEAET Y IL—rBSLUVCA. TENENELRBZT IV EAEDIODICHERTE N TEERY,. mERBRIE. &
BICISC T, 1EROESVHELRZIPAZTEZHERTBLS5BIRTBHEDHD &7, fce xiF. T9M8E cHAIThc
IA—H—(2iF. TAE) - —LDBERIBUVEAEDRITINZ LD HD FT,

Tty a3 s LUREEDRE

FAS BBE(Z. BiLICERIN-ERRER,. 21— -0ty g > TERITINESHEEBLET, XX, &b
EROHZ TOJF ) SBREIIOT 4 VEBICOAMER T3 LSS, By arTiE TER) HBEEDQHERTIEEIC
TBHBENTETETD,

MEX—RESIVF—K

FAS EI2E3. FASHMEBEF—=2N—ROz7EFaVUTsEZa—J)L (HSM) R +SRTYRTSy T+
—LEYVa—)L (TPM) ICREFTBELSBERTEET, LB CHERMBIASOMEF —IF. TPMICREFELT
RETEZEHOLET, COF T2 avid 17512 AAEERFHIORTREINE T,

E#RIC. 1—H —FEEAZOMEF—d TPM X E HSM ICRETE EY, IRTOF—IF TTI AR— M RATREl &
LTEL. ¥—RIF2048 By FUETRITNIZRD FHA

IR O

FASH—N—ICl& > T HEBBRE L UVSVEALARY FOOTHRBEINZ O BECR/RARHICEILTS
CENTEEY,

BET IR EEBY -

FAS ICiE. VE— FEIEDHEE FBERED Kerberos) LTV —ILAEENTWVET, TO—HILEEBESIL—
71 DAY=, FAS DR EZLEMICEELET, CO—EBIF. TELTHEFIZINELHD £,

Citrix Virtual Apps &12#. Citrix Virtual Desktops &12#&. VDA E1E&

Active Directory /XX — ] IZFAS @ TERBHRNAV R ICZOFFETMI SN B H. —BRIICIE
FAS oFIAIZ & o T Delivery Controller ¥ VDA BIEEDEF 2 ) T ETIUHEBEINDZI LRI HD £ Ao
Controller & U VDA OB IL—TDX Y N—Id. EEINLI—F—ICRETIHENHD T, BELAN
YhOJ T AREDNBD ET,
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—fEr7% Windows 4 —/N\—t*+ a2 U5

TARTOY—N—IINYFERLIERL. ZEQOT 74T IOA—INETUFIAINAY I O 7% ERTIHE
BHDET, EXaVTFo LEERA VI SRS IFvOY—N—3. MENICZLEBIBRICREL. T4 RID
BSUPREIS VDX TFIRA T I VICHTRERETZ2HRELRHD £9,

BEET ARV FOTIE. UE- I VICRRIRETZHEDRHD ET,

RDP 7 7 R, ABEINTI-EEEOHICHIRTBZIVELNHD T, AIeBIGEIF. 2—F—T7HT > b IR
WEASLU A VEBEDTATY TR AVN— b A—FZ2FERLEOJAVDNERINDZLSICTIHELD
D&Y,

E B

¢« FASOA YR b—LEBRUICOVWTIE, T2 b —)LEtER) Z28RL TSI,
¢« FAS7T—%F9F vicoWTiR. TEE7—+72F v #8BLTLEIL
¢ TOMOEMFHBFIRICOVTIE, MEFELER) 22RLTLLTV

Windows O # > ORED FS T a—Fa >

October 5, 2020

C Tk A= —PEEAEP AV —rA—REFALTOIA VT3 FIC. Windows pMRIET 3078 &K V0T
z— X‘/t’—*/ L\Tuﬁﬂﬂbiﬁ'o ;ﬂb@l:lﬁh(i\ wquEUJQEE&’E l\77)|//.1 T’f /73‘57’;&)Lﬁﬁﬁ'c=§
BEHRHIEENTVET,

SEERE & NB ¥ —EE

Windows Active Directory i&. 21— —00OJ % > HiFAEZEE T V< DHDMEAEX F7ERTFLTUVE
ER

o NTAuth:EBBZ X +7: Windows ADRIED =8, I —H —HAZE % § <CICHITT S8R (0xbFx
— Vg R— b INELA) & NTAUth R A TICEEBE T R3HENRDD £9. CNESDIAEERTT I
certutil 7O S LM 5RDESIZANFIL ET, certutil -viewstore —enterprise NTAuth

e L—FBLUHBEIAER F7: BE. AREOJ AV AT ALAIGE—DIREDAZIRBETE 371D, F
—VHMERFOBE. IRTOIYY Y LOFBHPAER FTHINSOHAEEEATVWIRELRHD £,
L= MEBAZIREEINIIL— A R TIC. BENS 2 BEEOAEIE NTAuth R M 7ICHZHBENRDH D £
ED

o OJF VAEAEGRE VIl — 7R > —: EKU et DIERRER U > — % 385I8ICi&EE 9 5 & S5 12 Windows %
ERTE £ T Microsoft ® R+ X > b+ b EBBL TSI W https://docs.microsoft.com/en-us/
previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),
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LR MURY S — B7EL]

AllowCertificatesWithNoEKU EMCTR L. AABICAY— b H—ROJ A VLR
F—fER% (Extended Key Usage: EKU) h'&Eh
SUHELRBHD £,

AllowSignatureOnlyKeys F 74 kT, Windows I, RSAESEHAT L%

VEERAEMEF —ZIEBLET. COF T a Vi
ZDTAIINE—%ZLEELET,

AllowTimelnvalidCertificates F 7 #JL b T, Windows |ZHBRYIN DEBAE %355
LEd, COFToavid. #0070 I)L2—%LEE
L£d,

EnumerateECCCerts EARARREEE B L £ 95

X509HintsNeeded SEERZIC—Ea—H—TU > NILE (UPN) »&

FNHLH. EROERIFTRERBE. COA T3
VEEAT R, - —HFHT Windows 05 F
DTHOY R EBETEET,

UseCachedCRLOnlyAnd. KWFovo=EMCLET (BERXr>I> MO
IgnoreRevocationUnknownErrors —J—LETRE).

o RX>Oy O—5—HERAZE: Kerberos EHERIT 3ICIE. TRTOY—N—DET A TR Xr>0
YhO—5—) MAEEF > TV BIRENRHD £9, Tnsid. [Local Computer Certificate Personal
Store] MMC X+ vy P14 o A Za—%=FEBLTERTEET,

UPN R LFEEREY v E> Y

I—H—iAER. —BE0I1—H%—FU>INILE (UPN) 25720 CORBINRIEREICEDZ 2 b8DHL
9,

Active Directory To UPN &

77 #JL kT, Active Directory ® R TOa—%—Ik. /N2 —> <samUsername>@<domainNetBios> &
& U <samUsername>@<domainFQDN> ICE <K BEM UPN ##H > TV T, FIATI B3R X1V B LV
FQDN id. 7# L X MZXHEY % RoOtDSE T FUICEEFNTWVWE T, RoOtDSE T, BE—0 R XA VI L THE
3D FQDN 7 RL ZAEBINTWVWBR e AH B CITFRELTLEI WL,

#7-. Active Directory ® R TOI—%—I3BRMZ UPN & altUserPrincipalNames ##->TW% 3, TN
5(F2—4%—o UPN #3832 LDAP T ~UTT,

UPN Ta—%—%#&EI 3HE. Windows id. £9° (UPN 28R 33 70CXD IDICESVT) RED KXY
TEATHIA UPN Z, Sild TREUPN ZRLE T, — I 3100 2VEE. BRI UPN ZRLETHA. Cnid7
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FLRAFDELBBZ XAV TRRINZ DB ET,

BFEAET v E VI —E X

ABAZICHTH AR UPN & £ h i Wi &, Active Directory & FEHICH L TERARARMEBEER
'x509certificate)] BRICIRE T34 T a3 %o TVET, ZOLSAMAER I — RT3 0HIC. O
YEa—2—IFEECOBMEBRVEDE I UM TEEY (FI7AILMTREE—DRX1>VT),

AETNTWEA > aveEAITRE. - —DPH1—H-ThHUY I EEELTIOBRRDEREZ LiFfcb. C
DOEBEEDN IO R A VIR THERINS L SICLIEDTEE Y,

THLRAMIBHEORXAUDAH D AI—H—H R X1 > ZBERIICIEE LA WEE. Active Directory @ rootDSE
MEERET Y EV I —EXDBMZEELET. CNEBEI/O—NILAZOJIIVICEDN. T+ LI MAD
FTARTH x509certificate BEDF v v aba—%F-oTVWET, TOOAYEa—2—IF. HAZLIFICEIVT
FEBEORXAYTA—H—THUY FZ2HENICKRE TS DICERATIEY,

OJ7Z Y R XA>ay bO—5—OEREIf

HBIRBICEHRDOR A I bO-F—DEENZHE. BAEICED RO bO—F - EAThTVS D
ZRELTHIRI 2. OV ZFMU L TBIST 2 DICEMTY,

RXa >y bO—5—ORREIE

Windows Ic3t LT, OF# > THE®D Windows KX >y brO—5—%BFEIMNICER I €35 7-0IC. Imhosts
7 741 (\Windows\System32\drivers\etc\Imhosts) Z#m3 % Z & T. Windows Y>> HMERT 3 K X1
YA bO—5—OUX+ZERATHNICKRET S EHNTEEY,

BEZOBICIE Timhosts.saml CWSEDH Y TILT 7 AILHH D £F, BIRD 11T7EEBMLET,
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

ZCT. M.2.3.41 & Tmydomain) K X-r>T Fdcnetbiosname) WS EFATIFSNTVWE RXr>aY
FO—Z5—DIP7RLRXTY,

Higggic. Windows v vidZziE®REFERAL T mydomam ICAJAYLET, TNAYEVINET LIS,
COBRERDEIHVENRHZ ZCITFEL TS

FEAFRORXr>aY bO—5—DH5

Windows (204 # VEIC, A—H—%20OJF VIR R XYY FO—5—% MSDOS IBEBEHICKREL 9,
hxESEBT3ICIE. O R7O0> 7 T fecho %LOGONSERVER%, #2fTL 7,

wu\uE‘uFﬁj%Dﬁ‘!i\ COOAXRYRTRINFOAVEa— 5’_‘\_1%@ nE¥xJ,
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THOY REEIXRY OB

FI7#ILET, Windows KX YOV FO—5—ERLATHAVY FEEOJEEMUL TV ERA. ThiE &
W=TRIVS—IT42—T, EFa2VTAREOEBARV—ENLTHETIEY, AT B L. FX1>O
YhA-5=EBtFaVTs O T 7 AIIRICENOAARY FOJEREERL E 9,

8 Local Group Policy Editor [= o]

File Action \View Help

eow 2@ = B

= Local Computer Palicy |~ || Policy - Security Setting
4 & Cemputer Configuration | Audit account logon events Success, Failure
I | Software Settings | Audit account mamagement Success, Failure

4 [ Windows Settings
I . Mame Resolution Policy

2 Audrt directary service access Mo auditing

2| Audit logon events Success, Failure
(2] Scripts (Startup/Shutdown) i) Audit object access Me auditing
a5 Slr-curlt}rifthngs. . [ 2| Awadit policy change Success, Failure
4 -4 A:.cc-:lunt PD“CIES_ 41 Audit privilege use Failure
b q Password Policy " | Buaclit process tracking Me auditing
b Cg Account Lockout Folicy | Aaclit system events Success, Failure

b g Kerberos Policy
4 g Local Policies
b Audit Pelicy
I+ [ User Rights Assignment
[ [ g Security Options

w7 Wimddmse Cisssanll wdib Adhssmead Camiising

SERAZEREEO Y
AEREDEMMEF v U

A — bH— RiEEBED DERFEAE (MEBEF—FE) LTIV RAR—FEINTIBE. ROOIYY R THRIETE F
¥, certutil -verify user.cer

CAPI o7 0Bk

RXqs>arbrO0—-5—21—HY—-—I YTl IRV RE 2—7—%B W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =&t L £,

CAPIOZE. ROL VX MU F—THIBITE 9, CurrentControlSet\Services\crypt32

1B A

DiaglLevel (DWORD) FHEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARV FT 1 ILEZ— (FRTIC OXFIf Z1ER)
DiagProcessName (MULTI_SZ) TOERE (e zid. LSASS.exe) IC&3T71L%
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CAPl o7

Xyt—2 PR

F—2 DR LSA #* CertGetCertificateChain #3—JLL £ L %
(ERET)

KhrER LSA 1t CertVerifyRevocation #a—JLL & L7 (4
REY)

X509 A7z b PHHE— R TIE. RS CEAZ LMY X+ (CRL)
H* AppData\LocalLow\Microsoft\X5090bjects
ICA>TEnEy

Fr—2R) S —OKEE LSA 1t CertVerifyChainPolicy #a—JLL % L7z

(INSX—=E2—5T)

I>—3—FRK Bz

EREINTULWARVIERS AN— bA—FitEAEZ. SAEZFEALTIYEa
—2—DHEEEAER P ELMEETET B/ — bt
BAEX L 7ICERTE EFHEATLT

EERERMDF TV I TS — SERRE CRLEEHART Y ML > THEBESNET FL R
PESAX— b AH—FDOCRLZAD>YO—RTETEEA
TlTco RMF v IDWMADIGE. T RRAC S
STATFUDNRBLET, #L<IE TEEEAZE & A
FoEE £/ a3 EBRLTIEESIVL,

AERAEEARKR TS — HERREAOT A VICEL TVWEE A, T RIE. T—
N—:ERRE X 3B RFIAEOREMEL DB D £,

Kerberos 0%

Kerberos O %# BT 3I1ICIE. KX bO—5—8KUVIVRI—F—I 2V ETROLS I FUEEE
BLET,

NTT (ETOET] & [DWORD]
CurrentControlSet\Control\Lsa' LoglLevel 0x1
CurrentControlSet\Control\Lsa\KéehzDebFalarakters Oxffffffff
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TIFL—2a it —EX 1912

N1 EDRH & [DWORD]
CurrentControlSet\Services\Kd: KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLogLevel ox1f

Kerberos 0413 RF LI AR rOFJICHATNE T,

o MERTEIRVEEEAE] BEDA v E—JIE N EETT,

e RD2D2DIZ——FIFBFRIEMEMNODLDOT, EELTHEEDD A,
- KDC_ERR_PREAUTH_REQUIRED (BIFID KA1 > Y bO—5— OBAEIRED/SHIZERA)
- REgHRITS— 0x4b

AR FOT Ay =D

CCTlE. A—Y—pRIAEZFERL TOJA Y LEBSICR X/ aA> b O—5—6&U0T7 -0 X 7= 3 VICH
hechzasT> bUOFICDOWTERBL £9,

e RXr>ay+O—>—CAPI2OY

o RXqyayvbO—5—tFaUF«0O7
Virtual Delivery Agent (VDA) £*aUF,0%
VDA CAPI O%

« VDA > X7 L0O%

FX1>a>bO—5—CAPI2 O7

OJF VEICR A2 bO-5—EREEDMREZRIAEL. —EOOJ TV MU ZROERATERL 9,

Operational Number of events: &

Level Date and Time Source Event ID  Task Category

{1 Information 21/06/2016 15:14:54 30 Verfy Chain Policy
{Dlnfom'iatian 21/06/2016 15:14:54 CaPI2 11 Build Chain

(i) Information 21/06/2016 15:14:54 CaP2 90 X509 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 40 Verify Revocation
@hﬁ)l‘matiﬂn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

BEARY O X vtE—TF, VDA ICK > TIRHSTNZEHZICESVWTFI—2%EHRIZ R Xr>ay tO—
S—_EiZ Isass.exe #RTR L. TOZYY (KAL) #HRELF T, 421 TERROR_SUCCESS) r LTRaEN
9,
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\

Jx7lL—3

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[ chainRef] (FFO3F79B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0

- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDTA6318F)
[ SeqNumber] 1

- Result

[ value] a

RXs>ayerO—S—txalrFo047

RX>a>bO—5—F—B0OJF VARV ERTLET. FELARY I 4768 T, SEAEZFHAL T
Kerberos Ticket Granting Ticket (krbtgt) Z#1TL £7,

CNEDFIOXyE—IJIF RXAYOIYPO—5—ICWLTREATET—N—DIZUTAI Y ZERTLET,
INEDBOX Y= RXAYOY FO—5—ICx L TRIET D DICFERINZ ML L krbtgt ICBT 32
—H—THIOUERRLET,

© 1999-2020 Citrix Systems, Inc. All rights reserved. 128



JrxT7L—> 3 B —E X 1912
Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon
C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
- EventData

TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106

ServiceMame krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302

TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12
PreAuthType 16

IpAddress +fff192.188.0.10
|pPort 49343
CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001D1FCA2ACI0F36879CEECO0000001D1 FC

CertThumbprint 23BCE5AFBTF18787ADAAADSCEFDQCCTS05C417EF

VDAt*aU7«0O7

OJ# AR MIHIET2 VDA X2 U T BEOTIFIRY M ID A 4648 dT> ~1) T, winlogon.exe IZ&

DEFEINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
;| m ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 XML View
+ System "
- EventData
SubjectUserSid 5-1-3-18
SubjectUserMame VDATSS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000}
TargetUserName fred
TargetDomainName CITRIXTEST
TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)
TargetServerName localhost
Targetinfo localhost
Processid Ox126c
ProcessName  Ch\Windows\System32\vwinlogon.exe
IpAddress 192.168.09
IpPort 51171 W
VDA CAPI O
o> 7L VDA CAPI O, lsass.exe Mo B—DF t—YEIRBLUPRIES —7 Y XZRLTED, KX
4>y bO—5—3BAE (dc.citrixtest.net) ZHIELTVET,
(1) Information 21/06/2016 15:14:54 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 CAPI2 11 Build Chain
(1) Information 21/06/2016 15:14:34 Cap2 90 X509 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
LTJ Infarmation 21/06/2016 15:14:34 CAPI2 40 Verify Revocat..,
@ Infarmation 21/06/2016 15:14:34 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 LAY

Kerberos O h B INTWVWSEE. X7 A0 4. T5— KDC_ERR_PREAUTH_REQUIRED (##2L T
NEVWERA) . Kerberos OJ# >Hth L Z e 2R~ d Winlogon 50> cUZRRLF T,

@h’l‘fﬂ-rl’ﬂaﬁﬂn 210672016 1514:56 Winlegon FLLL
ll;l'Errur 21/06/20716 15:14:54 Security-Kerberos 3
<] il | 5
Event 7001, Winlogon y
[General| Detoils |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEE9B383-TCF3-4331-91CC-A3CE16A3B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timaf raatard
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IVRI-Y—IS—Xvt—9

ZCZTlk Windows O A > R—ITA—H—IIRRINZ—MRNBR IS —XvtE—S0—BEZRLET,

RRTNBIT—AytE—2 HEAH L UBRA

BRI —RELIENZAT—RTY, AV Ea—F2— - —HEWNRERAES & UMW
F—HEFo>TWLWB L TLWEFH. Kerberos K
XAy bO—-F—DERZEET L F LT, CDiE
=D TKerberos 071 #8RBLTLETW,
SRTLICOJF >V TEERATL, BERERER RXA>YOAY FO—F—ICEHTIRVD. RX1Y
BTIFEATLS, /COERIF. HR—FIhTY Y FO-F—ICAY—rA—RREEETFR— T3
FtAo HMERAED R INTWEE AL, Kerberos 8851, TR
AXA>aA> bO—F—BF1. F7ld TRXr>av b
O—5—1 sEAZEORXr>a>Y FO—-5—%2F§FL
£9, chiFBEAITMEELHD £79., BEFOIRE
NEMCRZBBETHAKTT,
SRTLICOTFVTEEFRATLI, RHORDHIC  FEEHBECIIL— MEFEEFO—AILIVEa—%—
FAINIAY— b H— REEAENMEETI ELEAT ICA YA R=ILINTVWEHA, FIAZE L AFEF—&

L7 B’ ZBRLTLLETL,
AIERBER CHIEBE. sEAZDIRFHELSREINTLE
Wh. RSAF—HEdF3c%xnmLEYT (2048
v R o
E PR

e AN—hrH—ROJAVRADREX1>EBRLET: http://support.citrix.com/article/CTX206156

o« AV —hrA—KROFF 2R —: https://docs.microsoft.com/en-us/previous-versions/windows/
it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)

« CAPIOZ @B :http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-
pki-problems-on-windows.aspx

« Kerberos O o&Ezk: https://support.microsoft.com/en-us/kb/262177

e H—FN—FT s DHBPHEBEBEFEFRAL TCAIY— MO —FOTA >V ZEWINRTIDOHAI RS 12!
https://support.microsoft.com/en-us/kb/281245

PowerShell av>RL vk

April 2, 2020
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SYUFIIEBEBEATIRIITFL—avBEY—E X (FAS) 8BI> Y —IILbERTE£3H. PowerShell >
R—T A RCIEEDFMEBA T aroAHBDFEFT, AV —ITIIFERTIRVWA T V2 FERHT 355
PowerShell 0#%#ERB L THEREITS e 2 EE8HLET,

RDATY RIC& 2T FAS PowerShell <> RL v RABIMETN E T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 7+ > ko Tid. Get-Help <cmdlet name> AL T, IAXYRL Y FOANLTERTTIFET,

FAS PowerShell SDK 2w > R L v MIZDWTE L < (& https://developer-docs.citrix.com/projects/
federated-authentication-service-powershell-cmdlets/en/latest/Z 8B L T 723 L,
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