Cifrix.

Jx7L—2 3V EREETT—E X 2012

Citrix Product Documentation | docs.citrix.com December 16,2020



TIFL—> g VB —E X 2012

Contents

TJzTL—2a Vil —E X 2012 3
Jz7L—a il —E X 2012 4
fRRS N8 q
BERN D REIRE 5
B —RN=T s HABITOVWT DB 5
SRTLEH 5
1V R =)L EtERK 6
BET7—FTI7Fv 32
ADFS 0 &R 1
Azure AD 0% & 45
EFAR AL 90
SERAIBE DR E 920
MWEF —1RE 95
TFaUTFreRry bT—O DR 113
Windows O % > OMED S TN a—F1 > 123
PowerShell Jv>rL v 133
© 1999-2020 Citrix Systems, Inc. All rights reserved. 2



Jx7L—>3 VBt —E X 2012

December 16,2020

77— 3 iBE—E X (FAS) (&, Active Directory SEFAZH —E XL HET B L SICERFFINTVS, #E
BhAfF5E NI R—%> b TT, Citrix Federated Authentication Service Tlda—+ —@F DHEFAEH'E)
BICRITEN, A—H—I3RAI—FA—RZEF->TWVWBHFELREL & 512 Active Directory IRIFICOJ A > TE &
¥, ChUZk D, StoreFront T. SAML (Security Assertion Markup Language) 7% —> 3 > A& DILE4ER
HA T3 EFERTIET, SAMLIE. >4 —% v b ETHRED Windows 2—%—7hHU > MMb3BDL
LT—REICERINTLETD,

L TFoEIC. Microsoft sEPEH#RI & #i& L 7= FAS IC & . StoreFront & Citrix Virtual Apps and Desktops
Virtual Delivery Agent (VDA) ADHHR— b4 —EZXDREICDOVWTRLET,

~ " ""--.... .
Synchronization
= =
= == Request|Certificate
SAML IdP Active Directory Microsoft
(ADFS) y Certification
Authority
c
5 S :
= =5 . :
— r v g § B
(J'/ S\ 28 Assert _ £ Access Logon
S 3 s &y Identity - b Certificate
% §5/
3 $ Federated
g ¥ 9 Authentication
g Service

S B - Nfuse Citrix \
| SAML token Citrix AG Basic protocol Brokering

e T
_ -

End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

A—H—H Citrix RBADT7 I XAZEKRT 3 & 5FEEAHD StoreFront f—/N\—H FASIZ7 XL £79, FAS
I&. B—o Citrix Virtual Apps %714 Citrix Virtual Desktops v > a vhEnty > a v OIEAETRETS
3&5I1ICF3F 5y b5 L%Y, VDA TA—H—%BEE T 3N ENHZIHE. VDAIZFASICT VR LTFT
wvhzERLET, I—F—iEAZEOMEX—ICT IV EATET2DIFFAS 217 TY, VDA IE. FERREZFERLTE
TI3HEDOH B IRTOEZNES LUBSHMERLIEEZ, FAS ICEELARITNEED £FEA,

7x7L—>arv@BEY—EX 2012 (&, FAS ORFORHU ) —ZAN—-—232TY, CORFaXX I D
U —XOBEBEBRNARMEINTUVET,

Hain)J—=x

PEIO FASUU—=XDRFa XY MMIDOWVWTIR. UTFZRRBL TSI

©1999-2020 Citrix Systems, Inc. All rights reserved. 3



TJIFL—2a iy —E X 2012

Zx7L—23 YR —E X 2009

e JxT7L—> 3V —E X 2006

e JxT7L—>3 il —E X 2003

e JITL—2 3 Bt —E X 1912

e JxT7L—>3 EBEE—E X 1909

« Citrix Virtual Apps and Desktops 71906

o Citrix Virtual Apps and Desktops 7 1903

o Laid XenApp & & U XenDesktop o&#ilJ U —IN—=T 3>
+ XenApp & & U XenDesktop 7.15 REgtF —E XU U —2 (LTSR)

=) U—Z (CR) BLURAYT—ERUU—X (LTSR) ORGZS 1 71 ZILEERIE. S 7T 17T 1IILZ
—VTHBALTLET,

BEREFaXVE

« Active Directory $EBHZ # — E X @ #f E https://docs.microsoft.com/en-us/previous-versions/
windows/it-pro/windows-server-2012-R2-and-2012/hh831740(v=ws.11)
« iEBAEOY > A®D Windows o#ERhttp://support.citrix.com/article/CTX206156

TJIT7L—23VEREY —E X 2012

December 16,2020

TIFL—2 3 VR —E R 2012 213, FMEEEB D AL BETOY T AICDVTHL I, MRS N7
Bl EBELTREL

RS NI-HE

December 16,2020
CCTlE. 77— 3 VB —E X 2012 TRERSNIREICDOWVWTEHBEL £ 95

+ Windows Server 2019 @ Microsoft Fast Reconnect #8Ex FAS BOMEEERICE D KRBT n7 Citrix
Virtual Apps and Desktops U Y — X OB F i3 BIEGRICI—HF—DT7 AT > bR OV ITI RSN
B3N BODET, COMBIF. COVY—ITRRINTWEY, & BETOY Z LIE. Windows VDA
DN=2aY 20 ICA VA M=LETNTWVWERY T T T7IC&EENET, [AUTH-555]

©1999-2020 Citrix Systems, Inc. All rights reserved. 4


/ja-jp/federated-authentication-service/2009.html
/ja-jp/federated-authentication-service/2006.html
/ja-jp/federated-authentication-service/2003.html
/ja-jp/federated-authentication-service/1912.html
/ja-jp/federated-authentication-service/1909.html
/ja-jp/citrix-virtual-apps-desktops/1906.html
/ja-jp/citrix-virtual-apps-desktops/1903.html
/ja-jp/categories/legacy-archive/legacy-docs.html
/ja-jp/xenapp-and-xendesktop/7-15-ltsr.html
https://www.citrix.com/support/product-lifecycle/milestones/
https://www.citrix.com/support/product-lifecycle/milestones/
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831740(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831740(v=ws.11)
http://support.citrix.com/article/CTX206156
/ja-jp/federated-authentication-service/whats-new/fixed-issues.html
/ja-jp/federated-authentication-service/whats-new/fixed-issues.html

TJIFL—2a iy —E X 2012

« FASoOy VB DLIMEREIC L o T, 2—H—hVDAEv > 3> oEEmZAY Y LIBEICEYy a3 v%E B
I TE XY, CotAaEld. Citrix Virtual Apps and Desktops /A\—< 3> 2009. 2006, 2003 T
IFEMICHD £R A ZORIFEIE. Citrix Virtual Apps and Desktops 2012 TEIEETN TV E T, iF: &
EZO7 3 LlE. Windows VDA DN—2 3> 2012 ICA YR A=A ETNTWBY I U T 7ICEEFNE T,
[AUTH-78T7]

BER DR

December 16,2020

77— a3 VEBEE —E X 2012 ICIZEERIORBEIZH D £H A
LPRMVIY ) OEBEZHSERRICOVTIE. ROKUTFREL TS
=225

LPZAMIITF42—DFRAZRD . RAGEENRE T BAEUDNHD. ARL—FTa VIO XTLOE
AYAR=IHRBRBICLZBEELHDET, LYARNIIT A 2—DRBICKZEEICHLT. YUY IR
TIEF—IEFZEVEPA. LYZAMNIITF 1 2—ld. SEHROEFELAMOEEATIERAL LIV, Foo L
SRMUTFAINDONY Ty TEREBRLTHS. LIXMUERREL TSIV

H—RN—T 1 HmIC DLW TDIEA

March 25,2020

TJITFL—=a VB —ERDIDY U —XIZIE. RORF a2 XY FTEEINEZFHDOT TSI IDEMIC
Bofch—RN—=F4 DY T I T7HEENTVLBHEMDHD 7

« Citrix Virtual Apps and Desktops #+— R /X\—F s REICOVWTO@EH (PDF 4o >O—R)

+ Non-Commercial Software Disclosures For FlexNet Publisher 2017 (11.15.0.0) (PDF o4& >0O—
K)

+ FlexNet Publisher Documentation Supplement Third Party & & Tf FlexNet Publisher 11.15.0 T
HAecha4—7>v—2v7Fox7 (PDFOZo>0O-R)

AT LEBH

October 5, 2020

©1999-2020 Citrix Systems, Inc. All rights reserved. 5



TJIFL—2a iy —E X 2012

TJITFL—a VB —EX (FAS) 3. REYR—bRAKTHZ IR TO/N— 3 >D Windows Server TFI
BTE%Y, Citrix Virtual Apps %7z1& Citrix Virtual Desktops @ > 27 LEf) #BBL TSI,

o FAS(Z. 1ZA D Citrix AVR—RV FEZEFHBRVWH—N—ICAI VI +—ILTE 2 EEHLET,

« Windows H—N\—dEF*a T REINTVIRELRH D £9, Windows H—/N—IZIFEERERIDEA
EBLUVMBX—ADTIERERIHD. RXA 22— — | L TEHNICEBEEEZRITTIET, ik,
INS5DI—H—EAES S UBBEF—AOT7 I EXIERDHD £,

FAS PowerShell ax > R L v bEEBT 321 Windows PowerShell 64 £ ~H FAS 4r—/N—|21
SZAR=IILETNTVWBRRELRHD X7,

o A—H—3iFAEERITT 3121 Microsoft T>2—75 1 XFPAMBEHKETT,

Citrix Virtual Apps -1 b £7z1Z Citrix Virtual Desktops %1 k D& :

+ Delivery Controller. Virtual Delivery Agent (VDA). & & U StoreFront #r—/N\—H' TRTIREY R
—FINTWVWEIN=I 3> THIVENHD £79, Citrix Virtual Apps # 7=ia Citrix Virtual Desktops @
Y27 LEMF) 28RLTIESI L,

P
FAS (& XenApp & & Of XenDesktop 7.6 REfF—E X 1) U —2X (LTSR) TlEFHR— TN TLE L Ao
¢ X VAHZOTEFEMT BRIC. 717 L—2a R —ERDTIL—=TR) > —ElAELIC VDA ICE
AShTVWIREDLHD FT, s#L<IE. TTIL—TRU> -0 €02 a>z28RBLTIZIL,

COY—EXRORAZHAET 35EIE. X2 VT ICHTSEEFE £ ayZ8RLTIREEL,

1A M=ILERER

October 5, 2020

TR =Lety b7y TDIER

TJITL—Sa VB —E RO VX k=)L (FAS)

StoreFront X 7 T®D FAS 7301 > 0B MK

IIN—=TR) > — DR

FAS B>V —ILEEALT. UTEFVWET: Q) Bitan7>7L— F0oESE. (b) iFRikEDt v
b7 7 (C) FEEREREZER T 270 ® FAS OREE

5. A—%—IL—IL DR

>N =

TIFL—>a VB —ERDA VR =)L

ExXxa)Fo LOERICED, 7xFTL—2aviBir—EX (FAS) 3. RXr>Oy hAO—S5—iFBA#ER ¥ [
BRICEF a2V T RESNTVBRERY —N—ICA VX M=ILTRI 28O LET, FASIZ. I1ISO 0EANEICE

© 1999-2020 Citrix Systems, Inc. All rights reserved. 6


/ja-jp/citrix-virtual-apps-desktops/system-requirements.html
/ja-jp/federated-authentication-service/config-manage/ps-sdk.html
/ja-jp/citrix-virtual-apps-desktops/system-requirements.html
/ja-jp/federated-authentication-service/install-configure.html#configure-group-policy
/ja-jp/federated-authentication-service/install-configure.html#security-considerations
/ja-jp/federated-authentication-service/install-configure.html#install-the-federated-authentication-service
/ja-jp/federated-authentication-service/install-configure.html#enable-the-fas-plug-in-on-storefront-stores
/ja-jp/federated-authentication-service/install-configure.html#configure-group-policy
/ja-jp/federated-authentication-service/install-configure.html#deploy-certificate-templates
/ja-jp/federated-authentication-service/install-configure.html#set-up-active-directory-certificate-services
/ja-jp/federated-authentication-service/install-configure.html#set-up-active-directory-certificate-services
/ja-jp/federated-authentication-service/install-configure.html#authorize-federated-authentication-service
/ja-jp/federated-authentication-service/install-configure.html#configure-user-rules

TJIFL—2a iy —E X 2012

FRITINZRA TSIy aRIU—>0 [TxT7FL—2a VBt —EXR] REVHABA VR N=ILTEIET,
UFOOVR—R DRIV R b=ILENET:

e Jx7L—aviBEiY—EX

o PowerShell 2y Z7r>av>RLw bk (FAS %) E— THER)

« FASE®EO>Y—JL

« FASOZIL—FRU>—F>FL— (CitrixFederatedAuthenticationService.admx/adml)
o ERRMRAD R SERADRAE T FL— T 7 1L

e NTA—RVRANIVEA—ELVARY FOY

StoreFront X k7 TD FAS 75451 > 0B
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HOET,

Get-Module ”Citrix.StorefFront.*” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName ”FASClaimsFactory”

Set-STFStorelLaunchOptions -StoreService $store -
VdaLogonDataProvider ”FASLogonDataProvider”

FAS ofEB% LT 3IC13. LLTD PowerShell 20U F = ERLET:

Get-Module ”Citrix.StoreFront.x” -ListAvailable | Import-Module

$StoreVirtualPath = ”/Citrix/Store”

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName ”standardClaimsFactory”

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ”7”

Delivery Controller D85

FAS #fR ¥ 3 ICld. DY —E RICELAAER StoreFront 4 —/N\—% {5389 % & 5 (Z Citrix Virtual Apps 7
1& Citrix Virtual Desktops o Delivery Controller Z#&m L % 9. PowerShell 27> K L v + Set-BrokerSite
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IV M 2ERTIEED BT INENHD T,

FIET1. FAS%Z- > X b—JLL 7Y —/N—7T. C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 - JL. CitrixBase.admx 7 7 -1
. 8LV en-US 74 I E—%2RBDIF£T,

PolicyDefinitions - | o [
:(-:' - 1 | J < Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v Gl | Search PolicyDefinitions P |
~ MName - Date modified Type Size

45.F Favorites

B Desktop - en-US 22/07/2019 0%:0 File folder
4 Downloads - || CitrixBase.admx ADMX File 2KB
£ Recent places || CitrixFederatedAuthenticationService.admx ADMX File 4KE
I: /M This PC
-
3items

FIg2. ChHE KX >y bO—5—IICaE—LT. C\Windows\PolicyDefinitions 5k t* en-US 477 x
NE—ICERELZF T,

FIE3. AY YRS h5 Microsoft BI2O>Y —ILEZRITLET (Mmc.exe)o XZa—N—h5. [T7T)L]
> [RFYy TV DBIMCER] OIBISERLET, JIL—TRI)S—EBEBITZ—%ZBMLET,

GIWN—TRIS—FTPz o rEANNTZ00EERIHEVES. [BR] 2BRLTHS BEORXIVERUD
—] ZERLFET, FhiF. FROY—ILEFERAL T RIRICIDLERVS—F TSI CE2ERL GEIRT B
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TFLTVWBRTARTDOIY I VICERT2HELRHD £7,
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&8 File Action View Favorites Window Help

=) Consolel - [Console Root]

= @ = 3 Select Group Pelicy Object [ x|

= 0 X

() Console Root ” Neme Welcome to the Group Policy Wizard

Add

ou can select snap-ns for this console from those avalal
extensible snap-ns, you can configure which extensions

Znap-n
S Device Managsr
k'

>

{
L

Group Policy Objects can be stored in the Active Directory
Mvallsble snap-ns: aron a keal computer.

Use the Browse button to select a Group Policy Object.

Group Palicy Object:

=/ Group Palicy Object Editer

=/ Group Palicy Starter GPO Editor

‘@ Intemet Informaton Services (I15...
-ilrpsemjwmrﬁmr

(< [T |

T
-
{

:ﬁﬁ‘ﬂlj%jw

_7&:

Desciption:
This snap-n allows you to edit Group Policy Objects whid

or stored an a computer.

Look in: |;g.,w,¢n,t v| mEE

Domaing. Ols and linked Group Palicy Obiects:

Domain

F & 4. Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tionICH3 7 7L —> a3 VeBEf—ERRU S —IZBEML £,

[&@ File Action View Favorites Window Help

T Y 4
7 Console Root =
4 = Default Domain Policy [de.citridest.net] Policy

4 (& Computer Configuration

4 [7] Policies - )
b ] Software Setlings Edit policy cetting
p ] Windows Settings Description:
4[] Administrative Templates: Policy de Servers running the Federated
4 [ Citrix Components Authentication Service integrate your

- s Citrix emvirgnment with your Actrve
. lj :Qulhenhuuon Directory infrastructure to allow users

b [ Citrix Compenents to log in with nen-Active Directory

p [] Control Panel credentials (e.g. SAML assertions).

b [ Metwork
[ Printers If you enable this pelicy, you should

specify a list of servers running the

] Server deu?ted Authentication Sen.'gice

[ Start Menu and Taskbar using their DNS addresces

b [ System [usercredentalservice.company.com).
b [ Windows Components

[ &l Settings
p ] Preferences
4 &, User Configuration
4 | Policies
B ] Software Settings
b 7] Windows Settings
4[] Administrative Templates: Policy de
4 [ Citrix Components
& [ Citri Receiver

Storefront FAS Rule
1] In-session Certificates

i

[ Client Engine v <]

< w »| |" Exended / Standard /
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77— a B —ERDRY) =& ElE. CitrixBase.admx F7:1& CitrixBase.adml 7> 7L —+
7 71 L% PolicyDefinitions 7 # JLA —IZBINT 3FIC. KXY GPO TOAERATE X9, TDHE. 7
IT7L—2a Vvt —ERORY O —REE. [BEEBET> 7L —K] > [Citrix A>R—3> ] > [3B5E]
THIWNA—ICRREINET,

FIES. 7zTL—YarvBEEY—ERRV S —2HE. [BY] Z#RLET, ThiCEkD. FASH—/N\—d DNS
TRLRAZERT D [RT] RE2VEBERTIBL5ICBDET,

A Federated Authentication Service — = 2

E‘ Federated Authentication Service

O Not Configured ~ Comment:
(®) Enabled

O Disabled ’
Supported on:

Options: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DMNS Addresses Show... Walue

3 fas-1.citrictest net]

| oK || cancel |
| E

| oK || e ‘

FIE 6. FAS 2 R b LTWBH—/N—D2EM R X1 % (FQDN) ZAALET,

FE BRORLEBMI R X1 V8% NHT 35S, StoreFront —/N\—¥ VDA CT—EBDIEEIE—NTWLS
MEBEHRHD £, ChiClF. TEARFERINAEVIVNIBEENET,

FIgT. [OK] 220Uy o LTIN—TRIS—T4H—REET L. JIL—TRV>—DEEZERALET, TEZ
RERETHEZICIE. YOO BEEE (F13a7 Y RS510h 5 gpupdate [force 23R1T) T3RENHZHELDH
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D&Y,

Ty a YREBAEYR— LU0y VO
A |n-session Certificates = O =

In- ion Certificat . .
E‘ n-sessicn Certificates Previous Setting

{7) Not Configured Comment:

(®) Enabled

(O Disabled

Supported on:

Opticns: Help:

Prompt Scope | Per-process - Certificaltes _and privlate keys securely malnaged by the Fed EratEd. .
Authentication Service can be made available to pregrams running in

Consent timeout (seconds]: users' sessions. [f this policy is disabled, this feature will be
unavailable.

30

If this policy is enabled, the Prompt Scope setting will control how
Disconnect on lock users are prompted for consent. There are three opticns:

- Mo consent required  -- This option disables the security prompt
and private keys are used silently.

- Per-process consent  -- Each running program will individually
prompt for censent.

- Per-session consent  -- Once the user has clicked ok, this will
apply to all programs in the session

If this policy is enabled, the Consent Timeout will control how leng
(in seconds) the consent lasts. So for example, if set to 300 seconds
the user will see a prompt every five minutes. A value of zero will
prompt the user for every private key operation.

If this policy is enabled, it is also possible to automatically disconnect
a user's session rather than display the logon prompt. This
functicnality provides similar behaviour to the "disconnect on smart
card removal” policy, and is useful for situations where users do not
have Active Directory legon credentials,

Ty 3 VREEREY R — b+

T7#) LT VDA RO A VBOMAEAND T IR EZHA LEHF A HEIZIBL T JIL—TRUS—F>TFL
—r2FEALT. ROPATLTEY Y a VAEREZBR TSI £9, ChICED. OFFV®IC. 7TUTr—>3
VHMERTES LS ICA—H—DEAMBRER b 7ICHEBENEESINE T, It xid. VDAtEy > 3>AT Web
H—N—AD TLS BN HELRIHE. HEBAZEIE Internet Exploler IC& > THERINE T,

(RS T03) ]
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CORVS—%ZBMCTHE, A—HF—PEEZOVI LILCEICEY S 3 VA EBNICIMIENE T, COHEET
& TAY—bH— OO LB RS — EAROBIEICA S 8. 11— —1' Active Directory 04+
VERBRER > TLARVSRICER T,

E

O 70 YARY >—ik. VDA LEOsRTOEy S aVICBEREINE Y,

JITL— 3 EREt—EXEEIYY —IILOFER

FASEEIOYY —JLIFFASO—Z LT YR b=ILENE T, [X2— ] XZa—IZ7+ 3> (Citrix Federated
Authentication Service) ’EEETh 7,

BBV —LOYEERRE. SRET > 7L — FORERM. SEERAEEOtyY 7 v 7. BLU FAS ADOEEEAEED
FRERDNSZITSFIENRTEINET, —HOFIEIZ. OSHEBEY —IILZFBLTFHTRETIIBLDTEE
EE

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EAETVTL— FDERA

oY I bz T e ORBEERMOBER TS0, FAS Tl MBOBMTHERT S 3 o0 Citrix stBAET > 7
L—hPABSNATVEY,

« Citrix_RegistrationAuthority_ManualAuthorization
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« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon
5O T7T>FL— k&, Active Directory TERIZMEHHD Fd, VY —ILTIhsOTYFL—FBERD
MNESHBWEEIE, FAET Y IL—hOERY—ILTI YA M—ILTETEY, COVY—JLI. Enterprise 74 L X k
DEBIERDHZTH IV P LTERITTIBENHD X,

- Deploy Certificate Templates -

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistratiocnAuthority_ManualAuthornzation
- Citrix_RegistratiocnAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually. For more information,
consult the online documentation.

| 0K | | Cancel |

FYTL— rOBRIE. LT T L4 —IC FAS b —#IC1 > R b—JLEhiz, H5RF T.certificatetemplates @
XMLZ 71 ILRICHD £7°:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

N5OTYTL—bT7 70 A YR N—ILT 2ERNMEWVESEIF. T>TL— K7 70 )L% Active Directory
EREEITELTET L,

LU Fd PowerShell vy REERATZE. TV FL— b 2FFHTA VA =L TIET,

$template = [System.IO.File]::ReadAllBytes(”$Pwd\
Citrix_SmartcardLogon.certificatetemplate”)

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

©1999-2020 Citrix Systems, Inc. All rights reserved. 13
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Swritabletemplate.Commit(1l, SNULL)

Active Directory ifBAZHF —E XDty b7 v

Citrix sfBAE 7> 7L — b D1 YR b—)LIE. ThE5DTYTL— % 1 DEIFEED Microsoft sERAREE Y —
N—TRHETIHBENHD 9, Active Directory sEFAZET —E RORBAAICDOVT#L < 1. Microsoft 1o
FFraxXYbESBLTIIEIWL,

EDY—N=THTUTL— P RATNTVRWVEEIE. SEAEKEOE Y b7y Y —ILICL>TARTEE Y,
COY—ILid. SEERHEEDEIRIERDH B 1—HF— L L TRITITIHENHD £,

(GEFAZET > 7L — bid. Microsoft sERARE > Y — LR L TARTZ b TEXT,)
s Set Up Certificate Authority | x|

Important:

When you click "OK" the following certificate ternplates are
published on the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority

- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For meore informaticn,
consult the online decumentation.

Certificate Authority:

ca-1.citrixtest.net\citrixtest-CA-1-CA |~

QK | | Cancel |

TIFL— g VY — E ZADOKERMS

COFIBICE D FAS OGN BB S N E 9. B I > Y — LI Citrix_RegistrationAuthority_ManualAuthorization
TYIL— = FERAL CGHAEOEREM L. COERZTVTL— b2 2M Y 2HEBEEEAOVITNNICEELET,
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-+ Citrix FAS Administration Console - connected to localhost = |[=] =

Initial Setup | Rulesl Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Authority conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Create an authorization certi Certificate authority

ca-1.citrixtest.net\citrixtest-CA-1-CA

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERiF. ®f5%. Microsoft sERBEREEIY Y —ILo [REHOER] UX MIRRINET. FAS OBRZHTT S
ICid, GERRBEDEEENERD [R1T] Fcld [ER] ZBRIIBEDHD X9, AREKXIZ. FASTS 2T h
VbS50 [REFOEKR] E LTRRINET,

IFiIe Action View Help

sz d= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citritest-CA-1-CA = — _BEGINNE.. The pmationcamal — Tokoo Bodo Cubt o 20/ ani0 a0y CITRIXTEST\FAS-1$

| Revoked Certificates All Tasks 3 View Attributes/Extensions...

7] Issued Certificates Refresh Export Binary Data...

] Pending Requests :

[ Failed Requests Help =ue

[ Certificate Templates Deny

<] n >

Contains actions that can be performed on the item,

[TRTODERT] ZHVU YT LTHSE, SEBAEERICH LT [R1T] £k BEF] 2BIRL£9, FASEEIY
V=ILIZ&D, COTOERDETHEENICKRHINE T, COLEBICIZFHDIDDBZeHhHBDET,

©1999-2020 Citrix Systems, Inc. All rights reserved. 15
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

u Authorize this service Authorize

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

I—H—=I)L—ILDERK

d—H—)L—JLIC& D, StoreFront DIETRICH>T. VDA O A > LUty a>hOFERICEAT 3HBERET
DIERMIEINE T, BIL—ILTIE. FEBEDOER%EFET S StoreFront #—/N\—. (IBAEXERTETZ—ED
A—H— BLVHPAEOFERZHFITE2—EDVDATS VEEELE T,

FASOty b7y TERTIBICIE. TTIAIN M-I ZERTBVENBD I, [(fER] 20V v o920 TL—
1 2TICHDEZT DL—ILZER] 20Uy LET. Do HF—Fid L—IILOERICHERBREZINELET,

©1999-2020 Citrix Systems, Inc. All rights reserved. 16
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

+ Create rule

Default Z W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

T4 —RICK 2 TRDBRIINESNET:
FYFL—b: A—Y—iAZEORTICERINZEAEET > L — b, Zhi& Citrix_SmartcardLogon 7> 7
L—kH ZOXEIN-OAE—THIBELRHDET,
SERBI&RES: 21—t —sEERZE R FIT I PR, 7> 7L — MIGEFAEICE o TRARTN 3 RELRH D £9, FAS
Tl 72— LA —N—BLVEFIEDO=0HIC. EHROIEEEOBNT SN TEET,
Ty a>yAER: [By > a>RERESHRI] A7 avIc&D. iEE%Z VDAANOOJ F VEICERTESHY
SHhEHfELET, I—HY—hRARICEAEZEICT I EATESRLSICTRHBEICOHA. COF T avaRBIRLE
To COFATIUHBBIRINTUVRVEE, FSEAZEEOJ A Y FIEBERICOAER IN. I —H—IL5REHE.
SERREIC T VR TERCEDE T,
FOLAGIE: A—HY—0OJF > £IEBEGBICHREEERT ZEEIMIS SN, EFEEH StoreFront #
—/\“—0)—%0

BE:

[7 2L XEH] REEEF2U T LEBICEETHD., BEICEEIZIHVELNHD X,

©1999-2020 Citrix Systems, Inc. All rights reserved. 17



Securty

(Group or user names:
ESTFJ (CITRIXTESTWSTF-15)

Permissions for STF-1

Aszsert |dentity

HIRR: 2—H—HFASZFRLTAJ A TEBZ VDA YDU X e, FASZN L TEAEZRITTE 31—
—DYUR b, TT7HIETIE, VDADO—EICIFERXAYOAVEa—42—NEENn, I—F—D—BIRE X1
A—HY—HEENET, TIAIIDPBITRVGERF. CNSZEBETEEY,

©1999-2020 Citrix Systems, Inc. All rights reserved. 18



EI'DUD ar user names:

' A Domain Computers (CITREXTESTDomain Computers)

Permissions for Domain
Computers

Rehving Party

©1999-2020 Citrix Systems, Inc. All rights reserved.
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Securty

EI’OUD ar user names:

Domain Users (CITRIXTEST \Domain Users)

Pemissions for Domain Users

|User Authentication

2757 RJ)L—)L: Citrix Workspace 5 ID 7H—> 3 >%&ZET5L. COL—IHBRAINES,

©1999-2020 Citrix Systems, Inc. All rights reserved.
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Fe1 Citrix FAS Administration Console - connected to localhost ILIE-

Initial Se‘tup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BEGERAE

EBMOIL—ILZzER LT SEIONT A PERNMEFNILSICERIN ST IELRHAPET > IL—bELU
AERAREE BRI B U TEE Y. ChoDIL—ILiE. BRIBICHLWIL—ILZERT I LS ICERTIRELD
3. & StoreFront  —N\N—TOFERICEDETERTETE Y. 774 T StoreFront IZ FAS IC7 7€ X3
BLBICTIANMEERLET, . JIL—TFRUS—BEA T2 a>ezE>TEETIET,

MLVEBAET > 7L — b2 ERT 3113, Microsoft sEBA#EI 1> — )L T Citrix_SmartcardLogon 7> 7L
—hzERLTEF%Z (Citrix_SmartcardLogon2 % Xi) ZTEL. BBICGLTEEZMZX £, BNl 2oV
YO LTHLWERAET Y 7L—bZESRL. filLaA—HF—IL—ILZERLET,

Citrix Cloud ~NDiE4:

FAS #—/\—% Citrix Cloud IZ###%: L T. Citrix Workspace TERTE £9, &#IC. Citrix Cloud T FAS of&E
FA%#p LT, TCitrix Workspace @251 OFIBEZRITL 9, [Initial Setup] 27 ® [Connect to Citrix
Cloud] T [Connect] o U v o L&d, 7OV T rHRRINTS Citrix Cloud i1 > 1> L. BEICIHL
THREI—THATY b ZZERL T, FASH—N—%ZEHRTIVY —XDBAZEIRLET,

A =ILHET T3, Citrix Cloud T FAS —N\—Hm%&gxn. CitrixCloud 7Ao > b [UY—IXDi5
Fil R=JICRFINZET,
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TJIFL—2a iy —E X 2012

Ty TIL—RICEATEERER

L]

AVTL—RT7YvFIL—RET>BE. FASH—N—DORERIIRTRIFINE S,

FAS 7w 74 L—Rig. Citrix Virtual Apps and Desktops D28 @1 > XA b—5—THTo T T L,
FAS #7 v 7o L— R %H1IC. Delivery Controller £ VDA (B&UZFDftbd a7 IVR—% > ) %FR
EON—2avICTyFTL—RLTLIET W,

FASZz7v7JL—F33a0c. FASBEIYY—ILHABHLETVWR e ZREAL TIEEW,

18UED FAS H—N—ZBICFIBRREREICHEFIL TV, 77— a VB —ERICHGL
fc StoreFront —N—DSEEAGER Y —N—HDBWEE. 2—H—FOJF 22T TUT—2 3 > OES
ZITRBLBDET,

X2V T ICET B EEEIR

FASICIE. FASH R XA 22— —DRHDICEENICGIAZZRITTE 3L 5173 ERWEOIIRAELNHD F
Fo SO EF VTR —%ERBLIUVRELTFAS Y —N—%RE L. ERZHIRIBCIFEETT,

FEINEBEREI—-CI 2

FASIZBBI -z b LTHAEET B ICK > TA— —FBAEE RITL £ 9, Microsoft sFBRRSICK D, &

BT —

IV HAETVTIL—b BLUVERI-—J IV MEIAZEERITTES 1Y —EHIRTI XY,

citrixtest-DC-CA Properties |7 [HISG
Extensions | Storage | Certificate Managen:
Genersl | PoicyModde | Bxt Modue
Envolment Agerte | Auding | Recovery Agerts | Secuy
For more information see Delegated Enrgllment Agents;
() Do not restrict enmliment agents
(®) Restrict ermdment agerts
Enmiment agents:
Everope ]
Ceficate Templates:
Pemissions:
Hame ALCEES
Evaryone Alow
Deny |
OK || Cancel || Mooty || Heb |
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CDEAT7ATRY I R2EALT. RO ZRERL TS

« [Enrollment agents] O—%&IZ FAS HF—N—D&HEFNTWVS,

« [Certificate Templates] ®—BICFAS 7> 7L — hD&HHEEFNTWVS,

« [Permissions] ®—&IZ FAS OFRAMHFAISNTVRI—H—DADNEFEFNTWVS, ez BEIIL—
TELFREIN A —DIN—FICET 22— —IC FASHRERAZEZEITTIRVLSICT Bz
SBHLEY,

7Tt R X D8R

M1—%—)L—JLO#ERI £ a>THBELTWA LSS, sEAZEHIRITINLZEED FAS 9521 —5—IDD
AREEET B StoreFront U —N—D—BEZHEHTIHVENHD £, BFKIC. HAZEORTHREBRZI1—H
—. BLUV A —HBETEER VDA U AFIRTZ A TEI 9, CDREIF. ZETERETTS Active

Directory & 7-|35EPA#REDzF 2 1) 7 HEEICIBINTITWE I,

T7AT7IA—ILDRE

FAS H—N\N—AD TR TO@EETIE. BERIH T 7= Windows Communication Foundation (WCF) Kerberos
2w b —o8EGHR—~ 80 TEAINE T,

ARy FOJDEALR

FAS 5 &' VDA id. Windows 1 RY OV ICERZETAHE T, . BROBERSLUVEEICERTE X
Yo TRV EOV) B2 avIil. ERSNBARBRMDHZ IR OJO—EZRLET,

N—RozF7EFa)FqsESa-)

FASIC& > THITENA—F—HBRZEDMBET — 23T IR TOMWEF —I1F. Network Service 7ho > ki
SDTIYVAR—CARAOMBXF— LTREINE T, FASIZ. EXxaUFqRUS—THESK/N—RFRIz7tx2
T4 EDa—IIHRBEINZHE. COEZa—IILOFERZHYR—FLET,

FederatedAuthenticationService.exe.config 7 7 1 L Tid. LRI OBESUERNERTETT. 5D
REIE. WEBEF—DRUCERINELSISERINE T, 207, EREBOMEFX— (4096 Ev . TPM R
ELRY) BLUTVEAMLOI—Y—IAEICIEIERBRIRENMEATNZ A HBD £,

INTA—BR— AR

ProviderLegacyCsp true IC&RE L 7#5&. FAS Tld Microsoft
CryptoAPI (CAPI) hMERI N7, false ICREL
7354, FAS Tl Microsoft Cryptography Next
Generation (CNG) API pMERINEd,
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/ja-jp/federated-authentication-service/install-configure.html#configure-user-rules
/ja-jp/federated-authentication-service/install-configure.html#event-logs

TIFL—> g VB —E X 2012

INTGA—F— BTl
ProviderName RT3 CAPI £71& CNG Z7ON1 4 —D A,
ProviderType Microsoft KeyContainerPermissionAccessEn-

try.ProviderType Property PROV_RSA_AES 24
zZRBLFY, CAPI THSM 2R3 358, $&U
HSM AR>S —TRID S 1 FEIBETN TV BIHEL
SME. BIC24 THHIRENBHD XTI,

KeyProtection MEX—0 TTOR— g 757 =6#ELET,
T5IC. N=FI 7 THR—-FINTVBHEIL.
FSRATYRTSY R Tx—LEZa—I)L (TPM) O
F—ALL—COFEABHFTINET,

KeyLength RSAMEF —DF—Ro YR— TN BMEIZ 1024,
2048, 5LV 4096 TY (FT7 AL 122048 TY),

PowerShell SDK

SVFILBERBICIEFAS BBV Y — LB L TWETH. PowerShell 1 >4 —TJ 1 RiCid & DA T
IYHLHDET, AVYV—ITEERTIRVWA TS a & FERT ZBE. Citrix Tid PowerShell &% R L
THEBRETS =8O LET,

ROATY RIZE>T PowerShell av> RLw FAEMEINET,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.Vl

Get-Help <cmdlet name> #fERHT2 . OXVRLY FOALTHRRINET, RORICLWL DOHDIAT VK
D—EBETRLET, ™) 13Z#ED PowerShell ogim@ER L £9 (New. Get. Set. Remove % ¥),

avvk HME

*-FasServer HEDBIED FAS —N—%—BRRELUBERL
F S I

*-FasAuthorizationCertificate TR E X BB L £ Y,

*-FasCertificateDefinition FAS H:ERBZEDERICER T /N A —2—%HFIfEL
F9,

*-FasRule FAS T chi-2—Y—IIL—IL=EBEBL XY,
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avwv R E
*-FasUserCertificate FASIC&>THvvoadni-iBAZ 2 —BICLTE
BLZEY,

PowerShell <> RLw big. FASH—N—D7 RLAEIEETREICE>TUE—FTHEATEET,

FAS PowerShell A< > FLw MMZDWTE#L<IE. TPowerShell av > RLw by 28BBLTLLETL,

NTA—=IVRANIVE—

FASICI3. BROEHRHD—EDNT F—IVRAATVEZ—DREENET,

(3] Performance Monitor =8| x
() File Action View Window Help NEE
o= 2@ e B
@ Performance
4 L@ Monitoring Teo|
. ;.a‘:g‘:"';’”“s Avaisble counters added counters
[ | ollector =
b Reports Salect counters from computer: Caunter parent [nst... Computer
<L ocal computer > v|| Erowse...
Crtrix Federsted Authentication Service A
Acti el
t Certificate Signing Requests
r Mnute
T N
Instances of seleched objeck;
| ] o |
[Remove <<
125015 12:50:22
] =haw descriptan
——

RORIZ. EAEEBATYFZ—D—ETYT, FEALDATYEZ—|F. 5 PHEDOBEEFIHETT.

210 A

TOTa Tty ay FAS IC & > TIBIF S N B EH D,
ERFRTT CSR #& ERHCALE I N B EAZEERDH,

R — IR 1 3HDICEITEINZWEF —NIBDOH,
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e

T—EX2012

’
N
=]

JzFlL—>3

210 HER

KI5 EEAEDEMS LUVERICH D BEHDORT,

SEEAE DX FAS THv v aThiEERE D,

1573&7bd CSR 13HTDICHEBETNBAAZEZERDOH,
&/+h/= Ma$»1=bD CSRy DEE=H 5 FAS HFBAELE

HOHEME, 'E&fE LESWMEZBRETZ . ty>
IVOEFICKRIBZZEHBD ET,

AR cOY

ROFKIE. FAS TEREINBZ IR OJIY RID—ETT,

BEARVN[72FL—ya Vi —E X]
[1~> kY —2X: Citrix.Authentication.FederatedAuthenticationService]

NS5DAANY MME. FASH—N—TOBREEICR L TERINET,

aJa—~k

[S001] 7Vt REE: 21— — [{0})] REEBE/IL—TOXN—TIRHD FLA

[S002] 77t xEH: 1—+— [{0}] EO—IL [{(1}] OBEBETIEHD FEA

[S003] &2 [{0}] IFRTFE—R% [} ICRELTLET

[S004] @& [{0}] iR CAF>FL—+ [N LU [{2} &0 3] TBEBELTLET

[S005] &1 [{0}] I& CA[{1}] DIERZENDH L TV ET,

[S006] &2 [{0}] 337 L LRSS [{1}] ZERL TV T

[S007] &% [{0}] I3sEBAEER [{1}] #BHL TV T

[S008] &2 [{0}] I33TPAEES [{1}] ZHIBRL TLFT

[S009] &1 [{0}] ixsLvO—IL [{1}] ZERLTVET

[S010] & [{0}] ikO— /L [(1}] #BHLTLET

[SO011] &EE [{0}] Ixo—JL [{1}] ZHBRL TLWE T

[S012] &EE# [{0}] I&3ERAZ= [UPN: {1} SID: {2} %&=I: {3}][Certificate Definition: {4}][t*aVF<s 3> F
F2 0 {5 #ERL TV ET

[S013] & [{0}] 3sEBAEES [UPN: {1} 0—JL: {2} sFAEES: Bl ExaUF+I>FF b {4)] =4
BLTLET
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TIFL—> g VB —E X 2012

aJa—Fk

[S015] &2 [{0}] IJFEBAZER [TPM: {1} 2R L TLWET

[SO16] BIEE [{O}] IFZBEAEPRE [V 7 7LV R {1}l ZA Y R—FLTLET
[S050] &% [{0}] dF LW ST RBRZERL TVWET: [{1}]

[SO51] &% [{0}] 1o U REBmZzEHRL TLWET: [{1}]

[S052] EEE [{0}] 130 57 RIEEZHERL TWET

OJ3a—Fk

[S401] DT v TF L —RDERT - [IN—2 3> {0} hr5][to version {1}]

[S402] =5 —: Citrix 7z 7L —> 3 ViR —E Xix Network Service ¥ LTRITT3HENHD £9 IR
& {0} & L Tx1TH]

[S404] Citrix 7z 7L —>a YR —E XD T —IR—RZ@HMISEEL TV ET
[S405] LY R P UDST—ER—=ZADT—2OBITHRICTS—HEELE L [{0]]
[S406] LY Z R UDBT—ER=ZADT—EBITHATT LELL (F: I—F—RERBITINEV)

[S407] T—ER—ZBERICFEEL TWD. LIRARNIR—ADT—RIFT—ER—RUIBITINEFEATL
1=

[S408) BEEHA T VTL—RTEEEA - [N\—2 3> {0} »5][to version {1}]

[S409] ThreadPool MinThreads »* [7—Hh—: {0} =7T: {1} »5: [9—Hh—: {2} =7: BHIcEEIh
L=

[S410] ThreadPool MinThreads # [7—h—: {0}=7T: {1 »5: [9—h—: {2} =7: BHICEETEZ
HATLT:

[S41T] FAS —E XDt 5 —: [{0}]

ID 7H—>3 > 0 [7FL— 3 VEBEI —E X]
[1R> Y —2: Event Source: Citrix.Authentication.FederatedAuthenticationService]

CNSDAIRNY MM BEEAOT—N—DPA—H—OJF>&2T7H— b2, %21 LKICFAS —N—IZ5
BIhEd,

OJ3a—Fk

[S101] —n—=[{o} IZiEa—IL [{1}] @ ID 2 74— ~ 3 ZHERNH D FHA
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e

T—EX2012

’
N
=]

JzFlL—>3

aJa—Fk

[S102] #—/X— [{0}] 1x UPN [{1}] o 7H— ~iZkBrL £ L7z (BIsh: {2H3D
[S103] #—/N—[{0}] (Z UPN [{1}]. SID {2} ZZKRL £ L7\ #&ZTSID {3} tiRThF LT

[S104] #—/\— [{O} & UPN [{1}] @ 7H— MCRBL & L7 (UPN ZO—JL [{2}]] IC& > THAISMTUWEE
A)

[S105] H—nN—[{0}] Iz ID d7H—< 3> [[UPN: {1}, o= {2 ExaUFca>rFxx bk {31 ]] =%
TLE LT

[S120] [UPN: {0} O—JL: {1k £*aUFcayFH2b: [(2}]] ICH L THEREBERITLTVET
[S121] [R:EB: {2} 75 [UPN: {0} O—JL: {1}] ICEEBAEMRITINE LT

[S122] Z4: H—N—@AHFTT [UPN: {0}, o—J: (1] [1 9&7=bDOER {2},

[S123] [UPN: {0} m—JL: {1}] [fIsh: {2}] DHFAEZRIT TS EEATLL

[S124] [BsERB: {2}] [#Ish: {31 ©[UPN: {0}, A—JL: {1}] DIEFAEER{T TSI FHATLE

HRREFAEDITH [7 T L —> 3 ViR —E X]
[1~R> Y —X: Event Source: Citrix.Authentication.FederatedAuthenticationService]

INBDARY MME VDAILDA—T—DOTF 20T 8. S22 LEICFAS H—N—ICRBEINET,

nsa—k

[S201] sEBAZEFIAE [{0}] ISR T—RADT I RIEDRH D FE A,
[S202] ;EFAEFIAE [{0}] ICISHERAEAD T VL XENH D £ A,
[S203] EBAZFIAHE [{0}] ICIEOJ 74> CSPAD T U XEHH D £E A

[S204] sERB=FIAE [{0}] »* [{4}] Ic&k > TAERBI N2 [{2}] (& {3}] T[UPN: {1 oO%#> CSP
ICT77EALTVWET

[S205] U L 7AYo > ~ [{0}] ixO—)L [{1}] OERAERBAETIRH D FHA
[S206] UL 7Y > b [{0}] ISEEPAEFIAE TIEHD FEA
[S208] #Z+ —DMIBEN KB L F L7 [32¢E: {0}] [UPN: {1k O—Jv: {2}, sERAEEZ {3}] [T 5— {4} {5}1,

Ty a REEEY —N— [Tz 7L —> 3 VY —E X]
[1R> Y —2X: Event Source: Citrix.Authentication.FederatedAuthenticationService]
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FAS 7H—> 3> 75591 [7x5FL—>a Vil —E X]
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[S016] 5 R —E R<service name>DMEUH LICARIIL £ L7 [FASID: {0}] [~ S5 >H o> 3> ID:
{11]
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[S020] FAS I3 5 Rh A Z 7> O— RTEEEATLR[FASID:{0}] [F S>> 3> ID: {1}] [#
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Authentication Settings [aptional)
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| smart card fallback: MNone e

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

B ER:

« Citrix Gateway ##m 9 5IZid. THow to Configure NetScaler Gateway 10.5 to use with StoreFront
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CDORFaXYLTlE. Citrix IBiE% Microsoft ADFS ¥ 5T 3 HEICDVWTEHBLE T,

ADFS l#. Z< DB TE—DRERT > bHRBRELR Web 1 bADEF 7RI —T I X2ERT 3720
ICERTNEY, It Rid. REBICE > THIBRELEMOIYToYR AT O—- RBHBI56. DM
(& 2% 0 Windows O # VERBER TRET DHRELHD X9,

oo 7T 7L —> 3 VEBEEY—E X (FAS: Federated Authentication Service) Ti&. Citrix Gateway & &
U Citrix StoreFront # ADFS U 74 Y S AT LICHE TSI 37, RFEIBUENRE T B RIBEMIHDLE T,

CDERT. Citrix Gateway I Microsoft ADFS DiEBREFIBEE L L THASINE T,
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Citrix Gateway

VPX

Root CA

Export

AUTH.LOCAL domain

f Cenificate

Gateway Server

Issue

' Certificate

ADFS Signature
f Cenificate

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

SAML O E

SAML (Security Assertion Markup Language: €2 U5 7H—>3>x—o7v 7
T TOTF Y R=IADVEAL Y b~ #RIFTZ. Web TS5 o8 —00s4 > X7 L4

BhE2ENEY,

Signature

&)

' Certificate
&

f

Encryption
Certificate
(not used)

-
1
1

Associated with

do e FASUser 4
| Certificates

- - g Private Keys

Certificate Authority

Windows Server

@ FAS User

“ Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server
Certificate

..... >
1

Federated Authenti-
cation Server

Windows Server

Issue

s FAS
2 Authorization <
L=t Certificate

Issue

Hardware Security
Module (Optional)

Hardware Appliance

a" Users

L M Authorization
Private Key

Login with

Domain Controller

Windows Server

uPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

FAS User
L Certficate

k]

Sy5=2) Py
TY, WICITRDIA
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UAALY MURL[>> TS >F >4 —E X URL]

I—H—RAORBEHNH S Z & % Citrix Gateway H'#&tH 93 & NetScaler iza—4—HERHT 23 Web 754
—IZ. ADFS H—NnN—LE® SAML O 7> Web R—JIZ HTTP POST #2179 5 & 53 6RL £ 9, D URL IE&E
. RoFERXDhttps: //PRLRTY: https: o

ZDOWeb R—2@ POST iCld. O A VETRICADFS a—#—%iRF T 4—>FRL | BREOBERDEF
nExy,

#BF [317E2/EntityID]

Entityld i&. Citrix Gateway H* ADFS IZiXf59 % POST F—&IC& £ n 3 —RD#AIF T, Entityld i& ADFS
IS, A—H—HEDOH—ERICOTF Y LESE LTVE D ERSE. BEICKRLETIEIELRRHR) > —DER
IN3E5ICLET. BITEINS L. SAML 2B XML 1. Entityld @Bl LI —EZXAQOT A > DHIERS
nFxd,

@E. EntitylD i Citrix Gateway #—N\—DO5 74 > R—2 D URL TEH, —ARBNICIE. Citrix Gateway & & T
ADFS o onhide D& 5% URLHFEATETF T (Bl https:
Yo

J&2—>7 KL X [5% URL]

BIEICEINT B & ADFS iza—%—d Web 7554 —Iic( EntitylD T I hzin® URL @ 1 2ic. SAML
FREE XML % POST LiRd & 53R LET. @ URL &, @EIETo Citrix Gateway H—N\—ETOROFER
Dhttps://7RLATY: https: o

BRI NimE URL 7 R L 2h'E# S 5184, Citrix Gateway (& ADFS AD7td POST RICH S 1 D% FEIRTE
=

EZ:PAE [IDP :EPAE]

ADFS i3#Z+ —%= AL T. SAML B35 XML BLOB ICEESTER& L £9, COERZ®KIET 31213, Citrix
Gateway =# L. sEAZE 7 7 M LICEENZRARF—ZEALT. CNS5DERZHEIB T IVENHOD Y, it
BRET 71 LIZ. BE. ADFSH—N—D5HBEN3TF AT 71T,

YN T M URL[>>4)LO4 77 + URL]

ADFS & & ¢ Citrix Gateway (F. THROJ 7T b S XFLZYR—MLTVWET, ZHid Citrix Gateway AR
-3 ehH3 URL THH. SAMLERAE XML BLOB AIREOJ A >HDEy > a2 £FRRLTWS T
CEHRELEY,

N BT AIRENGWVWA TS 3 UHEETYd, @ URL IZ@E. ROFRXDhttps: //PRFLXTY: https
o (WU F > URL EELBEDH B CIEFELTLE

TL,)
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101

o> 3> ICitrix Gateway ®ERl1 Tld. Citrix Gateway 2w b7 v L. Z#K% LDAP Bt 7> 3>
ZAIBTZHERICOVWTHEALET, CAHEEICTET 5. SAML RitzsFa ¢ 3 Citrix Gateway T, #HL W
AR S —ZER T2 e TEFET, £D#%. Citrix Gateway U+ ' — R TERINT 7 4L @ LDAP R
VO—%BIMRABZCHTEET,

MetScaler » MetScaler Gateway » Policies » Authentication > SAML 3 Policles l!':,:l vﬂ H
Palicies Servers
Add Primary WPM Global Bindings Search ~
Name Expression Request Server
StoreFrontSAML WN5_TRUE Azuredd

SAML KU >—DsEAN

ADFS B>V —ILh SHICEEB LIcEREFEAL T, LW SAMLIAP 4 —N—%#EEL £9. CORU—H
BRHINS . Citrix Gateway 1zO07 4 > Dfzsic 21—+ —% ADFS-signed ICUAZ 1L o L. ADFSDEZL
e SAMLEREE b — 2 > RO DICZITED £,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azurehd
Authentication Typ
SAML

253
0P C

Certificate Name*

AzureADSAML V]. +

Redirect URL®
20f-4c20-9626-14d5e484c62e /saml2

|

Exact
Single Logout URL

29f-4c20-9826-14d 504840628 /5aml2
Uszer F

nternetProtoc
Field

ntermetProto

userprincipalnarme

Cimning Cartificate Name
Signing Certificate Mame

E

Issuer Name

.
httpsy//ns.citri xsamldemo net/Citrix/¢ -
Reject Unsigned Assertion
ON v
SAML Binding®
POST v
Dief

5
REIBER

e FASOA YR b—ILEBRRICDOWTId, T2 h—JLEiER) Z28RL TSI,
o —MRM7%B FAS DRFBICOWVWTIE. TER7—F77F v 28RBLTIETV

o BEEMBFIRICOWTIE. TEHFMELERI 28RLTETL

Azure AD O%&

October 5, 2020
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IEL®IC

CORFaXY Tl Citrix EBiE%Z Windows 10 Azure AD #BEC 5359 3 AEICDOWVWTHEHIBAL £ 9, Windows
10 BN LT Azure AD 1. RXAUBMOFHLWVWETILTY, ChzflATHL. BB VYIINY1 VAV DE
BT O—Z>J5v by raz A=y b ETRERXIVICBMEIEZ N TEET,
CORFaXYFTHELTRLEEBATIR. i1 ——0 Windows10 Sy 7 by FICEH DX =L 7 R L X
CEBRIA-RFMREINZ D ITFLZHBALTVE T, 1—F—id [RE] NRILD [PXFL] > [N—U3VE
#] > [Azure AD 2] A5, COOA—RIZTIERLET,

(= Settings - (] =
%‘} SYSTEM Find a setting e
Display

PC
Motifications & actions PC name vda-winio
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage . )
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy by THEEINS L. Microsoft Edge @ Web 754 —id. Azure SaaS 7 7 r—>3>d Web R—
Ih5. &0 Web #1 k% Citrix ORB7 7V r—> 3>, &0 Office 365 X d Azure 77U r—> 3>
ICBBNICY > F Y LETD,
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B Access Panel Applicatior %+ x

d
& >0 ‘ 8 windowsazure.com Ve | = @A Q

Microsoft Azure gearge@

applications  profile

Clfrix

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD ¥ Office 365 REDBRHF I ST RT I /A EDHREICED . RKDBER Y
Fo—oh Azure RICRERICERINE T, IRTOIVRA—HF—HI)E—+T—H—BHIN. HRTV LS
Fy bEiZIETY RA—H¥—pEELEZVEVWSOAYETNTY,

Azure AD Connect DEIEAH —E XD, 1> FZ—% v b ETAZUre NDIBEL & L TIEET 370, BBFEOA VT
LIRS AT LZE ODLEICOETIEBER IS EHNTEET,
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Azure ’\
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN 2T VWRIE RRIET 710 7+ — L TREI NS LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FF U F v Tld Azure AD TLS 6 E LU SAML AT NSICE > THRD D £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDEAZHINTWET, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—2KY) |1E. Azure 5 RH—E ZX® laaS &9
IC$H 3. 1ZEEML Active Directory HH—N—DREY > V2 FERALTRITTIE T,

A—HY—HRRDOT TV —> 3 > %EET 5 . Citrix Virtual Apps and Desktops O RABET7 FUr—>3>%
FERLTT7IERLET, Microsoft Edge > > J L+ > A ViR ERL T, 2—%—0 [Azure 7 7/ —
2av] R=IHSIETERBEOT SUr—>a>hrBEThE S, £7o. Microsoft &, Azure 77U r—>
AVO—BRREEFHTES Android BLTIOS 77U EREL TV E T,
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DNS vV —> DR

Azure AD Tid. BEEEDNNTVYIDNSTRLRAZERL. FXAVE T T v I ROERY -V 2EETIHE
PHODET, CNEERTIT3HIC. EBEIFTAzure DNS V- Z B TE £ 9,

CDfFITIE. DNS YV —>% citrixsamldemo.net =z {ER L £3,

Essentials -~

Fesource group

citricsamldemo

Subscription name

Visual Stucio Professional with RSO

Subscription IC

df22436f-d4f9-46ae-be7Tb-6470¢cdaeefca

HAME TYPE ™
@ M3 172800
@ S04 3600
fs CHAME 3600

Mame senver 1
nst-0l.azure-dns.com,

Hame server 2

ns2-01,.azure-dns.net,
Mame server 3
ns3-01 .azuré-ilns.ﬁrg.
Mame senver 4
ns4-01.azure-dns.infao,

WVALUE

nsl-01,azure-dns.cam,
ns2-01.azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

Email: azuredns-hostmastermicrosafl...,
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

adfs-citrisamldemowesteuropecloud... |,

>V =)L Azure DNS R— L —N—DERIDPREFIINET, Ch5liE. V—YODNSERONS IV FUT

|
S2BIZIBELRHDET (fB: citrixsamldemo.net. NS nl-01l.azure-dns.com),
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Azure TEITTINZREITS OADEBRBEZEBMT %5613, CNAME R >2—%, Azure "ER T3 RETS VD
DNS LO—RICERTADHEOEETT, RETI VDO IP 7RLABEEINATWVBIESIE. DNSY—>T 70
ILEFETEHNIIHDEEIHD £ A,

RBELVIMEDO DNS PRLZY 71w RiE. COERBIC—EHLE T, KXo i citrixsamldemo.net T, X
71w k DNS (WZ<10.0.0%) #FEALE T,

Web 7 FUr—> 3> rOxoH—N—%288B 3%, Mfs.citrixsamldemo.nety T FUZEEBMLET, ChHT
DV—>DT7xTFL—>3>H—EXTY,

730 Y —EXDER

CDfFITIE. Azure TRITEIN3 ADFS H—N—DRBI /- ADBIEZ ST, CitrixBIE%2#8BRLET. V5UR
H—EXEER L. Tcitrixsamldemoy £ &JI1F£9,

URL

@ WEE APP ’ QUICK CREATE ]
atrixsamidema

- - - cloudapp.net
VIRTUAL MACHINE i-“‘i CUSTOM CREATE oudapp.ne
REGION OR AFFINITY GROLUF

E MOBILE SERVICE West Europe v ‘

| @ | CLOUD SERVICE

ﬂ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows R#8< > > D1ERL
IS5 RY—E X TRITINS Windows RET> V% 5 8ERL £ 9.

+ RXs>a>¥kO—35— (domaincontrol)

+ Azure Connect ADFS #—/\— (adfs)

ADFSWeb 7ot 7O0%> (RX1vizsmLTWaEWWeb 77U —> 3> 70%Y)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

5
s All resources
. S * Name

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

™

Virtual machines (classic) * Passwiord

B virtual machines

'% Subscription
SQL databases I e Visual Studio Professional with MSDN
& Cloud services (classic) * Resource group
A citrixsarmkdama ~
W security Center T Window Dat
Location
? Subscriptions Waest Europa hd

Browse »

KXA>a>Y hO=5—

+ DNS ##—/\—& & Uf Active Directory k X > —EXD%&EI%BML. 1Z#897% Active Directory B
FEERL T (CoFITid citrixsamldemo.net), K X1 >DFIEHNTZET L5, Active Directory
HEBREY —EXRDEEIZEML X T,

o FAMRICEEOI—Y—THUY bEERLET fl: George@citrixsamldemo.net),

o COY—N—TIEAZ DNS BEITINZ D, IRTOYF—/N—IFDNSBRICC O —N—%ZERT I
ENHOET, Chnid. [Azure DNS £E] X—TTITWVWET, FELLIF. TORFaXY bOffREESR
LTLESEW)

ADFS o> rO—3—r Web 77U r—>a>rOf>4—N—

o ADFS —/X—% citrixsamldemo KX VIZBMEIE ., Web 7 FUr—> 3> O —/nN—id.
PDEEINTET—VTIN—FIe EF20%ENHST-H. ADDNSTDNS 7 RLREFEFHTERLET,
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« Th50H—/\—7T Enable-PSRemoting -Force ¥ > KL v b #RfTL T. Azure AD Connect v —
IWDBT7AT7ox—ILEBRADPS VUE—FT I 2BMICLET,

Citrix Virtual Desktops @ Delivery Controller ¥ VDA

« Citrix Virtual Apps #7214 Citrix Virtual Desktops @ Delivery Controller & VDA #%. citrixsamldemo
IZBmML7%ED 2 80 Windows Hr—/N—iZ1 Y X b—JLL T,

AEB DNS DK
RXA>a> bO—5—01 >R ~—JLi&IC DNS r—/N\—%#pE L. citrixsamldemo.net DAEFE 2 —%=4IEL .
SMEDNS H—N—IZH LTI+ T—HA - LTHEET DL SICHRELET (ffl: 8.8.8.8),
2 DMS Manager x
File AMction View Help
e« @ EBao= BE § 8
&, DS Mame Type Data Timestar
4 5 DOMAINCONTROL masdcs
4 [ ] Forward Lookup Zones | _sites
[ |z _msdes. net | tep
bl | _udp
b [ Reverse Lookup Zones | DomainDnsZones
- Tru*st.P'.:unts _| ForestDnsZones
k - Erldlltlfnal Forwarders ] (same as parent folder) Start of Authority (S0A4) [24], domaincaontral. static
b (e Global Logs ] (same as parent folder) Mame Server (M) domaincontral, static
] (same a5 parent folder) Hest (A) 10,0072 135201
5 adfs Host (4) 10.0.0.13 5/13/201
] domaincantrol Hist (4) 1000072 static
His Host (A) 10.0.0.13 static
Ewap Host (&) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
{ n ¥

BN LI-RFZEBMLEY,

« wap.citrixsamldemo.net [Web 77U 4 —> 3> 7OF P ORET I VIER XA VIZBML EFEA]

o fs.citrixsamldemo.net [ 7 5L —> 34—

N—DT KL X]

+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net ¥ @ ]

Azure TERITTNBIRTORBIY S VI, CODNSH—N—-DHZEBTBELSICERTIHBENBDET, &
g 2y b= 14>02—TJ 1A GUINSRITTETET,
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AN -y DHS servers @

* Primary DMS senver

SUPFORT - TROUBLESHOOTING

B Auditlogs > 0005

u MNew support request b Secondary DNS server
Sub
df22436f-daf9-46ae-beTb-6479cdaeefca

GEMERAL

Properties
A 5 =3
i 1P addresses >
BH ONS servers >
@ Metwork security group >

F7AILETIE WEBIP (10.0.0.9) 7 RLRIIEBMICEID Y THENET, IP7RLADBREEZFHALT. IP7 R
LAZKGRICEID Y TR ENTEEZ T, Chid. Web 7FUsr—> 3> 7OfsH—N— RXr>a>rbO—
S—TROITITIHENHD T,

4N DNS 7 B L X DB

REE<> VRITEFIC. Azure 1E. RETI VICEIDYTHNFEREDONTU VI IP 7RLR%EZITEED DNS VYV —
SH—N—FEELE T, Azure 3T 7 4L FTRRETS VORBEICIP 7RLRZEDYTSEH. ZDEF
BIEEEEDICLET,

- DomainControl8733 Settings = Configuration

AR (7 Assignment
B e
SUPPORT « TROUBLESHOOTING
1P address @
B Auditlogs > 13.84.252.54
& Newsuppon request N ldle timeout (minutes) @
a
GENERAL DHS name label {opticnal) @
! - i domaincontral-citrsamldemo
Properties > -
e westeurope.cloudapp.azure.com
& Configuration >
\dd tiles
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

Voo v v

Bl Export template

ZofFlTiE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %. KX~
YAV EO—-F—ICBDETTVEY,

E—MEROTTHRICNTUY I IPT7RLRZEMCTZHBELRHZDIE. Web 77U r—>3>7O%>

Citrix Gateway RIEEY > V2T TH B RUTFBEL T RT WV, (BRTIF. BEAORDP 77E2RICNTU YT IP
T RLZBMERAINET),
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tFXaUT1TIN—TDER

Azure 73T RIE EFaU T IN—TFZERALT, 12—y b SEREATSVADTCP LT UDP 7o+
ADT7ATI7A—=ILIL—IEEEBLET, T7A4ILETIEF. IRTORETS>VTRDP 7o AMHFIINET,
F7-. Citrix Gateway 8&UWeb 77U r—> 3> 7FOx > —N—TlE R— b+ 443 TTLS 27 3 HEN
HOET,

Essentials ~ AR D
Resource group Security rules
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
B Auditlogs > 0 subnets, 2 network interfaces W Auditlogs >
& Mew support request > & Mew support request b
GEMERAL ENERAL
Il setting s
Properties > Propenti >
| 1P addresses > ou >
B DNSservers > >
@ Network security group > W b
Subnet >
RESOURCE MANAGEMENT

ADFS GERRZE D 1ERL

Microsoft sFERH%RE T Web 4 — /N—3FBBE T > L — b ZBMICLE T, ThICED. PRX 7 1ILICT O RR—
b MEXF—HEL) TF3. HAZLDNS PRLRAZHEFOHABAELEERTI£d. PRX 771 L2 BkA T3
VICTBICIE. COHBAZEZR ADFS ¥ Web 7 U4 —> 3> 7OX S —N—DOEAICT VA F—ILTE3HENRD
DFEJ,

ROY Iy b BEFEALT. Web y—N—ZEFREZRITLF T,

« Commonname:
- adfs.citrixsamldemo.net [2> ¥ a1—%%]
« SubjectAltname:
- *.citrixsamldemo.net [V —> %]
- fs.citrixsamldemo. net [ DNS o> +1J]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File  Action V .
a A £\, sublect | General | Extensions | private Key | Certification Autherity
Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You
(B Console Root can enter informaticn about the types of subject namie and alternative name values that

can be used in a certificate.

4 (G Cetificates (L Request Certificats

a [ Personal Subject of certificate
) i The user or computer that is receiving the cerificate
o — Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: : .
i [ Enterprise Type: CH=adfs.citrisamldemao.net
b Intermedid |
. C t Commen name
b [ Trusted Py [ Computer |
= Value:
b & Untrusted [¥] Web Server
r d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b 7 Client Aut The following opt Alternative name:
- Type: |
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car istration.citrixsam

- 1 - Value:
- Walid! o
b [ Trusted De iy peri |

[]5how all templates

NRT— R TRESNIEF—2EBD. FEAEZ PRX 77 MILICTVXAR—-FLET,

AzureAD oty F 7w

ZDto>arTiE. FILWAZUre AD 1 Y 242> X%ty 7y 7L T. Windows 10 % Azure AD ICB8IN3 ¢
B1-DICFERATEZ2—H—ID ZERTBHEICDOWTEHRAL £ 9,

WLWTr LI MU DIER

Azure 5> woR—Z)ICOT A LT FILLWTFo LY MU EERLE T,
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAMLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|"\

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEEEI—¥— (AzureAdmin) DOER

Azure T/ O—NIILBEEZERL (COHTIFAZUreAdmin@citrixsamldemo.onmicrosoft.com).
COFHLWFAHIYFTATA Y LTNRT—REZELE T,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD ZfER L7Tc K X1 > DEF

TI7ANWNETEH A—F—FROEAXDX—ILT7RLATHMNINET: <user.name>@<company>.
onmicrosoft.com,

D7 RLRIGBMOBEA L THEELETH. IVRI—F—DX—ILTHIY bE—KT 3. ROZEFEKD X
—ILT7RLZEEEHLET: <user.name>@<company>.coms

[RXAYDEM T A—HF—DEHD XA UHEDULAALLY L EERLET, COFITIE. citrixsamldemo
netz@FHELEY,

ADFS #> YU WA A UICEY R Ty L TWVWRBEIE. FIVvIRYIRIIFIVvIR—IEANNET,
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect 7> X ~—JL

Azure AD #5% GUI OFJE 2 i & b. Azure AD Connect ® Microsoft # 9 >O— RR—JICUAA LI T h
F9, CNE ADFSREITS VA YA =L LET, [BEERE] TldH< [ARFZLIYA =)L) ZERL.
ADFS A 7> 3 hFETESLS5ICLET,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS o7 xz7L—>3Y] VI HAYF AT avzBRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT bTAzure ICESIL £ Y,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

REBAD 7+ LR bZERLE T,
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

Active Directory O#RERDF T2 o bEITART Azure AD Lt AL £ 9,
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Domain and OU filtering

Express Settings

Required Companents Directory: [ citrixsamidemo.cloudappnet | =] L Goale s
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols
Syne 4 [ citriksamldemo.cloudapp.net
Connect Directories [ Builtin
Domain/OU Filtering Computers

dentifying users Damain Controllers
- ForeignSecurityPrincipals
Filtering g Y p
Infrastructure
tional Fe
Optional Features LostandFound

ADFS Farm Managed Service Accounts

Azure AD Domain NTDS Quotas

Configure Program Data
Verify System
Users

RERRDERDRER R

Configuration

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,
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Uniguely identifying your users

Express Settings

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain
Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-In ® Users are represented only once across all directories.
Connect 1o Azure AD ) User identities exist across multiple directories. Match using:
5}'|“.C o Mail attnoute
ki M s e Evi b ot & A EE D e CSIP-Ofainstarsie stk
connect Directories ObyectSID and msExchhMasterdccountSID/msRTCSIP-OnginatarSiD attnbu

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Filter users and devices

Express Settings

Reguired Components Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.
User Sign-In # Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected @
Syne OREST GROUP
Connect Directories citrixsamldema.cloudapp.net I_;..:_T_, 2 name or DN of 3 group Resolve

Domain/CU Filtering

|dentifying users

| fiteing |
Optional Features

AD F5 Farm

Azure AD Domain

Configure

Verify

Previous

MEIZIG L T Azure AD /XX — R % Active Directory Lt R 9§23 e TEE 9, Chik. BHE. ADFSR—X
DB TIIBEDH D FE Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.
went @

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBAED PFX 7 71)L% ADFS TER T3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/OU Filterin - » . ) )
g ) Use a Certificate installed on the Federation Machines

Identifying users

Filtering CERTIFICATE FILE @)

Cptional Features |c:\users\Freu.c|TH|15AMLDEaneskmp\.adh.pfx | | Browse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH—N—DBRERHZEBERHI RIS NS5, wap.citrixsamldemo.net ¥ —N—D 7 KL X &N
71L& 9. Azure AD Connect "R TE 3 &5 Web 77U r—> 3> 70% o —N—0DBEELLT
Enable-PSRemoting -Force <> FL v b2 RTTIBENHBIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect to Azure AD | THOE 3 Server name or 1P address Aded e
Sync
Connect Directories SELECTED SERVERS
Domain/QU Filtering & vDacitrisamidemo.cloudappnet  Remove

Identifying users

Filtering

Optional Features
AD F5 Farm

Federation Servers

Credentials

Service account
Azure AD Domain
Configure

Verify

Previous

E
Remote PowerShell 54 OBETIOFIEICKRB L BEIE. Web 7 FUr—> 3> 7Ox>H—N
—HERXAVIZBIMIETHTLETL,

T4 F—ROEDDFIBICOWVTIE, BEDBEENIT—REZFALT. ADFSOY—EX7HY Y b EERLE
9, Azure AD Connect ic&bD. DNS V-2 OFRBIEDKRIIDNRD SN E T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—RMXLIO—F%Azure ® DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

@ S0

= TAT

M5

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure B>V —ILT &3] #0Uwv o LEY,
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CitrixSaml|Demo
&3 USERS GROUPE APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e
citrsamidems cnmicrasoft com Basic Artive Mot Available fes
xE:

COFIEICEKKL5EIE. Azure AD Connect #R1TI BRIIC K X1 U EIREL £ 9

TR, M7 KL X fs.citrixsamldemo.net 7R — + 443 TIEGEINE T,

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federaticn service name fs.citrixsamigzme.net was verified and resclves to the following addresses;

10,0013

& The Extranet configuration was successfully verified.

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to
the following addresses:

104.45.19.206

Verify

Azure AD NDOBINDEZN

Windows 10 #* Azure AD ADBM%AERITT B LS. X—ILT7RLRENATZ L. ADFS 28T X EHLH S
CNAME DNS L O— R OERIC DNS # 7 ¢ w O XDMER I N E T (enterpriseregistration.<upnsuffix>).

CDBITIE. fs.citrixsamldemo.net&& D £7,

© 1999-2020 Citrix Systems, Inc. All rights reserved. 7



TJIFL—2a iy —E X 2012

enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT Uy DR E R L TLWARWESEIE. Windows A8 ADFS —N\—%{5389 34 5. ADFS @JL— MEEAZE
% Windows 10 Y Ea—2—ICA YA R—ILLET, HOHDLHERSNIZEOI—HY—THIY rEFERAL

T. Azure AD RXA 28 mML £,

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my passward
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

l

UPN (&, ADFS FXr>a> bO—5—TRHINBZ UPN e —HIB3HBEDRHBLITFELTLETL,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYI VOBES O 4 %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEkiL £ 9. Zd Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps =7z Citrix Virtual Desktops ®-1 > X k—JL

BE DA T, Citrix Virtual Apps # 7z Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RIEET > V% Azure ICEEA VA M—ILT B3N TEET,

C ofITiE. StoreFront i& Delivery Controller tEILH—N—IZA Y XA b =)LENTVEF,VDAIZRZ> R 70O
>® Windows 2012 R2 RDS 7—h—& L T > X k—JLE . Machine Creation Services  IF#& L TWF
BA (LA T3V THERTE D TETEY) EEZHITT B80IC. 1—%— George@citrixsamldemo.net
PNRAT—RTBAETETZ e =2BBLE T,
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< 16 T [T

Citrix StoreFront _ H D

Q, t%ecrr_h Desktops

Details

Azure

StoreFront i —4 —&K1EHR % LICFREL T F % & 5.Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell A< > kL v k% Controller TERTL £ ¥,

TJIFL—a v —EOA YR M=)l

ADFS #—/\—IZ FAS #r > X k—JL L. Delivery Controller »{538 T = % StoreFront & L THaE g 570D
W= %E#BRLET (ZoflTIE. StoreFront At Delivery Controller Lt ACREBY I VICA Y X =LA TV
B1c®)e TV E—ILEIERI ZBRLTIRETL,

StoreFront D&

Delivery Controller > Ea—42—sIAEEERL £9, £/. R— b+ 44312 1IS/N1 > R &ERE L. StoreFront
DAR—RT KL% https: ICEEL T, IS & StoreFront THTTPS iMERAINZ &S ICHEBRL 7,

bodify the base URL for senices hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net
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StoreFront T FAS ' —N\—pMEBRINBZ LS IR L (7> X h—JLE i) @ PowerShell 7 U 7 ~%EH8
LE9). AZure ITHEBT X L ETVWE T, FASH—N—DAIRY hEa—F7—%2FTv o LT, OF 7+ >IC FAS

MERASNZ e ZHEELET,

File Action View Help

= »nm HE

& Event Viewer
| L CustornV
4 _m Windows

{&] Applic

[+ Securi

5 Setup

] Systen

[E Forwa

B L5 Applicaticl
_E Subscripti

Application

11 Information
@ Infarmation
(1) Infarmation
(@) Infarmation
@ Infarmation
'@ Information
{D Information
{D Information
{D Information
(D Information
'@ Information

MNumber of even

Date and Time

5/31/2016 $:47:35 AM
3/31/2016 9:47:35 AM
5/31/2016 94713 AM
5/31/2016 94619 AM
5/31/2015 94544 AM
532018 54543 AM
57312015 344:39 AM
5/31/2016 344:39 AM
5/31/2016 %41:23 AM
5/31/2016 %:38:37 AM
5/31/2016 %:38:37 AM

Citri.futhentication. Federated AuthenticationService
Citrix Authentication.Federated AuthenticationService
Citrix Authentication.Federsted AuthenticationSenvice
MESCLSMICROSOFT==WID
Citric-Authentication.Federated AuthenticationService
CitricAuthentication.FederatedAuthenticationService
CitricAuthenticationFederated AuthenticationService
CitricAuthenticationFederated AuthenticationService
MSSOLSMICROSCFTE=WID

Citrix.TrustFabric

Citrix.TrustFabric

Event ID Task C..

None

Event 204, Citrix. Authentication FederatedAuthenticationService

General | Details

[5204] Relying party [| \WDAS] accessing the Logon CSP for [upn: george®
[Operation: SignHash] as authorized by [ WDDCS]

net] in role: [default]

Log Name:

Application

Citrix Gateway %9 3 7= ? StoreFront DA

StoreFront B>V —IL0 [FREAZEOEE] GUI Z#EA L T, StoreFront A'88:EIC Citrix Gateway ZEM
TBHLOHEELET,

Select the methads which users will use to suthenticate snd sccess resources.

Manage Authentication Methods - Store Service

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
settng 15 applied when users log on with smart cards,

[+ Fully delegate credential validation to Netbcaler Gateway
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Citrix Gateway 8854 7> 3 > = #5& 7 % ICid. Secure Ticket Authority (STA) d#r$ & U Citrix Gateway
7 RLZDBRETVET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

| Enable Remote Access

Select the permitted level of access to internal resources

() Allow users to access only rescurces delivered through Storefront (Mo VPN tunmel) o

() Allow users to access all resources on the internal netwark (Full VPN tunnel] £

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MNetScaler Gateway appliances: (W] MatsealerGateway

Default appliance: [Nmal:-ﬁauway

#FmLWAzure AD 7 U sr—> 3% StoreFront ADS V)L V7 U ICHERR

COtU> 3> Tld. Azure AD SAML 2.0 > > J IVt > # U ieEZ ER L £ 9, 3|RTEIF. Azure Active Directory
FLETFLY TRV 3 OB ETY, Azure AD BIBYV—ILT [IHLWTFZFUTS—> 3] #8RL. [¥v 5
V—=hST7 TV r—a>zBmMLEY] ZERLET,

APPLICATION GALLERY g

Add an application for my organization to use | o|

FEATURED APPLICATIONS (17) ' NAME

. Add an unlisted application my
I FUSTOM ~‘ organization is using ‘ Storefront |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (2)
CONTENT MANAGEMENT (37)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (85)

[(HZ2EL] ATTVO [OEBTEALTVS. —BICEWTFUT—2 3> %ZEBM] ZFRL T 2—H—HE
BY3HLWARZLT TV 5= a v fRLET,
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7O DIER

WE215 0 ILOEGEERLT BR] R—JIc7y7O—RL. 77U —o3 007 e LTERLE
ER

properties

AFPLICETION TILE LOGO

cifrix

SAML BEEDHEEL

TIVg—=2avdy s aR—FOBMER—JICRD, [T TA2F > OEM] £#RLET,

storefront

&3 DASHBOARD LISERS AMND GROLUPS ATTRIBLITES COMFIGURE

StoreFront has been added

[Iskip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

COREETIE. [Microsoft Azure AD O > L1 > F V] ICxtEd 5 SAML 2.0 SRiE=EAL £9,
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How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront

|.|.-.1|r| mare

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory

Federation Services or another third- party single sign-on provider,
Learn more

B F] ICEEEoXFI2EETE £ (Citrix Gateway ICIRHINIBRE —B T I3HBEHHD £7). Z Dl
Tid. [i5% URL] #* Citrix Gateway #—/\—® /cgi/samlauth i > TWE T,

COMNFIGURE SIMGLE S1GN-Cp

Configure App Settings

Entes the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https:/fns.citrixsamldemao.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/cgifsamlauth /] ‘

[ show sdvanced settings (optional).

| Configure the certificabe used for federated single sign-on (optional).

ROR—ICIF, Citrix Gateway %= Azure AD O:EFREFIAE L L TEBR T 3 DICEATNABRASENTL
E3ER
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Download Metadata (ML) (E)

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 ofsfEENicBRIAE 24 7>O—RL T Hr>F Y URLEHr>7IU R URLZOIE—-LET, T
5% Citrix Gateway @ [#BpK] BEICRX—X L FT,

A—HF—=ADTFVTr—23>DEDYT

REBOFIETIE. 77V r—>a>yEFMCLT. 2—H%—0 myapps.microsoft.comy I ~O—JLR—
W7 FVr—2ashRREINDLS5ICLET,. ThiE [A—H—cJIL—TF] R=JTTWE T, Azure AD
Connect PRIHAL e R XA > A—H—THIU Y bADTIEAZEDETET, EFHDTHIVHERTEEY
M. <user>@<domain> /X2 —2IZfE> TWAWS, BRNICY Y T3 3RENHD 7,
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-
storefront
&3 DASHEOQARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George Lser george@citrixsamldemao.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21aTeB080d ... Na Unassigned

MyApps X—

T —=a BRI NG e, https://myapps.microsoft.comT. Azure 7 7V r—>a>pi1—4——8
ICRTRTINET,

B Access Panel Applicatior %+ — O b4
é 3 O ‘ E] account.activedirectory windowsazure.com/aj ‘f{ | = #A ﬁ
Microsoft Azure george®

applications  profile

Clfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Azure AD ICBIILTWBHE. OF 4> Lica—¥—Id. Windows 10 iC&bD. Azure 7 7Ur—> 3 >oAns Y
TINFAF DY R—bEINET, PAAVEI VY ITR L. TS5UH—IFmICHER L7z SAML cgi/samlauth
Web R—<IC#BIL 5,
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I

7T

TN >F > URL

Azure AD B a R—ROT7 TV =3 IR ES, 77XV 5= g IlfBATES S V7 IILr >4 > URL
BB rx®RBLET, D URLIZ. Web 7505 —1) > o iR, StoreFront ICEEBHTZ7-HD. X
BA—rXZa—0D>3—rAy FOERICERSINE IS

5 ||.J-l/| |1.-..J-£
i o W [ e

APPLICATICN TYPE
Web application

PUELISHER
URL

SINGLE 31GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ View usage report

Z® URL%Z Web 73 U#—IcR—X kLT, #IICHM L 7 Citrix Gateway cgi/samlauth Web ~—=iZ, Azure
ADDUAAL I LTBLSICLET, CNHMEETBDIF. EIDH TSN —Y—TEIF T, el 2T IUTA
YAIUHFBTEZDIE. Windows 10 @ Azure AD IZBIILTW3 O A Yy a>yiEiFTd,. (EDEFHDI
—H#'—IZid. Azure AD OERIBHROANNDRDENE T )

Citrix Gateway O -1 > X b —JL R

CoFITIE. BRAANDY E— 7ot XIZ. NetScaler (38 Citrix Gateway) ZR179 331 LRE<> > = FER
LT, RIETVIidAzure R 7 THEATI£9, ZofITid. NetScaler11.0 @ TBring your own Licensel
N=232FERALTVEY,

Web 7SO —D7RLZAN—ICHEIP 7PRLZEANAL. 22— —BiOBRICIEES N ERIBIRZFERAL T,
NetScaler k<> >icOd 4> LEd, Azure AD [RET S > D nsroot I—H—D/NXT— RZEETIHEN
HBEITEELTLIETL,

SA4tEYRAEBIML. ES1EYIX 771D EBMEINS [BES] %:ERL T. DNS UV IL/N—h Microsoft
RX>aAybrO—5—%RAIVETBESICLET,

Citrix Virtual Apps and Desktops O > X b=l H—RERTT 3

COfITIF. SAMLZERLAEWV. > FILE StoreFront 8% B T3 e h 5B E 3, CORBIIKET S
FSICHR->THSE. SAMLoOST AR S—pEMEINET,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

_ /‘-
L e . S
Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Citrix Gateway & & Uf StoreFront OIZERE#EIR L 9, Microsoft Azure TOERD 8. ZDFITIFR—
b 443 T3k, R— b~ 4433 2R L £9. HDWE. R—rEELD. Citrix Gateway B2 Web #1 + %
BIYYvILEDTBRHTEET,

MetScaler Gateway Settings

MetScaler Gateway IP Address™

w . o0 . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixsamldemao.net

_ Redirect requests fram port a0 to secure port

COBITIZ. BEBICTIEDIC. 77 MILICRESNREO Y —N—ERErMBEX—57vO—RFLET,
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Server Certificate

Certificate Format®
| pem ™

Certificats Fila*

|n5.citrixsamldemu.net | | Browse I = |

[+ Private key is password protected
Private key password

oorien

AD 7AD Y FEEDIOHD R XYY bO—5— DB

RAXAYOAYPO—F5—RT7ATY MERICEBINZ O, ZDOIPPRLRETFSATURLEREICEBMLE Y,
AAT7ATRY I ADET 4 —ILRTROSNBHERUTEFEL TSI LY,
Primary authentication method®

| Active Directory/LDAP |i||

IF Address®

|1c|.u .0 L 12 |FJ|M
[} Load Balancing

Post®

220 |

Time out (seconds]”

E |

Base DM*

|'CN=LI5EFS,DC= citrizsamldemao DC |
Service account®

|CN=internaIadmin.CN =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute*

|userprim:ipalr\lamp_ |

Password"

Confirm Password®

||||i|-|l|-[ ""|ﬂ'
Secondary authentication method®
| Mone |

=
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StoreFront 7 KL X D#ERL

COfITIE. HTTPS ZfEMA L T StoreFront BB Eh TWa 7. SSLTOMINDA T2 a >z #RLET,

StoreFront

StoreFront FOQDM*
ddc.citrixsamldemo.net
Site Path
Soitrie/StoreWieh

Single Sign-on Domain®

citrixsamldemao 4

SCitrix/StoreWeb

Secure Ticket Authority Senver®

http://ddc.citrizsamldemao.net/sta

5=
(|

Storef

ront 5

w . o . o . 15 |+

Protesecl®
FrotosC

ssL v

443

Citrix Gateway EBI DL

Citrix Gateway IC#E# L. I—HF—BENRT—FZFERAL T, BACEBDERICTONZ 2B AELES,

=lo
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Citrix Gateway SAML 25t R — D EXML

StoreFront T® SAML OfERIZ. (EH®D Web 1 T SAMI 2 RT3 DL EHTT. NS_TRUE OX%ZERL
T. HILWSAMLARY > —%EBML &7,

Configure Authentication SAML Policy

MName

| StoreFrontSAML |

Authentication _:,'| 18

SAML
Server”

|Azureﬂ.d E||T ?\

Expression®

| Operators = || Saved Policy Expressions * || Frequently Lised Expressions -

KS_TRUE

Azure AD HS5HIICEVG L 7183 ZEA L T, ML L SAMLIAP #—N—%#8p L 95
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML vl +
Redirect URL®
291-4c20-9826-14d5e4B8406 28 /sami2

Single Logout URL
| |29t-4c20-9826-14d5e4B4062e /5ami2
Ussr Fiald

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

POST i
D Authentical n J

Sk T

5

IYVRY—IYRIRTLOWEEE

Azure AD ICE8BLT=7Ho > b EFEBLT. Azure AD I2&LTW3B Windows 10 ¥ X by Ficad 4> L %

¥, Microsoft Edge %28 L Thttps://myapps.microsoft.comiZiEsiL £,

Web 7S59#—iCid. 12— —® Azure AD 7 7Ur—> 3 UHARREINE T,
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E Access Panel Applicatior X +

6 O Hj windowsazure.com

Microsoft Azure george®

applications  profile

Cifrix
AzureStoreFront aae

22016 Microsoft  Legal Privacy

A EI YU T BERAEENT: StoreFront H—N—ICUAA LI FShB e =B LET,

B#HIC. Y I >* > URL #ER L EEES. & LU Citrix Gateway O 1 EADERIESHICEL D,
Microsoft Azure * ORI TI A AL I FENB L #HBRBLET,

&EBIC. Azure AD IZEBML TVWARWIY S YHREIC URL TEMMET 2 C e 2B L EY (L2 L. RYIDELERIC,
Azure AD NDEETRHBY 1 VA A 1 EfITHONET ),

953

Azure TIREBY S >ty F Ty T2 EIICIE. ROBEA TS 3V EEBRL TSV,

NTVyIZIPT7RLREDNS 7RELZXDANA

Azure IZRZH TRy b LT, IRTOREIDVICIP PRLRZRHELET (COFITIFI10X ") TTAILET
3. BINICEHR SN DNS SNILTERTES. NTUv I IPT7RLIABIRMINE T,
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Settings

Resource o ‘-
it - PORT + TROUBLESHOOTIN
Stat on
- E Auditlogs >
ianal with MSDIMN & New suppor request >
h df22436f-ddf9-46ae-beTb-64Tdcdaeefca
GENERAL
s Il settings
df22. S-46ae-beTb-6479cdaeefca N
Properties >
i settings =
& Configuration >
id tiles
®

Monitoring
RESOURCE MANAGEMENT
CPU percentage
& Tag:
& Locks

s Users

R N

3 Export template

[XTUyZIPT7RELZ[DNS B] SNILO [HA] ZBRLET, RETS>D/NTY v DNS7RLRZERL
£F9, L EDDODNSY—>T 7L TO CNAME SRICERATE. IP 7RLADBIDHETINHZED.
IANTODNS LO—RAELKERBTS Y ERIU T BE5ICLET,

Assignment

Dynamic [ nlils

IP address &

40.68.28.181

ldle timeout (minutes) @

DWS name label (opticnal) @

ns- citrizsamldemno w

swesteurope.cloudapp.azure.com

T7AT704—IL—ILDEY Ty T (EFa2UTcJIL—7)

57 REDRRETIVICIE. BENICERSNZ7 71 704—)IIL—ILOEy bHHBD. COty bItFa
DF4JI—Fe LTHBNTVET, EXaUTaFIL—TFR@NTIVYIIPT7RLIDNSETSAIR—KIPT7RL
RCEEINB ST v I %FIHLET, T7 4/ ETIE. Azure I3 TR TORET S AD RDP OExix % 7]
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L%9d. F7. Citrix Gateway H—N—B LG ADFS H—N—IF. TLS b5 71 v (443) Z&HXTIHEND
D&Ed,

REI> YD [RY hT—014282—T x4 R] ZHVT [Ry bT—0EFa T JIIL—T] SRILEIUYY
LET, [REEFa2UToRAI 28R L. BBy FT—T ST v I ZFALET,

Settings

@A O el @ 8O

Security rutes
1 inbound, 0 outbound SUPPORT -~ TROUBLESHOOTING

dwith
subnets, 1 netwark interfaces B auditlogs >

al with MSDN & Mew support request >

f3-46ae-beTh-6473cdaeefen Sae-beTb-64T9cdaesfca

REBHR

e FASOA YR b—)LEHREICDOWVWTIE, T1 YR h—)LEiER) ZBRL T,
o —fRH% FAS ORBRICOWTIE, TEA7—FT70F vl Z28RLTIEE W,
o BERBFIRICOWTIE, TEHMERERI Z2BRLTIET L,

Ee RN 1

April 2, 2020

Cotodarn THZE BT, 77— 3Vl —EX (FAS) OBERBERE L UEEICDUV TR
LEI,

RERER
s FASOAYZb—ILEEE Y b7y AISDOWTIE T1 Y2 b =)L et 28BLTIREE W,

 TEE7—F7T7Fv1 T3 . FASOEET7—FTIFvORMEZHAL. SOERET—FTIFvICETS
ZDIEDDEEANDOY VI Z/EL TWVES,

SEPRIKRS DR TE

November 8, 2019
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CDRETIE. 77— a3 ViBiEr—E R (FAS) # FASBEIYY —ILTHR— b TN TULWARUVERR#ESH —
N—CHABTB-ODHFMBEICOVTHBLET, CDHBATIE. FAS #E M3 % PowerShell APl #fER L %
o CORBICEEHINTVBEHBAZERTI BE0IC. PowerShell 0 EBM##ER LTI L,

Microsoft :FFRt&RE% TCP 7 Ut XFICHER T 3

F 7 #J)L kTlE. Microsoft sFER#RIZ 77 7t X1IC DCOM Z AL EXT., COBA. 7717 T4+ —ILOEREH
EHICHEBZD. B TCPR—KMICHIDEZ BN TEE T, Microsoft :ERAI%EI T DCOM /N % B
Z, lCertSrvE&EX) DCOM 7V r—oa>o7aAnNsTas #HRELE T

CertSrv Request Properties L2 | X |
| General | Location | Secusty | Endports | identiy |

DCOM Protocols and endpoirts:
Y ... defaut system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~  #dd.Enterthe endpoint detals and cick OK when you have

Protocel Sequence: | Cormection-cnerted TCP/1P

() Disable protocol sequence

O Use defauk endpoints.

() Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endponts.

o ] [ caca ]

[TYRRAU ] ZEBLTHHNIYRRAY 2BIRL. TCPR—+BESZHEELEY (EORTIEF 900 TY),

Microsoft sEERHRS # Bi2#h L T, SFBAZEER%ZEEL £ 9, Mnetstat -a -n -b) ZRTTBHEAIE. certsvr
HBR—Kr900Z VXYL TWBR I 2RI IHNENDHD F9:
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TCP 0.0.0.0:636 LISTENING

[1sass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

DCOM ICIZF RPCR—+ZEAT 3 XIS I—2a Y RAT—BH 3. FAS H—/N— (F7I3EEREE=ERY
BZTOMDOIIY) ZBETBIHVERHDEEA. 75172 A DCOM 2ERTIHBELNHBHBE. V51TV H
(FEERAE Y —/\—D DCOM RPC Service iZ##4i L THED DCOM H—N—ADT7 VX2 BRLEFY, ChICE
> THR—k 900 AN N, DCOM H—/N—Iid FAS = N—ICEBHiHEEIBRLE T,

-9 —FPAEDHERIEN

I—H—3AEN FAS H—N—NTEHEFERIND . A—HF—0OOJF VICH D ZRHEDKIBICERFINE T, X
DEITa>TIE. B—FIZERD FAS U —N—T1 -4 —GIEAZZERER I B HAEICDOVWTHBALET,

Active Directory 1—#'—D—E%EEL 7

ADICH LTI TUZEFTL. A—H—D—EBZROFDELSICT7AIL ((csv T 7TILARY) ICRETBILICE
D, AIAEDERZREIT B LN TEEY,

Import-Module ActiveDirectory

$searchbase = ”cn=users,dc=bvt,dc=1local” # AD User Base to Look for
Users, leave it blank to search all
sfilename = ”user_list.csv” # Filename to save

if (Ssearchbase -ne 7”){

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter ”,” $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne ”null”) -and (Enabled -eq ”true”) }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter ”,” $filename
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Get-ADUser . I—H—Q—B%2BERTZ-ODEEITV KLY bTY, ERDOACIE. UserPrincipalName
ZRHEXT—2AN TBM OA—H—DHrZE—EBRTTBZ T IILEZ—5IHIEENTVET,

SearchBase 5|$/IC& > T. AD A —H—BREHLFHRINE T, IRTOI—F—% AD ICEHT-VIEE. Th%x
HBETEET, F: COIVIVICE-T. ZHOI—F—HRINZAEMELHD £9,

CSV DoMRIF. RDLSICHD FT,

Bl user_list.csv - Notepad

File Edt Format View Help

"UserPrinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuseri@bvt.local”
"testuserd@bhvt.local”
"ucs38@bvt. local”

"ucs39@bvt. local”
"pimeAA@Bbver Tasa1"

FAS +—/\—

LT PowerShell 27U 7 Tl UBIER SN ——D—EBA2ERALTI—F—HBRZ0—EB MER SN FE
ER

Add-PSSnapin Citrix.Ax

scsv = ”user_list.csv”

$rule = ”default” # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in Susers )

{

$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( Sserver.Server -ne S$SNULL) {

New-FasUserCertificate -Address $server.Server -

UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule

if( $server.Failover -ne $NULL) {
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16 New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName Suser.UserPrincipalName -
CertificateDefinition $rule”_Definition” -Rule S$rule

17 }

18

19 }

BEO FAS U —N—-HEFET 258 FEDI—H—DAEN A Y —N—T1E. Zz—-IF-N—-F—N
—TIEO&Es 2EERTNET,

FRDOX o U F i, Tdefaults ¥ WS BHORAIDIEEDHLDTT, BABHELRZIBES (Thelloy &Y) F R
Y F R0 Srule THAETELTLTL

Initial Setup | Rules

Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.
+ Create rule

Default C W Summary
hello S W
Status: Ok
Template: Citrix_SmartcardLogon
TRWEGIRAE ZEMLE T

BEHD FAS H—N—%EAPDIFEEIE. O F>PhOI—H—ICHETDZ 4 < FAS RIHIAEZBHTET T,
A

GUI zfEMLTFAS ZBsBild 5 HTETET .
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

LUTFOFIEERTLET,
1. #TL WERAFEFEAZE #ER L £ 3. New—FasAuthorizationCertificate

2. ROOAT Y RICE>TRINBIHL VBEEFFAZE DO GUID Z# X EL £ 9 :Get-FasAuthorizationCertificate

BJ.FASH—N—%X>VFFVXRE—FRICLZEF: Set-FasServer -Address <FAS server> -

MaintenanceMode Strue

4, FLUVWERALIFAZ # B £ 9 .Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5, FASH—N—DX>FF >V RE—R%EBRLET, Set-FasServer -Address <FAS server> -

MaintenanceMode $false

6. HUVERILEFFAZ #HIFR L £ 9, Remove-FasAuthorizationCertificate
REEIEIR

s FASOAYZb—JLEBRICDOVWTIE TR h—)LEER) Z28BLTIIES L,
s —NBTITL—a VY —ERBRICOVWTI. TERE7—F77F vl 28RBLTIETIL,
o ZOMOEMFKNBFIRICOWVWTIE. TEFEMRERI Z2BRL TSI,

-
7.

W+ — (38

October 5, 2020
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IEL®IC

#WE+—I% Network Service 7ho Y b #ERLTREIN. T I TIVRAR—FRAELTIY—U 3N ZF
ER

MEX—ICIE 2 DOBENHD X7,

o ZERMEEISIRAZICEEETIF 5 TW A, Citrix_RegistrationAuthority sEBAZ T > 7L — +H 5 OFEF —
o I—H—iERFICEEMIF 5N TWS. Citrix_SmartcardLogon :EBET > 7L — b H 5 OIEF —

AR E 1214 Citrix_RegistrationAuthority_ManualAuthorization (F7 /L T 24 BEE) &V
Citrix_RegistrationAuthority (F7#JL b T2 E/E%) 2 DOBENHD £7,

JxFL—>aryRIEY—ER (FAS) EEBEIVY—IO HWEtLy 7yl 270FIE3 T EEE
W EFAIT3] 20Uy 0938 FASH—N—IZ&>THF—R7HERTNh. GEAEFEZEXRD Cit-
rix_RegistrationAuthority_ManualAuthorization HEBBZ O SEFAEEICEEINFE T, T hIZ—EFRIZEERE
ETHOD, TIAIPT 224 REMENTY, AAKEIZIEHNICHERAEZRITLELA. SIAZTZRITIBIC
3. BEEBICLZHAPREBTOFHOERTAINBETY, SHBAEN FASH—N—ICRITEhB . FASIE
Citrix_RegistrationAuthority_ManualAuthorization :EB8& % £/ L T Citrix_RegistrationAuthority 3EB8
E (F74IMT2EMEY) *EBMICEEL £9, FAS r—/\—(d. Citrix_RegistrationAuthority sFBZE%
B89 % & ¢ <IZ. Citrix_RegistrationAuthority_ManualAuthorization MEAZ L £ —%HIBR L £,

TR ER Y O —3MBEF—ZMEIZ3BDINTIIHL T, TYFL—rTHERSN I —t v bt
T RHAEERORETZHA T 570 BREEIAS ICBIEMITONTMEF—IFFIHKETT, BR LT C
DF—ZEETZHDORIENTH. Ly bROI-—H -k BRRICEHRTEET,

ROWTNHZFERAL T, BARBOEF1) 70 EFICENL THEXF—IMRESNZELSICFASH—N—% R TS
F9:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. #7:i& MicrosoftV 7 bz 7¥—: i8R~
ONT 4 — (BREBEAE S SO0 — —:IAEdEA OWEF— )

s FSRTFYRTSY T r—LEYa—I)L (TPM) Fv FEER LT Microsoft 75w b7+ —LF—EiE
BFONA A — (BREEEAZEOMEF—A). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft V7 oz 7 —ZBATONT 4 — (2A—H—HEAZOWEF—HA)

e N—RFRIzT7EFaUTsEIa—)L (HSM) RYHZ—O HSM 711 Rz ERA LIS —E R FldF—
REEIONTS— (BEREBEERIRES SO0 —Y —iIRAEGEH OB+ —H)

WE* —DBRE

300FTFravos5s5nwenhEFERALTCFASZ@ALEY. TFA I T2 —%2FAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L 2 #REL T 77 1ILDT 7T
# )L~ DIFFRIE FAS +—/X—@ Program Files\Citrix\Federated Authentication Service 7 # L4 —T79,
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<?xml version="1.0" encoding="utf-8"72>

<configuration>

<appSettings>
<!-- This option switch betwsen CAPI API (true) and CNG API (false) Cryptographic Providers -—>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>
<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->
<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>
<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>
<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, ¥—EXDEFRICOAERT 7 ML EZHHAFHET, WTNHDOBEHEESNIIZE. HILLREZ R
TEBDICFAS ZBEBTBIHVENDBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 LOBET 2 EEZRD L E D RE

LFTY:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG API o1 b #

)

&

true

aAX> bk

CAPI API =

false (7 #JL 1) CNG API 28

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName ({(EAR3 2 O/ & —D&Hi)

fi&

aXT b

Microsoft Enhanced RSA & & T AES F7#J)LiE CAPI ZONA A4 —TY
Cryptographic Provider

Microsoft V7 by 7 —2BEH FO/N1 4 — FI7A4IMFZCNG FONTISH—TT

Microsoft 75w b7 x#—LFx—RBEH7ONME— FTI7F#IL NI TPM Z7ONAE—T9, TPM (g2 —¥

—F—ICRBEDLEEA. TPM BEREEF—ICOD
HEALFET, FAST—N—ZREBHIRIETEITITS
FEOHZRIF. TPM BLUNAN=—NAHF—DR2H
—ICRBUD T R— TN TVEDESHZERIELT
<TEL,
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& aX> bk

HSM_Vendor CSP/Key s2f&i& 70O/ 1 4 — HSMARY A —IC L > TIREINE T, BIIRVH—IC
Lo TEBRDET, FAS H—N—%{RELKIBE TRT
TBFEDHESIE. HSM R4 —ITRBI A R—
TNTVBIHNESHZERRLTIRETL,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI| DI&DHKHE)

& aX> bk

24 Default, Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24 #&8R L £9, CAPI THSM %
FEAT3EE. BLUHSM AR A —TRIDRA T%
BESNTULRHBELUIMNG. BIC24 THHIRELHD
E

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS H#&+ —i2{F%2R1T9 2%
ENHBIHEIF. CCTHEAITNTVWSEZEBLET), MEBFX—0 ITIRR—AEE 757 2&HLET, /\
—RITF7THR—FINTVEEEIE. TPMF—I L —COFERDHFIINET,

fi& aAX» bk

NoProtection MBEX—ZITOAR—bTEFET,
GenerateNonExportableKey Default, BZEF—%2IT I XKR— b TEEEA
GenerateTPMProtectedKey MEZX—IE TPM ZEHE L TEEINE T, WMEF—

i& ProviderName T#8%E L 7= ProviderName (fl:
Microsoft 75w b7 # —LFx—RiBE 7O/N1 4 —)
ENLTRMASINET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (fi&Z+—nH 1 X% Ew ~BEAITIEE)

& aX> bk
2048 TIAILMMETY, 1024 £7-13 4096 = FHT 3
CHTEET,
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BRI 7ITIIOREZUTICNMBELET (1A —IBOT T4 FRERKARTRLTVED),

CAPI API (CNG API)
csp ( T )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. Csp KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, @eILERor 4096

WL ) 7 Df)
1

CofITIE, Microsoft V7 bz 7 —REEHIONA A —EFEAL TRATN TV R EFILEIRAZONET —
LUV —RHEOMEF—ICDVWTEHBELEY,

CNETTAIL DAY R LEDIEBRTY . BMOMEF —EBHRIEAETT,

12

CDfflig. Microsoft 75w b7 x—Lx—REBEH7ONAZ—%2FRALTFASHY—N—DIHF—R—RDN—R
D7 TPM ICRMTN TV B BFHEIAZENE X —. XU Microsoft V7 bz 7x—EiEEIONT4—%
FEALTRMINTVS - —iIAEMTEL -2 R LTVLWET,

CDFIATIEFASH—N—DTIH—R—KRLED TPMIETPM OEETD R F a2 XY MZESWTBIOS TEM
ks h. 2ok Windows T I N TWLWEBHD AR L TWE T 5% L < & https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)2 8B L T 723 L%

PowerShell DfEf (H#3E)
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PowerShell #B L T, ZF4EAZA# A 751V TERTI £ T, NI, EAEEN T > S DIFEAEZEE
BER CEFKBEIRAZ#HITLAVWELSICT R BBICEHHTT, FASEEIVY—ILEFERALTA TSI TE
BEIRAZEDEZEREZITS L IETEXE Ao

FIET1: EEI>Y—ILZERLIAIE FAS BaBFCiZ. S0 MERET Y7L — bOER) & U TEEEAEED
Ty b7y Tl D2 OOFIELTERETLET,

Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorizaticn templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE 2: ;EPAKRIY — N —THEAE T > FL— k MMC X +v 71 > %1BIN L & 9,.Citrix_RegistrationAuthority_ManualAu
TYIL—hrERIVYIL. [TOFL—rDEHE] ZBRLET,

(] 27%BRLET, TOTL—FREANPHEEELE T, 0BT, 7> 7L —+&IE Offline_RA. &
MERREIE 2 T Y,
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Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security

Compatibilty | General | Request Handling | Cryptography

Template display name:

Offline_RA

Template name:

Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE 3: SEEAWERY —/N\—T. FERAKE MMC Xy 1> zEBMLE Y, 3. GERAET>TL—K] 260U v 0
L&, [BRMER] 2BRL. [RITIZHMBEET >V IL—F 20Uy I LET, EBLI@DDOTFYTFL— b

ZERLE T,

F|E 4: FAS H—N\—TxdD PowerShell v RL v b ZFHAHET,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

FIE5: RSAx+—~R7%# FASH—N\—0 TPM WTERM L. FAS #—N\—TXxd PowerShell av> RL v kEA

NLUTHRAEBZEREERLE T, F: —BDO TPM TRF—DORIVFIRINE T, 774 FOF—DRTIE
2048 EY FTTo N—RIUZTFTHR—FINTLBF—DORIZIBEL T LTV

FAS Server>

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
i

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net
UTHRTINF T,

Id GUID (ZofflTiE M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39.) IEGDFIBETHETT,
Z o PowerShell %Y KL w M3, BEREEIFAZONEF—DERICERAINS—FNAE TEES)
CERHEL TS IZTL,

COONRYRLY hERITT S

B A
ZI=1N

FAS BBISA T N3 & S ICHR T 71 LD S HANEN BB T T
yOEN, FRTEF-—ORIMREINET (F7 4L H& 2048 TY),

Bl

ax A&

ZDOFFD PowerShell |2 & > THB I N 3 BB KEIAEZEWE L —121ET-UseTPM #* Strue iC
INTWVWBTD. 771D S5DET TPM OFEBICHERREIC—HLEVDHDISERINE T,
COOARYVERLY FOETICK 2T, BRT7 7TIILDORENTEINDZCiFHD FHA.

FAS TRIAS N3 &RGED 1 — —iFAEM BT —BHRMEORITHRIE. FASHRBLIELEICT 71
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NomARAENIMEIERAINE T,

o FASH—N—HI1—H—dAEERITI 5 FITHEM T 77 )L T KeyProtection &% GenerateTPM-

ProtectedKey ICs8E L C. TPM TRE TN Z 1 —F —IAERE X —%2EM TR cHTEE
_g_O

TPM A F —RT7OERICERAINIZ 2R 512IE FAS H—N—ETHF—XRT7HER I NEE D Windows
ARV E2A—T—OT7FUr—a3>00zFzv I LET,
@ Information  22/07/2019 12:38:42

@ Inforrmation  22/07/2019 12:55:41
1 Information 22/07/2019 12:59:41

Citri.Fas.PkiCore

14 Mone
Citrix.Fas.PkiCore

16 Mone
15 Mone

Citric.Authentication.Federated AuthenticationService

Event 13, Citrze.Authentication. FederatedAuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1155d864d82e]

S T[[TPM: True]ls & >TWVWET,

OJRBUTOLSICHEST ET,

Application Number of events: 3

Level Date and Time Source EventID Task C..
® Information  22/07/2019 12:3%42 Citri.Fas.PkiCore 14 Mone
1. Information J07/2019 12:59:41 Citrixc.Fas.PkiCore 16 Mone
(i) Information  22/07/2019 12:3%:41 Citrix.Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey:Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

i*: TProvider: [[CNG]] Microsoft Platform Crypto Provider) £%&>TWE Y,

FlE6: IABERE /D3 VETFRAMITAZ—ICOE—L. TEIALTI7AILELTT A RVICRTFELET,
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J
H
NI
J
\I

E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: UTFToa<> R%E FAS —/N\—d PowerShell ICAAL T, HFAEEZEREHAMEBEICEELET:

certreq -submit -attrib ”certificatetemplate:\<certificate template
from step 2>” \<certificate request file from step 6>

5

certreq -submit -attrib ”certificatetemplate:0ffline_RA” C:\Users\
Administrator.AUTH\Desktop\usmcertreq.txt

UTHERRINE T,

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut
Active Directory Enrollment Polic

{4F76160E- ﬂBﬂE 4021-ALFD- 2[295“21??32}
ldap:

CORRT. THEAREO—E] V1 Y RUDNRRINDFREELHD £9, COFIOEBRKETIE http (£3) &
LU DCOM (TE) BREROMADVEMTY . FATTZHRIIDCOM AT 3 v ZBERLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENYFEE S5 . PowerShell IZ& T RequestlD ARFINE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
Active Directory Enrollment Polic

{hF?61ﬁﬂE ﬂBﬂE 4021-ahFD- 2[295“21??E2}

ldap

Hequestld: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: iFBA%REY —/N—DBARE MMC X+ v 71 > T [Pending Requests] #21Jv o L %3, EXID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [BITLEAZE] /—FZBRLFd, BITLEDD OIERE (EXID B —HT 3:EEE) 2RD1T%F 7,
HEAEE S TNV Uy I LTHEEY, [FHl] 2720V v I LET, [T71IAJE—] 20Uy I LET, i
EDIVRR— b —RBBEIET, DAN] 20U ILET, ROT7AIWEROF T a>EERLES,
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;

() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

ezl [Cryptographic Message Syntax Standard- PKCS #7 :fBAZ (.P7B)] %3®IRL. [FEFAD/NRICH
BEEAEZTRETHNIE IR TEL] ZAVICTRIHREDDHD £,

FIE10: T/ RKR— b EnlEEREZ FASH—N—ICaE—L &9,

FIE11: FAS —/N\—LETHRD PowerShell %> KLy bZANAL T, BIFEEARIAEZE % FAS H— /N —Il1 VR
—bLET:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>

5

Import-FashuthorizationCertificateResponse -—-address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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UTHERRINET,

PS Civlsersifdministrator .AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth.local -Id Sac3d8bd-bada-
ebhe-abf8-4b2cfd6?ca3d? -PkesiCertificateFile CoslUsersMAdministrator.AUTHADesktop\TPH_UCS_Cert.p7h

= bac3d8bd-b484-Gebe-abfi-Gb2cfdb2ca3y
: [0ffline CSR

1
: aSc27fec—1dd7-4e2b-8263-16ec311020fc
0k

Flg12: FASEEIYY—IL2&T L THEEBLXY.

- Citrix FAS Administration Console - connected to localhost - | o [l
Initial Setup | RU'ESl Advanced | Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured,

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A [CoY—EXRERHTBZ] FEICIIBEOF T v IR—IBMHFVTUVET,

FIE13: FASBEIYYV—ILT [Ub—)] 2T7%2BRL. T2 b—)LEtE) ORRICE> TREZHELE T,

FAS EIE21> YV —ILDOEA

FASEEBEOYVY —ITIEA 750 VOMAEEZERZRITTIRVO. AR TERBEEREDA >S5 1 > D
BREZLERIHFISINHRVED. FASEEIYVY—ILOFERIZSHO L EHE A

FAS ofIElDOty b7y FFIEORITH. SAET > L — +zEBRAL TARA#EZ LY 7y FLE. T—EX
Z5A (WBERIEFOFIE3) J3HIRZETTVET:

FIET: UATOTERODEBDEELT. BRI 7ML EHELE T,

© 1999-2020 Citrix Systems, Inc. All rights reserved. 107


/ja-jp/federated-authentication-service/install-configure.html

TJIFL—2a iy —E X 2012

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadJoinParameters.KeyProtection"
value="GenerateTPMProtectedEey" />

T7IIIEUTOLSICRRINE T,

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ --—>

<!-- Specify Private Key protection [NoProtectionl|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—%D TPM TEF—DORINERINTVET, T4 FOF—DRTIE 2048 EY FTY, BEVDN—FRD
IT7THR-FINBZRTDOF—ZI/EL TS L,

FIE2: H—EXZHFRALET,

FIE 3: ERAHE Y —N—h5, REPOIEAZTERZFHTHEITL Y. BREEGIAS,PIEEINLS. EED
V=Ioty b7y TEFOFIE I NEBICEDD T, CORRT. BREEIAEOWET—IE TPM TER
TNTWET, SAERT 74 T2EBBEH T,

FIE4: ROELSICHEHET7 71IILEHRELELE T,

<add key="Citrix.TrustFabric.ClientS5DE.TrusthAreadJoinParameters.EeyProtection”
value="GenerateNonExportableEey"/ >

P
FAS & TPM TRESNF—TA—HY—AZEEERTT T IH. TPM IFABEOREICITERENET T 3
AIEEMEN B D £7,

FIE5: FASEZBEFHLET, CHICED. Y—ERICEZERT 71 ILOBGHAAADEHI TN, TEINED
RBEINET, BHEOBFWE X —IRELI—Y —GAZEXF —ICHELX T, CNSDRETIZ TPM ICMEF—H
RESNZEAD. Microsoft VI bz 7H—sBEIONT S —PMERASINE T,

Flg6: FASEBEIYY—ILT [L—)] 2TEERL. T4 VX b—)LEtER) ORI > TREZHELE T,
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3

COFITIE. HSMICBM I N TV S BREBRIRAEOME ST — 5 LU 1 - —FAEOMEF —ICOVWTHMAL X
¥ COBITIE. BREAD HSM ZRBELTVWES, HSM IZix7ON14—%& (THSM_Vendor’s Key Storage
Provider) #¥) h'&FEh 9,

FAS H —N—Z REBHUBRETEITT D2 FEDHEIE. HSM ARV A —ICNA N=NAHF—HHYR—-+ThTLEHY
SHZEHERLTIRE L,

FIET1. EEIV V- ZFER LI FAS Oty b7y FBICIZ. RAID THERET > L — ~OREMI LU T
BRgEOtLy 7y D2 O0OFIEREITERTLET,

- Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup ‘ Rules | Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2: HSMARYA—DRF a2 X+ T, HSM @ ProviderName OfE%z R L £3, HSM »* CAPI ZERL T
WBHBE., TONAZ—RBRFa XY FTESKY—EXTONAH— (CSP) BRI TVSAREEEDHD X7,
HSM #'CNG ZER L TW3IBE. 7ONI Y —EF—ZRBATON1SH— (KSP) @RI TWBaEMH H D
9,

FIE3: BT 7MILERDLS ICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ProviderName"
value="HSM Vendor’s Key Storage Provider™/>

T7T1IIEUTOLSICRREINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

SO>IV ATIE HSM A CNG 2R L TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC:2E
INTWET, HSM A CAPI =R L TW3 &S, ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWADZHEBL T LTV, £7. IEIHR
RSAF*—4£MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBLTLETWL, O
DFITIH. F—ORIBT I+ ED2048 LY MIRESTNTUWET, BELLEF—ORIABEVON—FRTI T
FTHR—FINTVWREEBRLTIIETL,

FlE4: Citrix 7z 7L —> 3 VI —ERZBEESHL T BRI 7D S DEZFRARAHE T,

FIg5: HSMIWTRSAF—~R7EERL. FASEEI>Y—/LD [Initial Setup] 27T [Authorize] %2
Uy LCHEEREEREREERL £,

FIE6: Windows 1R rOFZOF7 FUr— 3TV b aFzvo LT F—XRPHRHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

s : [[Provider: [CNG]] HSM_Vendor’s Key Storage Provider] £ > TWF ¥,

FIE 7: sEPAHRH —/N\—T. :IPEH#RI MMC T [Pending Requests] /—R%#ERL 7,

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIM ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv o L. [F1T] 2BRLETS

F: [COY—ERXR%ZRBIAT D] FIBICIIEEDOF T Vv IR—IDNMTVWTVET,
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIES8: FASEBEEIAYY—ILT [UL—I] 27%FBRL. 1R =)L BRI ORRICR > TREZRELE T,

FASGEFRER hL—2

FAS Tld. $EEREZDREFIC FAS H—/N— kD Microsoft sEFAEZ X 72 ERAL £ tH Ao BOAAT —EN—EE
BLZFY,

BIRMEERAZE O GUID 2% E 9 3121 FAS #r—/N\—TXR® PowerShell v~ RLy hEANDLET:

1 Add-pssnapin Citrix.a\x
2 Get-FasAuthorizationCertificate - address \<FAS server FQDN>

fer z21¥. TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; ¥ AHL %7
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JIFL—> g VB —E X 2012

ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355”34..4 bBc3-4cac- hach:l—-ebjce..llfslc
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

I—H—FREDO—BZEIE T 5ICIE. UTFZANALET:

Get-FasUserCertificate - address \<FAS server FQDN>

f5l: Get-FasUserCertificate -address cg-fas-2.auth.net
dministrator.AUTH= Get-Ucsls i1 cg-ucs-2.

humbPrint : 7BA22Z FADEES21254

IzserPrincipal Name wal adfs. ext

ole .

ertiticateDefinition : default_Definition
i 5,04/ 6 12:02:13

HSM ZfER L THE+—%2F®ET 3%H4a. HSM 3> 77+ —& GUID THAISN Fd, HSM RO#MZ+—D
GUID ig. kpaAvX > RLw FTEYIETE %9, TFQDN of FAS Server) (&. FAS #+—/\—® FQDN T3,

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo $true
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i 38485cd4d-63af-43ed 246b1112
: Microsoft Software y ge Provider
Y : Tr
ThumbPr : ADZ2441F@85 S966AA4DB19ABLG
UserPrincipalMame : joe@djwfas.net
Role : default
er+1f1Cat:Dwf1n1tiDn : default_Definition

Ex p1r30a+w : 19/81,/281 9:18:4

BEER
e FASOA YA —ILEBRICOWTIE, TR F—ILEERL 28BLTLIETWV
o —REMAFASOERBICOWVWTIE. T x7L—> a3 Vit —EZXDT7—F 70 F v OBE] #8BL T
el AN

o ZOMOEMGKNBFIRICOWVWTIE. TEHEMERERI 28RL TS

tFXaUTreRy bT—T DB

October 5, 2020

TJIFL—> 3 B —E X (FAS) IZ. Microsoft Active Directory & & Uf Microsoft sEBAMRE &« BIZICHE
LTWET, ROV FO—F— R ZORIPOEELRA VI SZAMSIFvEEKIC, EFaU TRV —%
BETZILICE>T YRTLOBEYLERLFEEZTSEHEETT,

CORFaXAYMTR. FASZEMIZI5EICERT . EFX¥aUTrBEOHEICODVWTHBLEY, o 1V
T353R S0FvDEFa) T REICRIUDFATRBIEEOHMEICOVWTHHEALE Y,

Ry RT—OT—XFIF ¥
ROMIE. FAS BRTHERAINIEELRIVR—X hretFa ) TERZRLTVET,

FAS Hr—N—id. FERAMEAC P Xr> > bO—S5—HIZ. EF a2V T LEERA VTSRSV FvO—FL
LTHRONZBELNHD T, 77 L—> 3 VIRIETIE. Citrix Gateway & & U Citrix StoreFront ', 21—
— B ETS CeMEESINIZOVR—% > b TY, ZDIEH D Citrix Virtual Apps and Desktops I>R—% >
M. FASENDOREEZZITEE A,
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TJIFL—2a iy —E X 2012

Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server = Authorization ' Certificate walter@auth.local
l Certificate & Certificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut

TLS server TLS Server FAS User

f cenificate £ Certificate L_i Certificate

indows Server

Root CA
§ Cenificare

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & U Delivery Controller 3> R—%> rREDEEIZ. R— bk 443 ETTLSIC
L TREINZHRENHD £9, StoreFront H—/N—I3REZEHDAH%Z1TL. Citrix Gateway I&. HTTPS @R
—h443 ZEALA > Z—2y b LOEHRIOAHERITANND L SICTEHENBD £Y,

StoreFront # —/N\—(3MHEERE S N7z Kerberos ZERA L T, R— b 80 TFAS H—N—UiBfEL F 9, sBEEICIE.
FAS #—/\—® Kerberos HOST/fqdn ID. & & U StoreFront #—/\—® Kerberos <> > 77> k ID hMEHR
IhEd, Utk b, Citrix o Virtual Delivery Agent (VDA) Aa—H—ilO0J 4 > 93 DICHER. 1[EIRD
B30 TERERN\Y R BPERINET,

HDX v 3> VDA IZEGicnd e, VDADHAR— 80 TFASH—N—t@EL£7, BEicid. FASH—N
— Kerberos HOST/fqdn ID. & & ' VDA @ Kerberos > > ID BMERINE T, F7. VDA I, EAZ
BE—ADTIERIC TERBHRNVFIL) ZIRETIHRERHD £T,

Microsoft sFPARS 1. BEE TCP R— FDEA%ZEBHR TSI 5. Kerberos ;i DCOM #ERL T, EHGEZZITA
NE9d, £/, GEPAEEIL. FASH—N—IEEINEERI -2V MEIBEICELZEZEFEAOCMC Ty %
RHTZILSEBRLET,
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H—/\— TrA T A=K~k

JIFL—>a B —ER [Z{5]StoreFront 5 & T* VDA »*5 HTTP & T
Kerberos. [#{5]DCOM #*5 Microsoft SRS

Citrix Gateway (BBl 250172 ko on 5 HTTPS, [215/i%1E]
HTTPS ¥ StoreFront #+—/\—Ff3. [(#E] HDX »'5
VDA

StoreFront [Z1=] NetScaler h'5 Citrix Gateway. [Z{E]

HTTPS »'5 Delivery Controller. [i%{&] Kerberos
5 HTTP &8 T FAS

Delivery Controller [215] StoreFront ##—/\—h"5 HTTPS. [${5/i%
=] VDA »'5 HTTP £ T Kerberos

VDA [Z{=/i%15] Delivery Controller 5 HTTP 28T
Kerberos. [&{z] Citrix Gateway »*5 HDX. [ixf5]
Kerberos n'5 HTTP BT FAS

Microsoft ERB1RS [Z15] DCOM k. FAS h'5DEZ

BEOETE

RIBOEEIF. ROTIL—TICBDNET,

Ea 'E

IVE—T51 XEEE T4 LA MADRET > TL— DAY =S
S UfRE

RXA1 > DEEE TI—TR) > —REDHER

SEEAEE D EIRE SEEAEE DR TE

FAS E12%& FAS 5 —N—D1 >R b—)L & 185K

StoreFront/Citrix Gateway Eig& I— 1 —ERAEDIERK

Citrix Virtual Desktops &1E#& VDA & Oy bO—5— DR

ZEBEIE. EXaV T ETIEAROTESEFREEREL. SXTLDEF 2V T FEDHD. BWELEH
RO 7 T O—F=ERBLEX T,
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TIN—TR)—RE

EREINIEFAS IO Vid, =R > —THEEEAD lindex number ->FQDN1 DLy o7y FT7—TILT
BBISNET, FASH—N—IBEITBBE. 517> I FAS —/N\—DHOST\ <fqdn>Kerberos ID % &3

LEYo FASH—N—IZT7IERTEZIRTOTF—N—IF. BLA>Tv I RIZE—D FQDN ZHO>HENH D F
To €O THWVIFEIF. StoreFront 5L U VDA ABID FAS H—N—IC#EGT DB D £,

LYo

CD GPO nEEIZ. FASH—N—D1 YR b—IILEILTERELZEHET S FAS BEE (FLFFATVEEE)

B S ZZHCIDHIC. BRIEROIRTOIYI VL, B—DRUL—%Z2BATZczH@8®HLET, FASH—/N—
ICRETZIBENHD T FASH—N-—DERFILERIC. €0 FQDN ZBEEALBVWLSITEEL TS

D—EBICEBEZMZ3HA. FICITY M OHIBRPIEFOEEIF. ABRLTITo> TSIV

FEERET >V TL—k

FAS hr 51t a3 Citrix_SmartcardLogon ffFBE T > 7L — r 2 FEHL A WEE. MPREOIE—2LTETT
£F9. UTOEENMYR—FINTULET,

HMBAET Y L — FORBRIDOEE

hEd,

Citrix_SmartcardLogon 0&#iZ= L E T 3158, FIRABOT > T — FHRIZEIIR>T. UTZITSHBELD

HRRAET YL —bOOE—ZER L. FIBABOT Y 7L — bR > TZOERZEELEX T,

BEI1——a1>2—TJ 11 RTlFH<. BIEFAS A® FAS PowerShell v > REFEBLFT, (BED

—H - =T AR Citrix DT I I DT T L — FBTOERADAENRE LTVET,)
BEOFY 7L —bZ2RRL.

- Microsoft MMC sEBREF > 7L — b X+ w 7 > Publish-FasMsTemplate a< > R& B L T,
LEJ,

- New-FasCertificateDefinition Y > RIC&kD. BEDTY L — bORAT=ER LT FAS ##
2R 7ONT1 DEE

HEAET T L — FOBMHEEEETE XY,
BBEZBBMICERLE I,

BRI EBELBWVWTL TV, FASIFERRET > TL— O COREZERL ET. FAS IIBMEAROFIE T
ERNBTONT 1+ DEE

NSO TAONT A IFRELBVWTLET W, FASIFEIRRET > 7L — D INSOREZHERL T, FAS TIFE
IS MEF—DIIRR—-tZFAT 3] & [A—F—TEHTR] A TICTNTLET,
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EEONT1DEE
NS0 TONTAIIEELREVWTLEIW, FASIZEERRET Y L — DO INSDEREEERLE T,

FAS TREINBZYDREICOVTIR. THEF—(RE] 28RBLTIETWL,

F—OBRGEATONT r DEE

CNSOTANT A IFEELBVTLIEI W, FAS TIIF—DOBRHEIFAIZ T R— FShEHA.

BETFOIL—TONRT1 DEE

NS5OTAONT A BEELBWVWTLIZT WV, FASTIREBET YL — I R-—FEThEHA.

R 7ONT DEE
FRBEBDRY S —ICEhbETINSDREETETEIET,

A PEURIRKREZTOE. X2V Tr OFENMEELLD., SAENMERATI B BBZHBELHD ET,

EXalFo 7ONT1 DEE

FASH—N—DI > T7ATY MZDIHHRABOIERS K UOEFIERDHFAITNDZESIC. CNSDREEZTFET S
CeEBESHLET, FASH—ERICIE. ENLUINDIERISHDESH D £ A, cfEL. MOIRAET > L —FEE
B ROEBEHEBEMTIXT:

s BEEREDNTYTIL— MM L THARD FREIAATEIBZL5ICTS
s WL —DTUTL— MWL THAMDTEBELSICTS
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Subject Name lzzuance Requirements
General | Compatibilty | Request Handing | Cryptography | Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

52, Authenticated Users
% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemissions or advanced settings, click
Advanced.

IOz METONT A DEE

BEIZHL T, FIBEBOR) S —ICEhE TINSDREZZEETEET,
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Y—N—TANT 1 DEE

BREITNFEAD BEBICGLT. FIBABOR D —ICEDETINSDREEEETIFT,

RETEHIONT1 DEE

NSDRERFEFELBVWTLIETV. CNSIBUTOLSICRET Z2HELNHD XTI,
Citrix_SmartcardLogon Properties |L-

| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |
Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[ C4 eetfieale manager approval
[+ This number of authorized signatures; |1
¥ you require mors then one signature, autoenrcliment is not sllowed

Palicy type required in signature

| Application policy i |
Application policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same criteria as for enrollment
() Valid existing certicate

Alove key based renewal (7]

Requires subject inforation to be pravided within the cerificate
requast.

*Control ie dizabled due to compabbify settings

OK Cancel || Mooy ||  Hep

B IONT 1 DEE

NEDREIFEETETFET, ZDXRTEIE. Windows Server 2003 CA (R¥—IN—2 3> 2) UEET3H4E
DBHODFET, 1z72L. FAS B4 R— b I3 DIk Windows Server 2008 LD CA DHTY . LLDFHADEED,
Windows Server 2008 CA (R¥—</N\— 3> 3) #7-l& Windows Server 2012 CA (R¥—IN—T 3>
4) ZEIRT B ICELDFERAREL R 2BMEREIF. FAS TIFERINET,

SERAERI D EIE

SEEABI D EIRE DIEFS I, FEEAMEI Y — N — DB, & L UEEAREY —N—DMER I 2AERNEF —DHT
TY,
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N
!

I

DAl NOYNE

NI

IVE—TSAXEBEDORETSZTVTL— MIEDWIIBAEZAAKEANRITT 2113, AEAKEOEEED
TYTL—rOREEBRRT ZHBENHD FT,

SUTNBEFIVTAREKELTE FASH—N—DA1 VI b= ILRICOABREEIPAZET > TL— 2 2HT
Bh FREBATSAVOMBEERTFHREIEZRIRTBZILTY,. WITIhDIFEH. EAREDOEERE IIE RIS
BBEOEROARICEVTEEMNA I O Z#F L. FAST—N—0&RICETZR) -2/ OUBELNHD
£,

T7AT 04— ILDRE

—fREYIC. FEERRADEIRE . MEARBED R Y FT—0 7 77U —ILREDEEL T ZEEGOFEZITV
Y, AAKEDOEEEIZ. DCOMTCP 8LV T7 717U+ —LIL—ILZ#EH L. FAS U —N—-7EI3HEEREZE
KRTEBLSICTBEHNTEES,

BEROHIR
T7 4TI FHREBIAZEOIRTORIFED. 7O ERARAIRAET > L —r2FEALT. 2—H—IC

HEFREZRKITT DA TEET, Chz. dARETONT 0 TERI—J > bOFIR] T FHEOGWVWI—
=TI —TICHRTBHREDBHD ET,

citrixtest-DC-CA Properties IL-

Bdensons | Shorage | Certfficate Managers
General | Palicy Moduls | Ext Maduls
Ervolment Agents fudtng | Aecovery Agents | Secuny
Far rmeore information see Delenated Enrollment Soents!

(® Do not restrict enmliment agents
(_} Riastnct enrcliment agents

Enrolment agents:

Certificate Templatas:

Pemmissions:

Mamea Aocess Add
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RUP—FETa—-I)LLEE

BEBERRICIE. DAZLEFXaUTsEY 12— ZERALT. HMRAEOETOEHCESZITSCATEEXT,

FAS DEE

FAS ICIZW<K Dh DEF a2 U T EEDH D £,

7ot REE) X ~ (ACL) 12k 3 StoreFront. 11— —. & & U VDA OIR

FAStxaUFT4 EFTIDORLERZDN, HEEEICT7 VX TES Kerberos 7AD Y FOEBETT,

TIEARYT R A

StoreFront [ID 70 /N1 % —] h5o Kerberos 7H7 Y Mg, 2—H—HIELL
RSN LEE TR EEBEINTVETD,
Kerberos 7 A7 > rOWTNH D BEEZZRIT-HE
ICIE. EERAEAMER SN FAS o cafaania
—H—ICRERRENMERTINE T,

VDA [FEFRZEFIAE] NS SERES S UMEBE X —ADT I INEFH
TS UTE, COTIN—TROBEEZIT
VDAT7 AT Y MI&B AT LAREDEHEREHIFIRIN
345, IdP BB L - BRIER/N\ Y RILDBETT,

== IdP R pa1—H—%27H—+r95hEEEBLFT,
SERARE D THIFRMG S BRI - x> b ElA 7>
IVECEBLTVBRILIERLTLLET L, —fEH
2. 7O EREIE) X MM FEOBRWT ATV b
DHEMRDCZzBEHLET, ThiCLD. BF
%% |t7- StoreFront 7h o> bH HERZLDHW
BEELANIICEDD CEHTET, I, RXT
VEBEDT ATV ME. COTIEXFIEI) X T
HFRISTNBZINEITIEHD FEA.

IL—=IL DR

Jha7 L 7-#8% @ Citrix Virtual Apps # 7z Citrix Virtual Desktops BB TRIL FAS H—N—1>T7 35X 59
FryHEAINTVBRBEICIE. L—IIDRIEET, FIL—ILICEENENOERA T3>ty B HFIC
TG X ME @ERICHER TR N TEET,
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SERRMB . 7> L — b DRE

AEAET Y IL—rBSLUVCA. TENENELRBZT IV EAEDIODICHERTE N TEERY,. mERBRIE. &
BICISC T, 1EROESVHELRZIPAZTEZHERTBLS5BIRTBHEDHD &7, fce xiF. T9M8E cHAIThc
IA—H—(2iF. TAE) - —LDBERIBUVEAEDRITINZ LD HD FT,

Tty a3 s LUREEDRE

FAS BBE(Z. BiLICERIN-ERRER,. 21— -0ty g > TERITINESHEEBLET, XX, &b
EROHZ TOJF ) SBREIIOT 4 VEBICOAMER T3 LSS, By arTiE TER) HBEEDQHERTIEEIC
TBHBENTETETD,

MEX—RESIVF—K

FAS EI2E3. FASHMEBEF—=2N—ROz7EFaVUTsEZa—J)L (HSM) R +SRTYRTSy T+
—LEYVa—)L (TPM) ICREFTBELSBERTEET, LB CHERMBIASOMEF —IF. TPMICREFELT
RETEZEHOLET, COF T2 avid 17512 AAEERFHIORTREINE T,

E#RIC. 1—H —FEEAZOMEF—d TPM X E HSM ICRETE EY, IRTOF—IF TTI AR— M RATREl &
LTEL. ¥—RIF2048 By FUETRITNIZRD FHA

IR O

FASH—N—ICl& > T HEBBRE L UVSVEALARY FOOTHRBEINZ O BECR/RARHICEILTS
CENTEEY,

BET IR EEBY -

FAS ICiE. VE— FEIEDHEE FBERED Kerberos) LTV —ILAEENTWVET, TO—HILEEBESIL—
71 DAY=, FAS DR EZLEMICEELET, CO—EBIF. TELTHEFIZINELHD £,

Citrix Virtual Apps &12#. Citrix Virtual Desktops &12#&. VDA E1E&

Active Directory /XX — ] IZFAS @ TERBHRNAV R ICZOFFETMI SN B H. —BRIICIE
FAS oFIAIZ & o T Delivery Controller ¥ VDA BIEEDEF 2 ) T ETIUHEBEINDZI LRI HD £ Ao
Controller & U VDA OB IL—TDX Y N—Id. EEINLI—F—ICRETIHENHD T, BELAN
YhOJ T AREDNBD ET,
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—fEr7% Windows 4 —/N\—t*+ a2 U5

TARTOY—N—IINYFERLIERL. ZEQOT 74T IOA—INETUFIAINAY I O 7% ERTIHE
BHDET, EXaVTFo LEERA VI SRS IFvOY—N—3. MENICZLEBIBRICREL. T4 RID
BSUPREIS VDX TFIRA T I VICHTRERETZ2HRELRHD £9,

BEET ARV FOTIE. UE- I VICRRIRETZHEDRHD ET,

RDP 7 7 R, ABEINTI-EEEOHICHIRTBZIVELNHD T, AIeBIGEIF. 2—F—T7HT > b IR
WEASLU A VEBEDTATY TR AVN— b A—FZ2FERLEOJAVDNERINDZLSICTIHELD
D&Y,

E B

¢« FASOA YR b—LEBRUICOVWTIE, T2 b —)LEtER) Z28RL TSI,
¢« FAS7T—%F9F vicoWTiR. TEE7—+72F v #8BLTLEIL
¢ TOMOEMFHBFIRICOVTIE, MEFELER) 22RLTLLTV

Windows O # > ORED FS T a—Fa >

October 5, 2020

C Tk A= —PEEAEP AV —rA—REFALTOIA VT3 FIC. Windows pMRIET 3078 &K V0T
z— X‘/t’—*/ L\Tuﬁﬂﬂbiﬁ'o ;ﬂb@l:lﬁh(i\ wquEUJQEE&’E l\77)|//.1 T’f /73‘57’;&)Lﬁﬁﬁ'c=§
BEHRHIEENTVET,

SEERE & NB ¥ —EE

Windows Active Directory i&. 21— —00OJ % > HiFAEZEE T V< DHDMEAEX F7ERTFLTUVE
ER

o NTAuth:EBBZ X +7: Windows ADRIED =8, I —H —HAZE % § <CICHITT S8R (0xbFx
— Vg R— b INELA) & NTAUth R A TICEEBE T R3HENRDD £9. CNESDIAEERTT I
certutil 7O S LM 5RDESIZANFIL ET, certutil -viewstore —enterprise NTAuth

e L—FBLUHBEIAER F7: BE. AREOJ AV AT ALAIGE—DIREDAZIRBETE 371D, F
—VHMERFOBE. IRTOIYY Y LOFBHPAER FTHINSOHAEEEATVWIRELRHD £,
L= MEBAZIREEINIIL— A R TIC. BENS 2 BEEOAEIE NTAuth R M 7ICHZHBENRDH D £
ED

o OJF VAEAEGRE VIl — 7R > —: EKU et DIERRER U > — % 385I8ICi&EE 9 5 & S5 12 Windows %
ERTE £ T Microsoft ® R+ X > b+ b EBBL TSI W https://docs.microsoft.com/en-us/
previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),
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LR MURY S — B7EL]

AllowCertificatesWithNoEKU EMCTR L. AABICAY— b H—ROJ A VLR
F—fER% (Extended Key Usage: EKU) h'&Eh
SUHELRBHD £,

AllowSignatureOnlyKeys F 74 kT, Windows I, RSAESEHAT L%

VEERAEMEF —ZIEBLET. COF T a Vi
ZDTAIINE—%ZLEELET,

AllowTimelnvalidCertificates F 7 #JL b T, Windows |ZHBRYIN DEBAE %355
LEd, COFToavid. #0070 I)L2—%LEE
L£d,

EnumerateECCCerts EARARREEE B L £ 95

X509HintsNeeded SEERZIC—Ea—H—TU > NILE (UPN) »&

FNHLH. EROERIFTRERBE. COA T3
VEEAT R, - —HFHT Windows 05 F
DTHOY R EBETEET,

UseCachedCRLOnlyAnd. KWFovo=EMCLET (BERXr>I> MO
IgnoreRevocationUnknownErrors —J—LETRE).

o RX>Oy O—5—HERAZE: Kerberos EHERIT 3ICIE. TRTOY—N—DET A TR Xr>0
YhO—5—) MAEEF > TV BIRENRHD £9, Tnsid. [Local Computer Certificate Personal
Store] MMC X+ vy P14 o A Za—%=FEBLTERTEET,

UPN R LFEEREY v E> Y

I—H—iAER. —BE0I1—H%—FU>INILE (UPN) 25720 CORBINRIEREICEDZ 2 b8DHL
9,

Active Directory To UPN &

77 #JL kT, Active Directory ® R TOa—%—Ik. /N2 —> <samUsername>@<domainNetBios> &
& U <samUsername>@<domainFQDN> ICE <K BEM UPN ##H > TV T, FIATI B3R X1V B LV
FQDN id. 7# L X MZXHEY % RoOtDSE T FUICEEFNTWVWE T, RoOtDSE T, BE—0 R XA VI L THE
3D FQDN 7 RL ZAEBINTWVWBR e AH B CITFRELTLEI WL,

#7-. Active Directory ® R TOI—%—I3BRMZ UPN & altUserPrincipalNames ##->TW% 3, TN
5(F2—4%—o UPN #3832 LDAP T ~UTT,

UPN Ta—%—%#&EI 3HE. Windows id. £9° (UPN 28R 33 70CXD IDICESVT) RED KXY
TEATHIA UPN Z, Sild TREUPN ZRLE T, — I 3100 2VEE. BRI UPN ZRLETHA. Cnid7
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FLRAFDELBBZ XAV TRRINZ DB ET,

BFEAET v E VI —E X

ABAZICHTH AR UPN & £ h i Wi &, Active Directory & FEHICH L TERARARMEBEER
'x509certificate)] BRICIRE T34 T a3 %o TVET, ZOLSAMAER I — RT3 0HIC. O
YEa—2—IFEECOBMEBRVEDE I UM TEEY (FI7AILMTREE—DRX1>VT),

AETNTWEA > aveEAITRE. - —DPH1—H-ThHUY I EEELTIOBRRDEREZ LiFfcb. C
DOEBEEDN IO R A VIR THERINS L SICLIEDTEE Y,

THLRAMIBHEORXAUDAH D AI—H—H R X1 > ZBERIICIEE LA WEE. Active Directory @ rootDSE
MEERET Y EV I —EXDBMZEELET. CNEBEI/O—NILAZOJIIVICEDN. T+ LI MAD
FTARTH x509certificate BEDF v v aba—%F-oTVWET, TOOAYEa—2—IF. HAZLIFICEIVT
FEBEORXAYTA—H—THUY FZ2HENICKRE TS DICERATIEY,

OJ7Z Y R XA>ay bO—5—OEREIf

HBIRBICEHRDOR A I bO-F—DEENZHE. BAEICED RO bO—F - EAThTVS D
ZRELTHIRI 2. OV ZFMU L TBIST 2 DICEMTY,

RXa >y bO—5—ORREIE

Windows Ic3t LT, OF# > THE®D Windows KX >y brO—5—%BFEIMNICER I €35 7-0IC. Imhosts
7 741 (\Windows\System32\drivers\etc\Imhosts) Z#m3 % Z & T. Windows Y>> HMERT 3 K X1
YA bO—5—OUX+ZERATHNICKRET S EHNTEEY,

BEZOBICIE Timhosts.saml CWSEDH Y TILT 7 AILHH D £F, BIRD 11T7EEBMLET,
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

ZCT. M.2.3.41 & Tmydomain) K X-r>T Fdcnetbiosname) WS EFATIFSNTVWE RXr>aY
FO—Z5—DIP7RLRXTY,

Higggic. Windows v vidZziE®REFERAL T mydomam ICAJAYLET, TNAYEVINET LIS,
COBRERDEIHVENRHZ ZCITFEL TS

FEAFRORXr>aY bO—5—DH5

Windows (204 # VEIC, A—H—%20OJF VIR R XYY FO—5—% MSDOS IBEBEHICKREL 9,
hxESEBT3ICIE. O R7O0> 7 T fecho %LOGONSERVER%, #2fTL 7,

wu\uE‘uFﬁj%Dﬁ‘!i\ COOAXRYRTRINFOAVEa— 5’_‘\_1%@ nE¥xJ,
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THOY REEIXRY OB

FI7#ILET, Windows KX YOV FO—5—ERLATHAVY FEEOJEEMUL TV ERA. ThiE &
W=TRIVS—IT42—T, EFa2VTAREOEBARV—ENLTHETIEY, AT B L. FX1>O
YhA-5=EBtFaVTs O T 7 AIIRICENOAARY FOJEREERL E 9,

8 Local Group Policy Editor [= o]

File Action \View Help

eow 2@ = B

= Local Computer Palicy |~ || Policy - Security Setting
4 & Cemputer Configuration | Audit account logon events Success, Failure
I | Software Settings | Audit account mamagement Success, Failure

4 [ Windows Settings
I . Mame Resolution Policy

2 Audrt directary service access Mo auditing

2| Audit logon events Success, Failure
(2] Scripts (Startup/Shutdown) i) Audit object access Me auditing
a5 Slr-curlt}rifthngs. . [ 2| Awadit policy change Success, Failure
4 -4 A:.cc-:lunt PD“CIES_ 41 Audit privilege use Failure
b q Password Policy " | Buaclit process tracking Me auditing
b Cg Account Lockout Folicy | Aaclit system events Success, Failure

b g Kerberos Policy
4 g Local Policies
b Audit Pelicy
I+ [ User Rights Assignment
[ [ g Security Options

w7 Wimddmse Cisssanll wdib Adhssmead Camiising

SERAZEREEO Y
AEREDEMMEF v U

A — bH— RiEEBED DERFEAE (MEBEF—FE) LTIV RAR—FEINTIBE. ROOIYY R THRIETE F
¥, certutil -verify user.cer

CAPI o7 0Bk

RXqs>arbrO0—-5—21—HY—-—I YTl IRV RE 2—7—%B W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =&t L £,

CAPIOZE. ROL VX MU F—THIBITE 9, CurrentControlSet\Services\crypt32

1B A

DiaglLevel (DWORD) FHEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARV FT 1 ILEZ— (FRTIC OXFIf Z1ER)
DiagProcessName (MULTI_SZ) TOERE (e zid. LSASS.exe) IC&3T71L%
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CAPl o7

Xyt—2 PR

F—2 DR LSA #* CertGetCertificateChain #3—JLL £ L %
(ERET)

KhrER LSA 1t CertVerifyRevocation #a—JLL & L7 (4
REY)

X509 A7z b PHHE— R TIE. RS CEAZ LMY X+ (CRL)
H* AppData\LocalLow\Microsoft\X5090bjects
ICA>TEnEy

Fr—2R) S —OKEE LSA 1t CertVerifyChainPolicy #a—JLL % L7z

(INSX—=E2—5T)

I>—3—FRK Bz

EREINTULWARVIERS AN— bA—FitEAEZ. SAEZFEALTIYEa
—2—DHEEEAER P ELMEETET B/ — bt
BAEX L 7ICERTE EFHEATLT

EERERMDF TV I TS — SERRE CRLEEHART Y ML > THEBESNET FL R
PESAX— b AH—FDOCRLZAD>YO—RTETEEA
TlTco RMF v IDWMADIGE. T RRAC S
STATFUDNRBLET, #L<IE TEEEAZE & A
FoEE £/ a3 EBRLTIEESIVL,

AERAEEARKR TS — HERREAOT A VICEL TVWEE A, T RIE. T—
N—:ERRE X 3B RFIAEOREMEL DB D £,

Kerberos 0%

Kerberos O %# BT 3I1ICIE. KX bO—5—8KUVIVRI—F—I 2V ETROLS I FUEEE
BLET,

NTT (ETOET] & [DWORD]
CurrentControlSet\Control\Lsa' LoglLevel 0x1
CurrentControlSet\Control\Lsa\KéehzDebFalarakters Oxffffffff

© 1999-2020 Citrix Systems, Inc. All rights reserved. 127


/ja-jp/federated-authentication-service/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure
/ja-jp/federated-authentication-service/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure

TJIFL—2a iy —E X 2012

N1 EDRH & [DWORD]
CurrentControlSet\Services\Kd: KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLogLevel ox1f

Kerberos 0413 RF LI AR rOFJICHATNE T,

o MERTEIRVEEEAE] BEDA v E—JIE N EETT,

e RD2D2DIZ——FIFBFRIEMEMNODLDOT, EELTHEEDD A,
- KDC_ERR_PREAUTH_REQUIRED (BIFID KA1 > Y bO—5— OBAEIRED/SHIZERA)
- REgHRITS— 0x4b

AR FOT Ay =D

CCTlE. A—Y—pRIAEZFERL TOJA Y LEBSICR X/ aA> b O—5—6&U0T7 -0 X 7= 3 VICH
hechzasT> bUOFICDOWTERBL £9,

e RXr>ay+O—>—CAPI2OY

o RXqyayvbO—5—tFaUF«0O7
Virtual Delivery Agent (VDA) £*aUF,0%
VDA CAPI O%

« VDA > X7 L0O%

FX1>a>bO—5—CAPI2 O7

OJF VEICR A2 bO-5—EREEDMREZRIAEL. —EOOJ TV MU ZROERATERL 9,

Operational Number of events: &

Level Date and Time Source Event ID  Task Category

{1 Information 21/06/2016 15:14:54 30 Verfy Chain Policy
{Dlnfom'iatian 21/06/2016 15:14:54 CaPI2 11 Build Chain

(i) Information 21/06/2016 15:14:54 CaP2 90 X509 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 40 Verify Revocation
@hﬁ)l‘matiﬂn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

BEARY O X vtE—TF, VDA ICK > TIRHSTNZEHZICESVWTFI—2%EHRIZ R Xr>ay tO—
S—_EiZ Isass.exe #RTR L. TOZYY (KAL) #HRELF T, 421 TERROR_SUCCESS) r LTRaEN
9,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[chainRef] [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0
- Status

[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDTA6318F)
[ SeqNumber] 1

- Result

[ value] a

RXs>ayerO—S—txalrFo047

RX>a>bO—5—F—B0OJF VARV ERTLET. FELARY I 4768 T, SEAEZFHAL T
Kerberos Ticket Granting Ticket (krbtgt) Z#1TL £7,

CNEDFIOXyE—IJIF RXAYOIYPO—5—ICWLTREATET—N—DIZUTAI Y ZERTLET,
INEDBOX Y= RXAYOY FO—5—ICx L TRIET D DICFERINZ ML L krbtgt ICBT 32
—H—THIOUERRLET,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon
C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
- EventData

TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106

ServiceMame krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302

TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12
PreAuthType 16

IpAddress +fff192.188.0.10
|pPort 49343
CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001D1FCA2ACI0F36879CEECO0000001D1 FC

CertThumbprint 23BCE5AFBTF18787ADAAADSCEFDQCCTS05C417EF

VDAt*aU7«0O7

OJ# AR MIHIET2 VDA X2 U T BEOTIFIRY M ID A 4648 dT> ~1) T, winlogon.exe IZ&

DEFEINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI O

ZDY > 7LD VDA CAPI OF14. lsass.exe 'S B—DF T —YEILRB LRI —7 Y XERLTHED, B X
1>y bO—5—iAE (dc.citrixtest.net) L TVET,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Cap2 90 X309 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 LAY

Kerberos O h B INTWVWSEE. X7 A0 4. T5— KDC_ERR_PREAUTH_REQUIRED (##2L T
NEVWERA) . Kerberos OJ# >Hth L Z e 2R~ d Winlogon 50> cUZRRLF T,

@h’l‘fﬂ-rl’ﬂaﬁﬂn 210672016 1514:56 Winlegon FLLL
ll;l'Errur 21/06/20716 15:14:54 Security-Kerberos 3
<] il | 5
Event 7001, Winlogon y
[General| Detoils |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEE9B383-TCF3-4331-91CC-A3CE16A3B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timaf raatard
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IVRI-Y—IS—Xvt—9

ZCZTlk Windows O A > R—ITA—H—IIRRINZ—MRNBR IS —XvtE—S0—BEZRLET,

RRTNBIT—AytE—2 HEAH L UBRA

BRI —RELIENZAT—RTY, AV Ea—F2— - —HEWNRERAES & UMW
F—HEFo>TWLWB L TLWEFH. Kerberos K
XAy bO—-F—DERZEET L F LT, CDiE
=D TKerberos 071 #8RBLTLETW,
SRTLICOJF >V TEERATL, BERERER RXA>YOAY FO—F—ICEHTIRVD. RX1Y
BTIFEATLS, /COERIF. HR—FIhTY Y FO-F—ICAY—rA—RREEETFR— T3
FtAo HMERAED R INTWEE AL, Kerberos 8851, TR
AXA>aA> bO—F—BF1. F7ld TRXr>av b
O—5—1 sEAZEORXr>a>Y FO—-5—%2F§FL
£9, chiFBEAITMEELHD £79., BEFOIRE
NEMCRZBBETHAKTT,
SRTLICOTFVTEEFRATLI, RHORDHIC  FEEHBECIIL— MEFEEFO—AILIVEa—%—
FAINIAY— b H— REEAENMEETI ELEAT ICA YA R=ILINTVWEHA, FIAZE L AFEF—&

L7 B’ ZBRLTLLETL,
AIERBER CHIEBE. sEAZDIRFHELSREINTLE
Wh. RSAF—HEdF3c%xnmLEYT (2048
v R o
E PR

e AN—hrH—ROJAVRADREX1>EBRLET: http://support.citrix.com/article/CTX206156

o« AV —hrA—KROFF 2R —: https://docs.microsoft.com/en-us/previous-versions/windows/
it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)

« CAPIOZ @B :http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-
pki-problems-on-windows.aspx

« Kerberos O o&Ezk: https://support.microsoft.com/en-us/kb/262177

e H—FN—FT s DHBPHEBEBEFEFRAL TCAIY— MO —FOTA >V ZEWINRTIDOHAI RS 12!
https://support.microsoft.com/en-us/kb/281245

PowerShell av>RL vk

December 20, 2019
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SYUFIIEBEBEATIRIITFL—avBEY—E X (FAS) 8BI> Y —IILbERTE£3H. PowerShell >
R—T A RCIEEDFMEBA T aroAHBDFEFT, AV —ITIIFERTIRVWA T V2 FERHT 355
PowerShell 0#%#ERB L THEREITS e 2 EE8HLET,

RDATY RIC& 2T FAS PowerShell <> RL v RABIMETN E T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 7+ > ko Tid. Get-Help <cmdlet name> AL T, IAXYRL Y FOANLTERTTIFET,

FAS PowerShell SDK 2w > R L v MIZDWTE L < (& https://developer-docs.citrix.com/projects/
federated-authentication-service-powershell-cmdlets/en/latest/Z 8B L T 723 L,

© 1999-2020 Citrix Systems, Inc. All rights reserved. 134


https://developer-docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/latest/
https://developer-docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/latest/

JIFL—3a VY — £ X 2012

© 1999-2020 Citrix Systems, Inc. All rights reserved. 135



: I- ° Locations
C | rl X n Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309, United States
Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054, United States

© 2020 Citrix Systems, Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and Trademark Office

and in other countries. All other marks are the property of their respective owner(s).

Citrix Product Documentation | docs.citrix.com December 16,2020



	フェデレーション認証サービス2012
	フェデレーション認証サービス2012
	解決された問題
	既知の問題
	サードパーティ製品についての通知
	システム要件
	インストールと構成
	展開アーキテクチャ
	ADFSの展開
	Azure ADの統合
	詳細な構成
	証明機関の設定
	秘密キー保護
	セキュリティとネットワークの構成
	Windowsログオンの問題のトラブルシューティング
	PowerShellコマンドレット

