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« ZAVRTFAYDFAS 1 YA b—=5—=T 70 )L (Citrix &7 >O0—RFh5 MSI Z71I)LTHEY>AO—R) %
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UFOAYR— bEAVRAM—ILLET:

e JxTL—a EBiE—ER

o E¥4R7% FAS #ADPowerShell 2y 71 >av > RLwy b

« FASE®EO>Y -l

« FASDZUIL—FRU>—F>FL— (CitrixFederatedAuthenticationService.admx/adml)
e SEAETVTIL—LT 7T

e NTF—XVRANIVA—BLVARY FOY

FASO7 v 7o L—R

A2TL—RT7YTIL—RTFAS ZHLUWN=I 3 ICT7yTIL—RTEEXY, 7y I L— RIS, UTFICE
BELTLIET W

s AIVTL—RTYFIL—RETIHE. FASH—N—DREIFTTRTRFINET,

e FAS 7y UL —RE3HIIC. FASEEIVY—IAHLTVWE e #BEBL T,

e 18U LD FAS H—N—ZEICFIBRERRREICHIFL TSV, 7z 7L —>a VB —ERICHEL
fc StoreFront H—N—H S EEAGEA Y —N—H R WSS, 2—H—dOJF 22T TV —2 3 > OEE
ZITRGLBEDET,

7y L —RERIBT SICiE. Citrix Virtual Apps and Desktops f > X b—5—F7zld X2 > R 70> FAS
AVAN=5—T 71 EFERALTFAS Zr > X b—ILLE T,

StoreFront X 7 TD FAS 7551 > OEMK
A
FAS % Citrix Cloud TOAER T 31E&13. COFIBIZINEDHD £HA.

StoreFront X k7T FAS O&&%#BICT BICIE. BBET7HYY FTUT® PowerShell av> RL Y kEE
TLET. ANTERELVEARBZHEEIE. $StoreVirtualPathzZEL 9,

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

S$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"
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Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider "FASLogonDataProvider"
<!--NeedCopy-->

FAS ofER%FLET 3 ICid. LUTFD PowerShell Z7 U 7 = ERLET:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService Sauth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -
VdaLogonDataProvider ""

<!--NeedCopy-->

Delivery Controller &
pE
FAS #% Citrix Cloud TOAERT 31841 COFIBIEVESHD £¥ Ao

FAS # R d 3 ICld. oY —E RICiESTAIEE% StoreFront 4 —/\—% {5389 % & 5 1C Citrix Virtual Apps %7
1& Citrix Virtual Desktops @ Delivery Controller Z# L % 9. PowerShell <> KL v I~ Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true 2=17L £ 9, # LD Delivery Controller d#kic
PO H5T. CNEERTTIOREY A FIEI—EDHTY,

JI—TFR) S —DIEEL

FASD1 YR b—JLgId. 1A=L TRESNIINL-TRIVS—F > TFL—b2FERLT. JIL—TFRUD—
MDD FAS H—N—DELEM F X128 (FQDN) ZiEET3HENHD ET,

HE:

Fry b= ERY B StoreFront ¥ —N—&LUOF 7 v b=EAT S Virtual Delivery Agent (VDA) 2. &
W=FRVS—F T ML THASTNZ Y —N—DOEBHESKRELZEL. FAL FQDN BRZTSHE
nNHbET,

HEAZS Y TIICTBDIC. UTOFITRIRTOIS VISERIND RXA VLN TE—ORY > —%Z#EL
TWEIH ThIFBBTIEHD £ A, StoreFront H—/A—. VDA, BLU FASEBEEIVY —ILEETLTWLS
R THEL FQDN 0—BRSRENTWVBRED. FAS IZH#EELE T, FIE6 ZBRL TILE L,

FIEL: FASZ+4 > X b—JL L e — /N —T. C:\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 - JL. CitrixBase.admx 7 7 -1
e 8Lven-US 74N A—%ZRBDIT£T,
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':(__) -+ 1 | .. <« Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions »p |
S

‘ ~ - .
47 Favorites MName Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

8 Downloads || CitrixBase.adrm:x 19/07/2019 12:28 ADMXK File 2KB

5 Recent places || CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMXK File 4KB

> 1M This PC
W

3 items

FIg2: Cho%xRXr>a> kO—5—CaE—L T, C:\Windows\PolicyDefinitions £& v en-US 477 »
IWA—ICEEBLE T,

FIE3: AXY RS oH5 Microsoft BIEO> Y —ILEEITLET (Mme.exe)e XZa—N—h5. [T71I]
> [RFTyTAVDEBIMEHIR] DIBISEIRLET, JIL—THRUS—EBEBITFT2—%BMLET,

TIWN—TRIS—FTTz o b EANNTZH00EERIMEAVES. [BR] 2BRLTHS BEORXIVERUS
—] ZERLFET, FhiF. ROV EZFERL T RIRICIHLERVS—FA TSI C2ERL TGEIRT B
HTEET, CORUD—IF. #E%EZI(+3 Citrix V7 o7 (VDA. StoreFront #—/1\—, EEBEY—JL) =X
TLTLWBITRTOIYI VICHEATZHRENRHD £7,

= Consolel - [Console Root] =1|[El/Jn
S File Action View Favorites Window Help -[=]x]
«=F 2 BE Select Group Policy Object [ x|
1 Console Root ‘ Name Wel to the G Policy Wizard — Actions
o W
Add —-‘ N
Meore Actions 3
ou can select snap-ns for this console from those availal
extensible snap-ns, you can configure which extensions
Groug Policy Objects can be stored in the Active Directony
Mailsble snap-ns: oron a beal computer.
Snap-n Vani» - Lise the Browae button to select a Group Policy Object.
SlDevice Manager Mier o oeeea —
DHEP M
=4 Disk Management M
Eoons i Group Policy Object-
5 Enterpriss BT Micr = | |
EEMH\EWEI’ M
IFolder Mir | E -
iz Group Palicy Management M srowse for a Gro
T Group Folicy Mansgement Editor M
(=] Group Palicy Object Editor M | Domeins/OUs [Stes [A |
=] Group Palicy Starter GPO Editer Mier 9 = y
.;’InwnethhmamnSmsﬂ.!S... M| t Lok in: |aﬁu'hiﬂutnst v| afc M
'ﬁ?mm”ﬂjm | f"if' e Domains, Ols and inked Group Pokcy Objects:
Mame Daomsin
Desaription: 2 Domain Confrallers cridest net
This snap-n allows you to edt Group Polcy Objects whid 18| Defauit Domain Policy |
or stored an a computer.

F )& 4: Computer Configuration/Policies/Administrative Templates/Citrix Components/Authentica-
tioniHh27x7L—>a VBt —ERRU S —ICBEIL £ Y,
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i File Action View Favorites Window Help

Y IEEEN TR

| Console Root
4 =] Default Damain Policy [de.citritest.net] Policy)

b [ Windows Settings
4[] Administrative Templates: Policy de
F] ij Citrix Components
[ Authentication
p 7] Citrix Components

i || Control Panel

b | Preferences
4 %, User Configuration
4 || Policies

p L Software Settings
b (7] Windows Settings
4[] Administrative Templates: Policy de
a [ Citrix Components
# [ Citrix Receiver
[] Client Engine —

B

Deseription:

Servers running the Federated
Authentication Service integrate your
Citrix enwvironment with your Active
Directory infrastructure to allow users
to log in with nen-Active Directary
credentials (e.g. SAML assertions).

b [ Mebwerk
17 Brinters If you enable this pelicy, you should
B Server specify a list of servers running the
Federated Authentication Service
[ Start Menu and Taskbar using their DNS addresses
b [ System [usercredentalservice.comparny.com).
I | Windows Components
[ Al Settings

<] ] | >

4 8 Computer Configuratisn Federated Authentication Service  Setting Authentication
. ici 55| Federated Authentication Service More Acti
4 [ Policies Edit policy settin 2 Storefront FAS Rul ore Actions
[ | Software Settings T =) ron ule

1] In-session Certificates

<] [

Mare Actions »

"\ Extended A Standard /

A

TJIT7FL—>a i —ERDRU P —FZEIE. CitrixBase.admx F7:1Z CitrixBase.adm|l 7> 7L — k
7 71 L% PolicyDefinitions 7 # LA —IZIBINT 3BEIC. KX > GPO TOAERATET £9, FlE 3 0.
TJIFL—Sa vy —ERORY S —BER. [BEETY 7L — K] > [Citrix 3YR—%> k] > [$RiE]

THINA—ICRRTINET,

FIES: 77— a Vit —ERRU S —Z2RE.
ZHEHT 3 [RE] RE2VEBIRTEBLSICADET,

B3] Z#RLET. ChickbD. FASH—/\—D FQDN
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a Federated Authentication Service e

E Federated Authentication Service

() Mot Configured Comment:

(® Enabled

(O Disabled :
Supported on:

Cptions: Show Contents \;‘i-

List the installed servers in youl | DNS Addresses

DME Addresses Show... Value

3 fas-1.citrtest net|

| 0K || Cancel |

| oK || e ‘

FIE6: FASH—/1N—D FQDN ZANHL %7,
BE.

B D FQDN = N\ /19 315513 VDA, StoreFront #—N\— (FE$ %358) £ FASH—N\—FET—EOIE
BHRR—SNTVWBHBEDNHD ET, [TIL—TRUD—FRE] 2SRBLTIET L,

FIg7: [OK] 20Uy o LTIN—TRIS—D4HF—RELT L. JIL—FRI—OEEZBRALET, TF
ERBIEZICE. YOV EBRES (Xfidav >y RS0 205 gpupdate [force #217) §3X4ELH ZBEN
HHET,

In-session Behavior

CORUD—FtEyd a vyHERE. &R OvIKOYzR— 923 1—H—D VDALY 3 TI—Y Y
FTOERETITTHLES, £y a3 VYREBER ORI S —HBH DIFAZDIERICFER I NS FAS L
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-~ o x

Previous Setting

se allowed,

Most deployments do NOT need to u
because FAS performs a full Active Di

Enable iC& > TZDRYS—HEMCHD FASI—Y x> b 7OEXAIA—H—D VDAY 3V TRITTSI £
ED

Disable iCc&>TZDRU S —BEMICHED FAST—> Y PO IBETEELELET,

XyE—SOR—7
CORID—HEHEBEE. PromptScope IZ&>TT7FUr—> 3> Ty a vRABEEFER%ZHFNT D
EWSXyE—J% 21— —ICRRTDIHEZHETIET, 3204723 hHDFT,
+ Noconsentrequired—C DA 7> avidtxalTFa XvE—S%EMICL, - —HRETIHBER
KEF—DERINET,
« Per-process consent—XTHD 7O S LT ICERICEBR X vE—IHRRINET,
+ Per-session consent—1—#%—h'—E [OK] 227U v o932, £y a>YOIRTOTIOT S LICHE
BIhxd,

EBDEALT T+

CORYS—HEMAS L. Consent Timeout (C& > TEARHRTINZ AWM EZMEUTHIBTE £, &
ZIE 57 TIC 300 BWEAA v E—IUNRTIND. BETY, COEHL0DIFAE. MEF—DOBREZICI—H—
KXy E—UHRREINET,

0w 7 KDk

CORIVS—ZBHICTRE. A—H—PEEZOYILILLSIICEY S a VA EFNICTIEhE T, COEET
13 TZAY— b A—ROERDWE LK RS —EBERROEEICHR S . 21— —5h' Active Directory 04 #
VERBHREF > TLWAWESICENTY,

P

Ovy 7BOTIMIRY > —Id. VDA LEOITRTOEY > avIBRINET,
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Jx7L— a3 EREi—EREEIYY —ILOFER

AEDRERBICIEFASBEOYY —ILAEL TWETH. PowerShell 1 > 2 —7 1 XICIZ & DA A T
avubHbxd, FASPowerShell aw> RLw FCDWTEHL < IE TPowerShell av > RL v by 258
LTLTETL,

FASBIEOYY —JLIEFASO—8- LTA YR h—=ILENE T, [RE¥— ] X=a—IZ7 3> (Citrix Federated
Authentication Service) KEEES N %9,

BRIV - ILOYEEREZ. FIRAET > 7L — bORR. AREOt Y b7 v XU FAS ADIEREED
ERERONS 21T FIENRTINE T, —EOFIRIZ. OSHBEY —ILZEBALTFHTRETIBZELDHTEE
ER

FASEBEIO>Y =)L, T7AILETO—HILD FASH—EXIZEGEINE T, HEICSL. VYV —ILORLICR
~ENh3 [Connecttoanotherserver] #EFRALTY E—F—ERICEHFTEET,

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

EERET VT L— FDERA

oY I U7 e OREERMOMBEZEIT 5780, FAS TIE. MBOBMTHEARYT S 3 o0 Citrix sEBAE T > 7
L— D HEETNTVEY,

« Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon
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50T > FL— k&, Active Directory TERTIHMEHLHD £9, [Deploy] 201 vo L ThH 5. [OK] %
Uy I LET,

- Deploy Certificate Templates -

Important:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For more information,
consult the online documentation.

| ok | | Cancel |

FYTL—rOBAIE. MTDT 2+ )LH—IC FAS b —#IC1 > X =)L Ehiz. IERF T.certificatetemplates @
XMLZ 71 ILRICHD FT:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

N5OTYTL— b7 70N EA YR N=ILT ZERIMAEWVESEIZ. T TL— K7 7% Active Directory
EEEITELTIET L,

FTYFL—rBEENZ T AILE—HSLUTD PowerShell v > RZ2FETT38. TV FL—rEFETIVR b+
—JLTEXY:

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")
$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService
$CertEnrol.InitializeImport(Stemplate)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)
Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable
Swritabletemplate.Initialize(Scomtemplate)
Swritabletemplate.Commit(1l, $NULL)
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<!--NeedCopy-->

Active Directory :FFAZEH —EXDt Y c 7y 7

Citrix SEFAZE T > L — DA Y X =L, TNBDT>FL— % 1 D& I3EHD Microsoft T>%—F5
1 XHEPRRE Y — N —T AT 2HENH D £9, Active Directory HEFAZH —E XD RBAZEICOVTEEL < I,
Microsoft HtD RFaX> FEBBLTLIEET L,

CDH—N—THTF>TL—rHARINTLARWVESIE. Set Up Certificate Authority #EB L T ARTE
£9, CNid. EEAEEDEIEERDH 21— — L TEITIIRELNHD £7,

(GERAZET > 7L — bid. Microsoft sEEAERE > Y — L AL TABT3 b TEXT,)
s Set Up Certificate Authority | x|

Important:

When you click "OK" the following certificate ternplates are
published on the certificate authority selected below:

- Citrix_Registrationfuthority_ManualAuthorization
- Citrix_Registrationfuthority

- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For meore informaticn,
consult the online decumentation.

Certificate Authority:

ca-1.citrixtest.net\citrixtest-CA-1-CA |~

QK | | Cancel |

TIFL— g VY — E ZADOKERMS

COFIBICE D FAS DTN BRI N E 9. B8 0>V — L. Citrix_RegistrationAuthority_ManualAuthorization
TYIL— = FERAL CGHAEOEREM L. COERZTVTL— b2 RM Y 2HEBEEEAOVITNNICEELET,
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& Citrix FAS Administration Console - connected to localhost = = =

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate t

The required templates are d Click "OK" to submit a certificate request for a Registration
Authority certificate to the selected Microsoft Certificate

. Authority.
\/ Set up a certificate

The CA Administrator must sign in to the Microsoft Certificate
Authority console to issue the pending request.

Deploy

Publish

The authorization templates

Click "Publish” to publish they For more information, consult the online documentation.

Authorize this servi Certificate authority Authorize

ca-1.citrixtest.net\citrictest-CA-1-CA

Create an authorization certi

Create a rule Create

A rule defines a smartcard-cl

You have no rules configured.

ER(F, EEB. FASTYOUTHYY R SREEFOEKRE LT Microsoft BRI Y — LD [{REHROEK]
DR MIRIRINFET, FAS DR Z 4179 1213, AR D ERENBERORETEIFETZRIRT 2BENH
Hh£d,

FAS &> Y —)Lid. EEEND [Issue]l F7:=ix [Deny] %EIRT 3 FTUEHD XEF—) 7AAVERT
L&d,

Microsoft sEBR#REI Y —ILT [TARTDERXY] #HIV v I LTH S, HASERICWT LT [Issue] Fizik
[Deny] Z=#ERL £9, [Issue] %#&EIRT 2. FASEEIYY —IILHRGHEAEERT<LE T, [Deny] Z#ERY
. AVYV—=IIEIS—AXAyt—CrRRLET,

IFi\e Action View Help

s 7 6= H

ﬁ Certification Authority (Local) Request D Binary Request Request Status Code Request Disposition Message  Request Submission Date Requester Name Request C
4 gl citrintest-CA-1-CA --—--BEGIN NE... The pzaoti L ekt b el leFe IR TIEE) CITRIXTEST\FAS-1§
| Revoked Certificates 3 View Attributes/Extensions...
[ lssued Certificates Refrech Export Binary Data...
| 7| Pending Requests
1 Failed Requests Help
[ Certificate Templates Deny

e b

lssue

<| n >

Contains actions that can be performed on the item.

FASEEBIOYVY—IIICED., COTOCERORTHEFNIEHEINE T, COLREBIZIZFHIIDBZehHDET,
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b3 Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup | Ru|es| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

J Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Authorize this service Authorize
There is a pending authorization request on ca-1.citrixtest.net\citrixtest-CA-1-CA.  Cancel request
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
IL—ILDHERK

FAS ®JL—JLIc& b, StoreFront ®iERICIHE>T. VDA OSFA LVt Y Y a>hDERICET 3HHAZRTD
HERMIEINET, BIL—IL T MEHZOER%(EFET S StoreFront 4 —/N—, SEBAZZBERTET 3 —ENDI
—H— BLVIRAEDFERE%ZHF T2 —ED VDAY VU EIEELE T,

FAS Tid. B 1 DD —ILZER LB T B RENH D £, StoreFront IFFASICT7 /2R L7 E IFT7 1)L
bl EVSBRIDIL—ILZERTBD. T2 b1 CWSEFIDIL—LZERTEZ2HBHLET,

BMOAZXZLIL—ILZER LT, SEIEHREAET SV TL— b S L VERAKEEZSR L. SBTO/T « PIER
PNEENBLSICHERTEZICHTEET, ThH5DIL—ILid. T FEI F%4 StoreFront +—/\—*% Workspace T
FRTZIDICERTEET, JIL—TRUD—BRA T a>ZFEAL T DRFLIL—IILZEFATERTEIS L
5iC StoreFront 4 —N\—%= R L £9,

[Create] (F7:i& TRules;t 27 ® [Createrule]l) #7U w o LTI—IEERTZ-HDERENETSIL—IL
ERD«— RZBBLET, [Rules] 2T13RIL—ILDEEERTLET,
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-

Citrix FAS Administration Console - connected to localhost

_I:I-

Connect to another server  Refresh

Initial Setup| Rules | Advanced

+ Create rule
Default C W Summary
Rule name:

Status:

Template:

Access control:
Restrictions:

Cloud rule:

Certificate authorities:

Certificate available in-session:

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

Default

0K

Citrix_SmartcardLogon

ca-l.citrixtest.net\citrixtest-CA-1-CA

MNo

Configured

Not configured

Mo

VP - RICE > TROBRIUESNET !

FYFL—b A—Y—iAZORTICERINZHBEET > FL— b, ThiZ Citrix_SmartcardLogon 7> 7
L—rh ZOZEINALOAE—THZIVELNHD FT (MFEEAZ7> 7L — b1 ZBBLTLETVL),

SERARE: 1—H —ERAE A HITT BB, 7> 7L — MMEAHIRAEBEIC K > TARI A BELR DD £, FAS
TR Tz IF—N—BLUVBEETIROTHIC. EHROMAKEDEMT 2N TE X, BIRL /-:EAEEAD
Z27—5 2N Memplate available; TH2 e #RRBL T IEI WV, MEEREBEOERE) 28BLTIEIW,

Ty a>yAER: [y a>RER%ESA] A7 avic&d.

SHEHELET,

fABAEZ VDANDOOJF Y BICERTE S0 Y

« Allow in-session use NERINTVAWES (F7 1)L N THE) IS X077 > £HITBELICO
AERIN. BB, A—HY—IFFAREICT IV ERATELRLRDET,

+ Allow in-session use HERINTWVWBZIBE—BE. I—H—FHAZRICT I EITIET, BFDIH
B BEREICIOA T I UEBEBRLAEVTLEI W, TSy b Web o b7 71 LEER Y. VDA
Ty a ANSTIEITNBZ Y —XIZIE. Kerberos # B LY VI YA Y F > TT7IOERTES

e, Ty a yRNAZERBESL D T A

Allow in-session use #3EiR L =3B &%, In-session BehaviorZ JL— R > —HF&IC LT VDA I3
ATIMNELRHDET, ChICKD, QA VBICT TV Tr—2 a3 VHMERATES LS IC2A——D{E AR
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EINTISERAENREINE T, L xiE VDAtEvS a3 >AT Web Hr—/N—A®D TLS RIAHIDBELRIG
&. HEBAZEIE Internet Exploler IC &k > THERASINE T,

TOEREE: - —0OTF 2 FLIIBEGRICPRZEZERT 3ERMNMIS SN E8FH StoreFront 4
—N—D—8, ChS5DIRTOFI7EIHFAFTICH LT BLROAD ATV I S ELRBIIL—TZEBMTEIET,

BE:

[T ZEE] ZEEEFa )T LIEBICEETHD. BEICEETIVNELNHD £,

A

FAS #—/\—% Citrix Cloud TOAFERT2BEIE. 7O XGIHEBR T IHBEIEHD FHA. L.
Citrix Cloud TIL—ILHMERINZHE. StoreFront 07 /& ZFAIFERINE . Citrix Cloud &=~

7L XD StoreFrontIRIET. ALIL—ILZEHATT X9, StoreFront 77 XML, IL—ILDB A>T
L = X StoreFront TEAINZHEICITERINE T,

T2 0T oA (TAssert Identity) %5F7]) TlE. IRNTHEFINE T, L7 > T, Storefront #
—N—ZBATHICHFI I BHBELNDHD XY,

Securty

GI'CIIJD ar User names:
K STF-1 (CITRIXTESTAS TF-15)

Permissions for STF-1

Assert |dentity

BIRR: 2—F—DFAS AL TOY/ A > TEIB VDAL VDU b, FASZA L TEEAEZRITTE 51—
_GDUZ ]‘o

« VDAERDOEETIE. FASZERLTA—H—%20J4 >t 2% VDA ZEETE XY, VDAO—EBDOT 7
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I MERAAY AV E2—F—IZBDET,

s I—H—1EROEETIF. FASZEALTVDAICH A V1> T31—HF—%2BETETET, 1—F—0—&
DTFTHIMERXA YA —IZBRD FT,

A

FAStH—N—DVDABLUVI—H—DRXAVEIEERBZ RXAIVICHBZBEE. T I MOFIREZTEY
BURELRHD FT,

Securty

EI’OUD ar user names:

Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST\Domain Users)

Pemissions for Domain Users

|User Authentication

Cloud L—)L: Citrix Workspace "5 ID 7H—> 3> &SfE L FIC. TOIL—IIPBRAINZDERLETD,
Citrix Cloud Ic##4: 3 3 v =i, Citrix Cloud TEBT 3L —IL%EBIRL £F, [Connect to Citrix Cloud]
22a>nl)>ohs Citrix Cloud ICEGL7E. - EEBEITZCHTIET,
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’
N
¢y

JzFlL—>3

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud N D47

FAS #—/\—% Citrix Cloud I2###%: L T. Citrix Workspace TERTE %9, ZdCitrix Workspace mitE%
SEBLTETL,

1. [Initial Setup] #7® [Connect to Citrix Cloud] T [Connect] 20U v oL £,

Signin

Choose a rule:

Summary

2. [Signinto Citrix Cloud] 22U v L. 4% Cloud BBEOEREEKIEHR= A L T Citrix Cloud
11> LET,

Citrix Cloud"
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Connect to Citrix Cloud

3. BEICRUTHEETAUY FEBIRL T FASH—N—%8419 5 1)V — RDOB%ERL £ 7. [Continue]
zU)vo L. BERADOV Y FUZBALET,

FAS &>V —JLT. Citrix Workspace 1'5 ID 7H—> a3 2R ELL e SISERAT 3L —ILEERT

B CDUsHF—ROKRTEIC [Createarule] #EIRL £9 ([Rules] 27T, ERFISMER LTI
—JL® Cloud rule o @ik Yes) T9),
5.

[Summary] #7< [Finish] #41)w & LT CitrixCloud ##&i%x5%T L7,

Citrix Cloud T FAS r—n\—»'&8 . CitrixCloud 7Ho > D [UY—XDIBFR] R—JICRTREINE T,
Citrix Cloud » 5 ol

Z o Citrix Workspace @2 =D BB ICHE » T Citrix Cloud @ U Y — X DBEIH 5 FAS H—/N—% KBk L 7=
#%. [Connect to Citrix Cloud] T [Disable] #®2iRL £,

SFABIRIERK
September 30, 2021

Coty2avORETIE. 77— a Vil —EX (FAS) OBERBHRE SUVEBICOVWTHBELET,
RE R

e FASOA YR h—ILEHERE Y b7y FIZDOWTUE T YR h—JLEHER) Z8RLTIRETWL,

c TEM7—F770Fv1 Tid . FASOEXET—F 70 FvOMEZHAL. SOEMBRT—F7IFvICEATS
ZDIFHDEEAD) VI Z/EHL TVET,

SERAMRE DR E

September 30, 2021
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CDEETIE. 77— a Bt —E X (FAS) %:RA#RES (CA) H—N—CHE T 2O DFMBREICDOV
THBALE T, CNODBREDOAEIIFASEIEO VY —I)LTHR—FINTLEEA. COFHBATIE. FAS HEMT
% PowerShell API 2R L £, COREICRHINTWVWBHAERITT 3H1IC. PowerShell o &R0 % R
LT w

FAS CEAHT 3700 DEHCAT—N—DEy TV

FASEEIVY —ILzFERAL T, EROIAKEET FAS Z#8E L. IL—ILEFREIIFETI X!

% Edit Rule — O *

Edit rule "Default"

Template Choose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
7 )
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

Apply Cance

EIRL 723 RTo CAB Citrix_SmartcardLogon sEBAE 7> 7L — b (FF@IL—ILTERLIETYTL—K) %=
PHTBIBENBD 9,

FRTZVITNHD CAPBRERT Y TL—rE2RABLTVWAWEE. CADIREEEZtEy b7y 79 5FIEEE
TLEY,
pE N
COFIETHER S NI-REGEEZIZ D CA THERTE 3720, IRTOCATIDOY—E X %R T 3 FIE
ERITTIHEEIHD T A
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BESNZI}EDOEE

FAS —N\—%ZE8 D CAY—N—THBR LB 21— —EBAZOEMIBBREADIRNTO CAY—N—fFT
BREITNET, I5IC. BEFAO CAY—N—D55VTNHTIS—DELET S . FAS H—N—RZRIDFERFA
g CA—N—ICHIDEXFT,

Microsoft FFAH#RE % TCP 7 7t X BICHEH T 3

T 7 # )L Tk, Microsoft :FPAH#RESIZ 72t XIC DCOM 2 ERALE T, CDHBE. 7717 I F—ILOREN
EMICHRBTD. B TCP R— MO BZIBZIEHNTEE T, Microsoft tEEA#EI < DCOM #E /N %)L Z 5
F, TCertSrvER) DCOM 77U —>a>nONTs 2 mELET:

CertSrv Request Properties L2 | X |
| General | Location | Secusty | Endports | identiy |
DCOM Protocols and endpoints:
Y ... defaut system protocols

¥ Select the DCOM network protocol sequence that you want to
Joy  add Enterthe endpoint detals and cick OK when you have

Protocel Sequence: | Cormection-cnerted TCP/IP

() Disable protocol sequence

) Use defak endpoints

() Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endports.

o ] [ caca ]

[TYRRAUR] ZEBLTHHNIYRRAY 23R, TCPR—-+ESZHEELEY (EOHTIFE 900 TY),

Microsoft sEERHRI# B8 L T, SFBAZEERZEEL £ 9, Mnetstat -a -n -b) B#RITTREAIE. certsvr
AR—FI0EUIVLTWBRIEERBIZHENHBDET:
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TCP 0.0.0.0:636 LISTENING
[1sass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

DCOM ICIZF RPCR—+ZEATZ XIS I -3 Y RAT—BH 3. FAS H—/N— (F7I3EREE=ERY
BZTOMDOIIY) ZBETBIHVERHDEFEA. 75172 A DCOM 2ERTIHBELNHBHBE. V51TV H
(FEERAE Y —/\—d DCOM RPC Service iZ#4t L THED DCOM H—N—ADT7 7 XZBRLEFY, ChIlE
> THR— k900 A'FH . DCOM —/N—IF FAS r—N— I A AR L £ 9,

-9 —FPAEDHERIEN

I—H—3EAEN FAS U —N—NTEHEFERIND . A—HF—0OOJF VICH D ZRHEDKIBICERFINE T, X
DEIa>TIR B—FXLIBERO FASH—N—Ta1—H—iBAEZERMEM T B HEICDOVWTHALF T,

Active Directory 21— —D—E#*EEL X7

ADICHLTYZTUZEFTL. A—H—D—EZROFDELSICT7AIL ((csv T 7TILARY) ICRETBILICE
D, AIAEDERZREIT B LN TEEY,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
Sfilename = "user_Tlist.csv" # Filename to save

if ($Ssearchbase -ne ""){

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true'") }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation -Encoding utf8 -delimiter "," $filename
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<!--NeedCopy-->

Get-ADUser . I—H—D—BE2BRTI-HDEEITV KLY b TT, ERDAICIE. UserPrincipalName
ZRHEXT—2AN TBM OA—H—DHrZE—EBRTTBZ T IILEZ—5IHIEENTVET,

SearchBase 5|$/IC& > T. AD A —H—BREHLFHRINE T, IRTOIA—F—% AD ICEHT-VIEE. Th%x
HBETEET, F: COIVIVICE-T. ZHOI—F—HRINZAEMELHD £9,

CSV DoMRIF. RDLSICHD FT,

Bl user_list.csv - Notepad

File Edit Format View Help

"UserPrinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuseri@bvt.local”
"testuserd@bhvt.local”
"ucs38@bvt. local”

"ucs39@bvt. local”
"pimeAA@Bbver Tasa1"

FAS #—/\—

LT PowerShell 27U 7 Tl UBIER SN ——D—EBA2ERALTI—F—HRAZ0—EB MER SN FE
ER

Add-PSSnapin Citrix.A*

Scsv = "user_Tlist.csv"

$rule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( Suser 1in $Susers )

{

$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName

if( Sserver.Server —-ne $NULL) {
New-FasUserCertificate -Address $server.Server -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition $rule'"_Definition" -Rule $rule

if( $server.Failover —-ne S$NULL) {

New-FasUserCertificate -Address S$server.Failover -
UserPrincipalName S$user.UserPrincipalName -
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CertificateDefinition S$rule"_Definition" -Rule Srule
17 }
18
19 }
20
21 <!--NeedCopy-->

BEO FAS 5 —N—DEFET 258 BEOI—F—DAZEN A > —N=T1E. ZJz—-IF—-N—-F—N
—T1lEDO&EH 2EEBETNET,

EROZ21UFriE Tdefaulty £ WS EFOFRIDBEDEHDTY, HABGHERZHS (Thello) #Y) 1F. X
) 7D Srule EHETELTLET L,

Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default C W Summary
hello S W
Status: Ok
Template: Citrix_SmartcardLogon
TRWEGIRAE ZEMLE T

BEO FAS H—N—%FERPDHEIE. OJF>hOI—H—ICHETZ < FASRIFIBEZEMTIET,
A

GUI zfEMLTFAS ZBsBily 5 HTETET .
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Initial Se‘tup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule Create

You have 2 rules configured.

LUTFOFIEERTLET,
1. L VERAEFEAZE #ER L £ 3. New—-FasAuthorizationCertificate

2. ROOAT YV RICE>TRINBIHL VZEEFFAZE DO GUID Z# X EL £ 9 :Get-FasAuthorizationCertificate

BJ.FASH—N—%X>VFFVXRE—FRICLZEY: Set-FasServer -Address <FAS server> -

MaintenanceMode Strue

4, FLVERALIFAZ # B £ 9.Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5, FASH—N—DX>FF YV RE—R%@EBRLET, Set-FasServer -Address <FAS server> -

MaintenanceMode $false

6. HUVRIEPAZ #HIFR L £ 9, Remove-FasAuthorizationCertificate
REEIEIR

e FASOA YA R—ILERBRICOWVWTIE. T XA b—)LEER) OREEBBLTILETI L,
o —fRMY%R FASIRIBEICDW T, TRET7—F70F vl 28BLTLEIL,
o ZOMOEFMAFIBICOWTIE. MEHALER1 #8BL T,

-
7.

W+ — (38

November 9, 2021
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IEL®IC

FERAZE(Z FAS H—N—DIBHAH T —EIR—RREINE T, BETIMZEF—IL. FAS —/\—d Network
Service 7HU Y hEFSRALTREIN. T7A4ILNFTIVRR— R FELTY—ITNET,

MEX—ICIE 2 DOBENHD X,

o ZERKRISIRAZEICBEETIF 5 TW B, Citrix_RegistrationAuthority sEBAE 7> 7L — b H 5 OFE X —
o O—H—3iFBREICEETIF 5TV B, Citrix_SmartcardLogon fEFAE T > 7L — b H 5 DRME £ —

ZERMRIERAE 2 1F Citrix_RegistrationAuthority_ManualAuthorization (F7 /L T 24 BEE) &V
Citrix_RegistrationAuthority (F7#JL bT2 E/ME%) O 2 DOBENRHD £,

Jx7FL—Ya vl —EX (FAS) EEO>Y - WEty 7y 7] 270FIE3 T EBE
N [FAT3] 5OV v IFT38 FASH—N—ICL>2TEF—R7HER TN, GIEZEZEKXRHY Cit-
rix_RegistrationAuthority_ManualAuthorization sEPB & DERREEICEE SN E 9. Chid—BFR 4 EERR
ETHD, TT7AIPT2ARMENTY, EAKBEIZEINICHEREZRTLELA. IAZEZRITIBIC
3. BEEBICLZHAPREBTOFHOERTAINBETY, SHBAEN FASH—N—ICRITENhB . FASIE
Citrix_RegistrationAuthority_ManualAuthorization &EBAE % £/ L T Citrix_RegistrationAuthority zE8A
E (F74ILMT2EBE 2EBMICEEL £9, FAS #r—/N—IZ. Citrix_RegistrationAuthority :FBZE%
B89 39 <¢ic. Citrix_RegistrationAuthority_ManualAuthorization OsFFBE & F—%HIBRL £,

TR ER Y O —3MBEF—ZMEIZ3BDINTIIHL T, TYFL—rTHERSN I —t v bt
T RHAAEEROEITEHA T 57 BREEAZSICEAEMITONIMBEF—IMFICHETY, EReLT. C
DF—ZEETZHDORIENTH. Ly bROI-—H -k BRRICEHRTEET,

ROWTNHZFERAL T, BABOLEF 1) 70 EFICENL THEXF—IMMREINZLSICFASH—N—%Z R TS
F9:

+ Microsoft Enhanced RSA. AES Cryptographic Provider. #7:i& Microsoft vV 7 bz 7 —:2iEH 7
ONT 4 — (BREBEMAES SO0 — —:AEEH OWEF— /)

s FSRTFYRTSYRTx—LEYa—I)L (TPM) Fv FEERE LT Microsoft 75w b7+ —LFx—EfE
BFONA A — (BREREEAZOMEF—H). & U Microsoft Enhanced RSA. AES Cryptographic
Provider. #7zid Microsoft V7 ho 7 —ZBE7ONT 4 — (2—H —HEAZOWEF—FA)

e N=RIzT7EX2UTAEIa—)L (HSM) RYZ—D HSM 71 REFRALIBS Y —EX£idF—
REEIONTS— (BEREBEERIRES SO0 —Y —iIRAEGEH OB+ —H)

MEF — DIBRERE

300FTFravos5s5nwenhEFERALTCFASZERLEY. TFA I T2 —%ZFAL T, Cit-
rix.Authentication.FederatedAuthenticationService.exe.config 7 7 1L ZREL T, 77 1ILDT 7T
# )L~ DFFRIE FAS +—/X—d Program Files\Citrix\Federated Authentication Service 7 # JLZ—T79,
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<?xml version="1.0" encoding="utf-8"72>
<configuration>
<appSettings>

<!-- This option switch betwsen CAPI API (true) and CNG API

(false) Cryptographic Providers -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ —->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS i3, U—EXDEFRICOAERT 7 ML EHHAFHET, WTNHODEHEESNIIHE. HLLREZ R

TEBDICFAS Z2BREBTBIHVENBD XY,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 LOBEE T 2EEZRD L EDRE

LFTY:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI ¥ CNG APl o1 b #

)

&

true

false (7 #JL 1)

aAX> bk

CAPI API =/
CNG API = fEF

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (£33 F0O/N1 4 —D&H)

fi&

Microsoft Enhanced RSA & & T* AES
Cryptographic Provider
Microsoft ¥V 7 b Uz 7H—EiBEH TON1 4 —

Microsoft 75w b 7+ —LF—Ri8E7ON1 4 —

aXT b

FI7A4IL X CAPI ZONA 4 —TT

FI7AIMEZCNG 7ONAHE—TE

774 METPM ZONAA—TY, TPMiga1—#
—F—ICRBEDLEEA. TPM BEREEF—ICD
HEALFET, FAST—N—ZREHIRIETEITTS
FEDHZEIF. TPM BLUNAN=—NAHF—DRVH
—ICRBUD T R— TN TVEDESHZERIELT
<TEEL,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 30



JIFL—oa VY —E X 2106

& aX> bk

HSM_Vendor CSP/Key s2i&ig 7O /\1 &4 — HSMARYA—ICL > TIREINE T, BIERVH—IC
KO TELRDFT, FAS H—N—%REKRIETRT
TERFEDHEEIF. HSM A& —(C{REBLHHR— b+
TNTVBIHLESHZHBL TSI,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPIAPI| Dig&DHHE)

(] aX> bk

24 Default, Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24 #88B L £7, CAPI THSM %
FAET3HEa. BLUHSM ARV A —TRIDORA T%
EBESNTWVWBRIFZEUIMNE. BIZ24 THHIHENDH
D&EJ,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (FAS Hi#+ —i2{E% 1T 3%
ENBHB35EI1F. CCTHERATNTVWSEZFEALEY). BEFXF—0 T/ XR—agel 753 7%z8LEY. N\
—RITF7THR—FINTVEEEIFE. TPMF—I L —COFERADHFIINET,

& OXY b+

NoProtection MBEX—ZITIRAR—FTEFET,
GenerateNonExportableKey Default, #FEF—%2IT UV XKR—FTEEEA
GenerateTPMProtectedKey MEFX—IETPM 2fEA L TEEINE T, WEF—

i& ProviderName T48%E L 7= ProviderName (fil:
Microsoft 75w b 7 # —LFx—2iEE7O0/N1 4 —)
ENLTRMAINET

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (f$Z+x—D 41 X% v MBI TEE)

& aX> bk
2048 TI7AIMETY, 1024 £7-1£ 4096 =fEFRIT B &
HTEET,
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BRI 7ITIIOREZUTICNMBELET (1A —IBOT T4 FRERKARTRLTVED),

CAPI API (CNG API)
csp ( T )
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. Csp KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, @eILERor 4096

WL ) 7 Df)
1

C DTk, Microsoft V7 bz 7 —REEHIONA A —EFEAL TRATN TUV R BFILEIIRAZEONE T —
LUV —RHEDOMEF—ICDVWTEHBELEY,

CNETTAILEDA YR LEDIEBRTY . BMOMEF —EBHRIEAETT,

512

CDfflig. Microsoft 75w b7 x—Lx—REEH7ONAZ—%EFRALTFASH—N—DOIHF—R—RDN—R
Y7 TPM ICRM TN TV B BFEIAZEME X —. XU Microsoft V7 bz 7x—EEEIaONT14—%
FEALTRMINTVS - —iIAEMTEL—2RLTULWET,

CDFIATIE FASH—N—DTIH—R—KRED TPMIETPM OEETD RF a2 XY MIESWTBIOS TEM
fkxh. 2ok Windows T I N TWLWE DD AR L TWE T 3% L < & https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-vista/cc749022(v=ws.10)# B8R L T £ &L\,

PowerShell DR (#32)
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PowerShell #ER L T, BZF4EAZ# A 751V TERTI £ T, NI, EREEN T > S DIEAEZEE
BER CEFKBEIFAZ# HITLAVWELSICT 3 BBICEHHTT, FASEEIVY—ILEFERALTAISI > TE
BEIFAZEDEZEREZITS X TEX Ao

FIEL: EEIVYV—IILZ2ERLIE FAS BEEICIE. RO TEEAET 7L — hOERI & U TEEAEED
Ty bTv Tl D2O00FIELITERTLET,

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.,

Create a rule

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FE 2: PR — N —TIBAET > 7L — k MMC X+ v 71 > %3BINL % 3 ,.Citrix_RegistrationAuthority_ManualAt
TUTL—rE2HEIUY O L. [TVFL—bDER] ZERLET,

(] 27 %BRLES, TUTL—rREAEPHEMEEELE T, COFITIE. 7> 7L —+&IE Offline_RA. &
HEARIE 2 FE T,
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Subject Name Server lzzuance Requirements

Superseded Templates Edensions Security
Compatibilty | General | Request Handling | Cryptography

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

FIE 3: FEEAMERY —/N—T. FERAMEI MMC Xy 1> zEBMLEY. 3. GIERAET>TL—K] 260U v 0
L&, [BRMER] 2BRL. [RITIZHMBEET >V IL—F 20Uy I LET, EBLI@DDOTFYTFL— b
ZERLE T,

FlE4: FAS H—N—TKR®D PowerShell av > RL v +EFHAHET,
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

FIE5: RSA*+—~x7% FASH—N\—0 TPMRTER L. FAS #—/N\—THxd PowerShell av> L v k&N
JILCAEFREEREREIER L £, . —%D TPM TIEF—DRIHAFIRINE T, T7A4ILEDF—DERIIE.
2048E Y R TY, N—RIT7THR—FINTULBRXF—DREIEFIEBELTLET L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of
FAS Server>

RIHlzRLET:

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

UTHERRINE T,

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38b@3a38-9e67-494a-b5fc-ce8fe3d2idiif
: [offline CSR]

TrustArea 2
CertificateRequest : ----- BEGIN CERTIFICATE

Status : WaitingForaApproval

« IdGUID (ZofiiTid M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39)) IFEGDFIBTHETT,

« ZO PowerShell A% > FL vy ~d. BERMBIAZEOME X —DERICERINZ —RNA TEEE]
CERHEMLTLET L,

e COOXYRLY hERTTSHE. FASHREIBINZ L SICHER T 71 IILD S AENZELF T
v N, FRTZIF—DRIVARESINET (F74/L5F2048 TY),

« ZOFED PowerShell i2 & - THIMA S 1 3 ESRIGBIEFAZME F —121ET-UseTPM 7 Strue IZRE
TNTVWBTH. 771D 5DMET TPM OFERICHELRREIC—HLAVDHDIFEFINE T,

e COOXRYRLY FOETICE ST, BT 7 MIILOREDNEEINDZLIZHD EHA.

o FAS THIAT N3 BGO 1 — —ERENEF —BEIRMEORITHRIE. FASHRBLEIICT 71l
NEFHmARAENTENFERINE T,

o FASH—N—H1—H—iIREZRITY 5 & I 7 7 7L T KeyProtection &% GenerateTPM-
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ProtectedKey IC:8E L T. TPM TRESTNZ 1 —H —iIAENEF—FER TR cHTESE
ER

TPM B —RT7OERICERIN-C e #HBT3I1CIE FASH—N—ETEF—RF7HPERINER D Windows
ARV 2—T7—O7 V5= a>yadx=Foyv I LET,

@Information 22/07/2019 12:59:42 Citrix.Fas.PkiCore 14 MNone
®Information 22/07/2019 12:59:41 Citrix.Fas.PkiCore 16 Mone

1 Information 220772019 12:59:41 Citrec.Authentication.FederatedAuthenticationService 13 Mone

Ewvent 15, Citrix.Authentication.Federated4uthenticationService
General | Details

[515] Administrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: efla73d7-bb61-44af-8d21-
1159d864da2e]

F: T[TPM: Truels &-oTWVWET,

OJIEUTOLSICEST T,

Application Number of eve

Level Date and Time Source Event D Task C...
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 Mone
] Infermatien 2019 12:3%41 Citrixc.Fas.PkiCore

@ Information  22/07/2019 12:5%:41 Citrix. Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

[516] PrivateKey::Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:

[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

3¥: TProvider: CNG M[icr]osoft Platform Crypto Provider; & ->TWE Y,

FIE6: FREBEREI >3 VETHFAMITAEZ—ICOE—L. TFIALIT7AINELTT A RVICRELE T,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

FIET: LTI K% FAS #—/N\—d PowerShell ICAZIL T, iBAEERERZBKEICXELET:

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>" \<certificate request file from step 6>

RICHlzRmLET:

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt

UTHERTENET,

PS C:wlsers‘Administrator.AUTH> certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:ilsersMAdninistrator.AUTH\Des
ktoph\usmcertreq.txt
fActive Directory Enrollment Policy

£4F76160E-0BOC-4D21-A4FD-2E29502177C2}
INETH

CORRT, THEEAREO—8] V1 Y RUDNRRINZEEELHD £9, COFIOEAKETIE http (L&) &
& U'DCOM (&) BEROMAHEITY . EATESHEIEDCOM AT a v Z#RLET,
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

HERRMERENFEE SN B . PowerShell ic& T RequestlD AARFENE T,

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
Active Directory Enrollment Polic

{hF?61ﬁﬂE ﬂBﬂE 4021-ahFD- 2[295“21??E2}

ldap

Hequestld: 106

RequestId: "106™

Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

FiE 8: :ERAERI Y —/N—D3ERAIRE MMC X+ v 71 > T [Pending Requests] %2 )v o L%xd, EXRID #
HERLET, BEREHIVY L. [FT] ZBRLET,

FIE9: [RITLIEAE] / —FZBRLE Y, BEITLIEND OHERE (EXRID H—HT 3:RE) 2RD1TF 7,
HEAEE S TNV Uy I LTHEEY, [FHl] 2720V v I LET, [T71IAJE—] 20Uy I LET, i
EDIVRR— b —RBBEIET, DAN] 20U ILET, ROT7AIWEROF T a>EERLES,
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)

(_) Base-64 encoded X. 509 {.CER)
(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)

[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful
[ | Export all extended properties
(_) Microsoft Serialized Certificate Store (,S5T)

2 [Cryptographic Message Syntax Standard- PKCS #7 :[BEZ (.P7B)] %#:&RL. [FHFAD/NRICH
BHFAEZAIEETHNUL TR TEL] 2 VICTIRELHD £7,

FIE10: T RKR—bIhiitAE% FAS H—N—iCaE—-L &9,

FIE11: FAS #—/N—LETHR® PowerShell a<x> kL v bEANAIL T, EBEEBRIAE%R FAS H—N—IZ1 >
K—hL&ET:

Import-FasfuthorizationCertcificateResponse —-address <FQDN of FAS server> —-Id <ID
GUID from step 5> —-PkcaTCertificateFile «<Certificate file from step 10>
RicHlzRLET:

Import-FashuthorizationCertificaceResponge —-address fasham.auth.net -Id 5Sac3ddbd-
b484-4ebe-abfi8-4bZ2cfd62ca38 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b
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UTHERRINET,

PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-aded-87
ae-1ffo8bec27e5 C:\Users\administrator.STU\Desktop\TPM FAS Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ffagbec27e5

¢ [offline CSR]
TrustArea 1 978816cd-8b2f-4695-8c5d-08bb7df1816b
CertificateRequest :
Status 1 Ok

FIE12: FASEBEIV V- Z2&TLTHEBLE I,

~ Citrix FAS Administration Console - connected to localhost == -
Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to puklish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

A [COT—EXZFAT 2] FRICEEEDOF TV IR—IDBEVTVET,

FIE13: FASEEOYYV—LT Ub—IL] 2T7&#RL. 11 VX =)L iER) ORRICE > TREZHEEL T I,

FAS EI20> YV —ILOEMRA

I

FASEEIVY I TRA 751V OMAZTERERZRTTE RV S, AR TERKEEIREOT > Z12D
FAEEZERMNTFASNBWVERD, FASEBEIOYVY —IILOERIIHED LEHEA

FAS o#IElDtE Y b7y FFIROETH. HEAET > L — +zREEAL THEREBzEy 7y LB ¥—EX
ZFra] (BB OFIE 3) I3R1IICRZITVET:

FIEL: LTFOFTZROEEDEELT, BRI 71IILZHRELET,

<add key="Citrix.TrustFabric.ClientS5SDE.TrustAreaJoinParameter=s.EeyProtection”
value="GenerateTPMProtectedEey" />

T7AIIEUTOLSICRREINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName"™ value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.RKeyProtection" value="GenerateTPMProtectedKey' />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—%D TPM TEF—DORIMNFRINTVET, 774 EOF—DRTIF. 2048 EY FTT, BEVLD/N—RY
IT7THR-—FETNBRTDF—ZRHRELTLRETL

FIE2: H—EXRZFHFALEY,

FIE 3: FEPAKEE Y —N—h5. REFOMPAZERZFHTHEITL 7. ERUEEASENIIFINL S, EED
V=IOt Y b7y TIEFROFIE 3 HMEREBICEDD FF, COKRT. BREEIAZEONEF—I3 TPM TERK
TNTVET, (EAZRET 74 T2EFAEMTT,

FlE4: ROLSICEBRT 7ML eHELELE T,

<add key="Citrix.TrustFabric.ClientS5DE.TrusthAreadJoinParameters.EeyProtection”
value="GenerateNonExportableEey"/ >

E:
FAS | TPM TRESN - —TaA—HY—BEZERTT £ IH. TPM IFKBEORRICITEENET T 3
AREMEDH D £,

FIg5: FASEZBEHLET, CNICED. T—ERICEZER T 71 ILOBHRAAADEHI TN, TEINED
RMEINEFT, BHOBHIMWEF—IREFTI—HY—EAEF—ICFELET, CNOSDRETIETPM ICHEX—H
REINFEAD. Microsoft VI bz 7H—RBETONAE—DMERINET,

Flg6: FASEEIYY—IT [Ub—I] 2T7&FRL. 12X =)L EER) ORRICE>STHREZHELE I,

3

COBITIE. HSM IS N TV 2 BERIEBIIPAZSOMBEF - LU 1 - —IAZOMEF —ICDWVWTHHAL &
T, COBITIE. EEEHD HSM 28E L TWE T, HSM iZizZ7O/N—14—% (THSM_Vendor’s Key Storage
Provider) #¥) H&Fh&d,

FAS 4 —N—ZREBUBREBETEITITEZIFEDHEIE. HSM AR HE—IZNAN=NAHF =D R— TN TVBHE
SHEBBLTIRLETY
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FiEl: BRIV —-IEZEAL-FAS Oty b7y TEICIE. B REAETF Y7L —FOREI LU
MR DY F 7 v 71 D2 DDOFIERITERTTLET,

Initial Setup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.,

Create a rule

Arule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE2: HSMARYA—DRF a2 X> T, HSM @ ProviderName OfE%z 8L £3, HSM A CAPI ZfERL T
WBHBE., TONAA—RBRFa XY FTESKY—EXTONAS— (CSP) LRI TVBAIREEDAHD X7,
HSM A CNG ZER L TW3I5E. 7ONI Y —EF—ZRBEATON14— (KSP) @RS TWVWBaaEMH H D
£,

FIE3: BRI 7ML ERDELSICHRELFT,

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderHame="
value="HSM Vendor's Key Storage Provider"/>

T7TIIEUTOLSICRRINE T,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->

<!-- Logging: Event IDs to not log (comma separated) -->

<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CO>FIUATIE HSM A CNG ZERL TV 3 L BE L TWS 7. ProviderLegacyCsp o fiis false IC2E
INTWET, HSM A CAPI =R L TW3IEEIE. ProviderLegacyCsp o fld true ICRREINE T, HSM A
VA—DRFa XY T, HSM A CAPICN X CNG OB 5%Z AL TVWAHZHEBL T IEET W, £7. IEIHR
RSAF—4MTHR—EFINTVEIF—DRIICDOVTH. HSMARYA—DRFa XY P THIBELTLESTWL, O
DFITIE. F—DRTETI I LD 2048 EY MIRESNTVEY, BELAF—DORINBHEVON—FT T
FTHR—FINTVWRIEEBRLTIIETL,

Flg4: Citrix 7z7L—>a VIt —EXZBEFHL T, BT 71D SDEZHARAAET,

FIg5: HSMIWTRSA +—~7%4%pL. FASEEI>Y—)L [Initial Setup] 27T [Authorize] %2
Uy LCEEREERERZERL £,

FE6: Windows 1R FOFDO7 Uy =3>>IV b EFTVvILT. F—RFPHHSMRATERINTL
MR LED,

[516] Private Key::Create [ldentifier e1608812-6693-4c54-a937-91a2e 27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

#: [Provider: [CNG] HSM_Vendor’s Key Storage Provider] £ s> TW% ¥,

FIE 7: 3EPBHRIH —/N—T. :EBAHRES MMC T [Pending Requests] / — R#%&IRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
El1or e BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzHIUv U L. [¥1T] 2BRLET,

A [COY—EXZRHAT 3] FIREICEREOF v II—IDRMTVTUVET,
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Connect to another server  Refresh

Initial Setup |Rules | Advanced

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service Reauthorize

Deauthaorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

FIE8: FASEEIOYY—IT U=l 2TZFRL. T4V b—)LeEr) ORI > TREZHFEL T T,

FASGEFREX L —2

FAS TlZ. $EBAEZEDRFIC FAS 4t —/N\—_E D Microsoft sFFAZ X R 7 2R L £ H A IBOAART —ERN—EE
BLZEY,

BERMEIERAZE D GUID 24 E 9 3121 FAS #f—/N\—TXR® PowerShell %> FLy hZANDLET:

1 Add-pssnapin Citrix.a\* ‘
2 Get-FasAuthorizationCertificate - address \<FAS server FQDN> ‘

f-r 21X, TGet-FasAuthorizationCertificate -address cg-fas-2.auth.net; *¥ \AL %7
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PS C:\Users\administrator.sTU> Get-FasAuthorizationCertificate fas.stu.net

Id ;. e3044634-6790-4ded-aBee-d599bbe47ad7
Address ¢ [offline CSR]

TrustArea :

CertificateRequest : BEGIN CERTIFICATE

Status ! WaitingForapproval

PS C:\Users\administrator.sTu> _

A—Y—AEO—BZBMETBICIE. UTZANNLET:

Get-FasUserCertificate - address \<FAS server FQDN>

f7l: Get-FasUserCertificate -address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate fas.stu.net

ThumbPrint i 2A81185BBF8B696180F5FDE6FACOFBS8FBAEBOSCS

UserPrincipalName : stuart

Role : default
CertificateDefinition : default Definition
SecurityContext

ExpiryDate : 15/07/2021 16:34:50

pE
HSM ZfER L THZE+—%2F®E$ %%H4a. HSM 3> 77+ —& GUID THAITNFd, HSM mO#MZ+—D
GUID ig. ROV RLw FTEYIETE %9, TFQDN of FAS Server) &, FAS #+—/N\—® FQDN T,

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

Rl RLET:

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo S$Strue
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PSS C:i\Usershiadministrator> Get-FasUserCertifica fas3.djwfas.net

246b1112

UserPrincipalMame ]
Role - dHqulf
er+1f1Cat:Dwf1n1tiDn : default_Definition

Ex p1r30a+w

HE B

e FASOA YA —LEBRICOWTIE, TR F—ILEERL 28BLTLETV

o —REMY7%: FAS IBIBIC DL TId. TFederated Authentication Service D7 —* 70 F v DIIE] #SBL
TS,

o ZOMDEMEMAFIBICDOWVWTIE, TEHMRER) 28BLTLEIL,

tFXaUTreRy bT—T DB

September 30, 2021

TIFL—> 3 VB —E R (FAS) I%. Microsoft Active Directory & & Uf Microsoft sEBAMRE & BZICHE
LTWET, ROV FO—F— R ZORIPOEERA VI ZAMSIFvEEKIC. EFa VTRV —%
BETBZILICE ST YRTLDBEYRERLREZITO CCHEETT,

CORFaXAYPTR. FASZEMIZI5EICERT 3. EFX¥aUTrBHEOHEICODVWTHBLEY, o 1V
TR0 FvDEFa) T REICRIDFIATTRRBEEOHMEICOVWTHHEALE Y,

Ry RT—OT—XFIF ¥
ROMIE. FAS BRTHERAINIEELRIVR—X Y hretFa ) TERZRLTVET,

FAS Hr—N—id. FERAEAC P Xr> > bO—F5— &L, EF a2V T LEERA VTSRSV FvO—FL
LTHRONZBELNHD Y., 77 L—>3 VIRIETIE. Citrix Gateway & & U Citrix StoreFront ', 21—
— B ETS e MMEESI NIV R—% > b TY, 2DIEFHL @ Citrix Virtual Apps and Desktops I~ R—% >
M. FASENDOEEEZITEE A,
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Citrix Microsoft Microsoft

Federated Authenti-

ADFS Server (with

. ifi i Domain Controller
Web Access Proxy) cation Server Certificate Authority
Windows Server Windows Server Windows Server
DCOM
4 FAS User UPN

y FAS

TLS Server = Authorization ' Certificate walter@auth.local
l Certificate & Certificate Template Alternative UPN
FAS User ] FAS Authorization walter@adfs.ext

Signature Certificates

Certificate

Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

indows Server Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos i Elut
Roat CA TLS Server TLS Server | FASUser
f Ccentificate f cerificate g Certificate | Cenificate

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

T7AT70A—IILeRy bDO—0€vFaTo

Citrix Gateway. StoreFront. & & T Delivery Controller J>R—x> FRDBEREIE. R— b 443 ETTLSIC
L TREINZBRENHD £9, StoreFront #—/N—IzREZEHDH%Z1TL. Citrix Gateway 1. HTTPS @R
—~ 443 2 FERLIcA V2 —%y b LOEGDAHZRZITANNBZ L SICTIRELRHD T,

StoreFront # —N\—3HERE S 7z Kerberos ZFEAL T, R— b~ 80 TFAS H—N—@BEL 9. BEICIE.
FAS #—/\—® Kerberos HOST/fqdn ID. & & StoreFront #—/\—® Kerberos <> > 77> k ID hMEHR
IhEd, Thickb. Citrix @ Virtual Delivery Agent (VDA) Aa—#—iO05 4 >4 30ICHER, 1EIRD
B30 TERERN\Y R BPERINET,

HDXtw>a Y VDA ICEGSiSnB . VDAHKR— K 80 TFASH—N—CiBfEL £ 7, REEICIE. FAS H—/\—
® Kerberos HOST/fqdn ID. & & T VDA @ Kerberos v~ > ID BMERINEd, F£7-. VDA IZ. HFAE LT
F—ADTIERIC TERBHR/NV RV ZRETIVELHD £7,

Microsoft sFRAH#%RS 1. BEE TCP R— FDEE%ZEBH TSI 5. Kerberos ;i DCOM #ERL T, EHGZZITA
NE9d, £/, GEPAEEIL. FASH—N—IEEINEERI -2V MIBEICELZEZEFEAO CMC Ty %
RHTZILSEBRLET,
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A At T7AT I 4—)LR—k

Jx7L—2a BHiE—EX [in] StoreFront & ' VDA »5 HTTP &£H T
Kerberos. [out] DCOM $'5 Microsoft sERR#ES

Citrix Gateway [in]o517> k<25 HTTPS, [injout]
HTTPS & StoreFront #+—/\—Ff8. [out] HDX h*5
VDA

StoreFront [in] NetScaler 5 Citrix Gateway. [out] HTTPS

H'5 Delivery Controller. [out] Kerberos h*5
HTTP £&8# T FAS

Delivery Controller [in] StoreFront +—/X—H5 HTTPS. [in/out]
VDA »5 HTTP &£/H T Kerberos

VDA [infout] Delivery Controller 15 HTTP & T
Kerberos. [in] Citrix Gateway n5 HDX. [out]
Kerberos 15 HTTP £E T FAS

Microsoft sFRA#ES [in] DCOM &. FAS h5DESR

X2 T ICET 3 EREE

FAS ICIE. FASH R XA >aA—H—DRHDICEENICGIEAZEZRITTE 3L 5103, EREEDIIAELNHD &
Fo SO EF VTR —%ZERBELIUVRELTFASH—N—%ZRE L. ERZHIRITBCIFEETT,

EEINEBERI—-C b

FASBBBRI—Jx>Y b LTHEET B3 LICLk > TA—Y —SEAEZRITL £9, Microsoft sEFBRAICL D &
BI—CxY b SAETYTL— b BLUVEBERI—J Y MRAEZRTITE 31— —%2FIRTE £,
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citrixtest-DC-CA Properties |7 [HISG
Extensions | Storage | Certificate Managen:
Genersl | PoicyModde | Bxt Modue
Enolment Agerte | Auding | Recovery Agerts | Secusy
For more information see Delegated Enrollment Agentsi
() Do mot restrict enmliment agents
(®) Restrict erroldment agerts
Enmalment agents:
Everore ]
Ceficate Templates:
Pemissions:
Hame ALCEES
Ewaryone Alow
Derry |
| ok || Cacel || Mooy || Hep |

COAAMT7OI Ry I R%EFERLT. KO 2R LTIV

« [Enrollment agents] ®—%&IZ FAS H—N\—D&HMREEN TV S,

o [Certificate Templates] O—EICFAS 7> 7L —tD&HBEEFNTWVS,

« [Permissions] ®—&IZ FAS OFRHAHFRIIINTVWEII—H—DHNEEFN TV, Tz xid. EEBEJIIL—
TELEIRESN A DTN —FICBT 22— —IC FASHEERAZE ZHITTIRVLSICT R L %
SBHLET,

7Ot RGN X~ OER

DL—ILOER) €22 a>THIELTWSR L SIS, SEAENREITEINIISEED FAS IS8 9351 —H— ID 0EEZ(E
Y % StoreFront 4 —N—0O—HZBH T 5BELHD £T, ERIC, EIABORTHREBZI—F— LUV
A—H—HREEATRER VDA RS V2 HIRT B2 e N TEI &9, COBRIEIL. 1ZETHERZTTS Active Directory &
ToIZEERAMBEDEF 2 U T« HBEICBINTITLWE T,

T7A4T7 04— ILDRERE

FAS H—N\N—ADFTANTDOJBETIE. HEZREH = n - Windows Communication Foundation (WCF) Kerberos
v hD—oEGHAR— K 80 TEAHAINE Y,
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AR OJDERR

FAS &' VDA I&. Windows 1 XY FOJICEREEZEIAAET, N, BROBRELIVBEEICERTEE
Fo MRV OT) £ avIil. ERINZEEEDHZ IR FOTD—BEZRLET,

N—Roz7EFa)rqsE> a2l

FAS IC&>THEITINI——HIAZEOWBRT — 2L IR TOMEF —ix. Network Service 7ho > ok
STIVRAR— FARAOMEBEEXF— LTRESINE T, FASIZ. Exa VTR —TESN—RIzT7Ex2
DF4EDa— IR BEINZBE. COEDa—-IILOEREYR—MLET,

FederatedAuthenticationService.exe.config 7 7 1 L Tld. L NILOBESUEBRMNERTETT. 5D
REIE. MEF—DRWIHMERSNIETIBRAINET., 20O, EREAOMEF— (4096 Ew ~. TPM R
EARY) BLUT VAN LOI—Y—AEICIERRIRENMERATNZ B £,

INTA—B— Bz

ProviderLegacyCsp true IZ&RE L 7$5&. FAS Tld Microsoft
CryptoAPI (CAPI) MMERINE Y, false ICREL
f-$5&. FAS Tid Microsoft Cryptography Next
Generation (CNG) API DMERENE Y,

ProviderName 9% CAPl £7:13 CNG 7ON1 2 —D &,

ProviderType Microsoft KeyContainerPermissionAccessEn-
try.ProviderType Property PROV_RSA_AES 24
#2BL*£J, CAPI THSM 2ERAY3HBE. LU
HSM RY A —TRIDZ 1 FTEIBESNTWVIIHE
SME. BIZ24 THRIMRENHD £,

KeyProtection WEFX—D TV XR—balge) 757 2HHLET,
TB5IC. N=RFI 7 THR-bFINTVBIHEI.
FSRTFYRTSY R TF—LEZa2—I)L (TPM) O
F—APL—YOFERABHFITNET,

KeyLength RSA#ZF—DF—K, Y /R—bIN3EIF 1024,
2048, & U 4096 TY (77 4/ +iF 2048 TY ),

RIBOEEIF. ROTIL—TICHDNET,
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=11 'E

IVE—-T51 XERE 74 LA MADFRET > TL— DI VR E—ILE
& UMR:E

RXA1>OERE TI—TR) > —REDHER

SERARE D EIRE SERASRE DR TE

FAS E12%& FAS H—N—01 > X b—ILE#ERK

StoreFront/Citrix Gateway Ei##& I—H—sBEE DAL

Citrix Virtual Desktops &1&2#& VDA B&LUOY bO—5— DM

ZEBEIE. EXaV T ETIEAROTESEREEREL. SXTLDEF 2V T FEDHD. BWELEH
HNEO 7 O—F2=EBRLE T,

TIN—TR)—RFE

BEINEFAS T Vidk. JIL—FR) S —THERFEAD Tindex number ->FQDNy DLy o7 v FF—TILT
BAIINET, FASH—N—ICEHKTBIBE. 7517 MME FAS 4 —/N\—DHOST\ <fgdn>Kerberos ID % &3
LEd. FASH—N—IZ7I0ERTEIIRTOY—N—lF. ALA>Tv I RIE—D FQDN #HFOHRELH D
To 5 THRWFEEIE. StoreFront 5L T VDA BBID FAS H—N—ICEGRT B D HD £,

B XZHCIHIC. BREROIRTOIYI VI, B—DRUL—Z2 BRI czs@8HLET, FASH—/N—
D—EICEBZMZ3HE. HICTY M OHIBRPIEFOZEEIR. FBELTITo> TS L,

D GPO 0EEIZ. FASH—N—D1 YR b—ILESLTERELZELET S FAS BEE (FFF A1V EEE)
ICPRESBHEDBHDEY. FASH—N—DERFLEERIC. 20 FQDN ZBEFEALAVLSICERELTLET
Lo

FAEERET >V TL— b

FAS hr5ftd 3 Citrix_SmartcardLogon fifFAE 7> 7L — 2 FERHL A WEE. MPEEOIE—2LTETT
£9, UTOEENYR—FINTUVET,

HRRET>TL— FOBRIOEE

Citrix_SmartcardLogon 0&Z#izZE 9 3155, FIBEBOT> L — FHBFEIR>T. UTZTSHELD
D&,

o FFFAETF VL — O OE—%1ER L. FRBABOT > 7L — FHRIZEICR > TEDORZEELTELE T,
o BB —H—AVH—T 11 ATIEHRL. B FAS A®D FAS PowerShell v > REFRLET, (BED
—H - EZ—T AR Citrix DT T4 bDTFTFL— B TOERADAENRE LTVET,)
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- Microsoft MMC sEFAE 7>~ F L — kb X Fw 7« >h Publish-FasMsTemplate <> R&ER L T,
BEOFY 7L —bZRRL.

- New-FasCertificateDefinition v > Rickb. BEDTF>FL— ORAI%EA LT FAS 21
LFx9d,

2 7ONT 1 DEE
HRAET VL — hOEMRETETI XY,

BHHEETELAVT IV, FAS BT 7L — hOCOREEEAL T, FAS ZEMHROEE THE
BREE EBEICER L 7

ERNBIONT 1 DEE

INSOTANT A IFEBELBVWTLIES W, FASIEEIRET Y 7L — OIS DOREZE R L £, FAS TIZE
IZ [MBFXF—DIVRAR—bZFHATS] & [A—F—TEHTB] EFTICTNTVET,

=S TONT 1 DEE
CNSDTONTAIEFEELEWVWTLET W, FASIZERARET Y L —FDINESDHREEERLE T,

FAS TR TN BZHEDREICDOVTIF. THEF—(RiEl 2SBLTIEE L,

F—OBAGEER T ONT r DEE

INSOTANT A IFEELBVTLIEI W, FAS TRF—DEBEIFAIIT R—FIhEHA.

BETYIL—rFOnNTA OEE

INSOTANT A IFEELBVTLIES W, FASTRELRET Y7L — I R—FIhEEA,

PR ONT 1 DEE
FRBMABOR) O —ICahE TCINSDREEEETI T,

A PEYIRINGRREZTOC. EFa VT ORENRELD., MAEMERTEIRBBHENHD XY,

txaUFo7ONTs DEE

FASH—N—DII TRV MCDOHHAMDIERE L VERERDIFASINE L SIS, CNOSOREZEET S
CeEBBHLET, FASH—ERIZIE. ENLSIMOERIIBED D FEA. L. HOMAZET > FL— LR
B ROEBEDHEMTEEY !
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o« BEEEDNTVTIL— MWL THARD TIRBFEZTAATES LTS
e MEEA—H—DTFTUTL— MWL THAMDTESRELSICTS

(Group or user names:

82, Authenticated Users
ﬁ Domain Admins (DJWFASYDomain Admins)
Domain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Cortral
Read
Write
Enroll
Autoenoll

For special pemissions or advanced settings, click

Advanced.
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BT FETONT 1+ DEE

BEISGLT. FIRABORY S —ICEDETINSDORELZEETIET,

Y—N—7aANT1 DEE

BEIINZEAD. BEICKHL T, FIBHEBORI D —ICEbETINSDOREZEETEET,

RETEGH7ONT 1 DEE

INSDOBRERFEELBVTLIESTV, ChSIEUTOLSICEET IHENHD £Y,

Citrix_SmartcardLogon Properties Ii-

[ Ganeral | Compathitty | Request Handing | Cryptography | Key Attestation |
Supemneded Templates 1 Bdensions | Securty | Sarver
Subject Name lzsuance Requirements

Require the following for ennolment:
[ C4 catficate manager approval
[ This number of authorized signatures:  [4
¥ you require mors then one signature, autoenrcliment is not sllowed

_F'uicr type required in signature

Applcation pakicy h |
Apphication policy

Cerficate Request Agent vl

Fequire the fellowing for reenmlment:
(®) Same critesia as for enrcliment
() Valid existing cerifficate
Alow koey based renewal (7
Requiras subject infomation to be pravided within the cesificate
reguest.

= Control ig dizabled due to compatbity settings

OK Cancel || Mooy || Heb

i FO/NT 1 OEE

NEDREFEETCTEY, ZDREIE. Windows Server 2003 CA (R¥—<IN—>3>2) UL 348
RHOEF, 7= L. FAS R — k33 DIk Windows Server 2008 LIfED CA DHTY . LRDHBADEED.
Windows Server 2008 CA (X*¥—<N— 3> 3) %7zid Windows Server 2012 CA (XF¥—IN—T 3>
4) IR B ICK DERTBEL %42 BMEREIE. FAS TIFEEINE T,
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SERAERI D EIE

SEEABE D ERE DRI, SRR Y —N— DB, 5L VEERKEY —N—DER Y AR E T —DORT
TY,

Tr7L—rDARE

VE—TSAXEEBEORMTET T L — MIEDWIASE ZAAKENRITT 51013, EAREOEERED
TUTL—bORREERT BUENBD 9,

SUTNBEFAVTARKELTE FASH—N—D1 VI b—ILRICOABEREEAZT > FL— 2 2HT
Bh FRBATSAVOAAERTFHREIEZRIRTBZILTY. WITNDIFEH. EAREOEERE IIERIEEI
BAEOERDARICEVTEANL I FO—ILz#FL. FASY—N—0ERICETZR) S —ZFHOUENHD
9,

T71T7 I 4—IILDRERE

—MREIC. FEERERADEIRE L. AEEARBED R Y FT—0 7 77U —ILREDEEL T, ZEEHOFEZITV
7, APAKBIDEEEIZ. DCOMTCP 8LV T 717U+ —ILIL—ILZ#ER L. FAS U —N—FIFHGIREZE
KRTEBLSICTBUNTEES,

EROHR

TI7 A LTI, EREBHAZEOIRNTORIEED . 7O ERARABIAET > L —r2FEALT. 2—H—IC
HFAEERITIBD LA TEFRT, Chz. SARBETONT 0 TBERI—J > FOFIRR) T, FEOGWVWI—
=TI —TICHRTBHRENBD XY,
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|  Somge | Cericate Managers
General | Policy Module | Ext Modula
Ervolmert Agerts | Audtng | Aecovery Agents |  Secunty

For more information see Delegated Enrollment Agents)
(#) Do not restrict enrcliment agents
() Ragtnet enrclimant agents

Enrolment agents:

RUS—FEDa—I)LLEE

BERZRRBICIE. WXAZLEF1 VT ED 21—V Z2EALT. dREORITOEBHLIERZITICNTIET,

FAS &2

FAS IZIZW<K Dh D EFa U T EEDHD £,

7ot ZHM X b (ACL) I2& % StoreFront, 21— —. & U VDA OFIIR

FAStxalUFT4 ETIORLEREZDN, EEEICT7IEXTES Kerberos 7AY > FOEBETT,
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TIOEARY R BTl

StoreFront [IdP] _nh5m Kerberos Ao > k. 2—H—HELL
AN ES I L ZEEINTVET,
Kerberos 7hwo > rOWTNHNBEEZZII-HBE
ICI&. SERREMMERR S, FAS O Tl SN
—H—ICAERRENERTINE T,

VDA [GEPEFIAE] NI, GBS S UREF—ADT U A
INIYI U TY, COTIN—THOREZRITT:
VDAT7HT Y ML B AT LAREDEHHDFIRIN
24 5. |dP DBV L= BEIER/\ > RILHBETT,

Sl=nzi= IdP A D1—H—%2F7H—+rTE3hEEEBLFT,
SERRHERED THIRSSBBRI—T > by BRA T
IVEEBLTVBRICIERL TRV, —fEW
2. 7RG Z MMIE FHEDBWT AT Y
DHEMRZDCZzBEHLET, ChicLh. BF
%%\t StoreFront 7 h o> bH HERZLDEWL
BEZBLANIICEDD CEZHT T, FHIC. FXT
VEEBEQOTAUY NI COTIERGFIEI) R T
R STNBINEITIEHD £FEA.

IL—IL DR

Jha7 L 7=#8% @ Citrix Virtual Apps # 7=z Citrix Virtual Desktops O BB TRIL FAS H—N—1>T735X 59
FrHERAINTVBRBEICIE. L—IIDRIEET, BIL—ILICEENENOERA T3>ty DB D HFHIC
Kerberos 7t X #ilfE') 2 & (ACL) (&, ERICHERT BN TIEHT,

SERRMB . TV L — FDRE

HAET Y TL—bBLU CAR. TNENELRBZTIEAEDIHICHEHTEZ N TETET. mEREBRIL. &
BICISC T, HEROESVHERZIAEZHEATSL OSBRI ZIHEHHD T, fce XIE MR CHBIThIc
A—H—ICid TRE I—H—L D BERLFVABRAENETINELHHD XY,

v a s L URAEDEAE

FAS BEEEL. BLICFERASNIGEIREZ. 1— -0ty a Y TEAITZINESHNEEBLET, L XiF. &0
EROHZ TOJF ) SAEROTF VRICOAERTEE5IC. By 3> TR TEBE) SEREOHERREEIC
TBIEHNTEET,
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MEL—RESLVF—R

FAS EI2E3. FASHMEBEF—2N— ROz 7EFaVUTsEZa—I)L (HSM). R FSRTYRTSY T+
—LEVa—)L (TPM) ICREFETBELSBRTETET, LU CHERHBIAZOMEF—IF. TPMICKREFELT
RETEZZEHOLET, COF T2 avid 17512 dBAEERFHAIORTREINE T,

B#kIC. 1—H—EEAEOMEF—H TPM £LIE HSM IZREFETE Y, IRTOF—I1F TZT I XR— bFRAlgE) &
LTEML. F—&IF2048 Ew FUETHITIIEAED EE A

ARy ~OY

FASH—N—IC& > T FHALBGBRE LU IV F AN LAIARY FOOJHREINSZH. BEEEEARBICRILITS
CEHTETEY,

BET7I/ELRACEEY-IL

FAS II3. U E— MEEDKEE HBEFED Kerberos) ELUY—IAEENTVET, TO—HILEBEIIL—
71 DAN—=D FASOEZz2ENICEERLE T, CO—EBIF. TRLTHETIRENHD X T,

Citrix Virtual Apps &%, Citrix Virtual Desktops &i2#. VDA &iE5E

lActive Directory /XX T —R1 12 FAS @ TERBERND R ICZOFFETMI SN B 7H. —BEICIEK
FAS o#FIfAIC & o T Delivery Controller X VDA BEEDOEF 2V T ETIUDNEEINZ LR B Ao
Controller 5& U VDA OB IL—TDX Y N—IF. EEINLI—F—ICRETIHELHD T, BEHLAAN
YEOJZERTIHREDRDHD £,

—Agr97%4 Windows H—/\N\—tEF 25«

IARTOY—N—IINYFERLAIGEARAL, BED T 7L T I4A=INETOFIINAY I NI 72 ERATIHNE
BRHDET, tXalTFoLEBEERAVISAMSIFvOH—N—I3. YENICREBBRICKREL. T4 XTID
EBSUPREYS VDX TFIRAF T aVICHTRBRETIHRENHD £,

BET ARy MOV VE— MY VICRZICRETIHREDHD £T,

RDP 7ot Rid. EBEINIEEBEDOHICHIIRTZHENHD T, FRBIZFSIE. 2—F—ThH U b FICEEER
WEASLURAVEBEDOTAYY FTIE. AV— b A—FZFERLEOJVZVHERINDZLSICTIHELD
D&Y,

RERHR

e FASOA YR b—ILEBREICOWTIE. TR b—)LEiEm) Z8RBL TSIV
« FAS7T—FFUFvICoWTd. TBE7—F72F v #8BLTL SV
o ZOMOEFNEFIBICOVWTIE, MEEMAER) 28BLT TV
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NTA—=IRAPNTZ—

September 30, 2021

FASICI3. BEOEHFHD—EDNT A —IXVAATVEZ—DEENET,

(=) Performance Monitor

) File Action View Window Help

I EECE

@ Performance
4 _@ Monitering Tee|
B Performancd] uiskie counters
b '_; g:;::"mms Select counters from computer:
b «<local computer > v|| Erowse... |

Citrix Federsted Authentication Service -

"l | Seanch

T 11 ) g

Added counters b
Counter Parent  Inst...  Computer
| Remove <<
12:50:15 12:50:22
[oc ] [Ccomel ] fon| 0
Ume

STANCE Fare omputer

vl ——— 10 %ProceserTime  Total -~ Processorinformetion  WDDC

ROKRIE. FARAERBATYEZ—D—ETY, FICHAZINTLRWVRD, EATYEZ—F 10T ICEHRINE

ERS

E=Ya11

Bl

Average Certificate Signing Request
Milliseconds
Certificate Count

Certificate Signing Requests Per Minute

Concurrent Certificate Signing Request Count

HrID 1507 —42%ZFERAL TE I, AAEE
BEROFIYHAB (I VBN,
T7I7L—>a iR —E XA TEBRINT VSR
Z0H,
BRiD175DT—2%=2FEALTHESh. 771
— 2 a VI —ERICL > TRITIN 1 BHD
DHEFREZBZ ERDH,
7xT7L—>3a ViRt —EXTRRIMLEINTL
BIEAEERERDH,
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e

Pool Key Count

Private Key Operations Per Minute

Session Count

Low/Medium/High Load Level

588

ERICERINT. AREERERICHERATE 35—
T=ILRDF—RT DE,

B loo7r—4%2FERALTHEINZ. 771
=2 a VB —ERICK > TEITIN 1 9H7=D
DIRAZEM T — 2D,

TJx7L—> a3 VB —ERICK > TBHFEThTL
3VDAt v 3>,
TITL—2aviBii—EXN 1 pHich DiFRE
EZLERICEL THETIZ2ATDOHTEME, HEMEIL.
D 19DTF—2%EALT. BEoEHINET, s
& LIVWVEZBBID . 2B7TUEIETX
I by TOREBICKRIZeHHDET,

Windows O 74 > ORED STV a—F1 >0

November 9, 2021

CITE A—H—hREASEPRY— b A—REFERALTOS A>T 2. Windows BR300 LU T
S=Ayt—PICOVWTHRALEY, ChooOdicld, B0k e ST a—T1 I 3T3DICERATSE

BBERMIEEFNTULET,

AERAE C AR —EE

Windows Active Directory 3. 2—%—0OJF > AIIFAZEZEE T3 VW DHDHEAEX F7ZRFLTVE

ER

+ NTAuth iEBAE X k7 Windows ADRED 8. 1—H—:EBAZE %= 3 < ICRITT S:EPEHKE (0XhF
— Vg R—brINELA) & NTAuth R A 7ICEEBETZHENRHD £9. CNOSDMPBERRT 3 ICIE.
certutil 7O S LD 5RD &L SICAFIL £F, certutil -viewstore —enterprise NTAuth

o L—rBLUFBBER ~7: BE. HAZEOJ 4 YO AT LAIZE—DOHBEDAHERETIZ D, F
—VHMEAFDIZEE. IRTOYY Y LOBEERER FT7H NS DIEAZEZEA TV IUELNHD £,
JL— MR EEINIIL— R RTIC. BED 5 2 BB OHAZIE NTAUth R A 7ICHZBRELHD £

ERS

o OJF VHAZIR L JIL—FKR) > —: EKU RMDERER) > —%38EIMICHREE T 5 & 51 Windows
EEBTIEET, Microsoft D R¥ a2 XY b+ bEBBLTLEI WV https://docs.microsoft.com/en-
us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10),
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LR MURY S — B7EL]

AllowCertificatesWithNoEKU EMCTR L. AABICAY— b H—ROJ A VLR
F—fEM% (Extended Key Usage: EKU) h'&Eh
SUHELRBHD £,

AllowSignatureOnlyKeys F 74 kT, Windows I&. RSAESkEHA L%

VEERAEMEF —ZIEBLET. COF T a Vi
ZDTAIINE—%ZLEELET,

AllowTimelnvalidCertificates F 7 #JL b T, Windows |ZHIRYIN DEBAE %355
LEd, COFToavid. #0070 I)L2—%LEE
L£d,

EnumerateECCCerts EARARREEE B L £ 95

X509HintsNeeded SEERZEIC—Ea—H—TU > NILE (UPN) »&

FNHLH. EROERIFTRERBE. COA T3
VEEAT R, - —HFHT Windows 05 F
DTHOYREBETEET,

UseCachedCRLONlyAnd. KWFovo=EMCLET BERXI>I> MO
IgnoreRevocationUnknownErrors —J—LETRE)

o RX>OY O—F—HEAZE: Kerberos EHERIT 3ICIE. TRTOY—N—DET A TR Xr>0
YhO—5—) MAEEF > TVIBENRBD £F, nid. [Local Computer Certificate Personal
Store] MMC X+ v P14 o AZa—%=FERLTERTEET,

UPN B CHEBREY Yy E Y

I—H—iAER. —BE0I1—H%—FU>2INILE (UPN) 25720 FORBINRISEICEDZ 2 b8DHL
9,

Active Directory To UPN &

77 #JL b T, Active Directory ® 3 R ThH -4 —IF. /¥%—> <samUsername>@<domainNetBios> &
& U <samUsername>@<domainFQDN> ICE <K BEEA UPN ##>TWVWE T, FIATIZR X1V E LV
FODN {E. 7# L X MIXT % RoOtDSE T FUICEFNTULE Y, ROOtDSE T BE—D F XA VIZx L THE
8D FQDN 7 RL ZAEFEINTWVWBR A H B CITFRELTLEI WL,

#7-. Active Directory @ R T2 —%—I3BRMZ UPN & altUserPrincipalNames ##->TW% 3, TN
5(F2—%—o UPN #38E€ 9% LDAP T> ~UTT,

UPN Ta—%—%#&EI 3HE. Windows id. £9° (UPN 28R 33 70CXD IDICESVT) RED KXY
TEATHIA UPN Z, Sild TREUPN ZRLE T, — I 3100 2VEE. BRI UPN ZRLETHA. Cnid7
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FLRAFDELBBZ XAV TRRINZ DB ET,

BFEAET v E VI —E X

HEAZICHTH %A UPN & £ h i Wig &, Active Directory 8 ERICH L TERBRARMEBEE R
rx509certificate; BYHICRE T34 a>aH>TVWET, EDLSBRHAAEE I - —ICHRTZHIC. O
YEa—2—IFEECOBMEBRVEDE I UM TEEY (FI7AILMTREE—DRX1>VT),

AETNTWEA > aveEAITRE. - —DPH1—H-ThHUY I EEELTIOBRRDEREZ LiFfcb. C
DOEBEEDN IO R A VIR THERINS L SICLIEDTEE Y,

TALZMIBHO RXA VBB D I—H—H R X+ > ZARNICIEE LA WES. Active Directory @ rootDSE
MEERET Y EV I —EXDBMZEELET. CNEBEI/O—NILAZOJIIVICEDN. T+ LI MAD
FTARTH x509certificate BEDF v v aba—%FE>TVWET, COIVEa—4—I& MHEELIFICEIVT
FEBEORXAYTA—H—THUY FZ2HENICKRE TS DICERATIEY,

OJ7Z Y R XA>ay bO—5—OEREIf

HBIRBICEHRDOR A I bO-F—DEENZHE. BAEICED RO bO—F - EAThTVS D
ZRELTHIRI 2. OV ZFMU L TBIST 2 DICEMTY,

RXa >y bO—5—ORREIE

Windows Ic3t LT, OF# > THED Windows KX >y brO—5—%BEIMNICER S €35 -0IC. Imhosts
7 71 (\Windows\System32\drivers\etc\Imhosts) ##md % Z £ T. Windows ¥ >hMERT 3 K X1
YA bO—5—OUX+ZERATHNICKRET S EHNTEEY,

BEZOBFICIE Timhosts.sam) LWSEDH Y TILT 7 AILHHD 5, BITRD 117ZEBMLET,
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Z T T 11.2.3.4) 1& Tmydomain) K X->T Tdcnetbiosname; WS EgiDMTIISNTVWBE RXr>aY
FO—Z5—DIP7RLXRTY,

BiEE#hkic. Windows v Vg2 0iEREFEAL T mydomain icAJ 4> L%Ed. TNV INRET LIS,
COBEZRDEITHENHD CITERLTIRET WL,

FEAFRORXr>aY bO—5—DH5

Windows (2O # VEIC, A—H—%20OJF VIR R XYY rO—5—% MSDOS IBEBLHICKREL 9,
hxESEBT3ICE. O R7O0>7 T fecho %LOGONSERVERY ) %#R1TL £7,

EEICET 201, COAVYYRTRINAEOVE 2 —2—ICRESNET,
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THOY REEIXRY OB

FI7 4L LT, Windows KX YOV FO—F5—ERLATHAVY FEEOJEEMUL TV ERA. ThiE &
W=TRIVS—IT42—T, EFa2VTAREOEBARV—ENLTHETIEY, AT B L. FX1>O
YhA-5=EBtFaVTs O T 7 AIIRICENOAARY FOJEREERL E 9,

8 Local Group Policy Editor [= o]

File Action \View Help

eow 2@ = B

= Local Computer Palicy |~ || Policy - Security Setting
4 & Cemputer Configuration | Audit account logon events Success, Failure
I | Software Settings | Audit account mamagement Success, Failure

4 [ Windows Settings
I . Mame Resolution Policy

2 Audrt directary service access Mo auditing

2| Audit logon events Success, Failure
(2] Scripts (Startup/Shutdown) i) Audit object access Me auditing
a5 Slr-curlt}rifthngs. . [ 2| Awadit policy change Success, Failure
4 -4 A:.cc-:lunt PD“CIES_ 41 Audit privilege use Failure
b q Password Policy " | Buaclit process tracking Me auditing
b Cg Account Lockout Folicy | Aaclit system events Success, Failure

b g Kerberos Policy
4 g Local Policies
b Audit Pelicy
I+ [ User Rights Assignment
[ [ g Security Options

w7 Wimddmse Cisssanll wdib Adhssmead Camiising

SERAZEREEO Y
AEREDEMMEF v U

A — bH— RiEEBED DERFAE (MEBEF—FE) LTIV RAR—FEINTIBE. ROOIYY FTHRIETE F
¥, certutil -verify user.cer

CAPI O J DB

RXqs>arybrO0—-5—a21—HY—I YTl ARV MEa2—7—%F W T, Microsoft/Windows/-
CAPI2/Operational Logs oO¥ > o =&t L £,

CAPIOJE. ROL IR MU X—THIHTE £9, CurrentControlSet\Services\crypt32

1B A

DiaglLevel (DWORD) FHEEL AL (0~5)

DiagMatchAnyMask (QUADWORD) ARV b7 1 ILE2— (FARTIC OXFfff =)
DiagProcessName (MULTI_SZ) TOERE (e zid. LSASS.exe) IC&3T7 1 )L%
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CAPl o7

Xyt—2 PR

F—2 DR LSA #* CertGetCertificateChain #a—J)LL £ L %
(ERET)

KhrER LSA 1t CertVerifyRevocation # 3—JLL & L7z (4
REY)

X509 A7z b HE— R TIE. AEAZ CEAZ LMY X+ (CRL)
H* AppData\LocalLow\Microsoft\X5090bjects
ICA>TEnEy

Fr—2R) S —OKEE LSA #* CertVerifyChainPolicy # a—JLL £ L7z

(INSX—=E2—5T)

I>—3—FRK Bz

EREINTULWARVIERS AN— bA—FitEAEZ. SAEZFEALTIYEa
—2—DHEEEAER P ELMEETET B/ — bt
BAEX L 7ICERTE EFHEATLT

EERERMDF TV I TS — SERRE CRLECHARA Y ML > THEESNET FL R
PESAX— b AH—FDOCRLEZADYO—RTETEEA
TlTco RMF v IDWMADIGE. T RRAC S
STATF VDR LE T, SRS« AR+ —E#)
ZEBRELTLRTEL,

AERAEEARKR TS — HERREAOT A VICEL TVWEE A, T RIE. T—
N—:ERRE X 3B RFIAEOREMEL DB D £,

Kerberos 04

Kerberos O %# BT 3I1ICIE. RX>A2bO—-5—8KUVIVRI—F—II 2V ETROLS I FUEEE
BLET,

NTT (ETOET] & [DWORD]
CurrentControlSet\Control\Lsa' LoglLevel 0x1
CurrentControlSet\Control\Lsa\KértizDeb\Felarmkters Oxffffffff
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N1 EDRH & [DWORD]
CurrentControlSet\Services\Kd KdcDebuglLevel 0x1
CurrentControlSet\Services\Kdc KdcExtraLoglLevel ox1f

Kerberos 043> RF LI AR rOFJICHATNET,

s MERTEIRVEEEAE] RO Ay E—JIS N EETT,

e RD2D2DIZ——FIIBERIEMEMNDODLDOT, EELTHEEDD THA,
- KDC_ERR_PREAUTH_REQUIRED (WFID KX+ > > bO—5— OBFEREDT=DICER)
- FREFHRITS— Ox4b

AR FOT Ay =D

CCTlE. A—Y—pRIAEZFERL TOJA Y LEBSICR X/ aA> b O—5—6&U0T7 -0 X 7= 3 VICH
hechzasT> bUOFICDOWTERBL £9,

e RXr>ay+O—>—CAPI2OY

o RXqvayvbO—5—tFaUF40O7

+ Virtual Delivery Agent (VDA) €*aUF+,0%
VDA CAPI O

« VDAL Z7L0OY

RXr>arbO—5—CAPI2 O7

OJFVRIR XYY P O—5—I3REBDIPEELHFIIL. —EOOJ IV M EROERXTERL 9,

Operational Number of events: &

Level Date and Time Source Event ID  Task Category

{1 Information 21/06/2016 15:14:54 30 Verfy Chain Policy
{Dlnfom'iatian 21/06/2016 15:14:54 CaPI2 11 Build Chain

(i) Information 21/06/2016 15:14:54 CaPI2 90 X509 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 40 'u'n:_-ril‘)r Revocation
@hﬁ)l‘matiﬂn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

BIEARY AT A vtE—Tld. VDAILK > TIREINBZHAPBPZEICESVWTF I —VE2ERT I R Xr>a> bO—
S—_FEiZ Isass.exe #RTR L. TOZYY (KAL) #HRELF T, 421 TERROR_SUCCESS) x LTRSEN
9,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCESAFBTF18737ADAAADSCEFDOCCT505C41 76 .cer
[ subjectName] fred

- CertificateChain

[chainRef] [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)
- Flags

[ value] 0
- Status

[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDTA6318F)
[ SeqNumber] 1

- Result

[ value] a

RXr>3>bO—-5—tFaU7,07

RX>a>bO—-5—F—E0OJF VARV ERRLET BRI NI 4768 T. fAEZFEAL T
Kerberos Ticket Granting Ticket (krbtgt) ##fTL £,

CNEDFIDXyE—IJIF RXAYIYFO—5—ICWLTREATET—N—DIP U TAI Y b ZERTLET,
INEDBOXYyE—TJF RXAYOY O—-5—Ix L TRIAT D DICFERINZMLL krbtgt ICBT 32
—H—THOUERRLET,
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Keywords Diate and Time Source Event ID  Task Category o
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon
C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
), Audit Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon w
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
- EventData

TargetUserName fred

TargetDomainName CITRIXTEST.MET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106

ServiceMame krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302

TicketOptions  0x40810010

Status Ox0

TicketEncryptionType(x12

PreAuthType 16

IpAddress ffff: 192,168,010

|pPort 49348

CertlssuerMName citrixtest-DC-CA

CertSerial Number 5F0001D1FCA2ACI0F36879CEECO0000001D1 FC

CertThumbprint 23BCE5AFBTF18787ADAAADSCEFDQCCTS05C417EF

VDAtF*alUF,0OJ

OJ# AR MIHIET2 VDA EFa ) T BEOJIEA RV ~ID A 4648 DT> kU T, winlogon.exe IZ&

DEBFEINET,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI O

ZDY > 7LD VDA CAPI O L. lsass.exe hSB—DF T —YEILRBLUVRIES —7 Y XERLTHED,. B X

1>y O—5—3#BAZE (dc.citrixtest.net) Z&IELTLET,

(1) Information 21/06/2016 13:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 13:14:34 Cap2 11 Build Chain

(1) Information 21/06/2016 13:14:34 Cap2 90 X309 Objects
(j_) Information 217062016 13:14:34 CaPI2 41 Verify Revocat...
@ Infarmation 21/06/2016 15:14:54 CAPI2 40 Verify Revocat.,
':D Infarmation 21/06/2016 15:14:54 CAPI2 10 Build Chain

© 1999-2021 Citrix Systems, Inc. All rights reserved.

68



TIFL—>a il —E X 2106

- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA > X7 L0OY

Kerberos O v Mk INTVWEHEE. > X7 L4054 T5— KDC_ERR_PREAUTH_REQUIRED (##2L T
NEVWERA) . KerberosOJ# >HIh L= e 2~ d Winlogon 50T > FUZERRLF T,

@h’l‘fﬂ-rl’ﬂaﬁﬂn 210672016 1514:56 Winlegon FLLL
ll;l'Errur 21/06/20716 15:14:54 Security-Kerberos 3
<] il | 5
Event 7001, Winlogon y
[General| Detoils |
®) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEE9B383-TCF3-4331-91CC-A3CE16A3B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timaf raatard
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IR ~OY

RDOFIE. FAS TERINBIRY FOJIY FUD—BTT,

BEARY N [T7zTL—Y 3 VR —EX]
[1R> Y —2: Citrix.Authentication.FederatedAuthenticationService]

NS5DIARY MFE. FASH—N—TOEEEEICIHUTEBINET,

aJa—~k

[S001] 7 RIEE: 2—H— [{0}] IFBEBEIIL—TDOXIN—TIEBHD £EA
[S002] 7o+ R4 2—+— [{0}] EO—IL [{1}] DBEEETIEHD FHA
[S003] &% [{0}] XRFE— K% [{1}] KRELTLET

[S004] &1 [{0}] X CA[{1] 7> 7L —+ [{2} LT3} TERLTLWET
[S005] &1 [{0}] 1% CA [{1}] DIERZEOHELTWEY

[S006] &% [{0}] 1337 L LEBAEES [{1}] Z1ERLTLWE T

[S007] & [{0}] (k:FPAEES [{1}] 2B/H L TLET

[S008] &% [{0}] IFEFAEES [{1}] ZHIBRL TV ET

[S009] &1 [{0}] ks LLO—IL [{1}] ZERLTVET

[S010] 1% [{0}] ln—JL [{1}] #EH LTV EY

[S011] 1% [{0}] io—L [{1}] ZHBE LTV ES

[S012] &3 [{0}] IFERAEZ B L TWLWE 9 [UPN: {1}sid: {2} o—JL: {3}][Certificate Definition:

{AHe*a2UFsa>FFX b {5}]

[S013] &EE [{0}] IFEEEAE=HIBRL TWVWE T [UPN: {1} o—JL: {2} isEEAEES: BlE+aUFr VTR

~: {4}]

[S015] &% [{0}] IFFERAEERZIER L TV &7 [TPM: {1}]
[SO16] BIEE [{0}] 3FBAEAERAE = 1 > R— b LTVET [BE: {1}]
[S050] & [{0}] idF L WO ST RIEBmZERLTVWES: [{1}]
[SO51] BEE [{0}] 3o 57 RigpieEHLTWEY: [{1}]

[S052] BEE [{0}] 30 57 RiBRZHIBRL TWEY
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[S401) ¥ 7 v 7J L —RERTHTY - [/ — 3 > {0}][to version {1}]

[S402] =5 —: Citrix 7z T L —> 3 ViR —E X1 Network Service £ LTRITTR3HELRHD 3 []
71 {0} & L T=ITH]

[S404] Citrix 7z T L —> a VI —EXDT —42R— 2 = @EINICEEL TV ET
[S405] LR MUDBT—ER—IADT—2OBTHRICTS—HIRELFELE: [{0}]
[S406] LR MUDBTFT—ER—ZAADT—2BANRTLELE GE: 12— —iHBRZEBITINAEL)

[S407] T—ER—ZDERICEFEEL TV, LRI MIR—IDT—RIFT—EIR—RIIBITINFEEATL
Iz

[S408] #EpEd o> F L —RTEEHA - [N—2 3> {0} LAE][to version {1}]

[S409] ThreadPool MinThreads i [7—#a—: {0} =7T: {115 [7—h—: {2} =7: B ICEEINEL
Ie

[S410] ThreadPool MinThreads % [7—#h—: {0}5=7T: {1} »5 [7—Hh—: {2} =7T: B ICEETEFH
ATLT

[S411] FAS r—E 2B T > —: [{0}]

ID 7H—>3>OER [7zTFL—>a il —E X]
[1R> Y —2R: Citrix.Authentication.FederatedAuthenticationService]

INSDARNY MMEI BEEAOT—N—DI—HF-—OTF>ZT7HF—rTBE. 221 LEICFAS H—N—IC5E
BIhET,

nsa—k

[S101] r—n—[{O} iiEEa—IL [{1}] @ ID Z7H— b T BHERL B O FEA
[S102] #—/\— [{0}] i& UPN [{1}] o 7H— Mic&kBL £ L7z (BIsh: {2H3D
[S103] #—/X— [{0}] i UPN [{1}]. SID {2} ZEsRL H L7=h'. BRERTSID {3} p&Sh &L

[S104] #—/\— [{0}] {3 UPN [{1}] o 7H— MZRBL & L7 (UPNZO—IL [{2}] IC& > TS TV EE
A)

[S105] H—N—[{O} F ID O T7H—> 3> RTLE LA [UPN: {1k O—JL: 2 £F¥a2UFs2VTFX
ko [{3}]]

[S120] [UPN: {0} O—JL: {1} EF¥aVFsa>7FX b [{2}] [ ICH L THEBAEZREITLTVWET
[S121] zEBAZEAY [UPN: {0} O—JL: {1}] i [BsEE: {2} moRiTanELE
[S122] &4%: H—nN—@&fTY [UPN: {0k O—J: {1}] [1BHDDEX {2},
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[S123] [UPN: {0} @—JL: {1}] OIEFREDFITICKRBL & L7 [BI5h: {2]]
[S124] [RiERF: {2}] @ [UPN: {0} O—JL: {1}] OEBAZORITICKBL £ L7 [FI5h: {3}]

HRREMBEDITE [7 T L —>a ViR —E ]
[1~> kY —2X: Citrix.Authentication.FederatedAuthenticationService]

INSDARNY MME VDAILDA—H—DOTF>FTB L. T2 LEICFAS —N—ICR\BINET,

aJa—k

[S201] sEFRZFIAE [{0}] ICIZ/INRT—RADT I ERELRHD £ Ao
[S202

[

SERAEFAE [{0}] ICIFEEPAEAD T IV E REDH D FE A

[S203] sEBAEFIAE [{0}] ICi3O T F > CSP ADT U RENBH D FHA

[S204] sEBREFIAE [{0}] ' [{4}] IC& > THERBINF=OIF > CSPICT7oEZXLTWE T [UPN: {1}] &2
[{2}] [1&f%: {3}]

[S205] Ut L7 A > b [{0}] (EO—IL [{1}] OEBAEFIAETIEH D LA

[S206] MU LT AT > b [{0}] ISHEBAEFIBETIEHD FEA

[S208] M+ — DIIBAREL & L7 [#¢E: {0} [UPN: {1} O—JL: {2} :EPAEES {3}] [T5— {4} {5}]

Ty a VREAEY —N—[7 7L —> 3 ViR —E X]
[1R> Y —2X: Citrix.Authentication.FederatedAuthenticationService]

CN5DAIRY ME A—Y -y a vRiAEZFERAI S . FAST—N—TRBEINET,

O/ 33—k

[S301] 7€ REF: 2—H— [{0}] IKIHMRBAY— b A—RADT I XENHD LA
[S302] 21— — [{O}] IZFBARREZAY— b A— RZERL & L7 [BED: {1}]
[S303] 7/ REF: 2—H—H [{0} REZX<Y—rA— R [UPN: {1}]] —BL £tA

[S304] arEa—%—[{2}] T7/OY L [{1}] 2EiTH0 21— — [{0}] i3fE+ — S0 [{6}] D7 ITRIBX
J—bA—REEALTVLET [UPN: {3 O—JL: {4} #8en: {5}]

[S305] #%+ —DIBAKRIL & L7 [#4E: {0} [UPN: {1k O—JL: {2} 2> 73% {3}] [T5— {4}{5}],
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FAS 7H—>a> 7301 [7x5FL—>a Vit —EX]
[1R> Y —2X: Citrix.Authentication.FederatedAuthenticationService]

INSDANY MMEIC FASTH—2 3> 73500 VICE>TERINE T,

aJa—~k

[S500] FAS 7H—> 3> 7501 VD REINTLEEA
[S501] eI FAS 7H—>a> TS0 v#O0—RTEEEATLE [HI9: {0}]
[S502FAS]FAS 7H—> 3> 73501 >hO0— R ahx L [pluginld={0}] [assembly={1}] [location={2}]

[S503] #—/\—[{0}] B UPN [{1}] o 7H— MIRBML E LT (AT F VEDRESNE LD TSI 1> [{2}]
MHRBLTUVEEA)

[S504] H—N—[{0}] " UPN [{1}] o7 H—MICKBL E L (QFA VEDREINE LA, FAS 73554
VOB INTLWEEA)

[S505] #—/\—1' [{O}JUPN @ [{1}] 7H— MIKRBLE L (IS 71V [{2)] &b OJF UEHET I MR
T—2Z[{3}] e XvtE— [{4]] BERSNE L)

[S506] 7541 > [{0}] B —NnN—[{1}] O #* g% UPN [{2}]] e LTHERBLX vtE—2 [{3}] RS NEL
Ic

[S507] #—/\—[{0}] & UPN [{1] o 7H — MK L & LT (551> [{2}] p'Ish [{3H 2xO—L &L T)

[S507] #—/N—[{0}] 12 UPN [{1}] & 75— MCKREL & Lic (F551 > [{2}] p'IsH [{3}] 2xO—L &L 7)

[S508] #—/\—[{0}] ' UPN [{1}] 7 H— MK L E L UBADTIERDBRESNELLD TSI
Y [2H AIEL TV EEA)

[S509] #—/\— [{0}] ' UPN [{1}] @ 7H— MCKEL E LT QUBADTIEIDREIhE LD FAS Y
STA VI RBEINTVELEA)

[S510] #—/N—[{0}] BN UPN [{1}] 7 H— MK LE L (35512 [{2H IC& > TT 72 ZMEBHESRD
CHETETNE LK)

Workspace 3t FAS [7 =5 L —2 3 ViRt —E X]
[1R> kY —2R: Citrix.Fas.Cloud]

FAS ¥ Workspace ##&#&hE THERAL TWBHBE. ChE50ARY MAOJICRBINTVET,
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[S001] Citrix Cloud #—EXF—%ID&EX TV &9 [FAS ID={0}]

[S002] FAS o 5 R —E X &R L TW&E 9, FasHub 2 5o k#—EX URL: {0}

[S003] FAS (&7 5 RICESR L £ L7 [FASID: {0}] [FS># o> a> ID: {1}]

[S004] FAS (37 5 RADERICKML £ L7 [FASID: {0}] [FS># o> a> ID: {1}] [FI5h: {2}]
[SO05] FAS 137 57 RICIREDHEMZIXEL L7 [FASID: {0} [F5>H o> a> ID: {1}]

[S006] FAS 13757 RICIREDHEREXRETIEFRATLRE[FASID: {0} [FS 50> 3> ID: {1}] [HI5h:
{2}]

[SO07] FAS 125U R o &ML £ L7 [FASID: {0}] [F5># o> a> ID: {1}]

[SO009] FAS (&7 5 R 5 OB ERMEIRICKBL £ L7 [FASID: {0}] [FS># o> a> ID: {1}] [FI5h: {2}]
[SO10] FASH—ERIZI ST R Xvt&—I > 5 URLICEGRINTWET: {0}

[SOL1] FASH—EXIZUZ U RICEHRINTLEEA

[S012] FAS #—E =i Citrix Cloud h"5 D> > J L1 > # > THIBARIEE TS

[S013] FAS ##—E R Citrix Cloud h'5 D> Y J L1 > A > THEATE £HA. [{0}] #L<IE. EEI>Y
— LB LTLRETWV

[S014] v 57 Rt —E R<service name>DMEUH LICKELE L [FASID: {0}][r5 > o> 3> ID:
{1}] [#U5h: {2}]

[S015] Citrix Cloud "5 D X wE—JiE. MU LA I TOWAW D IOy IINELL [XyvE—
ID{O} [FZ>% o> 3> ID{1}] [MUH L {2}]

[S016] ¥ 5 kH—E X<service name>DMUH LICHEIILF L7 [FASID: {0}] [FS>H o> 3> ID:
{1}]

[S019] FAS 15 K [FASID: {0}] [r5># o> 3> ID: {1}] hhomEA T >O—RLELT

[S020] FAS 125 R [FASID: {0} [rS > o> 3> ID: {1}] [FI9: {2}] S8R %EA T O—RTEEHE
ATLIL

[SO21]FAS U 5 U RH—EXZRHATI FHATL . Hish: {0}
[S022] FAS ¥ 50 R —ERZEFLELTWET

O4'# > [VDA]
[1~R> kv —2X: Citrix.Authentication.ldentityAssertion]

NS5DAANY I, OFF VEIZ VDA TRERINF T,
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[S101] ID 7H—>a>OdF VKB L F LTz, BEATIHWIzTL—> 3 Vs —E X [ID: {0}]
[S102] ID 7H—>a>OdF Ik L £ L1z, {0} 0 SID RO FHATL [HIFh: {1H2]]
[S103]ID 7H—>a>vOd A IckBLE LT, 2—4— {0} @ SID i& {1} ToH BEIN:SID iF {2} TT
[S104] ID PH—>avOdAVICKBMLE LT 7T7L—3 3 VBiY —E RADEGEICAKLE LT {0}
[T5—: {1}{2}]

[S105] ID 7H—>a>vOd+ >, [2—%—%&: {0}][Domain: {1}] icOJ1> L TWVWET

[S106] ID 7H—>a>vOd%* >, [#EEZE: {0} IcAJ1r>LTUWET,

[S107]ID 7H—>3>vOdA VICRBL £ L, [fI45h: {0H1}]

[S108] ID 7H—> 3 >H# T~ X F L, ACCESS_DENIED [MUrH Lit: {0}]

v 3 >WiEEAE [VDA]
[1~R> kv —2X: Citrix.Authentication.ldentityAssertion]

CN5DAIRY ME A—F—DEvdavRARAEZFEALLS T3, VDAILREINE T,

aJIa—~k

[S201] R~ —btA—R o [PID: {1} 704 5 LK {2}][Certificate thumbprint: {3}] A7 o= 24
[{0}] IcEBsEc N L1

[S203]| REERRY— b HW—RHB TS RTF Lo 7OEIADEFTINE L [MFUHLT: {0k vy ay: {1}
[S204] (REERY — b W= KRB TS RTF Lo AR— M A—ROYR— D EMELINE LT

HEEBERE L UVF—RTER[7FL—> a3 Vit —E X]
[1~R> kY —X: Citrix.Fas.PkiCore]

NSDIRY MME. FASH—N—DMELARNILOESWIREEEITIIERBEINET T,

OJa—k

[S001] TrustArea::TrustArea: FFBHEH 1 VX b—JLE N F L7 [TrustArea: {0}] [fEREZ
{1}][TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: PKCS10 ERAMER I N % L7 [3:31% {0}]

[S016] PrivateKey::Create [:#5!IF {0}][MachineWide: {1}][ZO/\r & —: {2}][ProviderType:
{3}[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]
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[S017] PrivateKey::Delete [CspName: {0}, &#3IF {1}]

aJa—~k

[S104] MicrosoftCertificateAuthority::GetCredentials: {0} nfER#ERMISIhE LT

[S105]MicrosoftCertificateAuthority::SubmitCertificateRequest TS5 —#'5% [{0}] #RL £ L7z

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest :EBFZ [{0}] HEITIhE LK

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &Rt

[CR_DISP_UNDER_SUBMISSION] [&8: {0}]

IYRA—H—IS5—Xyt—

C T Windows O 7 Y R—JTA—H—ICRRINBZ—BHUBIS—XvtE—S0—BE2RLET,

RASNBIS—Xvt—2

ENRA—F—BEIENRT—RTI,

SRTLICOTFVTETEEATLR, BERIERERE
BTIFEATLS, [COERIF. HR—FThTL
FtAo

SRATLICOTFVTEELRATL. RAEDTHIC
FRAINIAY— b A— FEEAEMMEETETEEAT
LTCO

FEHER

AL L VSR

IAYEa—2—Fa—H—DENREEES L UWE
F—EZF-oOTWB AL TWETH. Kerberos K
A2 bA-5—PHEGZIET L E LT CDE
ED TKerberos 071 #BBLTLET W,
KXY bO—F—ICEHTIRVD, RXTY
I>hO—5—ICAY— b H—RBEEZ T R—F T3
HBRELERIN TV EE A, TKerberos s85E1. TR
AXA>aA> bO—F =Bl £7ld TRXr>aY b
O—5—1 sEAZEORXr>a> bO—-5—%ZF§FL
£9, chIBERAITMEENHD £79., BEFORE
NEMCRZZBETOHAKTT,

FREEERRE © )L — MERRZEA O — ALY Ea—F—
ICAYRAR=ILTNTVWEEA, TFEEAEZE N+ —F
Bl ZB8BLTRETL,

ChIEBEE. SAZEOIRFIPELCERETNTVA
Wh. RSAF—NEeEF3_czmnlxd (2048 E
v R o
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https://docs.citrix.com/ja-jp/federated-authentication-service/2106/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure
https://docs.citrix.com/ja-jp/federated-authentication-service/2106/config-manage/troubleshoot-logon.html#certificates-and-public-key-infrastructure

TIFL—>a il —E X 2106

REBHR

o AX—hH—ROTAVEDOR X1 U%ERLET: http://support.citrix.com/article/CTX206156

o A¥—hrA—RAFFVRU S —: https://docs.microsoft.com/en-us/previous-versions/windows/
it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)

« CAPIOZ oE#k:http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-
pki-problems-on-windows.aspx

« Kerberos o7 o&E#k: https://support.microsoft.com/en-us/kb/262177

e U —RFRN—FT s OHBE¥EAZFERLTANYN—MI—RFOJTA >V ZENNRTIHDOAHIREZ 12
https://support.microsoft.com/en-us/kb/281245

PowerShell av > RL vk

September 30, 2021

SYUFIIBREBEATIREIITL—YavBEY—EX (FAS) 8BI> Y —IILbERTI£3H. PowerShell >
RA=T A RCIIEDFHEMABRA T a o HDFET, AVYV—ITIRIERTIAVA T a Vv EFERTIHEIE.
PowerShell 0#%#ER L THEREITS e 2 8E8HLET,

RDAT Y RIC& 2T FAS PowerShell <> RLy BT E T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

PowerShell 71 > R Tlk. Get-Help <cmdlet name> %#EBLT. AXY KLY DAL TERFITEET,

FAS PowerShell SDK v > F L v MIZDW T L < I&. https://developer-docs.citrix.com/projects/
federated-authentication-service-powershell-cmdlets/en/latest/Z 8B L T &L\,

BREAT7—XTOF ¥

September 30, 2021

IFL®IC

7x7L—> 3 EBEt—E X (FAS) 1% Active Directory sEPRI#EE #5& L T, Citrix BB TO > —LL XA
—H—REHEERT 3 Citrix AV K-> FTT, CORFAXY FTIE, BEICELT. SEIERBT7—F5
IFvICDVWTEHALE Y,

FAS iEMk I3 &, EEI N StoreFront —N—IC2—— RO HMHAEEINZE T, StoreFront I25:
o Web 72/ O #RAMICERERINIEIL b UREA TS a > 0aIENEE Y b 2EH L TH D, StoreFront
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Jr7L—2a FEEY —E X 2106

—F—i7

[Z7VY-]

SDKSH—RN=F1 DS PS50 0% ERLTARZBICHIRTEET, BERNLRABEL Web - bAd
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Storage . )
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, x64-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe neoeuet bew ar pnarads vegir sdition of Windoses

Sy by THEFINS L. Microsoft Edge @ Web 754 —id. Azure SaaS 77U r—> 3> d Web R—
Ih5. &0 Web #1 k% Citrix ORB7 7V r—> 3>, &0 Office 365 X d Azure 7 FUr—> 3>
ICBBNICY > F > LES,
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B Access Panel Applicatior %+ d
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ

Microsoft Azure gearge@

pes

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

T—®FUF v

COT7—FTIFvTld. Azure AD % Office 365 RE DRI ST RT I /AT EDHBEICED . RKDBER Y
Fo—oh Azure RICRERICERTINE T, IRTOIVRA—HF—HI)E—+rT—H—BHRIN. HRTV LS
Iy hEICIEI Y RA—H—DEELAVEVWSOVE ST,

Azure AD Connect DEIEAY —E XD, 1> FZ—% v b ETAZUre NDIBEL & LTIEET 370, BBFEOA VT
LIRVRATLERODEEIICOETILEERA TSN TETET,
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Azure ’\
“E Azure AD

Synchronization

& S 1
s AD
Citrix Yirtual Desktop
& ?EI::1=-:-;
1
C|0Ud Ty Ame=rt
it

TFRATHREBHPO VTN YA 2T VWRIE RRIET 710 77+ — L TREI N LAN %, Kerberos sB:EH &
UNTLMBBFET LD, SOT—FFUF v Tl Azure AD TLS S LU SAML AT NSICE > THRDD £,
Azure 77V r—>3>® Azure AD ADBIMICE D, HILWH—EXDREAZBINTWE Y, Active Directory
ERBrIBIREOTSI)T—3> (SQLServer F—42AR—27%KY) |E. Azure 57U RH—E ZX® laaS &9
IC$H 3. 1ZEEMZ Active Directory Hr—N—DEEY > VA2 FRL TRITTI £,

A—Y—HRRDOT TV —> 3> %28 T 5 . Citrix Virtual Apps and Desktops O RBE7 FUr—>3>%
FERLTT7IERLET, MicrosoftEdge > > J L+ A ViR ERL T, 2—%—0 [Azure 7 7/ —
2av] R=IHSIETELRBEOT SUr—>a>PBEThES, £/ Microsoft &, Azure 7 77—
AVO—BRREEHHTETS Android ELTIOS 77U ERELTVE T,
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DNS vV — > D1ER

Azure AD Tid. BEEDNNTVYIDNS7RLRAZERL. FXAVET T v I ROERV -V 2EETIHE
PHODEYT, CNEERTIT3oHIC. EBEIFAzure DNS V- HEEZERBTE F 9,

CDfFITIE. DNS YV —>% citrixsamldemo.net z{ER L £3,

Essentials -~

Fesource group

citricsamldemo

Subscription name

Visual Stucio Professional with RSO

Subscription IC

df22436f-d4f9-46ae-be7Tb-6470¢cdaeefca

HAME TYPE ™
@ M3 172800
@ S04 3600
fs CHAME 3600

Mame senver 1
nst-0l.azure-dns.com,

Hame server 2

ns2-01,.azure-dns.net,
Mame server 3
ns3-01 .azuré-ilns.ﬁrg.
Mame senver 4
ns4-01.azure-dns.infao,

WVALUE

nsl-01,azure-dns.cam,
ns2-01.azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

Email: azuredns-hostmastermicrosafl...,
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

adfs-citrisamldemowesteuropecloud... |,

>V =)L Azure DNS R— L —N—DERIDPREFIINET. Ch5iE. V—YODNSERONS IV FUT

|
SBIZIBELRHDET (fB: citrixsamldemo.net. NS nl-01l.azure-dns.com),
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Azure TEITTNBRETS VADBREEMNT 3HBEId. CNAME R~ >4 —%. Azure HEET 3 RETS VD
DNSLO—RICERAITZIDONRBLEETY, REYI VO IP 7 RLZADPEEEINTVSIHFEIF. DNSY—->T 71
IWEFEHTEMIZBERIHD FHA.

RBELTVIMEDO DNS PRLZHY 70w Rid. TOERBIC—HLE T, R X1 i citrixsamldemo.net T, X
71w~ DNS (R&T 10.0.0%) #EAL £,

Web 7 FUr—> 3> rOxo—N—%258B 3%, Mfs.citrixsamldemo.nety T> FUZREBMLET, ShHT
DY—>DITTFL—La>H—ERTT,

730 Y —EXDER

CDfFITIE. Azure TRITEIN3 ADFS H—N—DREBI /- ADBIEZ ST, CitrixBiE%#BRLET, V5UR
H—EXEER L. Tcitrixsamldemoy ¢ &J1F£9,

URL

WEB APP QUICK CREATE
L 4

— (loudapp.net
VIRTUAL MACHINE i-"‘i CUSTOM CREATE SRLCARRLNE
REGICN OR AFFINITY GROUF

ﬂnﬁ @ MOBILE SERVICE West Europe v ‘

"-‘
fasal @ | CLOUD SERVICE
s

ﬂ EE_M BATCH SERVICE

CREATE CLOUD SERVICE v

Windows k%87 > > D1ER
IS5 RY—ERXTEITEINDS Windows RET > > % 5 8K L £,

+ RXs>a>¥kO—35— (domaincontrol)

+ Azure Connect ADFS #—/\— (adfs)

ADFSWeb 72t€270%> (RXAvicsmLTWaAWWeb 77U r—> 3> 70%Y)
Citrix Virtual Apps and Desktops @ Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

5
s All resources
. S * Name

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

™

Virtual machines (classic) * Passwiord

B virtual machines

'% Subscription
SQL databases I e Visual Studio Professional with MSDN
& Cloud services (classic) * Resource group
A citrixsarmkdama ~
W security Center T Window Dat
Location
? Subscriptions Waest Europa hd

Browse »

KXA>a>Y hO=5—

+ DNS t#—/\—& & Uf Active Directory K X >H#—EXD&EI%BML. 1Z#897% Active Directory B
MEERLET (ZoflTid. citrixsamldemo.net), K X1 > DFEHET L7z5. Active Directory
HEBREY —EXRDEEIZEML X T,

o FAMRICEEOI—Y—THUY bEERLET fHl: George@citrixsamldemo.net),

o DY —N—TIZAIEL DNS BTN 370, IRTODH—N—IEZDNSFERICCOY—N—%2BRBT 34
ENHOET, Chid. [Azure DNS £E] R—TJTITWVWET, FLLIF. CORFa XY bOffREER
LTLRETW)

ADFS o> ~O—5—r Web 77U r—>3>7/Ox % —N—

o ADFS —/X\—% citrixsamldemo R XA VICBMIEE T, Web 7 FUr—> 3> O —/N—id.
PEINTET—VTIN—FICe EF20%ENHS7-H. ADDNSTDNS 7 RLZREFFHTERLET,
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« Th50H—/N\—7T Enable-PSRemoting -Force I<> KL v t%#RfTLT. Azure AD Connect v —
IWhE 777 +—IEBRADPS VE—FT I ZEBMLET,

Citrix Virtual Desktops o Delivery Controller ¥ VDA

« Citrix Virtual Apps # 7zi& Citrix Virtual Desktops @ Delivery Controller & VDA % citrixsamldemo
IZBmML7%ED 2 80 Windows HH—N—iZA > X b—JLL £ T,

A& DNS D1ErK

RX>a>brO—5—0O1 YA M—JLEIC DNS r—N—%#Em L. citrixsamldemo.net DAZE 1 — %= MIB
L. 9MEDNSH—N—ICWH L TT 37— — LTHBEET DL SICRELET (fl: 8.8.8.8)6

2 DNS Manager X
File AMction View Help
e« R EBeE Hm § 86
&, DS Mame Type Data Timestar
4 F DOMAINCONTROL _msdes
4 || Forward Lookup Zones | sttes
[ |z _msdes. niet '_:tu:p
D: | ~ _udp
b [ Reverse Lookup Zones | DomainDnsZones
B Trust Points _| ForestDnsZanes
k - Conditional Forwarders ] (same as parent folder) Start of Authority (S0A4) [24], domaincaontral. static
b [ Global Logs ] (same as parent folder) Mame Server (ME) domaincontral, static
] (same a5 parent folder) Hiost (4) 100,012 13520
5 adfs Host (4) 10.0.0.13 5/13/201
] domaincantrol Hist (4) 1000072 static
His Host (A) 10.0.0.13 static
Ewap Host (&) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
« L] >

BN LI-RFZEBMLEY,

« wap.citrixsamldemo.net [Web 77U 4o —> 3> 7OF P DRETI VIER XA VICBML EEA]

o fs.citrixsamldemo.net [RZ 7z FL—> 3 >4 —

N—DF7 RLX]

+ enterpriseregistration.citrixsaml.net [fs.citrixsamldemo.net ¥ @ L]

Azure TERITETNBIRTOREIYI VIF. CODNSH—N—-DHZEBTBLSICERTIHBENHBDET,
g 2y bI7—=014>2—TJ 1A GUINSRITTETET,
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AN -y DHS servers @

* Primary DMS senver

SUPFORT - TROUBLESHOOTING

B Auditlogs > 0005

u MNew support request b Secondary DNS server
Sub
df22436f-daf9-46ae-beTb-6479cdaeefca

GEMERAL

Properties
A 5 =3
i 1P addresses >
BH ONS servers >
@ Metwork security group >

F74)LETIE. WEFIP (10.0.0.9) 7 RL RIEFMICEIDHTHNET, IPT7RLADREEZFERLT. IP7R
LAZXKGRICEID Y TR ENTEEZ T, Chid. Web 7 FUsr—> 3> 7OfsH—N— RXr>a>rbhO—
S—TROITITZIHELRHD T,

4N DNS 7 B L X DB

REE<> VRITEFIC. Azure IE. RETI VICEIDYTHENFEREDONTU VI IP 7RLRZIETEED DNS VYV —
SH—N—FEELE T, Azure 3T 7 4L FTRRETS VORBEICIP 7RLXZEDYTSEH. ZDEF
BIEEEEDICLET,

- DomainControl8733 Settings = Configuration

AR (7 Assignment
B e
SUPPORT « TROUBLESHOOTING
1P address @
B Auditlogs > 13.84.252.54
& Newsuppon request N ldle timeout (minutes) @
a
GENERAL DHS name label {opticnal) @
! - i domaincontral-citrsamldemo
Properties > -
e westeurope.cloudapp.azure.com
& Configuration >
\dd tiles
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

Voo v v

Bl Export template

ZofFlTiE. DNS 7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %. KX~
YAV EO—-F—ICBDETTVEY,

E—MERORTRICNTUY I IPT7RLRZEMCTZHBELNHZDIE. Web 77U r—> 3> 7Of>

Citrix Gateway RIS VRIFTTH B RUTEBL T RET WV, (BRTIF. BEAORDP 772N TU YT IP
T RLZBMERAINET),
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tFXaUT1TIN—TDER

Azure 7SO RIE. EFa VT 0N—TZ2FRALT 122—3y b SRETSOADTCP LUV UDP 7o+
ADT7ATI7A—=ILIL—ILEEEBLET, TIA4ILETIE. IRTORETYSVTRDP 702 AMHFIINET,
F7-. Citrix Gateway 8&UWeb 77U —> 3> 7O0F 8 —N—Tld. R—+ 443 TTLS 2T 3 HEN
HDET,

Essentials ~ AR D
Resource group Security rules
SURPORT + TROUBLESHOOTING itrizsamldemo 1 inbound, 0 outbound SUPPORT + TROUBLESHOOTING
ssodated with
B Auditlogs > 0 subnets, 2 network interfaces W Auditlogs >
& Mew support request > & Mew support request b
GEMERAL ENERAL
Il setting s
Properties > Propenti >
| 1P addresses > ou >
B DNSservers > >
@ Network security group > W b
Subnet >
RESOURCE MANAGEMENT

ADFS :FBRZ DER

Microsoft sFERI%RE T Web 4 — /N—3FBAE T > FL— hZ2BHMICLE T, ChICED. PRX T 71ILICT I RR—
b MEX—HEL) TIF3. HAZLDNS PRLRAZHEOIRELERTI£d. PRX 771 L2 BkA TS 3
VICTBICIE. CDHBAEZR ADFS ¥ Web 7 U4 —> 3> 7OF S —N—DOEAICT VA F—ILTE3HENRD
DEJ,

ROY Iy b BEFEALT. Web r—N—ZEREZRITLF T,

« Commonname:

- adfs.citrixsamldemo.net [J> P a—%—%]
+ SubjectAltname:

- *.citrixsamldemo.net [V —> %]

- fs.citrixsamldemo. net [ DNSo x> )]

- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File  Action V .
a A £\, sublect | General | Extensions | private Key | Certification Autherity
Ll 1 Ll i =l Certificate Enrollme The subject of a certificate is the user or computer te which the certificate is issued. You
(B Console Root can enter informaticn about the types of subject namie and alternative name values that

can be used in a certificate.

4 (G Cetificates (L Request Certificats

a [ Personal Subject of certificate
) i The user or computer that is receiving the cerificate
o — Certifi You can request the fiol P 9
b [ Trusted Rg click Enroll. Subject name: : .
i [ Enterprise Type: CH=adfs.citrisamldemao.net
b Intermedid |
. C t Commen name
b [ Trusted Py [ Computer |
= Value:
b & Untrusted [¥] Web Server
r d 1‘““:-:3: L More info |
Pl Vrugted Pe o
b 7 Client Aut The following opt Alternative name:
- Type: |
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car istration.citrixsam

- 1 - Value:
- Walid! o
b [ Trusted De iy peri |

[]5how all templates

NRT— R TRESNIEF—2BD. FEAEZ PRX 77 MIILICTVZAR—-FLET,

AzureAD oty ~rT7 v

Zoto>a>T. FiLWAzure AD 1 > X2 > X%ty 7w 7L T. Windows 10 % Azure AD iIC8iN3 ¢
B1-DICEATEZ2—H—ID ZERTBHEICDOVWTEHHBALE T,

WLWTr LI MU DIER

Azure 5> woR—2Z)ICOTF > LT FILLWTFo LY MU EERL E T,
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAMLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TTTBE. MER—JHRRINET,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

) | Integrate with your local directory

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|"\

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

JO—-NIILEBEEI—5— (AzureAdmin) D1ER

Azure TH/O—NIILBEEZERL (COHTIFAZUreAdmin@citrixsamldemo.onmicrosoft.com).
COFHLWFAHIYFTATA Y LTNRT—REZELE T,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

Azure AD ZfER L7 B X1 > DERR

TI7ANWNETEH A—F—FROEAXDX—ILT7RLATHMNINET: <user.name>@<company>.
onmicrosoft.com,

D7 RLRIGBMOBEA L THEELETH. IVRI—F—DX—ILTHIY bE—KT 3. ROZEFEKD X
—ILT7RLZEEEHLET: <user.name>@<company>.coms

[RXAYDEM T A—HF—DEHD XA UHEDULALLY L EERLET, COFITIE. citrixsamldemo
netz@FHELEY,

ADFS #> > U WA >AUICEY R Ty FLTVWREBEIE. FIVvIRYIRIIFIvIR—IEANNET,
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ADD DORMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

Azure AD Connect v > X +k—JL

Azure AD #58 GUI OFJE 2 & D. Azure AD Connect ® Microsoft # 9> O— RR—JICUA AL I T H
F9, CNE ADFSREITI VAV A= LET, [BEERE] TlEH< [ARFZLIYRA =)L) ZERL.
ADFS A 7> 3 b FBETESLS5ICLE T,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

[ADFS 07 xz7L—>3Y] VIS AYF AT aVvBIRLES,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

HODLOHDERLICEET AT MTAzure ICESILE Y,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

REBAD 7+ LR bZBERLET,
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

Active Directory ORRDF T bEIARTAzure AD AL £,
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Domain and OU filtering

Express Settings

Required Companents Directory: [ citrixsamidemo.cloudappnet | =] L Goale s
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols
Syne 4 [ citriksamldemo.cloudapp.net
Connect Directories [ Builtin
Domain/OU Filtering Computers

dentifying users Damain Controllers
- ForeignSecurityPrincipals
Filtering g Y p
Infrastructure
tional Fe
Optional Features LostandFound

ADFS Farm Managed Service Accounts

Azure AD Domain NTDS Quotas

Configure Program Data
Verify System
Users

RERRDERDRER R

Configuration

TALY FUBED S Y TIILBISEE. - —B0—BHRICKFELT. OJF >3- —%=#HFTBLHT
TET,
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Uniguely identifying your users

Express Settings

hailMickMName atinbutes

Domain/OU Filtering

Identifying users

Filtering

CUSTOM ATTRIBUTE

Optional Features

AD FS Farm . " .
Select how users should be identified with Azure AD.

SOURCE ANCHOR @
| objectGUID [~

Azure AD Domain
Configure

WVerify

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

Required Components Select how users should be identified in your on-premises directories, [ 7]
User Sign-In ® Users are represented only once across all directories.
Connect 1o Azure AD ) User identities exist across multiple directories. Match using:
5}'|“.C o Mail attnoute
ki M s e Evi b ot & A EE D e CSIP-Ofainstarsie stk
connect Directories ObyectSID and msExchhMasterdccountSID/msRTCSIP-OnginatarSiD attnbu

FIAINCDTANR ) TF T a>m2ERTIN. HAIVWEI—H—TNTIRAEBEDTIL—TE Y MIFIR

L£9,
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Filter users and devices

Express Settings

Reguired Components Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.
User Sign-In # Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected @
Syne OREST GROUP
Connect Directories citrixsamldema.cloudapp.net I_;..:_T_, 2 name or DN of 3 group Resolve

Domain/CU Filtering

|dentifying users

| fiteing |
Optional Features

AD F5 Farm

Azure AD Domain

Configure

Verify

Previous

MEIZIE L T Azure AD /XX — K% Active Directory Lt RAfig 2 e TEE Y, Tk, BHE. ADFSR—X
DB TIIBEDH D FE Ao
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.
went @

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

HBBED PFX 7 71)L% ADFS TERT3 LS ICBIRL £9, DNS R L T fs.citrixsamldemo.net 35 L &
ERS
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/OU Filterin - » . ) )
g ) Use a Certificate installed on the Federation Machines

Identifying users

Filtering CERTIFICATE FILE @)

Cptional Features |c:\users\Freu.c|TH|15AMLDEaneskmp\.adh.pfx | | Browse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

TOFH-—N—0BRERHZIEBARHI RTINS, wap.citrixsamldemo.net f —N—D 7 KL X &N
1L £, Azure AD Connect "R TEF 3 L5 Web 77U r—> 3> 70F%F > H—N—0DEBEEBELLT
Enable-PSRemoting -Force Y > RL v b ERITTIBRENHIBENHD 7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect to Azure AD | THOE 3 Server name or 1P address Aded e
Sync
Connect Directories SELECTED SERVERS
Domain/QU Filtering & vDacitrisamidemo.cloudappnet  Remove

Identifying users

Filtering

Optional Features
AD F5 Farm

Federation Servers

Credentials

Service account
Azure AD Domain
Configure

Verify

Previous

E
Remote PowerShell M OBETIOFIEICKB L FEIEF. Web 7 XU r—> 3> 7Ox>oH—N
—HERXAVIZBIMIETHTLETL,

T4 F—ROEDDFIBICOWVTIE. BEDBEENIT—REZFALT. ADFSOY—EX7HY Y b EERLE
9, Azure AD Connect ic&bD. DNS V-2 OFRBIEEDKRIINRD SN FE T,
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory,
DOnaiN: &

| citnixsamldemo.cloudapp.net |~

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

TXT record:
Taxt: MS=ms59661451

MX record:
Destination: ms59661451.msv1Linvalid

You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—ReMXLIO—F%Azure D DNS 7RL XL O—RIZEBML £,

MAME TYPE

=]

M5

@ S0

= TAT

TTL WALLE

ns1-01.azure-dns,com
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefrash: 3600

Retry: 300 rer
Expire: 2410200

Minirum TTL: 300

172800

3600

3600 ms?0102213

s CMAME 600 adfs-citricsamldernowesteurepe.cloud... |,

Azure EBO>YV—ILT [H&EE] #0Vv o LFET,
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CitrixSaml|Demo
&3 USERS GROUPE APPLICATIONS DOMAINS CIRECTORY INTEGRATION COMFIGURE EPORTS LICEMSES
DOMAIN NAME THPE STATUS SIMGLE SIGN-ON PRIMARY DOMAIN e
citrsamidems cnmicrasoft com Basic Artive Mot Available fes
xE:

COFIEICKKL5EIE. Azure AD Connect #R{TIBRIICK X1 U EBEL 9,

TR, M7 KL X fs.citrixsamldemo.net 7R — + 443 TG INE T,

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federaticn service name fs.citrixsamigzme.net was verified and resclves to the following addresses;

10,0013

& The Extranet configuration was successfully verified.

The federation service Name fx citicsamidemo et w35 verified using an external DMS server and resolves to
the following addresses:

104.45.19.206

Verify

Azure AD NDOEIMOEK

Windows 10 7 Azure AD ANDBM%ZRTTEELS5. X—ILT7RLAZANATSL. ADFS 2383 HEHLH S
CNAME DNS L O— R OERIC DNS # 7 ¢ v o XDMER SN E T (enterpriseregistration.<upnsuffix>).

CDBITIE. fs.citrixsamldemo.net&& D £7,
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enterprissreristration.citrocamibdemo.net | ‘|
Type

CNAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fo citrisamidamo nat ")

INT ) w EEERMER# R L TULW A WESIE. Windows i ADFS H—N\N—% {53335 & 5. ADFS @ JL— MEEREE
#Windows 10 A FPa—42—ICA YR F—JILLET, 5P ULDERINIBEDI—H—THU Y FEFERL
T. Azure AD RXA 28 mMLE Y,

l

Let's get you signed in

Work or school account

George@citrixsamldemo.net

Password

| forgot my passward

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business

services from Microsoft).

Privacy statement

UPN iZ. ADFS kRXr>a>+O—5—T

B
Bty A

#ENB UPN e —HIBUEDH B CEITEFRELTLRE L,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

X=)L7RLRAZFERBLTIYY VOBES O 4> %2170, Azure AD ADSMAERBICITONI-C C ZHREL £
¥, O 4> 9%k Microsoft Edge #'#2&) L Thttp://myapps.microsoft.comiZiZEgiL £ 9. T Web # k
Tk POTNYA A DEENICERINE T,

Citrix Virtual Apps %7:i4 Citrix Virtual Desktops 1> X +—JL

BEOAZET, Citrix Virtual Apps # 721 Citrix Virtual Desktops @ I1SO #* 5. Delivery Controller & & U
VDA RIEET > V% Azure ICEEA VA M—ILT B3N TEET,

Z 0fiITiE. StoreFront i& Delivery Controller t R LY —N—IZA Y X b=)LETNTVWEFVDAIZRZ> R 70O
>® Windows 2012 R2 BRDS 7—H—r LT~ X k=)L & 1. Machine Creation Services L I#& L TWF
BA (TR LA T3 THERTE D TEIEY) EEEGITT B81IC. 1—H— George@citrixsamldemo.net
PNRAT—RTBAETETZ e 2B LE T,
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HE |

é @|® httpe//localhost/ Citrin/Storel O = G| @ Citrix Receiver ﬁ{} ﬁ éﬁi

DESKTOPRS

Citrix StoreFront e =

f‘ll’- i Desktops

Details

Azure

StoreFront i —4—&®KI1E#HR %A LICFREL T = % & 5.Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell %> kKL w % Controller T®RITL £,

JxT7L—2a3 il —EXRDO1 YR =)L

ADFS ##—/\—IZ FAS %#-r > X k=)L L. Delivery Controller #*£% T = % StoreFront ¥ L Tikge 9 370D
W= %E#EBRLET (ZofITIE. StoreFront At Delivery Controller L RILRBY S VITA Y X =LA TV
37=8)e T2 E—ILEIER) ZBRLTIIEI L,

StoreFront 0#EK

Delivery Controller A Ea2—4—iEFREZERL &9, £7co R— b 443 1Z IS /N1 > RZR5E L. StoreFront
DAR—RT7 RL % https: ICEEL T, IS & StoreFront THTTPS MERINZ LS IR L £,
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’
N
¢y

JzFlL—>3

a8 Citrix Studio =||=) =3
File Action View Help

e« xE B[E

] Console Root . ) Actions
4 B Citrix Studio (citrisam ClTR!x m -
O Search

I Machine Catalogs Add Server

[ AppDisks Server Group Change Base URL

£, Delivery Groups vi ,

Al Applications Group details =

[= policies G Refresh

[# Legging Sase URL: httpsi/ddc. H Hep

4 @ Configuration Number of servers: 1

£ Administrators Configuration;
= Controllers Modify the base URL for services hosted on this deployment, For multiple server
= Hosting deploymants, specify the load-balanced URL for the server graup.
a Licensing
I3 StorsFront
[ App-Y Publishi Base URL: | https:f/ddc.citrixsamldemo.net ]
£ AppDNA
@ Zones

4 Eb Citrix StoreFront

3 stores oK Cancel
o o =

< 1] | >

(Change the base URL of the server group. |

StoreFront T FAS H—N—NEBAINZ L SICEHML (T2 +—)Le#Ems @ PowerShell 71 7 %/
LEY). Azure NTHZT R +EITVWET, FASH—N—DARY bEa2—7—%F v o LT, OF7F>IC FAS
HERINZ =R LE Y,

File Action View Help

= 7o

| PRSI Application  Mumber of event

| L CustornV :
al ‘-i Windows Date and Time Event D Task C...

E Applic ¥ Information 5/31/2016 9:47:35 AM Citri.buthentication. Federated AuthenticationService
] securi @Infomatiori 3/31/2016 9:47:35 AM Citrix Authentication. Federated AuthenticationService
] Setup @lnlomation 5/31/2016 94713 AM Citrix Authentication Federsted AuthenticationService
7] Systen {Dlnlonnatian 5312016 %4819 AM MESCLSMICROSOFT==WID
] Forwa @lnformution- 5/31/2015 94544 AM Citric-Authentication.Federsted AuthenticationSendice
b Applicatic @lnfﬂm‘lution- 532018 54543 AM CitricAuthentication.FederatedAuthenticationService
- Subscripti (1) Information 3/3/2016 S44:33 AM Citric Authentication.Federated AuthenticationService
@Inlﬂm‘lation 5/31/2016 244:39 AM CitricAuthenticationFederated AuthenticationService
@Inlﬂn‘na{ion 331/2016 2:41:23 AM MSSOLSMICROSCFTE=WID
@Inlﬂm‘\ation /3172016 9:38:37 AM Citrix.TrustFabric
@Inlo:matinn /3172016 9:38:37 AM Citrix.TrustFabric

Event 204, Citrix. Authentication. FederatedAuthenticationService

General |Details

[S204] Relying party [| \WDAS] accessing the Logon CSP for [upn: george® net] in role: [default]
[Operation: SignHash] as authorized by [ WDDCS]

Log Mame: Application

Citrix Gateway # £/ 3 % 7= ® StoreFront O

StoreFront B>V —IL0 [FREAZEOEE] GUI ZEMAL T, StoreFront H'3R:EIC Citrix Gateway Z M
TBHLOHEELFET,
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting is applied when users log on wath smart cards,

[+ Fully delegate credential validation to Nethcaler Gateway

Citrix Gateway :R3E+ 7> 3 V& #HE 7 31Cid. Secure Ticket Authority (STA) @#a# & U Citrix Gateway
TRLAOERZEITVWET,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

1] Enable Remate Access
Select the permitted level of access to internal resources

() Albow users to access only resources delivered through StoreFront (Mo VEN tunmel) (i ]

(®) Allow users to access all resources an the internal netwark (Full VPN tunnel) €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: [ [¥] NetscalerGateway

Default appliance: | NetsealerGataway
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FLWAzure AD 77U 45— g % StoreFront AD > > F LY > F VIR

ZOtET>a>TiE Azure AD SAML 2.0 > > J LT+ > # Vi ER L £ 9, JTEIL. Azure Active Directory
TLITLYTRIVTSavHBETT, Azure AD BEBY—ILT [HLWTIUr—>3a ] #BRL. [(Fv 35
D=7V r—2a>zBmliEd] 2BRLET.

f N GA X
. . c ) . . ~ 1
Add an application for my organization to use »
FEATURED APPLICATIONS (17) NAME
o ’- Add an unlisted application my
I CUSTOM . ‘ organization is using StoreFront
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on
COLLABORATION (314) integration options.
CONSTRUCTION (3)
CONTENT MANAGEMENT (37)
CRM [114)
DATA SERVICES (109)
DEVELOPER SERVICES (B8)

[(AXEZL] AFTVD [FAOBEBETEALTVWSE, —BICEWT FUSr—> 3 %BM] #8RLT. 21— —HME
BI3HLWARZLT V=23 %R LET,

T O DIER

#2215 EUILoBEGEER LT Bl R—JIc7y7O—RL. 77V T5—23>07aA> e LTERLE
ED

properties

APPLICATION TILE LOGO

SAML SBEE DB

TIVg—=2ardyaR—FOBMER—JICRD, [T NMYr2F 0 OERK] 2BRLET,
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storefront

&3 DASHBOARD LISERS AMND GROLUPS ATTRIBLITES COMFIGURE

StoreFront has been added

[ISkip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.
Configure single sign-on

COEMTIE. [Microsoft Azure AD O > )Lt > 7 V] I35 d d SAML 2.0 SBE= AL 95

CONFIGURE SINGLE S1GMN-ON

How would you like users to sign on to StoreFront?

[} Microsoft Azure AD Single Sign-On
Establish federation between Microseft Azure AD and StoreFrant
Learn more

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

) Existing Single Sign-Cm
Configures Microsoft Azure AD to support single sign-on to StoreFront using Active Directory
Federation Services or another third- party single sign-on provider,
Learn more

EAF] ICXEEoXFFEIEETE£7 (Citrix Gateway IR INIERE —BRITZHBELR DD 7). Ol
Tid. [i5% URL] #* Citrix Gateway #—/\—o /cgi/samlauth 127> TWE T,
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Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER

https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogi/samlauth ] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

ROR—2IF, Citrix Gateway % Azure AD OIEFREFAE L L THHRT 2 1-DICBERATN3BHRIEENTL
£,

CONFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStorefFront

To accept the SAML token issued by Azure Active Directory, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-on:
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate [Raw) @

Dowmload Metadata (ML) (&)

(2]

. Configure the certficate and values in AzureStoreFront

ISSUER URL
https:/fsts.windows.net/blaef2 1b-d29f-4c20-2026-14d5e484c62e/

SINGLE SIGH-0ON SERVICE LIRL
https:/Aoginwindows.net/b1aef2 1b-d28f-4c20-0826-14d5ed84 062

SINGLE SIGN-OUT SERVICE URL
https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-9826-14d5e484c62¢

O confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

Base 64 DERINIBRIAZTZA Y O—RFLT. B4 URLEYA>7URURLZIE—-LEY, Ch
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5% Citrix Gateway @ [#5E] BEICX—X L& T,

A—H—=ADTTVr—3 > DEIDYT

REBEOFIETIE. 7FUIr—>a>aEEMICLT. I—%—0 myapps.microsoft.comy a> bO—)LR—
W7 FVr—2a hREINDESICLET,. ChiE [A—H—cJIL—TF] R=ITTVWE T, Azure AD
Connect *RIBAL = R XA > A—H—THI Y rADTIEZX%ZREIDETET, FHOTATVY MHERATEIET

H. <user>@<domain> NZ—2ICE>TWAEW o, BRI Y TI3HERHD £,

storefront
&3 DASHBOARD USERS AMND GROUPS ATTRIBUTES COMFIGURE
SHOW |,!|I| Users v
DISPLAY MAME USER MAME JOB TITLE DEPARTMENT
Azure Admin AzurgAdmin@citrixsamid..
George Lser george@citrixsamldemao.net

On-Premises Directory Sy...  Syn¢_ADFS_21a7€B050¢T...

MyApps X—

ACCESS

Na

Mo

e

METHOD

Unassigned
Unassigned

Unassigned

T —=a BRSNS e, https://myapps.microsoft.comT. Azure 7 7Usr—>a>pi1—H——8

ICRTRSINET,
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B Access Panel Applicatior %+ — d x
6 B O ‘ ﬁ account.activedirectory.windowsazure.com,a) ‘ﬂ( | = @ ﬁ
Microsoft Azure george@

applications  profile

AzureStoreFront -

82016 Microsoft  Legal | Privacy

Azure AD ICBIML TW3IEE. O > Lica—F—iEk Windows 10 Ick D, Azure 77U —o 3 oA >
INHA AR R—bINES, TAOAVEIVY ISR, TZUH—I3HICHER L - SAML cgi/samlauth
Web R—JICBEEL £7,

ST >F > URL

Azure AD B a2 R—RDT7 IV =3 IilRDES, 77XV 5= a > IlfBATES Y V7 IILr >4 > URL
BB rxZRBLET, D URLIZ. Web 7505 —1) > o niR#t. StoreFront ICEEBHTZ7-HD. X
BA—rXZa—0D>3—rhy FOERICERSINE T,

quick glance

APPLICATION TYPE
Web applicstion

PUELISHER
URL

SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ Wiew usage report
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Z® URL = Web 75U —Ic_—2Z L T, A0IC#RL L 7z Citrix Gateway cgi/samlauth Web ~—%iZ. Azure
ADHWUAAL I LTBLSICLET, CNHEEET2DIF. BIDETSNI—H—FIFTY, Fho 2T IILHA
HAUHFIATEZ0IE. Windows 10 @ Azure AD IZ8MLTWAO5 A >y > a>iEi3Td, (ZDEHhD1
—H—IZid. Azure AD OERBIRDOANND RO SN ET,)

Citrix Gateway 01 > X b =)L 18/

ZoBITIE. BEADUE— b7t XIZ. NetScaler (3 Citrix Gateway) #7923 L7={RE<> > %= ER
LEY, RET> VIdAzure A A7 TBATET 9, COfITIE. NetScaler 11.0 @ MBring your own License]
N=23 2 EERBLTVETY,

Web 7595 —D7RLIAN—ICHEIP 7PRLZAEANAL. 2—H—BiOBICIEE SN ERIBIRZFEAL T,
NetScaler k<> >icOd 4> LEd, Azure AD [RET > > D nsroot T—H—DNXT— RZEETIHEN
HBEITERELTLIETL,

SAEYREZEBIML. BS1TEYXT7AILDEMEINES [BiEES] %#ERL T. DNS UV IL/N—d Microsoft
RXaqs>aAybO—5—%KR1>b33EL5ICLET,

Citrix Virtual Apps and Desktops 01 > X k=L U4 HF—RERTT 3

COBITIF. SAMLZER LAV, 2> FILi StoreFront i&Zz B T2 e h SR FT. CORMDEEET S
£S5ICHEo>TH B SAMLoOSF Y RU S —HBMIhET,
XenApp/XenDesktop Setup Wizard

What is your deployment

Single Hop
i.
= =
li_‘ i_=ﬂl i“=—i - sewer Farm
Client Internet Access Gatway
‘-

What is your Citrix Integration Point?

Citrix Gateway & & U* StoreFront OIZ#ERE % #EIR L £3, Microsoft Azure TOFERADH. ZOHITIER—
b 443 Tidm <. KR— 1+ 4433 2 EL£T, HD W K— bEELZD. Citrix Gateway &2 Web 1 + %
BIYy LD TB3eHTIET,
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MetScaler Gateway Settings

MetScaler Gateway P Address®

w . 0o . 0 . 18

Port”
4433

Virtual Server Mame*
ns.citrizsamldemo.net

_| Redirect requests from port 30 to secure port
COFITIE. BHRICTBHIC. T7MILICRESNBEFEOY —N—iRE LB X -7y 7O0—FLET,

Server Certificate

Certificate Format®
| pem ™
Certificate File*

|r:5.citrixsamldemu.net | Browse A4

[+ Private key is password protected

Private key password

oo

AD 7AD Y FEEDIOHD R XYY bO—5— DB

KXY PO—F—RT7ATY MERICEBINZ O, ZOIP7RLRETFSATUREREICEMLE Y,
HAATOTRY I RADET « —ILETROSNBHERITERL TKET L,
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Prnmary authentication method™

| Active Directory/LDAD |i||

IF Address®

|1u_n_u_12|ﬂlp-.-a

[} Load Balancing
Port®

289 |
Time aut (seconds]*

E |

Base DN*

|’CN=U5EF5,DC= citrizsamldemo DC |
Service account®

|cm=internaladmin.cm =Users,DC= |

|_| Group Extraction
Server Logon Name Attnbute®

|1.|$E|'Prim:ipa|Nah‘|E |

Fassword®

Confirm Password*

||||i|-u"-[ ‘“|0

Secondary authentication method*

| None |

B

StoreFront 7 K L X D&

COfITIE. HTTPS ZfEA L T StoreFront BH I TW3 7. SSLT7OMINDF T a >z BRLE S,
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StorcFront

StoreFront FQDM*
ddc.citrixsamldemo.net

aate Path

JSoitrig/StorsWeb

Single Sign-on Domain®
citrixsamldemo w
JCitrix/StoreWeb

Secure Ticket Authority Senve

http://ddc.citrizsamldemo.netfsta | 4

storeFront Server

w . o . o . 15 |+

Protocol*

ssL v

Citrix Gateway BRI D 1&:E

Citrix Gateway IZ#&E#i L. A—H—B/NXT—REFEHAL T, RACEBHERICITONZ CEZRRBLET,

Citrix Gateway SAML B HR— kDB

StoreFront T® SAML O fERIZ. (ZhD Web 1 T SAMI 2 AT 5D L E#H TS, NS_TRUE OX%ZEAL
T, HILWSAMLARU > —%ZEBMLET,
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Configure Authentication SAML Policy

MName

StoreFrontSARML

Authentication T:,.'Fle
SAML

Server* -
[Raurend M +](7]

Expression®

Operators = || Saved Pelicy Expressions - | Frequently Used Expressions -

KS_TRUE

[ em

Azure AD H*SHIICEG L /=183 ZEAL T, HLL SAMLIAP —N—%Z#ER L £,
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Create Authentication SAML Server

Create Authentication SAML Server

Mame*

Azuredd
Authenticabion Type
SAML

|DP Certificate Mame®

AzureADSAML v +

Redirect URL"

291-4c20-9826-14d5e4B8406 28 /sami2

Single Logout URL ntemetProtoco .

| 291-4c20-9826- 14d5e4B4062e/5ami2
Uer Fisld

userprind palname

Certificate Name

lssuer Name

[
httpsy//ns. citrixsamldemo net)/ Cibrxg™

Repect Unsigned Assertion”®

ON ™
SAML Binding

POST i
D Authentical n J

Sk T

5

IYVRY—IYRIRTLOWEEE

Azure AD ICER L7 HU > bEEAL T, Azure AD IZ8MLTW3 Windows 10 ¥ 2o by ZFicad 4> L
#9, Microsoft Edge #i28) L Thttps://myapps.microsoft.comiciEsiL £,

Web 7S59o#—iCid. 12— —® Azure AD 77U r—> 3 U ARREINE T,
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E Access Panel Applicatior X +

O
6 O Hj windowsazure.com @

Microsoft Azure george®

X

applications  profile

AzureStoreFront

22016 Microsoft  Legal Privacy

A EI YU T BRI NI StoreFront H—N—ICUAA LI FSnB e =B LET,

B#HIC. Y I >F > URL #ER L EEES. & LU Citrix Gateway o 1 EADOEREEHICELD.
Microsoft Azure * ORITI A AL I FESNB e EZHBRBLET,

&EBIC. Azure AD IZEML TVWARWIY S YHREIC URL TEIMET 2 e 2B LEY (2L, RYIDELEFIC,
Azure AD NDEETRHBY 1 A VB L EITHONET),

953

Azure TIREBY S >ty F 7y T2 EIICIE. ROBEA TS 3V EEBRL TSIV,

NTVy I IPT7RLREDNS 7RLZXDAA

Azure IFRZH TRy b LT IRTORBISVICIP PRLZERELET (ZORITIX 10 ). TT74IL LT
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