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o JOFXLBZATRART ) r—sarvasEdsdy. MTHhIT—XvE—UpFKR& ., Citrix Receiver for WindowsA?
FHIE TR TIDZEAHY) T,

FCitrix HDX EngineA\BhifEAELE L £ L7~
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e Windows VistaTCitrix Receiver for Windows 44% 1 > X b —)L#E. 7HI2 FHBML LD &9 5 &, Citrix
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e XyFEIUNZ v zRF v+, Citrix Receiver for Windowsh b D& v FANZL 2T, BERLAEWI TR b
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ER
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A= R—T AR

o StoreFIoNtMFEE LTI AR TR TY TR ) T avpfkantz-as 7o VvaI ed5E. KTz o7—X vy
T—UHAKRREIN, KT erdhl £7.

TNBHRY TR ITTHA A P—ILENTERW S, T7)r—o a5 RETXEHA. U
[#LC4308]

o FEMSIMDA AL —F 125> 2T LTIE. Receiver for Windows T&RRE NS 70 b LTS —103007 F 2 b HXFH
(FLZET.

[#LC4687]

o O—HILT T )= a7 oeREaTHMIL TAFE— FTVLC Media Playera {42 ¢. T2 KRA 2 PHARRZ
W=D a—rhy bEIDTEIRCEERRT DB 7.

[#LC4744]

o I — /L RE— FDMicrosoft Internet ExplorerC/ABIE Ntz > A X > AT, GoToMeeting URLAERL TR R I /N\—%
EIg % . GoToMeeting7 1 A AR R I/N—|ZHRREINFHA.

[#LC4810]
e FastConnect APIZ—H—fTYI)BEZ D, KFTOIT—XvE—UhRREINET.
MRE. 77— a3 aEFHATEEFEA. LIEH(F>THLERTLT &L, |

% 7-. FastConnect APIA{FRLTOSH 9 5E, BINA—H—TF 7)) 4—> a3 a— Ay bAATRI by TH5E
REhn T,
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Web Interface

o 1 —H—F/NA ZTUBIN/S— 3 > Citrix Receiver for Windowshs1 > X f =LA TUWL B & . Web Interface|ZCitrix
Receiver{ > R f —ILR—UHRIRINFHA.
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e wfica32exe7’ O+ R (2L V) CPUAI00%(EREND Z & A H Y £9°.
[#LC4520]

e D& Ha~w K TSelfSerice.exe command, -init —createprovider; #{ER L TX F 7 AERT 2 & . BIETBL SR b
JE—A1EL < fER& N £ 9. 6 : C\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\Self Service.exe -init -
createprovider store https://<StoreFrontURL>/Citrix/store/discovery, B%14AI% CTReceiver7f 2> %2 1) v o LT,
SelfSenvice 1—H#'—( > X—=T A RIZTFI7ERTHE. XA MTELCR MIHLHEIKRIN., [THY bDEM] X417
ARy ZHBC e HY) £7.

[#LC5096]
e wficad2exe7 Ot X(ZL V) CPUAI00%EREND Z EAH ) 4.
[#LC5189]

o ¥EMFEE). L1 "Do not ask me again for this virtual desktop ({RAEFZX 7 kv 7 HMERALAW) 1 A7 a3 58IR
L7-BDiEENTH . Client Selective Trust (CST) REHSERFINT . "HDXT 7AILT LR W) X vE—IHHRR
ANBDZEAHYET. LR MY F— THKEY Current_User\Software\Citrix\Ica Client\Client Selective Trust; TR U
VDAIZHT LW SR M YpMERREND Y. 772 3> #BIRL-ETH ZOMENREL 7.
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e NetScalerCTLSVI2A& 48R3 % & . SMEIWindows 7 1 —H —F /N1 R AStoreFront 7 719> F &1BIITE AW ¢AH V) F
T, ROIZ—AyE—UHRRENET.

ALY —ERIZT 7R TEFHATL. |
[#LC5737]
Receiver for Windows 4.4 CU1 (4.4.1000)
Citrix Receiver for Windows 4.4 ¢ (OLLE

Receiver for Windows 4.4 CU1 (4.4.1000) (Z(Z. ReceiverforWindows 4.0, 401, 41, 412, 4.1100, 4.1.200, 4.2,
42100, 43, 431005 L U44IZEEFNTW-ITRTHBIEICMZ T, KTOFLWMBENAEZ I TUWET,

7747 > bTINA ZDMEE =L R4 R
HDX MediaStream S AR DL <

AR =)L, PoARA M=, Py ToL—F o 2T LDBIS
F—R—=F A—4—T o AR TR
A—AILT T r—>3a> T oA A—Hf—AR—T7 (4R
ENI
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54T b TFINA ZADMEE

e USB 3.0 &4t L -Citrix Receiver for Windows 435 /XA R (F—HR—F. YTIRFNARLY) AFERALTWBE X, |
YEHMELE L TDRIVER_POWER_STATE_FAILURE (0x9f)) ¥ W\ T —HARREINDIEHAHY) £9.

[#LCA4542]

e Surface Prox A 7HN—HE LUV R Y FH/IN—F/NA R(F, USBYXAL o MIERATEEY. USBYXAIL o MR <.
A=V IIRF—R— Ay a A TEMELIR DI A% £9. Suface Prok A T HN—HEL VR Y Fh/N—F
INARBEZAL T LWL NIZTBIEBIL—ILHAA R P —ILRFIZEMAND L)) F L. ZDIL—ILOEME
DUWTEEL (. CTX1379394 &ML T =&,

7 D IRFEDBIEIL. ReceVerdFIR A > R F—ILDAIZHIRENTWET. 7y 7oL —FDmEIE. ROEBIL—ILAEL
TOL SR N ICFETEMT ZURELH) 7.

32y FOSOHIZE :
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

64ty fOSHIHE :
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

DeviceRulesf& % 4% L C. USBT/NA REIBDIER/IL—ILAEEML £7.
DENY:id=045e pid=079A (Microsoft Surface Pro 1% -y F#/X—)

DENYxvid=045e pid=079c (Microsoft Surface Pro 1% f 7' #3/5—)

DENYvid=045e pid=07dc (Microsoft Surface Pro 3% 1 7 H/3—)

DENYxvid=045e pid=07e4 (Microsoft Surface Pro 4% 7 H/x—, ¥4 — X —1{F %)
DENY:vid=03eb pid=8209 (Surface Pro Atmel maXTouch Digitizer)

JRAL T FOIEBERLTDINOHDT/INA ZADOVIDEPIDAEEBMYT 52 & T, BUCFNEIZHENET.
BEEDT /A ZDDENY: vid=xxxx pid=xxxxJL—)L{Z. DeviceRules{BD—EBNSIRIZEERT DHEHAH ) T,

[#LC4992]
HDX MediaStream

o O—HILTF/)r—> 3T oAty 3> NTIntemnet Explorera BN TFlasha 57V 5B L WebR—2C &SR L1
EERIZ. TA)r=ar i TEAEINTW RS, 779 —OFlasha 5+ —nRNBA E@EIZHE 12 % (2
) FEY.

[#LC4527]
AAM=I, PoARA =L, Py TIL—F

e Knowledge Centerdd7”—7 « 7 JLCTXI35438DFERICHE) & [THT > bDEM] 74> Fo%ERRIZLEIELT
TERWIeAHY 9. ZDBIETIL. Citrix Receivera )y b £ (IBEREILI-EIC [THT bOEM] 12K
DEFALTYH. BERY T Ty TRRENDZEADH) 7.

[#LC4593]

F—R—F

o NBT T — 3L TC+AL: T — ) DA EHHEDS a— Ay FF—4FRAT2IHET. Alt+ T+—, F£1-(Z
Ctr+ T — ACitrixd> a— b hHy FF—THH25EF. ZOAELEA T —N—IZEEEINEEA.
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C—=LL Ry arEET )= 3 maERLTWDEEIC, YRy oA FELIzEE ) ITHEEL 5L 2
hdHl) T,

[#LC4779]

O—ALTT)r—2a> T oA

Mozilla FirefoxXiR—X 7L 720 —HDOURL) KA LI N T2 014 AR =L LT, 770 —DOTFEIZKEL
BHUWRY ZANRREINDZeAHY £7.

[#LC4351]

v gl I TSI —ABGE - (IERET B - redirectorexe A R{TT B . (FEAEDI—Y—(Zr>THR
BUMBBAR Y 77y T 0 R 2IZRRENET . ZOMEEIlsRkIZ &L ¢) . redirectorexea <> | % /verbosert 7 3>
HIELTERITLAWIRY . ZORy TPy 71> FodFRani (R fLr.

[#LC4480]

A—AILT TNV —=abTo2eREBMIL-AHTRO by 7a8EGT 52, v a4 ROAIGE LWL
REINGLBBDZERHY T,

[#LC4689]

Citrix ReceverCA—AHILT T )r—2a T oA EUSBY KA L 7 b OEFEBMZT 5 & . CDViewerexe 7Ot XA
BLIWZehdhl) £9.

[#LC5018]

N

EMFZ) > &= F A N=TEDABKLSHEL T+ > MaERT DL 742 FOEDRKIZKBTHZehHY) £7.

[#LC3334]

DAV NV Syl 7

S=LL AT TN = a aRBEICRIMLT DY, RRIN—DLETEIHIIRANTE FHA.

[#LC3990]

s 3 [

WPADAFEHT 270X 52 F- vy arpEdcBEGRINIHA. DS ni-Ey o a v ICBEGT D L. XD
S AyE—CHRRENET ., (TN =s a3 ARy FI—oEshRIENE Lz, BTT Ty —2 3>
ANDT I EREHRTH. NLTTFRIIZEWEHLE T &L, |

[#LC3077]
HD)—a DERAEATA FOREDHERE (38705 ) —2 3 (ZStorefront URLAIBANL TH. #EEL ZHA.
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o O—HILT7 7ANLERA TOREMSAFERTAI2E. ROL PR M) F—5FRALET. KOLCZA M) F—(F. T7#
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JU R TIEtruelZB B EINTUVET ., F—AtUelZBRESNTWT, 2747 IS ED¥D7 71 ILIZtn 707 5.
HABIEF SN TUWRWEEE. O—HILT 7LD T A 33 Citrix Receiverdd 74 A IZEEEIN T,
HKEY_CURRENT_USER\Software\Citrix\Dazzle\EnabledDefaultFTAs=false (REG_SZ)

[#LC4096]

v a EEDREFEBE Y ST NBEGDR A LT FHAYIEAN-E, Byl arOREAEN. By g
HEHMEEL T HA.

[#LC4143]

TYTEINIITAT U b R TATOYA XHRR>THRRSI N, ITBAEZ TWBIBE(E. tDFIA 727 7/ I)L%D

E—T&FtA. ZOBIEIZLY. FIATHITBARBA TULBIHAIZH099TBERREND L)) L. v v 7
AN FAT UM FZATOHAXF. RRDI ZAT U b RTZATIvEL 8T a BBMILTVDEEIZD

H BREINET,

[#LC4214]

O—AHILTF)r— 37212 (Local App Access : LAA) ¥ Desktop Lockx B L TW3 & . 2ERDARY—
IN=TFTRI by Ty ar~"OBEGHERERAT, 2y a7 +—hZARRONTINE LA LD DY) 7.

[#LC4253]

WindowshO 7 #4 > F 7> amn "1——ll) B2 2#ERT2E. BETFTRI by Tty anfEEHNIEE
SNnEd.

[#LC4452]
Citrix Receivera R L T\ % & Z(Z, ICOSDKTTZ /) r—> a5 RETELWIZ EAHY 7.
[ReviForWind.4_14.4.1000A 5 |[#LC4550]

a3 —H—HSelf Service Plug-in% - L TStoreFront(ZO 74 >4 % & . SelfSeniceexe 7Ot 2 A, B, KA tho T
ITATRIA L NIDTr—HhRAEBENET,

[#LC4628]
2y b)—oMAERITTDE. Epic7 7= a3 D7 4—HARKbNDZ &EAHY) £7.
[#LC4731]

F7)r—araRBILLS &T5E. wica32exe 7O ZAATFHETRTTEEAHY . T~DELGIZKBL F L
7o HREE (REAL O SA T P IT5—0)) EWHIITT—XyE—SHARRENET,

[#LC4768]

NotificationDelayL- 2 X b JERE TlE. > —LL REG TOFEGOEITRA/N—NDRRNELAEIRL £9°. SelfService
Plugina AL T7 7Y r—2a aREITAHAEXIZ. ZOLSR M) DREHIBEELLT W EABHY FT. ZDBIEIZ
V) tDFELFRRINE T

32ty bk Windows :
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client
&4 77 : NotificationDelay

#E%E : REG_DWORD
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ENT—X : <BFE (31)F) inmiliseconds>

64ty p Windows :
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432node\Citrix\ICA Client
B4 : NotificationDelay

7838 : REG_DWORD

BHT—X : <BFE (2 1)#) inmiliseconds>

[#LC4969]

> 2T LIS

GPOAfE L TXenApptr —E ZMURLA EH L. L ULGPOAEAT 5. ELGPOAH L L\R | 71 (storel, store2
¥ TEHT B &, Citrix Receiver for Windowsp\ FRIE T T 22 &AH Y £,

[#LCA4145]

wfica32.exe 7Ot R T, 72 ERAERARKEL T, FHIETICRTT2H5E1HY) £7.

[#LC4482]

SelfServiceexe7 Ot 22 & ) CPUNI00%{ERENZ Z & AH ) £,

[#LC4494]

I RRA2 FTGPURA yFEBMUCLIzE Y ashAINBELLELKRDIeAHY) FT.
[#LC4562]
A—Y—TIT AR TR

o ZOBIRIZEY ., IZAT U M A—TAAD)TILEA LE—FEAL TERHEBESIND T2 FOTHR— FHYithe
hEd. ZOBIEL. KEEOAICEREINET.

[#LC2783]
e XenApp7.5T. Windows?hs R F LS FABZ A LD enH) £,
[#LC3926]

o 2y NI—UIRIEHAARRERE&IZ, "IRET TV r—2a aFATEEEA. LIEBHF>THLHERITL T S
W Frzld, NV TFRIICEZ L TZOBEREMOB T IZEW, TR TEEHAL & (77— 320~AM
Xy I —=oEGHFRENE LT, BTT )= 3 ~ADT I7ERAERTH. NLTTFRIICEWEHE T &
W 0 EWI) Xy —=CHRYy T Ty TRIREANET. ZOBIETIE. Ry 7Ty 7 XA yE—CHEMITES, ITD
LX) F—nHR—bHpEMENE LT

32y b Windows :
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
BT : SuppressDisconnectMessage

7% : REG_DWORD

BT —R : 24(0x18)

64ty F Windows :
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle
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&4 HI : SuppressDisconnectMessage
7E%E : REG_DWORD
BENDT—R : 24(0x18)

[#LC4378]

A—H—q2 =T R

o La—tAY MEFHTHRKRL THSLT7)r—2a a8 2. a— Ay MABRRINGVIEDDHY £7.
[#LC4020]

Receiver for Windows 4.4

Citrix Receiver for Windows 4.3.100 & ;bbb

Receiver for Windows 4.4(Z(Z. Receiver for Windows 4.0, 4.01, 41, 412, 41100, 41200, 42, 42100, 43, LU
43100(2F FNTW I RTHBIEICMA T, KTFTOFHLIMEEAEENTWET.

AR =)L, PoA R M—IL, Ty TIL—F L3/

F—R—F > 2T LBIS

A—AILT T r—>3a> T oA A—HF—T /AR IR

027 > [GRAE A—H—(R—T7 AR
Dt

AAb=I, PoAYRA M=, Py TITL—F

e Citrix Receivera 77> 4 >R b —)LL1-1&. Citrix HDX WMI Providerh¥BEL 72N 2 & A ) L 1=,
[#LC3943]

F—R—F

o vl a EHORFEAAFT S & . Snap-toleEr BiEmitzy o a3 TIIMEEL FHA. Snap-todgE(z. [a> rO—
JWISEIL] > [WIR] > [RAR—F T ar] > RS 2—6BERICBRENRZ > LICBEIT 5] TY I R/F—
R— NEEAERL 7.

[#LC1252]

o Alt+TabF—AF->T I NIAEYINEZ D, NBETRI My TOTT)r—oa A _a—pFToT147124) F
7.

[#LC2947]
e Citrix Receiver¥ RDPt v 3 (3B F—R— Ko a—FHy FCivA+ENd"F—AHBLTE—3IF Ly a >R
T"Ctr+Alt+Delete"+ — &MU L 9. Z 4R, Citrix Receivertz vy & 3 > INTEIT L TWBI5S(ZRDPEY > 3D
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F—R—Fa—rhy FHAHEEL S HA.

ZOOBIEIZ L V) . "CiriHAR+ENd" ¥ —DF —R— K> 3 — b A1y M ZCitrix Receiverzy & 3> DF 7 4L P F—TlE7 <.
BOL A M) F—5RELTEMZTEET.,

e 32t FWindows :

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client
B4 HY : EnableCtrlAltEnd

7&%8 : REG_DWORD

EDT—x :1

e 64Ky hWindows :

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client

{BOH4 | : EnableCtrlAltEnd

fE%A : REG_DWORD

& : 1 (fEH0mIHE. CtrtAlt+End+—(3IRDPt v > 3 U (ZHEAEN ET)
[#LC3131]

o Citrix Receivera/N\— 3 42(2F7w 7L — RN L1, KTIWRyToFH)FATYIORE ) v o g2 IERICHEEL £
HA.

[#LC3770]
O—AILTT)r—2a> T ot

o O—AITFTTNr—2 a3 ToEREHMZILT. REYS > EDEYy a3 D) A XDE=OIZTIRET ) v o3
L RETL DL UK IHAIELE Y T,

[#LC1853]
027 > [BE

o EIBFHRNDET v v 1ENI-TLBH N X128 (FQDN) A2F->TASA L L LI T DE S IILY A 7 o hHEE
WWZEehhh) FT.

[#LC3305]

o NBAFR Y by Tt w3 TWebinterface F #-(ZStoreFrontH—/N— (2 L T/XR R —EREEAFERT 2 L 9 (2
Receivers a4 % & . Recevern’E1GHR A BI LW TERBBROAN ZKROLNDZ EHH ) 7.

[#L.C3388]
s a s

o Lyl arMEFEREAMBRL T, 277 r—2aaETTL Wby a lBEGELLIETDE. AT
= a DBMIDA AR ANR LYy a v IZBNENET,

[#LC1701]

o I 4TI FTRITFDOWindowstzy > 3oh, FHIHTIZ 74— HREKHIGELHY) £7.
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o L | 1) /A 7HKEY_LOCAL_MACHINE\SOFTWARE\\Citrix\AuthManager:t!) & —% ProxyEnabled = false(Z;%E
LT, IECHEREIN-7aF s H—nN—5ERLET. 326y FOST—FFT 7 F v A EHT 5. Wowé6432Node/\ -
FERENhEEA.

[#LC3129]

o F—TFTAFELVETAT—XHRMEDR— F THBINDVILFR— b FIEVILFR M) —LEETE. =T 147
ETFF e ESniEnIerHl) £7.

[#LC3181]

e X7 — | A — K CReceiver4.2 for Windows|ZsRaF & 21— —(Z. XenAppABET7 7)) r—2 3 BT % & PINGRGE A
KOoNdZ LD T,

[#LC3187]

o NEAT /)4 — 3 D"KEYWORDS: prefer'#EmMAMREL W 2 & A Y £9. ZHhid. T— —HReceiver& 0o+ 7 |
TSelfService.exe 7O ZAAFHAEITEAL GG ICHREL T

[#LC3190]

o Citrix ReceveriCO oA > L1z, A—H—FNARAD [RX—N] A 22— TR MY TT77)r— 3> 33—t
Hy bAFRIREND F TREAIDDZEAHY T,

[#LC3323]

o Microsoft OutlookdAFRA > R R RATA—ILA yE—A B Windows X F 4 7 (wmv) EFF4ABIZ 9 &9 % & kg
DY) ET.

[#LC3453]

e Desktop Viewers£BEHE—FHAH7 1> FOE—FIZY) BEZ 5 & . Receivera{EA L T 5/EZXenDesktoptz 'y < 3
UNZT ) =Y =N HARRIND ZEAH ) 9.

[#LC3526]

e Desktop Lock¥ Receiver43% 4 >R f—JLLIzS AT LA OV IEINDE. TR MYy TRy arhT7oT71470F %
12 BDTE R YT 2ZehHY) LT

ZOBEABMZTHICE. DTOLSX M) F—458ELET.

e 32ty FWindows :

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
{ED AT : LivelnDesktopDisconnectonLock
7% : REG_SZ
{& : False
e 64y hWindows :
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Citrix Receiver 3.4 A 5 Version 4.2.100(27y 72 L — K9 %15&(%. 'Receiver 345 5 Receiver 4.2100~D 7y 77 L — K HA
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F:ZORETHNT 2 EDFIES. FRTHHICERHRARECTTRICTRA NS LIUORET 22 ¢ 48 BRIOL T,
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1. ControllercPowerShell&{F~> Tk a~<> F5F{TL 9 :Set-BrokerSite -
TrustedRequestsSentToTheXmiServicePort $True

2. BIMEROH D 1Y - Lo 74T vz LY.

3. /R M—ILBEIEAD BENZ. BEfEODONlne Plugin F 1= (ZCitrix Receiver for Windowss 2 54 7> b 7S LT A R
P=ILL X7,

4. Citrix Downloadsh* & Citrix Receiver for Windows?d A > X | —JLs X4 —<> (CitrixReceiverexe) # X7 O0— KL 7.
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1. Windows?ha~v> F7O> 7 paBILT. CitrixReceiverexeddh s 5712 M) IZBEIL $9.

2. a9 RF7a 7ROV FEFRITL T, P2 JILY A 4 > 5HIZ L TCitrix Recevers 1 > X b —JLL %
9 : CitrixReceiver.exe /includeSSON "7 > 54 > /5 X —4& —7A{FFH L #-Citrix Receiver for Windowsal & 1 >
2 =)Ly OERESHBL £9, /¥7 X —%&—/includeSSON(Z & 1) . 1Z#EfRDReceiver (CitrixReceiverexe) T > 7ILY
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Receiver (CitrixReceiverEnterprise.exe) TlIHR—FEINFHA.
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@ Crtrix Recerver

citrpe )
Recelver

%W Installation successful

If you received instructions to set up Citrix Recenver with your
email or a server address, click Add Account. Otherwise, click
Finish, and you can set up an account later.

Add Account Finish

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.35


http://support.citrix.com/article/CTX134280
http://www.citrix.com/downloads/citrix-receiver.html
http://support.citrix.com/proddocs/topic/receiver-windows-42/receiver-windows-cfg-command-line-42.html#receiver-windows-cfg-command-line-42

GUIEfERT HIZ(3 -

1. CitrixReceiverexesx & 7L ) v L $7,
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CCitrix Receiver CSSONBSREA BN L TA R b—ILL £ . Zhig. I7> FF 4> T/includeSSONT 5 75 {F > T
Receivera - >R b —ILT BN ER LT,

F:o OB AoF L DBEWIHA R =L —F(E. O—HILEEZICL) KXY >T70ysa (#
H) AR N—ILETHHEIZOMEATEET.

@ Citrix Receiver n

Enable Single Sign-on

When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to log on each time. You should do this only if
your IT administrator has instructed you to. This will take effect
the next time you log on to this device.

Enable single sign-on

For more information on configuring single sign-on, please see
article CTX¥133982 at citrix.com/support.

MNext Cancel
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9. Desktop Viewers$s L UReceiver for WebAMER I N TUWWEWGEEIE. TN T 7L o F oA WEEEL £ 9. Deskto
Viewera{FRH L TW 51555, GPOT [Allow pass-through authentlcatlon for all ICA connections] #B$hZL 9.

ADM7 7 A JL&(FE > CA—Y Bl AT 511

1 [R&—F] XZa—Tcgpedit.mscav > FARITT HH "MK JIL—T7 R >—) EWH)F—T—FTHRERLT [A-
HIVTIN—=THR) o—TF1x—] & FT.

2. O—HILJI—TRY) >—ITF 1 X—(lreceiveradm7> 7L — F #EBML £9. ZMEITHICIE. [A>E1—%—0K
Bl o [BERTF7L—r 2Ry oL, [Tr7L—rnEMEERR] #&RCT BM] 522U voLET.
3. receiveradm7> 7L — b AfEAL CEBML 6. [A>Ea—X—0El] > [BEET 7L — M > EROEERT

> 7L — L (ADM) ] > [Citrix Components] > [Citrix Receiver] > [Userauthentication] MIEIZEIRL £,

7 : StoreFront & fz(3Receiver for WebdMME S U F 1) 7 1 BEICL > TUE, /NRRIV—RLERITT 5728

IZ [Allow pass-through authentication for all ICA connections] F v 7Ry 7 R&F (2T 2HEAH) 7.
[Fj Local Group Policy Editor - olEl :
File Action View Help

e @z Hml T

> [ Network e e e e —

| Printers

1 Server Local user name and password Setting State
T Start Menu and Taskbar Bk i - |i=] Smart card authentication Not configured
» 1 System LB 2| Kerberos authentication Not configured

» 2 Windows Components Description: Local user name and password
@+ 1 Classic Administrative Templates (ADM) Use thie nalics to inetract th 22l Wah Intadace sithactication sicl,
T Al Settings clien & Local user name and password
b [ Control Panel c:;:
b [ Network ;:nﬂ m Local user name and password Previous Setting ] Mext Setting
] Printers com 1
] Server
(1 Start Menu and Taskbar Whe O NotConfigured  Comment
b (2] System :L':' (®) Enabled
» 2 Windows Components cred ;
o B Classic Administrative Templates (ADM) [l|| remdl] & Pi*20'ed :
a [ Citrix Components the | Supported on:
4[] Citrix Receiver auth
0 Storefront The
b 1 Netwark routing restri | OPtions: Help:
| User authentication thro
1 Remoting client devices for 8| 151 Enable pass-through suthentication Use this policy te instruct the client to use the same logon ~
] User experience http: credentials (pass-through authentication) for the Citrix XenApp
1 Client Engine :t?i'cl = Allow pllu-thmugh authentication for all ICA server as the client computer.
A Mu“"s'l,'!'m KA the " T When this policy is enabled, the client can be prevented from
] SelfService auth| |[[7] Use Novell Directory Server credentials using the curment user's logon credentials to authenticate to the
a & User Configuration Coni remote server by clearing the “Enable pass-through
i [£] Software Settings the g authentication” check besx.
> Wl“dm Sl_i‘.tings i The client imposes certain restrictions specifying when pass-
b @ Administrative Templates i E-"bl through authentication can occur (for details, see Citrix eDocs at
4 setting(s) http://suppont.citrie.com/proddocs/). If these restrictions are too
strict for your environment, select the “Allow pass-through

authentication for all ICA cennections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
“Use Novell Directory Server credentials” check box requests that
the client uses the user's NDS credentials.

T‘ Cancel || Apply

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.37



INA R JL—BAEZX 9 2 ADMXOD{E A

1L O—HILTIL—TR) > —IF 1 X—|Creceiveradmx$ & Ureceiveradmlz> 7L — b &#1BML £97. L <CIF. 7
W=TR) =472z b T2 7L — MIL DReceverdtEli s TADMXT> 7L — b DERICEET 208 SR L TK
f2&0y,

2. receiveradmx$ & Ureceiveradmlis> 7L — F DEMIZEZIL -5, (A Ea1—XR—DHERR] > [BEET 7L —

k] > [Citrix Components] > [Citrix Receiver] > [User authentication] MIEIZHEIRL 7.

3. [Local user name password] ;ZE%EIRL £7.

4. [B#] #2') w2 LT, [Enablepass-throughauthentication] & L1 [Allow pass-through authentication forall ICA
connections] Fx v IRy I REANZLET.

& Local Group Policy Editor - o iEN
| File Actiun \I'iltw Hl::-'p o
e« @z HEm T

5/ Local Computer Policy [0 e ————
4 (& Computer Configuration :
5[5 Software Settings Local user name and password Setting State Coaay
[ ’ iz| Kerberos authentication Mot configured Mo
S il e Edit policy setting A o
4 [ ] Administrative Templates ] Local user name and password Mot configured Ne
a [ Citrix Components Requirement 5 - o
a [ Citrix Receiver ADMX Migra = Local user name and password “
= cer pelicy that d )
Local user name and password = =] 7
71 Client Engine supported m i P | Previous Setting i Next Setting
] Fast Connect AP Support Description:
| Multi-Stream 1CA Use this polid | () Not Confiqured ~ Comment:
1+ 1 Network routing client to use
| Remoting client devices ‘:‘““"_’l’é ®) Enabled
wr . A hli tical |
& SelfService XenApp servi| O Disabled . il
3 ?r:::r:nl computer. Supported on | apNX Migrator encountered a policy that does not have a supportedOn value. '
| User authentication When this p
| User experience cli.crlt can be :
o ] Control Panel using the cul | Opticns: Help:
- credentials t
> [E Network remote serve A -
(] Printers the “Enable Enable pass-through authentication Use this policy to instruct the client to use the same logen A
- uthenticati credentials (pass-through authentication) fer the Citrix XenApp
- 4 ) . Allow pass-through authentication for all ICA server as the client computer.
| Start Menu and Taskbar : [+ connections
» [ System I::rr:':\:r: When this policy is enabled, the client can be prevented from
5[] Windows Components Pzl ;uut [] Use Novell Directory Server credentials using the current user's logon credentials to authenticate to the
+ [2] Classic Administrative Templates (AC|| (for d?ﬂuls . remote server by clearing the "Enable pazs-thraugh
B 5l Setti ittt ' authentication” check box,
] ings piffsuppd
a & User Configuration ‘”.'d":h'“ The client imposes certain restrictions specifying when pass-
b [ Software Settings ':" _Aﬁ;yw through authentication can occur (for details, see Citrix eDocs at
b 1) Windows Settings :Jhmli:: hnm.f;:uppnﬂ.citri:c.:om..fprnddncsn. l.:.:lh“. mui:linn:han too
. [ s : & strict for your environment, select the "Allow pass-throug
B I kb a
B Adminlstratios Tamplotes :::::::“::f suthentication for all ICA connections” check box to bypass the
readricticing: pass-through authentication restrictions,
When run in a Novell Directory Server emvironment, selecting the 2
L * |, Extended "Use Movell Directory Server credentials” check box requests that
4 setting(s) the client uses the user's NDS credentials.
0K Cancel | Apply

ERAFAY A b —B~ADTLBH K X1 4% (FQDN) DE/M

1 547> FT/3A R T, Intemet Explorers &L 7.

2. Intemet ExplorerT, [V—=JIL] > [1>X—%y AT ar] > EEEATC M DIEIZZY)voLET.

3. [EM] &2 v L TEREAT A bO—RICFQDNAEML 9 () : https//sflblricat.com) , EML7-5H. Web
YA bO—RIZHA PHRRENET,
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Trusted sites n
You can add and remove websites from this zone. All websites in
T this zone will use the zone's security settings.
Add this website to the zone:
| Add
Websites:
https: //sf1.blricat.com Remave
Require server verification (https:) for all sites in this zone
Close

ERREAT A P O—H(CWebt 1 b ZBML 7242, BY 1 —H —BALAEEBIRL £ 7.

L [BFfa)TF+«] 7T [s8E5ATA M) 2#BIRLET.

2. [LRIVDHREZSAX] B2y LET.

3. " Bn—&®TZTRO—-ILL T, BRENDI—Y—LZENXR)—FTEBKICOSA T 51520 voLET.
4. OSAT 2 b TFNA REBRERL CEEAEALET.

H: BREOI-HY—Re/N\RT)—FTEBNICASA V] (Z. - —ZriCBRAENET. ZORELXA—HILEEES
B LAWEEE. 1A ZDF T a aRETIVENH) FT. ZORELLEMACERAILZICEF. 1%-
oy b EABEIBATA FOBEA T, BARLLRIJVIZZDOEEBML T, GPOAERL £7.
&?) User Authentication
% Logon
() Anonymous logon
() Automatic logon only in Intranet zone

(O Automatic logon with current user name and password

() Prompt for user name and password
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ST A (SSON) aAE ) IZENEELRT v /L — FEESEIA

ROHFIZIZ, A7 K54 TSSONA{E - F-Receiverdd 7y 72 L — RIZBA3 Ai58MAECINT W E T,

Ty 7L —FDIZA >R b—ILE | FH LU Receiver{ > X b —JLDOREID BiE
f17-SSON SSONA > 3>

(A< K5 A -/includeSSONF
f=l3UIA 7o aaFTy o)
En (F SSONTIVR—R ATV T L —
FEhd
LR M) F—HEREND

SSONHEEN'RITEIND - BT S
1OIBRLBIETHY) FHA

(L LV Z SSONOVR—R > AT v T oL —
FEnd

L2 M) F—=hEREND

SSONMERENFEIT - BT H71-IC
WERBEIH FEA

LR (Fn SSONOAYR—=R AT v 7oL —
FEND

LR M) F—HMERREIND

SSONEBEN BN - 1 —H —(
Receiver&7 (4 X —JLL. O
TURSIA AT ar
N/includeSSONA LT, #F7-(ZGUI
A7 3L )SSONEFMIZL T
BARM—ILTDHENDH) T

(NAY-3 Y3 SSONIR—% MEA R =)L
INFHA

F:o WA T DEYA R b —ILT 1= R, BEFED/N—2 3 > Citrix Receivery 7 7 7'L — N9 %156
(FERATE FHA.

Receiver for Windows¥!|[%
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A bA—=IWRILD [7OT7 5 LEHEE] (F71-13 [707 7 LDEMEEIK] ) 4{F->TReceivers 7>+ > X b —JLT

x%9.
A9 K741 &fE>TReceivera7 1R F—ILT BT

A—H—(F. A9 FSA UL UTNIYL FAFITL TRecevers 7o (> AM—ILT B¢ HTExET.

CitrixReceiverexe /uninstall

dA—H—F/\14 XAH b Receivers 71 X =)L L 1-1. Receiveradm/ReceiveradmlZ 7-(%Receiveradmx(Z & ) fEm & #11
Receiverdd 1 A R LERFEL X 1) £ —AH%, HKEY_LOCAL_MACHINE & O'HKEY _LOCAL _USERD T
Software\Policies\Citrix\ICA Client=« L2 F (25 !) 9. ReceverxaBH A X F—ILT BIGE. ZNHDORY S —IZL-
TTHEAMENRET D eAHN ET. ZNOHHRXLRY >—(F. FEETHIRL T FZEL,

H
(]

LR M) IF 1 R—DERERED & RZV BN RKET BA[EEMEAD ) . WindowsDFE A > R F —ILAREIZLR BIGELH ) £
. LPRMNIF A R—DOFRAICL2EFICH LT, CtrixTlz—YIETEAVEEA. LR M) IF1X—F. EHFENETYE
WS T FER (F&W, F1- LSRN T 7AILOINy 2T v THERLTHSL., LR M) A4REL TEEL,

IR
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AV K742/ XA—X—%{E L 1-Receiver for
WindowsDigERE 1 > X b —JL

Aug 30, 2016

AV R4 F T2 aaEEL T, CitrixReceverdf > A =5 —5HAXVAALET. Yy Ty 77005 LA
REIT RN RA =5 =Ny =23 A—H—D— 7 1 LX—(CAC R h. %temp% 7 # LR —IZ(3HH L4574
MBOT ZABBAMETY . EBREMHICIE. 7O ZLT7 70, A—HF—F—=%, LUV OH DT T)r—2 3 A
BL-EO—T1L o NN EENET.

A
= H

LR M) IF A ROER5R5 L. BAGREARET ZEEMEA G 1) . WindowsDEA > 2 b —ILAEIZ 255 6H 1) £
T, LSRN IF 1 R—DiFRIZE BEFIZHTL T, CGrixTIE—VEFEEAVEBA. LR M) IF1R2—F. BEENEEE
IS TCER (2a W, F1- LR MY T PAILD/INy I Ty THERLTHS. LSRN BEREL TLEELY,

av> F7a>7 kA5 Citrix Receiver for Windowss -1 > R F—JLd B I2(F. XA FERL T :

CitrixReceiver.exe []

ERATEBRDIRR
A7 ar /? F1=(%/help
B ZoMY) BZIZL W ERFIEEERASRREINET.
CitrixReceiverexe /?
ey 7 CitrixReceiverexe /help

Ul > R b — )LD B BN

*7
<3 | /noreboot

\/

UL >R F—ILRICBREEIFILET. VAL PR P—ILETHIRE. 20X T2 aaiEET 2BEDH
Dl | ) EBA. BEBINGWSE ) ICT I5E. Receverd - > R b —)UBFC—IpFIDIKRES 5 7-USBT/NA R (3,
A—H—F/NA 25 BRET 5 F TReceverCEREHTEX A,

£

4> | CitrixReceiver.exe /noreboot

o

pal%

BALY R PR =L
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F7> a3 | /silent

. IZ—XAye—UREITRRART XA 7O Ry 7 ZAHFNRY) BERY AL MR =LA

wie oy

KITCZ£9.
ﬁﬂ%u/7 CitrixReceiver.exe /silent
FORLEF DS o T IV A o DB

*7

<3 | /includeSSON

D
TN A A ERIE (USRRIL—FREE) AR P—ILENET., AT— b A—F T INUY A AT 3
BEE. ZOA T a3 EEETBHIHLENDH T,
av > K Z 4> T/includeSSONAFEET % &, BAENDA 72 3 2 ENABLE_SSONAB#NZ/A V) 7.
ADDLOCAL=THEBEATERE L T I A U MBER 1 > 2 N —ILT BI55(3. {8 L TENABLE_SSON 3§
ETHLELH) T,
A—HF—=F/NNA XL T/ YRR =Bt &2 BMZT S(2(F. /includeSSONA 7> 3 > A&FEL OV KT 1
b O—HILOEHEIER TReceivera 1 > R F—ILT BUEAH ) £ . FHI—F—FNART. [EHEET
7= . [iEkREIEAT L — | (ADM) ] . [Citrixa>R—=%> ] . [Citrix Receiver] . [1—
F—iRal] DIEIZBIRL T, 2o RS —5BHZTHHEELEH) £T.

24p

= o N—AHJLA—HF—LZEL/NAT)—FK
o /N Z)L—BREDBE I,
o TANTDICAIZ L T/NRRIL—RAEABMZL £9 (WeblInterfacelBib L UEF 2 ) 7 (8REICL V) BE

/S RNENRLD) .

EEHNTT LIS, A—HY—FNA 2R&BEREL £9. 5¥L <(F. How to Manually Installand Configure Citrix
Receiver for Pass-Through Authentication; #ZHBB L T =&y,
i RAY—prH—F, Kertberosk O—HLa—H—2, ELUO/XRT—FARY) > —(IHEEKRFLTWET . H#ERE
FAEETYT. BHICBBEIZRVRY) C—E2EMIZLTHS., RICBELR) S —5BMMITEI 26801
9., FOERICOVWTEEIZHMIEL T E&w,

=/

4> | CitrixReceiver.exe /includeSSON

I

/includeSSONDIEEMFIZS > IV A > 7 > 2Bk

*7

< 3 | ENABLE_SSON={Yes | No}

>

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.43



http://support.citrix.com/article/CTX133982

/includeSSONDIEERFIZS > TINY A A L aBMZL ET. 77 4L MEFYesTY . &5(Z/includeSSON%

sgy | TEET DL, PTG ALA AT ET . AX— A= FISE DL T A A L /T BIC
&, Zn7ONT A 5EETIBELDH Y ET. BUZLI O A o F Uik, 1R b —ILEIZ2—
Y=DTNARZATA L LET £ TERATE A, EEEERSVLETT,

€M

4> | CitrixReceiver.exe /ENABLE_SSON=Yes

7

BRM—2X

*7

< 3 | /EnableTracing={true | false}

>
ZOOMBEIT 7 AL P TEMCH S TWET . ZO7ANT A AERL T, B L —2HBEEBIIRKIZEDL
FroEmEOLL 9. FE L -G REEHICET 2ERR O SOPREICRIL ET. o0
R EGDORED b T 7o a—T A TR DZEHH ) £ . BRI —RR >—(CL ) Z0EIFE

mEg | BEINET.
F7AILMTIE, BRI —2O7 7 7100, ClUsers\|AppDatalLocal\Temp|CTXReceiverLogs| \xxx.eti5
L2 bIZHY) T

f£/H

1> | CitrixReceiver.exe /EnableTracing=true

7

HART—T AR T AE LT DS S L (CEIP) OFER

*7

>3 /EnableCEIP={true | false}

b

sy | CUKDODRAKY =TI AT 2METATT L (CEIP) ~OEMERIMT B BROGIS L URBR
TERAY. CtrixEmNMES SONRT +—v R AR LS E2ERTEEINET.

£

B> CitrixReceiver.exe /EnableCEIP=true

%

AR M=ILT 1L 7 N)DIEE

*7
>3
e

INSTALLDIR=

AR P=ILNZAEFEEL £9. = Z Clnstallation Directory(g. (¥ & A & DCitrix Receiver/ 7 b7 = 7HA > X
FN—ILENBIBATT. T 74 MEZ. C\ProgramFiles\Citrix\Receivercdg~, 7-7=L . Citrix Receiverdd)—&fo
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a2 R—3> b (Authentication Manager, Receiver, & & UrSelf-Service Plug-in) (FC\Program Files\Citrix(Z -1 >~
BB | R bM—LEINhET.

DA T arTHEIEET BInG(L. \ReceiverF « L7 k1) (ZRIInstallermsiz 1 > X h—)LL., TaL 27 bV I(C
ENDOMSIZ 7AILEA LR =L ZBENH) £T.

£/
4> | CitrixReceiver.exe INSTALLDIR=c:\Citrix\Test

o

2%

Y—=N=7 7= LIIT BI——F /N1 2D

?7\ CLIENT_NAME=<ClientName>

r3ars

8 OS54 T L NEAEIEEL $9. = Z CClientName(F. H¥—/N\—7 7— L TIL—H—F/N\{ X 5T 27152
FRHINDZHITY. 774/ MElZ. $COMPUTERNAME% T,

ﬁfz CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%.

b

AT IV 074T b4

*7

<3 | ENABLE_CLIENT_NAME=Yes | No

2
RAFIVvIITAT L NRBBEABMIZT D, Ao E1—R—&ZHA 0747 M ae L TERENET., =

gy | PBR ATV HALEA—K—REERTHE, TTATLMRL LML TERSNET, T4 E
(3YesTY . KAF I v o747 N BHREAEINICT 2. Zn7'0/8F 1 &NolZERE L. CLIENT_NAME
TONT A DEEEEL 7.

Edic!

4> | CitrixReceiverexe DYNAMIC_NAME=Yes

7

FELI-IVR—RPDA R =L

*7
23 | ADDLOCAL=
>

1D F - FEHMOIEELI-OVR—R 2 bEA A M=ILL ET. EHO/NNT A —R—5IEET DI5E1F. LTD
BIRFGA—=R—BEZAR—=2R LD TXY) £, KXFE/IXFIEIXFENET. ZnF—5EELLL
BE. TRTOAVR=R AT T AP TA R b—=ILENET,

7E : Receiverinside ¥ ICA_Client($ A TH V) . (FADIALR—R L PEA VR F—ILTBIGETHLT I NHES
DHBIVELDH) T
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7 : ADDLOCALAYER S N TULVRWMER . SSONRBSIMIT 7 4 )L b DAL R—F 2 kATNTA R b—bEh
ERD
ROAVKR—F MHBH) 9.
e Receiverinside - Citrix Receivert 7 AR TR &A1 X b —JLL £3 (ReceiverddiffEIZHE/L T R—FR >
M) .
e |CA_Client - #ZZ#Eq)Citrix Receiverax 1 > X F—JLL £9 (ReceivermIR{EICHE/L A R—FR M) o
e WebHelper- WebHelpera > 7R—3> p &4 X b—)LLET. ZDOAVR—F32 MIICAT 71 IL%
StorefrontAASEF L THDXT o U L £97. X 5HI2, WIFE/XT X —&X —%H&GEL Storefront e HF L F
BB 4 chigicor s 4Ty MRtk BT
® SSON- It (/NRRIV—GRAL) MEEA 1 X b —ILL 9. EBEEERIDETT.
e AM - Authentication Managera - > X h—JLL £9.
e SELFSERVICE - Self-service Plug-inx{ > 2 p—J)LL 9. AMEZIOY FZ 1 THEEL. A—H—F/\1
Z(ZNET 35 Service Pack 1% 1 > R f —ILY B2 EHH ) 9. Self-Service Plug-in(g, .NET 3.5%&H7R—k L
7 UL\Windows Thin PCF/NA R TIEEATE $HA..
e Self-Service Plug-in (SSP) MR 2 1) 7 . & & UReceiver for Windows 4 2 & TIEFTE /85 X —&—(2D
WTEEL (. http//support.citrix.com/article/CTX200337 BB L T F2& L,
o Ztra D REFRI MY TRT IS —2 3 EAY L T4 TREIT 5(2(3. THBAINTUL
3 & 912, 2—H—(FSelf-Service Plug-inA{# > TReceivermd ™ > R 1332 KA o HRETFT X
by TRT TN r—> a3 T O RRTEET,
e USB- USBHE—Fr&A X P—ILL 9. EHEEERNIVETT.
e DesktopViewer - Desktop Viewera - X b —JLL 9.
e Flash- HDX MediaStreamforFlashax41 X b—JLL $9.
e Vd3d- Windows AeroT ZRY T RAFMZL £ (AerohHR— G 24X —F 4 I RT LAY
£7TY) .
i
+-> | CitrixReceiver.exe ADDLOCAL=Receiverinside, ICA_Client, SSON
7

Merchandising ServerdEC{E % /i L TR I N 212X b T DM

*7
>3
D

ALLOWADDSTORE={N | S | A}

Merchandising ServerdECEIZ & ) HRE N LA 512 R F T AHI—F—HBME L UBIKRTEZ 29 E ) A EFEEL

9. 1—H—(F. Merchandising ServerddBELAZIC &L WIS NI R P T HBMEFITEMITE FIH. FN&

IR NTHEEFRLIZD . BRIRPURLAEZEELT-)TDHI I TEEEA. T74IMNISTT. KOF T3>
hdHh) £9.

o N- 1—H—(Z LB F7OBEMCERAHTL A,

o S-I1—YH—(ZLBRMTOEMPEIKRAFTL E9 (HTTPSTHEREI NIz EF 2T M TNDH) .

o A- 1—H— 2L B FTOEMCEREATL £9 (HTTPSE#z[IHTTPTHEM I iR p7) . Citrix
Receivers 1—H—B{iTH > R b =LY BGEIZIFEAINEIEA.

ZOOtEElZ. LR M) = —HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\Dazzle\AllowAddStore
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TRET DL HTEET.

E:TFT7A4ILMTIE. HTTPSIZE B EF 2 THRA N TOADHTENET. THRERETIZ. ZOF 74L&
TENERAEHEHLET. TX MRIETHTTPR f 73S AEAT 51213, UTOEEEITWET.

1. HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\Dazzle\AllowAddStore|ZA% 8T 5 & . HTTP(Z
SBDELFATHRAIMNTEI—Y—HEMTEDLHIZH) FT.

2. HKLM\Software\[Wow6432Node\|Citrix\Dazzle\AllowSavePwd|ZA% &8 €T B & . IFFaT7HR TP T1—
Y=hHXRT—FARFTEBLHITHY) FT.

3. StoreFront THER & 7= [TransportType] AY [HTTP] MR b 7 HIEBIT 51214
HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\AuthManager|Z{&
ConnectionSecurityMode (REG_SZ) #IBML T. AnyA:8EL £9.

4. Citrix Receiverm#& 7 ¥ Bt )

=/
Vg
2%

CitrixReceiver.exe ALLOWADDSTORE=N

PNAgent 7’0 b J)LA{FE -1 R b 7 OEIERO O —HILTHORE

*7
>3 | ALLOWSAVEPWD={N | S | A}
D
Merchandising ServerddBC(sIZ & DB I NILH 212 R M T A I—HF—HEBME L VHEIRTE 20 ) AFEEL
¥9 ., 1—%—(&. Merchandising ServerdELEIZ & WIS NI X b T ABMFZIFENTE EFTH. DL
VIR P T HEHEIRLIZY . BRIPURLAEE L1z T2 L3 TEEFHA. 774 MISTT. ROAT>ar
o) 9.
o N-1—H—(2L B/ \RT— FORFEEHTL FHA.
¢ S-A—HY—(ZLBNRTV—FORFLEHATL T (HTTPSTHREINI-EF 1 TLR N TOH) .
o A- A—H—(ZLBNXRT—FOREAEHAIL 9 (HTTPSE /- (IHTTPTHRIN/ZZ 7)) .
ZOOWBEIZ. L X M) F+—HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\Dazzle\AllowSavePwd
S| TRETBIrbTEET.
7E - AllowSavePwdAEEL 70 WRE(E. KDL SR b —F—5FENTEMT 2HELH ) 7.
e 32K hOST T4 7> FMF— : HKLM\Software\Citrix\AuthManager
e 64ty NOST T A 77> | HF— : HKLM\Software\wow6432node\Citrix\AuthManager
e f&%H : REG_SZ
e & :never- 1—H—(ZL B/ — FORFEEFITL FHA. secureonly - 1—H—(Z L B/X2 77— KR
HHFAIL 29 (HTTPSTHERENI-EF 2 TR N TDH) . always- A—H— (2L B/X2 T — FDREFESEFT
ALEYT (HTTPSE I (FHTTPTHMEINIZZA FT7) .
£
4> | CitrixReceiver.exe ALLOWSAVEPWD=N
7
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Select certificate

*7

>3 | AM_CERTIFICATESELECTIONMODE={Prompt | SmartCardDefault | LatestExpiry}

>
AT arEESTGIAEZRIRL 29, 77 4L MEFPrompt T, 1 —H—HNIHEARIRT BN —
BrRREINET. T7AINOEEAE (RY— A= F7 0N X—EEDRE) AMERInD L) ICLT:
). ROBVHIBRNYZK > TW B HDHAMERINDEHICLIZNTEEY. BYROIF ValAEN WG E(E1—
Y=l Xy E—UhRREN. FRAFERIEIH DO F U AEIRRENET,

Bl

Wi ZOO¥BEZ. LA M) £ —HKEY_CURRENT_USER # #-(ZHKEY_LOCAL_MACHINE®Software\
[Wow6432Node\]Citrix\AuthManagerc CertificateSelectionMode={ Prompt | SmartCardDefault | LatestExpiry }
THRETHI e HTEEYT. REQUAEL LY —HEIRTE S L 5 (2. HKEY_CURRENT_USER TR (4.
HKEY_LOCAL_MACHINEDEEE & ) b1Bkan 7.

&£

4> | CitrixReceiverexe AM_CERTIFICATESELECTIONMODE=Prompt

7

CSPOVR—R2 b HE{FESI-AY—FH—KPINT> b DER

*7
+ 3 | AM_SMARTCARDPINENTRY=CSP

\/

CSPO R—FR U P aFEL>TRY— I A—FNPINZ MY AEBLES., T74IFTE. RY—FH—FD

Cryptographic Service Provider (CSP) &7y € Citrix Receiver(Z & V) PINATITRHD A v —U A FRRE N EFF . PIN
s | DANDBRGEE . Recelvern’ Xy £ =P &FRL T, A—F—IZL W ANS NI PINERZ— 1= FDCSPIZ

BLET. Zo7ONTA5RETDHE. CSPOALKR—RT MILYPINAABAD X v 2—IHKRE 1. PINA

BRENF .

i

4> | CitrixReceiverexe AM_SMARTCARDPINENTRY=CSP
7
Kerberoso){EH

*7

>3 ENABLE_KERBEROS={Yes | No}

>

77 # )L MEIZNOTY . HDXT > o> TKerberosiBal A AT 2N INATEREL 9. I 1F
sy | (NRRT) EIABRLIBEOKBERASNE Y. FLIE TKerberosHER L2 F A A 2/ ARV =L
R #ZRL T a0,

fE£H
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7&%A : REG_SZ

EDNT—%:0

ROF—%T7 4 MEDIHHOIZKE
HKEY_CURRENT_USER\SOFTWARE\Wow6432Node\Citrix\Dazzle (64&y )
HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle (32t b)

@4 : WSCReconnectMode

F&%A : REG_SZ

BNHT—% : 0

FiFLOF—AERLA WMD) 2. REG_SZ{EMWSCReconnectAll 5-false|Z28Ed 2 - & A TE £ 9.
REA LS —R—RA LT P OEE

A—H—ptva aRELTUWDE ZITKRES D S — R —ARREINZEMERETEEY. X1 L77 MIEAEE
¥4 3(2(Z. REG_DWORDEMNSI INACTIVE MS% HKLM\SOFTWARE\Citrix\ICA CLIENT\Engine\ C#Em L 9. tREE1 >
=2 —%9 CIZIERRLI-WIHE(E. REG_DWORDIEA4(IZEEEL 9.

e o
= M

LR M) ITF 4 R—DEREZRD L RAGEENRET ZEEMN D V) . WindowsDEA > 2 b —IHBEIZRDHELH Y £
T, LPRPM)IF A R—ORRAICEBEFICH LT, CGrxTE—NEERLAVETA. LR M IT(R—3. BEEOEE
CHMOEBBETIERCIEEWN. Fl LSRN T PAINONY Ty THEBRLTH S, LR MY BMREL T,
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TIV—=TR)S—FTzo bFoTL—bMIZED
ReceiverdfE

Jan 27,2017

GPOAEAN L= b TOBM X t-(3FE5E

TIW—THR)—F T FaFERTIAEAHRINTE ). Citrix Receiver for WindowsBIEDEE A HERT 2577
L—F774I)L (OSIZI L Creceiveradmi 7= (Freceiveradmx\receiveradml) ARt TN T,

RS

=

receiveradmx/receiveradml(Z. Windows Vista & Windows Server 2008AB& C{ER T £ 9. ADM7 71 JL(Z. Windows XP
Embedded7Z v b 7+ — L THOAERTE 7.

RESETS

FRE

VDAD A > & b —)L %8 L CCitrix Receiver for Windows ##&a% L 7-35&. admx/adml7 74 JLIZA >R b—ILT«a4L 2 b )IZH) £
. fzEAE <A>R =T 1L Z | 1)>\online plugin\Configuration 9,

Citrix Receiver for WindowsD& 7> 7L — F 7 7 IL & ¥4 DEEBEBFTIZOWLWTIZATOREASBL T &L,

7 74 IVOTERE 7 74 IVDIGH

receiveradm <A X F—=I)LT 1 L2 I 1)>\ICA Client\Configuration

receiveradmx <A >R p=ILT 1 L2 I 1)>\ICA Client\Configuration

receiveradml <A R PM—=ILT 1 L7 b 1)>\ICA Client\Configuration\[MUI 3 JLF + ]
Sy
=

D Citrix Receiver for Windows | ZfH BT > 7L — b 7 7 A LA ERTZZ 52880 L 3. IO T7 71ILEAR—bFLT
b. LB ESRIFENET.

O—AJLGPOIZadmF> 7L — b 7 7/ ILAEBINYT IZ(F

FradmTr 7L — 7 7AIEFERALT. O—HILGPOXR K XA > _R—XNDGPOAERETXx 7.
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LEBEHEZEY LT, [RR—P] XZa—hbgpeditmscaFIT (B—naEa—%—IZRY) >—5BAT 25E) 75H.
TIW—=TR)—EHEALY —)VEER (FXA R —%BRTHHE) LT JI—T7R)>—IF1x—4M& %
EB
7E 1 BRI Citrix Receiver for Windowsdd 7> 7L — k& TIL—T R S—A TP 20 P IF 4 X—I24 2 R—F L TWBIHE.
FlE2.~5(3EBTE £ .
2 0W—TR) =TI F A R—DERAT [BEAT7L—1] #8RLFT.
3. [#4E] XZa—o [Tr7L—tnEMEHEIKR] #FRL £
4. [BM] #2)vo L. To7L— 7 7AIVOIGHT (<4 A F—ILTFT 1L 2 p1)>\ICA
Client\Configuration\receiveradm) #&HMR [ 9,
5 [BK] 22w o LTFr7L—rEEML. L] 22V v I LTION—TR)S—ITAR—DAA T 12|
TR T

O—HILGPO/XR [BHERT 7L — ] > [(EkNEEAT 7L — b (ADM) ] > [Citrixa > R—x> p] > [Citrix
Receiver] |Z. Citrix Receiver for Windows?hT> 7L —r 7 74 ILABMENE T,

O—AJLGPOIZadmF > 7L — b 7 7AILHEBMEND & KDOX vEA CHRREINET.

Flstringsl o > a>DRDIT b )HART D=V EHLNE LT-.

[OK] #2)w o L TAxAvE—CAEEALET.

A—#JLGPO(Zadmx/admiF > 7L — h 7 7 A ILEBIIT B2

F radmx/admliF=> L= 7 7AIILAEFERL T, O—HILGPOXR F X A > R—XNDGPOA R TE 9, ADMX7 71 L
DEBIZDOWTIE. = b 5HDMicrosoft MSDNDEZEASB L T =& L,
1. Citrix Receiver for Windowss 1 > X b —JLL THS. T 7L— b7 7L aE—L 9.,

admx :
=t : < > X b=JLT 1 L2 I 1)>\ICA Client\Configuration\receiveradmx
a b —% : %systemroot%\policyDefinitions

adml :
AE—JG: <A >R F—JLFT 1 L7 b 1)>\ICA Client\Configuration\[MUIculture]receiveradml
a b —% : %systemroot%\policyDefinitions\[MUlculture]

[BEAT 7L —] > [Citrixa>R—=x> ] > [Citrix Receiver] &> —#JLGPO|Z. Citrix Receiver for Windowsah 7>
TL— b7 FAILHEMENET.

TIN—TR)—FTo o bdicaclentadmsz> 7L — b &{E>T, RV b T—0DI—F 127 TAFH—/N—
FASINDY—N—DRE. 21— —DIL—FT 17, VE—PLI—HY—FNAI R, $LU0LI—HF—T 2R TR (ZET 2
RAAEERT 24880 L 7.

icaclientadm>> 7L — b 7 7AILE R XA R o—HLU00—AlLaA E1—R—DR) >—r —##ICERTE X9, |
AR —=DInE. JI—T7R) =B Y =LA FESTT T L= 774V EA R— ML ET. (3R
KICHEHET 2% C DR DI—H =T34 R(CCitrix ReceiverdRE A WA T 2DIIFRICEMTYT. B—n1—H—7F/\(
Z2DGEIT. TINAR EOO—AILDITIN—TR) S —IF (1 R—5F>TToTL— A R— L ET.

TI—TR)—FT o T 7L — I & DReceiverdiEak

s 7
e

N,

D Citrix Receiver & F(ZIREE N ZGPOF > L — 7 7ML AFERT 2 28O L £9. BRIDT7 71ILEAR—bLT
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I b. MBI RSN T,

TLISE LU ZIL—TR) > —IZDWT

ZOR)—EFERLTTSA 7> a malLEY. 047> aitdl). Citrix ReceiverCi&i et —/N\— % T2 (5
LT, =N DI NTORIEEABESUTEZY. FHEINTUWEWLRY FT—05NT G TIITLISAFERT 522
HHEDL £9. Receivery XenApp (I XenDesktopdETiZ. TLS 10, TLS11, B LUTLS1270 b QLAY R—F &
nxvd.

ZRY) >—HBLmE.  [Require SSLforallconnections] F xRy REAZTHZEIZE->T. 277
=2 arBILUTFTRY by 7T BReceiverdd N TORIETREIMKICTISAFRI T A TEET.

Citrix ReceiverClg, H—/N\—(Zd YRIREND ¥ 1) T (iAZELOZATTH—/N\—%FHIL 9. ZH(IDNSENER
T9 (f : www.citrixcom) . ReceVerhpFENY —/N—IZD&HELGT DL ) IZHIRT B A TEET. Zhid.

[Allowed SSL servers] sREN L VXYY D—EIZH—/N—%FEET D LICL>TITWET. ZZTIAMILRFA—FY
R— I BESAEIEETEET. & AIF. T citrixcom4433, (24 V). HBLA "citrixcoms TERH D EDY—/N—¥ HR—
hA433TOEGHH N EINET. EF 21T (EAEEROERS (FAEAEORITTICL Y EHEN £ . Receiver Tt
BHENRITITAREINT BEREI NG WGEL. BEH ERINET.

TLSTHE4rd 2354 . ReceiveriZReceiverBk s R4 2+ 1) 7 (AFAAZNIREA ERT B & I —N—AERTE
9. [Client Authentication] s&EAFEAL T, #BMAAEBERIZIT I I —F—IZBMTH2H15ERLET. KA T3
hdt) £9,

never supply identification

only use the certificate configured here

to always prompt the userto select a certificate

to prompt the user only if there a choice of certificate to supply

b
[ClientCertificate] FZEAFRL T. FBAREBAEDBENATEE L £9. ZhiL V). I—HY—ICAREL 7O T FA2RRLAEWVWE D
(2T BN TEET,

Y=N=DtF 1) T (iEAENHAIRCAEAEDORITIT E B{E L CEAERYI—E (CRL) A#BISTDLH 12, 7501
HIBBTHZENTEET. ZhIZEY . Y= N—REAEAIKML TR WI e A2 REAEL £ . ZHICLY . S RATLHBE
RIZEHINTWBIBEIRITUHREAE A BT 5 A T& 9. [CRLverification] FREAFEAL TT 771 %
ToOWThAHERL 7.

not check CRLs at all

only check CRLs that have been previously obtained fromthe issuer
actively retrieve an up-to-date CRL

to refuse to connect unless it can obtain an up-to-date CRL

X FXIEHRBUIC L TTLSA#EMT 488 Tlx. Citrix 72 71 BT —/N—5BRIT2Z ¢ #BIRTE £9. Zhid.
¥ 1) T AAEAZEN—EBE L TAAER) > —DOIDAFEEL TITWE 9. RS —mOIDAZ Z THRYT 33553, Ef
MDH DR L —hES T DIAEDHHReceverTRITANSLND L HIZL) £9°,
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—BnEF 1) TRy —I2iF. EHITERAINAEST7ILOY XLICBHETZ2EHSAH ) £9.  [TLS version] iRE%
fFAL T, TLSVLO0, TLS11l, HLUTLS12MAAFERTELHIIZTZ 71 ICHRENTHZ EATE 9. FRIZ. 55
DDA EHLEDNHEFERT DL TSI IZHRENTEZEATEET. FBETX DB SOMAAEHHIZRATC
EH) T,

1TBERAE (T DRSS DA S HE

e TLS_RSA WITH_AES_256_CBC_SHA
e TLS_RSA WITH_3DES_EDE_CBC_SHA
e TLS_RSA WITH_AES 256 _GCM_SHA384

EfdEm(FOBESOMALEaHYE

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_AES_128_GCM_SHA256

FIPSt & 21) 7 1 1ZAE) AEHL

Citrix Receiver for Windows 4.4 (g, TLS& FIPS (Federal Information Processing Standards) %#Ad % 7= HDEME— |
WA 7> arhrBAEINTUWET., ZOBBEAE ST, §NTHDICAIRT > 32X L TFIPS (Publication 140-2) ZE#L
DESUDOAHIMERINDLHIZLET.

FLWEF 1) T 1 BEHE— FTIENIST SP 800-52HM ' R— a3 Fd. T74IMTE. ZHOE—FIFEMIL->TUWFE
9 ( [%L] IZEE)

S =z
1=

NIST SP 800-52DZEML | A EHR (ZDUNT (F. NIST page describing guidelines for TLS implementations &£ L T { f2& Ly,

F1-Z/x—2 3> CitikReceiveriZ & V). ICAOR2 S 3 BOTLS7 O b DA RET HTLSN— a3 AR TEXET.,
74T b Y —/N—THEIZERTEZ 2&FO/N—2 3 U AEIRENE T,

ZhoDOBEEAERT 5156, TS LUERE— FMEREE TANDZ ¥ #FITLET.

o FIPSAFMZTBHF v IRy I REFERL T, IXRTDICAE YL 32X L TERLE-BSHAFERL 7.
e LXal)F 4T FA T RE—FN%SP800-52|Z:8EL $9.
o TLSOHN—2 a3 AEIRLET.

ROREFIPSA TS 3> A RLTWET,
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A TLS and Compliance Mode Configuration

[5] TLSand Compliance Made Configuration Presious Sebling

Not Configured  Comment:
@ Enabled

Disabled
Supported 00 &) Racenver supported platforms

Options:

| ¥ Require TLE for all connections

Security Compliance Made § | NOME x

(7] Enable FIPS
SP800-52

Alloaved TLS servers v

TLSversion [TLSLO|TLSLL|TLSL2 -

TLS cipher suite | Commercial ':
I Certificate Revocation Check Policy | Full access check and CRL required - I

Policy Extension OID -

Client Authentication iNotCnnfigured '
BT — 5
~,
IT=

T7 A TIE. FIPSIEES (Fxvoil) IZ8->TUWET,

FIPSOO#E A%

TRTDICAZ 54 T > FEDOFIPSEESHAERT 5 (Z(F

1 [2>E1—R0k] > [B8AF> 7L — ] > [Citrix Components] > [Network Routing] > [TLS and
Compliance Mode Configuration] MDJEIZEIRL £ 7.
2. [TLS and Compliance Mode Configuration] &[T [Enable FIPS] %#EiR(L 7.
3. [Security Compliance Mode] 2> 3> T, KOYT7TX I X=1—H% [SP800-52] #EIRL 9. ZDA 73
CEEBET AL KDL HICLET.
o SPB00-52EMIE— N(FFIPSOU TS5 A TR A MEY LT, SP800-521FMTAH S & . FIPSIRTE & ($B9&7% C FIPS
E-FHBMUNRY ET,
e Certificate Revocation Check;R1) o —(% [Fullaccess check and CRL required] F#-(% [Fullaccess check and CRL
required all] (Z:&EL 9.
4. ICAOR a3 CBLETIS7O b 2ILON—2 3 0 5BIRLET . 27472 b e —N—BITHEIZERTE 255
D=2 a wBIRLET. ROF T arhhl) £7.
e TLS10 | TLS11|TLS12 (F7 #JLb)
o TLS11|TLS12
e TLS12

ADMXF > 7L — b DERBIZDOWT

StoreFront 3.04 & {FCitrix Receiver 4.3 1) 1) — & ¢ (2. Citrix XenApp# & UFXenDesktopT. MicrosoftdF LL7 71 JL
EXTHBADMXT 7 ILHYR—FZND L HI1274) F L1z, ADMX(FL PR pYR—=ZDR) > —FREAEKRRT 180
ERT. BECESXML7 7 IVERAFERL 7.
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WindowsVista/WindowsServer20081/‘)\]§¢;t WEOY—0 TV TEEBAMEREINTULIADMT 7AILA. ZNHDH LWL
FAILTEE®RZ SN ET. ADMT 7 JL{FWindows XP Embedded 7S« f 7 # — L TRRE L ClERTx 9. FH

ﬁéﬁ@v—w\7w TR)—F Tz FPITAR—BLOTIN—TR) o—BEO Y —ILIZEB(ZITIEAEHY)

BA. ZLDHE. BERLGIIL—TR) O —BB R X7 DOFERITRIZADMX T 7 A LDOFEEIZKIT Z & 3H 1) FHA.

HLWADMX Y 7 A ILAERT 2ELFANDIDE. X FZIAMTTT. X PR MTIET7 4L TlEERE N E

BAD, ZDA T a (I P A R—ZDOGPONEE THERATE Y. UBIODADM 7 71 ILE (ZR7Y) . ZIL—T W)

S=F T LY FIFT 4 RX—TADMXT 71 LA RMREIZAGPOIZIE—INBZ & IHt) FHAN. KX O—

‘—imﬁ DR XA LNIVDGFTH Bsysvol (A—HF— (IR TEFLA) . FlEE FFILR bv,y:@ﬁﬁ'cgsg“
HlZO—HILOEERAT— O RT—2arhbitBRB I ENTEZT, 7JZ§ZL\ADMX7 1INVt b ZILA T

l: —THEHETEFET. BV M IR MTIZEST. FASCRADTRTHIIL—TR) S —EEBZFIZNLTT 7 wmﬁ

BRI FIATTREICA ) £, ZoOMEEIC LY. R S —EEABERLIN., GPOT 7 IILORBRMAHLRENEINET .

ADMX7 71U, SaBIZKFEL LY (ADMX) )Y —R ¢ ERBEB® (ADML) )Y —R(ZHH/NTE) ., IXTHTIL—
TR) O —EEEAFBTELT. NHDERIZLY. JIL—TR)S—Y—ILTL—H—A L X—7 1 AHEEEZN}
REASHEIZISC CHARBEINET.

N
=

L < Z. ADMX7 7 A LB (2 DL ThHMicrosoft MSDNDEEEAE SRR L T { 123 L,

ADMXZE L UADMLT 7 1 LD BT & 35 BT

(KABIOD/N—< 3 > DReceiverTIREE N TUVz) ADM7 71L& RAIAEMEL £ L1z, LTORIZ. ADM7 71 ILE
FLWADMX 7 71 ILDBBIDV v E T 5RLET -

Citrix Receiverdy/Nx—< 3> (4.33%k Citrix Receiverdy/N—< 3> (43LAF%)
7iE)
Icaclient.adm receiveradmx \ receiveradm
Icaclient_usb.adm receiver_usb.admx \ receiver_usb.adm
ica-file-signing.adm ica-file-signing.admx \ ica-file-signing.admx
HdxFlash-Client.adm HdxFlash-Client.admx \ HdxFlash-Client.admx
=z
EEN=IN

Windows Vista/Windows Server 2008l Cld.admx”7 71 IL& . $DIFHDT S5V b 7 +#—LTlZadm7 71 ILAERL 7.

Citrix Receiverdd{ > X b =5 —IZ L W EHIND H XX LADMXE L UADMLY 7 LA PSR FFIZaE—L T, |
AL DT RTDHTIL— 771'\'J CEEEICNLT7 7ML ABERICHATRECT 22 A TE T, LIFU)%%L_
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ADMX$ L UADMLY 7 A LA O E—F ZUEBAH D54 RL £7.

7 7 I OFESE 7 7 A IV

receiveradmx <A >R F=ILTFT 1L 7 I 1)>\ICA Client\Configuration

ica-file-signing.admx <X F=JLT 1L 2 1)>\ICA Client\Configuration

receiver_usb.admx <A R PF—=JILT 1L 2 b 1)>\ICA Client\Configuration\en

HdxFlash-Client.admx <4 R F—=JLT 1L 7 1)>\ICA Client\Configuration

receiveradml <A R F—=JLT 1L 7 1)>\ICA Client\Configuration

ica-file-signing.adml <A R =T 1L 2 1)>\ICA Client\Configuration

receiver_usb.adml <A R F—=JILT 1L 2 b 1)>\ICA Client\Configuration\en

HdxFlash-Client.adml <A R PF—=ILT 1 L2 b 1)>\ICA Client\Configuration\[MUI 7 JLF + ]
TE

VDA > X k —JL %18 © T Citrix Receiver 5 #mi g™ 335& . ADMX/ADMLY 7 A JLiZ1 >R F—ILF 4L 2 FJIZRop Y £9. 7=
EZI1E. <A >R k=T 1 L2 | 1)>\online plugin\Configuration 3",

L 3 EREORIFIIL—T R o —

oy a EBEORIEFS I —TRY) L —aERT 5. BBMLNILEARELEYT. AT a aEERTLE. Y
T3 EEORFBEGHEEOMICART7T ) r—> 3y (13T R 7 by D) (CEREINZBEBML NILAFHIETE £
9.

BBMEL NILEEBRT 5I12E. [AE1—R—0iER] > [EH8%F7 7L — ] > [Citrix Components] > [Network

Routing] > [Session reliability and automatic reconnection] > [Transparency Level] DJEIZIEIRL £ 7.

AY

=z
SEET

F7A4JL b TE. [Transparency Level] A% [80] ¥F&EINTUWET.

N,
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x ™
#i| Session reliability and automatic reconnection . S — mﬁu

[E] Session reliability and automatic reconnection o Next Setting
- — |
() Not Configured Comment: -
@ Enabled
(Z) Disabled o
Supported oni  appx Migrator encountered a policy that does not have a supportedOn value, - |
Options: Help:
| Enable automatic reconnection Use this policy to.control how the client behaves when a network failure causes a e
I dropped connection,
\ Enable session reliability (has precedence if both are selected)
If you select "Enable” and then choose a check box for "Enable session reliability” and/or
I Transparency Level 20| = "Enable automatic reconnection,” the client atternpts to reconnect to a server,
|| The "Enable session reliability” selection enables reconnection to an 55L/TLS server,
Support for this setting depends on the S5L server configuration. The "Enable automatic
reconnection” setting enables auto reconnection. If both options are enabled, session
reliability has precedence. If session reliability is unable to reconnect, auto reconnection || =
tries to connect. If "Enabled” is selected, but you do not choose one of the check boxes,
the policy is not enforced.
Use Transparency Level option to control transparency level applied to ¥A/XD session
window during session reliability reconnection period.
- 0 means, XA/XD session window will be turned to black window
- 100 means, no transparency layer will be applied (frozen screen)
Troubleshooting:
Some proxy servers automatically disconnect connections that are idle for a certain
length of time. This can cause client sessions to be disconnected when not in use, A 8
[ 0K ] l Cancel ] App
J 2 - -
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A—f—=~DT Hh > MEBRDIZA

Feb 02,2016
BHFL. I —H—ICT7hY o roERERHBELET. 1Y —(3. ZOBEREFERAL URETR I by TRT7 7)) r—2:
ST OoRRALEY. ROFETLI—H—ICERERRETEZET.
o A—)LTRNLRIZEBTHY Y MEH AT S
o I—H—(Z7OEYaZ I TAILERET S
THh MEHREI—Y—ICFANIES

Important

Citrix Receiver& ¥l CT{ERT 21— —(Z(F. Receiverdd1 >R b —JL{&IZReceivera=BRENIT S L HTERL T &V, ZhiZk
), A=Y =T HI 2 bEBMTES L HIZHY), 1R b—IUERC—BRZEILRBESS 5 1zUSBF/N1 ZAHRRHE N E .

A=) FLRIZLDTHI rREAEHBRT S

BHENA—ILT FLRIZE DT HT > MEEMEEEABNCZ L 125G, 12— —(IReceverd ¥R ERIZH —/N—DURLD
RKbYIZBDDAX—ILT FL A& ANTE&£3. DNS (Domain Name System) Hf—E'Z (SRV) L a—R(Z&t), ¥¢DX-
LT R L RIZBIEF T T Uy BNetScaler Gateway, Access Gateway, F 7-(FStoreFrontt—/N\—AEEIKICHRE Z .
BETFRI by TRT TN r—2 a3 T o8RG 20N O5F 5 RKDB A v—CHRRENET.

=7
£E.

X=)LT FLRIZE BT H7 bEEE. WebinterfacelRETIIERTE A

A=I)LT KL RIZ& HRecever7 177> b DEBEEAIEL < BMET B & 5 ICDNSH—/N—AHRT 2 AEICDOWLTIE.
StoreFrontd KF a2 X2 bD "A—)UIZ L BT H > MEHAEERT 2 #3BLTEE0,

NetScaler Gateway A # a4 2 FikIZ DU T(E. NetScaler Gateway? K& 2 X > b @ 'Connecting to StoreFront by using
email-based discovery ; %M T &L,

A—H—(Z7aEC a7 7L ERET S
StoreFront(Z & W) IREX N2 7O a=Z 77 70 ILAaFERL T, —HY— (3R N TIZEGTE LT,

o EIFHE (L. StoreFrontA{FAL T, HHEOFMEREERL -7 OECa - 07 7ML AERTE 9. tEL/-7'0
EoaZr 7 7ML EI—H— (2R L T, ReceverxBEIKIZHEBRTE2LHIZLFT. Receivera1 > X b—JLLT
#BT. Bitxahtz7 7 Le 21— # HBA < & Receiverh BEMKIZHER S L £ 9. ReceiverforWebtr 1 + %18 515¢
(3. DY b S I—H —|ZReceiverd 7O 3 77 7 ILARIET I 6 TE X7,

L < (d. StoreFrontd FF¥a X2 b "A—H—ICEHT DR M T 7AES I 207 7(ILAETIY RAR— 9 5IC
[F1 SR TCE&L,

Thor MEREI—HY—IZFANEES
A—YH—=HAFENTTHI b ety VP 7 TEDLITBHICE. =Y —PMEETFRI Ny T 77 ) r— a3 ~3&i
THHOICHELTHEREIRMELET.
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e StoreFront X b PADEHDZE L. D —/"—DURLAERMHL £9°. I : https://servername.company.com
Web Interface BRIIRIEMDIG & (L. XenApp Servicesth - r HURLAEIREEL £9.

o NetScaler Gateway s N9 2EGDIHEE. 1= —H TR TOEWBIBEH R b 75 RRT DBELHDDH . 1zI34FEC
NetScaler Gateway|ZXf 9 % 1) E— b 77 AL B 5= B—DR pTIEFIZT 2 2RT 2BELH DDH A TANS
WL 9.

o BHIEAR b T HTNTRRSIEDIHE(E. 1—H —(CNetScaler GatewayD T2 B N A 1 & A RHL 7.
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File Action View Help

Lo AN 2lHm=7T

=] Local Computer Policy
~ (& Computer Configuration
| Software Settings
| Windows Settings
~ [ Administrative Templates
w || Citrix Components
~ [ Citrix Receiver
4 CEIP
1| Client Engine
| Diagnostics
" Fast Connect API Support
| Multi-Stream [CA
| Metwork routing
_| Remoting client devices
| SelfService
°| Storefront
| User authentication
| User experience

~ User experience

Edit policy setting

Requirements:

ADMX Migrator encountered a policy
that does not have a supportedCOn
value,

Description:
Use this policy to enable or disable
the use of hardware acceleration
(GPU) for remote graphics. By default
(and when not configured) the use of
hardware acceleration is DISABLED.
When this policy is enabled, receiver
will attempt to use the client GPU to
accelerate the remote graphics. GPU
acceleration is not supported for all
client devices and sessions and will

Hardware Acceleration for graphics. Setting

[E] Client audio settings

[] client display settings

E‘ICIient graphics settings
@Hardwareﬁ\ccelaratmn for graphics.
[E]keyboard shortcuts

[E]Local App Access settings
Remote applications

State Comment
Mot configured
Mot configured
Mot configured
Enabled
Not configured
Mot configured
Mot configured

(O Not Configured Comment:

(®) Enabled

A Hardware Acceleration for graphics.

E5] Hardware Accelerstion for graphics.

Previous Setting

Mext Setting

~| Control Panel

| Network

~| Printers

| Server

_| Start Menu and Taskbar
" System

be silently disabled even if the policy
is set to enable.

() Disabled

Supported en: [ ADMX Migrator encountered a policy that does not have a supportedOn value,

| Windows Components Options: Help:

[ All Settings
~ 4, User Configuration
~| Software Settings

Use this policy to enable or disable the use of hardware
acceleration (GPU) for remote graphics. By default (and when
not configured) the use of hardware acceleration is DISABLED.
When this policy is enabled, receiver will attempt to use the
client GPU to accelerate the remote graphics, GPU acceleration is
not supported for all client devices and sescions and will be
silently disabled even if the policy is set to enable.

\ Extended (_Standard /

7 setting(s)

R —HBRHEN. N—FIxT7 7787 —=>a3arhToT47RICAE Y S a>TERENTWAHAEERT IS,
ROL R M) F—5HERLET.

L X M) /XR : HKCU\Software\Citrix\ICA Client\CEIP\Data\GfxRender\

B>k
Graphics_GfxRender_Decoder$ & ¢)Graphics_GfxRender_Renderer(32 TH D2 WNEHH ) £, EH1DIGZE. CPUR—X
DOFI—FHMERINTULET.,

N=FD 77— FHREEAERIN TV 258, XOBIRFIAZEEL TS0,

® UTAT LU MIGPUA2DH ). EZR—D—DON2DDNDGCPUTT I 7« 7HinE. CPUFI—FALLENET.

o Windows Server 2008 R2AENET 2 XenApp 7 xH —/N—(Z#7 9 2354, 1 —H —DOWindowsF/N\1 X Tlg/N\— K7 7
FA—FAFRALAWI L ABEED L £T. A BIRIHE. XFINEBRRRT DEDNT =< ZDETPHL S
DEDMBENIREL T
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® VT M7 #THOBEERCWebER L ED Y TILERALDT VT AET A1,

e RAMINTWBEET T r—rary (FA4o7—>3a>7ar77LKE) OFER.

o GFE X §FE .

Receivermd1—H—(d. AR a>trX—DRELEELT. TNARIZMABLTWB YA 7 4FERT 20 ) HRIRY
B¢ TEF9. XenDesktopa—H—¢,, [Desktop ViewerEA:RE] K4 7O Ry 7 2R &FERLTYA 2B LUWe
HAZHEERNZTEET,

Updated: 2014-11-28
ReceiverCl3. KT8 ODNDEZXR—DHR—rEINFT.

VILVFEZZR—RE T, FEZX—DRETICL ) BBREARLDIGZENH) EFT. F1-. v a PIZEZR—DRE
BEXHENEEINDZEbH) FT.

v a HEEBNEZR—LIZERRT 256, UTO2ODE—FH1H £7.

o REIME—F. TV a3 IVILFEZR—2KIIRRINET. O—HILTOBBLERIZ. 77 r—>aroq>
FopRREBRESERICRERAINET .
XenDesktop : Desktop Viewers 4 > K9 & ZILFEZRXR—DWTFNHADIEERNMEBRIZERRT 51215, BEdT3E=
R=IZHhDBENCTA FIDY A XERELT [mAH] RxAEI7)voLFET.

e YA RNYE—F, B—DEZZ—Htvia RIERENET. P r—>aro1 o FIdExnEZX—EIC
RARREINETA.

XenDesktop : BLEI) U T (FRIZ MV TII—7) IZBEFNDTRI My 7ThEGITTREITHE. 71> FNIREHNR
Fan, TR v 7HREICEZR—ICRkRENET. BFEREEROVILFEZZ—RIETE. BRBOBERETRI v T
BIDDTNARALETRIRTEET. TNARADT T4 <) EZX—%XenDesktoptz > a > TERT 25E(F. v 3
CTHERDEZR—PTZAT)EZR—IZR) EFT. ) THEWEEL. v aRNORHNIVWESOEZX—HT
AT EZR—IZI) FT.

VILFEZRREAYR— T BICIE. ROFEEHEIZL TWDRELHY) 7.

o 1—H—F/NA ZADBHTVILFEZR—HHR—FINTWS,

o I—H—FNARDARL =T A I RTLNREEZR—51EETE S, Windows7Zw F 74 —LTEZR—4%HE
TEZHEINNE. [TARTLA] . [TARTLAORENKE] OIEISEIRL THERLET. 22T 8EZX—
HRIRIZRRENTWDZ E &AL £

o EZX—pMEINzEIF. ROEEEITVLET.

e XenDesktop : CitrixaA> 2 —%—R > —0 [RARXEDOHIR] SREAEFERL T, 7771 v XE) DFIRAHE
ML ZET.

e XenApp : 1 >R h—)L L 1=XenApptr—/N—/N—2 3 U (ZIGLC T, ROBIEAITWLET .
o Citrix/R1) > — [FRIRA T DHIR] BREAFEAL T, 7271 v o XEDOHIREHERL £7.
e XenApptr—/N—RCitrixEE 2>V —ILDERA > TH—/N=T7 7—LEEIRL. RRIRA > T[H—N=T 7—

LDTOANRTFADERE] . [ITRTHTOANTFADOER] . [H—/NN—DF 7 #JLFRE] . [HDXBroadcast] .
[(RFEE] OIEIZEIRL 9 (F1F [Y—N—T7 7—LD7ANTADEE] . [§RTOZ7ANT A DE
B] . [Y=/N—=DF7#ILI&KE] . [ICA] | [FREE] DIAICEIRLET) . ¥L T, [HEvarnd

7274y TCERTHIRALEY)] ARELFT.
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ZOEE. T T4y XEY) ERBTHEDIZTAN YA XIZEREL FT (BAUIFONA M) o ZDORY I ZDOEHNE
YA XTHEz I WE . AR Y —ZA—EDEZX—LETULARREINETA.

XenApp# L UXenDesktopDty & 3> DTS5 7 4 v XE) BHEOEIZDOWT L. CTX1162865 S L T &L,

R o= [AZN—HILEIRIRENT 7 4L ] 8ET [FEHEFIZLDZINSORENEEAHUT B FT v IRy o
2EFNZTDHE, R —THEEINTWDS [[ X—CHEM] LU (1 X—CELU 74 bDF vyl A7 3L
DEELEL——HBETEDLHIZHY FT.

A—H—HT7) o R—EEELEEXTBIZF

1L A —FNARET. 77V —>a> D [EIR)] 4700 Ry 2 R&B&,. [7anNs«] #2)voLFT.
2. (AT MERE] 27T [GELRTRENK] 2271 voL. [M1A—CEMB LU 1 X—2BLU074> FFvy
Lal AT a nREEEELFT.

WindowsX 7Ly kHOSRET 7)) 75— a3 BLUTRI by TADR Yy FREIZE DT A 5F/MZIT S0, T+
AMANATA—=ILERT OTF 471251200 TINAZAPRTF U b FEIER 7Ly b E—RIZH 511§ 3 &, Receiver|Z & -
TEBKIZR ) — o —FR—FARRENET.

—EDOT/INA R B L U—BBDIRE T TlE. ReceiverAA T/ ZADE— KA IEMICHETE Y. BB —F—Hh—F
HRRENGEWZ EAH ) £,

TR T/NA R () S ATRER £ —R— PR 7Ly b) B> TWBIGEIZR ) =2 F—R— FORREIPHIF 2
{Z(Z. REG_DWORD{#&DisableKeyboardPopup in HKLM\SOFTWARE\Citrix\|CA
Client\Engine\Configuration\Advanced\Modules\MobileReceivera{ER L . 1B LZEZEL 7.

F 1 x647 STl . HKLM\SOFTWARE\Wow6432Node\ Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver|Z{& % R L F 9

Receiver CHFENMEBEL FITT D F —DAAE OB AR TEZ 9. F—R—Fa—rhvy bR >—HBNIHE.
Citrix>>a—rAhHY FF—D7 v E> S, Windowss a—rAhy FF—D8WE. LUt v a3 THOF—R— FOREEAE
ETEFT.

1L EHEL LT, [RR—IF] XZa—hHbgpeditmscARIT (B—na>Ea1—8—IZRY S—5#ERT258) 32H.
TIWN—=TR)—EHAY —ILAEFER (F XA R)—5ERATZHE) LT JIL—TR)—ITF1R—%H&.
ER

* :BRiCicaclient 7> T L — b AT —TR) S —A Tz PIT AR —IZA AR— F LTWSIHE. FIE2.~5.(3 4%
T&ZY,

2. =T RY—IF42—T [BEAT 7L -] #BRLET.

3. [MEl XZa—o [Fr7L—rnEMEHIR] 5#IRL£T.

. [BM] &FRL . ReceivercyConfiguration” # L& — (@& (L. C\Program Files\Citrix\ICA Client\Configuration) (Z#%
gy . icaclient.adm#ZERL £ 9.

5 [BK] #2VwoLTTF>7L—bEEML. L] 52y LTIN—TR)>—IFAR—DAA D1

FOIZRY) 9.
6. JIL—7R)—ITF1&—T. [BEBAT7L—M] . [EROEERT7L—F (ADM) | | [Citrix
Components] . [Citrix Receiver] . [User Experience] MDIEIZEIZ 9.

7. [#4E] xZa—o [7O/NT 1] #BIRL. [BY] 22V v o L TRERF T a aEIRLET.
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Receiver ¢332ty hHigh Color7f O ptHR— b &h, CtrixaRro > a8 X—IZRRIND T T r—2 3> D71
ACELEBEAEBRNICEIRENET. O—LLRAT 7= a3 aFRITLTWRE X [RR— ] XZa—¢&e
IIN=ZRIRENBTT)r—o 374 6. RAHICAEENET.

E%:vQRFUI?4&—®ﬁ%%§6t\ﬁ%@ﬁ%#ﬁi?%ﬂ%ﬁﬁ%U\WW@mmﬁfyzh—wﬁ%%Eﬁi
EbHNET. LSRN ITF A R—DFRICLBEEICXL T, CtrixTlE—EFELBEVEHA. LSRN IF 1

a 3. BEBOEMELFMOSBETITEACIZEW., F12. LR M) T 7MLy 2Ty THERLTHS. LR

M AEREL TLEEL,

EAERTET DI2(F. LR M1 F—HKEY_LOCAL MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

Client\Engine\Lockdown Profiles\All Regions\Preferences(Z3¢F3InL 2 2 b 1) {&TWIDesiredlconColoraiEML . BERNE
WEENDT—RE L TERLET. ERTEZDT7MI>0E%L. 4. 8, 16, 24, LU32EY MEIZEILTT., v b
D= EEHMRERISEE. Y3 L) D LaREBIRTEET.

FEARBIZITENEFNERDZZ—ZXHAH ) FT. I—F—pMBRETFTR O by TIZT 2 RAT2HIEOBEMST. 2—H—(C
£oT, 4L TEZ—IDRATHIZCONTELRT HEEMAH ) £, 22— —HMRIETFT X o by FITHE L 1= V) s
HHRLI-YT 2 2nFNEE. BIEH(Z L BReceiverforWindowsdtzy b 7y THIEIZ L > TREAY 9.

A—Y—pMRAET R v TaRET 2 BEHLH 55563, Desktop ViewersaEFRL £9. 12— —DREFTRI v
FABRBRETRO by 72T BN TE, FHIERETRI PV TRERTRI by 7I2HT 5N TEET. D7
RS 1) FTlE. Desktop Viewery —JL/N—#EEIZ L V) . A—Y—pMRET RO by 7HO—HILTFRI by 7LD
T4 FURICEAWT, BEICHCTRETR S by TORRKBICKRRY A X&EETEFT. I—HF—(FBEIZIGCT
HREAEETX, ALA—H—F/\1 2L TERDXenDesktopiEsi & F A L THEBOREBT R by 75 FTTXx 7.,

RAETFR Y by TORBEAEEY BIn6(t. Citrix ReceveraEHAdT 2 BEHADH ) 9. Windowsa> b O—)L/XRIL
’Cﬁerf%?%’i%@‘é_ LFTEEFHA.

Desktop Viewertz v < 3> Clf. WindowsO T+ L¥—(zO0—AH) > 1—K—IZEEINFT.
Ctrl+ Alt + Del¥—(3, O—AHlaEa1—R—ICEEEINET.

BE . Microsoftitn 1 —H —HEE TH DEEF—. 71X —F—. LUV EZ T —HBEAFMCTEHF—(30—
AN E1—R—IZEEEINFET.

Desktop Viewercd 1 —+f —#fEh#aE e L T, Ctrl+ Alt + Break¥— %9 & . Ry 77 v 7V 1> KU TDesktop Viewery —
IWN=HBHE Y.

Ctril+ EscF—(%. YUE—MDEEFRI by JIZREEENET.

7 : 77 AL FTlE. Desktop Viewers AW L 125 E(3AL + TabF—%#g e vy a > HNOT > FIBT7 +—H2R
HYN) HEh ) £9°. Desktop Viewers = « > FURIZRRL TWBIHE(E. At +Tab¥—%fd v aldno s> F
DETT7+—hAHY) BEHY) £7.

Ry b F—2 =R, CtixiZk WERETI NIz F—DAEHE TY . tz¥ AL, Ctrl+ F12—4 > Z($Ctrl+ Alt + Del
F—AHBIRL. Shift+ F237 7 r—> 3> DE2BHEE—FET A FVE—F&Y)EZ 9. Desktop ViewerGRnRd
NTWBREFZZ by (D% 1), XenDesktoptwy s a>) TIERY bF—o—4 L 2 &FERTE FHAN. RET7 7
=3 (DFV. XenApptyar) TEINAEFRATEET.
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RAEFRI by Tty aRALRICRETRY by JIZH# T2 83 TEEVA. ZNEITHE. BEOTRI by
Ty arpUianid. (0. ROZEAHBEOHLET.

o EMEL RETFTRIMYTEDISATU A, BUTRZ by 7AH5ABLTWAY A MIESGT DL ICHRLY
(VA

o I—H—(3. RALTRI by T7THRRAILTWABYA FESRBRLAWL (BBRICEEFEDOEY > 3 ICHBEGT DL )T
FARERENTUWDIHE) .

o 1—H—(3. ALTRIZ by THKRANLTWBYA MASRUI-YEDTRI by THEEILI-Y LA,

REFRI by TELTEMET 2082 —X—ICA—HITATH LT EHI—H—(L. ¥(DTFTRT by T~OFEsHA70O:
73INEY,

A—H—pRAETFT R b v THRA S (XenApp TARIENtz) REET 71— 3 (2L . BINEIREHXenAppa BIE L
TWABRIE TR, O—HILDTINA ZHMEETF R by Ty ar BLUORB7 7 ) r—atwy s a > TRIZY Y
TaNBL )T, XenAppEHEZ KR L TTFNA RV VY E L JAERT DI a8 LET. REFRI by Ty =
CTRIA—HILRZATH Ry b T—0 T4 7 LTERREIND 20, XenAppBIEEN N T4 7Y v E IR >—T
FYRNI=ORZA4T (VE—PMRZAT) DY VELTEHTHRENDH) £7.

A—H—=hH vy a aREILTWDE EITRES O/ — R —ARRINZEMEEFTEET. X1LT7 7 NHEAER
B4 %(2(3. REG_DWORDEMNSI INACTIVE MS% HKLM\SOFTWARE\Citrix\ICA CLIENT\Engine\ CYERL L £ 9. REEA > <
=2 —%9 CIZIERRLEzWnE(E. REG_DWORDEA4IZEREL £9.

HE LA MN)ITAX—DERAEER? . BALREHRET B6EMHADH ) . WindowsDEA > X b —ILHBEIZE
PmEbHNET. LCRM)IFTAX—ORAICL ZEFICHL T, CitrixTIZ—EELAVEHA. LR MY T
TFAR—E. BEERORFE W OEEATITFERC AW, £ LSRN T 7AILOINY O Ty TEERLTH L, L
SR M) EEHELTIEEL,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.107



LT RE

Feb 02,2016

BRIt 1) 71 5RARIZESH D (Z(F. Citrix Receiver A1)V — A DB & (Re&E T 2 MEHD V) £9. Citrix
ReceiverTig, Av— b H— FFBAE. iEBAZEERS—BDOF v 7. KerberosiBallZ & /YA R —al s &, & £ X £ 740704
HiEHERTE £T.
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ZDO MY TlE. XenDesktopF #=(FXenAppTCitrix Receiverdd K X o > /SZ R )L —iRaF BT BDATEICDWLTEHEAL
9.

SX-=z

TE

Z 0BT, Citrix Receiverddf > X b—Jb, A E1—R—RS—DT T )r—> 3>, BLUIFAT o b ARL—F 10>
2T LEDEFHEENTWDY A FOBRIEFETCRITENET. JIL—TRYS—FT72xo b (GPO) T 7L —r&HW-TzAM
EL1=n. ¥nsCitrix Receiverh’f X b—ILENTWBVWTND R XA I FA T bYoICHBRATEXT,

Citrix Receiverdd -1 > X f —JUBFIZ(F. R XA /SR Z)L— (SSON) ABIIZT B28 ) OAELHY F§ :

e OV RRIZA AR M=ILDER
o U7 4 hNA—YHF - R—T 14 XNDER

AV R TA A R—T A A% ERLIZ F XA NNZAZIL—DBL
A9 R TZA A R—T A REFRAL TR AA /YA R)L— (SSON) #FHZT IS

1. Citrix Receiver 4 x%-/includeSSON« v FTA X b—ILL 7.
o 1D F /(BB DStoreFrontX b7 A A X b—I)LL 9 (ZOFIAFETTET TE £9) . StoreFrontx b 7oA >
b—IUIE F XA 2 /NRZIV=FREED Y b Ty TIZEDEMTIEH ) F8A.
e Citrix Receivermdf2ENZ & () /NR ZIL—FRAEA BN & 72 > TW B AEERR L . Citrix Receiverh’f > 2 b —)LEANB T 7
1> FDBRBMBIZZR R V32— v —Tssonsvrexe 7O AARITHHO AL £ 7.

=z

1=

12 F - (3B StoreFrontR b 7 A IBMT B 7-ODEXIZDWTiE. Tv KT 4 2 /NF X —X—%A{FH L 7-Receiver for
WindowsDtER e 1 > X f—ILy &SRB L T &L,

S5 T7AANA—Y = Z—T 24 ZEFEABLI F XA 28R RIL—DEHHK,
TI2T7AANA—F =2 R=T A REERL T XA /R RZL—DFEMZT BIZ(F

1. Citrix Receiver{ > 2 b —JL7 7 )L (CitrixReceiverexe) &KL £ .

2. CitrixReceiverexes 872 v o LTA VR M—5—41BIL £,

3. L I A AL DEIUA LR =L A= F T S I A AT BF T o Ry o A EA L
CCitrix Receiver CSSONMIBEZ B L TA >R b—ILL 9. Zhid. CitrixRecevers v FS A > XA v F
?n/includeSSONA{F>TA >R F—ILTBDERLTY.

RORE., ST F o EHBMCZTDAIEERLTUWET,
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@ Citrix Receiver “I

Enable Single Sign-on

When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications |
without having te log on each time. You should do this only if |
yvour IT administrator has instructed you to. This will take effect
the next time you iog on to this device

] Enabie tingle sign-on ‘

For more information on configunng single sign-on, please see
article CTX133982 at citrix.com/support.

MNext Cancel
=z
=
UYL A DEIA RN —ILT A= FE. XA BMYS o TIL Y21 R N—ILET DIHGEICOMERTE
9.

Citrix Receiverdd#eENZ & §) /NR ZIL—RREA BN E 75 > TW B A HERR L . Citrix ReceiverAi®f > X h—ILEN BT NiRA >~
POBERBMEICXR R T R—2 v —Cssonsvrexe 7O AN RITHA &AL £7.

Dt aotEHRAE{E -S> TSSONRREAD 7 IIV—T R o —REAEBRL £9.

S=c

I

SSON(ZB9i#E 9 B GPOR ) & —iRENDT 7 #JL MME(Z. Enable pass-through authentication T, SSONASEMIZAY £3. KRDOF
JECZ sk Es=ZEEL 7.

SSONZ JL—"7R1) > —(ZXF BADMX 7 71 ILOOEF
ROFIEIZL V). ADMXT 7L ILEFES>TIIL—T R S —KEHERL £

1 ZIL—7HR) > —T7 71 a5iHAHFF . Citrix Receiver 4 3E A {F > 1=+ > X F —JLTlE. %SystemDrive%\Program
Files (x86)\Citrix\ICA Client\Configuration” # JLX —|Zd % Receiver. ADMX % - (ZReceiver ADMLA{FRAL £ 7.

2. gpedit.mscABIWT [A>Ea—R—nimK] > [BF7> 7L — ] > [Citrix Component] > [Citrix
Receiver] > [User Authentication] DIEIZRIRL 9.

3. (A—Y—O—AHITL L F12FVDAT R by 7TaA=IL KA A=, HHWNNIEOEAT) koOo—H)LaAEa1—
R—GPORREABM-L£7.
e [Localuser name and password] #I®EIRL £,
o [BW] AU voLZET.
e [Enable pass-through authentication] ¥t 2Ry R&F (2L 7.
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» & Computer Configuestion
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[ Windows Settings
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4 7 Citrix Components
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[ SelfService
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2 Tracing
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b (] System
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compter.
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> Localuser name and password - oIl
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(2 Not Configured Comment:
) Ensbled
() Dunabied

Previous Setting Mext Secting
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Helge

[f] Enable pass- through suthentication

= Ailiow pass-through suthentication for all IC4
connections

[ e Mol Dingctony Sarvar cracntiss

Use this palicy to instruct the dient to use the same
cradentisls (pas-through suthenticatson) for the Citr XenApp
server s the chent computer,

When this policy is enabled, the client can be prevented from
sy The curmnt uiei logon crbdéntisl to sutherlcsle 1o the
rerngbe server bry clearing the “Ensble pass-theowugh
suthentication” check box.

Thé chant impeits coman renctsns ipefying whan pass.
through suthentication cen ocour [for details, see Citrix eDoxs ot
hetpe//support.citraccomyproddocs]). If these restrictions are too
strict for your smvaonment, sehect the “Allcw pass-through
sutheniscsticn for ol ICA connections” check bex to bypass the
pass-through suthertication restrictions.
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g
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5 [BK] 52y LTTFr7L—r&EML. [FACS] 22V v I LTIN—TR)S—ITFTAR—DAA T4

FIIZRY £9.

6. JI—TR)—ITF1&—T. [BEAT7L—M] . [HEROEERT7L—F (ADM) ] . [Citrix
Components] . [Citrix Receiver] . [Networkrouting] . [TLS/SSL data encryption and server identification] ?JE(Z
BIRLEY.

7. HRE] XZa—o (70T 4] #BIRL. AW %22 v LT [Alowed SSL servers] (ZERRIFAH —/N— L #T
LUWR=FESHO XY Hh—E% servername:SSL relay port number,servername:SSL relay port number; MERT
ANILET. 22T, <SSLrelay port number>(3 1) 2+ —iR— F ESARL £F. ROBINDL H I, FEDEREEASSL
HP=N=—DaL XY D—BEIEETE£T.
csghq.Test.com:443 fred. Test.com:443,csghq.Test.com:444
ZNEappsviniZ 7 AILOBIZH TZH D ERDL 512744 9. [Word]

SSLProxyHost=csghq.Test.com:443

[Excel]
SSLProxyHost=csghq.Test.com:444

[Notepad]
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Oct 31, 2016
ZDhEY 7 DORBL. XenDesktop 7.6PAFE. F 7-(EXenApp 7.5(ZnABRINET .

ReceiverCHEIZTLSAMER I NS & 5129 BI1Z(%. Secure Gatewayt)—/N— F #=(FCitrix SSL Relay TTLSAF6E L F 9. aFL
{ (. Secure Gateway ¥ 7-(3Citrix SSLRelayt —EZD K F 24> bDME Y 75 SR T EE W,

52, A= —=FNA ZAPRTRTDOL AT LEG AL TWAZ &AL 7.

T NThHReceiverBIEATLS TS T B (23, 1—H—F/ 1 R, Receiver, & U'Web Interfacetr—/x— ({#FRLTW3
HE) AERL £9. StoreFrontBIEDREICO>WLWT(E, Citix®ERmRF 14 bDEF2)FAIB8T2 M EY 2 52BL
TLE&EW,

TLSHBEA B RNIZ 7 > TV B Receivery —/N—7 7 — LAFIDBIE A TLS TRET 51215, Y —/N—EBAZ DAEAHET (CA)
DERZLRAT D1-0ODI— FEAEALI—H —F /NI RIZA VR F—ILENTWBREAH ) £,

ReceiverTlE. Windows# XL —7 1 > 7L RTFLTHR—FINTULBAEHYR—FLTUVET. ZNHDCADIL— Ml
BAE(S. Windowsy —44(21 >R b —)L&h, Windowsd1—F 1 1) 7« &EAL TERa NI T. ZhbnL— MEE
(%. Internet ExplorerC{EFBE N TWB HDER L TY .

(IHDCALERT 2IHE1E. ¢DCALBIL— FEAZEAIISL T, F1—HY—TFTNA RIZA VR F—ILT HBEHLH ) &
. 4R F—L&NT-)L— b EEBBZE (I Microsoft Intermnet Explorer¥ Receiverd@ A CERE L OSHEI N E T

ROERFIFCEAAEAERL T, IL— FMIAEE A R =L TESHREMD DY) 7.

e Intemet ExplorerEi#E £ | (IEAK) 74— FELU7AT7 7ML= v —5ERT 2
o H— NN—F A ROEMY—IL5EFERT S

Windows# XL —F 4 > S AT LTA R F—ILEANT-AEREA. A8t F 1) 7T 1 &85 HI-L TWB I & AHEET
Bh. BT 24O CAIZ L > TRITEN-AEAEAFERAL T &L,

LTSTZ7)sr—2 3> —85BSHL T, ¢NDT—X %Receivery Web Interfacetr —/N—Tx ) BX) § % (2[5, Web
Interfacetr —/N—DEYLERE A AL 9. SSUTLSDT-ONEBRE A 7R R b9 5. XenAppt —/N\—D BRI A FRET Z
WBEHH) T,

2. Receiver¥ Web Interfacett —/N—RTx0 ) BLV) XN B4ERIESR A F 2 7HTTP (HTTPS) 70 2L TS 312
(X, Y—/Nx—DURLAE "https://<servername> DIEXTANL £9. WindowsBXI4ER TReceiver7 1 2 52H2 1) v
L. [EAXRE] #BIRLET.

3. [/274 0B o [Online Plug-in] mT> b &EHZ v L. [H—N—DEE] #FIRLZT.

A=A E1—R—ICZOREABRAT 556, Ctrixaxsatr2—a23LT~NTDReceiveraR—F> b7

BTLET.

1 BHEY LT, [RE— ] XZa—pbgpeditmscARIT (B—naEa—%—IR) > —45BRT 358) §5H.
TI—T7R) =BV —ILEFER (FXA R —%EAT2HE) LT, JIL—TR)—IF1x—%B&
9.
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& RuiCicaclient 7> T — AT —T R —A TSI PIT A X =24 R— b LTWBIRE, FIE2.~5.(3 4
T&%9,
2. JIW=TR) =T 1= [BERT 7L —F] #BRLZET.
3. [#E] XZa—o [To7L—rDEMEYIK] #BIRL£7.
. [Bfn] #E;IRL . ReceiverdyConfiguration” # )L X — (BF (L. C\Program Files\Citrix\ICA Client\Configuration) (=%
) T. icaclentadmsiEiRL 9.
5 [BIC] &0y LTTFr7L—raEML. BALD] 22 1) v oL TIN—TRYS—IFAR—DA AT 4>
FOIZRY 9.

6. ZJI—TRN) =TT &—T, [BERT>7L—F] . HEROEERT>7L—F (ADM) | . [Citrix

Components] . [Citrix Receiver] . [Networkrouting] . [TLS/SSL data encryption and server identification] &I

BIRL 9

HRfE] A 22— [7O/57 1] #BIRL. (B 221 v o LTRERTISREARIRL 7.

e [TLSversion] T [TLSV10] F7z(Z [Detect version] #ER[L CTLSHBIZL £9 . [Detectversion] A#EEIRL
t=3%&. Recever|dTLSEESHUAERL THEGL £9.

e [SSLciphersuite] T [Detect version] %R T. ReceiverhMTEHEEIL ~NILE L UEFIBEL ~N)LDBEYILESD
HAEGHOEERTLI—FT2LHICLET. TBHREL NILFHITEFISEL NILDEL SMNCESOMAAEHE S
[RETE 7.

e [CRLverification] T [Require CRLs for connection] %R T. Receiverh BIEMABAERITHEIA HAEERE L)
Z kb (CRL: Certificate Revocation List) #Bf84 2L IKDF 3.

=

A—AILDIA L E1—R—IZZ0OEEABEAT 2I5E. CtrixaxoL a3t 2—428L T ~NTOReceiverd L R—R> k7
BTLET.

FIPSHAODEF 2 1) 7 A HAKIZEIN T B(2(F. JIW—TR)>—FoTL—FEES>TNT A—R—51ET HH . Web
Interfacett—/N—_tmDefaultica” 7 1 ILD/XT X —R—%EHF 9. Defaultica”7 71 JLIZDWTEEL < (. Web
InterfacentE®ma=SHBL T 23N,

1 BEEL LT, [RR—P] X Za—pbgpeditmscaFEIT (B—naoEa—x—(R) > —5EBRT 2I58) 5.
TIV—=TR)o—BEHI LY —ILEER (KX VR C—52BRATZHE) LT, JIL—TR)>—IF 1 x—45F&

E3
7 BRiCicaclient 7> L — b AETI—TR) O —F Tz P ITF A X—I214 R— b L TWBGE. FlE3. ~5.(3E1
TZ%9.

2. JW—=TR) =TT [BERT7L—1] #BRLET.

3. [El XZa—o [Tr7L—bnEMEHRK] #EIRL .

. [BM] %##ERL . ReceiverdrConfiguration” #JLX— (@& (L. C\Program Files\Citrix\ICA Client\Configuration) (Z#%
) T. icaclentadms iR 9.

5 [BIC] &2y LTTFr7L—r%EML. BALD] 221 v L TIN—TRYS—IFAR—DAA T4
FOIZRY) 9.

6. ZJI—TRN) =T T4 R—T, [BERT>7L—F] . HEROEERT>7L—F (ADM) | . [Citrix

Components] . [Citrix Receiver] . [Networkrouting] . [TLS/SSL data encryption and server identification] &I

BRL £9.

HRE] AZa—o (70T 1] #BIRL. [BY] 22 vo L TEVGRESRRL 9.

e [TLSversion] T [TLSV10] F7-(Z [Detect version] #ERL CTLSHBZL £9 . [Detectversion] %EEIRL
t=3%&. Recever|dTLSEESHAERL THEGL £9 .

e [SSLciphersuite] T [Government] A#EIRL 7.

e [CRLverification] T [Require CRLs for connection] %#I%iRL 7.

=
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Web Interface 5 {E A4 215&(%. SSLEAZEA KRR b2 —/NN—NDa 1 —R—&5EEL $9. TLSA{F - TReceive
¥ Web Interfacetr —/N—FNEE 5 RET D ATEICDOWLTEEL < (2. Web Interfaced{EBASRB L T =&y,

1 [REAEE] XZa2—D [H——RE] #BIRLFT.
2. [F5514 ZnY o MEOBEIZSSUTSAERT A F v o Ry REAIZLET.
3. XEARELET.

SSL/TLSAEBMIZT B E . T NTOURLTHTTPSZ O b JILAMEREN T T,

B CTLS A {ERT 5 & 9 (TXenApptr —/N—A&4E L T, Receivery r—/N—fnBE4RET DA TEET.

1 XenAppt—/N—ANCitrikEIE > Y —ILAEHE . 22 T4 5 RETHNHRT S r—>a 7T )r—var
TONRTA] BATATRYy O AEREET.

2. RATATRY I RERDRA LT [FHRE] . [0F7A4T > b A7 a2 ] OIEISERL. [SSLELUTLSEBHMIC
T3] FryoRy I REFIZLET.

3. SSL/TLSZ7'O b OILTRET DI NTORBT7T 7N r—2 3> T, ZOF v IRy IREAIZLET.

Web Interface s {# AT 515463, SSLAFRREARA P B H—/N—DaL 21— —LZA5FEEL £9. TLSA{F-> TReceive
& Web Interfacetr —/N—fNBE 5 RET B ATEIZDOWLTEEL < (F. Web InterfacemdiEiRa 2B L T &0,

TLSA{ERT % & 5 (ZReceiver& A L C. Receivery Web Interfacetr —/N\—fNBEARET DA TEZ T,

B IIL— bEAEA LY —FNA RIZA VAP —ILENTWBZ EAHHERL 9. sEL . A—H—F21\1 2~
L= PEAZED A VR b=y HSBL T &N,

1 Windowsm@E B TRecever7 1 A 5H2 1) v o L. [EARE] #BRL 7.

2. [7Z74nHREE] o [Online Plug-in] x> b &HI v oL, [V—N—DEE] #FEIRL 7.

3. [—/NN—0EE] K4 T7OTRy 7R, MEEBRINTUWBRIARREINE Y. TISAFEH->TRET— X 54 BS4d
%Z(F. H—/3—URL% Thttps://<servername>; HERTANL $7.

4. [EHF] 52y o L TEEAERALET.
5. A—H—F/N14 ZEDWebT7 5 JH—TTLSHBMZL £9. FHLULSEREMXIZOWTIE. WebT7 T —n~IL 755

BLTCIm&L,
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ICA7 71 ILIZEZ L TEESI N Wi W —/N—L1E]
T7)r—2 3 TR My T7HEEILAWLE I
95

Feb 02,2016
ZorEyIORNAF. BEAT 7L — b &ERT SWeb Interfacel®BIZnABERINE T .

ICA7 71 ILEBZHBET. FRAEL TWRWTP 74— 3% TR by 75— —HREIL AW HIZTHDIZH/IALL &
d. ERETEDY— 2#577U7—>ay%ﬁ@?é:t%QMRammT@ﬁb\%@ﬁU&—E%ﬁuT%ﬁénT
W WY == 5DT 7))o= 3 13 TRI My TOREEHEEd. 77V s—2 a3 i ETFRo by 7
DRENE LML= hDReceiverz £ 2 1) T 4R >—(F. JI—TR)>—A47> o I, Storefront, F #=(FCitrix
Merchandising Servera (R L THRTE £9 . ICA7 7 ILEBRIET 7 4L b TENZA>TWFEF, Storefront(Zx 3 3
ICA7 7 ILELIZDOWT(E. Storefrontd KE¥ a4 FESBL T W,

Web Interface BBi54E . Web Interface TZ M#BEA BENIZ L THRLL . Citrix ICA File Signing Service & {# 3 L T EMLIE
RIZT TN 5= 3> FHETRI Py TORCELZABDDZENTEET. ZOY—ERIZLY., I>E21—%—D
BAGEAER b 7IZH BAREAFEAL TUCAT7 7 ILIZELZTEET.

Citrix Merchandising Server¥ Receverx 484 &h1 T, EREIFELAMIIABM-L THRTE £9. Zh51T) (2(F. Citrix
Merchandising Server Administrator ConsoleDeliveries™y « 4 — K A {EA L T. {558 T& 2:8AED "BEN, #BML 7.

TIW—=TR)—F TSz b&FRLTT )= a3 TRI by TORBEBELKITABWIZ LRET SIZ(
DOFIEIZRENE T,

1L BEELLT, [REZ— ] XZa—HbgpeditmscARIT (B—nI>Ea—%—(IR) >—5BRAY 25E) 955
TIW—=TR)—BEI Y —IEFER (F XA R > —%ERY 556 LT\7w TR)—IF 1 R—%H&
£9,

7 @ BEiCica-file-signingadm7 > 7L — r & JIL—TR > —F Tz P I T4 X—I214 R— b LTWBIGEG. Fli
2~5[3EMTEET.

2. JW—TR) > —ITF1X—T [BER77L—t] 2#BIRLZT.

3. [#fF] xZa—o [T 7L —rDEMEHEIER] #ERL 7.

. [1Bf] #F;RL . Receiver;myConfiguration” # L& — (& (L. C\Program Files\Citrix\ICA Client\Configuration) (Z#%
) C. ica-file-signingadmz#RL £ 7.

5 [BAC] &2y o LTTFr7L—r&EBML. FALZ] 5200 LTIN—TR)>—IFAR—DAL I 1>
FICRY 9.

6. JIL—T7R)—ITF4&X—T. [BERAT>7L—F] . HERNHEERT>7L—F (ADM) ] . [Citrix
Components] . [Citrix Receiver] JIAIZIEIRL . [Enable ICAFile Signing] #B& 9.

7. (AW o) vod R, FRETEDMAZEDY LT bDRTA M) R MZEEEAENY LT > b EBMLTZ
. R74 )R IMHSEBLZAAENY LT ) > P EEFRLIZYTEET. Zhid. [FR] 22U v o LT [REDX
Rl RAT7ATRy 7 2AEFERLTITWET. BEIAENOY LT > MIBLIAREN 7 O/F A58 — L THEY
FFBdZeHT&FY., [Security Policy] 7Ry 7 Z—EAH 5 [Only allow signed launches (more secure) ] F 7=
[ [Prompt user on unsigned launches (less secure) 1 ##RL £ 7.

F7ar LA

Only allow ELLKEEENI, BETEDZY—N—HDLDT 7N 5= 3L E-ETRO by 7OREBDHA %
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sjgned_ . AL ET. T7Ur—2a 33T by TORBICENLBAD SN TLBIHA,
launches (more | ReceiverlZtF 1) T 1 DNEEALA v E—SHARREINET, I—F—(IFHITTET. EKBENT

secure) Wi WiEREhZEItanE 7.

Prompt useron | XELZ - (3EDLBLZDT 7 )r— a3 TR 7 by TORBARITEND 12U, R
unsigned KAT7ATRy o ZAH & EFT. I—HY—(FT7 TV r—> a3 nRBsEgiTT A b, EEE
launches (less FItd 2 (F7A4Ib) ZEHTEET.

secure)

FORIBLZIAELSBEIRT 2 2%, RO—BOLEEDOA T arabIEICEEOL 7.

1. FOFEEAMEIN S 0 — N EBRAAAE F 12 (ISSLEZIRAE A AT 5.

2. #NICAEERMREAN D DI E (3¢ DRI A R L T, O— NERIAE F 1-(3SSLERAAE A ERT 5.
3. Web Interfacemt —/N—itBAE 7 K DEEFDSSLEERE % F AT 5.

4. FLWIL— FRERREAERLL T, GPOF 1=(3FEN A > R F—ILIZ& ) I—H—F /N1 RIZEHT 5.
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LD R

Feb02, 2016
SOy ZDOREL. Web InterfacelBiE Iz ABRENET.

DTN AU EFERLIY . BREIBA T —N—ADEF 1) T 4 TREI NG ABIEL1-) 9523, Citrixt—
IN—DY A b7 KL R %Intemnet Explorerd [A—HJLA > FZ %y ] 1203 (BREIZATA M V= ZBMLET. 2
niE. I—H—F/\1 Adintemnet Explorer [*V—IL] . [1>&X—Fv rFT> 3], [BFa)T 1] OIECERL
TITWET. 7 FL RIZ(ZISM (Internet Security Manager) THR—FIN2TAILEH—F (*) #EDHIV).
"<protocoll>//<URL>[:<port>]; (& I (CEMAKMIIER T 2R &AL TE£7.

ICAZ 7L A b= ) OEATRCERAFERT2HLELAH) £9. 1 ZE. ICA7 71T
FQDN (Fully Qualified Domain Name : Se&&ffi K X o > &) AR LIzmEE. 1 b/ —>nIT> ) THFQDNA R
TEIBEAH) £9. XenDesktopfEsr ClETRI by 70N —T2OERDA 5 FRL 7.

http[sl//10.2.3.4
http[s]://10.2.3.*
http[s]l//hostname
http[s]://fqdn.example.com
http[s]//*.example.com
http[s]//cname.* .example.com
http[s]//*.example.co.uk
desktop://group-20name
ica[s]//xaserverl

ica[s]//xaserverl.example.com

YA b —IZWebInterfacetf o b DIERER T FL X %IEBML £7.
Webtt 1 b D7 KL 2B

https://my.company.com

http://10.20.30.40

http://server-hostname:8080
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7 FL Z(3 M<desktop>//<Desktop Group Name>, OERXTEML 9. TR by 7T —T4% () ICAR—ZHEET
BInE. FAR—R% 120, TEEMAET.

ICA7 71 ILTlE. Citrixty—/N—DH A P 7 L REROERTEEL 3. ZDO7 FLAAERUERT. Internet Explore
D [A—=HIA > bTxy M 120 BRESAY A ] V= IZEBEML £9. Zhid. 2—H—F/31 ZDInternet
ExplorerT ['V—IL] . [A1>&X—x v bATar]. [EFal)F+4]1 OIEISERL TITWE T,

ICA7 7 A JLOHttpBrowserAddressT > k 1) D4l
HttpBrowserAddress=XMLBrokerXenappServerexample.com:8080

ICA7 7 JLOOXenAppH —/x—7 KL 2T b 1) DO

ICA7 71 JLiZXenApptr—/N—Address 7 « —)L KDHHE FN 256, ROEROWIThHLEFRL 7.
icas://10.20.30.40:1494

icas://my.xenapp-server.company.com

ica://10.20.30.40
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ZDOrEY 7DORNAEL. WebInterfacelRZIZDABBRINE T,

EREA YA B LUFIRGE YA bV =2 AFAL T, KOAETI AT b)Y —ZADT 7 AHF T HKETE £
7.

o {ZREIFA A MIZWeb Interfacedd 1 + 5#BINT S
e FILW SR MNBRELEET S

=z
=

Citrix ReceivermiRILDMBEILIRD & V) . BABIO/N— 3> D75 71 > /ReceiverCIERTE 1zINT7 7 1 JLIZ & BFIEIE. RoFAE
IZEWEEMA LN E L.

m A
= [

LR M) IF 1 R—DERARS & . RZGRBEARET BU]aEMAH V) . WindowsDEA > R b —ILAANEIZLDIEELH ) £
. LEAMN)IF 4 2—DRAICL BEFICRL T, CirixTlE—YIETL2ABVEHA. LR M) IF12—(F. BREDOEMT
EHMOBETITERAIEEWL, Ftz. LR MY T 7AIUDINY 2Ty THEBRLTHASL., LR M) &4REL T &L,

. Internet Explorer?) [V —JL] X Za2—T [A>X—Fy b AT ar] > [wFxa)T7+] OIECERLET.

(EREEAY A M 74 a2 ) vo L, (V1] B2 voLET.

[ZDOWebt A b &Y —(ZIBIT 2] ARy 2 XIZWeb Interfacedd 1 FDURLAANAL T BM] #2721 v LET.

. http://support.citrix.com/article/CTX133565p b L P R b JEEEA XV OA—FLTL A MY AEEL .32y b
RRWindows) 1L —4—F /N4 Z[Z(FSsonRegUpx86.regs. 64ty k hEWindowsd) 1 —4—F /N1 R (L
SsonRegUpx64.regsa AL £9 .

5. A=Y —=FNA2ZHHLBI7FT7LTATFLET.

PwnN e

1. http://support.citrixcom/article/CTX133565h b L R b JEREE XV A— F L TEI—Y —F /N1 RIFREE 1 >
AR—bPLZET. 326y MERWindows?h1—H —F/\ 41 Z(Z(£SsonRegUpx86.reg% . 64ty b RRWindows) L —4 —F7»
4 R[Z(FSsonRegUpx64.rega{FR L £ 9.

2. LR M) TF 4 X —%BIULVTHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Client Selective Trust(ZFEL . X
DY) —=ZADT 7 4L MEEBEY = CEWTREL T/ 2EIZEEL 7.

VY —=2F— 1)) — 2D
FileSecurityPermission IS4 T > MARNZAT
MicrophoneAndWebcamSecurityPermission T1IELUWebh XS
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0 TR L

1 A ) FERT 2R

2 TINVT IR

3 TORRTEHE ) HDI—H —ITHER

Citrix Receivermn’ 7 7 1) r—< 3 > & 55 L TN Storefront ¥ {5 L TN B354, Windows7'5 v b 7 5 — LS AMER
Enid.

Citrix Receiver¥ XenApp/XenDesktopfonTCPI#ELtDIZE . Citrix Receiver| X DEESD4AAEHE & HIZTLS 10, 11, &
Ul2%4R— L ET.

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_GCM_SHA256

UDPAR—Z M#E&inizE . Citrix Receiver| IR DEES DA EHH & H(IZDTLS 104 HR—F L 9.

e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128 CBC_SHA
e TLS_RSA_WITH_3DES_EDE_CBC_SHA

SP 800-527EH#E — N HBEINL,

[O>E21—%2—DtER] > [BFETF> 7L — ] > [Citrix Components] > [Network Routing] > [TLS and Compliance
Mode Configuration] (2. [Enable FIPS]E W) F v IRy I AAREINE LIz, ZDF VIRV IREF T
THL. TNTDICAORY > 3 X L TFIPSEHDESUDHAAMEREINET. T74ILMTE. ZDAT> a3 (38
Ml >TWET.

FLWtFa)F 1 BEBHRE— R THDSPB00-52AFKKEINTWET., T7A4IIMTIE. ZDATSa (3EMZAL>TW
9. NISTSP800-52THERIALTIA T RIZOWTEHBLEXRDY o 5SB LT &
Ly, http://www.nist.gov/manuscript-publication-search.cfm?pub_id=915295
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