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Linux VDA @/N\—2 3> 2104 I21E. ROFHEE L @ S IciliEr' B D £ 7,

Citrix Virtual Apps and Desktops #—E X TR X+ VI L TW4 W Linux VDA 7R —

Citrix Virtual Apps and Desktops #+—E X T MCS ZER L T. R X1 VIZBML TWAW Linux VDA Z{ER T
TBLOIEBDFE LT LR TR VIESI 28R LTETWL,

OpenJDK 11 h'%7E

Linux VDA iZ. OpenJDK11 Z#HEr§3&51CHD F LT LinuxVDARHR—FF3 Linux T XA hUE2
—>3>OH T, OpendDK11 ZFHTA VX =L ZUBHH S DI Ubuntu 16.04 7213 TY, HR—rIh
TWBMDT+ AU E2—>3>TiE LinuXVDAZA VX h—ILd 3. #EFEHRE LT OpenJDK 11 ' EE)
i Xh=JLEhZEzd,

XDPing nZ&E

ctxsetup.shx®fTLTH. XDPing ldr > X b—)Lahi<AD £ LT, sudo /opt/Citrix/VDA/
bin/xdpingZx®fTLTXDPingZ 1> r—/LTF£J, COIAT> RTIE XDPing ICHE% Python3 1k
RIBBEHERINE T, 3L <Id. TXDPingl Z8BL T3,

Ubuntu D X< — rH—ROHR—k

I—#H—d LInuXREBFTR I by Py avIicOI40TRLEIC 94TV TN RICERINTR
N—bA—RERIICFES e TEET, DU J—RTIESI 5120 Ubuntu 20.04. Ubuntu 18.04. & T
Ubuntu 16.04 £v> 3> TAY— b A— KRNI —Bi = FERATEET, s#L<Id TRY—FH—RIZEB /N
ZZI)—5BsE) ZBRBRL TSIV,

MATE 727 by 7OHHR—k

CentOS. RHEL. Ubuntu. Debian T®E®» MATE ¥ X ¥ kv FDHR— hEEBML % L7 ctxinstall.sh.
ctxsetup.sh. && U deploymcs.sh 220U 7~ CTEMARTAEELHI L LWERZ MR L T. MATE %7213 GNOME 7
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« Ubuntu @457 wv%: HDX3D Pro T. Desktop Viewer # 4«1 XEBE L%, 7TV 7r—>a>0AE
EICRUVWRDPRTINLD, FNICERPRIRTINZGZEHHD £,

o Linux VDAEIRIV A1 LY R THERShIETU 2 —E £y arhond 7y MM BllRSN3Zeh'd
D&,

s TALIMUILT7ANPHTTA LI MIDSHEENTVBLEEIL. CDM 777D RELET, 75
AT MIOT7AILPT« LY FUDERBICZVEE. COBMBRELZ R HD FT,

e COUV—XTIF. RBUHIPOEZTRUTF-8 T I—FOADYR—bINET,

« Ly a>nnO—= > K. Android @it Citrix Workspace 7 771J T CapsLock #¥@ & & i R xd IR
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Linux VDA Tig. RO Linux 7r AU Ea—2 a3 Yyh Y R—bIhTWET:
« SUSE Linux Enterprise

- Server 12 Service Pack 5 + SUSE Linux Enterprise Workstation Extension 12 SP5
- Server 12 Service Pack 5

+ Red Hat Enterprise Linux

- Workstation 8.3
- Workstation 8.2
- Workstation 8.1
- Workstation 7.9
- Workstation 7.8
- Server8.3
- Server8.2
- Server8.1
- Server7.9
- Server7.8

e CentOS Linux

Cent0S 8.3
Cent0S 8.2
Cent0S 8.1
Cent0S 7.9
Cent0S 7.8

« Ubuntu Linux

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04
- Ubuntu Desktop 16.04

- Ubuntu Server 16.04

+ Debian Linux
- Debian 10.7
7
CentOS 7Oz ¥ kg CentOS Stream ICERZ#H L TW&E T, RHEL8 @ U EJL FT#H 3 CentOS Linux
813, 2021 FERICET L £9, CentOS Stream (3 Z D4 T LU H 4%t L. Red Hat Enterprise Linux ® 7w
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OREBELTIETIW, #£L<IE. NXorgModuleABIVersions) #88BL T LT,

Linux 7« R kUEa—>3 >

RHEL 8.3. Cent0S 8.3
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Linux 7« R kUEa2—->3> Xorg N\—o 3>
Ubuntu 18.04 1.19
Ubuntu 16.04 1.18
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RHEL 8.x & & T* CentOS 8.x T PulseAudio 13.99 #fERL £ 7,
TRTDBET. YR—rTNZ3 7OV T7—F T F vid x86-64 T,
A
o Citrix@ LiInuxOS O 72y b 7 —LBLUVN—3 OB R—MME. OSRYAZ—DHR— DR
MINTRRTRTLE T,

« GNOME 8& U KDE 7 X7 kv Zi&. SUSE 12, RHEL 7. CentOS 7. RHEL 8. CentOS 8 TH =R
—hrIhTWET, Unity 7X o kv Zi&. Ubuntu 16.04 THR— 3N Exd, GNOME ¥R kv
7. Ubuntu 20.04. Ubuntu 18.04. Debian 10.7 THR—rINFJ, MATE 7R ¥ kv 7l
SUSE 12.5 % <. Linux VDA QB R— b2 FRTO LINUX T XY E2—>3 Y THR—ME
NTWVWET, 1 DFRIBEROT I MY TZA VR S—ILTEIRENRHD T,

Citrix Virtual Desktops

Linux VDA (&, BEYHR— kI TWSBTARTO Citrix Virtual Apps and Desktops o /N\—> 3 > L BiglEh'
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Citrix @< F ) 7 2EBRBLTLET W,

Linux VDA o#mFIEid. Windows VDA ¥ %/ b&7%4b £9, 772 L. Delivery Controller 7 7 — 4id Windows
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YR—bEINBZRIA TS Y b T+ —LESTRENUIRE
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Citrix Hypervisor
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Microsoft Hyper-V
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Microsoft Azure Resource Manager

.
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+ Amazon Web Services (AWS)
+ Google Cloud Platform (GCP)

[ O

PR—bEINBZTSY T H—LO—EIZDOWVWTIE. RUYA—DRFaXY s8R LTIIETV,

A

Azure. AWS. GCP & Citrix Virtual Apps and Desktops #—E X 0 &E#fMENRH D £, MCS % FEH
LTREBYS VZIERT 2mE. X7 XZIYF—N—dHR—rThELEA

Active Directory &i& /X v —
Linux VDA Tid. LT ® Active Directory @& /N\w 7 —J £ i3 @A Y R— S TUWET:

« Samba Winbind

» Quest Authentication Services v4.1 LA

« Centrify DirectControl

« SSSD

« PBIS (RHEL 7. Ubuntu. Debian t Bifatiht& b £9)

B>k
HR=—ERETS Y F T+ —LDO—BIZDWVWTIE. Active Directory SFE&/N\v 7 —S DRV A —HRHELTW
BRFaAXVFESRLTIIETL,

HDX 3D Pro

HDX 3D Pro 24 R— 3 3ICiE. UTONAN—NA1H— &V NVIDIA GRID™ GPU BB ETT,

INAIN=NAHF—

« Citrix Hypervisor
« VMware ESX & & Of ESXi
« Nutanix AHV

A
CNAN=NAH—=F BEDLINUX T AR E2—>a > e BERHD £7,
GPU

Linux VDA Iz, IXF® GPU % GPU /XX ZIL—THR—FL £
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+ NVIDIAGRID - Tesla T4

+ NVIDIA GTX750Ti

+ NVIDIA GRID - Tesla M60
« NVIDIAGRID - K2

+ NVIDIA GRID - Tesla P40
+ NVIDIAGRID - Tesla P4

+ NVIDIA GRID - Tesla P100

Linux VDA . IXF® GPU % vGPU THR—h~L %7

+ NVIDIAGRID - Tesla T4

+ NVIDIA GRID - Tesla V100
» NVIDIA GRID - Tesla M60
+ NVIDIA GRID - Tesla M10
+ NVIDIA GRID - Tesla P40
+ NVIDIAGRID - Tesla P4

+ NVIDIA GRID - Tesla P100

1A M—ILOWE

November 11, 2021
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« Citrix Virtual Apps and Desktops Standard for Azure T Linux VDA % 8 9 % : Citrix Virtual Apps
and Desktops Standard for Azure TR XA Y BIE R XA > REMOEA O Linux VDA ZERL L T\
Microsoft Azure » 5EFE D7 /3 ZIZ Virtual Apps and Desktops #EfE TE £, %L <&, TCitrix
Virtual Apps and Desktops Standard for Azure T Linux VDA #{Efiy BB LTI,

o MCS, Linux VDA Xy —SHRA YA b—ILdNTWVWEI T IC MCS #FERB L TNy FT Linux RE< >
UEERTIET, 2L <& TMCS #FER L7 Linux (REY > > O1ER] ZBBLTIEIWL,
« Citrix Provisioning =R L 7= Linux fR#8< > > o fEak: Citrix Virtual Apps and Desktops IRiIETH

#ELnuXREBTZXI by 727030 TEET, %L <& Citrix Provisioning RF¥ a2 X> o
lLinux 2=y k7 NA RO U =227 ZBRLTIREETW,

e FHAVR M=), KO—ENEFIEZFEAL T, LInuxVDAZ A > XA b= ILTEET, NUI—3
VEBENDIIYRIE. ToRMJEa—Yay I rils@EHInhTWwEd, #L <IE. TLinux Virtual
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Delivery Agent for RHEL/CentOS ®-r > X k—JL 4. TLinux Virtual Delivery Agent for SUSE @1 > 2
t—JL1¢ TLinux Virtual Delivery Agent for Ubuntu @< > X k—JLJ. TLinux Virtual Delivery Agent
for Debian 1 > 2 F—JL1 ZBBL T I L,

1Y =L,

N IN=INAF—DEEH,

Windows K X-f >A® Linux RE<>> (VM) DiBil.

Linux VDA @1 > X k—JLo

Linux VDA O 1m.

Citrix Virtual Apps %7zi& Citrix Virtual Desktops icx> > h400 % ER L £ 9,
Citrix Virtual Apps #7zi& Citrix Virtual Desktops (27U NU —F)L—T%ERL £ 9,

Nk~ e

XDPing

Linux XDPing Y —JL%Z M L T Linux VDA IRIE TO— MM AEBROMEZRRB TI £9, #L <id. XDPingy
ZBRLTIIET,

piREHE Y LC<.NETCore 5> 421 L3.1%Z1>VRX =)L

Linux VDA @1 > X k—)LEfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICiE>T.NET Core 5> 4 1 L3 1%A YA —)LLET,

NETCore S5>%+ L3101 +—)Li%. whichdotnet Y REETLTS VY E T LNIEZEELET,

ARV RHAIKESWVWT, NETCore SV Z A LDODNAFIUNRZRBELET, 7 zid. OV REH
H/aa/bb/dotnet @3g&. /aa/bb # NET N1+ UNXE LTHEALES,

Delivery Controller &

April 7,2022

XenDesktop 7.6 UMD /N—23 > T LINUXVDA ZHR— 33013, BEEZMRABZBENHDET. ZOH.
IN5DON—=23 > TiE Hotfix £72d3 7y 77— b XU T RHRBETY, TN5D1 VR —JLERRICOVT
iF. COEIaVTHEALTWVWED,

Delivery Controller DO E

XenDesktop 7.6 SP2 ®i5&. Hotfix Update 2 %i#m L T. Linux Virtual Desktop B 7O0—h—%E#H L £
¥, Hotfix Update 2 ix. LUIFTHSAFTEFT,
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CTX142438: Hotfix Update 2 - Delivery Controller 7.6 (32 Ew ) F - %35
XenDesktop 7.6 SP2 & b gid/N—< 3 > Tld.Update-BrokerServiceConfig.psl & \\ 5 &Z#id PowerShell
AU FRALTIO-A——EXROBEEZEMTEET, CORTUTMIRONY T—CHEANFTEE
ER

o citrix-linuxvda-scripts.zip

ROFIBEY—N—7 7—LRDOE Delivery Controller T&DRL £7:

1. Update-BrokerServiceConfig.ps1 X% 1) 7 k% Delivery Controller v~ >icaE—L %9,
2. O—ALEBEDI>YTF X LT Windows PowerShell 3>V —ILz2BE %7,

3. Update-BrokerServiceConfig.ps1 20U 7+ 2 &L T+ LA —% BB LT,

4. Update-BrokerServiceConfig.psl X0 7 h%R{TLXT:

.\Update-BrokerServiceConfig.psl
<!--NeedCopy-->

B2k
77 4L b TlE. PowerShell & PowerShell &) 7 b #RITFTEIRVLS ICHEBRINTVES, XU
N DRITICKK T 35EA1E. BRT9 %80lC PowerShell 217 RS —%#TEL Y,

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.ps1 X7 ) 7+ #R1T9 5. Linux VDA ICBBE EN3HLLWWCF TV R
KAV bZ2FERBLTIO—A—H—EABE T 7MILAERIN. JO-H—H—EXDBEHLET, CORIV
ThTR. BENICTO-A—HY—EIBRT 7 MIILOBFAPMEESNE T, TTOBRT 7 1ILDNY I T v THN
prelinux L WSIERFD I 71 ILEATRILT« LY P UICERS N T,

IN5nEBEIF. AL Delivery Controller 7 7 — L% AT 3 & 5 ICH# S iz Windows VDA OIS #E
LEtEA. B—o Controller 7 7 — Lix. Windows VDA ¥ Linux VDA oEA Dty avES—LLRICE
BL. N TEET,

E:

Linux VDA (Z. BES1 T Secure ICA #HR— kL EH Ao Linux VDA T Secure ICA#E#ICT D, Y

> avOEMKBLET,

Delivery Controller &/ D F:Z

HERHERZE D Delivery Controller iCER IN TWEAHESHhE2HET 3 IC IE. %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config 7 7 -1 /L. EndpointLinux X k1) > H
S5EHRLTVE e xBRBLET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15


http://support.citrix.com/article/CTX142438

Linux Virtual Delivery Agent 2104

Windows O<Y > ROV 7+ T, A—HIILEEEr LTAOIA > L. UTFEHEIZELE T,

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

BRI N—)L

June 20, 2022

BE X b—)Lid. LInuxVDAN—3 > TA3LBETHR—FINTUVWET, COHEEEIL. BRERNNY T —2%
AVAL=ILLT, BRI 7ML EZBEEMNICHRXEZYAXTEIE T, LInuxXVDA ORTEIEZ Y 7y FTEE
ER

BV ~—ILOER

COWEEZERT 3ICIE. UWTOFIRICRE > T ZT L

1. B 7 7 1ILBEBRB LV LINUX I V2 EEBLE T,

2. LinuxVDANRNy =% X M=)LLET,
Citrix Virtual Apps and Desktops # —EZDA T > O—RR=JICBEL 9, BYAN—J320
Citrix Virtual Apps and Desktops # &R L. Components %2 1) v ¥ LT, #FA®® Linux ¥ X +
DEa—>3VIcdisd 3 Linux VDA Xy /ir—2% 4o >O0—RLEY,

3. LinuxVDA - > X b—JL%Z5T ¥ 3ICid Runtime Environment 2t v b7y 7L £ T,

FIEL: #BE7 7SRRIV LINUX T U EEBETS

VR b—ILICBERUT OBRERZINEL XY,

¢« RZAMZ-LiNuXVDAD A VX b—ILETNBZIS VDRI ME
o RXAYR—LH—N—DIPT7KLZX

e NTPH—N—D IP 7L XFIIXFHE

e RXA2F-RXA1>D NetBIOS &

o $EEE - Kerberos $EiH &

o 7UT4TRXA>>®D FQDN - T2 KR X1 >3

HE:

e LINUXVDAZA>Z b—ILFBICIE. LinuX XS TURSMUDNELSCEMEINTVWE ZEZzHBRL
S
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e by arvEEHTSICIE. XWindow S XFLELUVTRY by TEENAI VI M=ILTNTWVWECZ

CEERLET,

e D=0 —TEBIETIAINPTRRAMVETY, CHEADRBEADT—IJI—TZ2ARAEIAITBIC

iE UTOFIRICHE > TET L,

a. Linux VDA ¥ > T. /tmp/ctxinstall.conf 7 7 1 L= ER L £ ¢

b. Tworkgroup=<your workgroup>; £t W33 Z D7 7

T. Tyour workgroups 7 —2J/IL—7&TY,

TIIZEBMLT. BEZHFELEFT, CC

+ Centrify TIZE 27 IPv6 DNS #H % R— b LTLWE P A, adclientTAD 4 —E X% @ENICHRET
Bfoicix. IPv4 2B T % DNS 4 —/N\—4¥/etc/resolv.conf iICb AR H 1 DEEL TVLWBHELHD

F9,
m b

ADSITE : Check that this machine's subnet is in a site known by

AD : Failed

: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.

<!--NeedCopy-->

ZoOfEIE. Centrify 58XV ZOBRICKEDHLDTT, COMBEEMRT ZICIE. ROFIBERITLET:

a. RXr>ayro—>—0 [BEY—I] ZHEZT£T,
b. [Active Directory Ot hrH—E X] %ERLE T,
c. [(W7xv ] oBEPNAEY TRy 7 RLAZEBMLEY,

* VDA ZHE®D OU IZIBINY 3 icid. ROFIEZRTLET:

1. BEOOUA KA OV OS5 —ICHFEETBI I EERELTLIET L,

OUDBle LT, MFORIU—>2 3y bEBRLTIIETL,

- ACLIVE LATeCiony users dar

File Action View Help

e @ so/ XDz Bm 3w
'__,_-'-"-c'rru'c Directory Users and EDI'I'IFLH:L‘“ . .
Sawed Cusriss l'h -&'h
4 3 wddocal U165 s
I | Builtin
i | Computers

2 Domain Controllers
ForeignSecurityPrincipals

| Managed 5Service Accounts
Lhsers

4 (3] Limux

b a2l redhat
5| suse
2| ubuntu

roh
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2. VDA T/tmp/ctxinstall.conf 7 7 1 L ER L £

3. Tou=<your ou>; 7% /tmp/ctxinstall.conf 7 71 JLICiBIIL £9, T T. Tyourous IEXHED
ouU t©9,

OU ofEaid. AD DFEICE>TERD ET, ROREZBRLTLRET L,

0S Winbind SSSD Centrify PBIS

RHEL 8 ou=" ou=" ou=" OouU=
OU=redhat,0U=LinuxdU=redhat,0U=LinuXD.LOCAL/Linux/redhatiux/redhat “

RHEL 7 ou-= ou= ou=" ou=
“Linux/redhat “ “Linux/redhat “ XD.LOCAL/Linux/redNatiux/redhat “

Ubuntu ouU= ou= ou=" Oou=
“Linux/ubuntu “  “Linux/ubuntu “  XD.LOCAL/Linux/ubuthfatix/ubuntu “

SUSE 12.5 ou=" Linux/suse” ou=" Linux/suse” ou=" ou=" Linux/suse”

XD.LOCAL/Linux/suse”

Debian ou=" ou=" ou=" ou="

Linux/debian” Linux/debian” XD.LOCAL/Linux/debiamix/debian”

e Linux VDA 7.16 Tl BEAGA VI b—JLIE. EaT7 IPV6 ZHR—FLTWET, UTO&LSBHEIHREHN
CHIREEDHD ET:

- BEVOII N ATIPVE Ry b —VBHTHRERNY T —I2 4T VO0—-RTEB L 510
Linux URZ b ZRET IHELHD £,

- Centrify iZ. €27 IPv6 =y =0 TldHR— I TULEE A

*:

CEADORY U= EaT IPV6 T IRTOANADETL IPV6 XX TH 3354, VDA I IPV6 %

£/ L T Delivery Controller ICERL &9, CERADRY FT—UH IPv4 2 IPv6 DN T U w R

B TH35E. =D DNSIP 7L XOBHEICK > T, IPv4 £ IPv6 0¥ 5 5SHAERICHERS
N3HHREODET,

o RXAVIZBMEE3ARE LT Centrify Z3#IR9 3154, ctxinstall.sh X2 U 7 ~Ti& Centrify /Xy -
—UHBETT, ctxinstall.sh T Centrify /Xy —C#BEBTZHEIE2EDHD £7,

- BEAVIM=ILIE. T E—2y D5 Centrify Xw s —SE BB TE UV O— R 37DICRIL
53, TAZXRUE2—2a YO URLIBROLED TY:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956
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SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Centrify Xy r—o%20—AlT« Lo bUDBEELEY, Centrify Swsr—20F7sL o U%E
BETBICIE. ROFIEZETLET:

a. Linux VDA #—/\—=/tmp/ctxinstall.conf 7 7 1 LAFEE L TOWHRWBEIFER L £ 7,
b. Fcentrifypkgpath=<path name>; t W37 D7 71 JLIZIBML 9. T, Mpath namey

IFNRETY,

i
cat /tmp/ctxinstall.conf
set “centrifypkgpath=/home/mydir”
1s -1s /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—-—-r—-—. 1 root root 4236714 Apr 21 2016

centrifyda-3.3.1-rhel4-x86_64.rpm

33492 -r——-r——-r—--. 1 root root 34292673 May 13 2016

centrifydc-5.3.1-rhel4-x86_64.rpm

4 -rw-rw-r--. 1 root root 1168 Dec 1 2015

centrifydc-install.cfg

756 -r-—-r—-r--. 1 root root 770991 May 13 2016

centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm

268 -r—-r--r--. 1 root root 271296 May 13 2016

centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016

centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r-—-. 1 root root 124543 Apr 19 2016

centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 16 Jul 9 2012 finstall-

express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install

.sh

12 -r-—-r—--r--. 1 root root 11166 Apr 9 2015 release-

notes—agent-rhel4-x86_64.txt

4 -r-—-r-——-r--. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt

4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt

W2 =f==ff=—F==, il FEOOT FOET 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

<!--NeedCopy—-->

s RXAVIZBMEIEZARE LTPBIS ##iRY 3354, ctxinstall.sh 22U 7 ~Tig PBIS /Xy 7 —2H
METY, ctxinstall.sh TPBIS Xw s —Y%BS T 3 /HEIE 2 BOHD F !
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- BEAVIL=ILE, 122—xy DS PBISNyr—S 2B TH T YO—RT371OICKILEF
o TAAMIE2—23 VT8O URLIFRDESDTY:

RHEL 7/CentOS 7/SUSE 12.5: wget https://github.com/BeyondTrust/pbis-
open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64
.rpm.sh

RHEL 8/CentOS 8: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.rpm.
sh

Ubuntu/Debian: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

- A=y DB PBISNKNY T —SOREDON—a Vv EEELET, Znkdilid. Jopt/Citrix/V-
DA/sbin/ctxinstall.sh 7 71 JL® TpbisDownloadPathy 7% Z®E L TPBIS /Xwv4 7 —2® URL %
BELEY,

Fle LT MTORIU—=> 3y bZEBRLTETL

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

FIE2: (Ubuntu 16.04 01550 #) OpenJDK11 Z1> X b—ILT3

Ubuntu 16.04 T. ROFIE%=5T LT OpenJDK11 21> X b—JLLET:

1. https://jdk.java.net/archive/h5&#Hd OpendDK 11 24— >O— R LT,

2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzd<x>Y R#XTLT. £4o>vO0—~K
LNy sr—2zRALEY,

3. (#7>ay) mv jdk-11.0.2/ <target directory>av>RrR%#xRfTLT. OpenJDK %% —
TYrTaLIMIICRELED,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EERTLT. JavaS V41 L%y 7y FLET,

5. java -versiondY Y RZERTLT, JavaDN—I 3 v Z2RRBLF T,

FIE3: LInuxVDANv 75—V =)L

Linux VDA oiREZ Y b 7w 79 3ICIE. ROOATY RERITLET,
RHEL & CentOSFr X hUEa2—>3 >

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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Ubuntu/Debian ¥« X kJUEa—>3 >

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f
<!--NeedCopy-->

F:

Debian ¥4 A kU Ea—> 3 VICHRBRIKERGREZ 1 VX F—ILT 3ICIE. Jetc/apt/sources.list 77 1)L
Izdeb http://deb.debian.org/debian/ oldstable mainfTziEiL £,

SUSEF«s X bUEa—>a>DiBa:

zypper —i dinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

F|)& 4: Runtime Environment 2ty r 7y L TA YA —ILERT T3
b
SR LEEEEY N7y TEBE1IIC. en_US.UTF-8O4 — A1 >R h=ILThTWB Z =R L
¥9, OSiccoOs—ILhaWnigaid. sudo locale-gen en_US.UTF-8Iv Y RERITLET,

Debian ®iZ&1E. # en_US.UTF-8 UTF-8fto x> %@L T/etc/locale.gen7 71l
zmELTH S, sudo locale-gendv Y REETLET,

Linux VDA Xy r =201 > Z k—)L#. ctxinstall.sh X7 U 7 & FHAL T RITEEEZEELE T, COXY
D7 MEE—FEBYALY FE—RTERITTEET,

:
YA XA 2TMB %8 Zx5.NET Core S V21 LxAo>O— R, BRI VA M—IDARELBEVWESICEX
SBELHBDFT. 4V >O— ROETRTICOWVTIE. /var/log/ctxinstall.log THRL £7,

WEEE—R:
FIHEREERITIAICIE. ROOATYRERITL. 7OV TR ICICEENSXA—Z2—%2ANALET,

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->
YLV ME—F:

HALY M E—RTHEEC VI M—IILEFERTSICIE. ctxinstall.sh 22T 3 380ICUUTOBIBEHEZREL F
ER

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4 —"\—DKRX FEZIEBEL £,
o CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS o IP 7 R L X,
o CTX_EASYINSTALL_NTPS=address-of-ntps - NTP 4—/\—®D IP 7 R L X £ - lEXFFI&,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21



Linux Virtual Delivery Agent 2104

o CTX_EASYINSTALL_DOMAIN=domain-name - R X1 > ® NetBIOS &,

« CTX_EASYINSTALL_REALM=realm-name - Kerberos 815,

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - Active Directory ®
merFREEELET,

o CTX_EASYINSTALL_USERNAME=domain-user-name - R X1 VICBMIT LB HICFERIN B R X
11— —DOZFIZEELF T,

« CTX_EASYINSTALL_PASSWORD=password - K X1 VIZ8MIE37=DICFERAINZ R Xr>a—Y
—DNRT—RERELET,

ctxsetup.sh 27 7 M. ROTHEFERALET:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNSCNAME L O—R%&fERL T,
Delivery Controller 8Z38ETE £ 7

o CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZFERT 3
Delivery Controller »5E£&8fi K X1 >& (FQDN) OXR—IAXTD D—EBMNBETT, 1D F7/IdEHK
DFRLEHI R X1 VR £7-13 CNAME 2 EE T3 4B HD £9,

« CTX_XDL_VDA_PORT=port-number - Linux VDA |%. TCP/IP R— %R L T Delivery Controller
CEELET,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. ¥ > OEEHHICHIEL
=

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld. ®v b T7—0%{F
BENVATLD I 7A T I A—ILOBBEZHAINTVIHENH D £, Linux Virtual Desktop Alc.
DRTFLDIT7ATIF—ILDBERR—F (FTHIETRR—F 80 HLVR— 1494) =BEITHK
TEXT,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— rIhE ¥, Thid. 8H%RY
STawoT7FVTr—a 0RBUEREICT BOD—ED GPU7I/€5L—>3>70./0YTY,
HDX 3D Pro ##RL 7355, VDA VDI FRO by (2 JEyvsay) E—RFRICEBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

« CTX_XDL_VDI_MODE=Y|N-FAF2Y by 7BREETIL (VD) £HIFKIAMINBZHEETRY by
TREETIDELES5 L LTRI VZBRT D ERELET. HDX3D Pro IRIZRDHEIF. EZ YICREL
=

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP r—\—%&H L £,
DNS omZEERE=O—HIL Y MIEIBRT 3ICIE. DNSH - FREIEEL T, FELRIBSIE. <none> [
BRELET,

+ CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ - Linux VDA i&. DNS Z8&< L T LDAP #—/N\—% &
L&Y, DNSHLDAP H—EXL O— FZEEHTEHVIFSIE. LDAP © FQDN £ U LDAP R— DR
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R—ZARXYO O—EEZIBETI£7, L xld. adl.mycompany.com:389 £ &b £7, FERBHIL.
<none> |[CREL X7,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(ffl: DC=mycompany,DC=com) ICHREINIHRER—XZFEALTLDAP ZB=L£9, BRERD/NT +
—IVRERETIEHIC. RER—IXEZEBETT T (Hl: OU=VDI,DC=mycompany,DC=com), FE
AIHEIE. <none> IZREL 7,

o CTX_XDL_FAS_LIST= ‘list-fas-servers’ - 7z FL—> 3 iBiy—E X (FAS) H—/N—id. AD Y
W—=TRIU—ICEDERINET, LINnuxVDAIZAD JIL—TRUS—%HR—KLTWLWEHA, KD
I £z a0 RSN FASH—N—0—8%=FERATE £, O—7 > RidF. ADFIL—TFRY > —T&
ELEHDLELTHZIBEDNHBDE£T, WINHLDH—N—T RLIABHBREINTWVWBIFEIF. TDTHA%Z
<none> X WS XFFTEOH T H—N—T RLXDIEHFBIEEEL £ Ao

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - rL\WJO—h—xT—
IV hY—EX (ctxvda) #HR—brT237ODNETCore SUEZA1L31%EAVAM=ILTB/INZ, T
7 #JL kDN /usr/bin TY,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - - 3 > TR T3 GNOME *7:id MATE
FROUMYTREBEZIEELEFS, TRERELBVEXICTR . BEVDAICAI YA M—ILTNATVWETR
I hyIHERINET, 7L BEAVAL—ILTNTWVWETRY by 7TH MATE 0B&1E. TEE%E
mate (CRETIHELHD £7,

pE 2
ROFIBEEZRTFTLT 2=y bty ayid—HY—0OFRI by TREBE*ETEITZCHTEET:
1. VDA & SHOME/<username> >« L - hJ|C.xsession7 71 ILEZEH L 3, ZZT.
username (g1 —H4—8&TY,

2. .XSeSSionT77MIEHRELT. T4 ARMIE2a—YaVICETVWTTRY by JIBEBZIEE
LExd,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

CentOS =0 GNOME 7 X7 ~v 7DiFE

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then
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export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 100 7 7MIN—Zvoarved—rybEydaryai—H-cHBELET,
+ CTX_XDL_START_SERVICE=Y | N - B D5 TEIC Linux VDA 1 —E X' BBEINB £ 3ICT 30 L
SHEEELET,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 430DV 7y bR—ko 77 %
I EDR—=KET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ &E937HDR—bo 774 bDR—KF 7502 T
ED

BEINTLVWEWNSA—RZ—HDH31 VA F=JLIEWEE—RICO—INY I L. A—F—ANITDBKRDENET,
TRTONSTA—E—HEBETHEFERA L TERICREINTWLSIBA. ctxinstall.sh X U 7 ~igk. .NET Core 5
VAAL31EZA VR M=IILTBTODNADANNEZERLET,

HALY FE—RTIE ROOAT Y RERTLTREEHEREL TH S ctxinstall.sh o U T+ 2 RT3 HE
hHb £,

export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fqgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name
export CTX_EASYINSTALL_PASSWORD=password
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
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export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

sudo OX Y RIC-EA T avEIEELTEITL. ERTZIHLVS TIILICHREORIBEEHZELET, RYDITE
LT #!/bin/bash #:33RL. #IRD AV RASHEBZITINRIV T T 712 ER TR 28O LET,

Frold. ROELSICLT. 1 DOOAY Y RTIRTONTA—F—%ZIBET BN TIT T,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \
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CTX_XDL_SITE_NAME=dns-name \

CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

cSTWDa—FTa>d

oty aroEREsRLT. COREERAIZCETRETIAREOHZMED S TV a—T1 Y
ZRITTERY,

SSSD ZEAL TR XA VICHMTEI RV

RXAVICBMLESETBRE. RDESHBERNDIS—HRETZZeHHD FT (EBEEROOY ZHERBT
3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:
Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")
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Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

COREZBRT BICIE ROFIRICHEVWET,

1. rm -f /etc/krb5.keytabav>yRrRERITLEY,

2. net ads leave $REALM -U $domain-administratorav>RERITLET,
3. Delivery Controller tx>>h4O0 B &LUTIUNI) =TI —T=ZHBRLET,

4. /opt/Citrix/VDA/sbin/ctxinstall.sh #=1TL £ ¥

5. Delivery Controller Tt >Ah407E&UTUN) =TI —F=#EBL £ T,

Ubuntu o7 X7 by 7ty 3> ThREBOEBENRRINDS

tysarERETIE. EOTAI MYy I TITAVIINBZIBEIRELET, /oo IOV —ILTH.
O—AldA—Y—TFAhAO Y rEFRLTOJA TR REBOERNRRIINE D,
COMBEERT BICIE. ROFIBICHKEVWE T,

1. sudo apt-get updatedv>R%EXRITLET,
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2. sudo apt-get install unity lightdmav>R%ERIFTLET,
3. Xofrx /etc/lightdm/lightdm.confiZiBiiL £9.
greeter-show-manual-login=true

Ubuntu o720 by 7y a>zB8ELES8TRER—LTA LI MUDBRWDHERKTS

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

[
CORBORKRERAIS. RXAVEBEOR—LT LI MUBMERTNTLWERVWIETT,
COMEZBRT BICIE. ROFIRICHEWVE T,

1. Ov> K51 >T. pam-auth-update = AL £7,

2. RRSNIH 47O T, [ATAVRKICR—LT s LY MU ZERT 3] BERSNTVE e ZH#EBLE
ED

oA . ]
] P configuration
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the system, a3 well as allowing configuration of sdditicaal acticns to take when
starting user sessioms

Some PAM module packages provide profiles thet can be used to sutomstically sdjust the behavior of all PAM-using spplications on the system, Plesse indicate which of these behsvicrs you wish to ensble.

dbus TS—ic&kh vy avEEHFLIIRTTERV

/var/log/messages (RHEL %7zi& CentOS 0i54&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0
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Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

<!--NeedCopy-->

Ubuntu 7+ Z U Ea2—> 3 >DKEIF. log /var/log/syslog % fE/

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l1-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally
<!--NeedCopy-->

BRESHIIFEFTHRELBVWIIIL-TELREED2-IDEBD ET, dbus T5—Xvt—IHOJICRRINZIHA.
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DRTLBEBLTHSBERTIZCLZEHOLET,

SELinux T SSHD W' R—LF < LY FUICTIERTET AL

A—H—FyLaVERBTIETH. OTF > TIE A

/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing

/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**xxxx Plugin catchall_boolean (89.3 confidence) suggests
KAk hAkkAkkkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*x%x Plugin catchall (11.6 confidence) suggests
KAk Ak Ak Ak Ak hkhkhkhkkkhkkhkkhkkhkkhkkhkhkhkhkhhkhxhx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COREEBRT BICIE. ROFIBICREWVWET,

1. /etc/selinux/config IR DEE%MZ % Z & T SELinux Z&EMICL £9,
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SELINUX=disabled

2. VDA ZBEFHL £9,

Citrix Virtual Apps and Desktops Standard for Azure T Linux VDA % {Eg

June 22,2023

Citrix Virtual Apps and Desktops Standard for Azure TR X+ >&i1 R X+ >FREMOM@E A D Linux VDA %
£ L T Microsoft Azure i 5ERD 57 /Nr I Virtual Apps and Desktops ZEE TE £ 9, 5% L < I TCitrix
Virtual Apps and Desktops Standard for Azure; 8B LT3 L,

HR—FINTVLBLINUXTFA X RJE2— 3y

RO LINUX T ARUE2—>aVIiET OBz R— b LTWVET:

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
« Ubuntu 20.04
« Ubuntu 18.04
« Ubuntu 16.04

FIE
Citrix Virtual Apps and Desktops Standard for Azure T Linux VDA Z k9 3 I1C1&. RDOFIE%E RITL %
ER
1. Azure TRRZ—A X—CHEFELFT:
a) Azure T. Y R—FINTVWBETs AU Ea2—> 320 Linux RETS VU EERL T,
b) HEICHL T, Linux REIS VICT RO by TEBIEREA VI M=)LLE T,

¢) CofrE~<>>T. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers@OFIEICE>T.NET Core S> 21 L3121 YA —ILLET,

d) (Ubuntu o B & o &) /etc/network/interfaces” 7 « JL Icsource /Jetc/
network/interfaces.d/*f{TZBML £,

e) (Ubuntu o & ® &) /etc/resolv.confT/run/systemd/resolve/stub-
resolv.confTid#i< /run/systemd/resolve/resolv.conf#igEL%7:
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unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy—-->

f) Linux VDA w4 —S% 4R M—ILLE T,
g) /etc/xdl/mcs/mcs.conf OEHEETEL £F, mcs.conf#m 7 71 J/LiZiE. MCS & Linux VDA
ZRETRIHOBHMNEFNTVET,
A
dns ZEIIBELAVTLIZE W,

RIVAZOY DERBICENS 1 TERIFT A LE 1 T2ERT %5513, VDI_MODE=Y
ZRELE Y.

h) /opt/Citrix/VDA/sbin/deploymcs.shzx®{TL£7,

i) Azure TIREY> Y ERIE (FEBIDLETHIR) LET. [FARIOIIIR—F 27UvIL
T, tDREIL VZERT B1HDIRZ—AA—JE LTHEATITZREB/N—FFT 1 X2 (VHD)
771D SASURL ZERL £,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== -
Disk

R search (Ctrl+/) | « Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
Activity log | 3600
fa Access control (IAM)
. Tags
Settings

& Configuration

. Encryption

Disk Export
Y Properties

Locks

u= =]

Export template

Support + troubleshooting

2 New support request

j) (FFvay) YRZ—AX=IUTIIN—TRIS—%RELET,

You can use the “ctxreg' tool to make group policy settings. For
example, the following command enables the **Auto-create PDF
Universal Printer*x policy for PDF printing.
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "
AutoCreatePDFPrinter" -d "0x00000001" - force

<!--NeedCopy--> " '°

2. Azure 5 RF—AX—=J% AV R—cLET,

a) [BE] dyvraR—krhi, A [WRE—0X—=] ZBEALET. T XA FLICiE, Citrix
PRETIIREZ—AA—J8 BB LUVA VR— b LIcA X—IH—BRRINET,
EVh: COY—EXDEBETIVTAETADIFLALIE. BB A Y aR— R BRIy aR—
RTEEINE T, RO HZOJ%EM#%E. Citrix Cloud ict-r > > LT [Managed Desktops]
T—EXZERT B . EE Ay aR—RHPEFNICEELET.

‘:@ Master Images X

¢ Build Image + Import Image

b) [ X—%A4>R—b 20w o LET,

c) Azure TERL7VHD 77 7ILD SASURLZANALE T, YRE—A X—COFEEL LT [Linux]
ZERLEY,
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Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_Uri?

Master image type
() Windows

(@ Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

d) T4 —ROIBRICHEL. YRZ—AX—V %A VR—MLET,

3. ¥ haEOJ=ERLET,

[BE] Hy2aR-—RIZTIERL. [(A2OT 2T B] 20 Vv I LET, YL VAZOTZERT B
EEF. ERTHER LR RZ—A X—=C72BRLE S,

i RXrvicsmLTuwAL Linux v >rAa2071E. Citrix BB o Azure Y I X7 P2 3 o TORE
HTE%x9,

Machine Creation Services (MCS) %#{EF L 7= Linux (R28< > > OER

May 15,2023

MCS ZfEARA L T Linux REY >V ZER T BICIE. NAN—NAHF—LETIYRE—AX—SHEE LET, CDS
OEXTIE. TYFL—MRETIVICVDAZA VXA =L TBIHELRDH D 9, Citrix Studio TY>>hHE20O4
EERL. TUNV—=TIL—T%EBL. HEDBRIRXIEZERTLET,

pE
Citrix Hypervisor. Microsoft Azure. VMware vSphere, AWS. GCP. %7zi& Nutanix AHV LFhd /N1
IN=NAYF—TIRZ—AXR—DZ2EHF LIS T, FHLAVEEDIRET IAEENHD £,

Microsoft Azure. AWS. GCP & Citrix Virtual Apps and Desktops 72003 TldHHR— TN TULEHE A,
7=#2 L. Citrix Virtual Apps and Desktops # —EXDHRR % 5| SHESFEHRTI £,

HR—bINTVBTAAJE2—23 Y
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Winbind SSSD Centrify PBIS
RHEL 8.3 [Fwn (A1AY-4 (A1AY-4 (A1AY-4
Cent0S 8.3 [FqA LWWR LWWR LWWR
RHEL 8.2 (FqA LWWR LWWR LWWR
Cent0S 8.2 (FqA LWWR LWWR LWWR
RHEL 8.1 (FqA LWWR LWWR LWWR
Cent0S 8.1 [FqA LWWR LWWR LWWR
RHEL 7.9 [FLy &Ly (A1AY-4 (A1AY-4
Cent0S 7.9 (FqA (FqA LWWR VLx
RHEL 7.8 [F{A (FqA LR LWWR
Cent0S 7.8 [=qA =48 ARV ARV
Ubuntu 20.04 =30 =30 LWL IRV
Ubuntu 18.04 {0 =30 (AINY3 LWL
Ubuntu 16.04 =30 3N LWL LWL
Debian 10.7 (=40 (=49 ARV ARV
SUSE 12.5 (FqA (EqA VL VL

Citrix Hypervisor T MCS %=/ L 7z Linux RE< > > OIER
FIEL: IRE—1X—S DER

RAZ=ARXR=DITE, AR =T VI RT7 L REBUELBWT TV T5—>a >y VDABEDY 7oz 7 %A
VAP=ILTEEET, YRE—AA—VZEBTBICIE. ROFIEZETLET,

FJE 1a: Citrix VM Tools ®r > X ~k—JL xeCLl £7l& XenCenter ZERATI 3 LS ICT3ICIF. RET> Y
CrlicTy7L—MrETI VICCitrixVM Tools 21 Y XA =L BRERHDET, COV—IHBAIVIX =)L
INTLARVE, REIYSVONT =XV IADMET T 3a8EMNH D £9, V—IARITnE TOWTFNHET
TE Xt Ao

o RETYIVEELL Yy MYy, BieE). F£HI3—HELET 3,

« XenCenter TZDREYS VDN T +—IXVRAT—R%ERRT o

o RITRORET S >%ZH1T9 5 (XenMotionzfER).

e RFTw Ty bERIEXTVEZEARER Y av bk (FzvIRAVb) BERLEED. XRFvFo3
v hZET LD T B,
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o ETHO Linux RIE~Y> > £ vCPU O %= HET 3,

1. Roav >y RERTLT. guest-tools.iso e W5 &EFiD Citrix VM Tools <X o> kL £,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. ROARYRERITLT, LinuxFr AhUEaz—YaVicEIWTxe-guest-utilitiesNyvir—
A A=ILLET,

RHEL/CentOS 054

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

SUSE 12 155!

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [&fg] #7T. T>7L— MRETY Y OREIREZEZEL £J, Citrix VM Tools A1
LLAYRAR=ILTNTWVWBIBE, RELOREIE [RBENEH] cBRDFET:
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XenCenter
Storage  Templstes Tools  Help

1d New Server New Pool £5) New Storage [ ew vt | (@) ShutDown () Reboot (([]) Suspend
Q|| I -
~

General | Memory | Storage I Networking | Console | Performance | Snapshots | Search

VM General Properties

Expendall  Collapseall
General | (a)
MName: Rhelb0s-1
Description:
Tags: <MNone>
Folder: <Nones
Qperating System: Red Hat Enterprise Linux Server release 6.9 (Santiago)
Virtualization mode: Hardware-assisted Virtualization (HVM)
EBIOS strings copied: MNo
Virtualization state: Optimized (version 7.0 installed)
Time since startup: 27 minutes

, Home Server: <None>

wop: I
Boot Options | ()
CPUs | (v)
Read Caching | @

F|E1b: (Ubuntu 16.04 0550 %) OpenJDK11 %1 > X ~—JL$% Ubuntu 16.04 T. XOFIE%25=T
LTOpenDK11Z1>ZXb—JLLET:

1. https://jdk.java.net/archive/h5&#H® OpenJDK 11 4~ >O— R LT,

2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzdx>Y rR#XRTLT. £ >vO0—~K
LNy Tr—CZREELET,

3. (#7>¥ay) mv jdk-11.0.2/ <target directory>av>r%xR{TLT. OpenJDK &4 —
TybrTa LY MIICRELET,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 20000Y>RERTLT. Java5>21 L%ty b7y FLET,

5. java -versiondIY Y RZETLT. JavaDN—2 3 v zBRLE T,

FIElc: 7L —MrEIIVICLINUXVDA Ny —S% AV XA —ILT 3
pE
BERTHPOVDAZ T I L— MRETS Y E LTERT3ICIE. COFIEZEBLET,

TYTL— MR VIC LinuXVDA Xy o5 —2% A Y X =)L 3H0IC. .NET Core 5> 421 L3.1%+
VAR=ILLET, FHLLIR TV M—ILOBE] ZBRLTIESIL,

FRALTWS LInUX T AMUEa2—>3 >8I ROOIYY EZETLT. Linux VDADREZEY c7 v
LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 37


https://jdk.java.net/archive/
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2104/installation-overview.html

Linux Virtual Delivery Agent 2104

RHEL/CentOS 0i54:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 054

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Fig1d: URZrUEEMICLT tdb-tools /X\vr—2 %4> ~—)LF3 RHEL7T H—N\—0iF4E:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—0X7—2 3> 055!

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE 1e: ntfs-3g & FNZ EPELURS U EC VX —)L$3 EPEL URY )% RHEL 8/CentOS 8
72iZ RHEL 7/CentOS 7 121> Z k=)L L. #h 5 deploymcs.sh #R1TT 5 & ntfs-3g Xy r—Ih1 >V X b—
LENdL5ICLFET,

FIE 1f: SUSE 12 (Z ntfs-3g #FFHTT VA —JLFS SUSE12 75w k74 —LAIlIE. ntfs-3g 21793
URISRULRBD EFLA, V—ROA—REHZI>O—KRL. OAVNTILL. ntfs-3g #FBHTI X b—ILLET:
1. GNU Compiler Collection (GCC) Q¥ INA S AT L make Xy —J% AV R—)LLET:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Ny r—o4o>O0—-RLEY,
3. ntfs-3g Nwsr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4, ntfs-3g Ny T —SADNKREANALET:
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sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. ntfs-3g 1> b—J)LLET:

./configure
make

make 1install
<!--NeedCopy-->

FlE1g: V21 LEBER Y 7w FT3 deploymcs.shxERTI3EIC. UTERITLET:

o Jetc/xdl/mcs/mcs.confOEHEEELET, mcs.confBm 7 7 JLICi& MCS & Linux VDA
ZRETDIHDOEHNEENTVET, HEICIHL TRETETIEHIRDLEDTT:

- Use_Existing_Configurations_Of_Current_VDA: BER{THD VDA DEEEDHE
HRZzERTINESHZRELET YICRET DL MCS TER I NS VOB 7 71 )LId. IR7E
ERITHDVDADER 7 7 AIILERL T 7 IICHRD £F. 7272 L.dnsZHE AD_INTEGRATIONZ
BAEERTIVELRDDET, T7HILMMEEINTY, Zhid. MCSHER LIS Y EOBRT 7
ANV REZ—ARXR=—J LOBRT Y FL—MMIE>TRESNZ ZEEZEK]RLE T,

- dns: DNS@DIP 7RLZ2%EREL T,

- AD_INTEGRATION: Winbind %7:1£ SSSD #8%E L £¥, Linux T« XA hUEa—>3>DT b+
w2 R MSCHHR—FTBZRXAVBMAEEICOVTIE. CORBED MFR—FINTWVWSE T
AhUEa—>3ay) #8BLTIETWL,

- WORKGROUP: AD TR I TW3HE., TDT—UJIL—TR%ZRELEFT (KXFL/IXFEKX
Ao

« FYTL—bIIUT, OAXYRI1 % [etc/xdl/mcs/mcs_local_setting.reg7r1J
ICEBMLT. REBERLIXMVEZEREIIERLET, COBRMEICE->T. MCSTFOE 3 =Z>Jdh
1o VEBRETAIVICT—REREMNRDNABVLSICLET,

/etc/xdl/mcs/mcs_Tlocal_setting.reg771ILOETId. LR MUERREF IdBH
ITHHOIYVETT,

feezid. RoEhzhoav> RS >% /etc/xdl/mcs/mcs_local_setting.reg7z v+
JUIZEBML T, LR MUEZEREIFERTET X7

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->
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FlE 1h: YRE—1 X—=V%ERT S
1. /opt/Citrix/VDA/sbin/deploymcs.sh®a®{TLE3,

2. (#7>3y) ToFL—MRESIDVETERT Y L—FZ2EHL T ERINTETRTORETS >V L
o /etc/krb5.conf, /etc/samba/smb.conf. £&t¥/etc/sssd/sssd.confrr7rIL
EFEEHARAZIIAIALETD,

Winbind 2—%'—®ig4&. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&tt/ete/xdl/
mcs/winbind_smb.conf.tmplF¥F>7L—br2EHLET,

SSSD a—#'—dig4E. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. 8&t*/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+%=FHLET,

E:
FUTL—rI77AIILTHERINTVWEEEOTRRZREFL. SWORKGROUP. SREALM. Srealm.
HELUV SAD_FQDN B Xz R LTIV,

3. Citrix Hypervisor ©. 7> 7L —MREII VES vy AUV LET, YRE—IX—JDRAFv T3
v b EERL TRAEIZMAITET,

FE2: ¥>>h20O7DIER

Citrix Studio T, ¥>>rAh420O7 %R L. h2O7ICERT 3 RETS VOBERELET. BB THD
BRI %ZE2TLET, #FLIE TStudio TOYL > h420O00 DERMI #BBLTLRETI L,

FIE3: TUNY—=TIL—TDIERL
TUNI)=TIW—=FE. WD DIT Y AZOATNSBRLIEYS Y ZTIN—TULIEHDTY, TUNU=TIL

—7TiF. ENS5OYIVEFATER Y-, E0A—HY—ICRETEZI T IVr—>a3>BLUTRIMY S
ZERELEY. FLE T7UND=TIL—TDER1 Z2BRL T L,

Azure T MCS %A L 7= Linux R8> > DIER
FIE 1: Citrix Studio TD Azure NDKX T > TIEGDIER

1. Citrix Cloud o Citrix Studio T. [#m] > KX b] > IEHEE LTV Y — DB DIEICEIRL T, Azure
ANDEGEERL £,
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£ Citrix Studio (Cloudsdsite)
Search
™ Machine Catalogs
£ Delivery Groups
# Applications

e L

[ e

httpsy//management azure.com/

Enabled
[= Policies
[#@ Logging
v [ Configuration
8 Administrators

2. E&OBEEY LT [Microsoft Azure] #3#IRL £7,

Studio Connection

() Use an existing Connection

] azure s
Connection
(@ Create anew C cti

Details E

; | Connection type: I Microsoft® Azure™ % ]
Region |
Network Azure environment: I Azure Global bl ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. AzZure 7HO Y rDOB TRV T3> ID CiEGZRENILE T,
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

W LWERD R ERAVICKRRINE T,

8 Citrix Studio
File Action View Help

5 znE BE

£ Delivery Groups
& Applications
[= Policies
[# Logging
v &> Configuration
£ Administrators
(5 Controllers
= Hostine

+ | Tye Address State

4. lica  Add Connection and Resources
View >
Refresh

Help

FIE2: ToTL—MREYS Y TIYRE—A XA =27 EfE

RRAZ—ARXR=TIE AR =T VTP RT L REELBWT TV r—2a3> VDABREDY T +D T %A
VAL=ILLTEEET, YRE—AAXA—DZEHETBICIE. ROFIEZRITLET,
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FIE 2a: Ubuntu 18.04 FiC cloud-init 2#mM 32 RETS > OBEIESF /2 IZFLRHC VDA KRR M Z &M
T3S KOOIV RERITLET,
echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.

cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )L® system_info 0> 3 > OTFICRDITHHZ L B LE T,

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

Flg2b: (Ubuntu 16.04 0i5&50#4) OpendDK11 %> X ~—)L$% Ubuntu 16.04 T. XOFIE%25%T
LTOpendDK11Zr> R +—JLLFT:

1. https://jdk.java.net/archive/h 5 &#® OpenJDK1l #4o>O—RL %7,
2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzdx>Y rEXRITLT. 4o >O0—~K
LenNvTr—2zREALED,
3. (#7>¥a>) mv jdk-11.0.2/ <target directory>avx>R%ZE{TLT. Open)JDK % & —
Ty brTa LI MIICRELET,
4, update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EERTLT, Java S 41 L%ty b7y FLET,
5. java -versiondx > REETLT. JavadON—Ta>ERABLE T,
Flg2c: 7> 7L —MMRETYIVICLINUXVDA Xy —S% AV X R=ILT 3
pE
REFRTHROVDAZT Y TL— MRETI YV LTERT3ICIE. COFIEZEIELET,
T 7L—MrEI I VICLINUXVDANY 5 —2% A4 > 2 =)L $ %a6IC. .NET Core 5> 21 L 3.1%1
VAR=ILLET, #HLLIE T1 X M—ILOBE] 28R LT ZE 0,
FRALTWLWS LinuX T AMUEa2—>3> T8I ROIYY RERITLT. Linux VDA DBEZ Y F7 v
L&,
RHEL/Cent0S 054

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 0354
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
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<!--NeedCopy-->

SUSE 12 03B &

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FlE 2d: ntfs-3g &1 3 EPELURS MU %R b—JLF 3 EPEL URY )% RHEL 8/Cent0OS 8
72IZ RHEL 7/CentOS 7 121> X k=)L L. #h 5 deploymcs.sh #R1T9 5 & ntfs-3g Xy r—Ih1 >V X b—
LENdL3ICLFET,

FlE 2e: SUSE 12 iZ ntfs-3g #FHTT > A +—ILFS SUSE12 75 v b7+ —LiCiE ntfs-3g 2iRfHtT 3
URISRULRBD EFLA, V—XOA—REHZI>O—KRL. OAYNTILL. ntfs-3g #FBTI I b—ILLET:
1. GNU Compiler Collection (GCC) Q¥ /INA S RAF L make Xy —J% AV I M—)LLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy—-->

2. ntfs-3g N\wr—o4o>O0—-RLEY,
3. ntfs-3g Nwsr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4, ntfs-3g Ny T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —JLLET:

./configure
make

make install
<!--NeedCopy-->

Flg2f: s>o21LBEE Yy b7y FT3 deploymcs.shxaERITIBHIC. UTERITLET:

o Jetc/xdl/mcs/mcs.confOEHETELET, mcs.conTEmM 7 71 ILICi& MCS & Linux VDA
ERETRIRODOEHMAEEFNTLET, UTIE. dnsAD_INTEGRATION%BET Z3NENDH 3T
D—ETT:

A ERHEROETRETETZHEE. EEXZ—E5AFTTHAH AR—IATRYD FT, L zid
LDAP_LIST=" aaa.lab:389 bbb.lab:389’ &k SicRFINF T,
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- Use_Existing_Configurations_Of_Current_VDA: BERTHD VDA DEEEDHE
REERTINESIDNZRELFT. YICRET DL MCS TR INT > Y OER T 7 1)L, IRE
HRITHDOVDADBR 7 7 A ILEBL 7 7 A IICHED £ 72 L.dnsZEER AD_INTEGRATIONZ
BzBRTIRENHDET. 7IFIMMEIFENTY, Cnid. MCSHER L= > LOERT 7
TIUWHRIRE—A A= LOBRT > TL— MIE>TRESINZ L 2EKRLET,

- dns: DNSO IP 7RLXZREL £ Y,

- AD_INTEGRATION: Winbind #7:i3 SSSD #3& & L £ (SSSD I& SUSE Tld#R— IhTL
FtEA)

- WORKGROUP: AD THBINTW3IEE. TOT7—VJIL—T8Z2RELEFT (AXFL/IXFEX
Ao

o FYFL—bRIYT, AXYRIIV%E [etc/xdl/mcs/mcs_local_setting.regurJL
ICEMLT. BERL IR MVEZERFEERLET. COBRMEICE>T MCST/OEY 3=V Fdhn
RO VEBEERTILUICT—REREDRDAGEVELSICLET,

/etc/xdl/mcs/mcs_local_setting.reg7 71 ILD&ETIE. LR MV EEREEITEN
935HOAYKRTY,

feezid. RoEhzghoav> R>ar>% /etc/xdl/mcs/mcs_local_setting.reg7zz+
JUIZEBML T, LR MUEZEREIFERTET X7
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

Flg2g: YRZ—AX—HERT S
1. /opt/Citrix/VDA/sbin/deploymcs.shx={7L %7,

2. (7> ay) 7L —MREXSVETHERT Y IL—FZ2EHL T ERINEIRTOREYS >V E
o /etc/krb5.conf. /Jetc/samba/smb.conf. &ktf/etc/sssd/sssd.confr7r7TIl
EFBEEARZIIAIALET,

Winbind 2—%—nig4. /etc/xd1l/mcs/winbind_krb5.conf.tmpl&s&tt/ete/xd1l/
mcs/winbind_smb.conf.tmplF>7L—hr2EHL X,

SSSD a—#—dig4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xd1l/mcs/sssd_krb5
.conf.tmpl. 8&tt/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—r%=EHLET,

EFYTL—R 77 ALTERINTLZBEORRZFE L. SWORKGROUP, SREALM. Srealm. &
& T SAD_FQDN X 0E#HEHEAL T LT L,
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3. FUTL—MRERI T T Ir—a > EA YA M=I)LL. Azure Portal TF> 7L — MrEYS V%
vy ATV LET, TUTL—MRETYS VOERRES. [Stopped (deallocated)] (ZH->TWW3S
CrZEBRBLET, CCTUY—RIIN—TFORFZEZITEVWTLIETV, Azure TYRZ—A X— %1%

RIBBFICHRADBETT,

&> Connect P Start @ Rectart

Resource group (change)
mcs

Status
Stopped (deallocated)

Location
East Asia

Subscription (change)

Subscninon 1D

Tags (change)
Click here to add tags

) Capture  => Move @ Delete ) Refresh

Computer name
rhel-sssd-temp

Operating system

Linux

Size

Standard D2s v3 (2 vepus, 8 GB memory)
Public IP address

rhel-sssd-temp-ip

Virtual network/subnet
Virtual_Network_1/default

DNS name
Configure

FIE3: v >h20O07DIER

Citrix Studio T, ¥>>A4207 %R L. h2O7ICERT3REYS VORERRELET., v >haO00%
BRI 3 TlE. TUFTL—MMRETI VAR TZ VY —RTIN—TFHhEIRXEZ—A A=V EERL. TV TL—F

RE<Y>>DVHD 28R L £,

Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

¥ Machine Management
Master Image
Storage and License Ty...
Virtual Machines
Resource Groups
MNetwaork Cards
Computer Accounts
Domain Credentials

Summary

Master Image

Browse the resource groups below and select the managed disk, snapshot, or YHD to use as the
master image for all machines in this catalog.

» If you select a VHD attached to a VM, the VM must be stopped.

= Make sure the selected master image has a Cririx VDA nstalled,

o Don't see the resource group you want?

] jc-WestUs2

@) LinuxVDA ~
8 Arure-1604_0sDisk_1_0b3977596¢1447909bf42373ac0c6a05
& arure-client_OsDisk_1_See3cd35a6d744c 1994502846383

& azure-de OsDisk 1 f0472c078ebad26bb0d03c0f92860267

&= Azure-j77_OsDisk_1_adf0f65861d447a5bad066c6632a812¢

EAJ.Ure-jr._ic??_OsDisk_1_etbcddﬁ-d?5e?4bbﬂﬁ‘l59{8&4:183?254&

EAJ.ure-j crhel77_OsDick_1_685abfc05e0c4fdBacac2b2B8e36d904

EA.IUre-jr.rhelﬂ-'l_D:-Dlik_1_5f13&32952349&3(?{13&53648:934

@ Select the minimum functional level for this 7.6 {or newer) -
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | Cancel
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BEICH L THOBRZ X ZRITLET, #L <Id. TStudio TOY > > Hh 207 O] 28RBL TSI L,

Flg4: 7IN)—=JI—TDVER
TUNI=TL=TE W2 DIIUAZOTHDSERLIEIS 2T I—TFRLIEDBDTS, TUNI=TI)

—7TId. ENS5OIYIVEFATEZ 11—~ 20— —ICRHITZT7 TV IT—2a>ELUT7RI by T
ZERELET, FLR T7UNU=TIL—TDER1 ZBRL TV,

VMware vSphere T» MCS % £/ L 7z Linux (R8> > O1ERR
FIE 1: Citrix Studio T VMware NDRR T > KD 1ER

1. vSphere #&15iC vCenter Server 21 > X b—JLL £F, %L <&, 'VMware vSphere; #8BL T

T,

2. Citrix Studio T, [#8] > [FX ~] > EHRS LTI Y —R0EM] DIEICERL T, VMware vSphere
NDEGEERLE T,

\\\\\

hitpsy//management.azure.com/

3. BHofEEe LT [VMware vSphere] #3%RL %9,
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Studio Connection

() Use an existing Connection

RanConnection -
Connection
(®) Create a new Connection
Storage Management :
: Connection type: I [ WMware vSphere ® - ] |
Storage Selection
N i Connection address: | Example: httpsy//vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |
Create virtual machines using:
(®) Studic toals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.
() Other tools

Back | (L Cancel

4, VMware 7ho > bD#EGi7 KL X (vCenter Server ® URL). 2—H—E/NXXT— K, BLVIEHGZ%E
ANAILETD,
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

W LWERD R ERAVICRRINE T,

& citrixStudio
File Action View Help
= o

B8 Citrix Studio (site)
S

[ App-V Publishing
Zones

FlE2: YREZ—A1 A= DEME
YRBA—A A=l ARL =T VIV RAT L REULBEWT U= 3> VDABREDY T o 7% 1

VAP=ILTEEET, YRE—AA—VZE BT BICIE. ROFIEZETLET,

FlE 2a: (Ubuntu 16.04 0550 #4) OpenJDK11 %> X b—JL93 Ubuntu 16.04 T. XOFIE%RT
LTOpendDK11lZzr>XR +—JLLZET:

1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24~ >O— R LT,
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2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzad<x>YREXITLT. £o>vO0—~K
LNy r—CzREALEY,
3. (#7>3y) mv jdk-11.0.2/ <target directory>av>R%®RfTLT. OpenJDK % & —
Ty brTo LI MIICRELE D,
4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 20003 R%EXRTLT. Java V21 L%y b7y FLET,
5. java -versionavx Y RERTLT. JavaDN—2a>EBERLE T,
FIE2b: 7> 7L — MrAEIIVICLINUXVDA Ny —S% AV A R—ILT 3
i
HEXRTHFOVDA TV 7L —MRETI V> LTERTZICIE. COFIBZEELET,
FUTL—MMREIYSUICLINUXVDA Ny —2 %14 X =)L g 3miIC. .NETCore 5021 L3.1%4
VAR=ILLET, #HLLIE TR M=ILOEE] 28BLTLETIL,
FEALTWS LINuXTs XU Ea2—>3>ZCic. ROV R%FETLT. Linux VDA QIRE= Y 7 v
LF¥d,
RHEL/CentOS 054!

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 0155

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE 2¢: ntfs-3g H'&ENBZ EPELUAKRS U %A1 >R +—)LF 3 EPEL UK )% RHEL 8/Cent0S 8 &
fciZ RHEL 7/CentOS 7 121> A k=)L L. #h 5 deploymcs.sh #R1T79 % & ntfs-3g /Xy r—Ih 1 >V X b—
LENdL5ICLFET,

FIE 2d: SUSE 12 i ntfs-3g #F&HTr VX +—J)LFS SUSE12 75w k7 +—LICIE ntfs-3g 21793
URISMULRBD EFLA, V—XOA—REHZI>O—RKRL. OAYNRTILL. ntfs-3g #FBHTI X b—ILLET:

1. GNU Compiler Collection (GCC) aA¥ N1 5> R TFTLE make Xy —JEA VI M—=)LLET:
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sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->

Flg2e: >4 LEBEEZEY F7vTT3 deploymcs.shzRTI3HiIC. UTFERTLET:

o Jetc/xdl/mcs/mcs.confOEHETEL£9, mcs.confEm 7 71 JLiCi&. MCS & Linux VDA
ERETDIEOHDOEHISEENTVE T, UTIE. dnseAD_INTEGRATION%ZRET 3 HEHLH BT
D—EFTT:

A ERHEROBTRETS 358, Bz —E5AFTHA. AIR—IATRYDEFY, &z,
LDAP_LIST=" aaa.lab:389 bbb.lab:389" o4& SiIcRRINE T,

- Use_Existing_Configurations_Of_Current_VDA: RER{THD VDA DEEEDHE
REFRITINEINZRELEFTYICKRET DL MCS THER SN > OB T 7 1 LIk IR7E
KITFDOVDADBR T 7 A IILEELC T 7AIICHED £ 772 L dnsE#HE AD_INTEGRATIONZ
HEBRTIVENGDET, 774 MEIEN TT, Cnid. MCSHERR LY Y LD T 7
AIWDPIYREZ—A A= LR TV TL— ML > TRESNBZEZEKLEF T,

- dns: DNSO IP 7RLXZRBEL £,

- AD_INTEGRATION: Winbind #7:1& SSSD #3& & L £ (SSSD I& SUSE TldtR— kIhTL
FEA)

- WORKGROUP: AD THEEREINTWEHE. EDT—JJIN—T8Z2RELFT (KXFUIMIXFZX
Ao

o FYFL—bIIYT, AXYERII V%R [etc/xdl/mcs/mcs_local_setting.regrrJL
ICEBMLT. BRERLSAMVEEERELIZEMRLET. CORMEICEL>T. MCSTFOEY3aZ>dSh
RO VEBRERBTAIEVICT—REREDNRDOABVWLSICLET,
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/etc/xdl/mcs/mcs_local_setting.reg771ILD&ETIE. LR MV EERTEEIGER
I5HOOAYRTY,

ferziE. ROENZhOIAIY YRSV % [fetc/xdl/mcs/mcs_local_setting.reg7zrz+
JUIZEBML T, LR MU EZEREIFERTI X7

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FIg2f: YXRZ—A X—J%ERT S
1. /opt/Citrix/VDA/sbin/deploymcs.shz®{TL£7,

2. (AF7>3ay) TTL—MMREISVETERT Y 7L—F2EHL T RSN ITRTORET> V£
o fetc/krb5.conf. /etc/samba/smb.conf. & & t¥/etc/sssd/sssd.conf 7 71 ILEBBEHRZI 1T XL
F9.

Winbind 2—%—mi84./etc/xdl/mcs/winbind_krb5.conftmpl & & tf/etc/xdl/mcs/winbind_smb.conf.tmpl

DETVTL—rEEHLET,

SSSD a—#%—ni5&. Jetc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5.conftmpl. /etc/xdl/m-
cs/sssd_smb.conftmpl D& F> 7L — +2EHLE T,

A FUTL—RI7ALTERINTLZBREORRZFE L. SWORKGROUP, SREALM. Srealm. &
& T SAD_FQDN X oZE#HEFEAL T T L,

3. TUFL—MREII NIV —>avEA X M=I)LLT=5. VMware T L —hRETS VU E
vy hEIYLET, TUTL—MREIS VDT Ty b EERLET,

FIE3: v >hHE2OJDER

Citrix Studio T. ¥>>Ah42O07 %R L. hE2OJICERT3RETS Y OHEIEELET, Yo rh4O0d%
ERTREEZE RF YTy RURMDBIRZ—AX—CRERLET,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

BEIZH L THOBRZ X ZRITLET, 5L <Id. TStudio TOY L > Hh20O07 O] 2B8BL TSI L,

FIE4: TUN)—=TIL—TDER
FTUNU=FIL—=TIE. WD DI UAZOThSBIRLAETS Y EITIL—TULIEHDTT, TUNU—=FI

—JTld. FNSOTIVEFRATEZ A -2, ZO1—H—ICBEBETEZ 7 TVI5r—2 3 L UV0TFRI My S
ERELET, LI TFUNU =T IIL—TDER1 #BBLTLIETW,

AWS TD MCS Z{ERA L7 Linux R28 <> > O1ERK

FIE 1: Citrix Studio TD AWS ADKRR T 1 > TG DIER

1. Citrix Cloud o Citrix Studio T. [#m] > KX ] > [EE ST Y — DB DIEIZEIRL T AWS
ANDELGEERLET,
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File Action

Y|

2. #EHGoEEr LT [Amazon EC2] #:|IRL 9,

Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | N |

Your cloud administrater should provide the following information.

Import keys file: -Browsr_.. Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back  he Cancel
B [ o |

3. AWS7hAU Y b®D APl F— e WBEFXF—ZANDL. EGRBRZANILET,
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~Add Connection and Resources

Studio Connection

_ Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

——r Connection type: | Amazon EC2 |v|

Sy Your cloud administrator should provide the following information.

Import keys file: FRLTE Use a file to automatically enter

APl key and Secret key.

APl key: | |

Secret key: | |
) Learn about user permissions

Connection name: | Example: MyConnection |

APl *—370tXF¥—ID T, MBEF—3>—I Ly bT7IEIF—TY, TNLEIE. 7I/EIF—RTE
RBEINET, P—IL v bTPIOERF—ZHRLIIGEIE. 7IOEXF—ZHRLTHOT7 IR+ —% 1
BRTEEYo PIVERF—ZEHT BICIE. ROFIEZRTLET:

a) AWWSH—ERICHr>1>LET,

b) IDB&LUT7IERER (IAM) IV —ILICBEIL T,

) EloFES—> 3> R1 2T, [Users] ZREIRLET,

d) WERI—F—%FRLTFICZRIO—JLLT. [Security credentials] % 7%#RL 7,

e) FicxoO—J)LLT. [Create accesskey] #0Uw o LEd. HLLWI1 Y RUNEETET,
)

f) [Download .csvfile] 2 wo L. 77ERE—%2REBIBFRICRIELE TS

LWEGH R ERAVICRTTINET,

& Citrix Studio (Cloudsdisite)
carch

https://ec).us-east-2amazonaws.com

<

& m=0o)H0

@ gime o

N

vvvvv

TeIza
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FIE2: YREZ—AX=D D%

RAZ=ARXR=DITE, ARL =T VI RT7 L REBUELBWT TV —2a > VDABEDY 7oz 7 %A
YAL=ILTEETET, YRE—AA—VZEHBTBICIE. ROFIEZETLET,

F|E 2a: cloud-init ##EK T3

1. ECQ2AYR2YROBEFFIFELRFICVDARI FE2RIFT SIS RO Y REETLTVDA KR
ABERFELET,

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

Ubuntu 18.04 ®B4. /etc/cloud/cloud.cfg 7 7 1)L d system_info £ o> 3 > O TFICRDTHH S
CEBERBRLET,
system_info:
network:

renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. AWS T MCS AMER L 7REBY S VIC SSH Z2ERBLTUE— 7€ R T 31568, CNOSDRMBATI VICFE
—EBT Ry FINTVWAEWD. NAT—REBHAZEMNCLET. BEICBC TROBEZRITLEY,

« cloud-init#m7 71 Jl/etc/cloud/cloud.cfg 4L £, ssh_pwauth: true THEHET
3 zERLEY, set-password 1T RDITHEET 25EIF. ZOTZHIRT S D, OX>V bz
EBmMLEd,

users:

- default
<!--NeedCopy-->

e cloud=initic&>sTERENI=T 7 4L b1—HF—ec2-userFidubuntuzERT 3548
& passwdIY Y REFRLTCI—HY—NAT—REEZETIET, HLLWIRT—REDFL T,
MCS BMER L TefREET S IO 1 > T ZICFERTESLS5ICLET,

« /etc/ssh/sshd_configZ 7ML= RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

T771IL%Z®FEEL. sudo service sshd restartav>k#x2TLET,

F|E2b: (Ubuntu 16.04 0ig&50#A) OpendDK11 %> X ~—)L$% Ubuntu 16.04 T. XOFIEZ25T
LTOpendDK11Zr> X b—)LL£T:
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1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24— >O— R LT,
2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzd<x>Y R#XTLT. #4o>vO0—~K
LRy —CZEBRLEFY,
3. (#7>ay) mv jdk-11.0.2/ <target directory>av>R%#xRfTLT. OpenJDK & —
TYrTo LI RMIICRELE D,
4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EETLT. Java S E1 L%y 7y FLET,
5. java -versiondvx Y RERTLT. JavadN—Ta>ERIAL £,
FIE2c: 77— MrEIIVICLINUXVDA Ny —S% AV A —ILT 3
P
BERTHOVDAZ T TL—MRETI D L TERT3ICIE. COFIEZEBELET,
FoTL—MMRETI VICLINUXVDA Xy =% 14 > X h—ILd 801, NET Core 5> 21 L 3.1%4
VAM=JLLET, HELCIE TAVY X M=LOBE ] #8BLTIEIL,
FEALTWS LINuXTs XU E2—>a3>lic. RO F%2ETLT. Linux VDA DIREZ Y 7 v
LFd,.
RHEL/CentOS 0ig4:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 0355

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FlE 2d: ntfs-3g &1 3 EPEL VRS bU%EA> X b—J)LF3 EPEL URY )% RHEL 8/Cent0OS 8 &
72IZ RHEL 7/CentOS 7 121> X k=)L L. #%h 5 deploymcs.sh #R1T9 5 & ntfs-3g Xy r—Ih 1>V X b—
LENdL5ICLFET,

Flg2e: SUSE12 (- ntfs-3g #FHTr X b—JLF 3 SUSE12 75w b7 x—Lilld ntfs-3g Zigftd 3
URSbULRBD EFEA, V—ROA—KEAZT>O—RKL. IYNR1ILL. ntfs-3g #FEBHTIYAM—=)LLET:

1. GNU Compiler Collection (GCC) aA¥ /XA S RAFLL make Xy —JH AV A R—)LLET:
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sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->

Fig2f: S>a1LBEEEyY cT7v 793 deploymcs.shzR{TI3HIIC. UTFERTLETS:

o Jetc/xdl/mcs/mcs.confOEHETEL£9, mcs.confEm 7 71 JLiCi&. MCS & Linux VDA
ERETDIEOHDOEHISEENTVE T, UTIE. dnseAD_INTEGRATION%ZRET 3 HEHLH BT
D—EFTT:

A ERHEROBTRETS 358, Bz —E5AFTHA. AIR—IATRYDEFY, &z,
LDAP_LIST=" aaa.lab:389 bbb.lab:389" o4& SiIcRRINE T,

- Use_Existing_Configurations_Of_Current_VDA: RER{THD VDA DEEEDHE
REFRITINEINZRELEFTYICKRET DL MCS THER SN > OB T 7 1 LIk IR7E
KITFDOVDADBR T 7 A IILEELC T 7AIICHED £ 772 L dnsE#HE AD_INTEGRATIONZ
HEBRTIVENGDET, 774 MEIEN TT, Cnid. MCSHERR LY Y LD T 7
AIWDPIYREZ—A A= LR TV TL— ML > TRESNBZEZEKLEF T,

- dns: DNSO IP 7RLXZRBEL £,

- AD_INTEGRATION: Winbind #7:1& SSSD #3& & L £ (SSSD I& SUSE TldtR— kIhTL
FEA)

- WORKGROUP: AD THEEREINTWEHE. EDT—JJIN—T8Z2RELFT (KXFUIMIXFZX
Ao

o FYFL—bIIYT, AXYERII V%R [etc/xdl/mcs/mcs_local_setting.regrrJL
ICEBMLT. BRERLSAMVEEERELIZEMRLET. CORMEICEL>T. MCSTFOEY3aZ>dSh
RO VEBRERBTAIEVICT—REREDNRDOABVWLSICLET,
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/etc/xdl/mcs/mcs_local_setting.reg771ILD&ETIE. LR MV EERTEEIGER
TREHDOAYYRTY,

ferziE. ROENZhOIAIY YRSV % [fetc/xdl/mcs/mcs_local_setting.reg7zrz+
JUIZEBML T, LR MU EZEREIFERTI X7
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FlE28: YRZ—ARXA—CRERT S
1. /opt/Citrix/VDA/sbin/deploymcs.shz®{TL£7,

2. (A7>3Y) TFYTL—MREIYSVETHERT Y 7L—rEEHRL T ERINICIRTOREYS VL
o /etc/krb5.conf. /etc/samba/smb.conf. £&0/etc/sssd/sssd.confr7IL
EFBEEARZIIAALET,

Winbind 2—%—nig4. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&tt/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—hr2EHL X,

SSSD a—#—miF4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. 8&t¥/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+%=EHLET,

FTFUTL— b I ALTERIN TV ZBREORER ZRIF L. SWORKGROUP, SREALM. Srealm. &
& U SAD_FQDN R DE#HEFAL T IEI L,

3. FYTL—MREIIVICTIUTr—> 31X R—)LL. AWSEC2 Portal TF7> 7L — MRET > >
By IV LET, TYTL—MREIS DDAV RE VU RED, [Stopped] IHE->TWE %
HAELFET,

4. 7T —MRETI>ERY Y v o L. [Image] > [Create Image] ZEIRL £7, HEICH L TER
ENAL. REZTWLWE Y, [Createlmage] #0 ) v o L%,
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Create Image X

Instance ID () i-011€
Image name (i
Image description  (j
No reboot  (j

Instance Volumes

Volume - . o Delete on

Type De__VIGE Snapshot (i Slz_e iGin) Volume Type (i) 10PS (i) ThroughPut Termination En_crypted
s a ! i ! U omeis) @ T @

Root Idevisdal S;ap- 40 [ General Purpose SSD (gp2) v| 120/3000 N/A ¥ Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Tl Create Image

FE3: v >h20O07DIER

Citrix Studio T, ¥>>rA420O7 %R L. h2O7ICERT 3 REYS VOBERELET, v >h2O07D
ERRERIC. WY TYFL—b (ERTHERLIEIYZAZ—1X—2) #FIRL, 1 2F/idgHotxauso )
—TEBERLET,
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Studio Machine Template
Select the machine template that the virtual machines will be based upon.
= —
+ |ntroduction | Mo | Drzcnption
) THRHELV100 (ami- ) [
# Operating System o
+ Machine Management @ o e 1012 (a0 3
Machine Template @ i B
Security () crhel?7_mes_1909r (ami-0 " T 77T 7)
i ) £5123_mes 1912 (ami-0: e
e 8)
Metwork Cards =
() es123clean (ami-0 3)
v et O cs123fix (ami-0 )
Summary () cul604_mes_1912 {ami-Ok 3
Q culémestest (ami-0 1)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | v'|
catalog: ]
Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

# Introduction E | Name + | Description - ) ) |_
|:J launch-wizard-2 launch-wizard-2 created 2018-03-22T16:48:24.044+08:00 T
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts []  Iroowda mes test linuxvda mcs on aws

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

BEICH L THOBRIZ X ZRITLET, 5L <Id. TStudio TOY > > HhE20O07 O] Z2BRBL TSI L,

Flg4: 7IN)=TIL—TF DR
FTUNI)=TI=TFE. WD DIL U AZOTNSBRLIEIS V> ZIIN—TULIZHDTY, TUNU=TIL

—7TlE ENS5OYIUEFERTES I —H—¥C. TOA—HY—ICREBTZT7 IV —23a>vBLUTRI by
ZERELEY. #FLR T7UND=TIL—TDER1 Z2BRL TV,

GCP To» MCS =R L 7= Linux R8> > DER
FIE1l: GCPBEBEDEY R T v

#2L <I&. TGoogle Cloud Platform fR#8{¢iEtR] ZBBL T EI L,

FIE 2: Citrix Studio TD GCP ADKRR T 1 VT 1EGDIER

1. Citrix Cloud o Citrix Studio T. [#m] > [[KZX F] > [EHES LV Y —IXDEM] DIEICERL T, GCP
ANDEGFEERL X9,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

[}

T2 Machine Catalogs Name 4 Type Address
. .
st Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. EHOEEL LT [Google Cloud Platform] %:#ERL £7,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform v ‘

4 Summary Service account ID:

Zone name: l GCP o l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

3. GCP7AY Y b —ERTAT Y b F—% AV R— L. BEBEANNILET,
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

M LWERD R ERAVICRRINE S,

Citrix Cloud Virtual Apps and Desktops Service

Overview [RVELELIEEG Monitor

Q sese
LS Machine Catalogs

= 9 Name L Type Address

o .

o5 Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1

El Applications
Policies
Dﬂ Logging (Preview)

83 Administrators (Preview)
Click an item to view the details.

0

Hosting

FIE3: YREZ—A X—J DERH

RRAZ—=AR=DIE ARL =T VTP RT L REEKLBWT TV r—2a3> VDAREDY T +IxT7 %A
VAL=ILTHETEY, YRI—AA—DZEEFETBICIE. ROFIBZRITLET,

Flg 3a: (Ubuntu 16.04 nig&n#) OpenJDK11 %> X +—)L$% Ubuntu 16.04 T. XOFIE%E =T
LTOpendDK11Zr>ZXb—JLLET:
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1. https://jdk.java.net/archive/h5&#H® OpendDK 11 24— >O— R LT,

2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzd<x>Y R#XTLT. #4o>vO0—~K
LRy —CZEBRLEFY,

3. (#7>ay) mv jdk-11.0.2/ <target directory>av>R%#xRfTLT. OpenJDK & —
TYrTo LI RMIICRELE D,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000  R%EETLT. Java S E1 L%y 7y FLET,

5. java -versiondvx Y RERTLT. JavadN—Ta>ERIAL £,

FIE3b: 7L — MY VICLINUXVDA Xy r—S% AV R—ILT 3
P
BERTHOVDAZ T TL—MRETI D L TERT3ICIE. COFIEZEBELET,

ToTL— MRS VIC Linux VDA Xy 5 —2% 1 Y R =)L 3H0IC. .NET Core 5> 421 L 3.1 %+
VRAR=ILLET, FHLLIE TR M—ILOBE] Z28RLTIESIL,

FERALTWB LINuUXTsRMJEa2—>3> 28l ROOXY Y RERFTLT. LinuxVDAEBEEZtE Yy 7 v
LFxd,
RHEL/CentOS 0ig4:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 12 0355

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Flg3c: ntfs-3g =T EPEL VRS rUEr> R +—)LF3 EPEL URT ~U% RHEL 8/CentOS 8 71
RHEL 7/CentOS 7 ic1 > A k—JLL. #%H'5 deploymcs.sh #R1TF 3 & ntfs-3g N —InC1 VX h—)LE
nNadL5ICLFT,

FIE3d: SUSE 12 (Z ntfs-3g #FETr>Ab—)LF3 SUSE12 F5v k7 x—LICiE, ntfs-3g Zigftd 3
URSbULRBD EFEA, V—ROA—KEAZT>O—RKL. IYNR1ILL. ntfs-3g #FEBHTIYAM—=)LLET:

1. GNU Compiler Collection (GCC) aA¥ /XA S RAFLL make Xy —JH AV A R—)LLET:
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sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwor—orAo>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g Ny r—IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A —ILLET:

./configure
make

make 1install
<!--NeedCopy-->

Flg3e: >4 LEBEEZEY FT7vTTS deploymcs.shzRTT3HiIC. UTFERTLET:

o Jetc/xdl/mcs/mcs.confOEHETEL£9, mcs.confEm 7 71 JLiCi&. MCS & Linux VDA
ERETDIEOHDOEHISEENTVE T, UTIE. dnseAD_INTEGRATION%ZRET 3 HEHLH BT
D—EFTT:

A ERHEROBTRETS 358, Bz —E5AFTHA. AIR—IATRYDEFY, &z,
LDAP_LIST=" aaa.lab:389 bbb.lab:389" o4& SiIcRRINE T,

- Use_Existing_Configurations_Of_Current_VDA: RER{THD VDA DEEEDHE
REFRITINEINZRELEFTYICKRET DL MCS THER SN > OB T 7 1 LIk IR7E
KITFDOVDADBR T 7 A IILEELC T 7AIICHED £ 772 L dnsE#HE AD_INTEGRATIONZ
HEBRTIVENGDET, 774 MEIEN TT, Cnid. MCSHERR LY Y LD T 7
AIWDPIYREZ—A A= LR TV TL— ML > TRESNBZEZEKLEF T,

- dns: DNSO IP 7RLXZRBEL £,

- AD_INTEGRATION: Winbind #7:1& SSSD #3& & L £ (SSSD I& SUSE TldtR— kIhTL
FEA)

- WORKGROUP: AD THEEREINTWEHE. EDT—JJIN—T8Z2RELFT (KXFUIMIXFZX
Ao

o FYFL—bIIYT, AXYERII V%R [etc/xdl/mcs/mcs_local_setting.regrrJL
ICEBMLT. BRERLSAMVEEERELIZEMRLET. CORMEICEL>T. MCSTFOEY3aZ>dSh
RO VEBRERBTAIEVICT—REREDNRDOABVWLSICLET,
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/etc/xdl/mcs/mcs_local_setting.reg771ILD&ETIE. LR MV EERTEEIGER
TREHDOAYYRTY,

ferziE. ROENZhOIAIY YRSV % [fetc/xdl/mcs/mcs_local_setting.reg7zrz+
JUIZEBML T, LR MU EZEREIFERTI X7

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FIE3f: xXRZ—A X—IHERT S
1. /opt/Citrix/VDA/sbin/deploymcs.shz®{TL£7,

2. (A7>3Y) TFYTL—MREIYSVETHERT Y 7L—rEEHRL T ERINICIRTOREYS VL
o /etc/krb5.conf. /etc/samba/smb.conf. £&0/etc/sssd/sssd.confr7IL
EFBEEARZIIAALET,

Winbind 2—%—nig4. /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&tt/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—hr2EHL X,

SSSD a—#—miF4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl. 8&t¥/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+%=EHLET,

A
FUTL—r 7 7ML THERAINTVWREEOTERZREL. SWORKGROUP. SREALM. Srealm.
HLUV SAD_FQDN B o Z#z AL T 2T L,

3. TUTL—MMREII VT IV —>avEA VA M—LLIES. VMware TV FL— MRETS V%
vy bEIVLET, TYTL—MREIYI VO Fy T3y bEERLET,

FIE4: v >hE2OT7DER

Citrix Studio T. ¥>>Ah42O07 %R L. h2OJICER T 3RETS VOBEZEELE T, ¥ vhaO00%
ER T2 EIE. RFvTFOoay bR MDNSEIRAZ—AX—=C%FIRLET,
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Studio

¥ Introduction

¥ Operating System

+ Machine Management

Master Image
Wirtual Machines
Computer Accounts

Summary

Machine Catalog Setup

Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

» (W] RHELG.E @

» (9] RHELT4 @

b (] cles123 @

> [ ubuntuls @
(=] vesa @

0 Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

MBEICH L THOBR 2 X7 Z2RTLET, #L<Id. FStudio TOY > > hE20O00 DIERMI ZBBL T T W,

FIES: FUN)—=TI—T DR

FUNY=TIL—=TE. W2 DIYI U HEZOThSBIRLAEYS VESIL—TFULEHDTT, TUNU—=FIL
—JTld. FNSOILVEFRATEZI—H—¥2. ZO1—H—ICBEITZ 7 IV Ir—2avsLU0TFRI My S
FEELET, #FLIE IFUNU—FIL—TDER1 #BRBLTLIETL,

MCS %= fER L7 Linux VDA D7 v 7o L—R

MCS ZERL T LinuxVDAZ 7y 7o L—RT3ICId. ROFIEZRITLET:

1. Linux VDA ZRED U ) —RICT7 v T L—R$BH1IC. .NETCore 52421 L3.1HA YA h—ILENT
WBIEZERRBLTLRETL,

2. L -k T LINUXVDAZ 7Y TSI L—RLET:

RHEL 7 54U CentOS 7 0355

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html

Linux Virtual Delivery Agent 2104

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 5 &£ U CentOS 8 0i55:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

SUSE 12 0135

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 16.04 0154

sudo dpkg -1 xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 18.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 0154

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3. /Jetc/xdl/mcs/mcs.conf&/etc/xdl/mcs/mcs_local_setting.reghim&EL £7,
4, HLWRFw T ayv b EERLET,

5. Citrix Studio THILWRF v Foay b ERIRL, IO UHRO00%2FHLET, EYVUNBRHTZET
FHLET, IOVEFETHEFHLAVWTIEIL,

NOVTATY EONRT—ROEHZEHK

IOVTHIVERDNRAT—RIE. T7AIILETIRYO>AZ2O07 DERE 30 BTEXERTINICED £§, /AX
J— ROBMHEEEMNICL. IOV THIVRDODNRT—ROEFZBEENILTBICIZ. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ 3=17#1IC. /etc/xdl/mcs/mces.confickpT> b EBIML &
ER

UPDATE_MACHINE_PW="enabled"

2. Jopt/Citrix/VDA/sbin/deploymcs.sh # 47#. /etc/cron.d/mcs_update_password_cronjob % 5
WTEMORZCBEZRELE T, T 74 MORETIE. IV TAHUY FONZT— 2 EERER.
FRI2EF 30 DICEMLET,
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BEIDVTHIY FONRRT—ROEH%E. Delivery Controller 0F 7y b v v a B EMICHD, ROITF—
H/var/log/xdl/jproxy.log IcRFENZehHBD £7:

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

IS—%EET3ICIE. EENICF Iy vy a%BELET, TRTO Delivery Controller F7zid kB X1 >
A bO—5—THFyv2a@iU—2FYvTERI0ER T a—ILTEXT,

MCS HMER L 7cfkE~ > > T FAS =B

RDOTA AV E2—23 > TRITIND MCS TERR L 7R TFAS ZBMICTEI X9

Winbind SSSD Centrify
RHEL 8. CentOS 8 [F L (AYAY-S (AYAY-S
RHEL 7. CentOS7 [FL [FLy (A1AY-4
Ubuntu 20.04 (=40 LW LW
Ubuntu 18.04 (=40 LW LW
Ubuntu 16.04 (=40 LW LW X
Debian 10.7 (=4 AINY-3 LW
SUSE 12.5 [FqA ARy IRy

FUTL—MREYY VY TIYRAZ—A A=V % EHE TR ZICFAS 2EMICT S
1. RoUFropt/Citrix/VDA/sbin/ctxinstall.sh®s®f7L. FASH—N——BREDTANT
DIRBEEHERTELE T, BETHIIOWTEHLCIE MEE> =)L) ZBRBLTESIL,

sudo /Jopt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

2. L—t CAGEEAEZ 1V R— L&Y,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. ctxfascfg.sh #R1TL £7,

4, /etc/xdl/mcs/mcs.conficEHEZRELE T,

a) Use_Existing_Configurations_Of_Current_VDAofE% YICRELFT,
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b) FAS_LISTZ#% 1 2D FASH—N—7RL X ¥t JO0>yTXTY5h. ZE5H
HMTHEENLERD FASH—N—7RL X (ffl: FAS_LIST="<FAS_SERVER_FQDN>;<
FAS_SERVER_FQDN>") Ic8FEL %Y,

c) VDI_MODE# Y., BEICISL THOEHEZREL X7,

5. 227k /opt/Citrix/VDA/sbin/deploymcs.shx=TL %7,

MCS HMER L 7=1k#8~< > > T FAS #B%#IC9 %
RO & SICT>TL— I > TFAS BAEMIHR > TVARWESIE. MCS THER SN ARREYSVTFAS %2 H
MICTEET,
MCS AMER L 7=k~ > TFAS #B/ICT BICiE. REERTLET:
1. /etc/xdl/mcs/mcs.conf DEHEREL £

a) Use_Existing_Configurations_Of_Current_VDAofE% YICRELET,
b) FAS_LISTZ#% FASH—N—7RLRICREL £,
c¢) VDI_MODE# Y. HEBEICIGL THOTHEREL £,

2. L—+ CAGEBRZEZ 1V R— L&D,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. /opt/Citrix/VDA/sbin/ctxfascfg.shXoUFra2RITLET,
pai

NS DOEHIFRIETS Y OREFICIFUHIN S0, Jetc/xdl/mecs/mcs.confICHREBERTARTD
THERETIUNELHD £,

Citrix Provisioning %z /A L 7= Linux {(x28< > > O1ER

April 7,2022

Z0seE T, Citrix Provisioning @ Linux MU —= > Ji4eeICEE T 2 BmERMLET. COWMEEEFERT S
r. Citrix Virtual Apps and Desktops IRIETHZ LinUX (REEF RV by 7 7OES 3=V TEF £ 9, #L<
i&. Citrix Provisioning RF a2 X> rZSBLTIET WL,

HR—FINTUWB LINUXTA AU E2—2a > IdROEED T,

« Ubuntu 16.04
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+ Ubuntu 18.04.5 (sBRERRE)
« RHEL 8.3 (s{BRE&FE)

BHE:

« Zotksex Ubuntu 18.04.5 &' RHEL 8.3 TEA 9 3ICiE. PVSLinux R kU —=>5 T
>~ (Ubuntu 18.04) - &{ERERRE/Nv & — 2 & &K U PVS Linux Streaming Agent (RHELS.3) -
HEBEENv r—CznenERALET, 1A=Ly r—20d, Linux VDA Ao >O—RKRR—
CHBAFTEET,

« Ubuntu 16.04 TC 0igee = FERA T 3 IC1E. &# @ Citrix Provisioning ISO #2457 > O0— K L.
Ubuntu 16.04 BT 02 —4'v kY T b7 7EREDIF £, 5L <&, Citrix Provisioning R 2 X
VRO TLINUX AR =Y J O 28BLTIEEL,

Linux =% T N4 R 7OET 3200328 TE UTFEZERLTLEIL:

e JOEY 3=y TN LINuXREBIS Yy avilISAT Y M RSATZEDHTEZ LA TERL
BENRHD XY, CORBEERRYT ZICIE. Citrix Provisioning 2—4"y kN1 X %A1V X =)L T 0]
IZservice ctxcdm stopxfERALTCDM 4 —EX%FELEL. pvs-imageraY > RERTLT

THLEY,
e Linux 2 b =3 > Tid. Windows RXA VIZBMT 376Dy —IJLE LT Winbind 0&bhHR—~E
nEy,

e LINUXTNARTRAM v v > aZzBMICTBHBE. Frvat1X% 8MB (R/IVE) ICRELE T,
Linuxid. EF_A&Fvviall. BRERAROY 1 XD RAM (§RTOFEHTEAXEUZEDHB) =ER
LEF, AVY—ILTHREShIY A XL HSEFNINY M XTY, Citrix TIE Linux B’ XEVERE%
MEMICBETIZLSIC. BRIOROXEVEFHNITZ L Z2HBDLET,

« Citrix Provisioning imager Ul o % —%'w b7\« ZZ13@E. im\\_localhosth 77 +J/L TR
EINTVET, COMEIF. BHO VDISk 2 ERT DL SICIIEEITIHRENHDET, ALEZ—F v TN
1 ABZFET S L. imager AT RHKBLET,

e 1VAL=) (BLUENICHELSERH) BA—N—1—H—F—RTRTTIRELNHDET, X—/N—1—
H—Y LTAYRM=ILTBICIE. RD2DOOFEDHBD T :

- SUORYRZEFALTHZ—IFITA—HF—FE—RZANHNLET,
- 20OV RoHIICsudoEANFILET, 7z xIdE sudo yum install tdb-toolso&k>
ICLET, FAY Y RICSUdOZEANALTLET L,

o Linux 75147 b0 X7 Lo 0Oy 7k, Active Directory 3> bO—F—BEEHLTWAIRELRH D £
ED

« UEFliZHR—FEhEt A

e VMM i3HR—rIhTULEHEA

¢« ETAAFVYYIARSATHETRAAF vy a2 LTERATNZ®HIZIF. PVS_CacherxWs 3R

ICTBIRENHDET, N—TrarvefhERINET,

RERUIMND A VX B —IL T, BEOO—HAF 1 XRHRTINET,

SELinux lEHR— TN TWEH A,
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« XenServer TRITEINZ3Z2—4'v I HUM E— R TRITTINZDELRHD £,

o Linux 2—4"w TN ADiEEI%. SE Linux Alert Browser # R EEX v E—CHARRINZ ehH
D&,

e ESXiTHRZPINTWB X MU —Z>5 3Nz 2 &0 Ubuntu 18.04 k<> >i&. DHCP &mTEL IP
TRLRAERELEY, COMBEEMRTBZICIE. MACTRLZX%Z—E® ID r LTHEAL TDHCP &ZHT
IP7RLZAZEETSZELSICREYS V2@ LET,

« Ubuntu 18.04.5 &K U*' RHEL 8.3 ®ig&. Y>> T7HU Y b®/NAT— Ri% Active Directory TEEIRIIC
EMINEFEA. NRAT—ROBHERISTIN. ARV =T TNEFRETS VDR R XA ADSMICKE
L7=#%B& &, Citrix Provisioning >V —J)LZERL TNRT—RZUEY FLTHTLLREE L,

+ Ubuntu 16.04 <. Citrix Provisioning 2/ L T Linux 2—%'v bFNA X270 3 =335
&ld. Samba 4.4 LEin ) —RiZ& 3 Winbind o&ahHR—ENET,

AVAM=IATFIay

Linux R b =225V K- bEA VI M=ILT B3I, BEELLTAJA Y LTVWRRELRHD FT, 1
YA R=ILEICIE. MTFOAYY RAL— b2 T TRITEINTVS A, SUdOERTRITESN TV IRENHD &
ED
7
Citrix Provisioning Linux 2 —4'w k7 NN1 X2 X M) -2 V07§ 3158. BCBERMAELERTILE
NHO EF, SOAP Server TIE SSL#EGZERAL £IH. £Di5E SOAP Server £iZ X.509 sEPAE = 185
TRIRENHD FT,
HEBRZ ) CA EEFAZIE. Provisioning Services 1 —/N\—& & U Linux 2—4'y 7N\ XOWAICEET S
NENHD £, BEERAAZSOERICOVTEHELLIE TLINUX A M-I VI OBCERAEEERT
31 ZBRLTIEIL,

Ubuntu 16.04 74« X kU Ea—>3 > DIEE:

sudo dpkg -i pvs-<version>.deb

sudo apt-get -yf install
<!--NeedCopy-->

Ubuntu18.04 ¥« X kU Ea—> 3> DiEA:

sudo apt-get -y install dracut dracut-network tdb-tools python3 python3
-distutils

sudo dpkg -1 pvs_<version>_ubuntul8.04_amd64.deb

<!--NeedCopy-->

RHEL83 Fr X hUEa—Y 3> DFE:!

yum - nogpgcheck localinstall pvs_<version>_rhel8.3_x86_64.deb
<!--NeedCopy-->
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GUI ZEAL T LINUX J—LT7F YA X—J#EEE > X =TS

ROFIET. COMREZE > +—ILT 3 GUI ZFTHLFT,

1. gEErLTOIF Y LET,
2. pvs—-imageraY > RERTLET:
N
pvs—imagerav > A\ KR FEOBBETERRLIEE. Xy b —JBRAELVWH ZHEET S

BELRBHDET, PRXTLDKRI bEIFlocalhosticRELHWVWTL7ZI L, RHEL 8.3 TiZ. GUI
ZERATZ720IIC. Wayland TIEHR < X11 7o R LA —N—TOJF > LT,

IRV ROERTE. UIR—SHHESET:

Citrix Provisioning Services - o X

Imaging Tool
~ Sarver Information
IP Address 10.192.191 28

Part 54321 .
Username  adminestrator
Password

Diomain autobots

Mot connected; Enter server name and credentials.

«~ Target Informaticn

Target device name
Maote: The target device name cannot be the same as the Active Dirgqtonf' nama for this machine.
Metwork Interface  ens160; 00:50;56:85: lac3 b

Collection »

-~ vDesk Information

Create new vdisk b
Store b
wDisk Mame
vDisk Size (MB) 16384 :

~ Source Information

Source Dewvice | /dew/sda ﬂSl:.Sl. Disk) =

QK Cancel
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ARV RSAVAVA2—T A A %EALTLINUX A M) —S VeV —ILT B

ROFIET, COWEEZ A VA —ILTBIAY Y RSAVEZFUVHLEFT,
1. EBErLTO4A>LETD,
2. ROV RZETLEY:
pvs—-imager -C
ARYERSAVDA Y AR=IZIEUTD 2 20FFa>hHb 9,

o \-CI3BEEN VDisk Z1ERL T B C L Z5FAI T B
o \-UIZBEENEEEOD VDisk 2B I B 2559 %

ROERIF. GUIBSMT LINUX Z U —S Y JEeE A VA =L T3F T3> RLTVWET:

Usage: ./pvs—imager \[-hCU] \[-a|--address=<IPaddr>] \[-u|--username=<
username>] \[-p|--password=<password>] \[-P|--port=<port>] \[-d|--
domain=<domain] \[-S|--store=<store>] \[-v|--vdisk=<vdisk name>] \[-
s|--size=<vdisk size] \[-D|--device=<sourceDevice>] \[-c|--
collection=<collection>] \[-n|--name=<name>]

Non-GUI Modes:

-C - Create a new vDisk
___OR____

-U - Update an existing vDisk

General Options:

-a <server IP> - Address or hostname of PVS server

-u <username> - Username for API login

-p <password> - Password for API login

-d <domain> - AD domain for API login

-P <port> - Base port for API login (default: 54321)

-S <store> - Store containing vDisk

-c <collection> - Collection to store imaging device 1in

-n <name> - Device name for imaging device

-v <name> - vDisk name

-s <size> - vDisk size (Create Mode only, default: sourceDevice
size)

-D <sourceDev> - devnode to clone

-V - dncrement debug verbosity (up to 5 times)

-g <grubMode> - Supported Grub settings ( 'debug' )

A X=JERTHR—FINBZ T 71 AT LI extd, xfsFfidbtrfsTtd,
Eb:

-VWWVVVZ1yFaERLTERINIzpvs—imagernF /Ny JOJ & pvs—-imagery—ILxRiTL
7 ANE—IEThE Y, OJ 7 71 ILOERIIEpVs—imager.logTd,
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TARIEY YD 2IZDWVWT

Citrix Virtual Apps and Desktops 1 ¥ X b =L T F— RZFERALAWMES. N—RTFr R IF vy aFiid
N=RT420F—N—TO—Fvv>azERATRICNE. 74—y SN N—FTo2a>zERALTE—T Y
FFNARTFARO%ETH—I Y bLET, Floo SANIPVS_Cachex&®Exd, COATT I M 2—%
v kFNAZTmkfs -L PVS_Cachedv Yy REFERALTERTIEY. COF v v allEBAXFNIIFH
RASINIEBEOT 7AW RTLEFERATETE TN XFSOEREHEHLET,

Bk

EHEFICEITIND bash RV U 7R 2EFAND T T, BEFRFBEICKLEF vy aTae X70ERO
Sy ORERTEE T, CORVZI TR BERICRBEAXNDZILICHIGEL T, FvviaTN1 REEZR
HL. mkfsE=®21TL. BEHILET,

FARIX vy aEEBRTRIES:

« Citrix Tl& Citrix Virtual Apps and Desktops 1 > X k=L« % — R &FER L TREY S V&2 ER T3 C
CEHEHLET,

s SRNILZFEHTHERT 358, BROFRESEBITZHIC. ANFLNXFZEIBICXATIHENHD £,

o Flcld FENCLBZEZILAAF v v aDERZRET L TET L,

Z=TY hTNARDEE LSBT v v 2 ZFETER

77 #J)L kT, Citrix Virtual Apps and Desktops @1 > X b—JLU s — R, BEDT > FL— MMIIEHRS
NTWBRSTITEEELET, COTAHF—RIE EBESNIENIA—F—ICEDVWTEZTASF v v 2% E/R
LET. V- FZERALEBERFIC. ETAAFv v a RS T THENMRETZHEDNHDFT, £
ld. FERSNIERSAITORBICE > T 2—=F Y bFNA R —N—flDOF v v 2 ICBENICT A —ILINY Y
TEIeHhHDFET, COMBEEMRRTZICIE. 2—7 v bFN1ZXTmkfs -L PVS_Cacheavwy k% f#EH
LAz FEFHTERLE T,

Citrix Virtual Apps and Desktops 1 > X k=L 7+ #— K Tid. UseTemplatecache/N\TX—&Z—%fF
Ad3c. =7y bTNRA R L TFHTHER SN EETAAF vy v 20BENT I AIL M THRHEINE T,
Citrix Virtual Apps and Desktops @1 > X k=)L « #— K& R479 % Provisioning #—/\—. &7idU E—
O azZ>daYY—IIHsRTZ IO 3 VI —N—T. LYRAMJEREEZLEELFT:

Provisioning >V =LY Y TROL SR M F =L, 77— bFvviaZzEMICLET:!
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ProvisioningServices

Name: UseTemplateCache

Type: DWORD

Value: 0

Citrix Virtual Apps and Desktops @1 > X b—LD s = RERTLET, (REIY> V] R—IJTO-HILES
ABFvyvathA X%z 0GB ICEELEFT (77 #J)L MF 6GB),
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Linux Virtual Delivery Agent for RHEL/CentOS 01 > X ~—)L

December 13, 2022

COREOFIBEICR > TFHTTI A L—ILTED BEA VA S—IILZERALTEHTTI VX M—ILLTHERTS
DMEBRTIET, BEAVIAM—IILRBKBEENZEHNTZREITTEL. FROA VI M—ILELDDBIS—ZRES
FTTEHTEFET,

E:
HHEOA VXM= TlE. BEAVAM=ILDHFZFEALET, BEFEA VA M—ILOEHICIE. BEA VI M—
NWEFERLABEWVWTLL IV,

Flgl: VDA%Z > +—)LF% RHEL 8/CentOS 8. RHEL 7/CentOS 7 0%
FlE 1la: xv b7 —J B ORR

FATRIIC R Y b T — 0 %G L. BYICHERTZczs8oHLET,

FIE 1b: FX FROBE
IOVDRRAMEHERICELLIREIND L SICTBICIE. [etc/hosthame 77 1 ILEZEELTIYS VDRI b
ZDHZEEIRLET,

hostname

FlE 1c: KA RZADIL—TFNYIT7RLADEDHT

IVVDDNS RXAVRBETLEM XT3 (FQDN) ARRICIELKIRESINZ LSICTBICIF. Jetc/
hostsT7 71 ILOUTOFZEEL, RYID2DOIVEIJE L TREBHR XA VBRI MEEZRRL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4
1
127.0.0.1vda0l.example.comvda01l localhost localhost.localdomain localhost4 localhost4.localdomain4
771ILADHOIY U5, hosthname-fqdn 7:/3 hostname (239 3 FDOBRZHIBRL £ 7,
*:
Linux VDA I£387E. NetBIOS BB THEHR—FLTVWEF A, LA > T, RXMRIK 15 XFURT
HBIVEDHDFT,
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B> b

a~z. A~Z. 0~9. BLUNATY (1) DXFORBAL TSIV, 7UH =7 (). A= B&
V20D SIIEALBVWTL TV, RAMEZHFTHALIED. N1 ITUTERTLIEDLABWVWTLE
TV, ZdJL—)Lid. Delivery Controller 7R X bBICHBRAINE T,

FIE 1d: ~X b RBDORER

ROATY RT. RAMEHELKRESNTWAS e =B LET:

hostname
<!--NeedCopy-->

COOATXVRIZED, 2T VDTLEBH R X1 >8F (FQDN) TldH<. ZDHRAMEDHFNERINET,
RDOIAYYRT, BRREBHIRXA VAN ELLRBRETNTVWR I #HERBLET:

hostname -f
<!--NeedCopy-->

COORVRICED, ZOIIVDORLEH R XA VEDVRINET,

FlE le: BRifRRE Y —E XEETREM DR
ROOAIYY KT, TREH R XA VERMRRTIZ . RXr> Y rO—35—k Delivery Controller 5
piNg ICIEEL BB 2R L £ !

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TREBM R XA VEZFRTIHRV, FREFINS5DOIIYOVWTILDS ping ICRENBRVIEEIE. FIEZRER
LTHSRICEATLIET L,

FlE 1f: BZIEEA OB

VDA, Delivery Controller. FX->O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, REYY
e LTLiINUXVDAZRR bF 3L, BRALNRERICADBENEKET ZAREMSHDET, LA >T UE—+
DALY —EXZFRALTRAZHERTI 28O LET,

RHEL 8/RHEL7 @7 7 )L bRIBTI. BZIEHAIC Chrony ¥—E> (chronyd) ZERLF7,
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Chrony #—tEX0#Em JL—+ta2—4—r LT [etc/chrony.conf Z{EEL. RDELSICEE—FE 1LY —
N=ICHH TR —N—IT U ZBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRMARETIE. BEIEO—AILRXr>a> bO—5—H5RABALET. KRB NTP 7—IILH—N—D05EZIERA
HHLEEA. FXA>DF Active Directory RX1>a> rO—5—ICXBT 2 —N—IT> cUZEEBMLET,

IW—=FNw o IP 7RLZA. localhost. /XT U woH—N—0 *.pool.ntp.org T> hUKRY, —BIZH ST D
D server T MU ZHIBRL FT,

EEZFEFELTHSE. ROOAYY RT Chrony F—E>%BiEE L7

sudo /sbin/service chronyd restart
<!--NeedCopy-->

FIg1g: OpenJDK11 O > ~—)L

Linux VDA (21, OpenJDK 11 AAHETY, LinuxVDAZ A VX b—ILF3 L. SV LBREMNRERFRELT
BEMICI R b—ILETh&E T,

ELWA-SavzRBLET.

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

BRIy T —2 i OpendDK i, UFION—2 3> THBAREMEDH D 9, OpenJDK1LICEHLET:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

LW TILZBSE. ROV RFTJavadN—2 3> Z2BABLET:

java -version
<!--NeedCopy-->

B> b

Delivery Controller &R TR L AW=®HIZ. Open)DK11 D& %E AV RA =L 3 L3ICLTLET
We TOMON—23>0 Java id. P RTLDSIANTHBRLET,

FIg 1h: PostgreSQL o> X ~—JL

Linux VDA iZid. PostgreSQL 10.5 LiF% (RHEL 8 15&) #7:id PostgreSQL 9.2 LAF& (RHEL 7 D1F&) oW
FRHHBETT,
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RONYT—I%A VA —ILLET:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

T—EAR—Z{MHAK L. I D OEFEHI Y —EXDPBERICAIBIND L SICTBICIE. RISRTI VR M—)LiE
DFIEHHBETT. COERIEICEKD. [var/lib/pgsql/data icF—2R—X T 71 ILHMERESNE T, CoaT >
Fi&. PostgreSQL10 & 9 TIFEARD 7!

sudo postgresql-setup initdb
<!--NeedCopy-->

FIE 1i: PostgreSQL ni2Eh

R VOEFFHCIY—ERZFMEL. BEEICY—ERZMBLET!
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ROOAT > RZEFEAL T, PostgreSQL dN—T 3 > =B L £ T,

psql —--version
<!--NeedCopy-->

(RHEL7 @) RO &LSiICpsql ANV RS> A—FTr T4 2FHALT. 7271 LI MUDRRESTATVS
CrEBRBLET:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

FIE2: NA =AY —DEEAE

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA #R1T93EE. W DOHDEENNRETT,
BI3NTAN—NAHF—DTFSY R TH—LICEDET. ROEFEEITVET, RFPXLZILN—RIT7TLinux <
SUERTITIHE. EEIIVNEHD £H A

Citrix Hypervisor TORZIFEHADIEE

Citrix Hypervisor OB ZIE A EN B LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor OEAN S AT LOREZEE L LS TICHFEREADBEIREELF T, AT LORH M
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O —N—DORHME ORI RONZDZB I FLINUXTF X O T LORED NTP L BT 2 HENDH
DET, COHFA. KA FORLUFRMEENCTIHBENHDEFT, HIM E—RTIE. EEIRIBEHD FHA,

—Z D Linux ¥« X FUEa2—> 3> T Citrix VM Tools B > X b —JL S iR Linux h—RJL%ZE
TLTWBIEE. Citrix Hypervisor ORZIFRRKEENTFET 20 Sh L. Linux RETS VRTEMICHE>TWL
BHhESHEHBTIET !

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC AR > TWB Tcsh, EIMICTBIHEDHD FT,
o 1-BZIEHEEDEMICHE o TVERT, CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSHESHD £H A
B RHIEEN B MIC R > TWBIFEIE. 771LIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEHNL. BEBEBDLRIZETZICIE. [etc/sysctl.conf 77 1 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT D7D, ROELSICLTORATLEBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLFT,

Microsoft Hyper-V TOEZIEEADIEE

Hyper-V Linux i % —E X1 > X k=)L 3Nz Linux RE8HR X b TlE. Hyper-V OB ZIEHAEE % 8 A L TR
AEFRL=TA VI RTLOEHEZNBATEE T, Y RATLOFHEZ ERGKRETHERTBICIE. NTPH—EX
LEDHICTDEEZEMICTIBNELHD X7,

BEARL—T1 VIV RXTLT. ROBEZITVET,
1. HyperVxx—Yv—%=zRHEE9,

2. Linux REBTS YORET. [MEY—ER] Z#ERLET,
3. [BAoRHE] MBIRThTWB ezl E Y,
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!
CD7EE VMware & & U Citrix Hypervisor 08 327%0 £9, VMware & & U Citrix Hypervisor

TiE. NTP L OFREZEITB-HICHRX FOBZIFEAZE\EMIC L F9. Hyper-V ORZIFEHIZ. NTP &t #£%&
L. NTP 0RZIE % #TE T 2 e TEE T,

ESX & & U ESXi TORZIFHADEIE

VMware ORZIRHEEN B RBE. ENENOEREWK Linux kBT > T NTP N NR—NAHF—D/H
PORTLORMZRALLSCTEENRREBADBEIARELF T, P RXTLOKBME MO —/N—DRE L
ORANEONZDERH CICIE. ZLINUX T XD RTFLORMD NTP LR TIHELRHD £T, ZDBA.
RZ ORZIFRZ ENICTIRENHD FT,

VMware Tools % «f > X k=)L L 7= RETERAEW Linux H—ILERTL TV BRIHEIE. ROBREEZTVET,
1. vSphere Client #BiZ £ 7,
2. LinuxREY> >V OREZHEL E7,
. MR~ TaONT«] FA4T7ATRYIRT, [#7>a>v] 27700y o LET,
4, [VMware Tools] ZZERL £7,
5. [##l] Ry XT. [(RR TR MERZRME] Fzv IRy IRZFTICLET,

FIE 3: Linux k<> > (VM) %# Windows R X1 >IZEfN

Linux VDA IZ. Linux << > % Active Directory (AD) RXAVICBME 2 I £ EHBFEZHR—FLET,

« Samba Winbind
Quest Authentication Services

+ Centrify DirectControl
« SSSD
« PBIS

BIRLI-AZEDFIEICRWVETD,
pa o
LinuxVDAoO—hILT7Ho Y e ADDT7HO Y A TRLA—Y—REFEATI . Ty arvoiRsick
WTBehHDET,

Samba Winbind

MDESICL T BEBNYT—S A VA —ILEIEEHRLET:

RHEL 8/CentOS 8 mi5&:
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sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation oddjob-mkhomedir realmd authselect

<!--NeedCopy-->

RHEL 7/CentOS 7 054

sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation authconfig oddjob-mkhomedir

<!--NeedCopy-->

T Y OREEC Winbind T—E2 2B TE3L35I1C93 ROIATY RT. I ViESEIC Winbind ¥—®
VORI AL SICEBR T AIMNENHD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind :2:iED#Er RO K SICLT. Winbind #ZfER L7z Kerberos sBiEBICY > V& #EBRLF T

1.

ROAXY RZERITLET,
RHEL 8 @54

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

RHEL 7 54!

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

C CT. REALM (3AX=FD Kerberos $8i5& T. domain (3 K X1 >® NetBIOS 2 T9,

KDC H—N—6&V4EHZ % DNSR—IXTEBRITINELNHZFEIE. AD220A T arEgiROOY
YRICEMLETY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigavx Yy RN BiRINS. BIRICKKLEZWInbindY—ERICETRI TS —IFEEL £,
INBDOIT—IF. IZUDRRXAVICERESMLTVWAWRETauthconfighwinbind—EX%
BIBLESE TR ERETBLHHD XY,

. |etc/samba/smb.conf LT, [Globall €/ ayvickoT v rU%EBMLES, /L. BMTS

DiE. authconfigy—ILic& > TERSI NI > 3> DETT !
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kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL8 o &) [etc/krb5.conf =BT, [libdefaults]. [realms]. [domain_realm] €&~ 3 >icT
YhUZEEBMLEY:

[libdefaults] o> 3>

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms] o> a>:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] 2> 3 >:
realm = REALM
.realm = REALM

Delivery Controller 23t 2 sR5E & BRI &, Linux VDA IZ2 X7 LdD keytab 7 7 1 L /etc/krb5.keytab Hiis
BTY, miikd kerberos #EALIZREICED. IO UDHHTR XTI UIZBMT B FIZ. Winbind ik > T
P RT LD keytab 7 7 1 ILHSEHIRICER SN E T,

Windows R X1 YADEIM RXAYAY,O-5—A7IEXTET. AVE1—F2—% KX VICEBMT 3
¥R %35 D Active Directory 2—%'—7HU Y b HRRETT:

RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BiEZ T, user ldd>Ea—4—% RXA VICEBMT31ERZFORXr>1—H
_—C‘\j—o

Winbind Ao PAM 0#m 57 #JL kTlk. Winbind PAM £2 2 —JL (pam_winbind) o#m <. Kerberos
FrybFvyyrah—LT« LY N)DEBRNEICE>TLWEHEA. [etc/security/pam_winbind.conf
#EWT. [Globall £ 3> TROEEDICTIY NI EBMELIESEELET:
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krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EHREDORBEOELIIOVIIHTHIRLET, CNSEZTETBICIE. XDLSICLTWinbind F—E> %2 BiEEH
TERIMREBELNHDFT:

sudo /sbin/service winbind restart
<!--NeedCopy-->

Bk
RIVHRXA VICBIMEADHBEICOH. winbindT—EVIZETZHITE T,
[etc/krb5.conf 2BV T, [libdefaults] £o> 3> Tho®E%R KEYRING 5 FILE 21 FICEEL £7:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RXA Y XYN=2y TORER  Delivery Controller Z M3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICOA>Ea—2—ATJ U FHRETT,

RDLS5IC. Samba @ netads IV Y RERITLT. IV RAMVICBMLTWA e 2BEL£T:

sudo net ads testjoin
<!--NeedCopy-->

BMORXA>ELVAVE2a—2—FTV I MERERIET BICIF. ROIY Y FZRITLETY:

sudo net ads 1info
<!--NeedCopy-->

Kerberos /M DO#:2 Linux VDA TERATE 3L 51C Kerberos BAIEELK BRI NTWVWB Z E 2R T B IC13.
AROAR Y RIZED. Y 2F LD keytab 7 7 1 LHMERFEAT keytab 7 7 1 ILICESRF—DEEFhTVEZ L
HHERLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBERI—rOIEFIEFRBAFEDOTICH L TERATEZ2F—D—EHERT
ThEd, Kerberos Dkinitdv Y RERIFL. ChBDF—%2FEALT. IVVERXI>YOAY FO—5—IC
LU TERAEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VEEEEBIIAXFETIETIMNELRDD £T, RILEE () IF. PTIICLBZBEZIMIEZHCLDICNYY
25wia (\) TIRT—TTR3HELRHDET, BIBICE>TIE. DNS R X >&h Kerberos $EiHEZ B4 D
9, LA >T. A9 EEREFALEFT, COOATY RPN TI . HAORERRINEE A,
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ROARY RZFERALT IV VTFADY MO TCT Fry b F vy oo ZHABLET:

sudo klist
<!--NeedCopy-->

MROARY REFEALT. XY 7AT Y bOFBERELET:

sudo net ads status
<!--NeedCopy-->

2A—H—RAOHR KDL SIC. wbinfo V—ILEFERALT. RXAYA—HF—DRXAUICH L TRETESC
CEHERLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CITHETSRXAVIEAD KX VZ T, Kerberos EI&ZTIEH D £t A, bash > TILDBE. NV IRXS Yy
2axXFE () 1F. B3I 1 ONYIRASY Y aAXFEEELTIRT—TT3HELRHDET, COATVRIZED.
BIWEIFEBZRT X vE—CHRINET,
Winbind PAM E2 2 —LAELKBREINTVWR e 2 BB 3ICIE. UENCHERLEI DA RVWR XM >a—4
—7hoY rEFERLTLINnUXVDAICOA > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROATY BT, Kerberos BIIERF v v aDF4 Y bHAEMT. HRYNTIZAVWC E#BALET:

klist
<!--NeedCopy-->

ROAVYYRT. By araE&TLET,

exit
<!--NeedCopy-->

Gnome OV —I)LF/HIEKDE OV —IILICEEOJ A T2, EAHROTARERITTEET, RXTLVEND
2B’ TFIE4S: Linux VDADT Y2 =)Ly 1ICEHE T,

Quest Authentication Services

RX1>a> bO—7—T0 Quest DR KDIZ(EIZ. Quest V7 bz 7% Active Directory KXr>a>
FO—=5—IZ1 X b—JLL. BRELTWB L. BEERENMISEN. Active Directory ICO>Ea—4—F
TV bZERTE3 e ZzARELTVE T,
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Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX £y > a > e
TRIREDBHBIERXA 2 A—F—IIH L T ROBEEITVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>Y - T BHRNOI—H—F7hH7T > oD Active

Directory 2—#'—7ONTr ZHI£J,

2. [Unix 7Hho > ] 27%8RLET,

3. [Unixxdis] Frv IRy IRBEAVICLET,

4, [F751<VU GIDFES] #. REORXA>A—HF—JNL—TFDJIIL—FIDICRELET,

PN

COFIEIF. RXr>a—H—n2a>V—JL. RDP. SSH. F£xidzoto) E— MUIBZ7O NI ZERL

TOJFVTEBRLSICRETDHEDBREAL T,

Linux VDA T? Quest DiExg

SELinux R > —@ERAOEREE 774/t RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix RXA>Y Ty hDIPCOXAZILICF S L. RXA>YIA—H—0OJF > %
IFE9,

COM@EEREE T B - DEM ARG EIE. SELinux DESHK T, IL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=permissive
COEEICRYY YOBESHHIBETT:

reboot
<!--NeedCopy-->

BE.

COREIFEELTHERAL TSIV, SELinuX R > —D@EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—F—TH>TH. BRICOVITIINTLESEREMENAHD 7,

VAS F—E>DHER RDLSIC Kerberos 77y COBEEFHEBMICL T, TS I3HENH D 9, B5E (4
T72A4YA9FY) $ENCTIHNELRHD XTI,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->
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COORYRICK D, EHFERED 9B (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7+l ~OBEHAM
TH3 10KBEIDD 1REECEDET, Fry COBMBMNPESICEVWS XTLTIE. KDNEWMEZZON
5X—Q—LC%EL§3—0

PAM & NSS ik  HDX %, su. ssh. RDP R DZDMOY—EXEZN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&il Quest vastool <> REMERA L T, Linux ¥ >% Active Directory K X >
ICBmMEE£7:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. d>Ea1—%—% Active Directory K X VICBINT 3 1EREF OERDOR A > I —H—TT,
domain-name |3, K X-r>®DNS& (example.com %¥) TT,

RXA Y XYN—=2y TORR  Delivery Controller zER$ 313, 9TH VDA T > (Windows & Linux
VDA) T Active Directory iCd>Ea—4—FT72 U FHRETT, Quest iZ& > TEBMI N Linux v 2N
RAAMVICHEET B ZRRBIBICIF. ROOARY Y FERITLETS:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDRXASVIZBMLTWARERIE. RAXTYVEDIRINET, IOV RXVIZEMLTUWAWES. UTF
DIZT—HMRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

aA—H—sRiEDmER PAM ZERE L7 Quest D R X1 > A —H—DBEDRIBENE S D Z R T B ICIE. LIFIIC(E
BLECCHBRVWREXAA—H—TAHT Y rEFERALTLiInux VDA IO A LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->
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ROOATYRT. id-u I Y RICE>TRI N UID ICx5T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
RDOAX Y RT. Kerberos BERFT v v aDF 7y bHEMT. BHRTINATIHEBEVWI CEBRLET:
/opt/quest/bin/vastool klist
<!--NeedCopy-->
ROAVYYRT, By arvaE®&TLET,
exit

<!--NeedCopy-->

Gnome OA>YV—ILF#IF KDE OV —ILICEEOIA> T2, AHFDODTIALERITTEET, RXTUEMOD
s, TFIE4: LinuxVDADAT YR =)Ly ICERET,

Centrify DirectControl

Windows K X >A®&M Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. RO LS I
Centrify ®adjoinadv > REFEAL T, Linux ¥ > % Active Directory K X1 VIZBIML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NS X—4&—d. > Ea—4—% Active Directory K X VIZIBINY Z1ERZ1FDOEE D Active Directory
RXA>a1—H—T7F, domain-name i&. Linux Y>> %BIITZ RXA Y DEEITY,

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1Cid. 3R TD VDA Y>> (Windows & Linux
VDA) T Active Directory ICaYEa—42—7*72 ¥ FHRBETY, Centrify IC&DiBMINfz Linux ¥ > h
RXAVICHERET B EBRBT3ICIF. ROAT Y RERTLET:

Su =

adinfo
<!--NeedCopy-->

Joined to domain &N E#TdH % Z & . CentrifyDC mode T connected MRS 3 2#HBL 7,
CentrifyDC mode #* starting ® £ £ L AWEEIE. Centrify 754 7> MY —N—C OEBEHROBME. 7=
BB OBEIEEL TWVET,

ReERTHE. FDEENGS T LABRCOWBERZBIGTERY,

adinfo --sysinfo all
adinfo - diag
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<!--NeedCopy-->

T I %7% Active Directory 5L U Kerberos 4t —ER e DiEgiE T A LE T,

adinfo --test
<!--NeedCopy-->

RXA1UBMOMER%. TFIE4: Linux VDADA YA b—)L1 ICEHFE T,

SSSD

SSSD #EAL TWVWBIFEEIE. COEIZaYDIERICE-STLIEIW, TOEIS 3> TiE. LinuxVDAT S > D
Windows B X+ >ADSMFIE. &KV Kerberos sBEEDERICDWVWTEHAL £ 95

SSSD # RHEL & U CentOS Tty b7y FF3ICIE. ROEEZITVWET,

R XA 2I28IML THRZR bd keytab % {ERg
SSSDoty b7y

SSSD oBE#k

Kerberos #m o mE:R

d—H—BEEDRER

ok wpn =

RX12i28MLTKRR D keytab #Em  SSSD Tld. RX1 VBT AF LD keytab 7 7 1 ILDE
EIZE¥ 3 Active Directory 7 51 7> MEEEMNREIN TV EH A, KD DIC. adcli. realmd. #7z
iZSamba%zFHTI £,

COEY>3>TiE RHEL7T &V RHEL8 ®Sambas & Uadcli77O—FIiioLWTEhZNSHBAL £,
realmdicBL Tid. RHEL £7:13 CentOS D RFa XY FZBRBL TV, SSSD Z#M 9 3H1IC. LUTOD
FIBICRSBEHBDET,

« Samba (RHEL7):
RDESICLT BEBNYT =AY RAM—I)LERIFEHLET:
sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir

samba-common-tools
<!--NeedCopy-->

Linux 251472 h T BUICEBRSNI 7 71IILZERALET,

- Jetc/krb5.conf
- /etc/samba/smb.conf:

Samba & & U Kerberos BifAICY Y V=B L £ 9!
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sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Z CT. REALM (3AXZFD Kerberos $815& T. domain i Active Directory R X1 > @48\ NetBIOS
&TY,
*:
CDREOREIF BE— R XAV B—THLAMETILEXNRELTVWET, ADTV TSRS IF
vICETDWT Kerberos ##L £ 9

KDC H—N—& L V48 EZ % DNSR—XTEBBIIZINENHIBEIE. XD 2 DDA T arEgido <Y
VRICEMLETY:
-—enablekrb5kdcdns --enablekrb5realmdns

[etc/samba/smb.conf =L T, [Globall o> a itk URBMLEY, L. BINTS
DiZ. authconfig v —ILIC& > TERTNIcEIS 3> DETT:

kerberos method = secrets and keytab
winbind offline logon = no

Windows RXAVIZEBMLET, RXA>AY FO—F—ICEETEZ . AVEa—F—%F RX1Y
ICiBIN Y 3 1EBR % 35D Active Directory 2—#'—7ho Y bhH 5 e 2B LE T

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF D Kerberos I T. user i3> a—4—% RXA VICEBMNT 3HEREFDORXTY
J—ﬁ——c\‘j—o

Adcli (RHEL 8):

ROESICLT, BEENY T —SHAVAM=ILEIEEHRLET:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

Samba & & U Kerberos BiERICY > V= ERL £9:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

Jetc/krb5.conf #FW\ T, [realms] & U [domain_realm] o> avicTo U EBMLEY,

[realms] o> a>:
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REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] o> 3>:

realm = REALM
.realm = REALM

Windows RXAVIZBMLET, XAV FO—F—ICEETEZ . AVEa—F—%F RXTY
ICIBINY %1ER %D Active Directory 2—H—7Ho > hhHZ e #HRBLET:

sudo realm join REALM -U user
<!--NeedCopy—-->

REALM (3 AXF®D Kerberos $8iH&Z T, user i3> a1—4—% RXAVICBIMT3HEREEFDORX 1Y
J_ﬂ_—c\jo

SSSD oty k7w SSSD Dty b7 w AE. UTFOFIETERINTWET:

« sudo yum -y install sssddv>R%ZE{TLT. LinuxVDA IZ sssd-ad /Xy 7r—% 1> X ~
—JLLET,

s TETERTFAILICRENEFERITVET (sssd.conf X)),

o sssd F—EXERARLET,

RHEL 7 o> sssd.conf OR2Ef (BEICISC TEBINDREETSI N TIET):!

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of
the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
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# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.example.com ¥ server.ad.example.com #3159 2ETE IR £9, 5L <Id. Fsssd-ad(5) - Linux
man pagesg Z8RBLTLZE W,

(RHEL 8 &)

[etc/sssd/sssd.conf ZBiL T, [domain/ad.example.com] o> a>icxkoTy M) EBMLET:

ad_gpo_access_control = permissive
full_name_format = %2$s\\%1$s
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

T71IDOFRBEES LK UVT7 It XHERE% sssd.conf TREL £

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

SSSD o&E#¢ RHEL 8:

SSSD ZB#ICT BICIE. ROOAXY REERTLET:
sudo systemctl restart sssd
sudo systemctl enable sssd.service

sudo chkconfig sssd on
<!--NeedCopy-->

RHEL 7/CentOS 7:

authconfig#z R L TSSSD #EMICL £¢, oddjob-mkhomedir #1 > X b—JLLT. TDHR—LT 7
L2 kU OfEREED SELINUX I L TWB e B LET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update

sudo service sssd start
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sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #ROm:R X7 LD keytab 7 7 7 ILHBMER I . COT 7 ILICEMRF—HAEENTVE L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICTH L TERTESFXF—D—EIERR
TNFET, Kerberos @ kinit Iv > R%ZETFL. ThEDF—%#FALT. IV VERXr>dy bO—-5—ICxt
LCEREL £ 9:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

RO VRBUBERBIIAXFTIEET ZIHELNHD FT, RILES () 3. PTIICKBBESHIZH<SCODICNY S
Z2Zya (F\*) TIRT—TIIBRENRHD T, BEICK>TE. DNS R X1 >EH Kerberos BIHZ L 2
BOET, LEA>T. 9EEBZFEALEYT, COOAVY RPN T I . HARRKRRINEEA.

ROARY RZFERALT IV VTFADY MO TCT Fry b F vy ool ZHABLET:

sudo klist
<!--NeedCopy-->

J—H—BEDE getent ATV FZFEALT. OJFAVERADPYFR— TN TVWB L. KT NSS Higae
TRENEHABLET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN NS X—2—3FWEXDO R X1 VZTT, floOs4 Y EXAHNBELRFEIF. £7 getent OY > %
FRALTHBLED,
HR—bIhTVWBRO7F ERISRDED T

o AL AR)OYF & DOMAIN\username
« UPN: username@domain.com
* NetBIOSH# 7 w o XFHK: username@DOMAIN

SSSD PAM E2 a—LAELKBHINTVS L ZRBY B ICiE. URNCERALIEI ARV XA a1—H—
THhoY rEEELTLiInUXVDAICOIA Y LET,

sudo ssh localhost - 1 DOMAIN\username

id -u
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<!--NeedCopy-->

MDYV RT, ROAT Y RIC& > TiRE N UID I35 % Kerberos Bi&IEHRF v v 27 71 ILBMER S
NfcCexmBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->
RDARXY BT, 2—H—0D Kerberos BiEHRF v v aDF 7w hHET. RN TIIBRVWI E #BBLE
ER

klist
<!--NeedCopy-->

RX1>BINOMERE. TFIE4: Linux VDADA VA b—)L1 IEHAZFT,

PBIS

WNER PBIS Nwr—2 %4> O0—R9% RHEL7/CentOS 7 dig&nfl:
wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/

pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

RHEL 8/Cent0S8 mig& dfl:
wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1> X b—JLRV )T b FE(TAREICT S RHEL7/CentOS 7 oiza 0 fi:

chmod +x pbis-open-8.8.0.506.1inux.x86_64.rpm.sh
<!--NeedCopy-->

RHEL 8/CentOS 8 mig& nfl:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1> X b—JLRV U T +%FETSS RHELT7/CentOS 7 0izaEDHI:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->
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RHEL 8/CentOS 8 oiz&a o fi:

sh pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 YADEM RKXA>AYbO-5—HA7IEXTAET, AVE21—F2—% RXIVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user . J>Ea1—4—% Active Directory B X1 VIZEBINT 31EREZFOR X1 >1—%—T7F, domain-
name (&, KX >® DNSE (example.com &) T,

#: Bash#F 74l b@> )L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEFTLETD,

KXY XN—=2y FORER  Delivery Controller #H 3 3 ICi&. R TH VDA Y>> (Windows & Linux
VDA) T Active Directory ICa>Ea—4—FTJ U bHRETY, PBISIC&>TEMI N Linux v >H
RXAVICHERETDZCCZBRTBICIE. ROOATYV FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAETE. COOX Y RIFREDAD RX1>r OU oEHRZIRLE T, SIMLTVLA
WEEIE. RARBREIIHRRRINE T,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 MR T B ICid. LA
BLECEHHBWRA Y A—HY—FHI Y rEERLT LinuxVDAICOJ A > LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RX>BIMOMERE. TFIE4: Linux VDADA YA =)L) ICEAZF T,
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FE4: LinuxVDAD1> 2 ~—)L

HRICAVZAL—ILTED &FD2N—=U3 28 LTSRUU—IXDSBEDIVA—ILZTYvSJL—RTEX
ED

R X b=ILFIE

1. (A7 3y) guwN—=ayo7y1 YA =)L

RO 2N=23YBELULTSR VU= OFHWN—= 3 >0 Linux VDA DA Y X b—=ILIhTW35
Bl ThZT7 oA A =IILLTHSHLWN=3 A VRIS 2HEDRHD £T,

a) ROV RT. LiInuxVDAH—EREELELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P
ctxvdas & Uctxhdxt—E 2% =19 351IC. service ctxmonitorservice stop I<
VRERFTLTERY—EXT—EVZFLELEFT, CNZRTLAVEES, BERY—EXT—F
ViFELELEY—EXZBEHLEFT,

b) ZHATYRT. NyT—S%FUA VA R—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

pE 2
ARV RERITIBICIE. FINRNADBETY, K hIC. ¥ X7 L/NXIZ[opt/Citrix/VDA/sbin &
& U'/opt/Citrix/VDA/bin ZEMT 3 HTEXI,

2. LinuxVDARy =204 >O0—R

Citrix Virtual Apps and Desktops  —EZD AT > O— RR—=JICEEL £T, BYAN-J3 >0
Citrix Virtual Apps and Desktops =& L. Components 2 1) v ¥ LT, AH® Linux 71 X b
DEa2—>a > iixdisd 3 Linux VDA Xy r—o% 45 >O0—RLET,

3. LinuxVDA @1 > X +—JL

o YumZEHLTLINUXVDAY 7 hD 74V M—ILLET:

RHEL 8/Cent0S 8 iz4:
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sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 7/CentOS 7 0354

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager ZfFR L T. LinuxVDAY 7 +D 7% AV M=)LLE T, TDHIC. K
DEREFEFRZRRT BZHLEDNHD XY,

RHEL 8/Cent0S 8 B4

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 7/CentOS 7 054!

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RPM fk7zB3{Z—& (RHEL 8.2/Cent0S 8.2 0i55):
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-1ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

libXpm >= 3.5.12
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libXrandr >= 1.5.1

libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

RPM fk7zB3{Z—& (RHEL 7/CentOS 7 0i55):
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
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xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2

libXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
Tibxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy—-->

pE
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CON=23 >0 Linux VDA THR—FZATWVWS Linux 7+ AU E2—> 3> Xorg @
N=23 20T T RTFLEH) 2SRBLTIETWL,
pE

RHEL7.xIZLinuxVDA% > ZX k=)L L7z#&.sudo yum install -y python-websockify
X11lvnCOR Y RERFTLET, Chid. Ey>a>orvy RUBEEERT 3 20IC. python-
websockifyrx1llvncaFHTr YA b—LTECHBMNTT, #HLIE TEy>a>rod v Ry
ZERLTLETL,

BEOAYRAN=ILDOT Yy TSI L—RFIE

BHD2N—=23 > LISRUU—=XWSBEEFEOA VA M=—ILZT7 v TIL—RTEEY,
e YumEFERLTT7 v 7JL—RT3ICIF:
RHEL 7/CentOS 7 0154

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager 2R L T7 v 7J L —R$3I213:
RHEL 7/CentOS 7 0154

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

F:

RHEL7 ZER L TWBIHEIE. RO 7 v FIL—ROXY FZRITLIR. BT ROFIEZEITLTSRLE
L

1. Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent'"-t "REG_SZ"-v "DotNetRuntimePath"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez®:17LT. ELW.NET S>%41 L/IRX%E
FELET,

2. ctxvdatt—EXEBEEFHL£T,

BE:
VIO 7% 7w TIL—RL7#E. LInuxVDAR S VZBEEL TLETI L,
FIES5: NVIDIAGRID RS/ N\N—D1 VX k=)L

HDX 3D Pro ZBIC T BICid. NAN—NAHF - VDA I VICKBLRI STV IRSAN— %IV =)L
TBHEHIC. BIIDOA YR S—ILFIENHBETT,
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MDA T a VB LET:

1. Citrix Hypervisor
2. VMware ESX

BIRLEENAN=NAH—ICHET B FIRICRVET,
Citrix Hypervisor:

ZoELWESI > 3> TlE. Citrix HypervisorET® NVIDIAGRID RS 4 N—D 1 > R b= L& & R D HEBE
ICDWTERBAL £,

VMware ESX:

COHA RICBEINTULBIERICTE>T. VMware ESXA® NVIDIAGRID RSA/N—%Z21> X ~—JLL. #EEL
£,

VDA<T >:
UTOFIBICRE> T, LiInuXREYS VTSI DERZRICHLTRSAN—Zr >R b—JLL. BRLET:

1. B9 BHEIIC. LinuXREIS VA vy FEU VTN TWR e 2 BRLET,
2. XenCenter ©. GPU WYX XJIL—F—R®D GPU ZRET> VIZEMLE T,
3. RHELRE<Y> v=EHL £,

NVIDIAGRID RSAN—BICIR > > ZE BT BICIE. ROOATY TV FZRTLET:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

Red Hat Enterprise Linux ® K& a2 X> FOFEIZHE>T. NVIDIAGRID RSAN—=%A1>ZX ~=JLLZT,
A
GPU RSAN=—D1 YA h—ILEE. INTOEBTT 74/ L (TWWR)) ZFRL TSI,
BE:

GPU XZXIL—%BMICT 3 . XenCenter #F A L T LINnuX REBI > VICT7 oA TERLABDET,
SSH =R L TEGELEY,
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nvidia-smi

e +

| NVIDIA-SMI 352.70 Driver Version: 352.70

[m e o - +
| GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ===============================}======================{====================== |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150W | 19MiB / 8191MiB | 0% Default |
e o - 1
- 1
| Processes: GPU Memory |
| GPU PID Type Process name Usage

RDARY Y RT. h—RICEYIABHRERELET !
etc/X11l/ctx-nvidia.sh

BVWRGEPTILFEZ4—HEEZFAT3ICIE. BB NVIDIASAEYINBRETT, COFTEYRZREFY
%IZi%. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O®FERF 2 XY FDIETICHK>T
<TEELY,

FiE 6: Linux VDA D#ERL

Nir—S04 X b—JL. ctxsetup.sh X7 1) 7 +%ERFL T, Linux VDA 2RI 2URELRHD £, CDR
)T EBEETSRICEREZERL. TIRTOREIVR—XV DRI VI R—=ILTNTWVWBR I EHERETN
9, BEICKHLT. WOTHIDRIU T E2BEITLTEREEZLTETEEY,

CORZV T FRHTERICEAZELADL S, FLEFFRICHELICAEZEBLTABTRITTEEI. KT
BEIC. ROAXY RZEALTIORI )T DAL T2 B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BREICEZE T 518K

RDESICLT, BRICEET 32 FEBERERITLET:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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EEnEtAeE bt 134

AYVAM=IEBEEMTZE0IC. BETHEERALT. EY TPy TRIVT N TREERBZ AT T3V EIBET
FET, BEATHDAIARNTIEEINTVWRE, RIUTMMIEL>TA—H—ICBBRONIZRD B X vE—IHR
TREINBI BB AEDET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8% 5ETE %9, T 74 FTIENICREINTLET,

o CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZFERT 3
Delivery Controller »5E£&8fi K X1 >& (FQDN) ®DXR—IAXTD D—BNBRETYT, 1D F/IIEY
DREEBHFR XA VBFERIECNAME T U7X EIBETIHNELHD £T,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b Tid7/R—k 80) %
M L T. Delivery Controller Li@EL £7,

o CTX_XDL_REGISTER_SERVICE=Y | N - Linux Virtual Desktop tt—E X id. ¥ > DiEBZICRBAL
9, T7AINIMTIHEIZYICREINATVLWET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld. ®v b T7—0%{F
BRDS AT LT 7A 74— ILOBEBEHFAINTLWBIHENH D £9, Linux Virtual Desktop AIc.
SRATLDT AT I A—IINORBRERKR— b (F72ILETIFR—F 80 HELUR— bk 1494) =B THMK
TEET, T7AINETIRYICRESTNATLWET,

« CTX_XDL_AD_INTEGRATION=1|2|3|4|5- Linux VDA iZi%. Delivery Controller i34 L TERsE
¥ 37=8%IC Kerberos BRBRENBETT, Kerberos #ild. AT LICA YA M—ILELVBRFHD
Active Directory &Y —ILH5IEEL £, RITRT. Y R— T TW3 Active Directory iEaAHED
56, FATZLOZEIEELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B’ R— hIh & ¥, Thid. 8H%RY
STawoT7FVT— a3 0RBUERBEICT 2OD—ED GPU 7/t L—>3>70./0YTY,
HDX3D Pro ##RL 7c3%5E&. VDA VDI T RO by 7 (2Tl yday) E—RFAICEHREINEY (D
&b, CTX_XDL_VDI_MODE=Y &£#%b 7).

+ CTX_XDL_VDI_MODE=Y |N-EH72Y by F7BREETI (VD) £7@RILINEZHEETRI by
TREETIDOELES L LTRI VZBHT 3D ERELET, HDX3D ProRIETId. COXEHZ Y ICRE
LEJ. 774N FTENICERESNTUVETD,
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o CTX_XDL_SITE_NAME = dns-name - Linux VDA |&. DNS #fRH L T LDAP —N\—%#&HEL £,
DNS oRBZLERE=O—HILY 1 MZHIBRT BICIE. DNSH 1 FEEIBELE T, COTEIE. TTA4ILELT
¥ <none> [CEHRETNTULET,

o CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -LinuxVDA i&. DNS %= L T LDAP #—/\—%#&H
LXxd, DNSHALDAP H—E XL O—RERETITAWESIE. LDAP ® FQDN LU LDAP R—FD X
R=ARYTO D—BEIEETEET, - ZxiE. adl.mycompany.com:389 £ &b ¥, ZOEHIE. T
7+ )L F Tl <none> [ZREINTWVETD,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA iZ. Active Directory K X >®JL— k
(ffl: DC=mycompany,DC=com) IZREINIERER—XZFRALTLDAP zBxL 7, BED/NT +
—YVRAERETBHIC. REX—IZIBETITEY (fHl: OU=VDI,DC=mycompany,DC=com), Z®
T#id. T 74/ L TIE<none> ICHREINTLET,

o CTX_XDL_FAS_LIST= ‘list-fas-servers’ - 75 L —> 3 Biy—E X (FAS) H—/nN—i3. AD &
=TRSO —ICEDERINE T, LiInuXVDAIZAD JIL—FR)S—%HR—FLTLEEA, KD
IS L2 a0 TSN FASH—N—D—B%ZFRATE£9, >—7 > RE AD JIL—TFRUS—T&
ELIEBDLEILTHBZBENHD FT, WINHLDH—N—T RFLIADHFEINTWEESIE. €0TE%Z
<none> X W3S XFFTEDHT. H—N—TRLIADIBEBIEZEL £FH A

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
Iy bhH—EX (ctxvda) #HR—b+TZ7HD.NETCore S22 1 L3 1%EA VR M—=ILT BN,
T 74 D /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v 3> B9 % GNOME #7:i& MATE
FRIIMY TIRIBEZEELE T, EHZEELAVWEFICTS. HEVDAICA YA M=IILEINATWVWETX
by THERTINET, 7L BEA VA M=ILTNTWVWETRY by TH MATE F&E1Z. TEHE%:
mate |[ZRETIHREHLHD £,

E:
ROFIEEETLT. 22—y bty a > a—H4—0FRI MYy TERIBEETEIZCHTIET:
1. VDA ® SHOME/<username> ¥« L o kU |Z.xsession7 71 ILZEH LT, ZZT.
username g1 —4—&T9,

2. .XSesSionT77IIEHRELT. T4 ARMIE2a—YaVICESVWTTRY by FIBEBZIEE
L%,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then
exec mate-session

fi

CentOS =® GNOME 7 X7 kv FDiHE
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GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 00 7 7MIN—3Zvo 32—y by ara—H-—cHBELET,
+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #mR D5 TB5IC Linux VDA  —E X DRI N B &£ 5
ICTBDNESHZEEBELET. 774N FTRYICRESNTWVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—bo 77+
I EDOR—KZT7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko TT7#I)L bDR—KF 7502 T
ED

MDESICL T, RIREHEREL. BRIV T ERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
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export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AX Y RIC-EA 7o a v aEIEELTRITL. ERITAHLVLWS TILICEEFEOBETHEZELET. RDITE
LT #!/bin/bash 32 L. BIRD ATV ROBSHEBZTINRIV T T 7ML R TR 28O LET,

Frldg RDELSICLT 1 DDA Y RTIRTDONIA—F—ZIBET DI ENTETET,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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MR ZE E DHIRR

SFVFIZE > T LINnuXVDANY =S 7oA VX M—=)LLAWVWT. ctxsetup.sh XJ U FMZ&k>TITH
NEEREELHIRT S CHBBERZIBENDHD £7,

BATIBEIC. ROARY FZFEALTIDRIV T RDAILT2HERBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREEZHIFRT 5(1C13:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

CDORVVTMZED. TRTOERT — 2D T—ERXR—IDS5HIBRI N, Linux VDA ZRETE A< AD £
ED

=i dmbs)

ctxsetup.sh 5 &£ U ctxcleanup.sh X 7 U 7+ Tid. VY —J)LICIS—HRRIN, RO 771
[tmp/xdl.configure.log ICBIMEHRIEZAENE T,

Linux VDA —EXzBESHL. TEERMRIEFT,

FIE7: Linux VDA OXE1T
ctxsetup.sh X2 U 7+ #FEBL T LiINUX VDA Z# L7175, ROIAY Y REMFAL T Linux VDA ZHIfI L £
ED
Linux VDA 0it2&h:
Linux VDA H—EXZBE T ZICIE. ROIYY REETLET!
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 fZLE:
Linux VDA —E X %S 3 ICid. ROOAY Y RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->
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i
ctxvdas & tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
FZzRITLTERY—EXT—EVZFELELET, CNERTLAVEE, BERYT—EXTFT—EVIEELELE
T—EXZHEEFHLEFT,
Linux VDA 0 BiEE):
Linux VDA —EZXZBEH T 5ICid. KOAYV RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DIRREDFERZ :
Linux VDA 4 —EXORITREEER T 5 ICIE. ROOAY Y RERITLET,
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE 8: Citrix Virtual Apps %714 Citrix Virtual Desktops T~ > h 207 DIER

oAz %R L. Linux VDA Y > %EBMY 3 FIEIE. KD Windows VDA TOAZECMTWE T, &
DRRAVERTTBHFEDHBICOWVWTELLIF. TV HEZOJDERI &Y X2 2HEO7DER) #81R
LTLETL,
MDESIC, Linux VDAY VEZEI Y V207 DERICIEVWL 2D DFIHL H B -8, Windows VDA v
VORI VAZOTDERFIBE BRZ AP HD £
o ARL—=F a4 VI RTLICIE. REBERLZFT:
- RALINBHEETFRI My TREETILDBRE. WIILFEy> 3> 0SFTFo 3y
- WDIERTRI hy TBREETILDOSRE. 2 JIltyia> 0SS+ 7o gy
e ALV >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEARWVWTLET UL,
pE N
Citrix Studio ® UFIO/N—2 3 > iE. TLINnUXOS) WS R EZHR—FLTWERATL R 27
L. [Windows #—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AHEDRILS

NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TROLwTOS] #7232 %BIRTBHL. IV Y ICICE—1—H—DREETILHBERNISERINE
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a7

< vht Active Directory R X U SHIBRSIMI-RICBEEBMINISEIE. 20X yEII Y AZ07
NOHIBFRLTHSBEEMNY 3HENHD X7,

FIE9: Citrix Virtual Apps = 7-iZ Citrix Virtual Desktops TO 51U /\U =5 )L—FDER

FUNY—=TI—TF2EH L. Linux VDAL U EEUII A2 O05%EBMNT 3 FIEIZ. Windows VDA v >
DHBELIFEAERLETY, CORRIETT T BHEDHBICOVWTELLIE TFUNY =T IL—TDER 25
BLTLIESL,

Linux VDA< >h2n0d# &8 T UNI —JIL—TZ2EHT 315813, ROBHIHHD £ :
¢ BIRTZAD A—H—BLUVYIL—T%, LINuXVDAR > VICOTF VT 3L SICBUICHEBR L THT T,

s MEETNTLAW (BER) 1—H—0OJF Y= LBRVTLET L,
* Windows Yo > &8I >h200 %7 N —JIL—TTRESEHVTI LI L,

BE.

77— 3 >OARIE. LInuxVDAN=I 3> 1A BBETHR—bINTULET, 2L B—II A
DT RY by FTELUTT U DEREIF. Linux VDA THR—FINTULEE A,

ROoAZOT7ELVCTINI =TI —TFOERFZFEICOWVWTEEL <& TCitrix Virtual Apps and Desktops 7
21031 ZBRLTL LT,

Linux Virtual Delivery Agent for SUSE -1 > X k—JL

December 13, 2022

COREDFIBICHA-TFHTTI VA M—ILTEZD. BEA VA=) ZFEELTENTTI A M—=ILLTHERET S
HWEEIRTI XY, BHEA VI M—ILIZEBBEFHEHNTZ1ETRLL, FHOA VI N=ILEDBIS—%RE5
TENWTEET,

=

DEROA YR E—=ILTIE, BEA VAN —ILDOHEFBRLET, BEA VA N—ILOFHICIF. BEIUR

—LEFERLEVTLIETL,
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Flgl: 1A M=ILOEE
FE 1a: YaST vV —JLoiEH

SUSE Linux Enterprise YaST VW —ILZERAL T. ARL—FT a4 VIS RTLDIRTOEREBRLE T,
TEZIR—=ZD YaST V=)L %ERET B354
su -

yast
<!--NeedCopy-->

KD IZ. UIR—D YaST V—ILzE&8T 354
su -

yast2 &
<!--NeedCopy-->

Flg1b: v b7 -0 OHER

LDt S 3> Tld. Linux VDA TERT2IEI 4Ry NIV —URES LU —EXOBRAEICEYT 2155k
ICDOWTEHRBAL Y, *v bT—o0#Id. Network Manager A DD AETIEFARL . YaST W —ILTRITT
BIRENHDFT, ROFIEIF. UIR—XDYaST V—ILZFERATZEHFREE>TVWET, TFIXAIR—ID
YaST YV —ILHERATIFITH. TES—2a>FmENELRD. TITTIRFHALTULEEA.

R ~FZ Y DNS DOIEE

1. YaST @ [y bT—URE] ZHET T,

SLED 12 ®&: [FO—NiLxTF>av] 27T, Ry hD—o0ty b7y 7A5%E] & [Wicked #—t
] ICEELEY,

[RX ~&[DNS] 27 #2BE 9,

[DHCP THRA M BZZEETB] Frv IRy IREFTICLES,
[RRAFEZIL—TFNyIIPICEIDETB] Fxv IRy IREFVICLET,

UTZHELTRY FT—IUREICRBMEEET,

N

ook~ Ww

e RAMF-YPVDDNS KR +EZZEBMLET,

o RXAYF-IPVDDNS RX1>Z%EBIMLET,

o Z—LH—N—-DNSH—N—0DIP7RLRZEMLEY, BEIFAD RXr>a>+O—5—DIP
7RLZTY,

o [RX1UBRE] —B-DNS RX1>E%BIMLET,
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pE

Linux VDA (3387E. NetBIOS BiIbETEHR— ML TWER A, LA > T KR FRIF 15 XFURT
HIVELHDFT,

7

a~z, A~Z. 0~9. BLUNT TV (-) DXFZEDOAMEALTLEIV, 724 —X37 (). AR—R, &
VZOMDEBEIFERALABEVWTLIEIV, RRAMEREHFTHBLED. NMT7VTETLED LBWVWTL T
TV, ZdJL—)Li. Delivery Controller 7R X bBICHBRAINE T,

JILFFv X~ DNS oY SLED TOH. 774 FDRETVYILFF v X+ DNS (MDNS) HEMTHS
e, BHIFROERICFEENRLETZHENHOD £7, SLES DiFE. MDNS 77 # /L hTIREEL I TV
BUWdH, BICREEZITSHERBD FEA

MDNS Z&EMIC T 3iCid. [etc/nsswitch.conf ZEEL T, UTEaTITEEELET:
hosts: files mdns_minimal [NOTFOUND=return] dns
LER:

hosts: files dns

RRASEZOMHEE ROIAYYRT, RAMEHAELLRESNTVS I ZRABLETY:

hostname
<!--NeedCopy-->

COOARVRIZED. ZDIIVDZLEM R X128 (FQDN) T3k, 2RI MEDAHDBRINET,
MOAR YR T, 2B XA VEDNELKREINTVWR MR LET:

hostname -f
<!--NeedCopy-->

COATVRICED, ZOXIVDTEEBHI R X1 VEDRINET,

ZHIARC Y —EXFETREMOERE ROOATYYRT. BR2BHIRXAAVEDBRTIZ L. RXr>aV b
O—3>— Delivery Controller 15 ping IZISED %25 e e HERLET:

nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->
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TR XA VBEBRTIARV, B INS50TIOVTRNDS ping ICIHEN R VIEEIF. FlIBZER
LTHSRICEATLET L,

FE 1c: NTP —E XD

VDA. Delivery Controller. FX1>a> bO—5—DOETERARZFAMEZE#IFTSICHNEETY, RETY
Y2 LTLINUXVDAZRR F§2 L. RN RERICAZEEDRET ZEENRBDET, LA >T UE—F
NTP H—EXRZFERL TRZZH[FIZICZEBMOLET, ROLSIC. T4 ENTPREICVW DHDESE

PMRERIZERBHD ET,
1. YaST @ [NTPRERE] Z2HVT. [—RHNEBRE] 2TZ27VvILET,
2. INTPF—Erz&E8d 3] £o2a>T. [OTCHAL. P RTLEFRKICHARTSLSRE] 20U vo
L&d,
3. RETNTWBHEIE. [FRRICbEVLO—A/LEE (LOCAL)] HEZERL. [HIFR] 20Uy IL&ET,
4. Bm] 20Uy o LT NTPH—N—DI>tUEEBMLET,
5 [H—N—ofEE] ZBRLT. [AN] 2009 I LET,
6. [FRLZ] Zax—ILRIZ. NTPH—=N—0DDNSEZANNLFT, COY—EXIE #E Active Directory

FX>O2bO—-5—THRRALEINET,

7. [#7>ar] 74 —ILFRBEELEEA.
8. [TRF] #0Vw o LT NTPH—ERICFIETEIZDESHZ2HABLES,
9. —BDUsrIT [OK] 20y o LT, EEZREFLE T,

pE o

SLES 12 ®#Tid. AppArmor R > —(ZB9 % SUSE OEERIDOREDRET. NTP F—E AN EEhIck
BMIBehBDET, sFL<IF. BBRFEICK>TLRET L,

FlE 1d: Linux VDA (Z&ES B /v 7 —S D1 Y X b=l

SUSE Linux Enterprise A® Linux VDAY 7 Uz 7id. ROy T —JIC/KIZELTWVWE S,

Postgresql10-server 10.12 LAF&

OpenJDK 11

OpenMotif Runtime Environment 2.3.1 LIf§
Cups 1.6.0 LIE

Foomatic filters 3.0.0 LA

ImageMagick 6.8 LAk

JARI FUDBEM PostgreSQL % ImageMagick & ¥ o E 4 /w7 — &, SUSE Linux Enterprise Soft-
ware Development Kit (SDK) S NFTE£7, Ny r—J 2B 31213, YaST #EHLTSDKUKRT MU
ZIEBMTZD. SDKAX=2T 70 2d T O0—RFLT ROOAXY RZFERALTA—AIILICITY FLET:
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sudo mkdir -p /mnt/sdk

sudo mount -t is09660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

Kerberos /517> +D1>X =)L &ROOX> KT, Linux VDA & Delivery Controller B8 EREA IS
Kerberos 517> AV M=ILLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 7517 > DRI, AT % Active Directory iEDHEICE > TERD £T, UTDHAESE
LTLETL,

OpenJDK11 ®-r > X k—JL  Linux VDA iZlx. OpenJDK 11 BB ETY,
[
Delivery Controller 0 ERE TR L AWVW®HIC. OpendDK11 0AHE A1V A —ILT D L5ICLTLRET
We TOMON—23 >0 Java id. P RTLDSIANTHBRLET,

« SLED:

1. SLED T. OpenJDK11AA > X b= TN TWVBRHESHERRBLFT:

sudo zypper info java-ll-openjdk
<!--NeedCopy-->

2. 27—4a 2 out-of-date TH B L HEINIFEEIE. KDL SICLTOpenIDK 1L ICEHL£T:

sudo zypper update java-1ll-openjdk
<!--NeedCopy-->

3. ROOAX Y RT, JavaoN—2a>zERBL £,

java -version
<!--NeedCopy-->

» SLES:

1. SLES T. OpenJDK11 #A > X b—JLL£T:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->
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2. ROARYRT, JavadN—2 a3 zBEBLES,

java -version
<!--NeedCopy—-->

PostgreSQL @-r > X +t—JL  SLED/SLES 12 T. RDLSICLTNYyr—S% AR —=)LLET:
sudo zypper install postgresql-init
sudo zypper install postgresqll@-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

T—EAR—IY—EXZEAK L. T2 > DOREEC PostgreSQL AEICHBTEINS L SICTBICIE. RICSRTA
YA ILEDFIENLETT,

sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

F—a~R—=27 71 var/lib/pgsql/data icH D £7,

DRI L) DHIR KEERENAYIT—SHRA VI R—ILENTWVWBRET, ROOY Y RERITLT. UANICtEY
Ty TEIN=SDKURS rD eI b EINTXAT o 7EHIBRLET:

sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

FIE2: N1N—=N1H—ALinux RE<> > D#EHE

YR—EINBNAN—NAHF—LTRETS > LT LINUXVDA # RT3 3EE. W DIDHDEENNRETT, {F
BI3NAN=—NAHF—DTSY T x—LICEDET. ROEEEITVWET, RT7XZJIN—RT7x7TLinux<
DUHRRITIBEE. TEISHBEHD FH A,

Citrix Hypervisor TOBZIREADIEE

Citrix Hypervisor OB ZIE A EN B LB E. TN OE/REK Linux R~ > > T NTP & Citrix
Hypervisor OEAN S AT LOREZEERLELS T2 CHRERECADBEIREELEF T, P AT LORZIC M
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DY —N—DORRI ORI RONZDZRH SIS FLINUXTFZ O X T LORZIN NTP L E#T 2 HENDH
DET, COHFA. KA FORLUFRMEENCTIHBENHDEFT, HIM E—RTIE. EEIRIBEHD FHA,

—Z D Linux ¥« X FUEa2—> 3> T Citrix VM Tools B > X b —JL S iR Linux h—RJL%ZE
TLTWBIEE. Citrix Hypervisor ORZIFRRKEENTFET 20 Sh L. Linux RETS VRTEMICHE>TWL
BHhESHEHBTIET !

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC AR > TWB Tcsh, EIMICTBIHEDHD FT,
o 1-BZIEHEEDEMICHE o TVERT, CNULEDREIIBEDD THA,

|proc/sys/xen/independent_wallclock 7 7 1 LA EELAVES. UTOFIBIIHEDHD £ Ao
B RHIEEN B MIC R > TWBIFEIE. 771)LIC Tl CESQAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEHNL. BEBEBDLRIZETZICIE. [etc/sysctl.conf 77 1 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
CNEDEEXERBIT DD, ROESICLTORATLEZBREHLET:

reboot
<!--NeedCopy-->

BiEFgE. fREPELVW BB LET:
Su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIF1IZRLET,

Microsoft Hyper-V TORZIERIDIEE

Hyper-V Linux &% —E XD > X b—JL 3 hiz Linux RE<Y S > Tld. Hyper-V OBSZIE#A#EEZ &R L TR
ZAMARL—FT 4 VIO RTLOREEFNATEE Y, PR TLORMZ ERGIRETHIFTZICIE. NTPH—EX
CEDBICTOEREZBMCLED,

BIEARL—T 4 VIV RTLT. ROBEEITVET,
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1. HyperVI®x—2v—ZBEE7,
2. Linux RIS VORET, [HEHT—EX] ZERLET,
3. [HZIORE] AR NTVLB e 2B LET,

pE
Z DA% VMware & & U Citrix Hypervisor 0B& 1240 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHR S DEZIFEEZ EMICL £9. Hyper-V OBzZIEHIE. NTP £ #7F
L. NTP ORI ZMx T 5 N TEXT,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIFEHEENBHHIHE. ThenOERENK Linux (R > T NTP E NS N—=NAHF— D7
NORTLOBEZRBLELS LT3 EHREATHENMEELE T, P RTLOKZIEMO Y —/N—DELE DR
A RONBZ Dz <ICIE. FLINUX T X DY R T LOEZZE NTP RS EE Y, CDBE. TR ~ORLFE
HzE\NCTHIHBEDBDET,

VMware Tools 1 > X b— )L LTRETHERAEWX Linux 1—RILEERITL TV REBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. Linux RIS > OREERELET,

3. IRE<>>07aONT«] FATATRYIRT [FTF>a>] 24Ty o LES,
4. [VMware Tools] %ZiRL £7,

5. [¥] Ry IR T, [RA TR MR ZEH] FTv IRy IRZATICLET,

FIE 3: Linux{xE<v>> (VM) %= Windows K X 22

Linux VDA I%. Linux %< > % Active Directory (AD) RXAVICBME 3 I £ E£BAEEYR—FLET,

» Samba Winbind

* Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREWVE T,
i

LinuxVDAoO—hILT7HO Y b ADDT7AHDU Y RTRILA—Y—RE2FEATIE. Ty a>voReick
BB ehHbET,
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Samba Winbind

Windows K X1 >ADEBM RKXA>OAY+bO—-5—HA7IEITET. IVE21—F—% RXTVIZEBNT
¥R %D Active Directory 2—#'—7ho > FHUETT,

1. YaST @ [Windows RXA XY N—>wF] #EEET,

2. UTOEEZTVEY,

o [RXA>[T—205)L—T] I Active Directory R X > OZRiIFIE R Xr>a> tO—-5—0 IP
TRLRAERELEF T, RXAVBIIBTAXFICLET,

+ [Linux OREEICH SMB OE#HREZFERAT 3] Frv IRy IREFVICLET,

+ [Create Home Directory on Login] F v o Ry I R&EFVICLET,

¢ [SSHRFTOS Y IINGA2F V] Fxv IRy IREFVICLES,

 [ATSAVREE] FTyvIRYIRADBATICHBR>TWB =R L £7, Linux VDA IR, Cox 7>
IVICHIEL TV ERE Ao

3. [0K] 20Uy o LET, WKODDNYT—PDA YR —ILZRIXyvE—IHREINLHZSIF [1Y
ZAh=I] 22Uy I LET,

4, RXA>A> rO—F—HROHBE. FXAUVIZEMTZHESIHERERBTEIAVE—IRRRINEZE
¥, [Yes] zo Uy o L&Y,

5 Xyt —UHREINLES. AVE2—F—Z XA VIEMT 3HERZRFHED KA1 > 1—H—DEBRERE
ANAL. [OK] 20Uy o LET,

6. HNETRT XYy E—IHRFEINET,

7. W<2h® Samba BLUVKbS Xy r—J DA YA —ILERTAvE—IDRRRINES, [V b=
W] Z#OUw I LET,

YaSTIC& D, TNESDEEICIF—EOH—ERFRRBISVOBEFNMBETHZ ENRINBZHBELNHD X7,
ROVeERMTZICEHEHDOLET!

su -

reboot
<!--NeedCopy-->

SUSE 12 % : Kerberos BigfEH+ v v 280 /Ny F@#A SUSE 12 &, 577 +JL ~d Kerberos BigiE#k
F vy aRIEEHNREED FILE:/tmp/krb5cc_%{uid} 75 DIR:/run/user/%{uid}/krb5cc ICEEINF L
7zo LINUXVDAIZCDFHLWDIRICEZF v v aFEICHIGELTWARWS., FEITEETINELRHD T, R
DHBEHBEWESIF. JL— 21— —r LT [etc/krb5.conf z4%£ L T. [libdefaults] o> a>viciEmL %
E

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICOA>Ea—2—FTJ U FHRETT,

RDELS5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTVWA et 2BELET !

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAVE2—F—FTI 0 MEREBRET ZICI1F. ROOATX Y RFZEERTLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos M D2  Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z ¥ #HET 3113,
MOAYY RIZED. P RF LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
#HRLET:

sudo klist - ke
<!--NeedCopy-->

COOARXVRICED, TUVINILBEBERAM— DT EIEFREAESHOEICTH L TERATESF—D—EIERR
IhEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHELRHD £T, RILEEE §) 3. PTILCKBBEIMIEZHSDICNY Y
25wa () TIRT—TTB3HRERHD F9, BBICK>Tik. DNS KX >&h Kerberos $Bi& & E4b
£9, LIch > T HIEBBREFERALET. COATXVRBRINTR . HAOIRKRRINEE A
KOOARYRZFEALT. IV 7HO RO TGT Fry b x vy ad iz #HERLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. X7 HU Y MOEMAERAEBELE T,

sudo net ads status
<!--NeedCopy-->

A—H—RBAORR KDL SIC. wbinfoV—ILZFERALT. RAXCMYI—H—DRXA VI L TRAETEF S
CrEmHBLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $BIEZ TlddH D £t A, bash > T ILDBE. NV IRy
2aXFE ) & B3 12NV IRSy Y aXFEEEELTIRT—FI2RBELHDET, COATVRICED.
BIEIFEBERI X vE—UHRINET,

Winbind PAM E2 2 —LAEL<KBRINTVE CE ZRRBI 31013, MENCERALLIEDRBVWR X 1> a—H
—7AUY rEFEALTLINUXVDAIZOTA Y LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID 13359 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
N exzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROIAR Y BT, 2A—H—d Kerberos BRRBERF v v aDF7y FHAEWT. HRIINTIIBRWVWI C 2L F
£

klist
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

Gnome OV —J)LFHIEKDE OV —IILICEEOJ A VT3, AHROTARERITTEEIT, RXTUBND
HERE. TFIE4: LinuxVDADA >V X b—ILy IEHET,

Quest Authentication Service

FX1>a> bAO—5—T0 Quest DR KDIE(EIZ. Quest V7 bz 7% Active Directory KXr>3a>
FO—=F—IZ1YZX =Ll BRELTWB L. BEEFENMISEN. Active Directory ICOI>Ea—4—F
T M EERTER L ZHIRRELTVWETD,

LInuXVDA Y VICR XA > A—H—HOJF>TEBL 51295 Linux VDAY > THDX v 3 >z
TRIBEBEDBHBIERXAAA—F—IIWHL T ROBEZITVET,

1. [Active Directory 2 —#'—¥r a>vEa—%—] BEO>Y—J)LT. BRNOI—H—7H7> b0 Active
Directory 2a—#—07ONT1 ZHAIT £7,

2. [Unix7HYUY ] 27%8RLET,

3. [Unixxtis] Fzv IRy IREAVICLET,

4, [77514<) GIDHFES] Z. KEORXA>A—H—TI—TDII—TIDIZRELF T,
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E:
COFEIF. RA1r>aA——hHa>Y—I)L. RDP. SSH. F7=lgZoftto ) E—rLEZO NI EFERL
TOJAVTERLSICKRETRBEBREL T,

Linux VDA T Quest DiExg

VAS F—E> DM RO & SIC Kerberos 74y FOBEHEHEBEMCL T, YT ZHEBNRH D £9, BiE (A
TSAVATFY) ISEMCTIHNELNHBDET:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

SRV RICED, BRI BME (32,400 %) ICRESNE T, ThbBE. F7v bOT T+ bOBFRERM
TH5 10EHMEDD 1 BFECBRDEYT, F7ry FOBMHEANETSICEVS XTLTIE. KDNEWMEZZ DN
TA—E—IZRELET,

PAM & &0 NSS ik  HDX %. su. ssh. RDP R DZDMO Y —EXEN LI R X1 >YaA—H—0OsF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFBTHBLE Y !

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Kk X1 >A®D&1 Questvastoolavw > R%EMFEAL T, Linux ¥ > % Active Directory k X
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user |¥. > E a1—%—% Active Directory R X VICIBINT 3 EREZFOAEDOR XA > —H—T7,
domain-name |Z. KX >® DNS% (example.com %#¥) T,

RXA Y XN—=2w TORR  Delivery Controller ZER 3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) T Active Directory ICO>YEa—42—FT7 2z FHRETT, QuestiZk>TEMI NS Linux 7> >N
RAAUICHERET B 2RI BICIF. RO FZRITLET !

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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IOVUDBRXAVIZBIMLTWAEBEIE. RXAMVEDIRINET, IOV RXAVIZEMLTLWARWES. UTF
DIZT—HRRINEFT:

ERROR: No domain could be found.

ERROR: VAS _ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RAE DR PAM ZERA L7 Quest © R X1 > A —H —DORADATENE S D R T B ICid. LRI fE
BLECEHBRVWRX A yaA—H—ThHDU Y cEFERLTLInux VDA IO A > L £,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 ILAMER S
N xzwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT > RT. Kerberos EIEHRFT v v adF 7y bHAEYT. HRYINTIIHRWS L 2#BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

Gnome O>YV—JLF/IZ KDE OV YV —IILICEEOI A>3, AFEOTRAMERITTEET, RXTUEMD
e, TFIE4S: Linux VDADT > Z =)Ly 1ICEHE T,

Centrify DirectControl

Windows X >A®&m Centrify DirectControl Agent B' 1 > X k—ILTNTWBIHEE. KDL S I
Centrify @ adjoin <> k&AL T. Linux ¥ >% Active Directory K X1 ICEBML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user . d>Ea—%—% Active Directory R X-r VIZIBINY 3R Z1FDER D Active Directory K Xr> 1
—%'—T%, domain-name [&. LinUX Y>> %BINT 3 R XA >DRHTT,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaAYEa—42—37T 7 FHRETT, Centrify IC&DiBIMINfz Linux ¥ > h
RXAVICHEET R EBRTBICIF. ROAX Y REETLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E#T%H % Z & . CentrifyDC mode T connected iR h 3 Z R L £7,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify 754 7> MY —N—C OEHOBE. 7=
BB OREIELEL TVET,

REFERATBIE. FOEENLS AT LERCZHBRZIETEIET,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F4 Active Directory 5K U Kerberos f —ER e &2z T A M LE T,

adinfo --test
<!--NeedCopy-->

RXA>SMOmERE. TFIE4: Linux VDADA > b—)L1 IEHFT,

SSSD

SUSE T SSSD #ERALTW3BEIE. COtEIPa>YDIERICH-TLEET L, Tt I 3> TlE. Linux VDA
I > Windows R X1 ADEMFEIE. & U Kerberos sBEED#ERIC DWW TEHEAL £7,

SUSE TSSSD 2ty b7y 79 3ICId. ROFIEZRITLET:

RXA2IZBMLTHR D keytab % {ERg
SSSD o PAM D8R

SSSDoty hT7v S

SSSD oB 1k

RXA YA N—=2y TORER

Kerberos #m DR

I—H—BEEDRER

No o ke

RXA2I28MLTHER D keytab ZEf  SSSD Tld. KX V8N X7 LD keytab 7 7 1L OEEIC
B89 3 Active Directory 0 51 7> MEEEDREBEINTULE R A, Kb DICSamba7 7O0—FE2FERTI £,
SSSD Z#m 9 BAiIC. UTOFIEZRITL T LT,
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1. Name Service Cache Daemon (NSCD) F—E>%fFIEL TEICL £,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. ROESICLT BEBNYT—22A VA M—ILEIEEHRLET:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. Jetc/krb5.conf 771 E L — I - LTHREL. Kinita—FoVFa4MRE—F v ERXT2L
BETITB&LS5ICLET, [libdefaults]. [realms]. [domain_realm] o> 3>tk ) %E

mLEY:
:
ADAYT7SRMSUFvICEDWVWT Kerberos 1L £9, RDREIE. B—RX1>, B—T 7L
ARETILEXTFRELTVWET,

[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}
[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy—-->
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realm (&, Kerberos $8i5& (example.com % ¥) T9¥., REALM i&. EXAMPLE.COM X DAXFD
Kerberos 485 & T¥, fqdn-of-domain-controller (. RX1>3> +O—5—d FQDN T¥,

4, [etc/samba/smb.conf Z)l—raA—H—2 LTHREL. net I—F 1 VT B E2—5 v kR XT D EBE
TE3L3ICLET, [globall ko> a>ThoeshicTy bUZBMLET:

[global]
workgroup = domain

realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy-->

domain iZ. EXAMPLE % ¥ o Active Directory K X > @@L NetBIOS £ T,

5. [etc/nsswitch.conf 7 7 1)L T passwd 5LV group T> FUEEEL T, A—H—2 T IL— T OREREE
ICSSSD =8B L %7,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. Windows RXAVIZBIMLET. KXY AV FO—5—ICBETEZ e, AVEa—3F—%RX1Y
ICIBIN Y 3 1EBR % 35D Active Directory 2—#'—7hU Y bHH 2 e 2B LE !

sudo realm join REALM -U user
<!--NeedCopy—-->

user (¥. AVE1—F—%F RAAVIZBINT 3 ERZFOR AL > A—H—TT,

SSSD A PAM D8k SSSD A PAM Z18 9 B RIIC. BBENY T -7 A VA M—ILEIBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D 1—H—REMAIC PAM EVa—)LZ#R L. - —OJFAOER—LTs LI FUEERL F
ED
sudo pam-config --add --sss

sudo pam-config —--add --mkhomedir
<!--NeedCopy-->
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SSSD otzy 7w S

1. /etc/sssd/sssd.conf #)L— raA—H—r LTHEL. SSSD F—EVHE—F v ERXAVEBETES &
S5ICLF Y, sssd.conf DREDH (BBICISCTEMOREETOIEHNTEET):!
[sssd]
config_file_version = 2

services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAME$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name (. example.com 7z E® DNS R X1 > & T,
pE
ldap_id_mapping i true IC®RE I B 7%, SSSD BiEH* Windows SID # Unix UID Ic< v E
YU LET. TNINDIBE. Active Directory id POSIX ERZIRETE ZMHEHLH D £9, Linux

Ly ayTOENBOT A OIS —%2M<oIC. ad_gpo_access_control (4 permissive
ICEBRESINE T, sssd.conf & sssd-ad DX ZaT7ILR—SZBBLTLLETL,

2. 77MIORBEES KTV 7 7t X1&R% sssd.conf THREL £

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->
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SSSD 0B ROIAXYFZERITLT. SSSD F—E>ZHBMICL. PR TLOEBRICEHTESL5ICLE
¥o

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RXAUAYN—=2y TORER
1. "D & SIC. Sambad netads AV Y RERITLT. IV RXIVICBMLTWR e #BBLET !

sudo net ads testjoin
<!--NeedCopy-->

2. BMORXAVHLVIAYEa—2—ATI U MERERET BICIE. ROATXVRERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos ##m D2 Linux VDA TERTZ 3 & 512 Kerberos AEEL K TN TWB Z ¥ #HET 3113,
ROAXY RIZE 2T Y RTLOD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DREFEFATVSBC
CEMERLET:

sudo klist -ke
<!--NeedCopy-->

COOAXVRIZED, TUVINILBEBES R — DT EFIEREAEDLEICF L TERTEISF—D—E8HERTR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXIYOAY FO—-5—IC
LU TERAEL £ 9 :

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
RYUVRBUEHBIIANFTIEETIHELNHD £T, RILES (§) 3. PTIICKBBESHMIZHLDICNY S
2Swia (F\**) TIRT—TTBIHELHD £T, BIBICK>Tid. DNS R X1 >&h Kerberos 48iH& ¢ &
BOET, LA ->T. BYEEZZFEHALET, COAVY RPN T 2. HAERRINEFEA,
ROAR Y RZEFERALT. IOV 7AI RO TGT Fory by v adnicl e 2BRBLET:

sudo klist
<!--NeedCopy-->

A—H—BEDRER SSSD . T—EVTEERIZTANTZIAT VRSV —ILERHELEEA, PAME
HTDAHTETTEET,

SSSDPAM EZ a2 — LA ELKEBRINTVWS e 2RI 2IC1F. UEIHCER LA EDBRVWR X1 > a1 —4—
THhHoY cEFERLT Linux VDA IO A > LET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 127



Linux Virtual Delivery Agent 2104

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#H—pklistav >y RTIRE NS Kerberos F7 v FHAIELL . BIRYINTIZHRVWI EE#HBLET,

L—ba1—H—r LT, giR0id -ud<> RTRINEUIDICHIETBF 7y bFv v a7 ILHYERTI
fcle=BRBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —I)LFHIEFKDE OV —ILICEEOI A > T3E. AFOTAMERITTEET,. RXTVEMD
2B, TFIEA: LinuxVDADAT YR =)L) ICERAET,

PBIS

BELPBIS Ny r—>%40>0-R9%  fl:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 VX b—/LRO U T hZRITHREICT S fl:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  Hl:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 ADEIM RXAYAY,O-5—A7IEXTAET. AVE1—F2—% RXAVIEBMT 3
¥R % £ Active Directory A—4'—7hH 0> FHRETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user (3. J>¥Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name &, RX->® DNSE& (example.com #¥) TY,

#: Bash#F 74D )L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
ARV RZEFTFTLET,

RX1 Y XN=2y 7ORER  Delivery Controller #R 3 3 I1C1E&. R TH VDA T > (Windows & Linux
VDA) T Active Directory ica>Ea—4—FTV U bHRBETT, PBISIC& > TEMI N Linux w2 > H
RAAUICFERETZ I ZHRBTBICIF. RO FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREAXAVIZBMLTWSIZEE. COIRYRFIFREDAD X1 OU offREERLEFT. SMLTLA
WEEIE. RRAMEBRIDPREINET,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 R T B ICid. LUFNICfE
BLECEHBWRAC Y A—HY—FHI Y rEERLT LinuxVDAICO A > LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-uIX Y RICE>TRINT UID ICx3i5T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAYYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMER%. TFIE4: Linux VDADA > Z =)Ll IEHFT,

FE4: LinuxVDAD-1> 2 ~—)L
FIgd4a: FVN—3 DT VAR =)L

BHO2N=23 LU LTSR U U =B OHWN—= 320 Linux VDA B 1 Y X E=ILINTWBBEIF.
ENETVAVRAS—ILLTHSHLWN—23 02 YA M—ILTBRERHD X7,

1. oAV RT. LinuxVDAH#—EX%ZFILELET:
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

pE =
ctxvdas &Uctxhdxtr—EX%{EIET ZHIIC. service ctxmonitorservice stop
OVYRERITLTERY—EXT—EVEEFLELEYT, CNERTLAVESE. BEY—EXT—F
VIFEIEL e —EREBRESHL X T,

2. ROARYVRT N Tr—2%F7A YA M—=ILLFET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:

RMD2N=23 D507y T L—RBYR—rEINET,
=N

1Y Z h=JLa>YiR—x> hiE[opt/Citrix/VDA/IZH D 7,

ORYRERITTBRICIE. FZILRZADBRETY, Kb bIZ. ¥ XF L/ XIZ[opt/Citrix/VDA/sbin & &
U'/opt/Citrix/VDA/bin #BINT3rHTIET,

FIE 4b: Linux VDA /Xy r—204 o >0O—R

Citrix Virtual Apps and Desktops H —E XD AT > O— RXR—JIZBEIL £9, #EHR/N—2 3 >0 Citrix
Virtual Apps and Desktops # &R L. Components =2 )w o LT, EAHROD Linux ¥ A JE2—>3>
IZXR e B Linux VDA Rwr—2% 45 >O0—RLET,

FIE 4c: LinuxVDA O > k=)L

Zypper #EALTLINUXVDAYV 7 bz 7% 1R —)LLET:
SUSE 12 055!

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

RPM Package Manager ZfER L T, LINuXVDAY 7+ Iz 7%Z 1Y A M—ILLE T, ZDRIIC. ROKEFEFEE
fRRLE T,

SUSE 12 355
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sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

Flg4d: LinuxVDAD 7y FFL—R (A7 3Y)

BHD2N=U3 2 LTISRUU—XH5BREDAI YR M—=ILET v FIL—RTEEY,
SUSE 12 075!

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

RPM #%7ZE8%—% (SUSE 12 D58):
postgresql-server >= 9.3
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.8
dbus-1 >= 1.8.8
dbus-1-x11 >= 1.8.8
libXpm4 >= 3.5.11
libXrandr2 >= 1.4.2
libXtst6 >= 1.2.2
motif >= 2.3
pam >= 1.1.8
bash >= 4.2
findutils >= 4.5
gawk >= 4.1
sed >= 4.2
cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1
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cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22

xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg- xll-server = 7.6_1.19.6

xorg-x11 = 7.6_1

postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24

libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

BHE:

Ty T L—RL7#%E. LinuxVDAX > >ZBEEL T ZTL,

FIES: Linux VDA DO#ERK

Nyir—o01 > b—JL. ctxsetup.sh X&) 7 +ERFL T, Linux VDA 2RI 2HBELHD £, ZDR
UM BEETSHICIRIEZHAL. IRTOREIVAR—RV ALY I F=—ILINTWVWE ZLHERIN
F9, BEICBLT. WOTHIDRIUT M EBEITLTREEZETEET,

CORZVTHE FBTERICEIZLAD S, ERFEMICEBELICEZZFERL TEHTEITITEIEI, 477
BEC. ROARY REFEALTIORIV T EONILTZ2BRBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->
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HEICEEY 518K

RDESICLT, BRICEET 5 F B ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

EEIE AR et 134

TR —ILZBEKT 37D, RIEEHEZFEALT. ty by TRIVTFTREERZ AT T2 a>ZHBET
FET, BEBEHEDNIRTEESNTVLBI L. RIUTMIL>TA—HF—IBEROANZERD B X v E—IHK
TENBZIEDBRLBDES,

HR—-FINBBREBEZHICIIRDELSBHLOHHD £ :

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti$. DNS CNAME L J— k%R L T,
Delivery Controller 838 TE£9, T 74 FTIENICREINTULET,

+ CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& RIZERT 3
Delivery Controller 5z£f&8i K X >%& (FQDN) OXR—IRXND D—EBHURETT, 1 DEIFEHK
DREBHIR XAV EEIFCNAME I ) 7R ZBETIHVELHD £7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IPR— bt (F7xJL b Tid/R—k 80) %=
fEA L T. Delivery Controller ¥ @EL £9,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. ¥ > OEEHHICHEIEL
F9, 774N FTIHEIRY ICRESNTULET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #+—E 2 Tld. v bT—U %15
BENSATLD I 747 74— )LOBBREHFTINTVWEIHBENRSH D £9, Linux Virtual Desktop AIZ.
SATLDIT AT I A—NDBBRKR— b (F74IETIFR— b 80 HLUVKR— K 1494) =B THK
TIET, T7AIILTIRYICRESNATWVET,

« CTX_XDL_AD_INTEGRATION=1|2]|3|4-Linux VDA iZi&. Delivery Controller icxtL TER3E9 3
f=8IC Kerberos SR EMNNUET Y, Kerberos #id. AT LICA VX b—ILELUVHEREHAD Active
Directory Sfi&Y — LD 5IEL £7, RICRT. HR—FIhTULS Active Directory SFE&HZED S5 5.
FATZHDZIEELFT:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

« CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h % ¥, Thid. s8H7%RY
ST4v 7TV r—= 3 0RBUZRBEICTZLHOO—ED GPU 7/ E5L—>3>7o./AOYTT,
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HDX 3D Pro ##R L 7c35E. VDA VDI FRO by (2 JEySay) E—RFRICBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b 7).

« CTX_XDL_VDI_MODE=Y|N-EB72Y by 7EREETIL (VD) £HEFKIAFINBZHEBETRI by
TREETIDOELES5 L LTRI VEBHT 3D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LET. 774 FTENICRESNTWVET,

o« CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP r—\N—%#&HE L £,
DNS oiZ=&R=O—HILY 1 MCEIBRT 3ICIE. DNSH 1 FEEIEELE T, COTHIE. TTIAILET
& <none> [CHREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA |Z. DNS #8B& L T LDAP #—/N\—%#&H
L£xd. DNSHALDAP H—EXL O—RERETITAVLIEAIE. LDAP ® FQDN LU LDAP R—FD X
R—ARYTO D—BEIEETEET, - ZxiE. adl.mycompany.com:389 £ &b £§, ZOXEHIE. T
7+ )L E Tl <none> [ZREINTWVETD,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dDJL— b+
(ffl: DC=mycompany,DC=com) ICHREINIHRER—XZFEHALTLDAP ZBxL %79, BEROD/NT +
—IYVRERETBHIC. BEN—IZEBETI Y (. OU=VDI,DC=mycompany,DC=com), Z®
THIE. T 74 L TIE <none> [ZBEINTWVWET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biy— X (FAS) H—/n\—i3. AD &
W=TFR)S—ICEDERINET, LinuXVDAIZAD JIL—FR)S—%HR—FLTVEEA, KD
IS L2 a0 TSN FAS H—N—D—B%ZFRATEET, >— 7> RE ADJIL—TFRUS—T&
ELIEBDLEILTHBZBENHD T, WINHDT—N—T RFLIADHFEINTVWEIEEIE. ZOTE%Z
<none> X W3S XFFTEHT. H—N—TRLIADIBHFIIEZEEL £H A

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Iy bhH—EX (ctxvda) #HR—b+TZ7HD.NETCore SV 21 L31EZ A VR M=ILT BN,
F 74 kD /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> TR 9% GNOME 7/ MATE
TRIVMYTRIBZIEELEF T, BHZEELBVEFRICTR . WEVDAICA YA R=ILTATWVWSETR
I hyTHERINET, 7L BEAVAM=ILTNTWVWETRI by 7H MATE DIFS1IE. BE%E
mate [CRETIHELHD £T,

A
RDFIEEETLT. 2=y by a > a—H4—0FRIO My TREATETZCHTIET !

1. VDA ® SHOME/<username> >« L 7 ~JIC.xsession7 71 IL&=EHL£F, I T.
username (F21—H4—FTY,

2. .XSesSSionNT77MIEHRELT. T4 ARIE2a—YavICETVWTITRY by TIBIBZIEE
LFd,

For MATE desktop on CentOS, Ubuntu, and Debian
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MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

CentOS =@ GNOME 7 X7 v 7 Dig&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 7100 77 IN—=Z v aved—ry byl ayi—H-—CHELET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 7B Linux VDA 4 —E XA BRaT h 3 & 5
ICTBDESHZEERELET. T74LFTRYICRESNTWVET,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 930DV 7y bR—ko T7 %
I EDR—=KET7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET27HDR— ko 77 )L bDKR—FIZ 7502 T
ER

RDESICLT, BIREHEREL. BEAIV T LZRITLET !
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2]|3|4
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name '<none>"'
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export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo XY RIC-EF 7> a3V ZIBELTEITL. FERTBHMLVS TILICBEEORBEEHZEL T, RUOTE
LT #!/bin/bash #:2A L. §HROD IV RO SBEZIZTINRIV TR T 7AIVEERTE L EBEDH L E T,

Ffld. ROELSICLT. 1 DOOAYY RTIRTDONTA—Z—ZIBEST DN TIFE,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
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CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HWREZEDHIBR

SFVAICE>TE LINuXVDA Ry —S% 704 YR h—=ILL7%BRWVWT, ctxsetup.sh X&) 7~ iC&k > TiTH
NEEEEELHIRT S CHBBERZIBENDHD £,

FATIBEC. ROAY Y REFEALTIDRIU T EOANLTZ2ERLET !

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 5(1C13:

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CORIVTMZED, IRTOBRT — 2D T—2ZRX—=ZXH 5HBEEI . Linux VDA Z#ETEH<AD X
_§_O

HrOs

ctxsetup.sh & & U ctxcleanup.sh X7 ) 7 b Tld. VYV —ILIZIS—HRRIN. ROEBEOT 7 71 ILIC
EBIMEHRAEIAEFNFT:

/tmp/xdl.configure.log

Linux VDAY —EXZBEFHL. EEEZRMIEET,

FIE 6: Linux VDA O=E{T

ctxsetup.sh X7 ) 7~ ZERAL T LINUX VDA Z R L5, RO R%ZMEAL T Linux VDA ZHIfEIL £
ED

Linux VDA oi2#):

Linux VDA H#—E X ZEBT 3 ICIE. ROV RERITLET:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 051k
Linux VDA —E X %{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

7
ctxvdads &tctxhdxty—EX%EIET ZHIIC. service ctxmonitorservice stopdvy

FeRTLTERT—EXT—EVZELLET, CNZETLAVGSE. BRT—EXT—EVREELLE
Y—EXZ2BEFHLET,

Linux VDA O Hit2gh:

Linux VDA H—EXzBEgd 3ICId. ROOATY FZETLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA OIREEDFERR
Linux VDA f —E ZDRITREEZ RT3 ICIE. ROOAIV RERITLET,
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE 7: Citrix Virtual Apps % 7z1& Citrix Virtual Desktops T <> > h 207 DIER

Y ohz2a7 %R L. Linux VDA <> > %EBIMNY % FIEIE. XKD Windows VDA TOHZECMTWE T, &
DERI%ERT ITBIHEDHRBICOWTHLLIE. YA 2O7DERI &V TR UhE2O07DERE) #8E

LTS W,

RDESIC. LINuXVDAR S > EFE I AE2 O DIERICIEW L Dh0FIKH H 5 7. Windows VDA v

ORI VAZATDIERFIRE RGBRDHD XT:
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o« ARL—=F A VI RATFLICIE. REERLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYvI 3> 0S8 AT 3>
- WDIERTRI by TBREETILDOSGE. Ity a> 0SS+ 7oy
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio o BT /N— 3 k. TLInUXOS) tWSBEEHR—FLTWVWEEHFATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid
[TRIbYTOS] A7 a3 BRI, IOV CICB—O—Y—0DEEETILHOEBERMNIEIRINE
ERS

B>k

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

F|i@ 8: Citrix Virtual Apps %713 Citrix Virtual Desktops TO 5 U /\U =5 IL—FDIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVERT T BAEDHBICOVWTHLLCIR TFUNU—=FIL—TDIERI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT VIO A>T 35 ICBYICHERE LTSI £,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

BHE:

TV —=2 3> 0RRIE LINuXVDANRN—3 > 14 DETHR—FINTVET, L. B—II A
DT RY by TELTT U DEREIF. Linux VDA THR—FINTULEE Ao

ROoAZATELVCTINI =TI —FOERAZEICOWVWTEEL <&, TCitrix Virtual Apps and Desktops 7
21031 ZBRBLTLIET W,

Linux Virtual Delivery Agent for Ubuntu 07>z ~—JL

December 13,2022
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CORFDOFIRICH>TFHTI VA L—IILTED, BEA AL Z2EBLTEHTT VI M—ILLTERT S
NeBRTIRT, BEA VI M-IILRBKEEHDZHNT BRI TELS, FRIOI VI M—ILEDHIS—ZRES5
TEHNTEFT,

=
RO A E—ILTIR BEA VAL DAEERALET, BFM X M—ILOEMICIE. BRIV
—ILZFERALBVTLIET L,

FIEg1: UbuntuforVDA #1 > X h—IL§ 3%

FlEla: =y cT—TBRORER

FATRIIC Y b — 0 %BG L. BYICHER TS z88oHLET,

Ubuntu 18.04 Live Server #ERA L TW3IFEIE. KX ME%ZRET 801C. [etc/cloud/cloud.cfg L7 7
TILICDROEEZMZ £ :

preserve_hostname: true

FIg1b: T FRDOHRE
IO VDRRARBHBERICELSRETNZ L S5ICF 321, [etc/hosthame 7 71 ILEZXELTIS VDRI b
BOHETRLET,

hostname

Flg1c: RXREADIL—FNYITRLROEIDHT
ROVDDNS FXAYBrReBfiFEX1>8E (FQDN) MELKHRETNBZ e EMABLET. CORHICIE.
[etc/hosts 7 7 1 ILORDITORMD 2 DDITY I FQDN & RX CBHEEFND L SICHRELET:
127.0.0.1 hostname-fqdn hostname localhost
1
127.0.0.1 vdaO@l.example.com vda®l localhost
J771ILADOMOITY FUH S, hostname-fqdn £7-13 hostname IZ33 33 2D BEEYIB/RL £9,
p= N
Linux VDA |3337E. NetBIOS 201D TEHR— L TVWEE A, LA >T. RX MRIF 15 XFLURT
HBIVENHD FT,

B2k
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a~z. A~Z, 0~9. BLUNTTY () OXFOAMEALTLLET LV, 72HE =37 (). A= &
VDML IFFERALABVTLIETV. RAMEZHFTHRLIED. N1 TV TRTLEDLABWVWTL R
TV, ZdJL—)Lik. Delivery Controller @R 2 b BICHBERAINE T,

Flg 1d: KR B OFER

ROARVRET, RABHPELKRETNTWS 2B LEY !

hostname
<!--NeedCopy-->

COAXVRICE 2T, ZDY I DLk X1 >F (FQDN) TREAZL, EDRI FEDAHHNRINE T,
RDAR Y RT. R2BMF XA YENELSRESNTVS CC ZHRBLET !

hostname -f
<!--NeedCopy-->

COOATVRICED, ZOVIVDTLEBHI R X1 VZDNRINET,

FE 1le: WILFx+ X DNS OEML

TI7FINEDERETTILFFv X~ DNS (MDNS) BEMTH 378, BRIBROERICFREBENRLETIHED
HDET,

MDNS %z &#IC ¥ 31213, [etc/nsswitch.conf Z4HEL T, UT#8LT2EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FlBg 1f: BaifRe Y —E XBLERTREM ORER
ROOARY R T, TREH R XA VENMRRTIZ . RXr> Oy O—35—k Delivery Controller 5
PiNg ICISEL BB 2R L £ !

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->
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TR XA VBEBRTIARV, B INS50TIOVTRNDS ping ICIHEN R VIEEIF. FlIBZER
LTHSRICEATLET L,

FIB 1g: BZIRAAO#ER (chrony)

VDA. Delivery Controller. FX->a>Y bO—5—DETERARZIFAHEZHFIICIIEETY, REYY
e LTLINUXVDAZERR bF 3L, BRADNRERICADBENKET ZAREMSHDET, LA >T UE—+
DALY —EXZ2FRALTRAZHRTZI 28O LET,

chrony @1 > X b—)L:

apt-get install chrony
<!--NeedCopy-->

JL—bka2——r LT [etc/chrony/chrony.conf Z4HEL. XDELSICREUE— R EA LY —N—IIHIHT Y
—N—IVhrUZBMLEY:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

—MRMARETIE. BEIEO—AILRXr>a> bO—-5—Hm5RABALET. 2B NTP T—IILH—N—D05EZIERA
HLEEA. FXA>2DF Active Directory RXA> > rO—-5 -T2 —N—IT> cUZEEBMLET,

W=7y o IP 7RLZ localhost. X7 U v & —nN—0 *.pool.ntp.org T> bURY, —BIZH S E D
DY —N—FET—ILTY ) ZHIBRLE T,

EEZFEFELTHE. ROOAYY RT Chrony F—E>%BiEEg L £7:

sudo systemctl restart chrony
<!--NeedCopy-->

Flg1h: OpenJDK11 1> X k=)L

Linux VDA iZi%. OpenJDK 11 XETY,

Ubuntu 16.04 T, XOFIEZRTLTOpen)DK11 %1 > X b—JLL T

1. https://jdk.java.net/archive/h5&#d OpendDK 11 #4 - >O— R LT,

2. tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gzad<x>REXTLT. £o>vO0—~K
LicNyr—CHRBELETD,

3. (#7>3>) mv jdk-11.0.2/ <target directory>a<x> RrR%uXE{TLT. Open)JDK % & —
Ty bTa LI MIIZRELET,

4. update-alternatives --install /usr/bin/java java <custom directory
>/bin/java 2000V RERTLT. Java S8 Lty F 7y FLET,

5. java -versiondIY Y RER{TLT, JavaDN—I 3V Z2RRBLF T,
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Ubuntu 20.04 £ Ubuntu 18.04 Tid. LUTZE1TLTOpenJDK11Zr X b—JLLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FIE 1i: PostgreSQL o> k—JL

Linux VDA 6 3 ICi&. Ubuntu Eic PostgreSQL N—2 3> X HRETT:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

FIE1j: Motif o> +k—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

Flg1k: DNy T =D X =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FIE2: NAN—NAF—DEE

HR—INBNAN—NAHF—LTRETS > LT LiINUXVDA ZE1T$ 3HE. W OHDEEHNKRETT, F
BEBINAN=—NAHF—DTSY b T+—LIZEDET. ROEEETVWET, RT7XZILN—RTTTTLinux~<
DreRTIBEE. EEREGESLHD FEA

Citrix Hypervisor TORZIEHADIEE

Citrix Hypervisor OB ZIE A EDN B LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor OEAN S T LOREZEE L LS TECHFEREADBEIREELF T, AT LORHE M
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O —N—DORHME ORI RONZDZB I FLINUXTF X O T LORED NTP L BT 2 HENDH
DET, COHFA. KA FORLUFRMEENCTIHBENHDEFT, HIM E—RTIE. EEIRIBEHD FHA,

—Z D Linux ¥« X FUEa2—> 3> T Citrix VM Tools B > X b —JL S iR Linux h—RJL%ZE
TLTWBIEE. Citrix Hypervisor ORZIFRRKEENTFET 20 Sh L. Linux RETS VRTEMICHE>TWL
BHhESHEHBTIET !

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC AR > TWB Tcsh, EIMICTBIHEDHD FT,
o 1-BZIEHEEDEMICHE o TVERT, CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSHESHD £H A
B RHIEEN B MIC R > TWBIFEIE. 771LIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEHNL. BEBEBDLRIZETZICIE. [etc/sysctl.conf 77 1 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT D7D, ROELSICLTORATLEBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLFT,

Microsoft Hyper-V TOEZIEEADIEE

Hyper-V Linux i % —E X1 > X =L 3 niz Linux RE< > > TlE. Hyper-V OB ZIEHAEE = ERA L TR
AEFRL=TA VI RTLOEHEZNBATEE T, Y RATLOFHEZ ERGKRETHERTBICIE. NTPH—EX
CEBHICTDHEEZBMICLE Y,
BEARL—T o VIO ATLT, ROBEZITVWET,

1. HyperVxx—Yv—%=zRHEE9,

2. Linux REBTS YORET. [MEY—ER] Z#ERLET,
3. [BAoRHE] MBIRThTWB ezl E Y,
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PN

C DO AEIF VMware & & U Citrix Hypervisor 0B& C IZR%4 0 £9, VMware & & U Citrix Hypervisor
Tid. NTP L DREEZ T B cDHICHRR b ORZIFEZEMICL 9. Hyper-V ORZIFEHAIZ. NTP & #7F
L. NTP oRZF#BZMzT TN TEET,

ESX & £ U ESXi TORZIFIDEE

VMware OBZIRSIS NG M AHE, ENENOERIEHK Linux (BT S > T, NTP XN\ K= A1 F— O
MR LOBMERMLES L5 L AERL ROMENRELET, S RFLOBMLBOY—/\—0BEYL
ORBNEDNZDEH I, & Linux 42 b OS2 7 LOBEA NTP L RET 58BN B0 £3. COHA.
£2 S ORI ENICT ZUBHBD £ T,

VMware Tools #- > X b—JL Lo RBEETHERAEM Linux A—ILERITLTVWBIEEIE. ROBIEEITVWET,

1. vSphere Client 2B %9,

2. Linux RIS > OREERELET,

3. RN >oTONT 1] AATF7ATRYIRT, [FT>av] 27200y I LES,
4. [VMware Tools] Z#IRL 7,

5. [(¥#] Ry IR T, [RAMTF AL ZR] Fzv IRy IREFTICLET,

FE 3: Linux{x2E<>> (VM) %= Windows K X >IZEM

Linux VDA (Z. Linux ¥ > % Active Directory (AD) RXAVIZBMET 2T £ EHAEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREVE T,
F:
LinuxVDAoO—hIL7Ho Y e ADDT7HO Y A TRLA—Y—BEFEATI . Ty a>voiRgick
MIBehHDET,

Samba Winbind

MEBRNYT—2DA VR ~—)L & foldE
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->
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T OREEIC Winbind T—E %A TE 3 L5193 ROAY Y RT. I VEsEIC Winbind ¥—%

HRIAT B LS ICHEBR T BUEN DD T

sudo systemctl enable winbind
<!--NeedCopy-->

pa o

winbindxo U7 ks /etc/init.dichz e w#HRELET,

Kerberos o JL—ka21—H—r LTletc/krb5.conf 2=, UTEHRELET,

E:

AD1>Y TSRS IFvICETWT Kerberos #1EM L Ed, KDOBEIF. B—RX1>V B—T 4L X +E

TILERRELTWVWET,

[Tibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns-name = REALM

Z 2T domain-dns-name /Y5 X—#—(&. DNS R X% (example.com 4 ¥) T9, REALM {3, AX

F 0 Kerberos %815% (EXAMPLE.COM %::¥) T9Y,

Winbind :2:E0#r RHEL @authconfig¥®. SUSE @ yast2 o & 5% —JLh Ubuntu ichWizo. F8

< Winbind ##m L %7,
|etc/samba/smb.conf ZBi=. KEREL XTI,
[global]

workgroup =WORKGROUP

security = ADS
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realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL RT3, REALM I3AXF D Kerberos EiH& T9,

nsswitch 018r [etc/nsswitch.conf ZB . winbindzXDfTICEBMLET:

passwd: compat winbind
group: compat winbind

Windows R X1 YADEIM RXA>YAYbO-5—A7IEXTAET, AVE1—2—% RXAVIZEBMT 3
¥R % #D Active Directory A—4'—7hH 0> FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM I3AXFE®D Kerberos $BiHE T. user iz P a—4—% RXA VICEBIMT3HEREZZT DR XA
\/J—ﬁ——c“jo

winbind o B &
sudo systemctl restart winbind
<!--NeedCopy-->

Winbind Ao PAM i85 XD <> R%ER{TL T. [Winbind NT/Active Directory authentication] +
7> a>r [Create home directoryonlogin] 7> 3 hBRINhTWBESICLET:

sudo pam-auth-update
<!--NeedCopy-->

B b

IOV RXAVICBIEADESICOHA. winbindT—EVIEEITZ2E4ITE T,

RXA YA N=>y TOFESR  Delivery Controller #EA ¥ 3 iCid. Windows #7-iZ Linux ICBE#HR <. &
~RTH VDA Y>> T Active Directory iICO>Ea—42—74 TSV FHRETT,

RDLS5IC. Samba® netads IV RERITLT. IV U RAMVICBMLTWA e #BBL£T:
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sudo net ads testjoin
<!--NeedCopy-->

BMORXA>ELIVAVEa—2—FTV I MERERIET BICIF. ROIY Y FZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #md0mER  Linux VDA TERTI 5 & 51 Kerberos AIEL K BRI N TWB Z e 2R T 3 ICI.
ROAIY RIZE 2T Y ZT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSEC
CERRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICTH L TERTESXF—D—EIERR
ThEd, Kerberos Dkinitdv Y REERIFL, ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
L TCRALET:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
RO VRBEEHBIIANFTTIEET ZHENHBD T, RILES §) & YIIICLZBI BRI EHSLDIINY Y
Z25wa () TIXT—TFTB3RENRHDFT, BEICK > Tid. DNS KX >&H Kerberos 4Bl ¥ E4: b
F9, LIcHoT. HIFEEZEFEALET, COOYYRPRINT R . HARKKRTIThEFE A
KOO REZFEBRALT. I 7A9 D TCT Frvy bbb vwiadhi-CexHERBLET:

sudo klist

<!--NeedCopy-->
ROOATY REFERALT. IV THO Y Ol RABTLE T

sudo net ads status
<!--NeedCopy-->

2A—H—RAORRE RDOEL SIS, wbinfo V—ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
CEBERLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXATMVIZFAD RX V& T, Kerberos BIBZ TldH D £ A, bash T ILDBE. Nv IS5y
>aXE (V) iE 312NV IRy aXFRIEELTCIRT—TI3BERHDFd, COOATVRICED.
BN EIIERETRTXA v E—UDRINE T,
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Winbind PAM 22— LAELKBRINTWVWR 2B T 3ICIE. URIICERLEZ ARV RXr>ya—H
—7ho> rEFERLTLiINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:

SSH OY Y REELLCEFTTBICIE. SSH BN TEYICHEL TVWB I #BRBLET,
ROOARYRT, id-u a9y RiICk>TREI N UID ICxisd % Kerberos Big1EHRF v v a7 71 ILHERL S
NicCr=®BLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, 2A—H—d Kerberos BRRBERF v v aDF7y bHAEWT. HRIINTIIBRWVWI C Z2REL F
ER

klist
<!--NeedCopy-->

ROOARVRT, By a>zB&TLETD,
exit
<!--NeedCopy-->
Gnome OV —JLFIFKDE QY YV —IILIZEEOT A>T, AFEOTRAMZRTTEET, RXTUSMND
B, TFIE4A: Linux VDAD1 > Z =)Ll ICEHE T,
[ S
A—H—=3BFICHILTH. RXAYTHIY R TAT AV LI SIICTRI MY THRRTIRVEE. 7
SrEBEHLTEATLED,

Quest Authentication Service

FX1>a> bO—5—T0 Quest DERK KRDIE(EIZ. Quest V7 bz 7% Active Directory KXr>1a>
FEO—F—ICAYZX =Ll BRELTWE L. BEEFENMISEN. Active Directory ICOI>Ea—4—F
T M ZERTER L ZHIIRELTVWETD,

LInuXVDAY > VICR XA > aA—H—HOJF>TEBL51295  Linux VDA > THDX v 3 > &L
TRIBEDBHBIERXA2A—F—ICHL T, ROBEZITVED,

1. [Active Directory A —#—r J>YEa—%—] B>V —JLT. BHNOI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,
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2. [Unix 7Ho k] 27%&RLET,
3. [Unixxtis] FT v IRy IREFVICLET,
4, [FZ514<VGIDES] #. EBEORXA>A——JIL—TDFIL—FIDICEKELE T,

i

COFIEF. FXr>a—H#—hA0a>Y—)L. RDP. SSH. Fridzofto!) E— MUBETO NI ZERL
TAOJFYTEBLIICRET 2HEBEALTT,

Linux VDA T® Quest D&k

SELinux ;KUY —ERADOEBE FT74/LbD RHELEETIX. SELinux A=2ICERINTUWES, COER
IC&D. Quest MERT S Unix RXA>VYT Y RDIPCOXAZILICTFH L. RXAryaA—H—0Os+ > %Hh
F£J,

COMBEREET 3 - DEMN LA EIG. SELinux OEMHK T, JL—hka2—4%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD EDICEELET:

SELINUX=disabled
COEBICRID VOBESHIUETT:

reboot
<!--NeedCopy-->

HE:

COREIFEELTHERALTLLEI W, SELinuX RU > —0@EAZEMICLIRICBEEMICT . IL—k
A-HF—zoMOO—-NINI—F—-TH->TH. BRICOVITIINTLESHEMENDBD T,

VAS 7 —E> DM RD&S5IC Kerberos 74 v FOBSHEHEBMICL T, IS Z2HENRH D £9, B (A
T7S5AVA9FY) $ENCTIHELHDFT:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COIXYRICED., BRSO KA (32,400 7)) ICRESNE T, AL, F7v bOT 7 1)L bOBEEARE
TH3 1I0EEEDD 1R AEDET, Fry FOBMBABEDN T SICEVWS X TLTIE. LD/NEWMEZZON
3X—§—LC?&EL§3—O
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PAM & & NSS ik  HDX %, su. ssh. RDP R DZDMOY —EXEN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&1 Questvastoolavw >y R%EMEAL T, Linux ¥ > % Active Directory K X
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. d>E a—4%—% Active Directory R X VICEBMT 3EREF OEBRDOR XA > 1 - =TT,
domain-name (. KX-1>® DNS & (example.com &#¥) T,

RXA YA N=>y FTOFESR  Delivery Controller #EA Y 3 iCid. Windows #7-iZ Linux ICBE#HR <. &
~NT®o VDA ¥ > T Active Directory iCO>Ea—4—FAT2 I FHBETT, Questic&->TEMINT
LInux R YD R XA VICHEET D EEZRRBTBICIF. ROOI Y REFRTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDBRXAVIZBMLTWRERIE. RAXTYVBDIRINET, IOV RAXACVIZEMLTUWAREWEE. UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

14— IR PAM £ER L7 Quest d K X1 ¥ 1—F—ORINTENE 5 HERRBT 5 IciE. LETICHE
AL EHBROVRAA Y A—HF—FHD > bEEALT Linux VDA IO 4> LE T,

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

ROOARYRT, id-u a9y RiICk>TREI N UID ICxisd % Kerberos Big1EHRF v v a7 71 ILHERL S
NiCr=®BLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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RDAT Y BT, Kerberos BRRIEHRE v v aDF4y bHEMT. BHRTNTIIRWS E ZHBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT, By araE&TLED,

exit
<!--NeedCopy-->

RXA>SMOmER%. TFIE4: Linux VDADA Y Z =)Ll IEHFT,

Centrify DirectControl

Windows K X1 >A®&m Centrify DirectControl Agent B'1 > X k= JLETNhTWBIHE. RO LS I
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X1 >IZBIML £7:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X—&Z—|&, I>Ea1—4%—% Active Directory K X VIZBINY 31ERZHFDEED Active Directory
RXA>a1—%—T7, domain-name /S5 X—4—(d. Linux Y>> %BIMT S K X1 > DERITT,

RXA XY N—=2y FOEE  Delivery Controller R 5 iCid. Windows F7z1& Linux ICB8EHR <. T
~RT®O VDA ¥ > T Active Directory iICaA>Ea—4—#47 20 HBRETT, Centrify ic&k DB Nz
Linux Y Y B R XA VICEET B 2RI 3ICIE. ROIY Y FEERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain E1'E%1T%H % Z ¢ . CentrifyDC mode T connected »5Rch 3 v Z#HBLET,
CentrifyDC mode #* starting @ £ £ L WE&IE. Centrify 517> MY —N—C OEGORE. F1:
IBEEOBEHAREL TWVWES,

REFERATDIE. SOEENLGS T LBRCZHBRZIETEI £,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F X F74 Active Directory 5 & U Kerberos f —ER e DiE#ix T A M LE T,

adinfo --test
<!--NeedCopy-->
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RX1BMNOMERE. TFIE4: LinuxVDADA VA b—)L1 ICEAZF T,

SSSD

Kerberos Ot Kerberos #41>X b—JLT3ICIF. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #3312, [etc/krb5.conf Z)L— & LTRSE. NSX—2—%HBELFT,
:

AD1>T75 RS UFvICEIWT Kerberos ##8R L £9. RDZREIF. B—RXA >V, B—T L X+E
TILEFNRELTWET,

[Tibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

ZCcdomain-dns-name/S5 X—4&—ld. DNS R X > & (example.com %¥) TY, REALM . AXF
® Kerberos %1% (EXAMPLE.COM %Y) T,

RXA>Ic8Mg5  SSSD %4 L T. Active Directory % ID 7O/ 4 —& & URIED Kerberos & L TfE
BL%ET, fc7ZL. SSSD Tid. RX1 VBN XTLD keytab 771 ILOEBEBICETZ AD DU S517 > b
MR INTULEREA. P DIC. adcli. realmd. F#ldSambazERTE %Y,

:

Dt a>TlE. adclizSambalcBEd31BMROAFRMELET,
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adcli ZFERAL TR XTI VICBNEE 3!
adclior>x ~—)L:
MBIRNYT—S%A A M=ILLETD,

sudo apt-get 1install adcli
<!--NeedCopy-->

adcli TRXAVIZBMEE3:

REFALTEVWS X T L keytab 77 1 ILEHBRL. RXAIZBMIEES,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user if. RXAVICIYIUEBINT 31EEDHZ R X1 > 21—H—TF, hostname-fqdn . LB R X1 >
BERDISVDEANETY,

-H A+ 7> 3>k adclid’. Linux VDA THE# host/hostname-fqdn@REALM ¥ WS T SPN #£R ¥
BDICHETT,

> 27 LD Keytab ofE:z:

Ubuntu 20.04 > > DB &IF. adcli testjoindT Y RERITLT. RXSVIZBMLTWVWEHE S Hh%E
TARLET,

Ubuntu 18.04 7% Ubuntu 16.04 ¥ > D& sudo klist -ket 92 RZRIFTLT. ¥ XFTLD
keytab 7 7 1 LHBMER TN TVWB C e B L E TS

BEXE—DRALRZVTH, IR XA ICBMLIERRE—RT 2D EFRIELET,
Samba #fEAL TR XTI VICBIMIE3:
NYT—DA VA S=)L:

sudo apt-get install samba krb5-user
<!--NeedCopy-->

Samba D#Enk:

[etc/[samba/smb.conf (i, KERELF T,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM
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client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP (3. REALM OFRHID 7 v —JL RT3, REALM I3AXF D Kerberos Ei#& T9,
Samba TRXAVIZBMIES:

RXA>aAY rO—F—HT7IERAET, AYE1—8—% R X1 VIZBINT 31ER%=1F> Windows 7hHo > +
PUETT,

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZTC. REALM I3AXE®D Kerberos $BIH& T, user i3 Ea—4—% RXA VICBINT 3HEEEZF DR XA
\/j-_-'j-_—C‘?o

SSSD oty b7y MEBNYT—TDA VR M—ILETIFER:
B SSSD BLUHEENY T —I DA Y I b—ILTATVWRWSEE, 1Y XA M—ILLES,

sudo apt-get install sssd
<!--NeedCopy-->

N T—=IHBEICA YA —ILENTVWBIEE. EMI3czE8OLFET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

:

Ubuntu o> X k=)L 7Ot X & 77 4JL kT nsswitch.conf 58L&V PAM O 1> €2 a— )Lz 8F
BICHEE L £9,

SSSD m#ErK SSSD 7 —E > % iRET BH1IC. SSSD BROEENMKRETY, SSSD O—ED/N— 3 > Tla.
|etc/sssd/sssd.conf B 7 7 1 ILIET 7 4L b TIEA VA R=ILENBEWVWED. FEITHERTIHELHD £,
root £ LT [etc/sssd/sssd.conf = {Em 2 h VT, REREL X

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]

id_provider = ad
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access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime is
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
A

[dap_id_mapping & true IZ&RE I 1 576, SSSD BiaH Windows SID % Unix UID IcvvE>Y I L&
¥, BELAWISE. Active Directory ' POSIXERZIRIETI 2L S5ICTHHELNHD FI, PAMF—E
Z (ctxhdx) & ad_gpo_map_remote_interactive BN N % T,

Z ¢ domain-dns-name /X5 X —% —(%. DNS R X1 >& (example.com 7% ¥) T9, REALM I&.
AXZF D Kerberos $83% (EXAMPLE.COM #Y) TY, NetBIOS KX+ > E%EHT 270 DEMHIFHD
Ft Ao

BREEICDOVWTEHLLIE sssd.conf 8L U'sssd-adicBis % man R—SEEBLTLLRLET L,

SSSD F—EX T BT 7 1 ILICFHEESGNDERDADRESN TV ILENHD XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—EOfEE KOOV RZE{TLT. SSSD 7—EVZEHL. Y VORBFICHT—EV 28T
TBLIICLET,
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sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 5 X< > R%ERTLT. [SSS authentication] + 7> 3> [Create home directory on
login] # 7> a3 hBIRENTVWRESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICO>Ea—2—FTJ U FHRETT,

adcli ZERALER XA Y XIYN—2y FORER:
ROARY REZERITLT. AT VERERTLE T,

sudo adcli info domain-dns—name
<!--NeedCopy-->

Samba #EALI R XY XIYN—2w TORERSR:
RDLS5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTWA e 2BELET:

sudo net ads testjoin
<!--NeedCopy-->

BMORXAELVAVE2—2—F T I MERERIET BICIF. ROOAY Y FZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 02 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z L 2R T BICI3.
MOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERARF—DEFATVSEC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERM—rDOIEIEFREAFEDOFICH L TEATESF—D—EHERR
INET, Kerberos Dkinitdv Y EE2ETL. ChBDF—%FEALT. IO YZRX>dY O—-5—IC
LU CERAEL £9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->
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RUVBUERBIIANFETIEETZIHELNHD ET, RILEE () F. PTIICKBBESHMIZH<LHICNY Y
Z25vva (\) TIRT—TI3HERHD 9, BEICK>TIE. DNS RX1r >&H Kerberos Bl - B4R D
£9, LI oT. HPEIEBEFEALET, COOATYRBEINT R . HAOWRRRINEE A,

ROARY RZFERALT IV T7ADY MO TCT AF vyl adhicCezREBLET:

sudo klist
<!--NeedCopy-->

J—H—BEDMEE SSSDF. T—EVTEERGEIZT AT ZAR Y ESIoY -zt LEEA. PAME
HTOATT TETET,

SSSDPAM £ a—ILAELKEBRINTWR e 2RI 3IC13. URICER LA BRVWR X1 >y —4—
ThHoY hEFERLT Linux VDA ICOd A > LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—u—o klist 7> RTRENS Kerberos 74 v FHAELL . BRYNTIZAWVWI L ZREBLET,

L= bra1—H—2 LT fROid-u YV R TRINAUID ICHBTZF 7y bFrvy a7 7 ILHRMERSI N
CrEHBLEY:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi& Gnome Display Manager ICEEOJ A>3, ABEDOTI M ERTTIET, KX VB0
Bk, TFIEA: Linux VDA D1 > Z k=)L) IZEHF T,

PBIS

HBELPBIS Ny 7r—>%40>0-R9%  fil:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 >R b—/LRO U T hZRITHREICTS  fl:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->
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PBIS 1 X b—ILROUT +=2RITTE  Hl:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

Windows R X1 YADEM RKXA>AYbO-5—HA7IEXTAET, AVE21—F2—% RXIVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user . J>Ea1—4—% Active Directory B X1 VIZEBINT 31EREZFOR X1 >1—%—T7F, domain-
name (&, KX >® DNSE (example.com &) T,

#: Bash#F7x)L bl LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RZETLE T,

KXY XN—=2y FORER  Delivery Controller #H 3 3 ICi&. R TH VDA Y>> (Windows & Linux
VDA) T Active Directory ICa>Ea—4—FTJ U bHRETY, PBISIC&>TEMI N Linux v >H
RXAVICHERETDZCCZBRTBICIE. ROOATYV FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAETE. COOX Y RIFREDAD RX1>r OU oEHRZIRLE T, SIMLTVLA
WEEIE. RARBREIIHRRRINE T,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 MR T B ICid. LA
BLECEHHBWRA Y A—HY—FHI Y rEERLT LinuxVDAICOJ A > LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RX>BIMOMERE. TFIE4: Linux VDADA YA =)L) ICEAZF T,
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FE4: LinuxVDAD1> 2 ~—)L
F|E 4a: LinuxVDA Xy yr—>oHo>yO—R

Citrix Virtual Apps and Desktops ' —EZD 4T > O— RXR—=JICBBL £9, @HHR/N— 3 >0 Citrix
Virtual Apps and Desktops #ERB L. Components #2)w o LT, #EAFBOD Linux ¥4 A rJE2—>3>
ICXRE % Linux VDA Ry =S4 o> O0—RLE T,

FIE4b: Linux VDA D-1> X k—JL

RO &SI, Debian Package Manager Z#EMA L T LinuxVDAY 7 bz 721 YA ~—ILLE T,
Ubuntu 20.04 055

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 18.04 084

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 16.04 0355

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 ® Debian kiR F—&:
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-linux >= 2.34

gtk3-nocsd >= 3
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bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 @ Debian fk7zBa%—&:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
Tibxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~

python-requests >= 2.9.1
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libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 @ Debian fk#z@EF—&:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19

x1llvnc>=0.9.13
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python-websockify >= 0.6.1
<!--NeedCopy-->

A

ZON—=23 >0 Linux VDA THHR—bEINTWB Linux T4 A RUEa2—>3> & Xorg d/N—2 3 Vi
DVWTIE T RTLEH) 2SRBLTIET L,

FlE4c: LinuxVDAD7y 75 L—R (7> 3Y)

BHO2N=3 2 LTISRUU—XDSBEDAI VYA M—=ILET v TIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

F)E 4d: Linux VDA O1EH

Ny =204 v X b—JL. ctxsetup.sh 22 1) 7 +%RfTL T, Linux VDA 2RI 28BN B D £, DR
)T EEETSRIICEREZERL. TIRTOREIVR—X VDRI VI R=ILTNTWVWBR I EHERETN
£9, BEICDHLT. WOTHIDRI) S =BEERITLTREZEETIET,

CORIZVTHE. FHTEMICEELARD S, FREEFICEBRLICEZEZERL CEFTRITTI X, 4179
BHIC. ROOAXY REFEALTIDRI VTN T BB LET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BREICEZES5EH RDOLSICLT. BEICEZT3FHERZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BB NEBE (YA ZzBEILT30IC. RIREREZFERALT. By Ty TRIVTETREELRD
FTaVEBETEIET. BEREHEDNIRTEESINTVBR L. RTZUTMMIL>TA—HY—ICBEROANNZEK
HERYE—UHRRINBZEHBLARD, A VA —IVLEBEX I T METEET,

PHR—FINBREZHICIEIRDEL S BHDHHD 7!
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J— Rk %&fERL T
Delivery Controller 2% TE &9, 774 FTRENICREINTLET,

o CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller 0 &RIZFERT 3
Delivery Controller o2& K X+ >%& (FQDN) OZXR—IAXD D—BHRETY, 1 DFIFEHK
DREEBHFR XA VBFRIECNAME T U7X EIBETIHNELHD XY,
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o CTX_XDL_VDA_PORT = port-number - Linux VDA iZ. TCP/IP R—k (F7#JL ~TlER—k 80) %
B L. Delivery Controller ¥i@EL £75

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. ¥ > D2Eh&ICHIaL
F9, TTANLTRYICREINTULETD,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #+—E 2 Tld. v bT—0 %15
BENSATLD I 747 74— ILOBREHFTINTVWEIHBENRH D £9, Linux Virtual Desktop AI.
SRTLDITFATIA—NDORERER—F (F74IETIFR— 5 80 HLUKR— bk 1494) =EHEITHMK
TEET 774N TRYICREINTWVET,

+ CTX_XDL_AD_INTEGRATION=1|2|3|4]|5-Linux VDA (Zi3. Delivery Controller Zxt L TER:E
9578 Kerberos iR ENUETT, Kerberos Bmid. Y XFLICA YA M—ILELVEREFAD
Active Directory &Y —ILHSIBEL T, RISTT. Y R— T TW3B Active Directory S5 AED
56, FATZHLOEEELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro A"t R— kI h % ¥, Thid. s8H%RY
74w o7 TV a oRBUZREICTZ-HDDO—ED GPU 7oL —>3>70 /0T,
HDX3D Pro ##RL7c3/m&. VDAR VDI FRO b7 (2 FILEyoay) E—RBICEEEINEY (D
&b, CTX_XDL_VDI_MODE=Y &%b £7),

« CTX_XDL_VDI_MODE=Y|N-FAF2Y by TEREETIL (VD) £HIFKRAMINBZHEBTRI by
TEREETIDOEESL LTI Y ZBMT 5D ZRELEY, HDX3D ProIRIETIE. COXEHZ Y ICRE
LEF. 774 ETENICERESNTWVETD,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA |&. DNS #fERH L T LDAP H—N\—%Z#&HE L £,
DNS 0BZERZO—HIL Y MCHEIFET 3ICIE. DNSH 1 rRZIEELE T, COTHIE. TTHILELT
X <none> [CHRETNTVET,

o CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -Linux VDA i&. DNS #fE% L T LDAP 4 —/N\—%&H
L*9. DNSH LDAP H—E XL O— RERETETHRVIESIE. LDAP ® FQDN & U LDAP R— kDR
R=ARXTOD—EBHEZIBETEFE I, £ ZiE. adl.mycompany.com:389 £ 40D £¥, ZDEKIZ. T
T AL TIE <none> [ZEEINTUVET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— bk
(f5l: DC=mycompany,DC=com) IZEREIN/ERBERN—XZFEALTLDAP ZBEL 7, i L. BERD
NT =R VRAZRETBHIC. RER—XZIBETITEY (fil: OU=VDI,DC=mycompany,DC=com),
COEHIF. TT A ETIE<none> [CHRESNTVET,
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o CTX_XDL_FAS_LIST= ‘list-fas-servers’ - 757 L —> 3 BiEH—E X (FAS) —/N—ix. AD &
W—=TRIS—IZEDBRINET, LINuXVDAIZAD JIL—TRIS—FHR—FLTLEEA, KD
IS a0 RSN FASH—N—0—E8%ZFERATI XY, O—7 > XRiF. ADJIL—FRI S —TH
ELIEHBDEEILTHZBELNHD £FT, WINHDH—N—T RLIADHEEFEINTWEIESIE. €0TA%
<none> X WS XFFHTEH T H—N—T RLXDIEHFBIFEEL £FH Ao

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Sy bhHY—ER (ctxvda) #HR—+rFT37HDNETCore S> 21 L3111 VA =T B/,
F7 A4 kD /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> TERY 3 GNOME #7-i& MATE
TRy TRIEEERELEF T, EREBELBVFERICTZ . REVDAICA VYA —ILTATWVWBETX
by TIHRERINEY, L. BEMYIM-IIETNTWVWETRY by 7H MATE D563, THEZ
mate ICRETHIHBEHNHD XY,

A
ROFIEERITLT. 2=y bty aryi—H—07RI by SRIBEZEEITZCDHTETET !

1. VDA ® SHOME/<username> >« L 7 ~JIC.xsession7 7L &= EHL£9, T,
username IF1—H4—EL T3,

2. .XSesSSionNT77MILEHRELT. T4 ARIE2a—YavICETVWTTRY by JIBEBEZIEE
LFd,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

CentOS =® GNOME 727 kv 7DizE

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 7100 77 IWN—=voaread—4y bty aryai—H—-cHELET,
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o CTX_XDL_START_SERVICE=Y | N - Linux VDA #B O TEIC Linux VDA H—E XD RT3 LS
ICTBDESIHEIRELET. TIANLTIFYICERETNTVLWE T,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w X> 437DV 7y bR—ko 774
IWEDR—KIET503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ &E9 37 DR—bo 77 A bDR—KF 7502 T
ERS

MOESICL T BIREREREL. BRIV T EERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AV Y RIC-EA T 3 Y ZEBELTEITL. ERTZMLVY TLICRFORBEEHZEL T, RUDITE
LT #!/bin/bash 2R L. FRDIAR Y RHSHRZZTIZAIV TR T 7V EERT R EHEHLET,

Fold ROESIELT 1 DOOARY R TIRTDONIA—RZ—EIBET D ENTEET,
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HREZEDHIE >FUAICE>TE LINUXVDA Ry —2% 704> X —)LLAWT. ctxsetup.sh X2 1)
THC&E o TITONIEREEZHIR T AR BERIBEDHD £,

LTI BHIC. ROOARXYRZFRLTIDORIUT ROANIINTZRERBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFFY BICid:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE:

CODRIVTMZED, IRTOBRT — 2D T—2ZRX—ZXH S5HBREIN. Linux VDA Z#ETEH<AD X
ED

#lOJ ctxsetup.sh LU ctxcleanup.sh X7 ) 7+ Tid. AVV—IILICIS—HAERRIN. BROT T 7
-1 )L [tmp/xdl.configure.log I BIMBEHRNEZ AT E T,

Linux VDA#—EXzBE#H L. EEZRMIEET,

LinuxVDAY 7 bz 7071 Xb—JL LiINUXVDADRA YR R=ILINTVEIHESHERRBLIZD. 1
YAL=LENTWBNY T —ODON=3 Y ERRTBICIE ROAR VY FZRITLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

HFMERTTBICIE. ROV RERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LINUXVDAY 7 bz 7 T7VA YA M=ILICIE. ROOAYVRZEERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

pE

LINnuxVDAY 7 bo 771 YR M—ILT B . BEMIT SN PostgreSQL & LUV DMIDERKT —
AHHBREINET, 772l LinuXVDA D1 > X h—IL&DHEIICEY 7w FE . PostgreSQL /N /ir—
SELUVEFOMDEKEFET B /Ny T —JISHIBRINEE Ao

B b

DU a>TlE. PostgreSQL Y| &ET 2 /Ny 7 —C OHIBRAEICDOWTIFEHBAL TULEE A,

FIJE5: Linux VDA 017

ctxsetup.sh X2 U 7+ #FEBL T LiINUX VDA Z# L7175, ROAY Y REMFAL T Linux VDA ZHIfI L £
ER

Linux VDA 0icEh:

Linux VDAH—EZXZRZE T ZICIE. ROIY Y RERITLET:

sudo systemctl start ctxhdx
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sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA {ELE:
Linux VDA —E ZX%Z{EIET 3 ICid. ROOAT Y RERTLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

P
ctxvdas &tctxhdxty—EX%EIET 5H1IC. service ctxmonitorservice stopadvy
FZzRITLTERYT—EXT—EVZFLELET, CNERTLAVEEG, BERYT—EXTFT—TEVEELLE
T—EXRZHBEEFHLFT,
Linux VDA 0 Ei2#):
Linux VDA 4 —EXZBRE#HT 3 IC1E. ROOAT Y RERITLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA 0IREEDFERR:
Linux VDA 4 —E ZORITREZ R T DICIF. ROIATYV RERITLET,
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE 6: Citrix Virtual Apps %714 Citrix Virtual Desktops T~ > h 207 DIER

R >h20J %R L. Linux VDA X > %ZEBINY 3 FIEIE. 1RO Windows VDA TOFHELMTVETS, C
DRARVZERTTBHEDHBPICOVTHLCIR, X2 Yh2O0J DRI LT TR 2hE0O07DEE] 28R
LTS W,

RDESIC. Linux VDA R 22 B8 > A20O7 DERICIEWS DD 0FlEH % 5 7=, Windows VDA <
VORI VAZOATDERFIEE B2 =0 HD &7

o ARL—=FT A VTP RATLICIF. REBRLET:

- RALTNBHBETRI by TREETILDOHBE. JILFEy>a> 087 Ty
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- VDIERTRI by TRIEETILOBE. 2Tty a>y0SA7oay

e ALY >H4204J T, LinuxVDA <> > Windows VDA Yo Y& BESERWVWTL T,
pE N

Citrix Studio BT O /N—2 3 k. TLINnUXOS) CWH5SHEREHR—FLTWVWEEFATL R £
L. [Windows H—/N\—0S] # 7> 3> Ffld [H—N—0S] #7723 % BERT3E. AEDORILS
NBZEETXI by TREETILHAEBERNIGEREINE T, [Windows T2 hv 7 0S] 7> 3> Ffid
[TRIbYTOS] AT avaEERTZIE, IOV CICBE—O——DEEETILOIBRMIERIRINE
3_0

B b

< >ht Active Directory R X1 U SHBRINIRICBEBMINIEEIE. 20X >EIIYAZOY
DMOHIBRLTHSBEEMNT 2HELHD £,

FIE 7: Citrix Virtual Apps % 7z1& Citrix Virtual Desktops ThD 57U\ =5 IL— T DIER

FUNY—=F I —TF=ER L. LinuxVDAY > >ZEETII A2 O0J%BMY 3 FIEIFE. Windows VDA <> >
DIBELRLEALRLTY . COFRIVZTTTBHFEDHRBICOVWTEL I IFTUNI =T IIL-T DR 25
BLTLREEL,

Linux VDA X > >A2O7 28T TUNY —JI—TZER T 2EEIE. ROBAHHD £7:
¢ BIRTZAD A—H—BLUVYIL—T%, LINuXVDAI > VICOTF VT 3LSICBUICEBR L TH T XY,

s MEETNTLAW (BER) 1—H—0OJF YV ZFALBRVTLETL,
« Windows ¥ > &8I >h200 %27 VN —JIL—TTRESEHVTI LI L,

ROVAZATELIVCTIUNY =TI —TOERBEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
21061 ZBRBL T,

Linux Virtual Delivery Agent for Debian ®r > X ~—)L

December 13,2022

COREOFIBICR > TFHTTI A L—ILTED BEA VA S—IILZERALTEBTTI VA M—ILLTHERTS
DMEBRTIET, BEAVIM—IIRBRBEFNZHNTZREITTELS. FROA VI M—ILEDDBIS—ZRES
TIEHTEFET,

pas
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PEROA VA= TIE BRI VAL DOAEERALET, BFM X b—ILOEMICIE. BRI
—ILZFERALABVTLIET L,

FIE1: Debianfor VDA Z 1> X h—)L§ 3%

FlE 1la: &y b7 —UBRORER

BUTENC R Y F D —J %G L. BUICBR IS Z2E8HLEY,

FIE 1b: KX FBDRHRE
IOVDKRRAMEBHPBERICELSIRESINSG L5129 3121, Jetc/hostname 7 7 1 LZZEBELTIYI VDR b+
BOHETERLEFT,

hostname

FlE 1c: RRMEADIL—FNYITRLIADEDHT
IO YDDNS RXAVBrm2EBHE X128 (FQDN) AELKHREINZ e ZBRBLET. CDRDHITIF.
|etc/hosts 7 7 1 ILDORDITORMD 2 DD L JICFQDN KRR FBHEEND LS ICIREL £
127.0.0.1 hostname-fqdn hostname localhost
1
127.0.0.1 vdaOl.example.com vda®l localhost
771ILADMHOIT> U5, hostname-fqdn £7:i3 hostname (23T 3 DO BRZHIBRL £ 7,
7
Linux VDA I33R7E. NetBIOS 20HID#ETEHYR— L TWVWELEA., LA >T. KRR MRIF 15 XFURT
HBIVENRHD ET,
B>k

a~z, A~Z. 0~9. BLUNT TV (-) DXZOAMEALTLEIV, 724 —X7 (). AR—R, B&
VZDMDESIFFERALBVWTLIETV, RAMREZEHETHIBLIED. N1 T TETLIED LABWTLE
TV, ZdJL—)Li. Delivery Controller 7R 2 b BICHBRAINET,

FIE 1d: "X b RBDORER

ROAVYRT. RAMEHELKRESNTVWAS e BB LET:
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hostname
<!--NeedCopy-->

COOARVRIZE 2T EOIYIVORLEM R X1 >E (FQDN) Tldh<. ZORIMFOAMNRINET,
ROOARY R T, BREHMR XA VBIAELKRESNTVWBR I EBRBLET:

hostname -f
<!--NeedCopy-->

COORVRIZED, ZOIYIVORSEHREXA VAR INET,

FE 1le: WILFF+ X DNS 0EMK

TIAILEDERETTILFFv X~ DNS (IMDNS) WEMTHZ 7D, BHFROGBRICAEENEET ZHEN
HHET,

mMDNS Z#E#iC T 3IC1d. [etc/nsswitch.conf ZEEL T, UT2ETTE2EBELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

Flg 1f: BaiffRe Y —E XBEATREM ORER
ROOARY R T, TRBH R XA VERMRRTEIZ . RXr> Oy O—5—k Delivery Controller n5
ping ICRELNHBD e 2B L £7:

nslookup domain-controller-fqgdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TR XA VEBEBRTIARV, B INS50TIOVTRNDS ping ICIEEN R VIEEIF. FlIEZER

LTHBSRICEATLIET L,

Fig 1g: BZIRAAO#ER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMEZH#IFISICIEEETY, RETY
Y LTLINUXVDAZERZR F§ 2L, RZNRERICADIEEDRET DML BD ET, LA >T UE—
DRALY—EXRZERALTHZIZHIET 28O L EY,
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chrony @1 > X b—)L:

apt-get install chrony
<!--NeedCopy-->

JL—hka—%—r LT [etc/chrony/chrony.conf #/{E&E L. ROLSICE) E— ALY —N—ICHIET Y
—N—IvhrUEEBEMLEY:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

—RHNARIETIE FEIEO—AILRXr>a> bO—5—D5RABLET. KFNTP -l —N—h 5 HiZIZRA
HLEEA. FX1>2DF Active Directory RXA>> rO—F =BT 2 —N—I> cUZEMLET,

IW—=FNw o IP 7RLZA. localhost. XT U woHF—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
DY —N—FFFT—ILIT> ) ZHIBRLET,

TEEREFELTHS. KOOI RT Chrony 7F—E>2BEBL 7!

sudo systemctl restart chrony
<!--NeedCopy-->

Flg1h: Xy r—J01>2 M=)

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

F)E 1i: oldstable UR k1 DIEM

Debian ¥4 AU Ea2—> a3 VICHBEREKEBRGRE I VI —ILT3ICIE. /etc/apt/sources. list7
71 licdeb http://deb.debian.org/debian/ oldstable mainfTziBiIL %7,

FIE2: NTIN—NAHF—DEH

HR—bINBNAN—NAHF—LETRETS > LT LiINUXVDA ZE1T$ 35E. W OHDEEHNKRETT, fF
BIBINAN=—NAHF—DT Sy b T+—LIZEDET. ROEEETVET, RTAZILN—RITTTLinux~<
DrrRTIBEE. EERUGESLHD FEA

Citrix Hypervisor TORZIRHIDIEE

Citrix Hypervisor OB ZIE A EED BEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor OEADN S T LOREZEE L LS TECHFEREADBEIREELF T, AT LORHE M
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O —N—DORHME ORI RONZDZB I FLINUXTF X O T LORED NTP L BT 2 HENDH
DET, COHFA. KA FORLUFRMEENCTIHBENHDEFT, HIM E—RTIE. EEIRIBEHD FHA,

—Z D Linux ¥« X FUEa2—> 3> T Citrix VM Tools B > X b —JL S iR Linux h—RJL%ZE
TLTWBIEE. Citrix Hypervisor ORZIFRRKEENTFET 20 Sh L. Linux RETS VRTEMICHE>TWL
BHhESHEHBTIET !

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC AR > TWB Tcsh, EIMICTBIHEDHD FT,
o 1-BZIEHEEDEMICHE o TVERT, CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSHESHD £H A
B RHIEEN B MIC R > TWBIFEIE. 771LIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEHNL. BEBEBDLRIZETZICIE. [etc/sysctl.conf 77 1 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT D7D, ROELSICLTORATLEBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLFT,

Microsoft Hyper-V TOEZIEEADIEE

Hyper-V Linux i % —E X1 > X =L 3 niz Linux RE< > > TlE. Hyper-V OB ZIEHAEE = ERA L TR
AEFRL=TA VI RTLOEHEZNBATEE T, Y RATLOFHEZ ERGKRETHERTBICIE. NTPH—EX
CEBHICTDHEEZBMICLE Y,
BEARL—T o VIO ATLT, ROBEZITVWET,

1. HyperVxx—Yv—%=zRHEE9,

2. Linux REBTS YORET. [MEY—ER] Z#ERLET,
3. [BAoRHE] MBIRThTWB ezl E Y,
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PN

C DO AEIF VMware & & U Citrix Hypervisor 0B& C IZR%4 0 £9, VMware & & U Citrix Hypervisor
Tid. NTP L DREEZ T B cDHICHRR b ORZIFEZEMICL 9. Hyper-V ORZIFEHAIZ. NTP & #7F
L. NTP oRZF#BZMzT TN TEET,

ESX & £ U ESXi TORZIFIDEE

VMware OBZIRSIS NG M AHE, ENENOERIEHK Linux (BT S > T, NTP XN\ K= A1 F— O
MR LOBMERMLES L5 L AERL ROMENRELET, S RFLOBMLBOY—/\—0BEYL
ORBNEDNZDEH I, & Linux 42 b OS2 7 LOBEA NTP L RET 58BN B0 £3. COHA.
£2 S ORI ENICT ZUBHBD £ T,

VMware Tools #- > X b—JL Lo RBEETHERAEM Linux A—ILERITLTVWBIEEIE. ROBIEEITVWET,

1. vSphere Client 2B %9,

2. Linux RIS > OREERELET,

3. RN >oTONT 1] AATF7ATRYIRT, [FT>av] 27200y I LES,
4. [VMware Tools] Z#IRL 7,

5. [(¥#] Ry IR T, [RAMTF AL ZR] Fzv IRy IREFTICLET,

FE 3: Linux{x2E<>> (VM) %= Windows K X >IZEM

Linux VDA (Z. Linux ¥ > % Active Directory (AD) RXAVIZBMET 2T £ EHAEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREVE T,
F:
LinuxVDAoO—hIL7Ho Y e ADDT7HO Y A TRLA—Y—BEFEATI . Ty a>voiRgick
MIBehHDET,

Samba Winbind

MEBRNYT—2DA VR ~—)L & foldE
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->
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T OREEIC Winbind T—E %A TE 3 L5193 ROAY Y RT. I VEsEIC Winbind ¥—%
UHBIET S LSICHEBRT EIHRENDHD £,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbind X2 U Z7ktnt/etc/init.dich3 e E#RERELE T,

Kerberos Ot JL—k21—t—r L T/etc/krb5.conf #RE. UTERB/ELE T,
pE N

AD1>T7S5 RS UFvICEIWT Kerberos ##BM L £¢. RDBEIF. B—RXA >V B—T#LX+E
TILENRELTWETD,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

Z 2T domain-dns-name /Y5 X—%—|&. DNS R X% (example.com 4 ¥) T9, REALM &, AX
Fo Kerberos 48i5i% (EXAMPLE.COM %) T79,

Winbind :2:E0#Er [etc/samba/smb.conf ZRE. XEZBEL £T,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM
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encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL K TY, REALM I3AXF D Kerberos EiH& T,

nsswitch o#&m [etc/nsswitch.conf B, winbind%XxDFIEMLET:

passwd: systemd winbind
group: systemd winbind

Windows R X1 ADEIM RXAYAY,O-5—A7IEXTET. AVE1—F2—% RXAVIZEBMT3
¥R % £ Active Directory A—4'—7hH 0> FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM I3AXFE®D Kerberos $BIH& T, user iz P a—42—% RXA VBT 3HEREEZZFT DR XA
\/j-_-'jr_—c\-\—a-o

sudo systemctl restart winbind
<!--NeedCopy-->

Winbind ) PAM 0 Xoav > R%XE{TLT. [Winbind NT/Active Directory authentication] =+
7> a>r [Create home directoryonlogin] 7> a3 hBRINhTWBESICLET:

sudo pam-auth-update
<!--NeedCopy-->

B b

TV RXAVICBIMBEADIZEICOHZH. winbindT—EVIEEITZ2E6ITE T,

RXAYXN—=>w FOFER  Delivery Controller #ER ¥ 5 iC1d. Windows F7-1% Linux ICBE#HR <. ¢
~RT®O VDA v > T Active Directory (2> Ea—42—A T 0 FHRBRETY,

RDLS5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTWA e 2 BEL £ 7!
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sudo net ads testjoin
<!--NeedCopy-->

BMORXA>ELIVAVEa—2—FTV I MERERIET BICIF. ROIY Y FZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #md0mER  Linux VDA TERTI 5 & 51 Kerberos AIEL K BRI N TWB Z e 2R T 3 ICI.
ROAIY RIZE 2T Y ZT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSEC
CERRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICTH L TERTESXF—D—EIERR
ThEd, Kerberos Dkinitdv Y REERIFL, ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
L TCRALET:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
RO VRBEEHBIIANFTTIEET ZHENHBD T, RILES §) & YIIICLZBI BRI EHSLDIINY Y
Z25wa () TIXT—TFTB3RENRHDFT, BEICK > Tid. DNS KX >&H Kerberos 4Bl ¥ E4: b
F9, LIcHoT. HIFEEZEFEALET, COOYYRPRINT R . HARKKRTIThEFE A
KOO REZFEBRALT. I 7A9 D TCT Frvy bbb vwiadhi-CexHERBLET:

sudo klist

<!--NeedCopy-->
ROOATY REFERALT. IV THO Y Ol RABTLE T

sudo net ads status
<!--NeedCopy-->

2A—H—RAORRE RDOEL SIS, wbinfo V—ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
CEBERLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXATMVIZFAD RX V& T, Kerberos BIBZ TldH D £ A, bash T ILDBE. Nv IS5y
>aXE (V) iE 312NV IRy aXFRIEELTCIRT—TI3BERHDFd, COOATVRICED.
BN EIIERETRTXA v E—UDRINE T,
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Winbind PAM 22— LAELKBRINTWVWR 2B T 3ICIE. URIICERLEZ ARV RXr>ya—H
—7ho> rEFERLTLiINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:

SSH OY Y REELLCEFTTBICIE. SSH BN TEYICHEL TVWB I #BRBLET,
ROOARYRT, id-u a9y RiICk>TREI N UID ICxisd % Kerberos Big1EHRF v v a7 71 ILHERL S
NicCr=®BLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, 2A—H—d Kerberos BRRBERF v v aDF7y bHAEWT. HRIINTIIBRWVWI C Z2REL F
ER

klist
<!--NeedCopy-->

ROOARVRT, By a>zB&TLETD,
exit
<!--NeedCopy-->
Gnome OV —JLFIFKDE QY YV —IILIZEEOT A>T, AFEOTRAMZRTTEET, RXTUSMND
B, TFIE4A: Linux VDAD1 > Z =)Ll ICEHE T,
[ S
A—H—=3BFICHILTH. RXAYTHIY R TAT AV LI SIICTRI MY THRRTIRVEE. 7
SrEBEHLTEATLED,

Quest Authentication Service

FX1>a> bO—5—T0 Quest DERK KRDIE(EIZ. Quest V7 bz 7% Active Directory KXr>1a>
FEO—F—ICAYZX =Ll BRELTWE L. BEEFENMISEN. Active Directory ICOI>Ea—4—F
T M ZERTER L ZHIIRELTVWETD,

LInuXVDAY > VICR XA > aA—H—HOJF>TEBL51295  Linux VDA > THDX v 3 > &L
TRIBEDBHBIERXA2A—F—ICHL T, ROBEZITVED,

1. [Active Directory A —#—r J>YEa—%—] B>V —JLT. BHNOI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,
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2. [Unix 7Ho k] 27%&RLET,
3. [Unixxtis] FT v IRy IREFVICLET,
4, [FZ514<VGIDES] #. EBEORXA>A——JIL—TDFIL—FIDICEKELE T,

i

COFIEF. FXr>a—H#—hA0a>Y—)L. RDP. SSH. Fridzofto!) E— MUBETO NI ZERL
TAOJFYTEBLIICRET 2HEBEALTT,

Linux VDA T® Quest D&k

SELinux ;KUY —ERADOEBE FT74/LbD RHELEETIX. SELinux A=2ICERINTUWES, COER
IC&D. Quest MERT S Unix RXA>VYT Y RDIPCOXAZILICTFH L. RXAryaA—H—0Os+ > %Hh
F£J,

COMBEREET 3 - DEMN LA EIG. SELinux OEMHK T, JL—hka2—4%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD EDICEELET:

SELINUX=disabled
COEBICRID VOBESHIUETT:

reboot
<!--NeedCopy-->

HE:

COREIFEELTHERALTLLEI W, SELinuX RU > —0@EAZEMICLIRICBEEMICT . IL—k
A-HF—zoMOO—-NINI—F—-TH->TH. BRICOVITIINTLESHEMENDBD T,

VAS 7 —E> DM RD&S5IC Kerberos 74 v FOBSHEHEBMICL T, IS Z2HENRH D £9, B (A
T7S5AVA9FY) $ENCTIHELHDFT:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COIXYRICED., BRSO KA (32,400 7)) ICRESNE T, AL, F7v bOT 7 1)L bOBEEARE
TH3 1I0EEEDD 1R AEDET, Fry FOBMBABEDN T SICEVWS X TLTIE. LD/NEWMEZZON
3X—§—LC?&EL§3—O
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PAM & & NSS ik  HDX %, su. ssh. RDP R DZDMOY —EXEN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&1 Questvastoolavw >y R%EMEAL T, Linux ¥ > % Active Directory K X
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. d>E a—4%—% Active Directory R X VICEBMT 3EREF OEBRDOR XA > 1 - =TT,
domain-name (. KX-1>® DNS & (example.com &#¥) T,

RXA YA N=>y FTOFESR  Delivery Controller #EA Y 3 iCid. Windows #7-iZ Linux ICBE#HR <. &
~NT®o VDA ¥ > T Active Directory iCO>Ea—4—FAT2 I FHBETT, Questic&->TEMINT
LInux R YD R XA VICHEET D EEZRRBTBICIF. ROOI Y REFRTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDBRXAVIZBMLTWRERIE. RAXTYVBDIRINET, IOV RAXACVIZEMLTUWAREWEE. UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

14— IR PAM £ER L7 Quest d K X1 ¥ 1—F—ORINTENE 5 HERRBT 5 IciE. LETICHE
AL EHBROVRAA Y A—HF—FHD > bEEALT Linux VDA IO 4> LE T,

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

ROOARYRT, id-u a9y RiICk>TREI N UID ICxisd % Kerberos Big1EHRF v v a7 71 ILHERL S
NiCr=®BLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 181



Linux Virtual Delivery Agent 2104

RDAT Y BT, Kerberos BRRIEHRE v v aDF4y bHEMT. BHRTNTIIRWS E ZHBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT, By araE&TLED,

exit
<!--NeedCopy-->

RXA>SMOmER%. TFIE4: Linux VDADA Y Z =)Ll IEHFT,

Centrify DirectControl

Windows K X1 >A®&m Centrify DirectControl Agent B'1 > X k= JLETNhTWBIHE. RO LS I
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X1 >IZBIML £7:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X—&Z—|&, I>Ea1—4%—% Active Directory K X VIZBINY 31ERZHFDEED Active Directory
RXA>a1—%—T7, domain-name /S5 X—4—(d. Linux Y>> %BIMT S K X1 > DERITT,

RXA XY N—=2y FOEE  Delivery Controller R 5 iCid. Windows F7z1& Linux ICB8EHR <. T
~RT®O VDA ¥ > T Active Directory iICaA>Ea—4—#47 20 HBRETT, Centrify ic&k DB Nz
Linux Y Y B R XA VICEET B 2RI 3ICIE. ROIY Y FEERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain E1'E%1T%H % Z ¢ . CentrifyDC mode T connected »5Rch 3 v Z#HBLET,
CentrifyDC mode #* starting @ £ £ L WE&IE. Centrify 517> MY —N—C OEGORE. F1:
IBEEOBEHAREL TWVWES,

REFERATDIE. SOEENLGS T LBRCZHBRZIETEI £,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F X F74 Active Directory 5 & U Kerberos f —ER e DiE#ix T A M LE T,

adinfo --test
<!--NeedCopy-->
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RX1BMNOMERE. TFIE4: LinuxVDADA VA b—)L1 ICEAZF T,

SSSD

Kerberos Ot Kerberos #41>X b—JLT3ICIF. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #3312, [etc/krb5.conf Z)L— & LTRSE. NSX—2—%HBELFT,
:

AD1>T75 RS UFvICEIWT Kerberos ##8R L £9. RDZREIF. B—RXA >V, B—T L X+E
TILEFNRELTWET,

[Tibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

ZCcdomain-dns-name/S5 X—4&—ld. DNS R X > & (example.com %¥) TY, REALM . AXF
® Kerberos %1% (EXAMPLE.COM %Y) T,

RXA>Ic8Mg5  SSSD %4 L T. Active Directory % ID 7O/ 4 —& & URIED Kerberos & L TfE
BL%ET, fc7ZL. SSSD Tid. RX1 VBN XTLD keytab 771 ILOEBEBICETZ AD DU S517 > b
MR INTULEREA. P DIC. adcli. realmd. F#ldSambazERTE %Y,

:

Dt a>TlE. adclizSambalcBEd31BMROAFRMELET,
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adcli ZFERAL TR XTI VICBNEE 3!
adclior>x ~—)L:
MBIRNYT—S%A A M=ILLETD,

sudo apt-get 1install adcli
<!--NeedCopy-->

adcli TRXAVIZBMEE3:

REFALTEVWS X T L keytab 77 1 ILEHBRL. RXAIZBMIEES,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user if. RXAVICIYIUEBINT 31EEDHZ R X1 > 21—H—TF, hostname-fqdn . LB R X1 >
BERDISVDEANETY,

-H A+ 7> 3>k adclid’. Linux VDA THE# host/hostname-fqdn@REALM ¥ WS T SPN #£R ¥
BDICHETT,

> 27 LD Keytab ofE:z:

sudo klist -ketavx>rERTLT. PXTLD keytab 7 7 1 LBMERINTWB e 2RRBL £,
BEX—DFALAZYTH. IVUDRXAVIIBMUTRZE—HT 2D =L £7,

Samba ZFEAL TR XTI VIZBMIES:

NT—=IDAV A =)L

sudo apt-get install samba krb5-user
<!--NeedCopy-->

Samba DO#ERK:

|etc/samba/smb.conf #BE. KERELF T,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab
WORKGROUP (3. REALM OR#D 7 1 —JL KT, REALM IZAXF D Kerberos $Bi5i& T9,
Samba TRXAVIZBMIES:

RX1>d>bO—-5—H7IERAET. AVEPa1—2—% KX VIZEBINT 3#ER%2F D> Windows 7Ao > +
HRETT,

sudo net ads join REALM -U user
<!--NeedCopy-->

C CT. REALM 3AXXF D Kerberos $EifZ T, user 3O Ea—8—% F XA VIJEBINY B1ERZRFD R XA
‘/IL—'U'—'C‘TO

SSSD oty b7y MEBNYT—TOA VR M—ILETIIER:
W73 SSSD LUy T —IDNA Y I b—ILTATVWARWSEE, 1Y XA M—ILLED,

sudo apt-get install sssd
<!--NeedCopy-->

NYT=IHBEICA VA =ILTNTWVWB5Aa. BT czs8HLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

F:

Ubuntu o > X b=l 7Ot XiE. T 7 4J)L b TEEWIC nsswitch.conf 5&X U PAM OS> €S 2 —
ILEBRLET,

SSSD m#Erk SSSD 7 —E>%i2E T ZHjIC. SSSD #BROEENMKRETY, SSSD O—FD/N— 3 > Tld.
Jetc[sssd/sssd.conf & 7 71 ILIZT T 4L b TIEA VA b=ILEINEWTH. FEITERTIHENHD £T,
root ¥ LT [etc/sssd/sssd.conf ={E g 2Hh VT, REREL X

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad

auth_provider = krb5
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krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
i

dap_id_mapping i% true IZRE TN 3=, SSSD BEH Windows SID % Unix UID IcxwE>Y I L&
¥, mELAWEE. Active Directory n' POSIX#ERZIRIETI 2L SICTIHELNHD 9, PAMH—E
Z (ctxhdx) (&, ad_gpo_map_remote_interactive IZEBMINE T,

Z 2T domain-dns-name /$5 X —4% —(&. DNS R X >%& (example.com % ¥) TJ, REALM IZ.
AXFD Kerberos 4815& (EXAMPLE.COM % ¥) T9, NetBIOS R X1 > B%E BRI 2D DEHRIEH D
Ft Ao

BHRBEICDOWVWTEEL < I, sssd.conf B&U'sssd-adiCBAd 3 man R—SE#BBLTLREIL,

SSSD F—EX T BT 7 1 ILICFREEGIGNDERDAHNRESN TV IHENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—EVDiLE ROIATY REETLT. SSSD F—EVZEH L. I VORERICHLT—EVEEESHT
EB&L5ICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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PAM #5 XRoI< > R%ERITLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 MBIRENTWBESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller zER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—A TP FHRETT,

adcli ZFERALLE R XA Y AYN—2y TORER:
ROOATY RERITLT. RXAUIERERTLET,

sudo adcli info domain-dns—-name
<!--NeedCopy-->

Samba ZFERA LR XAV AYN—2w TORER:
RDES5IC. Samba @ netads IV RERITLT. IV RAMVICBMLTVWA e 2BELET:

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYHLVAYE2—E—F TP MERZIFET BICIE. ROIAIY Y RZEITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos & D2  Linux VDA TERTZE 3 & 512 Kerberos AEEL K INTWB Z e 2T 3113,
RMOAYY RIZE 2T Y RT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERABF—DEFEFATVSBC
CEMERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBERI—rDOIEFIEFREFEDTICH L TEATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXIYOAY FO—5—IC
3L CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VB EHBIIAXFTIEETISELRHD £9, RILEEE §) 3. PTILCEBBIMIEZHSDICNY Y
25va () TIRT—TTB3HRENRHD 9, BBICK>Tik. DNS KX >&h Kerberos Bl E4 b
9, Lch o T, #dEEREFERLET, COOATYYRDEINTS . BAOERTIINEzEA.

MROARY REFEALT. XY T7AT VRO TCT AF vy ad Nl e z@RLET:
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sudo klist
<!--NeedCopy-->

A —REORB  SSSD . F—EVTHEREET A T B3IV RS YUY —LERHEL I A. PAME
MTOHRT TEET.

SSSD PAM E2 2 —LAELKBHINTVB L ZRBYI B ICiE. URNCERALIEI ARV R XAr > a1—H—
THhoY rEFERELTLiInuXVDA IO A LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—u—o klist 7> RTREINS Kerberos 74 v FAELL . BRYNTIZAWVWI L #HEBLET,

JL—hra—H—2 LT, #R0id-ua<v>Y RTRINFUID ICHRTZF7ry bFvvsad7TIILMER TNz
CrEmHBLEY:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7-I1& Gnome Display Manager ICE#ZEOJ A >33, ABOTAMERITTEIET, XA VBINORE
B&. TFIE4A: Linux VDA DT >R b—ILy ICEHET,

PBIS

MNERZRPBIS Nvr—>4o7>0—-R93  fi:
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 VX b—=ILRXT ) T +%RITHREICT D ffl:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 > X b—ILROUT +=2RITTE  Hl:
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sudo sh pbis-open-8.8.0.506.linux.x86_64.deb.sh
<!--NeedCopy-->

Windows R X1 UADEIM RKXAYAY,O-5—A7IEXTAET. AVE1—F2—% RXAVIZEBMT 3
¥R % £ Active Directory A—4'—7hH oY FHRETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea—%—% Active Directory B X1 VIZEBINT 31EREZFHF DO R X1 >1—%—T7F, domain-
name &, KX-r>®DNSHZ (example.com %#Y) T,

F: Bash#F 74 bzl LTHRET 3 ICIE sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERTLE T,

RXA Y XYN=2y TORR  Delivery Controller zER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory icO>Ea—42—FT Iy bHRBETT, PBISIC& > TEMINT Linux v oH
RAAVICEET S 2RI AICIE. ROOAT VY RZEERITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHARACVICEMLTVREE. COAXYRIFRADAD X122 OU oFEHRZELET. BMLTWVLE
WSS, KRR MBREINVRRINE T,

I—H—REEDFEE PAM Z@ER L7 PBIS O R XA > 1 —H—OFBEENETRENE SO ZFERT B ICid. LUFICHE
BLECEHBWRAS Y I—H—FHU Y ~ERALT LinuxVDAICO A > LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOARYRT, id-u Ov >y RICk>TREI N UID ICxid % Kerberos BigIEHRF v v a7 71 ILHERR S
NicCr=®BLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROARVRT, Ey2ayE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMR%. TFIE4: Linux VDADA YA =)L) ISEHFE T,
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FIE4: LinuxVDA D> X =)L
FlE4a: LinuxVDA Xv i r—S 45 >yO—R

Citrix Virtual Apps and Desktops H —E XD AT > O— RXR—JIZBEIL £9, @R /N—2 3 >0 Citrix
Virtual Apps and Desktops #EB L. Components #2)w o LT, EAFOD Linux ¥ AU E2—>3>
IZxe 3 Linux VDA Rwir—2% 4o >O0—RLET,

FIE4b: Linux VDA D> X k=)L

KD &SI, Debian Package Manager B L T LINnUXVDAY 7 bz 7% A > X b—ILLET,

sudo dpkg -1 xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.7 @ Debian #&k{z/EFE—&:

postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-8-jdk >= 8u252
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~

<!--NeedCopy-->
A
CON—=23>® LINnuX VDA THR—FINTWVS Linux T AU Ea—>3 > Xorg D/N—=23 VI
DVWTHE TP RFLEH] Z28RBLTIRET L,
Flg4c: LinuxVDAD7 v FJL—R (#7F>3Y)

BHD2N=3 2 LTISRUU =D 5BREDA YA =ILET7 v FIL—RTEEY,
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sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

FIE 4d: Linux VDA D5

Nyr—2n4 v X k=)L, ctxsetup.sh 22 1) 7+ %217 L T, Linux VDA 2RI 2 HEBLRBD £, DR
YT hE. TEETSHICEBEEBEREL. SRTOREFEIVR—X VBRI VI F=ILTNTVWB Z A ERIN
F9, BEICDHLT. WOTHIDRII S =BERITLTREZEETIET,

CORIVTF . FHTERICEAZELADL S, FLFFRICHERLICAEZEBLTABTRITTEE I, KT
BEINC. ROAXY RZEALTIORI )T DAL T2 B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BEICEZT3HEE ROLSICLT. BEICEZE T3 FEBRZRTLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BB NEB (YA —ILZzBEILT370IC. BRIREREZFEALT. By Ty TRIUVTETREERD
T aVEBETEIET. BEREHFDNIRTEESINTVBR L, RTZUT ML >TA—HY—ICBEROANNZEK
HERYE—UHRRINBZEHBLAD, A VA —ILLEBEX I T MMETEET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N - Linux VDA Ti&. DNS CNAME L J—R%&ERL T
Delivery Controller 8% TE &9, 774 FTRENICREINTLET,

o CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller D& &ICER T %
Delivery Controller »5E£&8fi K X >& (FQDN) OXR—IAXFO D—BHNBRETY, 1 D7 IFEHK
DREBHER XA VBFRIECNAME T U7X ZIB8ETIHNELHD £T,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b TiZ7/R—k 80) %
M L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E X%, ¥ > DEs&ICRAL
F9, 774N ETRYICERESNTWVET,

+ CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld. ®v b T—0%{F
BRDS AT LT 7A T I 4—ILOEBEHFAINTVWBIHRENH D £9, Linux Virtual Desktop AIc.
SATLDIT AT I A—IINORELRR—F (F7FIETIFR—F 80 HELUR—k 1494) =B THMK
TEET, 77ANETIRYICRETATULET,
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+ CTX_XDL_AD_INTEGRATION=1|2|3|4]|5-Linux VDA iZi%. Delivery Controller iZxt L TER:E
337191 Kerberos BREENBETT, Kerberos i, AT LICA YA M—ILBELUBREHD
Active Directory &Y — LD SIEEL £9, RICTKY. HR— TN TUL3S Active Directory #i& 755D
565 FRTZIHOZIBELET:

1 - Samba Winbind

2 - Quest Authentication Service
3 - Centrify DirectControl

4 -SSSD

5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— rIh % ¥, Thid. 8H%RY
STawoT7FVT— a3 0RBUEREICT BOD—ED GPU 7/ —>3>70./0YTY,
HDX 3D Pro ##R L7355, VDA VDI FRO by (2 JIEyvsay) E—RFRICEBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

« CTX_XDL_VDI_MODE =Y| N-EHFTX7 by 7EREETIL (VD) £HEEIAINBZI3EETII LY
TREETILOEESE LTIV VU EEBHT 2D EZREL T, HDX3D ProIRIBETIZ. COZTEH % Y ICHRE
LEdo T7AILETIENICEREINTVET,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EAHA L T LDAP r—N—%&H L £ 7,
DNS o#%Z=&ER=O—HILY 1 MICHIBRT 51Cid. DNSH1 FREZHEELEF T, COTHIZ. TT7AIL LT
& <none> [CHREINTUVET,

o CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -LinuxVDA i&. DNS ##E= L T LDAP #—/\—% &
L&d. DNSHLDAP H—EZL J—rZEHETITHWVWEEIE. LDAP @ FQDN & &K U LDAP R— kDX
R—IARYOOD—BEZIBETIF £7, o xiE. adl.mycompany.com:389 £ &b ¥, COXEHIF. T
7 #I)L LTI <none> [CRETNTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 > J)L— b+
(ffl: DC=mycompany,DC=com) IZREINIHRBER—XZFEALTLDAPZB&EL 9, 7L BRERD
NTA—RVAZHETBDIC. BEX—IZHBETET T (fI: OU=VDI,DC=mycompany,DC=com),
COEHIE. T T+ ETIE<none> [CREINTWVET,

o CTX_XDL_FAS_LIST= ‘list-fas-servers’ - 75 L —> 3 Bir—E X (FAS) H—/n\—ix. AD &
W—=TRIUS—ICEDERINET, LINnuxVDAIZAD JIL—THRUS—%HR—KLTWLWEHA, KD
I £ a0 RSN FASH—N—0—8%=FERATE £, >—7 > Rid. AD JIL—TFKRU > —TH
ELEHDLBALTHZIBEDNHBD£T, WINHhDH—N—T RFLIABHBEINTWVWBIFEIF. TOTA%Z
<none> X WS XFFTEDHT. Y —N—T RLADIEHFBRFIEZEL FH A,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - s L VW JO—-Hh—T—
vk —ER (ctxvda) #ZHR—+rTB37DHD.NETCore 5> 21 L3 1%Z1>VRAM=ILTB/N R,
F 274 kD /XRIE/usr/bin TE,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> TERY 2 GNOME #7-i% MATE
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FROMY TBIEEIEELE T, THEERELBVWEFICTRE. BEVDAICAI YA M=ILETATWVWETX
by TIHERAINET, 727 L. BEA VI F=ILTNTWVWBETFXY by TH MATE ©i5&13. THER
mate (CERETAHELHD £,

:
ROFIEEETLT. 2=y bty a > a—H4—0FRI MYy TRIBEETEIZCHTIET:

1. VDA ® SHOME/<username> ¥« L - kJ|Z.xsession7 71 )LZEH L £F, T T.
username g1 —4—LT9,

2. .Xsession7 7T I ZHRELT. T4 AMJE2—YaVICEDSVWTTRY by TEEZIEE
LZxd,

For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

CentOS =® GNOME 727 kv FDiHE

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 700 7 7AIN—Zvoarved—rybtEyiaryai—H-cHBFLET,
+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #M D5 T B Linux VDA 4 —E XA BtaT hd & S
ICTBDNESHZEEBELET. T74LFTRYICRESNTWVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w 2> 937DV 7y bR—bo 77+
L EDOR—KIE 7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#I bDR—KF 7502 T
ED

RDESICLT, RIEEHZEREL. BRIV T ZRTLET !
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export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AX Y RIC-EA 7> av%aEELTRITL. FERT3HLVLS TILICBREOREEHZELFT, RMNDITL
LT #!/bin/bash 232 A L. RO ATV RHBARBSIIRIV TN T 7AIILEERTZ 2 EBHLET,

Frldg. RDELSICLT 1 DDOAR Y RTIRTDNSA—F—ZIBET I ENTEFET,
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BREBOHIER >F)AICE&>TE LINuXVDA Ry r—S% 701 X =)L L7%BWVWT. ctxsetup.sh 51
THIE>TITONEREEZHIRT 2 BB RBHEDHD FT,

LTI BENC. ROAR VR EFEALTIDRI ) T RDAILT=ERLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 5(1C13:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.:

CORIVTMZED, IRTOBRT — 2D T—2ZRX—ZXH 5HBREI. Linux VDA Z#ETEH<AD X
ED

#mOsJ ctxsetup.sh LU ctxcleanup.sh X7 ) 7+ Tid. AVV—IILICIS—HMRRIN. BROT T 7
- )L [tmp/xdl.configure.log | BMEHRNEZAEFNE T,

Linux VDA —EXZBEFH L. EEZRMIEET,
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LinuxVDAY 7 bz 70D7 1A b=JL LiINnUXVDADRA Y Z L=ILINTVEIHESHERRBLIZD. 1
VA= ENTVBNYT—CDON=2 a3V ERTTBICIE ROIIXVRZRITLES,

dpkg -1 xendesktopvda
<!--NeedCopy-->

T RTT BRI ROOTYYRZEERITLES,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 h Oz 7ET VA YA M=)LICIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

F:

LInuxVDAY 7 bD 77>V X =)L T3 . BE[IF SN PostgreSQL & & U2 DD T —
AHHBRENET, 7L, LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /Ny /ir—
THELVTOMDEKET B /N7 —JIFHIBRINEE A

b

CDEIa>Tld, PostgreSQL Y| &FET 2/Ny 77— OHIBRAEICDOWTIFFBAL TULEE A,

FIE5: Linux VDA 0317
ctxsetup.sh X7 ) 7~ ZEAL T LINnuUX VDA Z R L5, RO > R%ZMEAL T Linux VDA ZHIfEIL £
ER
Linux VDA 0ieE#):
Linux VDA —EXZRBET BICIE. KOOIV RERITLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0 {=1kE:
Linux VDA —E X %Z{EIET 3 ICid. ROOAT Y RERTLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->
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A
ctxvdas & tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
FRERTLTERYT—EXT—E>ZEFELELET, INEETLAVGE. BRY—EXTFT—EVIFELELE
H—EXZzEEHLFT,
Linux VDA o Ei2g):
Linux VDA 4 —EX = BRE&#HT 3ICid. ROOAT Y RERITLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDRER :
Linux VDA 4 —EXOERITREZ R T ZICIE. ROV FEERITLET,
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE 6: Citrix Virtual Apps % 7z1& Citrix Virtual Desktops T~ > h 207 DIER

oAz %R L. Linux VDA Y > %EBMY 3 FIEIE. KD Windows VDA TOAZECMTWE T, &
DRRAVERTTBHFEDHBICOWVWTELLIF. TV HEZOJDERI &Y X2 2HEO7DER) #81R
LTLETL,
MDESIC, Linux VDAY VEZEI Y V207 DERICIEVWL 2D DFIHL H B -8, Windows VDA v
VORI VAZOTDERFIBE BRZ AP HD £
o ARL—=F a4 VI RTLICIE. REBERLZFT:
- RALINBHEETFRI My TREETILDBRE. WIILFEy> 3> 0SFTFo 3y
- WDIERTRI hy TBREETILDOSRE. 2 JIltyia> 0SS+ 7o gy
e ALV >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEARWVWTLET UL,
pE N
Citrix Studio ® UFIO/N—2 3 > iE. TLINnUXOS) WS R EZHR—FLTWERATL R 27
L. [Windows #—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AHEDRILS

NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TROLwTOS] #7232 %BIRTBHL. IV Y ICICE—1—H—DREETILHBERNISERINE
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[ N
< vht Active Directory R X U SHIBRSIMI-RICBEEBMINISEIE. 20X yEII Y AZ07
HSHIBRLTHSBEEEMT 3HELNHD X7,

FE 7: Citrix Virtual Apps % 7:1& Citrix Virtual Desktops T 7 1) /N1 =5 )L —FDIERK

FUNI=T)I—F%ERL. LiInux VDAY UZ2ETIIrhH2O057%BMT 3 FIEIE. Windows VDA v~
DHBELIFEAERLETY, CORRIETT T BHEDHBICOVWTELLIE TFUNY =T IL—TDER 25
BLTLIESIL,

Linux VDA< >h2n0d# &8 T UNI —JIL—TZ2EHT 315813, ROBHIHHD £ :

e BIRTBAD A—H—BXUVTIL—TF%, LINuUXVDAR S VICOT A>T B3LSICEYICHERLTEIET,
e BMBETNTUVARWL (BER) A—H—0Od 42 LAVWTL TV,
e Windows Yo o ETIoh2O00 T UN) —FI—TTRESEHRVTLIEE L,

IOVAEA7ELCTINY =TI —FOEEFEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
21031 #2BBL T T L,

Linux VDA D&

June 24, 2021
COEITa>TIE WEEDFAE. B, FFTI>a—Tr>J%B L. Linux VDA OBEEIC DV TE#EL <AL £
ER

[ O

OJoR&EICERTNZxdlcollect Bash X2 U 7 id Linux VDA Y 7 ko = 7ICHEE S 1. Jopt/C-

itrix/VDA/bin ICEBES N % §, LinuxVDA%Z+ >R k—)LL7z%. bash /Jopt/Citrix/VDA/bin
/xdlcollect.shav Y rEERFLTOJEZNETETET,

OJNEDRTHE. EMEINOI 774 LULDPRALCTIFNEZ—ICRIV TR LTERTNE T,
xdlcollecth'. EmI =045 7 7 L% Citrix Insight Services (CIS) Ic7v7O—Rd3h%
BRBLEYT. AELHBAE. xdlcollectid7y 7O—RMET LIc&ICUupload_ID ZRL %, 7v 7
O—RLTH, BEBEINZOT 77 0ILIEA—AILIS O SHBREINER A, DI —H—I[%. upload_ID
ZERLTCISIZHZO0 T 71T IEZRTEET,
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NIS o Active Directory ¥ o#i&

November 11,2021

ZOREYITIE SSSD ZERL T, NIS % Linux VDA @ Windows Active Directory (AD) L#&9 35EIC
DWTHBAL £, Linux VDA I£. Citrix Virtual Apps and Desktops @ a>R—% > hEBARENET, TDF:
& Linux VDA (&, Windows AD IRIBICEZICETU DLW TWVET,

AD RO DICNISZ UID & GID 7ANAHA— LTERAY 3ICIF ADENISTA—H—-BNXT—FD
HAEDEDTHT Y MEREZE—ICTBBENHD 9,

pE
NIS =R L7EHED. BEEE AD H—N—IC&DiThNnFEzd, NIS+HIFHR—brIhEzEA. NISEUID &
SUGID Z7ana 44— LTERT 3EE. Windows H—N\—H 50 POSIX BEIFERINEE Ao

[N
g, Linux VDA =BT 252 LTREIEEATHZH. HEDI—XT—ATOHER LTIV,
RHEL/CentOS 7« X b U E 2a—> 3 >DiH&lE. TLinux Virtual Delivery Agent for RHEL/CentOS o

YR R=IL) OERICES>TLIES WV, Ubuntu 71 R U E 12— 3 >0B&IE. TLinux Virtual Delivery
Agent for Ubuntu o1 > X b—JL) DRI TSI L,

SSSD x13d?

SSSD 1> AF LT —E>VTYo SSSD DELRMEEIF. P RTFLICF vy a8 A TS50V R— bR RETZHE
JL—L7—0%BLT UE—MUY—XROBRSLUVRIAD 7 I/ LA 2RMHMTH LT, PAMP NSS E2 2
—IZRELTED, BRMIZIED-BUSR—IDA>Z—T 21 AHHR— LT IRRI—YF—BRICHIET S
FETY, Fleo O—ANA—F—THIY FHERI—F—BREFREIT I LHOBN T —EIR—IAZRHELE
ED

NIS £ AD 0% &

NIS & AD Z#& 9 3 ICId. ROFIEZRTLET:

Linux VDA% NIS 7514 7> b LTEM

KX >ic8imL. Samba R L THX o keytab = 1ER
SSSDoty hT7v

NSS/PAM D#ERL

Kerberos #m 02

I—H—RHEDRER

o kA~ W
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Linux VDA% NIS 251 7> k& LTEEM

NISOSAT7Y hZE#ERLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS KXV ZRELET,

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N— 205147 rDIP 7RL X% [etc/hosts IZBIML £7:
{ NIS server IP address } server.nis.domain nis.domain
authconfigTNIS ##8EL %7

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (3. NISH—/\—D R X1 >& T, server.nis.domain i&. NISH—N—DRIX +ZTHO. NIS
B—N—DIP7RLRIZHTEFET,

NISOH—ERXRZRELE T,
sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DIBEHEL WS & ZHBL £ T,

ypwhich
<!--NeedCopy-->

NISH—NR=D5T7hU Y MERMEBTE AL Z2HRBLE Y,

getent passwd nisaccount
<!--NeedCopy-->

i

nisaccount (. NISH—N—DEEDONIS7HH> T3, UID. GID. "i—LFa LI U, BLUOY
AV ITIDELLEREEINTVWA I ZBRLET,
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KX >ic8iml. Samba ZERA L THEXR LD keytab % {ERg

SSSD Tld. KX UBIMr Y RT7 LD keytab 7 7 1 LOEIRICEAT S AD DU 541 7> MMEREN BRI TUE
BAo COBBEZEBTAICIERDESBHENHD X!

« adcli

» realmd
e Winbind
« Samba

COEITarTiE. Sambalc k37 7O0—FICDOWTOHIKHRAL £§, realmdicoWVWTiE. RHEL £7:1&
CentOS DRYA—DRFa X EBRBLTLEETW, SSSD ## T 380lc. UTOFIBICRS BELHD F
ER

KXo >icsiml. Samba ZEAL THER ~d keytab #1E T 5:

Linux 7214 7> ~T. BHICERINET7 71 IILEERALET,

+ Jetc/krb5.conf
+ Jetc/samba/smb.conf:

Samba & & U Kerberos sBiFRICY S V2B LE T !

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Z ZT. REALM I3AXZF®D Kerberos $Bi5& T. domain (R X1 >®) NetBIOS T,

KDC H—N—8 L UV4EHZEZ DNSR—IXTEBRBRITIZMNENHZ5EIE. RO 2D20A T a>zmdnI< > RIiC
BmMLET:

--enablekrb5kdcdns --enablekrb5realmdns

[etc/[samba/smb.conf #REL T, [Global]l o> a ViR FUEEBMLE T, 7L BINT 3D,
authconfig vV —Lic&>TER TN eI > a > DETY:

kerberos method = secrets and keytab

winbind offline logon = no

Windows R XA VIZBMY BICIE. RXAYOAY bO—F—ICHETIZ L. AVEa—2—Z XA VIZB
N9 2#%ERZHFDAD A—H—TAHT Y FHRETT,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALMIZAXFED Kerberos SBIHE T, useridd>vEa—42—% RXAVICEBINT3EREZFEDORXr>1—¥
_—C‘\j—o
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SSSD oty b7y

SSSD oty b7y FiE. UTOFIETHERINTUVET !

o Linux 23172 oI sssd-ad Xy ir—U B KU sssd-proxy Xw i —S% 4V ZX —=)LLET,

o IETERIFANICHREDEERTVET (sssd.conf 4¥),

o sssd Uy —EXEBBLET,

[etc/sssd/sssd.conf sssd.conf DBREDH (MREICISELC TEMOREETSCENTETET):!

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@

(?P<domain>.+$)) | (A (?P<name>[*@\\]1+)$))

id_provider = proxy
proxy_Llib_name = nis
auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory

domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working

# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD

side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not

available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com r server.ad.example.com %35 $ ZETESIRZ £9,

man pagel] ZBRBLTIZT L,

T7MIDORBES KUV T7 7t X1E% sssd.conf TRELZFT:

2L <&, Tsssd-ad(5) - Linux
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chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

NSS/PAM 1&g

RHEL/CentOS:

authconfig =M L T SSSD #E4%ic L £9. oddjob-mkhomedir #1r > X b—JLLT. TOHR—LF<sL
2 U OYERIEAED® SELINUX ICHRL TWB 2B LE T !

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

[ N

Linux VDA OB E %175 & Fid. SSSD TIL LInuXVDA 75147 > FDIEFRIRBREN RV ZEZELE T,
ctxsetup.sh X2 U 7+ TOZDMOBRAFEZL LTIE. 774 MEZFERALEX Y,

Kerberos & DHE:R

Linux VDA TEATE 3 &L 512 Kerberos AEEL K EINTWVWB 2B I BICIE. KOOIV RICED. &
27 LD keytab 7 7 1 ILBMEREA T keytab 7 7 1 ILICERF—HDEEFNTVWEI L ZRBLET:

sudo klist -ke
<!--NeedCopy-->

COOARRICED, TUVINILBEBERM— DT EFIEFREAEHOEICTH L TERTESXF—D—EILIERR
INFET, Kerberos @ kinit Iv> R%ERFL. ThEDF—%#FALT. IV VERXr>Oy bO—-5—ICxt
LCEREL £ 9:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
RO VB EEHBIIANFTIEET ZHENHBD T, RILES (§) & YTIICLZIBI BRI EHSLDIINY Y
Z25wa () TIRT—TTB3RENRHDFT, BEICK > Tid. DNS KX >&H Kerberos Bl ¥ E4: b
¥9, LA oT. HdEEZEFERLET, COOAITVRDRINTI . BAERTINEF A
ROAT Y RZFERALT. IV T7HI RO TGT Fory by v adnicl e zRBLET:

sudo klist -ke
<!--NeedCopy-->
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I—H —RALDFERR
getent YV RZFAL T, OJAVERADSIYR—FINTVE L. BLUNSSHHEET 2N SHEERL £
EM

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN NS X—=Z—ZRRWERD X1 VB TY, MoOJ7 AP BELRBEIE. £9 getent IT > K%
fERLTHIBLET,
HR—rThTWBOJF U ERITROBED TY !

o« Ayl ARNLOFF>%F: DOMAIN\username
« UPN: username@domain.com
e NetBIOSH 7+ v o XX username@DOMAIN

SSSDPAM EZ a2 — LA ELKBEEINTVE L 2B T 31013 FXM>A—H—THU > b%ERLTLinux
VDAICAT A L&ET, LRI R XA > I —=ThI Y MMIFRAINTLWEEATL .

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

RDOOAT Y RICE > TRE N UID ICX5T % Kerberos ERBHRT v v a7 7MILAMER SN C e 2L
9

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRERF v v aDF 7y FHEYT. HRIINTIIBRWI C 2BEEL £
EX

klist
<!--NeedCopy-->

NERT7 V=23

July 8,2022

Linux VDAN—2 3> 7.13 T, Citrix TY—LL X7 FUr—2 3 V#EEN Y R— FIRODITARTD Linux 735
vk 7 A—LICBINSNE LT COMBEERFERT3DICHINERAL VX M—ILFIBIEFETT,
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B>k

Linux VDA Version 1.4 Tld. 3E>—LLABRBET7 U r—>avety s a>yotaotR— A Citrix
TEMEINhE LT,

Citrix Studio ZF>T7 U —> 3> R ET3

FUN)=TN—THERLTED. BEOTIUNI—=JIIL—ACF7 TV r—a>vzBimMLicbd 3. Linux VDA
WKAYAM=IWLET IV —2 a3 /RT3 e TEEY. Co/OtRIiE. Windows VDA IZ1 >R k—
WLET U= a3 2 BT BEaLABTY, L <& Citrix Virtual Apps and Desktops R+ a2 X >k
(fEAF o Citrix Virtual Apps and Desktops d/N—23>) #BBLTLLET WL,

B>k

FTUNV=TI—TOBHETIE. TUN)—0BEE [TRIOMyTeT7TVr—av] &y (7707
—>av] IZRELF T,

BE:

TFIVr—= 3> 0RBIE LINuXVDAN=2 3> LADBETHR—FINTULWET, L. B—TI A

DTFRYU My TELU 7T DEEIE. LINuXVDA THR—FINTLEFA. COBBICTHULT ZICIE. 7
TVHBELIVTRI My TOBRERICERNDOTIN) —JI—T2ER T3 26E8OHLET,

e

S—LLRAT7 V=3 EFERTSICIE. StoreFront T —LAL X E—RZEMICLABVWTLIEI L, &
—LLRAE—RIFE. TTAILFTEMICE>TWVWET, BEIC TTWIMode=0ff) #5%E L TEMICLTLWBIES

iZ. TTWIMode=0ny ICEETZDTIZHB<. COREZHIRLTILZTV, BIRLBRWESRR. RFFTXY
by T2 TIRVWCEDRHD ET,

HIFREIE

Linux VDA Tid. 1 A0 2A—H—HDELCT IV Tr—>a > OBERORARA VA2V RERBHTI LI TEIEE
Ao

BER] DFEIRE

TIVr—2a  RAEROBRROBEIIRODEED TY !

o FEHDO V1Y RIIEFHR—FINERA. V1 VY RUORBICH—N—RIOERIHRRINZHHD £7,

s Y4V RIUDHBERET IV r—>3vh5FLEa—F3I i@ R— I TULEEA.

o HE. V—LLRAE—RTIBROT« Y RIIX—Iv—%EHR—-—LLTWVET, Mutter, Metacity. &&
Uf Compiz (Ubuntu 16.04), Kwin 8&UZDOMD T 1 ¥ RUIX—Jv—dHR— TN TVWERA. U
AYRIRZ—D =P HR—bFTNTVBE—RICRETNTVE I EZBABLTIRLTL,
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« 8 LibreOffice 7 7V r—> avick > T7Oe2nHEEIN B 728, Citrix Studio ICIZRAICEE L
Db DDHIMRRINE T,

« TDolphiny BREDARINIQIER—RDT IV —2a VIl 2WTUET A IVRRTINBZVWI LHHD
£9, COMBEEMRT BICIE. https://wiki.archlinux.org/title/QtmzsEE A SR L T T L,

s BLICALEY S a VYATETINTWEIRRT IV IT—3 D IRTOERIN—REZUHREILTIL—TIC
FEINET, COMBEEBRTBICIE. FRIN—FREVEFELBVWESICHAIN—OTONT 1 %%
ELFY.

JE—-FPCT7oEX

April 7,2022

i

1JE—k PC 7o i, Citrix Virtual Apps and Desktops DIRRIEEET T, ChiCk D, BBIIREEHL YR
WA T+ R PCICREBAETIYE-— LT IERATEBLSICLET, A—H—DHRPCICTIERTE3HBA.
ERICBEBRINTCDT IV r—>3>, 7—482, UY—RIITIERATEET,

JE—FPCT7VERTIE. REFTRAV by FeT7 IV r—>a3>%fRET 30 R Citrix Virtual Apps and
Desktops AV R—x> bHMERHINET, VE—FPC7IV/EADORBRLEROEHS LU TOERIF. REVY
—XFEED 78 o Citrix Virtual Apps and Desktops D EBICHEAEHS LU TOELI AL TYT, COHi—4
L&D, —BMOHZH—SINIBEBIIARVIVIDPRAINEY, 2—H—(F. Citrix HDX ZEBLTY E—
FAT74XPCEY I3 VERMBIBZL T, REODIA—H—IIVIARVIVIZERTEIFT,

82 L <&, Citrix Virtual Apps and Desktops R axX>bD TJE—FPC 7o) #BRLTLLEIL,

ARER

ROEREEIZ. Linux VDA ICEBDHDTY:

s MIBETS > DHBAE. Linux VDA IZIE3D E—RTOAHEAL £, NVIDIAD K1 N\—DFIRRICK D HDX
3D E—RABHICA->TVWREE. PCOO—AILBEIETSvI 7T AT BEICIFEY3I>DTIT
1 ETAHRFINET, COBERDORTRIE. EFaUT0s LOUIIDAEMLHBD T,

e M Linux I VICiE. o U ey ary 0S a1 7o oh200 #ERBLET,

o Linux ¥ > Tl BEIZ—H—EDYUTIIFERTEIEFLA. BV —-Z0YTEFERTI . 21——
i PCiIcO—AlTOS A LIz EIC. BAOY I VICHEFNICEIDHETENET, CoOJAVICiE. &
BEICLZNESBELHD EFEA. V51T > TN XETEHET S Citrix Workspace 77Uk D, U
E-rPCT70EREYy>a>THAD PC EOT7 IV r—> 3o 5—RIC7 9 ZATEET,
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o A—H—HEICO—AITPCICAZA > LTWVWBES. StoreFront h5 PCZEEFHL LS & T2 EKKL
£9,

o Linux <> >Tid. BBAA TP aVIIMERTE A

1B

LinuxPCtvy > a>#EBETBICIE. RO PCICLiINnuxVDAZA X b—JLL. YE—LPCT7OEREALTD
IoAROTEER L. BEJIL—T2ERLT. 77X ZEBRIZ1I——HT>>hHh20O07RD PC =FH
TIBLSICLET, "DEIS 3> TiE. FIBICDOWTEHLLKEHBALET:

FIE1-x%D PCICLinuxVDA%Z 1> X +—ILT 3

BEA>YZ = L2ERALTLNUXVDAZA YA =T33 EEE8OLET, 12— L
CTX_XDL_VDI_MODEZ#HDEZYICKREL X,

FIE2-UVE—FPCTIEREATOIIAEZOT ZEHRT S

1. CitrixStudio T [w>>h40J] 2EIUvI L. a—brhy bXZa—H5 [X>>hH207 OER]
ZERLE Y,

&8 Citrix Studio
File Action View Help

| 5w  HE

|| Console Root
v & Citrix Studio (site)

O Search

| Maching Cat-inme || Machine Cataloa + | Machine type Allocated machines

£ Delivery Gra Create Machine Catalog Single-session OS (Remate PC Access)
il Application: View N Single-session 05 (Remote PC Access) 1
g Policies Single-session 05 (Remote PC Access) 1
[# Logging Refresh
~ [E2 Configuratic
A Adminis 2
Controllers
=1 Hosting

&% Licensing
3 StoreFront
[ App-V Publishi
0 Zones
~ §§ Citrix StoreFront
3 Stores
Server Group _________________________________________________—— _________________________________________________ ]

Details - RemotePC-suse125

Details | Machines | Delivery Groups | Administraters

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Set to VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. IFLBDIC] R=2T [RN] 20U v o LET,
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tachine Catalog Setup

Studio Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Introduction

Operating Systemn Imporla_nt: The Master Image_ or physical machine that you use to Freate a Cai..alog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-

Machine Management date and that applications are installed.

Master Image i
Before you begin, make sure that you:

Virtual Machines ® |dentify the types of desktops and applications your users need

Computer Accounts ® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

Summary

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ Don't show this again

3. (ARL—=FT 4T RFTL] R=IT [UE—FPCT7IER] ZFRLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 209



Linux Virtual Delivery Agent 2104

tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l | MNext | l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

(FTFvay) RvAEOTEEV ) YO LT BEBRFERITLEY,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF

DIERL] ZBRL £
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,
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Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix Virtual Apps and Desktops #+—E X
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
A
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "\*xcitrix\x"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. 32 >h20JRD&E VM @ BIOS & U NIC T Wake on LAN zB#ICLE T,

E: Wakeon LAN Z28%IC$ 3 5%1E. IO UBHRICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRAT 2HNEERT DI ENTET XD,

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
WRENRHD FY,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EDMER I B &, Studio ICRTINF T, 7L, Studio ATO Z7ONT 1 fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZOMtoUY—2

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e JE—FPCF7oERT7—%FUFvDfl: TCitrix D) E—FPCT7o+ERVa—3 >0 T7LYRAT
—*TUFvlo

ENl

September 5, 2022

CCTE BIRIOARR TSI T RICDWTHBAL T,

1AY=L

Linux VDA Ti&. cups 71 )LZ—k foomatic 71 LZ—DEAIBETT, 7 IILEZ—IFVDALLBIZT VR
F—ILEINET, Ta0ILE2—E. ToAMIE2A—SaVIZEDVWTFHTIVRA ML TEZIECHTEFET, R
BleRLET:

RHEL 7 0155
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sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

1B

Citrix MR 32 N—HILTU>EZ— RS0 /)N—Id 37HF (Postscript. pcl5. pcl6) TF, L. 2=/N—
YTV E—=RSAN—DISATY T o 2—c BfaELBVElRRENRHD £T, COBE. MEin!))—2X
TOM—DF T a>id. ~/.CixlpProfileSCLIENT_NAME R 7 7 1L EHET S5 TLizo N— 3> 1906
BETId. K0 0IC Citrix Studio T [FUYE—RSAN—DOIvEC T ERYE] RUS—%2#EBMT34 7> 3
UHBMEINTVWET,

Citrix Studio T [FUYAZ—RSAN—DIvEVT L EHfM] RUS—%HBRT 3IC1d:
L[FVYE—RIAN-DIvETeElRYE] RUS—ZFRLET,
2. Bl 2oV v o LET,

B IRSAN=R] IZIFATY TV E—DRSAN—BZEANAILET, Linux @it Citrix Workspace 7
TV EERALTVWRIBEIR. RDDICTUYE2—BZNALET,

4. [BE#] Z2=RL. VDADRZFAN=T 71 IUADHEWNIZNALET,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name:  pown
— FX FPS Color Class Driver
| Use defaulty — e *.Deny
(O Allow
¥ Appliestoth O Do not create =
Virtual Delvy ) Create with universal driver only 0S, 7.5
server 05, 71 @) Replace with [fusr/share/ sfilters/Fuji_X 5, 18
Server 05, 7| p usr/share/ppd/cupsfilters/Fuji_Xerox bp 05, 7.12
Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

A
e PPD RSAN=T71ILDIDYR—EINTUVET,
o [TV A—RSAN—DIVvEVITEHRY] RS —DFOMOA T avighR—rIhTLEE
Ao [BHA] OAHHRIRATREICAD £,

ERRR

RETRI MY TELVRET IV r—>a vy OmADSEHRITEE S, V517V MIOT I AL ETIVE—D
&B. LINuXVDA w2 aVICBIDETONEY, TUVE—BIETRI My FeT7FIUS—2a e TRAD X
ERS

« NETRY MY TOBE
CitrixUniversalPrinter:SCLIENT_NAME :dsk$SESSION_ID

s NEATTUTr—>a 0BE
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID
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pE

B—1—Y—HD2BTFXI by TR 7 TV —oa>omAZRVEEEIE. E5507) v E—bty
YAVTERATEET, 207 V=3 ey aVYRATOTRAI Yy T TU2—%ER LR %
T2IERBET RO MY ITOT IV r—o 3> T o2 —%ER LT-EIRIEREL £,

FSTWNSa—Ta2T
ENRITE &0

ENRIACIE L < #BE L A WBE. EIRIT—E > ctxlpmngt & CUPS 7L — LD — 0 %RBL £ T,

BRI 7T—E> ctxlpmngt i3ty > 3>l 7O0EX T £y a ViBZEL TRITINTVIRELNHD F
o MDYV RERFTLT. ERIT—EVHRTRTHZ BB L ET, ctxlpmngt KHEITHTHVEEIZ.
ARV RSA VD SFHT ctxlpmngt ZEF L £ 7,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

ZNTHERINEEEL AWVWEEIE. CUPS 7L —LD— 0 %R LE T, ctxcups —EXE7 ) > 2 —EBIE
Bon. LinuxCUPS 7L —L7—0rBELEFT, CHETI Y ITe0BE—7OXTHH, UTFTOATVRERE
TLTHRTEET:

service ctxcups status
<!--NeedCopy-->

CUPS OJ =N 3 /e DIEIMFIE

CUPS O/ % R&ET 3. UFOIATY RERFLTCUPS Y —EX 771 LEBRLET. BRLALL.
CUPS O%7%* hdx.log TS hEtA:

sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->
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COERIZ. BEFIPRELGRICTE2BERAOJZNETEEDAZENELTVET, COBRICKD
CUPSotFa T HE5NB7c8. BEDOKRRTIZCDERHIEHEED LEE A

ENRIH N DSXF T T B

WIHLTWEWTY Y EZ—RSAN—%2FBALTVWE I N, BHOXFRITORRICAE > TWBEREMENH D £7,
A—H-—rDRSAN—EREERTE 379, ~[.CtxlpProfileSCLIENT_NAME &7 7 1 /L &= 4mEL THE
RTE£d:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername (3. RED IS4 7> MIDBEES 7)) V4 —DEZRMEEINTVWE T —ILRTT, C
NUIHABWMDBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —JLRiE. v TInfcFUrE2—IcdLTOWIThDh 1 DD T«
—JLRLDEMIBRSBRWVTD. ARICIFRETTEFE A

« AZN—HINTVVE—=RSAN=DBIZATY T EZ—=ICHBLTVWRVEES, model=47> 3>
EERALTRATA T TIVE—RSAN—DETINEEBRLET, TUVEZ2—DREDETILEIE. lpinfo
IRV RZFERALTRRTEET:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V.

2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ROESICLT, TV UE—I—HBITBESICETIERETTEY,

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

¢ AZN—HBILTIYE—RFSAN=—DISAT T VEZ—ICH/IELTVWEWVEE. X1 T T FUVE—
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RSAN—DPPD 771 ILONREEEL £Y, ppdpath ofEld. %A F1 T TV YEZ—RSAN=T7
TILDHEIF/INZTT,

fee ziE. ppd RS /N—h/home/tester/NATIVE_PRINTER_DRIVER.ppd 2% 31 &1E. KDL S IC
ANON - I

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MRS Z2AZN—HILTU > EZ—R S N—I&37%4E (Postscript. pcl5. pcle) T, FU>%
—DOFOANTAICBEDVWTRSZAN—DBEEZERTEX T,

feERIE VSAT Y MHBREMES T V02— R 51 N\—DFEEN PCLS TH3HEE. drivertype % x
DESICHEELET:

drivertype=pcl5
<!--NeedCopy-->

HAtr A0
AMoOBED TS Va2 —%H L £, Ffc. CutePDF » PDFCreator B RS > 2 —%FEALTHT. DM
BTV E—RIAN-ICEHETZHDOHES D ZHERL £ T,

BRI a7 95147 b BEFRAIBZ TV EZ—DRSAN—ICE->TERDET, REBEAINATWVLB R
SAN—DBEZRETBZECNEETY, /53172 bDTVEZ—HPCLS RS N—ZFEBLTVBE—5T.
Linux VDA #* PostScript F 51 N—Z#RL TV 3 . BEIEETBHEEHHD ET

T E—RSAN—DOBENELVIZEIE. ROFIRICHE > THEZHELF I,
1. ZRTRI by Ty avicod 4> LEY,
2. vi~/.CtxlpProfileSCLIENT_NAME JI< > RERTLET,
3. ROT 1 —ILRZEMLT. X7—=ILT771)L% Linux VDA IZREFEL 7!

deletespoolfile=no
<!--NeedCopy—-->

4, WoftAOdA 7L THE0OJA Y LELT. BROEEZHHMAAET,

5. R a XY h#ERILTRIEZBERL ZILRINTT 35 k. Jvar/spool/cups-ctx/$logon_user/$spool_file
ICRT=ILT7AIUNDMREINE T,

6. AT—NT7AINDBETHZINESHEHEELET. XTI T71ILOHA XN 0 DHFERF. IhhRERIC
B ET, Citrix HR— MIERIOJ ZREL T A Z 2 XU TSI L,

1. Z7=NLT77AILDHAZIH0 THRWEEIE. 771N EISA 7 MIOAE—LET, XT=ILT 7LD
ABIE. IS5SIT7 Y M BEEATRZ TSI VE—RSAN—DBEICE>TERDET, Yy FThiFUY
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2—D (%171 7) FZ1/N—H PostScript TH335E&. XF—IL 7 7 )L Linux OS TE#EZBE C &
WTIET, RBHMNELVWHERELE T,

RT=INT7AIUH PCLDBE, U 517>k 0S A Windows DIF&IF. RT—ILT7AIL%EDS
A7 MMIOE—=L. BOFTV Y EZ—RIAN-—ZFRALTI/SAT7 Y MIOTU > Z—THRILE7,

8. Ry FENLTIYZ—DRDO TV E—RSAN—%2FERATIELSICEEL £, UTTIE PostScript
I3AT RV EZ—%FC LTERALEY!

a) TUOT47EyoavicQd#a >y LT I9SATFY TR MY T TI SO —2RTET,
b) ENRIBEAR—2IL 2B £T:

localhost:631
<!--NeedCopy-->

c) ¥y Fahi=7FU>4— [CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID] %
BIRL. [TV YEZ—DEE] #0) v o LEFT, COREICIIEEREEERNIVETT,

d) CUPS & CTX Mo#EfizRIsLicE & (4:17] 20V v L. TUYE—RSAN—%2ZBELET,

e) [Make]l 7+ —JLrr [Modell 7+ —JLRT. Citrix UPD RSAN—TIHHRLBID RS N—%&
RLFET, frexid. CUPS-PDF{RET v 2—h+1 VX k=L TWB5EIE. AR CUPS-PDF
T E—=] RSAN—ZERLET, EEERELET,

f) COTOEANERICTET LIBEIF RS1N—DPPD 771 JL/X2%.CtxlpProfile$CLIENT_NAME
TREL. Ny TEINLTI O Z—DRTIERLIEFSAN—ZEATEISL5ICLET,

BER] DFEIRE

Linux VDA TOEIRIICDWT. ROMEHERINTUWET,

CTXPS RS54 N\—H—&D PLC 7Y > &2 —II3G LA

ERIHEADBII THRWERIF. FUYE—RIAN—%, BERISERESNIcRA T T TV E—RIAN=IC
BELTLLIT W,

P A ZDKEBRNEDENRIHEL

O—ALDISATUETIVE—THAXDREBRFaXVMEHBITRE. TORFaAXY MEF—N—CD
BRzN L TEEINE T, BLMESRTIZ. COERICKBIDIDBIELRBHD XY,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux Totvy>a>oEZxAIE Windows 7 RL—F 4 YIS XAFLEIFERDET, LA >T. RTOIL
—H - X TLLEOBMNZZITED £T, RO CUPSHEE 7 7IILEEELT. ChoDBMZEMICTIET:
[etc/cups/cupsd.conf,

RDESIC. BRENTVWBREDRI S —BHAT DT 7AILICRARINTVET,
DefaultPolicy default
RUS—gh default THZHBEIF. ROTET 7L bRUS—D XML 7Oy ZICBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

T71ILOIE—BED T

August 10, 2021

dA—H—iF. Evoa>yeO—ALISAT7bOBTI 7ML IE-LTHMODMNIFZI LTSI ET, COHEER
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IZi&. Citrix Virtual Apps and Desktops 2006 LU # & Uf Windows i+ Citrix Workspace 7 71) 1903 LAp&
PRETY, AE—CDMIFHEEIR. BV Y IXZa—F@dF—FR—R>a—rAy bEFRALZFT,

T7AINEERBICOAE—LTMOMIFBICIE. ROZEZRBL TV

o T7AILDBRAED 20 B I TULEL,
e ERT77AILYAXH 200MB ZE X TLELY,

HR—bEINB TSV LT H—L4

T7AIIOIE— D TR, RDOZEICFERTEET:

« RHEL7.8

« SLES 125

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10

REER S —
T & OMEEDERICEEL o)y TR—RRUS—TF, Uy TR—REUS—IZDWTEL I, TR
S—HH— b —H) EBBLTES W,

¢« USATU NIV TIR—RULZALLT b
e VU TIR—FEREHRE—F
o TIARUBRERE—R

pE o
T7AILDOIE—BED FIFieex ERIC 3 3121k, Citrix Studio T [54 7Y o Uy FR—RUEAL
8] RUS—% [ZIE] ICRELET.

HIFREIE

s TIDMOD BT R—FINhTWVWEEA, 77 MILOYIDEDODERIZOE— L THRDNET,
s RSy IT7YRRrOYTIIYR—FEINTULEEA,
s TALIMIOOAE—R@FEHR-—FIhTWVWEHA,

7 7 )VERIX

April 7,2022
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LInuxXVDA L 547> bTNA ZABD 7 7 A IVEEDN Y R—FINTVET, COMEEIX. 75172 bTNA
ZH HTMLS @ sandbox B HR— 32 Web 7505 —%2RITLTWVWEBEICERTETET, HTMLS @
sandbox B, 21—+ —h" HTML5 @3 % 7z1& Chrome i3 Citrix Workspace 7 7)) # R L TRET X &
Fy TR T FVICTIOERTESRLSICLET,

7

7 7 )LERiEWEEIE HTMLS @i+ & & U Chrome @Al Citrix Workspace 7 71 TERTE £ 95,

RRAT7TIVELUVTRI MYy T2y a YRT. 77 LEREEEEIC K o T LINUXVDA B KT I SA 7> T NA
ZBD T 7AINOT7y TO—RELVCAT O RDARICEDES, T7 1IN EISAT> b7/ XD 5 Linux
VDA IZ7 v 7Aa— R ¥ 3Icik. Citrix Workspace 77U DY — I N—® [FyFO—R] 7oA %o)woL
T. 77 0WEZ47A7h6BHNOT7 7 ILEBERLET, 771I)L% LInuXVDALSISA1 7Y FTFNARICE
TYO—RF3ICE [Fo>0—R] P4 200w o L&Ed, 7y 7O—RELEAIO0-RRIZT71IL%E
BMTEET, —EBICRKI00EO7 7AWV EZEETET XY,

PN

LINUXVDA LV SA T R TNAABTI 7LD T7 Yy TO—RELUVEF T >O— RERTT B2, Citrix
Workspace 77U DY —ILNN—=EBMIC LTI,

T7AINERSYITURROY FTEZN—23 >0 Citrix Workspace 7 7 U R TE £ 95,

BE#4 o >oO—RI37 71 IILEXROIGREEE TS, VDADBRDTNT RICRETA LI IICT 71l ES >0
—RERIEBETEE. 95172 TN RICEBEMICEEINET,

pE N
BEATYO—RTlE [TRIMYTEISAT7YNEADT 7 A IIERZHRI D] LU [TRI MY TH
57700 E2Z o> O0—-R] RUS—% [ ICRETIBENRHD FT,

LTIZEESY UV >O0— ROERFITY:

o JFMIEEHNDTNA RRFICEI Y O—RTBIEE

NERTZXI by FTeWeb 759 —T7FUnty>a>yTWeb o k54 >O—-—RLET 7L
VDADBRDTNARIERET A LI MUICRELT, 9347 T NARICBBNICEETZ A TS
9. BEIFAUVO—RZMEESEBICIE. Web IS5 —DF 74 bOEy 3 >YRETYO-RT o
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LY bU%E BROTNA RUITRFICERE L. HTMLS @it & 7zid Chrome @i Citrix Workspace 7 71U %=
ET925Web 750 —CcO—AILDFA7>O—-RFs LI U EBRELET,

o J7MIEBRDTNA RREFICESFIZFOE—T 3FE

PHRTRI by Ty ayTENDT7 7ML ZERL. V51T bTNAXATERIZLDICETDTN
T1TRFRET A LI MUICBEEIROE-LET,

T 7AIVEREDR) > —

Citrix Studio ZFERAL TI7 7 M VEERV S —ZRETIE I, T 74N MTIE 77 MIILEREIFBHICHE>TL
E

[ Console Root

~ B Citrix Studie (site)
O Search
E Machine Catalogs

£ Delivery Groups

E Applications Policies

[= Policies

# Logging Policies Policy0

~ [F+ Configuration
£ Administrators 1 Polic0 LM&J Settings Lm
Controllers | » Allow file transfer between desktop and client
= Hosting ?  Unfiltered User setting - ICA\File Redirection
e Licensing Prohibited (Default: Allowed)
3 StoreFront b Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)
~ &4 Citrix StoreFront b Upload file to desktop
3 Stores User setting - ICA\File Redirection

Allowed (Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

R > —DERA:
¢ TRUMY T VSATYMEDOT 71 \VEiEE#HFA S 3, Citrix Virtual Apps and Desktops v > 3>
CA—Y—FNAZABTOI—H—ICLB T 71 ILEEEHFATE BT L £ 7,

¢ FRUMYTIHEDT 71 ILOA DO~ K, Citrix Virtual Apps and Desktops v > a>h 51—~
TNAZADA—HY—ILL BT 7AINDOA TV O— REHAIELIFETLE T,

s TRAUMYIADT7AIILOT vy TO— K, A—H—F/\1 ZH 5 Citrix Virtual Apps and Desktops tz v
2IIADIA—H—IILBT7IINDT7y TO—RZHFA£IFESTLET,

E
FTROMYTIDSE 774NN ERADVO—RELVTRI MY AT 7AW E 7y TO—RR)S—ZBMCT
BICIE. TROMY T OSAT MDD T 7 IIVEREZHFAI T 3R ) >—% [FFA]] ICRELE S,

&

HTML5 &7 Citrix Workspace 7 71J T7 7 1 JLERiXIaER AT 5 1CId:
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1. Citrix Studio T. WebSockets #4541 >—% [3FA]] ICREL £,

7] Console Root
v £ Citrix Studio (site)

O Search

Machine Catalogs

£ Delivery Groups

i Applications Policies

[= Policies

Logging Policies

v [ Configuration

£ Administrators 1 Poli0 |
£ Controllers - ¥ Allow file transfer between desktop and client
Haosting 2  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)
[ StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)

} Upload file to desktop
User setting - ICA\File Redirection
St
o Allowed (Default: Allowed)
== P » WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

v 4 Citrix StoreFront

2. Citrix Studio THIRD 7 7 1 LEER ) =057 71 LEEEEMICL T

3. Citrix StoreFront 81>V —JLT [X+7] 22U w o L. [Receiver for Web 1 D &EE] /—
k. [®/Z Receiver for HTMLS % {EA] # /> 3> #:#RL T, Citrix Receiver for HTML5 #&#ic L

3

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Stere Service' through a webpage.
Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

StoreFront Deploy Citrix Receiver
add.. | [ configure... | [ Remove |
For the best user experience, Receiver for Web sites detect Windows and Mac QS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance . -
Deployment option: | Always use Receiver for HTMLS
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service:  http://qzw53-dde. Website Shortcuts

4, RETRI by TERIEWeb 759 —T7 U0ty 3> ZBIBLEY, LINuXVDAL ST TN

AR T L DFIFERD T 71 ILERERITLE T,
Chrome @/ Citrix Workspace 7 7) T7 7 1 JLERIXI&EE R R T B 101!

1. GIROT 7 ANEBRER) S —D ST 7 IINEEEBMICLET,
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2. Chrome 77X k7H'5 Citrix Workspace 77U ANFLF Y,

Chrome 7 71 R—Th 5 Chrome @iy Citrix Workspace 7 77U #BIIEADIBEIE. COFIEEEBEL
x9,

a) Google Chrome o#% v ¥ ZIiZ TCitrix Workspace for Chromes t A\ L 9., BET7 0
V) LET,

b) BRELRT Chrome VT X+ 7AD URLE S v g3k, Citrix Workspace 77U EAFTE
£7,

£~ chrome web store o

@ Citrix Workspace

Cifered by Citrix

* ok 2,056 | Extensions

Qverview Reviews Support Related

@000

c) [Chrome (ZiBfN] #%3%IRL T. Citrix Workspace 7 71J % Google Chrome IZiBIL £ 7,
3. Chrome 771 R"—T Chrome @7 Citrix Workspace 7 7% U w o LT,
4, StoreFront R F 7D URL ZANHIL TEHEL T,
BEICANIBEADBEIFCOFIEZEEL £,

5. RETFRXI by T&EERTTIOEY>a>EZRBLET, LINUXVDAL I SAT7 Y T NRIRETL D&
l3ERDT 7 IIVEEZERITLE T,
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PDF ENf

August 10, 2021

PDF ENRIIC3 S L 7=/ —2 3 > @ Citrix Workspace 7 7 U RT3 & LinuxVDAtv > avhsTifashic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=LA TWVW3O—-HILT>
VICEEINEFT, O—NIIP VT, BRLIEPDFEa—7—%2FEBALTPDFZRAE. BIRLAETUVEZ—T
ERIT2hTEXT,

Linux VDA 1L T /N — 3 > @ Citrix Workspace 7 71 T PDF EIRIZ 7 R— b L %9

« Citrix Receiver for HTML5 /N\—< 5 > 2.4~2.6.9. HTMLS @7 Citrix Workspace 7 71) 1808 Lif&
« Citrix Receiver for Chrome /N\—> 3> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71) 1808 Lif%
« Windows @7 Citrix Workspace 7 1) 1905 Lip&

1B

PDF ENmIaEICxH IS L 7= Citrix Workspace 7 71 &R L. Citrix Studio TUUTFORU > —2BMICL £7:

c USATIURNTIIRZ—DIEAA LY (F7AILETER)
e PDF 2=N—H)LT ) >2—%=BEER TS (F7 #JL FTER)

NSDORVS—DEMCHE->TWVWBREE, EBISh Yy a>T [HR] 2oUwo33c. O—AlLI>>
DERTLE2—ICRREN. TUVE—EBIRTIET, 774N TV E—DRFEICDOVWTEEL < IE. Citrix
Workspace 77U D RFa XY FEBRBRLTIEIT WL,

TZ2714vIDEK

November 27, 2023
C CTlE. LinuxVDA DY ST 4w I DEBREBERAREICDOVWTHBLET,

HLLIE TO9RXTLEHS] LU T4 VR F—ILOHE] #B8BL TSIV,

101
Thinwire i%. Linux VDA THERINTVWET1 XA ILAUE—rFTo/OJTY, COTY/OC%FERTB L.
HBBEILVTERSNIT STy oD BERRY bT7—0Z &AL T, BOIYI VICEESN. RRSNET,

[FEICETAI—T v I =ERT2] 5374y IRIUS—TR T72INbDIZTavIE—REREL. &
FIERI-RT—RIW/LTROA T a3 v =RBLET:
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o [AIRETHNIEER]. CORENT 7FIETT, BMDEBRIIBEHD FtHA. COREERIFIDI LI
& D FTARTO Citrix #%: T Thinwire BEIRE N, TRU by 7O—RPBRT—IO0—RT. R5—3EU
T1. WEE. BLUVBNEBEEDRT. BRICKRBELKINET,

o [EESEICER] HIC3D IS5 710 v o %R ZATBERT. Thinwire #&Em H.264 713 H.265 % &
ALTERELT. I—Y—IIXRRUIVACEERONEZREV LT,

s BEETOT 1 TICEBE], Thinwire 07477« 7RR7T7/0Yd 88 (ET4. 3DA>E—>3
V) Z#HAL. BEIBK BEOTFSTDA H.264 ZFRLET, 771 v I DEMIC H.264 574 11—
Ty O EBRNICER §52 21k D, HDXThinwire ikEFA VT oY REYD H264 ESFAI—F v
ZERALT, SARICEH INZEBEOTFSPZHRHLTCIVO—RIZeHTEET, gHbEEHE (JPEG.
RLE) tEw by FFvvirJid. TFIAMNCPEEERREZECEEORED OFH T SHSFEHIN
£9, AI—H—ld. BHFHEBETHOHNS. BERXTI I MCEREEGEESEDELREOEVETA I
VFUVERETIET, COMEEEEMICTIICIE. RUP—RED [EBICETAHI—T v I %ERT 3]
Z. [AIEETHNEER] (TT7AIE) Fhld [TOT70 TICEWNTZEL] IHRELE T, LK 1075
Ta4v DRI —FE] ZBRLTIETL,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROB[ERTRI S —RERE. WODDOMDER) S —REIF. T RATLAVE—FDNT =T XZHBE
TRLDICERTEEXT,

o« BRI ST 4w ADBLEBRE
o A= v kT L—LE

o RrmE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 233


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html
https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html

Linux Virtual Delivery Agent 2104

Thinwire T [2/FEHIERE] IC H.264 ZER

T7AIW LT [(RERE] RUSP—RED [RERIMERE] REDL. BEICH L TIE JPEG TIZ%< H.264 i
BHhFL

H264 T>1—7« YU TRRENTCEEMEEINE T, [EBICETAI—TvIZERTE] RUP—IC&D. &

BE (F74IME [FIEETHIUIER]) PRI NET, IRFERIZERE] TJIPEG HMERHINS L 558!
T3 [ESMICETAO—Tvo%ERTZ] RUS—% [E743—FTvo%ZFERLAEWV] ICRELET. 7
S 7> kT Selective H.264 it R— TN TLWARWEE. IRERHIMERE] 1ZRU > —REICEEL < JPEG
ICBRD £9, Citrix Receiver for Windows 4.9~4.12. Citrix Receiver for Linux 13.5~13.10. Windows @i+
Citrix Workspace 7 71) 1808 Lif%. Linux a7+ Citrix Workspace 77 71 1808 Lif& T Selective H.264 hi+
R—brOhZEd, [RTRE] &0 [ERICETAI—TvI2ERTE] ORUD—REICDOVWTEHELCIE TR
HERTOR)S—8EL & VI3 T714v IR —FE] ZBBLTIET WL,

H.265 E 74 1—Fv 70U R—+

7.18 UJ—2h5, LinuxVDAlE. VE— RIS T4 v IRETADN—RI 77025 —>a3>TH.265€E
FAI—=FvoEHYR—FLTWVWET, DAL, Citrix Receiver for Windows 4.10~4.12 & & t* Windows
@i+ Citrix Workspace 7 71 1808 LI THERATE £9, COWEELXFIAT 3ICIE. Linux VDA ovZ517> bk
OEBTEMILET, V517D GPUNRDXVAA > E—T 1 R%FEATS H265 71— RaEHR—KLT
WAEWEE. 5704y IRUS—REDH.265 71— RIFEHRIN, EvPavidH264 EFAI—T v I DfE
BIZRDET, 32L& TH265 E7 4Ty O0—F0 01 #8RBRLTLIEIW,

VDATH265N\—RFI T 7I>YO—FEBHICTBICIE:

L ETAD—FTYvIIEN—RITFPIVI—Ta VI %FERALET] RUP—2BHICLEFT,

2. BD@EB7—U 00— RFORENK] RUS—ZBMLET,

. EMBICETAI—T v I ERTE] RUS—DBTF I ETHZ . £ [BESEICHER] ICRES
NTWBZrzHRBLET,

4. [REmE] RUP—H [RERIZERE] £k [BICEBX] CRETNTVWAWI L EBRLET,

I2A4T7 YR TH25N— RO T7IVA—FT a0 ZBMITBICIE TH265 EFA T O—7 271 =88R
LTLETL,

YUV444 Y J bz 7Ty A—FT 4 T DHR—+

Linux VDA IZYUV444 Y I b oz 7Ty —T 1 0% R—rLET, YUVI> O—FT1 I RXF—Lid. B3
IrBOTMADEEZEEIILICEIDYTET, YUV TId. TVl (3BBZ T &7id NEE) &, TUV) IEBEIE T%
Bl E%ZRLEJ, Linux VDA @ Z D##gelE. Citrix Receiver for Windows 4.10~4.12 & £ v Windows @7
Citrix Workspace 77 71) 1808 LI CTERATIT 7,
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ZEEDY. U VEERSEY FELIFINA FDT—EZTEBRINTUVET, YUVAMU T—2ERIE 1 ETEILH
D24y bEERELET, YUVA22 74K 2 LT U B VEZHE L., FHEREEREIZ 16 By
METEILIZED F9. UTOXRIE. YUV444 £ YUVA20 DEBRBIAEEER TY,

YUV444 YUV420

L RV, N FYRE S R
L L

VDATYUV444 Y T b7 TV A—T 4 T ZBMCTBICIF:

1L [ERICETAI—Tvo=®AT3] RIS—N [EELEICER] ICRESTNTVS I zBRBLET,
2. [RrmE] RUS—H [BICEEK] 703 BAERIIERE] CRESTNTVBVWIEZERBLET,

FHEREICESVTHIL Y FL— EB%T 3

HDX3DProN—Roz7IT>a—F 1 »IH Citrix TIRRI M. FEHBEHEICESVWTEYE Y fL— 2B T
EEIE

HDX3DPro N—R Iz 7T >a—F 4 > 7 = EBFDBE. VDANRRY D — U ERBEZMGNICHE TS, B
BOWEBICESIVWTIVYIA—RINEIL—LOEY L —F2ABTIEd, COHLWVIKEETIZ. SIS
SHETDNSUREFABRTEIANZILEZRELET,

COWEEIFT 7AW TEMIR>TVET, BWCTBICIF. ROOATY VY RZRTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

COBWERLITTAL UTOOY Y REZRTIBZCTHHPAILBOSNTONT VI ERHETET 7,
AverageBitRatePercent & & U MaxBitRatePercent /X5 X —4—(3. HHBFERADEEEREL £T. RE
LIERRZIWVEE 570 v I DOEATHRALLEBESHTIMMETL XY, HELZTEEHEHIL 50~100 T,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force
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<!--NeedCopy-->

THEY FL— AT, BE I RLEREBOES. TLLWIL—LDREINZ ARV RFOT L —LIF
ERBEREDOZETY, HBASTOTR-ITIR. BHOTL—LZREMETHEHEL. I<ICXETSZIETIOD
BIREICHIG L £ 9,

Linux VDA Thinwire THR— TN TWB RS —E TR TRI—BIOVTE. TRUS—HR—r—%] 258
BLTLIET L,

Linux VDA TORILFEZH—HR— FOBRIC DOV T L < Id. CTX220128%Z 8B L T2,

cSIdWNSa—Fa>T
ERPDT ST v I E— ROMESR
ROAR YR ZERITLT, FHEINTWVWE I ST v I E—FZRABLEY 0ETW+Z, 1 32EBEETAI—T

vOEBKLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

RONBICEMLIERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode'"-d "Ox00000000"--force

FERATD H.264 ORE:R
H.264 "MEASR THBZ BT RHIC. ROAYY REEFTLET O REATNTLAWVWI %, 1I13ER
FTHBeEEBE®RLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

ROABICEMLIBERIENEINET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

FERAFD H.265 DFE:R

2EHEH265 MEARTH B ZHBITBHIC. ROOATVRZRFTLET O FFEAThTL AL EZE, 1
BERAFTHEZ L zBHKLET):
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

RORBICEMLIBERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

YUV IV O—F 7 VI RF—LHMERFRTHZHE S H ORER

YW I O—FTa VI RF—LHERFTHZ I EMEBITRLHIC. XOATY RERITLET (01 YUV420,
113YUV422, 213YUV444 #8kL £9):

FETAI-FTYIONMERROBEDH. YUVFormat OEICERN B £,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->
ROABICEMLIERNHAINE T

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000000"--force

FERAFPOYUV444 Y J Oz 7T O—T« VT DORER

YUV444 Y 7 bz 7T A—T4 Y IDMERFTHZ e ZBBIBZ=HIC. ROOATY RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 MERFDIZE. RORBICEMLICERNENINE T !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000002"--force

3DProm/\— ROz 7IT>aA—FT 1 VIDERPTHZIHE S HDORER

MROAXY RERFTFTLET (0RFERAIATVAVIEEZ. 1 3ERPTHE I ZRBHEKLET):
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

RORBICEMLIBERDPEATNET,

create -k "HKLM\Software\Citrix\Ica\Session\1l\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

CNBSMCD nvidia-smi O Y REFERTZAEDRHDET, N— R 7IYA—FT 1 VI DMERRDIEEIL.
ROARBICEMULERPENSNET:

Tue Apr 12 10:42:03 2016

e Tt +
| NVIDIA-SMI 361.28 Driver Version: 361.28
| eseeesessssseessesss et o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%

Default |
e e e +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
| e e e e e e e e s Y
[ 0 2164 C+G /usr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |

o +

<!--NeedCopy-->

NVIDIAGRID /574w I RSAN—BELLA VA =ILTNTWVB Z & DRER

NVIDIAGRID 4574w RRSAN—DELLA YR F=ILTNTWBR I ZHERT 3IC1E. nvidia-smi ==
TLET, RORBICEMLIERIENINE T,
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o +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60O Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 156W | 19MiB / 8191MiB | %

Default |
Tt o o +
sttt et it L T e T +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

<!--NeedCopy-->
ROARY RT. A—RICBYGHERZRELFT!
etc/X11l/ctx-nvidia.sh
HDX 3D Pro Y/ FE=Z4#—TOBHEDRKE

T3ARVEZE-RSboEE TEREOMENREL TVW3I5EIE. NVIDIAGRID St > XA FAERIETH S
CrEBEBLTIREL,

Xorg DITS5—OJZHRBY 3

Xorg dO4 7 7 JLi%. Xorg.{DISPLAY}.log IC$EIA L 7-B&iT [varf/log] 7+ /LE4—RIZHD £7,
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BRI DR & HIFREIE
vGPU <. Citrix Hypervisor oO0—A)L >V —JLICICATRY by 7Dty 3 vEEIRTFEINS

ERER: ROOATY RZETLT REAYS>OO—-HAILVGA OV —ILEEHICLET:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIAK2 /57 1 v o A—RIZ. NRZIL—F—RFTYUV444 N\— R Iz 7TV -T2 T HR—F LAV

RUD—HRET [RERIZRRE] 2BMICTde. - —DNVIDIAK2 > T7rvoh—RzERALTTTY
T=2avERERTRI by TRy 3 ERABLIEEEIC. BEEFRERBOEBERNRTINET., COMER.
NVIDIAK2 9574w A—EBNZZRN—F—RTYUW444 N— RO 7IT>A—FTa VT2 R—rLABWVC
ERRATEELEY, FLLIE TETFIT>I-FELUVTI-FOGPUHR—-FT ) v T2 258 LTL
2EL,

Gnome3 FXU MYy FORY 7w IHOTF VEICEL RS

Zhid Gnome3 FRU by Dty 3V BEIRREOIEEENFIE TS,

—Z8D OpenGL 5 &0 WebGL 7 71) r—2 3 >h. Citrix Workspace 77U« > RoDH 1 XEERFICHE
ISR I AL

Citrix Workspace 77U DU« Y ROH A X% EET 3. BEROBREGEHDEZEINET, NVIDIAOMB RS
N=IZEDABREN—PBEEIND =D, TNICRLCLFIRDAT TV IT—> a3 VIROSNBZFELHD £7,
fr 213 WebGL 5175 UEZO lightgl.js Ik > T TRendering to this texture 1is not
supported (incomplete frame buffer); tWSIS—XvtE—UHERINBZCHBDF
ER

Thinwire o704 L v J7RE

April 7,2022

BEHBECEHEBEDOESA TR, tv>avor 23074 TEMETIBAIBEENHBD 9, & RIS
2Mbps FEOHFFHBOES £ 7213 200 S UM ZBR 2 BENRET 2#FL TIE. Web =02 o7O0—-)LHEL
BolehD. [BELBD D FREICKESTEDTEIEDHDET, F—KR—FPIVIDRENIT ST v oD
ERICBWID BV EDHBD X,
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N=23> 11T &TR. By aryzRETREICRET 5. FRBEREZMRS (6EY FELIZ8EY IS
Ta4vY) RETBILT, RUS—REZEAL THFEABEEZERTEI X LT EL. BUVERGIRETH S C
EEIA—HF—PH>TVIBRELNH D £ L7z HDX Thinwire Tid. v b7 —J OREICESVTEHNBERO S
HeHMICHABIZCRRHBDFEFLEATLT .

N— 3> 7.18 LU TIE. FRAATRELRSEEN 2Mbps # FRI%. £fldxy b7 —JBEN 200 S UR%EEBZ 3
. HDXThinwire 377 4L b TFOYL Yy TEHRE—RICYIDBEDLD T, COE—RTIF:

s IRTOBLERISKBICERINET,
s TXFRLORENMETFLE T,

fcezid 7O Ly TERE- DB BRRDIS T4 v ITIE XFFLellEVWT—T1 770 hH'HD.
AA—TPRARECEFETINTVET, COT7TO-FICLD. BHBHEDNKBICBREIN,. BRETFIMELD
RRICRETE, Evoarvorra3 07« TP ALELETS,

Features

Tyl a v eDBEMELTRE. SULIEERPTFIMDRRLICO v—FIIBD HUN BRI EDET, X
iERDT ST 4w I T XFILBEDT =T 770 bH B B>THEDH, BENTORETRTIINTLE T,

Features

BEROBAE. FYALICTOVIBRUTOS y—FHULET, TFIXLDIHFE. BLXOXFRPEBO—HHIS v—FK
LEY. Pv—THOTOCIRBHI L —LICOc>TITONET, CORFEICED, B—OXREIHIv—THTL
—LICKBELEZORL T,

BREESR (ETA) & 727574 TR R F/1E Selective H.264 TEBIEIN/FF T,
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JOJLvSJE—-ROENE
T7 N ETIE [®RrmE] RUD—8ED Bl [F] (F74I0). £E UR] oFs. 7oLy TE—
RIZX 2 NTIRRET T,
7O07L vy TE—RIE. ROBEISEEINICA T EHINAEW) ICBED T,

o [RmmE] A [BICHEBX] £ RENIIERE] TH3

o [BALT T T v RDEBRBRE] B BEY ] THS

e [EMICETAOI—Tyvo2ERT 3] H [EESFICER] (2EED H.264 AEELWES) TH3
7O Ly ST E—RDBRENARETHZHBE. T 7 AL FTIIROVWTNHDIKRRICK > TEMICED £9,

o fEATTREAHIHEN 2 Mbps Z FEI>TW3
o Ry bT—UEEN 200 S URE EESTWVS

E-FOYIDBIADRELLERIZ. BURY FT—IORRADPBEENTH>TH, ZOE— FHRM 10 WEMSGEIH
9,

7O7L vy TE-ROBEOEE

7OJL Yy T E—ROBEZZTETZICIE. ROOATV RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

value IZIFRDEZ AN L& T

0=%RA47 (WHEBZHBETHEALBEVTETWV)

1=88 (Ry bT—TRE. TTIFIMEICEDWTA YA TZYIDEZSB)
2= EEA >

BEIE—F (1) OBE ROIAYYROVWTNAZETLT. 7OJL Yy TE—RIMIDEBEDZ L EWVMEZEET
REXR
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value iZid Kbps BID L EWME (F7 4L+ =2,048) ZANALEY

5): HiEEH 4Mbps 2 FEZ . 7OV Ly TE—ROBFVICYIDEDD Y
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value ICIZFS UMBEMDOLIWME (74 F=200) #EANAOLET

Bl: =y hT—TEEN 100 S UBETREIZ . AT LY TE—RDBFUICTIDEDD £,

GRID LSbd 3D U571 v

March 11,2024

e

Linux VDA T NVIDIAGRID 3D 71— K721 TA& <. GRID U@ 3D h— RBHR— T3 & SICHEEDIERI N
Ll

TR =)

GRID b 3D IS5 71 v o ADMHEE= AT BICIE. UTZ2RTIILENHD XY !

e FilEKMH e LT XDamage Z1 >R h—JLL £, BF. XDamage (& XServer OiisRigaE: L TFEEL T
WEd,

o LinuxVDA %1 > X b—=ILg3BEaIE. CTX_XDL_HDX_3D_PRO%ZYIC:REL 9. REZTHICOWT
i&. TFIE4: Runtime EnvironmentZty b7y 7L TA YA —ILZTRET T3] ZBBL TSI,

19
Xorg oM 7 71l

CERAD 3D A= R EFSAN=DNVIDIA Di5E. BT 7 ILIZEFBTY YA M—IILELUVRESNE T,

oTEED 3D H—F

CEAD 3D A—R RS N—MNVIDIA LM DIBEIE. /etc/X11/ICA YA =ILEThTW3 407> 7L
— MBI 7 7N EEETIZHELRHD £,

« ctx-driver_name-1.conf
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+ ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

ctx-driver_name-1.conf #ffllx L TERLENS. UTOFIBICK-TTF>FL—bER I 7L EEELF
EN
1. driver_name . REORSAN—FTEIRITILEIW,
freziE. RIanN—attinteloBEd. BT 7rILlE8%Zzctx-intel-1.confICEETEZXT,
2. EFFRSAN—ERZEMLET,

BFTL— BT 71 ILICIE, TDevicel L WS ERIDEIS 3 VAHD. AXYEFTFIRINATVET,
COEI2avTIRd ETARSAN—ERZLRLET, ETA RS N—BERZEMT DHIC. COEY
avEEMILET, COtI>avEEMICTRICE:

a) HETASIRMTINTVWSE 3D hA—RACM REZSBLTUERBREERLET. 1T IBH T 71
WEERTEET, LInuXVDAICA Y > a v FERALTVWAWVWE S, RA T TBRI7 71 ILEE
BLT. O—ANLRIET3D A—FHBERIRETH D e EHBRBLEF T,

b) X157« 7 71)LdD [Devicel] £ 3> % ctx-driver_name-l.conf icJF—L 7,

3. ROOAY Y RERITLT. FIEL TRELLER 7 71 ILE% Linux VDA BRBRETER L SICLYAMUF
—ZRELEFT,
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_Sz" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

GRID 9D 3D 57 ¢ w O BEZBRICT 3
GRID Wb 3D 57 1w VHEEIET 7 )L F TEITT, RO K% XE{TL T XDamageEnabled % 1 ic
HRETDI L TEMITITET,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

A e Rl 274
T2371 v IHADBVWHXFHRITT S

O—ALT3ID 75— ERTTE IRTZEYICHEELTWVWRDIZT T 71 v IHAODBWE FIZREA
BThHhdrddc. REIZNITY, /opt/Citrix/VDA/bin/setlog %M L T GFX_X11 % verbose IC:&E 7 %
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CETTNYTRICAL—BHRENELET,

N=RIxT7ITVOA—FT4 VT HHEEL L

COBBEETIRY 7Y T7IV -T2 DHEFR—FLTVET,

RS — DR

April 7,2022

1AY=L

Linux VDA OEFIZOWTIEA YA R=ILD FEY IZBEB LTI,

I3EZESIE

Linux VDA XY 75— DA Y X h—ILENC. ROKEFRFEEA VXA —ILLET,

RHEL/CentOS:

sudo yum -y install
sudo yum -y install
sudo yum -y install

sudo yum -y install
<!--NeedCopy-->

SLES/SELD:

sudo zypper install
sudo zypper install
sudo zypper install

sudo zypper install
<!--NeedCopy-->

Ubuntu:

openldap
libxml2
cyrus-sasl

cyrus-sasl-gssapi

openldap2
Libxml2
cyrus-sas'l

cyrus-sasl-gssapi

sudo apt-get install -y libldap-2.4-2
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sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->

WAL
Citrix Studio R > —38BF

Citrix Studio ®R U > —RFREIF. ROBEZITVET,

1. Citrix Studio #B= %7,

2. [RUS—=] NI ZBIRLES,

3. [(RUS—offpl] #0Uv o L&Y,

4. TRUS—HR—b—E] IB>TRUS—ZRELE T,

VDA T® LDAP —N\—DHE

Linux VDA T®D LDAP H—N\—DRBRTEIFE. BE— R X1V DRIBETIINEBTIEHD FEHAD. BHRXIVELUVE
BIA LA NDRIBTIINETY, cNHDIRIET LDAP BZFE RT3 ICIE. KU > —H—E XIZ LDAP t—/N—
DRENMBETT,
Linux VDA —S D14 > X b—JL&IC. ROAY >V RERITLET,
/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FTARTOLDAP —N—%, #RINZHRXTHS LDAP DB K X1 & (FQDN) & & LDAP R—t+d
ZAR—ZAXTIH D—E (l: adl.mycompany.com:389 ad2.mycomany.com:389) TAAL £,

LDAP servers, however if DNS is unable to

»>f LDAP Fully Qualified Domain Names (FODNs

f at least one LDAP server. [<none>]: |

7o, ctxreg AV UV REEITLT. COREZL DRI MIICHEETAL LD TIFT:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->
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RS — 5K~ h—8

April 7,2022

Linux VDA RU > —HR—~—&

Studio KU > —

7347 ~0O—

F—H [ 2

UselLocalTimeOfClieat—+—

EPa-I

ICA\Z 1 LY — 4l

T AL ME

P—N—DRA LY

ANEALY—2% il —>=FERT3

FHET3

ICA F1EHIE IcaRoundTripCheckEnabtéd — 4% — ICAA\TY Ra—%— FHi (1)
EZH2UVY

ICA FEAIZE R IcaRoundTripCheckPariod 2 —4%— ICATYka—H— 15
EZHUVY

7 RILESD ICA  IcaRoundTripCheckWihetddle- % — ICA\TY Ra—%— #3(0)

FHEAE EZHRUVY

vy arveEog  LimitOverallBw a—H— ICA\F = 0

Kigig

F—F1F)41L  LimitAudioBw a—4— ICA\B 1S 0

7~ ORAXHEHE

(Kbps)

F—=FaoF)H1L  LimitAudioBwPercentt—4'— ICA\& 1S 0

7 b OBRKFEE

(%)

USB #1224 LimitUSBBw a—4— ICA\FiZ = 0

1LU bDRKHE

1]

USBFN1RUA LimitUSBBwPercent 21— — ICA\B 1S 0

1L ~OEEIE

(%)

o)y FiR—rU4  LimitClipbdBW d—4— ICA\®# 1R 0

1LY bORKEHE

& (Kbps)

oy FR—KRUA  LimitClipbdBWPercemt—1'— ICA\F 11 0

1LU bDRKHE

& (%)
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Studio R > —

Z7AINIZALLY
k ORATEHIE
(Kbps)
TZ71ILIRALY
~omATIEE (%)
T E—UAALL
7 L ORAXTEE
(Kbps)

T a—UA1L
7~ ORKXFEE
(%)

WebSocket &4t

WebSocket R—
&=
WebSocket 548>
Nn3EGTT — /N —
—B

ICA Keep-Alive

ICA Keep-Alive #
1LTY k
ICAYRF—R—h
DES

HDX 7477« 7
FZ>Y2R—k
v arvEEOR
K

BiEg Ul oFBL
NI
tyyarvEEOR
RHOR—+ES
Ty a3 EEOR
FORALTI
9347 ~DOBE)
B

OSATY =T
1 FVEALY b

S e

LimitCdmBw d—4—

LimitCdmBwPercentz—+—

LimitPrinterBw a—H—

LimitPrinterBwPercent—1—

AcceptWebSocketsCannéttiony —

WebSocketsPort aAvEa—4—

WSTrustedOriginServeekista — 4 —

SendICAKeepAlives J>Ea1—%—

ICAKeepAliveTimeouti v E 2 —% —
IcaListenerPortNumber £ a2 —4%—
HDXoverUDP AYEa—%—
AcceptSessionReliabitity€onneztions
ReconnectionUiTransparencylevel
SessionReliabilityPori > 2 —%—
SessionReliabilityTineowt 2 — % —

AllowAutoClientReconredt—

AllowAudioRedirection—14—

Ea-L

ICA\F 118

ICA\%: 1518

ICA\F i 1E

ICA\F i 1E

ICA\WebSockets
ICA\WebSockets

ICA\WebSockets

ICA Keep-Alive

ICA Keep-Alive

ICA

ICA

ICA\ty>avER
DIRFF
ICAZS17> kD
SEE
ICA\tv> 3 >E®
DIRFF
ICA\tv>a>vER
DIRFF
ICA\YS17> kD
B EnE4T
F—TaF

FI7FILME

s
8008

ICA Keep-Alive X
wt— (0) X
L7A&w

60 #

1494

Bk (2)

# (1)

80%

2598

180 #

(1)

#77 (1)
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Studio R > —

9SAT NI
A=) LT
PDFa=nN—%)~7
> a—%aEER
EXA)
A2l SR A
—DOXYvEYJEEH
g2l

II3AT7RT )y
TR—RULEALY
~

247>k~ USB
TNARIEA LY
~
25147~ USB
TRARUEALY
~ARAY

Bhim £/

IV SBELE

FRETIRMTL—
L

=7y hTL—L4
E34

FRNmE
ERicET4a—7
v OEERTS
EF# a-7voIc
N—RYz7I>3
—Ta I %ERL
E3C)
HERERBR O EHE
ZERT 3

S e

AllowPrinterRedir a1—#—

AutoCreatePDFPrinter —+—

DriverMappinglList 1——

AllowClipboardRedirz—'—
AllowUSBRedir

2—4—

USBDeviceRules a—4—

Ea-L

Nl

Nl

ENRl

o)y FhR—FK

uSB

USB

MovinglmageCompressigh€onfiguration Thinwire

ExtraColorCompressima-#'—

TargetedMinimumFramesPerSecond

FramesPerSecond I1—#—

VisualQuality a—H—

VideoCodec a—4—

UseHardwareEncodimgFdrideoCodec

AllowVisuallyLosslessCemfipression

Thinwire

Thinwire

Thinwire

Thinwire

Thinwire

Thinwire

Thinwire

FI7FILME

%77 (1)

239 (0)

"Microsoft
XPS Document
Writer x,
Deny;Send to
Microsoft

OneNote x,

Deny"
AT (1)

“\077

B (1)
=5 (0)
10fps

30fps

= (3)

BRSNS AER
33 (3)
B3 (1)

=39 (0)
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Studio R > —

3D EfgTU—o0O—
K ORE W
BRI ZT1vD
Z2DBEERE
B8

D3ATRIAY
DEALD~
RAtvIa ¥
Eil:STm b o S P
R
Controller o B}
EHEEMCTS
1)y TR— RER
BHE—F
T34 < ERER
E—FK

Speex RAME
D247 MRZA
TICEBEST S
U547 MR
XRS17
75472 MIBERE
FKS17
747> MIZO
wyE—RZ17
IS4 T7 > MRy
FDO—ORS0T
I2A4T72RSA
JUEAILY b+
ISAT7Y MRS
1T \DFHAHEDE
B7otX
F—R—ROBEEE

~

*—%

e

OptimizeFor3dWorkloaet —

PreferredColorDeptha—#—

SoundQuality

2—4—

AllowMicrophoneRedir——

MaximumNumberOfSesditins- 2 —

ConcurrentLogonsToterarice— % —

EnableAutoUpdateOftortrotters—

ClipboardSelectionUpdateMode

PrimarySelectionUpdatetilode

MaxSpeexQuality

AutoConnectDrives

AllowCdromDrives

AllowFixedDrives

AllowFloppyDrives

a—t—
a1——

24—

1—H—

2—H—

AllowNetworkDrives 21— —

AllowDriveRedir

2—4—

ReadOnlyMappedDrise—'—

AllowAutoKeyboardPoplp—

Ea-L

Thinwire

Thinwire

BEEE
AEEE

Virtual Delivery
Agent 7€
Iy TR—R

oYy FR—R

FT—Ta%
TrFANIEALLY
~/CDM
TrANIEALY
+/CDM
TFANLIEALLY
+/CDM
TrFANIEALLY
~/CDM
TrANIEALY
+/CDM
Tr7ANLIEALLY
+/CDM
TrANIEALLY
~/CDM

MRVC

FI7FILME

=39 (0)

24y hETEIL

FT—7T41

PRI (1)

AT (1)

#77 (1)

PRI (1)

=39 (0)

=39 (0)
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Studio R > —

TRIMYTET S
17> DT 71
IWERZEFAI T
TR MY TH5T
FIINEAT >V O—
N
TRIRYIIZT 7
1IE7yFO—R
twyarr7IRIL
BAI—
twyarr7IRIL
24 I— DR
v a>a2a
<—

v a>a2a
< — D PR

E:

*—%

AllowFileTransfer

B

3—HF—

AllowFileDownload 1—#%—

AllowFileUpload

24—

EnableSessionldleTimert—

SessionldleTimerintenvaty —

EnableSessionDiscormectFmer

SessionDisconnectTimerferiod

Ea-L

7 71 IVER%

7 71 IVER%

771 IE%E

tyrarrIv—

tyarvEAIT—

tyigaraAIY—

vy garaAIv—

FI7FILME

e

el

el

B3 (1)

1,440 %

239 (0)

1,440 4

Windows Virtual Delivery Agent (VDA) ®&#h'. User Datagram Protocol (UDP) TO % —7F 1 ##x

EEHR—FLTWET, Linux VDA TIFHR—FINTULEEA,

(UDP) TOA—FT 1A UTINEZALESYIR—r] ZHBLTLETL,

Citrix RU > —REZFEA L T, CitrixStudio oty > a ViEHI Y —2BRTIT£7:

7L <I&. TUser Datagram Protocol

e By aruTARILEZAY— A RIREDEY Y a VICEESIREZERTINESHERELE T,
e LWl ayTARILEZAT—DORIR: 71 RILREDOEY S 3V ORBSIRERELET, Ty a>y7aR
WEZAI—=H [BW] ICB>TWTC, PIVT0 7Bty a R EINERBRERNICI——ANT%E2ZELE

h o T=Ha.

v aviIgEnE g,

o Pty a A7 — S hicty s a VICHEGIRZERTEDESHZRELE T,
o ity arZAY—O/R: Yichicty a0l 3733 ETORBERELE T,

CORIS—REDVWITINANZEET ZI5HI1F. BIRSATREN—BELTVWE I ZRIBLTILEEL,

T4 RIVREDE Y 3 Y OFHIREEIRBTI . BEEXvE—IJHRRINET, fle LT UTFORI)—>
23y hEZBLTIRETL, [OK] ##87r, EEXvtE—JREBLEIN tyoaveaE7o570JICRDOIL
B3TEFEFEHA,. By arvaET7IT1 JIRDICIE. PARILEZAR—Z2 Uty b T3HDI—F—ANNHKBET

¥o
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Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

RoRY =&, Citrix Studio N—=3> 712 LIBETHERTI 7,

+ MaxSpeexQuality
fid (%0 : [0~10]
TIAINME: 5
EEZ
A—FT4AVAAL YT, BENRELIIBEDBE. A —T 1747 —2% Speex TT>YI—RLEY (B
BOR)S—%58H), Speex IS5 HE2HS501—FTvITHD. A\NIEEESOREEBEICLTERLET,
ZOMOBFTEI—T VI LBV, BELEY FL—FDONF U REFETEEY, Speex DT> OA—F 1 >4
7Ot FEACDFE. 05 10 DEFORE/NS X —4—THIHL 7, MEIFEWVEE. Ev L
—rbE<AEDET,
Speex mAREIZ. &mED Speex MEZBER L (EERECHHEHIRICE > TAH—T+FT7—2%2IT >0
—RLET (A—FToFVLEAL Y bBLCTHBFIROR ) > —58), BERELNFOZE. T>1—4—
RBREBHE-—FO. SOBVWHYTILL—MIBDFET, BEREINMBOHBE. T I1—4—EHE—F
T. DBV TILL—RMIARDET, AL Speex RETH., E—REEYML—FIERDFT, &5
@ Speex @EIF. UTOEMGE/LIRADMETT,

- MEH Speex RAREMUT
- Ev bL— O EEHERRULT

RERE: FE. A—FT1 A VL1 LY bOERKEEIE

« PrimarySelectionUpdateMode
& (F1%): [[0,1,2,3]]
TIAILMME: 3
=2
TIATUBERIE. T—4ZERL. YIROPRRRZVEFBLTHMD T2 BEICERAINET,
CDFEIF. LINUXVDATOFSATUBROEELN I SA TV bDI Uy FR—RTEHRINZIHDESH
EHELET (FEOBEBLEAK . EICIE. ROA4D20FT>a>hHDFT:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BIROEFEIRZISAT7YFTHRIALTHERINEEA
Linux VDA TO 7 AR UBRDEEICEL > T V317 LDV Uy FR—RIZEHINEE A
ISATYRDOTSARIVBROEEICELD. LinuxVDA DY Uy FR—ROAEFHRINZZEHD F
Ao

- RAMEROEEIZIISAT7 Y FTEHRTNEEA
Linux VDA TOFSARUBROEBICL > T, 95047V EDI Uy TR—RIFEHFINFE A
ISAT7DTSAIEROEEIZEL D, LinuxVDA DY) w TR—RHAEFHINET,

- VA7V NEROEEIFRR S TEHRINIEA
Linux VDA TO IS4 UVBROEEICEL > T V51TV M EDI Uy TR—RHBEHINET, ¥
SATY DT AT )BEROEEICELD, LinuxVDA DI Uy T R—RHABHINZ CidHD £
Ao

- BROXEIF. 51TV ERANOBATERINET
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Linux VDA TO 74T VBEROEEICEL > T, 517

DOy TR—

SATURDTSAREROEBICED. Linux VDA Do) w FR—
IV TFIAIMETY,
BEESRE: 7y TR—R&EREHE—R

« ClipboardSelectionUpdateMode

e

(51%)

FI7 4L ME

i

1)y TiR—
1)y FR—

Microsoft Windows &% U v FiR—

ZDR)>—IF. Linux VDA TD o) w FR—

[[0, 1,2, 3]]

KIBGEICERALET,
RIR{EICRE
RBEROLZEN I 1T

NESHZEFBLEY (EDHBEHER) . BEICIE. RDA4D2DF T3> hHbET:!

)y FiR—

YhDoU Yy TR—

FHEFINET, U
FHEHEINET, DA T

FERIE. W<ODDTFT—FZBIRL. a—bAy bXZa—0 TOE—] ZBRITZAL.
RICTOE—1 $3 ¢ zBATHICE RERIFZ. EIC

BELTEASIN. 750 UEBRIE Linux B DERIETY,
FTEHINS

Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

| Selection changes are updated on both client and host =

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection ch anges are not updated to host

Virtu changs are updated on both dlient and hast O5, 7.1 Desktop 05, 7.5 Server
08, % T el Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,7 9 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server OF, 7.14 Desktop OS5, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS5, 1808 Desktop OS5, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

3

ted only

Select

lancel

o IR

- BIROLTEIZISAT
Linux VDA TD o w FR—

YETHRIAPTHERINEEA

FEROEZEEICE>T. 953472 DY)y TFR—

FiFEFfEIhEE
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Ao V34TV rDI Uy TR-RFBROEEICED. LINuXVDADZ Yy TR—REAEHINZ L
iEHOEHEA

- RZAMEROEERFISA 7Y FTEHINEEA
LinuxVDATO oIV w TR—RBROEEICE>T. 9517V bEDI Uy FR—RBERIhEE
Ao VAT DY)y TR—REROEEICED. LinuXVDA DY Uy FR—RHAEHINE T,

- U547V MEROZEIF. RAMTEHINEEA
LinuxVDATO o )y FHR— RBIROEBICL > T 54TV M EDI Uy TR—RHEBHINF
T VATV DIy TR—RBIROEEICLD. LinuxVDA DT ) v ITR—RABIHINZZ L
IFHHEEA

- BIROTE. V717V MR MOEAETEHRINET
Linux VDA T o Uy 7HR—REROEEICL 2T 9547 bEDI Uy ITR—RHBEHINE
o VATV DIy TR—RBIROEFEICLD., LinuxVDAD I Uy T R—RHBEHINET,
AT a v T I FILMETY,

BERTE: TSIV BRIREHRE—NR
:
Linux VDA Tld. 20w TR—RBRE 754 VBEROEADHR— b INTVET, LinuxVDA o510

7Y rEOAE—E L VD MITOBEZFIE T BICIE. 7V Y TR—FEREME-—RFC TSI VERE
ME-—FOEAZRCEICRET S L ZHE#OLET,

IPV6 D&M

November 11,2021

Linux VDA Tli&. Citrix Virtual Apps and Desktops IC IPv6 # A TE £, COEERFRAT I Ik XD
AISFRLTLES W,

o FaTIRRYIIRIET. IPV6 ABARBICEMICE > TLWAWEE. IPVABMERINE Y,
o IPVAIRIET IPV6 #EMICT B . Linux VDA I3t#EEL £t Ao

BE.
o Linux VDA 213 TlEH <. %y hT—0BE2ED IPV6 THEIHELNHD £,

+ Centrify TIdE 27 IPV6 #H7R— L TULEE A

LinuxVDAZ - > Z ~k—=JLLTWBBE. IPVv6 ORRIGEY b7y TR XIRBBESHD £t A
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Linux VDA T IPv6 %17 3

Linux VDA oMz ZE 9 3HiIC. WETIPV6 %y bT—2 T LINuX REY S VA MEEL TV 2R T M E
DRHDET, IPv6 DEEICEIET 2 2 DDLU F—HDHDFT,

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration % 1 (238 L T. Linux VDA TIPv6 #B#ICL £7:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IZEB#B O Xy b7 —0 1> 2—T 214 A0 H 3K A, ControllerRegistrationlPv6Netmask T
Linux VDA ERICER T3y b T—0A4 Y Z—T 11 A%IEETIT XY
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }

" ——force
<!--NeedCopy-->

{IPv6 netmask} zEEDx v b<Y X (2000::/64 HY) ICBSMWZFT,

Citrix Virtual Apps and Desktops T® IPv6 BRICDWTEEL < &, TIPv4/IPv6 support) 28RBL TS
LYo

cZTINoa—FTa>D

BARD IPV6 % b —VBIEZF v LTH S, pingb =EA L TAD &0 Delivery Controller iciETE
BB LET,

Citrix h X4<T—T O ZARYIT>YR@EFOY 5L (CEIP) DR

June 24, 2021

CEIPi2B8mMd 3. ERDOHH LUERRRBERD. Citrix SROBESLIUN T +—I >V XZALIEZEH
TEEINET, COBZT—20IE—E. LDORED DMEMICHITT S7-0IC Google Analytics (GA) I£H
EEINET,
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T74IETiE. I—H—Id Linux VDA O > X b—)LEFIC CEIP ICEEITEML 9, LinuxVDAD1 > X h—
IDSBLETHEIC. YIET—27y7O—-RATThNET, COTITAIMRERFILIAMITEETETEY,

+ CEIPSwitch

CEIP ZBRELIFEMCTEILSAMIERE (74 KF0):
$£BFF: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zai1: CEIPSwitch

BOT—%: 1=, 0=F#
KisEDHZE. CEIP ZEMTY,

9347 ETROOATY RZRTLTCEIP ZEMICTES &7

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch
GAZBMELIZEMITEILIIMIERE (F74ILME0):
1£Fr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
#Zui: GASwitch
fEDTF—%: 1=#%. 0=58%
FIEEDHE. GAIFEMTT,
34T ETROOIR Y RZRITLTGAZEMICTEEY !

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
F—AK&EIINR (T 7+ k&/var/xdl/ceip) =HIET 3L IR NURE:
%BFf: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zni: DataPersistPath
fEDT—%: XF5

ROARVRZRITLTCDNRZERETEE T,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"

<!--NeedCopy-->

B LANZIDEFEELEWLTIEIATERWEE, T—2RB T 74 ENARICRESNE T,

Linux VDA h' 5 iR hfz CEIP 7—%

ROKRTIF. NESNZEBOBROBEOHZENLET. T—FTE. BEREZHRET S IXRTOFHAIEFN

FtA

F—SRA b

I O—-NIL—E#HF

ADV)a—>3ay

Linux A—=xILON— 3>

LVDAN—=2 3>

LVDA OE#F E o3RO > X b
=

LVDA D1 > X b—IL A%

HDX 3D Pro B’ &zH &5 H

VDI E— RO EHLDLESH

SRTLOOT—I

LVDA F—# —E X DOHFiEIF RS

i

GPU #&Esa
CPU O7

*—%

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type

cpu_cores

A

T—RDORETDOI S > ZHA

ITVDRAAVBMARERYS T
F R bXXFF
ROVDA—RIWN—=3>zRT
TEZSXFT

1Y =)LEINTLS Linux VDA
DON—=2a>&ERTTHFRXXF,
IRED Linux VDA X r—high
HAVRAM=ILTHZ2ODEHTH
20h 2R TFRIXFY

WED Linux VDA Xy ir—oh
MCS. PVS, 81> =)L, &
TEFEFHI X =ILOVWT RO T
ATYRAM=LEINEDZERTTER
kXX F51

<> > T HDX3D Pro BAEh S5
HERTTFRXFY

VDI E— RO BERHE S D ZERT T
F R EXFF
coXR>>oOT—)IZRITFR
kXX F51

dd-hh:mm:ss fz=X (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E X nHiCEEEhEE
&

<> >® GPU ofEsE

Y2 >D CPU 78z B
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F—gRA b

CPU k%K

MEXEIVTFAX

EFmcnfictyia#

Linux OS o&Zris LUN—C gy

ttyiarx—

Y —XDEHE

TOT1 Ty a VB

v 3 VARG

Receiver v 51 7> b0iEE

Receiver o514 7> bN—2 5

>

ENRIE1%L

USB U4 L& ~E¥k

Gfx 7ON1 4 —DiEE

v RUD[EIER

I—H—PBIRLIEH

*—%

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

Bt

CPU oK%k (MHz) =R Z81N
b

YMEXEUDH X (KB) ZRdE
4
ZOT—HRT1Y M EIE LIRS
TV EICHoEEISI N (O
TXBEHEIIEGRES) Ty
3 YO Z R B

I>>® Linux 0S g /N—
3VERTTFINXFS
F—R2DRETDOE Y a > EH

Bgsnftty>ra>olV—o
BEERITERANNFY: TRY
by FEIF<appname>
vy ayo7o T« TREORE
ICER. v 3 Vit BiEst
KHOR2H. B—DEvI 3>
D7 T4 TREHIEICHZ
NHbEd
AJF>hro0JdA7EFTOEY S
3 ¥ OHGRE O RTFICHER
tyaroEFICERTINE
Citrix Workspace 7 7\) &%
TYEH

Ty aroEFICERTINE
Citrix Workspace 77U pN—2
IVERTTFRNXFY

v a THREREZER LR
B RIEHY

w3 >TUSBF/NA X%EFER
LBz g B
twarvoss7cvo7OnNA
A—OEEERT TR XTSI
Ty a sy FUThiE#%E
TYEHR
A—H—HBRLITRTOEE
L. BHINIERVLXFES
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F—aRA >k *—% A

AI—hrH—RUALL I AD>  scard_redirecting_count AX—bA—RULEILY DY

~ avadFArELvtEyavH
T7UOI-H—BECERTND
[El# % T 9

USBUA1L Y FDRE

April 7, 2022

USB 7/ Rid. Citrix Workspace 7 71 & LinuxVDA ¥ by FRETHEINE T, USBFNA IHFRY
FyAICVAA LI bENBE. USBTNRAZZO—AIIIERINTVWEIHLDESICERTZENTEET,

7 O

v hT—UBEN 100 S UBKREDIZSIF. USBUAAL Y b RT3 2880 LET. *y b T—
VBN 200 S UMZEBR35EIF. USBUAAL I FZEALBVTREEL,

USBUSA LY ~DEREEE LT, RD 3 DHFEIFENET,

« A=FY—2FOVTY OB (VHCI)
« VHCI #—E 2
+ USB#—EZ

F—7>—XVHCI:

USBUAAL IO OWEEICED. IPRY FT—0 L TOXTLZHBETZABUSB TN IZRAELEZT. C
OHEEIE LINUX =R R SAN—BLVI—HF—E—RDSATFIVTEBRINTED, 2—H—ldHh—FILKS
AN—CBELTIRTOUSBT—2EBMEBTEZHTEET, Linux VDADEANTIZ. VHCIDA—FILKS
1 N—7 Citrix TEMBEINEd, 7272 L. Linux VDA r Citrix Workspace 7 7URB® USB ¥ —ZEEIE g~
T Citrix ICA 7O RNy r—=JITBMEI N X T,

VHCI H—E X

VHCI #—E X, Citrix b2t d 5. VHCl A—RILEZa— L DBEDHDF—TVY—IY—EZXTY, C
DY —EXIFVHCI & Citrix USB  —EXDBD7— o1& LTHREL £ 7,

USBH—EX:

USB #—E X, USB FNA XA TORBUE LUV T —2EGEE IR TERT S Citrix EP2—-/LTY,
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USBUSALI DL H

BE. LInuxVDAAD USB FNA ROUZA LY MHERICTONBZ . TNA X/ — KRB ZXF Ld/dev /XRIC
ERSN&E . 7Sl VALY RENITNARB T U T« F7% Linux VDA v > 3 Y TEATIAVIEED
HDET, USBTNAIDEBICHEET BDES MR IAN—ICE > TRED, —FHOT/NA RIEIEFNE RSN
—EZBBELET, FIAN—DREEIATLAEWEE, UZC LT I USB 7N RIET Y7« J7% Linux
VDAY avIlT7IoERATEE A, BEICUSB TNA R EZESTBICIE. ELKRZAN—2rY X b—JLL
TYRATLERELTIRE L,

Linux VDA [, 754 7> hEORITU# LY MERICTDAL USB F/A1 ZO—BEHR— L TLE T,
Fhe. FAA R HICUSB 7o RIMBIICR IS I N B, I—H—IHBHORES L TF 1 RVICT IR
TEET,

HR— kTN TW3 USB 7/V1 R
RDOFNA RUFE. LINUXVDADZDN—2 30 HR—FLTVWBRIEREREINTVWET, HOTNT XEFEHRAT
3. FHEDERIGELZBELHD ET,

pa

Linux VDA Tid. USB2.0 7O R JILOAHHR— TN E T,

USBYZX L= FNAR VID:PID T7AIWN AT L
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston DataTraveler 101 II 0951:1625 FAT32
Kingston DataTraveler GT101 1567:8902 FAT32
G2

SanDisk SDCZ80 Flash Drive 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB3D ¥ X VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB X*v+— VID:PID

Epson Perfection V330 photo 04B8: 0142
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USB US 1LY bDRE

USBFNARDOUAAL Y DEMEE LTEMKIE. Citrix KU > —Ic&DFIINE T, £/ Delivery
Controller R > —%2ERALTTFNA RADOBEZIEETZHTEET, USBUA 1LY L% Linux VDA IC5%
EITBICIE. RORV S —HRAERELE T,

TYRUSBTFNARIVAAL Y MRUS—
7Y R USBFNAZRUAA LY MREI

USBUAAL I MRS —ZBMICTS

Citrix Studio T. 517> b USBTNA ZEDV A ALY b 2B EIFEHICLET (D—UXF—> 3>
DR SDBEDH) o

[REDHE] 41 70OJKYy I XT. UTFTOREZITVE T,

1. [5FAT] ZBRL KT,
2. [OK] 200w o L&Y,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS5, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USE devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules
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USB U451 L7 ~MERIORTE

USBUA1 LY bRUS—%FMICLT=5. Citrix Studio ZA L T, Linux VDA TOERZHAI & 7zidB1Ed 3
TNRAREZIEELT, UHIL Y MRAIZRELE I,

[0547> k USBF/AA RUAA LY MRRI 44 705Ky & 2T,

LR 200y o LTUEALY MRAIZEBNT 2D [HRE] 20V v o LTHREORAZREELE T,
2. RADIER Ecl3RmER. [OK] 20Uy I LET,

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit H Delete Move Up | Move Down

[ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

RNAUSBUAALY FDREICDOWTEL I TCitrix DJAAUSB UA ALY FOEREAT K1 28RBLTLE

T

VHCl A—RILED 2 —ILZBELEFT

USB UA L MEVHCI A—RILEZ a—JL (Uusb-vhci-hcd.kos&Uusb-vhci-iocif.ko) Ic&
STEADET, INSDETa—I)lid. RPM Xy r—2 00— LTLINUXVDAF 4 R hUEa2—> 3 VIcEE
NET, il LINUXAKT A ARV E2—23Y0A—RIILER=ZAVNRAILEINTDHD T, RORICE
rHoNTVET,
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HR—FINATWS LinuX T XU Ea2—>3Y A== 3>
RHEL 8.3 4.18.0-240.15.1
RHEL 8.2 4.18.0-240.15.1
RHEL 8.1 4.18.0-240.15.1
RHEL 7.9 3.10.0-1160.21.1
RHEL 7.8 3.10.0-1160.21.1
SUSE 12.5 4.12.14-122.63.1
Ubuntu 20.04 5.4.0-70
Ubuntu 18.04 4.15.0-140
Ubuntu 16.04 4.4.0-206
Debian 10 4.19.0-16

BE:

FRATZIIYOA—FRILD. LINuXVDARB® RS A4 N—IZ3m L TWARWESIE. USB #—E X DEEH %k
HMTBZ3ehHBDET, COHFEIF. VHCI A—RILED 2 —-IILZHEBRL TVWEHEEDH. USBURZAL T K
Wz ERTE XY,

FERTZH—IID Citrix DEELZEY 2 —LICHBELTVWE D R T S

AXVRSAYTROAT YV REZRITL. A—RIDWRIELTWEIHh EERELET:

insmod /Jopt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

ARV RAERICEITINDBEIE. A—RILEDa—/loO—RICKHL. N—a YA Citrix ickD 1R b—
ILENFEDHDITHIGLTWETD,

ARV RORFTIS—HELRBE. A—FILE Crix DEZ 2 —LICHB L TUWAW D, BREOKEHNHD
9,

VHCI h—XILED 2 —ILOBHEE

A—RILET a—=LH Citrix ODN—= 3 VISHIGEL TOAWESIE. KOFIBICKEWVE T,

1. Citrix 4o >vO—R4+ bh5, LWDAY—XO—REHZTYO—-KLEY, £ 3> [LinuxVirtual
Delivery Agent (V—2X)] IC&FN3 771 ILEERLET,
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2. citrix-linux-vda-sources.zip 7 7 7 JL#EEI L £ 9, linux-vda-souces/vhci-hcd-1.15.tar.bz2 iC
#& L. tar xvfvhci-hcd-1.15.tar.bz2 2ERALTVHCI YV —X 771 ILZRBEAL £7,

3. AvHE—=T7AILELT Module.symvers 7 7 1 JLICEDWVWT, A—RILEZ2—ILZHEEL T, @I
ALNUX T ZARUE2—>aVIcBEIE ROFIBIZR>T. A—FRIAYE—T71ILEA>V X =)LL
T Module.symvers Z{Ef L £7:

RHEL/CentOS:

yum install kernel-devel
<!--NeedCopy-->

SUSE 12:

zypper install kernel-devel

zypper install kernel-source
<!--NeedCopy-->

Ubuntu:

apt-get install linux-headers
<!--NeedCopy-->

7
AYVRAM—IIHEBICTET TR UTMICEMLIEA—RILT 3 LZ—DMERSNET !

Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64

4. Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64 7 + L% —HIZ Module.symvers 7 7 1 ILhH 3 &
ZHABLET, 7ANA—ICCOT7AIIUDRBWEER A—RILZBRLTIOT7IILERETS
M CRoav > R%IEHICRIT: make oldconfig;make prepare;make modules;make).
Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64-0bj/x86_64/defaults/module* 57 7 1 /L %
JE—LZFT,

5 ROV RZEERITLT. EEY-ILEAVI—ILLES,
RHEL 8. CentOS 8:

yum groupinstall 'Development Tools'

yum install elfutils-libelf-devel
<!--NeedCopy—-->

RHEL 7. CentOS 7:

yum groupinstall 'Development Tools'
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10:
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apt install build-essential flex bison libelf-dev
<!--NeedCopy-->

Ubuntu 16.04:
apt install build-essential flex bison

<!--NeedCopy-->

6. vhci-hcd-1.15/MakefileZ 7rJLT. VCHI ® Makefile #Z& L. KDIRZH—RILTc LT+
JICRELET:

#KDIR = $(BUILD_PREFIX)/lib/modules/$(KVERSION) /build

KDIR = /usr/src/kernels/3.10.0-327.10.1.el7.x86_64
<!--NeedCopy-->

7. vhci-hcd-1.15/7# L4 —Tmaked<w Y R%ERTLT. VHCl A—RILEZHEBELEXT,
pE o

BEICKINT % . usb-vhci-hcd.ko& & *usb-vhci-iocifc.kosvhci-hcd
-1.15/ 742 —ICtERChE 9,

8. H—RILNEZa—ILEHLLBELELES 2 -IILICESTHZ 7 cp -f usb-vhci-*.ko [opt/Citrix/V-
DA/lib64/
9. USBHy—EX%xBRE#L£7:

service ctxusbsd restart
<!--NeedCopy-->

10. A4 7L THEUEY > avICRD&ET, USBUAIL Y AMEEL TV B ZBEBLET,

A—FIBEOBMED S S TN a—FT1 2T

BEDH—xINZERALTVHC EP2—-ILZ2RBRTH L. ROTT—DEETHHEEN DD T !

« implicit declaration of function ‘copy\\_to\\_user IS>—HRLET3AI4
ERBDET, RORIVV—2F v TFvZERLTLZTL:

onsb—vhoci-jocifoc.c-216:5: implicit declaration of function ‘copy to user’

CDIZ—E W—FINDAYE—T7AIILOEEHNRETRELEFT, COMBEEERT 3ICIE. vhei-
hcd-1.15/usb-vhci-iocifc.c7 7 J)LiC #include <linux/uaccess.h> ¥ LW51T%EML F
ED
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« ‘driver\\_attr\\_debug_output’ undeclaredIS—HEETITEHELELNHD £,
MDA —=VF v TFvESRLTIEI L

‘driver attr debug ootput’

COIZ—IE D—FINDOIYRIDPRELTVWIHBEICRELF T, COMBERLEEEY ZICIE. vhei-
hcd-1.15/usb-vhci-iocifc.c77J)levhci-hcd-1.15/usb-vhci-hcd.c7 74
JLTDEBUG O~/ OEBEZEMICLET,

« ‘make[3]: *** No rule to make target 'arch/x86/tools/relocs_32.c
', needed by 'arch/x86/tools/relocs 32.0'. Stop.IS—HRERETIHELEN
HODET, RORAIV)—=2F v TFvZBRL TS

1g/conf - fig Keconfig

No rule to make target 'arch/x86/tools/ 2.c', needed by 'arch/x86/tools/relocs 32.0'. Stop.
file:232: reci for _target ‘archscript

[archscripts

-1031-azure'

/=
recipe for rget teatcc'
[testcel Er
1ing dlrector ' /home/administratorl/linuxvda-vhci'
recipe for target 'conf“ b—\hc1 config.h' failec
conf,uab vhei.config.h] Er 2

COMEZE® T 3ICIF. vhei-hed-1.15//820xD a7 > R%EERLTSUBDIRS=$ (PWD) %#M
=S (shell pwd)ICB=Z £7:

sed -1 's/SUBDIRS=$(PWD)/M=$(shell pwd)/g' Makefile

sed -i 's/SUBDIRS=$(PWD)/M=$(shell pwd)/g' test/Makefile
<!--NeedCopy—-->

o ./include/uapi/linux/stat.h:30:17: error: expected ‘)’ before
numeric constant
#tdefine S_IRUSR 00400TL5—hRETIAEMENRDBDET. RORIV—>F v TFvEBEL
TLRE
In file included from ./include/linux/stat.h:7:0,
from ./include/linux/module.h:18,

from /home/admini atorl/vhci- hcd 1.15/usb-vhci-hcd.c:24:
at.h:30:17: error: expected ‘)’ before numeric constant

/home/administratorl/vhci-hed-1.15/usb-vhei-hed.c:1312:34: note: in expansion of macro ‘S_IRUSR’
: | 5 _IWUSR, show debug output, store debug output);

Run the following commands to work around the issue:
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sed -i 's/show_debug_output/debug_output_show/g' usb-vhci-iocifc.
c usb-vhci-hcd.c

sed -i 's/store_debug_output/debug_output_store/g' usb-vhci-
jocifc.c usb-vhci-hcd.c

sed -i 's/static DRIVER_ATTR(debug_output, S_IRUSR | S_IWUSR,
debug_output_show, debug_output_store);/static DRIVER_ATTR_RW(
debug_output);/g' usb-vhci-iocifc.c usb-vhci-hcd.c
<!--NeedCopy—-->

« ./arch/x86/include/asm/uaccess.h:433:29: error: invalid dinitializer

__typeof__(ptr)__pu_ptr = (ptr); \IS—HREITZITEMIPBDFT, ROXT—
VERYIFvEEBRLTLIZTL

fhome/administratorl/vhci-hcd-1. -vhci-1ocafc fun loc_register’:
.Jarch/ finclude/asm/uaccess.h error: 1n 1
__typeof_ (ptr) _ pu ptr = (ptr); \

finclude/asm/uaccess.h:553:2: note: in expansion of macro ' put user_nocheck’
((__typeof_ (*(ptr)))(x), (ptr), sizeof(*(ptr)))

torl/vhei-hed-1.15/usb-vhci-1ecifc.c:219:3: note: in expansien of macro ‘_ put_user’

r(*\e', arg->bus_id);

As a workaround, change the 219 line of the usb-vhci-iocifc.cfilefrom __put_user(
'"\0', arg->bus_id);to__put_user('\0', arg->bus_id + 0);.

« error: ‘access_ok’ undeclared (first use in this function)
if(unlikely ((_IOC_DIR(cmd)& _IOC_READ)&& !access_ok(VERIFY_WRITE,
arg, _IOC_SIZE(cmd))))IS—HRETHIARMNABDET, XRORIVI—VFv TFvrES
BLTLETW:

/root/linuxvda-vheci/usb-vhei-1ocifc.c:963:46: : 'access_ok’ undeclared (first use in this functien)
1f(unlikely((_I0oC_DIR(cmd) & _IOC_READ) ! k (VERIFY_WRITE, arg, _I0C_SIZE(cmd))))

./include/1linux/compiler.h:7
f likely(x) _ built

# define unlikely(x

Run the following commands to work around the issue:

sed -i 's/VERIFY_READ, //g' usb-vhci-iocifc.c
sed -i 's/VERIFY_WRITE, //g' usb-vhci-iocifc.c
<!--NeedCopy-->

USBUAALY MEED STV a—FT12T

Dt a>TiE Linux VDA DERBICHEITZTETEFLMEDO LS TN a—T1 Y JICDVWTHEBLET,
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UEALI SN USB T RUZI TV MERTE RV

Linux VDA Ti&. Citrix Workspace 7 7UN S5 UA AL I bINizTRTDOUSB T4 RUDT IR 25T 3
e, TNSDTNARZ TR TEREERTEEL. VAL I FINETNIRICABEEDAD T IEZRATES
SSICLTVWET, 2078, BEEEREZFCAVI—HY—IFTNIREZIYT Y MERTE£E A

4 9

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USBF 1 RIDUAA LY bEBLETBET 71NN DNS

USB7F XUy aVICUAALIMLT. TARVLETOIT7AINDIERBRETT 4 AV ZEE L BIC,
Citrix Workspace 77U DY —)LN—%FERLTEBICUA ALY L %#EFIET R . TEFRIGERLET7 71
IBEbNZZehHBDFEFT, COMREIF. T77MNSRTLICT—RFEEZIALLXEY vy oanTra
WORTLICIRT Y EINBZ CCHERTRELET, T—FIET A XAV ZDOHDICKEETAFEFNEH AL Citrix
Workspace 77U DY —ILN—%FERALTIVEAL Y rEFLELIEBE. T—2RT1RAVICT75v > a3h3E
BHFE> TWAWES, T—ah%kbhixd, CORMBEERRATZICE. 2—I I sync AXY REFRALTT
— BT RVIWICTZyv>alThsUSBUAAIL Y b ZEEFIELET,

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel74work ~1%
[userl@rhel7dwork ~]$ sync
[userl@rhel7d4work ~1%

Citrix Workspace 7 7U DY —ILN—IZTFNA ZHEDON B RVEE

Citrix Workspace 77U DY —ILNN—ICTNA ABRRINBLAZIeHHD ETH. TNRIEUSBUFTLY
TN TVWAWCEZTRLFET. BENRELIESR. RORZHEEBL TSI L,
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e RUS—H USBUAALY L EHFRTIREICHE>TWVD
s A—RILNEZa—IH FATBZA—RILICHIELTVS

- =

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect

i

[7/81 2] 2 71& Linux @7 Citrix Workspace 7 7 TERTIT £t A

Citrix Workspace 7 7 YV —ILNN—IZ USB SN ZBRRINBH [RUS—DFIR] e RESNUL AL
I EDKKT B

BRENREL BRI ROFIEZEITL T LT L.
e LinuxVDARU S =%, VALY bEBMICTEIREICLET,

+ Citrix Workspace 77U DL I Z b U TEMOKR Y > —HIRPERINTVWEINIERBLET, LI
INZ T DeviceRules ##88 L. COBENTNTRADT7IERAEZEBFLTVWARVWC L Z#BBLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

#2L <Ix. Knowledge Center ®:8%E TUSB /N1 ROBEE A1 LU bDBREFEI #BRLTILETW,

USB FN\1 2D UL LY MRERISTHONZH, £vs 3> TENA REFATIAL

BE. UFAALILTERDIEYR—-FINTVS USB TN ZDHEHRD T, DT /N1 XD Linux VDA D7
U747y avIicUEALYRTERRELHNET, VEALIMLETNIRTLIL. - —DFRET
3/ —RHBORTLD[dev NRIERINE T, 2L, I—F—DTNA REZERBICERTEIZHESMIRS
AN—EBRICE>TRETNE Y, ATE (FF3501>) LTVWBDHDDTIEITIRWVWTNA RZRDITBE
&, ZOTNA REFBRINTULARVWRY S —IZBIMLET,

pE
USB RS 14 N—0DiFEIE. LINuUXVDAD T4 RTVDBEER TV M EFTVWET, 1—H— (BLUTNTI X%

AYRA=ILLIFIBEDH) BREMORERLTT A RIVICTIERATEET, HR—FINTWVWETNA
Z—E ] ICBHINTVWAWLWT N RIZDOVWTIE. CThSBRAIhBWI LR HD £,
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v 3 vEEOREF DB

December 13,2022

Citrix THR—F TN TWVBITRTD LINUX TS5y T H#—LICIE. Ty a Y EEOFRSEENENINTLE
T Ty avEEOREZ. T NTEMCE>TVWES,

Ty aYEEOREFICEDTICAEY Y avidk. Ry D=0 0FMZIATHY—LLAICBESGINES, ©
v a VEHEDOREBICOWTELLIE. US04 7 Y NOBEEFBESicty > a VY EEORF] Z8BLTLKRED

Lo

A BV avEEORBOESRENL TEESINSET 2. 774 ETRIL—2TFRAETY, €FalUT
1 ZHRRTBD. TISESKZEMICTZrzE8OH L ET, TLSESKICODWTEHLIE MMLSiIZ&31—
P—tvraroRE 28RBLTIRTV

WAL
Citrix Studio R > —%FE

Citrix Studio T. v a3 YEREORFICETZRDR) S —ERETITET,

e vl 3 EEORT

s Ty I VEEROREFDORALT T
s Ty aVEEOFRFOR— FES
BiEs Ulo@EBL AL

FHLIE TEy Y a VEEOREDR) D —EKEI LU V5072 FOBEFHBEZEGOR) O —38RTEl #8BLT
<72¢n

A By I vEEORBFOESGEIEEY Y a Y EEOREOR—MESR) O —%RELLS. VDAY —ERL
HDXH—EX%E ZDIEFTHBREE L THREZEBMICLET,

Linux VDA O%E

s Tyl aVEEOFRED TCP URF—Z2E8MEISEMICTS

TI7HILETE By aYBEORED TCP UXF—RBEMICH>THED. R—F 2598 TU YRV LEY, UR
F—EEMICT RIS KOOIV REERTLET,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->
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A REZBMICTBICIE HDXH—EXZBEBL TKET WV, TCPURF—ZEMICLTH, Ly avEED
RIFIREDCAD EFEA. Ty a VEEDORBOEG AR S —IC& > THEDNBMICE>TWVWBIFEE. EviaY
EEOREFIIMD U R F— (SSLAY) ZNALTEISHRIFATETET,

s Lyl avEEORFOR—FES

ROARY RZFEALT, vy a VEEORIFOR— FESZRETICHTIET (Hle LTHR—+FES 2599
Z{ER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"

-d "2599"
<!--NeedCopy-->

F: BEEBMICTBICIE. HDXH—EXEBE#HL T IV, Citrix Studio ®7R) > —BETR— FESHE
EINTW3BIHEE. Linux VDA OFREIFERINE T, VDAD T 71 7T +—ILH. RESN-AR—rENLIEX
WhIT—O ST v I RBELBAVKLSICBESNTWVWARZEERRBLET,

o H—N—DB75107 > AD Keep-Alive DRIR

vy a YEROFED Keep-Alive Xyt —Jld. £y a >Rl 7oT1 ET4 D RVEE (fl: <7 INEH
L&, EBEHNEELAW). Linux VDAL ICAU S 7> FEITEREINE T, Keep-Alive XvtE—id. 75
ATV EBELEBELTVBRDNESHERETBLHICFERAINE T, 75172 FDSOREDNZRVEE. v
IViE. ISAT7Y ML BESTIETHHRINE T, CORETIE. Keep-Alive Xy —J DXERIREFEAL
THRELET., 774 T COREIFERINTUVWEE A, BRT3ICIE. XROOAYYRERITLET Bl
LT 10 #=fFEH),

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o V5472 b5 —/N—~0D Keep-Alive OREIE

ZORETIE. ICAUZ14 7> +H5 Linux VDA X533 Keep-Alive X v —C DR ERIRE B TEE
LET. 774 TR CORERBRINTVEEA. BRTBICIE. ROOTVRZEITLET (HleLTI0
MR,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

cZTNWNa—FTa>T

RUS—DREILE>TEY Y 3 VERDRIFEBEMICLERIC. Ly avEzZREHTIR,

COMBEZBARTBICIE. UTOFIBICHWVWE T,
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1. Citrix Studio d KU S —RETE Y > a VEERORFZEMIC LR, VDA —ER L HDX #—EZXH'C
DIEFTHBEHEINZ e zBRBLET.

2. VDAT. ROV RZzFEALTEYy Y a3 vEBEOFRIED TCP URF—HARTENTVWE I ZRABLEY
(Bl LTHR— 2598 ZEM).

netstat -an | grep 2598

<!--NeedCopy-->
Ty avEREOFREOR— MITCP UXF—HARWEEIF. ROOATYY FZRTLTURF—2F#ICL
79,

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy-->

VT hF—R—R

September 5, 2022

V77 bE—AR—- R, LInXREBTRI by FERRBT7IVTr—23>0tyda Y THATEEY, VI RF
—R—=FIE AT —ILRTANZRBRT B ERTIN. NIRRT ITBLIFERTICRD ET,
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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F:

Z Oigeld RHEL 7.8 RHEL 7.9. RHEL 8.1 RHEL 8.2, RHEL 8.3, SUSE 12.5. Ubuntu 16.04. Ubuntu

18.04. Ubuntu 20.04 THIBTZ %9, i0S @i+ Citrix Workspace 7 71) & & OF Android @ i¥ Citrix
Workspace 77U THR— I TWE T,

HWRED B & EIK

COOWEEIZT 7 4L ETIRERICHE>TWVWET, ctxreg 1—7 1 UT« 2FEBLT. COMEEZBER X IZEDIC
LEJ. T Linux VDA DieEERIZ. €D VDADITARTDE Y>3 VICBERINET,

COHEEEEMICT BICIE:
1. ROOATVREETLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v
Enabled" -d "0Ox00000001"
<!--NeedCopy-->

2. Citrix Studio Tx—R—ROBEBRTRU>—% [FFA] ICREL T,

3. (#7>3Y) RHELT & T CentOS 7 0iFE. RO Y K2 XfTL T Intelligent Input Bus (IBus)
774D IMY—ERC LTHEBLET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

COMREEEMICTBICIE. ROIIYVRERTLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

A

CNSDOREF. LWLy avilAd 4 >3558, £BEOJFTLTREOEY Y aVICREBAIC
BACEDET,

GEESE]
+ COH#EIZ Google Chrome. LibreOffice. ZDfthd 7 71 THEEL AV A B D 7,

o FHTY I FF—R—REERFRICLELBBRRTBICIE. NATZs—ILRUMNE ) v o LT, BERED
ANAT4—ILREIUYILET,
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e Web 7595 —T12ONNT 4 —ILRZI VY I LTHSRDTr—ILRZIVYITRE VT hF—
—RPRFEINBVWIEDHDET, COMBEZERTBICIE. ANAT—ILRSMEI Uy I LTH SR
RONNT1—ILREIZVYILET,

o ZOHEEIX. Unicode XERATILNA bXFE (BZ3E. PEEE. BEEARY) #HR—FLEEA.
o VI hF—AHR—=FRIFE. NRAT—=RANATs—=ILRTIEFATET XA

o VI ME—FR—FR REODANNTr—ILREEBR>TRRINZ I eHHBDFT, COHFS FUDU <
YRUEBBT S BEZLEICAIO—-ILTANATr—ILRZT7I7EXTEBUBICHEBLEY,

« Citrix Workspace 77 1J ¥ Huawei 2 7L v b OEBRMEDEBEICE > T. Huawei 2 7L v b CHES
—RFPERINTVBRBETHY T bF—R—FHPARRINE T,

9547 MNP ZAT L (IME)

June 24,2021

e
2N bXFE (BZAE. HEE. BEZARCDOXF) 3. IMEDSANTZHERDHD T, Windows 2157+ 7

@ CIKIME 2. o510 7> hAlT Citrix Workspace 7 71 t Bl & 2FED IME #ERALT. Th5DX
FENILET,

AT2RE=)

COEEIE. LINUXVDAZ A YA =L B SICEEBTI YA M—ILENES,

&

& & 0 IC Citrix Virtual Apps #7zi& Citrix Virtual Desktops dtzv> 3 > BT £7,

9517 MU IME BEEDERZRRT2ICE. 75172 MITOBBISLTANAREEBELE T,
BRI D RE

« U547 M IME #8ZERA L T Google 7L Y R — FDEILICXFEANNTBICIE. ZTLy RY
—bROEILZZTINI VY I TEIRELRHD £,

e U347 MU IME #EEIE [/NXT—FR] T4 — LR TE:TEMCED £HA

e IMEZ—H—7>%2—T 0 RiF. NAEETIEA—VILICEBRLEFEA.
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ZER/ANNDOYR—b

April 7,2022

Linux VDAN—2 3> 1.4 LBETIE. Citrix TRABET7 7V —>a v R— BN TVWE T, 1—%—I3.
Linux 722 bw FEBEN R TH. BEBR LINUX 7V T—> 3 ic7oERTEET,

=72 L. EBN—IE LInuX TR by TERIEBEEEICKEEINTWVWS 7O, LInux VDA DR 7+« T=B/N—IEQ
M7 7Vr—> 3> TIMERTIEFEATL, ZOER. EE. B4:E. BEEARY. IMEAKRERSETTF
AFZANNTEEFHATL, A=Y =TTV 5=ty a il —R—RLAT7 I R2YIDEXZ
HTEFEFHEATL S

CNSDOBRBICHLT B 7. COWEET. TFAMAAICHGLIERBET7 V=3 Y BAOEE/N—ZRMHEL
¥9, EBN—ZFEATR . Y—N—B IME%ZZEIRL7=D., 7V 5= 8y g rohilEF—R—RLA7
JrEYIDBEXBZCHTEET,

153
ctxreg 1—F 1 VT HFERALT. COMEEENEIGEMICTRICHATEET (FI 4L MTIHEN . ¥E
@ Linux VDA 4 —N\—DOHEERTEIE. TD VDA IZABINTWVWEIRTOF7 IV r—aVIiCBRAINE Y,

¥+ —Ix THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
%8/$ DWORD T9,
COWEEEEMICTAICIE. ROOAYVRERITLET,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

COMBEZEMICTSICIE. ROOAY Y RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

A&

FVWHIIBETY,

1. AEEEZEMICLET,
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2. THERMANAICHISTEZRAT TV T—2aVIil7IERLET, 5@/N—D 7TUTr—ra>eedic
vy avIicRREINET,

3. POy FHA I A Za—h5, [Hige

=] ZBRLTHEDEE NIV —XR) ZEBMLET,
E r V]

(®) French fr

() German de

Show Keyboard Layout

Region & Language

4. FOYFEI U AZa—h5 IME &lcldF—R—FLA7T 2ERLET,
5. BIRLEIME £723F—R—RFRLA7V bEFERALT

= ea

EHmENNILET,
A
s VDARIOEBN—THF—R—RLAT7IUMEEETZHE. V517> MM (Citrix Workspace
TTZUHEFTINTWVWDS) THRALF—HR—RLAT7IMMERAINATVS e ZBRL TS
Lo
o Mg E =58

,— =

] 414709 Ry I ATREEITS

|ZI1%. accountsservice /X —SEN—T g
>V 0.637TLURRICTYTIL—RETIHNELHHD X9,

= || < | Region & Language ‘ Login Screen ‘| - x
[ _Eanguage English (United States)
Formats

United States (English)

Input Sources

| Options ‘
French

German

BE

BHNAF—R—FLA77 ~DEH

April 7,2022
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BLEIE. LINUXVDA XIS4T Y T NARDF—R—RLATT MIRALTHRIFNIEHED FEATL, L X
iE F—R—RLATTRBISATYTNAIATHENS T TV RBICEEEIN, VDA TREESNAD > Tci5
A, F-IVEVITORENIEEL. VDAL TSV RBICEBESINS ETRENFLR TS D HD F LT

Citrix TR VDA DF—R—RLA T I LEIFATYRTNARDF—R—RFLAT7T ~r2zBEBNICEHIESC
ET. COMBEBRLELT VATV RTNARDF—R—FLATIMDEEENZ VIS, VDADL AT
VEBEEINET,

pE

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R—RL A 77 ~bOEREEZ Y R— LTV EEA,

TR

BB F—R—RLA 7T rOREAEEEIL. T T AN ETEWICE>TWVWET, COMEEX BN EIZEMICTSIC
i [OF14T7>bF—FR—RLA77 bORRL IME OXE] RUP—%ZRETIH. ctxregd—F1sUTr%
FARALTLSR M NUEHBELEY,

pa o

(V547> bhF—R—RLA7Y ORI IME OXRE] RUS—F. LA MURELDBHELEIN., 18

ELIEA—HY—A T b eI ATIT b, FLETA FPROTARTOA TS TV MERTE T,
BED LINUXVDADL X RUEREIF. ZOVDADTARTOEY S aVICEBRAINE T,

c (V54T F—KR—FLAT7TU ORI IME OE] RUP—ZREL T BNEF—KR—-—FLAT7D
b OEEREEEE BRI R IFEMICL E T !

1. Studio T, [RUv—] 25Uy o L. [RUS—DER] #BRLET,

2. [9314T72 b F—R=FLAT7D rORHL IME OE] RUL—ZRELET,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

| ¥ Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Summary

Back Next ] [ Cancel

3. RUS—Ro#ICHS [ER] 200 v ILET,

4. RUS—ZRELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOAY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

R

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— O
Thuoo:10 O ) O ~

Pt

fr =

247 MIIME 2 - —71 > &2 —7 21 XD[EHA

April 7,2022
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S

9347 MIIMEA—H—(12>2—T (R (ERTVA VY ROLBHI« 2V RUZET) 3. ChExTEEOALL
BICEEESN TVWE L, COAMYZ—T oA REA—VILICERET. TFICANAEETRA—VILHSENT
EESn3ZehdHbFELE:

Composition and candidate windows

Text input area

Citrix Tlza—v—tcvusadagtkan. UTD&LSI1IC. 25147 MIIME TOI—H—TIRRUIVIBETS
ICRETNTVET:

Recycle Bin

fTH0) ~ | @ AT 1

72 <8
(THsdissdussdissdass df

FHHFIH

Ve

VNC Viewer

Ctrl + Delete to remove this candidate

L

Microsoft Edge

A

C DigeElx. RHEL 7.x. CentOS 7.x. Ubuntu 16.04. Ubuntu 18.04. SUSE 12.x, Windows @7 & &
U* Mac @7 Citrix Workspace 7 7 Tld. Td—F v > IAHR— TN TULET,

RHEL7TX 7RO by Ty a>TlDMiezERT2ICIE. IBUSEZEMICTIRENRHD 7, 7
EZIECANDCIMERBREBERI—HY -V —T 11 XA5BERET %D GTK_IM_MODULE=ibus %
${HOME}/.config/imsettings/xinputrc 7 77 LIZIBML £ ¥,
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COHEISEBNICA VA M—ILEhETH. AT IRICEMICTIHBEDNHD £Y,

WEED BRI & EIL

VAT MIIMEA—Y -2 E—T 21 RAOEBEEEIZ. TIAILFTEMCBO>TVWEY, COHEEZH
MELTEDICTBICR. [I9F4T72bF—FR—RLA7I+OEAL IMEOXE] RUS—ZREY B D\
ctxregi—F T zFEALTLYR M ZHRELE Y,
A
(V531472 bF—R—FLAT77 tORAEL IME DXE] RUS—E LYZXMURELDBHEBESO, 8
ELIA—HY—FTIOzo b oFATOI b FLB YA FROIRTOA T I MSBERTEET,
FED LiINnuxVDADL P Z MUREIZ. EOVDADIARTOE Yy a3 VICERAINET,

e [UVFSA4T7 Y rF—R—RLaAT7U DR IME OXE] RUS—%2BRELT. 951472~ IME2—%—
AR —T 1 AEHIKEE =B £ IFEMICLET:

1. Studio T [KU>—] #2HEZUv I L. [RUS—DER] ZERLET,

2. [9Z4T7 2 hF—R=—FLAT7Y ORI IME ORE] RIS —ZRELET,

Create Policy
Studio Select settings
({“} Vx?l?ions) “ || All Settings S I Keyboard Layout Sync] X I

Settings: 0 selected [] View selected only

Settings

; » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Back Next Cancel

3. RUS—RoICHS [ER] 20V vILET,

4. RUS—=RELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

HDX Insight

August 10, 2021

e

Linux VDA Tid. HDX Insight #8En—&% #R— L TWE 9, HDX Insight iZ. Citrix Application Delivery
Management (ADM) Oo—#TH0O. —MRILERIZED AppFlow ZR—ZICL TV EY, CDEEIF Citrix
ADC #7z1& Citrix SD-WAN 7 XU s —> 3>y v =07 77U v oMY 3 Citrix ICA 571w oIyt
LT IVRY—I YV FOBNAAIREZERL. ITZELTEBN A —ITIARVIVRZRHETIBZELSIC
LEd, 2L <IE. THDXInsighty #8BLTLETL,

1AY=L

AYAL—ILTBIBEDHBEEBENY TR HD FE A

&

HDX Insight i%. Citrix Workspace 7 71J & Linux VDA T Citrix ADC N L TEIN 3 ICAXytE—U%
DL ET, TRTO HDX Insight ¥—% &, NSAP (REF v RILHSEHBINTICEKEINET. NSAP REF
Y RIIT T A TIERICE>TVWET,

UTFoad<> BT, £neh NSAP (REF v RILZ 8. £FEMCLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

NSNS a—Fa>T
T—=ERAY bHESTLRTINAL

2BODREANEZSNE T,

« HDXInsight MIEEL <#BRiIhTLEEA,

fer 2. Citrix ADC T AppFlow B*E#ICH& > TWARWA, Citrix ADM TARIE#A Citrix ADC 1 > X &2 >
ZADEEEINTVETD,

o Linux VDA TICA > bO—JLEREF v RIUHARIBINTLEE A
ps aux | grep -i ctxctl

ctxctlpERfITenTVRWVESIE, Citrix IENTZLR—FT2LSEREICELLED,

TIVG—=2a T —8RAY bHE ST KRRINAEW

S=LLZERF v RIDEMCBES>TVWECEELUV I —LLRAT IV F—oarhEHEINTLIES<KZBLT
WBlr=mBLET,

Rendezvous 7O ~JJL

April 7,2022

Citrix Gateway #—E X %2 ER 7 3RIE Tld. Rendezvous 7O kJJLic& . HDX v > 3 >ht Citrix Cloud
Connector /N1 /Y2 LT, Citrix Gateway H—E XICEED ORLIERTI Y,

E:

« Citrix Workspace & Citrix Gateway #—EXZERL TRIRIC T VXL E Y,

o O bO—JLFL—>: Citrix Virtual Apps and Desktops #—t X (Citrix Cloud)

o Linux VDA X— 3> 2012 LAF%,

« Citrix /K1) >—7T Rendezvous 7O )L EBMICL £, ¥L <IF. TRendezvous 7O k)R > —
BEI ZBRLTIEIL,
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e VDA E. TRTOYTRXAVEEThttps://*.nssvc.netiC7 A TEZHERHDET,
DHEETITRTOY T RAAVERTA M)A MIBERTEHRVEE, bbichttps://*.c.nssvc
.nets&https://+.g.nssvc.netzEALEFT, #FL I CitrixCloud D FFa x>k
(Virtual Apps and Desktops #—EXW) @ T >4 —%w MEGOEMH] £ 3 > LU Knowledge
Center @z2=ECTX270584%= 8L T EE LY,

+ Cloud Connector i3. v a>zNns 354, VDAD FQDN Z2EE 3 2R ERH D £3, CORIERE
RS 3ICiE. B 1 b DNS @Rz 53hic L 9, Citrix Virtual Apps and Desktops Remote PowerShell
SDK #BLT. Ov> RkSet-BrokerSite -DnsResolutionEnabled $truez®:{TL %

9, Citrix Virtual Apps and Desktops Remote PowerShell SDK i W Ta£L < IE. TSDK &K APIy
ZERLTETL,

HE:
Rendezvous 7O F QLIFHEB 7 OF > £ dARNATOF 2 R— L TVWE LA, TOF O EERT
3IclE. 514 E ICA > 7« w2iC Cloud Connector #ERL £,
Rendezvous =& #IZ L T VDA #* Citrix Gateway #—E XICHEEIETIHWEE. VDA T+ —ILNNv I L
Cloud Connector #/fLTHDX v avicFOx 5L E T,
TRTOEGEFE-LTVWBIEEIZ. ROFIEICHE > T. Rendezvous BMERAINTWEHERIEL £9:

1. VDATHa—=F L=z L £7,
2. su root -c "/opt/Citrix/VDA/bin/ctxquery —-f iuStdP"%#RfTLFY,
3. [FSYRAE—-FTFOLIL] BEGOEEEZERLET:

o TCP Rendezvous: TCP-SSL-CGP -ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA
» Cloud Connector &R 7O0+>: TCP-CGP-ICA

COMIZ. Rendezvous #4577 O—DHETY, JO—%2BEIT37-HICIF. COFIEEERITLTLLETL,

1. Citrix Workspace ic#81L £,
2. Citrix Workspace TEEIBEREZANSIIL X7,
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3. #> 7L = X Active Directory 2B ¥ 3355, Citrix Virtual Apps and Desktops #— £ X% Cloud
Connector v % JL%ZfEH L T Active Directory TERIBREZRBEL £75
4. Citrix Workspace iZ. Citrix Virtual Apps and Desktops t—EZh 558 T hfi- )Y —ABRRINE
ERD
5. Citrix Workspace TU YV —X%3&IRL £9, Citrix Virtual Apps and Desktops #—t Xi&. VDA IZ X
T-UZFEELT. BELEYIa>oEEZLEFT,
6. Citrix Workspace (&, Citrix Cloud IC& > TERSNISTAF 7Y ST ICAT7MILEIY RRAY
MIEELED.
7. T> RRA > bE Citrix Gateway H—E XTSI L. VDA ICHEG T3 71eDICCOF 7y iR L. Citrix
Cloud lzF4 v b EIREL £ T
8. Citrix Gateway #—E X, #4115 % Cloud Connector ICi#fE L £9, Cloud Connector I, &
Rendezvous 45 TH B H S hz M L. ZD1EHR=Z VDA ISEELE T,
9. VDA iZ. Citrix Gateway Hf—EXADEZEZEHEBEILIL £9,
10. VDA t Citrix Gateway #— & RO HiFEG AT AlaEAHBE. VDA (& Cloud Connector 2 T4t T
OF>&R/ELET,
11. Citrix Gateway #—E Xl TV RARAY TN R VDABOEGERIILE T,
12. VDA i%. Cloud Connector % 77 L T Citrix Virtual Apps and Desktops t—EX TS 1> X Z#&EEL
9,
13. Citrix Virtual Apps and Desktops #—E Zi%. Cloud Connector &M Ttv> 3 >R >—% VDA IC
EELEFT, TNSORUS—DERINET,

TETT4T I VRAR—h

April 7, 2022

THETT4 T 52 RR— k& Citrix Virtual Apps and Desktops 5 —ZEEXH=ZXLTY ., &E CTHRME
HEL<. TV —ravoxtE#EsrmEL. BLOWRERDO WAN &1 >2—2y MERTOI Y2509 T17
MEEOHET, TATTA TSI VRR=—MIDWVWTEHLLIE 74774 T IV 2KR— ) 28RBLTLIET
Lo

TEATT4 T IV RR—b2BMCTS

Citrix Studio T, [HDX 74 771 T r TV RKR—F] RUD—H [BE] £/ [BRE—R] ICREINh TV
BIrEBRBLET, T7A4ILETIE. [BE] MBIRShTUVLET,

o B%: TaEABE. Enlightened Data Transport (EDT) TO 7477+ 7~ 5 XR— bHEAI N,
TCPIZTA—INw I LET,
o BT E— R EDT Ae&HIRICA ISR D TCPADT #— LNy T IFEICHED £7,
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HDX Adaptive Transport

¥ Appli JA versions
Virtua oty server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

gnostic mode
Eazrm

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and
Framehawk.

TEATT4T IV RR— b2 BT

TEATT4T T2 RR— b 2B BICIE. Citrix Studio T© [HDX 74771 TSV ZR— K] RUS—%

[A7] ICRELET,

TEATT4T TV RR—HEMHESH AT S

UDP URXF—HRITINTLBZHESHERBT BICIE. ROOAY Y FEERITLET,

1 netstat -an | grep "1494|2598"
-2 <!--NeedCopy-->

BEOKRRLTIE. BAXRDODELSICAED T,

‘ 1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
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udp 0 0 :::1494 AR
<!--NeedCopy-->

EDT MTU 4

EDT i £y avaMuda Y 30, RAGRSEM (MTU) 2EBMICRELET, CRICED. NT7F—T >3
DETRL Y S 3> OBILME BETEROBZ. EDT /N7y FOTSHI XY F—2 3 VHBIESNET,
BB

« Linux VDA 2012
« Windows @7 Citrix Workspace 7 1) 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

s LY a EHORBEZEMICIBIHBELNDDRT

FRALTWR AT DTy T 4—LPN—=Ja R OMeEZR— L TLWARWES. RIEISELEA
24 LD EDT MTU Z#md 3 A7AIC DLW T Knowledge Center s25ECTX231821%2 8B L T 23 L,

I

H .
=

LA MUZR->THRET D L. RAGBENRE T BEEEDRHD. AL —FT1 VIV RTLOBA VR
F—ILHRBICAZBELHDET, LA MIITA2—ORBICEIFEZICHLT, MUY IR TlE—
PNEAZEVERA. LYRAMNIIT 1 2—Id. BEROBFLHMOBHETIEAL LIV, Flel LY X b
D7 7AINDNY I Ty TEERLTHSE. LYZ M) ERFELTLEI L,

VDA T EDT MTU B Z B X 1cIFEIICT B

EDT MTU BWEIZF 7 # )L E TEMCAE>TULET,

« EDTMTU #HZEMICT B ICIK. ROOAY>Y FEEAL TMtuDiscoveryLY A U £ —%8RE L.
VDA zEiEEE L C. VDARBERINZDEFEET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EDT MTU % EMICT 3BE1&. MtuDiscoveryL X MU ERHEIBRL £9,

CORERIIVEATEUNTHOD. FR—FINTVBISA T EDSEGELTLEZIRTOEY Y 3 VICRK
INEY,
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247> ~TEDT MTU i Z #1109 %

ICAZ 71 LicMtuDiscoveryNSX—42—%EBMT3 LT, 507>~ ETEDT MTU #itH % #RA9IC
BTIET, COWREEEMICTIHEEIE. Applicationty a >y TROLSICRELET:

MtuDiscovery=0ff
COWEEEBEEMICTRICIE. ICAT77r1Lh5MtuDiscovery/ XS X—2—%HlERL %7,
BE:

CDICAT77AILINGA—F2—%eESE B (1CIE. VDA TEDTMTU #E%=EMICL X T, VDA TEDT MTU
BEDRBEICHE > TWAEWES. ICAT77AILISTX—2—|3HEEL £t Ao

Citrix Telemetry Service ¥ 0%&

April 7,2022

LinuzVDA vV 7 b7 = 7 IZ#i& & 1 iz Citrix Telemetry Service (ctxtelemetry) < Citrix Scout % =17 L.
Jopt/Citrix/VDA/bin/xdlcollect.sh X 1) 7 = {ER L T Linux VDA 0O #IRETE £ 7,

&3 Citrix Scout — X
Collect o
Select or add machines to collect data from:
+ Add machine Filter by machine name Q ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[ rggbe-lvda-2.bvt.local Linux VDA
[J  rggbe-lvda-3.bvt.local Linux VDA
[ rggbe-lvda-31.bvilocal Linux VDA
[0 rggbe-lvda-5.bvi.local Linux VDA
[0 rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt local Linux VDA Verified
[J  rgghe-tsvda-1.bvtlocal Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-session VDA

+" 1 machine selected.
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PN

Linux VDA 1912 Mio/N— 3 > 67wy 7 L— K. Jopt/Citrix/VDA/sbin/ctxsetup.sh = BE X7
L T Citrix Telemetry Service (ctxtelemetry) OZ#=#ERL £9. TEICOWTHLIE, MEEr>R
=Ll ZBRBL TSIV,

Citrix Telemetry Service DEMLE K VEXML

o ZOY—EREBEMICT SICIE. sudo systemctl enable ctxtelemetry.socket <> RERTLE T,
o COY—EREEMICTBICIE. sudo systemctl disable ctxtelemetry.socket #£1TL £,

R—b

Citrix Telemetry Service (ctxtelemetry) I&. 77 #JL b Tid TCP/IP K— ~ 7503 T Citrix Scout 2 w x>
L %7, Delivery Controller © TCP/IP R— k 7502 % fER L T. Citrix Scout £BfEL %7,

LInuxVDAZ A > Z h—ILTBLEI. UTOERTT I bDOR— b2 ERTEHR— b 2EETEEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2 U v X> 943700V 47y bR—ko 774
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko T 7L bDR—~F 7502 T
ER

VDADA VX b—LBICR—h2EETBICIF. UMTFZRITLET:

1. Scout L BIET 37cHDR—bEEBETBICIE. UTOIYYRFERITLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. Scout# Uy A>T B3HDDYT Yy hAR— b ETETZICIE. UWTFDIT Y RERITL T ctxteleme-
try.socket 77 1L 2BE. BELFT,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy—-->
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3. V7w bR— b ZBEEESHTZICIE. ROITVEFZRITLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4, 7747 74— ILOBETHLWR—FZ2BMICLEFT,

fzeziE. Ubuntu ¥« X hUEa—> a3 EFERALTVWSES. sudo ufw allow 7503 Ov > R%&=1T
LTR—rT503%8B%ICLEd,
TNYITE—FR

Citrix Telemetry Service NEREICHEEL TLWAWEE. TNV I E—RTRAZFAETET XY,

1. FNYTE—RZBMICTBICIE. UTFOIOTY FERITL T ctxtelemetry 7 7 1)L ZBE. DebugMode
OfEz LICEELE Y,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MTDIvT > R%ERTLT Citrix Telemetry Service 2L TE 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->
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3. Citrix Telemetry Service #Bi#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R213% 9,

B —E X DR

Vi bR—brEBsystemdT—E> . T4 ETEBL. IZLACUY—X%EERL EFHA. Citrix
Telemetry Service I&5 7 #JL b TfELlE L. Delivery Controller 5O IREBRLH > - BEDAHEB L £ 75
OJREDRTHE. F—EXIF L5 FEAFLVNEERZR/FS. ERDNBZVBERBERLEL Y, COREERIZ
UTFOORY RTHEMTEFT, IMEIF 10 9T, 10 7LD DBVMEZRET DL, IMED 10 #HRESN
£Y, FHRERORER. —EXZFELLEEFLEY,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

BT R b
INEEDRRIARIIC, BELREEIIVICDOVWTEAB THRET I MIETEINET, ChE5D0TIX T, BEMNELTN

TLEHEBINET, HBIIYTTAMDNKRMLUIIBE. SCOUt ICIMBIET V2 avReECAvE—IDRT
ThET, BABTIMIDVWTHLIF CitrixScout FFaxX> bd MERTR b Z28RL TSI,

bL—XHA >

November 11, 2021

e

OJOPRNESLUVEEOBIRICE ST, ZMEEPLI—HY—ITIIARVIVIPMETLET, L —IXA HEEEIS.
CHOLIEBRICHNLET. FL—XIE. LINuXVDA TTF 7 4L ETEMICES>TWVWET,

1B

Linux VDA /Xw s —2ic. ctxlogdy—EvH&Usetloga—FrUFspBMINE LT, ctxlogdT—
EVIE. LinuxVDAZA X ~—)LLTHERTZ L. T4/ THRIBTNET,
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ctxlogd ¥ —€ >~

FL—XINizthd—E RFITARTctxlogdF—EVICHKELTULWET, Linux VDA % L —Z LAWBEIX.
ctxlogdF¥—E>%ZFLTEET,

setlog 21—5+1 U5+«

ML —XRA ViEEIE. setloga—F 1 UF+s (/XX: [opt/Citrix/VDA/bin/) THERIh*xd, ZO1—F~ )
T ERTITIERDPHBZDIE. IL—bI—H—DAHTT, GUI ZFERATIHIT RZETLT. #BERTLE
DEFELEDTEETY, setlogd—TFT1sUT1DAILTEZRTTRICIK. KOOIV RERITLET:

setlog help
<!--NeedCopy-->

& F7#IbTIR [OFHEA/8R] & [var/log/xdl/hdx.log. [SAOS % X] 14 200MB ICREIN TV E
To [OFHEANZR] ICIE. BA220FWVWOF 77N ERETETET,

RiEDsetlogEzRRLET:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

B—psetloglEzRRELIIRELET:

setlog value <name> [<value>]
<!--NeedCopy-->

i

setlog value log_size 100
<!--NeedCopy-->

LR F7A4ILET OFLARILIEWarnings ICRESNTVETD,
MROOARYVRT, BAZAVA—RY MIRESNEOTLARILZRTLET,

setlog levels
<!--NeedCopy-->

RDAY Y RT. $RTOOYLAJL (Disable. Inherited. Verbose. Information. Warnings. Errors. Fatal
Errors) ZRETET X!
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setlog level <class> [<level>]
<!--NeedCopy-->

<class>ZT#E. LInuxVDAD 1 20OV R—RY hEEBELEF T, IRTOIAVER—Y b EAN—TBICIE
allics&gEe L 79

setlog level all error

Setting log class ALL to ERROR.
<!--NeedCopy-->

739 TIAILELTIR F3TRROELSICRESNTVET !

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

REDI ST ZRTLET:

setlog flags
<!--NeedCopy-->

1°o009 757K RELISRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->
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TIHILMIRT FRTOLARI, 753, BT I+ EREICRLET:

setlog default
<!--NeedCopy-->

BE:

ctxlogd®—tE xigfvar/xdl/.ctxlog 7 7 T L2 ERA L THERINET, COT 7 ILiE. L—+ka1—%
—DHDMERTEET, OI—H—IF. CDTF7MTIANDEZAAMERIHD £FH A, JL—hI—H—L B
DIA—HF—ICETAAEREHFAT LAV L2 EBOLFT, FATIL. ctxlogdhBEMIC. £IFE
BZH o> THBRINBBRELHDET, CRICL>TH—N—DONT+—I VAW EEZZIF. 21— —I
PARVIVRICHDEEZS X B08EENHD £7,

ST a—Fa>y

Jvar/xdl/.ctxlog 7 7 1 LA B WS (BKRICKBHIBRAY). ctxlogdTF—ErhkML. ctxlogdt—kE
2EBEHTTEFH Ao

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COREEMBRT BICIE. L—ba—H—r L Tsetlog®=fTL T, [var/xdl/.ctxlog 7 7 1 L = BEER L
T, RIS OB —EZDMREFET Sctx logdh—EXEBESLEI,

Ty aroiv ko

April 7,2022

Tyl arvoly FUBBEICED. FXMYVEEBERZA Y SRy MO —DICAEYy > 3> ZRETEE
9. CoEEIE. noVNC ZzERLTICAtEy > a Vil L. RHEL7.x £ Ubuntu 16.04 TO&HAR—kINT
WEdo,

P

twia>roy RoteERERS 3ICIE. Citrix Director D/NN— 3> % 7.16 LBERICT 3HEAH D £,
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12X b=ILEHERK
REER

Ly a>rory RUiZid. python-websockifyzxllvncz W3, 2 20#H L WkEBEHENABKETT,
python-websockifyrxllvncofkiz%IE. Ubuntu 16.04 iC Linux VDAZ 1 >R ~—IL T3 L BE
BICA A= NEF, RHEL 7.x Tl&. Linux VDA %+ > X k=)L Lf#&IZ. python-websockify
EXLIIVNCEFETA VA M—ILTBHERHD £,

RHEL 7.x Tpython-websockifyxxllvnc (x1lvnc/NA—2 3> 0.9.13 L) %1 >R —ILF B I,
ROARV R ZERITLET,

sudo yum install -y python-websockify xllvnc
<!--NeedCopy-->

python-websockifyrxllvnczf@Rd 3iid. RHEL7TX ETROVARIS U EEMICLET:

« Extra Packages for Enterprise Linux (EPEL)

python-websockifyxllvncoO®EAIC EPEL URS FUHAMBRBTT, ROV RERITL T,
EPELURS hUZBMICLEFT:

sudo yum 1install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%
rhel }
') .noarch.rpm
<!--NeedCopy-->
« #7320 RPM
XLIVNCORENY T =P A VA =L TB7DIC. 773> RPM URS U EBMCTZICIE. R
OVWFNIDOITY FZERTLET:
D—UZA7—2 3> OFa!:
subscription-manager repos --enable=rhel-7-workstation-optional-
rpms
<!--NeedCopy—-->
H—N—DHE:

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

R—F

vy arod v RUEEIL. Linux VDA 15 Citrix Director NDEGZBET 37201, 6001~6099 DEFA
THEATRAR-FZEFNICERLEY, LId'oT. ARICS v RFUTES ICAtE Yy 3 > 08IZ 99 ICHIFRE
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NTVET, BHRZBILTLHIC. BICRILFEY S a3 >YOo v RUBICHRRER- D HB e zBRBL TS
Lo

LR R

ROEIG, BETZLIZFUO—BETY:

LZX Y Bkl T7 %) ME

EnableSessionShadowing tyrarorvRUEEZENE 1 (BH)
TldEMICLET,

ShadowingUseSSL Linux VDA & Citrix Director Bd® 0 (#Exh)
BOZBSKIZHNESNEREL
£79,

Linux VDA TctxregdY Y ReE{ITLT. LYXMUEZEELET, e xid. Evoariv RUZEMIC
TBICIF ROOARYRERTLET:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d Ox00000000

SSL

Linux VDA & Citrix Director B® noVNC ##4:Tld. WebSocket 7O hJILAMERINET, Evraroi v
RunizEE. ws://cwss: //DrE5HEIRETN S 8iikd TShadowingUseSSLy LY X bUIC& > T
REDET, TT7AIETI ws: //HBIRINTWET, 725l X2 )T LOBANS. wss: / /%2R
L T. & Citrix Director 7514 7> & & Linux VDA —N—IZHBEEXZ A VX =L 32 BEHOHLE T,
ws://EZFERALELiNnuxVDAE Y>3 >Do v RUICDWTIE. Y MUY IRigEFaU T LOVWHEBZEED
BULEEA.

H—N—3EBAE /L — ~ SSLEIEAZEZENIS 92 GEAZICIE. ERIN/GIRAKES (CA) ICLBERNBETT,

Linux VDA #—N\—T SSL ZRE T 3/ & H—N—CICERIOY —N—3iAZE (¥F—%288) MUETY,. F
foeo Y—N—3ERZICE > TEIV 24— HAISIhB D, EH—N—DT2EMEXr>& (FQDN) %
RBZBEDHDET, BEE KDODICRASV2EIITAILED— RIAZZFEATIET, C0iFaE. Ladl
HBRAMVEZH>TEIRBEDBDET,

BY—N—ICH—N—iEAEZ M VX b—ILT 37T THL. Linux VDA —N\—%fEA L TEEZ1T 5% Citrix
Director 7541 7> bIC. FICIEFREENHITI )L — MEBEZ TV A M—ILIBZRELHD £, JL— MRS
& —N—iIEAEC B CHRAMENSANFTEEY, T—N—fRABL I 517 MERER. FXL—T1 2T
DRATLICHEMAFTN TV SIEAKE. HHNGIAKE (HANTHBRY ZEEHKE) . Xi3ARL—T1 YIS XT LA
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ICHAHFAENTUVWERVIIBEBEOH DM Y A M—ILTEI XY, iAABEZIR T B LDICEDFREZWMBNEMCD
WTld. #HAOEF 1) 7 BYEPUCHVEDETIRTE L,

BE:

o H—N—3:EBAZDHERZ L. Linux VDA Hr—/N—DIEREAR FQDN. £z B eHIT1ILRA—RE
RXAVXFEELLHAEDELDDOTHIVDELHD £, 7z x1f. vdal.basedomain.com %
*.basedomain.com % T,

e SHA1 > MD5 BNy aT7 LI XLE. —EOTZIH—THR—bEINZTIXILEREDERIC
1$5359FFJ, LA >T. SHA-256 "REE#EL L TIEESATLET,

& Citrix Director 7 51 7> MMCIL— FEEBAER A VX =L T3 vy a>vDIv RO ST, ALLYR
RUR—XDIEBAER b 7HEFEAT 5720, IS £721% Microsoft EEEI> YV —JL (MMC) DIEBRERFv STV
ZEALTIL— MEREZ A VA M—ILTE£T, AL SHEFAZEZEE L5, IS O —/N—3EERE Y «
—REBUEBLET, COREICED. BEMICEBEEN TV R—bIhEd, £k, Microsoft B> Y —
IWODEBRE R F v A U TCHEBAZEZ R R L T H—N—ICA VX =)L TE5 2 HTEE Y, Internet Explorer &
Google Chrome id. F7 4 b T ARL—F A VIS RTFLICA VR —ILENTVWSEREZ M VR— ML &
¥, Mozilla Firefox &, MAEIR—v—0 [REREAE] 27 TIL— bk SSLAAE%Z 1 V7 R— b9 34
ELHDET,

Z LiNUXVDA H —N—ICH —N—GFAZE L Z0F—% 1> X b—ILF 3 H—/N—:FBAEI(C shadowingcert .
F—7 7)LIC Tshadowingkey*1 ¥ ZrizEEL 9 (* . shadowingcert.csr X shadowingkey.key @
£3IC. BRERT UM TEE ), H—N—iHELF—T 71 )L%. /IR [etc/xdl/shadowingssl DTFICE
F. BB SOERTEYICFREL T, MEBSLBRIPNRZEAT S L. Linux VDA I EDIEFAERF¥—7 7
TIERDIFZZLHTI AR 4D, Citrix Director £ DIEFHICKKTZ L HHD £,

&

Citrix Director 542 —4 vttty a>v%2Bol, [Cy> g il £Ea—7T [vRY] #9Uv LT,
v RODER%Z Linux VDA ICEELE T,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

BEDMBRK I3 ICAEy> 3> 517>~ (Citrix Director 7 54 7> FTIEHRW) ICHEREX vy E—IH
RRCN, Lyda ey RUTHHAN I —ICKROENE T,

/\\ Allow an administrator to shadow this session?

@

A—H—=D [IFW] 200w I T3 ICAEYy >3RI Y ROUTATWSE IR RT T > KRB Citrix
Director I TRAZT £9,

ERAAEICDOWVWTE L IE, Citrix Director O R a2 X > FEBBLTLLET L,

HIPREIR

e Ly arvOI v RIIR AVESRY FTOAMEAT B LS ICESFTNTLET, Citrix Gateway 7L
THEFITDIHETH, IRy bT—U TIIMEEL EH Ao MRy FD—2TO Linux VDALY >3 >0
Y RIIZOVT. P RUYIRTIFVWHARZEEDEVEE A

s Ly IvOYYRIUEFHICTRIE. RAAVERBEFICALYY 3 >YDAZRRTIETH. EIAHD
HERPHIE Y HERISHD T A
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- BEEEND Citrix Director 5 [v RU] 20w o d3L, Eviarzelv RUTRHAEI—H—IC
RODZEEAXA v E—IDRRINET, Ly a > d—H—DIHFAE252LBRICDOH, Ly arvas v R
JTEET,

o FIRDOHEEAvE—TICIF. 200DEZA LTV MEIBRAHD ET, FALTIMIBBZ L. v RUDERIT
KBLFT,

e ZBICAEv>3a>id. 1 oo Citrix Director V1« Y RO T, 1 A\OBBELIFNC Y RIUTEEY, ICAE
wAVHEEBEAICED>TOPRIINTUVT, ZDORMICEEEB > v RUERZEEFLALES. 21—
—DOHAZEE T3 LOOEBN I —TNARICBERTEINE T, 21— —DEETI . EEBEAD
Sy RUEGSIZELEIN. EEEBICHLTHLLWS v RUBEGHIEBRERINE T, ALEEEICL>THL
ICAEy> 3> v RUBRMEFEINIHBEHRLTY,

s Tyl a Ty RURMAT BICIE. Citrix Director 7.16 Lg% > X b—)LLTL 23 L\,

« Citrix Director 517> ki, IP 7L X Tld%A< FQDN #ER L T. 2—4"w b® Linux VDA —/\
—ICEHLE Y, Lo T, Citrix Director 7 51 7> k&, Linux VDA 4+—/N\—® FQDN %2R TS 3
BELRHDET,

cZINWNa—FTa>T

twi gy v RUNKBLEIEEIZ. Citrix Director 251 7> b & LinuxVDA OEATTNw I #RTLZ
ER

Citrix Director 751 7> ~DiEE

Web 750H#—0BEY—IEZFEALT. [OAYV—I] 2T70ENOJ#RELET, 3. [Ry ~kD—0] 42

7T ShadowLinuxSession APl OiSEx#BR L £FT. 1—F—OHFAENET 3 -HOEEIFRTINTHIES

HRILINAEWVESIFE. Linux VDA @ FQDN ZF& T ping L T. Citrix Director »#* FQDN Zf8 R TI 3 %
BLET, wss://EGTHENRELILZSIE. MASERIBL TS,

Linux VDA 054

Sy RUERICIBELT. A—H—DHAZRETIT-ODOEBIRRINZI L ZBRBLET, XRRINBVES
i&. vda.log 7 7r)L¥ hdx.log 7 7 1 ILEBRTLL I W, vda.log 7 7 1 ILEEET 3 ICIE. ROBRIEERITL
ESERS

1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEREEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig=" /etc/xdl/log4j.xml”

2. Jetc/xdl/logdj.xml %R E. com.citrix.dmc DEBD % BDIF. KD & 31 Tinfos % Mracel ICEEL 7!
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<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartav>YR%#®R{IFLT. ctxvdatt—EX=ZBEHLFT,
EHRELPICTS—DRELEBEIE. ROBEERITLTLLETIL,

1. v a>nov RUDNR— b Z2HEDZIEDZ T 7177+ —ILHEIRDHEVWHERL T,

2. SSL2FVFDFE. HAZBLF— T 77ILOBFEAELKIEBEIN. ELLWARICENMMNMTVS L 2R
L&Y,

3. iILLWo v RUBRTHEAT Z1HD+HHR— DL 6001~6099 ODRICFE>TWVWB e xR LE T,

Web 7Z>oH#—a>7> Vo414 L T

April 7,2022

e

Linux VDA (. Google Chrome TOISIH—a>FoVDOUAALY raHR—rLTWET, TS50 -1
YFIOVDNEAALY LTI 95472 MUIOHFA) X MIERINT- Web R—S% LV H U VI TEET, C
DOieEIE. Citrix Workspace 7 7V 2 FHL T SA 7> MIOXIGTZL VA VT ISV EAVRZ VR
L. URLAS HTTP BT HTTPS O> 7>V ZBIELFT,

A
FA) R bEFEARALT. 307 MNCUAAL I T2 Web R—JEIEETEET, I, BEUX %
FALT. 25107 MUlIcUEA LI hThiEWWeb R—SEIEETE 9,

COA—N—LAWeb LAT7IrT>IViE VDA LTIEHRLISAT7Y FETRITEN, V517> D CPU,
GPU. RAM, 8&UVxy b7 —0%ZERALE T,

Web 75U —DEa—R—rEFHVLZILI bENET, Ea—R—Md. ATV YHRRINS Web 75
TH—RNORAFEOEHTYT, Ea—R—rIE. PRELIAN— BRUCANDN— AT—FIAN—RLIRBEFEFIEFE
HAh, INSDERIFS|IE45E VDA D Web 7508 —TRITThET,
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aboutblank x
i}

& C 1 | O www.youtube.com

AT LEHR
Windows /517> b:

» Windows @i+ Citrix Workspace 7 71) 1809 L{&
Linux VDA:

o« VDAARL—F 1 > X574 Ubuntu 16.04. Ubuntu 18.04, RHEL 7.8. RHEL 8.2. RHEL 8.1. SLES
12.5

« VDADTSoH#—: Citrix 75 0% —0>F>Yo U4+ Lo MMEREEENBIM S iz Google Chrome
V66 LIBE

IS0 =TYDIEA LY ~DERK

1. Citrix Studio T 759#—2>F>VDOUSEAL Y b =ERATES URLOFATU X FEERATIAVELL
URLZIBETDIRI—2BELET, T77UH—0FOVYDOIUEAILI ME. 774 T [FFAN] IC
BRETNTULET,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || Al Settings | [Browser X |
Settings: 1 selected [7] View selected only

» Browser Content Redirection

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

A

v

v

Back Next

[(TSoH—arFovylE41L o bd ACLER] BEIZ. TS5OF—-2VToVYDOULRA LY M EERTS
% URL ol X REIBELE T,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions) v W Settings ~ || Browser x|

Settings: 1 selected (] View selected only
» Browser Content Redirection Select

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v
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Edit BrowserContentRedirection

X

(] View selected only

select

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Setungs | https://www.youtube.com/*
Users and Machines
| https://www.google.com/*

Summary

I https://www.citrix.com/*

Pl Unselect

1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS
¥ Description

Content Redirection.

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,

This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser

Select

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

“.m

(20— 7oV IEALY bDT Sy o UXMER] REIE. 750 —-aY7oVDIEALI %

EATERVWURLOEIEY R FZEELET,

Edit BrowserContentRedirection

Studio Select settings

[(A? Vemo;;) ~ " I‘ All Settings

hed ‘ [ Browser X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)

» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/" (Default: https://

Select
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pE
Linux VDA I3, [FS5o5—a>FoV UL LY hOTOF ] REETR—MLTLWEE
/110

2. VDA 7S o%—n, (BEED) URLHAHFID X L FRIFBIEVI FOWTNNNI—HT IDEHRET BIC
iZ. Chrome 9z 77X+ 7H5 Citrix 75— F VD)1 Lo MisREEEEEBMLE 9, VDAD
[Chrome (CEBIN] Z#IRL£T,

B5E:
CDILREREIZ I S 7Y FICIFFAETY, VDAICOAHEBIML TLZE0,

Chrome OIERIEAEIF. I—H—ZLICA YA —ILL &7, IRRIEAEZIBIN X 7o IXHIBR T BB AIC.
Jd-LAT YA A—D =BT BUEIRHD A

2 chrome web store o 5o
Berewnasr Coadisnt Rasdie: 3 ExtEn 5iﬂn$ S

O Eaowkons Browser Content Redirection Extension

Features This aieraion redirecis Webpages

O s CHE

[ By ek

O Foe

O ot Aneeeid

[0 ‘"Works with Googls O

Ratings

O dedddkok
0 ek ko & Bup
O kdok &up

O B up

HE X FRIC—HT S URLAHD (Fl: https://www.mycompany.com/). 21U X FRICIZEHR VG
A, REBFvxJL (CTXCSB) &, VALY DR ETHS C &% Citrix Workspace 77U IZ#8R~ L. URLZ
L—L %7, Citrix Workspace 77U, O—AIL YR UV ITTOD H AV RE2V AL, Web 1 bR
L&,

Citrix Workspace 77U 3. Web 4 bz R¥EFT XU by T Web IS5 U8 —Da>F U VEICS—LLRIZT
LYFLET,
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY
o JL—: BEDRITIET VT4 T TIIRBRVWHT A RILIRETY
o Fi: BNTWLWBHEELTULWEEA

2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

VEAL I bDIF)F

Citrix Workspace 77U N A>T oV EEDESICTTvFEIHh DI FUAEZRIIRLETS:
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Server Fetch &
Server Render

Fublic or priate
netwark

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

Fubli or private
netws rk

s H—N—TzyFeHF—N—L2FIV2J: A bZHFAIVIMIEFRLTVRVLD UF1L T MIKKL
fete®d. VAAL Y MEHD £ A VDA ETDO Web R—T DL V&) VFICRD. Thinwire Z2ERAL T
I53714v I REERRELET, RUS—ZFEHALTIa—INYIOEEZEIHLET, COZFUFT
3. VDA T® CPU. RAM. BLUFHIBOEEEN L RO FT,

¢« USATU T IvFEISATRLYA U Citrix Workspace 7 71 & Web — N—ICEIZE
BIBeD. A=Y MITIVERTEIBENHDET, TD>FUATIE Citrix Virtual Apps and
Desktops 41 b 5%y b T—2, CPU. LU RAM OEHE%2 IRTAT7O—RL%T,

THx=INYITDAANZX Ls
I3AT7EDIRAL Y EDBRETBIEDHBDET, RERRE. IFATU I UTAVEZ—2y MIEET

JERATIHRVEE. T5—KEN VDA ILRINBZTREEDNHDET, CDLS5485E. VDA LD Web 754
=& Y—N—LOR=DZ)O—-RFLTLRIVITEEY,

HTML5 &7 Citrix Workspace 7 7 o4 R—+

November 11, 2021

HTML5 @i+ Citrix Workspace 77U 2o ) — U, 5+ 7> % Citrix Gateway IZ3##4i9 35 Z & %<
Linux RE7 U B LUV TRI by FICEEEGE TS £9, HTMLS [T Citrix Workspace 7 7 U I22WTEEL <
&, Citrix FF a2 XY FESBLTLIETWL,

CDEEEEBIICT S

COMRERT 7 2L ETIREMICHE>TVET, BMCTBICIE. ROFIEZETLET:
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1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 7 71U EMICL £ 7,
HMlAFIBICS OV TIE. Knowledge Center 2B CTX2081630FIE 1 Z8BL T2 L%,
2. WebSocket ##izHBMICL %9,
a) Citrix Studio ©. WebSockets i£45iR) > —% [#A] ICRELE T,

> WebSocket R > —%BEITBZHbTEFET, WebSocket RUS—DmeB—BICDWVWT
&, TWebSocket R > —zEEl #BBLTLIEIL,

b) VDA Tctxvdatr—E R, ctxhdxt—EXDIBICEREEL THREZEMICLET,

c) VDA THRDAT > RERTLT. WebSocket U X+—hBEL TWVWEHESHhEHERBLET,
netstat -an | grep 8008
WebSocket U Z+—H8EL TW31EE. XY RHARRDOELSICADET:

tcp O @ :::8008 :::%x LISTEN

E: ¥ 27% WebSocket G D7DIC TLSBESHUEBMICT I HTIEY, TLSESKEZEMICT
BFEICDOVWTIE MTLS L& 31— -ty a v DFRE 28RBL TSIV,

Citrix Director ZfFMH L 7z Linux (RfE<> > & LU Linux v > 3V OER

June 22,2023

CDi2ETIX. Citrix Director T Linux <> S LU LinuX 2y a VICERTE3—3DOX M) v I EBN
LEd,

Linux (REBT> > DX KU w o

Linux REB<T>> DX M) w oIl 7ot X3 3Icid. Citrix Director TIREEY > > &= RDIF. [V DEHME] V%
LERERLET,
Linux VDA /N—23 > 2103 LABE. Linux RE< > > DD X k1) w o Citrix Director TERRIEEICHED £7,

CPU a7 0%

XEUTAX

« N—RT1RUBE

RESSLVBED CPU e XEUBHEE
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@] Mok el i

Director Dashboard  Trends Blerts Analyti

Machine Details

Filters Applications Configuration

Machine Utilization

View Historical Utilization Average IOPS -

Maintenance mode

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Load evaluator
index

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

Memory

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

i . ko]

Trends  Fiters Applications Configuration  Analytics

Ending

Memory

Time period: |Last 2 hours

| Apply
Select Chart: Memory
CPU

now

Administrator ¥

4

|Average I0PS]

cif

Export

Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
NS DN G101 DAA ANE DAA A0 DAA
M Average CPU M Previous 2 Hours

Peak Concurrent Sessions

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GOOPM 60SPM G10PM 615PM 620PM 625PM 630PM G35PM G40PM G45PM 650PM 655PM
Zoom is not available for the selected time range.
M Average Memory M Previous 2 Hours
505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GOOPM GOSPM G10PM G15PM 620PM 625PM 630PM 635PM G40PM

645PM G50PM  6:55PM

Zoom is not available for the selected time range.
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Linux ty>a>oxXtUwyso

Linux £y >a>OX )y oERRTBICIE [Z0La2=]> [y aY] > [§RTOEy>a>] #BIRLT
[TRTOEY> V] R=UEEALH, [Ty a YVl NRILCTIEALET, [Ty a vl NRILICT
JERFTBICE. [TRTOEYyYaY] R=CHrRAIFZ—Ty by a>vaoUv o LT, [7VF1ETF1IX
—Sv—] Ea—IC7IERLET, i

Activity Manager

Activity Manager Machine Details Session Details

Applications SesionConrl ————

Machine D 3
S Session State Active
Display sin-ubt18 Application State Deskiop
fame Anonymous No

Delivery o . .
Group sin-ubt18 Time in state 56 minutes

Machine
Catalog
Remote PC
access

Site name
Windows
Connection Logon Enabled
Setting ICARTT n/a
Registration Relstered ICA Latency na
state egistere Launched via 80:...

OS type Ubuntu 18.04.2LTS Connected via 2.net...

Allocatit
lyp‘;“’ on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.

sin-ubt18 Endpoint name
Endpoint IP

No Connection type
Protocol uppP
Citrix Workspace App Version 20.12.1.42

Organization
al unit
VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

o ICA F1ERSR

Linux VDA N— 3> 1903 LIFE. ICA FEREOX MU w OO FIBETEEICAD F L, ICA FERRED X
Uy ERRT BICIE. Citrix Director 1903 Lg% A L. Citrix Studio T [ICAZFEAE] H&UV
[ICA FERAIEMME] KU —EERLET, KU —DERICDWTIE, FStudio THRU > —%EmMT 21 %
SELTIZTW,

« Protocol

Linux VDA N—> 3> 1909 BUBE. 70 R JLBEHREFBETI £, LinuxtEy>a>o b >XRK—+7F
Ok [EySaviEd] NRILICUDP £/ TCP X LTERRINE T,

o A RILESRE

Linux VDA /N—< 3> 2103 LB, Linux £y a>T7A RILBREIX M) w IR FERATEEFT, COX b
Yy oIlcT7oERTBICIE [TaL8—=] > [ty ay] > [TRTOEYS 3] #ERLT [TRTO
tysay] R—TUEBEIET,

Results updated every minute | C.

Export Choose\|

Session Start Time Anonymous Endpoint Name Endpoint 1P Gitrix Workspace App Version  Machine Name: 1P Address

21272021 208PM No 10157.13.68 w 10.108:124.1
Usert Active 21272021 209PM No 10:157.13.68 212142 10108124132
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BERRY—EXT—FEY

April 7,2022

BRY—EXT—EVIF. EHNICAF v U ERITLTEEAY—EXZEBERLET, fiddeRtEdde. T—FEY
EH—EX 7O XZBREREBFLIFFELEL. VY —XZ@BRTZHDICTOCADEDEZI)—2T v LES, &
H I nFsh/var/log/xdl/ms.log 7 7 1 LICEEBRINE T,

1B

VDA ZEEFT L. BERY—EXT—EVHEFNICERL FT,

C OikEElL. BIREER%ZEA L T scanningpolicy.conf. rulesets.conf. whitelist.conf 7 71 /L TR T
BIENTEET, #ET771/LIE. [opt/Citrix/VDA/sbin ICH D £5,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEBE%BEHTZICIE. ROAT Y RER
TLTERY—EXT—E>ZzEEHLET.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

OB 7 7IILTIE. BRY—EXT—TEVEBVELIFENICLET, Y—EXRHERZREL. #&H
TN BNEBIETINESHhEIEELET,

MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (Efu: #. ¥ 7 #JL MM&E: 20. &/JME: 5)

AutoRepair: true/false (57 =)L MMEld true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBEIZ 7MILTIE. BREROY—EXZEBELEFT,. RDRIV—=2 3y MARTLSIC. T2
FTIE4 DOERBEH—EZIRBD XY,
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ERY—EXZEETBICIF. UTOT7r—ILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (ZOEXBIXTAICTRIEIEITEIEHA. . REIC—BIZIVELHD
ERY)

- Operation: 1/2/4/8 1= EHEETNBZ e —EREELELET, 2=FlspEHInd ey —E
AZBEHETLET, 4=V —EREBEFHLXJ, 8=Xorg 7TOELRDEDLEZIV—->T v T LET.)

- DBRecord: false

« whitelist.conf

rulesets.conf 7 7 1 JL TIEE L BB R Y —E X3, whitelist.conf 7 7 1L THERTIHEND
DY, "7 MU MERIZ. EXFa VT LOEAEZA) T4 IILEZ—RDFET,

KT MU X BT 31215, whitelist.conf 7 71 ILICTOEXRBDA%ZEHET (RLI—HTZH
BAHDET), Hle LT UTFDRIU—=2 3y bEBBLTLIEIL,
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ctxvda.ctxhdx&s &tctxpolicydt—ER%z{FILd 3HiIC.service ctxmonitorservice
stopdv Y REEFTLTERYT—EXT—EVZELELET, CThZzRITLAWVEE. BRY—EXT—F
VFEIELEEY—EXRZBEHLEFT.

TLS iC&B31—H—tv 3> DRE

April 7,2022

N=3>7.16 Tl LinuxVDA i, I—H—tyv> a>0teFal 5 REDLoIC TLSESHEYH— LT
WET, TLSESHIETT 4L b TIREMICAR > TLET,

TLS BSkzBMCT S

A—H—ty>a>aEREITZILDICTLSESHKEEMICT 3I21E. Linux VDA & Delivery Controller
(Controller) omA THAZXZIBEL. TLSESKEEMCLET,
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AERAEZENS I B

ER TSI 2R (CA) »5 PEMERDO T —N—itBAZ L CRT XD/ — FMEAEZREL £9. Y —/N—3E

BREICIE. ROEI>avhiHb T,

. iERE
 BERINTLARLREF—
. hRSEBRE (RATIEHOFEA)

B — N—FEBRE D
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS iES{kxE#MIC$3 LinuxVDA T. enable_vdassl.shy—/#ERALT. TLSES
EENEIFEMCLET. ZDV—ILiE. Jopt/Citrix/VDA/sbin T« Lo ~UICHD FT, CDV—ILTHER
TEZA T avicoWTid, Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpavx> k%=
TLTLRETW,

B> b & LinuX VDA H—N—CH—N—3AE% 1 VXA b—=JLL. & LINUXVDA Y —N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller TTLS EESkEHHICTS
pE N
TLSBSH&iZ. TUNV—=FI—TFL2EICH L TOABMCTZIEHTEET, BEDODT SV Ir—>avic
LT TLSEBSHKEZEMICTAICIETT XA

Controller @ PowerShell 9+ > R T, AOAR Y RZEBICEITLT. 2= vy bDOTFUNU—=FIL—TD
TLSEBShEEMILED,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

pE
VDAFQDN &M ICAt v a> T 71 ILlic&En3d L 5iC.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERFTITBRIEHTEET, COAV Y RIE. DNS#REBICL £9, DNS fR% E)

LT3 ICAEy>a3>T771ILIEVDA®DIP 7 FL XZMR L. SSLProxyHost > UDPDTLSPort 7% &
D TLS EEER I L TDA FQDN =R L £ 9,

Controller T TLS BES 4 EEMICT BICIE. ROIAT Y REZIBEEICEITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cZTNWNoa—FTa>T

PEINETRI by TRy avIic7oEALE&S T3 . Windows @i Citrix Workspace 7 71 T, kD
TERINATRLRAZEODY TR UM TIHEEAI LWSIS—HEETEIILHHDET:
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Desktop Viewer ot

The connection to "EBERESRERE" failed with status (Can't assign
requested address).

OK

B e LT, hosts 771 ILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h£d,

DTLS ic&3 21— —t v a>niRE

August 10, 2021

DTLS EES{btEEId. 7.18 U =W SRLICHR—bEINET, ZOMEEIZ Linux VDA TIET 7 # )L b TE#IC
Bo>TWEY, ##L<IE TTransport Layer Securitys; 8B LT T W,

DTLS BES OB
TETT4T TV RR— bHBEMCHE>TVE L EHRRBT S

Citrix Studio T. [HDX 74 75« T rSYRR—F] RUS—H [BK] £/l [BRE—R] ICRETNhTL
5exHRBLET,

Linux VDA T SSL EES{kE=BMICT 3

Linux VDA T©. enable_vdassl.shy—JL##EBL T, SSLEESkEZEHELIZEMICLET, TOVY—I
i& fopt/Citrix/VDA/sbin ICH D £, COVY—ITERTIZ AT avIcoWTE. /opt/Citrix/VDA
/sbin/enable_vdassl.sh -hav>RERIFLTLIEETL,
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pE

7. Linux VDA (Z DTLS 1.0 & DTLS 1.2 om@A%EHAR— kL TWE T, DTLS 1.2 (Zi& Citrix Receiver
for Windows 4.12 % 7z1& Windows &7 Citrix Workspace 77 71 1808 LN SBETYE, FEHLTW
3254 7> kN DTLS 1.0 (Citrix Receiver for Windows 4.11 &) O&%EHR—F L TUVWBIBEIE

enable_vdassl.shy—I)L# AL T. SSLMinVersionzTLS_1.0/cSSLCipherSuite
#COMZFzIZALLICEEEL £9,

THEAM=-ZDEYS 3V 4A—2—I—7

November 11,2021

THERAM=—ZDEY S VT4 —F—<—Vd. T—FBHZHIEL. B TERL5IIT3HICRIBEET,
CDIERIFEIHAGETH D, Ly a>TFRI MY FIIRRINDZZE T, T—R2Z2EBUEBHICEER RV —>F
Y I F v EFERTIBEDOMEAICEDET, TEAMDLAV—THZVF—F—I—JIEBDTIEETTET,
DF—RF—I—JITORFaAX DAV TIVETETZEHL, Ly aYEREERICRTIINETD,

BE.

TFAM=ZDELYS3aVI+—2—I—F2J1F EFa2 VT BETEHDFEFEA, OV Ua—23
VNd TERBRBERLICHLETZDDOTEHD FEAD. HEIEEOMEAL FL—HFEU T ZREL X
To COMBEDFERICOVWTIE. BE2BBEWRO L —TEUT A ZRETEZILDOTREDD EHA. T2l BE
IKICCC oz EFa)TrV )a—a v eHdabtEa e zEE&HLET,

tyoavir—2—I—VRTFIALTHD, A—HF—ICEBRIESNZEY I aVICBERASNET, tyParvouxs
—B=I—VIC&> T, T—HHBHZEBH T 5HDBERMEISNET, RDEELRT—XIE. BEHA A—-IHR
FInNREOty3>0ondF a4 —0ID TY, 7—2FRE L DMRNICEBHT BI12I1F. T—N—FTid
IIATY DA YE—2y b FORIILT RLAPEGRELZEDZOMOBEREED X T,

A—H—TIIARVIVRAEZH/HETZICIF. [Lyvrarir—42—<v—20] RUS—REEFEALT. BELDE
BrUA—42—~X—UDINREEBRLET,

HIPRSEIR

e Lyl alUur—E—<—Uld. T TOVYDULEAAL I MDMERINS Y 3 Y TIEYR—
TNTLEFA, COMBERFERTZICIK. 50—V ToYDOUAALY FHEMICA->TWVWE L%
FERL TLIEEL,

s 2EE/N—RITT7T7IEIL—a E—F (ZEEH.264 £/ld H265 T>0—F71 %) TLHY—
NVIDIA RSAN—ZFERALIcEY a3 VARITINTVBREEIEF. Eydarur—4—<—7IFHR—+
TNTEST. RRTINFEEA (ZOHBE. LY XL TNvCaptureType i 2 ICRREINTULET),
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e TF—HA—TX—UIF Ly arOI v RITIIERRINEE A

o I—H—H PrintScreen *—%# L TBE%.2Fv 7Fv LicHEE. VDARITE vy 7F ¥ SNZBEICTY + —
B—I—VIFEFENFEA, TDH. BHENIE—TNBI3DEHRSIEDHICZAI ) =23y bADKEER
Lozl xd,

AX—bHh—RZERL/NZA X)L —EREE

April 7,2022

d—H—iE LInuXRBTRI by Ty arilOdF >3S0 95472 FTNA RITEGEINT AT —
FA—RERBEICES A TITET, COWEEIF. ICARY—FAI—REREFYyRILLETODAIY—rA—ROUH
ALY MIE>TEEINET, I—H—F3EYv>a>YATAVY—bI—RZFERATZICHTTET, FHEBFICL
Tk RFaXVMITURINEBRZBMTS. EFA—IILEBSUEIIESLKTE. AX— MH— RBHEHNKE
B WebHo rERBIETIHRELBHD T,

Linux VDA . Coiseic Windows VDA Y RILEmZEBL £ 9, 2L <& CDRED Av—+H—RIEE
BT 51 Eoa>vEBRLTIIETL,

p
Linux VDA v > a YATIY Yy 7N AY— b A—RZERL T Citrix Gateway iICH 1 >4 >332k
I 2RICETR—bFINTULEEA,

Gl it

AR—bA—FIC&KBNRRIIN—BAZEATITZDNE. ROFHICEDEBD T

o LinuxVDA B, ROVWTNHDT A ARIE2—23aVICA YR M=ILTNTWS:

RHEL 8/Cent0S 8
RHEL 7/CentOS 7
Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04

VDA @1 > X b—)LH5ET L7=5. VDA At Delivery Controller ICEBRTE, RI Nz Linux TR kv
Tty arh Windows EiiEHREERA L TERICEHTIZ L 2RALE Y,

* OpenSCHAHR— b TBERI— b H—RHBEAINTUVS, LI TOpenSCHRY—FH— Rz HR—
FLTWBZ D) ZBRBLTLETL,

« Windows @i Citrix Workspace 7 7UhMER I N T W 3,
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openSC A AV —rH—RZHR—FLTWEZ DR

OpenSC i%. RHEL 7.4 LA TALKFERINTWE AV — b H—R RS54 /=T, OpenSC i CoolKey %
ICEMMNH BT, TEIFLBEOAIY—MH—FREYHR—tLET (FSmart Card Support in Red Hat
Enterprise Linuxy #£08),

CDRETIE. BREHPT 372006/ LT, YubiKey4 RY—+rAH—REMHEAL£9, YubiKey 4 iZ. Amazon
PHONFTEENSHEICENTT 5—FE 0 USB CCID PIVF /N1 X T, OpenSC RS /\—If. YubiKey 4
EHE—RLTLVETD,

Lo BERAN— M- RHBRBIZHR > 7FEIE. RHELT7 £7:13 RHEL8 & OpenSC Xy —oH 1V X b—
LEINTYIBIL O HEHELET, 0penSC DA YA R—JLIZDWVWTIE TAY—FH—RRSAN—%1 VA F—
LT3 #BRBLTLEIV, AV—bH—REBEAL. ROOTY Y RERTLT. OpenSCHRY—bH—R%EH
R—bLTVWBICEBRLET:

pkcsll-tool --module opensc-pkcsll.so --list-slots

101
L= hEIREZ #ET B
L— MEEAEIE. RY— b A— RROHRAEZ KT B cHICEAINET, L— bEAZEZH U O—-RLTTY
Ab=ILTBICIE ROFIEZRITLET,
1. @EIECAY—N—=Nn5, JL—bilPAE%Z PEMEXTERIELE T,

RDES5HITVREERITLT. DER 771l (*.crt. *.cer. *.der) # PEM ICZH@TEFd, XDV
RfEITl. certnew.cer (X DER 7 71ILT9,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->
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2. JL—hiEBAZE%Zopenss 1T« LI MUICA YR M—=/LLE T, Hlz LT certnew.pem 7 71 )LEEBL
TVWED,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

IL—bFEREE A VA M= T B7HDNREERT 3ICIE. sudo mdkir -p <path where
you install the root certificate>%=xRTL£,

RHEL 8/CentOS 8 T pam_krb5 E2 21— /L% %73

AX— hkH— ReBiEIE. RHEL 8/CentOS 8 TEIE T ifz pam_krb5 E¥ a2 —JLICf&kEL £ 9, RHEL 8/CentOS
8 TAY—hA—RBiEZEAT BICId. UTOFIET pam_krb5 EVa—ILzHEEL X7

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2Xd—F&4U>O—-RFLET,

2. RHEL 8/CentOS 8 T pam_krb5 Ea—ILZBELTI Y XF—ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so BME I N e #BRBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AX—bA—RERIEZERT S

ctxsmartlogon.sh 27 ) 7+ FERALTAY— W — RERIBEZEHTID. FEITERERT IR LN TEF
ER

(73> 1) ctxsmartlogon.sh XU 7 hZFERLTAY— M A—FRIEZBKT S
b

ctxsmartlogon.sh 2 2 ) 7 ~id. PKINIT %= 7 7 )L O EHICEBML £3, CORE IS
[etc/krb5.conf 7 7 1 L ZFER L TEETE £,
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ARX— b H—REPOHTERT BH1IC. ctxsmartlogon.sh 27 7 ERITLTAY— M H—FIRIEEBRL £
ED

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIIRDELSICHRDFET:

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
automatic installation of the necessary packages and changes to
nfiguration files.

efault realm. You can

#
Step 1l:Enable smart c
Do you want ~nah

above options (1-3)[1] 1
t packages.

already installed.
[pcsc-lite-1libs][coolkey] already installed.

/etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

e path to the smart card PKCS11 driver g., /usr/1ib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkecsll/1ibcoolkeypkll.so
fsc configure suc

:txsmartloguﬂ sh ed successfully. SmartCard is ready.

AI— A= RZENCT SIS

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIIRDELSICHEDFET:

ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration fTiles.

# chan e this conf :onflguratloﬂ fllu
& H A e

Step 1:Enable smart card 1ogon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(F7>3>2) AR—+H—FEBEZFHTHER TS Linux VDA I, Windows VDA £ ELRY—+tH—RE
BERERALET, COBRETIE. RXr>3aY bO—5—. Microsoft sEPA#RES (CA). 1> & —w b1 T+ X
—> 3% —E R, Citrix StoreFront. Citrix Workspace 77U %R Y. B8O AVR—%> b2 ERT ZHELH
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D %9, YubiKey4 v —rH— RICED<HEBRICDOW T L <IE. Knowledge Center ®CTX206156DsEE %
BRELTLEIV,
ROFIBISEDHIS. IRNTOAVEAR—RY FHELLHEREINTVWS ., BXF—r1—H—iIEENXT—F
A—RICAD>O-—RThTW3Ir. A¥X—rH—RZFEALTWindows VDA ICIEEICOJ A > TE3Z %
R LTSI,

PC/SCLite /Xy —> %4> X b—J)LF% PCSCLite i&. Linux TON—YFIILIAYEa—82—/AX—rh—
R (PC/SC) tBDRETT, AN—rH—RPU—4—ViBETSEHD Windows A¥N—+hH—R1>F—Tx
1 AR LET, LINuXVDATORI—FA—RUACL Y ME. PC/SCLARILTRESINTVET,

ROARY EHERITLT, PC/SClLite X\wsr—S% AV ZAR—ILLET,

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

ARX=—bA—FRSAN—Z1>YR+—JLFS OpenSCiE. RHEL ETAKFERATNTVWERY—FA—RFKS
1N—=TF, OpenSCHA YR b—ILTNTVWEWMEEIE. ROOARYFERITLTI YA M=ILLET,

yum install opensc
<!--NeedCopy-->

AI—hrA—FRIARDOPAM EZ 2 —ILEA YR +—ILFE ROOATY RERITLT. pam_krb5 & T
krb5-pkinit E¥a—LE1 >R b—=)LLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8/CentOS 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EXa— /b P55 1 VAEARRHEES 2 —ILTHOD. PAMIST FU T —> 3 Y HINZAT — R =R
Lb, ¥—Emt>%2— (KDC) OoF 7y FREF7TY FZEBLEDT3DHIC. COEZa—IILZzFERATIEE
¥, krb5-pkinit €22 —JLIZIZ PKINIT 7551 VHEENTVWT, 517> MO EF—CASEZFEAL T
KDC D SHIHIERIERERIE TISLS5ICLFT,
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pam_krb5 £ 21— L% #KTS pam_krb5 EZa—)LIE KDC 355 L T. A¥— b H— RRDEAZE % FEH
LT Kerberos 77 v b #BE L £9, PAM T pam_krb5 s BICT BICIE. RODOAT U RERITLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf 7 71 JLIC. EREOEIHICKLC 7 PKINIT BRZEML £7,
7
pkinit_cert_match # 7> 3 >id. 517> bEBAED PKINIT SBEORITICER I N3 HIC—HT 344
ENHZ2—BRANZIBEL£T. —BRBOBEXIIRDEHDHTT:
[relation-operator] component-rule ---

. relation-operatorid&& (FNTHIVR—FY MRAN—HT ZHENH D) FlE|| 1200
YR=2Y MRAIOAN—HTBIHRENDH D) OVWTNHEFERTETEI,
AR krb5.conf 7 7 1 LB ERICRLE T :

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

BE 7 77/l PKINIT BRzEML B RDESICARD T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit _eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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PAMB:E =218/ e 2 PAMBBR 7 71 ILIZ. CDEY 2—)L% PAMZBEEICERA L TWAHh %R L £9.pam_krb5
EFRFEES a—)Le LTEMY 3ICiE. [etc/pam.d/smartcard-auth 7 7 1 JLICRDITEEIML £ :

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD #fERALTi5E. BEROBHET 71 ILIZDRDESICHED T,

#%PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth re pam_env.so

auth done ignore=i re default=die] pam_krb5.so preauth_opt=X509 user_identity=PKCS11:/usr/1ib/x86_64-1linux-gnu/pkcsll/opensc-pkcsll.so
auth sufficient

auth required

account required

account sufficient

account sufficient E d .s0 uid < 1000 quiet

account [default=bad s r_unknown=ignore] pam_sss.so

account [default=bad success=ok auth_err=ignore user_unknown=ignore ignore=ignore]l pam_krb5.so
account required pam_permit.so

session optional pam_keyinit.so revoke
i required pam_limits.so
pam_systemd.so
dir.so umask=0077
dir.so umask=0077
pam_succeed_if.so service in crond quiet use_uid

(A F>a3y) RAR—bH—REFERLES VTSIV T

SYINFAYFY (SSO) g RETRI by IR TIUTr—> a3 ORBFICNZIRIIL—RillzRET S
Citrix DigEEIEL £9, COMEEICELD. 2—H—H PIN Z AN T BEEHNRD £, Linux VDA T SSO % fEMR
3 3iCid. Citrix Workspace 7 71 218/ L £ 9. Windows VDA X B U#mRAETY. L <% Knowledge
Center @zs2ECTX133982% 8B L T 2T LY,

Citrix Workspace 77U TN —TRU S —%BR TR L FIE ROELSICAY— b OH—RBHEEZEMCLET,
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File Action View Help

e | 7@z H= 7T

Local Computer Policy * || Setting State Comment
fie= L’:romputer Configuration |i=| Kerberos authentication Mot configured Mo
" T So.f'tware Semhgs \iz| Local user name and password Enabled Mo
: J Wlnd.O\.c\rS Se.ttlngs 2] Smart card authentication Enabled No
4 || Administrative Templates

4 || Citrix Components A Smart card authentication =) x ._|
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
X cep
| Client Engine B .
= Di g ) Not Configured Comment: -
__| Diagnostics
| Fast Connect API Supg @ Enabled
] HDX MediaStream Flas — )
| Multi-Stream1CA | ||| © Disabled
|+ [ Network routing 3 Supported on: Al Citrix Receiver supparted platforms .
> | Remoting client device =
] SelfService
| StoreFront Options: Help:
| User authentication
[Z] User experience 7] Allow smart card authentication Use this policy to control how the client uses smart cards .
> || Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Drinters When enabled, this policy allows the remote server to access
] smart cards attached to the client device for authentication and
] System

7 other purposes,
1 | Windows Components
[y All Settings

L]

4, User Configuration
» [] Software Settings

‘When disabled, the server cannot access smart cards attached to
the client device.

2 _Ji\'\fmdows Settlngi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
& different operating system on the client machine, it may be

BEREAV—bA—ROTHY

BERERAV—bH— K& BEEDO HDXPC/SCR—ZXDAY—FH—RUAALL I FDHRIRTY, BEAAETV
WANIREBTRY—rH—REFATZHBEDONTA—IVIADAEELTVWET, #LIF. TRAY—FH—F] &5
BLTLSIESL,

Linux VDA I, TFD/N— 3 >0 Citrix Workspace 7 7 TEEANY— b H—REHR—KFLTWVWET:

« Citrix Receiver for Windows 4.12
+ Windows mli¥ Citrix Workspace 7 71) 1808 LAB&

ISATY R TERAV—FA—ROTAVEZEMICTZ SFRXY—bA—ROJFIE VDATIET 74U K

TEAMCE>TED, 9547 RTIETIAILENTEMCHE>TVWES, 7547V N TCEERY—MA—FROY

FToEBEMCT BICIE. BEET B StoreFront 41 k) defaultiica 7 7 1 ILICRDNS X —SZ—%EBML T :
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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IIATY R TREAR—MA— RO VZENCTSE 517V M TERAN—MA— RO F > ZEHICT
3ICi%. BE$ 3 StoreFront ¥ ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
SA—H—FHIFRLF T,

A&

ZAI¥—bA—REFEALTLINUXVDA ICOJF> T3

I—H—ESSO >+ VA LIESSO O FUFDOHEA T, AR—rA—FREFEAL T LINnUXVDAICOS A > TE &
ERS

e SSOYFUATIE. A—HY—ldFvyvPatNicAIY—+H—RIABEEL PINZFALT. BHFHNIC
StoreFronticos#>ah£xd, 21— —h StoreFront T Linux (R85 X by v a>vaRKBd3
¥. AY— b HA—RBIAD =01 PIN A Linux VDA ICESNE T,

« ESSO > FVATIF. 22— —IF StoreFront ICOJ A >33 7oIC. SAZEBERLTPINZAATSE L

SRKROSNET,
r 3
Windows Security ﬁ
Select a Certificate
-
Windows Security &
[ < userl
Issuer: zhusl-DC-CA . 2
[ i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
=1 . = o Please enter your PIN.
' Click here to view certificate prope...
y | ddc
—_ PIN
| Issuer: zhusl-DC-CA e | i
L || Valid From: 9/19/2017 to 9/19/2018 | [anaan o |
9 Ti = T
o) Coma) E—
= I OK | Cancel

a—4—4t StoreFront T Linux REFRX I by Ty a vz d5 . LinuxVDAANOOJ A >4+ 70
TRy IADBRDESICRRINE T, I—H—RIERY— b H— ROIAEH SHHTh. 2—F—FOTF VR
EDT=DICPINZEHS—EANNTIZHELRHD £,

C OFENEIF Windows VDA ¥ EL TY,
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" ctx-ddc.ctxdeviocal X 4

<~ — * ctxdev.local Tk ‘ = :f.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

Click here for more information

0K Cancel

AY—bH—REFEALTEY 3 VICBESTD

Ty avIlBESGTBICIE. AN—FH—RBISATURTNARICEGEINTVWB e EERELET, AV —
FA—RAEGINTUVWAREVWE BREFRKT 370, LINnuXVDABICIL—DFvviadqs Y ROUBRRRINT
TCICETLEYT, COBE. AN— M I—RDEFERIXAVvE—JIIRTIINEFHA

=72 L. StoreFront I TiZ. Ly > a VIIBEGFLLSE LEETICAVY— M A—RAEFZINLTLARLE,
StoreFront Web IC& D RD & 5 BBHARTEINBZ BB D FT,

Insert Smart Card @

@ Flease insert a smart card.

| Cancel | Details ==

HIFREIE
Y —bA—REDYE LEFOEER) > —
HE. LINuXVDA IZRY— b H— ROBIBRICT 7 4L FDOBIEDAEFERB L TWET, Linux VDA ICEEICOY F

YLUIBTRAR—bA—RZRODHLTH, By daViFERSNAZRICAD, vy avamidOoysesngzd
Ao
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HDORAR— b HA—RELIUTPKCSH#11 51 TS5 UDHR—

HR—~—&IZ 0penSC AY¥— rA—ROABRRINETH, Citrix TIEPRBRIY— b A—RUAAL I ML
BHEEDTMREINTVD D, DAY — b H—FSLUPKCSHIL S TSV DFEREHTCHTETEY. BE
DAI— b H—FFIF PKCS#1L S TS VICHIDB R BICIE:

1. PKCSH#H11 51750 DITARTDopensc-pkcsll.sor Y AEVRAEESMZ £,
2. PKCS#1I1 SATSUDNBLIRAMNIAD/INREZRESTSICIE. ROOAY RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH (% PKCS#11 51735 (Jusr/lib64/pkcsll/opensc-pkcsll.so #Y) #EBBL %Y,

3. VA7V TEEAR— b A—FOTF 2 EMICLET,

ATINKRYy T TINTA 27 Viks

April 7, 2022

C OHEEIC &L o T - —BRBHRI NI 1. Linux miF Citrix Workspace 7 71 & & U Citrix Receiver for
Linux 13.10 ® AuthManager €22 —JL® StoreFront A r 7IZ7 VXTI £F, AHE. 1—F—EBIER
ZEEANNTZHL. LINnuXRETFRI by Ty 3 oh s mEBTRI My IELUVT U r—>avice &
AT EFERLTT7IERTEEXY,

A
C Di%EEIX Linux @iF Citrix Workspace 7 71) & & T Citrix Receiver for Linux 13.10 THR— k3N T
WEd,
COWEEZEBIICT BICIE:
1. Linux VDA iZ. Linux @i+ Citrix Workspace 7 71) & #=1% Citrix Receiver for Linux 13.10 21 >~ X +
—ILLZET,

Citrix Workspace 7 71 £7z1& Citrix Receiver @Citrix 47 > O— RR=IUhB57FUEAZT > O—RL
x9,

FI AL RDA YR k—ILISRIE. Jopt/Citrix/ICAClient/TF, BHBNRICTFUEAV A R—ILT 315
2. ICAROOT BB T # A RED A VA h—ILXXEBBTZ3L5BE LT,

2. Citrix StoreFront 81232V —ILT. WROX +7IC HTTP EXRRBIAAREEML £,
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#|  User name and password
[] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o mEEm

3. HTTP BARHT 2 HA T 3IC1E. ROF—% AuthManager #m 7 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (Z&mML &9

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROAYYRZFETLT BESNLTA LI MU —MEAZEZ TV XA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5, ROOAY >V RERITLT. COEEEEEMICLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x0000000601"

<!--NeedCopy-->

6. LinuXREFRI by Ty ayaERIBLT. Tt v a>TLinux @i Citrix Workspace 7 71U
o1& Citrix Receiver for Linux 13.10 #2281 L £ 9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 333



Linux Virtual Delivery Agent 2104

Linux %85 X & kv 7T Linux @7 Citrix Workspace 7 71 & 7z 14 Citrix Receiver for Linux 13.10
ZVOTEEFTZHE. AT TATY FOANNERDENET, MBI BEFAOX ~TICEESNICOY
T2 L&ET,

:

cPT7ATIY RO HTTPSURL ZANALE T,

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wyour [T departrment.

https:ff

Cancel Add

uquEfJ‘Tg@t’ V2= /@*ﬁﬁi

September 25, 2023

COREDOEREFEAL T BHADFELR LY a3 ZBHELET, LinuxVDAZ 1> X h—ILL T OREZER
TROHICHBREIFT—TBEDD FHE A,

7
RADAREBREY > a3V EBRT 21581F. Ty aYoHEfiESMR—bINABAVWIezZEL TS
o v aroEaiEed. Android @i Citrix Workspace 7 7 THHYR— TN TWVWEE Ao

BEEDFRER R b7 DIERL

Linux VDA TZIEARER v 3 V&Y R— T 3ICIE. StoreFront ZfEMA L TREED'ARE AR b7 =2 ER L &
ERS
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TIUNI =N —TTHRADFREL AT —DT7 I XZ2BMICT S

BADFREBZ ST ZER LIS, TUN) = —TTRIADPFRELI—F—DT7 I EIZBMICL T, BN
FERtLy aYZYR—bLET, TUNY =TI —FTRIAITNTVWAVWI—HF—EFHICT 3CIF. Citrix
Virtual Apps and Desktops @ R+ 2 X > FDIERICEVE T,

BADARELRE Y a > D71 FILKEZRET S

FEEDARELRE Yy a>DT7 A RIVIRED A LTI MEIF. 774 FTLI0HTY, COEDREIF. LXK
1) 5% AnonymousUserldleTime TTWFF, ctxreg V—ILa2FE> T DEHEEZEL X, fcrziE, ZDL
SRAMJREEZSDICTBICIE. ROOATY REERITLET,
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

X00000005
<!--NeedCopy-->

FEED R BRI - —DRABERET S

TSN TOWREVWI - —DRAAEEZRET 3ICIE. LY X M) £— MaxAnonymousUserNumber =R L
9, CORFEICLD. E—0 Linux VDA TERIFFICETINZRBAN R EL Y S 3 VEHDFIRSNhE T, CoLY
AMUREEEE T BICIE. ctxreg V—ILZFERLF T, e ziE BZ 32 ICKRETBICE. ROOATY REET
LETo
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE:

BADRELR LY a VBEHIRLET,. AKICESINZ Yy Y a Y HEPERBICZWESE. VDA TERTE
BAEUDARLHBEDHEZSITRIT BN ET,

SN a—FTa>y
RN R EREYy S a Vv EBR TR EIE. RORZEEBL TSIV
o FRIHAREBERE Y aVICOJA VY TITEFHATL
LR MIDBREECESICEHFIN-Ce 2B RBLET (0 ICRE)
sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet

\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->
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ncsd H—EZXHRTH T, passwd F v v aEBEMICTEILSICRESNTVWR AR LET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd ¥ v v > aBTHOAEMI AR > TWVWEHEIF. NOICKRELTHS. nesd H—EXEBESHL £9. RED
LE%IC. Linux VDA DB VA M—ILHRBERBZIBENRHD £,

« KDE cOv/7@EEDAE VHBERED Y S a VHRICKRRINE T,
FI7AIETIE Oy IBEORE VX Z a—&, BEHFREBELRE YD 3 U TIFEMICR>TWETY, 772 L. KDE
TRPRRINZCeHHDET, KDETAYIVEBERDARZVEAXAZ2—%2FEDQI—H— I L TEMICTSIC
i&. #m 7 77/l $SHome/.kde/share/config/kdeglobals (=X DITEMZ £, fi:

[KDE Action Restrictions]
action/lock_screen=false
<!--NeedCopy-->

7272L.KDE Action Restrictions/{ZX—4—H.sO—-NIL7a RikdeglobalsZ 71 JL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobalsk¥) TF
BICRETNTWBRBAE. COI—HF—REIFHELHD £ Ao

COMBEMATZICIE. ¥ XT LT K Akdeglobals7 7 1)L ZE L T[KDE Action
Restrictions]to>a>an[$i1]40%KiMT 20 YRATLTA RABREZEZEFERALT. OvIEED
REVERZa—ZEMICLE T, KDEBRICDOWTEHEHL < IE. TKDE System Administration/Kiosk/Keys) @
R=TZ2BRLTIIETL,

LDAPS DiERk

November 11, 2021

¥ a7 TRESI NIz LDAP (LDAPS) IZ & - T. Active Directory BEExH%R K X >1Z SSL (Secure Socket
Layer) /TLS (Transport Layer Security) B0t + 2 U 7 1 17 & L7z Lightweight Directory Access
Protocol o@fEZRETE£7,

FIFIWET OSATY Y —N=T TV —> 3 B@ LDAP EEIFESHINTWER A, SSL/TLS %1E
R L7 LDAP (LDAPS) T. Linux VDA 8& U LDAP #—/N\—fd LDAP 2TV A>TV ERETIT £,

RO Linux VDA J>R—x> hd. LDAPS & 0#k=FBFENH D &9,

« JO—A—IT—Y x> bk Delivery Controller iZ Linux VDA % &%
o RUS—H—E R RS —5FE

LA IE. LDAPS OBRICKHETY .
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« Active Directory (AD) /LDAP #—/\—T LDAPS =&t
« USATYRTHEATSIL—F CAZIYZK—k

« Linux VDA %2 > T LDAPS #H&3h{L % 7ol bt

e U—RN—=F14 DT>y b7 +—LTLDAPS DOHE5L

+ SSSD D&

+ Winbind 015

+ Centrify 0#&mg

+ Quest DiERK

AD/LDAP #—/X\—T LDAPS 0Bt

Microsoft sFBA#ES (CA) F7-i%3E Microsoft CA D ¥'5 5hh SBEY B R DIEE%E 1 > X b—JLL T, SSL&
fBad LDAP (LDAPS) #BMICTE %9,

[ N

SSL/TLS & ® LDAP (LDAPS) (. RX4>aA> rA—5—T&HDI—rCAZAI VI +—ILTBE. B
BRICERNICARD £7,

#EBAE A 1 > X b—)L LT, LDAPS &4t 2R3 5 5AIC DWW T L < IE. Microsoft Knowledgebase oK —
b EA#TEER T THow to enable LDAP over SSL with a third-party certification authorityy; #8BL T2
Lo

SEEABEDREICHEBDOE QEXIE3E) M*H3155. FX>Y bO—5—T LDAPS sBat Q&Y 4 HEEAE
ZHBMICBIETE R A

EHOIRAMEOEER MR L TR X1 >3 bO—5—TLDAPS #E%ICT 3 A3%ICDWTEL < 1&. Microsoft
TechNet Web #-r kT TLDAP over SSL (LDAPS) Certificate; 28BL T3,

75472 b THEAYBIL— hEEBBE (CA) oBMk

347> M3 LDAP 1 —N—1E3E 9 % CA DIEEREZ R T2 HENHD T, 7517 > b D LDAPS ik
ZEMCTBICIE IL— CAEAEZEEAEHDF— R MTICAVR—-FLET,

L=k CAZRIVRR— LT BZHEICDOVTEL CIE Microsoft Support Web #-r kT F'How to export Root
Certification Authority Certificate; 8RB LT T W,

Linux VDA Y3 > T LDAPS =&k £ f- I3 Exh ik

Linux VDA T LDAPS ZB2h & 7zl BMIC T 3ICIE. (BB LTOIF YL T) ROXIV T 2FRTLET:

COAXY ROBXICIFRNEENE T,
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s IBESNTIL— b CAZEBAE T SSL/TLS BT LDAP 2B#ICL £ 7,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

o SSL/TLS BB TLDAP Fv RINA>T 14> T %2BMLET,

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

A

FvRINAYT2>TDIIL— b CAGERRAZEIX. PEMERXTH3HENHD 3. LDAPS ZHEZICL
TH Python 3 RBIRIFAEREICIER I NG WSS, TPython 3 RIBIRIRDIERI OFIBICHE>TF
FTERLTLRET L,

o SSL/TLS #ERETICLDAPICT7 +#—ILNw I LE T,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS EAm Java ¥ — X k 7i&. [etc/xdl/.keystore icH D £, HEEZZITZL I A M) F—I2IE. KNS
FNEJ,

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

Y—RN=FT1DTF 5w b7 +—LTLDAPS D&

LinuxVDA QY R—2>Y MR T VDAD T X EAY—RFN—FT0 DY T b Tz 7 AV R—%> FTid. SSSD.
Winbind. Centrify. Quest A0t F21) 7+ TREI N LDAP HMUEBELBELH D £T, UTFotEs> 3y
TId. LDAPS. STARTTLS %713 SASL (BB > —I) &P EFa T+ TRESNI LDAP 2T 3 757%
ICDWTHBAL F7,

B>k
CNSIRTOY I DT IVR—32>Y T, SSLAR—k 636 ZFEAL. EFa )7 TRESNT LDAP

ICTBTENEELVDITTREHED FHA., el IFLALDHE. LDAPS (R— 1 636 TD SSL ZH0
LDAP) (&7R— b 389 @ STARTTLS ¢ #HFTE £t Ao
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SSSD

723>, R—b+636 £73R—+389 DtFa2UT+ THREIN/SSSDLDAP 571 v U =ML
F9, L <& SSSD LDAP Linux ® man R—=J#BBLTLEIL,

Winbind

Winbind LDAP 2 T, ADS XV v R%FEBL £9, Winbind i&. R—k 389 T StartTLS XV v R &% 4
R—bLTVWET, HEEZIT38EMT 77/Lix. ldap.conf (fetc/openldap/ldap.conf) & & smb.conf
(Jetc/sambaf/smb.conf) T¥, 771 ILEZRDLSICEELE T,

ldap.conf:
TLS_REQCERT never
smb.conf:

ldap ssl = start tls

ldap ssl ads = yes

client ldap sasl wrapping = plain
<!--NeedCopy-->

Flo. E¥a )T+ TIRESINT- LDAP 1&. SASL GSSAPI (BEE&LU>Y—IL) THEHBIhEIH, TLS/SSL v+
BFTBILIETIEHA. SASLEESKEFERT 5ICIE. smb.conf Bl ELTEL £,

smb.conf:
ldap ssl = off
ldap ssl ads = no

client ldap sasl wrapping = seal
<!--NeedCopy-->

Centrify

Centrify TiZR— b 636 ® LDAPS ZHR— b LTUWEE A, —H. R— 389 LOtFa) 71 TREI NI
SIFRELTVWET, #LLIE. Centrify B FESRBRLTET L,

Quest

Quest FBEET —E X I3R— bk 636 @ LDAPS 20 R— b LEHAD. BIOAETR— 389 DtEF+al) T+ THE
ThIcEShERMLET,
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cZTNWNa—FTa>T
COWEEZEERT R L. UTORENKETZLHHDET,

« LDAPS —EXDETAME

AD/LDAP # —/N—T LDAPS #GiHMERTIRETH DI L 2B L E T, T 74/ M TlE. TOR—FE 636
TY,

+ LDAPS 2 E%#IC9 % £ Linux VDA OEBFEHLKT S

LDAP = N—tR—rHRELKBRINTVWB e 2B LEY, mMICIL—~ CAGEAEZF T v I L T,
AD/LDAP #f—N—t—HI 3 zHRL £ 7,

o BFROTLPRNUEE

LDAPS BEEd F—1':2 > T enable_ldaps.sh ZERHE ' ICEHRINB & LDAPS I R—x> b OKTF
BRZIBAR S TREMDH D F£7,

« LDAP +357 1 v 7id. Wireshark > Zofioxy b7 —U838Y —)LH 5 SSLITLS THESKINFHA

F 74 hTik. LDAPS IZEMICHR > TWE T, ENE34EH T 3121k [opt/Citrix/VDA/sbin/en-
able_ldaps.sh #£17L £7,

+ Wireshark »Zoftho v b7 — &R Y —)LH 5D LDAPS +5 7 1 v OB EEL AW
LDAP/LDAPS +3 7 1w oid. Linux VDA OFEEPJIL—FKR) S —DiHEETSBICEELF I,
« AD #f—/\—T LDP ###t%= 3217 L T LDAPS OFAMZHIETET AW
IP7RLZODKHDIC. AD FQDN #BL %9,
+ [opt/Citrix/VDA/sbhin/enable_ldaps.sh X7 ) 7 +%#2{TLTJ/L— k CAIAZE% 1 > R— FTEARL

CAGEFRZD 7 NRZBEL T, IL—~ CAFEAEOBENELVW I ERBRALE T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, T R— F—BICAWESIE. RIICEEETBELTILETWL,
SEERZ D ORIENRE L -5 E1F. Base6d THSHIN- PEMEROFERZ HEIHLF T,

o JL— bk CA:EFEZ% Keytool —EICKRRTE AW

Jopt/Citrix/VDA/sbin/enable_ldaps.sh#®%7L TLDAPS #&#iCd % . :LBHZE
Hi/etc/xdl/ keystore (1 VR— b I, F—A T2 RETZNAT—RHAREINE T, NXT—R%
SNEBEIE. ROV TR EBERTLTHLLWEF—IMTFEERLE T,

Python 3 {RAAIRIFDER

November 27, 2023
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Y bT—=UICEHELTVWBHBEIE. sudo Jopt/Citrix/VDA/bin/xdping#fid/opt/Citrix/
VDA/sbin/enable_ldaps.shav> R%#R{TLT Python 3 REBBIEXERTI £9, 5L, OTUR
T Python 3 (REBEREBEZER TIHWVWEEIF. XY FT7—JICEHEL TV ALK THFHTERTE £, COHTET
& Ry b —2ICEGETIC Python 3 (REBIRIBEZER T3 71D OBHREFH C FIBICOWTH L HAL £ T,

ElE=e s

« Jopt/Citrix/VDA/sbin/ctxpython3F« Lo MJICTIERTBICIE. BEEEERNMBET
ED

o Python3nNwsr—S0RA1—ILT 71 IULDBRBETT, K1 —ILT 7 I)Lidhttps://pypi.org/h54% >0
—RTEET,

Python 3 (R8BI D IER

ROFIEERITL T Python 3 {REBRIEEIER L £7:
1. Python3 o#&EZREFHEEZ VX b—ILLET,
RHEL 0155

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy—-->

p= N
—HOKEFEEFRZ A VA M—ILTEIEDICIF. BEDURI NI OBEMUNURERIZENH D X
¥, RHEL7 @354, subscription-manager repos --enable rhel-7-server

-optional-rpmsIv¥ > R%#xR{TL 7, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsI<v> RERTLET,

Ubuntu\Debian 054
apt-get -y install python3-dev python3-pip python3-venv libkrb5-

dev
<!--NeedCopy-->

SUSE 0155
zypper —-i -n dinstall python3-devel python3-setuptools krb5-devel

gcc libffi48-devel
<!--NeedCopy-->

A

—EOERFEFRE VA —ILTB7HICIFSUSE_Linux_Enterprise_Software_Development_Ki
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VRS b OB BERIGEDHD £J,

2. Python 3 {RABIRIBZERL £,
RHEL. Ubuntu. Debian 04

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE 0175
sudo python3 -m venv /opt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy—-->

3. LDAPS ok=BHREI VR F—ILLET,
RHEL. Ubuntu. Debian 054

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

SUSE 0ig45:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

4. XDPingof&kEBEEEZ1 VA —ILLET,
RHEL. Ubuntu. Debian 054

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 1ldap3==2.8.1 netifaces == 0.10.9 pgl8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

SUSE 084
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_dinstall
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_dinstall
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

XDPing

April 7,2022

Bl

Linux XDPing v —JLi&. Linux VDAIRIETO—RNAEROMEZF v/ 92370 288K T3I7
SAYR=RDT TV 75— 3> T,

/

>k

LinuxXDPing ¥ —JLid. ¥ X7 LET 150 ZBRBERDT X R ZRTLET. CNE5DTR I, KERDK

SICOEINET,

o Linux VDA > 27 LAEHNEINTVWEHESHERRT S

e LINUXTA XMV E2—2 3BT UIERZHAILTERRTS

o Linux h—x)LOEMRMZHERT S

+ Linux VDA OEMEICREE 5X B3RO H BEEHM D Linux T« AU E2—> 3 Y OREZER T 3
+ Security-Enhanced Linux (SELinux) ®E&— R EfE*ERT 3

e XY RT—UAVE—T A REHFIL. Xy T —IREEHRT S

e APL—2DON—TFT1 2 aVNBFERAERT + RVBEEETS

o YV VDRAML RXAVZDEMZHEDRT B

« DNSipizmE L. BBTX M EXRTTS

o BEREBINAN—NAH—ER/EL. REYS VOBHERIELET, HHR— 3%k

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o BAREZHEREL. *v -V ORZIERHEEEL TWEH 2R Y S
 PostgreSQL #—EXDEINCHEBINEEL TV 3 2 BT S

s TJFPAT I A—IDEMIAR>TVT, BERR— RV TWEHERERT S
+ Kerberos #mzHR L. RATR EETITS
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e JI—FRU—H—EXT>I>D LDAP GRIRIEZ R T 2
+ Active Directory REHDELLKEY 7y TIN, BEDOII VAR XA VIZBML TWVWEHE S HhERER
LEF, HR— XK

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
SSSD

« Active Directory A® Linux > Ea—42—F47J 1V FrOEELZ BT S

+ Pluggable Authentication Module (PAM) #m%mE:Rd 5

e ATHYTONE—2%HRT S

o LinuX VDA IZREBHRNY T —IHA VI M=ILINTWEHEHERT S

o LINUXVDANRw T =% BEL. 1 VXA M—ILOEEHZHRT S

« PostgreSQL LY X hUF—ER—XDBEM =TT S

 Linux VDA 4 —EZDEICHER SNEEL TV 2D E R T S

VDA S LU HDX 1B OB S = HBT 2

o #BEEHDE Delivery Controller # 70—7 LT 7O—h—H%—EXHEGEAEE. REATEET. HEEN
HBZTALFT,

« Y>> Delivery Controller 7 7 —LAICERINTWEI I ERRBT 3

o TUOTa TERIFUMISNIZE HDX v > 3 > OREERERT D

s Linux VDABBED IS - BEIODVWTHOI 77 MILEXF vV T3

o Xorg D=2 3 Y ETH =BT B

anp

Linux XDPing v — LD fEH
A
ctxsetup.sh #2417 L TH. XDPing l&1 > X b—=)LdnFEtH A, sudo Jfopt/Citrix/VDA/bin/
xdping#=Rf7LTXDPingZ1 > A L—/LTET£J,

COOTYRIZ& D XDPing IcE% Python 3RBIBEHERINE T, DT> KT Python 3 k18
IRIBOIERICKRB L 72353518, TPython 3 RIBIRIBEDIER) OFIBICHE > TFEITHER L TS,

XDPing iZid. XY R T HERITIND xdping L WS BRIDE—DORITARE7 7T ILHEEBLTULE T,
ARVRSAF T araERRFTBICIE. ——helpA T a>raFERLET:

sudo /opt/Citrix/VDA/bin/xdping —--help
<!--NeedCopy-->

TANDREBAA— b ERITITBICIE. AV RSA>F T a>vAHRLTXdpingZRTLET:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->
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Linux VDA Xy —S% A YR b—)L S ZRIICIREERR T 51C1E. pre-flightFRb2RITLET:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

BZlT X k% Kerberos 7 X bR Y. BEDTAMATFIVDHERITIBICIE. —-TH T avE=FERLET:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

HED XenDesktop O> rO—Z—%27O0—7 9 3ICIE:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

HH5

TS, Kerberos 72X b2 ERITLIBEDHENIBITY:
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME : [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for SPN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALES . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Xauthority D&

November 11,2021

Linux VDA (3. 358D ) E— MEIEITX11 7« X 7L 1R (xtermgvimz&y) 2FEAY3REEZ Y R—
FLTUWET, CDifaEld. XClient & XServer Bt F2 ) 7+ THRESNICBEEHRT 37-OICBEREF2
T4 XA LZRELET,

CDtEFaV T TRETNICBEOERZRETSICIZ. UTD2 DDFELHD 9,

« Xhost, 7 xJL bTld. Xhost v > RizO—AJLRR k XClient & XServer Q@EDHZHAI L £ 7,
IJE—k XClient ® XServer \O7 oz X%ZHFA T3, HEDIYS Y TEREZMEY 3781 Xhost O<
Y RARTINZBELRHD £7., H3Wd. xhost + % ERH L T XClient iZ XServer NDEHZHFA T3
ZEHTETFT,

+ Xauthority, .XauthorityZ7/ILid. E1—HY—DKR—LFsL I VICHDET, COT 7L
I&. XServer OzBEDFRIC xauth HEA T 3 Cookie ICEBIBRERET D OICERINE T, XServer
1YREAVR (Xorg) HEEINB LIS HEDT + A LA ADEHZ R 57-0I2 D Cookie HE
ATh&d,

1RE

Xorg hiEgchad . .XauthorityZrzIiLidXorgllESh&Ed, o . XauthorityZ 7ILICIZRD
EFRNEFENET:

« RTES
e UE—FEXRZOMIL
« Cookie &S

Xxauthdv> FEFERALT. COT7MILEBRBTIXT, fi:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->

XClient B'U £— ~ T Xorg ICH4i 9 3358, 2 DORRKGER/ L IRENHDET !

« DISPLAY IREZ# %= ) E— b XServer ICREL T,
+ Xorg T Cookie H#SD 1 2%2&¢T . XauthorityZEELET,
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Xauthority O

JE—k X11 ¥ X 7L BIC Linux VDA £ T Xauthority #8#IC g 31C1d. KD 2EDL P X B F—%1ER
TRIRELNHD T
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority ICEZICLTH S, FENCLEIDEER—LTALI MV EIDIYFZ T Xauthorityz»
1 JL% XClient IZFEL £,

« . XauthorityZ 7« JL% XClient ICFETEY

ICAtvy> 3 >%iEg L. Linux VDA Iz XClient @ . XauthorityZ 71L& L. O 4> a1—4
—DR—LTFA LI MIICT 7L ERELET, ZD.XauthorityZ 7r)Lz 1) E—k XClient v> >
ICOE—L. DISPLAYS L UXAUTHORITYIEREBEHERETEF £9, DISPLAYIX. Xauthority 7
FALIRELIERTES THO. XAUTHORITYIL Xauthority @7 71 JLISX T, 7z ZiE. &RD O
IYRERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy—-->
*:

XAUTHORITVYIRIEEH#ARE SN TLWAWSESE, ~/ . Xauthority 7 7 1L\ FT 7 # )L b TR
INEY,

o EER—LTFALIMIERIVRTE LD . XauthorityZ 7 J)L% XClient IZEd

BEAFAE. OJA A —DORHREFR—LTALIMIEIIVNETEZILTY, Linux VDA A ICA &
wiarvEREITRE, A4 a1—H—DrR—LTFs Ly ) T. XauthorityZ 71 LHMER I F
o COR—LTa LI rUHBXClient e HEEINZHE. 1—H—HCZo.XauthorityZ7rILzF
T XClient ICEIXTZHBEH D FHA. DISPLAYS KUXAUTHORITVYIBEDT #%Z EL < RE L%,
XServer T GUI M BEIMICRRINE T,
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NSNS a—Ta>7
Xauthority B#EEL B WBEIE. KD LS TN a—F 0 YIFIBICR>TLIEI L

1. root {iEEFOEEE L LT, $RTD Xorg Cookie ZEXBL £7:

ps aux | grep -i xorg
<!--NeedCopy-->

COOT Y RIE, BB Xorg IEIN S Xorg 7O R ENTA—F—%ERTLET, H5 1 D2D/NFX—
Z2—iF, ¥ . XauthorityZ 7ML HMERSINEDERRLET, fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

Xauth v > Rr%##EAL T, Cookie #RRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. Xauthav > RaEALT. ~/.Xauthorityic&dfhn3 Cookie #RRL £7, BLRTESDHA.
FKraNn3 Cookie ix Xorg 5L U XClient @ . Xauthority 7 71/ TRALTHIRERHD £,

3. Cookie *RILBNIE. UE—bT 1 X FLAKR— A LinuxVDA®D IP 7 KL X (f: 10.158.11.11) &
RETZRI by TORTES (. 160) ZEALT7I/ERTE3heMEBLET,

XClient v> > TROIAT Y FZRITLED,

telnet 10.158.11.11 6160
<!--NeedCopy-->

R—rESIF. 6000+ RRESDEETT,

telnet DRENKRKRT I L. T7 AT UA—IHEREZTOVITELHBDFI,

77— arlEaY —EX DB

May 15,2023

Linux VDA i&. FAS % &8 L 7= Citrix Virtual Apps and Desktops IBiEADO S * > % HHR— K LTWE T, FAS
04 % > ##EiIC Windows VDA £ R L Windows IRiB% A L £9. FAS B® Windows IRIEED#ERICDWT
. 177 L—>a Vi —E 2] 28BLTLIETV. COEETIE. Linux VDA ICEEDBMNIERZRMEL
E3
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*
Linux VDA iZ. In-session Behavior ;R > —%HR—rLTLEEA.

Linux VDA I&. FEWMESIZ R L CTFASH—N—c7—4Z X EL X7,

Linux VDA T FAS D#&5K
RHEL 8/CentOS 8 T® FAS O 7R—

FAS i%. RHEL 8/CentOS 8 TBEIEd itz pam_krb5 €2 a2 —JLIC#kEL £, RHEL 8/CentOS 8 T FAS % &
B93ICiE. LTOFIET pam_krb5 EZa— L2 BEL X7

1. ko Web - +kH5 pam_krb5-2.4.8-6 V—XaA— R4 oO—-RLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL 8/CentOS 8 T pam_krb5 EX a2 —)LZHEELTA YR b=ILLE T,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so BME SN e #BRBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

FAS #f—N\—0DF%E

Linux VDA Z##RIC1 > X b—IL 9 3354, FAS AT 3ICid. ctxinstall.sh 7% ctxsetup.sh ORf7rIC
CTX_XDL_FAS_LIST k&b 5N 7PEIC. & FAS H—N—DZ2EHM R X1 >EFE AN LET, Linux VDA i& AD
TIN—TFR)—zHR—FrLTVWARWVLESH, KDDICEZTIOVTRYSNIEFAS H—N—D—B%ZFHATET £
To WFNH DY —N—T FLZDHBEINTWVWIHEIF. TOEH%Z <none> L LS XFFITEH T, H—N—7
FLZADIEEIFEEL £ A,

A YR b=LEHD Linux VDA 27y 7 L—R$ 35813, ctxsetup.shEBXRTT3 L TFAS H—/1\—
ERETIET, Fhld. ROAY Y RERTLTFASH—N—%REL. ctxvdatt—EXZBE#HL TRE%E
BMCTBEHTITET,
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@EALTFASH—N—%2BHI3ICIE. ROOATFZRTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HERRE DTV R h—IL

I—H—DHAEERITTBICIE. IL—F CAMHBRZEr IR TOHRIEEREZ VDAICA VA F—JILLET, Tt X
¥, JL— bk CAEEERZE# 1 > X F—ILT BICiE. #IRD TMicrosoft CA » 5D CAEFAEDEE (AD T)1 OFIE
TAD JL— MERREZEE T 5h. Fld)— bt CAy—nN— (http://CA-SERVER/certsrv) h5:iEER
EZ0 DERFEXZHA Y >O—FLEY,

E:

ROAT Y R, PREGEEAEZEDOERICHERINE T,
RDES5HATREERITLT. DER771JL (.crt. .cer. .der) # PEMICEHRLZE T,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

HmUT, ROKS5HIATY RERITLT, JL— bk CAGEBAEZE2openss lTa LI MUICA YR b—JLLET:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

F:
JL— b CAZERRZ % [root /XX TICEN B WVWTLIEET L. BEVWTLES . FAS1Z/L— + CAEBRZ DA

DIERZHFLB ZHEA.

ctxfascfg.sh =17

ctxfascfg.sh 20 7+ RITLTFAS XS X—2—%BEL T
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sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shEH ALY FE—RTEITTESLSIC. 2 DOEBEEHAEBMINET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify -Active Directory O #& AR % 5.
CTX_EASYINSTALL_ADINTEGRATIONWAYAHEE SN TWBIHA.CTX_EASYINSTALL_ADINTEGRATIO
R L fE T3, CTX_EASYINSTALL_ADINTEGRATIONWAYA HE E & 1L T W & L 57 &
CTX_FAS_ADINTEGRATIONWAYX B OEZERL Y,

+ CTX_FAS_CERT_PATH =<certificate path> - )L — FMEFEE X TN TOHRIEEEAEZ KM T 5 7LV
#IEELEY, ZIT. lcertificate path) IFEAEBBED /XX T,

IEL W Active Directory #i&675:5% 28R L. MBAEDQELWVWARXEANALET (Bl: /etc/pki/CA/certs/
Yo

KIS TORT YT M krb5-pkinit /Xy ir—2 v pam_krb5 Xy ir—S% 14V b—JLL. BETIHERT 71
LWeRELEY,

HIFREIE

s FASTHR—FINTVB TSy T 5x—LE AD DBEFEIROSNTVWET, RO MU v IRZBEL

TLIREL:
Winbind SSSD Centrify
RHEL 8.3/Cent0S 8.3 L [FL [FLy
RHEL 8.2/Cent0S 8.2 [FqA [FqA [FqW
RHEL 8.1/Cent0S 8.1 [FL [FLy fFLy
RHEL 7.9/Cent0S 7.9 [FL IFL [=qa
RHEL 7.8/Cent0S 7.8 [FL [FL =40
Ubuntu 20.04 (=40 ARV (=40
Ubuntu 18.04 (=40 LWL (=40
Ubuntu 16.04 (=4 AINY-3 (=40
SLES 12.5 [Fwn (RN} [FWn

o« HE. FASIZOv/EEEYR—FLTVWERA, Ly a>TOvIREVED ) vITBE. FAS %2EH
LTty avIilBEOQIA VT3 IdTEEHAS

¢« TOUN—=RTIF 77 L—2a iV —ERADT7—F T F v OME)] ORETHAL TWLWS—RHN
B FASEBEOA MY R—INTED. Windows 10 Azure AD Join iIZ&FhEH Ao
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SIS a—FTa>d
INZAD—RBiA=FERB LT FAS bty a2 HBIX MNP TERICEETES LS5, FASO RS TIIL> a—F
4 27 %1T5H1IC. LINuUXVDADRELL A YA b—ILEN, BEINTVWB I ZRERBL TSI L,

FAS Lish v > 3 > hiEYICHEE L TW318E&1E. Login 25 Xd HDX O4' L ~JL% VERBOSE IR E L. VDA
OJ LARJL%E TRACE IZEREL £, LinuxVDA®D kL —2O7 & BMICT 3 AEICDWVWTIE Knowledge Center
DCTX220130D5EF 2L TLEI L,

FAS  —N\—1BHIT5—

FASZ r7h5tyiarrzid#hd s kML ET,
[var/log/xdl/hdx.log ##:B L. KDL SBRIS—OJ%FLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
, 43

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

R RO Y RERFTLTCitrix LY X ~UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/
H* <Your-FAS-Server-List> ICRRETNTWB e #HBLE T,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEEFEOREHNEE > TWBIFEIF. sikD TFAS H—N—0DFE) OFIBICK>TERELET,
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fE1iE > 7c CA GEEAE DB

FASZRET7h oty aeEBd kB LEY, REDOVr Y RUNKRTEN, BURICEXE Y,

Invalid Login

(1] |

[var/log/xdl/hdx.log ##RB L. KDL SBRIS—OJ%FLET:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix—-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

citrix-ctxlogin: query_fas: waiting

2021-01-28 01:47:46.270 <P30656:S5>
to server success

citrix-ctxlogin: query_fas: query

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

citrix-ctxlogin:

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:

get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

certificate success

citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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fRE  Jetc/krb5.confic)L— ~ CAREBREZE Y AR TOFIHEEZRM T3 TILNZINRELKRESINTVWS T
CEBERLET, ZINRIIRDESICHEDET:

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

BREOREHNEE > TVBIHHIF. AIRD MEEEAZO > 2 b—)L) OFIEICK > TBRELEY,

Flcld. IL— b CAGERREN BN SHERBLE T,

SR ROUTAIVERYEYT IS —

FAS I3 SAMLZBEEIC & DTN E Y. ADFS 2—H—HADFS OJF > R—OTA—H—FENRT—RZ AN
TR RDIS—DPERETBEHHD T,

There was a failure with the mapped accourt.

COIZ—IE ADFS 2—H—PEBICHEDBINLA ADIC v FUdA—HF—pBRIATLWEZEVLIEEZRLTY
£,

FERE ADICY v ROUTADY b ERELE Y,
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ADFS A I nTuizn

FAS Z h7ADOTA VHRICRDIS—HDERELXT:

The Identity Provider has not been configured by the
StoreFront Administrator.

COfEIE. ADFS B BTN TVAWKRET. FAS X b 7H SAMLSBEEZ AT 5 L SICIBR TN TWVWRIEEICHE
ELEY

fRRE J7xT7L—>aviBHY—EXADADFSIdP oRMFELIE 77— 3 Vi —E 2d ADFS
DERMI ZBRLTIRTEL,

ESPENE

o —MRAYA FASIRIBICDOWTIE, 1727 L—2aVilfiy —EXDT7—F 77 F v DOME] 28BL TS
L
e JITL—2a Vil —EXRD TEHMABERL TIE TH#El ORBZEBNLTULET,

BER] D FEIRE

FAS MER TN TWVWBIHE. REBUIOXFEZFERALTART R by TEEB 7Ty a v eRALESET
8. KBIBIeHhHBOES,

&« C | A Mot secure | hitps://ddcyw.local/Citri/FASWab/ g

Cannot start desktop |EiHécesBathveTET

testwHRHELT4"
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[a]gE 75 7%

CAY—Lo [F>7L—t0EE] #H2) v L. [Citrix_SmartcardLogon] 7> 7L — LT [Active
Directory 0iEHN S5H#EET 3] & [ERICEENZ] ICEBLET:

Superseded Templates | Extensions | Securty | Server
General Iﬂompatibil'rly I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

names and to

simplify ceificate administration.

Subject name format;

| Mone W |

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |
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