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June 22,2023
BE:
BV —Z(CRIBELUVRAT—EX U U —X(LTSR) DRG S 1 741 U JLEEE L. Lifecycle MilestonesT
HEALTWET,
Linux Virtual Delivery Agent (VDA) iZ& > T, Bz Citrix Workspace 7 7U b1 Y R b—)Lahic
EDTNAZDS5TH, LINUXRB7ZTUELVTRI Y TICTIERATEIZLSICHD T,

HR—FINTVETARAFIE2=Y a3 VER—RELIEBREBT7 VS SLPEREBT I by TERETEET,
Linux{xB<>> (VM) ICVDAY T bz 7% 1> X b—JLL. Delivery Controller ##m L £ 9, &ic. Citrix
Studio ZE>TA—HY—HT7FVEIVTRI by T2 FERATESZLSICLET,

HRE

June 22,2023

2303 DFfitkaE

Linux VDA @ /N—2 3> 2303 (213, ROFEEE BT NTEED' B D £

RHEL 9.1. Rocky Linux 9.1 @ R— K

HR—FINB3TrAMJE2—>3>2 LT RHEL9.1 & Rocky Linux 9.1 ZBiML & L7z s#L<IE ¥ 2
TLEMH) ZBRLTIEE W,

HFLLWLINUX X R —Z 25 %2—45y hFNA ZDYR—+

LINnuUX AR =259 R8DTF4 A M) Ea—>aviliislkRLELE:

« RHEL9.1
« RHEL9.0
« Rocky Linux 9.1
+ Rocky Linux 9.0

2L <&, Citrix Provisioning K£aX> b® TLinuX 2=y cFNARDZA MU= 25 #BBLTET
Lo
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AR > X b—)LDiReEsR
AR h—)LEEEZBEL. YL P E-REWNFBE-—FOEATA-—F—ITIARVIVRZBLIERL
Teo ARG AT ERMEERKDO—ETT:

« GUI & U ctxinstall.sh ICHRBLA TR TORBEHOEERE. 77 SLUVEHTIHEI VI —ILD
7 7 1)L LT, [opt/Citrix/VDA/sbin/ctxinstall.conf Zi&flL & L 7=

o REMEBHLEIEZOICEROERICET 3R EEBML F LT,

o ctxinstall.sh#ERT§2HDATY RA T a>ZBMLF L2 L <IE AL FIT Y K ctxinstall.sh
-h 2R L TITHREBL IV,

BEA YA M—ILOERICDOVWTEHLCIE THEA VI F—ILIZE S R X1 UEEH VDA OIER1 258 L TK
ke ] A

XDPing Di#aE3a1k
XDPing vV —ILiCiZ. VDA BEBRELZERE LUDN T Z7HDDMES 2 —ILHBMINTVET, VDA EFER
xR 511k, sudo fopt/Citrix/VDA/bin/xdping -a <> RERTL %Y,

F7=. XDPing 07X AT IV %KL T #k7ZREHE. Kerberos. 84U PAM OBRZ &S & L1z, RHEDHER

,— =

%#115121%. sudo fopt/Citrix/VDA/bin/xdping -T dependency,kerberos,pam O< > REZR{TL £ 7,

L <IE ™XDPingl. T7xz7L— 3 V@i —E R, 8LV TAX—FA—F1 28BLTETL,

LEiD ) U — X DFitRE

1912 LTSR~2301 om#H U U —Z (CR) £DEBOU U —XDOFIEREICDOWVWTIE, TiEEEDERE] 28RBL TR

T

R NI

June 22,2023

ROREIZ. Linux Virtual Delivery Agent 2301 LIBE TERASIN TV E T

o CitrixCloud TBEEEINTWAB LINnuxVDAE v a VICBEGELELS TR, RDIS—XytE—ITEL
I BFEHDFET:

citrix-ctxloginauth: : pam_authenticate err[7],can retry for user
[CVADHELP-21669]

s LinuxVDAt v 3>zE#TdL. REOBEIRTINDZLHHO 7T, [CVADHELP-21841]
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« Ubuntu Z2E17LTW3 Linux VDA £y > a>0o =27y F7OERDMBIELIEEHICRBZ DB D
%9, [CVADHELP-22035]

« VDANWBEREHDRETH>TH. LINUXVDAE YL a3V EBBLESE TR LRI BB FT,
[CVADHELP-21832]

o IFD—LLRBREAT IV r—avid. BHERICET T3550H D £9. COMEIE. mutter-3.28.3-4
EOmLUWN=avic Mutter 7y 7O L—RENBICRELET, CORBEEERT B ICIE
mutter-3.28.3-4 LIgID/N—2 3 V2 ERA L T I L [LNXVDA-6967]

BER] D fEI R

August 10, 2023
COUY—ZTId ROBEIERINTVET:

o« HDX3D Pro i"EMICHR > TWBRIBE. IhREZF—LEDE Y aVIFEIRRIN. 34TV EZSZ—D
ATHEYICRRINE T, COMEZRRT ZICIF. VDATE—IFILEHET. BB TROOT VR E
EiTLFT:

- TaAT7IEZZ—DFEIF. UTEETLET:
#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP""

/etc/X11/ctx-nvidia-2.conf
<!--NeedCopy-->

- MUTNEZA—DFEIE. UTFZRITLET:
#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,

DFP"" /etc/X1l/ctx-nvidia-3.conf
<!--NeedCopy-->

- 4804 —DHEIF. UTZERTLET:
#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,

DFP, DFP"" /etc/X1ll/ctx-nvidia-4.conf
<!--NeedCopy-->

[LNXVDA-15259]
« [var/log/xdl/jproxy.log Txd LDAP FISMHEAE L T. VDA BRI RK T ZHELHD !
javax.naming.NamingException: LDAP response read timed out,

timeout used: 10000 ms.
<!--NeedCopy-->

COMBZRRT BICIE. UTOFIRICRVET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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- LDAP 21 L7 O MEZZEBELE T, Fc R AOOX Y FEFEHELTLDAP 21 L7 ME%Z 60 s
ICEFELET,
ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"

-t "REG_DWORD" -v "LDAPTimeout" -d "OXO000EA60" --force
<!--NeedCopy-->

- MER—XZRELT. LDAP /T =E&E KL £9, ctxsetup.sh & CTX_XDL_SEARCH_BASE &
HEEALT, FLPROIV YV FZHERAL TRER—XZRETITET!
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to improve

search performance>" --force
<!--NeedCopy-->

[CVADHELP-20895]

+ Microsoft (. 2022 £ 11 BiZ Windows 10 B R#EEH 704 S L KB5019966 & & UF KB5019964 #
DU—XLFELTe COEMTOTILICED. RXAIUADEMEBERICEENIHEELF Y. COBEEZRE
B9 3I21E. Knowledge Center msEECTX474888% 8L T 23 W\,

o BES{kDTEE RC4_HMAC_MDS5 % Kerberos IC#FRI L TWLW33B4&. Linux VDA % Controller ic&$g T
T RDIS—AXytE—IHRRINZEHAHBDFET:

Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled)

COME=EEE T 5ICId. Active Directory K X-r> (BfF8ICid OU) T RC4_HMAC_MDS5 = &&iC 9
%1\ Linux VDA THWEESHOBEEFAT L T LT W, 0Dk, klist-li0x3ed purge I< > REER
L T. Controller & & ¥ Citrix Cloud Connector L@+ v+ v > a & ni: Kerberos ¥y k&I U T L.
Linux VDA =BEs L £9,

Active Directory K X1 > RC4_HMAC_MDS5 %7 O0—/NJLICEMICT BICIE. ROFIEERITLET:

1. JIL—TRUS—EBIAVY—ILZRAZTET,

2. WEORXAVZRDIFT. BEEDRAAVRYS—] ZFIRLET,

3. EEDRXAYRUS—] #HIUv I L. B&E] Z2BRLET, JIL—TRUS—EEBIT+ 42—
HEFT,

4, [AvEa—2—0ER] > KU —] > [Windows ORE] > [EXa U T+ DOKRE] > [A—HILR
D=1 > [EFal7qs47>a>] ##RLET,

5. [y b7—otFa2) T Kerberos THAIT3BSHOBEEEMRTZ] 24 TINIUvILE
ED

6. [DES_CBC_CRC]. [DES_CBC_MD5]. [RC4_HMAC_MDS5] oFxzw IRy I REF7IZL
T. [AES128_HMAC_SHA1l]. [AES256_HMAC_SHAl]. [¥RfERA T 2ESHOTEE] zA I
L&Y,

Linux VDA TSHWBESHOEEZFT I 3ICIE. ROFIEZRTLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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i
ESHOBENFV L. BRIFRBICH L THRSEICHRD £9,
1. Linux VDA T/etc/krb5.conf 7 71 L =R £ 3,
2. [libdefaults] to > 3 vicknBEEBMLET:
allow_weak_crypto= TRUE
+ Linux VDA TiZ. BES T SecurelCA l3HR— TN TULEE A, Linux VDA T SecurelCA ZE#ICd
. EviarvoEkBLET,

s GNOMEFRI by Ty 3> Tid F—R—FRLAT7U P ZEBELLSCTRERMTEBHBENHD F
¥, [CVADHELP-15639]

s J7AINDATYO—RA, FHLBWI 4 Y RIURRREINET, OV RO T7rILOFdo>O—-R
WREICREZRIFT 3R, LIESKLTHSBEEMICER £9. [LNXVDA-5646]

« PulseAudio F 7+ L FREICE 2T YOV RY—N—=7OJ S LA 20 DEFET I T+ TREICH >
%, 8T LET, PulseAudio M TT3L. A—FT s A IFHEEL < AD FT, COMBEREET BT,
/etc/pulse/daemon.conf 7 7 1 JL T exit-idle-time=-1 #3&FE L £ ¥, [LNXVDA-5464]

o SSLEEShHEHTE Y Y a vERORERFHNEMICH > TWVWSEHEE. Linux @iF Citrix Workspace 7 71
Ty avERBTEEHA. [RFLNX-1557]

« Ubuntu @571 w%: HDX 3D Pro ©. Desktop Viewer 241 XEE Lzt 77U —>3 >0
FICRVWEDRIINED, FNICERNECRRINZGEDHD £7,

o LinuxVDAEIRIV A1 LI b TER T NI T V82 —iF. By a 50077 MM BIRRTh3 2 eh'H
DERT,

s TALI MU 7ANPHTTA LI MUDSHEENTVB LS. CDM 777D RELET, 75
A7V MIOT7AIILPT« LY FUDERBICZVEE. COMBRELZ L HD FT,

e ZOVU—XTI. BELIIMOEZTIZFUTF-8 T O—FOAHNTFR—ETNET,

s Ly 3>nO—3 YK Android Ei¥ Citrix Workspace 77 7 1) T CapsLock h'&@ % & I3 &3t D 1k
BICRZBENH D £9, Android @7 Citrix Workspace 7 7 UANDBREDEHKEO—I VI T35 L.
CapsLock REEN KON B BEDLH D £, BIEEL LT, HRF—HK— RO Shift F—%FEAL TAXFL
INXFEHDERZET,

« Mac @1¥ Citrix Workspace 7 7 =B L T Linux VDA ICE£ L TLW3BE. At x—%2 B33 >
Sa—rAY FF—DHEELBVWIEHHD £9, Mac @it Citrix Workspace 77U Tld. ERLE5D
option/alt #—%#|L TH. T 7 #JL b TlE AtGr B’EEENnE 7, Citrix Workspace 7 7 ORETC
OI}EZBETZLIFTTFTH BRIET IV Tr—2avVIics>TERD XY,

o LINnuXVDAZ RXA VICEEEMT 2. EETIEEA. BEBMTZZICKD. Kerberos #—D#L
WwWey rREFRINhET, LHL. TO—Hh—Ii3. Kerberos *—UFioty MCESW, Fvviall

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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FEYTBHBRUINO VDAY —ERF 7y bEERT3RRENH D £T, VDAL TO—A—ICEGL LS
TRLEI, TO-H—IFVDAICRTEFaVTr AVTFAMERITERVWI L HOFT, BERS
N3HRRIE. VDAERDEKKTT,

C ORI VDAY —ERF 7y hHRENICHRTINE B> TEMINZ CBBMICHERLE I, L.
Y—EXFT v FOBRIZRVOT. ENETICKEBOIDDBZ DB X7,

COMEZEETZICIE. TO—HA—DOF 7y bxvviazBELEY, JO—H—%2BEETIH. EF
FrLTavwyrZOy 5 7JO0—HA—TROOAY > RERTLEY,

klist -1i 0x3e4 purge
<!--NeedCopy-->

Zoav > ik b, Citrix Broker Service #32179 % Network Service 71 > /XILA LSAF v v >a
ICRFTAY—EXRF7y METARTHIBGINE T, ChIZED. FHD VDA DH—EXF 7w FHYEIBRS
NEd, Fleo TOMOY—EZXDOH—EXFT Y bHHIBRSNZA8EMDHD F9, /2L, CONBIZE
FEZRIFLERA. TNSDOT—EXFT7 v bME. BESEICHSTEFICKDC S BEETI XY,

s FA—TAADTSITTURTILADNGR-—bENELA ICAL Y>3V TH—T+ FTOREZHAT BHIIC.
F—TAFFXYTFOTNARZISAT U IID VG TEIET, A— T« ABRET7 TV 7r—>a>0H
BRICE Y T F v TNARZHGE LGSR, 7TV 5= a3 i RE LA B>THERHITI2HENELS
AREMD B D T, BERICF v IF v TNA XD WMOIENDZ &, RROBEDRET FRREEDHD ET,

+ Windows At Citrix Workspace 77U TH—F « ABBHRICF—T 1 TOEANEL DI EHBHD £T,

H—RN—=FT 1 ERICDVTOIBEH

June 22,2023
Linux Virtual Delivery Agent /N\—> 3> 2303 (PDF 4o >0O—R)

LInuxVDADZ DU U= IZid. FFaXY FATERSNEREO T TSI EYADNBMICB o TcF— RNN—FT«
DY I RIITHEEFNTWVWBAREELNHD T,

BELE

June 22,2023

COREBOEME. BEFNEEECISRIALOREETES L5110, BEMICELEINE 75y b7 +—L4. Citrix
BE. BEEICDWTHIB 2 THASETB-DDHDTTY, Citrix TIIHEEROERARRE T4 —RNvIEF T Y
LT BTy b7 x—L4A, Citrix &R, BEEEXBETZHESHEZHBLTVET, SHS5ETIABIELUED

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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JU—XTEDLZIEHHD. BETHBREDNIRTEENZIDIITEDHD T A
BERZATHAIINTR=—FIDWTHLLLIR, TRRSAITA I R— RIS —) OREZ2SRLTET
LYo

BELE C HIBR

BRUEEIZHREINE TS5y T+ — L, Citrix B&. BEZUTORISRLETD,

RULELBSTTATLIRT CICIFHBRINEFRA, COUU—XTIF Citrix A5 IHIFR—FLTUVETH 5%
DYV U—XTIFHBFEINBFETY,

HIBf S N7 1 7 LId Linux VDA THIBRS e HR—bOhia<ab LT,

HH RIEDSRRINLLIU—X Hifgs e U —2X
RHEL 8.4 oHR— bk 2303 2308
Ubuntu 18.04 oH#R— K 2212 2305
SUSE 153 ot R—+ 2210 2301
Debian 10.9 ®#HR—+ 2206 2210
SUSE 15.2 o R—+ 2206 2209
RHEL 8.2 oHR— 2206 2209
RHEL 8.1, RHEL8.3 o#R—k 2203 2206
RHEL 7.8, CentOS 7.8 ®#R—F+ 2203 2204
CentOS 8.x DHR— 2110 2201
SUSE 12.5 o#R—+ 2109 2204
Ubuntu 16.04 %R — K 2109 2203
RHEL7.7. CentOS7.7 HR—k 2006 2009
SUSE 123 K-+ 2006 2006
RHEL 6.10. Cent0S6.10 ®%:K 2003 2003
- bk

RHEL 6.9, Cent0S 6.9 dHR—F 1909 1909
RHEL 7.5, CentOS7.5®#KR—F 1903 1903
RHEL 7.4, CentOS 7.4 o#R—+ 1811 1811
RHEL 6.8. Cent0S 6.8 d#R—F+ 1811 1811
RHEL7.3. CentOS7.3 0oHR—+~ 7.18 7.18
RHEL 6.6, Cent0S 6.6 DHR—F 7.16 7.16

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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== BIEANRRINEYU—2 Ms I ) — 2
SUSE 11.4 7.16 7.16
2T LEH

June 22,2023

Linux VDA o &#') 1) — R (%, Citrix Virtual Apps and Desktops IZ3 S L TWE T, £l SATHAIILD
BODICERFELTLAWL, ETo/N—2 3 >0 Citrix Virtual Apps and Desktops £ 0% AERMEEHHD £7,
Ctrix BB >4 791V, BLUEHRON-I3 > T8 DHR— bHMEIESNBZERICOWVWTEL <& Citrix
MmN EIIZZBRL TSI L,

Linux VDA o FIEIE. Windows VDA £ 2/L&7%:0 %3, Delivery Controller 7 7 — L& Windows 7 X &
by Fe LINUXTRI by TEFBHEBHENTETE T,

ZOREYITHAINTLWAWS ZTLEFHIYR—2> ~ (Citrix Workspace 77U %) I22WTid, &3
VIR—R Y EDRFaAXVEEBRBELTIEIVL,

R —EZXVU U= (LTSR) IRIETOHRHJ ) —X (CR) OFERICOVWT. BLUVZOMDLL HBEMICDOWVT
l&. Knowledge Center s 2 8B L T 7T L,

HR—FINTLB LiINUX T X LUEa2—>3>, Xorg N\—> 3>, TRY by TRIE

CON—=23 >0 LiInux VDAY R—+93 Linux 7 AU Ea—>3>, Xor g N\—T 3>, TR My TR
BICOWTId. ROFRESBL TV, #L <Id. XorgModuleABIVersionsy #8BL T 23 W,

Linux 7« kU Ea2—>3Y> Xorg N\—> 3> HR-—bEINBTIXI YT

Amazon Linux 2 1.20 GNOME. GNOME 752w,
MATE

Debian 11.3 1.20 GNOME. GNOME 75> v .
KDE. MATE

RHEL9.1/9.0 1.20 GNOME

RHEL 8.7/8.6/8.4 1.20 GNOME. GNOME 75> w o,
MATE

RHEL 7.9. Cent0S7.9 1.20 GNOME. GNOME 75> v .
KDE. MATE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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Linux ¥« X tkJEa—>3>

Xorg N\— 3>

YR—bSINBTRI YT

Rocky Linux 9.1/9.0
Rocky Linux 8.7/8.6

SUSE 15.4

Ubuntu 22.04

Ubuntu 20.04

Ubuntu 18.04

1.20
1.20

1.20

121

1.20

1.19

GNOME

GNOME. GNOME 52w ¥,
KDE. MATE

GNOME. GNOME 7352w ¥,
MATE

GNOME. GNOME 732> v o,
KDE. MATE

GNOME. GNOME 732w o,
KDE. MATE

GNOME. GNOME 732w &,
KDE. MATE

o CHIAD OSARYA—DHR— EHERINICE S & BBOEIEICEWT Citrix DEENEIRINS
BEDNBDET, RIETNlce FRIFHBREINLTS Yy T x—LICDVWTIE TELEl 28RBL TR

Ly

« Cent0OS 7O ¥ k& CentOS Stream ICERZHLTWEY, RHEL8 DU EIL RTHS CentOS
Linux 8 1. 2021 FKRICA&T L £9, CentOS Stream 15 Z D4R T LIFEH 4#%: L. Red Hat Enterprise

Linux o7y 72U —L4L (BF) 750Fe LTH#EEL £9, 2L <l https://www.redhat.com

/en/blog/centos-stream-building-innovative-future-enterprise-linuxz S8 L T £ &L,

¢ 1 DFRRBEHOT RO by TEAVRM—ILTZHBENHD 9, ctxinstall.sh F7-1% ctxsetup.sh
2HUTFEFRALT, £y 3 Y THEAT S GNOME, GNOME 5> v o, Fickd MATE F2 4 k

v TRIBZEIEETEE T,

+ Red Hat Enterprise Linux ® ka2 X> b2k . GNOME | RHELY TRIBACTE 2H—DFT RS

by FIRIETY,

« Ubuntu TIZHWE kernelZ7zI3HWE Xorg#x R LBEWLWTLES L,

s A—H—ZOERIE. BEDT 1 RATLAIX—T v —Dsystemdi@sGRANICENR L TWBRBREHH
D%d, systemdDa—H—ZFDEXIZTDOWTEEL < IE. User/Group Name Syntaxz £ L T<

I,

BR—bSINBRI T I Y b T 3 —LESREBLIRE

o R AZING—)N—

« Amazon Web Services (AWS)

« Citrix Hypervisor

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Google Cloud Platform (GCP)
e A—RIIR=ZADRETT > (KVM)
Microsoft Azure

Microsoft Hyper-V

VMware vSphere Hypervisor
Nutanix AHV

A

ITRTDFET. YR—+bIN23 7Oy 7—FT7IF v L x86-64 TT,

2203 ') 1) — 2 BUFE. Microsoft Azure. AWS. &0 GCP T Linux VDA %7K k9% C i, Citrix DaaS
(IB#r Citrix Virtual Apps and Desktops #—E X)) THR—rEINTVWELTe ThEDONTVWIITD
KRR ~Eg% Citrix Virtual Apps and Desktops EBREIRIEICIBINY 2354 k. Citrix Universal 4 7 x4
)72 arsA4e Y REREENTT )Y REF A2 ABRETY, Universal t 720U 7> a3>51+¢
VY2BLUNA Ty REMS > ZAIZ2WTEL <&, TCitrix Universal 7241 7> 3 >ToiiTe
fL—R7y 7 (TTU) 1 Z5BLTLLIET W,

Active Directory #i&/Xvr—

Linux VDA Tid. BUT® Active Directory #i& /Ny 7 —C B LUVREBHR— I TUWET:

Winbind SSSD Centrify PBIS Quest
Amazon Linux  (ZW [=qA [=qA (=W LW
2
Debian 11.3 =40 &L F40 =40 LWLz
RHEL9.1/9.0. &L (=40 (AINY-3 (AINY-4 LW
Rocky Linux
9.1/9.0/8.7/8.6
RHEL &Ly &Ly &Ly &Ly (AINY-4
8.7/8.6/8.4
RHEL 7.9. &Ly &Ly &Ly &Ly IFLy (Quest
Cent0S 7.9 v4.1 LARE)
SUSE 15.4 [=qn lFW [Fw IFLy (A1AY-4
Ubuntu iEn (A [~qA iEn IFW (Quest
22.04/20.04/18.04 v4.1 LIF%)
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HDX 3D Pro

Citrix Virtual Apps and Desktops ® HDX 3D Pro 2R3 5. 57 1 v UMIBEE (GPU) I2&3/N\—KY
IT7T7ESL—2ar TREOMEZRIETZTRI MY ST T r—2a > zRETEET,

INAIN=NAHF—

Linux VDA @#5&. HDX 3D Pro I&RDNA N—NAH— BifELRH D £

« Citrix Hypervisor

» VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

+ Amazon Web Services (AWS)
+ Google Cloud Platform (GCP)

i
NTIXN—=NAF—F. BFED LinuX T4 AU Ea—>a> e BELRHD £,

Amazon Linux 2 T HDX 3D Pro #fERAd 3iCld. NVIDIA RSAN—470% 1 >R =L T2 %2 &)
HLET,

GPU

Linux 7« kU Ea—>a>h4R— 9% NVIDIAGPU h— R z#R 9 3ICid. NVIDIARZTR—FT R
I ZBEL. NAN—NAHF—FRBRTXZILO0S, VI LI 7HEOERA. N—RUz7HR—bh &&
V72 0S HR— hDFIERBLTIEE L,

GPU A—FRHAHDEHFD VGPU RSAN—%F2A4 VX b—=ILLTWBR 2R L T TV, ]BE. Linux VDA I
VGPU 14 £ T HR—FLTWVE T, 2L <I& TNVIDIA Virtual GPU Software Supported GPUsy #&8 L
TLETL,

1V R —ILDOBE

June 22,2023
COtrearTR. ROFIRICOWTHALFT:
o HEAYIAM—ILICE D RXAVEMNEH VDA OER

« MCS ZfER L7z K X >3E&10 Linux VDA OERL
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MCS %#{EH L 7= Linux VDA DO 1ER
Citrix Provisioning % f&f L 7z Linux VDA 0O{EEL
Citrix Daa$S Standard for Azure T Linux VDA % {ER%

Linux VDA oF&r > X k=)L

Amazon Linux 2. CentOS. RHEL. & & Tf Rocky Linux A® Linux VDA OF &> X k—JL

SUSE A® Linux VDA OF &1 > X k=)L

Ubuntu A® Linux VDA OF &> X k—JL

Debian A® Linux VDA OF&jr > X k—JL

BB VX —ILICK D R XA VEMEH VDA OIER

June 22,2023

BE:

FIEL:

A YA b—ILDBE. BEA VA L—ILIZOVWTIECDRE*BRBIZ L2 EBOHLET, JDT
BETlE. BEA VA=) ZFEBLTLNUXVDAZ A YA M=ILBELUVBRTZHEICDOVWTEHBEL £
To BB YA M—)LIEEBEHNHEHNTIRLTTEL FHOA VA =ILEDDHIS—%RFET
ENTEFT, BEBNYT—JZ2AYRAM=)LLT, B 777 ZEBEBNICARIIAITEZL
T, Linux VDA 0ETERIEZ Y 7y I TEE T,

BBV X b—ILid. Quest 2R LR XM >EMETR—FLTLEEA,

R X > 3E2IND VDA #{Em$ % IC1E. Machine Creation Services (MCS) ##ERT3IHENHD
F9, FLLIE TRXAVIESMD Linux VDA DIERL) 2B LTLETI L,

R XA >AESID VDA THARTREBEEEIC DWW THEH L <IE. TRXAVIESMD VDA 25RB LT

Ly

BT 71 IILERS KU LinuxX Yo > D%EE

VR b—ILICBERUT OBMERZINEL XY,

e RXFZ-LINUXVDADR A VR b=)LENBISVDER ME,
o RXAYR—LY—N—DIP 7KL Z,

e NTPH—N—D IP 7 FL X F7IFXF55,

e RXA1>F - RX1>D NetBIOS &,

« 4B E - Kerberos $EiF &,
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XA > n5eefEi b X1 >& (FQDN),

AD #:&753% - Active Directory #i& A%, IR7E. BE 1> X b—)LiZ Winbind. SSSD. Centrify. &
PBISZHHR—KLTWET,

o A—H—F-IIUERXAVIZBMIEZ - —DREH,

e NRT—R-YIVZRXAVIIBMEIEEZI—HF—D/NRT—K,

D=0 GN=TE-T—00IN—T&. 773> TY, FHIBENBRWVIRD, X1 VELFELETY,

OU -#B8Ef, # 723> TY,

BE.

o LinuxVDA%Z+4 > X b=JLg3ICIE. LINuX T TURISRNUDAELCEBMINTVWS ZE ZREEL
F7,

e Ly g ERHTSICIE. XWindow Y RXFLAELUVTRI My TRENTI VA M—=ILEThTWSC
CEERLET,

e EXal)T s LDIEHT. BEAVIAM—ITIER XA VBMNAT—RIFFREINEFEA. GEAVX
F—JLRZ 1 Z b (ctxinstall.sh) #3FEE— R TRITTR/UIC. RXAVBMNRT—REFHTA
HTBBERBD FT, 7L > rE—RTIE [Citrix/VDA/sbin/ctxinstall.conf T K X1 >&/0
INAT—RZRET D FLWENRT—REIVAR—bTIBELRHD £T, RXAUBMICITEESE
A R EFERLBAVWCEZHEOHLET, KHhDIZ. BEET Y > LS Active Directory 2
—HF—IZ R XA VBIIEREEZEEL TLET V. ZDEDICIF. FIHOEETI+F—REFEALT. KX
1> rO->—0FIHzEEL XY,

FIE2: NAN—NAHF—DERH

HR—FINBNAN—NAHF—ETREITS > LT LINUXVDA 2T 388, WS ODDEENNETY, &
BI3ANTAN—NAHF—DTSYy R TA—LICEDET. ROEEEITVET, RFPXLZIN—RKIT7TLinux <
SUERITTRIFE. BEIIHEHD FH A

Citrix Hypervisor TOEZIEEADIEE

Citrix Hypervisor O R ZIE HARED B2 B I5E. Th 2 h O #EREB WK Linux R#E8< > > T, NTP & Citrix
Hypervisor TRIENREEL £9, k. NTP & Citrix Hypervisor O@AH S X7 LOBBEZEEBLELS T
B3P BEAEATY, PXTLORBEMOY—N—DRE L ORENMEONZDEFHCICIE. & LINuXTFZX DR
TLOEEMNNTP EEHT2HENRHD £9, COHE. R MORZFEEHZENICTIHELNHDFT, HUM £
—RTlE. BEEFBEDHD £EA.

Citrix VM Tools i1 > X k=)L N xR Linux h—RILERITLTWBHE. Citrix Hypervisor OEZIRE
HABEDTZE T 2D 5H L. LINnuXRET S YRTEMCHE > TWEHESHEBRBTEIXT!

su -

cat /proc/sys/xen/independent_wallclock
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<!--NeedCopy-->

COARVFIFOFRIF1ZERLET:

o 0- FFZIEHAMRED B RIC AR > TWB Tesh, EIMICTBIHEDDHD FT,
o 1-BZIFEHEEDEMICHE > TVET, CNULEDREIIBREDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BWEE. UTOFIBIZSHESHD £H A
BIZIBEAEEE NN EMNIC R > TWBIBEIE. T71ILIC T1) CEIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGHL. BEBEZEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEEMLET:
xen.independent_wallclock = 1
CNSDEEEMHRBT 27D, ROLSICL T RATLZEEFHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOIXRVERIF1ZERLET,

Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux i % —E X1 > X b—JL 3 iz Linux REHR X b TiE. Hyper-V OBSZIE#A#EEZ &AL TR
ZALARL—TFT 4 VIO RTLORBENBATIEY, DX TLORBEZ ERWRETHEIFTZICIE. NTPH—EX
EEBICCDWREZBMICT BHEDBHDET,
BEARL—T a4 VTP ATLT. ROBEZITVET,

1. HyperV3xx—Yv—%zRHE X9,

2. Linux (R > OHRET. HEat—ER] ZERLET,

3. [BZloREEE] MBIRThTWB e z2mMBL T,

P

C D FAEIF VMware & & U Citrix Hypervisor 0B& CI28% 0 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T 2 7cDICHR S DOEZIFEZ EMICL £9. Hyper-V OBzIEHIE. NTP & #7F
L. NTP ORIz T 5 N TEET,

ESX & & U ESXi TORZIRADIEE

VMware OBZIESIEEEDEMNRIBE. TN NOEREW Linux RE<TS > T, NTP & N1 /N—N\1 ' —TRIE
PHEELEFT, Cnld. NTPENAN=—NAHF—DOFEAEHN X T LOREZRBLELSETZEHREATT, X
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TLOEB MO —N\—DRE L ORI KHNZDEH<CICIE. & LINUX TR DY X T LOEBA NTP £
Hy3BENHDET, COHE. R NORLUFEBREENCTIHENHD £,

VMware Tools - > X b—)L L7RETHEREWK Linux 1—RILERITL TV RIBEIE. ROBEEITVLWET,

1
2
3
4
5

. vSphere Client #BiZ= £ 7,
. Linux (RS > OREZHRELF T,

RS >OTONTa] ZA4T7A0RYIRT, [FT>a>v] 2T7%0 )y LT,
[VMware Tools] ##iRL %7,
[34H] Ry IR T, [RR LT X EZZRME] Fzv IRy IREATICLET,

FIE3: .NETS5>2 1L 6.0 D1V =)L

Linux VDA @1 > 2 b—JLaiIZ. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIEICE>TNET 5> 21 L6021 X —ILLET,

NET 5>%1414L6.001>2+—)L#%. whichdotnet Y RERTLTSVEZALNREHELET,

XY REAICESVWT. NET SUEZALDONAFUNRIERELE T, L Z2iE. aA< > R /aa/bb/dotnet

DHaE

. /aa/bb Z.NET N1+ UNRRE LTHERALET,

FIE4: Linux VDA Nwvr—> o485 >yO0—R

Citrix Virtual Apps and Desktops D& o> O—RR—=JIZF7IEZIL£T,
@7 /N — 3 > @ Citrix Virtual Apps and Desktops #BRL £ 7%
aAYR—2Y bz Uy LT LInuX T AU E2—2 3 VIc—87 % Linux VDA /Ny —2 & Linux
VDANY T =P DEEMZRIET 2 TOICHERATES GPGC 2+ —%z2z4 v >O—-FLET,
2RF—ZFAL T LiINUXVDA Ny r—C0EEMRIRIET 3 I1C14:
e RPM N —CDiFE. RiF—% RPM 7—42R—XIZAVR—FL. RO REETLET:

rpmkeys -—-import <path to the public key>
rpm —--checksig —--verbose <path to the Linux VDA package>
<!--NeedCopy—-->

s DEBRy s —YDiBa. ABF*—% DEB 7—4R—XIZAVR—FL. KOOV RZETLET!

sudo apt-get install dpkg-sig

gpg -—1import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->
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FIES: LinuxVDA/Xwor—S01 > =)L

Linux VDA 0BiEZ Y c 7w 79 3ICId. ROOIIVREETLED,
Amazon Linux 2. CentOS. RHEL. Rocky Linux ¥« X kU Ea21—>3>DBE:
7
* RHEL & U CentOS 0154 LInuXVDAZIEEICA Y X =)L T 3HIIC.EPELURS MU EA VX -

—JLLEFLEPEL D1 > X b—LAEICDWTIE. https://docs.fedoraproject.org/en-US/epel/d
HEBZBERL T AL,

o Linux VDA %= RHEL 9.1/9.0 & & O Rocky Linux 9.1/9.0 i > X b—)L g 3 &iIC. libsepol /X /-
—DEN=2a> 34 UBRICERLE T,

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

i
GCP T/HRR T TWLW3 RHEL 8.x/9.x & & T Rocky Linux 8.x/9.x IZ Linux VDA %=1 > X b—JLT B L.

14—ty MEGHERDN., BT VOBEENEZIC LINuXVDAICT7 VR TEI B BB ehrHbET,
DEEZEET B ICIE. RETS VOREFICROIAT Y RERITLET !
nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

Ubuntu/Debian ¥+ X kUEa2—>3>

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get dinstall -f
<!--NeedCopy-->

¢« Debian 113 F 4 XA bV Ea—>a VICHREBEREKREEGE 1 X M—ILT 3IC1E. [etc/apt/-

sources.list 7 7 1 JLiC Tdeb http://deb.debian.org/debian/ bullseye
maing {TZEBMLEd,

« GCP £ Ubuntu 20.04 ®3B 4. RDNS #ERIC L £ 9. TN %175 IC1E. Jetc/krb5.conf @
[libdefaults] ic rdns = false 17#EML £ 7

SUSEF« X bUEa—>a>Diga:
1. AWS. Azure. &V GCP @ SUSE 15.4 Mig& 3. UTZBEZRELTLIETL:

o libstdct++6 N\—> 3> 12 LIBEEFERAL TV 3,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

20


https://docs.fedoraproject.org/en-US/epel/

Linux Virtual Delivery Agent 2303

+ [etc/sysconfig/windowmanager & Default_WM /{5 X—%—4' gnome IZREINTWV 3,

2. ROOAY Y R%EER{ITLT. LinuxVDAZr >R b—=JLL & T :

zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID RS N—D1>X =)L

HDX 3D Pro Zz&#IC g3 ICid. NAN—NAHF—2 VDATZ VIZNVIDIAGRID RSAN—%1>ZA =L D
BELBD EY,

REED /N /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS1/N—=) 24> X b—)LLTHERT
BIClE. ROHAA FZERL T T L

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—% A YA b—ILLTHER T B3ICIF. RO—EHNAEFIEZERTLEY:

1. FAEVM B vy b EIENTVWB L ZRBLE T,

2. NMN=NAHF—=02> bO—ILNRILT, GPUZ VMIZBIDHETET,
3. R UEEBLET,

4. AR VM RSAN—ZVMIZA VXA b=ILLET,

FIET: FATZT—EXN—XDIEE

HERERPE DIEE X L T, PostgreSQL ichnzx T SQLite HFEATI £9, LinuxVDA Ry r—J% 1> h—ILL
f-#&ld. /etc/xdl/db.conf%#E&Ed 3 £ T SQLite & PostgreSQL #tI0EX 3 HTEEJ,

ZNn%E{T5ICIE. sudo Jopt/Citrix/VDA/sbin/ctxinstall.sh%#ix/opt/Citrix/VDA/
bin/easyinstallz®{7¥3#icetc/xdl/db.confiEEL £,

P

+ SQLite IZ VDI E—RICOAEATEI L HEDLET,

o BEALA VX =)L MCS @fe®ic. SQLite & PostgreSQL i&. ZhZhEFEHTI VI M—ILTB
CEBRLYIDEZZeNTEET, /etc/xdl/db.confTiEICiEELAWVWED. Linux VDA &
T 7 # )L T PostgreSQL #ERAL £9,

« Jetc/xdl/db.confz R L T PostgreSQL R — hESEERTEEHTITET,
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FJg 8: Runtime Environment #t v 7 v 7L TA VYA —ILERTTS

Linux VDA Xy r = o+ > X b —JL#. ctxinstall.sh X2 7 b &7id GUI #ER L TRITIRIBZEAL
ER

PN
SUAALRIEZLY b7y T3 3E0IC. en_USUTF-8 O — /LMW OSIZA YA =)L TWE L%
BRBLEJ, OSicCoOs—ILhniEslE. sudo locale-gen en_US.UTF-8 O< > R % RTL £ T,

Debian @553, #en_US.UTF-8 UTF-8 1T aX > %k L C[etc/locale.gen 7 7 1 L& 4mEL T
M5, sudo locale-gen OY Y RERITL T,

ctxinstall.sh

ctxinstall.sh i&. Linux VDA @S5> &+ LIBIEZ#ER T 3BHEA VA N—ILATI ) TR TI, #LLIE AT
<> K ctxinstall.sh-h #ERA L TIHRBL TV,

B > X k=L TIE. [opt/Citrix/VDA/sbin/ctxinstall.conf = GUI & £ U ctxinstall.sh iIcRBLITARTD
BETHOMEERE. RE. $LUBEHTZOOBR T 7L LTHERLET, BR771IILEVOHTERT S
T ROWTNHDFEEFERLET:

« Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl>> 7L — 7 71 /L%EJ— L T. Jopt/Citrix/VDA/s-
bin/ctxinstall.conf ¥ L TR%E$ 3,

« ctxinstall.sh #2179 %.ctxinstall.sh #2179 3 1= IC N\ S 1E % /opt/Citrix/VDA/sbin/ctxinstall.conf
ICRESNE T,

b
o BMFEDERAICHKEV. JL— k- —DHH/opt/Citrix/VDA/sbin/ctxinstall.conf D AEL D A
TEBLIICLET, ChUdE. RXAUBIMNRT—RAE T 7AILICREINTVWESAEEDH B 7D T
ER
« LINuXVDAZ 7> 1> RZk—ILE 3. [opt/Citrix/VDA 2537 71 LHHEIBESINET, VDA%ET
V1> 2 =L 3HIC. [opt/Citrix/VDA/sbin/ctxinstall.conf O /\w o7 v 7% R T B %
PEBHLET,

ctxinstall.sh IZIEEBE— R F /@Y ALY P E—RTRIATITE T, ATV T M ERITT IS ROBIREHZR
ELEFT:

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4 —/\—D7K X +&,

o CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS @ IP 7 R L Z,

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP #—/\—® IP 7 B L X £ lEXFFIBEo

+ CTX_EASYINSTALL_DOMAIN=domain-name - K X >® NetBIOS &,
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+ CTX_EASYINSTALL_REALM=realm-name - Kerberos %i%&.

+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

CTX_EASYINSTALL_USERNAME=domain-user-name - ¥> > % R XA VIZEBMIETVWBZ1I—HF—
DAHF.

o CTX_EASYINSTALL_PASSWORD=password - Y>> % R XA VIZBMTETVWEI—H—D/INRT—
Fo
E:
RAXAVBMICITEBET AT M EFERALBVW 28O LET, KOOI, BEEBTHT YV MU

4ha Active Directory 2 —H#—IC R X1 Y BIMERZZEL T RT W CDDICIF. FIHOEED
1 HF—RZzFERALT. FXr>a>rO0—->—0FEZzZELET,

RDA4DDEHIIA TS a>VTT, INSHFREINTLAEWEETH. ¥ L > hE—RTctxinstall.sh (351
B9 WEE—RFRTA—HF—AAIERHZ 7OV T BRI INEFFA. CNSIRMEEIIAR—FT3ET, £
7z1&/Citrix[VDA/sbin/ctxinstall.conf ZEE T3 TOHRETIT XTI,

+ CTX_EASYINSTALL_WORKGROUP=workgroup-name -F7 L k QT =0 F)IL—TFEIE R X1 >
BTT, Z—XIZEDETCT—VIIN—THAREIIAATEET, COBIA T a>TT,

« CTX_EASYINSTALL_OU=ou-value -OU D f&id. AD OAZEICL>TEBRD X9, OUEDHIZDONT
id. CORED DERFHE) tI/2a oRZSBL TSV, COBRIEA TS 30T,

+ CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path -f§# 1> X b—)LiF. 1> %
—%w kh5 Centrify \wr—2% 4DV O—-RTB3HICKRIEET, 7=72L. Centrify BBEICT >R +
—ILTNTWBHBEIF. COERTERINZO—HILTs LY ~UDS Centrify \wirr—J BB TE &
T COBIA TS a>TY,

+ CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path -f& -1 > X b—J)Lid. 1>%Z—Fvy +D
S5PBISNy =2 %40 O0—-RT3EOICKILEET, 72750, PBISHBEEICA VA M=ILEINTWVW3SI5
BlE. COTHTEREINO—HILTaLIZMUDS PBIS Ny r—J%#BBTEET, COTHIIA TS
3>TT9,

ctxinstall.sh 217852 . BlOXY 1) 7+ ctxsetup.sh AEUPHINE T, cixsetup.sh lTRDEEHZFERHL F
ER

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%&fERL T,
Delivery Controller 82382 B TIF X T,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZix. Delivery Controller D& &#ICERT 3
Delivery Controller »52£&8fi K X >& (FQDN) OXR—IAXFO D—EBNBRETT, 1 DF/HIFER
DB R X1 VB F71d CNAME Zi8E T2 RELNHD £7,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i&. TCP/IP ;K— 4 (T Delivery Controller &
BELET,
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+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. Y>> OEEHEICHIEL
=

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IZEEHENS T
LOT7 74T I 4—ILOBBEHFATINTVIHELBH D £, LinuxVirtual Desktop AIZ. > XFLDT
AT I A= IDORERR—b (TT7AILETIER—F 80 HLUHR—k 1494) #EBHTHBRTI T,

+ CTX_XDL_AD_INTEGRATION=winbind | sssd | centrify | pbis - Linux VDA (Zi&. Delivery Con-
troller 23 L TEREHE T % 7= Kerberos MR ENBDE T, Kerberos #ld. X FLICT VR ~—
L& L VEREHD Active Directory #i6 Y —ILh SIEEL £ T,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h % ¥, Thid. s8H7%RY
ST4v o7 TV r—2 a3 oRBUZERBICTBOD—EDIT ST v IT7 oI L—>aryro/O>
TY, HDX3D Pro #&#iRL=i5&. VDA VDI TRI Ly (2T IEviaYy) E—RAIKERIO
9 (D&D. CTX_XDL_VDI_MODE=Y &b £9),

« CTX_XDL_VDI_MODE=Y|N-FA7F2Y by TEREETIL (VD) £HIFKIAMINBZHEBETRI by
TEREETIDOLE5L LTI Y Z2BMT 502 RELEY, HDX3D Pro IREDIFEIE. EZ Y ICREL
9,

+ CTX_XDL_SITE_NAME = dns-name - Linux VDA i&. DNS =B L T LDAP 4t —N—%#&H L £7,
DNS o#ZFERZO—HIL YA MMIHEIRYT 3ICIE. DNS U FEBZIBEL 7. FERBEIE. <none> |l
BRELEY,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA iZ. DNS #fB& L T LDAP y—/\—%i%
HLEF, DNSHLDAP H—E XL O—FZRHTITHVIEEIE. LDAP @ FQDN & & U LDAP R— D
AR—ARTOO—BHEIEETE£J, fl: Nadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;K— +&ES% 38993 &, Linux VDA IZIEEINTE R X1 VRD
ZLDAP H—N—ICR—UYTE—RTIOIVZRTLET, KU —DO¥H x TLDAP r—N—D#Hy
DOFE. Linux VDA IZ X IZY ZBMNIFBO IV TUEZRTLET, R—UYIJREPLIWVMEZER DL, &
wia YOI F VN T B eHHBD Y, LDERELDAP TV EBMICTBICIE. RXr>a> O
—5—7T [JOo—NIhaod] zBML. BETS LDAP R—+rEST 3268 2 8EL T, COEH
& T7 4 b TIE <none> [CHREINTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJL— b+
(ffl: DC=mycompany,DC=com) ICHREINIHRER—XZFEALTLDAP ZB=L£9, BRRD/NT +
—IVRERETZHIC. RER—IXEZEBETT£T (Hl: OU=VDI,DC=mycompany,DC=com), FE
BIZEIE. <none> |[ZFREL X7,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -7z FL—> 3 iBiy—E X (FAS) H—/N—id. AD Y
L=FRI>—IZ&DEREINE T, Linux VDA IZAD JIL—FRU>—%HR—-—rLTLEHA, KD
DiZ. £Z 20V TRYIGNIFASH—N—D—8BZ2FEHATIET, >—7>VRE ADTIL—-TRU>
—TRELIEHBDLALTHIVELNHBDET, WINHDH—N—T FL IDHIBFEINTULBRHEEIE.
ZOEHE%Z <none> L WS XFHTEDT. H—N—TRLADIBFBIFETELFHA. FASH—N—&
BUNSBET 3I1ICIE. FASSH—N—TEETNTVWRKR—rBESE—HITI3R—FESEBMLTLLES
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Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - iLLWVJO—h—1T—
TV bhH—ERX (ctxvda) ZHR—+TB3HDNETSUEZA1L60FEAVRAN=ILTB/INZ, TT#I
k@ /N X iE/usr/bin TS,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic’mate - t v > 3 > TR T 3
GNOME. GNOME 75> v . &7Id MATE 7RI by TIRIBEZIEEL £ 7, BHZEELBVWEFICT
3. MEVDAICA VR E—ILENTWE TR by TIHMERINE T, Sl REAVZAL—ILTAT
W37 RT by IH MATE OiF&Id. TH#HEZ mate (CRETIHELHD £,

+ CTX_XDL_START_SERVICE=Y | N - # D5 TEIC Linux VDA # —E XD BBEINB L30T 30 L
SHEEELET,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 43700V bR—k, T7%
L EDOR—=KIE 7503 TY,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE 937 DR— ko 77 4L bDKR— X 7502 T
ED

ARER

e V=V 0N —TFEBRBTIAILIFTRREAAINVETY, BIRTI—IJIN—TZ2AhREZIAXTBICIE
opt/Citrix/VDA/sbin/ctxinstall.conf TiziE % CTX_EASYINSTALL_WORKGROUP %% E L %
Yo

« VDA Z45E D OU ICIBINY B ICid. ROFIEZRITLET:

1L H#EDOOUDARXA> Y bO—F—ICHEETBZCERBLTIIEI L,

OUDfle LT MFDORIZU =223y bZEEBRLTLLIET L,
= ACUVE LITECLUTY USETS 1

File Action View Help

e im0 XDz B LaaT DR
— Active Directory Users and Compute . .
Saved Queries E‘Lﬂ- ﬂ“-hﬂ-
4 3 wdlocal Uies U1ES
I+ Builtin
Compauters

2| Domain Controllers
FareignSecurityPrincipals
Managed 5ervice Accounts
Ueers
4 (3] Linux
b Al redhat
2| suse

2| ubuntu
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2. BETO—07I—F%2HhRE2I1XF3ICiZ. [opt/Citrix/VDA/sbin/ctxinstall.conf TIEIEL
# CTX_EASYINSTALL_OU %#X%EL £9,

OU ofEid. AD DFZEICE>TERD FY, ROKRIE. ERORIU -2 a3y MMIEIFSE 0U Bl
ICEDWVWTWETY, TS D. FREY 2488OERD OU BZ2FERT3 N TEET,

(0N Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
n
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
n
RHEL 9.1/9.0. "OU=redhat, "OU=redhat, - -
Rocky Linux OU=Linux" OU=Linux"
9.1/9.0
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=L1inux" OU=L1inux" Linux/redhat redhat"
n
Rocky Linux 8.x "OU=redhat, "OU=redhat, - -
OU=Linux" OU=L1inux"
RHEL 7 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
redhat" redhat" Linux/redhat redhat"
n
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

+ Centrify TIdE 27 IPv6 DNS #iliz 7 R— b LTWEHA. AD V517> b TAD H#—E X EBEICHK
KI B0l IPv4 #ERAT 3 DNS —/N—H/etc/resolv.conf ICb B < H 1 DFEEL TV BHER
HHFERJ,

[ B

ADSITE : Check that this machine's subnet 1is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
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: We guess you should be in the site Sitel.
<!--NeedCopy-->

CoOfEIE. Centrify 58XV ZOBRICHEDDHDTT, COMBEMERT ZICIE. ROFIBEERTLET:

a. RXq/>ayro—>—0 [BEY—I] ZHZT£T,
b. [Active Directory Ot hrH—E X] ZERL £,
c. [(B7xv ] oBEPNAEY TRy 7 RLRAZEBMLEY,

o B VXM=& LinuxVDAT.16 LIBEOE 27 IPV6 ZHHR—FLTWET, UTO LS BEHREHL
FIREBELSHD £

- BEVWDOIT VR aTIPV6 Xy F D — O BATHURERNY T —CZA D VAO—RTES LS.
Linux VRS R RRETINELNDHD FT,
- Centrify iZ. Ea7 IPV6 % kD —JTlEHR— b ENTULEEA,

pE
CERAORY =D 2T IPV6 T. IRTOANNDETE IPV6 XX TH 2%E. VDA I IPV6 %
fEF L T Delivery Controller ic&8 L %9, CHERADORY hT—I8 IPv4 2 IPv6 DN T U w R

B TH35E. =IO DNSIP7RLXORBEICE > T IPv4 £71E IPV6 DB SHERICFERS
N3HHNREDET,

s ROFIEZERITLT. =7y bty aryi—H—-DFRI by JIRIEZEBEITZCHTIEY !

1. VDA ® $SHOME/<username> =« L 7 hJiZ.xsessionFz k. XclientsT7 71L& R
L¥9d,Z CC.usernamelga1—H—&Td.AmazonLinux2 #EBLTW3HEIE. . Xclients
T7IILEERLET, DT AV E2a—>avEERALTWVWEHBEIF. . xsession7Z 7L
ZERL £,

2. .xsessionFzkiE. Xclients7 71 B HELT. To A I Ea2a—2aVICESWTTRI K
w TRIBEIEEL £,

- MATE 727 kv 7 DigE

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session

fi

<!--NeedCopy-->

- GNOME /5> v U F7RY by TDIHE

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session —--session=gnome-classic
fi

<!--NeedCopy—-->
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- GNOME 727 kv 7 Dig&

GSESSION="S$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

<!--NeedCopy-->

3. 28— vbtEyiara—H4—-—T700 77 MILOT7 I/ XEREXBLET,

N=23 Y2209 L. €y a>a—H—RBTRIMYTRIBEZAREIAATETET. COWEEZE
ICTBICIE. FRICVDAICHID BRERERBRT R by TRIEZ A VA M—ILTR2XEDDHD FY, FLL<
B Tty ara—H—Il&BHWRELTRY My TIEE) 28RBLTIET W,

o RXAVIZBMEE3ARE LT Centrify Z3#IR9 3154, ctxinstall.sh X2 U 7 ~Ti& Centrify /Xw -
—IMRBETY, ctxinstall.sh T Centrify /X 7r—2%ESET 37574%:

- BEAVIN=ILIE. 128 —2y k5 Centrify Xw s —SHBEBTE UV O— R 37DICRIIL
5&9. T AMNIJE2—>23a>TeDURLIFZRDEEDTT:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

Cent0S: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-susel2-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- Centrify #BREICA Y X F—IL TN TVWEBEIE. O—HILT Lo ~UH S Centrify Xy —2
#WMBLET, Centrify Xwor—C0F Lo MUREET ZIC1E. [opt/Citrix/VDA/sbin/ctx-
install.conf © CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/mydir #5E L £ 7,
f1:

1s -1s /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r-——-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
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1888 -r—-r--r--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r—--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 [install-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall
.sh

12 -r—--r—--r—--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r—--r--r--. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt
4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r—-r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy—-->

o RXAviCBMEE3ARE LTPBIS #8R¥ 3184, ctxinstall.sh & U 7~ Tix PBIS Xy —on
METTY, ctxinstall.sh TPBIS Ny —C#BET 354!

- BEAVIAM=IE. AV F2—2y DS PBIS NNy =SB TH O VAO—RTBHICKRILIEE
T X T4RMIJE2Z—2a3 > URLIZRDEED TT:
Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.4: wget https://github.com/Beyon
dTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

- AVEA—%Yy DB PBIS Ny —SOHEON—Sa>EaBEBLET, BIET 5ICid. /opt/C-
itrix/VDA/sbin/ctxinstall.sh 7 7 -r JL® TpbisDownloadReleases 7& pbisDownloadExpect-
edSHA256) T#ZEL Y,

Fle LT UTFORT)—>> 3y beSRLTET WL

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

- PBISHBEICA VR b=ILETNTWBHEIF. O—ALTa LI UDSPBIS Ny r—J%#EBEBLE
¥ PBISXvs—DF 0 Lo U%RBET 5ICIE. [opt/Citrix/VDA/sbin/ctxinstall.conf Tig
15T CTX_EASYINSTALL_PBIS_LOCAL_PATH #s2EL 9,

WEE— R WEE— R Tctxinstall.sh 27 U 7 ~ %2179 % 1214, sudo [opt/Citrix/VDA/sbin/ctxin-
stall.sh YV R%E-S AT a > B LTRIFLET, ARV RSAIVIVE2—TJ A 207OYF i, BE
TEEHEEANSILEF T, THHBICREINTVLBIHE, ctxinstall.sh (3. THOZEHNHKRENOERERSD F
T
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YLV FE—R H4aL>bE—RTIE [opt/Citrix/VDA/sbin/ctxinstall.conf % 7:i& export A<v> K%
FRALTLTROERERETIHENRHD £3, 20%. ctxinstall.sh-S ZE1TL FT, BEAITRNTOTEHHI R
EINTLREVWHI—EDENENTHBIEE. T 7 4 MENEWED. ctxinstall.sh ig=1FEHIELE T,

BEMODI I AR— hINTAEE. FEICRESINTULALPRD/Citrix/VDA/sbin/ctxinstall.conf ofE%= tZ2 =
LET, TRTOEFHFINI A EIZ. RX1 2B/ XT— RESME[Citrix/VDA/sbin/ctxinstall.conf (CR7EFE
nNExv, 1L > E—RTIE. [Citrix/VDA/sbin/ctxinstall.conf TR X+ > BIMNAT—RERET . 1=
IENRT—REIVRR—rTIHEDHBD X,

export CTX_EASYINSTALL_HOSTNAME=host-name

export CTX_EASYINSTALL_DNS=ip-address-of-dns

export CTX_EASYINSTALL_NTPS=address-of-ntps

export CTX_EASYINSTALL_DOMAIN=domain-name

export CTX_EASYINSTALL_REALM=realm-name

export CTX_EASYINSTALL_FQDN=ad-fgdn-name

export CTX_EASYINSTALL_USERNAME=domain-user-name
export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_AD_INTEGRATION=winbind | centrify | sssd | pbis
export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
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none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S
<!--NeedCopy-->

sudo AV Y RIC-EA 7> a > aEIEELTEITL. ERITAHLVLWS TILICEEOBELTHEZEL LT, BPDITE
LT #!/bin/bash 32 L. BIRD AT RASEBZTINRIV T T 712 ER TR 28O L ET,

Efeld. ROLSICLT. 1 D2OOX Y RTIRTOEREBET B ENTETET!:

GUI

KX >8iNA#%EL LTSSSD £71& Winbind 2B L TW3HEIK. GUNICKZBEA VA —ILZ2FERTE X
¥ VDA DT X ~ v FEE T/opt/Citrix/VDA/bin/easyinstall I<v > R&#ETLTH S, BEIVI -
@ GUI DRIV E T,

+ Easy Install
Check Environment Lo § S
Install Dependencies Click Join to join the VDA to the Windows domain or click Mext to skip.

| _JoinDomain [

Configure Runtime Variables
Einish DMS server IP address {} =

* MCS
Configure MCS CTX_EASYINSTALL_HOSTMAME

VDA host name

CTX_EASYINSTALL_MNTPS

NTP server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux distribution: Ubuntu Linux 18.04

A V=D GUIIZ. ROBIEEHI L ET:

o DRTLIREZ®RTS
o KIFBFEZAVZAM—ILT B
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s BESNIER XA UICVDAZSIMESE S
o SV LIBIERERT S
E>b:

s [RF] #UU WO TRE EBELIENRIZHZO—HILT 71 ILICEEREINMREINE T [FidAH]
By IR BELIE T 71D SEHBREDFTAAENET T, MCS THDBRICOWVWTIE. TF
IE3: YRA—AX—CDEE] 28R LTI,

o ctxinstall.sh 227 1) 7 ki, [Citrix/VDA/sbin/ctxinstall.conf TR X1 V&M T—REKRL T
RTOEHRZEEZFREFLET,

FIE9: XDPing 01T

sudo /opt/Citrix/VDA/bin/xdping%z®fTL T. Linux VDARE TO—RMNAEROMBELERL
£3, #L < TXDPings #8BLTL T,

FIJE 10: Linux VDA ©O=E1T

Linux VDA oi2g):
Linux VDA —EX=EE#HT I, ROOY VY RERTLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0{ELE:
Linux VDA —E X %{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

pE
ctxvdas & tfctxhdx—E2%{E1EF5H]IC. service ctxmonitorservice stopavwy
FERTLTERY—EXT—EVZEFELELET, CNERTLAVEE. BRY—EXT—EVIFELELE
H—EXZzEEHLFT,

Linux VDA 0 HEitEE):

Linux VDA 4 —EXZBEEH Y 3ICId. ROIYVFEETLET:
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sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA #—E ZDRITREZ R T 3ICIE. ROOAITV RERITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE11l: > >h207DER

IIvhEO7%ER L. Linux VDA <> > %BINT 2 FIEIZ. #EkD Windows VDA TOHZEEMTWET,
DERAVERTTBHEEDHBICOWVWTHLL X, Yo vAE2O07 DRI LT TR rAhAEO07DEE) #8818
LTLRE W,
RDESIC. LINuXVDAR > %= EU I AEZ O DEMICIEW L DhD0FIH H 5 7=, Windows VDA v
ORI VAZOATDIERFIBE BR 220 HD £
o« ARL—=F A VI RATLICIE. REERLET:
- RAINBZHEBEFTRI My TREETILDBRE. WILFEYyI 3> 0SFTFo 3y
- WDIERTRI hy TBREETILOSRE. Uty a> 0SS+ 7Foay
e ALY >H4204 T, LinuxVDA Y>> Windows VDA ¥ Y ZBESEHAVTLIET L,
F

Citrix Studio O UBI D /N—2 3 >iE. TLinux OS] Y WSBREHR—FLTWERATL 27
L. [Windows 5 —/\— OS] # 7> 3> ki [H—N—0S] 77> a3 % BRIZ. ASEDRIALE
NAZHEEFTRI by TRETETILVHBENICERINE T, [Windows 725 v 7 0S] # 7> 3>
[FRObYyT0S] A7 a>umBIRTIE. YOV ICICE—I—F—DREETILABERNISGRIRINE
To

b

< oht Active Directory R X1 U SHIBRSIMIRICBEEBMINIEEEIE. 20X 02T Y AZ04
HSHBRLTHSBEEEMT 3HENHD X7,
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FIE12: FUNU—=TIL—TDIER

FUNY=TI—TF%EHE L. Linux VDA > UEEUII A2 O07 %8BT % FIEIZ. Windows VDA T >
DIBELIFEALRBILTT. COERIETTITBHFEDHRBICOVWTHELLIE. TFUNY =T IL—T DRI 8
LTSV,

LinuxVDA X >A2O7 28T TIUNY —JI—TZER T 2EEIE. ROFAHHD £7:
o BIRTSZAD A—H—BLUTI—T%. LInUXVDAR I UICOJF > T2LSICENICERLTE T XY,

o« BTN TLAWL (BR) 2—H—0OJ 4V EHFALAEVWTLIEET L,
o« Windows Yo Y80I yh2O0 %2 T NI —FIL—TFTRESEAVWTLLEI L,

BE:
T r—2a3a > 0RRIE. LInuxVDAN—2 3> 1A LB THR— RSN TWETS, 2720 A—Y I UA

DT RY by FELTT U DEREIF. Linux VDA THR—FEINTULEE A

IO>AEA7ELCTFINY =TI —FOEEFGEICDOVWTEEL < I TCitrix Virtual Apps and Desktops 7
23031 ZBRLTLZT W,

FJE 13: LiInuxVDAD 7y 75 L—R (7> 3y)

BHO2N=3 Y LTISRUU—XDS5BEEDAI YR M—ILET vy FIL—RTEEY,
RHEL7 & U CentOS 7 0i55:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 £ & U Rocky Linux 8 ®i84:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & U Rocky Linux 9.1/9.0 0ig4:
pE
RHEL 9.1/9.0 &0 Rocky Linux 9.1/9.0 @ Linux VDA %= 7 v 74 L — R $ 380, libsepol /Xy or—
EN—23 Y 34 LBRICERLES,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE 0ig4:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->
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Ubuntu 18.04 0154

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amdé64.deb
<!--NeedCopy-->

Ubuntu 20.04 0354

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amdé64.deb
<!--NeedCopy-->

Ubuntu 22.04 0354

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amdé64.deb
<!--NeedCopy-->

cSTWNDa—Ta>T

CotILaroEReSRLT. BRI VIAN-IIKEZERIZCTRETSTRLEOHZBED NS TILY
A—TA VT ERITTEEXT,

SSSD ZEAL TR XA VICEMTEI RV

RXAVICBMLESETBRE. RDESBERNDODIS—HRETZZeHHD ET (EEEAROOY ZHERBT
3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.
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Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

COMBEZBRT BICIE. ROFIEZEITLET:

1. rm —-f /etc/krb5.keytabav>RERITLET,

2. net ads leave $REALM -U $domain-administratoradv>R#=1TLET,
3. Delivery Controller tv>>h40JB8LUVTUNI —JIL—TEHIRLE T,

4. [opt/Citrix/VDA/sbin/ctxinstall.sh #%2={TL £%

5. Delivery Controller tx>>h420d8LUTUNIY —FIL—F=ERLE T,

Ubuntu o577 by 7ty s a > TREOEBEIRRIINDS

Tyl a ERBIIL. EOTRI by ITTIAOVISNBEBMEIRELEF T, &feo IOV —ILTH.
O—ALA-—HF—TAU> b2ERLTAJ A Y3 e REBOBEIRTEINET,

COMEZBRT BICIE. ROFIEZEITLET:

1. sudo apt-get updatedv>R%ER{ITLET,

2. sudo apt-get install unity lightdmax>kR%ER{ITLET,

3. ’xof7% /etc/lightdm/lightdm.conficiBiL 9,
greeter-show—-manual-login=true
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Ubuntu o720 by 7Ly a>zBELESETIER—LT ALY MUDBRWDHERKTS

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->

Evb:
CORBEORKARRAIG. FXAVEEBEDR—LT s LI FIPMERENTOWEWVWIETT,

COMBZBRT BT ROFIEZEITLET:

1. OY > k354 >T. pam-auth-update Z AL £7,

2. RRSNIA470OJ T, [OTAVRKICR—LT s LY U ZERT 2] BBRSNTVWE e zHBEBLE
ED

|

a4 configuration |
re handled on the systes, o3 well a3 allowing configuration of sdditional scticns to take when

I
Pluggable Authentication Modules (PaM) determine how authentication, suthorization, snd password changil
ions

starting user sessi

Some PAM module packages provide profiles that can be used to sutomstically adjust the behsvior of all PAM-using spplicstions on the systes, Plesse indicate which of these behsviers you wish to ensble.

PAM profiles to enable

dbus TS—ic&h Yy avEREHFLIFRTTERV

/var/log/messages (RHEL %7zi& CentOS 0i54&)

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#@1l2aborting...
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Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

<!--NeedCopy-->

Ubuntu ¥ X U Ea—>3>0BEIE. log /var/log/syslog % fEF

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l1-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes 1include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes 1include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy

blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally
<!--NeedCopy-->

BREHHIDIEFTHELBVWIIIL—TELEED2-IEBD ET, dbus T5—Xvt—IHOJICRRINZIHA.
VRTLBEBLTHSBERATISLEZEEHOLET,
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SELinux T SSHD #'/R— LT« LY R JICTOERTEAL

A—H—ldty>arvzEHTITETA, OJA >V TT £ A,
/var/log/xdl|/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698

-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKRAKRARARARARKAAA ARk khkkkhkhkhkhkhkhhkkx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COMBEMRRT BICIE. ROFIEEZRITLET:
1. /etc/selinux/config IR DEE%MZ % Z & T SELinux Z&E#MICL £9,
SELINUX=disabled
2. VDA zEBEgL £,
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R X >3E&®D Linux VDA DOER

June 22, 2023

C DEEETIE. Machine Creation Services (MCS) #fEHB L T. Citrix DaaS TR X1 > IESM® Linux VDA %
YER T B AEICDOWVWTEBBL £9,

BE.

o KX >3E&N VDA IE. Citrix DaaS THR—FrONE 9,

- Oy raO=JLFL—>id. Citrix DaaS BHTERETIXELHD £,

- RXAVIESBMVDA K. NTUWIISIRERIEAYTLIRDT—2EV2—ICBHETEE
To RX1 IS VDA L. CitrixDaaSpa> rO—ILTL—VIC&>TEEINE T,

- Citrix Cloud Connector /X1 /X2 § % & 5 ICRendezvous V2= TIF £9, TNLUINDH
&l%. Cloud Connector #r > X b—JLLT. VDA% QY bO—=ILTL—VICIEGT 2 HBEL D
bhFd,

o KX >3ESN VDA Z1ERR T B ICId. MCS ZERT2HELRHD £,
- R7XZJ)YHF—=N—F. MCS Tl R—rTNTLEHA.
o KX YIEBM® Linux VDA Tld. ROEEEFERATI X9 :

RX1>IEBMD VDA THRESNBRZH O O0—AIL1—H—ZFRT 3
SSO LS sZEE

Azure Active Directory Z{#H L 73R5E

Rendezvous V2

(Nutanix 050 #) FIE1: Nutanix AHV 7551201 VX k=L &EF
Nutanix 75 Nutanix AHV 7551 > iXw 4 —2% NF L. Citrix Virtual Apps and Desktops IRigIC TS5

VEAVIM—ILLTERLET, 2L <. Nutanix #7R— ~R—%)Lic#% 3 Nutanix Acropolis MCS 7545«
YDAV AL=ILAA FZERLTIETW,

FlE 1a: #> 7L = X Delivery Controller B Nutanix AHV 7551 >% 1> b—)LLTERT S

Citrix Virtual Apps and Desktops = > X b —JL L #=#. [XD MCS AHV Plugin] % i%iR L T Delivery
Controller icr > ZX r—=JLL %9,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

@ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

Fg 1b: 57 1 Delivery Controller B® Nutanix AHV 7S5 1 >4 VX2 h—JLLTEET 3

Citrix Cloud Connector i [CWA MCS AHV Plugin] #3#{RLTr>X b—JLL F 7, CitrixCloud 77>~
McBEBEINTWLWBIARTO Citrix Cloud Connector IS5 1> # AV XAM—JLLET, AHVAZLTUY—X
DIBFRICH —E X %R T B3HEAETH. Citrix Cloud Connector 2&4¢ 3 3MEHLBH D £,

FlElc: 75371221 A—LLIE. ROFIEZRITTS

« Nutanix Acropolis 7 =+ JL & — #HC:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfEINh TWVWE 2 BB L F
Jo

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0"av>YRrRERTLET,

« #> 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¥ Citrix Machine Creation
Services #FHiEg# 3 3H\. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Hi&Es L &
ERS

B bk

Nutanix AHV 7S04 > %14 >R =)L EI3EH T3 & Fid. Citrix Host. Citrix Broker. &0
Machine Creation Services #{EE L THh BRI TIEEEEHOHLE T,

FIE 2: KRR SEGDIER

RRAMIE. UV —XDOBFTHERAINTUWBNTNN—NAF—FIFISIRY—EITT, COFIETIE. DaasS
WEIA M EDRETYS VCBETIEOICHERTIBEREZIEETT T, FABRICIE. VY —XDIFFR. KX +D
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B, 7 XEREHR. FHATZIAMNL—UF% BLURIMNEDREYY VHMERTES XY T —IhEF
nxd,

BE.

B E T BR1IC. VY —RDBARICARA )Y =X (A bL=Vxy hT—7) ZHBT3HELNHD &
3—0

CitrixCloud IcHr>1> L %9,

EEOXZa—T. [¥xrH#—EX] > [DaaS] Z#ERL £,

(B3] > [E2h8m] oEflR1>T KRR #BRLED,

BEN—0O BEHESLUVOVY—Z0BM £2RLET,

DAY —ROIERICE>T. UTOR—ZOBREZITVET., BREDR—JOARIG. BRLIBGORBEIC
EoTELEDET, ER—JOBREERZS. HE] R—JICEETBZET [RA] 2B#RLEY,

ok wph e

FE 2a: #4

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@) Netuork
@ Scopes @ Create anew connection
Zone name
@ Summary

Connection type:

Google Cloud Platform

Service account key:
Import key.

Service account ID:
Cennection name:

Create virtual machines using:
@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other toals

€=D) )

5] R—ITUTZRITLEY:

o BEEENTBICKR. LVWEGZERTZ] 20Uy I LET, BFEOBRGERLCRI MERICEDVTE
GieEl Y 3%513. [BFEOEGZFERT 3] 2RRL THSRH0EGZERLEY,

e [V=2R] Ta—ILRTY—VZBIRLET, BIRTITBZA T3V BRLEIRNTOUY —RDBHAT
ERS
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o [BGDBE] 74— ILRT. NAN—NAHF—FLRBIFTRY—EXZERLET, BIRTEZ 4 S>>
E T2TADY—VITEIICA Y A R=ILENTWVWBNAN—NAHF =L I T R —EXTT,
F7-13. PowerShell av> kGet-HypHypervisorPlugin -ZoneUid%®RAL T, BRLEY
—VTEATIEIBINAN-NAY =TT O—BEZRETBZCHTEET,

s BEIBEANNLE Y, COERITEEEERICRTINET,

o REEY > > EERT S Y —IL. Machine Creation Services #7zi& Citrix Provisioning #3#iRL £7,

4] R—COBRIE. FALTWVWBERIN (EH217) IC&->TEAD T, 7=t ZIid. Azure Resource
Manager Z R Y358, BEOY—EX TV NILEFERTID. Y—EXTUVINILEERTEET,

FIg2b: X FL—YDEE

Add Connection and Resources X

@ connection Storage Management
@ Storage Management Configure virtual machine storage resources for this connection
Select a cluster.

@ Storage Selection
@ Network

@ Summary @ Use storage shared by hypervisors

Optimize temporary data on available local storage

Select an cptimization method for available site storage.

Use storage local to the hypervisor

ANL—CEBERBOBECAEICOVWTEHLCIF. TRAMZI ML= #8BLTLETL,

Hyper-V #7cid VMware 'RX bCX 93146tz B L TLWBIHEEIE. /5 X2—EZ5RBLTHSERLET, i
DEFGOBETIZ. V3 RF—BRERTNhEFEA,

AL =UEBEAE INMMN—NAF—RTHETNZ XL —=JFRENAN=—NIF—DO—HILICERET S X
FL—2) #3RLE TS

e NAN—NAHY—RBTHEESNZI AL —CEEIRTZHBE. BT — 22 FERTREBAO—HILI L —JT
RIFTEINESHEBELEYT (COEBGEFERTEZIYIVYAEZOJ T, TI7ALNETIREVWV—EINL —
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SOHAXERETEIET), fHlsh: V52— L —URUa—L (CSV) AT 354, Microsoft
System Center Virtual Machine Manager i3, O—HAILZA L —JTO—KTF—4Fvv>aTs 0%
AL ERA. [BE] VY —ITEZOR M —VBEREZBRLLSE TR ERBMLET,

Citrix Hypervisor 0 7—)L L TEBEZ L - ER T 35813, IntelliCache #ERHL THERX L —JFN
1 RCHHDZEEZEASITHESHERBELET, MCitrix Hypervisor [RE8HIRIE] #BBLTLIEI W,

FIE2c: R L= DR

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Wanagem operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

AML=UDBIRICDOVWTEHLCIRE TR MR ML= ZBRLTLET L,

FERAREAET—XOBEBECCIC]I DUEDR ML= TFNARAERIRLET, FIOR—JTERLIEX ML —UEE
FEICEDT. COR—JTEIRTIZT—ROBEITEULET, V4 —RORDR=JITEDICIE. HR—F
INBZ3ET—2OBEICTH LTI DOULEDR ML =T N RAEEIRTZIHBERHD £,

NTN=NAHF—ICL>THETNZ AL —U%FFRL. FIATREZO—AILA ML —J L T—RT—42%2&Ek
LEY] #2BMICLIESEE. [REL—C0FBR] R—SOTFHICKRRTNZEBRA T aVobEIEFd, —BT7F—4%
ICEETS (ACNAN=—NAF—=TF—=)LICHD) O—HILA L —SFNA REERTEET,

REBRPOX L= FNA ROBHRTINET (ERTRE TLEDI ML= FNAXBEIRSNE L),
COIYRUDEIERIRZELEZ L. BIRLIETNA RDBFHNRTRINET (BRINETNA DB IHBE
DH)o

1. BRATAZNL—IFNAREZRETRICIE [ER] Z#RLET,
2. [RFL—208R] 447009 RY I RXT ARL—=—OFTNRARDF TV IRy I RZA 2 EfldF 7ICLT
[OK] ZEERLET
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Flg2d: V—-3>

(—EBDRRA R ZA FIDAHFTER) V=3 OBRICED, REYY UNBEAINZIEFREIEELE T, AIETHN
iE. A—H =BT FUT—oa Vi 7o RTBEMAV —S 3 U EBIRLTLET WL,

FIE 2e: Ry ~kT—2

Y —Z2DOEHEANDLET, CORANE [BE] IV —IILICRTRINh. ChickhEHICEERMITSNEX ML
—Jrxy RO DRI ELEERBITIET,
RETSVTHEATZIRY b T—0% 1 DEIFEHERLET,

—BoEFGiOEE (Azure Resource Manager #¥) TlE. REYIVMNERT IV Iy hbRRINET, ¥
T2y b%Z 1 DFIFEHERLE T,

Fig2f: o
BIRNBZzHALE I, EEZTSIHEIR. [RB] Z@>TRIOV A HF—FR=JICRD XY, BWBLRT LI
5. [E7] Z#RLET,

AR BT —2Zz0-NIIICRETI5E. COEGZERATRNI Y EZATHEOJZERT B LIS, — KT
—ZZAML—=2ICT 7 A RSN EERETETE T,

pa
TITOEIEEEZICOVWTIE. XO—TIERRINEFRA. L IE TEEE, §E. LU —-7

ZBRLTIETL,

FELCR. TEGOERCEE] Z28BL TV,

FIE3: YREZ—A X—T DEH
B b

B—DAX—C%FEALT. FXAYEMEHA VDA & RXA VIS VDA OEAZIER TS F 7,

(Citrix Hypervisor 0i5&n#) FlE3a: CitrixVMTools #1>X ~—JL T3

xe CLI £7ix XenCenter ZEBE T 37-®IC. RIS >V rIicTY 7L — MrET S A Citrix VM Tools =1 >
ZAb=ILLET, COYV—IBLIYIAL—ILTNTVWAEVE, RIS VDONT +—I 2V APMET 38NN H D
£9, V=IHRITNIE. ROVWTNHRITTITEHA:

o RETIVEIELLDyy rE DY, BiEEs)., £H3—RELET 2.
o XenCenter TZDREISVDODNT +#—I VAT —E2ERTT B,
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o RTFORBTS VEBITTS (XenMotionzfER).

e AFV Ty FERIEXTBVZEARLERAFT Yy I avh (FzyIRAVEN) ZERLIED. Ry T3
w kEETLED T3,

o 21780 Linux RS > ED vCPU 0¥ %A 3,

1. RO Y RERFTL T, guest-tools.iso & W5 E#iD Citrix VM Tools #X V> L &9,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. ROOAX Y RERFTLT, Linux T R hUEaz—>avicEdWTxe-guest-utilitiesnNvi—
SEAVAM=ILLEFET,

RHEL/CentOS/Rocky Linux 054

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

SUSE Dig45:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [£fg] #7T. T>7L—MRETS Y OREBREZEZEL FJ, Citrix VM Tools A1
LLAYRAR=ILTNTWVWBIHE, RELOREIE [RBEUEH] cBDFET,

(Azure. AWS. GCP 0i54) FIE 3b: Ubuntu 18.04 AiC cloud-init &/ 33

1. R OBESH X IIFLEICVDARI FRBZHEFIBICIE. ROATXFZRTLET:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )LD system_info £ o> 3 VO FICRDTHH 2 e #HRBLET:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
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<!--NeedCopy-->
2. AWS T MCS PMERE L TefREBY S VIS SSH ZERALTUE— 7O ER 3156, ChASORETYS VICF
—BHBTRYFEINTVWEWED. NRT—RFBHEBEMCLET. BEICIHLC TROBEEETLET,

o cloud-init#m7 71 Jl/etc/cloud/cloud.cfg ##EEL £, ssh_pwauth: true THEHET
3 EHRLE9, set-password [T RDITHEIET 3HE1E. TOTEHBRTZH. OX %
BIMLET,

users:
- default
<!--NeedCopy-->

o« cloud-initic&>sTERINET 7+ haA—H—ec2-user ZkldubuntuzfERT 3584
& passwdaY Y REFRALTCI—HY—NAT—REEETIET, HLLWIRT—REDEL T,
MCS PMER L o RS IO A VTR FIICERTESLSICLET,

o /etc/ssh/sshd_configZ 71L& RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

T71IL%Z®REL. sudo service sshd restartav>Rz=ZTLET,

FIE3c: Y FL—MRETSVICLINUXVDA Xv s —SHA YA R—)LT 3
i
BERTHFOVDAZ T FL—MRETS VE LTERT3ICIE. COFIEZEBELET,
FoFL— MBI VICLINUXVDA Xy —2% 4 VR =)L T 380, NET S22 1 L6.0%1>VX b
_)Lbia_o
FERALTWB LINuUXTsRMJEa2—>3>28ic. RO RERIFLT. LinuxVDAEEZty R 7 v
LXY,
RHEL/CentOS/Rocky Linux 084

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

P
RHEL & & Uf CentOS 035 &. EHIC Linux VDA =1 > X b—JL L Tdeploymcs.shxR{T¥ 3Hilc.

EPEL URS bUZA YR b—=LLET, EPELD1 > X b=/LAEICDW T, https://docs.fedoraproje
ct.org/en-US/epel/ DA% SR L T £ L,

o GCP T/RX T hTWB RHEL 8.x/9.x & & Tf Rocky Linux 8.x/9.x IZ Linux VDA% 1 > X b—IL g
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. =3y MEGHERDN, REYS D OBEFHRIC LINUXVDAICT I/ EXTERL BB LN
HOET, CORMBEZEET BICIF. REYS VOEFFICROIAT FZRTLET:

nmcli dev connect eth0
service NetworkManager restart
<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 0155

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE3d: VRS rUEERICLT tdb-tools /X\vsr—S% 1> X +—J)LF% (RHELT DIFADH)

RHEL 7 5 —N\—Di55&:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—JX7—2 3> 055!

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE 3e: (SUSE T) ntfs-3g #FHTT VR +—ILT 3

SUSE 75 v b 74 —LlliE. ntfs-3g 2IBETIURS RUBBD FEA, V—ROA—REHU>O—KL. ¥
INAILL. ntfs-3g #FEHTI VA b—=)LLET:
1. GNU Compiler Collection (GCC) aA¥ /N1 F> AT L make Xy —JHA VI M—=)LLET:

sudo zypper install gcc
sudo zypper 1install make
<!--NeedCopy-->

2. ntfs-3g Ny r—o=do>O—RLET,
3. ntfs-3g Nwr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->
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4, ntfs-3g Ny T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 1> A h—JLLET:
./configure
make

make install
<!--NeedCopy-->

Flig 3f: FAYTZT—2R—IXELBET S

HERERPE DIEE X LT, PostgreSQL Iz T SQLite HMFEHATI £9, LinuXVDA Ry r—J% 1> h—ILL
fe#l%. SQLite & PostgreSQL #1DBX 3 HTITEd, CODHICIF. ROFIEZETLE !

1. /opt/Citrix/VDA/sbin/ctxcleanup.shzxR{TL %7, R +—ILDFE. COFIE
IFEE£EY,

2. deploymcs.shzx17¢3a0c/etc/xdl/db.confaiREL £,
pE
o SQLite IZ VDI E—RICOAFERTZ a2 HEDLET,
o BEAA VX =)L MCS @f=®ic. SQLite & PostgreSQL i&. ZhZNEFEHTI VR +—ILT B
CEBRLYIDEZZeNTETET, /etc/xdl/db.confTiICEELAWVWED. Linux VDA %

77 #J)L T PostgreSQL #ERAL £,
« /etc/xdl/db.conf%{ERL T PostgreSQL O7R— +rBESEZBRITZHTEFET,

Flg 3g: MCS TH%ERT 3

MCS ¥z #ER T 3ICIE. RO 2 DOFENHD £

o Jetc/xdl/mcs/mcs.conf7 7 ILEwRELET,

e BHAYIR—IDOGUI ZERLEY, BHI VI F—ILD GUI #B<ICIE. VDADT RV by FIEE
T/opt/Citrix/VDA/bin/easyinstallav>y rRERTLET,
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¥ EasyInstall

Check Environment Load || save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify
Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
- MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

B2k

RF] 20w o328 BELNRICHZO—AILT 7AILICEBRENMREINE T, [Hidd
Hl Z#OVw OB BELET 71D SEHREDHAAENE T,

LTI FXLVIESMOS T UFICEVWTHERTES MCSEHTY, 774 FOEREZFERTZH. BEIC
BLTERENRETIAITIEYT (F T3 ):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

FIE3h: MCSOL IR MVEZEZTALEIIEHR IS (A7 3Y)

FYIL—bIP>T ARV RESarv%E [etc/xdl/mcs/mcs_local_setting.reg7 »JLICiBI
LT BEBERLSIAMVEZERELIEERLET, CORMEICEL>T. MCSTFOE 3= anfcvs >z B
EETRICT R EREDIEDONABVWLSIZLET,

/etc/xdl/mcs/mcs_Tlocal_setting.reg771ILOETIE. LER MV ERREEIEEFRT S
HODIAXV KT,
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freziE moEnehodv Y RS1> % fetc/xdl/mcs/mcs_local_setting.reg7 7 JLICE
MLT. LA MU BZEREIEEHTIET !
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

FIE3i: YRE—AX—CHEERT S

1. Jetc/xdl/mcs/mcs.confaimeEL TMCSEREHERT 3HAIE. /opt/Citrix/VDA/sbin
/deploymcs.shxRTLEY. GUI ZFERALTMCS EH=ER I 3551, (B 27Uy o L&
ER

Easy Install

= Easylnstall r
Check Environment Loa Sawve

Install Dependencies selected the virtual Delivery Agent will be configured for VDI desktops (single-
Join Demain session) mode. Do youwant to enable HDX 30 Pro?

Configure Runtime Variables " Mo v |
Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

¥ | Yes .

Linux distribution: Ubuntu Linu 18.04

GUIT [BR] #0Vwod3r. GUI TRELLE#HNM/etc/xdl/mcs/mcs.conf7 71 L TRE
LIE#HEDBERINE T,

2. BRTBINTVYIISURICEDIS. YAE—AA—2PDRFTy T3y b 2ER L TERIZHITES,

« (Citrix Hypervisor. GCP. & &' VMware vSphere 0154) 7> 7L — MRET I VIZT7 T
T=2a>mAYAR=ILL. TVTL—FMREII V>EZS v Y TV LET, NAZ—AX—CD
2y T ay b EERLTERZMITES,
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« (Azure OBE) TV TL—MREII T IV r—>ayEA4 > =)L L. Azure Portal TF
VTL—hMRETIVES Yy ROV LET, TUTL— MRETYS VOERIREND. [Stopped
(deallocated)] (B> TVWBZ L ZBRBLET, CCTUY—RIIL—TOERIEEITEVWTLE
TW AZUre TIYRZ—A XA—C BRI ZBICKRFHIHBETT,

> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes thel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vepus, & GB memory)
Subscription (change) Public IP address
| hel p-ip

Subscription ID Virtual network/subnet
I Virt ork_1/default
ame

Tags (change)

Click here to add tags

« (AWS 0iF8E) T FL—hREIXI VT IV r—>a>yiEa4> X =)L L. AWS EC2 Portal
TTYFL—MMREIIVES Yy ROV LET, TV TL—MREIYD VDAY X2 2 KRR
h'. [Stopped] ICH->TWVWBR I #ERLET. T FL—MRETYSVEHY ) vo L. [Image]
> [Create Image] ##EIRL £9, BEICISLTHEREANSIL. BEETVLE Y, [Create Image]
ZOVvILET,

Create Image X

Instance ID  (7) i-011€
Image name (i) [
Image description (i)
No reboot  (7)

Instance Volumes

Volume Delete on

Type DE—,VICE Snapshot (i) S“,::e [EiB) Volume Type (i) 10PS (i) Throughpul Termination Enrcrypied
0 a @ meis) @ D}
Root Idevisdal Sgap- 40 |General Purpose SSD (gp2) v| 120/3000 N/A & Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECACINEGE

+ (Nutanix ®#%%) Nutanix AHV T, 7> 7L —MREIS V&> vy IV LET, YXEZ—A
X=PDRFyFay b EERLTRFZGITET,
pE
Citrix Virtual Apps and Desktops TR 3 ICiE. Acropolis R+ v 7> 3w &% TXD_J
THBOZBENRHD £9, BBIHL T, Acropolis >V —ILEFRLTR Ty I ay o
BHIZEELEY, RFTvFoav bOERIZEELES. AROJERY Y — 2 HESL
T, EfcN—EBEZEIRLET,
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FlE4: <> >hE207 DIERK

1. Citrix Cloudicr>r> L %79,

2. EEOXZa2—T, [¥1H#—EX] > [DaaS] Z#RL X7,

3. [BE] > [Z2hiEs] »5. [v>rAh200] #BRLET,

4. T4 —RIR->T. I VHhEOJZERLE T,
Nutanix EBE® [OAY7F] R=JT. FICTY L —MREIDVIEELEIYTFZERLET,
[RRE—=AX=T] R=IT A A=JDRTFTy T3y bERLET,

MREET > v] R=T T, R CPU O RE CPU H7cO 0 I7#zHABLET, YO VOREAARZEELT
MCS ZBRL. AZOJTHERTBIYI VD ID L LTRXMVIESMERERLE T,

BEICIGC THOBR I XV ERITLET, sfL<IE T2 0haO07DIER] Z2BRL TSI,
A
Delivery Controller Tov > > A420O0J OER 7 OE XICH 7D OEEA DN /& . Nutanix Prism (2

#& L. 'Preparation) ¥ LWSEEENATVWEIS VOEREFHTAVICLET, CO7FO—-Fid. 1B
TOCRZMEGTZDICKILEE T,

FIES: TUNI=TIL—TDIERK

FUN) =TI =T WL D2D DI VHEOTHEERLIETS VETIL—THLEBDTT, ThEDIY
VEFHATIZA—Y—r, TOA—Y—ICRBEITZ T IV Ir—a ELUTRI My TEIEELE T, s¥L<
& T UNU =T IIL—TDER #BBLTLET L,

Machine Creation Services (MCS) #%#{#MH L 7- Linux VDA O 1ERX

January 12,2024

MCS ZfEAH L T. RX1>8IiE#H VDA & K X1 >IN VDA #ERTE £ 95,
BE.

2212 V1) —RUBEOEBRETESITIRDEHD TY !

o Jetc/xdl/mcs/mces.conf 7 7 1)L £ f g8 > X b—JLd GUI T AD_INTEGRATION ZE#ic 57
I MEIRZBRLSBDE LT BEBIDLTEZRET DHBENHDE T, FLIE. CORED TFIE
3h: MCSZE#%#BmMT 51 o> avaESBL T,

« /etc/xdl/mcs/mcs.conf ® UPDATE_MACHINE_PW T > kU ICx§ 3 B4 1EIE. enabled
disabled TidZ <. Y F/d NICHRD F L7 s#L<IE COREED IRV THIY FDNRT—R
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DEFH=BHL €/ a3 ZBRLTILESL,

YR—bEINTVBETrAJEa—23 >

Winbind SSSD Centrify PBIS
Debian 11.3 &L &L ANV W
RHEL9.1/9.0 [qA (AIAYS AIAYS AIAYS
RHEL 8.7/8.6/8.4 &L (A1AY-4 IFLy Iy
Rocky Linux (=40 LW LW LW
9.1/9.0
Rocky Linux I (AIAY-3 WLz WL R
8.7/8.6
RHEL 7.9. [Fwn [Fwn [Fwn lFwn
Cent0S 7.9
SUSE 15.4 [Fwn [Fwn LWLz lFwn
Ubuntu 22.04. =30 =30 LWL [F30

Ubuntu 20.04.
Ubuntu 18.04

BR—bINBINAN—NAH—

« AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV
VMware vSphere

PR— PR TREBONAN—NAHF—TIXZ— A X—J=2EH L LS5 TR, FHLBVEENRETSZ
RHDET,

MCS ZER L 7z Linux R8< > > OER

e 2203 U 1) —ZLIBE. Microsoft Azure. AWS. & T GCP T Linux VDA Z7RX k§ 3% C &, Citrix DaaS
(IB#r Citrix Virtual Apps and Desktops #—E ) THR—FrINTWVWELT TNEONTV Y I IS
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D KRR MMESE Citrix Virtual Apps and Desktops BRIIRIEICIBINS 355 1E. Citrix Universal 47X
20T aySAEYRAERLIENAT )Y RERS A2 ARMBETT, Universal Y 720U 7> 3> 54
EYRELUNAT VY RIERIS 12 ICDWTHEL < IE, TCitrix Universal 4 722U 72 3 > To®
TebL—R7y 7 (TTU) 1 Z8BLTIZTL,

e MCS ZHERL TREY S VZERT 3158, RTXZILY—N—RBHR—-+rIhEHA.

o Citrix 8@ TlE. BET 3 Linux ¥« X MU E 21— 3 > OFEAOHEERE ISR D Centrify N—2 3 > % &

ALET:
Linux 7« X kUEa2—>3Y Centrify N—> 3>
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1

ErON—3 >0 Centrify 2R3 8. TS—HRETIAEMNBD 9, Centrify zFERALTT>
TL—hIIUZ RXAVICEMLABEVTLIEEI WL,

+ MCS TR T hiz<w> > % Windows R X1 VICBMIE 5728IC PBIS £7zid Centrify #HLTW3
BE. ROFZRVZRITLTLREI WV

- FUFL—brTI T Jetc/xdl/mcs/mcs.confZ 7L PBIS F7zi& Centrify /¥ w4 —
TSOATYO—RNAERET S0, PBIS £7zi& Centrify Xwr—J%#BEEA VA N—ILLET,

- Jopt/Citrix/VDA/sbin/deploymcs.shx®RfT9 3HIc. MCS TERINZTUDOTA
TOIIVICHTRIEZIASELIUNRT—RD Uty MERZIFOABEM (OU) ZERLET,

- Jopt/Citrix/VDA/sbin/deploymcs.sh®RTH4ET L1z, MCS TERIhiz<> >
= HREET 3u1C. REICIS LT, Delivery Controller % 7z Citrix Cloud Connector Tklist
-11 Ox3e4 purgexRfTL£J.

(Nutanix 050 #&) FIE1: Nutanix AHV 75451 > D1 >V X b—)L & &$F

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops I|RiEIC T 551
VEAVAM=)LLTERLET, 5L <I&. Nutanix #7K— ~R—%4)LIC4% 3 Nutanix Acropolis MCS 754
YDAV ZA =AM RZBRLTLEI L,

FlE1a: 7> 7L = X Delivery Controller H® Nutanix AHV 7551 > %241 > X h—)LLTEETS  Citrix
Virtual Apps and Desktops %1 > X k—JL L7z%&. [XD MCS AHV Plugin] #%i%iR L T Delivery Controller
ICAYRE=ILLET,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

FI)E 1b: 57 1 Delivery Controller B Nutanix AHV 75451 %1V X b—J)LLTEETS  Citrix
Cloud Connector i [CWA MCS AHV Plugin] %##RL T1 >R b—JLL EF, CitrixCloud 7+ ~cE
BINTWBFTARTO Citrix Cloud Connector IZF S 71 >% 1> A —)LLET, AHV AL TUY —ZADIBFR
ICH—ER%RMT ZFETH. Citrix Cloud Connector &3¢ 3 HENRH D £ 7,

FlElc: 7571221 AM—ILLIE. ROFIEZRITTS

« Nutanix Acropolis 7 = JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfE TN TWVWB =B L &
ER

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe'"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\vl1.0.0.0"aY>krE#2TLET,

« 7> 7L = X0 Delivery Controller T Citrix Host. Citrix Broker. & & ¢ Citrix Machine Creation
Services #HiEg# 3 3h. Citrix Cloud Connector T Citrix RemoteHCLServer Service #EBiEs L

Nutanix AHV 75541 > %14 > X =)L 72I$EHH § % & Fd. Citrix Host. Citrix Broker, £& U
Machine Creation Services #EE L THSBRHTI 2 HEHOHLE T,

FE 2: KR MEGDIER

ZDtU> 3Tk Azure, AWS, GCP. Nutanix AHV. & &0 VMware vSphere AMKRR MEGHETER T 3
BHEICDOWTHIALET:
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« Citrix Studio T® Azure ADR R MMEGDVER

« Citrix Studio TD AWS ADHRX MMEEDIER

» Citrix Studio TD GCP ADKRZ MEFGDIER

« Citrix Studio T® Nutanix NDR R SMEGDTER

« Citrix Studio ©® VMware ADR R MEGDER

Citrix Studio T? Azure AN KX MEFDIER
1. CitrixCloud icr>r> L %9,
2. EEOXZa2—7T, [¥1H#—EX] > [DaaS] Z#ERL X7,
3. [BHE] > [Z2hiE] OEAIRT>T [RI M ZBRLET,

4. BEN—0O [BEGEEITIY—IDEM] ZFRLET,

Add Connection and Resources X
() connection Connection
@ Region ) Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary ‘ |

Connection type:

‘ Google Cloud Platform |

Service account key:
Import key.

Service account ID:

Connection name:

Create virtual machinges using:
@ Citrix provisioning tools (Machine Craation Services or Citrix Provisioning)

() Other tools

7

=D, 7

5. #50EEY LT [Microsoft Azure] Z#iRL£9,

6. VA —ROIETRICH>T. ER—JOBREETVET, BEDOR—ZOARIF. BIRLIEHOBEICL -
TEBDFT, ER—JOBEZERIO. BE] R—JICEETEZFET RA] 2BIRLFT, #L<
(& TRXAVIESMD Linux VDA OERL DREEICH D TFIE2: R MEGOIER] Z8RBLTIRETL,
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Citrix Studio TD AWS AD 7R X MEFDIER

1. Citrix Studio T. [#p] > [KX k] > [EBHEEIVUYV—IDEM] DIEISERLES,

2. #EGoEEr LT [Amazon EC2] #:|IRL 9,

Studio Connection
() Use an existi ng Connection
: J | awsecd | v |
Connection &
@ Create a new Connection
VM Location :
Connection type: | Amazon EC2 -]
MNetwork |
iy Your cloud administrater should provide the following information.
Import keys file: -Browsa.. Use a file to automatically enter
APl key and Secret key.
APl key: | |
Secret key: | |

o Learn about user permissions

Connection name: | Example: MyConnection |

3. AWS7HU Y b®D APl F— e WBEFXF—ZAND L. HEEGRBRZEANILET,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection

®) Create a new Connection
VM Location

Connection type: Amazon EC2 |'|
Metwork

Summa : : s i : e =
v Your cloud administrator should provide the following information.

Import keys file: i il Use a file to at
> APl key a
AP key:
Secret key:
) Learn about user permissions
Connection name: | Example: MyConnection

Cancel

APl *—i370tZX*x—IDT. BBF—I3>—JLy rT7I7EIF—TY, TNER. 7I/EXF—RTL
RBENET, = IL Y b7 IERF—ZHRLIGEIFR. TI7EXAF—ZHRKRLTHOT7 7 XF—%1F
RTEET, 7IVERF—ZERI BICIE. ROFIEZRITLET:

AWS H—EXRICHT V1> LET,
b) IDE&LUF7IEXERE (AM) OV —JLICBHLET,
c) EAoFES—> g3 >R1 2T, [Users] #&ERLET,

a)

)

)
d) WERI—F—%FRLTFICAIO—JLLT. [Security credentials] % 7% &ERL 7,
)

)

e) FIicxoO—J)LLT. [Createaccesskey] 20w L %9, MiLLWI1r Y RUNEETET,
f) [Download .csvfile] 20U vo L. 7O XF—%2RERBHICHEELET,

4. V4 F—ROETICHE>T. ER—JOBEEZITVLET, BEDR—COARIF. BRLIEBEGOBEICE -
TERBDET, BXR—TVOBRFZERZIICES. [E] XR—JICEETEZET RAN] ZBRLET,

Citrix Studio TD GCP AR X MMEFKDIER Google Cloud Platform {RiEHIEIRICEHE T GCP BRiE%E
w7y FLTH S, ROFIEZETLT GCP ADRR MEGIZIER L £9,

1. CitrixCloud iIcr>r> L %9,
2. EEOX=Za—T. [¥1/¥—EX] > [DaaS] #BIRLFT,

3. [BH] > [Z24Ea] OEFIRT>T KRR ZBRLET,
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4. BEN—0O [EHSLTUY—I0EM] ZERLET,
5. EH0EEL LT [Google Cloud Platform] %:#ERL 7,
6. GCP 7HV Y bOH—ERTHIY bF—EAVR—bL. BHEIZANNDLET,

7. D4 —FOERICK > T ER—ZOBEZITVET. BEOR—JOARIF. BRLBHOBEICL >
TEABDET, EX—TUOBREERZIIS. BE] R—JICFETBZET RA] ZBRLET, 5#L<
& TRXAAVIESMD Linux VDA OERL DFEEEICH B TFIE2: R MEGOIERL 28RBLTIRET L,

Citrix Studio T® Nutanix ADKR R MEGDIER

1. #> 7L = 2o Delivery Controller &%, #> 7L = X Citrix Studio © [#m] > [KRX ] >
EGE LYY —0BM] DOIEICEIRLEFY,. 757 Ko Delivery Controller @&, Citrix Cloud
D Web X—2 @ Studio A>V =)L T [BE] > [KR+] > EHRSSLTY Y —IDEM] OIEICERL.
Nutanix N1 /NN—N1HF—ADEHZIERL £,

2. BIEL UV — OB F— KD [FEH] X—UT, EHEOMAEL LT [Nutanix AHV] ZERL. N1 /3
— N —DT KL R EEER. BROSHERELET. £y F7—2] X—YT A=y FOR Y+
—JEBRLET,

fzr Z1E. > 7L = Xo Citrix Studio Tld3xD &S ICHED £7:

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
Network connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
M
Back Cancel

Citrix Studio T VMware AD7R X MESDIER
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1. vSphere IRi%IC vCenter Server 21 > X k—JLL &9, 3L <IF. TVMware vSphere; Z28RBL T

T
2. Citrix Studio T, [#m] > KX ] > EGESLTI Y —0EM] DOIEICERLET,

3. #EHoBEEL LT [VMware vSphere] #&RL %9,

Studio Connection

~ 2 :
() Use an existing Connection

} RanConnection -
Connection & o
® Create a new Connection

Storage Management :
: Connection type: I [ VMware vSphere ® e ] |

Storage Selection |

v Connection address: | Example: https./vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic toals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back M Cancel

4, VMware 7ho > bD#EGi7 KL X (vCenter Server ® URL). 2—H—8E/NXXT— K, BLVIEHZ%E
ANILETD,
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

FIE3: YRE—A X—PDES

(Citrix Hypervisor 0450 #) FlE 3a: Citrix VM Tools #r > X +—)L§ 3

Add Connection and Resources

Connection

Use an existing Connection

®) Create a new Connection

Connection type: ’\-’Mware vSphere ® =

- T
Connection address: Example: httpsy//vmware.example.com/sdk

o Learn about user permissions

T

User name: Example: domain\username

Password: |
2 . - |

Connection name: Example: MyConnection

Create virtual machines using:

® Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

| Cancel

xe CLI £7=1% XenCenter

ZEATZEHIC. RETS Y IILTYTL— MrETS VA Citrix VM Tools #1 Y X b—JLLE T, CDY—
IR b—LTATVWRVWE, REISYONT =XV ZAMET T B3RBEEDRHD £9. V—ILAB TN

ROVWTNHRITTTEEA:

o REVTIVHEIELL DYy MDY, BiEes). £IE—KELET S,
o XenCenter TZDREISVDONT #—I VAT —E2ERTT B,

s RITHPORBTI VEBITTS

(XenMotionz{ER),

o 7Ty ay hERIIXBUEZALERAFT YT a3yt (FzyvIRAUN) BEHRLIZD. RFTv o3

v bZEETLIEDT B,

o RTHO Linux RIEY> > £ vCPU 0¥z FAZET 3,

1. RO > RERFTL T, guest-tools.iso £ W5 E#iD Citrix VM Tools #X V> L &9,

sudo mount /dev/cdrom /mnt

<!--NeedCopy-->

2. ROOAR Y REERIFTLT, LinuxFe AU Ea—>avicEJVWTxe-guest-utilities/Ny s —

DAY AR=ILLETD,
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RHEL/CentOS/Rocky Linux 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

SUSE 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [£fg] #7T. T 7L —MRETY Y OREIREZEZEL £J, Citrix VM Tools A1
LLAYRE=ILETNTWVRIBE. RELOREIZ [RELEH] cRDET,

Flig 3b: AWS. Azure. GCP 0 SUSE 15.4 0igpiz#:R9% AWS. Azure. & U GCP @ SUSE 15.4 035
i3 UTFZERL TRV

o libstdc++6 N—> 3> 12 LIEEERL TW3,
+ [etc/sysconfig/windowmanager ® Default_WM /X5 X—%—#' gnome IZREINTWV 3,

F|E 3c: Azure. AWS. GCP @ Ubuntu 18.04 FiC cloud-init Z#K 33
1. RS >OBREF/IFEIERFIC VDA R FEEMHFTZICIF. RO RERTLET:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )Ld system_info 0> 3 > O TFICRDITHHZ e 2 HRL £ 7!

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. AWS T MCS PMER LRSI SSH ZERAL T E— P77 2R T35HBE8. TNHSOREBTI VICF
—BBT Ry FINTVWARWD, NAT—RFBIAZEMCLET. BEICSC TROBEZERTLED,
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o cloud-init#m7 7 Jl/etc/cloud/cloud.cfg ##EL £9. ssh_pwauth: true THEFHET
3 EHERL£9, set-password [T RDITHEET 3HEIE. TOTEHRTEH. OXV b E
EBmMLEY,

users:
- default
<!--NeedCopy-->

e cloud=initic&sTERINIT 74/ baA—HF—ec2-useridubuntuzERT 35848
&, passwdav Y REFERALTI—HY—NRAT—RFE2EETIFT, HLLWIRT—RETRLT.
MCS "MER L FefRBET S IO A VTR SIICERTESLSICLET,

o /etc/ssh/sshd_config7 71L& RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

T71IL%ZHREL. sudo service sshd restartav>Rz=ZTLET,

F)E 3d: GCP @ Ubuntu 20.04 T RDNS #E3iIC9 3% T2 7L — MMrRET Y > T, [etc/krb5.conf @
[libdefaults] iC rdns =false 17 #EML £ 3,
FIg3e: 7L —MRETIVICLINUXVDA Xy r—SE A1V —ILT 3

pE

RAEXRITHOVDAZT > FL— MRETI D LTERT3ICIE. COFIEZEBELET,

T 7L —MrETSVIZ Linux VDA Ny 5 —2% 4 > X =)L d %R0, .NET SV 421L6.0%1 VX K
—JLLEY,

FERALTWB LINuUXTsRMJEa2—>3>28ic. RO REEIFTLT. LinuxVDAEREZt Yy 7 v
L9,

RHEL/CentOS/Rocky Linux 084
b
o RHEL 8 & U CentOS o5&, EEIC Linux VDA% > X =)L L Tdeploymcs.shx £179

B EPELURIS bUZ A YR b=ILL&E T, EPELO 1Y X b= ILAZEICDWVWTIE https:
//docs.fedoraproject.org/en-US/epel/ D&% SR L T £ L,

o Linux VDA %# RHEL 9.1/9.0 5 & T Rocky Linux 9.1/9.0 Icr > X k=)L g 3 R0iC. libsepol /X4
— T N—=3 Y 34 LURICERLED,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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Ubuntu/Debian 054
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 0ig4:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE3f: VR rUREMICLT tdb-tools X\v s —S% 12X —JLF3 (RHELT DBEDH) RHEL 7 ¥
—N—DHE:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 D—JX7—2 3> 055!

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE3g: (SUSE T) ntfs-3g #FHTr> X b—)LF3 SUSE 75 v b7 x—LAIZiE ntfs-3g #igtd 3 UK
ShULRBDEEA, V—ROA—KREHAT>O—-RL. AYNTILL. ntfs-3g 2FETI>RAM—)LLET:
1. GNU Compiler Collection (GCC) aA¥INAF> AT L make Xy —J%A VI M—)LLET:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g N\wr—o=4do>O0—-RLET,
3. ntfs-3g Nwsr—S=RBEALED,

sudo tar -xvzf ntfs-3g_ntfsprogs—<package version>.tgz
<!--NeedCopy—-->

4, ntfs-3g Xy T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 1> A —JLLET:

./configure
make

make install
<!--NeedCopy—-->
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Fla3h: FRITZT—EIR—%EIEETTS AREREMOHAEEL LT, PostgreSQL i x T SQLite HEATE £
Yo Linux VDA Xwir—2% 1 > X b—)LLT#IF. SQLite & PostgreSQL #10EX 3 HTEF£EJ, DK
DICIF. ROFIEZERTLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh®xR{TL %7, FHRI A +—ILDFE. COFIE
IFEEEY,

2. deploymcs.shz®179 380 /etc/xdl/db.confaEEL £,
pE 2

+ SQLite IZ VDI E—RICOAEATEIcEHEDLET,

o BB YR —JLE MCS ®7z8iZ. SQLite & PostgreSQL I&. ZhZna2F#HTI VA L—ILTS
CEBRLKYIDBZBZeNTEET, /etc/xdl/db.confTiICEEELAWVWED. Linux VDA IX
77 #JL T PostgreSQL #fERAL £,

+ /etc/xdl/db.conf%{ERL T PostgreSQL OR— +rHEEEZBRITEZ LD TIET,

FlE3i: MCS T#=#EBM T3 MCSEHZERAT BT RD2O2DFENHD F:

o Jetc/xdl/mcs/mcs.confr 71 ILERELET,

s BEAVAM—ILOGUIZFERLEYT, BEAVIM—ILO GUI #B< ICIE. VDADT XU by TIREE
</opt/Citrix/VDA/bin/easyinstallavx>Y RERTLET,

Easy Install
= Easyinstall
Check Environment
Install Dependencies O Domainjoined Non-domainjoined

Join Domain USE_AD CONFIGURATION_FILES OF CURRENT VDA

Configure Runtime Variables This variable determines whether to use the existing AD-related configuration files

Finish (fetc/krb5.conf, fetc/sssd.conf, and fetc/sambafsmb.conf) of the currently running
- BCS VDA,

Ho =

DN5_SERVERS

This variable sets the IP address for each DNS server. You can set up to four DNS
SEMVErs

e

NTP_SERVER

This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04
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N N

RE] £20Vv 093 BELENRCHZO—AILT 7AILICEHZENMREINE T, [HiHA
Hl Z#0Vw TR BELIET 71D SEHREDHMAENE T,

BUTFIE. RXAYVAEBMS FUFE R XAV BIMEHS T VA THERTE S MCS ZE#HTT:
o BXAVESMSFIADHE
TI7ANEOEREZERTZN. BEICDCTEREZNRAEIAITIEYT (FFoaV):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE:Y| N

START_SERVICE=Y| N

o RXABMEASFUFDIHE

- Use_AD_Configuration_Files_Of_Current_VDA: ]RERXTHD VDA OBEED AD
BB 7 7 1)L (Jetc/krb5.conf. /etc/sssd.conf. & & /etc/samba/smb.conf) ZEBd 3Hh
ES5hZRELET, YICERETD L. MCS TIER SN VOB 7 71 )Lid. IREEITHD VDA
DERT77AIWERBL 7 7AILICED £9, 2L dnsEEHEAD_INTEGRATIONZE# %= #Em ¢
BRENHDET, T7HIMEIFENTE, Ztdk. MCSHER LIS Y EOBR T 71 ILAT R
B—A A= LOBET Y TL— ML > TREINZ L ZEKRLET,

- dns: EDNSH—N—DIP7RLZXZHRELET, RK4D2DDNSH—N—ZRETT X7,

- NTP_SERVER: NTPH—N—@QIP7RFLXZREL LT, FHICHEEDLEWERD., ChiFFX1>3
hO—5—DIP7RLZXTY,

- WORKGROUP: =24 )IL—7&%. AD TH#mM L 7= NetBIOS & (AXF L /I\XFEXH) IZHREL
F9, BELLBSTHZE MCSIETL VDRI MREOERICHLS RXMVBOBRET—0 7L —T&
CLTHERALEYS, e xid. v >r7hav > hpuserl.lvda.citrix.com ©ig&. 7—0 5 )L —7F
BrLTctrix "ELWERIRTHZICHD M DS5T. MCSiklvda 2RI R CICBDET, T—
PON—TFRBEELIHRETDLSICLTLLIZTL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. #7:i& Centrify Z82E L £ 9, Linux 7+ X kU
Ea—>3> 0T by IR MSCHHR—ETBRXAVEMAEICOVWTIR. COLEHED MR
—hrETNATVBETARXEUE2—>a3 Y] ZBRLTETWL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (IB#F Centrify Express) /Xwir—> %4

UYO—RIBZEDDNRAERELET, ZDfEiid. AD_INTEGRATIONZ%k% Centrify ICEREL
TS EICDOAEMCED £,
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CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba v —2 %4> 0—-R$57:8
ONRERELET, COfEld. AD_INTEGRATIONZ#% Centrify ICRE LB EICOAHEIIC
"HEI,

PBIS_DOWNLOAD_PATH: PBISNy =% 20> O— R B3ODNRZRELET, CDIE
3. AD_INTEGRATIONZ#% PBIS ICRE LB EICOABMICHED X7,

UPDATE_MACHINE_PW: o> 7AHIY CONRAT—REFHFOBLEEMEIZEMICLET,
HLIF TRV T7HY Y EDONZAT—ROEHEEENI) 2BBLTLIET WL,

Linux VDA #8mZS%k:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

FIE3j: MCSOL PR MUEXEIALFEEHIS TUFL—hIP2T AXYRST1V% [fetc/xdl
/mcs/mcs_local_setting.regZ771ILICBML T, BERL I NUEZEREIFERLES, C
DREICE>T MCSTFOEY 3=V I NI Y EBEFTILTICT—REREIRDODNABVWLSICLE
ED

/etc/xdl/mcs/mcs_local_setting.reg7 7MLD& TIE. LER MV EEREEIEERT 1
SHOIANYV KT,

frezid moEnehodv Y RS04 % /etc/xdl/mcs/mcs_local_setting.reg7»JLICiE
MLT. LR BEZEREIEEMTEET:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

<!--NeedCopy-->
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update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

FIE3k: YREZ—AX—I%ERT B

1. /etc/xd1l/mcs/mcs.confraimEL TMCSEHEERT 3BE1E. /opt/Citrix/VDA/sbin
/deploymcs.shaRFLET, GUI #ERALTMCS TR ERT3H51F. [BH] 20Uy o LZE
S

Easy Install
+ Easylinstall
Check Environment
Install Dependencies selected the Virtual Delivery Agent will be configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pra?
Configure Runtime Variables * o w
Finish
* MCS VDI_MODE
Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI

desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

Load Save

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
wiant bo start these services once configuration is complete?

*  Yesw «

Deploy

Linux distribution: Ubuntu Linu 18.04

GUIT [BB] #0Vwo33r. GUITRELLEHN/etc/xd1l/mcs/mcs.conf7 71 ILTRE
LEEREDHBEINET,

2. REXRTHFOVDAZT > TL—MRESYD D LTERALTWS. FREFRXAVIEBMOS T UATHS
HElE. COFIEZ RF Yy FLTLIEIW,) T FL—MREYS Y ETOEBR T L — b Z2EH L T ER
INEIRTOREBYS Y LOBEEST S /etc/krb5.conf7 7). /etc/samba/smb.confZ
7). 8LV /etc/sssd/sssd.confI771ILE2HREIAIILET,

Winbind 2—%—n14. /etc/xdl/ad_join/winbind_krb5.conf.tmpl&&tf/etc/
xdl/ad_join/winbind_smb.conf.tmplF>7L—r2EHLEI,

SSSD a—#—niFE. /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl. 8&0¥/etc/xdl/ad_join/sssd_smb.conf.tmplF>7L
—rZEEHLET,
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Centrify 2—%'—ni1g4. /etc/xdl/ad_join/centrify_krb5.conf.tmpl&&tr/etc/
xdl/ad_join/centrify_smb.conf.tmplF7>7L—t%EHLET,

pE

FYTL—rIT7IIILTERINTVWEEEORERZRIS L. SWORKGROUP. SREALM. Srealm.
${new_hostname}. && 1 SAD_FQDN ¥ DEHEFBAL TL LI L,

3. BRTBINTVYIISURICEDIE. YAE—AA—CPDRFTy T3y b 2ER L TERIZHITES,

« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i54) F> 7L — MRETI VIZT T
T—=2a>EAVIA=ILL. TVTIL—MREIIVESvY RETVLET, YRE—AX=TD
AFv T3y b EERLTREIZMITET,

« (Azure ®BE) TV L —MMREXI T IV r—>ayEA4 >R =)L L. Azure Portal TF
DIL—RREIIOVES Yy ROV LET, TUTL— MRETYS VOERREN. [Stopped
(deallocated)] L% > TWB e ZMBLET, CCTHY—RTIL—TORFEEZITHEVTLE
TW, AZUre TYRA—A X—CZBRETBRICKENBETT,

> Comnect P Start @ Re [ | ) Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name

mcs rhel-sssd-temp

Status

Operating system
Stopped (deallocated)

Linux

Location Size
East Asia Standard D25 v3 (2 vepus, & GB memory)
Subscription (change)

I
Subscription ID

DNS name
Configure

« (AWS 0iE) T FL—hMREXIVICFT IV r—>aysEa4 > =)L L. AWS EC2 Portal
TTY7L—hrRETI>ZD vy ATV LET, TYTL—MREII DO VX Z 2 KRR
H. [Stopped] ICH>TWBR I ZWBLET, T 7L —MrRETYS YEHEIY vo L. [Image]
> [Create Image] Z#ERL £9. BEBICLLCTEREANSNIL. REZTVLE T, [Create Image]
200w LFET,
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Create Image

Instance ID (i) i-011€
Image name  (j
Image description  (j
No reboot  (j
Instance Volumes
Volume 3 - -
Device Size (GiB) o
- S hot (i Vol 1) IOPS (i)
Tyipe G napshot (i i ‘olume Type (i i (MBIs) (1)
Root Idev/sdal Sgap— 40 iGénera\ Purpose SSD ('grprz) v| 120/3000 N/A

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

Throughput

Delete on
gy Encrypted
Termination 0 .ryp
i
e Not Encrypted

cancel [RECEICHINELT

+ (Nutanix ®#%%&) Nutanix AHV T, 7> 7L —MrREIS Y ES vy b UYLET, YZXE—A

A=VDRFyFay bR L TERZHITEY,

E:

Citrix Virtual Apps and Desktops TR % ICIE. Acropolis R+ v 7> 3w h&% TXD_J
THBOZBENRHD £9, BBIHL T, Acropolis >V —ILEFRLTRFyIoayv o
Z2aizEELEFT, Ry Foayv hOBEZZEELLS. AZOJERY « F— Rz BEEL

T, EBficN—BZRR/LET,

(GCP mi£4) FIE 3l: RHEL 8.x/9.X 5 &0 Rocky Linux 8.X/9.x T —Hxvw MMEHEER TS GCP T
RA BRI TV RHEL 8.x/9.x £& T Rocky Linux 8.x/9.x IZ Linux VDA% YA r—ILT B, 1—H%X v bk
EHhRbn, RETS >OBREEHEZICLINUXVDAICT VR TEARLKRZ B Ed, COREEZLOETS

ICiE. REYS Y OBRBRICOROIT Y RERITLET:
nmcli dev connect eth®

service NetworkManager restart
<!--NeedCopy-->

Flg4: <> >h207DIER

Citrix Studio T. ¥>>h42n0J %KL, AZOJIERT B3 REYS VOREEELEFT. Yo rh200%

ETBE TR YRE—I A= FRLET, UTORZSRLTI LTV
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Machine Catalog Setup

Studio

* Introduction
+ Operating System
¥ Machine Management

Master Image

Virtual Machines
Resource Groups
Network Cards
Computer Accounts
Domain Credentials

Summary

Storage and License Ty...

Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

s If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Crtri VDA installed,

0 Don't see the resource group you want?

b (i®)jc-WestUs2
b @] LinuxVDA ~
£ Arure-1604_0sDisk_1_0b3977506c1447909bf42373ac0c6a05
& azure-client_OsDick_1_See3cd35a6d744¢199f14502/8d63a83
= arure-dc_OsDisk_1_f047ecO78ebad26bb0d03c0f02869e67

&= Azure-jT7 Jisk_1_adf0f65861d44Ta5bad06606632 a812¢

= Azure-jcjc77_OsDisk_1_echeddBd75e74bb08 1598448372542
£ Azure-jerhelTT_OsDisk_1_685abfc05e0c4fdBacac2b28e36d904
£ Azure-jerheld1_OsDisk_1_511a0c329a2349¢e8c7d38e5a648c934

@ Select the minimum functional level for this

7.6 lor newer) il
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

: Select a snapshot (or a virtual machine):
# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Surnmary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

Nutanix BE® [AYTF] R=I T, BT TL—MREIIDVICHELLEIYTFEBERLEY, [YX42—
ARXR=D] R=TJT AX=TPODRFv T3y bzBBRLET, RETI V] XR—I T &/ CPU 0 RE
CPU b pa7#=mBL %9,
pE 2
Delivery Controller to <> > h 204 DR 7O XICH7% D OEEHH MB35 EIE. Nutanix Prism (2
%8 L. Preparation) ¥ LWSEEHNHWIS Y DEREFHNTAVICLET, CO7FO—Fid. 1B
7Ot Rz DDICRILBEE T,

BREIZH L THDOEBR I X EZRITLET, 5L <Id. TStudio TOY > > H 205 ORI Z2BBL T I L,

FIES: TUN)=TI—T DR

FUNY=FI—=TE. WL DOD DI VAZOTHEREIRLIEYS U EIIL—THULEHDTT, EN5DIY
VEFRATIZ A -, TOA—H—ICRHEITZ 7TV —2 a3 LU TRI MYy TEIBELE T, #L<
& T UNU =T IIL—TDER #BBLTLETL,
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A

MCS #ER L TER L 7=kE <> vid. Citrix Cloud Connector ICBB TSI §. REFX LTRRINBE
ENBHO FT, COREEIE. Azure TIREY > > %KX kL. Samba Winbind Z#EBLTAD RX1>ICE
MIBERELEFT, COMEEMRTBICIE. UTOFIEZRTLET:

1.

ADSIEdit >V —I)LICBE L. REBORBIY> VEERLT. TOYI Y T7HT >~ msDS-
SupportedEncryptionTypes Blt%4mEL £,

. RET S T ctxjproxy &0 ctxvda H—EXEBEF L £9, RETS VORENBFFAHICED

SfeHmAl. FIB3~5ZRITLET,

. T 7L —MMrEY > > T/var/xdl/mcs/ad_join.sh 7 7 1 LEBI £ 9,

. [var/xdl/mcs/ad_join.sh 7 7 7 L TR D1T7D#%I- net ads enctypes set SNEW_HOSTNAMES

<EESoEERMD 10 EHE. 5: 28>-U SNEW_HOSTNAMES -P password 017%BIL &
K

if [ "SAD_INTEGRATION" == "winbind" ]; then
join_domain_samba
restart_service winbind /usr/bin/systemctl

A WN R

<!--NeedCopy-->

WLWRFy T3y bzl -iILLWT YL — bR L TRETS D ZERLET,

MCS %R L7z Linux VDA O 7 v 7L — R

MCS ZfEA L T LiINnUXVDAZ7 v 7o L— R 9 3ICId. ROFIEZERTLET:

1. Linux VDA Z&HU ) —RICT7 vy 7Y L—RF 351 NETS>2A1L6.0HD1 VI —ILEThTWE L
%EEJE_”UL/T<TC‘\3L\O

2. 7Y FL—hrIP YT LINUXVDAZT Yy P L—RLET:

A

Linux VDA 0 B8IE Mz EAL T VI Iz 7OBEEHZ AT Va2 —ILT5HTEFET,
NEITSICIE. T TL— Y>>y Eo ete/xdl/mcs/mes_local_setting.reg 7 7 r/Lica<x > R
A EEMLET,

fcezd. ROARVRSA U ZEMTEI T

1 create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

2

3 create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"

- force
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

RHEL7 &0 CentOS 7 055

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8.x 5 & U Rocky Linux 8.x 084

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 9.1/9.0 & £ 0¥ Rocky Linux 9.1/9.0 03184
pE
RHEL 9.1/9.0 & ¢f Rocky Linux9.1/9.0 @ Linux VDA # 7 v 74 L — R 3 38iiC. libsepol /¥

T=TN—=23Y 34 LRICERLET,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

SUSE 0ig4&:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy—-->

Ubuntu 18.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 055

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy—-->

Ubuntu 22.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. /etc/xdl/mcs/mcs.conf&/etc/xdl/mcs/mcs_local_setting.regximeEL £,
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4, FLWRFv T ay b EERLE T,

5. Citrix Studio THLWRF v 7o ay b ERIRL, IO UHRO00%2FHLET, EIYVUNBHTZET
FHLET, IOVEFETHEFHLAVWTIEIL,

NOVTADY EONRT—ROEHZEHK

IOVTAIEDNRAT—RIE. TI7AIIWN LTI >HZ20O07 DERE 30 B TEMEIRTINICAED £9, /VX
J— ROBMHBEEEMNICL. YOV THIYRDODNRT—ROEFZBEENILTBICIZ. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ 3=17#1IZ. /etc/xdl/mcs/mces.confickpT> b EBIML &
ER
UPDATE_MACHINE_Pw="Yy"

2. Jopt/Citrix/VDA/sbin/deploymcs.sh # 47#. /etc/cron.d/mcs_update_password_cronjob % 5
WTEMORZCBEZRELE T, T 74 MDORETIE. IV TAHUY FONZT— 2 EERER.
FRI2EF 30 DICEMLET,

EIDVTHIY FDNRRT—ROEH%E. Delivery Controller DF 7y b v v a2 EMICHD, ROIF—
H/var/log/xdl/jproxy.log ICRRENBZ e hHD £

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

IS—%fEET3ICIE. EHNICTF Iy bEv v a%BELET, TRTO Delivery Controller F7zid kX1 >
A bO—Z5—THFyv2aDIV—2TYvTRRIZRATD2a—ILTEET,

MCS HMER L ek~ > > T FAS =Bk

ROTAAMVE2—2 3> TRITINS MCS TER L 7R TFAS ZBMICTE X9

Winbind SSSD Centrify PBIS
RHEL9.1/9.0 [qA (AIAYS (AIAYS AIAYd
RHEL 8.x &L (A1AY-4 (A1AY-4 [=qa
Rocky Linux (=40 LW LW LW
9.1/9.0
Rocky Linux 8.x (=40 (A1AY3 LW LW
RHEL7. CentOS7 3L (=40 ARV (=49
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Winbind SSSD Centrify PBIS
Ubuntu 22.04. =48 (AYAY- (AYAY- (AYAY-
Ubuntu 20.04.
Ubuntu 18.04
Debian 11.3 =48 (AYRY-S (AYRY-S (AIAY-4
SUSE 15.4 =48 (RIRY-3 LWL x (RIRY-3

TUTL—MMREERI VU TRRAZ—A RXR—C7HEETBZESICFAS ZEBRICT 3

1 JL—+~ CAGEREZ 1V R—bLET,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. ctxfascfg.sh #R17L £7,

3. /Jetc/xdl/mcs/mcs.conficZE#HERELF T,

pE

2L <& Tctxfascfg.sh =47 #BBL TSI W,

Jetc/xdl/mcs/mcs.confIChBAIRTOEREZRELEFT. ChE5DTHIIRETS VD
EHFICHEYHINZEH T,

a) Use_AD_Configuration_Files_Of_Current_VDA®fE% YIZRRELET,

b) FAS_LISTZ#% FASH—N—7RL R (F7I3EHDOFASH—N—7RLR) ICRELE T,
BHEOT7RLZARGEIOOYTRYD, PRLXAE—F5|BRFTHEAET (Fl: FAS_LIST="<
FAS_SERVER_FQDN> ; <FAS_SERVER_FQDN>"),

c) VDI_MODE# Y. BEICGL THOEHRZEZEL X7,

4, 277k /opt/Citrix/VDA/sbin/deploymcs.shz®{TLET,

MCS HMER L ek <> > T FAS 2 BMICT 3

AROESICTYTL— b2 2T FAS B EMCHE > TV AEWEEIF. MCS TERShRRETYS VY TFAS 28

MICTEIET,

MCS HBMERE L 7cfR#B< > > T FAS ZBMICT BICIF. RERITLET !

1. Jetc/xdl/mcs/mcs.conf DEHEREL £,

pE
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Jetc/xdl/mcs/mcs.confichBERIRNTOEHZZELEF T, CNSOEEHIFRETS VD
EHFICHEHINZEH T,

a) Use_AD_Configuration_Files_Of_Current_VDAdfE%: YICHRELET,
b) FAS_LISTZ#% FASH—N—7RLRICREL £,
c¢) VDI_MODE# Y. HBEICISL THOTHEREL £,

2. L— b CAGEREZ 1V R—bLET,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->

3. Jopt/Citrix/VDA/sbin/ctxfascfg.shXoUFbERTLET, 5L <&, lctxfascfg.sh
DE1T) ZBRLTLLIETW,

Citrix Provisioning %z £/ L 7= Linux VDA O{Erk

June 22,2023
Citrix Provisioning ZER L T. FX1 >&EH VDA Z1ERTIT £,

ZITE LINnuX 2—=45 Y b FNA RO M) =SV JICOVWTEHBAL £9. COWEERERT 3 &, Citrix Virtual
Apps and Desktops 5 TH#Z Linux REF RV by 72 70O 3=V I TEET,

HR—FINTUWB LINUXTA AU E2—2a>VIdROEED T,

« Ubuntu 22.04

+ Ubuntu 20.04

+ Ubuntu 18.04

« RHEL9.1

+ RHEL9.0

« RHEL 8.6

« RHEL 8.4

« RHEL7.9

« Rocky Linux 9.1
+ Rocky Linux 9.0
+ Rocky Linux 8.6

BE.

o Citrix Provisioning D& D1 Y A =L\ —J%#FERATZ e zHEHLET, FAT S Linux
TAZAMIE =23 VTGN r—S%ZFEALEY, LINUXKRA MY —I>5T—2 >~ 2109 L
MaEERT 3IC1E. Citrix Provisioning #—/\— 2109 LIEHAHBETT,
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o Citrix Provisioning 2B L T Linux 2—7v b7 NA X2 X MU -2 2T 3 3HEIE. 7OEY 3
ZUUENIETNA ZDARFESDICEETE S L SIC. B—OHET 1 XU X—J EICER DS/
—ToarefflLEY,

o N—FTaarveEbtrfs TI7+—< v 33T IdBIFTTLET L, GRUB2 ICIZ. btrfs /X—F >3
Y OBRETARENLIENH D £3, GRUB I GRand Unified Bootloader 0 T7,

## L <&, Citrix Provisioning RFaX> k® TLinux 2—4%v 5 N\A 202 ) =227 #BRBLTLIES
LYo

Citrix DaaS Standard for Azure < Linux VDA % {Er§

June 22,2023

Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure OF&FR) TR X+
VEBIME BXA VIEBMO™EA D Linux VDA ZEs L T. Microsoft Azure h 5ERDT/NA XITRET TV H &
MRET R by FTHEBETEE Y, 3L <Id. MCitrix DaaS Standard for Azurey #8BL T T W,

HR—FTNAhTLWBLINUXTFAXRKJE2—3Y

RO LINUX T ARUE2—>a VI OeEESR— L TWVWET:

« RHEL9.1

« RHEL9.0

+ RHEL 8.7

« RHEL 8.6

« RHEL 8.4

» Rocky Linux 9.1
« Rocky Linux 9.0
+ Rocky Linux 8.7
+ Rocky Linux 8.6
« SUSE15.4

+ Ubuntu 22.04

+ Ubuntu 20.04

+ Ubuntu 18.04

FlE1: Azure TONYRE—1 XA—J DERE
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i

Linux VDA 0 BEhE#Migie = FAL T, VI NIV 7OBEBEHREZRTP21—ILT3HTEFI, %
T31lF. Y REZ—10 X—T Eo etc/xdl/mcs/mcs_local_setting.reg 7 71 JLICOXY Y RS54 > %BIIL
F7,

T ZIE ROOAR YR SA U ZBMTE XY

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "Ox00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force
<!--NeedCopy-->
1. Azure T, HR—bINTWVWB T AMUE2—>3 >0 Linux REYS V% 1ERRL £9,
2. BEIZIGL T, LINuX RIS VICTRI hy TBIBEE1I VX —IILLET,

3. ZoORET> > T. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICE > T.NET 021 L6.0 21X —ILLET,

4, (Ubuntu &0 &) /etc/network/interfaces” 7 JLicsource /Jetc/network/
interfaces.d/*f7#EBML £ 3,

5. (Ubuntu &0 &) /etc/resolv.conft/run/systemd/resolve/stub-resolv.
confTld#i< /run/systemd/resolve/resolv.confaisEL %7

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. LINuXVDANY T =% AR —ILLE T,
7. FRTZT—IN—XZE/ELEX T,

SERERPEDMEE L LT, PostgreSQL icinx T SQLite HEMTE £ 9, Linux VDA Xw s —S% 12 X b
—JLL7%1Z%. SQLite & PostgreSQL ZtIDEX 2 HTEET, CcODICIF. ROFIEZETLET:

a) /opt/Citrix/VDA/sbin/ctxcleanup.sh®®RITLET, FR1> X ~—ILDIFEE. TD
FIBEIFEET £,

b) deploymcs.shx®R17938ilc/etc/xdl/db.confiEEL £,
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pE
o SQLite IZ VDI E—RICOAERTZ 2 HBHLET,
o BERT YR ~—)LE MCS o7&, SQLite & PostgreSQL i&. TNZn%EFEHTT >
ZAb=ILTBeBLYDEZZ LN TEET, /ete/xdl/db.confTiICiEEL
AUWRD. Linux VDA 137 7 #JL b T PostgreSQL =R L £,

« /etc/xdl/db.conf#fER L T PostgreSQL dR— +FBESA#ERTEcHTEE
3_0

8. MCSZE#H=ZBLZY,
MCS ¥zl T 31, RO 2 DOFEDHBD 7 :

o Jetc/xdl/mcs/mcs.conf7 7 ILEwRELET,

o BBV L—ILDOGUI ZFERLEY, BHEC VI L—ILO) GUI %< ICIE. VDADTRI by 718
T /opt/Citrix/VDA/bin/easyinstallav > RERITLET,

=
dNsSTEHUIEE LAV TL T,

RIVAZOY DERBICENS 1 TERIFT A LE 1 T2EIRT 31553, VDI_MODE=Y
zRELEY,

Jetc/xdl/mcs/mcs.confaimeEL T MCS TH%EERT ZHE1E. /opt/Citrix/VDA
/sbin/deploymcs.shzxRfTL %9, GUI 2R L TMCS TH =BT 355 [EM] %
JUwILET,

Easy Install

= Easylinstall

Check Emvironment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-

Join Domain session) mode. Do you want to enable HDX 30D Pro?

Configure Runtime Variables * Mo *

Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
made?

Load Sawe

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

" | Yesw o

Linux distribution: Ubuntu Linux 18.04
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GUIT (BBl #oVvod3r. GUITRELLEHN/etc/xdl/mcs/mcs.confoa7IL
TRELELERLDDBBRINET,

9. Azure TIRMEVT> VZELE (FIXEIDLHTHER) LET, [TARIDIVRAR—F] #0)vILT.
DRI VHIERTDDDIAZ—A A= LTERATEZREN—RTr X2 (VHD) 771)LD

SASURLZ&EmL %9,
;3 rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export
== Disk
| £ Search (Ctrl+/) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *
B Activity log | 3600
A2 Access control (1AM)
® Tacs
Settings

& Configuration

Encryption

Disk Export
HY properties
[r_1] Locks
B Export template

Support + troubleshooting

Q MNew support request

10 (A7>3Y) RRAZ—ARX=IJTHIN—TFRIV>—2RELET, ctxregy—ILZFERHALTIIL—FRY
S—HRETIEY, fcrzxiE. "I > Ri&. PDFEIRID PDF 2= N\N—H%I)IL U > 2 —% BEI1ERR T 3
RS —zF/IZLET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "0Ox00000001" - force
<!--NeedCopy-->

FlIE2: Azure h5DIRZ—A A= DA ViR—k

1. [BE] dy>afr—Rp6. G0 [RXEZ—1X—=I] ZBBEALET, 71 X FLICIE Citrix pME4H
FTBEXRZ—AA=DU ERB LUV A VR— b LIcA X—OH—ERTINET,

N N
CDOF—ERDEBETIVTAETADRFEALIE [BE] 4yviaR—Fr [BR] dvar—R
TEEBINFzT, BROOHE20OJ%1EmM%. Citrix Cloud ic# 1> > LT [Managed Desktops]
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H—EXZBERT B, BEA v aR—ROABFNICESILFT,

l:@ Master Images X

Z Build Image # Import Image

O Powered O

2. [ X=V=AVR=-F] 2OV YILET,

3. Azure TERBL7VHD 7 71J)LD SASURLZAALE T, YRZ—1 X—JOREL LT [Linux] %i#
RLETD,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my Ur?

Master image type
) Windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4, T4 HF—FOIBRICKEWVN. YREZ—AX—JEAVR—MLET,

FIE3: v >hE207 DK

[BE] AyPaR—FRIZTIt€RL. [HE2OTZERTE] 20Uy I LET, XV AZOTZERT LT
d. ERTHERLAERRZ—I XA=—D%2BRLE S,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 83


https://docs.citrix.com/ja-jp/citrix-virtual-apps-desktops-standard-azure/reference.html#dashboards

Linux Virtual Delivery Agent 2303

F:
TRA—A A= LTERAINZRET> VICIE. SSH £7IERDPEN LT7I9ER$T2 i3 TS EHE
Ao RIS NCTIEXTBICIE. Azure Portal o> ) 7)La>y — L= ERLE T,

Linux VDA 0F&1 > X =)L

June 22,2023

Linux VDA IZ. XD LiInUX T« R MU Ea2a—> 3 VICFRTAI VA M=ILTEET:

Amazon Linux 2. CentOS. RHEL. Rocky Linux

SUSE
« Ubuntu

« Debian

Amazon Linux 2, CentOS. RHEL. & &0 Rocky Linux A Linux VDA 0 F
FAA—I

September 25, 2023
BE:

WRAAL—ILDBEEIR. BRI M-I Z2ERALTEZA YA M-LZ2T53 28O LT, BHE
AYZAL—ILIERBEENZHATERITTELS, FRBICBHINTLBFH I VI L—ILEDDIS—%
BOTENTEET,

FIEL: 7 7MIILERE LV LINUX T2 U D#EME
FlE la: *v cT—IBROER

Y hTD—IDELKERSLVBRINTVS 2B L T EET W, 7t ZIE. DNS #—/N—(Z Linux VDA
THEBHTZRELHD FT,
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Flg1b: KX FBZDHRE
IOVDRRAMEBHBERICELSIRESIND L SICT 3101, Jetc/hostname 7 7 1 LEZEBELTIYS VDR b+
BOHEERLEFT,

hostname

Flg 1c: KA REANDIL—TNYITRLADEIDODYT

IYYDDNS RXAVBrRLEBHMRX1>E (FQDN) HBRICELCEBEINZLSICTBICE. /etc/
hosts7 71 LOUTOFTEZEEL. BRID2DODIVEI L LTREBHIR XA YRBL R MEETARL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

5

127.0.0.1 vda0l.example.com vda®@l localhost localhost.localdomain
localhost4 localhost4.localdomain4

771ILADMHOTY U5, hosthname-fqdn £7:/3 hostname (23T 3 FDOBRZHIBRL £ 7,
pa

Linux VDA I33R7E. NetBIOS BOHID#ETZHR—FLTVEEA, KX MBIF 15 XFURTH ZHEHL B
D&EJ,

B>k

a~z. A~Z, 0~9. BLUNTTY () DXFOHAERLTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTLL IV, RAMEZHFTHRLIED. NTITUTRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZICHBRINE T,

FE 1d: KR B OFER

RDOAYY R T, RALBHELKRESINTVWBR BB LET:

hostname
<!--NeedCopy-->

COIRVERIZED, 2D rD7mLEM R X127 (FQDN) Tldhd<. TDRILMEDADIRINET,
RDOATYRT, BRBHiR XA VBADPELLRETNTWS e #HBLET:

hostname -f
<!--NeedCopy-->

COOATVRICED, TV VDTLEBHI R X1 VZDRINET,
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FIE 1le: BRifRE Y —E XEERTREM DR
ADAYY R T, BEBHRXAAYBMRERTEZ . RXr>a> kA—5—k Delivery Controller 5
ping ICRENHZ e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller—-fqdn
<!--NeedCopy-->

TLREMEXAVEEBRTIHRV, FRIFINS5OTIYOVWTIADS ping ICREDNBVIESIE. FIBZRR
LTHSRICEATLIESL,

Fla 1f: BZIRHA DB

VDA, Delivery Controller. FX>O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, RETY
Y (VM) £ LTLINnUuxVDA %2R bT3L. BEHRERICHRZIEAEHEET ZAELRHDEFT, LD T,
VE—FDRA LY —ERZERLTRAZ@HIFIZ_c2EBHDOLET,

RHEL 57 # )L bEREETIZ. BZIEHEAIC Chrony ¥ —E> (chronyd) ZERHL %9,

Chrony #—tEXD#Em JL—+ta21—4—r LT [etc/chrony.conf Z{EEL. RDELSICE)E—FE 1 LY —
N=IIHRT2H—N—I > )ZEBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—ILb—N—-D5EHZEIZHE
HLEEA. RXA>DE Active Directory RX1>a> bO—5— I d 2 —N—I> MUEEBMLET,

IW=FNw o IP 7RLZA. localhost. XT U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
@ server T ) ZHIBRLE T,

EEERELTHS. KOOAXY KT Chrony F—E> 52 BiEEg L 7!

sudo /sbin/service chronyd restart
<!--NeedCopy-->

FIE 1g: PulseAudio ®-r > X +t—)L (RHEL 9.1/9.0. Rocky Linux 9.1/9.0 D& D #)

ARDOATY RER{TLT pulseaudio #r > X ~—JLLET:
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sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

/etc/pulse/client.confz@E. XOT> U EBMLET:

autospawn = yes
<!--NeedCopy-->

F)E 1h: OpenJDK11 O >R k=)L

Linux VDA iZi%. OpenJDK 11 "XETY,

« CentOS. RHEL. #7:i& Rocky Linux B L TW3HEIE. LinuxVDAZ1 > X =I5 L. fkizE
B LT OpenJDK11 AEEMICA VXA b—ILENET,

« Amazon Linux2 ZEA L TW3IEEId. RO Y REETLTOpendDK 11 #BICLT VX h=JL
LET:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

ELWN=D 3z LET,

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

ERNC/NNv I —2 N7 OpendDK i3 MAEION—2 3 > TH BTN H D 9, OpenJDK 11 ICEFHL F7:

sudo yum -y update java-l1ll-openjdk
<!--NeedCopy-->

FIg li: FHATEIT—IR—RD1 YR M—JLEIBE

HERERPEDHEEE X L T, PostgreSQL Ichnx T SQLite A TE £9, Linux VDAY r—S% 1> X b—JLLT:
#lx. /etc/xdl/db.conf%#m&Ed 3 £ T SQLite & PostgreSQL 21D EX 3 HTI£T, FE1Y
2 b=JLDiFE. SQLite & PostgreSQL ZFwIICFE T VA b—ILLTVWAWLEIDEXBRIENTI A,

ZDtU T3> Tl PostgreSQL & SQLite DF—4R—XEA VR =)L TBHEL. FHTZT—ER—I%
EEITBHEICOVWTHBELED,

pa o

SQLite (F VDI E—RICOAERT B e HEBHLET,
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PostgreSQL o1 > X k—JL  Linux VDA iCi& PostgreSQL A% E T3 :

+ PostgreSQL 9: Amazon Linux2. RHEL7. CentOS7 oiz&
+ PostgreSQL 10: RHEL 8.x. Rocky Linux 8.x ®i5&
+ PostgreSQL 13: RHEL 9.1/9.0. Rocky Linux9.1/9.0 i5&

MDY FERTLT, PostgreSQL 1> X b—JLLET:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

RHEL 8.x ¥ RHEL9.1/9.0 ®3&. RoOX> KERTL T PostgreSQL @ libpgz 1> X b—ILL£ET:

sudo yum -y install libpq
<!--NeedCopy-->

ROAR Y RERTLT. T—ER—%EJHKL 5. ZDREICED. [var/lib/pgsgl/data icF—2~X—2
T71IBMERINE T,

sudo postgresql-setup initdb
<!--NeedCopy-->

T2 ORKEF - IZENRT PostgreSQL E£&19 321, EhZNADOIR Y FZERTLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ROAR> REERAL T, PostgreSQL oN—2a > zBRBLE T,

psql —--version
<!--NeedCopy-->

(RHEL7 &) R &3iIcpsql AV RS> A—FT1oUT42FEBLT. 74T L V7 MUBREIhTWVS
CrEmRLET:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

SQLite 1> X +—JLg3 XROOAYYRERITLTSQLiteZr > X b—JLLET:

sudo yum -y install sqlite
<!--NeedCopy-->

FHT3T—2RX—%/ETS SQLite. PostgreSQL. F7lgZDmA%Z > X b—JLL 7. Linux VDA /X
wir—SDa4 YA h—JLgIc/ete/xdl/db.confzigET 2. FRATET—IN—XEEETETET, D
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feDICIZ. ROFIEZRITLET:

1. /Jopt/Citrix/VDA/sbin/ctxcleanup.shxxR{TL %7, FRI > —ILDFE. COFIE
BETET,

2. Jetc/xdl/db.conf%iE&EL T, FRTEZIT—ER—XEIEELET,

3. ctxsetup.shz®RfTL£ 7,

:

[etc/xdl/db.conf % /M L T PostgreSQL oR— +rBS%EBRITZ L HTI£T,

FIE2: NAN=NAF—DEE

HR—EINBNAN—NAHF—LETVM & LT LinuxVDA 2321793855, W OHDEENKETY, AT
BNAN=NAHF—DTS Y TF—LICEDET. ROEEFEZTVWET, RT7AZIIN—RIT7TLnuxv>>
H®RITIT35E8. TEIIVEHD FH A,

Citrix Hypervisor TORZIFEHADIEE

Citrix Hypervisor OB ZIE A EN BEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THRIEMNEEL £9, k. NTP & Citrix Hypervisor O@AEH > A 7 LORKEZEELELS T
BCEHFREATY, YXTLOKBEMOY —N—DRBE OFEBIRONZDZEFH<CICIE. & LinuxSX DR
TLOEEMNNTP EEHTIHENHD £9, COHE. R MOKZFRHZEMNICTIHELNHDFT, HUIME
—FTid. EERZBREHD FHEA

Citrix VM Tools #*-f > X b — )L T e B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HABEDTZE T 2D S5 H L. LInuXREBY Y YR TEMICHE > TVWEHESHERRBTIXT:!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIF0OFAIF1ZRLET:

o 0-BZEHIRENERICE > TWE o, EXICTIHERDHD T,

o 1-BZIEEIEEEDEICHR > TWET, CNULEOBREIIBREDHD FHA.
/proc/sys/xen/independent_wallclock 7 7 1 LA EE L AWVWSE. UTOFIEIIHBEHD £ A
BIZIB A EEN B MIC R > TVWBIBEIE. T71JILIC T1) CESIRAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COTERXEGHL. BEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEZEMLET:
xen.independent_wallclock = 1
NSDEEEMHRT 37D, ROELSICL T RATLEZBEESHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOEZIERIDIEE

Hyper-V Linux i % —E XH 1 > X b—JL 3 hiz Linux R X b TiE. Hyper-V 0BSZIE#AEEZ #A L TR
AMARL =T VI RTLOREEFBATEE T, PRXTLOKMZ ERARETHERTSICIF. NTPH—EX
CEDICTDMEEZEMICTIVELNHD X7,

BEARL—T 4 VI RATLT, ROBEEZITVETD,

1. HyperVI®x—2v—ZBEE7,
2. Linux RIS VORET, [HEY—EX] ZERLET,
3. [FZIORE] AERENTVLB e 2B LET,

7
Z DA% VMware & & U Citrix Hypervisor 0B& 1240 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHR S DOEZIFEEZ EMICL £9. Hyper-V OBzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEX T,

ESX & £ U ESXi TORZIRIDEE

VMware ORZIFHEENBHHIBE. ThehOERENK Linux [RIB<> > T NTP &N\ /N— /N1 —THE
PEELEYT, Chid. NTP ENAN=—NAHF—DEADS T LOEEZRBLESETEZIEHRATY, ¥R
TLOKEB MO —N\—DKE L ORI RHNZDEH<CICIE. & LINUX TR DY X T LOEBA NTP £ [
HIB3BENDHD T, COHBE. R MORZIEMRZBNICTIHRELNHD FT,

VMware Tools - > X b— )L LTRETHERAEWX Linux 1—RILEERITL TV RBEIE. ROBEEITVWET,

1. vSphere Client 2B %9,

2. LinuxRBEY> > OREERELET,

3. IR >07OaONT«] FATATRYIRT, [FTF>a>] 24T#70Uv I LES,
4. [VMware Tools] %ZiRL £7,

5. [¥] Ry IR T, [RA TR MR ZE] FTv IRy IRZATICLET,
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F|iE 3: Linux VM %= Windows R X1 >ZB0

LUFIE. Linux ¥ > % Active Directory (AD) R X VIZIEBINT3HETY:

« Samba Winbind

» Quest Authentication Services
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREVE T,
:

LinuxVDAOO—hAhILT7HO Y e ADDT7HDU Y R TRILA—Y—REFEATIE. Ty aroiE#ick
BB ehHbET,

Samba Winbind

MDESICLT BEBEBNYT—S A A —ILEIEEHRLET:
RHEL 9.1/9.0/8.x & & T Rocky Linux 9.1/9.0/8.x ®iH&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 0i34:
sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

T OREEIC Winbind T—E %A TEI3L5I1C93 RO Y RT. I VESEIC Winbind ¥—%
VHBRT AL S IR T AMNENHD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind $Z:F0ER KD & SICLT. Winbind #Ef L7 Kerberos SBifBICY Y v = BREL £ T
1. ROOAT U RERITLET
RHEL 9.1/9.0/8.x & & Uf Rocky Linux 9.1/9.0/8.x 154

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->
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Amazon Linux 2. CentOS7. RHEL7 o5&

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Z CZT. REALM iZAXF 0D Kerberos 48i5%& ©. domain (& K X >® NetBIOS 2T,

KDC H—N—& L V48l EZ % DNSR—XTEBBIIZINELNHIBEIE. XD 2 D2OA T arEgido <Y
VRICEMLEY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigavx Yy RN 5RINS. BRICKKLEZWINbindY—ERICETZ IS —IFEEL T,
INSDOIT—IF. IPUDRRXAVICERESMLTVWAWRETauthconfighwinbind—EX%
BIBLESETBERETBEHHD XY,

2. [etc/[samba/smb.conf ZfL\T. [Globall to>avIlRDIY U ZBMLEYS, 2L, BT
DiF. authconfigy—Ilick>TERINcEZI> 3> DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL 9.1/9.0/8.x & & U Rocky Linux 9.1/9.0/8.x @ 5 & @ #) [etc/krb5.conf %= fg W\ T, [
libdefaults]. [realms]. [domain_realm]to>avicTvrUZEEMLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>a>v:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm]to>ayv:

realm = REALM
.realm = REALM

Delivery Controller iZxt ¥ 23R & BRI &, Linux VDA IZ> X5 LD keytab 7 7 L /etc/krb5.keytab Hiis
BTY, BiRD kerberos #EALREICED. IV IBHMH TR XA VIZBMT B L Fi. Winbind 2k > T
22T L0 keytab 7 7 1 L HSBRFIBICIER INE T,
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

RHEL 9.1/9.0/8.x & & Tf Rocky Linux 9.1/9.0/8.x 154

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

Amazon Linux2 &' RHEL 7 0354

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iHZ T, user i3> Fa—4—% RXAVIZEBMT 31ERZFORXr>1—H
——C“?'o

Winbind @ PAM 0#m 57 #JL kTldk. Winbind PAM £ 2 —JL (pam_winbind) o#m <. Kerberos
FryvbhFvy vyl abtRm—LTo LY N)DERIPEMCR>TLWEE A, [etc/security/pam_winbind.conf
#FWT. [Globall Eo> 3> TROEEDICTIY N EBMEIESEBELET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREOFRBAOLIIOVHHBRINTVZ L ZRABLEYT, CNHSZEETBICIE. RO L SICL T Winbind
ErEBEHTIVENHDET:

F—

sudo /sbin/service winbind restart
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH winbind7—EVBETZHITET,

Jetc/krb5.conf #BIW\T. [libdefaults] £o > 3> Thro®EE%R KEYRING 15 FILE 21 FICEBL £
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RHEL 9.1/9.0 & & T Rocky Linux 9.1/9.0 ®35&. ROOAT Y RZR{TLT. pam_winbindhIL—kF1 L
I hUDFBEEZEELAWVELSICL. Winbind T SELinux ORIE%ERL£7:

usermod -d /nonexistent nobody

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory IO Ea1—2—#4TJ U FHBETT,

RDESIC. Sambadnetads AV REETLT. IVUBPRXAIVICBMLTWA I 2R LE !

sudo net ads testjoin
<!--NeedCopy-->
BMORXA>ELVAVE2—F—FTI 0 MEREBRET ZICI1F. ROOATX Y RFZEERTLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos M D2  Linux VDA TERTE 3L 512 Kerberos AEEL K INTWB Z ¥ #HET 3113,
MOAYY RIZED. P RF LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
#HRLET:

sudo klist -ke
<!--NeedCopy-->

COOARXVRICED, TUVINILBEBERAM— DT EIEFREAESHOEICTH L TERATESF—D—EIERR
IhEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IV VERXIYOAY FO—5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHELRHD £T, RILEEE §) 3. PTILCKBBEIMIEZHSDICNY Y
25wa () TIRT—TTB3HRERHD F9, BBICK>Tik. DNS KX >&h Kerberos $Bi& & E4b
£9, LIch > T HIEBBREFERALET. COATXVRBRINTR . HAOIRKRRINEE A
KOOARYRZFEALT. IV 7HO RO TGT Fry b x vy ad iz #HERLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. YOV T7HIY MOFMAERELE T !

sudo net ads status
<!--NeedCopy-->

2A—H—RADHR RDOL SIS, whbinfo vV —ILZFERALT. RXMYA—HF—DRRXAUICH L TRETES C
CEHEBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $BIEZ TlddH D £t A, bash > T ILDBE. NV IRy
2aXFE ) & B3 12NV IRSy Y aXFEEEELTIRT—FI2RBELHDET, COATVRICED.
BIEIFEBERI X vE—UHRINET,

Winbind PAM €2 2 —ILAELKBRINTVBR R T 3ICId. UEIICERLIZI A BVWR X1 >a—
—7horrEFEBLTLINnUuXVDAICOIA Y L&Y,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->
ROAY Y BT, Kerberos BERF v v aDF 7y FHEMT, HHRINATRBVWICEBRLET:

klist
<!--NeedCopy-->

ROATYRT, By araE&TLET,

exit
<!--NeedCopy-->

Gnome O>V—JLF7/IZ KDE OV YV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
HER%B. TFIE6: Linux VDADA >R =)L) ICEAFET,

Quest Authentication Services

FXA>a> bO—5—T0 Quest D#ER KDEMEIE. Quest V7 k77 % Active Directory KR X-r>1a>
FO—5—ICAYZXr=JLL. BELTWE . EEERHENTS SN, Active Directory ICO>Ea—4—F
TP hZERTE B ZFIRELTVWETD,

LInuXVDA Y > VICR XA > aA—H—HOJF>TEBL 51295 Linux VDAY > THDX v 3 > %L
TRIBEDBHBIERXAA—F—IIHL T, ROBEZITVET,

1. [Active Directory a—#'—r J>YEa—%—] EBI>V—JLT. BROI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,

2. [Unix 7Ho> ] 27%FRLET,

3. [Unixxts] Frv IRy IRBAVICLET,

4, [751<V) GIDES] %#. EEDORXA>A—HF—JIN—TFDFIL—FIDIZRELET,

=
COFIRE KAASI—F—HTYY— L. RDP. SSH. F7/$Z D0 U E— MUETD F TLEERAL
TOYFYTEEE5RET B BADALTT,

Linux VDA T Quest DiExg

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 95


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/redhat.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2303

SELinux R > —BEROEREE F 74/l b0 RHELEETIE. SELinux AR2ICBRAINTWET, OB
IZ& D, Quest BMERAT S Unix RXT>Y Ty bDIPCOXAZILICTFH L. RXM>YaA—H—0OJF > %
IFE9,

COMBEEEE T 3 - OEFIAAEIG. SELinux OEMKTY, JL—~21—H—r LT, [etc/selinux/config
HiREL. SELINUXSBEEZ XD EDICEELFT:

SELINUX=permissive
COEEICRYY YOBRESHHIBETT:

reboot
<!--NeedCopy-->

BE.

COREIFERELTHERAL TSIV, SELinuX R > —D@EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—AILI—HF—TH>TH. BRICOVITIINTLESAREMEAHD 7,

VAS F—E>DHER RDLSIC Kerberos 747w COBEEFHEBMICL T, TIMTI3HENH D 9, B5F (4
74O FY) $EMCTIHELRHD XTI,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHFERED OB (32,400 ) ICRETIEY, §8bDE. F7v hDOT 7 #)L ~OBEMEAM
TH3 I0KEALOD 1BER<ADEY, F7 v FOBMEEANT SICEVWS XTLATIE. KD/NSWMEZ DN
FXR—2—ICRELET,

PAM & & NSS ik  HDX %, su. ssh. RDP B#EDZDMOY —EXEZN LI R XA Y- —DOdF+ >
ZEMCTBICIE. ROOAR Y FZEEITLTPAM & NSS ZFHTHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows k X >A®D&il Quest vastool <> REMERA L T. Linux ¥ >% Active Directory K X >
ICBMmaEEd:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->
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user i&. d>Ea1—%—% Active Directory K X VICBINT 3 1EREF OERDOR XA I —H—TT,
domain-name |3, K X-r>® DNS & (example.com %¥) TT,

RXA Y XN—=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryilayEa—42—472 0 bHBETT, QuestiZ&k > TEMET Ntz Linux
ROVHRXAVICHEET R Z2BRTBICIF. ROATY Y RERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOUDRXAVIZBMLTWAERIE. RAXTYVEDIRINET, IOV RXVIZEMLTUWAWES., UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

aA—H—sREDmER PAM Z{ERE L7 Quest D R X1 > A —H—DBEDRIBENE S D Z R T B ICIE. LAFIIC(E
BLECEHBRVWREXAA—H—TAHD Y rEFERALTLiInux VDA IO A LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOARYRT, id-u vy RICE>TREIN UID ICxt 9 B Kerberos BRRIERF v v a7 71 IILHMER S
NiCrz®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAY Y KT, Kerberos EiiEHRF* v v aDF 7y bHAEM T, BHRTINTIZBWI L ZHERBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT. Ly arvaE&TLED,

exit
<!--NeedCopy-->

Gnome OV —JL&ELIZKDE OV —ILICEEOT A > T3 L. BHROTARZRITTEET. RXIVENMD
R&. TFIE6: Linux VDA DA >R k=)L) ICEHET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 97


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/redhat.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2303

Centrify DirectControl

Windows K X >A®&M Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. KDL S I
Centrify ®adjoindv > REMEAL T, Linux Y>> % Active Directory K X1 > IZEBML F7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NS X—4&—(d. > Ea—4—% Active Directory K X1 VIZIBINY 21ERZ1FDOERE D Active Directory
KX >1—%—TF, domain-name |3, Linux Y>> %BINT 3 R X1 > DRFTI,

RXAYXYN—=2y TORR  Delivery Controller 2R3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) T Active Directory ICaAYEa—42—*T72 7 FHRBETT, Centrify iC&DiBMINfz Linux ¥ > h
RAAVICHERET B 2RI BICIF. RO FZRITLET !

SU =

adinfo
<!--NeedCopy-->

Joined to domain BN E#TdH 3 Z & . CentrifyDC mode T connected "iREh 3 Z & 2HRBL £7,
CentrifyDC mode #* starting @ £ L W5&IE. Centrify 517> MY —N—C OEGORE. F1:
ISR DRI EEL TWVET,
ReFEATIE. KOEENGS AT LBREOIBERZIISTI T,

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F% Active Directory £ & U Kerberos f —E X 0iESGiE T A LET,

adinfo --test
<!--NeedCopy-->

RXA>SMOmRE. TFIE6: Linux VDADT > ~—JL1 IZEHFT,

SSSD

SSSD #EALTWBIBEEIF. SOOI aVDIBRICKESTLIESIW, 2TOtEY > 3> Tk LinuxVDAS>>®D
Windows R X+ > ADBIMFIE. &£V Kerberos sBEEDERICD W TEHBAL £ 95

SSSD %# RHEL & U CentOS Ty 7w F93ICId. ROEEZITVWET,
1. RXA2IZBMLTHR D keytab #1ERK
2. SSSDoty b7y
3. SSSD &Mk
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4, Kerberos &/ OER
5. A—% —:REDFER

RXA1 28U THRR LD keytab ZER  SSSD Tidk. KX 2BME S X7 LD keytab 7 7 1 ILOEREIC
B9 % Active Directory @0 51 7> MMEREEMNMRBEIN TV EE A, D DIC adcli. realmd. *7-iZ Samba
ZFEHATTXT,

Dt 3 > Tk, Amazon Linux2 & U RHEL7 oE&d Samba o 7 7O—F &. RHELS o4&
Dadclio77O0—FICDOWTEHEL £9, realmd ICRAL TiE. RHEL £7z12 CentOS D RFa X > F%EBEL
TLIEE W, SSSD ##m 9 2HIIC. UTOFIBICRS REHHD X7,
« Samba (Amazon Linux2 & U RHELT):
RDESICLT. BEENYT—SHA VA M—ILERIZERLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

Linux 2314 7> T, BEICHEBRIN 7 7 IILEFERALET:

- Jetc/krb5.conf
- Jetc/samba/smb.conf:
Samba & & U Kerberos sBERICY > V2B L £ 7!

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Z ZT. REALM (3AXF D Kerberos 8% T. domain i3 Active Directory K X > ®%E\ NetBIOS
gt“—a_o

pE

CODERBEDORTEIF. B— R XA, B—T LA METFILEFRELTVWET, ADA>VTSANSOF

v IZEDWT Kerberos Z#m L £7,

KDC H—N—8 L V4EIEE % DNSR—IXTEBRBIIHBELHIBEIF. XD 2 DDA T 3 VROV
VRIEMLEY:
--enablekrb5kdcdns --enablekrb5realmdns

[etc/[samba/smb.conf W T, [Globall o> a3tk FUEEBIMLES, 7L, BMNT3
DiE. authconfig vV —ILIC& > TERT NI 3> DETT:

kerberos method = secrets and keytab
winbind offline logon = no
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Windows RXAUIZEBMLET, RXA YAV FO—F—ICERETER Y. VB2 —4F—%RXT1Y
ICiBINY % 1ER% 35D Active Directory 2 —H%'—7ho Y bHH B3 e 2HRBLET:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iH&Z T, user i3> a—4—% RXA VICEBIMT3EREFDORX 1Y
l_ﬁ_—c—g_o

« Adcli (RHEL 9.1/9.0/8.x &' Rocky Linux 9.1/9.0/8.x) :
RDESICLT. BEBNYT—CHA VA M—=ILERITERLET:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

Samba & & U Kerberos sBsERICY > V& #EBRLET:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->

[etc/krb5.conf ZE5WT. [realms] & [domain_realm] o> avicTo ) EBMLET,

[realms] o> 3>

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] &> 3>:

realm = REALM

.realm = REALM

Windows RXAVICBMLET, RXAAMYIYFO—S5—ICEETEIZ e, AP —42—%RXT1Y
ICiBIN Y 3 1EBR % 35D Active Directory 2—#'—7hU Y bHHZ e 2HRBLF T

sudo realm join REALM -U user
<!--NeedCopy-->

REALM (3 AXZF®D Kerberos $8iHZ T, user i3> a1—4—% RXA VICIBIMT3HEREFIDORX 1Y
l_ﬁ_—c\‘—a_o

SSSD oty h7vyF SSSD oty b7y Aid. UTOFIETHERINTWVWET:

« sudo yum -y install sssdawx> Rk%uZEfTLT. LinuxVDAICsssd-ad /Xy r—2% 1> X b+
—JLLET,
s TEIERTFAILICH L TEROEEEZTVET (sssd.conf i),
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o sssd T —EXERBLET,

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¥ server.ad.example.com =353 2ETE IR £9, $¥L <Id. Msssd-ad(5) - Linux
man pagel] ZBRLTLZT L,

(RHEL 9.1/9.0/8.x & & 0* Rocky Linux 9.1/9.0/8.x M)
|etc/sssd/sssd.conf ZBiL T, [domain/ad.example.com] o> avItkDT>Y I ZBIMLET:

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%

T 7MIVDRRBEES KUV 7 7t X1ERE% sssd.conf THREL F7,

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf
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SSSD &% RHEL 9.1/9.0/8.X & & U Rocky Linux 9.1/9.0/8.x D184
SSSD #B#ICTBICIE. ROOAXV RERITLET:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

Amazon Linux 2. CentOS 7. RHEL 7 054

authconfig =M LT SSSD #E%#ic L £9, oddjob-mkhomedir 1> X b—JLLT. TOEKR—LFTsL
2 =) OYERI%AEDY SELINUX ICWIGL TWA e 2R L £ 9 :

authconfig --enablesssd —--enablesssdauth —--enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #mOm:R X7 LD keytab 7 7 1 LHBMER . COT 7 ILICEMRF—AEENTVEZ L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOARIRICED, FUVINIILBERBERM— DT EFIEFHREAEOEICH L TERTESF—D—EBIERR
TN 9, Kerberos @ kinit v REETL. TS50 F—%2FALT. IPVERXr>OY bO-5—ICx
LCEBEL & 9:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
VO VB EEHBIIAXFTIEETIHEN DD £T, RILES (8) IE. P TILICKBBEIMIEHSDICNY S
Z5wyra (\*) TIRT—TITEHERBHD T, BEICK>TIE DNS KX & Kerberos EiFHZ L B
BOFEd, LA ->T. BTEEREZFEHALEYT, COOATYRAHT I . HAORKRRINEFEA.
ROOARYREZFEALT. IV 7HO RO TGT Fry b Fxv v adhi-C e =HERLET:

sudo klist
<!--NeedCopy-->

I—H—REOHER getent YV FZFERALT. OJAVEANMYR— I TVB I . BKT NSS H'HaE
TELhERALET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN NS X—2—(3RBVWERD R X1 YETY, AOOJF Y ERADPBEREEIZ. £ getent I %
fERLTHEBLET,

HR—bThTVWBOJF U ERITRDED TT:
o« Ayl ARNLOFAFV%E: DOMAIN\username

« UPN: username@domain.com
e NetBIOSH 7+ v o XFH: username@DOMAIN

SSSDPAM EZ a2 —ILAELKEBRINTWVWS e 2RI 2IC1F. UEICER LA EDBVWR X1 > a1 —4—
ThHoycEFERALTLinux VDA ICOFA > LES,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICE > TREI N UID I35 d % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl zmRBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEHRF v v aDF 7y FHAEMT. HRIINTIIBRWI t 2BEEL £
ED

klist
<!--NeedCopy-->

RXA>SMOR%E. TFIE6: Linux VDADT > ~—JL1 IZEAHFT,

PBIS

MNERPBIS Nvir—> AT O0—RTA

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

PBIS 1> X h—ILR T )T b ZEITAREICT 2
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1> X b—)LRV ) T EETEA
sh pbis-open-9.1.0.551.1inux.x86_64.rpm.sh

<!--NeedCopy-->
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>Ea1—%—% Active Directory R X1 VIZEBMT 31EREZF OR X1 > 21 —%—TF, domain-
name (&, KX->®DNS& (example.com %¥) T,

F: Bash#F 74l bD> )L LTERET 3ICIE. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEEFTLETD,

RXA Y XYN=2y TOFER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory IcOYEa—2—7F T2t bHRETY, PBISICL > TEMIN Linux x> o H
RXAVICHEET R EBRTBICIF. ROAY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROV RAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLA
WEEIE. RA MBI RRINE T,

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFBEENERENE S HZFERT B ICId. LUFICE
BLECEHABWRAS I —FTHU Y ~E@ERALT LinuxVDAICOIF Y LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID 13X 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. £y araE&TLED,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: Linux VDADA VX b—)L1 ICEHAZF T,
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FlE4: .NETS5>2 1L 6.0 D1V =)L

Linux VDA @-r > 2 b—JLaiIZ, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICE > TNET 5> 21 L6021 X —ILLET,

NET 5>%1414L6.001>2+—)L#%. whichdotnet IY>Y RERTLTS VA LNREHELET,

OV REAICETSWT NET S22 LONAFINRZREL£T, e xidE. I7 > RHHht/aa/bb/dotnet
D&, [aa/bb = NET N1+ U NI LTHERALET,

FIES: LinuxVDANwvr—> o485 >yO—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIE AL £ T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. AVR—=x>brEIYyI LT LINUXTAARJE2—23 21— 9 3 Linux VDA /N —2 . Linux
VDANRNY T —C DEEMZKRIET ZDICERTES GPC2RA*F—%247>O0—RLEY,

Linux VDA Xy s —C 0B &M= ER T 31213, ABF—% RPM 7—42AX—X 1 >R—krL. ROOT>
FERITLET:

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy--> "

FIg6: Linux VDAD1 >R k=)L

HRICAVZA =T B0 &RFD2N—U3 2 LTSRUU—IDSBEOA VA —ILETYFJL—RTEX
ERS

FlE6a: FRA A +—ILZXTTH

1. (FF>ay) aWN—=23vo7 Y1 =)L

BHMO2N—=23YELVULTSR U U—IBSMDHEWAN—=23 >0 Linux VDA B 1 > X h—ILEhTWVW35
BlE. TNET7 VAV ZAM=ILLTHOSMLWN=23 > EA VX M—ILTBRENHD FT,

a) ROIAYY KT, LinuxVDAH—EX%Z{ELELFT:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->
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P
ctxvdas & Uctxhdxt—E 2 %219 37i1IC. service ctxmonitorservice stop <
VRERGFLTERY —EXF—EVEEIELET., ChERFLAVSE. BRY—EXTF—E
VIFELELEEY—EXZzBRE#LET,

b) XHATYRT. NyTr—S%F7UAYAR—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

pE N
ARV RERITIBICIE. FILNRADBETT, K bDIc. ¥ X7 L/NXIZ[opt/Citrix/VDA/sbin &
&£ U'/opt/Citrix/VDA/bin ZEMT 3 HTEXI,

2. LinuxVDA Ry r—2n4 o >O—R

Citrix Virtual Apps and Desktops @4 7> O—RR—=JIZTFIEAL £, BEHHR/N— 3 >0 Citrix
Virtual Apps and Desktops Z /&R L. Components #-Jwv o LT, AT Linux Fs X kUEa
—>avIZxisd 3 Linux VDA Ny r =>4 >O0—RLED,

3. LinuxVDAD—1>ZX k=)L
=
o CentOS. RHEL. Rocky Linux ®#54&. EPEL VRS hUELIZCA VX b—=ILLTEL BV

. LINuXVDAZIEEBICA YR =)L TEEH A, EPELOM Y X = JLFEIZDWTIZE
https://docs.fedoraproject.org/en-US/epel/DaiBA%E BB L T £E L\,

« Linux VDA % RHEL 9.1/9.0 & & ¥ Rocky Linux 9.1/9.0 icr > X b—JL g 3 Hilc. libsepol
N —2%N—=23 Y 34 LRRICEFHRLES,

o YumZ@ERLTLINUXVDAY 7 b0z 71V A M—=JLLET:
Amazon Linux 2 g4

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & U Rocky Linux 9.1/9.0 0154

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8.x & & ¥ Rocky Linux 8.x D84

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->
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CentOS 7 5 & U RHEL 7 155

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm

<!--NeedCopy-->

+ RPM Package Manager ZEB L T, LinuxVDAY 7 b 7% AV XA b=)LLET, TOHIIC. &K

DIREBEREZRRT ZVELHD £,
Amazon Linux 2 0ig45:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.
<!--NeedCopy-->

RHEL 9.1/9.0 5 & U Rocky Linux 9.1/9.0 i85

sudo rpm -i XenDesktopVDA-<version>.el9_x.x86_64.
<!--NeedCopy-->

RHEL 8.X 5 & U Rocky Linux 8.x D154

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.
<!--NeedCopy-->

CentOS 7 5 & U RHEL 7 155!

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.
<!--NeedCopy-->

RPM #77B3{Z—% (RHEL 9.1/9.0 & &£ f Rocky Linux 9.1/9.0 0i55):

java—-ll-openjdk >= 11

jcoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8

dbus >= 1.12.8

dbus-common >= 1.12.8

dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8

xorg-xll-server-utils >= 7.7

rpm

rpm

rpm

rpm
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xorg-x1ll-xinit >= 1.3.4
lTibXpm >= 3.5.12
libXrandr >= 1.5.1
TibXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-1libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
qt5-qtbase >= 5.5~

qt5-qtbase-gui >= 5.5~
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grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

RPM f&7zB31Z—& (RHEL 8.X & & ¥ Rocky Linux 8.x ®i#£5):

java-1ll-openjdk >= 11

icoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

libXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2
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sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

RPM #&#ZRFE—& (CentOS 7 LU RHEL7 Di58):
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7

xorg-x1ll-xinit >= 1.3.2
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xorg-xll-server-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2

pam >= 1.1.8

util-Tlinux >= 2.23.2
bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbhase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy-->

RPM f&7zE3{Z—% (Amazon Linux 2 0i58&):
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9

firewalld >= 0.3.9
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policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10

libXrandr >= 1.4.1

TibXtst >= 1.2.2

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbhase >= 5.5~
grencode-1libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy—-->
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7
ZON=23>d Linux VDA THAR— I TWVS Linux T AU Ea2—>3> 8 Xorg D=2
AVITOVTE T RTLEMH) ZBRLTIET L,

RHEL 7.x i Linux VDA % 1 > X t — )L L 7z #%. sudo yum install -y python-
websockify x1lvncaXY RERITLET, CHud. Ly a>od v RUKEEZERT 370
IZ. python-websockifyrx1llvncaF&#HTA YA F—ILT2ZEHBEMTY, sEL<IE T
w3y R ZERLTETL,

Flg6b: BFEDO1A VA= ETYTIL—RTSE (FF>3Y)

BHD2N—=23 > LISRUY =D SBREOA VYA N—=ILET YT L—RTEET,
pE
e BIEDA VA M=ILETYIIL—RTBL, [etc/xdl ICHBERT 71 IDHLEEZTINET, TV
JL—RERTIBAEIC. BT T7AINENYIT Y TLTLET L,

« RHEL 9.1/9.0 & & 0¥ Rocky Linux 9.1/9.0 @ Linux VDA % 7w 74 L — R 9 380, libsepol /¥
J=2mN—=23 Y 34 LURICERLED,

o YumZFERL T v I L—R$BICIE:
Amazon Linux 2 0ig45:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.1/9.0 & & U Rocky Linux 9.1/9.0 0154

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8.x & & ¥ Rocky Linux 8.x D84

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L U RHEL 7 0i55:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

+ RPM Package Manager Zf L T7 v 7J L — R$3I21d:
Amazon Linux 2 0154

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->
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RHEL 9.1/9.0 & & Tf Rocky Linux 9.1/9.0 55

sudo rpm -U XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8.x & &£ ¥ Rocky Linux 8.x D84

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L U RHEL 7 i35

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

i
RHEL7 Z#EAHALTW3BEIX. 5107 v I L—ROATI >V RERTLIEE. BITROFIEEZRTLTLIES

L:

1. /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent'"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez®17LT. ELW.NET S>&+1 L/IXRX%
HBELET,

2. ctxvdatr—ExXZzBEHHL £7,

5E:

VIhDzT7ET7y T L—RLUE#E. Linux VDA TS > ZzEEE L T ESI L,

FIET7: NVIDIAGRID RS 1A N—D1> X +—)L

HDX 3D Pro ZB%#IC 9 3ICid. NI N—NA1F—r VDAY VIZNVIDIAGRID RSAN—%2 1Y A —ILT 3B
RELRHD £Y,
pE
Amazon Linux2 © HDX 3D Pro B9 3%IClE. NVIDIARSAN—470 %1 VR h—ILT B &2 HE
DHLET, #FLLIFE TORTLEH) 28BLTLIETL,

REE D\ /X— /N1 —IZ NVIDIA GRID Virtual GPU Manager (RX b RSAN=) Z4 >R b—)LLTHERY
BIClE. ROAA FZBRL T ZT L

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—ILLTHER T BICIE. ROFIEZRITLET:
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L. ZEVM B vy ATV EINTWVWBCEEZREBLE T,
2. XenCenter ©. GPU # VM [CEIDEH T,
3. REY UERELET,
4. NVIDIAGRID RS N—RICVM Z#EL F7:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. Red Hat Enterprise Linux ® R 2 X > tOF|EICHE>T. NVIDIAGRID RS N=%1 VX —JLLE
ED

pE

GPU RSAN—D1 YR r—ILEE. INTOEBTT 74/ b (TWWR)) ZFRL TSI L,

BE:

GPU XZXIL—%BMICT 3 . XenCenter #F A L T LINuX REBI > ICT oA TERLABDET,
SSH =R L TEGL £,

nvidia-smi

Bt et e ittt e L +
| NVIDIA-SMI 352.70 Driver Version: 352.70
——————————————————————————————— e e}
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
===============================t{======================{=====================x= |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
e e - e +
B ettt et +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage

ROAR Y R T, A—RICEYAEBRERELET:
etc/X11l/ctx-nvidia.sh

BVWRGEPTILFEZ4—HEEZFAT3ICIE. BB NVIDIASAEYINBRETT, COFTEYRZHREFET
%IZiE. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O®&E R ¥ 2 XY FDIERICHK > T
T2V
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F)IE 8: Linux VDA DO#&5K
pE o
SUAALEBEEEY 7y T 3E0C. en_USWUTF-8 O/ — LAY VA R—ILENTVWB 2R L F
T 0SIcC Oy —ILriiWwWisEiL. sudo locale-gen en_US.UTF-8 v > R%ER{TL £9, Debian @

BE1%. #en_US.UTF-8 UTF-8 170 O X > h%fRBR L Tletc/locale.gen 7 7 1 /L& 4EL TH 5. sudo
locale-gen IY > RERTLET,

Nyr—=I04 YR b—)L&, ctxsetup.sh 27U 7 +%ERITL T, Linux VDA 28T 3HRENHD FJ, DX
)T hE BEZITSRIICIRIRZBRB L. TIRTORKEIVR—XVEDRA VI —ILTNTWVWBR A HERTN
F9, BEICKRLT. WOTHIDRIU T EBEITLTREEZETEEY,

CORZVTFHE FHTERICEEZLAL S, RLFFRMICHBRLICAIEZERBLTAFTRITTEEI. KT
BEINC. ROAXYRZEALTIORI )T DAL T2 B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 52 FBRERITLET:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEfE SN AER

ITVRA—IZBEKT 37D, RIEEHEZFEALT. Ly cTPYTRIVT A TREERZ AT T2 a>ZBET
FET, BEBEHEDNIRTEESNTVBR L. RIUTMIEL>TA—HF—IBEROANZERD B X v E—IHK
TENBZEDBLBDES,

HR— FINBRIETHICIIRD LS BHDOHH D £7:
« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8%38E 23 e TEET, TI7AINFTIENICREINTLETS,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller D& &IZERT %
Delivery Controller »5E£&8fi K X >& (FQDN) OXR—IAXFO D—BHBRETY, 1 DF7IFEHK
DB R A1 VB FERIECNAME T4 U 7 RX%ZIBET IHNELRHD £,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~TldR—k 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE =Y |N - Linux VDA #—E Rid, > > OREHBICFIBLET, TI+
ILETIHMEIRY ICRETNTVET,
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« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—EXTld. ®v b T—IBEEHN T
LOT7 74T 74— ILOBBEHFTINTVEIHRELH D £, LinuxVirtual Desktop Bic. ¥ XTFLD7
FAT T A= IIORERR—b (TI7AIWNETIER—F80BLUR— K 1494) zE8EITHRTETXd, 77
ZIFTRYICRESNTWVWEY,

+ CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis -Linux VDA iZi&. Delivery
Controller (23t L TEREE T 5 78I Kerberos #mMBRENKETT, Kerberos #Bmiid. ¥ XFLICTVR
b—ILE K UBRIEAD Active Directory #i5Y —ILH SIEEL £ 7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— I h%xd, Thidk. 57«
wOESZRATZT IV a v oREBUZRELRDDICTZLODO—EDI STy IF7o/5L—>3Yy
T2./02TY, HDX3D Pro ##RL 7=3/3E&. VDAIR VDI FRO My (2 Fltvy>aY) E— A
ICERIhEs (D% 0D, CTX_XDL_VDI_MODE=Y &#b %£79),

« CTX_XDL_VDI_MODE=Y|N-EBAF2Y by TEREETIL (VD) £HIFKIAMINBZHEBTRI by
TREETIDOELES5 L LTRI VEBHT 2D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LEF. 774 FTENICERESNTWVET,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP H—N\—%Z#&HEL £,
DNS oBZ=ERZ#O—HIL Y MCHIFET 3ICIE. DNSH 1 FR2ZIEELE T, COTHIE. TTAILELT
T <none> [CHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##& L T LDAP #+—N\—%#%
HLET, DNSH LDAP H—E XL O—RERHBTITHVIEEIE. LDAP ® FQDN & & U LDAP R—+ D
AR—ZARPOD—BHIEETEE T, fl: fadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEI N R X1 VRD
ZLDAP H—N—ICR—UYTE—RTIOITVZEFTLET. KU —DO¥H X TLDAP —N—D#Hy
DOiFE. LINuUXVDAIZXIZY ZHIFTTBOI TV EZRTLET, R—UVI/RENLIVMEZEBRZ . &
wiayOdFUHRETBEAHBD FT, LODERD LDAP JTUZBICTBICIE. RXr>av k0O
—3—T [JO—-NiA&20J] #B#HICL. EESS LDAP R—+EST3268 Z8EL 9, COEH
& 772 b TlE<none> ICEREINTUVETY,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(5l: DC=mycompany,DC=com) ICHREINHRER—XZFEALTLDAP ZB2L 9., BRD/NT7 +
—YVRAZERETBHIC. REX—IZI/ETITEY (fH: OU=VDI,DC=mycompany,DC=com), Z®
THId. T 74/ LTI <none> IZRREINTWVWET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—> 3 Biay—E X (FAS) H—/nN—i3. AD &
W—FRI—ICEDERINET, LinuxVDAIZAD JIL—TFHRU S —%HER—rLTVEEA, KD
Dic. £ 00V TRUISNIFASH—N—D—&EZ2FERATIET, >—7>YRE ADTIL—-TFRU>
—TRELLEBOLALTHBIVELRHDEFT, WINHLDOT—N—F7 L IDHFEINTULBRHEIE
ZDEH%Z <none> L WS XFHTEDT. Y—N—TRFLIADIBEHFBIFETELFEA, FASH—N—¥
BNCEETBICIE. FASH—N—THEEINTVLER—rBS—HITZ3R—rESZEBML TS
Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
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fas_server_3_url: port_number’ i,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Iy hH—ER (ctxvda) 29 R—+rFTB3HHDNETSVEA1L6.0%FA VA M=ILTB/INR, TT 4
JL k@D /X XIZ/usr/bin TY,

o CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TR T 3
GNOME. GNOME 75> w2, $TlId MATE 7RI by TRIEZIEELEF T, THEEELARVEE
T2 MEVDAIZA YA M—ILTNTWVWE TR by THERENE T, L. WEAVRE—ILT
NTWBTRY by FTH MATE O1FE1F. B#EZ mate ICKRETIHELHBD F£7,

ROFIEZRITLT. 2—TFy bty ayi—H—0T7RI by TRBEZEEIBZEHTIHT:

1. VDA ® $HOME/<username> =« L 7 hJIZ.xsessionE ik . XclientsT7 71L& ERK
L¥9d,Z ZTC.usernamelda1—H—&Td.AmazonLinux2 #EBALTW3HEIE. . Xclients
T7IIVEERLET, 0T AV E2a—>avEERALTWVWSBEIF. . xsession7 7L
ZER L F T,

2. .xsessionEflid . Xclients7 71l 2&mELT. TR MYy TEBEZIEELE T,
- MATE X7 by 7Di5E

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- GNOME /5> v o 7RI by TDIHE

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- GNOME 7X7 v 7 Diz&

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 28— vbtEyiara—H4—-—T700 777/ XEREXBLET,

N=23 Y2209 L. €v>a> a—HF—RBTRIMYTRIBEZAREZIAZATEIET., COEEZE
ICT3ICIE. BAIICVDAICIDBRARABT A by TRBZA VA M-I TERENRBHD ET, L <
B TEweayad—H—ICL3NRELTZI My TIRIE] Z28RBLTIRETWL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #mM D5 7B Linux VDA 4 —E XA BRaT N3 & 5
ICTBNESHERELET. T4 MEIZY TY,
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« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w 2> 937DV 47wy bR—bo 77+

I EDOR—KIE 7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE37=HDHR—bko T7 4L bDKR—FIZT7502 T

ER
RDELSICLT,
export
export
export
export
export
export
export
export
export
export
export
export
export

export

RIEE#MZRTEL. BEAIVV T+ EETLET:
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number

CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N

CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>"'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo OX Y RIC-EA T a3V EIEELTRITL. RT3 HLVLWS TIIICEEDOEBIBEEHEZELE T, BUDTE

LT #!/bin/bash Z:2R L. RO ATV RO SBEZIZTINRIVT R T 7AIVEERTHILEBEDH L E T,

Flld ROESICLT 1 DQOARY R TIRTDNIAXA—F—ZBETDIENTITET:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
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CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

R ZEE DU
SFVAICEL > TE LINuXVDA R T —S% 74> R b—JLLAVT, ctxsetup.sh X2 7 ~Z&>TiTh
NIHMREEEHIRT 5 C L AUBL BHBENBD £,

SUTIBHEIIC. ROOAIVRZEFEALTIDRI VT ROANILTZRBLET !

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 5(CI3:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE:

CODRIVTMZED, IRTOBRT — 2D T—2ZRX—ZXH S5HBREIN. Linux VDA Z#ETEH<AD X
ED

ErOs
ctxsetup.sh & &£ U ctxcleanup.sh X 7 U 7+ Tid. VY —J)LICIS—HRRINh, RO 771
[tmp/xdl.configure.log ICEMBHRNAEZIAENE T,

Linux VDA#—EXzBE#H L. EEEZRMIEET,

FIE 9: XDPing D=7

sudo /opt/Citrix/VDA/bin/xdpingz®=f7LT. Linux VDARIETO—RMNLBROMEZREZL
F9, #L<IE TXDPings 28BLTZEL,

FE 10: Linux VDA 017
ctxsetup.sh X2 U 7+ #FEBL T LiINuX VDA Z# L7175, ROIAY Y REMFAL T Linux VDA 2§ L £
ER
Linux VDA oi2g):
Linux VDAH—E X EEE T3 ICIE. ROV RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 fZLE:
Linux VDA —E X %Z{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop

<!--NeedCopy-->
p
ctxvdas & tfctxhdxh—E2%E1Ed 5H]IC. service ctxmonitorservice stopavwy
FERTLTERY—EXT—EVZEFEILELET, CNEERTLAVEE. BRYT—EXT—EVIFELELE
T—EXRZBEFHLET,
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Linux VDA 0 EiEE):

Linux VDAH—EZXE=BEEHY 3IId. ROIIV RERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA #—E ZDRITREZHER T 2ICIE. ROOITV REZRITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FlE11l: %> >h5207 DYERK

II>haa7%ER L. Linux VDA <> > %BINT 2 FIEIE. #EkD Windows VDA TOHEEMTWVWET, &
DERAVERTTBHEDHBICOWTHELL X, T HE2O07DEMI LU TR A2 O07DEE) #8081
LTLIETL,
RDESIZ. LINuXVDA R > %#EE I AE O DIEMICIEW DhDOFIKHH 5 7. Windows VDA v
ORI VAZOATDIERFIBE BE2RD8HD £
o ARL—=FT a4V RTALICIE. REFEIRLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYI 3> 0SA T3>
- VDIERTRI by TBREETILOSRE. Ity a> 0SS AT gy
e ALY >h420O4 T, LinuxVDA Y>> Windows VDA R Y ZBESEAEWVTL T L,
E
Citrix Studio @ UFI O /N =T 3 > iE. TLINnUXOS) WSS EHR—FLTWERBATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 % BIRT3E. AFEDRI LS
NZEETFTRI by TREETILHABERNIGERINE T, (Windows X2 kv 7 0OS] A7 3> Ffis
[TROMYTOS] #7203 aBRTZE, YOV CICE—I—H—DEREETILHIFEBENICRIRINE
ER
B2k

BRI hi-< > > % Active Directory K X+ VICBEBINT 35B8F. €O 02T > AZO7h 5HI
LTHhEBEEMIZIMNENHD T,
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FIE12: FUNU—=TIL—TDIER

FUNY—=TI—TF%EH L. Linux VDAL U EEUII VA2 O05%EBMNT 3 FIEIZ. Windows VDA T >
DHBELIFEAERLETY, CORRIETT T BHEDHBICDOVWTELLIE TFUNY—=FIL—TDERLI 25
BLTLIEEL,

Linux VDAY >A2O7 28T TIUNY—JI—TZ2ER T 25EIE. ROFADHD £7:

¢« BIRTBAD I—H—BLUVTIL—T%. LINUXVDAR I UICOF A>3 LS ICEBYICERLTEEET,
o BTN TVAL (BR) 2—H—0Od4>ZHFa LBV TL TV,

e Windows ¥ o ETIIvh2O00 T UN) —FI—TTRESEHRVWTLIEE L,

BE.

T r—2a > NRE. LInuxVDAN—2 3> 1A LT R— bR TWES, 272L. A—II A

DT RY by FELITT U DEREIF. Linux VDA THR—FINTULEE Ao

ROVAZATELIVCTIUNY =TI —TOERBEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
23031 ZBRBRL T 2T,

SUSE N Linux VDA OF#1r> X b—JL

February 9, 2024
BE:

RV ZAL—ILDBEIFR BRI M-I ZERALTHEZA YA S—LZT5 28O LY. BE
AR M—ILIBFEEFNZEHNT LT TR, FNEFICBHSNTVBIFEFHI A —ILEDHTIS—%
WEITEDNTEETD,

FIEL: #BE7 7 MIILERE LV LINnUX T2 U DERE
FE 1a: YaST vV —ILDi2E)

SUSE Linux Enterprise YaST WV —ILZERL T. ARL—TFT 1 YIS XTLDTRTOERZEHEL FJ,
TEFRIR=ZD YaST V—ILzEET B /%
sSu -

yast
<!--NeedCopy-->

Ul X=X D YaST v —ILZzE&8d 354!
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su -

yast2 &
<!--NeedCopy-->

FIE 1b: v b7 —2 DR

LDt o> 3> Tl Linux VDA TERTZIET 48Ry MV —URES L UH —EXOBRAZEICEY 21ER
ICDWTHBAL £9, ®v bT7—200#mIZ. Network Manager X ot AETIidA <. YaST Y —ILTRITT
BDRENDHDET, ROFIEIF. UIR—ZD YaST V—ILZERATEEAFIIREAE>TVET, TFIAI—ID
YaST V—ILHFEATIFIN. FESF—2aVFENRERD. CCTIFFHBFLTULWEEA.

RAPRERXALYR—LTXTL (DNS) DR

1

2.

pa

UIR—ZD YaST V—ILZziEg L £7,

[ZFTLI [*Yy FT—URE] DOIRISGERLET,

[RZX ~&[DNS] 2 7ZzEE 9,

[DHCP THRA M BZRET B3] 773> TLWVWIZEIRLET,
[DNS B DEE] T [(MWRELRVS—%FERTB] #7>a>zFVICLET,
UTFzHREL TRy FT—IREICRMEEEY,

o BIRAME-Y YD DNS KRR MEZEMLET,

¢« F=LHY—=N—-DNSH—N—-0DIP7FLRZEMLET. BEIEFAD kXr>3>+O-5—-DIP
7RLZXTY,

o [FX1 K] —B-DNS B X1 VEBZEBMLET,

/etc/hostsT7 71 ILORDITORID 2 DODIY FUICFQDN E KRR FEAEEFNB LSICHREL F
I

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

Linux VDA I33R7E. NetBIOS B0 TEHR—FLTVWEEA. LA >T RRMEIF 15 XFLURT
HBIVEDHD ET,
[

a~z. A~Z, 0~9. BLUNATY () DXFOAEALTLLET WV, PUHA =T () AR—R &
VZ0MDESIIEALBVWTL TV, RAMEZRFTHALED. N1 T2 TRTLIEDLABWVWTLE
TV, ZdJL—)Li. Delivery Controller 7R 2 bBICHBRAINET,
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RAMBOWER KOOV RT. RAFBDPELCERESNTWVWA e 2R LET:

hostname
<!--NeedCopy-->

COOATVRIZED. 2T VDTLEH R X1 >F (FQDN) TldH<. ZDHRAMEDHANERINET,
RDOAYYRT, BREBHiR XA VAN ELLRETNTWSR I EHBLET:

hostname -f
<!--NeedCopy-->

COAXVRICED, ZOVIVDOTEBHI R X1 VZRINET,

ERFRE T —EXBETRMEORE ROIYYET. T2BHRXAAVENMBRTEIZ L, FXr>yaVhk

O—3>— Delivery Controller 15 ping IZIGEH $H 2 Z e e HERBLET:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBMR XA VEZFRTIHRV, FRIFINS5DOIIYOVWTIHDS ping ICREDNBRVIEEIE. FIBZRER

LTHERICEATLEESL,

Flg1c: NTP 4 —E XD

VDA, Delivery Controller. FX1>a> bO—5—DOETERARZIFAHEZH#FIICHNEETT, RETY
> (VM) L TLinUuXVDA%Z KRR +$3r. RAHFERICAZIBMEIRET IAIEELHD T, LIH>T,
DE—FNTPH—EXZFERL TRAZHRITILESHOLET, RDOLSIE. 77K NTPEREICVLLCD

MOEENMBEBERIGEDNHD £,
SUSE 15.4 0155
1. UUIR—ZDYaSTV—ILz&EBL £,

2. [y k=0 —EX]. [NTPRE] DIBISEIRL £9,

3. INTPTF—ErZEEIZ] £/ a3y T, [SIT<CHBL. S XTLEFRICHRTZLSRE] 2FRLE

ERS

4. [&EmR] T [B89] ZFRLET,

5. BEBIZHCTNTPH—N—%ZEBMLEd, O NTPH—E XL @F Active Directory RX-r>IJ> kO

—J—THRIAEINET,
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6. /etc/chrony.conf iZRDFH BN, BIBRTZHDIAXY FEFITET,
include /etc/chrony.d/*.conf
chrony.conf #4E&E L%, chronydt—EX%=BEEHL £,

sudo systemctl restart chronyd.service
<!--NeedCopy-->

F|E 1d: Linux VDA [CIREFT BN T —S D1V =)L

SUSE Linux Enterprise H® Linux VDAYV 7 k7 T 7id. KON T —JICEKELTWVWET:

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 L{f&
« Cups 1.6.0 LIB&

+ ImageMagick 6.8 L&

DRI LU DEBM ImageMagick Z< IFLACDBREBERNY T —JF ARURS RUHDSAFTETET,
ImageMagick Xy —J % NFF3ICiE. YaST zldknav >y FEFERAL Tsle-module-desktop-
applicationsURS rUEBMICLET:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

Kerberos /517> +D1> X b—)L RDHOAX> KT, Linux VDA & Delivery Controller B ERAER IS
Kerberos 75147 b4V —=)LLET,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 7 517> ~ ORI, AT 3 Active Directory iEDHEICE > TERD £F, UTOHBEBR
LTLETL,

OpenJDK11 ®o-r > X k—JL LinuxVDA (Zi&. OpenJDK11 i ETY,
OpendDK11 A4 VX b—=ILFBICIE. KOOIV RERITLET:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->
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FRTEZIT—EIR—RDA VR M—JLLIEE HEERREOMEEL LT, PostgreSQL i X T SQLite HFEAT
FF9, LINnuxVDARwTr—C% 1V X =)L L&, /etc/xdl/db.conf#4E&Ed % Z & T SQLite
PostgreSQL 21D BX 23 HTIF£9, FET VX —ILDIFE. SQLite & PostgreSQL ZEr/IICFE#TT >
AR=ILLTVWARVEEIDBZIRENTET £E A

ZDtU T3> Tl PostgreSQL & SQLite DF—4R—X&2A1 VA =L TBH*EL. FHTZT—ER—I%
IBETDHEICOVWTEHBALET,

pE

SQLite 3 VDI E—RICOAERIT 2 zEBHLEY,

PostgreSQL o > X +b—JL PostgresqlzEa >R h—JLF3ICIE. ROOAXY RERTLET:

sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

TP DRBRE - I3BNRT PostgreSQL #2819 3 ICIE. 2N ARD IR Y FERTLET:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

SQLite #r> 2 ~—JLF3 SUSEDHE. ROIYY RZERTLTSQLite Zr YA b—JLLET:

sudo zypper install sqlite3
<!--NeedCopy-->

FHT3T—2RX—%ZEETS SQLite. PostgreSQL. F7lgZDmA%Z > X b—JLL 7. Linux VDA /X
wh—SD1 YR h=)LgIC/etc/xdl/db.confTiRET 3. FRTEZT—ERN—XEZEETEET, <D
7=®ICiE. ROFIEZERTLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.sh®xR{TL£T. FRI VA +—ILDFE. COFIE
IFETEY,

2. /Jetc/xdl/db.conf#EELT. FHTZT—ER—X%ZEELET,

3. ctxsetup.shzx®f7L%£7,

P

/etc/xdl/db.conf# ML T PostgreSQL DAR— +BESE#HERTZHcHTTET,
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FIE2: NAIN—NTHF—DEH

BR—bINBZNAN—N1HF—LETVM & LT LinuxVDA #E1793HE5. WK OHDEENKETY, FHT
BNAN=NAHF—=DTZv rTF+—LICEDET. ROEEEZTVWET, RTAXZILN—RITF7TLinux<>>
®RITI3BE. TEIINEHD FHA,

Citrix Hypervisor TOBZIRHIDIEE

Citrix Hypervisor OB ZIE A EN B LB E. TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THRIEMNEEL £9, k. NTP & Citrix Hypervisor OEAH > A7 LORKEZEELELS T
BCEHFREATY, Y XTFLORZ MDY —N—DRZIE OFEBIRONZDZEFH<ICIE. & Linux S X DR
TLOEZIZ NTP tEEEE£Y, COFE. R MOKZFREZENICTIHENHD £9, HUM E— R TR
TEIHBEDHD FH A

Citrix VM Tools h*-f > X b — )L T - RAEK Linux h—xILERITLTW3HE. Citrix Hypervisor OB§ZIE
HABEDTZE T 3D 5 H L. LInuXREY Y YRTEMICA > TLWEHESHERRTIXT!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVRIF0OFIF1ZELET:

o 0- BFZIEHREEED B RICHE > TWVWBTco, EMICTIHEDDHD T,
o 1- BAFHEENENICBRO>TVET. CNULOBRERBESDD FHA,

[proc/sys/xen/independent_wallclock 7 7 1 LB EE LB WVEE. UTOFIBIIHEHD £H Ao
BZIB RS REN B NIC R > TWVWBIBEIE. 7 71LIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COETERXEGNL. BEBEZDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEEMLET:
xen.independent_wallclock = 1
CNEDEEZHERT DD, ROELSICL T RTLEZHEESLET:

reboot
<!--NeedCopy-->

BEFE. KENPELVWIEZHEBLEY:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COOIXRVERIF1ZRLET,

Microsoft Hyper-V TOEZIEIDIEE

Hyper-V Linux i % —E X1 > X b—JL 3 hiz Linux [REEY > > TlE. Hyper-V OBSZIEHAEE % #8A L TR
AbFRL=TA VI RTLOEEZMATEEF T, Y RTLOFHEZ ERGKETHERTBICIE. NTPH—EX
CEBICDHEEZBMICLE Y,

BEARL—FT 4 VIV RATLT. ROBEEZITVET,

1. HyperVI®x—2v—ZBE £,
2. Linux RIS >V ORET, [HEaH—EX] 2ERLET,
3. [FZIORE] AERENTVWB e B LEFT,

7
CDFE#IF VMware & & U Citrix Hypervisor 0i& CI3E4 D £3, VMware & & U Citrix Hypervisor

Tld. NTP t OB EZ8 T 57 DICHR S DORZIFEEZ EMICL £9. Hyper-V oRzIEHIZ. NTP & #7F
L. NTP ORZIBERZ#TI B D TEE T,

ESX & & U ESXi TORKIRIDIEE

VMware OEZIFHEAEEN B RIHE. ThE2hOEREK Linux RIBET S > T NTP e N1 /NX— N1 H—TRIE
PRELEFT, THE NTP ENAN—NAF—DOEANL T LOBRMZRBMLESETEEHRATY, ¥R
TLOBZI DY —N—DORZIE OREANKHDNZDEH < ICIE. & LINUX TSR DY X7 LOEZI%E NTP L[
HEtEEd, COBE. R ORZIAREENICT ZHREDHD 7,

VMware Tools % > X b—)L L7 RETHEREWK Linux h—RILERITL TV REEIE. ROBEEITVWET,

1. vSphere Client ZBiZ £ 7,

2. Linux{RET> VOREEZHREL ET,

3. REx > >OFONT«] FATATRYIRT, [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] Z#RL £9,

5. [F##] Ry IRT. [(RRAMET AR ZRA] Fzv IRy IREFTICLET,

F|iE 3: Linux VM %= Windows R X-r >iZB0

B FIE. Linux ¥ > % Active Directory (AD) R X VIZIBINTZAHETY:

+ Samba Winbind

« Centrify DirectControl
+ SSSD

« PBIS
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BIRLIAEOFIRICREWVE T,
E:
LinuxVDAoO—hILT7HO Y b ADDT7 AUV FTRILLA—Y—RE2FEATIE. Ty a > oiReick
BB ehHbEd,

Samba Winbind

Windows K XA >YADEM RXAYIAYMO—F—HT7ILITEET. AVE2—F—% RXTVIZEBMNT S
¥R %D Active Directory 2—H#'—7Hho > FHUETT,

1. YaST #&E& L. [=v bT—oH—EX]. [Windows RX1 > XY N—>wF] OIEISERLET,

2. UTOEEZTVEY,

o [RXA>[T—205)L—T] IC Active Directory R X > OZRiE G R Xr>a> tO—-5—0 IP
FRLAZRELEF T, FAAVBIIBRTAXFICLET,
o [Linux OREEIC SMB O1EHRZFER T3] Fxv IRy IREFVICLETD,
- [Create Home Directory on Login] F v o Ry I REFVICLET,
- [SSHEIFOY VI F Y] FTv IRy IREZFUIILET,
- A7V Frv IR IZADBATICAE>TVWE 2B LE Y, LinuxVDAIZ. C0
F72avIicHiE L TVWEE A

3.[0Kl 20y o L&ET, WKODDNYT—CDA VR M—ILZRT Xy E—CHREINLZEIE [T
Ah=] 22Uy OLET,

4. RX4>O>bO-F—DROHDBL. RXAVICBMTBDNESHERRBTEIAvE—IDRRRETNIZF
To [IFWVW] 2OUvILES,

5 XwtE—IDBRFEINLS. IVVERXAIVICEMT 3HERERORXA VI —F-—DERBERZAS
L. [OK] 22Uy o L&T,
6. T—EXRZFHTHEF TN YO VZERHLTETIV, IV VEZERFIZLzEHHLET:
su -

reboot
<!--NeedCopy-->

RXA Y XN—=2w TORR  Delivery Controller ZER 3 3 iCid. 9TH VDA Y>> (Windows & Linux
VDA) T Active Directory ICa>Ea—2—FTJ U FHRETT,

RoLS5iIC. Sambad netads OV RERITLT. YOV RXAVICBMLTWA I e #BBLET:

sudo net ads testjoin
<!--NeedCopy-->
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BMORXAYHLVAYE2—E—F TP MERZIEET BICIE. ROIAIY Y RZEITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos MR X7 LD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFATVE L
ZHERLET:

sudo klist - ke
<!--NeedCopy-->

COOAXVRIZED, TUVINILBEBES R —bDOTEFIEREAEDLEICF L TERTESF—D—E8HERTR
ThFEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
SHLUTRALET:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VO VRBEEHBIIANFTIEETAHUENBD T, RILES (5) 3. YTIICEBBIMIEHSLDIINY Y
Z25wa () TIRT—TTBR3RENRHDFT, BIEICK > Tk, DNS KX >&H Kerberos Bl ¥ E4 b
£9, LIch>T. HFEEZEFHALET, COOIYYRAEINTR . HARKKRTIhEFtE A
ROAYY REFEALT. IV THIY RO TGCT Fry b vwiadnicC =B LET:

sudo klist

<!--NeedCopy-->
ROAR Y REFEALT. XU T7HIY bO#A%ERAELE T,

sudo net ads status
<!--NeedCopy-->

2A—Y—RAOHR KDL SIC. wbinfo vV —ILEZFERALT. RXAYA—H—DPRXAUICH L TRETESC
CEHEBLETY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETEIRXTIVIEFAD RX V& T, Kerberos $BIBZ TlddH D £ A, bash > T ILDBE. Nv ISy
2axXFE () 1F B3 1 ONVIRASYYaXFEEELTIRT—TI3HBELRHDET, DAYV RIZED.
BINEIFERERTX v E—UHREINET,

Winbind PAM E2 2 —LAELKBRINTVE I ZRRBLE T, ChETSICIE. UEICERALEZI LH AL
RXA>A—H—FHoY rERLTLiInuXVDAICOJ AV LET,

ssh localhost -1 domain\username
id -u
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<!--NeedCopy-->
ROARYVET, id-u a9 RiICk>TRE N UID ICx53 % Kerberos BigIEHRT v v a7 71 ILHMER S
NclexzmBLET:

1ls /tmp/krb5cc_uid

<!--NeedCopy-->
RDAY Y BT, 2—H—0 Kerberos BEBHRF v v aDF 7y HET. HRIN TRV 2R LF
ER

klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome OV —JL&ELIE KDE YV —ILICEEOT A > T3 L. BHROTARZRITTEET. RXIVEMD
R&. TFIE6: Linux VDA DA >R b—)L1 ICEHET,

Quest Authentication Service

FXA>aY rO—5—TO Quest DL KRDZMEIF. Quest VI Tz T7ERXA>OAY MO—5—ICT VR
F—JLL. BRLTWBR k. BEERENIMTSIN. Active DirectoryicdyEa—4—7472 ok
EERTIZCEMIIRELTVET,

LiNux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY > THDX v > a vz
TRIREDBHBIERXA 2 A—F—IIHL T, ROBEEZITVET,

1. [Active Directory 2 —#'—r d>vEa—4—] B>V - T BHRNOI—H—F7hH7T > boD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho > ] 27%8RLET,

3. [Unixxtis] Frv IRy IREAVICLET,

4, [751<VGID BES] #. EEOR XA >A—H—FIL—TFDFIL—FIDICRELET,

a*:

COFIEF. RX1>a—H—pTa>V—JL. RDP. SSH. &7cldzoftoUE— MUEBZOMNILZEAL

TOJFVTEBRLSICRET D HEDBRAL T,

Linux VDA T® Quest D&k
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VAS 5 —E> DR RDLSIC Kerberos 747 v COBEEHEBEMICL T, TIMT3HENRH D 9, B:F (4
T7SA>A57FY) ISEMICTIHNELNHDXT:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

SOV EICED, EHERD 9 BE (32,400 ) ICRESNET, ThbB. F7rv bOT T 1)L bOBEMERM
TH3 10EHMEDD 1BFECRD EY, F7ry FOBMHEADNTSICEVS XTLTIEE. KDNELMEZZON
TA—E—ICRELET.

PAM & &0 NSS ik  HDX %. su. ssh. RDP BREDZDMO Y —EXEN LI R X1 >YaA—H—DOJ >
ZHEMCTBICIE. PAM & NSS #FETHERELFT:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X >AD&i Quest vastoolavwy K&uEMALT. Linux ¥ > % Active Directory K X
VICBMEERY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. ¥ > % Active Directory K X+ VIZIBINY 31ERZFHOERD K X > 21— —T9, domain-name
& BRX1>DDNS & (example.com %¥) TF,

RXA > X N—=2w FORESR  Delivery Controller 2R3 3 1Cid. 3R TD VDA Y>> (Windows & Linux
VDA) TActive Directoryica>yEa—2—473 0 bHBETT, QuestiZk > TEBMI N Linux
ROVDRRAVICEFRET B e 2BRBI B3I ROOIVRERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVDBRXAVIZBMLTWRBEIFE. RXAMVEDIRINET, IOV RXALVIZEMLTLWAREWES. UT
DIZ—HRRINZFT:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain
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I—H—BEDOMHERE Quest MPAM ZAL TR XA Y A—H—%RIAITI B Z2MBLET. ThziT5ICId.
LENCERLIEZEHBVWR XA > aA—H—THU Y b EFERLT Linux VDA IO A > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-udx > RICE>TRIN UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmsRBLET:

ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT Y RT. Kerberos ERIEHRF* v v adF 7y bHEYT. HRYINTIZHRWC L 2#BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROARYVRT, Ly a>zB&TLET,
exit

<!--NeedCopy-->

Gnome O>YV—I)LF/HIEKDE OV —IILICEEOJ A>T, AHROTARERITTEET, RXTIVEND
HRE,. TFIE6: Linux VDADA YA b—IL) IEHET,

Centrify DirectControl

Windows K X >A®&m Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHEE. KDL S I
Centrify @ adjoin <> k%A L T. Linux ¥ > % Active Directory R X1 ICEBML F7:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user (3. ¥ > % Active Directory K X1 VIZIBINT 3R ZHHDEED Active Directory R X« > 1—H#—T
¥, domain-name (&, Linux Y>> %BIT 3 R XAV DERITY,

KXY XN=2y FORER  Delivery Controller 2R3 3 ICi&. R TH VDA Y>> (Windows & Linux
VDA) T Active Directory ICa>Ea—42—372 7 FHRBETT, Centrify IC&DiBIMI Nz Linux ¥ > h
RAAMVICHEET B EZRRBIBICIF. ROOARY Y FERITLET:

sudo adinfo
<!--NeedCopy-->

Joined to domain EnE%T#H % Z r £. CentrifyDC mode T connected W5Ech 3 v #MBBLE T,
CentrifyDC mode H' starting @ £ £ L AWEEF. Centrify 547> MY —N—C OEHOMBA. 1
IBEEDBBHIREEL TVET,
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ReFERTRE. LDEENES R T LBRESHBRENETEE T,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T F X F74 Active Directory 5K U Kerberos f —ER e &= T A L LE T,

adinfo --test
<!--NeedCopy-->

RXA > BMORER%E. TFIE6: Linux VDADT Y2 F—JL1 ICEHFT,

SSSD

SUSE © SSSD #ERLTW3IBAIF. COEIS 3> DIERICE>TLETWL, TDtEI > 3> Tk Linux VDA
I D Windows R X1 UADBMFEIE. &K Kerberos BIEFD#ERLICDOWTEHBAL £,

SUSETSSSD #tw b7y T 3ICIE. ROFIEZRITLET:

R XA 228U THR D keytab % B
SSSD o PAM D8R

SSSDoty vT7v S

SSSD oEBE 1k

RXA YA N—=2w TORER

Kerberos #m 0 mE:R

I—H—BEE DR

Nk w N

RX1 8L THRR LD keytab ZER  SSSD Tldk. KX UBME S X7 LD keytab 7 7 1 ILOEREIC
B9 3 Active Directory ® o 51 7> bBEDRREBEIN TV ER A, KD DIC Samba 7 7O0—-FEFEHTI £,
SSSD Z#m 9 BAIIC. UTOFIBEZERITL T LT,

1. Name Service Cache Daemon (NSCD) F—E>#%#EIEL TEICLET,

sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. KX & ¥ Chrony OREREAZHEEL TIEI L,

hostname
hostname -f
chronyc traking
<!--NeedCopy—-->

3. RDESICLT BEBNYT—2P72A VA M—ILEIZEHRLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 135


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/suse.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2303

sudo zypper 1install samba-client sssd-ad
<!--NeedCopy-->

4, Jetc/krb5.conf7 7ML EI—bra—HF—c LTHREL. Kinit 2—Fc VT BE2—4 v F R XA
VEBETEBRLSICLET, [libdefaults]. [realms]. [domain_realm] o> a>vickoT> Y
ZEBMLET:

pE
ADA>TS5ZRSUFvICEDWT Kerberos Z#mR L £ 9, ROFBEIF. BE—FXA> B—TxL
AFETLERRELTWVET,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm (%, Kerberos $8ig{& (example.com A& ¥) T9. REALM (&, AXF D Kerberos 4E1#Z (EXAM-
PLE.COM % ¥) T9,

5. /Jetc/samba/smb.conf#)—hra2—H—C LTHREL. Net I—F 1 VT4 HBE2—" v FREXA Y
CBETERELSICLET, [globall to>a>ThoeEDICTIV NI EBMLET:

[global]
workgroup = domain

client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain iZ. EXAMPLE % ¥ o Active Directory K X > @@L NetBIOS £ T,

6. /etc/nsswitch.confZ77)LTpasswd 5L group TV U AEEZEL T, A—H—rJIL—7
DFRREFIC SSSD # BB L £ 7,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. BHEEAD Kerberos 751 7> hEFERAL T, BEBELLTEZ—45 Y P RXA VIS LU TEREEL 5,

kinit administrator
<!--NeedCopy—-->

8. net1—Fr VT ZFEALT. PRTLERXIVIZBMEE., PXTLD keytab 77 1 ILZER L £,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator
<!--NeedCopy-->

SSSD A PAM D8k SSSD A PAM Z18M 9 2 R1IC. BBENY T -7 A VA M—ILETIBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D 1—H—REMAIC PAM EVa—)LZ#R L. 1—Y—0OJFAOER—LTs LI FUEERL F
ED
sudo pam-config --add --sss

sudo pam-config --add --mkhomedir
<!--NeedCopy-->

SSSD oty b7 v
1. /etc/sssd/sssd.confz/l—hra2—H— LTiHREL. SSSD F—EVNEZ—7v R XAV C@EE
TE3L3ICLET, sssd.confTOREDH (BBICKHC TEBIMDREETI LA TEET):

[sssd]
config_file_version = 2
services = nss,pam
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domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name (. example.com ¥ ® DNS R X1 >R T,
A
ldap_id_mapping |5 true IC®RE I B 7. SSSD BiEH* Windows SID %= Unix UID IZv v E
VI LET. TRINDHE. Active Directory & POSIX LR IRETE 3 HELH D £ 9, Linux

Ty aryTOENBOTA>DIS—%M<2oIc. ad_gpo_access_control (& permissive
ICRESNET, sssd.confEsktsssd-add man R—=S#SHE LTI L,

2. 771IOFREES LU 7Vt XtER%Zsssd.confTHREL T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD 0B ROOATYRZRITLT. SSSD 7—EVZBMICL. PR TLOEBRICEEI TE3L5ICLE
ED
sudo systemctl enable sssd

sudo systemctl start sssd
<!--NeedCopy-->
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RXA XY=y TOMER

1. xoLS5I1C. Samba dnet adsaOVYYRERFTLT. IVIUDRRXIVICBMLTWAR I #EEBLE
E

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAA VLIV IAVE2—F—F TV MERZHIET BICIF. ROOATY FZETLET:

sudo net ads info
<!--NeedCopy—-->

Kerberos MR > XT7LOD keytab 7 7 1 ILHMERTh. COT 7 ILICEMAF—HEEFATVE L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOTVRICED, TUVINILBEBERM— DT EFIEFREAEHOEICTH L TEHRATESXF—D—EIERR
INnFE7,

Kerberos @ kinit v > REETL. TNS5DF—%FEALT. IV VERXAYIY FO—5—ICX L THRIEL
£

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

RO VRBUBERBIIAXFTIEET ZIHELNHD FT, RILES (§) 3. PTIICKBBESHIZHSCODICNY S
Z2Zy¥a (\*) TIRT—TIIBRENRHD T, BEICK>TIE. DNS KX >EH Kerberos BIHZ L B
BOET, LEA>T. H9EEBZEHALET, COOAVY RPN T I . HAORRKRRINEEA.

ROARY REFEALT. IPYT7ATIY RO TCT F7y b F vy adhicl e 2ELET:

sudo klist
<!--NeedCopy-->

A—H—BEDmER SSSD . F—EVTEHERMZTANTZAV VRSV —ILERMHELEFEFA, PAME
HTOARTTEET,

SSSD PAM €2 a—LHAELKBHEINTVWS L 2B BICiE. URICERALEI ARV A a—H—
THhoYrzEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u

klist
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exit
<!--NeedCopy-->

a—#—oklistav > RTRINS Kerberos 77w FHAIELL. HRVNTIEBWI 2R LF T,

I—hra2—H—r LT giRDid —udIvYRTRINEUIDICHGTEF 7y bFvryiaTdrTIHRMERIN
fcle=BBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —ILFHIFKDE OV —IILICEEOIA>T2E. AHFDOTIMERITTEET, RXTVEMOD
%, TFIEG6: Linux VDAD1 > X k=)L) ICEHET,

PBIS

REZRPBIS N\yr—C%4A0>0O0—-R¥93 fi:
wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 VX =LA ) P +%RITRIEEICT D fil:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  Hl:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 YADEIM RKXA>YIAY,O-5—A7IEXTET. AVE1—F2—% KX VIEBMT3
¥R %D Active Directory 2—H'—7HU > FHBETT,

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (3. ¥ > % Active Directory Rk X V(BN 31ER%ZHD K X+ > 1—#—T9, domain-name (3.
KX->® DNS & (example.com %¥) T,

F: Bash#F 74 b0/l LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
ARV RZRFIFTLFET,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylldvEa—2—47J 0 bHBETY, PBISICk>TEMI N Linux <
SUNRXAVICHEET B L ERBIBICIE. ROOATY YV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOVHRAXAVIZBIMLTWAEE. COOXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLWA
WEEIF. R RBRITHPREINE T,

I—H—BEEDHEE  PBISHAPAMZNLTRAA YA —ZBATES L ZRABLET. TNEITSICIE MU
AICERLEIEDBVR XA > —TAHT > b2FERL T LinuxVDAICOIF > LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

MROARVET, Ey2aryeE&TLET,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: LinuxVDADA VA b—)L1 IEAZF T,

FIE4: .NET>>2Z1L6.0D1>R =)L

Linux VDA @1 > X k—JLEfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBIZE > TNET 5> 421 L6021 —JLLET,

NET S>21L4L6.001>Xb—)L#%. whichdotnet IY > RZEITFLTSVEALNIEZRELE T,

ARV REAICESVWT .NET SV E A LDONAFUNRREREL T, Lz, X > FHAh/aa/bb/dotnet
DFE. [/aa/bb 2 NET N1+ UNRZR LTHERALET,

FIES5: Linux VDA Xy r—>n&o>0O—R

1. Citrix Virtual Apps and Desktops &~ > O0—RR—JIZT7 IR L £ T,

2. @ N— 3 > Citrix Virtual Apps and Desktops # @B L £ 9.
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3. AVvR—x=>bEIUY I LT, LInuXT4 XU Ea2—2 3 20— F 3 Linux VDA /Xw 4 —2 k. Linux
VDANY =S DBEMZIRET 2 OICFERTE 3 GPGC 2ARF—%24v>O—RLEY,

AFEF—ZFEALTLINUXVDA RNy T —J DEEMERIEYT 5121, AFF—% RPM 7 —4X—Z1 >
R—bFL. ROOTVRZRITLET:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

FIg6: Linux VDAD1 >R k=)L
Flg6a: WA= 3a>DT7YA YR =)L
BHO2N—=3YELUPLLTSR U =X BSPDOFWN—3 2D LInuX VDA B VX =L TWBIHREIE.
FNETUAVAL=ILLTHBHLWON=Sa 0 F A VA M=ILTIRELNHD FT,
1. XOOT>Y KT, LiInuXVDAH—EX%ELELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

A
ctxvdas &tctxhdxtr—EX%{EIET ZHIIC. service ctxmonitorservice stop
OV RZERTLTERT—EXRT—EVEZEFELELEY, CNZ2ETLAVGE. BRTY—EXT—F
ViFELELEE—EXRZzHESHLET,

2. ROOARYRT Ny T =S TV A —)LLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:

BRMD2N=23 D507y T L—REAYR—rEINET,

P

1Y h=LdhTWVWE O R—%> & [opt/Citrix/VDA] THRERTIT 7,

OXYRERITTRICIE. FINZIDRBETT, KIS, ¥ XF L/NRIC[/opt/Citrix/VDA/sbhin & &
U'/opt/Citrix/VDA/bin #BIMT3rHTI £,
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FIE 6b: LinuxVDA D> k—JL

Zypper #EALTLINUXVDA Y 7 k2 7EA YR R—ILLET:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm

<!--NeedCopy-->

RPM Package Manager ZfEM L T. LinuxVDAY 7 bz 74> X b—JLLET:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm

<!--NeedCopy-->

F|E 6c: LiInuxVDAD7 v 7L —R (FF>3>)

EHO2N—=23> e LTISRUY—IBS5BFDAI YA =T v TIL—RTEET,

A

BEOA YA M—ILETYyFIL—RTEL., [etc/xdlICHIBRT 7 MILHEESINET, Ty TSI L—

RERTITIHEIC. BT T7IINZNYI Ty FLTLESI L,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm

<!--NeedCopy-->

RPM #%ZF%—& (SUSE 15 OB5):
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0
bash >= 4.4
findutils >= 4.6

gawk >= 4.2
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sed >= 4.4

cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9
libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1
libpython3_6m1_0 >= 3.6~
1ibQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BE:

7y T L—R L%, LiInux VDA > U EBREHHLTLIETU,

FIET: NVIDIAGRID RS N—D1 >R =)L

HDX 3D Pro ZB#MIC Y B ICiE. NAN=NAHF— VDAL VIZNVIDIAGRID RSAN—Z1VX+=ILT B
BELBHD Y,

FEE D /N /X— /N H—(Z NVIDIA GRID Virtual GPU Manager (RX RS 14/N—) 1Y b—LLTHERT
BICIF. ROAA REZBRLTLIZT WL

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

NVIDIAGRID #X b VM RSAN=% A > X h—)LLTHEET 3 ICIE. RO—EHNEFIEZRTLET:

1. 7ZARVM B vy hEO Y INTWVWBR 2B LET,

2. NAN=NAH#—=0a> bO—=)LIRILT. GPUZ VM IZEIDHETET,
3. RETIUEEEBLED,

4. FARVM RSAN—=2VMIZA1 >R —=LLET,
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F)IE 8: Linux VDA DO#&5K
pE o
SUAALEBEEEY 7y T 3E0C. en_USWUTF-8 O/ — LAY VA R—ILENTVWB 2R L F
T 0SIcC Oy —ILriiWwWisEiL. sudo locale-gen en_US.UTF-8 v > R%ER{TL £9, Debian @

BE1%. #en_US.UTF-8 UTF-8 170 O X > h%fRBR L Tletc/locale.gen 7 7 1 /L& 4EL TH 5. sudo
locale-gen IY > RERTLET,

Nyr—on14 X =)L, ctxsetup.shxo ) F+aRTLT. Linux VDA 2R T 2HREBELRH D £9, =
DRV T E BEBZITSHIICIRIEZERL. TRTOREIVR—RV MBI Y IF=)LIN TS Z EHHER
INFET, BEIGLT. WOTHIDRIU T EBRITLTREEZLEETEXT,

CORZVTFHE FHTERICEEZLAL S, RLFFRMICHBRLICAIEZERBLTAFTRITTEEI. KT
BEINC. ROAXYRZEALTIORI )T DAL T2 B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 52 FBRERITLET:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEfE SN AER

ITVRA—IZBEKT 37D, RIEEHEZFEALT. Ly cTPYTRIVT A TREERZ AT T2 a>ZBET
FET, BEBEHEDNIRTEESNTVBR L. RIUTMIEL>TA—HF—IBEROANZERD B X v E—IHK
TENBZEDBLBDES,

HR— FINBRIETHICIIRD LS BHDOHH D £7:
« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8%38E 23 e TEET, TI7AINFTIENICREINTLETS,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller D& &IZERT %
Delivery Controller »5E£&8fi K X >& (FQDN) OXR—IAXFO D—BHBRETY, 1 DF7IFEHK
DB R A1 VB FERIECNAME T4 U 7 RX%ZIBET IHNELRHD £,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~TldR—k 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE =Y |N - Linux VDA #—E Rid, > > OREHBICFIBLET, TI+
ILETIHMEIRY ICRETNTVET,
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« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA#—E X Tld. v hT—IZEEHENS T
LDT7 747 74— )LOBEBEHFTINTVIHBELN BN £, LINUXVDARBIC. YRTFLD T 7AT7 I 4—
LWOREBRR—b (FT74ILETIHR— b 80 BLUKR— b+ 1494) ZEIMTHRTIEd, TIAILLTIHY
ICRESINTVET,

+ CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd -Linux VDA iZi. Delivery Con-
troller 23t L TEREES % 7=8 1 Kerberos MR ENKBETT, Kerberos #mild. S XAFLICT VA b—
L& L VERIERHD Active Directory 55V —ILh SIEEL £ 7,

« CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro Bt R— kI h % ¥, Thid. s8H7%T
ST4v o7V r—= 3 0RBUZRBEICTZROO—ED GPU 7/ E5L—>3>7o./AOYTT,
HDX3D Pro ##RL7c3/mE&. VDAR VDI TRObw 7 (2 FILEyoay) E—RBICEEEINEY (D
b, CTX_XDL_VDI_MODE=Y &#%b %£9),

« CTX_XDL_VDI_MODE=Y|N-EBAF2Y by TEREETIL (VD) £HIFKIAMINBZHEBTRI by
TREETIDOELES5 L LTRI VEBHT 2D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LEF. 774 FTENICERESNTWVET,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP H—N\—%Z#&HEL £,
DNS oBZ=ERZ#O—HIL Y MCHIFET 3ICIE. DNSH 1 FR2ZIEELE T, COTHIE. TTAILELT
T <none> [CHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##& L T LDAP #+—N\—%#%
HLET, DNSH LDAP H—E XL O—RERHBTITHVIEEIE. LDAP ® FQDN & & U LDAP R—+ D
AR—ZARPOD—BHIEETEE T, fl: fadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEI N R X1 VRD
ZLDAP H—N—ICR—UYTE—RTIOITVZEFTLET. KU —DO¥H X TLDAP —N—D#Hy
DOiFE. LINuUXVDAIZXIZY ZHIFTTBOI TV EZRTLET, R—UVI/RENLIVMEZEBRZ . &
wiayOdFUHRETBEAHBD FT, LODERD LDAP JTUZBICTBICIE. RXr>av k0O
—3—T [JO—-NiA&20J] #B#HICL. EESS LDAP R—+EST3268 Z8EL 9, COEH
& 772 b TlE<none> ICEREINTUVETY,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(5l: DC=mycompany,DC=com) ICHREINHRER—XZFEALTLDAP ZB2L 9., BRD/NT7 +
—YVRAZERETBHIC. REX—IZI/ETITEY (fH: OU=VDI,DC=mycompany,DC=com), Z®
THId. T 74/ LTI <none> IZRREINTWVWET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—> 3 Biay—E X (FAS) H—/nN—i3. AD &
W—FRI—ICEDERINET, LinuxVDAIZAD JIL—TFHRU S —%HER—rLTVEEA, KD
Dic. £ 00V TRUISNIFASH—N—D—&EZ2FERATIET, >—7>YRE ADTIL—-TFRU>
—TRELLEBOLALTHBIVELRHDEFT, WINHLDOT—N—F7 L IDHFEINTULBRHEIE
ZDEH%Z <none> L WS XFHTEDT. Y—N—TRFLIADIBEHFBIFETELFEA, FASH—N—¥
BNCEETBICIE. FASH—N—THEEINTVLER—rBS—HITZ3R—rESZEBML TS
Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
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fas_server_3_url: port_number’ i,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - L\ JO—-h—T—
Iy hH—ER (ctxvda) 29 R—+rFTB3HHDNETSVEA1L6.0%FA VA M=ILTB/INR, TT 4
JL k@D /X XIZ/usr/bin TY,

o CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TR T 3
GNOME. GNOME 75> w2, $TlId MATE 7RI by TRIEZIEELEF T, THEEELARVEE
T2 MEVDAIZA YA M—ILTNTWVWE TR by THERENE T, L. WEAVRE—ILT
NTWBTRY by FTH MATE O1FE1F. B#EZ mate ICKRETIHELHBD F£7,

ROFIEZEFTLT, 4=y bty a>yi—H—07RI My TRIEZEETZICHTEET:
1. VDA ® SHOME/< 2—#—&\> Fos LI hUIC.xsessionT7 71 ILEERL £ T,
2. .xsession7 7ML EHELT. TR by TEBIBZIEELF T,
- SUSE 15 t® MATE 7 X7 kv 7 DIHE

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- SUSE15 FO GNOME 7 5> v U572 by 7DigE

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- SUSE 15 @ GNOME 7X7 ~v 7 Diz&

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. 8= vbtyiara—H4—-T700 77 MILOT7 I/t AEREXBLET,

N=23 22209 L. €y arai—F—R@ 7RIy TRIBZAREIIAZATETET, COEEZE
IC93ICid. BRICVDAICHIDBRFREBRT R by TRIEZ A VYA M—IILTBHENHD EY, 5L <
B Teweayad—H—IlL2NREZLTZI My TIRIE] 2BRBLTIET WL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXH'BIAS N5 & 5
ICTBNESHERBELFET. 774 FTRYICRETNTVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2 U wX> 937DV 7y bR—ko 774
I EDR—=KET7503 T,
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« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET 37 DR— ko 77 )L bDKR—FIZ 7502 T
ER

MODESICL T, BIREHEREL. BRIV T eERTLET!
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo AX Y RIC-EA 7o a v aEIEELTRERITL. ERITAHLVLWS TILICEEFEOBETHEZELET. RPDITE
LT #!/bin/bash 32 A L. BIRD ATV RASHEBZVIINRIV T T 7ML EER TR 28O L ET,

Fld. RDOESICLT 1 DOOAV Y R TIRTDNSA—F—%IEEIT A EHTEET:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd \
CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

HRARE DHIR

SFUAICE>TIE LINUXVDA Ry —S% 7214 X —=ILLAEWT. ctxsetup.sh X7 U F Mk >TiTH
NI-EREEZHIR T CHRBRBLRBZIBEDHD £T,

HUTIBHIC. ROOAIVREFERALTIDRI VT ROANILTZRRBLET:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREBEZHIFFY BICid:

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTZED, IRTOBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
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ER

- 134m by

ctxsetup.sh & & U ctxcleanup.sh X7 ) 7+ Tld, VYV —ILIZIS—HRRIN. ROBEOT 7 71 ILIC
EMERNETAFEFNFT:

/tmp/xdl.configure.log

Linux VDA —EXZBE#H L. EEERBMIEET,

FIE 9: XDPing 0=17

sudo /opt/Citrix/VDA/bin/xdpingZReTL T, Linux VDA RIETO—REEHADMEE R L
9, #L<IE ™DPings #28BLTLETL,

FE 10: Linux VDA 017
ctxsetup.sh X7 U 7+ #FERL T LiINUX VDA Z#REL7=5. ROOAT > REMAL T Linux VDA Z#IfE L F
ED
Linux VDA 0iZ#):
Linux VDA H—E X ZEBT 3 ICIE. ROV RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 f=1E:
Linux VDA —E X %{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

PN
ctxvdas &vctxhdxtf—E 2 %#{ELF35iIC. service ctxmonitorservice stopadvwy
FERTLTERYT—EXT—E>ZEFELELET, INEETLAVGE. B/ —EXTFT—EVIFELELE
H—EXZzEREHLFT,

Linux VDA nEi2g):

Linux VDAH—EXZBEET 3103, ROIAYY FERTLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 150


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/configure/administration/tools-and-utilities.html#xdping

Linux Virtual Delivery Agent 2303

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA #—E ZDRITREZ R T 3ICIE. ROOAITV RERITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE11l: > >h207DER

IIvhEO7%ER L. Linux VDA <> > %BINT 2 FIEIZ. #EkD Windows VDA TOHZEEMTWET,
DERAVERTTBHEEDHBICOWVWTHLL X, Yo vAE2O07 DRI LT TR rAhAEO07DEE) #8818
LTLRE W,
RDESIC. LINuXVDAR > %= EU I AEZ O DEMICIEW L DhD0FIH H 5 7=, Windows VDA v
ORI VAZOATDIERFIBE BR 220 HD £
o« ARL—=F A VI RATLICIE. REERLET:
- RAINBZHEBEFTRI My TREETILDBRE. WILFEYyI 3> 0SFTFo 3y
- VDIERTRI by TEBRIEETILOBE. P> J Ity a>y0SA7oay
e ALY >H4204 T, LinuxVDA Y>> Windows VDA ¥ Y ZBESEHAVTLIET L,
F

Citrix Studio O UBI D /N—2 3 >iE. TLinux OS] Y WSBREHR—FLTWERATL 27
L. [Windows 5 —/\— OS] # 7> 3> ki [H—N—0S] 77> a3 % BRIZ. ASEDRIALE
NAZHEEFTRI by TRETETILVHBENICERINE T, [Windows 725 v 7 0S] # 7> 3>
[FRObYyT0S] A7 a>umBIRTIE. YOV ICICE—I—F—DREETILABERNISGRIRINE
To

b

< oht Active Directory R X1 U SHIBRSIMIRICBEEBMINIEEEIE. 20X 02T Y AZ04
HSHBRLTHSBEEEMT 3HENHD X7,
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FIE12: FUNU—=TIL—TDIER

FUNY—=FI—TF2EHK L. LinuxVDAR L U EELII VA2 O05%EBINT 3 FIEIZ. Windows VDA v >
DFELIFLALRL T, CORRIVERTITBHZEDHRBICOVWTELLIZ TFUNY =T IIL—TDIER) 25
BLTLETL,

Linux VDAY >ha20d #8887 UNI —JIL—TZERT 3158 ROFHHHO £

e BIRTBAD 2—H—BLUTIL—T%, LInuxVDA > ICOT A>3 LSICBYICEBRLTETE T,
o« BTN TULAWL (BR) 2—H—0OJF > EHFALEVWTLIET L,
e Windows Yo >8I >vh2O0 2T NI —FIL—TFTREESEARVWTLLLEI L,

BE.
TV r—2a>0ARE. LInuxVDAN—2 3> 1A LT R— bR TWES, 272L. A—Y I UA

DT RY by FELITT U DEREIF. Linux VDA THR—FINTULEE Ao

ROVAZATE LT IUNY =TI —TOERFEICDOWTEL < IE. TCitrix Virtual Apps and Desktops 7
23031 ZBRL T,

Ubuntu A® Linux VDA OF&jr > X k=)L

June 22,2023
B5E:

FRA A N—ILDBEIE. BEA VAN EFERLTEZI VA= Z2T5cx2EE8HLET, BE
AV R=ILIZBREFNEEGNT I TR, BEBICEHINTVWEIFEAI VA LN=—ILEDBITS—%
BWET e TEET,

FIE1: #7717 LIERS LU Linux > > O EE

FlE la: &y b7 —IBEOESR

Y bT—ODNELKERESUOBRINTVWE ZEERABLTIRT W, fce zid. DNS #—/\—(Z Linux VDA
THHTZBELHD T,

Ubuntu 18.04 Live Server #ERA L TW3IHEIE. KX ME%ZRET 80IC. [etc/cloud/cloud.cfg L7 7
TILICROEEZMZ £ :

preserve_hostname: true
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FlE 1b: KX FRDRHRE
IOVDRRAMEHERICELLIREIND L SICTBICIE. [etc/hosthame 77 1 ILEZXELTIYSVDHRR b
BDOAHETRLET,

hostname

Flg1c: RXREADIL—FNY I T RLROEIDHT
IV YDDNS RXAVBERLBMREX1>E (FQDN) AELKHBEINDI e 2BRBLET, CTORHITIF
|etc/hosts 7 7 1 ILORDITORIMD 2 DD ~JIZFQDN & RRX CBHEEFNZ L SICRELET:
127.0.0.1 hostname-fgdn hostname localhost
1
127.0.0.1 vda0l.example.com vda0l localhost
T71ILADHDOI> FUHS. hostname-fgdnZighostnamellxdt 33 DD BEEHIBRL £
P

Linux VDA (3372, NetBIOS Z20ID#E T R—FLTVWEEA, LIch > T KRR FEIF 15 XFURT
HBIVEDHD ET,

E>b:

a~z. A~Z, 0~9. BLUNTTY () ODXFOHERLTLLRE W, 72H =237 (). AR=Z &L
VZDMDESIEEALBVTL IV, RAMEZHFTHRLIED. NTT2TRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZIZHBRINE T,

FE 1d: w2 B ORER

MROARYRET. RABHPELKRETNTWS CEZHBLEY !

hostname
<!--NeedCopy-->

CDIRVRICEST. DY VDT MEMRE X1 >F (FQDN) Tldi<. ZORILBDHADIBRINET,
ROOATY KT, BB R A VBN ELKERESNTVWE I EMRLET:

hostname -f
<!--NeedCopy-->

COORVRIZED, ZOIYIVORSEMHRXAAVEADVRINET,
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FlE le: YILFFv X~ DNS 0L
T7AINEDRETRILFFv X+ DNS (IMDNS) HEMTH 270, BRBROGRICFEEDVRET B55D
HOET,

MDNS %Z&E#IC T 3121, [etc/nsswitch.conf ZHEL T, UT#B0T2EELET !

hosts: files mdns_minimal [NOTFOUND=return] dns

EE&:

hosts: files dns

FIE 1f: ZRifERE Y —E XEEAREM ORER
ROOARY KT, TEBH R XA VERMERTIZ . BXr> Oy kO—5—k Delivery Controller i 5
ping ICRENHBD e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

REBM R XA VEZFRTIHRV, FRIFIhS50TIYOVWTIHDS ping ICREDNBVEEIE. FIBZRER
LTHSRICEATLRRE L,

Flg 1g: BZEBOER (chrony)

VDA. Delivery Controller. FX>O> bO—5—DOETERARZFAMEE#IF TSI CIZEETY, RETY
> (VM) £ LTLINnUXVDAZHKRR T 2L, BEHRERICHRZIBMEDEET 2AMENHDET, LA >T,
VDE—FDEALT—ERZFEAL THZZEIFT T2 BE8DLET,

chrony o1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—ra—4%—Xx LT [etc/chrony/chrony.conf Z/REEL. ROLSICEUE— b EZA LY —N—ICHIGT Y
—N—IVhrUZEMLET:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst
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—RARIRIZETIE. BEIEO—NIRXr>a> bO0—5—D5/EALET. 2 NTP 7=/l —N—D5EHIZIERE
HLEHA. FX1 D& Active Directory RXr >y bO—F—ICWHRT 3 —N—I> MU EBIMLET,

IW—=FNw o IP 7RLZA. localhost, /XT U woH—nN—0 *.pool.ntp.org T> hUKRY, —BIZH S E D
DY —N—FflEF =LY U EHRLET,

TEEZFELTHS. ROOATYY KT Chrony 7—E>%2BiEEL £

sudo systemctl restart chrony
<!--NeedCopy-->

Flg1h: OpenJDK11 1> X k=)L

Linux VDA IZi&. OpenJDK 11 "4 ETY,
Ubuntu 20.04 £ Ubuntu 18.04 Tid. UT%ZXTLTOpenJDK11Z > b—JLLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FIE 1i: FRTZ3T—EN—XDTIYA—ILEIEE

HERERPEDHEAE X L T, PostgreSQL X T SQLite HFEATE £ 9, Linux VDAY r—S% 1> X b—JLLT:
#lx. /etc/xdl/db.conf%#EEd 3 £ T SQLite & PostgreSQL 210X 3 HTI£T, FE1Y
Z b—=ILDiFE. SQLite & PostgreSQL ZFH/ICFE T VA F—I)LLTWHRWVWEEIDBXIRMENTET £ A,

ZDtU > a> Tl PostgreSQL & SQLite DF—4R—X%&2 1A VA L—ILTBH%KL. FHTZT—ER—R%
EETAHEICOVWTHBELED,

A

SQLite i3 VDI E—RICOAERIT 2 2EBHLET,

PostgreSQL 01> X b—JL RO R=EETLT. PostgreSQLZr > XA +—JLLZET:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

N2 ORBEFE-IZENEFT PostgreSQL &£&13 3 ICid. TN ENROAT U FZRITLET !
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->
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SQLite #r>X ~—JL¥3 Ubuntu ®FE. ROOATYRERITLTSQLite Zr > X ~—JLLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

FRHTET—FRX—X%ZEETS SQLite. PostgreSQL. F£#iEZnmA%Z 1> X b—JLL7#%. Linux VDA /X
whr—SD1 Y2 h—=LgIC/etc/xdl/db.confiRET 2. FRATEZT—ERN—XEZEETEET, D
1=e®IClE. ROFIEZRITLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.shz=xZfTL£9, FRI > —ILDBE. COFIE
FETET,

2. /etc/xdl/db.conf%iE&EL T, FHTEZT—ER—XEEELET,

3. ctxsetup.shzRfTLFJ,

i

[etc/xdl/db.conf %/ L T PostgreSQL oR— +rBS % EBRITZ L HTI£T,

FlE 1j: Motif o> X +—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

FIE1k: NV T—SDA VR =)L

Ubuntu 22.04 0354

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04 084

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->
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FIE2: NAIN—NTHF—DEH

HR—EINBNAN—NAHF—LETVM & LT LinuxVDA 2179 385, W DOHDEENKETT, FHT
BNAN=NAHF—DTSY rT+—LICEODET. ROEEZETVWET, RT7AXAFZIN—RIT7TLnuxv>>
®RITIT3BE. TEIINEHD FHA,

Citrix Hypervisor TOBZIREADIEE

Citrix Hypervisor OB ZIE A ENBEHABE. TN OE/REK Linux R~ > > T NTP & Citrix
Hypervisor TRIENEEL £9, k. NTP & Citrix Hypervisor O@AH > 2 7 LOREZEELELS T
B3CeHBERERTY, PRTLORKBEMOY—N—DRE L ORI EDNZDZEH<ICIE. & LinuX X DR
TLOKRENANTP LT HIHENDHD T, COHBE. R MORZFERHZ BN TIHENHD FT, HVM E
— RT3 EERIBEDHD FHEA

Citrix VM Tools h'-f > X b — )L T - ERAEK Linux h—ILERITLTWBHE. Citrix Hypervisor OBEZIE
HABEDTZE T 2D S H L. LInuXREBY Y YR TEMICA > TLWEHESHERRTIXT!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC R > TWB Tcsh, EIMICTBIHEDDHD FT,
o 1-BZIEHEEDEMICE o TVERT. CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSHESHD £H A
B RHIEENBMIC R > TWBIFEIE. 771LIC Tl CEFIAATEMNICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEGHL. BEBEBDRIZTZICIE. [etc/sysctl.conf 771 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
CNSDEEEHRT D7D, ROELSICLTORATLEZBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLEFT,
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Microsoft Hyper-V TOEZIEHIDIEE

Hyper-V Linux #i&H—E ZXh 1 > X k=)L iz Linux (RE< > > Tk, Hyper-V B ZIREHEA#BE % FH L TH
AMFRL—TFT 4 VI RTLOREEFATIEY, YATLONEZ ERGRETHIFTZICIE. NTPH—EZX
LEBICTOMEEZBMICLET,

ERARL =T VIV XT LT, ROBEZITVET,

1. HyperVI®x—2v—ZBEE7,
2. Linux R VORET. IREY—EX] ZBIRLET,
3. [BZIDREHA] HEIRETNTWB e zHBLET,

pE
Z DO FAZEIF VMware & & U Citrix Hypervisor 0B& 12840 £9, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB EZE T2 7cDICHRR S DEZIFEEZ EMICL £9. HyperV OBzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEEXT,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIEMREEEN B ARIEE. TNENOEREWL Linux (RIE<T> >T. NTP e N1 N—NAH—THEE
PEELEFT. ctUd. NTP ENAN—NA1HF—D@EAD R TLOFEZEABALLS LTI LHRERTT, ¥ X
TLORBM MO —N—DREE OREEIEDONZDZE<ICIE. FLINUXZFZ O X7 LOREHA NTP & FE
HI2HBERHDET, COHE. "R MORZIEHRZENICTIHNELHBD XTI,

VMware Tools % -1 > X b —JL L 7= REETEARAEL Linux H—RILERITL TV BIFEIE. ROBREZITVET,
1. vSphere Client B8 %39
2. Linux{RET> VOREEHREL ET,
. MR IaONT«] FA4T7ATRY VAT, [F7>a>v] 277200y o LET,
4. [VMware Tools] #®RL %7,
5. [FH#] Ry IXT. [RRAMT AL ZRA] Fzv IRy IReFTICLET,

FE 3: Linux VM %= Windows R X-1 >iZB0

LU FIE. Linux ¥ > % Active Directory (AD) R XA VIZIEBINTZHETY:

+ Samba Winbind

« Centrify DirectControl
« SSSD

« PBIS

BRLFEDOFIRICRWVWE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/ubuntu.html#samba-winbind
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/ubuntu.html#centrify-directcontrol
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/ubuntu.html#sssd
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/installation-overview/manual-installation-overview/ubuntu.html#pbis

Linux Virtual Delivery Agent 2303

=

Linux VDA @oO—ALTHTY rC ADDT7AYY FTRLA—Y—B%ZFEAT L. Ty avoEEIk

ByBsehHBDET,

Samba Winbind

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T Y OREEIC Winbind T—E2 BB TI3L5I1C93 ROIATY RT. I ViEHEIC Winbind ¥—€

VHBIRT B L SICHER T BHENHD FT,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxoUZrp/etc/init.dichz e w#HERELET,

Kerberos o##m JL—h~a1—%'—r LT[etc/krb5.conf ZBi.

A

UTFZzRELEY,

ADA>YI7SRMSIFvwICETWT Kerberos #ERM L Ed, XDOBREIF. B—RX1>V B—T 4L X+E

TILERRELTWVWET,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns-name = REALM
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Z 2T domain-dns-name /Y5 X—#—|%. DNS R X% (example.com % ¥) T9, REALM (&, AX
Fo Kerberos $8i5i% (EXAMPLE.COM % Y) T%,

Winbind :2if 0 RHEL @ authconfig . SUSE o yast2 o & 5 %AW —ILa Ubuntu iI2RW o, FET
Winbind z#m L %9,

[etc/samba/smb.conf ZBi=. KERELET,
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP (. REALM OR4ID 7+ —)L K TF, REALM IZAXF D Kerberos EiETY,

nsswitch 01 [etc/nsswitch.conf Zg=. winbind ZX0fTICEMLET:

passwd: compat winbind
group: compat winbind

Windows R X1 YADEIM RKXA>AYbO-5—A7IEXTAET. AVE2—F2—% RXIVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C CT. REALM i3AXF D Kerberos $BI& T, user i3> a—%—% M XA VITEMT 3HERERD KX
‘/IL—'U'—'C‘TO

sudo systemctl restart winbind
<!--NeedCopy-->
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Winbind B PAM 05 XD IOY > R%R{TLT. [Winbind NT/Active Directory authentication] =+
7> a>r [Create homedirectoryonlogin] + 7> 3 VhBERINTWR e 2R LET:

sudo pam-auth-update
<!--NeedCopy-->

RIVHR XA VIZBMEHDBEICDOH. winbind F—EVBRTESHITET,

RXA YA N=>y TOFER  Delivery Controller #EA ¥ 3 C1d. Windows #7-iZ Linux (CBEHR <. &
~RTH VDA Y>> T Active Directory ICO>Ea—42—F TS 9 FHRETT,

RDESIC. Sambadnetads AV REETLT. IVUBPRXAIICBMLTWA I #EELE T

sudo net ads testjoin
<!--NeedCopy-->
BMORXAYELVAVE1—2—F Ty MERERIET BICIF. ROIAY Y REERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos & D2 Linux VDA TERTE 3 & 512 Kerberos AEEL K T TWB Z ¥ 2T 3113,
ROAIY RIZE 2T Y X7 LD keytab 7 7 1 JLHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSBC
CEMERLET:

sudo klist -ke
<!--NeedCopy-->

COARVERICED, FUYINILBEBERI— DT EIFREAEOEICH L THERATI 3 F—D—EHERT
TNnZ 9, Kerberos @ kinit v REETL. ChS5DOF—%2FALT. IO VERXr>yaYbO—-5—ICx
LCERAEL£T:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VOVRBEEHBIIANFTIEET AHLENHBD T, RILESE (O) 13 YIIICEBZBSIMIERHSLDIINY Y
25wa () TIRT—TTBR3HRERHD F9, BIEICK > Tk, DNS KX >&H Kerberos $BlH& ¥ E4 b
£9, LIcH>T. HFEEZEFHALET, COOYYRARINTI . HAKKRTIIhEzE A
ROARY REFEALT. IOV THIYRDTGT Fryw b vwiadni-C =B LET:

sudo klist

<!--NeedCopy-->

ROOARYRZFEHALT, IV 7HO Y MOFRERAELET !
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sudo net ads status
<!--NeedCopy-->

I—H—RHOERE KOLSIC. wbhinfo V—ILZFEALT. RXAYI—HF—HBRAA VI L TERIETI B
R LET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXTVIZFAD RX1 V& T, Kerberos EIEZ TlddHh D £ A, bash ST ILDBE. NV IS5y
2axXFE () i B3 12NV IRSY I aXFEIBELTIRT—TT3HERHDFET, COATVRICED,
BINELIFERERITAVvE—UHRINET,

Winbind PAM €2 a2 —/LAELKBHRINTVWB L #BEBT3ICIE. UHIICERALEZ AR VWRXr>1—4
—7ho rEFERLTLINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

pE o

SSH OY Y FZIELKETTBICIE. SSH OB TEICHEL TWB e 2B LE T,

ROOARYRT, id-u vy RICE>TREIN UID ICx1B 9 B Kerberos BiRIEHRF v v a7 71 IILHMER S
NiCr=®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI C 2EEL £
ER

klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome O>YV —JLF7/IZ KDE OV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
Zis. TFIE6: Linux VDADT VXA =)Ly 1IEHE T,
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B>k

A—H—FEEICHILTH. RXAYTAIYTATA Y LIcEEZILTRI MY TERFTELWVESE. 7
rEEEHLTERITLET,

Quest Authentication Service

FXA>a> bO—5—T0 Quest D&M KDE(EIE. Quest V7 ko= 7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWR L., BEEEHENMISEIN, Active Directorylcd>ykEa
—A—F TV bR TIZ L ERIIRELTVE T,

Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX v > a v e
TRIREDBHBIERXA A —IIHL T, ROBEETVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>VY—IIT. BHRNOI—H—F7hH7T > oD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho v ] 27%8RLET,

3. [Unix xSl Frv IRy IREAVICLET,

4, [F751<VU GIDFES] #. REORAXAA>A—HF—JNL—FDJIIL—FIDIZRELET,

PN

COFIEF. RXA>A—H—HnT>Y—)L. RDP. SSH. F7l3Z0fd ) E— MUETOMILEERAL
TAJF Y TERLIICRET B HEHLRAL T,

Linux VDA T Quest 015§

SELinux ;R > —BADEEE T 74J) D RHELBETIE. SELinux ARLISERATINTWE S, COEA
Ik D, Quest MERT 3 Unix RXA VYT Y RDIPCOXAZILICTFH L. RXMyaA—H—0Os+ %
F£d,

COMERREE T B - DEM ARG EIG. SELinuX DESHK T, JL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=d1isabled
COETBEICIITY VOBEHNHNNVETT:

reboot
<!--NeedCopy-->
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BE:

COREIFERELTHERAL TSIV, SELinuUX R > —0@EAZEMICLIRICBEEMICTD . IL—k
A—H—PZ0OMOO—AINI-—F—TH->TH. BRACOAVITIRINTLESRELHD X7,

VAS 5 —E> DR RDLSIC Kerberos 77 v COBEEHEBEMICL T, YT 3HENRH D 9, B (4
T7S5AA5FY) I$EMICTIHRELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYRICK D, EMERD 9B/E (32,400 ) ICRESNEY, §8b5E. F7v hDOT 7 #)L ~OBEMHAM
TH3 10EMEDD 1BEECRD EY, F7ry FOBMHREADITSICEVS IT LTI, KDNTLMEZZON
FA—E—IZRELEFT.

PAM & &0 NSS ik  HDX %. su. ssh. RDP BREDZDMO Y —EXENLIc R X1 >YaA—H—pOsF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFBTHRBLE !

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >AD&i Questvastool <> REMFEAL T, Linux ¥ > % Active Directory kX~
ICBmaEEd:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (&, d>E a—%—% Active Directory R X VICEBINT 2 1EREF OEBRDOR XM > I —H—TT,
domain-name (&. RX-1>® DNS& (example.com %#¥) T,

RXA YA N=2y TORR  Delivery Controller #ER Y 3 iCid. Windows F7-iZ Linux (BEHR <. &
~RTo VDA ¥ > T Active Directory ICO>YEa—2—FT2 10 FHBETY, Questic&-TEMINT
Linux Y VB R XA VICEET B CE 2RI 3IId. ROIY Y REERTLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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ROV REAALVIZBEMLTVBIHEIE. FXIYVENREINET, IOV RAAMVICEMLTOWERWES, UT
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H R0 PAM ZERA L7 Quest D B X+ > 1 —H—DOFRANBIRENE S D Z R T B ICIE. IETICHE
AL BVWRXA Y I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRIN UID ICx35T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmRBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y KT, Kerberos EIEHRF* v v adF 7y bHEYT. BRINTIIBRVWS L #BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RDOARXVRT, By a>x8&TLET,

exit
<!--NeedCopy-->

RXA > BMORER%E. TFIE6: Linux VDADT Y2 F—JL1 ICEAHFT,

Centrify DirectControl

Windows K X1 >A®&m Centrify DirectControl Agent B' 1 > X F—ILTNTWBIHFE. KDL S I
Centrify @ adjoin <> k&AL T. Linux ¥ > % Active Directory R X1 >ICEBMLF7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X —&—lf&. > a1—4%—% Active Directory K X 1 VIZEBINT 3 EREIFDOEE D Active
Directory K X >a1—%—T9, domain-name /{5 X—4%—|d. Linux X >%BMTZ KX VOEHT
ER
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RXA Y AYN=2y TOFR  Delivery Controller R Y 3 Cid. Windows #7ziZ Linux (CB&EHR <. &
~RToH VDA ¥ > T Active Directory (CO>Ea21—42—F4T U BB TT, Centrify ic&khiBININiz
LInux YR B R XA VICHEET S MBI BICIF. ROAI Y R ERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E#T%H % Z & . CentrifyDC mode T connected iR h 3 Z R L £7,
CentrifyDC mode #* starting ® & £ L AWEEIE. Centrify 754 7> MY —N—C OEHOBE. 7=
BB OREIELEL TVET,

ReERTRE. LOEENEY R T LBRCZHBREZENETEE T,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T F X F4 Active Directory 5K U Kerberos f —ER e &2z T A M LE T,

adinfo —--test
<!--NeedCopy-->

R XA >BMORER%E. TFIE6: Linux VDADT Y2 k=)Ll ICEAHFT,

SSSD

Kerberos O1Er Kerberos #4 > h—JLF3ICId. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos 489 3 cld. [etc/krb5.conf #)L— L THIE. NSA—F—%ZBELET,
pE
ADAYI7SRMSUVFvwICETWT Kerberos #1EM L £ T, XDRBREIF. B—RXM>V B—T 4L X+E
FILERNRE LTWVWET,

[lTibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {
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admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—name = REALM
.domain-dns-name = REALM

ZZtdomain-dns—name/X3 X—4—(F. DNS R X >& (example.com A ¥) TE, REALM . KXF
® Kerberos 48i%% (EXAMPLE.COM % Y) T,

RX>ic8mmd3 SSSD %##m L T. Active Directory % ID 7ON1 4 — & K U'RHED Kerberos & L THE
BALEYT, fc7zL. SSSD Tid. RXA>BIME S AT LD keytab 771 ILOBREICEETZ AD DU S51 7> M
BENREINTULEEA. K0 0IC adcli. realmd. %7:/3 Samba #FHTI 7,

A
Zoto 3Tk adeli 5L Samba ICEAT3BEROAZIRELET,

o adcli ZEAL TR XA VICBMYT 3BEIE. ROFIBERTLET:

1. adcliZr>X+=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVIZBMSEET,
REFALTHVWS X T L keytab 7 7 1 ILZHIBRL. RXAVICBMIEET,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqgdn
<!--NeedCopy-->

user id. RXIVICYY U EBINT 3#ERHIH S R X1 >1——T9, hosthame-fqdn (3. TLE R
XA VEBRRDIS VDR SZTY,

-H # 7> a>id. adcli A Linux VDA TH#E7% host/hostname-fqdn@REALM . W3 T SPN %
EMTBDICHETT,

3. RXAUAIYN=Dy TR LET,

Ubuntu 22.04 &0 Ubuntu 20.04 v > 0iF&lE. adcli testjoindv>y RERTLT. YT Y
RRXAVICBEMLTVWEDRESHZTAMLET,
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Ubuntu 18.04 ¥ > > ®igA 1. sudo klist —-ketav>rR#EERIFLET, adcliy—ILDOHEEILIE
SBATVET, TOVY—ILTIE. IVYHRXIVIZBILTVWEHESHE TR T EARGREINATL
FtA. TOREBRRES XL Y XTLD keytab 7 7 M ILAMEB SN TWA e 2 BRTEZIL T, &
F—DEALREZYTH. IOV RAA VBN BRI —HT 3N ERIELET,

« Samba ZEALTRXAVICBMNT 3158, ROFIEZRITLET:

1L Ny =%V X=ILLET,

sudo apt-get install samba krb5-user
<!--NeedCopy—-->

2. Samba z#Ep L £7,
[etc/samba/smb.conf ZB=. KEZBRELET,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (. REALM ORAD 7 1 —JL K TYF, REALM IZAXFD Kerberos $BIZEZ T,
3. Samba TRXAVIZBMIE X7,

RX>aybO—5—HA7IEXAEET. A1 —4—% KX VIZBINT 3#R%Z1E> Windows 774
Ty EDHRETTY,

sudo net ads join REALM -U user
<!--NeedCopy—-->

Z ZT. REALM I3AXFE®D Kerberos $BIH& T, user i3> a—4—% KX VIEBINT 31ER=ZEFD
RXA>Ya—4—TF,

SSSD Dty b7 v BMEBNYT—IDA VR —ILETIFEH:
B SSSD BL VBN T —I DA Y I b—ILTATVWARWGEE, 1Y XA M—ILLET,

sudo apt-get install sssd
<!--NeedCopy-->

NYT=IHBEICA YA =IILTNTVWB5EA. BT ezb8OLET,
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sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

=

Ubuntu o« > X k=L 7O XiE. T7 #JL 5T nsswitch.conf 5&X U PAM OJ 1 > ES 2— )L 2B
BICHERL £,

SSSD n#&m SSSD F—E> % RE T ZHiIC. SSSD RO EEHNMBETY, SSSD O—ZBD/N— 3 > Tl
|etc/sssd/sssd.conf B 7 7 T ILIET 7 4L b TIEA VA R=ILEINBEWVWED. FEITHERTIHELNHD £,
root ¥ LT [etc/sssd/sssd.conf = {E 2 h VT, RERELZT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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pE
dap_id_mapping i& true IZ:8E T 3 7. SSSD BiEH Windows SID % UnixUID IcxwE>Y I L&

¥o RELABUVISA. Active Directory ' POSIXRRZIRMTE 2 L SICTBHENHD &9, PAMH—E
Z (ctxhdx) (&, ad_gpo_map_remote_interactive (CBMEI N £ 7,

Z < domain-dns-name /Y5 X—%—{&. DNS K X1 >%& (example.com 7 ¥) T9, REALM i,
AXFOD Kerberos 48i#%& (EXAMPLE.COM 7% ¥) TY, NetBIOS KX AV EZBMT Z7HDEHIEHD
Ft Ao

BREBREICDOVWTEHLLIE sssd.conf 8L Usssd-adicfis 3 man R—JZEBL T T,

SSSD F—EVTIE BT 7 M LICFHBEERANMDIERDHNRESN TV EIBENBD XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DReE KOOIV RER{TLT. SSSDF—E>%#REIL. YO VORBEICHT—EVEREHT
FBLSICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #r X< > R%ERTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 hBEIRENTVWBRCEBRBLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1CId. $RTD VDA Y>> (Windows & Linux
VDA) TActive DirectoryicayEa—4—473 0 bHBRETT,

cadcliZHERALTRXAMUXAYN=2y THEERT 318413, sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIERERRTLET,

« Samba ZEAL TRXA U XYN=2y T2HBRT 3H&I1E. sudo net ads testjoindwy Rk
ZRITLTIDUDRXAVICBMLTVE e 2B L. sudo net ads infodvYRFERITLT
EMORAA>HLUPAYE2a—2—FTO I MERERIEL £,

Kerberos #R DOfE  Linux VDA TERTZE 3 & 512 Kerberos AEEL K SN TWB Z ¥ 2R T 3113,
RMOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEEFATVSBC
CEERLET:
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sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
9, LchoT. #dEEREFERALET, COOAYYRDEINTI . BAOERTRINEzEA.

MROARY REFEALT. XY T7ATV RO TCT AF vy ad Nl e z@RLET:

sudo klist
<!--NeedCopy-->

I—H—RAOMHR SSSD I3, T—EVTHERMEZT A FF2AY YRSV Y—ILZRHM L EFEA. PAM &
HTOATET TETET,

SSSD PAM E2 a—LHELKBHEINTVWB L ZRBY BICiE. URNICERALIEI ARV XA > a—H—
THhoYrEEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—o klist 7> RTRENS Kerberos 74 v FHAELL . BRYNTIEAWVWI EEREBLET,

JL—hrd—H—¢ LT, 8020 id-u ATV RTRINEUIDICHRTEFTry bFvwSad 7T ILBMER SN
CCZHRLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBMORE
Ri&. TFIE6: Linux VDA DA >R b—)L) ICEHE T,

PBIS
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RELZPBIS N\wir—CAdo > O—Rd 2

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh

<!--NeedCopy-->

PBIS 1> X b— LR O )T b ZEITEIREICT 2
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1> X b—ILRV ) T hZETEA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R XA >ADSI KXYV MO—F—HRT7IELRAEET. AVE1—F2—% KX VIZEMT S
¥R %D Active Directory A—4'—7h o> FHRETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user ¥, J>Ea1—%—% Active Directory B X1 VIZEBMT 31EREZF OR A > 21— —TF, domain-
name (&, FX->®DNS& (example.com %Y) T,

#: Bash#F7x)LbD> )l LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERFLE T,

RXA Y XN=2w 7ORR  Delivery Controller #H T 3 ICiE. $TH VDA Y>> (Windows & Linux
VDA) TActive DirectoryllayEa—42—#72 U CHRBETT, PBISIC& > TSN/ Linux <
SUNRXAVICHEET B L ERBIBICIE. ROAT TV RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

IOV RAXAVIZBIMLTWAEE. COOXYRIFREDAD RX1>r OU 0EHRZzIRLET, SIMLTVLA
WEEIE. RARBREITIHRRRINE T,

I—H—BDER PAM ZEA L= PBIS O R XA > 1—H—DBENAIGENE S HEERT B ICIF. MaTIcHE
ALECEHBVWRXA > I—HF—THU Y b=FEALTLInuX VDA IO F > L& T,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID ICx5 T 3 Kerberos BigiEsHRF v v a7 71 ILAMER S
N xzmsBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLET,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > X =)L) ICEHET,

FlE4: .NETS5>21L6.0 D1 =)L

Linux VDA @ > X k—JLAfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBEICE > TNET 5> 21 L6021 X —)LLET,

NET 5>%14L6.001>2R+—)L#%. whichdotnet OYY RERFLTS VA2 A LNRERELET,

AR Y REAICESWT. NETSUEALDNAFUNRRERELEF T, fcr Z1E. a7 > REHHYaa/bb/dotnet
DA, /aa/bb #.NET N1 FUNRE LTHEALE T,

FIES5: Linux VDA )Xy r—J04 o >O—R

1. Citrix Virtual Apps and Desktops &~ > O0—RR—JIZ7 XL £ T,
2. @R /N— 3 > Citrix Virtual Apps and Desktops # 2R L £9,

3. AVER—x2bEZ)YILT, LINuXT4 AU Ea2—2 3 2Ic—89 % Linux VDA /Xw 4 —2 k. Linux
VDANRNY T —S DEEMZ KT Z-DICFEHRATES GPC2RAF—%24o>O0—RLETY,

NEAF—EZFEALTLINUXVDANY r—S OBEMZIRET 2 ICIE. 2FF—% DEB 7 —2~X—=XIZ1 VR
— kL. XOOYVRERTLET:

sudo apt-get install dpkg-sig

gpg ——import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> "'

FIE6: LinuxVDA D> ~—JL
FIg6a: LinuxVDAD-1> X ~—)L

KD &S5, Debian Package Manager B L T LinuxVDAY 7 bz 724X M—ILLET,

Ubuntu 22.04 04
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sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb

<!--NeedCopy-->

Ubuntu 20.04 0154

pE

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

<!--NeedCopy-->

GCP o Ubuntu 20.04 @354, RDNS #EMIC L £, Tz 1T5 I, Jetc/krb5.conf @ [libdefaults]
I rdns =false 7%BML £ 9,

Ubuntu 18.04 0154

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb

<!--NeedCopy-->

Ubuntu 22.04 @ Debian k=zEEF—&:

openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3

bash >= 5.1

findutils >= 4.8.0

sed >= 4.8

cups >= 2.4

libmspacked >= 0.10

ibus >= 1.5
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libgoogle-perftools4 >= 2.9~
libpython3.1060 >= 3.16~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~

libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 o Debian #&zREEF—%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-linux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacke >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~

libpython3.8 >= 3.8~
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libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~

libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

Ubuntu 18.04 o Debian #&zRE#—%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.8.9.9
ufw >= 0.35
libgtkmm-3.0-1v5 >= 3.22.2
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
gtk3-nocsd >= 3
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libmspack0 >= 0.6
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
libgoogle-perftools4 >= 2.4~
libpython3.6 >= 3.6~

libnss3-tools >= 2:3.35
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libgt5widgets5 >= 5.7~
libgrencode3 >= 3.4.4

libimlib2 >= 1.4.10
<!--NeedCopy-->

pE

CON—=23>® LiInux VDA THR—FINTWVB Linux 7 AU Ea—> 3>k Xorg D/N—2 3 VI
DVWTI T RTFLEH] 28BLTIETL,

Fg6b: LinuxVDAD7 v 7o L—R (X7 3Y)

D 2N=3 2 LTISRUU =D 5BREDAI VA =T v FIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

F:

BEOA YA M—ILETYyIIL—RTEL., [etc/xdlDTFICHZBRT 7LD EEBSINET, 7y TS
L—RERITIBEIC. BT T7MINENYITyTLTLIET W,

FIET: NVIDIAGRID RS N—D1>ZX =)L

HDX 3D Pro Zz&#hic g3 iCid. NAN—NAHF—2 VDATZ VICNVIDIAGRID RSAN—%1>ZAb=ILT D
BERBDET,

REE D\ /= /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RSA/N=) Z4 >R b—)LLTHERY
BIClE. ROHAA FZBRL T T L

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

NVIDIAGRID #Z VM RSAN—% A YA b—=ILLTHERT B3ICIE. RO—EHNAEFIEZERTLEY:

1. 7ZARVM B vy b EO Y INTWVWBR 2B LE T,

2. NANRX=NAHF—Da> bO—=)LIXRILT. GPUZ VM IZEIDYETET,
3. RS UEEEFLETD,

4. 7ZEVM RSAN=ZVMIZAV R +—ILLET,

F|iE 8: Linux VDA DL
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pE
SV LEREZEY b7y 331, en_USUTF-8 O — LA VX b—J)LENTWB e zRBLE
¥, OSicZoasr—ILht7Wg4ElL. sudo locale-gen en_US.UTF-8 O< > R%RfTL %9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4BEL TH 5. sudo
locale-gen IY > RERTLET,

Nyir—o04 > b—JL. ctxsetup.sh X&) 7 +ERFL T, Linux VDA 2RI 2HBELRH D £FT, ZDR
UM BEETSHIICIRIRZHAL. IRTOREIVR—RV ALY I—ILINTWVWE ZCHERIN
g9, BEICBLT. WOTHIDRIV S+ eBETLTREEEETIEHT,

CORIVTF . FHTERICEAZELAD S, LEFFAICHERLICEAEZERBLTABTRITTEE I, KT
BEIC. ROARYREFEALTCORIV T EONILTZ2BRBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 32 FIEREZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEIfL SN ABR

IYRA—IZBEKTB7DIC. RIEEHZFEAL T ty cT7YTRIVTFTRELRZF T a>ZBET
TET, DEBREBEDNIRTEESINTVBR L, RTUTHIL>TA—H—ICBEROANNERDBZ Xy E—IHK
TENBIEDBLLBD, AV —ILIBZR IV TMMETEE Y,

HR—-FEINBBRELTHICIIRDELSBHONHBD £
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— Rk %&fERBL T,
Delivery Controller 8 %353 e HTEET, T 7L FTIENICRESINTLETD,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& &RIZERT 3
Delivery Controller o2& K X1 & (FQDN) OZXR—IARXYID D—BHABETY, 1D FildEk
DB R A1 VB FEIECNAME T4 U 7 RZIBEEIT IHRENHD 7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~kTldR—k 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA #—E . Y>> DEREBEICEHBLET. T74
IWETRYICRESNTWVEY,
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« CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA#—E X Tld. v hT—IZEEHENS T
LDT7 747 74— )LOBEBEHFTINTVIHBELN BN £, LINUXVDARBIC. YRTFLD T 7AT7 I 4—
LWOREBRR—b (FT74ILETIHR— b 80 BLUKR— b+ 1494) ZEIMTHRTIEd, TIAILLTIHY
ICRESINTVET,

+ CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis -Linux VDA iZi&. Delivery
Controller (23t L TEREE T 5 78I Kerberos #mMBRENKETT, Kerberos #Bmiid. ¥ XFLICTVR
b—ILE K UBRIEAD Active Directory #i5Y —ILH SIEEL £ 7,

« CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro Bt R— kI h % ¥, Thid. s8H7%T
STa4w o7 TV —2 a3 OREBUZRBICTBODOD—EDT ST v o T7oESL—aryrFo/OP
TY, HDX3D Pro #:&#IRL =356, VDAR VDI FRI Ly T (2T NEvsay) E—RAIKERIO
F9 (0%FbD. CTX_XDL_VDI_MODE=Y &%&b F7).

« CTX_XDL_VDI_MODE=Y|N-EBAF2Y by TEREETIL (VD) £HIFKIAMINBZHEBTRI by
TREETIDOELES5 L LTRI VEBHT 2D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LEF. 774 FTENICERESNTWVET,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA |&. DNS #fRH L T LDAP H—N\—%Z#&HEL £,
DNS oBZ=ERZ#O—HIL Y MCHIFET 3ICIE. DNSH 1 FR2ZIEELE T, COTHIE. TTAILELT
T <none> [CHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##& L T LDAP #+—N\—%#%
HLET, DNSH LDAP H—E XL O—RERHBTITHVIEEIE. LDAP ® FQDN & & U LDAP R—+ D
AR—ZARPOD—BHIEETEE T, fl: fadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;R— +&ES% 38993 &, Linux VDA IZIEEI N R X1 VRD
ZLDAP H—N—ICR—UYTE—RTIOITVZEFTLET. KU —DO¥H X TLDAP —N—D#Hy
DOiFE. LINuUXVDAIZXIZY ZHIFTTBOI TV EZRTLET, R—UVI/RENLIVMEZEBRZ . &
wiayOdFUHRETBEAHBD FT, LODERD LDAP JTUZBICTBICIE. RXr>av k0O
—3—T [JO—-NiA&20J] #B#HICL. EESS LDAP R—+EST3268 Z8EL 9, COEH
& 772 b TlE<none> ICEREINTUVETY,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(5l: DC=mycompany,DC=com) ICREINTHRER—IXEFERA L TLDAP 2B L 7, 2L RED
NT =R VRAZRETBHIC. RER—XZIBETITEY (fI: OU=VDI,DC=mycompany,DC=com),
COEHE. T T A ETIE<none> ICREINTWVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—> 3 Biay—E X (FAS) H—/nN—i3. AD &
W—FRI—ICEDERINET, LinuxVDAIZAD JIL—TFHRU S —%HER—rLTVEEA, KD
Dic. £ 00V TRUISNIFASH—N—D—&EZ2FERATIET, >—7>YRE ADTIL—-TFRU>
—TRELLEBOLALTHBIVELRHDEFT, WINHLDOT—N—F7 L IDHFEINTULBRHEIE
ZDEH%Z <none> L WS XFHTEDT. Y—N—TRFLIADIBEHFBIFETELFEA, FASH—N—¥
BNCEETBICIE. FASH—N—THEEINTVLER—rBS—HITZ3R—rESZEBML TS
Wo fil: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
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fas_server_3_url: port_number’ i,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
Y hH—ER (ctxvda) #HR—+FTB3HEHDNET S>R21L6.0%1 VR M=ILTB/IXR, T+
L kDN RIZ/usr/bin TY,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - t v > 3 > THERB 7T 3
GNOME. GNOME 732w, £IEMATET RV by TRIEZHREL£T. EHMERBELRZVEF
ICgde. RMEVDAILA VA M—ILETNTWVWETRI by THMERSNE T, L. REIVI =T
NTW3BT XY by 7H MATE DiFEIE. Z#fEz mate ICRETZHEHHD ET,

ROFIEERITLT. 2= v by a>a—H—0DFRI My TRE*EFEIZCHTIET .
1. VDA ® SHOME/< 2—#—&\> Fos LI bUIC.xsessionT7 71 ILEERL £ T,

2. .XSessTionT77AIEHRELT. T4 AMIJE2a—IaVICESVWTITRY by JIBERIEELE
ERS

- MATE 7 X7 kv 7 DigE

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- GNOME 75> vw o520 by TDFEE

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- GNOME 727 kv 7Dig&

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. 2=y bty a—H#—T700 77 MILOT7 I/ AEREXBLET,

N=23 Y2209 L. €y a>a1—H—RBTRIMYTREZHAREIAATETET., COWEZED
IC93ICid. BRIICVDAICTIDBRARBRT RV by TRIEZ A VA M—ILTB3HBEDRDHD Y, #L<
i TEweara—H—IlL3NRAZLTZI Yy TIRIE] 2BRBLTIEE WL,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TEIC Linux VDA # —EXHBAS N5 & 5
ICTBHESHEIBELE T, TIAILPTRYICRETNTUVEY,

+ CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—b, 77+
I EDOR—KZET7503 T,
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« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET 37 DR— ko 77 )L bDKR—FIZ 7502 T

ER
RDESICLT,
export
export
export
export
export
export
export
export
export
export
export
export
export

export

IRIBTHESREL. BRIV T+ Z2EITLET:
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number

CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N

CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port—number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo AX Y RIC-EA 7o a v aEIEELTRERITL. ERITAHLVLWS TILICEEFEOBETHEZELET. RPDITE
LT #!/bin/bash 32 A L. BIRD ATV RASHEBZVIINRIV T T 7ML EER TR 28O L ET,

Fold ROESIELT 12O Y RTIRTDNTIA—F—ZIBET I LN TETFT:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST="list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis \
CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

HRARE DHIR

SFUAICE>TIE LINUXVDA Ry —S% 7214 X —=ILLAEWT. ctxsetup.sh X7 U F Mk >TiTH
NI-EREEZHIR T CHRBRBLRBZIBEDHD £T,

HUTIBHIC. ROOAIVREFERALTIDRI VT ROANILTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREBEZHIFFY BICid:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTZED, IRTOBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
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ER

= 1odmbs)
ctxsetup.sh 5 &£ U ctxcleanup.sh X 7 U 7k Tid. AV VY —J)LICTS—HARRINh. EROAT T 71
[tmp/xdl.configure.log ICBIIEHRNAEZIAENE T,

Linux VDAH#—EXZBEFHL. EEZRMIEET,

LinuxVDAY J +r9x7D7 V1V =)L
LInuXxVDABRAL VXA F—=ILETNTWVWBHESIHEERBLIED. 1A M—ILINTVBINRNYT—SDON—JavER
RIBICIE. ROOAT YV RERITLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROAR P ERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

Linux VDAY 2 b7 x7%# 74X M=)LICIE. ROOATY REZRIFLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

i

LInuxVDAY 7 bz 774 YR M=IL T2 . BEMIF SN PostgreSQL 8LV Z DD T —
AHHIBFINE T, 7L LInuXVDA D1 > X ~—IL&DHEIZEY b7y TENT. PostgreSQL /N —
THELVEDMOKEFET I/ T—CIFHBRINEE A

7 O

CDOtUarTiE PostgreSQL Y. #kF T2 /Ny 7 — 2 DHIRAEICDOVWTIEEFHBAL TLWEE A,

FIE 9: XDPing 017

sudo /Jopt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMNAEROMEEREEL
79, L <& ™XDPings #8RBLTLETL,
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F|ig 10: Linux VDA ©0=x17

ctxsetup.sh X7 ) 7+ ERAL T LiInuX VDA Z R L5, RO R%EMEAL T Linux VDA ZHIffIL %
ER

Linux VDA 0icE):
Linux VDA 4 —E X #2813 3 ICid. ROV RERTLET:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0 {=1k:
Linux VDAH#—EZXEELLTBICIE. ROV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

7
ctxvdads &tctxhdxty—EX%EIET ZHiIC. service ctxmonitorservice stopdvy
FEETLTERY—EXT—EVZELLEFT, ChZzEFTLAVGE. BERY—EIT—EVIELLE
H—EXzEEHLET,
Linux VDA 0 FiE#):
Linux VDA H—EXzBE#d 3ICId. ROOATYY FZETLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA DIREEDHRERR
Linux VDA 4 —E ZORITREZ R T BICIF. KOOIV RERITLET:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->
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FIEL1Ll: > >AHE2OTDYER

I ha2O47 %R L. Linux VDA Y2 > %EBMT 3 FIEIE. KD Windows VDA TOAZCMTWET, &
DERAVERTTBHEDHBICOWVWTELL X, T AHEZO07 DRI &Y TR rAEO07DERE) #881R
LTLETL,
RDESIZ. LINuXVDA R = BEII A2 O DIERMICIEW Db DFIKH H 5 7. Windows VDA v
VORI VAZOTDERFIBE BRZ A HD £ !
o ARL—=FTaVIIRTLICIE. REFERLET:
- RAFINBZIHBETRI MY TEREETILOBE. WILFEYI 3> 0SA T3>
- VDIERTRI by TEREETILOHE. 220ty a> 0S4 ay
e ALV YAHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEHRWVWTLET WL,
A
Citrix Studio @ UFI /N =2 3 ViE. TLINnUXOS) t WSEREHR—FLTWERBATL R 27
L. [Windows #+—/\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 EBIRT3E. AFEDRI LS

NEZHFTRI by TREETIVHBENISGERINE T, [Windows 72X v 7 0S] #7>a>Ekid
[TROLwTOS] #7232 %EIRTBL. YOV ICICE—1—H—DREETILABEMNISERINE

< >ht Active Directory R X U SHIBRSNIZRICBEEBMINLIBEIZ. TOYI>E2IIVAZOT
NSHIBRLTHSBEEMTZ2HBELDHD F7,

FIE12: FUNU—=TIL—TDIER

FUNY—=FIL—T=fEB L. LinuxVDAX > >2&ELI>rAH20J%BMY 3 FIEIF. Windows VDA 7>
DIHELIREALRLTY . COZRIVETRTTBAEDHBPICDOVWTHLIE TTUNU =TI —-T DRI 25
LTSSV,

Linux VDAY >hand =z &8 T UNI —JIL—TZERT 3581F. ROBHAHHD £

e BIRTBAD 2—H—B LU T IL—T%, LiInuxVDA > ICOTd A>3 LSICEBYINCEBRLTETE T,
o BTN TLAWL (BER) 2—H—0OJF > EHFALEVWTLIET L,
e Windows Yo > 8T >hEO0%2 T UNI—FIL—TFTREESERVWTLLLEI L,

ROoAZOTELCTINI =TI —TFOERFZEICOWVWTE L <&, TCitrix Virtual Apps and Desktops 7
23031 ZBRLTLLET L,
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Debian A® Linux VDA 0F&jr > X k=)L

June 22,2023
BE:

HRA VA M=ILDBFBEIF. BEA VAN ZFERALTEZI VA M= ZT5 ez LET, HE
AV M=ILIIEBEFNDEEHLTE7E1T TR, RERBICREINTVLWEIFEFHI VI M=—ILEDHIS—%
TN TEETD,

FIEL: #E7 71 ILERS LU Linux I > D%
FIE 1a: v cT—UEROEDR
Iy RT—OHQHELLESESLIUBRINTVWESZEEBRL TSI W, e ZiE. Linux VDA T DNS #—/\—
BT 2BE. ROV RERTTIET:
echo "nameserver <dns ip address>" > "/etc/resolv.conf.custom"
echo "#!/bin/bash
#
# Description: script to override default resolv.conf file
# with customized file.

cp -f /etc/resolv.conf.custom /etc/resolv.conf">"/etc/
NetworkManager/dispatcher.d/15-resolv"

chmod +x /etc/NetworkManager/dispatcher.d/15-resolv
<!--NeedCopy-->

FIE 1b: KX FBDRHRE
IOVDKRRAMEBHBERICELSIRESIND L SICT 310, Jetc/hostname 7 7 1 LZZEBELTIYS VDR b+
BOHETERLEFT,

hostname

FlE 1c: RRMEADIL—FNYITRLIADEDHT

YYD DNS RXAYBrRmeBM XA > (FQDN) NMELKHRESINZ e =MRBLET. ZORHITIE.
|etc/hosts 7 7 1 ILDRDITDERND 2 DD FJICFQDN ¥ KRR FRBEENZ LS ICHEELFT:
127.0.0.1 hostname-fqdn hostname localhost

5
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127.0.0.1 vdaO@l.example.com vda®l localhost

T7AILROMDOITY LU S, hostname-fgdnFfizhostnamellid 3 ZDtDBBEEIRL £ 7,
p= N
Linux VDA I$3R7E. NetBIOS BDIDETEHR— ML TVWEF A, RAMRIF IS XFURTHIHBEHL D
D&Ed,
E>bk:

a~z. A~Z, 0~9. BLUNTTY () ODXFOAMEALTL LTV, 7oHE =07 (). A= &
VDML IFFERALABVTLIETV. RAMEZHFTHRLED. N1 TV TRTLEDLABWVWTL
TV, ZdJL—)Lik. Delivery Controller 7R ZX b BICHBRAINET,

FIE 1d: KRR b BORER

JovzBEEFHLT. RAMERPELCRESNTWVWA e 2R LET:

hostname
<!--NeedCopy-->

COAXVRIZELDT. EDOIYTVDRLEH R X128 (FQDN) Tid%H<. ZDHRAMEDHANERINET,
RDOATV R T, BBk X1 VBDELLERESTNTVWBR e 2B LET:

hostname -f
<!--NeedCopy-->

COATVRIZED, TV VDTLEBH R XA VEAIRINET,

FlE le: YILFFv X~ DNS Ok
T7AIWNEDRETYILFFv X+ DNS (IMDNS) HEMTH 270, BRIBROGRICFEADVRET B55D
HHET,

mDNS Z&E#IC T 3iCid. [etc/nsswitch.conf Z4REEL T, UTOIT#EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FIE 1f: ZRIRL Y —E XEEAREM ORER

ROOARY R T, TRBH XA VERMERTEIZ . RXr> Y O—5—k Delivery Controller n5
ping ICIEENH D e 2B LET !
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nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TEBMMR XA VEZFRTIHRV, FRIFINS50IIYOVWTILDS ping ICRELNBRVIEEIE. FIBEZFHER
LTHERICEATLIETL,

FlE 1g: RRIAADHERL (chrony)

VDA. Delivery Controller. FX->O> bO—5—OETERARZIFAHEZEIFISICIIEETY, RETY
> (VM) £ LTLINnUuxVDAZRI bF2 . BEDHRERICHZBMENEET ML HDET, LA >T,
VDE—FDEALT—ERZFEAL THZIZHEIF I 2HE8OLET,

chrony @1 > 2 k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—hka—%—r LT [etc/chrony/chrony.conf #/{E&EL. XRDLSICR) E— 21 LY —N—ICHIET Y
—N—IVhrUEBMLZT:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

—MRMNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—IILb—N—D5EHZIZE
HLEEA. RXA>DE Active Directory KX >a> bO—-F— X d 2 —N—I> hUEEBMLET,

IW—=FNw o IP 7RLZA. localhost, XT U v oH—nN—o *.pool.ntp.org T> bUKRY, —BIZH S F D
DY —N—FRFFT—ILIT> ) ZHBRLET,

EEZFREFELTHSE. KOOV RT Chrony F—EV%BiEE L7

sudo systemctl restart chrony
<!--NeedCopy-->

FIE1h: Xvr—S01rVR =)L

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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FlEli: VRS MU ZBML TRERKERFEZI VI —ILT S

Debian 11.3 o#B&. /etc/apt/sources.list 7 7 r)Licdeb http://deb.debian.org/debian/
bullseye mainfrziBiL 7,

FIg1j: FHATZIT—IR—REAYXM—)LLTEET S

HERERPE DMEE L LT, PostgreSQL 120X T SQLite bEATE £ 9, LInuXVDAN Y =% VX h—=J)LL T
#ld. /etc/xdl/db.conf%#EEd 2 £ T SQLite & PostgreSQL #tI0 &3 HTETET, FE1 >
Z b—=ILDiFE. SQLite & PostgreSQL ZF/ICFE T VA F—IILLTLWHRWVWEEID B XIRENTETEHA,

Dt 3> T PostgreSQL & SQLite DF—4R—XZA VR L=ILTBHEL. FHTZT—ER—I%
BETBHEICOVWTHELED,

A

SQLite (F VDI E—RICOAERTZ Lz HEBHLET,

PostgreSQL o1 > X b—JL ROIAT> FZRTLT. PostgreSQLZr> X b—JLLZET:
sudo apt-get update
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

YT OREKREF - I3BNRT PostgreSQL #2819 3121, EhZN ROV RZERTLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

SQLite #r> X ~—JL¥3 Debian ®BE. XOATY RF%ER{TLTSQLite #1 > X —=JLLET:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

FRITZT—IN—%IEETS LINUXVDA XNy T—JD1 VX h—=)L#IC/etc/xd/db.confxipET
B, FRTRZT—EAR—XEEETITET, CDEDICIE. ROFIEZRTLET:

1. /opt/Citrix/VDA/sbin/ctxcleanup.shzxR{TL %7, HRI > A +—ILDFE. COFIE
IFEE£EY,
2. /Jetc/xdl/db.conf#EELT. FRTEZT—ERN—XZEELET,
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3. ctxsetup.shz®f7L£7,
p

[etc/xdl/db.conf % L T PostgreSQL OR— +FBES % EBR IS HTIFT,

FIE2: NAIN—NAF—DERH

YR—FINBNAN—NAHF—LTVM & LT Linux VDA ZR{TT3HE. W ONDEENNRETY, FHT
BNAN=NAHF—DTS Y T+—LICEDET. ROEEZTVWET, RT7AXAFZIN—RIT7TLnuxv>>
®RTT3HBE. TEIINREHD FHA,

Citrix Hypervisor TORZIFEHDIEE

Citrix Hypervisor O B ZIE A EED B BIEE. T2 O ZEREWK Linux RE< > > T NTP & Citrix
Hypervisor TRIEHDEEL £9, -tk NTP & Citrix Hypervisor OEAH S X FLOREEEELLS T
BCHREAEATY, PXTLOREMOY—N—DRB L ORENMEONZDEFHSICIE. & Linux 72 DX
TLOREMNANTP LA TIHRENRDHD T, COBE. R MNORZFEHZEMNCTIHENHD FT, HVM E
— R Tl EEIIRBREHD FH A,

Citrix VM Tools h*-f > X b — )L T - B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HIBEMTEE ST 2D Sh L. LiInuxXREIS YR TENCA > TVLWBHE SHEERTE £
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFOFRIF1ZERLET:

o 0-BAIAHAIEDBEMICHE > TWE D, EXICTIHENDHD £,
o 1-BZIFHBEEDEMICHE > TVET, CNULEORFIIBNEDD FHA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIIHESHD £H Ao
BIZIB B AEN B NIC R > TWVWBIHBEIE. T71ILIC Tl CESIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGHL. BEBEDHEIFTSICIE. [etc/sysctl.conf 7 7 1L EREL T, ROTEEMLET:
xen.independent_wallclock = 1
NSDEEEMHRT 57D, ROELSICL T AT LEBESHLET:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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COOIXRVERIF1ZRLET,

Microsoft Hyper-V TOEZIEIDIEE

Hyper-V Linux i % —E X1 > X b—JL 3 hiz Linux [RE<Y > > TlE. Hyper-V OBSZIEHAKEE = EA L TR
AbFRL=TA VI RTLOEEZMATEEF T, Y RTLOFHEZ ERGKETHERTBICIE. NTPH—EX
CEBICDHEEZBMICLE Y,

BEARL—FT 4 VIV RATLT. ROBEEZITVET,

1. HyperVI®x—2v—ZBE £,
2. Linux RIS >V ORET, [HEaH—EX] 2ERLET,
3. [FZIORE] AERENTVWB e B LEFT,

7
CDFE#IF VMware & & U Citrix Hypervisor 0i& CI3E4 D £3, VMware & & U Citrix Hypervisor

Tld. NTP t OB EZ8 T 57 DICHR S DORZIFEEZ EMICL £9. Hyper-V oRzIEHIZ. NTP & #7F
L. NTP ORZIBERZ#TI B D TEE T,

ESX & & U ESXi TORKIRIDIEE

VMware OEZIFHEAEEN B RIHE. ThE2hOEREK Linux RIBET S > T NTP e N1 /NX— N1 H—TRIE
PRELEFT, THE NTP ENAN—NAF—DOEANL T LOBRMZRBMLESETEEHRATY, ¥R
TLOREMOY —N\—ORE L OREBANKHDNZDEH<ICIE. & LINUX 7S X DY X7 LORBA NTP [
HY2HENBDET, COFE. R FORZIEHREEMNICTIHELNHD £Y,

VMware Tools % > X b—)L L7 RETHEREWK Linux h—RILERITL TV REEIE. ROBEEITVWET,

1. vSphere Client ZBiZ £ 7,

2. Linux{RET> VOREEZHREL ET,

3. REx > >OFONT«] FATATRYIRT, [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] Z#RL £9,

5. [F##] Ry IRT. [(RRAMET AR ZRA] Fzv IRy IREFTICLET,

F|iE 3: Linux VM %= Windows R X-r >iZB0

B FIE. Linux ¥ > % Active Directory (AD) R X VIZIBINTZAHETY:

+ Samba Winbind

« Centrify DirectControl
+ SSSD

« PBIS
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BIRLIAZEDOFIBICREWVE T,
E:

LinuxVDAoO—hILT7HO Y b ADDT7 AUV FTRILLA—Y—RE2FEATIE. Ty a > oiReick

BIBehHBOET,

Samba Winbind

BEBNY T =201V ~—ILEIFESR

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

T OREEIC Winbind T—E %A TE 3 L5193 ROIAY Y RT. I VESEIC Winbind ¥ —%

HRIAT B L DI T BUENHD £,

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxs U7 ks /etc/init.dich3 e w#HEELET,

Kerberos o##m JL—h~a1—%'—r L T[etc/krb5.conf ZBi.

F:

UTFZzRELEY,

AD1>T7S5 RS UFvICEIWT Kerberos ##BR L £¢. RDZREIF. B—RXA >V B—T#LX+E

TILERRELTWVWET,

[libdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

192



Linux Virtual Delivery Agent 2303

.domain-dns—-name = REALM

Z 2T domain-dns-name /Y5 X—%—|&. DNS R X% (example.com 4 ¥) T9, REALM &, AX
Fo Kerberos $8i5i% (EXAMPLE.COM %) T9,

Winbind iR vim Jetc/samba/smb.conf 1< > k%3217 L T/etc/samba/smb.conf ZgEL\ TH
5. UTERELET:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP . REALM OBR¥D T 1« —IL R TS REALM IZAFE®D Kerberos $EiH& T3,

nsswitch 01 [etc/nsswitch.conf ZBE. winbindzxofTICBMLET:

passwd: systemd winbind
group: systemd winbind

Windows R X1 YADEIM RKXA>AYbO-5—A7IEXTAET. AVE2—F2—% RXIVIZEBMT 3
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo net ads join <Kerberos realm name in uppercase> -U <domain user
with permission to add computers to the domain>
<!--NeedCopy-->

Winbind oFah
sudo systemctl restart winbind

<!--NeedCopy-->
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Winbind B PAM 05 XD IOY > R%R{TLT. [Winbind NT/Active Directory authentication] =+
7> a>r [Create homedirectoryonlogin] + 7> 3 hERINTWRLSICLET:

sudo pam-auth-update
<!--NeedCopy-->

RIVHR XA VIZBMEHDBEICDOH. winbind F—EVBRTESHITET,

RXA YA N=>y TOFER  Delivery Controller #EA ¥ 3 C1d. Windows #7-iZ Linux (CBEHR <. &
RTOVDATY>>TActive Directoryicd>yEa—42—#72 0 CHBETT,

RDELSIC. Sambadnetads AV REEITLT. IVUBPRXIICBMLTWA I #ERELE T

sudo net ads testjoin
<!--NeedCopy-->
BMORXAYELVAVE1—2—F Ty MERERIET BICIF. ROIAY Y REERITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos & D2 Linux VDA TERTE 3 & 512 Kerberos AEEL K T TWB Z ¥ 2T 3113,
ROAIY RIZE 2T Y X7 LD keytab 7 7 1 JLHMEREH T keytab 7 7 1 LICEMBRF—HEFNATVSBC
CEMERLET:

sudo klist -ke
<!--NeedCopy-->

COOXVRICED, TUVINILBEBERLM— DT EIEFREAEHOEICTH L TERATESF—D—EIERR
TNnZ 9, Kerberos @ kinit v REETL. ChS5DOF—%2FALT. IO VERXr>yaYbO—-5—ICx
LCERAEL£T:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
VOVRBEEHBIIANFTIEET AHLENHBD T, RILESE (O) 13 YIIICEBZBSIMIERHSLDIINY Y
25wa () TIRT—TTBR3HRERHD F9, BIEICK > Tk, DNS KX >&H Kerberos $BlH& ¥ E4 b
£9, LIcH>T. HFEEZEFHALET, COOYYRARINTI . HAKKRTIIhEzE A
ROARY REFEALT. IOV THIYRDTGT Fryw b vwiadni-C =B LET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HIY MOFH@AERABTLE T
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sudo net ads status
<!--NeedCopy-->

I—H—RHOERE KOLSIC. wbhinfo V—ILZFEALT. RXAYI—HF—HBRAA VI L TERIETI B
R LET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXTVIZFAD RX1 V& T, Kerberos EIEZ TlddHh D £ A, bash ST ILDBE. NV IS5y
2axXFE () i B3 12NV IRSY I aXFEIBELTIRT—TT3HERHDFET, COATVRICED,
BINELIFERERITAVvE—UHRINET,

Winbind PAM €2 a2 —/LAELKBHRINTVWB L #BEBT3ICIE. UHIICERALEZ AR VWRXr>1—4
—7ho rEFERLTLINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

pE o

SSH OY Y FZIELKETTBICIE. SSH OB TEICHEL TWB e 2B LE T,

ROOARYRT, id-u vy RICE>TREIN UID ICx1B 9 B Kerberos BiRIEHRF v v a7 71 IILHMER S
NiCr=®BLES:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—D Kerberos BREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI C 2EEL £
ER

klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome O>YV —JLF7/IZ KDE OV —IILICEEOI A>3, AEOTRAMERITTEET, RXTUEMD
Zis. TFIE6: Linux VDADT VXA =)Ly 1IEHE T,
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B>k

A—H—FEEICHILTH. RXAYTAIYTATA Y LIcEEZILTRI MY TERFTELWVESE. 7
rEEEHLTERITLET,

Quest Authentication Service

FXA>a> bO—5—T0 Quest D&M KDE(EIE. Quest V7 ko= 7% Active Directory R X-r>1a>
FO—5—ICA>Xb=JLL. BELTWR L., BEEEHENMISEIN, Active Directorylcd>ykEa
—A—F TV bR TIZ L ERIIRELTVE T,

Linux VDA Y VICR XA > aA—H—HOJF > TESL 5125 Linux VDAY Y THDX v > a v e
TRIREDBHBIERXA A —IIHL T, ROBEETVET,

1. [Active Directory a—#'—r d>vEa—4—] EBI>VY—IIT. BHRNOI—H—F7hH7T > oD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho v ] 27%8RLET,

3. [Unix xSl Frv IRy IREAVICLET,

4, [F751<VU GIDFES] #. REORAXAA>A—HF—JNL—FDJIIL—FIDIZRELET,

PN

COFIEF. RXA>A—H—HnT>Y—)L. RDP. SSH. F7l3Z0fd ) E— MUETOMILEERAL
TAJF Y TERLIICRET B HEHLRAL T,

Linux VDA T Quest 015§

SELinux ;R > —BADEEE T 74J) D RHELBETIE. SELinux ARLISERATINTWE S, COEA
Ik D, Quest MERT 3 Unix RXA VYT Y RDIPCOXAZILICTFH L. RXMyaA—H—0Os+ %
F£d,

COMERREE T B - DEM ARG EIG. SELinuX DESHK T, JL— k21— —2 LT, [etc/selinux/config
HiREL. SELINUXSBEEZRDEEDICEELFT:

SELINUX=d1isabled
COETBEICIITY VOBEHNHNNVETT:

reboot
<!--NeedCopy-->
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BE:

COREIFERELTHERAL TSIV, SELinuUX R > —0@EAZEMICLIRICBEEMICTD . IL—k
A—H—PZ0OMOO—AINI-—F—TH->TH. BRACOAVITIRINTLESRELHD X7,

VAS 5 —E> DR RDLSIC Kerberos 77 v COBEEHEBEMICL T, YT 3HENRH D 9, B (4
T7S5AA5FY) I$EMICTIHRELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COOARYRICK D, EMERD 9B/E (32,400 ) ICRESNEY, §8b5E. F7v hDOT 7 #)L ~OBEMHAM
TH3 10EMEDD 1BEECRD EY, F7ry FOBMHREADITSICEVS IT LTI, KDNTLMEZZON
FA—E—IZRELEFT.

PAM & & TF NSS 0#ER, HDX %. su. ssh. RDP XD ZDtpH—EXEZN LI R XA vaA—F—pOd =+ >
ZEMITBICIFE. ROOYY FZEITLTPAM & NSS #F8CTHR L £ 7!
sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows kX >A®&M Questvastoolav >y REMEAL T, Linux ¥ > % Active Directory kX
VICBMEEEY:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. d>Eax—%—% Active Directory K X VICBINT 3 1EREF OEBRDOR XM > I —H—TT,
domain-namelf. RX-1>® DNSH (example.com %#¥) T,

RXA Y AYN=>y TOFER  Delivery Controller R Y 3 iC1d. Windows #7ziZ Linux (B8R, &
RTHVDAT>>TActive DirectoryildAYEa—2—3T7J 0 FHBRETY, QuestiCk>TEME
N LINUX YO UB R XA VICEET D 2B T 3ICIE. ROOT Y RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDRXASVIZBMLTWRERIE. RXAMVEDIRINET, IOV RXAAVIZEMLTVWAWES., UTF
DIT—HMRRINET:
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ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RAE R PAM ZER L7 Quest D B X+ > 1 —H—DOFRADBIRENE S D E R T B ICIE. LIETICHE
BLECEHBRWRAC Y A—HY—FHI Y rEERLT LinuxVDAICOJ A > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID I35 T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT Y KT, Kerberos BEIEHRF* v v adF7y hHAEWT. HRYINTIZHRVWC L 2BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

KOOV RT, By a>xz&TLET,

exit
<!--NeedCopy-->

RXA>BMOERE. TFIE6: Linux VDADT > k=)Ll ICEHFT,

Centrify DirectControl

Windows K X7 >A®&m Centrify DirectControl Agent B > X b — LI N TWVBIHFE. KDL SIS
Centrify ®adjoinav > k&AL T, Linux Y>> % Active Directory B X1 >IZBIML £7:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NT X—4—|t. AV Ea1—42—% Active Directory K X > IZIBINY 3 1ERZHFOEE D Active Directory
RXA>a1—4—T9, domain-name /85 X—&—|F. Linux <> U %iBINT 3 R X1V DERITY,

RXAYXYN—=>w FOFER  Delivery Controller #R 9 3 iCid. Windows F7-1& Linux ICBIE#HR <. &
ARTH VDA ¥ > T Active Directory icaA>Ea—42—4 7220 bHABETY, Centrify ickDiBIMI N
LINUX YV YDIR XA VICTFET D Z2BRT RIS ROIYY REETLET:
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su -

adinfo
<!--NeedCopy-->

Joined to domain E»'E31TH % Z r . CentrifyDC mode T connected #5Rch 3 v #HBLET,
CentrifyDC mode #* starting @ & £ LAWEEIE. Centrify V547> MY —N—C OEBEHRORE. %7
SR OBENEE L TVET,

REFERATIE. SOEENLGS T LRRCZHBREZNETIET,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

T £ X %7 Active Directory & & U Kerberos ¥ —E Xt DiEHET I ML E T,

adinfo --test
<!--NeedCopy-->

RXBINOMERE. TFIEG6: LinuxVDADA >V =)L) ICEAZFT,

SSSD

Kerberos Ot Kerberos #41 > b—JLT3ICIF. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #1833 Cix. [etc/krb5.conf Z/L— X LTRSE. NSX—2—%HBELFT,
pE N
AD1>T75 RS UFvICEDWT Kerberos #18BR L £9. RDHKREIF. B—RXA >V, B—T L X+E
FTILEIFRE LTLWET,

[Tibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
rdns = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
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kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—name = REALM
.domain-dns—-name = REALM

ZZTcdomain-dns—-name/t3 X—%—ld. DNS KX >%& (example.com %¥) T9. REALM I3, AXF
@ Kerberos %8i5i% (EXAMPLE.COM %A Y) T,

RXA>Iic8mMg3 SSSD ##m L T. Active Directory % ID 70O/ 4 —& & URED Kerberos & L TfE
BALET, 7c72L. SSSD Tid. RXA VBN AT LD keytab 771 ILOEBEBICETZ AD DU S517 > Mg
BEMREINTLELEA. KD DIC adcli. realmd. #7:13 Samba ZEHETI 7,

A
Dt a>TiE adcli & Samba ICET3IEHROATIRMELET,

« adcli ZEALTRXAVICBMTY 315813, ROFIEEZRITLEY:

1. adclizr> X b=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVIZBMEE T,
REFALTEHVWS T L keytab 77 1 ILZHIBRL. RXTVICBMIEE T,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqdn
<!--NeedCopy-->

user id. RXA VI U #BMT 3ERNH S K X1 >I1—%—T9, hosthame-fqdn (3. T2EF K
XA VBERDIS VDRI MEZTY,

-H # 7> a>ig. adcli i, Linux VDA TH#E#A host/hostname-fqdn@REALM & WS F= T SPN %
ERTEIDICHETY,

3. Y27 L0 Keytab ZHEBL £ 7,

sudo klist -ketavw>yR%ER{TLT. YXFLD keytab 7 7 1 LHMERI N TWVWB e 2R LF
ED

BEX—DEALREZVTH IZUHBRXAVICBINLIERRC T30 ZRELE T,
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« Samba AL TR XA VICBNT 315813 ROFIEZERTLET:

1. Ryr—o%# 12X +=JLLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba =L X7,
[etc/samba/smb.conf #B=. KZREL X,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP |&. REALM OEAD T 1« —ILRTT, REALM IZAXF D Kerberos EIHZ T,
3. Samba TRXA VIZEBMIE X T,

RXAYOAY FO—5—HFILIAHET, A2 —4—% F X1 VIZEBMYT 31#ER%ZHF> Windows 77
'7 D l\h{’\‘g—c“j—o
sudo net ads join <the Kerberos realm name in uppercase> -U <

domain user with permission to add computers to the domain>
<!--NeedCopy—-->

SSSD Dty r 7w T WMEBERENYIT—IDA VR —ILEISER:
B SSSD BLUBR/N v -SRI VR M=ILENTUVARWES. 1R M—=JLLET,

sudo apt-get install sssd
<!--NeedCopy-->

NYT=DHBEICA VA —ILTNTWVWBHEA. BT ez68OLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

SSSD D#Em SSSD 7—EV%RET BHiIC. SSSD BROLTENMKRETY, SSSD O—ED/N— 3 > Tl
[etc/sssd/sssd.conf B 7 7 1 ILIET 7 4L b TIEA VA F=ILEINBEWVED. FEITERTIHELNHD £7,
root £ LT [etc/sssd/sssd.conf #{Ef g 2h VT, RERELFT:
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[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
A

dap_id_mapping (% true IC:&E TN 3 7o SSSD BiAH Windows SID % UnixUID IZxwE>Y I L&
T RELBWEA. Active Directoryh POSIX#RZIRETI 5L 3ICTRIHRENH D £3, PAM
H—EX (ctxhdx) (. ad_gpo_map_remote_interactive iCiBIIT L £ 9,

Z Z ¢ domain-dns-name /X5 X—%—|d. DNS R X1 >& (example.com 7 ¥) T9. REALM ix. K
XF 0 Kerberos 48i5% (EXAMPLE.COM %Y) T%, NetBIOS KXV E%EBRT I 1-DDEMFITHD F
HAo

BREEICDOVWTELLIE sssd.conf 8L Usssd-adicBis % man R—C#EBL T TV,

SSSD F—E > Tld W7 7 1 ILICFIEERAIMDERDADRESNTVWILELHD o
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sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DReE) KOOIV RER{TLT. SSSDF—E>%#REIL. YO VOREEICHT—EVEREHT
FIBLSICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #5 X< > R%ERTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> 3 MBIRENTWVWAESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORR  Delivery Controller zfER$ 3113, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryildyEa—4—47J 0 bHARETT,

cadcli ZERALTRAAM U XAYN—2y THEHERT 318413, sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIEHRERRTLE T,

« Samba ZFEAL TRXAM U XIYN=2y TEBERT 3/ E1E. sudo net ads testjoindawyk
ERITLTIS VD RXAIVICBML TV e 2B L. sudo net ads infodvYRERTLT
BMORAS>HLPAYE2a—F—FTO I MERERRLE T,

Kerberos #/ 02 Linux VDA TERATE 3 & 512 Kerberos AIEELK R INTWB Z 2R T BICI3.
RMOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEFEFATVSC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBER1I—rDOIEIEFREAFEDOFICH L TERATESZF—D—EHERR
INET, Kerberos Dkinitdv Yy EZ2ETL. ChBDF—%FEALT. IO YZRXr>dY FA—5—IC
LU TERAEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->
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RUVBUERBIIANFETIEETZIHELNHD ET, RILEE () F. PTIICKBBESHMIZH<LHICNY Y
Z25vva (\) TIRT—TI3HERHD 9, BEICK>TIE. DNS RX1r >&H Kerberos Bl - B4R D
£9, LI oT. HPEIEBEFEALET, COOATYRBEINT R . HAOWRRRINEE A,

ROARY RZFERALT IV T7ADY MO TCT AF vyl adhicCezREBLET:

sudo klist
<!--NeedCopy-->

I—H—REOmER SSSD . T—EVTEERMZTRA NI 2 IV RSV Y—ILERHLEFHA. PAM&E
HTOATTTEET,

SSSD PAM EV a2 —I)LAELLKBRINTWVWE e 2RI 3 ICIE. UBNICEBRLAEZEHARVWR XMy a—H—
THoYhEFERALTLinux VDA ICOF A > LES,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a1—%—o klist v > RTIRENS Kerberos ¥4 RHELL . BRIINTIRBVWC EEZRELE T,

L= ra—H—2 LT RO iId-udY>Y RTRINAUID ICHBTEZF 7y bFry a7 s ILHRERI N
CrEmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7zi% Gnome Display Manager ICEEOJ A>3, AFOTA M ERITTIET, RX1VBMORE
R, TFIE6: Linux VDADA VA F—)L) ICEHET,

PBIS

WHEREPBIS N\wir—C% 47 0O0—R*2
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

PNS«zzh—»xaujh%iﬁTbk
sudo chmod +x pbis-open-9.1.0. 551.11nux.x86_64.deb.sh

<!--NeedCopy-->
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PBIS 1> X b—)LRV ) T hEETEA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

Windows R X1 >ADBIM KXY FA-S—HAT7IEXAEET. Va1 —42—% BEX1 VICBMTS
¥ERR % 35D Active Directory 2—H'—7HU Y FHARETT:

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user |¥. I>Ea—%—% Active Directory B X VIZEBINT 31EREZFDOR X1 > I1—%—T7F, domain-
name &, KX->®DNSHZ (example.com %Y) T,

#: Bash#F7x)L bl LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > RERTLE T,

RXAYXYN=2y TORER  Delivery Controller z M3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectorylldvEa—2—47J 0 bFHBETY, PBISICk>TEMI N Linux <
SUNBXAVICHEET B L ERBIBICIE. ROOATY Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHRAAVIZBIMLTWAEE. COOXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTVLA
WEEIF. R RBREITHARRINE T,

I—H DR PAM Z@ER L7 PBIS O R X+ > 1—H—OFBEENETRENE S HZFER T B ICId. LUFICHE
BLECEABWRAS I —FTHU Y ~EERALT LiInuxVDAICO A Y LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIck>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 ILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROARVET, Ey2aryzE&TLET,

exit
<!--NeedCopy-->

RX1>BMOMERE. TFIEG6: LinuxVDADA VA b—)L1 IEHAZF T,
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Flg4: .NET>>Z1L6.0D1>RE—)L

Linux VDA @-r > 2 b—JLaiIZ, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers®FIEICE > TNET 5> 21 L6021 X —ILLET,

NETS>214L6.0D—1>X+—)L#%. whichdotnet OY Y RERITLTS VR A LNAERELET,

OV REAICETSWT NET S22 LONAFINRZREL£T, e xidE. I7 > RHHht/aa/bb/dotnet
D&, [aa/bb = NET N1+ U NI LTHERALET,

FIES: LinuxVDANwvr—> o485 >yO—R

1. Citrix Virtual Apps and Desktops 47> O0— RR=JIZFIE AL £ T,
2. @&tN#/N— 3 >0 Citrix Virtual Apps and Desktops # @B L £ 7,

3. AVR—=x>brEIYyI LT LINUXTAARJE2—23 21— 9 3 Linux VDA /N —2 . Linux
VDANRNY T —C DEEMZKRIET ZDICERTES GPC2RA*F—%247>O0—RLEY,
Linux VDA Ry r—S nEEH 2 BT 3IC1E. A+ —% DEB 7 —42~RX—X|Z1VR—kL. ROOAT Y
RERITLET:

sudo apt-get install dpkg-sig

gpg --1import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> "

FIE6: LinuxVDA D> ~k—JL
FIg6a: LinuxVDAD1>X =)L

KD & 51, Debian Package Manager Z#EB L T LINnUXVDAY 7 bz 7%2 1 YA R—ILLET,

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 11.3 0 #&kFREGF—&:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2

libxrandr2 >= 2:1.5.1
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libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.6.0

sed >= 4.7

cups >= 2.2

ghostscript >= 9.53~
libmspacked >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->

i

CON—=23>® Linux VDA THR—FZINTWVS Linux 7 X bV Ea2—>3 > Xorg D/N—2 3 VI
DVWTIE T XTLEMH 2BRLTIRETL,

FJg6b: LiInuxXVDA D7y FFL—R (X7 3Y)

BHD2N=3 2 LTISRVU =D 5BEDAI YA M=ILET v FIL—RFTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
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pE

BEOA VA= ETYTIL—RTBL., letc/xdlOTFICHBZBH T 7LD LEESINET, Vv T
L—RERTTBHIC. BT T7IILENY I Ty TLTLET L,

FIET: NVIDIAGRID RS N—=D1>X =)L

HDX 3D Pro Zz&#Ic g3 ICid. NAN—NAHF—2 VDA VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BELRBDEY,

FEE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS14/N=) 24> X b—)LLTHERT
BIClE. ROAA FZBRL T T L

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—=ILLTHER T BICIF. RO—MEHNAFIEZERITLEY !

1. FAEVM B vy b ENTVWB L EZRBLE T,

2. NMN=NAHF—=02> bO—ILNRILT, GPUZ VM IZEIDHETET,
3. R UEEBLET,

4. FZAEVM RSAN—ZVMIZA VXA b—=ILLET,

F)E 8: Linux VDA DO#55K
pa o
SR LIREEZEEY Ty BHIIC. en_USUTF-8 O — LA VA M=ILENTVWB e zHERBLE
T, 0SIcC O —ILhiiWwiEElL. sudo locale-gen en_US.UTF-8 v > R%&ERITL £9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4REL TH 5. sudo
locale-gen IY > RERTLET,

Nir—on4 > b—JL. ctxsetup.sh X&) 7 +%ERfFL T, Linux VDA 2RI 2HRELRH D £T, ZDR
UM BEETSHIICIRIEZHAL. TIRTOREIVAR—RV MLV IF—ILINTWVWE ZEHERIN
g9, BEICBLT. WOTHIDRIV TS+ eBEITLTREEEETIEHT,

CORZVTF . FHTERICEAZLAD S, LFFFICHERLICAEZERBLTABTRITTEE I, KT
BEIC. ROARYREFEALTCORIV T EONILTZ2HRLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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HEICEEY 518K

RDESICLT, BRICEET 5 F B ERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

EEIE AR et 134

TR —ILZBEKT 37D, RIEEHEZFEALT. ty by TRIVTFTREERZ AT T2 a>ZHBET
FET, BEBEHEDNIRTEESNTVLBI L. RIUTMIL>TA—HF—IBEROANZERD B X v E—IHK
TENB D BLBD AV - IILBZR V)T METEEY,

HR—-FINBBREBEZHICIIRDELSBHLOHHD £ :

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— k&R L T,
Delivery Controller 8%38E 23 e TEET, T I FTIENICREINTVLETS,

+ CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& RIZERT 3
Delivery Controller 5z£f&8i K X >%& (FQDN) OXR—IRXND D—EBHURETT, 1 DEIFEHK
DREBHIR XAV EEIFCNAME I ) 7R ZBETIHVELHD £7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IPR— bt (F7xJL b Tid/R—k 80) %=
fEA L T. Delivery Controller ¥ @EL £9,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Linux VDA ## —E X%, I~ > OEBEICEIBLET, T 7+
LETRYICRESTNTWVED,

+ CTX_XDL_ADD_FIREWALL_RULES =Y |N-Linux VDA #—E X Ti&. *v b7 —IZEEHENS T
LT 747 74— ILOBREHFAIINTVIHRENHD T, LInUXVDARIC. SRTLDT 71T I +—
LWORELGR—bF (F7AIETIFR—F 80 BLUR—K 1494) ZEEITHKRTET XTI, 774/ ETIEY
ICRESINTUVET,

« CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis -Linux VDA iZiZ. Delivery
Controller (23t L TEBEE T B 7= IC Kerberos iR ENBETY, Kerberos #mid. SR FLICA VX
b—ILE LK UEBRIEAD Active Directory gy —ILH 5I8EL £7,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro " R— b h&x 9, hik. s&his
ST4v o7 TV r—2 a3 ORBUERBICT BOD—EDIT ST v I 7oL L—>aryro/OP
T9, HDX3D Pro Z:#RLHBE. VDA VDI FRIbw T (P2 FEvySay) E—RRICERTN
9 (0Fb. CTX_XDL_VDI_MODE=Y &b £7),

« CTX_XDL_VDI_MODE=Y|N-FBTFRY by 7BREETIL (VD) £HIFHKIMINBZHETRY by
TREETIDOELES L LTRI VZBRT 3D ERELET, HDX3D ProiRIETId. COXEHZ Y ICRE
LEJT. 774N FTENICERESNTUVED,
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o CTX_XDL_SITE_NAME = dns-name - Linux VDA |&. DNS #fRH L T LDAP —N\—%#&HEL £,
DNS oRBZLERE=O—HILY 1 MZHIBRT BICIE. DNSH 1 FEEIBELE T, COTEIE. TTA4ILELT
¥ <none> [CEHRETNTULET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ - Linux VDA i&. DNS ##8& L T LDAP #—N\—%1#%
HLET, DNSH LDAP H—E XL O—RFZERHTITHVIEEIE. LDAP ® FQDN & & U LDAP R—+ D
AR—ZARPOOD—BHIEETEE T, fl: Nadl.mycompany.com:389 ad2.mycompany.com:3268
ad3.mycompany.com:32681, LDAP ;K— &S % 389 IC9 3 &, Linux VDA IZIEEI N R X1 VRAD
ZLDAP H—N—ICR—UYTE—RTIITVZERTLET. KU —DO¥H x TLDAP —N—D#Hy
DOiFE. LINuXVDAIFXICY ZHIFTTBOI TV ERTLET, R—UVIJRHENLIVMEZBRZ . &
wia YOI AR TZeHHBD T, LDERELDAP VTV EBMICTRICIE. RXr>a> O
—3—T [JO—-NiAa&20d] #B#HICL. EEYSS LDAP R—+EST3268 Z8ELEY., COEH
& T4 b TIE <none> [CHREINTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA (Z. Active Directory K X1 >dJL—
(f5l: DC=mycompany,DC=com) IZBEINHRER—I=EALTLDAP #BaL %7, L. RED
NT =R VRAZHETBHIC. RERN—XZIBETITEY (fI: OU=VDI,DC=mycompany,DC=com),
COEHIZ. T4 TIE<none> ICREINTVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biyr— X (FAS) H—/n\—i3. AD &
W—TFRIS—ICZEDERINET, LinuxVDAIZAD L —THRU S —%HER—rLTVLELEA, KD
Dic. £ 00V TSN FASH—N—D—BZFERATIET, >—7>YRE ADITIL—-TFRU>
—TRELILBOLALTHIVERHD EFT, WINHLDOT—N—T7 FLIDHBFEINTULBRHEIE
ZOEH%Z <none> X WS XFHTEDT. H—N—FRLADIEBIIZEELFHEA. FASH—N—C
BHICBET BICIE. FASSH—N—THEETNTVWRR— I BESE—RTIR—FEFESZEBML TS
Wo fl: TCTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’ 1,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LV JO—-Hh—T—
Iy hH—ER (ctxvda) 29 R—+rFTB3HDNETSVEA1L6.0%FA VA M=ILTB/INR, TT+
JLk®D/XRIF/usr/bin T3,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - v > 3> TR T 3
GNOME. GNOME 5> w o, £ MATET RV by TIRIBRIEEL £ 9. THEETELAVEF
g%, WEVDAIZA VYR M=ILEINTWVWBR TR by IHEREINE T, fcfEL. REAVAS—ILS
NTW3B TR by 7H MATE OB &EIF. EHEE mate ICRETIHELHD £,

ROFIEEZRITLT 2=y bty a > id—H—07RI My SRIEZEFITZCDHTEET .
1. VDA ® SHOME/< 2—#—&\> T LI hUIC.xsessionT7 71 ILEERL £ T,

2. .XxsessionZ77MIEHRELT. T4 RAMJE2—YaVICETVWTTRI by TIBERIEEL F
ERS

- MATE 7 X7 ~ v 7 Di56E
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MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- GNOME /5> v o727 by 7Di55E
GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session --session=gnome-classic
fi

- GNOME 7 X7 by 7055
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessﬁ on
£

3. 2=y bty ara—H#—T700 77177 AERERBLET,

N=232 2200 &, £y a>a1—H—RTFRIMYTRIBEZHIAZIAITEEY, COWEEZEM
IC93ICid. BRICVDAICTIDBRARBRT RV by TRIEZ A VA M—ILTBHBEDHD Y, L <
W Teweara—H—IlL3NRAZLTZI Yy TIRIE] 2BRBLTIET L,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #mR D5 T B$IC Linux VDA  —EXD'BIAEI N B &£ 5
ICTBDNESHZEEBELET. 774 FTRYICRESNTWVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout z)w 2> 937DV 7y bR—b, 77+
I EDOR—KET7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#IL bDR—KF 7502 T
ED

MDESICL T, RIREREREL. BRI T ERITLET!
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis

export CTX_XDL_HDX_3D_PRO=Y|N
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export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

sudo OX Y RIC-EA 7> avEIEELTERITL. RT3 HLVLWS TIILICEEOBBEEHEZELE T, BHDOTE
LT #!/bin/bash #: R L. iIRO ATV RHBSHEBVIINRIUT T 71 ZER TR 2 B8O LT,

FrlE. ROELSICLT 1 DOOAXY YR TIRTDONTA—E—ZIBETBZ N TEET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=winbind | quest |centrify | sssd | pbis \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST='l1ist-fas-servers' \
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CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

A E DHIFR

SFUAICE>TIE LINnUXVDA Ry =S 724X R—=ILLAWT. ctxsetup.sh XH U F Mk >TiTH
NIBREEZHRT 2 AR EBLRZEEDHD £7,

FHTTBHIC. ROOAY Y RZFEHELTIDRIU T FOANIILTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREEZHIRT 51013

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

CORIVTIZED, IRTOEBRT — 2D T —2ZRX—ZXH S5HBREI N, Linux VDA Z#ETEH<AD X
ED

WO

ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tld, a>vV—ILICIS—MHRFIN. BRAOT 771
[tmp/xdl.configure.log ICEMBHENPEZIAENE T,

Linux VDAt —EX=BiEg L. TEZRMIELET,

LINuXVDAY 7 b9z 7D7 V1Y =)L
LinuxVDADA VXA F=ILTNTVBHQESHZERERBLIED. 1 VXA R=ILINTVWBENYT—SDON—-J 3V ER
RIBICIE. ROOAT YV R EETLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->
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FlERTT BRI ROORYYEFZEERITLES,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kO 7T VA VA M—JLICIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

i

LInuxVDAY 7 ho 774 YR M=)V T2 . BEMIF SN PostgreSQL 8L V2 DDIER T —
AHHIBFINE T, 7L LInuXVDA D1 > X h—IL&DHEIZEY b7y TENf. PostgreSQL /N7 —
TSELVZOMOKEFET DNV T—CIFHBRINEFE Ao

7 O

CDEUa>TId PostgreSQL Y. KETZ/NY T —COHIBRAERICDOWVWTIEEHRBAL TV EE Ao

FIE 9: XDPing OR1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMLEBROMEERERL
9, s¥L<IF. TXDPing) 28BLTLZT W,

FIiE 10: Linux VDA OXE1T
ctxsetup.sh X2 U 7~z AL T Linux VDA Z#E L7 5. ROV RZERAL T Linux VDA ZHIIL &
ER
Linux VDA 0it2gh:
Linux VDA H—EXZRBEIT ZICIE. ROIIY Y RERTLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0 {=1k:
Linux VDAH#—EZXZEIET 3 ICid. ROOATY RERTLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->
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A
ctxvdas & tctxhdxtr—EX%EIET 58I, service ctxmonitorservice stopadvwy
FRERTLTERYT—EXT—E>ZEFELELET, INEETLAVGE. BRY—EXTFT—EVIFELELE
H—EXZzEEHLFT,
Linux VDA o Ei2g):
Linux VDA 4 —EX = BRE&#HT 3ICid. ROOAT Y RERITLET:
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDRER :
Linux VDA 4 —EXOERITREZ R T ZICIE. ROV FEERITLET:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: v >HEOT DIER

oAz %R L. Linux VDA Y > %EBMY 3 FIEIE. KD Windows VDA TOAZECMTWE T, &
DRARAVHFTT§AHEDHRBICOVWTELL X T2 AZOJDIERI $LUV T >hH2O0JDEE] 281
LTLETL,
MDESIC, Linux VDAY VEZEI Y V207 DERICIEVWL 2D DFIHL H B -8, Windows VDA v
VORI VAZOTDERFIBE BRZ AP HD £
o ARL—=F a4 VI RTLICIE. REBERLZFT:
- RALINBHEETFRI My TREETILDBRE. WIILFEy> 3> 0SFTFo 3y
- WDIERTRI hy TBREETILDOSRE. 2 JIltyia> 0SS+ 7o gy
e ALV >AHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEARWVWTLET UL,
pE N
Citrix Studio ® UFIO/N—2 3 > iE. TLINnUXOS) WS R EZHR—FLTWERATL R 27
L. [Windows #—/N\—0S] # 7> 3> Ffld [H—N—0S8S] #7723 % BRT3E. AHEDRILS

NB3HET I My TEREETIHERNISERINE T, [Windows 722~y 7 0S] 77> 3> Ekid
[TROLwTOS] #7232 %BIRTBHL. IV Y ICICE—1—H—DREETILHBERNISERINE
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[ N

< >ht Active Directory R X+ U Hh S HIB SN RICBEBMINLBEEIZ. O >EII > AZ0O0
NSHIBRLTHSBEEMTZ2HBELDHD £7,

FIE12: TUNU—=TIL—TDER

FUNI—=T =T L. LinuxVDAT> > 2&ECI> rh20J%BMNY 3 FIEE. Windows VDA v >
DHZEBLIFLALRILTY . CORRVERTTBAEDHBICOVWTEHLL I TFUNU—TIL—TDERMI &5
BLTLIETL,

Linux VDAY >A2O7 28T TINY—JI—TZ2ER T 25EE. ROFADHD £7:

e BIRTBAD 2—H—8LUTIL—TF%, LiInuxVDA I IcOT A>3 ESICBYICEBRLTEIE T,
o BRI TUVAWL (BER) 2—H—0OJ 4 >ZFa LBRVWTL T U,
o« Windows Yo Y80I vh400 %27 NI —FIL—FTRESEAVTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZFICOWVWTEEL < & TCitrix Virtual Apps and Desktops 7
23031 ZBBLTLIET W,

=139

June 22,2023

COEITa>TIE. WEEDHA. B, FS T a—T1 IR YE, Linux VDA OMEEICDWTEL CEHAL &
ERS

HiE

July 19, 2023
COtr2arTEH MTOREY ZICDWTEHBALET:
« CEIP
« HDX Insight
« Citrix Telemetry Service £ 0#&

« Citrix DaaS Standard for Azure @ Linux VDA B2 F#
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o LinuxVM & U Linuxty>a>oXtUwy
o OJINEE

s Lyl a DIV RY

« BB —EXRT—EY

e V=LA —TFTa VT«

« ZOMDNE YWY

HTML5 @i Citrix Workspace 7 71 @R — k

Python 3 {RABIRIZ DIER

NIS @ Active Directory £ o#i&

IPv6

LDAPS

Xauthority

Citrix hXa2v—ToZR~RYT>2MELEZFOZ 5L (CEIP)

June 22,2023

CEIP ic2mME 3. BRADKHS LTERRRTERD. Citrix HRORBESLUN T+ —I V2B LEIEZEH
TREINET, COBERT—ZOIE—IE. &DRENOMENICHITT B7-0IC Google Analytics (GA) 12
EETINET, 774N ETIE GAIRBEMIAZ>TVET,

LY X MURE

K

FI7 4L bTIE. 22— =& Linux VDA O > X b—JLEIC CEIP icBEIT&ML %9, LinuxVDAD T >R k—
D6 ELZETHRIC. VIBRIT—27y 7O—RHBMTONET, COTTAIMREEFLS I NI TEETI Y,

« CEIPSwitch
CEIP ZzB#EIEEMCTILSAMIRE (T74ILKE0):
18Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&ui: CEIPSwitch
BOTF—4%: 1=8%. 0=8%
*iEEDHE. CEIP 3ZBEMTY,

347 ETROAT Y FZRTLTCEIP ZEMICTERT:
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
GAZBEMELIIEMCTBILISIMNIRE (F74I0E D)
#BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z8i: GASwitch
BOT—%: 1=83. 0=F#
KIEEDHBE. GAFEMTY,
IIAT7 R LETROORVEZERITLTGAZBMCTEET !

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
F—ARK&EINR (T 7+ ~i&/var/xdl/ceip) =HIET3L IR MURE:
18Fr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zni: DataPersistPath
BOT—%2: XF5
ROOARYYV RZEITLTCIDNRERETETET !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

BRELIENZADEFELBEWLTIEIATERWES, T—2RBT 74 ENRRICRESNE T,

Linux VDA h 5 Ui S itz CEIP 7 —%

ROKRTIE. NWESNZEBOBFROBEDOHZENLET. T—FTE. BERZHRET S IRTOFHMAIEEN
Ft Ao

F—gE Tk *—& e

R0 O—NIL—BHENF machine_guid T—R2DEETDI S V= H
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F—gRA b

ADYVVa—>3>

Linux A—=xJILON— 3>

LVDAN—=2 3>

LVDA OE#F E/cidFRD1r > X b
=

LVDA D1 > X b—ILE%

HDX 3D Pro B’ &zH &5 H

VDI €— RO BEHUDESH

SRTLOOT-IL

LVDA F—# —E X DOHiEIF RS

H

GPU #Esa
CPU O7
CPU K%K

MEXAEIVTAX

EFmsnttyari

Linux OS o&Zmis L UN—T 3y

ttyarx—

*—%

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0s_name_version

session_key

Bt

IOVDRAAVBMARERS T
F R bXXFF
ROVDA—RIWN—=3>zRT
TEZSXFT

1Y Z =JLEINTLS Linux VDA
DN—=2 3> %=RTTHFIIXFT,
IRED Linux VDA X r—h'gk
HAVRAM—ILTHZODEFHTH
20Oh R TFRIXFY

TED Linux VDA Xy ir—oh
MCS. PVS, 81> =)L, &
TEFE#HI X =ILOVWTRHAT
ATYRAM=LEINEDZERTTER
kXX F5

<> > T HDX3D Pro B"&h e S5
hERTTFRXFY

VDI E— RO BERHE S D ZERT T
F R XFF
coXR>>oOT—IZRITFR
kXXF51

dd-hh:mm:ss fz=X (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E 2 nHicEEEhEs
&

<> >D GPU ofEsE

<> >® CPU 78 %R EE

CPU oAkt (MHz) %R93%81)
Ok

YMEXEVDH X (KB) ZRdE
w
ZDF—HRA Y S ERIVE L FBER
TIYYrEicHhoEFRITNE (O
THFEHEIIERES) Ty
3 YO ERT B

<> >® Linux OS oggie /N—2
IVERTTERXFY
T—AOEETOLY > 3> E#i
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F—gRA b

)Y —2RDOEHE

TOTa Tty a B

Ty a VRG]

Receiver 7 517> hDiESE
Receiver 517> hDN—= 5
>

ENfIE$K

USB U& L7 MEE

Gfx 7ON1 4 —DiEsE

v RUDERK
I—H—PBIRLIEE

ARX—bA—RUEAL I ATy
~

HDX Insight

June 22,2023

*—%

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Bt

EgIhfctya>oUy—I0
BEETITERANFY: TRY
by FElE<appname>

vy aroFo T« TREORE
ICER. v 3 VI BiEst
NHOz27H. B—DEvI 3>
D7V T4 TRENERICHEZ
HHLFY
AJ#>hondA7E&FToy >
3 ¥ DGR O RTFICER

Ty aroiEFICFERTINE
Citrix Workspace 7 7\ o &%
TYEH

Ty aroiERFICFERTNE
Citrix Workspace 77U o /N—
IVERTTEFRXFY

vl a THRIEEEZ R LR
B RTEH

v 3>TUSBFNA REER
(O SEIE C K 5

Ty a>ndIT7cvyo7ONA
A—OEEETTTF I MXFF
Ty arhs vy RUThi-E#z
TYER
IA—H—HBERLEIRNTOSHE
BT, EHINTERVLXFT
AR—bA—RUAALL T bD Y
avaiFrsLvttEyIarE
T7VOI—H—FECERIND
[EIE e s 5
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e

Linux VDA Ti&. HDX Insightt#gen—&Z K-~ LTLET,

1T2VRL=)

AYA =T BRBEDHBEKEBRENY T—2RBHD A

ERIRR

HDX Insight i&. Citrix Workspace 7771 & Linux VDA @R T Citrix ADC =/ L TEI N3 ICA X v —S%
S LET, TRTO HDX Insight 7—%&. NSAP (REF v RILHSERBINTICEEINET, NSAP REF
Y RILET 7 I R TREICHE>TUVWET,
UTFDIY>Y RFT. ENENNSAP (REF v RILZE. F3EMICLEFT:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

hSTNSa—F Y
F—SRA Y ME S CRRIABL

2BODOREANEXSNE T !

+ HDXInsight MIEEL <#BRIhTLEE A,

fer 2. Citrix ADC T AppFlow #*E#IC A& > TWARWA, Citrix ADM TARIEZA Citrix ADC 1 > X &2 >
ZPBHINTUVWET,

¢ Linux VDA TICA J> bO—LREF v RILHB BRI TV EE A,
ps aux | grep -i ctxctl

ctxctlpRfITInTLRWVEEIE. Citrix IENTZLR—FT2LSBEEREICELLETD,
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TV =23 T—2RAY b E T KRRETNAL
S=LLZEBF v RILDBHCBE > TVWBCES LUV —LLAT U= 3 VHRITENTVWS e 2HERL

£,

Citrix Telemetry Service ¥ 0%&

June 22,2023

LinuzVDA vV 7 b z 7Il#& S hie Citrix Telemetry Service (ctxtelemetry) T Citrix Scout =17
L. /opt/Citrix/VDA/bin/xdlcollect.sh 7)) 7 % ERAL T Linux VDA 0O/ = IETET £9,

8 Citrix Scout — *
Collect o
Select or add machines to collect data from:
+ Add machine Filter by machine name Q ‘
Mames Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[J  rggbe-lvda-2.bvi.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rggbe-lvda-31.bvt.local Linux VDA
[J  rggbe-lvda-5.bvt.local Linux VDA
[0 rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
R - m
i

Linux VDA 1912 LgidN—2 3 > h 67 v 79 L— R, Jopt/Citrix/VDA/sbin/ctxsetup.sh = BER1T
L T Citrix Telemetry Service (ctxtelemetry) OT#HZ#EHEL £9. THICDOWTHL L, MEHE
AV R=)bl ZBRLTLIZTL,
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Citrix Telemetry Service D&M E L CEML

o COY—EREBMICTBICIE. sudo systemctl enable ctxtelemetry.socket <> RERITL X T,
o ZOY—EREEMICTSICIE. sudo systemctl disable ctxtelemetry.socket #=1TL £,

R—+b

Citrix Telemetry Service (ctxtelemetry) & F7=#JL b Tid TCP/IP R— k 7503 T Citrix Scout =1
w2A> L %9, Delivery Controller © TCP/IP R— k 7502 % fER L T. Citrix Scout £BEL 7,

LinuxVDAZA > Z h—ILTB LTI UTOERTT I+ bDOR—+2ERATEIHNR—EEETEEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout Z)w 2> 937DV 47y bR—b, T7+
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#)L bDR—~F 7502 T
ER

VDADA YR b—ILBICR— b Z2EETZICIF. UTZRITLET:

1. Scout L BIET 37cHDR—FEEEITBICIE. UTFTOII Y RFERTLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. Scout VN wRAYTB7EHOVTY FAR—FEEETZICIE. UWTFOOY Y R%ERTL T ctxteleme-
try.socket 77 1L ERE. RELET,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. VI y b R—b2BEEFHTBICIE. ROOATVFEETLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->
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4, 7747 74— ILOBETHLWR—FZEMICLEFT,

7z zI1E. Ubuntu ZERALTW3E4S. sudo ufw allow 7503 <> REE{TLTR— K 7503 ZH%)
IcLE9,
TNYTE—F

Citrix Telemetry Service AIEEEICHEEL TOWAWEE. TNV I E—RTREZHEETEEY,

L TNV T E—RZEMICTRICNE. MTFOIYY RERTL TctxtelemetryZ 7 1L E RS,
DebugMode nfE% 1 ICEEL £,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MToav > R%ERTLT Citrix Telemetry Service ZF1ETE £ 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. Citrix Telemetry Service #B#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R2i7 %7,
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B —E X DR

Viw bR—bhEBsystemdT—EViE. T4 ETREEL. IZLAZUY—X%EFERBL EFHA. Citrix
Telemetry Service I&5 7 #JL b TfELlE L. Delivery Controller 5O IREBERLH > - HBEDAHHEB L £,
OJIREDTTHE. Y—EXIF L5 FEAFMLVNEERZRFS. ERDNBZVBERBERLEL Y, CORHEERIZ
UTFOIRYRTHEETIET, MBEIF 109 TY, 10 3&D LA VMEZRET D L. =/IMED 10 HHERESH
F9, FFEEEORER. T—EXZELLBESHLFT,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

BT b
INEDREIRRTIC. BELILEI I VICDWTEHBTRABT A MIRTINET. CNH5DTI T, EREMNELEIN

TWLWABHERINET, HEITVTVTT AR LEIBE. SCOUt ICIXMBET V> arREEZST X vE—IURERR
INET, BRTAMIDOWVWTEELL K CitrixScout RFaxX> b MEZRTI M) #8BLTLETL,

Citrix DaaS Standard for Azure @ Linux VDA E2E#H

November 27, 2023

COWBEICK > T, Linux VDAY 7 b D 7EBIEIC. £FE AT P a—I)LSNRREICEENICERTS e
TE %9, "hid. Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure
DA T Linux VDA ZER T2 BEICKRILBE £ 9. Azure DIREYS Y OEBREREIEHD FHA. 5L <
i&. TCitrix DaaS Standard for Azure T Linux VDA % {Ef) #8BL TSI L,

101

COWEEZFERTZICI. ROFIEZEITLET:

FIEL: EFAREHRCHFLVWVYDA Ny —2% Azure AV FHIC7 v 7O—RT3

FlE la: Azure RbL—T7 Aoy hTcaAYTFHEERL. AT FT702ZXLARIL%E [BLOB (BLOBERHDE
BmAHMO 7ot R)] ICRELET,
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F:
Azure J> 577 ¥ BLOB IZ. 8EHHIMEENICRES LVBEETZHDTY, Citrix ik, €£FxaUF1 LD

BICOVWTERZAVEEA, 7—20EF2 )70 L AR MHRZHERT BICIE. BBERANMRDBLVIC
AVTFTDRTIRRLNILE [FFAR—F (BETVILRREHDFEA)] ICRELET,

FIig 1b: VDA E#itE#k% Updatelnfo.json & W5 &#iD JSON 7 7 1 ILICHARABZE T, 771 ILEROFICD
WTk. ROTOv 7 2BRL T T
{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash": ""

}

)
{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": 4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a”

}

)

{

"TargetO0S": "UBUNTU20_04",
"PackageName'": "",
"PackageHash'": ""

}

]
X

<!--NeedCopy-->

ZCT. “Version” 13EHLW VDA N— 3> %R L. “Distributions” 13F#HA TS 0 FORHITY, 847
ST MIE RD3DDT7ATLDBEENTVWET:

+ “TargetO0S”:” RHEL7_9” (RHEL 7. CentOS 7. && U Amazon Linux 2 ®#%&).” UBUNTU18_04".
F7213” UBUNTU20_04" oWIFhh THIHELHD 9, ctxmonitorserviceldttor« X +
VEa2—2a3>ERBLEEA

« “PackageName”: I 5EEININ—U 3> D VDANRY T =S DT IV %— L

+ “PackageHash”: shasum -a 256 <pkgname>I<> R%ERL THET S SHA-256 &,

FE 1c: JSON TZ7rIILeHLWAN—=3 >0 Linux VDA Xy —< % Azure AV FFHIC7y7O0—RLE S,
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FlIE2: YRZ—A A= F113% VDA TEBEMKREZEMICT S

FIAILETIE. BHEHIZEMICE>TWVWET, Citrix DaaS Standard for Azure T Linux VDA Z{Ef ¥ %35
&, COBBEODENLIEITRRAZ—AXA—STRITTIMBENRDD £§, ZNLUIINDIFEIE. E82—4 v EVDATIOD
WREEEEEMICLET,

BEHEHFZEMCTIICIERDLS BT REERTLT.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
TLYARMUE—%HEELET,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

MORIC, LEZZAMUEREERLET,

LR URE BTl

]

fEnabled CDREIFHETT, T 74 MEIZ0 TY, Tl
BE}EHHDEMCE>TWS e 2EKLET, 1IC5%
ET 3. BEEHNEMICAED ET,

Url COREIFHETT, Azure A>T+ D URL ZREL
T, EFEHREFLVWVDANY T —SHBUEL £,
ScheduledTime COREIFMEAETY, [Immediately] 71

[NextStart] IC®RETE %9, [Immediately] (%,
VDANY r—o% Ao >O— R LEBERICEMZRTT
B ZRERLET, COBREIZ. AU >O— FEE
MNEL . EFHBRADBAICELTVWET, L. N
w—CHEADVO—RTREIICSA Ty aoh
Hdr. A—F—ITUIRRUIYZAIERDLN AN
h&H b £9, [NextStart] (.
ctxmonitorserviceDRDFBEICEN%RT
TRCEEKRLEY, COBERBIZ. 47>0O0— K&
EHRC A< BMPBERATAVGSISELTVEY,
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LY RU3E

)%%*-

E A

CaCertificate COREFA TS a>TY, Azurea>TFD URL %
B9 5 PEMSEFAZD 7L R %ZREL £9. Azure
BLOB mi5&. Web 75 % —h5EFE N T PEM IC
Tixn3 portal.azure.com DEBREICTZ LT
TFEd, EXxaTo LOEBEALS. TOLTRNUE
EXBMTEcxzs8HLETH. Ubuntu ToHY
—hTATVET, RHEL TIZ. curla<w >y RAIC
—EDNSS 1TV %z) VU TEEEA, FEEAED
RIFEDNRE SN TVEINERL TRTWV

ctxmonitorservicerBiEg T3 . &MICUrlico T %%£7L T Updatelnfo.json 7 7 1 L #EXE
L. JSON 771 LD SEBFHN— 3 > EBEBLET, RIC. ctxmonitorserviceldEHMN—2a Y e HE
ON—=2a3>aEHBRLEFT, REON—Ja>HUEioN—23>0BE. oY —EXICK>TAzure B 5#
LOUN=3a >y VDA RNy r—oURZ o ryO—REh. O—HILICRESNET,. 2%, [ScheduledTime]
REICH > TEMPRITINET, A0 FL I XBEOFE. ctxmonitorservicezEEBEHL TE
HBERIA-—TEET, L. REYS VICHT 3EEEFEN 4 W Citrix DaaS Standard for Azure Tia.
ctxmonitorserviceld VDAY > 2BEBLILETOABEHTET XY, EMNKBLIIBE. VDA IZEE
EON—=2avicO—IINyIINET,
pE
o YRA—AX—=JTHERLIELYIAMNREIFEETCIEEA.
s RIBADIRTOREBIYY VHAEKFICNY T —22 20 O0- RT3, O—Nllxy bT—0hEMT
AN H D £7,
e BHEO—IINYIOEAENKRRT R, I—H—FT—2IFKbNE7d,
o EIMKMLTHO-INYIHRILIZEE. BLXRy b= LOa—H—IZH1F3 Linux VDA @
N=Ua U BBZEEEDNHD EFT, COT—RIRBEBHDTIEHD FE A,
o BE. BT IS ETICHDNND £9, Citrix Studio ICIZREET > r—2—3H D F£E A

LinuxVM &0 Linuxtwysa>oxX )y

June 22,2023

ROFRIC. LiInuxVM LU Linux £y > a > TERATEZVDHADX M) v I ERLET,
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M ERVDAN—-T 3

XhUyy > iR R
04 7 > HAM 2109 a—#—ht Citrix [E5%8] TOAERATEE

Workspace 7 7Uh5#E 7,
HmLTH Sy a>ERE
BATE3&L3ICRBETOD
OJ# > 70+ XOFRER
T3, Eya>oXth
O ZRRT BICIE
Citrix DaaS (IB#r Citrix
Virtual Apps and
Desktops —EX) @
Bt #27ICBELED,
[2:%5] I&. Director O
V=)L LTHERTE.
Citrix Virtual Apps and
Desktops o&#1J) 1) —
2B LULTSRIRIET. &
\BELULZ T a—TF
1 VUM REBLE T,
gl 470 [FHOos
FUHE] £o>3rT
[BEERORT] 20U
v LET, [ATF N
T+—IVR] R—=T T,
TN —EHERE
L. G&R] #oUvoL
TARYYIZRENLE
ED
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RIWEG VDA N—-2 3
XbUwD >

v aroBEBEEsE
5

2109

7 RILEEE 2103

Linux R8> > d X ~ 2103

DA

08

v avilbiI3B8EE
BHROHMERTT BIC
. MEE] Ea—ic7 o
EIALET, £HZRE
L. G&R] zoUvoL
THREFRZRDAHF
¥, [EyrarvoaHE
EEE] sty ay
NTEBMNICEESZITS
E#HzRLET. BEIHEE
Gk, [ty avE@ED
BRI RUS—FE [
ST ~OBEBBEE
RUS—HHEEL TV 315
BICEMCBEDET, Y
S avOBEEGICDOWVWTEH
LLF Tzy>ayv) =
SBRBRLTLEIV, KUY
—IZDWTEHLLIE 7
S17 > bOBEBBEGD
RUY—8FEl LU T
v a VEEORFORY
S—HE] EBRLTRE
T,
COAMIYOIZTIER
TRICE [TrlLE—] >
[ty>ary] > [IRTO
Ty ar] ZERLT
[IRTOEY>aY] R
—CEHRETET,

Linux VM @R X 1w
I hFIRAETEETY: CPU
A7 0. XEUHT1 X,
N—RTF1RIVBE. B&
UVBRES LUBED CPU
AT DFERE

AR

Citrix Director & TES#8)
DEATHERATETET,

Citrix Director & TES#8)
DEATHERATET T,

Citrix Director & TE$#8)
DEATHERATIET,
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M ERVDAN—-T 3

XbUwy % Bl EN
Protocol 1909 Linuxty>a>o b3 Citrix Director & T&#R]
YRR—rZFOR3N DEAFTHEATEEY,

& [Zv> 3 s N
FJLIZ UDP £7:1& TCP
CLTRRENET,

ICA 18R 1903 ICA &R (RTT) k. Citrix Director & TES$R)
F—ZELTHBLIVRER OEATHERATEETD,
1Y MCIREDRREIND
EFTORBEETY, ICA
RTTOX MU w2 ZEE
¥ Izl Citrix Studio
T [ICAEFEAE] &
¢ [ICA E1ERIEMPRE]

RUS—2ERLET,

Citrix Director 8L M| TIEIFHRAMNIYIICTIERTBHEDH

s OJ %4 VHAM

1. CitrixDaaS o [E#] 270 [FYOI/FVHE] €02 3>T [BEERORT] 27Uy I LE

= C \ h'l > Virtual Apps

Totsl Falled Multi-session 05 Machines

2. [OFFYNRNT4—<IVR] R=IT, T4INE2—LHEEZELET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 231


https://docs.citrix.com/ja-jp/citrix-daas/monitor

Linux Virtual Delivery Agent 2303

= Cilnx  virtual Apps and Desktop

Overview  Manage  Monitor  Downloads @ E. o 8 @ Q
Dashboard Filters Aty Applicetions Configuration Search
Logan Pertormante walustce pacity Mansgement A e Resouree Utlis b Resuit tomBeports  Metwork ¢ (@ &8

Logon Performance

verage Logon Duration
umber of

3. (ER] 27Vv oL T QA VEHBOA M) v I ZRBEHRLET,

= CilTIX  Virtual Apps and Service
Ovenvew  Manage v Downloads [z} . 0 c i Q
Dashbord Fhwn®  Mats Aplistons | Confgwabon  Seamsh
. Logen Pertormance ’ . y - wsource U . . - . . c (@ P
-
Apply

Aversge Logen Duration

o LinuxfR#E<> >0 CPU I7D#. XEUHAX N—FF1XRUVB&E. RESLUVBED CPU & XEY
DfERE

Linux R8> >0 INsDX U woICT7 ot X$ 3IC1d. Citrix Director ofrf@< > b [B11R] T.[<
VD] NXRILEERBLET, 7l
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. 7ok
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Linux £2y>a>OX by IaRRRTBICE. [TrLa=]> [y ar] > [IRTOEy>aV] 28
RLT [TRTOEY>aY] R=IU%EFHCH [Ty>aveEl] XRLCTI7EALET, [Ty ay
Hl] NRIICTIERTBICE. [TRTOEY S 3V] R—=VEBESZ—Ty bty avasUvoL
T [PIOTFAETaRF—Pv—] Ea—IC7oERLEY, i

Activity Manager

Activity Manager Machine Details Session Details

Machine D 3

name Session State Active

Dy sin-ubt18 Application State Desktop
Application Name o Status ::’I‘i‘:ery . Anon‘ymous No )
Group sin-ubt18 Time in state 56 minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol UDP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT nia

Registration Registered ICA Latency na
state COSiere Launched via 80::...
0s type Ubuntu 18.04.2 LTS Connected via - net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization U _ ~
G CN=UIN'18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

o Ty aroBaEBBIEGEE

Tty arilBI3EFBEGOMERTISICIE. HBA] Ea—IC7 €A LEY, FHEZREL. [EH]
2Oy LTRERBREZRDAHE T,

[ty aroa#BEGRE ity aYATEINICBEGZTSEHERLE T, F:

Dslivery Geongy

o 7 RILESRE

5l
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a7 UNgE

June 22,2023

e

OJ OUEIE. Linux VDA TT 7 )L TEICHE STV ET,

1B

Linux VDA Xy /r—2ic. ctxlogdF—E>v& &Usetloga—Fr VT HEFEATVET, ctxlogdT—
EVIiE. LiInuxVDAZA YR b—ILLTHER TS . T7 4L b THRSINED,

ctxlogd ¥ —€ >~

=St —ERFIARTctxlogdF—EVICHKELTWE T, Linux VDA % L —Z LABWVWEEIE.
ctxlogd7F—EVEFLETEE,

setlog 1—5 15~

OJo&Eld. setloga—F+UF+ (UXX: [opt/Citrix/VDA/bin/) THRIh*xd, COI—Fr )T %
RITIBRIERDPHZDIFE. IL—b2A—F—DHTI, GUI ZERITZIHITVREERTLT. BHERTLIEDEE
L7eDTEET, setlogd—FT1 VT DAILTERRTBICIF. KOOIV RERTLET:

setlog help
<!--NeedCopy-->
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&

F7 LTk [ATHFRR] & [varflog/xdl/hdx.log. [&AOZ 41 X] 12 200MB |

T, [OFHEANZ] IZlE. BR220FVWAF 7 7ML RETETET,

RiEDsetloglEzsRRLET:

B—psetloglEzRRnFIFRELFT:

5

LN F7AILETIE. OFLANJLIE warning (AKXFECNXEEXFILEW) |

TEIFELROAVER—RTV M

setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB))

log_count (Max Old Log Files)
<!--NeedCopy-->

setlog value <name> [<value>]
<!--NeedCopy-->

setlog value log_size 100

<!--NeedCopy-->

setlog levels
<!--NeedCopy-->

200

2

TINOYVLANILZRRT B ROOIY Y REERITLET:

CRES

nTtwnEd,

nTunx

B4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors, Fatal Errors) #:&E¥ 3IC

& ROAR YV RERITLET:

a4

i)
A
=2
&R

R A=
=]

[

H

z

setlog level <class> [<level>]
<!--NeedCopy-->

L~

AR Y RNTA—Z— (RXFU/NXFEEXF LAEW)

none
inherit
verbose
info
warning

error
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O4g L)L ARV RNTAX—F— (KXF/NMIXFEXRLAEL)
BN EIS— fatal

<class>ZT#E. LInuxVDAD 1 20OV R—RY R EIEELEF T, IRTOIAVR—Y b EAN—FTBICIE
allicsgge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 FTIAILETIE T7I3TRROELSICHRESNTVET:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

REDI ST ZRTLET:

setlog flags
<!--NeedCopy-->

125000750 2RRERLIIRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->
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TIHILMIRT FRTOLARI, 753, BT I+ EREICRLET:

setlog default
<!--NeedCopy-->

BE:

ctxlogd®—tE xigfvar/xdl/.ctxlog 7 7 T L2 ERA L THERINET, COT 7 ILiE. L—+ka1—%
—DHDMERTEET, OI—H—IF. CDTF7MTIANDEZAAMERIHD £FH A, JL—hI—H—L B
DIA—HF—ICETAAEREHFAT LAV L2 EBOLFT, FATIL. ctxlogdhBEMIC. £IFE
BZH o> THBRINBBRELHDET, CRICL>TH—N—DONT+—I VAW EEZZIF. 21— —I
PARVIVRICHDEEZS X B08EENHD £7,

ST a—Fa>y

Jvar/xdl/.ctxlog 7 7 1 LA B WS (BKRICKBHIBRAY). ctxlogdTF—ErhkML. ctxlogdt—kE
2EBEHTTEFH Ao

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COREEMBRT BICIE. L—ba—H—r L Tsetlog®=fTL T, [var/xdl/.ctxlog 7 7 1 L = BEER L
T, RIS OB —EZDMREFET Sctx logdh—EXEBESLEI,

Ty aroiv ko

June 22,2023

Ty a DI v RUICED. RXAMVEEBERZIIVES2Y FAOI—F—DICAEY S 3V ZHETEET,
DHEETIE. NOVNC ZERBLTICAEYy > aVICESRLE T,

P

COHREEFAT3ICIE. Citrix Director 7.16 LIEZER L T I L,
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1Y RM—ILEHERL

&REFER

Ly arory RUiZid. python-websockifyzxllvncz W3, 2 20H L WKEBEHENABETT,
Linux VDA %« > X k=)L L #%. python-websockifyexllvnczF#HTr> A —ILLET,

RHEL 7.x & 0 Amazon Linux2 0ig4:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21V =T 3ICIE ROOAT Y
FEeEITLET:

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

(RHEL 7.x @£ &) python-websockifyxxllvnc#k figiRd % ICI&. Extra Packages for Enterprise
Linux (EPEL) €A 7> 3 >® RPMURS rUEZEMIZLET:

« EPEL
x11vnciZid EPEL YRS FUDMETT, ROITY RERITLT. EPELURIS MU ZBRICLEF T

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy-->
o 72 3>® RPM
XLIVNCORBENY T —CEA VA= TBEHIC. #F2aYDRPMSURI MU ZBHICT BICIE
ROAXY RERITLET:

subscription-manager repos —--enable rhel-7-server-optional-rpms
--enable rhel-7-server-extras-rpms
<!--NeedCopy-->

RHEL 9.1/9.0/8.x & & ' Rocky Linux 9.1/9.0/8.x Dz &:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLETD,

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

EPEL & & U CodeReady Linux Builder U7RZ b UEBMICL T X11vncEBRLET:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm
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subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

Ubuntu 0%4:
python-websockifyrxllvnc (x11lvnc/N—=2 3> 0.9.13 LK) #1YX =T 3ICIE. RoaT >
FeRITLET:

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

SUSE 0ig4:

python-websockifyrxllvnc (x11lvnc/A—=2 3> 0.9.13 LK) #1YX —ILF3ICIE. RO
FeRITLET:

sudo pip3 install websockify
sudo zipper install xllvnc
<!--NeedCopy-->

Debian 04

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEEITLET:

sudo pip3 install websockify
sudo apt-get install xllvnc
<!--NeedCopy-->

A— k

v a>rDd v Rtaeld. Linux VDA HS5Citrix DirectorAdiEiziEsEd 37-0Hic. 6001~6099
DEFRN THERAAERR— FEEBNISRIRLET, LIEH>T. AFICO Y RITEZICAE Y>3 > 99
ICHIRTTUVWEY, BEREZELITHOIC. BICIIILTFEYy a0 vy RUBICTHSRR— B HZ e #HBL
TLIET L,

LXK

ROKRIE, EETBLIMIO—ETY:

LXK EA T7 4 ME

EnableSessionShadowing tyrarorvRUlEEENE 1 (BH)
TeldEMICLET,
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LR K EA T7 4 ME
ShadowingUseSSL Linux VDA & Citrix Director B> 0 (#%#h)
BHizlEShITINESNZEREL
Y,

Linux VDA TctxregdY Y RFZR{TLT. LYRMUEZEELEY, ez Ev>ariv RUZEMIC
TR ROARY Y FERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director B ® noVNC ##4:Tld. WebSocket 7O rJIMMERINET, Ev>arni v
RoDBE. ws://cwss://DrESMERETNZHIE. B1IRD FShadowingUseSSLy LY R R UIC&>T
REDET, TTAILETIE ws: //PERINTVET, #=7EL. EFaUFTo LOEHEH,S. wss:/ /% EA
L T. & Citrix Director 751 7> & & Linux VDA H—N\N—ICFIBAEZ A VX =L TR 58O L £,
ws://ZFERLELinuxVDAtEy> 3D v RIICDOVWTIE. CitrixldEFxa )T EOLWHBRBZIEEHEVE
HAo

H—N—FAZ L )L— b SSLEAZ# BT 2 FAEICIE. EEINHEERE (CA) ICLZEBZHNBETT,
Linux VDA —N—TSSL#8ET3HB&I1F. Y—N—CIC@EROY —/N—EAE (F—%280) MYETT, &
oo U—N—(EBAZICE > TEOAVE 2 —Z—DHAINZ 0. SH—N—DFLEBMH R X183 (FQDN) %4
RBZUBEHRHDEFT, KODICKXAVEEICTAILR D —REEFAZEFERETE X9, COFEE. PECEDHR XA
VEEZH O TEKMENHD FT,
Linux VDA &9 3 Citrix Director 7514 7> L2 IC/L— FEEEDLHETY, JL— MEBEIE. —/N—3F
BHZ X B CEERA#EAN S NFTET £,
KD CALSH—N—3RREY V517 NEBRER 1 VX =L TE £ 9

o« ARL—=F a4 VIIRATFLICNVRILENTWS CA

o« ITVR—FS514 X CA (BBH TVt XFTREICT B CA)

o« ARL—=F 4 VI RFTLICNYRILETNTLWEL CA
SEAEZENE T ACDICEDFEERMBAREINMNIDVWTIE HROEF 2 ) T BYEIFAICRAVEHE T IET U,
5E:

o H—N\N—iEBAZEDHERE. Linux VDA OIEFEZR FQDN. IS0 BRKCEDBTIILRA—RE R XTI UXFESE
ELLEAEDERHDTHIMNENRDHD £,/ ZiE.vdal.basedomain.com % *.basedomain.com
RETY,
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« SHAL® MD5 DNy a7 IV X Lid. —BDOTZTH—THR—-FINB T ZIIEAZEDERIC
IF55TF XY, Lih>T. SHA- 256 i"RIBEEEL LTHEEIATVET,

%& Citrix Director 7 517> ML —MIRAEEA VX L=ILTE Ty a>OI vy RIZIIST. ALLYR
FUNR—ZDIAEBR b7 EFERT B0, IS 7-1% Microsoft EIJ> YV —JL (MMC) DFFBERF v I >
ZERLTIL—FEAZEZ A VA =L TI£Y, EFAMEN SHBEZIE LS. ISOY—N—iIAZEV
—REBUEBLET, COREICKD. BENICHERBEENC VR—bINET, £k, Microsoft B>y —
IWOMBAER ;Y T Y THAEERTL T H—N—ICT YR b—ILTBZTHTEFET, Internet Explorer &
Google Chrome (&, T7 4L T ARL—FT A VIV ATLIZA YA =ILEINTVSHPEEZ 1V R— L E
¥, Mozilla Firefox ®#%&. ;IAEYR—2v—0 [REFEEAE] 27 TIL— bk SSLEBAE R 1 >V R— b~ 931
ERHDFT,

& LiNUXVDA F —N—ICH —N—dFAZE L ZDF—% 1> X b=)LF 3 H—/N—:FBAEI(C shadowingcert 1.
F—7 71 )LiC Tshadowingkey”] ¥ ZrizigE L £9 (* . shadowingcert.pem % shadowingkey.key ®
EOBWREBRBIEETRT)o Y—N—MBAZEr -7 71/L%. /XX [etc/xdl/shadowingssl DTFICE =, #|
PRAT S OIERTETNICREL X T, BIES>LBRIPNIZEAT S L. Linux VDA IZFEDIEAZER*F— T 7 1)L%
RBoF3ZehTER<AHD, Citrix Director@EGICKERTZZcHHD £7,

AR

Citrix Directorps4—4vhk0tysarvuRBoF, [Ey 3Vl £a—T [y RY] 29Uy
LT, ¥ RIDER%Z Linux VDA ICEELE T,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EGHAIBk N3 e, ICAEYy>a>yoS147> bk (Citrix DirectoroSa 7Y hTIdHRW) ICHEZEX Y
T—UHRRIN, By avES Y RIUTRIHFANRI—H—IIROSNET,

/\\ Allow an administrator to shadow this session?

@

aA—H—H UFW] 290w o33 ICAEy>arvhovy RSN TVWRZEERT Vs ROUNRCitrix
DirectorflICRIZ %9,

ERAAEICDOWVWTELIE, Citrix Director O R a2 X > FEBBLTLLIET L,

HIPREIR

e Ly arvOI v RIIR AVESRY FTOAMEAT B LS ICESFTNTLET, Citrix Gateway 7L
THEFITDIHETH, IRy bT—U TIIMEEL EH Ao MRy FD—2TO Linux VDALY >3 >0
v ROIZ2WTE. Citrix iBLWHBRZEEDEVEE A,

s Ly IvOYYRIUEFHICTRIE. RAAVERBEFICALYY 3 >YDAZRRTIETH. EIAHD
HERPHIE Y HERISHD T A
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« BEEBENCitrix Director®s [YvRI] 20Uv 093, Ey>arvasvy RUT3Ha20
—H—IIRDIERA Y E—IHRERINET, Ty ara1—H—HPHFAE5ILBEICOH. Zyviay
ZEOVYRIUTEIET,

o FIRDOHEEAvE—TICIF. 200DEZA LTV MEIBRAHD ET, FALTIMIBBZ L. v RUDERIT
KBLFT,

e 1oty avid. 1 A\OBBELIIDN Y RITEIET, Iexid, Evda EBBEANS Y RIULT
WBIBEIC. BEEBMN Y RUEBREZERETZI . A—F— DA ZIET 3O OERNI—F—F /N
ACBERTINET, I—H—DPEETR . EEEADOD v RUEGRIXELEN, BIEBEEBICWHLTHL
WO v RUEGHBRINE T, HI3BEEIRALELY S avVIcHLTRHOY vy RUBRZXETDI . £
LW v RUEBGRIZBETEIEY,

o Lyl vV RUEMFEATBICIE. Citrix Director 7.16 LIEZ A VA R—ILLTLESI L,

o« Citrix Directoro34 7> hid IP7RLXTIZ%< FQDN =B L T, #—4"w k® Linux VDA
Y—N—IEHELET, LIeA>T. . Citrix Directors 547> ki, Linux VDA % —/N—d FQDN
ZRRTIBRENHD X7,

cZINWNa—FTa>T

Ty arOsv RIOUBKKRLEESIE. Citrix DirectorS+4 7> k& Linux VDA OEATT/NY I %
ETLET,

Citrix Director 751 7> ~DiEE

Web 750H#—0BEY—IEZFEALT. [OAYV—I] 2T70ENOJ#RELET, 3. [Ry ~kD—0] 42
7 ShadowLinuxSession APl Q5Z%# BB L £, I—H—1EREZNE T 3 HOBBHARRIINTHELGH
i IhisWEEIE. VDA @ FQDN 2F& T ping LT, Citrix Directors FQDN #fRTI 3 L &k
RBLET, Wss://EHGTHELNRELILBEIE. MAZERBLTLLEIL,

Linux VDA 054

Sy RUERICIBELT. A—H—DHAZRETIT-ODOEBIRRINZI L ZBRBLET, XRRINBVES
i&. vda.log 7 7r)L¥ hdx.log 7 7 1 ILEBRTLL I W, vda.log 7 7 1 ILEEET 3 ICIE. ROBRIEERITL
x9:

1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEREEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig="/etc/xd1l/log4j.xml"

2. Jetc/xdl/logdj.xml %R E. com.citrix.dmc DEBD % BDIF. KD & 31 Tinfos % Mracel ICEEL 7!
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<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartav>YR%#®R{IFLT. ctxvdatt—EX=ZBEHLFT,
EHREIPICTS—DRELEBEIE. ROBEERITLTLLIEIV:

1. v a>nov RUDNR— b Z2HEDZIEDZ T 7177+ —ILHEIRDHEVWHERL T,

2. SSL2FVFDFE. HAZBLF— T 77ILOBFEAELKIEBEIN. ELLWARICENMMNMTVS L 2R
L&Y,

3. iILLWo v RUBRTHEAT Z1HD+HHR— DL 6001~6099 ODRICFE>TWVWB e xR LE T,

BERRY—EXT—FEY

June 22,2023

BIRT—EXT—EVIE. EENICAF vy ERTLTCEEAY—EXZERLET, fisdestdsde. 7—E>
EH—EX 7O zBEFHFLIFELEL. VY —XZBRTIEHDICTOLIDEDZIV—-2TF Y TLET, 1%
Hanrflshs/var/log/xdl/ms.log 7 7 1 LICEEEBINE T,

1B

VDA ZEEET L. BERY—EXT—EVHEFNICERL FT,

CDikEEld. EEEEMRZFERL T, Jopt/Citrix/VDA/sbin (- #% % scanningpolicy.conf. rulesets.conf.
whitelist.conf 7 7 1 LA FERAL THERTEZLHTEFET,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEE%BEHTZICIF. ROAT Y RER
TLTERY—EXT—E>zBEHLET.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

COBHET 71T BRY—EXT—EVZEMILEEMCLEY, Y—EXARBHARZREL. KR
TN eBET I N ShZIRELE T,
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MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (¥fu: #. F7 /)L ME: 20. H/IME: 5)

AutoRepair: true/false (57 =)L &l true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBH7 71T BERNROT—ERZEBELET, ROXIU—22 3y bHTRTESIE. 774
FTIZ4 DOERWEY—EXDHD XY,

ERY—EXZEETBICIF. UTOT7r—IILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (O XBIXTAHICTRIEIETET A, . REIC—HBITIHBELRHD &
ERY)

- Operation: 1/2/4/8 (1=fIsM'RHTNB Y —EXEFLELET, 2=l EEIN D 8 —
EXZRFETLET, 4= —EXZBEFHLEI, 8=Xorg 7O XDEDZHEHEL ET,)

- DBRecord: false

« whitelist.conf
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rulesets.conf 7 7 7 JL THEE L BB R Y —E . whitelist.conf 7 7 1L THERTIHEND
DExd, K714 )X MMEHIZ. EXa2) T QA AV TaIILEZ—2BDET,

RTA4 FUXEEBRT 3IC1E. whitelist.conf 771 LIC7OEXRBOHEEDHET (RRI—HIT 34
BAHDET), fle LT UTFDRIU—2 3y bEBBLTLIEIL,

ctxvda.ctxhdx&s Ltv'ctxpolicydtr—ERX%{EILT 5HilC.service ctxmonitorservice
Stopav Y RERTLTERY —EXF—EVEEIELET. ChERTLAVES. BRY—ERF—F
ViEEIELis—E X EBiieg L £7,

Y—lra—F1 T

June 22,2023

tyraryr—42oBRa1—-T0)T+«

ZLinuxVDADty>a>TF—20RKIERATEIZ1—T+ U T+ (ctxsdeutil) BRftchx s, VDA THR
FEINTULBIRTOEY I VRREDEY S aVIDVWTRDT—2EBET3ICiE. Jopt/Citrix/VDA
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/bin/ctxsdcutil -q <all | SessionID> [-c]aYYREER{FTLET, 318K [-clid. 1#&
FILT—2Z2BRIBCEEKRLET,

o Ty a U ANNEEHIE
s Ty 3 HAEEE

tydavHNEE

o JERE - R

o TE1ERSE

+ ThinWire t /751418
o A—T o AHATEEIE
o TV rE—HAEEE
o RSATANNHEIE

o RS THOEHEEIR

xdlcollect Bash X2 1) 7

OJoREICERINS xdlcollect Bash X2 7 i Linux VDA YV 7 o = 7 IC#E& . Jopt/Citrix/V-
DA/bin IZEEE 3 %9, Linux VDA % > X k—JL L 7=%. bash/opt/Citrix/VDA/bin/xdlcollect.sh o<
VREERTLTAOJZRETETET, OJINENRTTIL. ERBIN O 77 MIIDRRIV TR T )
A—ICERINET, EFEINZOY 7 7 L% Citrix Insight Services (CIS) 27y 7O—RT3HESh%E.
xdlcollect Bash 2o U 7 hHEBL T 3B £9, ARELIHESE. xdleollect 127y 7O—RHAET L
fe#%iCupload_ID #BL %9, 7v7O—RLTH. BEBINOF T 7ILIEO—HILID D SHIBRIhEE
Ao DI —H—(E, upload_ID #ERALCCISICHZO7 771 ILICTIERTEXT,

XDPing

Linux XDPing vV —)LIZaAX Y RS> T7FUr—> 30T, Linux VDAIREBE TO—RABEROMEEF T v
9370t 2=BHMELET,

Linux XDPing V—JLid. ¥ X7 LET 150 ZBRXBEMNDT A ERITLET, CNSDTR I AFRD
LOICHEINET !

o Linux VDA > 2T AEBHREIINTVWEHESHERRT S

e LinuXx74 RMUE2—>3 Y280 VERZHAILTRRT D

o Linux h—x)LOERMZHET S

o Linux VDA OBIMEICEBZ5X 20O HZBEMD Linux 7+ AU Ea—> 3V ORMBEERRT S
+ Security-Enhanced Linux (SELinux) ®E®— R EfMERRT S
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e XY RT—UAVE—T A REHA L. v b T—UREERESR

e AML—=CON—T a2 a R ERATIRELE T RVBEZHRT D

¢ IVVDERAME RXAVEDERERERT

« DNSHEmz®REL. BRTAMZETTS

o BRUBBINAN—NIH—ZHEL. REI> > OEREMIEL £T, FR— bR:

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o BFZREZTHRL. v bT7—UDORZIEEANEEEL TLWEHL ZHERT S

+ PostgreSQL #—E XA ETNCEBEINEEL TV B HZHEET S

s TFATIA—NADEMIR>TVT, BERR— PRV TVWRHERERT S

+ Kerberos #m%zmR L. BT R EETIT S

o JI—TFRII—H—ERT>I>D LDAP RFRIRIEZ R T

« Active Directory &N ELLKEY b7y TN, BEDI I UARXAVIZBML TWVWEHE S h iR
L&Y, R— R

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
SSSD

« Active Directory A® Linux > Ea—2—#47J 1V FrOEEEEZHET S

+ Pluggable Authentication Module (PAM) %R Y 3

o AT7HTDONEZ— 2RI 3

o LINuXVDA IZRERNY T —INA VA M=ILINTWEI D EFHERT S

o LInuxVDANRw 7 —SZREL. 1 YR —IILOEEHERRT S

o PostgreSQLL X MU F—ER—IRDEEHEZHRT

e Linux VDA 4 —E ZDETICER S NBEIEL TV I D 2R T S

* VDA B LU HDX B OB EM = HBT 2

o BEEHDE Delivery Controller # 70—7 LT 7O—h—4%—EXHELEATEE. RIEATRET. IHEED
HBrZEZTAMLET,

o Y>> Delivery Controller 7 7 —LICBBREINTLWB N E R

s PUTa 7 FERIBIMINIEHDX £y > a3 v OREERERT S

o Linux VDABBED IS —rBEHICOWTOJ 7 7ML ERX Y>3

s Xorg ON—2 a VA EH &R

o BRERKEBELSCI VI M—ILINTVEIHEHET S

Linux XDPing v —JLiCid. VDA BBRREEZBES LUODMT 3 7cHDRIDDMES 2a—IILBABRTNTULET,
BERREORBOBHICOVTIE, RORXIV =23y beBRLTIETVL
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registeredhard

The Linux VDA is functioning properly.

Agent not contactable
Delivery group model mismatch

WebSocket connection issue

deregister LDAP search base issue

Broker proxy failed to communicate with the Cloud Connector
ReQIStratlon Status Encryption type not in permitted_enctypes list

Time skew issue
Kerberos error Ticket message too large
Checksum failure

others

registeredsoft The VDA and Broker are communicating
securely with each other, but are not yet set
up for delivering sessions

Linux XDPing vV —)LD1 > X k=)L

ctxsetup.sh #5217 L TH. XDPing 51> X b—)LENnFEFHA. XDPiNng 21 > X h—JLF 3ICik. sudo /
opt/Citrix/VDA/bin/xdpingxR{TL£J,

COIOX Y R TIE. XDPing iC4E7% Python3 (REBIRIBEDHMERINE S, TOIY Y KT Python 3 {RIBIRIEDE
ISR L 7mE &, TPython 3 RABIRIED(ERL OFIBICHK > TFETER L T IZE L,

pip V—ILDERRHCRE T ZAEEMDH S SSLIEFGT S — IS0 T 31CI1F. RDOEEFHH R % [etc/pip.conf
T7AILCEBMT 3 e z@et LT IET L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

Linux XDPing v — )L D fEF

XDPing icid. O7 Y KL TILh5RTSN3 xdping £ V35 BHIQE—DRITAET 7 1 LHAFELTVET,
ARYRSA VAT avERRTSICE. -hA 7o ave@RLEY:

sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->
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RERTRAM—RERTTZICIF. AXYRFAIA T3 >B LT xdping #R{TLET:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

VDA BB OERZETIT B}, ~aF T a zFRLEY,

sudo /opt/Citrix/VDA/bin/xdping -a
<!--NeedCopy-->

Linux VDA Xwr—o% 4 Y R b—)LT ZRIICIRIRZ /AT 51013, pre-flight 7 X b 2RITLE T

sudo /opt/Citrix/VDA/bin/xdping --preflight
<!--NeedCopy-->

BZIT X k% Kerberos 7 X bR Y. BEDTAMAT IV DI ERITIBICIE. -TAH T avEFRALET:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

HED XenDesktop O> bO—5—%2FO—-7 9 3ITid:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

EAF LTI Kerberos 7 X hEERTLIBEOEAFITT:
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME : [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Z0Mo kYo

July 19, 2023
COEIarTIE UTOMEYZICDWTHEBLET:
« HTML5 @i+ Citrix Workspace 77U @R — k

« Python 3 RABIRIEDIER

NIS @ Active Directory £ 0&&
« IPv6

» LDAPS

Xauthority

HTML5 @(7 Citrix Workspace 7 7)) o H7R— k

June 22,2023

HTML5 @47 Citrix Workspace 77U R L T, 751 7> k% Citrix Gateway (#4193 Z & &< Linux &
B7TVBLUVUTRY by FICEHEBEGRTE £9, HTMLS @7 Citrix Workspace 7 7122 WTaE L < 1. Citrix
FFaxX> bESRBLTIETW,

COHEEZBMICT S
COWBEIRT 7 A FTIREMCA>TVET, BRICT I, ROFIEZEITLET:
1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 7 71U EMICL £ 7,
FHHAFIEIC DO W TIE. Knowledge Center 2B CTX2081630FIE 1 Z8BL T3,
2. WebSocket ##izBMIcL 9,

a) Citrix Studio T. WebSockets i&&5iR 1> —% [3FA]] ICRREL £ T,

> WebSocket RS —%#8BETZ b TIF T, WebSocket R —npREAH—BICDODWT
&, TWebSocket R > —FE] #BBLTLLLEIL,

b) VDA Tctxvdatr—E R, ctxhdx#—EXDIEICHEEH L CTREZEMICLET,
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c) VDA THRD I > RERITLT. WebSocket U RF—HEELTVWBIHE SHERERL 7,
netstat -an | grep 8008
WebSocket U 2+—h'EfEL TV EHBE. IV FHARRDELSICHRD ET:

tcp © 0 :::8008 :::x LISTEN

F: ¥ a277% WebSocket #6507 dIC TLSBESKEEBMICTZ b TEET, TLSESKERMICT
BHEICOVWTIR, TTLSIC& 32— -ty a>ofFE] #8BLTIETL,

Python 3 (R8BS DIER

November 27, 2023

2y hT—=UICEBELTVWEESIE. sudo Jopt/Citrix/VDA/bin/xdping&fig/opt/Citrix/
VDA/sbin/enable_ldaps.shav > k%#RfTL T Python 3{RAEBEEZ R TI 9, 7z/2L. IYVEK
T Python 3 REBIBIEZER TEIRWVBEIE. XY b T—JICERL TOWAS THFHTHERTIET, CORLET
i Ry U= IC Python 3 (RABIRIEZ1ERN T 2 e D DRMHRRHE FIBICOWTH L KHHBAL £ T,

RISt

« Jopt/Citrix/VDA/sbin/ctxpython3F« Lo hUILF7oERT 3IC1d. BEREERNIBET

ED
o« Python3nXysr—S0RA—ILT 71 ILBRETY, K1 —JL7 7 I)Lidhttps://pypi.org/h54o >0
- "\\_Cg ij-o
Python 3 {RABIRIEDERL

ROFIEERITL T, Python 3 {REBRIBELIER L £7:
1. Python 3 ofk%EBEHE 1>V A —ILLE T,
Amazon Linux 2 g4

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

RHEL 5 & U Rocky Linux 0384

yum -y install python3-devel krb5-devel gcc
<!--NeedCopy-->
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i
—HOKEFEREFRZ A VA= TEIEDICIF. BEDURI N OBEMUNURERIZENH D X
¥, RHEL7 ®i5&. subscription-manager repos --enable rhel-7-server

-optional-rpmsIv > R%ExR{TL %9, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsaI<¥> REZTLET,

Debian. Ubuntu %5
apt-get -y install python3-dev python3-pip python3-venv libkrb5-

dev
<!--NeedCopy-->

SUSE 0155
zypper —-n install lsb-release python3-devel python3-setuptools

krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. Python 3 RABIRIBZERRL £ 9,
A
Pip Y —ILOFERBICKET AR DH S SSLIEHRT S —ICLT 2 ICIE. ROBEEEHERZ b
% [etc/pip.conf 7 7 1 JLIZIBINT 5 C e 2fet L TS L:

[global]
trusted-host =

pypi.org
files.pythonhosted.org
Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu 0ig4:

sudo python3 -m venv /opt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

SUSE 054!
sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo 1ln -s /usr/include/gssapi/gssapi_ext.h/usr/lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->
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3. LDAPS o#fk#FEFEE IV b—ILLE T,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.,21 six==1.16.0
<!--NeedCopy-->

4. XDPing OfEEFET VA F—ILLET,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

NIS o Active Directory r o# &

June 22,2023

ZDREwYUTIE. SSSD #EHL T, NIS % Linux VDA @ Windows Active Directory (AD) X#i&7 3753EIC
DWTHBAL £, Linux VDA I£. Citrix Virtual Apps and Desktops @Y R—% > heBATNET, TD
& Linux VDA (%, Windows AD BRIBICEZICETU DLW TWLET,

AD dHDICNISZ UID LU GID 7ONA A —r LTERT3ICIE. AD 2 NIS TA—H—RENXT—RD
HAEOEDTHYU Y MERER—ICTIHRELRHD £7,
pE
NIS #ERB L7386, RBiLE AD b —N—iC&biTbhFEd, NIS+HIEFHR—rIhEHA. NISEUID &
LUGID Z7ONA A — LTEAT 2BE. Windows H—N\—H 50 POSIX BHIZERAINEE Ao
Bk
ZhnilE. Linux VDA ZRET3HZE LTELEINTVWS D, HEDI—RT—RATOIAMEALTL IS

Lo RHEL/CentOS ¥« X LU E2—> 3> DB&lE. TAmazon Linux 2. CentOS. RHEL. & & U Rocky
Linux A® Linux VDA OF& > X b—J)L1 OFEICRVWET, Ubuntu 7« XU Ea2—> 3 > DIiEE
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I TUbuntu A® Linux VDA ®F&11 > X b—IL1 OFIBICHEWVE T,

SSSD x1d?

SSSD R AT LT—EVTYo SSSD DELMEEIIF. P RTLICF vy a2 A TSV R—r2RETIHE
JL—L7—0%ZBLT. UE—HFUY—-ROBRIESIVRBIEDT7 I/ R 2RMT B TY, PAMPNSS €22
—IERELTHED. BERNICIFD-BUSR—RDA>E—T A AHTFR—- LT IERI—F—ERICHTT S
FETY, &fes O—ALNIA—F—TAHU Y FEHRI-F—BRERTFITZLDODBNIT —IN—IZRMLE
ERS

NIS & AD O%i&

NIS & AD Z#t& 9 3 ICId. ROFIEZFZETLET:

FIE1: LinuxVDA%ZNIS 757> k& LTEM

NISOSAT7Y bZEBRLET,

yum -y install ypbind rpcbhind oddjob-mkhomedir
<!--NeedCopy-->

NIS XA ZRELET,

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N—r 25147 bDIP 7RL 2% [etc/hosts (CEBML £7:
{ NIS server IP address } server.nis.domain nis.domain
authconfigTNIS ##8ML %7

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain (3. NISH—/\—D R X1 >& T, server.nis.domain (. NIStH—N—DHRIX~ETHO. NIS
H—N—DIP7RLRICHTETET,

NISOH—EXZRELFT:
sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DA ELWC 2B LT !
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ypwhich
<!--NeedCopy-->

NISH=—NR=DS5T7ATV Y MERIMERATIB L zHBLETY !

getent passwd nisaccount
<!--NeedCopy-->

E:

nisaccount (Z. NISH—N—DEEDONIS 7Ho> +TF, UID. GID. F—LTF«s LI U, B&LTUOY
AV ITIDELLEEINTVWA I ZERLET,

FIE2: RX1>ic8ML. Samba %# B L THX b keytab % /Ep

SSSD Tld. RXA>BIMr Y RF7 LD keytab 7 7 1 LOEIRICEATZ AD DU 50 7> MMERENRBHINTLE
Hho COWEEZIETIICITRDLSBAENBD 7!

« adcli

« realmd
e Winbind
« Samba

DI arTiE Sambalc k37 7O0—FICDOWTOHIRHRAL 9, realmdicoWVWTiE. RHEL F7:1&
CentOS DRUYA—DRFa XV R EBRBLTLEETW, SSSD ## T 380lc. UTOFIBICRS BELHD F
ER

RXo>icsiml. Samba ZEAL THER ~d keytab #1ER T 5:

Linux 2204 7> T, BHICERENET7 71 L2 ERLET:

« Jetc/krb5.conf
+ Jetc/samba/smb.conf:

Samba & & Kerberos sBiFRICY S V2B L E 7!

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Z ZT. REALM I3AXZF®D Kerberos $Bi5& T. domain (R X1 >®) NetBIOS T,

KDC H—N—&V4EIEZ % DNSR—IXTERBII3HEHLNHZHE1E. XD 2 2OA T a>EFIROOT Y RIC
BmMLET:

--enablekrb5kdcdns --enablekrb5realmdns
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[etc/[samba/smb.conf #BL\ T, [Global]l o> aVIicRDI>FUEEBMLE T, 72720, BEMT 3 DIE.
authconfig vV —LIC& > TERSI NIz EI > 3> DETT:

kerberos method = secrets and keytab
winbind offline logon = no

Windows R XA VIZBMTBICIE. FXAY Y bO-5—ICEETIZ L. AVEa— 42— XTI VIZE
e 2EREZFEDAD A—HF—THU Y FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BIZ T, user i3> a—4—% RXAVICEBMT31ERZHORXr>1—H
__C\g-o

FIE3: SSSD oty h 7 v

SSSD oty b7y Fid. UTFOFIETHEREINTWET:

e Linux o317y kv vic sssd-ad Ny 7r—JE KU sssd-proxy N\wir—2% 4V X b—JLLET,
o IFEIEFERTFAILICHLTHEROZEEZTVET (sssd.conf 4 X)),
o sssd H—EXERIBLET,

|etc/sssd[sssd.conf sssd.conf OFREDH (MEICHU TEBMOBREETS LA TEET):

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working
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# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

ad.domain.com ¥ server.ad.example.com =319 ETEIF I £7, 5L <. sssd-ad(5) - Linux
man pagel ZBRLTIIETL,

T71IVDFREES KU 77t X1EE% sssd.conf TRELFT:

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

FlE 4: NSS/PAM D#ER

RHEL/CentOS:

authconfig % /A L T SSSD #&%hiC L 9, oddjob-mkhomedir #1 > X b—J)LLT. TOKR—LTsL
7 R OYEREEEN SELINUX ICXHISL TWA e #RBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

B> b

Linux VDA @FREETTS & Eid. SSSD TIE LINnuUXVDA 754 7> ORI BRREN BV ZEEL X T,
ctxsetup.sh XU 7+ TOZDMOBRASEZL LTIE. 774 MEZFERALE Y,

FE5: Kerberos &m0

Linux VDA TERTE 3 L 51C Kerberos PEELK B IN TWA e 2B T 3ICIE. ROOATVRICED, ¥
27 LD keytab 7 7 1 LHMEREA T keytab 7 7 1 ILICE R F—HEENTVEI L EBERALET:

sudo klist -ke
<!--NeedCopy-->
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COOARIRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICTH L TERTESFXF—D—8IERR
TNFET, Kerberos @ kinit Iv> R%Z#ETL. Th5DF—%#FALT. IV VERXr>Iy bAO—-5—Cxt
LCEREL £ 9:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

RYUVBUEHBIIANFTIEETIHELNHD ET, RILEE (5) 1F. PTIICKBBESHMIZH<LDICNY Y
Z25wa () TIXT—TTB3RENRHDFT, BEICK > Tid. DNS KX >&H Kerberos Bl ¥ E4 b
9, LA ->oT. HPEEHEEEALEYT., COOATYRBRINT B, HAORKRTINEEA.

ROARY RZFERALT IV VTFADY MO TGCT Fry b F vy ool ZHABLET:

sudo klist -ke
<!--NeedCopy-->

FIE6: 11— —BAEDHER
getent IV REEALT. OUASHRANYR—bINTUVB L. BIUNSSHHEET BN ShERBLE
£

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN N5 X =2 —(3FEVWEXD F X1 >R TY, JloOsx o EANMBERISRIE. £ getent ITY > K%
fERALTHEBLEY,
HR— I TVBZOF U ERITRDED TY !

o AL AR)LOTF V& DOMAIN\username
« UPN: username@domain.com
e NetBIOSH 7+ v o XFEX: username@DOMAIN

SSSD PAM E2a—ILAELK BTN TWVWS CE 2B T BICIE. RAM>YA—H—T7HU > b=EAL T Linux
VDAICAZA>YLET, URIE R XA > I =T AT MIFERAINhTLWEHATL .

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROOARY RICE > TREINT - UID ICxTST 3 Kerberos BRRIERF v v a7 7MIILAMER SN C e & REL
F9:

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->
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ROAR Y BT, A—H—d Kerberos BEREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI C 2BEEL £
EXS

klist
<!--NeedCopy-->

IPv6

June 22,2023

Linux VDA Tli&. Citrix Virtual Apps and Desktops IC IPv6 #{FFTE £3, COEAERXFERAT I Ik XD
RICEEL T RE LW

e TaTILREYIIRIFET, IPV6 HEATRICEMICA > TULARWESE, IPv4 BMERTIhE T,
* IPVAERIET IPv6 ZB#MICT 3. Linux VDA I3teEL £ A,

BE:

e Linux VDA 7213 TldZa <. R b —JIRIBESED IPV6 THIRBENHD X7,
+ Centrify TIZE 27 IPV6 £ 7R— L TULEE A

LinuxVDAZ > Z r—=JLLTW3HBE. IPv6 O8FRIAEEY b7 v TR T IIHEH D FH Ao

Linux VDA T IPv6 %17 %

Linux VDA O#EpiZZE 3 3501C. BETIPV6 xR b —2 T LINUX RIS U HMEEEL TWeh R T 20 E
PHDFT, IPv6 DEEICEEET 22 DDLU F—HAHDET:

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration % 1 (Z5%% L T. Linux VDA TIPv6 #8%hIcL£7:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IZEB DRy kD —0 1> 2 —T x4 0% 3354, ControllerRegistrationlPv6Netmask T
Linux VDA OERICERTZF Y b T—0 AV 2 —T 1A AREETI £
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-—force
<!--NeedCopy-->

{IPv6 netmask} z D *x v fY R (2000::/64 HY) ICBESMZ FT,

Citrix Virtual Apps and Desktops T IPv6 EBRICDWTEEL <&, TIPv4/IPv6 support) 28RBL TS
Lo

A e Rl 274

BEDIPv6 2y b7 —VBREBEF v I LTHS. pingd ZEMA L TAD & & U Delivery Controller iciEGiT =
BhEHRBLET,

LDAPS

June 22,2023

LDAPS (3. LDAP Bf=H' TLS/SSL 2 AL TBSHKINE S hYy A T LI MU T2 TOMIL
(LDAP) 0&2B/N—23> T,

TI7AIWET, 954720 beH—N=7F)r—23 > ED LDAP BEIRESHKINTWLWEREA. LDAPS T,
Linux VDA 8 & U LDAP #—N—fd LDAP 7TV AV TV FRETT Y,

R® Linux VDA J>R—x> b3, LDAPS & o®#FBGENH D 7!

« JO—A—I— x>k Delivery Controller iZ Linux VDA % %43
e RUD—H—ER: RS —FHH

LUFid. LDAPS OBRICKHETT .

« Active Directory (AD) /LDAP #—/N\—T LDAPS #E it
e USATVITHERTBZIL—CAZIIRKR—b

o Linux VDA ¥ > T LDAPS &k £ IdEML

o H—RN=F1DTZv T +—LTLDAPS Ok

o« SSSD D&

Winbind o

« Centrify 0#8mg

o Quest DM
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7
MROAYY RZETL T, LDAP H—N—DERVA VI ERETETET, 774/ MEF 159 T, Dl
EH L0 RICHRETBDLSICLTLIET L,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X\—T LDAPS O&E#1t

Microsoft sEFR#4RES (CA) Z7z133E Microsoft CA @ 5 5hh SEYIARFERDEAZE% 1 > X —JLL T, SSL&
fmad LDAP (LDAPS) #8B%ICTE %9,

[ O

LDAPS I, KX+ >y hO—5—T&#DIL—k CAZA YR b —LT B L. BBRICEMCRD T,
HERAZE 1> X b—JL LT, LDAPS ##4i 2 MR 3 2 A AIC DWW T L <& THow to enable LDAP over SSL
with a third-party certification authorityy; #8RBL T T W,

HEFRBE DI IE ICEHM DL H 3/ E. R X > Y ~O—5—T LDAPS SREE 0@ )4 EFRE = BEMICEE TS
EtA

EHOIEREOREBEFER L TR Xr>a> rO—>—TLDAPS ZBEMICT 3 AXICDWVWTEHEL 1. TLDAP
over SSL (LDAPS) Certificates; #8BLTLEE L,

U547 FTHERY 3I)L— MEBAZE (CA) OB
7347 2 b3 LDAP #—N—p539 % CA DIEFREZ RT3 HENHD T, 7517 > b D LDAPS 553
ZEMICTBICIE. IL— b CARERREZEREADF—X L TICA VR—bLET,

JL—k CAZIVRR—bTBAEICDOVTHELCIE. Microsoft Support Web #-r kT F'How to export Root
Certification Authority Certificate; 8RB LT T W,

Linux VDA Y3 > T LDAPS =&k F 7=l Exhik

Linux VDA T LDAPS # B8 £ 7 I3EMICT 3 ICIE. (BEExLTOJAYLT) XADRIU T+ %2RITLET:
COOXRY ROBXICIIRDEENE T
o FEESNTIL— b CAREREE T SSL/TLS 28T LDAP #8%ICL £ 7

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->
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o SSL/TLSBHTLDAP Fv RILNA> T2 JZBMLET:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

pE

FoRINA>T 4> DIL— bk CASEREZIL. PEMERTHZHENLH D £9, LDAPS #HB%nicL

TH Python 3 RIBEBIRAERICIER I N WEEIE. TPython 3 RIBIRIRDIERI OFIBICHE > TF
BTERLTSET L,

Pip Y —ILOFERBFICKET ZAREMDH S SSLIBEHRT S — IS T 3 ICIE. ROBEEEHRR b
% [etc/pip.conf 7 7 1 JLICIEBINT 2 e Z2fat LTSI L:

[global]

trusted-host =

pypi.org
files.pythonhosted.org
o SSL/TLS #ERAEFICLDAP IC7 #—ILINy o L&,

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS A Java ¥ — X k 7i&. [etc/xdl/.keystore ic&H D £3, HEEZZITZL I A MY F—I2Id. KNS
FNET:

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HY—RN=FT1 DT 5w b7 +—LTLDAPS DB

LinuxVDA QY R—2>Y MR T VDAD T X I EAY —FN—FT0 DY T b Tz 7 AV R—%> kTid. SSSD.
Winbind. Centrify. Quest A0t F21) 7 TREI N LDAP MUEBELBELH D £T, UTFots> 3>
Ti3. LDAPS. STARTTLS %713 SASL (BB > —I) IC&BEFa )T+ TRESNT LDAP 2T 3 757%
ICDWTEHBAL F7,
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B>k

CNSIRTOY IR T7IVR—32>Y T, SSLAR—+ 636 ZFEAL. EFa )7+ TRESN LDAP
ICTBTENBELVDITTREHED FHA. el IFLALDHE. LDAPS (R— 1 636 TD SSL ZH0
LDAP) (&7R— bk 389 @ STARTTLS &t HFTE £t Ao

SSSD

FFoa>il. R—hF 636 £l3R—b389DtExa) T+ TREINSK SSSDLDAP ST 4w oL
F9, sFL<IF. SSSD LDAP Linux ® man R—J# BB LTLZT L,

Winbind

Winbind LDAP 2T Ui, ADS XV v REHERL £9, Winbind iZ. K— k 389 T StartTLS XV v R aHEHR
—hLTVWET, EEZITZEMT 77)LIL. [etc/[samba/smb.conf ¢ [etc/openldap/ldap.conf (RHEL
DizE) 71k [etc/ldap/ldap.conf (Ubuntu ®i88) TF. 771 EZRDESICEELET:

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

. ¥ )T TIREINT- LDAP I&. SASL GSSAPI (BEE LU —IL) THERTI TN, TLS/SSL v #
FIBILIdTEEHA. SASLEESkEFERT 3ICIE. smb.conf EBRETEL £

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify TIZAR— bt 636 @ LDAPS ZHR—r L TUWERA. —H. R—F 389 LOtFa) 7+ TRESNIBS
BHIFRBLTVET, #LIE Centrify 41 FZ2BRBL TSI L,

Quest

Quest FBEETF —E X IFK— b 636 @ LDAPS 2 R— b LEHAD. BIDAETR— 389 DtEFal) T+ THRE
TNIcESKZERMLET,
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N PIIEES
COMEEERTZL. UTOBENRET 3 ABDET:

« LDAPS —EXDETAME

AD/LDAP # —/N—T LDAPS #GiHMERTIRETH DI L 2B L E T, T 74/ M TlE. TOR—FE 636
TY,

+ LDAPS 2 E%#IC9 % £ Linux VDA OEBFEHLKT S

LDAP = N—tR—rHRELKBRINTVWB e 2B LEY, mMICIL—~ CAGEAEZF T v I L T,
AD/LDAP #f—N—t—HI 3 zHRL £ 7,

o BFROTLPRNUEE

LDAPS BEEnD +—%3:%> T enable_ldaps.sh #ERE FICEHF L TLES . LDAPS VK-> D
KREFEEFRZIBASAREELHD T,

« LDAP +357 1 v 7id. Wireshark > Zofioxy b7 —U838Y —)LH 5 SSLITLS THESKINFHA

T 74 bTIE LDAPS IFEMICAR > TWE T, TN EME 9 3IC1%. Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #£17L £7,

+ Wireshark »Zoftho v b7 — &R Y —)LH 5D LDAPS +5 7 1 v OB EEL AW
LDAP/LDAPS +3 7 1w oid. Linux VDA OFEEPJIL—FKR) S —DiHEETSBICEELF I,
« AD #f—/\—T LDP ###t%= 3217 L T LDAPS OFAMZHIETET AW
IP7RLZODKHDIC. AD FQDN #BL %9,
+ [opt/Citrix/VDA/sbhin/enable_ldaps.sh X7 ) 7 +%#2{TLTJ/L— k CAIAZE% 1 > R— FTEARL

CAGEFRZD 7 NRZBEL T, IL—~ CAFEAEOBENELVW I ERBRALE T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, T R— F—BICAWESIE. RIICEEETBELTILETWL,
SEERZ D ORIENRE L -5 E1F. Base6d THSHIN- PEMEROFERZ HEIHLF T,

o JL— bk CA:EFEZ% Keytool —EICKRRTE AW

Jopt/Citrix/VDA/sbin/enable_ldaps.sh#®%7L TLDAPS #&#iCd % . :LBHZE
Hi/etc/xdl/ keystore (1 VR— b I, F—A T2 RETZNAT—RHAREINE T, NXT—R%
SNEBEIE. ROV TR EBERTLTHLLWEF—IMTFEERLE T,

Xauthority

June 22,2023
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Linux VDA 1%, 35E8 D) E— T X1L T X 7L 1H#EE (xtermegvimz&T) 2 ERIT 3 REL T R—
FLTWET, ZDtEEIX. XClient & XServer Dt x 2571 TRESNICEEERRI 3 DICBEREFX 2
DT XD L=ZRHELET,

CODEFaV T4 TRETNICBEDERZRET ZICIZ. UTD2 DDFELRBHD T !

« Xhost, 7 xJL bTld. Xhost av > RizO—AJLRR k XClient & XServer D@EDHZHA L £,
IJE— bk XClient @ XServer A\O7 VX %ZHA 92 L. HEDY S Y THERZMS5T 3 70IC Xhost O%
YRBRITINZIBENHD 9., H3LME. xhost + = L T XClient (2 XServer NDE#Fi £ F 5
ZEHTETFT,

+ Xauthority, .XauthorityZ7/ILlid. E1—H—DKR—LTFsL I VICHEDET, COT 7L
l&. XServer OBHEDEIC xauth HEA T 3 Cookie ICERIBRERET D HICHERHINET, XServer
1YREAVR (Xorg) HEEITNB LIS HEDT + A FL A ADEHZRET 57-0I2 D Cookie HiE
AEnEd,

Hee
Xorg hE#icndr. .XauthorityZ 7Lz XorgiliBEnEzd, Cd.XauthorityZ 71ILICIZRD

EEPEENET:

« RTES
« UE—FEXRZOMINL
« Cookie &S

xauthd<w Y REFERALT. COT7 7ML ESRBTI Y, fl:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

tb228d1b695729242616c5908111624b
<!--NeedCopy-->

XClient /') £— b+ T Xorg ICIEH I B/BE. 2 DORIREHER/LIHENBHD T

 DISPLAY Ri5Z ¥z ) £— b XServer ICREL £,
+ Xorg T Cookie #Sm 1 2%Z&¢T . XauthorityZzBELF Y,

Xauthority O

IJE—k X11 5« R F L ABIC Linux VDA £ T Xauthority #E%IC T3 1CiE. XD 2BEDL X MU X—%1E
BT 2RELHD £T:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Xauthority I2BE#MICLTH 5. FRICLZIDEER—LT ALYV VEIIY FFEI T Xauthority
71 L% XClient iZEL £9:

« XauthorityZ 7 J)L% XClient ICF&TEY

ICAtv>a>vraiEd L. Linux VDA IZ XClient @ . XauthorityZ 7124/ L. A4 > a1—H
—DER—LTA LI MIICT 7ML ERELET, 2O . XauthorityZ 70L& U E—k XClientw> >
IZaE—L. DISPLAY &£ U XAUTHORITY IRIEZE#HERETET £9. DISPLAYIZ. XauthorityZ>
FALILICREFELIERFZEZESTHOD. XAUTHORITY L Xauthority 07 71 JLIXZATT, 7z zlE. XD
IYRERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={

the file path of .Xauthority }

<!--NeedCopy-->
i
XAUTHORITY BEZHMNREINTLWERWEE. ~/ . XauthorityZ 71 ILHF 7 +)L b THER
TNZET,

o HER—LFAL I MU EITV TR ILICED . Xauthority 7 7 )L% XClient IZET

BEAFEE. OJA A —DRHREFR—LTsLIMIEITIVTEZLTY, Linux VDA A ICA &
v avERETIL. A F 22— —DOR—LTs LI MUT. XauthorityZ 71 ILHMER S L E
To CDHR—LT LI MUMRXClient tEEINBZHE. 2—H—H 0. XauthorityZ 71L& F
&T XClient ICERix T 3B EIZH D £ Ao DISPLAY & L0 XAUTHORITY IBET % E L < RE L.
XServer T GUI M BEIMICRRINE T,

A | = Rl al G274
Xauthority B8 L B WBEIE. KD ST a—F 1 Y IFIBICR > TS

1. root {iEEFOEEE L LT, $RTD Xorg Cookie ZEXBL £7:
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ps aux | grep -i xorg
<!--NeedCopy-->

COOT Y RIF, BB Xorg IEIN S Xorg 7O R ENTA—F—%ERTLET, H5 1 D2D/NFX—
Z—lg. o . XauthorityZ 7 hERINEZhERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy—-->

Xauth v > R%EFEALT. Cookie #RRLET:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. Xauthav > RaEALT. ~/.Xauthorityic&dfh3 Cookie #RRL £9, ALRTESDHA.
FTan3 Cookie i Xorg LU XClient . XauthorityZ 71 ILTRLTHZIBELRHD £7,

3. Cookie *EILHBNUEL. UE—FT 14 XTLAR=FHLINUXVDAD IP 7 RLZE AT RY by TORR
ESZFERLTT7I7ERATESh ERABLET,

7= Z1E. XClient v > TROOAYVRZRITLET:

telnet 10.158.11.11 6160
<!--NeedCopy-->

R—+&ESI3, 6000+ RRESDEETT,

telnet DRENKRKRT I L. T7ATU4—IHEREZTOVITELHBOFI,

June 22,2023
COEIavTIR UMTOREYZICDOWTHALET:
+ Azure Active Directory %= EH L 7583
o RTINKRY TSI INYA > F VB
e JxTL—Ya VY —EX
+ SSO LIsho2Za
¢ AX—hH—R

c ERA—Y-0OFEIAEL Y3y
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Azure Active Directory % {8 L 7-:8:E

June 22,2023
p

CDgeIZ. Azure THRX AT N3 VDA TOAFERATIT £,

Z—XICETVWT, Azure IC2 D Linux VDA # BRI TSI £9:

« Azure AD DS £1iE# VM. VM 1% Azure Active Directory (AAD) R X >H—E X (DS) OEEMNER
RXAVIZEMLTWET, A—HF—R@ XM VERBERZFEALTVMICOIF Y LET,

o RXAYVIESMVM, VM A AADID H—EXReHEESINTED. I—H—RifzRHLET, 21— —IF
AAD EfERzfERLTVMICO A L&D,

AAD DS 8L T AAD I2DW T L < Id. TB5DMicrosoft DR EZSRBL T IZE L,

CDRETIF. FXLVIEBMVDATAAD ID H—ERZBMNUE L VHEH T B HEICDVWTHEBLET,

YR—bEINTVBETrAMJE2—23 >

« Ubuntu 22.04. 20.04. 18.04
« RHEL8.7. 8.6. 8.4. 7.9
+ SUSE15.4

L <& Microsoft st E#BBLTLLEI L,

BERN D FERE & [E1EE R

RHEL 7.9 Ti&. AAD 2—#—:B:Ef&Ic. PAM (Pluggable Authentication Module: 7354 > aJgE % a5 €
Ya—J) opam_loginuid.sop'loginuidDREICKERL &Y, COMREICED. AAD 21— —(Z VDA
Ty avIlT7IERTELGLARDET,

CORM@EEOET 5ICIE. /etc/pam.d/remoteTSession required pam_loginuid.sofT%
AXYETIORLET, FIELTUTORIU—=>2 3y bESELTIESWL,
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#XPAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password  include password-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

#session required pam_loginuid.so |

# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open

session required pam_namespace . so

session optional pam_keyinit.so force revoke
session include password-auth

session include postlogin

Fg1: Azure Portal T7> 7L — MRET D U EERT B

FoFL—MrETYVEER L. AzureCLI Z VM ICH > X k—=ILLE T,

1. Azure Portal TF > 7L — MREY Y V%L £9, [Review + create] =2 1w o9 3HilC.
agement] #7T [Login with Azure AD] #:3#ERL T3\,

Home » Create a resource

Create a virtual machine

Basies  Disks  Metworking  Management  Advanced  Tags  Review + create
Configure monitcring and management aptions for your VI

Azure Security Center

Agure Security Center provides unified security management and achvanced threat profection across hybrid doud workdoads.
Learn mare

@ Your subscription i proticted by Anan Securty Centér tandard plin

Monitoring

Boos disgnossics (%) Erable with managed storage account (recommended)
() Eralsla with custom starags account
) Diable

Erable O guest diagnosties O

Identity

) System managed identity must b on to login with Azure AD credential.

Amire AD

) REAC role assignment of Virhual Machine Adminkirator Login or Virhual Machine
Uer Ligin is neguired when uting Azere AD login. Leien mone ©

W Aure AL bogin mow uses $5H ceriicate-baved authessication Vou wil reed o use an S5H client that supports Dpent$i
contificates. You can ue Azure CU or Cioud Shel from the ABere Portal. Leam more o

Auto-shutdown
Enable auto-shutdown :I

Backup

Erable backup a

Guest OF updates

Patch echettration sptians Enasge celmlt r

i) Some patch orchestration optiors are not available for this image. Leam more o

I (e | e

2. 77 L—bMRET>>TAzUureCLI Z# VM I/ > X b=JLLE T,
2L <IE. Microsoft Dt E#BE LTI L,

[Man-
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FIE2: 7> TL—MREYS VU TIRZ—A X—D 7 %

RRAZ—A X—=DZEHT BIC1E TAzure TD MCS Z 8 L7z Linux (RE8< > > DO1ER) @ TFIE3: YXZ—o
A=V EEHET B OFIRICRE> TR,

FIE3: 7o TL—MREAIS VZ RXAVEBME—RICRET S

RAZ—ARXR=DZER L5, ROFIBICE>TVM Z FXA VIESME—RICRELET:

1. OV RTAYTEDERDRV) T ZRITLET,

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. function read_non_domain_joined_info()#%&>i¥yT.NonDomainJoinednfE%2
ICEELET, Hle LT ROO—RITOvI%SRBLTLLIETU,

function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"
# check if websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

${

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2

f

}

<!--NeedCopy-->

3. EEERELEY,

4. TOTL—MREIIVES vy FETVLET,

FIE4: 7> 7L — MrET>>H 5 Linux VM ZER T 3

RXAIESMT > TL— MBS VY OEENTES. ROFIRICK>TVM Z1ERLE T

1. CitrixCloud icr>r> L %9,

2. CitrixDaaS #4777y o LT, [R2BEH] EBIAVY—ILICTIEALET,
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3. [¥>>Ah%#04] T. Machine Creation Services ##FB L TF> 7L — MrIET > >H 5 Linux VM %1
MTBCEZTRLET, 5L <1d. CitrixDaaS RFa XY D TR X VIEEMD VDAl #8BLTLE

LY,

FIES5: LinuxVM (ZAAD 1—H—7HU Y bEEDHTS

RXALVESMYM ZERE LS. TNSICAAD 2—H—7AHI 2 bZEIDETET,

AAD 2—H—7HDU Y bZEVMICEIDETBICIE. ROFIRICEVWET:

1. EBETADU Y b EFERLTVYMICT IR LET,

2. [Identify] > [System assigned] %7 T. [System Identity] #&%ICL %7,

| Identity

System assigred  User assigned

% Continucus delivery
B Availability + scaling

% Configuration

3. [Access control (IAM)] > [Role assignments] %7 . [Virtual Machine User Login] 0% &
D BEIICTAAD 22— —7ho > b ZEMLET,

Ao | Access control (IAM)
Virtual machine
© Search (Cmd+/) « {- Add | Download role assignments == Edit columns () Refresh 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
E Activity log —_—
A Access control (IAM) Number of role assignments for this subscription ()
@ Tags 2% 2000
/¥ Diagnose and solve problems
Search by name or email Type : All Role : All Scope : All scopes. Group by : Role
Settings :
& Networking 21 items (7 Users, 14 Service Principals)
Name Type Role Scope Condition
& Connect D L P!
£ Disks > Contributor
B size > Owner

@ Microsoft Defender for Cloud
\/ Virtual Machine User Login
& Advisor recommendations

4 O . User Virtual Machine User Login @ This resource None
Extensions + applications

RX0 VIEBMVVDAANDOOT A >

EBHRNOIYRI—H—IF. RXAVEBMVDAIC2 DOAZETOT A TEET, HMAEFIBIXRODEESD T
ER
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1. Workspace 7 7V B8 L. AAD I—H—RBENRXAT—REANALTT—IAR=RIIOTF VL &
¥ [Workspace] R—JHEEF £,

2. RXAVEBMT RO by T2HdTNIV Yo LET, [AAD LOGIN] R—=IHERRINET,

ZOR—=TE. VDA TRHRESINTWROJ MY E—F (FNAAROA—RFRIEAAD 7HU Y MR T—R)
IC&>TERLEDET, T74IETIE Linux VDA IE. RO K SICTFNAROI—ROJAVE—REFALT
AAD 1—H—%IIL %9, EBEIF. BBICHLT. OF1VE—REAAD 7HU Y M RXRT—RICEE
TEFT, FIBICOWTHEHLLIFE. UBROEI> 3V EBRL TSI,

3. BEDOERICESVT. ROVWThHIDHEETTRI by Tty avicni4 v LET:

¢ QRI—REXFv LT, I—REAHLET,
« AAD I—H—B L KZAT—REAALET,

AAD 7 AU Y MNZAT—ROJA VE—RADEE

FI7 A4 T LINuXVDAIETNA ZO—REFERALTAAD 22— —%B:EL 9, %L <&, Microsoft ttm
HEEBBLTLESV, OF1YE—RE [AADT7HUY N NZAT—R] ICEET3ICIE. ROFIEEZRTLE
EX

VDA TxD X > RERFTL. AADAcctPwdAuthEnablex—%RDI3T. ZDOEX0OXx00000001IcEE
L£Y,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "Ox00000001" --force

<!--NeedCopy-->

:

Co75EE. Microsoft 7Hw > by £7:13 2 BRBENBHICH > TVWB T AT hTIEER £ A,
ATINRY T2 TS A 27 VR

June 22,2023

StoreFront X k7ICT7 VR T B cdD1—H—&igiEHR=Z. Linux @iF Citrix Workspace 7 71 & & U Citrix
Receiver for Linux 13.10 ® AuthManager €2 a—JLICAATE 9. ANH%k. 21— —EEBEHREBEANNT
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%<, LinuxREBTRI by Ty avhsRBTRI My IELUVT TV —>avil. 95347V hE
FRLT77ERTEEY,
7
C DaEIE Linux @7 Citrix Workspace 7 71 & & U Citrix Receiver for Linux 13.10 THHR— k3N T
W&,

COWBEZBIMICT BICIE:
1. Linux VDA iZ. Linux [+ Citrix Workspace 7 7 1J & 7zia Citrix Receiver for Linux 13.10 - > X +
—JLLET,

Citrix Workspace 7 71 £7z1& Citrix Receiver @Citrix # 7 > O— RR—=IHh5 7SV AE AT O—RL
9,

FIHxIW DA YA R—=ILIXRIE. [Jopt/Citrix/ICAClient/TF. BERZNRIZTIVEA VA L—ILT 35
&. ICAROOT IRIBET#E RIED1 VA =L %EZBBITZLSRELE T,

2. Citrix StoreFront €3>V —ILT. RO X ;7 HTTP EARBEAREBIML £9,

Manage Authentication Methods - two

Select the methods which users will use to authenticate and access resources, 0
Method | Settings
#|  User name and password
[ ] SAML Authentication -

[ | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Seart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [antlcatlcur?l methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. HTTP BARMI%HAI T 3ICId. RDF—% AuthManager #57 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (ZBML E9:
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<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROARYVRZRTLT BESNETA LI MU —FEAZZ T YA —ILLET,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. ROOATY RERITLT. COMEZEMICLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0

x00000001"
<!--NeedCopy-->

6. LinuX{REFRI by FEwvsayaERIBLT. Tty a>TLinux @i Citrix Workspace 7 71 &
foi& Citrix Receiver for Linux 13.10 #2#81L £ 9,

Citrix Workspace 77U ¥ TRBIL 2L FIZ. AT THATY COANNEROSNET, LURIE. IBE
BAOISTICEBNICOIA Y LET,

:

AbT7T7H T O HTTPSURL ZABNL £,

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wour [T departrment.

https:/J

Cancel Add
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JxT7L—>ay Bt —E X

February 9, 2024

JxT7L—> g B —E X (FAS) #{EB LT, Linux VDA IO # >33 1——%BA TR e N TEIET,
Linux VDA ix. FAS O # > #gElC Windows VDA £ [@ L Windows IBE%##ERB L £33, FAS D Windows I8
BOBRICOWTIE. 177 L—a Vit —E Ry #8BLTLETVL, ZDEETIE. Linux VDA ICEB®D
BMEREZREELET,
pE
o Linux VDA iZ. In-session Behavior ;K> —%HR—FLTULEEA,
o Linux VDA IZ. FEVEGEFEARALTFAS Y —N—F—42%XEL 9,

¢ 2206 ') 1J— R LA, ctxsetup.sh W CTX_XDL_FAS_LIST %R L T. Linux VDA {lld FAS R—
FEARFIIAXTEDELSICHDE LT, #LIE ToRAMJE2—2 32D Linux VDA O
A=Y BEFESRL TR,

Linux VDA To FAS D&
RHEL 8.x & & U Rocky Linux 8.x To FAS #7R—~

FAS . RHEL 8.x & & ¥ Rocky Linux 8.x TEELE L A& o7 pam_krb5 P a—JLICKELE T, YILFEv> 3
> 0S E— RTINS RHEL 8.x & T Rocky Linux 8.x d< > > T FAS #EA T 31541k, ROFIENNKE
TY, >>JIILEv>a> 0S (VDI) E—RTiREEEI NS RHEL 8.x & U Rocky Linux 8.x <> >d FAS 0i5
&, ROFIEIFR*F Y FLTHHEVELEA,

1. &xd Web # +H5 pam_krb5-2.4.8-6 V—2Xd—Rz4o>O—-RLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL 8.x & U Rocky Linux 8.x T pam_krb5 E2a—J)L#EJLRLTA YR b=)LLET,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. /usr/lib64/security/ic pam_krb5.so BMER I NicC e R L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->
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FAS 4 —N\—DHRE

Linux VDA O3 > X b —)L T FAS 2R T 3 ICI&. ctxinstall.sh F7z1% ctxsetup.sh RT3 FICE
FAS —/N\—® FQDN # AL £9, LinuxVDAIZAD JIL—FR) S —%HR—tLTWAW:=H, Kbt
TOOYTRYSNE FASH—N—D—EBZFERATETET, WTNHLDOT—N—F7 RFLIBEBRINTULIHESIE.
ZDEH% <none> L WS XFHTESH T, H—N—TRLXDIEFFEEL FH A

1Y b=LEHD LinuxVDA 27y 7 L—RT35E1F. ctxsetup.shzBXETI3 I TFAS H—/\—
ERETEET, 3. ROOATY Y RERITLTFASHY—N—%REL. ctxvdatr—EX2BEHL THREZ
BT BZEHTEFET,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@ERALTFAS H—N—%2EHI3ICIE. ROOATV FERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HAERREDT VR =L

dA—HY—OiEEFRIET BICIE. JL— b CASEBREZ2r IR TOHBEEE%® VDAICA Y X b—JILLET, 7= X
¥, JL— bk CAREEARZZ 1 > X F—IL T BICid. #IiRD TMicrosoft CA » 5D CAEFAZDEE (AD T)) OFIE
TAD JL— MERRZEZEET 5h. Fld)— bk CAY—n— (http://CA-SERVER/certsrv) h53EER
EZDDEREREAY>O—RLET,

A

ROOAR Y RiE. PREEEAEOEHICHERINE T,

RDES5HATREERITLT. DER771JL (crt. .cer. .der) # PEMICEHLZE T,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

VT, ROKS5HIAYY RERITLT, JL— bk CAfEBAEZE2openss lTa LI bUICA YR b—ILLET:
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

pE o

JL— b CAEREZ % [root XX TICENAVTLETWV. BWTLES 2. FAS IZ)L— ~ CAEREZ DAY
DIERZHFL T A

ctxfascfg.sh =17

ctxfascfg.sh o U 7 b RITLTFAS 28R L £7:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shzd ALY FE—RTEITTIZ LS50, BEREEHIEBMINET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: Active Directory o
“aBs T B E CTX_EASYINSTALL_ADINTEGRATIONWAYA FE & T T W 3 F A,
CTX_EASYINSTALL_ADINTEGRATIONWAY X EUETY.CTX_EASYINSTALL_ADINTEGRATIONWAY
MEEThTLWARWES. CTX_FAS_ADINTEGRATIONWAYIZMEOEZFRL X7,

+ CTX_FAS_CERT_PATH =<certificate path>: )L — FIBAZE X TR TOTRIIAZZEMT 5 7 IL/XR
EIEELEY, T, lcertificate pathy ISHEAED /XX TT,

« CTX_FAS_KDC_HOSTNAME: PBIS Z3#iR3 3 £ Fic. ¥—HEHt>4— (KDC) ORI +BEIBEL &
¥o

o CTX_FAS_PKINIT_KDC_HOSTNAME: PKINITKDC R X FBZEEL 7, FICEELAHWVRD
CTX_FAS_KDC_HOSTNAME rE L T%, ##® Delivery Controller "% 2B &1d. KX1>DFTA
T KDC oK R + & % [etc/krb5.conf 7 7 1 JL® pkinit_kdc_hostname IZ:BMML £ 9, 2L < I
Knowledge Center ®CTX322129% BB L T LT L,

IEL W Active Directory #i& 7572 % 38R L. sEBAEZDELWVWNXZNALEYT (fl: /etc/pki/CA/certs/
)o

RIS TORYV) T E krb5-pkinit /Xy r—2 ¢ pam_krb5 Xw o —S% 4V ZA b—)LL. BETZIERT 71
LERELED,

FAS DEML

Linux VDA T FAS #EMICT 3 ICIZ. ROOAX Y REFEAL T ConfDB 5 IRTD FAS H—N—%2HIBRL =
K
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HIFREIE

¢« FASTHR—FEINTUWB TSy b Tx—LE AD DBEFEIRBESNTVEY, ROT MUY IXZERL

TS
Winbind SSSD Centrify PBIS

Amazon Linux 2 [=qA [FqA [=qA (=4l
Debian 11.3 {0 =30 (=30 (=30
RHEL9.1/9.0 lEWn W AIAY-3 LWLz
RHEL 8.7/8.6/8.4 [EqA [EqA (=YW [EqA
RHEL 7.9. &Ly &Ly &Ly Ly
Cent0S 7.9
Rocky Linux (=40 (=N LW LW
9.1/9.0
Rocky Linux fEL fEL LWLV LWLV
8.7/8.6
SUSE 15.4 &Ly &Ly [Fw (AIAY-4
Ubuntu [qA [qA W =40

22.04/20.04/18.04

« RE. FASROv/7EEZYR—FLTVWEEA. By a>rTOVIREZYEI Vv o33, FAS 2R
LTy avIcBEOJA T3 LIITEEEA,

¢« COVY—RTI 727 L—2a V@Y —ERDOT7—F 77 F v OifZ] OLETHEAL TWLS—RE
% FASEIEOA MY R— ~INTH DO, Windows 10 Azure AD Join i3&Fh A
ST a—Fa27

FASO LS TN a—F+4>F %756 LINUXVDADIEELK A YR b=ILE . BRI TWVWE . BLUN
27— REBHEZFEALTFAS UMDYy 3 Y2 HBR MV TERICEF TES e ZBABL TILET L,
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FAS Lish ot w > 3 > hiEYICHEE L TW315E&1E. Login 25 Xd HDX O4 L ~JL% VERBOSE IZ:&E L. VDA
O LARJL%E TRACE IZREL £, Linux VDA D ~L—20O0J BT B A7EIC DLW TIE Knowledge Center
DCTX22013005EHFZBRL T ZSI L,

Linux XDPing 'V — L%/ L T Linux VDA IRIZIC—RA B EBROBBEI AVHERTZ L HTEFET, ¥L<
3. TXDPing1 8B LTI L,

FAS 4 —N—HBlIT5—

FAS Ak 7h 5ty avasiR#ddekBLET,
[var/log/xdl/hdx.log #fER L. KOLSHKRIZ—AJZRLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fsRE ROV RERFTLT.Citrix LY X + U ETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/
Ht <Your-FAS-Server-List> ICSREINTWVWES B LF I,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFORENEE> TWBIHFEIE. BIRD TFAS H—N—0DEE] OFIBICH>THERKELX Y.
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fE1iE > 7c CA GEEAE DB

FASZRET7h oty aeEBd kB LEY, REDOVr Y RUNKRTEN, BURICEXE Y,

Invalid Login

(1] |

[var/log/xdl/hdx.log ##RB L. KDL SBRIS—OJ%FLET:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix—-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

citrix-ctxlogin: query_fas: waiting

2021-01-28 01:47:46.270 <P30656:S5>
to server success

citrix-ctxlogin: query_fas: query

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

citrix-ctxlogin:

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:

get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

certificate success

citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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fRE  Jetc/krb5.confic/l— bk CAREEARZ Y SR TOHRHAEERM T B3 7N RDELLKBEINT
WBZezBRBLET, ZINRIIRDESICHEDET:

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

BREOREHNEE > TVBIHHIF. AIRD MEEEAZO > 2 b—)L) OFIEICK > TBRELEY,

Flcld. IL— b CAGERREN BN SHERBLE T,

SR ROUTAIVERYEYT IS —

FAS I3 SAMLZBEEIC & DTN E Y. ADFS 2—H—HADFS OJF > R—OTA—H—FENRT—RZ AN
TR RDIS—DPERETBEHHD T,

There was a failure with the mapped accourt.

COIZ—IE ADFS 2—H—PEBICHEDBINLA ADIC v FUdA—HF—pBRIATLWEZEVLIEEZRLTY
£,

FERE ADICY v ROUTADY b ERELE Y,
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ADFS A I nTuizn

FAS Z h7ADOTA VHRICRDIS—HDERELXT:

The Identity Provider has not been configured by the
StoreFront Administrator.

COfEIE. ADFS B BTN TVAWKRET. FAS X b 7H SAMLSBEEZ AT 5 L SICIBR TN TWVWRIEEICHE
ELEY

fRRE J7xT7L—>aviBHY—EXADADFSIdP oRMFELIE 77— 3 Vi —E 2d ADFS
DERMI ZBRLTIRTEL,

ESPENE

o —MRAYA FASIRIBICDOWTIE, 1727 L—2aVilfiy —EXDT7—F 77 F v DOME] 28BL TS
L
e JITL—2a Vil —EXRD TEHMABERL TIE TH#El ORBZEBNLTULET,

BER] D FEIRE

FAS MER TN TWVWBIHE. REBUIOXFEZFERALTART R by TEEB 7Ty a v eRALESET
8. KBIBIeHhHBOES,

&« C | A Mot secure | hitps://ddcyw.local/Citri/FASWab/ g

Cannot start desktop |EiHécesBathveTET

testwHRHELT4"
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[a]gE 75 7%

CAY—Lo [F>7L—t0EE] #H2) v L. [Citrix_SmartcardLogon] 7> 7L — LT [Active
Directory 0iEHRN 51#EBFET 3] & [ERICEENZ] ICEBLET:

Superseded Templates | Extensions | Securty | Server
General Iﬂompatibil'rly I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

SSO LAShDERAE

June 22,2023

CDEETIE. LinuxVDA TSSO (> BA>FY) TRBWVWRIEZEMICTSAEICOVWTHIALE Y,
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e

T 74 bTiE Linux VDA TIE> Y7L >+ > (SSO) BEMICE->TWET, I—F—IF. 1 DDERER
Dty bEMERLT Citrix Workspace 77U e VDA vy > avicQd4 > LET,

I—H—HRlOEEEROLY FEERALTVDALY S 3 IOJF > TES L S5ICTBICIE. Linux VDA T SSO
ZEMLET, ROKRIE. SSO UMD FUFATHR— TN TWB I —REAEOEAEHLEEZRLTVE
ER

Citrix Workspace 771 VDAtv> 3>
aA—-H%—-% aA—H%—-%
AIX—bA—F a—H—%
SSO D&z

Linux VDA TROOAY Y RERITFLET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

<!--NeedCopy-->

AX—bA—F

August 10, 2023

Linux RETX I by ey avIiCAd A TREIIC. 95T TN RICEHEINAI—FH—RER
BEICES M TEET, COeEld. ICARY— M AO—FREREFYyRILLETODAY—FA—RDOUAAL T MIEK
SDTREINET, Ty aYATAY— M A—REFERATZCHTEEFT, RDESBRIA—XT—ADHD F
£

o REaAXYIMADTIHILEZDIEM
o X—)LDESLF FIIBS KRR
o Web # EADBE

Linux VDA (. Cdiaeic Windows VDA Y RILEmMZEBL £, 2L <IE. CDRED Av—+H—RIEE
BT 21 £ ar EBBRLTIETL,
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pE
Linux VDAt v >3 YATIYy 7Nt XY — b AH— R%ZERL T Citrix Gateway ICH1r>A >3k
lF. HR—FINTLEHA.

Gl ts

A=, A—RICKBNAZXII—RAEEFEATIZNNE. ROZFHICEDERD X!
o LinuxVDA B, ROVWITNHDT4 ARIJE2A—>a VAR M=ILEINTWVS:

- RHEL9.1/9.0

- RHEL 8.7/8.6/8.4

- RHEL7. CentOS7
- Rocky Linux9.1/9.0
- Rocky Linux 8.7/8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

VDA @ > X b—JLH5ET L7=5. VDA At Delivery Controller iCEB T, QRBINiz Linux TR by
Tt v 3% Windows BERERZFEAL TR TIZC2MALE T,

s OpenSCHHR—FIB3RAY—bA—RHRERATNTWVS, FL<IE TOpenSCHRY—FAH— Rz R—
FLTWB DR ZBRLTIEE L,

+ Windows @i+ Citrix Workspace 7 7 U hMER I N TWL 3,

openSC A AV —rH—RZHR—FLTWEZ & DR

OpenSC &, RHEL 7.4 LIETAELKERHINTLWE XY — b AH— R RS54 /N—T7, OpenSC (& CoolKey £
ICEMRMDNHZBMT. TEIEABEORAY—rO—rEHYR—LLZFT (TSmart Card Support in Red Hat
Enterprise Linuxy #£8),

CORETIE. BREHPTZ-00fe LT, YubiKey RY—rA—FEFEHL X7, YubiKey IZ. Amazon %
N EEH SHBICEATI Z3—FE @ USB CCID PIV F/N1 2T¥, OpenSC KBS /N\—I&. YubiKey %4
/-_ﬁ'— ]\ L/—Cb\ia—o

HOUBERAI— M A—RHBBEIZESIBEIF. Y R—FHRO Linux T4 X UE2—>3>% OpenSC /N
wT—Ih A VA R=ILENIEEBETS U EEELET, OpenSC DA Y X b—JLIZDOWVWTIE. TRY—FA—KR
FAN—ZA VA=)V 3] 2BBLTKRETV, AV—hA—REFBEAL. ROITY>Y FZETLT. OpenSC
PRAIY—bA—REHR—FLTVWE e ZHRBLET:
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pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

(101
L= NEEREZ #HT B

JL— hEEBAEIR. RV — b A—FROAZEZERIE T 3 DICFRAINE T, IL— MERAZEZSV>O—-RFLTTY
Zb—=ILTBICIF. ROFIEZZET LET,

1. BEE CAT—N—D5. JL—~EEFAE%Z PEM ERXTEIEL £ 9,

RDES5HITRERITLT. DERZ771JL (*.crt. *.cer. *.der) # PEM ICZHTEFJ, XDIATYV
KfITld. certnew.cer (X DER 7 71ILT9,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. JL—biEBEEZOpenssS1Fa LY R UIZA YA —ILLET, il LT certhnew.pem 7 77 L= ERAL
TWET,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy—-->

IW—bEEREZ A YR N—ILT B3O DNRZERT BIC1F. sudo mdkir -p <path where
you install the root certificate>%ZTLFT,

RHEL 8.x & U Rocky Linux 8.x T pam_krb5 €2 a2—-)LZ2E)LRT3

A — bk H—RaBsEId. RHEL 8.x & & TF Rocky Linux 8.x TEELEIC# 57z pam_krb5 €2 a—JLICREL £ 7,
JIULFEy 3> 0S E—RTRMINS RHEL 8.x & T Rocky Linux 8. x DX~ >TRY— b h— REBEE% (£
BT 3581 ROFIEBHBETT, >>JIItEy> 3> 0S (VD) E—RTiRESINS RHEL 8.x & & U Rocky
Linux8Xx d< > > DAY — hA— RIBHDHBE. ROFIERZRFv FLTHEBLVEHEA,

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlh 5
pam_krb5-2.4.8-6 V—2Xd—r%z4o>O—-—KLET,

2. RHEL 8.x & U Rocky Linux 8.x T pam_krb5 €2 a—)LZEJLRLTA YR M=)LLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8
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./configure --prefix=/usr
make

make install
<!--NeedCopy-->

3. Jusr/lib64/security/ic pam_krb5.so BME I NcC e MR L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

AR — b A—FIRIEZEET 3

ctxsmartlogon.sh X7 U 7 b FERALTRAY— FH—RFREZERTID. FEHTERERTITILHTEE
ER

(7> 3> 1) ctxsmartlogon.sh X U7+ EFERLTAY— M A— RIREEBKT 2
7
ctxsmartlogon.sh 2 7 U 7 ~id. PKINIT 1E#®%E T 7 )L b OEHICEML £3, CORE I
[etc/krb5.conf #7771 ILEFERB L TEETEE T,

AX— b A—REMNOHTERT SIS, ctxsmartlogon.sh 27 ) F+#RTLTAY— b H—FEREZERL £
ER

B>k

R XA > ADEI0IC SSSD #EA L TW3HEE. ctxsmartlogon.sh =712 SSSD #—E X2 HBitg&h L
TLIET L,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIFRDELSICHED FT:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.
#

. You can

3w

d logon? (y/n)[yl y
ry integration method

ent packages.
please wait...
5] already installed.

onfigure kr

ify the path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

/krb5.conf configu successfully.
> PAM files.

path to the smart card PKCS1l driver (e.g., /usr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

ctxsmartlogon.sh 27 U7+ Z2RITLT. AR— M A—RZEMICTEZILHTIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

BRIIRDESICHEDFT:

#:#-_' s N L W s o

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the ns sary packages and changes to
the configuration fTiles.

The ctxsmartlogon.sh adds pkinit information to the default realm. You can

chz » this setting through the /fetc/krb5.conf configuration file.
H

#
#
#
# Note:
#
#
#

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(F7>a3>2) AR—rH—REBEZFHTHER TS Linux VDA I&. Windows VDA B AY— 71— RE
BERFERALET, COBWETIE. RXr>3aY bO—5—. Microsoft sEPAH#RES (CA). 1> &Z—w b1 T+ X
—> 3% —E X, Citrix StoreFront. Citrix Workspace 77U AL, B8O AVR—% > h2ERTIHELH
D %9, YubiKey 2% —Fh—RICED<KBRICOVTE#L < IZ. Knowledge Center »CTX206156D:2E%%
BLTLIET WL,

ROFIBICEDHIHI. UTFORICDWTHEELTLETWL:

e IRTHDIAVKR—RY MHIELLEBHRINTWLS,
o MBX—raA—H—iIHENIATY—FA—RIZHATO-RTNTWS,
e 2V —b+rA—FR%ZEBLTVDAICEEICOJ AV TE %,
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PC/SC Lite X\vw4s—C%1> X +—JLF3 PCSCLite i¥. Linux To/N\—YF LAY Ea—4—/ZAX—+H—
k (PC/SC) HiFDEETT, AN—rH—RPU—L—rBETSHD Windows AX—bH—RA1>42—7Jx
A 2ERMHLEFT, LINuUXVDATORXY—bAH—RUAAL T I PC/SCLARILTREINTVET,

ROAR Y R%ERTLT. PC/SCLite Xy —S% 1> XM—JLLET:
RHEL 9.1/9.0/8.x. Rocky Linux 9.1/9.0/8.x. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AI—FA—RRSAN=%AVX+—)LTSE OpenSCik. BLFEAINTVWEIRAY—rA—RRSIN—-TT,
OpenSC A Y X b—ILETNTULARWEEIK. KOOIV RERTLTIYAM—ILLETY:

RHEL 9.1/9.0/8.x. Rocky Linux 9.1/9.0/8.x. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y opensc
<!--NeedCopy-->

AX—bH—RZBIEADOPAM EP2— L2 YR b=)LT3E KOIATY RERTLT. pam_krb5 & T
krb5-pkinit €22 —I)LE1 > X b—=JLLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 9.1/9.0/8.x. Rocky Linux 9.1/9.0/8.x:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3:
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apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EY a—JLid. 7551 VABERIBIIES 2 —IL T PAM KIS 71— 3 >id. pam_krb5 %
FRLTNART—rEERL. F—BHRt>%2— (KDC) oF v FEREF7 v hEBETI£9, krb5-pkinit £
Ja—JLIZIE PKINIT 7351 VHEENTVWT. 547> O EF— CHIAEZFERA L T KDC h 5 ¥HIERS
BRENETESLSICLET,

pam_krb5 €22 —)L%#EKTS pam_krb5 €2 a—)LIE KDC 355 L T. A¥— b H— RROEAE % FEH
LT Kerberos ¥4 v r#BBL £9, PAM T pam_krb5 sBsE2 EMICT B ICIE. AOAX Y RERTLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf 17 71 JLIC. REOEIHICKLC 7 PKINIT B®R%ZEML £75
pE
pkinit_cert_match # 7> 3> i3, 517> MEBAED PKINIT REOSTICERINZEIIC—HT B4
EHHZ—BHRAUEZEELFT, —BRADOHEIXDLHDTY:

[relation-operator] component-rule -

. relation-operator (3 && (§RNTOIVR—% > MRRID—BTZHENHS) £7ziE|| 1203VK
—X > MRAIOADN—HTZHENHB) OVWITNLZFERTIEHT,

A krb5.conf 7 71 ILoflERICRLE S :

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

WA 7 77/l PKINIT Bz EBIML B ROESICRD T,
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CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

PAMZREE %18 e % PAMBR 7 71 ILIE. EDES 2—)L% PAMZBEEICERA L TWAHh%ERL £, pam_krb5
EHHIES a—I)Lr LTEBMT 3iCiE. [etc/pam.d/smartcard-auth 7 7 1 JLICXRDITEEMLET:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_1identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD ZfEA L1356, RERDEET 71 ILIFRDELSICBRD XY,

#%PAM-1.0

# This file is auto-generated.

# User changes will b

auth

auth s dol i e default=die] pam _krb5.so preauth_opt=X509 user_identity=PKCS1l:/usr/1ib/x86_64-1linux-gnu/pkcsll/opensc-pkcsll.so
auth i

auth

account
account
account
account
account
account

omedir.so umask=0077
r.so umask=0077
re] pam_succeed_if.so service in crond quiet use_uid

optional
session optional pam_krb5.so

(FF>3ay) AR—bH—REHERLEY VI VT Y

SYINTArFY (§SO) tid RETFTRI MY TRTIVr—o 3> ORBBICNIZIL—BIEEEET S
Citrix Dige=IEL £ 9. COWERICED. I—H—DPINZAHNTIEEDED £9, Linux VDA T SSO =M
¥ 3ICiF. Citrix Workspace 77U % #mR L £9., Windows VDA LR L#EEAEATY. L <id. Knowledge
Center @a2ECTX133982%7z 8B L T LI,

Citrix Workspace 77U TYIL—FR) > —%BRTHL Zd ROLSICRATI— b A— RBIEEBMCLF T,
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File Action View Help

e | 7@z H= 7T

Local Computer Policy * || Setting State Comment
fie= L’:romputer Configuration |i=| Kerberos authentication Mot configured Mo
" T So.f'tware Semhgs \iz| Local user name and password Enabled Mo
: J Wlnd.O\.c\rS Se.ttlngs 2] Smart card authentication Enabled No
4 || Administrative Templates

4 || Citrix Components A Smart card authentication =) x ._|
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
X cep
| Client Engine B .
= Di g ) Not Configured Comment: -
__| Diagnostics
| Fast Connect API Supg @ Enabled
] HDX MediaStream Flas — )
| Multi-Stream1CA | ||| © Disabled
|+ [ Network routing 3 Supported on: Al Citrix Receiver supparted platforms .
> | Remoting client device =
] SelfService
| StoreFront Options: Help:
| User authentication
[Z] User experience 7] Allow smart card authentication Use this policy to control how the client uses smart cards .
> || Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Drinters When enabled, this policy allows the remote server to access
] smart cards attached to the client device for authentication and
] System

7 other purposes,
1 | Windows Components
[y All Settings

L]

4, User Configuration
» [] Software Settings

‘When disabled, the server cannot access smart cards attached to
the client device.

2 _Ji\'\fmdows Settlngi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
& different operating system on the client machine, it may be

BEREAV—bA—ROTHY

BERERAV—bH— K& BEEDO HDXPC/SCR—ZXDAY—FH—RUAALL I FDHRIRTY, BEAAETV
WANIREBTRY—rH—REFATZHBEDONTA—IVIADAEELTVWET, #LIF. TRAY—FH—F] &5
BLTLSIESL,

Linux VDA I, TFD/N— 3 >0 Citrix Workspace 7 7 TEEANY— b H—REHR—KFLTWVWET:

« Citrix Receiver for Windows 4.12
+ Windows mli¥ Citrix Workspace 7 71) 1808 LAB&

ISATY R TERAV—FA—ROTAVEZEMICTZ SFRXY—bA—ROJFIE VDATIET 74U K

TEAMCE>TED, 9547 RTIETIAILENTEMCHE>TVWES, 7547V N TCEERY—MA—FROY

FToEBEMCT BICIE. BEET B StoreFront 41 k) defaultiica 7 7 1 ILICRDNS X —SZ—%EBML T :
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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IIATY R TREAR—MA— RO VZENCTSE 517V M TERAN—MA— RO F > ZEHICT
3ICi%. BE$ 3 StoreFront ¥ ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
SA—H—FHIFRLF T,

XDPing ®E1T

FROFIEDET#. Linux XDPing v — L% L T Linux VDA IR IC—RA BB OREN B ULWH RT3 C
CHTEFFET, s¥L <& TXDPingl 28BL T T W,

fERRHR
ZAI¥—bA—REFEALTLINUXVDA ICOJF> T3

SSO >+ UFEIESSO o FVADE AT, AX—rA—REZFHALTLInuXVDAIZOJA>TEE Y,

e SSOTFUFTIE. FvvPaldhicAY—bA—RiEEE L PIN 2R L T, StoreFront ICB&EMICO
Jx>ENnEd, StoreFront TLINUXRETRI by Ty a RT3, AX— M h—RBHAD -
HIZ PIN #* Linux VDA ICBES N E T,

« JESSO > FUATIE, StoreFronticOJ7* >3 37DICHRAEEZERLTPIN ZANTBLS5RODSNE
¥o
r\"n"irn:lcwvs Security ﬁj

Select a Certificate

-
Windeows Security ﬁ

Microsoft Smart Card Provider
Please enter your PIN,

userl
Issuer: zhusl-DC-CA
Valid From: 11/15/2017 to 11/15/2018

Click here to view certificate prope...
ddc

2l PIN
Issuer: zhusl-DC-CA =) FI
Valid From: 9/19/2017 to 9/15/2018 | | | |

(e[

[ Laoce | ok | Cancel

StoreFront T LinUX (REF XU by Ty g >#BIBT5 L. LINuXVDAADOS A > DA T7OT Ry IR
DPROELSICRRINET, - —RIEFAI— M H—ROIEAEHL SHHEIN. OT A VZBEDTHICPINESH S
—EBANNTI3RELHDFT,

C OEIfEIE Windows VDA E[EIL T,
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" ctx-ddc.ctxdeviocal X 4 — [m] X

é — * ctx-ddc.ctxdev.local /Citrix/SmartManual Web Tk ‘ =5 :f.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

‘ Pin

Click here for more information

0K Cancel

AY—bH—REFEALTEY 3 VICBESTD

Ty avIlBESGTBICIE. AN—FH—RBISATURTNARICEGEINTVWB e EERELET, AV —
FA—RAEGINTUVWAREVWE BREFRKT 370, LINnuXVDABICIL—DFvviadqs Y ROUBRRRINT
TCICETLEYT, COBE. AN— M I—RDEFERIXAVvE—JIIRTIINEFHA

7=72 L. StoreFront AITIZ. Ly aVICBEGFELEEZICAY—FA—RBEGINTULARWE., StoreFront
Web ic&DhRD &S HBHAMNARTINZZEABD T,

Insert Smart Card ﬁ

Q Flease insert a smart card.

| Cancel | Details ==

HIFREIE

Linux 7 Rt UEa—>3a3> ¢ AD OHEHZEDREN LY R— b

o AX—FA—RNRZIIL—BiERF. RSNz LinuxFr R hUEa—> 3> ADSEREETR—FLE

To MDI LUy I RZBRL T ZTL:
Winbind SSSD Centrify
Debian 11.3 (=40 (=40 (=40
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RHEL 9.1/9.0

RHEL 8.7/8.6/8.4
RHEL 7.9. Cent0S 7.9
Rocky Linux 9.1/9.0
Rocky Linux 8.7/8.6

Ubuntu
22.04/20.04/18.04

Winbind

(&L
(&L
(&L
&L
L

L

AX— b A—FEOHLEBOEERY > —

SSSD

&L
&Ly
&L
&Ly
&L

L

Centrify

ATV
[Fw
(=49}
ATV
ATV

Ly

IBE. LINuX VDA IERY— R H—RDEIRRICT 7 2L b DOBIMED A% FR L TWET, Linux VDA ICIEEEICOJ A
VLB TRAIY—FA—REBRDODINLTH, Ty aVidEGEINEEXICARD, vy avEamizOyv s Inzgt

Fuo

HMDRY— b H—RELUPKCS#11 S+ TS U DHR—k

Citrix 3. RARXRY—FA—RUAASL IOV Y a—2 3 eRMHBLET, YR—F—EIC OpenSC Z¥— %
—ROHHBREINETH ORI — b HD—RELVPKCS#HLIL S TSV DFERZHAICHTEEY. HED
AR—bA—RERIEPKCSH#HLL S TS UICHIDE X B ICIE:

1. PKCSH#11 S4T30 DITRTDopensc-pkcsll.sor Y RAVRAEBSZMZI I,

2. PKCS#11 SATSUDNBELIRMIADNRERET BICIF. ROOAY Y RZERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "
PKCS11LibPath"

<!--NeedCopy—-->

PATH (% PKCS#11 5175 ') (J/usr/lib64/pkcsll/opensc-pkcsll.so #Y) #BBL %Y,

3. USAT7 Y TRERAR—MA— ROV ZEMICLES,

-d "PATH"

ER1—Y—OBEEABREY 3>

September 25, 2023
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CORFEDOEREFEAL T BHADFELR LY a3 v ZBELEY, LinuxVDAZ 1> X h—ILL T OREZER
TRLDICHRERER—TLELD A

7
RADAREBREY > 3V EBRT 21581F. Ty aYoEfiESHNMTR—bINABAVWIezEEL TS
Wo v a>oEaie#hid. Android @ir Citrix Workspace 7 7 THHR— TN TWEE Ao

RAEDAREL X b T DIERK

Linux VDA TN R ER v > a > %SR- b9 3IC1E. StoreFront ZEA L TRANFE LR b 7= ER L &
ER

TIUNY =N —TFTHRADFRELL - —DT7 I XZ2BMICT S

qufJ‘TEQZ ~77 E{’FEELTL_ 5. U NY—=T)L— 7_CD/L\D[E7J‘T§7QNJ -7 7t27&ﬁx‘ﬂk LT, mqub‘
REAREYy aYEYR—bLES, TUNU—FTIL—FTRIEINhTOWAVWI—HF—2FM T 3I2id. Citrix
Virtual Apps and Desktops @ K 2 X > DIERICHEVET,

BADNARELRE Y a D71 RILKEZRET S

RIADFREBLREZY 3 >DOT7 A RIVREOZA LTI MEIF. 774 EFTLI0HTT, COEDOREIF. LXK
)&% AnonymousUserldleTime TiTLW £ F, ctxreg VvV — /L& FE> Tl DEEEEL T, fcrxid. TDL
‘/Z l“ U EXA‘E% 5 ﬁ‘!k—?é‘n—‘!;\ /AU)]?/ l‘%%i?bi?o
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

Xx00000005
<!--NeedCopy-->

l:vL.\u 73‘7%731 'U' @E_j(%&% /rfj_é

TN TOWRVWI—HF—DRAAFHEZRET 3ICIE. LY X MU £— MaxAnonymousUserNumber =R L
9, CORTEICL D B—0 Linux VDA THRIBFHICETIN BB R EL v 3 VEHFIRIhEd, CoLY
AMUREEERT BICIE. ctxreg V—ILZFERALFT, fceziE BZ 32 ICRETBICE. ROOAT Y REET
LET,
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d 0

x00000020
<!--NeedCopy-->
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BE:

BADRELR LYy a VBEHIRLET. AKICES ISty S a Y HEPERICZWESE. VDA TERTE
BAEUDARLHBEDHEZSITRIT BN T,

cSOWNSa—FTa20
FEDFRERE Y a v ZBH T LTI ROFRZERL TSIV,
e BANFREREY S IVICAT AV TEIELEATLT

LEZXMUDPREECLSICEMENI e ZHBLEY (0 ICRE).

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ncsd H—EZXHRTH T, passwd F v v 2 EBMICTELSICRETNTVWR CEBRLET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd v v ¥ aTHINAEMICAR > TUVWBEBEEIE. NOICRELTHS. nesd H—EXEBEFHL £9. RED
THE%IC. LINnuXVDA ODBA YR =L RBERZBEDHD £,

« KDE TO v 7 EHORE VHBHAZDE Y > a Y RICRTEINE T,

FT7AIWNETIE. Oy 7EEDRE Y EAXAZ a—F BAELFRELG LY 3V TIFEMCHR>TWVWE T, 72 L. KDE
THRBERIINZEHHDET, KDETOYI7BEBEDRFIVEXZa—ZHEOI—H—IIX L TEMICT BIC
&, #8771 )L $Home/.kde/share/config/kdeglobals (=X DT MR £F, fI:

[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

7z72L.KDE Action Restrictions/ZX—4—p.7/O0—-NIL7a RikdeglobalsZ71JL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobals#¥) TF
TICHRETNTVWBRBE. COA—HY—REISHMREDRHBD £H A,

COMBBEMATZICIE. AT LT A K hkdeglobals7 7 1)L 2 X & L T[KDE Action
Restrictions]toya>n[$1]427 %8BT3, YRTLTA REBRZEECFALT. Oy 7EED
RAVEAZa—%EMILET. KDEBRIZDOWTEL <&, TKDE System Administration/Kiosk/Keysy @
R=UZBRLTLETWL,
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771

June 22,2023
COtEITaVTIEHR. MLTOREYZICDOWTEBLET:
o JrAIIDOIE—CBEDFITF

o 77 A ILERX

TJ7AIIDOIE—BED T

June 22,2023

A—H—F GV IRZa—FFF—R—RFIa— Ay rZFERLT. Ey>a>eO—AlLoI3147ok
BT770%EJE—LTHDRIZ A TEET, ZD#AEICIE. Citrix Virtual Apps and Desktops 2006 1L
2% & U Windows @iF Citrix Workspace 7771 1903 LD HRETT,
77N EERBICOAE—LTHOMITBICIE. RO EZBBL T EE W

o TF7TILDBRAEH 20 EBZ TULAEL,
e BRKT77AILY A XH 200MB ZEBZ TLVELY,
o Nautilus 771/ —v—Id. LINUXVDAZ A YA M—=)LLERS Y TERATEET,

HR—FTNAhTLWBLINUXTFAXRJE2—> 3y

T71IIOIE— D FiF#EEIX. Linux VDA B HR— RT3 ITARTD LINUXTFT4 AU E2— 3 TERT
R

BER) > —

UK. COMEEDBRICEELTS )y TR— RRUS—TF, 70Uy FR—REUS—IZDNTHL I TH
= h—E ZBRL TS,

¢« USATURIVYTR—RULALLT b
s VU TIR—ROBIREHE—R
o 7OATUBERERE—F
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pE
T71ILDIAE— G T HeeE Exhc 3 3121, Citrix Studio T [954 7> oy TR—RUAALL
I8 RUS—% [BIE] IZRELE T,

HIFREIE

s IDMD BT R—FINhTWVWEEA, T7MILOYIDEDERIZOIE— LTHRDNET,

s RSy IT7YRREOVTZIIYR—FEINTULEEA,

s TALYRIDIAE—RYR—FINTULEEA.

s J7MILNDOIE— D IFIE. IBBICEITITBZHENHDET, FIOT 7 MIIAERBICIE—SNTHON
IToNBTOH ROT 72 IE—TEEY,

7 71 IVERiE

June 22,2023

LINuUXVDA L 95147 b TNAABO T 7 1 VEEDHHR— I TVET, COMEEIZ. 75172 FTNA
2D HTMLS @ sandbox B%ZHR— 93 Web 7505 —%2R{TLTWVWBRBEICFERATEE T, HTMLS @
sandbox Bl&. 21—+ —»" HTML5 @3 % 7zi& Chrome @7 Citrix Workspace 7 7)) #{ER L TRET X &
My IRTIUICTIVERTESLSICLETS,

*:

7 7 )LERIEEEIE HTMLS @i & & U Chrome @it Citrix Workspace 7 71 TERTE £ 9,

ART7IVELUVTRI by Ty aYAT, 770 ILEREEEEICE > TLINUXVDA B LTI A 7Y b TNA
ABOT77AINOTy PO—RELVE T YO-RBEEEICEDET, 771N ETSAT7 > TN XD 5 Linux
VDA 27w 70— k9 3Icid. Citrix Workspace 77UV —IN—0 [y ZFO—KR] 7a4a>%2UvoL
T 77MNMNEAT7OHS5BNOT 7ML ZEIRLET, 777)L% LINUXVDAL SIS T7 > b TNA RICH
TrO-RIBICG (Fo>O—R] P>z yILET, Py 7O-RERBAYYO-RPICT71IL%
BINTEEYT, —EICRKI0BEDO 7 7ML EZEXTEET,
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PN

LINuXVDA L 9 SA4 7Y b TNAABT7 7LD 7y 7O-RELUVA U > O— RERITT BICIE. Citrix
Workspace 77 DY —ILN—=%BICL T LI,

T7AINERSYITURROY FTEBZN—23 >0 Citrix Workspace 77U R TE £ 9,

BEA > O—RIZT 71 IILERXDILRIEAET T, VDA DBEDDTNA RIZRETA LI MIICT771ILE2SE o0
—RERIIBETDIE. 5472 TN RICEBFNICEEINE T,

paa
HBEATYO—RTlE [TRIMYTEISAT Y NEDT7 7 A IINERZHRITE] LU [TRI MY TH
577 ELEYYO—R] RUS—% (o] ICRETAIRENRHD X7,

NFIZEBH Y > O— K OERATY:

o J7MIEBEHDDTNA RREFICETIO-RTBIEE

NETRI MY Fe Web 7505 —7 70Dty a>TWeb 1 k640> O—RLET 71 ILIK
VDADBERDTNA RFEEFETA LI MIICRELT. 4T b TNA RICEBNICERXT BN TE
¥9, BEA U O—R2#EESEZICIE. Web 7505 —DF 74Dty a Y RATYAO—RT o
LY bU%E BROTNA RUTREFICHRE L. HTMLS @it & 7zid Chrome @it Citrix Workspace 7 71U %
RT3 Web 75U —TO—-AILOFI>YO—-RTs LI MIERELED,

771N ZESDTNA RREFICEREBEIEOE—T 3158

PETRI by TEY a3 TENO I 7AIILERERL. V53147 T NI XATHERT 3 LDICEDOTN
TRFRET LI MUICBEEIROE—-LET,

77 IIEREDR) > —

Citrix Studio 2R L TI7 7 MIILEERV S —ZRETIE T, T 74 MTIE 77 ILEEIFEMICHE>TL
£,
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] Console Root
~ B Citrix Studie (site)

O Search

Machine Catalogs

8 Delivery Groups

E Applications Policies
[= Policies
i# Logging Policies Policy0
~ [F+ Configuration
£ Controllers - | » Allow file transfer between desktop and client

Hosting 2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)
3 storeFront } Download file from desktop

e Licensing

User setting - ICA\File Redirection

[ App-V Publishi
Allowed {Default: Allowed)

0 Zones
~ E Citrix StoreFront } Upload file to desktop
B stores User setting - ICA\File Redirection
Server Group Allowed (Default: Allowed)
= P WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

R — DA

s TRUMYTEOSATY NEDT 71 LEix %A %, Citrix Virtual Apps and Desktops v > 3>
CA—H—FNARBETOI—H—IZLB T 71 IILEEZ I E/IFETL £,

« FRUMYTIHEDT 71 ILDE Y >O— R, Citrix Virtual Apps and Desktops v avhs5a1—4—
TNRAZRADA—H—IZLBZT7AINDOET > O— RZHFA £ IFERFLX T,

¢ FRUMYIADT7AILOTy TO—K, 2—H%—F /N1 XHh 5 Citrix Virtual Apps and Desktops &z
2AVADI—H—IZLB T 7AIINOT Yy TO— RZFal £ IFETL T,

F:

TRV IO T 7 2d 0 O—RELUVTRI MY FICT 7L ET7 Yy TO—RFRUS —=2B/MICY
BICIF. TRV YT SAT Y MEADT 7 ErixZz Rl § B3RV —% [FFA]] ICREL T,

AR
HTML5 @17 Citrix Workspace 7 71J T7 7 1 JLERiXHRER AT B ICid:

1. Citrix Studio T. WebSockets #45iR1) > —% [FFa]] ICRELE T,
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7] Console Root
~ % Citrix Studio (site)

D Search

Machine Catalogs

£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

£ Administrators Ty
2] Controllers

» Allow file transfer between desktop and client

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)
I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ §4 Citrix StoreFront » Upload file to desktop
[T Stores User setting - ICA\File Redirection

Allowed (Default: Allowed)

» WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

2. Citrix Studio THIRD 7 7 1 LEER D =057 7 A LEEEBMICL T

3. Citrix StoreFront 831>V —ILT [X+7] #21) w2 L. [Receiver for Web 1 FDE®E] /—
k. [®iZ Receiver for HTMLS %Al # 7> 3> ##&RL T, Citrix Receiver for HTML5 #&#ic L

*£9,

Manage Receiver for Web Sites - Store Service

pn Enabled

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated
hitp://qzw53-ddecxd.local/Citrix/Stor  Disabled

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: vays us ceiver fo -]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-ddc. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, RETRI by TERIEWeb 759 —TFUDEy > a>ERIBLES, LINUXKVDAL IS4 7Y bFN

ARABT L OFERIFERO 7 7 IVEEXERTLE T,
Chrome @7 Citrix Workspace 7 7) T7 7 1 JLEriXiae 2 R T 3 101!
1. fiRO 7 7AIERER) O —h o T 7 A IINEEZEMICLET,

2. Chrome 77X k7H'5 Citrix Workspace 77U ANFLF Y,
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Chrome 771 R—Ih 5 Chrome @Al Citrix Workspace 7 77U ZBIIEA DB EIF. COFIEEEIEL
9,

a) Google Chrome &R v & Rz TCitrix Workspace for Chrome; N\ L ¥, %&KX7-r1
Uy ILET,

b) BELERT Chrome Yz 7R+ 7AD URL%E S ) wo§ 3. Citrix Workspace 7 7 #ANFTE
x9,

£~ chromeweb store o

@ Citrix Workspace

Cffered by Citrix

*hx 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) [Chrome (Zi&f0] %3%IRL T, Citrix Workspace 7 71) % Google Chrome (ZiBiIL 7

3. Chrome 771 R—<T Chrome [@\t7 Citrix Workspace 7 U %) w o LT,
4. StoreFront A 7D URLZANBNL TESLEF T,
BEICANBADBEIGCOFIEZEIEL £,

5. RIEBFRY by TELETTUOE YL 3 VEBIBLET, LINuXVDA L2517 FFACRBMTL D%
ISR T 7 1 VR ERITLE T,

9274w

June 22,2023
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CDtEUTa>TIE LTFOREYIICDWTEHEBLE T

B8 DPI X —U >y

34T RONy T —REDRT
JZ7 4 v DR HFE

HDX BEHAE

IFR#81L GPU
tyiaror—42-xx—7

Thinwire o704 L v 7&RR

E&DPI X7 —U >y

November 27, 2023

Linux VDA I, B8 DPI X5 =) > J%#HR—rLTWVWET, I—HF—PREFRI by FTEREET7TTIIUr—>3
vty arvERECE. ty a YD DPIEIR. 75197 MO DPIREE—HITDLSICHENICEEINE

EL

COBeE AT 3IC1E. Citrix Workspace @ DPI Xy F> I %2 BMICT 2HEHLHD £9, Windows &
i+ Citrix Workspace 7 7V 0i5&13. [WWR. X1 T« TREEEZFERALET] A 7> a>ohiF>ich-
TW3Z xR L Ed, Windows @i+ Citrix Workspace 77U @ DPI R4 —1) > DRERRIC DWW TE
LLIE TDPI Rr—1) >0 #B8BLTIIEEL,

COWERZEIINFEZF—FUATHESESICIE. BEZF—%ZRL DPIRETHER I 2BENHD &
¥, DPIBEEL TLWBKRRIFYR—FENhEEA. EH 5 DPIRETEHDOEZZ—DERIN TV
A. Linux VDA Z ¥R TOEEICH/D DPIEZBHRL Y,

C DOHeEIZ. MATE. GNOME. GNOME 752 v o, & U KDE THEMICH>TWE Y, KDE 713 MATE
ZERAT 25613 ROFZERBL T TV

- KDEFXJ by FIEBETERITINTWLS LINUX KRBT XV by TDIEE:

* KDEPlasma 5 U= ERTZcabe8dLET,
* Ly aYORTHICIVSATYMITDPIREZZEET 3I1ICIF. 2—H—HOJF7LTHS
BEOQOJAVITZ2HNERBDET,

- MATE 722 by TERIBETETEINTWVS LiInuXRET R ~y TDI5E:
* R7—=ILT702—1F 1l 2DHBHR—FTNTVES,
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* Ly avORTRICIFAT Y MITDPIREZZEET SICKE. - —-HOJ73T7LTH5
BEOJA>VTIRENHD X7,

s Rty 3D DPlEIR. 75072 MO DPIREICKH L TEENICEETNE Y, RE. COHEEIR
BHBORT—IWNT7708—DHeFR—ELTLET (100% % 200% #E). 75172 MITHERIN
RT=NIT 72— NEEDHE. RIEE Y 3> DPIE RORICE > TEHRBEODRT—ILT 705 —
ICEESINET, Bl: RT—ILT7052—h125% OHE. DPIEN 100% ICEEINET,

I3AT7MIDRT—ILT 702 — VE—hrtvZ 3> DPI
174% AR 96 (1x96)
175%~274% 192 (2x96)
275%~399% 288 (3x96)

400% LA E 384 (4x96)

IZA4T7 2 DNy TU—REDRR

June 22,2023

Linux VDA IE. (REET RV by 7ROV SATY RTNARONY TU—REZUAAL I ML TRRTEET, C
DHEEIZT 7 AL ETEMCHR>TED . RDON—2 3 >0 Citrix Workspace 7 7)) THERTE X7

i0S @i+ Citrix Workspace 771J

« Linux @i+ Citrix Workspace 7 71J

+ Mac @i+ Citrix Workspace 771U (W= 3> 2204.1 l3HR— I TULWEEA)

+ Windows @i+ Citrix Workspace 7 71 (N—23> 2204.1 FHR— IR TLEEA)

e

A—H—PMRETRI by T2, LINUXX S XAFLRLAICNYT)—7ALAVHRREINET, NvF)—7
AaAVNE ISAT O RTNAZADODN YT —REERLET, NvTU—REON—t>T—I% BRI BICIE.
NYyT)=FA4aA>% )y LET, fle LT UTFORIU—22 3y b EEBLTLLETIV:
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.znfubu13047binz - Desktop Viewer

Activities Tue 17:02

unpluoged 74%

k

BERBNyTIV—=T7AaIE BBBNyT)—REZTRLET, BEICDOVWTIE. ROKREZSBL T LT L

Ny T)—HREDON—E>

NyFU—=7143>Y EERRE Ny T—REDLANIL F=
ﬁ ZEH (M) B5TER) & BETER) 80% Ut
ZEH (M) :25TERR) & (EBETER) 20% LAk 80% ki
ﬁ xEH (M) E5TERR) K (FETER) 20% ki
ﬁ aBELTVLWAEWL (-] 85 & (BETERR) 80% L
THRF)
a RELTLAL (-] 388 & (BETHRR) 20% LU _E 80% i
THRT)
ﬁ zELTLWAW (-] 25 K (RBTER) 20% K3
T&RT)
- TER TREA TRER
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101

ISAT7YRONYT)—REDRTRIZ. TTAIETEMCHE>TVET,
COMWBEEEMICTBICIE. XOATY RERTLET:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

COMWBEEBMICTBICIE. XOATY RERTLET:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

E
o< > Rix. Mobile Receiver Virtual Channel (MRVC) #H#BLTIS1 7> bD/Nw T U —IRRE
ERRTBY I hF—R—RPHEEEICHEER®S5XFT,

ERT3T A AMIE2—2a VIIEL T ROEMFIEZRITLETY:

1. GNOME z & bic1r X =)Lz RHEL8.x £7I& SUSE 15.x #fEH L TLW3iH51E. GNOME > )L
DEBMED B BIRERE® 7 > X =)L L T, Applndicator 47R—kZBMICL£T:

a) gnome-shell --versiondvY>YrZRITLT. GNOME > z)LON—J 3> =BRBLET,

b) https://extensions.gnome.org/extension/615/appindicator-supports5 GNOME > L&
BEMOHIMREEEEA TV O—RLET, L XIE > TILON—2 3 01 3.28 DIFE. IRRIEEE
D=3 LT24 571326 ZBIRTE X7,

g
.¢ .MQME Extensions Add yours Installed extensions: About Log in =

application.
- Click bere to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

BECI W & R« 1 Adds Applndicator, KStatusNotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hitps:ffqithub. comiubuntu/gnome -shell -extension- appindicatar

Downlaad 128 bl Extension vérsion.. ¥
Extension version..
24
I 26

) #ovO—RLENYT—CHEBRALET, Nvs—J R0 metadata.json 77 1)L Tuuidy &
Ht appindicatorsupport@rgcjonas.gmail.com I[CBREINTVWBR L ZRRBLE T,

d) mvav > R%ER{TLT. appindicatorsupport@rgcjonas.gmail.com o>+ Lo kU % /usr
/share/gnome-shell/extensions /B TOBFRICEELET,

e) chmod a+r metadata.jsondv> k%RfTL T. metadata.json 7 7 1)L ZFHhDI1—
H—DHmANB L SICLET,
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7N N
77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L 7 + U ® meta-
data.json 7 7 1 LI — b A—H—DHHHRAMB D TEET, BEEBEETR—rTS
IZiZ. metadata.json 7 7 1Lz IFHDI—HF—bFHANZ LSICLET,

f) GNOME Tweaks #1 > X b—=JLL £,

g) TRYU Ly TEBIETIH ALt+F2. r. Enter®—%JEEIC#H I A, killall -SIGQUIT
gnome-shelldY Y FEETLT. GNOME > T Z2BHARAHLET,

h) 22 kv 7181 T. GNOME Tweaks # 21T L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Applindicator Support] Z&HICL £,

2. GNOME r &bz ¥R b—JLa itz Debian 11.3 ZEA L TL3HEIE. ROFIEZE1TL TGNOME &
ATFLELATAIVEAVZAM=)LLTEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> k% xE17
L %9, GNOME THRHBEZERTRTSICIE. A T7IRLTHSBEOJA VT 2IHELNH D
BEDHDFT,

b) [Activities] EET Tweaks #REL 7,
c) Tweaks v—JLT [Extensions] %##ERL %9,
d) [Kstatusnotifieritem/appindicator support] #&%ICL £,

Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. e

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. Ee

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way

Places status indicator
Add a menu for quickly navigating places in the system.
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T5T7 4w DI A

November 27, 2023
CCTlE. LInuxVDA DTS T4 v DML HERARICDVWTHBELE T,

FELLIR TOZATLESR LU TV F—IILOBME] 28RBLTRET WL,

(101
3D %V —~ 00— ROR#EW

CDRETI. 770w IZATZIV—IO0—RICELETENAGT 74+ MEZEBRLE T, /57 T71v 0%
ZERTZ7IVr—>3a>07—I0—RHAREIVWI—HF—IIHLT. COREEZEMILET. CORUI—IF
v 3> TGPUAFBEARABBEICOAEAL TLEIW., ZOMDRBENCORI S —DT T+ FREZH
THICLEETI35E. €55M1MBEIThET,

FI7A4ILETIE BDEFT7—O— ROREK] IFEMCHE>TVET,

ET43—7 v I TOELE

Thinwire (&, Linux VDA TERINTVWET A X ILAUE—+TY/OJTY, COTI/OAPEFERHTI E.
HBIVUTERSNLI S T4 v o BERFRY bU—0Z&BAL T, O VICERESIN. RRSINET,

[FEICETAI—T v I =ERT2] 53714y IRUS—TIR 772N bDIZTavIE—REREL. &
FXERI-RT R/ LTROA TS a3 v =RBLET:

o [ATRETHNILER], CORENT I I LT, BIMOBRIZHBESHD £HA. CHICED. TATO Citrix
4T Thinwire BBIRETN. TXI LYy TO—BHAT—IO0—RT. XT5—5EU T+, EiEE. LT
BN-EEDSRT. BRICEEKINET,

o [BE2EICER]. HIC3D IS T71 v o eEAYBEAR T, Thinwire z2EE H.264 £7:13 H.265 Z 5
ALTERELT. A—¥—II/RRVIVACTHBOREZREKL X7, [BEEALMEKICFER] MBIREINT
WaiHa., &cld [AIETHIUIER] HE#EIRTh. [BDEKY—I0—-FomEk] HEMRIEE. v
2avIF—2—-X—UBYR—bTNET,

« (BRET VT« TICEE], Thinwire 074757« ITRRT /0213 8@ (ET74. 3D1VE—>3
V) zHAILET, BELITHKBEOHATOH H264 ZFEALET, /771 vV OEMICH264 ETF
A—Tyv 7 EBIRNICER TS cick b, HDXThinwire i3 H.264 EF 4 0—F v o % ERAL T, $BRIC
EMENZ2EBEHOBNZHRELTIVI-—RIZIEHTEEY, FHLEEESRE (JPEG. RLE) tEv vy
Txrvi 2l TEANPEREARBRL ZECEEDEAD ODRD T SHEEAINE T T —I&
FEHBOHEMEIVKET, EELXTF I M PEREEGRZEAAGOELREOBVETA IV T Y Z18EE
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TE&T, COWRZEDICTBICIF. [ERICETFI—TyvI2ERATE] RIS —%, [AIRETHNIE
Bl (F7#bR) &y (774 TICEUTHEE] ICRELE I, FLIE U570 v IDR > —
®E) ZBRLTILTEL,

Use video codec for compression

Do not use video codec
Use when preferred
FDr E|-::ti'.re|3,|r changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop OS5, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 12 Desktop 'DS 7.13 Server 05, 7.13 Desktop O35, 7.14 Server O3, 7.14 Desktop 05, 7.15
Server 05, 7,15 Desktop O5

Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method i enhanced.

Select "Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth,

Select “For actively changing regicns” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROBERTRI S —REBL. W ODOMDORI S —REIF. TAXTLAVE—FDONT =V 2R
3’57:&)&:1%%’5‘3%3'0

o BERIS T4 v IICHTRBENEORBEGE
o =y hTL—LEK
o RTmE
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H.264 \— Rz 7T>—FT4 >4

[EF4a—FT v IICN—RIzT7I>A—Ta I FEBLET] RUP—IZ&D. GPRUN—RIZF77oE5L
—> 3y (BELTW3BE) 2FALT. BEBEE*ETAI—T Y I TRETITEY, GPUN—FRT =z T7HFIE
ARETHRWES. VDAY 77z 7ETAI—FTvo%FEALT. CPUR—XOI>OA—F 1 2 JICT7 =L\
v LEY,

GPUN—RIz770€35L—>avic&b. \—=ROxzT7UY—-XOFEAXIRBELKIN. 1HI-DDTL—L
#/# (FPS) ONT4A—T Y ADKIEBICALELF T,

N=23> 2210 . GPUN—FD 77035 -3 B3RDITZ T4 v I E—RIRTUIIHBLET:

o ARETHNIZER
o BEZMFICER
s BEETIT 1 TICEE

RENBERROEREZERT S

[(RENBBRLOEREZFEAIZ] RV —ICED. 570 v 7ICW LT EOBBEREHEORD D ICREMNICES
KOEFEERATEBZLSICADET, RENERKXTIZ. EOEBRRELIDINT+—I > AFAELEFTH Ric
BICIROD S B VWEEOBEHBERAVRELET. COREICED. [(RTRE] KEDEOERAEIEEINE
EXS

[(REMBIBROERZEHRITB] RUS—E TIFILEFTEMCHE>TLET, REBBRERZEMICTSIC
3. (RENBREOEREZERIS] =7 (B3] ICREL. [(RE@ERVS—] 7 [BERMERE] ICRELE
To

[EBICETAA—FTvoRERTS] RUS—D [EFF A—Fvo2FERALAV] IKREINTVSIEE. REM
EIBAEEHIBERBGT Y O—FT« Y JICBASNEY, [EBICETAIA—TFTv o ERTZ] R)>—n [ETH
A—Fvo%FEHALEV] UMD TS T4 v I E—RICRETNTVWBRIBE,. RENERKEEN H.264 T>0—F
« VJICERINET,
DT TAT Y MERIRMAR H264 #HR— KL TWET:

« Citrix Receiver for Windows 4.9~4.12

« Citrix Receiver for Linux 13.5~13.10

» Windows @i+ Citrix Workspace 7 71) 1808 L{&
« Linux @+ Citrix Workspace 771 1808 LF%

[(REmE] 4V [EEICETAI-—TvIZ2EHATS] ORVS—R/EICDVTELLLIE MEERTORY Y —
BEI & IS4 IDRI)S—FE] 2BRBLTLIET L,
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H.265 EF# 1—FT v 7 DHR—k

718 VU —2H5. LinuxVDA I UE— IS 74 v IRETADN—RITT7T7IE5L—>3 > TH265E
THAI-TYvIEHFR—FLTVET,

COWBEIIUTTHERTEEY:

« Citrix Receiver for Windows 4.10~4.12
» Windows i+ Citrix Workspace 7 71) 1808 LAB&

COEEZMAT 3ICIE. LINnuXVDA L OS54 7Y FOBATEMILET. 7517 > ~dD GPU A DXVA 1 >4%
— 7 REFEATZ H265 71— FEHR—FLTVWAWEE. 570 vIR)I—KED H.265 71— RiF
EEIN, EyPaYIiEH264ET ATy IDFERICRD £T, s¥L<IE TH265 EF7a T O—F71 >4
ZBRLTIETL,

VDATH.265 \— R 7TV I—REZEHICT RIS

L ETAD—FYvIIEN—RITFPIVI—T VI FERALET] RUP—2BHILFT,

2. BD EKHT—IO—RFOKEN] RUS—%2BMICLET,

3. EMBICETAD—T v I ERTE] RUS—DBTF I ETHZ . £ [BESEICHER] ICRES
NTWBZrzHRBLET,

4. [REmE] RUP—H [RERIZERE] £k [BICEBX] CRETNTVWAWI L EBRLET,

I5A4T7 YR TH25N— RO T7IVA—FTa V0 ZBMITBICE TH265 EFA T O—7 271 =881
LTLETL,

YUV444 Y J bz 7Ty A—FT 4 DY R—+

Linux VDA IZYUV444 Y J bz 7T d—FTa v J =Y R—bLET, YUV IV O—FT 1 VI XF—LIF. S
SrBOMEDEZEEIILICEIDETE T, YUV TIE. TY] 3AZ S F3BEME. TUV) ZBFREREREZ
TLET, Coiaelk. Citrix Receiver for Windows 4.10~4.12 & & t* Windows &7 Citrix Workspace 7 7
1) 1808 LIF THEATEI XY,

ZEEDY. U VERSEY hELIFINA FDT—EZTBRINTVET, YUVAU4 T—2ERIE 1 EOEILH
D24y bEERIELET, YUVA22 74X 2 EIEILETU B VEZHE L., FHEREXREIZ 16 By
MESEILIZED £9. UTOXRIE. YUV444 & YUVA20 DEBRBIAEEERTY,
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YUV444 YUV420

O (W | =

VDATYUV444 Y 7 bz 7 IV A—FT 1 VI ZBMICT BICIE:

1L [ERICETAI—Tvoz®AT3] RUS—N [EELEICER] ICRESTNTVSIzERBLET,
2. [®RrmE] RUS—H [BICEEKR] 703 BRERIIERE] CRESNTVBVWICZERBLET,

27149V mBRTA4—

RELINUXEy> 3>y TRITINZ T I T4 v IRV IOr—2—Y—LIl. 5371 v I REXZ1HZ—%EM
LELTe RSAE—I3. BEEA VAT THONS Y R2BNCHETZDICRIEET,

ASA1HA—%EATBICIE. ROFIEZERITLET:

1. CitrixStudio T [/S5T71voREr>Ir—4—] RUS—%BMICLET,

Edit Setting
Graphic status indicator

@ Enabled
This setting will be enabled.

() Disabled
This setting will be disabled.

v Applies to the following VDA versions
Server 0S: 7.16, 7.17, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S: 7.16, 7.17, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
v Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

2. BFkEMS. ctxslideravy RERFLET. X514 —0 Ul BERINET,
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E:

[(RE@mE] RUP—% [BICEEX] ICRELSGE. &3 IRMERRERE] ICRELIBE. X
14— Ul IFRRThEHEA.

Image Quality - =
Let the system decide Pixel perfeck (lossless)
Bektter Better
Interactivity Image Quality

ROFREAFIBAIREICRD F LT

s BEZEETBICIF. AFAA—ZFHHLET, XFAFZ—E0HL5 9 XTHHIENTEET,
¢« PRTLEEDREEZFEATBICIE. [PATLIRET ] ZFRLET,
o EBEKRE—RICTIDEZBICIE. [RRICEEK] ZB#RLET,

I EICESOVWTESYE Y FL— 25T S

HDX3DPro N— KDz 7T > -7« »Jh Citrix THRS W, FEHBEEICESVWTEYE Y bL— b ZHET
TEI,

HDX3DPro N— ROz 7I>aA—FT« I % ERRDFE. VDALY MU — 0 EEiEE BGMNICHETS, TV
dA—RINTL—LOEY FL—+2BEABTEIET, COMLWVIEBETIZ. AT EBSHIDNS VX%
BIBZIANZILEZRMELET,

COEEEIFT 7 AL F TEMICE > TWET, EMICTBICIE. ROOYV RERTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

LIEDNREWVEY, 570 v IDERASHELLBSHEIMMETLET, HREREEHIT 50~100 T,

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->
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THEY L — FAET, BEI’REREDOSS. HTLLWIL—LDRETNE DRV DT L —L4IF
BRRBEREOFXETY, H#ASOYR- TR RHOT7L—LZ2mEmE TEEBRL. I<ICEEITBZLTIO
RIRBICHIG L E 9,

Linux VDA Thinwire THR— TN TWBRI S —E IR TRI—BICOVWTIE. TTHRUY—HR—+—8] 8
BLTLIETIL,

Linux VDA TOXRILFEZH—HR— FOBRIC DOV T L < 1. CTX220128% 8B L T2y,

A HIS0IE

Thinwire i3, BEDE2X V%2 AT ZETIRHODT L —LE (FPS) #ALETEZZeMNTEET, &
FE 7% CPUBBZEDEREIEOTMIKRICABDET, COWMEEIXT 74 FTIEEMICHR>TVWEY, COiiE%x
BMIZTBICIE. VDA TROOI Y RERITLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

SIS a—FTa2Y
ERPDY 571 v E—FOMHR
ROARVEZRITLT FATNTVE IS 70 vV E—FZHERLEY 0ETW+%Z, 1 i32EEETAI—7T

vORBKLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

RORABICEMLIBERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

H.264 BMERARTH B HE S H DFER

H.264 iMERRTH B Z R T 37-HIC. XROATVREZRIFTLET O IIERINTLWAVWI R, 1I3EH
FTHBEENRLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

o ZIE ROABICEMLIERN BTN ET:
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

H.265 HBMERFTH D S H DORER
2EE H.265 WMERARTH B e 2RI 370, ROIYYRFZERITLET 0 RFREATATLVAEVWIEE. 1
I3FERPTHZCZEKRLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

e ZIE. RORBICEMLILERDPBEASNE T

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

YUWIYO—F1 VI RAF—LHMERFRTHIHESHORER
YW I OA—FTa VI XRF—LHERFTHZCEBETRLOHIC. XOATY RERITLET (0 1EYUV420,
113YUV422, 213YUV444 #8kL £9):

pE

Erxad—7vorMERFDGEEDH. YUVFormat ofEICEKAHD £9,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

o ZIE. ROABICEMLIERN BTN ET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

YUV444 Y J oz 7TV A—T 4 VIDMERFTH S L DRER

YUV444 Y 7 bz 7T A—T4 Y IODMERFTH I e EBBIZ=HIC. ROOATY RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 MERFDIZE. RORBICEMLICERNENINE T !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000002"--force

HDX 3D Pro A& &I > TLV3 C & DRESR

HDX 3D Pro B"EMICH > TWB e 2 RT3 7IcidF. ROOAIY Y FZRITLET:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro
<!--NeedCopy-->

HDX 3D Pro #"B#ICHE > TWBIHA. RONBICEMLIERPEATIhET:

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_Sz"
-v "ProductEdition"-d "<PLT or ENT>"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0Ox00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"—y "3DPro'"-d "Ox00000000"--force

HDX 3D Pro 2% E % NVIDIA S+ 7S UMHRAAEFNTWSE Z ¥ /BT 31213, Linux VDA T nvidia-smi O
IVREETLET, ROABICEMULIERINEOTNET:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
|mmmmeeeerereeeeeeerrreeeeeeeee= Fom Fmm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| e e e e e
| @ GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%

Default |
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| Processes: GPU
Memory |
| GPU PID Type Process name

| 0 2164 C+G Jusr/local/bin/ctxgfx
106MB |
| 0 2187 G Xorg

<!--NeedCopy-->

3DPro®d/N\—ROT7ITYA—FT o VIDMERFTH D Z L DFER

ROARYRZRITLET (0 RFFERAThTOWVAEVWIEZ, 1 I3FERFPTHEICeZzERLEY):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

3D Pro "MERFDIHE. RORBICEMLIERIMENETNE T !

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

NVIDIAGRID /574w I RSAN—DELLKA VI =ILTNTWVB Z L ORER

NVIDIAGRID /5714 v I RRSAN—BDBELL A YR P—ILTNTVS I L &BRET 5ICIE. nvidia-smi &=
TLEY. RORBICEMLICERNENTINET !

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70 |
| sesseeessssssseeesesss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 Off | 0000:00:05.0 Off |

off |
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| N/A 20C PO 37w / 150w | 19MiB / 8191MiB | 0%
Default |

| Processes: GPU
Memory |

| GPU PID Type Process name
Usage |

<!--NeedCopy-->

ROAYYRT. h—RICEYIRERERELET:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro JYI/ILFE-Z4—TCOBEHEEODREE

TI3ARVEZS-RSboEETEREOMBENREL TV 3I5EIF. NVIDIAGRID St > XA FARIETH S
CrEBIBLTIREL,

Xorg DI >—OJ%MHRT 3

Xorg @047 7 JLiZ. Xorg.{DISPLAY}.log IZ#E{A L =& RiT [varflog] 7 + L4 —RICHD £,

BEXN D RERE & HIRE1IR
vGPU <. Citrix Hypervisor oO—A)L >V —JLIZICATRY by 7Dty 3 vEERHIRTFEINS

B ROV RZEETLT ®RET>>0oO—AILVCGA VY —ILEEMICLET:
Citrix Hypervisor 8.1 LIpEDIHE :

[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1
<!--NeedCopy-->

8.1 & b#i® Citrix Hypervisor ®i54&:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->
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Gnome 3 7RV by TORy FT7y IHOTF VEHICEL RS

ZhiEGnome3 7RI by Dty S 3 VREBRROEEENGIRTY,

—#5) OpenGL 5 &£ U WebGL 7 7) 57— 3 >h. Citrix Workspace 77U« > RODH 1 XEERICE
PICRRINGL

Citrix Workspace 77U DU« Y RUH A X% EET I, BEDFEGEELEEINET, NVIDIADHMBE RS
N—ICEDAZREN—BEEINZ . TNUIRBLEFIGH T TV r—aVICROSNIBEDRHBD £,
rzlE. WebGL 5175 UEE® lightgljs Ic&D. TCOTFIRFyADL VAU Y TIEHR—FEINTLEE
A (FRREBIL—LNYT7)] EWSIZT—AXvtE—IHERINZehHD ET,

HDX EE&S

June 22,2023

e

Linux VDA Tid. RETRI by 7OBEZ EDDORETRI by 7Oy 31— - HEITZIHTES
ERS

ROBITIZ. BEHZHELTENDOADERZR TS 3FIRICOVTHALE I,

EflzH{E Y 5FIE:

1. RETXI by TOBHEET. BERET7 112270y oL, (BR0EEZHE] ZFRLEY,
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i - Desktop Viewer - [m] x

Activities

Share my screen

View someone else's screen

2. [OE—-LTEL3] 20Uy ILET,

BEHOHEZEFLLTERTSET. REOEEAHEI-FIIREINET,

[ F Desktop Viewer - o X

Activities gfxindicator ~ 20 g 2T 22:39

Citrix screen sharing

|| ©cClose

10.158.160.5:2152:3af1 .
g Copy

Ctri+A

7 N

EEZHBEL TVSEIE. BEOABRICKVMERENRTIN T, HEPETHRTHZ LRI E
ERS

3. JE—L#&O—F%, BEZHETZEHLORET XV by LDty a>ya1—HF—tHELET,
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4. BEENEEZHETESLSICTHICIE. HiHZEYT] 2R RLTHSREEDORIMZERL 7. Fliflz
FLET3ICIE. HEEORFZIUTLET,

Activities

Stop sharing my screen

Give control

/ viewer-user3

5 BHOHBEZFLT3ICIE. [BEOHEZEL] ZERLEI,

[ | Desktop Viewer - o X

Stop sharing my screen

Give control

ELr01-—Y-DEEZERTY 5FIE:

1. REBFTRY by FOBMEET. BEEETrAVZ Vv I L. (tO1—F—DEEZRT] 2ERLET,
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.- Desktop Viewer - o X

& Applications  Places T @ © zh Tuels:07 & W) O

Share my screen

Stop sharing my screen

{ View su,_une else's screen

Citrix Screen Sharing Viewer X

Enter the connection code of the screen you wish to view:

l
@ Cancel

3. BEHREEN VI IR M 2RIFANZDZEREET, fi:
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i L Desktop Viewer - o x

Activities gfxindicator ~ Aug 2T 2308

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? | @ Cancel | OQK

o HEEAITIE. LINUX X FTLICE>TU VIR COBMARITINE T,
s HEENIOMLURICUI IR FERIFANGWVGEE. U I X MIEARTINICAD, 7OV T+
NRRINET,

4. mEEEEN [OK] 27Uy LTUI IR MEZIFANS L. £EEEHD Desktop Viewer ICRRIN &
T, BRI, BEMICRID Y THN - —RBTRABE LTERSINE T,

[} Desktop Viewer - o *

Activities  [®] Unknown ~ = vae e 204 O~

HDX Screen Sharing Viewer

0 "

4 Activities
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HEEEOHHZ ) VTR NTRICIE. ELEBICHZTTIRTAV=2 I )y I LET,
Bk

o HEENOMLURICUIIX b Z2RIFANBWVEE. VI TX MNIHRTINICAD £7,
¢« —EIL1 AOHEBEOAHDHEEERZHIHTET X,

HEEEOHIHZBIFT ZICIE. YVRTFAI22H5—EIVyILET,

d Desktop Viewer

- o X
& Applications  Places  HDX Screen Sharing Viewer T

© ©® ® zh Tuel?27 &L W O

HDX Screen Sharing Viewer

- & X

o e HDX Screen Sharing Viewer

L]

6. T4 AT LA DILKRGENEEMICLID,

T RIBA XA LD TBICIE YTRTA IV DEICH
B37AA%EV)vILET,
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d L Desitop Viewer - a x

Activities S Unknown ~

HDX Screen Sharing Viewer x

isable scaling Aug 3 28 zh ~ o

1R

T7 ) ETlE. BEEEEEEFEMICR>TVET, BMITIICIE. ROREERTLET:
1. CitrixStudio T [ 571 v IR > r—42—] RUS—Z2BHLET,
2. Citrix Virtual Apps and Desktops 2112 o5&, Citrix Studio T [EEEHE] KU —EFMIC
L&,
3. (# 7> 3>) Citrix Virtual Apps and Desktops 2109 a0 EIE. KD AT > RAERFTL T Linux VDA
TEERREZEMICLET:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "Ox00000001"
<!--NeedCopy-->

4. T7A4 70 +—I)LTR— b 52525~52625 #HAI L £ 7,

5. (#7>3>) GNOME x rHic1 > X b—JLanf- RHEL 8.x. Debian 11, #7:1& SUSE 15.x # AL T
W3HElE. GNOME & )L E#fatED & 2HhiRIEEER 1 > X b—)L LT, Appindicator #7R— k&H#IC
L&Ed:

a) gnome-shell --versiondv¥>Y rERITLT. GNOME > z)LON—J 3> BRLET,

b) https://extensions.gnome.org/extension/615/appindicator-supporth*5 GNOME & )L &
ERMEOHSREEE AT O0—RLET, e zIE P TION—23 00 3.28 DIBE. HLiRIERE
DIN—23>e L T24 £/ 26 Z3#FIRTET £,
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e
.'c GNOME  Extensions Add yours Installed extensions: About
ETER SOt

application.
o : = y e - = N .
- Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2v1n0

Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  htt ithub. comfubuntulgnome -shell-extension- appindicator

Download 328 v Extension version.. ¥

Extension version...
24
26

) AuovO—RLENYT—C2RBEALEY. Ny —2RO metadata.json 7 77/l Tuuid) fE
' appindicatorsupport@rgcjonas.gmail.com IZRBESNTWVWE e #RRBL £ T,

d) mva< > R%ER{TLT. appindicatorsupport@rgcjonas.gmail.com o>« Lo kU % /usr
/share/gnome-shell/extensions/BTOBRICHEEL£T,

e) chmod a+r metadata.jsondv> KR%ER{TLT. metadata.json 7 7 1 L& (FHDI1—
H—DHmAND L SICLET,
B> b

77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L & + 'J ® meta-
data.json 7 7 1 JLIFI— b DA—HF—DHNFAHNZ N TITFET, EEEEEYR—+T3
ICiZ. metadata.json 7 7 1Lz IFHh DI —bHAHANZI LSICLET,

f) GNOME Tweaks #1 > X b—JLL 9%

g) TAU Ly TEIETIE. ALt+F2. ri Enter®—%IBE I 9 H. killall -SIGQUIT
gnome-shelladv > r%EEITLT. GNOME > /L ZBHHRAH L FT.

h) 22 kv 71815 T. GNOME Tweaks # 21T L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Applindicator Support] ZE#ICL £7,

6. (#7>3>) GNOME r tbic1 YR b—JLE Nz Debian 11.3 AL TW3HEIE. ROFIBEZRTL
TGNOME S RFLMLAT7A AV EA YA —ILLTHEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> k% E4T
L% 9. GNOME THR#AEZRRT 3ICIE. OJT7I L THSBEOIAVIB3HENDH D
BAanHO FT,

b) [Activities] EET Tweaks ZHRZEL £7,
c) Tweaks v —JL T [Extensions] %ERL £,

d) [Kstatusnotifieritem/appindicator support] =&%ICL £,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

s BEREAWETIE. H265 ETFI—-FT v 7R P R—FIhTULEEA,
- BEXEHER. Ty a v TIIERTEEEA,

e TRy Iy av0aA—H—d TIAI P TRAI0OAOHEE Lty a>EEmERETEET. B
BEDODRAHIIctxreg update -k "HKLM\System\CurrentControlSet\Control
\Citrix\Thinwire"-v "ScreenSharingViewerMaxNum'"-d <hex_value>T®HE
TETET, RABUSELLBE. - —DEMOEGERZZITANLS T2/ OV T AHRRINE
ED

IF kA8 GPU

March 11,2024

Linux VDA @ RFa X > h T, IHREK GPU &3k zHEL &7 !

o« JE—+PCF7oOERDIFUATERINS GPU
o NIN—=N1HF—H5EIN GPU

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 331



Linux Virtual Delivery Agent 2303

CDEETIF. FFREW GPU THDX3D Pro ZB3IC 93 AAICDWTEHAL £,

Gl it

«+ HDX3D ProzBMICL £9. ChZETSICIE Linux VDA Z 1 Y X b= LT % & &I
CTX_XDL_HDX_3D_PRO%ZYIZCEBREL £, IREZTHICDODWTIE. TFJE 8: Runtime Environ-
mentzZty b7y TLTA YR =)Lz T 951 2BRLTIREIL,

« NVIDIA Linux Capture SDKTHR—btEThTW3 GPU 0iF&. HDX3D Pro ZB#ICd 5. /\—KY
ITTIESL—=2a BT IAILNTERNCRD ET, EBMOBRIIBESLD FEA.

« NVIDIA Linux Capture SDKTHR—rThTWHRWL GPU ©F&IE. XDamagezr > XA —JILLZ T,
fer ziE. sudo apt-get dinstall -y libxdamagel% %479 % &. XDamage % Ubuntu
20.04 I Y2 ~—)LTEE Y, @E. XDamage I& XServer OILRIEREL LTHEELTWVE T,

19
Xorg #m 7 7 1 JLDEE

NVIDIA ER#EK GPU Oi5E& #7771 ILIEBEINICA > X M —IILBLURETNE T,

ZoMd GPU 0iFE  /etc/X11/ICA YR b=ILENTVEIRDA4D2DTYFL—bERT 7ML EZEET S
BELNBHDEY:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

ctx-driver_name-1l.conf Zflr LTHEALAENS. UTOFIBEICH>TTFYIL— b BRI 7rIILEEELE
ER
1. driver_name . REORSAN—FTEIBRITILET L,
freziE. RanN—attinteloBEd. BT 7rILE8%Zctx-intel-1.confICEEBTEF £,
2. EFFRSAN—BREEBMLET,

BF L —MERT 77 JLICIE. TDevices EWSEFIDOEISayAHD, OXYRTIRINTULVET,
Dt arTlE. ETARSAN—BERESLZRLET, ETFRSAN—BHREEBNT 81IC. Oty
SavEAMICLEYT, OIS a>ERMICTBICIK:

a) GPU oBEmh SIRMINTVEHA 2SR L TERIBREBIELET, 21T TEBRI7 7 1)L%E
EHTEET, RM T TBRIT 77 2FERALT. GPULO—NILIRIETEMECE B3 L eMABLE
ERS
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b) %157« TH#a 7 71)LD [Devicel] £ 3% ctx-driver_name-l.conf icJF—L 7,
3. DAYV R%ERITLT. FIEL1 TRELAER 7 77ILEZ% Linux VDAY BHTESLSICLP A MU F
_%E-eri [/ ij-o

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy-->

XDamage 0Bt

NVIDIA Linux Capture SDK@OU U —X / — kDY ER— FREN—R Iz 70T avilE@EHIn TV AWV GPU
ZFERALTVWEHAIR. RefFRALTXDamagezEBMICLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

VDE—FPC7UEXVDADEZSZ—TS0F>T
Linux VDA iZ. JER#8% GPU RT3V E— PCT7I X VDAOHEBE=S2—TS5>F I HR—FLT
WEd,

COHBEEHR— M BREICT R MEAD Linux T« X U Ea—>3>vicid. Ubuntu 20.04 & & Uf Debian
1131 &ENET,

COWEEIZT 7 4L b TIREMICR>TWVET, BMICTBICIE RD2DOOFIEZFRTLET:

1. FATS LINUX T4 ARJUEa—>a VIR LET, evdi-dkms Ny —S% 1 X R—=LLET:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. EVDINDIZ 74w 0T« RATLADOAT7O-REBMICLET:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force

<!--NeedCopy-->

3. Intel ® GPU #EA L TWBIBEIE. T XATLAIR—Jv—EEMICLET, ZNLINDIBE. Intel D
GPU ET 4 AFLAIRR—Jv—ilL>THBEIN, Citrix UE— LY a > TIIERATET £t A

sudo systemctl disable --now gdm
<!--NeedCopy-->
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(APl 274
T271 v IHADBVWHXFHRITT S

A—ALT3ID 7TV —23 > %RTTE TRTEBICERL TWVWRDIZT T 7 1 v THADRWETIETEA
BMTHdrd3dc. BRREIGNITT, /opt/Citrix/VDA/bin/setlog #ER L T GFX_X11 % verbose IZ:&E ¥ 3
CETTNYTRICFL—RBERZINELE T,

N—ROTT7I>aA—T1 I HEELAL

XdamagexzERTIHEE. VI LI T7IVI—FT1 I DIBYR— I ET,

tyraror—4—-<—7

June 22,2023

Ty a oA —2—I—UId. THEHEWHILEL. BIFTIBZLIICTREDICKRIEET, COBERITBIA
BETHD. Ly aYTRIMYFICRRINBZ LT, T2 2ZCHICTEYERDOF vy TFv2ETT51
— = FTIIMENICZEDET, Vr—F2—<—0F. TEILDLAV—F7ET7IL T 7F v ZD PNG B
BELTEETETET, V44— 44— T—JRBRDORFaX2bOOAVTIUVYEEETI AL, v avEaRmSE
KICRRINET,

BE:

Ty ayIFr—2—T =T EFa2VT A EETREDHD EFCA. T XZRBERLIHLETZDHDTIESH
DEEAD. HRIREOIMLEAE FL—HEU T ZRRML T, COEBOERICOVTIE. TE2RIB|WRD b
L—HEVUTAZFRAETEIHDTIEHD A, HEBEICIGLTIOHEEZMMOEF 2TV ) a—2 3>k
HAEDOEZ L ZHEBOLET,

Ty arvir—2—I—0Il&>T. T—2BHEZERTBDOBERMEISNET, RLDEELT X B
HAX=—UHESNcEy>a >0 (OJF VERBRTERENS) 21— —ID TS, T2 KRz LD HMRMIC
BEFYBICIE Y—N—FRBISAT DA YE—2y FFOMILT R L IPEGREG D20t ERZ
BHET,

A-H—THIARUIVIERFET B0 UWFOEy 3>y +—4—3—0 KU —RBREAFEALT. BELD
RErY+—2—<— 0 OINEEBRLET:
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Tyl aoI === DR)—EKE

vy ay oxr—42—-I—UEMLK

COREEEMCTR . Ty avE@AIC. By oavBEEOBERERIAERART +—F—T—IBRRINE
To DT #—F—T—UHREIZ. CNHEMIHE->TLBIHNESHTERDET,

TIAIETIE Ev2ayo4—2—I—JR3EMICE>TUVWET,

93147 NIP7RLRZED
COREZBMCTBE. tv2arT REDISATUMIPPRLANI—2—<I—J LTRTINE
ED

TI7#IWETIE [9FA4T7YRIP7RLRAZET] IZEMICHRS>TUVWES,

EOKEZzED3
COREEBMCTIE. Tyoarvur—2—I—JICERRRANIRTINEY, BRI, yyyy/mm/dd hh:mm
TYo RRTNBZEMIT. SRTLIAVIEAA LY —VIZEDVWTWET,

T7AIETIE, BEGREZED3] BEMICBE>TVED,

AJ#>1—H4—-RZ&T

COREEEMCTRE. EydarT BEOOIA VA —BR I+ —4—<I—0 LTRRINET,. TR
Fxid. USERNAME@DOMAINNAME T9, I—H—RIF20 XFEXTICTI 2O L ET, 1—F—8H
0 XFEBITVWBREHEEIR. T+2 M A XIDNILKARZHD. XFO—BHRRINT . U+—F2—I—TOHEN
BT 2aEELHD X7,

T7AILETE, [BTF 01— —EZ2AT] BBEMICB>TVED,

VDA RX +BZ&EC

COREERMCTBRE. EviarT RADICAEY S a YD VDARI BRI +—2—T—J & LTRRS
nExd,

T7#IETIE [VDARI FEZET] IFBMICHE>TVET,
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VDADIP 7L RZET
COREZBEMICTRE. EyiaryT  BEDOICAEtYSa>DVDAIP PRLADT #—2—IX—J & LTERT
INEY,

TI7#IETIE [VDADIP 7 RLRZET] IZEMCHE>TVET,

o aror—F—T—UZA1)L

CDREIE. 1 DDT+—RF—T—ITFXALIRILERTIZIDMEHRDSRNILERTIZDZHELES, [E] K
Ay Ao XZa—T [BH] £/id [B—] Z:#RLEY,

ZOMMDRZAINA TS IVICDOWTIE. TDRED (U 4+—F—X—JDHREZLTHA N U2 a>y#8BL
TLIET L,

[E#] DB/EIE. v alilb2004—2—<T—0IRILHARRINE T, FRIC1 D, BBIC4 DT,
[B—] 0FEld. EyoavOFRICTA—FZ—I—IIRIB 1 ODRRINET,

FIAIERTI. [Ey>aryor—2—T—0XE21)L] & [ ICHh->TWET,

VA —E—X— U DERE
V4 —2—X—UDRBEREEZ 0~100 DFEETHEETE X T, BESNLENRKETWEL. V3—F2—I—IHF
ERRICHED EY,

TI7 4 FTIE EIF 17 TY,

D=3 —X—TDARZLTHER

T7HIETIE BEETY, ETRHBVXFIEANNTED BXEREL TXFI eI 5D HareahtEE
ERTBILICED, Evdaryu4—F—X—JILRTIBENTEEY, TTRAVWXFIIE 117H7D&®
K25 XFD Unicode XFETHHYR—rTNET, RUXFFIITIDE TSN T 25 XFICHDET,

feezid. RUS—Z2ROMBICKETIET:

<date> <time><newline><username><style=single><fontsize=40><font=
Ubuntu><position=center><rotation=0><newline><serverip><newline><
clientip><newline>Citrix Linux VDA<newline>Version 2207

TRTOWXA T 3V OFHRIR. ROXRZSRL T LT L
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Bt Foay

<style>

<position>

<rotation>

<

transparency
>

<font>

<fontsize>

<fontzoom>

A

VA—R—X—TD
LA7IRRZATI

DA—HE—-IX—TD
uE

BHEDHEANDY +
— 32— —U DElkE
DA—B—I—TD
TERE

<fontsize>r<
image>TREL

127 x> b EBROD
YA XDODN—E2>T

-

BMRRE (AXF
N F = XR)

xstyle.
single. tile.
horizontal

center.
topleft.
topright.
bottomleft.
bottomright

-180~180

0~100

S 2T LTHH— K
INTVBTF>k
20~50

Ofv

T4 ME

xstyle

center

17

vorU7

0 (B®EtH)
100

AR

LA17IRREAIL
M [E-] ICRED
NTULBIFEICDH
BHMTY,
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BMRRE (AXF
Bt Foay A EIWXFZXKF) T4 ME AR

<image> PNG 7 x—%—< VDA t@ PNG &% - CDEXIE. PNG
-7 ADI/INR UA—B—X—TU%

BRLET, 7ILT
TFYRILLZTO
PNG @ #HHR—
FENTWVET,
PNG 7 #+—%2—<
—J%ZFEALTVS
BEIF.
<style>,
<position>.
<rotation>. <

transparency
>, B&
v*<fontzoom>
BXA T 3>ok
NEHMTT,
<date> Ty a EGEOR - - -
4 (YYYY/MM/DD)
DTL—RKRIE—
<time> Ty a VEROE - - -
B (HH:MM) o~
L—XRIA—
<domain> A—-H%-T7hovk~ - - -
RXAL>DTFL—R
RILAE—
<username> REooJ#x>i1i— - - -

HF—BDTL—R
IWE— (A—H—-7
ATV ERRXA 2%
<)
<hostname> VDA DKRR +EDT
L—XFILE—
<clientip> I514T7 D IP - - -
FRLRAODTFL—2R
RILE—
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BWBRE (AXF

Bt Foay A EIWXFZXKF) T7#IME AR
<serverip> VDADIP7ELZX - - -
DFL—RRILE—
!

[VA—B ==V DAREZLTFR] BBV BBYXTRESNTVBRIHE. tOITRTOEY>a YT +—
=X —URUVI— ([Ly>ari+x—2—<I—0ZBM T3] L) BERINET,

BXA T aYvERELBVEXICTSRD. TR-—FINTUOLARWMBEICRET D L. T 74/ MEDNERTIN
£9,

HIFREIE

e Lyl arvUF—F—T =TIk ROWVWTNHDOBEICHR—FINET:

- [EBICETAOA—FTvo%=FERT3] A [EESEICER] ICRESNTWVWSIBE,
- [E@icETAA—FTv o2 ERT 3] B [FeETHNIXER] ICKRESIN. BDEHT7—IO—FOD
SEK] PEMICE->TVWIES,

e Lyl avUFx—E—<X—VIiF. TSUHF-OACTIOYDIEALY MHERINDZ Y 3 Y TEYR— b+
ThTWEHA, COBRBRZERTZICIK. TS0 T2oYDOUEALY bDERCHE->TVWEIEZE
HEBL T T,

s EEE/N—RUTTT7OEIL—>avE—F (2BEH.264 £/l H.265 2> 0—F 1 >%) TLHY—
NVIDIA RSAN—%ZFER LYy a YARGTINTULBRESIE. Ly arir—4—I—2IiFHR—+
TINTHET. RAThEEA. (COFE. LR FUT NvCaptureType B 2 ICERESNTULWET,)

e TA—HZ—I—VIF. Ly arOI v RUTRERRINEEA,

o I—H—H PrintScreen *—%# L TCBE.2F v 7F v LicHEE. VDABRITE vy 7F ¥ SNZEBEICTY + —
FA—I—VIFEENEFEA. ZOSH. BEDPIE—SNZOEHSLDICZAI V=2 3y FADERZHE
Lacezbeadlfd,

Thinwire o704 L v > JRR

June 22,2023

ERERE IS BEDESTIE. By a>vnr 25070 TENMBETT3aEMRBD £, e ziE. Web
R=JOR7O—-IHEBLBE-7D, RBELABLLB27T=D, BUNDTEZIEHAHBDET, F—FR—RKPITIAD
BIEDT ST v IDEFISEWVMIDEVWZ EDHD £,
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N=23> 11T &TR. By aryzRETREICRET 5. FRBEREZMRS (6EY FELIZ8EY IS
T4vY) REIDELT. RUS—REZFEAL THEEHABHEEZERTEE Ll L. BLVEGRETH B
EEIA—HF—PH>TVIBRELNH D £ L7z HDX Thinwire Tid. v b7 —J OREICESVTEHNBERO S
HeHMICHABIZCRRHBDFEFLEATLT .

N—>3> 7.18 U, HDX Thinwire &, ROWFNHDIBEICT 74 b TTOT LYy > TEME—RICHIDE
HbFrT:

 fERATREATIHIED 2Mbps ZFE>TW3,

o XY FT—UDEEN 200 S UMEBI TV,
CDOE—RFTIL:
ez 7O Ly S TERE-—RDEDRRDI ST v I TR XFFL e llEVWT—T1 777 DB D,
AA=—DRRECEFETINTVET, COTTO-FICLD, BHBHEDNKBICBRBIN, BIRETFIAMZELD
RRICRETE, Ev>oarvorr23 0747 RLELETS,

Features

Ty a e DBEMELETIE. EULEEBBRPTEFIMDRLICOy—FICR8D. EUDBLLHEDET, X
I RDT ST 4w I Tl XFEICBEDT—T1 770 bH B AE->TED, BENATORETRIINTVETD,

Features

BRDOBE. FYELICTOYIBUTS y—THULET, TFIXLDHFE. BLOXFRPEFO—HHIS v—Fi
LET. Pv—ThOTOCRBETL—LICO>TITONE T, COFEICED, B—DORERIv—THTL
—LICkBEEEEEEL XY,

BEGR (E57F) 1. 74 T70 IRTFIE Selective H.264 TBIBEI /£ T,
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JOJLvSJE—-ROENE
T7 N ETIE [®RrmE] RUD—8ED Bl [F] (F74I0). £E UR] oFs. 7oLy TE—
RIZX 2 NTIRRET T,
7O07L vy TE—RIE. ROBEISEEINICA T EHINAEW) ICBED T,

o [RmmE] A [BICHEBX] £ RENIIERE] TH3

o [BALT T T v RDEBRBRE] B BEY ] THS

e [EMICETAOI—Tyvo2ERT 3] H [EESFICER] (2EED H.264 AEELWES) TH3
7O Ly ST E—RDBRENARETHZHBE. T 7 AL FTIIROVWTNHDIKRRICK > TEMICED £9,

o fEATTREAHIHEN 2 Mbps Z FEI>TW3
o Ry bT—UEEN 200 S URE EESTWVS

E-FOYIDBIADRELLERIZ. BURY FT—IORRADPBEENTH>TH, ZOE— FHRM 10 WEMSGEIH
9,

7O7L vy TE-ROBEOEE

7OJL Yy T E—ROBEZZTETZICIE. ROOATV RERITLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

value IIFUTFZANALET:

0=%RA47 (WHEBZHBETHEALBEVTETWV)

1=88 (Ry bT—TRE. TTIFIMEICEDWTA YA TZYIDEZSB)
2= EEA >

BEIE—F (1) OBE ROIAYYROVWTNAZETLT. 7OJL Yy TE—RIMIDEBEDZ L EWVMEZEET
REXR
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value iZid Kbps BID L EWME (F7 4L+ =2,048) ZANALEY

5): HiEEH 4Mbps 2 FEZ . 7OV Ly TE—ROBFVICYIDEDD Y
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value ICIZFS UMBEMDOLIWME (74 F=200) #EANAOLET

Bl: =y hT—TEEN 100 S UBETREIZ . AT LY TE—RDBFUICTIDEDD £,

—fRA>TVIUEAL T+

June 22,2023

ISATVERIATIVETEDZAT ORI ANA—DIEAL Y b

121F MR

R+ (VDA) TUSAT7YRRSATIVEYTDH V5472 MIORR) a—LH. "—LTFcsL I MU

ZEMIC LTSS, octxmnt B4 I7Fs LI M)DOTOEY S 3 VICEEN
IRy 7ENE7,

RAL (VDA) TOZAT7 VRN E—DUEAALY I—H—pHEELLO—NILKRY 2a—LEINIE1L

FEEMIIL, A—HY—DP1—HY—FTNI1X (V5047 JLEINET,

V) TURALY bZER LGS,

USBFN1RUAALT K

USB F/\-1 Ri&. Citrix Workspace 7 71 & LinuxVDA ¥ 2 bw FRETHEINE T, USBFN1IHTFRY

by ZICUSdA LI bENBE. USB TN R2O—AILICEGSNTVEHDELSICERTSZ N TEET,

I3AT7 VR ATIVEDYT

June 22,2023

DIAT VM RIATIVETEIZAT R TANA—DIEA LY b EFERALT. RAMItEY>3>TOS
ATV T 7AINIT IO ERTERLSICTRENTEET, VATV MRSATIVETEISAT VR
TANZ—DUEAAL Y FOERIFIDEED TT:
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121F

KXk (VDA) TOSA 7Y MRSATIRVEYTDH
ZEMC LIS,

KA (VDA) TOSA 7Y T2 INE—DUEALY
rzEHICL. - —DPI1—HF—FTNAX (V1T
V) TURALY LziER LIRS,

IIATUERIATIVEYTZEBMITS

RS

D547 MIOER) a—LH R—LTcs LI K
octxmnt I LI MNUOTORY > a VICEER
IRy 7ENnET,

A—H—PEELALO—HIRY 2 —LEHHIVL L
JhENFT,

VATV RRSATIVEYTHBMCTSICIE. Citrix Studio TOSA 7Y FRSATVEAL YT MRU S —
z [FFAl] ICRELET. CORVD—ICDVWTHLKRB TT771ILUAA LY FOR) D —%E)] 28RBLTRE

LY

7

dl

AT TANA—DIZAL T LZBML. VFAALI T BT I —Z2EET S

I3ATYRTANE—DUAAL T FZBMCTBICIE. VDATROOTY FZEITLET !

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\Client
Folder Redirection" -t "REG_DWORD" -v "CFROnlyModeAvailable" -d "0

x00000001" --force
<!--NeedCopy-->

ISATYEDERIAMIEY S IVICUAAL I T BT 3IINA—2IBETBICIE. 12— — TNAIXTROFIRE

ZRITLEY:

>

USBT N1 RUAALLD K

February 9, 2024

BHi/N—2 3 >0 Citrix Workspace 7 7UB A YA =N TVWB I e #BERLET,
Citrix Workspace 77U D1 > Z b —JL%&ET 1 Lo )T, CtxCFRUlL.exe #X{TL £,
[(AREL] SOFREZVEI VI L. THINA—ZEI. #HE. £IZHBRLET,

Ty a el THSBEEST I L. BENMERAINET,

USB 7 /31 Zi&. Citrix Workspace 771U & Linux VDA ¥R bw FRITHEBEINE T, USB T N1 ANTFRY
Fy VAL RENZ L. USBTNAAMZZO—-AIIICEHEINTVRIDDESIZERTZCHTEET,
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B>k

v b7 —JEEH 100 S URKEDHZEIE. USBTNARVAAL YV b Z2FERTZ e z868HLET, X
v D —JRBEN 200 S UBZBR35E1F. USBTNARUVAAL Y FEFERLBVTIRT L,

USBFN1TRUZALY FOERBEEL LT, RD 3 DN SNET:

o =72V —XUSB/IP 7O o +
o CitrixUSBtwv>a>ESa—IL
o CitrixUSBH—EXREZa—IL

A—7>v—XUSBfIP 7OJ U b

USB/IP 7OY ¥ ME LINUX A—XILRSAN—ELUVI—HF—E—RDSA TS UTEBRINATED, 1—H—
A= RSAN—CBELTIRTOUSBTF—42%2EETEZ A TEIET,

Linux VDA . #—7>V—R USB/IP 70> ¥ MIBEDSWTUSBFN1TRVA LU bEREL. USB/IP D
A—FIRFAN—I—HY—E—RS1TSVZBFAELFT, =72, Linux VDA & Citrix Workspace 7~
UE®D USB F—#EEi%l& AT, Citrix ICAUSB 70 k QLIS I N E T,

CitrixUSBtzv> 3> EYa—)L:

Citrix USBtwv>a>yEYa—ILid. USB/IP i—=xJLEY a—JL & Citrix Workspace 7 7V B D@EEDBE L
LTHRELE Y,

CitrixUSB V" —EXEV 21—/l

Citrix USBH—EXEZ 2 —JLid. USB F/\1 ROBEGPED LB Y. USB FNA XD INTOREEEEL £
ERS

USBTN1RUVAAL I DL H

@, LiInuxVDAAD USBFNAZDQUAA LY CHBERICTONBZ L. TNA R/ — KBRS XFLoD/dev /XIS
ERSNET, el VALY RINIETNAADT I T 4 7%A LinuXVDA £y a Y TEATEARVSEEN
HDFET, USB T NARDEBICHEET 2D ESMMERTAN—ICL > TRED, —FOFT /N1 XUIHFRBR RSN
—ZRBELET, RIAN—DPREINTVLAWEE. UL I bEN USB TN RUET7 07« 7% Linux
VDAt w2 avic7 IR TEEHA. USB TN ROEGEZER T BICIE. FIAN—%Z21YX—J)LLTYR
TLEELSHEERLTIIZTL,

Linux VDA . 25147 b5 UA1 LY MHEEICITONIZ USB TN1 RO—EBEEZHR—FLTWET,

HR—brINhTW3 USB F/V 17X
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B>k

USB3.0 R—bDHR—bZEMLE LT USB3.0TNAREISAT > T NA XD USB 3.0 R— ki

BATEEY,

RDTNA ZUE. LINUXVDA D ZON—2 3 0 HR— KL TWB R

TR, FHEBERDELZHEDHD XY,

71—

Bty

NTULWET, EZHDDOT N1 X%ZER

USB KBERIERET /N1 R VID:PID T77MINIRT L
Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd
Kingston Datatraveler  0951:1625 FAT32. NTFS
101 IT
Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2
SanDisk SDCZ80 flash 0781:5580 FAT32. NTFS
drive
WD HDD 1058:10B8 FAT32. NTFS
Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB
device
Taiwan OEM - OBSOLETE FFFF:5678 FAT32. NTFS
VendorCo ProductCode
Disk 2.0
TD-RDF5A Transcend 8564:4000 FAT32. NTFS
USB device
A

Amazon Linux 2. CentOS. RHEL. Rocky Linux. SUSE T NTFS 2R 3ICid. RIDVICTNEDT
ZhUEa2—>3 Y TNTFSHR—bEBEMILTEIT XY,

USB3D TV X

VID:PID

3DConnexion SpaceMouse Pro

046d: c62b
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USB X*v+— VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407

Keyboard, HID

Web 77 X5 USB VID:PID

Logitech composite USB device - 0460:0825
WebCam, Audio

USB 7 /N1 XU A ALY bDi#Rk
USB/IP H—FILES 2a—ILDA YA ~—)LFidO>/81)L (CentOS. RHEL. Rocky Linux &)

Linux VDA i&. USBFNARUAZAL Y FDREBAR Y FA—5—2 LT, USB/IP 2R LE T, IZLAED
BE. USB/IP A—RILEZ a— LI LINUX A—RILN—=3 0 31T HETU U —INTWS D, T4k
TRA—FINEZ2—IIEZEILRTIHBBIZHD £FHA. 272L. USB/IP h—FIJLEY 2 —)Lik. CentOS. RHEL,
Rocky Linux TIIERTI £ A, CN5D LINUX T4 XA MUEa2—>3 > TUSBTFNARVEAAL Y b EFER
3213 USB/IP A—FRILEDa—ILEA YR b—ILTZHAVNAILTIHRENHD £, HEVOD Linux 7+
ZAhYEa—>avIcEIWThttps://pkgs.org/download/kmod-usbiph*s USB/IP #4 o >O—RLTT >
Ab=JILLET,

USB 7N\ RUAA LY FRYS—DRERE

USB N1 2DV E 1LY hoBEMMS SUEMKIE. Citrix R >—IC&DFIEIET N Ed, Delivery Controller
RUS—ZFRALTTNA AOBEEEETSICHTEFET, USBTNARUAAL Y % Linux VDA ICRRET
BICIE. ROR) > — AN ERELET:

T7YRUSBFNARUAALY RRY S —
7Y hUSBFNARUAA LT MREI
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USB S N1 RUAC LY hoEMK Citrix Studio T. 2547 5D USBTFNTRULACL T LEEM
(B ICLET (D—OURTF—=2a3> DRI LDBEDH),

[(REDOHE] 41700 KY I AT, UTORE=ZITVWET:

1. [FFa]] ZBIRL &S,
2. [OK] 20V v o L&Y,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

o =

USB 7N\ XUAA LY MRAIOFRE USBUAAL Y MRUS—%FIC L5, Citrix Studio ZEHE L T,
Linux VDA TOERZHRI £ IZRLETEZTNA XZIBEL T VALY MRRIZERELE Y,

(V547> USBTNRARVZALY MRAI] 44 70J Ry I XT. ROBEZTVET !

LRl 200w o LTUEALY RRAIZEBIMY 3H. [RE&E] 20 v o L TREFORAZEIELE I,
2. RAUDFEREcidwER. [OK] 20y I LET,
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -
A USBFNARVAAL Y FDOREICOVWTEELL I TCitrix O AB USBUA ALY FOREAT Rl #81
LTLETL,
USBFNA1RVEAA LY NEBD ST a—Fa >

C0to2 3> TR Linux VDA DFERICHITZTEIEBBEDO S TIL>a—FT 1 Y JICDOVWTHBALE T,

VALY RSN USB T X0 Ty MERTEI AL

Linux VDA Ti&. Citrix Workspace 7 7Uh B A1 LI hTNIZTARTHO USB 71 RO 2 BREERTEEL.
FIEEOHDNVAEAL Y CINIETNARIZTIVERATESRLSICLTVWET, TOoH. BEEEERZF>OI—Y
—RHDRTFNAREITY MEBRTEET,
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USB 7 XUDUSA(LY M EBILTBL T 7LD NS

Citrix Workspace 77U DY —ILN—%2FBLTUSB T RVDUAAL I FEEBICELET L. T RILE
TEBXLIBER LT 7AILDRDODNZ AN SO T, COBMEIE. 77 MLV RTLILT—2Z2ETALL
XEUFvyw2ah T 7ML RATALICRT Y EENBZCEDNERTEELET, 72T RVEDHDICIEE
FAENEH A, CitrixWorkspace 77U DY —ILN—%2FERBLTIVEAL Y FEEFELELIEBE. T—4240T1 X
JI27 3y adn3BEEIE> TLWAWZS, T—2h%kbhnEd,

CORBEZMBARTZICIE. Z—IFIILOSYyNnc AX Y REZFERLTTFT— 22T XJIC75v>alThs USB U
AL M EEIELET,

Citrix Workspace 7 7 DY —IILIN—IZT N1 ADRDOH BB VIFE

Citrix Workspace 77U DY —ILN—=IZTNA ADBRRINAEL BB IEHHD EFITH. TrUud USB UL 1LY
rOfTHOnTVWAEWC e ZRLET,

- = B ' .. P am-

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

BRENRELBER. ROSERBL T TV

e RUZ—H USBFNARUSAALY LA TBREICE>TWVWS,
o CitrixUSBHH—EXEZ 2 —ILHRTINTL S,

RUS—=HBELCERETNTVWAWVWEEIF. TORED TUSBTF NI ZRVEAL Y MRS —D®%El £72a>%E
SELTEBELTIREL,
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Citrix USBH—EXEZ 2 —IILHARITINTLARWVESIZ. ROFIEERITLET:
1. ROOT Y REFEALT. LINUXFTo A MUEa2—>3>TUSB/IP A—RILES a—ILAFIBREEHN E S H
FHERLE T

modinfo uship-core
<!--NeedCopy—-->

2. HAPRDELSICRRINBZHBEIE LinuX T ARV E2—> 3 VICESWTUSB/IP A—FILESD2—)L
ZAAM=ILERLEFEINACILLET:

modinfo: ERROR: Module usbip-core not found.
<!--NeedCopy-->

o Amazon Linux 2. CentOS. RHEL. Rocky Linux ®ig&ix. ZnieED TUSB/IP A—FRILED 2
—IIDAVA=)LERIFOAVNAIL] a3 >vEBBLTLIEIL,

« SUSE oi&Id. https://software.opensuse.org/package/usbiph 5 USB/IP /Xy —2% 45
O—RFRLTAYRE=JLLETS,

o Ubuntu/Debian @ig& %, XOFIEERTLTUSB/IP A—RILEZSa—ILEZAVNRTILE LV
VAM=ILLZET:

a) USB/IP A=) EYa—ILOY—ROA—KEFUYO—RLET,

https://github.com/torvalds/linux/tree/master/drivers/usb/usbipT Linux 1—=JL
DRI RUICBEL. 2—7 v bD Linux i—ILN—=23 > (V415 LUIBE) 2T %ZIRL.
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbipzm o) > o = BREL
F9,.

DownGitic#&IL. gD ) > 2% ANHLT. USB/IPY—XO0—RZ4T>VO-RITZHDA
T>O—RU>OEERLET,
b) "ROAT Y REFEALTY—RI7MILERELET:
unzip ${
USBIP_SRC }

.Zip

cd usbip
<!--NeedCopy—-->

c) Makefile 771 ILERDESICEELET:
# SPDX-License-Identifier: GPL-2.0
ccflags—-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o

usbip-core-y := usbip_common.o usbip_event.o
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obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o

vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj-$ (CONFIG_USBIP_HOST) += usbip-host.o

#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o
#0bj—-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o

#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.

o vudc_transfer.o vudc_main.o
<!--NeedCopy-->

d V=—XO—RrEIVNCIILLET:
apt-get 1install linux-headers-‘uname -r°

make -C /lib/modules/ uname -r"/build M=S$PWD
<!--NeedCopy-->

e) USB/IP A—ILESa—IEAVAM=)LLET:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/
<!--NeedCopy-->

f) ctxusbsd t—EX=HBEEHHL T, USB/IP h—RILES 2 —I)LEZHAHAAHET !

service ctxusbsd restart
<!--NeedCopy-->

Citrix Workspace 7 7 @YV —ILIN—IZ USB S N1 ZBREINZHD [RUT—DFIR] e RsEShUL1L
ZAN S
MREHSRELBEIE. ROFIBERITL T LWL

o« LINUXVDARU S =%, UAALL I FEBMICTZREICLET,

+ Citrix Workspace 77U DL X U TEBIMOKR U > —FIRDPERINTVWEIN ERBLET. LI MY
/X2 T DeviceRules #HR L. CORENTNAADT IV EREZEFLHEVLSICLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

$£L <Ix. Knowledge Center
DE TUSB T NAROBEFVA ALY FOEREREI Z2BRBLTIIEIW,
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USB FN\1 2D UL LY MREFISTDONZH. £vs 3> TENAREFATIAL

BE. VALY RTEIRZOERTR—FINTVSE USBTNTZDHEHED £9, DT /81 XA Linux VDA O 7
IT4TREYIIVICUEALIPTEBZBEDHDET, VAL I SLETNAAIRILIL, 22— —DREY
3/ — ROV ZFTLO [dev XRUIERINE T, 2L, A—HF—DBTNA XEZEBICERATIZINESMERS
IN—EBRICE>TRESNE T, FiB (F3712) LTLBDBDDTIVEITERVTNA RZRDIFIBE
IE. ZOTFNAREFRINTVARWRY S —IZEMLE Y,

pE o
USB RS 14 N—0DF&EIE. LINuXVDAD T4 RTVDBEER TV M EFTVWET, 1—H— (BLUPTNT X%

AVAR=ILLIEFREEDH) IFBMORER L TT A RIICTIVERATEEYT, MPAR—FINTVWBETNT
ZA—E | ICEBHINTLARAVLWTNT XDV TIE. T BRIV ERDD £7,

*—R— R

June 22,2023

COETaYTE. UFOREYIICOWTHALET:
« 45172~ IME
« 5147V IME A—H—1 Y% —7 T RDOFH
. BRF—R—RLATY ORE
« VT RF—R—F

- BEENNOYA— b

I534T7 Y bANNY RT L (IME)

June 22,2023

e

2N bXF (BZAE. REE. BEEBEALZOXF) & IMENSANTIHENHD £9, Windows =17+ 7
® CIKIME 2. 57> MMAIT Citrix Workspace 7 1) L BEiaED % 2EED IME #ERALT. Th50X
FEANILED,
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https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2303/configure/keyboard/client-ime-user-interface-synchronization.html
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1TV b=L

COEEIE. LINuXVDAZ A YA =L B SICEBITI YA —ILENET,

fERRSR

@EE & 0IC Citrix Virtual Apps £7:1& Citrix Virtual Desktops ot v > a > =#HE£7,

75472 MU IME BEEDERZRBT BICIE. 75172 MITOBEBICHECTANARZEELE T,

BERO DR
« V5147 MU IME #8EZ AL T Google Z7L Y R — FDEILICXFZEZAATBICIE. XA TLY Ry
—rADELEZTINI VYIS BIRENBHD £

s US4 7 Y MUIME #ERIZ [INRT—FR] 714 —JILRTEMTEMICHED FH A
e IME2Z—-H—12E—T 1R NAEHTIEA—VILICERL ZEA.

9247 MIME - —12>%2—T x4 XDAEH

June 22,2023

=

9347 MIIMEA—H—(2>2—T (R (ERTA Y ROLBHI« O RUZET) 3. ChExTEEOAL
BICEEESN TWE L, COMYE—T A RIEA—VILICERET. TFIMANAEHTRA—VILHSENT
EESh3ZehHbFHELE:

Composition and candidate windows

Text input area
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Citrix Tiza—#—eUFsh@Ih. UTFDOELSIC. 5472 MIIME TOI—H—IIIARVIVINT 5
ICHESTNTVLET:

THio) ~ A

F2 < 8

TdHsdissdassdiss dassdf
FEEHH

FAE

=208

Farkle

v

Ctrl + Delete te remove this candidate

WeeZEMR T 37D DRIRFMA

1. Linux VDA T Intelligent Input Bus (IBus) Z&#MICL &9, Linux OS TIBuszBMIZT 35EICD
WTIE. OSARYA—DRFaXY hZEESRLTZTWL, fi:

« Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. COBRIBEBNICA YA —ILINEITH ERITBRICENCTIBELRHD FI,

WEED B & EIL

9347 MIIME - —1>2—T 1 XOBEMEEIEZ. TIFILETEPICE>TVWET, COWEEZSR
ELISEMCTBICE. [VF1MT7VEF—FR—FLA7IOEAL IMEDXE] RUP—%28RET S\
ctxregi—TsUT12FRALTLORAMNUZRELET,

=

[OF14T7Y bF—R=—FLA77 bOREEAL IMEDKE] KU —E LIAMURELDDHEETN. 15
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ELfA—HY—FT2zo bR UATIV b FRIEFYA MAOTRTOF TPV MIBRATITE T,
BED Linux VDA DL I Z M UREIZ. EDVDADIARTOEYy > a VICBERINET,

s [UFAT Y E—R=—FLAT7Y bOEMAL IMEDXE] RUS—ZRELT. 7517~ IME2—%—
AIE—T 11 AEHRBEZENELIIEMCLEY:

1. Studio ©. [RU—] 2oV v oL, [RUS—DER] ZERLE T,

2. [9Z47 2 hF—R=FLA7T ORI IME DRE] RIS —ZRELET,

Create Policy
Studio Select settings

| (Al Versions) « || All Settings “ || keybosrd Layout synT X |
Settings: 0 selected || View selected only

Settings

) ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. RUS—Ro#ICHS [ER] 200 v ILET,

4. RUS—ZRELET,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

BHNLF—R—FL177 ~DEH

June 22,2023

BUEiE. LINuUXVDA XIS4T b TNARADF—R—RLATI MIRAILTHITNIEAED FEATLR, ¥—<
yEYI OB e ZEF—R—RLA T IR ISAT7Y R TNAZATHEDNS T FVZBICEESIN. VDA
TREESINBD S TBEREICEEL. VDAL TSV RBICEETNIETCOMENERTH I LHHD FL
1o

Citrix TR VDA DF—R—RLA T I LEIFATYRTNARDF—R—RFLAT7Y 2 EBNICEABHAIESZ
ET. COMBZEBALEL. IFA TV TNARDF—R—RLAT7UMHEESNBUIC. VDADL AT
UVhLEEINET,

i

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R— KL+ 77T bOEHAEEZ Y R— L TOLEEA,

B

BMAE—R—RLA7Y cOREAKEEIL. T 72 FTEMCR>TVET, COREEEZEDNEIEEMICTSIC
B [9314T7Y F—R=FLA77 bOEEL IME OE8E] RUS—%Z2RET DD\ ctxregi—FTsUTr%
FHLTLPRMN)ZHELET,

F

(V247 bF—R—FLA7UOREAL IME OE] R —d LZZXMIURELDHERIN. 15
ELEA—H—FTIOc o bV FTII M FRETA MAOTRTOF T MIBRATEET,
BED Linux VDA DL I X M UREIZ. EDOVDADIARTOEYy S a VICBERINET,

[TV RF—R=—FLA7U OEAL IME OE] RIS —ZREL T BNBF—R—-—FLATY
bOEHREEEE B E IZEMICLE T
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1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
. Select setti
Studio G
(All Versions) « || Ansettings “ || Keyboard Layout syneT X |

| Settings: 0 selected [ View selected only

Settings S
) » Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOAY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERRSR

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— O
Thuoo:10 O ) O ~

Pt

fr =

VPR S

June 22,2023
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V7 hF—R—F#EEIE. LinuXRETZXI by TEERBTIVr—23 >0y a > THRATEET, VI MF
—R=FRR AT —ILRTANZHIBRTZERTEIN. NAZETITBLIERTICADET,

M Applications Places  LibreOffice Writer - zh Tuell:lls @ A ) O
Untitled 1 - LibreOffice Writer = a X

File Edit View Insert Format Styles Table Tools Window Help x
B-r&-EH-d9a BE-ae9 Q¥1 =250 -
: v (& (X | LiberationSe @« || 12 ~vaaa-o aag @& -
w

-

Test mrvc i

(a7

@

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. ﬁ f

&

return

&
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PN
Z OHEEIZ. i0S @is Citrix Workspace 7 71 & & f Android @i+ Citrix Workspace 7 71U THHR— k
TNTVET,

WEEDB ML & B
CDHEEIZFT 7 AL FTIHEMNICR > TVET, ctxreg I—F 1 VT ZFEAL T, COHREE B E2IZEMIC
LE9, FED Linux VDA Oi%EEERIE. TDVDADITRTOE Y a VICERINET,
COWREZBMICT BICId:
1. OOV RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\MrVc" -v

Enabled" -d "Ox00000001"
<!--NeedCopy-->

2. Citrix Studio Tx—R—ROBERTARU>—% [FFA] ICREL T,

3. (#7>3>) RHELT & U CentOS 7 oig&. Roav > FZ2XE17L T Intelligent Input Bus (IBus)
ZETFT7AIL LD IMY—ERE L THELET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->
COMEEZE EMICT BICIE. ROOAT Y RZERITLES,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

A
CNEDREF. LWy avIicOd4a 9388, £RIEAJAT7LTHREDEY Y aVICRZBEIC
BHMICHED £T,

HIFREIE

+ COH#EIE Google Chrome. LibreOffice. ZDfthd 7 7)) THEEL AW EHAH D £7,

s FHTY I FF—FR—RFZIERTICLILEBBRRTZICIE. ANATr—ILRMUSMNESI U O LT, BERED
ANNT74—=ILREIUYILET,

e Web 7508 —T1lOONAT4—ILREZUYILTHEHDT—ILREIUYITRE VT hF—
R—RORRRINBVWIEDAHBD FET, CORBZEERT BICIE. NATr—ILEUSNZEI Vv o LTHEX
KOANNT4—ILREIUYILET,
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o ZOHEEIX. Unicode XFEX A TILNA bXFE (HZE. FEE. BEERY) #HR—FLEHEA
e VI MF—FR—FIE. NRT—RANAT7 1 —ILRTIEFBATET A

e VI ME—FR—FRR REODANNT A —ILREEBRS>STRRINBZILHHBDFT, COBE. 7TVDI+
YRUEBET S BEZLICAIO—ILTANATA—ILRZT7I7EXTEZMUBICEEILEY,

+ Citrix Workspace 7 71J £ Huawei 2 7L v L OERMOBEIZEL > T, Huawei 27 L v MR+
—R—RAEHRINTVBRIBEETHY 7 b F—KR—FHRRREINE T,

SEENNOYH— b

June 22,2023

Linux VDANXN—=2 3> 1.4 LTI, Citrix TRE7 7V —>a >0 R—rABMIATVEY, I—F—id
Linux 722 by TRIED G TH. BER LINUX PV r—> 3 VICF7 V2R TEET,

ezl EBN—ELINnUX T2 by TRIBEBEICREINTWVWS o). Linux VDA O &1 71 TEB/N—IER
77U —>a Y TIIERTIEHATL ., TOER. FEBE. HAE. BEZBRY. IMEXBRELRFETTF
AMZANATEEFEAT L, A— D7 TV Tr—2a3 >ty a RICF—R—RLAT7Tr2YIDBRB3L
HTETFEFEATLS

NS DEBICHHNT B7-DIC. COWBET. TFRAMANAICKHIGLIEART7T TV —>a v BOEE/N—ZRMHEL
9, sBN—Z2FERATZI. Y —N—AIO IMEEZZERLIZD, PV r—>a>tEy o ayRIicEF—R—RLA7T
TREYIDBEZBZENTEEXT,

101

ctxreg 1— 7 VT ZFEALT. COWBEEENEEENCTZICHTEEY (F7 1)L FTIEER) . €
@ Linux VDA #—/N—D#EEREIE. ZD VDAIZARINTVWRIRTOT7 U r—>a VICBERAThEY,

¥+ —I% THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
%8| DWORD T9,
COBEERBMICT BICIE. ROOAX Y RERITLET,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

COMBEEEMICTBICIE. KOIATY REERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000000"
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<!--NeedCopy-->

RIS
FEWHIREETY,

1. AHEEEZEMCLET,

2. THERMANAICHISTEZRAT TV T—2aVIil7IERLET, S@N—D 7TUT5r—a3>redic

Tyl avVICRRINET,

3. ROy FH I Az a—H5. Mg FE] 2BRLTHEDOSE (NAIV—X) ZEBIMLET,

B e ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4. FOYFE I AZa—h5 IME FlldF—FR—FL A7 EERLET,

5. BIRLEIME &7cl3F—R—RLAT7U AL TERZZANNLET,

=g
A

s VDARIOEEBEN—THF—R—RLA 7Y +2EETZHBE. 751 7> MM (Citrix Workspace
TTUDNETEINTWVWS) THRELF—FR—RFLAT7IPERAINTVWR I ZHARL TS
Lo

o [MFr =E] 41 7OJ Ry I XATHREZITDICIZ. accountsservice /Ny 7r—o%/N—2 3

> 0.6.37TURICT v TIL—RITBHENHD FT,
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Region & Language Login Screen

English (United States] o

= <
€. Language
Formats
Input Sources
French
German
+ —
RIVFRXT17T
June 22,2023

United States (English)

Options

COEILarTIE UTOMEYZICDOWTHEBLET:

o F—T 1 FHEEE
s U -V FIVULALLY K

+ HDXWeb A XS 74 E4

Z—7 1 Fiee

August 10, 2023

FETF4 T —F 1%

TETTFATA =T FET 7 I TEICE>TVWET, XD Citrix Workspace 77U o547

FEnTVEd:

« Windows @7 Citrix Workspace 7 71) - 2109 LD N—2 3 >
o Linux @7 Citrix Workspace 7 71J - 2109 LD /N—T 3>
+ Mac |+ Citrix Workspace 77\ - 2109 LABEDN—2 3 >~

> AR —
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—BICBWISAT Y 2FERTRE. PTRTTATA—TA A RBRROF—FT 1 AICTA—INvILET,

TEATT4TH =T« F=2FERITNUI. VDATH —T A @mBER) L —Z2FETHER T ZBEDIHD EFEA. 74T
TATHA=T1FIE XY bT—IRBICESVTH T ATV ITDEY FL—FZBMICHAELT. 7L
ST LRA-T A ARBRERBELE T,

RORIE, TETTA TA—T A FEREKDA—T 1+ 7L OEBEERLTVWET:

TFETTF4TH—T47 kDA —F 1 F
BAA—TaAH>FILL—: 48kHz BRA—FTaAH>FILL—+: 8kHz
ATLAFvYxRIL B/ Fv 2RI

B>k

RHEL 8.x T PulseAudio 13.99 L% FERAL £,

I7o20% -7V )ZALT K

June 22,2023

e

Linux VDA (. Google Chrome TOISUH#—a>FoVDOUAALY raHR— ML TWEYT, T50H%—1
YTFIOVOVEAALY LTIE. 75472 MUIOHFA) X MIERINT Web R—S%E LV HAU VI TEET, C
oteelx. Citrix Workspace 77U EBLTOSA 7Y MIDRISTEL VA )V ITIOIVEA VY RZV R
L. URLAS HTTP 8&THTTPS I> 7YY ZEIBL £ T,

A
FA )X bEFERALT. 9307 MNICUAAL I T2 Web R—JZIEETETET, I, BlEUX %
FALT. 2507 MUlICUEA L hThiaEWwWWeb R—SEIEETE X9,

COA—N—LAWeb LAT7IrT>IViE VDA LTIEHRL IS4 TV ETRITEN, V517> D CPU,
GPU. RAM, 8&UVxy b7 —0%ZERALET,

T2 —DEa—R—bREFHPULAAILIFEINET, Ea—KR—FE IVTUUYPRRTENZTZUH—AD
RAFOEHTY . Ea—R—FIE. PRELIAN= BRUADN— AT—FIAN-REREEFNEEA. Ch
50IERIE5|F 45 F VDA O Web 750 —TRITINET,
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[ aboutblank x

& C 1 | O www.youtube.com

AT LEHR
Windows /517> b:

» Windows @i+ Citrix Workspace 7 71) 1809 L{&
Linux VDA:

s VDAD T So%—: Citrix 75 o%—2>F>oVDULA LY MiskIEEEDEMS iz Google Chrome
V66 LABE

TISoH—-TVDIVEA LY DK

1. Citrix Studio T, 759 —a>F>VOUEA LI FMZDWTURL OEFRIUR FEEIFY X EIEET S
RIS —ZBELET, ISUHF—0TFTYVOULEALI MME. TITAILRT [HFE] ICBESINTULETD,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || Al Settings | [Browser X |
Settings: 1 selected [7] View selected only

» Browser Content Redirection

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

A

v

v

Back Next

[(TSoH—arFovylE41L o bd ACLER] BEIZ. TS5OF—-2VToVYDOULRA LY M EERTS
% URL ol X REIBELE T,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions) v W Settings ~ || Browser x|

Settings: 1 selected (] View selected only
» Browser Content Redirection Select

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v
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Edit BrowserContentRedirection

X

(] View selected only

select

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Setungs | https://www.youtube.com/*
Users and Machines
| https://www.google.com/*

Summary

I https://www.citrix.com/*

Pl Unselect

1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS
¥ Description

Content Redirection.

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,

This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser

Select

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

“.m

(20— 7oV IEALY bDT Sy o UXMER] REIE. 750 —-aY7oVDIEALI %

EATERVWURLOEIEY R FZEELET,

Edit BrowserContentRedirection

Studio Select settings

[(A? Vemo;;) ~ " I‘ All Settings

hed ‘ [ Browser X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)

» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/" (Default: https://

Select
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pE
Linux VDA I3, [FS5o5—a>FoV UL LY hOTOF ] REETR—MLTLWEE
/110

2. VDA [Chrome 2] #2Uwv2o L. Chrome 97X +7H5 Citrix 7SoF—a>FovVoU4s
1LY MMLREREZEBINLE T, CNid. VDA LD TSI —H. (#E#kLn) URLHAFFT) X M FI32L1E
DARE—HTEIDESHEHETEIDICKRILIBEET,

BE:
C DIRREEEIL T T4 7Y MMTIFARETY, VDAIZDHBIML TLET LY,

Chrome OIEREAEIF. I—H—ZCICA YA —ILL &, IRIEAEZIBIN X 7o IZHIBR T BB AIC.
J=ITUoAA—DZBMITBIHBEEHD T Ao

£ chrome web store o 5o

Broawial Comting Riesl X

Extensions ) o 8 wxteenions

o3 2o
O Extensions

Browser Content Redirection Extension

3 Tram
O Tremes Offred by Cirix

b A 1 Chiame
Features This sataraion reditects Webpages.
O RuneCmes
[ By oo
0O Fees

[0 Avadable for Andeosd

[0 ‘Works with Google Drve
Ratings

O *dhdhw

O kdkdkdk s Lup
O kdok &up

O ke & up

a1 X FRIC—ET S URLAHD (fFl: https://www.mycompany.com/). 21U X FARICIZHR VG
A, REBFvxJL (CTXCSB) &, VALY D ETH S C &% Citrix Workspace 77U IZ#8R~ L. URLZ
L—L %79, Citrix Workspace 77U E. O—ALLIEVITIOIVEA VAV ZH L. Web #1 FE&RR
L&,

Citrix Workspace 7 7V &, Web 1« 2 RETFR I by P IS0 -0V T VEFHICS—LLRIZTL Y
FLEYS
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY
o JL—: BEDRITIET VT4 T TIIRBRVWHT A RILIRETY
o Fi: BNTWLWBHEELTULWEEA

2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

VEAL I bDIF)F

Citrix Workspace 77U N A>T oV EEDESICTTvFEIHh DI FUAEZRIIRLETS:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o H—N=TzyFeH—N—LIAUIT: YA bZFHFAUIMIBRLTVWAEVLD, VAL T MIKEL
fete®d. VALY MMEHD £ Ao VDA ETDO Web R—T L >& ) »FICRD. Thinwire 2R L T
25710y RZERRMELE T, RUD—Z2FELTIA—INYIDOEEZEIBLET, CDOPF VAT
I&. VDA To CPU. RAM. L UVFHIBDHEENZ B FT,

« USATU NI IVvFEOSAT LY Citrix Workspace 7 71 & Web 4 —N—ICHIEZ
Be Bl AVA—FY MITIERATIBELRBDEY, CD>FUFTIE Citrix Virtual Apps and
Desktops 41 kh 5%y b T7—2 CPU. & U RAM OFRE%2 IARTAT7O—RLET,

TA=INYIDANZX L
ISATURDURAL YT CDRBTBEDHBDET, RERIE ISATYRIIUTAYEZ—Fy MMCHEHET

TEATEIBWEE, T5—IEDVDAICRINBAEMELNHD 9, COLSWIFAE. VDA LD TS IH -3
HP—N—LtDOR=JZUO—RLTLYAUITEET,

HDXWeb 71 X5 &7+ E#E

June 22,2023

e

LinuxVDAt£ v 3 Y TERITTNTVWBETARET IV 75— 3 >01—H%—k HDXWeb AXSETF# EME%
FEALTWeb AXSZHATEZLSICHRDE LTce COMREIRT 7 4L FTEMIIhTULET, AIRETHNIFL
EIZ. HDXWeb WX ST ERZER T eb8OLET,
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HDXWeb h XS EFAE#EIE. SEK Web A XFE—REeLBENET, TDZ1 7D Web h XFEFA XL
Tl FEEY I TRITINTWVWERETASET U r—>avICH264 ET A2 EiEEfEL £9, HDXWeb
ARXSETAREBTIE. VATV MARL =T VIV RTLIZEEFNBZNILFAT«T7IL—LI7—0FT0./0
JILED FYTFYTNARDETHEAVEZ—ETF L. FIVRA-RBLUVERLET, EF Vv TFv TN
1 RADHETH S OSH—RILDR M= VT T7—FF I FvICHHPAENDZ RSAN—DREBEINATVET,

5472 M Web AXS e 0BEEWIELE T, TOE. H—N—TBUICRRTIZETFDAHE. F—N
—ICEELET, H—N—DWeb AXSLEECPOEDAETEDIITIEHD FEAN. KEICEDTRI MY TT
LEBODI VARV IYZANESNET, Citrix Workspace 7 7UHNETH % EHET 3 1. HEHENEHLH I N,
WAN >+ U A ToEREDAELEL 7,

Webcam Workspace app VDA

Captured ; g
Meeting
HDX webcam server Me $ EE—— conference
server

video

stream
_—

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

P
o COEEIZ. &k7ET S videodev H—RILET a—ILH Azure IS VICR W8, Azure Y2 > Tl
FRATETFEA
o COtEEIZ. Citrix Workspace 7 7V 05147 b 6D H264 ETADHEFR—ELET,
o HAR—hINTLS Web H XS DEEEIL 48x32 H*5 1920x1080 DEFE T,

« Web AxX5%ERLTWVWSHBA. Citrix Workspace 77U @Y —JL/N—D [AB USB F/31 X1 &
BIRLAWVWTLIET W, BIRTBZ . FHLAVEEIEET ZH8MENHD FT,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams
Session Settings
(O Connect automatically
(O) Do not connect
(@) Ask me

Digital cameras and scanners

(O Connect automatically

(O Do not connect
(@) Ask me

Global Settings
Preferred \Webcam

Automatic

Relative Mouse Settings

[ Use relative mouse

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

HR— kI TW3 Citrix Workspace 77V

HDXWeb A XS D EF#ELEIE. KRD/N— 3 >0 Citrix Workspace 77U EHR— KL ET:

TSy bTx—L4

Oty

Windows @+ Citrix Workspace 77U

Chrome @7 Citrix Workspace 7 71

Windows i+ Citrix Workspace 7 71J 1&. XenApp
& & U XenDesktop 7.17 LI LD 32 B b H KT 64
Ev 77U DWeb hXSEFAEBEHR— L F
¥ LEID/N—2 3> TiE. Windows @& Citrix
Workspace 7 7U1E32 B b7 FUDHEHR— b+
LTW&ELTs,

—&8D ARM Chromebook iz H.264 =>d—F 1 >4
ZHAR— L TWAWD, RBHK SN HDX Web
XSETAEREEFERTE2DIF32EY FT7TUDH
T3,

TL2ICTARNEAD Web H X5

Web ZXSHEAENIE TL—LL—rP. BRIV ISR MDLARILBERD Y, Citrix RETIE. F1HD

HEERREEICRD Web A X S FEALET:
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+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

B

COWEEIZT 7 AL FTEMICE>TVWETS, ChEFEATBICIE. AOBIEEERERTLET:
Bk

Citrix Workspace 7 7' @2 —4'—|&. Desktop Viewer ® [¥12c Web 1 X3] &RET [IEHELAV]
TERT D TIAISREZ LESTEET,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Seasion Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O) Do not connect
(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

1. VDAD 1 >R b—)LHt5eT L7=5. VDA A Delivery Controller ICE&RTE, RSNz LinuX TR by
Ty arh Windows BEREHREFERAL TCERICEE TEZ e 2RBLET,

2. VDARA VB2 =2y MZTOEATEZ e #BRBLTH S, sudo Jopt/Citrix/VDA/sbin/
ctxwcamcfg.shavy rRERITLT Web AXS0O#EBERT LE T, VDALY 2—Fy b T ER
WS, FIE3 ICEAF T,

i

uname -rEA—FIAYE—DOBETA—RILOR—HHRETZIEHNHDEFT,. F—HHH 3
. ctxwcamcfg.sh 27U 7+ HRBML £3, HDXWeb h XS OEFA EHEZBEYNICERT 3 IS
i&. Tsudo apt-get dist-upgrade; #=f7L. VDA #FE# L THh 5. ctxwcamcfg.sh xo U7

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 375



Linux Virtual Delivery Agent 2303

bEBERITLET,

VDA #¥ Debian ICBREThTWVW3BEIF. BFOA—RIN—J 3> TRETTNTVE e 2MBLTLE
TV ENLBIMDIZEIE. ROAR Y FZRITLTEMOA—RIAN-—2a VICERLRT:

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

VDA # SUSE 15.3. SUSE 15.2, 73 SUSE 125 ICBETNA TV BIBEIE. ROIATY Y FZERITL TR
WOA—IN—2aVICEHL. BEEBLETY:

zypper up kernel-default
reboot
<!--NeedCopy—-->

ctxwcamcfg.sh 22U F g, RO CIRIB£ET:

a) kernel-devels &U#HH—ILEZ 2—I)LHKR—F (Dynamic Kernel Module Support:
DKMS) 7O > L%z VDAICA >R M—ILLET,

o« kernel-develid. WHETEIN—a>DREWeb A XSH—RILES a—ILEHEET BT
DICFERINZE T,

o DKMS iZ. REWeb hXSH—RILEZ 2 —IILEBNICER T3 OICFERINET,

7

tRo7005 L% RHELB&U CentOS Ic1 Y X k—=JLg 5. ctxwcamcfg.shzxo 1
ThHA VA =)LEN. VDA DRDI) RS FUDEMICHED £7:

« Extra Packages for Enterprise Linux (EPEL)
« RPM Fusion

b) https://github.com/umlaeute/v4l2loopbackh* 54 —7>v—2a—Rrv4121loopbackz 4
w>O—RL. DKMS #ERLTv4 12 loopbackxBEL £,
val2loopbackid. VAL2 L= Ny I TNA ZAEERTEZN—FRILEZ2—ILTY,

¢) sudo service ctxwcamsd restartadv> R#ZE{TLEI, Linux VDA ® Web h x5
H#—E X, ctxwcamsdix. HDXWeb h XS EF A E#E#EED V412 loopbackh—RILED 2
—lzBEEHLTO-FLET,

3. VDA IZA Y E—2y b7 ZADBVBEIR. BlOoT> > T vdl2loopback H—RILEZa—ILEEILRL
ThHh5. VDAICOE—-LFY,

a) 1V —X Y MMIT7IERATE MO VDALBELA—RIN=-a>vDEILRIS VR EBLETD,
uname —-raAIYERIE. BA—RILDON—=23 EBDIT3DICKILIBEE T,

b) EILRTY>T. sudo mkdir -p /var/xdlav>yRER{TLET,
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¢) /var/xdl/configure_x%. VDAN5/var/xdl/OELRISVICIE—-LET,

d EJLRT>>T sudo /fopt/Citrix/VDA/sbin/ctxwcamcfg.sha<x > R% =R
FLTH—RLEYa—ILEZLEILRLEY, ARV RHPEFICRITINh B . /var/lib/
dkms/v4121loopback/1.81b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl
/$(uname -r)/x86_64/module//¥ ZIc v4l2loopback.ko 7 7 1 L BAER S N £ s
ctxwcamcfg.sh 20 ) 7 b2 RITTH L SICRETZAREMOHZ TS —IFEBL £,

e) v4l2loopback.ko 2L kw5 VDAICOE—LT. Jopt/Citrix/VDA/1lib64/ICE
ELFT,

f) VDA T. sudo service ctxwcamsd restartav>R#=x21TLTWeb AXSH—E X
ZHiE# L. v4l2loopback A—FILEZa—IILEO-RLET,

KX >3S0 Linux VDA

June 22,2023

e

R X >3EBMD VDA #ERT 3. VDA LU I—H—BHAD Active Directory R X1 VI VDA =8NS
BDRENGCEDET, FXAVIESMO VDA ZER T2 IiE. VDAZ OISO ROV FO—ILFL—VIZERT
B1-DORAF—CHBFXF—DORTEERLFT, ZhiZkD. Active Directory R X1 Y ADBIMIEREICAHD £
Lice A—H—DRX1VEBMO VDAL Sy > 3 2RSS . VDA 1L, Citrix Workspace 7 71UAn O
JA>DEHICA—H—HIERT I A —RBEE>TO—AIIIVYEYITTHIY b EERLET, VDAL SSO
Ly ayOBEROEDICO—AIIIIRYTEINZTHAVY SDMERBTEI VA LNRT—REEDETET,
SYVALNRAT—RZEETRE. SSO ety 3 v OBEGICKBML £9, SSO Z&EICT BICIE. TSSO LIsho
SREEl ZBRL T T,

HE:

o BX-r>3E5 VDA %, Citrix DaaS THR—rEN %7,

- Oy raO=)ILFL—>id Citrix DaaS @HTERTIHELHD £,

- RXAVIEBMVDA G NTVU VI ISIREREA VY TILIROT -2V 2—ICBATEE
To RXA IS VDA L. CitrixDaaS > rO—IL L —VICk > TEEINE T,

- Citrix Cloud Connector % /N1 /X2 9 % & 5 ICRendezvous V2B TE £ 9, TNLUIDE
&l%. Cloud Connector #1 > X ~—JLLT. VDAZ O bA—ILTL =Vl T Z2HENH
D£EJ,

o RX-r>3E&NN VDA Z{ERR T BICIE. Machine Creation Services (MCS) Z{EBT3MRENH D F
3_0
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- MCS BT XZINGF—N=ZFR—rLTWEEA,

R X1 >3ESMO Linux VDA TER T 3146k
R X >3ESMo VDA TIEESN B ZzH>O—AIN1—HY—%ERT 3

FXAVIESMO VDA THRR bEINTWBREy 3>z, VDART 7L OB ZH>O—AIL1—H—
ZBEEMICIER L £9, VDA I, Citrix Workspace 7 7UADOJ# ViICERLcA—H—BICESWTO—-AIL
I—H—%ERL&E T, Fico I—H—D1—H—H#BIF (UID). JIL—TFH#HAIF (GID). F—LFsL o U O
TAVINBREDA—HF—BHZIRETEICHTIFT ., COMEZFERTBICIE. ROFIEZRITLET:
1. ROV REERITLT. COMBEZEIICLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. VDADQA YR =)LIXRDTFIZHSB /var/xdl/getuidgid.shRIU T+ TROBEEIEELET:

B WEDNT T avh A
uid WA a—4—#BF (UID) (&, Linux

L2 T RTLEDOEI—H—IC
FOYHTHNBZESTY, 21—H—
BT7IOEXTEBZVXTLIYV—R

ZRELET,

gid WA JI—T#HMF (GID) 3. HED
IIN—THERTIEDICERINDE
5T,

homed-ir FTFay Linux Z—L7 1 L7 LU E
OA—H—RHDOT LI KJTT,

shell FTFoay AJa >z, A—%—7hV
YhAaoOd A VBRI I—H—IC1R
HINB3TILTY,

wic getuidgid.shxo U7 roflERLET:
P

AUV T NTEEITIBENEMNTHS e ZBEBLTIIEIL,
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#!/bin/bash
HHHH AR HHHHH AR HHHHH A A HH AR HH AR HHHH AR A HH A HH R B H R R #

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1
<!--NeedCopy-->

S$SO LIS DEREE

F7 4L b TIE. Linux VDA TIE> > 7Lt >+ > (SSO) AEMICAR>TWET, 2—H—id. 1 DOERBER
Dty bEERLT Citrix Workspace 77U e VDA £y > avicOd4 > LET,
A—H—HROEREROELY FZEFERALTVDA LY > a VIO F Y TEFBZ L5127 3ICIE. Linux VDA T SSO
ZEMILET, 2L <&, TSSO LISPDEREE ZBBL TSI,

Azure Active Directory # {5/ L 7583

Azure ICBRETZ R X1 VIESMVDAIZ. AADD ID H—EReHiach. I— BB LE T, L <
l&. TAzure Active Directory TO:E] Z8BLTLLETL,

Rendezvous V2

kX1 >3e&00 VDA 3. Rendezvous V2 %fE/A L 7z Citrix Cloud Connector ® /N1 /SXBX LT, HR—+ T
NTWETF, FL<IF. TRendezvousV2) #BBLTLET L,
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R X >IESMOD Linux VDA DOERK
MCS % L T. Citrix DaaS TR X A2 Linux VDA Z1ER L £, s#L <& TR X 2 IEZMOD Linux
VDA O1ER) #BRBLTLIETL,

RS — 4K~ h—H

June 22,2023

Linux VDA RS —HR——&

Studio
R Va2 FI#
- *—%& fEk ] =)L JL MME

21w LimitClipboardTran€ferC2H s
TR— - (0)

21w LimitClipboard Tran€ferH2C £
THR— — (0)
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Studio
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Studio
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A
Windows Virtual Delivery Agent (VDA) @#&#h'. User Datagram Protocol (UDP) TO#*—F « 7z

ExEYR—FLTWVWET, Linux VDA TlEHR— I TWEEA. 5L <I&. User Datagram Protocol
(UDP) TOA—F A AUTILAA LTV ZAR— k) #BBL TSI,

Citrix RV > —&E#EAL T, CitrixStudiont vy avER2rv—%=EBR T £
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Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be
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BEBHE—RFOD. SDBVWHYTILL—RMIBRDET, BERENMEIOES. TV I—4—I3EEHE—R
T, SOEVH Y FILL—MIZED T, L Speex @B TH. E—ReEY RL—NIBBRD T, BE
@ Speex mEIF. UTOEMGEBLITRADMETT,

- REN Speex RAREAUT
- Ev kL — O EEIEHIRIUT
BEERE: BEH. F—T1FVH1L Y FORKFHIE
+ PrimarySelectionUpdateMode
&g (51%): [0,1,2,3]
T7#)ME: 3
Et
TIARVERE, T—FZBRL. YVXOHRRRE D ZBLTHMDMITBHRICERAINET,
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BIROEFEIRZISAT7YFTHRIALTHERINEEA
Linux VDA TO 7 AR UBRDEEICEL > T V317 LDV Uy FR—RIZEHINEE A
ISATYRDOTSARIVBROEEICELD. LinuxVDA DY Uy FR—ROAEFHRINZZEHD F
Ao

- RAMEROEEIZIISAT7 Y FTEHRTNEEA
Linux VDA TOFSARUBROEBICL > T, 95047V EDI Uy TR—RIFEHFINFE A
ISAT7DTSAIEROEEIZEL D, LinuxVDA DY) w TR—RHAEFHINET,

- VA7V NEROEEIFRR S TEHRINIEA
Linux VDA TO IS4 UVBROEEICEL > T V51TV M EDI Uy TR—RHBEHINET, ¥
SATY DT AT )BEROEEICELD, LinuxVDA DI Uy T R—RHABHINZ CidHD £
Ao

- BROXEIF. 51TV ERANOBATERINET
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Linux VDA TO 74T VBEROEEICEL > T, 517

DOy TR—

SATURDTSAREROEBICED. Linux VDA Do) w FR—
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BEESRE: 7y TR—R&EREHE—R

« ClipboardSelectionUpdateMode
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ZDR)>—IF. Linux VDA TD o) w FR—
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FHEHEINET, DA T

FERIE. W<ODDTFT—FZBIRL. a—bAy bXZa—0 TOE—] ZBRITZAL.
70y TR—RERIE EIC
ELTERAIN. 757 UERIG Linux B DIRIETT,

FTEHINS

Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

| Selection changes are updated on both client and host =

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection ch anges are not updated to host

Virtu changs are updated on both dlient and hast O5, 7.1 Desktop 05, 7.5 Server
08, % T el Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,7 9 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server OF, 7.14 Desktop OS5, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS5, 1808 Desktop OS5, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

3
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o VATV DIy TR—RBIROEFEICLD., LinuxVDAD I Uy T R—RHBEHINET,
AT a v T I FILMETY,

BERTE: TSIV BRIREHRE—NR
:
Linux VDA Tld. 20w TR—RBRE 754 VBEROEADHR— b INTVET, LinuxVDA o510

7Y rEOAE—E L VD MITOBEZFIE T BICIE. 7V Y TR—FEREME-—RFC TSI VERE
ME-—FOEAZRCEICRET S L ZHE#OLET,
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12—l
Linux VDA Ti&. cups 7«1 )LZ— foomatic 71 JLZ—DEAHBETY, 7 ILEZ—IFVDA L HIZA VR
F=IL3NET, TN E—lF. TAAMIE2Z—S I VICEDVWTFHTIVRAMN=ILNTEZEDHTEET, fi:
RHEL 7 055!

sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

ENRIDAR & —RE
ATV RTIVE—)EALL Y b

COREEETIE. 9534720 FV2E2—%2 VDAt Y2 a VIR Y T IR 2RI EIBELELEY,
T4 TR EINE T,

II3AT7NTI 2= EBIERT S

COREEETIE VDALY avIcRy T TERISA TN TV Z—%IBELET, T 74/ LTI [TRT
DIZATY TV Z—EBIERT 3] ICRETNTVET, CNE. TRTOI 47> EFU>EZ2—h VDA
Ty avIitRyTTNBIEERLET, COREICDWTEL <IE. Citrix Virtual Apps and Desktops K
FaXI D OSAT7 T2 —ZBE8ERT 51 2BRLTETL,

PDF 2= N—HITU >R —%BEERT S

PDF ENRitgeEZ AT 2ICIE. ORI —% [BH] ICRELET,

FULE—RSAN—DR v Y b Hil

Citrix (&, 3BEOI=N—HILT) > E2—E S5+ /N\— (Postscript. pcl5. pcle) #E#ELFT, L. 2=
N=BINTIVE—=RZAN=DIZAT T ) 2—CBREDR B VAL HD £T, COFE. Lo
—XTOM—DF T 3 IiE. ~/.CtxlpProfileSCLIENT_NAME #@ 7 7 1 LERET B TLlie N—2 3>
1906 LUFETIE. Kb iC Citrix Studio T [FUYEZ—RSAN—DI v VT B RUS—%ERT 3 F
T arhBmInNTVEY,

Citrix Studio T [FUYE—RSAN—DIv YT rEfRE] KU —%2BRT3IC1E:

L[FUVYE—RIAN-—DIvEXTeElRMY] RS —ZFRLET,
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2. &l 200y LET,

3IRSAN=BI IZUFATYRTIIE—DRSAN—BEANALET, Linux @i+ Citrix Workspace 7

TVFEALTWVWRIEEIE. AbDICTVYE2—BZANHLET,

4, [Bia] #ERL. VDADRSAN—T 71 IADETF/INZZENILET,

Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping X
Driver Name: Pown
— FX FPS Color Class Driver
| Use default{ B * Deny
) Allow
¥ Appliestoth ) Do not create 3
:'”“alg;'r; (O Create with universal driver only %r; _’;1
erver . .
Server 05, 7] Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12
Server 05, 7 rcktop OS,
7.15 Server ( | OK ” Cancel | 7 Desktop
05, 7.18 ServerUs, 7.16 UsSKIOp US

¥ Description

Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow

created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substitutingan  ~

o =

e PPD RZAN=T71ILDHHHYR— TN TVET,

¢ [FVYE—RIAN—DIVEYTeEHE] RUS—DZOMOF T aviETR—rIhTOEE

Ao [BH] OHDERATREICED T,

fERRNR

RETRI MY TELUVRBT7 IV r—2 3> OEADSEHRITEET, IRTODISAT7Y U >E—% VDA

Ty a il EYITEET, FUVE—BRTRI YTV r—2 a3V e TEBDET,
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o REATRAU MY TDIFE
<client printer name>:$CLIENT_NAME:dsk$SESSION_ID

s NETFUT—2 3> DB
<client printer name>:$CLIENT_NAME:app$SESSION_ID
E:
B—21—H—DPRET R by TERAT7 V=23 0mAZzRAVESGER. £5507U a4—bty

SaVTERTEEY, 2B7 V=23 vty ayRTOTRAI by TP o 2—%=FER LR £
TR RABET RO MYy TTOT7 IV =23 ) o2 —%FERLTEIRIGER L 9,

(APl 274
ENRITE AL

ENRIDYIE L < #eE LW B S, EIRIT—E > ctxlpmngt & CUPS L —LD— 0%z HBL £ 7,

ERIF—EY ctxlpmngt i3ty > 3>l 70X T Ly a VBEEL TRATINTVIRELH D £
To MDYV RERFTLT. ERIT—EVHRITHTHZ ERRBLET. ctxlpmngt KXRITHTHWVBEI.
ARV RS Uh5FHT ctxlpmngt ZiE2EL £ 9,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

TNTHERIDHEEL BWEAIE. CUPS JL—LD— U ZHRBL &7, ctxcups F—EXET) > 2 —EEICE
ATh, LinuxCUPS 7L—LAD—J@BELEYT, ChBYIYITeDE—7OEXTHDH, LTIV FZER
TLTHRTEET:

service ctxcups status
<!--NeedCopy-->

CUPS O Uz IR&ET 3 e DIEMFIE

CUPSOJZWNETBICIE. UMTOAR Y FZRTFLTCUPSH—EX T 7 1Lzl EFT. BERLEBEVLL.
CUPS 044" hdx.log TSI hEtA:

sudo service cups stop

sudo vi /[etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
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<!--NeedCopy-->

pE
C ORI BENRELLGSICREREFIOJZINETZ e DAZEMELTVEYT, COEBRICED
CUPS T aU T E5ND D, BEDKRRITIEC DERISEEO L EFEA,

ENRIH DX FIT T B

MELTWAWTIY Y E—RSAN—%2FALTWVWE . HAODOXFEUITORRAICE > TVLWBRIEEDHD £,
A—H - DRSAN—EHREFEATET 0. ~[.CtxlpProfileSCLIENT_NAME &7 7 1 L= RE L THE
BTE%x9:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername &, RED IS4 7 > MIDBEES 7 > Z—DRFHEEINTVWE T4 —)LRTT, T
NUIHABMODBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —ILRIE. vy TInfcFUr2—IcdLTOWIThD 1 DD T«
—IJLRLDEMIBRSRVTD. ERICIFRETT EFE A

s AZN—HBINTUYE—RSAN=DBISATY TV IEZ—IH/IELTLWAWEE. model=47>3>
EEALTRATA I TV EA—RSAN-DETILZERLE T, TV F—DOREDETILEIE. |pinfo
ORVRZEFEALTRATEEY !

Tpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

RDESICLT, FUYE—I—BRTBLSICETIERETTEY,
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model=xerox/ph3115.ppd.gz
<!--NeedCopy—-->

e AZN—HBINTIIE—RSAN=DBISATIRTI)Z—IZH/IGLTVWARWNEE, RA1 T T TV V2~
RKSAN—DPPD 771 ILDNZA%Z#ERLET, ppdpath DfElIZ. AT T TV EZ—RSAN—=T >
TILDHEIF/INZTT,

fee ziE. ppd kS /N—h'/home/tester/NATIVE_PRINTER_DRIVER.ppd ICH 2B &1E. KD LS IC
BOXEY:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MEIETZAZN—HIL TV > EZ—R S N—I& 37548 (Postscript. pcl5. pcle) T9, 7%
—OFOANTAICBEDVWT RS N—DBEEZERTET X7,

e zIE OSAT Y LHBREES T V2 —0 RS54 N—DREEN PCLS TH3H &%, drivertype %x
DESICEELET:

drivertype=pcl5
<!--NeedCopy—-->

HATr MO
AMoEo ) va—sLE T, 7. CutePDF % PDFCreator X R >4 —%FEALTHT. COH
BTV E—RSAN—ICEETZHOHNES D ZRBLET,

RIS 3 T 9517 bW BEFERTZ TSI VEZ—DRIAN—IZL>TERDET, WEBHINTWVWS R
SAN—DEEZRETIEHEETT, V5317 rDT) 2= PCLS RS N—%ZFBLTWSE—AT.
Linux VDA 7' PostScript RS A N—%BIRL TWB L. BEHIRETIHBENHBD £,

TV E—RSAN—OBEMNELWVIFEIE. ROFIBICH > THEEZFELFT,
1. 2T R by TRy avicaOd+ > LET,
2. vi~[.CtxlpProfile$CLIENT_NAME O<Y > RERTLE T,
3. DT+ —ILREBMLT. XF=IT771)L% Linux VDA IZ®REL £ 7:

deletespoolfile=no
<!--NeedCopy—-->

4. WoTcAOJATLTHSAYF Y LELT. BROEEZHHAHET,

5. R¥axX> h%2ERIL CRIEEZBERL £ 3ERINT T § % r.Jvar/spool/cups-ctx/$logon_user/$spool_file
ICRT=ILT 71 IUDMRESNE T,

6. AT T 7AIUDETHEIDESIHERBLET . XT—ILT7MILDOY A IH 0 DIHEIF. ChdEEIC
B ET, Citrix HR— MIERIOJ ZREL T, A2 2 XU > TSV,
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7. 7= T 7AINOHA XA 0 THWEEIF. T7IILEISATUMIOE—LET, RT—ILT 71D
AR 75072 bHBEFRTZ TV E—RIAN—DOBEICE>TEAGDET, vy TSnrerUYy
A—D (%171 7) BS1/N—H PostScript TH3HEE. XF—IL7 7 JLid Linux OS THIZERC C &
MTEET, ABRHELLHZHERLET,

ZT7=NT 71N PCLOIFE. £7dT 517>k 0S HWindows DF&IF. RT7—ILIT71ILEYS
A7 MMIOE=L, BOTV Y Z—RSAN—ZFERLTISAT7MIOT ) Z—TERIL ET,

8. v TENLTIYEZ—DRDTI >V EZ—RSAN—%FEBRTRLIICEELFEI, LT TIE. PostScript
ISATYRT)E—%Fle LTHERLET:
a) POF« Ty avicQid Ay LT 9S5A 7V RTFRI MY TITI SO —REEET,
b) ENRIEIER—Z LRSI £T:

localhost:631
<!--NeedCopy-->

c) YvFIhi=71) 42— [CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID] %
BIRL. [FUVE2—DEE] #20)v I LET. COREICIIEEEERIBETT,
d) CUPS ¢ CTXRiniEmaRiFLi- % KTl 20V wo L. FUYE—RSAN—%REELET,

e) [Make] 7r—JLrE [Modell 7+ —JLR T, CitrixUPD RSAN—TIEHLBID RS /N—%&
IRLET, 7z i, CUPS-PDFfR#EZ ) > 2 —H1 > X b=l TWBiH5IE. [AA CUPS-PDF
TU>E—=] RSAN—%EBRLET, TEEREFELET,

f) COTOEANERICTET LIHEIF RS N—DPPD 7 71 )L/X2%.CtxlpProfile$CLIENT_NAME
TREL. IV TSN TU D EZ—DIGERLIERSAN—ZFERATESLSICLET,

EER0 D flE

Linux VDA TOEIRIIZDOWT, ROMEHERINTUWET,

CTXPS RS N—=H—&dD PLC 7 > Z—IIHIE LA L

ERIEADBI THRWEERIF. TV YRR N—%, BETISEESNIcRA T T TV VE—RSA/N—IC
BELTLRTL,

B XADKREBXEDENRIAEL

A—ALDISAT T EZ—THAXDREBRFFaXVMZHRITRE. TEORFaXY MEY—N—LD
BHRzN L THREINE T, BULMESRTIZ. COERICKEIDDB LB X7,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux totyv>a>nEzHIE. Windows ARL—F 4 VIV RXTFLEEERBRD T, LIeh>T. 3RTO
—H—HO AT LLEOBHEZRITRD £, RO CUPSHEBR 7 7MILEZZELT. CNHDBHMEZEMICTIET !
|etc/cups/cupsd.conf,

RDESIC. BREINTWBREDR S —BH DT 7AILICEEREINTVE T,
DefaultPolicy default
R o—&h default THZHBEIF. ROTETI7AIIL RV — XML 7Oy ZICEBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF £/

June 22,2023

PDF ENRIC3 S L 7=/ — 3 > o Citrix Workspace 7 7 U RT3 & LinuxVDAtv > a>hsTifadhic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=L TWVWZO—-HILT>
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VICEEINhET, O—HILIP VTR EIRLPDFEa—7—%2FALTPDF ZBE. BRRLIELTV>HZ—T
HR$2ZeNTEIET,

Linux VDA Iz F/N—2 3 > o Citrix Workspace 771 T PDF ElRIZHR— b L £ 7!

« Citrix Receiver for HTML5 N—2 3 > 2.4~2.6.9. HTMLS5 @i Citrix Workspace 7 71J 1808 LAF%
+ Citrix Receiver for Chrome /N\—< 5> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71J 1808 L{f&
« Windows [i# Citrix Workspace 7 1) 1905 Lip&

101

PDF ENmiiagIC 3t L 7= Citrix Workspace 7 7z L. Citrix Studio TUTFTORY > —%ZRELF 7!

c [USATIRTUV A=A LY N B [BFA] ICRELET (TN [FFa1])

o« [PDF A=N—HY)IL U >2—%=BEEERT 3] = [B&] ICRELEFT (7L ME [EHD

 [USATIURNTIVE—FEEERT ] & [TRTDISATY R T Z—%2BHERT 3] ICRELF
ED

CNBEDRUS—DEMCR->TWVWRIHE. BBty a>T [ER] #0Vv o338, O—AILIDY

DERITLE2a—IZREREN. TUVE—EBRTEIET, 774N TV E—DRFEICDOVWTEL < IE Citrix
Workspace 77U D RFa X2 b EBRLTIET WL,

DE—FPCT7otXR

June 22,2023

e

IJE— bt PC 7t Citrix Virtual Apps and Desktops OIERIERET T TSk D MEBIFREEHWIE
HaA 71 APCICREBFETIE—LT7IEATESZLSICLET, DR PCIZTIERXTEZHE.
EREICBEBERIARNTOT IV =32 7—42. VY —RIZTIERTEET,

JE—FPCT7IERATIE. RETRV by Te7 TV r—>a>%BRETSZ0EL Citrix Virtual Apps and
Desktops Y R—% > bHERAINET, UE—FPCT7IEROBRRCBROEHS LU0 FO1 RIE. Citrix
Virtual Apps and Desktops O RBFICHELAEGHS LUV TOLR AL T, COHKE—MICED. —BHEDH 4
—INEBEBIVIARUIVIAPREINET, 21— —IF, Citrix HDX ZEBLTUE— 471X PCEY> 3
VERMTEZCT. e —ITIVARVIVIZRRTEFET,

2L <&, Citrix Virtual Apps and Desktops RFaxX> bD TJE—KPC 7021 #BRBLTLLIEIL,
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ATEE

ROEEEBIEIZ. Linux VDA ICEBDHDTY:

o MIETL > DBE. Linux VDA IZFE3D E—RTOAERALE Y. NVIDIAD RS N—0&IRRICE D, HDX
3D E—RABICA>TVBHE. PCOO—NIILBEIZTSvIT7IRLEEA, COBEORTIF. EF
AT EOURIDOEIRERDLH D T,

o MR LinuX > VIiCiE. 22PNty a>y 0S a1 7oy >AROT = FERLET,

o Linux I > Tk BEIOA—Y—Z0HTIERATIEFHA. B —-FNOHETEERATI L. 1—H—
EPCICO—AILTOI A LI EIC. BAOI I VICEFNICEIDETONET, COOJFVICE. &
BEICLINEFIBESHD EFRA. 517> MMITEET S Citrix Workspace 77U Ic& D UE—+
PC7ot2Rty>a>THRDPC LOT7FUTr—> a9 TF—RICT7VEATEET,

o A—H—HIcO—AITPCIcOIA> LTWSIGSE. StoreFront h5 PC%EEEFL LS 35 RHL
9,

e Linux x> > Tid. ABAA TS 3V BEATIEE Ao
104
Linux PC £y >3 > 2EET 31013 RO PCICLinuXVDAZ A Y X b=JLL. YE—FPCTIEXEA1TD

XA 2B L. TUN)—=JII—TZEHLT. 7IO7ERZEKRKT 31— -T2 >rh2O07RAD PC
ZHRHATESRLSICLET, ROEID 3> TR FIRICODWTEHELCHBALET:

FIE 1 - 3% D PCIZ LiINnuxVDA %21 >V h—)LT 3

HEA Y 2= LZEBLTLNUXVDAZS YR =T BE2EE8HDOLET, 1V =L,
CTX_XDL_VDI_MODEZ#HoEZVYICEREL X9,

FIE2-VE—FPCT7IEVRZATDIAEZOT%1ERT %

1. CitrixStudio T [v>>h404] #2H57J)v oL, Ya—bAYy b XZa—h56 [¥o>rhHE20O00DIER]
#ERLET,
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§2 Citrix Studio

File

=75 B

] Console Root
v § Citrix Studio (site)

Action  View Help

v B Citrix StoreFront

3 Stores

Server Group

1O Search
I8 pachine Catalnne || Machine Cataloa
£ Delivery Gro Create Machine Catalog
[# Application:
Vi
[= Policies e
[# Logging Refresh

~ [E» Configuratic

£ Adminis 2
Controllers

= Hosting

&% Licensing

3 StoreFront

sy App-V Publishi

@ Zones

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Details | Machines | Delivery Groups | Adminisirators

Single-session OS (Remaote PC Access)
Single-session OS (Remate PC Access)

Details - RemotePC-suse125

Name:

Scopes:
Zone:

Machine Cataleg

Machine Type:
Set to VDA Version:

RemotePC-susel25

Single-session OS (Remote PC Access)

7.9 (or newer)
All
Primary

2. [lFC®IC] R=IT [RAN] 20w I LET,

tachine Catalog Setup

Studio

Introduction
Operating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine

Installed VDA Version:
Operating System:

20.09.03
SUSE Linux Enterprise Server 12 (x86_64)

Machine Catalogs are collections of physical or virtual machines that you assign to users,
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, ma

ke sure that you:

® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual

machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ | Don't show this again

3. [ARL—=F o VIV RTFL] R=JT [VE—FPCT7oER] #8RLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,
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tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l | MNext | l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

(FTFvay) RvAEOTEEV ) YO LT BEBRFERITLEY,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF

DIERL] ZBRL £
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,
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Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix DaaS (I#r: Citrix Virtual Apps and Desktops ##—E )
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
A
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "\*xcitrix\x"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. 32 >h20JRD&E VM @ BIOS & U NIC T Wake on LAN zB#ICLE T,

E: Wakeon LAN Z28%IC$ 3 5%1E. IO UBHRICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRAT 2HNEERT DI ENTET XD,

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
RELBHD £,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EMMER I B &, Studio ICRTRINE T, 7720, Studio RTOFONT « fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZFOMDIY—X

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e UE—FPCT70ER7—F%F70FvDfl: TCitrix D) E—FPCT7oERYVa—>a3a> D) T7LYR7T
—XTIF ¥l

June 22,2023
COEIa>TIR UMTOMEYZICDOWTHEALET:
o PHATTF4 T IV RR—b
o —HNAR—LTs LY MU EFERLOT A Y
o 7TV — a3 DR
s Tyl avEEORFRE

« RendezvousV1
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« Rendezvous V2
e TLSIZ&KZa2—H—tva>ofRE

o DTLSIC&B2—H—t v a>niR#E

TEATTF14 T T VRR—F

June 22,2023

THETT4 T ~5 2 RR— k& Citrix Virtual Apps and Desktops 5 —ZEE X HZXLTT, SETIRME
El. 77U Tr—2a>oiEgeEsrmEL. BLUWRERBO WAN & 1> 22—y MEGETDOA VRS0 T17
MEEHET, PTATTA TS VRR=—MIDVWTEHLIE 747747 IV 2R—~) 28BLTLIET
LYo

TETITA4T IV AR—bZBMICTS

Citrix Studio T. [HDX 74 751 T h SV RKR—FK] RO —H [BE] £/l [BRE—R] ICREINA TV
BIrEBRLET, T74ILEFTIE. [BE] MBIRShTULET,

o B5%: FREAIE S, Enlightened Data Transport (EDT) TOF7H 77+ 7 3V RR—bHERI N
TCPIZT7A—INw I LET,
o 3BT E— R EDT Me&HIICA ISR D TCPAD T #— LNy T IFEICED £7,
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HDX Adaptive Transport

¥ Appli JA versions
Virtua oty server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

gnostic mode
Eazrm

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and
Framehawk.

TEATT4T IV RR— b2 BT

TEATT4T T2 RR— b 2B BICIE. Citrix Studio T© [HDX 74771 TSV ZR— K] RUS—%

[A7] ICRELET,

TEATT4T TV RR—HEMHESH AT S

UDP URXF—HRITINTLBZHESHERBT BICIE. ROOAY Y FEERITLET,

1 netstat -an | grep "1494|2598"
-2 <!--NeedCopy-->

BEOKRRLTIE. BAXRDODELSICAED T,

‘ 1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
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udp 0 0 :::1494
<!--NeedCopy-->

EDT MTU #&H

EDT iE. £y avERIUTRETIC. RAGEREM (MTU) ZB8MNISRELF T, CNICED. NT+—<T V2R
DEFTPEYSa>OBIRKREBZEEEDOH D, EDT NIy bDTZITXTF—2a Vh Bk hE T,
=NEH:

o Linux VDA 2012

« Windows @7 Citrix Workspace 7 1) 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

s Lyl avEEORFZEMICTIHNENHDET
IIATU TSy T A—LELRBIOEEZYR—FLTVAVLWN=—a Y Z2FALTVSHA. BIRICELE
HAZZ LD EDT MTU Z#MTEF %9, %L <IE. Knowledge Center »CTX231821% 88 L T2\,

H .
=

>4
R

I

LSRN ZBR->THRET D . FABBELIRETZA8EDHD. AL —FT0 VI ATLDBA VR
E—ILDRBIZRZBEDHDET, LIAMNIIToZ—0DRBICEZBEEICH LT, Citrix TIZ—IEE
EFBEWVWEFHA, LYXMIITFs2—d. BEHROSELHMOERTIHERIETL

o Ffcv LYRAKIT 7
TIVDODNY I Ty FERLTH S, LA MUZREELTLIZT L,

VDA T EDT MTU B Z B X 1cIFEIICT B
EDT MTU BWEIZF 7 # )L E TEMCAE>TULET,

« EDTMTU #HZEMICT B ICIK. ROOAY>Y FEEAL TMtuDiscoveryLY A U £ —%8RE L.
VDA zEiEEE L C. VDARBERINZDEFEET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet

\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EDT MTU % EMICT 3BE1&. MtuDiscoveryL X MU ERHEIBRL £9,
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247> ~TEDT MTU i Z #1109 %

ICAZ 7 )LicMtuDiscoveryNNSX—2—%EBMT3IC T, 7517 > b LETEDT MTU #&H % 8RE9ICH]
HMTIEY, COMEEFENICTZIESIE. Applicationtosa > TROLSICRELET:

MtuDiscovery=0ff
COHEEEBEBEMICTZICIE. ICAT7 7 Il5MtuDiscovery/NS X—2—%HIRL £,
BE:

COICAT7AILNS X —F -z 3I21d. VDA TEDT MTU iz HE2nc L& ¥, VDA TEDT MTU
BHNBEMICH > TVWAEWEE. ICAT771ILNTA—2—3HEEL FH A

Tyl arvOldFVEEOARZLERENT—XyE—

June 22, 2023

ROARYVEFZFEALT DRELOERFLREBN TRyt —C%2Fy s avYOJF VEEICEMNTEERT, B2
ENF—RytE—COmEFzetEy>ayOJ A VEEICEMT3HIC. NF—XytE—C2EREBRISEDIAD S
ENTEET,
create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --

force
<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

SUSE 15.4 TZ Digex R T 3 1Cid. http://download.opensuse.org/distribution/leap/15.3/repo/os
s/p5imlib2%#1 > X b—ILLET,

B b

LogonDisplayString ZER L TARZLONF— Xyt —2C%BMT 2. OJF VEEOERIET 7 4L
FTERICEDET.

w14 —IlLKBAREZLTRAY by IRIE

June 22,2023
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CTX_XDL_DESKTOP_ENVIRONMENT Z#%Z AL T. ty>ardi—H—-0FTRI by TIREZEETEX
To 2209 VU —RLUE v a3 a—H—dRBDTRI FYy TREZEHDRXEIIAIATEIET, COWEBEZED
IC93ICId. BRICVDAILT R by TIRIBEZA VA =L BREDHD ET,

RORE £y2aryA—HY—IlLBHRELT R by TRIEZYR—b923 Linux T AU E2—23>87T
AT MY TRIBEOY M) v I RZRLTVWED,

Linux 7« kU Ea—>3Y> YR—bINBTRI YT

Debian 11.3 MATE. GNOME. GNOME-Classic. KDE
RHEL 8.6. RHEL 8.4 MATE. GNOME. GNOME Classic
RHEL 7.9 MATE. GNOME. GNOME-Classic. KDE
Rocky Linux 8.6 MATE. GNOME. GNOME-Classic. KDE
SUSE 15.4 MATE. GNOME. GNOME Classic
Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04 MATE. GNOME. GNOME-Classic. KDE

TR MY FYODEZIARVR

=7y b TR MYy TREBICTIDEZ 2B, By aYATHIET AV ReRTLET!
WEROTRY by TRIBEDNRDIFE: MROAYY RERTLET:
GNOME Jopt/Citrix/VDA/bin/

ctxdesktopswitch.sh GNOME

GNOME 75> v o Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC

MATE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE

KDE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

KDED k>

« Magnus i&. KDE OEBIRICHAAFNZICHHD £9, E#EL LT, sudo apt remove
magnus%zx4f7L T Magnus Xy 77— %ZHIBRTE £ 9,

« KDE DEEBIBFICHKE T2 QT EE X2 EMICT BICIF. KO MU EBML T/usr/share/qt5/
gtlogging.iniZzroota—%— LTHRELET,
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gt.gpa.xcb.xcberror.error=false

gt.gpa.xcb.warn

ing=false

gt.gpa.xcb.error=false

<!--NeedCopy-->

« KDE TEEOOY VBRICKHB T 25EL B D EY, BEEKRE LT, 7RI by 7OBESHO Y ViiEz E3IC

TELzEBHLET,

—BNBR—LTs LI MU ZERALEOT >

June 22,2023

Linux VDA DT 7> biRA Y MICEENRELISBRICER T, —RNBAR—LT s LI MU ZEBETEEY, — K
HBRR—LT LI MUEIBETZ . EydayOdF v, IV PRIV MIBEMREE L SICTOVT
FARTEINET, OB, 1—H—FT—FRBF—BHNBRR—LT s L7 MJICRESNE T,

MORIC, B—LT1 LT ~UDRE!

C’UDLPXMUF—HERLET,

LYY %—

198

avrr

LogNoHome

HomeMountPoint

A—H—hR—LTosL I AL
TEy avicOd 4> TEZIHE
SHEHELET, 77+ ME
1T Ngv) ZzEBKLFET, EHO
ICERETINTWVWBIHRE. R—LT+
Lo7bURLOEY 3 >yOdF Y
IFEMCAED XS,

Linux VDA IZO—AILI D> bRA
YhERELFET. L RIE
/mnt/homen’<v o> kR >k
OBE. A —DFE—LTrL Y
kUIE/mnt/home/domain
/<user_name>Td, YUk
RAY FHRIBEROI—H—DHR—
LFLYMJLRILTHB %
BB LTRT W,

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

HomeMountPoint'"-d

<A

directory where the

NFS share is to be
mounted>"--force
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LR MU HF—

Bl

avrk

TempHomeDirectoryPath

RemoveHomeOnLogoff

ROV RRAYMIEBENRELL
BAEICHEZ T, Linux VDA IC—B5HY
BE—LT1 LI FUERELET,
F7AIIL bOMEIF/tmpTY, LY
AbUF*—
IdHomeMountPointiZf&kEL
£, Chldk. YUY RRAVED
FRATIRVWI L EY T LHRH
LIBEICOABEMICHEDFET, 2
—H—D—BNARF—LT LI b
)

&/ tmp/CTXSmf_user_idT
ER

A—H—oOJ# JEIC—RAR
— LT LI M) EHRTEIHES
WEFIELET, 1iF NEubi, 0
Wzl Z8KLEY,

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"OXx00000000"--force

VAR A DAOYNE:

June 22, 2023

LinuxVDAN—< 3> 7.13 Tl Citrix TY—LL X7 P )5 —2 a JHEEN T R— RO TARTD Linux 75
w7 —LIEBMENEL T COWMEBEEZFERTZDICHRRT VR F—ILFIBIZAETY,

B b

Linux VDA Version 1.4 Tld. 3> —LLRABRABET7 U r—>av ety a>yotgotR— A Citrix

TEmMINE LT,
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Citrix Studio 2> T7 Uy —> 3> RT3

FUNI=TN—=TEERLIED. BEOTUN)—=FI—AZT7 TV r—>a > zBMLIED T 5. Linux VDA
ICAYRAM=ULIET TV r—2a > R RT3 TEET, JorOtRiE Windows VDA 121> R kb—
WLI=T TV —> a2 ART3BELEETT, 5L <. Citrix Virtual Apps and Desktops Rz X > k
(e o Citrix Virtual Apps and Desktops d/N\N—>3>) #BBLTLLEET L,

F:

s TUNU—=TNL—TDBKTIE. TUN)—DBEZ [TRILYTeT7FVr—2ay] &kl [7
Tr—2av] IKRELED,

s 7TV =23 OARIE. LinuxVDAN—23 > LA LBTYHR—FENTWVWET, £EL B—Y
SUNDTRYI by TELIUVT FUDEREIF. Linux VDA THR— I TULWEE A, COMEICIL
TR TTVELOTRI by TORERICENDTUN) —JI—T=fRT2 e zb8H L &
ER

o O—LLRAT V=23 uFERTSICIE. StoreFront T —LL X E—REEMICLBVTL S
Wo ¥—LLRE—RIE. TT7AIMTEMICHE>TVWET, BEIC TTWIMode=0ff) #RE L TEMIC
LTWaHEIE. TTWIMode=0ny IZEET 3D TIdH<. CORELXHIBRL T 7TV, HlERLAW
BEIF. 2ETRAI MYy TZEFTIHVIEDHD XY,

HIFREIE

Linux VDA Tid. 1 AQ2A—H—HDELCTTVTr—>a > OBERORARKA VA2V R EEHTE LI TEEE
Fuo

TFVEyarTiR FTVICEBEDY 3 — Ay FOABEREICHEELE T,

EER1 DR

TV =2 a v ARBROBMOMBEIIROEED T

e FEFDOV s Y RIREYR—FINEHA TV RTDBIZH—N—AOBESERPRTIEINZI LB £7,

s VAV RUDOHBRZART7 IV r—23 o5 LEa—93 i3 R—rINTULEEA,

o 8 LibreOffice 7 7V r—> avic&k > T7OeAnHEFIN B 728, Citrix Studio ICIZRICEEN L
HDDANKREINET,

« TDolphiny BEDAREINIQIER—RDT IV —2a VIl 2WTUET A IVRRTINBZVWI EHHD
¥9, COMBEMRT BICIE. https://wiki.archlinux.org/title/QtmasEEA SR L T T L\,
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Rendezvous V1

June 22,2023

Citrix Gateway 4 —E X %2 B9 3% 4. Rendezvous 7O~ JLic&k D, +35 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—IILTL—VICEENM DRLIIELETE X7,

EEIRELNSTavIICE2 20214 ThHDET: 1) VDAZER Yy a v HNOLODHEEB NS 71 v o,
2) HDX v a3y b3 70w 9,

Rendezvous V1 Tid. HDXtwv > 3> k57«1 w2 Cloud Connector Z N1 XX TEFFTH. ENTH.
Cloud Connector VDA BBty aYHmN DO DIRNTOFIHA S T4 v I 7OF S 2 FERATIHE
BHbET,

2

« Citrix Workspace ¢ Citrix Gateway ¥ —EX&2FER L TRIBICT I EZAL£E T,
« O¥bO—JLFL—>: Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #—E ),
o Linux VDA X—> 3> 2112 BIF&,

- BE@HTTP 7O+ 22k N—2 3> 2112 ENRETT,
- EBTOFH LU SOCKSS FOF2ilid. N—2 3> 2204 LEFBETY,

« Citrix /K1) >—7T Rendezvous 7O )L EZBMICL £, ¥L <IF. TRendezvous 7O k)R > —
HE] ZBRLTLIIESIWL,

e VDA E. TRTOYTRXAVEEThttps://*.nssvc.netiC7 A TEZHERHDET,
DHEETIRTOYTRAAVERTA M) X MIBRTERVWRE, Kbbichttps://*.c.nssvc
.nets&thttps://*.g.nssvc.netzFEALE T, s£L <& CitrixCloud D R a2 X >k
(Virtual Apps and Desktops t—EZX|) @ 1 >4 —2v MEGOEHF] €02 3> H KLU Knowledge
Center @z2=ECTX270584%= 8L T EE LY,

+ Cloud Connector . Zv>a>af{HNd3%4. VDAD FQDN 2SS 3R BAHD £9, DEIER
ERTBICIE. Y7 D DNS i@z E%IC L £, Citrix DaaS Remote PowerShell SDK % L T.
av > kRSet-BrokerSite -DnsResolutionEnabled $truex®:fTL %9, Citrix DaaS
Remote PowerShell SDK icoWTe#L < i&. TSDK B LT APl ZBBL TSI,

PAREDZ 154

VDA Ti&. HTTP 7O% > 5 &K T SOCKS5 7O+ > %77 L 7= Rendezvous E45OREIIHN Y R— FINTULET,
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TOFTICET R EREE

Rendezvous TFOF L #EAT 3 HEIE. AOEEEBLTLEIL:
e IBEBHTTP 7O%> &K SOCKSS 7OFx A R—FINTUVET,

o N7y FOBSUEREBRERTR-FINTULWEEA, VDA & Gateway ¥ —EXDOBD ICA 5T 1 v
IPMER. BSUER. FLBREShEBVE SIS, BISMZERLEY. FISMZEERLEV L., B IS
nxy,

« HTTP Z7OF > Tl&. Negotiate & & Kerberos sRiE700 kDL EERL T I IR— ORI R
—FINTWVWEY, 7OFSH—N—IZES T B & F. Negotiate sBIEER+—LIZ & > T Kerberos 70 +
JHBEEMNICEIRSINE T, Kerberos id. Linux VDA THR— TN TWBHE—DXF—LTT,

pE
Kerberos #fEA 9 3 ICid. 7OFSH—N—DH—EXTU > NILE (SPN) ZERL. Th%z
7OF >0 Active Directory 777 > MMCBERMTZHEAH D £9, VDA IR, v a > O

ICHTTP/<proxyURL>#3d SPN 24 L 9. CDiF&. 7O+ > URL id Rendezvous 701
FIORYS—RBEHDSBEBINET, SPN ZER L AVEE. BaEidKBLET,

o SOCKS5 7O Ic & 3885 EE. REYR— TN TWEH A, SOCKSS 7OFx> = FERAT 2156, EHT
BEINTWVWS Gateway H—EXFRLREBTO LS T4 v IODRIAZNANZITED L SIS, Gz #EAK
TRIRENBHDET,

o EDT ZN L7eT—2&EEETR—FLTWBDIE. SOCKSS5 7OF > DA TY, HTTP FOF > DiFE. ICA
DrSYZR=bFORINELTTCP 2ERALEY,

E@7O+>

%@ HTTP 7O% > id Rendezvous THR— TN TWVWEY, Fv bT—ITHEBTOF S EFEHL TULWBHA.
VDA TEMDEMISHED D T Ao

|35 Am e

Ky b= TEBBIOFSZFER L TUVWBESIE. Rendezvous 7OF L OEBOBEEZTVWET, CORE
BEMCHE->TWBIEES. VDADRMER T3 TOF %M TESEL 51 HTTP £721& SOCKS5 7O0x 7R L X
EIEELE T, f:

e 7OF 7 RLZR: http://<URL or IP>:<port>#%ifidsocks5://<URL or IP>:<
port>
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Rendezvous DO #&:E

TRTOBHEHI-LTVWBIESIE. ROFIEICH > T. Rendezvous BMERATNTLWEH ZRIEL £ :

1. VDATH—=FI)L=EEL 7,
2. /opt/Citrix/VDA/bin/ctxquery -f iPZ®RFLET,
IS YRA=+FOMDIIL] FEGOBEEZRLET:

« TCP Rendezvous: TCP-TLS-CGP - ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA

+ Cloud Connector 7y L7=70O%>: TCP - PROXY - SSL - CGP - ICA %7z(& UDP - PROXY - DTLS
-CGP-ICA

N N
Rendezvous nE%HT VDA At Citrix Gateway H—E R ICEEIETE BRWES. VDAIZ T+ —ILNv oL

Cloud Connector #/y L THDX v avic7OxJE45 L £ 9,

Rendezvous O L < &

C DML, Rendezvous #4457 O0—DEETY,

7O0—%2BETBHICIE. COFIEZRITLTIET L,

1. Citrix Workspace Ic#&1L £,

2. Citrix Workspace TEEBEHRZ AL 9,

3. #> 7L = X Active Directory 2 B9 3155, Citrix DaaS (& Cloud Connector F v #ILEFERAL T
Active Directory TEIEHRZBEL £,

4. Citrix Workspace 2. Citrix DaaS h55IE Iz Y —BRRINET,

5. Citrix Workspace TU Y —X%#ERL £79, CitrixDaaS . VDAICX v E—J%RXELT. BEvy> 3
COEEHEELET,
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6. Citrix Workspace i&. Citrix Cloud iC& > TERINSTAF 7Y hrZEL ICAT 7ML EZIY RRAY
MISEELET,
7. T RARA > biE Citrix Gateway Hr—E XIS L. VDA ICIEG T3 1DICCOF 7y =i L. Citrix
Cloud izF4 v b EEEL £ T,
8. Citrix Gateway % —t X%, ##t1E#H% Cloud Connector IZi%¥f5L £ 9, Cloud Connector i, ##E#&ih'
Rendezvous 5 THZH S h &l L. ZD1EHR~E VDA ICEELE T,
9. VDA iZ. Citrix Gateway #f—EXANOEEZEHZHILL £,
10. VDA ¢ Citrix Gateway #—E XBE O E#FELGH R alae A B S, VDA (% Cloud Connector &R THE&tIC
OF>zRELET,
11. Citrix Gateway H—E Xid. TV RKRA>Y bF/N1 R VDA BDZESZHEILL £,
12. VDA I%. Cloud Connector %7 L T CitrixDaaS T > X & RHEL £7,
13. Citrix DaaS . Cloud Connector Tty > 3> RUS—% VDAICEELET, 50K > —H
BRINETD,

Rendezvous V2

June 22,2023

Citrix Gateway 4 —E X %2 B9 %% 4. Rendezvous 7O L JLic&k D. k35 7 1 v & H Citrix Cloud
Connector #/\1 /YA LT, CitrixCloud 3> bEA—ILTFL—VICEHENM DRLIELETE XY,

ERINE LI T v IICIE2 2021 7D HDET: 1) VDABREEY > a vy HNOIOHOFEA NS T v o,
2) HDXtvy>arb37T7c1v 7,

Rendezvous V1 Tid. HDXtwv > 3> 57«1 woH Cloud Connector Z N1 XX TEFTH. ENTH.
Cloud Connector VDA BBty a YN OO DIRNTOFIHA RS T4 v oI 7OF S 2 FERATIHNE
BHbET,

OV EYS B LUTILFE Y3 >d Linux VDA T Rendezvous V2 #EE 3 3701, 1Z%d AD K X
AVBMIIVEIERXAVBMIS A R—EINTUVET, KX VIEBMT S > Tid. Rendezvous V2 3.
HDX ST w o el S 7« voDmEAD Cloud Connector Z/NAM /XX TI3LSICLET,

2

Rendezvous V2 #ERA T 3 7-HDEHIIRODLED T !

« Citrix Workspace ¢ Citrix Gateway #—E X% ER L RIEAD 7 V£ R,
« O¥bO—JLFL—>: Citrix DaaS (IB# Citrix Virtual Apps and Desktops #—E ),
« VDAN—23> 2201 BUBE,

- HTTP ZO#*> &5 & SOCKSS 7O+ 2 iCid. N—2 3> 2204 LIENMBETT,
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« Citrix /R >—T Rendezvous 7O L EBHMICL F7, 2L <IF. TRendezvous 7O kLR > —
BEL ZBRLTIEIL,

e VDA IZ. TRTOHYTRXMVEEThttps://*.nssvc.netiZ7 VR TEZHERHDEI,
DFETIRTOYITRACVEARTA M) A MNIERTERVEE. AbDIichttps://*.c.nssvc
.nets&thttps://*.g.nssvc.netzFEALFT, s¥L <& CitrixCloud d FF¥ 2 X > K
(Virtual Apps and Desktops #—EZXR) @ 1> & —%w MEGOEHF] £ 3 5 LU Knowledge
Center Mz2ECTX270584% BB L T L,

« VDA IF. BIRDT7 RL RICEGETIZIHNENHD T

- TCP 443 TiZ. TCP Rendezvous A,
- UDP 443 Tl&. EDT Rendezvous A.

PAREDZ 154

VDA i&. Rendezvous # BT 354, FIHB NS 71 v HDX v a>Y bS5 70 v O@mADTOF %
NLIEGEEYR—FLET, EBE6DFATDRT T4 v I/HBEHCERTENERS O, BEICHERBLTLE

T

HEBA LS 7 vo7OF S DEEEE

« HTTP 7OF* > 0&h Y R— S TVETD,

o NTw NDESUEREBREIEYR— SN TVEEA. VDA & CitrixCloud a> rO—IL7L—> OB
FEB LS 71 v oMESZ. BSUER. FRREIBREINABVESIC. fIShzERL T, EREEADIHRE
HROMSHVEEIF. KELEFT,

o FOFIEEEHR—FINTVEHEA,

s FIHA LS 70 v 7OFOEEMT BICIF. ROLSICLPRA M) ZRBELET !

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy-->

HDX 571 v o 7Ox > DEREE

« HTTP & T SOCKS5 7OF oA R—bTNTLET,
« EDT id. SOCKS5 7O* > TOAFERTE &7,

e HDX FST7rwoicxLTFOx> % d 31C1E. [Rendezvous 7O+ > DiERL] RS —REZER
L¥Y,
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o N7y hOBSUBREEEIRYR—FIhTUEEA. VDA & CitrixCloud I> rO—-IILFL—>OBD
HDX b5 7« v ohMER. BSKER. £LEBRESNAVESIC,. BISMZBERL £T. EBEFHDOIREDL
ROonsaWEEI. KBLET,

« HTTP 7O#*> Ti&. Negotiate &£ Kerberos sB:E700 kDL ZEAL T, I UR—XDOREDH R
—FINTWVWET, TOFSH—N—IC8ELT 5 L F. Negotiate sBHF X F — LIZ & - T Kerberos 70 ~
JILHBEBMNISEIRTNE T, Kerberos (. Linux VDA THR—FINTWEE—DXF—LTT,

E:
Kerberos #fER 3 ICIE. 7OF > —N—DH—EXTU > )NILE (SPN) #ERL. 1%
70% >0 Active Directory 777 > MMCBEMMTZ2HBEDH D 9, VDA IF. v a > OmIE

ICHTTP/<proxyURL>#R D SPN Z4£m L £9. CDHE. 7O+ > URL iZ Rendezvous 70
FOORVD—RENSEIEBEINE T, SPN ZER LARWVWEE. SBEHIFRBL F7,

« SOCKS5 7O 2Ic & 28BiEE. BEHR— I TWEHA, SOCKSS 7O %2 FERT3HBE. BHT
BESNTWVS Gateway Y —EXT7RLREBTDO RS T4 v IDBEENA /NN TEI 3 L5120 Bl %8R
TRIMRENHD X,

s EDT ZNL1cT7—2EEE T R—FLTVLBDIE. SOCKSS 7OF> DA TY, HTTP FYOF > DigE. ICA
DOrSYZR=bFORINLELTTCP Z2ERALET,

EETOF

%@ HTTP 7O+ > 13 Rendezvous THR—FINATWVET, XY hD—ITEBIOF 2 FERALTLVBIES.
VDA TEMOBREISHEDH D £t Ao

Rendezvous V2 0w 5%

M. CEADIRET Rendezvous 2189 37O DFIETY :
1. SRTOEHNBIENTUVWSHHEEL T LT,
2. VDAZA YA b—JLLIcE. ROAXVFZRITLT BEBRLPAMUF—ZRELET !
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

Xx00000001" --force
<!--NeedCopy-->

3. VDAT L = BEBLET,

4. Citrix KU —%=ER I 3H\ BEEORV > —ZHRELFT:

« [Rendezvous 7O k)] BE%E [HFA] ICRELETS
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o Citrix RS —T 4 ILZ—DELLRESNTVWB I EBRBLET, TDRJT—IE. Rendezvous
EEMICTAURENH DI VICERAINE S,
o BlORYS—% FEZFLAHEVKLSIC, Citrix RS —DBREEHNELVWC E ZERBLTLEIT L,

Rendezvous Di&:E

v arh Rendezvous 7O LN EFERBLTVWEIHE S I EBRBT 3ICIE. 2—ZFIILT/opt/Citrix/
VDA/bin/ctxquery —-f iPOXYRERTLET,

RAINZ LS RR— 7O, BHEOBEETRLTVWET:

« TCP Rendezvous: TCP-TLS-CGP-ICA

« EDT Rendezvous: UDP - DTLS-CGP -ICA

« Cloud Connector #/yL#=7O%>: TCP-PROXY - SSL-CGP-ICA £7-13 UDP - PROXY - DTLS - CGP
-ICA

Rendezvous V2 BMEREI N TWAIBA. 7OFILON- 321320 2R RLET,
B b

Rendezvous nE%1T VDA Ht Citrix Gateway ' —E RICEEEMETITHWVWEE. VDAIE 7 +—ILNNv oL
Cloud Connector 2L THDX £y avic7OxUEHEL £ T,

DTLS ic&B3a1—t—tv> g nfRiE

June 22,2023

DTLS S 1bifaElL. 7.18 V) —Zh5mRICHR—FINFE T, COHEEIF Linux VDA TIZT 7 )L b TEMIC
BoTWET, 2L <&, TTransport Layer Securitys 28R LT T L,

DTLS EES{knBzk
TETTAT LSV RR— BB >TVB EZHET S

Citrix Studio T. [HDX 74 75« T+ SV RR—F] RUS—H [BE] £/ [BE—R] ICRETNATL
BrERERLED,
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Linux VDA T SSL EESh&=BMICT 3

Linux VDA T. Jopt/Citrix/VDA/sbin |- % % enable_vdassl.sh ' — )L =B L T. SSLEES k=G
FRIEFEMNICLET, COYV—ILTHERATIZA S a>vIico20WTid Jopt/Citrix/VDA/sbin/
enable_vdassl.sh -hav Y RERITFLTLEI L,
P
Linux VDA i&. DTLS 1.0 ¢ DTLS 1.2 omA%EHKR—bL. T74J)L b TDTLS 1.2 ZEAL %9, Citrix
Workspace 7 77U THEBHINTWS DTLS ON—2 3 > &R L T £33 W, Linux VDA & Citrix
Workspace 7 7V OBATEILN—3 >0 DTLS BMERINTWBRELH D £ 9, Citrix Workspace
T7F7UNDILS 1.0 d&EHHR— kL TWBHBE (Citrix Receiver for Windows 4.11 @B &4H ) &,
enable_vdassl.sh'v—/L%fEHE L T. SSLMinVersion %= TLS_1.0 (. SSLCipherSuite = COM 7
IZALL ICEREL FT,

TLS IC&3 21— —tviarofRE

June 22,2023

N—23> 7.16 LI, Linux VDA IE. A—H—tv>a>otF*a )7« REOLHICTLSESHKEYR—FLE
To TLSESHKIET 7 4L FTREMICHE>TVET,

TLSESZBMICT S

A—H—ty>aYvEREITILDICTLISESHKEEBMICT 3I21E. Linux VDA & Delivery Controller
(Controller) o™ CiEBAZE% 1> X b—JLL. TLSESkEBEMICL X,

Linux VDA |ZiEBBEZ 1 Y R h—ILE B

PEM et —N—3EBBE & CRT X D)L — FEERAZZES L £ 9. U —N—FEREICIZ. ROEI2avhHBD
£,

. PR
. BSHINTORLRES -
. RRSER® WATEBDELA)

H—/N—ZERRE D F):
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS BES k2B % IC 9 % Linux VDA T i&. [opt/Citrix/VDA/sbin & «+ L & ~ U
menable_vdassl.shX2 U7+ EALT. TISEBSKE=ESHEIFEHICLET,. CDRXT U
TrTHERTER A S avIicoVWTid /Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpa
YU RERITLTLIETL,

root@lxul8e4:~# /opt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable S5L on Linux VDA===

To enable SS5L, a certificate file must be specified, otherwise the local certificate file under
setc/xdl/ . sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only ene format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an 55L port number. Unless otherwise specified, the default port 443 used.

-SSLMinVersion <TLS_1.BITLS_1.11TLS_1.2/TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult value TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an SSL Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificote "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate rootCR.cer with local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert®®1.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem" -SSLPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV"
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B> b & LinuxX VDA H—N—CH—N—3AE% 1 VXA h—=JLL. & LINUXVDAY—N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller T TLS BES{k%2EMICT S
pE N
TLSBES&iZ. TUNV—=FI—TFL2EIIF L TOABMCTZ DN TEET, BEDODT SV r—>avic
LT TLSEBSHUEZEMICTAZCIETT XA

Controller @ PowerShell 9« Y R T, ROIARY RZEJEBICEITLT. 2= Yy bDOTFUNU—=FIL—TD
TLSEShKZAMICLET,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true
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pE
VDAFQDN &M ICAtE vy 3>y T 71ILiIcEEn3 £ 5ic.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERTIZELDHTIET, COATY Rid. DNSHERZBRICL £9, DNS fBR%Z EIC

T35 ICAEy>3>T770ILIGVDAD IP 7 FLXZFERL. SSLProxyHost*UDPDTLSPort#%
o TLS EEERICXY L ToH FQDN Zieft L &9,

Controller T TLS BES 4 EEMICT BICIE. XOIAT Y REZIBEBICERITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cSTWDa—FTa>d

AESINETRI by TRy avIlT7 oL &S T3 . Windows @7 Citrix Workspace 7 1) T. RD
MTBERINZTRLRAEZRDHTEZENTEEFREAI COWSIS—HRETEZIEHHBDET:

Desktop Viewer %

e The connection to "_"' failed with status (Can't assign

requested address).

oK

EEESEE LT, hosts 771 IILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h*xd,

v a YEEDREF

<

June 22,2023
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Citrix THAR—FINTWVBIARTD LINUX TSy b7+ —LAICIE. Ty aYEEOFRSEENENTNTLE
j-o ‘//3/ E@{%*% ;\ sz')bbrﬁ)‘i”;t&?’tb‘ijo
Ty g EEROFREFEICE>TICAtEY avid. 2y 7= D0HFREATHY—LLRAICBESRINET, ©

v VEEDRFICOVWTHLLIE, V5147 Y FoEFHBEGirty a3 YEERORT] 28BLTLES
LYo

A By I VEEORBOESRENL TEEINET—2IE. 774 ETRIL—VTFRAMTY, EFaUT
1 ZRFRTBD. TLSEBSKEEMCTBZ e ebBHLET, TLSESKICDWTHLLIE MTLSIC&3 21—
H—twvoaroR#El 2BRL TSIV,

TR

Citrix Studio o R > —8&E

Citrix Studio ©. v BEEORFICETZI2RDRI S —ERETIET,

s Ly arEEOREF

s LY LI VEERORIFEOZALT Y
e Ty avEEOFIFDOR— FES
« BiES Ul OBERLANIL

FHLCR. TEy Y aYEBEOREORY S —REl 8LV 1751472 FOEBHBEGOR) > —8El 2BRLT
<V

A By g vEEORBFOESGE Iy a Y EEOFREOR—FESR)O—%FRELLS. VDAY —ERL
HDXH—EX %= ZDIEFETHBREE# L THREZEBMICLET,

Linux VDA O%E

s Ty a EEOFRED TCP URF—Z2EMEISEMICTS

T7AIWETIE. 2y a>yEmOFREFD TCP U XF—I3BMICA>THED, R—Kr 2598 Ty AV LET, YR
F—ZEHITBICIE ROOAR Y FEEITLET,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000000"
<!--NeedCopy-->

A REZBMICTBICIE HDXH—EXZBEBL TRV, TCPURF—ZEMICLTH, Ly avEED
RIFIIENICRD EFHA, Ly aYBEROFRFEOEGRY S —ICE > THRENEHICAR>TVLBRHRE, Evay
EEDOREFIIMD U R F— (SSLAY) ZALTEISHRIFATETET,

s Lyl avEEORIFOR—+ES
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ROATY RZFALT, Ly a vEEORFOR—FESEZRETICHTIET (fle LTR—-+FS 2599
ZER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"

-d "2599"
<!--NeedCopy-->

F REEEMICTBICIE. HDX Y —EXEBEHL T 2TV, Citrix Studio 0R) > —RETR— FESH
HREINTWVWBHE. Linux VDA OREIRERINES, VDAD T 71 7o +—IH BEINIFR—rENLE
XY RT—=I STy I RBELBVESICRESNTWVE e ZHBABLES,

o H—=N—=D50 517> bAD Keep-Alive DRIFR

Keep-Alive Xwt—Jld. £y a>RIl7 T ET o HRVEE (Bl <O ZXHBE LAV, BEOEHRHI A
W. LiInuxVDA oS04 7> hFETREINE T, Keep-Alive Xwt—Sld. 517 FHREREIBEZELTVS
WESIHZRETBEDICFERINE T, 77072 MHSDRENBWNEE. Ty arik. 751472 M BEE
MTDETHEINES, CORETIE. Keep-Alive Xyt —S DR EMREMHEMTIEELEFT, T74ILLT
&, COREIFBHRINTOEEA, BRI BICIE. ROOATV RERTLET Bl LTL0HEFER),
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o U547 b5 —N—~0 Keep-Alive DFRIFR

CORETIE. ICAU 17> +h 5 Linux VDA IZEEE 13 Keep-Alive X vt — 2 DX ERREF B TIEE
LET, 774 ETIE COREFBEINTVEEA, BT BICIF. ROIIYVFZRITLEY (Bl LTI0
E )

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

A e Rl 274

RUS—DREICE>TEY I aVERORFEZEMCLIZRIC, £y a v EREETIRL,
COMBEEBART B0, UTFOFIECRVET,
1. Citrix Studio ®H U > —®ETE v 3 VEEDREEEMIC L7, VDA H—E ¥ HDX 4 —E ZHT
DIEFTERBSNSC L £HBL T,

2. VDAT, Zoax > RrzFERALTEy > a YEEOFREFD TCP URF—AETINTVWSR I ZzHBRBLET
(ffle LTHR—k 2598 #{EHA),
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netstat -an | grep 2598
<!--NeedCopy-->

Ty aYvEEOREBEOR— I TCP URF—HARVEEIE. ROOAIT VY RERITLTURFT—2EBMICL
F9.
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

tyraroiRm (FHERERME)

June 22,2023

HEREGPEDHBEY LT, LINUXVDA TRZ FENTWVWBEY S a v OBEEBENTEET,

vy aroREnBEL L EML

Linux VDA ot v a>voRExai £ I3EHICT 3iICiE. SmAudAllowed #2hz2h 1 £7/213 0 ICRRELF
To MDAV R ZFERATETET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "

SmAudAllowed”" -d "Ox00000001" --force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

<!--NeedCopy-->

pE

Linux VDA Tt v aYOfEZEBMICT . I—H—htyvaricOdF > LiteEic. v ard
MEISNTWVWR A I—H—ICBRIENE T,

BEDT 71T+ XDIEE

BRET71INOTAIBAREILLBRBICONT, 47>O— RICK-ADDD. BEFICS—I X514 —%FERALT
BEEMZEE IR IICRBIESAEDEY, 77T A XZFHITBICRBT7IILDOLEIVMEZIEEL £,
BET7 7D CORRICETZ . REDT 7rIILHBHAL SN, BEZHITTBLDICENMD T 71 IILHMERI N
Y, COREEO-ILA—N—CHFUET,
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ROARY REFATRE. 1 200 IILA—N—IC2DDLEIWMERIEETI T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

<!--NeedCopy-->

+ RolloverFileSizeInMB, C D% 1 XISETZLHED T 7 1IUHEHLC. HILLW I 7D EEET, 77
FILETlE. A=A —N—lgH 1IN 50MB 2B 3 HRELFT, HR—INBEIE. 10~300 TT,

+ RolloverTimelnHours, COEBIET I, RED T 71IIHAEL. HLLWI 7LD ESET, 77
AW ETIE. By a v I2BEBEE SN2 O0—ILA—N—DRELET, YR—rINh3EIZ. 1~24
T3,

A=A —N—lF LERD2DODFBDORYD 1 DWELTNIEIICKELE Y, cexlE. Z71IFrXlL
T17MB. K& LT 6 BEZIBELIE LET, B 7 7IM3BHEATIIMBISET 3. Ly a v oiRE
ICEDT7ALUDBALON. FILWI 7LD EEET,

ZELDNEBIT 7AIDMERSNBWVE SIS, 77T XBESNLEICHDNDL ST e rd 1 EEHIE
BIZETO-NA—N—IFECD A, CORADFSME. 771 I XH 300MB 2R 7355 T,

BEDREFBPIDIEE

T ETIE BEB 7 71)LiE/var/xdl/session_recordingsicREINEd, BIONIXZIEET S
ICIE. OOV RERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"

-d "<your custom storage path>" --force
<!--NeedCopy-->

BET7AIIE O—HILRSATIC, FERY P T—INREBEITII Y PRIV MIRETEET, BELE
ZRL—=UNRZAAOBEYRT 7 AEREEBE L. I—HF—CtXSrVriZ/SAADEZIAAERENSLET,

BEDRR

REZRTTBICIE. ROFIEERITL T, Session Recording 7L —v — % 7zi& Session Recording Web 7L
—V—%AYRAR—LLET:

1. Citrix 7hvo > b ERBHREFER L T, Citrix Virtual Apps and Desktops 4~ > O—RR—=JIZT o€
ALT BRI 70N EATIVO—RLET, 777 EBELET,
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2. SessionRecordingPlayer.msi & & tf SessionRecordingWebPlayer.msi #4 7L ) w o L. FlEIC
HoTAYAR—ILERTLET,

7 O

Session Recording Web 7L —¥—%EH$ 3%I2id. Session Recording 4t—/N\—D&HIZA >V X —JL L.
Session Recording 4t —N\—TRENFATE S zMBL £9, L <I3. Citrix Session Recording
DREFaXYbZzERLTIETL,

HIFREIE

c RE7TU v aroRzs. REBNIPPRICEESNAEVSEDHDET,

RA8F v )L SDK (GHEREFE)

June 22,2023

Linux VDA AOREF v RILY 7 b7 = 7RFEF v & (SDK) 2R3 2. VDATRITT B —N—fIF7 TV —
2avEERTEE T, 52L <& Linux VDA @ Citrix fR#8F v =)L SDKO RF a2 XY b EBBL T LI,

Linux VDA @l¥ Citrix {R28F + % JL SDK 1%, Citrix Virtual Apps and Desktops 4o > O—RR—=I 547
>YO—RTEF %9, Citrix Virtual Apps and Desktops @I AN—Ya>ERBREL. [OYR—RV ] £OU Y
2 LT LinuxVDAD4 o >O—REERLET,

Wayland (GlEREZR)

June 22,2023

HERERPEDHEAE Y LT, RHEL9.1/9.0. Rocky Linux 9.1/9.0. Ubuntu 22.04 ®» GNOME T Wayland %= #7K—
FLET, ROWEEIL. Wayland TREICT X MEATT:

o« A—TaA

o« J)YyTR—-F

« USATVERIATTvEYS (CDM)
 ENRI

« USBFNA1RUAALLY
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¢ HDX 3D Pro i3 R—rEINTUWEE A,
o LinuxRE77UEy a3 R—rIhTUOWEEA

Wayland =&%11C9 3

Wayland # B9 3iCld. ROAT>Y REERTLTL YR M +— EnableWayland # 1 IC:8E L £7,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\Wayland" -t "REG_DWORD" -v "EnableWayland" -d "0
x00000001" --force

<!--NeedCopy-->

FI7A4IETIE. LYX ~Ux—EnableWayland (2 0 ICRRESNTVWE T, Chid. XI1AMERAINZ 2R
BKLET,
Wayland i"EHINTWEHhE SHhEERT S

1. LINUXTEZ—3FHI)Los U RO%ZBEZTET,
2. echo $XDG_SESSION_TYPE Ov > REETLEY,

Wayland tMERIh TV 3BE. HAIC Twayland) HRRThE S,

HIFREIE

Wayland OfFERIC & 2 RDOEIREENERINTVET:

e UFATUETNARDF—R—FLAT7I+DBVDADF—R—FLAT7TheEHLEEA.
¢ RHEL9.1/9.0 #7:i& Rocky Linux9.1/9.0 ot wv>a>hs0sF 79321 H20hHD FT,
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