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SHARES VOLUME
[ Servers L) shares | 0 total No share is selected, | TASKS w
i Disks Refresh '

ﬂ Storage Pools To create a file share, start the New Share Wizard.
Shares

iSCSI
Work Folders

Go to Volumes Overview >
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Share Location

fEz, New Share Wizard - O X
Select the profile for this share
File share profile: Description:
| | SMB Share - Quick | This basic profile represents the fastest way to create an

SME file share, typically used to share files with

SMEB Share - Ad d
are vanes Windows-based computers.

SME Share - Applications
NFS Share - Quick * Suitable for general file sharing

NFS Share - Advanced *+ Advanced options can be configured later by
using the Properties dialog

3. ERAVT [HEDEFR] #0)v I LET, —BHLS. FILLWEEEERT I —N—CHLLWHEET A+
A—%VER T BHR) a—LEERL. DRN] 200wy oLEF 9,

= New Share Wizard

Select Profile

Share Locat

Share Name

Select the server and path for this share

Server:

Server Name Status Cluster Rale Owner Node

SSPRServer Online Not Clustered

Share location:

® Select by valume:

Volume Free Space Capacity File System

G 184GB 200GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected

volume,

() Type a custom path:

Browse...

< Previous Mext » Create

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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4, ERA>T [HBE] 27Uy oL HILLEBOEE l: CITRIXSYNCS) ZEANALT [RAl 20Uy
JLET,

Fﬁ Mew Share Wizard

Specify share name

Select Profile Share name: CITRIXSYNCS]

Share Location

Share description:

Local path to share:
CAShares\CITRIXSYNCS
© i the folder does not exist, the folder is created.

Remote path to chare:
W\SSPRServen\CITRIXSYNCS

| < Previous || Mext > | Create

5, ERA>T MoRE] 20V v oL, [T—2DEBSK] 2421l T [HEDF vy akEHFad 3]
EATICL. DRN] 20U v o LET,

B Mew Share Wizard - O x
Configure share settings
Selact Profile [] Enable access-based enumeration
Share Locati Access-based enumeration displays only the files and folders that a user has permissions to
galEucaton access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
Share Name folder from the user's view.

[] Allow caching of share

Permissions ' aching makes the contents of the share available to offline users. If the BranchCache for
Netwaork Files role service is installed, you can enable BranchCache on the share,

Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this

files to be securely available to other computers in the branch.
(] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

< Previous | | MNext » Create Cancel

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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6. £ 7V ERXHFARZHREIAXTBICIE. ERAIVT [7OERHFA] #8IRLT. [7I7EHFATDHX
21 X] > [HE] #oUvILET,

& New Share Wizard = O *

Specify permissions to control access

Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Share permissions: Custom

Folder permissions:

Confirmation Allow BUILTIN\Users Read & execu.. This folder, subfolders, and files
Allow BUILTIN\Users Speaal This folder and subfolders
Allow BUILTINVAdministrators  Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
Allow CREATOR OWNER Full Control Subfolders and files only

| | Customize permissi | |

| < Previous | | Next > | Create Cancel

7. NTFS 7V RFRZ2 DR EIA XY BICIE. [MEDEMK] 20 v oL, MESNLT I ERFTZC
DATZ U COATMNET IV EAFFNICERLET] ZBRLE T,

= New Share Wizard = =] =

Specify permissio

b Advanced Security Settings for CITRIXSYNCS =N AT

Select Profile

Mame: Ch\Sharesh\CITRIXSYNCS
Share Location

Cwiner: Administrators (ZMAKG-CLIENT3Administrators) Change
Share Mama
Other Setiings Perrnissions Share | Auditing | Effective Access ‘

For additional informatio Block Inheritance - ble).

Confirmaticn

Perrnission entries:

A What would you like to do with the current inherited permissions?
Type Principal i £

82, Allow  SYSTEM You are about to block inheritance to this object, which means that permissions d files
B Allow  Administra inherited from a parent object will no lenger be applied to this object. d files
8, Allow  Users (ZMA| 7 | [dfiles

B Allow  Users (ZMA]
82, Allow CREATOR(Q

Remove all inherited permissions from this object.

S| | Femor
Cancel
Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object

| Apply

8. [7U &R #7%%1)v%- LT CREATOR OWNER. Local Administrators. SYSTEM LISt g~
TOI—Y—%HKRL., 7L bO-LOT7 I/ RFAZEEL TERENIcT —27O0F ST AU b

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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EBMLEY,

Advanced Security Settings for CITRIXSYNCS O X
MName: C:\Shares\CITRIXSYNCS
Owner: Administrators (SSPRSERVER\Administrators) Change

Share Auditing Effective Access

For additional informatien, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  SYSTEM Full control Mone This folder, subfolders and files
SR Allow  Administrators (SSPRSERVER\...  Full control Mone This folder, subfolders and files
BR Allow  CREATOR OWMER Modify None Subfolders and files only
a Allow  DataProxyAccount (35PR\Dat..  Full control None This folder, subfolders and files
Add Remove Edit
Enable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

| Cancel | | Appy

9. CREATOR OWNER Z:#ERL T, [H&E] 20Uy I L TUTO7 I RFRADF T v I/ ZATICLET !

e ZJarbO-L
s WITHNE =T 7 IILOHIR
« TOLRFAOEE
4
s FAEEDEIS
B Permission Entry for CITRIXSYNCS
Marme: C\Shares\CITRIXSYNCS Principak:  CREATOR OWMER  Select a pnincipal
Qwner: Administrators (SSPRSERVERVAY | Type: Allow v
Permissions Share Auditing Applies to: | Subfolders and files only ~

For additional information, double-click a permi

Permission entries: Advanced permissions:
Type  Principal [JFull contral [ Write attributes

B Allow  SYSTEM [ Traverse folder / execute file [4] Write extended attributes
Allow _Administretors (SSPRSERVER... £A List folder / read data [ Delete subfolders and files
Allow  CREATOR OWNER (] Read attributes (] Delete

[] Read extended attributes [] Read permissions

[#] Create files / write data [[] Change permissions
[ Create folders / append data [] Take ownership

] Only apply these permissions to objects and/or containers within this container

Add Remove |

Enable inheritance Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

[ Reglace all child cbject permission entries wit) Add a condition

10. [#E] #7%:ERL TEveryone ZHIfAL. 7/ bO—ILOTIERAFEATT—2TOFITHIY b
O—RIILEEE, RXMVEEEZEMLET,
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Advanced Security Settings for CITRIXSYNCS O *
Mame: C:\Shares\CITRIXSYNCS
Cwner: Administrators (SSPRSERVER\Administrators) Change

Permissions Auditing Effective Access

To modify share permissions, select the entry and click Edit.
MNetwork location for this share: \\55PRServer.sspr.local\CITRIXSYNCS

Permission entries:

Type Principal Access
B Allow Administrators (SSPRSERVER\Administrators) Full Control
R Allow Domain Admins (SSPR\Domain Admins) Full Control
a Allow DataProxyAccount (SSPR\DataProxyAccount) Full Control
Add Remove View

Cancel Apply

11. FALWHE] D4 —ROERIVT [[R] 20Uy o L. BEERL VWS EEREEMWBL T, [F
Bl 22Uy o LT SILLWI A —DEE 7O Z@ELTH S, [BHL3] 22Uy o LET,

12. CITRIXSYNCS 57 + L4 —DTFIC. CentralStoreRoot & People t W5 2 DU T 7 4 L4 —
ZER L F T,

BB 7—27O0FVADOTAVYMIINEDY T I ANE—DT7ILIY b O-ANHZ I ZMRBL TS
Lo

TLTH—ERNRZRT—RUty bOFRZ + 7D EncryptData. RejectUnencryptedAccess. RequireSecu-
ritySignature #8332 HENH D £, ERIFWOFMC DOV TIE. XD Microsoft DREHIXEESRBL T
T

https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbserverconfiguration
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbshare

TILTH—EZRNRNRT—RUEY bD1 YR =)L

1. Citrix Virtual Apps and Desktops 1 > A k=5 —%#FERALTEILIH—ERNZAT—RUELYy b EIVR
F=ILLZET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17


https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbserverconfiguration
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbshare

TILITH—EINZIT—RUEY b~ 11X

Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Citrix License Server

Prepare Machines and Images

Virtual Delivery Agent for Windows Server OS

Install this agent to deliver applications and desktops from server-
based VMs or physical machines.

Self-Service Password Reset

Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
Access supporting content online.

cess knowledge base articles, security bulletins, and troubleshooting guides.

2. CILTH—EZRNRT—RUEY bDA YR =L, [REZ2—F] > [TRTOFOYS L] > [Citrix] >
[Citrix L T7H—EXNRT—RUty FDORBRE] DIEICZ)wo LT, CitrixEIL7H—EXRNRNXT—R

Uty b—EXZBRLET,

3. AYV—IBKRRINES. UTO 3 DOEAFIEICH > TH—ERZBRLE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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4] Self-Service Password Reset Configuration = =] =
£ File Action View Window Help [-]=]=

¢+ =| [ B[]

B Self-Service Password Reset Configuration . 3 Actions
@ s Configurati CITRIX . 7 i
= ESZCC:”:;L:?E:::" - Self-Service Password Reset Configuration =

() Identity Verification i .

. . . New Window from Here
Service Configuration
First canfigure your Self-Service Password Reset servicee 6] Refresh

[E] Properties
Help

User Configuration
Add a user configuration to domain users

Identity Verification

To manage your questionnaire

H—EXB/E H—EREEETBHIC. PRILT,. T2 OFAOTHIV M BILTHY—EXBT7HY Y
FHMERRSNTVWB L #BRBLET,
1. FRRAYT [H—ERBE] #FRL. BRIV T [HLWH—EXHRE] #22UvoLFET,

2. [FRZ +7 D15 BETHRI F7OGMZERELT. DRN] 20Uy ILET,

Create Self-Service Password Reset Service

Password Reset Central Store Location

Identify your central store location.

v Welcome Set Store Location(NTFS)
Central Store Location @ NTFS network share

Domain Configurations D Reset environment
Apply Settings I \\SSPRSERVER.sspr.locaNCITRIXSYNCS l

Back | Cancel

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19



LT —EXNRT—FUEy k11X

. [RXAYVDRE] BETEILIH—EIRNIT—RUtLy b —EXZBMICTI X UEERL. [7O

NT«1]l ZOUYOLET,

Create Self-Service Password Reset Service

Password Reset

v Welcome
" Central Store Location
Domain Configurations

Apply Settings

Domain Configurations

Select the check box next to a domain to enable service support on that domain, Then select one

domain and click Properties to open the Edit Configuration wizard.

Properties

Remove

=n

4, F—ETOXSTAIY L BV LLTH—ERXTHADY b DA—F—RLNRT—REZhZNIEEL
T. [OKl 22Uy o LET,

Password Reset

¥ Welcome
+ Central Store Location
Domain Configurations

Apply Settings

Domain Configurationg

Select the check box next
domain and click Properti¢

Domain Name

sspr.local

Properties

Data P: A $({Domain\A A
User Name |sspr\DataProxyAccount |

Confirm | --------- |

Self-Service Password Reset Service Domain Configuration

O Provide the data proxy with an account that has
read and write access to the central store.

Password | “““““““ |

O Provide account credentials for the Self-Service
module. The account requires sufficient privileges to
reset user domain passwords and to unlock domain
user accounts.

Self-Service A {Domain\A

User Name | sspriSelfServiceAccount |

Password

Confirm

Back Cancel |

5. DrA] #01)wo LT, IRTORENBTEBERALE T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Create Self-Service Password Reset Service

Password Reset Domain Configurations

Select the check box next to a domain to enable service support on that domain, Then select one
domain and click Properties to open the Edit Configuration wizard,

+ Welcome

+ Central Store Location Domain Name Data Proxy Account Self-Service Account

sspr.ocal\DataProxyAccount ssprlocalvSelfSeniceAccount
Domain Configurations B ey BLos =

Apply Settings

Properties l l Remove

6. [87] 20y o LT, BRZERTLEY,

Create Self-Service Password Reset Service

Password Reset Apply Settings

Status
¥ Welcome A\ Don't close this wizard until applying settings is finished!
+ Central Store Location
+ Domain Configurations Details... 1|
Apply Settings Creating performance counters ... =

Stop CSSPR Active Directory Connector COM+ application ..
Stop Self-Service Password Reset Data Proxy COM«+ application ...
Import configuration templates ...

Save Self-Service Password Reset Active Directory Connector COM+ application confi... | |
Saving data proxy configuration file ...
Saving data proxy event log source ...

Save Signing Certificate configuration ...

Validating signing certificate configuration ... L
Creating signing certificate ...
Save Self-Service Password Reset Data Proxy COM+ application configuration ...

Back | Cancel

Saving Self-Service account configuration ...

l. ERAYT [2—H—RE] 2FRL. ERAVT FWHLLWI—YF-RE] 27VvILET,

\/
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2. [2——REDRKH] BET. CILITH—EIRNRNRT—RH—EXDOPKRI—F—FIIL—F2EZEL. Active
Directory 52 —H—/J L —F/HBEUEBMLTHS. DRA] 20U v o LES,

Create User Configuration
Password Reset Name User Configuration
Define this user configuration and associate these settings to one or more users.
Name User Configuration User configuration association

Active Directory Hierarchy (OU or User)
User LDAP path

Configure Licensing

Enable Self-Service
Password Reset LDAP:/{sspr.local/OU=0U1,DC=sspr,DC=local

LDAP://sspr.local/CN=User1,CN=Users,DC=sspr,DC=local

[ G| remoe ]

Active Directory Group

Mame

Next | __C_,ancel

.[S1EYXDBE] BET. SAEYAY—N—%EELT KAl 220w I LET,

Edit User Configuration

Password Reset Configure Licensing

Specify the License Server name and port number for this user configuration.

¥ Name User Configuration 0 You can use the Self-Service Password Reset feature only when you have XenApp or
Configure Licensing XenDesktop Platinum Edition.
Enable Self-Service
Password Reset License Server Name” | |
[v#| Use Default port | 27000

R Nex [ cancel

4, [ T7H—ERNZT—RUty boBEHK] BET. Windows XXT—ROUEY FELTRXT1>TA
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b0y IRREEEBEON NG L TETAREARI—Y—%, FIv IRy IXEZFERALTUEELE T,
RIS, Y—EXDR—bEBLUVT7RLIAFEELT Bl #2VvoLET,

Create User Configuration

Password Reset To Configure Self-Service Password Reset Feature

Self-Service feature allow users to reset their Windows passwords and unlock their domain
accounts without administrator intervention

#| Reset: Allow users to reset their primary domain password

Enable Self-Service

Password Reset ¥ Unlock: Allow users to unlock their domain account

Please provide the service address below.

Service port: | 443

Hitps:// S5PRServersspr.local/MPMService/

Back Cancel ]

A—HY-REDEEICOVTELLIE, 12— -—REDEE] Z2BRLTILTL,

I —#RInE

1. ERAVT [A—H—#BLE] /—RZERL. ARIVT [BROEE] #oVvoILET,

2. [BRR—XDREE] BET. 774 MDOEEZHERL. Fxv IRy IRZFERALTEFa) 710 DEMIC
W31 —EEDOREZA VEEATICLT. [RA] 200w o LET,

. [EFxz2V T 0ERM] BET. (EEDEM #2Uv I LT 7F ARy I RIZEB%ZANNILT [OK] %
Uy L. DRN] 200w O LET,

4. BVl @mT BEBMl 20Uy o L. BEEZERLE T, [LICRE] LU [TICHE] 2FEBLT. &
BEIIN—TDIEEZZEETETET. COR—JORELED o5, [fEH]. DRA] DIEICZ Vv o L&D,

I—H—HHBMOEBOERICOVWTHL I, T1—F—#HBOERIOEE] 28BL T LI,

A—H—EBROEE I1I—HY-REDOARRICLD. I—H—Hh StoreFronticOd1r>LiceZ0EILTH—ERN
AT=RUtEy FOBER I - Z—T A APEWINE T, 21— F—REDEMIF. RIEROI—H—IC
ELTH—EZRNRT—RULYy b ZEBHETIEFICITVET, L. BEQI—Y—REDHEEIF. WO THIT
STEHNTEXT,
I—H—REFI—HP—BEEORELZEELI-DD T, Active Directory BB ICEET SN fca—4— (MBI
[OU] #7idf@coa——) F7:id Active Directory ZIL—FICBRINE T,
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TILTH—EINRT—RUEY 11X

I—H—EBRE. UTOBETEBRINTVLET,

« Active Directory R X1 VB ICEEM T SNicd1—4— (EBBEMFIFELOI—Y—) Fizik Active
Directory 7' /L.—"7,

EZ: Active Directory BEE— FOEHITIL—TE RXA>O—ANLTI—TRE P R—FIhTVEEA.

o SAEYRAY—N—
o TILTH—ERMEE (FHYY OOV IRBBRENRT—RDUEY )

A —BRZERT BRI, UTZFERITTIIERL TELENHD X,

o R LT
o H—EXBE
A—H—-BEEERTBICIE:
1. [RE—FK] > [TRTOFOY S L] > [Citrix] > [CItriX BILTH—EIXNXT—R ULy FOHRE] DIE
iUy o LEY,
2. ER1>T [A—H—8]E] /—REBRLET,
3. [BfF] XZa—n56. [A—H—REDEM] #&RLET,
a—H— AEBEA (0U)., FIIL—T%ZEBMT3ICIE:
A—H-BEI«F—RD [I—HF—REDKH] R—IT. A—H—BEZHOYTE1I—H—%IEETETET,
A—H—REDHDOYT:

I—4—#8ml&. Active Directory BEEICBIET (T Sz —4— (RSB F/zIdMELDI——) F7id Active
Directory ZIL—ZICEIDE TR M TEE T, HEBICHL T BE] XZa—hn5 [A—H—-REDHRE] =&
RLT I—H—EBRENDOEEPIIL—FICEDHETEZCHTIET,

I—H—EBROJIL—FADED HTIF. Active Directory sBit = ¢ % Active Directory R X1 > TOHHR
—hkENhTVET,

(A—H—REDEMV A F—FER I -REDHFEEV A F—FD) [1—H—-REDERFI] R—I T, ABE
fii, A—%—, JI—TZERLET,

A BT —EIRNRRT—RULY rT7HOYEBNZAT—RE )Y bTEZ2—H—JIL—FICiE. FHEHLMY
53nT0Wa7AU 2k (O—ALEBEP XA VEBERY) 28DRVIEZEBOHLET. ILLWERIIL
—JZfFRALET,

ALV RAEHRET BICIE:

A—HY—RBETAH—FD [SAEVIADERE] XR—IT. €CAITHF—EINIT—RUEy b —EXTERTS
SAEYRY—N—DREEITSEHTEFT,

O OMBEES LUy MMEsERFERTE 30t Citrix Virtual Apps & 7z 12 Citrix Virtual Desktops
Platinum Edition #*'% 3 B&DH T,
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A—Y—REDEMIV s F—RELREI—HY-—REDRETsH—RD) [SAEVRDERE] R—I T, Z1tEY
AY—N—DERER— +BEEZANALET,

0w VRS Uty MEBEZB ML T BI2I3:

TILTH—EINRZRT—RULY MIED. 2—H—F BHD Windows /XRT—ROULY hELUTRXT VT
AT o0y VEEEEBEONNGBLTERITITIZLSICADES, [EILTH—EINRIT—RUEY FOED
K] R=2T. BMLY BHEZBIRTITET,

A4 —REDEMV s HF—RELREI—Y-—R[REDHRET s F—FD) [EILTH—EINRNRT—RUEy DB
] R—I T, Oy IR HEEEE Uty b BEEHD S, I —H—HERTIRERISEEZ RIRL £ 95

Ty IR =BT BICIE:

ITEBEIZ. 21— - JIN—TZ2TSYvIURXMIEMTEET, 75vIVR MO —BLUVTIL—TIE
R THUOY0oOYI@ER. NAT—RUEY b REEZEETCEIL I —EINRT—RUtLy FOBEEEERT
B3 TEERA. Foo TSy I UR M- —E OF %>, Citrix Workspace 77U D [#X4] R
HAUERRTIFEA

TSy o)X EERT BICIE:

1. [Ra2—K] > [TRTOFOS S L] > [Citrix] > [Citrix L 7B —EXNXZRT—RUL Y FORE] DIE
oy LED,

2. ERAVT [A—H—8BE] 2]RL. ARIVT [TSYIURMRE] 20V voLET,

3. [Bin] &0 [HIER] REVEFERALT. A—H—2JIL—T2T S5y IR MIBMLED. T5vIUR
EOSHEBRTE £,

I—H—#NAOBEMDER Citrix /L7 —EXNRT—RrUEy MERIYY =IO [2—H—#FHLE] T
ld. I—F—#@ANE, EILITH—EINRT—RUty b BLUTHTUY OOy JEREEEICEENITZTA
TOEF2V T DEME—THNICEETEEY, 774N MOEBERUIMNIMEOEF2) T DEMEZEML
D, BMIIN—TFZERLIEDTEZENTEET,

e A—H—NFTAIFOBEMIC L TREZEZERLIET. EEENERXEZEETIHEIE. TORBICD
WTERBL TSV, BEMORABTZEXTICERNERELCIBEIE. DBEOBEREI—F—ICERTS
HEBIEHD R A, 2L, BEBRDI—H—DEICEZEANNTEZLSICERTIHELDHD £,

e A—H—DEFa )T DEMICHTILEZERLIET. BERVUIMNOEMZEN. BBk, £3HmEET
3. A—H—HEREFADOEAEZNNTEILLLRZFENHDFT, BV I COEBIPEEINLIEE.
a—#—% Citrix Workspace 7 7 TH RV 2B L FICHLVWERU X MCEZETI3HENHD £,

s ALEMZEROBERIIL—FICEBMT2 A TETET, BRJIIL—FICEBMAIEARERO—EICIE. BEIC
EDDTIL—FICEBIMTNTVWRERDED. IRTOEBIRIINET,

LETEBRINTWVWEREICT I/ LRI BICIE. ROFIEICEVWET,

1. [R&2—FK] > [TRTOZFOT S L] > [Citrix] > [Citrix EIL T —EINXT—RUEvY FDBRE] DIE
ICOUwILET,
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2. ERA VT, [A-Y—@E] /—-FZ#RLET,
3. [1BfF] XZa—N5. [EMDOEE] ZBRLET,

TIHIEDOEEZRET BICIE:

BE. EXaUTr08HIE. 21— —DEEEERLLEIOI—F—TOT 7ML TREINTVBEEETERT
TNFEY, TOT7AMIILTEZHIRESNTLAWVEEI, BEENMRELLT IAILFDOEFTRTINET,

1. [RE—K] > [§RTOFEY S L] > [Citrix] > [Citrix ZILTH—EXNZXT—RUtY FDORE] DIE
IOV LET,

2. ERACT, [A—¥—#pnE] /—rFZEBRLET,

3. [18fE] XZa—Nm5. [EMOERE] #B/RLET,

4. [ERR—IDREE] R—TD [FIAIEOEE] Ry IAD—EBT. TI74IbOEBEBRLET,

EENAEOEF ) T ZEMCTBICIE:

TFa2) T DEMZFERALEI YR LDLLICTREHIC. A—HF—DBTEFIX MR I RIANNITZEZE
DOXFEF%R, TRAUVRY (*) TRIZCHNTEIET, COREXZEMICTIL. I——DODANNLEEZHRRS
NE<ABRDET, I—HF—lF. EFa2) T DEBICHTIREEERT I L FIC. BANZEBITZHICALEE
Z2BINNTZHBBERHD £, I—H—HE—M2MATZOICBERTEEZT L FE. BEE 2E@ANNT 38
BIEH D FLFA. NNLEEZBICRDDHZHEIF. BAIERDBZ X vE—IHRRINET,

[(ERR—ZDREE] R—IPT [A—H—DEZFOXFIERRLEW] Fzv IRy IREZFVICLET,
TXa)TFToDEBEERT BICIE:

EEEL. BRZ5BE2FALT. BROEMEERTI £9, £ BCEBICHL T, SEZOMREEMT 3
ZrHTEFET, Citrix Workspace 7 7UADEREICIE. ZOA—H—DTOT7 7ML TREINTVWBSEIC
SLTBERPRRINET, 7OT7 7ML TEB/REINTVARWVESIE. TI7A4ILFOSBTRIINET,

A BIEER. BLR23EEEERAL T EROEBEER TSI F9, £o. ALEMICH LT, EEZEOEMRZIEM
TRIELHTEET, BLILTH—EIXNRT—RULY FTlE. 20— —DTOT7 71 I TERINTVS 58
WIS BRPRTINET, O 7ML TRESNTVZEBOEMIARVESIE. [ERR—IDRH] R—
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@

Windows Firewall with Advanced Security =

File Action View Help

Y GBI

e Windows Firewall with Advanced Security o

B2 Inbound Rules

&Y Outbound Rules

85 Connection Security Rules
I ‘g, Monitering

Windows Firewall with Advanced Security on Local Computer

ﬂ Windows Firewall with Advanced Security provides network security for Windows compters

Actions
~ | Windows Firewall with Advanced... «
)

&

Import Policy...
Export Policy...

Overview

Restore Default Policy

Domain Profile is Active

@ Windows Firewallis on

Windows Firewall with Advanced Security on Local C... *

Diagnose / Repair

Domain Profile | Private Profile | Public Profile | IPsec Settings | View »
() Inbound connections that do not match a nile 4
v |G Refresh
@ Outbound connections that do not match a nulel Specify behavior for when a computer is connected to its corporate
e [E] Pproperties
Private Profile State
On frecommended) Help

@ Windows Firewallis on
) Inbound connections that do not match a nile 4

i P Firewall state:

Inbound connections:

II

Block (defautt) v

® Outbound connections that do not match a i Outbound connections: Alow (defau) v

i\

Public Profile Protected network connections: Customize..
@ Windows Firewalis on.

b Settings

(® Inbound connections that do not match a nule Specfy settings that cortrol Windows
() Outbound connections that do not match a g #— | Firewall behavior

B Windows Frewall Propetties »
gging

W

Specify logging settings for

traubleshocting. S,

Getting Started

Auth

betwe

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

B3 Connection Security Rules

H
£

Cancel Apply
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" Windows Firewall with Advanced Security
File Action \View Help

= H

m Name Group - Pr~ || Inbound Rules
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@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Al File and Printer Sharing (SMB-In)
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Al ||'@ Disable Rule
é File and Printer Sharing (SMB-In) File and Printer Sharing Al £ o - - - - B
File and Printer Sharing (Speoler Service - RPC) File and Printer Sharing Al File and Printer Sharing (SMB-In) Properties
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@ i5CS! Service (TCP-In) iSCSl Service Al Genersl
@ ey Management Service (TCP-In) Key Management Service Al Nams
(@) Message Queuing TCP Inbound Message Queuing Al W;,
(@ Message Queving UDP Inbound Meszage Queuing Al Description
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&

File Action View Help

«=|= HE=

Windows Firewall with Advanced Security

B2 Inbound Rules
&Y Outbound Rules
# Connection Security Rules
[ ';, Monitering

e Windows Firewall with Advanced Security o

ﬂ Windows Firewall with Advanced Security provides network security for Windows comptters

Overview

Domain Profile is Active
'@ Viindows Firewall is on

(& Inbound connections that do not match a nile 4
@ Outbound connections that do not match a ruie]
Private Profile

@ Windows Firewallis on
) Inbound connections that do not match a nile 4
@ Outbound connections that do nat match a ruie]
Public Profile

& Windows Firewallis on

) Inbound connections that do not match a nile 4
() Outbound connections that do not match a g

B3 Windows Firswall Propetties

Getting Started
Authenticate communications betwe;

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

B3 Connection Security Rules

Windows Firewall with Advanced Security on Local C... i

Domain Profile | Private Profie | Public Profle | IPsec Settings |

Specify behavior for when a computer is connecied to its corporate
domain.
State

i P Firewall state:

Inbound connections

On frecommended)

II

Block (defautt) v

Outbound connections: Alow (defaut) v

i\

Frotected network connections: Customize..

Settings

| Specify settings that control Windows _
7

| Pt

Logging
Specify logging settings for _
s

Cancel Apply

H
=

Windows Firewall with Advanced Security on Local Computer

~

Actions

Windows Firewall with Advanced... «
@ Import Policy...

| Export Policy...

Restore Default Policy

Diagnese / Repair

View 3
Refresh

Properties

Help

| < NEl)
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" Windows Firewall with Advanced Security = [l=l]] =2

File Action View Help

G

M MName Group Profile ~ (| Inbound Rules -

g::ii:;:::';zr @ world Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) Al & NewRule..

:—' Monitori (€0 World Wide Web Services (HTTPS Traffic-In Secure World Wide Web Services (HTTPS) All .
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5. Single Sign-On 0&EFF— 2 LF a7 DEMZHLVHRI F7ICIE-LEF T,

N

FF—A7OFCADTAITY I, IRTOIE—SNET 7L TZ 7L FO-ILOERPHZ Z &
ERERL TSIV,

BERIT ANA—[T 712 DREIFTY,
1

INTDA—F—DERT—F2IE—LEJ,

\\SSO-SERVER\citrixsync$\People
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TEBIFUTOED
\\SSPR-SVC\citrixsync$\People

ROARY REFERALFET,
Robocopy \\SSO-SERVER|\citrixsync$\People\ \\SSPR-SVC\citrixsync$\People /e /xd QBA
[Log+:copylog.txt [tee

BEICFERINTVWSEFaU T 08Bz IE—-LE T,

**\\SSOSERVER\**citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2)\
QuestionBasedAuthentication2

JE—%
**\\SSPRSVC\**citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\

ROARY RZFEALFT,

Robocopy \\SSO-SERVER\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\
\\SSPR-SVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2 /e
[Log+:copylog.txt [tee

INT. IRTOI—H—71 Single Sign-On OERFOBM L BZEZFEAL T. OvIRBRE LU LY bERT
TE3&LSICHD&E LT,

X2 )T DEMICHTZEEDEFEE I—H—IC5Fe] 95 & S5 IC StoreFront =18
93

June 29, 2022

X2 T DEMICHTIRBZDERE I—H —IC8FrI 95 & S51C StoreFront ##H L £9, 2—H—Id. EF
INBE. RXAIIUNRRT—=RDOUEY FELUVRXITAHI Y OOy VEBRERTTIZLSICHED X T, =F
L<id. StoreFront@ RFxa XV FEBBLTLETL,

1. HTTPS icxt L T StoreFront 1 > 2 —%w b1 > 74 X—=> 3> —EX (lIS) ##BELET,

2. StoreFront TEBRE{ERL X9,

3. CStoreFront B> Y —ILOERA VT, ARTEHEIYY I LT [BIAFZEOEE] #&RLET,
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& Citrx StoreFront -
File Action View Help

+«=| 25 BE

& Citrix Storefront.

D Stores CiTRIX

Server Group

Create Store

Lo s Sncision

Store

Export Multi-Store Provisioning File

Manage Delivery
Configure Unified Experience
Manage Receiver for Web Sites

Configure Remote Access Settings

Details - Store Configure XenApp Services Support
Detas | Defveny Conroler | Recevefor e sies | Configure Store Settings
o g File o
@ Storefront using HTTPS. Remove Store Manage Delivery Controllers
Configure Unified Experience
Store URL: hitps://storefront studio Jocal/Citrix/Store Manage Authentication Methods
iz:;:z ::1';:5 R Disabled o ’ Manage Receiver for Web Sites
Advertised: Yes Configure Remote Access Settings
Unified Experience: Enabled Configure XenApp Services Suppart

Authe Used by this store only

User name and password Configure Store Settings

Export Provisioning File

Remove Store

H Hep

4, [2—H—RBE/NRXRT—R] ORET. INAT—RA T a>0ERE] #8RLET,
=
TIILTH—EZRNXRT—RUEv bk (SSPR) Ti&. StoreFront ®BiEAZE LT, I—H—RKE /XX
T—ROHHDTR—EINET, RXAIUNIARI—BEDMDFEITHR— TN EE A

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access rescurces, [ )

Method Settings
User name and password 0

[] SAML Authentication Configure Trusted Domains

[] Domain pass-through Configure Account Self-Service
Can be enabled / disabled separately on Receiver for Web sites I Manage Password Options I

[] Smartcard Configure Password Validation
Can be enabled / disabled separately on Receiver for Web sites

[] HTTP Basic

[] Pass-through from Citrix Gateway {} -

Installmg ar_u:l un|n§ta|||ng Fhe authu_anhcatlor? methods and the ]

authentication service settings are included in the advanced options.

o I

5. NRT—FOEBEZHFAII51—H—%FRL. [OK] 20V v ILET,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]

[P |

Method

User name and password 0

SAML Authentication

Domain pass-through
Can be enabled / disabled separately on Re

Manage Password Options

| Allow users to change passwords:
() Only when they expire

Smart card (® At any time (only available when using Receiver for Web)

Can be enabled / disabled separately on Re
HTTP Basic

Pass-through from Citrix Gateway

Installing and uninstalling the authentication met
authentication service settings are included in the

Remind users before their passwords expire:
() Do not remind
(®) Use reminder settings from Active Directory group pelicy

Fan . - -
() Use customized reminder setting

Remind users | 10 = |+ | | Days v | before expiry

6. [21—H—BENXT—F] ORET. [THAVYMEILTF—EIOBR] ZFRLET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources.

Method

User name and password o

SAML Authentication
Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Smart card
Can be enabled / disabled separately on Receiver for Web sites

HTTP Basic

Pass-through from Citrix Gateway

Configure Trusted Domains

I Configure Account Self-Service I

Manage Password Options

Configure Password Validation

0O~

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

B (o

7. [Citrix SSPR] Z#IRL T, [TAVY bEILTH—ER] ZBMLET,
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Manage Authentication Metheds - Store

Select the methods which users will use to authenticate and access resources. [ )

User name and password 0

SAML Authentication
Domain pass-through
Can be enabled / disabled seg

Smart card
Can be enabled / disabled seg

HTTP Basic

Pass-through from Citrix Gate

Installing and uninstalling the authe
authentication service settings are i

Settings-J

Configure Account Self-Service

Use this setting to configure user-initiated account unlock and password reset

Account Self Service

gunt unlock and password reset are unavailable.

o [

W ]

(Bl 22Uy o LT INRT—RFUEY bEBEMICTB]  [TAYY OOy I#REHFTY 3] OF T
wORy I Z%EF L. [SSPRT7HTY MF—E X URL] %L 7 (https://< FQDN of the SSPR

server>/MPMService),
Manage Authentication Methods - Store
Select the methods which users will use to authenticate and access resources. i ]
i Method Setﬁngs-J
8 — .
0 R REeDE EE o Configure Account Self-Service
b ] SAML Authentication
| Domain pass-through Use this setting to configure user-initiated account unlock and password reset

wry

O

[}
]

Can be enabled / disabled sep

Smart card _ —
Can be enabled / disabled seg Account Self Service | Citrix SSPR ~

HTTE Basic

Pass-through from Citrix Gatey

Installing and uninstalling the authe|
authentication service settings are i

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

Configure

Configure Citrix S5PR

Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix SSPR.

I.!, Enable password reset
] Allow account unlock

S5PR Account Service URL: §| httpsserver. fullyqualifieddomain/MPMService |

9. [OK] 27U w2 LT, IRTORENBZEHLET,
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BMETIARVIVRZERIT DI M ZBRLET,

Citrix Workspace 7 71 £7zi& Web @i¥ Citrix Workspace 7 7V ADREBIZ—H—OJF VI, £FxaUF
A DEBICHTZEEEBZBRTIBLIICBDET, 21—

(FsR] 20V woF3L. SEBONRT—ROUEY cTAYY roOy V@BRICERINZ X2 71 DERM
ICX g BEIEZIBETTE T,

Citrix StoreFront

ﬂ Start

Manage Security Questions
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