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7. NTFS 7V RFRAIZ HREZI AT B ERAIVD [FUVERFA] T [TI/ELXFADAZEIA
2] . [WEOEMK] Z22Vv I L. [BESNIETIELIAFAZIOA TV COBARNAET VX5
AICEMLEY] ZERLET,

= New Share Wizard = B 2

Specify permissio

Advanced Security Settings for CITRIXSYNCS == =
Marre: Ch\Shares\CITRIXSYNCS
Chwher: Administrators (ZMAKG-CLIENT3\Administrators) Change
Othear Settings | Permissions Share | Auditing | Effective Access |
. For additional informatiol Block Inheritance .ibh?)-
Confirmation
Permission entries: . . . . .
L What would you like to do with the current inherited permissions?
Type Principal L
:i?_, Allow  SYSTEM ‘You are about to block inheritance to this object, which means that permissions d files
@ Allow  Administrat inherited from a parent object will no longer be applied to this object. d files
H, Allow  Users (ZMA| ; 7 | [dfiles
2, Allow  Users (ZMA| |

2, Allow  CREATOR(

Remove all inherited permissions from this object.

S [ Remove
Cancel
Disable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

Apply

8.Creator owner/Local Administrators/SYSTEM LSO TR THOI—H—%HIBRT B ICId. [Fo € R
DHREIAX] > [FoRHFA] T [HR] 200w oL%T,

9. [Creator owner] > [{ERDORTE (H4)] 2LTFEI3ICIE. [BE] 22Uy o LT UFOFT v IRy IR
HATICLET:

oZiarirOo—i
0T T ANEET 71 ILDHIER

0T VEAHFADEE
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O FREHEDES

Permission Entry for CITRIXSYNC [= [o

Principal:  CREATOR OWMER  Select a principal

Type: |Allow v|
Applies to: |Subf0|der5 and files only v|
Advanced permissions: Show basic permissions
[C]Full control Write attributes
[w] Traverse folder / execute file [w] Write extended attributes
List folder / read data [[] Delete subfolders and files
Read attributes Delete
Read extended attributes Read permissions
[w] Create files / write data [] Change permissions
[#] Create folders / append data []Take ownership
[] Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition

oK | | Cancel

10. 7—2 Z7OF SAGTAYY MZ LAY FO—LEBMLE T,

M. FLVWHE] Vo F—ROERI>T [HR] 27Uy oL, REBRLTVWSHEREZHABLET. [F
Bl 27Uy oL T HILLWI IS —DERTO R z@BLTH S, [BAC3] 22Uy ILET,

12.CITRIXSYNCS £57 # /L4 —DTFiC. CentralStoreRoot &0 People ¥ \\5 2 DU T 7 # L4 —%1E
HmLET,

BE:. 7-270FBOTAIYRMICNASOY T IAINA—DT7I AV bO—-IDHB e ZHEBLTLLET
Lo

TILTH—ERNRT—R Uty FFRZ 7O EncryptData. RejectUnencryptedAccess. RequireSecuri-
tySignature Z iR T 3 HEHLH D £3, WRIEROFMICDOWVTIE. XD Microsoft DREHMXEEBSRBL T
TL

https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbserverconfiguration
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbshare

VI TH—EZINZRT—RUEY DA VR =)L

1Y R =)Ly —SEe Citrix Virtual Apps & & O Citrix Virtual Desktops @1 Y XA b —ILXF 1 PICE %
ncTuwxd,

1. EILITH—EZRNRT—RUELY r YR =T —REBBL TV —ROFIEEERTLE T,
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2. [RE—F] > [TRTOFOY S L] > [Citrix] > [Citrix EIL TH—EXNRNRT—R ULy FDORE] DIE
22w LT, Citrix gL 7Y —ERNZAT—RUty b H—EXZBRLET,
3. AV —IBRRINES. UTD 3 DOEXFIBICH > TH—EXZHEELET,

= Self-Service Password Reset Configuration =& =
£ File Action View Window Help

«=| = @B =

& Self-Service Password Reset Configuration G k Actions
(1) Service Configurati CITRIX' - - -
=) eor Confiuention * Self-Service Password Reset Configuration -
(&%) User Configuration
13

() Identity Verification View
. . « New Window from Here
Service Configuration
First canfigure your Self-Service Password Reset services G| Refresh
[E] Properties
Help

User Configuration
Add a user configuration to domain users

Identity Verification
To manage your questionnaire

H—EXRE

ks

H—EXRZBR I BR0IC. PRIAST T—2T7OFEOTHAIY b CILTH—EXBT7AD Y FHMEBENT
WBIr=mBLET,

FRRAYT [H—EREE] #BRL. ARTIVT FHLOWH—ERRE] 20V vILET,

[FRZ 7D BETHRI CT7OFEMZIEELT. RNl 20Uy LET,

[RXL>DFRE] BETRXIVEBERL. [ONXTa] 20Uy o LFET,
T=RIOAFSTATRELIV I I —ERTAIY FOIA—HF—RFENXT—REZAZTNIEEL T,
[OK] ZzoUwoLZET,

5 IP7RLRFTAMUR M BET. CILITH—EIANRT—RUtLy b —EZXNQOESZHFITSIP 7
FLXENALET, IPZRLAZEAADLAEVE. IRTOIP ZRLIADFRTA MU MIBERINE T,
RNl Z2UwoLTHhSE. [ET] 20Uy oLEY,

> w N =

ks

1-H-8E

1. ERA>T [A—H¥—8TE] &BFERL. BRIV T [HLLWI—Y—FKE] 27Uy ILFT,
2. [2——BEORE] EBET. LILTH—EIRNRAT—RY—EZ2OWNRI—H—FIL—TE2EEL. Active
Directory 51 —%—/J )L —F/iB@BEMEEBMLTHSE. DRA] 20U v o LET,
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3. [5MEYROFBE] BET. AR —N—%2EELT RA] 20Uy ILET,

4, [XZRT7—KVEy FOEE] BET. Windows X2T7—RDUty rELUVRXTI>YTAHDY Oy
Bz BEEEONNG L TERITAGRRI—Y—%, FzvIRvIRZFERLTEELE T, R H—EX
DR—EBLUVT7RLRZIBELT [EH] 20Uy I LET,

I—H—REDBRBICODVTHLLI, N1 —EBROEBE] 28BLTIRLETL,

a—H—HRINE

1. ERA1YT [A—H—FFI0IE] /—FZERL. BRI T [BEROERE] 20Uy I LET,

2. [ERN—XDREE] BET. 774N MOEFEZERL. Frv IRy I XZFERALTEFaU T BOEM
I 21— —EEOREEZA VELIFATICLT. RAN] 20Uy oLET,

3. [ExaVTF«HOEBEM] EET. [BMDEM] 20Uy I LT 7FX Ry I RCEBEANAILT [OK]
20w o L. RNl ZOUw I LET,

4. [EMUZ K] EBET [BM] 22Uy oL. BEMEERLET, [LICBE] LT [FICEE] 2FEHAL
T, BRI —TOIEEZEETIET, COR—JVORENED>75. [EE] « DRA] olEICZY
vILET,

I—HF—#HAOERMDERICDOWVWTHLLIE - —FHBAOEMOEE] 2SRBLTIETEL,

A—HY—HEROERE

A—H—BEDHRBICED. 12— —H StoreFront ICOT 1> LIt EDEILTH—ERNIT—RUtY FOFH
R A—H—A V=T A DB EINE T, I —REDEMRIF. BRIEROI—HF—ICEIILTH—ER/NZXD
—RUty b EBRHEITZENIITWEYS, 72720, BEOI—HY—REDHEEIX. WOTHITSCHTEIET,

A—H—-RBEIFI-—F—-EEOREZEELHDT. Active Directory BEE ICBRETIF Sic 21— — (AEEEA
[OU] #fcldfB&p1——) F7zik Active Directory JIL—ZICERAINE I,

I—H—EBRE. UTOBETEBRINTVLET,

« Active Directory R X VBB ICRIE T bz —H— (ESBEMFIEELOI—H—) Fizik Active
Directory ' /L—"7,

E|E&: Active Directory SEEE— ROEHEI I —TL RXC Y O—ALTIIL—FR>YFR—FIhTVWEHEA.

¢ SAtEYRY—N—
o TILTH—ERMEE (FHYY OOV IBBRENIT—ROUEY )

A —BRZERT BRI, UMTZFERETIIERL TELENHD X,

© PR LT
¢ Y—EXRE
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I—H—BREERT 5 ICIE

1. [REZ—=F] > [TRTOFETI S L] > [Citrix] > [Citrix E/L 7V —EXNXRT—RUEY tDORE] DIE
IO w o LET,

2. ERAYT [A—H—FE] /—FZBERLET,

3. 2] XZa—h5. [A—Y-—FREDEBM %=ERLFET,

I—H—, EEEE (0U). JIL—7%BMY 3

I—H—BEIH—RD [1—F—BEOEH] R—UT. I—F—BEEHDLETEI—F—EIEETIET,
I —REOHOYT:

I—4—#miZ. Active Directory BEEICREETIF S fca—4— (BB ELIFELDI——) Fizi& Active
Directory JIL—FICEIDHTEZ A TEI £, BEICRL T, [RME] XZa—»h5 [2—H-—REDHRE] %
BIRL T, 32— —BREOBER /I —FICEID YU TR LA TEET,

I—Y—EBRDTIL—FADEID HTid. Active Directory sBif = R Y % Active Directory R X1 > TOHHR
—rETNTVET,

(A—H—REDEMTV 1 F— RERLEI—F—REDRET+HF—FD) [1—H—-REDFF] X—IT. HBHE
fii, A—H— JIL—T=ERLET,

A BILITH—EINRRT—RUEY ETATYEDNIT—RE)EY b TEZA—H—JIL—FICIE. FHEHLMY
53nTVW37H0YF (O—DILEBEPRXAVEEELRY) 28DBVWILzsEHLET, HILLWEARAIIL
—J=FRALET,

ALV RAERET BICIF

A—HY—BET+H—FD [FAEVRORE] R—I T, CILTH—EINRT—KUty b —EXTHERTS
SAEVRY—N—DREZITIENTEET,

o OvOERigEES KTy MgEERFERTE 3 01E. Citrix Virtual Apps # 7z1& Citrix Virtual Desktops
Platinum Edition #*% 3 B&DHTT,

(A—Y—REDBMV 4 F—RFELFI-—Y-REDFEEVF—FD) [STEVIDRE] R—IT. S1t>
A —N—DOBFER—+rBESZANALES,

Oy VBREEs LUty MEREZEML T BICIF

TILTH—EZNRZRT—RULY MIELD. 2—H—F BHO Windows XRT—ROUEY hELUTRXT VT
AT OOy VEREZEBEDONNGELTEITITESLSICHEDET, [BILITF—EANRT—FRULY FDFE
Ml R—IT. BT BHETERTETET,

© 1999-2019 Citrix Systems, Inc. All rights reserved. 17



TILTH—EINZIT—RUtY k11X

(A—Y—REDEMITr HF—REHIFA—HY—REDHRET+H—FD) [BIILITH—EIRNRNIXT—RUEY DB
] R—T T, Ov URRRISEEY Uty MERED S, 2 ——HMERATRERHAEEEIRL £,

Ty o)X @RI BICIE

ITEBEE, 12— - IIN—TF2 TSy I VRAMIBMTEEY, 75y IR DAY —-—BLUITIL—TIL
B, 7HO OOy IR, NAT—RUEY bREZECEILTHT—ERNIT—RUEY bOWEZFERY
BLlETEIFERA. £l TS5v IR bDI—H—IE OF 7%, Citrix Workspace 77Ud [#ZX&] K
HAUERTTEIFE A

Ty IR =EET3ICIE

1. [REZ—F] > [§RTOFET S L] > [Citrix] > [Citrix /L 7H—EZRNXRD—R Uty ~fDORE] DIE
IO w o LET,

2. ERAVT [A—H—8RE] ZBRL. ARTIVT [TV IURERE] 29UvwoILFET,

3. (Bin] &&U [HIBR] REVEERLT. A—H—2JI—TF&2TSvoURMIBMLED. TS5vol
AR SHBRTEET,

I-H—HBOEMOER

TILTH—EIRNRRT—RUEy MERI>Y—ILO [2—H—HR0IE] Tid. 2—F—#B0E. L7y —F
ANRT=RUty b BLUVTHAIY OOy VEREEEICEERITZIRNTOEF a2 U Tr BOERZ—TTHIC
BETEET, 774/ FOEMUIMIMEO XU T BOBRZEMLED. BEMINL—TE2ER LD T
BENTEETD,

o A—H—DFTAIFOBEMICH L TREIZEZERLIET. BEEELNERXEZET 3H8IE. TORBICD
WTERLTLLETL, BROARZEXATICERNZHRE LSS, BEOBEERZI—H—ICERT S
RBERBHDEFEA. L. HERDI—H—DRELEZEANNTEIZLSICEKEEBTIVELHD £7,

s A—H—DtEFaUTHOEMICHYIZEZZERLIET. ERAVI FOBRZENM. BIff. FidtmsE
T3, A—HF—HERFADODEEZANNTILLLAIFELNHDFT, ERU X COEMHPEEINLIFE.
a—4—I% Citrix Workspace 77U TH R VR L SICHLVERU X MIOETIHENHD £7,

- ALEMZERHROBEBIIL—FICBMT3 N TET XY, BRJIIL—FICEBMAIEAEERO—EICI3. BEIC
EFDDTIN—TICEMENTVRERBDED. INTOEBIRRINET,

LETEBRBINTVWBRREICTIERTBICIE. ROFIBICRWET,
1. [RE—=FK] > [TRTOTOF S L] > [Citrix] > [CitriX EILTH—EIXNIXT—RUtEY FORE] DIE
IcoUwy o LEY,
2. ERA VT, [A—Y—HFNIE] /J—RFRERBIRLET,
3. ] XzZa—h56. [BEEOEE] ZBIRLED,
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TI7AIFDOEBEZRET BICIF

BE. X2V T HAOEBERIE. - —HAEZEERLI-CIOI——TO7 7ML TRETNTWVESE TR
TRoNFd, 7OT77AILTEBIREINTLAWVGSIX. BEEEVFRELET I7AIILMOSETRRINE T,

1. [REZ—F] > [TRTOFETI S L] > [Citrix] > [Citrix E/L7H—EZXNXRT—RULY tDORE] DIE
IO w o LET,

2. ERAYT, [A—H—#BI0E] /—REBERLET,

3. [IBfF] Xza—Ph5. [EMHOEBEE] ZBRLET,

4. [BER—OFEE] =20 [FTI72ILDEE] Ry IRO—ET. 774 FOFEEERLET,

EENAEOEX )T ZEWHICTRICIE

txaUT s BOEMEZEALLI—Y—RTEELDRLICTRLOHIC. I—HF—HTFFIAMRYIRICANST 30
BEOXFIR. TRAVAY (*) TRILNTEET, COMBEEEMICTI L. I—HF—DANALLEZHLERR
INBLBEDFET, -V —F. EFa2VTAOERICHIIEELZERTILSIIC. RANEBRITZHICEL
E%% 2EANNTZIHELRHD T, I—HF—HA—ULIMATILOICERIEZTZLEE BEE 2BANT
BZUBIEHD FR A NALEEBICED DB ZHEIF. BANERDZ X vE—INRREINET,

[BERR—ZXDREH] R—PT [A—F—DEIZOXFHZRRLEVW] FIvIRYIREFTVICLET,

tFa) T BOBEBZERT BICIE

BTEEZ. BRI EBEFEHAL T BHOBEMEZERTE XY, Fo. ALEMICH LT, SEBOER%ZBMNT S
ZrbTEET, Citrix Workspace 7 7UADEREICIEZ. TOA—F—DTOT7 7ML TRESNTWVWSFEIC
IGLT-EMARTINET, 7O 7ML TEEIRESINTVAWVESIE. 77 FDEETRTRIEINET,

* BEEE. BASEE2FEAL T BROEMEERTIH9, F. ACEBICHL T, SEZBOBREEMN
TRIELHTEET, CLILTH—EIXNRT—RULY +TlF. 20— —DTOT7 71 I TEBRINTVWS 58
ISR LCIERPRTRINE T, 7O7 7ML TRESNTVEEEOHEMAAVESIE. [ERRN—XDBE] R—2
THRETZT /I EDEBTRRINET,

1. [EFaVTrHAOEM] XR—Y0 [EF] RyvI/XA0—EBHISEHFBRLT. [HRDEM 27Uvs
LEY, [EFaVTrBOER] 41700 Ry I IBRAETET,
2. [EFaVTBOBM] 41700 Ry T, BEZERLET,

BE: BFEOBMICEERZENT 3581, [HE] RE2Y=zFRALTIRETV, [BR0EM 27Uy r353L
mLLWEB S EBMIh. BFEOEMCIFEEMITSNEEA.

REOHERZRELICOERZEMLIED TBICE

A-H-PEFa) 7 BOEBICH T SEEZERLIET. Y X MOEMZEM. BIFR. fI3HmETS L.
I-HF-NEREADAZZANNTELRLCRZHEDHBDET, BV I MOEFPEESNBEE. I—F—&
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Citrix Workspace 77U TR XU zBK L SICHLWVWERY A MCEZETZRELNBD T, BRORABTZLERT
ICEMXZHELIIFEIE. BEOBEREZ I —ICERTIHVERHD FH A

TEE CBREOEMERFET IHEIE. BROBRELTELAVWLSIERLTLIETV, BRIOEKEZEEY S
& BEOI-HY-DBRELERITIETICELVEZEZANTERBRBZEAEREDRHBD £Y, HE] 2oVUvod
8. CNIIHTEBERZRI AV E-—IHERRTINET,

1. [EFaVTBOER] R—J0 [5:8] Ry IRAO—EBHISEBEZREIRLET,
2. IWEFIIERTAE/MEEIRLT. [(WE] #0VvILET,
3. [EFaVTrBOEM] #4700 Ry I RXT. BRZHEEEZISEIRLES,

X2 )T HOERIINL-TZ2ERT BICIF

BEICSCT, X2 VT BOBMZERL T, I—F—ICEESTEZ A TE XY, ERENERY X MIB
ML ARTOEMICH LT, 2—F—ZEBEZANANTBIHBENDHD XY, L. BHROBERZ I I —-THL T
tFXaUTrHOBERIIN-—T=2fld5L. I—F—DJIN—THOBERMZzEHIGERL TRZZERTES LS
ICBEDET, CoFE. I—F—HEZELBTNERSBVWEROKIE. EEEMEELEZT,

e ZIE. 6 DOBEMTERINZERYIL—TZ2ERL. 2—F—DHEELETIEESBVWERORE 3 ICRE
LT ZNzEBUZXMIEMLET, 2—H—id. TS5 6 20E/MHS 3 2ZEHIGEIRL T, BZEZERLE
To U - —DRA—M4OBRAPBELBRRICHEZ L. - —DERL 3 DOEMIBRTINET,

1. [EFaVTBOER] R—JT [JIL—T70iEml #oUvILEY,
2. [EFa2VFBOBRIIN—T] 44700 RyIRT, JIL—T78&. FATZER. $LU01—F—HE%
LARTNISESHRVERDHEIREL £,

X2V T HOERIIL-TZERT B3ICIF

—ENSHEIBIEMIIN-—TZERLT. [tFaVTHOEM] R—IT HEE] 22VvILEY, —ED
SHEETZEMII—TEERLT. BE] 20VvoLET, [EFaVTrHOEBIIL—T] 414700y
IZADRE JIU—FICEMEADER. HLCEMARBREBO—BENRRINE T, JIL—-FITEBMEAHDERM
BFIVIRYIRADBAUICHE>TVET, ST JIL—TFEBZEELLD, JI—TICE&EN3EMZEME
TEI3HBR LD A4 —DEZELBIThEESBVWEROBELEELEDTETEY,

B X ~zBMEIEEIERT B ICIE

BREVIALTIE. X2V T7-BOBERMCERI I —T%BMELIFHBRTE £, £/, A—Y—ICRRINBZE
BOIEFEANNEBZXZcHTEIFEYT, BV MDEFE, 2—H—I3 L T StoreFront A5 1 > &RICBE
BRAVEITSLSICEMTZHBELHD £Y,

1. BRUX MIEBEEEIIL—TZEBMY 3ICiE. [BEEJR M R=2T BN 22Uy ILET,
2. BRVR LS ERZHIRT ZICIE Bl 20Uy ILES,
3. EMOXRTIEFZEE T 3ICIE. [LICBE] Ficid [TICBE] 20Uy I L&D,
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TFaVTAAOERZA VR bERIZIVIAR— T BICIE

EF2AVTAHOERBLUVIN—TOT %AV R— XTIV RR— T8N TEET,

1. [RE2—FK] > [TRTOFOS S L] > [Citrix] > [Citrix L TH—EINXT—RULvY FDRBRE] DIE
ICOUwILETS,

2. ERAYT, [A-Y—#HHRE] /-RFZERLET
3. [BfF] XZa—T. RoVwghhrzs v ILET:

[EF¥aU T HOBEBOT VKR— ]
-EF VT AOEREIN—TDT A VR— T3 T 71 ILOBREIEELET,

[EF¥aUTBOBMOIY RR— K]
-tFaUTAAOEMEIIIN—TDT—REIVRAR—+TB3T71IILDBAEIEELE T,
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TERBELEY,
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EXDFRERIC. NAT—RUEY b T7HAIY O IBROEBITTELIN—ERED a—IDMERTZTHY
VREEELET, 7HAUY MIGERFENKETTH. REGBETO Domain Admins FIIL—F7ho >
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DHTIERATINET,
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Windows 2012 R2 U E— + 7 7T ILEBEDREHE

.. Central storage server

StoreFront Self-Service \
Password Reset N Active Directory
server

License Server

R

s ERAY—N—TEILIH—EANRT—RUELY bQOIAYER—RVbZA YA =)LLET. BEEFED
StoreFront #7zi& Delivery Controller > R—%> FeRALH—N—ICBRALABWVWTLZT WV, ALY —
N—ICBRLIBE. UTICRT 7 740 77 +— )L Tid Storefront £7:1% Delivery Controller o ~ 5
Tawoh7OvISN3EEENHD £7,

o StoreFront L T7H—EZRNRXRT—R Uty bH—N—0ORICIE. IEEB HTTP/HTTPS 7O+ &R E
LABWTLETL,

EEBTOF 2% StoreFront e LT H—EINRT—FR Uty b —N—DOBICKRET 35EIF. CILTT—E
ANRT=RUEY b —N—ADTItR%Z. 77170 +—ILRAICEENZ TOF S —N—ICH L TOHEF
AITBELSICHBAL TSRS L,

o UTOFIBEDHERKIZ. TT AL bD Windows 77177+ —ILORANCEVWTWET,

TILTH—EINRT—RUEY bHRRINTFDT 7170+ —IL2HEHT S

BREDNTETT2L. BILIH—EINZIT—RUEy hRRIMT7HSREINS SMBH—EXIZIE EILT7H—
EXNZRT—RUEY hH—N—DHPZETTIERTIBZLSICEDET, Fi. BILTH—EIRNRT—R)
Ty bR TH—=—N—lF. HARY b T—JICHBZ T —ERISEEDATTIEIATESRLSICHEDET,

1. ¥—N—TR—=Tv—%HZ. £LFFESY—>a>oN—0D [V—I] XZa—7T [EFxaTFasb@kchn
f=Windows 7 71 7o +—JL] #oUvoLZ£T,
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2. [EFa) 7Pk nizWindows 771 7o x—)L] R—=IT, BRR1>D [Windows 77177 =+
—Lo7anT«] B#OVYILET, RXAY, FS5AR—b NIV IDIBEO I 77U +—)L7OT 7
AWDHBDET, [RXA>FOT7AI] 2TZFRLET, [T7170+—ILORE] = [ . [ZEE
gl = [TJovo]l o RMEEESE] = [GBra) iegnensgE L xds,

4 Windows Firewall with Advanced Security == =
File Action View Help

alnd
e Windows Firewall with Advanced Security o RUITEEI s EUE B PR I R BT et T Actions

Inbound Rul - ) -
3 Inbound Rules ~ | Windows Firewall with Advanced... «
&Y Outbound Rules

& Import Policy..

85 Connection Security Rules
25 Export Policy...

I ‘g, Monitering
Restore Default Policy

ﬂ Windows Firewall with Advanced Security provides network security for Windows comptters

Overview

Domain Profile is Active Windows Firewall with Advanced Security on Local C... i—‘
@ Windows Firewallis on |

Diagnose / Repair

Domain Profile | Private Profile | Public Profle | IPsec Settings | Visw '
() Inbound connections that do not match a nile 4
= |G Refresh
@ Outbound connections that do not match a i Specify behavior for when a computer is connected to s corporate
domain [E] Pproperties
Private Profile State Hel
@ Windows Frewallison * rewall state On {frecommended) v
) Inbound connections that do not match a nile 4 Inbound comnections: Block (defautt) v
® Outbound comnections that do nat maich a g Outbound connections: Alow (defaut) v _
Public Profile Protected network connections: Customize..

@ Windows Frewallis on

Settings
© Inbound connections that do not match 2 nule | Specy settings thal cortrl Widows T
©® Outbound comnections that do nat maich a g -v— Firewzll behavior [Cotomiza_|

B Windows Frewall Propetties »
gging

Getting Started = fgﬁ;gsrfi::g_mﬂgsfﬂf Customize..
Auth i It il betwe|

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

B3 Connection Security Rules

H
£

Cancel Apply

3. [FFZAR=TOTFANL] 2T INTVwoTIOT7A0L] 2TZBERLET. [T71T77+—ILORRE
z (B3] « [RfEESG] ¢ EEEG] £ [(JOv7] KENEnRELET. EEZEAL TREFELEY,

4. [REOHFA] T [Z7rleFIrE2—0HE (SMBRE)] Z:FRLT B3] #x2icL. [BF =2 0%
GieFFAI g 3] ICRELET,
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" Windows Firewall with Advanced Security
File Action \View Help

= H

m Name Group - Pr~ || Inbound Rules

L C::;:;Dn :::u' (@ Core Netwarking - Router Advertisement (ICMPv6-In) Core Networking A ew Rule..

. Moritarm @ Core Networking - Router Solicitation (ICMPv6-In) Core Networking Al - -

b 9 (@ Core Networking - Teredo (UDP-In) Core Networking Al T Filter by Profile
(@ Core Networking - Time Exceeded (ICMPv6-In) Core Metworking Al 7 Filter by State
@ Distributed Transaction Coordinator (RPC) Distributed Transaction Coo.. Al || 5 Filter by Group
@ Distributed Trensaction Coerdinator (RPC-EPMAP) Distributed Transaction Coo... Al
@ Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coo... Al View
(@ File and Printer Sharing (Echo Request - ICMPv4-In) File and Printer Sharing Al |G Refresh
@ File and Printer Sharing (Echo Request - ICMPvE-In) File and Printer Sharing Al |2 ExportList..
(@ File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing AR Hep
(@ File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Al
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Al File and Printer Sharing (SMB-In)
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Al ||'@ Disable Rule
é File and Printer Sharing (SMB-In) File and Printer Sharing Al £ o - - - - B
File and Printer Sharing (Speoler Service - RPC) File and Printer Sharing Al File and Printer Sharing (SMB-In) Properties

@ File and Printer Sharing (Speoler Service - RPC-EPMAP)  File and Printer Sharing Al ||z cepy
(@ File and Printer Sharing over SMBDirect (WARP-In) File and Printer Sharing over.. Al ||| % Delete Frotocols 2nd Pots | Scope | Advanced | Local Pincpals | Remote Lsers |
(@ File Server Remote Management (DCOM-In) File Server Remte Manage.. Al || (=) proveries Gereral | Progmmsand Senices | Remote Computers
(@ File Server Remote Management (SME-In) File Server Remote Manage... Al TV T wesiefree] e el Bowne of 5 propextes carawdt
(@ File Server Remote Management (WMI-In) File Server Remote Manage.. Al = (PR @ pe modtied
@ i5CS! Service (TCP-In) iSCSl Service Al Genersl
@ ey Management Service (TCP-In) Key Management Service Al W Hame
(@) Message Queuing TCP Inbound Message Queuing Al W;,
(@ Message Queving UDP Inbound Meszage Queuing Al Description
® nictlogon Service (NP-in) Netlogon Service Al Inbound rule for Fie and Printer Sharing to allow Server | ~
@ Netlogon Service Authz (RPC) Netlogen Service Al Message Block transmission and reception via Named
@ Network Discovery (LLMNR-UDP-In) Network Discovery Al
@ Network Discovery (NB-Datagram-In) Network Discovery Al Enabled
@ Network Discovery (NB-Name-In) Network Discovery Al o
@ Network Discovery (Pub-WSD-In) Network Discovery Al T
o Network D!s:uvery (SSDP-In) Network Discovery Al % mﬁ s secure
@ Network Discovery (UPnP-In) Network Discovery Al
@ Network Discovery (WD Events-In) Network Discovery Al
@ Network Discovery (WSD EventsSecure-In) Network Discovery Al O Block the connection
@ Network Discovery (W5D-In) Network Discovery Al
@ Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts  Dc
8 Performance Loas and Alerts (DCOM-In) Performance Loas and Alerts  Pr

5. 771 heFUra—oHE (SMB%E) o7ONT«] T [RO-T] 27icB8BL£d. [Ch5DIP
TRLZ] #FVICLT —BIZIRTOEILTH—EIRNZT—RUEY b —N—DIP 7PRLXZEML T,
Bl I TH—EINZAT—RUEy b—/N—A (192.168.1.10) BLUVEILITHF—EINRT—RUEY b —
N—B (192.168.1.11),

6. [Z7rIeF)ra2—nHE (SMBRE) 07O/NTr] T [FH#ERE] 2720 )y ILT. [FX12] .
[TZAR=F] ¢ INTUwI] oB&TFOT770)2F I L TEERARZH®RELE T,

7. FROFIER, [77AILF—N—UE—rEE (SMBZE)] ¢ (770l FU>42—HE (NBtv 3
v2E)] OfZERINICHLTHRITLET,

TILITH—EINIT—RUEY b F—N=DT 717 I +—ILZEKT S

BRART T3, BILIH—ERNRRT—RUEY h—N—D5HEIN 3 Web H—E XiZiE. HTTPS %A
L7z StoreFront H—N—D&DBT7 I XA TEZLSICBDET, £l BILTH—EINRT—FKUEY =N
—lE. KRR Y b TD—JICHB Y —ERICTIOERTEITBZLSICHRDET,

1. ¥—N—Tx—Svy—F@I, EFESr—>aoNnN—0 [V—I] XZa—7T [EFalFoshrekIh
f=Windows 7 717U +—JL] #JVvoLET,

2. [Exa)FohakEni Windows 77177 +—JL] R—=IT. ARR1>D [Windows 7717 =+
—Lo7aONnTa] Z20VYvILET, RXAY. TS3AR=C NV IO3IBEO T 717 o4+—)L7OT77
TUBBDET, [RXA>TOT70I] 2TZ2BRLES, [T71T77+x—ILORKE] = [Bx] . [BfEE
gl =7 [Tovo]l o DEfEREG] £ BFal IcenenfELE T,
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] Windows Firewall with Advanced Security == =

File Action View Help

alnd
e Windows Firewall with Advanced Security o RUITE R s B PN I R BT et T Actions

Inbound Rul - ) -
& Inbound Rules ~ | Windows Firewall with Advanced... «
&Y Outbound Rules

& Import Pelicy..

# Connection Security Rules

ﬂ Windows Firewall with Advanced Security provides network security for Windows comptters

[ ';, Monitering | Export Policy...
Overview = Restore Default Policy
Domain Profile is Active Windows Firewall with Advanced Security on Local C... Diagnose / Repair
'@ Viindows Firewall is on | Vi N

Domain Profile | Private Profile | Public Profle | IPsec Settings | i
(& Inbound connections that do not match a nile 4 S Refrech
= C res
@ Ouibound connections that do net malch a i Speciy behavior for when a computer s connected to its corporate =
domain [E] Properties
Private Profile State: Hel
@ Windows Frewallison rewall state On {frecommended) v
) Inbound connections that do not match a nile 4 Inbound connections Block [defautt) v
® Outbound comnections that do nat maich a g Outbound connections: Alow (defaut) v

Public Profile Protected network connections: Customize..
& Windows Firewallis on

) Inbound connections that do not match a nile 4

i\

Settings
Specify settings that control Windows T

©® Outbound comnections that do nat maich a g Firewzll behavior

B3 Windows Firswall Propetties =
gging

i Specify logging settings for N
Getting Started Ji wocbleshooting. Customize..

Authenticate communications betwe;

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

B3 Connection Security Rules Cancel Apply

H
=

3.[TFZAR=TOT 7] 2T INTVwoTOT7A0L] 2TOENENT. [T7107 7 +—ILOIKRE]
Zz (B3] ICRELEY, oo [RfEEG] ¢ EEEG] omsz [(JOvy] KRELEY. EEZEAL
TRELEY.

4. [Zz0#8]] T [World WideWeb t—EX (HTTP +57rv¥)] #ERLEY, CORUE (B I
LT, [8fF] # BEHET7OvIT3] ICRELET,

5. [World Wide Web #+—EX (HTTPS +S> 71 w2) o7ONT«] T [FHARE] 271CBBILET, [K
XAV . [FZAR=F] . IXTVwP] O&FFAT 7N EAVICLTEERREZRELED,

6. [Zz0#RAI] T [World WideWeb #+—t'X (HTTP 57 v )] ZERLET, CORAE [Hzh I
LT, [&fF] = [E&KZsFI93] ICRELEY,
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" Windows Firewall with Advanced Security = [l=l]] =2

File Action View Help

G

M MName Group Profile ~ (| Inbound Rules -
g“th”“:d R:'E‘ (@ world Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) Al & NewRule..
B ameeon 264 | € world wide Web Services (HTTPS Traffc:In Secure World Wide Web Servicss (HTTPS) Al :

b %5 Monitoring ‘Windows Remote Management (HTTP-In) Windows Remote Management Publiq W Filter by Profile 4
@windows K World Wide Web Services (HTTPS Traffic-In) Properties <] Doma ||| ¥ Filter by State 4
® Windows R mpatib... Al || 7 Filter by Group »
.Windnw; [ Protocols and Ports | Scope I Advanced I Local Principals I Remote Users | tion (.. All .

.Windows M General ‘ Programs and Services | Remate Computers | tion (... All View 4
a
.Wlndows M This is a predefined rule and some of its properties cannot fion (.. Al = Refresh )
.Wlndows F be modfied ent All = Export List...
.Windows F| General ent All Help
@ Windows g SaN  Name: n All
@ TPM Virtua % [Word Wide Web Services (HTTPS Traffic-h t privat || World Wide Web Services (HTTP...
.TPMV\rtua Description: t Doma & Disable Rule
.TPM Virtua An inbound rule to allow HTTPS traffic for Intemet ~ t Domg Jg" Cut
O TPM Virtua Information Services (1IS) [TCP 443] t Privat
@ s Trap v Doma ||E2 Comy
@ sHMP Trag Enabled privat || 3 Delete
.Se(ure Sodl All .
@ 5CW remol M“"_‘ _ ard All & —r
@ scw remo &) smtlantiesomedion ard Al Help
. SCW remol WA D) Mlow the connection f it is secure ard Al
.Routmg an All
. Routing an O Block the connection Al
@ rRouting an All
. Remote Vo All
. Remote Vo All
. Rernote Vio All
. Remote Se All
. Remote Se All
. Remote Ser All
. Remote 5¢ Ent All
. Remote 5S¢ Ent Al
<| m > <- Aoply 5

7. [World Wide Web +—tE' X (HTTPS 57« v 2) @ 7ANT«] T [RO—7] 27I1CBFLET, [ChbE
DIPT7RLR] #AVICLT. —BICTANTO StoreFront 4 —/N—dD IP 7 RL X#EIML 9, ffl: StoreFront
A (192.168.1.50) & &) StoreFront B (192.158.1.51),

8. [World Wide Web #—tE X (HTTPS 57w ¥) 070ONF«] T [FHRE] 271ICBBLET. [K
XAV [F3AR=F] INTUwI] o&TOT 7ML 2F VICLTEERNETZREFLET,

Single Sign-On AR K 7H 5D T—2 DT

April 1,2019

Single Sign-on R ~7id. Single Sign-On IC& 31— —FT— 2P BET— 22 BMB LUV EET 5. &F
DR RUTY, A—H—F—RICIF. OJAVER. X2V T BOEBCEE. LU0 —ICBT2Z20D
EDDT—2DBDFET, BET—RICIF NAT—RRIVS— PFUI5—2avER. tF¥aV T BOE/MA
EhBOHET,

FT—2DOHIZIE. Single Sign-On PRI PHSEILTHF—EZRNRT—R ULy FHERI FFICBITTEIRLD
DHBD EY, RORIC. BITAIRERT —REBITTIRVWT—2ZRLET,
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BITRATRE BITATRE

NRAT—RAR)S—-HR—rIhFEEA ERT—2% 30 People 7 L& —
TIVr—=ayvrrFL—k-HR-rThEHEA BEEIMERT2EM) X b
FTIVr—23 EER-YR-FIEEA

A—H—RE-EIITHF—EANZXT—RUty O

YY—ILTHERLEY

TIVr—=23 I N—F-HR—rTNFLEA

Single Sign-On #—EZ2DF7—% - £ 7H—EX

NRT—RUEy bV —ILTERLET

BE

e TITH—ERNRT—RULY bTR FRIAMTFELTHR-FINBZDERY FT—OHBEOH
T. Active Directory I R— FINEE A

s ILTH—EIRNRT—RU+tw bTIE Single Sign-On 4.8 £721£ 5.0 D7 —42 D&% HR— ML F
3_0

Single Sign-On f R b 7H 57— 2 %179 311

FT—R2%EBITIBEIC. CILTH—EIANRIT—RUELY DAV R F=JLEREICDVWTIBEL TEWVWTL T,
HELCIF TAY R h—ILEHERL #8BLTLLIETL,

MLOWARI 7ZERLET,

TILTH—EANZAT—=FUtLyY bOY—EXEB LAY —IILZI VR —=ILLET,
AVY—ILTHLULVRRI F 7 OBFREEEL T,

mLWI—H—REZMEM L. Single Sign-On OEIILTH—ERNRT—RUty MERZR>I—H—%
BHEI,

5. Single Sign-On 0&BF— 2 tFa U 7T BOEBEHRLVHARI LT7ICIE—-LET,

>N =

d ToET7AFCADOT ATV NI TRTOIE-SNIT7OILUCHTET7ILIY bO-LOERAH S &
ZHRLTIRET L,

BERIT AINA—[T 712 DFEFTY,
1l

ITARTODA—H—DFRT—F%IE—LET,

\\SSO-SERVER\citrixsync$\People
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JE—%
\\SSPR-SVC\citrixsync$\People

ROARY RZFERALET,
Robocopy \\SSO-SERVER\citrixsync$\People\ \\SSPR-SVC\citrixsync$\People /e /xd QBA
[Log+:copylog.txt [tee

BEICFERINTWStFXa T BOERZIE—LET,

\\SSOSERVER\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\ Ques-
tionBasedAuthentication2

JE—%
\\SSPRSVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\

ROV REFHLET,

Robocopy \\SSO-SERVER|\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\
\\SSPR-SVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2 e
[Log+:copylog.txt [tee

INT. IRTOI—H—71 Single Sign-On OERFOBEM L BZ2FEAL T, OvIRBRELVOU LY bERT
TE3&LSICHD&E LT,

X2 )T BOBMICHTZRZEDERFEE I—H—IC5Fr] 95 &L 51 StoreFront %=
U DA

April1,2019

X2V T BAOEMICHTIEIEDEREZI—F—IZFA TS &5 StoreFront Z#8B L £9, 2—H—d. &
BINdE. RAACUNRRT—ROUEY FELURAI Y THOY OOy VBBREEITTITZES5ICEDET,
#L<IE. StoreFront @ R a2 X2 FEBBLTLLETL,

1. HTTPS icxf L T StoreFront 1 > 42—y b1 > T X—=>a3 > —EX (IIS) ##HL £,
2. StoreFront THLUWERBERIEZERL £,

3. Citrix StoreFront B>V —ILOERAI VT, ATEEI VYT LT FREAZEOERE] #BIRLE T,
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& Citrix StoreFront
File Action View Help
«=| 25 @
8 Citrix Storefront

[ Stores

Server Group

CiTRIX

Store

Details - Store:

Detais | ey Contolers | Receiver for o sites |

Lo e Sncision
Yes Ves

[

Manage Delivery Contrallers
Configure Unified Experience

|
Manage Receiver for Web Sites.
Configure Remote Access Settings
Configure XenApp Services Support
Configure Store Settings

& StoreFront using HTTPS.

P g File

Remove Store

Actions

Access

Stores
Create Store
Export Multi-Store Provisioning File
Manage Citrix Gateways
Manage Beacons
Set Default Website
View

(& Refresh

H Hep

Store

Store URL: hitps://storefront.studiolocal/Citrix/Store
XenApp Services URL: itri
Remote Access Disabled

Advertised: Yes

Unified Experience: Enabled
Authentication Service:  Used by this store only
Authentication Methods:  User name and password

4. [A—H—BLNRXT—F] DORET.

[INRT—RATa>nEE] #BIRLET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources,

Manage Delivery Controllers
Configure Unified Experience
Manage Authentication Methods
Manage Receiver for Web Sites
Configure Remote Access Settings
Configure XenApp Services Support
Configure Store Settings

Export Provisioning File

Remove Store

H Hep

Method

User name and password o

SAML Authentication

(DI N

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic

[] Pass-through from Citrix Gateway

Configure Trusted Domains

Configure Account Self-Service

I Manage Password Options I

Configure Password Validation

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

-

5. NRUO—ROEExH[§51—H—%&ERL.

[OK] 20Uwo L&Y,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]

[P |

Method

User name and password 0

SAML Authentication

Domain pass-through
Can be enabled / disabled separately on Re

Manage Password Options

| Allow users to change passwords:
() Only when they expire

Smart card (® at any time (only available when using Receiver for Web)

Can be enabled / disabled separately on Re
HTTP Basic

Pass-through from Citrix Gateway

Installing and uninstalling the authentication met
authentication service settings are included in the

Remind users before their passwords expire:
() Do not remind
(®) Use reminder settings from Active Directory group pelicy

P . - -
() Use customized reminder setting

Remind users | 10 = |+ | | Days v | before expiry

6. [1—4—

BENRT—R] ORET. [THIYrEILTT—EXDORE] ZERLET,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources.

Method

User name and password o

SAML Authentication
Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Smart card
Can be enabled / disabled separately on Receiver for Web sites

HTTP Basic

Pass-through from Citrix Gateway

Configure Trusted Domains

I Configure Account Self-Service I

Manage Password Options

Configure Password Validation

0O~

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

B (o

7. [Citrix SSPR] Z3EERL T,

[PHADYREILTH—ER] ZBHMICLES,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources.

I:I
O

O
O

Method Setti ngs-J
Usi d password
e 0 Configure Account Self-Service

SAML Authentication
Domain pass-through
Can be enabled / disabled seg

Smart card
Can be enabled / disabled seg

HTTP Basic

Pass-through from Citrix Gate

Use this setting to configure user-initiated account unlock and password reset

gunt unlock and password reset are unavailable.

Installing and uninstalling the authe
authentication service settings are i

o e

W ]

8. ] 20V v o LT INRT—RUEY bZEMICTB] & [TAVY OOV I#EREHFTYT 3] OF T
wORy I Z%EF L. [SSPR7HTY —EX URL] %#mL %9 (https://<FQDN of the SSPR

server>/MPMService),
Manage Authentication Methods - Store
Select the methods which users will use to authenticate and access resources, i ]
i Method Setﬁngs-J

v
O

C

wry

Installing and uninstalling the authe|
authentication service settings are i

User name and password o

SAML Authentication
Domain pass-through
Can be enabled / disabled sep

Smart card
Can be enabled / disabled sep

HTTE Basic

Pass-through from Citrix Gatey

Use this setiing to configure user-initiated acocount unlock and password reset

Account Self Service | Citrix SSPR ~

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

Configure...

Configure Citrix S5PR

Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix SSPR.

|%#| Enable password reset
] Allow account unlock

S5PR Account Service URL: §| httpsserver. fullyqualifieddomain/MPMService |

9. [0K] 20w o LT, IRTORERNBTZHEALET,

A BEIVARVIVZAZFERTZELSICHY A F BRI IBENHD T,
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Citrix Workspace 7 7 £7zi% Web @i+ Citrix Workspace 7 7 ADREIZ—H—0OJF VEIC. £Fa T

FAOBEMICHTZEEZEFRTIBLSICHDET,
(] Z2oUvos3r. A—F-HAZZERTIVBOHZIEMMNRRINE T,

Citrix StoreFront

ﬂ Start

Manage Security Questions

©1999-2019 Citrix Systems, Inc. All rights reserved. 33



ciTRIx, Locations
> Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309, United States

Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054, United States

© 2019 Citrix Systems, Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and Trademark Office

and in other countries. All other marks are the property of their respective owner(s).

Citrix Product Documentation | docs.citrix.com May 14,2019



	セルフサービスパスワードリセット1.1.x
	新機能
	解決された問題
	既知の問題
	システム要件
	インストールと構成
	安全な構成
	Single Sign-On中央ストアからのデータの移行
	セキュリティ用の質問に対する回答の登録をユーザーに許可するようにStoreFrontを構成する

