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11.
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13.

Single Sign-On Plug-in

Single Sign-On Plug-in
Single Sign-On Plug-in ssoShell.exe

Single Sign-On Plug-in ssoShell.exe

/background
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[ ]

ssoShell.exe
Single Sign-on  ssoShell.exe
1. Windows Vista Windows %SystemDrive%\ProgramData\Microsoft\Windows\Start

Menu\Programs\Startup
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Menu\Programs\Startup
2. Startup Single Sign-on Background Process >
3. Single Sign-on Background Process
/background
4, /gbaenroll /noforcegbaenroll
Windows
Citrix
1 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows
NT\CurrentVersion\Winlogon\AppSetup
2.
3.
%SystemDrive%\Citrix\Metaframe Password ManagenWTS\SSOlauncher.exe /no ssoshutdown
%SystemDrive%!\CitrixX\Metaframe Password Managenssoshell.exe /gbaenroll /noforcegbaenroll
ssoShell.exe
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Menu\Programs\Citrix
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Menu\Programs\Citrix
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3.
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> > Citrix
Single Sign-On
Single Sign-On Plug-in
ssoShellexe
1. Windows Vista Windows %SystemDrive%\ProgramData\Microsoft\Windows\Start
Menu\Programs\Citrix
Windows Windows %SystemDrive%\Documents and Settings\All Users\Start
Menu\Programs\Citrix
2. Single Sign-on
Single Sign-On Plug-in
Single Sign-On Plug-in
1. Windows %SystemDrive%\Documents and Settings\All Users\Start Menu\Programs\Startup
2. Single Sign-on Plug-in Background Process
Citrix XenApp Single Sign-On Plug-in
HKEY_LOCAL_MACHINE\SOFTWARE\microsoft\Windows NT\CurrentVersion\Winlogon\AppSetup

Password Manager Single Sign-on
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Provisioning SDK
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SDK Single Sign-On

APl Application Programming Interface Provisioning SDK

XML
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© 1999-2017 Citrix Systems, Inc. All rights reserved. p.121

https://docs.citrix.com



1 > Citrix > > Citrix AppCenter

2. Single Sign-On
3.
4.
5.
Single Sign-On
XML
1 > Citrix > > Citrix AppCenter
2. Single Sign-On
3.
4.
5. Next
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Single Sign-On XML
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Web http://www.w3.org/ 1-- =5

L]

(]

L]

XML

cpm-provision

XML 70

user

yourDomain\usrid”> <command>

yourDomain

userid

-command

add

%APPNAME%">%APPGUID% longDescription%CREDENTIALNAME% longDescription %APPNAME% hidden description userid password %LABELTEXT%">custom-fieldl %LABELTEXT%">custor

name=
* %APPNAME%
® %APPGUID% GUID ID

e %CREDENTIALNAME%

userid

password
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GUID %CREDENTIAL-ID%
® %CREDENTIALNAME%
userid
password
delete
yourDomain\userid”> %CREDENTIAL-ID%
yourDomain
userid
GUID %CREDENTIAL-ID%
remove

Single Sign-On

yourDomain\userid™>

yourDomain

userid

Single Sign-On
reset

Active Directory
Active Directory

yourDomain\userid™>

yourDomain

userid

Single Sign-On
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Hot Desktop

Hot Desktop
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Hot Desktop 64
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Single Sign-On Hot Desktop

Hot Desktop Windows

° GINA
. Single Sign-On

e Hot Desktop

Hot Desktop

Hot Desktop

e Hot Desktop
. Hot Desktop
e Hot Desktop
. Hot Desktop

. Hot Desktop

Hot Desktop

Hot Desktop
Hot Desktop
Hot Desktop

Hot Desktop
Hot Desktop Single Sign-On Plug-in
Hot Desktop

oA wWwDN R

Single Sign-On Plug-in

Single Sign-On Plug-in

Hot Desktop

Hot Desktop

Windows

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop
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5. Hot Desktop

6. Hot Desktop

7. Single Sign-On Plug-in
8. sessionxml
9. Hot Desktop

Hot Desktop

Hot Desktop
process.xml

Hot Desktop
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1. Single Sign-On Plug-in
2.

Single Sign-On

Hot Desktop

Hot Desktop

Hot Desktop

Single Sign-On

Hot Desktop

Hot Desktop
process.xml

Single Sign-On Plug-in

Single Sign-On Plug-in

Single Sign-OnPlug-in
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Hot Desktop

Hot Desktop Hot Desktop
XenApp

Single Sign-On Plug-in

30 session.xml
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Hot Desktop

Hot Desktop
Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

Desktop

session.xml

Hot Desktop

Hot Desktop

Hot Desktop

Windows Hot Desktop

Hot Desktop

Hot Desktop HDU

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

HDSA

Active Directory

Windows
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. Hot Desktop
Hot Desktop

Desktop

Hot Desktop
Hot Desktop

Hot Desktop

Hot Desktop

Hot Desktop

HKEY_CURRENT_USER

Hot Desktop

Hot Desktop

e process.xml
Windows

Hot Desktop

FQDN

Hot Desktop Marketing

Single Sign-On

Windows

Hot Desktop

session.xml

Hot Desktop

process.xml
session.xml

Hot Desktop

session.xml

session.xml

Hot Desktop

Shift

Microsoft Web

NetBIOS

Windows

Hc
Hot Desktop Accounting
Hot Desktop
Single Sign-On

process.xml 2

process.xm

Hot Desktop

process.xml
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APPDATA HOMEDRIVE HOMEPATH HOMESHARE

LOGONSERVER

Hot Desktop

Hot Desktop

process.xml
Hot Desktop
[ ]
Hot Desktop
process.xml
*ixt
Hot Desktop

e 83 process.xml
e process.xml XML /
e SAP Logon for Windows saplogon.exe Hot Desktop

process.xml saplogon.exe

Hot Desktop

Hot Desktop

session.xml

Hot Desktop
Hot Desktop
cmd.exe
processxml
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Citrix
Hot Desktop
° Plug-in Hot Desktop
° Hot Desktop Hot
Desktop
1 Hot Desktop
session.xml
\\Citrix\MPM\Share\ session.xml
2. session.xml Hot Desktop
Single Sign-On Hot Desktop
Single Sign-On Plug-in
Hot
Desktop
Hot Desktop
Hot Desktop Hot Desktop
10
10
Hot Desktop
Hot Desktop Single Sign-On Plug-in Single Sign-On Plug-in
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9. Hot Desktop

10.

Hot Desktop

Single Sign-On Plug-in

FQDN NetBIOS
Citrix Single Sign-On Plug-in.msi

Hot Desktop Hot Desktop
e Hot Desktop
e Hot Desktop
1. Shift Windows Hot Desktop

Hot Desktop Hot Desktop
Windows Microsoft Web

2.
3. Single Sign-On Plug-in
4. Hot Desktop
5.
6. Hot Desktop
7. Single Sign-On Plug-in
8.

GINA

Windows
Hot Desktop

Hot Desktop

Hot Desktop

GINA

1

Hot Desktop

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControN\T erminal Server]T SEnabled=dword:00000001
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Hot Desktop AllowMultipleSessions 0
Hot Desktop

3. 1 [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\Current Version\Winlogon] AllowMultipleSessions =dword:00000001

Hot Desktop

Hot Desktop Hot Desktop explorerexe Hot

Desktop Hot Desktop

1. process.xml Internet Explorer iexplore.exe Internet Explorer
Hot Desktop

2. Hot Desktop Internet Explorer

3. Hot Desktop C\Documents and

Settings\All Users\Application Data\Citrix\MetaFrame Password Manager

AutoAdminLogon
Hot Desktop Windows AutoAdminLogon
Hot Desktop Hot Desktop

AutoAdminLogon
Hot Desktop AutoAdminLogon

1 Windows Shift Windows
Hot Desktop Hot Desktop
Windows Microsoft Web
2.
3. AutoAdminLogon

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password Manager\HotDesktop

AutoAdminLogon REG_SZ 0

4. Hot Desktop Hot Desktop

Hot Desktop

Hot Desktop
Single Sign-On Plug-in
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Hot Desktop
2. Ctrl+ Alt + Del Windows

e Hot Desktop
[ ]
[
[ ]
5. OK
Windows

o

Hot Desktop

Hot Desktop

Hot Desktop Ctrl + Alt + Del
Hot Desktop Citrix
Single Sign-On Hot Desktop Citrix Receiver Offline Plug-in
Hot Desktop Web Interface
° Hot Desktop Citrix Receiver Citrix Offline Plug-in
Windows process.xml

e SSP| Security Support Provider Interface

ICA
. Windows Citrix Receiver Citrix Offline Plug-in
process.xml

. Hot Desktop Citrix Receiver Citrix Offline Plug-in
Citrix Receiver
Citrix Receiver SSPI XenApp

Hot Desktop

XenApp Citrix Receiver SSPI
Web Interface
Hot Desktop Single Sign-On Plug-in Web Interface XenApp
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session.xml Hot Desktop
sample_session.xml Hot Desktop
session.xml
session.xml
session.xml sample_session.xml Support
Visual Basic Hot Desktop
session_cleanup.vbs Hot Desktop HDSA
©
Internet Explorer
Hot Desktop Internet Explorer mycompany.com
Internet Explorer Hot Desktop
startup_scripts
Hot Desktop Hot Desktop
Hot Desktop Windows
HDU Hot Desktop

wd

path_options

c:\program files\Internet Exploreniexplore.exe http://www.yahoo.com

shutdown_scripts

Hot Desktop
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Desktop
wd
path_options
c:\cleanup.vbs
session.xml
e session.xml
e Hot Desktop Single Sign-On Plug-in Single Sign-On Plug-in
session.xml Single Sign-On Plug-in
session.xml Hot Desktop
Single Sign-On Plug-in
session.xml UTF-8 0 127

ANSI session.xml
UTF-8
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process.xml Hot Desktop %ProgramFiles%\Citrix\MetaFrame Password
Manager\HotDesktop process.xml sample_process.xml
Support Hot Desktop
process.xml process.xml
Active Directory Citrix Knowledge Center
CTX112268 http.//support.citrix.com/article/CTX112268
process.xml
process.xml
process.xml
process.xml UTF-8 0 127
ANSI process.xml
UTF-8

shellexecute processes

Hot Desktop
Hot Desktop

Single Sign-On Plug-in ssoshell.exe
Single Sign-On Plug-in ssoshell.exe Hot Desktop
session.xml Hot Desktop
process.xml
appname
appname Hot Desktop
pnagent.exe.
process.xml Notepad.exe *
appname *txt pnagent.exe *.doc

persistent_processes

Hot Desktop
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appname
appname
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> > Citrix > > Citrix AppCenter > Single Sign-On >

Plug-in

Single Sign-On Plug-in

> > Citrix > > Citrix AppCenter > Single Sign-On >
> > > Plug-in

Single Sign-On Plug-in

Single Sign-On Plug-in

Single Sign-On
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Single Sign-On Plug-in

Plug-in

> > Citrix > > Citrix AppCenter > Single Sign-On >
> > > Plug-in

Single Sign-On Plug-in

Single Sign-On Plug-in

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.142



> > Citrix > > Citrix AppCenter > Single Sign-On >

> > >
Citrix Single Sign-On Windows
Single Sign-On Plug-in Windows

Single Sign-On Plug-in

Single Sign-On Plug-in

Plug-in
2

A B A B

Single Sign-On Plug-in
B

180

Single Sign-On Plug-in
Single Sign-On Plug-in

> > Citrix > > Citrix AppCenter > Single Sign-On >
> > >
Single Sign-On Plug-in
Single Sign-On
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Single Sign-On Plug-in

Single Sign-On
Single Sign-On Plug-in Single Sign-O
Plug-in
0
Single Sign-On Plug-in
Windows
Windows Windows
Single Sign-On Plug-in Windows
Windows
> > Citrix > > Citrix AppCenter > Single Sign-On >
> > >
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Windows Single Sign-On Plug-in
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> > Citrix > > Citrix AppCenter > Single Sign-On >
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Single Sign-On Plug-in
Single Sign-On Plug-in
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3000
Web URL 2 2
*, . URL Web
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Hot Desktop
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Hot Desktop

10
Hot Desktop
Hot Desktop Hot Desktop
5
Hot Desktop
Hot Desktop
Hot Desktop
Windows BMP
Citrix.omp Hot Desktop %ProgramFiles%\Citrix\MetaFrame Password
Managern\Hot Desktop
> > Citrix > > Citrix AppCenter > Single Sign-On >
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Single Sign-On Plug-in
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27000

Advanced Edition Enterprise Edition
Single Sign-On

Single Sign-On Plug-in

Single Sign-On Advanced Edition XenApp Platinum Edition

21

Enterprise Edition Platinum Edition
XenApp Platinum Single Sign-On Enterprise
Advanced Edition
Single Sign-On Password Manager Version4.1
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1 Single Sign-On
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Microsoft Data Protection API DPAPI

Password Manager 4.1

Windows

PIN

PIN

PIN
PIN
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Microsoft Data Protection API

Kerberos

PIN
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Citrix XenApp

Hot Desktop

40 41

Single Sign-On 41

3DES

e PIN

e DPAPI

Single Sign-On Plug-in Password Manager
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Self-Service
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> > Citrix > > Citrix AppCenter > Single Sign-On >
> > >
> > >
Single Sign-On Plug-in OK
> > Citrix > > Citrix AppCenter > Single Sign-On >
> > >
2
[
(]
Windows

Microsoft Windows

1 2
Single Sign-On Plug-in

> > Citrix > > Citrix AppCenter > Single Sign-On >
> > >
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Citrix Single Sign-On

Citrix Single Sign-On
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Single Sign-On Single Sign-On Plug-in Windows

Single Sign-On Hot Desktop Single Sign-On
FIPS Federal Information Processing Standard HIPAA Health Insurance Portability anc
Accountability Act of 1996
Single Sign-On

XenApp Single Sign-On

Citrix Single Sign-On Windows

Single Sign-On

Single Sign-On

Single Sign-On

Single Sign-On

Single Sign-On
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Single Sign-On Plug-in

Single Sign-On Plug-in

Single Sign-On
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e URL
1. AppCenter Single Sign-On Web
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URL URL /

5. HTML Web
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Single Sign-On

e Internet Explorer8 InPrivate InPrivate
Microsoft Web
Internet Explorer
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Single Sign-On Plug-in

Single Sign-On Plug-in
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Single Sign-On Plug-in
Single Sign-On Plug-in
Single Sign-On Plug-in
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2. Single Sign-On Plug-in
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CtxCreateSigningCert.exe
CtxSignData.exe

Single Sign-On
[ J

%ProgramFiles%\Citrix\MetaFrame Password Manager\Service
Single Sign-on Service CtxCreateSigningCert.exe

CtxCreateSigningCert

CtxCreateSigningCert public_cert private_cert expiration_period

public_cert =
private_cert =

expiration_period =

ctxcreatesigningcert C:\PublicKeyCert.cert C:\PrivateKeyCert.cert 12
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Service Single Sign-On
%ProgramFiles%\Citrix\MetaFrame Password Manager\Service\SigningTool
Single Sign-On Single
Sign-On
Single Sign-On CtxSignData.exe
=S - -u -v
-S
-s CtxSignData
Single Sign-On
Single Sign-On URI  Uniform Resource

Identifier NTFS Active Directory
CtxSignData -S
CtxSignData [-s service_path certificate_file centralstore_location NTFS|AD]

-s

service_path Single Sign-On URI

certificate_file

centralstore_location UNC Universal Naming Convention Active Directory

DNS Domain Name System

NTFS]AD
o NTFS = Microsoft NTFS
e AD = Microsoft Active Directory

ctxsigndata -s “mpmserver.mycompany.com/MPMService” “C:\privi2mos.cert” “\MPMCentralServer\citrixsync$” NTFS
ctxsigndata -s mpmserver.mycompany.com/MPMService “C:\privl2mos.cert” DC1.mycompany.com AD
-r

-r CtxSignData
Single Sign-On URI NTFS Active Directory
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Active Directory

NTFS|AD

o NTFS = Microsoft NTFS
e AD = Microsoft Active Directory

ctxsigndata -r “mpmserver.mycompany.com/MPMService” “C:\privi2mos.cert” “\\MPMCentralServer\citrixsync$” NTFS
ctxsigndata -r mpmserver.mycompany.com/MPMService “C:\privdmos.cert” DC1.mycompany.com AD

-u

Active Directory

CtxSignData -u

-u CtxSignData
Single Sign-On URI

CtxSignData [-u centralstore_location NTFS|AD]

NTFS

-u

centralstore_location

UNC Universal Naming Convention
DNS Domain Name System

Active Directory

NTFS|AD
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o NTFS = Microsoft NTFS
e AD = Microsoft Active Directory

ctxsigndata -u “\MPMCentralServer\citrixsync$” NTFS
ctxsigndata -u DC1.mycompany.com AD
-V

-v CtxSignData
Single Sign-On URI NTFS
Active Directory

CtxSignData -v

CitxSignData [-v service_path centralstore_location NTFS|AD]

-v
service_path Single Sign-On URI
centralstore_location UNC Universal Naming Convention Active Directory
DNS Domain Name System
NTFS]AD
e NTFS = Microsoft NTFS
e AD = Microsoft Active Directory

ctxsigndata -v “mpmserver.mycompany.com/MPMService” “\MPMCentralServer\citrixsync$” NTFS
ctxsigndata -v mpmserver.mycompany.com/MPMService “https://mpmserver.mycompany.com/MPMService” DC1.mycompany.com AD
-h

CtxSignData -h
CtxSignData -h

CtxSignData [-h]

ctxsigndata -h
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Single Sign-On Plug-in
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Single Sign-On

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password
Manager\Extensions\SyncManager\PerformintegrityCheck

REG_DWORD
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Single Sign-On

e Single Sign-On
° Single Sign-On

° Single Sign-On

Citrix AppCenter 2

People

Single Sign-On

Single Sign-On Single Sign-On Single Sign-On

Single Sign-On Plug-in

Single Sign-On Plug-in

Single Sign-On Plug-in

1. Citrix AppCenter Single Sign-On

1 Single Sign-on

. Citrix AppCenter Single Sign-On

a b w N

. Citrix AppCenter
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Single Sign-On Plug-in

1

Single Sign-On Plug-in

Single Sign-On Plug-in

2. Citrix AppCenter

3. Citrix AppCenter

Single Sign-On Plug-in

4. 1
5.
NTFS HKEY_Local_Machine\SOFTWARE\Citrix\Metaframe Password HKEY_Local_Machine\SOFTWARE\Citrix\Metaframe Password
NTFS ManagenExtensions\SyncManager\Syncs\DefaultSync\SSOSyncType ManagenExtensions\SyncManagen\Syncs\DefaultSync\SSOSyncType
= FileSyncPath = FileSyncPath
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password
Manager\Extensions\SyncManager\Syncs\DefaultSync\Servers\Serverl | Manager\Extensions\SyncManager\Syncs\DefaultSync\Servers\Serverl
NTFS HKEY_Local _Machine\SOFTWARE\Citrix\Metaframe Password HKEY_Local _Machine\SOFTWARE\Citrix\Metaframe Password
Active Manager\Extensions\SyncManager\Syncs\DefaultSync\SSOSyncType ManagenExtensions\SyncManagern\Syncs\DefaultSync\SSOSyncType
Directory | = FileSyncPath = ADSyncPath
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password
Manager\Extensions\SyncManager\Syncs\DefaultSync\Servers\Serverl
Active HKEY_Local _Machine\SOFTWARE\Citrix\Metaframe Password HKEY_Local _Machine\SOFTWARE\Citrix\Metaframe Password
Directory | Manager\Extensions\SyncManagen\Syncs\DefaultSync\SSOSyncType ManagenExtensions\SyncManagern\Syncs\DefaultSync\SSOSyncType
= ADSyncPath = FileSyncPath
NTFS HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password
Managen\Extensions\SyncManagern\Syncs\DefaultSync\Servers\Serverl

6. Citrix AppCenter

1. Citrix AppCenter

2
3.

1. Citrix AppCenter

2.
3.

https://docs.citrix.com

Windows

Citrix

XML

Single Sign-On

Single Sign-On
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NTFS

2. CtxMoveServiceData.exe
1

Single Sign-On

%ProgramFiles%\Citrix\Metaframe Password ManagenService\T ools

2. CtxMoveServiceData.exe —export \\server\share\backupfile

4. CtxMoveServiceData.exe
1

%ProgramFiles%\Citrix\Metaframe Password ManagenService\Tools

2. CtxMoveServiceData.exe —import <\\server\share\backupfile>

3.
4. AKR.DAT

CtxFileSyncClean
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Yes

NTFS
CtxFileSyncClean
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Citrix AppCenter

Citrix AppCenter
Single Sign-On Plug-in
2
[ ]
[ J
Single Sign-On Plug-in URL HTML
Windows
Single Sign-On Plug-in
Single Sign-On Plug-in
0
0
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Windows

Windows
1. Citrix AppCenter Single Sign-On
2.
3.
4
ID ExtensionName
ExtensionName

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password ManagenExtension\ExtensionName

ExtensionName ID

64

HKEY_LOCAL_MACHINE\SOFTWARE\Wow64 32Node\Citrix\MetaFrame Password Manager\Extension\ExtensionName

REG_SZ EXECUTABLE

Timeout REG_DWORD 0

TerminateProcess | REG_DWORD
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TRUE
FALSE O
REG_EXPAND_SZ
Arguments REG_SzZ
Executable
Executable Arguments
IDE
Arguments Single Sign-On Plug-in
$ Arguments
/h$_HANDLES$ /s $SAPSERVERS /t $SSAPTYPES$
/h 1275366 /s "Houston, TX" /t 43
Microsoft Windows
$ HANDLES$
$ —
$ HANDLES$
Argument
Windows

Single Sign-On Plug-in

WaitForCompletion
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0

Windows

1. Citrix AppCenter Single Sign-On

ID ExtensionName

ExtensionName

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password ManagenExtension\ExtensionName
ExtensionName ID

64

HKEY_LOCAL_MACHINE\SOFTWARE\Wow64 32Node\Citrix\MetaFrame Password Manager\Extension\ExtensionName

REG_SZ EXECUTABLE
Timeout REG_DWORD 0
TerminateProcess REG_DWORD
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WaitForCompletion REG_DWORD

TRUE

FALSE O

Single Sign-On Plug-in

TRUE
FALSE O
REG_EXPAND_SZ
Arguments REG_Sz
Executable
Arguments Single Sign-On Plug-in
$ Arguments

/h $_HANDLES$ /s $SAPSERVERS /t $SSAPTYPES$

/h 1275366 /s "Houston, TX" /t 43

Microsoft Windows

$ HANDLES$

Windows
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Username $ USERNAME$
Password $ PASSWORD$
Customl $ CUSTOM1$

Custom2 $ CUSTOM2$

Old Password $ OLDPASSWORD$

Argument
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Username Password Customl Custom?2 Old Password

Single Sign-On Plug-in

Single Sign-On Plug-in

comcitrix.cpm.ext4

Single Sign-On Plug-in

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\MetaFrame Password Manager\Log

PKI
REG_DWORD 0
0
1
REG_DWORD
0x00000001
Windows
0x00000004
Windows
MaxSizelnBytes REG_DWORD
4GB 2 32 819200
sso_.log

%L ocalAppData%\Citrix\MetaFrame Password Manager
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Windows Web
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Single Sign-On Windows Web
VTabKeyN Windows Web
Windows Web

code
‘DELAY=N’ N
‘VKEY=N’ N

Tab End Space 15 Logon username Space /ID Home 0.35 Tab

VTabKeyl="VKEY=9"*VKEY=35" ‘DELAY=1500 ‘Logon username‘'VKEY=32' VTabKey2="VKEY=36"‘DELAY=350"VKEY=9’
VirtualkeyCode VKEY Windows Web

code code code code
Break 3 5 53 \ 86 F5 116
BackSpace 8 6 54 W 87 F6 117

9 7 55 o 88 F7 118
Clear 12 8 56 e} 89 F8 119
Enter 13 9 57 z 90 F9 120
Shift 16 A 65 Windows 91 F10 121
Ctrl 17 B 66 Windows 92 F11 122
Alt 18 C 67 0| 96 F12 123
CapsLock 20 D 68 1|97 F13 124
Esc 27 E 69 2|98 F14 125
Space 32 F 70 399 F15 126
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Page Up Bde &Bde . 8e | FIO &le
Page Down 34 72 5| 101 F17 128
End 35 73 6 | 102 F18 129
Home 36 74 103 F19 130
7
37 75 8 | 104 F20 131
T 38 76 9 | 105 F21 132
Right 39 M 77 106 F22 133
1 40 78 107 F23 134
PrintScreen 44 O 79 109 F24 135
47 80 110 NumLock 144
0 48 Q 81 111 ScrollLock 145
1 49 82 F1 112 Shift 160
2 50 83 F2 113 Shift 161
3 51 84 F3 114 Ctrl 162
4 52 85 F4 115 Ctrl 163
HLLAPI
/ code / code / code
Alt @$ Local Print @P PF12/F12 @c
BackSpace @< @R PF13/F13 @d
@ @@ Shift @S PF14/F14 @e
Alt @A Dup @S@x PF15/F15 @f
Field - @A@- Field Mark @s@y PF16/F16 @9
Field + @A@+ Tab @T PF17/F17 @h
Field Exit @AQE @u PF18/F18 @i
Alt (@R @Vv PF19/F19 @j
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.187




Eras«; Input @)%@F / Q)%e PF20/F20 g)léle
Sys Request @A@H @z PF21/F21 @l
Insert Toggle @A@I Page Up @u PF22/F22 @m
@A@) Page Down @v PF23/F23 @n
Attention @A@Q End @q PF24/F24 @o
PrintScreen @A@T Home @0 PA1 @x
16 @A@X PF1/F1 @1 PA2 @y
/ @A@Y PF2/F2 @2 PA3 @z
Print PC @A@t PF3/F3 @3 PA4 @+
Back/ Tab @B PF4/F4 @4 PA5 @%
Clear @cC PF5/F5 @5 PA6 @&
@D PF6/F6 @6 PA7 @’
Enter @E PF7/F7 @7 PA8 @(
Erase EOF @F PF8/F8 @8 PA9 @)
@H PF9/F9 @9 PA10 @*
Ins @l PF10/F10 @a
New Line @N PF11/F11 @b
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Single Sign-On
SDK

XML

TLS Transpol

Sep 30, 2015
Citrix Single Sign-On SDK
Single Sign-On
Single Sign-On
Single Sign-On
Single Sign-On
API
Single Sign-On 1
SOAP/SPML Simple Object Access Protocol and Service Provisioning Markup Language
Web
Layer Security

Single Sign-On Plug-in
Oon

Single Sign-On Plug-in

SPML 2.0

SPML 2.0

XML SPML
Authorities RA

PSP  Provisioning Service Provider

Provisioning Service Object PSO
PSO-ID
GUID

Single Sign

Requesting

PSP Single Sign-On
PST Provisioning Service Target

Single Sign-On

PSO-ID FQDN

PSO
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PSO SPML containerlD

Single Sign-On

Single Sign-On Plug-in
Single Sign-On Plug-in
Single Sign-On Plug-in

Single Sign-On Plug-in
Single Sign-On Plug-in

Single Sign-On Plug-in TLS
Single Sign-On Secondary Credential
AppCenter Single Sign-On Single Sign-On
addRequest
RA
addRequest ID RA Single Sign-On
Single Sign-On
Single Sign-On Microsoft Outlook
Microsoft Exchange Single Sign-On
Single Sign-On MSN Hotmalil
addRequests
Single Sign-On Plug-in
ID RA
addRequest modifyRequest RA
provision-description RA ID
Single Sign-On Plug-in
lookupRequest RA
Single Sign-On Plug-in
Single Sign-On
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lookupResponse
Single Sign-On

Single Sign-On

API
add
add add modify
1 modify
modify

code

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.191




%16 cipherText

118 Windows

119 Pso ID

120

121

122 credential join

123 credential use-new-password

124 credential

125

126 ID

127

128
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API
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API XML
Single Sign-On ctxs

XML

synchronous asynchronous

unsupportedExecutionMode

FQDN Fully Qualified Domain Name

application- GUID AppCenter Single Sign-On Single Sign-On
GUID

credential- GUID addRequest
GUID

RA- RA ID requestiD
generated-
ID

AuthToken | authentication-token
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addRequest

Sep 30,2015

addRequest

psolD

addRequest

1 containerlD FQDN

GUID data

AuthToken Credential name Admin Text Credential description appdefGuid Domain salima pass123 domain database

requestiD ID
targetID ID CPM Provisioning 1.0
returnData data

identifier

name Single Sign-On

everything
executionMode Single Sign-On synchronous
authentication- authentication-token
token
containerlD FQDN
data credential

application
ctxs:credential credential name description
ctxs:application application
lookupApplicationsRequest
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addResponse

addResponse
status success failure pending
requestiD ID
pso ctxs.credential pso
psolD PSOID lookupResponse GUID
containerlD FQDN
data credential
application
group
group join use-new-password
group
join use-new-
password
False | False
False | true
true False
password
true | true
password
psolD GUID credential-GUID lookupResponse
modifyRequest deleteRequest
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- batchRequest

Sep 30,2015
batchRequest < >Request
Single Sign-On batchRequest

AuthToken Credential name appdefGuid janed pwd123  AuthToken Credential name appdefGuid2 salima pass123

processing sequential parallel Single Sign-On
sequential parallel Single Sign-On
onError Single Sign-On resume
exit
<
>Request
batchResponse
batchResponse
<
>Request
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- deleteRequest

Sep 30, 2015
deleteRequest GUID

AuthToken

requestiD ID

executionMode Single Sign-On synchronous

authentication-token authentication-token

psolD PSOID lookupResponse
GUID

containerlD FQDN

status success failure pending

requestiD ID
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AuthToken

- deleteRequest

deleteRequest

requestiD

executionMode

Single Sign-On synchronous

authentication-

authentication-token

token
psolD PSOID lookupResponse
GUID
deleteResponse
status success failure pending
requestiD ID
Single Sign-O
resetRequest
Single Sign-On Plug-in
Single Sign-On
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- listTargetsRequest
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listTargetsRequest Single Sign-On

targetlID CPM Provisioning 1.0

AuthToken

requestiD ID

executionMode Single Sign-On synchronous

authentication-token authentication-token

requestiD ID

status success failure pending

targetiD ID CPM Provisioning 1.0

schema ID
schema
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- lookupApplicationRequest

Sep 30,2015

lookupApplicationRequest

AuthToken

requestiD ID

authentication-token authentication-token

psolD FQDN

- lookupApplicationResponse

app-GUID1 Outlook Outlook 2003 Domain app-GUID2 Vantive Bug Database SAP

status success failure pending
requestiD ID
psolD FQDN
data credential
application
ctxs:application application
lookupApplicationRequest
1 application
ctxs:application

SPML
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- lookupRequest

Sep 30,2015
lookupRequest returnData
AuthToken
requestID ID
returnData data
identifier
name Single Sign-On
everything
executionMode Single Sign-On synchronous
authentication-token authentication-token
psolD PSOID lookupResponse GUID
- lookupResponse

credential-GUID1 Aviva Aviva 5250 Demo Aviva 5250 app-GUID1 Aviva 5250 Demo AppGroup

credential-GUID2 Dynamic Appl

lookupApplicationRequest

https://docs.citrix.com

status success failure pending
requestID ID
pso ctxs:credential pso
psolD FQDN Single Sign-On  SPML pso
ctxs:credential returnData data everything
pso psolD ID
GUID
data credential application
ctxs.credential credential description
ctxs:credential
ctxs:application application
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1 application ctxs:application

lookupRequest

field

add
modify lookupResponse
userlD password custom-field
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- lookupRequest

Sep 30, 2015
AuthToken
requestiD ID
returnData data
identifier
name Single Sign-On
everything
executionMode synchronous asynchronous
unsupportedExecutionMode
authentication- authentication-token
token
psolD FQDN
containerlD FQDN
- lookupResponse

Credential-name Admin text Credential description app-GUID Outlook description from app-def Domain

status success failure pending
requestiD ID
psolD FQDN Single Sign-On  SPML
pso ctxs.credential Element
returnData data everything
1 pso psolD ID GUID
containerlD FQDN
data credential
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application

ctxs:credential credential name description

ctxs:credential Element

ctxs:application application
lookupApplicationRequest
1 application
ctxs.credential Element
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- modifyRequest

Sep 30,2015
modifyRequest
AuthToken New Credential Name username
requestiD ID
ctxs:authentication- | authentication-token
token
psolD ID GUID Single Sign-On
lookupRequest
containerlD FQDN
modification modificationMode
add addRequest modificationMode
add psolD data addRequest
psolD deleteRequest data
credential addRequest
replace
delete data
data credential
application
credential credential name description
ctx:.credential
name AppCenter Single Sign-On
application application
lookupApplicationsRequest
ctxs:application application ID
add group group
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join use-new-password

group

fields

useriD

lookupResponse fields

addRequest

password

custom-field

Single Sign-On

psolD

PSOID

FQDN

- modifyResponse

status

requestiD

success failure pending

ID

modifyRequest group

modifyRequest

— lookupResponse

group

join true
addRequest

application ctxs:fields

group addRequest

join use-new-
password

False | true

true False

password

true true
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. assword
join use-new- P

password

psolD GUID credential-GUID lookupResponse
modifyRequest deleteRequest
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- resetRequest

Sep 30,2015
resetRequest

Single Sign-On

AuthToken

requestID ID

executionMode Single Sign-On synchronous

authentication-token authentication-token

psolD FQDN

- resetResponse

status success failure pending

requestID ID
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SPML Single Sign-On http://citrix.com/Provision
ctxs 3 authentication-
token application credential
authentication-token - ctxs:authentication-token
authentication-token AuthToken

authentication-token

AuthToken
application - ctxs:application
application credential
lookupApplicationRequest
addRequest

app-GUID Outlook description from app-def Domain

fields

id GUID
name
description
group

password-sharing

addRequest

fields

fields

e userlD ID

e password

e custom-field index 1

2 label
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credential

credential

credential

application ctxs.credential

- ctxs:.credential

application

application

Credential Name user visible description optional-RA provided-description appdefGuid johnd pass123 mydomain

status credential status active

queued active Single Sign-On Plug-in queued

Single Sign-On Plug-in
pendingAction | credential pendingAction
add modify delete delete
modify
name credential name Single Sign-On Plug-in
description credential description Single Sign-On Plug-in
provision- provision-description Single Sign-On Plug-in
description
application application GUID userlD password custom-field
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