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About StoreFront

May 30, 2017

StoreFront manages the delivery of desktops and applications from XenApp and XenDesktop servers, and XenMobile
servers in the data center to user devices. StoreFront enumerates and aggregates available desktops and applications into
stores. Users access StoreFront stores through Citrix Receiver directly or by browsing to a Citrix Receiver for Web or
Desktop Appliance site. Users can also access StoreFront using thin clients and other end-user-compatible devices through
a XenApp Services site.

StoreFront keeps a record of each user's applications and automatically updates their devices. Users have a consistent
experience as they roam between their smartphones, tablets, laptops, and desktop computers. StoreFront is an integral
component of XenApp 7 .x and XenDesktop 7 x but can be used with several versions of XenApp and XenDesktop.

StoreFront 3.11 includes a number of fixed and known issues.
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Fixed issues

May 22,2017
The following issues have been fixed since version 3.9:

e |f the Citrix SCOM Management Pack Agent service is installed on the StoreFront server, StoreFront cannot upgrade.

[#DNA-34792]

e On upgrade, StoreFront forgets the default IS website setting. This issue applies to upgrades from versions 3.5, 3.6, 3.7,
or3.8.

[#DNA-22721]

e StoreFront does not upgrade with a large (over 2 GB) subscription database.

[#DNA-27194]

e Cannot log on to Citrix Receiver for Web site using domain pass-through in a shared authorization service environment. If
you have multiple stores sharing an authorization service and then create a new, dedicated authentication service for
one of the stores, it is not possible to log on to the Citrix Receiver for Web site while using domain pass-through.

[#DNA-34238]
e Attempts to launch a session might fail with the following error message:
"The ICA file contains an invalid unsigned parameter."

Before you upgrade or replace the new ADMX file, set the ICA file signing related policy "Enable ICA File Signing" to "Not
configured.”

Note: Fix #L.C5338 works with StoreFront 3.9 and later versions.
[#LC5338]

e The icon color for Citrix Receiver for Windows does not change after modifying the StoreFront theme.
[#LC6435]

e Afterinstalling StoreFront 3.0.1000 or 3.0.2000, the management console fails to start and the following error message
appears: "The Management console is unavailable because of a root certificate missing, go to verisign and download the
certificate - Verisign class primary CA - G5." For more information, see Knowledge Center article CTX218815.

[#LC6471]

e When you select a configured Site during the setup of XenDesktop, a default store might be created in StoreFront that
uses the default Authentication Service. If you remove this store, users of Citrix Receiver for Windows cannot add any
other stores and the following error message might appear:

"A protocol error occurred while communicating with the Authentication Service."
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[#LC6664]

e Upgrading StoreFront to version 3.0.2000 from version 2.5 fails with Error 1603. For more information, see Knowledge
Center article CTX220411.

[#LC6816]

e Users are unable to see apps and desktops after logging on when one XML broker does not work correctly, even when
there are many working XML brokers. The following error message appears.
"There are no apps or desktops available to you at this time."

[#LC6928]

e |f you configure Self-Service Password Reset (SSPR) for a specific store fromthe StoreFront console, the configuration
applies to all stores, not just to the specific store you selected.

[#LC6987]

e Attempts to propagate changes to a server group by selecting "Propagate Changes" on the StoreFront console might
failand the following error message appears:

"Propagation failed on one or more servers."

[#LC7428]
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Known issues

Jun 02,2017
The following issues are known to exist in this release.

If the Administrator changes the group policy setting, MaxPasswordAge, the StoreFront default domain service does
not reload the new value. In StoreFront, the user may be shown the incorrect "number of days until password expiry". To
work around this issue, restart the Citrix default domain service on each StoreFront server to re-read the value.

[# DNA-41380]

Users cannot log on to Citrix Receiver for Web if a custom authentication form contains an element with
ID=confirmBtn. Users are unable to log on to Citrix Receiver for Web if a StoreFront authentication extension generates
a custom authentication form containing an element with ID confirmBtn. Workaround: The authentication extension
should use a different ID value in the custom form.

[# 603196, DNA-22593]

Studio console crashes with an MMC error after clicking StoreFront node for the first time. After the XenDesktop
installation completes and you open the Studio console (and do not close it) and click the StoreFront node in the left
pane for the first time, the MMC snap-in might crash. Workaround: Reopen Studio.

[#655031, DNA-40366]

Reconnecting apps in the Chrome browser might fail. When using the Chrome browser and reconnecting to published
applications from XenApp and XenDesktop servers, clicking Connect for the applications might only reconnect the first
session when more than one session is being used. Workaround: Click Connect again to reconnect each additional
session being used.

[# 575364, DNA-22561]

Apps in AppController. Apps published in AppController might not start. Workaround: Use the StoreFront PowerShell
commands to manually create a store with an authentication service located at
http:// sfserver/ Citrix/Authentication.

[# 599292]

Configuration of Optimal HDX routing with old PowerShell cmdlet fails. When attempting to configure Optimal HDX
routing with the old PowerShell cmdlet using Set-DSOptimalGatewayForFarms, the command fails.

Workaround:

1. Configure a global gateway with the settings you want for Optimal HDX routing using the Add-
DSGlobalv10Gateway command and provide default values for the authentication settings.

2. Use the Add-DSStoreOptimalGateway command to add the optimal gateway configuration.

Example:
Add-DSGlobalV10Gateway -1d 2eba0524-af40-421e-9c5f-alccca80715f -Name LondonGateway -Address
"http://example" -Logon Domain -SecureTicketAuthorityUrls @("http://staurll", "http://staurl2")
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Add-DSStoreOptimalGateway -Siteld 1 -VirtualPath /Citrix/Storel -Gatewayld 2eba0524-af40-421e-9¢5f-
alcccaB80715f -Farms @("Controller") -EnabledOnDirectAccess $true

[# 624040]

e Authentication Service problems after upgrade. Upgrades from StoreFront 2.x to 3.x followed by a propagation to the
server group might result in an entry for the pnaAuthenticationStartupModule being added to the authentication
configuration file. Because entries can be added only to authentication services that have been enabled for PNA
authentication services and PNA password change, the authentication service cannot start, as it's missing the named
start-up module. Workaround: Remove the entry fromthe authentication configuration file. By default, the
configuration file resides at C:\inetpub\wwwroot\Citrix\<Your_Auth_Service>\web.config.

[# 640644]
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System requirements

May 22,2017
When planning your installation, Citrix recommends that you allow at least an additional 2 GB of RAM for StoreFront over

and above the requirements of any other products installed on the server. The subscription store service requires a minimum
of 5 MB disk space, plus approximately 8 MB for every 1000 application subscriptions. All other hardware specifications must
meet the minimum requirements for the installed operating system.

Citrix has tested and provides support for StoreFront installations on the following platforms:

Windows Server 2016 Datacenter and Standard editions

Windows Server 2012 R2 Datacenter and Standard editions

Windows Server 2012 Datacenter and Standard editions

Windows Server 2008 R2 Service Pack 1 Enterprise and Standard editions

Upgrading the operating systemversion on a server running StoreFront is not supported. Citrix recommends that you install
StoreFront on a new installation of the operating system. All the servers in a multiple server deployment must run the same
operating system version with the same locale settings. StoreFront server groups containing mixtures of operating system
versions and locales are not supported. While a server group can contain a maximum of six servers, from a capacity
perspective based on simulations, there is no advantage of server groups containing more than three servers. All servers in a
server group must reside in the same location.

Microsoft Internet Information Services (11S) and Microsoft .NET Framework are required on the server. If either of these
prerequisites is installed but not enabled, the StoreFront installer enables them before installing the product. Windows
PowerShell and Microsoft Management Console, which are both default components of Windows Server, must be installed
on the web server before you can install StoreFront. The relative path to StoreFront in [IS must be the same on all the
servers in a group.

The StoreFront installer willadd the I1S features it requires. If you pre-install these features, below is the required list:
On all platforms:

Web-Static-Content
Web-Default-Doc
Web-Http-Errors
Web-Http-Redirect
Web-Http-Logging
Web-Mgmt-Console
Web-Scripting-Tools
Web-Windows-Auth
Web-Basic-Auth
Web-Applnit

On Windows Server 2008 R2:

o \Web-Asp-Net
e As-Tcp-PortSharing

On Windows Server 2012 R2:
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e \Web-Asp-Net45
e Net-Wcf-Tcp-PortSharing45

On Windows Server 2016
e Web-Asp-Net45
e Net-Wcf-Tcp-PortSharing45

StoreFront uses the following ports for communications. Ensure your firewalls and other network devices permit access to
these ports.

e TCP ports 80 and 443 are used for HTTP and HTTPS communications, respectively, and must be accessible from both
inside and outside the corporate network.

e TCP port 808 is used for communications between StoreFront servers and must be accessible from inside the corporate
network.

e ATCP port randomly selected from all unreserved ports is used for communications between the StoreFront serversin a
server group. When you install StoreFront, a Windows Firewall rule is configured enabling access to the StoreFront
executable. However, since the port is assigned randomly, you must ensure that any firewalls or other devices on your
internal network do not block traffic to any of the unassigned TCP ports.

e TCP port 8008 is used by Citrix Receiver for HTML5, where enabled, for communications from local users on the internal
network to the servers providing their desktops and applications.

StoreFront supports both pure IPv6 networks and dual-stack IPv4/IPv6 environments.

Citrix has tested and provides support for StoreFront when used with the following Citrix product versions.

Citrix server requirements

StoreFront stores aggregate desktops and applications fromthe following products.

e XenDesktop

e XenDesktop 7.14
XenDesktop 7.13
XenDesktop 7.12
XenDesktop 7.11
XenDesktop 7.9
XenDesktop 7.8
XenDesktop 7.7
XenDesktop 7.6
XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7
XenDesktop 5.6 Feature Pack 1
XenDesktop 5.6

e XenDesktop 5.5
e XenApp

e XenApp7.14

e XenApp7.13

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.11



XenApp 7.12

XenApp 7.11

XenApp 7.9

XenApp 7.8

XenApp 7.7

XenApp 7.6

XenApp 7.5

XenApp 6.5 Feature Pack 2

XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2

XenApp 6.5 for Windows Server 2008 R2
e XenApp 6.0 for Windows Server 2008 R2

e XenMobile
e XenMobile 9.0/App Controller 9.0

NetScaler Gateway requirements

The following versions of NetScaler Gateway can be used to provide access to StoreFront for users on public networks.

NetScaler Gateway 11.x
NetScaler Gateway 10.5
NetScaler Gateway 10.1
Access Gateway 10 Build 69.4 (the version number is displayed at the top of the configuration utility)

Citrix Receiver for HTML5 requirements

If you plan to enable users to access desktops and applications using Citrix Receiver for HTML5 running on Receiver for
Web sites, the following additional requirements apply.

Forinternal network connections, Citrix Receiver for HTML5 enables access to desktops and applications provided by the
following products.

XenDesktop 7.14
XenDesktop 7.13
XenDesktop 7.12
XenDesktop 7.11
XenDesktop 7.9
XenDesktop 7.8
XenDesktop 7.7
XenDesktop 7.6
XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7
XenApp 7.14
XenApp 7.13
XenApp 7.12
XenApp 7.11
XenApp 7.9
XenApp 7.8
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XenApp 7.7

XenApp 7.6

XenApp 7.5

XenApp 6.5 Feature Pack 2

XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2 (requires Hotfix XA650R01W2K8R2X64051, which is available at
http://support.citrix.com/article/CTX135757)

Forremote users outside the corporate network, Citrix Receiver for HTML5 enables access to desktops and applications
through the following versions of NetScaler Gateway.

e NetScaler Gateway 11.x
e NetScaler Gateway 10.1
e Access Gateway 10 Build 71.6014 (the version number is displayed at the top of the configuration utility)

For users connecting through NetScaler Gateway, Citrix Receiver for HTML5 enables access to desktops and applications
provided by the following products.

e XenDesktop
e XenDesktop 7.14
XenDesktop 7.13
XenDesktop 7.12
XenDesktop 7.11
XenDesktop 7.9
XenDesktop 7.8
XenDesktop 7.7
XenDesktop 7.6
XenDesktop 7.5
XenDesktop 7.1
XenDesktop 7
XenDesktop 5.6
XenDesktop 5.5
e XenApp
XenApp 7.14
XenApp 7.13
XenApp 7.12
XenApp 7.11
XenApp 7.9
XenApp 7.8
XenApp 7.7
XenApp 7.6
XenApp 7.5
XenApp 6.5 Feature Pack 2
XenApp 6.5 Feature Pack 1 for Windows Server 2008 R2
XenApp 6.5 for Windows Server 2008 R2
XenApp 6.0 for Windows Server 2008 R2

Updated: 2017-02-22
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StoreFront provides a number of different options for users to access their desktops and applications. Citrix Receiver users
can either access stores through Citrix Receiver or use a web browser to log on to a Citrix Receiver for Web site for the
store. For users who cannot install Citrix Receiver, but have an HTML5-compatible web browser, you can provide access to
desktops and applications directly within the web browser by enabling Citrix Receiver for HTML5 on your Citrix Receiver for
Web site.

Users with non-domain-joined desktop appliances access their desktops through their web browsers, which are configured
to access Desktop Appliance sites. In the case of domain-joined desktop appliances and repurposed PCs running the Citrix
Desktop Lock, along with older Citrix clients that cannot be upgraded, users must connect through the XenApp Services
URL forthe store.

If you plan to deliver offline applications to users, the Offline Plug-in is required in addition to Citrix Receiver for Windows. If
you want to deliver Microsoft Application Virtualization (App-V) sequences to users, a supported version of the Microsoft
Application Virtualization Desktop Client is also required. For more information, see Managing Streamed Applications. Users
cannot access offline applications or App-V sequences through Citrix Receiver for Web sites.

It is assumed that all user devices meet the minimum hardware requirements for the installed operating system.

Requirements for Citrix Receiver-enabled stores

The following Citrix Receiver versions can be used to access StoreFront stores from both internal network connections and
through NetScaler Gateway. Connections through NetScaler Gateway can be made using both the NetScaler Gateway
Plug-in and/or clientless access. Citrix Receiver for Windows 4.3 is the minimum version required to receive the full
StoreFront unified Citrix Receiver experience. See Support for the unified Citrix Receiver experience.

Citrix Receiver for Chrome 2.x
Citrix Receiver for HTML5 2.x
Citrix Receiver for Mac 12.x
Citrix Receiver for Windows 4 .x
Citrix Receiver for Linux 13.x

Requirements for access to stores through Citrix Receiver for Web sites

The following Citrix Receiver, operating system, and web browser combinations are recommended for users to access
Citrix Receiver for Web sites from both internal network connections and through NetScaler Gateway. Connections
through NetScaler Gateway can be made using both the NetScaler Gateway Plug-in and clientless access.

e Citrix Receiver for Windows 4.7, Citrix Receiver for Windows 4.6, Citrix Receiver for Windows 4.5, Citrix Receiver for
Windows 4.4, Citrix Receiver for Windows 4.3, and Citrix Receiver for Windows 4.2.x
e Windows 10 (32-bit and 64-bit editions)

e Microsoft Edge

e Internet Explorer 11

e Google Chrome

e Mozilla Firefox

e Windows 8.1 (32-bit and 64-bit editions)

e |ntermnet Explorer 11 (32-bit mode)

e Google Chrome

e Mozilla Firefox
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e Windows 8 (32-bit and 64-bit editions)
e |nternet Explorer 10 (32-bit mode)
e Google Chrome
e Mozilla Firefox
e Windows 7 Service Pack 1 (32-bit and 64-bit editions)
e Internet Explorer 11, 10,9
e Google Chrome
e Mozilla Firefox
e Windows Embedded Standard 7 Service Pack 1 or Windows Thin PC
e |ntermnet Explorer 11,10, 9

e C(Citrix Receiver for Windows 4.0 and Citrix Receiver for Windows 3.4
e Windows 8 (32-bit and 64-bit editions)
e |nternet Explorer 10 (32-bit mode)
e Google Chrome
e Mozilla Firefox
e Windows 7 Service Pack 1 (32-bit and 64-bit editions)
e Internet Explorer 11, 10, 9
e Google Chrome
e Mozilla Firefox
e \Windows Embedded Standard 7 Service Pack 1 and Windows Thin PC
e Internet Explorer 11, 10, 9
e (itrix Receiver for Mac 12.0
e Mac OS X 10.11 El Capitan
e Safari9
e Google Chrome
e Mozilla Firefox
e Mac OS X 10.10 Yosemite
e Safari8
e Google Chrome
e Mozilla Firefox
e Mac OS X 10.9 Mavericks
e Safari7
e Google Chrome
e Mozilla Firefox
e Citrix Receiver for Linux 12.1 and Citrix Receiver for Linux 13.x
e Ubuntu 12.04 (32-bit) and 14.04 LTS (32-bit)
e Google Chrome
e Mozilla Firefox

Requirements for access to desktops and applications through Receiver for HTML5

The following operating systems and web browsers are recommended for users to access desktops and applications using
Receiver for HTML5 running on Receiver for Web sites. Both internal network connections and connections through
NetScaler Gateway are supported. However, for connections from the internal network, Receiver for HTML5 only enables
access to resources provided by specific products. Additionally, specific versions of NetScaler Gateway are required to
enable connections from outside the corporate network. For more information, see Infrastructure requirements.
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e Browsers

Microsoft Edge

Internet Explorer 11 and 10 (HTTP connections only)
Safari 7

Safari 6

Google Chrome

Mozilla Firefox

e Operating systems

Requirements for access to stores through Desktop Appliance sites

Windows RT

Windows 10 (32-bit and 64-bit editions)

Windows 8.1 (32-bit and 64-bit editions)

Windows 8 (32-bit and 64-bit editions)

Windows 7 Service Pack 1 (32-bit and 64-bit editions)
Windows Vista Service Pack 2 (32-bit and 64-bit editions)
Windows Embedded XP

Mac OS X 10.10 Yosemite

Mac OS X 10.9 Mavericks

Mac OS X 10.8 Mountain Lion

Mac OS X 10.7 Lion

Mac OS X 10.6 Snow Leopard

Google Chrome OS 48

Google Chrome OS 47

Ubuntu 12.04 (32-bit)

The following Citrix Receiver, operating system, and web browser combinations are recommended for users to access
Desktop Appliance sites from the internal network. Connections through NetScaler Gateway are not supported.

e C(itrix Receiver for Windows 4.5, Citrix Receiver for Windows 4 4, Citrix Receiver for Windows 4.3, and Citrix Receiver for
Windows 4.2.x, and Citrix Receiver for Windows 4.1

Windows 8.1 (32-bit and 64-bit editions)
e Internet Explorer 11 (32-bit mode)
Windows 8 (32-bit and 64-bit editions)
e |nternet Explorer 10 (32-bit mode)

e Windows 7 Service Pack 1 (32-bit and 64-bit editions), Windows Embedded Standard 7 Service Pack 1, or Windows

e Citrix Receiver for Windows 4.0 or Citrix Receiver for Windows 3.4

Thin PC

e |nternet Explorer 9 (32-bit mode)
e |nternet Explorer 8 (32-bit mode)
Windows Embedded XP

e |nternet Explorer 8 (32-bit mode)

Windows 8 (32-bit and 64-bit editions)
e |nternet Explorer 10 (32-bit mode)

e Windows 7 Service Pack 1 (32-bit and 64-bit editions), Windows Embedded Standard 7 Service Pack 1, or Windows

Thin PC
e |nternet Explorer 9 (32-bit mode)
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e [nternet Explorer 8 (32-bit mode)
e Windows Embedded XP
e [nternet Explorer 8 (32-bit mode)
e (itrix Receiver for Windows Enterprise 3.4
e Windows 7 Service Pack 1 (32-bit and 64-bit editions), Windows Embedded Standard 7 Service Pack 1, or Windows
Thin PC
e |nternet Explorer 9 (32-bit mode)
e |nternet Explorer 8 (32-bit mode)
e Windows Embedded XP
e |nternet Explorer 8 (32-bit mode)
e (Citrix Receiver for Linux 12.1
e Ubuntu 12.04 (32-bit)
e Mozilla Firefox 27

Requirements for access to stores through XenApp Services URLs

All'the versions of Citrix Receiver listed above can be used to access StoreFront stores with reduced functionality through
XenApp Services URLs. In addition, you can use the older client that does not support other access methods - Citrix Receiver
for Linux 12.0 (internal network connections only) - to access stores through XenApp Services URLs. Connections through
NetScaler Gateway, where supported, can be made using both the NetScaler Gateway Plug-in and clientless access.

Smart card requirements

Requirement for using Citrix Receiver for Windows 4.X with smart cards

Citrix tests for compatibility with the US. Government Dept. Of Defense Common Access Card (CAC), U.S. National Institute
of Standards and Technology Personal Identity Verification (NIST PIV) cards, and some USB smart card tokens. You can use
contact card readers that comply with the USB Chip/Smart Card Interface Devices (CCID) specification and are classified by
the German Zentraler Kreditausschuss (ZKA) as Class 1 smart card readers. ZKA Class 1 contact card readers require that
users insert their smart cards into the reader. Other types of smart card readers, including Class 2 readers (which have
keypads for entering PINs), contactless readers, and virtual smart cards based on Trusted Platform Module (TPM) chips, are
not supported.

For Windows devices, smart card support is based on Microsoft Personal Computer/Smart Card (PC/SC) standard
specifications. As a minimum requirement, smart cards and card readers must be supported by the operating systemand
have received Windows Hardware Certification.

For more information about Citrix-compatible smart cards and middleware, see Smart cards in the XenApp and XenDesktop
documentation, and http://www.citrix.com/ready.

Requirements for using Desktop Appliance sites with smart cards

For users with desktop appliances and repurposed PCs running the Citrix Desktop Lock, Citrix Receiver for Windows
Enterprise 3.4 is required for smart card authentication. On all other Windows devices, Citrix Receiver for Windows 4.1 can
be used.

Requirements for authentication through NetScaler Gateway

The following versions of NetScaler Gateway can be used to provide access to StoreFront for users on public networks
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authenticating with smart cards.

NetScaler Gateway 11x
NetScaler Gateway 10.5
NetScaler Gateway 10.1
Access Gateway 10 Build 69.4 (the version number is displayed at the top of the configuration utility)
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Plan your StoreFront deployment

May 22,2017
StoreFront employs Microsoft .NET technology running on Microsoft Internet Information Services (I1S) to provide
enterprise app stores that aggregate resources and make them available to users. StoreFront integrates with your
XenDesktop, XenApp, and App Controller deployments, providing users with a single, self-service access point for their
desktops and applications.

StoreFront comprises the following core components:

e The authentication service authenticates users to Microsoft Active Directory, ensuring that users do not need to log on
again to access their desktops and applications. For more information, see User authentication.

e Stores enumerate and aggregate desktops and applications from XenDesktop, XenApp, and App Controller. Users access
stores through Citrix Receiver, Citrix Receiver for Web sites, Desktop Appliance sites, and XenApp Services URLs. For more
information, see User access options.

e The subscription store service records details of users' application subscriptions and updates their devices to ensure a
consistent roaming experience. For more information about enhancing the experience for your users, see Optimize the
user experience.

StoreFront can be configured either on a single server or as a multiple server deployment. Multiple server deployments not
only provide additional capacity, but also greater availability. The modular architecture of StoreFront ensures that
configuration information and details of users' application subscriptions are stored on and replicated between all the
servers in a server group. This means that if a StoreFront server becomes unavailable for any reason, users can continue to
access their stores using the remaining servers. Meanwhile, the configuration and subscription data on the failed server are
automatically updated when it reconnects to the server group. Subscription data is updated when the server comes back
online but you must propagate configuration changes if any were missed by the server while offline. In the event of a
hardware failure that requires replacement of the server, you can install StoreFront on a new server and add it to the
existing server group. The new server is automatically configured and updated with users' application subscriptions when it
joins the server group.

The figure shows a typical StoreFront deployment.
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For multiple server deployments, external load balancing through, for example, NetScaler or Windows Network Load
Balancing is required. Configure the load balancing environment for failover between servers to provide a fault-tolerant
deployment. For more information about load balancing with NetScaler, see Load Balancing. For more information about
Windows Network Load Balancing, see http://technet.microsoft.com/en-us/library/hh831698.aspx.

Active load balancing of requests sent from StoreFront to XenDesktop sites and XenApp farms is recommended for
deployments with thousands of users or where high loads occur, such as when a large number of users log on over a short
period of time. Use a load balancer with built-in XML monitors and session persistency, such as NetScaler.

If you deploy SSL-terminating load balancer or if you need to troubleshoot, you can use the PowerShell cmdlet Set-
STFWebReceiverCommunication.

Syntax:

Set-STFWebReceiverCommunication [-WebReceiverService] <WebReceiverService> [[-Loopback] <On | Off |
OnUsingHttp>] [[-LoopbackPortUsingHttp] <Int32>]

The valid values are:

e On - This is the default value for new Citrix Receiver for Web sites. Citrix Receiver for Web uses the schema (HTTPS or
HTTP) and port number fromthe base URL but replaces the host with the loopback IP address to communicate with
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StoreFront Services. This works for single server deployments and deployments with a non SSL-terminating load balancer.
e OnUsingHttp - Citrix Receiver for Web uses HTTP and the loopback IP address to communicate with StoreFront
Services. If you are using an SSL-terminating load balancer, select this value. You must also specify the HTTP port if it is
not the default port 80.
e Off - This turns off loopback and Citrix Receiver for Web uses the StoreFront base URL to communicate with
StoreFront Services. If you perform an in-place upgrade, this is the default value to avoid disruption to your existing
deployment.

Forexample, if you are using an SSL-terminating load balancer, your IIS is configured to use port 81 for HTTP and the path
of your Citrix Receiver for Web site is /Citrix/StoreWeb, you can run the following command to configure the Citrix Receiver
for Web site:

Swr = Get-STFWebReceiverService -VirtualPath /Citrix/StoreWeb
Set-STFWebReceiverCommunication -WebReceiverService $wr -Loopback OnUsingHttp -
LoopbackPortUsingHttp 81

Note that you have to switch off loopback to use any web proxy tool like Fiddler to capture the network traffic between
Citrix Receiver for Web and StoreFront Services.

For single server deployments you can install StoreFront on a non-domain-joined server (but certain functionality will be
unavailable); otherwise, StoreFront servers must reside either within the Active Directory domain containing your users'
accounts or within a domain that has a trust relationship with the user accounts domain unless you enable delegation of
authentication to the XenApp and XenDesktop sites or farms. All the StoreFront servers in a group must reside within the
same domain.

In a production environment, Citrix recommends using HTTPS to secure communications between StoreFront and users'
devices. To use HTTPS, StoreFront requires that the IS instance hosting the authentication service and associated stores is
configured for HTTPS. In the absence of the appropriate IIS configuration, StoreFront uses HTTP for communications. You
can change fromHTTP to HTTPS at any time, provided the appropriate IIS configuration is in place.

If you plan to enable access to StoreFront from outside the corporate network, NetScaler Gateway is required to provide
secure connections for remote users. Deploy NetScaler Gateway outside the corporate network, with firewalls separating
NetScaler Gateway from both the public and internal networks. Ensure that NetScaler Gateway is able to access the Active
Directory forest containing the StoreFront servers.

StoreFront enables you to deploy different Stores in different IIS websites per Windows server so that each store can
have a different host name and certificate binding.

Start by creating two websites, in addition to the default web site. After creating multiple websites in IIS, use the
PowerShell SDK to create a StoreFront deployment in each of those IIS websites. For more information about creating
websites in IIS, see How to set up your first 1IS Website.

Note: The StoreFront and PowerShell consoles cannot be open at the same time. Always close the StoreFront
management console before using the PowerShell console to administer your StoreFront configuration. Likewise, close all
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instances of PowerShell before opening the StoreFront console.
Example: To create two IIS website deployments - one for applications and one for desktop.

1. Add-STFDeployment -SitelD 1 -HostBaseURL "https://www.storefront.app.com"
2. Add-STFDeployment -SitelD 2 -HostBaseURL "https://www.storefront.desktop.com"

StoreFront disables the management console when it detects multiple sites and displays a message to that effect.

For more information, see Before installing and configuring.

The number of Citrix Receiver users supported by a StoreFront server group depends on the hardware you use and on the
level of user activity. Based on simulated activity where users log on, enumerate 100 published applications, and start one
resource, expect a single StoreFront server with the minimum recommended specification of two virtual CPUs running on an
underlying dual Intel Xeon L5520 2.27 Ghz processor server to enable up to 30,000 user connections per hour.

Expect a server group with two similarly configured servers in the group to enable up to 60,000 user connections per hour;
three nodes up to 90,000 connections per hour; four nodes up to 120,000 connections per hour; five nodes up to 150,000
connections per hour; six nodes up to 175,000 connections per hour.

The throughput of a single StoreFront server can also be increased by assigning more virtual CPUs to the system, with four
virtual CPUs enabling up to 55,000 user connections per hour and eight virtual CPUs enabling 80,000 connections per hour.

The minimum recommended memory allocation for each server is 4GB. When using Citrix Receiver for Web, assign an
additional 700 bytes per resource, per user in addition to the base memory allocation. As with using Web Receiver, when
using Citrix Receiver, design environments to allow an extra 700 bytes per resource, per user on top of the base 4 GB
memory requirements for this version of StoreFront.

As your usage patterns might be different than those simulated above, your servers might support more or fewer numbers
of users connections per hour.

Important: All servers in a server group must reside in the same location. StoreFront server groups containing mixtures of
operating system versions and locales are not supported.

Occasionally, network issues or other problems can occur between a StoreFront store and the servers that it contacts,
causing delays or failures for users. You can use the timeout settings for a store to tune this behavior. If you specify a short
timeout setting, StoreFront quickly abandons a server and tries another one. This is useful if, for example, you have
configured multiple servers for failover purposes.

If you specify a longer timeout, StoreFront waits longer for a response from a single server. This is beneficial in
environments where network or server reliability is uncertain and delays are common.

Citrix Receiver for Web also has a timeout setting, which controls how long a Citrix Receiver for Web site waits for a
response fromthe store. Set this timeout setting to a value at least as long as the store timeout. A longer timeout setting
allows for better fault tolerance, but users might experience long delays. A shorter timeout setting reduces delays for users,
but they might experience more failures.

Forinformation about setting timeouts, see Communication time-out duration and server retry attempts and
Communication time-out duration and retry attempts.
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Install, set up, upgrade, and uninstall

May 25, 2017

To install and configure StoreFront, complete the following steps in order:

1. If you planto use StoreFront to deliver XenDesktop and XenApp resources to users, ensure that the StoreFront serveris
joined to either the Microsoft Active Directory domain containing your users' accounts or a domain that has a trust
relationship with the user accounts domain.

Important:
- For single server deployments you can install StoreFront on a non-domain-joined server.
- StoreFront cannot be installed on a domain controller.

2. If not already present, StoreFront requires Microsoft .NET 4.5 Framework, which can be downloaded from Microsoft.
You must have Microsoft .NET 4.5 installed before you can install StoreFront.

3. Optionally, if you plan to configure a multiple server StoreFront deployment, set up a load balancing environment for
your StoreFront servers.

To use NetScaler forload balancing, you define a virtual server to proxy your StoreFront servers. For more information on
configuring NetScaler for load balancing, see Load balancing with NetScaler.

1. Ensure that load balancing is enabled on your NetScaler appliance.
2. Foreach StoreFront server, create individual HTTP or TLS load balancing services, as appropriate, using the StoreFront
monitor type.

3. Configure the services to insert the client IP address into the X-Forwarded-For HTTP header of requests forwarded
to StoreFront, overriding any global policies.

StoreFront requires users' IP addresses to establish connections to their resources.

4. Create a virtual server and bind the services to the virtual server.

5. Onthe virtual server, configure persistence using the cookie insert method if you have the latest Citrix Receivers
installed on all platforms and you have no need to support Android; otherwise, configure persistence on the basis of
source IP address. Ensure the Time To Live (TTL) is sufficient to enable users to stay logged on to the server as long as
required.

Persistence ensures that only the initial user connection is load balanced, after which subsequent requests from that
user are directed to the same StoreFront server.

4. Optionally, enable the following features.

e NET Framework 4.5 Features > .NET Framework 4.5, ASP.NET 4.5
Optionally, enable the following roles and their dependencies on the StoreFront server.

e Web Server (I1S) > Web Server > Common HTTP Features > Default Document, HTTP Errors, Static Content, HTTP
Redirection

e Web Server (IIS) > Web Server > Health and Diagnostics > HTTP Logging

e Web Server (IIS) > Web Server > Security > Request Filtering, Windows Authentication
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e On Windows Server 2012 servers:

Web Server (I1S) > Web Server > Application Development > .NET Extensibility 4.5, Application Initialization, ASPNET
4.5, ISAPI Extensions, ISAPI Filters

On Windows Server 2008 R2 servers:

Web Server (11S) > Web Server > Application Development > .NET Extensibility, Application Initialization, ASPNET, ISAPI
Extensions, ISAPI Filters

e Web Server (IIS) > Management Tools > 1IS Management Console, IIS Management Scripts and Tools
The StoreFront installer checks that all the features and server roles above are enabled.

5. Install StoreFront.

If you intend the server to be part of a server group, both the StoreFront installation location and IIS website settings,
physical path and site IDs must be consistent across them.

6. Optionally, configure Microsoft Internet Information Services (11S) for HTTPS if you planto use HTTPS to secure
communications between StoreFront and users' devices.

HTTPS is required for smart card authentication. By default, Citrix Receiver requires HTTPS connections to stores. You
can change fromHTTP to HTTPS at any time afterinstalling StoreFront, provided the appropriate 11S configuration is in
place.

To configure IIS for HTTPS, use the Internet Information Services (11S) Manager console on the StoreFront server to
create a server certificate signed by your domain certification authority. Then, add HTTPS binding to the default
website. For more information about creating a server certificate in IIS, see http://technet.microsoft.com/en-
us/library/hh831637 .aspx#CreateCertificate. For more information about adding HTTPS binding to an IS site, see
http://technet.microsoft.com/en-us/library/hh831632.aspx#SSLBinding.

7. Ensure your firewalls and other network devices permit access to TCP port 80 or 443, as appropriate, from both inside
and outside the corporate network. In addition, ensure that any firewalls or other devices on your internal network do
not block traffic to any of the unassigned TCP ports.

When you install StoreFront, a Windows Firewall rule is configured enabling access to the StoreFront executable
through a TCP port randomly selected from all unreserved ports. This port is used for communications between the
StoreFront servers in a server group.

8. If you plan to use multiple Internet Information Services (IIS) websites, after creating the websites in IIS, use the
PowerShell SDK to create a StoreFront deployment in each of those IIS websites. For more information, see Multiple
Internet Information Services (1IS) websites.

Note: StoreFront disables the management console when it detects multiple sites and displays a message to that
effect.

9. Use the Citrix StoreFront management console to configure your server.

Important
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To avoid potential errors and data loss when installing StoreFront, ensure all applications are closed and no other tasks or
operations are running on the targetsystem.

Download the installer from the download page.

Log on to the StoreFront server using an account with local administrator permissions.

Ensure that the required Microsoft .NET 4.5 Framework is installed on the server.

Browse the download package, locate CitrixStoreFront-x64.exe, and run the file as an administrator.

Note: On Windows Server 2008 R2 servers, a message may be displayed indicating that the .NET feature will be enabled.
If this message appears, click Yes.

5. Read and accept the license agreement, and click Next.

6. If the Review prerequisites page appears, click Next.

7. Onthe Ready to install page, check the prerequisites and StoreFront components that are listed for installation and click
Install.

Before the components are installed, the following roles are enabled if they are not already configured on the server.

P wnN e

e Web Server (I1S) > Web Server > Common HTTP Features > Default Document, HTTP Errors, Static Content, HTTP
Redirection

e Web Server (II1S) > Web Server > Health and Diagnostics > HTTP Logging

e Web Server (IIS) > Web Server > Security > Request Filtering, Windows Authentication

e On Windows Server 2012 servers:

Web Server (11S) > Web Server > Application Development > .NET Extensibility 4.5, Application Initialization, ASPNET
4.5, ISAPI Extensions, ISAPI Filters

On Windows Server 2008 R2 servers:

Web Server (11S) > Web Server > Application Development > .NET Extensibility, Application Initialization, ASPNET, ISAPI
Extensions, ISAPI Filters

e Web Server (IIS) > Management Tools > 1IS Management Console, IIS Management Scripts and Tools
The following features are also enabled if they are not already configured.

e NET Framework 4.5 Features > .NET Framework 4.5, ASP.NET 4.5
8. When the installation is complete, click Finish. The Citrix StoreFront management console starts automatically. You can
also open StoreFront fromthe Start screen.

8 Citrix Starefront =E |

CiTR!I StoreFront

stafled StoreFront

Motes Starefront munt be conSguned before i can be wted. The adminstration cormele will
stan Jomatcally Jer you chek Fanh,
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9. In the Citrix Storefront management console, click Create a new deployment.
1. Specify the URL of the StoreFront serverin the Base URL box.
2. Onthe Store Name page, specify a name foryour store, and click Next.

10. Onthe Delivery Controllers page, list the infrastructure — the details of the XenApp or XenDesktop services - that is
providing the resources you want to make available in the store. You can enter a "dummy" server here; however, no apps
will display in the store.

11. Set the Transport type and the Port. You can specify HTTP and port 443 and click OK. Alternatively, copy settings
froman existing Web Interface or StoreFront deployment.

12. Onthe Remote Access page, select None. If you are using NetScaler Gateway, select No VPN Tunnel and enter your
gateway details.

13. Onthe Remote Access page, select Create. Once the store has been created, click Finish.

Your store is now available for users to access through the Citrix Receiver for Web site, which enables users to access their
desktops and apps through a webpage.

The URL for users to access the Citrix Receiver for Web site for the new store is displayed. For example:
example.net/Citrix/MarketingWeb/. Log on and you will access the new user interface in Citrix Receiver.

clirapc

Receiver

If you participate in the Citrix Customer Experience Improvement Program (CEIP), anonymous statistics and usage
information are sent to Citrix to improve the quality and performance of Citrix products.

By default, you are automatically enrolled in CEIP when you install StoreFront. The first upload of data occurs
approximately seven days after you install StoreFront. You can change this default in a registry setting. If you change the
registry setting before installing StoreFront, that value will be used. If you change the registry setting before upgrading
StoreFront, that value will be used.

=
'S
Editing the registry incorrectly can cause serious problems thatmay require you to reinstall your operating system. Citrix cannot

guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor atyour own risk. Be
sure to back up the registry before you editit

Registry setting that controls automatic upload of analytics (default = 1):
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Location: HKLM:\Software\Citrix\Telemetry\CEIP

Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled

By default, the "Enabled" property is hidden in the registry. When it remains unspecified, the automatic upload feature is

enabled.

Using PowerShell, the following cmdlet disables enrollment in CEIP:

New-ItemProperty -Path HKLM:\ASOFTWARE\Citrix\Telemetry\CEIP -Name Enabled -PropertyType DWORD -Value 0

Note: The registry setting controls the automatic upload of anonymous statistics and usage information for all
components on the same server. For example, if you have installed StoreFront on the same server as the Delivery Controller
and decide to opt out of CEIP using the registry setting, the opt out will apply to both components.

CEIP data collected from StoreFront

The following table gives examples of the type of anonymous information collected. The data does not contain any details

that identify you as a customer.

Data

StoreFront version

Stores count

Server Count in server group

Delivery Controller Count
perstore

HTTPS enabled

Classic experience enabled
for Citrix Receiver

HTML5 setting for Citrix
Receiver

Workspace control enabled
for Citrix Receiver

https://docs.citrix.com

Description

String denoting the installed version of Storefront. For example, "3.8.0.0"

A counter for the number of Stores in the deployment.

A counter for the number of Servers in the Server group.

List of numeric values indicating the number of Delivery Controllers available for each
Store in the Deployment.

String denoting whether https is enabled for the deployment. "True" or "False".

List of Booleans denoting whether "Classic Experience" is enabled for each Web Receiver.
TRUE or FALSE for each Web Receiver.

List of Strings denoting the HTML5 Receiver setting for each Web Receiver.
"Always","Fallback","Off" for each Web Receiver.

List of Booleans denoting whether "Workspace Control" is enabled for each Web
Receiver. TRUE or FALSE for each Web Receiver.
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Remote Access enabled for  List of Strings denoting whether "Remote Access" is enabled for each Store in the
store Deployment. "ENABLED" or "DISABLED" for each store.

Gateways count A counter for the number of NetScaler Gateways configured in the deployment.

To install StoreFront at a command prompt

1. Logonto the StoreFront server using an account with local administrator permissions.
2. Ensure that all of the requirements for installation of StoreFront are met before installing StoreFront. Referto Before
installing and configuring for details.
3. Browse your installation media or download package, locate CitrixStoreFront-x64.exe, and copy the file to a temporary
location on the server.
4. At a command prompt, navigate to the folder containing the installation file and type the following command.
CitrixStoreFront-x64.exe [-silent] [[INSTALLDIR installationlocation]
[[WINDOWS_CLIENT filelocation\filename.exe]
[-MAC_CLIENT filelocation\filename.dmg]
Use the -silent argument to perform a silent installation of StoreFront and all the prerequisites. By default, StoreFront is
installed at C:\Program Files\Citrix\Receiver StoreFront\. However, you can specify a different installation location using
the -INSTALLDIR argument, where installationlocation is the directory in which to install StoreFront. Note that if you
intend the server to be part of a server group, both the StoreFront installation location and IIS website settings, physical
path and site IDs must be consistent across them.

By default, if a Citrix Receiver for Web site cannot detect Citrix Receiver on a Windows or Mac OS X device, the useris
prompted to download and install the appropriate Citrix Receiver for their platform fromthe Citrix website. You can
modify this behavior so that users download the Citrix Receiver installation files fromthe StoreFront server instead. For
more information, see Make Citrix Receiver installation files available on the server.

If you plan to make this configuration change, specify the -WINDOWS_CLIENT and -MAC_CLIENT arguments to copy
Citrix Receiver for Windows and Citrix Receiver for Mac installation files, respectively, to the appropriate location in your
StoreFront deployment. Replace filelocation with the directory containing the installation file that you want to copy and
filename with the name of the Citrix Receiver installation file. Citrix Receiver for Windows and Citrix Receiver for Mac
installation files are included on your StoreFront installation media or download package.

To upgrade existing StoreFront 2.0 through 3.0.x deployments to this version of StoreFront, run the installation file for this
version of StoreFront. Releases before StoreFront 2.0 cannot be upgraded directly. Instead, you must first upgrade
StoreFront 1.2 to StoreFront 2.0 before upgrading to this StoreFront. Similarly, you cannot upgrade Storefront 1.1 to this
StoreFront directly. You must upgrade Storefront 1.1 to StoreFront 1.2 and then again to StoreFront 2.0 before finally
upgrading to this StoreFront.

Once the upgrade process is started, it cannot be rolled back. If the upgrade is interrupted or cannot be completed, the
existing configuration is removed but StoreFront is not installed. Before starting to upgrade, you must disconnect users
from the StoreFront deployment and prevent users from accessing the servers while the upgrade is in progress. This ensures
that all StoreFront files are accessible by the installer during the upgrade. If any files cannot be accessed by the installer,
they cannot be replaced and so the upgrade will fail, resulting in the removal of the existing StoreFront configuration.
StoreFront does not support multiple server deployments containing different product versions, so all servers in a group
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must be updated to the upgraded version before granting access to the deployment. Concurrent upgrade is not supported
for multiple server deployments, servers must be upgraded sequentially. Citrix recommends that you back up your data
before upgrading.

Uninstalling StoreFront removes the authentication service, stores, users' application subscriptions, Citrix Receiver for Web
sites, Desktop Appliance sites, and XenApp Services URLs. This means that if you decide to uninstall StoreFront, you must
manually recreate your services, stores, and sites when you reinstall StoreFront. Upgrading also enables you to preserve your
StoreFront configuration and leaves users' application subscription data intact so that users do not need to resubscribe to
all of their applications.

Upgrading the operating systemversion on a server running StoreFront is not supported. Citrix recommends that you install
StoreFront on a new installation of the operating system.

Important

Before you startthe upgrade:

e (Close all other applications on the StoreFrontserver.
® (Close allcommand line and PowerShell windows.

To upgrade existing StoreFront 2.0 through 3.0.x to this version of StoreFront

1. Disable access to the deployment through the load balancing environment. Disabling the load balancing URL prevents
users from connecting to the deployment during the upgrade process.
2. Back up allthe servers in the server group.
3. Remove one of the servers from the existing server group.
4. Restart the server you removed.
Note that you can use a parallel load balancer to check the new server group as you build it. The variant that maximizes
availability and further minimizes risk involves removing and upgrading only one server from the original server group. You
can then build the new group out of new machines rather than machines taken out of the original server group.
5. Upgrade the server you removed using an admin account with no otherinstallations running and a minimum of other
applications.
. Check that the server you removed has upgraded successfully.
. Remove another one of the servers in the existing server group from the load balancer.
. Restart the server you removed for the same reasons noted in Step 1.
. Uninstall the currently installed version of StoreFront and install the new version of StoreFront.
10. Join the newly installed server into a new server group consisting of all the upgraded servers and the freshly installed
servers, and check they are functioning correctly.
11. Repeat Steps 3-10 until the new server group has sufficient capacity to take over fromthe old server group, point the
load balancer at the new server group, and check that it is functioning correctly.
12. Repeat Steps 3-10 for the remaining servers, adding each one to the load balancer after each successful upgrade.

O 0 N o

~
e b
e |f youwantto maximize availability, you can maintain access to the original server group during the upgrade process until the

new server group becomes available. To do this;
1. SkipStep 1.
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2. Modify Step 11 to include disabling access to the original server group using the load balancer. Exportsubscription data from
the original server group and importitinto the new server group. Enable access to the new server group using the load
balancer.

This ensures thatany subscription changes made by users after Step 3 and before Step 11 are available in the new server
group.

® You can further maximize availability by removing only one server from the original server group and upgrading it, and then
building the new server group using new servers rather than servers removed from the original server group. When the new
server group is in production, you can retire the old servers.

When the Citrix StoreFront management console first starts, two options are available.

e C(Create a new deployment. Configure the first serverin a new StoreFront deployment. Single-server deployments are
ideal for evaluating StoreFront or for small production deployments. Once you have configured your first StoreFront
server, you can add more servers to the group at any time to increase the capacity of your deployment.

e Join existing server group. Add another server to an existing StoreFront deployment. Select this option to rapidly increase
the capacity of your StoreFront deployment. External load balancing is required for multiple server deployments. To add
a new server, you will need access to an existing server in the deployment.

In addition to the product itself, uninstalling StoreFront removes the authentication service, stores, Citrix Receiver for Web
sites, Desktop Appliance sites, and XenApp Services URLs, and their associated configurations. The subscription store service
containing users' application subscription data is also deleted. In single-server deployments, this means that details of users'
application subscriptions are lost. However, in multiple server deployments these data are retained on other servers in the
group. Prerequisites enabled by the StoreFront installer, such as the .NET Framework features and the Web Server (I1S)

role services, are not removed fromthe server when StoreFront is uninstalled.

1. Logonto the StoreFront server using an account with local administrator permissions.

2. Onthe Windows Start screen or Apps screen, locate the Citrix StoreFront tile. Right-click the tile and click Uninstall.

3. Inthe Programs and Features dialog box, select Citrix StoreFront and click Uninstall to remove all StoreFront
components fromthe server.

4. Inthe Uninstall Citrix StoreFront dialog box, click Yes. When the uninstallation is complete, click OK.
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Join an existing server group

May 22,2017
Before installing StoreFront, ensure that the server you are adding to the group is running the same operating system
version with the same locale settings as the other servers in the group. StoreFront server groups containing mixtures of
operating system versions and locales are not supported. While a server group can contain a maximum of five servers, from
a capacity perspective based on simulations, there is no advantage of server groups containing more than three servers. In
addition, ensure that the relative path to StoreFront in IIS on the server you are adding is the same as on the other servers
in the group.

Important

Whenyou add a new server to a server group, StoreFrontservice accounts are added as members of the local administrators
group on the new server. These services require local administrator permissions to join and synchronize with the server group. If
you use Group Policy to preventaddition of new members to the local administrator group or if you restrict the permissions of the
local administrator group on your servers, StoreFront cannotjoin a server group.

1. If the Citrix StoreFront management console is not already open after installation of StoreFront, on the Windows Start
screen or Apps screen, locate and click the Citrix StoreFront tile.

2. In the results pane of the Citrix StoreFront management console, click Join existing server group.

3. Logonto a serverin the StoreFront deployment that you wish to join and open the Citrix StoreFront management
console. Select the Server Group node in the left pane of the console and, in the Actions pane, click Add Server. Make a
note of the authorization code that is displayed.

4. Return to the new server and, in the Join Server Group dialog box, specify the name of the existing serverin the
Authorizing server box. Enter the authorization code obtained from that server and click Join.

Once joined to the group, the configuration of the new serveris updated to match the configuration of the existing
server. Allthe other servers in the group are updated with details of the new server.

To manage a multiple server deployment, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Any configuration changes you make must be propagated to the other servers in the group to ensure a consistent
configuration across the deployment.

If a StoreFront server was a member of a server group and has been removed, you must run the Clear-DSConfiguration
PowerShell cmdlet to reset the StoreFront serverto a factory default state. After you run the Clear-DSConfiguration
cmdlet on the disconnected server, you can add the server back to an existing server group or to a different newly created
server group.

1. Openthe StoreFront administration console on the primary StoreFront server that you use to manage your entire server
group.

2. Select the server group node on the left pane and choose another server to remove.

3. Remove the selected server from the server group.

4. Inthe Actions pane, propagate changes fromthe server you used to disconnect one of your server group members. Any
other remaining server group members are now aware that a server has been removed from the group. Until you reset
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the disconnected serverto a factory default state, it is not aware that it is no longer a member of the group.

5. Close the administration console on the disconnected server.

6. Open a PowerShell session on your disconnected server after it has been removed fromthe group and import the
StoreFront PowerShell modules using: & "$Env:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\importModules.ps1"

7. Runthe Clear-DSConfiguration command, which resets the server to default settings.

8. Open the StoreFront administration console and the disconnected server is reset and ready to be added to another
server group.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.61



Migrate Web Interface features to StoreFront

May 22,2017
Many of the Web Interface customizations have equivalents in StoreFront by using JavaScript tweaks, Citrix published APIs,

or the StoreFront management console.

The table contains an overview of the customizations and basic information about how to achieve them.

For script customizations, append the examples to the scriptjs file found in

C\inetpub\wwwroot\Citrix\StoreNameWeb\custom

For style customization, append the example to the style.css file found in

C:\inetpub\wwwroot\Citrix\StoreNameWeb\custom

For dynamic content, add the dynamic context to a text file in

C\inetpub\wwwroot\Citrix\StoreNameWeb\customweb

If you have a multiserver deployment, you can replicate any changes to other servers fromthe StoreFront administration
console or by using PowerShell.

Note: Web Interface enabled individual users to customize various settings. Currently, StoreFront does not have this ability,
and while it is possible to add more extensive customization to support it, that is not the focus of this article.

Web Interface Feature StoreFront Equivalent

Customization with the
Management Console

Layout-low graphics Not applicable. StoreFront auto detects and adjusts the Ul to device screen.
Layout-full graphics
Allow users to choose

Enable search e Searchis enabled by default.
Disable search e Disable. To hide the search boxes on the desktop/web Ul, add the
following style to style.css:

.search-container {

display: none;
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To hide the search boxes on the phone Ul, add:
#searchBtnPhone {

display: none;

Enable refresh

Enable return to last folder

https://docs.citrix.com

Enabled by default (browser refresh).

Not enabled by default.

Enable Return to last folder - To remember the current folder, and return to it

on load, add the following to script.js
CTXS.Extensions.afterDisplayHomeScreen = function ()
{
// check if view was saved last time
CTXS.ExtensionAPl.localStorageGetitem("view",
function (view) {
if (view) {
// if view was saved, change to it
CTXS.ExtensionAPl.changeView(view);
}
if (view == "store"){
// if view is store, see if folder was saved
CTXS.ExtensionAPl.localStorageGetitem("folder”,
function(folder) {
if (folder!=""){
// if folder was saved, change to it

CTXS.ExtensionAPl.navigateToFolder(folder);
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// set up monitoring of folder
CTXS.Extensions.onFolderChange = function(folder) {
CTXS.ExtensionAPl.localStorageSetitem("folder®”,
folder);
b
// set up monitoring of view
CTXS.Extensions.onViewChange = function(newview) {
// don’t retain search or appinfo views
// instead, remember parent view.
if ((newview != "appinfo") &&
(newview != "search")) {
CTXS.ExtensionAPl.localStorageSetitem(

"view", newview);

)

Enable hints Citrix Receiver makes very limited use of tool tips, as it is targeting touch and
non-touch devices. You can add tool tips by custom script.

Icon view Citrix Receiver has a different Ul so these choices do not apply. You can use
Tree view use the StoreFront management console to configure views. For more
Details view information see, Specify different views for applications and desktops.

List view

Group view

Set Default view

(Low graphics) Icon view

(Low graphics) List view

(Low graphics) Default view

e Single tab Ul The Citrix Receiver Ul is tabbed by default, with apps and content in one tab
e Tabbed Ul and desktops in the other. There is also an optional Favorite tab.
e Apptab

e Desktoptab
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e Content tab
e (Tab order)

Header logo

Text color

Header background color
Header background image

Equivalents for colors and logos using the StoreFront administration console.
Click Customize Website Appearance in the StoreFront administration
console's Actions pane and make your customizations on the screen that
displays.

You can set the header to a background image using a style customization.
For example

.theme-header-bgcolor {

background-image: url('spirals.png’);

e Pre-logon welcome message
(Pre-locale)
o Title
e Text
e Hyperlink
e Button label

https://docs.citrix.com

By default, there is no separate pre-logon screen.

This example script adds a click-through message box:

var doneClickThrough = false;

// Before web login

CTXS.Extensions.beforeLogon = function (callback) {
doneClickThrough = true;
CTXS.ExtensionAPl.showMessage({

messageTitle: "Welcome!",

messageText: "Only for <a href="http://www.WWc.com"
target="_blank">WWCo Employees",

okButtonText: "Accept”,
okAction: callback
}:;
b
// Before main screen (for native clients)
CTXS.Extensions.beforeDisplayHomeScreen
= function (callback) {
if (!doneClickThrough) {

CTXS.ExtensionAPl.showMessage({

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.65




messageTitle: "Welcome!",
messageText: "Only for WWCo Employees"”,
okButtonText: "Accept”,
okAction: callback
};
} else {

callback();

e Logonscreen title There are four areas for customization on the logon screen(s). Top and
e Logon screen message bottom of screen (header and footer) and top and bottom of the logon box
e |ogon screen system message itself.

.customAuthHeader,
.customAuthFooter
.customAuthTop,
.customAuthBottom {
text-align: center;
color: white;
font-size: 16px;
}
Example script (static content)
$(".customAuthHeader').html("Welcome to ACME");
Example script (dynamic content)
function setDynamicContent(txtFile, element) {
CTXS.ExtensionAPIl.proxyRequest({
url: "customweb/"+txtFile,
success: function(txt) {S(element).htmi(txt);}});

}

setDynamicContent("Message.txt", “.customAuthTop");
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Note: Do not explicitly include dynamic content in the script, or put it in the
custom directory, as changes made here force all clients to reload the Ul. Put
dynamic content in the customweb directory.

e Application screen welcome
message
e Application screen system message

Footer text (all screens)

See the examples for CustomAuth welcome screen above.

See examples for dynamic content above. Use ‘#customTop’ rather than
‘.customAuthTop’ to place content on the home screen.

Example script:
f#ficustomBottom {
text-align: center;
color: white;
font-size: 16px;
}
Example static content using a script:

S('‘#customBottom').htmi("Welcome to ACME");

Features with no direct
equivalent

e |ogon screen without headers
e logon screen with headers
(including messages)

There is no direct equivalent in StoreFront. However, you can create custom
headers. See “Logon Screen Title” above.

User settings

Workspace control

By default, there are no user settings. You can add menus and buttons from
JavaScript.

Equivalent functionality for administrator settings. The extension APIs allow
significant additional flexibility.

See http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/receiver-customization-api.html.

Deep Customizations (code)
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ICA File generation hooks and other
call-routing customizations.

Equivalent or better APIs.

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-customization-sdk.html

Authentication customizations

Equivalent or better APIs.

http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-authentication-sdks.html

JSP/ASP source access

There are no equivalent APIs on StoreFront, as the Ul is not rendered in the
same way. There are many JavaScript APIs to enable customization of the Ul.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.68



http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-community/store-customization-sdk.html
http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-community/store-authentication-sdks.html

H—/N—TIL—T DR

May 22, 2017

AT R R0 TlE. I —/N—DStoreFront REIRIENDREAERE L £ 9. B —\—RERRAEHT 256, R
BEOY —N—LETH == —TOERAEEE LW TL 12E 0, BERDIEA DY —/N—_LTCitrix StoreFront & 3
=LV ERBFZRITL TOWEWIZ E AREAL T Z& W, F12, REIRBNT—EL-BHE RO, BROEENS %
TI—THDIEIH DY —/N—CRBRX G EDBELH) £

StoreFronttr—/N\— 2 I)IL—T712& FNBH—/N— (L. StoreFrontdH - > X | —)UIGFIDERE & 11S WebH 1 F DERE (W8,
2 A MDA E) OEAHBULICH D L ) ICHERT Z2BELH) 7.

[H—/N—DBMN] K27 &FALT. HL AR F—ILLf-StoreFront4—/N— % B0 BREIIRIE (2 IBINT 5 F-H DEE:
I—-FAEBBL ET. HLWY—N\—%BFDStoreFront REFIRIBICEBMT 2HEICOWTHL Cld. TBFEDY ——2
=T ~DZM1 HSRL TV, TIL—THDOWL DD —/N—IZT7 7 2R T 2BEHH DM DOWTIL.
FStoreFrontdERIGTEL O "X o—ZEY 771 OBRBAESEL T a0,

B —/N—DStoreFront BEHRIEA S H—/N\—%BIET 2 (1213, [ —/N\—DHIIR] R X7 &5EFERALET. ZOXRRIT
(. StoreFrontBEIE IV —ILAEFKITL TW B —N—=RISNDEED S —/N—5 7IL—Th 58IBTE £9. =1L, Bl
Y—=N—DREIRIEA S Y —/N\N—5BIRT 2R, (DY —N\—5BRFTSERENSERL THEBEAH Y 7.

RIEOY —N— LTI -ETENR A . B —/\—DStoreFront BEIBENDIIA DT R THHY —/N—(ZRILX 83 (2
2. [BEOGE] KRR 75FRALET. LY. ZIL—T7HRDEFHLI DY —/N—LETITo -3 N TOHOREHEEINF
T. ZORRAIZDETHRE. JI—THDTRTHOY—N—HEBHEINDE T, BMOEEAMZ S (I TEXEHA.

BE  Y—N—DEREEEL TH S IIL—THDIEHL DY —/IN—(ZtDEE & RS H4 WY . B TRBRIERNDRIDY -
IN—THEEARBMENIIGEICTTNOEERBN KON DA REMEAH 1) £,

StoreFront BEIRIE TR R F &3N3 X h 7XRFHDStoreFronth—E ZNDJL— FURLAZEET 2 (2L, [R—ZAURLDE

Bl 227 5FAL £9. B —N\—DREARROIGEIL. BRSEURLATERE L 9. Microsoftf > & —=xy ko >
TAX—=2 a3 h—ER (IIS) THTTPSAIEEL { BRI N TWBIHEE. [XN—RURLDHEFE] X X7 THTTPAHTTPS(Z%
BgBH_ b TEET.

ISTHTTPS %489 % (Z(%. StoreFrontt—/N—LETA &=y bA T x A= a2 H—ER (IIS) vx—2y—0r
Y —IL&EERL T, Microsoft Active Directory F 4 - »EEEAMBIIC & ) BE S nt- Y —/N—iEAE A ERL 9. KIC.
HTTPS/NA > K& T 7 4 )L b OWebt o MMZIBML 9. ISTOY —/N—rEBIEDMEMIZ DWW THEL <

(. http://technet.microsoft.com/ja-jp/library/hh831637 aspx#CreateCertificate# ML T &Ly, ISH A FADHTTPS
INA 2 FOBMIZDWTEEL < (F. http//technet.microsoft.com/ja-jp/library/hh831632.aspx#SSLBindings &8 L T =&
(A

)Y =R ERET D2 —N—D—HHMEATE A2 BT =T A &R EXBD1-DIC, WELRWH—/N—;
StoreFront|Z & ) —BFRIC/NA/NXRENFE T . /N /NRENF-H—/N—(FStoreFront(Z & ) IS, VYV —RDT IR
FREINEIHEA. ZONA/NZOHRIE. RO/NTX—R—THEEL 7.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.69


http://docs.citrix.com/ja-jp/storefront/3-11/install-standard/join-existing-server-group.html
http://docs.citrix.com/ja-jp/storefront/3-11/plan.html#par_richtext_9
http://technet.microsoft.com/en-us/library/hh831637.aspx#CreateCertificate
http://technet.microsoft.com/en-us/library/hh831632.aspx#SSLBinding

o [T RTOKMD/NA/XAER]] TlE. &N Delivery Controllerdd R TDHY—/N\—HUNA /INZAENTWBIHGEIZ, /Y
AR ORBH ) ICERIN WM AN BN TIEEL 29 . 774/ MI10HTT,

o [INA/NXREFHE] TlE. FEDY —/N—~DIFLUZKRIML 1218 T, StoreFronth¢ DY —/N—% /N1 /X2 F S i A& B
NTHEELET. T7 4 /N1 /X2E-F607HTT .

[T ~NTHRBMD/ N1 /2B 5ERDOXEEIR

[T NTHORBMD/NA ZEE] 2R ERET D L. TN Delivery Controllera R TE AW S IZL DHEA /NI (T B
ENTEFTH. —KHAR Y N T—BERY—/N\N—EEFENE T, 12— —H'Z DDelivery Controllerd 1) ¥/ — R % ¢ HHA
MMERTERC( D EVWHIEZE LD £9. £ { DDelvery ControllersB—n X b 7RIZERL TWSIHE, 2. X8I
BET(37% L\Delivery Controllerdifi&(d. [T RTOERBD/NA /XA DEE KEDIZT D & ABETL T &L,

[TRTHOKED/ A /] 545 T & ¢DDelivery ControllerciRfitan s )V — 2D AMIEE ) £TH. B—0
2 T EEEY %% < DDelivery Controllerd) ) L DEBAEHIMERTERWGEIZ., 27472 MUATRA LTI FHREL:
TCHYET. M7 7—LAEEBRL TWT, ¥%BICEEY Delivery Controllerdin& (. 77 4L MEDOR % ERT 2 Z
EEBEOLET.

R MTONAINZAING A—R—EEET B2

BE 58— /=L EHRIETIZ. RO —N\— L TR == I —TOEREEBE LW T a0, EBR
HWDIEIH D —s3—_ETCitrix StoreFrontEIE O/ —)LARRFICERITL TUOWVEWI E ARERL T a W, EEATT L1
5. BEOERE A —/IN—7 )= RBEHE T, BERDIEIHLI DT —/N—5FHL £9.

1. Windows? [RR— ] BE /-3 (77 ] @E T, [Citrix StoreFront] X1 IL&2 1) v o L %9,

2. Citrix StoreFrontBEH ) —ILDERA > TIA M1 /—RF&EBEIRL T, [##E] X1 >0 [Delivery Controllermy®
1 501w oLET.

3. Controllers3#4R L. [4mfk] %2 ') v 2 LT, [Delivery Controllerm4fk] EE®D [RE] #21)vo LT,

. [T RTOKRBONA XZERH] DT T2IE %22 v o L. Y—/N—HF X TRETE % { 7 > ThH b Delivery Controlle

BRA 774 EHEND F TOREEDBENLTANL FT.

5. [/NA/NREE] DITT2IB A7) wo L, B—DHY—N—pHRE LG > THBF T 70 e HEEIND F TOIRRA
NEMTANLET.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.70


http://docs.citrix.com/ja-jp/storefront/3-11/configure-server-group.html#par_richtext_4

Al & ZAEDIE AR

May 22, 2017

BANEMHIZL >T, BROBLE REEARLH ) £7.

daltr—E 2 | FRREY—ERIZL ). I—H—AMicrosoft Active Directory CiRaE & fuv. 1—H—ABOJIA 952
DR EBLK TR MY TRT T )= 3 ZT oA TEDLHITHYET,

XMLy —tE StoreFrontAXenApp % 7z (3 XenDesktop& B U K X 1 > RNIZZAWGE . F 7-Active Directoryd {5584
AN—=2D | BYNCELE TE R UWMEEIZ(E. XenApps & U'XenDesktop XML Senvicea{f > TL1—H—& ¥ /X2 —
13 R BEH&AER AR 5 & S (ZStoreFront 5T £ 9.

XenApp 6.5 . AT — . . s NN e
PKerberos] StoreFront C¢Delivery ControllerddsRalE (ZB— K X o >-KerberosHll#)ft & X4 (R T 2H & ) HA&IEE
4fd % BT T 5I2(%.  [KerberosTAENHRL] X X7 5 EHAL £,

27— hrHh— | —RRgStoreFront BN T R THALR—R > MIXNTBAY—FH— FikatatEy b7y 7L £
NEAH E

INZT]—RD | . . C e . . s —ipem EPN
EEERIN Citrix Receiver forWebt«f F DA—H —HANDTEH/NZRT—FAEETE S L) IZREL THhHI56
v (Z. /X2 — FOBMHRYINASE WO — A I—H—AOFF L Li-& & IBERRREINET,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.71



http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/xml-authentication.html
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-kerberos-constrained-delegation.html
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-smart-card.html
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/password-expiry.html

ARl T — E 2R DAY
May 22,2017

AR FTiED B

FREIN D —H— N XA > DAL
A—H—=HNNRT—FERETEDLHIZTH
BILT Y—ERNXZT—=FK )&y b
HERAY —E RERE

BTG % NetScaler Gateway|ZZAEd %

A—Y—DRBAEAEEBNZ U= EEZ L1 5213, Citrix StoreFrontBEIE O 2 — ILODOAER A > TRRAEA 1% 5 EiIR
LT, [#fE] RA>D [RaEAEDEIR] 220w o LFET,

1. Windowso [R&— ] BEZ /(2 [771)] BAEAT. [CitrixStoreFront] X1)La2 1) vo L ZT.

2. Citrix StoreFrontBI2 a2 —ILDERA > TIAMT] /—F&BIRL T, [HBME] 10 [FETAEDEE] 52
JwoLET,

3. A—Y—IZHAI T BT O B RAAEEEEL £ 7.

Manage Authentication Methods - Staore

Select the methods which users will use to authenticate and access resources, i ]

Method Settings

User name and passward

SAML Authentication -

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Srmart card
Can be enabled / disabled separately on Receiver for Web sites
| HTTP Basic
[ Pass-through from NetScaler Gateway
| . . ' -
nstalllng ar:ld ur1|ns.tall|ng _the auth!antlcatlor? methods and the ]
authentication service settings are included in the advanced options.

o HEL—Y L aBMIT B [A—F—RBE/NRT—F]1 Fz v IRy IREFIZLET. ZOHE. A~V —(ZERBEREANNL TR MTIZTZ
AL E9.

e SAML IDZO/NA B—X DHEEEBMZT HI12(F. [SAMLERIE] F v Ry IR %5420 £9. 1— —(FAccess Gateway|ZO 74> § 5 Z &I
LT AZT. AMTIZT 7 ERTRE&ZABNICOSALLET. [BRE] Ry 20—BTRARIRL 7.
e ID7O/NA X—: ID7O/NA X—DIEREEAERT 21546,
o H—ERT7ONA X—: H—ERT7ONA XF—DEEEAERT 2356, ZoE#RIE. D7ONI X—pbBRENET.

o 11— —F/\1 ZH 5 Active Directory N X o > BIMIFRAVSZ ZIL—3ND L HICTTBICE. [FXANXRZRIV=] F v IRy I REFAZLET.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.72


http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_richtext_3
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_richtext_4
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_richtext_5
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_anchortitle_719b
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_anchortitle_f981
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/configure-authentication-service.html#par_richtext_6

ZOmE. A XL 28 ML TWBWindows O B2 —&—IZO0JF 9§ 5 & X IZRRAEA N 1=, R MNFIZT 7 RRT S & (3EERICOS
AL TEFT., AT a5 ERT BHEL. Citrix Receiver for Windows % 1 —H—F/N1 RIZA VR b —ILT B & TR R —BAF5FIZT Z
BEIHY) FT.

¢ XY= PhH—FFREEEFMZTBICE. [RY— A= PR Fov IRV IREFAZLET. A—HF—(FRY— M H—FEPINAESTRMNTIZT o2
LT

o HTTPEARZGIABM-T HI2(F. [HTTPER] Fxv IRy I REF 2L 9. I—H—iBakld. StoreFrontt —/x—lIS Webty —/N—TE{Tah &
£

o NetScaler Gateway/h s> /¥R ZRIL—BaE 52 BT (215, [NetScaler Gatewayh S/ XRRIL—] F v IRy o REFIZLET. I—H—(&
NetScaler Gateway|ZA 74 > 2 & X (ZFRAIEND 1. A MNTIZT 7R TRE 2 (IBFNICOSFTE %7,

NetScaler Gateways##ZH L TR FFIZF 2R TBRAT— b H— FI—HF—D/NNZA R =Bl BT D21, [FREFT
TR R 275 ERALET.

BREENDI—F— F A1 DI/

N XA > DEERABRRKICATL T (B -(ENetScaler Gateway A /L 1=/XXA RJL—FRAET) O 7 4 51— —
DRAIT~DT 722 %HRT HI12(E. [BHEEINDZNAM ] RO 6FERLET.

1. Windowso [R&—h] BEF =i [771)] BE T, [CitrixStoreFront] X1 )L&2 ) vo L FT.

2. Citrix StoreFrontBHE I/ —ILDERA T [A MF] /—R&EIRL T, AR 1 > CRAEAEAERL 9. [#
E] A>T [FRBAFENDEE] 2#20) v oL ET.

3. [A—Y—RE/NXRT—F (BARMN) |1 > [BRE] FOVTXI o AZa—nb. [{5HEIND P A 0tER] 5ERL
9.

4. [SHEBHA R A DH] 50 ) vy o LT [BM] 220 v L. EBEIND NAADERTIEANL T . Z OG-

E2X5FRATEZTRTHOR MNP TIE. ZZTEMLEZFXM DT AT b TATALTED LK) ET., FXAL
AEFEGTHIZE. EHEND XA O—BTI M) ABIRLT (WE] 22 v o LET. HEF XM >D1—
Y=Tho o b TOT IR EBIET BT, —BETEDOR X1 AHERLT (BIR] 220 vo LET.
BHEN N AA D BHEIEET DAEICLY . I—H—HBRIEBOANFIZERT <& B REN 9. 2—H—ICF2
A2 A—H—LZEX TERERAE ANZ B BIZ(E. —BIZNetBIOSZAEBML £ 9. 1—HF—(ca1—HF =71 > /04T
R TEMBRAEANZEZI21Z. —BICTEBMN A/ 25EBMLEY. - —HA X1 1—H -2 THa1—
Y—=T1) NV ERERTHERERAEANTE DL ) IZT SI2(F. —EITNetBIOSH & T2MBH N X 1 > BDEF % i1E]
THBELDHY £T.

5. 5REEND N AA A BBIENT 25E6(F. 1——HA 074 F2EEIZT 74 TEREIND FAA AT 7 1)L
FRXAU] Ry 7 ZAD—EALEIRL 7.

6. O F o R—=JIIEHEIND FAA U H—BRRTBI2E. [OTFR=JICNAXA—BAERRT D] Fz v IRy
AeEF AL ET,

A—H—HAINZAI)—RFERETEZ2L9H)I2TD

KX A DERIERAE{E>TT R by 7DReceivery Receiver forWebt o MMZO I H 2§ 21— —HUNZAT— &K E
TEDE)IZTBITE. XRT=FF T2 a>nBEH] 275 EALET. RV —ERAERLIZEEDT 7 4L MO
AT, /X2T7—FAKML T, Citrix Receiver& Citrix Receiver for Webtr f f DL—H —(3/XXT— NEEETX 8
A. ZOBBEXBMNMZT2HE(F. T—N—DRBLTWBRKAXA DR >—TA—H— (2L B/ T— FEBEHEIEEI T
WRWIZ e AHERRL T EEW, A=Y —(ZLBXRT—FOREAEBMNZT R . ZOREAF—ERAFERAT SR 7127
JERATERZTNTHI—Y =2, ERIZIR)~EEF2) T BRI ND Z s i) 297, Ao+ 1) 7 1R!
T=Isd ) A==/ — FEEREEA NEMEROAIZHIRI N ZIRETIE. AR Y M7= DIMAASENSDR |
TIZT A TERWI EHHERL TIEE W,

1. Citrix Receiver for Web(g, BEIRH7ZL/XZA T — FOEBIZMZ T, BVHIRAYINZBO/NZT— KDEELHHR— L %
9. TNTOTRY |y 7Citrix Receiver(d, BEEARAYIN1-BFIZd#ANetScaler Gateway s/ L 1z/XR T — FOEFE A+

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.73



R—bPLZF. Windowsed [R&— 1] BEZE/=(E [77)] @ T, [Citrix StoreFront] X1 J)La2 v LY.

2. Citrix StoreFrontBIE 3> —ILDERA > T[RAMF] /—FEBIRL T, [#E] 120 RAEAENDER] 52
JwoLFET,

3. [A—H—RENZRT—F] > RE] FAVYTRKI A Za—hb, NRT—FATL 3> #BIRL. FAA
> DE&IEHR % # - T Citrix Receiver forWebtr«f MZOZF > 21—H—(2, /NXRT— FOEBAHU T HEMEATERE
LET.

o I—H—HUDTHNRT—FAEETEDLIIZTHITIE. [BH] #BRLET. /I27— FOBRIINASE
A—HLA—H—(Z(3. ASAUBHCBEEARRINET ., /27— FOFMIRINOZEZ. AEry F7—oh
SEGL TWBRIL—Y—ICOAKRREINET. T 74/ FTE, I—H—IIX9 2EMBRIL. BHX NS Windows:R
) —MREEIZE >THREY £9. ZOBHMPRBOREIZOWTHEL <E. /27— FOBHERYINIEMBEDE
M HZRBLT &, Citrix Receiver for Web Th# Y R— F &N F T

o BMHRYIND/NZR ) — R 123 1—H—HEETE DL HIZTDICE. [K¥Ltze&] #ERLFF. /XZT—F
AL TOTH > TERL( oA —(Z(F. SRV —FOEE] KA T7ATRYy 7 ZAQHE LY. TR by
~ o Citrix Receiver ¥ Citrix Receiver for WebTTHR— XN 9.

o 1—H—(ZLBNXRT—FOREARITZICE, [A—Y—IZ/NXRT—FOEEAHT 5] DERE KL 9.
ZF T arHEBIRLIWGEIE. XAT—FARKRMLTTRI by 77 /)= a3 T 78 ATER W
Y= EDENZHR— T IHERETL TEBELNH ) £T.

Citrix Receiver for Webt o DA —H—A WD TH/XRT—NERETE 5 L ) ITHRT 515&(L. StoreFrontH—/x—

L2 ~NTHOA—Y—DT7 07 7 IV REFT D1-ODTEEHRHLH D Z & aHERL TS 12& Wy, StoreFront TlEa1—4-

DISAT) = FOKNHIEWNHE ) D EERT 5120, —N—LiZ&a1—H—nO—hHIL707 71 ILHEREINE T

A—H—/XRT— F&EEF BZ(E, StoreFront(F KX > a2 FO—Z— ¢ BIET2MEHLDHN) 7.

Citrix StoreFront CEMIZ/A > TW3B | /xR )— FOhBAIHA StoreFront CAMIZH > TWLWBIHE(1E.
Receiver e, A—Y—HFYHRIN | RHAYInizH., 21— IXR)— FOFYHRA VN Z80(Z. 21—
DINAT)—FT& 3 F—(ZBHMEh3 Y—hthaZEETED

Windows : (N

Mac : (FLy

Android

iOS

Linux : (FLy

Web (L (L (=49

CILTH—ERNRNRT=F )y MZ&Y) . T2 P A—H— (3801 —H—THhV o F e L )FERICHETEZ 24 5 124
F9. CILTH—ERNRXRT=F)ty FHAHEREINDE. T2 FI—H—(F. > XTL~AOOTF > THELD HHEICL
D DEF 1) T ADEMIZEZDZEIZE-T, 7HI bDOy I &fFET BH, /N2T—F5a1) Yy FLTHLLY
A)—NARETEFT.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.74


http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/password-expiry.html
http://docs.citrix.com/ja-jp/storefront/3-11/configure-authentication-and-delegation/password-expiry.html

TILTH—ERNXRT—=FR Yty bty b7y 7EIZ, BEa Y —ILAEFERLTUNXRT—FD) Yy b eTHI D
0w 7549 51— —AFEEL £9. StoreFront TINHDBBEABMIZL TH. BILT7H—ER/NXZXT—FK1) &
POERETHAI AN TUWWEWI—H—(F, ZNO5DRMEEITI ZEHATEEHA.

TILTH—ERNXRT— Rty ML, 2= —HHTTPSHEA 4 {F > TStoreFront(Z 7 7 € AT BIGEICOMEATE £7.
A—H—(F. HTTPEG BIL 7 —ERNRT— Kty b &{FERLTH. StoreFrontiZ7 7R T2 (ETEEHA.
CILTH—ERNZR)—=F )ty b, 22— =% L /NA7)— F TStoreFront|Z Bl 3 2I5&IZOHFIBTE £,

LILTH—ER/INZRT—F )£y b TlE. username@domaincom’y ¥DUPNOZ A > (3 R— I EFHA.
A PTORIVTH—ERNRRT=F) £y b &l8ET DN, RO & =HRT DBENH) ET.

o X TH, A—H—RE/NRT—FIZL DR AFRT 5L ) ICHERINTWS.,

o X TH. IDDRILTH—ERNRT—=F )ty rDOHEFERT S L) ICHERIN TS, StoreFronth*, EEDEL F
XA FHIFEHENTUS XA RNIZHDEROY —/N—7 7—LAEFERAT L) ICHEBRINTUWSIGEEIE. 2
NRTCDOR AL DERIBREZITAMND L)L TY—ERNRXRT =R )2y & EBRT 20ELH) 7.

o X TH, A—H—HZAT—NAEREETED L) IBREINTWDE UXXT—Fnl) v FEEABIZT 215

&) .

e StoreFrontZ + 7 A Receiver forWebtyf M ZEI) Y TEBUREAH) . (DY A FHARET AN IR AERTH L2
(ZHRT 2 BELDH S,

LILTH—ERNXZR)—=F )y r&FRATESLHNIZTAICE. AR P=ILLTHERTIHENH ) 9. XenApp 7.11
H L UXenDesktop 711N X F« P THIBETY . L <. "THILT7H—ER/NZT—F1ty b #FBLTEEW,

1. Citrix StoreFrontBE 3/ —ILDERA > TI[RAMFP] /—F&EIRL T, [ 1> 0 BRAZzonER] > [1—
YF—BENZAT—F] 5#2V)yo L. FOYTEIAZ 2= [IXRT—FATSa> &) 4#BIRL£7.

2. N2 — FOEEAHAITH1—H—%FIRL. [OK] 20 voLZFT.

3. [A—Y—RBENRT—FRIRYIRD—ET [THI ML T7YH—ERDFEE] #FEIRL., FOVv TR I AZa1—
T [Citrix SSPR] #ERL T [OK] #21)voL£7.

4. A—H—(ZXNL T, BILT7H—ERNXRT=F) &y bEFERLIZ/XZT—F D)2y bELUOTHD > o0y 7Rk
BRI HDAEIDEIEEL T, /NRAT— Ry bY—EZRDT A7 PURLEBML [OK] . 6L T [OK] 22 1)+
L %9,

[% Configure Account Self-Service

Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Citrix SSPR =

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

Configure...

B | o
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Configure Citrix SSPR

Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix SSPR.

[+| Enable password reset

|+ Allow account unlock

S5PR Account Service URL: || server.fullyqualifieddomain/MPMService |
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Configure Kerberos constrained delegation for
XenApp 6.5

May 22,2017
Use the Configure Store Settings > Kerberos delegation task to specify whether StoreFront uses single-domain

Kerberos constrained delegation to authenticate to delivery controllers.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server

group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.

Once complete, propagate your configuration changes to the server group so that the other servers in the deployment are

updated.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the results pane, select a
store. In the Actions pane, click Configure Store Settings, and then click Kerberos Delegation.

3. Select Enable or Disable Kerberos delegation to authenticate to delivery controllers, respectively, enable or disable
Kerberos constrained delegation.

Follow this procedure when StoreFront is not installed on the same machine as XenApp.

On the domain controller, open the MMC Active Directory Users and Computers snap-in.

On the View menu, click Advanced Features.

In the left pane, click the Computers node under the domain name and select the StoreFront server.

In the Action pane, click Properties.

On the Delegation tab, click Trust this computer for delegation to specified services only and Use any authentication
protocol, and then click Add.

6. In the Add Services dialog box, click Users or Computers.

7. Inthe Select Users or Computers dialog box, type the name of the server running the Citrix XML Service (XenApp) in the

vk wWwN e

Enter the object names to select box, click OK.
8. Select the HTTP service type fromthe list, click OK.
9. Apply the changes and close the dialog box.

Configure Active Directory Trusted Delegation for each XenApp server.

1. Onthe domain controller, open the MMC Active Directory Users and Computers snap-in.

2. Inthe left pane, click the Computers node under the domain name and select the server running the Citrix XML Service
(XenApp) that StoreFront is configured to contact.

3. Inthe Action pane, click Properties.

4. Onthe Delegation tab, click Trust this computer for delegation to specified services only and Use any
authentication protocol, and then click Add.

5. Inthe Add Services dialog box, click Users or Computers.

6. Inthe Select Users or Computers dialog box, type the name of the server running the Citrix XML Service (XenApp) in
the Enter the object names to select box, click OK.

7. Select the HOST service type fromthe list, click OK, and then click Add.
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8. Inthe Select Users or Computers dialog box, type the name of the Domain Controllerin the Enter the object
names to select box and click OK.
9. Select the cifs and Idap service types fromthe list and click OK. Note: If two choices appear for the Idapservice, select
the one that matches the FQDN of the domain controller.
10. Apply the changes and close the dialog box.

Important considerations

When you decide whether to use Kerberos constrained delegation, consider the following information.

e Key Notes:

You do not need ssonsvr.exe unless doing pass-through authentication (or smart card pin pass-through authentication) without Kerberos constrained
delegation.

e Storefront and Citrix Receiver for Web domain pass-through:

You do not need ssonsvr.exe on the client.

You can set the Local username and password in the Citrix icaclient.adm template to anything (controls ssonsvr.exe function).

The icaclient.adm template Kerberos setting is required.

Add the Storefront Fully Qualified Domain Name (FQDN) to Internet Explorer trusted sites list. Check the Use local username box in the Internet Explorer
security settings for the trusted zone.

The client must be in a domain.

Enable the Domain pass-through authentication method on the StoreFront server and enable for Citrix Receiver for Web.

e Storefront, Citrix Receiver for Web, and smart card authentication with PIN prompt:

You do not need ssonsvr.exe on the client.

Smart card authentication was configured.

You can set the Local username and password in the Citrix icaclient.adm template to anything (controls ssonsvr.exe function).

The icaclient.adm template Kerberos setting is required.

Enable the Smart card authentication method on the StoreFront server and enable for Citrix Receiver for Web.

To ensure smart card authentication is chosen, do not check the Use local username box in the Internet Explorer security settings for the StoreFront site zone.
The client must be in a domain.

e NetScaler Gateway, StoreFront, Citrix Receiver for Web, and smart card authentication with PIN prompt:

You do not need ssonsvr.exe on the client.

Smart card authentication was configured.

You can set the Local username and password in the Citrix icaclient.adm template to anything (controls ssonsvr.exe function).

The icaclient.adm template Kerberos setting is required.

Enable the Pass-through from NetScaler Gateway authentication method on the StoreFront server and enable for Citrix Receiver for Web.

To ensure smart card authentication is chosen, do not check the Use local username box in the Internet Explorer security settings for the StoreFront site zone.
The client must be in a domain.

Configure NetScaler Gateway for smart card authentication and configure an additional vServer for launch using StoreFront HDX routing to route the ICA
traffic through the unauthenticated NetScaler Gateway vServer.

e Citrix Receiver for Windows (AuthManager), smart card authentication with PIN prompt, and StoreFront:

You do not need ssonsvr.exe on the client.

You can set the Local username and password in the Citrix icaclient.adm template to anything (controls ssonsvr.exe function).
The icaclient.adm template Kerberos setting is required.

The client must be in a domain.

Enable the Smart card authentication method on the StoreFront server.

e Citrix Receiver for Windows (AuthManager), Kerberos, and StoreFront:

You do not need ssonsvr.exe on the client.

You can set the Local username and password in the Citrix icaclient.adm template to anything (controls ssonsvr.exe function).
The icaclient.adm template Kerberos setting is required.

Check the Use local username box in the Internet Explorer security settings for the trusted zone.

The client must be in a domain.

Enable the Domain pass-through authentication method on the StoreFront server.

Ensure this registry key is set:

Caution: Editing the registry incorrectly can cause serious problems that may require you to reinstall your operating
system. Citrix cannot guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use
Registry Editor at your own risk. Be sure to back up the registry before you edit it.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.80



For 32-bit machines: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManagerProtocols\integratedwindows
Name: SSONCheckEnabled

Type: REG_SZ

Value: true or false

For 64-bit machines:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\AuthManagerProtocols\integratedwindows

Name: SSONCheckEnabled
Type: REG_SZ
Value: true or false
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This overview for conﬁgunng a Citrix deployment for smart cards uses a specific smart card type. Note that similar
steps apply to smart cards from other vendors.
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Create or remove a store

May 22,2017
Use the Create Store task to configure additional stores. You can create as many stores as you need; for example, you can

create a store for a particular group of users or to group together a specific set of resources. You can also create an
unauthenticated store that allows foranonymous, or unauthenticated store. To create this type of store, referto the
Create an unauthenticated store instruction.

To create a store, you identify and configure communications with the servers providing the resources that you want to
make available in the store. Then, optionally, you configure remote access to the store through NetScaler Gateway.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Once complete, propagate your configuration changes to the server group so that the other servers in the deployment are
updated.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the Actions pane, click
Create Store.

3. Onthe Store Name page, specify a name for your store and click Next.
Store names appear in Citrix Receiver under users' accounts, so choose a name that gives users information about the
content of the store.

4. Onthe Delivery Controllers page, list the infrastructure providing the resources that you want to make available in the
store. Click Add.

5. Inthe Add Delivery Controller dialog box, specify a name that will help you to identify the deployment and indicate
whether the resources that you want to make available in the store are provided by XenDesktop, XenApp, or
AppController. For App Controller deployments, ensure that the name you specify does not contain any spaces.

6. If you are adding details of XenDesktop or XenApp servers, continue to Step 7. To make applications managed by App
Controller available in the store, enter the name or IP address of an App Controller virtual appliance in the Server box and
specify the port for StoreFront to use for connections to App Controller. The default port is 443. Continue to Step 11.

7. To make desktops and applications provided by XenDesktop or XenApp available in the store, add the names or IP
addresses of your servers to the Servers list. Specify multiple servers to enable fault tolerance, listing the entries in order
of priority to set the failover sequence. For XenDesktop sites, give details of Delivery Controllers. In the case of XenApp
farms, list servers running the Citrix XML Service.

8. Select fromthe Transport type list the type of connections for StoreFront to use for communications with the servers.
e To send data over unencrypted connections, select HTTP. If you select this option, you must make your own

arrangements to secure connections between StoreFront and your servers.

e To send data over secure HTTP connections using Secure Sockets Layer (SSL) or Transport Layer Security (TLS), select
HTTPS. If you select this option for XenDesktop and XenApp servers, ensure that the Citrix XML Service is set to
share its port with Microsoft Internet Information Services (11S) and that IIS is configured to support HTTPS.

e To send data over secure connections to XenApp servers using the SSL Relay to perform host authentication and
data encryption, select SSL Relay.

Note: If you are using HTTPS or the SSL Relay to secure connections between StoreFront and your servers, ensure that

the names you specify in the Servers list match exactly (including the case) the names on the certificates forthose

servers.
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9. Specify the port for StoreFront to use for connections to the servers. The default port is 80 for connections using HTTP
and the SSL Relay, and 443 for HTTPS connections. In the case of XenDesktop and XenApp servers, the specified port
must be the port used by the Citrix XML Service.

10. If you are using the SSL Relay to secure connections between StoreFront and XenApp servers, specify the TCP port of
the SSL Relay in the SSL Relay port box. The default port is 443. Ensure that all the servers running the SSL Relay are
configured to monitor the same port.

11. Click OK. You can configure stores to provide resources from any mixture of XenDesktop, XenApp, and App Controller
deployments. Repeat Steps 4 to 11, as necessary, to list additional deployments providing resources for the store. When
you have added all the required resources to the store, click Next.

12. Onthe Remote Access page, specify whether and how users connecting from public networks can access the store
through NetScaler Gateway.

e To make the store unavailable to users on public networks, make sure you do not check Enable Remote Access.
Only local users on the internal network will be able to access the store.
e To enable remote access, check Enable Remote Access.
e To make only resources delivered through the store available through NetScaler Gateway, select No VPN tunnel.
Users log on directly to NetScaler Gateway and do not need to use the NetScaler Gateway Plug-in.
e To make the store and all other resources on the internal network available through an SSL virtual private network
(VPN) tunnel, select Full VPN tunnel. Users require the NetScaler Gateway Plug-in to establish the VPN tunnel.
If it is not already enabled, the pass-through from NetScaler Gateway authentication method is automatically enabled
when you configure remote access to the store. Users authenticate to NetScaler Gateway and are automatically logged
on when they access their stores.

13. If you enabled remote access, continue to the next procedure to specify the NetScaler Gateway deployments through
which users can access the store. Otherwise, on the Remote Access page, click Create. Once the store has been created,
click Finish.

Complete the following steps to configure remote access through NetScaler Gateway to the store that you created in the
previous procedure. It is assumed that you have completed all the preceding steps.

1. Onthe Remote Access page of the Create Store wizard, select fromthe NetScaler Gateway appliances list the
deployments through which users can access the store. Any deployments you configured previously for other stores are
available for selection in the list. If you want to add a further deployment to the list, click Add. Otherwise, continue to
Step 12.

2. Onthe Add NetScaler Gateway Appliance General Settings page, specify a name forthe NetScaler Gateway
deployment that will help users to identify it.

Users see the display name you specify in Citrix Receiver, so include relevant information in the name to help users decide
whether to use that deployment. For example, you can include the geographical location in the display names for your
NetScaler Gateway deployments so that users can easily identify the most convenient deployment for their location.

3. Enterthe URL of the virtual server or user logon point for your deployment. Specify the product version used in your
deployment.
The fully qualified domain name (FQDN) for your StoreFront deployment must be unique and different fromthe
NetScaler Gateway virtual server FQDN. Using the same FQDN for StoreFront and the NetScaler Gateway virtual server
is not supported.

4. Select the usage of the NetScaler Gateway from the available options.
+ Authentication and HDX routing: The NetScaler Gateway will be used for Authentication, as well as for routing
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any HDX sessions.
+ Authentication Only: The NetScaler Gateway will be used for Authentication and not for any HDX session routings.
+ HDX routing Only: The NetScaler Gateway will be used for HDX session routings and not for Authentication.

5. Onthe Secure Ticket Authority (STA) page, if you are making resources provided by XenDesktop or XenApp available in
the store, list all the Secure Ticket Authority page URLs for servers running the STA. Add URLs for multiple STAs to enable
fault tolerance, listing the servers in order of priority to set the failover sequence.

The STA is hosted on XenDesktop and XenApp servers and issues session tickets in response to connection requests.
These session tickets formthe basis of authentication and authorization for access to XenDesktop and XenApp
resources.

6. Choose to set the Secure Ticket Authority to be load balanced. You can also specify the time interval after which the
non-responding STAs are bypassed.

7. If youwant XenDesktop and XenApp to keep disconnected sessions open while Citrix Receiver attempts to reconnect
automatically, select the Enable session reliability check box. If you configured multiple STAs and want to ensure
that session reliability is always available, select the Request tickets from two STAs, where available check box.
StoreFront obtains session tickets from two different STAs so that user sessions are not interrupted if one STA
becomes unavailable during the course of the session. If, for any reason, StoreFront is unable to contact two STAs, it
falls back to using a single STA.

8. On Authentication Settings page, select the version of NetScaler gateway you want to configure.

9. Specify the VServer IP address of the NetScaler Gateway appliance, if required. A VServer IP address is required for
Access Gateway 9.x appliances, but optional for more recent product versions. The VServer IP address is the IP address
that NetScaler Gateway uses to represent the user device when communicating with servers on the internal network.
This can also be the mapped IP address of the NetScaler Gateway appliance. Where specified, StoreFront uses the
VServer IP address to verify that incoming requests originate from a trusted device.

10. Select fromthe Logon type list the authentication method you configured on the appliance for Citrix Receiver users. The
information you provide about the configuration of your NetScaler Gateway appliance is added to the provisioning file
for the store. This enables Citrix Receiver to send the appropriate connection request when contacting the appliance for
the first time.

e If users are required to enter their Microsoft Active Directory domain credentials, select Domain.
e |f users are required to enter a tokencode obtained from a security token, select Security token.
e If users are required to enter both their domain credentials and a tokencode obtained froma security token,
select Domain and security token.
e |f users are required to enter a one-time password sent by text message, select SMS authentication.
e |f users are required to present a smart card and enter a PIN, select Smart card.
If you configure smart card authentication with a secondary authentication method to which users can fall back if they
experience any issues with their smart cards, select the secondary authentication method fromtheSmart card
fallback list.

11. Enterthe NetScaler Gateway authentication service URL in the Callback URL box. This is an optional field. StoreFront
automatically appends the standard portion of the URL. Enter the internally accessible URL of the appliance. StoreFront
contacts the NetScaler Gateway authentication service to verify that requests received from NetScaler Gateway
originate from that appliance.

12. Click Create to add your NetScaler Gateway deployment to the list on the Remote Access page. Repeat Steps 1to 11,
as necessary, to add more NetScaler Gateway deployments to the NetScaler Gateway appliances list. If you enable
access through multiple deployments by selecting more than one entry in the list, specify the default deployment to be
used to access the store.
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13. Onthe Remote Access page, click Create. Once the store has been created, click Finish.

Your store is now available for users to access with Citrix Receiver, which must be configured with access details for the
store. There are a number of ways in which you can provide these details to users to make the configuration process easier
forthem. For more information, see User access options.

Alternatively, users can access the store through the Receiver for Web site, which enables users to access their desktops
and applications through a webpage. The URL for users to access the Receiver for Web site for the new store is displayed
when you create the store.

When you create a new store, the XenApp Services URL is enabled by default. Users of domain-joined desktop appliances
and repurposed PCs running the Citrix Desktop Lock, along with users who have older Citrix clients that cannot be
upgraded, can access stores directly using the XenApp Services URL for the store. The XenApp Services URL has the form
http[s]//serveraddress/Citrix/storename/PNAgent/configxml, where serveraddress is the FQDN of the server or load
balancing environment for your StoreFront deployment and storename is the name you specified for the store in Step 3.

Create a store for single server deployments on a nondomain-joined server

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the Actions pane,
click Create Store.

3. Onthe Store Name page, specify a name foryour store and click Next.
Store names appear in Citrix Receiver under users' accounts, so choose a name that gives users information about the
content of the store.

4. Onthe Delivery Controllers page, list the infrastructure providing the resources that you want to make available in the
store. Click Add.

5. Inthe Add Delivery Controller dialog box, specify a name that will help you to identify the deployment and indicate
whether the resources that you want to make available in the store are provided by XenDesktop, XenApp, or XenMobile
AppController. For App Controller deployments, ensure that the name you specify does not contain any spaces.

6. If you are adding details of XenDesktop or XenApp servers, continue to Step 7. To make applications managed by App
Controller available in the store, enter the name or IP address of an App Controller virtual appliance in the Server box and
specify the port for StoreFront to use for connections to App Controller. The default port is 443. Continue to Step 11.

7. To make desktops and applications provided by XenDesktop or XenApp available in the store, add the name or IP
address of your server to the Servers box. For XenDesktop sites, give details of Delivery Controllers. In the case of
XenApp farms, list the server running the Citrix XML Service.

8. Select fromthe Transport type list the type of connections for StoreFront to use for communications with the server.
e To send data over unencrypted connections, select HTTP. If you select this option, you must make your own

arrangements to secure connections between StoreFront and your server.

e To send data oversecure HTTP connections using Secure Sockets Layer (SSL) or Transport Layer Security (TLS),
select HTTPS. If you select this option for XenDesktop and XenApp servers, ensure that the Citrix XML Service is set
to share its port with Microsoft Internet Information Services (11S) and that I1S is configured to support HTTPS.

e To send data over secure connections to XenApp servers using the SSL Relay to perform host authentication and
data encryption, select SSL Relay.

Note: If you are using HTTPS or the SSL Relay to secure connections between StoreFront and your server, ensure

that the name you specify in the Servers box matches exactly (including the case) the name on the certificate for
that server.
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9. Specify the port for StoreFront to use for connections to the server. The default port is 80 for connections using HTTP
and the SSL Relay, and 443 for HTTPS connections. In the case of XenDesktop and XenApp servers, the specified port
must be the port used by the Citrix XML Service.

10. If you are using the SSL Relay to secure connections between StoreFront and the XenApp server, specify the TCP port
of the SSL Relay in the SSL Relay port box. The default port is 443. Ensure that all the servers running the SSL Relay are
configured to monitor the same port.

11. Click OK. You can configure stores to provide resources fromany mixture of XenDesktop, XenApp, and App Controller
deployments. Repeat Steps 4 to 11, as necessary, to list additional deployments providing resources for the store. When
you have added all the required resources to the store, click Next.

12. Onthe Remote Access page, specify whether and how users connecting from public networks can access the store
through NetScaler Gateway.

e To make the store unavailable to users on public networks, select None. Only local users on the internal network will
be able to access the store.

e To make only resources delivered through the store available through NetScaler Gateway, select No VPN tunnel.
Users log on directly to NetScaler Gateway and do not need to use the NetScaler Gateway Plug-in.

e To make the store and all other resources on the internal network available through an SSL virtual private network
(VPN) tunnel, select Full VPN tunnel. Users require the NetScaler Gateway Plug-in to establish the VPN tunnel.

If it is not already enabled, the pass-through from NetScaler Gateway authentication method is automatically
enabled when you configure remote access to the store. Users authenticate to NetScaler Gateway and are
automatically logged on when they access their stores.
13. If you enabled remote access, continue to Provide remote access to the store through NetScaler Gateway to specify
the NetScaler Gateway deployments through which users can access the store. Otherwise, on the Remote
Access page, click Next.
14. Onthe Configure Authentication Methods page, select the methods by which users will authenticate and access
resources, and click Next.
15. Onthe Configure Password Validation page, select the delivery controllers to provide the password validation,
click Next.
16. Onthe XenApp Services URL page, configure the URL for users who us PNAgent to access application and desktops
and click Create.

Server Group Node in the left and Action panes is replaced by Change Base URL. The only option available is to
change the base URL, because server groups are not available in nondomain-joined servers.

Remove a store

Use the Remove Store task to delete a store. When you remove a store, any associated Receiver for Web sites, Desktop
Appliance sites, and XenApp Services URLs are also deleted.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the

deployment. Once complete, propagate your configuration changes to the server group so that the other servers in the
deployment are updated.
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Configure two StoreFront stores to share a common
subscription datastore

May 22,2017
As of version 2.0, StoreFront no longer uses an SQL database to maintain its subscription data. Citrix replaced the SQL database with a
Windows datastore that requires no additional configuration when StoreFront is first installed. The installation installs the Windows datastore
locally on each StoreFront server. In StoreFront server group environments, each server also maintains a copy of the subscription data used by
its store. This data is propagated to other servers to maintain user subscriptions across the whole group. By default, StoreFront creates a single
datastore for each store. Each subscription datastore is updated independently from each other store.

Where different configuration settings are required, it is common for administrators to configure StoreFront with two distinct stores; one for
external access to resources using Netscaler Gateway and another for internal access using the corporate LAN. You can configure both
"external" and "internal" stores to share a common subscription datastore by making a simple change to the store web.config file.

In the default scenario involving two stores and their corresponding subscription datastores, a user must subscribe to the same resource twice.
Configuring the two stores to share a common subscription database improves and simplifies the roaming experience when users access the
same resource frominside or outside the corporate network. With a shared subscription datastore it does not matter whether they use the
"external" or "internal" store when they initially subscribe to a new resource.

e Each store has a web.config file located in C:\inetpub\wwwroot\citrix\<storename>.
e Each store web.config contains a client endpoint for the Subscription Store Service.

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1__ Citrix_<StoreName>" authenticationMode="windows" transferMode="Streamed">

The subscription data for each Store is located in:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_<StoreName>

For two stores to share a subscription datastore, you need only point one store to the subscription service end point of the otherstore. Inthe
case of a server group deployment, all servers have identical pairs of stores defined and identical copies of the shared datastore they both
share.

Note: The XenApp, XenDesktop and AppC controllers configured on each store must match exactly; otherwise, an inconsistent set of resource
subscriptions on one store compared to another might occur. Sharing a datastore is supported only when the two stores reside on the same
StoreFront server or server group deployment.

StoreFront subscription datastore endpoints

1. Onassingle StoreFront deployment, open the external store web.config file using Notepad and search for the clientEndpoint. For example:
<subscriptionsStoreClient enabled="true">
<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1__ Citrix_External" authenticationMode="windows" transferMode="Streamed">
<clientCertificate thumbprint="0" />
</clientEndpoint>
</subscriptionsStoreClient>
2. Change the external to match the internal store endpoint:
<subscriptionsStoreClient enabled="true">
<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1__ Citrix_Internal" authenticationMode="windows" transferMode="Streamed">
<clientCertificate thumbprint="0" />
</clientEndpoint>
</subscriptionsStoreClient>
3. If using StoreFront server group then propagate any changes made to the web.config file of the primary node to all other nodes.

Both stores are now set to share the internal store subscription datastore.
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Configure Citrix Receiver for Web sites

May 26,2017
Citrix Receiver for Web sites enable users to access stores through a webpage. The tasks below enable you to modify

settings foryour Citrix Receiver for Web sites. Some advanced settings can only be changed by editing the site
configuration files. For more information, see Configure Citrix Receiver for Web sites using the configuration files.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Once complete, propagate your configuration changes to the server group so that the other servers in the deployment are
updated.

Use the Authentication Methods task to assign authentication methods for users connecting to the Citrix Receiver for
Web site. This action allows you to specify a subset of authentication methods for each Receiver for Web site.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and select the relevant store that
you want to modify from the results pane.

3. Inthe Actions pane, click Manage Receiver for Web Sites, click Configure, and choose Authentication

Methods to specify the access methods that you want to enable for your users.

e Select the User name and password check box to enable explicit authentication. Users enter their credentials when
they access their stores.

e Select the SAML Authentication check box to enable integration with a SAML Identity Provider. Users authenticate
to an Identity Provider and are automatically logged on when they access their stores. From the Settings drop-down
menu:

e Select Identity Providerto configure the trust to the Identity Provider.
e Select Service Provider to configure the trust forthe Service Provider. This information is required by the Identity
Provider.

e Select the Domain pass-through check box to enable pass-through of Active Directory domain credentials from users'
devices. Users authenticate to their domain-joined Windows computers and are automatically logged on when they
access their stores. In order to use this option, pass-through authentication must be enabled when Citrix Receiver for
Windows is installed on users' devices. Note that Domain pass-through for Citrix Receiver for Web is limited to
Windows operating systems using Chrome, Firefox, Internet Explorer, and Edge.

e Select the Smart card check box to enable smart card authentication. Users authenticate using smart cards and PINs
when they access their stores.

e Select the Pass-through from NetScaler Gateway check box to enable pass-through authentication from NetScaler
Gateway. Users authenticate to NetScaler Gateway and are automatically logged on when they access their stores.

4. Once the authentication method has been selected, click OK.
For more information about modifying settings for authentication methods, see Configure the authentication service.

Use the Add Shortcuts to Websites task to provide users with rapid access to desktops and applications from websites
hosted on the internal network. You generate URLs for resources available through the Citrix Receiver for Web site and
embed these links on your websites. Users click on a link and are redirected to the Receiver for Web site, where they log on
if they have not already done so. The Receiver for Web site automatically starts the resource. In the case of applications,
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users are also subscribed to the application if they have not subscribed previously.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and select the site fromthe
results pane.

3. Inthe Actions pane, click Manage Receiver for Web Sites, click Configure, and choose Website Shortcuts.

4. Click Add to enterthe URL for a website on which you plan to host shortcuts. URLs must be specified in the form
http[s]//hostname[:port], where hostname is the fully qualified domain name of the website host and port is the port
used for communication with the host if the default port forthe protocolis not available. Paths to specific pages on
the website are not required. To modify a URL, select the entry in the Websites list and click Edit. Select an entry in the
list and click Remove to delete the URL fora website on which you no longer want to host shortcuts to resources
available through the Citrix Receiver for Web site.

5. Click Get shortcuts and then click Save when you are prompted to save your configuration changes.

. Logonto the Citrix Receiver for Web site and copy the URLs you require to your website.

[e))

By default, user sessions on Citrix Receiver for Web sites time out after 20 minutes of inactivity. When a session times out,
users can continue to use any desktops or applications that are already running but must log on again to access Citrix
Receiver for Web site functions such as subscribing to applications.

Use the Session Timeout task in the Manage Receiver for Web Sites to change the session timeout value.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane and in the Actions pane, click Manage Receiver for Web Sites,
click Configure, choose Session Settings. You can specify minutes and hours for Session timeout. The minimum
value for all time intervals is 1. The maximum equates to 1 year for each time interval.

Use the Application and Desktops view on Receiver for Web task in the Manage Receiver for Web Sites to
change the session timeout value.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane and in the Actions pane, click Manage Receiver for Web Sites, click Configure,
and choose Client Interface Settings.

3. Fromthe Select view and Default view drop-down menus, select the views you want displayed.

To enable folder view:

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane and in the Actions pane, click Manage Receiver for Web Sites
and click Configure.

3. Select Advanced Settings and check Enable folder view.

By default, Citrix Receiver for Web sites offer provisioning files that enable users to configure Citrix Receiver automatically
forthe associated store. The provisioning files contain connection details for the store that provides the resources on the
site, including details of any NetScaler Gateway deployments and beacons configured for the store.
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Use the Enable Receiver configuration task in the Manage Receiver for Web Sites to change the session timeout
value.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane and in the Actions pane, click Manage Receiver for Web Sites, click
Configure, and choose Client Interface Settings.

3. Select Enable Receiver configuration.

Use the Deploy Citrix Receiver task to configure the behavior of a Citrix Receiver for Web site when a Windows or Mac
OS X user without Citrix Receiver installed accesses the site. By default, Citrix Receiver for Web sites

automatically attempt to determine whether Citrix Receiver is installed when accessed from computers running Windows or
Mac OS X.

If Citrix Receiver cannot be detected, the useris prompted to download and install the appropriate Citrix Receiver for their
platform. The default download location is the Citrix website, but you can also copy the installation files to the StoreFront
server and provide users with these local files instead.

For users who cannot install Citrix Receiver, you can enable Citrix Receiver for HTML5 on your Citrix Receiver for Web sites.
Citrix Receiver for HTML5 enables users to access desktops and applications directly within HTML5-compatible web
browsers without needing to install Citrix Receiver. Both internal network connections and connections through NetScaler
Gateway are supported. However, for connections from the internal network, Citrix Receiver for HTML5 only enables
access to resources provided by specific products. Additionally, specific versions of NetScaler Gateway are required to
enable connections from outside the corporate network. For more information, see Infrastructure requirements.

Forlocal users on the internal network, access through Citrix Receiver for HTMLS5 to resources provided by XenDesktop and
XenApp is disabled by default. To enable local access to desktops and applications using Citrix Receiver for HTML5, you
must enable the ICA WebSockets connections policy on your XenDesktop and XenApp servers. XenDesktop and XenApp
use port 8008 for Citrix Receiver for HTML5 connections. Ensure your firewalls and other network devices permit access to
this port. For more information, see WebSockets policy settings.

Citrix Receiver for HTML5 can only be used with Internet Explorer over HTTP connections. To use Citrix Receiver for HTML5
with Mozilla Firefox over HTTPS connections, users must type about:config in the Firefox address bar and set
the network.websocket.allowlnsecureFromHTTPS preference to true.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the results pane, select a
site. In the Actions pane, click Manage Receiver for Web Sites and click Configure.

3. Choose Deploy Citrix Receiver and specify the response of the Citrix Receiver for Web site if Citrix Receiver cannot be
detected on a user's device.

e |f you want the site to prompt the userto download and install the appropriate Citrix Receiver for their platform,
select Install locally. Users must install Citrix Receiver to access desktops and applications through the site.
e |f youselect Allow users to download HDX engine (plug in), the Citrix Receiver for Web allows the userto
download and install Citrix Receiver on the end user client if the Citrix Receiver is not available.
e |f youselect Upgrade plug-in at logon, the Citrix Receiver for Web upgrades the Citrix Receiver client when the user
logs on. To enable this feature, ensure the Citrix Receiver files are available on the StoreFront server.
e Select a source fromthe drop-down menu.
e If you want the site to prompt the user to download and install Citrix Receiver but fall back to Citrix Receiver for HTML5
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if Citrix Receiver cannot be installed, select Use Receiver for HTML5 if local Receiver is unavailable. Users without
Citrix Receiver are prompted to download and install Citrix Receiver every time they log on to the site.

e |f you want the site to enable access to resources through Citrix Receiver for HTML5 without prompting the user to
download and install Citrix Receiver, select Always use Receiver for HTML5. With that option selected, users always
access desktops and applications on the site through Citrix Receiver for HTML5, provided they use an HTML5-
compatible browser. Users without an HTML5-compatible browser have to install the native Citrix Receiver.

By default, when a user accesses a Citrix Receiver for Web site from a computer running Windows or Mac OS X, the site
attempts to determine whether Citrix Receiver is installed on the user's device. If Citrix Receiver cannot be detected, the
user is prompted to download and install the appropriate Citrix Receiver for their platform from the Citrix website.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the results pane, select a
site. Inthe Actions pane, click Manage Receiver for Web Sites and click Configure.

3. Choose Deploy Citrix Receiver and Source for Receivers, and then browse to the installation files.

Before logging on to StoreFront, Citrix Receiver for Web prompts a user to install the latest Citrix Receiver if Citrix Receiver
is not already installed on the user's computer (for Internet Explorer, Firefox, and Safari users) or the first time that the user
visits the site (for Chrome users). Depending on the configuration, the prompt might also display if the user’s installation of
Citrix Receiver can be upgraded.

You can configure Citrix Receiver for Web to display the prompt after logging on to StoreFront.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and select the site fromthe
results pane.

3. Inthe Actions pane, click Manage Receiver for Web Sites, click Configure.

4. Select Advanced Settings and check Prompt to install Citrix Receiver after logon.

Use the Manage Receiver for Web Sites in the Actions pane to delete a Citrix Receiver for Web site. When you remove
a site, users can no longer use that webpage to access the store.
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Configure user access

May 30, 2017
This article contains the following information:

Configure support for connections through XenApp Services URLS
Disable workspace control reconnect for all Citrix Receivers
Configure user subscriptions

Manage subscription data

Important

In multiple server deployments, use only one server ata time to change the configuration of the server group. Ensure thatthe Citrix
StoreFrontmanagementconsole is notrunning on any of the other servers in the deployment Once complete, propagate your
configuration changes to the server group so thatthe other servers in the deploymentare updated.

Configure support for connections through XenApp Services URLS

Use the Configure XenApp Services Support task to configure access to your stores through XenApp Services URLs. Users
of domain-joined desktop appliances and repurposed PCs running the Citrix Desktop Lock, along with users who have older
Citrix clients that cannot be upgraded, can access stores directly using the XenApp Services URL for the store. When you
create a new store, the XenApp Services URL is enabled by default.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the
server group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the
deployment. Once complete, propagate your configuration changes to the server group so that the other servers in the
deployment are updated.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the results pane, select a
store. In the Actions pane, click Configure XenApp Services Support.

3. Select or clear the Enable XenApp Services Support check box to, respectively, enable or disable user access to the
store through the displayed XenApp Services URL.
The XenApp Services URL for a store has the form http[sl.//serveraddress/Citrix/storename/PNAgent/config.xm,
where serveraddress is the fully qualified domain name of the server or load balancing environment for your StoreFront
deployment and storename is the name specified for the store when it was created.

4. If you enable XenApp Services Support, optionally specify a default store in your StoreFront deployment for users with
the Citrix Online Plug-in.
Specify a default store so that your users can configure the Citrix Online Plug-in with the server URL or load-balanced
URL of the StoreFront deployment, rather than the XenApp Services URL for a particular store.

Disable or enable workspace control reconnect for all Citrix Receivers

Workspace control enables applications to follow users as they move between devices. This allows, for example, clinicians in
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hospitals to move from workstation to workstation without having to restart their applications on each device.

StoreFront contains a configuration to disable workspace control reconnect in the Store Service for all Citrix Receivers.
Manage this feature by using the StoreFront console or PowerShell.

Use the StoreFront management console

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the Actions pane,
click Configure Store Settings.

3. Select Advanced Settings and check or uncheck Allow session reconnect.

Use PowerShell

Make sure that you close the Administration Console. Run the following code snippet to import the StoreFront PowerShell
modules:

SdsinstallProp = Get-ltemProperty *

-Path HKLM:\SOFT WARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dsinstallDir = $dsinstallProp.InstallDir

& $dsinstallDir\..\Scripts\Import Modules.ps1

Then the PowerShell command Set-DSAllowSessionReconnect turns Workspace control reconnect on or off.
Syntax

Set-DSAllowSessionReconnect [[-Siteld] <Int64>] [[-VirtualPath] <String>] "
[[-IsAllowed] <Boolean>]

For example, to turn off workspace control reconnect for a store in /Citrix/Store, the following command configures the
store:

Set-DSAllowSessionReconnect -Siteld 1 -VirtualPath /Citrix/Store * -IsAllowed Sfalse

Configure user subscriptions

Use the User Subscriptions task to do select one of the following options:

e Require users to subscribe to applications before using them (Self Service Store).
e Enable users to receive all applications when they connect to the store (Mandatory Store).

Disabling user subscriptions for a store within StoreFront also prevents the display of the Favorites tab to users in Citrix
Receiver. Disabling subscriptions does not delete the Store subscription data. Re-enabling subscriptions for the store will
allow the user to see their subscribed apps in Favorites whenever they next log on.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

2. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the results pane, select a
store. In the Actions pane, click Configure Store Settings > User Subscriptions to toggle the user subscriptions
feature off oron.

3. Choose Enable user subscriptions (Self Service Store) to make users subscribe to the applications to use them. Any
previously specified subscriptions are still available.

4. Choose Disable user subscriptions (Mandatory Store) to make all applications published to the users available on the
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Home screen without users subscribing to them. Their subscriptions are not deleted and they can recover them if you re-
enable the feature.

Configure Store Settings - Store

StoreFront Manage User Subscriptions

®) Enable User Subscriptions (Self Service Store)

- When you enable user subscriptions, the Self-Service store is then in effect. Users must

User Subscriptions : .- - o .
subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Citrix Online Integration When you disable user subscriptions, the Mandatory store is then in effect. All applications
published to users are available on the Home screen without users subscribing to them, User
Advertise Store subscriptions are not deleted and can be recovered if you re-enable the feature,

Advanced Settings

o T

In StoreFront 3.5 or later, you can use the following PowerShell script to configure user subscriptions for a store:
$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"
Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:$False

For more information on Get-STFStoreService, see https://citrix.github.io/storefront-sdk/Citrix.StoreFront.Stores/Get-
STFStoreService/

Manage subscription datafor astore

Manage subscription data for a store using PowerShell cmdlets.

N -

I1=

Use either the StoreFront managementconsole or PowerShell to manage StoreFront Do notuse both methods atthe same time.
Always close the StoreFront management console before using PowerShell to change your StoreFront configuration. Citrix also
recommends thatyou take a backup of your existing subscription data before making changes so thatrollback to a previous state is
possible.
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Purge subscription data
Afolder and datastore containing subscription data exists for each store in your deployment.

1. Stop the Citrix Subscriptions Store service on the StoreFront server. If the Citrix Subscriptions Store service is running, it is
not possible to delete subscription data forany of your stores.

2. Locate the subscription store folder on the StoreFront server:
C\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_<StoreName>

3. Delete the contents of the subscription store folder, but do not delete the folderitself.

4. Restart the Citrix Subscriptions Store service on the StoreFront server.

In StoreFront 3.5 or later, you can use the following PowerShell script to purge subscription data for a store. Run this
PowerShell function as an administrator with rights to stop or start services and delete files. This PowerShell function
achieves the same result as the manual steps described above.

To run the cmdlets successfully, the Citrix Subscriptions Store service must be running on the server.

Code —e—
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function Remove-SubscriptionData

[CmdletBinding()]

[Parameter(Mandatory=$False)][String]$Store = "Store"

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or higher

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__ Citrix_$Store\*"

Stop-Service -displayname $SubsService

Remove-ltem $SubsPath -Force -Verbose

Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

Export subscription data
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You can obtain a backup of the Store subscription data in the form of a tab separated .txt file using the following
PowerShell cmdlet.

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

If you are managing a multiple-server deployment, you can run this PowerShell cmdlet on any server within the StoreFront
server group. Each server in the server group maintains an identical synced copy of the subscription data fromits peers. If
you believe you are experiencing issues with subscription synchronization between the Storefront servers, then export the
data fromall servers in the group and compare themto see differences.

Restore subscription data

Use Restore-STFStoreSubscriptions to overwrite your existing subscription data. You can restore a Store's subscription data
using the tab separated .txt file backup you created earlier using Export-STFStoreSubscriptions.

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

For more information on Restore-STFStoreSubscriptions, see https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Restore-STFStoreSubscriptions/#restore-stfstoresubscriptions

Restoring Data on a Single StoreFront Server

In a single server deployment, there is no need to shut down the Subscriptions Store service. There is also no need to purge
the existing subscription data before restoring the subscription data.

Restoring Data on a StoreFront Server Group
To restore subscription data to a server group, the following steps are required.

Example Server Group Deployment containing three StoreFront servers.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.128


javascript:void(0)
javascript:void(0)
https://citrix.github.io/storefront-sdk/Citrix.StoreFront.SubscriptionsStore/Restore-STFStoreSubscriptions/#restore-stfstoresubscriptions

StoreFrontA
StoreFrontB
StoreFrontC

1. Back up of the existing subscription data fromany of the three servers.

2. Stop the Subscriptions Store service on servers StoreFrontB and C. This action prevents the servers from sending or
receiving subscription data during the update of StoreFrontA.

3. Purge the subscription data from servers StoreFrontB and C. This action prevents mismatch of the restored subscription
data.

4. Restore the data on StoreFrontA using the Restore-STFStoreSubscriptions cmdlet. It is not necessary to stop the
Subscriptions Store service, orto purge the subscription data on StoreFrontA (it is overwritten during the restore
operation).

5. Restart the Subscriptions Store service on servers StoreFrontB and StoreFrontC. The servers can then receive a copy of
the data from StoreFrontA.

6. Wait for synchronization to occur between all servers. The time required depends on the number of records that exist on
StoreFrontA. If all servers are on a local network connection, synchronization normally occurs quickly. Synchronization of
subscriptions across a WAN connection may take longer.

7. Export the data from StoreFrontB and C to confirm that the synchronization has completed, or view the Store
Subscription counters.

Import subscription data

Use Import-STFStoreSubscriptions when there is no subscription data forthe Store. This cmdlet also allows subscription
data to be transferred from one Store to another or if subscription data is imported to newly provisioned StoreFront
servers.

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

For more information on Import-STFStoreSubscriptions, see https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Import-STFStoreSubscriptions/#import-stfstoresubscriptions

Subscription data file details

The subscription data file is a text file containing one line per user subscription. Each line is a tab-separated sequence of
values:

<user-identifier> <resource-id> <subscription-id> <subscription-status> <property-name> <property-value> <property-
name> <property-value> ...
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The values are defined as follows:

e <yser-identifier> - Required. A sequence of characters identifying the user. This identifier is the user's Windows Security
Identifier.

e <resource-ic> - Required. A sequence of characters identifying the subscribed resource.

e <subscription-icd> - Required. A sequence of characters uniquely identifying the subscription. This value is not used
(although, a value must be present in the data file).

e <subscription-status> - Required. The status of the subscription: subscribed or unsubscribed.

e <property-name> and <property-value> -Optional. A sequence of zero or more pairs of <property-name> and <property-
value> values. These represent properties associated with the subscription by a StoreFront client (typically a Citrix
Receiver). A property with multiple values that is represented by multiple name/value pairs that have the same name (for
example, "... MyProp A MyProp B .." represents the property MyProp with values A, B).

Example:

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-A2DD-08002B30309D
Subscribed dazzle:position 1

Size of subscription data on the StoreFront server disk

Subscription Datastore Size
No of Records Size MB
0 6.02
1000 7.02
10000 40.00
100000 219.00
200000 358.00
500000 784.00
800000 1213.02
1000000 1497.15
1300000 1919.15
1500000 2205.15
1700000 2487.15
2000000 2915.15

Size of import and export .txt files

Subscriptions Import/Export.txt
No of Records Size MB

0 0.00

1000 0.13

10000 1.30
100000 12.80
200000 25.60
500000 64.10
800000 102.00
1000000 128.00
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
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Store Subscription Counters

You can use Microsoft Windows Performance Monitor counters (Start > Run > perfmon) to show, for example, the total
numbers of subscription records on the server or number of records synchronized between StoreFront server groups.

View the Subscription Counters using PowerShell

Get-Counter -Counter "\Citrix Subscription Store(1__citrix_store)\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Transferred"
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Set up highly available multi-site stores

May 22, 2017
In this article:

Configure user mapping and aggregation
Advanced configurations

Configure subscription synchronization
Configure optimal HDX routing for a store

Use the Citrix StoreFront management console

Use PowerShell to configure optimal NetScaler Gateway routing for a store

For stores that aggregate resources from multiple deployments, particularly geographically dispersed deployments, you can
configure load balancing and failover between deployments, mapping of users to deployments, and specific disaster
recovery deployments to provide highly available resources. Where you have configured separate NetScaler Gateway
appliances for your deployments, you can define the optimal appliance for users to access each of the deployments.

Since StoreFront 3.5, the StoreFront management console has supported common multi-site scenarios. Citrix recommends
you use the management console when it meets your requirements.

Configure user mapping and aggregation

The StoreFront management console enables you to:

e Map users to deployments: Based on Active Directory group membership, you can limit which users have access to
particular deployments.

e Aggregate deployments: You can specify which deployments have resources that you want to aggregate. Matching
resources from aggregated deployments are presented to the user as a single highly-available resource.

e Associate a zone with a deployment: When accessed with NetScaler Gateway in a global load-balancing
configuration, StoreFront prioritizes deployments from zones matching the gateway zone when launching resources.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the
server group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the
deployment. Once complete, propagate your configuration changes to the server group so that the other servers in the
deployment are updated.

1. Ensure that you have configured the store with details of all the XenDesktop and XenApp deployments that you want
to use in your configuration. For more information about adding deployments to stores, see Manage the resources
made available in stores.

2. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

3. Select the Stores node in the left pane of the Citrix StoreFront management console and click Manage Delivery
Controllers in the Actions pane.

4. If two or more controllers are defined, click User Mapping and Multi-Site Aggregation Configuration > Configure.
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5. Click Map users to controllers and make selections on the screens to specify which Delivery Controllers are available to
which users.

6. Click Aggregate resources, choose controllers, and click Aggregate to specify whether or not Delivery Controllers are
aggregated. If you enable aggregation of Delivery Controllers, applications and desktops from those Delivery Controllers
with the same display name and path are presented as a single application/desktop in Citrix Receiver.

7. Choose one, or both, of the Aggregated Controller Settings check boxes and click OK.

Controllers publish identical resources - When checked, StoreFront enumerates resources fromonly one of the
controllers in the aggregated set. When unchecked, StoreFront enumerates resources fromall controllers in the
aggregated set (to accumulate the user's entire set of available resources). Checking this option gives a performance
improvement when enumerating resources, but we do not recommend it unless you are certain that the list of
resources is identical across all aggregated deployments.

Load balance resources across controllers - When checked, launches are distributed evenly among the available
controllers. When unchecked, launches are directed to the first controller specified in the user mapping dialog screen,
failing over to subsequent controllers if the launch fails.

Advanced configurations

Although you can configure many common multi-site and high availability operations with the StoreFront management
console, you can still configure StoreFront using the configuration files in the same manner as earlier StoreFront versions.

Extra functionality available using PowerShell or by editing the StoreFront configuration files:

e The ability to specify multiple groupings of deployments for aggregation.
e The management console allows only a single grouping of deployments, which is sufficient for most cases.
e For stores with many deployments with disjointed sets of resources, multiple groupings might give performance

improvements.

e The ability to specify complex preference orders for aggregated deployments. The management console allows
aggregated deployments to be load balanced orto be used as a single failover list.

e The ability to define disaster recovery deployments (deployments accessed only when all other deployments are
unavailable).

Warning: After configuring advanced multi-site options by manually editing the configuration file, some tasks become
unavailable in the Citrix StoreFront management console to prevent misconfiguration.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the
server group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the
deployment. Once complete, propagate your configuration changes to the server group so that the other servers in the
deployment are updated.

1. Ensure that you have configured the store with details of all the XenDesktop and XenApp deployments that you want
to use in your configuration, including disaster recovery deployments. For more information about adding deployments
to stores, see Manage the resources made available in stores.

2. Use a text editor to open the web.config file for the store, which is typically located in the
C\inetpub\wwwroot\Citrix\storename\ directory, where storename is the name specified for the store when it was
created.

3. Locate the following section in the file.
<resourcesWingConfigurations>
<resourcesWingConfiguration name="Default" wingName="Default" />
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</resourcesWingConfigurations>
4. Specify your configuration as shown below.

<resourcesWingConfigurations>

<resourcesWingConfiguration name="Default" wingName="Default">
<userFarmMappings>

<clear />

<userFarmMapping name="user_mapping">

<groups>

<group name="domain\usergroup" sid="securityidentifier" />

<group ... />

</groups>

<equivalentFarmSets>

<equivalentFarmSet name="setname" loadBalanceMode="{LoadBalanced | Failover}
aggregationGroup="aggregationgroupname">

<primaryFarmRefs>

<farm name="primaryfarmname" />

<farm... />

</primaryFarmRefs>
<backupFarmRefs>

<farm name="backupfarmname" />
<farm../>

</backupFarmRefs>
</equivalentFarmSet>
<equivalentFarmSet ... >

</equivalentFarmSet>
</equivalentFarmSets>
</userFarmMapping>
<userFarmMapping>

</userFarmMapping>
</userFarmMappings>
</resourcesWingConfiguration>
</resourcesWingConfigurations>

Use the following elements to define your configuration.

e userFarmMapping
Specifies groups of deployments and defines the load balancing and failover behavior between those deployments.
Identifies deployments to be used for disaster recovery. Controls user access to resources by mapping Microsoft Active
Directory user groups to the specified groups of deployments.

e groups
Specifies the names and security identifiers (SIDs) of Active Directory user groups to which the associated mapping
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applies. User group names must be entered in the format domain\usergroup. Where more than one group is listed, the
mapping is only applied to users who are members of all the specified groups. To enable access for all Active Directory
user accounts, set the group name & sid to everyone.

e equivalentFarmSet
Specifies a group of equivalent deployments providing resources to be aggregated for load balancing or failover, plus an
optional associated group of disaster recovery deployments.

The loadBalanceMode attribute determines the allocation of users to deployments. Set the value of

the loadBalanceMode attribute to LoadBalanced to randomly assign users to deployments in the equivalent
deployment set, evenly distributing users across all the available deployments. When the value of the loadBalanceMode
attribute is set to Failover, users are connected to the first available deployment in the order in which they are listed in
the configuration, minimizing the number of deployments in use at any given time. Specify names for aggregation groups
to identify equivalent deployment sets providing resources to be aggregated. Resources provided by equivalent
deployment sets belonging to the same aggregation group are aggregated. To specify that the deployments defined in
a particular equivalent deployment set should not be aggregated with others, set the aggregation group name to the
empty string ™"

The identical attribute accepts the values true and false, and specifies whether all deployments within an equivalent
deployment set provide exactly the same set of resources. When the deployments are identical, StoreFront enumerates
the user's resources from just one primary deployment in the set. When the deployments provide overlapping but not
identical resources, StoreFront enumerates from each deployment to obtain the full set of resources available to a user.
Load balancing (at launch time) can take place whether or not the deployments are identical. The default value for the
identical attribute is false, although it is set to true when StoreFront is upgraded to avoid altering the pre-existing
behavior following an upgrade.

e primaryFarmRefs
Specifies a set of equivalent XenDesktop or XenApp sites where some or all of the resources match. Enter the names of
deployments that you have already added to the store. The names of the deployments you specify must match exactly
the names you entered when you added the deployments to the store.

e optimalGatewayForFarms
Specifies groups of deployments and defines the optimal NetScaler Gateway appliances for users to access resources
provided by these deployments. Typically, the optimal appliance for a deployment is colocated in the same geographical
location as that deployment. You only need to define optimal NetScaler Gateway appliances for deployments where the
appliance through which users access StoreFront is not the optimal appliance.

Configure subscription synchronization

To configure periodic pull synchronization of users' application subscriptions from stores in different StoreFront
deployments, you execute Windows PowerShell commands.

Note: The StoreFront and PowerShell consoles cannot be open at the same time. Always close the StoreFront admin
console before using the PowerShell console to administer your StoreFront configuration. Likewise, close allinstances of
PowerShell before opening the StoreFront console.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Once complete, propagate your configuration changes to the server groups so that the other servers in the deployment
are updated.

When establishing your subscription synchronization, note that the configured Delivery Controllers must be named
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identically between the synchronized Stores and that the Delivery Controller names are case sensitive. Failing to duplicate
the Delivery Controller names exactly may lead to users having different subscriptions across the synchronized Stores.

1. Use an account with local administrator permissions to start Windows PowerShell and, at a command prompt, type the
following commands to import the StoreFront modules.
Import-Module "installationlocation\Management\Cmdlets\UtilsModule.psm1"
Import-Module "installationlocation\Management\Cmdlets\
SubscriptionSyncModule.psm1"
Where installationlocation is the directory in which StoreFront is installed, typically C:\Program Files\Citrix\Receiver
StoreFront\.

2. To specify the remote StoreFront deployment containing the store to be synchronized, type the following command.
Add-DSSubscriptionsRemoteSyncCluster -clusterName deploymentname
-clusterAddress deploymentaddress
Where deploymentname is a name that helps you identify the remote deployment and deploymentaddress is the
externally accessible address of the StoreFront server or load-balanced server group for the remote deployment.

3. To specify the remote store with which to synchronize users' application subscriptions, type the following command.
Add-DSSubscriptionsRemoteSyncStore -clusterName deploymentname
-storeName storename
Where deploymentname is the name that you defined for the remote deployment in the previous step and storename is
the name specified for both the local and remote stores when they were created. To synchronize application
subscriptions between the stores, both stores must have the same name in their respective StoreFront deployments.

4. To configure synchronization to occur at a particular time every day, type the following command.
Add-DSSubscriptionsSyncSchedule -scheduleName
synchronizationname -startTime hh:mm
Where synchronizationname is a name that helps you identify the schedule you are creating. Use the -startTime setting
to specify a time of day at which you want to synchronize subscriptions between the stores. Configure further
schedules to specify additional synchronization times throughout the day.

5. Alternatively, to configure regular synchronization at a specific interval, type the following command.
Add-DSSubscriptionsSyncReoccuringSchedule -scheduleName
synchronizationname -startTime hh:mm:ss -repeatMinutes interval
Where synchronizationname is a name that helps you identify the schedule you are creating. Use the -startTime setting
to specify the a time of day at which you want to start the reoccurring schedule. For interval, specify the time in minutes
between each synchronization.

6. Add the Microsoft Active Directory domain machine accounts for each StoreFront server in the remote deployment to
the local Windows user group CitrixSubscriptionSyncUsers on the current server.
This will allow the servers in the remote deployment to access the subscription store service on the local deployment
once you have configured a synchronization schedule on the remote deployment. The CitrixSubscriptionSyncUsers group
is automatically created when you import the subscription synchronization module in Step 1. For more information about
modifying local user groups, see http://technet.microsoft.com/en-us/library/cc772524.aspx.

7. If yourlocal StoreFront deployment consists of multiple servers, use the Citrix StoreFront management console to
propagate the configuration changes to the other servers in the group.
For more information about propagating changes in a multiple server StoreFront deployment, see Configure server
groups.
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8. Repeat Steps 1to 7 onthe remote StoreFront deployment to configure a complementary subscription synchronization
schedule fromthe remote deployment to the local deployment.
When configuring the synchronization schedules for your StoreFront deployments, ensure that the schedules do not
lead to a situation where the deployments are attempting to synchronize simultaneously.

9. To start synchronizing users' application subscriptions between the stores, restart the subscription store service on both
the local and remote deployments. At a Windows PowerShell command prompt on a server in each deployment, type the
following command.

Restart-DSSubscriptionsStoreSubscriptionService

10. To remove an existing subscription synchronization schedule, type the following command. Then, propagate the
configuration change to the other StoreFront servers in the deployment and restart the subscription store service.
Remove-DSSubscriptionsSchedule -scheduleName synchronizationname
Where synchronizationname is the name that you specified for the schedule when you created it.

11. To list the subscription synchronization schedules currently configured for your StoreFront deployment, type the
following command.
Get-DSSubscriptionsSyncScheduleSummary

Configure optimal HDX routing for astore

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Once complete, propagate your configuration changes to the server group so that the other servers in the deployment are
updated.

The difference between a farm and a zone when defining optimal gateway
mappings for a store

In StoreFront versions released before 3.5, you could map an optimal gateway only to a farmor farms. The concept of
zones enables you to divide a XenApp 7.8 or XenDesktop 7.8 deployment into zones based on the data centeror
geographic location where the XenApp or XenDesktop controllers and published resources reside. Define zones in XenApp
or XenDesktop 7.8 Studio. StoreFront now interoperates with XenApp 7.8 and XenDesktop 7.8 and any zones defined in
StoreFront must exactly match the zone names defined in XenApp and XenDesktop.

This version of StoreFront also allows you to create an optimal gateway mapping for all of the delivery controllers located
in the defined zone. Mapping a zone to an optimal gateway is almost identical to creating mappings using farms, with
which you might already be familiar. The only difference is that zones typically represent much larger containers with many
more delivery controllers. You do not need to add every delivery controller to an optimal gateway mapping. To place the
controllers into the desired zone, you need only tag each delivery controller with a zone name that matches a zone already
defined in XenApp or XenDesktop. You can map an optimal gateway to more than one zone, but typically you should use a
single zone. A zone usually represents a data centerin a geographic location. It is expected that each zone has at least
one optimal NetScaler Gateway that is used for HDX connections to resources within that zone.

For more information about zones, see Zones.

Place a delivery controllerinto a zone

Set the zone attribute on every delivery controller you wish to place within a Zone.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.
2. Select the Stores node in the left pane of the Citrix StoreFront management console and click Manage Delivery
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Controllers in the Actions pane.
3. Select a controller, click Edit, and then click Settings on the Edit Delivery Controller screen.
4. Onthe Zones row, click in the second column.
5. Click Add on the Delivery Controller Zone Names screen and then add a zone name.

(load balanced):

Edit Delivery Controller Configure Advanced Settings
Display name: XenDesktopCAM-A Configure advanced settings with caution.
Type: = XenDesktop (7.0 or higher) - -
XenApp (7.5 or higher) All failed bypass duration 0
XenApp (6.5 or lower) Bypass duration 60
Maximum failed servers per request 0
XenMobile (9.0 or lower) . . )
Ticket ime to live 100
-in-a- |
VDl-in-z-Box Zones CAMZone |
Servers xendesktopa.  .com -
Zones

The list of Zone names associated with the Delivery Controller. The names
should match these defined by any Zone enabled Netscaler Gateway
through which a user can access the store,

.

+*| Servers are load balanced

| —

Transport type: 'y le controllers.
Clear

o |REEn

Advanced Settings
Configure delivery controller communication timeouts and other Settings

advanced settings using the 'Settings’ dialog.

o N

Configure optimal NetScaler Gateway routing to optimize the handling of ICA connection routing fromthe HDX engine to
published resources such as XenDesktop VDAs or XenApp or XenDesktop published applications using StoreFront. Typically,
the optimal gateway for a site is collocated in the same geographical location.

You need only define optimal NetScaler Gateway appliances for deployments where the appliance through which users
access StoreFront is not the optimal gateway. If launches should be directed back through the gateway making the launch
request, StoreFront does this automatically.

Example scenario using farms

1 x UK Gateway -> 1 x UK StoreFront -> UK Apps and Desktops local

-> US Apps and Desktops used only for UK failover

1x US Gateway -> 1 x US StoreFront ->US Apps and Desktops local

-> UK Apps and Desktops used only for US failover
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A UK gateway provides remote access to UK hosted resources such as apps and desktops using a UK StoreFront.

The UK storefront has both a UK based and US based NetScaler Gateway defined and UK and US farms in its delivery
controller list. UK users access remote resources through their geographically collocated gateway, StoreFront, and farms. If
their UK resources become unavailable, they can connect to US resources as a temporary failover alternative.

Without optimal gateway routing all ICA launches would pass through the UK gateway that made the launch request
regardless of where the resources are geographically located. By default, gateways used to make launch requests are
identified dynamically by StoreFront when the request is made. Optimal gateway routing overrides this and forces US
connections through the gateway closest to the US farms that provides apps and desktops.

Note: You can map only a single optimal gateway per site for each StoreFront store.

Example scenario using zones

1x CAMZone -> 2 x UK StoreFronts -> Cambridge, UK: Apps and Desktops
-> Fort Lauderdale, Eastern US: Apps and Desktops

-> Bangalore, India: Apps and Desktops

1x FTLZone -> 2 x US StoreFronts -> Fort Lauderdale, Eastern US: Apps and Desktops
-> Cambridge, UK: Apps and Desktops

-> Bangalore, India: Apps and Desktops

-> Bangalore, India: Apps and Desktops

1x BGLZone -> 2 x IN StoreFronts -> Cambridge, UK: Apps and Desktops

-> Fort Lauderdale, Eastern US: Apps and Desktops

Figure 1. Suboptimal gateway routing
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Use the Citrix StoreFront management console

After you configure separate NetScaler Gateway appliances for your deployments, you can define the optimal appliance
for users to access each of the deployments.

1. Onthe Windows Start screen or Apps screen, locate and click the Citrix StoreFront tile.

. Select the Stores node in the left pane of the Citrix StoreFront management console and, in the results pane, select a
store. In the Actions pane, click Configure Store Settings.

3. Onthe Settings > Optimal HDX Routing page, select a gateway.

. If you select the External Only check box, it is equivalent to -enabledOnDirectAccess = false and Direct HDX
Connection is equivalent to using Set-DSFarmsWithNullOptimalGateway for farms or zones.
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StoreFront

User Subscriptions

Kerberos Delegation

Advanced Settings

Add a new gateway

Configure Store Settings - Storel

Optimal HDX Routing

HD¥ connections can be routed through gateways based on delivery controllers or XenApp/
XenDesktop zones, Typically resources should be mapped to the gateway that resides in the same

geographical location or datacentre,

| Optimal Gateway External only € Delivery Controllers ~ Zones i
Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway 4 CAMZone
. FTLGateway L FTLZone
Advertise Store —
BGLGateway L BGLZone

Add Gateway l [ Manage Delivery Controllers l [ Manage Zones

One of the options in the previous procedure is to Add gateway. After you choose Add gateway, the Add NetScaler
Gateway screen displays.

1. Onthe General Settings screen, complete the Display name, NetScaler Gateway URL, and Usage or Role settings to
configure access to stores through NetScaler Gateway for users connecting from public networks. Remote access
through a NetScaler Gateway cannot be applied to unauthenticated stores.

2. Onthe Secure Ticket Authority (STA) screen, complete the options displayed. STA is hosted on XenDesktop and
XenApp servers and issues session tickets in response to connection requests. These session tickets form the basis of
authentication and authorization for access to XenDesktop and XenApp resources.

3. Onthe Authentication Settings screen, enter the settings that specify how the remote user provides authentication

credentials.

Use PowerShell to configure optimal NetScaler Gateway routing for astore

PowerShell APl parameters

Parameter

Description

-Siteld (Int)

Site ID within IIS. This is typically 1 for the site in IIS where StoreFront is installed by default.

-ResourcesVirtualPath
(String)

Path to the store that is to be configured to have a farm to optimal gateway mapping.

Example: "/Citrix/Store"

-GatewayName (String)

Name given to identify the Netscaler Gateway within StoreFront.
Example 1: ExternalGateway

Example 2: InternalGateway
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-Hostnames (String
Array)

-Farms (String Array)

Specifies the fully qualified domain name (FQDN) and port of the optimal NetScaler Gateway appliance.
Example1 for standard vServer port 443: gateway.example.com

Example2 for nonstandard vServer port 500: gateway.example.com:500

Specifies a set of (typically collocated) XenDesktop, XenApp, and App Controller deployments that share a common optimal
NetScaler Gateway appliance. A farm can contain just a single delivery controller or multiple delivery controller that provides
published resources.

You can configure a XenDesktop site in StoreFront under delivery controllers as "XenDesktop". This represents a single farm.

This could contain multiple delivery controllers in its failover list:

Example: "XenDesktop"

XenDesktop-A.example.com

XenDesktop-B.example.com

XenDesktop-C.example.com

-Zones (String Array)

-staUrls (String Array)

Specifies a data center or data centers containing many delivery controllers. This requires you tag delivery controller objects in
StoreFront with the appropriate zone to which you want to allocate them.

Specifies the URLs for XenDesktop or XenApp servers running the Secure Ticket Authority (STA). If using multiple farms, list the
STA servers on each using a comma separated list:

Example: "http://xenapp-a.example.com/scripts/ctxsta.dll","http://xendesktop-a.example.com/scripts/ctxsta.dll"

-StasUselLoadBalancing
(Boolean)

-StasBypassDuration

Set to true: randomly obtains session tickets from all STAs, evenly distributing requests across all the STAs.

Set to false: users are connected to the first available STA in the order in which they are listed in the configuration, minimizing the
number of STAs in use at any given time.

Set the time period, in hours, minutes, and seconds, for which an STA is considered unavailable after a failed request.

Example: 02:00:00

EnableSessionReliability
(Boolean)

-UseTwoTickets
(Boolean)

Set to true: keeps disconnected sessions open while Receiver attempts to reconnect automatically. If you configured multiple STAs
and want to ensure that session reliability is always available, set the value of the useTwoTickets attribute to true to obtain session
tickets from two different STAs in case one STA becomes unavailable during the session.

Setto true: obtains session tickets from two different STAs in case one STA becomes unavailable during the session.

Setto false: uses only a single STA server.

-EnabledOnDirectAccess
(Boolean)

Setto true: ensures that when local users on the internal network log on to StoreFront directly, connections to their resources are
still routed through the optimal appliance defined for the farm.

Set to false: connections to resources are not routed through the optimal appliance for the farm unless users access StoreFront
through a NetScaler Gateway.
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Note: When PowerShell scripts span multiple lines such as shown below, each line must end with the backtick character.

Citrix recommends copying any code examples into the Windows PowerShell Integrated Scripting Environment (ISE) to
validate the Powershell code using the format checker before you run it.

Configure an optimal gateway for a farm

Example:

Create or overwrite Optimal Gateway For Farms mappings for the store Internal.

& "$SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal °
-GatewayName "gatewayl" *

-Hostnames "gatewayl.example.com:500" °
-Farms "XenApp","XenDesktop" *

-StaUrls
"https://xenapp.example.com/scripts/ctxsta.dll","https://xendeskt op.example.com/scripts/ctxsta.dll"
-StasUselLoadBalancing:sfalse °
-StasBypassDuration 02:00:00 °
-EnableSessionReliability:$false *
-UseTwoTickets:$false °
-EnabledOnDirectAccess:Strue

Configure an optimal gateway for a zone

Example:

Create or overwrite Optimal Gateway For Farms mappings for the zone "CAMZone"
& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal °
-GatewayName "gatewayl" "

-Hostnames "gatewayl.example.com:500" °
-Zones "CAMZone"*

-StaUrls
"https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll"
-StasUselLoadBalancing:sfalse °
-StasBypassDuration 02:00:00 °
-EnableSessionReliability:sfalse *
-UseTwoTickets:$false °
-EnabledOnDirectAccess:Strue

Example:
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This script returns all Optimal Gateway For Farms mappings for the store called Internal.
Get-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"
Example:

Remove all optimal gateway for farms mappings for store called Internal.
Remove-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"
Configure direct HDX connections for farms

Example:

This script prevents all ICA launches from passing through a gateway for the list of specified farms for the store
calledinternal.

Set-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath /Citrix/Store -Farms "Farm1","Farm2"
Example:

This script returns all farms that are configured to prevent ICA launches from passing through a gateway for a store
called Internal.

Get-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal"

Determine if your Optimal Gateway For Farms mappings are being used by StoreFront

1. Enable StoreFront tracing on all server group nodes using PowerShell by running:
& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\Import Modules.ps1"

#Traces output is to c:\Program Files\Citrix\Receiver Storefront\admin\trace\
Set-DSTraceLevel -All -TraceLevel Verbose

2. Openthe Debug View tool on the desktop of a StoreFront server. If you are using a storefront server group, you might
have to do this on all nodes to ensure you obtain traces fromthe node that receives the launch request.
3. Enable Capture Global Win32 events.

= DebugView |
File Edit | Capture | Options Computer Help

= & ﬁ Capture Win32 Ctrl+W &4

£ Tim| ¥ | Capture Global Win32

1 0.0¢ Capture Kernel Ctrl+K jervicesProxy.Filters Informatio:
. 0-04 Enable Verbose Kernel Output | R

3 0.0¢ jervicesProxy.Filters Informatio
4 0. -_-,{|7| Pass-Through

5 O.G{E Capture Events Ctrl+f jervicesProxy.RAuthentication Ver]
& 0.0¢ tggkv: Logoff: called

T 0

.04 Log Boot

Llces.MVC Verbose: 0 :

4. Save the trace output as a .log file and open the file with Notepad. Search for the log entries shown in the example
scenarios below.

5. Turn tracing of f afterwards, as it consumes a lot of disk space on your StoreFront servers.
Set-DSTraceLevel -All -TraceLevel Off
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Tested optimal gateway scenarios

e External client logs on Gatewayl. Launch is directed through the designated optimal gateway Gateway2 forthe
farm Farm2.
Set-DSOptimalGatewayForFarms -onDirectAccess=false

Farm2 is configured to use the optimal gateway Gateway?2.
Farm2 has optimal gateway on direct access disabled.
The optimal gateway Gateway?2 will be used for the launch.

e Internal client logs on using StoreFront. Launch is directed through the designated optimal gatewayGatewayl for the
farm Farml.
Set-DSOptimalGatewayForFarms -onDirectAccess=true

No dynamically identified gateway in request. StoreFront was contacted directly.
Farml is configured to use the optimal gateway Gatewayl.

Farml has optimal gateway on direct access enabled.

The optimal gateway Gatewayl will be used for the launch.

e |nternal client logs on using Gatewayl. Launches of resources on Farml are prevented from passing through any
gateway and StoreFront is contacted directly.
Set-DSFarmsWithNullOptimalGateway

Dynamically identified gateway in request: Gateway1l

Farml is configured to not use a gateway. No gateway will be used for launch.
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NetScaler Gateway# & ('NetScalerdéi &
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NetScaler Gateway % StoreFront & —#&(Z{F > T, %31 b7 —2 & NetScalerddMAliZW 31— —(CF 274 E—
PTOERERHEL. BRMAERITLET.

= b A & —/N—FEREDFERAIEDE

StoreFront & NetScaler Gateway# & (fNetScalerd &3 %1215, A— b A & Y —/N—SHEDFERAIEIZ DWW CETE
BN TCHBENDHY) F9. REREND EDCitix I R—3 > b TH—/N—iAEEERT DA EKETL T &L,

o (1 R—Fy MIFEHRT DY —N—ELU5— b 1 DAEAE A SNEBOARMEBEIA S EIS T BETEI AL T T 2 & L,
O7AT 2 M TINA ZTIE. NERGRERRMEIIC & ) BE SN zAERRE BB TEREI N WSEELAH ) £7.

o SMNIBE LURTOAADY —/N—25FHEL TLEE W, 2 D4ABTIE. examplecom (4MFA) & example.net (PNEB
B) W) & ICHEBREANBRDARITHEA D TSN TWET. 727 D% (SAN) JRrEEEAFERT 2 .
INSABNZRAIDDMREIZEDZZEATE LY. ZNFHEESNZEBRTIEH ) A . AWREBRHEEN S
ENRITEINDDIE. REM K XA (TLD : top-leveldomain) AIANAIZEEZINTUWBIHZENDHATY ., ZDIHFETH.
—RENZERAINZNEY —/N—RD—HF (examplelocaliy &) (FERTE UL 28, SMEBE & NEDE THI %« DAtEAEA
WEIZRDZ DY ET.

o TRETHMNIE. INBY —/N—E NEH —/N—(Z(FRIDFERAE A FR L T &L, = b Iz A Tl 12X —7 A
IR DAIAE A /N > N5 2 & TEBOAIAEAFRTE 2I560H 1) £7.

o [ R—Fy MIEGT DY —/N—rHEGE LAWY —N—RITIEREAHF LW T IZa8W. 2o matBRE R, B
BRI R ) o — 70 EANEPAE MBI S RITA N -AEAE & (3R B EEA D V) £ 7.

o "TIAIIFA—FIAAEEEETZNE. RAFOY—EXBNDAHICL T EaW., Ry @D H—/N—F
(StoreFrontt—/N— ¥ DD FEFEN Y —/N—7 &) TAAEAEBLAWT EEa W, B 5BE TN IZH D —/N—
fietFa) 7 4R) =B Y —N"—RTEIAZE L2 HB L VLT IZ2E0, AFEOY—ER &R 25—/ \—D#
B BEIIA T E 1) TT.

e StoreFrontth—/N— I IL—T' & Z b DY —/N—[ TR ERITT 55—/ —,
o GSLBHDA > & —x MIEET BT — Iz 1D IL—7,
o FEZ%N) Y —2 &R 9 BXenApps & UXenDesktop 7.x Controllerdy 7 )L—"7,

e N—FYITEFa) T4 THREESNIAMEBESF—X L —CHBEL TREWL, —FodNetScalerEFILEEEL4 — b
A —/N—TlE. N—FTxzTEFa)F1ELa1—)L (HSM : Hardware Security Module) F#=(Z b T XF v K
TS5y N7 A—LFEZa—IL (TPM : Trusted Platform Module) RIZFAR+ — 41840 TRETZ - ¢ATE$9. ©
Fal)F 1 LEENS, 29 LERE. —RICEAES S UMBEF—OREBALYR— T2 L) ICIFREEINTUWE
BA. BAVR—FXPDRF 142 b ESBLTEE 0, NetScaler Gateway A L TGSLBAEH 9 2154, #H
T BHFQDNA T R TE EFNBE—DIAEAGSLBRNDET — b 7 =1 IZERET D RENH BIHEHLH ) £7 .

Citrix BBIIRIED L 21 7 1 R&IZ DWW TEEL < (%. "End-To-End Encryption with XenApp and XenDesktop, 7R b
R—=/N—F L UXenApp& XenDesktop?d "2+ 1 1) 7 1 fRi&s €7 a &SR T &0,
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A—H—HAR MTIZT IR T B % (242HT B NetScaler GatewayBBIIRIE A BT % (Z(. [NetScaler Gateway” 75
AT AMEM] RR 7 5{FRAL £9 . NetScaler Gateway5#£ZHT R F 7AND!) E— TR &EETDIZE. ¢DF
IZRRAEFIE & L TNetScaler Gatewayh b /X2 R IL—%5 BT HHEHE V) 9. StoreFront T WebFront Gateway
WERIZ DU TEEL < I%. TUsing WebFront to Integrate with StoreFront; &ML T{Z& Ly,

BE BB -2 L D REERIE T, BBOY —/N—LE TR —N—T I —TOERAEZEE LW TL FEa W, &R

HNDIIH DY —/x—_ETCitrix StoreFront B O —)LAERFIZRITL TWWEWI e ARERRL T Ha W, BEATT L1

5. BEROEREAY—/N—JIL—T7ICREX 8T BERDIEIHIOY—N—56FHL 7.

1. Windowso [R&— ] BiEZE/=( (77 ] BE T, [CitrixStoreFront] (L& 2 1) v 2o L ET.

2. Citrix StoreFront&EHE ) —ILDERA > TIAMT] /—RF&EBEIRL T, [8E] ~+a > [NetScaler Gatewaym®&E
Bl #21)vo LT,

3. [BM] A2 wvo L. [£MRERE] T. NetScaler GatewayREHRIEICHH ) T WERIATEEL £
Z I THEREY &R EHNL— —Citrix ReceverlZRRINFE T, ¢Dt=d. I—F—HEMRT S NetScaler Gateway %
FITL T WL D 12, BRNICEEEREBDIUENDH ) £ . - A E. I—F—HBHDOW DGR E EFY
NetScaler Gateway % fB(ZHFETE B & )12, KRB ICHIPERABHD N TEFT.

4. REBRIBOBAEY —N—F 231 —H—ATHF R/ | (Access Gateway 500355 ) DURLEANL £9. REIRIET
FATIRBON—C a5 ELET.
StoreFront RBFIRIEHFQDN (Fully Qualified Domain Name : 52886 K X 1 > &) (F—E=T. NetScaler Gateway{R4g
H—/N—DFQDN ¥ 7 2 H D THDNEHH L) £9°. StoreFront & NetScaler Gateway{rA8+—/x—(Z[E U FQDNA{#
FTAHZEEYR—FEINTUWEHA,

5. RBFIRIE TAccess Gateway 5.0NRITEA N TWBInE(E. FIELIZEA FT. tnStoins(d. BEIZIG L TNetScaler

Gateway7 72 A 7 ADY 7Hy MPT FLREEEL £9. 7%y PP FL R(F. Access Gateway 937 77 o
T2 ADBEFBATEH, NS ) EOREN—2 3> TREF T2 3> TY,
Y TRy T FL A(E. NetScaler Gateway THRES Ry h T—2 DY —/N—¢ BIET DL E(Z, I—HF—F/IN{ R %3
THOIZERTBIP7 KL RATY., ZOF KL R(F. NetScalerGateway7 75 A 7> ANy 7E&NI=IPT KL X T
mEbH) F9. StoreFront(d, 7Ry NPT FLZRAFAL T, EERHIMEEINTUETNS ZALREEFEINT
WAHEIDERGEEL 7.

6. NetScaler Gateway 10.1~11.0, Access Gateway 10~11.0, *tz(FAccess Gateway 93T 75 4 7> XA &#1BIT 254
&, [(AT7F>nfERE] o—&8h 5. Citrix Receiver L—H —fIZT 774 7 XA THA L -8R TEEEIRL £9.
NetScaler Gateway 7 7'Z 1 7> RIZB8F 2#ERIERIZ. XA N T7n7O0EC 3= 07 70 ILICEBMENET. ZhiZL
i), Citrix Receverid, 7 7% A 72 AN EHEL CBY) L G ER A REFTE DL ) IT0) F7,

e 11—t —mMicrosoft Active Directory N X o > DERIFHRAEANZIE2HE(F. [FX 1] #BIRLET.

o tXalT A= HhLBBETE M=o - FEANIERHEEF. (BFa) T b—2o 2] 2BIRL 7.

o I—H—DNAMEREREEF VT A =0 ABBETE—0 > I— FOEAEANIEZHEE. [N X
1o8L0tEFa)T7ab—0o] 52ERLET.

o TERIMXAYE—UTEEFEIND T RAL/IXRAT—KEANZIEDHE(E. [SMSFRAE] #FIRL £7.

¢ 2V — [ hH—FAEBALTPINEANIEZHEIE. [RY—FAH—F] 2#FIRLET.

A= H— N TORREZBEEAE L35 E8 I RBOBEAEAFERATE DL HIZTBHICE. [RY—bAH—FT7x—)L

Ny ] D—BHILRBOBEAEABEIRL 9. FIE2ICEAFT.

7. Access Gateway 5007 75 A T AEBMT 31583, 12— —0QTFRA 2 FORA M (R F7ADT T
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SATURFETET7 S AR—D—ETH HAccess Controllerty —/N—) A#FEEL 9. 75 R XR—%BMT 358, [V
~N] By LTFIECEAZT.

8. NetScaler Gateway 10.1~11.0, Access Gateway 10~11.0, Access Gateway 9.3, F7-(FRX X > K770 Access Gateway
507 7S AT RAEBMY B5&(Z. [3—I/L/Ny 2 URL] /R 2 XIZNetScaler GatewayiRsf—E ZDURLA AN L £
9. URLOIRERLEDIBBNICHTINE T, DR~N] 22 Y) v o LTFIRILICER £,

7754 T AONEURLAE NN L 9. StoreFront(gNetScaler GatewayiRalH — & R (2345 L T. NetScaler Gateway
DEDERDEETHEDT 774 T A THDZ L 5HERL ET .

9. StoreFront{ZAccess Gateway 507 5 X X —%BMT 2IHEE. [T TI5A TR R—=STISRX—RNADT T547
VADIPT KL R F1-(FFQDNA—E(ZIEEML T, [k~ &H#2Yw o LT,

10. [HAL > FRAEEBMIZT H] X— T, Access Controllertf —/N—TRITIN TV BFREH —EXDURLA —E(ZIEM
LET. —BIZEHOY—/N—DURLEEMT 5 & . tDIEFIZEODWT 7 z—IbA—/N—2ZNFF. [Next] #21)
JL%7.

StoreFront TR —ERX AL T E— b I—H—pFRalE N5z, VE—FI—H =R MNTIZTI7E2RT S
CEICERIBHRAEBANT HZUEEIH ) FHA.

11 §NTORBIRIE T, XenDesktop F #z(3XenApphiftd 3 1) VYV —X &R b 7 TERATE 5L 5129 51213, [Secure
Ticket Authority (STA) ] R—=2T, STAARITL TWSH—/N—DUWRLA—B(IZEML $9 . —BIZHEHDOSTAOURLE
EBg2E. tDIEFZEODWT 7 =LA —nN—&NnET.

STA(Z. XenDesktop$ & UXenAppth—/N—T/RR b &, FEEKIZIBEL Ty a>Foy b aRITLET. Y
<3 F 4y M. XenDesktopd L UXenApp!) Y —RAADT 7L R &R EH S UERT B 1-ODEAMBETT .

12. Citrix Receiverh"EBINIC B &L A 179 MIC. YIKTL -t v > 3> A XenDesktop$ L UXenApp TRV - % 129 BI(Z

X, [y a BHEORFEBMCTE]I Fov IRy IR &F (2L Y. BROSTALEBR L BE Ty a3y
BHORIFEES B ICERATE S L) 12T2121F. [FTBERIBEE2DODSTAIZF 7y M BKT B FT v IRy IR A
FZLFET.
[(ATBER BB I2DDSTAIZF 7y b BRI B FT v IRV IREFZTHE. Y a3 DBEFTIODOSTALMER
TERL->THA—Y—tvrarpdanigunng 92, StoreFrontiZ & ) 2DODRLBSTAG Yy a»F4 v t
HEIFEI N F 9, StoreFrontAE 6 LDSTAIZE T 7 LA TERWEE(E. B—DSTARERT 2L HICT7+—Ib/Ny o2
nEy.

13. [fEA] %2 ') w2 LT. NetScaler GatewayBBIRIEDEMABNL £ 9. BEREABNENIZS. [RT]1 52wy
JLET.
BEIRRDGHAA BT 2AIRICOWTEEL < (&, NetScaler GatewayE4ii EDIERL H#SBL T Faw,

NetScaler GatewayA ' L1z X b 7ADT 7 £ A &RHET B2, 1DORFE—a L R1 > b &, 22U EnSMNBE—D >4
1> PHETY, CitrixReceiver(d, 1—H—AO—HiLFRy b T—=0 QDR Y FT—=0DELLICEEL TWS0Hh
HE—2 RS M AERLTHERIL. BYRT I ERAFAEABERL £97. StoreFront Tk, RBIE—aRA > F & LTS
7 )L b TH—/N—DOURLE - (FBERABRLAMER XN E F. MPE—a 2 R1 > MME. 77 )L b TCitrixstpWebt 1
b, BLUBHEEHENL -=¥)DNetScaler Gateway{RAEH —/N—F (31— —0O 7 F 2 RA > b (Access Gateway 5.
DInE) ODURLAMEREINE Y. E—a RSV FOEBIZOWTEHELCF. TE—a iR > &Ry 28BL T
Ly,

d—#—AHNetScaler Gatewayz L TR M ZIZT7 7R TE DL IIZTBICIE, ¥DRITPAE—PI—H =772 %
BT 20BN HY) £T.
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NetScalerEE > —ILD) E— F 77 £ RERE(L. StoreFront THERINTWS ENERIL & ) IHERT 2 BEHLH )
9. ZOFEE T, NetScalery StoreFront & EYZHEA L TEE S 5 1-0(ZNetScaler Gateway % 1 > 7R— b3 B HIAIC
DUWCHIBAL 9.

B

o BT — b T ARIEEY —/N—%ZIP7 7AILIZT T ZR— 9§ BIC(F. NetScaler 11.151.21AEAWMETY 3 -
NetScalerCT o RR— F T& 247 — b7 oA RAEHY —/N—(F. XenAppE & UXenDesktopdd ™ « H— F & ER L THEML
~HDDHTY .

e NetScaler|Z & W) ERENBZIPT 741 JLRDGatewayConfigjson7 7 A JLIZECEH I N TULB TN TAHSTA (Secure Ticket
Authority) 4 —/S\—@MURL%ADNSHMRREIRTE . StoreFrontAA7 7 £ X TE H5NEAH) T,

e NetScalerCARE N BZIPY 71 JILRMDGatewayConfigjson” 7 1 JLIZ(F. StoreFrontt—/N—_E(Zd % BE#ECitrix
Receiver for Webt 1 FDURLAE FNTWBRLEHAH ) £9 . /N— 3 111ENDNetScaler(, T XR— I\FHG)ZIP
7 7 IVOOERETIZStoreFront—/x—(Z 7 7 & X L TERFED X | 77 & Citrix Receiver for Webt - F & _THIEL .
DR % BENTITWE T,

e StoreFront T, 1 > R— b L1z — bz A 5FEAL GRRAETE S L 92, — b7 =/ VPNREHS —/N—DIPF7 FL- R
ADODNSHA—)L/\y 7 URLAERRTE ZNEN DY) £7.

StoreFront T/’ — k7 = f URLAFRIR T & B156. AT 23 —I/Ny JURLER— F DFiAEDLE (L. BF
T—=hr 7T AURLE R— bDEHAEHLHERLCHDIZL T

=3

IRIENTHMEB & INBRIZIE ) DNSERITHIA AT 2m&(E. O—IL/Ny JURLER— F DA EHEB A — U T
TURLE R— P DIAEHE L IEERZHDIZL THHEWEBA. ¥— b7 1 ADMZRN(ZACE L THOURLAE{ER
L&), StoreFront(E 774 X— FDfARFR Y b T—27ICEEL TOURLAEFERL TWBIHE, J—I/\v o
URLAEFEFR L TDMZRADT — 7 = A REY —/N—~RA L NV I HZENTEFT,

O —)LA{FER L TNetScaler Gateway s 1 > R— r 3%

NetScaletEm, 7 71 ILx A > R— 3B ¢ I12& > T, NetScalerGateway7 7S A 7> R& A R— B ENTEE
ER

Important
7 : NetScalerps s 1 > ik— b &N ER T 71 ILAFTHRET 2 Z L3 TE A,

1. Citrix StoreFrontEIEI Y —ILDERAL > TIAMTP] /—R&EIRL T, [#E] _1 > [NetScaler Gatewayn&E
) 52w oLZFET.
2. [NetScaler Gateway &I ] BH T, [Z7F7AILhbAR—F U052 ) v oL ET.

| [ TR R T [ T |
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Add, edit or remove the NetScaler Gateway appliances through which remate access is provided, Remote
access through a NetScaler Gateway cannot be applied to unauthenticated stores.

Alternatively, MetScaler Gateway appliances can be imported from file,

NetScaler Gateways:

Display Name | Used by Sto.. | URL

3.1. NetScaler#&@o zip 7 7 1 ILEBEIR L T F2& W

4. BRUIZZIP7 PANIZEEND T — F D oA RIEY —N—D—EBHARKREINET., 1 oR— b2 — b {RAEH—
N=BEIRL, [MoR—P 52y o LET. RAEY—N—%LE)RLTAR— TG, [1HR— ] KRR
[EH] RE AN FET., [FH 22) v o LmE BTr— b1 4 EEX T30 FRICERT e TE £
7.

1. Select a MetScaler Configuration zip file

Zip File: | C\Users\admim Desktop\AllAuthMethads.zid | | Browse |

2. Select the vServer you want to import

o https://emeagateway.example.com:443

https://emeagateway.example. com:444 |E
https://emeagateway.example.com:443
https://emeagateway.example.com:446

[—] -
bhttee famaanatenmg donnain o AAT 1 =

keee

5 BIRULIzr— o0 o4 AR L. DECICTIA—IWNYy JURLAIEEL £9. [OJ7F > DFfERE] -
BhH . Citrix Receiver1—H —@FIZT 754 7o AL THER LRI AEEEIRLET. OSF > 0REEIZCL->TEa—
WXy ZURLASREIZH ) 39 (RE2SR) .
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o [HER] A2 1) w2 LT, OA—IL/Ny ZURLAEITH V) StoreFronth—/N—Hp S EETRETH D &5 F v o L ET.

StoreFront B AP

Review the logon type for the gateway you wish to import. Smartcard legen types include a
‘ smartcard fallback option.

Select Logon Type

Secure Ticket Authorities ‘ Logon type: @

Review Changes Damain

5
Hmmary Callback URL {Optional):

| hitpsy//NetScalerGatewayFQDN fCitriAuthService/AuthService.asmx

Venify

O This is the internally accessible URL of the appliance. This is used to verify that requests
received from NetScaler Gateway originate from that appliance.

a2V —ILTOH (AT F DFERE] JSON7 7 JL T LogonType 1-W0" 95 URL(AZE)(_V):
FxA> Rt L
FAXASELUEF2) T« F—2 | DomainAndRSA L

>

t¥al)7a =0 RSA (s
AR=PFA—=F-TF—=INYIHEH | A¥—FAH—FDER (T

) EEA

AY—MH—F-FKXAL>2 SmartCardDomain (=g

A= FH—F-FAM LU SmartCardDomainAndRSA (L

Fal)7a4 b—o>
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AY=bA—=F-£F2')7 s b— | SmartCardRSA (Fw
o

R =k H—F - SMSRaE SmartCardSMS (F0
SMS ZRAE SMS : (Fy

J—)/Ny ZURLASBEINIGE . ZIPT7 71 ILICAEE I N TWL D4 — b = URLIZE DU T StoreFront(Z & ) 3—JLsNy &
URLABEITAN &N ET. ZDURLE. NetScaler Gateway{RABH —/N\—DIPIZH A > /Ny 74 5837 URLIZEE TX 3

EE

A= T2 ERT BmE. 32—/ JURLIBATY.,

6. [Next] #271)voLET.

7. StoreFrontA’, ZIP7 71 JLIZEEEE N TUL B~ TOHSTA (Secure Ticket Authority) +—/N—@URL~DNSA{FAL TJ
AL, INSDY—/N=HEMERDSTAF /7y fRITH—N—TH D L aHERL 5. LWTNHADSTA URLAYEINTH

A, A R—MIFHEINET.

StoreFront

Secure Ticket Authorities

The import process has detected the following Secure Ticket Authorities

+ Select Logon Type Prowvided URL

Secure Ticket Authorities

Review Changes ‘

Summary

Edited... STAID

| Sta..
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8. [Next] Z#2)vo L %7.

90 A UR— M DFMAFERL £9. Y— PV AURLER— FOMAEDYE (F—rTZAR—) OELTS— b7 1A
BU_HFET oA, Ry 7 AD—BAY ST — VA #BIRL TEEETHH, FRT— Vo1 &ML £9.
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StoreFront =

Review these changes befere impeorting,

+ Select Logon Type | Gateway Information

Gateway Address

GSLB Address

Review Changes VIP Address

Summary Gateway Mede CVPN
Gateway Edition Enterprise
Auth Type Domain
Callback URL
Secure Ticket Authorities

https:/fy fscripts/ctxsta.dil

https:f/ fscripts/ctxstadll

+ Secure Ticket Authorities

O A gateway using at l=ast one of these addresses already exists, Select to create a new gateway
or overwrite the existing one before importing.

’ -- Create New Gateway -- = l View details

oreFront Tl "#'— b = URLiK— b 1 DARAEHEAFEAL T, 1A b BT T T BEHNRUEITHD)
EDT— b T E— BTN EIDEHELET. F— b I A1D 4 — Iz URLE— |1 DARAEHEH R B

= £z RONET. REDFRIT T EH B/ RE

~LET.
7=+ A DBSGE EHOUE

r= btz ARLK— by OMEAEDY L

GSLBHURL (Fw
Netscaler{SREAEEAE & #RED (W
ad—J)LsNy 2 URL (Fus
Receiver for Web#} -1 | ®URL (Fu
T=bT7TADT FLZ/NIP (Fu
STAOURLE & U'STADID (Fw
TNTOATF > DFER (Fu
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10. [Import] %2 1) o L 9. StoreFrontt —/N—pH—N—=FIL—TIZHENTWBIGEE. 1 R— LA — o T
1REL IV —TROMMDY —/N—IZRBEEZ L) IZKRDDB A v E—UhRRENET.

1L =Tl #2YYvoLET.
AOARAEY — /=188 % 1 R — T 5mE(E. ERCDFIREERYIRL £7.

=z

1=

Mor—bo A4 5ERT 5L ) 123041 T « 7Citrix Receiver& R L TOWAEWEE, A MTFOTF7AILMT— I M4h F1T 1
7 Citrix ReceiverhV&&e I ERT 27— b V1 &40 ET. A MNTDT— b7 TAHBREINTWEWGEE, ZIP7 71 ILh b A >
K= EINEIBBDT— I =4 H. R4 T « JCitrixReceivernMERT 2T 74 b — I A28 ) FT. BTH— oo
HAUR—FLTH, R IMTICREBADT I A I M=z IEESNEHA.

PowerShell & {# 3 L TH#E¥DNetScaler Gateways o > 7R— 4%

Read-STFNetScalerConfiguration

o INIEO S F > LT BStoreFrontBIRENT R by FIZZIP7 7 ILEaE—L £7.
o NetScalerdZIP7 71 ILORB A X IZHARAA. A>TV ZMEAFERBLT7 7AIZEEND3I DD — b 1%
MERL£9.

-command

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Read-STFNetScalerConfigurationd <> KL  #{FA L T. NetscalerdZIPA > HB— b /Sy —Ih s X RNIZTEARAA
1232005 — I xA 7o b aRRLET.

-command

$ImportedGateways.Document.Gateways[0]

$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode
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CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : hitps://emeagateway.example.com/

Address : https://emeagateway.example.com:443

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StalLoadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : Domain

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model. Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:444

GslbAddress : https://gslb.example.com:443

VipAddress
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: {STA298854503, STA909374257}

StalLoadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : DomainAndRSA

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model. Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl : https://emeagateway.example.com:445

GslbAddressUri : hitps://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:445

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StalLoadBalance : True

CertificateThumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model. Roaming.NetScalerConfiguration.ReceiverForWebSite}
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d—JLs\y 7 URLAFEEH 97| ZImport-STFNetScalerConfiguration# {4 %

IREO S A > LTuwBStoreFrontEBENDTR I by JIZZIP7 74 I)LAE—L £9. NetScalerddZIPoA L 7R— ps5y
g=2hE AR ICHRARAIR. ATy ZMEEFRALT7 7AIVCEEND3I DDA — b (M 5MERL T

-command

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfigurationa~ > KL p&ERAL. BRELST— b A1 T v A&FEE L TStoreFront(ZHTL
W3DDT =z 54 R— LY. -ConfiimsFalse/NT X —& —4A{Efd % 2 & T. Powershell GUIA A — ™ <
DA R— P EIDIDHFAT B L) IKDLN ) F9. LBIZIDDTS— I zA 541 R— T 25HE. Z0/N7
A—=RZ—(3BIFRL T &,

-command

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $importedGateways -Gatewaylndex 2 -Confirm:$False

MBI —IL/Ny 7 URLAFESRE L Clmport-STFNetScalerConfiguration&{Efd %

Import-STFNetScalerConfigurationa <> KL+ b & -CalbackUr/ NS X —&—A{FAL . FENI—IL/Ny 7 &FEEL T3
DFL WA — ™ A &StoreFront~4 >R—F L £,

-command =
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$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -CallbackUrl "https://emeagatewaycb.example.co

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -CallbackUrl "https://emeagatewaycb.example.co

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -CallbackUrl "https://emeagatewaycb.example.co

Import-STFNetScalerConfiguration&{FHL THA > R—F 7 PAILICKRAEI N TW B AEA EEX LB I —IL/ Xy
2 URLAT5ET %

e Import-STFNetScalerConfigurationd <> N L+ b & -CallbackUr/ X5 X —& —%{ERL . EE50a—IL/\y 7 53EEL T
DO LT — b7 A &StoreFront~A > R— L FT .

-command

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -LogonType "SmartCard" -CallbackUrl "https://em

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -LogonType "SmartCard" -CallbackUrl "https://em

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -LogonType "SmartCard" -CallbackUrl "https://em
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NetScaler Gateway3E4ta% E D1 K,

May 22, 2017
UTDRRITlE. A=Y —HRNTIZT 7 2RY B & IZEHAT B NetScaler GatewayIRIFEDFMAEFH L £
StoreFront CoWebFront GatewaydiEaiZ DWW TEEL < (E. Using WebFront to Integrate with StoreFront ; &8 T
&y,

NetScaler GatewayIRIENDER A E B4 21583, ¢ DNetScaler GatewayA#ZHL TR FPIZT7 2R T 51— —(ZEE
NAABML T, Citrix ReceivermdsR B A BH I BT { 12& L, R bk PCitrix Receiver for Webtr o+ AMEREEADIHE .
dA—H—(F¢DH 1 FHhLEHNCitrix Recevery O 3 =207 71 ILAEANFTE 9. Receiverfor Webt 1 + A&
AT WREF, BBENR N7/ O a0 7 74 ILAET o ZR— ML Ca—H—IZRHEL 7.

BE /Y —N—I2 L D REIRETIE. BROY —/N—LE TR —N—J I —TOERAEEE LW TL & W, &R
HWDIIH D —/x—_ETCitrix StoreFront B O > —)LABERFIZEITL TWWaWI E ARERRL T AW, BEATT L1
5. BROERE A —/N—7)L—T (LR 8T BENDEHIOY—NN—56FHL 7.

NetScaler GatewayD £ 7L :RENE E

dA—H—(ZFRR&E N BHNetScaler GatewayIRIEN AR #ZEE L. NetScaler Gatewayo( > 75 Z b 5 7 F + DARFEH —/3—,
A—H—A7F>RA FOWRL BLURME-—FE2EET 2I12(E. [2BEENEE] 227 &AL £7.

1. Windows? [R&— ] BEF (3 [77)] BE T, [Citrix StoreFront] X IILaI v o LET.

2. Citrix StoreFrontBIE 3 —ILDERA > T[A MT7] /—F&EIRL T, [NetScaler Gatewayh&EE] #21) v o L
7.

3. NetScaler GatewayD BEIIRIEIZHH ) T WEHTAIEEL 7.
Z I THREYT BRAEBHI—H —Citrix Receiver|ZFR/RIN E T . 6Dz, I—HF—HMFEMT S NetScaler Gateway %
FITL 9 W& D 12, BRNCBEEBRABDIMUELDH ) £, 1L AF. T—F—HBFDOWDIGHMIZE&EEFL
NetScaler Gateway A B (ZAFETE 54 ) I, RARBICHIPERAZDD N TEFT.

4. BRERRBORMEY —/N—Ft-(F21——0 7 F 2 RA > b (Access Gateway 5.00i5E) OURLAEANIL 9. REFRIETC
FATAIRBON— a5 ELET.
StoreFront BRBFIRIEHFQDN (Fully Qualified Domain Name : 52886 K X 1 > &) (F—E=T. NetScaler Gateway{RAg
H—/N—DFQDN ¥ 7 2 6D THDNEHH L) £9., StoreFront & NetScaler Gateway{R48+H—/x—|Z[8 UFQDN A {#
FTAHZLEYR—FEINTUWEHA,

5. RBAERIE TAccess Gateway S.00EITENTWBIGEE. FIA7.(2EA T . tnSraimEd. HEIZISC TNetScaler

Gateway7 72 A 7 ADY 7xy MPT FLREEEL £9. 7Ry MPT FL X(F. Access Gateway 937 77 o
T2 ZADBEEBATIA L) BORR/N—D 3> TIA T3> TY.
ZOY TRy b7 KL R, NetScaler Gateway THRERR Y h T—2o DY —N—rBIET DL (2. I—H—F/IN1 R %3
T-OIZERTBIPT KL ATY. ZDOF FL AL, NetScalerGateway7 754 7> ANV Y 7E NPT KL A TH-
mEbdH ) £9. StoreFront(s, 7Ry MPT FLREFAL T, REERHIMEHEINTUED TN IHLREFEINT
WBHNEIDEIREEL £

6. 7754 7> X TNetScaler Gateway 10.1 - 11.0, Access Gateway 10 - 11.0. F 7=(FAccess Gateway 9345 F1TL TL\%35
&3, [OT7F>nfEHE] O—EH 5. Citrix Recever—H—RIZT 774 7 R THB L =58l AiA % EIRL £9.
NetScaler Gateway 7 7' 5 1 7> R BT 2BIERIZ. X b 77O a7 7/ IILIZENENET. ZhiZL
(). Citrix Receiverld. 7774 7 > A~DYEIFELGEF I CBY L HGERAEEFETE DL 7.

e 11—t —mMicrosoft Active Directory N X o > DERIFHR AN I 2HE(E. [FX12] #BIRL T,
o tXxalTA b= hBBIETRH =0 - FEANZEREHEE. (EFa2) T b—o2] 2BIRLZT.
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o I—H—DF A VERBREEF 2T A =0 D BBIETH =20 A= FOBAEANSIEZIHEE. [FX
1o6L0EFa2 )T b—o2] #BRLET,

¢ TERIXAYE—UTRIFEIND T RAL/INRT—FEANZIEZI5E(E. [SMSRAL] #FIRL 9.

¢ XAV— A= FAEBALTPINEANIEZIGEE. [RY—FA—F] #BIRLET.

AV = A= N COREICHEAE C 58 ICRBORALAEAFERTED L HICT DI [RY—FA—F 75—

Ny 7] OB L REDRBAFAEAERL £7.

7. FEBPIRIZ TNetScaler Gateway 10.1~11.0, Access Gateway 10~11.0, Access Gateway 9.3, F 7-[FB—0Access
Gateway 507 754 7> R &5FI{TL T 55414, NetScaler Gateway:Rzf—E ZRNDURLAE [3—)Ls\y 2 URL] 7Ry
I ZIZANIL £9. URLOBRERLDAIEBRICHTINET .
7754 T AONEURLAE NS L 9. StoreFront(fNetScaler GatewayiRslH — & R (2345 L T. NetScaler Gateway

DoDBERDEBETHEDT TZAT A THD L 5HERLET .
Access Gateway 5.07 75 4 7 > ADEH

StoreFrontTAccess Gateway 5027 5 R X —NDT 754 7> ADIPT FL X £1z($FQDNAIBM., #w&. F 73BT B(C
3. [T72AT72A0ER] kR0 5EAL £

Access Controllera42H9 541 L > b A—H =Rl DBE L,

Access Gateway 5.07 5 &2 & —dAccess Controllerty —/X—TFEITL TW AR —E RDURLA BN, 4w&E. F7-(3HI&T
22 [(PAL2 MRBAAEAICZT D] 2R 75 EALET. —BICEEOY —/N—DURLEANT 2 & ¢tDIERIZED
WT7z—bA—/nN—anFd ., StoreFront TR —EX &2 FRALTY E— b1 —pShitan b=, JE—bL-
P=HRMTPIZT I ERT B ZICEREREBANT 2HEIIH ) A

Secure Ticket Authority;>&ETHE

dA—H—tviarF4oy b #1873 %Secure Ticket Authority (STA) H—BABH L1-1). &V a  BEOEFHES
WA LT-V) 9 B(2(%. [Secure Ticket Authority] & 27 A (R L 9. STAIZ. XenDesktop# & U'XenAppt—/N—T7R
bEh, BEERICKEL Ty arFry b aRTLET. Ly arF4 v M. XenDesktopd & UXenApp!) V/ —
ANDT T2 R % ibdll s & UERT Bz DEAKEEETT .,

1. Windowso [Z&— ] BEZ /-3 [77)] @@E T, [CitrixStoreFront] R1IL&x2 ) v oL %7,

2. Citrix StoreFront&EIH 2>/ —ILDERA > T [R 7] /— FAEBIRL T, 4R+ > TNetScaler Gateway REiIRIE %
BIRL 9. [H8E] X+ > [NetScaler Gatewaym&E#] #2) v L %9,

3. [Bm] #21)vo LT, STAY—/N—DOURLEANL 29 . —BIZEBDOSTAOURLEANT &, ¢tDIEFIZEOWT
Jz—ILA—/N—&NFTF., URLEZEEF 5(Z(F. [Secure Ticket Authority URL] Rv 7 ZD—EBTI> ) 5#IEIRL
T [4w&E] 22V v o LET. HEDSTALE Y aF4y PERBLAWVWEL HIZTSIC(E. —ETURLAIEIRL
T B 22V voLET.

4. Citrix Receiverh’ BB B A 179 HMIC. VIBTL 1zt v 2 3> A XenDesktop$ & UXenAppThAWL M - £ 2129 5 (C

[F. [Ey>aBRMVRIFEEBNITE] Fv IRy o REFIZLET. BROSTAREBR L -RIE Ty a>
EHORIFRAEA B ICEATE DL I12T 51213, [FTRERIZEIE2DODSTAIZF 7y b ABEKT B F v IRy IR %A
FIZLET.
(TR BB E2DDSTAIZF 7y b aBKRT B FT v IRV IREF L ZTHE., Y a3 DBEFTIODSTALMER
TERL-HTHA— -ty arphransigung 52, StoreFront|Z L V) 2DDRALBSTA LYy 3> F4y b
HEIFE N F 9. StoreFrontAE B L DSTAIZE T 7 E A TERWES(Z. B—DSTARFRT 2L HIC7+—Ib/Ny o2
nfqd.

NetScaler Gateway /RRIRIE D%

[#&4E] 1> T. [NetScaler GatewayOEH] 7 [HIk] X X2 5 {FAL T. NetScaler GatewayREIIRIEDFF4H %
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NetScaler(Z & 2 BfHE

May 22, 2017

ZITiE. amaEmAIcNetScalers AT 57O ICBRGBRICOVWTRL £
StoreFrontt—/X—2")L— 7" ¥ NetScaler&fr s #L ks AL

NetScaler& /5 E1$ & UrStoreFrontt—/\—(Z 39 B SSLEFBAZE DR
Y=N=TN=THDY TR ) T 3 REREFHSREAEY —/N—DIER

BRI EEStoreFront Y —/N— 7 IL— 7O

Citrixtf —EXEZ & —

[@ U NetScaler Gateway7” 75 « 7 > 2_ENetScaler Gateway$ L OB HEURIE S —/N—
NetScalers {§ > TStoreFrontth —/N— 2 )L—7 % BRNET DHEDI—T /Ny oA T 3>
StoreFrontt—/x\—2"JL— "7 ¥ NetScaler &R B DHE R

B EiStoreFront o) fBBEEHE

ZITlE. §RTHOT T« T ARHERERIZ2 DA L StoreFront —/N— % & ¢, StoreFront tr —/N— 2" )L— 7 % BRI¢
BARIZIOWTHBL 9. F1-. == IL—T DT ~ThHStoreFront / — K CCitrix Receiver/Citrix Receiver for Wet
HHDZEEREBRNET B7-8. NetScaler? /54 7> A &MY 2 AikE . NetScalerx 7z(3H— K/X\—F s»pa—t
N Y —TERT SO L L StoreFront EZ X — AT 2 AIRICOWTFEL CFBAL £ 9.

BENBWEROBAIZDOWTIE, BRD "ToF A1 & ToF A2, #SBLTIEE WL,
TR SOtz IRE

o B—t—/N—IL—TRD4HD>NHWindows Server 2012 R2 StoreFront 3.0/ — K,
o /IMESGE L rCookielnsert “sticky"BfraEHICHERE i1 DDNetScaler 1050 — K /X5 o —,
e Fiddler4.0f & trcCitrix Receiver for Windows 43531 > X b —JLE Nf-1DDOWindows 815X b 14T k.

HTTPS% £ 9 BIaaIC AN E h 2 REANDSSLEAER M+
= b oA e —N—AAEDFERAIEDEL €7 a s A2#8BLTZE 0,

P FIRERRHEREA SARAZE A BT 2. /3T R —T A XA L RITL L D) & T DRI, IRDOF T a3 12 D2WTHEET
L%d.

o A7 3> 1: *examplecom™) 1)L F#1— FiEBIE %A NetScaler& o8R8 —/X— & StoreFront - —/N\— 2 )L— 7 / —
FOBEATERT S, Zhicd iR 2 BRELI N, BRNIZIFAHELEBE &R Z 2 0HER CBMoStoreFrontH—/x—
BIEOGT YA TEET,

o A7 2: 4T s FDRIZ (SAN) HE F N TULSAHAE A NetScaler& R B{RAEH —/ X— & StoreFront+—
IN=T =T /= KOBEATERT B, F_THStoreFrontH —/N—DTTEMBEE K X 1 >4 (FQDN) & —3§ BiEAEP
DEMDSAN(ZH TS 3> TIH. Tl b StoreFront REFRIEICEZBMN b -8 b 5710, #HREINET, X —
LR —Z2DtgH discoverReceiverexample.comBNDSANA &8 £ 7,

A —ILR—2OE O IZ > UL TE. http//blogs.citrix.com/2013/04/01/configuring-email-based-account -
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discovery-for-citrix-receiver/ & 2MB L T F2& Ly,

i AIBECRIEM T SN TV RMEBEF —4 T RR— F TERWGH(IF, T TI/RR— 925G, AEAEICEIN AT

SN TWBREF —(IFITTE £ 8A. NetScalerBRIHEURIEY —/N—_EFEAZE ¥ | StoreFrontt—/N\—Z)L—7/ —F

DREAE L W) 20DFHEDEAEAERAL £9. CHoDiEICL Y T2 27 FOREHIBETT.

Example Web server certificates

Option 1: Wildcard certificate

Certificate Properties “

b Sutect | General | Bxtensans | private key

The subject ef & certdficate is the user er computer 1o which the certificste it pued. Yeu

can enter iformation about the types of subject name and sRematiie name values that
«can be used in a certificate.

Subject of centificate
The user or computer that is receiving the certificate
Subject name:
Type Ch=" exampile.com
Commaon name | w Add »
WVadue: —
« Remove

Alternatre name:

Type:

DS w

W e

e o

< Besnere

Certificate Properties H

A\ subpect  Genersl | Extermsions | Private Key

A Friandly namse and descrption will make it eagier 1o sdendify and wte 2 certificste.
Frognddly name

wildcardesample com

Description:

Common Properties|

Certificate Properties

Option 2: SAN certificate with every StoreFront server

Certificate Properties “

A\ sbpect | Generad Exctaninns | Priviste Ky | Cortiation Authanty | Sgratre

The subject of a certificate is the user or computerto which the cerificabe is issued. You

can enter informatson about the types of subject name and altemative name values that
can be used in 3 certificate.

Subpect of certdficate
The user er computer that i recering the cemtificate

Subject name:
Type CM=storefront eample.com
Common name - Addd »
ot
s i < Remene
Aligmnairve name
T
blas storefront.esmple.com
NS v deicoverRecenraample.com
2012F2-Aexample.com
Val
hatac ddd > 2012028, earmplecom

20 2R2-Cexampbe.com
<R EEEEEE— h

Certificate Properties ﬂ

£\ Subject| Genersl | Extensions | Private Key

A frendly name and description will make it eadier bo identdy and use a certificate.
Frigndhy name:

Horefront exampledoe

Decrptaon:

2N subject ' General Extensions | Private Key m
~

Eey usage ~

The key usage extension describes the purpose of a centificate.

Awsilsble options: Selected options:

CRL signing Digital signature

Data enciphemment Key encipherment

Decipher only

Encipher only Add >

Key agreement

Key centificate signing e R rrrione

Mon repudiation

Certificate Properties
[[] Make these key usages critical LE Subject | General Extensions | Private Key
Cryptographic Service Provider

Extended Key Usage (application policies) ~

An application policy (called enhanced key usage in Windows 2000) defines how a Key cpticns

cedtificate can be used. Select the application policy required for valid signatures of Set the key b b and ot oo far the prvate K
cestificates issued by this template. T AN AN e oI R BT T

E _ Key size: 04

Avzilable opltions: Selected options: oy s e

Client Authentication ” Server Authentication w

[ Make private key exportable

NetScaler&f a8 E & UStoreFrontH—/N— (|2 X9 % SSLAFBRZE MR

OpenSSL%{f§ 1=, Windows CAH S RiTE ht-ifBiEDNetaScaler?” 75 1 7 > X~ > R— b
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e WInSCP(%. Windows= < A NetScaler? 71 L A5 LD T 74 IWEENZ BN DER DY — K/X\—F 1 &Y —)L T
9., 1 R— bTBEEHE A, NetScalery 7 1)L 257 LA/ nsconfig/ssl/ 7 + )L X —ZaAE—L 9.

e F7-. NetScalerETOpenSSLY —)LA& AL T. PKCS12/PFXT 71 LA HafBAE £+ —A 3 L. NetScalerC{EH T
BPEMERT. 22DRI 2 NDCERT7 7 A ILEKEY X5097 7 A ILAERT A2 ¥ A TE £7.

. ZOPFX7 741 JLA NetScaler Gateway 7 7’5 « 7> R £ 1=(3VPXc/nsconfig/ssliZaE—L £ 9.

. NetScalera~v > FZ4 4 &—7x4(4 R (CL) 5B 7.

Shell; ¥ AA1L TNetScaler CLIABAL . FreeBSDL T)LIZYIN) X £9.

S FAL o M EEET B0, Tod /nsconfig/ssl ¥ AAIL .

. openssl pkes12 -in .pfx -nokeys -out .cerxE4TL . BENDA v E—IIZHE>TPRXISZT—RKAEANL £T.

. openssl pkecs12 -in .pfx -nocerts -out keysE4TL . BIHND X v E£—JIZHE > TPFX/XZ T — KA AN L T, IRIZEE
F—DOPEM/NZR 7L —X%FREL TKEYZ 7 A LA REL 9.

. Is —al==4TL . /nsconfig/ssl/RIZCERT 71 ILEKEYT 7 A ILAEE (CHERE NI Z L 4R L £ 7.

FExit; ¥ AL TNetScaler CLIZRY) 7.

oA W N R

o N

A 28— P (= NetScaler CSSLEFRBE N R

1. NetScalerB2GUNzOS 4> L 9.
2. [Traffic Management] > [SSL] > [SSL Certificates] ?IEIZIERIRL . [Install] 521 v L $9.
3. [Install Certificate] =7 « > N CilAZ  MEF —_TLE&EANL£7.

e 0 NetScaler7 7 L 2T Ldd/nsconfig/ssl/ T.cermifBiZ 7 7 A LA BIRL £,

e 0 ALHBmINLMEF—45BL key7 71 ILAEIRL £ 7.

Install Certificate

Certificate-Key Pair Name™

wildcard.example.com

Certificate and Key files are stored in the folder /nsconfig/sslf on appliance

Certificate File Mame®

wildcard.example.com.cer ‘ Browse

Key File Name

wildcard.example.com key ‘ Browse

Certificate Format

® PEM DER

Password

Certificate Bundle
| Motify When Expires
Motification Period

30

 ———
Install Close

StoreFrontt —/N\— 2" )L— 7 BRI EHDDNSL O — N DR
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IR - HFAFQDNAIZDNSAE S UPTRL O—RAEKL £9. RV b T—0RDIZA4 T MMIZDOFQDNA{FERL T,
A— R/NS > —A{EHAT BStoreFront —/N— (27 7R L £7.

15 - storefront.example.comp¥RAEH —/N—{RABIP (VIP) DOEMHENA fiEIR,

SFNAL: o547 b &NetScalerd— /N7 > —fE. F7#-NetScalerd— |
INT =2 22 ko StoreFront 3.04 —/N—fid T KV —T > FOHTPPS
443+t & 1 T4,

DO F)FTIE. R— MA3AFERT IEFEI Nt-StoreFront EZ X —pMERaI N E T,

{8 %x StoreFronttt—/x— / — FdNetScalerd— /35 L H—AdiBN

1. NetScalergIBGUIIzOZ 4> L 9.
2. [Traffic Management] > [EfaE] > [Y—/x—1 > [IBM] DIEIZEIRL . 4>0StoreFront / — R & ¢ -F BN
LTaF e £7.

| = 4 x 2012R2 StoreFront Nodes called 2012R2-Ato -D

3. IPR—Z2DY—N—#EAER L. &StoreFront / — ROH—/N—IP7 KL Z&AANL 9.
L&

+ System NetSca » Traffic Management » Load Balancing > Servers

Mame State IPAddress / Domain

2012R2-8

PO12R2-( Enabled 172274492

r v - -
- o

2012R2-0

StoreFront EZ X —4F&H L T. Y—/N—ZIL—THRDOTTRHStoreFront / — F&F v o L £d.

1. NetScalergIBGUlizOs 4> L 9.

2. [Traffic Management] > [EH#] > [E=4—] > [IBMN] DNEIZFERL . StoreFront I FUOETHLWE=Z X —4%
BMLTINTOT 74 MNEEEAZITANET .

3. [Typel KAv 7 X7 ND—EAH L [StoreFront] %#EIRL £7.

4. BRI BURAS Y —/N— & StoreFrontR TSSUEG AR L TWL\2155&(L. [Secure] F v IRy I REF I HBEH
H)ET. tOMDBZEIATDEFIZLET.

5. [Special Parameters] X 7 TR b 7&ATEEL 7.

6. [Special Parameters] &% 7 [Check Backend Services] F v IR v I R&F L ET. ZDA T aizLl).
StoreFrontt —/N—TERH—E ZRDOFEITHAEINZ/A V) F 3. StoreFronty—/N—TFE{TF B Windowstr—E X% 70—
7 L CStoreFrontt —E ZAEMRE . RITHD T ~TDStoreFront —E 2DRENR SN F T,
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Standard Parameters Tab Special Parameters Tab

Create Monitar 4+ Back
Name*
[starerront Configure Monitor
Type*
Name
STOREFRONT ¥ -
StoreFront
Standard Parameters Special Parameters Type
rhent , STOREFRONT .
5 second . ' )
Destination IP Standard Parameters Special Parameters
IPv
Store Mame
Response Time-out
2 | | second v Store

Storefront Account Service

Destination Port
| ] Check Backend Services

Bound Service

Dievwins Time

> : | o

»*| Enabled
Reverse

#’| LRTM (Least Response Time using Monitoring)

N THStoreFrontt—/N\— % EEHTTPS 4434 —E R 7 IL— T DIER

LY —EXZIL—7HNT. Aflld [Members] + 7> a3 &BIRL, H—/N—t7 S 3> TRAIERLIZTRTD
StoreFrontyr—/N—_/— K &BHL £9.

2.SSLR— M AEREL. &/ —FIZ—EDY—/\—IDAEML $7.
Create Service Group Member

! IP Based '® Server Based

Select Server®

‘2012R2—A_. 2012R2-B, 2012R2-C, ‘ > ‘ rd
Pors*

ort

43 |

Weight
\1 |

Server Id

! |

Hash Id

State

=3
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3. [Monitors] % 7 THIIZ{ER L 7-StoreFrontEZ & —% &KL £ 7.

Monitors
Add Binding
Monitor Name Weight State
StoreFront 1 W
Close

4. [Certificates] & 7T, AIZA > AR—F LISSEAEA/NT > FL T,

5. ABNZ A > 7R — | L1=SSLABAENZE A IZEA S M- CAILAE & PKIF = — SO —HO A BEMA D B ¢ DIIH D
CAZNAL U FLET.

ServiceGroup Server Certificates Binding

Add Binding |

wildcard.  .com

A—YH—Z7 1 v o BARSEIREY —/N—DIER
1. NetScalerFIBGUIIcO 4> L 9.

2. [Traffic Management] > [E#F4HEK] > [RAEY—/N—] > [1BM] OIEIZERL . FLCMRAEY —/N—%ERL
ER
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3ARIEH —N—HOARAMAREREIRL £9. StoreFront BfRIA#CHIBNDREIR(Z. [round robin] *7-(3 [least
connection] T9,

Method X

Load Balancing Method®

| LEASTCONNECTION v |

Mew Service Startup Request Rate

Mew Service Request unit™

| PER_SECOMND v |

Increment Interval

4. BTIZYERR L 1=Service Group % BRI M ERABY —/N—(Z/N1 > F L 29,
5. ABNCH —ERZIL—TI1Z/31 > F Lz 2 B L SSLE L U CASERAE & B 8RB —/N—(/N1 > N L T

6. ARNEREY —/N—X Z 2 —"h 5. AIIZH S [Persistence] A#ERL T, /N—2 X F AR
HiCookielnsert (270 % & 5 IZ:REL £ 7.

7.cookielZ &R A {HTF 9. =& ZF. T/ ZBZFiddler f L — X TR2IFX3 UL & 5 INSC_SFPersistence & L9
ZuafHTET.

8. /Ny I Ty TIN—L RF X% [None] |ZEREL £9°.

Persistence X

Persistence®

| COOKIEIMSERT M

Time-out (mins)*

2 |

Cookie Mame

|NSC_SFPerSistence |

Backup Persistence

Backup Persistence

| NONE M

Backup Time-out

2 |

IPvd Netmask

[2s5 . 255 . 255 . 255 ‘

IPv6 Mask Length
|'I 28 |
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SF ) A2:SSLERT - 547> b &NetScalerO— K/N5 U H—RBJOHTTPS 443
Bi5. BLUO— KNS o= #nEDStoreFront 3.0 —/N—fHDOHTTP 80 #&
%t

ZDTF ) A TlE, R— 8000AFHT 577 )L f DStoreFront EZ X —HMERAIN X T,

{E % HStoreFrontt—/N—@NetScalerd— K /85 L —~MiEM

1. NetScalergig2GUiZO s 4> L 9.
2. [Traffic Management] > [ > [H—/N—] > [EBM] DNEIZEIRL . 4D>DStoreFrontty —/N—% ¢t hik

mLCaIaBIeEd.
5 = 4 x 2012R2 Storefront servers called 2012R2-A to -D
3. IPR—ZDY—N—#E A ER L. &StoreFronttr—/N—DH—/N—IP7 KL ZAEANL 9.

L

+ System MetSca % Traffic Management % Load Balancing 3 Servers

MName State IPAddress / Domain

172.27.44.92

- v - -
s B Dy s

HTTP 8000 StoreFront EZ X —4 &L CT. Y—/N\—2IL—TRDOT~NThHStoreFronty—/N\—4F v o L9,

NetScalergi#GUliCO s * > L £9.

[Traffic Management] > [Monitors] > [Add] DJEIZERL . StoreFrontAIFOETH L WEZR—AEBML 7.
FLOWEZX—DAFEANL. TNTOTFT 74 FDOREEZITANET,

[Type] FAvY 7&K XZa—h% [StoreFront] AEIRL £7,

[Special Parameters] 4 7 TR F P& &EEL 7.

. 7R— M2 8000, H AN T, &StoreFrontt —/N—THERINDIT 74 PDEZR—( AR R E—HEIEFT.
[Special Parameters] & 7T [Check Backend Services] F v IR v I R&F L ET. ZDA T aizLh).
StoreFrontt —/N\—TER Y —E ZDOFRITHEMIZA V) £, StoreFrontt—/N—TFITF B Windowsty—E 2 47’0 —

7 L CStoreFrontf —E2AEMEI N, RITPD T ~NTHStoreFrontH —E RDKREA RIS N T,

NouwvhwnNpR

G~ THStoreFront Y —/N—AEZLHTTP 80— R ZIL— T DOIER;

L Y —ERZN—TNT. BROALN—F T2 3> HBRL, $—/N—1 2 > 3> TURIRE L 1= ~TOStoreFront
H—/N—/—FEEML 7.

2. HTTPA— | #80(TEREL . &Y —/N—C—EDH—/—IDAEBMNL 7.

3. [Monitors] & 7 THIIZYER L 7=StoreFrontEZ X —%&RL 9.

A=Y=t 77 1y I RSSUET AR BURAEY —/N\—DIER
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1. [Traffic Management] > [BfHE] > [{RAEY—/x—] > [BMN] OIECEIRL . FHL MRS —/N—51ERL £7.
2. RAEH —N—H\ERT B ARHBTRAIBIRL £ 9. StoreFront BB THENRIR(Z. [round robin] # 7=
(2 [least connection] T3,
3. BTIZYERL L 1=Service Group % BRI AHURAR Y —/N—(Z/X1 > FL 9.
4. DAY —ERZIL—=TI12/N1 > FLIzD &R U SSLE & U CAERRE % AR ABURAEY —/N—(1ZN1 > FL T

H: 7 Z47> FHHTTP Cookie A REFTE L WMEE(L. PABEDESRIZHTTP Cookie’E i ( A0 h) /X=X T
R FERINEEA.

5. BRPBEUREY —/N\— X — 1 —AH % [Persistence] #EIRL T. /¥—L X5 X AR HTookielnsert & 73 % & 5 (Z58E

L¥d.
6. cookie|lZ&m AT E 9. - A, FT/Vy B CFiddler b L —RTROIFX9 UL & 9 INSC_SFPersistence ¥ L9 & Hil
T £
7. 1Ny TIN— AT A% [None] (ZEREL 7.
Standard Parameters Tab Special Parameters Tab
Create Monitor + Back

Configure Monitor

Name
StoreFront
Standard Parameters

STOREFRONT

Special Parameters

Store

== =T TR o) 7L 3 RHBER A EURAEY —/ N—DERL
BERABURAEY —/N— AT DEIZ. ROBICOWTHETL T,

o A7 a1l B—REY—N—DER : A—F— T T 1 v o DIHERRNE. AT T2 a3 ELUTRY
by TDICAREIN A A RITT BI5E(E. BELRDIEIINTINTTYT (WA, HOBEEINAIBELTNTTY) .

o A7 a2 REY—N—RTOER: RBT7 7)) r—>aBLUTFRI by TDICAREIAFITT 210D 1—H —
N7 1y oDBRFAEAICID, Y7 R0 Ty a3 F—RRRENERSEAIZH 1D (KREZILF 1 RE
IRIED2 O L ERfAERE fut-StoreFronth —/N—2)L—TJRTH 727 1) 7o 3 o F— R & R X 258 C0H P
).
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HIRA (2 B % DIZFTIZ 8 D2 DA EDStoreFronttr —/N— 7 I)IL— 7 TR E N D 7 ILFH 1  BEREDIGE. EHRIZ7IL
HBAEFE-S>TH 7RI 73 F—aBRTE 9, StoreFrontth 722 1) 7> 3L 7)) 4 — 3 (FTCPA— | 80¢
HERAT 5128, BREOARSEREY —/N—&HTTP/R— F80F /-(3SSLA43THEART HZ L3 TE FHA. ZDOH—ER
IZX L TEWIT A AR 2215, BERNO&NetScalert2>BDRAE —/N\—AER L T. K StoreFront4—/x—2')L—
TDOTCPR— pBOBAETAHL Y. LTV Tr—2 3 Ry a—ILaERYT 26, Y720 7> a RHREY—
IN—OREEIPT L R & =BT 2 —N—F =TT FLAEEELET. Y—/N—TIL—TF KL R(F. ¢DIHMIZHD
Y—N—=J =T HO— RK/INZ U —NDFQDNTH D NELH ) £7.

Y720 T 3 EHBAOY —ER T IL—T DR

1. NetScalergIBGUlizOs 4> L 9.

2. [Traffic Management] > [Service Groups] > [Add] DJEIZEIRL. FFiLLWH—ERZIL—T45BMNL £7.

3. 7O bhaJL% [TCP] IZREL 7.

4. Y—ERIIL—THNT. Aflld [Members] #+ 7> 3> &#FIRL, H—N—t7 2 a> TUITERLIZ-TRTD
StoreFronttr—/Nx—/— R %&EBML £9.

5. [Monitors] 2 7T, TCPEZX—%#ZBIRL £7.

Monitors
Add Binding
Monitor Name Weight State Passive
tep 1 v x
Cloga

Y—=N=T =T T2 o) T a RSB ANSBURAEY —/N\—D1ERR

1. NetScaler&HGUzO 4> L 7.

2. [Traffic Management] > [Service Groups] > [Add] DIEIZEIRL . HLULWH—ERZIL—75EBML 7.
3. BRSEOTFIEIC [round robin] A&EL 9.

4. 7O h3)% [TCP] IZEEL 7.

5. R— pESIZ(3443TF7 <. 808, EANLET.
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Load Balancing Virtual Server

Basic Settings

Name*

2012R2A-D-Synch

Protocol*

TCP v

IP Address Type*

IP Address v

IP Address*

CitrjxsubscriptionsSyncUsersiNap X > /N—3 v 7

For StereFront server A at Location A to request and pull subscription data from server B at a different location, server A

mus .&Ea member of the CitrixSubscriptlonsSyncUsers local security group on server B. The

Citri ipti contains an access control list of all remote StoreFront servers authorized to pull
subscription data froma particular server. WA Y 7227 1) 7o a L EfIOIGE. Y727 ) T aF—R&TILT BT
&. B —/N—B&H—/N—ADCitrixSubscriptionsSyncUsers w3 1 1) 5 4 ZIL—T DX L IN—THBHEHH ) £7.

a #¥ Local Users and Groups 8 Guests
| Users .
| Groups

b (8) Performance

i Device Manager
=2 Storage

= Disk Management
4y Services and Applications

& Hyper-V Administrators

S s_USRS

% Network Configuration Operators
& Performance Log Users

& Performance Monitor Users

I power Users

& Print Operators

& RDS Endpoint Servers

& RDS Management Servers

& RDS Remote Access Servers

&% Remote Desktop Users

% Remote Management Users

3 Replicator

:h_: Users

& CitrieClusterMembers

_-E' CitrieC\WServiceReadlsers

B8 CitrieCWServiceWriteUsers

& CitrinDelegated AuthenticatorUsers
& CitriD elegatedDirectoryClaimFactoryllsers
& CitricPNRSUsers

& CitriSubscriptionServerUsers

&% CitriSubscriptionsStoreServiceUsers
I8 CitrinSubscriptionsSyncUsers

I WinRMRemoteWMI|Users__

< i

AR EStoreFrontt—/x— 2 )L— 7 DR AR

1. NetScalerBf N RIEY —/N— LIZBEaS -0 e B CEAZ ¢ MEBEF — 5 Y —/N\—JIL—THDOT~XTD
StoreFront / — R {2/ > R—PFL T,

2.9 ~ToStoreFront / — FDISIZHTTPS/NA > RAERIL . ¢ ZICZNL WENZA > AR— b LzatBAE A /N1 > R L
9.
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e ¥ Start Page || Eilter + W Cn o [oh Show All | Grovin bne Acax .
. Site Bindings

[
~ H
b

Type  HostMName Port IP Address Binding Informaticn Add...
hitps 43 *

Remove
Type: IP address:

Browse

|http5 v| |AII Unassigned

Host name:

[] Require Server Name Indication

S50 certificate:

| storefront.  .com

Close

3. —=IN=T =T DT ~RTH/ — F(ZStoreFronta 1 >R h—ILL 7.

4.StoreFrontax A > X b —ILRIZ. 7547 /—FDRA PAR—ZURLA Y —/N—=FIL—T DG RTDH A /N—|Z
SO TERENDHEBEFQDNE LB L HIZREL £9. HBL (CN) /-3 722 D& (SAN) ¥ L TARS
HEN-FODNAELIAE A FRT2HEAHY 7.

TNetScaler&fTH#E L UStoreFronttr —/N—[ZX 9 BSSLEFBAZEN/ERL #EBL T FE& L,

5. ¥liStoreFront WA T Lz, &/ —F&IEHFIZTZ147) /—R&ERT Y —/N—JIL—7(28mE %
7.

6. ZMYy—/N—(ZXF LT [Y—/x—ZI—T1 > [H—/x—DiEIN] > [Copy the Authorization Code] MIEIZIEIRL
9.

To authorize this server, first connect to a server in the group and choose “Add “2012R2-B"
added to Server Grou
Server”. Enter the provided authorization information here. o P

Authorizing server: | 2012R2-A Details

Authorization code: ' Servers Status
2012R2-B  Completed
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http://docs.citrix.com/ja-jp/storefront/3-11/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_0

7.754%Y) /=S II—TRDOTRTDIIFHA DY —/N—=TI—T / — FIZHERE RS £T.

8.O—RKNZ U H—DHBFADNIZT 7 A L TR TEZ 20747 &> T. BRSEHT —/N—JIL—T45F R
PLET.

Citrixt4 —ExXE=Z4%—

StoreFrontAMK#Z L TLy B WindowstH — EZABYNZERE L TW 2 &R T 2 RITIREEDINTE R 2 BMZT S (C

(Z. Citrixt —EXREZ X —Windowstt —E 2R &FAL £9. ZOY—ER(FIFH DY —ERIZIIKRFEET. (ZHDEEY
StoreFronttr —EZDEEAERL THRETEZ 9. EZX—IZL V). StoreFrontt—/N—REANDMEX 7L B AMKEE 5
NetScaler’y & (IADCitrix A 7 R—3R > MMZL > THOMBRICHINTT 2 Z A TEET. H—FNX—F 4V 7 b7 =TT
StoreFront EZ X —DXMULE A {FEMR L T. HE/StoreFrontth —E2DREEA BRI TE £7.

StoreFrontdfEEHE. HTTPEHE L UR— 80004 EART 3T 7 4L bDEZXR—HYEREINE T,
7E : StoreFront BEARNIZHFETEDDIE. EZX—DE—NDA LV RAX 2 ADH T,

70ORJWER—FEHTTPS 443(ZKER Y. BBEDOT 7 4L FDEZR—IZH L TASHDEELAMZ BI2(E. 32D
PowerShella~<> KL v h &{F > CStoreFront EZ &4 —H—E XURLAEFR/RL THHERL £9°.

FT7AI MDY —EREZX—%HIFRL. HTTPSE X UR— 44345 FRATIHDICEERZ S

1. 75« =) StoreFrontt—/x—"CPowerShell Integrated Scripting Environment (ISE) #Bi&. UM Tma~<v> FEFRTL T
F7 AN M EZR—HHTTPS443(ZEEL £ 7,

RDOEAHIZAAL FF . TSet-DSDerviceMonitorFeature —ServiceUrlhttps://localhost:443/StorefrontMonitor
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2EENTT L1zh, StoreFrontt —/N—2IL—TRDIDT N TOY —N—ICKELRRX T ET.

BHLWEZR—TIA VI TR NEFEITT HIZ(L. StoreFronttr—sN—_ Ff-(FStoreFrontty—/N—~fy =2 F7 74
AT BEHIDEENVYL > TT T —IZROURLEANL £9. 770 —(F. §~TmStoreFrontH—E 2 KEEIZ DL
TXMLY <) —5KRL £9.

https://:443/StoreFront Monitor/Get SFServicesStatus
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[ https:/fstorefront.  ~ ®

€« C' | B b#ps://storefront | .com/StoreFrontMonitor/GetSFServicesStatus

This XML file does not appear to have any style information associated with it. The document tree i1s shown below.

Y <ArrayOfserviceStatus xmlns="http://schemas.datacontract.org/2004/87/Citrix.DeliveryServices.ServiceMonitor.Contract™
xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
¥ ¢ServiceStatus>

<name>Citrix Peer Resoclution Service</name:
<status:running</status:
</ServiceStatus:
¥<ServiceStatus>
<name>CitrixCenfigurationReplication</name:
<statuszrunning</status>
</ServiceStatus:>
¥<ServiceStatus>
<name>CitrixCredentialballet</name>
<status>running</status>
</ServiceStatus>
¥<ServiceStatus>
<name>CitrixDefaultDomainService</name:
<statussrunning</status:
</ServiceStatus>
¥<ServiceStatus>
<name>CitrixSubscriptionsStere</name:
¢<status:running</statuss
</ServiceStatus:
¥<ServiceStatus>

[ L Netsez Eﬂﬁgfﬁgﬁ%mmc 7 > A _ENetScaler Gateway$ & OB HEURAEHS —/N—

</ServiceStatus:

[ UNﬁSEéTéF?fa?Ej 7 A _EIZHERBIEADNetScaler Gateway{RAEY —/X— & BRSEURIEY —/N\—h'%h B35E. NEB K

ame >hA
A A o ariE-rhiNedScalenGateway{RABH —/N\— 52T DD TlF 7 { StoreFront BRI AEURR F_R—RURLIZEHET 7 &
< /Ser

2L ES YR E s RET Bt hBY 2T,

<name>W3sVC< /name>

Z DIE St PRI~ —2IPF I L R & NetScaler Gatewayd#f 7% v MPF KL X (SNIP) & %8B35 ¢
D & B ferrviESt Pt —t —AHINetScaler Gateway CREIZFBRE X M7= & StoreFront(Z £ 1) RN TLEFWET., Znf-4
StoreFront(f, —H—(C F X1 ERBEHRAFE->TOIA LT BL)KDDNDTIEA . AGBasic7'0 b J)LAEFEST
NetScaler Gatewayt (L > beRAEAFRITL L H L ET. ZoRMEAEITZI2(. KIZRT L HICSNIPF L RAEHWNT
AGBasic T . A—H—RE/N\NRT— FORBAMFERAIND L HICLET.

StoreFront—/x—2%")L—7 T Netscaler GatewayDE

Add MetScaler Gateway Appliance

StoreFront General Settings
The display name is visible to users in Citrix Receiver preferences,
General Settings Display name: | AGEE |
Secure Ticket Authority
NetScaler Gateway URL: | https://storefront.example.com |
Version: | 10.0 (Build 69.4) or Iater - |
Subnet IP address: | |
(optional)
Logon type: [Domain = l

-

Callback URL: @

(optional) | httF:-S:fa"Sior'ECb-EKEVTIP|E-EOI'I’I| | JCitrixAuthService/AuthService.asmx
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NetScaler 51§ - CStoreFrontt —/N— &' )L — 7 & BRNERT BIZGEDIL—T /Ny oA TS 3

26PAHIA & BLwN—2 3 o onStoreFront T(E . &StoreFrontt—/N—T/RRX N 7 P IILAEFETCEEL TO— KNS H—
DTEBM N X 1% (FQDN) A4HFEDStoreFrontt —/N\—DIL—T7/Ny O T FL R E1EIPT FLRIZY Yy 7954 9#
T"LTWELz. ZhITkY) . ReceiverforWeb(3% (2. BfiaEHE NzBENDE L H—/N—_LonStoreFronth—E R &
BETEx$9. ZhHABELDE. Receiver for Weby FBAEH — E ZBIMBAZRAIZ O S > 7 O ZAF(ICHTTPE Y & 3 U H°
YE X 11, Receiver for Webps_X— X FQDN#%{# A L TStoreFrontt—E' R ¢ BET B1-HTT. R—XFQDNAO— F/N5
H—IIX L TRRENIZEIL. O— FANT o —(IBERIC T IL—TRDRIDStoreFront th—/X— (2 b T 7 « v & B (.
TE&. Wl T7—ARETHIEI2700) F9. ZHITL >T. ReceiverforWebld¢th R LY —/N—LIZHBR b TH—k
ANTI7RALL ) ETBH,EEKRE. O—FNToH—5/( /X2 L EHA.

PowerShella{f > TIL—T /NNy o4 T a >V ABETEET. W—TNY BT L. Y—N—JIL—THNE
StoreFront 4 —/S—(Z/RA P 7 7AILITY M) HERRT 2N EN (I £ 77,

Receiver for Web web.config7 7 1 JLOOH :

PowerShella<=> K :

& "c:\program files\Citrix\receiver storefront\scripts\Import Modules.ps1"

Set-DSLoopback -Siteld 1 -VirtualPath "/Citrix/StoreWeb" -Loopback "OnUsingHttp" -LoopbackPortUsingHttp 81

-Loopback /X5 X =R —(Z(I3DNEARETE £7.

& aATFX B
Oon: SSLET A— FNZ o —pMFERINTWRIGE(IEFERTE
FtA.

URLDRR b &#12700LUZEEL 7. AF—VELUR—
N (FEEEINTWBIGE) IEESNEIHA.

OnUsingHttp : — FINZ A —HSSUET THIHEDHERL £7.

— N/NTZ 4 — ¥ StoreFront Hr—/N— @S (ZHTTPT
RSN 7&»127.0.0.1(:.\ 2F—TEHHTTPIZEEL . -k ﬂ_k\ij—n -loopbackPortUsingHttp/@M A>T, HTTP
%loopbackPortUsingHttp /B #E A X h’CkV’éﬂEL_EE F— h ARRMCERCE 2T,
LT,
Off : FITNSa—=T 4 7IERL 9. Fiddlerdd & 9 7y

e ] V=W =T Ny 2 & ONISERE L TL B i54A, Citrix
ERNORLILDL BTTRIC L > TOERESNEHA. Receiver for Web Y StoreFront Servicesfid b 57 1 v & %

Fr7FrTCEELA,
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Configure two URLs for the same NetScaler Gateway

May 22,2017
In StoreFront, you can add a single NetScaler Gateway URL fromthe StoreFront management console in Manage

NetScaler Gateways > Add or Edit. It is also possible to add both a public NetScaler Gateway URL and a GSLB (Global Server
Load Balancing) URL in Manage NetScaler Gateways > imported from file.

This article shows you how to use PowerShell cmdlets and the StoreFront PowerShell SDK to use an optional parameter, -
gslburl, to set the GslbLocation attribute of a gateway. This feature simplifies the NetScaler Gateway administration in
StoreFront in the following use cases:

1. GSLB and multiple NetScaler Gateways. Use GSLB and multiple NetScaler Gateways to load balance remote
connections to published resources in two or more locations within a large global Citrix deployment.

2. Single NetScaler Gateway using a public or private URL. Use the same NetScaler Gateway for external access using a
public URL, and for internal access using a private URL.

This is an advanced feature. If you are new to GSLB concepts, see the Related information links at the end of this article.
This feature offers the following benefits:

e Support two simultaneous URLs for a single gateway object.

e Users can switch between two different URLs to access the NetScaler Gateway without the administrator reconfiguring
the StoreFront gateway object to match the gateway URL the user wants to use.

e Shortersetup and test times to validate the StoreFront gateway configuration when using multiple GSLB gateways.

e Use the same NetScaler Gateway object in StoreFront inside the DMZ for both external and internal access.

e Support both URLs for optimal gateway routing. For more information on optimal gateway routing, see Set up highly
available multi-site stores.

Deployment considerations when using two Gateway URLs

Important

Before configuring a second gateway URL using the -gsIburl parameter, Citrix recommends reviewing whatserver certificates you
have in place and how your organization performs DNS resolution. Any URLs thatyou wantto use in your NetScaler and StoreFront
deploymentmustbe presentin your server certificates. For more information about server certificates, see Plan gateway and
server certificate usage.

DNS

e Split DNS. It is common for large enterprises to use split DNS. Split DNS involves using different namespaces and
different DNS servers for public and private DNS resolution. Check if you have the existing DNS infrastructure to support
this.

e Single URL for external and internal access to published resources. Decide if you want to use the same URL to
access published resources from both outside and inside your corporate network, or consider if two different URLs are
acceptable such as example.com and example.net.

Server certificate examples
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This section contains example server certificate deployments when using two Gateway URLs.

e Example server certificate for a load balanced StoreFront deployment
A privately signed wildcard server certificate should contain the FQDN *.storefront.example.net.
Or

A privately signed SAN server certificate should contain all the FQDNs needed to load balance three StoreFront
servers.

loadbalancerstorefront.example.net
serverl.storefront.example.net
server2.storefront.example.net
server3.storefront.example.net

Set the host base URL of the Storefront server group to be the shared FQDN, which resolves to the load balancer IP
address.

loadbalancerstorefront.example.net

e Example server certificate for a group of XenApp and XenDesktop 7.x Delivery Controllers
A privately signed wildcard server certificate should contain the FQDN *.xendesktop.example.net.
Or

A privately signed SAN server certificate should contain all the server FQDNs needed for a XenDesktop site containing
four Controllers.

XD1A. xendesktop.example.net
XD1B. xendesktop.example.net
XD2A. xendesktop.example.net
XD2B. xendesktop.example.net

e Example server certificate for a NetScaler Gateway which is accessed both externally and internally using split
DNS

A publically signed SAN server certificate for both external and internal access should contain both the external and
internal FQDNSs.

gateway.example.com
gateway.example.net
e Example server certificate for all GSLB Gateways which are accessed externally

A publically signed SAN server certificate for external access through GSLB should contain the FQDNs.
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gslbdomain.example.com
emeagateway.example.com
usgateway.example.com
apacgateway.example.com

This allows the userto access the closest gateway using GSLB or to pick a gateway in the location of their choice
using its unique FQDN.

Use Case #1: GSLB and multiple NetScaler Gateways

The administrator uses GSLB and multiple NetScaler Gateways to load balance remote connections to published resources
in two or more locations within a large global Citrix deployment.

Remote Access using the GSLB domain name or a location specific URL for each Gateway

\

=

Use location specific URL 8
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m 58 GSLB URL—————— g [
Use location specific URL: »

.

- z

External Client k)

m
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v

o

Use location specific URL

APAC data center

StoreFront Gateway Objects

/

NetScaler Gateway APAC Controller

APACGateway.example.com

APAC

¢

APAC Controller

APAC StoreFront

In this example:

e Each location or data center contains at least one gateway, one or more StoreFront servers, and one or more XenApp
and XenDesktop Controllers to provide published resources for that location.

e Each GSLB service configured on the GSLB NetScalers within the global deployment represents a gateway VPN vServer.
All of the StoreFront servers in the deployment must be configured to contain all of the NetScaler Gateway vServers
that make up the GSLB layer.

e The GSLB NetScaler Gateways are used in active/active mode but can also provide failover if the network connection,
DNS, gateway, StoreFront server or XenApp and XenDesktop Controllers at one location fail. Users are automatically
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directed to another gateway if a GSLB service is unavailable.

e External clients are directed to the closest gateway based on the configured GSLB load balancing algorithm such as
round trip time (RTT) or Static Proximity when making remote connections.

e The unique URL for each gateway allows users to manually select which data center they want to launch resources from
by choosing the location-specific URL for the gateway they want to use.

e GSLB can be bypassed when GSLB ora DNS delegation is not working as expected. Users can continue to access remote
resources at any data center using its location-specific URL until any GSLB related issues are resolved.

Use Case #2: Single NetScaler Gateway using a public or private URL

The administrator uses the same NetScaler Gateway for both external access using a public URL, and also internally using a
private URL.

Remote Access using a Public URL and a Private URL

, = DMz T
=) (2
=T | T |

» Public Name Space

EMEAGateway.example.com

NetScaler Gateway

External Client

External firewall
Internal firewall

Private Name Space ¢ Private URL

EMEAGateway.example.net

In this example:

e The administrator wants all access to published resources and HDX launch traffic to pass through a NetScaler Gateway
even if the client is internal.

e The NetScaleris located in a DMZ.

e There are two different network routes to the NetScaler Gateway through the two firewalls on either side of the DMZ.

e The public-facing, external namespace is different from the internal namespace.

PowerShell cndlet examples

Use the PowerShell cmdlets Add-STFRoamingGateway and Set-STFRoamingGateway with the parameter, -gslburl, to set
the GslbLocation attribute on the StoreFront gateway object. For example:

command ap—
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Add-STFRoamingGateway -Name "EMEAGateway" -GatewayUrl "https://emeagateway.example.com" -GSLBurl "https://gslb.example.co

Set-STFRoamingGateway -Name "EMEAGateway" -GatewayUr| "https://emeagateway.example.com” -GSLBurl "https://gslb.example.co

Get-STFRoamingGateway -Name "EMEAGateway" (returns just the EMEA gateway object)

Get-STFRoamingGateway (returns all gateway object configured in StoreFront)

For use case #1, the following gateways are returned using Get-STFRoamingGateway:

command

Name: EMEAGateway
Location: https://emeagateway.example.com/ (Unique URL for the EMEA Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: USGateway
Location: https://USgateway.example.com/ (Unique URL for the US Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: APACGateway
Location: https://APACgateway.example.com/ (Unique URL for the APAC Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

For use case #2: the following gateways are returned using Get-STFRoamingGateway:
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command

Name: EMEAGateway

Location: https://emeagateway.example.com/ (Public URL for the Gateway)

GslbLocation: https://emeagateway.example.net/ (Private URL for the Gateway)

For use case #1, Optimal Gateway Routing is returned using Get-STFStoreRegisteredOptimalLaunchGateway:

command

$StoreObject = Get-STFStoreService -Siteld 1 -VirtualPath "/Citrix/<YourStore>"

Get-STFStoreRegisteredOptimalLaunchGateway -StoreService $StoreObject

Hostnames: {emeagateway.example.com, gslb.example.com}

Hostnames: {usgateway.example.com, gslb.example.com}

Hostnames: {apacgateway.example.com, gslb.example.com}

GSLB URL or Internal URL for each Gateway is stored in the Roaming service web.config file

StoreFront does not display the GSLB URL orinternal URL for each Gateway within the StoreFront management console,
however it is possible to view the configured GSLBLocation path for all GSLB gateways by opening the roaming service
Web.Config file location in C:\inet pub\wwwroot\Citrix\Roaming\web.config on the StoreFront server.

Use Case #1 Gateways in Roaming web.config file

<gateway id="ccal3269-18¢1-10fd-a0df-7931b3897aa8" name="EMEAGateway" default="false" edition="Enterprise"
version="Version10_0_69_1" auth="DomainAndRSA" smartcardfallback="None" ipaddress="10.0.0.1" rwmode="NONE"
deployment="Appliance" callbackurl=https://emeagateway.example.com/CitrixAuthService/AuthService.asmx
sessionreliability="true" requesttickettwosta="false" stasUseLoadBalancing="false" stasBypassDuration="01:00:00">
<location path="https://emeagateway.example.com/" /><gslbLocation path="https://gslb.example.com/" />
<clusternodes>

<clear />

</clusternodes>
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<silentauthenticationurls>

<clear />

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controllerexample.com/scripts/ctxsta.dll" />
<location path="https://us-controllerexample.com/scripts/ctxsta.dll" />
<location path="https://apac-controllerexample.com/scripts/ctxsta.dll" />
</secureticketauthorityurls>

</gateway>

<gateway id="b8ec720c-d85e-1889-8188-1cf08a2cf762" name="USGateway" default="false" edition="Enterprise"
version="Version10_0_69_1" auth="DomainAndRSA" smartcardfallback="None" ipaddress="10.0.0.2" rwnmode="NONE"
deployment="Appliance" callbackurl="https://usgateway.example.com/CitrixAuthService/AuthService.asmx"
sessionreliability="true" requesttickettwosta="false" stasUseLoadBalancing="false" stasBypassDuration="01:00:00">
<location path="https://usgateway.example.com/" /><gslbLocation path="https://gslb.example.com/" />
<clusternodes>

<clear />

</clusternodes>

<silentauthenticationurls>

<clear />

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controllerexample.com/scripts/ctxsta.dll" />

<location path="https://us-controllerexample.com/scripts/ctxsta.dll" />

<location path="https://apac-controllerexample.com/scripts/ctxsta.dll" />

</secureticketauthorityurls>

</gateway>

<gateway id="c57117b5-el111-1eed-9117-a1ffalc8100e" name="APACGateway" default="false" edition="Enterprise"
version="Version10_0_69_1" auth="DomainAndRSA" smartcardfallback="None" ipaddress="10.0.0.3" rwmode="NONE"
deployment="Appliance" callbackurl="https://apacgateway.example.com/CitrixAuthService/AuthService.asmx"
sessionreliability="true" requesttickettwosta="false" stasUseLoadBalancing="false" stasBypassDuration="01:00:00">
<location path="https://apacGateway.example.com/" /><gslbLocation path="https://gslb.example.com/" />
<clusternodes>

<clear />

</clusternodes>

<silentauthenticationurls>

<clear />

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controllerexample.com/scripts/ctxsta.dll" />
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<location path="https://us-controllerexample.com/scripts/ctxsta.dll" />
<location path="https://apac-controllerexample.com/scripts/ctxsta.dll" />
</secureticketauthorityurls>

</gateway>

Use Case #2: Gateways in Roaming web.config file

<gateway id="ccal3269-18c1-10fd-a0df-7931b3897aa8" name="EMEAGateway" default="false" edition="Enterprise"
version="Version10_0_69_1" auth="Domain" smartcardfallback="None" ipaddress="10.0.0.1" rwmode="NONE"
deployment="Appliance" callbackurl="https://emeagateway.example.com/CitrixAuthService/AuthService.asmx"
sessionreliability="true" requesttickettwosta="false" stasUseLoadBalancing="false" stasBypassDuration="01:00:00">
<location path="https://emeagateway.example.com/" />

<gslbLocation path=" https://emeagateway.example.net/" />

<clusternodes>

<clear />

</clusternodes>

<silentauthenticationurls>

<clear/>

</silentauthenticationurls>

<secureticketauthorityurls>

<clear />

<location path="https://emea-controllerexample.net/scripts/ctxsta.dll" />

</secureticketauthorityurls>

</gateway>
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Configure NetScaler and StoreFront for Delegated Forms
Authentication (DFA)

May 22,2017
Extensible authentication provides a single customization point for extension of NetScaler's and StoreFront’s form-based

authentication. To achieve an authentication solution using the Extensible Authentication SDK, you must configure Delegated Form
Authentication (DFA) between NetScaler and StoreFront. The Delegated Forms Authentication protocol allows generation and
processing of authentication forms, including credential validation, to be delegated to another component. For example, NetScaler
delegates it authentication to StoreFront, which then interacts with a third party authentication server or service.

Installation recommendations

e To ensure communication between NetScaler and StoreFront is protected, use HTTPS instead of HTTP protocol.

e For cluster deployment, ensure that all the nodes have the same server certificate installed and configured in [IS HTTPS binding prior
to configuration steps.

e Ensure that Netscaler has the issuer of StoreFront's server certificate as a trusted certificate authority when HTTPS is configured in
StoreFront.

StoreFront cluster installation considerations

e |nstalla third party authentication plugin on all the nodes prior to joining them up together.
e Configure all the Delegated Forms Authentication related settings on one node and propagate the changes to the others. See the
"Enable Delegated Forms Authentication."

Enable Delegated Forms Authentication

Because there is no GUI to setup Citrix pre-shared key setting in StoreFront, use the PowerShell console to install Delegated Forms
Authentication.

1. Install Delegated Forms Authentication. It is not installed by default and you need to install it using the PowerShell console.
PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\Receiver StoreFront\Scripts'
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & \ImportModules.ps1
Adding snapins
Importing modules
Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'
Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-DSDFAServer

Id : bf694fbc-ae0a-4d56-8749-c945559e897a

ClassType :e1eb3668-9c1c-4ad8-bbae-c08b2682c1bc

FrameworkController : Citrix.DeliveryServices.Framework.FileBased.FrameworkController

Parentinstance :8dd182c7-f970-466¢-ad4c-27a5980f716¢

RootInstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3

Tenantld : 860€9401-39c8-4f2c-928d-34251102b840

Data {}

ReadOnlyData :{[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860e9401-39c8-4f2¢c-928d-34251102b840]}

ParameterData :{[FeatureClassld, e1eb3668-9c1c-4ad8-bbae-c08b2682c1bc], [Parentinstanceld, 8dd182c7-f

970-466c-ad4c-27a5980f716c¢], [Tenantld, 860e9401-39c8-4f2¢c-928d-34251102b840]}
AdditionallnstanceDependencies : {b1e48ef0-b9e5-4697-af9b-0910062aa2a3}
IsDeployed :True
FeatureClass : Citrix.DeliveryServices.Framework.Feature.FeatureClass
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2. Add Citrix Trusted Client. Configure the shared secret key (passphrase) between StoreFront and Netscaler. Your passphrase and client
ID must be identical to what you configured in NetScaler.
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-DSCitrixPSKTrustedClient -clientld netscaler.fqdn.com -passphrase secret
3. Set the Delegated Forms Authentication conversation factory to route all the traffic to the custom form. To find the conversation
factory, look for ConversationFactory in C:\inetpub\wwwroot\Citrix\Authentication\web.config.This is an example of what you
might see.
<example connectorURL="http:/Example.connector.url:8080/adapters-sf-aaconnector-webapp">
<routeTable order="1000">
<routes>
<route name="StartExampleAuthentication" url="Example-Bridge-Forms/Start">
<defaults>
<add param="controller" value="ExplicitFormsAuthentication" />
<add param="action" value="AuthenticateStart" />
<add param="postbackAction" value="Authenticate" />
<add param="cancelAction" value="CancelAuthenticate" />
<add param="conversationFactory" value="ExampleBridgeAuthentication" />
<add param="changePasswordAction" value="StartChangePassword" />
<add param="changePasswordController" value="ChangePassword" />
<add param="protocol" value="CustomForms" />
</defaults>
</route>
4. In PowerShell, set the Delegated Forms Authentication conversation factory. In this example, to ExampleBridgeAuthentication.
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShell arguments are not case-sensitive: -ConversationFactory is identical to -conversationfactory.
Uninstall StoreFront

Before you uninstall StoreFront, uninstall any third party authentication plugin, as it willimpact the functionality of StoreFront.
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Configure Desktop Appliance sites

May 22,2017
The tasks below describe how to create, remove, and modify Desktop Appliance sites. To create or remove sites, you

execute Windows PowerShell commands. Changes to Desktop Appliance site settings are made by editing the site
configuration files.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Once complete, propagate your configuration changes to the server group so that the other servers in the deployment are
updated.

Note: The StoreFront and PowerShell consoles cannot be open at the same time. Always close the StoreFront admin
console before using the PowerShell console to administer your StoreFront configuration. Likewise, close all instances of
PowerShell before opening the StoreFront console.

To create or remove Desktop Appliance sites

Only a single store can be accessed through each Desktop Appliance site. You can create a store containing all the
resources you want to make available to users with non-domain-joined desktop appliances. Alternatively, create separate
stores, each with a Desktop Appliance site, and configure your users' desktop appliances to connect to the appropriate
site.

1. Use an account with local administrator permissions to start Windows PowerShell and, at a command prompt, type the
following command to import the StoreFront modules.
& "installationlocation\Scripts\ImportModules.ps1”
Where installationlocation is the directory in which StoreFront is installed, typically C:\Program Files\Citrix\Receiver
StoreFront\.

2. To create a new Desktop Appliance site, type the following command.

Install-DSDesktopAppliance -FriendlyName sitename -Siteld iisid

-VirtualPath sitepath -UseHttps {$False | $True}

-StoreUrl storeaddress [-EnableMultiDesktop {$False | $True}]

[-EnableExplicit {$True | $False}] [-[EnableSmartCard {$False | $True}]

[-EnableEmbeddedSmartCardSSO {$False | $True}]
Where sitename is a name that helps you to identify your Desktop Appliance site. For iisid, specify the numerical ID of
the Microsoft Internet Information Services (IIS) site hosting StoreFront, which can be obtained fromthe Internet
Information Services (11S) Manager console. Replace sitepath with the relative path at which the site should be created
in IS, for example, /Citrix/DesktopAppliance. Note that Desktop Appliance site URLs are case sensitive.

Indicate whether StoreFront is configured for HTTPS by setting -UseHttps to the appropriate value.

To specify the absolute URL of the store service used by the Desktop Appliance Connector site, use StoreUrl
storeaddress. This value is displayed for the Store summary in the administration console.

By default, when a user logs on to a Desktop Appliance site, the first desktop available to the user starts automatically.
To configure your new Desktop Appliance site to enable users to choose between multiple desktops, if available, set -
EnableMultiDesktop to $True.

Explicit authentication is enabled by default for new sites. You can disable explicit authentication by setting the -
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EnableExplicit argument to $False. Enable smart card authentication by setting -EnableSmartCard to $True. To enable
pass-through with smart card authentication, you must set both -EnableSmartCard and -
EnableEmbeddedSmartCardSSO to $True. If you enable explicit and either smart card or pass-through with smart card
authentication, users are initially prompted to log on with a smart card, but can fall back to explicit authentication if
they experience any issues with their smart cards.

The optional arguments configure settings that can also be modified after the Desktop Appliance site has been created
by editing the site configuration file.

Example:

Create a Desktop Appliance Connector site at virtual path /Citrix/DesktopAppliancel in the default IS web site.
Install-DSDesktopAppliance *
-FriendlyName DesktopAppliancel *
-Siteld1°

-VirtualPath /Citrix/DesktopAppliancel
-UseHttps $false

-StoreUrl https://serverName/Citrix/Store
-EnableMultiDesktop Strue °
-EnableExplicit Strue °

-EnableSmartCard Strue °
-EnableEmbeddedSmartCardSSO $false

3. To remove an existing Desktop Appliance site, type the following command.
Remove-DSDesktopAppliance -Siteld iisid -VirtualPath sitepath
Where iisid is the numerical ID of the IIS site hosting StoreFront and sitepath is the relative path of the Desktop
Appliance site in 11S, for example, /Citrix/DesktopAppliance.

4. To list the Desktop Appliance sites currently available fromyour StoreFront deployment, type the following command.
Get-DSDesktopAppliancesSummary

To configure user authentication

Desktop Appliance sites support explicit, smart card, and pass-through with smart card authentication. Explicit
authentication is enabled by default. If you enable explicit and either smart card or pass-through with smart card
authentication, the default behavior initially prompts users to log on with a smart card. Users who experience issues with
their smart cards are given the option of entering explicit credentials. If you configure IIS to require client certificates for
HTTPS connections to all StoreFront URLs, users cannot fall back to explicit authentication if they cannot use their smart
cards. To configure the authentication methods for a Desktop Appliance site, you edit the site configuration file.

1. Use a text editor to open the web.config file for the Desktop Appliance site, which is typically located in the
C\inetpub\wwwroot\Citrix\storenameDesktopAppliance directory, where storename is the name specified for the store
when it was created.
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2. Locate the following element in the file.
<explicitForms enabled="true" />

3. Change the value of the enabled attribute to false to disable explicit authentication for the site.

4. Locate the following element in the file.
<certificate enabled="false" useEmbeddedSmartcardSso="false"

embeddedSmartcardSsoPinTimeout="00:00:20" />

5. Set the value of the enabled attribute to true to enable smart card authentication. To enable pass-through with smart
card authentication, you must also set the value of the useEmbeddedSmartcardSso attribute to true. Use the
embeddedSmartcardSsoPinTimeout attribute to set the time in hours, minutes, and seconds for which the PIN entry
screen is displayed before it times out. When the PIN entry screen times out, users are returned to the logon screen and
must remove and reinsert their smart cards to access the PIN entry screen again. The time-out period is set to 20
seconds by default.

To enable users to choose between multiple desktops

By default, when a user logs on to a Desktop Appliance site, the first desktop (in alphabetical order) available to the userin
the store for which the site is configured starts automatically. If you provide users with access to multiple desktops in a
store, you can configure the Desktop Appliance site to display the available desktops so users can choose which one to
access. To change these settings, you edit the site configuration file.

1. Use a text editorto open the web.config file for the Desktop Appliance site, which is typically located in the
C\inetpub\wwwroot\Citrix\storenameDesktopAppliance directory, where storename is the name specified for the store
when it was created.

2. Locate the following element in the file.
<resources showMultiDesktop="false" />

3. Change the value of the showMultiDesktop attribute to true to enable users to see and select fromall the desktops
available to themin the store when they log on to the Desktop Appliance site.
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Create a single Fully Qualified Domain Name (FQDN)
to access a store internally and externally

May 22,2017
Note: To use this feature with native desktop receivers, the following versions are required.
e Windows Receiver 4.2

e MAC Receiver11.9

You can provide access to resources from within your corporate network and fromthe Internet through a NetScaler
Gateway and simplify the user experience by creating a single FQDN for both internal and roaming external clients.

Creating a single FQDN is helpful to users who configure any of the native Receivers. They need remember only a single URL
whether they are currently connected to an internal or public network.

StoreFront beacons for native Receivers

Citrix Receiver attempts to contact beacon points and uses the responses to determine whether users are connected to
local or public networks. When a user accesses a desktop or application, the location information is passed to the server
providing the resource so that appropriate connection details can be returned to Citrix Receiver. This ensures that users are
not prompted to log on again when they access a desktop or application. For information about configuring beacon points,
see Configure beacon points.

Configure the NetScaler Gateway vServer and SSL Certificate

The shared FQDN resolves either to an external firewall router interface IP or NetScaler Gateway vServer IP in the DMZ
when external clients try to access resources from outside of the corporate network. Ensure the Common Name and
Subject Alternative Name fields of the SSL certificate contain the shared FQDN to be used to access the store externally.
By using a third party root CA such as Verisign instead of an enterprise Certification Authority (CA) to sign the gateway
certificate, any external client automatically trusts the certificate bound to the gateway vServer. If you use a third party
root CA such as Verisign, no additional root CA certificates need to be imported on to external clients.

To deploy a single certificate with the Common Name of the shared FQDN to both the NetScaler Gateway and the
StoreFront server, consider whether you want to support remote discovery. If so, make sure the certificate follows the
specification for the Subject Alternative Names.
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Certificate Properties -

£, Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:
Type: CN=storefront.example.com

|C0mm0n name v| Add >

Value:

Alternative name:

< Remove

Type:
storefront.example.com
|DNS v| storefrontch.example.com
Vaue .
Learn more about subject names
| 0K | | Cancel | | Apply |

NetScaler Gateway vServer example certificate: storefront.example.com
1. Ensure that the shared FQDN, the callback URL, and the accounts alias URL are included in the DNS field as Subject
Alternative Name (SANs).

2. Ensure that the private key is exportable so the certificate and key can be imported into the NetScaler Gateway.
3. Ensure that Default Authorization is set to Allow.

4. Sign the certificate using a third party CA such as Verisign or an enterprise root CA for your organization.
Two-node server group example SANs:

storefront.example.com (mandatory)

storefrontcb.example.com (mandatory)

accounts.example.com (mandatory)

storefrontserverl.example.com (optional)

storefrontserver2.example.com (optional)

Sign the Netscaler Gateway vServer SSL certificate using a Certification Authority (CA)

Based on your requirements, you have two options for choosing the type of CA signed certificate.

e Option 1- Third Party CA signed certificate: If the certificate bound to the Netscaler Gateway vServer is signed by a
trusted third party, external clients will likely NOT need any root CA certificates copied to the their trusted root CA
certificate stores. Windows clients ship with the root CA certificates of the most common signing agencies. Examples of
commercial third party CAs that could be used include DigiCert, Thawte, and Verisign. Note that mobile devices such as
iPads, iPhones, and Android tablets and phones might still require the root CA to be copied onto the device to trust the
NetScaler Gateway vServer.

e Option 2 - Enterprise Root CA signed certificate: If you choose this option, every external client requires the enterprise
root CA certificate copied to their trusted root CA stores. If using portable devices with native Receiver installed, such as
iPhones and iPads, create a security profile on these devices.
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Import the root certificate into portable devices

e OS devices can import .CER x.509 certificate files using email attachments, because accessing the local storage of iOS
devices is usually not possible.

e Android devices require the same .CER x.509 format. The certificate can be imported fromthe device local storage or
email attachments.

External DNS: storefront.example.com

Ensure that the DNS resolution provided by your organization's Internet service provider resolves to the externally facing IP
of the firewall router on the outside edge of DMZ orto the NetScaler Gateway vServer VIP.

Split view DNS

e When split-view DNS is correctly configured, the source address of the DNS request should send the client to the
correct DNS A record.

e When clients roam between public and corporate networks, their IP should change. Depending on the network to which
they are currently connected, they should receive the correct A record when they query storefront.example.com.

Import certificates issued from a Windows CA to NetScaler Gateway

WInSCP is a useful and free third party tool to move files froma Windows machine to a NetScaler Gateway file system.
Copy certificates forimport to the /nsconfig/ssl/ folder within the NetScaler Gateway file system. You can use the
OpenSSL tools onthe NetScaler Gateway to extract the certificate and key froma PKCS12/PFX file to create two
separate .CER and .KEY X.509 files in PEM format that can be used by the NetScaler Gateway

Copy the PFX file into /nsconfig/ssl on the NetScaler Gateway appliance or VPX.

Open the NetScaler Gateway command line interface.

To switch to the FreeBSD shell, type Shell to exit the NetScaler Gateway command line interface.

To change directory, use cd /nsconfig/ssl.

Run openssl pkcs12 -in <imported cert file>.pfx -nokeys -out <certfilename>.cer and enter the PFX password when
prompted.

Run openssl pkes12 -in <imported cert file>.pfx -nocerts -out <keyfilename> key

Enter the PFX password when prompted and then set a private key PEM passphrase to protect the .KEY file.

To ensure that the .CER and KEY files were successfully created inside /nsconfig/ssl/, run s —al.

To return to the NetScaler Gateway command line interface, type Exit.

vk wnN e

0 © N o

Native Windows/Mac Receiver Gateway session policy

REQHTTPHEADER User-Agent CONTAINS CitrixReceiver && REQHTTPHEADER X-Citrix-Gateway EXISTS

Receiver for Web Gateway session policy

REQHTTPHEADER User-Agent NOTCONTAINS CitrixReceiver && REQHTTPHEADER Referer EXISTS
cVPN and Smart Access Settings

If you use SmartAccess, enable smart access mode on the NetScaler Gateway vServer properties page. Universal Licenses
are required for every concurrent user who accesses remote resources.

Receiver profile
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Configure NetScaler Gateway Session Profile X

MName® |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MNetScaler Gateway Parameters.

Network Configuration  Client Experience I Security | Published Applications I

Override Global
Home Page [ Display Home Page O
for Web-Based Ema ‘ | O
El=
[60 |
Client Idle Time-out (mins ‘ | O
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co.. ‘ALLOW "
Plug-in Type ‘Winduw;,-’Mac 05X "
Single Sign-on to Web Applications
PRIMARY v‘ O
| el
nodows D
|

Advanced

Configure the session profile accounts service URL to be https://accounts.example.com/Citrix/Roaming/Accounts NOT
https://storefront.example.com/Citrix/Roaming/Accounts.

Confi NetScaler G Session Profile X

MName*

|| Unchecked Override Global check box indicates that the value is inherited from
1| Global Net5caler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications

Override Global
ICA Proxy |oFF ~|
Web Interface Address | | O
[| Web Interface Portal Mode [ NORMAL ~|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | Oa
Account Services Address |https:_f'_f'accounts.exampIe.com_f'Citrixe'Roaming_f'Accounts |

Also add this URL as an additional <allowedAudiences> in the authentication and roaming web.config files on the
StoreFront server. For more information, see the "Configure the StoreFront server host base URL, gateway, and SSL
certificate" section below.

Receiver for Web profile
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Configure NetScaler Gateway Session Profile X

MName® |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MNetScaler Gateway Parameters.

Network Configuration  Client Experience I Security | Published Applications I

Override Global
Home Page DQi:pIe_'Hcme page O
URL for Web-Based Email ‘ | O
Split Tunnel OFF " O
Session Time-out (mins) ‘BD ‘
Client Idle Time-out (mins ‘ | O
Clientless Access ‘On "
Clientless Access URL Encoding ‘C\ear "
Clientless Access Persistent Co.. ‘ALLOW "
Plug-in Type [ Windows/Mac 05 X -
Single Sign-on to Web Applications
Credential Index [PRIMARY - O
KCD Account ‘ " O
[ Single Sign-on with Windows O
[ Client Cleanup Prompt O

Advanced

Confi NetScaler G Session Profile x

Name* (WebReceiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications

Override Global

ICA Proxy |oFF ~|
Web Interface Address |https:.-".-"storefront.exampIe.com.-"Citrix-"StoreWeb |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |examp|e| |

Citrix Receiver Home Page | |

o 0O

Account Services Address | |

ICA Proxy & Basic Mode settings

If you use ICA proxy, enable basic mode on the NetScaler Gateway vServer properties page. Only a Netscaler platform
license is required.

Receiver profile

Configure NetScaler Session Profile x

Name* | Receiver ICAle(yi

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration  Client Experience | Security | Published Applications |

Override Global
Home Page |nc:ne | [ Display Home Page [
URL for Web-Based Email | | Oa
Split Tunnel [oFF -l O
Session Time-out (mins) |60 |
Client ldle Time-out (mins) | | Oa
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type |Ja\.ra '|
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Confi NetScaler G Session Profile X

Name* (Receiver [CAProx

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications |

Override Global
ICA Proxy [on -
Web Interface Address |https:f'_a'storefront.example.com |
Web Interface Portal Mode  [NORMAL ~|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | O
Account Services Address |https:f'_a'storefront.example.com |

Receiver for Web profile

Confi NetScaler G Session Profile X

Name* |WebReceiver [CA Proxﬂ

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration  Client Experience | Security | Published Applications |

Override Global
Home Page |https:_f'_f'storefront.ptd.com_f'Citri)e'StoreWeb | Display Home Page
RL for We | | O
plit Tunne |=:::: '| O
Seszion Time-out (mins) |60 |
Clent die Time-out (ming) | =
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type [Windows/Mac 05 X ~|
Single Sign-on to Web Applications
Configure NetScaler G y Session Profile S
MName* [\We |

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Network Configuration | Client Experience | Security  Published Applications |

Override Global
ICA Proxy [on -
Web Interface Address |https:f'_f'storefront.exampIe.com_f'Citriw'StoreWeb| |
Web Interface Portal Mode | NORMAL ~|
Single Sign-on Domain |ptd |
CitixRecever Home Poge | E
S o

Configure the StoreFront server host base URL, gateway, and SSL certificate

The same shared FQDN that resolves to the NetScaler Gateway vServer should also resolve directly to the StoreFront load
balancer, if a StoreFront cluster was created or a single StoreFront IP that hosts the store.

Internal DNS: Create three DNS A records.

e storefront.example.comshould resolve to the storefront load balancer or single StoreFront server IP.
e storefrontcb.example.com should resolve to the gateway vServer VIP so if a firewall exists between the DMZ and the
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enterprise local network, allow for this.

e accounts.example.com— create as a DNS alias for storefront.example.com. It also resolves to the load balancer IP for
the StoreFront cluster or a single StoreFront server IP.

StoreFront server example certificate: storefront.example.com

1. Create a suitable certificate forthe StoreFront server or server group before installing StoreFront.

2. Add the shared FQDN to the Common name and DNS fields. Ensure this matches the FQDN used in the SSL certificate
bound to the NetScaler Gateway vServer that you created earlier or use the same certificate bound to the NetScaler
Gateway vServer.

3. Add the accounts alias (accounts.example.com) as another SAN to the certificate. Note that the accounts alias used in

the SAN is the one used in the Netscaler Gateway Session Profile in the earlier procedure - Native Receiver Gateway
session policy and profile.
Certificate Properties -

£, Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CN=storefront.example.com
|C0mm0n name v| Add >
Value:

| < Remove

Alternative name:

Type:
storefront.example.com
|DNS v| storefrontch.example.com
Volue aa>
Learn more about subject names
| 0K | | Cancel | | Apply |

4. Ensure that the private key is exportable so the certificate can be transferred to another server orto multiple
StoreFront server group nodes.
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Certificate Properties -

ILE Subject | General | Extensions | Private Key |Cerﬁﬁaﬁon Authority | Signature |

Cryptographic Service Provider ivi

Key options ~
Set the key length and export options for the private key.

Key sizet | 004

Make private key exportable

[] Allow private key to be archived
[[] Strong private key protection

Key type v

Key permissions w

Learn more about private keys

| 0K | | Cancel | | Apply |

5. Sign the certificate using a third party CA such as VeriSign, your enterprise root CA, or intermediate CA.

6. Export the certificate in PFX format including the private key.

7. Import the certificate and private key into the StoreFront server. If deploying a Windows NLB StoreFront cluster, import
the certificate into every node. If using an alternative load balancer such as a Netscaler LB vServer, import the certificate

there instead.
8. Create an HTTPS binding in 1IS on the StoreFront server and bind the imported SSL certificate to it.

Site Bindings | » [

Type Host Name Port IP Address Binding Informa... Add...
https 443 *

Edit...

Browse

Close

9. Configure the host base URL on the StoreFront server to match the already chosen shared FQDN.
Note: StoreFront always auto selects the last Subject Alternative Name in the list of SANs within the certificate. This is
merely a suggested host base URL to assist StoreFront administrators and is usually correct. You can manually set it to
any valid HTTPS://<FQDN> provided it exists within the certificate as a SAN. Example: https://storefront.example.com
FEON [
Server Group g e Ul

o Belveity

|H e
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Configure the Gateway on the StoreFront server: storefront.example.com
1. Fromthe Stores node, click on Manage NetScaler Gateways in the Actions pane.

2. Select the Gateway fromthe list and click Edit.
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3. Onthe General Settings page, type the shared FQDN in the NetScaler Gateway URL field.

4. Select the Authentication Settings tab and type the callback FQDN into the Callback URL field.
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5. Select the Secure Ticket Authority tab and ensure that the Secure Ticket Authority (STA) servers match the list of
delivery controllers already configured within the Store node.

6. Enable remote access for the store.

7. Manually set the internal beacon to the accounts alias (accounts.example.com) and it must not be resolvable from
outside the gateway. This FQDN must be distinct fromthe external beacon that is shared by the StoreFront hostbase URL
and NetScaler Gateway vServer (storefront.example.com). DO NOT use the shared FQDN, as this creates a situation where
both the internal and external beacons are identical.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.203



Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: Use the service URL

®) Specify beacon address:

| ht'tpsu"_a'accounts.exampld.com |

External beacons: | gurad it el daely)]

https://storefront.example.com

Add.. || Edit. || Remove |

OK | cancel

8. Note that if you want to support discovery using FQDNSs, follow these steps. If the provisioning file configuration is
enough or if you are using only Receiver for Web, you can skip the following steps.

Add an additional <allowedAudiences> entry in C\inetpub\wwwroot\Citrix\Authentication\web.config. There are two
<allowedAudiences> entries in the authentication web.config file. Only the first entry in the file for the Authentication
Token Producer requires you to add an additional <allowedAudience>.

9. Perform a search for the <allowedAudiences> string. Locate the following entry below and add the line shown in bold,
save, and close the web.config file.

<service id="abd6f54b-7d1c-4alb-a8d7-14804e6c8c64" displayName="Authentication Token Producer">

<allowedAudiences>
<add name="https-storefront.example.com" audience="https://storefront.example.com/" />
<add name="https-accounts.example.com" audience="https://accounts.example.com/" />
</allowedAudiences>

9. In C:\inet pub\wwwroot\Citrix\Roaming\web.config. Locate the following entry below and add the line shown in
bold, save, and close the web.config file.

<tokenManager>
<services>
<clear />

</trustedlssuers>
<allowedAudiences>
<add name="https-storefront.example.com" audience="https://storefront.example.com/" />
<add name="https-accounts.example.com" audience="https://accounts.example.com/" />
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</allowedAudiences>
</service>
</services>
</tokenManager>

Alternatively, it is possible to export the native receiver .CR provisioning file for the store. This eliminates the need for First
Time Use configuration of native Receivers. Distribute this file to all Windows and MAC Receiver clients.

Export Provisioning File

Distribute this file to your users to automate Citrix Receiver setup.

Name Store

URL: https://storefront.ptd.com/Citrix/Store

Access: Internal and external networks

Details A

Default NetScaler Gateway appliance:  AGEE3
Other appliances:

Internal beacons: https://accounts.ptd.com
External beacons: http://www.citrix.com, https://storefront.ptd.com
|

If a Receiveris installed on the client, the .CR file type is recognized and double clicking on the provisioning file triggers it to
be automatically imported.

External Client

CM: storefront.exam ple.com Glahally routable [P

SAM: storefront. exam ple.com

SAM: storefrontch.example.com Internet zone ﬁl
SAM: accounts. example.com -

YSEMVErN : OMS
i OMZ Firewall
router
Storefront.example. carr=F irevwall Public 1P
192.168.2.4 Or Storefrant.example.corr=VIP 192.168.2.4

ﬂ Local LAN/Carporate domain n

.
Internal client Windows MLE cluster
senfppienleskiop 7 x
192.1658.100 Do 192.168.1.5 192.168.1 8
DS/

Windowes Server 2012

BalSE Cluster nodes

182 168.1.2
Starefront.example.com=
StoreFront LB or Server [P

192.1688.1.6 192168817 18216818
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Configure Resource Filtering

May 22,2017
This topic explains how to filter enumeration resources based on resource type and keywords. You can use this type of
filtering with the more advanced customization offered by the Store Customization SDK. Using this SDK, you can control
which apps and desktops are displayed to users, modify access conditions, and adjust launch parameters. For more
information, see the Store Customization SDK.

Note: The StoreFront and PowerShell consoles cannot be open at the same time. Always close the StoreFront admin
console before using the PowerShell console to administer your StoreFront configuration. Likewise, close all instances of
PowerShell before opening the StoreFront console.

Configure filtering

Configure the filter using PowerShell cmdlets defined within the StoresModule. Use the following PowerShell snippet to
load the required modules:

$dsinstallProp = Get-ltemProperty

-Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dslinstallDir = $dsInstallProp.InstallDir

& $dsinstallDin\..\Scripts\importModules.ps 1

Filter by type

Use this to filter the resource enumeration by resource type. This is an inclusive filter, meaning it removes any resources that
are not of the specified types from the resource enumeration result. Use the following cmdlets:

Set-DSResourceFilterType: Sets up enumeration filtering based on resource types.
Get-DSResourceFilterType: Gets the list of resource types that Storefront is allowed to return in enumeration.

Note: Resource types are applied before keywords.
Filter by keywords

Use this to filter resources based on keywords, such as resources derived from XenDesktop or XenApp. Keywords are
generated from mark-up in the description field of the corresponding resource.

The filter can operate either in inclusive or exclusive mode, but not both. The inclusive filter allows enumeration of resources
matching the configured keywords and removes non matching resources fromthe enumeration. The exclusive filter removes
resources matching the configured keywords from the enumeration. Use the following cmdlets:

Set-DSResourceFilterKeyword: Sets up enumeration filtering based on resource keywords.
Get-DSResourceFilterKeyword: Gets the list of filter keywords.
The following keywords are reserved and must not be used for filtering:

e Auto
e Mandatory

For more information on keywords, see Optimize the user experience and Configuring application delivery.
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Examples

This command will set filtering to exclude workflow resources from enumeration:

Set-DSResourceFilterKeyword -Siteld 1 -VirtualPath "/Citrix/Store" -ExcludeKeywords @("WFS")

This example will set allowed resource types to applications only:

Set-DSResourceFilterType -Siteld 1 -VirtualPath "/Citrix/Store" -IncludeTypes @("Applications")
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Configure StoreFront using the configuration files

May 22,2017
This article describes additional configuration tasks that cannot be carried out using the Citrix StoreFront management console.

Enable ICA file signing

Disable file type association

Customize the Citrix Receiver logon dialog box

Prevent Citrix Receiver for Windows from caching passwords and usernames

Enable ICAfile signing

StoreFront provides the option to digitally sign ICA files so that versions of Citrix Receiver that support this feature can verify that the file originates froma trusted source. When
file signing is enabled in StoreFront, the ICA file generated when a user starts an application is signed using a certificate fromthe personal certificate store of the StoreFront
server. |CA files can be signed using any hash algorithm supported by the operating system running on the StoreFront server. The digital signature is ignored by clients that do not
support the feature or are not configured for ICA file signing. If the signing process fails, the ICA file is generated without a digital signature and sent to Citrix Receiver, the
configuration of which determines whether the unsigned file is accepted.

To be used for ICA file signing with StoreFront, certificates must include the private key and be within the allowed validity period. If the certificate contains a key usage
extension, this must allow the key to be used for digital signatures. Where an extended key usage extension is included, it must be set to code signing or server authentication.

For ICA file signing, Citrix recommends using a code signing or SSL signing certificate obtained froma public certification authority or fromyour organization's private certification
authority. If you are unable to obtain a suitable certificate froma certification authority, you can either use an existing SSL certificate, such as a server certificate, or create a
new root certification authority certificate and distribute it to users' devices.

ICA file signing is disabled by default in stores. To enable ICA file signing, you edit the store configuration file and execute Windows PowerShell commands. For more information
about enabling ICA file signing in Citrix Receiver, see ICA File Signing to protect against application or desktop launches from untrusted servers.

Note: The StoreFront and PowerShell consoles cannot be open at the same time. Always close the StoreFront admin console before using the PowerShell console to administer
your StoreFront configuration. Likewise, close all instances of PowerShell before opening the StoreFront console.
Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server group. Ensure that the Citrix StoreFront
management console is not running on any of the other servers in the deployment. Once complete, propagate your configuration changes to the server group so that the other
servers in the deployment are updated.
1. Ensure that the certificate you want to use to sign ICA files is available in the Citrix Delivery Services certificate store on the StoreFront server and not the current user's
certificate store.
2. Use a text editor to open the web.config file for the store, which is typically located in the C:\inetpub\wwwroot\Citrix\storename\ directory, where storename is the name
specified for the store when it was created.
3. Locate the following section in the file.
<certificateManager>
<certificates>
<clear />
<add .../>

</certificates>
</certificateManager>
4. Include details of the certificate to be used for signing as shown below.
<certificateManager>
<certificates>
<clear />
<add id="certificateid" thumb="certificatethumbprint" />
<add .../>

</certificates>
</certificateManager>
Where certificateid is a value that helps you to identify the certificate in the store configuration file and certificatethumbprint is the digest (or thumbprint) of the certificate
data produced by the hash algorithm.

5. Locate the following element in the file.
<icaFileSigning enabled="False" certificateld="" hashAlgorithm="sha1" />
6. Change the value of the enabled attribute to True to enable ICA file signing for the store. Set the value of the certificateld attribute to the ID you used to identify the
certificate, that is, certificateid in Step 4.
7. If youwant to use a hash algorithm other than SHA-1, set the value of the hashAgorithm attribute to sha256, sha384, or sha512, as required.
8. Using an account with local administrator permissions, start Windows PowerShell and, at a command prompt, type the following commands to enable the store to access the
private key.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands
$certificate = Get-DSCertificate "certificatethumbprint"
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Add-DSCertificateKeyReadAccess -certificate $certificates[0] -accountName “IIS APPPOOL\Citrix Delivery Services Resources”
Where certificatethumbprint is the digest of the certificate data produced by the hash algorithm.

Disable file type association

By default, file type association is enabled in stores so that content is seamlessly redirected to users' subscribed applications when they open local files of the appropriate types.
To disable file type association, you edit the store configuration file.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server group. Ensure that the Citrix StoreFront
management console is not running on any of the other servers in the deployment. Once complete, propagate your configuration changes to the server group so that the other
servers in the deployment are updated.
1. Use a text editor to open the web.config file for the store, which is typically located in the C:\inetpub\wwwroot\Citrix\storename\ directory, where storename is the name
specified for the store when it was created.
2. Locate the following element in the file.
<farmset ... enableFileTypeAssociation="on" ... >
3. Change the value of the enableFileTypeAssociation attribute to off to disable file type association for the store.

Customize the Citrix Receiver logon dialog box

When Citrix Receiver users log on to a store, no title text is displayed on the logon dialog box, by default. You can display the default text “Please log on” or compose your own
custom message. To display and customize the title text on the Citrix Receiver logon dialog box, you edit the files for the authentication service.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server group. Ensure that the Citrix StoreFront
management console is not running on any of the other servers in the deployment. Once complete, propagate your configuration changes to the server group so that the other
servers in the deployment are updated.
1. Use a text editor to open the UsernamePassword.tfrm file for the authentication service, which is typically located in the
C\inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\ directory.
2. Locate the following lines in the file.
@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. Uncomment the statement by removing the leading and trailing leading @* and trailing *@, as shown below.
@Heading("ExplicitAuth:AuthenticateHeadingText")
Citrix Receiver users see the default title text “Please log on”, or the appropriate localized version of this text, when they log on to stores that use this authentication service.

4. To modify the title text, use a text editor to open the ExplicitAuth.resx file for the authentication service, which is typically located in the
C\inetpub\wwwroot\Citrix\Authentication\App_Data\resources\ directory.

5. Locate the following elements in the file. Edit the text enclosed within the <value> element to modify the title text that users see on the Citrix Receiver logon dialog box
when they access stores that use this authentication service.
<data name="AuthenticateHeadingText" xml:space="preserve">

<value>My Company Name</value>

</data>
To modify the Citrix Receiver logon dialog box title text for users in other locales, edit the localized files ExplicitAuth.languagecode.resx, where languagecode is the locale
identifier.

Prevent Citrix Receiver for Windows from caching passwords and usernames

By default, Citrix Receiver for Windows stores users' passwords when they log on to StoreFront stores. To prevent Citrix Receiver for Windows, but not Citrix Receiver for
Windows Enterprise, from caching users' passwords, you edit the files for the authentication service.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server group. Ensure that the Citrix StoreFront
management console is not running on any of the other servers in the deployment. Once complete, propagate your configuration changes to the server group so that the other
servers in the deployment are updated.
1. Use a text editor to open the inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\UsernamePassword.tfrm file.
2. Locate the following line in the file.
@SaveCredential (id: @GetTextValue("saveCredentialsld"), labelKey: "ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked: ControlValue("SaveCredentials"))
3. Comment the statement as shown below.
<l-- @SaveCredential(id: @GetTextValue("saveCredentialsld"), labelKey: "ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked: ControlValue("SaveCredentials")) -->
Citrix Receiver for Windows users must enter their passwords every time they log on to stores that use this authentication service. This setting does not apply to Citrix
Receiver for Windows Enterprise.

5=
wi

Using Registry Editor incorrectly can cause serious problems thatcan require you to reinstall the operating system. Citrix cannot guarantee that problems resulting from incorrect use of Registry
Editor can be solved. Use Registry Editor atyour own risk. Make sure you back up the registry before you edit it

By default, Citrix Receiver for Windows automatically populated the last username entered. To supress population of the username field, edit the registry on the user device:

1. Create a REG_SZ value HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername.
2. Set its value “false”.
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Secure your StoreFront deployment

May 22,2017
This article highlights areas that may have an impact on system security when deploying and configuring StoreFront.

Configure Microsoft Internet Information Services (lIS)

You can configure StoreFront with a restricted IIS configuration. Note that this is not the default IS configuration.

Filename extensions
You can disallow unlisted file name extensions.

StoreFront requires these file name extensions in Request Filtering:

. (blank extension)
.appcache
.aspx

.cr

.CSS

dtd

.gif

.htm
html

Jica

Jico

Jpg

Js

.png

Svg

txt

xml

If download or upgrade of Citrix Receiver is enabled for Citrix Receiver for Web, StoreFront also requires these
file name extensions:

e dmg
e exe

If Citrix Receiver for HTMLS is enabled, StoreFront also requires these file name extensions:

e eot
o fttf
e woff

StoreFront requires the following HTTP verbs in Request Filtering. You can disallow unlisted verbs.

o GET
e POST
e HEAD
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StoreFront does not require:

ISAPI filters

ISAPI| extensions
CGlI programs
FastCGl programs

Important

e StoreFrontrequires Full Trust Do notsetthe global .NET trustlevel to High or lower.
e StoreFrontdoes notsupporta separate application pool for each site. Do not modify these site settings.

Configure user rights

When you install StoreFront, its application pools are granted the logon right Log on as a service and the privileges Adjust
memory quotas for a process, Generate security audits, and Replace a process level token. This is normal installation
behavior when application pools are created.

You do not need to change these user rights. These privileges are not used by StoreFront and are automatically disabled.
StoreFront installation creates the following Windows services:

Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
Citrix Cluster Join (NT SERVICE\CitrixClusterService)

Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

If you configure StoreFront Kerberos constrained delegation for XenApp 6.5, this creates the Citrix StoreFront Protocol
Transition service (NT SERVICE\SYSTEM). This service requires a privilege not normally granted to Windows services.

Configure service settings

The StoreFront Windows services listed above in the "Configure user rights" section are configured to log on as the
NETWORK SERVICE identity. The Citrix StoreFront Protocol Transition service logs on as SYSTEM. Do not change this
configuration.

Configure group memberships
StoreFront installation adds the following services to the Administrators security group:

e (itrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
e C(Citrix ClusterJoin (NT SERVICE\CitrixClusterService)

These group memberships are required for StoreFront to operate correctly, to:

e Create, export, import and delete certificates, and set access permissions on them
e Read and write the Windows registry
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Add and remove Microsoft .NET Framework assemblies in the Global Assembly Cache (GAC)
Access the folder Program Files\Citrix\<StoreFrontLocatior>

Add, modify, and remove |IS app poolidentities and IIS web applications

Add, modify, and remove local security groups and firewall rules

Add and remove Windows services and PowerShell snap-ins

Register Microsoft Windows Communication Framework (WCF) endpoints

In updates to StoreFront, this list of operations might change without notice.
StoreFront installation also creates the following local security groups:

CitrixClusterMembers
CitrixCWServiceReadUsers
CitrixCWServiceWriteUsers
CitrixDelegatedAuthenticatorUsers
CitrixDelegatedDirectoryClaimFactoryUsers
CitrixPNRSUsers
CitrixStoreFrontPTServiceUsers
CitrixSubscriptionServerUsers
CitrixSubscriptionsStoreServiceUsers
CitrixSubscriptionsSyncUsers

StoreFront maintains the membership of these security groups. They are used for access control within StoreFront, and are
not applied to Windows resources such as files and folders. Do not modify these group memberships.

Certificates in StoreFront

Server certificates

Server certificates are used for machine identification and Transport Layer Security (TLS) transport security in StoreFront. If
you decide to enable ICA file signing, StoreFront can also use certificates to digitally sign ICA files.

To enable email-based account discovery for users installing Citrix Receiver on a device for the first time, you must install a
valid server certificate on the StoreFront server. The full chain to the root certificate must also be valid. For the best user
experience, install a certificate with a Subject or Subject Alternative Name entry of discoverReceiver.domain, where
domain is the Microsoft Active Directory domain containing your users' email accounts. Although you can use a wildcard
certificate for the domain containing your users' email accounts, you must first ensure that the deployment of such
certificates is permitted by your corporate security policy. Other certificates for the domain containing your users' email
accounts can also be used, but users will see a certificate warning dialog box when Citrix Receiver first connects to the
StoreFront server. Email-based account discovery cannot be used with any other certificate identities. For more
information, see Configure email-based account discovery.

If your users configure their accounts by entering store URLs directly into Citrix Receiver and do not use email-based
account discovery, the certificate on the StoreFront server need only be valid for that server and have a valid chain to the
root certificate.

Token management certificates

Authentication services and stores each require certificates for token management. StoreFront generates a self-signed
certificate when an authentication service or store is created. Self-signed certificates generated by StoreFront should not
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be used for any other purpose.
Citrix Delivery Services certificates

StoreFront holds a number of certificates in a custom Windows certificate store (Citrix Delivery Services). The Citrix
Configuration Replication service, Citrix Credential Wallet service, and Citrix Subscriptions Store service use these certificates.
Each StoreFront serverin a cluster has a copy of these certificates. These services do not rely on TLS for secure
communications, and these certificates are not used as TLS server certificates. These certificates are created when a
StoreFront store is created or StoreFront is installed. Do not modify the contents of this Windows certificate store.

Code signing certificates

StoreFront includes a number of PowerShell scripts (.ps1) in the folder in <InstallDirectory>\Scripts. The default StoreFront
installation does not use these scripts. They simplify the configuration steps for specific and infrequent tasks. These scripts
are signed, allowing StoreFront to support PowerShell execution policy. We recommend the AllSigned policy. (The
Restricted policy is not supported, as this prevents PowerShell scripts from executing.) StoreFront does not alter the
PowerShell execution policy.

Although StoreFront does not install a code signing certificate in the Trusted Publishers store, Windows can automatically
add the code signing certificate there. This happens when the PowerShell script is executed with the Always run option. (If
you select the Never run option, the certificate is added to the Untrusted Certificates store, and StoreFront PowerShell
scripts will not execute.) Once the code signing certificate has been added to the Trusted Publishers store, its expiration is
no longer checked by Windows. You can remove this certificate from the Trusted Publishers store after the StoreFront
tasks have been completed.

StoreFront communications

In a production environment, Citrix recommends using the Internet Protocol security (IPsec) or HTTPS protocols to secure
data passing between StoreFront and your servers. IPsec is a set of standard extensions to the Internet Protocol that
provides authenticated and encrypted communications with data integrity and replay protection. Because IPsec is a
network-layer protocol set, higher level protocols can use it without modification. HTTPS uses the Secure Sockets Layer
(SSL) and Transport Layer Security (TLS) protocols to provide strong data encryption.

The SSL Relay can be used to secure data traffic between StoreFront and XenApp servers. The SSL Relay is a default
component of XenApp that performs host authentication and data encryption.

Citrix recommends securing communications between StoreFront and users' devices using NetScaler Gateway and HTTPS.
To use HTTPS, StoreFront requires that the Microsoft Internet Information Services (IIS) instance hosting the
authentication service and associated stores is configured for HTTPS. In the absence of the appropriate IS configuration,
StoreFront uses HTTP for communications. Citrix strongly recommends that you do not enable unsecured user connections
to StoreFront in a production environment.

StoreFront security separation

If you deploy any web applications in the same web domain (domain name and port) as StoreFront, then any security risks
in those web applications could potentially reduce the security of your StoreFront deployment. Where a greater degree of
security separation is required, Citrix recommends that you deploy StoreFront in a separate web domain.

ICA file signing

StoreFront provides the option to digitally sign ICA files using a specified certificate on the server so that versions of Citrix
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Receiver that support this feature can verify that the file originates froma trusted source. ICA files can be signed using any
hash algorithm supported by the operating system running on the StoreFront server, including SHA-1 and SHA-256. For
more information, see Enable ICA file signing.

User change password

You can enable Receiver for Web site users logging on with Active Directory domain credentials to change their passwords,
either at any time or only when they have expired. However, this exposes sensitive security functions to anyone who can
access any of the stores that use the authentication service. If your organization has a security policy that reserves user
password change functions forinternal use only, ensure that none of the stores are accessible from outside your
corporate network. When you create the authentication service, the default configuration prevents Receiver for Web site
users from changing their passwords, even if they have expired. For more information, see Optimize the user experience.

Customizations

To strengthen security, do not write customizations that load content or scripts from servers not under your control. Copy
the content or script into the Citrix Receiver for Web site custom folder where you are making the customizations. If
StoreFront is configured for HTTPS connections, ensure that any links to custom content or scripts also use HTTPS.
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Export and import the StoreFront configuration

May 22,2017
You can export the entire configuration of a StoreFront deployment. This includes both single server deployments and

server group configurations. If an existing deployment is already present on the importing server, the current configuration
is erased and then replaced by the configuration contained within the backup archive. If the target serveris a clean factory
default installation, a new deployment is created using the imported configuration stored within the backup. The exported
configuration backup is in the form of a single .zip archive if unencrypted, or a .ctxzip if you choose to encrypt the backup
file when it is created.

Things to consider when exporting and importing a StoreFront configuration

PowerShell credential objects used for encryption and decryption of StoreFront backups
PowerShell cmdlets

Configuration export and import examples

Things to consider when exporting and importing a StoreFront configuration

e Do youwant to use the Host Base URL contained in the backup archive or specify a new Host Base URL to use on the
importing server?

e Do you currently use any Citrix published authentication SDK examples, such as Magic Word authentication or third
party authentication customizations? If so, you must install these packages on ALL importing servers BEFORE importing
a configuration containing extra authentication methods. The configuration import fails if required authentication SDK
packages are not installed on any of the importing servers. If importing a configuration into a server group, install the
authentication packages on all members of the group.

e You can encrypt or decrypt your configuration backups. The exporting and importing PowerShell cndlets support both
use cases.

e You can decrypt encrypted backups (.ctxzip) later, but StoreFront cannot re-encrypt unencrypted backup files (zip). If an
encrypted backup is required, perform the export again using a PowerShell credential object containing a password of
your choice.

e The SitelD of the website in IIS where StoreFront is currently installed (exporting server) must match the SitelD of the
target website in IS (importing server) where you want to restore the backed up StoreFront configuration.

PowerShell credential objects used for encryption and decryption of StoreFront backups

A PowerShell credential object comprises both a Windows account username and a password. PowerShell credential
objects ensure that your password stays protected in memory.

=z

1=

To encrypta configuration backup archive, you need only the password to perform encryption and decryption. The username
stored within the credential objectis notused. You mustcreate a credential object containing the same password within the
PowerShell sessions thatis used on both the exporting and importing servers. Within the credential objectyou can specify

any user.
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PowerShell requires that you specify a user when creating a new credential object. This example code obtains only the
currently logged on Windows user for convenience.

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55wO0rd"

SPassword = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential($User,$Password)

PowerShell cndlets

Export-STFConfiguration
Parameter Description

-TargetFolder (String) The export path to the backup archive.

Example: "$env:userprofile\desktop\"

-Credential (PSCredential Specify a credential object to create an encrypted .ctxzip backup archive during export.

Object)
The PowerShell credential object should contain the password to use for encryption and

decryption. Do not use -Credential at the same time as the -NoEncryption parameter.

Example: $CredObject

-NoEncryption (Switch) Specify that the backup archive should be an unencrypted .zip.

Do not use -NoEncryption at the same time as the -Credential parameter.

-ZipFileName (String) The name for the StoreFront configuration backup archive. Do not add a file extension,
such as .zip or .ctxzip. The file extension is added automatically depending on whether the
-Credential or -NoEncryption parameter is specified during export.

Example: "backup"

-Force (Boolean) This parameter automatically overwrites backup archives with the same file name as
existing backup files already present in the specified export location.

Important

The -SitelD parameter found in StoreFront 3.5 was deprecated in version 3.6. Itis no longer necessary to specify the SiteID when
performing animport, as the SitelD contained within the backup archive is always be used. Ensure the SitelD matches the existing
StoreFrontwebsite already configured within IIS on the importing server. SitelD 1 to SitelD 2 (or vice versa) configuration imports
are NOT supported.
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Import-STFConfiguration

Parameter Description

-ConfigurationZip (String) The full path to the backup archive you want to import. This should also include the file
extension. Use .zip for unencrypted and .ctxzip for encrypted backup archives.
Example: "$env:userprofile\desktop\backup.ctxzip"

-Credential (PSCredential Specify a credential object to decrypt an encrypted backup during import.

Object)
Example: $CredObject

-HostBaseURL (String) If this parameter is included, the Host base URL you specify is used instead of the Host
base URL from the exporting server.

Example: "https://<importingserver>.example.com"

Unprotect-STFConfigurationBackup

Parameter Description

-TargetFolder (String) The export path to the backup archive.
Example: "$env:userprofile\desktop\"
-Credential (PSCredential Use this parameter to create an unencrypted copy of the encrypted backup archive.
Object) Specify the PowerShell credential object containing the password to use for decryption.
Example: $CredObject

- The full path of the encrypted backup archive you want to decrypt. You must specify the
EncryptedConfigurationZip  file extension .ctxzip.

(String)

Example: "$env:userprofile\desktop\backup.ctxzip"

-OutputFolder (String) The path to create an unencrypted copy (zip) of the encrypted (.ctxzip) backup archive.
The original encrypted copy of the backup is retained so it can be reused. Do not specify a
file name and file extension for the unencrypted copy.

Example: "Senviuserprofile\desktop\"
-Force (Boolean) This parameter automatically overwrites backup archives with the same file name as
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existing backup files already present in the specified export location.

Configuration export and import examples

Import the StoreFront SDK into the current PowerShell session
Open the PowerShell Integrated Scripting Environment (ISE) on the StoreFront server and run:

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'
Import-Module "$SDKModules\Citrix.StoreFront.psd1" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1" -verbose
Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psd1" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiverpsdl" -verbose
Import-Module "$SDKModules.SubscriptionsStore\Citrix.StoreFront.SubscriptionsStore.psd1" -verbose

Single server scenarios

Create an unencrypted backup of an existing configuration on Server A and restore it onto the same
deployment.

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\" -zipFileName "backup" -NoEncryption
Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.zip"

Create an encrypted backup of an existing configuration on Server A and restore it onto the same deployment.

# Create a PowerShell Credential Object

SUser = [System.Security.Principal Windowsldentity]:GetCurrent().Name

$Password = "Pa55wO0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)
Export-STFConfiguration -targetFolder "Senv:userprofile\desktop\" -zipFileName "backup" -Credential $CredObject
Import-STFConfiguration -configurationZip "$enviuserprofile\desktop\backup.ctxzip" -Credential $CredObject

Unprotect an existing encrypted backup archive

SUser = [System.Security.Principal. Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential($User,$Password)
Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:userprofile\desktop\backup.ctxzip" -credential
$CredObject -outputFolder "c:\StoreFrontBackups" -Force

Back up an existing configuration on Server A and restore it onto a new factory default installation on Server B

Server B is a new deployment but intended to coexist alongside Server A. Specify the -HostBaseURL parameter. ServerB is
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also a new factory default StoreFront installation.

1. Create a PowerShell credential object and export an encrypted copy of the Server A configuration.
2. Create a PowerShell credential object on Server B using the same password you used to encrypt the backup.
3. Decrypt and import the Server A configuration onto Server B using the -HostBaseURL parameter.

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com

Back up an existing configuration on Server A and use it to overwrite an existing deployment on Server B

Server B is an existing deployment with an outdated configuration. Use the Server A configuration to update Server B.
Server B is intended to coexist alongside Server A. Specify the -HostBaseURL parameter.

1. Create a PowerShell credential object and export an encrypted copy of the Server A configuration.
2. Create a PowerShell credential object on Server B using the same password you used to encrypt the backup.
3. Decrypt and import the Server A configuration onto Server B using the -HostBaseURL parameter.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" —Credential $CredObject -
HostBaseURL "https://serverB.example.com"

Create a clone of an existing deployment with the same host base URL such as when upgrading to a new server
OS and decommissioning an obsolete StoreFront deployment

2012R2 Server B is a new deployment intended to replace the obsolete 2008R2 Server A. Use the HostBaseURL from within
the backup archive. Do not use the -HostBaseURL parameter during import. Server B is also a new factory default
StoreFront installation.

1. Create a PowerShell credential object and export an encrypted copy of the 2008R2 Server A configuration.

2. Create a PowerShell credential object on 2012R2 Server B using the same password you used to encrypt the backup.

3. Decrypt and import the 2008R2 Server A configuration onto 2012R2 Server B without using the -Host BaseURL
parameter.

Import-STFConfiguration -configurationZip "Senviuserprofile\desktop\backup.ctxzip" -Credential $CredObject

StoreFront is already deployed onto a custom website in IIS. Restore the configuration onto another custom
website deployment.

Server A has StoreFront deployed on a custom website location rather than the usual default website within I1S. The IS
SiteID for the second website created in 1S is 2. The StoreFront website’s physical path can be on another nonsystem
drive such as d:\ or on the default ¢\ systemdrive but should use an IS SitelD greaterthan 1.

A new website called StoreFront has been configured within I1S, which uses SitelD = 2. StoreFront is already deployed on
the custom website in 1S with its physical path on drive d:\inetpub\wwwrooot\.
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Create a PowerShell credential object and export an encrypted copy of the Server A configuration.

On Server B, configure IIS with a new website called StoreFront, which also uses SitelD 2.

Create a PowerShell credential object on Server B using the same password you used to encrypt the backup.

Decrypt and import the Server A configuration onto Server B using the -HostBaseURL parameter. The site ID contained
in the backup is used and must match the target website where you want to import the StoreFront configuration.

PwnNp

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://serverB.example.com"

Server group scenarios

Scenario 1: Backup an existing server group configuration and restore it later onto the same server group
deployment.

A previous configuration backup was taken while only two StoreFront servers, 2012R2-A and 2012R2-B, were members of
the server group. Within the backup archive is a record of the CitrixClusterMembership at the time the backup was taken
containing only the two original servers 2012R2-A and 2012R2-B. The StoreFront server group deployment has
subsequently increased in size since the original backup was taken due to business demand, so an additional node 2012R2-C
has been added to the server group. The underlying StoreFront configuration of the server group held in the backup has
not changed. The current CitrixClusterMembership of three servers must be maintained even if an old backup containing
only the two original server group nodes is imported. During import the current cluster membership is preserved and then
written back once the configuration has been successfully imported onto the primary server. The import also preserves the
current CitrixClusterMembership if server group nodes were removed from the server group since the original backup was
taken.
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1. Export the Server Group 1 configuration from 2012R2-A, which is the primary server used to manage the entire server
group.

ﬁ:' CitriClusterMembers
CitrixClusterMembers Properties _

General
% CitreeClusterMembers

Description: Memberships of the group denctes membership of the
citre Cluster

Members:

& \2012R2-A
i \2012R28

2. Lateryou add an additional server, 2012R2-C to the existing server group.

I CitrixClusterMernbers
CitrixClusterMembers Properties _

General

»‘.# CitreeClusterMembers
1

Description: Memberships of the group denctes membership of the
citrix Cluster

Members:
L “2012R2-A
1 “2012R2-B
L “2012R2C

3. The configuration of the server group must be restored to a known previously working state. StoreFront backs up the
current CitrixClusterMembership of three servers during the import process, and then restores it after the import has
succeeded.

4. Import the Server Group 1 configuration back onto node 2012R2-A.
Import-STFConfiguration -configurationZip "Senviuserprofile\desktop\backup.ctxzip" -Credential $CredObject

5. Propagate the newly imported configuration to the entire server group, so all servers have a consistent configuration
afterimport.

Scenario 2: Backup an existing configuration from Server Group 1 and use it to create a new Server Group on a
different factory default installation. You can then add other new server group members to the new primary
server.

Server Group 2 is created containing two new servers, 2012R2-C and 2012R2-D. The Server Group 2 configuration will be
based on the configuration of an existing deployment, Server Group 1, which also contains two servers 2012R2-A and
2012R2-B. The CitrixClusterMembership contained within the backup archive is not used when creating a new server group.
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The current CitrixClusterMembership is always backed up and then restored after the import is successful. When creating a
new deployment using an imported configuration, the CitrixClusterMembership security group contains only the importing
server until additional servers are joined to the new group. Server Group 2 is a new deployment and intended to coexist
alongside Server Group 1. Specify the -HostBaseURL parameter. Server Group 2 will be created using a new factory default
StoreFront installation.

1. Export the Server Group 1 configuration from 2012R2-A, which is the primary server used to manage the entire server
group.

2. Import the Server Group 1 configuration onto node 2012R2-C, which will be the primary server used to manage the
newly created Server Group 2.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com"

3. Join any additional servers that will be part of the new Server Group 2 deployment. Propagation of the newly imported
configuration from Server Group 1 to all new members of Server Group 2 is automatic, as this forms part of the normal join
process when a new server is added.

Scenario 3: Backup an existing configuration from Server Group A and use it to overwrite the existing Server
Group B configuration.

Server Group 1 and Server Group 2 already exist in two separate data centers. Many StoreFront configuration changes are
made on Server Group 1, which you should apply to Server Group 2 in the other data center. You can port the changes from
Server Group 1 to Server Group 2. Do not use the CitrixClusterMembership within the backup archive on Server Group 2.
Specify the -HostBaseURL parameter during import, as the Server Group 2 host base URL should not be changed to the
same FQDN that is currently in use by Server Group 1. Server Group 2 is an existing deployment.

1. Export the Server Group 1 configuration from 2012R2-A, which is the primary server used to manage the entire server
group.

2. Import the Server Group 1 configuration onto the factory default installation on node 2012R2-C, which will be the
primary server of the new Server Group 2.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" -Credential $CredObject -
HostBaseURL "https://servergroup2.example.com”
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StoreFront SDK

May 22,2017
Citrix StoreFront provides an SDK based on a number of Microsoft Windows PowerShell version 3.0 modules. With the SDK,

you can performthe same tasks as you would with the StoreFront MMC console, together with tasks you cannot do with
the console alone.

Forthe SDK Reference, see StoreFront SDK.

Key differences between the StoreFront 3.0 and current StoreFront SDK

e High-level SDK Examples - T his version provides high-level SDK scripts that enable you to script and automate
StoreFront deployments quickly and easily. You can tailor the high-level examples to your particular requirements
enabling you to create a new deployment simply by running one script.

o New low-level SDK - Citrix provides a documented low-level StoreFront SDK enabling the configuration of deployments
including stores, authentication methods, Citrix Receiver for Web and Unified Citrix Receiver sites, as well as remote
access with NetScaler Gateway.

e Backwards Compatibility - StoreFront 3.6 still contains the StoreFront 3.0 and earlier APIs so existing scripts can be
gradually transitioned to the new SDK.

Important

Backwards compatibility with StoreFront 3.0 has been maintained where possible and practicable. However, Citrix recommends
when writing new scripts, use the new Citrix.StoreFront.* modules, as the StoreFront3.0 SDK is deprecated and will eventually be

removed.

Use the SDK

The SDK comprises of a number of PowerShell snap-ins installed automatically by the installation wizard when you install
and configure various StoreFront components.

To access and run the cmdlets:

1. Start a shell in PowerShell 3.0.
You must run the shell or script using a member of the local administrators group on the StoreFront server.

2. To use SDK cmdlets within scripts, set the execution policy in PowerShell.
For more information about PowerShell execution policy, see your Microsoft documentation.

3. Add the modules you require into the PowerShell environment using the Add -Module command in the Windows
PowerShell console. For example, type:
Import-Module Citrix.StoreFront
To import all the cmdlets, type:

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith("Citrix.StoreFront") } | Import-Module
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Afterimporting, you have access to the cmdlets and their associated help.

Get started with the SDK

To create a script, perform the following steps:

1. Take one of the provided SDK examples installed by StoreFront into the % ProgramFiles%\Citrix\Receiver
StoreFront\PowerShellSDK\Examples folder.

2. To help you customize your own script. review the example script to understand what each part is doing. For more
information, see the example use case, which explains in detail the script's actions.

3. Convert and adapt the example scripts to turn theminto a script that is more consumable. To do this:

Use the PowerShell ISE or a similar tool to edit the script.

Use variables to assign values that are to be reused or modified.

Remove any commands that are not required.

Note that StoreFront cmdlets can be identified by the prefix STF.

Use the Get-Help cmdlet supplying the cmdlet name and -Full parameter for more information on a specific command.

Examples

Note: When creating a script, to ensure you always get the latest enhancements and fixes, Citrix recommends you follow
the procedure described above rather than copying and pasting the example scripts.

Examples Description

<Example: Create a Simple Deployment> Script: creates a simple deployment with a StoreFront controller

configured with a single XenDesktop server.

<Example: Create a Remote Access Script: builds on the previous script to add remote access to the
Deployment> deployment.
<Example: Create a Remote Access Script: builds on the previous script to add preferred optimal launch

Deployment with Optimal Launch Gateway>  gateways for a better user experience.

<Example: Create a Deployment with a Script: creates a simple deployment configured with a Desktop
Desktop Appliance Site> Appliance site.

Example: Create asimple deployment
The following example shows how to create a simple deployment configured with one XenDesktop controller.

Before you begin, make sure you follow the steps detailed in Get Started with the SDK. This example can be
customized using the methods described to produce a script for automating StoreFront deployment.
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Note: To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the procedure
described in this document, rather than copying and pasting the example script.

Understand the script

This section explains what each part of the script produced by StoreFront is doing. This will help you with the
customization of your own script.

e Sets the error handling requirements and imports the required StoreFront modules. Imports are not required in
newer versions of PowerShell.

Param(
[Parameter(Mandatory=5true)]
[Uri]SHostbaseUrl,
[long]$Siteld =1,
[ValidateSet("XenDesktop","XenApp","AppController","VDlinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5Strue)]
[string[]ISFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[boollsLoadbalanceServers = $false,
[int]SPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP"

)

# Import StoreFront modules. Required for versions of PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication
Import-Module Citrix.StoreFront.WebReceiver

e Automates the virtual path of the authentication and Citrix Receiver for Web services based on the
$StoreVirtualPath supplied.
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# Determine the Authentication and Receiver virtual path to use based of the Store
SauthenticationVirtualPath = "$($StorellSPath.TrimEnd(/")Auth"
SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/'))Web"

e Creates a new deployment if one is not already present iin preparation for adding the required StoreFront services.
-Confirm:s$false supresses the requirement to confirm the deployment can procede.

# Determine if the deployment already exists
SexistingDeployment = Get-STFDeployment
if(-not SexistingDeployment)
{
# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -Confirm:$false

}

elseif (SexistingDeployment.HostbaseUrl -eq $HostbaseUrl)
{
# The deployment exists but it is configured to the desired hostbase url

Write-Output "A deployment has already been created with the specified hostbase url on this server and will
be used."

}

else

Write-Error "A deployment has already been created on this server with a different host base url."

}

e (Creates a new authentication service if one does not exist at the specified virtual path. The default authentication
method of username and password is enabled.

# Determine if the authentication service at the specified virtual path exists
Sauthentication = Get-STFAuthenticationService -VirtualPath $authenticationVirtualPath
if-not $authentication)
{

# Add an Authentication service using the 11S path of the Store appended with Auth

Sauthentication = Add-STFAuthenticationService $authenticationVirtualPath
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else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."

}

e (Creates a new authentication service if one does not exist at the specified virtual path. The default authentication
method of username and password is enabled.

# Determine if the authentication service at the specified virtual path exists
Sauthentication = Get-STFAuthenticationService -VirtualPath $authenticationVirtualPath
if-not $authentication)
{

# Add an Authentication service using the 11S path of the Store appended with Auth

Sauthentication = Add-STFAuthenticationService $authenticationVirtualPath

else

Write-Output "An Authentication service already exists at the specified virtual path and will be used."

}

e (reates the new store service configured with one XenDesktop controller with the servers defined in the array
$XenDesktopServers at the specified virtual path if one does not already exist.

# Determine if the store service at the specified virtual path exists
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
if (-not Sstore)

{

# Add a Store that uses the new Authentication service configured to publish resources fromthe supplied
servers

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -AuthenticationService $authentication -
FarmName $Farmtype -FarmType $Farmtype -Servers SFarmServers -LoadBalance $LoadbalanceServers

-Port $Port -SSLRelayPort $SSLRelayPort -TransportType $TransportType
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else

Write-Output "A Store service already exists at the specified virtual path and will be used. Farm and servers will
be appended to this store."

# Get the number of farms configured in the store
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count
# Append the farmto the store with a unique name

Add-STFStoreFarm -StoreService $store -FarmName "Controller$(sfarmCount + 1)* -FarmType $Farmtype -
Servers $SFarmServers -LoadBalance $LoadbalanceServers -Port $Port *

-SSLRelayPort $SSLRelayPort -TransportType $TransportType

}

e Adds a Citrix Receiver for Web service at the specified IIS virtual path to access applications published in the store
created above.

# Determine if the receiver service at the specified virtual path exists
Sreceiver = Get-STFWebReceiverService -VirtualPath SreceiverVirtualPath

if (-not $receiver)

{

# Add a Receiver for Web site so users can access the applications and desktops in the published in the Store

Sreceiver = Add-STFWebReceiverService -VirtualPath SreceiverVirtualPath -StoreService $store

else

Write-Output "A Web Receiver service already exists at the specified virtual path and will be used.”
}
e Enables XenApp services for the store so older Citrix Receiver clients can connect to published applications.
# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService $store

if(-not $storePnaSettings.PnaEnabled)

{

# Enable XenApp services on the store and make it the default for this server
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Enable-STFStorePna -StoreService $store -AllowUserPasswordChange -DefaultPnaService

}
Example: Create aremote access deployment

The following example builds on the previous script to add a deployment with remote access.

Before you begin, make sure you follow the steps detailed in Get Started with the SDK. This example can be customized
using the methods described to produce a script for automating StoreFront deployment.

Note: To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the procedure described
in this document, rather than copying and pasting the example script.

Understand the script

This section explains what each part of the script produced by StoreFront is doing. T his will help you with the
customization of your own script.

e Sets the error handling requirements and import the required StoreFront modules. Imports are not required in newer
versions of PowerShell.

Param(
[Parameter(Mandatory=5true)]
[Uri]SHostbaseUr,
[Parameter(Mandatory=5true)]
[long]sSiteld = 1,
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5Strue)]
[string[]ISFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]SLoadbalanceServers = Sfalse,
[int]sPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]sGatewayUrl,

[Parameter(Mandatory=5true)]
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[Uri]$GatewayCallbackUrl,
[Parameter(Mandatory=5true)]
[string[]]$GatewaySTAUTrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName

)

Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

SErrorActionPreference = 'Stop'

$SReportErrorShowStackTrace = Strue

SReportErrorShowlnnerException = Strue

# Import StoreFront modules. Required for versions of PowerShell earlier than 3.0 that do not support autoloading
Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

e Create an internal access StoreFront deployment by calling the previous examples script. The base deployment will be
extended to support remote access.

# Create a simple deployment by invoking the SimpleDeployment example
$scriptDirectory = Split-Path -Path $SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.ps1”

& SscriptPath -HostbaseUrl $SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype SFarmtype °

-LoadbalanceServers $LoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType
STransportType

e Gets services created in the simple deployment as they need to be updated to support the remote access scenario.
# Determine the Authentication and Receiver sites based on the Store
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauthentication = Get-STFAuthenticationService -StoreService $store
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SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

e Enables CitrixAGBasic on the Citrix Receiver for Web service required for remote access using NetScaler Gateway. Get
the Citrix Receiver for Web CitrixAGBasic and ExplicitForms authentication method fromthe supported protocols.

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms authentication method fromthe supported
protocols

# Included for demonstration purposes as the protocol name can be used directly if known

SreceiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable | Where-Object { $_ -match "Explicit" -or
$_-match "CitrixAG" }

# Enable CitrixAGBasic in Receiver for Web (required for remote access)
Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods $SreceiverMethods

e Enables CitrixAGBasic on the authentication service. This is required for remote access.
# Get the CitrixAGBasic authentication method from the protocols installed.
# Included for demonstration purposes as the protocol name can be used directly if known
ScitrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object { $_ -match "CitrixAGBasic" }
# Enable CitrixAGBasic in the Authentication service (required for remote access)
Enable-STFAuthenticationServiceProtocol -AuthenticationService $authentication -Name S$citrixAGBasic

e Adds a new remote access Gateway, adding the optional subnet ipaddress is supplied and registers it with the store to
be accessed remotely.

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScalerl0x" -LogonType Domain -Version Version10_0_69_4 -GatewayUr!
$GatewayUrl"

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls SGatewaySTAUTrls

# Get the new Gateway from the configuration (Add-STFRoamingGateway will return the new Gateway if -PassThru
is supplied as a parameter)

Sgateway = Get-STFRoamingGateway -Name $GatewayName
# If the gateway subnet was provided then set it on the gateway object
if(S$GatewaySubnetIP)
{
Set-STFRoamingGateway -Gateway $gateway -Subnet|PAddress $GatewaySubnetIP

}

# Register the Gateway with the new Store
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Register-STFStoreGateway -Gateway $gateway -StoreService $store -DefaultGateway

Example: Create aremote access deployment with optimal launch Gateway

The following example builds on the previous script to add a deployment with optimal launch Gateway remote access.

Before you begin, make sure you follow the steps detailed in Get Started with the SDK. This example can be customized
using the methods described to produce a script for automating StoreFront deployment.

Note: To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the procedure described
in this document, rather than copying and pasting the example script.

Understand the script

This section explains what each part of the script produced by StoreFront is doing. This will help you with the
customization of your own script.

e Sets the error handling requirements and imports the required StoreFront modules. Imports are not required in newer
versions of PowerShell.

Param(
[Parameter(Mandatory=5Strue)]
[Uril$HostbaseUrl,
[long]s$Siteld = 1,
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5Strue)]
[string[]ISFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[boollsLoadbalanceServers = $false,
[int]sPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]sGatewayUrl,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUr],

[Parameter(Mandatory=5true)]

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.235



[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5true)]
[string]$GatewayName,
[Parameter(Mandatory=5true)]
[Uri]$OptimalGatewayUr,
[Parameter(Mandatory=5true)]
[string[]]SOptimalGatewaySTAUrls,
[Parameter(Mandatory=5true)]
[string]$OptimalGatewayName
)
Set-StrictMode -Version 2.0
# Any failure is a terminating failure.
SErrorActionPreference = 'Stop'
$SReportErrorShowStackTrace = $true
SReportErrorShowlnnerException = Strue
# Import StoreFront modules. Required for versions of PowerShell earlier than 3.0 that do not support autoloading
Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
e (alls into the remote access deployment script to configure the basic deployment and add remote access.
# Create a remote access deployment
$scriptDirectory = Split-Path -Path $Mylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1"

& $scriptPath -HostbaseUrl $SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUTrls -
GatewayName SGatewayName
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e Adds the preferred optimal launch gateway and get it fromthe list of configured gateways.
# Add a new Gateway used forremote HDX access to desktops and apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType UsedForHDXOnly -GatewayUrl
$OptimalGatewayUrl -SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassT hru

e Gets the store service to use the optimal gateway, register it assigning it to launches fromthe farm named.
# Get the Store configured by SimpleDeployment.ps1
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
# Register the Gateway with the new Store for launch against all of the farms (currently just one)
$farmNames = @($store.FarmsConfiguration.Farms | foreach { $_.FarmName })
Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService $store -FarmName $farmNames
Example: Create a deployment with a Desktop Appliance site
TThe following example builds on the simple deployment example to add a deployment with Desktop Appliance site.

Before you begin, make sure you follow the steps detailed in Get Started with the SDK. This example can be customized
using the methods described to produce a script for automating StoreFront deployment.

Note: To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the procedure described
in this document, rather than copying and pasting the example script.

Understand the script

This section explains what each part of the script produced by StoreFront is doing. This will help you with the
customization of your own script.

e Sets the error handling requirements and import the required StoreFront modules. Imports are not required in newer
versions of PowerShell.

Param(
[Parameter(Mandatory=5true)]
[Uri]SHostbaseUrl,
[long]s$Siteld =1,
[string]sFarmtype = "XenDesktop",
[Parameter(Mandatory=5true)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",

[boollsLoadbalanceServers = $false,
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[int]SPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=5true)]
[Uri]$GatewayUrl,
[Parameter(Mandatory=5true)]
[Uri]$GatewayCallbackUr|,
[Parameter(Mandatory=5true)]
[string[]]SGatewaySTAUrls,
[string]sGatewaySubnetIP,
[Parameter(Mandatory=5Strue)]
[string]$GatewayName,
[Parameter(Mandatory=5Strue)]
[Uri]sOptimalGatewayUr,
[Parameter(Mandatory=5Strue)]
[string[]]1$OptimalGatewaySTAUTrls,
[Parameter(Mandatory=5Strue)]
[string]$OptimalGatewayName

)

Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

SReportErrorShowStackTrace = Strue

$ReportErrorShowlnnerException = Strue

# Import StoreFront modules. Required for versions of PowerShell earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores
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Import-Module Citrix.StoreFront.Roaming

e Automate a desktop appliance path based on that of the $StoreVirtualPath.
SdesktopApplianceVirtualPath = "$($StorellSPath.TrimEnd('/")Appliance"

e (alls into the simple deployment script to configure a default deployment with the required services.
# Create a remote access deployment
$scriptDirectory = Split-Path -Path $Mylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1"

& SscriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath
$StoreVirtualPath -Farmtype $Farmtype °

-LoadbalanceServers $LoadbalanceServers -Port $Port -SSLRelayPort $SSLRelayPort -TransportType
$TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrIs -
GatewayName SGatewayName

e Gets the store service to use for the Desktop Appliance site. Use the Add-STFDesktopApplianceService cmdlet to add
the new site with MultiDesktop and Explicit username and password authentication.

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
# Create a new Desktop Appliance site using the desktops published by the Store Service
Add-STFDesktopApplianceService -VirtualPath $desktopApplianceVirtualPath -StoreService $store -EnableExplicit

Example: Exchange metadata between the Identity Provider and the Service Provider (StoreFront) for SAML
authentication

SAML authentication can be configured in the StoreFront management console (see Configure the authentication service)
or using the following PowerShell cmdlets: Export-STFSamlEncryptionCertificate, Export-STFSamiSigningCertificate, Import-
STFSamlEncryptionCertificate, Import-STFSamiSigningCertificate, New-STFSamlEncryptionCertificate, New-
STFSamlldPCertificate, New-STFSamiSigningCertificate.

You can use the cmdlet, Update-STFSamlldPFromMetadata, to exchange metadata (identifiers, certificates, endpoints
and other configuration) between the Identity Provider and the Service Provider, which is StoreFront in this case.

For a StoreFront Store, named "Store", with its dedicated authentication service, the metadata endpoint will be:
https://<storefront host>/Citrix/StoreAuth/SamIForms/ServiceProvider/Metadata

If your Identity Provider supports metadata import, then you can point it at the above URL. Note: This must be done over
HTTPS.

For StoreFront to consume the metadata froman Identity Provider, the following PowerShell can be used:

command ap—
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Get-Module "Citrix.StoreFront* -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the following:

# Note again this is only allowed for https endpoints

Update-STFSamlldPFromMetadata -AuthenticationService $auth -Url https://example.com/FederationMetadata/2007-06/FederationMeta

# If the metadata has already been download, use the following:

# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlldPFromMetadata -AuthenticationService $auth -FilePath "C:\Users\exampleusername\Downloads\FederationMetadata

Example: List the metadata and ACS endpoints for a specified store for SAML authentication

You can use the following script to list out the metadata and ACS (Assertion Consumer Service) endpoints for a specified
store.

command
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# Change this value for your Store

$storeVirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService -VirtualPath $storeVirtualPath)

$spld = $auth.AuthenticationSettings["samIForms"].SamISettings.ServiceProvider.Uri.Absolute Uri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamITest")

Write-Host "SAML Service Provider information:

Service Provider ID: $spld

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samlTest"

Example of the output

command
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SAML Service Provider information:

Service Provider ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/Store Auth/SamIForms/AssertionConsumerService

Metadata: https:/storefront.example.com/Citrix/StoreAuth/SamIForms/ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamITest
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Troubleshoot StoreFront

May 22,2017
When StoreFront is installed or uninstalled, the following log files are created by the StoreFront installer in the
C\Windows\Temp\ directory. The file names reflect the components that created them and include time stamps.

e (itrix-DeliveryServicesRoleManager-*.log—Created when StoreFront is installed interactively.

e (itrix-DeliveryServicesSetupConsole-*.log— Created when StoreFront is installed silently and when StoreFront is
uninstalled, either interactively or silently.

o (itrixMsi-CitrixStoreFront-x64-* log— Created when StoreFront is installed and uninstalled, either interactively or silently.

StoreFront supports Windows event logging for the authentication service, stores, and Receiver for Web sites. Any events
that are generated are written to the StoreFront application log, which can be viewed using Event Viewer under either
Application and Services Logs > Citrix Delivery Services or Windows Logs > Application. You can control the number of
duplicate log entries for a single event by editing the configuration files for the authentication service, stores, and Receiver
for Web sites.

The Citrix StoreFront management console automatically records tracing information. By default, tracing for other
operations is disabled and must be enabled manually. Logs created by Windows PowerShell commands are stored in the
\Admin\logs\ directory of the StoreFront installation, typically located at C:\Program Files\Citrix\Receiver StoreFront\. The
log file names contain command actions and subjects, along with time stamps that can be used to differentiate command
sequences.

Important: In multiple server deployments, use only one server at a time to make changes to the configuration of the server
group. Ensure that the Citrix StoreFront management console is not running on any of the other servers in the deployment.
Once complete, propagate your configuration changes to the server group so that the other servers in the deployment are
updated.

To configure log throttling

1. Use a text editorto open the web.config file for the authentication service, store, or Receiver for Web site, which are
typically located in the C:\inetpub\wwwroot\Citrix\Authentication\, C:\inetpub\wwwroot\Citrix\storename\, and
C\inetpub\wwwroot\Citrix\storenameWeb\ directories, respectively, where storename is the name specified for the
store when it was created.

2. Locate the following element in the file.
<logger duplicatelnterval="00:01:00" duplicateLimit="10">
By default, StoreFront is configured to limit the number of duplicate log entries to 10 per minute.

3. Change the value of the duplicatelnterval attribute to the set the time period in hours, minutes, and seconds over which
duplicate log entries are monitored. Use the duplicateLimit attribute to set the number of duplicate entries that must be
logged within the specified time interval to trigger log throttling.

When log throttling is triggered, a warning message is logged to indicate that furtheridentical log entries will be suppressed.
Once the time limit elapses, normal logging resumes and an informational message is logged indicating that duplicate log
entries are no longer being suppressed.

To enable tracing

Caution: The StoreFront and PowerShell consoles cannot be open at the same time. Always close the StoreFront admin
console before using the PowerShell console to administer your StoreFront configuration. Likewise, close all instances of
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the PowerShell before opening the StoreFront console.

1. Use an account with local administrator permissions to start Windows PowerShell and, at a command prompt, type the
following commands and restart the serverto enable tracing.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands

Set-DSTracelLevel -All -TraceLevel Verbose

Allowed values for -TraceLevel are, in increasing levels of tracing detail: Off, Error, Warning, Info, Verbose.
StoreFront automatically captures Error trace messages. Due to the large amount of data that can potentially be
generated, tracing may significantly impact the performance of StoreFront, so it is recommended that

the Info or Verbose levels are not used unless specifically required for troubleshooting.

Optional arguments for the Set-DSTraceLevel cmdlet are:

-FileCount: Specifies the number of trace files (default = 3)

-FileSizeKb: Specifies the maximum size of each trace file (default = 1000)

-ConfigFile <FileName>: An alternative to -All that allows a specific configuration file to be updated ratherthan all. For
example, a -ConfigFile value of c:\inetpub\wwwroot\Citrix\<StoreName>\web.config would set tracing for the Store
with the name <StoreName>.

2. To disable tracing, type the following commands and restart the server.
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands

Set-DSTracelevel -All -TraceLevel Off

When tracing is enabled, tracing information is written in the \Admin\Trace\ directory of the StoreFront installation located
at C:\Program Files\Citrix\Receiver StoreFront\.
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