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6. i nt-H—/N\—2ZIL—TH SHIR I N 1B TtDHY—/N—_LETPowerShelz v & 3 > 5B% . MDD EFERT S
StoreFront PowerShellE2 2 —JL%& 1 > 7R—F L £9 . & "$SEnv:PROGRAMFILES\Citrix\Receiver
StoreFront\Scripts\ImportModules.ps1”

7. Clear-DSConfigurationa ¥ > FAFTL £9. ZhIZL ). H—N—AFT7 4L bREIC Y bEhET.
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Web Interfaced(FE A EDH ARV A X|F. JavaScript A MFHEE L 1= 1) . CitrixhpABL TWWBAPIAERLI-Y . &
StoreFrontBIR Y —ILAFERA LIz 332 & T, StoreFront N CRISNDREHN TE 7,

HARTA ZOE Y IS 2 AEICEET 2 AN GIEREXDORIZRL T

ROV TMDAHRRY A XDIHE. IROIGHIZH Dscriptjs7 71 ILIZHAEEML £9 :

\Inetpub\wwwroot\Citrix\StoreNameWeb

RARAIWDHAZRIA ZXDIGE. ROIGHTIZdH Bstylecss7 71 ILIZHIAEML £9 -

\Inetpub\wwwroot\Citrix\StoreNameWeb

BT VOmE. ROGZHDZTEFEA N7 7AIIMZERNOITF R MEBML £9

\Inetpub\wwwroot\Citrix\StoreNameWeb

CILFH—/N—REIRIEDIGE (L. StoreFrontEIE >/ —)LXoPowerShella{F > TEE A (IH D —/N—(Z b4k ) IR L
THEIGEEHZeATEET,

7E : Web InterfaceTl, xNDA—H—HIFXFRREEHRARXYA X TE $9 ., IR, StoreFront(Z(FZ DBEEIZH V)
FEA. INEYR—MNTH-DICLVFAL DRIV XEBNT 52 EEAEETTA. ZDT7—T 1 7L TIEENIZE
FHTEEA.

Web Interface¥st StoreFrontMEZEND & D

B —ILZEDHARTAX

BJLATIbDITZT714v7 Z47y L StoreFront TIXUNZBEINICHE S ., /31 A EHEIZ&EHhE THE
TV AT INDITZT 1y INd,
IA—H—(Z& BEIRDFFT

o BEDBEUN o AR, T7AIDMTEMIL->TWET,
o MEDEML, e Disable : 27 by 7 $1(3Web UITTHFER Y 7 R &TERRNIZT BIZ(F.

stylecssiIZIRDAR A ILEEBML £,
.search-container {
display: none;

}

A= 7 #UITHRERY 7 ZEERRNITBHICIE. RORXAILEE
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mLE9d.
#searchBtnPhone {

display: none;

EHOBEMN

BN 7 #ILE—IZR3

https://docs.citrix.com

FT7 AL TERUZL>TWET (759 —FH) .

FT7 A ETEBMZG>TUOEHA.

BIDT7 A#IE—IZR -IREDT7 # I —552B L T, SiAAABFIZEZ IR
BIZiF. D ED A ScriptjsiZIBML 9.

CTXS.Extensions.afterDisplayHomeScreen = function ()
{
// check if view was saved last time
CTXS.ExtensionAPl.localStorageGetltem("view",
function (view) {
if (view) {
// if view was saved, change to it
CTXS.ExtensionAPl.changeView(view);
}
if (view == "store"){
// if view is store, see if folder was saved
CTXS.ExtensionAPl.localStorageGetltem("folder”,
function(folder) {
if (folder!=""){
// if folder was saved, change to it

CTXS.ExtensionAPl.navigateToFolder(folder);
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// set up monitoring of folder
CTXS.Extensions.onFolderChange = function(folder) {
CTXS.ExtensionAPl.localStorageSetitem("folder",
folder);
b
// set up monitoring of view
CTXS.Extensions.onViewChange = function(newview) {
// don’t retain search or appinfo views
// instead, remember parent view.
if (newview != "appinfo") &&
(newview != "search")) {
CTXS.ExtensionAPl.localStorageSetitem(

"view", newview);
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AYAX&FRITLET.

ZARZANWNENRAZTA AL T, AV R —IZEREEHRETEET. Bl
.theme-header-bgcolor {

background-image: url(‘spirals.png');
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var doneClickThrough = false;
//WebO & 4 > Hj
CTXS.Extensions.beforeLogon = function (callback) {
doneClickThrough = true;
CTXS.ExtensionAPl.showMessage({
messageTitle: "Welcome!",
messageText: "Only for WWCo Employees”,
okButtonText: "Accept”,
okAction: callback
}:
b
// Before main screen (for native clients)
CTXS.Extensions.beforeDisplayHomeScreen
= function (callback) {
if (!doneClickThrough) {
CTXS.ExtensionAPl.showMessage({

messageTitle: "Welcome!",
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messageText: "Only for WWCo Employees"”,
okButtonText: "Accept”,
okAction: callback
b
} else {

callback();

A7 A VEEIZIEHRAR YA X TED4DO088HH ) £9. BEDLERHET
B (N X—eT7v&—) BLonsF iRy o RBEOLEERE THED.

.customAuthHeader
.customAuthFooter
.customAuthTop
.customAuthBottom {
text-align: center;
color: white;
font-size: 16px;
}
27) 7 M) (BT )
$(".customAuthHeader').html("Welcome to ACME");
22 )7 M (BT )
function setDynamicContent(txtFile, element) {
CTXS.ExtensionAPl.proxyRequest({
url: "customweb/"+txtFile,
success: function(txt) {$(element).html(txt);}});
}
setDynamicContent("Message.txt", “.customAuthTop");
E:ZZTORRICENTNTDI T4 7> b TUDEHIKICHRARA SN

Sz, B TV AR )T MIBRKICASDZ . customT oL
FIZEW ) LAWT a0, BIa > 7Y (dcustomweb F 1 L7 |
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27 ) 7 Bl
#customBottom {
LS iTh
color: white;
font-size: 16px;
}
297 b EESHa YTV Bl

$('"#customBottom').html("Welcome to ACME");
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http://www.citrix.com/go/citrix-developer/storefront-receiver-developer-
community/store-customization-sdk.html
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Manage Authentication Methods - Staore

Select the methods which users will use to authenticate and access resources, i ]

Method Settings

User name and passward

SAML Authentication -

Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

Srmart card
Can be enabled / disabled separately on Receiver for Web sites
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A—HLA—H—(Z(3. ASAUBHCBEEARRINET ., /27— FOFMIRINOZEZ. AEry F7—oh
SHEEGL TWAI—HY—ZOARRINET. T 74/ FTld. I—H—(2xd 2@MPHEL. BAX B WindowsK
) —MREEIZE >THREY £9. ZOBHMPRBOREIZOWTHEL <E. /27— FOBHERYINIEMBEDE
M HZRBLT &, Citrix Receiver for Web Th# Y R— F &N F T

o BYHIRVIND/NR T — F12(1 51— —HARETEDLHITTHICE. [(KMLIzE &) 2#FRLET. /NRT—F
AL TOTH > TERL( oA —(Z(F. SRV —FOEE] KA T7ATRYy 7 ZAQHE LY. TR by
~ o Citrix Receiver ¥ Citrix Receiver for WebTTHR— XN 9.

o I—H— (2L BNR)—FNEBEAZEIT (2. [1—F—I2/SRT— FOEBALHT 5] DBIRAMEIEL 9.
DA T a EBRLGWVIRERIE, /XX T—FARMLTT RO by TRT 7)) 5= a Z7 0 A TEGELIA—
Y= EDENZHR— T IHERETL TEBELNH ) £T.

Citrix Receiver for Webt o DA —H—A WD TH/XRT—NERETE 5 L ) ITHRT 515&(L. StoreFrontH—/x—

L2 ~NTHOA—Y—DT7 07 7 IV REFT D1-ODTEEHRHLH D Z & aHERL TS 12& Wy, StoreFront TlEa1—4-

DISAT) = FOKNHIEWNHE ) D EERT 5120, —N—LiZ&a1—H—nO—hHIL707 71 ILHEREINE T

A—H—/XRT— F&EEF BZ(E, StoreFront(F KX > a2 FO—Z— ¢ BIET2MEHLDHN) 7.

Citrix StoreFront CEMIZ/A > TW3B | /xR )— FOhBAIHA StoreFront CAMIZH > TWLWBIHE(1E.
Receiver e, A—Y—HFYHRIN | RHAYInizH., 21— IXR)— FOFYHRA VN Z80(Z. 21—
DINAT)—FT& 3 F—(ZBHMEh3 Y—hthaZEETED

Windows : (N

Mac : (FLy

Android

iOS

Linux : (FLy

Web (L (L (=49

CILTH—ERNRNRT=F )y MZ&Y) . T2 P A—H— (3801 —H—THhV o F e L )FERICHETEZ 24 5 124
F9. CILTH—ERNRXRT=F)ty FHAHEREINDE. T2 FI—H—(F. > XTL~AOOTF > THELD HHEICL
D DEF 1) T ADEMIZEZDZEIZE-T, 7HI bDOy I &fFET BH, /N2T—F5a1) Yy FLTHLLY
A)—NARETEFT.
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TILTH—ERNXRT—=FR Yty bty b7y 7EIZ, BEa Y —ILAEFERLTUNXRT—FD) Yy b eTHI D
0w 7549 51— —AFEEL £9. StoreFront TINHDBBEABMIZL TH. BILT7H—ER/NXZXT—FK1) &
POERETHAI AN TUWWEWI—H—(F, ZNO5DRMEEITI ZEHATEEHA.

TILTH—ERNXRT— Rty ML, 2= —HHTTPSHEA 4 {F > TStoreFront(Z 7 7 € AT BIGEICOMEATE £7.
A—H—(F. HTTPEG BIL 7 —ERNRT— Kty b &{FERLTH. StoreFrontiZ7 7R T2 (ETEEHA.
CILTH—ERNZR)—=F )ty b, 22— =% L /NA7)— F TStoreFront|Z Bl 3 2I5&IZOHFIBTE £,

LILTH—ER/INZRT—F )£y b TlE. username@domaincom’y ¥DUPNOZ A > (3 R— I EFHA.
A PTORIVTH—ERNRRT=F) £y b &l8ET DN, RO & =HRT DBENH) ET.

o X TH, A—H—RE/NRT—FIZL DR AFRT 5L ) ICHERINTWS.,

o X TH. IDDRILTH—ERNRT—=F )ty rDOHEFERT S L) ICHERIN TS, StoreFronth*, EEDEL F
XA FHIFEHENTUS XA RNIZHDEROY —/N—7 7—LAEFERAT L) ICHEBRINTUWSIGEEIE. 2
NRTCDOR AL DERIBREZITAMND L)L TY—ERNRXRT =R )2y & EBRT 20ELH) 7.

o X TH, A—H—HZAT—NAEREETED L) IBREINTWDE UXXT—Fnl) v FEEABIZT 215

&) .

e StoreFrontZ + 7 A Receiver forWebtyf M ZEI) Y TEBUREAH) . (DY A FHARET AN IR AERTH L2
(ZHRT 2 BELDH S,

CILTH—EZRNRXRT—= Ry F&FRTEDLHIZTBIZE. 1R M—ILLTERT Z2LELH ) 9. XenApps &£
UXenDesktopdd A 7« 7 CHIRETY ., #EL < IE. "I T7H—E2/2T—F 1ty b #8BL T EE WL,

1. Citrix StoreFrontBE 3/ —ILDERA > TI[RAMFP] /—F&EIRL T, [ 1> 0 BRAZzonER] > [1—
YF—BENZAT—F] 5#2V)yo L. FOYTEIAZ 2= [IXRT—FATSa> &) 4#BIRL£7.

2. N2 — FOEEAHAITH1—H—%FIRL. [OK] 20 voLZFT.

3. [A—Y—RBENRT—FRIRYIRD—ET [THI ML T7YH—ERDFEE] #FEIRL., FOVv TR I AZa1—
T [Citrix SSPR] #ERL T [OK] #21)voL£7.

4. A—H—(ZXNL T, BILT7H—ERNXRT=F) &y bEFERLIZ/XZT—F D)2y bELUOTHD > o0y 7Rk
BRI HDAEIDEIEEL T, /NRAT— Ry bY—EZRDT A7 PURLEBML [OK] . 6L T [OK] 22 1)+
L %9,

[% Configure Account Self-Service

Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Citrix SSPR =

This method provides user-initiated account unlock and password reset
using the self-service password reset functionality of Citrix Single Sign-
On.

Configure...

B | o
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DA T ald. StoreFrontR—ZMURLAHTTPS (HTTPTE7L) DIBAIZOAKFIATRETH ). [/SRT—F Yty
PEBICT B AT asE NRT—FF T a B #ERLTI—Y—H WO THRT—FEEETE S
LB TOHFIATHETT .

Configure Citrix SSPR

Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix SSPR.

[+| Enable passwaord resst

|+ Allow account unlock

SSPR Account Service URL: || server.fullyqualifieddomain/MPMService |

N o [T

Citrix Receiver F #- (3 Citrix Receiver for WebAMXEl1—H—0O 7 F VI, ¥ 1) 7« ADBRIZH T 2EIZ A E4ETX
5L9120)FT. (BA] #2)v o3, A——HRIZELEEERTIVNENH DERIARREINET.

Citrix StoreFront

ﬁ Start

Manage Security Questions

StoreFront TM:&E%. Citrix Receiver forWebohO 7' VEEIZ [FHT > bEILTH—ER] ) o opRREND L HIZh
) 9 (IZHnCitrix Receiver TR R & L TRRENET) .

Do)y T RE, (THIobT7Ov o1 XRAT—Fn)ty bl (@A HFBRELIGE) DM
T. BUNZEIRT 22— BN T+ —LHRIREINE T,

SOCARZEEIRLTIRAN] 5221w od5E, RMOEBRTIEIRXA e A——8 (FX1TAZ——) DODANEK
HENET (ZOBEBHYATHF L 7 A —LTANEINTUWEWGES) . THY Y FEILT7H—ERTIE.
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username@domain.com?y ¥ MUPNO J'F [ FHR— b EINGWI L ICEEZEL T &L,

citRp account

Sto FE FI'O nt ® Reset password

—H—F. EF1V T OERICEETSLIICKDONET . TNTORED. I—HF =D AN LB —HT DL,
BRUSRE (O 2R EIE) 2y b)) ARITEIN, BECHNLIZZEERT Xy E—SHRRINET,

/ \ﬁHIUHJ—.E-Ij_ t Z:—}-LI_‘_I

HERANY —ERARER R EFES>TRMTEIEEL. R M THTE IS F BT 2RAT— X5 HEFL 3
v

1 Windowso [R&— ] EEFtz(d [77Y)] EBET, [Citrix StoreFront] 21L& 2 1) v L %7,

2. Citrix StoreFrontBHE Y —ILDERA > TIA M1 /—F&EBIRL T, #RRA TR M THEIRLET. [
Bl RA 2T [BAAZEOER] 522 1)vo L ET.

3. [Fffl] FOv 7R Y AZa—pn, [HBEREEV—ERERE] #BIRL F7.

4. [HEFAY—EREEATE]I Fz v IRy IREF LT, [RMTPI & ROV TRIAZI—HHRNTEE
RLZET.

o BB —E R EERRAEY — E AMICIEERN ER IS ) FBA. 2O EDR FTIZL > THBEAN A —
ER(E. BERAET—ERE LTHRHON, BROZE(FWITNERGRIAT —EREFRAT I RTHR P FIZX L TEAR
nEq.

BEEIEHROIEEL % NetScaler Gateway(ZFAE9 %

NetScaler GatewayA#ZH L TR M FIZT 7 ERTHRAY— F H— FA—H—D/NR )L =Bt A BT B(21F.  [FRaEo
FEER] 2275 FALET. ZDKXRZ(E.  [NetScaler Gatewayh s D/¥2 ZIL—] AEIT. ¥ DRI EDSERA
1> TRERIRENTUWBIBEDHMERTE £7.

%M’%iﬁd)ifﬁéﬁ&NetScalerGateway(’%{}btbﬁ}— A—H—(FA~¥— h H— K &{f->TNetScaler Gateway(ZO 7'+ >
L. AT 7tztéﬂ%ciaéﬂﬁqc_a,UuEéni@“ AV — b H— RI—HF—D/XZR 2)L—RaE%. EEEANetScaler
Gatewayb\bm/\zz;b Al EBMNCT DT 7 4 b TESC D20, 1—H— b\/\zv—b%ﬁo’CNetScaler
Gateway(ZA 77 > L1-35BIZDA/ SR R I — R REL £ 7.
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StoreFrontAsXenApp ¥ 7-(IXenDesktop& @ L K X 1 > RIZA WSS, ¥ F-Active Directoryd{s§E % BYIZELE TX 1o UL0N5
&IZ2(E. XenAppE & U'XenDesktop XML Service & - T1—H —& & /¥R — N EMtER A 849 5 & 9 (ZStoreFront A4
MTx %9,

1. Windowso [R&Z— ] BEZ #z($ [777)] BET, [Citrix StoreFront] X1 )IL&2o ) v oL FTF.

2. Citrix StoreFront&EHE Y —ILDERA > TIAMT] /—F&EIRL T, [#ME] 142D [RBALAFENER] 527
JwoLET.

3. [REEAZEOEM] X—2 T, [A—Y—RBE/NXRT—F] > FE] FOYTXI A Za—hb, [XRT—FER
O] #EIRL 7.

. R —FHEFAIR] FOwv 789> X Z2—h5 [Delivery Controller] #38IRL. [HR] #2Yvo L 7.

5. [Delivery Controllerdd#m] EEIZIE>T. 12 F 7= oDelivery Controller& Bl T. 1 —H —&i&ER 51
L. [OK] #2)woLET.

1. Windowso [R&Z— ] BEZ =($ [777)] BET. [Citrix StoreFront] X()L&2 ) v oL FT.

2. Citrix StoreFront&HE Y —ILDERA > TIAMT] /—F&EIRL T, [#E] 142D [RBAEAFENER] 527
JwyoLET,

3. [FEEEAZEDEM] X—2T, [A—Y—RBE&/XRT—F]1> RE] POV 7RI AZa—pb, [/XAT— FHERR

OER] #EIRL 7.

N2 —FHGEEAEL] FOw 7 & D2 A Z2—H% [Active Directory] #ERL. [OK] #21)vo L 7.

&
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XenApp 6.5 ToKerberosHlZ{s = ZE DK

Nov 27,2017
[X F PEREDERL] > [KerberosZ{E] & R 7 5{F > T. StoreFrontTDelivery ControllerddiR:FIZ8— R X + > Kerberos

FET 2 RELERT IO EINEIEEL £7.

BE B —N\—ICL BREARETIE. BBOY —/N\— L TR —N—J I —TOREZTE L LW TL Ea0., &R
WDIIH D —/x—_ETCitrix StoreFrontEIE > —)LABERFIZRITL TUWWEWI E AR L T3 W, BEATRT LI
5. BROEEE Y —/N—JIIL—TIZRRE BT, READIIHAI DY —N—%FHL 7.
1 Windows? [R&— ] BiEFtz(d [771)] BE T, [CitrixStoreFront] &1 IL%A2 ) v L%,
2. Citrix StoreFrontEHE O/ —ILDERA T [RNT] /—F&ERL T, BRRA TR NTE2ERL 9. [
] RALT. [RPMTPEREOHR] 5#21) w2 L. [KerberosB(E] 52 vo L E7.
3. [Delivery ControllerCoiRaEIZKerberosZ{E] BN F 1= (FEMIZ L T, KerberosHl#ft & REABME - (T EHICL £
ElB

StoreFrontAXenAppr B LV 24 > R F—=ILENTUWEWEEZ. OFIEIZHEVNE T,

. KXAq4>a>r ba—5—T. MMCo [Active Directory1l—4—¢ A1 —%—] R+ v 71 458x %7,
[RIR] XZa—7T [F4H] 5#BRL 9.
OV =Y ) =T, FAALZDOTFD [Computers] A s, StoreFrontt—/N—4ABIRL 9.
HRE] RA> [7AanNT«a] #BRLET.
[BE] 87T, [FEEEN-Y—EZANDEETHAZDAI—H—5Z8E9 2] . MEEORE7OFaLAEES] T
JBEizZz )y L. [DEM] 220w oLFET,
[P—ERDEM] K4 707Ky RT, [A—H—Ffz(Fa>Ea—%—1%21)vILZFT7.
(A=Y= F O 2R —DOBIR] KA TATRY AN [BIRT DA TSz P E2EANLTLIEEI W] Ry o
Z(Z, Citrix XML Service (XenApp) H—/N—m&aTHANL. [OK]l 521 v oL %7,
8. —EBHL HTTPH—ERX A 7AEIRL. [OK] 22y L ET.
0. EFEABRAL. X470 Ry R&FHAL £,

G S

N o

& XenAppt —/\—TmActive Directoryd{EREIE AT AR L 9.

1 KXAq>a> bA—5—T. MMCo® [Active Directory1—H—¢ Q> Ea1—%—] RF v 71 5% $7.

2. A=Y ) —=T. FAXA>BND T [Computers] A%, StoreFrontAYE4ed % Citrix XML Service (XenApp) DH—
N—HEEIRL 7.

3. [#E] "q o [FOnNTa] #ERLET.

. [EE] 87T, FHERINEY—EZRADERETOHZDAI—— 55809 5]. HEENRIA7OPINLAEES] D
gz vy L. [BM] 221 voL%T.

5. [—ERMEM] K4 707Ky RT, [A—Y—Ff(3a>Ea—%—1452)voL%7.

S [A—Y—FEaEa—%—DBR KA TOTRY I RAD [BIRGT DA T FEEANL T FFEAW] Ry o
2|2, Citrix XML Service (XenApp) Hr—/N—D&HAAAL. [OK] #21)vo L ET.

7. —BHABLHOSTH—ER XA 745EIRL T, [OK] . [BW] wlEIZZ) v LET.

8. [A—HY—FfFa>Ea—Xk—NER] K4 T7ATRY AN [BIRTZA TS0 PREANLTL AW Ry o
Z(ZDomain Controllerd&®ia AL, [OK] 521 v L 9.

9. —Ehncifsy L Uldaptr—E X &1 7A5EIRL., [OK] A2 wvo L FT. i ldapty—EZH20H BI5E(L. FH
THRAC 0 PE—F—DTLMBE N X1 & (Fuly Qualified Domain Name : FQDN) (Z—89 2 A%EIRL T 7
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Sy,
10 EEAWBAL. K470 Ry 25FAC 7.

BERGEESA

KerberosHl# {4 & ZEAFERT 2HEIQEFIRIT B & 2L, LFORITIEEL T &L,

o FTAEEEIA:
o KerberosHll#fd & ZEAER L A WHREET/SZ ZL—3BEE (A7 — h 77— FPINO/SR 2 )L—:B4E) %177 R Y) . ssonsvrexeldHEH ) FHA .
e StoreFront¥ Citrix Receiver for Web? N X A > /XX R JL—
o US4 T > Tld. ssonsvrexe(IHEH) FBA.
e Citrix icaclientadm> > 7L — I @ [Local username and password] (4. ssonsvr.exelfe4 ST 2EZNEDIZT L TRETEX 7.
e jcaclientadm¥ > 7L — b [Kerberos] :8ENNETT .
o Internet Explorer?) [{S3Ei¥AH 1 b ] —E(ZStoreFrontt)FQDNAIEM L 9. Internet Explorerd{EREIE#A Y —> Dt ¥ 1) 7 1 :RED [Use local
username] F v IRV I REFIZLET.
o USAT U MINXAUNIZIRET 2MELDHY) 9.
o StoreFronthr—/X—"T [ F X A > /¥R Z)L—] BREAZEABHIZ L. Citrix Receiver for WebTHEIZL £7.
e StoreFront, Citrix ReceiverforWeb, L UPINTOL T ML BR7—hH1— NEREE :
® U547 b T, ssonsvrexelINEHY FHA.
o 27— h— FREHIERIEATT .
e Citrix icaclientadm7 > 7L — k @ [Local username and password] [%. ssonsvr.exe¥fE% ST HEZNHLDIZIT L TRETE £7.
e icaclientadm¥ > 7L — b ) [Kerberos] :&ENBETT .
e StoreFrontty —/X—T [R¥— F #H— K] BalAiEEBZ L. Citrix Receiver for Web THBEIZL £7.
o XY— MH— RFBIHAIEIRIND L HIZF B(Z(F. Internet ExplorerddStoreFrontty o /' —> D+ 1) 7 X E T[Use local username] F v IRy 2
2EATIZLET.
o USATUMIRAAIURNICEEET ZHENDHY £T.
e NetScaler Gateway. StoreFront. Citrix Receiver for Web, L UPINT O 7 MZL B2 R~v— b 1— FEBEF :
o UZA4T > FTlE. ssonsvrexe(IHEH) FBA.
o 27— H— FeBAEISHERIZATT .
e Citrix icaclientadm> 7L — k ? [Local username and password] (£. ssonsvr.exetges SIHT 2EZD LD L TRETE T,
e icaclientadm¥ > 7L — b ) [Kerberos] FEABETY .
e StoreFrontty—/\—T [NetScaler Gatewayh* o)/ Y2 R JL—] BAEFTiEABIIZ L. Citrix Receiver for WebTHHEMIZL £7.
o 27— hAH— FFBAARIREND & H 29 BIZ(F. Internet ExplorerdStoreFrontt 1 + /' —> Dt + 1 1) 7 «:8E T[Use local username] F v 7Ry 2
2EATZIZLET.
¢ UTATU MIFXALRNIZBET 2NEHLDHY T,
o NetScaler Gateway?D R v — b h— FIRAFAABRL . BMORIEY —/N—5 R L £9. Z DRI E7 NetScaler GatewayfRA8H —/N—ZHTICAL 77 1 v
2 H’StoreFront HDXTIL—F 1 > &b & ) ICHBRRL 7.
o Citrix Receiver for Windows (AuthManager) . PIN7' O 7 M IZ& B2 A~ — b A1— FERAL. & & UsStoreFront :
o 54T FTld. ssonsvrexe(IHEH) FBA.
e Citrix icaclientadm¥ > 'L — | ¢ [Local username and password] (%. ssonsvr.exefgEA FIHT 2EZDNHDIZXT L TRETE 7.
e jcaclientadm> > 7L — b [Kerberos] sXEHNNETT .
o USATUMIRAMUHNICEEET ZHENDHY £T.
e StoreFronttr—/N\—T [R¥— rH— ] BLAZEABZL£T.
e Citrix Receiver for Windows (AuthManager) . Kerberos# & U)'StoreFront :
o U147 FTld. ssonsvrexe(IHEH) FLA.
e Citrix icaclientadm>> 7L —  ? [Local username and password] (£. ssonsvr.exetses SIHT 2EZD LD L TRETE T,
e icaclientadm¥ > 7L — b ) [Kerberos] FREABETY .
o Internet Explorerd 3B XA/ —> DX 1) T 1€ [Use local username] F v IRy I R&F 2L $T.
o UZAT U MINXANIZRET 2MELDHY) 9.
e StoreFronttf —/N—"T [ K XA > /XZR)L—] FRAEAEEBMIZL T,
¢ KDL PAMYF—HAWEINTVWBI L AHERLET.

HE LR M) IT 4 R—DER%EZRD & RARFEEDRET HREMA D ) . WindowsDFEA > R+ —ILHWE
IZH2BELHNET. LA M IT A X—OFBICL BRI LT, CtrixClE—EEEBVEHA. LR}
JITF 42—, BEHENEFELFAMOBEATIERCIZEWL. £z LR MY T 7MYy I Ty THERLT
M. LR M) HmEL T ZE0N,

326y v DinE  HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManagerProtocols\integratedwindows
%81 : SSONCheckEnabled
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F&%8 : REG_SZ
{& : true orfalse

64y b L DIHE
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\AuthManagerProtocols\integratedwindows

&7 : SSONCheckEnabled
FE%H . REG_SZ
{& : true ¥ -(Ffalse
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L5

AT — b H1— FNERaE DR

Nov 27,2017
ZDMEY TR, —fRMZStoreFront BREIRIEND T R TH IV R—R2 P TRV — b H— FiBal & :RET B 1-ODME (=~
WCRBAL £ 9. S BRFIRICO>WLWTE. 8RB FFa x> bESRBLTIREWL,

***********

Lpor i CitrixERIEOD R — b 71— RHEAL
This overview for conﬁgunng a Citrix deployment for smart cards uses a specific smart card type. Note that similar
steps apply to smart cards from other vendors.

[iEr3- s

e StoreFrontt—/N—% B9 % Microsoft Active Directory K X > hy. ¥ D K X A > & BEHEONABOEREREHE S
TWB R AL DWTNNZTRTDI—HF =T HI U bHABLTWB I aMERL T .

¢ RV — A= FNRZII—REEEBMIT HE(F. AY—bA—F)—X—0FEE. I FILTzT7ORBBEEER. 540
I FILTZTDOPINDF vy aR) o—T/RRARIL—/REHFFA &5 Z t%ﬁELiT

o I—YH—NTFTRY by TRT 7 r—aaRitd %, Vitual Delivery Agent A EET 2RI~V > oW~ L (2,
V= hrH—RDORZ—HRET B I NILTZTHE A A F—ILL £9 . XenDesktopIRIETA~VY— r HH— K& ERT 5 F
EIZOWTE., TRV — b A—PNIZL SRl F ) 711 2S5BL T ZE0W,

o FFICABF—A 7oA M 0FvALELLHERENTWDZEAERLET. THY Y Yy EL I DI-ODAE;
Active DirectornyIRIBIZX L TIEL K RSN TH Y . I—H —FAZEOHKIIAIEL ( RITTE 2 e #MERL 29

NetScaler Gateway i i,

e NetScaler Gateway7 75 1 7> R (2. AN S DB BN H—N—fAEA 1 2 F—ILL 9. FEL < (&
FInstalling and Managing Certificates; &ML T &Ly,

o PTZAT LRI, AV — A= FA—H—DitEA RIT U 1EAMBED )L — FEIEAE A R F—ILL £9, FEL <
(Z. TToinstalla root certificate on NetScaler Gateway; %28 T{ =&\,

o U AT MEAERIAERDOREY —/N—5E L THRL 9. AEASERAERY > —%1EML . sEBAEDI—H — &l
A+ 7> a & LT "SubjectAltName:PrincipalName, AF8EL 9. X HIZ. ZORY =5 REH—/N—(Z/N1 N L
T. 7747 MAlAE AR BERT B L ) IHL £9°. 5L <(E. "Configuring and Binding a Client Certificate
Authentication Policy sy #&MRL T{&Ly,

o CIRR#BIIL— FEFAE A RAB —/N—(Z/N1 > FL 9. 5¥L <(F. Toaddaroot certificate to a virtual server; %%
BLTCZE0,

o ERRBEMABANCTIC Y —RIEGEIND L ) IZTDITIE. REH—/N—% £ HIDEMRL . SSL (Secure Sockets
Layer) /NG A—R—TO 74T MRt # BN L 9. 5FL . "RV — b hH— FRREOERL #5RL T f2&
Uy,

BEHEFL. ERLREY —N\—BB T —EarIL—T 1 7and L) (CStoreFront A9 2 BELH ) £7.
A=Y= IRYDEEY —N—(2O7F L ET. fEBLI: QOB®D) REY—N—(3) VvV —2~EGIZERI N E

9. FELGeRFICNetScaler Gateway|lZ O F > 2MBEH ) FEAD. TR My TRTFT7)r—rar~nns+ Ui
PINA ANT BREHLNH ) FT. AV— FH— N TORMEDKRBEFZIEEL—H AL A ERATE 2L ) ICFRET 5156

fR& . 2O2BEDREY —/N—% 1) —ZADI—H —$#GERICHEMT 5 Z & (FEEITRETT .
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StoreFront

Receiver Experience

Featured App Groups

Customize Receiver Appearance

Usze these settings to customize the Recener for web pages.

Lagon branding
Logo: E “-oe'(: fraen locol computer | I Browse.. J
(350 % 120 p) This lego appears on the Receiver logon page.
Header branding (Post logon]
Loge: [ Uptoad from tocal computer | [ Browse-
(340 x 80 pxp

Preview (Post logon)

Background coler: |~
Text and ican color | :

Content branding (Past logon)

Link color (-

Citrix StoreFront

Link color

Reset to default styles
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5 [T TN r—2a IV —TDER] XA T7ATRy AT, BTTODT T ) r—>ariiL—7%. A
{EE) . 8. 8L UBTTODT T )= a3 I —T5EETA53AFEATEELET. F—T—F. 77Y4s—
Tarvg, F3TT)r—arhara)ABIRL. [OKl 22w o LT,

*7 150

var

*— StudioT+—7— R N&E&RLZT.
7—F

77 | StudioTF 7Y r—arATFOVAEEELET.

FT7Y) | TT)H=a B EFESTETTODT ) r—adI—T48&LET. [H8OOTT) 44—
= 2arII—=TDER] FATOTHRY I AN ZIZEEFNTWAERE—RT AT NTHOT T r— 3
ary | VRZ. BITOOTIT)r—a I —TJIZEEiNnET.

StoreFront(z 7 71 )47 —2 a B TITAILRA—R&HR— b LEVBA. BT HDRB TIEAXF L /NLF
IXBIENFEAD., 2EHLS—BTEUEAD) £, & AL, TExcels AN B &, StoreFront Tl
N7 7)) r— a3 adMicrosoft Excel 201308 70 0) £9AY. "Excy EANLTH—HTZHNDIE
Hl)FHA.

FEAE ROEHICHEELET.
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2200BTTOHT T r—2 a3 II—T5ERL F L1-.

e OZ /KL — 3> -StudiomCollaborationh 7T ICEEFNBZT /) 7r—> a3 b O—BAEET DI &1L > THEML

FLT1-.
e BAR -7 r—oa =T IZ&BAMFIT T, P77 Y= a &AL o a aEETHI EICL > TERL %
L7z,

Receijver
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D

Collaboration Engineering
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Nov 27,2017

D=0 ZAR—23> FA—ILHBEEABANCT DL, I—H—H v a3 DBEPFTTNA REY)EZTEH, HILWLT/NT.
LETEDTT) =2 3 TOEAMGTE T . ZNIZLY . - ZATRRTHRAREAIIH DT —2 A TF— 3 |ZHE
LTH. BEAARDTNARTT 7N r—> a2 REBILETBEH Y (4 h) £9. Citrix Receiver for Webtr o +Tlg. 77—
JAR=OL PA—=ILAT 7 AIL FTEMZGY £, 7T—2AR—32 FA—LEEHICLI-VREEEELTZ) T
(ZiE. Y1 b7 71 ILEREL 7.

BE B —\—IZ L 2 BERE T, #OY—/N—LETRFIZY—N— I —TOEBRAEEE LG WTL &0, RE
ADIEH D —/N—_LETCitrix StoreFront B I/ —ILARIFFIZERITL TOWVEWI E AERL T3 W, BEATT LT
5. BROEEA Y —/N—7IL—TZRME BT BRERDIIZHAI DY —/NN—5FH L £7.

1. Windows? [R&— ] Bl F =($ (777 ] BE T, [Citrix StoreFront] X JILaEI ) v o LET.

2. ERA T [RMT] #BIRL. [#RE] ~+ > T [Receiver for Webt 1 F DEIR] >BROMEIC ) vo LET.
3. [7—2ARR—=2a>br0O—-)L] 5#BRLET.

4. )= RR—=2> PA—IDT 7 AL MEEAERL F3. UTORENEENET.

)—ZXR—X > f O—=)LOBEL
L a BESA T 3 DERE

027 7HRIEDIEE
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Citrix Receiver for HTML5) 7 5 4 — & 7 O X

Nov 27, 2017

F7 #)U bk TlF. Citrix Receiver for HTMLS(3HT L W T 5 I =R T TFRI by 7XRT7 7)) 4= a aREIL . 121
L. —H—ACitrix Receiver for HTMLSA{EBL T a— b Ay bAB )Y —REREIL1-5E. BEO T 779 —%2 7D
Citrix Receiver forWebt«f N B X b)), (¥ ZTTFRI by 7 E-ET7)r— arhREL 7.

BE B8 —/\— (LB EHRETIE. BHOY—N\—LETREKFZH—N—FIL—TOEREEE LW TL a0, BE
ADIEIH D —sX—_ETCitrix StoreFront IR 2/ — LA FERFICEITL TV WI E AERL T Fa W, EEATT L
5, BEROZEE A —/N—JIIL—T7IZREEEH T READIIHI DY —N—56FHL 7.

1 Windows? [R&— ] BHEZ7=($ [77Y] EE T, [CitrixStoreFront] XA L&x2 ) v oL %7,

2. ERA LT [RMT] 5IBIRL . [$8E] ~+4 > T [Receiver for Webt 1 F DEIR] >HROIEIZZ ) v o LT,

3. [Citrix Receiverd>fEBfl] #EIRL £7.

4. [BBAA 7> a>] FOv T &I A Za—p% [BIZHTML 5 Receivera{Efd 5] #BIRL. 77— arsie
B9 5712 L T, [ReceiverforWeb  RIL R 7 TP 7)) r—>a w8 #4134+ 7ICLET.
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BIEDRA LT RIS & OUBRITE O R

Nov 27, 2017

7 #J)L FClF. Citrix Receiverfor Webt -+ FAS 4D F TADEKR(IL. 3D TR LTI ML 9. BEOFHITHLEEL
BT 2L, ANTHMERATELWEALENET. T7AIMOERELAEET D2, [y ai&E] xR 7 5#RAL.
ERR

BE B8 —/\— (LB EHRETIE. BHOY—N\—LETREKFZH—N—FIL—TOEREEE LW TL a0, BE
ADIEIH D —sX—_ETCitrix StoreFront IR 2/ — LA FERFICEITL TV WI E AERL T Fa W, EEATT L
5, BEROZEE A —/N—JIIL—T7IZREEEH T READIIHI DY —N—56FHL 7.

1. Windows? [R&— ] BEF =(3 (77 ] BE T, [Citrix StoreFront] X1 )L&2 1) v o LT,

2. Citrix StoreFront &3> —ILDERA > T[AMT] /—FEBIRL. BEAFORA TR M7 EERL T, [
{E]1 <~ > T [Receiver for Webt} F DER] > [#EMK] DMEIZZ Y v oL ET.

3. [y a iRE] #FIRL. EEAMAT [OK/@EA] #21)vo LT, REARGFLET.
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A——T 7z ADEH

Nov 27,2017
DT =T A7, ROBBRTEREINTVET,

XenApp Servicest) 1 b &AL -Gt HR— b
I ~RTCitrix Receiver|lZ34 27— A_X—2 3> b O—ILOBES A BHIZT 5
A—Y—=HTR7) T a DM

HYT7RO) T arT-rER

Importa nt

BERY —/N—(ZL DRERIRETlE. BEOY —/N\—ETRMZY —N—ZIL—TDEREEE LW TL &0, BERDIEAD
H—/x—_LETCitrix StoreFrontEHE 3>/ — LA RIRFIZRITL TOWRWIZ E AHERL T 123 W, BEATT L6, HROEZEFE A
Y=N=7I =TI REEH T, BENDEHLI DY —N—EFHL £7.

XenApp Servicestt o FDURLAL R M FIZT 7 2R TE& 2L )29 51215, [XenApp ServicesHR— b DR X X7 %
FRALET. FACIEMLTWBTRY vy T T 7547 AD1—H— Citrix Desktop LockaE1TL TL\ 5B EHKIH
ANF-PCOI—H—, BLUT v 7oL —FTELRULWHULN— 3 NCitrixy 54 7> bD1—H —(F. XenApp Servicest;
1 IHLEFEECDRAMNTICHESTEET. T740TE. HILWR M7 AERT S & &2, XenApp Servicestt 1+ MURL/
BRI £T,

BE  #—N\— L DEHRIE T, BROY —N—LETRICH —N—FIL—TOBRAZEEL L WTL &0, EBH
ADIEH DY —sx—_ETCitrix StoreFrontBIR 3 —)LABBFIZEITL TWRWI E AHREL T W, BEATT LT
5. BEROEEA G —/N—7I)IL—7ICRE BT BREADIIHA DT —N—5FHL 7.

1 Windowso [R&— ] BEiEZ7z($ [777Y] BE T, [Citrix StoreFront] X()L&2 1) v L £T.

2. Citrix StoreFrontEH Y —ILDERL > TIAMFP] /—R&EBIRL T, ERA TR MNTEBERLZT. [#
E] 4 > [XenApp ServicestHR—bDHRK] =2 vo LET.

3. [XenApp ServicestR— BT D] Fov IRy I REAF 2 F1z(34 712 L T, XenApp Senicestf - f DURL%E
NLUIZRNTADA—YF =T o R aBMEITENLET.
Z | 7HXenApp Services URLDFER (L. http[sl//serveraddress/Citrix/storename/PNAgent/configxminDIER T4, Z =
T. serveraddress|tStoreFront BRAIRIED Y —/N— F - 3 BTHEIRIBENDTLBHI K X 1 > & C. storename|$ X r 7 DOIE
MFFICTERE L= BRI TY .

4. XenApp SenvicestHiR— b A BMIZT Bind(d. HEIZISC TCtrix Online Plug-in1—H#—NF7 4L b X b T AEIEEL &

ER
FTIAILFNRNTEIEET D Y. I—H—pUFER  7DHXenApp Services URLT[Z 7y € StoreFront4—/x—DURLF #-(F

BRI EURLA (£ L CCitrix Online Plug-ina 48 T& 5 & 9 (12700 9.,

D= ZAR—O2 b O—JILEEABMIZT L. I—HF—ATFNA REBEIL TH¥DT 7)) r—> 3 > TOEEAE MG

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.119


http://docs.citrix.com/ja-jp/storefront/current-release/configure-user-access.html#par_anchortitle_92f5
http://docs.citrix.com/ja-jp/storefront/current-release/configure-user-access.html#par_anchortitle_89be
http://docs.citrix.com/ja-jp/storefront/current-release/configure-user-access.html#par_anchortitle_bbc2
http://docs.citrix.com/ja-jp/storefront/current-release/configure-user-access.html#par_anchortitle_5a89
http://docs.citrix.com/ja-jp/storefront/current-release/configure-server-group.html
http://docs.citrix.com/ja-jp/storefront/current-release/configure-server-group.html

239, ZhiZdV). 12 AR TEREREAFH»DT—2 ZT— a VIZBEILTH. BEIEDOTNARATT 7)) r—=:
CHERBILETHEA RN T,

StoreFront(Z(Z. §~TCitrix Receivermd A b 7H—ERTT—2 AR—R I b A—I)LOBIEG A ENZT DHEBHDH V) |
9. ZiBElL. StoreFrontd >/ —JL F fz(FPowerShellaf§ > TEEL £ 9.

StoreFrontBE Y —ILDER

1 Windowso [R&— ] BEF4z(F [777)] @ET. [Citrix StoreFront] 24 J)L&2Y) v oL FT.

2. Citrix StoreFront&HE a2/ —ILDERA > T[AMFP] /—F&#BIRL T, [HE] A>T [R MTREDHER] %2
JwoLET.

3. [FEAERE] #BIRL. [y aOBEEATD] Fxv iRy o REF 2 F1347I12LET.

PowerShello){EHA

FEO Y —ILEALBANEAHY F§. ROI—FRZRy pHF{TL T, StoreFront PowerShell B 2 — )L A A > fi—
FLET.

$dsinstallProp = Get-ltemProperty °

-Path HKLM:\SOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir
SdsinstallDir = $dsinstallProp.InstallDir

& SdslInstallDir\.\Scripts\ImportModules.ps1

iZPowerShella~ > FoSet-DSAllowSessionReconnect ¢)—2 ZAR—ZX O F O—)LOBEGA A > F1-134 71255
ELET.

H&3C

Set-DSAllowSessionReconnect [[-Siteld] ] [[-VirtualPath] ]°
[[-1sAllowed] ]

=& Z(F. /Citrix/StoreD R F 7 TT—0 AR—R O FO—ILOBESAA 7129 512(F. ROOAY R TR MNP HEEBL
9,

Set-DSAllowSessionReconnect -Siteld 1 -VirtualPath /Citrix/Store ~ -IsAllowed $false

A—H=HTR7)T2arRRIAFERLT. KFTDF 7o a>nEbohaBIRLET.

o PN —L a3 AFERTIHIC. A~ —HAYTRITATTIEILELAHD (BILTH—ERZXLT) .
o ZNFIHEIT DY, A—HY— (3TN THOFP T )r—> 3L a2 {5TEx2 (WAEXMNT) .

StoreFront TR f PO —H—H TR0 1) 7 a3 5BMIZT S & . Citrix ReceiverTL—H—(Z [BXUZAN ] X THFRIR
SN FET, Y T7R2) T a HEEMIZLTEH., ANTOYTRI) T arF—RIFEBEINETA. AMNTD
T2R71) 7o a3 aBEAMCITIE, A=Y —pREIQTA L LERZIY TR 24 783NE=T7)A [BRIZAY] (123
REINFET,

1. Windowso [R&— ] Bl Z /-3 [77V)] @E T, [Citrix StoreFront] 2(J/La2 v oL ET.

2. Citrix StoreFrontEH ) —ILDERA > TI[AMFP] /—FHEBIRL T, &R/ TR MNTHEERLET. [#
E]l ~A > T [RMNTREDHER] > [1—Y—DHY TR T a 1olEZ7) v o LT, A—HY—HT271) 73
CRREDB/ BN EYI)BAET.

3. [A—HY—DYTRI) T a B (CWT7H—ERZRMT) 158IRT 2L, 77V5r—2a a5l 510
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ICA—H—ITHTRIT147&8FET. BHEELIz- 7RO 7o agunwihs B s T,

4. [A—Y—YTRI) T a B (AR MT) 15BIRT D Y TRITA4T792Z R A—F—IZAB
ENTWBRITRTOT TN r—v a3k h—L] BEATHRATESLHICLET. Y TR T a(ddlkand.
BEBMZLL ) ETHRICEBMCTH A TEET.

Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
e subscribe to applications before they can use them. Any previcusly specified subscriptions are
Kerberos Delegation still available.
Optimal HDX Routing Disable User Subscriptions (Mandatory Store)

Citrix Online Integration When you disable user subscriptions, the Mandatory store is then in effect. All applications
published to users are available on the Home screen without users subscribing to them. User

Advertise Store subscriptions are not deleted and can be recovered if you re-enable the feature.

Advanced Settings

o [T

StoreFront 35U TlE. dPowerShelz 2 ) 7 b &ERL T, R M TOA—Y—H TR0 T a L sERTE 7.
$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/"
Set-STFStoreService -StoreService $StoreObject -LockedDown $True -Confirm:$False

Get-STFStoreSenvicelZ DU TaEL < (F. https://citrix.github.io/storefront-sdk/Citrix.StoreFront.Stores/Get -
STFStoreService/ S L T &Ly,

PowerShella=> KL b AFRAL TR N POH TR 7o a F—25EHBL 7,

=z
=
StoreFrontEIE D>/ —JL % 1z (FPowerShelln &'t Sh & {EA L T, StoreFronta S L £9. MAARRHFERALAWT &L,

StoreFronttiE & EE 3 5354 . StoreFrontEIE D —)LAFA L TH HPowerShella{EAL T & W, BBENY T2 7o
F—REEET DT, BEAMOREICO—IL/NY I TESBL TNV I Ty THERLTEL Z 2680 L £7.
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Y725 YT arF-anrEdifx
YITR0)ToarT—REBMAT D74 VE—ELUT—RR 73 BFEOREDER M TICHEELET.

1. StoreFrontty—/N—_¢, Citrix Subscriptions Storety —E" 2 #{%1E L £ 9. Citrix Subscriptions Storet)— & X HFE4TH
. RANTOYTR) T aTF—R5HIKRTE FEA.

2. StoreFrontt—/N—LT, #7277 a3 R T 74K —5F&ET.
C\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__Citrix_<X b 7 %>

3. 7RI TLa VRN T 7 ANE—ADTNTDT7 7AIVERIRL 9. 74X —BERIIEFRLALWTFZE0,

4. StoreFront4—/x—_E, Citrix Subscriptions Storet/ —E' 2 A BiEIL £ 7.

StoreFront 3.5 Tix. A TdPowerShellx 2 1) 7 s &{EBLT. A MNTOYTRI) o a L F—Ra5TLBETEF
. Y—EREFEIEFIEBALIZY . 771V EBIRLT-V) T 2EEEERTZ PowerShell=F1TL 9. 2D
PowerShell2 7 1) 7 ~F. LA TRBAL - FEOFIEE REEICHEEL £ 9.

av> Rlw b &R#EL CFITT 51213, Y —/X—_ETCitrix Subscriptions Storetf —E ZAKRITENTWBREALH 1) £7°.
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function Remove-SubscriptionData

[CmdletBinding()]

[Parameter(Mandatory=$False)][String]$Store = "Store

$SubsService = "Citrix Subscriptions Store"

# Path to Subscription Data in StoreFront version 2.6 or higher

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1__ Citrix_$Store\*"

Stop-Service -displayname $SubsService

Remove-ltem $SubsPath -Force -Verbose

Start-Service -displayname $SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"

VTRV T3 F—=R2NDIT I RKR—}
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PowerShellaw> KL b AFRALT. AN TH TR T2 arTF=RONy I T v TaXTEY)DOTXT 7 71 IILFER-
HgTx %79,

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

EHH —N\—BEIREAEIEL TWAIHE. ZhPowerShellaw> KL v b %, StoreFrontt —/N—2 IL—7ROEZENDH -
IN=—ETEITTE T, Y—N—JI—TDEY—N—(F. ETHhLRAEaNI TR T arTF—2nR—a—%1
L £9. Storefrontt—N\—fTH TR ) 7L a3 > OEICEEN S 2358, JIL—TDTRTOY—N=HbT—R4%
IIRR—FLT. BEEEL T IZE W,

Y TRIV T3 TF—R2DOET

BMEDTTRo) ToarTF—k%5 EEXT 5(2(3. Restore-STFStoreSubscriptionsa AL £9°. BIARMD L 9 (2. Export-
STFStoreSubscriptions &AL THER L 1=K 7XY) DTXT 7 7 A IWERD/Ny 2T v The ., A NTFDOHTRI1) 75
CT—REBITTTEET,

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Restore-STF StoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

Restore-STFStoreSubscriptions(Z2>WWTEEL € (&, https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Restore-STFStoreSubscriptions/#restore-stfstoresubscriptions& 288 L T { 17 &
Ly,

B—mStoreFront4—/N—_+tTF—4 58T %

B—q —/\—RBEFERIZ T, Subscriptions Storetr—ER%& L vy P XV RBRIIH) FHA. 1. YTRIY T3
T ROETMIBEFEDY TR0 ) T a F—R5METIBELH Y FEA.

StoreFronty—/N\N—2IIL—7 L TCF—K &#ETT S
Y=NN=TN—=THTRO) T aTF—REETTHI21F. ROFIEICE ) BELDHY £
%) : 3>StoreFrontr—/N—4 & —/N— 7 )L—TIRIE,
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StoreFrontA
StoreFrontB
StoreFrontC

L 32 —nN—ouwghhns, BEOY TR0 T aTF—aa/N\y o7y 7aERL 7.

2. H—/N—StoreFrontB4 & {rStoreFrontCCSubscriptions Storetr—E X &1L £ 9. ZO#EfEIZ L > T. StoreFrontAd
IR, = N\—(IHY TR T a T REERETHIEATER(RYET.

3. H#f—/N—=StoreFrontBE L UStoreFrontCh b 727 1) 7o aF—aREEERL 9. ZOBREICE-T. Bxah
1Y TR T a b TF—ROAR—BHRELLWEHIZLET.

4. Restore-STFStoreSubscriptionsa <> KLy | TStoreFrontAEIZF—& A8 JCL £ 9. Subscriptions Storetf —E X %1%
lEL#z4) . StoreFrontATH 7R ) 7> a0 F—R A RLIFRT 2 LEIH ) F A (EXREFICEEZINET)

5. H—/\—StoreFrontB4s & {rStoreFrontC_E T, Subscriptions Storety —E 2 & BREIL 9. 2N T. ZDOH—/N\—(F
StoreFrontAA S F— R NDIAE—A{=T&x 7.

6. TNTCOY—N—TERPHBIAINZDEFL ET. ZDoOIZBERRM(E. StoreFrontAIZHFEY 5L 1— N
SHOTELNET. IRTOY—/NN—HO—HlLxy bT—oFGETHNIE. BERIZRRCITHhNET. WANELG T
DY TR T a oRBAZE. ZORMADDDIZEL D) T .

7. StoreFrontBg L UfStoreFrontChAb F— XA T ZR— LT, FAEIATRT LI 52HRLET. FERMNTH TR
o) Tarhorr—5kRLET.

YTROY T3 TF—=RDA R—

RMTIZYTRO) T arF—2h%WgE, Import-STFStoreSubscriptions#{EAL £9. Znavr FLw MMIk-
T Y722 T7oarF—2aANTPHETEELIZY ., Y722 ) 7o arF—raHl{7oEya= rant:
StoreFrontty—/N—(ZA/ > R—pF L=V TE 9,

$StoreObject = Get-STFStoreService -SitelD 1 -VirtualPath "/citrix/<yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "$env:USERPROFILE\Desktop\Subscriptions.txt"

Import-STFStoreSubscriptionsiZ>WTEEL < (£, https://citrix.github.io/storefront-
sdk/Citrix.StoreFront.SubscriptionsStore/Import-STFStoreSubscriptions/#import-stfstoresubscriptions &£ L T F2& Ly,

YTR0) T aTF—27 71D

YTR) T arF=R7 7L, BITICIODA—H—H TR0 ) T apRBEn-TFA N7 7AILTT. &1
(Zi3. UFOER R 7 TRYIS N CaeEianE 7.

fEld. KTond)icersnEd.

o <user-identifier> : WNADIETY . 1—H —A#AIT HXFITT . ZDFBHFIZIEZ. 2—H—DWindowst+21) F «IC
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HMERZNFET.
o <resource-icc : WWEADHIETY . YT RIZA47&ND ) —RA&HBAT HXFITT .

o <subscription-ic> : WWEDIETY . Y7 R0 1) 7L a A—BICHIT A 2XFINTYT. ZnfEidERIhEEA (12120,

T=R7 FAIVRIENFET DLRIEHY) £T) .

e <subscription-status> : WWEADETY, 7R 71) 7S 3 MIKRE (subscribed £ #-(funsubscribed) T,
e <property-name>$ & U'<property-value> : + 7> 3 > OETY . OELNDE L {EDLAAEHETY . StoreFronts Z o
7 b (EE(LCitrix Receiver) (2L DY TR T an7anNT 15Kk ET. BROELFO>7ONT 13, BLA

BIDEFD T 1 R7TRENET (MyProph22NDEAY BAFFD15&(L ... MyProp AMyPropB ... ; 7))

FEAE RDEHITFEEL T

S-0-0-00-0000000000-0000000000-0000000000-0000 XenApp.Excel 21EC2020-3AEA-4069-A2DD-08002B30309D
Subscribed dazzle:position 1

StoreFront—/N—DF 1 R0 LIZH B Y TR ) T aTF—ao14 X

Subscription Datastore Size
No of Records Size MB
0 6.02
1000 7.02
10000 40.00
100000 219.00
200000 358.00
500000 784.00
800000 1213.02
1000000 1497.15
1300000 1919.15
1500000 2205.15
1700000 2487.15
2000000 2915.15

AR—bPBLUTIRR—MHDTXT 7 7 ILDY A X

Subscriptions Import/Export.txt
Mo of Records Size MB
0 0.00
1000 0.13
10000 1.30
100000 12.80
200000 25.60
500000 64.10
800000 102.00
1000000 128.00
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
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FRALT. ==Lty 72717 3L a— K&, StoreFrontt—/N—2 )L—7HCRIIE hi-L a— P e
ARRATEZET,

PowerShellA# L - 7R 1) 7> aho2—DFR

L]

Get-Counter -Counter "\Citrix Subscription Store(1__citrix_store)\Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Synchronized"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number Subscriptions Transferred"
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Edit Delivery Controller Configure Advanced Settings
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XenApp (6.5 or lower) Bypass duration 60
Maximum failed servers per request 0
XenMobile (9.0 or lower) . . )
Ticket time to live 100
-In-a- |
VBl-in-a-Box Zones CAMZone |
Servers xendesktopa.  .com
(load balanced): Zones

The list of Zone names associated with the Delivery Controller. The names
should match these defined by any Zone enabled Netscaler Gateway
through which a user can access the store,

| Servers are load balanced

o e

| —

Transport type: F'y le controllers.
Clear

o [

Advanced Settings
Configure delivery controller communication timeouts and other _

advanced settings using the 'Settings' dialog.
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> 74— bO—X—F—)L (USKE) : 77V EBLUOTFRI by T

>N HO=IL (AF) 77V ELUOTFRI YT

1xFTLZone -> 2xUS StoreFront > 74— pbO—K—=F—)L (SEE) : 77V BLUOTFRI by T
>4 7) e (K) TP EBELUTFRI YT

>/ HFO=IL (A2 F) :TP7VELUTRI MY T

>NCHA= (A2 F) TTIVEEUTRI by T
1xBGLZone -> 2xIN StoreFront 227Uy (K TTUESUTRI R T

> 74— pbA—K—F—)L (USEEE) : 77N ELUTFRI by

K1 : kFEDNetScaler Gateway)L—F 1 > 2
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......................................................................................................
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Network A
= <
- = Store .
Receiver % Front DDC
o
— © VDA
Network B
: XD Site B
m '
= Store bDC
E Front :
HDX T N
Engine o D]
= - 4 st

M2 : &7 NetScaler Gateway)L—F « >

Network A
< )
- = __| Store .
Receiver E ,-| Front DDC
© ‘I
< VDA
k- - A
Network B
; XD Site B :
m
> Store Pl DEE:_-
5 Front
HDX © . o |
Engine © P DA
A L - . R,

3 0
8 N
.......................................................................................................

B REFIRIR TERIDONetScaler Gateway 7 754 7o A &R LT-BIZ. 21— —ARRHIRRICT 72T 51-0N0%
BRTT7AT A ERTEET.

1 Windows?) [R&—F] BEmF+=(% [77Y)] ®ET. [Citrix StoreFront] K4 J)L&a2 ) v L 7.

2. Citrix StoreFront I 2>/ —ILDERA > TI[AMFP] /—FHEEIRL T, #ARRA> TR N T7HERLET, [
1l A>T, [RIMTREDHEK] #EIRL 7.

3. [%E] > [RBLHDXIW—FT A>T R=2T, = b1 5ERLET.
4. [H¥ET7 7R FxvoiRy o R%5#ERT S . -enabledOnDirectAccess = false ¥ BISDEEIC/H Y £9. F1.

(= bozA5ERLAEW] #BIRT B, 77—LFt(3/—>TSet-DSFarmsWithNullOptimalGateway % {# /A
T 2G5S L REDRMEICHLY) 9.
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Configure Store Settings - Storel

StoreFront Optimal HDX Routing

HDX connections can be routed through gateways based on delivery controllers or XenApp/
XenDesktop zones, Typically rescurces should be mapped to the gateway that resides in the same

User Subscriptions geographical location or datacentre,

Kerberos Delegation

Optimal Gateway External only Delivery Controllers ~ Zones @

Optimal HDX Routing Direct HDX connection i
Citrix Online Integration CAMGateway & CAMZone
FTLGateway L4 FlZone

Advertise Store
BGLGateway v BGLZone

Advanced Settings

| Add Gateway | | Manage Delivery Controllers _' '_ Manage fones _.

[— b TADiEN]

BIOFIEDOA 7 a>D12F. U= b A4 DEM] T, [F—b7zADEM] #FIRGT S, [NetScaler
GatewaymiEil] BENFKRINET.

1 [®MERE] Bl T, [&7R4E] . [NetScalerGateway URL] | LU [(ERIE] 7213 (8B SREAXANL T, /X7
oy bI—op b L TWAII—H — (X9 B NetScaler GatewayZ2EH THR f TANT 7 AR L 7. &
AEAREIL X 77 TlE. NetScaler Gateways /M L7=Y) E— M 77 2R (EFHTINEEA.

2. [Secure Ticket Authority (STA) 1 BEIT, RRENTWBF 7> 35 ANL 9. STAZ. XenDesktops L
XenApptr—/N—T/RR pa., FEEERKICKEL Ty arFoy b&RITLET. By arFoy bE.
XenDesktop$ L UXenAppl) Y/ —ZAADT U £ R B iRall & UHRRT 5 1- O DEAMBETT .

3. [FRAERRRE] EET. ) E— FA—Y—IC L 2R ERIEROREAEAETEET 2RELANLET.

PowerShell API/XS5 X —& —

Parameter Description
-Siteld (Int) ISTHH A +IDTY ., StoreFrontd1 > R b —ILEDISTIL. BF "1, TT.

' . BERT— I TAYYELTDT T LEERT DR P TD/INRTTY,
-ResourcesVirtualPath (String) .
5 = "/Citrix/Store"
StoreFrontCNetscaler Gateway %554 2 1-DIZEE S N 1-KBITT .
-GatewayName (String) 51 : ExternalGateway
512 : InternalGateway

iE7; NetScaler Gateway 7 72 4 7> ADTEMBEI N X1 % (FQDN) ¥ R— pHFESAHIEEL
£9.

IZZERQ 7 vServersR— b 443001 : gateway.example.com

JEAZHER 7 vServeri— k 500004512 : gateway.example.com:500

-Hostnames (String Array)
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Parameter

-Farms (String Array)

-Zones (String Array)

-staUrls (String Array)

-StasUselLoadBalancing (Boolean)

-StasBypassDuration

EnableSessionReliability (Boolean)

-UseTwoTickets (Boolean)

EnabledOnDirectAccess (Boolean)

BERRRRIR XenApp. App Controllerd REFREEN—HATEEL £ 9. AR Y —R&RHT S
12 # 1z (3 ¥ nDelivery Controller& 3> 7 7 —LAIEETE £ 7.
¥ nDelivery Controllera3F>XenDesktoptr 1 | & 4&md 2 (12(F.
9. ZhFB—T7 7—LERLET.

7 =LA —N——B(ZHEHDDelivery Controller 5416 E T £ 4.
51 : "XenDesktop"

XenDesktop-A.example.com

XenDesktop-B.example.com

XenDesktop-C.example.com

MXenDesktop"; A$&%E L

Z¥nDelivery Controller& &L 12 £ - (3BEHDT—2 £ X —%+EEL £ 9. StoreFrontT,
Delivery Controller4 7> =7 Mz, FW) B The W Z2EYRY —> DRI EFHT2BENH) %
ED

STAAZE{TL Ty XenDesktop, XenApp. & & UFVDin-a-Boxt—/Nx—@DURLOHD—BEAFE5E L F
. BHO7 7—LAEFERALTVWAHEEIE. &7 7—LDSTAY—/N—%H T TEY>TANL
9.

5 : "http://xenapp-a.example.com/scripts/ctxsta.dll","http://xendesktop-
a.example.com/scripts/ctxsta.dll”

true A58 T L. TRTOSTARS YL aFoy AT RAICRBENET. Zhitk
), $NTHOSTATERYHFICHBINE T .

false#5%€ T % & . BREFN—BDIEFTSTANEIREN ET. ZhiZL)., FHINBSTAOK
AEIZRMIIRY) 9.

STAZSKAKRM L 235G (2. ¢ DSTANMERTE LW & Al a3 F TORRI AR, 4. TR
ELET.
41 : 02:00:00

true&#38EY % & . Receivern’\Biki a7 M. Yty a rBn-FiI2h) 2. &
WMOSTAR SR L -REIRE Tz v > 3 BEORFFHES B ICERTE 2L )29 5120,
useTwoTickets EHEAtruelZE8EL £9. ZhitL ). 22DSTAR L F4 v FABRIEE b1
&, —ADSTAAMERTER (B> ThA—HY—tv s arrhfianm{ L) £7.

trueAEEET 5 & . 22DSTARSLF 47y bHABIBE NSz, v 3 RIC—ADSTAHMER
TERLCE>THFRMEINGCR) FT,
false5E8Ed 2 ¥ . B—NDSTAY—N—DAHMEAINF T

truelZ5s%ET B . WEBRY T —2 EpO—AH)LaA—H —HStoreFrontiCEH#HE O 74 > 9 B85
2. (D7 7 LIZERINTWARBERT T4 T RENLTUL—T 103 Nnb L9127k
ES

false|Z:%E 9 % & . StoreFrontiZNetScaler GatewayZHT7 7 R § 3 1—H—4frx Rk
TTZ2AT RN L TUL—T 173 nEHA.

PowerShelz 2 1) 7' AMEBATIC £ 1-H32I5E(E. FATRICNY I 7 4+ — PXFEANL TSN,

%2 7IL3— K A&F{T9 SENZ. Windows PowerShell Integrated Scripting Environment (ISE) (ZJE—L TEXF = v H—
%H{E>CPowershelI— FA&HGELT 2 Z & A HEOL £7.
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=z

=

Set-DSOptimalGatewayForFarms & Uy 9 PAgTcbPowerShella <> KL b Tld. [BRBZAHDXIL—F 1> 71 ($HBRTE A,
ZORMEDEBFIEIRDEH ) T,

1. Add-DSGlobalVi0Gatewayd v > FAAL T, [BEWHDXIL—F 1 > 2] (AT HRETI/O—/ LT — b o1 %8R
L. REEREDT 7 AL MEEATIL T
2. Add-DSStoreOptimalGatewaya~v > FAaFERL T, RERT— b7 A EHEEML £7.

A1

Add-DSGlobalV10Gateway -Id 2eba0524-af40-421e-9c5f-alccca80715f -Name LondonGateway -Address "http://example" -Logon
Domain -SecureTicketAuthorityUrls @("http://staurll", "http://staurl2")

Add-DSStoreOptimalGateway -Siteld 1 -VirtualPath /Citrix/Storel -Gatewayld 2eba0524-af40-421e-9c5f-alccca807 15f -Farms
@("Controller") -EnabledOnDirectAccess Strue

frEZE RDEHIIEELET.

Z b ZInternaloyOptimalGatewayForFarms~ v &> 7' 5 Ef F -3 EEX L £ 7

& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1 °

-ResourcesVirtualPath /Citrix/Internal
-GatewayName "gatewayl" "

-Hostnames "gatewayl.example.com:500" °
-Farms "XenApp","XenDesktop" *

-StaUrls
"https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll"
-StasUselLoadBalancing:$false °
-StasBypassDuration 02:00:00 °
-EnableSessionReliability:$false °
-UseTwoTickets:$false °
-EnabledOnDirectAccess:S$true

= ORIBIT— b A DR

B

vJ'—> CAMZonemOptimalGatewayForFarms= v £’ 7 5 ER F -3 EEX L $ 9.

& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"
Set-DSOptimalGatewayForFarms -Siteld 1°

-ResourcesVirtualPath /Citrix/Internal °
-GatewayName "gatewayl" °
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-Hostnames "gatewayl.example.com:500" °

-Zones "CAMZone" *

-StaUrls
"https://xenapp.example.com/scripts/ctxsta.dll","https://xendesktop.example.com/scripts/ctxsta.dll"

-StasUselLoadBalancing:$false °
-StasBypassDuration 02:00:00 °
-EnableSessionReliability:$false °
-UseTwoTickets:$false °
-EnabledOnDirectAccess:Strue

i

Z b ZInternal ¢, OptimalGatewayForFarms< v &> on—B5KRL 9.

Get-DSOptimalGatewayForFarms -Siteld 1 —ResourcesVirtualPath “/Citrix/Internal"

i

2 | 7InternalyOptimalGatewayForFarms< ' 7' %3 ~THIR L £

Remove-DSOptimalGatewayForFarms -Siteld 1 -ResourcesVirtualPath "/Citrix/Internal”

7 7 — LDEHEH D X$EScrE AR

i :

Z k 7Intemal T, 87 7 —L~DTRTDICARBERAY — b 2/ #BATTIZEEFEINDLHICLET.

Set-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath /Citrix/Store -Farms "Farm1","Farm2"

i

Z b 7Intemal T, A= F Y T4 5ZBETICICARBERNEEIND 7 7—L0—EB5KRL 7.

Get-DSFarmsWithNullOptimalGateway -Siteld 1 -ResourcesVirtualPath “/Citrix/Internal”

OptimalGatewayForFarms~ -y E> ZAMERI N TWAHE ) 2 HERT D

1

wkPowerShella <> RAEFEITLT. TRTHY—/N—ZIL—"F /) — K TStoreFrontd) b L —ZAHEBEABM-L 9.
& "SEnv:PROGRAMFILES\Citrix\Receiver StoreFront\Scripts\ImportModules.ps1"

#Traces output is to c:\Program Files\Citrix\Receiver Storefront\admin\trace\
Set-DSTracelevel -All -TracelLevel Verbose

StoreFronttf —/N—DF R o by 7T, DebugView'y —)L%B& £9 . StoreFrontty —/N—2)L—75ERL TWL25E
(3. BBMBERAZEL/ —FO M —MEREABIETE 5L )12, T)TH/ — F_LTDebug View —)L % B ¢ ILEA'
HiET,

Capture Global Win32/ ~X> F 5B%IZL 9.
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= DebugView
File Edit Options Computer Help
=& ﬁ Capture Win32 Ctrl+W A

& Tim| ¥ | Capture Global Win32

1 0.0¢ Capture Kernel Ctrl+K pervicesProxy.Filters Informatio
2 0-0% Enable Verbose Kernel Output L

3 0.0¢ jervicesProxy.Filters Informatio
4 O-QCM Pass-Through

5 0.0{ Capture Events Ctrl+E jervicesProxy.Authentication Ver]
6 0.0¢ tqqkv: Logoff: called

7 0.04 Log Boot .ces.MVC Verbose: 0 :

4. PL—RENELOGT7 7AILE LTREL T, XEIRREDTFRANITFT 1 X—THEZT. KTy 7ILer+ ) 4%
BT, Oz M) ABRRELET.

5. Q7 DMERHEEH -5, FL—RMEEAEMICL 9. ML —2HBEABICL TH &, StoreFronttr—/N— Lo
T A RUEEHHEINET .
Set-DSTraceLevel -All -TraceLevel Off

BB = I A DY TIF ) F

o MBSO T4 T bidGatewayliZO s+ L 9. 7 7—LFarm2AnBREEKRA. ERINTWSRELS — bV T
1 Gateway2 2B THEFEEIN F T,
Set-DSOptimalGatewayForFarms -onDirectAccess=false

=3

Farm2oyiifE 4 — b =1 ¢ L CGateway2hpia nTULW 5.

s

A= M7 zATlE, BEET7 2 CRAAEHIZL->TWET,

=3

Farm2ix
RENESK(E. m#EL— by T Gateway2&LZHL 9.

o WMo T4 7 hgStoreFront&#ERL TR F > L 9. 7 7—LFarm~DOREBERA. ERINTVWIRELS-
b A GatewaylZHTEFEINE T,
Set-DSOptimalGatewayForFarms -onDirectAccess=true

BICERIEI NS — P oA (FBKRNIZH ) FHA. StoreFront|Z(FEET 7R ENFET.
Farmliiizg 7 — b7 =1 & L CGatewaylp i TL £,

FarmlD&IEXR S — b7 =4 Tld. BEET 72 ANFHH->TUWET,

EENEK(E. BB — U A Gatewayl&#ZHL £7.

o WHS T 7 kdGatewayla AL TR AF L £ . Farmln!) V —ZOREIEKRITWL T IS — 7 =1 L2
+3°. StoreFront|Z(IEET /7RI NET,
Set-DSFarmsWithNullOptimalGateway

RN TEMIZERI SN DS — b7 =1 : Gatewayl
FarmlTlid. = b7 M HAMEREINETA. BEIERHIERHT I — V1 EHY) FEA.
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NetScaler Gateway# & ('NetScalerdéi &

Nov 27,2017
NetScaler Gateway % StoreFront & —#&(Z{F > T, %31 b7 —2 & NetScalerddMAliZW 31— —(CF 274 E—

TR ERHEL. BRABEARITLET.

StoreFront & NetScaler Gateway# & (fNetScalerd &3 %1215, A— b A & Y —/N—SHEDFERAIEIZ DWW CETE
BN TCHBENDHY) F9. REREND EDCitix I R—3 > b TH—/N—iAEEERT DA EKETL T &L,

o (1 R—Fy MIFEHRT DY —N—ELU5— b 1 DAEAE A SNEBOARMEBEIA S EIS T BETEI AL T T 2 & L,
O7AT 2 M TINA ZTIE. NERGRERRMEIIC & ) BE SN zAERRE BB TEREI N WSEELAH ) £7.

o SMNIBE LURTOAADY —/N—25FHEL TLEE W, 2 D4ABTIE. examplecom (4MFA) & example.net (PNEB
B) W) & ICHEBREANBRDARITHEA D TSN TWET. 727 D% (SAN) JRrEEEAFERT 2 .
INSABNZRAIDDMREIZEDZZEATE LY. ZNFHEESNZEBRTIEH ) A . AWREBRHEEN S
ENRITEINDDIE. REM K XA (TLD : top-leveldomain) AIANAIZEEZINTUWBIHZENDHATY ., ZDIHFETH.
—RENZERAINZNEY —/N—RD—HF (examplelocaliy &) (FERTE UL 28, SMEBE & NEDE THI %« DAtEAEA
WEIZRDZ DY ET.

o TRETHMNIE. INBY —/N—E NEH —/N—(Z(FRIDFERAE A FR L T &L, = b Iz A Tl 12X —7 A
IR DAIAE A /N > N5 2 & TEBOAIAEAFRTE 2I560H 1) £7.

o [ R—Fy MIEGT DY —/N—rHEGE LAWY —N—RITIEREAHF LW T IZa8W. 2o matBRE R, B
BRI R ) o — 70 EANEPAE MBI S RITA N -AEAE & (3R B EEA D V) £ 7.

o "TIAIIFA—FIAAEEEETZNE. RAFOY—EXBNDAHICL T EaW., Ry @D H—/N—F
(StoreFrontt—/N— ¥ DD FEFEN Y —/N—7 &) TAAEAEBLAWT EEa W, B 5BE TN IZH D —/N—
fietFa) 7 4R) =B Y —N"—RTEIAZE L2 HB L VLT IZ2E0, AFEOY—ER &R 25—/ \—D#
B BEIIA T E 1) TT.

e StoreFrontth—/N— I IL—T' & Z b DY —/N—[ TR ERITT 55—/ —,
o GSLBHDA > & —x MIEET BT — Iz 1D IL—7,
o FEZ%N) Y —2 &R 9 BXenApps & UXenDesktop 7.x Controllerdy 7 )L—"7,

e N—FRIITEFa) T4 TREINIEF—AL—CHAELTLIEWL, —EdNetScalerEFIL A& &L — b
DAY —NN—TE. N—F T xzTtFa)TF1ECa1—JL (HSM : Hardware Security Module) F#-(Z FZXF v K
TS5y N7 A—LFEZa—IL (TPM : Trusted Platform Module) RIZFAR+ — 41840 TRETZ - ¢ATE$9. ©
Fal)F 1 LEENS, 29 LERE. —RICEAES S UMBEF—OREBALYR— T2 L) ICIFREEINTUWE
BA. BAVR—FXPDRF 142 b ESBLTEE 0, NetScaler Gateway A L TGSLBAEH 9 2154, #H
T HFQDNATRTEENBE—DIEAEAGSLBRNNDE S — V=1 IZRRET DBEDH DI5EHH ) 7.

Citrix BBIIRIED L 21 7 1 R&IZ DWW TEEL < (%. "End-To-End Encryption with XenApp and XenDesktop, 7R b
R—=/N—F L UXenApp& XenDesktop?d "2+ 1 1) 7 1 fRi&s €7 a &SR T &0,
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NetScaler GatewayiE4c B N

Nov 27,2017

A—H—HAR MTIZT IR T B % (242HT B NetScaler GatewayBBIIRIE A BT % (Z(. [NetScaler Gateway” 75
AT AMEM] RR 7 5{FRAL £9 . NetScaler Gateway5#£ZHT R F 7AND!) E— TR &EETDIZE. ¢DF
IZRRAEFIE & L TNetScaler Gatewayh b /X2 R IL—%5 BT HHEHE V) 9. StoreFront T WebFront Gateway
HERIZDWTEEL (3. Using WebFront to Integrate with StoreFront; 2B L T{ &L,

BE BB -2 L D REERIE T, BBOY —/N—LE TR —N—T I —TOERAEZEE LW TL FEa W, &R

HNDIIH DY —/x—_ETCitrix StoreFront B O —)LAERFIZRITL TWWEWI e ARERRL T Ha W, BEATT L1

5. BEROEREAY—/N—JIL—T7ICREX 8T BERDIEIHIOY—N—56FHL 7.

1. Windowso [R&— ] BiEZE/=( (77 ] BE T, [CitrixStoreFront] (L& 2 1) v 2o L ET.

2. Citrix StoreFrontB¥ 23 —ILDERA T [R FT7] /—FEBIRL T, [#E] R4 >0 [NetScaler Gatewaym &
Bl #21)vo LT,

3. [BM] A2 wvo L. [£MRERE] T. NetScaler GatewayREHRIEICHH ) T WERIATEEL £
Z I TERREY BFRAN LY —DCitrix ReceverlZFTIRE N E T . ¢ Dtz 1—H —H\EMY B NetScaler Gateway %
FITL T WL D 12, BRNICEEEREBDIUENDH ) £ . - A E. I—F—HBHDOW DGR E EFY
NetScaler Gateway % fB(ZHFETE B & )12, KRB ICHIPERABHD N TEFT.

4. REBRIBOBAEY —N—F 231 —H—ATHF R/ | (Access Gateway 500355 ) DURLEANL £9. REIRIET
FATIRBON—C a5 ELET.
StoreFront RBFIRIEHFQDN (Fully Qualified Domain Name : 52886 K X 1 > &) (F—E=T. NetScaler Gateway{R4g
H—/N—DFQDN ¥ 7 2 H D THDNEHH L) £9°. StoreFront & NetScaler Gateway{rA8+—/x—(Z[E U FQDNA{#
FTAHZEEYR—FEINTUWEHA,

5. BBPIRIE TAccess Gateway 5.00FRITE N TUWBIHEE. FIELCEA X T . S nigEis. BEIZIE L TNetScaler

Gateway7 72 A 7 ADY 7Hy MPT FLREEEL £9. 7%y PP FL R(F. Access Gateway 937 77 o
T2 ADBEFBATEH, NS ) EOREN—2 3> TREF T2 3> TY,
ZOH T3y FT LRI, NetScaler Gateway THERR v b 7 —2 DY —/N— L BIET BHHZ, 1—H —F /A 2 &K
T-OIZEATBIP7 KL ATY. ZDT7 KL R(F. NetScalerGateway7 724 T ANy T7ENI-IPT KL A THh %3
&bdH') £9. StoreFront(s, Y7y MPF7 FLREFERAL T, JEERAMEHEINTLDLT/NA ZALREFINTL
DI EIDEHGEEL £9.

6. NetScaler Gateway 10.1~11.0, Access Gateway 10~11.0, *tz(FAccess Gateway 93T 75 4 7> XA &#1BIT 254
&, [(AT7F>nfERE] o—&8h 5. Citrix Receiver L—H —fIZT 774 7 XA THA L -8R TEEEIRL £9.
NetScaler Gateway 7 7'Z 1 7> RIZB8F 2#ERIERIZ. XA N T7n7O0EC 3= 07 70 ILICEBMENET. ZhiZL
i), Citrix Receverid, 7 7% A 72 AN EHEL CBY) L G ER A REFTE DL ) IT0) F7,

e 11—t —mMicrosoft Active Directory N X o > DERIFHRAEANZIE2HE(F. [FX 1] #BIRLET.

o tXalT A= HhLBBETE M=o - FEANIERHEEF. (BFa) T b—2o 2] 2BIRL 7.

o I—H—DNAMEREREEF VT A =0 ABBETE—0 > I— FOEAEANIEZHEE. [N X
1o8L0tEFa)T7ab—0o] 52ERLET.

o TERIMXAYE—UTEEFEIND T RAL/IXRAT—KEANZIEDHE(E. [SMSFRAE] #FIRL £7.

¢ 2V — [ hH—FAEBALTPINEANIEZHEIE. [RY—FAH—F] 2#FIRLET.

A= H— N TORREZBEEAE L35 E8 I RBOBEAEAFERATE DL HIZTBHICE. [RY—bAH—FT7x—)L

Ny ] D—BHILRBOBEAEABEIRL 9. FIE2ICEAFT.

7. Access Gateway 5007 75 A T AEBMT 31583, 12— —0QTFRA 2 FORA M (R F7ADT T
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SATURFETET7 S AR—D—ETH HAccess Controllerty —/N—) A#FEEL 9. 75 R XR—%BMT 358, [V
~N] By LTFIECEAZT.

8. NetScaler Gateway 10.1~11.0, Access Gateway 10~11.0, Access Gateway 9.3, F7-(FRX X > K770 Access Gateway
507 7S AT RAEBMY B5&(Z. [3—I/L/Ny 2 URL] /R 2 XIZNetScaler GatewayiRsf—E ZDURLA AN L £
9. URLOIRERLEDIBBNICHTINE T, DR~N] 22 Y) v o LTFIRILICER £,

7754 T AONEURLAE NN L 9. StoreFront(gNetScaler GatewayiRalH — & R (2345 L T. NetScaler Gateway
DEDERDEETHEDT 774 T A THDZ L 5HERL ET .

9. StoreFront{ZAccess Gateway 507 5 X X —%BMT 2IHEE. [T TI5A TR R—=STISRX—RNADT T547
VADIPT KL R F1-(FFQDNA—E(ZIEEML T, [k~ &H#2Yw o LT,

10. [HAL > FRAEEBMIZT H] X— T, Access Controllertf —/N—TRITIN TV BFREH —EXDURLA —E(ZIEM
LET. —BIZEHOY—/N—DURLEEMT 5 & . tDIEFIZEODWT 7 z—IbA—/N—2ZNFF. [Next] #21)
JL%7.

StoreFront TR —ERX AL T E— b I—H—pFRalE N5z, VE—FI—H =R MNTIZTI7E2RT S
CEICERIBHRAEBANT HZUEEIH ) FHA.

11 §NTORBIRIE T, XenDesktop F #z(3XenApphiftd 3 1) VYV —X &R b 7 TERATE 5L 5129 51213, [Secure
Ticket Authority (STA) ] R—=2T, STAARITL TWSH—/N—DUWRLA—B(IZEML $9 . —BIZHEHDOSTAOURLE
EBg2E. tDIEFZEODWT 7 =LA —nN—&NnET.

STA(Z. XenDesktop$ & UXenAppth—/N—T/RR b &, FEEKIZIBEL Ty a>Foy b aRITLET. Y
<3 F 4y M. XenDesktopd L UXenApp!) Y —RAADT 7L R &R EH S UERT B 1-ODEAMBETT .

12. Citrix Receiverh"EBINIC B &L A 179 MIC. YIKTL -t v > 3> A XenDesktop$ L UXenApp TRV - % 129 BI(Z

X, [y a BHEORFEBMCTE]I Fov IRy IR &F (2L Y. BROSTALEBR L BE Ty a3y
BHORIFEES B ICERATE S L) 12T2121F. [FTBERIBEE2DODSTAIZF 7y M BKT B FT v IRy IR A
FZLFET.
[(ATBER BB I2DDSTAIZF 7y b BRI B FT v IRV IREFZTHE. Y a3 DBEFTIODOSTALMER
TERL->THA—Y—tvrarpdanigunng 92, StoreFrontiZ & ) 2DODRLBSTAG Yy a»F4 v t
HEIFEI N F 9, StoreFrontAE 6 LDSTAIZE T 7 LA TERWEE(E. B—DSTARERT 2L HICT7+—Ib/Ny o2
nEy.

13. [fEA] %2 ') w2 LT. NetScaler GatewayBBIRIEDEMABNL £ 9. BEREABNENIZS. [RT]1 52wy
JLET.
BEIRRDGHAA BT 2AIRICOWTEEL < (&, NetScaler GatewayE4ii EDIERL H#SBL T Faw,

NetScaler GatewayA ' L1z X b 7ADT 7 £ A &RHET B2, 1DORFE—a L R1 > b &, 22U EnSMNBE—D >4
1> PHETY, CitrixReceiver(d, 1—H—AO—HiLFRy b T—=0 QDR Y FT—=0DELLICEEL TWS0Hh
HE—2 RS M AERLTHERIL. BYRT I ERAFAEABERL £97. StoreFront Tk, RBIE—aRA > F & LTS
7 )L b TH—/N—DOURLE - (FBERABRLAMER XN E F. MPE—a 2 R1 > MME. 77 )L b TCitrixstpWebt 1
b, BLUBHEEHENL -=¥)DNetScaler Gateway{RAEH —/N—F (31— —0O 7 F 2 RA > b (Access Gateway 5.
DInE) ODURLAMEREINE Y. E—a RSV FOEBIZOWTEHELCF. TE—a iR > &Ry 28BL T
Ly,

d—#—AHNetScaler Gatewayz L TR M ZIZT7 7R TE DL IIZTBICIE, ¥DRITPAE—PI—H =772 %
BT 20BN HY) £T.
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NetScaler Gateway 77 754 7> ADA iR— |

Nov 27, 2017

NetScalerEH O =)L) E— b 7 7 2 RA5&EIL. StoreFront THEBEINTWB LD ERIL L I ICHERT 2REAH Y £
9. ZDacETlE. NetScalery StoreFront & EYIZHER L TEHEX B 5 7-HIZNetScaler Gateways o > R— b § B ATAIC
DWTCEEAL £ 9.

o BT — b T ARIEEY —/N—%ZIP7 7AILIZT T ZR— 9§ BIC(F. NetScaler 11.151.21AEAWMETY 3 -
NetScalerCT o RR— F T& 247 — b7 oA RAEHY —/N—(F. XenAppE & UXenDesktopdd ™ « H— F & ER L THEML
~HDDHTY .

e NetScaler|Z & W) ERENBZIPT 741 JLRDGatewayConfigjson7 7 A JLIZECEH I N TULB TN TAHSTA (Secure Ticket
Authority) 4 —/S\—@MURL%ADNSHMRREIRTE . StoreFrontAA7 7 £ X TE H5NEAH) T,

e NetScalerCARE N BZIPY 71 JILRMDGatewayConfigjson” 7 1 JLIZ(F. StoreFrontt—/N—_E(Zd % BE#ECitrix
Receiver for Webt 1 FDURLAE FNTWBRLEHAH ) £9 . /N— 3 111ENDNetScaler(, T XR— I\FHG)ZIP
7 7 IVOOERETIZStoreFront—/x—(Z 7 7 & X L TERFED X | 77 & Citrix Receiver for Webt - F & _THIEL .
DR % BENTITWE T,

e StoreFront T, 1 > R— b L1z — bz A 5FEAL GRRAETE S L 92, — b7 =/ VPNREHS —/N—DIPF7 FL- R
ADODNSHA—)L/\y 7 URLAERRTE ZNEN DY) £7.

StoreFront T/’ — k7 = f URLAFRIR T & B156. AT 23 —I/Ny JURLER— F DFiAEDLE (L. BF
T—=hr 7T AURLE R— bDEHAEHLHERLCHDIZL T

=3

IRIENTHMEB & INBRIZIE ) DNSERITHIA AT 2m&(E. O—IL/Ny JURLER— F DA EHEB A — U T
AURLE R— P DAAEHB IR EDIZLTHHEWETA. ¥— bV 1 5DMZRIZELE L THOURLA (R
L&), StoreFront(E 774 X— FDfARFR Y b T—27ICEEL TOURLAEFERL TWBIHE, J—I/\v o
URLAEFEFR L TDMZRADT — 7 = A REY —/N—~RA L NV I HZENTEFT,

NetScaletBm 7 7 1)L & A i R— 352 & I2& > T, NetScalerGateway7 724 7o A& A R— 5 EATE F
ER

Important
7 : NetScalerps s 1 > ik— b &N ER T 71 ILAFTHRET 2 Z L3 TE A,

1. Citrix StoreFront @23 —ILDERA > TI[RAMT] /—F&EIRL T, [#E] 410 [NetScaler Gatewaym
B A0 1)voLET.
2. [NetScaler Gateway &I ] BH T, [Z7F7AILhbAR—F U052 ) v oL ET.

| [ TR R T [ T |
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Add, edit or remove the NetScaler Gateway appliances through which remate access is provided, Remote
access through a NetScaler Gateway cannot be applied to unauthenticated stores.

Alternatively, MetScaler Gateway appliances can be imported from file,

NetScaler Gateways:

Display Name | Used by Sto.. | URL

3.1. NetScaler#&@o zip 7 7 1 ILEBEIR L T F2& W

4. BRUIZZIP7 PANIZEEND T — F D oA RIEY —N—D—EBHARKREINET., 1 oR— b2 — b {RAEH—
N=BEIRL, [MoR—P 52y o LET. RAEY—N—%LE)RLTAR— TG, [1HR— ] KRR
[EH] RE AN FET., [FH 22) v o LmE BTr— b1 4 EEX T30 FRICERT e TE £
7.

1. Select a MetScaler Configuration zip file

Zip File: | C\Users\admim Desktop\AllAuthMethads.zid | | Browse |

2. Select the vServer you want to import

o https://emeagateway.example.com:443

https://emeagateway.example. com:444 |E
https://emeagateway.example.com:443
https://emeagateway.example.com:446

[—] -
bhttee famaanatenmg donnain o AAT 1 =

keee

5 BIRULIzr— o0 o4 AR L. DECICTIA—IWNYy JURLAIEEL £9. [OJ7F > DFfERE] -
BhH . Citrix Receiver1—H —@FIZT 754 7o AL THER LRI AEEEIRLET. OSF > 0REEIZCL->TEa—
WXy ZURLASREIZH ) 39 (RE2SR) .
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o [HER] A2 1) w2 LT, OA—IL/Ny ZURLAEITH V) StoreFronth—/N—Hp S EETRETH D &5 F v o L ET.

StoreFront B AP

Review the logon type for the gateway you wish to import. Smartcard legen types include a
‘ smartcard fallback option.

Select Logon Type

Review Changes Damain

Secure Ticket Authorities ‘ Logon type: @

5
Hmmary Callback URL {Optional):

| hitpsy//NetScalerGatewayFQDN fCitriAuthService/AuthService.asmx

Venify

O This is the internally accessible URL of the appliance. This is used to verify that requests
received from NetScaler Gateway originate from that appliance.

ALY —ILTO [ATF > DOFER] JSON7 7 JL ChLogonType 1-WN 99 URL(#ZE)(_V):
XA FXA L
FAXASELUEF2) T« F—2 | DomainAndRSA L

>

t¥al)7a =0 RSA (s

A= H=F-Tx=IN\vIHH | RAZ— b H—FDER (T

) EFEA

AY—MH—F-FKXAL>2 SmartCardDomain (=g
AV—PA—F-FXA2ELUE SmartCardDomainAndRSA (Fy

Fal)7a4 b—o>
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AY=bA—=F-£F2')7 s b— | SmartCardRSA (Fw
o

R =k H—F - SMSRaE SmartCardSMS (F0
SMS ZRAE SMS : (Fy

J—)/Ny ZURLASBEINIGE . ZIPT7 71 ILICAEE I N TWL D4 — b = URLIZE DU T StoreFront(Z & ) 3—JLsNy &
URLABEITAN &N ET. ZDURLE. NetScaler Gateway{RABH —/N\—DIPIZH A > /Ny 74 5837 URLIZEE TX 3

EE

A= T2 ERT BmE. 32—/ JURLIBATY.,

6. [Next] #21)vo L %9,

7. StoreFrontA’, ZIP7 71 JLIZEEEE N TUL B~ TOHSTA (Secure Ticket Authority) +—/N—@URL~DNSA{FAL TJ
AL, INSDY—/N=HEMERDSTAF /7y fRITH—N—TH D L aHERL 5. LWTNHADSTA URLAYEINTH

A, A R—MIFHEINET.

StoreFront

Secure Ticket Authorities

The import process has detected the following Secure Ticket Authorities

+ Select Logon Type Prowvided URL

Secure Ticket Authorities

Review Changes ‘

Summary

Edited... STAID

| Sta..
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http://docs.citrix.com/ja-jp/netscaler-gateway/11-1/integrate-web-interface-apps/ng-smartaccess-wrapper-con/ng-smartaccess-how-it-works-con.html

8. [Next] #21)wvoLZ9.

90 A UR— M DFMAFERL £9. Y— PV AURLER— FOMAEDYE (F—rTZAR—) OELTS— b7 1A
BU_HFET oA, Ry 7 AD—BAY ST — VA #BIRL TEEETHH, FRT— Vo1 &ML £9.
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StoreFront =

Review these changes befere impeorting,

+ Select Logon Type | Gateway Information

Gateway Address

GSLB Address

Review Changes VIP Address

Summary Gateway Mede CVPN
Gateway Edition Enterprise
Auth Type Domain
Callback URL
Secure Ticket Authorities

https:/fy fscripts/ctxsta.dil

https:f/ fscripts/ctxstadll

+ Secure Ticket Authorities

O A gateway using at l=ast one of these addresses already exists, Select to create a new gateway
or overwrite the existing one before importing.

’ -- Create New Gateway -- = l View details

oreFront Tl "#'— b = URLiK— b 1 DARAEHEAFEAL T, 1A b BT T T BEHNRUEITHD)
EDT— b T E— BTN EIDEHELET. F— b I A1D 4 — Iz URLE— |1 DARAEHEH R B

= £z RONET. REDFRIT T EH B/ RE

~LET.
7=+ A DBSGE EHOUE

r= btz ARLK— by OMEAEDY L

GSLBHURL (Fw
Netscaler{SREAEEAE & #RED (W
ad—J)LsNy 2 URL (Fus
Receiver for Web#} -1 | ®URL (Fu
T=bT7TADT FLZ/NIP (Fu
STAOURLE & U'STADID (Fw
TNTOATF > DFER (Fu
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10. [Import] &2 1) v o L 9. StoreFronttr—/N—p\H—/N—FIL—FIZEFNTWBIGE. 1 >R—bLizFr— Uz
1B ELE JIL—TRAOMBD Y —/N—ICREE B D L ) ITKRDDB A v 2—CHRRENET.

1L =Tl #2YYvoLET.

AOARAEY — /=188 % 1 R — T 5mE(E. ERCDFIREERYIRL £7.

=z

1=

Mor—bo A4 5ERT 5L ) 123041 T « 7Citrix Receiver& R L TOWAEWEE, A MTFOTF7AILMT— I M4h F1T 1
7 Citrix ReceiverhV&&e I ERT 27— b V1 &40 ET. A MNTDT— b7 TAHBREINTWEWGEE, ZIP7 71 ILh b A >
K= EINEIBBDT— I =4 H. R4 T « JCitrixReceivernMERT 2T 74 b — I A28 ) FT. BTH— oo
HAUR—FLTH, R IMTICREBADT I A I M=z IEESNEHA.

Read-STFNetScalerConfiguration

o INIEO S F > LT BStoreFrontBIRENT R by FIZZIP7 7 ILEaE—L £7.
o NetScalerdZIP7 71 ILORB A X IZHARAA. A>TV ZMEAFERBLT7 7AIZEEND3I DD — b 1%
MERL£9.

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Read-STFNetScalerConfigurationa~ > KL+ k (AL T. NetscalerdZIPA LR— by —2hvh X E ) NIZHEARAA
123205 — x4 ATz bERRLET.

$ImportedGateways.Document.Gateways[0]

$ImportedGateways.Document.Gateways[1]

$ImportedGateways.Document.Gateways[2]

GatewayMode
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CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : hitps://emeagateway.example.com/

Address : https://emeagateway.example.com:443

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StalLoadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : Domain

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model. Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:444

GslbAddress : https://gslb.example.com:443

VipAddress

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.




: {STA298854503, STA909374257}

StalLoadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType : DomainAndRSA

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model. Roaming.NetScalerConfiguration.ReceiverForWebSite}

GatewayMode

CallbackUrl : https://emeagateway.example.com:445

GslbAddressUri : https://gslb.example.com/

AddressUri : https://emeagateway.example.com/

Address : https://emeagateway.example.com:445

GslbAddress : https://gslb.example.com:443

VipAddress

: {STA298854503, STA909374257}

StalL.oadBalance : True

Certificate Thumbprints : {F549AFAA29EBF61E8709F2316B3981AD503AF387}

GatewayAuthType :SmartCard

GatewayEdition : Enterprise

ReceiverForWebSites : {Citrix.StoreFront.Model. Roaming.NetScalerConfiguration.ReceiverForWebSite}
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d—JLs\y ZURLAEFEEH S (ZImport-STFNetScalerConfiguration& {4 %

IREO S A > LTWwBStoreFrontEBENTR I by JIZZIP7 74 I)LAE—L £9. NetScalerddZIPoA > R— ps5y
g=2hE AR ICHRARAI. ATy ZMEEFERALT7 7AIVICEEND3I DDA — b (M aMERL 9.

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfigurationa~> KL b &AL, BELTS— T 1A 2Ty R%IEFE L TStoreFront|ZH L
W3DDT— b xA 5 R— ML FET. -ConfimSFalse/s5 X —& —A{FEFHAY 2 Z & C. Powershel GUIA LA — Y =
ADAR= P &EIDIDHAIT B L ) ITKdLN () £9. LEICIODTF— b Iz %1 R— M 2IHG. Z0/1X3
A—=Z—(FRBRL T Z& 0,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -Confirm:$False

MEBENOII—IL/Ny ZURLEFERE L Timport-STFNetScalerConfiguration4 {4 3%

Import-STFNetScalerConfigurationa <> KL+ b & -CalbackUr/ X5 X —& —#{EAL . EFEDa—IL/Ny 7 5FEEL T3D
DF LW — b o &StoreFront~ > HE—F L FT.
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$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -CallbackUrl "https://emeagatewaycb.example.co

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -CallbackUrl "https://emeagatewaycb.example.co

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -CallbackUrl "https://emeagatewaycb.example.co

Import-STFNetScalerConfigurationa{fFRAL TA > 7R— F 7 71 ILIZHMES W TW 38R EA LEX LB —IL
/Ny ZURLAEFERET B

e Import-STFNetScalerConfigurationd <> N L+ b & -CallbackUr/ X5 X —& —%{ERL . EE50a—IL/\y 7 53EEL T
DO LT — b7 A &StoreFront~A > R— L FT .

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 0 -LogonType "SmartCard" -CallbackUrl "https://em

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 1 -LogonType "SmartCard" -CallbackUrl "https://em

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -Gatewaylndex 2 -LogonType "SmartCard" -CallbackUrl "https://em
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NetScaler Gateway3E4ta% E D1 K,

Nov 27, 2017
UTDRRITlE. A=Y —HRNTIZT 7 2RY B & IZEHAT B NetScaler GatewayIRIFEDFMAEFH L £
StoreFront CoWebFront GatewaydiEaiZ DWW TEEL < (E. Using WebFront to Integrate with StoreFront ; &8 T
&y,

NetScaler GatewayIRIENDER A E B4 21583, ¢ DNetScaler GatewayA#ZHL TR FPIZT7 2R T 51— —(ZEE
NAABML T, Citrix ReceivermdsR B A BH I BT { 12& L, R bk PCitrix Receiver for Webtr o+ AMEREEADIHE .
dA—H—(F¢DH 1 FHhLEHNCitrix Recevery O 3 =207 71 ILAEANFTE 9. Receiverfor Webt 1 + A&
AT WREF, BBENR N7/ O a0 7 74 ILAET o ZR— ML Ca—H—IZRHEL 7.

BE B —\—IZ L 2 BERETIE. #OY—/N—LETRFIZY == I —TOERAEEE LG WTL &0, RE
ADEIH D —sX—_ETCitrix StoreFrontEIE 2/ —LARERFICEITL TOWVEWI E AERL T 3w, EEATT L
5. BROEEA Y —/N—2IL—TIZRBE BT BRERDIIHAI DY —NN—5FH L 7.

dA—H—(ZFRR&E N BHNetScaler GatewayIRIEN AR #ZEE L. NetScaler Gatewayo( > 75 Z b 5 7 F + DARFEH —/3—,
A—H—A7F>RA FOWRL BLURME-—FE2EET 2I12(E. [2BEENEE] 227 &AL £7.

1. Windows? [R&— ] BEF (3 [77)] BE T, [Citrix StoreFront] X IILaI v o LET.

2. Citrix StoreFrontBIE 3 —ILDERA > T[A MT7] /—F&EIRL T, [NetScaler Gatewayh&EE] #21) v o L
7.

3. NetScaler GatewayD BEIIRIEIZHH ) T WEHTAIEEL 7.
Z I THREYT BRAEBHI—H —Citrix Receiver|ZFR/RIN E T . 6Dz, I—HF—HMFEMT S NetScaler Gateway %
FITL 9 W& D 12, BRNCBEEBRABDIMUELDH ) £, 1L AF. T—F—HBFDOWDIGHMIZE&EEFL
NetScaler Gateway A B (ZAFETE 54 ) I, RARBICHIPERAZDD N TEFT.

4. BRERRBORMEY —/N—Ft-(F21——0 7 F 2 RA > b (Access Gateway 5.00i5E) OURLAEANIL 9. REFRIETC
FATAIRBON— a5 ELET.
StoreFront BRBFIRIEHFQDN (Fully Qualified Domain Name : 52886 K X 1 > &) (F—E=T. NetScaler Gateway{RAg
H—/N—DFQDN ¥ 7 2 6D THDNEHH L) £9., StoreFront & NetScaler Gateway{R48+H—/x—|Z[8 UFQDN A {#
FTAHZLEYR—FEINTUWEHA,

5. RBAERIE TAccess Gateway S.00EITENTWBIGEE. FIA7.(2EA T . tnSraimEd. HEIZISC TNetScaler
Gateway7 72 A TP ADY T3y PP KL RBEFEEL 9. Y7y NPT FL X(&. Access Gateway 937 75 1
T ADBEFIATT A, thd ) BORGN—> 3> TlEH 7> 3> TY.
YTy T FL R(E, NetScaler Gateway THERR v F T —2 DY —/N—  BET B, I—H—F/\1 XA K=
EOICERTBIPT KL ZATY. ZDOT ML X[, NetScalerGateway7 774 7> ANV Y 7aANtzIPT FL 2 TH 53
&bd ) £9. StoreFront(s, 7Ry MPT FLREFAL T, ZEEBRIEBEHINTOUSTNAS ZALREEFEINTL
BDHIEIDEHREL 9.

6. 7754 7> X TNetScaler Gateway 10.1 - 11.0, Access Gateway 10 - 11.0. F 7=(FAccess Gateway 9345 F1TL TL\%35
&3, [OT7F>nfEHE] O—EH 5. Citrix Recever—H—RIZT 774 7 R THB L =58l AiA % EIRL £9.
NetScaler Gateway 7 7' 5 1 7> R BT 2BIERIZ. X b 77O a7 7/ IILIZENENET. ZhiZL
(). Citrix Receiverld. 7774 7 > A~DYEIFELGEF I CBY L HGERAEEFETE DL 7.

e 11—t —mMicrosoft Active Directory N X o > DERIFHR AN I 2HE(E. [FX12] #BIRL T,
o tXxalTA b= hBBIETRH =0 - FEANZEREHEE. (EFa2) T b—o2] 2BIRLZT.
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o I—H—DF A VERBREEF 2T A =0 D BBIETH =20 A= FOBAEANSIEZIHEE. [FX
1o6L0EFa2 )T b—o2] #BRLET,

¢ TERIXAYE—UTRIFEIND T RAL/INRT—FEANZIEZI5E(E. [SMSRAL] #FIRL 9.

¢ XAV— A= FAEBALTPINEANIEZIGEE. [RY—FA—F] #BIRLET.

AV = A= N COREICHEAE C 58 ICRBORALAEAFERTED L HICT DI [RY—FA—F 75—

Ny 7] OB L REDRBAFAEAERL £7.

7. FEBPIRIZ TNetScaler Gateway 10.1~11.0, Access Gateway 10~11.0, Access Gateway 9.3, F 7-[FB—0Access
Gateway 507 /'S4 72 R &HFEITL TWBI5E(%. NetScaler Gateway:Raf —E RDURLE [ —)JL/Nw 2 URL] 7Ry
I ZIZANIL £9. URLOBRERLDAIEBRICHTINET .
TTS54 T AONEURLAE AN L 9. StoreFront(fNetScaler GatewaysRaEH — & 2 (234t L T. NetScaler Gateway

DO DERDBEETHEDT T53AT oA THDZ L 5aHERLET.

StoreFrontTAccess Gateway 5027 5 R X —NDT 754 7> ADIPT FL X £1z($FQDNAIBM., #w&. F 73BT B(C
3. [T72A4720EE] 227 5EAL£T.

Access Gateway 5.0 5 X & —dAccess Controllerty —/N\—TE{TL TW AR —E RDURLAIBN, 4wEE. F7-(3HT
BIiE. (AL MRAEEBAMIZT D] KRR 5FALEYT. —BICEHOY —/N—DURLEANT B & . ¢DIEHIZE
DWT 7 z—)bA—/N—&hFd. StoreFront TlFatr —ER&FAL T E— bA—H—pRatcn 276, JE— |
A—YH—=HRITPIZTIERT DL XIZERIEREBANT 2LEEIH ) A

dA—H—tviarF4oy b #1873 %Secure Ticket Authority (STA) H—BABH L1-1). &V a  BEOEFHES
WA LT-V) 9 B(2(%. [Secure Ticket Authority] & 27 A (R L 9. STAIZ. XenDesktop# & U'XenAppt—/N—T7R
bEh, BEERICKEL Ty arFry b aRTLET. Ly arF4 v M. XenDesktopd & UXenApp!) V/ —
ANDT T2 R % ibdll s & UERT Bz DEAKEEETT .,

1. Windowso [Z&— ] BEZ /-3 [77)] @@E T, [CitrixStoreFront] R1IL&x2 ) v oL %7,

2. Citrix StoreFront&EIH 2>/ —ILDERA > T [R 7] /— FAEBIRL T, 4R+ > TNetScaler Gateway REiIRIE %
BIRL 9. [H8E] X+ > [NetScaler Gatewaym&E#] #2) v L %9,

3. [Bm] #21)vo LT, STAY—/N—DOURLEANL 29 . —BIZEBDOSTAOURLEANT &, ¢tDIEFIZEOWT
Jz—ILA—/N—&NFTF., URLEZEEF 5(Z(F. [Secure Ticket Authority URL] Rv 7 ZD—EBTI> ) 5#IEIRL
T [4w&E] 22V v o LET. HEDSTALE Y aF4y PERBLAWVWEL HIZTSIC(E. —ETURLAIEIRL
T B 22V voLET.

4. Citrix Receivern*B BRI B4 A F1T79 BRI, YIMTL /-t v > 3> % XenDesktop# & UXenApp THIWL MV - £ (129 52

[F. [Ey>aBRMVRIFEEBNITE] Fv IRy o REFIZLET. BROSTAREBR L -RIE Ty a>
BEHORFFEAEE B ICERATESLHIZT2ICE. [TREAIGEIE2DODSTAIZF 7y F BRI B F v IRy I R %E
L ET.
(TR BB E2DDSTAIZF 7y b aBKRT B FT v IRV IREF L ZTHE., Y a3 DBEFTIODSTALMER
TERL-HTHA— -ty arphransigung 52, StoreFront|Z L V) 2DDRALBSTA LYy 3> F4y b
HEIFE N F 9. StoreFrontAE B L DSTAIZE T 7 E A TERWES(Z. B—DSTARFRT 2L HIC7+—Ib/Ny o2
nfqd.

[3&4E] 1> T. [NetScaler GatewaymEH] o [HIfk] X R 5{EAL T. NetScaler GatewayREIREDF4l %
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StoreFrontA S HIER L £ 9. NetScaler GatewayIRiEA BI85 ¢ . 1—H— (3 ¢tDOEBEIREAZHL TR M FIZT72ERT
ERANKEA) I 3 BN
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NetScaler(Z & 2 BfHE

Nov 27,2017

ZITiE. amaEmAIcNetScalers AT 57O ICBRGBRICOVWTRL £
StoreFrontt—/X—2")L— 7" ¥ NetScaler&fr s #L ks AL

NetScaler& /5 E1$ & UrStoreFrontt—/\—(Z 39 B SSLEFBAZE DR
Y=N=TN=THDY TR ) T 3 REREFHSREAEY —/N—DIER

BRI EEStoreFront Y —/N— 7 IL— 7O

Citrixtq —EXEZ&X—

[@ L NetScaler Gateway” 7’5 « 77 > X _ENetScaler Gateway$ & VAR BURAEY —/\—

NetScalera{§ - TStoreFronttr —/N— 7 )L— 7 5 BRIDET DIHEDIL—T /Ny oA T 3>

BfsEStoreFront o B TE

I T, TRTOT T« 7 BRI EERIZ2 DA Lo StoreFrontt —/N— A & ¢ StoreFront 4 —/N— 2" )L— 7% BRI
BARIZIOWTHBL 9. F1-. == IL—T DT ~ThHStoreFront / — K CCitrix Receiver/Citrix Receiver for Wet
HHDZEEREBRNET B7-8. NetScaler? /54 7> A &MY 2 AikE . NetScalerx 7z(3H— K/X\—F s»pa—t
N Y —TERT SO L L StoreFront EZ X — AT 2 AIRICOWTFEL CFBAL £ 9.

BENBWEROBAIZDOWTIE, BRD "ToF A1 & ToF A2, #SBLTIEE WL,
TR SOtz IRE

o B—t—/N—IL—TRD4HD>NHWindows Server 2012 R2 StoreFront 3.0/ — K,
o /IMESGE L rCookielnsert “sticky"BfraEHICHERE i1 DDNetScaler 1050 — K /X5 o —,
e Fiddler4.0f & trcCitrix Receiver for Windows 43531 > X b —JLE Nf-1DDOWindows 815X b 14T k.

HTTPS #9258 ICARNIENHI N 5 REDSSLAIAER#
= b oA e —N—AAEDFERAIEDEL €7 a s A2#8BLTZE 0,

P FIRERRHEREA SARAZE A BT 2. /3T R —T A XA L RITL L D) & T DRI, IRDOF T a3 12 D2WTHEET
L%d.

e A7 321 : *examplecom™) 1 JL K 7 — FiEBAE % NetScalerBfRiHE{RAEH —/N— ¥ StoreFrontt—/N\—2')L—"7 / —
FOBEATERT S, Zhicd iR 2 BRELI N, BRNIZIFAHELEBE &R Z 2 0HER CBMoStoreFrontH—/x—
BIEOGT YA TEET,

o A7 a3 27z bDFIE (SAN) A& F N TULBAEEAE 5 NetScaler& i/ #{R A8+ —/ \— & StoreFront +—
IN=T =T /= KOBEATERT B, F_THStoreFrontH —/N—DTTEMBEE K X 1 >4 (FQDN) & —3§ BiEAEP
DEMDSAN(ZH TS 3> TIH. Tl b StoreFront REFRIEICEZBMN b -8 b 5710, #HREINET, X —
LR —Z2DtgH discoverReceiverexample.comBNDSANA &8 £ 7,

A —ILR—2OE O IZ > UL TE. http//blogs.citrix.com/2013/04/01/configuring-email-based-account -
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http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_0
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_1
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_3
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_4
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_5
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway/load-balancing-with-netscaler.html#par_anchortitle_fc6a
http://docs.citrix.com/ja-jp/storefront/current-release/integrate-with-netscaler-and-netscaler-gateway.html#par_anchortitle_e8b7
http://blogs.citrix.com/2013/04/01/configuring-email-based-account-discovery-for-citrix-receiver/

discovery-for-citrix-receiver/ & 2MB L T F2& Ly,

i AIBECRIEM T SN TV RMEBEF —4 T RR— F TERWGH(IF, T TI/RR— 925G, AEAEICEIN AT

SN TWBREF —(IFITTE £ 8A. NetScalerBRIHEURIEY —/N—_EFEAZE ¥ | StoreFrontt—/N\—Z)L—7/ —F

DREAE L W) 20DFHEDEAEAERAL £9. CHoDiEICL Y T2 27 FOREHIBETT.

Example Web server certificates

Option 1: Wildcard certificate

Option 2: SAN certificate with every StoreFront server

Certificate Properties n Certificate Properties “
. Subect | General | Extensons | Arivate Key A Spect | Geraral | Extensions | Provate Key | Corsieation Autharity | Soratre
s The subject of a certificate is the user or computerto which the cerificabe is issued. You
Tha subpect of & certsficate s the user or computer to which the certificate o maued. Yoo
can enter informstion sbout the types of subject name snd skemative name values that can enter informatson about the types of subject name and altemative name values that
can bee used in 8 certificate. can be used in 3 certificate.
Subject of cotificate Subpect of cetificate
The user or computer that is receiving the certificate The user or companter that i recenving the certificate
Subject name: Subject name:
Type CH=" eample.com Type CM=storefront exmple.com
Common name ]~ Add » Common name - dd
I
o=  Remaove ke < Remove
Alternatrre name Alernatroe name
T
e ErT— stoefront campie.com
oo = ons " dggverfedenatt auample.com
2012F2-Aexample.com
" Val
e Add s Add » 2012028, cample com
anlﬂ-(mmgcm
« Remawe « Remene el s
Certificate Properties ﬂ

i, subgect | Generdl | Extermons | Private Key AN subject | Gereral
A tnendly namse snd desorplion will make it easier 1o sdesiily and upe o certificste.
Frognddly name

wildcardesample com

Description:

Frigndhy name:

Deseeiptazn:

Common Properties|

Certificate Properties ﬂ
2N subject | General Extensions | Private Key m

Eey usage -
The key usage extension describes the purpose of a centificate.

Awsilsble options: Selected options:
CRL signing Digital signature
Data enciphemment Key encipherment
Decipher only

Encipher only Add >

Key agreement

Key centificate signing

< Remov
Mon repudiation sk

[[] Make these key usages critical

Extended Key Usage (application policies) ~

An application policy (called enhanced key usage in Windows 2000) defines how a
cedtificate can be used. Select the application policy required for valid signatures of
cestificates issued by this template.

Availsble options: Selected options:
Client Authentication ” Server Authentication w

OpenSSLA&{#E>1-. Windows CAH S EITE hi-AlZENDNetaScaler7? 7S A 72 A~DA > R— b

Certificate Properties ﬂ

A friendly name and description will meke i eatier to identify and use 2 certficate.

Horefront exampledoe

Certificate Properties
£\ Subject | General | Extensions | Private Key
Cryptographic Service Provider
Key options

Set the key length and export options for the private key.
Keysize:  npg

[+ Make private key exportable
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e WInSCP(%. Windows= < A NetScaler? 71 L A5 LD T 74 IWEENZ BN DER DY — K/X\—F 1 &Y —)L T
9. M R— bTBIEHEA . NetScalery 7 1)L R F LR/ nsconfig/ssl/ 7 # )L X —IZaAE—L 7.

e F7-. NetScalerETOpenSSLY —)LA{FEB L T. PKCS12/PFX7 71 LA SLEEHE ¢ £ —4A3hE L. NetScalerc{EB T
%= BPEMIER T, 22DRI%xDCERT 7 A JLE KEY X5097 7 A ILA1ERT B Z ¢ AN TE 9.

. ZOPFX7 74 JLA NetScaler Gateway 7 7' 5« 7> R £ 1-(3VPXg¥nsconfig/sslicaE—L £9.

. NetScalerav> FZ 144> &—7 /4R (CLl) %#BZ 7.

"Shell, ¥ A\A1LTNetScalerCLIA#FAL . FreeBSDS T)LIZYI) X 9.

CFAL o M EEET B0, cd /nsconfig/ssly ¥ AN ET.

. openssl pkcs12 -in .pfx -nokeys -out .cer&={TL . BHIND X v E— IZHE>TPFX/XRT—FEANL £

. openssl pkcs12 -in .pfx -nocerts -out .keyA#F{TL. BEHED X v Z— IZHE>TPFX/NXRT—F A& AN L T, RICHE
F—DOPEM/NZR 7L —X%FREL TKEYZ 7 A LA REL 9.

.Is —alaR4FL . /nsconfig/ssl/RIZCERT 71 ILEKEYT 7 A ILAEE (ZERIN-Z & # R L £ 9.

FExit ; ¥ AS1L TNetScaler CLIIZRY) 7,

oA W N R

o N

A >#4— F1EIZNetScaler CSSLEFRRZE DAL,

1. NetScalerB2GUNzOS 4> L 9.
2. [Traffic Management] > [SSL] > [SSL Certificates] ?IEIZIERIRL . [Install] 521 v L $9.
3. [Install Certificate] =7 « > N CilAZ  MEF —_TLE&EANL£7.

e 0 NetScaler7 7 L 2T Ldd/nsconfig/ssl/ T.cermifBiZ 7 7 A LA BIRL £,

e 0 ALHBmINLMEF—45BL key7 71 ILAEIRL £ 7.

Install Certificate

Certificate-Key Pair Name™

wildcard.example.com

Certificate and Key files are stored in the folder /nsconfig/sslf on appliance

Certificate File Mame®

wildcard.example.com.cer ‘ Browse

Key File Name

wildcard.example.com key ‘ Browse

Certificate Format

® PEM DER
Password

Certificate Bundle
| Motify When Expires

Motification Period

30

o [

StoreFrontt —/N\— 2" )L— 7 BRI EHDDNSL O — N DR
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IR - HFAFQDNAIZDNSAE S UPTRL O—RAEKL £9. RV b T—0RDIZA4 T MMIZDOFQDNA{FERL T,
A— R/NS > —A{EHAT BStoreFront —/N— (27 7R L £7.

5] - storefront.example.compMRAEH —/N—{RABIP (VIP) DOEFNELE RIR,

F )AL o547 b &NetScalerO— K/NxZ 4 —[]. F#-NetScalero— §
INT =2 22 ko StoreFront 3.04 —/N—fid T KV —T > FOHTPPS
443+ ¥ 1 TS,

DO F)FTIE. R— MA3AFERT IEFEI Nt-StoreFront EZ X —pMERaI N E T,

1. NetScalergIBGUIIzOZ 4> L 9.
2. [Traffic Management] > [BfH#EK] > [H—/x—] > [BMN] DIEIZIRIRL . 4>dDStoreFront / — K & ¥ ¥hiB

mLcaEaamIeEd.
| = 4 x 2012R2 StoreFront Nodes called 2012R2-Ato -D
3. IPR—2Z2D Y —/N—#AER L. &StoreFront / — FDH—/N—IP7 FLZAHANAL F9.
L&

+ System NetSca » Traffic Management » Load Balancing > Servers

Mame State IPAddress / Domain

2012R2-B

PO12R2-( Enabled 172274492

r v - -
- o

2012R2-0

1. NetScaler&gHGUzO 4> L 7.
2. [Traffic Management] > [Bf9#] > [E=&—] > [BiN] DOIEIZEIRL . StoreFront AFUHTH L VWEZ R —

HEBMLTIRTDOT 7 A M REEAZITANET .

3. [Type] FRYTX7>D—8H 5 [StoreFront] A#EIRL 9,

4. BFTEURABY —/N— ¥ StoreFront TSSLiEG A fFRA L TWL\5In&(d. [Secure] F v IRy IR eF (2T HHE
HHh) 9. tOMDGEIEATDEFIZLET.

5. [Special Parameters] X 7 TR b 7&ATEEL 7.

6. [Special Parameters] & 7 [Check Backend Services] F v IRy I RE&FAIZLET. ZDOA T a3z,

StoreFrontt —/N—TERH—E ZRDOFEITHAEINZ/A V) F 3. StoreFronty—/N—TFE{TF B Windowstr—E X% 70—
7L CStoreFrontty—E ZABR AN, FITPRDT N ThHStoreFronth—E ZOMREEAIR X £ 9.
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Standard Parameters Tab Special Parameters Tab

Create Monitor 4+ Back
Name*
[starerront Configure Monitor
Type"
I 1 Name
STOREFRONT ¥ -
: ) StoreFront
Standard Parameters Specal Parameters Type
rerel , STOREFRONT -
5 second . ' '
Destination IP Standard Parameters Special Parameters
IPv

Store Mame
Response Time-cut

3 | | second v Store

Storefront Account Service

Destination Port
r | ¥ Check Backend Services

Bound Service

Dievwins Time

> s : | o

»*| Enabled
Reverse

#*] LRTM (Least Response Time using Monitoring)

LY —EXZIL—7HNT. Aflld [Members] + 7> a3 &BIRL, H—/N—t7 S 3> TRAIERLIZTRTD
StoreFrontyr—/N—_/— K &BHL £9.

2.SSLR— M AEREL. &/ —FIZ—EDY—/\—IDAEML $7.
Create Service Group Member

! IP Based '® Server Based

Select Server®

‘2012R2—A_. 2012R2-B, 2012R2-C, ‘ > ‘ rd
Port*

ort

43 |

Weight
\1 |

Server Id

! |

Hash Id

State

=3

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.164



3. [Monitors] % 7 THIIZ{ER L 7-StoreFrontEZ & —% &KL £ 7.

Monitors
Add Binding
Monitor Name Weight State
StoreFront 1 W
Close

4. [Certificates] & 7T, AIZA > AR—F LISSEAEA/NT > FL T,

5. ABNZ A > 7R — | L1=SSLABAENZE A IZEA S M- CAILAE & PKIF = — SO —HO A BEMA D B ¢ DIIH D
CAZNAL U FLET.

ServiceGroup Server Certificates Binding

Add Binding |

wildcard.  .com

1. NetScalerFIBGUIIcO 4> L 9.

2. [Traffic Management] > [EfNE] > [{RAEH—/x—] > [BMN] ONEISEIRL . FTLCMRAES —/N—AERL
3
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3.{RAEH —N—BOBRAE AR EEIRL £ 9. StoreFront BB CHBNDEIR (L. [round robin] F7#-(F [least
connection] TY .,

Method X

Load Balancing Method®

| LEASTCONNECTION v |

Mew Service Startup Request Rate

Mew Service Request unit™

| PER_SECOMND v |

Increment Interval

4. BIZHERL L 1-Service Group & B ERAEY —/N\— (/N1 FL £7.
5. ABNCH—ERZIL—T12/31 > K L= 2 R USSLE L U CATERAE & B0 BRI —/N— (N1 FL X7,

6. ARNBREY —/N—X Z 2 —"h 5. AIIZH S [Persistence] A#EIRL T, /X\—2 ZTF U ZAAR
HCookielnsert (275 £ HIZEREL £,

7.cookielZ &R A {HTF 9. =& ZF. Ty ZBZFiddler f L — X TR2IFX3 UL & 9 INSC_SFPersistence ¢ L
VR AEITET.

8. /NI Ty TIN—LRF 2% [None] IZEREL 9.

Persistence X

Persistence®

| COOKIEIMSERT M

Time-out (mins)*

2 |

Cookie Mame

|NSC_SFPerSistence |

Backup Persistence

Backup Persistence

| NONE M

Backup Time-out

2 |

IPvd Netmask

|255 . 235, 255 | 255 ‘

IPv6 Mask Length
|'I 28 |
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SF A2 :SSUERT -S54 7> b &NetScalerm— K /N > H—RDHTTPS 443
B, bLUA— N7 oY= #nEDStoreFront 3.04—/N—fEOHTTP 80 #&

=+

D) A TIE. AR— F8000%(EHY 27T 7 # )L b DStoreFront EZ X —HMERI N F T,

1. NetScalerB2GUNzO 4> L 9.
2. [Traffic Management] > [&f4#K] > [Y—/N—] > [1BM] DIEICEIRL . 4DDStoreFrontt—/N—%th¥h

EBML CATIBEEET.
5 = 4 x 2012R2 Storefront servers called 2012R2-A to -D
3. IPR—ZXDY—/N—#EHAEFR L. &StoreFrontt—/N—DH—/N—IP7 FL X2&HANL £7.

L

+ System MetSca % Traffic Management % Load Balancing 3 Servers

MName State IPAddress / Domain

172.27.44.92

- v - -
s B Dy s
Ft

NetScalergi#GUliCO s * > L £9.

[Traffic Management] > [Monitors] > [Add] DJEIZEIRL . StoreFrontA#FUHETHLWEZR—ABMNL
ElR
FLOWEZR—DAFEAAL. TNTDOT 74 FDREEXZITANET,

[Type] FAY 7R XZa—H5 [StoreFront] #EIRL £,

[Special Parameters] & 7 TR F 7&&TEEL £,
AR— M2 8000, # AN LT, &StoreFrontty —/N—TERINDT 74 I PDEZRX—( AR R E—BIHFT.

[Special Parameters] & 7 C [Check Backend Services] Fx v Ry I R&FAIZLET. ZDOF T aizkh),
StoreFrontt —/N—TER Y —E ZDORITHEIZA V) F9. StoreFrontH —/N\—TF{T§ 2 Windowstr—E R % 70—
7 L CStoreFronth —E 2 BRI N, FITPDF ~TDStoreFrontth—E RKENR SN £ T,

N

No v s~ w

1 Y—ERITI—TRHNT. GRIDA L N=F T2 a L HBIRL. H—/N—12 > 3> TURTERL /-9~ ThStoreFront
Y—nN—/—FHEEMLET.

2. HTTP/R— p A#80IZRXEL . HH —/N—(Z—ENH—/N—IDEEML £7.

3. [Monitors] % 7 THIIZER L 7-StoreFrontE= X —%&IRL £ 7.
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L

[Traffic Management] > [Ef9EK] > [REEH—/N—] > [BM] DNECERL . FHL MRS —/N—5ERL
7.
ARBEY —N—HMERT B AR AREEIRL £ 9. StoreFrontBfra#CHIBNEIR(Z. [round robin] -

(% [least connection] T39 .

. BIICHERL L 1-Service Group & B ERAEY —/N—(CNX1 > FL £7.

4. PBNZHY —ERZIV—=TINA 2 P LIz E R LSSLE & UCAEHE & A ABUEARY —/N—(CN1 > FL £

E: 27472 FHHTTP Cookie A RFETE L UWNGEEIT. BBRDESKIZHTTP Cookien'& iy { 7x ) IN\— RF >
RFBEAREINFHA.

. B ERAEY —/N— X Z 2 —H 5 [Persistence] AERL T, /N—2 X7 2ARAHCookielnsert ¥ 703 & 9 (25&
ELET.

. cookielZZRTAAFT T . =& Z1E. TNy I (ZFiddler s L —XTRD(FX 9L & 5 INSC_SFPersistence & L\ &
T ET

LNV O Ty TIN—2 AT 2% [None] (ZREEL £9.

Standard Parameters Tab Special Parameters Tab
Create Monitor 4+ Back

StoreFront Configure Monitor

STOREFRONT
StoreFront

Standard Parameters

STOREFRONT

Parameters Special Parameters

Store

Storefront Account Service
| | Check Backend Services

BRNEREY —/N—&ERT BHIC. KORICOWTHETL 7.

o A7 a1l B—REY—N—DER : A —Y— 7T 1 v I DHFEERA. N7 r—2arbBLUTRY

by TDICARBINA A FITT 35613, DELRDIIINTINTTY (WA, M OBEF T NHABELRTNTTT) .

o A7 a2 i A —N—RTOER : N7 7 )= arELUTRI by TDICARENARITT B 1-0ND1——
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ST 4w o DERSEAICID, YT RO T a TR EHRMEOEFSEAICEH )10 (KREVILFH 1 bR
RIED2O Lo &R E fzStoreFront Y —/N—J L= TH TR0 ) 7o 30 F— R & R B 2156820 AH
).

HIEEA (2 B % DIZFTIZd B2 DA EnStoreFrontr —/N— 7 IL— 7 THEREI N BV ILF 51 + BEREDIGE. RHRIZTIL
WA FE->TH TR 7 arTF—aaE@RTx 9, StoreFronth 7220 1) 7o 3> L7 —2 32 (FTCPH— | 80¢
HERT 51280, BEDARFAEREY —/N\—&HTTP;R— F80F /- (3SSLA43THEART B L3 T FHA. ZNH—EZR
IZX L TEWAT At AR 31213, BEERD&NetScalert2>BNDRABH —/N—51ERL L T. &StoreFrontt—/N—2")L—
TDOTCPR— p8OBABRHHIL £T. LT r—2 a3 R P a—ILAaHERT 256, Y7220 7S a RREY—
IN=DARIEIPT FLRE =BG B2HY—N—F =TT FLREELET. H—N\—JI—TT FLR(E. ¢tDHMIZHD
Y=N=7 =T DO—FNZ Y —DFQDNTH 2MEHLH ) £7.

HT7R) T a RN —E R ZIL—T DR

1. NetScalerB2GUNZOS 4> L 9.

2. [Traffic Management] > [Service Groups] > [Add] DIEIZEIRL . HFLWH—ERZIL—T7%EBML $7.

3. 7O s [TCP] IZEEL 7.

4. Y—ERJIW—7RHNT. Afllo [Members] 7> 3> &#BIRL., H—N—t 27> a > TURAIERLI-T TN
StoreFrontH—/N—/— N #BML £7.

5. [Monitors] K 7. TCPEZX—%EIRL 9.
Monitors
Add Binding
Monitor Mame Weight State Passive

teo 1 o x

Close

== I —THEDT TR ) T 3 RIB AT EURAR Y —/ N—DERK

. NetScalergiBGUli_Oo o 4> L £9.,

[Traffic Management] > [Service Groups] > [Add] DIEICEIRL . FILWH—EXTIL—THEBML £7.
. BRISHEOFIEIC [round robin] A#38EL 9.

. 70ka% [TCP] IZEEL F7,

. R— P ES(2(3443TlE (. 808 X ANLET.

=

A wN
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Load Balancing Virtual Server

Basic Settings

Name*

2012R2A-D-Synch

Protocol*

TCP v

IP Address Type*

IP Address v
IP Address*
-172 . 27 . 44 . 179 IPvE
Port*
CitfixsubscriptionsSyncUsersiyon X > /x—< vy 7

For StoreFront server A at Location A to request and pull subscription data from server B at a different location, server
A must be a member of the CitrixSubscriptionsSyncUsers local security group on server B. The
CitrixSubscriptionsSyncUsers local group contains an access control list of all remote StoreFront servers authorized to pull
subscription data froma particular server. WARY 722 ) 7o a v BHIOGE. Y720 ) 7o aTF—R&57ILT 1
&. H—/N—BHH—/x—ADCitrixSubscriptionsSyncUsers w4+ 1 1) 5 4 ZIL—T DX L IN\—THHHEHH ) £7.

4 ¥ Local Users and Groups é Guests
| Users
| Groups
b (8 Performance
= Device Manager
&5 Storage
= Disk Management
Fy Services and Applications

& Hyper-V Administrators

5 _UsRs

& Network Configuration Operators
& Performance Log Users

:h_: Performance Monitor Users

ji: Power Users

&% Print Operators

.}h_,‘ RDS Endpeint Servers

% RDS Management Servers

B/ RDS Remote Access Servers

#% Remote Desktop Users

&% Remote Management Users

M Replicator

B Users

& CitricClusterMembers

I CitrisCWServiceReadUsers

I CitreCWServiceWriteUsers

I CitriDelegatedAuthenticatorUsers
& CitrinD elegatedDirectoryClaimFactorylsers
& CitrinPNRSUsers

& CitraSubscriptionServerUsers

# CitraSubscriptionsStoreServicelsers
¥ CitroSubscriptionsSyncUsers

& WinRMRemoteWMIUsers_

Il <] [

1. NetScalerBf N RIEY —/N— LIZBHa - R CEAEZE L MBS — 5 Y —/N\— 2 IL—THRDOTRTD
StoreFront / — Rz >AR— L 9.
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2.9 ~ToStoreFront / — FDISIZHTTPS/NA > R &AERIL . ¢ ZICZNL WAL > AR— b LizatBAE A /N1 > P L

9.

W Start Page | - + W (in - [=h Shew All | Groon e Ares . 58,

. Site Bindings Pl x
Type Host Mame Port IP Address Binding Informaticn Add...
https 443 *

Remove

Type: IP address:
|http5 | |AII Unassigned

Browse

Host name:

[] Require Server Name Indication

S5L certificate:

| storefront.  .com

Cloze

3. —=N=TI—T DT TR/ — FiZStoreFronta 1 > X b—JLL £ 7

4.StoreFronta A > X b—JUEIZ. 7247 /= RKDORAX fAR—ZURLAY—/N—=FIL—T DT NTH A /8N—(Z
SO TERENDZEBFQDNE 4D L HICEREL £9. HBL (CN) F/- 3T 722 FDfl®E (SAN) & L TERSA
HENI-FODNAELILAEAERT 2HBELDH ) 7.

TNetScaler& A #$ L UStoreFront—/N—[ZX9 BSSLEFRAZEN/ERL AL T E& L,

5. ¥fAStoreFrontiWMATE T L1-H. &/ — F&EIEFIZTZ747) /—RA&ERTIIH—/N—JIL—7IZ2&ma v %
7.

6. MY —/N—(ZXF L T [Y—/—FIL—T1 > [H—/x—DiEM] > [Copy the Authorization Code] DJEIZEIR
LEd.

To authonze this server, first connect to a server in the group and choose "Add - g~ erver Gr
Server”. Enter the provided authorization information here. o 2012R2-8" added to 5 Group

Authorizing server: | 2012R2-A Details

Authorization code: ' Servers Status
2012R2-B  Complated
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7.724%) /=B II—TRDOTRTDIIHADY — /=T I—T / — FIZHERAE RS £T.

8.O0— NN H—DHFFQDNIZT 2V ZRA L THRIRTE S0 747> M aE-T. BROBY —/N—JIL—T 45T R
PLET.

StoreFront A& #Z L Ty Windowst — EZANBYNZHE L TW 2 AR T 2 RITREEDIMNTER A BT 5 (C

(Z. Citrix4y—EZXREZ&X—Windowsth—EZX&FRAL £9. ZOH—ERFEIHADY—ERIZIIKGFET. (IHDEELY
StoreFrontty —EZDEFEAER L THRETEZ £9. EZX—IZL V). StoreFrontt—/N— RN 7 BREMKEE A
NetScaler’y ' (IHDCitrix T R—F > MZL > THMNPRIZFHIR T B2 oA TE XS, Y—K/X—F 1V 7 T T7IF.
StoreFront £ = & —MXMLUGE A {FB L T. HE/StoreFrontt—E ROIRBEA IR Tx 9.

StoreFrontMEEAE. HTTPE LUR— 80004 ERT 5T 7 4L hDEZXR—HEREINE T,
7 : StoreFrontBRIRNICHFETZ DL, EZX—DE—DA VAR ADHTT .

70 JVER—FEHTTPS443|2E TR E . BEDT 74 FDEZX—IZXN L THASHADEEAMZ S12(F. 32D
PowerShella<> FL v | &> CStoreFront E= 4 —H—tE ZURLAFRL THERL 9.

F7A4IWEPDY—EREZX—5HEL. HTTPSELUR— MA3LFERTIHLNDICEEZRZ D

1. 7% 1 <) StoreFrontt—/x—"CPowerShell Integrated Scripting Environment (ISE) #Bfx, XTI FAFITL T
F7 AP EZR—HHTTPS 44312 E L 7.

ROLEAHIZAAL £9 . Set-DSDerviceMonitorFeature —ServiceUrlhttps://localhost:443/StorefrontMonitor
Set-STFServiceMonitor -ServiceUrl $ServiceUrl
Get-STFServiceMonitor

2EEHTTT L1z, StoreFrontth —/N—=ZIL—THDIDTNTOY —N—IZRELXRRE T F T,

BHLWEZR—TIA VI TAMEFEITT SIZ(L. StoreFronttr—/N—_ F7-(FStoreFrontty—/N—~fy N )—2 7 74
2F BEHIDEEDV L TTZIH—IZROUWRLEANL £9. 7778 —(F. §_TDStoreFrontH—E ZKEEIZDL
TXMLY <) —%BL 7,

https://:443/StoreFrontMonitor/GetSFServicesStatus

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.172



[ https:/fstorefront.  ~ ®

€« C' | B b#ps://storefront | .com/StoreFrontMonitor/GetSFServicesStatus

This XML file does not appear to have any style information associated with it. The document tree i1s shown below.

Y <ArrayOfserviceStatus xmlns="http://schemas.datacontract.org/2004/87/Citrix.DeliveryServices.ServiceMonitor.Contract™
xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
¥ ¢ServiceStatus>

<name>Citrix Peer Resoclution Service</name:
<status:running</status:
</ServiceStatus:
¥<ServiceStatus>
<name>CitrixCenfigurationReplication</name:
<statuszrunning</status>
</ServiceStatus:>
¥<ServiceStatus>
<name>CitrixCredentialballet</name>
<status>running</status>
</ServiceStatus>
¥<ServiceStatus>
<name>CitrixDefaultDomainService</name:
<statussrunning</status:
</ServiceStatus>
¥<ServiceStatus>
<name>CitrixSubscriptionsStere</name:
¢<status:running</statuss
</ServiceStatus:
¥<ServiceStatus>
<name:NetTcpPertSharing</name:
<status:running</status:
</ServiceStatus:
¥<ServiceStatus>
<name>WAS</mame >
<status:running</status>
</ServiceStatus>
¥<ServiceStatus>

@ L Netsealesavel par-3” > X_EIZHEMIEADNetScaler Gateway{RAEH —/N— & BITNERAEY —/N—1'% 2356H. WED I
A4 T ANRTE R Cateway fRA8H — \— 5 4T B TI372 € StoreFront EFHHURR h X—ZURLIZHHEET 2 2
AV FETBEMBLIRET DA DY £T.

ZDing. StoreFront(z 1 —4—7Y —XIPF [ L R ¥ NetScaler Gatewaym 7+ MIP7 FL X (SNIP) & #4894 % ¢
NDE§ B8, T2 N1—H—AHNetScaler Gateway TBEIZFBREX fut- & StoreFront(Z & ) RN TLEFWET. Znf-¥
StoreFront(d, I—H—IZ N X1 EMRIERAFE>TOI AT 2L IKDZNDTIEA . AGBasic7’'0 b J)LAfFEHT
NetScaler Gatewaytf L > FaRaEARITL L H & LET. ZORMEARITZ12(3. KIZRT L HIZSNIPF L RAEWNT
AGBasic Ty . A—H—R ¢ /X2 — FDORREAMFEREND L HIZL T,

StoreFront#—/x—2")L—7"ChHNetscaler GatewayDHak
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Add NetScaler Gateway Appliance

General Settings

StoreFront
The display name is visible to users in Citrix Receiver preferences.
General Settings Display name: AGEE
Secure Ticket Authority

MetScaler Gateway URL: | hitps:y//storefrontexample.com

Version: 10.0 (Build ©9.4) or later >

Subnet |P address:
(optional)

D 6RART: & BTUNN— S 3 > DStoreTESHtPE (1. &Sttt —N—=TCTHRZ r ZF (I AFETEEL TO— KNS 4 —
DITEMEHI N X1 % (FQDN) %*—?E@StoreFront#—/\—O))lx TNy T BLRFHFIPTRLRIZYYTZTHLH9H
FLCUE Lz, Zhicd ). ReceiverforWebl 3 & [ B S S AT READREL H s sk pstoreFrontdf —E'x &
BETEET. ZhhrBERO “RENer for WebZ s SR 02 > 7 O ZAFCHTTPEY & 3 U
1ER & fv. Receiver for WebApIX—XFQDN%A{FF L CTStoreFront—E X $ B85 57-6TF. X—XFQDNAO— /NS
H—IIX L TRRENIZEIL. O— FANT 5 — (3B ERIZ 2 IL—TRDRIDStoreFrontth—/X— (2 b T 7 « v & 5 BE{
T&, WAET 7 —HHEET D 224 ) F9. ZHIZL > T, ReceverforWeb(¢th B U H—/N—LiZHD R b TH—t
ANTIRZALL) ETRH,EERE. O—FNT o —5/A N L EHA.

PowerShella (> TIL—T /Ny oA T 3V HRETEE T, =T Ny I EBYZT D L. F—N—JIL—THDO%X
StoreFronttr—/N—(Z/RZX F 7 7A IV M) AERT D REHA ) 7.

Receiver for Web web.config7 7+ L0 :
PowerShella~ > Ko :
& "c:\program files\Citrix\receiver storefront\scripts\ImportModules.ps1"

Set-DSLoopback -Siteld 1 -VirtualPath "/Citrix/StoreWeb" -Loopback "OnUsingHttp" -LoopbackPortUsingHttp
81

-Loopback /N5 A =R —(ZIF3DDEHRETE £7 .

& ITFRELb
Oon: SSLAT O— FNZUH—pMERAINTWRIGE(IFRATE
FtA.

URLDRR b 5127 00LUZEEL £9. AF—VEIUR—
N (FBBESINTWRIEGE) IEFEINFEA.

OnUsingHttp : — NINZ U —=HSSUET TH BIHEDHERL £ .

— F/NS 4 — & StoreFrontt —/N—fDEB{E(ZHTTPTC
ARA P &12700U%, AF =V EHTTRPICEEL. A—b m\i’gﬂ, -loopbackPortUsingHtt /&t A>T, HTTP
%loopbackPortUsingHttp BHEIZHER S M TUWDEIZE Fm b A BRI R T £

BLET.
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Off : FZTNSa—T 4 7IERL 9. Fiddlerdd & 9 7y
V=IUE. =Ty 7 HONIZERE L TWBIgE . Citrix
Receiver for Web ¥ StoreFront Senicesfilm b2 7 1 v o &
Fr7FrTCEEHA.

BRADURLIUVAE D FIRIZE > THRESNE A,
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1> NetScaler Gateway(Z2DNDURLA KT

Nov 27, 2017

StoreFrontT(%. B> —JLd [NetScaler GatewaydEIE] o> [1BM] F7-(F [AmE] H S NetScaler GatewaydURL
H1D(FIBMTE £9 . F71-. [NetScalerGatewaydEMH] O [ 7 71 ILH b A >-— ] T. NetScaler Gatewaygy/ ¥~
1)y 2 URLY GSLB (Global Server Load Balancing : 'O —/\JLH—/N—&FHEN) OURLOEA%#EBMNT 3¢ 6 TX 7.

ZDEeETlZ. PowerShella~> KL | & StoreFront PowerShell SDKTH 7' 3 2 /¥5 X —& —mM-gshburl & ERA L T.
=7 A DGslbLocationBHEAFRET B ATEICDOWTHEAL £9. ZhiZL ). StoreFront ToNetScaler Gatewayne
H ERkEINET.

1. GSLB ¢ #E¥o)NetScaler Gateway : GSLB¥ ¥ NetScaler GatewayA{F A L T. K4 70—/ )LCitrix BRID2>
F - IEROBINZH D000 Y —2~D) B— MEGOBRANHEL 7.

2. B—NetScaler Gateway To/X7 1) v o 1= 7Z A4 X— FPURLDER: /X7 v JURLIZEL BN T o 2R ETZA
R—FURLIZL ZREBT7 2 R L. E—NetScaler Gateway s AL 7.

ZhIIEELRBEETT . GSLBOMERIZIEN TULWE WERIIE. ZDRBOREIZHHETEERD ) 2055 L T{E&WL,
ZDT—FTFIFvIZIZRORAHY) £9°.

o B—— Iz A AT P T2OOURLERRIZEATE 7.

BEHEHN LY —DEAT S5 — 7 A URLE =T D & ) (CStoreFronty— b7z A 4720 FABHBRLACT
b, A—H—(32D>NEL HURLAY] ) B Z TNetScaler Gateway|lZ 772X T £7.

BHDGSLBY — b = A B{EAT BIzENStoreFrontr'— b 7 A #BBD LY b 7 v 7 HAET R MRS SEMARI N
ElB
SN T 2R N7 2 £ RADMEFIZ. DMZNERStoreFront (24 ¥ 15 Rl—NetScaler Gateway 5 {#FTX 9,
RERT =MV AI—T 4T THADWRLAFERTE £, FL <I1E. TTAMEOSV\ILFHA bR b THEOE Y
b7 T ABRLTIZEL,

Important

-gslburl/ NS X —2—%{FA L T2EFB DT — b =1 URLEHERT 2801, BLEIFADY —/N—ilIHE ¥ 4848 TODNSIRRNDEITH A
IZOWTHERT 22 5581 L 9. NetScalergs & Q)StoreFrontod RBIRIE CE 9 B URLIZ T ~T. H—/N—IFBRE Iz sedkah
TWBRENHY) EFT. H—/N—fEAZICOWTEHLIE. "= b o1 e h—N—FAIAEDERAEDTEL #2881 T 12&
Uy,

DNS

o HEIDNS KAET(F. —MRICR T v FDNSHMERHINTWET. R 7Y v FDNSTF, XT Y v o e T74R—+D
DNSOORERIZR] 2 ZHIEM & DNSH—N—%FRAL TWET. BBFDODNSA > 75X 20 F v TINA Y R— &N
BHEIDERERL T &0,

o NBHY Y —Z~ADINBE LURIT7 2 L RBADOE—DURL: AR Y b7 —2 OREBE & USNEA S DNBEY Y —ZA~D
72 2 A TR—DOURLAEERT 27 ) H . & tz(dexample.comy example.netd & 3 72D NDRAL HURLARD ZBHE 9 H
HRETL 9.

Y—/N—iHE
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ZDtyarTiE. 220045 — b A RLAERT 2G0T —/\—iEBHENEERGIARL £7.

o StoreFrontDERHHRFIRED Y —/ N—iEHAZE DB
T7ANR—=FBRIBHDTA IV H— FH—/N—iEBR&E(Z. *storefront.example.net¥ L) FQDNAEH FF .

70T
TS5 AR— F BLIFADSANY —/N—iFBAZ (. 38N StoreFrontt —/N—D BRI NE/LFQDNATRTED F
ER

loadbalancerstorefront.example.net
serverl.storefront.example.net
server2.storefront.example.net

server3.storefront.example.net
Storefronttf —/X—ZIL—7 DR A FDR—AZURLA, O— R/NZH—DIPT KL X (23X L THRRE N SIEHFQDN(:
RELET.
loadbalancerstorefront.example.net
e XenAppd L UrXenDesktop 7.xaDelivery ControllerZ )L—"7Tal§ DY —/x—ZBAZE D H

TI3AR— | BEIFHDTAIL K H— FH—/N—EF8FE (. *xendesktop.examplenet L\ FQDNA&H £ 3,

E il
TS A N— F BLIZHDSANH—/N—EFBAZE(Z. 4> Controllerh’d F 115 XenDesktopt - b 2B FQDNA G T
BHET.

XD1Axendesktop.example.net
XD1B.xendesktop.example.net
XD2Axendesktop.example.net
XD2B.xendesktop.example.net
o X71)y FDNSEEAL TRINBOE AL LT 7 2R Eh B NetScaler Gatewaydt —/N—ilBIENSI
SMBE B A DT 7 L AADTZ A X— | BRAIFHSANY —/N—FFRE(C. SN NEBmADFQDNAEH T,
gateway.example.com
gateway.example.net
o SN BT I RANDTNTHGSLBY — b7 =1 [T DY—/N—FEAENHI
GSLBAZHL 15N 7 7 R A /N7 v 0 BRIBEHSANY —/N—iEBHE(C. RODFQDN%AEH T .

gslbdomain.example.com
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emeagateway.example.com
usgateway.example.com
apacgateway.example.com

hIZL) ., A=Y —(IGSBAFERAL TRHEWST— Iz AIZT 7 ERTBHh. —ENFQDNAFERA L TEENDIGH
IZHDT— P I A5BIRTDZENTEET.

BIHENGSLB Y B HNetScaler Gateway A FH L T. KI#EA o'0—/NILCitrix BB 2D £ 1= (ZWBDIGFHTIZH B 0B )
YV —2RADY) B— MEGIOARI AL 7.

Remote Access using the GSLB domain name or a location specific URL for each Gateway

N

E

Use location specific URL B

g

a

- E

Vs

t‘)))__! 5

' ]

m Use GSLB URL > &
Use location specific URL: >

<SS .

External Client E’

o

=

wv

o

Use location specific URL

APAC data center

StoreFront Gateway Objects
== N i I 2
NetScaler Gateway N us - APAC Controller
APACGateway.example.com c)‘

APAC Storefront

/

APAC Controller

ZOBIDOERIIIRDE H V) TT.

o tNENDZFFEIFT—2 L 2—I2. 1DFIZB/BDT— b7 1. 18 =3B ADStoreFrontt—/X—_ ¢?
BETDNB) V — R & 124t9 31D EdXenApps & U XenDesktopda > f A—5—45EBHTUWET .,

o J'O0—/NLRBIRIENNGSLB NetScaler L TIERRE N TUL B EGSLBAY, #'— b7 =/ VPN{RAEH —/N— LTV E T, =
DIRFERDStoreFrontH —/N—(3 9T, GSLBL 1 v —%#EM 9 B NetScaler Gateway{RA8H —/N\—F < THEEL L I (T
WY 2BELH) FT.

* GSLB NetScaler Gateway(3 72 7 4 7/7 074 7E— FTRALTWE A MEHTH Y b T—2o &L DNS, 77— b
™z . StoreFrontt—/N—. F7-(IXenApps & UXenDesktopd > b O—5 —(ZEEARKE L -I5EE 7 = —ILA—
N—5EHETHIEHTEFET. GSIBY—ERAFRAREEIZAL D, - —(FBEF TS — Y o1 ICHEian g
ER
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o I)E—MNEGHMMLIND Y. NS4 T M. GSLBOMBIZABFAMTILIY XL (592 K M)y 7HER
(RTT) fpIEHE) (CEOWTERHEWS — b U oA ICHEGa N T
o BT— I zAD—EDURLIZL Y, A—HY—(IFRAT 45— V1 DEHAEBEHOURLAEIRL T, 1)V —ZXDEENEIC
BBET—RER—LFETHEET DA TEET,
o GSLBZ 7z (IDNSHOEEHABRIL 1z H W IZEMEL L L > 1-35E (L. GSLBA/NA/XRFT B A T& £9 . GSLBEED
FIEARRIND £ T, A——(IGFBEBOWRLAEFERAL TIRTHT—RE>X—DE— )V —RIZ5| & & T
LAT&ET,

BHE(L, /N7 Yy IURLZLBINIT o 2R ETZ7A4_X— FURLIZL Z2RET 7 ERADEA T, E—NetScaler Gateway
HERALET.

Remote Access using a Public URL and a Private URL

Q)
: == DMZ ==
m > ] (.
== ST
@ Public URL » Public Name Space
EMEAGateway.example.com
External Client = =
2 2
P =l
= =
s NetScaler Gateway E
g g
% c
o =
Private Name Space ¢ Pr
EMEAGateway.example.net

Z OB RO E H1) TT .

o BHEZ. /74T FHNEBICHDIZETEH. 0N Y —X~ANDT 7 v RELVUHDXDIEEN b 5 7 1 v & HNetScaler
Gateways#ZHL TEEND L) IEREL 7.

e NetScalerlZDMZRNIZECEZ N TWE T,

e DMZOI@IANZ(X. 22D 7 74 77+ —ILAEH L 1-NetScaler Gateway~mM2 DN R 5%y fT—2IIL— b HEEZ I
TWEY,

o NHENZIMBEEITHIL. ABDBEITH & (3R ) 7.

StoreFront'— kU x4 #A 7 7 I LoGslbLocation@ AR E T 5 (2(+. Add-STFRoamingGateway§ & USet-
STFRoamingGateway#&PowerShela<> FL v | T-gsburl/XZ X —& —%FEEL £9. RIZHIERL T,
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javascript:void(0)

Add-STFRoamingGateway -Name "EMEAGateway" -GatewayUrl "https://emeagateway.example.com" -GSLBurl "https://gslb.example.com

Set-STFRoamingGateway -Name "EMEAGateway" -GatewayUr| "https://emeagateway.example.com" -GSLBurl "https://gslb.example.com"

Get-STFRoamingGateway -Name "EMEAGateway" (returns just the EMEA gateway object)

Get-STFRoamingGateway (returns all gateway object configured in StoreFront)

a—24—2#1Tl3GslbLocationaNULLIZERE L T. "EMEAGateway, H 5 GSLBurlaHIisT& £9. LLFPowerShell
T, XEVIZREINT— b7 24 AT 7 FSEMEAGatewayA#ZE L 9. XIZ. Set-STFRoamingGatwayh?
SEMEAGateway| 228 E & f1. StoreFronti& s F#H L GSLBurla- 4l Tx 9.

$SEMEAGateway = Get-STFRoamingGateway

$EMEAGateway.GslbLocation = $Null

Set-STFRoamingGateway -Gateway $EMEAGateway

1—R4—R1TlE. Get-STFRoamingGateway % AT 2 AT — b7z HAREINET .
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Name: EMEAGateway
Location: https://emeagateway.example.com/ (Unique URL for the EMEA Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: USGateway
Location: https://USgateway.example.com/ (Unique URL for the US Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

Name: APACGateway
Location: https://APACgateway.example.com/ (Unique URL for the APAC Gateway)

GslbLocation: https://gslb.example.com/ (GSLB URL for all three gateways)

1—X4—RAR2T(F. Get-STFRoamingGateway 5#f#Hd 2 A TS — b7z HAREINFT.

Name: EMEAGateway
Location: https://emeagateway.example.com/ (Public URL for the Gateway)

GslbLocation: https://emeagateway.example.net/ (Private URL for the Gateway)

d1—R47—RX1TlF. Get-STFStoreRegisteredOptimalLaunchGateway 4 {#H9 2 ¢ HEL S — b7z (I—F 17
HNRENFET.
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$StoreObject = Get-STFStoreService -Siteld 1 -VirtualPath "/Citrix/<YourStore>"

Get-STFStoreRegisteredOptimalLaunchGateway -StoreService $StoreObject

Hostnames: {emeagateway.example.com, gslb.example.com}

Hostnames: {usgateway.example.com, gslb.example.com}

Hostnames: {apacgateway.example.com, gslb.example.com}

BT —F 7 14 DGSLB URLZ 1-(IANFBURLIZO— 3 > JHr—E ZRDweb.config7 71 ILIZHEE T TWL\ S

StoreFrontHEIR Y —ILTlE. &7 — b 41 DGSLB URLZE 7-(ZNEBURLIZFFRE N F B AH. T XTAHGSLBA —
) A (2D, StoreFrontt—/Nx—mC\inetpub\wwwroot\Citrix\Roaming\(Zd % O0— 3 > 7 —E Xweb.config” 7 1
VAR BRI ADGSLBLoCation/ N2 #HERTE 7.

A—R4—R1:0—3>web.config7 7LD — b DA
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dA—XA—2R2: O—3>Fweb.config7 7M1 ILDF— I 1A
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DFAR ) NetScalers L {StoreFrontd A

Nov 27,2017

HLIRAEAIEMEREIC & ¢) . NetScalerds L UStoreFrontd) 7 o — LR — AR ARG D1 DDE—DHR X714 XK1 > FHYREE L F
9. IhIREBAESDKA{FER L =sRal/ ) 21— 3> & KR T %(Z(5. NetScalery StoreFrontofEiZDelegated Forms

Authentication (DFA) AT 2 NEAH Y £9. DFATO DL AEHAT 5 L. ERIBBRIRILZ & OBEL 7 # — LOER & W3R 5 (F
HDALKR—R MIEETHI A TEET . 1z A, NetScaler|37R5E 4 StoreFront(ZZE L . StoreFront(dH— K/X—F 1 DR
A —N—F 1 ERREE Y —ER &) ) L ET

e NetScaler¥ StoreFront DB E A BRIZRET B(12(3. HTTPZO b I WY IZHTTPS 7O b L5 ERL 7.

o VI RX—RERIRTIE., $XTH/—NIZEUCY—/N—FEAEZEA 1 R b—ILL. UISHTTPS/NA > &L THS ., EHRFIEA
RIT9 2LENHN) £7,

e StoreFront CHTTPS A #%R4 % & % (3. NetScaleriZStoreFront)H —/N—iFBRENDFITE 5 (St N1-FFEREMREIE L (RET DM
Bhbl 7.

¢ INTD/ —NIZY—FN=FTADRETZ7 A HA R =L ThL, ZNHLD/ —FE 7 Z2AZ—(ZIBML Y.
® 1o/ — FTYINTHODFABEREABRL . ¢DRBEEFIHD/ —FIZRREEFT, DFAOFK) £#5RBLTZ&L,

StoreFront|Z (3 CitixDERTHB F — R E A ET DGUIA LD T, PowerShella >y —JLa{ERA L TDFAL L >R F—ILL 27

1L DFA% A >R F—=)LL £9 . DFAZT 7 #J)L b TIEA >R b —ILE N WO T, Powershella 2y —)LaERALTA >R F—ILT %.
ENhY) 7,
PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\CitrixX\Receiver StoreFront\Scripts'
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & \ImportModules.ps1
Adding snapins
Importing modules
Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'
Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.DeliveryServices.ConfigurationProvider.dll'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-DSDFAServer

Id : bf694fbc-ae0a-4d56-8749-c945559e897a

ClassType :e1eb3668-9c1c-4ad8-bbae-c08b2682c1bc

FrameworkController : Citrix.DeliveryServices.Framework.FileBased.FrameworkController

Parentinstance :8dd182c7-f970-466¢-ad4c-27a5980f716¢

RootInstance : 5d0cdc75-1dee-4df7-8069-7375d79634b3

Tenantld : 860€9401-39¢8-4f2¢-928d-34251102b840

Data {}

ReadOnlyData :{[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860e9401-39c8-4f2c-928d-34251102b840]}

ParameterData :{[FeatureClassld, e1eb3668-9c1c-4ad8-bbae-c08b2682¢c1bc], [Parentinstanceld, 8dd182¢7-f

970-466c-ad4c-27a5980f716c¢], [Tenantld, 860e9401-39c8-4f2¢c-928d-34251102b840]}
AdditionallnstanceDependencies : {b1e48ef0-b9e5-4697-af9b-0910062aa2a3}
IsDeployed :True
FeatureClass : Citrix.DeliveryServices.Framework.Feature.FeatureClass
2. Citrix Trusted Client 53BN L ¥ 9. StoreFront ¥ NetScalerddf) CHEBMZRF— NZX 7L —X) #EHEL FT. SR T7L—X¢25
17> bID{. NetScalerCHBLI-bDEB—ThHIHENDH ) £ .
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-DSCitrixPSKTrustedClient -clientld netscaler.fqdn.com -passphrase secret
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3. DFA Conversation Factory#:8EL T, IRTD T A VI EHARLT +#—LIZI—F 127 L 9. Conversation Factorys &

201 31Z(F. C\inetpub\wwwroot\Citrix\Authentication\web.configtConversationFactorys#& L £ 9. U TOHAESBL T2
3Ly,

4. PowerShell't, DFA Conversation Factory%:8E L 9. ZDOHITlZ. ExampleBridgeAuthentication|Z;8E L TW £ 7.
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-DSDFAProperty -ConversationFactory ExampleBridgeAuthentication

PowerShelln 3| ¥ Tl3 AXLF & INIFEAX A& 41 F HA . -ConversationFactoryis|$—conversationfactory » RIETY .

Y= K/X=7 1 DAL T Z 7' A > ($StoreFront DMBEIZ B L HA H2NDT, §RTOY—FN—FT A DRETZ 511> %T AR |-
WL Th b, StoreFront% 74 2 b —ILL E T,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.185



BB AL HFRAL -

Nov 27,2017
AERIZ L > TE. Y — F/X—F 1 OBRBEPLPRAM BICERBIRR TARR) VY —ZA~ADT 7 A &R o —THIEL T 33
EHHVY) £9., ZZTlE. NetScaler GatewayZRHTI 2D K X A NGB T B2 & TTF R MRIETHORR) Y —Z~ADT &

EREHANTHHEESALET. ZNIZE->T. B S K XA 2 A{EHL TStoreFront$ L UReceiver for Webtr 1 b ~@.
A AFRITTE 9. 2 Z TatBi& tzNetScaler GatewayZRHRAE(L. Receiver forWebt M TOJ 749 51—
YP—=HWERTT . ZORREATEIZ. XA T A TDTRY v 7 113/ JLCitrix Receverdd 1L —H —(I{FERTE £ A,

Z ZTl&. production.comy Ly KB B N X 1 > & development.comy& W) FR b K XA AFRLET.
production.comRf X1 >
Z OB TlE. productioncomRF XA AT LH Iy b7y 7 LET.

o production.comLDAPFRAER ) & —HWERR & #11-NetScaler Gateway,
e production\testuserl7 717> B LU/NR )= FAaFRLTH— b =1 ZBTRAE.

development.comRF X1 >
Z0BITiE. development.comR XA »&HRATFDL I Iy NPy 7 LET.

e StoreFront, XenApp# & UXenDesktop 7.0BAf%. VDA% 3~ Tdevelopment.comR X o > (ZHEE.
production\testuserl” #7 > b & L UVXR ) — K % {§F L CCitrix Receiver for Webty 1 | (ZFRAE.
22D P X > ORIZIE. EREREMRIEH Y FHA.

Z b 7 DNetScaler Gateway A #9512

1. Citrix StoreFrontBI2 12/ —ILDERA > T [RA MT7] #EIRL T, [#4E] ~1 > [NetScaler Gatewaym&
) #2)wvoLET.

2. [NetScaler Gateway) &8 ] EE@ <. BN 52 v L $7.

3. RRERE. Secure Ticket Authority, RFFIEETT L 9.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.186



Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through NetScaler Gateway for users
connecting from public networks. Remaote access through a MNetScaler Gateway cannot be applied

General Settings to unauthenticated stores.

Secure Ticket Authority
Display name: | ProductionGateway |
Authentication Settings
Summary NetScaler Gateway URL: | https://gateway.production.com |
Usage or role: @ [Authentication and HDX routing = ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
respanse to connection requests. These session tickets form the basis of authentication and
¥ General Settings authorization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
ity Secure Ticket Authority URLs: @

Authentication Settings
https://stal.development.com/scripts/ctxsta.dll =

S
Hmmary hittps://sta2. development.com/scripts/cista.dll -

Add.. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: El hours El minutes El seconds

[+ Enable session relizbility @

[ ] Request tickets from two STAs, where available @
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings

Version: | 100 (Build 69.4) or later - |
Secure Ticket Authority VServer |P address: | |
Authentication Settings (optional)

Logon type: [ Domain - ]

Smart card fallback: None -

Callback URL: @

(optional) | https://callback preduction.com | [CitrixAuthService/AuthService.asmx

B [ cne | [ ey |
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EE

WD K A A > TEBFDODNSY —/N—HMFTD K A 1 > DFQDN%RRTE B L ). DNSKHTE 7 5+ 7 — X —DBMABELIHE
Hd ) £9. NetScaler(d. production.com@DNSH—/x—%{FF L T. developmentcom F X o > CTSTAH —/N\—DFQDNA fi#iR T
E5LHIZTEHENH) £ . StoreFrontig. developmentcomDNSH—/x—A{FF L T, production.com K X4 > CTa—)L
Ny I RLARIRTE DL HIZTDNEADH Y £9. F1z(F. developmentcom?FQDNA{EH L T, NetScaler Gateway vServer
virtual IP (VIP) & L TRIRT 22 6 T& 7.

1. Citrix StoreFrontBE I >V —ILDERA > T[A MFP] #EIRL T, [ R1o 0 [BEREAZEOER] 522w L

9.
2. [FRAEAZEOEM] EE T, [NetScaler Gatewayh b/ X2 Z)L—] #ERL 7.

3. [OK] #21)vo L&Y,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, (i ]
Method | Settings
[+ User name and password
[[]  SAML Authentication -

[[] Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[ HTTP Basic
[+  Pass-through from MetScaler Gateway
Installmg ar_u:l unmsltallmg Fhe auth!antlcatlor? metheds and the ]
authentication service settings are included in the advanced options.

o IR

1. Citrix StoreFront B 3 —)ILDERA > T[RA M7 H#BIRL T, ERRA TR IMTHEBEIRL 9. [#E] X1
TIVE— MNP CRREDERK] 52 ) v LET.

2. [YE—IPCTIEREBMCTH] #BIRLET.

3. NetScaler Gatewayh'R b PIZEkI iz Z & AFERL £9. NetScaler Gatewayh &I TV | STAF 4y b E
fTHBEIIMBEL ZHA.

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

[+| Enable Remote Access
Select the permitted level of access to internal resources

®) Allow users to access only resources delivered through StoreFront (Mo VPN tunnel) €

) Allow users to access all resources on the internal network (Full VPN tunnel) @

Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [PrgdudionGateway w7 ]

o I

1. Citrix StoreFront’&EIE 3 —ILDERA T [R FP] #EIRL T, ERA TR MTHEEIRL 9. [#8E] 1>
T, [RMTEREDHER] %#ERL 7.
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2. [RMTEREDER] R—2T, [FRERE] #BRL ET

3. [ —BMABRI B Fv IRy IREFTZIZLET. fFLCIE. TERA T
Ly,

4. [OK] #7)vo L&Y,

1 HBRLTCE

s
it

Configure Store Settings - Store

StoreFront Advanced Settings
Configure advanced settings with caution,
User Subscriptions Lamimunication meoul guraton 1V A

Connection timeout 6
Kerberos Delegation

Enable enhanced enumeraticn v
Optimal HDX Routing Enable socket posling =
Citrix Online Integration Filter resources by excluded keywords
Filter resources by included keywords
Advertise Store
Filter resources by type
Advanced Settings Maximum concurrent enumerations 0
Minimum farms for concurrent enumeration 3 s
Owverride ICA client name ™
Require token consistency O
Server communication attempts 1
Show Desktop Viewer for legacy clients = -

Require token consistency

When enabled, StoreFront enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

BRI [ e | [ ey

37

A S

(b= D—BWAEKRT D] BREET 74N TEU > TWET ., ZOREAEMNICT 5 & . NetScaler End Point
Analysis (EPA) SmartAccess¥gEAMELE L £ 9, SmartAccessiZDWTEEL < (3. CTX1381104SB L T (=&,

N,

Important

NetScaler Gatewayh s /¥R X )L— & HENIZ 3 % & . Receiver for WebpNetScalerp i i & fif-production.com K X 1 > DR > 1=
BRAERAFRA LWL D ICTE £, NetScaler Gatewayh s /¥R R JL—5BEHIZF 5 & . Receiver for Webpi L —+H —|Z BH&1E
BOANERKDET. T SNDEMIERIZ. Netscaler Gateway TO &'+ >4 BIBAIZ{EHT 2 EIER L (FRAY £9.

1. Citrix StoreFrontBI2 3>/ —ILDERA > T, [RAMT7] 2EIRL £,
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2. KEFTHAMNTHERLET.

3. [#1E] R4 > T [Receiver for WebH 1 D& 522 vo L 9.

4. FRAEFIAT.  [NetScaler Gatewaym© b D/NRZIIL—] Fxv IRy I R&AT7IZLET.
5.

[OK] 271 vo L&Y,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront

Receiver Experience
Customize Appearance
Featured App Groups
Website Shortcuts
Deploy Citrix Receiver
Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Authentication Methods

Select the authentication methods which users will use to authenticate and access resources. )
The authentication methads will be specific to the website,

| Method

User name and password

| Domain pass-through
To provide good user experience, all Windows client devices need to be domain-
Jjoined and have single sign-on enabled for Citrix Receiver,
[
[

| Smart card

| Pass-through from NetScaler Gateway

ﬁ Cancel L_Apply |

F R POz, productioncom1—H—ZE LU/SAT— FA{FHA L T. NetScalerGateway(zO 4> L 7.

NetScaler with

Unified Gateway

Please log on

User name devuserl

Password

O47 %, 1—4 —(fdevelopment.comDE&IERAEANNT 2L IKDSNFT.
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development\devuser1

CITRIX

StoreFront

ZOREFA T arTTA. ZhlZd > TNetScaler GatewayZRHDRAE Tiz > 7= K X A4 > DA N A BB T X BI55H% L.
9.

BAD KA > TRCA—Y—25FERT BIHE. Eo- K XA EANTBUEEMAES AN £3. BhTuiuna—14-
A, NetScaler GatewayZ#HTO A ¢ B0, FXADANEEET D bdHl) £9. €D, Receiver for Webtf 1
MZOZA>TBLIRKOONDE. RASLTRAA ALY —BDANERNDTREMEA D ) 7.

1. Citrix StoreFrontBFHE I >V —ILDERA > TIA NP1 /—FAEBIRL T, [#BF] R1 >0 BAEAEDER] %7
JwvoLET.

2. [A—H—RE/NRXRT—F] OO TR & REDAERL £

3. [1EBfm] %AEIRL T, development.comA{5REIFA K XA & LTEML., [ATHR—=JICF XA —BAHFRRT
3 FzvIoRvIREFZLET,

4. [OK] &2 )wvo L %7,

Configure Trusted Domains

Allow users to log on from: Any domain

%) Trusted domains only

| Add. || Edit. || Remowe

Default domain: [development.com - ]

Show domains list in logen page

o I

devuser1

CiTRIX

StO I’e F FO nt development.com
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=z
=

CORGEERIETIE. T =0 NRAT)— R vy L alBEIERALAWTEE W, 220NRBD K XA THI> MIRE S/
2= RPHBIHEE. IXZAT—Fx v v alld > TRENEMIZL DATREMA B ) £ 7.

e NetScalerzy o 3R > —TWeb7 7)) s — a DS > TV A oA MBENBMZ/L > TUW B & NetScalerp
5 Receiver forWeb|Z{Eax N -1EL { IMWERIERIZEMR I N F 3. Zhid. ReceiverforWebTT [NetScaler
Gatewayh b /XA RIL—] BALFAIENENICL > TWDI2HOTY ., ZDA T I3 AREDL HITREINTLTH.
Receiver for Web(3 BE#&1E#R A KD £ 7.

e NetScalergy [Client Experience] & tr [Published Applications] R 7T >IN A A AFEEL TH. 2 Z Tl
SN-EMEIREEXITEEA.

Unchecked Cverride Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration  Client Experience  Security  Published Applications

Accounting Policy

Override Global
¥| Display Home Page

Home Page

| https://sf.developm ent.com;’titrixIS'| v

URL for Web-Based Email

split Tunnel*

OFF v

Session Time-out {mins)

60 |

<

Client Idle Time-out {mins)

Clientless Access™

o :

<

Clientless Access URL Encading®

<

| Clear v

Clientless Access Persistent Cookie™

| ALLOW v

<

Plug-in Type*
| Windows/MAC OS X v

Windows Plugin Upgrade
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| Always v| [
Linux Plugin Upgrade
| Always v| [
MAC Plugin Upgrade
| Always v| [

AlwaysON Profile Name
| v

Credential Index™

l+llz] ©
]

| PRIMARY | ¥

KCD Account

| JEN[PAR=T
Single Sign-on with Windows*

| OFF o o

Client Cleanup Prompt*®

| ON | O

[ Advanced Settings

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration  Client Experience  Security  Published App

Owverride Global

ICA Proxy™
| OFF M

4

Web Interface Address

|https:ffsf.development.com;’CitrixiS'| v

Web Interface Address Type*®
| IPv4 ¥

Web Interface Portal Mode™

| NORMAL | O
Single Sign-on Domain

| | O
Citrix Receiver Home Page

| | O
Account Services Address

| | O
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E—2a2RA 2 DR

Nov 27,2017

E—a RA2 b LTERT 2. IRy b7 =2 ORAIESMIDURLATERET 2215, [E—a>nEH] 227 %EH
L &9. CitrixReceverld, I—H—=AA—HIry b T=2 L REDIR Y FI—0DELLIZEGL TWHDONEE—D Y
RAL P EFRALTHERILES. I~ —DTRI by TRT TN r—2 a7 08RTHE, YD)/ —2&RH#HT D
Y —/N=HVE D= — DR EERICE DV TEY 454 & Citrix Receiver IR L £97. Zhitd ). I—H—HFTRY
by TRT TV r—2a 7oA HEEICBAT A LT HBEILCR) ET.

fzeZIE. WEE—a 2 RA > MIT 7 v RFRERIZE. (O —F—(FO0—H)Lry b T—2 (28K L TWS LN
9. ZHIZXF L. Citrix ReceiverTIREIE —a 2 RA > MIT A TET, 20MIMBE—a L RA > AL DINEEZEL
12336, tDI—HF— IR Y P T—0 DI LA 2—3y MEBETESGL TWS ER#EEINET. Zogs. Zn-
H—(EFRZ by T T 7 /r— 3 |ZNetScaler GatewayZ TG T ANEBEAH Y 9. I—HF—HFRT by 7XT
TNr—=2a ZT o RTDE., (D)) —RERMET 29 —/"—»% FHINB~ZNetScalerGateway7 75 7>~
DFEAAREL 9. Zf=e. 2—H—pH¢DNetScaler Gateway7 774 7 RIZOTH 2 BEEIH ) FHA.

StoreFrontTiE. WEE— R > b & LTTF 7 AL b TH—/N—DURLE 1= (3 BRIAERURLAMER S W E 9. M —a
UIRA Y ME. T7 4L b TCitrixdstdWebtr 1 b B L UOEEEANEM L - NetScaler Gateway RAEHY —/N— % 1= (&
dA—H—0O7F 2 RA4 > b (Access Gateway 500355 ) OURLAMER N T,

E—O RA > FOREEAEET BmE(E. tOE—ORA > & I—H— (2B L TCitrix ReceivermiR EAEXE X5
WBEHH) £9. R b T DReceiver for Webtt o M HANERIZADIZE . 1—H—(F¢DH 1 bH S EFDCitrix Receiver7 Ok
a7 7AILE ANFTE £9 . Citrix Receiver for Webtf f p AERUEA Tl WRE(Z. BEENAR T 7 OEY 3
IO T7AIINVET RR— LT —IZRHLET.

BHE BB —NN—I2 L B REBRIE T, BBOY —/N—LE TR —N—F I —TOEREZEE LW TL a0, &R
HWDIIH D —/x—_ETCitrix StoreFrontEIE >V —)LABERFIZRITL TWWEWI E AR L T3 W, BREATRT LI
5. BERORE & —/N\—J )L —7ICREBX 8T BRERDIEHIOY—NN—5EHL 7.

1. Windowso [R&— ] B /=(Z (77 ] BE T, [CitrixStoreFront] (L& 2 1) v o LT .

2. Citrix StoreFront &3> —ILDERA > TIRAMT] /—F&2BEIRL T, [E] R4 [E—a>nEH] 57
JwoLZd.

3. B —a RA U b LTEATBHURLETEEL 9.

o StoreFront BBFIRIE TH —/N—DURLZE 1= (I BFHEURLA(ERT 2123, [V—ERURLAERAYT 2] #FIRL 7.
o FIDURLAFEAT Z(2(E. [E—3>T FLRAEIEET S| #BIRL T, AR Y T —2ADATAEDOEULURLE AT
LET.

4. SMBE—a RA > POURLAEANT BI2(E. [BMN] 22w LET. E—O2RAU MAEET BI2IE. IMNPE—

O] Ry Z2O—EBTWRLAEBEIRL T (MB&E] 22V v oL ET. E—T2RA b ELTEDT FLZAELINA LN
IZTBICIE. —BETURLEZBIRL T [HIFR] 22V voLET.
ANHEDFR Y b T—2 L TRATE ., ATAMOSVINEE = RBA L b AEDRCE H2DTEETHINEADH Y £T. £ —2
>~ URL(E. http//domain7y & DERELE 117-NetBIOSL& Tld7y: € . http//domain.comiy K DITTLMBEI N X 1 BT DV
ZAHYET. ZHUCLY) . REBRY b7 =20 8 A= =D/, RTILRA R —F2y bHT7 i E €12 R—F Y b
RA 74— (BEOEE) »dhh & ) h 5 Citrix ReceiverCHIFITE 2L H 1270 £F. 10X —FRy PRI T+ —ILp
HBDHE. TRTOINIE—a R bR 7OF IS ESNET.
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et AT A

Nov 27,2017
StoreFront31>*/ —JLIZ & 1), PowerShell, FERRE 7 O/NF 1. (IR T7 7ML A FE > THERTE 25804 7> a &

BM-TEET,

TRONYTTTZ
AT 2R A Ot
154

FRI N TTTZ2AT o AYA FaER. Bk, BLUOEEL T,

ANTIEWHS SV | 2Ry bI—SRIDT T AT BICE—OTRMBE X 1 >4 (Fuly Qualfied

SN 2229 B7= | DomainName : FQDN) A{ERE 22 & T ¥DFRY FT—20W. BLUFRY bT—255
ODE—DFQDND | NetScaler Gateway BTV =227 2 €2 T 51— F—DEVBEF+BRUL £,

1R

)y =27 4ILR—

DR )V =20 F—T— FAFERLT. JIEINh2 )V —2R%EEL 7.
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PTDRRITIE. TR TTTZ2ATAYA FaER. Bk, BLUOEETHAECOVWTHBALET. Y1 b5af
A% 1-(3HIFRT B(2(%. Windows PowerShela v K&FITLET. TR MY TTTSATUoRYA FOBREEEET S
(2%, Y1 b7 71ILEmEL T,

BE B — N\~ L B RRR TR, BROY —/N— L TR —N—=TI—T OB AEEE LW T a0, B
WDIFH D1 —/N—_ETCitrix StoreFront B3>/ —)LABERFICKITL TOWEWIZ AL T 1280, BEHA R T L1z
5. BROEEL T —/N—7IL—T IR E T BERADEHIDOT—/N—5FHL 7.

7k : StoreFront®IE O/ —)L ¢ PowerShella > —)LAEFIZBEC Z & (3 TE FHA . StoreFrontBFIE OV —ILABL T
HrisPowerShella >/ —JLABIWLWT  12& Wy, [AIRRIC, PowerSheldd T+ > R &> R A&BAL ThH b StoreFrontEIE I
V=ILEBWTCZE0,

1DDTFRI MY TTTSAT RS HASEBORNTIZTI/ERTEHZ (3 TEEFHA. BEET. B—DX T A1
BLTA—H =g RTD)Y—RE XL ARBMDTRY by TTT7I23AT A TRETEFET. 3. BRDTRY
by TTTZ2ATAYA MZT 2R THERIDR T EERL T, = —DTFRO by T T T 24T AH @YY -
MIEGT DL ICHEELET,

1L O—hILEEET 1 b & {E->TWindows PowerShell& 281 T, A% F70>7 b TROIAYY FERITL £
. ZHIZLY ., StoreFrontEL a—ILAT R—bhENFET.
& "installationlocation\Scripts\ImportModules.ps1"
installationlocation{Z StoreFront - > & b —JLH 7 + )L X — . 1% C\Program Files\Citrix\Receiver StoreFront\¢3".

2. HLWTRI MY TTTZAT R A b EERT 2121E. KDY FEANLET.

Install-DSDesktopAppliance -FriendlyName sitename -Siteld iisid

-VirtualPath sitepath -UseHttps {$False | $True}

-StoreUrl storeaddress [-EnableMultiDesktop {$False | $True}]

[-EnableExplicit {$True | $False}] [-EnableSmartCard {$False | $True}]

[-EnableEmbeddedSmartCardSSO {$False | $True}]
ZIT. <sitename>TI D TR by T TTZ2AT A1 MIRT 2 )R TOWERTATEEL £9. lisidid.
StoreFronta 7R X b L TW 2B Microsoft 1 X —%y b T4 X—S 3 —ERX (IIS) 44 FOFUEIDAFEEL £
T ZOMEIF. A1oR—R Y M TAA= a3 H—ER (IIS) 92— =32V —ILASLEIEL $9. <sitepath:
(3. ISHTHA b 21ERT ZHY/SRAFEEL £9 (/Citrix/DesktopAppliancery &) . TR by T 7T 5472 R4 -
P DOURLTIZ AN F E NLFAEFEN D Z LITEBEL T &,

-UseHttpsT(d. StoreFrontAHTTPSHIZHEALT S (True) AL 7Ly (False) NMEEL 9.

TFRIONYTTTZ2ATRAART XY A P THEREIND R b 7H—EZXDMEIFTURLAFEET B (Z(4. StoreUr
<storeaddress>A{FRHL £9. ZDMEZ. BIEa>YV—ILD [AMT] /—FOWEIZRRENFT.

FT7AILETIE, A=Y —HDFRI Y TP TZATUoRAYA MZIATH T, (D1 ——HpMERATE ZRIDT
by THEBRICEEILET. ZDTRI MY TTTZATURYA b TA—Y—HEEDOTRI by THuERT S
LbOEREIRTEZ DL HI29B(2(%. -EnableMultiDesktop A TruelZF&EL £ 9.

LW A FAERT 2. BBELI—Y AN T 7 4L F TEMZ/A Y $9. BELI—Y s EMZT B2, -
EnableExplicit & SFalse(Zf%EL £ 9. AV— b H— FBAEEABMIZT B(Z(5. -EnableSmartCard% STruelZ5%EL 9.
R — A= PR RIL— R A BT BIHE(L. -EnableSmartCard¥ -EnableEmbeddedSmartCardSSOD T %
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STrue(ZaRET 2 NEAH Y £9 . FBELA—HY—DAY— b H— PRk F I3 EL—YHY —DRAY— F 1— K/ XX R JL—F8
AAEBMZTHE., A=Y —(FETRAI— I A—FIZLZO7FopkOSNETH. Av—F H— FIZHEHLH DIHE
HEEL—Y—FLzY ) BhY) £9.

A7 3D THERT :8€1F. TRIMYTTTZ2AT R bA&ER LB THY A FOERT 71 LA 4R
LTEETEZT.

FEAE. RDEHITHEELET.
lISDefault Web Sitec){RA8/ Y2 /Citrix/DesktopApplianceli=F R 2 b 77 754 P R4 + 51ERL £9.
Install-DSDesktopAppliance *
-FriendlyName DesktopAppliancel
-Siteld1°

-VirtualPath /Citrix/DesktopAppliancel *
-UseHttps $false *

-StoreUrl https://serverName/Citrix/Store °
-EnableMultiDesktop $true
-EnableExplicit $true

-EnableSmartCard $true
-EnableEmbeddedSmartCardSSO sfalse

3. REDT RO by TTTI3AT LAY A P &BIKRT BI12(E. ROAT L FEANLET.
Remove-DSDesktopAppliance -Siteld iisid -VirtualPath sitepath
Z 2T, <iisid>(F StoreFront &R b g BIISH A b DBYEID T, <sitepath>(FISWTDTRY by TT 724 TR -
b OFXS/ VAT (/Citrix/DesktopAppliancezy &)

4. StoreFront REIRIZ CIREFATE DT RI My T 7T 7A T LAY A FO—BAFRRT 12(F. KOAY FHEANL:
EE
Get-DSDesktopAppliancesSummary

TR MY TTTZ7AT R A ME TBELI—Y -, Rv— b A— F@RaE. RV — F H— F/XRRIIL—3Bat &R — |
LET. T74IMTlE FBELI—Y—RAAEMINY £9. IEEL—H—DRV— F h— FRLE - (3FEEL—H —:
Y= A= FRXRRIW—FBEEBNCLIZISZEDT 7 IV EOEMETIZ, FTRAY—MA—FIZLBO7F pkdonF
. AV— M H—FTOTA L TERWGE(Z. BRERAANLTOS A TEEY (FBEI—Y—RE) . $NTO
StoreFront URLADHTTPSIEEALICX L Co T4 72 MERENREE 0D L ) IZISEER L -IRIE TR, 2 ——H' 27—
H— R TOTFA > TERWGEICIEEL—Y -l TR F > TE& FHA. TR MY TTTZAT Ry A bOREFIE
WY 523, Y1 PO 71 La4mEL 9.
L 7FRN IFAR—5F>TTFRI MY TTTZA4TAYA Fdwebconfigy7 7M1 IILERIZ £9. ZD7 71 ILFB
# . C\inetpub\wwwroot\Citrix\storenameDesktopAppliance= s L 27 b J1ZH ) £9, Z ZT. storename(ZX k7D

TERRFIZTEE L 1= BB T
2. 77MIVNTRDERZLERARL 7.
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3. A FPOFEELI— —REL A EMIZT BI2(FE. enabled B Es falselZZEL $7,
4. 771 ILNTROELZEBRREL 7.

5 AV — A= FRALABMCZT Z(2(E. enabledBMENDES truelZiREL £, AV — FH— F/NRRIL—BE A B
9 512(F. useEmbeddedSmartcardSso/BHEN & E truelZFRET D BEHLBH 1) £9 . PINANBEHENDRIRN R A LTI M9
% TR AR, 4. WTRET 5I12(3. embeddedSmartcardSsoPinTimeout EHEAERAL £9°. PINAAEEAR
ALTIMNTRE07F EEIZEKN) £9. PINANBEABURRT 512E. AY— b H—FaEWLoARDELTHE
HEATHIVEAHNET. TT7AHIIIDORA LT FEEEI$208TT .

F74IWMTE, A== TFRI MY TTTSATRAYA MIASHA LT B e, (DA—H—ZRIFEENTWB TR
by 7D H (TILT7 7y MET) BYIOTR by 7HEBRICEBIL 23 . X N7 TEEODTRI by 7A1—4—
(2T BIGEE. TRIMNYTTTSAToRYA MZBEBOTRI by 7HRRLT, A—H—HRIRTE S L ) (CHE5
T&F3. ZNOOBREAEET HIZE. 1 POBRE7 71ILamEL T .

L 7FRN IFAR—5F>TTFRI MY TTTZA4T A A Fhwebconfig7 7 A IILERZ £9. ZD7 71 ILFB
# . C\inetpub\wwwroot\Citrix\storenameDesktopAppliance= s L 27 b JIZH ) £9, Z ZT. storename(ZX k7D
{ERBFIZFERE L 1= BRI T,

2. 77MIVNTRODERERFEL £ .

3. A=Y —=HTFRI MY TTTIAT U RAYA MIATF L L2 EIZRA MNP TERTEDTNTHOTRY v 7THRRL
BIRTXx B L9129 512(F. showMultiDesktop/EtENDfE A true|lZZE L 9.
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2 MTIZRNEBE L UM T 2 2R T BH-ODEBE—D
FQDNOERX

Nov 27,2017
E  ZOMBEA R T 1 7 DReceiverCIERT H(1Z(E. ATO/N—2 3 UHAMETT .
e Windows Receiver 4.2

e MAC Receiver 11.9

SHDRY N T—=ORIND T 14T b BIZE—DTLMBM N X >4 (Fuly Qualified Domain Name : FQDN) A3 %
ZET. (DY bT—ORN. BLUXR Y bT—2 4 5 NetScaler GatewayZ2HT!) YV —RIZT 7 AT H1—H—DfEL
BFsBENUTDIEATEET.

B—NFQDNAERT 2. I—H—H 8T v b 7+ —LFDReceivera ERBIZHEBTE DL HIZHYFT Ry N T—2F
DT IERTRGELA L R—y NEBATINID ST 2R T 2586, 21— —HAREZZIVEDH DURLZI DD
VE9.

Citrix Receiver(, —H—AOQ—HILRy FT—2 ANHDORY FT—0DELLIZHEGEL TWAOAEE—I RA > b
FRLTENLET. 2= —PATFRI by TRT TNy —=2 3 T IoE8RATRHE., (D) —RER T HH—/N—H
DA—H =D EBRIZE D W TBY s e+l % Citrix ReceiverlZIRL 9. ZHISL ), =Y =TT by 777!
=23 T vATREEIZBATA L TIVEANLCKRY FT, E—ARA > bPOBRIZOWTE. TE—TJ2 R
> EENL AR T a0,

RN AT > et Ry b T—08m 5 )V —RZT78ALLH) e Lz (12, £BFQDN(IDMZDINBT 71 -
TA—II—R =R =T A ADIP, Ftz(INetScaler Gateway{RAEH —/N\—DIPIZf@IRE N £ ¢ . SSLAFEAE

@ [CommonName] (—f&%&) 7 «—JL & [Subject Alternative Name] (SAN: 472 FDORIZ) 71 —ILKIZ.
ZNTOINET 7 L R EATHEBFADNAEZEINTWBZ EAMRL £T. 4 — b T AEBEADERIZ. 2D
B4RA (Certification Authority : CA) T(d7 € Verisignit7y & — F/N—F 1 DIL— FCARERT D2 . TNTOIMNBI T 1
7> &, NetScaler Gateway{RA8H —/N—itBAE % BERIZEREL £ 9. Verisigndt?y ¥ th— F/X—F 1 DJL— | CA%
FRT2IHEE. SN T4 T MZEMDIL— FCARERREZE A 1 A R— T2 0E(IH ) FHA.

NetScaler Gateway & StoreFrontt—/N—DEAIZX L T. HBFQDNO—RLZ A FH L TE—DIRRE A BT 515865,
JE—MREAEYR—FTIAEINERETL 9. YR— M 235503, AEAEASANDMFRIZEM L TWD Z & ARERL
TL=&0,
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Certificate Properties -

£, subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=storefront.example.com
|C0mm0n name v| Add >
Value:

< Remove

Alternative name:

Type:
storefront.example.com
|DNS v| storefrontch.example.com
Vaue PN - .t compiecom
Learn more about subject names
| oK. | | Cancel | | Apply |

NetScaler Gateway{RABH—/x—:EHEN B : storefront.example.com

1. £BFQDN, a—J)L/Xy ZWRL, BLUTHT > FIA 1) T AURLAY, SANY LT [DNS] 74 —ILRIZ&EEFNTWB I
HHERL 7.

2. AFBAE ¥ #%+ — %A NetScaler Gateway(Z 4 »R— b TE 5 L H 2. MEF—H T ZR— FABEICI > TUW D Z & A
LT,

3. Default AuthorizationpAllow ¥ Z8BEINT WS Z & &#RERL £ 7.

4. Verisignit7y &Y — F/X—=F 1 DCA, F1z(FEHDIL— FCA%FERL CAtAZEICERAL £

2/ — FH—/N—2ZIL—FDSANDS :

N

storefront.example.com (#’H)

storefrontcb.example.com (#%H)

accounts.example.com (#ZH)

storefrontserverl.example.com (#7772 3>)
storefrontserver2.example.com (#7'> 3>)

NetScaler Gateway{RA8H —/N—DSSLAAZENE L
EHIZISC T, 22o0BENCAZ LT ZAIAE A EIRTE £7.

o Hf— F/N—F 1« DCAZ LS ZGHHE - NetScaler Gateway(RAEH —/N—DatAEHIMEREI NIz — F/X—FT 112 L > TES
SNTWBIEEE. IO 47> FfEfEESNT)L— FCAREAE X + 7IZCAIEAE A O —9F 2 RE(FFT LA EH Y £
HA. Windowso 514 7> MZld, —BRADITE A EDELEENDIL— F CAERREAMTEL TWW 3 9. FRTZ 22BN
H—F/x—F 4« CAOBI ¢ L ClZ. DigiCert, Thawte, VerisignZy & h'd 1) £9, 7=7=L. iPad, iPhone, Android& 7L v
N R EFEIL EDE/NAILT/INA ZUZ(E. IL— P CABF/NA R(ZaE— L T. NetScaler Gateway{RA8H —/\—4{5309 % .
KRG B Z EHBERIZEL D) 7.

o SMDIL— N CAZBMFZAIAE — ZNEBIRT 2I56(F. T_XTOINBO 247> FfEiEENzIL— FCAR | TIZHT
DIL— FCAEAE % D —9 2 MEH B 1) £97. iPhonexeiPadiy & D7R—R 7ILT/NA RIZ2 A T « 7 DReceiverk A .
P—ILLTWBIHEF. ZNOEDTNARATEFa)FT4707 71ILAERL 7.
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R=RTILTFINA ZAADIL— FFAED A > R— b

o BE. OSFNAZRNDO—HILA FL—JIZT 7 ERTBIEETERULDT, IOSTNA R TEX—ILDORST7 71 L%
AL CTCERXS50%MAE 7 71 ILEA i R— ML £,

e AndroidF /N1 RIZHE L.CER X5090ERANETY ., itBAEL. T/NAMADO—HILR L —=2F i3 X —ILDORTT 7-
b R— N T& T,

SMEBDNS : storefront.example.com

BDA o R—2y Y —ERTONA X—IZ L > TRIEI N HDNSHERIZL > T. DMZOINBERIZNET D7 7147
4 —ILIL—R —DINBIZXT BIPX2, NetScaler Gateway{RA8H —/N—DRIEIPHFERIND L HIZL T

271w b E2—DNS

e X771y FEZ—DNSAHIEL 1M T % & . DNSERDEETT FLRIZIGL T 747> MZIELWWDNSAL O—FAY
XEINET,

o NHEXY FNT—OHRNRY FI—0MERBRENTDI AT MDIPT RLR(Z, tNIZISCTEEENET . 257107,
b Aistorefront.example.comaBB&d 2 ¥ ¢ & ED¥EGER Y b T7—2ZIGC TEYIGZALO—FA2{EL 7.

Windows CAASNetScaler Gateway (24T L 1-3EBAED 1 > K— b

WinSCP(. Windows~ 3 > A 5 NetScaler Gateway 7 7 LS R T LAD T 74 IWBENIRIL BRI Y — K /X—F 1V —
LT, 14 2R— T BAEHES . NetScaler Gateway 7 71 )L 27 LR/ nsconfig/ssl/ 7 # X —ZaE—L 9.
NetScaler Gateway_ETOpenSSLY —)LA{EB L T. AEBHE & + —%PKCS12/PFX7 71 LA b HlE L. NetScaler Gateway
TERTEZ ZPEMER T, 22DHIx DCERT7 71 ILEKEY X5097 7 A ILAERT 2 Z ¥ A TE Y.

1. ZOPFX7 71 JLA NetScaler Gateway7? 75 1 7> R F t=(FVPXgynsconfig/ssliZzaE'— L £ 9.

2. NetScaler Gatewayld A~ > PS4 A X—T7 (R &HE £7.

3. FreeBSDY T JLIZYIV) B Z B1-1Z. Shell AS1L T. NetScalerGateway?haA~v > K5 A A R—T A A5ET L F
ERD

4. 7AW E—EEET Sl cd/nsconfig/ssle AFIL 7.

5. openssl pkcs12 -in <imported cert file>.pfx -nokeys -out <certfilename>.cer544TL . EED A v E— 120 > TPFX/YX

T—FaAALET.

6. openssl pkcs12 -in <imported cert file>.pfx -nocerts -out <keyfilename>key#=1TL £ 7"

7. BEDA Y= IZH > TPEXXRT) = FAEANIL. RIS, EF—DOPEMANR 7L —X%A8E L TKEYZ 71 LA REL
9.

8. /nsconfig/sslI/INIZCERY 7 A JLEKEYT 7 A ILHAEE ITHES -2 & #HERT 5123 Is-al=RITL £ 7.

9. NetScaler Gatewayd A7 > K54 A >R —T7 A RIZRB1-DIZ EXitE AL 7.

REQHTTPHEADER User-Agent CONTAINS CitrixReceiver & REQHTTPHEADER X-Citrix-Gateway EXISTS

REQHTTPHEADER User-Agent NOTCONTAINS CitrixReceiver & REQHTTPHEADER Referer EXISTS
cVPN ¥ SmartAccessn:&E

SmartAccessza{F L TUL %154, NetScaler Gateway{RABH —/N\—h /' O/8F 4« R—2 T, SmartAccessE— R =FEIZL 3
9. Z0mE. YE— M)V —RIZARZT 7RG H5ITNTOI—HY—ADIZN—HILT 1 IHBETT,

Receiverd7’07 71 L
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Configure NetScaler Gateway Session Profile x

Mame* |Receiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters,

Network Configuration  Client Experience | Security | Published Applications |

Qverride Global

URL for Web-Based Ema | ‘ O

Split Tunne |=I;: v| O
Session Time-out (mins) |BD |
Client Idle Time-out (mins | O
Clientless Access |Or| '|
Clientlegs Access URL Encoding |C\ear '|
Clientless Access Persistent Co.., |ALLOW '|
Plug-in Type [Windows/Mac 05 X -
Single Sign-on to Web Applications
- . |::. 1ARY v| O
| =
ndows O
O

Advanced

vyl ar7Aa7rAINT AT MY —EZXDOURLE LT, https://storefront.example.com/Citrix/Roaming/Accounts T3 7e
¢ https://accounts.example.com/Citrix/Roaming/Accounts & L £ 9.

Confit NetScaler G Session Profile *

MName*

Receiver |

|| Unchecked Override Global check box indicates that the value is inherited from
1| Global NetScaler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications |

Override Global
ICA Proxy |oFF ~|
Web Interface Address | | O
I| webinterfacePortal Mode ~ [NORMAL ~|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | Oa
Account Services Address |https:_f'_f'acc0unts.exampIe.c0m_f'Citriw’Roaming;’Accounts |

1z, StoreFronttr—/N—FAERAS LU O— 3 > A Kweb.configy7 71 JLIZE . ZDURLA B I <allowedAudiences>
ELTEMLEY. 5L (3. BRD "StoreFrontty —/Xx—MR R f RX—2ZURL, #— b 1. SSLEERRENERL 451
LTLE&,

Receiver for Weboy7O 7 71 JL
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Configure NetScaler Gateway Session Profile x

Hame* |Recei\.’el

Unchecked Override Global check box indicates that the value is inherited from

Global NetScaler Gateway Parameters,
Network Configuration  Client Experience | Security | Published Applications |

Qverride Global
Home Page [ Display Home Page O
URL for Web-Based Email | ‘ O
Split Tunnel |=3FF v| O
Session Time-out (mins) |50 |
Client Idle Time-out (mins) | ‘ O
Clientless Access |On '|
Clientless Access URL Encoding |C\ear '|
Clientless Access Persistent Co.. |ALLOW '|
Plug-in Type |W|ndowsf’Mar_ 05X v|
Single Sign-on to Web Applications
Credential Index |PF!II»1:—F1'r v| O
KCD Account | v| O
[ Single Sign-on with Windows O
[ Client Cleanup Prompt O
Advanced
Confi NetScaler G Session Profile x

Name* |WebReceiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

MNetwark Configuration | Client Experience | Security  Published Applications

Overmride Global

ICA Proxy |oFF -|
Web Interface Address |https:.-f.-fstorefront.exampIe.com.fCitrifotoreWeb |
Web Interface Portal Mode | NORMAL -|
Single Sign-on Domain |examp|e| |

Citrix Receiver Home Page | |

oo

Account Services Address | |

ICA7OF > AR L TWLW5I54. NetScaler GatewayRAEH —/N—D 7 O/NXF A R—2 T, EEFE—FEFMLET. 12
DNetscaler7 Sy 7+ —LZ74 2 ADHHBETT,

Receiverd7’07 71 JL

Configure NetScaler G Session Profile x

Name* | Receiver ICAleq‘i

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters,

Network Configuration  Client Experience | Security | Published Applications |

Override Global
Home Page |ncne | [ Display Home Page O
URL for Web-Based Email | | O
Split Tunnel [ore -l O
Session Time-out (mins) |6’D |
Client Idle Time-out (mins) | | O
Clientless Access |Of'f '|
Clientless Access URL Encoding |C\ear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type |Ja\.ra '|
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Confi NetScaler G Session Profile X

Name* |Receiver ICAProxy

Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Metwork Configuration | Client Experience | Security Published Applications |

Override Global
ICA Prowy [on ~|
Web Interface Address |https:f'a'storefront.example.com |
Web Interface Portal Mode  [NORMAL -|
Single Sign-on Domain |ptd |
Citrix Receiver Home Page | | O
Account Services Address |https:f'a'storefront.example.com| |

Receiver for Webo»77’0 7 71 JL

Confi NetScaler G Session Profile X

Mame™ |WebReceiver ICA Proxﬁ

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration  Client Experience | Security I Published Applications I

Override Global
Home Page |https:_f'_fstorefront.ptd.com_f'Citrix-'StoreWeb |Qisp|ay Home Page
| =
[oFF - O
[s0 |
Clie eTime-o | | O
Clientless Access |Of'f '|
Clientless Access URL Encoding |Clear '|
Clientless Access Persistent Co... |DENY '|
Plug-in Type [Windows/Mac 05X ~|
Single Sign-on to Web Applications
Configure NetScaler y Session Profile x

Name* |WebReceiver

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Network Configuration | Client Experience | Security  Published Applications |

Override Global

ICA Prowy [on -
Web Interface Address |http5:_»'_»'5t0refront.example‘com_a'Citriw'StoreWebl |
Web Interface Portsl Mode | NORMAL -
Single Sign-on Domain |ptd |

2 b T HEKRR T BStoreFronty 5 2 & — % - (B —StoreFront IPAMERE T UL 5158(F. NetScaler Gateway{RA8+—
IN=(ZRRE N HHEBFQDNAStoreFrontd O — K/NT U H— (2 H BRI N D DBELDH ) £7.

HNEEDNS : 3>ODNS AL O— FAa1ERL 9.

o storefront.example.compsStoreFrontd 0 — K /N5 4 — F f=(F B —StoreFront - —/N—IP[ZfBIRE N B AEAH V) £
9.
e storefrontcb.example.comAp’s’ — b 7 = f ORAEY —/N—DRABIPIZIRIRI N D MEHLH DD T, DMZE oo —HhiL
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Y bT=oDMIZT 7AT I+ —IAHBHDIHEIE. INEHFTLET.
e accounts.example.com— storefront.example.com@®DNST 1 |J 7R & L THER L £ 9, StoreFronto 2 A& —@mO— K/
S —IP £ =3B —StoreFrontt—/N—IPIZ HBIRE N F T,

StoreFront4-—/x—3BAZE I : storefront.example.com

1. StoreFrontAa - >R b —JLg BBNZ. StoreFronttr—/N—F #- (3 —/N\N—Z)IL—FRAOEYI /L EFREAER L 9.

2. XBFQDN% [Commonname] 7 4 —JL K& [DNS] Z«4—JLFRIZIBML £9. ZMA. el L 7-NetScaler
Gateway(RA8H —/N—DSSLERAE THEMAINSFADNE —Bd 2 Z & #FERL £9. F7-(£. NetScaler Gateway{rA8
Y—N—rRACAAEAFERAL £7.

3. BIDSANE LTT7 A bIA 1) 7R (accountsexample.com) AGEBAE(CIEML £9. SANTHERINDTHY > F T-
)7 2%, BIROFIE ( "1 T « 7Receiver Gatewaydtzv > a R —¢ 707 7 ) & [Configure
NetScaler Gateway Session Profile] BIEI CFER LN TH B Z LIZEBEL T &0,

Certificate Properties -

;‘.ﬁ Subject |General | Extensions | Private Key | Certification Authority | Signature |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type: CM=storefront.example.com
|C0mmon name v| Add =
Value:

| < Remove

Alternative name:

Type:
storefront.example.com
|DNS v| storefrontch.example.com
Value: Add > accounts.euamle.com
Learn more about subject names
| oK ‘ | Cancel | | Apply |

4. &

R — A T ZR— FAJREIC LT, AEAZE A RIDY —/N—F - (3B StoreFront Yy —/N— ' )—7 / — R 28R T & 4
£9

IZLET,
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Certificate Properties -

@ Subject | General | Extensions | Private Key |Cerﬁﬁaﬁon Authority | Signature |

Cryptographic Service Provider vl

Key options ~
Set the key length and export options for the private key.

Key size: | 1004

Make private key exportable

[[] Allow private key to be archived
["]Strong private key protection

Key type v

Key permissions w

Learn more about private keys

| OK || Cancel || Apply |

5. VeriSignit7g ¥t — K /X—F 4 DCA, StnIL— FCA. F1z(FFRICARFER L CAAEICEE L £7.

6. MEF—HEDHT. ZOERELPFXEXTTIRKR—MLET.

7. FFBAE ¥ #R 4+ — A StoreFrontt—/N—|2 4 > R— b L £ 9. Windows NLB StoreFronto 5 2 4 —#% BB L TUL\ 5154
(Z. NTDH/—FIZZDEFBBEA 1 > 7R— b L 9. NetScaler LB{RAEH —/N—AH & dREO— FNT oY —5FALT
WBIGEF. ¢ ZICAEEE 1 R— L ET.

8. StoreFrontt} —/N—MISTHTTPS/N > FAMER L. 1> R—F LI=SSLEEAE A /N1 FL 9.

Site Bindings _

Type Host Mame Port IP Address Binding Informa... Add...
https 443 *

Edit...

Browse

Close

9. StoreFrontt) —/N—7T, BERIZFADEAFQDNIZ—HHT B L H (2. KRR PR—RURLAEREL £7.
7 @ StoreFrontTld. AEBAZENNDSAN—E TRENDSANAE (ZEEIMKICERE N E T . BE. BENICERINI-HDA
tDF FEATE F9H. StoreFront BIRF(INEICW UL TEET S HTE 9. BIALHTTPS//<FQDN>AGIEAE
WIZSANE L THET 256, KRR FR—RURLE(DWITNANCFEITRET DA TE ET. (Hi:
https://storefront.example.com)

g - [

o Rebwin
e T T H s
]
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StoreFront4-—/X—ThH47 — b 7 = 1 DR : storefront.example.com
L [RFT7]1 /—FKT. [NetScaler GatewaymEH] % [#BfF] ~1>ToUvoLET.

2H=N—RERFTBHICF. —EHL [F—rbTzA] #BIRL. [WE] 22V voLET.

e — iy
e
B forver Gormp L
Lretn Teonr
Lirt Wi S oy Borevecrnsy i

bt Hintleains Gomns

e Bepoon
ot 5 Dt ol e
Verw

& etk

B e

e Dy oo

o Ui a0t Dt
L
N
Laelagrr Bmate e bt
3z [T [ Corfagary L v ot 1 Smpgiel
Canfopit oen bamee

gt Fopmsmg [

= Rt B
B

3. [2RRERE] R—THBFQDN% [NetScaler Gateway URL] 7 4 —JLKIZANDL 9.

4. [RBELERAE] R 7#FERL . 3—J)L/\y ZFQDN% [A—)L/Xy ZURL] 7 4 =)L FIZAFIL £7,

Edit NetScaler Gateway appliance - Gateway

SforeFront Authentication Settings

These se1tngs specify how the remate user provides suthentcation credentisly

General Settings

Version | 100 (Buid 694) o later -
Seeure Ticket Authority Suboat IP ddese:
Austhentication Sctti [eptanal]

Legon type @ Coman

Calfback URL: O

i L |h!|g;_--’:".:q-e‘l'"p-m.rulr.;'.¢:¢n" | e arAuthSenace/ AuthSenioe samx
csptional)

[ oc  JET

5. [Secure Ticket Authority] % 7 %3&R [ . Secure Ticket Authority (STA) H—/N—A[RX b 7] / — KN TREICHEAR X
N T3 Delivery Controllerdd—& & —89 2 H L £ 9.

6.ZDAMNTD)E—ITI7EREBMZLET.

7.RAWE—a T A I TR (accountsexamplecom) AFETHREL FT. L. A — b I A INEBHSDE
RARATBEL D THDNELBHY) $9. ZNDFQDN(F. StoreFrontskX k ~A—2RURLY NetScaler Gateway{RABH —/N\—T
HBEINZHMBE— > (storefrontexample.com) X (IR D ENDTHHUELH Y £9. ARIE— > LHME—a N
BLHDIZH->TLEINT, HBEFQDNFFERAL LWL TL F2& L,
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Manage Beacons

Beacon points are used to determine whether users are connecting from internal or

external networks. Two external addresses that can be resolved from the Internet are
required.

Internal beacon: Use the service URL

®) Specify beacon address:

| ht'tpsh"_a'accounts.exampld.com |

External beacons:  |[ais it el ¥ats )]

https://storefront.example.com

Add.. || Edit. || Remove |

o

8.FQDN(Z & B2Ht A HR— 9 2(2(%. ROFMEIZKEWET. 7O a2 07 7 ILOBERATHTHDIHE. 1202
Receiver for Weboh A & E T 535515, KOFIEAER T 7.

C\inetpub\wwwroot\Citrix\Authentication\web.config(ZIEfIDT > 1) AL 9. FBaEAweb.config7 71 JLIZ(32D
DT> kA% ) 9. Authentication Token ProducerfTéhd. 7 7 A ILADRYIDT > b ) DA, BMDAIENT 24
BDH) 7.

LERZEMRALET. UTDLHIBRIU M) ERDIF. XFTRENTWLSITAHEML . R7EL T, webconfig7 71 JLABA
CEd.

9.C:\inetpub\wwwroot\Citrix\Roaming\web.configT. AT &L H%T> 1) A& RDF. KFTRENTWLSITAIEM
L. ®7FL T, webconfig7 71 ILAEBAL 7.
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713, ANTDORAT 1 7Recever(R7OES 3= 07 7AILAET I RAR— T DI EATEEZT., 2995 T
VIEEBRFZ R 1 T « JReceiVerdMERAREIZ/AL ) £3. ZD7 71 ILAET~NTDHReceiver for Windows# & {)Receiver fol
Maco 247> MZEfL 9.

Export Provisioning File

Distribute this file to your users to automate Citrix Receiver setup.

Default NetScaler Gateway appliance:
Other appliances:

Internal beacons:
External beacons:

Name: Store

URL: https://storefrontptd.com/Citrix/Store

Access: Internal and external networks

Details -~

AGEE3

https://accounts.ptd.com
http/fwww.citrix.com, https://storefront,ptd.com

Receiverh®f > R b —JLIZ#H TCRT 7 1 ILHBEER T SN TULBIHE.

BICAR—FENET.

CM: storefront.exam ple.com
SAMN storefront.example.com

SAM: storefrontch.example.com

SAMN accounts.example.com

External Client
Glabally routable [P

Internet zone ﬁ'
b

WEErEr : O s
WP OMZ Firewall
router
Storefront. exarmple. corme=F ireswall Public IP
192.168.2.4 Or Storefront.example.corm=YIP 182.168.2.4
@ Local LAM/Corparate domain n

Internal client

Windows MLE cluster Hensppi{enDeskiop 7 x

182 168.100 DA 192.168.1.4 182 1681 8
DS/ Windows [Server 2012
OHCF
Cluster nodes
192.168.1.2

Storefront.example.com=
StoreFrant LB or Server [P

https://docs.citrix.com

19216816 189216817 192.16B.1.8
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1)) =R 7 1)L R —DFE

Nov 27,2017

ZITE. VY ROEERPF T FAFERAL T, 31BaND )Y —REFBET HARCOWLWTEHBAL £9. EEAE.
N7 1 ILR—H4BEx . Store Customization SDKTRRItEN D L W EELHR X YA XAREHAAEHE TERTE £,
SDKTIE. A—H—ICRKRENDBTTIRTRI v 75aGHLIY) . TORREHEER L), BEVIT XA —X— 58X
L7=W) T& %9 . F£L < (L. Store Customization SDKASRL T =&y,

7 : StoreFront&IE O —JL ¥ PowerShella >/ —)LaEFZEEC Z & (3T FHA . StoreFrontEIEa Y/ —ILABHL
ThH B PowerShella >y —JILABILNT (=& Ly, @EEIZ. PowerShelldd g ~ThHA > R R R &L TH S StoreFront 18
a2V —=ILEBLTIZEL,

7 1ILR—5HEMY 5213, StoresModule TREZRE N T UL BPowerShela~w> KL M &AL EY. BELRES1—ILA
O— K9 %23, LLFmPowerShelz =~y p &AL 7.

$dsinstallProp = Get-ltemProperty

-Path HKLMASOFTWARE\Citrix\DeliveryServicesManagement -Name InstallDir
$dslinstallDir = $dsInstallProp.InstallDir

& $dsinstallDin..\Scripts\importModules.ps1

)Y —=REBET74ILR) 7T 2123 KT FAERALET. Z0av>r NIZLY . JIET2 ) Y —20FEHR
PEESINET. FBELBEMSID ) Y —R(GFIESINEEA. UToav FLy FEERLET.

Set-DSResourceFilterType : 1)/ —XNFEREIZ L BINET 1 ILEx—5 vy b Ty 7L ET.

Get-DSResourceFilterType : StoreFront ColIE a3 )/ —Z2NFEHEND—E IS L £ 7.

)V —20EEZ. F—T7—FL) HEICERENET.

ZNUSEND) ., F=T—=FER—R(IZ)Y—=R&T 1R —L F7Y. & ZE. XenDesktop, F7=(IXenAppdD!) ) —R %
TALR—LET. F—T—FF. &)Y —2RDOFHAT 1 —IL FOXFIIHSERENET .

DT 1ILR—TIL. JIEXNED) ) —RX £ IIFNEHASHEIINT D) —RETEETEET . FIFETD)Y—RAETEET D
TAIR—TlE. F=T—FIZ—FHT DY —Z2DOHHIEEIN, —BLAEW) Y —R(IFFEINTHA. FIEH SR
)Y —REEET D7 AILE—TIE. F—T—FIZ—FHT D)/ —2Z2pFFEahig ()9, NKFoavr FLy  &1F)
L%d.

Set-DSResourceFilterKeyword : 1)/ —ZNDF—T— NIZLBIET 1 ILx—45t Yy NPy 7LET.
Get-DSResourceFilterkeyword : 1)/ —2DF—7)— FO—BA#EBIEL £7.
ATFDF—7—FEFHINTEYN. ZOT7AIVR—TERT B I TEEEA.

s BE)
o [EE

BF—J—FRIZOVWTELIZ. MY —To2R) T 2OFREW & "T77)r—> 3 BEDOHER #8BL T
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S,

RHAZ RIZEY ., 7—2o70—1)Y—ZHFERNEAI LRI N ET.

Set-DSResourceFilterKeyword -Siteld 1 -VirtualPath "/Citrix/Store" -ExcludeKeywords @("WFS")

KpATL RIZ&Y) ., 77— anarpiEanig.

Set-DSResourceFilterType -Siteld 1 -VirtualPath "/Citrix/Store" -IncludeTypes @("Applications")
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WY 7 A IV fER L 18 Ak

Nov 27,2017
7 71 I)LAERL T, Citrix StoreFront&IE 0> — )L ClEEE T & 75 UWWCitrix StoreFront g5 & 1rCitrix Receiver for Web
DEMBEEAIBER T FT.

WA T & Citrix StoreFrontZREIZIE. KDEDHBH ) £9.

ICA7 7 1 ILELZ DB,

7 7L A T ORENS T OB

Citrix ReceiverdQ A > XA T ATHRY I ZADHAZYA X

Receiver for Windows Co/SX ) — R E LU I—H—ZDF v v > 1 BED HESh1L,

WA T & %Citrix Receiver for Webi&EIZIZIXRD EDHBH ) 7.

o 1—H—(ZXT BV —RDFRFTN
o [VATTN)Hr—1ar] TAILE—E 1 —DEHN
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W7 71 L% {F - f-StoreFrontd s %,

Nov 27,2017
Z ZTlZ. Citrix StoreFrontBFE >/ —)LA{FER L TEITTE A UVMTMAIARER R 2 712 OWTHBAL 7.

ICA7 71 ILBRDBEML
7A IR A TORIEF T DEML
Citrix ReceivermdA 7’4 > XA T AT Ry 0 ADHAZTA X

Citrix Receiver for Windows To/Y2 ) — F B LU L—HF —&NDF v v o 1 BBED B,

StoreFront(Z(d. ICA7 PAIVZTF O RIVBZ BN 347 arARESNTWET. ZhiZd ). ZoBEEA Y R— b3 %/v—2 3 > Citrix Receiver T, ICA7 7

TILHMEREE N DY —N—HLDHDTH DL RAETE DL H 2741 £F. StoreFront T7 7 A ILDBLEBMZT . - =TT sr—2 a5 R8T 5,
ZZEMRESNBICAT 71 LA StoreFront —/N—DEAERAE R b 7I2Hh BEAE A FRL TERLEIN LT, StoreFronth—/N—DARL —F (> I R FLTY

R—PENZEEDNY 2TV AL FESTICAT 7AIVEBRTEET. 7F7AT 2 MY 7 M7 THAZOMEER R — b LA WHERICAT 71 ILOEZAIC
Jiizén’a\fow\iﬁu FURIWNEBLTERINE T, BLRWRIZKBLHET. TURILERLLTICAT 7 ILHEMS . Citrix ReceveriZi¥ 53 n 9. kELC
T7AIERZIIANDHE ) AL, Receverll TOMRIZL WIREENET.

StoreFrontdICAT 7 1 LDEZWEETERT ZiAFICEREF —HF Eh. FUIN-BUPRNTHINELHY) 7. AREICF—FEREI XT3 snd
INDHEE. TORLBETOERATITINTWBNRENHY) 7. IBRF—ERETIIZXT o a B ENDHEE. I— FER F -3V —/N\—Ri R e
NTWRUBELNH) £T.

ICAZ7 7 A V% BET H3n6. BRAOBIME £ 72 (JABBROME OIEAMEIN SBUR L1220 — FER £ 12 (ISSLELAME A ERT 2 2 L 2 B8 L £9. MBI
BYGIAE A RETELWIRRE. = N—IAED L ) AREOSSHIAE A ERT 25 ML LIL— MIAMBRIAE AR L T1—¥ —F /N1 RCEATH &
NT&EY.

Z P TDICAT 71 ILDBLHEEIT T 7 4L b TIZENZR >TWET, ICAT7 PAILDBLHEEE BT BIZI1E. X b TOBRT 71 )L &4igk L ThH S Windows
PowerShela<> K #F4TL £ 9. Citrix Receiverfll TICAT 71 LDEBLMEEE BT HHERICOVLWTEHL (3. TICAT 71ILIZEL L TEHES N TUOAR L —/8—.
DT TNVr—=o 3 TR by 7HRBILAWVWEIIZTE1 28RBL T &L,

JE @ StoreFront&IE 32/ —)L ¥ PowerShella >/ —)L A RIRIZHIC 2 & (3 T& £ A, StoreFrontEHE 2 —)LABIL Th b PowerShella >y —)LAFILT 12X

U, E#RIZ. PowerSheld g ~ThA > R &> R &L TH HStoreFront B I/ —)LABILT ( 12& Ly,

BE  BHY -/~ I2L BRBRE T, BROY—/N\— L TR —/N— I —TOEBEEE L AW T a0, BRERDIEA DY —/N—_ETCitrix StoreFront &)

ALY —IVAERBHIFITL TOARWI EARRL TEE W, BEATT Lizh. MROEZEA T —/N\—2IL—TCRREE T READIEIAIOY—/N—5EHL 7.

1 ICA7 7 IVDEZIZEAT ZEFAEA. IRENI—F —DEFAE R b 7 Tld7s { . StoreFrontt—/N—_ECitrixT1) /N1 —H—E R OEFRE R 7 CIEFTTAEIZ 7 -
TWB I ARRLET.

2. FHFERINIFAR—HFS>TR F7Owebconfigy7 7 ILEBIE 9. 207 7 ILEEE. Clinetpub\wwwroot\Citrix\storename\7« L- 2 k ) (Zd ) £9.
storename( X b 7 DIERIFIZTEE L 1= &HTTT .

3. 77AIRNTRDE > a v aBELET.

4. WTRT & IC. BRICERY HAAENHMALEML 7.

certificateid" thumb="certificatethumbprint" />

IIT. cemﬁcateldtiz I\ ”0)*%5327 A VN TREBAE A9 510 DIET. certificatethumbprint(3/\w & 2 7L T XALIZE W ERSNBAET— 2 DK A
IR (FFIIBED)

5 771N TROEREHRELET.
6. A b TDICAT 7 A IIDERHBMZT S(2(F. enabledBHENEATUIZEEL £97. X 5(2. certificateld@EN(E% . AEBAEAHRT 21-OIZERLID. 2F 1)

FllE4.certificateidZEREL £9.
7. SHALIRSAD/ A\ Y & 2 7L T ) XL &FT BinAE. BB thashAgorthmBHEo EAsha256, sha38a, % f-(3shaS12(3EEL £7.
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8. O—HILOEEET 77> b %fE->TWindows Powershell & £EIL T, I F7OY 7 M TROIAVL FEFITLEY. ZhITd) . A NTHREF—IZT o £2
TEBLHITHYET,
Add-PSSnapin Citrix.DeliveryServices.Framework.Commands
S$certificate = Get-DSCertificate "certificatethumbprint”

Add-DSCertificateKeyReadAccess -certificate $certificates[0] -accountName “IIS APPPOOL\Citrix Delivery Services Resources”
Z Z Cecertificatethumbprint(f, /Ny S a 7T XLIZL ) EBRENDAPFET—KXDXA P T A P TT,

ZNTDT7 7AINEA TOREEMSITIZ. 74 b TERZL>TWET., ZDt=d. A—H—paA—H—FNA R ETHW:-0—ALT7 71U TR F14 75
DT TVr—2aTRREINET. 771N RATORIEMTEENCT DICIE. X NTOERT 7L E4EL 7.

BE  BHY—/N\—I2L 2 RBRE TR BEOY —/\—ETRRKIZY —/N—F I —TOlBEEE L WTL 2a 0. BRRDIEA DY —/x—_ETCitrix StoreFront &3

A2V =ILERBHIFEITL TUWEWI E AHERL T FFEW, EBART L-h. HROZEEA G —/N—JIL—TICRME 8T BERDIEHLI DY —/NN—52BHL £7.

1L FFERMNIFAR—%&FS>TR b TDwebconfig7 71 ILEE F9. ZN7 7 ILIZEE. Clinetpub\wwwroot\Citrix\storename\7= L 2 h JIZdh 1) F9. 2D
storename(3 R b 7 DIEREFIZIEE L 1-BATTY .

2. 77AIVRTROERERERLET.

3. ANTDT 7AIEA TORERT 5 EEIZT 5 (Z(3. enableFileTypeAssociation/ Bl of fIZEE L 7.

Citrix ReceiverL—H' =R N PIZOSA LT HEENXATATRY I RIZIE. T7AILDPTRA MLHARREINFCBA. ZOXATATRY I RAEHRAZXIALALT
KA MIUZ TATF L LTLEEI W BBEDA Y E—CEFRRT D EHTE £9. Citrix RecevermO 74 > XA T AR Y 7 RZR A PILXFINAFRT 51215, B
Y—ERBOT7 7ML EEEL T

BE  BHY -\~ ICL 2 RBRETIE. BROY —/N\N—L TR —/N—Z I —TOBEEEE L W T a0, BRERDIEA DY —/N—_ L TCitrix StoreFront &
ALY —ILERBHIRITL TWEWI E ARERL T2 W, EEATT LZb. MROEE A —/N\—2JIL—7ICREME ¢ RENDEIDY—N—5FHL 7.
1L F% R PIF 1 R—51E > TRIH —E RBMUsernamePasswordtfrm” 7 ILABE 9. —DO7 70 ILIZES.
C\inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\7 # L X —(Zdh ) £ 7.
2. 77 IVNTROITERRL £7,
@* @Heading("ExplicitAuth:AuthenticateHeadingText") *@
3. 20T AL M EMBHRLET. ZNETHIZIE. ROLHIZRAID T@*) L &iED @, HHIRL £7.
@Heading("ExplicitAuth:AuthenticateHeadingText")
Zhiz& ). Citrix Receverl—H'—AZ DA M FIZAZF L LI &2, T7A4IIDRA MIVXFIITHS "Pleaselogony F7-lx 'O 4> LTLFEE W, Y
HRREINET.

4. R4 PUVXFINEEET BI121E. TFR PIF 1 R — 51> TRAEY — £ X ADExplicitAuthresx” 7 1 LABE £9. ZD7 71 ILIFEF,
C\inetpub\wwwroot\Citrix\Authentication\App_Data\resources\ 7 # L X —(Zdh 1) £ 7.
5 77N TROEREREL T, BRARNOXFINEMEL T, NN, ZORMTFOOTHLEXATORY I ZADRA PILHAREINET.

My Company Name

FAroO4s—ILzn B 1—H—RIZCitrix Receverd O 7’4 > XA TR RY 2 ADRA MILOXFINEEET BI21F. R & 74 D ERBRDEXplicitAuthresx 7 7 JL 4
4w £ 9. languagecode= = . languagecode(s Tjay Zx&»O4 —)LIDTT,

Citrix Receiver for Windows? 77 #+ JL b Tld, L —t—AStoreFront X h PO H > LIz ED/XRT—FAF v a3 Fd . Citrix Receiver for WindowsT/X2
T—=FDF vy aBBEAEINCT B2, BT —ERDT7 7ML AMREL £ (Z DREIFCitrix Receiver for Windows EnterpriselZ (A& N EHA) .

BE B — 2L ARBETE. BEOY —/N— L TR —/N— I — T OB EERE LW T 230, BERDIEN DY —/N—_ETCitrix StoreFront &
ALY —LERERZRITLTOWE W I AHERL T Ea W, BEART Lich, BROEEA T —N—JIL—TICRBE U T RERDIEHI DY —N—5FHL 7.
1L FFRAPMIF 14X —A{FRAL T, inetpub\wwwroot\Citrix\Authentication\App_Data\Templates\UsernamePassword.tfrm” 7 1 JLABR& 9.
2. 77 IVNTROITERRL £,

@SaveCredential(id: @GetTextValue("saveCredentialsld"), labelKey: "ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked: ControlValue("SaveCredentials"))
3. ZOfTERODE IO ML T

s Y. ZoOREF—ERDR b 7IZCitrix Receiver for Windows AR L TR A >§ 21 —H—(d. BE/NXZRT— FOANHBEICLY) £, ZOREL.
Citrix Receiver for Windows Enterprise(Z (3 BRI N EHA .

aA

=K

LSRN IF A R—DERARD & RAGRENRET ZTREMA B V) . WindowsD1( > X b —ILARBIZARBIHELH Y E£T. LR M) IF 1 X—DRBICL 2EEICHL
T, CrixTIF—EEEBVEBA. LR M ITF 1 2—F. BBROETLHMOBETITERC IS W, 12 LR MY T PAILDNYy I Ty THEBRLTHL. LSRN
AAREL T fZE 0,
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77 #JL b T, Citrix Receiver for Windows T3 A BEIRICHI SN TAh&ENET. I—H—27 1 —IL F~OBEHE A2 BT 212, 2—H—F /N1 XA TL 2!
M ERELET.

1. REG_SZ{#? HKLM\SOFTWARE\Citrix\AuthManager\RememberUsermame & ¥Ef L 9.
2. &% Tfalsey (ZRREL £
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W7 7 1 JL % {F > 7-Citrix Receiver for Webt 1 b
5

Nov 27,2017
Z ZClF. CitrixStoreFront&I8 0> —I)LAEA L TEITTE ALy, Citrix Receiver for Webt 1 | DI ER R R 7 12
DWTEAAL 9.

Citrix Receiver forWebty«f f S FR T by FEe T /)= aOEAIZT VLA TE 3G, T7A4ILNTTRI by
TeT TV = ap Bl xnE 1 —TRRENET. YA MZOTALTBE. BUICTRO by 7E2—HRRENE
T, A=Y =T I7ECRTEDZTRI My THIDDHDIGE. T RVRRBER T 7)) r—2a hhdh e ) I 7’)\/)‘7()'/
T, A=Y —OIF UFHZEDTRAO by THBEBRNICEFILET. CTNOOREAEET DIZIE. 1 FOEBRRT 7
HHREL £9 .

BE  # —N\—ZL B RIRIE T, BT —/N\— L TR —N\—JIL—TOEBAEZEE LW TL a0, &R
HWDIEH D —/N—_ETCitrix StoreFrontEIE I >/ —)LARIRFZEITL TUWVaWI e AL T a W, BEBEATT L1
5, BROEEA Y —/N—JIIL—T7IZRBEH T RBERDIEHAI DY —N—56FHL 7.

1 ¥+ X MIF 1 X—%{F - CCitrix Receiver for Webt - | ddweb.config7 71 ILEBZ 3. D7 71 ILIFEE.
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autoLaunchDesktopEtEn truemins . FRARIRELA TR by THIDDHDI—HF—H 0T A L LTET 7 r—> 32
JEBEGEINETA (T—7XR=ZR3> bO—LUHAPERIH>TOTEBEGINETA)

£ : Citrix Receiver forWebt o MIZL BT R0 by 7OBEBERENABMZT S(2(L. Intenet ExplorerTH 1 MZT 7R
2A—H—(F [A—HILL > TRy M 1= BREEATA M O/ =Y N EEBNTH2BELSH ) T

Citrix Receiver for Web®F 7 # JU b Tl iRl AER R b7 (BERI—Y—F) CWAR VN7 (A—Y—pWTRO514T
LA THOITNTORBT 7 r— arph—LBIIZEBNMEND) O [TAT77)r—a3r] 74IL8—E1—mFK
RENET., ZOEI—IZIZT ) r—s a7 48— VﬁT%xén T AIE—IZADMERFTRENT T,

BE BB —N\— L DRERE T, B0 —N\N— L TR —/N—FIL—T O EEE L W T a0, &R

HWDIIH D —/N—_ETCitrix StoreFrontEIE >V —)LABERFIZRITL TWWEWIZ E AR L T3 W, BREATRT LI

5. BRNEEAH—/N—JIL—TIZRBX BT BRERDIEHI DY —NN—5FHL 7.

1 F% 2 I F 4 K—%{F->CCitrix Receiver for Webty 1 h dOweb.config7 71 ILEBIZ £3. ZD7 71 ILIZEE .
C\inetpub\wwwroot\Citrix\storenameWeb\7 # JL X —(Zd ) 9. Z Z T, storename( R b 7 DIEREFIZIEE L =%
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BTY.
2. 77 MIVNTRODEBERZERRL T,

3. enableAppsFolderview @& falselZEE L £93. ZhiZkb) . Citrix ReceiverforWebad [wA 77— 3]
T AWK —E 1D EIL) T
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ZDOMEw I TIE, StoreFrontdEES L OMERERIZERTNE ., SRTFTLDOEF2) T 1 51RET B -DDHBEIC DWW TR
AL 9.

BIRX v t-lISKHERK TStoreFront A TE £9. ZNIIT7 4L FDISIERTIEH ) FBA.
—BITREWT PAIVERFARIETZ e TEET.

StoreFront Tld. BERD 7 4L ) 7N, RDT 71 IWILRFHAVETT .

(ZTEDILERF)
.appcache
.aspx
.cr
.CSS
dtd
gif
htm
html
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png
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o txt
e xml

Citrix Receiver for WebT¢Citrix Receiverd &> 00— K/ 7w 7oL — FABINIL > TWBIBE. D7 741 WHsRTF
LbIHETT.

e .dmg
® exe

Citrix Receiver for HTMLSA Gz > TWBIGE. RO T 71 Ik T & HETT,
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o fttf
o woff

MIMEDTEXE
LT 7 74 LTI 2MIMENTE A A HIRTE £ 9.

® .exe
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e com
e bat
e csh

BRODT7 AR T
StoreFront(FERD 7 41 IR ) 712, IROHTTPEIFAAMETY ., MO—BIZHWERIAZIETE F T,

o GET
e POST

e~y R
*fbdMicrosoft 11SERE
StoreFront(Z & MEE L FHA.

ISAPIZ7 1 LR —
ISAPI3L3R
CGlI7as3 L
FastCGI7O o< A

Important

o IISFRAERAIAMER LI WT L F2& W, StoreFrontl 3 EHERRAEY R— b L. ISSRAEAERL-) . YR—F Lz LEHA.

e StoreFrontt} - k MSSLERE T [Client certificates: Require] #BIRL 7AW T 2& Ly, StoreFrontd 1 > X b —ILTlE. ZD
8B TStoreFronty o + DEY L R— AR 7.

e StoreFrontZ(FCookieANNATH B7-8. [Use Cookies] F&E & HEIRT ZMNENDH ) £9. [cookieless/Use URI] F&E(FEIRL
IRWNTL &L,

o StoreFront|Z(FTEE/{EREAWNETT . 7' O0—/NLNETIEREL ~N)L% [High] 73 ¢nATFISRRE L AW T a0,

e StoreFrontTlg. ¥ b ZXICAHENT 7 r—>a7—ILdHR— b anFBA. ZOH A MEEEFEELARWTL FZE0,
tzt=L. 77V —>asT—IDT A NIVREDR A LTI MEX. 77— a7—ILhMERT 2B X £ ) DE(FRE
T&%Y.

StoreFrontA’f > X b —JLENB Y. (DT T4 —aL7—ILiZiZ—ERELTOSA 1O H 4ERE [/ O
CRADAEY 7x—ROIEM] . [EF2VTABEDOER] . [7O0ER LRIV F—7 DEEBRZ ] OMHERIMTS SN
9., ZhFTTN— arT=IAMEREN-EORBREDEAL ET —TT,

BE. _ho01——180a2EET30EIH) FHA. ZNSHOMER(ZStoreFront TlEfER I N BERIZESIZA L) 3
7.

StoreFronta 4 > X b —ILT B &, ROWindowstH —EZAMERE N T

e (Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
Citrix ClusterJoin (NT SERVICE\CitrixClusterService)

Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

e Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)
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XenApp 6.5(ZStoreFront KerberosHll#{$ & Z{E AT 5 & . Citrix StoreFront Protocol Transitiontt— k"2 (NT
SERVICE\SYSTEM) AMEREN 9. ZH—ER(Z(F. Windowst —E R IZEE -SSR WHERABETT .

tieon Ta—H—#EFDKERL 2> a3 D—EIZH BStoreFront Windowst —E R (3. NETWORK SERVICE IDTO & #+ >
2559 ICHEREN F 9. Citrix StoreFront Protocol Transitiontr—E X (. SYSTEM& LTOZ A > L 9. ZOERIE:
LAWT &L,

StoreFront?d A > R b —JLIZ& V) . RDOY—ERABEE LX) T I —TIZBMEn T,

e (Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
e Citrix Cluster Join (NT SERVICE\CitrixClusterService)

StoreFrontAIE L € BEL TRDIBIEAEITHIZIZ. ZNSDTIV—T A N—2y THBETT .

AFBAZEDIERL. TO ZR— . 1 2R— b, Bk, BLUEABE~DT 7 £ XHERDRE
WindowsL 2 Z 1) DFcHEU) S UEEZRAH

Global Assembly Cache (GAC) TomMicrosoft .NET Framework 7 > 7'1) MBS L UHIFR
7 # JLX—Program Files\Citrix\<StoreFrontLocatior>~NT 7 2 A

ST 7)) 7—=IIDE L UNS Web7 7)) r—< a>migi, BE, Hikk
A—ALEFa)TAIL—TELUT7 74T+ —ILIL—ILDEM, BE. Hikk
Windows#—E X ¥ PowerShellx + v 7 > DiEME L OB

e Microsoft Windows Communication Framework (WCF) T KR+ > b DHEER

LECRMED—E (L. StoreFrontOEFH 7O 7 L TEMAGCEREEINDZ EAH ) 7.
StoreFrontx 4 > A =L 3¢, UMTFDOEFa T4 —THEREINET.

o (itrixClusterMembers

CitrixCWServiceReadUsers
CitrixCWServiceWriteUsers
CitrixDelegatedAuthenticatorUsers
CitrixDelegatedDirectoryClaimFactoryUsers
CitrixPNRSUsers

CitrixStoreFrontPTServiceUsers
CitrixSubscriptionServerUsers

e (itrixSubscriptionsStoreServiceUsers

e (itrixSubscriptionsSyncUsersio X > /x—3 vy

StoreFront(Z. ‘h%@t#lU?{ﬁ»—f@ﬂym—yvf%ﬁﬁbiT X N—3y J(dStoreFront N T T 7 &2
HEDT-DIZFERIN. 7717 £ IR = EDOWindows!) VY —R (Z(FBRANEBA. ZDTIL—T X N—2 v
FEBELAWLWT &,

/Nt &

StoreFront (. J>E 1—&—N:85I & Transport Layer Security (TLS) BISORED -2 —/N—FEAEAFHL
T . ICAT7 71 ILDELIEES BINCT BI5E(L. StoreFront CAEBAZE A FAL TICAT7 7MILAT U RIVERT B L 6 T:
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Citrix ReceiveraFIHOTT/NA RIZA A P —ILT BA—H =R LTAX—ILT FLRIZEBThI > MEEEFMZT SI(C
(&, StoreFrontt—/N—_LIZB# Y —/N—RERAEA A > R b —ILT BBEHLH) £9. IL— FEAE~ADF T —2 DI T
HENTHAIVELHY FT, I—F—T AR TR %Mm_EXH%(Z(F. Subject F -(FdiscoverReceivermSubject
Alternative NamexT > b DEIBREA 1 > X F—ILT B EA G ) F9. domain, = Z Cdomainji1—HF—nA—ILTH
7> b A Microsoft Active Directory R XA > T3, ZDOR AL DT AIVKEH— NAEBREAFERT S8 HTX ETHN
DL ) AN ERAAMADEF 2 T AR O—THAIINTWB Z EAERL T EaW, A—HY—DA—ILTH"
Y MEBATWS N AL RADIEHN DAIAEAFERT 22 & TE £9 A 1—H —AHCitrix ReceiverCStoreFront t—/x—(
BANCHEGIL - & (2, AEREICBIT 28 ERRENE T, LREPUMDIIAE A FERL TAX—ILT7 FLRIZE DT HY > |
HBEHBEEAERTAZEIETEEHA. (LT, "X—=ILT RLRIZLZTHY Y MEEAERT 2 #8BLTEE
Uy,

A—H—ATHho | aHERT % & &2, Citrix Receiver|ZZ F POURLAANT 25E (DF ) A —ILT FLRIZLBTH
> MREMEEAER L L URE) (. StoreFronty —/N—_EDREHEAE DY —/N—IZH L TOHBM T, JL— MEHE~C
FI— H B THIUENDHY £7.

f—2 L EHEIRE

A —ERER N TO¥NFENIZ, b= U BEDO-ODMHAENVETY . il —ER X M T AEERT 5 &
StoreFront|Z & V) BECE&AZENER I N FJ ., StoreFront|Z & V) ERINZECBLIPELR I IHORBRTHERALAWLT
Cf2&0y,

Citrix Delivery ServicesmiRAE

StoreFront(f. #1 R R LDOWindowsiFBIZ X | 77 (Citrix Delivery Services) (2. W\ DA DEFEREARFF L T F 9, Citrix
Configuration Replicationtt—t&"x | Citrix Credential Wallettf —t"x | § & 0¥ Citrix Subscriptions Storett—E X (3. ZHiHM
ALAEAERL £9. 772 X—Am&StoreFrontt —/N\—(3, ZhOLDAENIE—4F->TWET. Zhont—E>
FEFaTRHBEICTSAERET. ZnoOAEETISY —N\—IREL L TEASNEETA. ZhoDRE.
StoreFront X b P DYERKEF £ 7-(LStoreFrontd 1 > R b —JLEFIZIERNE N 9. ZOWindowsiEBFER F 7na 7V (43%
BLAWT &0,

O— FELAAE

StoreFront (L. \Scriptsdd 7 # L X —KNIZL  Dh\DPowerShellx 7 1) 7'+ (psl) AZFENTWET. T4 D
StoreFront{ > X b —ILTlE. ZIHDRI) T MIFEREINEFEA. ZhHDRI) 7ML HHTRIBENDZ X o ¢
HRFIENERELEINET. R T MIBRINTW S0, StoreFront TPowerShel TR 1) o —A&HR— F T& B L -
IZ704) £, AllSigned:R1) > —A B8O L 9. (PowerShelz 2 1) 7' b OFRITHWIT b S 1= RestrictediR1) > —(&
HR— &N FHA) . StoreFront T, PowerShelE{TRY > —(IXEI N FHA.

StoreFront TIIERETE B RITILA b 72— FELMPREFA X =LA FHAH. WindowsTId— FELAAEAE
BiRICIBINT A2 ¢ A TEE9. ZhiE. PowerShellx & 1) 7k AAIways runAt 7S 3> TEITAND Z ¥ TAREIZA ) F
9. (Neverrunid 7o a3 A#EiRT 5. FHEINTURWGEAEXR b 7IZAEAEANEM&E 1. StoreFront PowerShellz £
)7 MIRITENEBA) - O— FEBLRIASHEHEINIRITTR F 7IZEMEIN S . Windows(ZBEHAR & MR L 75 «
701) 9. StoreFront X R ATET L1zH. [BRETE BRITILRA F7H L ZDiIAEAHIR T 7.

EREIRIZTlE. StoreFronty H—/N—DETRIEENZT— X 54RET Z1-DIZ. 12—k y b7ObILEF2)T-
(IPsec) Z71=(ZHTTPSZO F QL AFERTZ I aEBEOL £9. IPsecid. 1> X—>x v b 7’0 b JILOIZEMEELERD
Y T, 41X—Fy 70O FaE. T—REBEHEBEDOREICL V) BENORIL & BSUOMEEAREL 7.
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(. SSL (Secure Sockets Layer) # &L UTLS (Transport Layer Security) 770 F JJLAER L Tilahi F— R ESiki#eE 412
#HU Ed.
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sH—=ER (IIS) £ 2> 2R R THITPS AT 2 MEAH V) £, ISTHTTPSHAMERE N T WGE. StoreFrontddi@
EICHTTPAMER I N 9. EHREBIE T, StoreFrontAN T N THOL—HF —FEAMREIND LI ICL T A,

StoreFront¥ RILWeb R XA > (RFAXA > BER—P) IZWebT7 Y r—o g aRBETRE. ZNS5DOWeb7 74—
2 a OfESSHEIC & 1) StoreFront REFIRIREEDEF 1) T A AME T T BAEEMEA D ) £ 9. X2 T AIRRADEEL T
TFa1) T EBUT DD, WebT 74— 3 ¢ R DBWeb R X1 > (ZStoreFront 5 BRI 22 & 528 L £7.

StoreFront(Z(F. Y —/N—_LO4FENFIAEAFERAL TICA7 7MIVA T RIVELZT B4 7 a>hbl) . Zowees
R— g B/N—2 3 >Citrix ReceiverTld, 7 71 ILDORITILAERATE DHE ) A EHEETE £9 . SHA-IXPSHA-25673
. StoreFrontt —/N—DARXL —=F A VL RT LT R—MEINZED/Ny 2 aTILO) LT, ICAT7 71 IL 5 ER
TEET, ELCIE. TICAT7 PAIILBLZOEUH. #BBLTHEWL,

Active Directory N X o > D E&E1&1EHR TReceiver forWebtr«f M 2O H > 21— —HARBBEIZIGCT/XRT— FAEETE
BEHICERETHENTEET . 1150, ¢RIV —ERBFERAT AR MNFICT VA TE DT NTOI—H—(Z,
IZIR) REF ) T ABENRBIND Z L1244 F9. BT T 4R >—I2L ). A= —/XR7)— FEFEL
BED NBMEANDAIZHIRE N BIRETIE. AR Y FT—DIMALSENSDR P TIZT I R TERWI E AFERL T
frEW, A —EREER LI EDT7 4L OB TIE, /X2AT—RFAKMLTH, I—H—(Z/XRT— FEEE T
FHA. LG, T —To2R) T 20&EH 23BL T HaL,

¥ 1) F 18D, BANEEL TWEWY—N—A5 I TV EERI) T A0 —FT5HRZ7 A X ET
BWTLEEW, ATV FERIFRI )T ME. B AR <A X517 Citrix Receiver for Webty «f fDH AR LT #ILE—
JE—LTLZ& 0, StoreFront AHTTPSESRIZIEBRI N TUWBIGE. AR RXRLIALTUYRHRRLRZ ) T hAD):
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StoreFrontfiggiodn o AAR—pr &A1 2 7R— B

Nov 27,2017

StoreFront REIRIBEOMBEE A T O RR— P T&FY. ZNIZ(E. B—H—N—RBE H—/N\—JIL—THEBEOEAHE 3
N9, BEORREN A v R— b —N—(ZBRIZHFEL TWAIHE. MEOHEEIHEEEINTH S, Ny I T v T7—7
IT7RIZEEINTUSDHERTEEZRZIONET. =7y M —N—p0 ) = R TIBEFREDT 7 4L b1 > & b —ILOD}
B, NN IT Y TRIZRFEINTWS A UR— P IN-EERAEFERL THLWRIEAER SN ET. T ZR— F anrf-H)
DNy Ty TE B—Dzip7—H4 TR (BShInTOWRWEE) FzdcaxzipEX (ERRIC/NY 2Ty 77 74
IWORESHEBEIRL 125E) TY.

StoreFront# N T o RR— b E LA L R— REOMGTEIR
StoreFront/\vw 7 77y 7 OGS4k ¢ B SRR IZ{ER X v 5 PowerShellE#&1E5HA4 72 = 7 k
PowerShella<> KL v b

BROTI ZAR—ELUA 2 R—

o Ny IT YT T—HATIZEENTUBRR PR—ZRURLAFERL £9h. 131 R— b —NN—TERATIHLLY
A PAR—ZRURLEFEE L £9H

o IFLECitrix /A L TLNSRAESDKG (Magic Word Authenticationzy &) & fz(dH— F/X—=F 1 DRBAEH X R 7 A X% A3
ALTWETH., FRLTUBIGEIR. ZNL/Ny =2 RIS R— ==X =L TH L, 1B
MO FAREBUHERE 1 > R— T 2BELH ) F9. BELRIASDK/ Ny =S DA U R— b —/N—(2H
YRR ILEINTUWRWES, BROA O R— MIKML 9. BRET—N—JIL—T1214 0 R— T 25E(F. 7
W=7 DFTRTDA L N=ZRREE Ny 5 —SHh A A M—=)LL ET.

o WRO/Ny Ty T EBSHE-IIESUERTEET. T7RR—PELOC > R— fPowerShellaw > FLw b &
HLLNDI—RT—RHYR—MLET.

o BESthans=/Nv o T v 7 (ctxzip) (3EHD SESHAMIRTE £ A% StoreFront(FEESHI N TUWELWNy o7y
771 (zip) ABESHTEZ FEA. BSHEINI/NNY I T v THBERIGEZ. BIRLI-/XZAT—FEEL
PowerShellE#1EHA 7>z 7 M FRALTH I BT I RR— b EFITLET.

o StoreFrontApMRIEAS > X b —ILENTWBIIS (T ZR— bt —/N—) (ZH(FTBWebt o fDSitelD(E. /Ny o7y
S htzStoreFrontigmia 1) X b 79 BIS (A R— Met—/N—) (ZEITDX—4 v b Webtr 1 | dSitelDIZ—8Y B 4%
EZhH ET.

PowerShellE#&158H A4 7 2 MZiE. Windows7H > hDA—H—Z /XA ) — FO@EAHLEEEINTWET,
PowerShellE#81EHA 7 T2 ML) . /INAT— QX E)NTRESINET.

RESETY

AP

WB/SY 0Ty TDT —hA 758G 31213, BSheBESUEGREEITT 51-00/XX T — FOABETT ., ERIERA T
S PRIZRFEENTWSII—Y—LZ(HERENEIFA. TIRAR— b —N—ELU1 o R— b Y—N—OEATERE NS,
PowerShellzy o 3 >V NDEIC/XAT— R A& SUERBEBRA 7S 27 b HERTH2RENDH Y £9. ERERA 7> 7 FRTIE.
ENI—H—THIETEET.
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PowerShell T, FTL WERIERA 7o 10 MAERT 5 EZIZA——43ETH2LEAHY) £9. FELE Zna—
TIFREOQ T A > L TWBWindows1—H—DAEIEL 9.

SUser = [System.Security.Principal. Windowsldentity]:GetCurrent().Name

$Password = "Pa55w0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential($User,$Password)

Export-STFConfiguration
INFA—R— a8l

-TargetFolder (String) INYI T TT—HAT~DIT YT ZR— /XA,

41 : "Senv.userprofile\desktop\"

-Credential (PSCredential T ZHR— MRICESHINI-ctxzip/ Ny I Ty TT7—h4 T EERT 2E8ERA 7> =
FTCTI ) 7 hAEELET.

PowerShellEi%1E]RA 72 =7 (3, BSHEBESURRICERINZNZT—FHE %
N F79. -Credentiala-NoEncryption/X5 X —&— ¥ —4&(IFERLAWTFEa WL,

i : $CredObject

-NoEncryption (XA v INY O Ty TT—hA4 7aBShEanTWREWzZpIZT 5 Z 8 #T8EL £9.

F)
-NoEncryption#-Credential/NZ X =& — ¢ —#(ICFRLAWLTL 20,

-ZipFileName (String) StoreFront# /Ny 2 7 77 —hA TD&BI. zipXe.ctxziply ¥ D7 7 A WLk F 518
mLzgnwTlZan. 7 7 IIULRFIE. 0 ZR— pHF(Z-Credential # 72 (3-
NoEncryptiond &'t 5N/X5 A =R —%FEEL1-MCL > TEBMICEMaA N E T

1 : "backup"

-Force (7—JLAY) ZDINTGA=R—(F. NI T TT—h4 7%, FEEINI-TI ZR— bEIZHhDERED
Ny O Ty T T 7AIVERLC7 7AILBTEERICEEEZL X9,

Importa Nt

StoreFront3.5(2d - 7=-SitelD/NT X —& —(F. /N—2 3 36THRIEENFE LTz, NV I T v TT—hA7IZE&ENBitelIDAE(Z
FREND L) ICh o1, 1o R—MEFITT D& X (CSiteDATEET HNE(F7 (7l £ L1z, SiteDAY, 1 R— bt —/x—
DISHNTY TIZBRA I N TUL B EEFFDStoreFrontWebtr « b IZ—89 % Z & #MERRL 9. SitelD 1H 5SitelD 2~ (F1=(F¢D
) BROA R—MIYR—FEShEHA.
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Import-STFConfiguration

INTA—R— B

- AUR— T BNV I T TT—HAHATADTIVIINA, 771IVLRFLEDHET. B
ConfigurationZip (String) XN TUW WSS zip, BEhRENI-/N\Y 2T v 77 —hA TDIHE| ;t.ctxmp%:ﬁiﬁ?bi
ElP

%1 : "Senv.userprofile\desktop\backup.ctxzip"
-Credential (PSCredential o »R— FRICESHEINIz/NY O Ty T H SRR T 2ERIERA 7> o FATEEL
ATCTO ) 9.
{5 : $CredObject
-HostBaseURL (String) ZOINTA=R—=HEENDE . FEELIZHRR PR—ZRURLAATZ ZR— b H—/X—DR R
P AR—ZRURLOARDH W IZERENE T

1 : "https://.example.com”

Unprotect-STFConfigurationBackup

INFGA=R— i

-TargetFolder (String) INY I T TTP—=hHAT~ADNDITY AR—FINZ,

% : "senv.userprofile\desktop\"

-Credential (PSCredentialr 7>z ZO/NTA—R—%{FRAL TH %ﬂaé NN O Ty TT—hA 7TOEShEh
) TUWWIE—5ERL £9. BSUREICERT 2/ — 580
PowerShellE#&1584 7> = 7 h AEELET.

41 : SCredObject
- SR T 2SI N/NY I Ty TT—hA TD7INR, 7 71 IVikEk
EncryptedConfigurationZip (String)  F.ctxzipA$EET HHEHLDH ) £,
5 : "Senv:userprofile\desktop\backup.ctxzip"
-OutputFolder (String) St (ctxzip) /Ny o Ty —ha4 7hblEShahTuwgunae—
(Zip) ’&{’Eﬁk‘ﬁ“é/\x TTDRE %ﬂ:é Ntz\y o7y 7naAE—(3RFINn. B

FRTEET. BESInTWAEWIAE—D7 7A4ILE & 7 71 IR F(3TEE
L7TWTLEE0,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.228



5 : "Senv:userprofile\desktop\"

-Force (7—JLEY) ZOINTGA=R—F. NI T TT—hA 7%, FEEINI-TI ZAR—b%EIZ
HBRFEINY I Ty T77A4ILERILC7 71IILVETEERICEEZEEZ L 7.

EDPowerShelltzy < 3 > ~StoreFront SDKDA > #4— |k
StoreFront—/x—"PowerShell Integrated Scripting Environment (ISE) #Bi&. A TFAFITL £,

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront\PowerShellSDK\Modules\Citrix.StoreFront'
Import-Module "$SDKModules\Citrix.StoreFront.psd1" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.Authentication.psd1" -verbose
Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psd1" -verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psd1" -verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiverpsdl" -verbose
Import-Module "$SDKModules.SubscriptionsStore\Citrix.StoreFront.SubscriptionsStore.psd1" -verbose

Bt —N—DF ) F
H—N—ATREDHBROBESHINTUORLNY I 7y THERL . thERURERICZETT 5.

Export-STFConfiguration -targetFolder "$env:userprofile\desktop\" -zipFileName "backup" -NoEncryption
Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.zip"

HY=N—ATRENEROBESHINIz/NY I 7y THERL . thaxBULBRRICETT 5.

#PowerShellE#AE®mA 7> =7 b DIERKL

SUser = [System.Security.Principal. Windowsldentity]:GetCurrent(.Name

$Password = "Pa55wO0rd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object SystemManagement.Automation.PSCredential($User,$Password)
Export-STFConfiguration -targetFolder "$env:userprofile\desktop\" -zipFileName "backup" -Credential $CredObject
Import-STFConfiguration -configurationZip "$enviuserprofile\desktop\backup.ctxzip" -Credential $CredObject

BFEOBShENI-/Nv I T v TT7—hA TORELRGFET S,

SUser = [System.Security.Principal. Windowsldentity]:GetCurrent(.Name

$Password = "Pa55w0rd"

SPassword = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential($User,$Password)
Unprotect-STFConfigurationExport -encryptedConfigurationZip "$env:userprofile\desktop\backup.ctxzip" -credential
$CredObject -outputFolder "c:\StoreFrontBackups" -Force

Y —/N—ATHRGEDOHEREE /Ny 2T v 7T L. Y——BOFH LUWILISHEEDOT 7 4L N BIEICETT 5.
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H—/N—BEF L WBIETT A, H—N—Ar EHETZ - A#BMICL TWET. H—/ =B H L WTIBEHEEDT 7 + )Lk
DStoreFrontIRIETHH Y 7.

1. PowerShell #8158 A 7 12 b BB L. Y—/N"—AEBOEEanf-aE—4T 2 2FE— L ET.
2. Ny Ty TORESWIZER LRI L/NAT — R &{#ER L THY—/N—BTPowerShel E#&1EHRA 7> 7 F H1ERL £7.

3. -HostBaseURL/YT X — X — &AL TH—/N\—ADIEE A S WG L. y—/N\—BlZ1R— LT,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" — Credential $CredObject -
HostBaseURL "https://serverB.example.com”

Y —N—ATREOHRE /Ny 77y 7L, thEFERL TYH—N\—BOBFNRELY LEXT 3,

H—/N—B(F. TWERAFERTIMENIRIETY. HY—/—ADERAEFRL TH—/\—BaEHL 9. 4—/\—B({FH—
IN—AY HBEFX DD EHDTY, -HostBaseURL/NT X —R—AFEEL £ 9.

1. PowerShelBE#&15HA 7 7 M H1ERL . Y —/N—ABEOESHKEINI-OE—4 T/ XAKR— b L ET.
2. Ny 2Ty TORESWIZERL-RIL/NA T — R &{#ER L TH—/N—BTPowerShel E#&1EHRA 7> 7 b H1ERL £7°.
3. -HostBaseURL/NS X — & —A{FH L TH—/\—ADER A ESHRE L. —/N—BlZ4>R— L FT.

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" - Credential $CredObject -
HostBaseURL "https://serverB.example.com”

FLWH—N=0SIZT7 v 7L —F L1, eTLStoreFromtIRIEDFER A ZFIET 23587 & B U RA b RXR—XURLA{#F
L CRENREND O— 5ERT 5.

2012R24—/N—B(Z. HUL 2008R2H—/N—ADRH ) L8 BH L WRIETY . 1 > 7R— bH(zHostBaseURL/XT X —&k —
AERALAEVLT WL, H—=B(3H L WIDGEFROT 7 4 )L k (dStoreFrontIRIETHH 1) £ 7.

1. PowerShellE#&1EHA 7 2 b #ER L. 2008R2H —N—AEROBESHENf-OE—4A2 T XAR—F L T,
2. Ny O Ty TORBSWIZFER LR /YA — R & {#H L T2012R24-—/x—BTPowerShellE#&1E#R A 7~ 7 b 1B

LEJ.
3. -HostBaseURL/XT X —&R —A{FFHH 912, 2008R2H —/N—AE A& B SRR L C2012R2H—/N—BIZ1 > R— b L F
EE

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" — Credential $CredObject -
HostBaseURL "https://serverB.example.com”

StoreFront(ZIISHH R R LDOWebH 1 MIBRIZRBEEI N TWD, ZDOERAERINDH R X LWebt 1 MNRIBIZEITT 5.

H—/N—AT(ZStoreFront & ISNDBE DT 7 4 )L F HDWebtr o + Tldrs { 1R KX LDOWebt o F ISFTZEBEL T E9.
HSHRIZIERZ -2 DB DWebtr o |k dlIS SitelD(32T9 . StoreFront Webtyf  d#BE/ X R (. d\7p & BD > R T LS
KA TFET74IL MDA RTLRZATIZEL ZEATEEZTAH. 1582 BIISSitelDAFERT Z2HEAH ) £7.

StoreFront ¥ FF(Fi % L LxWebtr 1 b ANISHIZHERLX 1. SitelD = 2HMERE T E9, StoreFront(d, FZ 17
d:\inetpub\wwwrooot\m¥IE/ XX TSR H X X LWebt 1 MZBLIZEREEINTULE T,
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Add Website T x Browse For Folder -

Site name: Select a directary for the application.

|St0refr0 nt | | Storefront | Select...

Content Directory b | Documents ~
Physical path: I @ Downloads
| | IIl I @t Music
I & Pictures

Pass-through authentication
[ & Videos

I sy Local Disk (C:)

4 — New Volume (Dt}

Binding 4 [ Inetpub

Type: IP address: Port: / wwwroot

[https v| Al Unassigned v] [a13 | b < CD Drive (E)

Host name: M
| | Make Mew Folder | | oK | | Cancel

O Require Server Mame Indication

SSL certificate:
| Mot selected h | Select...

Start Website immediately

«:.? Application Pools Name * 10 Status Binding Path
al @ Sites @ Default Web Site 1 Started (http) =80 (http) FeSystemDrive %\inetpub\wwwroot
I @' Default Web Site @ Storefront Started (http) *:443 (https) D:hnetpubiwwwroot

@' Storefront

1. PowerShellE#&158MA 7> 7 b AERL. H—/NN—ABBOBEShINI-JE—4 T RKR—FLET.

2. H—/N—BT(L. StoreFront ¥ I (FN 2 H L L\Webtr o | TIUSAHEERL £9. ZDH o | TisitelD 25FRL 7.

3. Ny o Ty TORSHIZER LRI L/NRT— R &ER L TH—/N—BTPowerShellE#&158®A4 7> = 7 b AERL £ 9.

4. -HostBaseURL/NT X =R —%&{FR L TH—/N\—ADHER A B SUMEEL. —/N—BIZAR—FLET. Ny I T V7D
IZEENDH A MDAEFEAL. ZnIDAStoreFrontims 1 7 R— 95X —4 v fWebtr 1 MZI—BFT 2BELDHY) £
ER

Import-STFConfiguration -configurationZip "$env:userprofile\desktop\backup.ctxzip" — Credential $CredObject -
HostBaseURL "https://serverB.example.com”

Y—=N— T I—=T T F ) F

H )AL BRTFEOY —N—TIWN—TERAE /Ny 0Ty T L. BTED/INY I Ty THRUCY—N—J I —TRETERT
%,

BIDKER/ Ny 7 7 7. 2D2DStoreFrontt—/3— (2012R2-A¥ 2012R2-B) DDHHA Y —/N—T I =T DA L /IN—TdH D &
EICRIENE LIz, Ny o Ty T T7—h4 TRIZIE. TTOH—/ —2012R2-A¥ 2012R2-BOH B &L, /Ny 7 T v THERE:
Xnt-BmonCcitrixClusterMembershipddL I — KA £ £ 9, StoreFront—/N—27I)IL—7RIETlE. ESR X EDE
BRI, TNy 2Ty THBIRINIRRL ) A XAMBEZLUT TV ET . LIz > T BN/ — F2012R2-CH3H—
IN=Z ) —=FIZEBMEANTWET ., /Ny o7y JIZRFINTW S Y —/N—TI)L—TDE(Z7 B StoreFrontiE Al IBE X 1~
WEHA. 22DTDY—N—FI—T /= FDHEELHWWNY I Ty THA R— b ENTWBIHEETH., 320H—
IN—DIRFENCitrixClusterMembership A #4559 2 WEAH ) £ . 1 R— FRIZ, IREDT T AR —A L /X—2 vy THRE
ANT, BENT 74X H—N—[CIEBICA VR—baINFEIZTA My o 3NFET. TNy o Ty 7HRIGanT-?
(ZH—=IN=TIW—"T ) = FHY == I—=Th BB EN-I5E. 1 2 R— F TIFIRFENC itrixClusterMembership £ &35 2
nx9g.
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1L —/N—=7 I —T1DM 5 2012R2-AH S T ZR— bk L 9. 2012R2-AldH—/N\—7 )L — T2k A5 FIET 5 1- IR
Nad724<)H—/N—T7,

ﬁj‘ CitrieClusterMembers
CitrixClusterMembers Properties _

Descriptian: Memberships of the group denctes membership of the
citrée Cluster

Members:

e “2012R2-A
e “2012R2-B

2.18T. BMOY —/N—2012R2-CABRIFDH —/N—7 L= BML £ 7,

& CitrixClusterMembers
CitrixClusterMembers Properties _

General
i# CitricClusterMembers
T
Description: Memberships of the group denotes membership of the
citrix Cluster
Members:
1 "2012R2-A
1 "2012R2-B
1 "2012R2-C

3. == —T DR E BEHMOBIOIESERREICETTL T 2 MEHLH V) £, StoreFront TlE. 1 > 7R— F 7AERNDFITH
(232D —/N—DIRFEDCitrixClusterMembershiph/ Ny 2 7w &, A > HR— OREWEIZETINE T,

4. H—/N—F =TI % / — F2012R2-AlZ1 > HR— L TRL 9.

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\backup.ctxzip" - Credential $CredObject -HostBaseURL
"https://serverB.example.com"

5.HULLCAVR— b ULEEBRE Y —/N—JIL—72EIZRML T, 1R FEIZTRTOY—/NN—DEBRHA BT 5L )|
LY.

SF VA2  BREOWRAE Y —/IN—IW—TIh SNy 7Ty T L. /5y T7 v 7T45ERL THoIsHEFEEDT 7 4L
MRRIZH L WY —N— =T 5T 5. (ZHDFL WY —N—T =T A N=5FHLWTZ 1<) H—/N—(ZEM"
x3%,

FLUL2DDH—/3—2012R2-C¥ 2012R2-DAEFL Y —/N— T IL—2hMEBE N . —/N\—TIL—"200E 5| 3 BR1FIRIR
DY —=IN—=TI—TIORRIZE DX £9, —/N—TI—TUZ 20D —/3—2012R2-A¥ 2012R2-BAAE F T £ 7,

Ny O Ty TT—=hATIZE& £ B itrixClusterMembershipid, H L WY —/N—=Z =7 DEREZIZERINE A . ]E
A CitrixClusterMembershiph¥&E (2/3y o 7w 7a ., 1 2R— FOBERICRTTENE T . 1 R— b INF-BRAEFERALT
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FLUWEBIRIRAERT 5 &, BIY—/N"—AF L WIIL—T 2B £ T, CitrixClusterMembershiptz 1 1) 7 1 7' JL—
ZI2E1IoDA R — b= N—DHHAEFENFT. Y= N—TIL—T2IHLWRIR T, —N—JI—T1r £EFTZ
HHERY LTWETF ., -HostBaseURL/NT X —X—%FEE L £9. —/\—2IL—72(F. HLULILGBERRKDT 7 + )L b
StoreFrontIzIEAFA L TEREI N F T

LY== I—TI1DOERM A 2012R2-AH b T ZR— b L 9, 2012R2-AlgH—/N—J )L — T2k % BT 51 ITEM:
Nd774< ) —nN=T7.

2.4 —=N=Z =TI % / — F2012R2-COTIFHTTENT 7 4+ )L MRIEIZ A > — F L £9. 2012R2-Cl£HF L L —
IN=GN=T200TF 4= H—N—TTF,

Import-STFConfiguration -configurationZip "$enviuserprofile\desktop\backup.ctxzip" - Credential $CredObject -HostBaseURL
"https://serverB.example.com"

BHL W= N=T I =T ARBEN—FE L DEMDY—/N—HBML F§. H—N—T =TI b —/N—=T)L—720%
LWIRTDOXAN—IZFHL A R— b EaN-BEAEEKICERMENET. ZhFFHLWY— =& htiz& &l
EOBMN7OEXO—8MZ i) £,

SF VA3 BRFEOEBE Y —/IN—TI—TARSNy I Ty T L. /Xy 77y THERL TBREDY —/N—27IL—7B
DR tEXT S,

Y—=IN=T I —=T1e Y —N—=T =723 2 DDERNDT— Rt X —IZHEEL £3. £ DStoreFrontiENEE (&
H—N—=TI—=T1ITIThh. ) —ADT—Rt> &—DY—N—TL—TF2BRT 2BELHY) £§. H—/N—JIL—
INEE LY —/INN—TI—T2BIETEET. Y—N—TIWN—20/N\y 0T v TT7—h4A4 TN
CitrixClusterMembershipA{#EH L 72 WV T 128 W, 1 »R— bF(ZHostBaseURL/XZ X —&k—A+8EL £9. H—
IN=IW—=T20HRA FR—ZURLF, $—/N—2 I —T1THREFERENTWSRUFQDNIZEETE FHA. H—/1N—7
=72 3B BFEDIRIETT .

LY== =TI A 2012R2-AN 5 T2 ZR— b L 9. 2012R2-AlgH —/N—FIL—T &k 5 EH G 2 1- O ZFH:
Nd3774<)H—/N—T7.,

2. Y =N=T I —T1DOWR % / — K 2012R2-COTIZHRIRNDT 7 # L FEFEIZA > R— b L 9. 2012R2-CLHFTL Wi —
IN=TWN=T207 5147 H$—N"—TF,

Import-STFConfiguration -configurationZip "$enviuserprofile\desktop\backup.ctxzip" - Credential $CredObject -HostBaseURL
"https://serverB.example.com”
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A b7 7082 b0 SDK

Nov 27,2017
Citrix StoreFront(Z. % <{ ?)Microsoft Windows PowerShelly/sx—< 330 2 —ILAR—X ¥ L1-SDKAIEHL T F

9. ZASDKIZ L), StoreFront MMCO Y —J)LERIC R R 72T TR, DY —ILETTERITTE R WR X2 HF
TZ%7.

SDK(ZDWT (&, StoreFront SDKAZIRL T =&y,

StoreFront 3.0 ¥ IRFEStoreFront SDKHE AL E LY

o SLNILDSDKOBI : Zd/N—2a (g, 217 b HFITL TStoreFront ERA 3 (% B ICEEMTE 2EL N0
SDKZZ ) 7+ aRHL £9. SLNILOBERFENEHICEHLE THETE -0, 1DDRI ) T M EFRITLTHLLY
RBAERT DN TEET.

o HLULMEL~JILSDK : F ¥ 1 4> MhE -kl ~JLStoreFront SDKA 324 T. NetScaler Gateway|Z £ 3!) E— 72
T ZREBRIZR b7, FAEAIE. Citrix Receiver for Webds L Ut & Citrix Receiverty 1 + B RBDERABIIZL 7.
o A HMM : StoreFront 3.0LABTOAPI A StoreFront 31 THEATE 218, BGFENDR I ) 7 b &K L WLSDKIZHR % (2F81T

T&Z%9.

Important

StoreFront3.0& MEAERMEIL. ATREAIR ) RIFES N TWE T, 1 LHLWRZ ) 7 2E (AL, StoreFront3.0 SDK(FH < |
Bfg X N B FENT-OF L L \Citrix.StoreFront * £ 1 — LA ERT 2 ¢ 5580 L 9.

SDK{EH

ZSDK(F, X F&X F/pStoreFrontI U R—R 2 b AA R M —ILELUERT BIGEIC. 1A=L —FIZLYE
BIIC1 >R =LA nt-% { DHPowerShell 2+ 71 > THEBRINTWET.

AV RFLyY MZT727EALTEITTSIC1E

1. PowerShell3.00> T )LABEE 9.
StoreFronttr—/N—DO—HILDEEE T IL—T DX N—5F5T. S xILEHIFRI) T NEFRITTIVNELHY) £
7.

2. 27 1) 7 ANTSDKaAY > FLy &EHAT 51213, PowerShellCRITRY o — 558 ET HHEAH ) £7.
PowerShellEfTR1) o —(ZDWTHEL € (. Microsoftitd F¥a x> b &SBL T Z&EL,

3. Windows PowerShell3>*/ —)L CAdd-Modulea~v > F & {§ > T, HEALES 1 —/LAPowerShelBRIRIZIEML £9. 1=
EAE RDEHNIZANLET.
Import-Module Citrix.StoreFront
TNTHAYL Ry baA U R— T 5ICF ROAV FEFRITLET.

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith("Citrix.StoreFront") } | Import-Module
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AoBR— I ARTTDE. BATFL Y FEEDNIVTIZTZE2RATEET,
SDKHE N
27 ) 7 M aERT BIZIE. KOFIEEFEITLET.

1. StoreFront(Z & - T%ProgramFiles%\Citrix\Receiver StoreFront\PowerShellSDK\Examples 7 -+ JL & —RNIZ1 > X b —
ILENI-FEEDSDKOBIN—25FITL £7.

2. MENDRZ )T MDARZYA ZERBIZT B0, Yo TILR7)ThaLE1—LT. FHOETRABICOWLTIEE
LET. #LCIE. RV T FOFRITABIZOWTOFMAFIAL TWSERAIEZSERL T Rauw,

3.6 ) T M & & )KREORIRIZIGC THREL £9. ZN%a1THICE. ROBEEAITWET.
e PowerShell ISEF = (RN —ILaE>TRI) T a4mEL 7.

T AFE-T. BERZ-IEET H-00EEE]) ¥ TET.

RERLAV FEHRL ET.

StoreFronta~v> KL MET7L 71 v 7 RSTRZL )EAT B e TEET.

Get-Helpa <> FL v F &> T, HFENI Y FLEIZK ) FHEABERDIZHDNDATL FLv FEH L U-FUl/NT X —

R—%mHEELET.

Bl

7 SDKIZHRRPBIEAEBMEINTWD Z DB D10, FIDRZ ) 7 EIE—L T MHIT20TIEA <. SBEINTL
DFEAERICKRITT A e A BBDLET.

B At

<3| : FFR7 READIER 22 1) 7 B—dXenDesktopt —/N—THERL X #17-StoreFront
Controllernd 3 &L B AERL 7.

<5 : 1) E— T o RARBEDOER> 220) 7 B2 ) 7 EIZKEERL T, BBEICYE—FToER
A#EBMNML £,

< . RELREVS — b7z AHHD)E—F RZUTb MBIORS ) T M ECHERLT, A—H—T /21T
7t A RBEDOIER> 2L DRVWEDIZIRS 1=, BAT ZHELERESS — MY =1 51BN
L9,

Bl FRINYTTTZAT R A DS ROV T b FROMNYTTTZAT RS A FTHEBREN-BELRE
% READIER> BAERL 29

Bl : FR7 REIDVER

RDOBITIE. 1> XenDesktop Controller CHERL & - & BEIDER A4 R £ 9.

9. "SDKOBEAS THHASNTUWSFIEAETL TEBLELH ) £9 . StoreFront B BEMLT 52 7k
DEBIZDOWTHRBAL-FiEAaFE->T. Z0FlEHREZYAXTEET.
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7E  SDKIZHERPBIEABMENTWBR Z EAH D0, ZDORFa X bDOR2 ) T flaaE— L TREY{HT 5D
T3, ZORF X2 P THIEINTWABFIEAREIZKITT A& 28O L 7.

27 1) 7 b DIRfg

Z ZTlE. StoreFrontiZ& WAEMEINDR 7 ) 7 FOFBTAERITL TUAMNIDWTHBAL £9. ZhEEET S
ZeT RO YTEBRIZISCTHRR YA X TED L) IZHY) £T.

o T UHEMHAREL. BE/LStoreFroNtEL 2 =LA A ViR— L ET. L)FLL/N—2 3> DPowerShell T
(A R—bOBETHY) FEA.

Param(
[Parameter(Mandatory=5true)]
[Uri]SHostbaseUrl,
[long]$Siteld = 1,
[ValidateSet("XenDesktop","XenApp","AppController","VDlinaBox")]
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=5Strue)]
[string[]]SFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[boollsLoadbalanceServers = $false,
[int]$Port = 80,
[int]5SSLRelayPort = 443,
[ValidateSet(*HTTP","HTTPS","SSL")]
[string]$TransportType = "HTTP"

)

#StoreFront E 21— L& A > R— b3 %, BERIAAAHAY R— b EN T U= 3304 FHDPowerShe
TWA,

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Authentication
Import-Module Citrix.StoreFront.WebReceiver
o REFNRAE/NR £ L UEE sStoreVirtualPaths ~— = ¥ L #-Citrix Receiver Webtr—E 2 5 EEMLL £ 7.

#Z D TICEDWTERT 25858 & U'ReceiverdRAB/ X2 5 IRTET B
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SauthenticationVirtualPath = "$($StorellSPath.Trimend('/')Auth”

SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"))Web"

o PE/pStoreFrontth—E ZDEMEHICHEZ THLUWREBEAERL 9 (FH-HFEL TUWRWEE) .-

Confirm:$false(3, REIZEDH DA TEDZ L HERT DRMELZEML 7.,
#EBAHBRIZHFET DN E I D % HERT
SexistingDeployment = Get-STFDeployment
if(-not $existingDeployment)
{
# i E 7 StoreFront A R—R > fDA A b—IL
Add-STFDeployment -HostBaseUrl SHostbaseUrl -Siteld $Siteld -Confirm:$false

}

elseif (SexistingDeployment.HostbaseUrl -eq $HostbaseUrl)
{
#REAITFET 2 BERDRR FAR—RURLIZERI N TW2IHE

Write-Output "= DY —/N—TFHEE I NF=HRR PAR—ZXURLTRIABRICER I N TUW 1=, ZDOREAE
RLZET. "

}

else

Write-Error "Z (04 —/N—"T($1& ) KRR b _X—RURLAERA L TREAABRZEREIN T ET . "

}

o LWLV —ERAEHBEINIRENSZTERL 9 (NSRRI —EZRAFELLWGE) . I—H—R N
R — R aES1=-F7 4L b DREFIEHDBITY .

#HERE L 1R/ N RUZERAL NZAHFIET D H & ) H e TR
Sauthentication = Get-STFAuthenticationService -VirtualPath $authenticationVirtualPath
Authentication :
{
#2 b T OINS/INZDKBEIZAuthA 3T CRRAEY —E X & 1BMNT %

Sauthentication = Add-STFAuthenticationService SauthenticationVirtualPath
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else

Write-Output "f85E U 7= RAE/ NRUZ(ZBRICARAE Y —EANEFEL TW 2728, ZOY—EXAFERL Y. "
}

o HLUWRRIY —ERAFEEINIRIENITERL £ (NNRIZREH —EXRAFEEL G WES) . I—HF—REN
RA) =R &ES1-T 7 )L F DRBEFAEL BN TT .

#IERE U 12 ARAB/ NRUZRAE NAHVEFIES B h &) h A FER
Sauthentication = Get-STFAuthenticationService -VirtualPath $authenticationVirtualPath
Authentication :
{
#Z T DIS/SZDEKEIZAuthAAF T TRRAEY —E X & 1BINT %

Sauthentication = Add-STFAuthenticationService SauthenticationVirtualPath

else

Write-Output "fE3E L = ARAE/ YR IZISBRICRRAE Y —E RO FEL TW BT, O —EXAFERALET. "
}

o EFINT-RAE/YZ T, BtF¥XenDesktopServers CEZEX 11-H—/N\—A'H B 1D XenDesktop Controller CHE R,
INEFHLOR P TH—ERAERL £9 (FHHFEL TUORWESR) .

HEE L2/ NRIZR b TH—ERNFLET DHhE ) D ERRT

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not $store)

{

HEE L1z —/N—ORFY V=R L TERIN TO R FIRRL Y —E 2 2 @M 32 b 7AEMT S

$store = Add-STFStoreService -VirtualPath $StoreVirtualPath -AuthenticationService $authentication -FarmName
SFarmtype -FarmType SFarmtype -Servers $FarmServers -LoadBalance $LoadbalanceServers

-LoadbalanceServers SLoadbalanceServers -Port $Port -SSLRelayPort $SSLRelayPort -TransportType
STransportType

}

else
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Write-Output "$87E L 72ARAE/ XX IZIZRRICR b P H—EZXAFEL TV, ZOR M TH—EX&FRL £
. 77—LEeY—N—[IZDORTIZEMENET. "

HZ N T THREINTWD 7 7—LOBARIST 5
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.Count
#—BORMAEEBEL TR MPIZ7 7—LBEBMT S

Add-STFStoreFarm -StoreService $store -FarmName "Controller$($farmCount + 1)" -FarmType $Farmtype -
Servers SFarmServers -LoadBalance $LoadbalanceServers -Port $Port °

-SSLRelayPort $SSLRelayPort -TransportType $TransportType

}

o IEEMDIIS{RAE/ Y2 TCitrix Receiver forWebt—E X #BIL T. L TERENI-X F T TARBENET ) 4 —
a7 ERLET.

#IETE L 1-1RAB/ R (ZReceivert —EZRAVFIET B0 8 ) A MRS S
Sreceiver = Get-STFWebReceiverService -VirtualPath SreceiverVirtualPath
if-not Sreceiver)

{

#StoreN TABINTWAT 7)) =2 a3 Bl UTRI by 22— =T 2R TE % L 9 IZReceiver
forWebtr - + %#EMT %

Sreceiver = Add-STFWebReceiverService -VirtualPath SreceiverVirtualPath -StoreService Sstore

else

Write-Output "85 L 7= 1RA8/ ¥R (Z(FF%(ZWeb Receiverty —E XA AELEL TULN S 71-8. Z HWeb Receiverty —&
2HfERLEY. "

}

o X [ TIZX L TXenAppH—E R &HF#NZ L T. B Citrix Receivers 4 7o MIABRT7 74— a Z#ag T
9.

#2 | TH—ERTPNAAER I N TV EHE I A EHERT S
$storePnaSettings = Get-STFStorePna -StoreService Sstore

if-not $storePnaSettings.PnaEnabled)

{
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#2 | 7 TXenAppH —E R HB/IUL TZ DY —/N\—DT 7 # )L FREIZT B
Enable-STFStorePna -StoreService $store -AllowUserPasswordChange -DefaultPnaService
}
Bl ) E— T RREDER
EROBINLURINR 2 1) 7'+ LICHERL T, YE—MT o7 2A0OHDREAZEML £7.

9. SDKOEAN) THHAZN TOWSFIEAFEITL T BELH ) 9. StoreFrontREEA BENMLT 2R 7)) 7 | DER
IZDOWTHHBALE-FiEAE->T. Z0BAHARYA X TE T,

7E ¢ SDKIZIRERPBIEABMENTVWDE Z A H DO, ZDORFaX bDRZ )T MEEIE—LTREY T 2DTIE?
(. ZDORFaX P THRIBENTOUSFIEAFERICEIT T2 4680 L 7.

22 1) 7 b YRR

Z 2Tl StoreFrontiZ L WAERENDZ R I ) T DB THAEFRITL TUBNIOWTEHBAL 9. ZhaiBfid s &
T, 22 ) 7 EBRIZISCTHRR YA X TEDLHIZH) T,

o T —NUREHAREL. BELStoreFrontEL 2 =LA A R— ML ET. L OFLLN— 3 DPowerShell TiE
VIR— bDORBEIIHY) FEA

Param(
[Parameter(Mandatory=5Strue)]
[Uri]$HostbaseUrl,
[Parameter(Mandatory=5Strue)]
[long]sSiteld =1,
[string]$Farmtype = "XenDesktop",
[Parameter(Mandatory=Strue)]
[string[JIsFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[boollsLoadbalanceServers = $false,
[int]sPort = 80,
[int]SSSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]STransportType = "HTTP",
[Parameter(Mandatory=Strue)]

[Uri]$GatewayUrl,
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[Parameter(Mandatory=Strue)]
[Uri]sGatewayCallbackUrl,
[Parameter(Mandatory=5Strue)]
[string[]]SGatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter(Mandatory=5Strue)]
[string]$GatewayName

)

Set-StrictMode -Version 2.0

HLT—HRELIZIBBIEEITEFLET 2.
SErrorActionPreference = 'Stop'
SReportErrorShowStackTrace = $true
SReportErrorShowlInnerException = $true

#StoreFront £ 2 —IL& A »R— b9 5. BEETAAANTR— F SN TULELWN—2 3 3.0 AT PowerShell T#4

‘.

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming

o DFTOY L TILZRZ ) T M AU LT, NE7 2t XNDStoreFront BEAA1ERRL £ 9. X—REBEAYGRE . ) E—
TR ANR—bEINFET.

#SimpleDeployment+ > 7 )L & IFOMH L CTREIBEAL REAERT 5
$scriptDirectory = Split-Path -Path $Mylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "SimpleDeployment.ps1"

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath $StoreVirtualPath
-Farmtype $Farmtype °

-LoadbalanceServers SLoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType $TransportType
o UE—IT I ERHIYR—FINDL ) ICEHNTIUELNH D120, BERLRATERINY—EXEZBRBLET.
#2 b TIZEDWTCRAES & UReceverd 1 |+ % IRET S

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
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Sauthentication = Get-STFAuthenticationService -StoreService $Sstore
SreceiverForWeb = Get-STFWebReceiverService -StoreService $store

o NetScaler GatewayA{FH L 1-") E— b 72 X THEZ: Citrix Receiver for Webt—E X ¢, CitrixAGBasica=HB#IZ L 3
9, HAR—FrEINTUWB70O b a)LH s Citrix Receiver for Webod CitrixAGBasic s & UFExplicitFormsiRaE A4 BRS L £ 9.

HR—rEINTWB 7O R 3L S Citrix Receiver for Webod CitrixAGBasic s & UFExplicitFormsiRaf /A4 BRI L 9.
#7°0 b 2ILAIRREDGEFERATREN f-H T ERICEEH

SreceiverMethods = Get-STFWebReceiverAuthenticationMethodsAvailable | Where-Object { $_ -match "Explicit" -or $_
-match "CitrixAG" }

#Receiver for WebTCitrixAGBasicA BT 2 (1) E— b 77 R(IZHE)
Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods $receiverMethods

o Rt —E R TCitrixAGBasicZ# B L £ 9. ZNFYE— TR TBETY.
#A4 2 2 P —ILIEHOT B b JILh b CitrixAGBasiGRAE 15 BRIS T % .
#7°0 b 2RISR aE R aEL 7T ERIZECE
ScitrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-Object { $_ -match "CitrixAGBasic" }
#RAL Y —E R TCitrixAGBasic = BT % (1) E— 727 £ RIZHER)
Enable-STFAuthenticationServiceProtocol -AuthenticationService Sauthentication -Name ScitrixAGBasic

e FILWIE— TP IERT—b DA%, 73> DB 7y MPP7RLRAEEELTEMNL., YE—FTTFZ7ERT
BHRMTIZEELFT.

HHLWR F PADY E— P2 RBOHRTS— by o1 51BN7 3

Add-STFRoamingGateway -Name "NetScalerl0x" -LogonType Domain -Version Version10_0_69_4 -GatewayUr!
$GatewayUrl"

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls $GatewaySTAUTrls

HERHD S FRAT— b7 1 #1459 % (Add-STFRoamingGateway C(3/¥5 X —& —¥ L C-PassThrua$55E L 1-154&
FRTy— b7z 1HREND)

Sgateway = Get-STFRoamingGateway -Name $GatewayName

#Tr— bz A Y T2y FHBEIBHDZET — Tz A AT MZZOY T3y P 5RET S
if (SGatewaySubnet|P)

{

Set-STFRoamingGateway -Gateway $gateway -SubnetIPAddress $GatewaySubnet|P

}
HFRA L TIZT— b oA 5887 S
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Register-STFStoreGateway -Gateway $gateway -StoreService $store -DefaultGateway
Bl RBLEET— T AHH D) E— T I RRROER
ROBUILBINR 1) 7' b LICHBRL T, A7 a>oRETZ— Iz )E— N T 2ROHZREZEML £7.

9. SDKOEAN) THHAZN TUSFIEAFEITL TE S BELH ) £9 . StoreFront REEA BENMLT 2R 7)) 7 | DER
IZDOWTCHRBIL=-FiEAE->T. Z0BlEHRRTA X TEET.

7 SDKIZIRRPBIENEMEINTWS Z EABH DT, ZOFFaX DR T MilaIE—L TREY T HDTIE?
(L ZOFFaX P THAIN TV S FIEARBRICKITT A 82880 L £7.

22 1) 7 b DIEfiR

Z 2T, StoreFrontiZ L WAEREND R I ) T DB THAERITL TUDINIOWTHBAL 9. ZhaiBfidsZ &
T, 227 E=BERIZIECTHRR YA X TESL L HIZRY T,

o TT—WUBREMHAEL. HEHLStoreFrontEL 2 —ILA A R—bLET. LUHFLLN—2 3 > DPowerShell TiE
CIR—bOREIHY) FEA.

Param(
[Parameter(Mandatory=Strue)]
[UrilSHostbaseUrl,
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter(Mandatory=5Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$LoadbalanceServers = $false,
[int]$Port = 80,
[int]5SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]$TransportType = "HTTP",
[Parameter(Mandatory=Strue)]
[Uri]sGatewayUrl,
[Parameter(Mandatory=Strue)]
[Uri]sGatewayCallbackUrl,

[Parameter(Mandatory=Strue)]
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[string[]]SGatewaySTAUrls,
[string]SGatewaySubnetIP,
[Parameter(Mandatory=5Strue)]
[string]SGatewayName,
[Parameter(Mandatory=5Strue)]
[Uri]$OptimalGatewayUrl,
[Parameter(Mandatory=5Strue)]
[string[]]$OptimalGatewaySTAUTrs,
[Parameter(Mandatory=S$true)]
[string]$OptimalGatewayName

)

Set-StrictMode -Version 2.0

#LT =D RELIZBEIIEICFELET S,

SErrorActionPreference = 'Stop'

SReportErrorShowStackTrace = $true

SReportErrorShowlInnerException = $true

#StoreFront £ 12— L&A UR— b9 5. BERTAAANATR— F SN TULELW/N—2 3 2 3.0RAFETOPowerShell T#4
‘A,

Import-Module Citrix.StoreFront
Import-Module Citrix.StoreFront.Stores
Import-Module Citrix.StoreFront.Roaming
o VE—ITU/RARMRIZ) 7 MRICHUE L., EXREAHEEL. VE—FNTo7E2XEEBMLET.
Bl ) E— b T RRBEDER
$scriptDirectory = Split-Path -Path $Mylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1"

& S$scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers SFarmServers -StoreVirtualPath $StoreVirtualPath
-Farmtype S$Farmtype

-LoadbalanceServers SLoadbalanceServers -Port SPort -SSLRelayPort $SSLRelayPort -TransportType $TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrls -
GatewayName $GatewayName
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o BENTRELEIHY— 7 TA5EBML., BRIZAT— Iz 1O—EBALENEEBIELET.
#F2I My TELIOTTYADY E— FHDXT 2t RBEDOHFRS— by 4 58BMT 2

Sgateway = Add-STFRoamingGateway -Name $OptimalGatewayName -LogonType UsedForHDXOnly -GatewayUrl
$OptimalGatewayUrl -SecureTicketAuthorityUrls $OptimalGatewaySTAUrs -PassThru

o RELT— I AAERATDHDICA M TH—ERERFL. F— I %57 7—LHhLORENIEN) B TTEEL
E3

#SimpleDeployment.ps1 THR I N TUW S R 7% HET %
$store = Get-STFStoreService -VirtualPath $StoreVirtualPath
#ENTHT7 7—L GRRRTIEIODH) (SN LTREIZIND L) ICHRR FTPAT— b7 21585839 3
sfarmNames = @($store.FarmsConfiguration.Farms | foreach { $_.FarmName })
Register-STFStoreOptimalLaunchGateway -Gateway $gateway -StoreService $store -FarmName $farmNames
Bl TFRO NV TTTZAT U RYA b Hid 2 REDIER
ROBIS. BERLEFRAGILICEEL T, TRI MY TTIAT A1 bHHHREMAEZEML £7.

9. SDKOEAN) THHAIN TUSFIEAFITL TE S BELH ) £9. StoreFrontREIABEIMT 2R 7)) 7 DER
IZDOWTCEHBAL=FiZAE->T. Z0flaHARXRTA X TEET,

7E ¢ SDKIZHRBRXPBIEAEBMENTWE Z EAH D128, ZDORFaAXL DRI T MlxTE—L TR T 5D TS
(. ZDORF 24X P THIBENTWBFIEAERRICKEITT S 5858OL 7.

27 )T+ iR

Z 2T, StoreFront(Z L WAEREINDZR I ) T DB THAERITL TUSINMIOWTEHBAL £9. ZhaiEfifd sl &
T, 227 EBRIZIECLTHRER VA X TESL L HIZRY T,

o T MUBEEMAAREL. HE/StoreFrontEC a =LA A R—FLET. LHHFLL/N—=2 3> DPowerShell Tl A
PR MOBEIEIHY) FEA.

Param(
[Parameter(Mandatory=Strue)]
[UrilSHostbaseUrl,
[long]s$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter(Mandatory=Strue)]
[string[]]SFarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",

[bool]SLoadbalanceServers = $false,
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[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP""HTTPS""SSL")]
[string]STransportType = "HTTP",
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayUr,
[Parameter(Mandatory=5Strue)]
[Uri]$GatewayCallbackur,
[Parameter(Mandatory=S$true)]
[string[]]$GatewaySTAUTls,
[string]SGatewaySubnetIP,
[Parameter(Mandatory=Strue)]
[string]5GatewayName,
[Parameter(Mandatory=Strue)]
[Uri]sOptimalGatewayUrl,
[Parameter(Mandatory=Strue)]
[string[]]SOptimalGatewaySTAUTrs,
[Parameter(Mandatory=Strue)]
[string]SOptimalGatewayName

)

Set-StrictMode -Version 2.0

HLZ—HRELIZBBIEEICFLET 2.

SErrorActionPreference = 'Stop'

SReportErrorShowStackTrace = $true

SReportErrorShowlInnerException = $true

#StoreFront £ 2 — L&A iR— b9 5. BERTAAAD T R— F N TUWLW/N—2 3 3.0 AR PowerShell T#4
‘A,

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores
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Import-Module Citrix.StoreFront.Roaming

o FRUNYTTTSA T RND/INR %, $StoreVirtualPathd/ SR IZEENTREL £7.
SdesktopApplianceVirtualPath = "$(SStorellSPath.TrimEnd('/"))Appliance"

o BERLEFHERI VT MRV LT, WAV —EXDH DT 7 2L b DEREHERL 7.
Bl 1) E— b7 ZREADER
$scriptDirectory = Split-Path -Path SMylnvocation.MyCommand.Definition -Parent
$scriptPath = Join-Path $scriptDirectory "RemoteAccessDeployment.ps1”

& $scriptPath -HostbaseUrl SHostbaseUrl -Siteld $Siteld -FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath
-Farmtype $Farmtype

-LoadbalanceServers SLoadbalanceServers -Port $Port -SSLRelayPort $SSLRelayPort -TransportType $TransportType

-GatewayUrl $GatewayUrl -GatewayCallbackUrl $GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrls -
GatewayName SGatewayName

® A MTH—ERERIGL T, TR by TTTI7A4T7 R4 A MZEML %9 .Add-STFDesktopApplianceService 1~
> Kl b &{E->T, MultiDesktopds S UBIRKIL—H —&E LU/ IR T — FBEL'H HHLWH A F 2 BML £7.

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

#Z P TH—ERTARINTUWDETRI by THERLTHLWT R by T T T4 T2 A b &ERT 2

Add-STFDesktopApplianceService -VirtualPath $desktopApplianceVirtualPath -StoreService $store -EnableExplicit
Bl : SAMLERERIZIDZ A/NA K — ¢ H—E R 7O/ &— (StoreFront) HTX X T — R &#3TH]d %

SAMLERAED¥ERL L. StoreFrontEIEO Y/ —ILN ( el —E 2ofEy #58) T, F1-(3 Export-
STFSamlEncryptionCertificate, Export-STFSamiSigningCertificate, Import-STFSamlEncryptionCertificate, Import-
STFSamiSigningCertificate, New-STFSamlEncryptionCertificate, New-STFSamlldPCertificate, New-
STFSamiSigningCertificatec>&-PowerShella=> KL v b &#ERAL TITH Z A TE £,

Update-STFSamlidPFromMetadatad~v> FL v b &ERT 2 &, IDT7ONA X—H—ER7ONA X — (SRl
StoreFront) MM TX X F—% (ID. ilAE. T2 FRA > M X OER) 53R TE T,

StoreFront 2 b 7D &RIAH Stores THh'l) . BERDBIY —EZHAREINTWBIHGE., tDARXRT—RI KRA > ME
KDL HI12il) £9.

https:///Citrix/StoreAuth/SamlForms/ServiceProvider/Metadata

ID7ONA X=TART=RDA R—= A R— b INTWBIHEE. ZOTENA X—% EFCURLARA > T2 Z & AT
EFY. E: ZOBREGHTTPSZA L TTH BBAH Y £,

StoreFront TID7'ONA K —D X X TF—R 5HET 5125, KDPowerShela~vw > KL FA&FEAL 7.

-command Q-
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javascript:void(0)

Get-Module "Citrix.StoreFront™ -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the following:

# Note again this is only allowed for https endpoints

Update-STFSamlldPFromMetadata -AuthenticationService $auth -Url https://example.com/FederationMetadata/2007-06/FederationMetadd

# If the metadata has already been download, use the following:

# Note: Ensure that the file is encoded as UTF-8

Update-STFSamlldPFromMetadata -AuthenticationService $auth -FilePath "C:\Users\exampleusername\Downloads\FederationMetadata.x|

Bl : SAMLBERADIEER S NI R b T DA RT—=RELUACST Y FiRA > F—EAERT 2

MDRI )T EFERLT, FEINIZA FTDARXRTFT—RELVACS (Assertion Consumer Service) T KR > b D—E
HERTE Y.

-command
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# Change this value for your Store

$storeVirtualPath = "/Citrix/Store"

$auth = Get-STFAuthenticationService -Store (Get-STFStoreService -VirtualPath $storeVirtualPath)

$spld = $auth.AuthenticationSettings["samIForms"].SamlISettings.ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/AssertionConsumerService")

$md = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamIForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.VirtualPath + "/SamITest")

Write-Host "SAML Service Provider information:

Service Provider ID: $spld

Assertion Consumer Service: $acs

Metadata: $md

Test Page: $samiTest"

el

-command
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SAML Service Provider information:

Service Provider ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/Store Auth/SamIForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamI|Test
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StoreFrontd) F > IV a—F 42T

Nov 27, 2017
StoreFrontd 1 > A b —ILEFR 7 A R b —JUBRIZ, 4 >R b —F—(Z & V) C\Windows\Temp\ 7 # JLX—(ZATFHO &
TT7AIVHMERENE Y. Zhonn s 7 74ILICiE. ERITTDa L R—3>2 FE BRERT 7 7 ILEHMFITONE T,

e Citrix-DeliveryServicesRoleManager-*.log : StoreFrontd 1 > X527 1 74 A b —ILERICHERR SN E T

o (itrix-DeliveryServicesSetupConsole-*.log : StoreFrontddH (L > A > A =L, €1 2RS0T 14 TT7 AR =)L
B, BLUOYAL U FToA R M—IURICERENET.

e CitrixMsi-CitrixStoreFront-x64-*.log : StoreFrontd{ > X271 714 A b —IURF, AL > bR b=, A >
RIVTATTUoA R M=IUE, ELUYAL U TR P—IUEZERSINET,

StoreFrontMEREFH—E R, R F 7. &L UReceiver forWebt o f DA X b F. Windowsf R pOZIZEEZRAETNE
T. I Ntz A X | StoreFrontd 7 /) —> a0 ICEEREFNFET. ZHOOTEFRRT BICE. AR E -
T—7T [77)r— a3 e—Ex05] > [Citrix Delivery Services] £7-(% [Windowsa 7] > [7 74— 321D
JEIERL E9. B—A RO MWL TALCOSI P)AMAELEZRAZNALWE HICT BICE. REY—ER, R T,
H & UReceiver for Webtrf F DI 7 71 LA MREL TOJFABAERL 7.

Citrix StoreFrontEI# > —)LTld. bL—RIEBRHABEIMRICLERINE T . 77 4L b TEZIHDBRIED b L — R (FED
128> TEY . FEETEMZT HHEALH ) $9. Windows PowerShella <> FiZ& WERE B 077 71U,
StoreFrontdd - > R b —JLYET7 # L Z—I2d B \AdmIin\logs\ 7 # L X —IZRTFINET. D1 R b—ILET HILE—(;
®HE . C\ProgramFiles\Citrix\Receiver StoreFront\ 9", MO J 7 7 IILDERHIE. EfTa&n-a~v> FUE, &R, &
OFRITIEF #2000 B TERENET.

BE  #¥Y—N\—(ZL BRARE Tl BROY —/N—LE TR —N—FIL—TOEAEE LW TL &0, &R
HWDIFEH D —sx—_ETCitrix StoreFrontEIE 3> —)LARIRHZRITL TOWEWI E AHERAL T W, BEATET LI
5. BROEE & —N—JIL—7ICREBX 8T BERDEHIrOY—NN—5FFHLET.

O FAEABET 51213

1 A —E R, Z p7. F1-(FReceiver for Webt o | dwebconfig7 71 ILETFRA M TF 4 X—THE 3. b
D7 7AIVFIEE . henClinetpub\wwwroot\Citrix\Authentication\, C:\inetpub\wwwroot\Citrix\storename\.
& U C\inetpub\wwwroot\Citrix\storenameWeb\7 # JL X —(Zd () 9. Z ZT. storename(ZR kb 7 DIEREFIZHERE L
1A TY,

2. 77MIVRTRODERERRLET.
StoreFront?d 77 # )L F TlE, BRT 20T M) OBAINH1-4) 1045 TICHRE N F 9.

3. duplicateintenval BMNEAREL T, BEELT M) OBRRAIH AR, 2. WHTREL 9. duplicatelimit BHEDE%
RELT, EEL-BRHRNICEEEINIERET L N OBAREL £T. Z0ORAEBZ 2L QAN TRITEINE
EE

O FAEARITEIND L. FBELIZBMABZAZ2EEO ST ) HWHE N, thaRdEEXvE— ARt hEd.
BHRMEAREBY 2. OFAEAMBRIN. thaRTERX vE—ChRtiEEngd.

L —REBMZT B0

JEE : StoreFrontBIE >/ —)L ¢ PowerShela >/ — /L& FIFIZEIC Z & (3 TE FHA. StoreFrontBIEO >/ —ILAFAL
TH B PowerShella >y —ILABIWLWT { 7& Ly, [EHEIZ. PowerSheldd NTh+( > XK X5 L TH S StoreFront B3R
V=L ERWLTFZE 0,

L O—hILOEBRET HV > b %{E->TWindows PowerShellx 281 T, a7 F70>7 b TROAZ> FEFITLT
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Set-DSTraceLevel -All -TraceLevel Off
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