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June 19, 2024
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F=3
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202359H26H
FEINAE
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BIEN S HIIESLFI = BahAREINRE 14.1-8.50 REREARES, LR CTX579459 iRl L 2R,

20234 7H18H
FEINAE

o BEIARBEEN S HIIESKA

BENSHIIESEHIS BaiFREIMRZ 13.1-49.101 RESRE, LUEER CTX561482 gL 2R,

20235475 28H
FEIhREE

o BI AR FEZEF LDAP #] LDAPS
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Citrix Adaptive Authentication eI/ &1 8 F & EPIARSS 2812 it LDAP 1 LDAPS %%, BXELIFM(E
£, 1557 LDAP #1 LDAPS fa & F &R E R l.

[AAUTH-2067]
+ ¥/5u% AD 5t RADIUS fRS3528 F MRS B R L E

EIR R A LUEZE IR L 2R ARl f5in AD A1 RADIUS R385, BXELZIFMRER, FER IBHEEN
SHEIE,

BfEER-

+ NetScaler GUI Friip/ A BIER S50 IERC B A9 BE iR 5RBEH OAuth S IIERER,

[AAUTH-68]

BANEE
o NFBREMSHIRIESLS], HE&E6ER LDAP BEEXH (NetScaler EBRME) oy “MiAER" AR EER
BY, BNMEFEAIR) LDAP RSS2, EHSERMERARISIE,

[AAUTH-2111]

& BEMN S 7 JIEARSS

June 19, 2024
EEEEN MRS IRUTEET R,
1. REBENSHRIE

2. BLEBENS 7RISR
3. 73 Workspace ERBEENZHRIE

WEFM

o HBENSHIIESEFITE FQDN, Fli aauth.xyz.com, {BE xyz.com 2EM AT, Itk FQDN &
AR BIEN B IEARSE FQDN, EEESEFIRER. & FQDN 5 IdP E#IRSE S AE IP #hikhrsd,
1t IP it R FEGIE B B P IEL SRS,

+ A aauth.xyz.com WEIEH, EBHAEE SAN Blt. SUTEBFWIESZ,

o BENSMHIIE Ul A3z ERNEBRE, BEREIES, 555 BEFREIER.
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o 797ty AD/RADIUS BEERFERLE, UTHEMNEREAH, MREFRFELHIEP OEBEY, BEAEESEE
ﬁggo

- Citrix Cloud Connector - 5%i¥4i{=8, 557 Citrix Cloud Connector,
- Azure vNet XZEHE - GXi¥AEE, BESAMER Azure vNet SYEEFZISE S54RSS IR 2509
Ei%,

- RREMENEDIY (NTP) RS BUBENERE, EXEAEE, BSE NEERRNHSWE EHRSER
Do

ERNEI

o Citrix BNRARBAEMBEN S B RIELFISITERES, BREGREIMEENE AA (B1I AAuthAuto-
Config) WEE, GFIEH. XeFHBEENSHRIEEE, HEMAFIAR. MENE—H iR BT ERM
Fio

o BENEEERMSHIIELE LR SNIP siEmE MRS,

o MREF IDRXLA/NE, NAFSHIRIERK. EAILUEEN D 237 NEFE, REFERA set cloud

parameter -customerID <all_lowercase_customerid> &< NetScaler 32fj| k£
BITIRE,

« Citrix Workspace gk Citrix Secure Private Access BRESFis# nFactor BRB & M % B E1ESLf Lol
BME—ALE. Bai, NetScaler HgHEMHLEEERBFITXEBRNRERES,

o BNFIBEEXRERZEAFRERHITHN, MAREETEENSHIRIELA E#ITH, XREANESLF L
FiMERF 2B 5AFRRERYS, BtEREER.

o BB BIEN S HIRIELGIFRAFEN RTM M2, FrEF4&3H Citrix Cloud B2,

o XZIFETF Windows # Cloud Connector, IthrZF 3§ Connector Appliance,

o JIREE Citrix Cloud WIEZAHEBKRET Azure AD (BEMBEMIIESX), NEREBENSH
IIE (930, Device Posture 16%), MK BENSBIRIERERNFHRIESE, HEBENSHIRIESLG)
PEE SR INIEERK. BEXIFMAES, ESH & Citrix Cloud %E#E] Azure ADo

« XF RADIUS IRSBESE, HIGFEEESRFAE P bR RADIUS ARS323% 89 RADIUS Z i

o EYRIARAG, RAYFEAING ADM K18, EikR%#F Citrix Analytics (CAS).

+ NetScaler Application Delivery Management fR$SHER BiER S5 I0IELFIMESE . EM ADM iz
&, EHAN ADM RS, BXFMEE, BSREEEMNMER. Citrix FEMBEENSHIIERS EXR
B&. MNEXE, BEFHHM Application Delivery Management fR$SHIREXEEL BN E 4.

s MREEFKEFEETRE, WEENSHIRIELFTERZILBE, Hit, BINERABENSHIIEANE
feE,

s MREFEAE=FSHWIERS, FIa0 SAML, WMRKKFIFAERER, NWSHRIERTREREK, Alt, BNER
HELZERSHRIERERFMEMER, W NOAUTH, LUBEFIBERE,

o BNAEESREREREZERPLEERS, FEANERENEH. IRPRLEARIXAETER?, WahEE
CPU EMEXRNH, EEREHHEE, XARSSBASLHER. AXEHER, BHSM CTX222945,
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WNECE BiEN & A 1IEARSS
IR EEN S IERF R E

ERILUEBI LU T A A2 — iR B BN B3 RIER A R E.
« FEh#EA URL https://adaptive-authentication.cloud.com,
s FREBNERERHERER.
BB SMHRIEE, ERREERBENSHEIERF R H.
&

+ SMF Citrix Cloud > H4HRFIFAEIEE,
o T “BHWIE ETRN ‘BENSHRIE T, RHERSRE, AREREE.

HEBPR 2R BiE N S A I AR F FR E.
TERATEEBENS RIS RS E.

Adaptive Authentication

Complete these tasks to prepare and deploy Adaptive Authentication. About Adaptive Authentication:

(1) Pravision Adaptive Authentication instances
Provision Adaptive 3t nfigure with your netwark. ((7)) [/ @)

Complete this step before proceeding to the next step

Connect Configure Enable

Adaptive Auth policies Adaptive Auth

_ £a
(2) Configure authentication policies e

Create and apply policies for authentication, conditional access, device posture, and mare using the management console. With the Adaptive R (iepn based on

Gomplete this step before proceeding to the next step policies for conditional P —

such as device posture and network location to allow only autherized users to sign in to Warkspace.
You can also eonnect to your existing hosted identity provider en-premises or in a public cloud. learn
more

) Enable Adaptive Authentication for Workspace

Select Adaptive your preferred method for signing in to Citrix Workspace.

(w)

Complete this step before proceeding to the next step

Take me to i in pace Coni

(4 Connect an identity provider to access its user directory

Make sure the identity provider of the directary you wish to aceess for user lsokup and reseurce assignment is conneeted,

F$E 1. KERENSHIOUE
BHE:

xRS F A I0IEARS BB R P SR H U TRESREFM THEE, AFES Podio &%, A, Citrix B
BN S (IR AR LB E B &N S IR IESEHl,
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CifriX  Adaptive Authes

Cloud service from Citrix for Adaptive MFA

Thank you for your inte \pll\'e Authentication Service . To enable the service

Kindly provide your det hrr‘-)Mcnlllenzblrllror,\on! @ — - oo asem o e Chiix Guiveny commendfins intuthes.

WITU TS BKREE BEN S HIESLG):
1. Z BENSHEIE Ul £, #F&E,
2. NEENSHIMIBEFEEER,

+ Citrix Cloud Connector: 3 FXFEZLR, WU REARMMLEFIEEEESR. Citrix BNE
EREHREDZHE® Citrix Cloud Connector, HUEIS Azure EFEER Citrix Gateway #iE
., BAAKFER Citrix Cloud Connector i5iah BiEN B 38 E SR HI4RE M1/URL, a0, ¥
https://aauth.xyz.com/*,

B Citrix Cloud Connector Hi¥4{= 5, 327 Citrix Cloud Connector,
o Azure VNet 3% -%70ER Azure B9 VNet StEEIERIG B RS 25 2 (8 H0EE,

- HREHE Azure ITIEMKF RICEER.
- EEHITHERENERF VNet ¥ ABEE Azure VPN W%, BXiFAER, ESHE https:
//docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal,
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Provision Adaptive Authentication X
Overview Provision
Select your preferred connection for adaptive authentication.
Provision

® Citrix Cloud Connector
Use this option if you want to connect to your on-premises authentication servers using Citrix Cloud Connector.

Console access
Upload Certificate
() Azure VNet peering

Allowed IP addresses Use this option if you want to connect to your on-premises authentication servers using Azure VNet peering.

Manage Connectivity
o If you don't want data center reachability please use Citrix Cloud Connector

I understand that | can't change the connection type after provisioning is complete. If | need to change this connection later, | must deprovision it.

Provision

% Citrix Cloud Connector FIMAEEERE, FHRITUTIRE:

PITUTHE,

« 1% Citrix Cloud Connector &1, AGik+T “SKLBAMIL” E%E,
o B I0E, REREFREEEKIX 30 2%,

P

T EESRIERER, B REMEE R MIEER EMW IR BEN S HIE FQDN,

FIRE Azure VNet WEEE, BHITUUTERIE:

gNRi%ERE Azure VNet Y EEEFAER, WATRMLIETNEBEN S0 IIELRAINFM CIDR R, &
TR CIDR RAS 5 RALNHMNETRES

BXREMER, 1BS0 EH Azure VNet WEEEIGE 5 A 5 {5 101EARSS 25 A0EE,

3. RERELIGREANEEN S HIIERANKA, EFEERTHSIHRNRA ELIZEHNEIE. FAHRFR
B&o

a) 1T ITHIABIE FRER, BABFREE.
b) BET—%

=W

HiEfl AR RREIZNAFEREAS shel iBRNREN “BRAF” KR
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Overview

Provision

Console access

Upload Certificate

Provision Adaptive Authentication

Console access

Enter the credentials you want to use for accessing the management console of Adaptive You can use the console s policies for

User name

citrixadmin ]

A\ Username can't be changed after saving.

Password

All d P

Manage Connectivity

@ Provisioning was successful

4. AMBEENSHIERS FQDN H EHEHEHEX,
BN AFRRN SO IIERS F[BANEEFHNEEN ZHIIEARSS FQDN. 1tk FQDN &2 5] AFF AT
89

a) £ LHIEH BEP, WATHBEENSHRIEREHN FQDN,
b) BEFIEHREE,

o BIENSHIIERSZIF PFX. PEM. DER £E8EH, AFEELH,
o JEXREN PEM MIEBA IFHEBRHE, WFHEMIRHELER, Citrix BINRERIEBMFENE
FBHBENEEIRSI[/ES.

c) LHEIEBMEH,

=

AR
o EBRENSMIIELF ERERENER, HRESRSRIIEREE.

1. ZEFEENEMRIELA. 1. SME**xTE2EEFE > SSLxx,
BEXHAREE, B2 [BEDEIEB](/en-us/citrix-
gateway/current-release/install-citrix-gateway/
certificate-management-on-citrix-gateway/configure-
intermediate-certificate.html).,

o AERAHIER, NMERBEBBIRA CA ERB9IEFR.
o REEERBENSHRIEAR AEH#TIEBEEELEN. F7EEZERF LENRE, FANXEE

S8BF—H.
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Provision Adaptive Authentication X

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificate and key from a trusted Certificate Authority (CA). Ensure
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

Overview

Provision

FQDN
Console access

Upload Certificate

Allowed IP addresses

Manage Connectivity

@ Picase add DNS mapping for the FQDN to the public IP 5 0 541 s

Select the type of certificate you will upload:

[ PFX (Personal Exchange Format)

v

Certificate

Certificate name

nssvctesting.pfx

Password

@ User successfully added

5. EEGEBMNESR,

BERM S HIIEEHINAEEEET SHNIFREERRS, BENSHRIESFREETHEERE.

« |dentity and Access Management

Authentication  Administrators APl Access  Domains

Recovery

s and Citrix Work bscribers to sign in.

Set up the various ways you need your Citrix Cloud
Citrix Identity

Admin Sign-in URL: https://eitrix.cloud.com

Azure Active Directory

Active Directory

# Connected

> Not Connected

Not Connected

Active Directory + Token > Not Connected e
Citrix Gateway @ Connected e
Okta > Not Connected L
SAML 2.0 Not Connected .
Adaptive Authentication @ Connected .

6. RE— P ik, EIZMA eI LUAR BEN B RIEEREH &,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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a) £ AW IP it REH, ASMEGBA—NAE P HIERERE P i, ERFISTERE P titeis
i®], RIS ARIFEREEER G/ [P i,

b) EHRMSA P #hit, BB EH “FHON7, N IP s, RERE TR . BRAE IP AT,
MRAET “e” &R, W IP it ASRMEIESEES, MRASRMEAARER.

Provision Adaptive Authentication X
Overview Allowed Public source IPv4 address
You can enter up to 5 public source IPv4 addresses from where management console of adaptive authentication can be accessed.
Provision
Enter IPv4 address ‘
Console access L
Upload Certificate IPv4 address
Allowed IP addresses tw

Manage Connectivity

7. MREEAEEIDERLD, BEE—ARRUE (EER), BIXLEMEATLILE AD 5 RADIUS RS2
IRIEEAETZE vNet SFERRE, WAL TR,

B 5 A BOA RS SUR IS L E 1% 221715 5 im AD 0 RADIUS RR$528. ERALLTHEE, ERFUEHEGH
AD/RADIUS BR$3 288 7Rz iBlig BT, Xi¥, MRFHBIEREETHETN, WiZREREMIRFENTR
B, B2, MRFRMUERRFEFH, WEERAILISEEAXLEFMBEHTRRLE,

VAR, SEFTEIR7 &4 AD/RADIUS WBIER S HIRIEREE R ERMATANZRUE, XAREZMER
HWREFHRT A,

a) 7 “BENSMRIE” BFRREL, B “EEEE
b) BWAFMIFMIE SHEIFENM R RUE,

=W

MRBER “ARRFREREATRRRUE" E%E, WREEREEEE FMIURES SR EH.

C) BE “FM, ARRE “REEZ

o RAairERA RFC1918 IP itk 7MW,

s BPEFINFRARUEMRSTHEMRE7 10,
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o ZPFRE LRG| BN FIRUE,

o AT FHAAWEEFRE,

« EENFNFKE, BHRNERE, AREH.

o MREEMBHAMBFRFLE, BSHN ‘BENSMHEIE ARREN “EEER BEDHFZ

#HBo

o EAUT CLI s HRMUERFFHMHERERMIRAR RE (BENS DL > 2%
B) HXRENFE S,

- set cloudtunnel parameter -subnetResourcelLocationMappings

- set policy expression aauth_allow_rfcl1918_subnets
<>

- set policy expression aauth_Llisten_policy_exp <>

Provision Adaptive Authentication X

Overview Add AD/RADIUS server subnet to resource location mapping

You can enter up to 10 subnet to resource location mappings.

Provision

Subnet ‘ Select Resource Location A ‘ Add
Console access h 8 ’
Use any available resource location for remaining subnets
Upload Certificate
Subnet Resource Location
Allowed IP addresses
AWS -USA -West W

Manage Connectivit:

8¢ y Azure -Europe -North W

Close " SaveChanges |

FEC BiE N S A E STl

TR 2. RERENSHIIERE

SRR B B &N 5 {7 IS

FEcseRlfE, BRI EEIFIRBEN S HIEEE IP ik, EaLER FQDN SENE P sthikihin BEN S IIEE
BIEH A,
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BERETR

s ERAUREMEER, FARSEEN—39, IEBEeRES. Fit, BERFEERERRIER.
o IREREESNTRNESES, BEEPXHER EHEMTAKRS B (B0, 77 nsconfig/SSL
B RHeE—NRImAISX S (nosync_cert)) , RRESNT S EM— EHIEP.

R BEN SR E R A

« 2/ FQDN i B BN S HIIEEREH S, BS8 ADC EEFRESRLE SSL.
o EFRLSNERIHARRIENSHINIE, BRTUTRE:

1. MGUIH “EEESMIIESRE" SOEHE IP thuk, AFFEXEERIAEZ IP i,
2. EREEEENBAANEEER.

3. BEHE,

CifriX_ ADC AZURE AA (100)

Dashboard

Welcome!

skip this section.

O

&

.

Use this wizard for initial configuration of your Citrix ADC virtual appliance. To configure or to change a previously configured setting, click each of the sections below. If a parameter has

Configuration Reporting Documentation Downloads

Citrix ADC IP Address

IP address at which you access the Citrix ADC for configuration, monitoring, and other management tasks.

Citrix ADC IP Address Netmask

255.255.255.0

Subnet IP Address
Specify an IP address for your Citrix ADC to communicate with the backend servers.
Subnet IP Address

Not configured

4. Bfn3l Configuration (G2E) > Security (&%) >AAA - Application Traffic (AAA - i B#EF
EE

V==X

£) > Virtual Servers (FEiRSE2R).

5. MBS HEIEREE, BXEMERRA, BESH S HEIEERET M,

AR

fEM IP bR BEN S A IIESLFI R EEM, WERE

HREENZHRIEE

s R HESERELERE, FHITEWNEER FQDN

BiIEHe, WBREAReRE. BN 8ENSHEITEEEHSRE FQDN, i

HRG 7 F EMHBNEIE P sthit,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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a0, MREMBEEN S HIIESRE] 1P 77 192.0.2.0, HENSMHIUELF] IP 79 192.2.2.2, M;

+ primary.domain.com ®JL{BR&4E] 192.0.2.0
+ secondary.domain.com R BRETE] 192.2.2.2

#1% 3. 71 Workspace BREBIENSHIIE

RS, Ea i@ B Workspace BB BIERN B % 1IEEE5 HEE AR E A Workspace IS 15183E,

0 Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances
Provision Adaptive Authentication instances and configure a with your P I network.
Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

management console using FQDN.
Since primary Instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.
Complete this step before proceeding to the next step.

@ Connect an identity provider to access its user directory

Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

AR

Eit, BENSHWITREMTR T H&ihiR Workspace URL BY, #EE M E BIiEMN 51433 FQDN,

UEESS R

+ 4548 FQDN

o RHBRIEN F 71 IRIELFIRF R

o BUHTIRRIER BIER S 13 3 IE Ll

o BRANMXHREIAR

o {EM Azure VNet SELIEIGE S A S5 IIEARS B00ERE
+ BEX Workspace URL gigE#& URL

o EEEEMHNER

o fAHTFEE LDAPS BRI

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#enable-secure-access-to-the-gateway
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#custom-workspace-url-or-vanity-url
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#config-backup-and-restore
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-load-balanced-ldaps-configuration

BiEN & HIEARSS

o BEMIIEREIBEBEN S RIIE
o SHRIEEERG

BXBEENSNIIEEE

October 21,2024

‘miE FQDN

IMREIMATER, WEERE FQDN BERN SAIIE #i%H Workspace BEBRHF BRI E, EHMTIREIH

B HISIE S A7 BEREE FQDN, B2, NAMKE, EalLlREIEH,
BERR:
- 7£f2e% FQDN 231, 5HERIFH FQDN B2l IdP EiMiRS 282 IP ik
o #E3£E Citrix Mx £/8 OAuth RN IUS S MIIESZT1EE BENSHIRIE. BXFAEE, BFEH
B BHIIESFTEEBEN ML,
E4538 FQDN, EHRITUUTRME:

1. REI MBS HIIES % BEN SR IIE.
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#migrate-your-authentication-method-to-adaptive-authentication
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/related-adaptive-authentication-configurations.html#sample-authentication-configurations
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication-service.html#migrate-your-authentication-method-to-adaptive-authentication

BiEN &3 1IEARSS

« Workspace Configuration

- ¥am L1 Avthentication  Customipe Service Integrations Silew

Workspace Authantication

Select how subscribers will authenticale Lo SIEN in 10 thelr workspace

Active Directory

Active Directory + Token
Azure Active Directory
Okta

Citrix Gateway

SAML 2.0

@ ~daptive Authentication

2. % HTHENTRERENRME,, ARRE A

B WA, WRZRAFNIFRERSTIEM, HETEBERXERAEENSMNRIEZE, BENSHREIEFEA
FEHEIE. Fitt, BiETHEFITRAE FQDN,

3. # LBEB BEL, % FQDN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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o Overview
o Provision

o Console access
@ Upload Certificate

@ Allowed IP addresses

Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgt
that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

ex: aauth.xyz.com ‘

@ Piease add DNS mapping for the FQDN to the public IP

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) A4 ]

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

{ Key Password

9 User successfully added

4. R REEM.
BERETR

NRYw4E FQDN, EXIMEAR EEIER.

1. g Adaptive Authentication 757%, BXxEM Adaptive Authentication 5% £ (5% 3).

® Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

2. BE Rl

BHEXT{EX URL 5t URL

BHEXT{EX URL 4 &6EAFERE A Citrix Workspace N B &, B A LUEREIA Workspace URL
#/LBEEX Workspace URL i5id) Workspace,

FREEAEXTFX URL 35 URL, BIHRITLITEME:

1. BEENBEXE. BXEAEES, BB LEEEXE.

2. ERSYRIRBINEEXH (AAuthAutoConfig_oauthldpProf) #EMZEF % ID. ZHEMZARE BN

OAuthIDP EEE>cf#, BfEAFRMNEER URL, BXFMER, 1551 iLE OAuth SEEEAACE X+

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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BiEN & HIEARSS

il
EEIL %N

-add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf

-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod
ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https
://accounts-internal.cloud.com/core/login-cip"-audience zzzz -
sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol -
rule true -action AAuthAutoConfig_oauthIdpProf

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol
-priority 100 -gotoPriorityExpression NEXT

FECE M

add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf_Customl
-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod

ENCMTHD_3 -kek -suffix 2023_07_09_20_09_30 -redirectURL "https://

custom_domain/core/login-cip"-audience zzzz -sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol_Customl
-rule true -action AAuthAutoConfig_oauthIdpProf_Customl

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol_Cu
-priority 101 -gotoPriorityExpression NEXT

BERR:

« OAuth SEEFBEZESX A Adaptive Authentication FRSEMEMELIEE, Hitk, Citrix Cloud BEHR
TR RINBNE P mEH. EaI UM ns.conf XEREUNZENZEH. Eol OAuth BB, EHM
ERMZENZAHER CLI 2 oI REE XX,

o &FEER NetScaler B RmEeIE OAuth FRE e,

TR BER S 1 I K HIRTFA R

NF YRR HEE, SR LUREA T HRRIAEIF I,
BERR

7E/1% Adaptive Authentication SLBIFHEEIREN, RTM has. FriEFA%IH Citrix Cloud B,

1. £ BENMSMHEIE Ul B, £ MEBAENIHIIESEA BoH, REEKSKE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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Adaptive Authentication

omplete these tasks to prepare and deploy Adaptive Authentication. @‘j

Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision
Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signin in to Citrix Workspace.
Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuratior

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assisnment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. R HRIFALR.
3. EEFAREI B HATETE)

Schedule Upgrades X

Sal tha tima and day Tor Tuture upErades 1o Adapive Authenticat

Upgrade scheduled successfully,

Sunday M

At this time: Selact time rone:

09:00 AM America/New York N

EE¥EC Adaptive Authentication 5241

FEUTERT, ERAEILREE Citrix B IEUEECE BIERN F 1A 3IESE ).

o BENSHIIEEFIAFRSR (THREHIARZRE), EXMERATEFZEE,
o MREFFABAM VNet HEEERIIRENERBIER, HEBR.
o MREFEME VNet WERAMEF T HIROFW (FRMSHEIED.OK Azure VNet RBVE M FRIAZ) .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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AR

BUHEREE=MBRRFINEEE . Alt, BOMTHEONXHHRT, ARTRIEESBENSDIIESL.

RITUTRELEUEERE BEN S IESLH):

1. £ BENSHRIE U, £ NERENSHRIEES HFodh, REHKESIZE,

Adaptive Authentication |

omplete these tasks to prepare and deploy Adaptive Authentication.
Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision

Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.
Gomplete this step before proceeding to the next step

Take me to authentication in Workspace Configuratior

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. R BUHECE.

EECHECE Z 81, SR JIIERE Citrix W% M Workspace E2&.

1. WAER ID UEUKEE BIEN & HIIESL ).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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Deprovision

Are you sure you want to deprovision adaptive authentication instances?
Confirm by giving below information:

Customer ID

l:] | understand that all Adaptive Authentication resources that Citrix provisioned or managed are deleted, including Citrix-
managed VNets, VMNet peering, public IP addresses, and gateway VMs. No customer-managed resources are affected.

D | understand that deprovisioning Adaptive Authentication deletes only resources that Citrix provisioned or managed. My
customer-managed resources will remain intact.

l:] | understand that deprovisioning is going to remove configuration as well as the configuration backup of Adaptive
Authentication instances and | confirm that | have taken the configuration backup for adaptive authentication instances.

BRAXNMXEZ 2R

1. £ BENSMEIE Ul F, £ BRSNS HIIELA Bodh, BEERSIKE.

2. AE ReEBEAR.
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Secure Access to the gateway X

Generate a private key to secure access to the Citrix Gateway command line interface.

Keys should expire in;

4 hours SN

SS5H Private Key

Use this key with your S5H client so you can connect securely with the gateway.

( Generate and Download Key )

3. 12 TIARE, WEEHh SSH AR BAELRRY A,

4, REERMTHES. EFHTEH SSH FAABHUGEER, AAEREXARF2ETZEH, KLEHATRTFE
BAAF& authadmin JAIE.

RIS £ THE DR ERY (MRKRENZHENIHR) . B8, RE-IBENTULTERS
R

5. BETTH.
BERR

o MREE Windows EER PUTTY EZEBER S HIRIELA], MWHIE FEMFAAFESRA PEM, X
FAMES, 155 https://www.puttygen.com/convert-pem-to-ppk.

o BiUERALTHSM MAC 5 Windows (Fr7s 10) 89 PowerShell/s< i@ i@ KimEZEBEN S
HIELFl, ssh -1 <path-to-private-key> authadmin@<ip address of
ADC>

« MRFEL AD AFi5EBENFHIIE GUI, NAIEEERFEERAFME LDAP H, BXIFMESR, 5
ZiEhttps://support.citrix.com/article/CTX123782, sIFFErEEMEIE, Citrix BiNEFERBERN
FHIIE GUI, mAE CLl &<,

M Azure VNet W& BEIGE 545 5510 I ARSS 22 AYETE

XY BRI R ER Azure VNet SYEEER, AS%SBE IS,
AR

NREEAHRE Okta. Azure AD. Ping £5%£=7 IDP, NARZEBHITILTS T,

1. 77 Connect BENSMIIE Ul £, BE H#&, AE$EE Azure VNet x1EHE.
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Provision Adaptive Authentication X

o Overview VNet peering
1. Associate the Citrix managed service principal to your VNet

o Provision The Citrix managed service principal s the application identity of the Citrix VNet in Azure. Completing this step alows the Citrtx VNet 1o connect to your on-premises network through your Azure VNet. To complete this step, copy the service
principal and assign an access role to it to grant access 10 your VNet.

® Consoleaccess Citrix Managed Service Principal:
T21fd741-5664-4512-3at4-98cc91129e28

0 Add FQON Copy service principal

o Allowed IP addresses
2. Add your VNet

N Enter your Azure tenant ID and then click Fetch to retrieve your customer-managed VNet resource IDs. From the Azure portal. your Azure tenant ID is located in the Azure AD properties of your Azure subscription.
@ VNet peering
Tenant ID

3.Select aresource ID
Select the resource ID for the VNet that you want 1o peer

Use Azure VPN Gateway
Customer managed VNet Resource ID

Select a resource ID

e IP addresses successfully added.

X Citrix T ERRS & FEEE Citrix AFF8IEH Azure RS =AM ARRF ID. BEUILRS 1A EE
¥ Citrix & VNet 3E B ERNFIERITIEMFEF 8 VNet,

EEATERSEABRIFTAEA,, TAEHEANEER BEFAFNL2BEER) S AETUT
PowerShell &<, ¥ SPN FmEf#EF, ol UEMA CloudShell, Connect-AzureAD New-
AzureADServicePrincipal -AppId SApp_IDBFE SApp_ID 2 Citrix £=#9 SPN A
#2r ID,

3 =

AR

s FIERIINGTREANIATABOENRS EEET.

o BAFILRS EEFM Azure VNet SWERE, EFHENEER (FRTEEEER) AR ANMFEED
Citrix #£& VNet 89 VNet iF0 “WES5E” A6,

« SPN 2T XEx Azure F#y Citrix BRI —ITIRRT. & SPN 5 VNet XBXfE Citrix EMMLEHETR
W&t Azure B9 VNet iE#EEIE P B2 4,

1. I VNet W&EE%E,
o WANBTRIEZENMER ID, ARSE KL

XA SPN RMMES5ERBIRE VNet HxZ F EER VNet HIR ID. MNREFE VNet, EHER
EWEITRENS BREEXESE,
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AR

AXAEHBE, ID IFAEE, 1557 https://docs.microsoft.com/en-us/azure/active-directory/

fundamentals/active-directory-how-to-find-tenant.

1%E$E £ Azure VPN W% & A& &z 2l Azure,

2. Z# XFPEEN VNet ZR ID, EEFEAWNEEEIMNRR VNet, AERE 0. VNet FHmMAIRS, BRSEIN

#HITH. WEREMTEME, Status CKRE) BEXD M.
3. %ﬁ%;—“‘:ﬁio
SEE, FER LR 1 EBENSHRIE.

BERR

o 2EMET Citrix % VNet FAtMKE 2 BRE), B ATEAMBABIAEMEHRMAN, W REEME

Citrix ¥£& VNet,

o —RIRBEHRIM— VNet XK, BaiRARFEZD VNet WERE, Ea]LURIEREZMPR VNet WERES

BIE—1 VNet WEE %,

0 Adaptive Authentication is now connected

AQapuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances

Provision Adaptive Authentication instances and configure a with your on-pi network.

Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step

management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace

Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

@ Connect an identity provider to access its user directory

Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access

Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the

EE&PMRE

Application Delivery Management RS 33 BIEN S IIELFIMITENER. BXEAESR, &

NetScaler s=4.

1. 7z “Application Delivery Management” B t, #F “BIE”,

2 HHMER
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. SAE EAgHE > L) HiRE .

AR

NRIEEEBRIRSEHN, EHA Application Delivery Management kS35, BXxF4HES, 521W 4.

LDAP #1 LDAPS fa &5 & =1l

Citrix BIER F 173 IES=GI6E A f H & R AR SS 28 1= it LDAP/LDAPS %245,

wEFN

NRIEEHE YT LDAP/LDAPS EA G #3391, 158% 0 LDAP RSB EIERS KRS, EAXATEESE
KREIEN F R IIERE,

WNREXS LDAP FRAEHINE, HEIE—MRSAHBESEINAZINERS, MARBEIMILRS.
ERMHTEEMNRS BHITE ML, EMHFRE LDAP ERFMAH T EEINRSSES IP ik, MR
ZLMREY LDAP BRRZ528 IP bk,

ZINBERT, TCP M%izss4iEEEoIEMARS. 7 Adaptive Authentication NetScaler 3245 £, w8
8 TCP Y5tigs, MZINERT, ZRSEIRER UP,

ST, BIVEERBE X EiER.

AT EEMRSSENTAE Ptk (RFC1918 sthih), ©RILUZEDN IP ik, EuitbititAFREEE,

%t LDAP fR53 88175 H5 1

23J LDAP R385 #1791, FEIB— M IRSAHFHPED ARG EMRSSE. FECIZB T HHET% LDAP
AR5 28 B9BARSS .

&M NetScaler CLI #2Z LDAP:

SR AR LT CLI 852 ERECE LDAP 5%,

1. add serviceGroup <serviceGroupName> <serviceType>

2. bind servicegroup <serviceGroupName> (<IP> | <serverName>)<port>

3. AMLB EIIREE <name> <serviceType> <ip> <port>-OKHN 389, WHOBTF
HEREE, FEREARSARENIRO, @I SSL EED RS 28,

4. bind 1lb vserver <name> <serviceGroupName>

5. add authentication ldapAction <name> { -serverIP } <ip_addr> | {

-serverName <string> } } <1lb vserver ip>

6. add authentication policy <ldap_policy_name> -rule <expression> -

action <string>

©1999-
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1.

bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <ldap_policy_priority> -gotoPriorityExpression NEXT

1M NetScaler GUI &2& LDAP:

1.
2.

4,
5.

SHE REEE > AMNE, ARRE EPMRSE.
232 TCP XM im0 389 BEMARSS 280

FEBIE SSL/SSL_TCP HE Yyt 8 F i EIARS 28
SMEREERE > MY, ARRE RSA.

8l TCP XEMixO 389 MIARSS A,
RIRSABEREET R 1 FLIRNEMIRS S,

BEXIENFAER, BBH REEARNHHE.

%t LDAPS fR33 2817 th Bty

T s LDAPS fRS58:, EaFielE TCP REMMA R FEEIMARSSEE, LIS RER SSL MEZ @R EIBEN S
HIIELBIP, FEXFERT, AHTEHEMIRSZLAIE TLS INZ/fRE. FE6IE SSL XRM A TEEMRS 8.

1= NetScaler CLI &2& LDAPS:

ZRILMERLLT CLI 882 fENECE LDAPS M5&E,

1. AMLB E#ARS2E <name> <serviceType> <ip> <port>-wAHKTHAN 636,
2. bind 1b vserver <name> <serviceGroupName>

3. add authentication ldapAction <name> { -serverIP } <ip_addr> | {

-serverName <string> } } <1lb vserver ip>

add authentication policy <ldap_policy_name> -rule <expression> -
action <string>

bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <ldap_policy_priority> -gotoPriorityExpression NEXT

1M NetScaler GUI iZ=E LDAPS:

. SMEREEE > AR, ARBEE EMRSEE.
. B TCP A& MinO 636 KIEMARSS 2.

FEeIiE SSL/SSL_TCP KR s B FEEPARS 2.
Sz REEE > AN, ARRE RS,

B SSL_TCP 2% 0 636 BIARSS.
BRSHEIEEDSE 1 PelENEMRS S

BXIEFAER, BER REEANFHYE.
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BB E X Eas

1M NetScaler GUI IR BE X 51125 :

1. S REEE > nHTH > KTk,
2. o3 LDAP XEREME, HIRIGEESERNVEFREN 15, KmiEiigEN 10 #,
3. Btz ERIERIARS.

BXEZRAES, BEN BEENE.

FREURMNERSZ 15 MEER IP it

BEN SR IERSATFERARS 15 MAF IP FRMEA IP siutskisie BEN S HEIEERER S,
BN P ik /F MBS H B I:

« HRA%E IP FWE CIDR AF /20 5 /32.B Zidl,
« BMRFEZEIRBEES,

il
o 4% 192.0.2.0/24 0 192.0.2.8, [F7192.0.2.8 fiiF 192.0.2.0/24 |,
o REZEEFM: 192.0.2.0/24 #1 192.0.0.0/20, AAFMES,
o MAMEFRERN, BAML P e [P #ittE,
il

- 192.0.2.2/24 RIEHs, &M 191.0.2.0/24
- 192.0.2.0/20 RiEHs, E2A 192.0.0.0/20

ERAILINEE, EER Citrix 2,

BB HIIER AT R BEN S (5

BEERSHIIERSER Citrix WX KIEH BENSHIIE, AEM Adaptive Authentication St #iBx OAuth
v

1. t0#E Citrix Gateway LUMIE B B30I %o
2. £ Citrix = > BH AR ERED, BH5 Citrix Gateway WA SR, RE8T .
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« ldentity and Access Management

Authentication Administrators APl Access Domains Recovery
—

Set up the various ways you need your Citrix Cloud ators and Citrix e subscribers to sign in.

Citrix Identity
@ Connected
Admin Sign-in URL: https//citrix.cloud.com

Azure Active Directory Not Connected
Active Directory Not Connected
Active Directory + Token Not Connected
Citrix Gateway ® Connected

Manage subscriber access

Disconnect
Okta Not Con
SAML 2.0 Not Connected
Adaptive Authentication Not Connected

3. R HTHNTREFRENE M, SRS WA

BF WA, WRLXAPHNIFKERZRIEM, FEEBRAEAEENENINIEZE], BENSHIEFEA
FHHIIIE.

4. 72 Adaptive Authentication SLfIEREEHI&H, MRS OAuth HEXMEE,
‘I ERA CLL:

unbind authentication vs <authvsName> -policy <oauthIdpPolName>
rm authentication oauthIdpPolicy <oauthIdpPolName>
rm authentication oauthIdpProfile <oauthIdpProfName>

@ EA GUI:

a) §#13l Security (%) >AAA - Application Traffic (AAA - LBi2F7E) > Virtual Servers
(REAIRSS28) o

b) ##245 OAuth %Bg,

c) SME 22 >AAA - NAREFERE > Bk > AL > 545 > OAuth IDP.

d) Bk OAuth SRBSFIECE X o

5. &3l Citrix = > B HIAAEE. 7 Authentication %EI£# Adaptive Authentication &1, g#H&88
SHE, ARRE .

OR ifial https://adaptive-authentication.cloud.com
6. R EFFE.
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7. £ LRER RE L, RITUTERE:

o ARMBEERSHIIE FQDN.
o BEREBMZANM, AREH L%,

Provision Adaptive Authentication

o Overview Add FQDN and certificate key pair
Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgt
o Provision that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN
o Console access

ex: aauth.xyz.com ’

@ Upload Certificate

o Please add DNS mapping for the FQDN to the public IP
@ Allowed IP addresses

Select the type of certificate you will upload:

[ PEM (Privacy Enhanced Mail) N ’

Certificate
Upload certificate
Key

Upload key

Password for key (only required if key is encrypted)

{ Key Password

9 User successfully added

BERETR

R EEHmE FQDN FERHHAX, MATHBE BIENFHRIE, W5 Identity and Access Manage-
ment MEZERNY, FERUTHEIR. EBFEHEE Adaptive Authentication AiA7 sEE S XL
Ro

o ADC <R MHLIMEIR, REELEIIEEMNMER,

o ADC s KIMHLIEIR, TEBUBSIE REIDERIEEES,

8. mifi REEX.

ItbBY, ¥ 7R Identity and Access Management BiER &4 301E W1 4% H EBEN SHRIELFIE B
foE OAuth BLE X,

A LM GUI B83IEX— 5,
a) IFAENEEN B IS F H ERENEIIER.
b) £fnZ Security (&£) >AAA - Application Traffic (AAA - ABEFHE) > Virtual Servers

(BIMARSS28) . MBS OAuth IdP BB HEBIE,
c) Sz Citrix = > SHAIHRAER. BEMSHIRIENT Ei {1,

9. #i Adaptive Authentication 753%, BXEFA Adaptive Authentication A& ($%& 3),
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@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.
Complete this step before proceeding to the next step

HFBETEXEEFEASHRIES AR Adaptive Authentication.

10. BF/E, BHPE 3 ENTEREE 6. SXNE2SMHINIESEEERN Adaptive Authentication,
==

AR BIUEEERNSE, BHRIER OAuth HEXEEMNS BRI

S EIEECE R

FFR U UEEMITERNSHRIERBRHRESED S HIIEEMRS . SHNBIEEMRSEFFTESHRIEREX
T, (NHFECE SR, UTR—ERERE.

BERER

SO ESINEET R 5T,

ERFHE NN ZESHIIE

o FRANEZZEMET LDAP # RADIUS #ITNAZSMHIIE ((MEZHEFBRA—X)

o IRIBERPAABE] (RIT. SFEKFE. HEE) NINEERSZE, R THEREEEE]

o RIEAFENSHIRIEERGES THXRS

o BEFHMGID FHAFR) WARENE—ITREER, HEF—TEEPEABFEHE ID #HITEFHRMFG
iR, HFASMARMAENEREE

« WEBAFIEBMNARERAIERSHRIE, WIHEBAFERZAN OTP EA#TSESHIIE

o IRIEAFPEINBWARERRNSHIIELE, AEFHSHRIE

o fEAZEN OTP BHIIE#ITNEF HIIE

+ Google Re-CAPTCHA

52880 RIENE=5%K

« ¥ Azure AD E2EX SAML IdP (3§ T—1REZEE X LDAP k8 - NO_AUTH 526% OAuth 51F)
o ZEBMHIIE, ERBRERZEIEN SAML, AGIRIE SAML BB EXZEREERE LDAP
o F—1MEZER webauth &%, ARG LDAP
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/email-username-based-decision-for-nfactor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/email-username-based-decision-for-nfactor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-check-user-certificate-ldap-otp.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-login-mechanism-authentication.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/native-otp-authentication.html
https://support.citrix.com/article/CTX216091
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/saml-authentication/azure-saml-idp.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-saml-ldap-cert-as-factor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-nfactor-with-webauth-first-factor-ldap-with-pwdchange-second-factor.html
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RERSHE (EPA)

LDAP S1p18iE, AE#HITRAIREXHREITETE
AD SHIERIENIZERESIRE - EPA sIEIFA— 1 ER
R EPA RZERISEIES

Hth/55

o AINHSHIIER EULA

o« BENX nFactor FRIRITE. BRI

SERRHE R = 8] E 12

June 19, 2024

RERSIE, BThAE, REHEM (RADIUS) MIA&HMAF (LDAP) BEXER

BEN SN EEBEN S HIIERFINFIAARMER, Alt, BNERERBEN S HIIESLFIFARIFER

ABENL RTM hRZs, BRIAMERT, Citrix BIEEEN S HWIESEH

WFEBFIFAL, VAR BRHPELFR 7 GBH=E, Fit, BENSHIIERSEASTER BARZF1EFREH LA

#2TE, BVEREREAHE. TEATAGEREFTUTERS:

« /var/core

« /var/crash

« /var/tmp

« /var/nsinstall
« /var/nstrace
« /var/nslog

AR

o FRHAIEIESERR /var/nsinstall BR, ABEER /var/tmp BR. MENAHZREZEER, WHEA

B (/var/core. /var/crash. /var/nstracem #1 /var/nslog) tBi&#EkR.
o P MREEMA NetScaler BB =R M BIE,

A LUER B S BRI T8

RE Citrix EBEBREN BHIIESEA, BRIAMERT, ERFE BB LM#EETE,
BRHEINGE:

TR LB AT AR (ELE
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-postauth-epa-scan-as-a-factor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-preauth-postauth-epascan-as-factor-in-nfactor.html
https://docs.citrix.com/en-us/citrix-gateway/current-release/vpn-user-config/endpoint-policies/device-certificate-in-nfactor-as-an-epa-component.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/configure-eula-as-auth-factor-in-nfactor.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/authentication-methods/multi-factor-nfactor-authentication/nfactor-extensibility.html
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1. ZEENSHEIESMERSD, BELMHIEE,
2. % ‘RESNECERMETE, AREHIANESIHEERREEHHIA
3. BEHEREEN.

Provision Adaptive Authentication

Overview Disk space management

As part of Adaptive Authentication management, disk space on Adaptive Authentication instances must be cleared by Citrix before applying upgrades. For this reason,
do not keep any sensitive, proprietary, or personal information in in directories /var/tmp and /var/nsinstall. Read more

Provision

| prefer Citrix to manage diskspace.
Console access

D | prefer to manage diskspace myself.
Upload Certificate
Allowed IP addresses

Manage Connectivity

| Instance Management

A RIS FRERHAR, RE, Citrix Cloud EIASHERFARERI L F,
BXRZHARNER, BFSARHEENSHIIELFIBNALR.

2R BEN & {01k e

June 19, 2024
TRIBEC B F RN EIRN ERXT IRl 1T 72K

« Provisioning

o SEfFIRTFIA) M)

« AD/Radius ZE#EH S IIER R
o BHIIIERR

» EPA/i&&&BEXIRM

o SEREERXAYIEE
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/troubleshooting-adaptive-authentication-issues.html#epa-related-issues
https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication/troubleshooting-adaptive-authentication-issues.html#smart-access-tag-issues
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« BEWE
TR LUER BEN S HIIE CLI XYRE# TSRS, BEEE CLI, BHRITUTRE:

o EEMNEE ETH SSH &%, tban putty/securecrt,
o FABEIP (F) #ibisin BIERN SHIETLS.
. FERENEEER.

BXRIFMER, B2 57 NetScaler &%,

BRBENSHIEIERERIER

HBIRERBSE HEREEN S HIIER T,
f#R CLI BRBEE:
1. BERFNBENFHIIESLA CLI

2. fE/A PUTTY MABEIEH,
3. BITUT®m< set audit syslogParams loglLevel ALL

/R GUI BRAS:

ERANRREREEN SR IIESES,

SME K& > &4 > Hito

£ CERRT T RE” T, BE “BXEE syslog kB,
£ BEEAISF, ®EE 280

> e

FRECIR) A

o TEBRBENSHIIE Ul

WEENEF ID/AFRRERATEN.
« EERENEFZBY 45 2

WEHIRNEREEE WRB), ABHKR Citrix ZRERIREL,
* VNet 34EIME X

- K& Azure NP FEREFEESHNENENHNER, HREVZINAIRFE,
- MBEE, AEMBENSHEIE Ul BRI,

o BUBTRECARTER
BX# Citrix STHERITILURIS BN,
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/accessing-citrix-adc.html
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SHIET I A

o TEIFIRNZSEFIREIE IP st
- WERFIRBTIHRNAE IP #ItRTE T AR IP #iik,
- BIEREHEFAAREEREF R IP ik,
o TEERIEA
WREES RN REREERECHEMm N EIEESR L1F.
« RERBFRETENR

ERMAFE, FHEREEHETELIHRGLRIE. BEXESER, BSH AR, BRANG S5,

AD zf RADIUS E#ia)#

Azure Vnet X & E i B EE )

o WEESEAUMBIENSHIRIELFIAREF EEM Azure VNet,
o IEMEFEIEN Azure VNet 3 AD WUEIE/FIAIREERBER.
o HFRAINEHNEEE, UWEERENTHS|FE Azure VNet,

EHF Windows Ryi%E#zss:

« FrEBEEBE /var/log/ns.log BERHaA, S1BEHFE [NS_AAUTH_TUNNEL] #14,
« BHEFH Connection|D B BF XBERRINES,

o MRIGERBEMNNE R IP iRm0 RADIUS fRS388F89—1 RADIUS &%, Eix IP i 2@iEies
HYIR 1P #hhik,

XNFENEHHEIEER, BEEENSHIRIERSE (NS-AAAD #12) MEHRIERS R ZEEINBE, MIiE
EEE, FEITEHEIE.

H(RIEIR SR RNV AT LURRAT RIS S 13383 FQDN,
o EERORE, BAMERIN.

PR EIEERI NSAUTH-TUNNEL,

cat ns.log | grep -I “tunnel”

INRFHIEERD ns.log XEFEBIENUTREIBE, WARERILBEN HIMEM, & EEEHHT

i),

LDAP:
[NS_AAUTH_TUNNEL] Entering bitpump for
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Connectionl => Src :
Connection2 => Src :
10.106.103.80:443"
RADIUS:

192.168.0.7:28098, Dst :
10.106.103.70:2271,

10.106.103.60:636 ,
Dst :

[NS_AAUTH_UDP_TUNNEL] MUX channel established"

KEBEFAE S H REE AT,

BEFE

iy

BEHH [NS_AAUTH_TUNNEL] FBE&HISHH

A&

[NS_AAUTH_TUNNEL] Waiting for
outbound from connector s¢FItAXE, &0
BRI TR : [NS-AAUTH-TUNNEL]
Received connect command from
connector and client connection
lookupsucceeded"

[NS_AAUTH_TUNNEL] Server 1is down
or couldn't create connection to
ip 0.0.0.0f1[NS_AAUTH_TUNNEL]
Connect response code 401 is not
200 OK, bailing out"

i5fT show cloudtunnel vserver &%, It
mEHMFILRE R “UP” B#F (TCP #1 UDP) =&
BEMRSSE,

WEEZRITEN TSR BIER & 4%IE FQDN,
RERTERBHHAMEREE S5 BENSHIE FQDN
By tHuhEE

BEBRR Citrix AR,

EIRSR AN |

o TRATMERZ SR BRI R BEN & 43383 FQDN,

o WRESERENEBH K EEET BEN S 17 IIESEH] EAIIRS[RIEH.

LDAP/RADIUS i% & R IEH:

YNREHI AD/RADIUS ARS588 IP sttt R A% IP sk, M4Z7E NetScaler RARAXFIMFWL IP ik, REHRIE

WA,

o EfEA CLI AFMEK IP sk, FHITCTHERE:

set policy expression aauth_allow_rfcl1918_subnets " (CLIENT.IP.DST

.BETWEEN(10.0.0.0,10.255.255.255)
(172.16.0.0,172.31.255.255)
(192.168.0.0, 192.168.255.255)

| | CLIENT.IP.DST.BETWEEN
|| CLIENT.IP.DST.BETWEEN
| | CLIENT.IP.DST.BETWEEN

(13.14.0.0, 13.14.255.255) | |CLIENT.IP.DST.EQ(1.2.5.4))"

o EfEA GUI AINFMEL IP fitik, EHITIATRE:
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. 21zl Appexpert > Rirz,
2. AMFER aauth_allow_rfc1918_subnets,

MRBECRIL, BESHBIRIENAKRY, EERUTS B R THIEHR.
LDAP:

* IF4E DN ¥AER.

o EANNEBRERIASEIR.

o /A aaad FIXBRIEEIR.

£ CLI ERBIB BN S HIEIELH,

shell
cd /tmp
cat aaad.debug

EIH LDAP $8ix:

o RSSESHBAT —ERERSTT LDAP &EI&E MM,
o Hfth LDAP $%18, 5507 https://support.citrix.com/article/CTX138663,

Radius:

o JEHEER P bR INA RADIUS BRSS2ECE AR RADIUS E iR IP sthik,

E= g Crana bl

« OAuth B ARSI
- WRFAIEREYIH AD 121, BFE 7 MNREA BRI,
- IRIE /var/log/ns.log By BE R OAuth £KAYEEIR,

cat /var/log/ns.log

- IIF OAuth BEEBSX &K,

- ¥r=/5 Azure AD S{HIIEEHARF]

¥ AD SHIRIEERSHRIEZER off WF— AR, XBATREMNEHHIEFIEHFIERER,

5 EPA #8XRYi8)&A

« BHELEFE, ERFWEITEIEMFIRET.
AJRERYRE: ARASAILACE AR
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- BITARARIEHRBIHEHIIRXHREEES5 NetScaler 1% F imit EHERIFIAR AN,
- R NetScaler LMZFIkRAS T F init B LR F kR 28 E,

£ NetScaler EE#ZE i,

EEENSHIEIESES L, S4i3 Citrix Gateway > 2Fi18E > BHEFiRE,

Citrix T#_ER EPA i ETE N ERM T IFAES,
- B8, BMERRAESER, WAILE NetScaler EEFER.

show cache object BREEMEMHEAES. BOILUERGSBERR;

flush cache object -locator Ox00000023345600000007

B EPA BEWEIEAER, EBA https://support.citrix.com/article/CTX209148,
o APEFEDE, BRBENENE EPAIRE (. . B,
B#i, EPAGERRERFhTEREY.

- EEFIHITEN L, S C:\Users<user_name>\ AppData\ Local) Citrix\ AGEE,
- {IF config. js XHi trustAlways &A% - "trustAlways" :null

A RE R4S o]

- RETEIHRGE, LARFEARAA
HfRTE EER B9 IESEEIAN Citrix VDA 324348 EE X T 5.
MWESTEREAS T Workspace RZfAHARARII T FRig.
INRXFEMAEIER, BRI LUE ns.log HBER Citrix 35800,

BiEN SIS FIRE R B Tk E

o BAZRE: AXEHAER, B5H IEM SDX 1 VPX &EWERA TR LUHITRR S 1o
o RERX M, BXIFEMER, BB A7E NetScaler BiZREIEGR,

EECR Citrix IFEFERIILUREE S

£ BEN S INIERYEREAIR)

June 19, 2024
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Citrix Cloud EF T LUER BiERN &% RIE(ER Citrix Workspace 89 IdP, $2#3d Citrix DaaS &R (EBIARBIE
FEAIs=E) =X Secure Private Access IRERIEEESE (BERIANM) o

BRI INEE A BERN BN IIERS A XA WErE g s 2253 Citrix Workspace 5 Citrix DaaS. BHi&R
BHIIEARS AT LUR M Device Posture (EPA). MEME (ABRIMLAEISIMNG. HIBGIE). APAZHEFPEM. —
KA jE) g X L B VA B TER RIRE BN —E9. SAfG, Citrix DaaS B2 R T LU AL ERIS S SE B X E IR A
BEMEEN LT, EMNBEFMSEA LARIESLFINSE (RRHKE) HITHRES, BRI IRREs, BalliE
FIRL AP RIE, FIINEINERIFIE. FTEDNEER. B iRIRaN2sa USB BRET,

THIRHG:

i
i

R
i
An ‘ﬂn

URNAREFARENREMSENMEUE BFIIIATNE) BREhiR.
A OB EF AR E N REEMN QB BENISE LERE0RE. fidl, EPAFRETMKNERERELRE
BHiRE. RIEEPATHEER, EIWUJ%FMI?*E?&E’JEZFE&F%O

P
iR
5
il

BEFM

« w75 Citrix Workspace BeEFH |dP MBIEN S350, BXiFHAER, B5H BiEN 5% 10IERS
« £/ Citrix DaaS WBEEN S HIIERS BRthH BIEEIE T,
« BEMNIHNINEEEH. BXFMAER, BESREHABENIEM.

g AR E e Y

mAP&ER Citrix Workspace,
BAP#EEEIEEHN |dP MEIEN B IRIERS.
RTRBAPHTMEMIIE (EPA) &5,
AR ERIhEE SHIIE,
BReinn IR BRIBECE A TITGERY, RSB SIEEREK,
BHERN S HWIEARS B #IEE Citrix Graph BRSS. BP#EEMAE Citrix Workspace &R BUH.
Citrix Workspace 2REULAF RIENRIRGEE, LERETHESS, HITELTENLNAEFIEHE.
&1 5R7E Citrix DaaS LECE SRR LRSIAFH ICA I5IEIAR,

90.*‘5-”9":“5*’!\’!—‘

EBEN S HIIESLH_EECE S Rl in) SRR

EEEN SR IIESES] LEEEREBRREO AR NI E:

1. EBENSMHIIEEF_ EFERSEIhRNEE X SRR, i, 580 P8 L,
2. 75889 DaaS/Secure Private Access LEXHARMIRE LIANER. 580, BESN TE 2,
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FA6) 1: FREEREHINHRE, M Chrome 5335 RH B F #1711 HELE 135 1R) 53 MR

SR 1. EEENSMHIIESLF L ERE M ICECE S AET R 58

1.

2.

ERBENSHIIELA
SMIBENSHIEIEEMRSR (T2 >AAA - NAREFRE > BPRSER).
EESHIIEEMNIRSES, ARRE “RE .

B EEREI IR R,
RIBERNERTE X RIEHIFRIET o

a) ## Add Binding GRIN4E).
b) £ “EREE B, BEH “FHN,
C) HMNEEEINIARRAIBR TR,
d) EXFER,

stF AP M Chrome 355385 R IHENRAIRA, EHWAKRAX HTTP.REQ.HEADER ("User-
Agent'") .CONTAINS("Chrome")

B, ERILARIENE. BRER. SHRIEMRRAUNREMER IR RAN.

Authentication Smart Access Policy Policy Binding > Smart Access Policies Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

6. ITE, CIEERETEHIGXLEATEE R 8817 IR) RS,

a) £ “BfF P, BE FI0
b) £ B#h, BABEEIHIREEXHHIE R,
C) EHEP, EXTREHNFE, FlI, TAG-CHROME,
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Authentication Smart Access Policy » Policy Binding Smart Access Policies Create Authentication Smart Access Policy > Create Authentication Smart Access Profile

Create Authentication Smart Access Profile

MName*

SmartTagl

TAG-CHROME

Comment

a) BHE,
b) EREEEIHIPIHRE, AFBEE “FMLE",
C) BULEREAIIRESIE T Z RGNS AE I IR 5K,

Authentication Smart Access Policy »  Policy Binding Smart Access Policies
Smart Access Policies @B x
m Add Ed Dal E
Q
. SmartAceassPolicy HTTPREQHEADER|"User-Agent™).CONTAINS"Chrome")

} =r

AR

EHALM “RE” > AAA-BIZFRE" > 1 > “SHWE > BHEE > “BEHIE > HE &
SIFREBEIHITSRRE, AABH AR S BRI

$1% 2: 1z DaaS Studio 1 E XS REHRIGE

1. #m%HE “TAG-CHROME” BREiFEMHKER, AXIFMER, 1H27E Citrix Studio FRE MR,

R 2: 1RYE EPA EREEBEIHNER, BTFEHRIES

$B1: ERENSHIIESM EEASEFICEREERRIFNER EREREAOINSESEGHITESENE, BEE
nFactor 5if2, ©X EPA&E, SABTFIIZAIALE,

23 EPABCE N nFactor MHPMIER, ES10R EPA REANAR,

ZARIE

1. APiAial Workspace URL,
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2. AFPREEMDEENSBIIELHT SR/ EPA,
3. ARHNIMERLBF LM, SRBEIFHEF RNEIEXBBIANERFE.
4. RAZRTAFENT I EHRIERE,
5. WERIHRRIHITIMEG, HNAP DS &R,
&

MRET RS RGEITEN LARNBR SR AEN, HRMTE2HENR, B, REMBRSRHENAFITE

MBTHTE ARG, FHREERIIGERR,
1. 79 EPA € nFactor 588, BXIFAER, BESH K EPALENEZ.
£ nFactor fifg®, HRE—NRAFSHEIERZR,
2. #&F EPA REX UK EHRSRHBEF .

3. 7£ EPA 12 {FREXRIAAE,

<~ Configure Authentication EPA Action

Name

EPA-client-scan

Default Group

Compliant O

Quarantine Group

Kill Process
Delete Files
Expression *
Select Select Select
sys.client_expr("app_0_ANTIVIR_0_0_VERSION_<_1.2_AUTHENTIC_==_TRUE_RTP_==_TRUE[COMMENT: Generic Antivirus Product Scan]")

S0 EPA mImizts, MERAFAINEIEEAIALE,
4. IE, SIEREREAIRIRES
a) BERBENSBIIESES.
b) SMIIBEMSHIIEEMIRSEE (2 > AAA - LAEFRE > EMIRSE) .
C) EEBENSMNRIIEMRSSE, ARRE “HiE
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d) BEHEEEIRHREL,
e) ERUTRIANCIZMNE AL,

+ AAA.USER.IS_MEMBER_OF ( “Compliant” ) - ZRFRAF EPA BTIERMG
+ !IAAA.USER.IS_MEMBER_OF ( “Compliant” ) - BT EPA &KI&ER

f) AXFENEEE BRI,
il

o # AAA.USER.IS_MEMBER_OF ( “Compliant” ) 894532 COMPLIANT BI4%i2 & R
SmartTagl

« #% !AAA.USER.IS_MEMBER_OF ( “Compliant” ) B 4%ic NONCOMPLIANT ##x
BB/ SmartTag2

BreninFAA EPANBEEN S IIELHIEEEIRE TR,

ER LRIEERECEREMRIAT.

Authentication Smart Access Policy

Configure Authenbcation Smart Access Profile
ation Smart Access Policy Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile

® o ®

«» - )

$1% 2. 7z Daas Studio PECEEREHIIFE  EAEMMNRAFAPHRMTHEE “COMPLIANT” #1 “NONCOMPLIANT”
RIS, BXEAER, ESIAE Citrix Studio H7E XATid.
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£ DaaS TEEHREXIRE

TERAFHAE XATE LR - B9 A2 A0,

Tf5: BranchOffice BR 4 MBS SFRENBREFN BEMN LR FAE PN BEF,
m WorkfromHome B &% MEEIKE WFH 32+ HENN BER.

1. &= Citrix Cloud.

2. %EE KRS > “DaaS’,

3. BEEE,

4. RIBENERCIBRZMAH, BXERER, BSHIEZTH,
5. EEERIBMRMA, ARRERERGH,

Edit Delivery Group

soacalv allowad usar devios
Apolication Preloaunch spacify allowed user devices

test
Users Access Policy
Daskiops You can restrict access for users through Smart Access policy expressions that filter user connection

made through Citrix Gatewsy. For example, you can restrict machine access to a subset of

Palicy | Status
Application Lingering
Citrix Gateway connections  Default Enabled
User Sattings n . r -
ser Satting Non-Citrix Gateway connections  Default Enabled
StoreFront

App Protection

Scopes

Access Policy

Restart Schedula

License Azssignmant

6. BEHiIARHRE,

7. x3F7£ Citrix Workspace FARERBERIARNEF, BRITUTIE, BRSHENIHRRREIAXER

EBPILE

ARPEREHERRE.

EEMEEPEFIRRE,

BE “YRiE ERRELEIA Citrix Gateway EiEHEK,

£ “mIEREE TUEL, EENEUTRONER, &F “TEER", ARHRNEMG.

a
b
c
d

— — —= =
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Connections meeting the following criteria

Match all @ Match any
Filter: Value:
Waorkspace LOCATION_TAG_HOME E
= Add criterion

F WorkFromHome B/, i&7E48R64 Delivery Controller AL F{Eo
1%: Workspace

igiE2%: LOCATION_TAG_HOME

33F BranchOffice B, #E#EEA9 Delivery Controller SN T E,
id7E38: Workspace

f&: LOCATION_TAG_BRANCHOFFICE

WAE, 1ERILAE R AR KRB N AR P B9 1R)o

PRIFAIR (I FRTEFF BY A R 268

T ERDAKAR NSRS IERNR,
1. 7£ DaaS Studio #, &%l e, RERE IR,
2. 7 “QIEHBY DEWD, EREAWFRREILIRNIRE,
3. BE HEE
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Create Policy
@ Select Settings

@ Rssign Policy To
@ Summary

Select Settings

(A1l Verskong) All Settings . clipboand

Settings 0 selacted

|| View selected only

W

Client clipboard redirsction

Utser setting -ICA

Mot Configured |Default: Allowed)

Allow or prevent the clipboard on the client device to be
mapped 19 the clipboard on the server. By default, clipboard
redwection is allowed,

To prevent cut-and-paste data transfer between a sassion and
the local clipboard, select 'Prohibited’. Users can still cut and
pasti data betwesn AppLCATIONS TURRINE in & SEE500.

After allowing thes setting. configure the maximum allowed
bandwidth the clipboard can consume in @ client connection
wzang the Clipboand redirection bandwsdth lirt seting of the
Bandwidth limit for clipboard redirection channel as parcent of
total session bandwidth setting.

Salect

Client clipboard write allowed formats
User setbing - ICA
Mot Configured (Default: )

Clipboard place metadata collection for Security monitoning
Computer setting - VDA Data Collaction\ Secunty
Mot Configured |Default: Enabled)

Clipboard redirection bandwsdth Limit
User setting - ICA\Bandwidth
Not Configured (Default: 0 Kbps)

Clipboard redirection bandwsdth limit percent
User setting - ICA\Bandwidth
Not Configured |Default: 0)

Clipboard selecton update mode
Uiser setting - ICA

Not Configured (Default: Selection changes are updated on both ..

Limat clipboard client to session transfer size
User satting -ICA
Mot Configured (Default 0

Select
Select
Select
Salect
Select

Salect

4. £ “RERE" TUET, BE AW 3 BRI, AREG “RE

5 BHT—%,

6. T “BREEDECL” TUES, EEF BEEE”, ARRE T
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Edit Policy

Disable-clipborad-Home

0 Select Settings
@ Assign Policy To
@ Summary

Assign Policy To

i.' Selected user and machine objects

User and machine objects: 1 selected

All objects in the site

| View selected only

Qo -

Access control
Applies to user settings only

Allow - Workspace, LOCATION_TAG_HOME
Apply policy based on the access control conditions through

which a client connects.

Edit Unassign

» Citrix SD-WAN .
Applies to user settings only ASSIEN
» Client IP address .
Applies to user settings only ASSIEN
% Client name
Applies to user settings only Assign
> Delivery Group .
Applies to all settings Assign
> Delivery Group type
Applies to all settings Assign
% Organizational Unit (OU)
Applies to all settings Assign
> Tag .
Applies to all settings Assign
% User or group
Assign
Applies to user settings only
7. ERUTIFAEEENRE:
o B3 -l
o EHEER: -fEH Citrix Gateway
« &% - Workspace
o ipiE%& M. LOCATION_TAG_HOME (£#HAKE)
Assign Policy 5
Access control
Apply policy based on the access control conditions through which a client connects.
Access control elements:
Mode Connection type Gateway farm name Access condition
Allow . With Citrix Gateway Workspace LOCATION_TAG_| Enable

8. By “T—%", ARWNEKBNZT.

9. BETM.
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Summary

Enable policy

View a summary of the settings vou configured and provide a name for your mew policy.

Policy name:
v Disable-clipborad-Home

Description:
Disable cipboard access for users working from home

settings configurad: 1 Assigned to: 1 user and maching objects
Client clipboard redirection » Access control
User setting -1CA Applies to user settings only

Frohibited (Default: Allowed)

WE, BELESIFNRENIERRRT

X IR TR HERR

o B BREE “TETHENER" HS.
Y VSE S

1. BIRERBENR. BXFAER, BEREABENT.
2. MRKBAZINEE, EBFR Citrix THEI T,

o B RARBEMNBREFHREE.

MREREMBERIMBEN BHEIEHIZET TEX, & KRE DaaS = Secure Private Access fbhizl, MATEE
S HII AR,

RRRFE:
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- RELEIFNREESZIRM. BX¥MER, H8https://support.citrix.com/article/CTX13
8840,

- 1% Citrix BIERSHIRIELHIREREBEES cas.citrix.com,
- BXERIGENEAEES, BEEBENSHEIELG.
* fR1E set audit syslogParams &</, FRAESEHI_EM loglevel BEEIEE N AL L,
* fEF putty BER T BENSHIIEEEA,
A shell
cd /var/log
cat ns.log | more or cat ns.log | grep -I “smartaccess”

- WMRXLERREEMR R, BEAR Citrix ZHFER T,

SR AMIRENERESEN

B, EUTERNSTAKIKRES, ARSHAXERFER, FAlt, 7 Citrix ADM A ERE IR BRI AR
=3

« /var/mastools/conf/agent.conf
« /var/mastools/trust/.ssh/private.pem
« /var/mastools/trust/.ssh/public.pem

BRRRXHRL R, BRITU TS REHBRS & LEMHET set cloud &%,

> shell cat /var/mastools/conf/agent.conf

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<mps_agent>

<uuid>temp_str</uuid>

<url>fuji.agent.adm.cloud.com</url>

<customerid>customer_id</customerid>

<instanceid>instance_id</instanceid>

<servicename>MAS</servicename>

<download_service_url>download.citrixnetworkapistaging.net</
download_service_url>

<abdp_url>fuji.agent.adm.cloud.com</abdp_url>

<msg_router_url>fuji.agent.adm.cloud.com</msg_router_url>

</mps_agent> Done

> set cloud param -CustomerID customer_id -InstancelID +instance_id -
Deployment Production
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A/NEEM RIS

June 19, 2024

Bi&EMN &9 1WiEit E P ERASEEELEHRLHM Cloud Connector 8( Azure vNet 3B iER iR HA i &5 518
IFRSE FHREELMNEFEIEM VNet B TEHIETOHFIEMN) . &xEF@EH* Citrix Cloud Connector #
Azure vNet S ZEER9EREEIE LI Citrix Cloud Connector i+ EHBEEIEN A/ NERENES.

BRBHIEIER

AR 24 vCPU M 7 GB RAM BYEZS EEIMALEIP AT LAY 14 AP #1T R 10T,

BINERT, EEBRSEENTELIKIERF RN BNENS R, EHENSERFRT, RSELE. L, H
g, WRSFHWIERERSIEN 4 REMWIEU L, MEEBRSBEM,. ZREALUBSKEZBRSEENED
MEBHENHERERFREM (Citrix Netscaler Cloud Gateway > g > EEARS) . MBRKEBEIIGE, N

BERFREESHY 4 REHEIL

£/ Citrix Cloud Connector R EIER AP B HIIEERSK

TRETRTA Citrix Cloud Connector BSHREIERF B S 9IS IEERE

B RIERE SMHIIEER (p95) (UM ARM) SUNEHRIESKAFPEREE
LDAP 5.99 14
RADIUS 3.17 14
LDAP+RADIUS 4.59 14
LDAPS 26.75 14
LDAPS+RADIUS 15.61 14

{EF Azure vNet X E B ENAREERMAF S EIEE

TRETRTHEA Azure vNet WEEENMSREE R A P BH RS

SRR ERIER (p95) (U=FhF9eaql) SUNESMNEIISHAREREE
LDAP 6.95 17.54
LDAPS 7.19 16.98
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HERIE

June 19, 2024

REFREE X Citrix BIENSHRIERSMBEN SR IRIELRAIE. FHEMNEREAENES. EXPREXNER
AEAREWAR Citrix RLHF RS MINRIEENE Xo

s BENSHRIERS: BBRAIUERUNENEREBENSHIRIELFIH Citrix Cloud BRS.
« BENSMHRIESS: BBENSHIRIERSIERN NetScaler B, AFEBRREEAF FHRIE,

HIEER
BiEN S 1IEARSS

Citrix BENBPIIIRSEFPABEIEMT Azure ZIREAIX TG, SITWERIZILLT Azure X LIFRS I B4
TR

o XEFER
o JLRR

T 2RSS EENIZITHBEHNRREB .

¢ Splunk REATAESZGEMMBRAE, NEEEMKRE (KB UE.

+ NetScaler Application Delivery Management fRs3, BFLCEMNAFIBNASE, BXERES, ESA
NetScaler ADM #iEAIE,

- BFEERHEZAEN Citrix Cloud REBERS. EXFAESR, 1E51 Citrix Cloud lREEFREMHEE
SRR LA Ko IR F BRI,

BER S5 IE LA
NetScaler Application Delivery Management iz, BF&MFIAREMFETRANIH. BXFMAES, 18

£i7) NetScaler ADM #iEia1E,

RS

Citrix BEN BMHRIIRSAFRFAEERBYBEN M Ul BBBRS, FEdiEH SEEREER Connector
Appliance, WEUTEFHAA:
o BIENBHIIERS

- IdP (H3iRHE) LiET =8 FQDN (R£REHE) 0 IP ik,
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IP stosit/SERE. O EY
AFihiE |dP B3I IEEIRARSS B8HIIEH
ERRRNAH P ik

FHERESAMBNIIERS INER,

o NAEFENFINAFPIRRR
« Citrix Cloud Connector #8x¥4E5 8. BX¥MEL, B2 Citrix Cloud Connector,

- IP stitsf FQDN
- AP, REMFRUEBRRE
- REMHIEECE

NFRSAHFRENZTHAE, XRESSEEUTRS:

o EZPug P RO

o B45 FQDN/#uatAniR0O

o BPImAPAIE

« NA#ERF URL 3812

o N FERFIAIR AT El AN 4RAT iE]

o BERFTH

o MRZFTIEL

« HTTP=% 1D

o EBEI (FiESH® Azure VNet 33%)
o Azure HiR

TIRABIR
VNet (IP #isit, CIDR)
F®™ (IP #itt. CIDR)
RE A2 R

HIESE

Citrix BEN S B IIERSE AT RENZFRBER LRI BT (Splunk).

ARl

Citrix BB S RIERS HaiF A RHXHLXBEHEIL2BEHE R ABHED,

BIERE

#R4#E Citrix Cloud ¥UBREHE, TRREHESEITAZIAIOX (K43 1MA) BEMRSHER.

T Azure VNet 31%, RREMERMEARABHNRS . BXIFAES, 5SH (£/H Azure VNet 3
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BE B R A E TARS B ERIE R B R,

« FAFEfETE Citrix Application Delivery Management sy, 557 Citrix ADM #iEA1E,
L4 Splunk EIL\E?‘_ 90 9& (j(é'\] 3 /|\ﬁ) Eﬁ*ﬁ#%%ﬂﬂul&%o
o BENSHRIEEFISEITIHEIE 30 X (KRATMHER) BRI,

HIESH

MNFIMEENEE, BFENSESHED,

o BEARHEZBEAM Citrix Cloud &4t B &= IS5,
o Splunk BEFRHEAFER, XLEEGHWATLUM Splunk S CSV X+,

s BERFABRELRIIFTFIKF USHITEENEASE, T Citrix BRI LURITIRSHE P IFERR R,
« BERIESHRSERNEFCR, SEGEME. REMN. ERBER. R2UNXIFNER.
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