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o —(IFEFPERERMWIIN Citrix i/,
o —1iI Citrix 2 E 7 —1 389 Citrix Cloud 1k, {BiEkE MFA &53/7,
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o

bk R E
MREEME Citrix kP BN FRED, BSHAXFMNEHREIERDN Citrix (kR AR ZHEEHH Citrix &
B2
INREHFEREEREXER Citrix Cloud HA AR, WEJLIERAEE MFA RN ENMES . XERE
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MRESIETKASE, H%E SieFE? HERIIRRR@ANEHKPBR R, Citrix @&k~ chpy 8 Fop itk
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BRI, WREEERA Citrix Cloud FEBRIEMAA, BEEBTRREHER, WURIE Citrix Cloud S4FERR

SRBIERET.

B Cloud Health FHIERNESER, ESH RSETRL,

Citrix Cloud ZiFitiz

7z Citrix Cloud #5117 £, ERILUGRIGHE). RERRMMHZIN. TEEMAR NS HE SHIE-L,

Citrix S ARZ I IH R TR RERXLEICIEH B A SR B TR EAR-, Hith Citrix Cloud X 51 E] LUR #tEE
BhSIINITIE,

EBERBERMEAFIRICETR, B, SUNEIARRHBACDNETE. BER, BRAIMEN Citrix kP EHE, 6
FfErEel Citrix Cloud tkF BYHR A &8 FHE 4t AN B,

SFFEE

Citrix IRt 7 KENFRMZHAR, AIEBEZEFRSF A Citrix Cloud HRREEER Citrix 7= RE I REBEIHIA
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o

Citrix Cloud &iEH
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o BHEXE: RHERESHFERXENRROXETIR, BEEEFREH Citrix Cloud HERTERESZX
B, £ “RZEAM-" PRANEREN EFETRECEEERANRSMENXETIR —K&RR, FHXE
BEHMETIRD, EARFRXIEXE,

Citrix ZFEFAIRPL

FHAFL ' ftFrE Citrix = mAVSEHBRAB UR R AEN NG BB, JAFAANERFHRMATEHEXRAR,
BRI LURIEF AN BB HIRE R,

Citrix Tech Zone

Citrix Tech Zone G & A/ HENE T ##% % Citrix Cloud f1H M Citrix *RNEZER. EXE, EAILKIISES
. BR. WAHMRAIEX, Aigit. WEMEZE Citrix BRARH I,
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ShareFile ™= &xxt4 Web s E#Y Citrix Files A2,
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MREEDNFRERATEBRBR, "ILIAR “REZR NRLITAXIRGISS Citrix AT RHRARZHK.
Bipia “BZIF 11F, 3EARE https://support.citrix.com/case/manage,

Z M Citrix Cloud i5iRI]F, ERIREXFRENR AXEEANRNESER, BSRENEERNR,
7z Citrix Cloud B®BiEHIAH, ERILUERTAEAR R

« ERBALAMNEN “FE” Eird, #EF YTHEE",

Acme Worldwide

Customer ID: acme

How to Buy
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Open a Ticket

Documentation
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Getting Started Guide

Privacy Policy

Terms of Service

« MERAL LA Citrix Cloud &, EEFEZFER,
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Citrix Cloud

b

Check out the new My Support!

We've made some changes to streamline your Citrix
support experience. Visit My Support now to manage
your agreement and support cases.

Cancel l Go to My Support

BRE, BAUTHEZ—EKR Citrix RAZH:

o BEIZHFERA: EEF TARA, ARRHEEINPMANFAER.
o B EIE 1 KASZR UEETA TR Citrix RAZRHN At BIES IR,
o EREIX. EFEREA FTAN FRIX, 5 Citrix RAZRFRARZ %,
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Citrix Cloud

cifrix = Support Knowledge Center Q t2 0 wgou

Citrix Systems Inc. Open Support Cases View entitlement details &

Viewing: | Open cases b4 Open a Case Contact Support |

Start chat

Citrix Cloud RZizTIRR

November 30, 2023

Citrix Cloud Health &£4#IER R T8 M B X Citrix Cloud & MRS AT A MY, tNREEEERA Citrix
Cloud BHBEIEM@AE, BEESTIOREHER, U Citrix Cloud S ERSEE ERIET.
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Cifrl)i I Cloud Health Dashboard EDT SUBSCRIBE

Mo Current Events

0

AFFECTED

Citrix Cloud Hea

es out s

region. F

Service Health documentation.

f you encounter an unlisted issue, reach out to our

Support team for assistance.

CURRENT STATUS HISTORY MAINTENANCE

@ servicels

Citrix Cloud Services

SERVICE NAME AP-5 E.V, JAPAN .5, Us-GoOvV

Analytics o L o

Application Deliver
PP ¥ . . .

Management

&R LMER LT AEIAE Cloud Health #4511k :
o @it Web 528SME https://status.cloud.com,

« MCitrixCloud B9 “#EB)” RBAHIEF “RETBITHRR .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19


https://status.cloud.com

Citrix Cloud

John Smith

CCID: examplecorp

How to Buy

Support Articles

Open a Ticket

Documentation

Discussions

Service Health

Privacy Policy

Terms of Service

EREHERTBAEXUTHFAENESER:

« P Citrix Cloud BRSHHFIEITIOR, HEMIEXIESA
¢ BEERABIRSVZITRRALIER
s BERSBHEIFED

R A] LT IR X 4EP B R AIBR S5 B E E 408,

BEETTIRANL4EPRS

PR YRS UE RS MEXIEHFRE Citrix Cloud BRESMF & EHHHFHEITRR.
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CURRENT STATUS HISTORY MAINTENANCE
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Citrix Cloud Services
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Analytics o o o

Application Deliver
PP ¥ . . .

Management
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show more (1) show more (1)
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@ service is operating normally ® Performance issues @ service disruption
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o £ “HELER NEYP, BERSETESUNEMUEEEXRSETIKAEHNESZFAES,
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Citrix Cloud

ncidents History

Citrix DaaS users may be experiencing issues -
11/02/2023 07:30:49AM EDT

+ Resolved- 11/02/2023 01:10:24PM EDT

At this time, the issue impacting end-users of Citrix Daas using
Autoscale on Virtual Delivery Agents (VDAS) in GCP in the US and EU
regions is fully resolved. Customers should be experiencing normal
functionality. Citrix Engineering will continue to monitor closely. If
any further issues are seen, please contact Citrix Technical Support.

; M Monitoring- 11/02/2023 09:17:11AM EDT

Impact:

End-users of Citrix Daas using Autoscale on Virtual Delivery Agents
{VDAs)in GCP in the US and EU regions may have experienced issues
when enumerating or launching applications and desktops.

- oA - -

o £ 4R REP, BERSKEUEEITIEFHEREKETIE,

® Analytics [.L_ & Citrix Secur...

® Daas (aP-5)..J (@ Daasus.. .3
® Gateway (A [ '® Gateway(U.. [

show more (1) show maore (1)

EERRER

MRAERSEITIRRES, Citrix EL£%HZ status.cloud.com B&Z EBLUTHE:

o RMBRFERATE]

. BITE

EEHFARARE, Citrix ¥ UTERENBENR B S TIRTIEHRIR:
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o JBE: EFRA Citrix EREESEE N E2AH EEEEZRE—,
o W53 LBEIREA Citrix EFMERAREH EEERIR,
o BfA: tBAMRAA Citrix BRI, RSEMEFEBRKS,

EREMENEL, Citrix 8% 60 ) 120 2#AARINEE. XEEHIEREEUTER:

« BXZEMHNESAT,
o fER Citrix SRR ZEHTRIBIITE.
o XRAE EREHLKEEREERHEWL,

EHRIRRE, Citrix RHRAEN. WEMURRAZEHERIMRR, RSEMEIERRKS,.

1T @Al

TR LR T A RIA KRS BT B4 a0EA
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& (TEARERE).

CitrIX | Cloud Health Dashboard SUBSCRIBI
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04:00:00AM EDT
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08:30:00AM EDT

o 7£ RSS i#i%2edsm N\ LT URL BLiTi# Citrix Cloud Health RSS i&:

- EEE Feed MIZEWRRS EHEMLPERN, EITHE https://status.cloud.com/?
format=atom.

- BUEWIRSEMHERM, BT https: //status.cloud.com/atom/incidents,

- E{YEUr4EE, BT https: //status.cloud.com/atom/maintenances,

TR X B EIRSS

1 EREHERAG AR TR, AREREERERNTS %,
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Citrix Cloud

2. WMANFMETESGANBRRSG N URL, AEER “BIRRERMIRS. EFT—F. LI “BEX” |, H

FRERINIERR T FIERRSS o

3. # “‘BEX” WEL, MERFIRPERREXKIEPIRS.

O

Citrix Cloud Serv

8 O

Citrix Cloud Senv

Citrix Cloud Serv

rix Cloud Senv

8 0O 0O O

Citrix Cloud Serv

O

Citrix Cloud Serv

“

0O

Notify about:
Q, Filter services
[:] Group name
D Citrix Cloud Services

Citrix Cloud Senvices

trix Cloud Services

~ .
() All services

Customizations

(®) Selected services

[:| Aggregate by groups

Service name

All services

Analytics (AP-5)

Analytics (E.U.)

Analytics (LL5.)

Application Delivery Management (AP-5)

Application Delivery Management (E.L.)

Application Delivery Management (U.5.)

Citrix App Delivery and Security Service - Citrix Managed (U.5.)

Daas (AP-5)

Only send me the minimum number of notifications per incident (typically first and final):

4. ENEESINEHFNE—IRE—TEN, HEE “NaRLEENEHHNR/IENE.
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5. BERE

1T ERIARSS 4

ERILUTHRREKENFA SRS (B0, 5478 DaaS) SFAETFEMRSS (FliiEsTFEM = APl B9EX.

1 EREHERAG AN ST, ARERECRRERNTS %o

2. WMANFMETESGANBRRS N URL, ZAEER “BIRRERMIRS". EFT—F. LI “BEX” 0|, H
FREGAESRE T PR35,

3. FHEXTIHE L, EFRARE,

4. 3%&#% Citrix Cloud [RE T AIRS.

Customizations

Notify about: () All services |(®) Selected services
Q Filter services Aggregate by groups
] roup name ervice name
J G 1
. Citrixz Cloud Service All service
() rlattorm sevice All service

Only send me the minimum number of notifications per incident (typically first and final):

5 EEWREIEANE—TNRE—TEN, BER “NRARLEESNEMHR/IERE

6. BER .
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BUHIT @A

RIEITHAR R, BUHITHAREZOTHNEESESTERINMBINERS (B, ITHBEENN) HEeFBIES ()

o, SHEITIEEFERRAAT) B Flin:

o HEITFEEDRYEBIEEA
<

Subscription confirmation for Citrix
Cloud Status - Edit or cancel at
hitps://app.preview.statushub . dev/
leotf3

o HEITFEEDRY A B FEpF

Unsubscribe from these alerts or Edit your subscnption

BECHITFFEBAHBMRPIEITEAR, BHRITUTRE:

1. HFEITRRIVEERIEEN, AEEFREIUHITRNEE, FEITRAS AT RSRERTRIBHEUEITH

RO ERE
2. RIBERITAAR, €A “RIETH NEIUTERZ—:

o EFE BIERFABITI.
o EFRBUHITH. & “BUEITIRAE ES, & “WERFREITE.

ZECHITHAR EITRA NP EER, BHITUATRIE:
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1. HEEITRRICEERIEEN, AREFRZICHITRANGEE, FEITRS AR THRIBHEBUEITH
BB,
2. RIEEWITHAAR, €A “RIETH NEIUTERZ—:

o EREBHRIITAAN. ERITHENGILEIEER.
o EFRBUEITH. £ “BUEITIARAE" RES, EREBRITREAG . ST’ AR

EARSS @A

1. HEEITARICEERIEEN, AREFERURBENITR. FETHAENEIIEHATRIEXECHET
PR B HER

2. 7 “REITRT RES, EREEERITEA .

3. £ “BEX” WHEL, ERBRWENNKRS, HEREFTERHFRABTEEMIRS.

4. EERRF

REMERENX

March 11,2024

Citrix Cloud 121 EEh8E (BT Web %i28) FIRMEER CREHEMEZENAN), BT EEIBEFNRR. &
XNBTRAER. FIEHAEKR Internet sttt IR ERRS Citrix Cloud Z B2 EHEHERE,

Citrix Cloud EX F7IRREE:

« Active Directory &

+ AT Citrix Cloud Connector WH &¥EN K EMNEMANERIR, EXFEZES, #HS Citrix Cloud
Connector EARFMER,

o MAEEHSRAYEEN I EN, BFIEEIEGEA StoreFront EEMAN. BXIFERSHNAAERNIF
MER, FEASIARSH Citrix X,

BXRAEMANERNES, ESH Cloud Connector FI4MAN A/ EEE,

R Web 53153

+ Google Chrome & AR 4s
+ Mozilla Firefox FI&#hRks
+ Microsoft Edge B9&#hRs
+ Apple Safari BIg&HfARZS
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Citrix Cloud

FREREER

st FAMHZEETF TCP %, Citrix Cloud Z#FEmER 2% (TLS) 1.2, Citrix Cloud Ra i@ TLS 1.0 5
TLS 1.1 #1781,

Zi518) Citrix Cloud, AR TLS 1.2 BERERITHEEMHNNNER. BXESER, BSH NMENEHE
#,

Citrix Cloud E&izHla
Citrix Cloud BE#zHIa2—1ET Web WizHla, @I ET https://citrix.cloud.comB&REixalZEH &

HARTHI AR Web TEEERNSE UEHITREIRFENEEEA Internet EMHMZER,

RIERE

MREEBINIEARS BB HTESE, WEBRFIAFERSEN Web JHBERNREET. B AERARFEFRET, E
Itt, FEARSHEIEMNAERS SNEMEEERNILTHIET.

PSR E

NFEEITHERITE S, SIFTHIRO 443 LUERI HibERE, 7JLOBEEIEE ENHSMRNSEEE, XM
FF“““DE’JE91D Sy 1ﬁ%|%—‘l )\JE*D Hjlljjlﬁ'ﬁlzl@aﬁo

=l @A

EEEHAER Pendo ERXBEIR. BXFINEENEM UK ELEIHEEMRSHN™RAERE. IHRRETUES
BiEflahEE Pendo BE, Citrix BINATMEXR https://citrix-cloud-content.customer.
pendo.io/ izht,

£ Pendo AAHERS BIE:

« Citrix Analytics
« Citrix DaaS
« Citrix Workspace

Pendo 2 Citrix A3km Citrix EFRESMZFRSME=F FRIEBE, BEXXLEFREBEENTETIR, B5H
Citrix Cloud #z#5ARSS F AL 1BE LUK Citrix M@,

RGBS

BRER Citrix Cloud /7, BEZHIARIETE 24 /\NEEBH, TiCEH&EME, EBaHIXMHEN,
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/secure-deployment-guide-for-the-citrix-cloud-platform.html#inbound-and-outbound-ports-configuration
https://www.citrix.com/buy/licensing/subprocessor-list.html

Citrix Cloud

7z Citrix Cloud ;M iFrIiFARSS 28

NREER Citrix Cloud EMasith Citrix FelERS 2] LU SN A M E R ERIE R, BHREN TR

o https://trust.citrixnetworkapi.net (BFHRERD)

o https://trust.citrixworkspacesapi.net/ (BFHIAFUIERSIEZEIM)
o https://cis.citrix.com (BFHIELH)

» https://core-eastus-release-a.citrixworkspacesapi.net

« https://core.citrixworkspacesapi.net

« ocsp.digicert.com port 80

« crl3.digicert.com port 80

« crl4.digicert.com port 80

« ocsp.entrust.net port 80

« crl.entrust.net port 80

MREBRIEIRS ]S Citrix FeIERS B[ —EER, BRFRRBIT RSP E 2RSS SRR & (IR
ST E.

Citrix Cloud Connector

Citrix Cloud Connector 2—1M##-f, BFEBEE Microsoft Windows AR 88 HizfTH—4AMRS. % Cloud
Connector B9t 8H I F &7 Citrix Cloud EERMERFIENMELS, Cloud Connector i&#2| Citrix Cloud,
AT ERIEEERENEEERR,

B*x%%E Cloud Connector sk, &% 24 EK, Cloud Connector ER7EiwO 443 EEITHIGERE, LUEH
7i2E, %5, Cloud Connector ATge 2B HMIARIER, BAFEEUATSHE &AM Citrix Cloud RS,

& Cloud Connector 21+ &M 4 A5 Citrix Cloud BEEREMMLLRERE, MEAGEHNZE HTTPS fIkiA%
2 Web EigF, MREMSBASHDEE T B, MZBRBARTHD o

B3t Cloud Connector # Citrix Cloud ZiafiEiEsTiFEHIRNZEEN, &R Cloud Connector iEEREL
MR, WWEAEFE Cloud Connector &M LizfT—R5IKNZE, URIFEEEALAR Citrix Cloud FMHEXAR
%o MREBEIFEPEARIEIRS SR, NWAAEERLENKEINERSSZHITHRESRR,. B FHZEAER, ESA
Citrix Z3FHIRFLAE CTX260337 o

Cloud Connector AHRSIEIEER

MEREIRFROEED Internet E2THIRO 443 LUERI HihEE, B2, EEES Internet IEARS 23BN IE
FREIVIRIE R TIRIE, RTREREH—SHITEE. BXFMEER, 5219 Cloud Connector (RIEMPH A IEAIE

AP EHARS LN R ATBR R, FREERIRERERZRS. UTHREIEASE Citrix Cloud FRS @R/
bk
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Citrix Cloud

o https://*.citrixworkspacesapi.net (RHEXIRSZMERM Citrix Cloud API BIiARINER)

« https://*.cloud.com (s34 Citrix Cloud ERREAIIAIRRR)

o https://+.blob.core.windows.net (#3 Azure Blob Z&RIARIINIR, ZFMEATEME
Citrix Cloud Connector &)

o« https://*.servicebus.windows.net (RHNBTFHEHETIZRH Azure RS S 4 Active
Directory HEERIIARIFR)

REMHHR eI AR, B Citrix Cloud BRSEESH, H IP #ilit 2= 2FI1TE LB,
REMZEZSERARKBREENEEX S, i, NEEERTEMNENRARF EEfANRS L,

WMREFEA Citrix Cloud 1 Citrix FeHEARS S EM A7 5, FBRAXHH Citrix Cloud A iEARSS 25541,
TR E MR R A B R AL,

Cloud Connector i FQDN

AT EBEHRREAFFIELBNTLRE R (FQDN) B & ASE, Citrix #ETUTER

+ allowlist.json
« CTX270584: Citrix Gateway BRE5—iZ A= (PoP)

B AER, BERXHNER, UEIEHEARSEEFREN FQDN 2EH AW

FMENEE ETHERS) EEEBTEASMENEE (LHC) B, EHREEZSTUIRERA
ERNFEEMEZESMNEREE S, EXKEAMUTIHO 80 £, aTL@i LT URL #1734 http://<
FQDN_OF_PEER_CONNECTOR>/Citrix/CdsController/ISecondaryBrokerElection

o

MREZEBTEEMMILRITIERES, WE LHC EHHEEREZIMIE, X SHENNBEFNSEESRER
M. BEXEZER, BHBHAEEZ Cloud Connector &R E,

BiENSHEIE /A Cloud Connector &2 BEN SRS, SAMAFER Citrix Cloud Connector
HRERBEN SRR fIRERISEZE® URL, Fl0, s https://aauth.xyz.com. BEXEZEER, &
BREENSHRIT,

Allowlist.json allowlist.json Xt F https://fqdnallowlistsa.blob.core.windows.net/fqdnallowlist-
commercial/allowlist.json, F&#7T Cloud Connector iial#) FQDN, 1th5|&R%™=moa4A, BiEE4H FQDN &
i AE.

Hep—t FQDN Z2RETEFH, HERESTEAERED. EFERZE, DITEXLEERYISERALIRME, 5
i, 3$F <CUSTOMER_ID>.xendesktop.net, ¥ <CUSTOMER_ID> #iftaf&a9 Citrix Cloud kA #y
KFREF ID, Ea U TR AMEREIZER ID:
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Citrix Cloud

« iFREEA LA Citrix Cloud tkFHEF ZFR T A,

cifrix

N 17 12 &5

Library Offerings Resource Locations Domains

{ Editor Add New ) Add New

o £ “HPIRE” TUE LR Citrix Cloud %/ ID (CCID) T,

= cifnx

“ Accoun‘t Set’ti ngs Example Corporation
Organization ID: 50086064

Account Settings

| Companyaccount Company account Change Customer
Notifications
Citrix Cloud Customer Name John Walker
My Profile Example Corporation &7 jehn.walker@example.com
My profile
Orders
Organization ID Customer ID Sign Out
50086964 example
English (US)

o E “RE2FEFW EIRLE (5HMIFRER > APl i5E > R2E i

“ |dentity and Access Management

Authentication Al:lmlni-stramr{ APl Access Domains Recovery
Secure Clients Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs.

Learn more about the APIls.
To use a secure client in ﬂL‘erllq;.ld Connector install or to access
Citrix Cloud APls. usd example hs the customer ID parameter,

Mame your Secure Cliant Create Client
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Citrix Cloud

MXRSEANS  allost.json X & —L FQDN th B &7 CTX270584: Citrix Gateway RS - A=
(PoP) . 182, CTX270584 A &3E%& FimiAinley FQDN, fia0:

+ global-s.g.nssvc.net
+ azure-s.g.nssvc.net

IEHLEIE

Cloud Connector B &8 Cloud Connector —i#Isc - Flik 5 X.509 IEBHRIF, XEIFPERENRGNZT
IiF, EWIEXLEEF, 4 Cloud Connector i+ BN IHBISEER, AXXLEERNTEIIR, ESFILH
ISIFER,

SSL &

FEFERE A SSL @Em e L Cloud Connector miIhiE#Z 2! Citrix Cloud, BXRRIPANELZER,
F&IH CTX221535,

iEAF =ARH Citrix Connector Appliance

Connector Appliance RAIIUEEIMT EBIEF FEEMILE, FE Connector Appliance BEIM EEERF L
F &7 Citrix Cloud EERIFRFAENMLE S, Connector Appliance ##%2| Citrix Cloud, AFHRIEEER
EERIENE R,

BxZE Connector Appliance WER, BEARZSER,

Eizf7, Connector Appliance BE#HO 443 ENHiAERE, BR, BEES Internet RIBARSS BB ASERHIH
IMERHITIRE, ATREREH—DHITERE.

B IEREAER Citrix Cloud ARSS, BRI HEAE:
« https://*.cloud.com
« https://*.citrixworkspacesapi.net
« https://*.citrixnetworkapi.net
« https://*.*.nssvc.net
Tk R FAFTA FIREYE F AT LUE A LA T ik sk &

- https://*.g.nssvc.net
- https://*.c.nssvc.net

» https://*.servicebus.windows.net
+ https://iwsprodeastusuniconacr.azurecr.io

+ https://iwsprodeastusuniconacr.eastus.data.azurecr.io
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https://support.citrix.com/article/CTX270584/citrix-gateway-service-pointsofpresence-pops
https://support.citrix.com/article/CTX270584/citrix-gateway-service-pointsofpresence-pops
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#certificate-validation-requirements
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#certificate-validation-requirements
https://support.citrix.com/article/CTX221535
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#system-requirements

Citrix Cloud

PILRER

H#1RIEH Connector Appliance IFEEEE L TEE:

o ML A Connector Appliance £/ DHCP 3XEX DNS #1 NTP fRE 28, IP ik, ENBAIHE, HEEH
M7EConnector Appliance 1=l & PFEhiEBMEIL B,

o MEREENER Connector Appliance RIEBERASEERZSH IP SEE 169.254.0.1/24. 169.254.64.0/18
8¢ 169.254.192.0/18,

o EIMVEIEREFREE NMA R (UTC) H584EMR325MEE, =& DHCP @ Connector Appliance 12
# NTP RSB

« MRFARIES Connector Appliance BB&ER, NZREBATARESZHBIITRERESFHRIE.

Citrix Analytics fR53i%EE

o AT EEHIMEEMRBBEEANFRAES: https://citrix-cloud-content.customer
.pendo.io/
o HMER: mliR&M

BEXRFHRERINRSEIFAER, BSR HHHER.

Application Delivery Management fR$3i%4%

AXREN Internet EZEEXR, 1587 NetScaler F= S4BT 15H9I% o

Citrix DaaS fRiE

Citrix Cloud %iEfii&/Cloud Connector:

» Cloud Connector AHIRSEZEER
o« https://[customerid].xendesktop.net, H& [customerid] £ Citrix Cloud &2z
HIAH ‘KB ET+ (BHFBRERE > APl iR > 22X ) ERTRHNERA ID S5

- {#A Citrix Virtual Apps Essentials WEFPEE https://*.xendesktop.net BhfER,
+ £/ Quick D eploy %2 Citrix DaaS ME A B BEL R LU T E ML :

- https://*.apps.cloud.com
- AzureCloud BRSE1FE

« https://*.*.nssvc.net

- TERRMEFEZNEF BT LER T
* https://*.g.nssvc.net
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html#set-the-network-configuration-by-using-the-connector-appliance-console
https://docs.citrix.com/zh-cn/performance-analytics.html#prerequisites
https://docs.citrix.com/zh-cn/performance-analytics/data-sources.html#supported-data-sources
https://docs.netscaler.com/zh-cn/citrix-application-delivery-management-service/system-requirements.html#supported-ports
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements#cloud-connector-common-service-connectivity-requirements
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/quick-deploy.html
https://docs.microsoft.com/zh-cn/azure/virtual-network/service-tags-overview#available-service-tags

Citrix Cloud

* https://*.c.nssvc.net

& Cloud Connector fAl 5 AR5 @EREER, 755 Citrix Tech Zone Web 452 £ Citrix DaaS w~EE.
EIRTHG

« https://*.citrixworkspacesapi.net (Rendezvous thi¥FEE)

o https://*.citrixnetworkapi.net (Rendezvous thilFEE)

o https://*.cloud.com (Rendezvous thilFHEE)

« https://[customerid].xendesktop.net, H& [customerid] £ Citrix Cloud &2z
HIAH “RLBPE ETE (BHFBRERE > APl iR > 22X FETRHNER ID S5

- {#A Citrix Virtual Apps Essentials WP EE https://*.xendesktop.net BhER.
o https://*.x.nssvc.net (Citrix DaaS Standard for Azure 7EE)
- EEBRBREFEHENE ] LER T

* https://*.g.nssvc.net
* https://*.c.nssvc.net

o WFEERMEMNXBBEEEANSRAEE: https: //citrix-cloud-content.customer
.pendo.io/

Rendezvous ¥

£/ Citrix Gateway R84, Rendezvous il 523 VDA 4252 Citrix Cloud Connector, UEERSMIEZE
Citrix Cloud =%,

BRAES B, [TNEICEERHFRNNARE, VDA HUMEEBHK R _ EEYIHHERITH Aa9thit. HX Rendezvous
MINERMTTETIR, 155 Citrix DaaS P @XM LU TFERS

+ RendezvousV1
+ Rendezvous V2

FMENEFER

MREHIBS AR TEIR BT H R EFERAAMENERETIGE, BRREIM AEES XML #1 SOAP &, 1t
BEZSRAERS T3 MDF X%, 3 Cloud Connector ¥E&#iE5 Citrix Cloud RF A, FEHIIXFHE R, XL H
i@id XML #1 SOAP 2% i%% Cloud Connector, S1RpAASERELELERE, M Cloud Connector # Citrix Cloud
ZEMREASHEAK. MREZEFRE, APETEBRETIE, RAEEE Cloud Connector EHEREHIEEITHA,

BXITHEENESESR, 5207 Citrix DaaS =X it EHEF o
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https://docs.citrix.com/zh-cn/tech-zone/learn/diagrams-posters/daas.html
https://docs.citrix.com/zh-cn/citrix-daas/hdx-transport/rendezvous-protocol/rendezvous-v1
https://docs.citrix.com/zh-cn/citrix-daas/hdx-transport/rendezvous-protocol/rendezvous-v2
https://docs.citrix.com/zh-cn/citrix-daas/manage-deployment/local-host-cache.html

Citrix Cloud

VDA ARER

2/ Citrix DaaS W BEERE, FTUESTERASEITENBERM ALK VDA, Ee]LUZBISETENEARE
e BX VDA ARINENESER, FSREATELEREA% VDA,
fERIZINAERT, FHRRAR U TERER:

« LT Azure CDN URL EFRINZEIAIFFIRF. ZIEEM Azure CDN i T3 VDA £EE .

£ - %£E (US): https://prod-us-vus-storage-endpoint.azureedge.net
/*

- &£/ -®™¥ (EVU): https://prod-eu-vus-storage-endpoint.azureedge.net
/*

77 - WAREP (APS): https://prod-aps-vus-storage-endpoint.azureedge
.net/*

£/ -84 (JP): https://prod-jp-vus-storage-endpoint.azureedge.net
/*

 ZINAERIE VDA RERFEEHARERLER, WMEREFUT URLARMEIAWFTIRSD, L TIEREREMD

HIOE:

http://crl3.digicert.com/*
http://crl4.digicert.com/*
http://ocsp.digicert.com/*

http://cacerts.digicert.com/*

« ZINEERE VDA ARRIEA BEEIT. 12 VDA LiE17H) VDA ALMRIES Citrix DaaS i&f5. HWRLUT URLE
AINE SIFFR !

- https://[customerId].xendesktop.net/citrix/VdaUpdateService/*,
Hrh [customerid] 2 Citrix Cloud EBIZHIAH “R2EFE ®EIE (BHM5REE > API
Al > RexP) EETRHNER ID S5,

- http://xendesktop.net/citrix/VdaUpdateService/*

Endpoint Management fR$3i%1%

Citrix Cloud %iEfi&/Cloud Connector:

« Cloud Connector AARSEZ EEER

o HIER: /en-us/citrix-endpoint-management/endpoint-management.html
BTEEHE:

o https://*.citrix.com
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https://docs.citrix.com/zh-cn/citrix-daas/upgrade-migrate.html#upgrade-vdas-using-the-full-configuration-interface
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements#cloud-connector-common-service-connectivity-requirements
https://docs.citrix.com/zh-cn/citrix-endpoint-management/endpoint-management.html

Citrix Cloud

https://*.citrixworkspacesapi.net
https://*.cloud.com
https://*.blob.core.windows.net

HhER: /en-us/citrix-endpoint-management/endpoint-management.html

Citrix Gateway [RZi%Eiz
o Cloud Connector AHRSEEER
« https://*.x.nssvc.net

- TEBRREFERNE R AL L

* https://*.g.nssvc.net
* https://*.c.nssvc.net

BERER:

o TiExd Citrix Gateway #uhb# 1T SSL #2#, HEFRLERIE LEA SSL #£&# 82 I1E Cloud Connector
RIhiEREE) Citrix Cloud,

o YN DNS # 4 BE B A AVFIFEE #1703 DNS 247, WA x.citrixngsk8s.net B2H
Cloud Connector LiZEIZZ! Citrix Gateway RS,

NetScaler Intelligent Traffic Management [z $3i%1%

+ https://*.cedexis-test.com
o« https://*.citm-test.com

« https://cedexis.com

» https://cedexis-radar.net

SD-WAN Orchestrator 3%z

BEEEM Internet EHZEER, FSEERA Citrix SD-WAN Orchestrator RSN E 4,

Remote Browser Isolation (L(gi#5 5 Secure Browser) ARS3iEiE

Citrix Cloud %i&{i&/Cloud Connector:
Cloud Connector AHRSEZIEEER
BEIEHE:

« https://*.cloud.com
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/endpoint-management.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements#cloud-connector-common-service-connectivity-requirements
https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/#prerequisites-for-citrix-sd-wan-orchestrator-service-usage
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements#cloud-connector-common-service-connectivity-requirements

Citrix Cloud

« https://*.citrixworkspacesapi.net
« https://browser-release-a.azureedge.net
» https://browser-release-b.azureedge.net

Citrix Secure Private Access IR55iEE
» https://*.netscalergateway.net
« https://*.x.nssvc.net

- TEBRAREFEENE P A LUER T
* https://*.g.nssvc.net
* https://*.c.nssvc.net

Citrix Workspace Rs3iE#

o https://*.cloud.com
« https://*.citrixdata.com

s EXEEFNEMXEESEENNTRABEE, B8 https://citrix-cloud-content.

customer.pendo.io/

Global App Configuration Service iz

https://discovery.cem.cloud.us
https://gacs-discovery.cloud.com
https://gacs-config.cloud.com

BXIRSEFAER, FSHUTHRR:

« BEX Workspace MAEFIEE - Citrix Workspace 7= 5314
+ Global App Configuration Service - Citrix Developer 34

Citrix Workspace [ Bi1Z2FE#

RUT URL ARINEVERI ARVFF IR

« https://*.cloud.com
o SMEEEMLL, ESREN SR ERE PR,
« https://*.wsp.cloud.com

SFHRE URL, AR LTk

« <yourcustomer>.cloud.com
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https://docs.citrix.com/zh-cn/citrix-workspace/experience/workspace-app-settings.html
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview

Citrix Cloud

Citrix Secure Private Access

« ngspolicy.netscalergateway.net
+ config.netscalergateway.net
« app.netscalergateway.net

http://tunnel.netscalergateway.net/

Global App Configuration Service

EBIRZAXHH Global App Configuration Service i%#.

SHEIE

« accounts.cloud.com
« accounts—-dsauthweb.cloud.com

HWIRIEH S Gy URL Ll UM ERIRE R FIgEHIR,.

Citrix Analytics iR55

« locus.analytics.cloud.com

RIBENME, BAXNUTIIRPHER URL B9I5RAR

o £E: citrixanalyticseh.servicebus.windows.net

o B8: citrixanalyticseheu.servicebus.windows.net

« APS: citrixanalyticsehaps.servicebus.windows.net

Workspace Ef2REE>

« ctx-ws—assets.cloud.com

ME. BAIFIThREHE L

« customer-interface-personalization.us
+ user-personalization.us.wsp.cloud.com
o admin-notification.us.wsp.cloud.com
« customer-interface-personalization.eu
+ user-personalization.eu.wsp.cloud.com
« admin-notification.eu.wsp.cloud.com

.wsp.cloud.com

.wsp.cloud.com
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Citrix Cloud

« customer-interface-personalization.ap-s.wsp.cloud.com
+ user—-personalization.ap-s.wsp.cloud.com

« admin-notification.ap-s.wsp.cloud.com

« feature-rollout.us.wsp.cloud.com

« feature-rollout.eu.wsp.cloud.com

« feature-rollout.ap-s.wsp.cloud.com

REEMIRS

« device-registration.us.wsp.cloud.com
« device-registration.eu.wsp.cloud.com
+ device-registration.ap-s.wsp.cloud.com

HEIXERIBRSS

+ push-events-signalr.us.wsp.cloud.com
+ push-events-signalr.eu.wsp.cloud.com
+ push-events-signalr.ap-s.wsp.cloud.com

Citrix Gateway fEs3

o https://*.g.nssvc.net

£/ Citrix B{& B9 I0ERRSS (FAS) #1T Workspace £ 5% %

f=HI a0 FAS RSS2 3|8 A P ik P AR ARSS 0K i 18] LA T stk

« FAS EEiEHG, ERAFBIKAT:

https://*.cloud.com
https://*.citrixworkspacesapi.net

https://*.citrixnetworkapi.net/
E=F B RMHEEFMFENMIE NRENIFEPERT E=F SR HER)

« FAS BRS3, TEMBARSIKFT:

- https://*.citrixworkspacesapi.net
- https://*.citrixnetworkapi.net/

MRENFRESAIERSE, 156EA FAS BEEEH SRR RF AR, 1bsh, BHERGMEIRS K Attt icE
NEGERFIR,
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Citrix Cloud

R EMER Active Directory 3 Active Directory fiE Faialf—x 42 (TOTP) #EX Citrix Workspace [ZF
BENEHRMEE, WEXABETINERZE Llogin.cloud. com, MNREFERAEHMEMDRME, BERAFSH
1R URL,

CAS Er08 URL th 245 FHIEEX IS, citrixanalyticseh-alias.servicebus.windows.net

Workspace Environment Management fR551%#%

Citrix &R &/Cloud Connector/E:
https://*.wem.cloud.com

BXREEER, 521 Workspace Environment Management BRES X4 BEZE N & 5 1F.

X BB E

October 5, 2023

BTYREFRIENA, B2 Citrix Success Center, BIfH A Citrix ZHREE N RBMEHRHIES: MR, ME.
#H, BEEMME. RNPONENIERERAXENEEANS, RETETFRRAARNZIA.

AR5 AMIT I

Citrix Cloud AAZ#ERSIRMHIZAR. RBREE SHBRSBENSEFIE, RteilERTHIWIrsits
BB, GXIFAELE, 521 Citrix Cloud RS XA R

BE, AERSNATUERA. RENEHNAR ERNEMEEIEN, Citrix Cloud S REIREEHIREERE, X
FEERLB] AR RIS M A AR SS RETAVIE R FITEMRF, BRETEMNFINESZER, 51 ik Citrix Cloud
ArZ51T15H,

XA ARSI

Citrix Cloud E= MR MRS . £E. BUAMITT KRS, T Citrix Cloud BY, SAERRESEREEEM S
TR,

ETRAEXEFKENS T KIBRHENERSHNESER, BEH I EESET0

BERR

« Citrix Cloud 3t

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41


https://docs.citrix.com/zh-cn/workspace-environment-management/service/system-requirements.html#connectivity-prerequisites
https://success.citrix.com/
https://docs.citrix.com/zh-cn/citrix-cloud/overview/citrix-cloud-service-trials.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/subscriptions.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/subscriptions.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
https://docs.citrix.com/zh-cn/tech-zone/learn/tech-briefs/citrix-cloud-resiliency.html

Citrix Cloud

Tech Zone 2 IE1EE

Tech Zone &%

Cloud Connector B¥ BRIANEREM

A ENEFNYT BAA/EREM

Citrix DaaS Bzt StoreFront B3 1IESE54

FBHER

BESIERR: BREcE TR

B2y Citrix Virtual Apps and Desktops i##2! Citrix Cloud

 7£ Microsoft Azure _£3% Citrix Virtual Apps and Desktops M VMware vSphere i¥#2| Citrix DaaS
&R Citrix Endpoint Management M Android i & & 5:F#% Android Enterprise

B2

ok

B

« Citrix Discussions: Citrix Cloud: Citrix Cloud #1 Citrix Cloud [REMNHX ZiFitin
o Citrix =ill:

- Citrix Cloud £#ti%038
- Citrix BB 5 IERENY

Citrix Cloud Rt BAR

October 26, 2023

g Citrix Cloud BR3#iRFMET Citrix Cloud BIRizHI G-, RS IHXAMRPHINESWLMARSHER, FEitiE
BT (POC) ik =REE,

Yig&mE Citrix Cloud lRSH, EHHARBEERAESRS, TRENMLRETANST R RIRIVES~KF,

ARS5 I AR

AFHHEREATAZHK Citrix Cloud lRSIHAR. HARRMRSFERMNETRHRTNE,

Citrix Cloud kR
AFMITHERE 25
HANREARK 60 NEHBAX
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https://docs.citrix.com/zh-cn/tech-zone/learn/poc-guides.html
https://docs.citrix.com/zh-cn/tech-zone/design/reference-architectures.html
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location/cc-scale-and-size.html
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location/local-host-scale-and-size.html
https://docs.citrix.com/en-us/citrix-cloud/advanced-concepts/design-guides/storefront-on-premises-reference-architecture.html
https://docs.citrix.com/zh-cn/tech-zone/learn/poc-guides/citrix-automated-configuration.html
https://docs.citrix.com/zh-cn/tech-zone/build/deployment-guides/cvads-migration.html
https://docs.citrix.com/zh-cn/tech-zone/build/deployment-guides/azure-citrix-migration.html
https://docs.citrix.com/zh-cn/tech-zone/build/deployment-guides/android-device-administrator-to-android-enterprise.html
https://discussions.citrix.com/forum/1704-citrix-cloud/
https://training.citrix.com
https://training.citrix.com/elearning/coursequests/15/quest/208
https://training.citrix.com/elearning/coursequests?courseId=0&questId=210

Citrix Cloud

Citrix Cloud £ RAR
BEPRER AR 14 Xig
HURREHA AR RS 90 B HE
AT ZPRAT 4
BRALE ERIRMHHLE
RARRIEKE TR
Z<ih Microsoft Active Directory 2
357
RIRIBREEF z
EBE A P~
Citrix DaaS (WL#i#rA Citrix FEEEINRE
Virtual Apps and Desktops Ags3)
Endpoint Management FEEEINRE
BEEX P~

FRiEIRS XA

Citrix Cloud A IHRNRZE TSRS HITEEN, WFELRS, EEILURBAN TR ERRS XAFRIE
KA o WTFEMRS, ELAERFBHBILRNRZBRIFET, WAXHH ERRSET PPk,

ARs3 1 AR

WNFRZHARS, HARIRRGHER, ©8 60 XEEIRAIZRS. EREN—TERSHIE—RIAA,

AR R EIERE
REHRS B LR, G UE L AREREHELAPIZIRS. WRRARITFEERPEAEFARERNER

THERS T, MREEZFRGEITIE, MNWEREELITERBRRNEIIRS FREREIE. BRIAZRG, Citrix $HE
LEXSARSSBYIT R

AR, Citrix 2R ERMIIRSHFAEEIERE 90 K. 90 XdfE, Citrix BMpRib iz,

M SEARSS 1T

i FAHRIE N ER R G HAN, ERI LR EMRSITH. BXESER, E55 WX Citrix Cloud BRS.
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Citrix Cloud

MEITERE, EEABRERIRNETRS. BEERIMARILUARIZRS, #BEERABRERNBNEABIERFR
A%,

Citrix DaaS Standard for Azure

#1743 Citrix Daa$S Standard for Azure (LU5i#i49i&FAF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard) BYATFiXAAE:

- BEMtERIRARR: @ Citrix Cloud BIEEHIA &K ARG, XBREBREEHTHER,
o ZEERENIRAR: KR Citrix HERKBEREAG, HEARBHELER. &R, ZXBREIRIER,

B EpitERY I B R HEHER AR
IHARARK TEBRX 14 +~8HEX
BiPRHA HA#EE 1 NERA RS 14 MABA
HIEREHA HAE#E 30 MERHE AR HAE 90 BB HE

RIBAARE, EALUE 7 XK 14 RAERZRS. REFFRXARS—X.

HAEERBREIEE SRS VER. ERAAFEWEZZARSSHIITRASMFRERMEERESE. BRALERE,
Citrix ¥R EE R MM P 5 EIZRS.

WRiERAEE, Citrix 2EAIAZIEAG 30 X3 90 RARBEARMBIRS FHEAEE. MREFEREERNBEI T
ZBRSBIITIY, MEESMAF A UEERN SRS THRER T ihZRS.

fREJLUBE Azure 17 3 BXRIREY Citrix SHEARWLIZARSHIITIA,

FRIEARSS B
WFHRLRS, Bkm Citrix HEARPIFET, AEFEHBAZRS. BIHEER, BIUS Citrix HFEARY
BHRALNTRSFER. I, HEARTHRERERIERZRSFIENMEER.

1. BRIE Citrix Cloud P,
2. TEEEHIGT, NRENRSER “BRET . IR ERZRSHNETERTE.
3. HEHRERRSR, Citrix HEARSERAURHESER, HESEERIZRS,

FRIEAR S5 1R A hik

1. BEFHER Citrix Cloud P,
2. EEEIEHIEH, MERANRSEFERIXA.

HARRBHUEH EEFERRE, Citrix 2RERXBFHHE.
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https://azuremarketplace.microsoft.com/zh-cn/marketplace/apps/citrix.citrix-daas-azure

Citrix Cloud

AR

AT RERENTFER, Citrix REEEAAENEBAGREENSSEIERBRINEF,

3£ Citrix Cloud RS

LRI AR A ETEREE, &R https://www.citrix.com/buy/ Sk Citrix S1EMKEE.

EWEEZRS, CREEWASR ID (OrgID), &9 OrglD ¥ E=7E Citrix Cloud BEEHaE LANEFAREHR, &
8 OrgID b= B/R1E “HKFIRE” WA L.

“  Account Settings

Company account Company account
Maotifications
Citrix Cloud Customear Name Organization D Customer ID John Walker
My Profile Exampls Corporation &7 SOGBEIE P john watker gexamo
My profile
Orders
Region Address Sign Qut

Citrix Cloud United States

English (US)

o Citrix Cloud IRSZHIARSS 30
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Citrix Cloud &EImARS & =4 B Cloud Connector 7 IEH & FHAIEI Rl BEBX RAVARSS BRI RIRM TR, LS,
R XEES Cloud Connector &ix% Citrix M##E. BXIRSM Citrix KEMWAEZFMEIRNIFMAES, S
FA TR

o BURSH @@EAZEMA (FEEXFKTIL)
« Citrix Cloud BRSSHY @@E BXMiEEZE R

% %& Cloud Connector BH&

5EERE XM ESERTI2ENEREE2E%E Cloud Connector itE#1 LA Windows 4 B E 121,
BFEEFUTERFH Cloud Connector LR E:

» %AppData%\Local\Temp\CitrixLogs\CloudServicesSetup
+ %windir%\Temp\CitrixLogs\CloudServicesSetup

Cloud Connector A=%i%M{E BN BEMT%ProgramData%)\Citrix\WorkspaceCloud\Logs =,

BHIEE R AN EER , KMk WorkspaceCloud\Logs BRFHBEEER A LB % HKEY_LOCAL_MACHINE\SOFTWAF
B EMRIERIZHILL R E(E,

SSL/TLS B &

#£% Cloud Connector 89 Windows Server %78 A MR ZAEIE PIFMANEBNEL,

Cloud Connector @ 7if&1E Citrix Cloud SSL/TLS iE##0 Microsoft Azure fR$5 54k SSL/TLS iE BFERKIER
&M (CA). Citrix 1 Microsoft R aIge2ESGERM CA, BHRAFERETITE Windows AIfE 4 HhETIR—
o CA.

Citrix Cloud SRS FIEEERRN SSLEEER, BXEZER, FEHASTRSH RARSMR (EAXF
K)o

NHfFRLEEMME, Cloud Connector IBTEE., BNZREHRBH, &Y Cloud Connector & & H PR,
X2 EigBELE Cloud Connector 756 X B EHN#{TEBIEH,

ERTRERNEMEMEIERT R LRAME R, Cloud Connector BN ARELRSEE.
iEAF =R Citrix Connector Appliance
%% Connector Appliance

Connector Appliance R EEEIWEEER L, LLEMVSBERXA TN TENETBMERE, mATE DMZ f,
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f#af® Connector Appliance il FEAIAIE R TRELEARBIBA AIER, (A RIFFIRINAEFRE Connector Appliance

BUFRERRE.

HfRIEE Connector Appliance HEBIN BIEEFRE T BRINLZ2EH.

BEXMEMNRAERURRE Connector Appliance BiFA, EBRIEA T =AREH Connector Appliance,

ZFZ$tE Connector Appliance BIEMT EEES

Connector Appliance @& AF 5 Citrix Cloud BENRSZH. XATFFNERENEEREREE Connector
Appliance WEIMHEIRIERE (B, MITHIPRE), BE, BEERTEEIXLEEMNNEREFAIEEEM Citrix
=& Connector Appliance 2EHEEREN.
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Connector Appliance EETF H %A 443 ZaeiAial Internet, Citrix 328%1#3Y Connector Appliance ;&1

M Internet if5iR]BI N bR O
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s BURSH @@EAZEMAE (FEEXFKTILH)
« Citrix Cloud BR$SH @@ AL FEEER

B ILEE

Connector Appliance i@gix0 443 5 Citrix Cloud ARSS288:#1TH k@15,

Citrix Cloud mpyE MRS #<Y E Connector Appliance 7£1E & {2 {FHR IS o] REBX R AV R S 23RN A 28 5 TR AV 51 2o
ks, BATEEES Connector Appliance %2 Citrix B9%iE. BxXMRSE Citrix 2 XN ERNEIENIFA
; =) 1E%IEL/L—FJ\I

o BEHRSHN @@FBAZEER (EERXFFLTIE)
« Citrix Cloud lREH @@ AL ANEZER

# & Connector Appliance B7&

FRI FTHEEEMHAEHH Connector Appliance B2k, BXRIUIRENBEZER, EEREAT =R
£# Connector Appliance,

SSL/TLS B2 &

Connector Appliance "EZEEA%H SSL/TLS B2&.

Connector Appliance {51 Citrix Cloud SSL/TLS SEBERABERME N (CA). Citrix FRT e ESGEHM
CA, Bsa£FEA Connector Appliance 5189 CA,
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AHRLE2EM, Connector Appliance BITER, B XABETEHAZER,
X EF BT A E SR EZSR R 2EHE, Connector Appliance 2 BN BFIER B ERERF.
HfR+EE Connector Appliance HEBIN BIEEFRE T RITNTZ LT,

7£ Active Directory (AD) &, {1213 Connector Appliance it E#tk R EI0 RiEimmMR R, X2 Active
Directory FERIABL B, Lboh, FEFEALTE Connector Appliance it &Mk~ E/EA AD BEIZRM&EZ, Uk
MEM AD 51835 Th.

R IRZ BRI BIIK P BYEEE

« BE#% Citrix Cloud AN EE R RHABIRTARZEENEER,
o ZHHATE Active Directory EFEHZERHIKF
o BX& Citrix HER® 1 AEFBFRE Cloud Connector FEMIZRNE, RIBRIAN™ERZERITUTIRE:

- ERE: Citrix ST LAMES BRI HERS 1 #2358, Cloud Connector 4 4ETF 51T, ARV RBEE
2-4 FF%R. BELREREN Cloud Connector, LR ARITEMIETHRIRIE,

- BEEamsRk: Citrix BTLUEEFIEIR2$8. MEK Cloud Connector EAREIE T, BHEIFET
17, BEPAIEFEERNITEN LEHEHERHZE Cloud Connector,
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35| SE5EM ) Citrix Cloud A LUK SE R AR IhE MK 2 R B E S A 2.
5 Citrix B&1Ex & BNI#Ef Citrix Cloud Services 9% F B LUEA A X FHES KRR EN iR,

Citrix 1 & P B9 A2

NREARFIE Citrix 7 Citrix Cloud, M7 % Citrix AEHNATSIZ— MR Citrix tkF. ERAUTHRAARZ

« i5BZ& Citrix Customer Service,
o BRREEREMEXAY Citrix Partner g Citrix Sales 7134k,

HEEk R Citrix By, ZaEI5 Citrix KRIICEHLSFR. ZARBHEB TSI RRH AERAEN Citrix Z
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4= Citrix ik

Citrix ik (27579 Citrix.com #kF sk My Citrix tkF) EEEEBEEYN BMEFaLENHIENR, &/ Citrix kA
fERAR ID (OrgID) fEAM—IRIRRF. EAIUERBAFE (LIAMSER) RITNWE TRt IREXBKEIER
iP) BEF https://www.citrix.com #isiaEsy Citrix #kFH,

BE.
BRG] —pE—a Citrix kP, {B—EFAREIER] LR R Z 4 Citrix K,

ft4=Z orglD

BATMATL, AF

OrglID 25 EAER Citrix tk P FIME—IRIATT. £/ OrglD SLFRiGsMUAERES, BEEEA
FEBEZE, Citrix A8

BERE—10rglD, B2, ERELERT, FIUIRERRNS ZNHARRIEE 55!
HFENREWEZ OrglD,
Citrix s EfFEEREL OrglD, EREEBERTEHEET. NRFTATE OrglD ESHKAIEHN OrglD &, Ml
LUBE R Citrix B 210 1IRIEEEH/Y OrglD.

AE:

ZFRFAEAREECHEENE~EEANIZET OrglD, ALk, MREFMEZTEFAW OrglD HHEZ D

OrglID, BB AL T IT 2175k Citrix EIE R, NREFEREE, HED https://www.citrix.com/support/
5 Citrix Customer Service 87185, #%EI&R OrglD,

422 Citrix Cloud i/

Citrix Cloud t¢ P {E@ZgemsERE—1 a2 Citrix Cloud Services k&£ th3z W BIEFF IR, Citrix Cloud ik
FHEZ%EF ID 18R, #5 OrglD X8, —4 OrgID AJLl5%4 Citrix Cloud &/ ID %8B, BE—1%&F ID RE5—1
OrgID #8xBX.

BEUIRBRALKILE OrglD MAREREMRM Citrix Cloud P, X#EMNHEMETE R HRINPRA SEL S E R
HEER OrglD, fidn, R—ZKEM OrglD 1234 ARSI I —EEAMERENNBAREFNSHE, H1RiRA
Citrix Cloud, B84 OrglD 1234 —{uEE R A UEARHE Citrix kP ERFIRBH 5% OrglID KB B FHEHF#1IETE
% OrgID t3## Citrix Cloud. HREIREME Citrix DaaS iTiEBY, AILTE OrglD 1234 FIFMTFITER,

BE.

BRURREE Citrix kR AP A= B8ahikia 5% Citrix #kP 89 OrglD &8 Citrix Cloud #kF. BF Citrix
Cloud AR F AP RS F=ERERM, FEitizsliEine Citrix Cloud ikFIFEEZ.
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Orng Citrix Cloud

(Organization ID) daCccou nt

Citrix.com account. This is where you
can download traditional on-premises
licenses

You will need to place orders against
the same OrglD for Citrix Cloud
subscriptions for this account

OrglD that you use to
place orders against

ZRARFDIIIE

ATHERER Citrix Cloud #kFP R, Citrix ERFIERFEMSESHNIE (MFA). B34, EREFE—QRE ()
WMt EN S ENIRE), HLESHRIERNAER, fI Citrix SSO. MRTEFERHHE I NIRRT ARFIIRE,
=T LARK A3 BB F R 3t

INREEAREM MFA, MHEREMA Citrix (kP ERER, Citrix SRREHITEM. BXERMRA, BHSHEH
WPR 2. KREZER ML,

% 1% 59 Citrix Cloud Web i

1. fFERAMLENIE8AE https://onboarding.cloud.com,
2. %8 SUEKF,
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Create a Citrix Cloud account

Create a Citrix Cloud account with your existing Citrix account credentials, or sign up for a Citrix account to get started. If your
organization already has a Citrix Cloud account, please contact your Citrix administrator to add you to the account.

Sign up

Call or chat with a customer service representative to
sign up for a Citrix account.

% Contact customer service

3. MANEHNAFZNERRSER Citrix.com ik KB BB FHR ¢4t F 255,

MR ELERBPEREFA

Citrix Cloud

already in use

currently has a account, If you want to
join and become an admin on this account, contact an
existing admin to approve you.

Once you are approved, you'll need to sign in at

INREEF—KHEE, RPFRARM Citrix Cloud kP BEEFEAS, WHRRER Citrix kP PR S—IEEREZE!
27 Citrix Cloud tkF, BMEEBEER Citrix tkFHIRR, NEEERACREERIEERAEER, RETREHIEIZEK
Fo

B F Citrix Cloud tkF &R R EIFMIEHIRS, FEILFENHLeIR Citrix Cloud kP RE—MEIR R TR
FHMERRIFRUR, BIEEMERERBER Citrix kP B R,
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ZERMA Citrix Cloud kP EIEIE, IHEZFIERIE, ZIKFNAMENEEERBIWE —H BT, BRMWIE
BIER. MRUBERRBAFEEMARP, BBRR Citrix T,

HEESRWREERUERRE, WNSBBEERANERER, WEE T AEERRFR,

W BIEBFIEE, BF “BFR SEEETSEIE, NNRITHFR, Citrix Cloud 2R E0IEZBH EF Citrix
Cloud &,

TR2. KEZEFHRIE

NERE M ARTE MFA FriEff, Citrix Cloud SEERFRREHTEM. EOULUERERSHRIISNNAESR ()
SRIEHY R TR AL TE MFA SRiEAR.
&
« 37 Citrix B REE THERR A se@T Citrix Cloud & & MFA, S1R&EMER Azure AD KE Citrix
Cloud B A, EAILUER Azure ITJPELE MFA, BXiF4E R, 1H21A Microsoft Wit EH “EE
Azure ZEHMHIIE 8E -
s ERIREERERE, MFA BATEE Citrix Cloud FETFHFIER AL, TRIRELRRRE, BEEiEA
MFA,
o BREEEM—AIEE. NREHETIMEMIEE, Citrix Cloud BHiksYan&&E M EE R AIMNLE.
BEXEZER, BFERABEENETE MFA A%,

BF A EA B ML A

NRETHEER S HRIERT AR Citrix Cloud, NIERBFEH MFA 2—FERN%EE, B2, Citrix 583!
BIWERETAM N, WERTEIREEFapFiit,

MFA £k

EfFASMHIKIIRNAREFRE MFA, BXFELRIRE BINSEFNHANITEN) LREERE £ FHEN—X%E
T AVENR ARERF. RIBEEIMNIRE, ZNAREFAIERFRINNRENESGXZTEEE QR B, MREMNIRERE
B\gk, WapsmA Citrix Cloud RERZA,

EERBEFHRMUNSE MFA, GIERTN S A TEREE FHR i

o ZEETFERE IS IETE Citrix tkF AP e A9 ER F BB sthhk R Eo
o ZEFEEIERE R LUIARNZ I R EKCR B Citrix AYILIEER FHR o

AMZESHIIE

1. BRFRTEEM MFA BY, 15%8F L BIEA.
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Enroll in multifactor authentication

Signing in to Citrix Cloud requires multifactor authentication to keep
your account secure

Enroll Now

Learn more about multifactor authentication

2. HIRREY, NG T HR ¢t KR R IR B FHR 4, Citrix Cloud P& KR ZE— 6 SIS B F#B

o
3. RN TFHERERAYIIERRMER Citrix (kP 2585, B “IOIE H4kEE,
4. ERBERANSMRUIES X, BEHEIERNBEFHBEFH .
5. MMREEERT BHIIERNABER, FHITIUTEE:

a) EEMHRIEBUAREFH, 19 QRIBAFHMANER. EHNFHIIERNAEF SR Citrix Cloud #9%

BHLER— 6 IErIRED,
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Set up an authenticator app

Download an authenticator app

1. Go to your phone's app store.
2. Search for "authenticator App.”

3. Download an app of your choosing.

Scan the QR code

From your authenticator app, scan the QR below. If you can not scan the QR code, use the key to
enter manually.

0R code Key

Verify your authenticator app

Your authenticator app will generate a 6-digit code. Please copy the code below.

ter G-digit verification code

b) £ “WIEEMBHIIERNARERE" T, BMAREFHRIERNAREFNRIER, AREE WIS,

6. BF “FT—%:. MEFE

7. T RINHBEIE , ARWAHBBIESH, Citrix XIFARATUAZSBAEITBIEHRIEESNS 75,
Citrix B EHEERIESHE, TRE, 2 “REBDBIESE,

8. ii%’-—lz_io

9. & “RINFEBNEETFHEMA", ABWAT LSRR FHbAHILE, Zitht 57 Citrix Cloud LRI B FHBE
#HERE, Citrix (AL EERIERIER LUIEER S,

INREZBHEMEB TR, EEF RBMWBBFEMGY AERERRBRIIR FTRNEREHHN,
NEMMRBEZER. OREEFIED, B THABHARERFEFTERAILUARNUE,
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10. & “5eRd” seREM.

Tr&ER Citrix Cloud BB REEERE, Citrix Cloud £RREHAFTIE MFA A& HRIIEIER,

a

Enter the verification code Provided by your
authenticator app.

Don't have your authenticator app?

EIREH MFA £

BERERIRE. REIEM MFA SEREMMES %, BERUTXE:

o BIRENEE MFA 5%
o BBEN MFA RE 5%

% 34 WIEER OrglD

fEFrsatER Citrix Cloud Z#f, BTESBEIIIESER OrglD.

RERKF OrglD SEATF 8K OrglD i, Citrix Cloud MWiFtz—2, MRESHKEIRS HARAEMEZ
ARs3, MEERBRPETHPIBEESRBREEWINRS S, AAMIRER—MKAPHITH. Eit, HERE
TAEEY, HMRTEEMMY OrglD PRI ARI LT B,

2w OrglD B REEEEH U TuE:

« ERFBMTANXER, REA LANTAZMUETRRER,
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e Acme Worldwide ~
Customer ID: acme .

Acme Worldwide
Organization 1D: 50986064

Account Settings

Administrator
admin@citrix.com

My profile
Sign Qut

English (US)

o £ KAIRE” TE L. NEPREPER KFIRE,

Acme Worldwide
Fal

Cl rrl X ! o Customer IDx acme

& Account Settings Acme Worldwide

Organization I0; 50986964

Account Info My Profile  Orders Account Settings

Organization ID (OrglD)

50986964 Administrator
admin@citrix.com
. My profile
Citrix Cloud Customer Name Y
Acme Worldwide
Sign Qut
Address
4980 Great America Pkwy English (US)
Santa Clara CA 95054-1200
USA

Citrix Cloud Customer ID (CCID)

acme
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BANGE, BRI UBEHITUTES:

o RINEMREE U EERE Workspace AP #{TEHIIE,

o FEERAMEER Citrix Cloud k. BMEZMEMER AR LIAFREE Citrix.com £ Citrix tkF, &
MATEIFERMENER Citrix Cloud tkF .,

o HIEGRSHH. RARSEBRSEERNAMBEMENT AT . MAREFEHM Microsoft Active Directory

FATo

o Citrix #Zi)ll: Citrix Cloud £at%038
» YouTube E89 Citrix $@i&: Citrix Cloud KJfE

A Citrix Cloud 8IE/& R B8 FHB{F

October 26, 2023

Citrix BT RERERERIER M Citrix Cloud #kF. FIREREREIEB 2B FHMEFNES REMNT:

o EE—EATEINARE R Citrix Cloud,

o EET B S EFHREHL,

« f&mEc Citrix Cloud kP AHRINT — M REER.

« BF Citrix Cloud WRLRAEH, ERESHRIEEM Citrix Cloud kP,

DL IR] AR
SARBERHEBIE—R

WIEERK P BF— RS M. Citrix Cloud FREZERFE RN REHIIKF FHFELIZE L E THNEREHITRE
IE, SIRIMEEREFHITIIE, BFHKR Citrix HAZR.

HEKF R ET HAEED

T, BEREWIEWF HARRTENMN P REEM Citrix Cloud RS HI T EMAIKE, XA 2 Citrix RIEFENERR
ERENERN—ERD.
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RILZBWREIIE R FERF, FIZEAM

BHRITUTERE:

1.

EWHRERIEERRE “Citrix” WIRIERFHRM. IR FHMAETE 24 /\NEEHH, EMAHRNIGIESFHRM,
BEBRER Citrix Cloud, X28%X Web BRI—RIERE,

MRAEENRERED, BREERIM R, WMRLIRER S IE2RE B FERFARNFEEN T BB F BB, NiZ TR
eI Refu FERYLLIR BB SIIRBR 4 S kP, 1 EBFRER A,

BRI TR B FERIKF Ef, Citrix mEZHIKS B S ISR B F ORI R IR IO B FER . BEBERT,
It FBp ¢ttt R &40 Citrix Cloud BYERRYEBFERMtAL, SiEBIBEEMA Citrix Cloud #KF B ER
BYEE F ER st

. BREH Citrix tk P, BINCRERNB ARGt 2EENR, Mikn {https://www.citrix.com/acc

ount%7D(https://www.citrix.com/account), SIREFHETLN, EEHIEHEFHREAHBFRE
F Citrix Cloud Uit & #B9I0IE B FiB . BXFMER, ESA Citrix ZTEEFIRFOAHH CTX126336 5
CTX130452,

MREDARKENIDIER FHRH, HERR Citrix 25 BIMRTZHEL, WFHEWIE (B “GEKRFERSR
47 > “BFE” > “Citrix ZFI"), EAKBEMRERGILUETH—F AL, BITFRG, BE “BRENT
TE ERE —

NREEMINIIE B FHHEMIEAER Citrix Cloud, &S Citrix Wb E T s = HR,

B & Citrix A%

INREBRNEARREZE, EBEFR Citrix 3255 B IR ZR =M,

JEZES

Zl| Citrix Cloud

January 15,2024

BRiERE Citrix Cloud SEEFREHHEEZBNOE RRUE,

RRUBEOSHENITRERERSAMENRR. ErIUM Citrix Cloud #H| A BEXEE R, ZRUBFEER
ENZR (REBRAFEEEERM Citrix Cloud iRSS) UKREREIITRAERMHIRS.

ZORTRMUE, BERTELRERNEES. RESERNERS, FEEMA Cloud Connector SRS &S
ge= A Citrix Cloud 5ZEMHRZENBE. EXBBEEBNELER, BESRAUTIE:

o Cloud Connector &Ri¥d=zE
o ERTEIRSEEZESIRE
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HRUBPEETRANER (BAEBURTFEEEERN Citrix Cloud fRS) UKEBEMITHAERENRS. FTRNE
TRERTRIEREMEER. AZHARSER Citrix Cloud Connector, BXEEASERS REEERILE,
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&ar LU RAHER Cloud Connector #1 Connector Appliance £ Active Directory #5428, BfFERAVERESS
BEURFENEE,

B %1 Active Directory s/ Connector Appliance WE £ 8, &£ 7 Active Directory 1 Connector
Appliance 1938

EREMREMLH%E Cloud Connector,

MREERMMPE RN, WREEZFFPRE Cloud Connectors BIEJ I FRME. MRENIFRHFES MY,
A% FETE L =% Cloud Connector, LUEEBIF AT LA IE R AR,

NRFZ BHEEFRRE/FE, WAEFEAS I 2HmMiEmMEZE Cloud Connector. ERARSADEHRIRIE
AHE—1EE9 VDA B, RIREREUIECERGIBRZIRES,

=z

AR

UTHRUBEMWE T —MNEE, SoRFETHEMYIEMEEEZER, AARRTENZREEMLE,

1EfR— Cloud Connector FyE MRy M

EXMIERT, B MBS RMNAAXR (forestl.local)s —#8 Cloud Connector SEEEMNERMAER, H
MINT forestl.local 15,

o EEXR: T2

o SEHRRIFIAR BT HEE: forestl.local
« APER3 Citrix Workspace: XiEFrERF
« FAPEFRIAH StoreFront: ZIFFRERAF
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Citrix Cloud

} =r

AR

NREE LI PE— NN BEEF LG, BARESBNEEZFLAIF Cloud Connector ATLUEE
B— ML IAIR, AT LERE—4AH Cloud Connector, Citrix Cloud #RIEEEEN AT AWK S EIMNE
BREFEILERE. B, BMESMNSERFUTARENES, SEEFEZEFIHES—4A Cloud Connector
k1R Citrix Cloud A U5 I EIBIZFERS,

fEA—4H Cloud Connector i MARR B SIHH Fi5

EXFERT, RiF (forestl.local) REF15 (user.forestl.local) ERERE MR, RiGFYKFFE, FEEHA
i, —%A Cloud Connector EEENMERREMEA, HIMANT forestl.local iz,

o EEXFR: R/FHEEE

o BMRBIAIAREERGYHAE: forestl.local. user.forestl.local
« APERE Citrix Workspace: ZiFFrERF

« FAPERIAH StoreFront: ZIFFRERR

=

AR

walaeEEE B Cloud Connector LR Citrix Cloud sEFis,

fEA—4H Cloud Connector B MEFREETHIMF (BEEE)

EXTERT, — M (forestl.local) @& Em%RE, — M (forest2.local) B & EWAFE, FEEEEE, H
PasEERIMEEasAP R, —4 Cloud Connector SEERMEBEMBH N forestl.local i3,

s EEXER: BAMEE

o SUHRARIFIAREERHFIHAE: forestl.local

« APERE Citrix Workspace: 13243 forestl.local BA
o P& R StoreFront: ZIFFRFERAA

AR
WM Z BINEEXREEATFAFPMENAFEEBERIERMPIITEN.

BTF Cloud Connectors TiExBFHMEEE, Eitt forest2.local iIHAR 4B Citrix Cloud =414 S 43IRBIF05
EETELE, FEEASHRINEEETAER forest2.local &, XBE LU TES:

o ZRABERLANMT Citrix Cloud  forestl.local FHIAEFFIHE, BZ, MEEEMRHZE StoreFront KA
s, WAL forest2.local AP #REERI forestl.local R&A R IUER LA,

+ Citrix Workspace TiA333 B forest2.local 889/ P #1T B {3 Wik,

« Citrix DaaS i Monitor =4l & T A#k 8 forest2.local A,

ERRRXEERS], 5IRE AP AERPAREERBRNMBEE Cloud Connector (151F), HES MR ER—
Cloud Connector,
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BMMPNBRMER (ZEF), 8 MPEE—4H Cloud Connector

EXMIERT, — 1M (forestl.local) @& EMZERYE, — Mk (forest2.local) @& EHNEFEH, EEERAE
£, Ehas5RENMETIES AP ENM, —4A Cloud Connector #&7x forestl.local EHid, £ _HEHE
forest2.local tE .,

o EEXER: BAMEE

o BUNRBIAIAERST)HevE: forestl.local. forest2.local
o APER3 Citrix Workspace: ZiFFrERF

o APERIH StoreFront: ZIEFRERA

EXFERT, AUER Connector Appliance K& R F### Cloud Connector, MEZEFEREERAMERE
T, LEHEAEZMRAPMNERT. BXEZER, BESREMEATHREMNESA Connector Appliance (B
BiEE) FHNRAPNER

#&%E Cloud Connector HIE TR

Citrix Cloud &y “Resource Locations” (ZREMUE) TEERENZRUETMFTE Cloud Connector HIiETT
RS EBEAUEES Cloud Connector WER TN ELIE, BXESES, 1581 Cloud Connector 5
LIEITIRRIEE,

EHHR

Cloud Connector 84 ELEMHE, BRLLET Windows EH4EERBTE XL EE, REBBEERMTY
REHXLERE, TLUSENTTHN ZIP 744, ZIP THEXEEBaE7ET XML Xth:

« Citrix.CloudServices.Agent.Core.dll.xml (EiZeSHIRIRHE)
« Citrix.CloudServices.AgentWatchDog.Core.dll.xml (Connector AgentWatchDog Provider)

T# Cloud Connector EEE,

EHRE

BINERT, BEHEEMTIEE Cloud Connector it EMA C:\ProgramData\CitrixX\WorkspaceCloud\Logs
BRY.

B

5t Cloud Connector M ERIBR#HITHIEHRNE— NP BERUREFHHENEMHET, NREREZFUED
&% Cloud Connector 5, 8i& “KEKFR”, MEHATRRMH—LEBES,
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Citrix Cloud

Cloud Connector i%iE

R Cloud Connector “Bi¥iFFiEiE”, M Cloud Connector 1St B2l BB @553 Cloud Connector 2
EarkLiAia Citrix Cloud REMEXRS.

Cloud Connector & ELREREIEE Cloud Connector it&H L3517, MNREEIMEFFEHRARIERSS,
Mz BERF A LUEE BB TR B E R EREERIEET R IERESH[/NEEY. WREE, ZIBAERFEATLLE
EfEER%kR Citrix ZEEM =M Internet Explorer ) “SEEER" X,

BXTHMNERALEARFNESER, ESF Citrix IEFRIRFAOHR CTX260337 o

[l = =t
&

MR Cloud Connector &b F “6&i2” 1R, 5% Cloud Connector BtEJ e TN A8, BTEHITEMN %% Cloud
Connector, MRAFNATEE, BHEHER Citrix FAZF, ExtrES A Cloud Connector & Wi @u# 1T FEHE
B&, F&I% CTX221535,

% Cloud Connector ZE Secure Ticket Authority iz5328

nR7 Citrix ADC S{ERA %1 Cloud Connector 18 Secure Ticket Authority (STA) BR328, NS STA RS
2309 ID T aE=7E ADC BBiEH NN BAREFMEEEH ICA XFHh 2R CWSSTA, Eit, STA ZiFRBERIE
#a, BEIRIERK,. R Cloud Connector BEEABFRRAZEF ID B9FRA Citrix Cloud kP, NETRERHINLLE
H, IXMERT, BIKPZESHNEFRLTE, NTSBEAESIE,

ERILIR, EHRFRER STA BES8B4EM Cloud Connector EFEABEMHERAZEFF ID &9 Citrix Cloud kP, %
BEESZFRER— ADC BEHNZNEFK,, BASMEFSIE— Gateway EiliRE 3. BEXEZER, 58S
HUATXE:

o QIEMXEDRSES: CIEEMRSE

« 7£ Citrix Gateway Ef2E Secure Ticket Authority

» ZpE$5Rg: 4§ Citrix Virtual Apps and Desktops MzsiiF#% 2 Citrix Cloud

« CTX232640: ®fa# Citrix Gateway E2& A4 Cloud Connector ¥4 STA

Cloud Connector IEMBH MISECE

March 11,2024

Cloud Connector X #EH@E I KRR B HIIER Web RIERSBEZF BN, REEFMERENRSHEEIEED
Citrix Cloud., X SR #BEBIRHEEEERIEN.
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Citrix Cloud

ERER

¥imO 443 BF HTTP RE, (NREO. BXRFAFHRKAMUMNTIR, BSHUTHER:

o REIEZER
» Cloud Connector AHRSEEERK

Citrix Cloud FREM I BX RIAHEE AIE, MAR P #iit, HF IP it elieREeN, AAFEREARHRS
Citrix Cloud B9ZEERIFRE,

BAXFEROMNTIR, BSE NEMHLEREOES,
BERR:

o EFEAIE EEA SSL & sE2MIE Cloud Connector aIhiEER Citrix Cloud.

o TiExt Citrix Gateway #ibiT SSL 28, BXFMELR, 1ESIH Citrix Gateway IRSERER.
o SSL #HAEEmMMELERENRES. BXEMES, 1E21 Citrix Cloud Connector

o NREEARE, BT RESINRE:

o EESEZEREE (B, £ LHC S4HE)

o E##EH VDA Ziapvi@E (WCF &)
b

ERMEEGEZEEE (ADiEXR)
s, FEIBMNE, EEREAT WInHTTP RIBIRE. BXEERE, 551 CTX222727,

127 Cloud Connector %z

Cloud Connector i&#i0 &L BiEF@d —RYEEREREEIIE Cloud Connector 5 Citrix Cloud zZialkiE
12, NREEREREARERSS, WizBREFTUEREE Cloud Connector FEEENIEIREH NI EIRE
RE2RNIERE. RENRERSSE, EENEETRIBRS [ HITREZH,

AR

Cloud Connector E#EHELRERMNEAFEH W Citrix Cloud k., B EATF Citrix Cloud Govern-
ment ¢ Citrix Cloud Japan.

BXTHEMEA Cloud Connector EENELARFNESER, BB CTX260337,

REERF

ZEEFEARN Internet EEHEENIRE, WRALUMITENNE Internet, LEREFHNAERIET.
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/secure-deployment-guide-for-the-citrix-cloud-platform.html#inbound-and-outbound-ports-configuration
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Citrix Cloud

BITIIARSS

BITRSERMIRSZIFIREFIET. EFERNAREXNIRE (W0EFR).

R EREIEPREARERE,

Welcome to the Citrix Cloud Connector Installer

@ Connectivity check successful.  Run test again

Proxy Server: None added. Configure proxy

REBFBIHE, TEZ Citrix Cloud z#i, FRE BERE. RAMRTERNREES.

Cloud Connector &%

October 5, 2023
SR R E AT SifEA 6$17% % Cloud Connector 3k,
REDFHARENAFNE#TT. Cloud Connector EEiiRI= A BERITIL T H21E:

o SHRITRENBFHTEHINE
o BIFREZFHINR
o T##EE Cloud Connector BRs3

REZABEEENER

o RAER: AEE Cloud Connector BRI ENMITEE.

o ImRTeMESRELRE Tech Zone XEN “ThmsHR 39 RERSAHH, EEEHREREH Cloud
Connector R MMEREZ BIMEE F, Citrix BIUENESALNHRSNLLEAN—ETEXLEN,
FHERXLEME N B7 A B 4 PR 3R 2 R AT S M B F SRR E R,

o RETIEREER: HFIEE Cloud Connector BIFrEIHENEBS Citrix Cloud #T&(S,

+ Cloud Connector (REFMPAERE: MNREEERE Web REBH™EFH XM N AR R L2 Cloud
Connector.,

+ Cloud Connector B9fliEFIA/IVEE S RESMZNEABTENIFME B UREE ITENIUEE Cloud
Connector MR EREREIN
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Citrix Cloud

LEIRFINES

+ RE7£ Active Directory i HI2S s 3 E RN B EMIGHEE X EBMNEMEMITEN _ER%E Cloud Connec-
tor, Cloud Connector #§ @@ EHi4iF SHITEBUXLEEIMINE FHETHIT BRI,

« EM7EREE Cloud Connector it8H L FH S REH M Citrix ==&

o RE&MFAL Cloud Connector AN AM

o BNERTEM Citrix =MEFE (530, Z<d#b Citrix Virtual Apps and Desktops SZhpI3(5H28) B9t
B ET#E %% Cloud Connector,

« REREIRED Cloud Connector AR ABKIIIARES, Bk, E%EHIH Cloud Connector, REREH
7528

+ Cloud Connector

s MREERNZER

Wt

#12FEM Citrix Cloud T #. Fk, EHRIEBIUMANF FEATHRIT o
2, NpARENBHRHIRERIARIN G,

g

BEGES

RERE, RI5FE Cloud Connector #5457 #1, LIRS Citrix Cloud BIEEIBAL FHBERS.

BEaRItEN

LG, FEEMRZILE Cloud Connector Bt &N, MNMREHEEEETLRSHREMN, BRITUTES:
1. MNERUBBRRITEN:

a) M Citrix Cloud &, #EFERMUE,
b) HEABEBNERMUE, A5i%ERE Cloud Connector Fllk,
C) HIBEENITEN, ARBREHBSHE, %R BRIEESR",

2. % Cloud Connector %,
3. E&mA iEN.
4, ERBANFIRLZERHRAH Cloud Connector 4,

Rt BB EREME

&G, FERKEE Cloud Connector WITENBE HAulH, NREHEFTEF T ENMANEME, BERITUTE
Az
.

1. BB R BB,

2. #1#; Cloud Connector #ff,

3. BirENMMELSFHHFECEMN, RERFITENERINNTIH.
4. BERBANFIRRERFMIRZAR Cloud Connector 3,
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Citrix Cloud

R ENBETED

#£% Cloud Connector &N TENHLFEEHE—R SID 1 Connector ID, LUE Citrix Cloud gEfis 5 ErE IR (L
BRI ENTEEE. NREEENEFEAUETNSZMTEN EEE Cloud Connector, #EEFERAREMNITE
W, BRITUTEE:

1. RIBEHNIFEERESITENIER.
2. BBEE A Cloud Connector FyitEH 2,
3. FEERTRTLEENEES MTEN L% Cloud Connector,

AEFEIHENER ER%E Cloud Connector (TE=kEZaN) ., NRFZELET Cloud Connector 2889i+& M, N
Cloud Connector BREETL%iE1T, FRITENTLXEEE Citrix Cloud,

ARSSETEIM

ANXHNLZESEHE R T EE Cloud Connector #9312, TLEN AT AMIRS

7 Citrix DaaS #& Cloud Connector i, iBIIFEZSRFIERN AD HE2EX T E5IRE, H A% Citrix Cloud #F
BahkBTRHAN “KER", WREE Citrix DaaS FigEiHEN B REAENEE TR EAMNE, NTESBIEIR, B
FAER, 15208 Citrix DaaS F&xxassm7E Citrix Cloud FFfin& RS 5180 E < £ A,

BXHEMRSHNEMETED, BEHZRSHIXE.

RINEBRAIE

WMEREH Citrix Cloud kP& EZRBEME, HBEEEEFRET Cloud Connector, M Citrix Cloud tIE#IER
MIBEBHRABRINERUE, EHKADREE—NRIAERMUE, MREE, it Citrix Cloud & 1B HMEIR(L
B, SAEEHMEFRZE Cloud Connector FHIEIRFR BB IRAIE,

HE, B AT EFFENSRUE, ARBEEF%E Cloud Connector, Cloud Connector 42
FER RN EERESETERMENERUE,

BERRE

Xt

Tl MEABR R ERF AE FEM%E Cloud Connector, EHITLREZHI, #7itE Citrix Cloud E1Eiz4la
HBIE— PRSI ERMUE, WEEH EEE Cloud Connector, BXZRMUBMNESESR, HSH ZR (1S,

IERRMUE

1. U Windows B2&R SH&EFEIE LR Citrix Cloud Connectors #it&#l.

2. iAia) https://citrix.cloud.com HERENEERHF,
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Citrix Cloud

3. 7 Citrix Cloud f=#l&%, MEXRSMITRMUE, HEENEMBHRRMUE FIERREINIE,

0

Resource Locations

| Edit or Add New |

4. FRBRMUEP, ERTEANN + HRAUE, ARAEREF-TEREXEHEM.

< Resource Locations

<+ Resource Location

& Refresh All

New Resource Location

Save

T Citrix Cloud Connector &

1. RAEEENEFEMUE, AKiERE + Cloud Connector,

New Resource Location

+ + 1

Cloud Connectors Connector Appliances Gateway

+

Gateway Connectors

Cancel

+
FAS Servers
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2. EITAMEOTRIER “T&H", ¥ cwcconnector.exe XA RFEIEZEESITEN A HIE,

Add a Cloud Connector

The Connector serves as a channel that authenticates and encrypts all communication between Citrix
Cloud and your resources.

T

Prerequisite Installation Guide

2N (=

Deploy Download Install Refresh
Deploy at least two Windows Copy the program file to Launch the file and enter Once the installation is
Server 2012 R2 or Windows your machines. your Citrix Cloud user complete, click Refresh.
Server 2016 machines to name and password.

your Active Directory.

Learn more about the Citrix Cloud Connector

2% Citrix Cloud Connector %4+

1. AET cwcconnector.exe ZEERFXHG, ARIER UEBRBNIET. TEERFERITREZRE, U
MR @A LLIEREE Citrix Cloud,
2. (i) WRBE, FE BERE LUANRIERSESR. RASRRERIREREE.

3. BE “BRHARE” UES Citrix Cloud,

4. ERFMEE Cloud Connector, ERBASHABTIZE, RERRE, REEFFIITREEERE, U
33 Cloud Connector #0 Citrix Cloud Zal#vi@(=,

5. £ERAE Citrix Cloud EiESBNEMITEN LESXES R, ATREEAAMY, Citrix BIUERAS N EIRAL
BREZE/DE Cloud Connector,

Citrix Cloud & RN BN EERTUE L ERF%EEM Cloud Connector,

New Resource Location vee

+ 1 + -

Connector Appliances Gateway Gateway Connectors FAS Servers
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New Resource Location ves

2 + 1 + +

Cloud Connectors Connector Appliances Gateway Gateway Connectors FAS Servers

2[5, Citrix Cloud E&7E SHMHRERE > HEMEmE, BXFMAESR, BSRSHIRAMHNEE,

AR

WREIEER Citrix DaaS eIEFRMUEMEE Cloud Connector, i53iE&EE Citrix DaaS A f{ERAR AD IH2SE
QT EDIRESBERBMARER, R Citrix DaaS Fig BTSN B RITEEREANE, NS BIE IR,

BXIEMES, 1E51A Citrix DaaS F=&xgdrayrz Citrix Cloud RNz R 2 sl srE R & A,

A MBERUE

7z Citrix Cloud BI2iEHlaH, RERPRA, REER ZRUE,

BE+ FRUE, RAEWMA—TEEXHET.

B HR1E, Citrix Cloud ¥ B/R# &R B AR,

g# “Cloud Connector’, AEEH “T#H™ MUIKE Cloud Connector 4.

ESAESTNITEN L, CRAREESH H917RERE Cloud Connector 3, Citrix Cloud SRR &
EERES Cloud Connector XEEHERME.

ok wph e

BEENEPHINBERRUENRE

MREZZIMEFPIKPHEIER, Citrix Cloud SRR EERES Cloud Connector XEXMZE KA,

NREMEZFLIKPEEZSMNERMUE, Citrix Cloud IR REERES Cloud Connector XEXRIERNME,

HTRE

IETRRNBATIRE, B2, FERNEAERNZERFHITEERE, & Citrix Cloud =H&FM “Resource
Locations” (ZFiRuE) i@ r#E#EY Cloud Connector,

2K

Z7z Citrix Cloud FfEAHITRE, ERERHUUTER:
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Citrix Cloud

« EHRHHZE Cloud Connector # Citrix Cloud kP89~ 1D, It ID /R7E “BMHRGIFIANEE F “API
WhiE” EIR A TRER,

« EERRLE Cloud Connector 922 APl ZFIRHNE P ID fHH, BREUXLE, HAGLIE—IRE
EPUE, A D MBATHFREX Citrix Cloud APl B9iARBEIELMFRIF. IBRRSEF BN, 2B %
RS EAENERLAS N EIEANRETIRIE, ER%E Cloud Connector, #fERMA Full Access &2
REEBNREEFR, XEREHAERSHRNRNZEE P ik,

+ E5 Cloud Connector XBxHZFBUBNZBEMUE ID. BHRFRIE, EE “REUE" NEELERRREUS
B TR ID %5, MREFRMIE, Citrix Cloud BERBAZENMER ID,

R 2NE i

tlEzeEPiHE, Citrix Cloud 24EME—MEF i D MEA, BIHSTEA AP B, HIAREHXLHE,

1. MCitrix Cloud 32&arh, %% SOFIBRERE, AEEEF APIAE,

2. f “REFBPI BHFRHR, WABFPIHRNER, AB%EE “QIBEFH . Citrix Cloud 2£RHETREE
FimB% A s 1D FEHA.

3. &F TH BEFR ID MBATHA CSV X, HEHEMERENMUE, HE, &F “EF” UFHRNED
Bo FEMfa, #EF XH LURENEHIS.

XEFNEHS

HHRREEFPHFAEENT S, WAnTEREFRME JSON BBEXH, RETHE, LAMRIEX 4, BEEXHE
FHER:

+ customerName . 7£ Citrix Cloud #=#l& (£ “ldentity and Access Management” (&{3iR5IF0
HIEEE)) FEY “APl Access” (APl igial) miE EERMEF ID,

+ clientld #%. EERAIMAIENZEEF ID, (1F “APlAccess” (APl iAia]) A L,

+ clientSecret 4%, AILUEARERERFPIHE THNRLEF W, (1T “APlAccess” (APl ifial) B L,

+ resourcelocationld ##. MEXRFEMNENH—IFAR,. £ Citrix Cloud EHIGH “FRAUE" TE %R
ID e REBAE ID, MEKRIEEEMAE, Citrix Cloud SEAMF PHE—NPERMEN ID,

+ acceptTermsOfService ¥E, HILEN true,

THIEEX S

{

"customerName": "\*xCustomerID\*",

"clientId": "\*ClientID\x*",

"clientSecret": "\xClientSecret\*x",
"resourcelocationId": "\*ResourcelLocationId\x*",
"acceptTermsOfService": "true"
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}

<!--NeedCopy-->

an Ll

LU Fen$#ER JSON BEE X #4523 % % Cloud Connector %44 :

CWCConnector.exe /q /ParametersFilePath:c:\cwcconnector_install_params.
json
<!--NeedCopy-->

M /q FHEERREE,

£ Start [Wait CWCConnector.exe [ParametersFilePath: Val ue 2 I # FE Bt B A H I AY $51R A,
RETRE, EALERIETT echo %ErrorLevel% BItRENH,

AR

FBEXFERASHEEZEF I ID MEFRES, YAEREEXHHITEIRE.

ISt

1. i&E Citrix Cloud Connector Effdjalzk. &% Citrix Cloud Connector EFMEBEHRITHNER, &
ViR ERE2R S

2. RESHRERRKIEENITESENTRE. SONESH MiREREH & FIERIA Citrix SMHREREFE
MR Active Directory i Eth &1 1IR1HH. BXEZER, AR 24§ Active Directory i##2| Citrix
Cloud,

RN AR AR

EFEAN B LA ERESIEFAEBRIINMENGE, BXRENTFRHHRENESZIES, BESA Citrix
Cloud Connector #fEHEFR R,

RERE

BRI LA B AT AR B M RABR R BT 2 PIB I 89 1R) .

LZERAEELENEHFTE Windows EHEERTEE, EHAILES Cloud Connector RERE, XEREMT
%LOCALAPPDATA%)\ Temp) CitrixLogs\ CloudServicesSetup.
ZEfE, ABEtEHME %ProgramData%)\Citrix\WorkspaceCloud\InstallLogs .
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Citrix Cloud

RS

RIEREIEHNRINSE, FJeESREITREAS:

« 1603-%4£ 7 BIMEIR
o 2- BETHRERWY
o O-REMINTER

MR@ET W ELRZERFRE Citrix Cloud Connector #fE, MIETRESWEIIA TR EE

Can't reach this page.

EMEZRUEER SO EFIHTENUZRE Citrix Cloud Connector, thalgERE ISR, BEWEIEIR, BFUBERS

$1&47 Citrix Cloud Connector %ff, skRARE HRERF AR UERRSHIET.

EREHE

SR Cloud Connector 815 Citrix Cloud &5, E#IAULT Citrix RESLATFERIIRES:

« Citrix Cloud AD 121&7

« Citrix Cloud REBHEIZ RS

+ Citrix Cloud REBZR%

« Citrix Cloud RI2&I 1

« Citrix Cloud ZiEiR 7

« Citrix Config Synchronizer Service
« Citrix High Availability Service
« Citrix NetScaler CloudGateway
o Citrix g B HE

« Citrix iz#2 HCL AR552%

o Citrix 215 EESRAE

BXXERSNEZER, BHEH DLENRS.

NRGEHBEEREIE, 1B Citrix ZFAIRA LR Cloud Connector E#IOELRAERF. EXELER, 18

SRAIRPOMLE ERY CTX260337 .
EZITATATRITUTES:

o Mgk Citrix Cloud REAEXRSEE T iHE.
s KEENNEIREEIRE,
« 7% Citrix Cloud Connector LB ERIBIEE,

BXNABRERRERMNESEL, E5H CTX224133: Cloud Connector E#iG &R,
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Cloud Connector SRz TIRRIEE

December 14,2023

HEEFHzME#HZE, Cloud Connector IS HTIBITIRRKRE, UHREFASLEHBERIHENEN. &
A LUTE Connector L EFEZFRUNES MRS FIREFNEENEI TR

EREEESEITININTEIRE

1. M Citrix Cloud 528, #EREFREME,
2. EREBEEERHEBETINEHIENEEZS,
3. TEEESTE L, BRIEENRSUNEIRSHE, AERBREEEESRIUE

BRI “ERSEIE" TE, HPETRUTER.
o IRSERIRT. ERSMETHNTEXSNER!
- BERSESEERIIST
- WFERSREAN, SRENREIRE T RENRRRENB TR

o RSEERLIER, 24 MBS TRETERBE—RIEIRMNEGITIRE. BRINERT, RESEZREIERU—
N AEREREE 24 /NYHRS, BERFESZHLIER, BN THRERIERE 24 X, ZMEU—XAER
J.LTJI% 24 %E’J'{klu\o

- ZRRTEHEERARNRERS.

- ARFRFEREERALIEERFERS. BETRFERR LA THRESEER.
- RFEGRKRTENBEERAHRTT Ef. $SEMRGEERFEFLITHRESER.
- RRIEFEREERARBEIEAETIRES.

2

Connector Data

Connec tor Version: Connector Components:
Current: 6.37 Current: 4.283
Target: 6.37 Target: 4.283

24days v

Service connection history:

ssssssssss

Services

Citrix Agent WatchDog Alerts On View details

Citrix XenDesktop High Availability Broker Service Alerts Off View details

o BRS3. MXIEFIH T ERSE LIETHETRS.

- ’él}ﬁﬂﬁ lj_J_B’] %Tﬁﬂ& E,Jéﬁu;lkluo
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- £ “BiRAR" M “ERXA" KEWNEESWEIRBZRSHERIENM. MRERKEN “F°, U

RS RS FEER BN BIREZIRSHIERFR,
- &R BEEFAER UEE-RRENRSETRRFEARER.

o ERESRIET. KEERERSELE 24 /WK 24 RAREFEAER. CPU. MEBIEM#EE=RENERE

o fEF BRSERAEIER KigHP a9y TR SiEH] B RpIeaE.

BEERSFAER

EEEBTRSHEERSHELIERMESR, BRITUTERE:

1. 5/ RSERAHLEIZR B PR THEREEFNER, ERUL—NREREETE 24 /NEHU—KAER

FEIZE 24K
2. F “EESWE EL, EFRSEON EEFEEE.

o 24 MRS ETE, ERRSE-REBERSEITR.

- FRRTEIEERARNRERES.

- ARRFEREERALNEEIRERS. BEGEFEER LI THRESER.
- RFERRTENBERERRHETT B, $EMREERFEF LI THRESER.

- RREREREERARKEEAETRES.

o BRIEERERARSHAFEMAIESRERBERNER.
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EfRasEA

November 2, 2022

EHERBITHNESHHEREREN 2 /NERERE. &5 UE Citrix Cloud FRBHPHERERR LB DIHEE

P31

= cinx

BRILEGEERN, SMERIaREFEE @7,

BEXESZER, B &0,

Cloud Connector

TxR5H T Cloud Connector BT LK HBy@2%0

ERHER

JEZ2
CONNECTOR_NAME
REEITERRLEIR T &b F B
RS EETH, SHrE
ERSTMRS AL
B4R,

EEER
CONNECTOR_NAME 5
UTC BtEIRED . &FX
MR SR ER R T RERRMN
ARSSAI M. ThREEKMERE.
JEZE
CONNECTOR_NAME &9
PR, I IRATLELR
KM PR LEXT IR IR R E Athi%
HESRRAEIR, IR RINRNIE
ERRERFMIRSHAA
M. THREERIERE,

EiR

Eix

FHER

MREREB L FRIVRSR
KESEEXEHEA, WA
BERTTIE BN B R ThR ARy
IRRRZS, TBSRYERER T
HITHIR, AJRESRMIFR
TR H iR AR AE P TR,

g3 Mal e -2 A gt Bl
HAAEPIRIER W

S

WE ST AE Cloud
Connector

FufE Cloud
Connector Btja]

Fanfafzr Cloud
Connector 43P 5 KAYia]

i
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JEZE2
CONNECTOR_NAME B
BN\ BS B EE KB iE), Bt
MIEEE R MRS R A1t
FIRRSHER,

JE3E
CONNECTOR_NAME *
B RILANERINE, i
BRI ATRE SR MAARSS A
FAMEThAE.

ERESE
CONNECTOR_NAME
CPU ERZXRS. EHR
BIROIBER FEITHIERZSS
AIRES MRS AT A, )
AEEK It RE,

EZER
CONNECTOR_NAME 4
AIREETERE. £8R
BB AR = 8] T IETTRYE R 25
R mARSS 1 REFNLELR,
eSS
CONNECTOR_NAME &
RNEXREERRS ESF
1FIETT, RS FIRER MM

ARSSAI AR, ThREsk Ak,

K
of

g
of

%
of

I
of

FHAER

FRERRE—E/ NIRRT
EIERR, NREEAAEN.

ERNERK, #HRAEN
HEALTH_CHECK_CODE,
ISR T AR BERER
PFIHAI L Web 5 IP
Hhik,
E—/NERIRAEERAA, 1t
EiESRm CPU MIBEXEE
i 80%s.

It 2R Ay A i A == (8]
F2GB,

BRRTSE

FanfeEpE L Cloud
Connector mEBELIR
P

i3y

Cloud Connector %z
RELK

Funfarsgr Cloud
Connector ZRAIAMZ
&

Funfarsgr Cloud
Connector ZRATAMZ
&

Citrix Cloud Connector B UE

October 5, 2023

CDF BERATF Citrix PR EHBR B/, Citrix Z¥EA CDF RESRIRFINAREFMEEAE. AP SHR%IE.
Virtual Delivery Agent (VDA) ;Eft A EMAI, ZA&33F1e T WfaEsk Cloud Connector #iE, XL$IEAT AT
IR ] A& F A0 n) R 1T PR HEBR A AR R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 102


https://support.citrix.com/article/CTX224072/how-do-i-restore-an-offline-cloud-connector-to-an-online-state
https://support.citrix.com/article/CTX224072/how-do-i-restore-an-offline-cloud-connector-to-an-online-state
https://support.citrix.com/article/CTX224072/how-do-i-restore-an-offline-cloud-connector-to-an-online-state
https://support.citrix.com/article/CTX224133/cloud-connector-connectivity-check-failed
https://support.citrix.com/article/CTX224133/cloud-connector-connectivity-check-failed
https://support.citrix.com/article/CTX224076/how-do-i-resolve-a-cloud-connector-resource-availability-alert
https://support.citrix.com/article/CTX224076/how-do-i-resolve-a-cloud-connector-resource-availability-alert
https://support.citrix.com/article/CTX224076/how-do-i-resolve-a-cloud-connector-resource-availability-alert
https://support.citrix.com/article/CTX224076/how-do-i-resolve-a-cloud-connector-resource-availability-alert
https://support.citrix.com/article/CTX224076/how-do-i-resolve-a-cloud-connector-resource-availability-alert
https://support.citrix.com/article/CTX224076/how-do-i-resolve-a-cloud-connector-resource-availability-alert

Citrix Cloud

BEEIEFEI

o EHRBEUENFTE Cloud Connector & EERABEFIER.

o NFFRBRSEEHIE, Citrix BIWERFEEE VDA L9 CDFControl i3k TR, EXELEE, BEHR
Citrix ZiFFIRALER CTX111961 . B Citrix Workspace MABRFHEWRENEZESR, 15 A
CTX141751,

« EF Citrix 2% CDF REz, @SR E—MRER Citrix 22, Citrix TIFFARARTEZEE KM
WA ZIFH5IH CDF RER.

F£ 1% EFA

FPRH, ENEERRPBINER, MREDESHBEFBHHAEEX, BERBHKRK. MREAS VDA E
MEx, 1B VDA BN EFaEHED) Citrix KERS, ZEFEIZE VDA Iz,

FI& 2: Uggk CDF 3

EFBG, EBEMERLENSD Cloud Connector Flk& CDF RIFTIRERIZR.

1. @RISR AR A ERE RS BE) RDP EEFRiARE Cloud Connector i+&#.
2. 1% Cloud Connector itB#l £, TAXHEBREESHSME C:\logs,

Home Share Wiew
®© « 1L » ThisPC » 0S(C) » Logs » | - c,|
i Favorites Name - Date modified Type Size
B Desktop W CDF 10/28/2019 5:39 PM  File folder
& Downloads J InstallLogs 9/12/2019 11:17 AM  File folder
"l Recent places (& Flush CDF 10/28/2019 5:31 PM  Shertcut 2KB
[ Rotate CDF 10/28/2019 5:31 PM  Shortcut ZKB
1% This PC
f- Metwork

3. i&fT R CDF, Cloud Connector itBHMESE L2EHEHI— M EE, REHEK.
4. EXHEREEST, M3 C:\logs\CDF HERIE— M I-FLUSH-!. 13k,

‘Compressed Folder Tools

Home Share View Extract v 9
© = [0 » ThisPC » 05(C) » Logs » CDF » v & [ searchcoF 2]
¢ Favorites MName Date modified Type Size
Bl Desktop b CefCapture.2019-10-28.17.33.20.(Errors=54) !--FLUSH---! 10/29/2019 11:22 ... Comipressed (zipp... 13,591 KBI
8 Downloads _ CdfCapture.2019-10-28.17.33.20.(Errors=B).csv 1-0;'29'2319 m22.. CSVFile 102,007 KB

‘| Recent places
1% This PC

W Network

5. #ZBEABEMEA Cloud Connector it BHl L 1TH T 1-5, #i§FrE Cloud Connector R IRERS 72
B ZIP 12450, WREEE0IEREMAE Cloud Connector i+EHMRIFIREEM ZIP 7744, NEE—XHA
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Citrix 22— RIFIRERIZ Ro

$18 3: [ Citrix 125803R

==

FEUFRP, TRRERMESWIMEERN Citrix SRRGIFRIZUHEZ,

1. iAiA https://cis.citrix.com/ FERIRE Citrix.com EEE R,
2. R R,
3. METR, ARRE EHIUE

Y [ bl

Filter Actions Duration Docs

Tools

Cisco ACI Converter

- Upload Data Ame Size

4. 7E RHIHSH, BANREZRRAN Citrix IRHROIRFS. MREELELBMRMEGFEHS, Citrix TRHRARA
RRTEEWHEE CDF Rix,

Upload Log Files

Case |
Number:
(optional)

Description: |
(optional) |

Upload File

5. A (FIE) &, ERILmABERBAIFLFRET.
6. %EE “LHXH, REEFEZHCIEN ZIP 714, MRERFCIZERBFE Cloud Connector i+EHHIRI
MIREREY ZIP 7744, BEES R 3-6 UMINBRZMNE M RIFRERICR.
REZRIFIRERGE, Citrix Insight Services 2B ERERHFEM N EIBENZIFRGIF. IIRFTEFERKE
24 /0B, BEBURFXEBIRN.
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ERFERFUE

October 5, 2023

MREMFIPESIRRMUE, AILUEE—MER Citrix Cloud B “FE” UBsk “RMLEE" WUE, TERRL
&7z Citrix Cloud 5&#ygz R ERENRENERE, EHAFEBREESR

ERTHRMUEN, ZARBRMUEDH Cloud Connector BEAENBE R TRETRAESNESIRE, IRFTEXRR
fIE®# Cloud Connector AaJ A, MIEMERIEHHS—1 Cloud Connector HiiTiXEi2(E, FERBAR EEZIF
(UPN) W& REEAESEE, UAERNMERTERMUE,

AR

HH1R Cloud Connector EEAERMUBEIAZ A, BEEMNERUBEVRER Cloud Connector,

REBRP I HRUBRETERRUEN, HEEUTEI

« ZRRMIERSSEHEAGREER?
s ZRFRUBRERELEEEPMEA Citrix Cloud BEEHI G RMIEXIE? Fi0, MREH Citrix Cloud &

AfIF https://us.cloud.com, MEEFENZRUEFEBEEXFSENEFUE,

ERFERFUE

1. 7 Citrix Cloud BizHlas, PHFRRH, ABEE FHMILREE,

2. BF 9, AERAESEERNZRUEN,

3. Bf “REFERRUE", AREEEEENTERZRUBNRRLE,

4. BHREF. Citrix Cloud BEGERNEZRUBEZVET “Primary” (XE),.

AR

T REMEZ A, BEORENERRET—MIF. BA—ME, AERBERAZ NN, UEIRARENET
SHBARRFHFIEER,

ERZ PN EBERRMUE

1. 7£ Citrix Cloud BEEHIAH, BERBRE, AEERE SHOMHRNER,
2. BE 97, ARRAESEENNETERRUENE,

3. B “BHRIBHRRMUE", AREEECANARUE.

4. BEHRFRRE
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EEFTERRFMUE

EETERFRUBBAFEMNENERUBEDMEE “Primary” (XB) 158, MAZRBEERRS—PERUE. W
“Primary” (XE) #5E8, HFMFE Cloud Connector #ia] LUMER P ER2(E, Flt, FLERAPAIERBEIE
RBRAEBNE R

£ Citrix Cloud BI2iEHla R, RERPRA, RAEER SHMANEE,

®E 9, AERAEAEERNEIERRUBME,

#R EREERRUE", AREE EEB, SRR K8, EETERMEETESZRIRm,
HE CRTHRMITRENEBERW , AFRE “WIAEE.

PS*’!\’!—‘

iERT=ARSH Connector Appliance

January 15,2024

Connector Appliance 2B EBREFHIEEM Citrix A, ©7 Y Citrix Cloud 5EMNZREME > BNEER
, TEAEMERNMEREMIEEMEBEN TSI MEERE, Connector Appliance B ERME T AP RME
NENZR,

Connector Appliance 12 FIhaE

+ ¥ Active Directory i£#%%| Citrix Cloud 5/ AD 12, AFEXRRUERER AD MillE,. cFFTER
ARIEEMINE AD f5F. BXFMER, ESHET Connector Appliance B Active Directory.

+ Image Portability Service &t T EFAMENEE, I TFERENMEARUBENAEZPNERLE
2 EIRRIEEE M. Citrix Virtual Apps and Desktops REST API sl B F Bzh &2 Citrix Virtual Apps
and Desktops s RHIE R,

BRI SAE I TOERTEEER Citrix Cloud BamBM{EM A B THE AE ZITHNF R, EEFMEE, Image
Portability Service AJ BN E MU E R ABE =ITRH EEIETT. &E, Citrix Provisioning 3 Machine
Creation Services 2 2B BITHHFREM A,

BEXEZELR, B8H Image Portability Service,

+ Citrix Secure Private Access FEERAEBIREZENGFR, BEIFR. TRAINNBREERIIAT
BRI RSN R — RS R, BXFMAER, ESHEE Connector Appliance #EZE Secure Private
Access,

T AR AT BEIE B HAAR S5 4% F Connector Appliance,
Connector Appliance FF&22 Citrix Cloud &7 Citrix S FERN—365, TURIEHIE, SEFEUTER:

« |P #thntsg FQDN
o &, APMZRUERRE
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o BtEIE
o FWEIUE
« k8 Active Directory WREFMAFMEE (Fld0, BFRIEAEERAFTA)

Citrix Cloud Services #iiE/®iFitAEy _Citrix Cloud F & UREMNHIE _ ®RHIZMHT Connector Appliance &
BENREEENIEAER.

Connector Appliance T B A HERE

AT LML AMMERAH, BESIERMERE S G Connector Appliance, Citrix BV ES M ERMUE
= /REF Connector Appliance, WE— Connector Appliance fEE B REARA A, Hft Connector
Appliance AT LUR$FEE. BT E Connector Appliance #i2 TIREH, HEULRIEEFE R AK Connector
Appliance Zz a2 B . FEEREAHFFTEHINEE. ©EEMLN, NRELE—4 Connector Appliance 7]
A, M5 Citrix Cloud BB EFR &,

g

f==3
Ro

MRIANFRMUEBRE T —MEHESR, Citrix Cloud 27 ZRAE 1 EiER M@ LER

Connector Appliance Ei1

Connector Appliance £ B&hE#f, EXHREEMIEIERBIIEES.
A R RUERE N E MO AN IIBINAEN, el LR ENRIT RN A ER.
BXEEENMNESER, BEREEEEN

ERBEHFBI—E4, Connector Appliance BRI AT A, —RREEKREMNAFEHFRMUEHFH— Connector
Appliance, ALk, BFESMEREREMEBEBZ L EMM D Connector Appliance, LR ZELHE—1 Connector
Appliance S48,

Connector Appliance &z

Connector Appliance ¢ Citrix Cloud 5#&# %R E Z BFIABEHITE R IRIEMNE, <%/E, Connector
Appliance %i@2 it iE#E B 5 Citrix Cloud B9i@15. M Connector Appliance Bl =B &I ERITE
HTTPS #%0 (443) #1 TCP &3, FAAMFENERE,

T#&5IHT Connector Appliance &AM

ARS3 w0 RO N REFMAER
DNS 53 TCP/UDP IH R I A 00 2 31138 B FF
NTP 123 UDP I3 18 R 2312 B FF 7K
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ARSs %O ZRIBE Y REEIFAER
HTTPS 443 TCP Connector Appliance
REHAIAIE RO

EfZE Connector Appliance, IT B R XFEETB A Connector Appliance i 443 (HTTPS) EMERER
Ho

=

AR

AT |P it FFkmE https:/ /.

Connector Appliance iU 5 &R B RN AMRFAMIMBRFAHTES. MR Connector Appliance JEARHA
BEXT—1NHEZD Web £, TMRBM Connector Appliance EISMBRZREA 2BS I Web RIB&MH, a0
RIEMNARSUTEAMIEEEH, MM Connector Appliance ZIt R ZHFEFRS@iT Web IRERH,

Connector Appliance &% B#iitzEIE X AT IPv4 #itiSEmE:

+ 10.0.0.0 -10.255.255.255
+ 172.16.0.0 -172.31.255.255
+ 192.168.0.0 —192.168.255.255

Internet i&EER

MEREIER.OERED Internet FEITHIRA 443 LERL HILERE, B2, EEES Internet AIEARSB[BHIHX
IEIRHRIFIRFAITIZNE, ATRFEH—DHITRE,

ZIEHRERIMEA Citrix Cloud BRSS, HREBS @I REEERAY HTTPS BB R LT itbit:

« https://*.cloud.com

« https://*.citrixworkspacesapi.net
« https://*.citrixnetworkapi.net

o https://*.nssvc.net

- TEBREFEEMNE PR LR Tk
* https://*.g.nssvc.net

* https://*x.c.nssvc.net

« https://*.servicebus.windows.net
+ https://iwsprodeastusuniconacr.azurecr.io
» https://iwsprodeastusuniconacr.eastus.data.azurecr.io
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PILRER

WRENIFRAELUTRE:

o ML A Connector Appliance £/ DHCP 3REX DNS #1 NTP fRES 28, IP ik, ENMBAIHE, HEEH
LU7E Connector Appliance =418 hFEhiRBEMLKZILE,

o MEREENER Connector Appliance RIEBERASEERZSHE 1P SEE 169.254.0.1/24. 169.254.64.0/18
g¢ 169.254.192.0/18,

o EIMVEIEREFREE AR (UTC) H584ERS25REE, =& DHCP @ Connector Appliance 12
# NTP lRSB2#E S

« MRFARIES Connector Appliance Be&ER, NZREBLAARESFHIIIRERESFHRIE.

LT B &2 25 Connector Appliance :

« Citrix Hypervisor 8.2 CU1 LTSR

« VMware ESXi 55 7 k& # 2

« Windows Server 2016. Windows Server 2019 5 Windows Server 2022 E£# Hyper-V,
« Nutanix AHV

+ Microsoft Azure

« AWS

+ Google =R F&
TR EEEF L ITUR MU T RIRTHEE:

+ 20 GB 1REE
« 24 vCPU
4GB W#F

o —1 IPv4 ML

T R — N EM B IEREFE EN LB £ Connector Appliance. E—ZE#1LEAI Connector Appliance #9
RN R EIRIE AR 4 R I PRE

AR

AEHFE. BEMEE Connector Appliance VM B91RER,

FXEX Connector Appliance

M Citrix Cloud T~ #; Connector Appliance .

1. &%= Citrix Cloud,
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2. NEEELLAMSER, &% ZRUE,
3. MREELEEFME, BHRTMSELR (+) FER FINERUE,
4. EE5EM Connector Appliance BIERAIES, BEHERESE I8E MSERF (+).

“Zfn Connector Appliance” £,

Add a Connector Appliance X

. Install Connector Appliance

Step 1. Install Connector Appliance

We recommend two Connector Appliances per resource location for high availability.
Learn more

= Hypervisor View minimum reguirements

Citrix Hypervisor ~ ‘ Download Image

Use of this component is subject to the Citrix EUSA covering the
service(s) with which you will be using this component.

Step 2. Enter your 8-digit code to confirm connector details and then register as a
product in Citrix Cloud.

After downloading and installing the connector, follow prompts to generate the 8-digit registration
code.

5. NP 1 NENNEBEREFTIRSD, %EATE Connector Appliance EINY EBREF R SR HE AN
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B,
o WFARMENYSEZFSIE, &AL Citrix Cloud % Connector Appliance:
a) BETHEME,
b) && Citrix RELAF RSN, MREER, BikEF AEHLL,
C) HIIRRE, R7EIRER Connector Appliance XX,
Connector Appliance X#HIX 4 B & BUR FEEZEHN RN EEERF
o WFELERIFE, EAILMEH EWE Connector Appliance:

- AWS
- Microsoft Azure
- Google Cloud

6. f#15%% Connector Appliance S 4 FITFRE. L% Connector Appliance |5, £ #& 2 iaNE
g,

1T AT UM ISR T E 42 3 222t Connector Appliance 1153, SEEMSET (+) LURINERESE, RAEEEFNEE
WEE,

RNV EEIZF L 2% Connector Appliance

« Citrix Hypervisor
« VMware ESXi

« Hyper-V

« Nutanix AHV

+ Microsoft Azure
+ Google miHF&
« AWS

Citrix Hypervisor

AFHNENEMER XenCenter # Connector Appliance £ Zl Citrix Hypervisor fR$ 28,

1. EENAIR T## Connector Appliance XVA X8I %4t LM XenCenter &2 &#9 Citrix Hypervisor
BRSS 283,

2. X > BN

3. IBEFNEE Connector Appliance XVA XFrERIRRZ, BET—H,

4. EREEHDIEE Connector Appliance # Citrix Hypervisor [R5 28, &, EALUARBREETRE
Connector Appliance #ith, 725 Citrix Hypervisor RS ENTRRSER. BET—%,

5. I8EEAT Connector Appliance lEfiEEF, BESE N
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6. PERMURMEMMEIED. MMETIRF, % Connector Appliance BERHMLE, 2EHT—F,
7. ZERATERE Connector Appliance F%EM. SNEFAIFRER, BHFERLE—5 B BOXEEET,
8. MRIE RS NFERRELANEEH VM . 2ETM.

#8%& Connector Appliance #mIEsE, Hizhla¥EREE Connector Appliance IP #it &R AE. FH
Itk 1P #iitiZE$% 2] Connector Appliance B RE M ST E,

BRINMERT, Connector Appliance 5/ DHCP RigEEMLERE, MR DHCP EEMIREHRAIA, WHRFE
Connector Appliance =#l& LI§BEMEEE, ARG #EAIR Connector Appliance Eiizkla. BXEZER,
E217 8 Connector Appliance &% 818 EMEE B,

T—%: @A Citrix Cloud ;##t Connector Appliance,

VMware ESXi

AT NEIMAER VMware vSphere EPii7E VMware ESXi 41 282 Connector Appliance,

1. EBENAETHR Connector Appliance OVA xX## %4 LR vSphere Client E#Z2I&89 ESXi E#lo

2. ®F ‘X > “BE OVF &7,

3. IBEFNEZE Connector Appliance OVA XXHFRTEMERR, BET—%,

4. EEERIFE. 2ET—5

5. & L7 Connector Appliance SLfil#§ & — M — K& R, ZRIVERT, E8MiIEE X “Connector
Appliance”, BREERNZFE Connector Appliance BItESEFI 51tk ESXi =M I ENEMEFIK S FF
Ko BET—H

6. ¥5% Connector Appliance B iEf#438. BEHT—%,

7. EEEFEEMEENER, 2E TP,

8. EEMTEE Connector Appliance B9iE, INRBEMALER, BEFEMA “RE" BHOXLEEITR,

9. &4 BEFHN. BREHTTH.

#8E Connector Appliance #piThEshE, HiEHI&¥ 2R84 Connector Appliance IP #ititHE RTE. M
Itk 1P stiiti%E$% 2 Connector Appliance EIETTE A SR EAHT I,

BAERT, Connector Appliance fF DHCP RigBEMEALE. 1R DHCP EEMIMERRATA, MBMIE
Connector Appliance =#l& LIS BEMEEE, SAEA iR Connector Appliance Ul, BXEZEE, 51
f£A Connector Appliance =4I 818 BEMEERE.

T—#: @ Citrix Cloud ;##t Connector Appliance,
Hyper-V

EHAEIWMEIE Hyper-V £41 EEBE Connector Appliance . &R LUER Hyper-V E12 2351 E A REHTH Power-
Shell BIZs3EPE EHM.
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{8 Hyper-V E1222Z Connector Appliance
1. EZEER Hyper-V E4l.
2. % Connector Appliance ZIP X#EH5 T &2 Hyper-V £#l.
3. REZIP XHMAR. ZIP Xtra & PowerShell a1 connector-appliance.vhdx x4,
4. ¥ VHDX XFEH2IER%E VM BEMME, flg, C:\ConnectorApplianceVMs,
5. #T# Hyper-V 1225,
6. ARBLEIRSERM, AEERE FE > EDL.

7. 7 “HEEMNES B EEBHAMUE" BRLE, BA—THE—HNZIFRFREH Connector Appliance,
%EE—F_ﬁo

8. £ “BERNA” miRL, &F 1IN, BEHT—D,
9. £ “PkNF EiRL, BEUTRE, ARRE “T—¥7:

a) #E 4 GB MNTF,
b) ZRAERE.

10. £ “BENSE” mikt, MFIRFPER—GIIRN (BI0, FRIAZHB) . BET—F,
11. & “EREPEE" BiRE, &% “ERNEENER,

12. %% connector-appliance.vhdx XFrENUEH K HIEF, B2HET—5,

13. ZHE EiRL, SEEEENE, ARLEE TR UEIE VM,

14, £ BPW EmiR L, A##E Connector Appliance VM, AR 88,

15. £ “RE” @0OH, EF BH > RERT, AERITUTERE:

a) EEMLIBREKED, BEERH 2.
b) BHRA,
c) BE “WME

16. £ EPWl @miR L, HA#EE Connector Appliance VM, REi%ER Bl
17. A& Connector Appliance VM, #AEESR & LUTHIEH &,

8% Connector Appliance #mXEzNE, /A Hyper-V BB ERIIEH G, BHAKER—IERNE, Hb
&% Connector Appliance IP #ihik, L IP #i3ZE#ES] Connector Appliance B EH ST AT 2,

BiAERT, Connector Appliance fF DHCP Ri§BEMKEALE. 1R DHCP EEMIMEHFRAIA, MBMIE
Connector Appliance =#l& LIS BEMEEE, A7 iR Connector Appliance Ul, EXEZEER, B85
/8 Connector Appliance =4 818 BEMEERE,

T—#%: m Citrix Cloud *## Connector Appliance,
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£/ PowerShell filZ<fE Connector Appliance connector-appliance.zip X & & BT RIEN B E
MAE PowerShell iz,

AR

BiE(TIEREZH PowerShell iz, ErTgEFEBE X Hyper-V 24 LHRITHREE. BXFHAEE, BESH
https://go.microsoft.com/fwlink/?LinklD=135170, %, ErILUERRENBAERLIERERECH
A A B LA,

1.

2.

EERIER Hyper-V £l

¥ Connector Appliance ZIP X+ &Ik F# 2 Hyper-V E£#.

=AY ZIP xX#HIWA: PowerShell #4s# VHDX 24,

7z PowerShell iz#1&%, BHFIERENAN ZIP XBRBRENMUE, RBRSEITUTHS:

.\connector-appliance-install.psl
<!--NeedCopy-->

. HIRRE, BNEMYBRZ %R Enter LUES Connector Appliance F9ZA(E,

HIRTREY, BANREENBERGAERZ Enter A VHD WRABRIAE R
HIRTE, BNRMEENNHR %R Enter %% connector-appliance.vhdx BIZGAES
HIEREY, EREEANKEY. %1F “Enter’,

HE VM SENEEMNHE, MRESER, 15i%R Enter 444, ZM A 8EHB5h Connector Appliance
VM,

Z8& Connector Appliance #piThEshE, HiEHI&EETREE Connector Appliance IP #ititHE RITHE. M
It IP #h4kiZEE Rl Connector Appliance H5ErEMEE.

T—#%: m Citrix Cloud 3*## Connector Appliance,

Nutanix AHV

T

B E R Nutanix Prism Web &I & 3 Connector Appliance M connector-appliance.

vhdx 3x#%Z%| Nutanix AHV ¥ +L,

1.
2.

3.

72 Nutanix Prism Web i=H|ayEsRes b, %% 74 HE.
B+ FHBROIREMBRREM Connector Appliance Mg fh. s, ERAILERIIENEHERS.
¥ connector-appliance.vhdx X EHIENEERS.

a) 7€ Web izHlamMERS £, ¥%iF 8E.

b) #&#F ‘BRERE” ®IN+k, ARRE+ LRER
C) £ tIBEKH, NENERKIEE— B
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

d) 72 BMRKBY FIRA, %5F B,

e) MEFHERR FIRP, HRECIBRNEFHEDE.
f) tiF EHE,

g

)

h) B&HRE,

EHRBUETR, ERSERGEENEERAED.
W MEEE” BRI,
g + BIEMLE LIRS Connector Appliance fERKIMLE,

. TE RIERNE TP, EEMTER:

o LR,
« W& VLAN ID,

£ Web 1ZHIaMERS £, %% VM 0E,
B + SIEEBMNLLEIE Connector Appliance 5241,

EEIBVM B, EEEUTER:

o MR TR
- VCPU 1% 2
« LLGIB RBUNAEFE

ERERES BIOS,

B + MIIRHE BHEERME VM,
£ “PIEE" B, HEUTER:
W KA, R CHE.

T BRIE B, ERE CMRGRIRSRE
W SR, #%iE SCSI

a
b
c
d

)
)
)
)
BiE TR SRR,

T BIREEIMWL R, i + RO NIC,
1 82 NIC /, SERER VM RIIFIBRL,
WF FBERRS”, EE BEE

gF TN 5ER NIC K.

B 1717 WEIE VM,

%ki*' /R—F) ¥ﬁ' VM L?;&Pﬂ’lklu\o

B EEXN, ARSMEIEMAESZ LM connector-appliance. vhdx .

TR, IEEREE LR Connector Appliance X4ES SIZAYIRIR,
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20. £ VM ES, EREMN, ARRE “F

21. EFRFVM B, tSEREEEE /LD .
#E Connector Appliance #TIEzNE, RIUFEUTIEZ—#%% Connector Appliance IP it

+ 7£ Nutanix Prism MI$EZHI &8 BRI E A+,
« 7£ Connector Appliance =418,

AL IP #hhbEiEE Connector Appliance BERREH A AT 2,

T—#%: m Citrix Cloud ;¥## Connector Appliance,

Microsoft Azure

PN EIMEE Microsoft Azure H1E5E Connector Appliance . &7 LUERBEKMIEY PowerShell Bz M Azure
AL T AR BEEE Connector Appliance o

M Azure 17EZ Connector Appliance EM Azure Hi%E8Z Connector Appliance , FEERUTHE:

1. 5ifF Azure 558 Connector Appliance . (Azure i%)

FE, EAILEMHIERPIER “ERAT =S Connector Appliance 7,
2. BE “URREY, RERE GRS
3. EA=RELIZ Citrix Connector Appliance TTE L, EFUTER:

o EERBERE T,

o EREFRN BIRE,

o EFREEHGBEM Connector Appliance B Xig,

o 3EE VM 7%,

« EEER Connector Appliance FIMEIK EIAMLE. LML AFinia Citrix Cloud. Z#h 2R
Connector Appliance B2 E. MUGET%BRULMLE,

¢ A “FR EE—ME.

BEHET—F: g >
4. FEFMCETRLE, RIBRERINPARERARIE.

g2 # Next: Review + create > (T—#: % + 82 >),
5. EENBEFAEEE, R,

#8%E Connector Appliance #mIEsE, Hizhla¥EREE Connector Appliance IP #iitERAE. FH
Itk 1P #iitiZE$% 2] Connector Appliance B A ST 2,

T—#%: @A Citrix Cloud ;##t Connector Appliance,
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£ PowerShell {#f1423E Connector Appliance E##l connector-appliance-azure.zipX
HaE BT REMBMIEMNE PowerShell fiads, &8I LUERIRENBZAERQIZRIEHR B WA AR E
fitio

EIBTEMAZ A, BHEREREUT RSN

o 3% Az PowerShell iR L EE 1M A PowerShell 3Figd,
o 7£ VHD X#FrEfIB RhizfT PowerShell Bz,

FER AT HER:
1. ¥ Connector Appliance ZIP x4 E %=k FHEEH Windows &%,
2. 1REY ZIP X#HINE: PowerShell #4s#1 VHD 324
3. UBERSHITH PowerShell =414,
4. RUFBERENRN ZIP XHERBFAENNLE, AEETUTHS!

.\connector-appliance-upload-Azure.psl

5. IS BI—IIHEE, IRTREEF Microsoft Azure, BNEHER,
6. ¥ PowerShell fiZ<2RAe, HEREFANITIE. 3% Enter %,
7. REBRAPIRTETSE, ZBAEESE D HER R EML.

8. BIEE—NVME, HEZWREREEM LHIIREEIRS—T VM,

o BNy HUEIES—1 VM,
o N NBHRES,

Z8E Connector Appliance HEIEmGE, Hizkl&BEREE Connector Appliance IP #ilit N ERIE. A
Itk 1P stiitiZE$% 2] Connector Appliance B RUEH SealE A2,

T—#%: @ Citrix Cloud ;##t Connector Appliance,

AWS

AT AMAE AWS thE5E Connector Appliance . Connector Appliance £ AWS miizsER AMI 1248,
ITENEM AMI 24 Connector Appliance . 3i#&, ERILUER AWS AF REERREHTE PowerShell 3B
E TR,

BXMBiRRMt E7E AWS E&E Connector Appliance , i&HRERTLIMEIE Connector Appliance B9 FMif
id] Citrix Cloud.

BATZIWNIREERLE IP i, XFEHTRERE S R MExT Citrix Cloud BIFIRINIR, BRMMERE, EE
AWS EEITHI QP TRRUA TSR
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1. I NAT WX,
a) EINHSAIEF, ¥EF BRSS > VPC > NAT WX,
b) mEA LA B NAT WX, AAUTEER:

o BN B
o MBIRAIESE FH,
o B EEEE IREN 0,

o MFIFRAIERR #E IP DE ID . WIFREERAREMY IP, BEE DECHEME IP, ARKRNACE

7o

c) =i 8UE NAT B,
2. glEEE NAT MXmEBBREE.

a) EIMHSHER, % RS > VPC > BHARK,
b) REHLAN BIERKAR, WAUTEE:

o BN B
o MIIRPIEFEEEIECIE NAT BIREHEZERNFWE VPC,

C) mifi tIBREAR,
d) 7EZeIER B RINEEFEM kR, BE HERE > FNBEH.
e) WANBRZES BNENM T Bi%.

« ¥B#igEX 0.0.0.0/0,
o WFEHFR, MIIRFEZFELIZER NAT FX.

f) =& REFEH
3. ¥ATF Connector Appliance By FRFIIZI L ER AR,

) ETRERSAVER, EIFARS > VPC > AR,
) EREE NAT MXHERBR,
C) ERRNES, BF “FWXE EIF.
d) miE HFEFRXE,
) EREMMBERRN— RSN T,
) BHRFXE,

a
b

e
f

M AWS Marketplace 25 Connector Appliance FAZHI, BEBHERFEUTRRES:

o EERURE EC2 HiR.
o BERR MBTRREGHNEE,
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o (A13%) FRILIGIE—NREA, MIRGIAFHL P #itbisiE&E Connector Appliance .
FERUA TR
1. &R AWS BEIFHIE,
2. £ AWS mim5#2l Connector Appliance AMI, TR TE—7EHITIIR(E:

« mif Citrix Cloud iRty mizHEE. (AWS Marketplace)
o 12 AWS BIBFHI & HEER AMI:

a) ¥ RS >itE >EC2>AMI
b) BFREMTEERS (Hx=HE) X
C) & AHEFH, #E “Citrix Connector Appliance” 5 AMI ID “ami-026eaf9b3b232577f,

3. 1% AMIID (ami-026eaf9b3b232577f) MFIEZE ID (414337923189), WIEEH AMI BHIEH.
4. ¥ AMI EFIRERIITIH:

a) #3121 > g4 AMI,
b) 1 24| AMI SHFIED, EaAILUERFIEN BitXiEd,
c) SF E4AMI

5. AEFIK AMI BERES, S2E M AMI EEnSEHl,
6. 7 BohEfl SHFEP, STRUTSE:

a) ERBOEMEAIN, AT LUEME, BRINENEESIRZFRUERERTHEZH Connector
Appliance .
b) & LBIMER.
C) T IR, iR t2.medium, SLHIZERMMELE 4GB 2 4 CPU,
d) 3F B (BR), ERELE BHEMNER TS, FaiF SSH &R Connector Appliance ,
A FEEAXT
e) XF MLILE, 7 HAE (Re4) Brd, BEUTILE:
i EER ETSE AR EENEReE,
ii. BUBER “A¥FRE Internet 19 SSH ="
iii. EZEAYREE Internet 19 HTTPS 2
iv. 3% 21K E Internet 3 HTTP 2

=i Bl

7. QIERAIE, ' B HoH, BEE LAl ID” §FEHEUEEER Connector Appliance 241,
HE, ERIUREHIE LM EEME LG RARED AWS ERIEFR AR RS > EC2 > ] UEFEMIE
LIRS

8. HEMLFIRSEXRNIEEEITH, #HALGIEMESHER T A IPv4 #itibiERES Connector Appliance &
EREHTAEMEE,
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EORE R EERAE 2 ENMMN L IERHNRE IP #intih iy Connector Appliance B2 EH SERGEAT IR,

BiAE R T, Connector Appliance 5/ DHCP Ri¢BEMBAEE. EaI LA Connector Appliance Web &
ERIBILMEEE, BXFAES, 1557 Connector Appliance EIETTE A EMKZILE,

T—#%: @ Citrix Cloud ;##t Connector Appliance,

£/ AWS Ul 2 Connector Appliance FAZHI, EBERFBEUTRREMS:

o WHERURME S3 M EC2 HiR.

o EELIEEEEMNSNFRNRNRS AEMERE. EXFMAER, 5587 https://docs.aws.amazon.co
m/vm-import/latest/userguide/required-permissions.html#vmimport-role,

AR
TOERSAE, EHABIE S3 FiEiF. SRR, 1EKEIEN S3 EEMLENEEEMNS NS
1A PR,
o @A LLiia) AWS CloudShell, EREXRLE#MX T A, HX%Z#F AWS CloudShell WXiFFIR, ESIA
https://docs.aws.amazon.com/cloudshell/latest/userguide/supported-aws-regions.html,
o BETM WEBTRFHEFHNEE.,
SERUTSE:
1. EEMREL L, REMAS connector-appliance-aws. zip.
2. EF AWS EEEHIA,
3. BEIERUTSERAEBEFMEOX, (HE, ErIUBNIXESBEHERMENEFEIX.)

a) EMHSMIZH, %R RS > S3 > AIEEHER.

b) MEMEMEBEA—TH—MRIR, BX Amazon S3 FEHRBINSRYE, ESF https://docs.aws
.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html,

C) NENEHEBEREXE, BREERSEN AWS KIFARNXE, RANRXEXIGARE, WEEER
RIS,

d) BFRRLEBRFARINLE, REST EEMER.

4, SHERIRNEFMEEBNER, B L8 > R4, AB%EE connector-appliance.vhd X
o BREIREBERHARINEG, AERE LEH.

5 REELHBIXMH. BE “EF S3URI,
6. PEMHSM=HE AWS CloudShell Eif HiZTUTHS:
a) BIBESLUE VHD SR NIRE:

aws ec2 1import-snapshot --disk-container Format=VHD,Url="<
S3_URI>"
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BEUMEBEIENE—S S5 S3 URI, i, aws ec2 import-snapshot --
disk-container Format=VHD,Url="s3://my-aws-bucket/connector-
appliance.vhd",

YU T@mLiREEER JSON FRFHAE, <) "Status": "completed", 8 F JSON
HHHH ImportTaskId f&E,

aws ec2 describe-import-snapshot-tasks --import-task-ids <
ImportTaskId>

BENMBEB®RAMNE—F InportTaskId EH 8 E. i, aws ec2 describe
—-import-snapshot-tasks —--import-task-ids {import-snap-0273
h28361531tg5,

7. 1€ AWS ZEIEH NI SAMZP, %% RS > EC2,

8. EREEMBIREH, BE “RE,

9. ARBHECIENRER, RERTE “CIEME

10. EHAMNEETR, TRUATIE:

a) BWANER AMI B9EFR,
b) %% BEHHBEIME.

B Create (RIE).
11. ERBAEMNMREEHR, 2 AML
12. ARBHECIEN AMI, RE%E Launch,
13. EHTANEERT, THUATIE:

priz 2 M UTIESITH

(FIiE) 7 ECE LA &M+ EBE XMW,
(AIiE) £ “AINTEAE” SEWE _EMIINS—1E
£ ERERSART+ LigEZ2AH MM,

a
b
c

)
)
)
d)

EERRMIELGE, Bh EEHBM.

Z8& Connector Appliance #BIIEIE, #E3 RS > EC2 > 4], AEEFRECIENEG. FREH IPv4 it
#t%F# % Connector Appliance EENEH A MR, ErEEEEREL2ENMNKERHAE [P i3
Connector Appliance B12mmE, US4SERETSIE,

BAER T, Connector Appliance 5/ DHCP RigBHMEEE. EaILUER Connector Appliance Web #
EREBIEMEEE, GXiFEMAES, 5587 Connector Appliance EI2TE EMEIEMLEILE,

F—#: @ Citrix Cloud ;##t Connector Appliance,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 121



Citrix Cloud

£/ PowerShell #1Z<ZfZ Connector Appliance connector-appliance-aws.zip X#H&8&H
FolEZMBhFEMINE PowerShell iz, EEITZMAZHE, ERECESUTRREN:

o BNRS ERET AWSTools. AWSPowerShell.NetCore 5t AWSPowerShell, Exi¥4ER, 5S8R
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html,

s BERIRAEEMNENFRNBHRSABNKRE, KAREGE vmimport RS A E&MKE,
Itk PowerShell Bz~ REIEE T 1. BEXFEMER, B2 https://docs.aws.amazon.com/vm-
import/latest/userguide/required-permissions.html#vmimport-role,

=

P =W

ZRERSHE, BHUTOIRE S3 F#EiE. SRR, B8 EEEN S3 FRIHEENETEMNS NG
B R,

« ZBLIET Amazon EC2 224,
« &I S3 AR API IATEIAIR,
o BTN WEBTRFHEFHNEE.,
SERUATSE:
1. EFRHARSLLE, BWRBME connector-appliance-aws. zip EIxXfHE,
2. 7z PowerShell &1, ZITAT&H<:

a) EREMBEAMIFEPIETT AWS cmdlet, BEETUTHSBMEE X HHINE AWS SDK 7ZfE:

Set-AWSCredential -AccessKey <access_key_ID> -SecretKey <
secret_key> -StoreAs MyProfile

BLUMESERAENILRZAMMERR, BEE—NREXHEM. ERINRENTRES, 2
MyProfile.
b) #EREXMHIEERNIME:

Initialize-AWSDefaultConfiguration -ProfileName MyProfile

C) BYnEREMABEXHFENXHER, RAEBITUTHS:

.\connector-appliance-upload-aws.psl

3. REBHADHIRTHTIRIE, ZMAEES&i%ERE Connector Appliance SBEMIXI. 1§ EHFIFmETEE
HABERN VM 9B 7o

o B ERZ BILIEZNRSE VM SN REVFiER.
o YRAZERCERECAN VPCH, HiEFEE NAT MXMEBHEERN VPC,
o HEARERCEZRBREANFWEY, HEFEMMEIEE NAT RXBIEBEREFM.
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BXBEZER, B2 METRRF M.

Z8E Connector Appliance #BINEEIfE, M 2R Connector Appliance 9%/ IP #iht, ERIEEEFRHE
2FHMMNE2ZNAEE IP ka9 Connector Appliance B EH SR EMISIE,

BAERT, Connector Appliance 5 DHCP RigBHMEEE. ErILUER Connector Appliance Web #
ERIBILEMERE. BXFMAER, 15281 Connector Appliance EERE LMEREMLZILE,

T—#: @ Citrix Cloud ;##t Connector Appliance.

Google =iHTF &

IENBWMAE Google mimF & LZE Connector Appliance . #EaILIM Google Cloud /%% Connector
Appliance . 5%, EaLUER Google Cloud Platform %4 & st ERREHTH PowerShell fiZ<se 25 T HipvHE
1 3E

X# connector-appliance-gcp.zip 8&:
+ connector-appliance.tar.gz, & Connector Appliance W&

« connector-appliance-upload-gcp.psl, X2—4 PowerShell {7, sl AFE5IEE Con-
nector Appliance

M Google Cloud 51%%8ZE Connector Appliance
1. ZREEM Google .
2. s Citrix Cloud srigitayhizisz, (Google Cloud 5i7)
FE, BAILEDHIERPIER “EMAT=ARSH Connector Appliance 7,
3. g Launch (Ezh).

4. IBERATFEIRSE R Citrix Connector Appliance FERE L, EEUTERE:

o NEEBRESIEEEHEZT.

o EFEEHDBHE Connector Appliance MK,

o EFEFEANTENRY. FHIMITENAE,

o EREFEREN SO ARE 1 SEEE X (UGB AEf),

o EMEEHH, $5E Connector Appliance EFBMMEIED, MNREFEEBMAEMEERETIEE
TUmE, BEE S IP,

BEEE. ERRERET “PEEER NE.

=
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Z8E Connector Appliance HRIhEmGE, BB —H8BFHlE, #iik Connector Appliance BEf
E1f Google miHF & L.

5. £ HESES @ L, BHLOEM. HE, TUEREEITESIZDEIER Connector Appliance 52,

6.

MERE Zwi7ER Connector Appliance i BEMEIZONIEE TN IP, iB7E “F4AER" EWMEN ‘MK
EO” SohEFIsNs IP ik, EAILL IP #ik%EiZESl Connector Appliance BIEREH ERGEMITE. =

, WA LERERSE IP #iik M5 Connector Appliance i FRE—FMH S —& T8 LiFE Connector
Appliance &5,

T—%: @A Citrix Cloud ;##t Connector Appliance,

£/ Google =inF &AixHl&EE Connector Appliance

1.

2.

HEARMARS L, REMWAS connector-appliance-gcp.zips
£14# Google Cloud Platform B, SIEEFM#N X, (&, EAIUERNENEHESX.)

a) MEFRBEFER ZFE,

b) EXEEH, %EF QIR

C) HEMEEIFIEE—NEF.

d) ELEFEAEIBEMENIAIRIGE, ETLUEXEEERENIINEE.,
e) #i Create (BIE),

HEEES KD, R EEXH HiEEXE connector-appliance. tar.gz. E#XMHEEH,
R R X HUEEEFAES. & gsutil URI MESHIZIZIEIR.

BEHRITEE PR BUERINT BT H RN,

7z Cloud Shell 1, BT Ta<REIEME:

gcloud compute images create "Image name" --guest-os-features=
MULTI_TIP_SUBNET --source-uri="gsutil URI of uploaded connector-
appliance.tar.gz file"

MEHER, %F HBE5I%E > ENSEE,
PR SUESEA. EITAMERTR, EEUTER:

a) £ “| FETF, $8& Connector Appliance SLFIE R,
b) #EFEEEHEFEN Connector Appliance BIX 15,
C) ERIHENEE.
d) # “Bo&” PHH, BE “BH.
) TSRS H, ¥ BEXE&G EmF,
) M B FIRPIEREENE %,
) B Select G£#%),

e
f

g
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h) £ “BiAE” 9, BA HTTPS EEMAEAR Connector Appliance BEIE5HE,
i) IEEFMBNEMEMEE. Fii0, EAREREERARAMSERE.
g Create (BI&).
9. 7£ EIMNSER B, EFMEIEM VM UEEHEAES,

#8%& Connector Appliance #mIhEzhfE, “EIHWIEE” #5825 Connector Appliance IP ik,
3R Connector Appliance B4ME IP #thak, MIBTLAERLE IP ik MiXI 82855 %] Connector Appliance BN
FEREMI R,
R Connector Appliance RE—1WEB P #ik, EEAEL2 ENMN K2R E Connector Appliance BER

EHTAEMERE, BXiEMER, ESI https://cloud.google.com/compute/docs/connect/ssh-using-
bastion-host,

T—#%: m Citrix Cloud *## Connector Appliance,

£/ PowerShell filZ<Z5 & Connector Appliance ZfERIZtH PowerShell fila# % Connector Appli-
ance , AMIERS L% Google Cloud SDK.

1. EFMRELL, BHREMRE connector-appliance-gcp.zip B,
2. 72 PowerShell &, B RERABEHFRTERIX I,
3. &17®% . \connector-appliance-upload-GCP.ps1,

4. EHANNEREOD, FRAEMRIARER Connector Appliance ZFE R B Atk 5853 Google Cloud
SDK #1T B3 KIiE.

5. 7EiEATF PowerShell 8 Google Cloud TE#, & PowerShell Hz<i2R8Y, EEREFERANTH, & Enter
%,

6. REMADIRTIRME, ZHARESETR EHEE. SIZREM LR EMNNTE,
7. QIEE—NVM G, HASAREEEREN EHNREEIES— VM,

o BNy HUEIES—1 VM,
o N NBHRZS,

Z8E Connector Appliance #BInEa1E, M7 2R Connector Appliance MRS IP #ilt, &, EaILUERE
Google mitF&#ZEHI&ZEH Connector Appliance HIREB IP #itit, HE5I% > @M EHI 265 B/~ Connector
Appliance IP #biit,

EREL2 MM IR NREE P #iakib#y Connector Appliance BIE2TE, AGERRIMIIRE. BXFAEE,
27 https://cloud.google.com/compute/docs/connect/ssh-using-bastion-host,

T—#%: m Citrix Cloud ;¥## Connector Appliance,
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i) Citrix Cloud ;3 ##/&# Connector Appliance

m Citrix Cloud ’3#f Connector Appliance , LUfE7 Citrix Cloud 5EHZIRIIE 2 BHEERHERE,
FEEIWEEERF ER%EHEE Connector Appliance &, &#HI&% 2 Connector Appliance 89 IP #idik, =4l
BFE=ER SSLIBL, ERILERZIESIIES Connector Appliance Ul B9i%E#%.,

Citrix

onnector Appliance for Clouwud Services 4.0.4.282
Downloaded from Citrix — https:rrscitrix.cloud.com

Please go to:
https:»~»10.71.57.66

o manage your deployment

BSL Fingerprint: D5:OF:32:6D:57:4E:29:EF:41:65:6Z2:0E:60:4B:4D:4F:C3:36:D0:BO

1. 3% Connector Appliance IP ifitE I Z5v S5 ag k4=,

=

ErIgE I https:// 72 IP sthibryFF ki L.

Connector Appliance BFREFERABERIES, EXHAEE, FAlt, EIEREI—ZXTEERREN
EE. EWIES Connector Appliance BIiERE, ATLUEIEHIE A SSL BRI S MM as M Web TUEEIRAIIE
BORAITEER

g0, 7£ Google Chrome 2 H, SERMUTHE:
a) BEMUEZBNRR LTI,
b) EFIER. WERITHIERED,
C) HENFME BRI EHIR ST,

MRENFRNESEH SRR MA SSL ULz, ME L IAGRYR Y 28 Hi%% 1% F) Connector
Appliance Ul,
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an Certificate ¥

General Detalls  Certification Path

Show: | <all= v
Field Value 2
BSubjett Citrix: Connector Appliance fo...
=] Public key RSA (2048 Bits)

BPuinc key parameters 0500

Enhanced key Usage Server Authentication (1.3.6....

EIKEY Usage Digital Signature, Key Endpher...
BBasic Constraints Subject Type=End Entity, Pat...

=] Thumbprint 51683334c34255d4b 30 2ebefa. ..

51693334c34255d4b302ebet 407 7elochbictle

Edit Properties. .. Copy to File...

ERIB I B S ZIERERABCHIES, REPACHNAREERNFERALNEERENR. BXELER, &
BiF EEIEH,

2. MNREHR TR BERITIING BREIACESSISRERN IS, EIEFTRILT R,
BT RHTF 6 2 385 Web TUE,

3. 7&K Connector Appliance Ul gIB&, AEEE REFRE,
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Create new password

Set a new password

Confirm password

TIRENTHELIRE A TENR:

¢ SPHESZFHK

- BAXSANEFE
- ELEE— M EFETH

SR ERFEERSNUE, UHERER.

4. FRTKENZIBER, EESEENETH.
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Connector administration

Connecton SUmmany

" Healthy -ready 1o register with Citrix Clowd

Connecior nama:

Active Directory domains

Add or delete connections to Active Directory forests balow

+ Add Active Directory domain

Proxy servers

Add or delete your proxy servers below. Add multiple servers for resilency.

Proay IP addness and Port
Usernama joplionsl)

Passwoed [optonal)

5. (ANi%) MREFEA— I HZD Web 12, WAl UERERSSEZBHRMAEBIL, TIFKRESHIRIEHNRIEM
ZIYFHIWIENNE ERMRESHIIENNE, BREGHHN RE IP titMNik0, ERNEIS KRN
R, BEEHENN AR S M 2B,

=,
AR

EZFEFNES P, FFEMRAS I,

QEREINBRANREA BT Web RIB#HTIRE. BXEZER, E21@ Connector Appliance &z,
6. (ANi%) WMRERIMEGER TLS 28 Web RERIFRIEHKKN, NEIsEEEEZSEEERIEBMANE S 8ERK
W5 ridfE.
a) £ “RIEBMENM” T, %EF FIMER",
b) X PEM #EREHEBHAE:
<certificate-base64-bytes>

————— END CERTIFICATE-----
<!--NeedCopy-->

C) £ REIEHEMERF, MIHEBRE.
d) &E “FIIER.

ZE/ Connector Appliance API #0 RootCA , &£ Citrix Developer XA EIERIE BN LA o
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=W

B EARK 30 RATHMIERRERES.

7. BEEMERELETAEMES.

8. A& Connector Appliance i&ZE &5, LB FFAIHBEEX D H RO EBEREFENER Connector Appliance

o ¥t Connector Appliance /&, FTEEXRAF,

£ “Connector Appliance &7 FERDHAZF, REBEEF “T—F"

Connector Appliance name:

Cancel

Give this Connector Appliance a name

A unique name helps to identify and distinguish between various connectors, The
Connector Appliance name cannot be changed at a later date and must be a fully
qualified domain name

SRR T BFA Citrix Cloud SEHIIRIE. LAEE 15 HHEE.
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&

Use this code to register
Connector
Appliance with Citrix Cloud

SN RGN B RSH — XN BNN S (02

n 14 minutes 57 seconds

9. FEREHIRARKRIBERIZIZMER.
10. R[E FHRAUE M.
11. BAREENERZ%%E Connector Appliance 5358 2 i, & HiAiFE.

Citrix Cloud £33F Connector Appliance @EHFEERIUBK R, MRIMIBELH, RARRREERN
(e N

Step 2. Enter your 8-digit code to confirm connector details and then register as a
product in Citrix Cloud.

After downloading and installing the connector, follow prompts to generate the 8-digit registration
code.

9 |G 7 8 X N| 7 2 (Confirmﬂetails)

12, 2&HEM.

EZUHETEMBE AT, MREMEY, RASRTEER,.
13. g&HEXE,
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Connector Appliance EE5HE X 41F & TH Connector Appliance BiZBiiRE. BXEZELE, B88H £
'l«?litﬁ?[ino

;A Connector Appliance i

SHFENERMUE, RIBNELEFIMAINHESZH Connector Appliance . LEERIHFRISSE AN, HEE
EEREB T E hE.

&R EIZERE Connector Appliance ,

Connector Appliance 2 H&hE#l. BEEF RN MIRERENEER, COUUBEFEERRUERNA
Connector Appliance Ef#EtEIfI B, BEXEZER, BB EEEEN.

Bk, EFZiaE Connector Appliance VM BIIRIB, T 32IFXLEIR(E,

QEEEE—REES Connector Appliance AR REE, I “GIEIMZER" HE. SHRILEREEERS
HIE, UERER, EEBLFEE, MRETIETHEL, WK AEH%ZE Connector Appliance . EHGERE
3 Ul B, RASBREHNEM Connector Appliance BHEEZE,

A

Signin

Password

FEERABBEE N

ERIZEIRE

ET LAM Connector Appliance BEEmEA MM THIZER S,

Diagnostic report

Generate and download a diagnostic report on the health of your Connector Appliance Download report

1. MEIMNEIEIZFM Connector Appliance IEHI&as,  IP ik S50 5 a5tk
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2. BNETEEM Connector Appliance BHEERZ,
3. EIEN “CHRE &9, BE THIRE

BHIRELL .z p XHR R M.

WIEERIRLRE SR

&R LUfER TCP ks M Connector Appliance EETIE M EMAERE,

1. 7£ Connector Appliance EI2TE L, EiFEZPREENKAE, REEE “MESH,
2. (Fi%) £ “TCP #3X™ &9, WANER P tudk, FHZHmOLRE TCP #3X,

3. M “IRERFFERATIE]” 3B, EEREETTRERRFFSRATE,

4. (F]i%) B #UEERE BREEENAS,

ZRIMIEERERE, TCP MRINEESRITWRIR K LUATTIZ . MR NG EHRRE M HIEENE 94 MFT,
B, HFRARZREEKRN, ELIt7 Ar e EMRFIA Tk,

5. BEH “FFRRE .
6. FEBERTTM. RIRTTME, EA) U THIRERRS N BB,

o BE FE” UTHEEREKRS. RERSEU .pcap XEEHRE,
o BE “FHAWRE UFHRS—KIBER.

¥ Active Directory i£#%3| Citrix Cloud

a1 LUfER Connector Appliance &R BEZTIAE S Citrix Virtual Apps and Desktops Z& iR, i,
S FRELEMNEBF AP 4% Citrix Secure Private Access & 3¢ Citrix Virtual Apps and Desktops &
Fo

BXFMER, ESRAT Connector Appliance 89 Active Directorys

ISEEH) Kerberos BiE

MEBEER Kerberos #1782 HEF, NA UM Connector Appliance ZEIETEIE Active Directory #5425 &
MECERSEH. Kerberos WiFIhaEEEAESIOIE Kerberos (X RAUSIENEZ B 5 Kerberos R ZER (KCD) &z
[

I Kerberos XPR4UFHIECE :
1. #3%| Connector Appliance ZEEHHE,

2. MEMHEBEERIEFH Connector Appliance E#1 &/, 1§ P kS HIE S asithhk,
3. BINEIEEM Connector Appliance & BRI,
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N

. EINFEAYIRIEM Kerberos BCE, 157t Active Directory 15289 HhikiR (X R Kerberos 383F47I,
5. #57% Active Directory i3,

o WNRICIEFELIE Kerberos XBSUSRIERNEE, EAILIEEEM Active Directory i3, IHEER A&
FREMNZH,

6. ¥57E AR5 FQDN., BERIARSZ#A “https”. MRIEE “computer.example.com”, MEHTAS
“https://computer.example.com” [,

7. EEERF B

8. IEBEE,

9. & “NhixX Kerberos”,

@ Kerberos Validation
o0

Validate the configuration on the Active Directory controller in realm-only mode. Learn more

Active Directory Domain
Service FQDN
Username

Password

163 Kerberos fRHIZ$t (KCD) BL&:

1. #3%| Connector Appliance EIEHmE,

2. EIFEMA Connector Appliance 891589 Kerberos 495 Zjk (KCD) #(, EMBXRIEM LIRS 528 (-
) Hi%$% Kerberos il

3. i5% Active Directory i,

o MREEERIE Kerberos WRFIRECE, MATMINNATRT IR PHITEER,
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4. 187 AR5 FQDN, BEBIABRSE#A “https”. 0, 38E “computer.example.com”, ZEHMAS
“https://computer.example.com%E2%80%9D” #A[E.
5. #8ERF B

« 3F Kerberos WRFIMER, BEAILUETEEF “RSMF” EIMFE, FHRSKFEIE kerberos i&
=19

6. #F “Mikt Kerberos’.

o Kerberos Validation
=1}

Validate the configuration on the Active Directory controller with Kerberos Constrained Delegation (KCD).

Use of Kerberos validation might require specific setup on the Active Directory controller. To use KCD on a Connector Appliance, you must first join the domain and
then set up KCD. Learn more

Active Directory Domain

rootluk.conapp.eng.citrite.net AV 4

Service FQDN

Username

R Kerberos BLEEH, NMEEIHE “BHRINIE Kerberosi8&”, MR Kerberos ELBFRIEH, EBEET—FK
BIREHE, HPRETEXRBIIAMRANES,

A% Kerberos WESEE, 18R Microsoft sci,

Connector Appliance IR E

ZUANERT, Connector Appliance #9 IP stiitFIM4&i& B 2R DHCP Bah9 8.
&/ DHCP ;#fft Connector Appliance /g, ATL7E Connector Appliance EIEREFHIEHMEILE,

B2, R DHCP EEMFIERRAI A, ;B EELMNFR Connector Appliance EIE T, N A UEIEE
Connector Appliance =4 & FIRBEMEERE.

7£ Connector Appliance BRI E FRIENKIEE

&/ DHCP ;##f Connector Appliance /&, A LiTE Connector Appliance EETEDRIBEHMELIRE.

BFREMKRIRE, FHRITUTRE:

1. EEERSEEROD, EREENSZILE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 135


https://computer.example.com%E2%80%9D
https://docs.microsoft.com/zh-cn/windows-server/security/kerberos/kerberos-authentication-overview

Citrix Cloud

£ MLHRE" WNEER, EF TEEBCHMKZLE
N IP ik, 7RI BIAM X,

AN—12%> DNS fRS5 28,

AIN—18 %1 NTP BRS5283.

BHRF

ISR

REWNMLIEBEMNERS, Connector Appliance BE#HE5), EEHEENEAIE, Connector Appliance BBYRF]
- B M Connector Appliance EEMEFH, FHIIEA URL R4EFE K. &7 U7E Connector Appliance
EHIAPIREIHFE URL, WAILUEEZEE BN EERERF PRMEE B REEIHH URL.

ERMKBECEENNERBNENE, FRITUTERE:

1. EEESEEROD, EREENSZIRE,
2. £ “MKIRE" IWHEED, EF “BEHIRE P sk’
3. BERF

RIEXIMEIEBNENRG, Connector Appliance $E#H /S50, EEHSENEAE, Connector Appliance EEAa]
- ZEM Connector Appliance BIEmE T, HHILREMN URL £4EEK. &aJU7E Connector Appliance
EHIAPIREIHN URL, WAILUEEEE SN EERERF PRMEE B REEIHH URL,

{8 Connector Appliance =4I 818 BEMEERE

BiNIE R T, Connector Appliance i IP st FIM4Z & B2 A DHCP BahoH &M, B2, 1R DHCP EEMIR
BEHRRAA, HEELNIAE Connector Appliance EEoumE, NATLIEEZE Connector Appliance =514 £i&
BEMKEE,

BIREWERLE, HRITUTERME:
1. EEMVEERFH, EFEE Connector Appliance,
2. ¥ Connector Appliance Bz, JEEREHIEG LAEE Welcome to GRUB!,
3. HEEIICHSR, % Esc ## N GRUB %2,
4. BIRFESISEH, BFRe

BB TEFMRMNE:
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GNU GRUB wersion 2.04

setparams ‘Root @’

set root="(hdo,gpt3)"
linux sboots/bzImage ro root=PARTUUID=7?08a030c-5adZ2-429b-9fb5-fccifen
098cZ0 quiet oops=panic console=ttyd® console=tty30

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

5. BT Linux , UEEMENMEEE.,
« E5%E DHCP M&&iEHE, network=dhcp BETHREM,
o EIEEHTNE, BFRUTSEMMIZITHRE:
network=static:ip=<static_ip_address>:netmask=<netmask>:route
=<default_gateway>:dns=<dns_server_1>,<dns_server_2>:ntp=<

ntp_server_1>,<ntp_server_2>
<!--NeedCopy-->

B S UFHEB RN ENEENE,

6. & Ctrl+X LUERFACE B3 Connector Appliance .

& Connector Appliance WEIER AP 25

1. ERfeA LANBAXRER, EERERED,
RE LR ERE S DH.
2. ANERNYEREE, ARMAFBINTER. SRENHEBROIUREULATERK:

3. EF “BHEE UREEHEN.

Citrix Cloud 2 Bsi &I EHBEEERTERNE,
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# Connector Appliance 9 Active Directory

January 15,2024

f&a] LUER Connector Appliance &R BEZSAEE Citrix Virtual Apps and Desktops ZiRrIM, 140,
W FRLEMNEBF AP BHEIEM Citrix Secure Private Access & & Citrix Virtual Apps and Desktops &
Fo

#2139 Active Directory 5 Connector Appliance B2&EREY, UTRELER

« 8% VDA ttth, FiEfER Connector Appliance f£# Cloud Connector,

3K
Active Directory

« BIIA—" Active Directory i3, ZiZBE&ATAAFIEFR/RSNEZRNAF. BEXFMES, BSHEKN
X Active Directory & Connector Appliance HEE A2

o &3+%17E Citrix Cloud EfERAIEA Active Directory #his s A LLEE A & Connector Appliance i#
17518,

« Connector Appliance & 7FigeS in A MRIZMEITE B F Citrix Cloud Byt iz HIgs, BXERESR,
EBRELLT Microsoft ZFXE:

- WREIECEEMEE
- BRSS #HAF Windows MR OERFH “R4g RSO 5

- ERBAREEAMFEE2RREH, WEREMWRA UMM EFIRIZHIZRRINE - A R H

PILEER

« BEEITUBRAEZERRUEFERNZRNME,
o BEEER Internet, BXIFAEE, BSRARSATIEEZEER,

k7T Connector Appliance &z 5IH#%AS, Connector Appliance FEE @ L T im0 HisZEEE Active
Directory #:

RS O STIFRUIE N
Kerberos 88 TCP/UDP
im=pkstes (DCE/RPC EfI88ARsS) 135 TCP
NetBIOS Z#RiRS 137 UDP
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ARSS %0 ST RO MY
NetBIOS #iE1R 138 UDP
NetBIOS %1% 139 TCP

LDAP 389 TCP/UDP
TCP t#y SMB 445 TCP
Kerberos kpasswd 464 TCP/UDP
2RER 3268 TCP

=57 RPC %A 49152-65535 TCP

Connector Appliance f#F3 LDAP &R RRiF SisiEHIssmviEiE, XBEGEAFATEET SSL &9 LDAP (LDAPS). &
X LDAP B2MELEL, H8EINEE Windows Server FE2 A LDAP &% Microsoft B/ LDAP i@E48E
LDAP &2 ryism,

#5089 Active Directory IhaE4R 5!

Connector Appliance B&idlis, 7£ Active Directory 55 LU FMAIIRINAER A2 15,

MINEER B I IHEER ! TR IS
Windows Server 2016 Windows Server 2016 Windows Server 2019

A fEA Connector Appliance MR igiEHI2s. MINEERRIFHTNAERFIMEMAS, B2, XEHEMIZEFAH
IERCASEZES

&5 Connector Appliance 5§ Active Directory 5% Citrix Cloud

L&EHS Connector Appliance BIEMDET, Active Directory iFZ89 < 2R MER .

o NI -A @S EE IS AR ITENIK A Connector Appliance HIAZI AD i, aTLUEidBHEMAN
IAMA LSS P RIIE Kerberos, BETEHPEEITENHS.

o ARSS Mk -F{E Secure Private Access (SPA) SR ARH—ERS, FERRSKAMAZRIMNGNIZNITE
M k523 Kerberos SSO. A] L& S 8 S AR S i A IR E BE S 528 SR IGIE Kerberos, 8 SitENXE
RS EIH A 2RI, B2, BIfE Connector Appliance RiEiERliE, TIHAR LUEZEBRIEFIZS,
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with Kerberos Constrained Delegation (KCD) to Active Directory forests below. You may also validate configurations using Realm-Only mode.

eeeeee

ice accounts with Kerberos Constrained Delegation (KCD) below.

eeeeee

aaaaaaaaaaaaaaaaa

¥ Active Directory E2& Hi@i2 Connector Appliance %35 Citrix Cloud, ERMUTHE,

1.

10.

11.

EENZE R BERE Connector Appliance,

A LUIRER Connector Appliance 7= @24 Fhp(E B TR

£/ Connector Appliance &l & 2R IP hbZERESN K28 H Connector Appliance B Web 1

[
£ Active Directory 152 #95, SME BIMANRIRSZ ET+,

g + 70 Active Directory i35, BETF—MIIEEED, AFRANTS,

Connector Appliance toEiE, MRERLN, MRITF ‘NI Active Directory” HFEE, XMHEO

RN P BFZEE NN ZE,
BERM,
RIEEEZIAMNPRE Active Directory AP IR R R,

Connector Appliance SBIGTEN &M, ERILUARBRRINNEM, HETREKERET 15 M F/H0

THENER.

i+ EM B FFEE Connector Appliance TINBTE Active Directory i el

BE N

ZIEBESIE Connector Appliance Ul #9 Active Directory i3 2553,

BRINEZ Active Directory i3, 5i%#F + 70 Active Directory i3 HES FRSE,

#i1E Citrix Cloud &5 & EIRZTE, A/Gi%E Connector Appliance J G IR RS

WNREEAREM Connector Appliance, &#E&[A Citrix Cloud it Connector Appliance HFfiR4s£EH

TP,

MR EEMNEEREIER, BRIEENIFEREHE Active Directory ERMMEER,
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BETRMEtA

« EATLLALL Connector Appliance FINE %,

P =

Connector Appliance £%3% 10 MR 1T 7 M,

o ATIERES, BEREMIFMBETZRMUEFRNZ Connector Appliance /.

=& Active Directory it &

BRI AR RMUBENIU T EEE Active Directory 15#1 Connector Appliance MBI E :
« 7£ Citrix Cloud &:

1. EXR&Eh, BE SHMHRERE NE.
2. BB B &R
FIH T #E89 Active Directory & UM N IFIBMERIE,
« 7£ Connector Appliance Web Ti&E:

1. £/ Connector Appliance =%l & /1289 IP #iihZ#ES] Connector Appliance M,

2. FEREEREMNEIENEZBESR,

3. 7£%Bik Active Directory i3 2553, & a] ILEEItk Connector Appliance i X\#J Active Directory
HHFIR,

M Connector Appliance ik Active Directory i3

ER Active Directory i3, ERUTSE:

&/ Connector Appliance =% & iR ey |P #i%E#EEl Connector Appliance W,
FEREE M RN ELE R,

£z Active Directory i &5/, EEMAR Active Directory i#5&R+Pk EIERZHIH,
i2F Connector Appliance IR BN P BB TR,

BEHENMNRBRENR (BURE) . BERBIAEE,

B B LIIANRE

#2&/ Active Directory #5423,

MIEEHIZZFMIER Connector Appliance 8289t ENKA,
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% Connector Appliance 5 Active Directory B2 & fFFRHIZE SR

1&er LU REEHERA Cloud Connector #1 Connector Appliance iE#2 Active Directory #5488, EfFFRERESSE
BEURTFIEHEE,

B %% Cloud Connector 5 Active Directory & ERAMIFMAES, iE21 Active Directory 7 Cloud Connec-
tor WERE SR

FELUFIERT, /A Connector Appliance &R Z R BiE#EEI Active Directory #:

« MIETE18 & Secure Private Access. BXFMER, ESH7E Connector Appliance HFEZE Secure
Private Access,

o BE—IMEESMXATRRSHEIERM

o BRERVXFSTMENEESRNE

+ {ZFEE Connector Appliance BT EthAHI

XR—NRZ MEPRI B P33 E#MER—F Connector Appliance

Ltk 2iE A F Workspace Standard EF 3 {ERERAF Secure Private Access #9 Connector Appliance M%&
Fo

EXMERT, 8L MMYXEEEPNR (forestl. local. forest2.local), XEHFEMFEESER. —A
Connector Appliance SBEEZBRMUES, HIMANBEMIBIRF,

. EEXR: X

o BHpILEEERYIHME: forestl. local. forest2.local
« APERE Citrix Workspace: ZiFFrERF,

o APERIAH StoreFront: SZIFFRFERR

BHMPNBRANER (BEE), EA—EERTEAEMN Connector Appliance

kA EERTAE S Citrix Virtual Apps and Desktops &F.

EXMIERT, B&# (resourceforestl.local,resourceforest2.local) @&ERER (N
VDA), m—%%# (userforestl.local. userforest2.local) XBAEMEF, XEMZEEERE
£, AFRPERIIZER.

resourceforestl.local #$ZZET—44AH Cloud Connector, £ resourceforest2. local #d
g8 7 —H &5 Cloud Connector,

—#f Connector Appliance #8& 7 userforestl.local #, F—4A Connector Appliance &7
userforest2.local #m,

o BEXRFR WAMEE, IMNEFMEBFAMBNERIEE
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c B EE R HME: resourceforestl.local. resourceforest2.local.
userforestl.local. userforest2.local

« APERE Citrix Workspace: XiEFrERFP

o APE R34 StoreFront: XiEFrFERAF

Connector £

August 7, 2023

Citrix =2 EHAHEH, LIRS Cloud Connector SiEiZeig &M EE. ReMMTEM. BHAERT, Citrix Cloud
SESMEEB LRETH (—R—), AEXEEHRTH, NRERANZEEFMASAFH Citrix Cloud 438
ERALEEN, SR T AR IEHERSS TN

o A—XRPEEREN—FPEEB AL ER.
o PUT—RMIER, X EIEENERSMAILIRIBEMEEH.
o MRHFENLREMSBERKNK, FERNRSERREERBHEN.

teoh, A LOEE R IR AL B Y H aiEESShR A S Citrix Cloud FHBIRARASEH TR R IEEZRZE T ARIIR
7

=z

AR

=X N EMEER Citrix Cloud BIRIEHI & RANERSEEH, HXMERM Citrix Cloud APl RHEFEZSEEHNGE
2, B2 Citrix Developer szimy Citrix Cloud-43Pit4 .

—RPHYE AT E]
BE—XFHEEERE, Citrix Cloud EEHATARE 24 /NN ARBENEIZE#HITRE, F, MR—KPH

BRI EE AT EMEER 2:00, HEEH_FEHTA, W Citrix Cloud #¥%E#F 24 /o, RAEEE_XRER
2:00 REFiHo

—AEEaH

EE—RFEEAMEN, Citrix Cloud BEF 7 X, AREEXRHAREEH, XtRNWSFRELE BBHRIER
EEEREREEH, 2% Citrix Cloud TEEARREEN. RIBEEENEHNANTANERBEH, Citrix
Cloud FTREREHRS 13 RABEREEHN,
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8 RERFHITAI

EEH—, BRUKEHR_"TF 6.00 EEANEERNERBAH, YXRIELE, Citrix Cloud 2BXEER AHER,
HER BH R, WREREEH, Citrix Cloud BFRHT7TX, AEEE_X (EH-TF 6:00) REEFH,

1 13 XAV

BERBEHR—TF 6:00 BBEA—XPHITEHMEEE, 24—, CitrixCloud & BNEERANEH, HETE
#1RH. WREFREEH, Citrix Cloud ¥FR 7 X, RAEEAKXENEH—TF 6:00 REEFH,

BRI FEEN

LEFAI A, Citrix Cloud RTEEMPEIEIR EHE, W, SMERBTER B RLEENI BB,

7z Citrix Cloud BNEERAEHE, SMERRMRET— B 124, UEERUEE LN BN B2 IRES
o AEMERBEE ‘B &, Citrix Cloud SBEFHNITIHZ—RE, BEhEHE, BT EBUEEH.

E#eaifE, Citrix Cloud BET EREHHBH, MRELEHRTETR, WaRESENE.

pugekiipnpdl

ERAT RN P EED Citrix Cloud BIizH A RHbEREEH. BHXEA Citrix Cloud API RHEHIER, B5
7 Citrix Developer 324489 Citrix Cloud-44711%) o

1. MCitrix Cloud 3, EEFEHRUE.,
2. HFEEHNRRMUE, AENERSKEDERE EERRNUE,

My Resource Location
Manage Resource Location

Run Health Check
2 + +

Cloud Connectors Connector Appliances Gateway

Rename

3. £ "EEEMAE T, &F REMHFARNE, ARERTEENRNE R, HEMNX,

o BEUEE—XPHEILNE, BEREREEMNNEMNEK, Citrix Cloud 2EEHAIASG 24 /A
R E N E REEH.

o BRE—ATHERAE, BRI 2HANKX, Citrix Cloud EEHAIAESR T X, ARTEE
BER#HITRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 144


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/notifications.html
https://developer.cloud.com/citrix-cloud/citrix-cloud---maintenance-schedules/docs/overview

Citrix Cloud

FREEMiITLE, Citrix Cloud 2ERRUEZFEZLERZITL,

My Resource Location | @ Friday 200 AM-(UTC-05:00) Eastern Time (US & Canada) e
2 + + -
Cloud Connectors Connector Appliances Gateway FAS Servers

TSR A RSN A FAAEES, TEEIMITFHINX, NREMNERSUTARNE, CitrixCloud &
FEAEFERE BN X RES R, flM, WREHIIEEERFENKER 2:00 #7EH, meHFEESR, Citrix
Cloud BEXEARF#MEER 2:00 FFATEXLEERESR FRETH,

EMRHEN

MEEESREEHTEIETBIRGE, RESEE, HINEEMR. ATEH—AREEEMNEES L, EitE
— NS FEEEH AT SMELE Citrix Cloud kP FFRERIRH Cloud Connector BWEH, RIFRRE, EAILL
EBEH

1. MCitrix Cloud ¥&rh, #ERFREMUE,
2. REEEEMZRMUE, AE%EE “Cloud Connector” = “Connector Appliance” Hillh,

3. HEEEERERS, ARERE “ENEHER .

cc-nwpzj-lyflocal  Last health check on 01/27/2022, 0317 AM Last update on 01/27/2022, 03:17 AM [LL]

0 A connectivity check has failed.
The following connectivity check(s) has failed:

The following connectivity services are not responding:
« HighAvailabilityService

A failed connectivity check may impact service availability or
functionality.

Learn more

HER BT

TRILGERTNIREH, UEEMEARXNEIEENEEZSIHTER. LREFNRENTEE—R, EREH—ARGE, ML
EBIERE R, IhIh, EREEARIANFER.

1. M Citrix Cloud 528, #EREFREME,

2. RIEEEMNKRUE, AG%EE “Cloud Connector” = “Connector Appliance” Hlh,
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3. HREIEEEMERS, ARERE EREN

ce-nwpzj-1.studio.local Scheduled to begin update 12/18/2022, 01.00AM

FiE BHAE L LR E B #RRE R B BY B HA.

HRISNEH

BMEE S E R T HE UG B #AF0RTE], Citrix Cloud PAJEEEHAGTRRRELEEH ., EUTERLTLEITRIS
B

o EMAAEA AR 48 N\NAREEIERE, Fi, MRENEERERER 2:00, HEERSITERLRS
E=RABTFBRIIRE, Citrix Cloud REEES BB ZENREEH,
o WEHREEHWTEREHIERANEERF,

tb3k Cloud Connector f7s

EE U EERRMABEDIETHEWMEAL Cloud Connector, UREEENRIARA, ESAEEERIT Cloud
Connector 2&E I E#H.

=3

AR

EBR T ERTERRILSE.

EZBEMABREmT, EEEETEMNEEMERN Cloud Connector HilL, #xFIE#ZER Cloud Connector, ABFM
LIRS REFER “EEEESRIE

Cloud Connectors

connectorl.example.com Last update on 03/01/2023, 09:08 AM ase

View Connector Data

Run Health Check
connector2.example.com Last update on 03/01

Remove Connector

YAThRAS 24417 7£ Cloud Connector #+&#1 Liz17# Cloud Connector Bi-mIkRA, B+F hk4S 2 Citrix &%
# Cloud Connector BERIR TR A, NRITEVIEFHMT, NYFIHRASHBiRRAS T,
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& Home > Re e Locat > loud Connector »

Connector Data

Service Connection Status: Connector Connector

Version: Components:
Connected Current: 6,70 Current: 4.311

Target: 6.70 Target: 4.311

FER ARG R
Cloud Connector i+ 84| _ERERI G R 4EPHRE HE I EMEIR T a2 S8 Cloud Connector TAEHHARSS
Fiitf, BxAEE Cloud Connector #HPEAMEFHMER, EiAA @R Cloud Connector 48P < MA9E]RR,

&R Cloud Connector BRI, &R LB INIEI T &4 FFIATT RIS TR FEHIR

+ Cloud Connector BiTFEEHER Cloud Connector i#EiZiE L BEFEEE Citrix Cloud,
o IR AIEECE EH.

« FIEM Windows BRS4TF “BREsH K.

« B7£ Cloud Connector tEAR&BEIER-

A%t Cloud Connector Bk M T EHIRRIRRE, B2 Citrix ZEFAIRF.OHH CTX270718,

EREHEHRRA B, &AL Citrix Cloud Connector H& %% % Citrixo %8, &2 | Citrix Cloud
Connector BEWE,

%ﬁii/\ﬂ”*ﬂlﬁli.l E

February 16,2024

BR3IFAAREERE X T BT Citrix Cloud 25 Workspace iTi#E N SR MK,

SintRitE

Citrix Cloud Z#M B HRHIZFE BT Citrix Cloud BER. Workspace iTHE K E#HITH DI,
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BRI EIERSHINIE 1TIRE S5
Citrix SR MHER = &
Zsith Active Directory S =
Active Directory m<hg S =
Azure Active Directory = =
Citrix Gateway ES =
Google Cloud Identity = =
Okta S =
SAML 2.0 = (PR AD 4H) =

ZHAERT, Citrix Cloud A Citrix B4R MHEFREIEEM Citrix Cloud ik, Citrix B2 MHIER XY Citrix
Cloud B RA#ITEMIIE,

Citrix 5iREIERF

Citrix Cloud ®#EER Citrix HH1RME, ATESERB RN E#THHRIE, 1% Citrix Cloud =&,
Citrix 3R Hmmiric s Citrix Identity.

NREFEAEMSHREFHITEERSHIIE, Citrix BIE Citrix SHRUETELE N ZL2HENREER,
i SCEIIo

o MREMEBESHRMEBARATA, &M Citrix Cloud P RRWHE,

o ZEILLAE B 28 Citrix Cloud tKPSRATTREAEFEREMBMIRME (FI90 Azure AD) BRI FEIATTARAAY
121, B0, R Azure AD BIEEEMSMHRERE, HEEZFEEHABN Azure AD A Citrix Cloud Zia#y
EHEE, WeJ7EfER Citrix SHREBERERITHES.

BIFS: Citrix S{p1R 1

X$FFiA#RY Citrix Cloud #kF, Citrix SHRHEBRAGFIEBRE. NREAFFER Citrix SHREF, VT
MEBESMIER. FII0, EELEEBRIGEEURARARHNR N EE R EEHE,

B RS Citrix S11R147, BT HEMES Citrix Cloud BRR#TSHRIE,

TEMIBR Citrix SpRMEEEZ 51, HA1E Citrix Cloud FEES— M HHRED, MR EEEMERENIHIRME
&, Citrix Cloud RAFEMRIERILERE,

BE

WMRETHEFRFMES R ME, WHKMEKR Citrix ZFEEIUMEER Citrix Cloud #kF. I 2RTEERE/
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ZMIRR Citrix SHRERERE, FRITUTERE:

1. 7 Citrix Cloud &, %$#% Identity and Access Management (& {3F1iFRIER),
2. EEHIWIBETRE, %5 Citrix SRS,
3. BEEKESRE, AREFENRSHRERS.

Citrix Identity

@& Connected Laas
Admin Sign-in URL: https/ com
Manage administrators
Active Directory Delete identity provider

2 O O i Lol allael

4. HEGIRTHIARRET, %R “RIEMER TS HRHEE L EBER Citrix Cloud FiZSHRMHEMNEERIE",
5. BE ‘MRS MRHER,

Citrix BX& 5 0IEARS
Citrix Cloud E2#5#E M Citrix B¢& S5 0IEARSS 7 Workspace iTHERMESERIFIMNE. BXESZES, 18
SHUTXE:

« 3% FAS i&3£3| Citrix Cloud: /A Citrix X & 54 1IERS 7 Workspace BRESES
« Citrix Tech Zone:

- SERREN. KEFHRIERS
- BANEE KESMIIERS

i
0

i

i

ERERAESHFRIANE Citrix Cloud, HITEEERNFZE Citrix Cloud Connector.

Citrix B HEIREFERBF AN FEN EFER B TEHRIEN S %, EBREAUERE My Citrix EiBE S
Citrix Cloud,

ZRESHRIE

Citrix Cloud HEE R Workspace iTHREREZ EFHBIIES .

SFEEAKY, &R Citrix Cloud WEE#HITZESHIIE. BEEAFUEMA Citrix Cloud tkFBIsifE =2 H it
EEGRNBEREIMHRE. EXFAEE, FEAUTXE:

 REZESMRIE
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o ERENTE MFAGZE
o EREN MFA RE X

3FF Workspace iTiH%E, YEEGREE Active Directory plus £IEBHIRIEA AR, EERAZESHRIE. Active
Directory m<h#2 Citrix Workspace WEBLAZ D RIEIRF. BERRE, ITHEIMEREHTLEFNRIL. §
XEMER, BEBRUTXE:

« 2 Active Directory 1< &36iE
o SN EFHITNE B HIIE
o EIEMSE

A, EaLt Citrix Cloud BE &M Workspace iTiHE R Azure AD ZE 5% 1iE. BXBEFENEZEL,
iE&i% Microsoft Azure MFA B8535,

AN EER

KAIMMNZET, BRIR— M REER. (FAREER, ERUBAEMEERRRMEIER Citrix Cloud tkF, XL
MEERYURAE AR Citrix kP EIRHFERBEFEZRE—TIIKF. BEETURBERNNERRBHER
R BTIREXLENR, ERILERELSSHRPNEERABRT

BXAMEERMRBENANRNESER, F5H EEEERTANR.

EEEHED
NEEEENEEEERE, BLE SRMPEREB? 1 Citrix Cloud BRAE L. HABFHEIHER S
LERENKS /G, Citrix SRER%—HBTHeE, Hhas— AT EERDNEHE.

Citrix BREEHER A TEERD, UENGRIPKEBRNES, AEXLEENESEE, BSA BXH0,

F=3

AR

¥ customerservice@citrix.com FINEI A YA E F BT IR, LR Citrix Cloud BB FERFARS
N IE BRI R SRR S,

HFREES

EAETLTE “BEER” %Ik EM Citrix Cloud kP hisks BB R, BREERRE, tiTELEEE R Citrix Cloud,
NMREERECHRKANEER, WiZEBRRSREFFDRE—2. 2/a, 3¢ Citrix Cloud B9ipRE#IEL,
AR

o MIRMFAPRE—TEER, WEEHRZEER. Citrix Cloud EREIMEFKAZELE—NEER,
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+ Citrix Cloud Connector RiHZEIEEAMK A, Eit, BMEEHBERT 2% Cloud Connector WEIERA,
Cloud Connector {18e4k 48517

1TiRE
TRENSHEXEE Citrix Cloud REBIHFNRMIRS. & H#REMZRUERHIHRHH Active Directory
KPR FEMTEE DELRENERS SRNZIT A& HEZARS.

BIERAILE 97 SRR LTI AL 5 SRR LS4, MREITRIEARE S IMMNE, BESMMHED
REFH Citrix Cloud E#28. Citrix BiNZE D ERAMA Citrix Cloud iEER k4P E I AMEIRE, BXTE Active
Directory #1%& Cloud Connector WEZ{ER, #&5i# Active Directory 7 Cloud Connector BEE S %,

AR

o EAIENELIEERE %, FEIBTREERESENS 7.
o &1 Citrix Cloud Connector #a] UK EMFERRE A MR IFREE,

BEITREERER
AT LAERA B P 3% Active Directory 4AAARS FAHMNITRE. A Active Directory AREREER A ELA AR
siE@d Citrix Cloud #17&IE,

BEERMRSPREFT —MTREH—AITREN, XEITRERTEBRAZRS. BXMFERSPRFRTHER
HAMER, 1550 Citrix P am>amus_ERARS S o

FHRRMUE

FTHRUEREENEACHES Citrix Cloud ZEREEREN “‘BELER” NERUE, WTENETEEFMUE, 3B
R A%E Citrix Cloud Connector RN E, ZEESBEAREMAENSIENEE, BILERUBRANTERUE
AIiLER AR P REE R T Citrix Cloud,

BEXEZER, BEREREIEHRE,

BEER
« 3&id Citrix Training Web it £89 Citrix @GS HRIEENEEIRIE, THREXIHNINRHEENES
=2

« Citrix Tech Zone:

- FAfEIR: Workspace &4
- FAREIR: Workspace 8 2&F
- FARRER: #B5)SSO
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EEEEEX Citrix Cloud BiA R R

February 16,2024
EIEFEZEE Citrix Cloud izl aF#TEEN,. RIEATHEERH#ITHMNIRIENSMRERS, SR MAMER
REERAFNEER,

F Citrix Cloud BY, FIEERERAHUMERTHIEASHRIENE_MER, FNEERE, W10 UEREMER
EFEN—rEE0E NN ARER (B Citrix SSO) L ESMINIEFEMEIREHER I,

AN EER

Citrix Cloud U T HHRERXNEERHITHHINIUE:

o Citrix &{91255: Citrix Cloud FHZUASHIRES. KEFHRMMAEER.

o Azure AD: ZFEMEHET AAD BFMEER. AAD APNEBRMNEFEEXFRfAE, BXEAER, &
BREEEERYH,

« SAML 2.0: {Xx%#F5@:id AD AFMNEER, BXESELR, B8R & SAML EA &G REREEE Citrix
Cloud

lﬁh[ﬁﬁ' ﬁmi—:ﬁﬁﬁ U\—FIﬂE/)IL

EFERTWNEERH#TROMIENS DR,
2. RIESHREBOFRE, BEETEERIEFERRPIEIE,
3. EESHATERRAB—EHANR. BXFAEE, BSHREXTH EREEGNR .

BIEMAEER

AN AEERBERIFMIIMNER Citrix Cloud kP, FMEEHE, Citrix 2EMILXBIEB T, EER
DR BIE, ARTRER. SRIEFNEERAIWEEE, TUERIBERIIENER.

BIFEBFEHEM cloud@citrix. com &k, HPHATMMIFENZKF, ZBIEEELXZ BEEEZAEXAE
Mo ARIE, BIFHEFTH, MRZBEERFEASIHPHREE, Citrix Cloud BER—FKHEE, BTZEET
o
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Citrix Cloud

Citrix Cloud

Sorry, that link isn't valid.

The link you used is no longer valid or has expired.
Contact the administrator who has asked you to
Join to resend your invitation.

Citrix Cloud 22 RBIEBHRS, UWEESRAUEEEEART RS BIEHERT Citrix Cloud,

D Type+ . Email Status Access |dentity

Name Provider
l:] User Invite Sent Custom Citrix Cloud see
D User Expired Full Citrix Cloud aee
D User Active Full Citrix Cloud ese

EEGKF USRS 100 MEFKFXE, MREERFEEE 100 Z21MEFIKFE, WS 5ERRERIE
FEpfF st gl — PRI EESRKARERRAMER, &, EUUREEAMTBERTEEENT P IKF SR
B?O

BIFEE

pali

1

1. &R Citrix Cloud, ZAEMEEREZESMARIFIHEEE,
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Acme Worldwide
- W

omer I acme

1249

Motifications

Home

My Services W 1 O g 3

Library )
esource Locations Domains

Identity and Access Management Edit or Add New | Add New

View All

Network Locations
Resource Locations
Licensing

Workspace Configuration
Support Tickets
Notifications

System Log i
Application Delivery

P s

Content Collaboration

2. 7z ldentity and Access Management (5{R3IF1i5A1ERE) BE L, %% Administrators (BE5),

EHRIaRETIKF P EEINAEEER,

© |dentity and Access Management
Authentication Administrators APl Access Domains Recaovery
Add administrator/group
. . Identity
D Type+d Display Name Email Status Access .
Provider
User Ralph Thomas rthomas@example.com Active Full Citrix Cloud ses

. R RINEER /A,
. T BERFAEET, EREFAENSHIRME. tWREHE Azure AD, Citrix Cloud TSR RIBEE R,
. WNR¥EET Citrix Identity, FaNBFP BTN, REERE T—5,

. WR%EFET Azure Active Directory, EBABRMBFPNBIR, ARBET—%. FXiFEE AAD XK=
HF,

. EIRBEIFPSIRP, NEERREENANR, TEHERR BHABERTATERRS) R1FEHFE Citrix
Cloud ThEERITHRIARS . BRENIHIRMRIR foYFEHIEIEEMThRERARSS

. EREERER. ERREHTEMEN.

. RiEEE. Citrix Cloud amEIEEMNAR REBIE, HBEEERAFMEITIRP,
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BRRERIE

EEMAXRIE, BMEHERAMNNERSKEPERERLZBIFBEFH. ERMRXXBBFFIHIMEIFEARIR
FRETPR,

User josadming com  Invite Sent Full Citrix Cloud T‘
Copy Email Address
User ., Delete Administrator
Edit Access

Resend Invite Email

ERMHNERIEHEER X BIF

MRFEHBIRE FEFTSHE, S UREERLEHIEIBEEFERGF, BHRITUTIRE:

1. M Citrix Cloud FifiFAERER . EEEATNAL, E7RPHIEER, AEMNEKESEKEPERERIFEER,

2. E/F19%, BR Citrix Cloud TRMikR. ERLEERT, MREINERBBEEERATTESSERETEHE
RERERIEIB.

3. REBIBEERPRBREIFEER,

EREERBE

nREZHIA Citrix Cloud k', Citrix aRELE—HBFE4, HPEEZKFNAR ID EFEH.

ERTRIE, FREER. 2E, BITA—MHESEE0. NREELHE Citrix Cloud kP, JRB[EER—10HE,
TR HP R ERE, MREEEK,, Citrix Cloud SR TEEAREELE R,

ERHE, REAESREREIMSESHEIE, GXEMAAE, BFEHIKEZES MR

AINEEGA

EelLIER AD 4B (BT SAML B519583F) 3¢ Azure AD 42 (FBBF Azure AD B48iF) HAMBEER, EXIEFEMAEE,
BEEREEEERA,

#EMN Citrix Cloud 8935k

el e A aUE) Citrix Cloud RRARHAZUEER R SHINER Citrix Cloud tFBIEA R HEURUEER,
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Citrix Cloud

Please approve me
as an admin for Citrix Cloud

Email Address:
Customer Name:
Org ID:

| was able to request access because I'm associated with the
MyCitrix customer account

To approve me, please sign in to Citrix Cloud and add my email
address in the |dentity and Access Management = Administrators
page

For more information on how to do this, click here.

Thanks,

EHUEXEER, ERILBIERERGARRHASHABESR, MAXFRNEEMANEERERFTR, & BIERLES
KR F BB B /R RIARE] BB F BBtk

WEBIERE, ERIARMIRMARRSE “BR” EEESEE. ARG, ZARLA Citrix Cloud gIZERHERIIEN
Ko

BEXMAERMEBERNESES, BSHNRKPEEEERPSEENAY 6

BN R FE T R stk

EEIFE Citrix Cloud s EME SRS F b, ERFIANS S B HRIE (MFA) MBI T 505,
FEREHBTFUAILALE, Citrix Cloud REELE—HWESTFHAFEFRLIL. BIER, Citrix Cloud 2BL5EH,
UERMER. [HE, EEUERHNETHRELERE R,

1. MEEARRER, EERHTIAZER.
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Citrix Cloud

Administrator

o CCID: example

Example Corp.
Organization ID: 50986964

Account Settings

Change Customer

Administrator

administrator@example.com

My profile
Sign Out

English (US)

2. 71 “ERTFHERFMOUET 1, EF ELEBFEG
3. BMANBRFEAtIE, ARERE “REWIEBETFERE,
4. WNEFERMPR 6 (IEISIEE, ARERE “WIEHTM .

5. % B, BEXFHMVBFERMUT LIHIAEN.

HINEWENE, Citrix Cloud 2%EEH, NOWE, & UERMNBEFERAIIERE R,

EREERNR

FEBERAME Citrix Cloud kP, BRBEXESHEARPNAGHERRNR, RANBERT, AFEERADE
xtpiE Citrix Cloud P IHEERIET FARSS B ST2IARARIR. MR RHIXT EIRITH] & AR L KR ST EARSS B93A114X
R, MAILAEX BESHRR,

REEEZ2IHENER Citrix Cloud BEERABENEHMEIERE XAXE,
EFRUENSEGNR, BERITUTERE:
1. 3@ https://citrix.cloud.com&% Citrix Cloud,

2. 7z Citrix Cloud 387, @EESHMIARER, AREFEER.
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3. EREEEMNS MM Citrix Identity (2R3IN). Active Directory (31RfER SAML fEA B 1R HIZR)
g Azure AD (JNRBEE),

4. RABEENEERNA, PHERSIRE, AEERE FEIBRENR.

Select an identity provider
Add administrators from... v C Refresh
Typed Display Name Email Status Access Identity Provider
User> John Smith john.smith@example.com  Active Full Citrix Cloud
Copy Email Address
User> Active Full Citrix Cle Delete Administrator
Edit Access

5. BAFRBISERR, B%E BESMGHENR, Za¥FHRME Citrix Cloud Thag, 15i%E T2HEIIR,

6. BIREKIFIRSHR, BFBEELRETRN. Citrix Cloud STEERNN ERTENNIR, Fia0, MREFE
BA R, NEETraRes ‘[ BRR. BRENRAXDANE,

7. BEX Citrix Cloud BEizH|EHBEEMGHENR, BRFEM.
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A Edit access for X

Set access for -

(O Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as
adding or removing other administrators.

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can

manage.
@ Switching to custom access will remove management access to certain services.
Deselect All
Search for permissions Q
General All roles selected Y

Customer Dashboard (View Only)
Domains

Library

Licensing

Motifications

Resource Location

Secure Client

Support Tickets

System Log

SOOI GRS

Workspace Configuration

8. ENRERSEXBEXHRNR, BRFIZRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 159



Citrix Cloud

9.
10.

TSR, FRIEFTEEPHEUEEREEE,
ERRTFo

1 B R

EN

BABRIATF Citrix Cloud BEEHI G BEXARNR. EXFERSHBEEGHOINRHNESEE, BERZ
ARS3 B9 1o

ZRiEHER ((EEE): (UERT Citrix Service Provider (CSP), #F &P =5 ERAREIS R,
o BF3 HHIRAAIA R EE > SHEM-E RN IGRANR, B & A LUEE M IEEIR & T & Citrix Cloud
Connector M FH G HREEEIYPAIARSS 28 LKA Active Directory 5,

EE: B3 E IEEATENIA RN, RIBEERENIARINARS, AR Citrix DaaS 32 {TH 7 etk
FiF, M Endpoint Management /%11 Intune ST &N AiEF, HBEAFRIEEEREE Secure Private
Access W AR FAER.

A BRI R & TTE N SRS A S B E TR A A R R,

WHN: BFRT @A IEHI A TEAY I RR, B R A EEM XA Citrix Cloud @41,

BRMUE: BTN FROE 548 TEAHENRIR, BERTTLL A Citrix Workspace 8 S E SR HAMEHE TR
L BFAM FAS RS2, MiTiEa] B EIEZR EHM.

RERP: #FX SHRZIFAARIERE > APl i8] > K& B P iR EM-RHIFENRIR, BER A USIRMER
BEWZe2EFiu, ES Citrix Cloud APIRREMEM. WARFEIES SH3iRFIFLEERE > APl 56 > 7=
AT RAIAIENIR. RETEIARINRNETE G A 881 miE AhET R,

SEFEE BFIHRZERETE S XTI TARES R IRTRHENR, EEXR N RPN ERT—
MISBEERAED RS NP, BXESER, BERAEAEZRN,

R4EE: BFHNRARSEHENENNR, EERATU EERAREEM HESHSHE CSV X4,
Workspace fi2&: %%t Workspace ECE T4 & TTEM AR, BEEUERSHRIES A BEX
Workspace 5MRF{TH. ERAMZRARSUKEBEERRE. BXEZEE, 15217 Citrix Workspace =&
Xi%,

Workspace OAuth ZFix (FikhR) : BFXEHMIBRAEE > APl IR E > Workspace APl 3£+
BimEA R, BERAUSIEMEEE M OAuth EFi%, MUES Citrix Workspace & API #17%X B,
OAuth ZEFim{X AT Workspace AP|, B3E6IZBhd N E A% P iRRIIER,

3

AR

EIEE 5 E Workspace OAuth TR HEEX G, SAGEXMNIFRNRATEFEFEEREBTE
Workspace F& L RERAFHAR (VDA RNAER). EREIENE, B2 hNRNEEREE
ohx5%ERETHE Workspace OAuth E P iHiRAVEIE 5 HYIA AR,

EERENEE MFA 5%

EFERZESMIIE (MFA) B Citrix Cloud, ZERIUERASHIRIEERNARERRE, B UERENBFHA L, 4
TABMNAIEN MFA B EEMEREIE M MFA 757%.
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/how-to-get-help-and-support.html#technical-support
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/system-log.html
https://docs.citrix.com/zh-cn/citrix-workspace

Citrix Cloud

RiEpgEERN MFA

NREEKRT BIEMBIRE. BEF Citrix Cloud LERAEMIGEREE FHIIERNAER, WETLTE Citrix Cloud
MFA fRE#mEM-

&

o EXIEERBIBRY RIS EMH LTINS MR AEFZH.

s MREEFERSFWIMERNS HIRIEENAEFEF M, BEEFIMZE NS HIIERNAER
sk Citrix Cloud %8, EREFEME, WEXEPERHRERABRER. MRERESHEMZ
ARz EMERILEEE, NWEHRiEENARFRERMA Citrix Cloud %8, RB3RE, XAHEIEER
Citrix Cloud B:&mRGEA

o MREBBFEAIMCEENM, BLEIHRIERNARER, BMNEENNARE FEHRE—. ATHK
RETNELRE, Citrix BIEENEMEE Z i RESHRIERNAER.

1. &R Citrix Cloud H#@N\ B/ HEIELEN FAIER R,

(N

t

Enter the verification code Provided by your
authenticator app.

Don't have your authenticator app?

MRERBSHRIERNABERT, FRE RESHRIERNAER? HER—TMESEREHEER, RIBE
BEHMERZ%, BANEREINREARIRERNEMRE, ARERE .

2. MRERSIEFFARNEER, BEREATFER,

3. NELAXRER, EEHHIAZRR,
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10

Administrator
CCID: example

Example Corp.
Organization ID: 50986964

Account Settings

Change Customer

Administrator

administrator@example.com

My profile
Sign Out

English (US)

£ BMRIESNARERFTR, EF M E.

@ Authenticator app Recommended
Add new device

An authenticator app 1s set up on your device,

HRAGRTEWAEOREN, &F 2, BERHENRE"

BN D IIESE N BREFFRIIEERIEEN S, NREKBSNNIERENEER, HEE FAMER
& EREERNMER ERBIEENS 0. RIBEERNMESE, BACKRIINIIEERIMERHRERNE
FARED. ERINIEH AL,

NREEANZ R IMIGENRABFHIRIERLAER, BENSHIIERNBREFHREFIRA Citrix Cloud

%B.

MREEEEMIIRE, BRESHBUIERNHAER, BMRENNAERE FH—.
EEMRIESNAREFTR, £AREAME QR ABESHFIHMANER,
MENSHIEIERNREFFHA 6 MY, AREE LI,

Bimig&E, Citrix BRUENERE “BRHMAZR TEPNEIES AR &,
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B MFA 5%

MREEREMIIERNBERFEM T MFA HBUREERENEFE ML, BER, BERSNRIEAEZZMFE
AR EEM. MREBENRERSHIIERNARFHIT MFA, NEESIIMENIRE.

1. M Citrix Cloud #£#I8MEA LAREH, EERNDIAREL
2. £ ZESMHIE (MFA) T, EEERIINSHIRIES .
3. WMRTHREEFHEH MFA:

a) ¥iE “B, BRABTHMH UHBIAEEER MFA 5%,
b) WASHIRIEEMNBREFRNEIEBRERME S EHIAENE 5,
C) EEWIEHBETTRHEN,

4. MRYIRE| B HIEIERNBEF:

a) HIRREY, A Citrix Cloud RIXTERIBFHEAHULAIINIERS, REEIFWIEHSE, RNE, EAM
EERINENE B

b) ERSHRIIRMARER, FRARENEGLEHE QR ABIBMAFERFER.

C) £ “WIEENSHIIEBNARESR" T, BASHEIERTARFPH 6 (LD,

d) gE “WIFE” LUSERISE M.

BIEEHN MFA RE 7574
BERTR.

AHERER Citrix Cloud kP RIFR S, BERERNESEENIIES ERERN. NRETEHRSHEIE
B3NV FAEREL MFA BB FaRfFithit, MK AR IRE MK IH R RAYME—T5 7%
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Recovery methods

If you can't sign in using your account password and authenticator app, you can use the methods below to help us venfy your identity

and recover access to your account

Recovery email
Add an alternate email address where you can receive a Add recovery email

recovery code,

Backup codes

Replace backup codes
10 one-time use codes were generated. 0 code(s) used

Recovery phone
Phone number will be contacted in case we Change recovery phone

need to verify vour identity.

ANINEL B R R4 BN ERRE

1. MNELARRER, EEROPAEH,

2. MREHERANNGEEN B FE AL, BEMETZTHME B FEMEF, EFRIMEEEFER. WREERM
ARBNEE FRR AL, B B R AEBNARRE,

3. HIRTE, BMASHIIESRNAREFPIIIEBEAEE S B F Btk 958,

4, WMANCEFRANTBEFERENL, RERE LIXOIEBFERME, B FEHtitum5EATF Citrix Cloud ik
PRy FiER At RE, Citrix Cloud RN B FHB A ik & X —E903E B F 8R4

5. WARIERFEHFRINE, RAEEE “WIERHTEN .

ERGHTRIE AR

& mT LAREEY £ B — BRI & RS, ER&EMAIEE, Citrix Cloud RIEREHE “BMMAZK TTEPERNSHE,
ERFNERAEE, U ENEHEERENMT,

1. MEEARRES, EERHODAZRR,

MREZARBERI &N, BFERES EFTHNEMAEPERERTNEDE. MREZHERTER
A5, EHEFE “BiRERANE".

HESGRTCEREANNEN, &7 ‘2, BRENTE",

BN\ 5 1 30 IE 2R N A A2 R RV IERD B & 1K B IS Y FE F R - bk BOIIERD SRISIE BRI B 17

EEWIEH 4L, Citrix Cloud £RH2R—EHRNEHHE,

PR TR BRAR THAXEX . ARG, &R “REFEROERNN

N

o g~ W
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7. ERE “REFEROERNE" UTERBIREHE AR,

BRERHEEBIES

1. MNELARRER, EFERODAZR.

2. 7 “MEFE TH “MERIE B, &R “BEomBEIE,

3. WASHIIESRN FAEF PRI SR X SR B FER AUt AYISIERD, R0 IEH S,
4. WANEERERIEIESE. AR, EMRANRIESEHTHIA

5. &F “REGABIESE,

RF7E Citrix Endpoint Management (CEM) BERIZESEEGZIEH BT CEM B L B 5, 7EEE
MEERMNR. 5FrA Citrix Cloud BERA—#, INERT, CEM BEEGZEERSIHANRE.

EEEERA

February 16,2024

&E] LUE R Active Directory. Azure Active Directory (AD) 5 Google Cloud Identity AR ER G HRMNE
Citrix Cloud tkf, A5, EoILERATAESERNRS AR

AD &M

Citrix Cloud z#%i@d SAML 2.0 i#17 AD A8 %%, 735 AD BB RAMM R Rzl Citrix Cloud Z &1, &F
EfgE Citrix Cloud 71 SAML 2@z BINEE. BXESELR, B8R & SAML (Eh B HiR#iEFEES Citrix
Cloud,

MR E7E Citrix Cloud -1EH SAML i&E3Z, NMERM AD BERA a1, HHIE SAML REEFEHEZE Citrix
Cloud, WMRAREHEE SAML, 70 AD BIERATRESLK. BXELEL, F8H FHIE SAML EE#TERE
RS HIIE,

Azure AD %

i/ Azure AD A8 IR ERIARAH Azure AD [ FFEF 7 864§ Azure AD 13| Citrix Cloud, Citrix Cloud
EEERERE Azure AD BB T Ik BIERF. WRETE 2019 £ 5 B 2 1% Azure AD %33l Citrix Cloud, M
Citrix Cloud a8 R EERRFMNAEFS Azure AD #1TiEE, MNREMKP RERRFVKAER, Citrix
Cloud ¥FE£2RER Azure AD 4,

7£ Citrix Cloud &{Ef Azure AD Az &1, BEHRITUTES:
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Citrix Cloud

1. BIEEERNERMN Azure AD BN AER. NMREREASHNVEARE, Citrix Cloud #ET—%E
o

2. MRUAEHLARERE, BFEN Azure AD EfiE# 3 Citrix Cloud, @3 E#iE#ES Azure AD, FTLUH
Citrix Cloud #F R HAEFR R IENR, H 2 Citrix Cloud KREEFNEZEDEN Azure AD, EEFME
EHE, BETXENRMNTIRELES, % Citrix Cloud i RkMWNENELZELR, BHSRERT Citrix
Cloud #9 Azure Active Directory R,

BERTR

BREMILES, BHARE Azure AD FRN2BERR. s, EHIER Citrix SHREF THTELIAE
EERMFER Citrix Cloud, NREA Azure AD FIEER, EMEEERN. IREESETASER
7EfEA Citrix SHRMER, WeJ UGRERIN— N EERRIITILES, AEEBEBIRR.

IEE S Azure AD HEE

1. 1A Citrix SHiREE THRLIFRBIERKFZ R Citrix Cloud,
2. M Citrix Cloud &, #%iF SHi08IF5RNERE, AEER BHEITE.

3. #32I| Azure Active Directory. #2 Citrix Cloud %7 AE Azure AD EZ BN EBRER, NaBT—%
SChIIN

Azure Active Directory:
Admin Sign-in URL: https://citrix.cloud.com/go/

(@ To add Azure AD groups to your library offerings, improve logon performance, and
realize other benefits, you must grant Citrix Cloud additional permissions through
the Global Admin role in Azure AD. To do this, you must be a Global Admin in
Azure AD. To grant these permissions, reconnect to Azure AD.

@ Connected

90 Citrix Cloud EEERRMMWEARER, WFsEREBH.

EiE#ES Azure AD

1. 7£ Citrix Cloud #ZHI&HH Azure AD BHIF, P Sk ik, IR ERATERE Azure RURHITIR,
2. BENR, ABEERF ER

Google Cloud Identity

Citrix Cloud %Z#Fi@2 Google Cloud Identity IIEEERH, EFEERARME Citrix Cloud 251, HREE
Citrix Cloud #1 Google Cloud Identity ZjElfE#E, EXEZELR, ESAR Google Cloud Identity £ 5%
R ERER Citrix Cloud,
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Citrix Cloud

XFFHARSS

LUF RS ST E R R AR B E XA R R :

« Citrix Analytics

+ NetScaler z#l&

« Citrix DaaS

« Workspace Environment Management fR$
o ANHERBRILE

SFFBIIR

1 REe7 Citrix Cloud FAMXZFARSHFLINRED BB E XAIRIRIR, AZIFFTL AR,

s3F Citrix Cloud F&IH8E, ZHEFLUTEEXIARNR:
o 35
o ¥
. BRME
o ZRRE
o RHAE
« Workspace B2 &
BXXLENBRNELER, BHSREH SR,
B RATAOHMEAEMIRS, MIREEEMITENARINZ RS,

BEERNEERARGINRENRBEEIEHBRERETZER.

88 Citrix. AD. Azure AD 71 Google Cloud 53 EIE R HIFERNNE

HEEEF Citrix Cloud B, MNREERZEEEE Citrix F1 (Citrix Cloud FHEIAB B IRER) MiET AD.
Azure AD =t Google Cloud Identity B2 R HEFAENZ 1, WRBERLENRAATA, ATHHRIRERR T X
LS HHNEMAS T BEINR,

_BRAPEH _BREIMAKPEFEERMN AD. Azure AD 5 Google Cloud Identity %R, _ BEFANSH _
BIEENERGETH AD. Azure AD g Google Cloud Identity #R.
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Citrix Cloud

Citrix &1

X

AP AD 8 Azure
AD #xiR

X

HETFHMAD 5
Azure AD #5iR

BETRAF AR
Google Cloud
Identity

SHEIEEA BRI
PR

RRIhfER Citrix &
. AD B
Azure AD E{pi#1T
BhkitE, B8R
HERNFHHER
R

BT EHEERI—
MRITHIRIE, ATF
BREURFEERE
&/ Citrix BiF2
Azure AD B{pi#1T
SR 3IE,

S FHBERA—
MK, AT
BIREURFEERE
fE A Citrix B3iE2
&/ Google Cloud
B #TE IR,
5/ AD =% Azure
AD @ Citrix Cloud
BHITE MR, &
BERAERITEHHN
RIANR,

S EHBERA—
MRITHERIE, AT
BIRBURTFEERE
&7 Citrix BT 2
&/ Google Cloud
B #ITE M,
ST FHEERI—
MRITHYRIE, AT
MRBUAFEIEAR
fE/8 Citrix B2
£/ Google Cloud
B#ITE R I,
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Citrix &1

X

BEERNERER

AP AD 8 Azure
AD #xiR

X

HETFHMAD 5
Azure AD #5iR

X

BETRAF AR
Google Cloud
Identity

SHEIEEA BRI
PR

fEREH Citrix S
TEMKIER, &2
RiAE Citrix Z4#
#/HP Azure AD B
PRI, A
Azure AD #1751
WY, EERRE
FIE=1TBHHIERER
R

BRARmME Citrix Cloud #EXRSWIRE, AFHNEERRIFE Citrix Cloud ERTE LEEFE “FAKNARE
BER, AEBWMAKFHER URL (Fl0 https:
5HRMAMANEEBRTRE, APNEBRTRWAREIE, B F2lEE@EZMA Citrix Cloud EEREBIER

BB FHR

BRE, EERIMRSHENLTIER BIF LUSRRSHEERER S,

) BIRIE R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

169



Citrix Cloud

= cinx

30

Open Tickets

My Services (1)

% fij 325

DaasS

Deliver virtual apps and desktops on any

Learn more

RIERAR RWIR TR EERE T LUER Citrix Cloud P #9% R URL 418l Citrix Cloud #F,

B AP IR FARH AR R E R A R LR FEMITZ A PR Citrix Cloud kP, MREERRZ

Cloud tkFEIRE R, MRTATERTHIH TS IRIEEME F kBN EsHiEiE— Citrix Cloud .

PR

IR B FMARSS ThaE

BERAMATRAIERALT Citrix Cloud FETHEERN B E XA RIAR:

. EHIE
o B
s BB
BXURANBRNESER, BERAXPIZENR,
&#F Citrix Cloud F&1h8ERI Citrix DaaS IheE (FIINIRRIBERF2E) M.

%4 Citrix
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Z AN NV BIEF AR

Citrix BV NMEREFRERARET 20 4, XLABHRME Citrix Cloud . MREHERZS, NAIEESBLARE
M BERRAR

AN B IR RN

NRBETHNEER 2L AD 8¢ Azure AD S NME, MEMRIRIERTRERKN, RAANKERK, HILLLEH
MERER Citrix Cloud 5 AD 1 Azure AD BYEERRFERS]. HEBARRERE, Citrix Cloud 2ZHERLERR
A, R Citrix Cloud EEMINEAESR, WEFORAEAE, HESHEIEBRK,

Lhiel A AT B R mi@id AD sk Azure AD 1A Citrix Workspace #{TSHIIENAF . MRAFRBTFEMNE, NSHRE
IERTRER R, EANARIMER K,

BRI, FEEEERNAFKS, FRIEMIIESRNETFATARTNABMUENSE,

HFHENAGMERENES, RNAXK

ANREZ M AG/FRENMARN, SJREHIER, BRTERIZE, HRLERNERZIEAZANAE/E
FREXHET A, BERRLER, BERIRSNMEZERSBE/EREN, RAEREERDRIIXEH,

@ Citrix Cloud FiINEERA

1. 7£ Citrix Cloud &8, EZESHMIFREE, AEEEEER,

2. % AMEER[A.

3. # BERFAGEDR, EREEANSMHRMER. WREET Azure AD, EFRIEZFEERIEM Azure, EF
T—%,

MRFE, BEBREERNE.

BRERMNA, AREEFZHE,

£ IRBIFANRT, ERENRALANAR, BREVER— A,

TG, EE RE

N o ok

EREERARNRSIR

1. 7 Citrix Cloud &g, #EESHMHRER, ARSEFEER,
2. REEEENEERA, AENERSKERERE FHEHRNR.

Group HelpdeskAdmins N/A Active Custom Azure Active Directory

Group Test Group N/A Active Custom Azure Active Directory
Delete Group
Edit Access
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Citrix Cloud

3. REFEEFHBRFR—THZ M ACNERENZANEEIRC.
4. A, EF “RE

fRIBREIR 5 4H

1. 7 Citrix Cloud &, EESHMBRERE, AREFREER,

2. REBEERNEERA, AENERSKEFERE BIFRAE,

Group HelpdeskAdmins N/A Active Custom Azure Active Directory

Group Test Group N/A Active Custom Azure Active Directory

Delete Group

Edit Access

B B R —FHEINES.

A Areyou sure you want todelete  Group?

Administrators in this group that sign in through AAD will no longer have access to Citrix
Cloud. If these administrators have Citrix Identity accounts, they can still sign in to Citrix
Cloud.

. | understand deleting this group will prevent administrators in this group from
accessing Citrix Cloud.

3. &R BREABMPRLLEGPE L Z AR EE R AR Citrix Cloud. MHIAEERIRTIMIRZENER,
4. EEMFR.

1£% Citrix Cloud 1~ 2 jal]i
AE:
AENBNEMN Azure AD EIERAMEN SR,

BIAMBERT, Azure AD BB RAMM RTATEMITTTAREEA Citrix Cloud #KF Z B, SFXLEEERR, T
BFRe “EREF SR 257 Citrix Cloud AR ZEH,
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Citrix Cloud

John Smith

CCID: examplecorp

Example Corp.
Organization |1D: 502586964

Account Settings

John Smith

johns@example.com

My profile

Sign Out

English (US)

B R AR RIETH 2 Azure AD Ak BEHAD Citrix Cloud P Z a1k, SAXBREEHEAHITERIIKS

XBx Citrix Cloud #KP3$ R—fr0BS 5 E. EXRBAIKF 2 /1, EHEW Citrix Cloud tkF g REARE ik
FEIKF (“FPy”), UREBERFENSFTIHMLEKS (“O%7),

EXEKP 280, BREEHEUTER:
« &1£ Citrix Cloud B =2IHENER,

o fZaELLifiE Windows PowerShell &mif4<3715 (ISE).
o EIMBE XM Citrix Cloud tkP#ZEF ID, EF ID BRESMKPNEREEHAA LA,
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Citrix Cloud

cifrix

i 17 12 @5
Library Offerings Resource Locations Domains

( ViewLibrary ) ( Editor Add New ) Add New

o B EERP O XBR Citrix Cloud kP89 Citrix CWSAuth RiZ&<H, ERRIFIZE S, ER
BB CTX330675 M5t BR#1TIR1E, EXEBX Citrix Cloud kP By, ZREERELES,

*E£ Citrix Cloud ¢/

1. $TF PowerShell ISE 3G LA FHIAHENEE T EER S

Sheaders = @{
}

$headers.Add ("Accept","application/json'")
$headers.Add("Content-Type","application/json")
$headers.Add("Authorization","CWSAuth bearer=XXXXXXX'")

$uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links"

$resp = Invoke-RestMethod -Method Get -Uri Suri -Headers S$Sheaders
$allLinks = S$resp.linkedCustomers + @("SpokeCustomerID")

$body = @{
"customers"=$allLinks ?}

$bodyjson = $body | ConvertTo-Json

$resp = Invoke-WebRequest -Method Post -Uri $uri -Headers $headers
-Body S$bodyjson -ContentType 'application/json'

Write-Host "Citrix Cloud Status Code: S$(Sresp.RawContent)"

<!--NeedCopy-->

2. BE 4179, ¥ CWSAuth bearer=XXXXXXX &#R&Er CWSAuth & (510 CWSAuth bearer
=AbCdef123Ghik:), HER—PEMTIERZHANKEHT,

3. £% 6 17, HubCustomerID &t} Hub tkP %~ ID,
4. 1% 917, SpokeCustomerID BifthnZkFPRIZF ID,
5. BITHIZA

6. EESRE 3-5, FHMIKP XN DK,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 174


https://support.citrix.com/article/CTX330675

Citrix Cloud

BUH X E£ Citrix Cloud kP

1. #T7 PowerShell ISE. @58 PowerShell ISE B&Z4TF, &5 TIEE R,
2. BLUTHIZAREIEE TIEERS:

Sheaders = @{
}

$headers.Add ("Accept","application/json")
$headers.Add ("Content-Type","application/json")
$headers.Add("Authorization","CWSAuth bearer=XXXXXXX'")

$uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links/
SpokeCustomerID"

$resp = Invoke-WebRequest -Method Delete -Uri S$uri -Headers
$headers

Write-Host "Response: $(S$resp.RawContent)"

<!--NeedCopy—-->

3. EE 4179, B CWSAuth bearer=xxxxxxx1 ZiAEsy CWSAuth & (a0 CWSAuth bearer
=AbCdef123Ghik:), HER—PEMTIERRAMKERT,

4. 7£% 617, HubCustomerID #ithy Hub kP #IZF~ ID,
5. #% 617, SpokeCustomerID HiftAn kP MER ID,
6. TITHIZ,

7. EETRE 4-6 LURFRE MK BIXEX,

7z Citrix Cloud F A tthr=

October 5, 2023

R GEE Citrix Cloud ERRIBBCERMEM AN Citrix P&, X1 8 (IR AR EREF ARENBPHIEIT M
WEBIEHI A ER, BEFIATENSR, YrignZime, =RaM Citrix Cloud IERRBEHERZAE, A
&, EEIERIHMMIEA, HEE Citrix Cloud RFFHHNIZABE,

AME, EREMITE (BHMIAFRERE > APl AR > =) $EREM~RRENRS 2.
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Citrix Cloud

« |dentity and Access Management

APl Access | Domains  Recovery
|

Secure Clients Product Registrations

Authentication Administrators

Registration Date

Mame Product Type
CITRIX-FOIB08C License Server May 10, 2019 3:36:06 PM UTC ses
CITRIX-B8TGLGBEF Licenze Server May 10, 2019 3:02:25 PM UTC L]

fEmr 7z Citrix Cloud JEME A= R E4E:

o EATERSH Citrix EIEREE
o Citrix BE 5 B IIERS

« Citrix FrIEARSS 28
« Citrix Virtual Apps and Desktops, @ Citrix Analytics for Performance St s py

AR
A=XNAB TR Citrix Cloud A= RM P B, EXFRIFEER, BSRIZ~ R,

D=2 Tt
1. 7 Citrix Cloud &, #%$% Identity and Access Management (5{iRZIFNiFRIERE),
2. %$F APl ifE] > =@M, AEERE EH.
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Citrix Cloud

« |dentity and Access Management

|
Secure Clients Product Registrations

Authentication  Administrators APl Access  Domains  Recovery

MName Product Type Registration Date
CITRIX-FQIB0&CT License Server May 10, 2019 3:36:06 PM UTC Ll
CITRIX-BTGLGBBF License Server May 10, 2019 3:02:25 PM UTC L]

3. A Citrix =mp9 8 MFRNF TN, RERE U5,
4. BRIMFRER, ARBHEM.

WBBRF mE AR

INRMIFFE B IRETEEM Citrix ~RBRSE, “TmEf TENEERXLERSR. ERUTSEM Citrix
Cloud HiipsARSS 88, MRFE, ERIUEEEEMZ~ R, WEE ‘FREM NELERRSS.

1 & “FRERT TE, REIERRNERS .
2. BEERSIKT, ARERE BRI,

Name Product Type
CITRIX-FOIB08CT License Server
CITRIX-8TGLGEBF License Server

3. BRI, EEBRR

¥ Active Directory i%#%| Citrix Cloud

October 5, 2023

Registration Date

May 10, 2019 3:36:06 PM UTC

May 10, 2019

[e=]

Remove registration
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Citrix Cloud

Citrix Cloud &R 4t Active Directory (AD) 3¢ TEXITHEMITHMBIIE. thoh, FLETIEXSHIIES S
FE7E AD M Citrix Cloud Z@2irE#. BXESER, BFER EERENSHRIES o

Citrix Cloud FX#FERASHIERE N SMRIERER, HiTiA#E @i Active Directory H#RHE T X, Workspace
1T & T AGE B 1R 2T BYiE 9 — R %50 AEmIR AiER (190 Citrix SSO) < hE,

BXfEA Active Directory II$hEXN TEEENTRE#TEMRIENEZER, ESH Active Directory <k,
R

@i Citrix SRS HRIEENHEIRE, FHTRIIZFINS G =RMHER. ‘I Citrix SHFIHREE" HR
EIE— BRI, XLEMTE S| SETREIL S KR MEERES Citrix Cloud LKA Citrix Workspace /2
RS IRIEREE,

i%#% Active Directory

& Active Directory i%#%%| Citrix Cloud EEEIHPREERES. EaTLUEEMEA Cloud Connector ZiEE2814
#&1ER Active Directory i3, EATBNIREEREFERERZSREE, BHRRAUTXE:

+ Active Directory & Cloud Connector FZBE S %
« Active Directory HiE#ZeR IR &MNEEL R

B JE %2518 &% 1% Active Directory
SO LU FEZSIS SRR EEZIARES Citrix Virtual Apps and Desktops &R, Fla0, 3FFLEAKR
FATFAF&13IEM Citrix Secure Private Access ZF sk Citrix Virtual Apps and Desktops &F,

BEXFMER, B5E HiEESRIRER Active Directory

ig Cloud Connector %3 Active Directory

Z=/DEEF Cloud Connector 7 geMafR 5 Citrix Cloud WS AT AMIEE, BXEFAEE, BEEUTXE:

o Cloud Connector #Ri%#15: BXRKERMEIPEEIN.
« Cloud Connector 2. BxEREFREHHSITHRERA,

¥ Active Directory i%#%| Citrix Cloud # R TFES:

1. EEmMig %4 Cloud Connector, Citrix B2i%2&E® 4 Cloud Connector IS M ST A%,
2. WMIREA, BRNAFIEEEASHE, ITRE—RAEEH—51&%.

HE:

MR EREELE Cloud Connector LA T Citrix DaaS, MAlpEEEREVE ML BRBREH AD iHEHE
Cloud Connector M FEIRS. E Citrix Cloud FIRIEER AD HEE L FEhHR S HRFRITE
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https://docs.citrix.com/zh-cn/citrix-workspace/secure.html#choose-or-change-authentication-methods
https://tools.ietf.org/html/rfc6238
https://docs.citrix.com/zh-cn/citrix-workspace/secure.html#active-directory-ad-plus-token
https://training.citrix.com/elearning/coursequests/15/quest/210?utm_campaign=GS-0321-TG-SalesInquiry-CloudLearningSeries&utm_medium=Display-In-App-In-Product&utm_source=Citrix-Docs&utm_content=Introduction+to+Citrix+Identity+and+Authentication&ctm_programid=GS-0321-TG-SalesInquiry-CloudLearningSeries
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#deployment-scenarios-for-cloud-connectors-in-active-directory
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance/active-directory.html#deployment-scenarios-for-using-connector-appliance-with-active-directory
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/connector-appliance/active-directory.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html

Citrix Cloud

MBERZEIRF#17. BX Citrix DaaS BEEFBNELES, 155 Citrix DaaS = mX##r7E Citrix

Cloud HrifRn#ERA B sHCE R ERYE,

¥ Active Directory i%#%% Citrix Cloud

1. 7 Citrix Cloud &, #%$% Identity and Access Management (B{43iR3IFIFRIER),

2. 7£ Active Directory iy “SHIIE" EIFH, PHEERSREHIEE EF

< |dentity and Access Management

Citrix Identity
Admin Sign-in URL: https://citrix.cloud.com

Azure Active Directory

Active Directory

Active Directory + Token

Authentication  Administrators APl Access  Domains  Recovery

®

Mot Connected

Mot Connected

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

[ ]

-s

s

-

-

Connect

o Mot Connected

..

-

3. BF “Z% Cloud Connector” LI TZ%; Cloud Connector 4,
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https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location.html#add-a-resource-type-or-activate-an-unused-domain-in-citrix-cloud
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/resource-location.html#add-a-resource-type-or-activate-an-unused-domain-in-citrix-cloud

Citrix Cloud

« Connect to Active Directory

Connect to Active Directory by downloading and installing the Citrix Cloud Connector.
The cloud connector allows Citrix Cloud to talk to your domains and connect to your Active
Directory. Learn more

Deploy 2 machines for high availability

Deploy at least two supported Windows Server
machines in the Active Directory forest containing
your Virtual Apps and Desktops site.

Install Cloud Connector

Download and install the Cloud Connectors on each
machine. We recommend installing the connector on
2 machines to prevent service outages.

Detect connectors
When the installation is complete, click the Detect

button.

Install Conneclor ‘ | Detect

4. 125 Cloud Connector RERFHIZBRERSHITIRM .

5. 7 “¥%3#%% Active Directory” TiE™, #& “Will”. ®IEE, Citrix Cloud BER—FZHEE, RAZH
Active Directory Bi&E#.

6. #BF “REIFMHEIE. Active Directory £87%E “SMWIE" EHF LKA “BR"

2 Active Directory 1< 54 1803E

fERERE28EE Cloud Connector ¥ Active Directory i&##3 Citrix Cloud.

7£ Citrix Cloud B AR ER 250 S 4 I8IE % £ L, % A ctive Directory £BESEFcH BER.
BET—H, KU “BESHE W@, BWNEATIERE “BMEE7 %,

BE “REHTR USREE. 7 SHIIEEMEL, Active Directory + 4% £B#ITICH BB
AIEXBASHESHINIE:

ok Wb

a) 1 Citrix Cloud F&rh, %% Workspace F2&,
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Citrix Cloud

X

Home

My Services W

Library

Identity and Access Management

Metwork Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Motifications

System Log

b) 7 “B@MWIE EWEH, %EE “Active Directory + 242",

EF Active Directory plus ¢ 5% 38EE, Workspace iTiET LGEMEIREHERSHIRITSNBREFERS
o ITIRE—RRBEEM—BIRE. BXEMAFIEENNE, B2R WESHRIE (FHE) .

BXENEMTAERSOEDR, BFEH EELE.

EZER

Citrix Tech Zone:

o BAEE: SHIIE-TOTP
o BANEER: SIiE-H#x

¥% Azure Active Directory i%i%Z| Citrix Cloud

October 5, 2023
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https://docs.citrix.com/zh-cn/citrix-workspace/experience.html#two-factor-authentication-optional
https://docs.citrix.com/zh-cn/citrix-workspace/secure.html#re-enroll-a-device
https://docs.citrix.com/zh-cn/tech-zone/learn/tech-insights/authentication-totp.html
https://docs.citrix.com/zh-cn/tech-zone/learn/tech-insights/authentication-push.html

Citrix Cloud

Citrix Cloud %#5f#F Azure Active Directory (AD) 3¢ Citrix Cloud BB R M TEXITIHE#HITRHIIE.

7£ Citrix Cloud #{Em Azure AD B, ATLURITILT#R(E:

« FHBEK Active Directory, LUERETBITHIERZMZDERE, UNRERENEMBAKS,
« BEESRZSHRIEURSRESRS, BIEHRRESEREEN M,

o EABTSHNERIE, NMEEHNAFPMRECETERNUEER,

o ERTEENSHRMHIEFNES, EhEE ADFS. Okta # Ping,

Azure AD [ FBIZFFIR

Citrix Cloud 2&—1 Azure AD B2, ZNAER iF Citrix Cloud TEE RE&M Azure AD £iEEIA] 5
Azure AD #1TiEE, BN BEREFHE LK, Citrix 2% 7 oiEa A M ThREMARAY .

WNREHF S Citrix Cloud HIE Azure AD &%, #ERBERSHEMNNARERF, NEEE Citrix Cloud PEH
ZHy Azure AD =i, BXIFAER, BERAXDH EEMNAREFIEREEE Azure AD . MNREEEFEHRN
BiERr, NIAEERHRRERET.

A% Citrix Cloud BFiE#EEr Azure AD #9 Azure AD M BRREHNNEMEZE R, 528 EATF Citrix Cloud
#9 Azure Active Directory B,

m:
‘B Citrix BMMBMIGEENEBEIRE, FATRSIENG G BMHE, ‘0L Citrix MR EE" Ek

BE—LEEMR, XL SETRB IS MR AtEEREET Citrix Cloud U Citrix Workspace /5
REHEIEREIE,

ERAZ Citrix Cloud P #H 1T B4 583F

XN BIARIER SR EER Azure AD iEE2)$ 1 Citrix Cloud kP, 1R&EE % Citrix Cloud #kf, M=
USSP EZSIR— Azure AD 7, IEHITIUUTES:

1. ERE&M Citrix Cloud 1k, AREMEFIERBHIEFERZHER Do

2. MR BEE—MEEED Azure AD WEF, BREBAXHHFESBEESER AD fl Azure AD. ¥%E
PiE#ER Citrix Cloud URRINEER R,

3. EEEHEMER,, E%E Citrix Cloud £HaE LANARESR, EXERER, AEEREEENT—IE
P 1D,

4. %A Citrix Cloud i###2I Azure AD HhFR, $$& A iERERIEH Azure AD,

5 WEMNEF IDEESE 34,

#& 1589 Active Directory #1 Azure AD

BEBHEUTER, LUEREBER Azure AD:
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://training.citrix.com/elearning/coursequests/15/quest/210?utm_campaign=GS-0321-TG-SalesInquiry-CloudLearningSeries&utm_medium=Display-In-App-In-Product&utm_source=Citrix-Docs&utm_content=Introduction+to+Citrix+Identity+and+Authentication&ctm_programid=GS-0321-TG-SalesInquiry-CloudLearningSeries

Citrix Cloud

o f&F—" Microsoft Azure P, &1 Azure P #BREMT %288 Azure AD, INRIEEH Azure tkF, & @it
https://azure.microsoft.com/en-us/free/?v=17.36:M,.

o 875 Azure AD HiRE£REEGA®. EAF Citrix Cloud & Azure AD, HAERILLAE,

o BEREWSAEE Azure AD FEER “mail” B, Ak, EaIUER Microsoft 89 Azure AD Connect T
B M7ttt Active Directory RI# 5] Azure AD #, 0%, BILUEE Office 365 B FHEHERE KRR 1Y
Azure AD tkF.

&3 Azure AD Connect FEF K~

1. #afx Active Directory tkPECE 7 BB FHERMEREF B!

a) #TFF Active Directory AP &N

b) £ AP Xfr¥ks, KIBREMWKF, ARBEEHERE BY. £ “B8 EMFL, VI “BFEHE F
% BEEM. Citrix Cloud ERM Azure AD FINMERE R BB E TR SR Citrix B
BN ERIEIE R MY E T IR R R,

2. REFHEE Azure AD Connect, Bx5TE¥EE, 152 Microsoft Azure Mk E{E B RELEFIAFER
Azure AD Connect,

¥ Citrix Cloud %#Z%| Azure AD

¥ Citrix Cloud tkPiEZRIER Azure AD BY, Citrix Cloud BT EEiAaIER Azure AD R P HIE AR ESHFIL,
REZBHAENAFEEXS (RBRAFPNREXH) BRR, Citrix BFLAR, LUEREFERIVEN S M E T
it (UWAF &) HEEEBISEMAPHEUERKERMAEER. HX Citrix Cloud 1ERH R AEFR
BEZER, E2MERAT Citrix Cloud 89 Azure Active Directory &,

BE.

f&w i Azure AD 2R EER A BETTRUILES.

i@l https://citrix.cloud.com&% Citrix Cloud.

PETEE AR, ARKE SHMNFRERE,

%%l Azure Active Directory HMABESREHIEFE “EiE

HIURTREY, ARATEMA—NMEEN URL RIFEARRRT, RERE “EE . FMERRFLHE Citrix Cloud

hAEEEHE—M,

5. RGRTH, BERERTEIEEN Azure kP, Azure BIEE7R Citrix Cloud Atk P LUK IR EUEIZFR R HY
EEREEMNIR, XENEHHAZHEBE RN, 23 Citrix Cloud MER Microsoft Graph FlgsEE &
=5, GlINBMAAREXH. WNRE Citrix Endpoint Management =% XenMobile Server 5 Microsoft
Intune EME—IE, MWHFIFF S Microsoft Intune HHXIIETINR. BXIFMER, BESIWEAT Citrix
Cloud B9 Azure Active Directory #2BR,

6. 2 Accept (1) EZNRERIE,

A
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https://azure.microsoft.com/zh-cn/free/?v=17.36
https://azure.microsoft.com/zh-cn/free/?v=17.36
https://docs.microsoft.com/zh-cn/azure/active-directory/connect/active-directory-aadconnect
https://docs.microsoft.com/zh-cn/azure/active-directory/hybrid/how-to-connect-install-express
https://docs.microsoft.com/zh-cn/azure/active-directory/hybrid/how-to-connect-install-express
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://citrix.cloud.com/
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/azure-ad-permissions.html

Citrix Cloud

M Azure AD B EER7MNZ Citrix Cloud

Citrix Cloud 38 IMAMER R EN Azure AD BFINEER,
EM Azure AD FIINABER, 1525 SEEER AR,

3% Azure AD BB RAFME Citrix Cloud, &&i5 SEEEREA,

£/ Azure AD &= Citrix Cloud

%% Azure AD BRIKAE, BPRAIUERTAZ2—&F Citrix Cloud:

o SMAEERVEER QTN Azure AD B REIEFENEENEERE R URL R=Fl: https://citrix
.cloud.com/go/mycompany

« £ CitrixCloud ER0E #, ®F “CARNAEEEER", BARESE Azure AD BIRIBRARIRF (0
“mycompany”), RAEEE “UE,

RIEXEA Azure AD S4H53E

¥ Azure AD ##%%) Citrix Cloud /g, ErRILAFITIRE B Azure AD mMETIEX#1THHIRIIE,
BE:
B R Azure AD TEX B IIEZ AT, 1EEE Azure Active Directory 2843, T#R¥E Azure AD 5TEX4
AfEANERED,

1. 7£ Citrix Cloud &, Bk EAMNEERH, A/F1%EE Workspace F2E,
2. M “BHIIE” EE, %% “Azure Active Directory”,
3. BF “HiN” E2BH Azure AD B IERIG R N TEXAI T,

BAE% Azure AD Ih&E

Azure AD RIESRZESHRIE. HRA—RNRLINEE. 520 MRESMHIRMERES. BBRSEHBELINEELL
KiF L HEMIhEE. A& Azure AD FFFTHXLEThEER 6 Citrix Cloud B85 B ahfE R X LETNEE,

BLLik Azure AD BRERIITHEEFE M, B https://azure.microsoft.com/en-us/pricing/details/active-

directory/,

E¥niEES) Azure AD LUREERRI A2

Citrix Cloud 2&—1 Azure AD N B2, ZNARER #iF Citrix Cloud TEE RERM Azure AD £iEEIA] 5
Azure AD #17iEiE, B#EIENBEFUSR, Citrix BN BEF#1T T TEH:
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+ 2018 8 A, ZNARFHITTEH, MUREMLE, HAFEERWAREMT &S,

« 201945 A, ZNRARFHITTEN, I Azure AD EEFELA7FME Citrix Cloud,

o 2022 4 B, ZNAEFHTTEHR, AT GroupMember.read.all IR, iZREVX T Group.Read.All
Ro

MREELAGXLETHR NS Azure AD %33 Citrix Cloud, HEREFRAERHEHNNARER, NWEEMAEHN
Azure AD 5 Citrix Cloud #9i%i%, AREMEETE. FARMNNBREFEIEN, NREERAEHNERER, N
B EZIEEEEBETT.

2K

EEFEE Azure AD a0, BRIEREHEUTENK:

o WAE Azure AD I RER R, EMEEERN Azure AD B, ERILGET Azure AD 2 REERRAE
@ Citrix Cloud ¥ M ARERFEINR, XA Citrix Cloud RFRESFHEES Azure AD, EXIFER, 18
BRERT Citrix Cloud B9 Azure Active Directory %8R,

o BRMEEIA Citrix SMREEFTEAERSWRANENEER, NREMEA Azure AD EiEE R Citrix
Cloud, MEFMEEREM. MBREMMHFPEHEEMSEREMFER Citrix FHRMERER, ol UEEHEE
Azure AD FEBRII—MERRHIGEMPFR, BXHEA, BSH B TAEER.

o WNRMEEA Azure AD M TEXITIREH#ITHMIIE, BEMEREMS HIRERER. R Azure AD HE1E
Citrix Workspace 898 #4303E73%, M Citrix Cloud A ERTFFERE Azure AD (iERE, BXF4ER, 18
205 Citrix Workspace SX#4Hny %2 B S HIIE % o

E#iE#E Azure AD

W Citrix SR EE TAERLIHRNRNERRZHER Citrix Cloud.

M Citrix Cloud $rh, % SMRZIFIARER, REEE SHRIE.

%% Azure Active Directory, AREMNITHEREMNNE RS ERRRIZE “WHEE,

MNEBE SRR, T &%

IR, FRLEEERZRERIEN Azure kP, Azure AEE R Citrix Cloud iAia)ik A FIFREUERE
FrEa{s B FT R RN FR,

6. EE “EZ LURZNRIER.

ok w e

Citrix Cloud 59 Azure Active Directory %R

December 14,2023
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Citrix Cloud

XA T Citrix Cloud 7EiE#ZMER Azure Active Directory (AD) BHERBIINPR, RIETE Citrix Cloud tkFA
£/ Azure AD AR, ATBERTEBRR Azure AD FE P HEIBE— M Z MU N AER. &L 24 Citrix Cloud
K iEEE— Azure AD AP HERBERM BN BER, MERAS MNP IE—ANBER,
AR
B = 2022 &£ 4 B, Citrix Cloud BFi%# Azure AD 89 Azure AD B2 BE# A EA GroupMem-
ber.Read.All I fEMA=Z Group.Read All IR, NRIFEMAE Azure AD EiE (2022 £ 4 B2a), FEMR
FENREFERINE, WX RFEEAGEIEIRM Azure AD E#ri%#23 Citrix Cloud, IHRIETHRIRAY
ik P EERRYE Citrix Cloud F&#H Azure AD AEF. BXFHAES, B8R AARLEHNNAREFEME
13 Azure AD,

MREERAEHNAER, NNEER{NEERIET.

eI RER

TRYE T Citrix Cloud 7EiE#ZF4ER Azure AD BHERRM Azure AD N AR UNRE NN BEFNAR,

BR AR ID fERER
Citrix Cloud €95c4605-aeab-48d9-9c36- Workspace iTREE S
1a262ef8048e
Citrix Cloud f9c0e999-22e7-409f-bb5e- Azure AD 71 Citrix Cloud Zia#92k
956986abdf02 IAERE
Citrix Cloud 1b32f261-b20c-4399-8368- BEGBBFNER
c8f0092b4470
Citrix Cloud 5c913119-2257-4316-9994- Azure AD 51EH Citrix Endpoint
5e8f3832265b Management # Citrix Cloud Z
BRI BRIAE S
Citrix Cloud €067934c-b52d-4e92-b1ca- Azure AD 5£ER Citrix Endpoint
70700bd1124e Management &9 Citrix Cloud 2
ERE R
PR

Citrix Cloud v 7 A2 AREVAR A8 Citrix Cloud iAiaREY Azure AD fA P Fhp9E kiR, Citrix Cloud £/
IR ITRIETNAE, BIIEZERIRE Azure AD fAF. AFBEREREZANESR URL E2 Citrix Cloud MUX
¥ Azure AD #1F 5 Endpoint Management i&E##ie 3k, Citrix Cloud RBEEERENIER T4 eI RIX LR,
XEEAPRZR T Citrix Cloud ERIRE Azure AD FREIIRIENIRE, B Azure AD RHMIEENEZEE, ESH
Microsoft Azure #4589 Microsoft 54 & R RAREE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 186


https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#reconnect-to-azure-ad-for-the-updated-app
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#reconnect-to-azure-ad-for-the-updated-app
https://docs.microsoft.com/zh-cn/azure/active-directory/develop/v2-permissions-and-consent

Citrix Cloud

EAXH, 54 Azure AD NAEEFNREHESLUTER:

+ APl &#F: Citrix Cloud MAiERI R E RN FIEF. XL ATEF 2 Microsoft Graph #1 Windows
Azure Active Directory, Citrix Cloud miX#N & RN BIERF1E RAERHIR,
« 2680: Citrix Cloud AAENPRIERIIAELS, LAE DN ARFHINREIUES U TIARIERZ—:

- BRR BFRKERAFIITIZE, GINEDEHAFNREXH,
- HNAREFEAFAEZNER THRITETURE (FINEWHERTNAR) i, BEANBREFRIR. L
BIREBREE Azure AD 2B EERNAER.

o FEEAE: Azure AD DELALENRNESFHH, BECWNARFFHNRAIUATUTHRAREZ —:

- User.Read: #if Citrix Cloud B2 &R Azure AD g9 A~ #mx Citrix Cloud kP TR

- User.ReadBasic.All: MAFHWMABRFRBEREES, ER User.Read All W—1NF%, BAT
MERE, NRESHAFE,

- User.Read.All: Citrix Cloud @8 Microsoft Graph gy ZIHEF , LA SRR P EEN
Azure AD HEFP, g, ATLAmEsRE Azure AD MR P T &R Workspace ifid] Citrix DaaS &R
BIABR, Citrix Cloud %R, User.ReadBasic.All A Citrix Cloud EEipRE KRR
Xz MIEM, Flf onPremisesSecurityIdentifier,

- GroupMember.read.all: Citrix Cloud 7 Microsoft Graph i 71%& A, AFNEFEEZEN
Azure AD i SSFNEIRH, a0, tLATLUIEFRE Azure AD 89483413 Citrix DaaS M ABEFHINER,

- Directory.Read.All: Citrix Cloud i#/ Microsoft Graph ##y List memberOf 3&FKEX B~ 894
RRZEN, EA Groups.Read. . ALLMBEREB,

- DeviceManagementApps.ReadWrite.All: s3F Citrix Cloud &5 & Microsoft Intune &2y
B, A5, NARFRS. MARFEEM App Protection 3B,

- Directory.AccessAsUser.All: siF Citrix Cloud I8 5& RB AR/ E RHEEH5ENRE,

AR

Direct ory.Read.All {2iZfAF Azure AD #1755 % Endpoint Management #9 Citrix Cloud Z &9 2iiA
%,
Workspace iTHEEF

It Citrix Cloud 2% 2F (ID: e95c4605-aeab-48d9-9¢c36-1a262ef8048e) LI THR:

API &7 RIBMNE IPRZ AR e

Microsoft Graph User.Read ERHMEAR LR [EE
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Azure AD 71 Citrix Cloud ZE/RYZRINESE

It Citrix Cloud fzZF3#2F (ID: f9c0e999-22e7-409f-bb5e-956986abdf02) fEMALA TR

API &7F

Microsoft Graph
Microsoft Graph

Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph
Microsoft Graph

BEERBBENER

RN E

GroupMember.Read.All
User.ReadBasic.All

User.Read.All
User.Read
GroupMember.Read.All
User.Read.All

User.Read

R

FRFrA A

B B NESEEX
*
FIRFE P B e RS

ERHERAR AR
[yEdT iR |

IFE B P B e RS
BERHEAFEAP N AAR

KE

B&EIk
B&EIK

B&EIK
B&EIK
g
g
N R

1t Citrix Cloud Rz F#2& (ID: 1b32f261-b20c-4399-8368-c8f0092b4470) fEFA LU TR

API &7F

Microsoft Graph
Microsoft Graph

RMNE

User.Read

User.ReadBasic.All

T RB R

BERAEAP AR
B B NESEEX
fF

Azure AD 71 Citrix Cloud Z a9 2tiAiE#E L& Endpoint Management

RE

BEIk
BEIk

It Citrix Cloud RZF#2 (ID: 5¢913119-2257-4316-9994-5e8f3832265b) fER LI FANR:

AP| &7F

Microsoft Graph

Microsoft Graph

Microsoft Graph
Microsoft Graph
Microsoft Graph

RIEMNE

GroupMember.Read.All
User.ReadBasic.All

User.Read
Directory.Read.All
Directory.Read.All

IR R

[IyEdT iR |

IFE B NESEENX
(53
BRADEAPNAZH

REX B REIE
REXE REHE

e

B&EIk

[RE3

E&Ik

R
BEIk
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AP| &#F

Microsoft Graph

Microsoft Graph

RIEMNE IPREZ TR

DeviceManagementApps.BegdWcitesaft Intune [z
R
Directory.AccessAsUser. AIlERBFP SR BAER

Azure AD 7 Citrix Cloud 2 af9& 4% % U & Endpoint Management

It Citrix Cloud RzFA#2& (ID: e067934c-b52d-4€92-b1ca-70700bd1124e) AU TIIE:

API &%F

Microsoft Graph
Microsoft Graph

Microsoft Graph

Microsoft Graph

Microsoft Graph

RIEMNE RZ TR

GroupMember.Read.All EigFrE4

User.ReadBasic.All FIRFrE AP EREEEX
#
User.Read BRHFEEAPRPMAER

DeviceManagementApps.Be5dWcitasalt Intune [z
BER
Directory.AccessAsUser AIlERBFP EMIBANER

7 Citrix Gateway 1£h & 1piR{E#2FE#%Z Citrix Cloud

October 5, 2023

Citrix Cloud Z#5ER A Citrix Gateway 1A S RIEIRFNERIH TEXIITHE #1THHRIE,

@A Citrix Gateway B4 30IE, EaIlL:

e

B&EIK

BEIk

KE

B&EIk
B&EIk

B&EIk
B&IK

BEIk

o HEUERIA Citrix Gateway SR #TE MBI, WEHEEHB @ Citrix Workspace iz Virtual
Apps and Desktops ZFEHHIE TR,
« 7£ Citrix Workspace $1&8 Citrix Gateway S 30iE. EFEZ (AAA) THEE -
- FREBSHRIE. BikF. T2 FHHRER. BESHRIEFIE, RNNAFREET Citrix
Workspace ifia)Fr 5 &R PR,

e

@i Citrix SHMSHRIERNHEIRE, FHTHRITZHNGH =RER. “ME Citrix SHFIHREE" KR
EIE— LRI, XM 5| SEFMRF L SR MEZERES Citrix Cloud LA Citrix Workspace /2
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Citrix Cloud

RAEHEIEREE.

S<FrBIhRZ

PR A= Sk s 2 15 Citrix Gateway 5143303

« Citrix Gateway 12.1 54.13 Advanced Edition XE=HrA
« Citrix Gateway 13.0 41.20 Advanced Edition S{E =Rz

NEEMH
Cloud Connector

= DEER (2) ARSEAse%s Citrix Cloud Connector &, XLERRZS|/MTHE U TER:

+ #& Cloud Connector FEARFEHRHRNARAERK,
o REREMFM@MEM Citrix B, F=2 Active Directory i5i5H88, BARERWEHERMNEEMENEXETENIT

Bl
o BIINEMRILFREREL. MERAFEZSMAPIHREIERNNEER, NWXAESMIPEDLRER Cloud
Connector,

o BEEEIT LB R ML ML,

o BEED Internet, BXFMMER, BBRASNEREER,

« ZVEEFHA Cloud Connector FEMRS Citrix Cloud SR AiERE. RS, Cloud Connector fiF
Citrix Cloud #EIERERH 5 ZiB1E,

Bx%# Cloud Connector #9342, 352 Cloud Connector 2%,

Active Directory

722/ Citrix Gateway SARIEZ /T, HEHRITUTES:

o« BIFEM I EXITRETE Active Directory (AD) RE2EHEAFIKF. &% AD IKFRITIRE R EARIERET
(e

« WIREEZITIHE AD kP FHAFEM. Citrix Cloud FEXLREMA REEITIAEZRNEILAF LT M
RREZXLERERMY, THAERTEERAETEX, XEBMEE:

- EFHBMAhL
- BRBR

- BHNEF
- SAM kP&
- AR E&EW
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- OID
- SID

« &M Active Directory (AD) #E#Z2&R Citrix Cloud 1k, EXREST, EREESTFNRSS ERE
Cloud Connector #14, 40 Cloud Connector &43Fri®, Cloud Connector 1 Citrix Cloud #% 5&89
IHIFIEBS, BXRINEA, ESI & Active Directory iE#2| Citrix Clouds

« MREMEA Citrix Gateway S IIERITEE, 158 AD AR RFP IS B HRIHRMEER. Citrix Cloud E
RIEWIIESENTIRAERS AD BREMY, UWEMITREBRINER.

&K
Citrix Gateway S 588

HFEFALMAER, Citrix Gateway SMRRIEREAER BN X LERBRER, BRHEKZH Citrix Cloud #9%
EHHIIE (MFA), SESHREREESEN, MRELFIEASHNKER, NAMEIEHISREIEAFETE Citrix
Cloud # & Citrix Gateway S50, SIZBRKRIRE, BOUEEERASMAEKN “RIF B9,

ERIEH

FR B M % AxT Citrix Workspace 89T & #1THHIIEET, M%7 OpenlD Connect 27, Citrix Cloud 5
Gateway Z[EIBEERE OIDC i, ZNCHRIFCHFITRFER, Aitt, BUMELEIED UK XL SHEHITE
Ao WIEBHAHATHERMANAE (CA) K. FZFHERTE CAMARIES, FAAFEERA Citrix Cloud 12EFAE
18 CAEH, Ak, TERIIEHEERE. IREAXEEET ZMEH, WHESFERRIRXLERN,

BIABTHEE vpn £/, MRLEXLERNA, THEEEREBTERINHRALEX,

Bt EpE S

BT OIDC FMHFEZHSHENEE, RILATIEMXESE NTP BjiE, mReS#kRFSL, Citrix Cloud 27k
ELHNERMHRESHEDH,

ESHR

ZigE Citrix Gateway SR, HHRITUTES:

1. £ SHMIBREED, FREESMXER. FHPEP, ERERMXHEF G ID. BHAMEER URL.
2. EMx L, EAM Citrix Cloud £tz 5802 OAuth |dP B4 5EEg, X & Citrix Cloud 8855 RIS
KB TER. BXA, BEHAUTXE:

« Citrix Gateway 12.1: f#E/ 7 Citrix Gateway £ Citrix Cloud B95 3R HE
« Citrix Gateway 13.0: fERZ# Citrix Gateway #E5 Citrix Cloud B &R
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3. 1 Workspace f2&/, #HiTiEEERA Citrix Gateway S35,

AITEXITHERA Citrix Gateway 51338

1. 7 Citrix Cloud &, #%$% Identity and Access Management (5{43iR3IFFRIER),

2. 7z Citrix Gateway B9 “BHIE” EWE, BHEABSREHIEER “EE,
« |dentity and Access Management

Authentication  Administrators APl Access Domains Recovery

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Citrix |dentity @ Connected

Admin Sign-in URL: hittpsocitrix.cloud.com

Azure Active Directory o Mot Connected
Active Directory © Mot Connected
Active Directory + Token © Mot Connected
Citrix Gateway © Mot Connected
Okta o Mot Connected
SAML 2.0 o Mot Connected

3. WAZERXE FQDN, ARRE 0.

Connect
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Configure your On-Premises Gateway as an ldentity
Provider for Workspace

Enter your FQDN to help us locate your On-Premises Gateway

FQDMN: Detect

Cancel

7£ Citrix Cloud BIIEMENZIIEIES, P 44k,
4. QURSAMPKAER:

a) &%l Citrix Cloud 2/ R#%& i ID. ZEAFEER URL,
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Create a connection with Citrix Gateway

o
1

Copy the Client 1D and Go to your On-Premises Citrix When configuration is
Secret and Redirect URL Gateway and input your D, Secret. completed. test your
and URL to establish the connection Gateway connection to
Learn more enable this identity
provider
Client ID:
Copy
Secret:
Copy
Redirect URL: https://accounts.cloud.com/core/login-cip -
opy

You will not have access to the client Iandlsecret later Youowill have to generate a new
pair if you lose track of the c::|§;:-ta.l.|D_c_-.-_u:u_Lu_a_d the key to save your ID and secret

Test and Finish

B4, THIEBHNEIAHEERLMBENREUESE, IESEMRBTE Citrix Cloud FFRATA.
b) fEMxL, fEM*E Citrix Cloud #&Fi% ID. ZHMEEH URL €22 OAuth IdP BRHKEE, BXii
B, BEBRAUTXE:
« 3+F Citrix Gateway 12.1: f#/ 73 Citrix Gateway £ Citrix Cloud B9S24
« XF Citrix Gateway 13.0: &7 Citrix Gateway £/ Citrix Cloud B9S2

c) % Test and Finish (lifH5Em). Citrix Cloud SIIEEMM XS A58 BEE Eif.

5. ATEXEA Citrix Gateway S 3IE:

a) £ Citrix Cloud &, %% Workspace it &,
b) & “B@MWIE EME, % Citrix Gateway,
C) R ‘BTHNTREGRRNEW , REEE “FE
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HEHER

ERE—W, BEERRH FURFZM M BX 357, WINENAMIMEPEMELENAYG, FEETHAELEN
BRE, MRXETHBFNERM—RELREERIR, NWERM Citrix Gateway #1TTIEX S HIIERTEIER.

snRE7E Citrix Cloud M X 2 B2 I B EIR, JEIIEM TR

+ W% FQDN ®] MEEBXMiAE,

« {881 Citrix Cloud HiEmimNM* FQDN,

o B 7 OAuth IdP B # —issuer SHPEHBATHX URL, =fl: —issuer https://
GatewayFQDN.com, issuer 8#RHANE,

« 7£ OAuth IdP %B8MZE P ID. B EZEH. EXR URL AIZAFERDERIMAEE Citrix Cloud HEF i
ID. ZHMEER URL B, HIATERIEN “SRX”° FEFRANTEHRNER ID,

+ OAuth IdP A3 SRERECE (Eff. BXIHE, BEBRUTXE:

- Citrix Gateway 12.1: f#R 7 Citrix Gateway ¥E5 Citrix Cloud B &5
- Citrix Gateway 13.0: f#EmR7#: Citrix Gateway ¥E4 Citrix Cloud B &1

o BIFERELREEMRSTE AAA SHIRIEARSES, W0 40ESHIIERKEPAR,

ERFRRSE

MRTHRERFKFAFAEEN, MXESRRAFPIEE. AD NETBIOS Z##1R AD 5%, E#:% AD NETBIOS &
¥R, Gateway EZEMAFIKFEAER AD. NETBIOS Z2fffatE£RARRSH[LEH,

WRETE AD IR EALBRERIRS SR, WEXLRSSE LEER LDAP #EFREATF Citrix Cloud, Bk, Zxn
£ LDAP i&{FhECE R AD. MREFZMATH, WAILEEZ 1 LDAP 5,

/3 Kerberos = IdP §#iE33 8 m B Ri#17 AD 2%

INREEH Kerberos 38/ SAML g OIDC ihil#1TiTHEERNIMNEF HIRMERH, BFRIEIRTRET AD Tk,
Gateway FE AD EHRILFKITHERN AD BR BN SEERE T,

HMIRELE LDAP g, BMESMRIIRHRE=FRS[AIEN, BREXLEER, MEIHRITUTESHREERE
MEREXHHRME MBS HRRITRE:

1. BIE—MIM Active Directory B 4FAR LDAP S5 10 IERRSS 28,
2. 6l LDAP SRS AR,

3. BIESMHIRIERERRE,

4. BEHBIERBREEXAEFHREEZENT— AR,
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70 LDAP fEAE N B HIRIEREER
1. I3 LDAP SHI0IEARSS 28

a) %R RG> BMHIIE > B4 5L > LDAP > iR5388 > iRl
b) 7 “CIBS{IIE LDAP iR328” UEL, MAUTER:
o TE EIERRSWAEP, 1% LDAP,
o £ B, WARSBHRFET.
o %E#F RSEERIP, BN LDAP BRSS284Y |P Hitik,
o L REeXBH, RIFFAHEM LDAP 2238,
o 7 “ERZBEIXE” dh, EEF AD,
o 7 “BMRBIE R, RERFZEIRE, HIERILEIRE, RALSHIRIERSRNATFM Active
Directory FiREXAFEMHME, MAREHIIIE,

C) 7 “HitgE” T, AMUTEE:
o £ RS[/EFRZEMP, A UserPrincipalName,

o £ AREMH, %EE memberoOf,
o £ FEMRBMA, %EF cn,

2. tI% LDAP S50 IIESRES:

a) %% 22 > AAA-RNBEFERE > HE > BT > S4&HRK > 58 > Fil,
b) & “CIBSMIIEREE EL, MAMUTER:

o £ BIFP, BARBIRFEM.

o 1E 12fFEA, % LDAP,

o £ URMF B, EREZEEIEN LDAP BHIIERSS S,
o £ RANH, HA TRUE,

C) BE QR RERE.
3. SRS MHISIEREIRE

a
b
c
d
e
f

) #EEZRS > AAA —[LRIRFHE > 5K > SHIE > BREK > HIRITS >
) 7 &I, BASHRITEBARERT .

) EBR%HM, %% LSCHEMA_INT.

) 7E HEBRUBTE TR LIRS, HIEEZATORA LDAP SRS HIEER,

) 7 GoTo &A=, 4% END,

) BE UE RREE.

4. ¥ LDAP BHEIERBITEEX N E B HREEFZENT—THEE:

ERE 24 > T2 > AAA-NARREFRE > EPARS 2R.
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XFXRBXE

A=XNE 7T 7 Citrix Cloud MEH SAML REE 2 BIEEEZFIRNS R, HPR—LSBERTEE SAML R85
HYEIRIEH B PRITHVRME. ERATFRITXERENRES LT RSEIXPRHRNGLSERFE, RERURTEEEN
SAML f2{ftE, XL SAML MRS NEATAIRM. EXERT SAML RIEFMNENGSHNESES, BSH
SAML R R RIS,

SAML RHEHECE

Citrix IRt 7 U TEEB1efE, UHRERN SAML 215 Citrix Cloud #5732 & :

« 1/ Active Directory Bt &8RS (ADFS) 89 SAML: 3E&i5#EA ADFS 7 Citrix Cloud HEZE SAML &5
ko

« BB Azure Active Directory & 3 # SAML: & 0 Azure Active Directory &4 %A SAML & &
Workspace,

+ EATF Azure AD B Citrix Cloud SAML SSO [ F#2F: £ Microsoft Azure AD [z T2 SCAS M /Y
##2: Azure Active Directory B &R (SSO) 5 Citrix Cloud SAML SSO £5% o
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Citrix Cloud

« fEA Citrix Workspace BEXIH#9 SAML: iE£iREA BE @D SAML &% Workspace
+ {£/ Okta B9 SAML: iE&@1& Okta EEEx SAML 12/ 1T Workspace S 36iE

1589 SAML 12145

ZFFEZ SAML 2.0 #5e#9 SAML #2457 5 Citrix Cloud BE2& R,

Citrix B&Mig 7 AT SAML 24475, BT3¢ Citrix Cloud BEER#ITHMEIE, UKkERBEEER (SSO) Mg s
4 (SLO) 3¢ Citrix Workspace iTiE & # 1T B 5T, TxiFRHIMELTIRFSH SAML 1247,

+ Microsoft ADFS

+ Microsoft Azure AD
» Duo

« Okta

« Onelogin

« PingOne SSO

+ PingFederate

MR MEER, Citrix AU TIREE Citrix Cloud =H&HECE SAML &ik:

o SEENSI: HTTP Post
o SAML MRZ: SH0MR7SEET S #1TER
o BMWIEETX: KRIEE. fFH

XS B REREEE Citrix Cloud HE2E SAML EZNBHAREM. Citrix BiIEEESFE SAML IRIEHERE
RMEAXEIRE.,

BEXXLERBENELER, BBREANFIE SAML R#2F g ARmzl Citrix Cloud,

X FPRESEEAEISL(E ID

XN BMEER R SAML R AZFH Citrix Cloud MEINBRARME ID BE2E SAML S458IE,

INREH SAML SHBRIEERBIFEFERSEN SAML RIEEFHEAZ N SAML ZARR, E2i8E Citrix Cloud
RERRESEERM LA ID BECE SAML AR,
HEFG

£ Citrix Cloud M SAML SHBRIEE U TERK:

+ ¥ SAML 2.0 B9 SAML 2145,
o 7t AD i,
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Citrix Cloud

o 1 Cloud Connector ZZEIE RN E FHIMAEIERZH AD 15, Cloud Connector BF#R Citrix Cloud
AUSENERMAEHRITERS.
o 5% SAML 12175/ AD £/,

Cloud Connector

mEVEER (2) ARS {4 sex 2 Citrix Cloud Connector i, Citrix BiNE /M EHEMm ARS8 Cloud
Connector ErAM, XLERSB[HIHEUTER:

+ #7& Cloud Connector HEARIFIEDBRNRAER,

o RREMMEM Citrix A, T2 AD HizHI2, UARWNERUBEMBENEXEENITEN.

o BIMANEHNZBRRENSE, MRAFFRSMEPNER, WFEEESMIPEDLRER D Cloud Connector.
o BEEITUEXRITEEES Citrix Workspace 58895 RHIMLE,

o BEEE Internet, EXBFAER, BBRARANEEZEER,

Ax%# Cloud Connector fi¥4E R, 2 Cloud Connector 2%,

Active Directory

7EECE SAML BRItz AT, HHRITUATES:

« WIEER Workspace iTHEEER AD AR EERF KA, & SAML MRS, &% AD tkFiiTIRE
TEREFRE Workspace,

o Eid7EZHE AD F158E Cloud Connector, 3% AD #Z#3| Citrix Cloud %P,

« $&89 AD BFP 5 SAML iREREP. Citrix Cloud EREH) Workspace iTiEEESE AD BFREM, WUEfh
MREBRIHE R,

AD BFREM LUTREMYEFE Active Directory BFRXI&MMERY, FEBFUER:

s BUMEF

o SAM kP&

« User Principal Name (UPN) (BPE{&&#5 (UPN))
« R GUID

« SID

ITiA&E &R Citrix Workspace BY, Citrix Cloud R/ AD #8934% GUID # SID BHREIAF LT, MR
HpEa— P EMIRER, WITRESTEER.

7z Citrix Cloud £ SAML SHIERFEUTEY, (8 Citrix BIAT X LB URRRENAF 4R

o T ERhhE
o BRBAR
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Citrix Cloud

Citrix Cloud £/ “2R&#" B Citrix Workspace RIEMERITRENE R, MRKERILEYE, iTHREMNA
AIUER, BN EE AT E R E T,

SAML 5 Active Directory £55

EE A SAML B4I8IEZ a1, EnIuEait AD 5 SAML IRIHEEmR. LEMR AT SAML IZMEEE SAML B 3L
THER AD BPBME 34 Citrix Cloud:

+ objectSID (SID)

+ objectGUID (OID)

« userPrincipalName (UPN)
o BB (EBFHRMH)

+ BRER (displayName)

ST BB X LB EMNTFE, st SAMLErS+8S SID 3¢ UPN B, Citrix Cloud 21RIBEEMNER AD g
REMEM,

=3

AR

HpREENRE, Citrix BNERERTPIREINEREL.

REFHINEMPBR SAML RIEEmE, EERIEREEEUTES:

1. EAD HhRERPAE, UEEEN SAMLIRMEzaRInERE, NREEM ADFS £ SAML tefitis, M
EFEHRITHD B,

2. QIEBEXEEHRERGMEATRIERRINGE AD AR EM. AP MRS BE X SAML B4 77
ATHESH—RIE, UHESE,

3. BEr AD AR5 SAML iRtERS.

BEXE AD 5 SAML RtBEMNESER, EEN SAML ZHEE~mX .

£ SAML 2.0 #{1TEERSMHIIE

Citrix Cloud z#f#/ SAML 2.0 33 AD ' EE RANM R FTEHINIE, BxMA Citrix Cloud FMERERAMNES
El%\’ 1@8”{' E iiméﬂo

fERIAE SAML EZ#HITEER S RIE

mRE 2% Citrix Cloud ##E SAML 2.0 EEHAEFERENEER#ITHMNIIE, NWHMEE SHMBEE
FRETFF SAML 2.0 %1%, AGEHREEE, MREER SAML & Citrix Workspace iTiEE #TE R IRIE, T

E7E Workspace E2E 2 SAML B 1IEA £, EMEE SAML E#EE, EaLUEEERAFRME Citrix
Cloud,
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Citrix Cloud

MREIER M FERHENERE SAML 2.0 WER TERFMEERRA, WARERFEEZHAFME Citrix Cloud
FhiiRe9 Active Directory S143E5,

REH SAML EZHESHER

Z7£ Citrix Cloud FigE##H) SAML 2.0 i&#%, BEHRITUTES:

£ B isn &R, #E8iE Active Directory iE#£2! Citrix Cloud sFRid, 23t AD #E#£3 Citrix Cloud,
B Az HE SAML 5 Active Directory AR, 3§ SAML IRIEE 524 AD £k,
EEBEEERAATER Citrix Cloud &% URL

£ B ipiaERES, £ Citrix Cloud /1 B2E8 SAML HHI83E . ESEIEFERARE Citrix Cloud &9 SAML
THURECE SAML IR1ERE, ARMERNRE SAML RERMNTHIRECE Citrix Cloud LIS SAML Ei%,

> wn e

Citrix Cloud ZEERFERAMA SAML EENT SR

WR&EE Citrix Cloud 848 SAML 2.0 i1, #AHEESHATEERSMHWIE, BHITUTES:

1. MBEM, EZA SAML 2.0 Workspace &14583E: 7= Workspace FEE > BT, EREMS HI10IE
FiE, ABRELHIRRENEE Bl

2. WIFFIAR SAML 2.0 E#: £ SHMIBEERE > SHIRIEF, 13 SAML EiE. NRAEMHNEIRSEEF,
R M. EE 2, WTERE UIARE

3. EfiEsE SAML 2.0 HECEE#E: £ SAML 2.0 HWEIRSRER, %% &%,

4. HIMRTE, MABERAT ERNER URL HE—IRIRF,

5. BEBAXHH BE SAML REEFTHIBFFHREE SAML %,

o &8 SAML EiEfE, Er L% AD BB a3 Citrix Cloud, 1 EEEERAARAIR, EIXALL 3 Workspace
iTiREEHEA SAML , WEXFR,

BIEMBRE B E X SAML B4

MBEELTE SAML IREFSEET SID. UPN. OID. BF#B4H displayName BEMBEEXEME, NEEHIT
IbtESS, HENTT G SAML RN PR HERSP R 5 PHIEBENX SAML B,
AR

ATHRRNPBERT 87 SAML ZIEENERES 8 R RITHERE. ATRITXERFISER SIS AN
HHERNSBSERAR, BEBRTEERRN SAMLZHE, T SAML iREHEF S NEATIRME. B
KEAT SAML RIEBEERSLHNESES, FSH SAML RIS,

Ex SAML RIEENERTHe, AREFRATUZEEXBAFABMED,. fli, RIFE SAML 2
EHe, ERLERRAR > BEXARFR > MEAFR 7K.
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Citrix Cloud

2. ALK AD BiEAmEN. EAERNEIAMERRREM.

AD B R ]Ik IAE
userPrincipalName NRK7 SID AwNEYE, WAKER cip_upn
(HEF)o
objectSID MERA UPN FMBHE, WAKE cip_sid
I,
objectGUID X3 B IRIET S & Al EIN cip_oid
mail Xt S 17 I0IIE T = A2 Pl S I cip_email
displayName Workspace AFREFIHE displayName
givenName Workspace AP REFr4E firstName
sn Workspace AP REFr%HE lastName
AD #% X3 B3I IET S & Al I cip_forest
AD 7 Xt B IIUET = =2 AlE cip_domain

3. ##EE5 Citrix Cloud %E#89 AD, fian, iRIEE SAML REERITHIE, ERILUEEAF > BR.
4. EERATHRNEREMNET, F30, RIEEH SAML IRMtErvizhlEs, ERILUERE BREM.
5. EERATHRMBMERNED, FHRELT AD BHEMRSRIGELSE 2 FeIBNBEX AR EE:

o MREELSE2HFMT SIDWEYE Flan cip_sid), ExF objectSId FIRS BTG R E 1.

o MREELSE 2HhFHMT UPNBEM (B30 cip_upn), % userPrincipalName H 5T E &
BIRME M.

o MNREESRE 2 4 ObjectGUID FHMTEM (FIE1 cip_oid), i&i%#E ObjectGUID HBr5tE &
BIEHE M.

o MREELSE 2 FHRMT “BBE" WEME BlI cip_email), “mail” HeRgtEIE A B M,

s MREESE 2R BRI FMTREYE (W, di splayName), 5% displayName iR
SRR,

FEEEERER URL

@i https://citrix.cloud.com&%= Citrix Cloud.

7£ Citrix Cloud Z&rh, #%$% Identity and Access Management (B {3HiFRIER),

% SAML 2.0 , AfGMEBES 328 PIkiFER,

HIRRE, ARATWMA—NMEREN URL RIFEARIRRT, REEE REHMLE, I $E2TEE SAML &I
Ho

5. #g T—E89 LUECE S Citrix Cloud #9 SAML &%,

> wnN e
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ECE SAML {RiZ/F o ikdE

FESH, ERERA%KR Citrix Cloud 9 SAML T#iEeIZEZR N AERF. BB SAML NARERFE, EHLUER
EEERN AERF R SAML sTiEskECE S Citrix Cloud #9 SAML %,

AR

THRN—ESEER T 87T SAML RIEBNEEER S PHITHRF. BTRITXERENSERNLSARESE
BoPERNGSBEFRRE, BEAEBURTEIEZFEN SAML 1285, AT HH SAML REREF S IERRGIE
fit. AXERT SAML RIEEIEN S SHNESER, B2 SAML ZHEEEISHE,

22 SAML EiER N ARERF

1. M SAML iRItEAMEREHIER, ASMRESFNEERMNERMENEBER. 50, RIBRERN
EhlE, EaLUERNBER > AR > RINBER, AEERE SAML iXEES (FRSmEHN IdP
w/attr),

2. NREA, FRMAERBMHRERAER.

3. £ Citrix Cloud t4 E2E SAML BB, 72 SAML t#iE, %1% T#H. 7tiE XML XHERERES—M
B EHIAI R,

AR
MBEE, WALUMTERIIEXH https://saml.cloud.com/saml/metadata.xml, %
ST SAML 12 HET iR, thif Sl fEX LS R HA BRI

4. WANERSVAEFHNUTHEAES:

o« E B FBH, A https://saml.cloud.coms

o £ ‘RN EFEH, N https://saml.cloud.com/saml/acs,

o 7£ ACS URL I8E28M9FE, A https://saml.cloud.com/saml/acs,
o £ ACS URL 9= E&h, A https://saml.cloud.com/saml/acs,

5. ENARFPRNBEX SAML BEEASHIE:

BRI FER DELEEEX BN

cip_sid &5 SID SIEMBEEXEM. =fl: cip_sid

cip_upn 73 UPN BIEZmMBEEXEM. =fl: cip_upn

cip_oid &5 ObjectGUID tIZMBEXEM. =fl: cip_oid

cip_email RGN BEEXEY, =l cip_email

displayName &5 “BEREW IENBEENEM. Tl
displayName
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6. BEH Workspace iTRERMABF, LUAFEITAREAER.

¥ SAML 1Rt i AmEl Citrix Cloud

1. M SAML {24t 20 SREX SAML ez, TEZIXXAIMREIRG):

|-;?x:m.'l version="1.0"2>
l<EntityDescriptor xmlns="urn:ocasis:names;tc;SAML:2.0:metadata”™ entityID="
hr_tps ffapp. com/saml fmetadata,/8c733cbd-c579-41d4-bdel -4Lf034893419" >
<IDPS550Deacriptor xmlns:ds="http: /S www, wd, org/2000/09/xmldsigh" protocolSupportEnumerations
"arn:oasis: names:to:SAML:2.0:protocol">
= <KeyDescriptor use="signing">
<ds:HeyInfo xmlns:ds="http:/fewww. w3, org/2000/09/xmldsigi">
H <ds:X50%Datas
= <ds:N50%Certificate>MIIDZDCCA

~twiPpA=s=</ds:XE05Cercificates
</ds:X509Data>
F <fda:KeyInfo>

</KeyDescriptor>
<SinglelogoutService Einding="urn:casis:names:to:SAML:Z.0:bindings :HTTP-Redirect"” Location="
https://oitrigidentity-dey, Com/trust/saml?/http-redirect/slo/1087253" />

<HameIDFOrmat>urn:oasis:names: to: SAML:1.1:nameid-format:emailAddress</Hame IDFormat:>

<SingleSignOnService Einding="urn:casis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location

https://oitrixidentity-dey GWWW’ = />
«<SingleSignOnService Einding="urn:oasis:names:te:SAML:2.0:bindings HTTP-POST" scaTion="
https: f/oitrixidentity-dev. com/trost/saml2 http-post/ss80 Bc?jscbd—c5?9—ildi—b!el—{ftﬂ3{993dl9",-“.-
<SingleSignOnServwice Binding="urn:ocasis:names:tc:SAML:2.0:bindings:SOAP" Location=
"https:f oeitrixidentity-dev. .comftruost/saml? fsoap/ss0/8c733chbd-c579-41dd-bdel -4 034893419/ >
</IDPSSCDescriptoxs
~</EntityDescriptor>

2. 7z Citrix Cloud #9 E2& SAML B&E+, M SAML 2B TEIE PR TE:

o EEMHIRHEELEID F, HmATLIESD EntityDescriptor ;=718 entitylID &,

<EntityDescriptor xmlns="urn:casis:names:tc:SAML:2.0:metadata" entitcvyID="
ttps: app Lcomfzaml] /y/metadata/8c733chbd-ob79-41d4 -bdel -4ff034853d415"

s EXEFMBIEERF, %EF 2 UAad Citrix Cloud ¥ HHKIEERFTES, IEAXLEERKE
Citrix Cloud A REEITHE. NREFEH Citrix ACS URL HRm=E SAML REERFRLAH
SAML MBS F5IRS, HEE B

« 7£ SSO k5 URL A, MAEFRAMNSENGIN URL, ERILER HTTP-POST &% HTTP EERA4SE,
TETTEIBS T, HEISEEN HTTP-POST 3 HTTP EE @ SingleSignOnService 7t&.
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<5ingleSignCnService|Binding="nrn:oasis:names:tc:SAML:2.0:bindings|HTTP-Redirect] Location="

https: //citrixidentity-d trust/saml2/http-redirect/sso/Bc733cbd-c579-41d4-b4el-4FfFf034893419" />
<5ingleSignCnService |Binding="urn:oasis:names:to:SAML:2.0:bindings| HTTP-POSTf Location="
https://oitrixidentity-dev, .comgt,rust,gjsamlz{htt}g—;mst{ssa."63‘?330.0&1—05‘?9—41d4—bael—4ffc34893<119".-">|

o TEHPENEIT, ERS MTEIB %R R SSO ARSE URL M4E LEEMHE, BRIAMERT, “HTTP
Post” 4 FiEFIRE,

12 SAML MRz AR, R SAML 124 AT SAML A SAML i EER 5%, BHAERT, %EF
“EAMRSEE". Citrix Cloud RELEAKRRILFERTIEENS R E R KM,

3. 72 SAML BB EIRITSI G, HITUTIRME:

* &% SHA-256 {F)y SAML &8 8%,
+ ¥ X.509 iEHT# 1 Base64 4izHy PEM. CRT g% CER X%

4. 7£ CitrixCloud 8y “F2& SAML” TiE L, 7£ X.509 iEH, #EF “LHXMH, AEEREEL—SHTH
BOIEH o

5. MG LTER EE,

6. 7T SMWIEETXH, EFREEBHN ETXUKRFE Citrix Cloud s2HITIE E T XM RIZE, EFES/E
EFME L T XHRIERFMHIIE, MAEZLETXRBEHRITEOWIE EFE B AIEEEN L TXRIERS
RIIE, HXTEZLETXHRBHAITIMHIIE. NREN SAML RERFAZFIFHIE LTI, HELEER
EREN], FERREENRIME. FAERT, &EF “KEE™ M HH.

7. 33FF# URL (F]i%), BAE RS HERY Citrix Workspace 3¢ Citrix Cloud B9/~ EIBHE B fthil ] Z #15&E
i SAML RIEEERNFAENENBERF.

o MNBREHBAPEERE Citrix Workspace 5 Citrix Cloud BRIFEMENBREFNERRS, BHE
15 URL FE&B =,

« MBEFEBEHPEIEY Citrix Workspace g Citrix Cloud FiEHFrE Web N BEER, BHAE
B9 SAML 2t @R 89 SingleLogout (SLO) it =, MR EMEA Microsoft ADFS =t Azure Active
Directory Active Directory #£75 SAML 2%, M SLO is =58 =% R (SSO) i =48H,

SS0 Service URL: (O

https://login.microsoftonline.com/3eae 498/saml2

Logout URL (optional): G

https://login.microsoftonline.com/3eae 498/saml2

8. i Citrix Cloud A TFERINBHER TS SAML R SR A EMAER B M EME LA, 7 it Citrix Cloud
72 SAML Br SR EIX L EY, WA BAMEXISER SAML IRIEEREETE, NREEEE SAML 12
HEPEBRERY, WaIE Citrix Cloud PERBRIAMESKEZFEEE, RIESHIRE,

- BREFEMNELER: BiMER displayName,
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s APATERMINBEMERI: RIMEAR firstName,

s AFHENEMER: RIMES LastName,

o RLFIAFT (SID) WEMRIR: MREEEHN UPN QIEEM, MAFEmA SAML 2 ERENTEMER
o BRIMER cip_sid.

« AP EEZM (UPN) MEMRR: MNREEEH SID elZEM, NAGiEAN SAML IREFREN LR
& BIAMER cip_upn.

o BFARGFAEMRIR: RiAER cip_email.

+ AD SIZRITIRT (OID) WEMEHR: RIMEN cip_oids.

+ AD HHHBMEM: FIMER cip_forest,

« AD IBMEM R ZRIAMER cip_domain,

9. % MM URIEREERNEREER,

M AD [ Citrix Cloud FINEER

B x1£ Citrix Cloud HRIMAME AD LARINEA, 1ES R EEEER M,

73 Workspace =/ SAML 5145

1. 7 Citrix Cloud %& &, %% Workspace it &,
2. #EE “BHIRIE EME
3. % SAML 2.0,

HUPEHERR
BIEHIR

FEUTERA—MERT, EAIEEIBEMER:

o 289 SAML BEE R EE RIS R ER.

o SAML brsehfr/b cip_sidMcip_upn B,

o SAML B/l cip_sidsi cip_oid B%, BFEEEA, Citrix Cloud Fi&M Active Directory
FIRERE,

REEMHEIRE, Citrix Cloud 2B R—B8HIRBHNEIRES.

Unable to Process Your Request

Missing Saml Attribute: cip_oid

Transaction ID: 9fd916cb-5e83-4917-b@d2-c5d18ffbedBe

ERRRIEEEIR, BFRITUTIERE:
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1. #WRIEE SAML R ERERRIAEFIENREYE, WTRAITR. EDBHESE SID 5 UPN B

B RES NE
cip_email RIRAF BB
(user@domatin)
cip_oid W1 Base64 FFTRIEH
cip_sid W7y Base64 HF BRI 2, WRFEA cip_upn
cip_upn WA FRBER B, MRAMEHcip_sid

(user@domatin)

2. I8F Cloud Connector @& BE(TIESR, LUE Citrix Cloud AT EFRIENEAREEN, EXEZE
B, &2 Cloud Connector B&E{THRTIEE,

BSMEIR

FEUTERT, Citrix Cloud ATREBEIEIMEIR:

« AF{ER IDP X miz &R SAML ER, fli, EREEE S HRERNNAERFIFEREN, mMASE
%83 Workspace URL (customer.cloud. com) & HH,

o SAML IEBILHEEiTHA,

o BRI ETXEM.

+ SAML B =0 Rz %2 RITAD,

ZEIsEiIREY, Citrix Cloud ¥ ER—&F—RHEIRES.

Unable to Process Your Request

There was an unexpected error

Transaction ID: 48786352-fb56-4dde-8775-e745f86db9e7

MRES H I REENNARERFITASME Citrix Cloud SHULHIR, MalLUERUTRRAA:

l. #E M RHBNNBRERIADOIESI BEN Workspace URL B EMARERF (B, https://
customer.cloud.com),

2. BEPSEL SAML N BREFBENBER.

3. EX SAML M HEFMBENBEFNAI REISE, WEENBAREFIIARETBENREFHREE SAML 2
RER.

4. Zm Workspace EEBFME;E BIMREBESIEIRE LUMFREMEBIRT. 8%, 15217 Citrix Workspace
P AR ECT 5 (R R & iE.
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EREREG

Citrix BiY7EPrE SAML XA SAML-Tracer J%88Y BIEF. Y BREFERTAZSHERHNMER KRR, %
¥ RA2F1% Base64 fiIRIIERMIAN RIS SAML XML, XEFENEF ALFHR,

<« C @ Firefox about:addons
Find more add-ons | Search ac org
+ . "
<> Recommendations Manage Your Extensions &
Extensions
i] Enabled
a Themes
.a SAML-tracer (3 o -
D Plugins A debugger for viewing SAML messages

ERBER, LIAAWERERZARP N SAML BILN(E, HEH SAML ERIMETREFEES. NREE
SAML 48781 ERE#, Citrix S5 IRER SAML Tracer XL T RINEHR ARG EH),

Extension: (SAML-tracer) - SAML-tracer — Maxilla Firefiox

DTS 2 Export &Import

X Clear |l Pause & Autoscroll [ty

~

GET https:flaccounts com/core/device-id ?ReturnUr=%2fcore%2fconnect%2fauthorize% 2fcallback% 3fclient_id%3dbytncvik04 1fDFBwTBK25_g%2530%2530% 26redirect_uri% 3dhttpsfe2d

GET https:/isami comisamilogin?session=5624cae1-c2Tb-4fcb-ab3e-b11517b0446b
c eceiver_{B5efTalf; c 5 1b055.htmil

gr=0

&

[fchat google comiuliwebchannelevents TVER=8&SID=fTPdSMs|_54QidQQLIgkg&RID=088008AI0=1188zx=jzkc xuavBhsi&t=1

HTTP  Parameters SAML Summary

<samlp:AuthnRequest ID="_1abd@712-8978-4450-a42b-b7f98752a22b"
Version="2.8"
Issuelnstant="2023-08-11T07:56:182%
Destination="https:// .ss50.duosecurity.com/saml2/sp/fl K2FACK/ss0™
ForceAuthn="true"
IsPassive="false"
ProtocolBinding="urn:ocasis:names:tc:5AML:2.9:bindings :HTTP-POST™
AssertionConsumerServiceURL="https://sanl. .com/saml/acs”
ProviderName="https://ss0-a9%be97.5s50.duosecurity . com/saml2/sp/DIQ74FPUTNGCEBK2FACK /metadata”
xmlns:samlp="urn:casis:names:tc:SAML:2.08:protocol”™
>
<saml:Issuer xmlns:saml="urn:casis:names:tc:SAML:2.8:assertion">https://saml. .com</saml:Issuer>
<Signature xmlns="http:/ /www.w3.org/2000/09/xmldsigh" >
<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-cldné™ />

<SignatureMethod Algorithm="http://www.w3.org/2001/84/xmldsig-more®rsa-sha256™ />

<Reference URI="#_1abd@712-8978-4450-a42b-b7F98752a22b" >

<Transforas>
<Transform Algorithm="http://www.w3.org/2000/89/xmldsiglenveloped-signature” />
<Transform Algorithm="http:/ ww.w3.0rg/2001/10/xml-exc-cldng">
<InclusiveNamespaces PrefixList="#default samlp saml ds xs xsi”
xmlns="http://www.wl.org/2001/10/xml-exc-cldn#™

Fid
v

< /Mransfarms
446 requests received (266 hidden)
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EZER

« Microsoft x#4: ##2: Azure Active Directory #5%% (SSO) 5 Citrix Cloud SAML SSO ££5

« {#M Active Directory BX& 513 30IEARSS (ADFS) 89 SAML: /8 ADFS 7£ Citrix Cloud #E & SAML 5
IIE

« Citrix Tech Zone: #ARNf#: S1339I0E - SAML

7z Citrix Cloud HEARECENNELA ID EEE SAML A2

December 14, 2023

Author:
Mark Dear

XN BINAZR— SAML Rfiti2FFEES T SAML MARER.

Hib SAML {2147, 5140 Azure Active Directory (AD). Active Directory Bx&BRs5 (ADFS). PingFederate #
PingSSO, Z1-#%E%1 SAML M BiEFHESFERHERMNARSIRER (SP) Lk ID. Fit, £F— SAML RtiEF+
HIERIHELAREN SAML AR EERTAEEiEHERHERRARER Citrix Cloud P, ZiXERAERD
SP szik ID IS =4 SAML A2, I https:\\saml.cloud.com, HMEHN SAML AREFELZ
HEFEATR, |7 SAML RMH2F L LR, RAZLE ID EEERAT,

TERAT LEHEIR:

* 1£ Azure Active Directory

Basic SAML Configuration

A7 Got feedback?

Identifier (Entity ID) * ©
The unique 1D that identifies your application to Azure Active Directory. This value must be unique across all applications in your
Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https.//saml.cloud.com| - 0]

Please enter an identifier which is unique within your organization. Search in Enterprise applications and App
registrations for Citrix Cloud SAML S50 Production, which currently uses this identifier.
Add identifier

Patterns: https://saml.cloud.com

+ £ PingFederate /:
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https://docs.microsoft.com/zh-cn/azure/active-directory/saas-apps/citrix-cloud-saml-sso-tutorial
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity-adfs.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity-adfs.html
https://docs.citrix.com/zh-cn/tech-zone/learn/tech-insights/authentication-saml.html

Citrix Cloud

SP Connections | SP Connection

Conmection Type Connection Options Metadata URL

Citrix Cloud #REEEMAISEE ID IHEEMRR T X—REI, FEILEFTLUE SAML fR{#42F (fls0 Azure AD #F)
tlZ2 4> SAML AER, HiFHEEERIE Citrix Cloud R,

t4aRsLkID

SAML 24K ID B— M HE—ARIRFAF, ATFE SAML SRR IN PRI ESE M. BF, K& D BHELEE
HFAT SAML ES#c#dErR URL 5t URL, &7E SAML RMEHEIEZENS N SAML ZAEFEHE M —ME8sE
38

5130, 7£ Citrix Cloud #1 Azure AD Z &89 SAML E#%, Citrix Cloud RS 1REE (SP), Azure AD 2 SAML 12
#HiE. MEME—ILE D, HAE SAML EENS—IHHTERE. XEKREMLME Azure AD E2E Citrix Cloud
BISE{A ID, # B Azure AD MEA ID @4 717E Citrix Cloud HEZE,

LUF3=4% 1D =2 Citrix Cloud #u@RsEF 1D MRESEEARISEE ID BRG]

« @M https://saml.cloud.com
o [REBE: https://saml.cloud.com/67338f11-4996-4980-8339-535f76d0c8fh

X Y5 Y@ AR E SEERA SP 2K ID

Citrix Cloud #a93i s SAML & (1£ 2023 £ 11 BZAigI#) &1 SAML #E## Citrix Cloud - EAMER
BAXE ID. REHF Citrix Cloud SAML EEA R IEEMARESEENELE 1D HIED,
MREEFRFRETERNLME ID BFEE, WEAINEH SAML EEFEHSERERBBARAE ID B17.

TRFH TS Citrix Cloud Kigiy@RMIRESEEMRAY SP L4 ID:

Citrix Cloud X135 @A SP 34k ID FRESEEIRR LA ID
EE. 4. X https://saml.cloud. https://saml.cloud.
com com/67338f11
-4996-4980-8339-535
f76d0c8fb
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Citrix Cloud Xig ¥BA SP & ID RESEEMRISEE ID
Hz https://saml. https://saml.
citrixcloud.jp citrixcloud.jp/

db642d4c-ad2c-4304-
adcf-f96b6aal6c29

B https://saml.cloud.us https://saml.cloud.us
/20flcf66-cfe9-4dd3
-865¢c-9¢59a6710820

JFRRANI AR SAML EiEA piE—rY SP LK ID

LA SAML E#%6S, Citrix Cloud 24/ —MNgE— ID (GUID), BEMRRECERMILE ID, BEIEE
EEREERETEAN SAML L ID 1RE,

NREFHME SAML EZUERRECERMNEE ID, WHAAmkFF SAML 247255 Citrix Cloud RH S35
BIEE > FHRIENENEE, RAEBEEMEE. Citrix Cloud FAFEEESFENA SAML EiE, B2, &l
RfEECEHE e,

HE:

£5Em SAML EEEEZ e EXE, &7 Citrix Cloud BaiERBIEE ID, HEER SAML E#ZTIZH,
Citrix Cloud 24— MR ESEERMELE ID GUID, BB SAML IZHEEF, BEERAXMINRETEE
MEYSEE ID, NREBEFHIMA SAML EZLUEARETERREE ID, WA Citrix Cloud £RHIRE
SEEIARY ID EfiZEER SAML R ARER.

BXRECEMNRSLMEK ID #9E Tl a3
HKeeL7ER— Azure AD BRI 24 Azure AD SAML [ Bi2FH g s 3l — 1% Citrix Cloud 8~
Citrix Cloud MIPRTESEREIRAISEIR |ID ThAEfRAR T F L SAML 2R MEMNARS IEEE 524k ID MRS, EALINEE, &

FJLA7E Azure AD IR PB4 SAML A2, HEMRESEA Citrix Cloud AP MRECERMNE(E ID BZE
BN UAERF.

KT aEIEEEM Azure AD SAML N BiEF#EE3IZ 1 Citrix Cloud P15

X#ERTE Citrix Cloud ZFHBRER, Citrix BHEZIHFXMHIE R, EXLHMAR, ELTHEEUATER:

o FR@ASLEID, flfdhttps://saml.cloud.coms
o RERRHY SAML EiZE AR ESEE AL D,
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IR E RS ALY SAML R AP EARECEMRISEE ID

Citrix Cloud FHPRESEENMSEE ID AFERIBER R EERBANRECERNNSERE ID, EREFEN SAML
R ARFHNHEURERER Citrix Cloud R #E, 1, FERENMEFREUULZINEN SAML RARERF

REEEHCHRESTERA SAML KRR,
HE:

MEEH SAML ZEBEL A FEFERHERMNSEE ID ¢)EZ4 SAML AR (Bl https://saml.
cloud.com), MEEERAREEENMNSEE ID sixtilEs SAML BB & #1TERER. &I E%E Citrix Cloud

8 SAML i BiEFFREMEMIRE,

2R MmMEy SAML 1211

TRIIHET A HREIERAES LA ID 89 SAML 2,

SAML 1= fit/ XIFEEMEEID

Azure AD (=im)

I

ADFS (7sith)

I

PingFederate (Zith)

I

PingOneSSO (&)

iy

Okta (=) 2
Duo (=if) =
Onelogin (&i#) =

AN

REEMEEID,

RBfIER SAML fet B < FEEHISE(AR ID? XFNERE

[E— SAML ZFERERF = BAREEERBKE ID
[E—1 SAML AR S BAREEERBKE ID
e %41 SAML L AR I~ BAREEERBEE ID
8% SAML LR S PRESEEMRISEE ID

=

TERIREENAFIFAERN SAML MNARERF, RPAREZHERNREEERNLE ID, UAERN SAML 2HHEES
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RAfIER

Workspace BEX URL #1 SAML
[z A2 R xd

Workspace BEX URL #1 SAML
wzEE s A0

#E— SAML AR XEEI 21
Citrix Cloud #87~

#E— SAML R R XEEI 21
Citrix Cloud 787

SAML et FFEEHISE(A ID?

=
=

#0

7|

ERRECEARRSER ID BEEE SAML &%

XFNERE

BAEREEERBKE ID

RESEEMARSER ID

@RS ID

WAL ID

FUMESF, ERERE SAML ARRF (SAML ZAER 1) MREEEMRMSEE ID 7 Citrix Cloud #1622 SAML

EZo

1. 7£ Citrix Cloud &, %% Identity and Access Management (B3 FiARERE),

2. £ “BHWIE EWMEL, $%2 SAML 2.0, AEMARSHETIER EE,

3. HRARTECEM—MNER URL B, MARATNER URL RFRIRFT (Bl https:

), REERE “REHHSE”, WIRRFE Citrix Cloud F4EM—

B

4. 1T “RE SAML BA3RME" T, %F LERETEAR SAML 25 ID, Citrix Cloud =B34 RIRETEE
MR ID, HIEFEAE ID. S ERERSMESE URL WFE,
5. 7£R2E 5 Citrix Cloud #9 SAML £ T, MAGH SAML 1RIEFFRUMEREIEE,

6. EZEIN SAML BT,
7. EE MRHTER

fER@MALA ID BcE X SAML E#x

FHESH, ERERE SAMLZAREF (SAML AR 1) MBAEASEH ID 7 Citrix Cloud #1813 SAML &

o

1. 7 Citrix Cloud %&, %$#% Identity and Access Management (&{3f1iFRIER),

2. £ “BHWIE EMELE, %3 SAML 2.0, AEMERSREPEE “EE,

3. HRAGRREERE—NER URLE, BARARMERE URL RIFMRIRA (Hla https:

), REER “REHSBLE”, HIRIRFE Citrix Cloud 42 M —

B

4. £ “IicE SAML 54iefts” T, RIEERETERNL SAML 25 ID 2S5 EEA.
5. &5 Citrix Cloud #9 SAML E# T, MG SAML {RIERFRUMEREIEE,
6. MIRFE, £ RZEME SAML tidE®h, Bd “T#H™ LUIREUGER SAML T#IEREI 4.
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7. #BZEIA SAML Bt
8. &EF “MikHTAH -

&5/ Citrix Workspace EFiHEE SAML iEiZ

FEHEEEAREEENNHBASEME ID BBEX Workspace URL B2 & SAML %,

AT RRESEESEERTF SAML WIS B ENX Workspace URL BHi&ER, INRIEEEEEHE SAML BHI8IEMN
BHEX Workspace URL, MEJIABKS AT hAYES,

BEXESZER, BEAUTXE:

o REEBENIH
o FERABEE@EE SAML & Workspace

£/ Workspace B X URL Fli@AL{% ID E2& SAML &

FtESD, “RERETERNEE ID RERER.

M Citrix Cloud 2, i%$% Workspace 513383,

£ “BEX Workspace URL” /1, MEEESHEAFRIERE “RiE

% EER [customerName] .cloud.com URL f18E X5 URL,

WA SAML FZFR#2R 2 M@MA A ID. SSO URL #1w]3% SLO URL, AR LEHEZEIM SAML 2L TEH

HEZIE.

5. MNRFE, EEENINRSRER SAML THIEF, BHTHUIKEI Workspace BEX URL SAML 2/
ERFRER SAML STEERRIEIZS,

6. BEHERTF.

HwnN e

fEF Workspace 5E X URL MREEE NI ID i2E SAML iE#%

FltESS, BERTERERECERNNEE ID RE,

M Citrix Cloud &, %% Workspace 14363,

£ “BEX Workspace URL” 1, MBS EDERFE “RiE",

%E1ZFERHMER [customerName] .cloud.com URL #18 & X185 URL.

WA SAML 2 FBTER 2 MRRESEEARSER ID. SSO URL #1H]3%E SLO URL, ABFEHEZZFIM SAML 1214
AT EA SAML E2iEB.

5. BH R

> wnh e

RFERER, Citrix Cloud 24 EEEH GUID MIRESEEMNA SAML TR, WRFE, EEILIKE Workspace
BEX URL SAML 17127 B9 R E SEE N B s SRR &2,

1. £ “SHMBEER" EL, X5 SAML &%, ARMERSREPERE “BF,
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https://docs.citrix.com/zh-cn/citrix-workspace/configure/configure-custom-domain.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/saml-identity-custom-domain

Citrix Cloud

2. £ BEXEHRSRME SAML TUESD, 2E TH,

&%E3F Workspace URL f1EEX Workspace URL SAML [ F#2FR SAML B2 &8

EEEMREEENMN SAML EEmWEEi¥4= 28, Citrix Cloud 8753 SAML M ATEFF Workspace BEX

15 SAML N BEFRREERENNEE ID RE,

f5isn, BAREEENRSEE ID B, BESIHFRIRSRHEZSEME ID MARSRHEZSEE ID 82 Citrix Cloud 458

BIPRESEEMBISLIR ID,

SAML Identity Provider Configuration

SAML Application Scoped Entity ID

Enabled

SAML Application for Custom Domain Scoped Entity ID

Enabled

Service Provider Entity ID ()
https://saml.cloud.com/45880cf0-939f-4808-91b4-3348831d99b0

Service Provider Entity ID for custom domain (@
https://saml.cloud.com/99320fce-9f78-4461-95a9-3f49b69f0bb4

Service Provider Assertion Consumer Service (ACS) (0
https://saml.cloud.com/saml/acs

Service Provider Assertion Consumer Service (ACS) for custom domain (O
https://i .com/saml/acs

Service Provider Logout URL (SLO) &)

https://saml.cloud.com/saml/logout/callback

Service Provider Logout URL (SLO) for custom domain (O
https:// . com/fsaml/logout/callback

Service Provider SAML Metadata: Download

Service Provider SAML Metadata for custom domain: Download

o We suggest to set up your IdP to automatically pull
the latest public signing key from the metadata
URL in order to prevent a disruption in service.

ZRAREEERSEE ID B, BEXHFERIRSRERSLE ID MRS RMAERE ID 82@B%E 1D,
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SAML Identity Provider Configuration

SAML Application Scoped Entity ID Disabled

SAML Application for Custom Domain Scoped Entity ID Disabled

Service Provider Entity ID ©
https://saml.cloud.com

Service Provider Entity ID for custom domain (3)
https://saml.cloud.com

Service Provider Assertion Consumer Service (ACS) (O
https:/fsaml.cloud.com/saml/acs

Service Provider Assertion Consumer Service (ACS) for custom domain (D
https:// .com/saml/acs

Service Provider Logout URL (SLO) (D
https://saml.cloud.com/saml/logout/callback

Service Provider Logout URL (SLO) for custom domain ()
https:// .com/saml/logout/callback

Service Provider SAML Metadata: Download

Service Provider SAML Metadata for custom domain: Download

‘e suggest to set up your IdP to automatically
pull the latest public signing key from the
metadata URL in order to prevent a disruption in
service.

faa LUBI S PRE SEE RS (A I1D KMEpnZEIIMA 526k |ID E3REH SAML RIMEFRIIE SAML ZAERER.

REEERBISEE ID 7 SAML RIHEHECE

7z Citrix Cloud HERREEEANMSEA ID BiE SAML EEE, SR LUERRESEEMRISEE ID AREIER SAML 12
iz,

AT EFERE Azure AD # PingFederate HIECE .

RESEEIANRELR ID 9 Azure AD SAML it E

FERGIF, £ Azure AD BIFRIRFFFEHHARE Citrix Cloud WRREEERAIEAE 1D,
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Citrix Cloud SAML SSO Production Scoped EntitylD | SAML-based Sign-on

Enterprise Application

T Upload metadata file 7 Change single sign-on mode = Test this applicatior A7 Got feedback?
B Overview

() Deployment Plan Set up Single Sign-On with SAML
# Diagnose and solve problems

An 550 implementation based on federation protocels improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or QAuth. Learn

Manage maore,
il Properti
Wi Froperss Read the configuration guide o for help integrating Citrix Cloud SAML S50 Production Scoped EntitylD.
& Owners o
2. Roles and administrators Basic SAML Configuration & Edit
& Users and groups Identifier [Entity 1D} hlTPS;HsadeCIud.{awdsaﬂﬂcfo-ﬂigl-daﬂs-g'|hd-33d333
149960
3 Single sign-on Reply URL (Assertion Consumer Service URL)  httpsy//saml.cloud comy/samlfacs
o Sign on URL hittps:// «choud.com/
& Provisioning Relay State (Opticnal) Optional
G Seli-service Logaut Url (Optional) https:/fsaml.cloud com/samlflagout/callback

HIRESEENMLE ID &9 PingFederate SAML E2&

FEURBIR, 7 “SIEREMEE ID” FEM “E4 URL” FEHS5ERT Citrix Cloud FIEERESEERNISEAE
ID FI@A LA IDo

Summary

SP Connection

Connection Type

Connection Role SP

Browser SSO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Qutbound Provisioning false

Connection Options

Browser SSO true
IdP Discovery false
Attribute Query false

General Info

Partner's Entity 1D (Connection ID) https:/fsaml.cloud.com/dea0781e-be43-4056-994{-1356ec4 86981
Connection Name CitrixCloudProdScopedEntitylD
Base URL https://saml.cloud.com
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HEHER

Citrix ZEiYfER SAML-tracer J¥ 234 BRAR SAML BB RHvEMIaL, i BIEFE Base64 4mi3ayiE RN Rz
f#f579 SAML XML, MmiEES2MAEKEMY, EaIER SAML-tracer #7 @1 Citrix Cloud (ARSRMER)
ERFKRAEHN SAMLIREE (BRMEE) 89 SSO A SLO SAML iER, M BAIMERAMERTEEEHESLIE
ID 5EE (GUID),

1. 7£ Web %2380y BERF, REHBA SAML-tracer I RIEF,
2. $17 SAML ERFE1HIR(E, FHER SAML-tracer I BIEFHIRE R,
3. 7£ SAML SSO i&Kk5 SLO IERFIKE U TTo
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
https://saml.cloud.com/cfee4a86-97a8-49cf-9bb6-fd15ab075b92</

saml:Issuer>
<!--NeedCopy-->

4. AR ID BEH5ER SAML Rt A2 ECERYSE(R |D ABIEAD,
5. Wik “MAkE FRASSHFEREEEANNSER ID, HIEEHE SAML REEHHNEERSIER.

6. SHHRE SAML-tracer JSON #ilt, IIREERS Citrix RIS ERRRE, FREEH LR EH
Citrix ZHFZHA1,

Azure AD #EH

. A& SLO &, E%H Azure AD £, Azure AD MBF ERUTHEIR:

B Microsoft
Sign in

Sorry, but we're having trouble with signing you out.

AADSTS50068: Signout failed. The initiating application is not a participant in the
current session.

9n&R7E Citrix Cloud #75 SAML iE##B AT IRETEMNMSEE ID, WAHE SSO # SLO 3ERPAERESEEAH
4% 1D,

FEE: BEREERECENNESE, B SLO ERFPEHRDLE ID, BIERECERNELE ID 25%FETF SAML-tracer %
HHE SLO &R,
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Z#h PingFederate s/ Hib%

B BARECENNSEE IDEERE, BRI PingFederate KK,
RRA: PingFederate B2 RIGMRETEMNAILM ID FINF SP iEZEEM URL .

EFIELEA, HOERETEABSEE ID FMEISEURHSEE ID FEH. BRETEANBISEE ID HRMEIEE
URL £S5 SAML if S ARIEHM. 1R Citrix Cloud £4x URL E#HFIER, WMEZ URL IKRERFTEH M SAML
ImmEX URL Si2SBERKK.

LU Fims 2 SAML-tracer fH AT BEH IS L £51RA9 Citrix Cloud SAML =897 :

» https://saml.cloud.com/<GUID>/saml/acs
« https://saml.cloud.com/<GUID>/saml/logout/callback

TEERT—MEREHIRM PingFederate SAML i #ERF, EREENFRETHEE, REHRRNFRETRI
=

Summary
SP Connection

Connection Type

Connection Role SP

Browser S50 Profiles true
Prodocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Outbound Provisioning false

Connection Options

Browser S50 true

IdP Discovery false

Attribute Cuery false

General Info

Partner's Entity ID (Connection 1DY) lh1tps:.'-'5aml.cloud.com.'deal]i'a1e-be-13-4056-9‘34f-f355&:-136981 I
Connection Name CitrixCloudProdScopedEntityl D

Base URL I hitps:(isaml.cloud. com/deal T8 1e-bed 3-4056-9941-1356ec4 86981 I

SAML F Azure AD #1 AAD B # 1T TEX S50

March 11,2024

Author:
Mark Dear

EXNAIEERA Azure Active Directory (AD) &4 A2 AD B AT X SHYIERE SAML, REH Azure
AD BFEFERZIA SAML 17 8% R Citrix Workspace EFEA# % Windows 365 =EERZLEMA Azure AD 15K
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VDA, EERIERE, TREEEG, EHNAFPAUER SAML B#33iEE R Citrix Workspace, i@ Citrix DaaS &
843418 HDX Rz B2 M=mE, @it Azure 418 Windows 365 =EfX.

Citrix Cloud #0 Citrix Workspace # SAML S{3%IEMEIATTARIRIE AD AP B #THIS, X F A hi#ERm
&, FEMEA Azure AD Connect 1§1E1 AD 513S N Azure AD. AD B8 &BEF K SID, Citrix Workspace
AL E & %% Citrix DaaS, HaiFaMEsh HDX &R, BFEAT Azure AD lRAHAF &1, ELAFPER]
UM Citrix Workspace sr#zsf1Esh Azure %8, 5190 Windows 365 =HE M,

BERER:

W R2iIsAF &2 Citrix Workspace BEERINZRYIR. AFHAERFPIHRNZRBURFMITNAR S5
K 7£ Citrix DaaS 58 M XBEHNER, B—RIBEXNERMBTHXMER Azure AD 1 AD S5 1E/ SAML
R F7E Workspace #1759 WIEMIRBE, a7 SAML sk EI{E M Azure AD #1 AD B 14 # 4T
Workspace S133IERT 4015 EA

B

THRESE

ALEAFEALLT Citrix Cloud 1 Azure THEEA SR :

« AFIEXSMHIIER SAML

fERMANT AD 319 VDA %89 Citrix DaaS Ml HDX &R
Azure AD MR VDA ZREE

Azure JEEEHMAK VDA &Rz

W365 Cloud PC ###0/Ez5h

BERER

EMEALL AAD SAML 7fgi#4T SAML EFE| Citrix Cloud, RAXEX Citrix Cloud BEGRAFE AD 4
MR, FEULLMEER AD AP &5, &8 SAML 3% 3I6ERA Azure AD #l AD H{43#1T Workspace &14%
TEBYI¥ 435 BA

W eiF: AD 515152 Azure AD 515

EMEENITEX AR RZER SAMLAD 122 SAML Azure AD S45#1TSHIEIE, BHITUUTRME:

1. REEITHEE Citrix Workspace BB ERAS,
2. FRATRRAEWBHLUNAF FHESEMTREE,

&5 Citrix Workspace FEFEH Azure AD By FAS 12133 VDA tosa = &
HiRHKE (VDA) NERAF &% SAML &1405? % (SS0) i3?
2N AD AD, MAD EABI Azure &, ERABIA SAML, =

AD (&#& SID)
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& Citrix Workspace HEMFH Azure AD B9 FAS 12i3¢ VDA M8 &
HRHEE (VDA) NAF &% SAML &1157? % (SS0) 3?2
EEA AD, MAD EABI Azure &, ERAZIA SAML, ZH, 3F AD fERB KR
AD (&%& SID) . WERHK VDAEET
Azure AD, MIFEFE FAS,
21X Azure AD Azure AD &=¥AF, M &, 1B Azure AD £/ SSO A5 Azure AD #={
AD AR Azure AD (B2  SAML, W& ER. TRE
% SID) FAS,
Windows 365 =% Azure AD &HEF, M &2, #@id Azure AD M SSO A5 Azure AD #i={
AD A8 Azure AD (2  SAML, WIIREER. THRE
% SID) FAS,
2N AD, EfIXN Azure M AD SAH Azure AD =, @i Azure AD f§H Em, S FAD BN, &
AD, Windows 365 =8 (&% SID) SAML, =, EATEMA Azure

i

« Citrix DaaS x#4:

- HENMIRR
- &RAF Windows 365 89 Citrix HDX

o Citrix FAS xx#4: LZEMEE
+ Microsoft Azure xx#%: Azure AD Connect 24?

E: P

AD # Windows 365 =8

Ao

o 1889 Azure AD P % FEERIER Citrix Cloud 8/, 7£ Citrix Cloud 54145, ERILUGEDER “SHH0

BREE" > “BHIIE" KIEERY Azure AD &R,

Identity and Access Management

Authentication Administrators AP| Access Domains

Azure Active Directory
Admin Sign-in URL; https://citrix.cloud.com/go/

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Recovery Device Posture

I ® Connected | e

o TEXSHIIEHELTLESN SAML 2.0, 57716 Azure AD 1EA B IRIES %, BE Workspace &
Bk %, B3 Citrix Cloud =4I&+H Workspace EEE > 5531,
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o %90 UPN /54 @Qyourdomain. com fERBEEXIEZ FANHTE Azure AD Fi#1TH1IE, 7 Azure [T/
&1, ©fiiF Azure Active Directory > “BEXIEHZ” To

« Azure AD AP 5142 FEF Microsoft Azure AD Connect M AD S\, XERURRERSNBFRSHH
BHEEHMN UPN B, F%ZFHE @yourtenant.onmicrosoft.com UPN F48 Azure AD A
Fo

o HHEE Citrix FAS # 3§ HiZE# 3 Citrix Cloud P MZHFRME. FAS R M Citrix Workspace Ezh#I
HDX SEMNAREFRHBEEER, EFAXEE AD £ FiKF, EX AD 1 Azure AD BF 5138 UPN
user@customerdomain HMILE, FAS ERAEHKL UPN £ERAENEFIES, FERBE HDX &R

PUTREERER.

FEEHENX Azure AD Enterprise SAML N BiEF

BINER T, SAML BRITEXMITAZIRIE AD AP 51T =, cip_directory SAML B2 —MERIBHT
TR, WTREITRERRBE—EN, ATAMEF=X. Citrix Cloud # Citrix Workspace & RE RIS ME L
B, & SAML WEF S5 8 Azure AD FRZAEBITI S, FEAFHELENRN azuread SHaEEEIA SAML 17
7, Mimfik7E Azure AD HfER SAML,

REATHRNSEEATF Azure AD, BEREEHITHEEINMES, EAIUERFRREN SAML 2.0 12482~ (30 ADFS.
Duo. Okta. Onelogin. PingOneSSO %) tIiE&{89 SAML R A2, &M SAML IREFHAAIFETE SAML
N AR EEERILN SAML B (cip_directory = azuread), RERBATATALIZIERA SAML EMEaRgTED
o

1. EF Azure P,

2. MiTJPZEiEiE Azure Active Directory,
3. EEMBEEN “EE” T, &% “UINAER,
4, EIEERNGER, B WENARER.

5. EHSiER, %EF “QIBACSHNARER". FE#MA Citrix Cloud SAML SSO IV AEFERIR, ZRIRA R
YrigE R ER% R SAML Bt

6. MANAREFHNEMN, AEEE “BEEEEEPRAINEMEMEARER FEE)". BHtlR. FHIN
BEFHRTE,

7. EEMEERF, & B8R, ELEEEF, %F SAML,
8. £ “BA SAML i2&” o, & HiE HEREUTIRE:

a) EARRF (LKD) 245, T FIARRRT, RERASE Citrix Cloud P FREX IR XEBXAIE:

o WFRRER. EEMTAFEIMX, EHWA https: 0
« WFEAXIE, EEA https: o
« 3fF Citrix Cloud Government K15, &N https: o
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b) # “E% URL (Br=iHZE&MRS URL)” #4, % “HRIESE URL”, RAEHAS Citrix Cloud 87
FRTEXIREXRI(E

o T, EEMTAREFMK, BN https://saml.cloud.com/saml/acs.
o FHEAXXI, EHANhttps://saml.citrixcloud.jp/saml/acs,
« 34F Citrix Cloud Government X%, 5N https: //saml.cloud.us/saml/acs.

c) A URL (F1it) #4%, MASER Citrix Cloud 8 FR7EX S XEXHIE:

o SAFRNEE. EEMTAFESHX, E\AN https://saml.cloud.com/saml/logout
/callback,

e FHARXI, EHH AN https://saml.citrixcloud.jp/saml/logout/
callback,

« 3¢ F Citrix Cloud Government X5, ###H A\ https://saml.cloud.us/saml/
logout/callback.

d) EsSEp, ©iE “RE
9. £ “BMMER" &0, ®F “wE" UKELTHER, XEERAHIE SAML mrHRY SAML BrE,
a) T M—EAIRART (4R ID) 58, BRBRIME user..userprincipalname,
b) fEd<izh, ®F “RINFER",
C) & & cip_directory,
d) 72 R, RiLH Bl
e) £ X EEMS, A azuread, HWNZER, ZEZLUSISHERAEN,

Home > Attributes & Claims >

Manage claim - X

R'j Got feedback?

MName * | cip_directory s |

Mamespace | Enter a namespace UR /s |

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension (Preview)

Source attribute * | Select from drop down or type a constant % |

| aZuread |

s~ Claim conditions

"azuread”
v Advanced SAML claims options

f) Ed<iEh, ®EE “RE"
g) T B A RE BY FERPEAUTEREASR:
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2L KRB

cip_fed_upn user.userprincipalname
displayName user.displayname
firstName user.givenname
lastName user.surname

Home » Attributes & Claims >

Manage claim - X
E save < Discard changes ,Qj Got feedback?

Mame * | cip_fed_upn \/|
Namespace | Enter a namespace URI ' |

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension (Preview)

Source attribute * | Select from drop down or type a constant ~ |

| user.userprincipalnamd |

~ Claim conditions

user.userprincipalname
v Advanced SAML claims options

"user.userprincipalname”

BERR:

T LiEg N E N EREE SR b-f EKEHMERB L P EEE ERDTIHNEFERBIENBIAE
BAROIE XL HithERE, BHAFREESE=E http: //schemas. xmlsoap.org/ws
/2005/05/identity/claims,

NREMEDR T ROANERR, WATMETERRRRIfFR R =E, MRECIEHER, NBFRkRre S
R TIERIAERE, WREAL SR =ENAEPRESTEEMD SAMLETEH, MZESHEN, HE
SERHEIRN SAML BEET,

h) FE“HthER"EoH, 54 F http://schemas.xmlsoap.org/ws/2005/05/identity
/claims HBTENFERNATH, BREEKRS () &Y, REEE MR,
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Additional claims

Claim name Type Value
cip_fed_upn SAML useruserprincipalname
givenname SAML user.givenname
hitp://schemas.xmisoap.crg/ws/2005/05 identity/claims/emailadd... SAML user.mail W Delete
surname SAML usersurname

= “ == ”» == f—_

SERRfE, ‘BUNER BoRERMTAR:

e Attributes & Claims 2 Edit

cip_directory “azuread”
cip_fed_upn user.userprincipalname
displayName user.displayname
firstName user.givenname
lastName user.surname
Unique User Identifier user.userprincipalname

10. fEALLE =774 T AIRE Citrix Cloud SAML FZiERHEIZ,

11. 72 URL =E&=#g N https://saml.cloud.com/saml/metadata, AfF&®x “ME",

Information

Extract certificates from URL

URL  https://saml.cloud.com/saml/metadata

Extract certificates from file

Browse...  No file selected.
Extracted certificate

samlsigning.cloud.com
Usage: SAML SP signing

Metadata certificate extract

Extract certificates from SAML and WS-Federation Metadata

12, RopEITIEERER, AESE “TE .
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CsUS
Subject Alternative dns: samls
Thumbprint 2fdac19a3,

Thumbprint Algorithm RSA-SHA1

Serial Number Hex 059a789b28aff8a0145d4f1029cd36c6
Signature Algorithm SHA256withRSA
Subject CN=samlsigning.cloud.com

O=Citrix Systems, Inc.
L=Fort Lauderdale
ST=Florida

igning.cloud.com

d8596fc20e825ch5f32c50d89e2e67b

Valid from 2023-06-05T00:00:00.000Z
Valid to 2024-07-05T23:59:59.000Z
Version B

LG .

oD DbDooDe

a Open File

B 0% ¢

samlsigning.cloud.com.cer

©

N2

(

13. E2& Azure Active Directory SAML W BiEFERIRE,

14. £ Azure Active Directory SAML AR EHAELE 10 hIRBIEF SAML ERIEH,

« BA “FEBRIEBER,

Verification certificates X
(i) Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.
Learn more (3
Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more 4
Require verification certificates (O
Allow requests signed with RSA-SHAT D
1 Upload certificate Upload the Citrix Cloud SAML Signing Certificate
Thumbprint Key Id Start date Expiration date
2EAD30B3A07BBD0SD21617... 9f9687f2-d6c3-4173... 06/04/2023, 17:09 06/04/2026, 17:09
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SAML Certificates

Token signing certificate

¢ Edit
Status Active
Thumbprint 2EAD30B3A07BBD09D216172135B31CBFA4202267
Expiration 06/04/2026, 17:09:03
Notification Email .
App Federation Metadata Url https://login.microsoftonline.com/3ea )
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) f Edit
Required Yes
Active 0
Expired 1

HPEHEER

1. A SAML WL TR (0 SAML-tracer browser extension) IE&ER) SAML Br= B & ERMNER BN,

2. RIEGETH SAML MRH S LU FREE#TER:

|P

'GET

OST https:/flogin.microsoftonline.com/kmsi

http

https:/llogin.microsoftonline.com/favicon.ico

com/sami/acs

w

N

. BEREERDL SAML ET+, #55 SAML maH L XML BXEE.
. RohEIMERZERER, IIE SAML BT SRE 8 & EWE SAML BIEMAFE.
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<AttributeStatement>
<Attribute Name="http://schemas.microsoft.com/identity/claims/tenantid"
NameFormat="urn:oasis:names:tc:SAML:2.9:attrname-format:uri”
>
<AttributeValue>3eae €698498</AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/objectidentifier”
NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:uri”
>
<AttributeValue>4e8: ec494</AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/identityprovider”
NameFormat="urn:ocasis:names:tc:SAML:2.@:attrname-format:uri”
>
<AttributeValue>https://sts.windows.net/ 8498/¢/Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/claims/authnmethodsreferences”
NameFormat="urn:ocasis:names:tc:SAML:2.@:attrname-format:uri®
>
cAttributeValue>http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password</Attributevalue>
</Attribute>
<Attribute Name="cip_directory”>
<AttributeValue>azuread</Attributevalue>
</Attribute>
<Attribute Name="cip_fed_upn™>
<Attributevalue> .com</AttributeValue>
</Aattribute>
<Attribute Name="displayName">

<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="firstName">

<Attributevalue> </AttributeValue>
</Attribute>

<Attribute Name="lastName">
<AttributeValue> </AttributeValue>
</Attribute>
</AttributeStatement>

MRERPTAEBMATEERETERX, BEEKR Citrix IFHREUTER:

« SAML-tracer capture

« &= Citrix Workspace &5 B #AFIAT &)

o ZRMMARS

o AT ER Citrix Workspace WEFImItEMBEMNF IP sk, &EaIUER% https://whatismyip.com
XN T ERIREUX A IP ik,

SAML £/ Azure AD 71 AD 51417 Workspace 51{43%3iE

February 16,2024

Author:
Mark Dear

EXNBINERER Active Directory (AD) B3 ATIEX SHKIERRE SAML, TieERW SAML 1247, Citrix
Cloud #1 SAML & Citrix Workspace 5% Citrix Cloud #1754 IIEMEINTHE S AD AP 5%, XFAXXH
HRMERE, TEFA Azure AD Connect 1589 AD 5188 Azure AD,

L2/
73 Workspace R2HFHBEELN SAML REEXEE, RAXSEEZMMINERRENZRT NS,
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S =80 Workspace &L AARIMEIRZEE,

E—REXXERMBTEXER Azure AD /E9 SAML 1R1EE R AAD 5147 Workspace Fi#t T &5 I01ERY
WEH, EEILFE SAML ik EIfER Azure AD #1 AAD B 41T TIEX B A 50IERT ¥ 4035 BR.

@E, Workspace RE&AFBEFZEITAMA AD 189 VDA IRENN BIEFMEE. ERERESERAEARN
SAML gz al, SIFARNERBXETRERNAG. NRAHE, Citrix BiER AD SAML FRZHIZIRA
XHRIRAEITIRME, RATCHERELHN DaaS A%,

THEESE

o

ASGEARFERLLT Citrix Cloud #1 Azure ThEEHERIEB P,

o £/ AD S#TTEX SHIEN SAML

+ &M AD 513%&% Citrix Cloud B2 RB¥ER SAML

« SEAMAT AD 1589 VDA k%89 Citrix DaaS #1 HDX Zigig s
10N AD 1589 VDA ZiRiEs

W =iF: AD 513152 Azure AD 5{)

ERELNTIEXAFIZER SAML AD i£2 SAML Azure AD S TEMIIE, HHRITUUTIRME:

1. REZITEE Citrix Workspace AP RHEBMHZRAS.

2. ERATRRBERHLENAFSHESESMRREE,

& Citrix Workspace FEEH Azure AD B9 FAS 1233 VDA 8 %
HRIHEE (VDA) NAF &% SAML &1157? % (SS0) i3?
BN AD AD, M AD EAH Azure &, fERBIA SAML, =

AD (&% SID)

EeE B ENX Azure AD Enterprise SAML N BiEF

BINMERT, SAML BRIEXMTTHZIRE AD AF BH#H1THE,
1. & Azure 1P,
2. Ml &gtk Azure Active Directory,
3. EEMEERN “BE T, & “bUNARER.
4. fE18FED, WA Citrix Cloud SAML SSO K#3I Citrix SAML Rz B2 18R,
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Browse Microsoft Entra Gallery

acd porfiprre ungie vign-on (AT and sutormated e gy, When depkorng an g om e App Galery, you beverage ol
pokperd i W Acririaall B Gy Fox O o iamraticon 10 dhaiorn andl wem, o o e & Pipasil i L Pt dhicribed

ool SARAL 550 Single Sge-on ;| Al L Acrount Maragement ; Al R ]

3 redrsnned 550 5 Provisonng

Sherwing 4 of 4 results
Citrin Chonsfl TAMEL 550 i Chimesdl = 7 Prisma Clned 550 TES Chivisad
o ] Q‘( a -dES E]

5. 7 SAML AEFBASENZMR, fiw Citrix Cloud SAML SSO Production

Citrix Cloud SAML SSO X

2’ Got feedback?

Logo © Name * (O
| Citrix Cloud SAML S50 Production \/
'r . Publisher (O Provisioning @
C I rl X Citrix Systems, Inc. Automatic provisioning is not
supported
Single Sign-On Mode @ URL @O
SAML-based Sign-on https://www.citrix.com/

Linked Sign-on

Read our step-by-step Citrix Cloud SAML 550 integration tutorial

Integrate your Microsoft Entra |D to Citrix Cloud via SAML 550 to
deliver security, compliance, and manage user access to Citrix Cloud
resources and services.* Requires an existing Citrix Cloud subscription.

6. TEMSMERD, ERRIER, AREIIEERPEE SAML,
7. £ “BAX SAML i2E” o, BE “RiE HEEUTIRE:

a) £ KRR (LK ID) 25y, EIF FMARRAT, REMASE Citrix Cloud 18/ FRTERISXEXHIE:
o TFEMN. EEMTARESRMHX, BN https://saml.cloud. coms
o WFAAKE, ERA https://saml.citrixcloud. jp.
« 3¢F Citrix Cloud Government X33, &N https://saml.cloud.us,
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b) 7 “EE URL (Wi=’HZ&&RRS URL)” 245, ¥%E# “AmEE URL”, AEHMAS Citrix Cloud /7
FRTEDIE REXHIE :
o STFEM. EEMTARESMX, Ei@AN https://saml.cloud.com/saml/acs,
o SAFHAXIE, #EHAN https://saml.citrixcloud.jp/saml/acs,
« 34F Citrix Cloud Government X%, i5# A\ https://saml.cloud.us/saml/acs,
c) 7 “BF URL” &%, MAEH Workspace URL,
d) =% URL (%) #B49, BMASER Citrix Cloud 8/ FrfE Xig R BXA9{E:
o STFRUM. EEFMTAFESHX, BN https://saml.cloud.com/saml/logout
/callback,
W FRHARXIE, EWMAN https://saml.citrixcloud.jp/saml/logout/
callback,
« 3¢ F Citrix Cloud Government K5, &#H N https://saml.cloud.us/saml/
logout/callback,

e) EHIEL, BE “RE, “BHASAMLEE" BHETUWF:

Basic SAML Configuration £ Edit
Identifier (Entity 1D) https://fsaml.cloud.com

Reply URL (Assertion Consumer Service URL)  httpsy/fsaml.cloud.comy/saml/acs

Sign on URL https:// Lloud.com

Relay State (Optional) Cptional

Legout Urd (Optional) https:/fsaml.cloud.com/saml/logout/callback

8. 7 “BMMAERR #o, BE R UERELUTHER, XEHEBFHIE SAML B HE SAML #TE9. g
SAML N REFfE, BEEUTREM.

Attributes & Claims

Ak Fill out required fields in Step 1

givenname user.givenname

surnanme user.surname

emailaddress user.mail

name useruserprincipalname

cip_upn user.userprincipalname

cip_email user.mail

cip_sid user.onpremisesecurityidentifier
cip_oid "ObjectGUID_MUST_BE_COMFIGURED™
displayMame userdisplayname

Unique User Identifier useruserprincipalname

a) XF M—RAFIFRT (4E ID) Ei8, BEREBIME user..userprincipalname,
b) 3¢F cip_upn &8, ER8 user.userprincipalname BEIAE,

c) *F cip_email =88, EFZE user.mail BWERINE,

d) sF cip_sid &FB, #HRE user.onpremisesecurityidentitier WERIANE,
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e) 33 F cip_oid =B, BRENEFHEHEFERFERE M. ERFHHB object Hi%#EF user.
onpremisesimmutableid,

Manage claim

P ! ngje a7 Got feedback?

Marne

MNamespace Enter a namespace URI
~ Choose name format

Source * lf'_l:' Attribute O Transformation O Directory scherna extension
Source attribute * user.onpremisesimmutableid

~ Claim conditions

'  Advanced SAML claims options

a) 3T displayName, iE%R% user.displayname BIZIAE,

b) FE“HMER"#HH,3dF http://schemas.xmlsoap.org/ws/2005/05/identity
/claims GATRNFAERRENR, BRHHES () B, ABERE ‘W . TEESXLEEH,
FERERLRBAFRBMHNES.

Attributes & Claims £ Edit
Cip_upn useruserprincipalname

cip_email user.mail

cip_sid user.onpremisesecuntyidentifier

displayMame userdisplayname

firstName user.givenname

lastMame user.surname

cip_oid user.onpremisesimmutableid

Unigque User Identifier user.userprincipalname

JhfE, “BUEMAR" BORKETRM TR
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Attributes & Claims 2 Edit
cip_upn user.userprincipalname

cip_email user.mail

cip_sid user.onpremisesecurityidentifier

displayMame userdisplayname

cip_oid user.objectid

Unique User Identifier user.userprincipalname

a) fERAILE =774 T EFKE Citrix Cloud SAML E&IEBHEIZ,
b) 7 URL ZE&sigAN https://saml.cloud.com/saml/metadata H&H “MH"

Metadata certificate extract

Extract certificates from SAML and W5-Federation Metadata

Infoerratscn b
Extract cortificates from URL —
URL bt Vs chowd comysamlfmetacics n
Exract certificates from fle
Beowae. Mo file sebecied
Extracted certificate
samibsigning.chousd com ~
Unage TR 5F ngrinyg
Zx= L (43 > 9
9. RupRITimEEEs, ARERE “TH
Senal Mursbier Hes 0% G T 85 2 A sl 4504411 005 d 368 |
Signature Algonthm SHAZ SrwithRSA
Subject N =samiigring choud com
Om Citrin Systems, Inc
LuFort Laudendals
ST=Florida
C=is
Suliject AMprrutig drec pamliigeang cloud com
Thurrkpeint 2clac 1923485560 20082 5ch 53 2c 50485206 Th
Thursibpriet Algorithen RSA-5HAT
alhd from 2023-06-05TOCHD0HD0.000Z o
Vald to 2024-07-05T23-5%59.0002
WVersen 3 \_
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B 9% 7

@
(«

samlsigning.cloud.com.cer
\ .
l a Open File

10. E2& Azure Active Directory SAML N HEFERIRE.

11. 7£ Azure Active Directory SAML R EH P 10 FREHE~ SAML BZIEH

a) BA “BERIEER.

Verification certificates X
(1) Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the x
My Apps and M365 app launcher experiences.
Learn more &

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more 3

Require verification certificates (1)

Allow requests signed with RSA-SHAT @[]

T Upload certificate Upload the Citrix Cloud SAML Signing Certificate
Thumbprint Key Id Start date Expiration date
2EAD30B3A0TBBDOAD21617.. 9f96aTi2-dec3-4173.. 06,/04/2023, 17:09 06,04/2026, 17:09
SAML Certificates
Teken signing certificate & Edit
Status Active
Thumbprint 2EAD30B3A07BEDOOD216172135B31CBFA4202267
Expiration 06/04/2026, 17:09:03
Matification Email )
App Federation Metadata Url https://lagin.micrasoftonline.com/3ea - I
Certificate (Base&d) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) 2 Edit
Required Yes
Active ]
Expired 1
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HEHER

1. A SAML WML TR (0 SAML-tracer browser extension) IE&ER) SAML Br= G & ERMNERF BN,

« [owm o ,
& o

|t SN, e WA b — Woolka |inros

Con 1P (R QRREEY oo & e

it hitga Vchal google comiulvesstchanmsiiemnhy "YER =S8R0 =rpcd Sl Dr s C R Wy VE Onflew AND=-8341C A

Fire

with Google or enter address

Y ioguenin receiemd |1 B

1. HIEEERH SAML MR H 5 T REI##TH:

2. BEREBERTH SAML E+, ##:5 SAML mzH I XML BREE.

3. REVEIMRIEHE, WIE SAML = REEAERE SAML BIEHAA E,
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<AttributeStatement>
<Attribute Name="http://schemas.microsoft.com/identity/claims/tenantid"
NameFormat="urn:oasis:names:tc:SAML:2.9:attrname-format:uri”
>
<AttributeValue>3eae €698498</AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/objectidentifier”
NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:uri”
>
<AttributeValue>4e8: ec494</AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/identityprovider”
NameFormat="urn:ocasis:names:tc:SAML:2.@:attrname-format:uri”
>
<AttributeValue>https://sts.windows.net/ 8498/¢/Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/claims/authnmethodsreferences”
NameFormat="urn:ocasis:names:tc:SAML:2.@:attrname-format:uri®
>
<Attributevalue>http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password</Attributevalue>
</Attribute>
<Attribute Name="cip_directory”>
<AttributeValue>azuread</Attributevalue>
</Attribute>
<Attribute Name="cip_fed_upn™>
<AttributeValue> .com</AttributeValue>
</Attribute>
<Attribute Name="displayName">

<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="firstName">

<Attributevalue> </AttributeValue>
</Attribute>

<Attribute Name="lastName">
<AttributevValue> </AttributeValue>
</Attribute>
</AttributeStatement>

MREHITIAENAT FERHE TR Citrix Cloud, EMIIERDBEH Citrix HDX ZBREFNKE, BHR
Citrix ZIFEBIIHREHUTER:

+ SAML-tracer capture

o & Citrix Workspace &9 B HAF1AT 8]

. ZTRMNAFEZ

« AT EF Citrix Workspace MEFImitENBIENF IP #hht, Ea]UERA% https://whatismyip.com
XA TERIREGX A |P hitk,

¥ ADFS EcE N X H{nI0IERY SAML 1211

February 16,2024

Author:
Mark Dear

X ENAEEE Citrix Cloud f#/ SAML & Citrix Workspace = Citrix Cloud FrEsIE# A EE.

SERAXTHSEE, EalE ADFS iRsS28# Citrix Cloud ZialEc® SAML i#E#2, 0 Connect SAML 1£4 Citrix
Cloud FW 5 iR M EHRA, BX 5 SAML EiZEm NIEM ADFS EMNES, EF2EaxHm Citrix Cloud $1y
SAML B2E,
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Citrix Cloud

NEZN
EXHHHBBRIREHFESRIE T Citrix FAS 89 ADFS BRSE 28, 7£2iE/25h4Aa], Citrix FAS 2471t VDA 1985
R
BEXEZER, BERAUTXE:
o Citrix FAS >z#4:

- REMEE
- ADFS #Z&

« Citrix Tech Zone: 2EKREN: BHAESHWIERS

73 Citrix Cloud E2BEHI S 5E

1. £ AD FS EBizfhlash, BRAEMERTE AD FS T,

2. AERE “EHAEE, AEEE RNEHAEE.
G AD FS

i File Action View Window Help

| ADFS Relying Party Trusts
| Service
1 Access Control Policies Display Name

- Relying Party Tru g R .

" Claims Provider T
_| Application Grouj View >

New Window from Here
Refresh

Help

B “RmEHREEE MR
3. &EF BB, ARERE “T—%7

G Add Relying Party Trust Wizard
Welcome
Steps
Welcome to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source Iauﬂborifea;ion decisions. Nonm-:el_aimsl-‘;aare apﬂi::gors :r:v-;b—bha:deg.land :s\egms !
ntegrated Authentication in the internal network and can be publisi wough W ication
@ m*kmw Praxy for extranet access. Learn more
@ Readyto Add Trust (® Claims aware
@ Finish (O Non claims aware

4, TEEFRTTHUBHLLS, AN https://saml.cloud.com/saml/metadata.xml, EEFT—%,
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Citrix Cloud

Select Data Source

Steps

@ Welcome

@ Select Data Source

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

wl\dd Relying Party Trust Wizard

Select an option that this wizard will use to obtain data about this relying party:
(® Import data about the relying party published online or on a local network

Use this option to import the data and cerifi from a relying party organization that publishes

its federation metadata online or on a local network:
Federation metadata address (host name or URL):

[https://saml.cloud com//saml/metadata il

Example: fs contoso com or hittps=//www contoso.com/app

5. WFEREHM, F@A CitrixCloudProd, #FET—%,

Specify Display Name
Steps

@ Welcome

@ Select Data Source

@ Speciy Display Name

@ Configure Certificate

@ Configure URL

@ Configure identifiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Qi Add Relying Party Trust Wizard

Enter the display name and any optional notes for this relying party

Display name:
CitrixCloudProd|

Notes:

6. XFipRERERE, EF “RFRBAN. EET—F,

@ Add Relying Party Trust Wizard

Choose Access Control Policy

@ Specfy Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Steps Choose an access control policy:
@ Welcome
Name Description
@ Select Data Source I Pemit everyone Grant access to everyone ]

Permit everyone and require MFA for specfic group
Pemmit everyone and require MFA from extranet access
Pemit everyone and require MFA from unauthenticated devices

Pemit everyone and require MFA, allow automatic device registr...

Pemit everyone for intranet access
Parm# erardin Ame e
<

Grant access to everyone and requir
Grart access to everyone and requir
Grant access to the intranet users ar
Grant access to everyone and requir
Grant access to everyons and requir
Grant access to the intranet users

(rart srraee bn ware of fna nr mae

Poiicy

| Permit everyone

7. £ EERNER REL, &F T3

8. T ‘=R’ BEL, &EE “NENBREFEEFAMKER . &FT—%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

249



Citrix Cloud

o Boscd

i

o ]

(e Troe

Yeu W Taam  LAML W edenstan

Upciate fromr | odker star Metadsia

(e Acoess Control Polkcy
£ Clawm hssance Poluty
[Cvratde

Properrtse

Dot

e

9. ARBTMEIBNTUSGEE, AEER “RIEFANLERE,

10. BF “FNAMN”, AREE 9% LDAP BMHENBRRE" . EET—F,

11. EEBEMNZFREH, @A CitrixCloud,

12. EEMFMES, % Active Directory,

13. £ “% LDAP EMRRFTEIEHARRZER” T, HRMLLT LDAP B, MTFFR:

LDAP B4 R HHFEERERE
AR EEZT &R ID
RAREXEEM cip_upn
E-Mail-Addresses cip_email
objectSID cip_sid
objectGUID cip_oid

Display-Name
Given-Name

K

displayName
firstName

lastName
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Edit Rule - CitrixCloud e

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

CitnxCloud

Rule template: Send LDAP Attributes as Claims

Altribute store:
Active Directory "
Mapping of LDAP attributes to outgoing claim types:
:E:P mA't:;ibute (Select or type to Qutgoing Claim Type (Select or type to add more) -
User-Principal-Name ~ |Name ID '
User-Principal-Name ~ | cip_upn v
E-Mai-Addresses v Icip_amai v
objectSID -+ | cip_sid ]
chjectGUID < | eip_oid y
Display-Name ~ | displayName v
| Given-Name - lﬁmNama v
'Sumame v Ilas‘!Nama .
oo - l 3 | 5

14, EFE5TR.

1 PowerShell &k Citrix Cloud E#fiA{=1E

MREEFERRIAN “FFEEA" BEEZM ADFS fRS52:, WALLES AT NS BWEFITEH, FHEAS Citrix #
FWERE, MR nameidentifier BEKREAEAPMNESR, XEFZEBAMNEFHNE— SAML BlE, W
M Citrix Cloud g% Citrix Workspace #9 SAML &—F#Ha%k, NEBHRTIES,

AR

INREERAARF 7 Citrix Cloud BEE# A EERNSBEOIZ T FBEMNE, WEERTIES,

A ES, EEA PowerShell FMBEMNEEIRAFAREBEMUE. ADFS ERBITHI &R RILEIBIE

1. 72 ADFS fRs588 £, #%) PowerShell ISE. HREHHIEE “UBERABBIEIT -
2. BB ADFS FEAMMNE R B A G
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Get-ADFSRelyingPartyTrust -name "CitrixCloudStaging" | Select-
Object -ExpandProperty IssuanceTransformRules | Out-File "Senv:
USERPROFILE\desktop\claimrulesbackup.txt"

<!--NeedCopy—-->

3. T# Citrix 126289 claimrules.txt X, ®ikA https://github.com/citrix/sample-scripts/tree/mas
ter/citrix-cloud,

4. % claimrules.txt X4 &2 G EHE,
5. %A claimrules.txt XS NFRERIEERIN :

Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" °

-MetadataUrl "https://saml.cloud.com/saml/
metadata" °

-AutoUpdateEnabled $True °

-IssuanceTransformRulesFile "$env:
USERPROFILE\desktop\claimrules.txt" °

-SignedSamlRequestsRequired $True °

-SamlResponseSignature "MessageAndAssertion"

-Enabled S$True
<!--NeedCopy-->

£ PowerShell Ex{E#55EH SAML 2188

FINERT, ADFS EHAEEEBUTIRE:!

« EncryptClaims: True
« SignedSamlRequestsRequired: False
+ SamlResponseSignature: AssertionOnly

ATRER2M, Citrix B2 S5 R (SSO) ML S FHMEASEZ M SAMLiER, 415 7 B a1 A
PowerShell BB EHAEENERIRE, FHFS Citrix HENERE,

1. 7£ ADFS Ar$528 E3REXZ Al RelyingPartyTrust i2&.

Get-ADFSRelyingPartyTrust -TargetName "CitrixCloudProd"
<!--NeedCopy—-->

2. F# CitrixCloudProd E#i 5 151E8E.

Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" °
-SignedSamlRequestsRequired $True °
-SamlResponseSignature "MessageAndAssertion"

<!--NeedCopy-->

3. Bx%& Citrix #5861, Hi&E#0E Citrix Cloud ZF#9 EnableSamlLogoutSigningAndPost 5141631
BE, X283 Citrix Cloud B E Citrix Workspace g Citrix Cloud BfUBEE&ZH POST i kMmA2
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KEZNEEMIERAZE SAML 2 0EHIER, R SAMLIZEEERE EENERIERFHELREZNE

EMR, WHEERXBERR POST EK,

Citrix Cloud 789 SAML &2 &

7z Citrix Cloud E2E SAML #8906 SAML 2@ iiE#mEl Citrix Cloud HpmR), BEERMTAHRE

A ADFS #9(&:

# Citrix Cloud g9 xFEH

KK ID

FESHIIEER
SSO ARss URL

HEE

SAML PRz
BB LETX
7% URL

EREEXEET SAML R IT{EX

November 30, 2023

Author:
Mark Dear

BWALLE

https://adfs.YourDomain.com/adfs/
services/trust, E& YourDomain.com
&89 ADFS RSS2,

=
=

https://adfs.YourDomain.com/adfs/
1s, Hfr YourDomain.com A& ADFS BRs528
1%

HTTP %%

ERIN S EER

KIEE, ¥l
https://adfs.YourDomain.com/adfs/

1s, Hih YourDomain.com A&E# ADFS BR5358
i3,

NREBLE Citrix Workspace FEE T BENX (fld0 https://workspaces.yourdomain.com), M
AlaERE7E Citrix Cloud &R SAML {RER2FP#HITHIINGE, EAEUATEHEE Citrix Cloud #sz#F#9 SAML

BERIR

BRI REEEM D SAML M BEF A sE# TILELE, Citrix Cloud EEXRER SAML AR IR (SP) s, BEFEUR
F SAML p 2R 2R cloud.com iF2 workspaces.yourdomain.com URL EHITE RiRE,
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B %1 Citrix Workspace HEEE BEMIBNELER., 1520 Citrix Workspace 7= S@X A4 E B E X ido

HE -/ SAML N ABEFEEESEM

i

HRELTEREREEN SAML AREFRRAR, BHELFTEELD SAML RHEFHM SAML 2R=4E

op

o

RINERT, UTERGREZAEEN SAML ZA#ERF (SAML MAREF 1):

+ Citrix Workspace 8 SAML & {3383, EEEHN SAML REFHREMREXE (cloud.com. citrix-
cloud.jp. cloud.us) # Workspace &= URL E2& 7 SP s21% ID,

o FEREHHE—FR URL (flI0https: ) 3¢ Citrix Cloud
#1T SAML B3 50IE. EXMERLT, RIEEERM Active Directory (AD) AR R, /A SAML [@ Citrix
Cloud #7531,

Eid &7 Workspace BBBHERENBEENXE (Fli0https: ) ARRPR
0 SAML B4 EEE 1 SAML AEF (SAML RAERERF 2).

TRIET SAML BRZIRFMAFN SAML EAREFHSEFAS.

/8 Workspace A SAML &%
URL E& fERBEXE URL URL & Citrix FESAML R EREF FESAML ZRRER
Workspace &= Workspace Cloud 1? 2?
= & S =-fEH &
cloud.com SAML
e
& = S 2 -FEREEXE &
SAML =
S S = Z - £/ &
cloud.com SAML
Uyl
= & = Z - £/ &
cloud.com SAML
e
& S = - f£A - FREEXE
cloud.com SAML  SAML if=
e
= = 2 - f£H - FREEXE
cloud.com SAML  SAML if=
I
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£ SAML ZAiEFERE

1. 7 Citrix Cloud &, #Z%| Workspace B2 & > ifAHEEBREXH. BXELER, BSRESEE X,

2. 7£889 SAML RRIEBHEREH G, EABEXEEN SP HREES D SAML MAEF.

3. T# SAML R EFH SAML B&IEH. EHENSEHR, EEIES EHEF Citrix Cloud,

4, SHFRKID, BEWFREBWA https://saml.cloud. com, #RIBEK SAMLIRHEHARE, LGB
BESWITIEA “BR”. WTABEHMES, 8§ https://saml.cloud.com HFfAEELE 1 HHEd

B Workspace BE X,

UTFRAIERT Okta MikmECE, HPRARMREISESEID E:

SAML Settings

GENERAL

Edit

Single Sign On URL

Recipient URL

Destination URL

https:/f

https://

https:/f

.com/saml/acs

.com/saml/acs

.com/samlfacs

Audience Restriction

https://saml.cloud.com

MU TFRfIEEAT Onelogin MWitRELE, EPSABELMAEID E:
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SAML Custom Connector (Advanced)

Audience (EntitylD)
Info
https://saml.cloud.com

| Configuration

Recipient
Parameters
https:// .com/saml/acs
Rules
ACS (Consumer) URL Validator*
SSO
https:// .com/saml/acs
Access
‘ (i) *Required.
Users
o ACS (Consumer) URL*
Privileges
https://' com/saml/acs
Setup :
‘ (i) *Required

Single Logout URL

https:// .com/saml/logout/callback

5. 7 Citrix Cloud &, #HSHMIAHNERE > SHWIEHEE SAML &,

6. #%%l Workspace & > SHWiE, AGi%E SAML 2.0,

7. #%7%| Workspace &2E > BE X Workspace URL > 4538, ARERNERBE X,
8. #ERE “RE UREENER.

9. ELEE, BEFEREMEENX Workspace URL (https://workspaces.mycompany.com) &
% Citrix Workspace,

X SAML N Bi2FECE

1. 7£ Citrix Cloud /1, #%) Workspace i2E > ifiRHEEEE N, BXESER, BSRLEBE L,

2. EEM SAML REBHNEERESIEH, BEER SAML ZAER. MRS NEEXLN AR, |iF SSO f
SLO iERMMERAEZIZE. HEXRBAIHILE, MRXL SAML AREFHHEERLA, N7E Workspace
URL #1 Workspace BE NI Z EHREY, EHERIEHITHRIEREMRAR,

3. #%—1 SAML NB#EFH, EEMUT SP ifm:
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o« & ID: https://saml.cloud.com
o ERAFEAERS: https://saml.cloud.com/saml/acs
o ¥#H: https://saml.cloud.com/saml/logout/callback

UTFTBIZRT Okta BIEEHI &Rt iH RS

SAML Settings Edit
GENERAL

Single Sign On URL https://saml.cloud.com/samlfacs

Recipient URL https://saml.cloud.com/saml/acs

Destination URL https://saml.cloud.com/samlfacs

Audience Restriction https://saml.cloud.com |

4, EE -1 SAML ZFBREFH, BEMUT SP s, [VEEH Workspace BEXIHAFAEABAERS TS
o

o« & ID: https://saml.cloud.com
o EEAFEAERS: https://workspaces.mycompany.com/saml/acs
» X#H: https://workspaces.mycompany.com/saml/logout/callback

UTFREIERT Okta izhlAhMitin R B, 1%, SRMRESALHEID E

SAML Settings Edit
GENERAL

Single Sign On URL https:// .com/saml/acs
Recipient URL https:// .com/saml/acs
Destination URL https:// .com/samifacs
Audience Restriction https://saml.cloud.com

5. TH®™ SAML MAEREH SAML £RiFH, EaUEHENSBEHEHE FHF Citrix Cloud,
6. 7£ Citrix Cloud &EizHlas, BB SAML &E#:

a) £ Citrix Cloud &, #%$% Identity and Access Management (& {3F1iFRIERE),
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b) EEMIIBEM £ L, %3 SAML 2.0, #E&IESET, RAEERER,
c) EEE SAML BiE L, WAEESE 2 helENE—1 SAML ARZFIiFARES.

7. % Citrix Workspace BB RERHE SAML iE#:

a) 7 Citrix Cloud &, % Workspace B2 &,
b) EEMEIEET£ L, %% SAML 2.0,

8. EiplEEM £ BEX Workspace URL 1, iE#R4RiE,
9. £ “B2E SAML” mimLt, % “FErER customer.cloud.com URL fBE X5 URL”,

10. MAUTER:

o EEEXENSMHRMEREID 1, WANEESE 2 PelZp%E -1 SAML AREFHHIKE D,
« EBEXER SSO fk35 URL F1, BAFE =1 SAML MA=EFH SSO URL.

o EREXEREHE URL B, AEZ1 SAML A#ERF# SLO URL,

s FEEXENSMHRMBERIESS, ME-1 SAML NARZF L3 SAML £&8I1E+H.
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Configuration SAML Connection to Citrix Cloud for Custom Domain:

Select the preferred configuration for SAML authentication. Changes may take up to 10 minutes to go into
effect.

@ Use both .com URL and custom domain URL

Download the custom domain SAML metadata.

We suggest that you set up your IdP to automatically pull the latest public signing key
from the metadata URL in order to prevent a disruption in service.
Learn more

1. Set up secondary SAML identity-provider application, backended with the same active directory
server as the primary SAML application.

2. Enter details for secondary SAML application.

Identity Provider Entity ID for custom domain SAML App 2
http://www.okta.com/ 357
Identity Provider SSO service URL for custom domain SAML App 2
https://i 357/ss0/s¢
Identity Provider Logout URL for custom domain (optional) SAML App 2
https:// 357/slo/sa
Identity Provider Signing Certificate for custom domain
Identity Provider SAML Signing X.509 Certificate | okta.cerlg\ SAML App 2
Expires: 05/30/33
CN=

O Use only the custom domain URL

11. & “RE UREFENENR.

EE SAML EEZRTFAESR

EEEMG, HIZHFIHREE > S4KI. £ SAML 2.0 1, MEEES S EHIEFEEFE SAML 285 > T&.
SAML EEETTE 2R ID. SSO URL #1:E#H URL BEERIAXTHY SAML i,
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SAML Connection to Citrix Cloud Configuration

Identity Provider Entity ID: (O
http://www.okta.com/ 7

Identity Provider Entity ID for custom domain:
http://www.okta.com/ 7 Manage custom domain

Identity Provider Sign Authentication Request: (O
Yes No

Identity Provider SAML Metadata: Download
o We suggest to set up your IdP to automatically pull

the latest public signing key from the metadata
URL in order to prevent a disruption in service.

Identity Provider SSO Service URL: (O
https:(/ 357
/ssofsaml

SS0 service URL for custom domain:

https:/fi 357
/ssofsaml

Identity Provider Binding Mechanism: @

HTTP Post v

Identity Provider SAML Response: (O
Sign Either Response Or Assertion Vv
Identity Provider Signing Certificate

Identity Provider SAML Signing X.509 Certificate | .cer
Expires: 11/30/32
CN=

Identity Provider Signing Certificate for custom domain

Identity Provider SAML Signing X.509 Certificate | .cer
Expires: 05/30/33
CN=

Identity Provider Authentication Context: ©
Unspecified v Exact

Identity Provider Logout URL (optional): ©

https://f 357
/slofsaml

Logout URL for custom domain (optional):

https:// 357
/slofsaml

Manage custom domain

Manage custom domain

SAML App 1

SAML App 2

SAML App 1

SAML App 2

SAML App 1

SAML App 2

SAML App 1

SAML App 2

FREHEM SAML BEEIREER TEIZNE - ME =1 SAML NBEF.
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I5IEE % Citrix Workspace

BUIHEEENERNEHETA, FRITUTR:

o AT Workspace URL (https://mycompany.cloud.com) # SAML 12 ##2F & R Citrix
Workspace,

o EAEH Workspace BEXE (https://workspace.mycompany.com)#l SAML i2#HIEFER
Citrix Workspace,

o FERENE—EFR URL (https://citrix.cloud.com/go/mycompany) f{&8 SAML 12147
&= Citrix Cloud,

¥ Okta B2 &7 SAML 1245 LUi# 1T Workspace & 14381

March 11,2024

Author:
Mark Dear

AXNABTERE Okta SAML AEFFRENFE UK Citrix Cloud 5&89 SAML IRIEEZEIHERE, HAR—LEP5E
IR T 157 SAML IR IHE N ERIZHI & P HRITENR(F.

WEFM

ERMAXFRESZH, BHERBEUATOERS:

« Citrix x#B7% Citrix Cloud #1587 SendNamelDPolicyInSAMLRequest Ihat, tEIHAERTERE
Fo BXXLTHEEMNIFMER, ESHER Okta B9 SAML FrE=INEE,
o EE—NMERTEEH— Okta iy Okta H4R:

- okta.com
- okta-eu.com
- oktapreview.com

« 1ZBE¥ Active Directory (AD) 5 Okta AREF.

+ 1&# Okta HAERAX R FHRWIEER,

o BHRMEREFE ST (SLO) 27 Citrix Cloud #1 Okta SAML M BREFHREN. BB SLO 5, RLAF
sE$ Citrix Workspace B, fhfiTthsxi¥$ Okta #1&= Okta SAML [z BI2FRFRE H1hARS RS,

+ 7£ Citrix Cloud #ERET SHREEFEEFEH (SLO) EXK.

o B RMIEREHE48E (SLO) 2 Citrix Cloud & HTTPPost,
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* |dentity Provider SAML Signing X.509 Certificate | Upload File

*|dentity Provider Authentication Context: (i)

‘ Unspecified W H Exact v ‘

Identity Provider Logout URL (optional): (O

‘ https://logouturl.okta.com

*|dentity Provider Logout (SLO) Binding Mechanism: ()

‘ HTTP Post v ‘

*Identity Provider Sign Logout (SLO) Request: (D

|© Yes O No

/3 Okta i SAML FREERI =INAE

ERMAEXHIESZ AT, BHMELR Citrix 2352 1UE A SendNamelDPolicyinSAMLRequest IhaE, ILLIhAE
i Citrix Cloud #Ef57F SAML iE3R+3& NamelD B8R “RIgRE” 1RMELEHN SAML REREF. BRILINEERE
BF Okta,

A LLEE B RER Citrix kP H@iE Citrix 5 AR25 Web if SFFIIEBRIERX LR,

2R
KX BIEE Okta BRI & el SAML ZBREFIES. WRNARFEFEEM Citrix Cloud Xig#y SAML F&iiE
o

BERT

FRIEPBHTLL PEM #&4555, Citrix Cloud RiESZEMBEEINEZIER,
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EEILMERIRINT A (FlIfF https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract f3gEXT
B) MEFrEttX# Citrix Cloud SAML Fo#BREUIER, Citrix ZBiX&EE 4 %KE Citrix Cloud SAMLIEH, X
FHEEERREIZIER,

AERS PSR T S E IR T AFREVE RIEH, Witk https://www.rcfed.com/SAMLWSFed/Metada

taCertificateExtract,

EREVEFEMXE Citrix Cloud TTHUR, BEHRITUUTRIE:
1. EEERMRITAS, BAEH Citrix Cloud XigryrcHiE URL:

o PFEREE. EEMITARHXIE, BN https://saml.cloud.com/saml/metadata,
o MFHARXI, E@Ahttps://saml.citrixcloud.jp/saml/metadata,
« 3t F Citrix Cloud Government X i3, & # N https://saml.cloud.us/saml/

metadata,

2. BEME, REAEBETEERAR URL T,
3. BETHEHTEH PEM BLAVES,

5 Okta AD RIEEF ik

ZEA Okta 0 SAML 12147, S Mskigat AD 5 Okta &£, Alt, EEEHEEDRE Okta AD RIE, AT
&R AD RINEIER Okta AR, BXEE Okta AD RIEMIES, B2 Okta Web 243 E#9 Active Directory
LN T,

ZfE, BEsAD ARMASAN Okta, SN, FEIEUTSEN AD ik REXRIE:

B R
« SID

« UPN

« OID

3% AD APMAS Okta AREL, BEHRITUTRE:
1. REMEE Okta AD RIB, BXTERA, ESHE Okta Wik LRI TXE:

« %% Okta Active Directory 32
 F2& Active Directory S AFIHKFI&E
» fig&E Active Directory E&iZE

2. BIRITFHSASKBHEN, BEN AD BFRFARME Okta, BHx Okta SABEMABRIEMES, 18
27 Okta ML A9 BIE Active Directory P14 .
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Citrix Cloud

fcE Okta SAML [ FAEiE2FLLI#1T Workspace 51{4503E

1. EAAERIMERE SAML ARFIIRMNEERKFEREN Okta AR,
2. ZEERENES, ERNAER > NAERF > VENAEFEN, AEiEE SAML 2.0, EEFET—F,

Create a new app integration

Sign-in method 0IDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through

Learn More (3 _ _ .

APl endpoints. Recommended if you intend to build a custom app

integration with the Okta Sign-In Widget.

QO saML20
XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. ENARFENP, BANBREFNREFEH. BFET—F,
#;Create SAML Integration

o General Settings

1 General Settings

App name Citrix Cloud Prod

citrix

App visibility Do not display application icon to users

App logo (optional)

Do not display application icon in the Okta Mobile app

Cancel m

4. 7£ SAML igE9 9, EEE Citrix Cloud ARS1RHRE (SP) &

a) EEEEF URL &, HASEM Citrix Cloud &F# Citrix Cloud Kigztrzay URL:
« MEEZMEF ID MUFHRE. EEFLAEPHMEX, EHAN https://saml.cloud.com/

saml/acs,
« MREMEF ID UFHAMK, EHAN https://saml.citrixcloud.jp/saml/
acs.
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o MREMWEF ID 1T Citrix Cloud Government X3, &N https://saml.cloud.
us/saml/acs.

b) &AL URL 1EAUH AMBHR URL,
c) =& URI(SP 5245 ID) 1, #A51&8 Citrix Cloud &~ # Citrix Cloud Kigx a9y URL:

o MNRENEF ID UTFIREE. XERTABESIHX, BHEAN https://saml.cloud.coms
o MREMEF ID UFEAMK, BEA https://saml.citrixcloud. jp,.
o MNREHWEF ID (i TF Citrix Cloud Government Xig, &N https://saml.cloud.

USo

d) E&#RID &R, %EFEKIEE. Citrix Cloud 72 SAML 3R+ %i%H NamelD HBg4 515 Okta SAML
R AR HIEER NamelD XAELED, WRXLEMBRLER, NEAEESHRIEERSSH Okta

o
e) ENAEFAFEY, %E Okta AFE,
ERLEEERRA, TEWATEE. BREAMIT ARt XAIERECE:

A  SAML Settings

General

Single sign-on URL @ https://saml.cloud.com/saml/acs

@ Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ https://saml.cloud.com

Default RelayState @
If no value is set, a blank RelayState is sent

Name ID format @ Unspecified .

Application username @ Okta username .

Update application username on Create and update

BERER:

IR ID RERENRIEE. NEREFERTENEZSE SAML ERKMK,

f) BHEREREEHREUTEE:

o EMRR, EEREER,
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« HEISERT, EREER.
o EEREER, % RSA-SHA256,
o FEETSINES, EERINE,

g) EXZIEHH, WU PEMBR LHEM Citrix Cloud Xigiy SAML FZIEH. HXIKE SAML EZiEH
B9RR, BEBREAXPHER,

h) ERAREAEHEP, EEANARFBHEAEH.
i) £ 0ES URL B, MIASEM Citrix Cloud Xigixd Rz URL:

o TR, EEMTAFESBXE, &N https://saml.cloud.com/saml/logout
/callback,

o MFEAXXI, @A https://saml.citrixcloud.jp/saml/saml/logout/
callback,

« 3¢F Citrix Cloud Government, &N https://saml.cloud.us/saml/logout
/callback,

j) 7 SP %17E&%, MAEZHES X URI (SP 1k ID) (LLESHLE 4¢C) HEANE,
k) EERERP, EREAEZIEHRIE SAML ER,

TERETEE. RANTAREBHXHNIEHLE:
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Hide Advanced Settings

Response @

Signed N
Assertion Signature @ Signed .
Signature Algorithm @ RSA-SHA?56 -
Digest Algorithm @ SHAZ256 -
Assertion Encryption @ Unencrypted v

Signature Certificate @

0 prod .pem X

Uploaded by on Wed Aug 30
08:23:33 UTC 2023
1.2.840.113549.1.9.1=#160d696e666f406f60746
12e636f6d,CN=
,OU=S50Provider,0=0kta,L=San
Francisco,ST=California,C=US
Valid from 2023-01-25T10:38:20.000Z to
2033-01-25T10:39:20.000Z

Certificate expires in 3436 days

Enable Single Logout @ @ Allow application to initiate Single Logout

Single Logout URL @ https://saml.cloud.com/samlflogout/callback

SP Issuer https://saml.cloud.com

Signed Requests @ Validate SAML requests with signature certificates.

SAML request payload will be validated. SSO URLs will be
read dynamically from the request. Read more

) HFAERRNBRILE, BEZRIAME.
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Assertion Inline Hook

SAML Issuer D @

Other Requestable SSO URLs

Authentication context class @

Honor Force Authentication @

None (disabled) v

PasswordProtectedTransp... v

Yes v

http:/fwww.okta.com/${org.externalKey}

5. EBMIES (FIik) T, MABH. SMELNENE, WTRFR:

B

cip_email
cip_upn
cip_oid
cip_sid
displayName
firstName

lastName

BB
RIETE
RIETE
KIETE
KIETE
KIETE
KIETE

KIETE

(=l

user.email
user.cip_upn
user.cip_oid
user.cip_sid
user.displayName
user.firstName

user.lastName
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Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
cip_email Unspecified v user.email v
cip_upn Unspecified v user.cip_upn v
cip_oid Unspecified v user.cip_oid v
cip_sid Unspecified v user.cip_sid v
displayName Unspecified v user.displayName v
firstName Unspecified v user.firstName v
lastName Unspecified v user.lastName v

6. HEET—%, WEHLIM Okta BLEIEA,

3  Help Okta Support understand how you configured this application

Are you a customer or partner? © I'm an Okta customer adding an internal app
I'm a software vendor. I'd like to integrate my app with
Okta

The optional questions below assist Okta Support in understanding your app

integration.

App type @ This is an internal app that we have created

Previous

1. EEREFEREEUM? B, BERBHNANLAREFH Okta B,
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8. ENAEFERR, ERXERNZNNENAEEF.
9. EETMARFENEE, WIRETEN SAML EAEFNEEXHNE, HFETERETFHNRS.

EE5xE, ERNRED+, ARFAPMADEL SAML ARERF.

Citrix Cloud 5955

November 30, 2023

Citrix Cloud AFL RS R ANEMERABEREM. Loh, WAHEMERIEREER AT Citrix Cloud iR
Citrix Al IEARSS BRI AHIER B

R E AR

kP e L@ M Citrix Cloud REHRERE “VFal” REMZIFN RS HITFEI S ECMERE R,

X

Home

My Services A

Library

Identity and Access Management

Network Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Maotifications

System Log
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BEXoRSHEWIFENERRRSANESER, BERENSRSHFRNENEERERE o

AHEREVF A

41 E8E Citrix Virtual Apps and Desktops Byl Z P aTLUER Citrix Cloud BEE TR F /1§ & FH R IFATHE
HHFEERERE R, @@ Citrix Cloud A Citrix ¥ alEARS 28, FFRATLMER Citrix Cloud FE F a1 558
AT TES:

o HAEEMFAHERS SN SRS

s EEFEAAP/EETFTENBENTIES RAMERBES.
« BEEEAHRTURANBENFRHEERIEEES.

B4 Virtual Apps and Desktops SBEBMIFRHEMEREREMNESER, BB LN EE BT IER 6
BB,

Citrix BR51214£75 (CSP) 893

Citrix BRSSIRMHEB AT UER LT TAER 7 BARE=RIFENERER

o FAHEEAER LR Citrix Cloud FH—M% RS, ATFREMLCAEEFRMNSHEREFPHNFRERES.
BXIFMER, BRI Citrix RSREENIFT,

« Citrix Cloud H#yiF A ThaEfE CSP % F REMS s HZ 21589 Citrix DaaS (MAFi#rA Citrix Virtual Apps
and Desktops fR$) F=mEVFaNEMERER. CSP Al iiEHEEZ A Citrix Cloud kP FERUBENS
HItES. BXFAER, BESHEUTXE:

- Citrix DaaS W& FIFRNEMERE RSN
- Citrix DaaS Standard for Azure B9% P ¥ RTIERIE A 1558 4540

WA= ARSS BT RHEAMDEERE TS,

October 5, 2023
Citrix Cloud ¥ el EEEES 2IRFIM XM RS MNIFTIEERE L. ERAMEMNIZARS, ALl

« —BTAMEE NI AN E

- BEREACRSHEENEREREREBRS
o RNEEZMFIENERNIFAESMERES
o BIFRHEEABES A CSV
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Citrix Cloud

EEECRSHIFIHIE, BMEH QRBEPEE F7),

X

Home

My Services A

Library

Identity and Access Management

MNetwork Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Motifications

System Log

=

X NABFRBZ M Citrix Cloud BRSBAMIFRITHEE, WRINELSEAESBMAR, BEFBURTRS
(B0, WEHESDE) . BXEBURSHITFEIENERBEIANESER, BERUTXE:

o Y% Citrix DaaS (AP /i&#&) WFRHEMIERNERER

« 1530 Citrix DaaS #1 Citrix DaaS Standard for Azure B RIERIEEERER F%)
« U530 Citrix DaaS Standard for Azure B RIBEAERNERER  ((RAF/1&&

« 512 Endpoint Management BRI ENERENERE R

o BIERMXRSHHEERBER

o 530 Secure Private Access FIFRIIEMERIER

XK EARS

WRMVERTEE. MBMITAREIBHXIZZRRS.
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U AR SS S<HFFAT

« Citrix DaaS (AP /i&&MARGFRRN) - LUFT#RA Citrix Virtual Apps and Desktops &S

« Citrix DaaS Standard for Azure (BFP /i&&FaIER) - LUEIFFAZERTF Azure i Citrix Virtual Apps and
Desktops Standard

+ Endpoint Management

TIPS

+ Secure Private Access (LL#i#ra Secure Workspace Access)

Citrix DaaS f9% 8]
Citrix Cloud #fviFrI 2 ¥ Citrix DaaS W2 2B al, WMRIEAFI&EMHFH LRGN & Citrix Cloud
kP, Citrix Cloud $EFAEH & TES ERSMF SR TR RHEERE .

Citrix BIVEE BRI NEZH], AEEAMRMARIIKRESLYIE, SN, ARFSETERNERS. FXHH,
#B% Citrix DaaS X#4H#) 222058

WRMINEER Web Studio 5 PowerShell &757%fE, rlizh @ NERERERMNS LB FRHEERER, WH
LASSE AR LA ae T

o FH5 30X, AfE BEHRFERERTANE,
o JEBER Citrix EF RS,

WalER e

BE, ARFEEXERCIRSHSRARBIT. RERSARSRIEEERAINTAERUFRNARDEIFAIE. BX40
FASHRS D EITFENENFAER, FSHAAXINERS | BRTFRIXE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 273
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Citrix Cloud

WARENIFAER

> Liconsing

Licensing Time mne: (UTC) Ecordnated Unversil Tin

Cloud Services Desktop as a Service

User/Davico Model

Deskiop as a Service

Gateway . - gt
| A 100 licenses will expire in 32 days

Secure Private Access

User/Davice Licenses
Endpeant Managemeant User/Device Active Use

5295 ASSIGNED / TOTAL AAILABLE MONTHLY USERS DANLY USERS MONTHLY DEVICES DARY DEVICES
Desktog as @ Service Standard fo. usiD 52/100 48 4 39 19 40 4 20

Licensed Deployments

Concurrent Model View Usage Details:

License Sarvers

Usage Concurrent Licenses Concurrent License Usage Last 24 Hours.
License Files
T4% ASSIGNED / TOTAL AVAILABLE 80% ASSIGNED / TOTAL
usen T4 /100 26 usen BO /100
Concurrent License Wsage This Month Concurrent License Usage All Time

99% ASSIGNED | TOTAL 101% ASSIGNED/ TOTAL
usED 99 /100 USED 101 /100

W TR T SR SRS ML T 5 BA0RE

s DENEWEZFRHESHENBE DL, ZE2tER 100% 8, BRLaMNFETHhER, NRB 7 EEE 100%,
MZBE DT RNIE,

o DECHIFANES BMERFRHER EER LR RIRET ] BiF ) I &,

o niRSITHZIHAZ AIBRIRETIE, NRITHEEE TR 90 XREH, BT —RESHER.

WFRLRS, HEEARSEREMESR, fIINERERER. BXBETRSNVEAEENESER, BFSHEAXIRN
5 BT X,

fERBEMITRNEED)

BXRARSFENIFIFEIE, B8RS EREERIFE. AR, SUUERRRSTFIIINERESTERENAD.

License Assignment Active Use 0O rorarucenses B assioneo users B ASSIGNED DEVICES Bl NEWLY ASSIGNED
00
. I L o

Sep 2021 Oct 2021 Nov 2021 Dec 2021
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AR BERARNER, BEBRRTERS. BXRHETRSHEREEMFAIEENNESES, BSRANERSI
BT E,

AR ECRFEIE

BE, MREFREELS 30 RAEATRS, WOKRFAHEERBREER. WANERME, RRIFAHEFNBERIEM,
SECHIFRHESRE W SENIELD,

WFRERS, WALENARAIRESEMAE, BABURTARERNFIRR. BXABRERSITFIEINESER
BERAXINEE | BRIFA X E,

RR B

o MBEHEFAHEBEMENFAE, Citrix EE2HIEFERATRRS? 7, NRESESREIFAILIEEH,
Citrix FRMELILERRS BRI, FrRHEERBERRET AT THRENZFEERBERNES, Al Citrix 2
RSN S EHRSENINFTSHZN. NREIANECRSEFRHRS, Citrix BRERAHEER
®, WEENEFTER,

o FEHRMLFRER? Bal, (ERSAFEREXNTFRHEER.

+ Citrix DaaS BEXFHZARYA (flW, ARNERABFLSENHLEAFER)? 2, BXBEZER, BSR4
XHH SRR

+ Citrix DaaS 2&X1FZhAFa]? g0, FHATTER— Citrix Cloud i FRFMERSEMRASRRD? &
%55, AR, Citrix DaaS ih= REERT—MRA8iFal, MREERF— Citrix Cloud e LEMA
%~ Citrix DaaS %6, MENBAZR—HRZA,

+ Monitor &% (£ Director ) S5HEFaI WAEETAKXSI? Monitor IREMHLZRIFRARM T SHEE
EERANH LT IR RNERER. EASHIERT, FH Director FMH A SIEHRR R TN ER
HIEEHZF IR AKRERMENH LIRS, B4 Director PSSR EREH L IFAHEER
BERNIRE, RETANBENETEXFIZ:

- RENEKE: FrERSHIRER. Citrix Cloud R 5 #itE— R L& ZRS I —ig &,
BB LD HHREASHITLE, AT 24 /0. SANSRIARRNEEERER. Director Fi
BOSIRERSFUE TR/ EIER, BEBRTFIREIETAR.

- M BEIRIER, FARFHIREENME—E, BRSREFZERHE—IRE,

o "ERAPIBISRSHIEGIE (1, RERTARNIER), AtAR—RBFERNFESKITERR?
- Citrix Cloud AR E&EZ# (UPN) RiIHEM—BF %K. IRBPEIRZIMZEHRT SRS, Citrix
Cloud £RiZRAFHHZARNE—H UPN, 8 MIEERRANEEZ. Fit, Citrix Cloud &XFE—EF#1TH
Wit#. BISAFPKRERIRZIHERS, WAlUE 30 REBRMIBMFRHED R, NREIEEARFRIIES
&, Citrix A&MELEERRS B,

o "AFABRBEIR—TAPRISEEEENFINE? - X2HERTF HTMLS 89 Workspace A2tz
#H Workspace W B2Fi&it#, @it HTMLS & Workspace M REEFBHEERF IR&IFAIE. B,
BT A =R Workspace M AREFBHMKEFERFIEEFAIE. AL, MRAFBSEATF HTMLS 89
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Workspace AZF RN ARRF, REBEAMEEN Workspace AR MAES, Citrix Cloud #
ErzBAERTRMFAL. KITATSEMAREE, BU8aSEITEN S FMSEFIIEERRED
%, MRESEERTWAHEEE, Citrix FRMELEEARS B,

=4 Citrix DaaS (AP [i&&) WIFeIENIERIERE.

November 8, 2023
XA BmEER Citrix Cloud FEF a6 B RARS FALE S B S EshERIE .

WREMET Citrix Azure HEE S A TEERS, H5H Wl Citrix DaaS 19 Citrix & Azure ZIREFEBE R, 7

REZES .

VFEES B

L —FAF RIS EREMNAREFSAELN, Citrix Cloud &2EFHIE.

et

MREREZANEHEBERAPAPEILEY P AEEMNEKA @@, johnsmith@company.com #
johnsmith@mycompany.com), M=aI L5 Citrix Cloud ZBSZi A%, [EEZKFHARE (Fi
johnsmith), B AE A, RIAMERT, HEBMLTFEARS.

BREE#EE, Citrix Cloud —RFPMITERKRET K, Citrix Cloud 8% johnsmith@company.
com# johnsmith@mycompany.com WARHENE—BF, MK johnsmith MAK—RAF. KIHEEXS
TN LT R 5

o IFENEDER

o TMRFER

o —ERRYEIRYITRIEER B
« BEBRBHIFALE

LEMTFIERI S BHIESHEI CSV XA, FrISENXEENE S RRE R,

=3

AE:
NBEREZNEERMKFANERZ, ERFIBETR (FlE0, BNEAEEKS johnsmith@company

.com# jsmith@newcompany . com), Mk Citrix Cloud ByitE:8E %M, Citrix Cloud
#A% johnsmith 0 jsmith #RE—AF, BEMEGITEFRE—D Ao
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B SR R A Ebh

BRINMERT, SRBMATREARS. NEBRAREAZMENBR—ZIE, SRBMaymENEr iREERE.
fFisn, MREELERGBBERASBM, Citrix Cloud EZARRNEERSZEEM. B2, ZHEZIMENRIILNA
RSB AZ R M, FEE, NREEATRHRAEEEM, Citrix Cloud EZAIZRMEIELRZIIRM, B,
BRZINEEN A HRH EBIRRFFE.

EERANEAEZEMLT, FHITIUTRE:

1. REFAERI e A LAKLEEITIRA X,

> > DasS Tieme Zone: (UTC) Conrdnated Unversal T
Licensing Domain name truncation is enabled @
Cloud Services DaaS
DaaS User/Device Model View Usage Details
Gatew
e A\ 100 licenses will expire in 31 days.
Endpoint Management User/Device Licenses
User/Device Active Use
Daa$ Standard for Azure
§ 52% ASSIGNED / TOTAL Ak ALl MONTILY USRS CARY UL s MONTILY OLVICLS. DALY DOVICES
. usto 52 /100 48 39 19 40 20
Licensed Deployments
Servers
Usage
License File
N7 = P W o s, 1= \ ”
2. HAGIRTERIANGHEREN, EF %, HBAA
N
WeRE
> » Daas Time Zone: (UTC) Coordnated Universsl Tems
Licensing
Cloud Services DaaS
| Daes User/Device Model View Usage Details
Gatewa
' ! A\ 100 licenses will expire in 31 days.
Secure Private Access
Endpoint Management User/Device Licenses
User/Device Active Use
DaaS Standard for Azure
52% ASSIGNED / TOTAL ALABLE MONTHLY USERS DARY USERS MOMTHLY DEVICES BARY DEVICES
. usto 52/100 48 39 19 40 20
Licensed Deployments
License Servers
Usage
License Files

WAHERMET U TME SR IE:
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o BENEMEMEFAIES S2IFAHENE L. HE DGR 100% i, BOLESMNEEThES, IRBDLE
i 100%, MizERtEERLIE,

MR EHE SRR ERERAF 1&&FaTEH Citrix DaaS MA M E 89 alER S F,
o DEMNIFIIES EMERIVFEIIERI L ZR AR RIR A A A 1T AR &
- BRANBXNERERBRSITER:

- BRERERE

B A 30 RAERTIZRSHE—S 0 AP HIREHHE,
- BRENERERE

AR A 24 /\NRERTZRS R —A PR RIRENHRE,

o mIRSITHEIMAZ AIRRIREYIE, IRITHEE TR 90 XREH, NSEBT—RESTHER.

HESENIFENENERERER

AT &R Citrix DaaS WA /i&&FAIER, Citrix Cloud 2ItEFERZRSHE—APB—IRENERE. ~
THESEMITANE, Citrix Cloud ERAXLHHANEBIME, ATHEFRERBER, Citrix Cloud EREMITE
ERLE ER B ERRER A P REIR RV E,

R B DB ANERRA

WER%E 100 Mg—FEFH 50 ME—Ig&MFERA T %ARS, Citrix Cloud SERBINETF (50) RHE 5 BECA9FAIESL
2, BEANTANER S LRI AIFALENSRERETX 50 M ERRIFAIE.

HEERERERRG

NRAELE 30 XWE 10 ME—AFF 20 M—ig&EA T ZARS, W Citrix Cloud =HESAERAF 81F 10
ASERFAFPR 20 MER&E. R, MRELE 24 /NNRIHET 30 MgE—AFH 15 M—ig#&, W Citrix Cloud
SWESRERAF81E 30 NERAFHM 15 MNEmiIgE.

fERB%E

BXIFANENFANE, BREHERANN EEEAFR. AR, EAIUEEERABEUNKEEERTRSFANERN
MABPRENAED.
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Citrix Cloud

DaasS
User/Device Model

| A 100 licenses will expire in 32 days

User/Device Licenses

User/Device Active Use
520, ASSIGNED / TOTAL ANAILABLE MONTHLY USERS DAILY USERS MONTHLY DEVICES DAILY DEVICES
USED 527100 48 39 19 40 20

“ERBEE” BORLEANBERAER.

Usage Trends
Jul 2021
User License Assignments
License Assignment Active Use O TOTAL LICENSE SRRty 5 B NEWLY ASSIGNED
ASSIGNED USERS
NEWLY ASSIGNED
100 RELEASED

TOTAL ASSIGHED

AVAILABLE
50 II II
0 — ! II II

May 2021 Jun 2021* Jul2021° Aug 2021

£ WALEDE AR L, ERBERNHAPNFTE2ETUTER:

o WHNEEH: EEFMERRPATIRSMWLEIVFANES Ko

HEMNAF . 8L SELAFPNTRHENRITHE,

HENIRE: BELHANRARENTFAILIRITHE. MIRXMEFELEANEBEERNIES, XURENARE
PR EED MK REMIER. BERMELEHT, Citrix BIVERZF#Z S Workspace ZARER
MO SASENIFRIEN S, i, BPE 7 BHEXIARISRS HRBITFRIE. tiFraHERan 7
BB “HoE,

B%%: SARXBHRAESHFENITNERE, flg, MR 20 MFHEEABLS, MEET7TBRHTHS 10
T, WETRE T BHEAFBIFANEHENRN 10,

B R E T BYRY (8] 8] FR A 2 S1Tic.
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T
TOTAL ASSIGNED
AVAILABLE

May 2021 Jun2021* Jul 2021° Aug 2021

FRRERERL, EAUSNEE L—1HBHAMBAEFRERABRMILE. EREXR LS ERRAZTERAR
HIRENHREBURERB S L.

Usage Trends

License Assignment  Active Use August 18, 2021 hES (Daily)  Monthly
O A August 9, 2021 "
00 ACTIVE DEVICES

=N \CTIVEUSERS USAGE THIS DAY

USAGE THIS DAY

VFRIES&ES

WAEEMED ETUTER:

o EDRIFENENTARPNTIR, SEXEKIIRE.

License Activity

60 Licensed Users 60 Licensed Devices @ Export
——
D Show only releasable licenses Search by User. Q <
Username Domain Devices Last Login Date Assigned ¥
User23100300 1Device Oct 3,2023 00:05:57 UTC Oct 3,2023
Userz23100212 1Device Oct 2, 2023 12:03:57 UTC Oct 2,2023
User23100200 1Device 0Oct 2, 2023 00:09:11 UTC Oct 2,2023

o BEDERIFENERIRETIR, SEXBKAF
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Citrix Cloud

License Activity

60 Licensed Users 60 Licensed Devices @ Export
D Show only releasable licenses Search by Device Name... Q ‘
Device Name Device ID Users Last Login Date Assigned 4
Device23100900 Device23100900 1User Oct 9, 2023 00:06:29 UTC Oct 9, 2023
Device23100812 Device23100812 1User Oct 8, 2023 12:01:27 UTC Oct 8, 2023
Device23100800 Device23100800 1User Oct 8, 2023 00:06:24 UTC Oct 8, 2023
Device23100712 Device23100712 1User Oct 7,2023 12:01:21 UTC Oct 7,2023

« MAFSIRENEIFRHERN B,

R A] LATRIESI R UM B R AT & KBS AT AL 1555 AXPEIRR D BRRIFAIE

RIS BRI RE
PEFRNERE, 9ECHIRN 90 X, HABISIRSMNEE, NMRAFFIREE 0 XEERINAEFH S, NiXL
RIS A N R E A RIE, #7E 90 X/SH Citrix Cloud £/, WEREBEHH, BB RLERITEMRE
SECHAPR (90 RX) 3fF, XAYEEREUTER FEARIFAIE:

 ZAFPAB5ATMEXEL

o ZAFPBKRBREE BEK.
AEYLEFILERN, EERAiEABISEIITFAIIE,

AR
o BINEBBAMFIIENEMRE. B2, URMREARRREIN, SBRFTHEAE 90 REIRZET&BIFIE, X
algexiER Citrix EULA, 7ERITICIRIEZ /I, BB R Citrixo

- EERABIARREFHARE ML &%, EERALUEEERRIFR APl RIBIFRHE. BXiF
M8, ESHATER Citrix Cloud #aTH AP,

EHA L WEIFRDE

MRAFHISEESR 30 KgEBMNARFHSEHE, Citrix Cloud ¥ FIEEFAILRKRS. EKRNFTIEER
£ VRIMERMAR” 3 FAERNIRE” JIRFP, HERREERE, AILREER, FRAIABEIFESER—
ERBRNERE, RTRTREFZITAE.

HIE “FEHEED BONTIR—REZER 100 MESEIFIE. SNREHE 100 NALRIFEIE, BERRE
EHENRPEE,
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Citrix Cloud

License Activity

52 Licensed Users 122 Licensed Devices

G Show only releasable licenses Search by D

BREHRBCIABRIFAIE, BREABIFAHHREZ AR E R AR BENFANE, HRERE T HRATFLHBHNED

BCiF AT,

License Activity

52 Licensed Users 122 Licensed Devices

D Show only releasable licenses

Username Domain
Stewart

Sanchez

[]  Mitchel

prict el el S e BT

BEREMFAESNRRK & EEAE LUEFRAMENF L. HEMTIRFEFIFANERN, “&AHIFaNE RIRERE

R,
TR LU —E A BT RIRENFRIIE, AR E &R MITEIE.

R 5 BRI RIE

EVFANIEEED T, BEHEFAIEANAR ST ERNIREETR,

MRFE, BRHEERAIRBEFEIEMYERAE AT L RFRHERN AP,
EREEENAINIRE, ARRERBITFIIL.

EECERNBRNIRE, ARREHABITFIL.

> wnh e
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Citrix Cloud

w0 Citrix DaaS (F&FAF) MIFRHEMIEEFRER

October 5, 2023
AN TBEE Citrix DaaS MH 2B FRIEMNEZR,
A% Citrix DaaS WA IS&FaINER, E2R%M Citrix DaaS (AR /i%%) MFeNEAERERE o

Ak Citrix Daa$S Standard for Azure R FP &EMH LA FEINES, ESHE M Citrix DaasS Standard for
Azure BUVFRIIEFIEFRTE o

WaER e

YAPEHIGE RN ARFRRSEERN, Citrix Cloud £2EFAIE. YA THEEMASIEEEN, BARBOEHF
Alif. AT HFENES B RERRIBEE ML EMENRNAEFHREEAISEHEMET L, Eit Citrix Cloud #8149
T E— R EEFERNIF LI E.

BEXALAPWARANESER, B5H “FaEAMrR" SKEPRH AT,

WAHE

Concurrent Model ( View Usage Details )

Licenses Active Use

Last Reported: Sep 26, 2022 14:28:44 UTC

74% ASSIGNED / TOTAL AVAILABLE MONTHLY DAILY
vsE 74/100 26 (26%) 52 (52%) 35(35%)
Last 24 Hours This Month All Time
Usage Peak: Sep 26, 2022 08:33:44 UTC Usage Peak: Sep 24, 2022 02:00:00 UTC Usage Peak: Sep 24, 2022 09:05:00 UTC

99% ASSIGNED / TOTAL ‘] 0" % ASSIGNED / TOTAL ‘[01 % ASSIGNED / TOTAL
USED 99 /100 USED 101 /100 USED 101 /100

WA ERME T U TE S0 REIE:

« Citrix Cloud ERiHGEEEERANFAIEN, YA EEFERNEWEFNESENE D, Citrix Cloud iR
ESREEEDNEENE—EEESASHITE—RILE D, WENFRLE2RHRENERH LA FTRER M
Citrix DaaS kst LAY AT IE S 550
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Citrix Cloud

o HRIDEHIFAIES EMEFAHES B R URFIRH T BIFAIESE, ZbERPERNSHEFARYGA
BHFFIERH BE “LXIRE BEANE).

o BEFERERGIT. EIHEFERPIEEIFATER, Citrix Cloud 0 ZR7E U TBYIE B AERN R A RN :

- B& 24 /8 & 24 PRERA—RERNRARIFRHER,
- &A:. BEHEHBAFRUR—RERNTFIENEAEE,
- FRREYE: BITHA s UR—RERRAFRIIER,

XEFABENERETHNSBRTLHAENITFILE . MRAEMNIFIESBUIEMERL, FEDEFA

IEARRZIEIN, WS HBRELL, URRZENERFORETFIIENE. B, NRLIEHENNEREE, N
B ARHE,

s ERERERSGIT, Citrix Cloud RLTRER R —EEN 25

- @H . _t_/|\ E ,ﬁﬁ EI\JEEIE\*;&O
X TE 24 /NEREZE R
X UK R B A RIT EE S MV B O LR .

T EERRHIEETFEIE

AT EMmREHLXAFPFEER, Citrix Cloud SES#IHE—RENIGENIZERSHE—REHE, NRITBATER
MY FIEE[ERZE, Citrix Cloud BERMNIEEFRERURARZIEEN B E. MRITHNTF LIEEFER
2, NYrgEEREFaNE.,

BE:

WNREAER Director 8 Monitor REVBEXHEASIENER, HIE, BURENHRFIENBEERE, HE
TReERRREEERNFRAFIFAHINEE, AXBEMRENITFARSZEAKFINESER, H5% ERE

TRE

HESAERERE

S1B4%), Citrix Cloud #&#HE E—1MBHAMMRE, Citrix Cloud R/RZBHARKRENE—ERE B

HESRERERE

sRME—8YE, Citrix Cloud #ainiEd & 24 /)eIpRER, Citrix Cloud R7E1% 24 /NYA L LN —EZE
o
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Citrix Cloud

fERBEMITANEEDD

EEEWANENHENE, FRE EEERER.
“ERBE BAREETRUTER:
o FHIEDE EREEUTERNER:

- WHERSH: EWENH LB IFAHES K,

- EARMIBETTIE: AEEENETESRNSRATTIER. BRAMERT, Citrix Cloud 28
AAEHRESTANEERERER. EnTHRESANS/ \HNSEERE, BMTAXEDERE
BBMBA®H,.

=L

=

INREEEN BEFEERARTE, Citrix Cloud BE RSN EERNLFIEEERER. i, NREMTH
BUEENEHTPNERE, WEETEEYSRIRZISNNNRKTFAHERE, NRITFANENEAKREETET

SRV S it EriafRmigin, Citrix Cloud &3 L/ T A EFERE .
o SEREAERTESUTEENERE:

K. BE 30 RABRNEE S
A: E—"EREHSTMBNERE S,

=3
=3

fEm “YENEDE 3 ERER” BR EMERENE ERXERIFEAER.

Usage Trends
License Assignment Active Use Daily Monthly
September 9, 2022
Q Q O— 5 - O
ACTIVE USERS
O o O o .
£ USAGE THIS DAY O
O - Q 0
o O
O—C O
)
o
AR RVFRIIE

HAFEHNIAIEERN, SEMRBHLZBF AL EXHEFERBXEFANE,

15110 Citrix DaaS Standard for Azure B REMERER

November 8, 2023
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Citrix Cloud

AXNBT EEAF IREMNHKRARFEXNFEED BRNER.

Citrix Azure BEEE ((VREAF[IEE)

WMREMET Citrix Azure HBESHATRESIHE, B2RMMERA Citrix DaaS By Citrix 18 Azure ZRHFES
0, UTHREX Citrix RFENZ RERRENESZE R,

WRIES S

BRFEEFEN: SM—AP SR gEERBSEE, Citrix Cloud 25 EFAIE,

HEAPFIER: SAFPEEEE LEsIE@EA, Citrix Cloud &2 EFRIE. HAFFHIMARIEERN, ¥R
BARFAE. AT FRHES R sERRIBIE A A EN A7 P KENEEHEMEWL, FEit Citrix Cloud 82 5%
HME—RIETE AR E,

BXARFAIRANESZER, B2 “WAERSm XEFEH 21T

HEERTREEFAIE

AT ERRMHLZFTER, Citrix Cloud SA2#ITE—RENIARZRSHE—ISEHE. NRHBATERNSY
pilgEEA=E, Citrix Cloud ¥ THMEEERABERUASATIZIEEN B E, MRITHNFLUFEETHE,
WL FEEERAER RSN,

g it

AP [REVFRIRR LRI IhRE,

MREREZNFEHBRAFAPEIEYFAEEMNEKA @@, johnsmith@company.com #
johnsmith@mycompany.com), WA s Citrix Cloud 2Bz 5, RERZKANWALZ (BN
johnsmith), A&, BRAMERT, HEHEMLFERARS.

BREE#HNGE, Citrix Cloud Wl—AFMITESEZET WK, Citrix Cloud &% johnsmith@company.
comf johnsmith@mycompany.com @AFHENE—AF, MR johnsmith WAK—AF, ItEENS
ML NIRRT SR

o IFENEDER

TR AER

—EREY B AR RIEE B %S
BRRERABOIFAIIE

HIEMIFRIERI B BIESHE CSV XXHRY, A SiERXEE S RIREH,
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Citrix Cloud

} =r

AR

MRERES N AEEMKFNEE, BAFZEERR (B, £NMEFEEKS johnsmith@company
.com#l jsmith@newcompany.com), NiH& &S Citrix Cloud B9itE&E® M. Citrix Cloud 1

5% johnsmith # jsmith WAk —mFA, BEMIEFE— A,

B S AR A Ek

BRINBERT, BEB8MATREARS. NEBARERAZMENB—ZIE, SE8itaymEnEr i&&ERRE.
fign, WREELTEAMEARZEY, Citrix Cloud EiZBERNBEMSZIIRM, B, BRAZENFILTA
AR BN AZ M, F, MREEATRNEREZEM, Citrix Cloud EZARRRNBBLSZIZM. B,

B RZINEER B B A £ HHEFRIFAE,.
EEANEAERELT, FHRITUTRE:

1. [EFAER e A L AKLEEITIRA X,

¢ > Lice » DaaS Standard for Azure
Licensing
Cloud Services DaaS Standard for Azure
DaaS User/Device Model

Gateway
! A 100 licenses will expire in 31 days.

Secure Private Access
Endpoint Management Licenses

DaaS Standard for Azure ASSIGNED / TOTAL AVAILABLE

5% 5 /100 95

. UsSED
Licensed Deployments

License Servers
Usage

License Files

Time Zone: (UTC) Coordinated Universal Time

Domain name truncation is enabled

2. HRSRTEWMANERREN, %F %, HEB

FAE

Citrix Cloud 2 REF/1&&MHA X B FEN T EEERRNIFRLENHERE,

BRMgEREE

SNFAF/EEES, FIRERREEERNTIIES ERENTFESHIXER,
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Citrix Cloud

Desktop as a Service Standard for Azure

User/Device Model ( View Usage Details )

A\ 100 licenses will expire in 32 days.

Licenses
ASSIGNED [/ TOTAL BVBILABLE
5%
WSED 5 1 GG S 5

LEDLEGE 100% B, BERLEMNEEENER, MREDLED 100%, WZESHEERNTE,

Citrix Cloud & 2R3 BB AIE S W K A9 RTEAY EL 3= AR IR B R A 1 RTIES 2

HERPHE

WNFHERN, WARERMETUTEEN—B TANRE:

Concurrent Model ( View Usage Details )

Licenses

Last Reported: Sep 26, 2022 16:14:20 UTC

Usage Peak: Sep 26, 2022 12:00:00 UTC

74% ASSIGNED / TOTAL AVAILABLE
USED 74 /100 26 (26%)
Last 24 Hours This Month All Time

Usage Peak: Sep 26, 2022 12:05:00 UTC

Usage Peak: Sep 26, 2022 12:19:20 UTC

ASSIGNED / TOTAL 99% ASSIGNED / TOTAL

99% ASSIGNED / TOTAL 99%
99 /100 USED 99 /100

USED 99 /100 USED

o Citrix Cloud EXXiH&IEEERNFRIER, YaEEFERNENIFTIESEMNE S, Citrix Cloud iRiE
5REEEMEENE—RESAIHITE—RILE DL, WENFHERHRENERHLZFTERM Citrix
DaaS Standard for Azure MEAYFRIERY EF,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 288



Citrix Cloud

o HRIDEHIFAIES EMEFAHES B R URFIRH T BIFAIESE, ZbERPERNSHEFARYGA
BHFFIERH BE “LXIRE BEANE).

o BEFERERGIT. EIHEFERPIEEIFATER, Citrix Cloud 0 ZR7E U TBYIE B AERN R A RN :

- B& 24 /8 & 24 PRERA—RERNRARIFRHER,
- &A:. BEHEHBAFRUR—RERNTFIENEAEE,
- FRREYE: BITHA s UR—RERRAFRIIER,

XEFABENERETHNSBRTLHAENITFILE . MRAEMNIFIESBUIEMERL, FEDEFA

IEARRZIEIN, WS HBRELL, URRZENERFORETFIIENE. B, NRLIEHENNEREE, N
B ARHE,
fERE%E

Citrix Cloud 2T AR /REWANERHRXBFIFELENERESEA, ZEERAR, BNTFITRENETEEEE
ERBERFAES.

Cloud Services DaasS Standard for Azure
DaaS User/Device Model

Gateway

A\ 100licenses will expire in 31 days.

Secure Private Access
Endpeint Management Licenses

I Daa$S Standard for Azure ASSIGNED / TOTAL AVAILABLE

%% 57100 95
Licensed Deployments

License Servers

Concurrent Model
License Files
Licenses
749% ASSIGNED / TOTAL ANAILABLE
74 /100 26 [
Last 24 Hours This Month All Time
81% ASSIGNED / TOTAL 980%, ASSIGNED / TOTAL 9809%, ASSIGNED / TOTAL
useD 81/100 USED 98 /100 UsED 98 /100
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RARMIg&EES
SFAP&EEFENE, “FEREE BHUEREAREERE S ERIFAIIEREA,
Usage Trends (UTC)
License Assignment O Totel Licenses W Prev
Jul 2023
100 TOTAL LICENSES
PREVIOUSLY ASSIGNED
NEWLY ASSIGNED
50 RELEASED
TOTAL ASSIGNED
AVAILABLE
0 s
Jun 2023 Jul 2023 Aug 2023" Sep 2023°

EREXR L EEREZETUTES:

o WHENEEH: EEFERNDPHTIRSMEEFAHES o

o URIDECHIFANERE: ETANENITAIESE. fld, ARE 7 BHERGRSIRSHRFIFANE iFA
AL 7T BEY “WiEC. 128 A, WIFEERAA “SaEni,

o R SASRNIITAHINSE, fli, BFRE 7 BOBERERRSHRGITANE. WIFIERER 7
B8 Wi,

B R E T BYRY (8] 8] fR A 2 S1Tic.

50

Jun 2023 Il 2023 Au g 2023" Sep 2023"

B R EkTRYRY () E)fR A £ S1Tic.

50

Jun 2023 Il 2023 Au g 2023" Sep 2023"

HEBPHES

NFHERAPWAE, “ERAEE BOoMEETUTESR:

o WHNESH: EWEMH LTS

o ERATRIEEFRNE: AEEENBEEESRNSAFRIER. RIAMERT, Citrix Cloud 2R RYsIHRE
hENANEERRER. ZERATHREISANE\NNSEERE, TN THXREDEZFEEENERAHA.
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INREEFH BEIEE R KT, Citrix Cloud B ER&idiEERa HaigEERE L. i, NRERTH
BUERNEHTTFNERE, WETEELSRRZISNNNEXTFANERE, MRTFANENEKEEETET
RO A FITEEIRRMIEIN, Citrix Cloud & FE# S a0/ \BYRIEEEAE .

femE R L pYRYa)E FREN A B %A (8 iE) R AR Y I FIE S $AN I AT IR (B,

B PMIg &R R EED

SFARREWANE, “WrRHEER” 39 ERESRFRHENNMABFRHRUREAF SRFRHEN B, EBIR
BERTHAFIE.

License Activity

5 Licensed Users @ Export
D Show only releasable licenses Search by User Q, 1]

Username Domain Last Login Date Assigned

(] users Mar 29, 2022 21:46:07 UTC  Mar 29, 2022
user pr 22, . ] L pr a3,

O 3 Apr 29,2022 2146:07 UTC  Apr 29, 2022
USer un 4ol ndy 22

O 2 Jun 20,2022 214607 UTC  May 29, 2022

[ usen Jun 29,2022 2146:07 UTC  May 29,2022

(] usero Jun 29,2022 21:46:07 UTC  Jun 29, 2022

AT AR S RN B R AT & R F AR AE, B2 PH “RRIEIIFRILE .

EMAP [(&&FFIIE
A EFHNAR (&&FIEERS ITREEMR.

o FERSITH: WREERFITH, WaIlhdE 30 RARBEINARFHKSENAR ZRIFTIE. STt
ERRIREHRZ MFAIL

« BERSITA: MREEAEITH, WALESMENE—REBIFALE, MAZENERR,

DECFANERE, DECHIRN 90 X, HERIUSKRSIER. MRABARHIREESE 90 XKEBHNABEFHRHE, WXL
YRHER A AR ERIFRIE, 7 90 X/ Citrix Cloud 2. IidER BN, BERRATERITEMIZIE

SECHAR (90 X) BfE, NATEREATUTER FF&MIFATIE:
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« ZAFABSQEEXE,
* ZAF BRI E BT K.

REYREFLERN, BEERAREAKLENITFAIL

AR

o BENERABITFEHINBERE. B2, NREERRRS, EERITEE 90 REFRZ AR BIFANE, X

i#H& Citrix EULA, EfTIIRIEZ B0, 1BEX& Citrixo

NPHTI%

o BEAFLUBSAFRRAEFHABENMFAIL, &, EBRLLERERTIFA APl AGFeliE. BXiF
2 EAFEIE Citrix Cloud ¥Fa1#9 API,

S
H
=g
il
gy
Tl
0

ERNFERFRFANE

MERAFHISEESR 30 KgEBMNARFHSE, Citrix Cloud ¥ FIEEFALKRS. BEKRNFTIEER
£ VRIMERMNAR” 3 FRERNIRE” JIRFR, HERREERE, AILUREER, FRAIAKBEIFNERER—
EIRBRNERE, RRTREFZITFAE.

HIE “FRHIEER” BOMNFIR—RRSZER 100 MESEHIFRIE. MREHAE 100 L ERFAE, EFERARE
EHETIRPEE,

License Activity

122 Licensed Users @ Export

D Show only releasablas licenses Search by User... Q n 2 »

EREHREIFTERAEVFANE, EERLBOFAIHEH BN E R AR MRERRERERT SRS
HNEREF AT,

License Activity

122 Licensed Users

C] Show only releasable licenses
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Citrix Cloud

ERTF A FARIFAINE

ERSNITFRNEZ B RR B EEELUERE R RAIFEE, SEERIFAHER, “RBOTFAIE AT AERDR
&

188 LU — R F P A B R IRAYIFENE, AR ERBITENE,
AR5 ECRYIFRTIE
1. MRFE, BEREERAIRBBFEHEE TS TR RETTFRLERAF.

2. EREEENAF, ARRHABIFANE
3. BEEEERNAR, ARRHAEFANL

RBHZRBPYFRNE

YAFEHEIAIEERN, SEHMRBHRBFTFANL. SEFEFEHRBXLEIFANE,

%1 Endpoint Management 893 iE A E B ERIER

November 30, 2023

e[S AS

BE, APEERERATRSHSIKRFIFT, 3T Endpoint Management, B FAMEENSSEIFIE. &
%5, &&= TEEE: Citrix Cloud BN\, #A/a, Citrix Cloud Bt “SZik+” RHtBESAEERE, HEHEER
REES T R A P R E MRS E R E .

BRERRXETRFERIMRETREE AL “BERH” o
WANEREAF N, Eit, MERMBFEMHERR—IgE, WEHEM MFIE.
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WEHEMFAER

Licensing Thme zene QITC] Gosrdmated

Cloud Services ) Endpoint Management

Desktop as a Service

| A 100 licenses will expire in 32 days

GatEway

Secure Private Access User/Daice Li "

Active Use
Endpoint Management 525, ASSIGNED | TOTAL RVAILABLE MONTHLY USERS DALY USERS MONTHLY DEVICES OAILY DEVICES
USED 52 /100 48 39 18 40 20

Desktop a5 a Service Standard fo_

Licensed Deployments
License Sorvers
Usage

License Files

WARERMHE T BIR ZHIRSHA T E S AR

s DENEWEZFRHESHNBE S, ZE2tER 100% 8, BSLaMNFETHER, NRB 7 EEE 100%,
MZBE DT RNIE,

o DEMNIFEIES EMERIFRIIERI L ZR AR RIR A A F 1T B $R &

« BRANSXNERERBREITER:

- BREREAEREEIE 30 RRERTZRSHE—S A BHRE,
- BREREAERETEIE 24 /N\NRERATZRSHE—S AP HEHE,

o RRSITHAZIEZ AIRIRIRETE, MRITFEEE TR 90 XREH, NEFR—%*

I

HHB.

fEREE

EEFWAIENFANE, BRE EEERFHE. AR, EUUEEERESURERERRSIFEHEN T ARRH
REBAT

Usage Trends (UTC)

Oct 2021

License Assignment Active Use
TOTAL LICENSES

100 PREVIOUSLY ASSIGNED
NEWLY ASSIGNED
RELEASED

£ TOTAL ASSIGNED
50

AVAILABLE

Sep 2021 Oct 2021 Nov 2021 Dec 2021

Ay BRI TER:
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WANESE: BERERNFANCRSWENIFEIES .

ZMBERE: SMRYENENRSITFAIE. fI, WMRE 7 ANARSE T AL, WZSERITA 8 Al
“FERIDECRRS”

MO SANRNERSIFRHENHE. §Id, 77 BHEXRIFRIERSHAF KRG IFNE, FRET
ANEB@HE “FnEESE” Fo.

ESERER. E—MABANMBGEENESENEREREREHET,

Usage Trends (UTC)
. September 2021 o
License Assignment Active Use W USERS W CEVICES Daily Monthly
ACTIVE USERS
e Tee—— USAGE THIS MONTH e
- -0
FFRIIEETA
“UANEEDD” BHETEESUTERNTIR:
o EQEFFIENNNHES
o HECIFRIERYBEA
o MBS EHENSUAF EXZENEE
License Activity
40 Licensed Users @ Export
Q (1]
Username Domain Devices (Total Devices Count: 0)  Last Check-In Date Enrolled ¥
Adams 1Device Oct 1, 2023 00:00:00 UTC Oct1, 2023
Gonzalez 1Device Oct 1, 2023 00:00:00 UTC Oct1, 2023
Baker 1Device Oct 1, 2023 00:00:00 UTC Oct1,2023
Melsen 1Device QOct 1, 2023 00:00:00 UTC Oct1,2023
Carter 1Device Qct 1, 2023 00:00:00 UTC Oct1, 2023
BEHEDEMGE

EEERTEAFIMRENE, BRE KRE JIhiEE,
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Citrix Cloud

Username Domain Devices (Total Devices Count: 0) Last Check-In Date Enrolled

Brown citrite.net 1 Device Sep 4, 2021 24:00:00 UTC Sep 4, 2021

Citrix Cloud 22 RHF BEMEENTIRUREAI1EE ERBENH B,

Brown

This user has logged into these 1 device

Device 054 Last Check-In
windows10 Sep 4, 2021 24:00:00 UTC
Bl & BRI RIiE

Citrix Cloud 2 Bzpm7Eid % 30 KRR A FFIE FAB A A R RIFEDE:
o AP HEREMIIZE,
« APE—&RFRED Citrix Cloud EAHWHREIEE.

T TRENEMIENER P] & AT & R BRIk,

EBFEFHNTIILE, BRAUBEEMRERES —MFAL.

BIEMXIRSHREERE

October 5, 2023

IXNET 5 Citrix DaaS (WAaT#FA Citrix Virtual Apps and Desktops Azs3) #0 Citrix Workspace —i2 e
B KRS H T ERBE . Virtual Apps Essentials IREFESHIM KRS IH 5EEAR S E R Citrix Cloud
EERITH AR A Lo
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Citrix Cloud

AR

Gateway RSHIFRI A EBNE T R 5 A EMNN AEFMNSEEXNHERERER. Citrix FaEERIFRHE
FPEHEREERAE, MREIECAFRIE, Citrix FaFRETEAHSRSMNIET. MR Citrix EXRT
MR ARSI B RIRAISEES T, Citrix SERLEERERZ ABAL,

REHE

ERBREERM TS TR ITHANGRERBRLURE

BFREITIE (BE. FEMER) HS8IEE.

> Licensing

Licensing

Cloud Services Gateway

Desktop asa Service Usage Summary  Monthly Subscription Details

I Gateway

overage

Secure Private Access
Endpeint Management Currently no overage

Desktop as a Service Standard fo..
Monthly Subscription

Licensed Deployments

A\ Available bandwidth is low
License Servers

Usage Bandwidth Usage

License Files 200 GB used out of 200 GB (100

Annual Subscription

Bandwidth Usage

275 GB used out of 600 GB (40

Termed Subscription

A Available bandwidth is low

Bandwidth Usage

500 GB used out of S00GB (1

Time Zone: [UTC) Coordmated Universsl Time

Annual Subscription Details ~ Termed Subscription Details License Activity

Annual Period

START DATE - END DATE
Jun 2022 - May 2023

Term Period

START DATE -END DATE
Jun 15, 2022 - Apr 15, 2023

Citrix Cloud 2 RSMITHERENHE S EMEHENHERE,
RIBITIAZE, Citrix Cloud X2 ERITHITERELE:

« AT Citrix Cloud F2R eIt EAR. WFXETH, tERAEMSTIENE—XAR, HZANE

_%gél:gﬁo

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

297



Citrix Cloud

« FEITIE: Citrix Cloud 2Rt BABMMFRMEREH, WHXLETHE, +E&EARI—F,
o EHITI: Citrix Cloud 2RIt BEAMNFBRMNERBH, NFXLETH, +2ERRMEITANEKE, )
o, WNRMET HEA=FHERITIE, WitZRERFIRFLER BN R %= F6E)ER.

NSRITHE 90 RNEH, MEEFR—FRHWZITHANESER.

B

Citrix Cloud 8 B it B EITHNEBE. MREHEFENTEEIMINHESRE, Citrix Cloud 2RBHFREE T B
o

WNREHFZMTE, Citrix Cloud 2RBE—NEERFRLERABNITARGEENERERE R, NREARTZIT
FREYE AL, Citrix Cloud SIRIBT— T RENER ARG ECHNHFREABER. WREARTAEITATNE
=&, Citrix Cloud % BEfER 2 ERAET,

“EREMEE NTEETHANLEH. EEF-RINEANEIER, BEREEBIER,

Gateway

Usage Summary Monthly Subscription Details Annual Subscription

Overage ( View overage chart )

Total Overage

571 GB over available bandwidth

Citrix Cloud % 12 AR SBIER.

Overage over time B Overag
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Citrix Cloud

HANBHFAFAREHRE TR, TAAFSGN, SEIREENT.

REEMBIHE
Citrix Cloud 2E FT— Mt ZEEABRABHNEETANGTRERE, REEATNITHABARERLBHSRE, Citrix
Cloud FaRBEMKRERANTEER D T—MTEBE.

flan, SREHBEITHES 150 GB WEHE, FEAEEATERMPEAT 100 GB &Y

#%8, Citrix Cloud £¥EH
ESENE, #ETMNBYET 150 GB EAEHNEFRE, KMEANHERASRNAENE

H DB

ERBRIFEER

ERMATEERNITH, BEFITHQTNMHENAEE. FEREMITRIFAESER .

Gateway

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Bandwidth Usage View Product Orders

Total Usage Individual Entitlements

200 GB used out of 200 GB

B VAD Service Site Aggregation- XAB.5 Site Aggregation -VAD

109.09 GB 54.55 GB 36.36 GB

Usage Trends (UTC)

| ]
200GB
100 GB - | | | | | | i
) 1 1 |
Dec 2021 Jan 2022 Feb 2022 Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 Oct 2022 Maov 2022

NFEMTHEE, FAERENFRETUTER:

o BERE MaERENAEITANTRSHREREENTREEZ. XTAEITH, RETYRNSERE. T
FEITHMERTEN, FEFERERITANSERERRRN.

o PARF: GEXENBIUTREANTRLSE, i, MREESNMFEEITH, WIERFFDERS M E
BT fERERRA,
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Citrix Cloud

SHFEEM® 2R IBE Citrix DaaS (VAD fRs3) ZfER Citrix Workspace ik R BB &8 43 Virtual Apps
and Desktops ZE#1THIIARIHITA S

fEREE

ERBEBHDETTIEE 12 NENEREREAH,
NFRETH, BERERKITHANS S ANERER.

Usage Trends (UTC)
E | | [ | X
200GB-
- I I I
0- I I
Dec 2021 Jan 2022 Feb2022  Mar 2022 Apr2022  May2022  Jun2022 Jul 2022 Aug2022  Sep2022  Oct2022  MNov2022

NTFEEITHMERITE, &2 aEUTRE:

« PAERE: A BERRRSINANTREAE.
« RREAE: YahitBERARNE T ARRNTREERE,

Usage Trends (UTC)

Individual usage Cumulative usage

1 AVAILABLE M VAD Service B Site Aggregation-XAG.5 Site Aggregation - VAD

600 GB -
400 GB -

200GB-

0- I |

Dec 2021 lan 2022 Feb 2022 Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 QOct 2022 Maov 2022

NFFEITAEE, 50 “RRE%" BERVNFEIETZNESNHERERER, KihnEHD.
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Citrix Cloud

Usage Trends (UTC)
LABLE W Jul 2022

GIGABYTES USED

200 GB.- VAD SERVICE 75 GB
B SITE AGGREGATION-XABS5 0GB
B SITE AGGREGATION -VAD 75GB
TOTAL 150 GB

100 GB- I

Dec 2021 Jan 2022 Feb 2022 Mar 2022 Apr2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 Oct 2022 Nov 2022

VFEIIE&ES]

WRHEERER D R LU TE BRIE !

« WAIARF: ERENEFANENTARRYIR. Y RBESTAFAFRERNE. 3% 30 RAERNHEEUR

AR EXERREEAHENRSHN B,

- HIESFANAF: RBEFTRERBLERA 10 BAFPNTIR. HIREBIFEREISRZESR (Citrix DaaS i@
IR RESTIAZAH Virtual Apps and Desktops) 7Eid % 30 XAEI AP BERB R,

Gateway
Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details
Licensed Users Table Top Users
by User... Q L4 110 of 10
Username Domain GB's Usedd Last Login
Collins 87.08 GB MNov 13, 2022 23:14:51 UTC
Edwards 7243 GB Nov 15, 2022 23:14:51 UTC
Morris 65.9 GB Nov 14, 2022 231451 UTC

License Activity

> @ ExporttoCSV

Citrix Cloud 2R ERFEIE 30 RAWHRERERN, EMEMINABERAFRHEE RNt HMXRSITHE

#Arg, Citrix Cloud e EREMNAFTE 30 XAEENHR.
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Citrix Cloud

EERTERPNERBRIFAER

1 ERFARARR, AREVRPRIEEENAF,
2. NESEANNE RS RETEREEEREL,

Gateway

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Licensed Users Table Top Users

Search by User. Q < 110 of 10 > @ Export to CSV

Username Domain GB's Used4 Last Login

Collins 87.08 GB Nov 13, 2022 21:50:43 UTC El
Miew Usage

Edwards 7243GB Nov 15, 2022 21:50:43 UTC

Morris 65.9GB Nov 14, 2022 21:50:43 UTC wee

Citrix Cloud 23z RA D BIHF H 3o

This user has used 75.69 MB

B VAD Service BEres X B

7569 MB

EERARENAFNERBERFEAEE

EERR SERIRAF.
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Citrix Cloud

Gateway

Usage Summary Monthly Subscription Details ~ Annual Subscription Details ~ Termed Subscription Details License Activity

Licensed Users Table | Top Users

Last Month v Top 10 Users A B VAD Service Site Aggregation-XA6.5 M Site Aggregation-VAD

Top Users Usage

Eawerds |
v

cotins |

Bell -

stewert N S

Morgen |

senche: | S

Rogers |

o 10.000 20,000 30,000 40,000 50,000 60,000 70,000 80,000
Megabytes Used

Citrix Cloud ErizifR A2 HHE RN AP WHRERBRER.

AINMERT, HIRSaNAFRERETE A 30 RAEAHRERZHE 10 (AR, SR UERIMAENETE 5 &, &
15 250A1 20 B AF. WA LUSHKEXAFRERE, XRRTREBSEABRAFRENNAER. EERLAE, BN

B RBEPIEFE—ED,

Licensed Users Table Top Users

Last Month A Top 10 Users A
All Time Top 5 Users
Last Month . Top 10 Users

vorrs I o715 User
Collins _ Top 20 Users

511 Secure Private Access HIFAEFE RIS R

November 30, 2023
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Citrix Cloud

WalER e

L—A A EREE Web 71 SaaS [ZA#=2Fs TCP #1 UDP RARFH, BHECIFalE,

WRHE
¥ Licenging
Licensing Time sene

Cloud Services

Deskiop as & Servica

Gateway

Licensed Deployments
License Servers
Usage

Licensa Filas

Secure Private Access

Licenses
52% ASSIGHID / TOTAL AVAILABLL
usED 52 /100 48

Gigabytes Used

1,000 GB out of 1,200 GB

Active Use

MONTHLY DaILY

39 19

WAHERERUTER:

« ERNRSEMEFANEESREE D,

- HESLHEGE 100% B, BRLSMEBENER, MREDLED 100%, WEDHLERIE,

o SDEERITEIES EMENIFRHER LR LR A B R T el IE &,

- BANMSXNERERABRFIHESR:

- BREREAEREEIE 30 RRERTZRSHE—SH A BHE,
- BREREAERETEIE 24 /N\NRERATZRSHNE—S AP EHE,

s EMEITHANTEESETERENTRE.

o IRSITHZIEZ AIMRIRETE, NRITIPRETER TR 90 RNEH, MR

fEFRIFRNEM B

R —HREEHE.

£ Secure Private Access Advanced iTiEH, S1MNBFRESRAUKXEB5SGBHNH®R (BUAFRSE60GB), £
Secure Private Access Standard iTiEH, S NBAEATUKE 1GBWHRE (SUBAFSE 12GB), t#H=%E
WA ET ISR EER,

g0, MREFE=FANME 100 MFEE, WEHFEHN 18000 GB (=FHEFWE 6000 GB). HEE=FHRA
SEFAREEFIAF, MREWEELITHE, Citrix Cloud ¥ ERFAEITRNIFIESBAF,
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Citrix Cloud

NREEITHEAKEALEBHE, Citrix Cloud RFEELITHNEREAKRERANTRE, NREEANTEBIBEN

W, WITHEREHE, ST AHERERRIEAS.

NTFHREENZMTH, EEMTHZEEN, SEMTRAXKNEESRMFAIFRER. f, RE
METHMTE, Citrix Cloud 2R MTHNSFHENSHR. H5—MTHESER, Citrix Cloud BXER
SRIEAIT I KEXBIH BEo

fEREE

BRATRENFRERFERMTFOE, BREEEERABRFARGER.

Secure Private Access

Licenses
Active Use
5204 ASSIGNED/ TOTAL AVAILABLE MONTHLY DAILY
USED 52/100 48 39 19

Gigabytes Used

1,000 GB out of 1,200 GB

Citrix Cloud R#EF F =] LA RA R TR R K B B R BT HFERA A,

Gigabytes Used

850 GB out of 6,000 GB(14%)

[
@ Web and Saa$S apps TCP and UDP apps
400 GB 450 GB

TR A IEE R RESE URER RS T EIENS A A B P RER4.

Usage Trends oll) Gompare charts

License Assignment Active Use Gigabytes Used TOTALLICENSES M PREVIOUSLY ASSIGNED NEWLY ASSIGNED
Nov 2021

TOTAL LICENSES

40 PREVIOUSLY ASSIGNED

NEWLY ASSIGNED
RELEASED

20
TOTAL ASSIGNED

AVAILABLE

Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 Oct 2021 Nov 2021

AR E ERABET, ERTUTER:
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Citrix Cloud

o £ “VFANESDES SR L

- WAL BEFMERNPATIRSWEEFALEES Ko

- ZEENE: STBYESENSRSIFENE. W, WRE 7 AANAFRSETYERE, W Citrix Cloud

SRZHEIT N/ \BHHEFI DR S o

- FiPER: SASRMNTEIERE, fIi0, HEE 7T BERIFRERSHRFFEIEN, Citrix Cloud ¥z

WRNE N EA B ERES P

o £ VERER" &L 2R E—TBRANBRENEENEREREREBE,

Usage Trends

November 4, 2021

ACTIVE USERS

License Assignment Active Use Gigabytes Used USAGE THIS DAY

i [l Compare Charts

{Daily ) Monthly

o E BRTHFR ENRL: SUREEFEENTRES,
130 Web #0 SaaS [z UK TCP #1 UDP AR,

EETETHFNERBERNS M NARFNESR,

Usage Trends (UTC)

ssssss

nnnnnn

‘‘‘‘‘‘‘‘

EEIFANED . BRERAMHRERESE, HEF hiER.
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Usage Trends (UTC) X
License Assignment [ Total Licenses M Previously assigned M Newly assigned
100
% — L]
0 . - -
Jun 2023 Jul 2023 Aug 2023 Sep 2023 Oct 2023
Active Use Daily Monthly

60- /

I

40-

20-

0-

Jun 2023 Jul 2023 Aug 2023 Sep 2023
Gigabytes Used [0 AVAILABLE M Weband SaaSapps M TCPand UDP apps
6000 GB-

4000 GB-
2000 GB-
0- E— — — I I
Jun 2023 Jul2023 Aug 2023 Sep 2023 Oct 2023

AR

HENTHEARRNERBREERRNER. S0TTHEN, EREEKERNTHRAGNES,

VAIEESD

“WAIEED BHEETLTFEE:
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License Activity

30 Licensed Users

Username 1
Allen

Anderson
Brown

Clark

Davis

Garcia

Hall

Domain

et

net

et

net

net

et

et

Search by User..

Last Login

Jan 22,2020 00:00:00 UTC

Jan 22, 2020 00:00:00 UTC

Jan 9, 2020 00:00:00 UTC

Jan 21,2020 00:00:00 UTC

Jan 21,2020 00:00:00 UTC

Jan 8, 2020 00:00:00 UTC

Jan 19, 2020 00:00:00 UTC

Q ‘ < 1-30 07 30 > | @ ExporttoCS
J

Date Assigned

Jan 22,2020

Jan 22, 2020

Jan 4, 2020

Jan 17,2020

Jan 21,2020

Jan 8,2020

Jan 6,2020

AR ECHFRIE

BAEIFANENENAFPRTIR.
FAF FrigE9sE,

AR ERERRS BB .
R aniE S Boss AP RYE HR.

INREEE E 30 KRB ERIZRS, Citrix Cloud 2BEIAKIFA, Citrix EERTHEREVEEMEN A LT

CIp

WHIERmfE, MRFIENBESIEM, DEMNFTFEHRELSHNEL. WAIEAHE, EFUEIERNERT

ARSZIRIS S — MFHIE,

U540 Citrix Daa$S 9 Citrix $£& Azure

October 5, 2023

LB E Citrix DaaS (LLaT#FA Citrix Virtual Apps and Desktops ARS3) BIIEET, EERILUME Citrix Azure

HEEE, ZESATEER Citrix 8 Azure iTHFHEIR, ErIUERAX

EFFHRE,

W% Citrix Azure JHZRE R, AILUERAUTAZZ —Z{THE:

RS 7 VDA —iEm AR 3R MR A

o BNAENMT: MFEELERMBERD Citrix 18 Azure BR, Citrix BETMNEBEWKEZE., Citrix Cloud #&

NEREETNEBE,

o fEEZR: EEILURANEE HIR) FESE. WHEBHACEEEENEAERE, Citrix Cloud %1t

AEETREH. WTFAERMNEMMER, Citrix BETNABEKE,
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Citrix Cloud

FSEBRRMUNER 1.00 E5T. Citrix Cloud HREFEI1EH & AR B S ERERFTE AR £ 7T,

BEEHEFEMA, B Citrix 118 Azure ERE11E28, B8 Citrix DaaS Standard for Azure (LUgi#rAER
F Azure 89 Citrix Virtual Apps and Desktops Standard) KGEREFIFRIRZA, EERIFIMEEITESS,

X m

U hRAs#y Citrix DaaS mILUMEREFES M

» Citrix DaaS Advanced (Wgi#i7 “Virtual Apps Advanced”)

« Citrix DaaS Premium (#i#FA Virtual Apps Premium)

« Citrix DaaS Advanced Plus (L{#i#F% Virtual Apps and Desktops =4kAR)

+ Citrix DaaS &4%&hk (LLai#FA Virtual Apps and Desktops =m4khR)

« Citrix Daa$S Standard for Azure (M#i#FRERTF Azure i Virtual Apps and Desktops Standard)

HAERE

Citrix BIHB NN BR 7 B HBESPEANRUNEE,

Citrix Managed Consumption View Usage Details
Monthly Consumption Overage Consumption
90 out of 90 units (100% 153 units
/\ You are over your monthly consumption. Contact your sales representative today to avoid disruptions to your users.

BRANBEETELINESAERESRUSKPELRERNERRUY. SAEKESAEE, RMEMIVHRS
RREEETMA.

HREREETEEMINERERRS B SRPEERIERSBUR. SAEERREMU—F, REANEMERR
UARSLELEIT—5F,

BIUHAEE ETEEERNEBE Azure HEES RAKAVHEFERME, MREEMA Citrix & Azure ZRIZEAEN
B, WEAERT, EHERERETNBIHER.

NfAIE BB

MREUBNAEMIH AR ER Azure JHEEEE, Citrix Cloud 2B & AFERANERRUBERNER,
INREIRBFIRETEZE, Citrix Cloud BETREE LA R Y FEANE EiEIPE BRI NREFENRULE
IMErEE, Citrix Cloud 2R ZRNBARTHBE S,

INREZBRREMHEZE, Citrix Cloud BELRIBEMEHN A ERUREBEHIESE, HEXLERME, Citrix
Cloud RIBEMNEERRESEAERSE, FAXLRMRE, Citrix Cloud 2B EERNERNSREMUETE

il

o
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Citrix Cloud

NREME T FIMNUEER BN, HEEHKAFEER, WHERRUASNATER. HEEERANNATHE

XEBERENAE.

HERFE

ETEHBRUNFANE, BRERERENN EEEAFE. FAEENEERTEREENEREENAD.

Desktop as a Service

Citrix Managed Consump

Monthly Consumption

118 out of 125 units [ 9!

Usage Reports

#neced Usage sna b ot 72 s s o e ot e cotentar moeen

Yesterday v

Usage Trends

Monthly Consumption  Term Consumption

. n
ERERRS

ERILUBERE R THAEENEIER CSV X, 8d “THEIE £ CSV XAHBHTHEEHAMMITT BN,

F—RE—TALERRE, HEARFERKE 72 /)41 e RRFAEERER.

CSV XHHEELLT &R S :

- IRERE, ETREBEEZEINZ EHAAERR. SEABRANGEEE,

OrgID

Report Date
Date Start
Date End

Report Summary
Credits
Monthly Consumption Units Available before 11/01/2021
Termed Coansumption Units Available before 11/01/2021
Trial Consumption Units Available before 11/01/2021

Total Usage to Charge
Expired Consumption Commitment
Total

Data may take 24 hours to be reflected. Usage and billing data should not be considered final until 72 hours after the end of the calendar month.

51938754

12f3f2021
1112021
11/30/2021

Debits

Les

$851.96
$0.00
$851.96

Monthly Consumption Units Available after 11/30/2021
Termed Consumption Units Available after 11/30/2021
Trial Consumption Units Available after 11/30/2021
Pending Overage by 11/30/2021

Bgege
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- SARE, ERRSBHEEASANSERE. MRNEEZSMEMR S UNBHEA.

Daily Summary
Date Total Usage Remaining Monthly Funds Remaining Termed Funds Owerage Amount
11/1/2021 $28.40 50 $0 50
11/2/2021 528.40 50 50 50
11/3/2021 $28.40 $0 50 50
11/4/2021 528.40 50 50 50
11/5/2021 $28.39 $0 $0 $0
11/6/2021 528.39 s0 30 s0
11/7/2021 5$28.40 $0 50 $0
11/8/2021 $28.40 50 50 $0
o = = = 5 ‘ e =5
o RS HESEERNMNE—XIT20 Azure VM. M48EE. Azure EElIERERE,
Date  Citrix Meter Name _ Citrix Meter Description Catalog1d Catalog Name Citrix Meter Region Citrix Meter Category Citrix Meter Sub Category Citrix Meter Unit Quantity SRR Total Total Charged
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 07f1d01f-3ffb-472e-933b-32d73932023 Win-11-MS-2 None Bandwidth 1068 0.0000444 5113 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 fos1eeac-2507-459¢c-ab93-71fdedab318e Finance desktops None Bandwidth 1068 0.0000018 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 N/A N/A None Bandwidth 10GB 0.0064263 $1.13 $0.01 $0.01
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 cb7516c0-33e7-485a-9eb0-d84b72e9c5a  Windows-11-MultiSession None Bandwidth 1068 0.0000137 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 Windows-1! Nene Bandwidth 1068 00000015 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 dbods: P None Bandwidth 1068 0.0000073 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 e86ceede-1930-4d87-b2e5-3b18%bb3ebe3  Win-11-55-22. None Bandwidth 1068 0.0000334 $1.13 $0.00 $0.00
11/1/2021 Virtual Machines Dv3/DSv3 -D2v3/ -UsEast  f06: Finance desktops US East VirtualMachine 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2sv3 - USEast  eSGceede-1930-4d87-b2e5-3b189bb3e6e3  Win-11-55-22 Us East 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - - Us East 7edd6eds3 P! Us East 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2s v3 - US East  cb7516c0-33e7-485a-9eb0-d84b72e9c5a  Windows-11-MultiSession  US East 10 Hours 24 $1.25 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - D; D - Us East fft 3202; Win-11-M$-2 US East 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - - US East Windows-1! US East 10 Hours 24 $1.25 $3.00 $3.00
11/1/2021 Virtual Network Peering - Ingress N/A N/A None 10068 0.00016714 $1.30 $0.00 50.00
11/1/2021 Virtual Network Peering - Egress fo61eeac-2507-459¢c-ab93-71fdedab318e Finance desktops None 100 GB 0.00000034 5130 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress cb7516c0-337-4853-9eb0-dgab7f2e9c5a Windows-11-Multisession  None VirtualNetwork 100 GB 0.00000323 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress 07f1d01{-9ffb-472e-93ab-ae2d 73932023 Win-11-M$-2 Nene VirtualNetwork 100 GB 0.00000422 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress 07f1d01f-5fb-472e-933b-2e2d7393202a Win-11-MS-2 Nene VirtualNetwork 100 GB. 0.00000165 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress f- I8 P! None VirtualNetwork 100 GB 0.00000307 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress e86ceede-1930-4d87-b2e5-3b18%bb3ebe3  Win-11-55-22 None VirtualNetwork 100 GB 0.00000129 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress cb7516¢0-3327-4853-9eb0-084b7f2e9¢5a  Windows-11-MultiSession  None VirtualNetwork 100 GB 0.00000148 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress f-210: 18: P! None VirtualNetwork 100 GB 0.00000115  $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress e8ceede-1930-4d87-b2e5-3b189bb3e6e3  Win-11-55-22 None VirtualNetwork 100GB 000000342 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress N/A N/A None VirtualNetwork 100 GB 0.00012714  $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress Windows-1! Nene VirtualNetwork 100 GB. 0.00000121 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress Windows-1! Nene VirtualNetwork 100 GB 0.00000323 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress f061eeac-2507-459¢-ab99-71fde9b318e  Finance desktops None VirtualNetwork 100 GB. 0.00000054 $1.30 $0.00 $0.00
11/1/2021 General Block Blob - Read Operations N/A N/A None storage 100000000 0.00000016 $4.68 $0.00 0.0
11/1/2021 Standard HDD Managed Disks - $10 - Disks - US East N/A N/A US East Storage 1/Month 0400032 $7.64 $3.06 $3.06
11/1/2021 Standard HDD Managed Disks - $10 - Disks - US East dfb0de0a-b0Bf-4f0a-af95-fif7cdd6cds3 AVD Desktops. US East Storage 1/Month 0.033335 $7.64 $0.25 $0.25
11/1/2021 Standard HDD Managed Disks - $10 - Disks - US East 6dbcda61-cdf6-2135-860-76e2f5f45204 Windows-11-SingleSession US East Storage 1/Month 0.100008 $7.64 $0.76 $0.76
11/1/2021 Virtual Machines Av2 Series - A2v2 - US East N/A N/A US East VirtualMachine 100 Hours. 0.48 $11.83 $5.68 $5.68
11/1/2021 Premium SSD Managed Disks - P10 - Disks - US East f061eeac-2507-459¢-3b93-71fdedab18e  Finance desktops US East storage 1/Month 0.033336 $19.22 $0.64 s0.64
11/2/2021 Bandwidth - Data Transfer Out - Zone 1 07f1d011-9ffb-472e-93ab-2e2073932023 Win-11-MS-2 None Bandwidth 1068 0.0000235 $1.13 $0.00 $0.00

fERBENEERER

ERERES B9 TEERIEN Citrix 1€ Azure HRM
BRI 7. B EIRHE,

®o EREXR ELNFTETERZAEENEREE,

%R “BREE UEEIE 12 1MANEAER.

MONTHLY CONSUMPTION

VIRTUAL MACHINE

Usage Trends STORAGE

TRTUAL NETWY
BANDWIDTH

Storage W i

dih

Maonthly Consumption Term Consumption

0

Nov 2020 Dec 2020 Jan 2021 Feb 2021 Mar 2021 Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 Oct 2021

%R “FHHER JEEL—SFHSTIANFIIER.
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Citrix Cloud

Usage Trends J].[lﬂ Compare Charts

Monthly Consumption  Term Consumpti EEE=tEY B Virtual Machine Storage M Virtual Network Bandwidth Other
800 TERM CONSUMPTION
VIRTUAL MACHINE
B00
VIRTUAL NETWORK
400 BANDWIDTH
200
] -

Nov 2020 Dec 2020 Jan 2021 Feb20€1 Mar 2021 Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 Oct 2021

MRERNWET BMEREEREN, FiER BEREAMHNLR BR, UEENMETEEERMKIERES,

Usage Trends X
Monthly Consumption Term Consumption
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Citrix Cloud

Consumption Activity
{ 1-120f 23 >
Month Used Owned Remaining Overage
Oct 2021 0 1.200 0 0
Sep 2021 831 1,200 0 831
Aug 2021 1,375 1,200 0 1,375
Jul 2021 1,056 1,200 0 1,056
HEESIEEUTER:
- E@@ /. SERFEAMNEBEME.
c BE @@ HE: SAWENREAEEH.
- ®R: SAXREANEHERRHE,
- B2 SABUMETRAHENEEEARNE,
KRS ERHYEFRIE
WANED BN E RS LN, BURATEWZREERES 2L,
FEUTERT, EaLIE 30 KRR BAEERDFRTIE:
o FEHERSEBESMER Citrix $F£E Azure iTiHs
o EWET BTFRSBENEEFEEAL
EUTERT, IREEBAFPHIGEBINAEFEER, WelES B AKAEEIFRIE:
- EWETEREEESREUUATFRSIHE,
o WX TRAENFEEEESSEL,
BREBERFRERIREE, ESRUTYE:
o CitrixDaaS (BP/i&&8S): MO EEHIFaHE
« Citrix DaaS Standard for Azure: &% ERHIFETIE
S A I E R AR ERE R
October 5, 2023
Citrix Cloud #IiFrIZBE AL EIF LU T IhEE:
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/license-usage/virtual-apps-desktops-service-license-usage.html#release-assigned-licenses
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/license-usage/daas-standard-azure-license-usage.html

Citrix Cloud

o = M @ Citrix Cloud JFMIRA Citrix FeliEARSS 28, LUIRENE X EBENHMERIER LRIRS.

o WAIERRS 8BRS TF Citrix WrERS SBHVRE, U7 MRS BMREERBERUAKR M Citrix
Cloud 1R & ERIERAYETIE,

o ERBEALME. BF Citrix FEERSBHPERENERNFIERE, HARNTBRAEFRHEERBES,

FEBI m

Citrix FelIERRS B E AR NS AT HITHAR (& EN TS BRI AEF N KBRS,

EEF Citrix FRlERSHBERBER LR, BENEH S REPEFFR, AREFIFRINEE,

X

Home

My Services V
Library

Identity and Access Management
Network Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Motifications

System Log

WEFMS

2/ Citrix FRlHERS HBERFA LR, FHERERSUTHE:

o Citrix #FeEARSS 28hRk4s 11.15.0.0 S ERMRA
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Citrix Cloud

« Citrix Cloud tkp
o M Citrix ¥ rIIERRSZ 283 Citrix Cloud FIRIZRiAA]

EREK

£7¢ Citrix Cloud ERTHEMVFRNEARSS 28, IBHRIA TR B R

« https://citrix.cloud.com/ (BFHREERZEHEUBARBNESFANERSEZRE)
o https://trust.citrixnetworkapi.net (BFHEARE)

o https://trust.citrixworkspacesapi.net/ (BFHIAFEIERSIEE M)
o https://cis.citrix.com (BFHIELH)

» https://core-eastus-release-a.citrixworkspacesapi.net

+« https://core.citrixworkspacesapi.net

+ ocsp.digicert.com port 80

« crl3.digicert.com port 80

« crl4.digicert.com port 80

+ ocsp.entrust.net port 80

« crl.entrust.net port 80

%13 Citrix Cloud

ERA Citrix ANERS RERBERIE, BERITUTES:

1. #£/ Licensing Manager izl A AHERS BEACEABERALE. BXEZER, BRHFT~RXET
NHEZEABERARITER.

2. BEAXINERERPERNOERER, HRFRBIEZTRRAN, NREKAERSRS Citrix FelERS [ —
RER, FHRARERIFAI P~ mXAEF S B 5 B 2R S S FAmR B RS 25,

3. #&B&7E Citrix Cloud Szt R PR R ¥ el IEAR S5 88 M E) Citrix Cloud.

BEEAM~RIFEHEERER

Citrix WrHERRS 2B ER B RN ALLE T A Citrix B elhEERE R, BeILUpRERERIRS, EaIUE

Bz

o THRESENEMAFRLIRSSRHE, URENIRER Citrix Cloud IREERBERER.
« Tf& Virtual Apps and Desktops # & ¥ alEA A P A& & AHIEERE .

o RANTRZNBEPNHLVFALENAE P A& &Y ALEERL AR,

o THRFTIENAEERERNE A FaNHERBES,

o BERERP M EREREEL,

o LHRREMIFAEEESE Citrix WFrIEARS B3 RMFAIENEE,
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https://docs.citrix.com/zh-cn/licensing/current-release/citrix-licensing-manager/settings.html#share-usage-statistics
https://docs.citrix.com/zh-cn/licensing/current-release/license-server-getting-started.html#step-5-configure-a-proxy-server
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html

Citrix Cloud

o BAFANEER,.
o EEHRWANINAR &ETEHEERBERNAS.

BEEWANERS B[RS

YRR S 2 RS ME /=M Citrix Cloud IREFERIE RIS MFIIERS 28

Time Zone: [UTC) Coordinated Universal Time
»  Licensing

Licensing

Cloud Services License Servers

Desktop as a Service

s Export @ Delete data

Gateway
Secure Private Access FQDN ¢ Status | Last Reported
Endpoint Management

licenseserverl.citrix.net * Reporting May 11, 2022 18:33:39 UTC
Desktop as a Service Sta...

licenseserver2.citrixnet « Reporting May 11, 202218:27:39 UTC

Licensed Deployments
ploy licenseserver3.citrix.net @ Mot Reporting May 7, 2022 18:33:39 UTC

License Servers

licenseserverd.citrix.net « Reporting May 11, 2022 18:21:39 UTC

Usage

License Files

MR FENERS B/EL E=RARINIGERBE R LZE Citrix Cloud, ME2R “RE” KRS, MRFTIERS8IH
RETEE 30 REVERRER, BEEIE=ZRARKRS, WRER “KIRE" RS d& 30 RAKKEEBBERNIFA
IEBRSS 2895 MBI R AP MIFR.

VAR S S RSI I AlEE A 1R AR E BRI R2MR

WANERS SR SRS ERBSBRRE T HETFAIERSSNERBARSEaEERAB AN THNEMRS
S

o YA EREMEEEANFAIER2ETIREFANERS S[HEIE. MRFAHERSSETIN “RIRE”, WiZFA
IEARSS BB E L EMIEE RN IIEAR S RIEERBE R LBEAREF,

o BMFAERS S| LRIRE BARE T BB RLBELEPIFLEHERBEREENRNER. BREFRIEE
AERRENS S MFRHERS 2SR LR IR &S EIEE.

o Citrix FalERS [RREEBARINERERILMRE, HE Citrix Cloud i, SXEH—REABER. NREFE,
B LAMPFEIIEARSS 88 £ 9 Citrix VFelE B3R IR H Q25317 E .
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Citrix Cloud

VFEIIE (IR

“ERBR EHFRRHEA Citrix BERNTFRHEERBERNSENE, RESMRETFIIERSENTFIESSH
B—MIED, BIHRE, ERUBMEEITSTREEMITIIERS SBHTEITTER.

Time Zone: (UTC) Coordinated Universal Time
»  Licensing
Licensing
Cloud Services Usage
Deskt < 2 Sen Use this page to view usage data only from reporting license servers. For license servers that have stopped
esKlop as a service reporting, check status from the License Servers tab.
Gateway Virtual Desktops (Standard)
Secure Private Access User/Device Model ( View Usage Details )
Endpeint Management XDT_STD_UD
Licenses (Aggregate) License Servers
Desktop as a Service Sta... .
INUSE § INSTALLED AVAILABLE SERVERS
30% >
Licensed Deployments =0 1 283/ 75 52 2 view
License Servers
Usage Virtual Apps & Desktops (Premium)
License Files User/Device Model ( View Usage Details )
_ XDT_PLT_UD
Licenses (Aggregate) License Servers
31% INUSE / INSTALLED AVAILABLE SERVERS >
el 31 /100 69 3 View

WRNEERRIES MR AT AR 2 MFAIERS SETARTCES . WTFEFMERSITFIIERS STHRENED
WE—IFEIEMRZS, &R ERITFEEREREE R FANEINEN ™~ mikE BT —KEE .

BMFANERSHROERE

EEESMFANERS SO mITFENEERBR, AILImikRSS R 81E.

1. # ERBERATET, ZFEEENTRNEEERFE.
2. BEBERSHEHRE, ARERESEAECERBRNTIERSS. ARINERT, FIETFIIERSSFHMATES

o
Ko
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Citrix Cloud

> » ts > » Virtual Desktops

Virtual Desktops (Standard)

User/Device Model XDT_STD_UD
Licenses License Servers
30% INUSE / INSTALLED AVAILABLE SERVERS
23 /75 52 (7 2 view

7 Filter server data

Usage Trends

Yesterday [ O INSTALLEDLICENSES M LICENSESIN USE PER LICENSE SERVER

Hourly Daily

Ay

3. EEFENH,

R ATEEEEE, Citrix Cloud X B RFTIEARSS BHVERIE. 1FANERSS /A M IF I ED.

HRTFERAAIT A IEERIEE

FHARIVFENERR S AHIREL L T HIER#THR:
o BERERMITANE: S MFANERS B ELRNIFAHERE,
o EARREEFIIE: ERHERESEERERNRRIFRHERE,
EIHEERPRIFANEEER, Citrix Cloud SI0ZRTE T BB AERMRAFRIEL:
o TXT X! IR ERA—RERNERRIFAIES.

« xB: HF1ABAPRERIFENINEAHE.,
« FrEBYIEl: BiFaEARS28MA Citrix Cloud SEM LR —REAMRAIFTIER.

BE.
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Citrix Cloud

XLERY B R R EHE FT BB S5 1P P IEAR S5 88 L IETE(EARYITRNEE RN, ¥aIEARS 28 RI/EE L R B
FRVFRIESE, Citrix Cloud BHuXLE BV EUE R It ELX LAY B R AV I (B,

R ENERARE R EI

Citrix A S MERYR, SIFFAEE. BUERABERN, HEEUT IS

o ERERETEMREFIERS S LRENFANE. MRFAHERSSHH T BIFEIEERT, WA LEIFEIE
BRS3 88 LD ECAIRERMIFANE, LUEINAIAFrIEvHE,

o Citrix /el IEARSS R ERIB R RN E IR 4 8YE B X BIEEMA EoIREH Citrix FelIERSBREMIRE
BEE. WAEEFRRARRRELFHEREZAIFIIESE, A5 R .

o ATAWFRHEN S 2 L BARIE EE AT RNER X RSP RS 288 L REMNIF IR E T BT HA.

TEBRVFRIIEAR 55 28 1 AR

M Citrix Cloud F5e 2B RIERRSS 28 A A B IR I T ES

1. A Citrix Licensing Manager =& M Citrix Cloud FriBREMEIFAIEARS 288, B X5TERA, ESIH
BRI AT IEAR S5 2R AT AR o

2. BRRZEIRENFREEREREE.

3. #iA Citrix Cloud REE &M E L BRFAHERS 2R, MRFONERSS[NDEIMETIRFT, HRBHIGR
7= Gy A HR B9 IR BE IR % AR 55 28

BIRERE R

M Citrix Cloud i B MesFalERS 25, PHATHUMKENERERME, NRETEEREXLENE,
BUSEIER

BE.

MpRER B REIBRKAMN, TEBE. WRERRT ERIBEREE, BX MRFaERS 2889:FM, Citrix
Cloud B4 4 EFERIE R LR,

M Citrix Cloud &, %% ¥ a],

EFRIERRS BB Lk, SEFMPREIRE,

HIRREY, AN NS IEEURIAE T PRI R0,

1 MIBRAR S5 23 43R

> wnh

Citrix [RS1RMEEMFT

October 5, 2023
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https://docs.citrix.com/zh-cn/licensing/current-release/citrix-licensing-manager/register-remove-registration.html#remove-registration-of-your-license-server
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Citrix Cloud

Citrix Cloud AReYiFrIEEAIE R NAEIRS B— % B =ARSS, AIEEE) Citrix RSS2 (CSP) T RMIRE~ &1
AEFERER. 2B CSP &SRB RFRLEERE LR

AR
Citrix DaaS LLai#FAg Citrix Virtual Apps and Desktops BRS5. ERTF Azure B Citrix DaaS Standard 1L
BT A& T Azure 89 Citrix Virtual Apps and Desktops Standard, FiRRESFTAER S LIBTHIR TR,

i®d License Usage Insights Service, aJHIT TRE:

« BapM Citrix FeRERS[BBENC2-RERES

o BRCRRHEPMEHEREFPNEIFRIERNEEE

o BMEESAWLERF EAHRER Virtual Apps and Desktops #E

- QIRBFRIERBERNEFAD

o BEARIRMIRER % 2R A P I TIRRAAL I RTIER 4

o BEEMTHRES Citrix HHRELS

« ¥ Virtual Apps and Desktops # Citrix DaaS ¥ = JEfE A1 5%. ADC VPX 43 Bt k& L & Citrix DaaS
Standard for Azure FaEJFIfER RS HE CSV

BXERMERR, BSR TAIHERBIEEAN
EEERHAPEFNSEAFP SENHISLEERER, B21 Citrix IRSEHEBN RS FENEHER B RMR S,
BERTAIIEHAEETANRHRSVERBR, BEAUTXE:

 Citrix DaaS fWE P iFaEAERIE R SR
« Citrix DaaS Standard for Azure & PRI IEFER B RIS

FHGIRIRIT R IEE A B A7

October 5, 2023

S Citrix =5

WrRHEERERERSRELUT Citrix =RNERBERESR:

« Virtual Apps and Desktops (zZxith) =@ERIER

« Citrix DaaS Premium (&1& 4 Virtual Apps Premium #1 Virtual Apps and Desktops Premium fgs3)
« Citrix Daa$S Standard for Azure (L{gi#r A& BT Azure B Citrix Virtual Apps and Desktops Standard)
« Citrix ADC VPX 93
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https://docs.citrix.com/zh-cn/citrix-cloud/license-usage-insights/get-started-license-usage-insights.html
https://docs.citrix.com/zh-cn/citrix-cloud/license-usage-insights/license-usage-reporting-cloud-services.html
https://docs.citrix.com/zh-cn/citrix-cloud/license-usage-insights/virtual-apps-desktops-service-licensing-citrix-service-providers.html
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Citrix Cloud

=R
Zi3k Citrix &t = @B FHERMFERBRES, FE Citrix FaliERS 28 11.16.3.0 FES /L. XIZFET
Windows F1&7F VPX 893 Al iEAR S 25

Citrix #Fa[EARSEES 11.16.3.0 RESHRAE &3S Citrix BREIRMEE (CSP) S1ENEIEE EEMXBINEE

o MACERERERKE: WAHERSS[E S ARMAFRITTAMRERAEF sz Hr CSP 89#Thae,
« Call Home: #FeERRSSBEIFEARBDHH CSP S1EUHHIT REABRUEN Call Home Thig, XLEIf
e CSP SFAMHIRERITIRE, (NFEVFRIERSS 28 L1 WE] CSP ¥FaER SIS,

S8 1: Fif Citrix FaEARSS 23
MREEITHFAIERS S\RAFE T 11.16.3.0, NBFFEARIFALERS R, AR EERIFAHEERERLRE. R
fUALRED R R RE, FETTRIA TESS:

1. THERNFIIERSR. BXRMRAHN Citrix FaERSRNIFMAES, ESHE Citrix F i,
2. FR EEEIRIFRNEARSS 280
3. WENESMFAIERSBEERTARIE,

$1% 2: A My Citrix &iE& % Citrix Cloud

ER2H), BEEFM— Citrix Cloud Bk, 1388 7347 Citrix Cloud Sk 95 B 1TIRIE.

IR, FEAN My Citrix B SEAEM citrix.com 2EM TF Citrix iR E#ERER. Citrix Cloud &
BESER “F&H Citrix” FIBXBERHI AT A E—E BT, UBIAZK .

L@ Citrix Cloud kP EEMER, BERENEFIR4IEAZEE R https://citrix.cloud.com,

£33 (A . BIFAIIRSEERLARS

ZNBERT, 5 Virtual Apps and Desktops ¢ Citrix DaaS FAlIEE H X BXM B P B RS MLITEIELS Citrix

ID.\DBO

BPREB&ETEIERIR, Fit CSP &R UFESFIA License Usage Insights ThgEfI g BB XA ik
MEE AR CSP Fa .

BFRiERRHZE user@domain £8; EAMMN N ASBEEBFSEENBIEGEHRERERE, Citrix

E/\?.u:tfcl o

W EEAR R EERHBRNESENHEIUBRRARRER K. BER, ARRERUSELEZAERT2ERTENE
ER AR AP BRI F R &R

License Usage Insights fEAX LM —HRARTRRER=RERER, MARERNAF S, XMGEATRSRMHE
MNEABERME, MARBEEERSBFAREPLFHIAFR R,
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https://www.citrix.com/downloads/licensing/license-server.html
https://docs.citrix.com/zh-cn/licensing/current-release.html
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Citrix Cloud

EEERFPRERINRE

1. FEFELERS S b, EXARIERPITHEE XA B X FEFE AT C:\Program Files\Citrix\Licensing\WebServicesFo
2. EREHS T, WNTFTHMN UsageBasedBillingScramble i%E:

<?xml version="1.0" encoding="utf-8"?>

<Configurations>

<EncoreConfiguration>
<SamplingPeriod>15</SamplingPeriod>
<RetentionTime>180</RetentionTime>
<Enabled>true</Enabled>

</EncoreConfiguration>
<SARenewalConfigOptions>Notify</SARenewalConfigOptions>
<UsageBasedBillingScramble>1</UsageBasedBillingScramble>
</Configurations>

<!--NeedCopy-->

3. REERXMH.

$1% 4: £/ License Usage Insights iRs

7z Citrix Cloud =867, RENWFANEEABEILBERS, ARRE €8, AXZRSEEENR, E51 &2
P fERER. FRIERRSS SR FE .

Hithi¥1s

# Citrix reERS B S IFRNEERE R B S AN, FZRUTEM:

o MEHMMITAHIRSHBRLSIERE 24 /A RETE FaNEERERIE BEEHEH,

o MNIFAIERRSS 28 L2 EREREIERN, BUR2MNANHTRIEMEZM, Rt License Usage Insights ATLUE
U ETRRNZER, T ErTRERERIA 24 /YA BESERL.

o BABERT, 5 Virtual Apps and Desktops = Citrix DaaS #rIiEEH XBEHN AR Z 2L S MiLITHIES
Citrix 2,

s AFPZEBEBIEEIR, Rt CSP &1EMkFaIUZe5FIA License Usage Insights ThaEf #5528 A it A.
WA EE~mERR CSP Fa itk

« APEEREIEIREA user@domain £8; FAMMNNDNAZBEIBESBRSEENBIEGE B RE R R,
Citrix Xk FHZRES,

EEBIMISTHS

MREFBAXANHERBRNBENAER), BE RO NP ETAZEER, EM Citrix Cloud i5ia#&83%
£, IEHITUUTHRE:
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Citrix Cloud

ok wbn =

&Z Citrix Cloud,

BEREE LAKNEMN 858 B,

EE YTHEIE,

EE CFIEERNIZR, ABREARAEN “My Citrix” ZiBER.
EEHIERR

Citrix BARSZRHI R SRR H S EIR AR,

w R

FTAERRITRIERR? RTUETERMFIERS SR LET Citrix WERE? FJL, BRIUEETRIESA
Citrix 2EHERNEIR, BXFHAER, BSH LETHESITFIERSHES.

A2 Citrix RSB Citrix EFREFUHRESITUERFTIHERBRLR? T2, WrAIEERERR
RIGERTEBEREEUHENIN Citrix BRSIRHBF S EUE,

HEEDTEWANERS B EEA “CallHome 2887? R=Z. R Citrix RRSEME AN, FIETFEIERS
FEB T T R EF mIER BIE, XTEETEIEERAA BRI EREMBRNSFRFAIUERBARESR
EE. BXIFAER, BEH BIWAHERSSER AR,
EERRETAIEERBERLES BTN~ RERABRRAKKE? T2, WHIEERER LB S EAH
THREFRERER, UEMINEBREEREE Citrix 28HEIRE. RISSSIRIE CSP & kERE
Citrix 2 #HEIREN = RERBE T E#ITUE, Citrix DHEERREIRES CSP SERFNEEXR.

BEFmERBR. WEHEARSS SME

March 11,2024

= m

e

ELTEHMTRNTAIFARES, BREGFRIMSANG L, AEEREEEN~RIRS.
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Citrix Cloud

CilrIX | License Usage Insights

Products History

Virtual Apps and Desktops ~

o Virtual Apps and Desktops
MNetworking
SD-WAN Orchestrator
Virtual Apps and Desktops Service

Virtual Apps and Desktops for Azure (formerly Managed Desktops)

EFEA

FRBIHEEMBE, NSNS TIERNRRSRETIRA. Citrix Cloud #89 “Notifications” GBI XiF7E
THIERIIR RSN EFANEN, WECREBRIEERERDEH BRSRFET.
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A e
My Account My Customers
&
Connector
has been offline for 1 or
more hours.
&
Citrix CTP Account
Connector
has been offline for
3 or more hours.
i X

Citri CTP Account
Connectol

has been
offline for 2 or more hours.

View all notifications

1. 7 Citrix Cloud Eizhlat, 2& &M Bif, RERE RNEF. BNBEETRNBANTIR,
2. EEREZFBHNNTREIIR, FRE EEFMEEN.

WEHEARS B IRES
WREHFFIRE A B AIEARSS 28, LUBM Citrix Service Provider ¥ aSERIES BN, FAIERSS(REE
TERENFINERS S, URENRSEEMUES License Usage Insights —iE2 M.

RS E 2R EA Citrix BB R RAREFEIFRNES B HUBHE ST FIEARS 225K, MRIFFIERS B EEHH
RRIhRE, License Usage Insights i8R “IRE” REHEERIE -HAETEE,
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Citrix Cloud

=  CITIX | License Usage Insights

Products History

Virtual Apps and Desktops v

Server Status Usage Users

Host ID Status FQDN Last Reported Date Type Customers

produc-lic Eﬁ?:rrr::ef_ produc-lic Aug 15, 2021 15:49:57 Paid Acme Worldwide e

BLRRCI.. @L"T‘,ﬁ‘i‘?z'r“_"s BLRRCITRXLICPOLAM..  Jul 20, 2021 07:36:02 Paid 0 customers eoe
Messages

LEHPESHFRHERSSFES

fEiFaIERRS 28 LE0E Call Home /7, XM LHUTER:

o FAIEARSS 2Rk A
o FANEXHER:

BRS5 88 £ RERIFAIIEX
WANEX I HA R A

P aINREFIAR A IRANE R
YFRNESE

« VRIS

- Hri B/ A RERRIFAIE
- SWAHEEHAXBKNAR S
- BUERF mIhREM AR

EEFAIEARS B LH

CSP&EMk TR EHFIERS [/ LEEREHN A, URDEBRFAIERS A Citrix XEBFR
BEAEE, LAHMNBEIRETF LRSS EEMEN.zip X. BINVERT, taE N C:\Program Files
(x86)\Citrix\Licensing\LS\resource\usage\upload_1456166761.zip.

AR

BRI RE— 1 LRSI L3, RERIIM EEBHSRBEESH, EEMNLH. HIIZEHET, Sl
MbRERE— D EHLIMIFRE L&
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Citrix Cloud

fERERE

ERBERNER T BT BV SERETC SR ER~RERER. TRENEHMIA,

WANEHERBER BB EFRE Citrix FelIERS BN~ RERER, URHMENENTERABERNE, &0
LUB S E AP S MBI E P SR A ARXECR S IF R ERIRRA D .
VFENEARSS S I IR ER = MiIF A IERAER, HEARSNEBIEEBNEED F REREFEKRED Citrix.

X—Hapft AR ERMIEEFENEMENERLIENLIER, TETHEH B TEENHEFHIEREREN
EBEYEARHES.

Products History

Virtual Apps and Desktops v

Server Status Usage Users

s

Product o... Total Users Paid Users Free Users License Servers Customers

Fremium 99 99 0 1 1 v

m— Stacked view
Customers (1)
Acme Worldwide
Not Linked
License Servers (1)

Rroduc-lic

¢I2 Virtual Apps and Desktops =& fEREINEFAD

BAFRARSERBNEF A EXEK, FTREEPADTFAERER. NREREBCH “Customers” (FF)
ERRPEXERER, WEILARIEER, a5 MA Citrix Cloud BFZINEE,

1. NRER, BEAHFMIZFESIER: 7 Citrix Cloud BEBESISER L, 8% “BF7, 8& “FN” R ¥
1B, REREBRRE_LAGEAHITIRIE,

BEFRRT, ARIRE HNRS > IFaNEERE R LR,

%% “Virtual Apps and Des ktops” =&/5, & “BF”

EEEXBNAR, ARRE “‘fEIRE > “BERPEE,

EyIRP, EEERAPXEKIINER,

BERT

EEEEINEFNASD, BRE FH BERANE.

N ok~ wn
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Citrix Cloud

®RBAFERE

License Usage Insights 12t HEN~RERBRNLSEMNE, RENAFERSFAZFHIA. MXMEERF
89 Citrix BRES R E B FRHET R,

Products History
< Virtual Apps and Desktops

Server Status Usage Users
All users Free users list

Viewing users from | Jul v 2022 N/ Previous Term @ Export
Q) search for username: All products All servers S Alllink states  “° | Reset t N 11001286 | 3
D Username + Customer + License Server License Server Type Free User
O Linked Paid
O Linked Paid O
O Linked Paid

NHRELENITERARARMEAFWEESNKE, ERUTZABRABRERAFEENRERF. Tt EE
HMAERMA, ErRILMMERRERF, BEITHANE 10 XK. i, £3 B, EAJLUE 4 A 10 B ZAikEREE
RERF

AETANSE—RME+RZE, EEALLEFT— M BRERNEEAR. FitiE, SaIUER “L—FH" ’E,
REEFZITBREPHRBAF. EHAMNE 10 X2/5, Citrix Cloud RBEER E—3H# 88,

All users Free users list

Jul N ‘ l 2022 N\ ‘ Previous Term @

Viewing users from

I Q Search for usernames \ l All products N ‘ I All servers N \ l All link states N,/

D Username + Customer + License Server

J Linked

HEANERAITEREN, ERAEANTERNEEAFRIWEEREN. HERREARNRIERAMNERFH,
Citrix ZIERENBAH, HRZAFPEEELEBENNI ARG,
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Citrix Cloud

BREFRE
tIhEER EE AR P RIFRHERAERRA, SEXBEENRESBFMNSALFRHERS B[R, WFRHEEBER
ARG RZ

o FANEARSSES - FIRLER “RE” ;X “KRIRE FENERS SR
o AP -1z Call Home ERAEIEDHREIME MR R,
o NetScaler - &1 NetScaler VPX el 82 (VPX FIR LR VPX),

A=

BRZEFRCES RERFAMCREREHERNTN, EixIheeF, CSPALETIMARN 10 BZaE#H YA
AN E F iR

R EEARSS BWATIC

EInREEEEREBRIEENEAR. UENTMEMAXTEARNIRGIRSS, MAKECFRRME, MRSt
&1 Citrix Cloud FEHHIZR,

CSP REgAANRERERETFIMS, BEoUEATHRIAMMARRA M.

REBEFIRIC
tEIhEE AT I B s RN EIE Citrix Cloud FIEHRHETR, HFRRIBEZF SE BRI RS B[HITIRC. BLERAR
SZREFIME, BEERTUBMIRFRESARAFFEXNER, NiREZ RS IEMSENKE,

AR

CSP REEAEANRERERTFiMS, BEoUERTHRIAMNMARA M.

%
AIUEEETES Citrix WFBLENREREIER,. IUKREZLENA. SEHTEEN—ERNENIRENERS
o

FEMEREENERL SR, 15R Citrix Service Provider i+XIMR R, &8 LUREM THES Citrix Bl S%
BB RHL > RECHNEPTREF 2K IREME K,
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= CilnX | License Usage Insights

Products History

Date Range Citrix Virtual Apps/Virtual Desktops Premium for Service Providers

Start Date: /
SEP W 2020 W

End Date o——"0—

WL v (2021w
. /
View History /

_ —J

SKU Lookup

Select SKU

SEP 0CT NOV DEC JAN FEB MAR APR MAY JUN L

SHERBRMDECLRE

TRILIM “FeNEERER IR FRUTRENSIESHA CSV Xt

« IEEA M Virtual Apps and Desktops =S ERIERMBAFIE
o 475 ADC VPX 9 ECI¥IE

1. M@ Virtual Apps and Desktops 54,

2. MNREA, BHERESHNMNE, Fli0, ESH Virtual Apps and Desktops ERERIFHAES, BEE FH
&5 E,

3. MNREA, FERESHNABIED.

4. EREGM, BE “|WH”

£/ API 58] R] #04E
Citrix 2t 7 2 API, el UERENE Citrix Cloud Z9MARIFAI#IE, ETHREXXL APINEZER, S
% Citrix Developer xx#4s#y T &2 Citrix Cloud ¥ aIH9 AP,

EFAXE APl, MG EIRREBTFBHERFICE T, BRIRZE2EFE, K57 Citrix Cloud FiERLE
FPintlfR. BXEZER, BHSH =6 a1k,

BxMEH Citrix Cloud API FREESMEZE S, 152 Citrix Developer seery Citrix Cloud API AT o
SEEEY AP 89518 R

TR AR FER Citrix 28 Citrix Cloud API AR ZRIFRI iR, MEFFEF 1338 Citrix Cloud tKFHY
T2EEHINR, S LXEY, XFEHNDHEEMAMSIEHENERERIR S HHRIK 2 ERTIR,
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https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/docs/overview
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#console-permissions
https://developer.cloud.com/citrix-cloud/citrix-cloud-api-overview/docs/get-started-with-citrix-cloud-apis

Citrix Cloud

EREDHEEHRMUTEHFRIBIRRHRNR, ERINUEZ—IEEXHREESR, ENRXREEZREE P mMIARITF
PIIEEAE R LAEIRS. Ltk 33 Citrix Cloud API B9i5RIARE R, FixikialE M Citrix Cloud Ihig. BIEKF/E,
TR S D HEmEEWAEE, UEMITIERER Citrix Cloud #kFHeIZ6ERA Citrix Cloud APl FREHN R LR
Fif. &, BRAILNBEXSNEERRSNER, SIRZ2EF i, ARSOHEHEREETFPIIIFAESR.

ENENDHEBLIRBESCHRKS, BHITUTERE:

1. Z1AER Citrix EEIE—MNEERKS, BXHE, E88 25T ABER,
2. FEIREHENRF, EFE BEXGE AR, AREEEUTR:

o —RIERE>REEFH
o ENHERBREE > FelEERRE . DHEEHRNR

EURREEP I, FRITUTERE:

1. Rk EERERESR Citrix Cloud,
2. #%8 Citrix Cloud API NI TRETIRBIEFI R £ B F i,
3. i2F Citrix Cloud £pp9E Fi% ID MMEFFHEHR, XLEFMEEZFRAE Citrix Cloud APl FIZERIN,

B R RNIF AT AR

FUNBER Citrix DHEE AT UERTRENZ 2R FIRFAERIHRIFRIEIERN APl ERUTEHETREXED
API NEZFAE .

CSP #REEMNAREFMKETFIENERMAEERER FrNHERBR L)

« Virtual Apps and Desktops ZgifFERIER
« Virtual Apps and Desktops S FERIER

CSP fRERHEAMSHEF ZIFEIEERBER FRHEERBERILAR) |

« DaaS HEEIFEREBER
o DaaS WA FEABER

CSP M=¥FANEEAER (F8):

« DaaS EFIFEREBER
o DaaS WA FEAER

BRHZFEEERER (FFEHER-> E2EFH)

« DaaS CCU HaiERER

+ DaaS CCU WL ERER
« DaaS UD HaifERBER
 DaaSUD [HEFERBER
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#invite-individual-administrators
https://developer.cloud.com/citrix-cloud/citrix-cloud-api-overview/docs/get-started-with-citrix-cloud-apis
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-Virtual-Apps-and-Desktops/Csp_Onpremise_LicenseUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-Virtual-Apps-and-Desktops/Csp_Onpremise_HistoricalUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Csp_Cloud_UsageSummary
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Csp_Cloud_HistoricalUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Csp_Tenant_Cloud_UserDevice_CurrentUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Csp_Tenant_Cloud_UserDevice_HistoricalUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Partner_Tenant_Cloud_ConcurrentDevice_Summary
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Partner_Tenant_Cloud_ConcurrentDevice_HistoricalUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Partner_Tenant_Cloud_UserDevice_CurrentUsage
https://developer.cloud.com/citrix-cloud/apis-to-manage-citrix-cloud-licensing/apis/Citrix-DaaS/Partner_Tenant_Cloud_UserDevice_HistoricalUsage

Citrix Cloud

Citrix RS RMUBN RS IFENEERBERMRE

October 5, 2023

License Usage Insights 2BEC 2 cRSERER, WRHAEREFREFNZSHEF SENENTENE,
LR E R HRIXEFMAES SHE CSV X U#H—F D1,

= cilrx | License Usage Insights

Products History

Desktop as a Service v

~ 2001 W Exnort a
Single-Tenant Usage Multi-Tenant Usage
Total Customers Total Licenses Total Users License Overage Total Customers Total Licenses Total Users License Overage
1 20 10 0 3 100 150 A\ 50
BuckeyeCSP (o idk i Usage otal Licenses tal Users ense Overag
Virtual Apps and Desk 150% 100 150 s0 7
Zathunicon forg id: 20570139 Usage Total Licenses Total Users License Overage
Virtual Apps and Desktops Service 50% 20 10 0

XFBARSS

Citrix DaaS Premium (LAgi#rA Virtual Apps Premium #0 Virtual Apps and Desktops Premium) & LA/
SEFFHIE,

ZHEAFENE AT UTARS:

« Citrix DaaS (L{&i#rg Virtual Apps and Desktops A&%3)
+ Citrix DaaS Standard for Azure (L#i#F79iE&ATF Azure B9 Virtual Apps and Desktops Standard)

WAHE

YELEEAE R RS Citrix Service Provider (CSP) B8RS ERE IR T LU TRAA:

o REPRESENSHEE, SEEFR SRURMEEFWENFLE AR MBS TN S .
s BIMERHESEUHNERBEREE, SEERTNTFIHESENESE. EMENFHESHK. ARHRULE
B ECRIVFRIIEER &

WNFEHEARS, EAIUBAERERMBENEESS M SEAFXENEF. OrglD MEAF,
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Citrix Cloud

w 2021 w

Single-Tenant Usage

Multi-Tenant Usage

Virtual Apps and Desktops Service

Total Customers Total Licenses Total Users License Overage Total Customers Total Licenses Total Users License Overage
1 20 10 0 3 100 150 A 50
BuckeyeCSP_B12085A2-2314-4016-B550-9953C0D896328 Usage Total Licenses tal Users License Overage
Virtual Apps and Desktops Service 150% 100 150 50
Customer Name (3 customers) Org 1D Total Users
Dataplus 82961309 50
Plexzap 50086065 50
Streethex 20683097 50
13063
Zathunicon jorg st 20570139) Usage Total Licenses Total Users License Overage
50% 20 10 0

HAEFRXKEK

AREBRT, HRERTREIEIIN “RXEK . HZBEFANAFET CSP WIEX URL MARHEA TEX URL 7

RI=ARSE, MaHIXMRE,

Example Corporation (org id:
Desktop as a Service

Customer Name (20 customers)

@

LiEF AP BEER TEX URL i5iRBRSES, Citrix Cloud 2% zAFMARBTFHEF, “RiEHE HEFRMER.

EENMSHLEAKRE

TR LR EEPMEE P ME KR LD BRNFRNEERER. SR LRI BIESHE CSV XX UHHE—D 21,

3tF Citrix DaaS Standard for Azure, &% 8] S HE B EELUE,

1. MFE@EEd, EREERNLRS.
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CilrIX | License Usage Insights

Products History

Desktop as a Service ~

Virtual Apps and Desktops

Metworking

SD-WAN Orchestrator i
.~ Desktop as a Service

Desktop as a Service Standard for Azure

xtF Citrix DaaS, EREETENRGBNEN, ABEE St

Desktop as a Service v

Apr

I
=
L]
=

VHEGEBV

s3F Citrix Daa$S Standard for Azure, EBREEENAGHEN, REEE SHIFFIHIE ot SHERBIE.

Apr

Desktop as a Service Standard for Azure v

~ ‘ ‘ 2023 ~ Expor licensing data

Export consumption data
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Citrix Cloud

Citrix DaaS W& F {F AIERIEAIE R EMR

October 5, 2023

Citrix Service Provider (CSP) r9& A L7E Citrix Cloud MM E A~/ Citrix DaaS i a]3F. £ CSP,
&A@ 7E Citrix Cloud FEREF KA RIARXEFMAEE. EEEFRAFAMZELAZEFNFDEFERERCE
55, E2A Citrix RESREBN RS FRHEERE MRS,

FrRaI i@ M Citrix Cloud ek Vel REFE TR,

X

Home

My Services Y

Library

Identity and Access Management

MNetwork Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Maotifications

System Log

WaES B

BRgEFRN: Y—FFAFREAARERBEHNARFHKERN, Citrix Cloud 253 BRI,

HEAPFTRN: HAPEHEE LEMNARFHSEEN, Citrix Cloud 27 EFAIHE. YA EHIMARIE
EZE, BABIEIFAL. BT FANED KA SRIETEEAAERESNNAEFHSENIREHREMEL, Fit
Citrix Cloud S B9 #hiTE— R EFERANIFAIERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 335


https://docs.citrix.com/zh-cn/citrix-cloud/license-usage-insights/license-usage-reporting-cloud-services.html

Citrix Cloud

BXARTIRANESER, BEH WAERSm XEFEH 21T

AHE

Citrix Cloud 2 RAF /i&&MH K AP FER FIEEERN T EEERE,

BRMgEREE

SHFAP/I§EER, FrREILE—B T AMEE EEERANT IS EHENIFIESHIX R,
LEDLEL 100% B, BRLESMNEEENER, MREDLED 100%, WZESHEERNIE,
Citrix Cloud & 2R 2 EeRI Bl IE S M A RTIERI L R R R RET AT I ALE SR 2.

HERPHEE

NFHEZRPRE, FARERET U TEESN—8 7TANIE:

« Citrix Cloud ERTEEEAMIFENEN, HEEEERANEBIFENERENE DL, Citrix Cloud 1RHE
5RSEEDEENBERESADHITERILE D . WXNFRHESBRAERH LIFRIRIH Citrix
Daas m’@g':E’ﬂifFE_ﬁJ.—tE\y o

o YD ENIFRNES EMEF NS ML RUKRRRA AT BIF IS E, ZERPETHEHEFRRLFA
BNFEERE (BE “LRIRE” BHAMEE).
o BEFERERGIT EIHEFERPIEEFATER, Citrix Cloud 027 U TBYIE B AERMRAYFANEL:
- X 24 /B TZE 24 MR —RERNERIFAIER.
- 8. BEFERAFRUR—RERNIFAIERNRAHE,
- FRREYE: BITHA s UAR—RERRATFRIIER,
XEFABENEETHSBRTEAENITIILS . MRABFMIFESBUEMERL, FEDEFA

IEARRZIEIN, W 2 BUSREZN, URRZFESFNAEIFTIENE. B8, NRSEHENNEREE, N
B FRNE,

s ERERE RS, Citrix Cloud ERUTEERRM—EEN S5

- %H: J:_ﬁ\EEHEl‘JﬁﬁlE\gko
- B8R @E 24 /\NHAEESH, XEHFHUIXERBRENITIEESNE DR T.

T EERRHIEETFEIE

AT EHREHFZFAIER, Citrix Cloud 8 EH#ITE—RAERAIZRSHE—EEHE, NRITBATFETRHNS
ailgEEA=E, Citrix Cloud ¥ THMEEFABERUASATZIEEN B EFE, MRITHNTFLUFEEEHE,
N FigEERER SR,
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https://docs.citrix.com/zh-cn/licensing/current-release/license-types.html#concurrent-license

Citrix Cloud

BE:

WMREMEA Director 89 Monitor REREXHASIENER, BHEE, BURSNHAKIEWERELRR, H#A
TRE MR MIEEFERNA R AP FILENSE, EXxBMRERMFTREZEAXINEZER, ESH E1IE
WRE

HESAERERE

S1A4%), Citrix Cloud #&#E E—1MBHAMMRE, Citrix Cloud 2/RZBHARKRENE—ER B

HESRERERE

sRME—8YE, Citrix Cloud #ainiEd & 24 /)\BIpRER, Citrix Cloud R7E1% 24 /NYA L LN —EZE

o

fEREE

Citrix Cloud 2T AR /REWENERHXBFIFENENEREREA, BEERAR, BNFITRENETEEEE
ERBERFAES.

BRMIgENEE
SSFAP&EEFENE, “FEAEE BHUEREAREERE S ERIFAIIEREAA,

EREX LEERSE2TUTER:

o WAHESH: EERERNPATRSEEEFRIES Ko

o UAIDECHIFRNESE: EPANERITEIERE. fld, ARE 7 BHERLESIRSHRSIFANE HiFa
AL 7T BIEY “MinEC. 128 A, FRERAA “TRIERNE .

o TR EASRMIITAHENSE. fit, BAE 7 BOBRNEERSHRGIFANE. —IFAIERAN 7
BH8 “FoE”.

HEBPHES

NFHERAPFAE, “ERAEE BOoMEETUTESR:

o i@ﬂiﬁﬁé\%&' 1@)@;5@#&14:3_‘-1E1§\§&0

o ERATHIEEFRNE: AEEENBETEESRNSAFRIER. RIMERT, Citrix Cloud 2R REsIHRE
PEMANBERRER. Ea TSRS/ \WNSEERE, BN THRETERESENAHAHH.
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/citrix-cloud-service-license-usage#faq
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Citrix Cloud

INREEFH BEIEE R KT, Citrix Cloud B ER&idiEERa HaigEERE L. i, NRERTH
BUERNEHTTFNERE, WETEELSRRZISNNNEXTFANERE, MRTFANENEKEEETET
RO A FITEEIRRMIEIN, Citrix Cloud & FE# S a0/ \BYRIEEEAE .

« EREAETESUTERNER:

K. B& 30 RABRNEE S,
A: E—"EREHSMBNEREH.

- &
=3

fEm “VFRNEDE” 3 ERERT BXR EMERENA 2RZEREIFAER.

WA RR

WANEED) B ETEEARPRTIFNENTAZTFAFPNGIR. K RESTESTAFENE. 2EFAIERHE
HALA Rz EoR 16 % AR S5 HIBT 8.

SRR MIFAIIE

EETANE—X, LTAPRFANER AR, KEXMEREN, DENFIIMEREENT, HBERTFIE
FRPNIR. YAFPEMANEXEHINBREFNEEN, BEHRDEITFI.

BEEREWAIIHEIER

EBTANE—X, HPRNIFFHIREEENTN, WD A FTANLETAFIERARVRERER. B2, &
AILABER R ET L AR AR IEERER, HAESEBHETHN CSV Xt

1. £ “FAEEsY B0F, EFZMOREAMN “BEFEFIEALIER .
2. ERBEEENAM. IRKERMMER KRB IFAEETIR.
3. ERHIIR, BERZHIKREAME “SHE CSV’, ARFREXH .

tH YFATIE A
EF AL S TNAA AR SHE CSV X P, MESH—F 51, A5, ZATURERERA CSVX
HERAHT I ATIE AR B

BESHUSHRMES, BE WAEED BHNREMEE S CSV', WEREXH.

EFHE/LTANFAREE, BEREERMNTIR, W EESAWANEALIERTAR, &EEF S CSV HEREX
o
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Citrix DaaS Standard for Azure HWE P iFaliEFERE RSN

October 5, 2023

Citrix Service Provider (CSP) #9%& /8] L1 7£ Citrix Cloud R # M4 ME B A K Citrix DaaS Standard for
Azure ¥R[E, EA CSP, &RILLERTE Citrix Cloud REREFKFRIAEXLEEFMES, EEFRAFNSHE,
BPNFTIEEREULEESR, B2 Citrix RSEEBN SRS FHEHERIERMRS,

FrRa @i M Citrix Cloud e8RS VAl REFE TR,

X

Home

My Services Y

Library

Identity and Access Management

MNetwork Locations

Resource Locations

Licensing

Workspace Configuration

Support Tickets

Maotifications

System Log

WaES B

BRFEEFAEN: SM—AP SRS RESEE, Citrix Cloud 25 EFAIE,

HEBPAFOER: SAPEREE EBsISE, Citrix Cloud 25 EIFAHE, HAFEHEIMARIEEEREN, ¥R
BRI, BAFFENES RS RIBEEMAENEH P SENEEHEMEWL, FEit Citrix Cloud 825%
HME—RIETE R RHERE,
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Citrix Cloud

BXARTIRANESER, BEH WAERSm XEFEH 21T

VR E

Citrix Cloud 2 RBF /i&&MH K AP R FIEEERN T EERE,

BRMmgEEE

SHFAP/IgEER, FIRENILE—B T ANEE EECEANT IS EHRENIFIES I X R,
HEOLEEE 100% B, BRLLEMNEBEARR, MRBSLEET 100%, MZESEENTDE,

Citrix Cloud & 2R 2 EeRI I pI IS M A AT IERI L 3R R R RET AT B ALE SR 2.

HERPHEE

WNFHERN, WARERMETUTEEN—B TANRE:

o Citrix Cloud EXRiH&IEEERINFRIER, YA EEFERNEWEFIESSNE S, Citrix Cloud 1R
S5RESEEEENE—REEAPHHTE—RILE DL, WIMNFRLIEE2RENERHLFAERA Citrix
DaaS Standard for Azure M EAYFRIER EF0,

o HAIDEHIFAIES EMEFAHES BB R KRR BIFEIESE. ZbERPERNSHEFARYAR
BNFRERH BE “LXIRE” BERNED).

o IBEFERERGIT. EIHEERPIIEEIFAHER, Citrix Cloud #1027 U TBYIa R AE AR A ANES:

- X 24 /)it ZE 24 PIERRA—RERNERIFAIES.
- 8. BEAEHAFRUR—RERNTFIIENRASE,
- FRREYE: BITFEAE UR—RERNRAVFRIER,

XEFEASENERETHNSBRTEMAENTIIEE . MRAEMFINESBUEMERL, FEDEFA

IEARRZIEN, W 2 BEREZN, URBZFESFOABIFTIINE. B2, NRLAENNERIEE, N
B ARRE,
HEERRHIEEITFEIE

AT ERRMHFLZFTER, Citrix Cloud 8 AS#ITE—RENIAIZRSHE—IEHE. NRHTBATETNS
pilgEEA=E, Citrix Cloud ¥ THMEEERABERUSATIZIEEN B E, MRITHNFLHFEBEEHE,
W FEEERAER SR,
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Citrix Cloud

fEREE

Citrix Cloud 2 RBF IREWRIEHH L AP FRIENERAESHEA, EEERAE, ENFIRERETRESE

ERERIFAES.

BRMgENE%
SHFAP&EFENE, “EAiEE BHUERERXAEERE S RIFaIIEREAA.,
EREX EEEREZERUTES:

o WHENESH: EEFMBERNPANTIRS LIRS

o URIDECRIFRNESE: EMANERITEIERE. fId, AFRE 7 BHERILESIRSHRSIFANE, T

AL 7T BIEY “$inEC. 728 A, FRERAA “TRIERE.

o TR EASRMIITAHENSE. fIt, BAE 7 BOBRNEERSHRGITANE. —IFAIERAN 7

BH8 i,

HERBPHES

NFHEBARFALE, “ERE%E” BoraEERUTER:

o WANEASC EIEHH R AE R,

o EAPEEFRNE: AEEENBIEE S RNSERTFRNER. BRIAMERT, Citrix Cloud 22 RH5iHRE
hEMANBEERER. ZERATERIISANS/)\WNSEERE, TN THXREDEEEEENERASA.

INREEFH BEIEE R KT, Citrix Cloud ¥ ERafadiEERa el EERER. Fli, NRERTH
BUEENEHTHFNERE, WETEEYRRZISNNNRKTFRNERE, NRIFANENEAEREETET

KRSt EiERAEM, Citrix Cloud $E#H Lai/) BB EERE R,

e mIE R YR E) [B]FR RN FJ B A i8] i8] FR P A B9 PIE S 2N 1 P IE (B

ERBRKRE
TR LU T HiAn Bl R e E B (alEl FREY B E Bo
ZIEREEUTEIMBYERERRR:

e Azure VM
o MRIERE, 90 VNet 345
o Azure TR, FIINITER;E. 3R Blob f051@E Blob

TE—K/BERE, BIETERERE 72 /ARG ERE .
T “ERERRET T, EEFER, AREE “THEEE MUEMK CSV XHEHBETHEIEMIT B,
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Citrix Cloud

AT

SNFRPAKEWENE, “WANEBER B2 TESBRNIE TN MATFRAFRNTIR. BIRERTETAR
FRIEBYEL. 53 ECVFRIIERY B HR AR EREFIZARSSMIBYIE), AEHFERTHLBF AL,

BRAMVFAIIE

ESTANE—X, LTAZREFANERBIAR. KEXMBRE, DEMNFNIBMEREENT, HBRITAIE
FRPNYIR. SAFREMANBERERINAEFRNEEN, BEHRDEITFI.

BEEREWANEHLIER

EETAMNE—X, HORNTFFHIREEENTN, WHIDE FTANLENAFIEFAFRRERER. B2, &
AILIRERS AR ET LN B AREAER, HAEFERRBETHA CSV X,

1. 7 “FAHEES” #0F, EREZMOKRENN “EFEFAHEHEIER .
2. EREEFENAN. IRKETRAMERGIARFAEETIR,
3. EFHIR, BERESIRENH “SHE CSV”, ARREXH .

H O ENEFE

ERI LR R N F AT B A FAE B SHE CSV X UE#H—T 0. ARG, ERILARIEFERR CSV X%
ATFENEFAER

ESHYANFAESR, BE WADER BONREAMER “SHE CSV, RRREXHS.

ESFHAIINANFAREER, BEREERMNITIR, W EESRTANEHEIERPAR, ©%F S CSV HEREX
o

EREmARS ™~ moE R MA

October 26,2023

R AE A S SRS PR B M Z RS I B 924 Active Directory AF#I4H, BRSSP mrlaEH @ Citrix AR
SRRMTARRF. SE. FEHZEM Web ARFHM. FEEENMETRERENAERS™ M.
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Citrix Cloud

« Library
All Types v Filter by Group or User Q a
6 offerings I 1 Refresh
o/@ Desktops and Apps =8 Desktops and Apps $:A Pubs (Applicati
o (Applications) =9 (Desktops) </ App Pubs (Applications)
4 Subscribers ] 1 Subscribers ] 1 Subscribers
v W e
()] App Pubs (Desktops) i &ppp;:lniic:;i?;?s} ()] Applications (Desktops)
0 Subscribers ] 0 Subscribers I 0 Subscribers
~ A A

ERENER

ZipnERE, EERASTHRUATER:

o & Citrix ZP1RMEE Azure AD #1TE 98I,
¢ UNMEEBEREMNER, MARUEERARBNENER,
« #E3¢ Citrix Cloud M52 235 aREHER Z R EA TR B E XA R R,

WNRELE Citrix Cloud hENAFBABEGEMWS, NWETENHRRRAEEBUR T EERE MK B REFERHIN
B, BXEZER, iB5RIA Citrix. AD. Azure AD #1 Google Cloud S EIE R R RIUR,

7z Citrix Daa$S L1/ StoreFront #9;T EEM
WG StoreFront 5 Citrix DaaS && R, ENELERMNARERERSEER, &k, 8 Studio F&
BREAHAF. MREXMERTERRE, NaTER2BRRAFRREER,

7 Studio FREIERIAR, B0/ AP E L%EFERE AP EENES Citrix Cloud, MREFEMETR (AIFER
EEE B AR ER ARG T B ERLLAH) .
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Citrix Cloud

BEERST@IFAEE

ETENARER. RH. ERUREAEMEXRS~RES, FRERS~mF LBk,

« Library

All Types

G offerings | C Refresh

o/® Desktops and Apps
B0 (Applications)

4 Subscribers

Applications Details
u;-% Access 2013
mj Lync 2013

Excel 2013

>

Filter by Group or User Q

=N Desktops and Apps
(Desktops)

1 Subseribers (M

Adobe Reader XI

uj? InfoPath Filler 2013

@' PowerPoint 2013

ANINEMERIT R &

REESMRERENAFRHEAE, ArEFmThREPH EEITRE,
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LA Nl

a'@ Desktog o :
4 Subscribers @
A"

REES N RENTHRE, BEPSIITRLNEERMNE, AREE EEITHE,

« Library
All Types Y Filter by Group or User Q °
6 offerings | C Refresh | (. Manage Subscribers )] Select/Deselect All
o/® Desktops and Apps Desktops and Apps E@ .
o (Applications) (Desktops) App Pubs (Applications)
4 Subscribers @ 1 Subscribers G) 1 Subscribers @
v v v

ERIRSRPARINTRE, BER—E, AEERERMARHAE.
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Manage subscribers for | App Pubs (Desktops)

Step 1: Choose a domain Step 2: Choose a group or user
exampledomain com || Te 4

2 [tem(s) found
0 Subscriber(s) [ James Tennant
UBN:

M Michael Tennanbaum
Type Subscribe UPM

To add a Group or User to this offering
first select a domain or Azure account.

ZREREMTHE, BREENBFA AN NNLLIREET. EREFZSMNTRE, SEFAPRA, ARRT BIREE

Blo

N
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Citrix Cloud

Manage subscribers for | Desktops and Apps (Applications) X
Step 1: Choose a domain Step 2: Choose a group or user
W Search... Q
Selected 2 of 4 Subscriber(s) | Remove Selected ( Cancel :]
Type Subscriber Status
Account Mame:
Display Name:
Deaiaia ~ Subscribed ]
UPM:

Account Mame:
Display Name: )

Domain: ~"  Subscribed i}
LIFM:

At_:cou nt Mame:
glsplqy_Nams: +  Subscribed ]
amaimn:
UPMN:

Account Mame:

Display Name:
Domain: ~"  Subscribed o

LPM:

ERS = RPAIEBFRTAERE, RSTRPEETREMTAENSE,

WIEARSS ™

RINBERT, ERETFARSST M. BREEERIERS RS ™ m, BEFRZRS NS,
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Citrix Cloud

« Library

All Types ~ Filter by Group or User Q

All Types vy o

Virtual Apps and Desktops

b

o/@ Desktops and Apps =% Desktopsand Apps 5 A
@e (Applications) =9 (Desktops) m App Pubs (Applications)
4 Subscribers ] 1 Subscribers 1 1Subscribers
W N N

ER U ERERGFITR T E MRS = REFAF 4, Citrix Cloud NERSEEFENAF RAE XNRS =
M. BEEAMBRAFNFERSS M, BRE X BRIIES.

« Library
All Types w 1] X
USERS °
6 offerings | (& Refresh User 1
User 3
User 5
LL L] User '| L L) LL L
0@ Desktops and Apps - u‘}v _—
B0 (Applications) GROUPS ) App Pubs (Applications)
Users
4 Subscribers ( 1 Subscribers ( 1 Subscribers
A4 a4 A4
A
October 5, 2023

“Notifications” (@) R#S5EERATTRERNBHRALEGHEXNESR, FIMF Citrix Cloud ThEE T RMUEH
B ENFERIER, BAIEI LK R Citrix Cloud RBBHIERIBRSS

EEBA

BRI EE IR Citrix Cloud FHIATTEMBNUERT. BXEZHAER, BRETHEFR BN THW ‘&5
28 MR GRBEPEE B,
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Citrix Cloud

Home

My Services

Library

Licensing

Support Tickets

Pl Cilrix

Network Locations

Resource Locations

Identity and Access Management

Workspace Configuration

110

Resource Locations

©3 11249 30

Domains Notifications Open Tickets

[ Edit or Add New

Add New ([View Al ]

[T

Application Delivery
Management

Notifications

System Log

PV s 0

Content Collaboration Endpeoint Management

{  Howto Renew

BT EEREREIREN. SETEAT RIS,

O
]

“ Notifications

Dismiss All

Local Time

Sep 30, 2021
1:20:32 PM

Sep 23, 2021
220:21PM

Sep 14, 2021
124704 PM

Sep 13, 2021
10:01:47 PM

Sep 7, 2021
7:01:48 PM

Type Source

A Warning Citrix Cloud Connector

A Warning Citrix Cloud Connector

£ Waming  Citrix Cloud Connector

M Wamning Citrix Cloud Connector

A Warning Citrix Cloud Connector

B

Title

Connector evaddemo-coni.cvaddemo.com has been offline for 3 or
more hours,

Connector cvaddema-cont.cvaddema.com has been offline for 2 or

more hours, .

Connector cvaddema-conl.cvaddemo.com has been offline for 2 or P o |

more hours.

Connector cvaddema-conl.cvaddemo.com has been offline for 3 or
more hours,

Connector cvaddema-conl.cvaddemo.com has been offline for 3 or
more hours,

KR

BHUSNMEERARMHITER, HIEUEMRERN, =7 Citrix Cloud FUEESHWER R S HIRBH, BIfE

FRTFrEEA, EtEER{IIARTUEENXHAMI]E SEN,

EHRWEIPRE RN, EEETUEINEMIER “2ERERR.

EHRBENERN, FERSNEN, ARERHER.

(R

180/
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Citrix Cloud

“ Notifications

Local Time Type Source Title
]&‘.]{»5103?2 %\‘51 A Waming Citrix Cloud Connector Connector cvaddema-conl.cvaddemo.com has been offline for 3 or

more hours.

Connector cvaddema-conl.cvaddemo.com has been offline for 2 or

220:21PM & Waming Citrix Cloud Connector mors hours,

. ;Sgeg;-sfgi"l A Waming Citrix Cloud Connactor ﬁ.obr::ehc,ﬂl::;\-'addemo-conl.c\-‘addemo.com has been offline for 2 or

Sep 13, 2021 Connector cvaddemo-cont.cvaddemo.com has been offline for 3 or

U
D Sep 23, 2021
O

10:01:47 PM A Wamning  Citrix Cloud Connector mone hours.
D ?%?38225‘] A Waming Citrix Cloud Connector Connector evaddema-conl.cvaddemo.com has been offline for 3 or

more hours.,

U R Al

TR LG @ BB FERMHRIGER], MARERUEEEM. MABERT, BFHEBNLTXARS.

EER] LT B EE RRIFRER Citrix Cloud kP EMFIEXE (BIINRARNRLMEBITHANRR) BA
B BB E R

BREFEHEAE, Citrix Cloud 28 MNBMAE BT, BRSRREE. EIIFRSSHE—HBFHH
B, WARSHITHAEUEHEERIX.

FNECERBRFHE

1. 7£ Citrix Cloud BBiEHIAaH, #EFKFIRE,
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Citrix Cloud

2

3

4. £ "EERNENIRE" T, SREERREENRE, RARRT, FEEMERESLTERRKS.

5

Example Corp.

Customer |0 examplec

Example Corp.
Organization IDx 50966964

Account Settings

Administrator
admin Seample.com

My profile

Sign Out

English (US)

. EEER,

AT “REBFEAERT RE.

. BE WA REERE.

FAFEER R A B FERHEA

FRARTHNSERIEFEER RN B FHREENNBKRA, MREZHXENFEERAFMABKRA, Citrix Cloud =

BREIR.

SN e

PERRER

7 Citrix Cloud EBizhlah, R kFIRE.

£ BRAEE T, &E NmERAN
MANBRARMR . BFERF i R EE®ES,
£ “EEENRE T, ERERXMENEE,
PR AR RAN URFHREARNER.
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Citrix Cloud

EENIRE

EREER, BB EPHER “EERNBNIKE" THERERELRIINENRE, BERERENFZIFM

HithEE S U EIEER.

AT LUME R ARE IR R LRI ROE R

BN AFEIR RAVER]

7 Citrix Cloud EEIZHIGH, B KFIRE,

prirt S I

T BRRAEE T, HEEEENKRA.

EEERA, AREFHEET.

£ “EEENKE” T, EFHEREMENEENEIEE,

ok w e

BERRKRARANBFEEUL, BICMERZEXRN, ARERMEYEFERF IR RN AMEER Ao

1 F BB R m A

ERNEER, ERILRERETXH “RHEFEREER" RERERE SR EFHAEN,

FEER A LB B EEEhE B Fa i R RBUEIT R R E IR ER, EBUHITHRERRATE
BOPREPERE “BUHITHE" BRRE.

BERIFEERAEN, ERIUBITUTRIEZ—:

o BlR “BERRANEBENIRE” FHMEEREE,
o M BXRAEE" THIRBPRERECR Ao

IBRIEBEIR R RA

1. 7z Citrix Cloud BizHIaH, BF KFIRE,
2. @R,

3. £ “‘BMRAEE T, HIIBEENKREA.

4. EEEEKRAN, ARERNRAET.

Citrix Cloud RBX 5 A MRASFMIER,

October 5, 2023

“BRENEE
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Citrix Cloud

#4AEER Citrix Cloud A EMNEHHBTEETIR,

MERIEFL 2D

TR UL TS WA CSV X, LURRALRIENE

BEERGHE, M Citrix Cloud xR R4AE.

X

Home
My Services
Library

Licensing

Resource Locations

Support Tickets

Notifications

Identity and Access Management

Warkspace Configuration

System Log

BEXAERGHTHTRBHRIENESER, BEHAEXHH HIERE .

EROEH

AZHEEWREL Citrix Cloud FEMBRSBIENEM. EXXEEHNTENRNBREIENRE, BSH &

SRESENSE,

RINERT, R4tH

EEBTR

I X 30 RARENEN. REAEETRENES.

« System Log

Date & Time

Feb 20, 2021 02:47:35 UTC
Feb 19, 2021 M4&51UTC
Feb 18, 2021 12:52:27 UTC
Feb 17,2021 0%:40:55 UTC
Feb 03, 2021 11:12:27 UTC

Feb 02, 2021 07:29:29 UTC

Past 30days W Export to CSV

Actor

CwcSystem - administrator

@citrix.com - system

@citrix.com - administrator

@eitrix.com - system

@citrix.com - adminisirator

@citrix.com - administrator

Event

Administrator roles or permissions updated

Secure client created

‘Full’ Administrator invitation sent

Administrator created

Administrator access type updated. from 'Full’ to '‘Custom’

Administrator deleted

< 1-32 0of 32 >

Target

@citrix.com - administrator

MSBI_Schedule - service

@citrix.com - administrator

- administrator

@citrix.com - administrator

@citrix.com - administrator

ETHFREEUTER:
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Citrix Cloud

EHRERBEBMETE (UTC),

. RBEHNEBS5E, NEERAHREE K. FHAS5% CwcSystem f9£ B &R Citrix Cloud #1177 1%
1815,

« EHNEEER, fINRESESRERNZSEF .

EHNER. BENMERRTEHMIZIEMEERNRATR. FiM, FNMABERNEF.

EEETE 30 RULNEMS, FEIEREEENRERKRRIETIR, AEEEEE. EAUEEIE I0 XARE
BE M.

Past 30 days ~ Export to CSV

/ Past 30 days

Past 60 days Actor

Past 90 days

EROREIEENEBBRARENREEHS, AILUER SystemLog APl BXEZER, ESRAXFH RRFENER
AEHS .

SHEHS

BEALUSHRE O XALREMNRLEBEEH CSV X H, THNXHNRZMEBENEN SystemLog-
CustomerName-OrgID-DateTimeStamp.csv.

1. MCitrix Cloud 38, %8 RHERAE,
2. MNRFE, MkFIRUETESHERHIER,
3. &% SR CSV HREX M.

Past 30 days ~ Export to CSV

Date & Time Actor

Feb19, 2021 11:49:51 UTC @citrix.com - system

CSVXHBEUTER:

o BPEHH UTC a3

o REENNEE5ENFAES, SEEIMNER ID,

o EHEE, GINSEMAEENEMHXE

o EHEFNEAER, B ID. BERABRMRRETF ik,
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Citrix Cloud

KR EMNEIERNEG

NBEEZERRIST T EIERAMNES, ALUER SystemLog APl, 7EER APl 21, BEE#IR Citrix Developer
XiEmuE ER NI RFTR G R 2 E P i

BXER SystemLog APl MEZER, 1E2I1A Citrix AR AR AEMEE_ERY Citrix Cloud-SystemLog o

BARZAESEN

EATF Splunk 1 Citrix 24 HEMINE M FE#ERSIE Splunk 52615 Citrix Cloud EiFESR, @S UHLERE, &R
BARZGEEHIEE RS Splunk, BXESER, 1ES1H GitHub a4 Citrix & EPRY MDA o

BIERE

Citrix 5& (FF) #RAIBRE Citrix Cloud HRIFRSZ B EIHIEN T,
FRREMHRE, Citrix SBRHKATIRZRIRE 90 Xo
BHRTHERBNASGETIER, WRREALNEGMMEER, HARBXEEREFEERKPEERASERR.

A ASENHSE

October 5, 2023
Z&F Citrix Cloud kP HIFFE R H S HEIE, EAILL:

o TEdXE 30 K. 60 X8k 90 RAKEMFIESEMHY CSV X,
« £/ SystemLog AP 145 E BT B R B = 4,

BXORAFAE FM WHHREOBIERIRR, FERAXFHEGHIERE. BERTNEHEEE BINEHEEX
. EHLBLURBEERHREZANZ GERNRFEREIE) EREFNANTRS

EREHNAMMRS

4 HEFILFRLUT Citrix Cloud ik, AHMRSHEM:

+ Citrix Cloud F&: 5 Citrix Cloud FE&IEEEXINEH, HIINEEEER. Workspace ITREMNISRES.
Azure AD FHP UK EIRIHM ML E,

o EEER 5EMAER Citrix Cloud EiESRMIEERIGEEXMNEL,

o Al SiEMAMIFAHERS 2. BEATIRS S ERIFNE UKL S HIFTHIEE XN E .

« Secure Private Access f§55: 5 Secure Private Access IRSEREHEXMIEM.

« Citrix Workspace: 5 Workspace B2Ei&BHEXHEH
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Citrix Cloud

S dERER

HETHRAFKBETEHHERA SystemLog API RENN, SB&UTHIE:

RecordID: E4MM—IRIRRT,
UtcTimestamp: E4%4E09EEAF1 UTC Btial,
CustomerlID: Citrix Cloud P BIME—R434TIR 4,

EventType: iZRMEGHLRBMIMAR, SHRBEAEAHTIER OriginatingService/Actor
/Action, i, BFOIRERRMEGFEE N platform/administrator/create,

TargetIlD: XM EXHIRFNRA 1D,
TargetDisplayName: SEMABERNARLTRNETER. Hlil, IZNERERNESR,
TargetEmail: REXIRABTFEBAFHILL, FIaN, BUERHEIRRRE TR,

TargetUserID: ZEMRELHRAIRIAR ID. fla0, SIREERREY, BrAF ID 2eIRHNEERNA
F 1Do

TargetType: EHMNBERET,
BeforeChanges 71 AfterChanges: 73IREHLZERIEHNNRFENINS, MTRELEEHE, XEWRFE
BiE:

- CustomerlID

- AFRE&EIA

- UserID

- BEAIFENREE, fin “‘BEX ® ‘T2
- CreatedDate

- UpdatedDate

- DisplayName

AgentID: =351,

ActorID: KEFHMNREFNRE ID, Fla0, MFIREER, XRBIEEMAFMA Citrix Cloud tKFHE
ERIWR ID,

ActorDisplayName: ZiE2HHHNMASLEHNEREMR. G0, BigHaAAMA Citrix Cloud tkPHE
BRNEE.

ActorType: EREHMARS.
EventMessage: Ik £EHHBERHER,
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Citrix Cloud

Citrix Cloud F&aMRZAEEG

July 12,2023

EXNBREBEA Citrix Cloud FEHRNEHHIE. EXRFESEHRENESER, B2 2A5HEEMS

-

BTREXZLASHNESER, HEH 245HT.

Azure AD fAF

EHZEIER BN TEHE

HEFNERT BRIV RT
PETINEES) E Ly Sp et ERER #®E& D E& B
Bi&# Azure  platform/identiggprovider/az@st/connect = £
AD R
Azure AD#  platform/identifgprovider/azi&&agt/disconnect 2 &
FHRFF
Azure AD &  platform/identityprovider/azuread/authdonisfoimeéatBnarfe £
HIIEEZE
B
Azure AD &  platform/identetyprovider/azuread/authdontisfoipdatenasiefailed ES
BIIEEEE
BTG
Citrix Cloud EEGNZ 2T iR

EHZERERN  EMTEHER

SESEE =Ll it Spmeit] HRER HEXNRTER RN RFE
BEREME platform/adminisg#&r/create &% = =
BAZEESGE  platform/adminis&®&r/invite EER = =
=i
EERAEHMN  platform/adminisgit&/update EER p=s =
REEMH
EIE R EMIER platform/adminisg®&r/delete &R S =
golgzeEF  platform/clientadidhistrator/creat&s: = =
e
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Citrix Cloud

EHZENERN BEHMTEMSEIR
SEHE =Ll it SErESit] Pt Eit] LETRFER FHTRFER
EMkzex~  platform/clientadihistrator/delet&IE 5 2 &
i
BEEGACHE  platform/adminisE®E&4Eroup/create = =
EERAREE  platform/adminisg®@&4Eroup/update 2 =
R EH
i EERAE  platform/adminisEE&sgroup/deletsiZ = S
Active Directory < heMiR&EE
EHZENERN B TEM4EIR
SEEEE ERR SE et P Eit] LETRFER RIITRFER
iTRAEIRESHE  platform/authentit@i®rdevice/delEtB R = =
EEETM
HEIR
EHZENERN BEMTEM4EIR
SEEIHEE =t il Sp et BREE LETRFER RHTRFER
IR A, platform/domainfggnove EER = ES
WL E
EHZENEEN B TESEIC
EHEHEE =Ll it B#5 1D 1#15& ID LHITRTER FHWRFER
MEMEEOIE  sdwan/networklalEismeEee®  FINNELUEN T =
B 1D BIERMNER
MERUBEEH  sdwan/networkldeaigayBriii = BHNRUEBEN 2 z
&M 1D BIEFNHEZ
WEMECDHFE  sdwan/networklediigaymidte BRERKUEN 2 &
B 1D EERNER
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| EohHR | BHFLE | BIREE | BRER | KE D | BHZARERNUIINEKFE | BT EHEERNNRFE |
o e e e e e
| EE & @ E 8l &K Secure Browser Web i &2 URL 5 & |swa/websiteurlfilteringlist/redirected/cre-
ate|websiteurlfilteringlist|No|Yes|

| EEE @ EEH M Secure Browser Web 15 55 URL 7l & |swa/websiteurlfilteringlist/redirected/up-
date|websiteurlfilteringlist|No|Yes|

| 8 2 & @ = Ml k& 8 Secure Browser Web 4 =2 URL % & |swa/websiteurlfilteringlist/redirect-
ed/delete|websiteurlfilteringlist|No|Yes|

| BEEERZEGIER Secure Browser Web #55 URL 7% |swa/websiteurlfilteringlist/redirected/create-
failed|websiteurlfilteringlist|No|Yes|

| B2 EEEEEHM Secure Browser Web it 52 URL 7% |swa/websiteurlfilteringlist/redirected/updat-
edfailed|websiteurlfilteringlist|No|Yes|

| BEEE R ZEMBRE Secure Browser Web i 51 URL %1% |swa/websiteurlfilteringlist/redirected/delete-
failed|websiteurlfilteringlist|No|Yes|

| EEE @ EIEA Secure Browser Web 5 5 URL 338 38263 |[swa/websiteurlfiltercategory/redirect-
ed/create|websiteurlfilteringlist|No|Yes|

| EEE I EE# K Secure Browser Web 4 s URL i3 3888 2 5 |[swa/websiteurlfiltercategory/redirect-
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ed/update|websiteurlfilteringlist|No|Yes|

| EEE @ EMPERA Secure Browser Web 4 51 URL 333888 251 |[swa/websiteurlfiltercategory/redirect-
ed/delete|websiteurlfilteringlist|No|Yes|

| BAEERESIEA Secure Browser Web it 51 URL 33382882651 |[swa/websiteurlfiltercategory/redirect-
ed/createfailed|websiteurlfilteringlist|No|Yes|

| TAEEEBREFEHH Secure Browser Web 3551 URL 53382823 [swa/websiteurlfiltercategory/redirect-
ed/updatefailed|websiteurlfilteringlist|No|Yes|

| A EE R ZEMPERA Secure Browser Web it 51 URL 3338282551 |[swa/websiteurlfiltercategory/redirect-
ed/deletefailed|websiteurlfilteringlist|No|Yes|
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Z# Citrix Cloud RSFREREFLTESM AP, AFEKRERES. THHENRITEERES,
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ZFA Citrix Cloud API, BEREZaIE—MFEARE Citrix Cloud WR2£EF iR, BEREREEF I, BRERE
Citrix Cloud tkFHEF 1D, BHEF ID U FERITH SHUTUE:

- ERGELERA, MTRAFRE T,

cikrix

CCID: example

N 17 112 &5

Library Offerings Resource Locations Domains

(EditorAdanew )

o R IKAISE DIH,
A John Walker
C”rl A a o CCID: example

“ Account Set’tings Example Corporation

QOrganization 1D 50986964

Account Settings

- Company account

Notifications

Citrix Cloud Customer Name John Walker
My Profile Example Corporation & jehn walker@example.com
My profile
Orders
Organization ID Customer ID Sign Out
500860964 example

English (US)

« APl 78] B,

HRRIAN PR

Z2E PS5 Citrix Cloud FHENEERMNENIEF ID HE. XERECHNREEFHBBRACEREEFRIDTF
FrREBERIAS IR, Eit, MREBEZRIHANR, WReEFPHEHAEBTEHANR. MRHEEMEET R
&5, WESIENREEFIH: B AR KRR,

BXUBERLEFIRINEA, ESE Citrix FEZ AR Citrix Cloud AP AT
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e AP| 27 Citrix Virtual Apps and Desktops LUK Citrix DaaS BOEZE 7 £ 1R,

BXEZEE, 152807 Citrix Developer >x#4s AT &2 Citrix Cloud #aI#9 APlo

SystemLog API

SystemLog API &% Citrix Cloud ik REIEEREIEE N R ENEH. BXEAL APIWELZER, BB
Citrix Developer xxt4ergj Citrix Cloud - SystemLog,

J\/ 14% API
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PPN ZNERUEZ —5RE % Citrix Cloud Connector, ErTAEALE APl 8 ZFERMAE ID HIGHERAR
SRR,

BXERL APINEZELR, 55F Citrix F. AGscsm Citrix Cloud-ZJRIE
RN API
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ESH Citrix F & AR R Citrix Cloud-ARSE o

@0 API

BH API s E M Citrix Cloud BERAXES, WHEANBTERITH QRN B NEZRIEHES.

HtARs5# SDK 1 API

BXA AT HA Citrix Cloud IRENWRGFARKTAEGN APINEZER, BESRUTXE:

o« HFTEX: GFEAT Citrix DaaS #0 Citrix Workspace T EX RSG5 TEEH AP,
+ App Delivery and Security: 83FRTFMEERENNAREFRZTRS (0 Application Delivery Manage-
ment. Intelligent Traffic Management #1 SD-WAN Orchestrator) # SDK #1 AP,
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B2

ong

B

Zi¥4 7 #Z Citrix Cloud APl 1z £ F P IRINAIREEEHRITEREE BN MNERRZESHEESKHEI) ,
BESIFLLT Tech Zone X&E:

« PoC f5/a: fFER#EXSHEMT Citrix Gateway &4I0ER nFactor

 Z8EIERS: # Citrix Virtual Apps and Desktops BR$S M VMware vSphere i## %I Microsoft Azure t#J
Citrix Virtual Apps and Desktops AR5

« PoCigig: BohEtET R

mR&EEER Citrix Cloud

October 5, 2023
Citrix Cloud 83FE AE P MESIENLTIERS . THEEFRER, AEBLABERT Citrix SVEKERTAMNIIEE, XL

Thae el AFEBh & EMk i £+3T Citrix Cloud BREBHFRR S RS EF hE,
BERAFARIR

EEf#EE Citrix Cloud 1RIBE Citrix 4443 ID (ORGID) i#1745iR. &1EMKEEATLUZE Citrix Cloud BIREHI&HIL
TiEEESH Citrix Cloud tF XBx89 ORGID:

« NEFPRER, MEHea LARTENER &R &1 ORGID EREREFEAT RN TS,
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Global Services .. P
L7 Customer ID: glob :":. |

Global Services LLC
Organization [D: 51093142

Account Settings

Administrator

admin@globalservices.com

My profile
Sign Qut

English (US)

o MIKFIREDRIE. MELANERXER, ©EEF KFIRE,

Global Ser
Customer 1D j

= cilnx

« Account Settings Global Services LLC

Organization ID: 51093142

Account Info My Profile  Orders Account Settings
—

Change Customer

Organization |D (OrglD)

51003142 Administrator
aGITi'\éa:D:'.‘a.EE‘-".'IC‘.’S com
E— My profile
]
Sign Out
E—
— English (US)
]
]

WMEMk~ FB9 ORGID 2 Citrix &kt (F1gn Citrix Solution Advisor 5 Citrix Service Provider) BYEER
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B, MIZIT B E R REA Citrix SEKERBLKS . S, EASEURAREENH=ARS SHIEERHI.

< Account Settings

Aceount Info My Profile  Orders

®
1
Partner Program Citrix Solution Advisor Citrix Service Provider
Membership
it | Padthed ciltrx | Partmed
Sl b Snryion Provder
Acscr
o
B P EHIR

EFEHIREABEUFIZT, BREEBZSMEPRHZ A Citrix Cloud EFRBRES. BAESERESER ZEE
IERE, THREFFERSIREET. FRERERESESENHHEER Citrix Cloud #kF L&A,
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« Customer Dashboard

Search by customer name... Q < 1-36 of 36 >

Customer Name 1 Trials Production Notifications Open Tickets

Acme Worldwide 8 3 285 see >
Bakfield 3 8 ces >
Buckeye Data Co 1 eee >

RINBERT, Z2hNREERAUERERFEGIR. MRERTEFEGR ((RIREE) NR, WEESGHNER
RO UEEEHER. BX Citrix Cloud #FEBRNRHNEZER, BESH EHEEGNR,

« Edit access for

O Full access

Full access allows administrators management control of Citrix Clowd and its
services, as well as adding or removing other administrators.

@ Customaccess

Custom access allows you to determine the exact part of Citrix Clowd your
administrators can manage.

@ Switching to custom access will remove management access to certain services.

Selact all | Deselect All

= General | 10of 9 roles selected AV

Customer Dashboard (View Only)

Domains

Library

00 0|s

Licensing
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BIFAHFSEPREKR

7£ Citrix Cloud @R AR LS EF AENESEINETT LUIEEK P Z BRI A EHE, kKARIINXRFEEFEBR
MEGEMEEEZEENES, B3S5AEWHEBEIBRR, TRAULEEKMETEREXH Citrix Cloud kP &ES
Citrix x&2MEE,

BUSTFAHEERGRIT:
o BPHIEAFERFAIERIER L
o GIFARES KA IRER BT ENER

» EfEtkERINEE Citrix Cloud ARSHF
o BIEIEETLLT ## Citrix Cloud A RNHEERBERFVEXERER

BEMAHNEFZUBRG, SEUHEERTUEEEFPNERKFER. R TERNITEMNFIES, FIGARS.
VRN EM B HB.

B ESEFHNBRATZEH,

5N ERKFRF AR

BERFETUS S I EFRBIUBR, SEUFRZTUS 100 MEFKF XK, MREEUHFEERE 100 Z1MEF
B, M AER R R FEp A o2 — P RMA S E K REREME R, HE, SERFATUEER
BRI FBEEEENE K .

ERAUSZIMERRFRIERR, TR SEFAFIERBERERE,

EEREA

FEUTERT, Citrix Cloud fm& ekt RIE B :

o BIEARHSEFRRBRIUKR
o BPAIET 5EFENHER

LEEREFLIES5ZFREZE, Citrix Cloud 2REF KIEB,

BIFKAEXIARS N AT L%

YE5FXFRBUBKAN, SEAHTUEEZEFHRSNFRS. HESSEXBAIFLARNEIRES. SIERFERT
UBEEUTER:

o JETIRIBRSS IHA
o HiENRSIHAIER
o SHIRIARSS LA
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o EHHARSEN (RSEWX, SNFERFFARNINESA)

o FERBIVFRIIE T ERANE HA B AR

A

ACME

Services Usage Orders Account Info

Service Name Units Service Type
Virtual Apps and Desktops 25 Production
Content Collaboration 100 Production
Endpoint Management 100 Trial

ITSM Adapter (@ This trial is pending approval.

Microapps 25 Production

Secure Internet Access (@  This trial is pending approval.

State

Active

Active

Expired

Active

Viewing: All Services v

Service Ends

May 31, 2022 ses
May 31, 2022 e
Dec 31,2019

Apr 7,2025 eee

WA SN RFEE T IES B EMNA L ERES,

5P EIKAR

BIFAHERIRBINRIBFHRS TP EIRKR, MEHZEREE, TEERTEEX.
BFE R IR E A H B R Q2 E R SR E R, RIS ST,

REIRERE, BRITUTERME:

1. M Citrix Cloud g, ERENEF,

2. 7 “Customer Dashboard” (FF&EHIR) &, % Invite (&) = Add GFiN).

3. EBZWMA Citrix Cloud &F, BHRITUTIRME:

a) % “®iE Citrix Cloud 7, RFE%EE “BE7,

b) ERIBIBHEEHBELRAETF,
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Invite Customers
Copy the link below and share it with your customers.

To complete the connection a customer administrator needs to click
the link, sign in to their Citrix Cloud account and accept the
invitation.

https://us.cloud.com/invitati... < Copy to clipboard )

Learn more about connecting with customers on Citrix Cloud.

Bk, FRRE#iEMEE, BX Citrix Cloud, AEEZEIE,

'-_'@ GlobalServices

Global Services LLC would like to learn how you are
using Citrix Cloud and help you with your business.

Bead about what typs of scoount information the partner will see

Example Enterprises Inc. o

Example Capital Group

4, BEERITEE Citrix Cloud tkPBIEEF, EHRITUTIRE:

a) W RINEFT, AEEE U,
b) WMAZTFHISHAAFMESR, REEE “FTl” Citrix Cloud AEFEIZT —MFIKF,
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ZE, BRaWE—5EH, SANSEUHFEFANEERFNIFIK,. ERAUER TIEEHE? AKS
& B2 Citrix Cloud BRUIE EEE, RETBRE, BERUUERAERBFHEMIBEREKS, HiR
BgiEAr Citrix Cloud PR TR E R,

BIFEFIAHEER XA

A TE P AT LARERY R I,

BIRE5E KR

BRIESEPNER, SFAFERITUTIR:

1. EiEHlEa EAM Citrix Cloud F&gm, %®iFE “BNEF,
2. AEPEFERTD, KECEEENER,

3. BREEFNEKRS RS, ARERNGEFER,

4. YRSRTEWEIARRE, &EF B

BIRE GIFIKHFRIEXR

BRIFSEFNHIERE, ERFERTUTSR:

MELBNAPRER, EREKFIRE,

£ “REKF” TIET, #HE GEUEXRT B
HRECEEENGHENE, AREERR.

LRGSR EHIARIPRES, EEHIA

HwnN e

VRIS

BFIAAFITLBEBEIMERIEFIRM SRS REDER “BEFIFA KEBEFTFAER.

Customer Name 1 Trials Production Notifications Open Tickets
Acme Worldwide 8 3 28
View Details
1 Link Customer's SD-WAN Account

Manage Services

View Notifications

3 View Licensing
Manage Offerings
1 Manage Domains

Remove Customer Connection
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AR

Citrix B1Fk REEE BT I HENENHEEDERES. T EEERAERSERTEIENETAF,

ETERPNBIRSHITIRE, BERERRRENF. EXEZRAER, BEREEENRSENNEERER
b=

© A Acme Worldwide

ACME Access customer account LT

WOoORLDWIDE

Services | Usage | Orders  Account Info

Desktop as a Service

User/Device Model

Licenses
ASSIGHNEDNTOTAL AVAILABLE

0% B

useD 0/100 100(100%)
Active Use
UWSERS DEVICES
MONTHLY DALY MONTHLY DuILY
39(39%) 19(19%) 40(40%) 20(20%)

ol View Usage Trend

RIERS AR, EABAEEUTESR:

o DECRIFANESWERR S FRHEREEE
- BAMSAERAR
o FENESES. JERRER. STAF R HFEEMNBHNENAS.
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Desktop as a Service x
User/Device Model

Licenses
ASSIGNED/TOTAL AVAILABLE

0% :

vsED 0/100 100(100%)
Active Use
USERS DEVICES
MONTHLY DWaILY MONTHLY DALY
39(39 19(19%) 40(40%)  20(20
Usage Trends Consumption Table

License Assignment Active Use  Monthly Consumption  Term Consumption  Owverage Consumption
W USERS @ DEVICES Daily  ( Monthly )
=Lk i

/ [

MRFE, SEUHATLUFILESSEN.Csv X,

e

xtF Citrix Gateway fRS3, WrRIHEBEUTER:

BEFFERFINESHEERE.
SHEREEAEREANER. FENEANEAD.
ANBHEE. AXNATEBINESER, BEHER,

L]

LIk

ERNESANN “EEERER" LRSEEERBARENNIR, &F "EEEHER" UEEIE 12 MANER
Bt
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RIENMBARE, ERBZEENTER:

« Citrix DaaS (VAD fzs3) MEALSE&84H Virtual Apps and Desktops S3E 2 BN HRE,
s FRAHENSMANTEREREINENAA, (88 KZENF)

s WREABHRNSIAN NP ATRERBERNEWBH, (FEMERRZNF)

« WREAHANSAZRRNRITHRERENENRA, (FEMERRNZNF)

Annual Subscription

275 GB used out of 600 GB

—

B VAD Service B Site Appregation - XABS Site Appregation . VAD
20,45 GB

Usage Trends

Individual usage Cumulative usage

(]
600 GB
400 GB -
200 G-
0- I ]
Feb 2022 Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 0Oct 2022 MNov 2022 Dec 2022 Jan 2023

Export to .CSV

Gateway bt

MRFE, SEUHITLUBLESSEHA.csv X,

Citrix Service Provider & FiFaIfERAE R

Citrix Cloud #myiF e haefE Citrix Service Provider (CSP) & A a3 MM ME = X #5M Citrix DaaS (IUHIFRA
Citrix Virtual Apps and Desktops) m=@B9FrHEFRERER. CSP thalUEHEZF 8 Citrix Cloud #kF FERIL

EEMSHRES. AXFAER, BERAUTXE:

« Citrix DaaS M& P Fa] IEFE R B E M

« Citrix DaaS Standard for Azure B9& P iFa[EFERE RIAN
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BRI LEF BN FHERE

BEUH AT UEERXKEF BN, SEWAERRERE TR @M RITE, FIMECHRER. SRENE

HMARRERABIENE. B2, EFREFER Citrix Cloud B UEEMKF R ETEH,

BEEZFEM, FRITUTEE:

1. SEEREF SINEMNIER A E, R “HNER", AR “EEMEEN",

Global Services ... o
a Customer ID

My Account | My Customers

Connector cc-
1] has been
offline for 2 or more hours.

Connector
ccOl has been
offline for 2 or more hours.

Citrix Connectors have
been successfully updated

2. NTFHIRSPEE—NEFP UEFZEFIEN,

« Customer Notifications

Connector cvaddemo-cont.cvaddemo.com has been offline for 2 or more hours.

Acme Worldwide v
Local Time Type Source Title
]S]e;;uioﬂa O Informational  Gitrix Connector A{lnimxfunneum Update is scheduled to occ:
Mime Y A — i skt os sl
20 (© Itermationsl Scurs Weksoace Acoss Tt ki e ndod

3 Ghotmtterres

BRI LB E PR EREEEETFHXIHEREE,
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« Customer Dashboard

Search by customer name... Q L4 1-36 of 36 >

Customer Name 1 Trials Production Notifications Open Tickets
Acme Worldwide 8 3 285
Bakfield 3 8

Buckeye Data Co 1

&R TF Citrix Service Provider fYEt &5

B FEF AP AEBERKINEIERN CSP ZRUBNEPHNERERIITIEX, XAFEEMABENX Workspace
URL AEFBFPIREZTHEIEX, FIi customer.cloud.com, FRMUBHATFERNEEMSE Citrix Cloud A,
1Ea] IR P el LUER SR CSP Workspace URL (540 csppartner.cloud.com) pRMEZETEX—iE2iREE A
THEK, BEFERFEBIFRETATEX, AILUEERNIESENENEP, EETEXE, EFAFPAIUERET
EXFHinEEE Citrix DaaS {2ERINBEFMSH,

LB EP MBS, ZBEFPNBAFP BT EBERSENEEFPINERARETEX,
BXEABSEXNNAEFNESENESER, E2RERT Citrix Service Provider # Citrix DaaS,

Citrix Service Provider B9 T{EX 9510

ER L ERABRENX THRETEFXAMENHiT,. ETHRNMARIEEEXER, ESR BE X TEXINI.
AR
HENXFTHAZ—INBHEFINEE, YaiAZFRSEHBAAPXEZZERMUERM Citrix Service Provider. Cloud

Connector # Active Directory i (2 /), R2XIFABEECSHNERERMUE. Cloud Connector 1% A
Active Directory i3 (#f8/) # Citrix Service Provider 8/,

ohRSS

February 16,2024

A=XHIH T&ET Citrix Cloud RSMNEIRS URETARS K= R AEEE, BXXLERSKEME~RMNER, #FS
5 Citrix AR5 B9ARSS Hiks
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