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AT

November 10, 2023

Citrix Gateway RS RAZ ThRARITIRAER T RS hRAFIRMHMFINEE. NIMBIHEEMIER. SRENRBNE
iR, ZITHPABEUT 1RSI ED:

FIEINAE: HAThRA PR HERIFINAEFIE R IhAE,
BEENEE: HEhRAFERERNRE,
EMEA: YhREREFENREREBRSGZE (WRER).

2023 F11H52H
FEINEE

o ZFHERT HDX MR A HYRE 2R

Citrix Gateway AR5 Z#HER T HDX Sk 4K RE2S. EATF HDX 89 Reducer B—RAIEEHBEIE
THBAESESR. RIAESET LU TIRRS T Citrix DaaS Ry (RMRE:

- K HDX BB HEF AR,
- BIRENERIERE, FmNiEEER,

U AR AN ST H R BO R R 25

- Citrix Virtual Apps and Desktops 7 2303 (Windows) &E Sk,
- Citrix Workspace B2 2303 (Windows) REE R,

[CGS-16258]

2023 48H29H
FHEINAE

o HIRMUERRE - AR

Citrix Gateway FRS N ERRARM T —MINEE, ATHAFPEZRIFEXEM PoP, EXLICAFR FEML,
HARBIRENCIRSIRMEERE POP, AXEARER, BEMAMIEIERH - AT AR,

[CGS-13782]
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« HDX ttgen 1

Citrix Gateway AR%5 245 HDX 14885347 Th8E, %ThaEfE Citrix Analytics BIE REEBE R 5i%H23-MX PoP
IERMBXEVIEREIE. AXEZER, BEREESRSIHER.

[CGS-15829]
o NNERAIRILRIERE

Citrix Gateway FRSEREZTNR, AIZIHFMEHNMEERE, HPEERALER 1/0 EPME (SR-I0V) BB
F RS REMERTIEE.

[CGS-15684]

- BEFABEN
B % Citrix Gateway BREFANZBMERTIR, FSREAZ WA,
[CGS-14234]

B2 R

o B3 Azure AT HRPERERME, EDT ERSEFER,
[CGS-15808]

202211 510H
G IhaE

+ Rendezvous ti¥hk7 V2 %

Citrix Gateway FRSIEZ#F Google =imF & LK Citrix Gateway BREH Rendezvous hilhR4s V2, &
KIFMMER, BEBRALHFM Citrix Gateway RS TI8E,

+ Google =iFF & LMY Citrix Gateway IRESERUMN L
Google =i F & M Citrix Gateway BREIMEERUM I FHIKH#E o

- 3%
- 7Rt

BXEMER, ESR Google mimF& £fY Citrix Gateway RS,

[=Faila)

« MREF ID F 6 MFR, W Rendezvous V2 VDA JEAIERK,
[CGS-15036]
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202246 530H
FEINEE

+ Google =ixF & £/ Citrix Gateway RS AT A%

&Bh Google =ixF & (GCP) £# Citrix Gateway RS+, £ Google Cloud EETIEAHMEAT
fEA Citrix Gateway SERBINEEFIA Google Cloud WEHEEL IR, RIEMXEEHBINERE K
31§ F&|IEH GCP Citrix Gateway fgss POP, 1t4h, Google Cloud & Citrix Gateway BR£57E Citrix
Workspace &R infIEIMEERZ EIRE L £EE, UWRARERNERMRENAFPFRIRERIE, BXIEHM
&5, B8 Google mixT & LM Citrix Gateway fRS.

202244 84H
FEIhAE

o mEEBLE

- Citrix Secure Workspace Access BB 8% % Citrix Secure Private Access,
- Citrix Virtual Apps and Desktops lRZELEE & H Citrix DaaS.

FHEINEE

« 7£ Citrix Cloud 3% Citrix Gateway Service E& 3 H& 4 Citrix Secure Private Access 1R

2021 £105 11 H
Hhigzhae

« 7£ Citrix Cloud 3% Citrix Gateway Service E& 37 &4 Citrix Secure Private Access 1R

Citrix Gateway BrZ5#£15#0 Citrix Secure Private Access #i& 33 Citrix Secure Private Access Bélls
i, Citrix Gateway ERTumE 2§33 Citrix Secure Private Access &%, EHit, £&F 2 Virtual Apps
and Desktops #1710 Web/SaaS M AEFRESR. B2, Citrix Virtual Apps and Desktops ZF A
LM Workspace B2& > iF[aXFR > shEbiEiz/E A Citrix Gateway AR5, TN, ThEERE LK,

LU Citrix Gateway BRE5IhBEER = Citrix Secure Private Access RS,
- BECE SaaS fll Web M HER

- BRERNREEH
- BB E TR
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Citrix Secure Private Access &/, &% Citrix Workspace Essentials #1 Citrix Workspace Standard,
MEA] UER— Citrix Secure Private Access BilEREZE SaaS flklk Web M ABRERF. MR SEH.
EIR BRI R AT ISR B

[ACS-645]

FreafER Citrix Gateway RS

June 5, 2023

ZINERT, BRER Citrix DaaS EF ¥ 2 A Citrix Gateway RS, B A HiE#EIHIEA Citrix Gateway RS,
BXFAER, BEREMRS.

HE:

7£ Citrix Cloud *m L, &5 Citrix Gateway BREHEM, Citrix Gateway BRE#MLH Citrix Secure
Private Access k& 3| Citrix Secure Private Access #iltm, ZRITmEE (3T Citrix Secure Private
Access &%, EItt, &&FZ Virtual Apps and Desktops A5 . B2, Citrix Virtual Apps and
Desktops ZF a1 LM Workspace EE > AR R > sME8iEiZ R A Citrix Gateway iR, TN, Thae&
Tk

RAR 2SR

November 10, 2023

Citrix Cloud &2 Citrix Gateway fREHIEZE, THEEFEHE NetScaler Gateway i&&. Citrix Gateway iz53:&
it Citrix Workspace M AEF#{TEE.

Citrix Gateway RRZ1RE U TI0EE

HDX i%#%: HENARZFMSmE Virtual Delivery Agent (VDA) R FIERRIEIET L (BiFSAH#) HHZES
RUtsEl, XA HERR R Citrix Cloud Connector WARIBEZEIZARS.

DTLS 1.2 thi¥%#%F: Citrix Gateway RS %@t EDT (BF UDP g9fFiathil) #1T HDX £1FNRIBRERE
%% (DTLS) 1.2, Z#FUTZEES:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS thi¥z#F: Citrix Gateway BRSZFUT TLS ZREH:

+ TLS1.2-ECDHE-RSA-AES256-GCM-SHA384
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» TLS1.2-ECDHE-RSA-AES-256-SHA384
« TLS1-ECDHE-RSA-AES128-SHA

+ TLS1.2-AES256-GCM-SHA384

» TLS1-AES-256-CBC-SHA

Endpoint Management £5%: 5 Citrix Endpoint Management # Citrix Workspace &£5/5, Citrix Gate-
way RS EITAIMENE RN L LEELEHE. FH Endpoint Management A Citrix Gateway AR5 6%
PR fE, Citrix Gateway RS E3E3F Secure Mail #1 Secure Web &R AEFEM Citrix SSO HWeE X,

£ CT

Citrix Gateway RS E2—M2KA AN LIRS, Fit Citrix Cloud Control FE#IEEF KA RN BIEFH
UBWMME, REAPEEIUERIIFAENREET ANRENEESR (PoP). BB (FIINRATTEHIE) BEFIZIF
B PoP,

Citrix BFig#. K. USHNAENNNATR2HERE—MPOMIE,
EREERHEE—TTRUE, H2RMUMDHEIFRE PoP &,
SEEPIMZ BRNEIERMERREM TLS EEE RO 443 #17.

BTFRREHRIENE R ERNMERAFEERGRERIRP,

HiERE

Citrix Gateway RS FE LT 4IE:

o RENENEFNAEFFENEERE- SREN, JURRRE P RBEEE,
« 8TAFREN TOTP #F—TOTP #MFRSEEHER. AFRMIREHE,

B 120 B A

Bai, Citrix Gateway lRSFREFRHEITHEERHAE, BEAMH Citrix /A, IR TERRLAFPNERE
BB R

pal

Al

RELE

IHEAR S5 A IR M BB ST HE
« BREIE: AILLE Citrix Gateway IRSIRMERLAF K (BBMSHIIESHE) UHRITUTERIE:

- Citrix Secure Private Access - ZIRSEBBFP NS B RIBEST SaasS ik Web W ARERE UK H it
HIRHII R AR,
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- PRBR-ZRSAIEESGFEAFER, UER HTTP Basicc. NTLM IEFREMN S HIRIETRITA
# Web B#2F#) SSO T8k, AFEBRIINENNA TLS, BRIFEEIRET HTTP EXSHI0IE,

. EEAEE. EERET Citrix Cloud #1175 MIEIE, XIFER—RMEELZH JSON Web 452 (JWT), %45
e FrEERIAR Citrix Cloud FHEEISHIES

EEEM

o NHEWMLE FWFREREIIH TLS %, HEA Citrix HEHEF,

« AT SaaS MAER SSO (SAML £&%40) MM Citrix e2E1E,

« XF MFA, Citrix Gateway FRESE#ERT A TOTP B REMFHEAILENEH,

S/ Kerberos 25 RINEE, TR A UAAERIT Kerberos FIREZIRIVARS i BB EESRIEE (B
&+ &),

BEEEEM

Citrix BB ERBE X HIEE Citrix Gateway IRSHIRELM XY, B SaaS MWAEFMEI Web MBERF
B UK ML EEENELIEEINT,

WHRIEMRYERESS . MIURFIERRERSE, RAEBURTRAA:

B RS IMNEEZE
RF&%iiE: Active Directory Citrix Cloud Connector Windows 3
HDX &z Citrix Cloud Connector Windows %Rt
SaaS R/ FRERFIARIAR Citrix Cloud Connector RiEA

I Web R BERFHIRIRE Citrix Cloud Connector. Citrix TiEH

Connector Appliance
Citrix Endpoint Management 2  Citrix Cloud Connector. Citrix = &H
Ry W AR 4 Connector Appliance

Citrix Cloud Connector Wi RIER

A% Citrix Cloud Connector MEIBRERMELR, ESF https://docs.citrix.com/en-us/citrix-cloud/over
view/requirements/internet-connectivity-requirements.html

Citrix Gateway A3 HDX i&i%

i/ Citrix Gateway RS AT LUB R E R P #UEH L AEEE NetScaler Gateway., EfFH Citrix Gateway RS, &
MfER A Citrix Cloud #2119 Citrix Workspace.
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B REME

BWEFAEEMKHER TLS, MARBAEE HTTP #1THNAEFR SSO,.

FRANZHENS

ATERETeN, UTEEENHEFA:

» TLS1.2-AES128-GCM-SHA256

» TLS1.2-AES-128-SHA256

+ TLS1.2-AES256-GCM-SHA384

+ TLS1.2-AES-256-SHA256

« TLS1.2-DHE-RSA-AES-256-SHA256

» TLS1.2-DHE-RSA-AES-128-SHA256

+ TLS1.2-DHE-RSA-AES256-GCM-SHA384
+ TLS1.2-DHE-RSA-AES128-GCM-SHA256
« SSL3-DES-CBC3-SHA

» TLS1-ECDHE-RSA-AES256-SHA

+ TLS1-AES-256-CBC-SHA

+ TLS1-AES-128-CBC-SHA

» TLS1-ECDHE-ECDSA-AES256-SHA

» TLS1-ECDHE-ECDSA-AES128-SHA

+ TLS1-DHE-RSA-AES-256-CBC-SHA

+ TLS1-DHE-RSA-AES-128-CBC-SHA

« TLS1-DHE-DSS-AES-256-CBC-SHA

» TLS1-DHE-DSS-AES-128-CBC-SHA

+ TLS1-ECDHE-RSA-DES-CBC3-SHA

» TLS1.2-ECDHE-RSA-AES-128-SHA256

» TLS1.2-ECDHE-ECDSA-AES128-SHA256
» TLS1.2-ECDHE-ECDSA-AES256-GCM-SHA384
+ TLS1.2-ECDHE-ECDSA-AES128-GCM-SHA256

IR ERRE - AR

November 10, 2023

Citrix Gateway BRSANEBRIRME T —ITHEE, EMIANAFREBERIRFEXE (PoP), XEMAIBERTIEHF
BEML, ARREHHNSISEEXE,
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} =r

AR

£/ https://podio.com/webforms/27328175/2108260 ;E F 5 Ao

TR T RKIE P FET IR B RER A XM POP:

IR E POP

xE - REP Azure-US-East. AWS US East.
AWS-US-North-Central

EE - PEpMFESS Azure-US-West. AWS-US-West.
Azure-US-South-Central

=E Azure-US-South-Central. Azure-US-East.

Azure-US-West. AWS-US-East. AWS-US-West.
AWS-US-North-Central

%E - R Azure Azure-US-East. Azure-US-West.
Azure-US-South-Central

BRI AWS-Europe-Central. Azure-Europe-West.
Azure-Europe-North

TR FIE Azure-Australia-East. AWS-Australia-East

2K - {XBR Azure Azure-US-East. Azure-US-West.

Azure-US-South-Central. Azure-Brazil-South.
Azure-Europe-West. Azure-Europe-North.
Azure-Australia-East. Azure-Asia-South-East.
Azure-Japan-East. Azure-India-South.
Azure-UAE-North. Azure-South-Africa.
Azure-Hong Kong

AR E

&ATLAM Citrix Cloud ERERIES, Workspace ELBETTE N A BB E X,
1. &= Citrix Cloud,
2. BENERE, AEER “BRUE” & “Workspace fi2E”,
a) £ “WRUE WEL, wE—MIE, AREEH WX LEEHNEEEERR.

b) 7 “Workspace i2&” TUEM “SMFERE" P, BE—MIBHPEHEKES, ENEENEEEERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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Configure Connectivity

Connectivity Type

Edit Existing Citrix Gateway
@ Gateway Service

Gateway Service Region (Optional)

United States A

Global (Zone)

United States

United States - Azure Only
East US

West & Central US
Global-Azure Only

Europe

tup

D D

3. EMXRS X (A1) F, EREREF RERHTINXIE,

&

MREREFREFAXE, WRABERTRER “2K, YEXKEALKEN, 7

1 POP,

ERDEERT, MRHAKE, HERKEXENFE PoP #5701/, NWEKESEREI2F, MASHEE

N-y=1
JLERo

4. BHFRE

¥ NetScaler Gateway iF#% =T+ HDX 121 Citrix Gateway 53

November 10, 2023

f&E UM HDX X389 Citrix Gateway iF# 2| Citrix Cloud E# Citrix Gateway RRSIRESIFNTEREENET

=H) HDX EE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EF=m HDX 32

BIAMERT, BRER Citrix DaaS &R /E /A Citrix Gateway iR, P A4HBRIERMIXA Citrix Gateway AR

o

1. &/ NetScaler Gateway £ HDX RIZ#1TEE

Citrix DaaS

e W = | ———
- oo

/ Connector \ AD

ey
E-D

A0 Citrix ADC VPX

Users

00000
00000
00000
00000
00000
O000OD

Customer Data Center

Citrix Gateway fRER—HETFT =M HDX R, ©EIEFNMXREREMIERHR, ZM*XH Citrix Daas
R YA IR RS R A2 e AN R E I IR

2. % Citrix Gateway fR551F/5 HDX RIB#{TEE

Citrix DaaS

—p PR = | —
- oo ‘

Connector \ AD

Citrix Gateway Service ﬁ

00000
00000
00000
00000
00000
00000

Customer Data Center

tThaEM B B &7E Citrix DaaS #1 Workspace Service #i%7, ErT LS BILINEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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M7z NetScaler Gateway F#EIET = Citrix Gateway RS

NetScaler Gateway i&&HEFEIE, EFT =M Citrix Gateway IR Citrix BIE, ARSI BMFAME
# NetScaler Gateway F#2I5E AT HDX RIEM=IEE Citrix Gateway iR, RE NetScaler Gateway #
Citrix Gateway RS2t HDX R, EREEMEMMN TENHNEFRTR, B2, E= BB HDX KBNS BE
BET, REHELTEIAER.

ERRIER, B8ERERT Citrix DaaS #9 Citrix Gateway RS, BAG, REEFHEEFH Citrix Gateway RS,
TEZEAH NetScaler Gateway.

TEIEFEMAEM NetScaler Gateway iF#EIEF =1 Citrix Gateway BRSS Z mifii i FIRI%.
o ZEPBLZiTAT Citrix Cloud lRSHME T Citrix DaaS.

o ZPERZAM Active Directory X =imA P #1724 Ik,

B Citrix Gateway 53

LU F2% Citrix DaaS AP B/ Citrix Gateway RESHSE:
1. WEERAF ZHER Citrix Cloud Services.
2. BENECER, A51%ER Workspace it E.
3. #i Service Integrations (BRSEM) -

4. HE MXFUNERS, BHERS, ARRE BR.

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Manage Service Integrations

Services can be integrated with Citrix Workspace to provide your subscribers apps and data on any device.
Web/Saas Test Gateway Service ® Enabled

Web and Saas applications feed

Secure Browser @ Enabled

Virtual Apps and Desktops On-Premises Sites e
0 sites Add Site

(BRMX)
UTF=2 7 Citrix Workspace BB Citrix Gateway RRSHIF &,

1. UBEBERAF 5#HESF Citrix Cloud Services,
2. BEXECEL, AG1%EE Workspace E2E.,
3. 1 908" ETTER “OMNERERS AT, %% Citrix DaaS TH “BMBRAE" ZHMEKRS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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4, BFEKS, A58 T Configure Connectivity (FREiE!E),

Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your workspace.

Learn more about resource locations.

Virtual Apps and Desktops:
Internal Access Only  No external connectivity is set up

My Resource Location

Internal Access Only  No external connectivity is set up

5. EREHFOGERE Citrix Gateway RS, AFEE “R7F .
Configure Connectivity

Connectivity Type

O Traditional Gateway
@ Gateway Service

O Internal Only | No external connectivity is set up

Cancel

Configure Connectivity

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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[E;R%) NetScaler Gateway

Z3% HDX RIZ[EAR R4 NetScaler Gateway, iEHITI T,

1. UEERAFZ%HER Citrix Cloud Services.
2. BEHAE FANERT, SAG1%ERE Workspace Configuration (Workspace fi2&).

=

3. 1 “INERERE EH T AR &R, #HE Citrix DaaS TH “BRMEBRUE” ZhmMEES,

Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your workspace.

Learn more about resource locations.

Virtual Apps and Desktops:
Internal Access Only  No external connectivity is set up

My Resource Location

Internal Access Only  No external connectivity is set up
Configure Connectivity

4, BHEERKRS, AG%ET Configure Connectivity (FREi%#),

5. EEEHMXHBN FQDN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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Configure Connectivity

Connectivity Type

(@) Traditional Gateway

External FQDMN *

aha.com

(") Gateway Service

(") Internal Only | No external connectivity is set up

Cancel

6. BERM, ARBHRFRF.

HDX BiEMN £, 45 EDT # Citrix Gateway AR

June5, 2023

Enlightened Data Transport (EDT) 2&F UDP #3&# Citrix Z5 &N, EDT EEAGHMMENKREETR
HEENAFERE, BERFRSRSSETT R

BiERFHR Citrix Virtual Apps and Desktops B#iEE Ml BERERRM T EA EDT 15 ICA BoZimih
WHIEES), H1E EDT et TCP,

BxaEENEEM EDT BNr4ER, 5[ BB L3,

wEFRMN

« Citrix DaaS
+ 2012 FE=ARAH Virtual Delivery Agent (VDA)
« Citrix Workspace R BiEF

- Windows: kg4 1912 siEFhRZA (% 2105 HESARA)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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Linux: Rz 1912 AESRA (75 2104 HESRE)
Mac: Hr7s 1912 SiEERRA

iOS: Apple App Store iR IV RFHRA

Android: Google Play #riR#ta9RHhR 4

M VDA % Citrix Gateway RR3 89 ik & %5 71 UDP i%0 443

M Rendezvous i BRI LIEE T1E, BXFEMER, ESiH Rendezvous 730,
WIREAT BENEE. BXFAER, BEH BENEHILEXIL,

BxaENEFRN EDT WiFAES, B5H BEMEH X,

ARE

LUTF2% EDT 5 Citrix Gateway RS AFERA NI — LR ED,

SBZUZINEA EDT MTU R, BXFARER, 1F5H BiENEHNE,

#7A Citrix Gateway iRSH EDT X1Ef#EH Rendezvous BIATA, 1R HDX &i%i@ie Cloud Connector £
2, WRXRE TCP AT AFEIEER.

Y EDT 2iERIRMEY, 2IEREIRE TCP, MMMSHRIEREBTEE M,

MBEHLEET Cloud Connector 32 HDX £1%, i5ZEi&:d Citrix Studio HEZABENF, LG
B F5IaT fE 18 N iE B EhAYEl,

Citrix {27 Windows 10 1 Windows Server 2019 tizf789 VDA @it Citrix Gateway BRS i F
EDT. Windows Server 2012 R2 #1 2016 HJ[RHIFR s34 DTLS MEBHKIERN MTU KT 1024, XATEESE
I RERD A P 1R 3R,

FERBEENERE, Citrix Gateway IR A=+ UDP &4,

RAINIIIE

ETRIENRERSER EDT, BEREUTREA:

Citrix Director #@9iEZIN: https://support.citrix.com/article/CTX220730,

BoNBEFESERE, %ZE Citrix Workspace NBZRF > EEHL, EFENNSIE, B BY, RAEE
ERRINZERY. NRE/xR DTLS, W=iEEMER EDT #1754, MNRETR TLS, NEiFEER TCP #17&H.
MRBET =@, WATLITH PowerShell & $RRAHIEIT “ctxsession -v' ., FRAMNEEE
TNETEERIEE A E:

- EDT Rendezvous: “UDP > DTLS > CGP > ICA”
- TCP Rendezvous: “TCP > SSL > CGP > ICA”
- i@ Cloud Connector i#17#: “TCP > CGP > ICA”

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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ERZELR

R EDT i FEMRRELK, NLIERKER Rendezvous iIBREEI TCP, MRKXK, BARERELRTIEBEL=E
ERHEITRIE

User selects virtual U Session
Connecti
s S Attempts EDT and TCP c;::m;m -

Attempts TCP rendezvous Connection
connection success

Attempts TCP non-

- Connection
rendezvous connection success

through Cloud Connector

Connection failed

EDT MTU %3}

sEZUZIMEA EDT MTU Discovery, LHRENSIEERRZEZENRE MTU,
WNREFA EDT MTU Discovery ¥R & Fin AL #F%Ihae, EDT MTU BBzh&EHN 1380, L% S5EAEXMH

1),

BRELEIHREET 1380 B MTU BIRS#ITIER, XETBEEBHME (3G, 4G) ¢ VPN EZHFEIN. MR
THIFERRXMIER, HEBFRERMNEF A% EDT MTU Discovery, Citrix 22 EBERNEH, B
EEE BIRE P imFaR A Ao

HX EDT MTU Discovery WEZHFAMER, BESIA BIEMEHIL,

BPEHEER

TR T — BB EHPRE R,
RIEEREREA EDT:

1. :NERi&E:I Cloud Connector KExiE, EH1R Rendezvous EERAH AR MUEEZT, AAXEEEDT 5
Citrix Gateway [RELEERANBERSF. BXEMESR, 1E81 Rendezvous 32i,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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Citrix Gateway iR

2. NRESIEFEAME TCP Rendezvous:

o HIRIEERNZE VDA IR 2012 S E Sk,

« 1% Citrix REEPESEA T BigM &,

o HIREHIEZLBIBAAIEIN, LUEMK VDA it&E WA Citrix Gateway ARSS#TH UDP 443, BXEZi¥
5L, 521 Rendezvous] (/en-us/citrix-virtual-apps-desktops-service/hdx/rendezvous-
protocol.html) 34,

o SNR VDA HENHBEAT A AEE (30 Windows Defender B5:A3E) , i5#R:&AMMLLE UDP 443
HIFRM,

o MNRMFEANE, NREEER SOCKSS RIERARIE EDT, BXi¥MEE, ESH Rendezvous i,

=1E5 EDT &%, EE—EREE/ERETTERE:
1. HMREERRRZ VDA hiizs 2012 siE SRS,
RETLRER:
1. HRIREERRIZ VDA hiizs 2012 siE SRS,

2. MRFEAZR EDT MTU RMHEF I, BHEREAT EDT MTU 2, XEBTFEMESHEHBXMNER, §X
HARER, BEH BENERYX

3. WREA Linux 2 Android ZF 5!
o #% Windows & Mac EF 2B EE I,
o 1A CWA REZSEFEHEKE Linux 2104, Android 21.5.0 REShRZS,
o MREFEANEIRRAN CWA, EZBEENEEFHRE TCP Rendezvous EE I 1E,

« TCP Rendezvous ITffE, MIRSIEEENHEHBENEHETAEE, BT E SIEEEEKRER
EDT > t1R4&iEfFA TCP Rendezvous FiZ 3| M EHIR S B,

Google =i & L# Citrix Gateway RS

July 19, 2023

&Bh Google =i F & (GCP) L1 Citrix Gateway AR5 #¥, 7£ Google Cloud LiEfTTIERAHEHME AT LUER
Citrix Gateway S{EERHINEEF B ARENHEELKME, RERMXEBNEREF %5 SE&IEN GCP Citrix
Gateway ARs3 POP, Ith9h, Google Cloud & Citrix Gateway AR5 1E Citrix Workspace &P il BiML &R R
ZIER ML %R, URARERNERMRENRFARIEERIE,

B&i, AT GCP # Citrix Gateway BB 1E L FHIK AT M.
. 26

- B
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/hdx/rendezvous-protocol.html#proxy-configuration
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#adaptive-transport
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- BYR

- EEBRAM
.

- fex

- FRt
3%

+ GCP POP i&AF M Google Cloud Marketplace W3£iTiEH%E Google Cloud EiEfT TEMEH M
Citrix DaaS &F.,

« Citrix Gateway BRSSP - BUAER T, BWER Citrix DaaS MEF#EE A Citrix Gateway RS, &
PARMERFERERITA Citrix Gateway RS, BXFAEE, BESRIMRS

WEFMS

« Citrix Cloud tkP, BXFAMEL, E2REM Citrix Cloud,

%#% Citrix Gateway AR5 148

LT 2 GCP # Citrix Gateway AR 215 —LEINAE,
TCP HDX {12 - B#ifXsz#F TCP HDX {38, {U&™ TCP #hi¥sz#F Virtual Apps and Desktops Bzh.

Rendezvous V1 - £/ Citrix Gateway fR$5 83, Rendezvous ik V1 #i%F VDA 4252 Citrix Cloud Con-
nectors BiFEZIIM% POP LUREBURRERE. BXFMAES, 2 Rendezvous Vi,

Rendezvous V2 - Rendezvous thi¥ k7 V2 £3F48d Citrix Cloud Connectors k#4725 HDX £iF R E,
BEXPFMEE, 1B21W Rendezvous V2,

BE.
kB GCP 9 EDT i,

wnfaE A Citrix Gateway RS

ZINERT, BRER Citrix DaaS WEF KB Citrix Gateway k%, BFFERFRMIAA Citrix Gateway AR
7:10 ﬁ;&ﬁ%ﬁ: Sy 1ﬁ§|§|/§£ﬂﬂ'ﬂ&7§o

PR

Bal, GCP (VEXEMEGNtXAIAE, REEMMKE GCP B At A MSER A,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/install-configure/install-prepare.html
https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/hdx/rendezvous-protocol/rendezvous-v1.html
https://docs.citrix.com/zh-cn/citrix-daas/hdx/rendezvous-protocol/rendezvous-v2.html
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518

« Citrix Cloud Connector EiZER—AXxFMAES, 1558 Cloud Connector BRRSEZEER,

« Cloud Connector MFIEMA/VEER SR, BXFEMAEER, 1523 Cloud Connector EKRMANEES
o

#% Citrix Virtual Apps and Desktops

Juneb5, 2023

Citrix Gateway RS ERAF A LUBS GIEEIEABRK. 8RN, HBEEFE. TREMSEFNERNN—RIIEES
LEZ 2350 Citrix Virtual Apps and Desktops.

Citrix Gateway IR 25 R £#ini2iAia Citrix Virtual Apps and Desktops, &1 DMZ #1#BE Citrix Gateway
RSN EFMEER A, A Citrix Gateway ML I ERLERTT #E#%BZ 3 Citrix REN S

& Z7 Citrix Cloud #EH Citrix Gateway fRE. BREZRSE, AP AIUMEMSEINDARE VDA, ITFEHFT
j__

Gateway

Service

Cloud Connectors
VDA
Citrix Workspace
App Resource Location

TRIRIE

AP #Yim S  H A3t B %R R VDA @i Citrix Cloud Connectors i#EiE3I& B&i1E8 POP, &G, YEPIEREM
H Workspace MBEF BN EINN BIEF RS, ZEESEN POP EMERGERMNERMNE, HiEnHE
I Citrix Cloud Connector £3%%i% POP, rilszlimiEsE, ARBIBREMSIFEREI.

- iE@EE Citrix Gateway BRSBTS IEMK ) WAN #1T78E,
+ VDA #1 Workspace = fEBHF &ER Citrix Gateway g5 POP &8,
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements#cloud-connector-common-service-connectivity-requirements
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/install-configure/resource-location/cc-scale-and-size.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/install-configure/resource-location/cc-scale-and-size.html
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¢ BRENEN.

EXEZFMMER, BBREAT HDX KEW Citrix Gateway RS

B Citrix Gateway RS

TR Citrix Workspace AP B Citrix Gateway lRESHMT &,

1. UEBEBRAF&7HER Citrix Cloud Services.
2. BEHENEBUERHIERE “Workspace Configuration” (Workspace B2E&),

3. £ A7 ETRE “IMNERERE” 49T, 3 Citrix DaaS RS T “BMERMUE" SOMEIES, BELE
S, ARREREER,

« Workspace Configuration

Access  Authentication ~ Customize  Service Integrations  Sites

Workspace URL: Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your workspace.

Learn more about resource locations.

Virtual Apps and Desktops:

My Resource Location

Gateway Service
Configure Connectivity

4. EREEOFERE Citrix Gateway RS, RERTE “REFE

w IR RS

November 10, 2023

ATRMETHXE Citrix ADC VPX iE#% 5] HDX (221 Citrix Gateway IRZHIE WIAEE

AU A AR E S4B B85 Citrix Cloud 15

Fxt, B EEMFNEIERFR. £RXFREA Citrix Gateway BRSHIET,
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https://docs.citrix.com/zh-cn/tech-zone/learn/tech-briefs/gateway-hdxproxy.html
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HATLUEEBIIF BE X L& EF Citrix Cloud 13?

BeIXAT{T, B2, Citrix Cloud WBEESGEMB L. ESRTEAIERE: https://docs.citrix.com/en-
us/xenapp-and-xendesktop/service/storefront.html

BERA VPX TAEA T 2RRXANARF ML, BER AT LBALEINEEE?

Citrix DaaS 21189 VPX RgeEF HDX K (BEF EULA), FEEBETEHRIE,. = LtNSHRIIEEE =iEESRER

7t AD 3§ Azure Active Directory e,

EuLERA=RSEA SmartControl. SmartAccess '3

Citrix Gateway FR$S R 2t SmartAccess #1 SmartControl Thak, 182, ErTLUER Citrix Device Posture fg
% (BT EPAf#4) #n Citrix Adaptive Authentication RS FFEEXLER,

MEo LTS E Citrix Gateway RS

SEZIFRGHENGE (&#h Citrix ADC VPX 7 Citrix Gateway BR3). B2, BIGEITOMETR, FERIKAEK
F (HARAEMR) B Citrix Gateway BRSS, HIREBTERNAFASTEAF.

Citrix Gateway [REFAIBNREIFAIIERZ D

fEfafER Citrix DaasS gk Citrix Workspace W& F&EERZEA T HDX KEH Citrix Gateway RS,

HRETAREEREMA

8] LA7E Citrix Cloud 89 “WrENEERER IR LEEHREAE L. —EFRETAR, EBREETT, Fa4
., B2, ERYAMIESHE, UES Citrix HERRKR.

Citrix DaaS Advanced #1 Advanced Plus 2R ERFXE LT IFATE:

« AFP¥A: BUAF8A1GB
o HTRAFFA: S RAFEA 2GB

Citrix DaaS Premium # Premium Plus 2P EMNFFELULTEFRIE:

« AP¥E: BUAF8A5GB
o HTRF¥A: SAFER 10GB
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https://docs.citrix.com/en-us/xenapp-and-xendesktop/service/storefront.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/service/storefront.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/device-posture.html
https://docs.citrix.com/zh-cn/citrix-secure-private-access/device-posture.html
https://docs.citrix.com/zh-cn/adaptive-authentication/smart-access-using-adaptive-authentication.html

RO LEAAERES Citrix Gateway IRSZE I HEZRIET

Citrix Analytics for Performance f P REMEZESAIHE REFIRIRE TS X 24 /B AFMEEER EXRHE
ERNELEIE, UNEMNARZFMNKEFESMEZEET Citrix Gateway iR PoP itBERHMASERIE, &
XBELER, BEMEERAITER.


https://docs.citrix.com/zh-cn/performance-analytics/connector-statistics
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