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Citrix SD-WAN #9£77i5% P8 11.5 hR4s

November 16,2022

ARITIRBASAE AT Citrix SD-WAN 11.5 f9ig%s8ThaefI Bk, EEEMB AT,

&

ERITRANEFEIESR2BXNENERF. BXT2BXNBEMEINTIR, BSF Citrix R2Q%,

iBThEE

SD-WAN 11.5 hir A2 (a8 58 ThaEM B elo

Hith

Citrix SD-WAN 11.5 RrzA#ii&

« Citrix SD-WAN 11.5.0 2ERAIAMARE, RERFENEF /£ BERENZS,

+ SD-WAN 11.5.0 leEFRZ1FE4&AR (AE). =& (PE). IMERMBRKHE,

+ SD-WAN 11.5.0 1%z SD-WAN F & #8150+ E hiREINTE &,

+ SD-WAN 11.5.0 Rz #HERFAH# Citrix SD-WAN Center 5% Citrix SD-WAN Orchestrator,
« Citrix & iE L&%E SD-WAN 11.5.0 B

« SD-WAN 11.5.0 iras R ges@d Citrix SD-WAN Orchestrator ARZiR 1M, HBERIEEERIHIZME POP £
1t|:

7xo

o TEEAEFWSE EEE 11.5.0 2710, iEHERRE Citrix = RER/Citrix ZREIFMENHENIES.
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[NSSDW-33528]
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BfEERRHR

SD-WAN 11.5 higZ<h E#RRYIB),

Hith

FL SD-WAN i EREZORSTE Ul R “DIAREORE” MELETHN “KH". SREXFHFREERNRER
HEIMERETEY, SEIMILR, Eit, R&FERHINEREORIARE SD-WAN Orchestrator RS,
[NSSDW-37028]

BE1ia)

SD-WAN 11.5 kg 7Z7E89 ),
NRIEEfIE =T WAN 5588 EEc ECER T RERE, WKHSIZEEHREHESH BGP 2iEHH.
[SDWANHELP-2594]
SD-WAN & &ESMER. IEAEFEUTERT:

o TERMFFRERE], IPV6 ZIEREEE RN,

 IPv6 ZiEREEANEN GRE @& LM, HER MLDV2 REEREBET EMBREERZIZ NI,
fRRINE EREFREREEZRA IPve SHERE, HEARKRERER.
[NSSDW-38495]

FAF SD-WAN g &R AR |

September 2, 2022

71 SD-WAN £EB3INTHHAFRE (Ul). 3 Ul 2EASH Ul AMERN, it UlRIHRETREN, ST
MANREDE, ESHIIEEE. ReMtMmiit, B UIREZTIR Ul pE N HERRIENNERR.

M Citrix SD-WAN 11.4 7148, BIMERT, EEENEFIHRAE Citrix SD-WAN & EEAH Ul

=

AR

o % Citrix SD-WAN & & &%&J MCN rIZEEmEBAR Ul

- AEEESAGHNMERMAFRMNIZEEERER B LUGRHNAF R E. @3 RADIUS 5 TACACS+
B I0IERRSS B8N I AR A P K P 1T B2 301, 1% Provisioning SD-WAN 1&&bY, HAEREIAEER
RPIKFPEE, FRINEREE SD-WAN HRENFFIS, BAEBERISEFEREN.
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. &
Change Password

Change Password

ATARRRMY, #PEAARE, FENER. TLUER URL https: /[ <ip-address >/cgi-bin/login.cgi i
HIBRARE. AF EEG WRAPZNEEERD G/IBR) BAREDRERE, gXERLETUERE—RE
SE. ¥ Ul BIRRARAIS ZIFEMAF,

Citrix SD-WAN s FBFR@E
HMMBRREAERSTNSES (ks 81). Mozilla AN 88. MEUA% (Ar4s 81 +) FIBARIMEGAZ: (44 hRIL
1) EEgiAE,

AR

R #FER Internet Explorer. Apple Safari FlE il %88,

RiFEFE Ul TTE, FHITIATRE:

1. BRI 88T £ H S Z https: [/ < management-ip > LiA[R SD-WAN i&& E89# Ul, 30RIEIE
fEihiR) IPV6 ok, 8N https://<[IPv6 address]>,

Tl https://[fd73:xxxx:yyyy:26::9]
AR

EERATREENERT, AIUEHRRMERED IP it ** <management-ip > LUxRHF Ul, AIUEERART
IPRRENZ AN ZEEZEOLEATHNER, T UEREE IP MHREM IP 153 Ul

1. RIEAFRBNEN. REER.

LB % 2R Citrix SD-WAN B - REBmE,
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Cilrix signin to your account

y

BINERE, BRAIUEHSMERMUTAM. s, MREEMESHER, ERIUENEREERENERE.

You have warnings/errors. Please check notifications.

Dashboard
Basic Settings Dashboard
Advanced Settings
@ site Info E Model
Monitoring
Management IP Address Maodel / Sub Model Name
Diagnostics
10.140.3.71 110 LTE-WIFI
System Maintenance
Site Name Serial Number
BR110 GEVRED3ETT
& Version = Uptime
Software Version Appliance Uptime
11.1.1.25.855868 19 hours 35 minutes 32 seconds
Service Status

Hardware Version

110 @ Up

EMNSHLEE USRI XEGERA N, £ LANNESERMREHERNER. BA/ERI8E. HiITMEEHEX
ERYER
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= Citrix SD-WAN

Dashboard

Basic Settings
Advanced Settings
Monitoring
Diagnostics

System Maintenance

REBf=

ELANAPREETREERAPFARGES. ERILLEIRE 4T IR SD-WAN UI” £, 7EHREVRISERER-~H
TFIRAR AP R E. BEEBENBHEET.

SIGNED IN AS ADMIN
Change Password

Open Legacy SD-WAN Ul

Sign Out

IR

FEFIR STE B ER N E R SD-WAN 8&H U TEAER:
o MmO BIE IP ik Mk SEMNERER
« B 5 SR ES/SubES M FYS
o WRA—ZR B MR R
o EEB{TH 8-27 I8SEEEBITHE. Citrix EIX WAN R$3IR7EF Orchestrator 1%
o B AN -ERAMAITELEE HA KSR R HA EfiEiiatial,

s Rit#EER-EREBAITENERNERBERNIKSEIEAEE.

+ Orchestrator iz -£7Ri&%5 Citrix SD-WAN Orchestrator BREHIEERS. BERUTREES:

- BENRAB-1ETRIEE 5 Citrix SD-WAN Orchestrator RS 2 Bl B0 E R DS, B& S FEH M@ Citrix
SD-WAN Orchestrator RS £ ZF0OBES, WHEERSIRANTFTEER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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- RERES-EBREENFAEHER SD-WAN Orchestrator ig5 (W0 TF#E. 0. HEFIZR. HitE8) B9
https FIiAEIE, MRRSKEREF, WEGEEZCRY, BFFFNIRSET A LIEER

FiERERIARSS B FRo

- DNS K7%&- #5 FQDN DNS BT, 1R DNS KERIERH, MRFEF— FQDN 9 DNS gtk

Mo FRTKREETE FQDN BIR M,

- AHIR RS- S TRBIAR RS, SFHINERE, MERESBED ping BRIAMXRBEN, FHRE
#, MXRESRET ping FRLIARMIED IP ik kTR,
- EEE-fERIGE AKX Citrix SD-WAN Orchestrator BRSS. @3 H4h (BRIAEE) sh@dHA (1

REETHRNEE),

- KWMERE: E#Z3 SD-WAN Orchestrator BRZ BRI AYEREH,

Dashboard

® Site Info

Management IP Address

10.140.3.71

Site Name

BR110

8 Version

Software Version

11.1.1.24.8553%94

Hardware Version

110

BEXiRE

& Model

Model / Sub Model Name

110 LTE-WIFI

Serial Number
GEVR6D3ETT

= Uptime
Appliance Uptime
16 hours 20 minutes 27 seconds

Service Status

© Up

SD-WAN %% BEARGE SIEUTRAEEE. i UHRET — N RIMMTIE, AFH23EESNER.

« EIEFM DNS

o BEORE

« LACP LAG 4H

« BHAFIAYE]

« RADIUS fRs32%
« TACACS+ 328

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EIEF] DNS

7 EIEA DNS TiE+, EEIUEEEEED IP tutfl DNS 8E. BXFMAER, HS5FH LEEE P it

ERFEAAFIIRSENLOERFER IP #utsy 1P SpHETIR, SHRATFMAEMZILRERRE. EaIUR
i P stunt AREIE |P sttt 8B 2 EERIMSEHIR

BEEARFHIRPAMSEMIER IPv4 Hutk, HHRER IPv4 thibigia SD-WAN & EEBRE. A, EEAFIIRFHF
PNLMIBR IPV6 Htohit, R EER IPV6 #hiibifial SD-WAN & EER T

= Citrix SD-WAN

Network Adapters
Dashboard

Basic Settings

Management Interface IP
Management & DNS

+'| Enable DHCP

Interface Settings

Date & Time 1P Address

Advanced Settings
. Subnet Mask
Monitoring
Diagnostics
Gateway IP Address

System Maintenance

DNS Settings

Primary DNS Secondary DNS
Clear

Current DNS
Primary DNS

Secondary DNS

WAZECEISER IP ik, FREBIEFIMX IP ik, 7£ DNS 25 &9, =2MH3E DNS BRS523 %8 DNS ARSs 38
FAER, ARBRE RF.

ENRE

# B8 MEERUXMHEOEESE. XFANEOE MAC it E B RN,
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=  Citrix SD-WAN

Ethernet Interface Settings

Dashboard
Basic Settings :
Interface MAC Address Autonegotiate  Speed Duplex
Management & DNS
Interface Settings 1/4-MGMT o  08357111bF1f v
Date & Time
.3E.7111-hf vy
Advanced Settings 1/1 . 08:35:71:11:bf 1c
Monitoring 1/2 s  083571:11:bf1d v
Diagnostics
1/3 e  08:3571:11bfle 100Mby/s Full
System Maintenance
LAGO +  Device not configured v
LAGL e Device not configured v

Save

LACP LAG 4

HREAA (LAG) IhEEAFEXS SD-WAN & & EMm NS MEO#THH, WEFARNMEO—RIF XAHR
RETAM. HERITREMERERE,

ZHil, LAG RRZEEE&MNIER. M Citrix SD-WAN 11.3 fRasFa, Z#FETF 802.3AD #E&EHIHY (LACP)
hiXEIhE. LACP Rfn&iY, 7 LAG RIETES 8L,

EEDEGERAT, EAMRIE—NMEOLTEDRS, EROLFEMERN, EohFEN R THRIETEHF
KRT A (DPDK) RH4EREM LAG IhkE,

£/ LACP, ErRILIFEMESFRIERARIERE. (FA—TFR, ERIUREESHEURERTARNG. LACP £
¥ Eoh-ER) R WE, ERAEHMEME, RN SD-WAN Ul FiEFse2 LACP E5)-E g,

LAG ThEefRTELL T DPDK 58 & Lol A

« Citrix SD-WAN 110 SE

Citrix SD-WAN 210 SE

Citrix SD-WAN 410 SE

Citrix SD-WAN 1100 SE/PE
Citrix SD-WAN 2100 SE/PE
Citrix SD-WAN 4100 #1 5100 SE
Citrix SD-WAN 6100 SE

pEF=

VPX/VPXL & ERZHF LAG Th&E,
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Citrix SD-WAN 11.5

7z Citrix SD-WAN &% £, ®RZAIUEIE 4 1~ LAG, EPEN LAG HRZHA 4 MK,

s$F Citrix SD-WAN 210 #1410 1&#%& (&% 3 1 LAG) UK Citrix SD-WAN 110 i&&, &%ZALUEIE 2 1 LAG,
TREefERA IAKR Ul 3t SD-WAN Orchestrator 818 LAG, 7£# Ul /, EREEEFCIEM LAG MiF4=E8.
2EF LAG FARER, BSME B4%E > LACP LAG 4,

ZRILEE LACP LAG #4458, AlalEminOfMAk#mONSaiRS. RAMNEORERFAES.

Dashboard LACP LAG
Basic Settings
Management & DNS LAGO
nterface Settings NAME SELECTION STATE SYSTEM PRIORI... PORT PRIORITY PARTNER STATE PARTNER SYST. PARTNER PORT
LACP LAG G
roue n Selected ACTIAGGISY.. 65535 65280 AGGISYNCIC.. 128 128
Date & Time
RADIUS Server 4 Selected ACT|AGG|SY.. 65535 65280 AGGISYNCIC... 128 128
TACACS+ Server
Advanced Settings
Monitoring
Diagnostics LAGI
N NAME SELECTION STATE SYSTEM PRIORL... PORT PRIORITY PARTNER STATE PARTNER SYST... PARTNER PORT
System Maintenance
7 N/A Inactive N/A N/A NIA N/A N/A
8 N/A Inactive N/A N/A N/A N/A N/A

=R

£ BEAFNEYE) IRETUE S, EHAEIRE LIREBIMNE. BXEFMER, BFESH 1LE B E,

= Citrix SD-WAN

@

pashboard Date/Time Settings

Basic Settings

1 & DNS If the Appliance date/time is turned back due to NTP or manual changes, reporting artifacts may occur.

Date & Time NTP Settings
Advanced Settings ] Use NP Server
Server Address
Maonitoring
0.poeintp.org:1.poolntp.org:2. pool.ntp.org:3 pool.ntp.org
Diagnostics

Date/Time Settings

System Maintenance

May 6, 2020 1:55 PM

Timezone Settings

After changing the timezone setting. a reboot will be necessary for the timezone changes to take full effect.
until then, some logs will continue to use the actual timezone setting in effect at the time of the last reboot, even though events timestamgs may reflect the new setting.

utc

Save

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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RADIUS ARrs328

A A% SD-WAN & &R E A3 — 131%™~ RADIUS RSS2 A P AEH#IT B IIE,
ZAEE RADIUS iRS385:
1. %4 5 RADIUS Si%iE,
2. N BRS3ER IP thik 71 SHRIERO. REAIUEE=1RS58E |P tthit,
AR

ZRcE IPv6 ik, 15#fR RADIUS RS EFEECE T IPV6 ik,

3. WA IRSSBEA HHEIA
4. WANBRE (URhEi),.
5. BERF

EERT LN RADIUS BRSS 28 R, N AP & f &3, 2 Verify (321,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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RADIUS Server

Server Settings

/| Enable RADIUS

Server 1 1P Address * Authentication Port
1812

Server 2 IP Address Authentication Port

Server 3 IP Address Authentication Port

Server Key

Timeout(seconds)

Save

Test RADIUS Server Connection

User Name

Password

TACACS+ frs328

o  LAECE TACACSH BRS3B#H1THMIEIE. 5 RADIUS S{318IEA, TACACS+ ERFAA. IP tutfimOS, 2K
INmAS A 49,
2ECE TACACS+ fRS38%, IBHITUATIRIE:

1. %9 5 TACACS+ Ei%1E,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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2. A BRS32R IP ik A0 SRR, RSAIMUEE=1RSS23 IP ik,
AR
ERcE IPv6 ik, 1R TACACS+ fRSSRIFECE T IPV6 ik,
3. i&#Z PAP 3¢ ASCIIl fER BB I0IERKEL,
+ PAP: fEREBSMHIIEMY (PAP) i@idm TACACSt AR$5 285 Blsg X = EARMNGE A /- S 0IE,
« ASCII: R ASCII Frgei@id e TACACS+ fRS5 887 BCog H =R EARINSE A F S 9101,
4. BN BRS2B[BEA HifiAo
5 BMABKE (UWHEN),
6. BEHERT-

EEE LN TACACS+ iR 2881EH. WA BFE M &8, $E Verify (18iE).

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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TACACS+ Server

Settings

v/| Enable TACACS+

Server 1 IP Address * Authentication Port
49

Server 2 IP Address Authentication Port

Server 3 IP Address Authentication Port

Authentication Type PAP (e) ASCII

Server Key

Timeout(seconds)

Save

Test TACACS+ Server Connection

User Name

Password

=BRISE
SD-WAN &% BRigE BiEU TR EE,

o Citrix B EMBRSS
- BHAM

o TSENEH

o 18]

« ERECE

o HTTPS iE#

o IOMETXRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix B MRS

Citrix E#\ WAN fzs5 TTEA K EEMA/Z2MA Citrix &3 WAN RS, BX¥MER, BESH BB &I WAN RS,

= Citrix SD-WAN @

Enable Citrix Virtual WAN Service

Dashboard

Basic Settings The Citrix Virtual WAN Service is currently enabled

Advanced Settings m Perfarm a diagnostic dump before doing the disable operation

Virtual WAN Service

Mobile Broadband

Manitoring
Diagnostics

System Maintenance

SR AN
£ Sa Y ES, EaTEESM&RARSZETR SD-WAN SaI A% (HA) 88, SaRERSENRIRPTR
(IREETSHAMN) . BXEFMER, BHEH sTAEED,

Switch HA Mode

Switch to Standby

b

Citrix SD-WAN 1&#& (40 Citrix SD-WAN 210 SE LTE #1 110 LTE £&M&Ki&#&) BEBENEM LTE AHI#ERE. &
HERIATELLT Citrix SD-WAN %8 Li%#sM8 3G/4G USB 1@%I#EE2E,

Citrix SD-WAN 210 SE

Citrix SD-WAN 210 %@ LTE

Citrix SD-WAN 110 SE

Citrix SD-WAN 110 LTE £k SE

CDC XXM, MBIM # NCM 2389 =7h5M8 USB JAHIAZIE RS LR,
BXEAIBM GUI iZE LTE BFAER, BSRUTER:
« £ 210 SE LTE i2& L& LTE 1hEk

o 7£ 110-LTE-WiFi &€& LEE LTE Thak
 E2ESMEB USB LTE GRS
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SFRE LTE B4R ELE, 518 SIM & Citrix SD-WAN £ErY SIM ki, BRXLEEES Citrix SD-WAN
REE, BXFEZEER, B8 2% LTE & H#TH&EHRR.

AR

Citrix SD-WAN 110-LTE-WiFi i&&EE™ Mg (2FF) SIM &8, EERAME (3FF) MK (4FF) K/
SIM &, M SIM Eices. BHR/E SIM RIONEEC . EaIUM Citrix REVEERBEANIM G EIRETT
(FRU) 3iM SIM 1272 IREGERD2S. 1X7E Citrix SD-WAN 110-LTE-WiFi 3&#& £ #533E8 LTE IB%IRE2:
HITHRI M,

5MER LTE BHIARE2SAECE |

o fEFSZREHY USB LTE %33, IFRVmMEmEEMES I Verizon USB730L #1 AT & T USB800,

o #RIG SIM =N USB LTE #4228, CDC LAKW LTE #iRSBFHEE 7543 IP ok, WARKEA SIM &, T
STMEEH SBUEERIEs RSt ERE,

o ¥ CDC LUK LTE #4885\ SD-WAN &% 271, 1EF5ME USB #iE#E) Windows /Linux I8, HH#
& Internet IEE T, ERIEMR APN MBS FECE. MR USB MERN EERN EMMIAE “F
21 o =

AR

o Citrix SD-WAN i&&— R Rz 35— USB LTE #%i88. MRFENT S USB #i53R, BHRTARBRR
28, ARUEN—T RS,

« Citrix SD-WAN &z #f USB JAHIfR AR AR B MER, BREZRIEPERT EHIFEEE LN
R P 2MEIhEE.

o IRTHEFBNIMNT MBM BB mNER LTE BFlfRERSERE. XETHRNITA.

o ¥EANSNEB LTE 1A%IfRIASSET, SD-WAN IEEBEAL 3 A EEIRGIE,

[m}

EEEBHETRS, HEFRAGIRESRLE,
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Dashboard

Basic Settings

Advanced Settings

Mobile Broadband

Status

Monitoring

Diagnostics

System Maintenance

UTR—EEANKRSES:

Mobile Broadband Status
Modem Type
Internal Modem
Status
Active SIM
Data Service Capability
ESN
Expected Data Format
Hardware Revision
IMEI
MEID
MSISDN
Manufacturer
Max RX Channel Rate (bps)
Max TX Channel Rate (bps)
Model
Networks
Operating Mode
Operating Mode HW Restricted
PRL Only Preference
PRL Version
Revision
SIM Capability
Software Version

Type

SIM Two

non-simultaneous-cs-ps

0

802-3

10000

867698040416771

86769804041677

QUALCOMM INCORPORATED

100000000

50000000

QUECTEL Mobile Broadband Module

gsm,umtsIte

online

0

0

0

EG25GGBRO7A07M2G

supported

EG25GGBRO7A07M2G

110-WIFI-LTE

o AHIARESRRE ERIRATIRRRENININABAERAFIRERT BHET > KENHE TETRS. FrEH
ftZB5y, $190 SIM B3, APNRE. BA/ZMARIRER. ERERRERMRIE SIM R7E B5EH > &

{EDUE TR,

o SEE) SIM & EEMAIAERTE, REEE—1 SIM RRTFEIRE. ERYATATFEIRESH SIM £,
o BEER: ERIENAEZIRE.

« SIMI8E: 27 SIM £28%%i
o 8IS BRBhEEERET.

NRERR SN BRI, ERERIINEFIRERIORS. B2, WRKREEINFEFFER, WSETESHEHR,
En g EAREEEE SRS,
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CDC UIXMSMNERAGIF RN EIFRER

o

Status

MBIM #1 NCM ShERiEHI#ARR IR EFAE S

Mobile Broadband Status

External Modem

Status

Active 5IM

Data Service Capability
ESN

Expected Data Format
Hardware Revision

IMEI

MEID

MSISDN

Manufacturer

Max RX Channel Rate (bps)
Max TX Channel Rate (bps)
Mode

Modem Mode

MNetworks

Operating Mode
Operating Mode HW Restricted
PRL Only Preference

PRL Version

Revision

SIM Capability

Software Version

Product ID

Vendor ID

Manufacturer

Product

SIM F4(E B E X MBIM #1 NCM 5 ERIEH #2828 o

BHIRESREN FRERIMNPIEREER,

"

M One

none

unknown

B66785032748234

150000000

150000000

CL2E35372HM

MBIM

gprs. edge, umts, hsdpa. hsupa, fte, custom

online

not-supported

157c
12d1
HUAWEI_MOBILE
HUAWEI_MOBILE
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Maobile Broadband Status

External Modem

Status

APN

APN Autodetect
Application State
Application Type
Authentication
Card State

Connection Status

internet
Searching
unknown
unknown
None
present

connected

Home Metwork Idea
ICCID 83511100001445614166
151 404445068585537
Address 102250171
Gateway 102250163
MTU 1500
Netmask 255255255248
Primary DN5 1121102411
Secondary DN5 1121102431
Data Session Mot Available
Enabled
MCC 404
MNC a4
FIN Retries 0
PIN State disabled
PUK Retries 0
Radio Interface Ite
Roaming Status on
Signal Strength Excellent
Username
BEBEHEE  NEMSMB RIS ISR
shEpIRmIARIRES-CDC LK  SMERIEKIAZE2E-MBIM A1
121F AR 23 3 NCM
SIM REREH B EATERENSIM TN & £
®E
SIM PIN = £ &
APN & & = £ =
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1B{F

MKRIRE

=i

EEE M

B/ RRE R
ERFRIEEZEE

Rl SIM &

pEkal s

1 Y Y N 1]

el

ShaREHAREER-CDC LIX
X

17 B 7 1 S 17 1 7

iz

SMERIRHA#EES-MBIM A0

NCM

SR D 1 D 1 I 1

iy

SIM f&E&m &R U7E Citrix SD-WAN 110-LTE-WiFi i&& LA SIM, 7EEMAERE, IBE—1 SIM £
FEKRT. % S IM &R

o HIESIM & 1: MREANTHK SIM &, BEp8T LTE BAEIRFEESEER SIM £ 1 (WRE). LTE I@HIARES
BrhFiEiTh, EEERNNATANER SIM £ (SIM£15%SIM £2), #E48ERE, B2 SIM L4FF

SR,

o HIESIM2: INRBAFA SIM =, WFEEEE LTE BFIRRERER SIM Two (S1RETA). LTE @HIARES
BEnHIETE, ERERALSRTANER SIM £ (SIM £ 18 SIM+£2), #R4eFERE, 5 SIM &FE

SR,

« SIM+£1: T SIM ~HEER SIM RFWE, BRIFEM SIM + 1o SIM + 1 IR FEDIRT.
« SIMTwo: TR SIM R1EER SIMRESWME, MRAEA SIM =, SIM R TI8R A FEDRES,

=z

AR

Citrix SD-WAN 210-SE LTE Wi-Fi i&&FR=IA “SIM 8i&m” £, RAERE—1 SIM REiE.

SIM Preference

SIMPIN

MREEANT A PIN 81ERY SIM &, W SIM ©KEH “B BA” M “REIE" K& EEMA SIM R#TRIEZA,

&R SIM PIN. eI IMIZE R ALIREY SIM PIN,

ZH17 SIM PIN #&1F, BSME SRIKE > BhEF > ##1F > SIM PIN K.
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25



Citrix SD-WAN 11.5

SIM PIN

SIM PIN Status

e Enabled and Not Verified

T8/ ABAT LA T 24
« IF SIMPIN i3: 2& BiE, MANTEREMEN SIMPIN, AEEERIE. RSEHRN EBA M BRIk,

« BASIMPIN: ATUREAT SIMPIN 89 SIM £=F SIM PIN, Click Enable, #NZE®REH SIM PIN,
AEBEEEA, MR SIMPIN REEXNERBAMRREIE, MWHRT PIN RIEIE, E1IE PIN 28, &LERT
2 LTE #8%4%1F, & Verify (3iE). MWANZERRMEN SIMPIN, ZREREWIE,

« 2/ SIMPIN: ErILUAZEERAEBAHEIE SIM PIN 89 SIM =49 SIM PIN 88, 2EERH. %A SIMPIN,
REBREEA.

« £ SIMPIN: PIN &F “BEA" 1 ‘BRI K&E, EALUEEEXR PIN, 23 Modify (18250, HA
IEZEBRMN SIM PIN, BN SIM PIN ##17H#iA. #E Modify (820,

o 8 SIM & -WRETIET SIMPIN 83, WeILERMEERLKSH SIM PUK Z& SIM PIN 2, ZEUHFE
1k SIM &, B8 & BUEMBLE. BMAMESEBLIREEY SIM PIN 71 SIM + PUK, A58 /2R B

4= .
AR

7EfRet SIM RBERY, SIM Rk AL, PUK =i 10 REM. BEKRIZES IREGHRHN SIM +.

APN &
1. EfRCE APN IRE, BESME BRIRE > BrE® > &1F > AGHE APN iR E 245
P
MIZERALIREY APN 158,
2. %8 SIM &, BMAZEHRMNAPN. AFR&. 25 M SHEIE. &M PAP. CHAP. PAPCHAP &3
N PHITIRR, MREEFRREEAFHIIERE, BEEHIZERTE,
AR

P X B ER = TR,

3. BEMNA.
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APN Settings

.......

fast.t-mobile.com

MEIGE ERIUEZRFAE LTE B%I#732889 Citrix SD-WAN 38 HEZFBmMME, ZRPMEEE 3G, 465
A&,

Network Settings
SIM

SIM One
Network Type

4G

36
4G

Both

Bl RAMERT, LTERE LEREIHET, ErRLUERRAT,

Roaming
SIM

SIM One

Roaming Status

Disabled

EEE M
51 EA LTE EERE—ATBNE N, ERIUMRENEATIRPERR EHEGHNAE. NRETHERER
BWAEM, iFEE AUTO-SIM &S, Bxh SIM EmiF LTE ARIRERRERENS SIM FEZRLERNE S

BREIZRBEREERE BR/ZARATREE, BAIRTEER LTE hEMEE. BINERT, LTE BHfREELT
BRRZ.
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Enable/Disable Modem

ERATFRE BREAREER. ENERERSARRE 7 2 8T,

Reboot Modem

RI% SIM & NR LTE-WiFi 1528k EfeNE SIM &, 1BER RI# SIM RiEDL,
AR

“miF SIM &7 12FUERTER SIM +o

SIM Card (SIM Two)

Refresh SIM

eI LAEA Citrix SD-WAN A2 EEMEEMEFNME LTE hm. BXEZER, BE5H o LTE S8
H,
BEX UTERENEZER, 55/ £ 110-LTE-WiFi &% L B & LTE ThaEAI7E 210 SE LTE i&& LECE LTEThAE,

BXECEINS LTE RHIFRIRSRNGESR, B3R ECESNEl USB LTE AHf#EE

ey

W AINHESTIFANEFAES, fINRSSEMUE. S, WFAHELRESE,

= Citrix SD-WAN
Dashboard Licensing
Basic Settings
Status
Advanced Settings
L Maximum Bandwidth (MAXBW) 50 Mbps
License Server Location Local
License Expiration Date ‘Wed Dec 2 00:00:00 2020
License Type Eval
Local License Server HostiD 02357111bf1f
Maintenance Expiration Date Tue Dec 1 00:00:00 2020
Manitaring
State Licensed
Diagnestics
Model 110VW-050

System Maintenance
=,
AR

EREFMNA SD-WAN Center FEVIFRIER, BHREAFEIREIFEZRAR SD-WAN &&RZ4, HET
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FREYER 4+ hin s IEffo

BOA[EREE

“BINEIREE” NETEFRNEREERE. WRZATEIREE, Wi HEA EREEFXREA Eo

= Citrix SD-WAN

Fallback Configuration

Dashboard
Basic Settings. The fallback configuration provides basic network i a critical fail and the system can no longer function.
N @ [ __feset |

Mabile Broadband WAN Settings

WAN settings are currently not configurable. WAN ports are configured as independent WAN Links using DHCP client and monitor the Quad® DNS service to determine WAN

connectivity.
LAN Settings
VLANID @ Address
Maonitoring o 192168.01/24
Diagnostics Enable DHCP Server
System Maintenance DHCP Start DHCP End
192168050 192168.0.250
| Dynamic DNS Servers
DNS Server At DNS Sereer
9999 149112112112
nternet Access
Port Settings
Port Mode
n WAN (e LAN Disabled
12 ®) WAN LAN Disabled 9999
13 WAN LAN (e) Disabled
1/4-MGMT WAN LAN (e Disabled
LTE-1 ) WAN LAN Disabled 9999
LTE-E1 * WAN LAN Disabled 9999
Fail to Block

LTE OB EFS IP i,

BXEMER, BESE ML/ ERLE,

HTTPS it#

BURZ2ERFE HTTPSiEH. HTTPS i MHEETRERERN HTTPS IEBHIFAEE. BXEZER, BHEH
HTTPS iE+,
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https://docs.netscaler.com/zh-cn/citrix-sd-wan-center/11-2/administration/manage-https-certificates.html

Citrix SD-WAN 11.5

= Citrix SD-WAN

pashboard HTTPS Certificate

Basic Settings Installed Certificate

Advanced Settings Issuer Issued To
Country: us Country: us

igh Availability
Mobile Broadband State/Province: California State/Province: California
- Locality. San Jose Locality: san Jose
Qrganization: Citrix Systems, Organization: Citrix Systems,
Inc. Inc.
Organizational Engineering Organizational Engineering
On-pram Orche Unit Unit:

Commaon Name Citrix Common Name: Citrix

Manitoring
Email: support@citriccom Email supporti@citrix.com

Diagnestics

System Maintenance Certificate Details
Certificate Fingerprint: 9D:FAS3:00:55:0C28:6CE3 FB24:60:60:D2:82:C0:17:00:34:88
Start Date: Apr 16 12:15:31 2020 GMT
End Date: Apr 14 12:15:31 2030 GMT
Serial Number: F227BSABF41CCBED

Upload Certificate

Upload the certificate that secures the Management HTTPS connecticn to this Virtual WAN appliance. Uploading and installing the HTTPS Certificate will cause the HTTP server to
restart. invalidating all connected sessions.
NOTE: For best results: when the operation is complete close the browser window and reconnect to the appliance.

Upload Certificate

Click to select or drag n drop file here.
Allowed file types are .crt

Upload Key

Click to select or drag n drop file here.
Allowed file types are key

Regenerate Certificate

the certificate that secures the HTTPS connection to this Virual WAN appliance. Regenerating the HTTPS Certificate will cause the HTTP server to restart,
invalidating all connected sessions.
NOTE: For best results: when the operation is complete close the browser window and reconnect to the appliance.

I EZ RS

Citrix mEBEF= SD-WAN Orchestrator 2 Citrix SD-WAN Orchestrator BRSEZHIRZPEBE Rk ads, Citrix On-
PREM SD-WAN Orchestrator g Citrix &1EN BT — M E—FREETE, BdEUNETABNILRIEHISE
FEEZNER,

e LLEE B B Orchestrator iE# 745 A% PREM SD-WAN 118284518, 7 Citrix SD-WAN & &#0 Citrix
On-PREM SD-WAN @28 = [eli# 37 %%,
AR
+ SD -WAN i&#& L7t SD-WAN Orchestrator & 2 Citrix on-prem SD-WAN Orchestrator 89

BAREZE, SD-WAN &% £/ Citrix Z<tth SD-WAN Orchestrator B2& Bai <A B, ENBEITEIEEN
ks,
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o WR7E SD-WAN i& & LB ET SD-WAN &% Eayasith SD-WAN Orchestrator 28, NTiEMIE
BREER,

ERRRHERERE:

1. %% GUI A, Mm% B4&IgE > A&ttt Orchestrator > 514

2. % 2 A4 SD-WAN Orchestrator &2 5i%4E,

= Citrix SD-WAN z

On-Prem SD-WAN Orchestrator Identity
Dashboard

Basic Settings
Note: This section is applicable only to On-prem SD-WAN Orchestrator managed networks, and not Cloud Orchestrator of SD-WAN Center managed netwerks.
Advanced Settings
e Virtizal WAN This B 1o enable appliances 1o join an On-prem SD-WAN Oichestrator managed NEtwork, i cases whene the connectivity options at the appliance end do not allow for automated

zero touch provisioning, Configure the On-Prem SD-WAN Orchestrator identity by providing a valid IP address and clicking “Apply” to enable your appliance to connect to the On.
Prem SD-WAN Orche

Mobile Broadband

On-prem Ovchestrator
identity

Monitoring

Diagnostics
Apply

3. HAREPEEE SD-WAN Orchestrator IP st siigisim® (IP thibfnis) LUHTECE.

MREFRREES, WAFHERITEZM DNS RS58E+75R0M0 DNS i8R, HBE477E SD-WAN k& LERE
DNS BRs585 P ik, RECE, HSMEI BBE > MLSECES > IP thit,

B0, NEAEE PREM SD-WAN Orchestrator B2 & A citrix.com,, MZ7E DNS BRES 2+ AT FQDN
FMAEERE SD-WAN Z5HE2S |P itz DNS i2R:

« download.citrix.com
« sdwanzt.citrix.com
« sdwan-home.citrix.com

ERREERNRERT:

fflan: sNSRzcHs Orchestrator FWEZE J citrix.com, N TEHEERSEHISEE N download.citrix.com,
HESIHH EERSHAE S N statistics.citrix.com, A5, ©E% 77 DNS R385+ TEAI FQDN 8
B [P sthikel® DNS 2R

« download.citrix.com
« sdwanzt.citrix.com
« statistics.citrix.com

On-Prem Orchestrator FIEEXFFIETEETTHIARSS, W&, MIIRSBLG ENRITHER, UEAAENE
RUEBGFOEAY RBIE. EPLUERE SREEHEE T HEERSNATEE RS,

YR “BAEE ESEHRENTRAEE:
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« THEERS IP/Domain: ZEGEIT SD-WAN S4MEE FHAEEIZA IP sthit/35 03037 #9AR
SREG], UEAKRBENERMEFHNATT B,

« %t EIERS IP/Domain: REHFENTFH SD-WAN GZits EHIREMBEE MG ERB IR ARS8 L
B |P stihk/1s, MMARERERHBEFHET R,

4. BENMA.

BEHREM. THM L SD-WAN ig &5 4# SD-WAN Orchestrator if+, ESii3 SRKIGE > A
Orchestrator > ir+,

MR T A Orchestrator SHIIEHRER, EEF LUBE T B HIEIFSE E S 9IRS XN A & 9 18 IFE
A iEREFZAH Orchestrator,

WMRBAT Onprem Orchestrator H330IERE!, Mig&E REEEE N A FHIEZEES Onprem Orches-
trator,

2% on-prem Orchestrator 1y SHIIFEE MERRSZAN, 2TFERSHRIPEXNIEIZEFH
NI FFEERS. BERMIGILE S MHINIERBBERANEI MU, AGR SD-WAN &&IEH LETIAM
PREM Orchestrator 7 g&iE#z,

o £RMBVERZE X509 BEZIEF.

o MRIEPIHAHIEIR, B BMEFERIET,

o IEPIERHIA 10 &

o ERAILEFRIEPFMEE, e, FABEAMLSR B

o BFXAHRE On-PREM Orchestrator #1 SD-WAN i&& Z Bl EFEMH TS, LUBERIEE
5 ON-PREM RHESBAIEZEER,

5. %R BHIRIFEE, LT 2 SD-WAN i&&#KE PREM SD-WAN Orchestrator iz B #H0 S0 18IEZE
it
o THHIIF—TE4t SD-WAN Orchestrator #1 SD-WAN i&& z @ R #ITEHIE, tLEEREA SD-
WAN ig&#&siasith SD-WAN Orchestrator iEH, B2, MIREE—NLLHMLE, 0 MPLS, MBTLLfE
FIEIETR,

Secure Connectivity

No Authentication - Insecure connection. Use this option if you have a secure network. For eg: MPLS
One-way Authentication - On-prem Orchestrator certificates have to be uploaded to all the appliances. Appliance will trust On-prem Orchestrator using the uploaded certificates.

Two-way Authentication - On-prem Orchestrator and Appliance certificates have to be exchanged. Appliance and On-prem Orchestrator will trust each other using the exchanged
certificates.

Apply

s BESHBRIEERERRSHINEXREN, KA EEAM Orchestrator iE$H, MzAHll SRR TH
i PREM WL S5mf2, ABRE “LH”, SD-WAN &&FER LEMNIEREEAM PREM #1823,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 32



Citrix SD-WAN 11.5

Secure Connectivity

No Authentication - Insecure connection. Use this option if you have a secure network. For eg: MPLS
One-way Authentication - On-prem Orchestrator certificates have to be uploaded to all the appliances. Appliance will trust On-prem Orchestrator using the uploaded certificates.

Two-way Authentication - On-prem Orchestrator and Appliance certificates have to be exchanged. Appliance and On-prem Orchestrator will trust each other using the exchanged
certificates.

One-Way Authentication
Apply

On-prem SD-WAN Orchestrator Certificate

Certificate Details:

Certificate Fingerprint: 0D:37:24:A6:99:B6:04:8F.CB:55:C1:3CAB42:9E:TF19EB:23:53
Start Date: May 21 13:34:50 2020 GMT
End Date: May 19 13:34:50 2030 GMT

Click here to select the file or drag and drop the selected file.
Allowed file type is .pem

o WA P IE— XKML AH# Orchestrator FIEFIEH, WTF WA FPKIE, EHAIEZAH
Orchestrator EE# 4. T LE SD-WAN 1&&3IE+., SD-WAN &% On-PREM Orchestrator
FEARAZRIIEBHEEEE,
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Secure Connectivity

No Authentication - Insecure connection. Use this option if you have a secure network. For eg: MPLS

One-way Authentication - On-prem Or rtificates have to be uploaded to all the appliances. Appliance will trust On-prem Orchestrator using the uploaded certificates,

Two-way Authentication - On-prem Qrchestrator and Appliance certificates have to be exchanged. Appliance and On-prem Orchestrator will trust each other using the exchanged
certificates.

wo-Way Authenticatio

Apply

On-prem SD-WAN Orchestrator Certificate

Certificate Details:

Certificate Fingerprint: 0D:37:24:A6:99:B6.D4:8F.CB:55:C1:3C:AB:42:9E:7F1%:EB:23:53
Start Date May 21 13:34:50 2020 GMT
End Date: May 19 13:34:50 2030 GMT

SD-WAN Appliance Certificate

Certificate Details:

Certificate Fingerprint: FC:36:3CES:EF.C2FBED48:20:0C:28:6C50:BAB2:55.CE04.DD
Start Date: Jul 21 06:07:08 2020 GMT
End Date: Jul 18 06:07:08 2030 GMT

A=

BWEAEB S HIIERNA SRR, WRLEEMRIE, WAIEERE DNS RS2,

E2 Az SD-WAN Orchestrator &2, 1575 BAZ# SD-WAN Orchestrator i, R84+ WA, B
# PREM RHISBITEMELEZIRATRHRT MCN ITEME, EEEZ2HNEF PREM SD-WAN Orchestrator %1%,
HENARTREEE, EEERE, BN BEE > RA4F > REESE,

FHRMBELR

+ % SD-WAN #£EM 11.1.1/11.2.0/10.2.7 ALKE 11.2.1 RERRAZ /G, EHAFIRY RSB IEHAHRH
2 IEFo
+ % SD-WAN i&#&M 11.2.1 B&4&F 11.1.1/11.2.0/10.2.7 Btk A, &7 Citrix SD-WAN i&&HFRE

rERNASHISE, MREM 5S4 SD-WAN Orchestrator B2 &s{ SD-WAN R EiEZEXMR=A, E2
A7 SD-WAN Orchestrator &%, AREXEBZM SD-WAN thiF2sEE,

A7 # SD-WAN Orchestrator SHI0IERR 7 gEERiE{T 10.2.7/11.1.1/11.2.0 Bk A#I SD-WAN %
o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 34



Citrix SD-WAN 11.5

L)

£ EIRER BT, ERUEEMAEANY (ARP). BA. AR, LXK MAC itz 8% DHCP EFif
WAN #525. SLAAC WAN 528, DHCP fRs338/h4k. FiAdEiZEs:. =M DNS £itE 8.

ARP. . LUKRFLCKR MAC 41t ZRILUEER ARP. BH. UARFMUERN MAC IFEIHER. FR4%
HER, BAUMIEEFIRESIZOEIR. AXFAEER, FEH EESHITER.

DHCP %= /i WAN %% DHCP Z /% WAN sERTUERM 7F S IP BPRS. ERILUEREIT IP, XERIH
THLYRTEl, fERRLAESE RAEEL], XRBRMIMD IP sttt 5HELN, BXBLFMER, BHSE Gl DHCP &
s WAN $%538%,

SLAAC WAN #5##: SLAAC WAN gEEmmEiRit T SLAAC HECAEIMEDIRY IPV6 iR FRE R, R
LOESE “RIBEIT KUY SLAAC | IPve R ina By IP stk sl R E#EL8AER) IP sk,

DHCP fRZ588/h4x: a1 SD-WAN && M 1E DHCP ARZ5283% DHCP 4ktIE,

- DHCP R%#81h8ER1FS SD-WAN 1&&# LAN/WAN ZOMFRE—MLEHIEEM SD-WAN & &IREX
HIPEE,
- i@ DHCP mh4zpge, &89 SD-WAN ig&AILITE DHCP BRiR5SERS 88 2 B4 % DHCP #iE e,

BXIEFMES, 1555 DHCP ARs52840 DHCP g,

PiAsEERR: B AEER TUHRMIAEERSITES. ERUERNHMERBNANS M BEFRREH
#2F. AXFAER, BEHEENHMERIHER,

. RBORETEEEN WAN RESHERRE. AXFRER, BEN EEREER.

DNS REFITHES: LWIIREEXBEEE DNS RIEERIFHER. BE RiFT LEREHFIHE. BXFHAER, &
BH 58 AT

DT BORE T NHAMAEERAFERED. BXFAES, B 20

7E]

xq

12

=,
=

F Citrix SD-WAN 110 1&%&, —RBEEEFEE—MZHIEFE, 33F Citrix SD-WAN 210 #8, £ZAFED
SHITERF B0

R

R

“BRGERT BOWMITHIFES), “ROUERT TTESLITEDL:

MRS SR LUMBR B E M. S XHMEFEEBIER. M ThEREEFEMEREM, ARSEEMER%E.
EMBEmARS: EUUERBEM WAN RRSHEHBE RS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 35


https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/monitoring-and-troubleshooting/statistical-information.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/dhcp-server-and-dhcp-relay/dhcp-client-for-data-port.html#monitoring-dhcp-client-wan-links
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/dhcp-server-and-dhcp-relay/dhcp-client-for-data-port.html#monitoring-dhcp-client-wan-links
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/dhcp-server-and-dhcp-relay.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/monitoring-and-troubleshooting/viewing-firewall-statistics.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/monitoring-and-troubleshooting/flow-information.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/dns.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/monitoring-and-troubleshooting/diagnostic-tool-sd-wan.html

Citrix SD-WAN 11.5

o AMTEEER: X ELNER REATERFINSEE LHIILRMNEE,
« BEBEERE: GAUEERE, IhEHABRIERSE ENARPKE. BE. HERIERMAMECE KR
s MEWMGE: FAMEL RERTUF SD-WAN 8EEERERERINRE,

AR

FrEXLTEE 2B SD-WAN XS4 A,

FRZFFNTE

Ul AZH LT SD-WAN 8%

« Citrix SD-WAN 1000 SE /PE
« Citrix SD-WAN 2000 SE /PE
« Citrix SD-WAN 4000 SE

Citrix SD-WAN 11.5 {rAFHR 500

September 2, 2022

+ Citrix SD-WAN 11.5.0 2ERATAMRE, NEHIHFENE R /£ BB HENZIE,

+ SD-WAN 11.5.0 lRAFZHFEHAR (AE). B&AR (PE). I igmMmwHE,

o SD-WAN 11.5.0 1Xz#% SD-WAN F &R ahiREINTES,

« SD-WAN 11.5.0 Fxz#5iER F A Citrix SD-WAN Center 5§ Citrix SD-WAN Orchestrator,

o Citrix T&o1mE _£%%8 SD-WAN 11.5.0 E,

« SD-WAN 11.5.0 hkas R aei@id Citrix SD-WAN Orchestrator fR31g#, HERIDEEHMIEME POP LI
i

No

EEREFMLE EEE 11.5.0 Z5i, 1EFRIAS Citrix = REE/Citrix ZHFIIFAENENIES,

September 2, 2022

B ER

1RE SD-WAN ig&rhiefit 7 %% SD-WAN & &EHIRER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 36


https://docs.netscaler.com/zh-cn/citrix-sd-wan.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/updating-upgrading/sd-wan-platform-models-and-software-packages.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/configuration/setting-up-virtual-wan-appliances/appliance-hardware.html

Citrix SD-WAN 11.5

B ER

RS RIF IR BRI Citrix SD-WAN & &Z SHFEzITHERR Citrix SD-WAN ElfFhRs,

==
A=

ETREREhR A& T E 51517 SD-WAN RRZs 11.4 MIgE BT EINREERE, EXESER, 55 Citrix

EFHIAEL Fo

MHER

M SD-WAN 11.5 hasF8, SD-WAN ig&&iFai@d Citrix SD-WAN Orchestrator BRES#1TER. BXIFAIERM

FRER, B T8

A BT E R
F 2 gE A cookie, HEBREHBAT JavaScript.
LT %2852 35 SD-WAN &2 Web RiE:

o JINAIM 49+
+ Google Chrome 51+

o A% 13 +

SR ERMEA Cookie, HEBZRHEMBMA JavaScript,

EIEERERF

BILE LT BN &2 L A2 E Citrix SD-WAN SE/PE VPX:

+ VMware ESXi fg5328. 5.5.0 XEShR A
« Citrix Hypervisor 6.5 iE =R 7S,

+ Microsoft Hyper-V 2012 R2 s E = kR,
« Linux KVM

ZEA

AIEL T =& LB E Citrix SD-WAN SE/PE VPX:

+ Microsoft Azure
« Amazon Web Services
+ Google Cloud Platform

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

37


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/licensing.html

Citrix SD-WAN 11.5

SD-WAN F 5%

September 26, 2023
U TEZH#M SD-WAN iR ERELHIGEES:

SD-WAN SE F&#&8 =)
110-SE/110-LTE-WiFi/110-WiFi-SE NG SZH 2%

210-SE/210-SE LTE NG SZH 2%

1100-SE RESZE

2100-SE AEDZIKE

4100-SE BIEPO-EEHT R (MCN) &
5100-SE BiEPO-EEHIT R (MCN) &%
6100-SE BiRHPO-EEHIT R (MCN) &

SD-WAN VPX Eilik#& (SD-WAN VPX-SE)

T 2= #0 SD-WAN VPX Eiig#& (VPX-SE) &S

SD-WAN VPX-SE E&1R8 o)l

VPX 20-SE MCN SiEFiRigE, NI XA
VPX 50-SE MCN SiEFimigE, NI Xif
VPX 100-SE MCN SixFimigE, NI Xif
VPX 200-SE MCN SHERIHIRE, NI
VPX 500-SE MCN SERIHIRE, NI
VPX 1000-SE MCN SHERIHIRE, /NI

BEXEZEE, 15807 Citrix SD-WAN B VPX tRERRE o1 E& 5 o

FHRETE

September 2, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved.


https://docs.netscaler.com/zh-cn/netscaler-sd-wan-hardware-platforms/standard-edition/sd-wan-vpx-standard-edition/prerequisites.html

Citrix SD-WAN 11.5

TRIBET MUBIRREAREINARE Citrix SD-WAN B4R 4B S

SD-WAN 11.1 11.0 10.2 10.1 10 9.3.5 9.34 9.3 9.2
SD-WAN 11.0

SD-WAN 10.2

SD-WAN 10.1

SD-WAN 10

SD-WAN 9.3.5

00000
0000
000
<JE<

SD-WAN 9.3.4

SD-WAN 9.3

SD-WAN 9.2

SD-WAN 9.1

0000
000
00

o

Citrix ARIEFEPERE T ARBREES.
AR

o BIM Citrix SD-WAN 9.3.x hiasF4& %) 10.2.8 WEFEARIMEMEEMAZ FIAELE 10.2.8,

o ERITREARE, BHERTIEZATRYEEREREE. IREIEA “BRATR TEFT
FLZ BISEMAE, WX FMEHITTENER, EMREAEFAZET MCN. EMEMSE, FEFXIX
LIl AT A E R EE,

o M Citrix SD-WAN 11.0.0 hxF4s, SD-WAN RH4MERBRIRIERS/ NZBEARBRHIRE. EREEFH
FIRPNITEEIERBS. Eit, ARESIREHNTITAIEIALIIE 100 7, Lt @I BEHRNRER
gt, FRISNDRENAREHA/NFIEMNL 90 MB,

ficE&

September 26, 2023

%4 SD-WAN 34H FeliEfE, BJ B2E SD-WAN & &8 B LA EIEMLMEE,

IR E

NFERME SD-WAN 8 MgE, HMFTHXEIE, A, Ib3RREESMEFHERAEER#TRENE, L
BRI EEESREH EEEESLNNERITHE. B, KEMPETEFTR (MCN) /5, &R E SD-WAN

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 39


https://docs.citrix.com/en-us/upgrade

Citrix SD-WAN 11.5

ANEFIFHRE (BFRETR).
NFERMEEN WAN 898 Mg, BRERITUTIRE

1. 188 SD-WAN & &BEHMEIBEMEM SD-WAN VPX Eiki&& (SD-WAN VPX-VW),

2. GEIREWEIE IP it FHIIEERE.
3. REIRE LR EAMAYE,
4. BiIflasiE Bl ERENSEREKE

R4
=

MREHERNEBNREEREFEEEZIVEHERE Web R, NEARRENEEEREBEEL. ARG,
TR NERBERINRG, AMKRFHREERETE. Alt, BHBNEEIRHEARESIHITHME
RMESEHRIER B 21E B HERIRENRENE,

5. EIRE £ EHHRERMHITFIEX o
BXR%E SD-WAN E#i&# (SD-WAN VPX) #9iieR, B8R TE5

« XF SD-WAN VPX,

o 1% ESXi EZ&%#&MAZE SD-WAN VPX-SE,

Web R (Ul) miE#HR

ATIRMBEASAIRAM SD-WAN Web EERERE REMHNSMEEHE.

HASH TEERT Web BEERENEASMITRURAFIRIENHNARIE,

Breadcrumbs Page, Tabs

. 1016112 650235 Logest
Menu Bar—— Bashbaard
Saction Tabs —

— Appance Settings Configuest Appliance Settings

Usér Accounts RADTUS TACACS + TIPS Can

Mavigation Tree Chamge Local Liser Password

aimn

rm s snance Change Pattssed

Dielete Workspace For User

Page Area

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 40


https://docs.netscaler.com/zh-cn/netscaler-sd-wan-hardware-platforms/standard-edition/sd-wan-vpx-standard-edition.html
https://docs.netscaler.com/zh-cn/netscaler-sd-wan-hardware-platforms/standard-edition/vpx-standard-edition-on-esxi.html

Citrix SD-WAN 11.5

BEARSHMaTRO TR

o IREE-RTREERS. KEMNI IP ik, KE FYRETHRAEREUNRYFIERSENAR B, Rl
EHERTARIERIEN EE &,

o ERFE_XZENMEE Web RERE LIFEETARTHNE, XOEATRRARSHS HMATTE A
SIEI R,

o BROAI R —ERET R FIUEINEH ESREA, XEE Web EEREREMEFHNINELET. S185
HEECHNSHN, ATEZBSPSMITERREN, REDKETRUZ TSNS,

o S-SRI TFEXRBI=THANEEER. XFETBOHSHM. BEH7KED-RUERIZED B FHN.
SR U T B SATED

BEHERD IR R U ZER D B FAU A E R R,
BEMNPENDZZBN + (NS) UBTESZEEN A HIH.

BENERFEENE X ERZE.

BEAXMEFZLN— (BS) UXADZ.

- HEE-ERHAINENSMER. RESMAUTRERIENINE, EFUTERSIETE, ESAMERNE
BFEET. HRNENZMURCHEEET.

s NEKE-XEFMENENNEZTNTERE, £SAMNPEE— A UETZIE R IATTE.

s THENF-—RENEEEATERRTANEERENES FRUEAETR R, EfMITFRERKIENINE, ELHF
UFRESMETHNTA. BN (5 “EXEE RAS—H), ENFUITFRIERENAEES, UFSANMRI
ETFXZE,

o FEIEXKEAN-—NTFRENE, ERTLUEASNSE/ NIEXE (HEED) NEE, UETREIREDNE
7K. AXMERT, NEAKEER. BRIRBNELELE—TRENEFERBRNF. BIRRIER
K=k, BEIAREANBE R, ARRLHBAR MR UIEARGENEKIHEE,

MFFRBAMERTRFE—IE, ATUREHENRSENENLS U ERTBIE,

Web EEREEGIR & BHIR BOETEUSFAMEENESEL,
IR NEE RSN TREARS:

. RERES

. ENBERSRE

. EHIGETIEAIRAIEE

TEERT 25T S (MCN) £8 UFRIR 2756,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41



Citrix SD-WAN 11.5

Dashboard Monitoring Configuration

System Status

MCN_23
VPX

BASE

MCN
67€0772c-5190-a2ee-d183-9244189b30a0
s 10.102.78.154

1 days. 10 hours, 49 minutes. 48.5 seconds
1 days. 10 hours, 42 minutes, 20.0 seconds
ain Enzbled: Default_RoutingDomain

¢ 10.1.0.111.690027
Jun 21 2018 at 23:42:30
WPX

O Partition Version: 4.6

Virtual Path Service Status

Virtua! Path MCN_23-SiteL: Uptime: 1 days, 10 hours, 29 minutes, 19.0 seconds.

TEETRTEFPHREEHRERTR

I Dashboard Momitoring Configuration

System Status

DC2-201
5100

Client

ery

Rout

sz 10.199.107.201

e Uptime 2 weeks, B minutes, 26.0 seconds

ng Domain Enabled: Default_ RoutingDomain

Virtual Path Service Status

Virtw,

REIREES

E1% 8 Citrix SD-WAN g &M WIRIRE), BHITUTIRE:

. IRERE,

2 weeks, 36 minutes, 52.5 seconds

al Path DC-BR: Uptime: 4 days, 5 hours, 31 minutes, 39.0 seconds.
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£ IPv6 & F ik REDS (6 ANt °] A5 S MBS B 3@ BB R ML IMX (NDP) AfrfE BASEME 2HH
tko

EfgE DHCP, i5i%h DHCP 8i%iE, EFRALRZE DHCP, &% SLAAC #1 DHCP Ei%iE,

« IPv4 1 IPV6 thiY: % B IPv6 1 B A IPv4 S3%ELUSE A IPv4 1 IPV6 thill, EXMIERT,
SD-WAN &&EF—1 IPv4 12 |P #istfil—> IPv6 EIEtnt,

AR

o BMZENEIE IP it A2 ME—E,
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EIMEEIRE SD-WAN IREER IP ik, H BRI UMM ERGEERZEIZIRE.

EEFAEAITIIR ATIIRIBENCHEESERE IP it sy IP A ETIR, ZTIRAITFMFIERNSEIHREER
Eo #RILUARIN IP sttt URREIR |P itk RGeS EBIRLE AR,

EEAWFIRPAIMNIMIBR IPv4 sk, HFUGER [Pv4 stitibinie) SD-WAN S EERE. A, ETEAFFIRDPHR
INskMipR IPv6 sk, SRR IPV6 #hikinial SD-WAN & & EE R,

Management Interface Whitelist

An empty Whitelist allows Management Interface to be accessed from all networks.
V4 networks can be added/removed only from a V4 network.

V6 networks can be added/removed only from a V6 network.

Add Network(s):

Change Settings

R E HHAFETE]

fEigE £ =% SD-WAN BREFRNEZ AT, SAUEIRE LIRS BEIFBTE,

3 =

AR
o AN ERNEIMENERRFEEITE.

o IRFapEET NTP RSZEBFELHFIRE, HEMKENREBEIEENITIYEE, W Ul 21EF8EHE.

BigEAAMBYE), BHRITUTERE:
1. BRFEFERENRE LNEE Web RE.
2. EEXRBEED, ®F KE” EH+.
XFERBNEERTETR BE SN
3. ESM MPITH RSP DT,
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4. I RGP HXT, BEREAM/MNERE, XFETAMBH/ERERE, WTAT.

Dashboard Monitoring Configuration

+ Appliance Settings Configuration » System Maintenance > Date/Time Settings
+ Virtual WAN
— System Maintenance | Mote:If the Appliance date/time is turned back due to NTP or manual changes, Reporting artifacts may occur. These can be clearad by

creating a new archive of the current database on the Reports screens.
Delete Files

Restart System

INTP Settings
Date/Time Settings
Local Change Management

1 Use NTP Server &

Diagnostics

Se Address: f ;
Update Software SEMECEddTE Et‘me'mSt'gm
Configuration Reset Change Settings

Date/Time Settings

Date: | Apri v v|[2018 v

Time: TGQ vl 30 vis7 v

Change Date

Timezone Settings

|Note: After changing the timezone setting, a reboot will also be necessary for any timezone changes to take full effect. Until then, some
llegs will continue to use the actual timezone setting in effect at the time of the last reboot, even though events timestamps may reflect
[the new setting.

Time Zone: utc T

| Change Timezane ‘

5. MITERERBYBY X F B TRk 8 ik iRt X,
AR
MREHNEANXIRE, NPT IRE BN B Z 5iRITIR(E, SUERIRERSRBANG R

[=a)
EHo

6. BE BHNX, RFEEMXKAENMMERITESa BARMNERE. MRETHSEZAIRE T EHNE
HARNEYE], WERIRERFBER. NXKENTHE, TENBEETRNERER (FEEEIRE) MREH
Bo

7. (AI%) BA NTP BRS8BRS.

a) % 8 NTP RS
b) 7 “IREaHH” FEEFEAN RS S,
c) & Change Settings (FXigE).
EHERNERRINEREN (REEENE) IRSHER.
8. MBMAFETHXREHEER. BME,
9. M “BYfE” FERTFHISZEAIER) B DA,

10. BF “EREH
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} =r

AR

X EHBEAMNEIRE, EFRERMNERERIRSES.

T—ERBEHaRE BN HERENRKE LPREMEN, BRINER, XFATUBLEELMERENSIETRL
Ik, XARESHIFER. UTHIEHTEXREEHNES E8B ENE. MRTEEEBNEE, FJUER#
N “LfEFRE SD-WAN BREFENHESCHE” 28453

R A
=08

MRFHERFTENREETREREZAIIHERE Web RE, NWFERRENEEELHZELR. ENERER
98, AMKAFRERERETE,

RGBS

INREFFARFBNHEEREFEEZAITIHERE Web RE, NAAERRENREERTBEER. R, EUMEHR
BERIRG, AMKAREEREDE. Fit, BiFEtIZHEARECHRITHBERESMN, BiEHaR1E B i
RIREANRSHNE. FIAEN 60 2. RKEEAN 9,999 K, HTFL2FRER, BNETHXEESEREEENR
REYE (&

BREEIHIARIE BT BfR, FHRITUTIRE:
1 ER EE Em+, ARESIHPER “RERE 2%

XEER “KRERE” TUH, RMNELATSWARE “AFRKF” B+,

Dashboard Monitoring Configuration
= Appliance Settings Configuration » Appliance Settings
Administrator Interface
Logging/Monitoring User Accounts RADIUS TACACS+ HTTPS Cert Miscellaneous
Metwork Adapters
FiSES Change Local User Password
SNMP r
7 User Mame: | admin v
Licensing | |
+ Virtual WAN bl l-—_ S |
MNew Password: | ]

+ System Maintenance

Confirm New Password:| |
|

Change Password |

Delete Workspace For User

2. &EF HM EmF (&AL

XEER “Hfth” %W R
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Configuration » Appliance Settings

User Accounts RADIUS TACACS+ HTTPS Cert Miscellaneous
Change Web Console Timeout
Timeout: kﬂ Enter the new timeout value in minutes (1-9999).

Change Timeout

Switch to Client Console

Switch the mode of the Web Console to enable configuration of Client functionality.

Switch Console

3. WAEHIE 8 B,

£ Ef Web 1ZHISBNEON B FBRP, BA—TRENE USHREW), SAER 9999, BikE
760, XWFAIGECESIERIR KB,

AR

HFR2ER, BSUETREENPEERILEEE NIRRT E)ER.

4. B BB,
XREERIE B EfF, HERIETHREETRINER.

Configuration > Appliance Settings

Timeout Change Success

0 Your timeout has been changed.

You will be automatically logged out in ‘3 seconds.

TERREER (L) 5, 2BRLL, HEZEEIHERE Web RE. IINEETERRE.
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YOU nave been Suc

o]l QN

Password

Copyright(©) Citrix Systems, Inc. All rights reserved.

5. WABERAFE (admin) MEE (BE), ARREE ER.

T—HREIeE L EHHRE SD-WAN REFIIEN o

RELR
WAE, (EAILEE SD-WAN 88, LURBMARMRERIAIEREN, EMER, FHEIRFME. syslog 3 SNMP
BB,
EREMBFRL. BEBRS. FRRSNFELARNERELR.
BRELRIGE, EHITUTRIE:
1. 7€ SD-WAN Web BRRES, SHE RE>LELE > A SR/, KELS ERER,
2. ik FINERL FMHER.

Configuration Appliance Settings Logging/Monitoring

Log Options Alert Options Alarm Options Syslog Server

Alarm Configuration

lcensig Add Alarm
+ Vi o Trigger Clear _
Event Type Trigger State Duration secy €9 State Duration tsec) SV Email Syslog SNMP
+ 5y PATH v ||DEAD |0 GOooD |0 EMERGENCY
VIRTUAL PATH v |DEAD 0 GOoD v o GRITICAL
WAN LINK v |DEAD ) [cleleln) vl|o ERROR
| Apply Settings |
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3. AT FREFTIMNE:

o EHEE: SD-WAN BT UAMEBHRRFE FRAAINRMAER, XEFRABIRTAEHEE,
AT S4B a4E SERVICE. VIRTUAL_PATH. WANLINK. PATH. DYNAMIC_VIRTUAL_PATH.
WAN_LINK_CONGESTION,USAGE_CONGESTION. FAN.POWER_SUPPLY.PROXY_ARP.ETH-
ERNET. DISCOVERED_MTU. GRE_TUNNEL #1 IPSEC_TUNNEL.

o MRS MAEALRBEERNECRT. TR MAKS BBV TPESE4KEE,

o fRRIFSAYE) IR BAIRIFFAETE], XRE TIREMAEIRIEE, WA 0 LURKENNER, HER
AT 15-7200 #ziBpE. MREMEFEIERAR—NR ELXEESEN, WFASMRER RE
HEAFSMEBE R RE N, TaRAESER.

o BRRES BAEREEREHREERNEMRS, AANBRRSETEBUR T AL L SRS,

o BRRISERATE]: LIRD N BURFSETE, ©RE T BRERZMFTESFHSKME, A 0" BIFIZENE
FRER, SHA 15-7200 #ZEIM0fE, MRERENBEAR— MR ERETS—MERRESES, R
=BRER.

o FEM BREXNFER, BTHEERNESEE, TFEMETEMRLIBRERNZXNER UK
RHERBES,

o BFERF: EFRENERML[BINBRERED B FEFRE,

« Syslog: EHXAMEIRAALBIBMEIRET Syslog Kix.

« SNMP: E=ERHNERMASFIFERERET SNMP [ERAE,

4. RIBFEHRETMER,

5 B& MAKE.

EEMEANER ZETEMERAEROBE, BRITUTERE:
7£ SD-WAN Web EEREH, SME) BLE > RAEHF > 128 > EiR.
R ETFAREZERITIR,

B——— Ping Traceroute Packet Capture Path Bandwith System Info Disgnostic Dats Euents Alarms Disgnostics Taol
Delete Files Alarms
Restart System
Dte/Time:Setings Erable futo Refresh Time Interval [ 8 ¥ |seconds | Refresh | [Clear Checked Atams | [ Clear il planms| @
Local Change Managemant
Diagnostics
Vedateisatiare Trigasted Alriis Summary:
Configuration Reset
Fitter: VAny column M ‘JW J
Show | 100 v |entries  Showing 1to 11of 11 entries [First | [Previows | [1] [Med] [Last]
Severlty Event Type Object Name Trigger State u’li.fgfi;n i Clear State culj:n e Clear Action
_ PATH Client-14L-1-36-> MCR-WL-1-MPLS DEAD 0 500D 0
_ PATH Client- 1L -1-MPLS- sMCH-4L-1-MPLS DEAD 0 500D 0
CRITICAL VIRTUSLFATH  MCH-DE:Client-1 DEsD 0 5000 0
_ PATH MCHAWL-LHPLS-»Client-LWL-1-36 DEAD 0 500D 0
_ PATH MCHAWL-L-HPLS-»Client-LWL-1-MPLS DEAD 0 500D 0
_ PATH Client-2-WL-L-MPLS- -MCH-AWL-1-MPLS DEAD 0 00D 0
_ PATH Client-2-4L-1-36-> MCR-VL-1-MPLS DEAD 0 500D 0
CRITICAL VIRTUSLPATH  MCH-DCiClient-2 DEAD 0 500D 0
_ PATH MCHAWL-L-WPLS-»Client-2-4L-1-36 DEAD 0 500D 0
_ PATH MCHAWL-L-HPLS-»Client-2-4L-1-MPLS DEAD 0 500D 0
Derror WAN_LINK MCH-WL-1-MPLS DEED 0 600D 0
Showing 1to 11 of 11 ents [Firse ] [Previgus | (1] [Neal [ast]
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ARRAER EFBRRANER, BRITUTERE:

1. 72 SD-WAN Web BEEREH, SHME GEE > RFHER > 108 > B
2. 72 BRRIRE P, ERERFIER.
3. BE BREPNER. oE, BE BRAEER WEKRIEER.

REFEHITR

SD-WAN =iz 3 (MCN) 2EM WAN FiKinigE, BF, XRMBEEHERONEM WAN &, MCN B
MERARBENTAEEREENND LS. toh, ELiEE MCN ERNERE Web RERITASHARIRE, Eih
WAN R geBE—1MEsI MCN,

AIANBERT, REABEF RIS ENAR. BRFgEEILAN MCN, EoRERRMHEE MCN b=, ARTEE
ER MCN & EEFHBCER EMENAYIR &,

M Citrix SD-WAN 11.5 frasFa, Errbi@E Citrix SD-WAN Orchestrator BE5318& MCN, BEXEZ(ER, 55
i SE M LR E,

REFImgEEED SR

HFIABE, REMN REFEL BT SFNEIE SD-WAN, I T—Ro%ika SR RIS B EEEE s
DHIEENRE, XRNT MBS EHFHCEEN SD-WAN @& aMEs. EEE DX ESER R SN
XL A,
B0k RIREERE SD-WAN, 1S &R R RHHIT I T
1. MRMFRXEE, HEERFHEE

HFERME SD-WAN 9518, BHITU TR
18 ® SD-WAN REBAFBIHBHOEM SD-WAN VPX Eikigs (SD-WAN VPX-SE).
ISEIGEMEIE P M IR,

REIRE LARAMEE, T e IEBNRERENSENRAE.
IRE L EHHARERFIFAIEX o

a
b
c

)
)
)
d)

2. BigEEETD XIS LAN, BUKMBLEN—inEEE SD-WAN i&& £ LAN BRERKO. ARFEL

F—imiEER LAN 8.

3. Big&EiEED WAN. BUKM BN —inZEESl SD-WAN && £ WAN BEBEMEO. REFBENS—ik
EZS WAN EREH 28,

T—PRATMREERTEEEENE R K EREMBEENE SD-WAN R& 8.
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iiial shell &<

M SD-WAN 11.4.1 ki #AF8, EERKFA AP A UEEM SD-WAN CLI 2#1&i51T shell &<, MEFRTHA
CBVWSSH g5t R E R &R, LLIhAERTLUMER CBVWSSH ik P SRS BRI HERER M A ERIRE, Nl
527 SD-WAN ig&miRet, EizfT shell 63, EER SD-WAN CLI=HIEHEBA shel Lo

P =

o (REEGKF AR XL, WEEER. REBERHK Viewer kP AR FXFFIEIhEE.
o WDHRENATFHIEHRER, B shell <S#THEASETRANELREZ Citrix 5E.

A& B SD-WAN €& FAEE 11.4.1 kA, RINEERKFNEIBES CBYWSSH kR RS, 8REE/ERE
EGWKFEY, CBVWSSH tkFMERINEERIKF 2 BINXMESHELE,

fsk % SD-WAN i&EM 11.4.1 R EIIBRRZEY, ErILUAEREERINERAKANEZE, B2, HEERcRAD
3| CBVWSSH WP, Eitt, 77 BMEEREERAEARZ she Ll &<, BIMERRIRE ZATICEHFIZD.

FH=7E OpenStack FZ5E Citrix SD-WAN #RERR

W1E, EAILUE OpenStack FiEHEIE Citrix SD-WAN #R4ERR (SE)o ik, Citrix SD-WAN BR& S SZ 35 ACE IR
[EIE 2N
AR

Bl Citrix MU LA IFEC B IR ThER TRk,

BB IREHRINAE R IF U TS HEE, WEBIBEIEMLKS Citrix Orchestrator Ei5&(E:

o EIE IPv4 it

+ &1 Gateway

« Name-serverl

+ Name-server2

o FHS- BFEHEIE, ¥ANHEFHEEERARFTIS. EPEENFTISH
Bs.

RSN

7 = VPX 52l B BhE AT

AR

- EEEMFRAFYIS, 7E SD-WAN FE&H— init A, ZkZ1E OpenStack Lizf7, #7E /etc/de-
fault/ RYIPEHFTIS,

o Orchestrator ¥ MEEM—RIF5ISH SD-WAN 18E A 8EIEE T 1%

Cloudinit #iz32#57E OpenStack &R B h2R#HTT SD-WAN BB L TFXX K,
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FELETXWIES, EMEME ETXAHEMNIER, EMVBERE LT, ELTXhd, EMHETUEEHELERS.
EAAHIRENENEES K,

stF OpenStack 489 SD-WAN =, RAFRMNERE IP. DNS MIFFISAHAFEHNIEAN. Cloudinit B4 m@imx
EMAHERAENESEEE.

£ OpenStack =IFFEHEENEAIRY, Citrix SD-WAN €& FELXHAFHIEMN CloudInit mRA, URiFEHET

LB HEE,

Z7f OpenStack #i&A Provisioning SD-WAN SE, EHITUTHRE:

WEFN

®E BEG, RARBEE IERE,

Create Image
kel
Specify an image to upload to the Image Service.
Metadata Image Name" Image Description
I
Image Source
File®
Format”
Image Requirements
Kernel Ramdisk
Choose an image Choose an image
Architecture Minimum Disk (GB) Minimum RAM (MB)
0 0
Image Sharing
Visibility Protected
Public Private Yes No
% Cancel Next >

o BB -REEGRET.

o BR#ER—FMERER,

o XM - MZHERENZE N BT kvm.qcow?2 BRIZSTHHG Hik .

o BR—MTHIFIRFIEE QCOW2 —QEMU 1IN HLARIE o
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BHEIEBR S,

PILE P48 I EB L RN IA IR H FE X o BRI AEIR O
1. %R M TR, AREERD ERF.
2. BE KO ARECENFAREE, ARRE0E

Create Port

Security Groups

Name

Mgt-por Description:

You can create a port for the network. If you specify

¥ Enable Admin State device ID to be attached, the device specified will be
attached to the port created.

Device ID @

Device Owner @

Specify IP address or subnet ©®

Fixed IP Address -

Fixed IP Address’ @

10.106.36.xx]

MAC Address @

& Port Security @

VNIC Type @

MNormal -

NSRS ERE IP stosik, MAT#LE R AFM P ik,
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Project v

Project / Network / Net / public
U b pUb|IC Edit Network | ~
mpute
Volumes >
Network v
j Displaying 12 fems
Routers 0O Name Fixed IPs MAC Address Attached Device Status Admin State Actions
Security Groups O MgtPort » 10.106.36.41 fa:16:3e:24 Ba:Be Detached Down UP EditPort | «
Floating IPs
o o 120 « 10.106.36.31 fa:16:3e:cd beoeb compute: computel Active up EditPort | =
Trunks
O test « 10.106.36.36 fa16:3e:52 2d.:Bb compute: compute2 Active uP EditPort | ~
Object Store >
Admir > QO tiny_mgmt - 10.106.36.44 fa:16:30:84 8304 Detached Down up EditPort | =

mABE, RAEREZRIMEMESE, YREETH “BRE"
Bl OpenStack LIS BEE IREhes H %% B P #E.
3. B OpenStack HE2E 5,

Project v
Project / Compute / Instances
API Access
e~ INStances
Overview
=
Images  Displaying 9 items
Key Pars O Instance N Smape 1P Add Fla Ko Suatus
O Instance Name ress wor o d s
Server Groups
O  router_image test_linux 10.106.36.43 m1.medium - Active
Volumes >
11 fi -fi ]
N 5 o :?:ar configd ::"" inaltl 10.106.36.36 m1.large Active
-f
Object Store > O  sdwan-releasell ::w" inaltl 10.106.36.31 m1.large Active
Admin >
test 3 172.16.12.44
Identity > O  sdwan-sample sdwan priv  public 10.106.36.42 m1.large Active

test 1 172.16.10.67

4. T# kvm.qcow2.gz XHHERET.
5. ¥3 X, RAEEE BhEml,
AR

UMK, ERILLRE SEFIHREEEIRA,

Filter

Availability
Zone

computel

compute2

computel

compute2

HEERGEREFREE Bl

O > admin sdwan-finaltiny Image Active Public
O > admin sdwan_mtu_check Image Active Public
O > admin sdwan_priv Image Active Public

6. £ 1¥4 ERETRT, REUTER:

o KHIBTF—IRHEFINENR.
o HER—AINSEBIBIHER,
o AAX-MThYIERFEFEERERELFIBATRX,

& Launch Instance

Power

Task Age Actions
None  Running 1 day, 5 hours Create Snapshot =
None Running  1week, 1day | Create Snapshot =~
None Running  1week, 1day | Create Snapshot ~
None  Running 1 week, 1 day Create Snapshot =
133
" ceone o8
132
No ICOW2 Launch = =
Q GB U
129
No COW2 Launch = =
@ GB

o HE—IAERITER. ERILUEIMTHASIZAEHERIIRENS LA, BET—P,
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Launch Instance

Source *
Flavour *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

¥ Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
count. Increase the Count to create multiple instances with the same settings.

.
Instance Name

sdwan-openstack

Description

Availability Zone

Any Availability Zone

Count *

1

Total Instances

(30 Max)

40% '

M 11 Current Usage
1 Added
s 18 Remaining

< Back Mext > & Launch Instance

7. ERETRSP, £ EHE TER S, ARBET—F. KAREATIELFIRIR,
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Launch Instance

Details

Flavour *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

* Cancel

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance
{image snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by

creating a new volume.
Select Boot Source

Image

Allocated

Updated

w Available

Q, | Click here for filters or full text search

> cirros

> sdwan-finaltiny

» sdwan_mtu_check

> sdwan_priv

> SDWAN_VPX_IMG_NEW

?» test_branch_1

¥ test brnach_2

> test_dynamips

? test_linux

> test men

Create New Volume
E Yes . No
Size Type Visibility

Select an item from Available items below

Updated Size Type Visibility
8/7/19 9:25 PM 12.65 MB qecow?2 Public
11/7/19 10:42 AM 1.33GB gocowz Public
8/19/19 1:34 PM 1.32GB qcow2 Public
11/5/19 10:34 AM 1.29 GB gocowz2 Public
8/8/19 8:31 PM 1.31 GB gocowz Public
10/4/19 10:07 AM 1.72GB qcow2 Public
10/4/19 10:08 AM 1.72GB gcow?2 Public
10/4/19 10:06 AM 1.72GB qcow?2 Public
10/4/19 10:07 AM 1.72GB qcow2 Public
10/4/19 10:08 AM 1.72GB gcow?2 Public

< Back Next >

& Launch Instance

2]

Select one

8. AEfEHE Flavour , REREHT—F. BALRFIEENNREELFINITE. FHRINESE,

EEFRH BB BB RRFFHER A AL FIKE,
ARARPIRA—EEE

HETR.

ERRNFEBRMEENLR, BEEHEHFX (BM).

RENEHRREREEFRNENIE
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Launch Instance

Details

Source *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

* Cancel

Flavours manage the sizing for the compute, memory and storage capacity of the instance.

Allocated
Name VCPUS RAM Total Disk
> milarge 4 8 GB 80 GB

v Available

Q | Click here for filters or full text search.

Name VCPUS RAM Total Disk
> mitiny 1 512MB  1GB
> mismall 1 2GB 20GB
> mimedium 2 4GB 40 GB
> mi.xlarge 8 16 GB 160 GB

Root Disk

80 GB

Root Disk

1GB

20 GB

40 GB

160 GB

Ephemeral Disk Public
0GB Yes +
Select one
x

Ephemeral Disk Public
0GB Yes L
0GB Yes. »
0GB Yes. *
0GB Yes. *~

< Back

Next > & Launch Instance

9. EEME, RFRE T—F. MENLHIREESEE,

AR

EERFERREHENS, HEXEMBMRGEEEROFNIEYIENS. B, NENESHAFE
By, XEMKRTELREEN, FARTBREN.
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Launch Instance

Network Ports

Security Groups

Key Pair

Configuration >
Server Groups

Scheduler Hints

Metadata

® Cancel

Network

08c39ca9-cB6e-4e80-8dd2-5b
775497069¢

Oce9eBb1-ad5d-4210-87dc-62
917c827c17

26a6ed1d-6f64-416b-b510-810
938d9aB69

27216510-443b-4181-9358-38a
Se2ealfad

test_4

8bB9%eda3-c47a-4821-bb17-09
acaf6adfed

test_1

Hw_provider3_vlan20

f1ddedbe-8272-400c-bbai-c3
50864eecdf

f3158a09-cBdc-421a-9e8f-048
148600955

test_3

network_ipv6

Details
wv Allocated
Source *
Network Subnets Associated Shared
Flavour
1 > public public_subnet Yes
v Available

Q, Click here for filters or full text search.

Subnets Associated

09408ac1-6dfb-4381-bd2b-
34c12815280c

76268154-71af-45ff-ae2a-
b97fb72e3d6b

c81c3ale-eBde-46b1-9e29-
3300b8e7323c

373b775b-8576-484d-abd8-
9011362284da

subnet_4

ab3c53f6-cadb-4958-aedf-
Tcdddb21c257

subnet_1

providerd_subnet

36615024-cf0a-4648-8053-
c3fe946df958

736e9dad-7526-4072-aa93-
66607 1df24f8

subnet_3

subnetwork_ipvé
ipv4_subnet

Networks provide the communication channels for instances in the cloud.

o

Select networks from those listed below.

Admin State

up

No

No

No

< Back

Next »

Status

Active +

Select at least one network

»

;::;:n Status

Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +
Up Active +

& Launch Instance

10. ASLGIEEMEZRD, ARRE T—F. MEKONKLFRHETIMNIESEEE,

AR

ERILUERIROMARNE, el LUERRERSEM.
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Launch Instance

Details

.
Source
Flavour

Networks

Network Ports

Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

Metadata

® Cancel

of both.
v Allocated Select ports from those listed below.
Name 14 Admin State Status
1 > tiny_mgmt 10.106.36.44 on subnet public_subnet Up Down +
w Available Select one
Q
Admin
Name P State Status
3865f021-dBdf-40a8-964a-7bb7f3728
> 353 192.168.234.239 on subnet Up Down +
3f7888d2-dd2b-487d-ad88-6¢f3261
> Len adBs-belasble  192.168.234.113 on subnet Up Down +
7B47377d-6f82-4a7{-9e8d-26703bfc7
> bOb @ © 192.168.234.240 on subnet Up Down +
2bd26300-4af2-4503-8ecB-728ad596
> & 192.168.237.88 on subnet Up Down +*
Tesf
6ecal b-4b38-41f3-B6cc-8973a3bfl
? 3;'3 aea ¢ 182.168.240.223 on subnet Up Down +
9dc0d02b-7933-4689-92a3-18¢3177
? ¢ ° 192.168.240.251 on subnet Up Down +
c7c0d
378ba39-0c61-4e35-8a2c-0419fad
> ¢ col-ae C-D4TNABC 192.168.240.4 on subnet up Down +
2989
958ad235-94b0-dccd-Bf07-88539bc5
> o ce “®  172.16.22.1 on subnet up Down +
b584
10.106.36.41 on subnet
Mgt-Port ) V] D
2 LELE public_subnet P own *
< Back Next > & Launch Instance

11. #%32| EE, RRE8E EFXHF. &% user_data Xk, BT user_data X#rhzEE EXE IP. DNSH1 &

55 ER.

12. BR EERGEE SiEE, BdERRERRESE, ERILKEAR THIERNREHR,
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Citrix SD-WAN 11.5

Launch Instance

Details

Source
Flavour
Networks
Network Ports
Security Groups
Key Pair

Server Groups
Scheduler Hints

Metadata

x Cancel

You can custemise your instance after it has launched using the optiens available here. "Customisation Seript” is

analogous to "User Data” in other systems.

Load Customisation Script from a file
Choose file No file chosen

Customisation Script (Modified)
#oonfig
management_ip
address 10.106.36.43
netmask 255.255.255.0
gateway 10.106.36.1
dns
Disk Partition

Automatic

™ Configuration Drive

< Back

Content size: 213 bytes of 16.00 KB

Next »

13. BF Bahsfl.

7£ 210 SE LTE i&& tEE LTE Thek

September 2, 2022

TR LUER LTE ##83% Citrix SD-WAN 210-SE LTE i & EZ T EHNE, ATBIRMEXEEBNEHIRE. I
LTE EEB#UBH UMD 2 EEHEMES, B Citrix SD-WAN 210-SE LTE EHFEMEZER, &SI Citrix

SD-WAN 210 #R/EhRi% &

AR

LTE ZEZEURT SIM iz ER RS EMENLE. BXNAENEFEEMERE LTE hRiER, 555 LTE B

ko

Frea1E Citrix SD-WAN 210-SE LTE

1. ¥ SIM &#E A Citrix SD-WAN 210-SE LTE # SIM ki@,

== .
P =

RZHmESL 2FF SIM & (15x25 2X).

2. BR&EED Citrix SD-WAN 210-SE LTE i&& £, BXEZER, BSH L% LTE X4,
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3. IR ERREIR,
AR

MREER SIM FEANEREAERHNEE, BEMEKE > FERE > WKEECSE > BT >
SIM &, AE8E R SIM 4

‘ SIM Card

‘ Rafrazh SIM Card

4. BCE APNRE. 72 SD-WAN GUI 1, SfiiZl iLE > REIRE > MLKiEECes > B > APN iRE,
AR

M7EE ALIREX APN (58,

APN Settings

APN: fast t-mobile.com

Username:

Password:

Authentication: | None v

Change APN Settings

5. WAFIZARME APN. BF&. 263 M SHIEIE, &AM PAP. CHAP. PAPCHAP S4I8IEhiN 1T
ER. MRCERREHEMSHIIERE, BRERENT.

6. B2 EXAPN iRE,
7. 72 SD-WAN ig& GUI &, SfnZ K& > KEIRE > WKREAE > BEEH,

BAIUEEBMRETIRERSTER.

Status Info. @
Ll Callular F1wek Mtk

2T teors - T-Mobile L e 100254 LA 88/ 100204 1884

o IFHOTIOGIGEAR0E tartace - LTE Primary Sacendany DK 10TV 101770210

Enabled o Svengn | Eneelient

01234 05,08 GENERIC Se sir: COMMECTED

FRERUN D L taan t mobile com

L697121835 L
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UTE—EEANNRSER

o BIFE

. /Enb SIM -F r&{jéniEEj'lE—IJ: /EI\HEE /\ SIM -Eka:lﬁﬁjj;lkn_.\o

. —F>|kll_a\
o ESERE:
o REML:

ERAREEERTE,

FERT SIM REEHEN.

ESRENRE-IE. REF. AF. EHEES.

BAR SIM RBIZER,

« APN 275 LTE BAFIFEREREEARBM.

. Klﬁ%lu\
EEUE,

BEEERTIRECIMANSE. MRS

042 CARMD- EV-FRMWRE 201705/ Lk 06:23-09
M- EV-FRMWRE 2007/05/15 061309

RF Informatian

SIM PIN

Eall Seatissics

Prafils

ERSE AER, FERAREIT N MZEB LK 2

/TJ='I H'Jk:_F/EEMkME'] SIM -Eo

Uﬂ

INREHENT EA PIN BER SIM £, W SIM £REA “BEA" M “KREIE" ™ KE. EER SIM F#THIEZ

ai, EFIEER SIM PIN,

ZRILLNIZE B2 IREX SIM PIN,

ZH1T SIM PIN ##1F, BSMEIERE > k&IRE > MLIBECES > Bap5E® > SIM PIN.
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SIM PIN

SIM PIN Status

PIN State- Enabled and Not Verified
PIN Tries: 3

PUK Tries: 10

Disable PiN | | Verify PIN

S 19 PIN. NG ERRMER SIM PIN, fAERE 8IE PIN i3,

. ==
smpm:i |
Verify PIN

WESERN BEEA M BRI

SIM PIN

SIM PIN Status
PIN State: Enabled and Verified

PIN Tries Remaining: 3
PUK Tries Remaining: 10

2 SIM PIN

X FERBAMIIE SIM PIN 89 SIM &, ErILUEEZA SIM & PIN Thge,

SIM PIN

SIM PIN Status

PIN State: Enabled and Verified
PIM Tries Remaining: 3
PUK Tries Remaining: 10

SIM PIN:I ‘

g 2/ PIN, A SIMPIN, AE2E2A,
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EF SIMPIN

AILARERET SIM PIN #9 SIM B4 SIM PIN

SIM PIN

SIM PIN Status

& B PIN. WANZEBRMH SIMPIN, ARRHER.

SIM PIN: |

Enable

R SIM PIN REEXHRERBRMKIEIE, MRS PIN RIIE, E3IE PIN 281, BFTERITEM LTE X275

SIM PIN

SIM PIN Status

tate- Emabled and Not Verified

S5 19 PIN. NS ERRMEM SIM PIN, fAFRE 8IE PIN i3,
x

SiM PIN

&2¢ SIM PIN

PINR&TF “BBRE” M “BEIE” ®&RE, ERLUREENR PIN.
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SIM PIN

SIM PIN Status
PIN State: Enabled and Verified

PIN Tries Remaining: 3

PUK Tries Remaining: 10

Disable PIN

B3 &L PIN, BMANGEBRMER SIM PIN, A SIM PIN Hi#1TH#IA. BE &ck PIN,

Old SIM PIN:
Mew SIM PIN:

Confiem New SIM PIN:

Maodify PIN

BUHBELE SIM &

MRETIET SIMPIN, sILUERMEERREH SIM PUKEE SIM PIN,

IP Address Ethernet Mobile Broadband

Status Info

This SIM Card is Blocked. Please comact the carrier service for a PUK code 10 unblock the SIM card

FIN State:  Blocked
PIN Tries 3

PUK Tries: 10
Unblock

ZECHFELE SIM &, 58 E BUEELE. WAMIZERELAIREH SIM PIN 1370 SIM PUK, AESE#8

SIM PIN: ||

SIM PUK:

Unblock

AR

SIM ®#KAPRLE, HE 10k PUK ZHKK, FRSEZFRIELE SIM =, BEXRITZE R IREGRT SIM 4=,
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Canfiguration 3 Appliance Settings > Network Adapters

IP Address Ethernet Mobile Broadband
Status Info

This SIM Card is Permanently Blocked. Please contact the carrier service for a new SIM card

EEE

BS1MEAT LTE MREEHEAE—ATBE . EUMIENEAHTIRTERSN EHEGHHNAE,.

NREFHEZFERAWNE M, FikF AUTO-SIM &I LT LTE AR RS RIERE AR SIM REZFRLERNE

o

Manage Firmware

Filename: | Choose File | No file chosen Upload

Available Firmwares

Coo

MEIGE
R LT #5 SR LTE JA%IAZES8HY Citrix SD-WAN &8 BiEEB Mg, ZFHMNEEE 3G, 46 X E.
Network Settings
] 30 3
Nework Ty |
Both P

=3

FINERT, LTE && LBAERAT, EaLUAFEERAT.
| Roaming

Roaming: | Disabled v
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B2 A28

RIBEAER LTE heMBERA/RRAEGEAER. RAMERT, TEBEHREELTFERARS.

ERAEREZE

EHMEAHRRR. ENEMRERSIUESEE 3-5 DA ETM.

Rl SIM &

LA SIM RLGEE 210-SE LTE A%IRRSR SN SIM KRB, EEALET,
Manage Firmware

Filename:| Choose File | Mo file chosen Upload

Available Firmwares

AUTO-SIM v
Enable/Disable Modem

Dizable Mobile Broadband

Reboot Modem

Reboot Modem

5Im Card

&M CLI EcE LTE 1hie

£/ CLI i & 210-SE LTE 1@%f#iE2S.

1. &% Citrix SD-WAN &&15HI&,
2. ERTAL, BABFPRMEBLERE CLI #O5IERER.
3. ERTAFR, BAGT lte, BN > B, XRETAATREN LTE <7IK,
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A dF Ak sk

2
¥
'y
¥
2
¥
'y
¥
2
¥
'y
¥
2
¥
'y
¥
s
¥

T&RYIHT LTE sa <@k,

A
Gl

#E8 {lte>help}
RS {lte> K&
5= {lte>show}
2 {lte> 2/}
B {lte> B}
Apn {lte>apn}

SIM-XFEE, ITF. EE > {lte>sim-xH. {TH. &
B}
SIM PIN {lte>sim-pin}

Reboot {lte>reboot}
Ping {lte>ping}
HIR-FW {lte>list-fw}

Apply-fw {lte>apply-fw}

LTE ESHERE

B LTE KSR B RS B R E M

1. 73 210-SE LTE & &REXRLA SIM +o
2. #R SIM RREBRUEBEIETL.
3. HRIREEROKRERE,

WA

FIHAE A LTE saSf1S#

B LTE EIRE

ExLTE®E

2H LTE BA%IEIREE

B LTE BA%ERE

fiE APNIZEER

*xi# SIM &, 77 SIM =EBIR. R SIM &

%H SIM £, #T7F SIM &R, RlF SIM &
EEsh LTE @HIf2ES

Ping LTE JA%f#1A23%

5t R1 3¢ R2 LTE 1A%l 28 £ =] ARV E 4
NMAREFEE/RNE S

o MREWROBER, BHRAEERRD, AREFRBHRE.
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o MRETEERELEAETES P tiut, WEEZMER DHCP KEEERE, NARE, ARMAERERKOD,
ARIREMBLSE.

4. #iR 210-SE &EEBERA N LTE EOEXH Internet BRSS.

IrRERRE, RAETEERORERN, SRMBBRSA EM LTE ImO R SD-WAN 2450 SD-WAN
[y=

210-SE LTE ig &M FH=AMAE SRR ERS

EREEROHEAMEEMIE LTE FAISMIRE SEMHERER .

LTE REST API

BX LTE REST API 19158, ESME) SD-WAN GUI, RAEH#E BRE > £H1&E > NITRO APl ®FT# Nitro
API xxi%, Citrix SD-WAN 11.0 5|\ T FBTF SIM PIN Thae#) REST AP,

Dashboard Monitoring Configuration

— Appliance Settings Configuration > Appliance Settings > NITRO API

Administrator Interface
Legging/Monitoring CITRIX NetScaler SD-WAN NITRO API DOC

Network Adapters

. _ Download Nitro API Doc
Vet FIS\.‘&'

App Flow
SNMP
NITRO API

+ Virtual WAN

+ System Maintenance

AT 55

AT S BB F iaisf0HRR LTE A%IRRIASRMNEBEMIRS. AT 2 AtTension WES, BHTFS a7 at 7k,
EULENI#RA AT 65, 2#F LTE 89 Citrix SD-WAN &R SZHHETT AT 652, AT s BIFETATIRIERN,
It AT ss L BIFIRETF &R

BIETAT 5%, BRITUTHE:
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&R Citrix SD-WAN &&EHI&,

ERRATA, BAAFZMELLERE CLI #O5IERER.
ERTAT, A LTE,

A at AN AT 8%,

> wnd e

LT RZe<SH— bl
« £ at+cpin —124# SIM EREER,

Lece 5l clig gt i
Biimmuin e Sils RN mic e o el
AT command state: success
@ A NS BB e
OK
success

. at at!gstatus -1t LTE {AHIAFEFREE R

lte> at atl!gstatus?
Running at!gstatus? command
AT command state: success

!GSTATUS:
Current Time: 1279298 Temperature: 62
Reset Counter: 1 Mode: ONLINE
System mode: LTE PS state: Attached
LTE band: B5 LTE bw: 10 MHz
LTE Rx chan: 2559 LTE Tx chan: 20559
LTE CA state: NOT ASSIGNED
EMM state: Registered Normal Service
RRC state: RRC Connected
IMS reg state: Full Srv IMS mode: Normal
PCC RxM RSSI: -73 RSRP (dBm): -112
PCC RxD RSSI: s RSRP (dBm) : 1o
Tx Power: —— TAC: 1F00 (7936)
RSRQ (dB): -17.3 Cell ID: 00798912 (7964946)
SINR (dB): 0.2
OK

Success

« at at!limpref? -24EH RS EGNMEHLES.
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lte> at at!impref?

Running at!impref? command

AT command state: success
! IMPREF':
preferred fw version: 00.00.00.00
preferred carrier name: AUTO-SIM
preferred config name: AUTO-SIM 000.000 000
preferred subpri index: 000

current fw version: 0)2 ., Se) 5 (01 (0]
current carrier name: VERIZON
current config name: VERIZON 002.079 001
current subpri index: 000
OK
success

72 110-LTE-WiFi &% A2 E LTE Thik

September 2, 2022

R LARER LTE #4235 Citrix SD-WAN 110-LTE-WiFi i &E#FEHMLE, AEFMRHEXEESDHEHIZE. 7
LTE EEEHIEROMHO L IGEFMNIFME B, Bx Citrix 110-LTE-WiFi BHEFEMNEZELR, B2 Citrix SD-WAN
110 #RERRIR &
AR
o LTEEZEURT SIM ZER SRS IRMERE ML,

o BXNEEENEEMEZTNFRE LTE ihmmER, 155 LTE BH4EIR.

Citrix SD-WAN 110-LTE-FE4 ERIAI]

1. TG &EBIR, AEE SIM £ Citrix SD-WAN 110-LTE-WiFi i&&# SIM R,
AR
Citrix SD-WAN 110 2! WiFi i&&&™m-MxE (2FF) SIM 1. E6EREME (3FF) MK (4FF) K
NEY SIM &, 1B SIM &g, KBV SIM RIONIEE SR, ERILUM Citrix SREUSEC2RE R
Bt (FRU) SiM SIM 1REIZFIREVERDES.

2. BREEEER Citrix SD-WAN 110 ELEMLRE. BXESZER, HSH L% LTE Xk,
3. fIHR&ERIREIR,
4. BCE APNigE, 72 SD-WAN GUI 1, 2%l B E > i2&IRE > MKEE > Bu5H > APN i2E,
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AR

MizE L IREY APN 158,

APN Settings

SIM SIM One v
APN: fast.t-mobile.com
Username:

Password:

Authentication: | None v

Change APN Settings

5. %8 SIM &, BMNZEBREN APN. AR &, BEM SHEIE. &AM PAP. CHAP. PAPCHAP 51318
IEIN R EITIER. IREEFREHEMSHIIERE, BREKRENT.

AR
i X L = ER 4R 2 AT 1Y,
6. B Ff APN R E,

7. 72 SD-WAN i&& GUI &, Sin3 iKE > XEIRE > NKSHCEE > Boh5EH,

BRILBEBRHETRERESER.

IP Address Ethernet Mobile Broadband
Status Info ©
Refre
Modem Cellular network Network
ting Mode online Home Network airtel IP Address/Gateway 100.105.88.189/100.105.88.190
867698040397609 Radio Interface; Ite Primary/Secondary DNS: 125.22.47.102/59.144.144.106
SIM One Signal Excellent
404450986042323 connected
8991000902637718627f APN
e): present vo): absent

| Detailed info

UTE—EEARSER:

o BRI ERERIBEERS,

o SEEDSIM £ EEALERTE, REEE—1 SIM ERFENRE. ERYaIFEIRERN SIM £,
o TRE: FERT SIM REEHEN.

« E5RE: ESRENRE-NB. REF. AF. EHEES.

o REMS: HAB SIM RBZER.

« APN 275 LTE BAFIFERERIIEARB M.
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o DIERE BEEERTIREEMANSE, NRFIERSEMAERE, 5 OCEBEREREK,HBRRET
¥lo

SIM REEI

fZrT A7z Citrix SD-WAN 110-LTE-WiFi i&& LA SIM . EERLAENE, IBE— SIM RAFEDRS.
% S IM EiEm:

o EESIM £ 1: MNRBATHK SIM £, WEFEAT, LTE BHIFREIER SIM £ 1 (0RaA). LTE AR
AR BFHIETH, EBREEREETAN SIM £ (SIM <15 SIM£2), exdt4FERE, B SIM&FEF
BRES,

o Hi£ SIM 2: INRFBAF SIM &£, NTEFE0Y LTE @HI#FAZEER SIM Two (SNRATA). LTE BHIfFEREE
MHIEITE, TRERUNTTAN SIM £ (SIMR1%SIM£2), es®4E8FERE, BE SIM L FEIRE.

« SIM = 1: Tie# SIM Ri&EERY SIM K&, #BMRER SIM £ 1. SIM & 1 A FEDRS,

+ SIMTwo: EitH SIM EiEER SIM RS, #MRER SIM £, SIM EZHRELFENRTS.

SIM Preference

Preffered SIM: | SIM One preferred v

SIM PIN

NREHENT £ PIN B{ERY SIM &, W SIM FIREH BRKREIE RS, EER SIM FHITRIEZ A, BLEER
SIM PIN, ERIAMIZEBALIREX SIM PIN,

AR

SIM PIN #4E(G&ER &R SIM o

ZH17 SIM PIN 1#£1F, ESMIRE > R&IRE > MLISEE > B > SIM PIN,
SIM PIN

SIM PIN Status

PIN State: enabled-not-verified
PIN Retries Remaining: 3
PUK Retries Remaining: 10

Disable PIN | | Verify PIN| | Modify PIN Unblock

B 19 PIN, NG ERRMER SIM PIN, AERE %IE PIN 53,
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sunpm;i I

Verify PIN

KELEAE BRRIE,

SIM PIN

SIM PIN Status

PIN State: enabled-verified
PIN Retries Remaining: 3
PUK Retries Remaining: 10

Disable PIN | [Verify PIN| [Modify PIN| [ unblock |

ZF SIMPIN

X FERBAMIIE SIM PIN 89 SIM &, ErILUEEZA SIM & PIN Thgg,

SIM PIN

SIM PIN Status

PIN State: enabled-verified
PIN Retries Remaining: 3
PUK Retries Remaining: 10

[Disable PIN | | Verify PIN| [Modify PIN| [ Unblock |

5 ZAPIN, %A SIMPIN, AEREHEA.

SIM PIN:I ‘

EF SIMPIN

AILAREAT SIM PIN #9 SIM B SIM PIN
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SIM PIN

SIM PIN Status

PIN State disabled
PIN Retries Remaining: 3
PUK Retries Remaining: 10

‘Enable PIN‘ ‘ Unblock ‘

2% B PIN. WANZEBRMN SIMPIN, AEREEM.

SIM PIN: |

Enable

3NR SIM PIN RS TN BRRKIE, WRT PIN KREZRIE, HETRIE PIN ZRETEHRITEMS LTE EX894%
=

SIM PIN

SIM PIN Status

PIN State: enabled-not-verified
PIN Retries Remaining: 3

PUK Retries Remaining: 10

Disable PIN | | Verify PIN| |Modify PIN| | unblock |

2 19 PIN, NG ERRMER SIM PIN, fAERE BIE PIN i3,

SIM PIN: |

Verify PIN

&2¢ SIM PIN

PIN &6 F BRI K&E, ErJL%EEER PIN,

SIM PIN

SIM PIN Status

PIN State enabled-verified
PIN Retries Remaining: 3

PUK Retries Remaining: 10

| Disable PIN‘ ‘Verify PIN| | Modify PIN‘ \ Unblock \

B & PIN, BMANGEBRMER SIM PIN, @AY SIM PIN Hi#1T#IA. B& &ck PIN,
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OLd S5iM PIN:
Mew SIM PIN:

Confierm New SIM PIN;

Madify PIN

BUHBELE SIM &

MRETIET SIM & PIN 13, ERILEAMEERHKSH SIM PUK ZE SIM & PIN 3,
IP Address Ethernet Mobile Broadband

Status Info
This SIM Card is Blocked. Please comact the carrier service for a PUK code 10 unblock the SIM card

FIN State:  Blocked
FIN 5 3
PUK Trie 10

EECHMELE SIM &, F2E BUBMLE. MALEER SIM & PIN 13, BIAMNEZERLIRIFH SIMPUK , REEE
AR,

SIM PIN: ||

SIM PUK:

Unblock

AR

SIM RBEXAFRLE, #H 10 % PUK 24K, REERERAL SIM +. BFEERXRCTERRS R LEREUHEY
SIM &
Network Adapters

IP Address Ethernet Mobile Broadband

Status Info

This 5IM Card is Fermanently Blocked. Flease contact the carrier service for a new 5IM card

MLRIRE

ERILAER 5 AED LTE 1A%IA2928R) Citrix SD-WAN &% LiZB RN, ZIFMMEEIE 36, 4G HHwE,
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Network Settings

SIM 36 _:

Network Typ VR ¢
Both 3

p=icd

BRINERT, LTE&&E EEREIAT, ELUERERATE,

Network Settings

SIM 3G _:

Network Typ VAR : |
Both 3

BRZREH R

BR/ZRARRER, BEEIURTEMER LTE =R, RAERT, LTE B%REELTBARS.

Enable/Disable Modem

Enable Mobile Broadband

ERAERIEZS
SRR, ENMEMRERSAIERTEE 7 DM T,

RlFr SIM &
908 110-LTE-WiFi i@%f#iA2R T E Mt SIM &, IEREAILIETL
AR

R SIM RIR(E(GER F7E5D SIM =

SIM Card (SIM One)

Refresh SIM Card
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M CLI EicE LTE 1hae

ZfEMA CLIERZE 110 B2 WIFi B%If#EE, BT TERE:

1. &= Citrix SD-WAN & &1zHI &,
2. ERTAL, BABFRMNEELIRE CLI ZEOHIERER.
3. ERTHL, BAGS lte, BN > #B), XRERIATFEEN LTE HL7%R,

TRYIHT LTE s <@k,

LA
AN

#8f {lte>help}
R {lte> R}
8% {lte>show}
2/ {lte> 25}
B {lte> B}
Apn {lte>apn}

SIM-RFER, T, BB > {lte>sim-X#. {IHF. &
B}
Select [112] [112] {lte>select [112] [112]}

SIM R47 {lte> f&&a-m=E}
SIM PIN {lte>sim-pin}

WA

FIH A A LTE s fs

R LTE &E#RE

ERLTE®RE

BF LTE A%IARIEE

BA LTE B%k#E2s

E2E APN IR EER

X SIM REiR. 77 SIM REEIR. RlFr SIM &

%% LTE A%I#EZEE SIM +.
EREERREEA SIM .
SIM ZHEEXIRIE
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[id JRER
Reboot {lte>reboot} EiEs) LTE AHIfZES
AR

110-LTE-WiFi I8 &R 2 SE AR R BUIR1E,

LTE LZZREZE

SD-WAN 110 SE ig & #5Eid Ei2im OMEER O SD-WAN 1&&i#1758 0 X Provisioning #1358 n X &2
B LTE B ARSI E RS REZ A

1. REXL, fTHREHRR, AREAN SIM .
2. #1R SIM RREBCENEIEITI,
3. MRFEEEE/HUERO.

o MREE/HURHOSEE, Bl EE/ SRR OMNEE
o WMREEE/HIBEO LEE TES IP tott, MAER DHCP RREEIE/#uRED, NARE, ARk
FHER [ HuRE O AR,

4. R 110-LTE-WiFi iRFEERAN LTE #EOEXH Internet RS,

fIHigERiRE, SRMIBBRSKER LTE mOKEEHE SD-WAN 24730 SD-WAN EE.

B E R SRR O R M TEMEERS, EAT 110-SE LTE &%

REE/BIEROEED Internet, HERAMAREMIE LTE FEXRIINE SEHMIERER

LTE REST API

B LTE REST API 891z 8, ESME) SD-WAN GUI, AE#T BRE > £51&E > NITRO APl, ®FT# Nitro
API i, Citrix SD-WAN 11.0 #5| N7 FEF SIM PIN Th8esI REST AP,
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Dashboard Monitoring Configuration

= Appliance Settings Configuration > Appliance Settings > NITRO API

Administrator Interface

Logging/Monitoring CITRIX NetScaler SD-WAN NITRO API DOC

Network Adapters
Download Nitro API Doc

Net Flow
App Flow
SNMP
NITRO API

+ Virtual WAN

+ System Maintenance

AT &<
AT S BB F =AM LTE AIRIARMNEZEFIRS. AT 2 AtTension WES, BHFS a7 at 7k,
EULENIFRA AT 65, 25 LTE 89 Citrix SD-WAN &R SZHHETT AT @<, AT s RIS ETAGIRIAERN,
It AT ss L BIFIRETF &R
BizfT AT 8%, BRITUTHER:

1. &% Citrix SD-WAN &&15HI&,

2. ERTAL, BABFPRMEBLERE CLI #O5ERER.

3. ERTAT, #ALTE
4. T\ at AR AT 85

UTBizan<H—Nn):
« 7 at+cpin 12 SIM FREES.

e £l cligaeontioh
Iibiaiaaliale] Sigarejealn R gelnE e
AT command state: success
@ RN R A
OK
success
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FcE5MEB USB LTE AR 1823

September 2, 2022

R AER L Citrix SD-WAN i&#& LiZE#E5MP 3G/4G USB iA%IfRIASS, XLig&EM 3G/4G ML EthiEiEk
BL— PSS, UREHEHIRMEMEMN, NREMEOLIERKE, WiEg USB LTE BARIFRARBMEERRE,
LUF gz =R USB ARIRZIRZS |

« Citrix SD-WAN 210 SE

« Citrix SD-WAN 210 %F3 LTE

« Citrix SD-WAN 110 SE

+ Citrix SD-WAN 110 Wi-Fi SE

« Citrix SD-WAN 110 LTE F£m4& SE
« Citrix SD-WAN 1100 SE

« Citrix SD-WAN 2100 SE

Citrix SD-WAN 210 SE LTE #1 Citrix SD-WAN 110 LTE Wi-Fi SE & & BEBAER LTE @HfREZR. XEiGETF
F&W LTE,

CDC XK. MBIM #1 NCM 232589 =58 USB IAHIfRIAZE LR, &R LI7E MBIM #1 NCM USB E#%I##iE238 £
EZE APN i§BFE /2 REWAZAZS. CDC LKW USB iA%IfRERS N gt wiR/F.

=3

AR

JAHIAZAEE LR ) MBIM r9SMER LTE mZ2¥a7E Citrix SD-WAN 2100 F& EXEEETE

i USB iB%If7 723

RIELLIZERRERNIEREE AN USB AH 7R,
5MER LTE AHIARE 2RI E |

o fEFSZREAY USB LTE %238, IFRVmMENEEMELIS I Verizon USB730L #1 AT & T USB800,

o HfRIG SIM RN USB LTE #0223, CDC LIKW LTE #RBETHACE 75 IP ik, s0RKHEBA SIM &, M
STIEEH S BRI E ST ERE,

o ¥ CDC LUK LTE #1285 N\ SD-WAN i&& 271, i5F5ME USB #E#E) Windows /Linux i+ #,
% Internet IEET{F, EMAIEWH APN MBchiE8FicE. WX USB MERH EEEX EMMIME “F
" Eeh ‘B’

} =

AR

o Citrix SD-WAN €& — R R z#F—1 USB LTE #1288, MRIEANT £ USB #is, 1HR NAAEHKIR
28, ARMEN—EIRES,
« Citrix SD-WAN & &F%#F USB AFIfRIARMNAF BMERL, BERETREIENERT AGIRFIEE LN
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R P 2MEIhEE,

o IRTHREFMBHIMNF MBM B2 mNER LTE BFlfRERSERE. XETHRNIT .
o EASNEB LTE 1A%IfRIASSET, SD-WAN IEEFBEALN 3 A EEIRGIE,

Configuration

— Appliance Settings

Administrator Interface
Logging/Monitoring
Network Adapters
Net Flow

App Flow/IPFIX

Configuration > Appliance Settings > Network Adapters

IP Address Ethernet Maobile Broadband

Modem Type

SNMP
NITRO AP

Licensing

Fallback Configuration

+ Virtual WAN

+ System Maintenance

4= .
pa =W

Select Modem Type

External Modem

Status Info

Product ID 9030

Vendor ID 1410
Manufacturer Name: Novatel Wireless

Product Name

MiFi USB730L

LTE USB Ii&HE S A 2T KEER #00

BHEHIZE

CDC LUK MBIM /NCM 4hEBiEHI AR 28 2 50181 :

ETEIMNPEFBARFAER, BERE Ul hSME BRE > KBIRE > WKIEAE > BaEH, &R SRR
25 (F 7 IRmIRRIR 23

121F

5hERiEH AR IE28-CDC LAKKM

SMER VR A% A 28-MBIM A1 NCM

SIM REZE
SIM PIN
APN & &
MKRIRE
=i
EIEE

BR/ERERERR

ERBRIEEZE
Rl SIM &

m o o

iy

17 B 1 17

7|

B f0 o o o M B o

17|
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FR&E4MEB USB A7 28

BRI U@ Citrix SD-WAN Orchestrator BRSSEA M USB 184121528 ECE LTE ibs5, BXFEZER, 5517 LTE
Bl FR.

LTE ESHERE

i@id USB LTE JA%IA#RER B RS BIRSZHITRF M

« % USB i@#lfi#iAes#E N Citrix SD-WAN &&H, BXEMER, 551 & USB AR,
« R USB JAFIfRIASS L8 SIM S EBBGENIIEES.

o BIFREESE/AERD. NREE/IEROCEE, BRTEER.

o WFISREEREN LTE #HOE XMW Internet AR,

BEITHERN, SEMIBRSMEA LTE-E1 OFIEHH SD-WAN HEMESE,
BAxi@id SD-WAN Orchestrator IRE#1TTIZMIBENER, BEIY SEMITE,

% ##) USB 18728

T iA%IRIE2E 5 Citrix SD-WAN i&& %5,
AR
Citrix RizH TR IZEBEHE#H. Hit, FEEFRIEFRNIAFIARIASEMS Citrix SD-WAN IEHNRAME, BFF
FHIARRIARSEHER. Citrix BITEREGEIEXEEAIMEZ 7, EEN R ENKESEER.

B X 15 T EBA /ISR USB @%IfziE23 THEIATIRIERS &0

ESES| Verizon 2HETIEAZS cdc_ether PR 4G
USB730L

ESES| AT&T AT&T 2FiAHAE  cdc_ether 1R 4G
25 USB800

AT &5

T s 2B BT SEMHRR LTE JA%IRARNEEFRE, AT Z AtTension WES, BTSN H<L1TEU at 7,
ELLENFRA AT <, 5 LTE i Citrix SD-WAN F 5B SH 51T AT &5, AT S BISETRGIREEN, B
It AT S5 FIREFE Mo

BT AT &<, BRITUTSE:
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> wnd e

ER5 Citrix SD-WAN &&izHI &,
ERRATA, BAAFZMELLERE CLI #O5IERER.

ERTAT, A LTE,
A at AN AT 8%,

UTBizan LB — 1wl

7z at+cpin —i2M# SIM FREER.

ke ot atdepins

Running at+cpin? command

AT command state:
GO S IRUBVA DY

OK
success

#BE

September 2, 2022

T2 Citrix SD-WAN & & RIN —LERRMIHFR:

o EMXIETERZE SD-WAN

o MEXER

+ 72 PBR#EAT&BZE SD-WAN (B MERIRT)
¢ DX ZBENTSERE

« WAN %] WAN %%
o 332 SD-WAN W%
o FEMDRER

o TIRMEE

o BXIHEE

o ZXEEE

o SRIAM%

Success
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AR UURINEERE

September 2, 2022

SRIVBWIEF AR AT, Soilik Citrix 2% WAN EBEM LS. AOTICEARED WAN BESHI0EE, FHREM

XIBPEAYIER.

HEEEE

BUF5IREER T 8 SD-WAN FRAERRFTS R A9P BERE 2,

BEEE-LERBERRM, BSH HZ
1. Y Citrix SD-WAN ZEE S
2. i&& Citrix SD-WAN &#&.
o WFEAFME SD-WAN ZENESMEFIRE, DATHUATES:

REIREES,

RBIGENEIE IP it HIEERE,

REIRE YA AR E

(FIifE) RiEHERIE B ERRENSEIRAE,

3. EIRE £ EHHRERMIFIEX o

ZEMEERR

RNEBENE SD-WAN iERIKELTER:

s FEHIFEER

o ERBHNSMREPIFELOMS IP it
- EIE P itk
- B IP Hoht
- UERBAR
- REBW (BMER—D)
- SD-WAN ig&8S ($IWEBBENEMRE)

- HERNX (MCN HEF i)
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B EMUE

b

% MPLS
GRE E@EER
B8

VLAN

S BEBRES N ERIEE

September 2, 2022

A=XHEERT Citrix SD-WAN 2R 75 RMEBBREMIE EAMUT Citrix SD-WAN HEERIRMHE T —RIES. BN

(EEESHN

b J[ZES b

F=3IY

LT WX R BENRIN:

1. MXEXRERT SD-WAN 7%, HhRHBHITES, TFEEEFRIF SD-WAN FRLKIEERNINSIR

o

2. SMKFIRMEBTER, BJLUBE M 189IRIHREI H B RRAELEM,

=z

AR

M XARZU R ATE SR O IR A T R AP IR A TE.

s [fEFRZA

T RMXEX IS/ ERRG:

1. BROXHMBORERER/BhASE/ M TR EHHREERRA,

2. @3 DHCP #17E &, HENEEMENEE,

723 SD-WAN sia T—B, HABiEROBIPRE LAN EHRMHET DHCP 89 IP sthit,

3. FrEEEEE SD-WAN 1%/ MXE1E, EBTEESE,
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4. SD-WAN BASEHANER, SIEHMERE. ARBELEIIRK. BEFNBE (BIFFR/FEHE) LK)
HEY.
5.

79 LAN EHH9FRE LAN FRIEHE 52155 SD-WAN LAN VIP BET—Bk. 1R SD-WAN LAN ZE#£F%
DA, WEILOETTEISEEH IRSAE LAN FRIBYRT 1%,
6.

BEAM (HA) BIRARE -T2 Gateway B, UEMSIUER/EAERET. 1o, EFBTFHLE
SD-WAN 1% & IR RO 2 B IRo

o DRHUTRMEBZIN-HITE I AR LE Gateway XTIk

. SHHVRA FBHZEHH—SD-WAN HFTLI7E SD-WAN :hS@ A MMiEs (RREasamtEst) T
5517, EAFA SD-WAN BLURTESERRES, LUERBRERLHO%LRHA B A,

AV Internet B FEEME MIE0, REBOLERE NAT LUSTREE, HEEERA NAT, 5L
EMEBEEE SD-WAN,

1[4

f==3
=

FREE BRONRLEERAZEARKRAN, BARRIF 4980 L#Y ICMP/ARP/UDP =R,

UTREMNXERA THREIENER:

EEAIRIT MBI - KRR

===
RE™m

FARNKITMMEERRAR, RABNDX/(EMEEHE SD-WAN
P PHIEFA, BREfTA, WMAEE LAN, L WAN &,

REWE - DERATEAGHIER AT, HIREXAN, BIMIZHEXH,

ROBH -MTFREDHEEE, FIHAE. TU/ERSRLRAZTXEE, PASEFA—EHE,

EURM—RENSNESTRAMAAE—EHOT AN EEES, #EREBSNTRRE, TESTERURT
- SD-WAN 110 R2— Mg, EATREHEILH,

iz m N

a0, SNREFE 2 % WAN R4 BEE1T, WHEE S M0, EPEE—ATSUAMED (85 LAN#D) Bt

EREBR T — MR B 4 [ B PR B AR IR

il

UT BRI BRI

1. ABRARESILEREINEEMZEME SD-WAN 5 LAN WESEBANEXAY 23 24114,
2. BUEPOER LR ARSI RI S BB H TR R AN, BARKRIIBROTEAEASRIGEHIE/ HRMHK
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RBMEREG

T RRBER B BHNS/ERRG:

1. A, R¥EF MPLS BEHBAMILE— NI ENIIEE IIFHREEILMNIREEBE BRI N KIS TSR E)
MEIREEAZR,

« MBEHIGELZIFHIERIZL (SD-WAN 210 REFHRA) , XA FE SD-WAN Ha 55/ 7 B3 5 22 4
SD-WAN HEBXZImEHLud LAN FREEXEIZE A5 RS,

o+ WR7FE MPLS $#8%, #EEAYT BIEFH LAN/Intranet, MEMRESLAAGEORRERE (K
FBEILRRAINT) , Eib, HGEERIEN, LAN RESEIBEGIRTFASEHAE (DARET—D
BE) o

2. MERE L,
3. SD-WAN AIiBE REXRREEFAERE, ALXBELNHRE/FEHENREBL

4. ERERRLD, ANERFE L2 MR IP. LAN BRERFIEMB, BEAEE—ER LAN #2088, IRE
EERREROTHRA, SR R] LUSTTENASE B LIR1SFA LAN FRIEYE] 1%,

5. EFHHAERE, SD-WAN AI08 HAEAMBIMET @\ EEMEE (REEMEMEN).

6. {3 ARP —ZREENT, MRMXXFZHE SD-WAN ZOm T—BkEH, SD-WAN ¥ ARP i&5KRHAIEEIF
B T —BkE— MR,

. BE, EEH S WAN &% (MPLS/Internet) B9miAYS (MFESIRSHIERIL) MBEREXT, BilA
¥ LAN EHEZZIEH T8 Gateway MR 0= A ARIE ARP,

o HFERRRA, HT—Bk Gateway sk SD-WAN #O 2 ~—Bket, SD-WAN K72 ARP iR,
o3 LAN ENUNATE MR X EHIEE, HERRIRE WAN ERREEMNRIEREIT.

7. BUAM—NRMEERATEEE, WEIKREETHTEUAY (E5)/£H00EA LAN #1 WAN £#0) &
FHRUERITR.

o MREANGERZFEERZ (40 SD-WAN 110), MAFTREARBKHITSTAYE, UEETIREHMK
PR R E AR,

[

==}
=]

UTRERBREXTREEEIENER:

« EEMLS SD-WAN (LAN #1 WAN %) ERNE, RE-LENNE, BAMZIARTMEEE,
o BIRRBREEMAMETILE, AT ZEE KFPNEFOSRAR/HAENEE, UeREEZEEM.

« MPLS QoS f8EHM %, FAZAIH QoS HREGFIRERURTIR IP stusitstEF DSCP #9 DSCP, MEMTFEERMM
R %o
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o WIVEIEEMIAE MPLS BBSBNMAE, EHARRE DSCP iREMNLZ I &R SD-WAN S EMBHEE,
LA SD-WAN 89 QoS fAaSTHIEREBMIMAELR, HUMREHMENSRERIBIEF (BedsEREAE
73 MPLS B&m28 £RY SD-WAN 1RE). MPLS FAFIR—FEARE MPLS B &R 24H LiRES N DSCP, ®JIL
SLER | R) R

o MNREFFINEZERHZZ EHIHERZ LR Internet 02 115 89, WEFA Internet IRS, NHMEE M SN
NAT LS B Mg E T Internet .

o MR Internet ERIME— WAN Eix, HBMAEZTFOSRHERZ XL, WIIRE P A5 53R
HiE, EIHNANREEMIEMS|IFHIESR, NEdXEERTARA R,

- BINEHEEMEREET Internet EERIMAFNESLT LAN FRE MR IR & SRR R, HFXE
—MRRRE Intranet FE, EERERENFS, FTAOIFMEWNALEE,

EEAPIER [ B F AR
=iy
T REMABE R BRI

1. EMRBRARIIER OMENRIERE, FAR SD-WAN REEE R UEHEFR ORI AREEMREEGANENE
TRAHRHERS I FHITRIE,

2. SD-WAN frF&£&#0O9, &I VIP £/ SLA RER#HITER, MNMRBIRALERE, REFBINEREEMIE
MRS B o

3. WAIMEENABEATHES X, BREREK/MXBEPELE,

REBFEREG

T 2RI ABHER S BRI
1. EHUEPLMEE SD-WAN IR E R AHE S o

- BB A VPRI RIS OB ISR SD-WAN ST HTRAEE.
« IR AVFRA AR X PBRs 775 LAN @408 SD-WAN HxGERM0TLL
2. MF SD-WAN LS, WELHEIRBIERRMIEN, FEERERTLERLT SD-WAN LIkEES
25
3. {eRY U F S BRe EEIAABEECARTIRER M35E) SD-WAN RSB0,

4. ZTFENSANREXT BIEDSEEH (FRHEFARZR) , MRS LAN FRERAT R, UEFHELZXEZRRE
SD-WAN s1%i& %,

5. BFEBHABLEEX PBR (81 WANVIP 1), LUsRIMELEZFYIE,
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1[4

f==3
=

UTREERHNNBEA TEEIENGES:

o WIELEREENH WAN #2519 SD-WAN 3238 VIP PRSI B EHAYIEED (FN, XAERSH
WAN #517i7EF0 WAN BRZIEZRHPHAFRIE) o

- EMEFIERESEE SD-WAN Z2VBIRHERERT, FEHTELRIRITER.

« XEMKE SD-WAN B ETRTEESN—EHEANM, XEFRLIEREOLIRE, UESD-WAN HEEF
S EMIE SD-WAN REER, MISBFRER.

- 315 SD-WAN H#RAEEXTIER, NaJstxHIHE R ICKin) mAHHERR,

o WMRIBITAY, 1R SD-WAN BREHFIER OS2 VIP SHEIFIR, FEMREHZEE SD-WAN B,
SNBEEFEEAASHTIRER, WiSBHATESSEH—LRE,

o BISHEATSIELHER, ZRIFINE/ECABNMEREESR.

o BEYIEROENAIRIMNAI. EXELRPREE-LRITEEER, ANEREHRELE/ THNER, B
AT FEY LAN 2| LAN, M SD-WAN % LAN B2,

o TiRItEED, BEMNE LAN fUREE SRR — MEF IR,
o MRKREAMSEE, WHTEZ/NOEERFRE LAN FH, SNAREREZSEAREHAT,

o MRERPAREER SD-WAN L& X —LE2RINEREH (0.0.0.0/0), LUEMAImESHE, NIFTEBTERESRIFEEA
Ao EXFERT, MREMBRZHIME, WREHIED.C LAN BEFIRE (FlNEERg) HoEREkin
FH[E12 SD-WAN, SHAFEMNRBERE (NREMRIEXE, TESZFRBEENE LR T FEAIAREN
HIT, X&SBWRFEE) .

ZES S

September 2, 2022

Gateway #&x(1§ SD-WAN & B FREHR (WEEE), HEREWHERMEZEMENH#ITER, LUE SD-WAN &&
izt a4 LAN MEREIAM%, Gateway mode used for new networks and router replacement. @
*ERX 2 1F SD-WAN &

- TE#H WAN BFERE
o BUTASHIBR

Citrix SD-WAN Orchestrator RS Z#ZEMXHBER . BEXESEL, HS 20
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1§ AN

Switch

Pt

EMXRERXTIER SD-WAN 724 E 3 BigE, TERITHIESIZ, A RINEOEIGHICE I SPEFIPE L,
MRIGEHIMHE, RN Gateway G HIVEPE, NS, BEEERIEEMEIA Gateway ALk,

£ WEXR T, SD-WAN iREMAFZBUKM. KZ% SD-WAN &R SEHOER T RERAN HEZL (UKW
EE) Thet. MRBFEREHE, HBRZXF, WANELKEOEIBEE, MMATFURRES K—1 imOEEER)
FH—NRO. EHELRNXT, SD-WAN REEFERGERERMHONTXEL, RERN, BTERZIELRHE
XEIRLEH,

Je==__[lll I} M N /‘/W:;\
SD-WAN Switch Router

IR T ETRHINEIREPENKER TEE SD-WAN &N HFIE, ENETNEHE, UEDIIHTREE,
NRMIBR T MEXIRE, MR UBRSIETT, BMRBEFMXIRE, WRKkEMEIHRNR,

i

TE#ERT SD-WAN ML 758936,
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Gateway &fERHYEIEFRC

DC LAMN Network 1:
192.168.31.0/24

MPLS VIP:
192.168.10.9

Gateway/LAN VIP:
192.168.20.1

0/2: 192.168.30.2 [ 31

0/1:
192.168.31Y

Gateway:
192.168.10.1

trusted

LAN Router Default INET VIP:
Gateway: LAN VIP =

10.0.10.9 = <=> Public IP = A.B.C.D

192.168.30.1

trusted .. -

Gateway: | HEINE N N
10.0.10.1

LAN Metwork 2:
192.168.30.0/24

Private
MPLS

Private Subnet I | rovider Subnet
REXEZERN D X
MPLS VIP:
LAN Network: 192.168.20.9
192.168.20.0/24 trusted

1) |12

trusted

INET VIP:
10.0.20.9 <-> Public IP = W.X.Y.2

0@

trusted

Public
Internet

Private
MPLS

Public

Gateway: | NN -
10.0.20.1

[1"n\r.ilc- Subnet I I Provider Subnet ]

BRSO S Gateway R ECE

UTREEHEF O RNXBENSREES R
1. e DC i,
2. BEFERHNUAMEOERZOA,
3. AT EPMEOSIZEN IP tit,

4. {£M Internet #1 MPLS ##EE TYIEREM AR REEEIETT WAN 1%,

Internet
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5. 1R LAN EREMHEES M, BETEH.

AE T EEOIEEMN IP (VIP) it

1. EEHMFR_ RSN WAN IR VIP, VIP BFES WAN R8RS SD-WAN 1&& Z ErNEE.

2. SUER—ES IP ik, FAE LAN R8RSk,

+
1000105724 INET_DC-WiaM-1-4 (00 | Default_LAN_Zone - Trusted
19216810 %24 MPLE-DC-WNN-1-2 (00 | Dafaul_LAN_Zone ¥ Trusted E’
182168, 30017/24 Do LAN-1-1 () Default_LAN_Fone Trusted E

Refresn

2EA Internet ERREVIZERRMARRAEEETT WAN HEE., FHRITUTERME:

1. SAZI WAN %, 88 + RNEEE 2587 Internet $EE7RM WAN $5,

2. 7% Internet SHEFAMER, SERENQH IP ik, WNTFAR. TiENEEN MCN 89 SD-WAN ig& kR
BEpteill 2K IP,

3. MBATHERESHMA HRRE, RERTE + FMRALUE INFET Internet SN A EFAMRES.
4, &7 IP #1 Gateway #istf9IAIEHED, W FAFT.
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WAN Link:

Binre

BRET1-WL-1 » | Section: | Satfings .

cause automatically generated Paths to this Bnk to be added

or remaved.

Link Mame
BRET1-WL-1
Access Type! ‘WAN Link Ternplate

Public Internet - <Mone=

Physical Rate (kbps

# Set Parmitted From Physical

AUTD Laann

Permitted Rate (khps):

Tracking IP Addrass

Wil Irrieetie e 1P Addmet ey 19 Achd mas

SJC_DCAMET=A1  INET_DC-WAN-1-4 100909 10,8101

B2 MPLS #&#%

+ Add Link

Bl Delete Link

Physical Rate kbps):

Ll

1

at Permitted From Physical

Permitted Rate (kbp:

Autodetect Pulblic IP

Pulblic IP Address

Virtuad Eaih
[EESS

Primary

1. SMZ WAN %, 88 + 3% MPLS #5750 WAN §i#%,

2. 7% MPLS 2 AER, WMTFFAIT.

3. S peED, BE +ZEANSET MPLS SEEREOFARES.

4, 183 |P #1 Gateway #ikpyiAIEHEO, TR,

Basic Settings ?

Mote: Changing the access type of this WAN Link may

Auto Leamn
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Basic Settings ?

Mote: Changing the access type of this WAMN Link may

cause automatically generated Paths to this Bnk to be added

or remaoved.

Link Name:
BRET1-WL-1

Access Type:
Private MPLS

Physical Rate (kbps

'WAN Link Ternplate

<MNone>

¥ Set Permitted From Physical

Permitted Rate (kbps):

M

SJC_DC-MPLS-..

7R

| Intrince

MPLES-DC-WyAN-1-2

M to LA
W Sat Perm
Permitted Rate (kbgs
@ Acdd mis pavreary 1R Aot
192168109 192168101

Prirnary

BHORET ERREBHDEIEMN, LEETH DC LAN #HINREIE— MY LAN F7, B 192.168.31.0/24, &
ENMFREIEERE, RX IP #tiibsFSER LAN VIP fLFE—FMF, 0T,

+

Crder Metwork 1P Address

193168 31 0024
2 15Z1755E0/24
3 192175.550/24
4 192175.600,/24
5 19217h.61.0/24
6 192175.62.0,/24
7 1T2111.645/24
8 172l111.6%.5/24
5 0.000/0

(Eh] i (3] i (3] (&1} (3]

L]

65535

Sarvice Type
Loca
Virtual Path
\irtual Bath
Virtual Path
\irtual Bath
Virtual Path
Loca
Loca

Passthrough

Search
Gateaay [P Address
192.168.30.2
BRET1
BRE72
BR573
BRE74
BR57S
MY

@0 e 0606

~

BBV

4

(= - = =

¥
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DGR AKERE

UTBARKEELED X RHNEREEDS E:
1. SIS ZIER,
2. BEFEERANLAMEOEREOSA,
3. ABTEPMEOIZEM IP tt,
4. {£[ Internet M MPLS ####ETYIEREMARREEEIETT WAN 1%,
5. 3R LAN EEHPEESFH, BETEH.

A EkEOeZEMN IP (VIP) it

1. FEHEREMFR_ RSN WAN sEEeIZ— i 1P ik, VIP BF &8 WAN IRERHE SD-WAN && 28

ERpEIES
+
10.0.20.9/24 INET_BIR-3-4 {(0) = | Defautt_LAN Zone - Trusted i
192.168.20.9/24  WPLS_BR-1-2 (v | Defauk_LAN Tons - Trusted il
D t_LAMN_Zon Trusted

Refrasn

EEA Internet ERRIBYIEREM A RRLREET WAN SR, IBHRITUATIRIE:
1. SAE WAN $5%, gE + R85 Internet $8E5RM WAN §5%,
2. 7% Internet $HEFMER, SIEBDNAE IP ik, T
3. S pERE, BE +BHELURINEET Internet SHENFREIFAE R
4. 1E7 P #itA0 Gateway B9iAIRHED, WTFAT.
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WAN Link: | BRET1-WL-1 v | S52ction: | Seitings v + Add Link Bl Delete Link

Mote: Changing the access type of this WAN Link may
cause automatically generated Paths to this Bnk to be added
or remaoved.

Link Marne:
BRET1-WL-1

Access Type! ‘WAN Link Ternplate
Public Internet - <Mone= v
Physical Rate (kbps Physical Rate kbps):
10000 10000

# Set Parmitted From Physical Auto Leamn # Sat Permitted From Physical

Permitted Rate fkbps) Permitted Rate (kbas

Tracking IP Addrass Autodetect Pullic IP

Pulblic IP Address
M viual Tntsras 1P e sets ey TP Add et Virtual Path e IE.P:*-:.'
SJC_BR-INET-Ak1  INET_BR-3-4 10.0.20.9 1000201 Primary v

B2 MPLS #&%

1. SMZE WAN g%, 2E + %% MPLS $##%7500 WAN §#%,

2. 7% MPLS 2 AER, WM.

3. SMELAREEO, BE + ARG ET MPLS #EZRROFAES.
4. E7 |P #uhtAl Gateway MYiAREIEO, W TFATR.

Basic Settings ?

Auto Leamn
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Basic Settings ?

Mote: Changing the access type of this WAM Link may
cause automatically generated Paths to this Enk to be added

or removed.
Limk Narne:
BRET1-WL-1
Access Typs: 'WAN Link Ternplate
Private MPLS = <Mone> T

AP b WA WA ta LA

Physical Rate fkbps):

L L LLLL

# Set Parmitted From Physical # Szt Permitted From Physical

Permitted Rate fbps): Permitted Rate (kbos

Hame Viriual [rierbce 1P Addmess Gaway [P Addmss Wimal Fath Mode ”,:. Daderie
5JC_BR-MPLS-... MPLS_BR-1-2 192.168.20.9 192168301 Primary + ]

IHFE

BHEEET LAKREBSIEN. IREESHNFRNIFETIIZZED W, WEERMKGENRE, LUBEMRD
Gateway RR&5| S HEXLEFHF Mo

+
Search
Croder Metwork IP Address Cost 5 T M Gabeamy IP r Edit Dieslet
10.0.20.5/24 5 Loca o # |
2 192168.20.0/24 5 Lo BRST1 @ ¢ i
3 192175500724 S \Virtual Path  BRS72 (0] F-4 T
4 192175.60.0/24 5 Virtal Path  BRST3 (] & T}
5 192175610724 5 Virtual Path  BRS74 (0] F-4 T
6 19217562024 5 Virtwal Path  BRS7S (] & T}
7 172111645/24 5 Lota @
§ 172111.655/24 5 @
9 0.000/0 65535 Passthrough [6]
L4 £ 1 > ¥
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fRREITHEIR

e DC MmNt R EREE, RARKREERER DCiE<i BR iR EREZHIR.

BINERT, BRSAEXRIEFEER R Internet B WAN iHELEREREZ, SRECRABMBREATRIFHER
BELTH Internet 7728889 WAN SEHZRVREZ, @I8E RN S8BT (REERF), AILUSA MPLS #EEAR

4
o

Add Path

T ERFIES BIG, 4 EE SD-WAN g& R fFE. —

REXIRT

September 2, 2022

AXFANABTERA AKBE RXARED ZHFEARES. EHERKXT, SD-WAN REMFRUKMITE. KSH
SD-WAN & &R SEEIER T REEHN MIERIL (IAMEE) k. MRERLLEHE, SBREXH, WANE
HinC@Ed BEE, MMATFUEARES A—NRAERERSZ—MEO. EHRETEERXT, SD-WAN REFIEREGE

BRI IO B4,

FETES, 1/1711/2 #ORBEEEX, Biz0EEDN% MPLS BESm#iEDIZ%. 1/3 0 1/4 HO0REHSR
3F, HESRIZOERDIASEMN NIBHNSERIZ%. BXETF SD-WAN Orchestrator [RESHWABIERBENEZELE,

BB

Hosts

Core
(L3)

{ BN

/\‘/ '\ Internet
Firewall N ’
13 o
[T |
— P e N
1/1 SD-WAN-SE/PE 1/2 \/\h_, ﬂ ( N
A MPLS /)
Router I
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REHARBRIR T

September 2, 2022

FEEIMRBERT, B[ EAKEMIY (30 PBR. OSPF & BGP) REAFMEH WAN REEEREIGE, &&F
B EIE B R B HES.

UTFXENATERERD SD-WAN (SD-WAN SE) i&&85 H312:

AR TREIERCIRE

ERBRX T O XigE

B8 R PN AL D SR B R FR 2R AT EIFECE ., BREHES U SD-WAN g EBIEITIUR, UEEIREHI
PR A LA 18 &

EIMABEE SD-WAN & ETYERREZHN (BBHE), LMY, EFBRENIZERHERL (FTB)
BUIERT, (VERBRDLAMED (Flan: #01/5),

B Citrix SD-WAN REEENFRELEFIIERL Gateway, BFEMBEFHRERERE SD-WAN &
&, AEHEHEIMEM WAN 1,

WEER

WERECE M NER PRI TER:

AR UL AR ERREE, BE:
- AT E WAN SRR EREEEE. FM. S5ER. BEM VLAN RS 1P siatfnmx.

BEXR

AXETF SD-WAN Orchestrator IREHEPREERNIBEMER, BHSH E0,.

UTERFINEZEREEMBER:
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AR ORI EINAEIR T

so-wan Applance

(A DC1)
VIP MPLS : 152.168.1.10
VIPINET : 192.168.1.11 - Puble IP: w.xy.2
Portuy 4

IF’ru..-.anz MPLS

G0/
192.168.1.1 V Galeway:
; 10.20.0.1/24 -
Fal/1- 10.10.11.1 ie- 10.20.0.2 Branch Office
Tusted 100 Mbps 10.17.0.0/24

10.18.0.0/24
Rouler 0. 101002 MPLS Rourter

LAMN Networks:

10.10,11. 0474 _ .

10.10.12.0024 _ .

10.10.13.0/24 frusted 20 Mbps ;% » Public intemet

LAMN's Gatewsy:10.10.11.1 Gateway B
10.19.0.1/24 Firewall

fRRERITEEIR

TRBIEROMSZIERNRERS, RAAKRESHEA DCH BR bR EMEITHEIR, REITEIR IRE).

1932 SD-WAN R4

September 2, 2022
BELFEE SD-WAN SnEHERNER THE SD-WAN SMNME, EHITUTERE:
1. £/~ SD-WAN g&&zialiss ™ WAN fHEeIZ2 WAN BiZEE,
2. BREEMN IP URTED WAN SEEMNART R, S LUET Zia L3 MARILMEZR WAN B,

3. ¥ 2. 341 WAN BBZ (EER) BEIR M EMNREF, ATFHIESFA SD-WAN B, AN
BREMSKEHR WAN, EERAEEEMSRIE.

SD-WAN 2828 (AR £8+h#h

o AMI—FREREIIES (BEZ SD-WAN 3F1%)
o EINERR BT B IMER R R IXBIPMIE IS QIR E
o REXM—&F SD-WAN ig &t =
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o Internet -Internet ;g
o BiE—FRMENRE, T—MiEEZEOHS—

o EXHERIAEEH (0.0.0.0/0) - BFF# SD-WAN BMERARBRNEETE, RE MCN LERNEETREE
TEFHREREAERERZEE MCN W=, LUE#IT Internet REMNEIE,

SD-WAN overlay dynamic network routing

*  Routes automatically 4G VIP: 192.168.12.5
learned

*  VRF-lite allows for
multiple instances of
routing tables

4G VIP: 172.16.12.5 ¢ Routes automatically
learned

¢ VRF-lite allows for

multiple instances of

routing tables

INET VIP: 192.168.11.5 INET VIP: 172.16.11.5

>[> J

t
|
! 1 MPLS VIP: MPLS VIP:
192.168.10.5 172.16.10.5
=(asaaaaa - Sasasaa]
i I' " " Virtualized Overlay Network f S
_________ -l__'___F________-________——__T__\___‘—________—
/ \ Underlay Network 1 \
Route Learnilg ' I ' Route Learning
PP \ Route Advertiserent ‘ ~N
-—- - \ 1 7 Citrix
@~ AN ( J | XenApp
== | 10216810.0/24 = =3 MPLS () M 172.16.10.254( ‘ LAN: 172.17.0.0116
= J _J K J ) 172.17.0.0/116

—/ :
Gateway: 192.168.10.1 —
y: J,JE PE PE 17216101 m Citrix
OSPF BGP OSPF XenDeskt

A

September 2, 2022
REFNE SD-WAN &% (tRfhR) IFNEIAY (A% HBENRE,
Citrix SD-WAN & el LI e A EC B F A /& AABTRN—IHREHTHE, =M AtBEEL:
o HITEABR A%
o WIERILHBR A
- BESTAY
XS P AN SBERA XN T IR B TTRNY (VRRP), HERAEZHER SD-WAN . SD-WAN MLEHHE Fif
TR (B MEEETHE (MON) eSS AMREFHTHE, TRENHDEENARERNTARS,

EerAMERESR, m ER—1 SD-WAN GEWIEEENIRE. ERIRERRENRE. REERMEEZEH
TR K. IREMIBEEXNNERARESEMNSENER, NWERKSERXAENKENTRAHIZERENH,
IRIEERBIRT, ILREMIERISIEE MEHIN FAEFRERIR MR,
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SR AMESEERER

BER:

ERBRAT, SUAMREMUITHRIEREZN, NAEFREREEATIAEETHRIRNIEH (PBR) MgEM, X
MZRBBEMEN RN AT TN ERREIP RS, ATSCIEBERN. ERIRE AN SERREMRBREERN
VLAN =(FMo

ERBREAT, B SD-WAN REFEBEMIEMNE TP, EMBEZREFLIERN PBR H#%iHER. SD-WAN
REM MBI IUET UKW iR OHER— VLAN hEREE,
« IP SLA 5#Z[ElR
2 SD-WAN ig& 22— FEBRT, BMEEMBRATXARS, EhREHEARE. SD-WAN RE/RE
ExmEKRSEE, FARBRRE. B2, WRHNER/EA SD-WAN RERTNIEENNRES, BHBSZR
RRBEEMEIRE, MRT—aREXLENE, WaJL7ERSE2S EERRE IP SLA IBMUEA PBR. EAFRA
FZELR LT B E SR A BIEE,
HITAEKS T AMEEN:
EHTRBKSITAMERIT, SD-WAN RERILHITHE, HESHERREREK. JERBSEMREN—TEBR. §F
B, R RNARKRENKERIIR, B RSIEREIETRITZIAR,
BT REE O AR S Z BN EREE R SIS AR, SMBRERA AT a0 e T A SR iERI rhE .
BN, MRFE, PikiEOKERIRNERBRSTAERS.
R EEHMER SD-WAN IREMBEREAKN, WrIUEZERBYMEEHE 2 EEAE = RBR. LLERZHIERN
A ZiEmTF SD-WAN B2, UEEEEFRHTAMER. H1TRESAAERI THBIEIREBUR T RE S ETIR
BtiE], RRINKFELIIRASE)J 1000 250, BR, HERBIXREEMN 3-5 IR, EEMNERUSLHEE, EIRE
FEZRERIXMRE, NREFEIHM WAN SEHZRNRFINERE, NWXIRHRMEEEEIEN.

Higher Spanning Tree Cost Fallback Connection

(|

— =]

Switch A SD-WAN (Active)
—

Data Subnets .
Switch
- wite Router A

=l

Switch B SD-WAN (Standby)

EEEFMNELT, MRS MEASTREIEEER VRRP, BIUERIERAB VLAN, LIHRRESE 2 BRI UARE LAN 0
AN R ESo
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Higher Spanning Tree Cost Fallback Connection

== Ilil]

Switch A SD-WAN (Active) Switch Router A
v T T = i
= =[] Blezseesly E a
Switch B SD-WAN (Standby) Switch Router B
PSR LRAE T

EHER AT, SD-WAN IREEHEENSIERZEFRE, SREZEOAGTMLCTHRERLER, ERREVXTEENK
EBRRE. BINBERREROAREHEARIREO ENRMSEZBNERERE,

AR
o BRREIEGEXN TS TAMIRANEE 10 7 12 B¢, EAmOMSIERIZERX NS HIMER,

o MRIKEZENSAIAEERRK, WHSIREMHANEHREH SEBRS T, ERDRS DI, BDER
ZiErAMER, UERERREE,

s EEUAMKEILRAT, BHFRENPAUIERRIRAEO, UK RAMEEFIZIRG, ML)
KIS
HF SD-WAN ig& MBS B BIERS L ELT N, BERBOIRSEIOERER, BANRTEMHEE
LUK W% 0 _EFr R RYBYE,
TEETRT HSEZLEENT.
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/ SD-WAN A
s vy

B ——— HA Link Virtual Path
1/

e g e [ — ]

— bl 1V}

S 1/5 Branch
Qata Center SD-WAN B

WNFERARERENHIEF OIS, BIER One-Arm SETAMEESNHTRKSTHAMEE, URAMREMERD
BRI B T4,

MREHERBHE T LURRR/BIRS A, WKEIILSATREEXRBIFNBRRL R, RIS AERNA
lEig&#E, HITAKSIRLAGEREHRE. EREERT, SR TFERSAKERERE SD-WAN ML
RESEBMRBENE

AXET SD-WAN Orchestrator REMWS T AMBENEZESR, BB BEFHAEE.

L)

2RISR AMEE, FHITIUTEE:
FRICLUSAAMENMEMRILERN SD-WAN Web BIERE. £ B4R EM K TEESTALERS.
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Dashboard Monitoring Configuration

System Status

Mame: BLR_DC-Appliance

Model: 4000

Appliance Mode: MCN

Management [P Address: 10.105.58.172

Appliance Uptime: 3 days, 7 hours, 1 minutes, 43.0 seconds
Service Uptime: 3 days, 6 hours, 39 minutes, 51.0 seconds

Routing Domain Enabled: Default_RoutingDomain

High Availability Status

Local Appliance: Active
Peer Appliance: Standby
Last Update Received: 0 seconds ago

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110



Citrix SD-WAN 11.5

Dashboard Monitoring Configuration

System Status

Mame: BLR DC-ELR DC HA

Madel 4000

Appliance Mode: MCN

Management IP Address: 10,105.58.142

Appliance Uptime: 1 weeks, 1 days, 12 hours, 41 minutes, 5.3 seconds
Service Uptime: 3 days, 6 hours, 50 minutes, 31.0 seconds

Routing Domain Enabled: Default_RoutingDomain

High Availability Status

Local Appliance: Standby
Peer Appliance: Active

Last Update Received: 0 seconds ago

BEXEDNERSTAERENNEERRFAEE, BN EE > RERE > WEERCS > MUK MiET+.

Dashboard Monitering Configuration

— Appliance Settings ‘ Configuration > Appliance Settings > Network Adapters

Administrator Interface

Legging/Monitoring IP Address Ethernet
Network Adapters
Net Flow Ethernet Interface Settings
SNMP For the CB4000 platform, settings for ports 141, 1/2, 1/3, 174, 1/3, 1/6, 1/7, 1/8, 10/1 and 10/2 will only take effect when the Citrix Virtual WAN Service is
Licensin in the Citrix configuration.
=g [The settings for the high speed port 10/1 cannot be changed.
+ Virtual WAN
0/L: = MAC Address: Oaxcd7al4ic9:dB Autonegotiate: # Speed: | 1000Mb/s v | Duplex: ‘ Full v |
+ System Maintenance
1/1: = MAC Address: Sadcf8:f(:71:b2 Autonegotiate: @ Speed: | Unknown v | Duplex: ‘ Unknown v |
1/2: = MAC Address: d6:1e:72:d5:d1:18 Autonegotiate: W Speed: | 1000Mb/s v | Duplex: ‘ Full v |
1/3: » MAC Address: 66:4f9d:c5:48:d2 Autonegotiate: @ Speed: | Unknown ¥ | Duplex: | Unknown v |
1/4: » MAC Address: 46:63:ch:5d:3%db Autonegotiate: ¥ Speed: | 1000Mb/s ¥ | Duplex: | Full v |
1/5: » MAC Address: 06:7bice:9acS:dd Autonegotiate: # Speed: | 1000Mb/s v | Duplex: ‘ Full v |

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 111



Citrix SD-WAN 11.5

Configuration > Appliance Settings » Network Adapters

IP Address Ethernet
Network Adapters
Net Flow Ethernet Interface Settings
SNMP /4,175, 1/6, 1/7, 1/8, 10/1 and 10/2 will only take effect when the Citrix Virtual WAN Service is enabled and the pert is included
Licensing .
+ Virtual WAN
0/1 Autonegotiate: @ Speed: | 1000Mbis Duplex: | Full
+ System Maint:
11 uto e: ¥ Speed: [ Unknown ¥ | Dupt
Lz Autor : S Unknown ¥ | Dupl
1/3: « MA Auto : [#) Speed:| Unknown ¥ | Dupl
14: » MA Auto : [#) Speed:| Unknown ¥ | Dupl
1/5: » MAC Address: eerbfid3:aabbibe Autonegotiate: @ Speed: | 1000Mbis Duplex: | Full

HPEHEER

=AY (HA) X TEE SD-WAN i&&8Y, BRITUTHRERRRS E:
1. KRS HEENEZRRAZ HA & & ZEHEERR,

+ 12 SD-WAN &&2ZEIERESRFERA (B, &1 SD-WAN i&& ERimOEHZBMER XA o
o WZRAHB— SD-WAN 12 E#Y SD-WAN ARss, LUsRIRE—1 SD-WAN &4 FERE.

2. &AL E R E SDWAN_common.log X5 HA X B S,
AR
FiES HA 18X BSEERA X racp #1T1ER.
3. &w LI SDWAN_common.log X#HiEOAXEMS (i, BA HAWROXAHER) .

4. XYFBRHAKRSTEN, WMRIER— SD-WAN £, Fitt, MRBERRR, ERILURIESEHHEURNE
GREZHEISH

FERAMA Y BALINSEX ST AN

September 2, 2022

AR TERRZS 10.2 55 2 AR, EIZhEEfER T 1100 SE k&,

TR T ER S FEEM 1100 SE i¢& EEAET AN (HA) M58, He WAN #ERRSRUBNBERZ
FLFEY,

1100 & & Leya A/ NEL AT K (SFP) iSRS ¢4T Y B4 —fEA, ULIMASEX BB AMIhEE.

7£ 1100 SE ig& £, HDERB[EBLEHBimEEIEREN HAWHFHEE 1100 &&RIEFHR O,
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FEFY RBEE =R, —IRERIRERNAATR, S mERINEETSTREXNHH®E 1100 SE &&E EH%
WAN $£ERECER SFP w0, HBEHRBAATR—MENESOIRENMES.

HXETF SD-WAN Orchestrator [RSHNSEXSEIAEBENER, BEIH LEFAES,

MGMT
SD-WAN
SFP Ports
SE/PE
1/1 1/5
4[ == R+
o Ve |
4
’,: 1/2

I_I Core | / k“

YCables

/

MGMT

— =— = HAIP Interface Tracking
EBRE:
o AIHER Y BBLHTT HA BERILRNEE.,

o EEERY U4 SFP e HA IP #0ORER,
o WA 10.2.2 SHESHRE, LUK 11.0 iEERAEA REZIFILERE,

September 2, 2022

=

AR
1R7E%ERR Citrix SD-WAN 8 &8 iF TIEMEERS

o SD-WAN 110 #x/hR

« SD-WAN 210 Standard Edition
« SD-WAN 1100 tx/#EhR
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SEMBELRSRE Citrix ZEMREENET MRS, AFE Citrix SD-WAN MEH LIRS, TENETEL
Citrix SD-WAN DM RS D REUENEE IR, SHEMBERRSTBEI AH Internet iR ML HRY
ERR QTR SEMPERRSEIRLEEFR (SSL) hiGHTAIR,

SEMBEMSR2MSER Citrix RSHITERS, XERSHECUIIIFTZMAIRE (H1W0 2100-SE) &
Citrix ®PHFMEIRIR. EWRRSERL, ATLOHERASEMBEERHFITSMHIIE, MMERKIEZFKFS Citrix
SD-WAN & &F5S ZBRIXEK.

BXEZEE, B8R Citrix SD-WAN Orchestrator fR$S St E £/,
ZTD ESREHMTIERZ:
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Citrix SD-WAN EER A% SD-WAN FEEENRRMABF, TERTFNT:

« Citrix Cloud ER AL ST R BERHSEMBERS.
MEEEF—MREWVNEEE (DHCP. DNS. Internet. BAAIEE) AR,
I EIRY
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« WERRRE Citrix SD-WAN & &8,
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o EEERE (Bl MGMT 5% 0/1) EEEIREUEER Internet .
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MRS AN S45E SD-WAN IFRREXHZEF 1D #1787 5IE.
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s ENXIRE LREREXM
REMERE SD-WAN SRR SHFAREREXE O Xig .
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EREHRRKAFIIEXHE, Grace WrRHEESEHEBFEEKL, HATTRALEREIRETR, SmiRtmEETaHiT
(FREFZ ping).

AWS
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72 SD-WAN A&7 11.5 &1, &3 SD-WAN Orchestrator BRE 2337 AWS IRIBH# TSI E,

o BATENL/MEXER TEE=ERE SD-WAN SEfl,
ZEAINERBE A= EO: EE. LAN 1 WAN (BULLIRREHERD) o
« SD-WAN VPX B9RT A =Rk B 1R MEIREY VPC e] B FWBY #.#.4.4.11 |P sthiik,

Cloud Topology with NetScaler SD-WAN
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SD-WAN - SE
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Azure
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o BATENL/MEXER TEE=ERE SD-WAN SEfl,
o ZEAIFERBEA=MEO: 2. LAN 1 WAN  (BULIREHES) o
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A xiBE Citrix SD-WAN Orchestrator RE#HITRXIFHMENEZER, HEH Xig,

ZXIEERE

September 2, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 119


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/network-level-configuration/site-and-network-groups.html

Citrix SD-WAN 11.5

FREREET S (MCN) 89 SD-WAN &£ EXIEHE. MCN BESMXIFEHT = (RCN), RiEk, &1 RCN
EESIEPRER. MCN ZOBFEREERER KR,

& MCN fERm&ayiss 5=, RCN EAREREHITI R, SD-WAN RILIEE %X 6000 M.
SXFEEGECRBRHMEDERXFHREDEME; oA (FFm >RCN>MCN,

BE8/KEH MCN RZHEE 1000 MER. ERLUSNELRRBERINKE S, FHHMAE RCN FT XK
His R LUOH TS KIRERE,

A xiBI Citrix SD-WAN Orchestrator [RS#HITEZXIHMEMNEZER, HER Xid,

===l gy ===

IntermpédiatéNode Branch Appliance

\_ Y,

==l ===l

= k!
Branch Appliance Branch Appliance

T y

TRIHETEEE MCN/RCN FIZHHTEATIR,

AR

1X1E SD-WAN ZRHE2SHEERMMLEH3E Citrix SD-WAN 210 SE &1 MCN,

Fahka INF[hE MCN g /HzE RCN
110-SE £ =
210-SE = =
1100-SE = =
VPX-SE. VPXL-SE = =
2100-SE. 4100-SE. 5100-SE. = =

6100-SE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 120


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/network-level-configuration/site-and-network-groups.html

Citrix SD-WAN 11.5
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DUEEXEME > B RS A Internet ZjaliRiftiE%, Citrix Virtual Apps and Desktops ##9 SD-WAN
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HREEFeIE,

1. 7£ Web x5323qh, 3 Azure IJ7. BRI Azure ik #3122 Citrix SD-WAN 15/#ERR.
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Microsoft Azure Q, Search resources, services, and docs (G+/)

Home Citrix SD-WAN Standard Edition 10.24 Create Citrix SO-WAN Standard Edition 1024 > Basics
Create a resource Create Citrix SD-WAN Standa... X Basics O X

w Home

Subscription

M Dashboard Basics >
I

Configure basic settings

All services

Resource group * ©
*  FAVORITES o

2 AUWANINDZ N
All resources . .
@ Resource groups Location *

Asia Pacific) South India W
& App Services 3

¥ SQL databases

¥ Azure Cosmos DB
, Virtual machines
% Load balancers

# Storage accounts 5

Virtual networks

4. ZE EERRE TUE T, RHEEMNBRTR. EFEAFARMBREN. BEOIABAEFEMNEHRTITAR, BXHR
BEANFR. BEHE.

MREAFSHERILFINEERTRELEL, ERBNLFINEERHTNR, EEH admin fERRR
&, HERE Provisioning LFIE SN, WREMFEATE Provisioning SLEIRNGIBMNEAF &, NAIKE
RFEiARIPR, thoh, EELLAEEEBE LR,

MREMEBREANREA], BHERM HA BEENETFEERR, SNEREA. WFEFWE, Citrix IHEEIN
USRI AR ERE S, RAER AR LM HI KA,

Create Citrix SD-WAN Standa... X Administrator settings O X

Done

; ! Administrator settings >

Configure deployment settings

g e 5 || __,.‘

5. 72 SD-WAN & TiE T, EREFHEPIETRENLM. RIBEHEREF LT LRAIZER:
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LHIKE D3_V2, RAREAEHEN 200 Mbps, REAIHEERE 16 M9%.

IR DA_V2, mRAEAEILEHN 500 Mbps, REAIEEERE 16 9%,
o LHIKE F8 Tk, RAEAELEN 1 Gbps, RETEEEE 64 M.

LHIXE F16 tnfE, |RAEBBILER 1 Gbps, REAIHEERE 128 M%.

x SDWAN Settings x Choose a size

6. BIEMMEMMLE (VNet) REAMEEWME, XEZHENEXRSE, BALSEEZFEHAEL SD-WAN

VPX E MR OB+ M,
Create Citrix SD-WAN Standa... * SDWAN Settings X Choose virtual network Create virtual network
1 R n‘wau)n‘

REEL HA R B E LIS, A EEZHBIF MW, #R SD-WAN I8 E7% 5 Citrix Virtual Apps and
Desktops Z#EMEEM VNet &1, FB5 SD-WAN VPX i&&8 LAN O FE—FMH,
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SDWAN Settings « X Subnets O X
Virtual machine size * () Manangement subnet name *
1x Standard D3 v2 | snet-mgmt v

4 vepus, 14 GiB memory
Manangement subnet address prefix *

Change size |
10.4.0.0/24
*Virtual network (0 S LAN subnet name *
(new) BR3vnet | snet-lan
Subnets (O o > LAN subnet address prefix *
Configure subnets 10.4.1.0/24 v

WAN subnet name *

snet-wan

WAN subnet address prefix *
104.2.0/24

AUX subnet name *

snet-aux

AUX subnet address prefix *
10.4.3.0/24

ox [ o

7. 7 ‘BE NEPRIEEER, ARRE BE
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D-WAN E 4 Create Crtrix SD-WAN Standard E n 1024 > Summary
Create a resource Create Citrix SD-WAN Standa... X Summary o x

Home
o Validation passed
Dashboard ‘I Basics

Done

All services

AN CAr nkar.pecadaBeitrixcom
FAVORITES ¥ CA ravisankar pegada @citroccom

2 General settings

Dore "

Al resources South India

Resource groups General settings

rtual Machi ame
B App Services 3 SDWAN Settings Virtual Machine name

oyment Mode

Dore

= SO databaces by
Fassword
Azure Cosmos DB 4 Summary 3 SDWAN Settings
Wirtual machines Citrix SD-WAN Standard Edition 1. -

4 Load balancers Manangement subnet

Manangement subnet addre..
5 LAN subnet

B Storage accounts
LAN subnet address prefix
N subnet
\ subnet address prefoc
AUX subnet

o Monitor AUX subnet address prefix

& Advisor

Virtual networks

& Arure Active Directory

& Security Center

) Cost Management » Billing

8. WX IE L, BE IR URshKRAINTAEDE, MEELFIFTRFEKRLY 10 D, ERTE Azure EEF
FRIREI— 5B, BILSEFIeI RN/ K.

Home > MNew > Marketplace > Everything > Citrix SD-WAN Standard Edition 10.2 > Create Citrix SD-WAN Standard Edition 10.2 > Create

Create Citrix SD-WAN Standa... X _(_I_real_:e_ O X

. Citrix SD-WAN Standard Edition 10.2
1 Basics v by Citrix
Dane Terms of use | privacy policy

Deploying this template will result in various actions being performed, which may include
T — the dep?\o.yment of one of more Azure resources o Marketplace offerings and/or
2 - ’ =+ v transmission of the information you provided as part of the deployment process to one or
more parties, as specified in the template. You are responsible for reviewing the text of
the template to determine which actions will be performed and which resources or
offerings will be deployed, and for locating and reviewing the pricing and legal terms
3 SDWAN Settings v, associated with those resources or offerings.

Daone

Done
Current retail prices for Azure resources are set forth here and may not reflect discounts
applicable to your Azure subscription.

4 Summary v Prices for Marketplace offerings are set forth here, and the legal terms associated with any

Citrix SD-WAN Standard Editio... Marketplace offering may be found in the Azure portal; both are subject to change at any
time prior to deployment.

By 5 Neither subscription credits nor monetary commitment funds may be used to purchase
5 ' non-Microsoft offerings. These purchases are billed separately. If any Microsoft products

are included in a Marketplace offering (e.g., Windows Server or SQL Server), such products
are licensed by Microsoft and not by any third party.

RUThelEseflfE, FREXSIEC4 SD-WAN SEFIERERONAE P, ERIUEERESEFIRFIRARIMLEER D Fk
2, BEE, EALUERTEEREISEG.
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9.

10.

11.

12.

13.

AR

SHFEERE, AFREE admin, BEZEELGISIEIEFIZENED,

BEIAGE, B% SD-WAN Orchestrator WSt H#{TERE, MR ZEHFRR, @XM E SD-WAN
Orchestrator A gEEeBibm, WREEEE, 551 Citrix SD-WAN Orchestrator NER#llo

IIREELE SD-WAN W8, MAksnE Azure PEENIEREZEE, BN, BoRLIZE— MCN, BX
BRER, BFEH WELE,

—B#&EHRGA1R SD-WAN Orchestrator #FEB&Zi&E T MCN, i5%&5% SD-WAN Orchestrator, SAE% T
+ ik SFFAERE SD-WAN VPX 8% (FBE27E Azure HFRED) .

New Site

Site Details

IRHtME—MIESBTR, HIRIEE Provisioning BUSKIKIM N L, B1E Azure RIgE XA, ESH E4%
B,

AR

1% Azure RIREXEGINESYIS, HEEIQAHEE IP ERIILH, BAIUENRRERLEIRFYIS. W
RET HARERELS, WATHHRMDFETIS. toh, ERERF, BHEREREDON REE

FBFIRENS Azure £BY LAN A1 WAN #2O0#8KEXRY IP tthit, SA1Z Azure []7 > HRA > &% SD-WAN B9
ZRZ >SD-WAN EiN > [,

Dashboard Monitoring Configuration

System Status

Mame: DCAzure

VPX

BASE

MCN
0000-0007-5714-8818-8276-7561-41
Idress: 10.2.0.4

6 days, 8 hours, 59 minutes, 5.8 seconds

5 4 days, 8 hours, 29 minutes, 10.0 seconds
Routing Domain Enabled: Default_RoutingDomain
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14, FEMEPIRER. SME KE > WEREXR, RHBBRE/NRM.

# Add Site ] Batch Add Sites [ Deploy Config/Software J| Back Up/Review Checkpoints

Deployment Tracker
Avgilability  Cloud Connectivity  Sile Name Site Role Device Model  Serial No Bandwidth Tier ~ Management IP Acfions

| | @ Ofiline AzureBranch MCN VPX-SE 0000-0008-9954-.... 1000 7 N

15. R LAREBREERTIR, WESTERERER, LIUE Azure PRILHIF MCN ZBJ I E KRR,

Citrix Virtual Apps and Desktops &2 &

EINER EMALE BB PR ZRAOAEE, AD/DNS FEF 7Y DC A E, MEAHE SD-WAN BEEFNEFETF
LAN m£&#a SD-WAN 5. XREFEFLAREN AD/DNS 89 IP, NREEEREMA Azure Active Directory
AR55/DNS, &% 168.63.129.16 F2&E 5 DNS IP.

MREEEERAMT S /DNS, BFREERSEEBM SD-WAN €& ping DNS 9 1P, ErILUBE SME “5ExfiR
& > LU RETAULIEME, %EH Ping S3%1E, SAFEM SD-WAN i&#&#9 LAN #0/283A%0 B3 ping 2 AD/DNS

1 1P,

= Citrix Cloud SD-WAN Orchestrator

Customer Site
T All sites
Dashboard Network TroubleShooting : Diagnostics
| Ping Traceroute Packet Capture Bandwidth Test
|l Reports >
....... e Site
f Troubleshooting v
cDNTestCMD
Audit Logs

Device Logs PING

Diagnostics

IP Address Interface Gateway IP (Optional
Default
& Administration >
Routing Domain Default Packet Size (KB)
VIF-WAN-1

Default_RoutingDomail 70

IR ping BLLH, MIRRETLARRIHIARIER AD/DNS, WR&H, NEKEEHMEPFERHRM, MmERT &N
AD/DNS ByrTifiatE, NRajae, BEREER AD 71 SD-WAN & BB FE— LAN R L,

MRMAFERE, FE5ENINEEEREKR, IRTRNITRILESE, BROIBIERLEND, HEEIWE—%
HIRES, EA KRECE=2E DNSIP,
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} =r

AR

R DNS geSgERS AR A ERASMNER P,

MR TE (L ARSS

f&8h Citrix Cloud B WL EML RS, ERIAKREITINE TIEXRMNNAREFMISmmEsRE, Kmmk HDX
SIERE, AEMIMERNLE ERVE P AIURI SN R EREE] VDA, ERINRAFRREXFM, BRNMAFRSEBEIR
HUERRERS, WMEENL RS AITFAS ARSI XERERZE VDA, KM RSB RERIER,

[

BIRE WEEN BRSS, BEABUTEEZ—!

« Citrix SD-WAN Orchestrator: &:xfEF Citrix SD-WAN Orchestrator B2& NLS MiZ4AE R, B58F
MILEE AR SS -

« Citrix RHHIMLEE (RS PowerShell ik HxER PowerShell #REE NLS ¥4 2, ESH
PowerShell #RANEE,

MEMBELZAIAFPEZNIMEN AL IPSER, HiTidE ME Workspace Bah Virtual Apps Ml ESIER,
Citrix Cloud £1RIERFFRERMNMEHN AR IP ik N AR 25 A AT MR AREBIIMB.

MRAF MAEMLEERE, Citrix Cloud ¥ EEEZRBEI VDA, LT Citrix Gateway, S1RITHRE ST IMNBE
1%, Citrix Cloud s#&wmi#aA i@ Citrix Gateway $iTIRERH, ARKZITREECHIIRNEBMEHH VDA,

AR

FETMBEMARSHEEN AL IP BAEHEL WAN $EEHRE IP,

I EZE IR

September 2, 2022
9% 74 (DNS) 3EAKARANR R R AV ST IP sk, RZ7F%R. Citrix SD-WAN 24T DNS 1h8E:

« DNS
« DNS #EBRER

el LUER LT 2808 DNS BREZ3&:E Citrix SD-WAN Orchestrator [RZEZE DNS {IEsf DNS #EiE %

o #75 DNS RS . RIFIEECERZS IPv4 DNS RSS2 |P itk EETLIGIERER. ISP, A ERIE MR DNS
BR535. ##7S DNS RS AILE2BMIE R &5 EITEE,
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» &h7 DNS RS : A EEERNS IPv4 DNS BRS3% P #thilik, 557 DNS RS REETELRAFIRE, S ihaR
fl:ltf:_/\ﬁj_]"_,\ DNS HE%

« Staticv6 DNS fR55: A IFEELERSS IPv6 DNS ARS5E8 IP ik, ERILIBIZRAER. ISP, SIS AEREMFF
iR DNS fRs5. Staticve DNS BRSSEIATE 2B iGmRA#ITE E,.

« DynamicVé DNS fR55: RIFEERERZ IPv6 DNS ARS528 IP #isit, DynamicVé DNS ARSSs REETE L 4R35
HITEEE. 8MARRRIF—1 507 DNS BRSS

DNS 32

T URESE SN EASNNRE, UBIRIENBERHZEH DNS 5K, DNS B&EA Fi@id UDP E#EiZirs
BER, BxufaEZ SD-WAN Orchestrator IRSZECE DNS RIEMESR, &5 DNS R,

DNS #ZBR % 28

Citrix SD-WAN =] LABCE J9i5088 DNS #4228, ELERT, SD-WAN sJLU=& R 2 FH IP #hitsy DNS &K, Hi&
HEZRFIEEN DNS fRE. RBEXRBZEEEOLNARRSH DNS iBRA 28, 1R DNS iEK5 DNS &%

BFRPHEMAIN AEFHELE, NSEEEAZIEEEN DNS RS, REET UDP EZL HAERA 21 DNS #%
%, BxfaiE@Eid SD-WAN Orchestrator lRSEE DNS &R & BHEE, 1581 DNS ERE %25,

Lyl

EEEAERIHEEMBRRASBAITER, FSME 55E > DNS,
BRI IEENAEFEM. DNS IRSSE#R. DNS RSB LUKSY DNS RRSHI R FREL.

KBS

aaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

RRRRR

Transparent Forwarder Statistics
PPPOE
Application Name DN Service Name DNS Service Active Hits
office365_allow Quady YES
office365_default Quady VES

BRANKRASLKITER
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Firewall

RRRRR

Proxy Name Application Name DNS Service Name DNS Service Active Hits

Application Name DN Service Name DNS Service Active Hits
SocailMedia Google

Google

DHCP

November 16, 2022

Citrix SD-WAN 3IN7T B 5 RR 1% & A DHCP AR5 8831 DHCP Frd#(I2A9ThAR. i@ DHCP fR388108E, 5
SD-WAN i&#&#9 LAN/WAN #00 FR—MSEHRIZE R IUM SD-WAN &&REE IP i2E. &id DHCP Fh4tIhkE,
29 SD-WAN &#&rT 72 DHCP EFR iSRS 8B 2 a1k DHCP $UEE.

LT 2R DHCP fRs523#0 DHCP dh4kThagnvsrab

HOEFPZNIRES.

AEEF IR R ERREE (BIEENSEHERSS).
B P iRl = o

%A CLl sp < HRMSBEE.

R ERE RS ERFRECE,

DHCP fgs523

B L% Citrix SD-WAN & &EE % DHCP RS 28. ©RIMMMKHIEERti A DHCP R RS B ERE IP i
fit, DHCP REBTURBNDEESSH, HlMHE R4 (DNS) FRES2309 IP it AI2AIAEH28. DHCP RES881ES
sk S ERIERM LT, DHCP RRS32BRIRHEZ R B A% 89 LAN BRsimMEF Hfth DHCP rha L3RR 489 DHCP 35
KRB #%o
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Static Link DHCP SERVER
il .
Static Link el o ,
SOD-WaN Appliance DHCP Client

Relay Router

DHCP 4%

DHCP 4 HIERER A InTIRS [ 284k % DHCP BUREMENEHEE. MEEERAILUER SD-WAN iR&HY
DHCP métfrs37E 43t DHCP & P im#liziz DHCP ARS8 2B 4MERMNEE, EnrduttENIMIZE DHCP RS
ERIRENENS |P sthhk, kIR DHCP BB HAERETS —MEO LA KA DHCP JEE,

DHCP SERVER I ;
Static Link DHCP Relay Site

Static Link s'D_-v'\rAN Appliahn:e DHCP Client Machine

DHCP Client Machine

Relay Router

i@d DHCP ZFim#1T WAN 5552 IP it >)

Citrix SD-WAN &&= #5@&3 DHCP B im#t1T WAN $i% |P stk 5>, thThagR/ 7 8% SD-WAN & &PEMF
MEESE, HBEITHEWEFHS |P MUK ISP fias. SD-WAN EEFTLERENRZEEEO L WAN SRS IP
ik, XEFRAAFEFE WAN B2 RMITIE TR,

AR

« DHCP EFRnREERENT P In T R WA ZEERNIEFREED,

o RBEETAH IP ik, 78 MCN/RCN £2H DHCP B isfl iR .
« 85 DHCP BFIHEEM AR A e B AT RIS (PBR) &

« DHCP S XMEFIRNAEIER, F2%Em DHCP iRS58%EES.

M Citrix SD-WAN 11.5 frAFF14, &Za1l@d Citrix SD-WAN Orchestrator BREZEHIEELEER T ARSEEN
EPMEOLE DHCP, BXF4EE, F5R #:d DHCP EFiRIAE WAN 3588 |P #bik,
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eS| %m0 8 DHCP <

ka7, DHCP B IRNEMFESI RGO L2545, 7 11.2.0 hied+, DHCP EFimInsEE AE R1Tar A (HA) 28
BN TR BSFERILIRO E#T T R, ILIE5RINEE:

o RFTEEEHERILMANF ST HA BENFZEEROA L#1T DHCP FRIREE.

G

|
Virtual Path / \

o A¥FERE DHCP #0O/FN AAAWEXR WAN i —E85.

T RABMERIES R DHCP &%,

/ SD-WAN A d
i 1/

S == 1/
Qata Center SD-WAN B

Internet
WAN

P =

TR LAN EOERERNEN, RAKEENESIERAZETZ.

41 DHCP Z /i WAN 8%

ITITBY DA IP ik, FRIBIBMMXIEBIDRHFEESZ R SODWANVIV_ip_learned.log WIAEHH, HFES. &
I HATISED IP UKRFESIFIRIM X DHCP BRSB[HIMBE AN, MEMEM, REETFHNBEXGHE
MEEERY IP ke, MREURPENFIES IP, WrhSEM IP MIDSRBHRASIT, BRI LA EREO
IRISME—BIREIN IP sthst ik,

Z15%0 DHCP &% WAN $54%, BT TigME:
1. 7z SD-WAN ig&n9 BR[2RA[EMRR 2u@E+, DHCP Zrim WAN fEERIZ2H T B IP #URE,

2. BRI LUAERERT IP, XERIFHALIETE, ERRTLIER ZH450T, XIAHHH IP it 5HELER IP
#t,
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HLP Cleent YWAN Links

Lease

Ethernet  Virtual IP Address /  Gateway IP Remaining

Interface Interface b Prefix Address Ll Seconds S e
Seconds
S on .
X2 VLAN349 || SFWL3-inter 10.30.30.55/24 [| 1030302 [ 1800 [ 1640 ?:-af;c:s Renew Bl suwmt
a 4 & 4239 on -
Xz VLAN3SO || SFWLa-Inter 1020205324 1020202 | 86400 || 71035 || R Renew Bl swo
DHCP B7&

Citrix SD-WAN =& #em8 79 IP #thut 4 5% DHCP RS2 HE. 825 IP it nEcAin e, MEEMBEE, XL
SEEEM P it HEME AR EEZ. MAC ik, 2P ID FFHAES. EF W ID none RAEFREET
DHCP 'IHSREPO

Z4MMEE DHCP B, 5SME BE > B TR/ &iT. MTFirdRHhiEE SDWAN_dhcp.log i1, AESE
EE E ICho
AR

[F Citrix SD-WAN 78 DHCP AR 2808Y, A 4ERXLEH

&hs PAC X4 EH!

September 2, 2022

BEE BV SHES KRR SaaS NARFMOAARTARARMEM, BOERNMETRIFEER, ERMHEE
W HRROBIIRENESR S EFTEER, Citrix SD-WAN fiFE# Internet R SaaS RARER, 0 Office
365- ﬁ*ﬁ%ﬁ%lu\, 1ﬁ§|sﬂ Oﬁ'ce 365 TjE1t°

MRAECWHRE FEEETER Web R, NFFEREH B Web KI2, MMXMELUATTHEMERE Internet /1%,
fRRAREREBETHENDEI PAC (REBGIEE) XHKH SaaS MAEFREIRMAIE,

Citrix SD-WAN 11.0 @3 shSEAIRMEENX PAC X, AFARIBLIIMAH Internet =i Office 365 M ATE
Fig. PAC X2 —1 JavaScript &%k, BFENX Web R85k 2HIZHNBIFEE Web {IERS 28,
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PAC X+ BEXKLIERE

BRERT, ©UMEEN PAC XHERE Web RS L, XERBGEBIARES K. BFHNEEEMEL Web

AR%5887EK PAC X, Citrix SD-WAN i&& R Office 365 AL miRMHAE X PAC X4,

t
[pyi=—=] | Internet Breakout -
| Client Browser H \
1

R ———— R e
PAC file host DNS request 2 i
....................................... > i
DNS response with SD-WAN [P 1 !
@rnnrn o 1
PAC file request 3 i Enterprise PAC file request 1
T s 230 L S T Lot s -
Patchec PAC fle (Enterprie +0ffice 365 poicies) | { . RewievePACHle ... S T
P, H
Branch SD-WAN 1 ﬁ
e | 1 [ e praa
—| & . G i | %
L] i ——— i I =7
1\ 1
i

Proxy Server  DNS and PAC file
Server

1. Citrix SD-WAN EfAM I Web BRSS 818 RH1aF B PAC XHHRHFEIS. Citrix SD-WAN i&#3% Office
365 URL f&xh &) ibdk PAC X ff, ik PAC X#FIHEAE SUfF (SD-WAN #EH7%) , E Office 365

URL T#&&sb,

2. BEPumRIEEE51 & El PAC X EHA DNS iER, Citrix SD-WAN =2 &R EBEE 4 FQDN BiER, HEMA

Citrix SD-WAN VIP #{TMRZ,

3. BPumRIYIEEIER PAC XX, Citrix SD-WAN & &2 AR HHEHE PAC XX, PAC XHEIEE I REEE

#0 Office 365 URL #BRRES,

4. 753 Office 365 M AEFAIEXRES, Citrix SD-WAN && 8 ITEIEN Internet 948,

1. I wizE—1 PAC XHEE,

2. PAC XtRzizBE— &R SDWAN_TAG — A F &4 Office 365 WALHY findproxyforurl &%,
3. PAC X URL Z&F1, MA=ET IP,

4. PAC XHHUBEIRIEENSH VIP 21,

5. Citrix SD-WAN & #& [ aetgi@d HERRE FHddk PAC Xt

ficE PAC XHFEEX

&R LUER Citrix SD-WAN Orchestrator lRZEHE PACXHEBEEN. BXEZER, 588 RIEEHEE,
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HEHER

EEILAM Citrix SD-WAN i&& TEBEX PAC XHLU#THIEHR, ST RE > £EIRE > B SiER/EE> K
RiErF, ARBETH.

Dashboard Monitoring Configuration

< — Appliance Settings Configuration » Appliance Settings » Logging/Monitoring

Administrator Interface

Logging /Monitoring Log Options Alert Options Alarm Qptions Syslog Server HTTP Server Application
Network Adapters

Net Flow Download PAC File

App Flow/IPFIX
SNMP Download
NITRO API

Licensing
=+ Virtual WAN

+ System Maintenance

TR LIE = BN EE PAC XHFBVEAMRES, SMEI EBCE > R4%4Hr > 128, BE F i+,

APPLCATONS ¥
UNDEFINED v
o v

Alert Count

[RierTome TR sent

View vents
ER—
G <[ e <[y ¥ Jseacty =y .
Object Name Object Type. Ti Event Type. Severity Description

PRI

o A%HF HTTPS PAC XH#ARS2R1ER,

o AXFMEFHZ D PAC XtF, BERAEZHZ2XKE PAC X,
o FZFFMKFFIATE Citrix SD-WAN E&R% PAC XX

o R%#FE” DHCP 317 WPAD,
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GRE i&&

September 2, 2022

GRE @& hae i EELE Citrix SD-WAN &% LR IR EB R LRI GRE &8, 24/ SD-WAN Orchestrator
RSB E GRE i8&, 5219 GRE RS,

HANSNER

September 2, 2022

HAREE

Citrix SD-WAN s @@ d A NEE SD-WAN &&: HINEBNHNER, FIEEATEERNERREMIG
HeIZERE IP, ZmONAHEERE. FAEEATFERA SD-WAN HuERO#ITER, CRNASMIENEER
2, MEFEERNERRRZ,

HHEEAFEMN IP hibhEESEERS, 90 Web Ul f1 SSH, ZErRIUEREATAT IPRENSZIMZEEEOLE
FRHNER, ErRIUEREE IP fIHRED P i5iE Web Ul #1 SSH.

M Citrix SD-WAN 11.4.2 iRAAFFi8, BB BEHANESEL @ HRERK OS5 Citrix SD-WAN Orchestrator AR
SERIEE, BN, YBBEOREERKREEHN IP ik, §&%%5ES5 Citrix SD-WAN Orchestrator BRSS9
Ei%,

il

P

« Citrix SD-WAN Orchestrator RS F A IRSHEE BRE N £ B45 NAT 5588,
o WM—MEBEREEZHEN HAKN, 58RZAZRS.
MRZAZRS, TLUEESHEEIREZIN,

M Citrix SD-WAN 11.5 44, Raei@ig Citrix SD-WAN Orchestrator fREEEM IP LEBEHRNEE, §XF%E
% ¥} 158”?.' 'Fﬁ‘pc_l'_:iio

M Citrix SD-WAN 11.3.1 LUERIRAF A, FREEXFSTRAMREN, TRENHEREZEANESEIER
NAT BB E O#1To

BUF#OES HA 8% R EIRIRS T
« HTTPS

- 443-EERTERRR HA
- M4-EFmE HA X
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- M5-EEmEEERFF
+ SSH

- 22-E#E3 HA &S

- 3-EEMIEERE

- 4-EEMIEER R
« SNMP

- 161-%E#27ERIRI HA
- l62-BEEMEEERE
- 163-EEMEIEEFHE

fEFBHE NAT SRESQURE IP stiiit, AVFERZIHER HA, MEFBAG.
Blgn, LAFHER IP stkAFininiesE:

o EHig#E-1.0.1.2
« ¥Ei%%-1.0.1.10
« HBhg%E-1.0.1.11

BEAER

ERTERRGITR, EIE47E 172.170.10.78 @ IP EERATHRERE, &8 LUEAL IP 1518 Web Ul #1 SSH,

£ Web Ul &1, SME 5% > BiAdE. &R BiR IP i ik 593 ERIEAKO 22 71 443 EHIEIA IP 513
SSH #1 Web Ul

< C A Notsecure | hetpf//172.170.10.78/c§i-bin/vwmon.cg o

- Logout

Dashboard Monitoring Configuration

Monitoring > Firewall

Firewall Statistics

Statistcs Connections ¥
v
Fiteing: Routing Domain Ay v Application: Any v Family: Any v

1P Protocol: Any + | Source Zone: Any v| Destination Zone: [Any -

Source Service Type: | Any v Source Service Instance: | Any ¥ Source IP: ; Source Port:

Destination Service Type: | Any . Destination Service Instance: | Any ¥ Destination P: [172.170.10.78 Destination Port:
[ Refiesh | Show latest data Show Drops
( ctear connections |
Help
Connections

Source Destination Sent Received

i Application i L 1P Adress T PR || G o SEAT R e ServicalSeryies e State IS packets | Bytes | PPS | kbps |Packets | Bytes | PPS
Domain Protocol Type Type | Name NAT
Corporate  Secure Shellssh) froypted TCP 17217010135 S42557 local  Vinualiterfoce-1  Default LAN Zone PHost - DeftLAN Zone ESTABLSHED No 78 6824 0364 0255 53 7420 0247
Corporate  HyperText Transter rotocol Secureltps)  Web TP 17217010135 5298 local  Vinuslinterfoce1  Default LAN Zone PHost - DeftLAN Zone ESTABLSHED No 139 10130 5692 3319 24 3338 9563
Corporate  HyperText Transter Pr TP 17217010135 5299 local  Vinusliterface-1 e 1201078 4  ESTABLSHED No 565 26811 23047 o4 1087 1504099
Corporate  HyperText Transter Pr TP 17217010135 5300 local  Vinusliterface] Default LANZone 1721701076 43 IPHost - DefutLAN Zone ESTABLSHED No 90 9201 3691 3019 157 212744 6439
Corporate  HyperText Transter Protocol § TP 17217010135 5801 local  Vinusliterface] Default LANZone 1721701076 M3 IPHost - DefultLAN Zone ESTABLSHED No 111 7987 4554 2621 22 291743 8267
Corporate  HyperText Transfer Prc e 17217010135 5. Local Virtuallnterface-1  Default LAN Zone 1721701078 443  IPHost - Default LAN_Zone ~ CLOSED No 6 776 0419 0434 4 309 0280
Corporate  HyperText Transfer Prc e 1 7010135 5 Local Virtuallnterface-1  Default_ LAN_Zone 01078 443 IPHost - Default LAN_Zone ~ CLOSED No 6 0422 043 4 09 0282
Corporate  FyperText Transfer Protocol Securelhttps)  Web T 17217010135 54289 Locel  Vitusllnterface-]  Default AN Zome 1721701078 443 IPHost - Default AN Zone  CLOSED No 355 2066 13558 Aciiazate \boeclosead 25435
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#M Provisioning

EREINEDZIEERERAIFREREE SD-WAN RENFEREZEN. HEFRRNBERE BIRFEIREN
REZIMNIFFH, SE/BEBUNFAEEDERTBIEENSREROSNEENLEEE. NE, BENSEROX
RTEMEE, THREARMMNERFOHTSEMEE, Citrix SD-WAN iF 217772 $3EH O X A B EIRR 8 TLE N
EOREIERRDO, R2TFA,

RFHTZERESHWIEE (EHTRNEE) @ E S SR EEiROEREES Internet #17 Provisioning, ¥
# A Provisioning Big& EE AT LAN 1 WAN M5 Em 0. AFH EBRSHIEEEETRIALE, AF5SE
b EREARSS R IIIEIE, LAN imO% 24 DHCP fRES28, Hi§m3S IP HEc4s7c 2 DHCP &R imay WAN im0, WAN $E8%
530 9 DNS BRS UHaE WAN E#1E,

AR

#M Provisioning {GEMAF SD-WAN 110 SE &1 SD-WAN VPX F4,

IREX P st H SR EBRSRILEREG, B THEREEHRERRE L
AR WTE 0 RBESBIEROES SD-WAN 1%%&, &&RhRAL57 SD-WAN 11.1.0 siESARES
AFH EERSINSENRMANEESEUTEER:

+ LAN #%O_ERY DHCP fRS32%

« WAN %0 ER DHCP B Fi%

« J&ATF DNS 89 QUADS iZ&E

BIABEM [P 73 192.168.0.1
* 35 RBVEEFRVFATIE.

BERER, RWALERHER, FOSEMNERSBFRNEEES. WRREWAHENERITFAIESH, WREE
BOIARCE, MBRIRERFEEISEMRBERS HZRBI SERIBBEENITIIL

BiNERRE

ELREEAHRISESTHRNE. EEN LIRS A LR RITEZZITEMEERS. RABRLT, EREHRIAE
EXMHigE EEAEREE, EERTLRENS LAN B ERESARE,

AR ARREEEZE, BFRRNSEMNERSEEZER T OREE,

TREMTEFRTE LBATFEREENTEIEE WAN 1 LAN i5OpFAES:

¥a WAN %7 LAN #0
110 1/2 1/1
110-LTE 1/2, LTE-1 1/1
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T4 WAN %0 LAN %0
210 1/4. 1/5 1/3
210-LTE 1/4. 1/5. LTE-1 1/3

VPX 2 1

1100 1/4. 1/5. 1/6 1/3 (FTB)

M Citrix SD-WAN 11.3.1 kixaser, WAN i ERAEREN, a1 LUER DHCP FFimiE WAN ix O E AR Ay
WAN $£8&, HM5# Quad9 DNS ARss UHsE WAN 2, 7588 DHCP MIERT, &AL WAN iOE & WAN
IPS/&% IP, LUEFERSASEHTIIRES,

AR

B RBeERRHS IP BEEUAWRO, 8% IP TAGEA LTE-1 A LTE-E1 isOQ#1TEEE. REELURE LTE-1/
LTE-E1 @O WAN, BEEFERNART I HER.

700 WAN 58S, ESHAINE WANIRE (R0 2) #89T, BOAER TiEFR DHCP R Si%iE, s1RiE+ DHCP
R EiktE, W IP sk, R IP ik 71 VLAN ID XAFERIGE TR AR E. NRERERS IP, 155 DHCP 1
p=pri

WAN Settings (Ports: 2)

Port DHCP Mode IP Address Gateway IP Address VLAN ID Wan Tracking IP Address
2 (] 11.11.11.10/24 1111111 50

4 9999

5 9.999

ZUANERT, WAN RER IP it F G B ahiEss 9.9.9.9, EaJLIRIEF EFE oL,

AR

INRiEF zh75 DNS RS E8 BitiE, BFHRERFIN/EEE D —1EikiE DHCP & 9 WAN %0,

AR EMNE R HIERO
HFRAEEATRIERORNGRLENEERE, THREATHERRD. XESERKNEELAERKFEOREN
Rimig& EREM. Citrix SD-WAN RIS E R O E N N EiER O R E R HIETT,

AR

QEEEUTTE BEEERORRNEERRO:
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Citrix SD-WAN 110 SE/LTE
Citrix SD-WAN 210 SE/LTE

REERE LEMREERO LERHREEN, TRiEEEER,

B EEME

ERTLUR BN [P it FR B A S EIEME, NREEROREAIIA Gateway BBE, NIEFHIEEE IP ik,
AR

NRIEREY Internet IRSBECE T RN ERAE, NRANER TSERBRAENNREEEOFENEHEENL.

BREHERE
ERERRAEIF, FATEET 172.170.10.78 L IP fEAEHEENS, MRERE IP titREEIA Gateway, T
BJLAEEAIE IP 35518 Web Ul #1 SSH.

£ Web Ul Fr, SfF iz > BhAdE, ErIUAEFILEIN IP #itit¢E SSH #1 Web Ul i5ia)#0R P #udit,

‘ Monitoring > Firewall

Firewall Statistics
50 v

Routing Domain: Application: | Family: Any .

1P Protocol: Source Zone: v | Destination Zone:

Source Service Type: Source Service Instance: Source IP: 1721701078 Source Port:

Destination Service Type: Destination Service Instance: Destination IP: - Destination Port: |*

Show latest data Show Drops
relp
Connections
Source Destination Sent. Received

poins, Application Family prongy | PAdiess | Port Zone IP Address | Port 5;;‘::2 Service Name Zone State « | * |Packets Bytes | PPS | kbps Packets Bytes | PPS
Corporate  Transmission Control Protocol(tcp) Network Service  TCP 1721701078 | 49818  IPHost - Default LAN_Zone 18210211 443  Intemet  Branchl-Intenet  Untrusted Internet Zone  SYN_SENT Yes 1 60 0 [
Corporate  Dormain Name Senvice(cns) Nemorkenice  UDP | 721701078 | sss3s ot - Defolt AN Zone 1010514714 53 Intemet  BranchTiniemet  Untrusted intemet Zone  NEW Yes 2w o o -
Corporate  Domain Name Service(dns) Network Service ~ UDP 1721701078 43012 IPHost - Default LAN Zone  10.105.147.14 53 Intemet Branchl-Intemet  Untrusted_Intemet Zone  ESTABLISHED  Yes 2 168 0070 0047 2 297 007C
Corporate  Dormain Name Senvice(cns) NemorkSenice UDP  TI21701078 36538 PHost - Defolt AN Zone 1010514714 53 Intemet  BranchTiiemet  Unirusted infemet Zone  ESTABUSHED  Yes 2 we oo oo 2 a7 oom
Corporate  HyperText Transfer Protocol Secure(https)  Web P 1721701078 60624  IPHost - Default LAN_Zone 18235408 443 Intemet  Branchl-intenet  Untrusted Intemet Zone  ESTABLISHED  Yes 9 12711 0376 0199 7 4069 0137
Corporate  Dormain Name Senvice(cns) NemorkSenice UDP  TI21701078 60585 PHost - Defolt AN Zone 1010514714 53 Intemet  BranchTiiemet  Unirusted infemet Zone  ESTABUSHED  Yes 1 s oo oom 1o oom
Corporate  Domain Name Service(dns) Network Service  UDP 1721701078 58010  IPHost - Default LAN Zone  10.105.147.14 33 Intemet  Branchl-Intemet  Untrusted Intemet Zone  ESTABLISHED  Yes 1 80 0020 0013 1 80 0020
Corporate  Dormain Name Senvice(cns) 721701078 3s684  PHost - Defelt AN Zone 1010514714 53 Intemet o ESABLSHED  Yes 1 s oos oooe 116 oo
Corporate 721701078 333 Host Defoult LAN Zone 1010514714 53 Intemet o ESABLSHED Yes 1 s oo oom 1 s oom
Corporste 721701078 sIe  Host Defelt AN Zone 1010514714 53 Intemet o ESABLSHED  Yes 1 s oos oooe 1o oon
Corporate 721701078 08 PHost - Defolt AN Zone 1010514714 53 Intemet o ESABSHED Yes 2 0Q13100006, oy M4 00T
Corporate. 1721701078 43704 IPHost Default LAN Zone  10.105.147.14 53 Internet e ESTABLISHED  Ves 1 8020 0D20°11 0013 A 12810V0:020

Internet 155 R

November 16, 2022

Internet IREBFRE ARPLR 52 Internet EAIMIL Z [BM FRE, Internet IREZREFRH SD-WAN £, B
5@ EMBRRRSEENRENENTE, B, X SD-WAN LREHTHEMEBEIEEEE, 5854 Internet
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IRSSERER SD-WAN getg@d RIBEIE AR NEEERS Internet RENET FEREIMEEEM Intranet REE N
MEMRERENEE WAN SR, BT HRicEaezs, SD-WAN FEMT FAZ 1 Internet WAN 5530
AEME T EEBIEESF A Internet WAN #£EE393@31d Internet Service £iai80m 31T & F#8ITHAE,

AUEUTEERER TEEEA SD-WAN i&% E Internet lRSH Internet FiEizH):

o HEMHAEN D MBS Internet K
o EN NI % E Secure Web Gateway BT EIZ#1T Internet RE
« [@#2 Internet kBT MCN

A xufa@E Citrix SD-WAN Orchestrator BREZEE Internet IREMESR, ESH Internet RS,

Internet Traffic Control
Direct Internet Breakout at Branch with Integrated Firewall

;ﬁ

SD-Wan ED-WAN

S3-WAN —

SO-WAN
Bemote TEE SEJEE
o Drata Corber

Backhaul Internet to Data Center MCN

HEBP NS D A ER Internet R

Internet BREZ AT LATE Citrix SD-WAN ZiFMR S EE P EA,

« MEXERERT (SD-WAN E=)

Citrix SD-WAN BILUMERN B ZMRF REBBEEAMER, FABMBRAE, SD-WAN BEHDEENEINSEHE
F/SPr A& EE. MR SD-WAN SEEMSEAEEE, WAlLEORE AZEE, HE Internet RETTUER
Internet Gateway f£4a=IR5 A%,

o DEHMKIRRN
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Citrix SD-WAN A AZBE NinagE, BiRMBANINERBASEMN/FAEEIRE, REFHAIBINEE R SD-WAN P
WE RS EHIE Internet i&#E, BT, FEIAMA Internet $HEMZEORE AFZEE, BEIBRENE, HEH
B ASEFIEDZS NAT IHEELURIP ML,

AxE@EE Citrix SD-WAN Orchestrator [REEE Internet REMEER, B Internet RS,

Direct Internet Breakout at Branch with Integrated Firewall

&

1
— ::::| = 1
SD-WAN - 5E/PE I_ I

Data Center
or Cloud

o e

SD-WAN = 5E/ FE

@it Secure Web Gateway Ei%ifin Internet

AT HRIPRENRITERE, DU BEMER MPLS ##HERERED TREFNBWHIER O, BIBFOHNAREER, L@
Lﬁt@lx%ﬁdﬂ ::ET%EA#E'JMLE: #ﬁL ISP E%EEuu.Eo jﬂ'ﬁ);ﬂ\ﬁ MPLS %‘E%l&?ﬂﬁ?’@%%ﬁﬂ'ﬂo EE%%’F&E%
MR, MNMMESXiERERRENRFP &N, FETAFSIENR TN,

S—MERAERESZINERMELLIEE. B, RAMNERMRMELERES MEE UEL S PFRE—RVERIET

. REENE, NREFESHINMNE, NEEETR/FIIER.

—MERSERERGMAA. ERMRERMIER FEEILHELT LM, B EM Citrix SD-WAN BB ZE

Internet &M 2| Secure Web Gateway BRS. E =7 Secure Web Gateway RS #F A E I MR ERRERE
ARANEFRRLSRBOE, TICHAFPMUTHRIBROER D ZIAR, e—B0MhNAXLHEE, BT Secure Web

Gateway BAARZETFT =N, ALERUAMEFINERRNRLIEE,

AX{a&@3 Citrix SD-WAN Orchestrator FREEE Internet RSMESR, H8 Internet RS,

Direct Internet Breakout at Branch with forwarding to Secure Web Gateway

ﬂ SD-WAN - 5€/PE SD-WAN - 5E/PE -
Remaote ;I
Data Center
or Cloud

Citrix SD-WAN 35U FHE =7 Secure Web Gateway R A=

« Zscaler

« Forcepoint

» Palo Alto

« Citrix Secure Internet Access
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[El#2 Internet

Citrix SD-WAN R AR LUE Internet SREE%E MCN i E 9o Zihm. BlIFIETRAT Internet WiRER
BEZ— A IAE Internet WFE Xt R 4B, EXNTHTFEZLEEIKEMERIMNTRRIFERAR Internet
MMEIEEER, —MIFRRZIMNIHAENTRIER, EPiRE SD-WAN BABRRERIESNREER, WF
HUERR, @ HUREPORME DMZ EEFRAETZIE S Internet RETRERATEDAERFIRME Internet I8
=IEFE. A, XMAEHRIEERBRYE, RAREIEUTHIERES WAN SEENESH,

¢ Internet AEMEFIEINT Internet EZAIER, HBRFEHEFODZERBEBEME K.
o Internet REMEESHFEEIMBEZE LIHTE, H1E WAN ERBAIANDIRE S,

o Internet REMNEIEATRESBEFITHEIEROH Internet WAN %%,

Backhaul Internet to Data Center MCN

@
&0 -

SD-WAMN = 5E/PE
Remote '

Data Center
or Cloud

A Citrix SD-WAN & & &R LUE/ \ N RER Internet WAN §HE£IER B MEER, BE WAN EEBNTFRIEL
ge/17E Citrix SD-WAN #HEF M RN IR & 5 Ho

EFIEL

BB RREE, HAM Internet RSFATAHICRER I, &7 LURE [EF A X LIERTIER OIS #1T
Internet il ERILUBE ATFMELREITER, EFF LR ZENASHERBE.

MIE WAN # %k R ZE 2] WAN # LR BN RHESHNEZREM BB AR ASL . ErIUETERER
2R OBER#TT Internet i8], HATLUBE BB IZRRER B E) SD-WAN MI£K,

- N

SD-WAMN - 5E/PE
Remote '

Backhaul Internet to Data Center MCN

Data Center
or Cloud
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fflgn, Z2EAEES SD-WAN HSERER, A Bibs A BEREM Internet iRSS. 5 B BETAM Internet
RSS, EREMNIEE ABERERESE B, BRI IRALMX—BiR, MAEE MM INIER B AFE R RRER
REMIL SRS 2,

te5h, BEARAIERARBEFNABERZEEE, fid, NREIGR CEER AMbR B zE@dits CL
oRE, WRAMR C aMELR AN B BWRE. it AMER B AEZRIEAIEEER, & WAN 2 WAN 2%,

Hibm AibR B ZzE@d b s C#TRER, FEEER AMLR B ARINESEH, ERXAm MR T—NEK
REZEFEER Co

Wa 2| WAN # &% kEEE—ERNXF, BD:
1. REEDDSEMRR. FREERBASEIIR MR ZBINFMERE,
2. RN WAN 5 WAN 224,
WAN ZJ WAN 2% fIARBEZHEEHFE, EEMATENRER, REEP—M #TERE,

Citrix SD-WAN SE #1 VPX (FE#) &EZIFAKIME, WE, LA LEE 0.0.0.0/0 BEUERMIE ZEE
ERE, MAEMEREMAUE, NERKFLLBEERT Intranet RE, NWEEE Intranet BRBRMNEIZEF
muEs, UEBSEMRRELRLLRIESM Intranet 8, FEEERA WAN BX KM & EIhEE,

REBAIE

November 16,2022

Citrix SD-WAN Orchestrator RS 215 LA THERE R AL

o MRIEFA/RIELE
e Check Point

MEE PR RIEMLERA AR SD-WAN 1100 F5
Citrix SD-WAN %4572 SD-WAN 1100 F & LI EMREMARITME T—REIMN (VM) RIIBHASE. UTRE R
REMHES

o REIAHL 50
« EE#IM 100

WA S Al AR FE IS8 B2 AN R BB A 4E 79 R ILIETT7E SD-WAN 1100 F& £o BAASEEIWERTE Virtual Wire
RF, EETRIMEEEIMED, @d7E SD-WAN LEEERE, tILURFRRATREEE R AIEEMIL.

A xifaiEd SD-WAN Orchestrator IR B &M S EIMWIAER, B8 T8 H A,
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(]

T@E=7E SD-WAN 1100 F& Lk Palo Alto W EE BRI E:
s DXIGEES. FAIT SD-WAN fimAR MR MR,

o @it AH NGFW (F— R AE) RIPFS ML 2N, aERPEIEMEEIEM. FHIEME] Internet #1 Internet
BT R,

i@id SD-WAN i&& GUI #1785 K IEEHIAL Provisioning

7£ SD-WAN & L, FfRMEiitEEM. MITUTSE#IT Provisioning:
1. M Citrix SD-WAN GUI &, Sz BBE > B §EIE > i%F BB AE,
2. EERGRG:

o ERR MK AR, EEHNERRESN Palo Alto W&,
o EFRIRHERES
o BEHEH,

— Appliance Settings Configuration 3 Appliance Settings » Hosted Firewall

Administrator Interface

Logging/Manitoring Hosted Firewalls Software Images
Newwork Adapters [ Upload Software Image X |—=——=========-===_
Net Flow Images
e e N 7 gy gy RN 7 7 7 .y rrrd
SHMP Vendor Name _uana; | [ Detete |
NITRO AP poanhl s ol Upload Image® Choase file Mo file chosen | 2 J\
File Size {

Licensing
Hosted Firewall Upload Cancel

+ Virtual WAN ]

REAI EERDRGME, £3 Palo Alto MR AR SR EE KABTE, BAEEURTHIER A
%o

ERIUER— MRS KRR LRI R, BGEIEHE, XPFRESaRR. TERRATFHRENREG, T
ERITEARFIEEZERMEMTE, ERIEGXHET 100% £,

3. WM, HEE REHAE &I+, AREEG B &%
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= Agpliance Setbeg: WAosted Firewall

Hosted Firewalts

Hosted Firewall Information

=l

SD-WAN Redirection Counters

Vendor Model File Name Admin State Processing State Packets Sent Packets Received Packets Dropped Device Accens

4. BERELUTESME S LUE Provisioning,
o HEBEEM: EFEHEHES Palo Alto R4,
o EPWES: MFIRPIEFEHINES,
o BMEXHR: EREGRX .
+ Panorama = IP i#thiit/i5&: {21 Panorama x IP it 2 REFHZ (k).
« Panorama %#8f IP it /1542 : 124 Panorama %#Bf IP it REEZ (7).
o EPWSHIRIERA:. REEDNSHRIERR (k).
FEEMN SR IR R BB 0B R /RIS E I B 20 ME] Panorama,
o BMIIENE: MASHIERE (EHWIFRHERE) (FIHE).

o BEHENA.

Hosted Firewall

Hosted Firewalls Software Images
Provision Virtual Machine x4
Net Flow Hosted Firewall Informatih
i Vendor Name® Palo Alto Networks
App Flow/IPFIX
M Virtual Machine Model* V100 8 widown | Deprovision || Refresh
il Search

Vendor *  Model F  Image File Name* PA-VM-KVM-9.0.1.0c0 ¢ 1in State Device Access |

No Virtual Machines Provisloned. . ..\, primary IP Address/Domain Name
Hosted Firewall

o+ Vietaal WA Pariorami a Secondary IP Address/Domain Name
Operations Log

Virtual Machine Authentication Key
No cperations log available

Authentication Code

5. B RIE LREEFTIRS. Palo Alto MEEIMN T2 BEE, E¥REE SD-WAN Ul E5#2EEE¥AE
Bo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 149



Citrix SD-WAN 11.5

Dashboard Monitoring Configuration

= Appliance Settings Configuration Appliance Settings Hosted Firewall

Administ

nterface

Logging/Menitering Hosted Firewalls Software Ima ges
Network Adapters
Net Flow Hosted Firewall Information
App Flow(IPFIX
" v Refresh
SNMP kearch
NITRO APl
Ro o p— " gemert | admi Pack b Packets = Device
Licensim g - L Server Primary IP ARCA H S Receiver d Dropped  Ac
Hosted Firewal ) Palo Alto Networks  WMI0D  PA-VM-KVM-9.0.1.qcow2 - NA NA up up 3038 3038 0 Click Here
Cloud Direct Service
+ Virtual WAN Operations Log
+ WAN Optimization Tue Sep 24 04:50.33 UTC 2019: Shuts
e Sep 24 04:50:33 UTC 2019:: Wal
+ System Maintenance Tie Sep 24 DS 1008 UTE 20190 vi

Tue Sep 24 04:51:58 UTC 2019:: Shul ld o
Tue Sep 24 04:51:58 UTC 201%:: Failed to shutdown the Virual Machine
Tue Sep 24 04:51:58 UTC 201%:: Waiting for Virtual Machine to shutdown

Tue Sep 24 04:52:28 UTC 201%:: Virtual Machine shutdown operated timedout
Tue Sep 24 04:55:08 UTC 2019:: Start Virtual Machine operation invoked

o BIERE: EREMNZBHIERXH,

o RIERE: EIVRSIERZOERS,

o BRZEMNEIES: M SD-WAN RXINRSEMNHNEIES,

o WEINEIEE: SD-WAN MR2 BTz,

o EFHNHIEE: SD-WAN EFHEUER (FIW0, HREEHHIXER).
o IREIGA BEERIABRNY L2 EMNET GUI IERIR,

EEILRIERE Bah. XiH 1 BUH BE&EM. £A “RHtta” %msie Palo Alto Networks E#I41 GUI ZiigE
EIP54100%0 (BEIP: 4100) —&fEH,

=1
e (ERE S ER AR Palo Alto W4 GUI,

SD-WAN 1100 F& £# Check Point 5 A5 5%

Citrix SD-WAN 2357 SD-WAN 1100 FF & LitE EREFiIB5.

Check Point Quantum Edg e £ SD-WAN 1100 SE & L{EREIMIIETT. BAEEIMNIL Bridge X5,
BRMIIBEMEOEEDIE £, #37E SD-WAN LEEEHR, sJLUBFMEIREEE R AEEMT.

BxufE&ET SD-WAN Orchestrator RSB & AIEEIMNMIER, BB HEHAE,
AR

M Citrix SD-WAN 11.3.1 748, X#FHOE SRR 80.20 REERA, LMEEHLS FEEEEM.

n

LUF=7E SD-WAN 1100 & EEMIEERNEEZB MR
s DXIGHEE: FAAIT SD-WAN fimfRe MR MES

o DENMBIRZIE NGFW (F—RHAE) FRIFEEMEIEIEM. FHiEME Internet A Internet G
ebis
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i@id SD-WAN i&& GUI #1785 k& EHIAL Provisioning

7£ SD-WAN ¥£& £, B8 Rdi. HITUTHE#T Provisioning:
1. M Citrix SD-WAN GUI &, 1% i2E > 1§ &8 E %1% 1B AE.

2. EEHRMAIRER:

o R EAFRE ETR, R N AR (FANER.
o EERRHEIREGE
o BEHEH,

Upload Software Image x4
Images
Vendor Name | Palo Al 5 A hoad
Search Ik « | Palo Al
Upload Image - en
I dor Fibe Size
o B85, dep 0o od ance 134.00 MB

REZALLEERKER. LELESEDVREGEFEEE KN E, BAIURTHREAAML.

EAIE B — MRS RIRER EHE 2. BGRREHE, XHFAGERRR, TAMPRATMERNMR G, F
ERTEMRFIRERZEERMEMTIE, BEFIEGXHET 100% £,

3. WFMES, HEEF FERHAE &0+ > 2E B S5

Hosted Firewall Information

=l

SD-WAN Redirection Counters

Hosted Firewall

Operations Log

4. ERELITFAE S LU Provisioning,

o VBRI EF HNBRF FINER.

o EMNRE: EMNERAREN Edge.

o BREXHR . BEXHREEETN.

« REREERSS IP ikl RELEEERSEE P it/
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« SIC®EA: R SICESA (Fik), SICEKNER B ZEEAEER. BENA,

Hosted Firewall
Hosted firewalls Saftware Images
Hosted Firewall Information Provision Virtual Machine %4
Vendor Name" Check Point .
Refre:
Virtual Machine Model" EDGE .
image File Hame® ==
ack Vendar T Medel [ FRET ik point Management Server (P Address/ Domain s e
Mo Virtual Machines Prowsioned Harme
Hasted Firewall
SIC Ky
R Operations Log
aperations log

5. BE R USRS REREIT2EME, €37 SD-WAN Ul EREEFESIFAEE.

Hosted Firewall

Hosted Firewalls

Hosted Firewall Information

o BIENRES BEREMNZBEHERX A,

o IR EHNEIBIER AR,

« BRZEMHIEE: M SD-WAN RXFIREEMVHNEIRE,

o WEIMEIEE: SD-WAN MZ 2 EIMHIERAEIEE.

o EFMEEEE: SD-WAN ZFHHES (I, BR2EMIXHN),
o 1GFIAR. REEHELGREG R 2 BN GUI FARIRFR,

ERILURIERE BEh. XF M BUE EEEM. A fEttd EIuseaE R EMY GUI SR EE IP 5 4100 0
(B2 IP: 4100) —iEfEHR.

AR
RAERRESRALERER GUL,

LFrEMEREEL TRHMETRIN, ERUE “BiE > AR > “TRRIE THiTEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 152



Citrix SD-WAN 11.5

Dashboard Configuration

Statistics Manitaring Firewall

Flows

Firewall Statistics
Routing Protocols

Firewall Filter Policies 5
§ niries .
IKE/IPsec 50 %
IGMP Filtering Application: Any 4 Family: Any & IP Protocol: | Any
. . Source Source
Performance Reports ¢
Fillar Policy Any $ Service Any $ Service Any & Source IP:
Action: Tvpe: Name:
Qos Reports ype ame
) . Di‘s.l.mdlmn . D-_-s:_manon R Destination .
Usage Reports Source Port: Service Any v Service Any 3 IS
Type: Name:
Availability Reports Destination - Source | Destination " N
n ] Any % DSCP: n #
Port: Zone: Any Zone: 5 Any
Appliance Reports Show latest
Refresh
data.
DHCP Server/Relay Help
VRRP
Filter Policies
PPPoE
DNS Default Policy = Allow(Not Tracked) Packets- 42 Bytes= 3528
Match In Progress Packets -0 Bytes =0
Source Destination
P Port =
on
L Service Service L or Service Service or [ Al
P
B |Applotien |Feslly | ) | Type Name Address IEMP Toms Typ Nam. LAl iemp 2 e Match  connection Fragments

Filter Policies Displayed: 8
Filter Peticles In Use: 8/1000

HERRGH

September 2, 2022

R AH (LAG) THREAR XS SD-WAN && ENMARS MR O#THAE, UEEARENMEO—RIE. XaHR
RErI M. BERTURMEMIGRMEE,

28, LAG FRZIFENEMNIEN. M Citrix SD-WAN 11.3 lrAFFia, i¥ETF 802.3AD B &=HIMN (LACP)
WiNEhE. LACP BAR&hiN, H LAG IRIT ESThie,

EEDEGERAT, RAMBEIRE—NMEOLTEDRES, EsOLFEHRN. Eohfl&EH R THRIEFEHF
% THAE (DPDK) 34+ E3RLIM LAG I8k,

fEF LACP, ErILFRREEMARORERE, (FA—TFL, BRILREESHERUKRER TR, LACP LI}
S#F Eoh-EE) BR, WE, EAEHEMER, BEATLUEIEM SD-WAN Ul ikEmEs LACP E&5-F iR,

LAG ThaefXTE LT DPDK Z#HyFE & LRI A
« Citrix SD-WAN 110 SE

« Citrix SD-WAN 210 SE
« Citrix SD-WAN 1100 SE
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Citrix SD-WAN 2100 SE
Citrix SD-WAN 4100 SE
Citrix SD-WAN 5100 SE
Citrix SD-WAN 6100 SE

AR

VPX/VPXL F& EFR%#F LAG Thée.

PRI

o BREAILIEIENA LAG, &ZAUE Citrix SD-WAN &% L& LAG RHAEM MR,
¢ LACP LA < Frim O 5e RN R LM I RIET

fEE 11.3 kM4, 7EFER LACP 525889 SD-WAN &, ImOBRAKLTFEER, XEKE SD-WAN 18L& a LI
HHo
AR
o 3FF Citrix SD-WAN 210 SE i&&, RgeglE—1 LAG, EFEZHA=1E0,
o MMRAEEOAT B LAG BEUAMED, NAZFHERIRSERE (LSP) 1hak.

M Citrix SD-WAN 11.5 744, @&a1Li@id SD-WAN Orchestrator [RBEEEBERESH, BEXFLEL, H8H 5

BESH,

WM ERER

EEERITEERHEERT, BEEME BR > KiHER. M B R THFIRFERSE LK.

Statistics Monitering Statistics
Flows
Statistics
Routing Pratocols
Firewall Show: | Ethemet ~ Enable Auto Refresh |5 v |seconds | Refresh
IKE/IPsec
Ethernet Statistics
ICMP

Performance Reports
Filter in | Any column | Apply

Qos Reports

Show | 100 v entries Showing 1 to 3 of 3 entries First Previous 1 Next Last
Usage Reports
Part —~ Link State Frames Sent Bytes Sent Frames Received Bytes Received Errors
Availability Reports
LAGOD ue 228799 20119310 210823 16480420 U]
ﬂgpllan(? Reports
1/4 up 976632 B64TI2B0 951719 79790814 0
DHCP Server, [Relay
11 ue 1] 0 10134 718152 0
VRAP Showing 1 to 3 of 3 entries First Previous 1 Next Last
PPPoE
DNS
EEHENER LAG IHO, B58ME B8 > £EIRE > WMKEAces > AN,
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Dashboard Maonitaring Configuration

= Appliance Settings Configuration > Appliance Settings MNetwork Adapters

Administrator Interface

Logging/Menitaring 1P Address Ethernet Mobile Broadband
Network Adapters
Net Flow Ethernet Interface Settings
App Flow/[IPFIX For the 410 platform, settings for ports 1/1, 1/2, 1/3, 1/4, 1/5, 1/6, LAGO, LAG1 and LAG2 will only take effect when the Citrix Virtual WAN Service is enabled and the port is
included in the Citrix configuration.
SNMP
NITRO AP MCMT : » MAC Address: Oc:cd:7ace7.b9:72 Autonegotiate: B Speed Duplex
Licensing
N 1/1: MAC Address: Ocic4:7a:e9:92:6d  Autonegotiate: B Speed Duplex
Cloud Direct Service
1/2 * MAC Address: Ocicd:Tae®:92:6¢ Autonegotiate: B Sp Duplex
+ Virtual WAN
1/3 = MAC Address: 0c:c4:72:¢9:92:6f Autonegotiate Speed Duplex
+ System Maintenance
1/4 = MAC Address: Ocicd:7a:e9:92:6e Autgnegotiate: B Speed Duplex
s * MAC Address: Ocied:7ae6:7F.9d Autenegotiate Speed Duplex

MAC Address: Ocied: Tazeb: 7R9¢ Autanege

LAGD : = MAC Address: Dcied: 7ae9:92:6f  Autonegotiate Speed Duplex
LAGL C Address: Device not configured Autonegotiate: @ Speed Duplex
LAGZ : = MAC Address: Device not configured Autonegotiate Speed Duplex

lChangc Settings

%% L ACP LAG Grou p ETiRIUEES LACP LAG ARXHEHIFMES.

Dashboard Monitaring Configuration

— Appliance Settings Configuration > Appliance Settings > Network Adapters

Administrator Interface

Logging/Monitoring IP Address Ethernet LACP LAG Group Mobile Broadband
Metwork Adapters
Net Flow LACP LAG Group
Apg Flow/IPFIX LAGO
SNMP Mame  Selection State System Priority Port Priority Partner State Partner System Priority Partner Port Priority
NITRO API
Licensing 7 Selected ACTIAGGISYNC|COL|DIST 65535 65280 AGGISYNC|COLIDIST 128 128
Fallback Configuration 12 Selected  ACTIAGGISYNCICOL|DIST 65535 65280 AGGISYNC|COLIDIST 128 128
Cloud Direct Service 13 Selected ACTIAGGISYNCICOL|DIST 65535 65280 AGGISYNC|COLIDIST 128 128
+ Virtual WAN 1/4 Selected ACTIAGGISYNC|COL|DIST 65535 65280 AGGISYNC|COLIDIST 128 128

AR
BREERBEIRRABOMIKE, X LAG FrEfECE EE = BapEX IR 5 o

EBEUTHBAEXHRHITH—SHEHR. SME BE” > ‘BE/EN , AN “BEER EHEPIE F
SDWAN_common.log .

Dashboard Monitaring Configuration

= Appliance Settings Configuration Appliance Settings Logging/Monitoring

Administrator Interface

Logging/Monitoring Log Options Alert Options Alarm Options Syslog Server HTTP Server Application

Network Adapters

Net Flow View Log File

App Flow/[IPFIX
NP Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.

NITRO AP
Filename: SDWAN_commen.log v
Licensing

Fallback Configuration

Cloud Direct Service View Log
=+ Virtual WAN
+ System Maintenance Download Log File
Filename: S35mount_overlay.log v

Download Log
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HERINTS TR

September 2, 2022
SERRIRTS 21E (LSP) Ihhk AV ML BIRRREF 5508 X 09 3588 K& A, AW EE RSN WIS RAI1E gk
FIRENREH BF. 4 FR X B — BOTRIEEDIRSEH, FUERSRBUHRE BaR. MR SN &

REEH B HTHEIRMLE, W% BERE DE 2 % WK, —BEhiniEns, ENMAEESEERER
o

NS

1. 7 B > KitEE NEP, MERTHEREPERUAN, UEEEAT EERIRSERENZERIEOXEIRS.
MEFHEHFMGEEDKE, ARZEITH WAN MHEEEE FRER.

Show:  [Cmeme B Enable Auts Refresh 5 qum; Teart-nps
-
Filter: N Any colama B e
Show 100 a eraries Shewing 1o 2 of T entries FIT' m lm l:]
Port * Limk State Frames Sent Bytes Sant Framaes Rederved Bytes ReLaivid Errors
+ | 132885 755283 |[ 212584 15332801 0]

2 DISABLED || 17584552 1531084255 || 18189043 | 1584612144 3284

Showing 1o 2 of 2 entries

2. S ECE > KEIRE > MKSEEES > UK Wik, £ “UAMEOIRE” JIRD, EEMXANKOMBL
BES (%) ®To

Ethernet Interface Settings

1: = MAC Address: Ocicd 7a:12:bc:Bd  Autonegotiate:
# * MAC Address: Ocicdi7ai12:bo:Bc  Autonegotiate:

Speed: Unknown Duplex: Unknown
2
3} =  MAC Address: Ocicdi7ai12:bcEf  Autonegotiate: Speed: Unknown Duplex: Unknown
4
5

Speed: Unknown Duplex: Unknown

=  MAC Address: Ocicdi7a 2:boiBe  Autonegotiate:
= MAC Address: Ocicd 7a:12:bci®1 Autonegotiate:
MGT: » MACAddress: Ocicd7a:12:bci90 Autonegotiate: Speed: 100Mb/s Duplex: Ful

Speed: Unknown < Duplex: Unknown

Speed: Unknown Duplex:  Unknown

X1: = MACAddress: 00:25:50:ed:22:9f Autonegotiate: Speed: Unknown Duplex: Unknown
X2: = MACAddress: 00:25:90:ed:22:9e Autonegotiate: Speed: Unknown < Duplex: Unknown
X3: = MACAddress: 00:25:90:ed:22:9d Autonegotiate: Speed: Unknown Duplex: Unknown
X4: = MACAddress: 00:25:50ed:22:5c Autonegotiate: Speed: Unknown Duplex: Unknown

* interface disabled by Port State Reflection
Change Settings
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HEMEH WAN HEi

November 16,2022

Citrix SD-WAN BRI iEE, XEFEELUETERE, REE2AMEEMTA WAN $EERN, 72EHE
Internet WAN & EH B AP RE.

BRIt BENEHET S TRIBERABERITENEENTR, ERRITENE, USRI ENRETREE, XHE
FREEMRiT BNEHE XA EBREZ AR FERZTEE. 5= WAN 53— it (BI MPLS. 257 Internet
. 4G/LTE) #BHSB—1 WAN $##%2 4G/LTE Y, BEBA KERGEHE, HEXNTEWRY, BRIEEGHE, &
METBER A RS, TEAFER. WABRTAERITE, TUEEMFREELN WAN i (2= Internet /%A
MPLS/%H/ Intranet) EEAItE. MEBATITE, EALUERREUTRE:

o HiELIR

s AR (BA/8AR)

o FFEH

o FEER

o TR

o AMENESER-YBRE LELE—MUNESERE, REREMNERES —RNNESLERVESHEN
iB)PR

ERAMITEIEE, RENEFIRSERSBETH ITEFESH WAN 2 iT8%,

RIEECE YRR EFRERER At 2R 5% R BRERIREN. RSB IRENIIE LR 50%. 75% 5 90% B, &
BRER—TEHLURERF, HEREEHIRINEETESHEE. FTUER 1 M 2 MTEHETRITEREZ. MR
BEERMITETENTEEZEK, WETERE LEREMNCNES BRREE LR EEEREMCNES
Bl R AR —

HERERIFEARE, BARNSHPARENR Y. HEVE—IMLTF ‘R KENIFRREREIZN, RRETERN
BESHVZHBEEE, AEERATEERRREINESHIEENERER.

R
BIAERT, WAN SERNFIIEILTFREARS. ERAFIER, LIEEFVHEREUTRMEIP I —iE
X TFET

o 8F BREP—NFENENEDIRSHE B,

HEMBERNATAFRE/NTEENREFERFH BB EBHNEARN, EBHERAEREX NIRRT
BHY 95% LU £ (ON_DEVIDE_USAGE_ Ef& _PCT), si&ESain AWM aEREZENEENT 250
kbps (ON_DEPD_GAP_KBPS) F-&$#8r] LUEF t2_variables EBEERTHERA.

o REFER-RALSMEFEARENETERIERLTRCHEARTHA S0 FEIRSHE B i,
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o ERMARETERERATENRENIRT, NRES T EREE:
- ek 1 ERERERENEDRS, ik 3 ERERREENENRS
- N ERERY U EERBRESR
ECTRECARSERRAY, ERILUEEERBMARMM MLNESERE:
o JEENOBRIEIRE - AREL TIESRSHERNOBEE (BRIA% 50ms/1s/2s/3s/4s/55/65/75/85/9S/10s)
o FHLOBLIEIRE -& AREATINENRSIERNOBIER (BRIAA 15/25/35/45/55/65/75/85/9s/10/ £F8)
—MNERBREHR 1 78 2 T EAERAMN.
o BE -EUTZERAIREERBE:

- FEREENREEREE
- 2 M REEREE

s REFR -REFRNEABEEUTZERL:

- FEREENREFRERIHE
- REFAEENREFREREER
- 2 T REFREREE

ERAKRIZ LERNNESERRUTARE:

o MRAERFEBRPEDE-—FLERTHIUCNES, NEGHREZ LEBLIES,
o MRE—HER ERBAFIRNES, WESNBREATFRHVIRSIHERRMEFIRANE,
o MNRMFHER LEEE T EDONESER, WEFNBREATENRSIHERR MEFRANE,

OB (REDESRD) JHE:

« TEEABREL, REEEL—MRNESERNLERE (THRBRIAF) HASRERNESHS. WliE
SEREREREMR. WF FEH. FIHE BE:

- YRERSREFHN, 50 =21
- YREREHNIFE 25 25

AEABREL, ERANKENESEREUR T EPRSMBERRE:

o EIRESPRE T, MRREBALNVES, KNESHEBREENFINESERERLE, BNEFRRRYF
HitRE.,

o YREPREAEN, KERERENENESER.
o 1/2 BREFBRENIRN, EREEENICNESER.

o SEEABRE—F, ATEDRSHN, REEEVEENEDONESERRNLERE (EHRHAF) BT
RENMESHR.
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o HRBRENEFR, BERAEENFILNIES R,
o 1/2 BEREH IR ERE B IFLINE SERo

ERATFIFEDRSH, ERBEFHEAFRENSKS. FIREDHEFARE LAENE—ITHIHICEERIENESER,
BFNEEREMRERETRE, SERREATEDRSH, ENEERREAAREHIEMEERE. XEFEHE
ATEREBRZERIEPEERIFERBE (WRTAH).

BERRALRNERRENBERTRALTIFENRES, ERREARY, HE “B0° TH “BEAHER" RFE
THARE. HEZNENRSH, SURRSADNIFEARERE, BEEIEMEENRENSEHFIAE, ERUFRES
B MRKENESEMBENEFHRER, WRELENF, RARTHRT. MREMEBIULSEMRIENEHTIERE,
MEEREZRF, AEBRENT.

NRLERABETRIET, RAETHIFENKRES, NWBRERSFEUMERN (BRE) F. HR, ERFREF—EMNEN
RS, WETRERIEER, XBATHIESTEAEERIERIFFETERENREMARRFHNRE LMRFERENR
EMARBEEZELER . AT HFEREMETEE (NO_HB_PATH_ON_HOLD_PERIOD_MS) i&&# 5 %
o, FETTLUEE t2_variables #1178 X%,

MREEMRE EBATRE MTU X, WEBRRZLAFHFIRSHAEAEAREN MTU TEEMREN MTU, 4
ERARRENEDRSH, BEEEARIENMTU EFITEEMERRN MTU, (EMEREZHN MTU 2EMBEZFRE
TEEERERHR/NEKRE MTU).

HEAREESARRENENZ BRI, SEREHNESES.

M SD-WAN 11.5 Fa, @a1uifER Citrix SD-WAN Orchestrator IREEE T2 & A WAN 55E, §XE%ER,
B2 i EMEZ A WAN 5.,

=S SN

o (UREEETTREREMIIARE,

o Ih FRIFREHEEER A I B AT ENER THITE S,

o BERTHETTRER 24 Internet IE /A Intranet 15EKE, FAF MPLS ipE 2R 8 WAN ST ERLENER
SR,

s SNERMAEDEE—EEREE. SNERREEN 3 M SRR,

o THERRERFEEAEELEE Internet/ WBEMRS . BHEEBAEENEHEMNERZERS.

+ Internet RETTEEERENEAEZ LRE, BZHFOEHTERE,

« Intranet RBOIREERENEAEE LRE, BCFHBEN, FEXABHAEEK,

Bt EMER WAN 5%

o “EHIER" TERELT WAN Link it S8 UL ERERE:

- WAN #&Z8R: 237 WAN $EEE R,
- SRR ETEREHERE MEERE +IzRIERER.
- BEERRER. BRFREERERRER.
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- ERERRER: BERERRENERER.

- EAE (W% AR : UESL (BERE/HIELIR) x 100 WESLETEAKE LRE.
- WEE: R (BA/8A)

- BB KEEBHARES B

- ERXE:. EBAEE (LK. hE SR8

Dashboard

System Status

MEN_BC
VK

BASE

MCH

abdE5620 5259205, dble 21b0206S0ES
1810517262

1 days, 19 hours, 16 sminwtes, 15.5 seconds

2 misustes, 2.0 seconds
“anied: Detault RoutingDomain

Local Versiors
1108481 434810
Apr 12 2019 at 105128
vex
51

Virtual Path Service Status

H_I: Uptime: 1 minutes, 57.0 secsnds.

WM Link Metaring

35.23 MiBs of 400 MBs
3491 MBs
- 002 MBs

MONTHLY
wsnme
12 days of }1 days

« BTERESKIHERS (B> FiHER > BR) i, RRESSERATRCRAEITEHEHENE A,

Manitoring Configuration

Statistics Monitoring Statistics
Flows
Routing Protocols SRS
Fireveall show: | Paths (Summary) | @ Enable auto Refresh [ 5 #)seconds | stant | @ Show laest dara.
IKE/IPsec
Path Statistics Summary
P
P Repart:
erformance Reports s in| Any column || apphy Show| 100 3| entries
Qs Reports
u R y Num* From Link To Link Path State | Virtual Path Service State Virtual Path Service Type  BOWT  Jitter (mS) Loss % kbps  Congestion
sage Reports
TR ——— P o e o
Availability Reports
z  ANZRCN-queuel Dallas_MCN-queuel _ static 2998 0 000 0.00  UNKNOWN
Appliance Reports
3 Dalas McN-quevel  APACRCH-quevel AR < 9999 0 000 000  UNKNOWN
DHCP Server/Relay
4 APAC_RCM-queuel Dallas_MCN-gueuel _ Statie 2998 0 000 0.00  UNKNOWN
VRRP
s ommncnae  coomrco [ .. we o om oo e
FPPoE 6 California-quesel Dallas_MCN-gueuel Static 9999 0 0.00  0.00  UNKNOWN
oHS 7 Dallas_MCN-gueuel  EMEA_RCN-queue? Static 9999 0 000 0.00  UNKNOWN
& EMEA RCN-queue2 Dallas_MCN-queuel Statie 2998 0 000  0.00  UNKNOWN
9 Dallas_ MCN-WL-2 Newyork-WL-2 Suatic 9995 0 000  0.00  UNKNOWN
10 Dallas_MEN-queuel  Newyork-queuel Static 9998 © 000  0.00  UNKNOWN
11 Newyork-wi-2 Dallas_MCN-WL-2 static 9999 0 000 0.00  UNKNOWN
i vemorcasent owte veveones [ - wo o o o JEEES
e o soven [ ws 0 om om s
Showing 1 1o 14 of 14 entries First| [Previous | (1] [Next| [Last

Bandwidth calculated aver the last 73.55 seconds

o MRGENEMDRTREAMPTREFTEMAEE, WEEE WAN #REABERAIHERN, THARPRETR
—MSNIRNS, ETRETR (EMR > FiHER8 > WAN SEZERER) .
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Local WAN-to-LAN On Demand WAN Link Usages

Filter: in| Any column ¢/ Apply |

Show| 100 4 entries  Showing 0 to 0 of 0 entries [First| [Previous | [Next| [Last]

Adaptive Bandwidth Detection

WAN, WANLink | Standby oo A‘“'"‘i"l‘;l"“m Maximum Current Allowed | Virtual Virtal Path On Demand Viral Path Available | In
Link Mode Priority ol e ap’e Allowed BW Kbps BW Kbps Path Name Bandwidth Limit Kbps Bandwidth Kbps Use
No data available in table

Showing 0 to 0 of 0 entries Fi:sl Prevmlls .Nexl. [ Lasl.

Bandwidth calculated over the last 5.078 seconds

o SR RERNERREIEENBUE LR 50% BY, TR ER— 1M ESER. i, NRERERE
WEEHIE LR 75%, NERHETRER KEBHHFITEES.

Tha data usage on the following Maetered Wanlinks have reachad the threshald:
« BR1-WL-1-Mew : 75%.

r

Nare: BR1
e
BASE
Cliest
854580ch T527 Bdes-fla-§824a59142¢5
e 1010518472
10 howrs, T minutes, 34.6 seconds
= - 9 hours, 17 minutes, $3.0 seconds
Routing Goman [rasied Detwult_ RestingDumsain

Local Versions

e Thu Apr 18 200857 2019
11.0.13.401.434810
Apr 18 2018 2 19:35:14
Ve
51

Virtusl Path Servies Status

R Liptimse: @ hours, 17 minutes, 43.0 seconds.

WAN Link Metering

Name: BR1-WL1-Mew
129,58 MBs of 400 MEs
153,09 MBs.

sge T1.48 MBs

=2

MONTHEY

5 anTzns
Doy flapeect 3 days of 31 days

LHEAEBIEE LR LR 50%. 75% 1 90% B, thatrigs& LA WAN #RERIE RSN,

TRy 2017-08-24 qummlnmnum?\unmz{cmn'!Luzlmuuml-\omk
s 1 AL-TB-CLE-W-2 AN LINK 18:2148 UIACES  WARMING o 000 G524 13047

g anp— HoiF-08-24 " Total wiage b4} Clvtes used (% of bt 2.00 Chvtedd i L of 31 durvi in tha biliag oyche
1765 1 RL-TB-CLE-WA-3 AN LINK 18:1758 USACE_} WARNING tinos 000000 05/ 24 /3017

E—— 017-03-24 . Total widge 1.00 Clytei used (305 of limit 2.00 Glybei) in 1 of 31 iyt in this billiag cyche
s 1 AL-TB-CLE-WL-2 WA LINK ARORTS USACE_|  WARNING 00 65 24 /2017

1. SEAREESIRSHESPRS Z IR, RERER—TFEM.

T | ';'-;’_:;Ié:*:'lbl‘*- PATH E:;F:-é;:--lt STANDEY  NOTHCE :.:I;::;-: t;:;-i\-l;.-Tl-{I.J Bt Park B - TBoOn - - ol - TH-CLF -WL-F
Wil 3 n-TRacH w1 — BOUP01-8. sranper  womer o/ Y Puh LT MON- 8L TH-CLD Backup Paih B TB-MON-L- 1> 8L TH-CLIWL-2
FIU T Ty R ey oooo  womar fd%ﬁ'—“ﬂé?%&&i‘..':?& Th-CLb b Th Ak sty Bt
e88F 2 !-.;:r!"ig:*"-\iil- FATH 1:1:‘-':'.!-4‘! OO0 wOTHCL :':-I‘HT:;:-E-::&‘;TI-{H P AL-TH-MCN-WA, - 2- 500 - TH-CLJ-Wh- | wiade hay
FETT ] L -TRMCNAL-TR-CLY  VILTUAL PATH ':gﬁ'.i?,""‘ [ wOTHCE Th iite of Vietnal Pathy L TH-MON-AL-TR-CLT hid changed from BAD 5 OO0

24608 B 1l_1. ‘r;ﬂi‘m. lssiiLs FATH 1:'\;'.:‘-1.:3-)5 o0 e | r:x:;:;;::ﬁ;;ﬂir:;::ﬂ:ﬂin:.-iu“uc:nml sLae hag
JeEM B f...;r.::g-*_-:‘-lll- FATH ﬁ::l-gi?-ﬂn OO0 wOTHCE :'::;';:;I-. :L—:ﬂ‘;‘;zrl-{ﬁ Pars BL-TH-RACR-WA, - |- B -TH-CLT-Wh- | wiane hay
8 3 o T - BINS ,opy  cwon VI B TR THCL Backup Pk B T 23 BT CL2 2
JEEXE TLT_!“UE-:—:L'I:— BATH jg'-lfi-g';-lﬁ ACTHE EREO# :.::1::; :;R'K\'K-TI'(H BaCuup Path B - TH-WON -8, - | -2 0L - TH-CLT -WL-T

2. AL BCE > B WAN> EFRECE > B2 PEFENS MRIZEE BIEEIASTLINIE S EfR.
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Configuration

+ Appliance Settings

= Wirtual WAN
View Configuration
Configuration Editor

Change Management

Change Management Settings

Compare Configurations
Restart/Reboot Netwark
Enable/Disable/Purge Flows
Dynamic Virtual Paths
SD-WAN Center Certificates

+ System Maintenance

Configuration

View: Paths

Path Configuration

Paths on virtual path 3

Configuration > Virtual WAN > View Configuration

‘Dallas_MCH-ANE_REN':

Primary Prinary Secondary secondary
sre 19 Dst 1P sre TP Dst TP ALt
Path 1D From Link To Link Address Address Addre Address Src Port Dst Port Src
o Dallas_MCH-queusl  ANI_RCH-gueuel 192.168.1.10 192.168.90.10 - - 1980 4980
o ANZ_RCH-queel Dallas_MCH-gquewel  192.168.90.10  192.168.1.10 - - 4980 4980
Standby Active
Fealtime Interactive  Balk Fath Heartbeat Heartbeat
From Link To Link Eligible Eligible Eligible Group Interval(ms) Interval(ms)
Dallas_MCH-queuel  ANZ_RCH-queuel ¥ES ¥ES ¥ES o nia nia
ANE_RCH-gqueusl Dallas_MCH-gueusl  YES TES YES 0 nia nla
Faths on virtual path § 'Dallas MCH-APAC_RCH':
Primary Prinary Secondary
sro IF Dst IF src IP ALt
Path 10 From Link To Link Address Address Address Address Sre Port Dst Port Src
] Dallas_MCN-queuel — APAC_RCH-queuel 192.168.1.10 192.168.80.10 - - 1980 49m0
o APAC_RCH. 1 Dallas_MCH 1 192.168.80.10  192.168.1.10 - - 4980 4980
Standby notive
Realtise Interactive  Bulk Path Heartbeat Heartbeat
From Link Te Link Eligible Eligible Eligible Group Interval(ma) Interval (=)
Dallas_MCH-queuel  APAC_RCH-gueuel YES YES ¥ES o n/a nia
APAC_RCH-queuel Dallas_MCH-gquousl  YES ¥es ¥es ° nia nia
Paths on virtual path § 'Dallas MCH-California’s
Primary Primary secondary secondary
sro 1p ost 1F sro 1P Dt IF Al
path 1D From Link Te Link Address Aadress Adaress Address Sre Port Dst Fert Sec
0 Dallas_MCH-queuel  Califormis—quevel  192.168.1.10 192.168,50.10 - - 4980 4980
o california-queuel  Dallas 192.168.50.10  192.168.1.10 - - 4980 4980
standby hotive
Realtise Intexactive  Bulk Path Heartbeat Hoartbeat
From Link To Link Eligible Eligible Eligible Group Interval(ms) Interval(ms)
Dallas MCH-gueuel  Califormis-gueuel  YES YES YES 0 nia nia
californi 1 1 wes vES vES a nia nia
Paths on virtusl path 12 'Dallas_MCH-EMEA_RCH
Primary Prinary Secondary Secondary
sre 1P bat IF Sre TP Dat IP ALt
Path 1D From Link To Link Address Address Addre Address Src Port Dst Port Src
o Dallas_MCH-queuel  EMEA RCH-queuel 192.168.1.10 17.1.1.10 - - 4980 4980
o EMEA_RCH-quene? Dallas_MCH-quewel  1T.1. 192.168.1.10 - - 980 4980
standby Aotive
Realtime Interactive  Bulk Path Heartbeat Heartbeat
From Link To Link Eligible Eligible Eligible Group Interval(ms) Interval(ms)
Dallas_MCH-gueuel  EMEA_RCH-queuel ¥ES ¥ES ¥ES [ nia nia
EMEA_BCN-queuel Dallas MCN-queuel  YES YES YES 0 nia nia
Paths on virtual path 13 ‘Dallas_MCH-Newyork':
Primary Prinary Secondary Secondary
sre IF Dst IF ALt
Path 1D From Link To Link Address Address address Address Sre Port Dat Port Src
1 Dallas_MCN-queuel  Hewyork-guesel 192.168.1.10 192.168.70.10 - - 4980 480
o Dallas_MEN-WL-2 Hewyork-wi-2 192.168.10.10  192.168.60.10 - - 4980 4980
o Hewyork-WL-2 Dallas_MCH-WL-2 192.168.60.10  192.168.10.10 - - 1980 4980
1 Hewyork-queuel Dallas_MCH-gueuel  192.168.70.10  183.168.1.10 - - 1980 4980
Standby hctive
FRealtime Interactive  Balk Fath Heartbeat Heartbeat
From Link To Link Eligible Eligible Eligible Group Interval(ms) Intecval(ms)
Dallas_mCH-gueuel  Newyork-gueuel ¥ES ¥ES ¥ES ] nia nia
Dallas_MCH-WL-2 Hewyork-wL-2 TES TES TES 0 nia nia
Newyork-WL-2 Dallas_MCN-WL-2 ¥ES ¥ES YES 0 nia nia
Kewyork-queuel Dallas MCH-queusl  YES YES 1ES ] nia nia
Paths on virtual path 14 ‘Dallas_MCH-Texas':
Primary Prinary Secondary
sre 1P Dst IF ALt
Path 1D From Link To Link Address Address Addre Address Src Port Dst Fort Src
] Dallas_MCN-queuel — Texas-queuel 192.168.1.10 192.168.40.10 - - 4880 4980
o Texas-queusl Dallas_MCH-quewel  192.168.40.10  192.168.1.10 - - 4980 4980
Standby hetive
Realtime Interactive  Balk Path Heartbeat Heartbeat
From Link To Link Eligible Eligible Eligible Group Interval(ms) Interval(ms)
Dallas_MCH-quesel — Texas-quesel yes yes ¥es ] nia
Texas-queuel Dallas_WCH-gqueusl  YES vES YES ] n/a
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Office 365 i1t

November 16,2022

Office 365 ffifk. ThAEEE %k Office 365 MLEZREM, MUk Office 365, Office 365 @iF I F2£IKMZ MR
SRETA (@) FRRSIRME. AT HKE Office 365 REMREAF KL, Microsoft B Office365 HEM
PEVEHIBEEZEEERER Internet , BEEERFRAEEMZE, Outlook. Word 2 Office 365 FHEI LIRS
B, BERESSFERERK, NMEHRAFEKE, Citrix SD-WAN 2 EEE R LUE Office 365 RENEE!
Internet,

Office 365 MEWMEMEIRITH Office 365 FRSLMTI &, ZZMHT R F LIk Office 365 HERt&EAINLE, —
BREFAHI], EMKIET Microsoft ML HIALIRE M. FEEMEF L2 Office 365 LifT mmEHREY
B485E, CRIURAREMRDIER,

Office 365 it

Office 365 &4 =2 —HMLL A FM, Office 365 KiFTmanR “Mhk”. “A¥F” F “BIN” %31, Citrix SD-WAN
11.4.0 BT RUFM AN LFNBRANS L, MMZRBERESISLUIREXMEHEERN Office 365 TEnIMELE. &
MEFERRETE BRI =8 SD-WAN (Cloud Direct 5 Azure £#9 SD-WAN VPX) , si&EMRH SD-WAN i&53
HhEIBEMNEEERSE Internet &89 SD-WAN, S5ESMIERESISERIANAEEL, ATXHM QoS M HAYE
ZirEse S Office 365 8], RMBERAIEM, # QoS KH5E SD-WAN RS EALEL VolP ELMBFFFEE.
BLEEIHIES Microsoft Teams MEERETFHIENES !

o AL -XELET RIRH 5SS Office 365 ARSATNAERERE, HXRIAM. MEEMERHEE, ERKRT Office

365 3. EEMEBIEEN 75% MU t. FIAMRKALESETET Microsoft BB LA, IXLER SRIARSIE
RUBTMDZHNEF BT Internet, HEFFEIEIEF .

“RAL” KRNI RUTFER:

- Teams Realtime
- Exchange Online
- SharePoint Optimize

BEXALEEEIMNES, BB AREZEEET,

o R -XEERETRIRMSISE Office 365 IRSBATHAEMERE, WKL IERFAHH, Office 365 #
FEHEEITHNR TR, XELiESIEE T Microsoft #iEROA, JiXLis SRS IERETfEa M D ZHHE
7EE Internet, HEFTEERLETEIEF O

RVF ER IR AT FEA:

- Teams TCP Fallback
- Exchange Mail
- SharePoint Allow
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- O0ffice365 Common

BXAFEEFTTNER, HER ALEEFTEE,
EE
H PASEBY FZ 50 UDP SRHE i K E IR Microsoft Teams &, i Teams TCP BB FE3E A
TCP ZmENIN. ATFRAREXNERHR MRS, FIEEF LIt RERUTERNREZNRRZR, HEH
UDP A& TCP fERfFREMY (MREMS, REXNENEARNREIEER) . RE UDP 2 Teams &7
ENEEDIY, BEEEREHAMEFAFRELERO. MRAALAFERIKOD, Teams REEER TCP fEAEIR,

#FH} Teams TCP BB BB A A HREXMIE R TEF MG Teams NBIEF. BXEFMAEE, BESE
Microsoft Teams AL FRAE,

o BUAME -XELRBET SIREFATEEMM LA Office 365 BRSS, HATUBMAEEMN Internet K2, Heh
—ERIET R A RER R EE Microsoft BB O F, ENPHREFBTZZIEREMNEM, L, 5
Internet RiAELL, HEERFBEXMERNREFASSEEMERERH, b, WEFFHREAEHFTZZE
Office 365 2, HAlt, BINTEMLEFEA Office 365 STAEET 2 A Iti% T,

Office 365 LM T {ERIE

Microsoft R T R EZBERXRZEHM— R RELHNRES XK\ Citrix R (SDWAN [ B 12 5 B
#&.citrixnetworkapi.net) , R RFH—HLEREE, SD-WAN & &S REIREIT R Citrix RS
(sdwan-app-#&H.citrixnetworkapi.net) . IREATANFHES, BRESTHZEZHBEEMERIEES, &7
A EZBTFRM Office 365 =2 URL A1 IP 7R, AliRiEXL URL A1 IP BB R EES KK,

AR

BT Office 365 BINFKBIZ5h, Fie Office 365 NENARERTEA, BINER TE&AT Office 365 7
ENE— MRS 2,

Y Office 365 MARFMIBERIEAR, MWAREFSXBBRITE— MBS LABKBEESTR. iR5)MRE Office
365 g, Xf Office 365 MEHTTHER, BIENNAREFRBAMMBANISERIGEN, HEREEED B
Internet, Office 365 DNS iERKEE L F4SFER DNS RS, 0 Quad9, BXF¥AMER, FL2E HE A%,
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Citrix SD-WAN 11.5

1 Branch SD-WAN 2
@] —_— ? e H“}Mi} { ]< ~ > Cloud Service
(=0

Client Device ‘ _
Download Signature

Office 365 Traffic /... DNS

Other Traffic

v Quad 9
Data Center SD-WAN

===

EEBZMERS (SDWAN AR #2R.Citrixnetworkapi.net) T##,

M Citrix SD-WAN 11.5 74, #&e7Li{ER Citrix SD-WAN Orchestrator [REZEE Office 365 H4RitiE, BXiF4
58, 581 Office 365 11k,

BT Office 365 AYFEAM L 28

ST T Office 365 FF4A8I DNS 5K, #@iZ Office 365 1589 DNS &R B AIEAMS| T, R A A Office 365
Internet /i, MIFERSE DNS B8, HENAKERELZB/TIR. BINERT, Office 365 DNS ERZAFIFR
DNS fR5M 9, M99 DNS RS REM, I BH, HAEZRENGEE. MBEHXE, ErILEXN DNS kS, 815
FT Internet AR55#0 Office 365 4HITiLM D WA=l Office 365 N AEFHER & 2.

INREEEFEAEM DNS 2, EWMR SD-WAN EZE DNS RI2, N B=nE7E &35 Office 365 KA
EFBIE AR,

ARNEEREEEM

R 7 IFEER

WMREER R M siF Office 365 XRBAT Internet H4AHBE, Citrix SD-WAN =7 74 %! Citrix SD-WAN
11.4.0 B¥EEAENFERIBA Internet S HREL,
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FE£% 3| Citrix SD-WAN 11.4.0 Zaip9Erhaes, FTiel7E Citrix SD-WAN 11.4.0 frA S AXS A F3E50, &R
TR Y Office 365 2BIFEEA Internet 388,

Office 365 W AREFWER

MREEER 03650ptimize_InternetBreakout 71 0365Allow_InternetBreakout B4+ RN BEF
SR TN/, BEREETALES Citrix SD-WAN 11.4.0 Z&IBBRIIN/BREH, ARG, &0 LUERBR AN
BRRFERAEMN/EEE,

WREARIBRANI/BR B AYIE R F484: Citrix SD-WAN 11.4.0 #4%, NEEIHEIR, FALAREK, FEUTRES,
BRRETNARERF Qo BEXH, HESIHERHBRMN/EBMNERTHE&E Citrix SD-WAN 11.4.0 B35 EIE
xR

Werification Results x

Status: Validation Failed

Parsing Region:Default_Region
* -» ERROR: EC14000: Application QoE references either an unknown or disabled Application
(02650ptimize_InternetBreakout)

This Configuration is invalid. Please fix the above errors and recompile the configuration.
Files created:

versions, st
basic_2_site_config_package1.xml

Ok

=z

AR

BRI/ BREFRELFA R, EIOERTEIZAHN/ KB,

DNS

INREEER Office 365 i1kF1 Office 365 71 AERFEIET DNS RIBMNE DNS BEARZ KL B[N, BHER
774! Citrix SD-WAN 11.4.0 Z BB, FRE, &R LAEERMER AR FAERBEREIZMM,
NREFMERIBH DNS RIBSERRRE % MM AYIER T 444 Citrix SD-WAN 11.4.0 #4&k, WAKEIEMEIR, #
FWEEY. B2, DNS REMMNFEEAR LFMNE Citrix SD-WAN 11.4.0 HREX,

F=3

AR

FEER T BEIIER DNS M. BOERTEEIE DNS #l,
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L)

EAILFELLT SD-WAN iR & i

o BIKIBAIHER

Office 365 FBEEFZLIHER!

3z
¢
Flows Data
LAN to WAN Flows
Details Routing Domalin  Source IP Address | Dest IP Address s::rr:e ';:: IPP Hit Count Service Type |Service Name Age(mS) Packets Bytes PPS Application a
*) Optimize  172.147.100.146 52.98.65.178 57930 443 TCP 4 INTERNET - 120979 3 156  0.000 outlook
#) Optimize 172.147.100.146 13.107.18.11 57931 443 TCP 15 INTERNET - 26513 14 1683 0.018 outlook
* Optimize 172.147.100.146 13.107.42.11 57891 443 TCP 20 INTERNET - 8418 19 1903 0.036 outlook
+ Optimize 172.147.100.146 40.100.136.146 57926 443 TCP 14  INTERNET - 730 13 2118 0.036 outlook
| Optimize  172.147.100.146 40.97.229.82 57918 443 TCP 15 INTERNET - 1229 14 2178 0036 autlook
*) Oprimize 172.147.100.146 52.98.65.178 57929 443 TCP 4 INTERNET - 121224 3 156 0.000 outlook
* Oprimize 172.147.100.146 34.203.255.247 51236 443 TCP 5  INTERNET - 599759 4 164 0.000 okta
+ Oprimize 172.147.100.146 34.203.255.247 51237 443 TCP 4 INTERNET - 392420 3 123 0.000 okia
#| Optimize  172.147.100.146 13.107.6.156 51298 443 TCP 29 INTERNET - 42061 28 11416 0018 office365_common
* Optimize 172.147.100.146 20.190.140.51 57935 443 TCP 16 INTERNET - 24735 15 4184 0.018 office365_common
) Optimize  172.147.100.146 13.67.50.225 57897 443 TCP 3 INTERNET - 2250 2 81 0.047 office365_common
] Optimize  172.147.100.146 13.67.50.225 51228 443 TCP 4 INTERNET - 603355 3 123 0.000 office365_common
¥ Optimize  172.147.100.146 13.107.6.156 51255 443 TCP 249 INTERNET - 377061 248 85307 0.000 office365_common
# Optimize  172.147.100.146 52.109.124.84 57939 443 TCP 20 INTERNET - 22933 19 4679 0.018 office365_common
* Optimize  172.147.100.146 13.67.50.225 51346 443 TCP 3 INTERNET - 5900 2 81 0.044 office365_common
S
« DNS#itzR
Dashboard Monitoring Configuration
Statistics Monitoring > DNS. ‘
Flows
Routing Protocols CIBEEES
Firewall [ Refresh |
IKE/Psec
Proxy Statistics
ioMp
Search
Performance Reports
Proxy Name & Application Name DNS Service Name DNS Service Active Hits.
Qos Reports DNS_Proxyl office365_optimize Quad9 YES 2
Availability Reports ‘ DNS._Proxyl office365_default Quady ves 6 ‘

DHCP Server/Relay Showing 1 t0 4 of 4 entries
VRRP

PPoE

Transparent Forwarder Statistics

Search:

o
| mcsss st

Showing 110 3 of 3 entries

s MAEFEBESITESR

Application Name

Quad9

Quad9

Quad9

DNS Service Name

DNS Service Active

Hits
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Monitaring > Statistics

Statistics

show: | Application Routes 4| @ Enable Auto Refresh | 5§ #|seconds | Stop

Application Route Statistics

Maximum allowed routes; 64000

Application Routes for routing domain : Default_RoutingDomain

Filter in| Any calumn ¥ Apply

Show| 100 ¥ entries Showing 1to 3 of 3 entries

Num Application Object Gateway IP Address Service
‘ o 03650ptimize_InternetBreakout - Internet
‘ 2 0365Allow_InternetBreakout N Internet
‘ 1 0365Default_InternetBraakout . Internat

Showing 1 to 3 of 3 entries

HEHR

Firewall Zone
Internet_Zone
Internet_Zone

Internet_Zone

EAILAE SD-WAN ig& B “SHf4” BOEERSHIR.

Clear Counters on Re

Reachable

YES

YES

YES

TR, BESME BEE > KRGS > 120, B2EF FHATF.

Dashboard Monitoring Configuration
+ Appliance Settings Configuration System Maintenance Diagnostics
+ Virual WAN
Pin Traceroute Packet Capture
= System Maintenance o "
Delete Files Site Diagnostics

Restart System

Date [ Time Settings Insert Event

Local Change Management
Object Type:

Diagnostics
Update Software Event type
Configuration Reset
Severity
Add Event

Path Bandwidth

Processing

Site
Branchl
Branchl

Branchl

System Info

USER EVENT :

UNDEFINED

DEBUG

Type
Static
Static

Static

Diagnostic Data

Cost | Hit Count

5 1792
5 1298
5 L]

First | | Previous | | 1 | [MNext| | Last

Eligible | Eligibility Type | Eligibility Value

YES NfA NfA
YES NfA NfA

YES NfA NiA |

First | | Previous | | 1 | |MNext| | Last

Events Alarms Diagnostics Tool

MEREEER Citrix 8RS (sdwan-app-#&H.citrixnetworkapi.net) BEHHIAIA, NEIREEERME “TESH

=H,

View Events

Quantity: 25 v

Filter: Object Type = | APPLICATIONS ¥ | Event type =

Reload Events Table

[+ Object 1D Object Name Object Type Time

| 13839 26 Endpoints Update APPLICATIONS

Times are in UTC

FAILURE

2019-02-12 09:02:15

EEHEIZ2IZRE SDWAN_dpi.log . EEERE,
TFHIZIRAiEE SDWAN_dpi.log , AEREEEE BHE.

=%
|\/~F

| Severity = | ERROR

Event Type

FAILURE

ar

Severity Description

ERROR Failed to connect 1o the service APl

izl B8 > £BILE > HEER/ KT > BEET. M

BHAUTHESX . BTHESXHE, BN THEEXM 880 TR THIIRTEREMENESXM, ARET T

HEE.
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Dashboard

— Appliance Settings Configuration » Appliance Settings > Logging/Monitoring

Administrator Interface

LoggingMonitoring Log Options Adert Options Alarm Options Syslog Server HTTP Server
Network Adapters
Net Flow View Log File
App Flow/IPFIX
- Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.
NITRO API
SDWAN_dpi log
Licensing
Filter (Optional
+ Virtual WAN

View Log
+ System Maintenance

Download Log File

SDWAN_dpi log :

Download Log

PR

INREE T Office 365 HAKEE, NAKIHEMBEEEN IP it KR MESNITRERERRZE,
B Eh 8RB AR SRR AN N FA A2 7 % B AR F] 4R 4Eo

o B2 AR RARIKE R RS,

- BEIBRNMAREFRENEEREN S5, EUERRENNEBEESE.

MAZE 365 E15ARS

iRt Office 365 EtnARS K& Office 365 i@id WAN §EEMehklt, ERREE A EE—D URL-SDWAN.
2. hRE/apC/HiE.png, EXEHHTRN. S8I8EHWE B Internet 19 WAN 88 TIRN, MFE
TR, HTTP ERLEEZIEHRS, HEZEE HTTP s, HTTP mgsz#ail T Office 365 IREZHRI B MM T4
B,
Citrix SD-WAN R AFEHITERZEN, T UHRERE TS WAN §iZ3153K Office 365 KT mMIEiR, i
RE&ET WAN 5. & iXiERFH M Office 365 EARARSTREN AN Fr e B2 MR B, XEMKRER DB EEEIT
RSBIERIRE, HEERRESEHE Office 365 DAL Internet §51%, E47iEN 2 AEEZ Citrix SD-WAN
Orchestrator BA. RINERT, M@t Citrix SD-WAN Orchestrator BB Office 365 =IEEY, SHRIFNISIEET
EREH Internet #9 WAN $#Z EE B,

=

ERRETENEEE LR B Office 365 EHriFEll
el LR EZ A Office 365 5inimMfiZzEE SD-WAN Orchestrator EHIIEIRIREG ., BXiFHAER, 555 Office
365 i1k

2 Office 365 517k, 1E7E SD-WAN Orchestrator &, EMLERFISAE EBE > B > HRE%KEE >0365
MERIRE, AEBRERERRS.
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@ Dashboard Network Configuration : Routing Policies
|l Reports > /ﬂ‘ Application Routes P Routes
£3 Configuration v
. o Cost R: ) Application Group (4160) I (1-65535)
Delivery Services > Application Group Match Criteria
Routing ~
Match Type Application Group *
Routing Policies
Routing Domains

Import Route Prafiles Scope
Export Route Profiles

Intermediate Node

.
Link Settings >

Qo8 N Dewvery senvice
Security >

Sie & IP Groups >

0365 Network Optimization Settings

App & DNS Settings >
Review Office 365 Network Connectivity Principles

Temy

Frofles & Templates Optimize (Ensble aptimization for highly latency sensitive 0365 services eq- Exchange. Sharepoint. Skype for Business. Tears etc)

WAN Optimization > aliow ’ services ex net)
Security Profiles Default (Vo aptimization required for O365 services in this categoty eg- hitps //odc officeapps lve com’ hetps.//appexin stb s-msmcom |

45 Troubleshooting >
1

L& Administration >

BEEEESIRRNA AMMERRE, 757 Citrix SD-WAN Orchestrator &1, ERELBISME R > 0365 51T,

Root parent Provider Customer site
Admin / CitrixSystems, Inc. / Abhishek / Citrix  / AllSites ~ TRIAL days left L ~=16)
@ Dashboard Network Reports : 0365 Metrics Relative Time ineval  Last1 Hour Sile Group
Ll Reports v Ste Name WAN Link Name Avatavinty atency (ms)
Alerls Kolkata Kolkata-Broadband-ACT-1 Yes 920
Patna Patna-Broadband.ACT.1 Yas 916
Usage
Santa_Clara Santa_Clara-Intemel-AOL-2 Yes 1008
Inventary
Quality
QoS

Historical Statistics
Raal Time >
Application Quality

03865 Metrics

[

BEEEEIRRSHIFMERLRE, BT SD-WAN Orchestrator &, iRk ST R > 0365 54T,

Root Parent Provider Customer  Site
) Citriv s e ! i Patna TRIAL daysleft ] w3 &2 D
@ Dashboard Site Report : 0365 Metrics Relstive Time mena | Last1 Hour
bid Reports Y seectwanLin: | L]
s | pama pramdbna.acra
Usage Availability :
Quality 5:19am 5:24am 52%am 5:34am 5:3%am Si4dam 5:4%am 5:54am 5:5%am 6:04am 6:0%am €ldam  6l1%am
QoS
Historical Stafistics
Real Time >
0366 Metrics Latency (ms)_:
Cloud Direct 33
13
£ Configuration >
9 e =y
0
45 Troubleshooting >
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Citrix Cloud fIM X RS 1k

September 2, 2022

&8) Citrix Cloud FMMXARS 1L ThEEIESRINEE, ERILURMIFNER & E Citrix Cloud FIMXRSHIRE, EHATLL
IR, HEERRENHL Internet, HAILUBTEMRFENOERALIXRE. ERBUINENERT, HBIAR
BAEMEERER, MXRSELXETFHEIERDL, AFENA Internet, EIIRXBENER, BRibzsh, ERERUL
T fi# Citrix Gateway Bgz5#0 Citrix Cloud 2, HEILAIE QoS LU T EEINERR,

Citrix SD-WAN %Rz 11.2.1 RE=iRASEIAB A Citrix Cloud FIMXIRS 94 Thik,

s$F 11.3.0 LAFHY Citrix SD-WAN ##hRZ, XREKEMA Citrix Cloud M X RS R INEER, 7# =T Citrix
Cloud MIMXARS REMNE— T EIRELNM D X,

33F Citrix SD-WAN #ffhas 11.3.0 REShRZAE, Tit Citrix Cloud AIMXRSRWINER TR, #a1T Citrix
Cloud FIMXARSS REM EREGE LA 2

AE
o #RRE®T Citrix SD-WAN thiE2eEeE Citrix Cloud IR XRSEMk. BXELELR, ES MXRS
1o

 Citrix SD-WAN Orchestrator 2t M Citrix SD-WAN #ifEhRzs 11.2.3 S ES AR5 I\, B
ISR MUEBANSE, MTHEIR% Citrix SD-WAN Orchestrator 5213k 8 Citrix Cloud FYE fhtE
*IRSHTRE , FRM Internet REEW, AL, EAIER LUERMN MK Citrix SD-WAN Orchestrator

Mo

Citrix Cloud 1M XRS5

UTZATFHEMREERNEIRERF:
« Citrix Cloud: BEAILIhAERIHNFERH L E Citrix Cloud Web Ul #1 API 8937 &,

- Citrix SD-WAN Orchestrator FIfk#ipI X 52IRS

* Citrix SD-WAN Orchestrator: zi%7t Citrix SD-WAN i&&5 Citrix SD-WAN Orchestrator
Z BB I EEF RN OB MR EMNERE Internet =i,

* Citrix Cloud THRS: BREEE Internet RE, UEEHEEDH. BE. BEAZTHE Citrix
SD-WAN && k.
« Citrix Gateway ks : BRLKRNMERAALTE Citrix Gateway lREMRE (EHIFERIE).

- MEXRSEFIHHIE: £Z iR Citrix Gateway RS 2 BB A ICA BIEBEEMNEE Internet =R,

ERESHRMEEER,
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- MXREMSBIIE: EEMRMLRIEE (VDA) 1 Citrix Gateway lREz BB A ICA HIEEENEE
Internet X, EFEETMRER, FEMERT VDA ZRME (VDA 2 Citrix Gateway xRS
EHE)o

- MXRSIEFIRE: IFTRIREMNER Internet /K. RBERFEHN QoS EREIL,

- MXMRSE Web RIBRE: BA Web {IEREMER Internet 8, EEESH R, BIEREXRAES
BFIFRES

Ll

ERILATELAT SD-WAN SEitiR S MR RS St ER

o BIKIBAIHER

Iz
i!

(|| 7|7 |8 ) [§) [

S T S T T L ———————

o Sanriren - pe—

R N . el

o= ™ w0 W -
- o o e oo " W "
. — [

- e -

3 3 o o

' s o o

ac - som - e wa

>

>

Flows Data
Bath LAN 1o WAN and WAN 13 LAN Flaws. Topphe Cnbarrirs.
Vel
e Apn e
a ervioe LA A Cusiomer Pk Ruty.
wosce B Sarvics Hama Cve mp [Packws b pes (SO OO oy Qvehead DN e Clis CansType  Puh Gompruason Tumimssian Trpe  Aoplicaion
= Prosuli™ e

# dn 3 TORNET [r ToUM axes WP G0 BN 1P MA WA T A Wik ia
[ | detain & INTERKET LOCAL 2875 31 0so7 0244 0000 0000 147 MiA WA HA WA WA WA cinrin_choud_downbosd_set
B [swan 15 wroaser LoCAL 4S8 15 L2 LT LS 00K 0000 17 WA WA WA A Wik Wi ciis_sdwan pockenrier
Gk 1 Vil fan MOWKTIRANCH OANTE LOCAL 6447 T UE 0Me QI G11 0000 57 MA 10 NTIACTVE  BLANCHIKVMNTY-itereet-ALT- 1 MCH VNP iroeret-ACT- | Wik Lo Balances, Arlissle Wik
odeth 7 Ve ran MOUKVINTR-ERANCH VRS LOCAL 5947 £ I 0B6r S0P AMZ G000 1 MA 10 INTORACTRE  BRAMCHL p——
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« DNS#itzR

| Monitoing > DS |

| ows s |
| o st |
Searchi
Proxy Name — Application Name | DNS Service Name DNS Service Active Hits
Defauit office365_optimize Quads9 ¥ES 0
Default citrix_clowd_web_ui_api Quadd YES 4
Defauit ngs_client_data Quad9 YES 14
Default ngs_server_data Quad9 YES 0
Default ngs_control_traffic Quadd YES 2288
Default ngs_web_proxy CQuadd YES 0
Default Any azureDNS YES 51490
Showing 1 to 7 of 7 entries
Transparent Forwarder Statistics ‘
Search]
Application Name | DNS Service Name | DNS Service Active Hits
citrix_cloud_web,_ui_api Quadd YEs 0
ngs_chent_data Quadd YES ]
ngs_control_traffic CQuad9 YES 0
ngs_server_data Quadd YES ]
ngs_web_prowy Quadd ¥is 0
office365_optimze Quad? YES ]
Showing 110 6 of 6 entries
Transparent Forwarder Statistics
Search:

Application Name = DNS Service Name DNS Service Active Hits
citrix_cloud_download_svc Quad9 YES 1
citrix_sdwan_orchestrator Quad9 YES 1

Showing 1 to 2 of 2 entries

s MAEFBRBESITER
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Menitoring » Statistics

Statistics

b Clear €

Show: | Application Routes E| [ Enable

Application Route Statistics

Maximum allowed routes: 64000

PP Routes for reuting domain : Default |
Filter: in| Any column j Apply
Show | 100 j entries  Showing 1 to 6 of 6 entries First | | Previcus | | 1 MNext | | Last
Num* Application Object Gateway IP Address Service Firewall Zone Reachable Site Type | Cost | HitCount | Ehigible | Eligibility Type | Eligibility Value
@ C3650ptimize_IntemetBreakout - Internet Untrusted_intemet_Zon YES azurelT Static 50 7 ¥ES NiA LTEY
1 NG5 WebProxy_Breakout - Internet Untrusted_lnternet_Zon YES azarel7 Static 50 o ¥ES NAA N/A
2 NG5 _ServerData_Breakout - Internet Untrusted_intemet_Ton YES azurelT Static 50 &4 YES LT LY
3 NGS_ControlTraffic_Breakout . Internet  Untrusted_intemet_Zon VES azured?  Static 50 T2 VES NiA NA
4 NGS_ChentData_Breskout - internet  Untrusted_lntemet_Zon VES azured7  Static 50 0 YES N WA
5 CitriCloud_Breakout - Internet Untrusted_Intemet_Zon YES azure07 Static 50 [} YES NiA LY
Showing 1 to 6 of 6 entries First | | Previcus | | 1 MNext | | Last
Application Route Statistics
Mazimunm alkwed routes: £4000
Application Routes for routing domais : Default_RoutingEoemsin
Fiter in Any cokemn =] amety
Show 100 | entries  Showing 1 1o 2 of 2 entries First|  Previous| |1 |Mext| | Last
Marm * Application Object Gatewny IP Address Service Firewall Zome Reachable [ Type  Cost R Coust Eligible Eligibility Type Eligibility Valus
0 CitinsdwanGrihastsatie_Bre diost g Tttt Tt Tont VS BRANCH |_KVNVEX Seatie 0 £ VS WA Wik
1 CibiinClomslounloadSve_Breakent . Intaenet Intersat_Tone Vs BRANCHL_KVMVPY. seasic 50 s VES NiA ik
Showing 110 2 of 2 entries Fiest| Previeus| |1 Mext | Last
HPEHEER
B IFPR
\ 3, “ ” 3y Az £ 01
ERILATE SD-WAN R&EH “SM” BHEERSHEIR.
HEEE, HEME U, E BHATE
BIOEHIR, BEMNE BB > RAEH > 20, B2F FHEm+.
Dashboard Configuration
+ Appliance Settings Configuration » System A Diagnostics
+ Virual WAN
Ping Traceroute Packet Capture Path Bandwidth System info Diagnostic Data Events Alarms Diagnostics Tool
= System Maintenance
Delete Files Site Diagnostics
Restart System
Date/Time Settings Insest Event
Local Change Management
Diagnostics Cbgect Type: USER EVENT :
Update Software Event type UNDEFINED s
Configuration Reset
Severity DEBUG :

Add Event

NREET Citrix lR$S (sdwan-app-E&H.citrixnetworkapi.net) BFtHIIEE, NEIRESERMRE “EESH
=,
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View Events
Quantity: 25 v
Filter: Object Type = | APPLICATIONS ¥ | Event type = | FAILURE ¥ Severity = ERROR H

Reload Events Table

[+ Object ID Object Name Object Type Time Event Type Severity Description

| 13839 26 Endpoints Update APPLICATIONS 2019-02-12 09:02:15 FAILURE ERROR Failed 1o connect 1o the service AP

Times are in UTC

J\é_:_;g% 1%'@%13%%” SDWAN dpl lOg I:Flo gﬁgalp\; -LETJ' :tIJ EEE >3 %12% > E/L,\lailn,_;l > E/L,\L_Iﬁo }‘A
THIFIRHiEE SDWAN_dpi.log, AERHEEHS.

TBHEUTHESX S, BETRESXHE, BN THAEXMH 889 TR THIIRPERMENBSXH, ARRE T
HET.

Dashboard

— Appliance Settings Configuration > Appliance Settings > Logging/Monitoring
Administrator Interface
Logging/Manitaring Log Options Alert Options Alarm Options Syslog Server HTTP Server

Network Adapters
Net Flow View Log File

App Flow/IPFIX

e Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.
NITRO APl
Filenam SOWAN_dpilog
Licensing
+ Virtual WAN

View Log
+ System Maintenance

Download Log File

SDWAN_dpi.log :

Download Log

PPPOE £i%

September 2, 2022

AW =33 =Y (PPPOE) S@3 # AR F7FRi&®E (N Citrix SD-WAN) &AM LAN L2 MTENAFEE
3ixi2ik =, PPPOE AFAFPAZBANKFTAF L% (DSL). BAIAIRARSR L EES Internet . PPPOE ¥3&
EATRSEENSW SN (PPP) 5 HBENFT S MNEFHUAMNVARE S, PPP s B EEUKMWIESR
Mo

Citrix SD-WAN &#&EH PPPoE [ Internet BRES1RME (ISP) iR IF U SR SEEA RN AR EIIFEREMAY
DSL fes i@t %ERE. PPPOE RIEENAFZRIMRARIE, BEMA R BIERIRR S S 1H LA MLE ik,
ERNAFMIZRMS (B30 ISP 1218 F) ZERBIRIES, AIENZRE. ARERUKMA PPPOE &2 DSL
LKEERAHRE Internet .

Citrix SD-WAN 754 PPPoE &R i, ©i&:d PPPOE IRSS8#HITH A INIEHRENEDT |P ok, siEFERES P it
##3 PPPoOE ##%.
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FYINEII PPPOE SiEHRB2UTAS:!

FRE im0 (VNI).
ATl PPPoE £iERIM— &4,
EoE WAN %, 81 VNI REEECE — WAN $58E,
FCEEM IP sthit, SNIERBRMEMNECERIE—HY IP it (GhSTERS) o
EMERIN T B R E UG PPPOE &3 IP ik, HiFZOREN “REE".
S P A ERREREFIRSB[IREA IP; IRSEERFS IPRE, SWEKERR.
RigEMBERUSIRE, UER PPPoE 5553 IP 45, HSEOKEN “FREL.
NS HWRIENYE: PAP. CHAP. EA-MD5. EAP-SRP,
ZNRENRAHREIVRTEERN VNI HE.
IS VNI LZiRE M EO4AN S PPPOE 2%,

AR AYFERERRD 802.1Q >VLAN iRiZ el

%1 VNI,

PPPOE EZERIRH!:

A%#F 802.1q VLAN #5ig.
4% EAP-TLS B{3183E,
bt/ ¥ E 4o

MEESE,

N FEEEFE .
[EZE=H

BSD E48E4%8-

IPX 1%

MEFNL5EE,

SR BN TCP/IP LE4E.
Van Jacobson Ri&# Connection-ID [E48:%E1 TCP/IP #R3kE48,
LTE #0O0AF %% PPPoE

M Citrix SD-WAN 11.3.1 ki, FEEZEIIM 8 F5 PPPOE #5k3RiFEE TCP |A DB A/ (MSS), oMY 8
=F 15 PPPOE #k1R#E MTU BEFEFHIEEHH MSS,

B @i Citrix SD-WAN Orchestrator BRSEE PPPoE M8, i58% 1#00,

15 PPPoE =Y

faa Lu@E SAnEl SD-WAN GUI B89 i53% > PPPOE TiE R %41 PPPOE &i%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

176


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/site-level-configuration/basic-settings.html#interfaces

Citrix SD-WAN 11.5

PPPoE TimE Rt £ F8 PPPOE # S ZTEF WERNE B VNI BIRFEB. ERFEM Citrix SD-WAN

Orchestrator IRSS FEIE ML SIE LUHTIRIEHRR,

o MR VNIESshHEEMLE, IPHMNX IP 7 REFRZIEPHHRIE ERTXERREERNE,

o MR VNI FLESAFREORE, NXLEEH ERIERRIE,

RS FIER=MEERE (F&. 46, ZGME) 7 PPPOE SiEMRE, TRIER TREMER, ErILUSER

BEERS L LEREUER,

PPPOE &iE38! Eige)
EicE HE
EfEHS &
2% #E
[S%E R
e ARz
Bk HE
&1k =S
(=5 oY)

iR

VNI Ei2& T PPPoE, X2— 4
RS

E2E VNI /5, PPPoOE &£iER&ET
Bz PPPOE R MIEHEIHR SRS,
HIREEEERER.

VNI MRIVRSE BB RIERTS. 1
FEEFFEWIP, MRIEEH, HF
RS HNES IP IA IREE
oY= )

UL IP SR E, VNI FMXBA WAN
B EEMAER A,
PPP/PPPOE 214 1E, KMHREA
ARERRELT R A G HEIR. SIER
£ 30 W ERHEMER,
PPP/PPPoOE £iEFahiZLE,

HBTFEMERMALERNDERS. It
KEE—EFENEEEmE (E
BHERN ST, HaiiRN 30%).
SD-WAN BRS3& FERRZ.
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W EHR PPPOE 2iEi (&

7E W91 TTE, WL PPPOE £iERd tHLa gy :

o BEFAEFEE KM RS LERRIERKBIRE,
o BERIUMNIIENER PPPOE SiE#1THIEHR, BEM K-> PPPoE MEHEHRBHRE,
« ¥R PPPoE 2iEFafEiE, NEFHREMHNEEEENNENRBIRS ZF1, TEBIZEE.

PPPoE &iERIgE AU T REMRMY -
+ % SD-WAN B FECEPHAF & /BB ERME RN E A #TE ORI,
« PPP kM-t R B AR ED— P RENNETZITHMD
¢ REREFHRFH R,
- RELH/HEIR (GHIRHAC MRS B -
o BATFIRERAHEIR, TEITABHITHD.
o RBAWIIEFKESNME (BEHETFHIRSIBRARML)
o BINESTRINKRS EE—7HK.
TEES: 10 REMSE, MRFKMHERE,

o MRBFEER, ERILEHRZE.
o MRKWZEHEIR, WEMBHRKIE 10 7
o MREMEBHHN, WEHBHFRE 30%, REEHE.

LCP Echo iEk##EEE 60 #)M SD-WAN &£mR—R, FEgEW 5 MEIZMMARTAERANY, HERRIRIE,

PPPoE BEX

SDWAN_ip_learned.log xt+8&5 PPPoE #XMHBEE.

ZM SD-WAN GUI EFZ T# SDWAN_ip_learned.log X, ESME] “HEILE” > B RIE M > “BEER,

TEWN TEH SDWAN_IP 231, BE Xff.
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— Appliance Settings Configuration > Appliance Settings > Logging/Monitoring

Administrator Interface

Logging/Monitoring Log Options Alert Options Alarm Cptions Syslog Server HTTP Server
Metwork Adapters
Met Flow View Log File
App Flow/IPFIX
SNME Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.
NITRO API
SDWAN_ip_learned.lc v
Licensing
+ Virtual WAN P
View Lo
+ Systern Maintenance ‘—g‘
Download Log File
Filename SDWAN_ip_learned.lc ¥
Download Log
Q =
HED‘: J)' \i =
November 16, 2022

DR SEEROH T ZENMZLTERABNNAREFNEE, SESRENANEINES. HRHMRNNA
EERIY BMEHIhREMZR. Citrix SD-WAN REERIE. B2, FIUEBrRIFNNMERS. XBEIEENE L
BOREIR. $izh. HEMBIEEERREIN.

Citrix SD-WAN @R A REIFE—NERWNARRFRSHE (Q0S) 51%, BFHRNARREREH N XRIN BEF#H
TSR AT, ERTH# WAN MERENER, HiRIERERIESLHERMKREZ,

UTETHNETRFITE QoS . IP MM, AR QoS MM LK E MK AR QoS FrErE At
M SD-WAN 11.5 k744, QoS it @id Citrix SD-WAN Orchestrator RS #1TEE. BEXEZELR, HSH

AR5 EE.

Uik

Citrix SD-WAN E2E#R# T —ABRANNARFET IP/inO8 QoS K, XLERIKER T BT BN FEEMAIFT
BRg. XERETUREREZFRHTEEN

ERNFHRERENNEEIFEEH. EFTHAEFMN PO QoS HKEITREHITHE, HEEMANREPIEERIE
EE

Citrix SD-WAN Orchestrator fR$52#% 13 N5, BXEZER, BESH %

UTERERERK:

o LB AFEER. RHE. RHBBRNRE, SNNARFILREN, BXFEFAFESHER (i 1P ES).
SRS AR I EEIR M EL B R, (BRI AR B —EHK,
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« XREX: BTAARIFFERERNBIPEFFRERNRENRE. BEBRT, EFFRSRSHEZEH
IRE, BEANEFTEEST R, BENERMERIEFEHZ.

:II]

o #tE: ATFETREAENIRESERNNARERF. LEXHERNEESTRENNAEF B LRNREL, X
EWARMIRANTR, TEHRRSEHCAE,

Ik P

‘Nﬂ}

EXZEHE, MR

st

w
o SR HARREARAEBRIIAFRIER, HAEFERSFREN, TRERFEREELER.
« B ARENIRENRETRMULIRERRESRRT

et

, B RELNEREZEATRE

o #tE: HEERESN. REXHIREAREBEE THHERERUATHEN AR ELAHESL, WREFMR
BEXREMNATARERATE, WHEREFTEIHEI.

AR

EREFANBERT, EEREEA LUERFRE R AHR.

TR T BT KA BN TR 7.
RIGEMEEF LR EH I 10 Mbps, INREFRE S

+ EY: 30%

- s 40%

o EmpiEN: 20%

« XEIR: 10%

o #t2: 100%
HROKHERE:

o IRIBEE, HEHREAIRE 10Mbps (3 Mbps) # 30%. MNRFBEMNHR DT 10%, NFRHNHRFRELE
1&7:7J|Jo

. EE@REATHIEN FESHRMEE (4 Mbps: 2 Mbps: 1Mbps).
. URHRERRREERLEREATE, HRNEAREBSIEME Bulk %

12 |P it ANim O S 317N

1% |P #hhE AN O S BN ThEE T EE B IE 0 LS O, HRIBMNI ML E LRSS FRE (QoS) MR, EalLIAMLEL!
EEEMHN, Fm, EarsigameliEn—mneiR P #ity 172.186.30.74 B B4R IP #iit)g 172.186.10.89, M
BEEIRD IRBABARE, BEIEME WAN 2884 10 (realtime_class)”s
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TR LIRS R R BI E BRA AN, MRS PR FEREAN, NWAJLELBE > EMEREEIAE > AT
ERAANENEER. AT, BERALUMNEZEZAANNER, BELRS2RHEIZIMNEREXE, Etharl
BIBRE FUE SR, EXMERT, MREEMNREHES2ELIZMNIER,

M Citrix SD-WAN 11.5 krasF4a, @ariifEA Citrix SD-WAN Orchestrator BREZQIE IP #1ll, EXFELZER, &
207 P #10,

FOIEALIY

S ‘i > “RE”. MERENEINSMNEERER S PIREREFE., £ WNEXLE FREBE—TEE
*[a BFi® ?gggmmL*E{;lu\o g_zll-.E/mn,u ’éﬁéﬁﬂ%ﬂ’ﬂ%mwuo

w5l
WA P #thht 2 172.186.30.74 EBE4F IP k2 172.186.10.89, NMIBEFHERIEENKARFRRNERUTRE
iR,

Select Flows

@ LANto WAN @ WAN to LAN Internet Load Balancing Table TCP Termination Table

Flows Data
Both LAN to WAN and WAN to LAN Flows Toggle Columns
Virtual
: ) Psec Avp Har .
SourceP | DestlP o |source | Dest P w | service sevice | LAN | Age Gustomer | Path Rule Class R e
Detats | Sourcel | DStP | piecon (Souree | Do jpp | M| seni |y 892 paces | s | prs Comer | P ovneas R Re o | S Path Compression "EE5" | pppicaion
erhesd | inpe D Saved Bytes
+ 1721863074 17 LANtoWAN 55502 5003 TCP  default 88311 VirtusiPath DC-Client-1 LOCAL 0 82251 126636068 763328 3446461 0000 1 NA 9 BUK DC-WL-1->Client-1-Wi-1 NA iperf
+ 1721861089 17 WANtoLAN 5003 55502 TCP default 45207 VirtualPath DC-Client-1 LOCAL 1 45207 2385488 1634405 1765.480 0000 69 NA NA NA NA NA perf
AN to WAN flows dispayed: 1 outof 1
AN t0 LAN flows displayed: 1 ot of 1
S 5% > RIHER HRIEEENAN
nE S > St =S8 HRiE LI
Statistics Maritodng > Statistics
o
) Statistics
Reuting Pratacals
Firesall Show: | Rules v | @ Crable futo Refresh |5 7 | second
IKER
Rule Statistics
GM
Ferfarmance fiepars .
ilter: n | Any column A Apply
Show 100 % entries  Showing 1ta 100 of 275 entries
P
Port LAN to WAN WAN to LAN
Address
= - vg Min Max
Munt | Site Service s Dst | ¥ Sre Dst LN e Bytes  Packets  Bytes  Packets riter (Packets ey | latency | Latenc
Prata I DSCP (ms) | Last
ms | msl | (ms)
o b C 003
2Rp
1 ™ 5003 . . 426121168 285604 O
pRa
F P 50605061 * o
N oe e 5 o4 0
4 I up 60-5061 of 0
b DC-Clies uce el el
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RN R R MR TR

[ AREFE 2 ETEERF Citrix SD-WAN & &S HENREHIGH
733, BRI LU 8N A M FRAZ AL SRR

SR AREFHNARER

DENBTHENREFRNARERF R, &
#7589 QoS.

XA

TRILRIEN BiEF. NAREFRTINAEFNRLERESERE, ANENNANAREFAN, NMAZFRNZE

AF Internet Y (IP) MM, HX IP MUMIELS, ESIR 2 |P LA O S35 89580,

NFEMAEFAN, EeIEE

FhtE. UTEAIARSEN:

o AHTFEREZE: BHUNAEFREESMREZEH#ITE. BIREREAXRE, BIERAZEENLE. R
RHIEERKEL T RERERIX,
- FARRE: NARFRERRITRA—BEL, BIBRERETANL,
- EERE NARRFREESMREES, NMiESAIEME,
B RRFRNSEBXE, BXEMER, BSH BENE,
BIAMERT, UTEMEXMEBEZFMNEATF Citrix ICA RZAER:
=5
B BR B IR
£  BR B T EH
ER WE B8F ®RF 2R THB  TE 2HE  ZA
i W B8R WE  BE #E O ORE O RE O BA O BRHE RE
Mm% ®g #’E & iz (Z®) & (Z®) (FH) a6 (BP) &%)
HDX_Priority 0 a8 H 154 B 250 =1 350 30000 H 0 128000
(HDX_prietity_tag_0)
BF
HDX_Pribrity_1 fa% =1 154 = 250 1= 350 30000 =B 0 128000
(HDX_prierity_tag_1)
B1F
HDX_Pridrity_2 fa%; " 1’ = 250 = 350 30000 B 0 128000
(HDX_prieftity_tag_2)
B1Z
HDX_Pridrity_3 fa%; =1 ’® = 250 =1 350 30000 E 0 128000
(HDX_prietity_tag_3)
B1Z
HDX 11 k= B = = 250 =1 350 30000 B 0 128000
(RE T
xm  BE
&)
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SnfeI Rz AR ERIE AL ?
7£ SD-WAN ®£&eh, HfE NREIEEEIA SD-WAN &R, #MRHiIEERSET DPI 93, 1tEt, IP MUEME (40
XK. TCP&1b) BREATHES. DPI DEE, YAEFANEME (0%, FREEX) $EE P ANEM.

S5MBEFMNEL, IPRANEEEZHNEN. ZAEFANNES D IP ANELE, HRIPANREEDESRES
a3,

f5lgn, RIEBHRER SMTP thilss Web #B-RZ 2R (5140 Google Mail) 8T RARFMM. SMTP #HiXE
IP MMNERHRATF DPl 5EZF. MTEBEEHEESLNET Google Mail ZAERFRE, KA Google Mail
[ 2 FFaE BRI AR F AL

ZEA Citrix SD-WAN Orchestrator IZNBEFEMN, &S5 NAERN,
BRIANBREFANRSNATRZ, BSMD KiE > K.

B TRARFMN ID, HFeEXXBNEERARETSEIMVEE,

Flows Data

Source IF Dot 1 Sowce Dest | | W Wit | Servee | Service

TR LB SMEIEMR > RIHER > MAERF QoS REMNARERF QoS, flilEEs M itm bigE L. THHEFRH
HIRE/FT5,

Num SRR AEFAN 1D, REMRPIREEINABZFAN Do

IZBEEXNABERF

TR N AEFNREF U TR E X BEX Y HERERF:

* IP i
o NABEFRT
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. MAEFRT

DPI 3B D MENNEIESR, HIREEENLEFEREDRNINABERF. ERILTE QoS PRSI BIZF R E T
ERAXED LN EEXNABERF.

R

TR LIS E — e Z MLAREL,

N FRERF 72

Citrix SD-WAN & & AU FTRARITRERIEERZE (DPI) LURSIR AEFHITH#ITH X!

o FESEBIESE

« Citrix ZEHIIITEZM (ICA) 9%

o NMAEFFENE APl (fIaNERF Office 365 #9 Microsoft REST API)
s EFEENHAERFSE

HEERE IR DK

REHIEGWN (DPI) ErBRBSUTFitNE LN BREF. EARIMBAREFHENEZIS %K. SD-WAN &&EH
DPI BARDENNIIEE, HERENDENBTRENAEFIALAREF R, SMERNNBEFILTE/LNK
&8l

7% Citrix SD-WAN Orchestrator iR53 LB DPI =92, 5805 DPI EH 2,

ICA 532

Citrix SD-WAN & & E eI LRGN 9 2B 2= m A Citrix HDX &, Citrix SD-WAN 3551 ICA #i) A9 LA
Tk

« ICA

« CGP

o 557 ICA (SSI)

o 27 ICA (H2)

o [CA SRR EEMY

« ICA over UDP/EDT

 ICABEIFREIRO (B1F%iE0 ICA)

+ HDX BiER &4

+ ICA over WebSocket (B HTML5 Receiver f£/)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 184


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/app-classification-sd-wan.html#dpi-library-classification

Citrix SD-WAN 11.5

AR
SD-WAN #RERRAR 3533 i@id SSL/TLS 3¢ DTLS 2489 ICA mE#HTTH 2,

ML REBN D XREVRERIRERIIREITRN. EHit, MAFENEREFRD LN ICA, FohBREER
B, ERDRBEER.

Framehawk ;7 2% UDP/RTP LME$AA#)AE AN HDX AR, EN1RE 7 UDP 3t KA.

E 10 H&ZIX 1 L\/(;E; SD-WAN 'LREHEl]{%T_ilﬁ'ﬁDEE%EP ‘mTL,“:ﬁj\ﬁmu ICA ‘:F‘E’J |CA &?E/}Il.o g/l\ ICA
MEBE AL — TRV AER, EEHEBIHEIA QoS FERHFITMELIF.

« 2EZR ICABERET, BuJE SD-WAN #7&RR 10.1 sNESMRZS.
« E7£ SDWAN-Center L 2/RETF HDX BARRE, EF5#EHE SD-WAN #7/fhR 11.0 SLE SR
HDX {5 B BN @B R R R E K

« Citrix Virtual Apps and Desktops (LLgi#r% XenApp #1 XenDesktop) BILgikRAs, HEAHEINEE
=7E XenApp 1 XenDesktop 7.17 5| \HY, FEIETE 7.15 KHEAARS kA,

o L% ICAF1 HDX ILfifs EEiNEE CTXNSAP 9 Citrix Workspace MAB#EF (BEHATS, Citrix
Receiver) B9hRZ, 7£ Citrix Workspace R BIZFINAE MG &tk BB NSAP VC MZix /%5 ICA
89 HDX Insight., 7£ HDX Insights E&E& Hai 2 i8I % 1ThR s

o M11.2 fR7siEe, MAERIAERT, EEAZR ICAR, HDX SERREREAEiEaEEHThht

pEE, ICANBEFATRTRAEFANG, HEESHMILNBEFENNTARFAIHER.
ICA ZRREFBERMEOALBRERFAN, SN T RIERIFL:

Tzt EZe (Citrix) (ICA)

ICA 2By (ICA itk _0)
ICAZER (ICA 54k _1)

ICA #t2% (ica_prority_2)
ER&FEERE S (E% _3)

.

BEXE AER, BEARNBEFZIHE

MRBBEBIENHEOABITAZFIZNR ICANREAS, WEHRIT Q0S, EuMAE ICAREES MK,
E1ZHR XA/XD AR B HREPECEMNIFAR AR O HDX Jﬁﬁﬁ?é, TE ICA iR O ECE R ARMX LR O, s, ERFX
im0 LEORES BN P MNAELE, EuEH ICA IP RN,

£ ICA IP fIimA5IRF, ERILEE XA/XD HEHERMIEFREROLIEIT HDX 9%, |P st B F#— S REI%O
IREBRM, FA 7 RNAEEM P HitHIRO. P #iits SSLisOAStAFIRRRERLER ICA, BERE

BRANHERFICA, IBTATFLRE L4 AppFlow i2R LSz Citrix Application Delivery Management &
EZ7NE

7% Citrix SD-WAN Orchestrator fRss EEBRET ICAWSE, 5217 ICA 9%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 185


https://docs.netscaler.com/zh-cn/citrix-workspace-app/citrix-workspace-app-feature-matrix.html
https://docs.netscaler.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/quality-of-service/rules-by-application-names.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan/11-5/quality-of-service/app-classification-sd-wan.html#ica-classification

Citrix SD-WAN 11.5

MR HNRE AP BT 593

Citrix SD-WAN 3z A T E TR AREFHRNE APl B952:

« NAZE 365 AXFMESR, 1ESI Office 365 fitko
« Citrix Cloud #0 Citrix Gateway fR$. BXEZER, BESH WXRS K.

ETHRNNAEFD%E

DPI 3 K5IERFEIT 558, AIRERRMRANMBIEFHTOHR. DNS L F=8H# DNS 15K/fE, DPI3I%E
fEH IP PEBRITE—NMUEE N, #—58 DPI EM ICA HETR, HHMEFHZHNARR ID

ETEHANNAEFIEATFENSMIRHTOE, HEEMNREINARERF, BERNMNAERHAE. NAEFES.
QoS FMAMMN, &HZAEE 64 METEHANNBIERF.

E7£ Citrix SD-WAN Orchestrator IRE EENXET 2N FAER, B2HETEHANNBREFH S

=z

AR

o M11.4.2 b7k, BFIHEZMEAREFZHF Citrix SD-WAN Orchestrator BRSS HREY BT BE & i A 1%
BXFAER, SR BMRBERER.

o M Citrix SD-WAN 11.5.0 frA<Frt4, Citrix SD-WAN Orchestrator iR %35 AAAA 2R,

PRI

o MREENEFEFHANNAREFH DNS iER/ME, DPISIZRRWNEFHENNARFHITHE, FEFR
SNASETER BN BRERFX NN AZFN,

o MRGIENNAREFWNREROCEEERO 80 M/HiwM 443, AESETHBNNEARFAENRMRE IP
atPTEESEAY, M DPI S| EFRSWEFEHANNAREFHITHE.

o MRRETER Web I8, WHIUEFEHZRIAFME PAC XHH, LR DNS MEHAR 22 EHEER
IP ok,

 ETHRBRNNAREFDLIELEARNEE, EXRET 11.0.2 ZARAEN D LR, i DPI E5E. ICA
DEMBETHEBENAEERF API 993,

o RIBERTEISNNAREFOXRBNNAEFER (B1F IPiti) $EkREERNESR,

o (VAIE4RE DNS TR EME,

o DEFZPHREER DNS M IERAFSWE, (NGEENIEEFEY DNS B,

o F%¥5E TCP #17 DNS,

AXFMRIFAENFH AR

SHNEREFHITHHE

Citrix SD-WAN i &3@3 A TPl ENHIREMERE, FARREFRSEN—355:
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o X¥F HTTPS %2, DPI 5|2 2103 SSLIEBLURIRABAE, ZEMEERSHNEM (f10- Facebook,
Twitter), RIBRZAEFFRLEN, IE—MEPTAFTESMHRS KR BIMBFEE. FE%E) . WRFREHR
SERTRESR, DPI5IZRKaEBX DRSS

s T EAECHNENNNRARR, DPISIZEREREHR #HE. flm, £ Skype #iERT, DPI
SIZESEIERPER CHFERNHBEXLRERF.

IVAEEEIERRES
BENAEFNER, ERIUBAREENLEFE DA — N ATFHAEREBINAREFESNE ISP, P
W NBEFMNARERZRVIEBHLEEE
AT Ihae e AN AR RIE/ILECRER
o NAEFEH
o BAAIEERER
« ZA QoS

» ZAER QoE

RBMBEFDREMANEEGER

BERREDXNNARERF. NAREFRVITES, ERAUEANARER. NAREFRTIMNAEFNRENLERE
ISR EH N AP AERIEIAN, SERTFAE 8. /5 M 4t K8, BXPAERNFEAER, BB BREMHA
&M NAT 245,
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Edit Firewall Policy

Pricrity:

100

Any v Any

Default_LAN_Zone

ntemet_Zone

Untrusted_Intermet_Zone - Untrusted_|
Action Log Interval (s):

Allow hd Log Start
Match Type:

I IP Protoco v |

Application DscCp
Application Family v Any v ¥ Allow Fragments
| Application Objects

e Name: Source IP
Dest Service Type: Dest Service Name Dest P
Ary v Ary ¥

EENAEFDE

Default_LAN_Zone
nternet_Zone

nternet_Zone hd

Connection State Tracking:

Log End Use Site Satting ¥

Reverse Also Match Established

e Cancel

BRNAREFDEE, EOUEUTREFEENAREFSMINAEFRTFAES:

o PRASEERST
« MER

. NBEFSI

PASEERGT  SME EE > PAE. EERBOT, NAEFMRTITIIIGT NARERREXEKRR.
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Dashboard Monitoring Configuration

? | Monitoring > Firewall
Firewall Statistics
statistcs:
Maximum entries
o display
Filtring Application: An Family: Ay
1P Protoc Source Zone: ~ Destination Zons
Source Service Type:  |Any V] source service Instance: Ay v Source IP: [ sourcepor: [
Destination Service Type: [any V| Destination Service Instance: [Any ¥ T pore ]
O Showlatestdata O Show Additional Stats
Help
Connections
Source Destination Sent
Application eamty [ | waess | pon fseree | servee zone o Address |pore | Sarvice Service Name Zone sute |2 [packets [aytes | pos | koms
GoToMeeting Online Meeting(gotomeeting)  Audio/Video TP 172163030 54612 local  StelVI1 Default LAN Zone 216115208241 80 VirtualPath  MCN KVMVPX-BRANCHLKVMVPX  Internet Zone  CLOSED No 4 259 0716 0371
Domain Name Service(dns) NeworkSevice | UDP 172163030 47397 local  SitelVI1 Default LAN Zone 8888 53 VirualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 1 e o262 012
Network Time Protocol(ntp) NeworkSevice | UDP 172163030 48743 local  SitelVI1 Default LAN Zone 91189.944 123 VirualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone  NEW No 1 76 0264 0160
Domain Name Service(dns) NeworkSevice | UDP 172163030 41348 local  SitelVI1 Default LAN Zone 8888 53 VirualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 2 18 0476 0225
Domain Name Service(dns) NeworkSevice | UDP 172163030 44961 local  SielVI1 Default LAN Zone 8888 53 VirualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 2 14 0513 023
Domain Name Service(dns) NeworkSevice | UDP 172163030 44119 local  SielVI1 Default LAN Zone 8888 53 VirualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 1 e 0263 0126
Google Generic(google_gen) Web TP 172163030 45706 local  ShelVI1 Default LAN Zone 17221726206 80 VirtwalPath  MCN KVMVPX-BRANCHLKVMVPX  Internet Zone  CLOSED No 6 394 1017 053
BING Custom Application | TCP 172163030 45464 local  SielVI1 Default LAN Zone  20479.197.200 80 ViruwalPath MCN_KVMVPX-BRANCHI KVMVEX Internet Zone CLOSED No 3 148 6428 223
Domain Name Service(dns) NeworkSevice | UDP 172163030 59856 local  SielVI1 Default LAN Zone 8888 53 VinualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 2 16 0410 0190
Domain Name Service(dns) NeworkSevice | UDP 172163030 49607 local  SitelVI1 Default LAN Zone 8888 53 ViualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 2 122 o354 oans
Mozilla.com - Mozilla.org(mozila) Web TP 172163030 46324 local  ShelVI1 Default LAN Zone  63.245.208195 80 VirtwalPath  MCN KVMVPX-BRANCHLKVMVPX  Internet Zone  CLOSED No 6 395 1551 0817
Domain Name Service(dns) NeworkSevice | UDP 172163030 52889 local  SielVI1 Default LAN Zone 8888 53 VinualPath  MCN_KVMVPX-BRANCHLKVMVPX  Internet Zone ESTABLISHED No 2 12 03 o0
Microsoft(microsoft) Web TP 172163030 51194 local  StelVI1 Default LANZone 10421514863 80 VirtwalPath  MCN KVMVPX-BRANCHLKVMVPX  Internet Zone  CLOSED No 6 397 1433 0758
DISTayeer TS
(Connections In Use: 13/128000

MRKRERANABERFDE, WNBEFMARTIZIARRMERSE.

Dashboard Monitoring Configuration

> | Monitoring > Firewall

Firewall Statistics

Maximum entries
to display:

Filtering Application: Any v | Family: Any v

1 protocol: o V] source zone oy <] pestination zone:
Source Service Type: Any V|  Source Service Instance: Any v Source IP: | sourcePort [ )
Destination Service Type: (Any w|  Destination Service Instance: | Any v DestinationP: [ ) DestinationPort: [ ]
O Show latestdata O Show Additional Stats
Help
Connections
Source Destination Sent Received
Application | Family IPAdress | port |Service | Service Zone 1P Address  [Port | Service Service Name Zone state bor |Packets |Bytes | PPS | Kbps |Packets |Bytes | PP | kbps |
Protocol Type | Name Type NAT «
. . TCP 172163030 54632 local  Sitel VIl Default AN Zone 216.115.208.241 80 Virwal Path  MCN_KVMVPX-BRANCHI KVMVPX Internet Zone  CLOSED No 4 259 0909 0471 3 217 o682 0395
. . UDP 172163030 41664 Local  Sitel V1 Default LAN Zone 8888 53 ViualPath MCN_KVMVPX-BRANCHI KVMVPX Internet Zone ESTABLISHED  No 2 12 o3 oan 2 15 0383 0239
. . UDP 172163030 36817 Local  Sitel V1 Default LAN Zone 8888 53 ViualPath MCN_KVMVPX-BRANCHI KVMVPX Internet Zone ESTABLISHED  No 2 122 0408 0199 2 19 0408 0320
. . TCP 172163030 45726 local  SitelVI1 Default LAN Zone  172.217.26206 80 Virtual Path  MCN_KVMVPX-BRANCHI KVMVPX Internet Zone  CLOSED No 6 394 1207 0634 4 744 0804 1197
. . TCP 172163030 45484 Local  Sitel VL1 Default LANZone  204.79.197.200 80 VirtualPath  MCN_KVMVPX-BRANCHIKVMVPX  Internet Zone  CLOSED No 26 1136 6780 2370 53 63972 13820 133.449
. . UDP  1721630.30 53904 Local  Sitel V1 Default LAN_Zone 8888 53 VirualPath MCN_KVMVPX-BRANCHI_KVMVPX Internet Zone ESTABLISHED  No 2 118 0589 0278 2 22 0589 064l
. . UDP  1721630.30 49809 Local  Sitel V1 Default LAN Zone 8888 53 VirualPath MCN_KVMVPX-BRANCHI_KVMVPX Internet Zone ESTABLISHED  No 2 16 0513 0238 2 34 0513 0727
. . TCP 172163030 51214 local  Sitel VIl Default AN Zone  104.215.148.63 80 Virwal Path MCN_KVMVPX-BRANCHI KVMVPX Internet Zone CLOSED No 6 397 179 0951 4 31 1197 0864
. . TCP 172163030 46344 local  Sitel Vi1 Default AN Zone  63.245.208.195 80 Virwal Path  MCN_KVMVPX-BRANCHI KVMVPX Internet Zone CLOSED No 6 395 1904 1003 4 387 1269 0908
. . UDP 172163030 52627 Local  Sitel VL1 Default LAN Zone 8888 53 VitualPath MCN_KVMVPX-BRANCHI KVMVPX Internet Zone ESTABLISHED  No 2 14 o0e2 0283 2 20 o062 o0s2

Connections Displayed: 10
Connections In Use: 10/128000

MES SME "B > RE. AREMENST, NAEFIIFILTNAERF
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Monitoring > Flows

Select Flows

Flow Type: LANtoWAN @ WANto LAN O Internet Load Balancing Table O TCP Termination Table
Max Flows to Display

(Per Flow Type): o v

Filter (Optional) Help

Flows Data
[Both LAN to WAN and WAN to LAN Flows Toggle Columns
Virtual
| [eosce [ | serice Service Name | A% lpackers | mytes | pes (Customer | Path louihiaa |Rue R (ciss | class Type Path Compressi Type
rhead | T o Saved Bes

P default 3 Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 6979 2 112 0.287 0.128 0.131 0.000 51 N/A 13 INTERACTIVE  Sitel_Test-WL1->HQ1_Test-WL1 N/A  Load Balanced, Reliable N/A
P default 3 Virtual Path  MCN_KVMVPX-BRANCH1 KVMVPX  LOCAL 4967 2 118 0.403 0.190 0.184 0.000 51 N/A 13 INTERACTIVE  Sitel Test-WL1->HQ1 Test-WL1 N/A  Load Balanced, Reliable N/A
P default 28  Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 4963 27 1176 4.950 1725 2.257 0.000 28 N/A 14 INTERACTIVE  Sitel_Test-WL1->HQ1_Test-WL1 N/A  Load Balanced, Reliable bing
P default 3 Virtual Path  MCN_KVMVPX-BRANCH1 KVMVPX  LOCAL 4811 2 114 0.416 0.190 0.190 0.000 51 N/A 13 INTERACTIVE  Sitel Test-WL1->HQ1 Test-WL1 N/A  Load Balanced, Reliable N/A
P default 5 Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 5715 4 259 0.644 0.334 0.294 0.000 28 N/A 14 INTERACTIVE  Sitel Test-WL1->HQ1_Test-WL1 N/A  Load Balanced, Reliable § gotomeeting
P default 3 Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 6717 2 122 0.298 0.145 0.136 0.000 51 N/A 13 INTERACTIVE  Sitel Test-WL1->HQ1_Test-WL1 N/A  Load Balanced, Reliable N/A
P default 7 Virtual Path  MCN_KVMVPX-BRANCH1 KVMVPX  LOCAL 6692 6 394 0.876 0.460 0.399 0.000 28 N/A 14 INTERACTIVE  Sitel Test-WL1->HQ1_Test-WL1 N/A  Load Balanced, Reliable google_gen
P et 7 Vil MCNKVMVCBANCHLKWARX  LOCAL 401 6 395 125 0660 057 0000 28 N/A 14 INTERACTVE Siel TestWLi->HQLTestWLl WA Load aanced, Reliable | ozt
P default 3 INTERNET - LOCAL 5711 2 116  0.350 0.162 0.000 0.000 135 N/A N/A N/A  N/A N/A N/A N/A
P default 7 Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 4775 6 397 1222 0.647 0.557 0.000 28 N/A 14 INTERACTIVE  Sitel_Test-WL1->HQ1_Test-WL1 N/A  Load Balanced, Reliable microsoft
P default 2 Virtual Path  MCN_KVMVPX-BRANCH1 KVMVPX  LOCAL 6883 2 156  0.288 0.180 0.131 0.000 117 N/A N/A N/A  N/A N/A  Load Balanced, Reliable N/A
P default 2 Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 4936 2 272 0.403 0.439 0.184 0.000 117 N/A  N/A N/A  N/A N/A  Load Balanced, Reliable N/A
P default 53 Virtual Path  MCN_KVMVPX-BRANCH1 KVMVPX  LOCAL 4969 53 64273 9.730 94.396 4.437 0.000 94 N/A  N/A N/A  N/A N/A  Load Balanced, Reliable bing
P cs4 2 Virtual Path  MCN_KVMVPX-BRANCH1_KVMVPX  LOCAL 4804 2 210 0416 0.350 0.190 0.000 117 N/A  N/A N/A N/A N/A  Load Balanced, Reliable H ﬁ

Total LAN to WAN flows displayed: 10 out of 10
’Tu(a\ WAN to LAN flows displayed: 10 out of 10

MAREFST SME T > KiIHER. TNAEFSAITERES T, NARFIIZIHTNAEFFAEE.

HEHR

BRNBEFDEE, ErIUEE KiE B THRE, HFHREENETNAEFFAEE. BXFRAESR, FEHAEE
MR,

MREFEEEMEIMTA, BERILRBNIKE STS BHEFRE, #5 Citrix RAZFHENHE,

AL BCE > R4 > 12U > SEiE S e T & STS &,

QoS Wit (4)

QoS AT IhaEEIE A QoS % MMENLEHIEN (RED) 125 7 S M RIMBRERIN AT S, EPMERETUSELS 16
FEMEFRN—D, —NEAURUT=MERLR 2 —:

o ERERSHAEREFTEEREFERF TRMUKLIRS. MERRATEELE,
o XEHEMMERETEN, BERETHERE
o HEFRRMIHMZEARRZNAE, BANERNTFHERERTARER,

BRATRERNEEARNTRER, XEEMBRZRAEEFEBHIHREE KBNS IENREHRER. BAER
FERDBATRS#E (HFSC) BZRELUE X Z AT,

HFSC #&5eit st (FIFO) IR AARSS. TEITHRIEIEE A, Citrix SD-WAN 2ieEHIEGRNHLERE, Hid%
RRELTHERSH, BEEFRER, MARKBNNG (BEEF).
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Hft4 TCP 2S5 ?

TCP TEZEHIMB L MMENEE, ATEHHR, TCP XMTHFREONMS, BEATEMNKZHIRBIARE. E
RAU—NMNEOAS, SHRERIAN, ERZEONKNMIG. XWRNEIRRNIEEE KM K.

TCP @I MEFHIBIRERIRGIMEHE, R TCP #RETFEH 250 ms IERHHIEERA, TCP AR,
MREEEREAWIER, AtEIBRSIEMEORIR). ERRESSLEXFMY, EEIFHFIELE 600—800 =i,

Y TCP FAFIgRRRAN, ERENFIBIEERRNEL—FHE, FASRKNEIMEN— M EEATH
%o Ak, TCP EXH RN EAENTREZERE, F=HNE, MRFFHETLNEHELERIIAE 800 ms,
HRERESEERIER,

X Q0S AR

YRE TCP FHIERET, EEMBRERFRMBEMIENQFERIEDBEEEN, EMMBRRZEAERFLANBER 17
7, DBRIFERERE. TCP ERENMRRE, LERERDEEMRRIE, XEFMH TCP EEEURBATHHR
R ATPHEHRFERRTE IR TERNSIES.

e HRA

R FHAI (RED) IR R FIEHH SRR EIRIE, ERIUMLEENBRBERFRAUEHH, MARE
g TCP EZAI KM EL &,

BXUFEERMBA RED MER, F5H A RED,

MPLS A%

HETHBETERINZ N BTN (MPLS) WAN 838 {6 7 602 SD-WAN ECBavdi2, LUET, &1 MPLS AYIEEZE!
Z— WAN §5%, 81 WAN $EHEEE—ME—RED [P #ik (VIP) REI1Z WAN $HEM— 1 SIREBE MG R
STRZ A — = R AR S KIS = (DSCP) 5%, K& MPLS BAFIEX WAN #8555, EXMSTEIFETIH Intranet
ARS3o

B, #1689 MPLS 45 WAN € X (Blipaea) aIf, EEHNE A MPLS ipiEXEfE, EALEXS WAN
SEREKEXEY MPLS PASI, XAW—1NEEFEZ N DSCP iREHN R VIP, HLIRENFEF MPLS WAN EEnvig (12
FEHIBATISE I, X MBXMIARSS Bk ST 2 &8 MPLS WAN $£3E ER9 £ MPLS BAFI, BxfafER Citrix SD-WAN
Orchestrator [REEE MPLS M= 8, 15505 MPLS A%,

F=3

AR

NRECEABINE MPLS B2E, HHEEXMHEEA MPLS pia12E, 185 Citrix SRR LGRS E B,
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¥ B ohig RA D BECLAREPARR1E WAN 5EER

7 MCN ME P imig & E XN BaEEmAER. XATRAENTRREZ, £ MCN bR, SETURFSEPBEX
BX89 WAN $%%,

&% WAN sz 21T R RN

SD-WAN Web REIMEAFEEE WAN 558551 WAN HERRERANAVIESE, UKk WAN iR, BREIEMNRRES
RFHERS. EURBRASD, HIESNE SD-WAN BEXHFHLUKEE CLI 24, XEXRMPETE Web RE
e, LAESBhEITHE AR,

EEATNEE RAIPEXIZISTE WAN . EBINERFRIRS. Intranet lRE T Internet RSB 1E45 E B 8] = A8 1F
FEANHRE, WAN SHEMAPERREHSH, FH7E SD-WAN EEEFHBEME X, EIKREZRS. Intranet RSB
Internet BRSBEIAFEEERFEERTEIHVHERR TSN, UMNIEE. BRPERNATRE, BHREXTHETZRSHR

RIREHTEo

AR

®E m1E > #itER, ARM Bin Thid&RPiEE WAN i,

Statistics

cw: | \WAN Link v Ersble Aute Aefresh |5 [seconds | Stop | Show latest data,  Processin

WAN Link Statistics

n | Any column v || Apply
w100 w |entries  Showing 1to & of 6 entries First | | Previous
WAN Link Access Intesface IP Address Praxy Address Proxy ARP State MAL Last ARP Reply Age (ms)
-1-WL-1 172186.70.75 NA MN/A A M
Chant-1-WL-2 L WA M
Chant-2-3iL-1 1867 A N/ 7 N
Chent-2-WL-2 6.5 LY Ny
DC- WL-1-21-1 Mia DISAELED MSa MiA
DC-¥ WL-2 E. A, DISABLED /A FiA
o t Last |
(Wirtual Path Service Data Rates.
| Any column (| Apply
Show | 100 w |entries  Showing 1 to 4 of 4 entries rst | | Prewicus Mext | | Last |
Name * Direction ~ “irtual Path Service Virtual Path Deelta Virtual Path Service Delta Virtual Path Virtual Path Service IETCRUDP Header Compression
' o Packets Service kil Packets Service kil kbps Bytes Saved
DC-WL-1 Recov 2618587 195069.42 280 2616 EF

®E BE>SIHER, ARM Bx THYIRPESE WAN sHEERER.
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MPLS Queues v

Sherer 5 ¥ |zeconds | Stop # Show latest data
MPLS Queue Statistics
Filter | Any column v || _Apply
Show| 100 ¥ entries  Showing 1tod of 4 entries  Processing | First | | Previows | |1 | | Next| | Last|
Private MFLS - MFLS Queuwe Access Interface IF Address Proxy Address Froxy ARF State MAC Last ARF Reply Age (ms)
E-Branch1-WL-2 SAMPLE-Cueuel EE-Branch1-WL-2-A1-1 NSA I DISABLED NSA LY
E-Branch1-WL-2 SAMPLE-Queue EE-Branch1-WL-2-A11 NA | DisasLeD /A N/A
= = — 172.184.3.19 MN/A N/A LTy
VIPX-DC-WL-2 DC-Queue2 MSA 172184319 MiA LY /A
Showing 1 to 4 of 4 entries First | | Previous | |1 | | Next| |Last|
Virtual Path Service Data Rates
Filter n | Any column T ||_Aeely |
Show | 100 * | entries  Showing 1 to 4 of 4 entries | First | | Prewviows | | 1 | | Next| | Last|
N 4 | Direction Virtual Path Virtual Fath Delta Virtual Path Delta Virtual Path Virtual Path Mismatched Mismatched IETCRUDF Header
Service Packets Service kB Service Packets Service kB Service kbps DSCP Packets DSCP kB Compression Bytes Saved
SAMPLE-Queuel  Recy 14279 N7 251 2072 33.15 5932 407.36 o
SAMPLE-Queuel  Send 13400 21909 217 1447 23.13 LT MA o
SAMPLE-Cueuel Recv 12806 To5.81 216 1184 18.95 5803 2508 o
SAMPLE-Queued  Send 13953 91539 241 1673 26.77 MN/A MJA ]
Showing 1 to 4 of 4 entries | First | | Previows | |1 | | Nest| | Last|

% MPLS PAZI#1THREHERR

E1E MPLS AIBORTS, BSME i > SiHER, ABRMN BR THIIRPER BE (BR). £UTRGH, M
MPLS FA%Y “ql” 2| “q3” MBREAT " KE, HUABER. M MPLSEAY “ql” 2 “q5” WBELTF ‘R

% REHETHEE.

Statistics
Show: m Enable Auto Refresh seconds | Stop Show latest data.  Pro
Path Statistics Summary
Filter: in| Any column v H Apply | Show entries

Num* From Link To Link Path State ‘ Virtual Path Service State Virtual Path Service Type ‘ BOWT ‘ Jitter (mS) ‘ Loss % ‘ kbps ‘ Congestion
1 DC-WL-1 Client-1-WL-1 GOOD GOOD Static 5 2 0.00 1530 NO

2 ql q3 GOOD Static 0999 0 0.00 1253 UNKNOWN
3 ql q4 GOOD Static 0999 0 0.00 892 UNKNOWN
4 q2 q3 - GOOD Static 9999 0 0.00 892 UNKNOWN
5 q2 g4 - GOOD Static 9999 0 0.00 8.92 UNKNOWN
6 Client-1-WL-1 DC-WL-1 GOOD GOOD Static 4 2 0.00 19.96 NO

7 q3 ql - GOOD Static 9999 0 0.00 0.00 UNKNOWN
8 g3 q2 - GOOD Static 9999 0 0.00 0.00 UNKNOWN
9 g4 ql - GOOD Static 9999 0 0.00 0.00 UNKNOWN
10 g4 q2 - GOOD Static 9999 0 0.00 0.00 UNKNOWN
n DC-WL-1 Client-2-WL-1 GOOD GOOD Static 2 2 0.00 1512 NO

12 ql q5 GOOD GOOD Static 2 2 0.00 1153 NO

13 q2 q6 GOOD GOOD Static 2 2 0.00 851 NO

14 Client-2-WL-1 DC-WL-1 GOOD GOOD Static 2 2 0.00 20,09 NO

15 q5 ql GOOD GOOD Static 2 2 0.00 11.69 NO

16 q6 q2 GOOD GOOD Static 2 2 0.00 8.82 NO
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BXBRIEHFAER, 1§
mH. BRyRO. MTU

B THFIRFER B (FAER). BXBENES, FIIRSHERER. FRE. R

ETEOTHTR, M MPLSBAFI “ql” F “q3” MBRLTFIRTRS, EHER PEER., M MPLS A% “q3” 3 “ql”
WIRRER, REERA%. FRIEETHR MBETANER) REBHH,

RE

WA

MFRELEFAEFLMEIRK, HBREE5E
BERANFRIE, ARILEERREIFRENFLRVRER
HATHEEER, BEFIER

MR S R R R IR

Show: | Paths (Detailed) v Enable Auto Refresh seconds Stop Show latest data.  Processing...
Path Statistics Advanced
Filter: in| Any column VH Apply ‘
Show[100 v |entries  Showing 1 to 16 of 16 entries [[First] [Previous] [1] [Next] [Last]
\ ‘ \ \ Virtual
Nur* | From Link Tolink | Congestion ::’;:‘e Reason D"'(‘;;h" s‘,;::l:el:::e |>So':t :;‘t MTU | BOWT J(':;)r R'Z;';:; 000 L‘;:s kbps S:ra\:i'::e
Type
1 DCWL-1 Client-1-WL-1 | NG GOOD | N/A 386 GOOD 4980 4930 1488 5 2 116 0 000 1379 Static
[ =) UNKNOWN - PEER 44 GOOD 1980 4980 1488 9998 0 108 0 000 1275 Swtic |
3 gt " UNKNOWN - PEER 44 GOOD 4980 4980 1488 999 0 106 0 000 840  Static
4 @ = UNKNOWN - PEER 44 GOOD 4980 4980 1488 9998 0 106 0 000 840 Static
5 q i UNKNOWN - PEER 44 GOOD 4980 4980 1488 999 O 106 0 000 840 Sttic
6  Client-1-WL-1  DC-WL-1 NG GOOD | N/A 21325 | GOOD 2980 4930 | N/A | 4 2 126 0 000 1745  Static
7 g q1 UNKNOWN - SIENCE 44 GOOD 4980 4930 | N/A 9999 0 0 0 000 000 Static
5 g a2 UNKNOWN - SIENCE 44 GOOD 4980 4930 | N/A 9998 0 0 0 000 000 Static
9 g q1 UNKNOWN - SIENCE 44 GOOD 4980 4930 [ N/A 9998 0 0 0 000 000 Static
10 g4 @ UNKNOWN - SIENCE 44 GOOD 4980 4920 [ N/A 9998 0 0 0 000 000 Static
1 DC-WL-1 Client-2-WL-1 | NG GOOD | N/A 235 GOOD 4980 4980 1488 2 2 130 0 000 1441  Static
12 q 95 NO GOOD | N/A 235 GOOD 4980 4980 1488 2 2 m 0 000 1169 Static
1B g2 a6 NO GOOD | N/A 234 GOOD 4980 4980 1488 2 2 107 0 000 872 Sttic
14 Client-22WL-1  DC-WL-1 NG GOOD | N/A 235 GOOD 2980 4930 | N/A | 2 2 a2 0 000 1940  Static
15 g5 q1 NO GOOD | N/A 235 GOOD 4980 4930 | N/A | 2 2 10 0 000 1127 Static
6 g6 Q2 NO GOOD | N/A 235 GOOD 4080 4980 | NAA | 2 2 107 0 000 850 Static

E1ES MPLS FAFIXEBYISIEEOA IP stotk, EM 2R THFIRPER HiEED,
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I%*n.-.. Access Interfaces VI

Access Interface Statistics

sle Auts Refrazh | B v|:e:3'ic Stop

Shiw latest data

Processing...

Filber in| Amy column || Apply
how| 100w |antriss  Skowing 142 3 of 3 antriss First | [Prewous| [1] [Mext| |Lant]
WAN Link * Access Interface P Address Proxy Address Proocy ARF State MAC Last ARP Reply Age (mms) |
DC-WL-1 DC-WL-T-A1-1 172.186.30.85 A A NiA Mis |
q1 DC-WL-2-41-1 1721864085 LY WA MAA Néa |
q2 DOC-WIL-2-Al-1 172.186.40.83 WA WA MAA NAA |
Shawing 1 t2 1 f 3 ntries | Fest | [Previous | [2 ] [mext| [Lost]
Wirtual Path Service Data Rates:
Fitter: | in | Any column v || Apphy
lshow| 100w |entries  Showing 1 to 12 af 12 entries [Previous| [1] [went] [tost]
WAN Linié Access Service Direction Virtual Path Virtual Path Dielta Virtual Path Delta Virtual Path Virtual Path IRTCRUDP Header
Interface Mame Service Packets Service kB Service Packets Service kB Service kbps Compression Bytes Saved
DC-WL-1  DC-WL-1-811 DC-Client-2  Recw 853815 71018384 147 EL) 21 o
DC-WL-1  DC-WL-1-811  DC-Client-1  Recw 1670099 124524.23 nz 10.56 171 o
DC-WL-1 - DC-WL-1-41-1 -Client-2  Send 025756 E204027 137 1022 16.55 o
DC-WL-1 DC-WL-1-A1-1 -Client-1  Send 1819424 105451.68 141 1.8 18.07 o
q1 DC-WL-2-81-1  DC-Client-1  Recw 1520107 S5340.46 202 1082 1752 o
q1 DC-WL-2-81-1  DC-Client-2  Recw 828314 521302 103 72 11.68 o
q1 DC-WL-2-41-1 Client-1  Send 1507265 0461325 205 13.25 o
2l ol D Clicntd god £a2des 2373407 104 r 1LE1 "]

BEHUTHEBEXHH#ITH - REHR SMAEE>BE

WAN_paths.log =t SDWAN_common.log.

m ot _

Configuration » Appliznce Settings > Logging/Manitaring

— Appliance Settings
Admministrator Interface
Logging/Manitaring
Metwork Adapters
Met Flow
App Aow/PFIX
SHMP
NITRO API
Licensing
Fallback Configuration

+ Virtual WaN

+ System Maintenance

wRE

November 16,2022

Log Options Alert Options

View Log File

Alarm Options

Syslag Server

B, AT M B EE LD+ % SD-

HTTP Server Application

Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.

Filename:

SDWAN_pathslog  »

Filter {Dpticnal)

Download Log File

Filename:

Download Log

S3bmount_ovarlay log v
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N BER QOE

B2 QOE 2 SD-WAN M BiZF A mENEENE, TNEEIM T SD-WAN && 2 BRI EINEEZHIN
BEFNEE. MAERF QOoE SHENT 03 10 ZENE. EMBNIECERRE T LAEFIERE,

RE FelE
BiF 8-10
s 4-8
T 0-4

N AERF QOE NI AT HENBEFNREHIRFIBRENEE,
ERILUER QOE EEBEX M EX ERMRERRENRERNE, HFXLEREXHRINIINAEFHATZAEFTR.

AR

ERMNARERF QoE, ERAREHECKRNEXEE, BXESZER, FEHA NAEFD %K.

KA QOE

KA AR AIER QoE i+EER Citrix gIFiA, ZEARE MOS 5%,
AIAEIEN:
o WEREE: 160 =7
o HlopiElfE: 30 =7
o BIEBEKEE: 2%
FEIER. FEME RENENEAREFREOANEE RIFIRE,
SRS AR QOE BUR A ZIRERRE B 2 LR LUREHF RS H,
SEBY QoE = GAZIEERRENANE/REXAEE) * 100
E#RTH QoE KEEEM 0 2 10,
TRILEABE X BEEIZE Qo BEXMH, HNATNAREFINAREFNR.
AR

MRMWEFABE T RERENEERE, W QoE ERIUAZ,
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BN FAERF QoE

REXNAREFNEARERF QoE ERETFESMRLEXRHER Citrix SIHFRA.
EXNARFWHEEEANEHEREZR. Alt, HMNVERPHNBELEREOLLURAOMEORENRE

R
=,
AIECERERN:

s BEBERED L.
o FHIHAREES N\AREZERILER,

BIASERN:

o BIEBEKEE: 1%

o BEE: 60%
MRHRIATEM, WRERERST:

o« MHBERHLRENTFEENEHE,
s HARARXFEVEERENAOREXRTS L,

ECENAERF QoE

RN BEFEN AR KRR EIRGAS B EX QoE EEEX .
TR AR ERNRECZBENX QoE BEX M, HER QoE BEXHIRSZX 10 M AREF N ABRERFY
Ko

i@ Citrix SD-WAN Orchestrator BRSeli2 BEX QoE BEBEXH, #2H M ARERF QoE BE X,

HDX QoE

MLESE (WEER. HohfiEeEFR) a¥M HDX BRNAF AR, SIANGERE (Qob), UEBARF THMNE
HICAKHmE, QOoE B— N itEiEHE, 5 ICARELEE AP TLUREMNFRMEENRE Qok,

QoE 2/F 0—100 zZ[alM¥(E, EEE, AFAERELF. RIMERT, QoE XrrE ICA/HDX RARFRER.

BFIitE QoE WEHENTEFIHFARS R HAFM D SD-WAN &EZE#HITIE, MAREREF KRS RIGERS
ZE#TNE, TR, HEHMBEEEFRERLINNEN, CrRSEBRAIINSAITHEERR. REEN (BRI
ARs32%) NAREFARKEFASME WAN EFERIEE SRR, MREMETHAL, WAEBRBUIEEERRMTHERE
ER. B2, Eit, ErESBEHIEIMERME S,

HDX MEMAIAEEE SD-WAN BERSEMEHHIER, MMKAETHTMEFREEMERN QoE R3|E,

7£ Citrix SD-WAN Orchestrator 89 HDX i=4|@EiR, EaJlEE HDX NARREFEERENERRT. HDX A%
AUT=AFRE25:
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B QoE sEE
RyF 80-100
—f 50-80

P NES 0-50

HDX ZHlERPES ER Qo SAMFI A MERIIFIR,

FEESE)EMRAY QOE B RRAEEME N4 HDX NARFIIMEE.

BxmfafER Citrix SD-WAN Orchestrator BRSECE HDX QoE WEZER., BB HDX UFRIRMIRS,
A=

o AEHE WAN ERIER, HpiEEEFSRRRNAREFIER. B BiEaEF. WAN EREX
53505 WAN BiREERBX, MNBARFERSEERERG, XEF WAN #EREX.

o GUIhZREy WAN $EE5EIRZE BOWT (RIERIEME) . ERIEHERNREREN, (FAGERESITIORN
—TFR. NAEF QoF REFMITEZNAREFEHIEEN SERMTIIER, XiBE 5HE BOWT &
ILAg,

o YMSIEREY, ICAEFHE, EFTESENITN 4SS, A= 1D MSl, EFTHE, ERFK
S0F) 1 MSI, IRFEHERLETE SQL REHZ A, ENRKETERDMH iCa_Summary #H,

o ERIEEMMEEN, BTRIBIISHIER, SD-WAN TERF) MSI, AttEMEZETH SSHER.

o WF UDP E$, EEXAGE, EERSVREE S oA iCa_Summary RERAEXEFHEH.
F TCP &%, EExHfE, REFRRE 2 A4 8EE ICa_Summary FERAEXH,

« BF TCP# UDP ZEIEB®AME, TCP =iEM UDP =iERY QoE 7E[E—&1Z L RIREF 48[l

o MR—MAFBMRENENKRE, WAFEREREARD,

ST FRERES

MILE T WERBRTEE NSIIR L SD-WAN £ OBYIEE IP MAERE, @I Net Flow REEHEIE, ERIUBEREN
SKREMB R, ARSXFNURREFENRRE, Citrix SD-WAN €& RIRRE EEANERERA 5 FiT IR LZIX A
BRAREBIRES, Citrix SD-WAN AFmeI R iEERERIHERZR. BFNET SD-WAN &8 UDP
HiEE, FRRARN WAN a5 Erig&TEUEE Net Flow i2R. Citrix SD-WAN #RAERRIS & ZHEME R,

AxaaER Citrix SD-WAN Orchestrator [RSEBML AiEHMNES, 1525 Netflow EHIEE,
NetFlow S
AREHIEZM SD-WAN R EBROSHMN, TENMEREWESTAE L, SD-WAN &&FIANEBENERE IP ity

it (WNRKEE SNMP) . XEROFN—TABFEN, Z—TBETFEH (EMBEERE). EXESZER, BSH
SNMP.
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File Edit Tools Help

Start Flow Capture | Setting up NetFlow

Select an interface to analyze:

Interface [« Trafficin  [# Traffic Qut

= F 172.16.10.12

Interface 3 0 bps

Interface & 0bps
= F 172.16.10.30

Interface 3 0bps

Interface 5 0 bps

Capture file:

0 bps
0 bps

0 bps
0bps

B X R

Flow Type

MetFlow
MetFlow

MetFlow
MetFlow

|C:"I.Users"ucitrixservices"ﬂo::uments\ToolsetWeﬂowCapmre\ﬁpmre 1.sncf

| &

L]stenunpurt:l ZUEEEH Apply |
{Default port: 2055)

i
solarwinds ©
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File Edit Tools View Help
! Display: Top3  + Unitst Kilobyt + T Monitor More NetFlow Interfaces i@ Refresh | @ B

| StartTimes [ 25804PM (G EndTime: | 25004PM 5] 0

E2 Views [ nbound Traffic %]
A g Y-
=H=] Conversations 1 Traffic Analysis for Applications .l
- 192,168.10.10
- 192.168.10.3 [ Citrix MA& Clint (2598/TCP) [WllLightweight Directory Access Protacol (389/TCP)
maore...
- 192,168.15.10 =
~+192,168.15.11 360.0 Kb
- 192,168.15.13 37.9 kb
- 192.168.15.9 26.6 Kb
- XD1.citrixlab 7.2Kb —
‘9 Domains E'g E:
I:—]--ﬁ Endpoints = 01 Kb
- 192.168.10.10 0.0 Kb
- 192.168.10.3 0.0 Kb v
- 192.168.15.10
.-182.168.15.11 Application Protocol Total Traffic Total Packets Traffic Percentage ~
~-192.168.15.13 Citrix MA Client (2598) TCP 480.3 Kb 745 T4%
- 182.168.15.9 Lightweight Directory Access Protocol (383) TCP 112.1Kb 242 17% =
- ¥D1.citrixlab
Microsoft-D5 (445) TCP 20.2Kb 14 3%
http protocol over TLS/SSL (443) TCP 17.3 Kb 29 3%
[ | Aiarld Wfida iabh LUTTD (00 Teon ET AN 2n s h
~ | [% Outbound Traffic
e
Related Links Traffic Analysis for Applications
Monitor NetFlow v9, I-flow, sFlow =
[I Citrix MA Clint (2538/TCP) [WllLightweight Directory Access Protacol (389/TCP) e
Analyze Historical NetFlow Reports »
360.0 Kb
Download More Free Tools = 97.9 Kb
26.6 kb

Get Support From SelarWinds Community :
Application Protocol Total Traffic Total Packets Traffic Percentage

I Interface 5

NetFlow BRI

« 72 SD-WAN #R#hRig# L= Netflow /&, RIMBEEEIEERIERIIEER Netflow U, Hp—NR
HZ, LEKS SD-WAN [ETEEAME WAN 2, EARRASERERSHEMRREES (EMREA
BERZ AR WAN BE24ARL) , EUILFTERIERRFER WAN EBZH Netflow 2%,

« TCP =#ifiikeE 54 N/A, &R SD-WAN REEETF RFC 7011 MRS HN Internet 474, % RFC 7011
A% tcpControlBits (IANA) #9575 ID 73 6, SNR&HE TCP #7d&, WEEITEREIBEBRAERAE (RTT).
IR, HiepMEMIEREIEIT. NRLFHERE, MNREH TCP 72, Net Flow ERTEBEREFE FIN.
ACK/RST 3k SYN #3##,

ezt any

£EF SD-WAN g EMBALKIHES, 157 SD-WAN GUI FSMEl E5iE > FIHER > BH.
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Show| 100 v |entries  Show

55365

Static - - 65535 238 YES NA N/A
Static - - 65535 0 VES N/A N/A

TR UEFUTSH:
o MLEHhiE: BRI HNERNF P HED,
s FAER: BE +ARTRUTER.
- HREBRE WRRRERRREINMZNAEXRKEEE, CERATES MRENMNRBESREA WAN 2 WAN
RENER. BBRSMILENR, EEATLNEIERERREZHERIZET.

540, 2= & Branchl. Branch2 #1 MCN g9 f& 8 #f $ WL & Geo MCN, Branchl & — 1M &1 &
172.16.1.0/24, #FHE»%FEE Branch2, #h32 MCN #1 MCN B2 B WAN 2] WAN %%,

BI%% 172.16.1.0/24 w7 L4@:id Branch1-MCN-Branch2. Branch1-Geo-Branch2 #1 Branch1-MCN-
Geo-Branch2 Z5& Branch2, 34 FXEREREILER, BAREERELSBREGEIETETEN. S
BRGRIEFERERBANBNE S UNIFE Branch2 Fris RBIm .

- RERA: RERBRTSPAEEMBHAL, ZBRARTRIXZFMNRERB. KRERHAKSEH
B E ko

- BE/RERH. [LRAREEAPREENRD, AT LEBMINS M IS, CRBRRRLCABET
ESETES

B0, BRIgFENIBE—NCEEE 172.16.0.0/16. XNBLATZRE, MARLCEIZHRE, HERHA
ERE ‘B MEE T . MREMFWEL, §i0172.16.1.0/24, 172.16.2.0/24 71 172.16.3.0/24,
WX =F ML SR LR BRI TR, R TEBALR, LEBREE 2 ML &

o WX IP #hit: FAFEIALLERHAIRX/BEEA P ik,
« BRZ5: Citrix SD-WAN RRSBHIZEEY,

o PRAERE: BRERFER IR ASE XN,
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o ALK BRAREAENX.
o heR IP Hub: BASRY IP todk,
o MR MRBIRT,

o XA RENEBBURTREFZINFRE. BEMENERANTEEIEPFHRANREHIHSEH K
SD-WAN st Eh7 B8 B3 <5 75 FREXAY B B 2 5 ER o

o TN BIERIIIN

7 IREEIASHIEN P,

RBP4 WAN: M35 SD-WAN & HZE SN FIE.
OSPF: M OSPF mhaSE& xS F AR R AIRISRo
BGP: M BGP mpaSEExEHAEF SRR,

o BEEE: RIFREEEERIRAREZIREND VM,
o A BTHREEEENNEHNRERZHIRE,
o BRI BANBHIEERREIZFRMKR IR
o 1% REBEANAFRNE, BTEREAENERHIEER R NR B SmPRFE.
o FRRE LITHMEREEATA,
- WXHEE: BENXEEAAE.
- BEANK. WBERZE DEAD &23E DEAD,

o BRRME ERATIZBRARNEEPHIMXHERERNE fld, "TLURERE MCN-WL-1->BR1-WL-2
BARTEFRENEBER. BAlt, BEBIPIEENZEEER MCN-WL-1->BR1-WL-2 (&

E&ER

November 16, 2022
FE
M SD-WAN 11.5 fr#i2, 2H&e Citrix SD-WAN Orchestrator lRE A4 e 1FFrE R AEIE, B x Citrix
SD-WAN Orchestrator [RSREEENEE, 521 KA,

EhASE&

Citrix SD-WAN 7 ZIZSEEEHINEE F5IAN T XARFIAMBEE KR, IWIIEREE TR LAN FM, BEEIMNE
2E%E, £ BGP #1 OSPF thiX7TEMEHELLEMTIE, MMsiF SD-WAN EEREBTMANIRF, MEFHSHE
FECEM LAY RS B B3R LR
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BRI

WNFBAT “BHEFS” B9, Citrix SD-WAN mTLAEFtiEHIgL SD-WAN BEESAKESE, mMAEEEM
EXFA AN ERIRH,

o S ks AT EE o #bR £F8 OSPF # BGP MY E T $57E [LACRY 5 RIEH Rk,

o SATERATEIFFAERETRHELER4ER OSPF # BGP BEHEULHIERH.

ERETRIETE SD-WAN WL (BUBHL/H M) 9 LAN EREMEPEEFRE LI, Hi@id BGP #1 OSPF #i&
B EEI3E SD-WAN WL,

BELCS

B SR BHRSBUIASINNERES, CEREEATRTSZMTBRENENRE. CEIRERTBHA/ERTET
B, MTRDER RS Z BR RS E, ERUTERE, BARRE— N REMI, @@ RE 38k, CPU HRATLL
BEMHER,

VRRP

REIAER BB TTARIMY (VRRP) 2—F/ZEAMIMN, AFREIRETR, LUEMESRIARBIFRREGH SR S8,
i@ VRRP, EaJLEERIMHES M EEBUTEE— M. ASTHREE— P ED P it — N ES MAC stiaksy
BAABIAMR,

Citrix SD-WAN (k7 10.0 RE=hR4S) 328F VRP hRrzs 2 FhkAs 3 SEME =S BHBERE. SD-WAN &&7:H
FRHE, HERESI SR ZEFERENERERS, ATLUEEIMED IPEEXN VRRP IP, H&EFohiEMitgig
BASTYERMBNE, K SD-WAN ig&EEE N VRRP RS2, G UEEERRERME 5L,

£ CLI iR R FaThAE
& A UEESHSEBAMDICKSEINEMES. BAUTHSHBELARBEFIFEFAEER TR,

3

dynamic_routing?

3

SD-WAN SN H

September 2, 2022

Citrix SD-WAN FI1EZf2uE =, HUBR O EWE Z BRI R AMNZERE, SD-WAN 2R 75 0] LUBZ /£ ML
SD-WAN & & Z BB ILBEREIX—B1F, BENABSNEREMENER BRI R Z EEE, SD-WAN
BERTUSELBRKSNERBEEMEH S,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 204



Citrix SD-WAN 11.5

Citrix SD-WAN g &RIEFTAM. R, TR, HHMAEREA—NETARE, FRES M EEERKERR,
XEREMIES A BlihS B BENRER—EEMNIER B Blihm A BENEE. AENEBNRERERESTAHL
SRR, Citrix SD-WAN RHETFHIEGNRFRE, sIREERERMEER. SD-WAN & &8 IR/
PREANBIEEEREHREHET, MMATAREFRELTETDRHRERLBZE T — P &E WAN B&iE. SD-WAN ig
&7EL 50 ZMREFITES ™ WAN RS, TEHXERMHT Citrix SD-WAN WKL FAEHECE,

Citrix SD-WAN &%

SD-WAN RiFHR R ARFRSEERE, MBI RFMEANIY (40 OSPF. eBGP f1iBGP) MIKEMRFAIE
H%H., BAFMMXABAET—MAREN, MERERSZEEEN, XRETBENELZAN. UTEEEERNEER

ESESt

o AIARSS: Fm SD-WAN REZMAEMBHEFN. XEEEDEOFH (BmEIRIHMERE) UREHE
PEXBEFEMEE (BT —NRR). BEREFELZIER AL R EMERZH A SD-WAN &
&, SFENESHENHEEN, ZRBFEEN IS,

AR
AINBARZRICERFRENREBRRNEZE, RAXERFTESSHEMESNEMKRRERR, BRKEE
BRI R AR IE AV ER FR A

o EIMREFE-RTMIETEINBEZIHEMIZE SD-WAN i ¥ I ERAERER, XERABEZEMMN, B
BRI TR R F R IIEIARR R E. IWRHIERRERSH LTI EIRRE (FW) BEXEMEEZR.

+ Intranet —XREHESE A WAN 8% (MPLS. P2P. VPN %) 5aMERH. Fii, iiF MPLS M4 LE&
B SD-WAN & EMNIRED T, BEXLRHMNELTEN WAN BBhE. BIAMERTARBA Intranet iR,
ILECHEERE (FR) RERIREEMR D ENUIIGER Intranet, LUEEZEEIEHE SD-WAN BBRAREHNIE S,

=3

AR
EAR, A Intranet BANAEE T — MR, Mk AE Intranet BRS. ZIRS 54 EH WAN HEiEHEx
B%,

 Internet — X% TF Intranet, BAFENREAH Internet WAN iz A% H WAN SRS, —
MRFHIXFIZ, Internet IRSATLIS %4 WAN §EiEXEE, HigBAMHTE (8K T EH/ &G B
A Internet ARSI BIREIA Internet BAH (BUABRTRATFXARSE). SIEEEH (FM) TEMNERREE
YA Internet, UEEFEHEIRH Internet Fif.

AE
Internet ARSI LUIE A I Efh SD-WAN i&EHEILESEH, BEABRTERTEIEIEREFEFTT Internet
hials

o EBE-HIRELTHREERN, KRSEARKEFRIABERS. RET P it SEREMEBATTIALE, W
SD-WAN & A FERHE LT T— = WAN 8%, BRUARM: 16 RE@EKHE 0.0.0.0/0 AR EEIE
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M, L SD-WAN g & EHEBEREIIHENS/WAEA T, BEBEFEER. LAELWES (FR) BEREEHN
wIFEFIIENEB. BNRARERTEERE.

=

AR
17 POCHY, BEIEARERER, UGN MEERERE, BEEFMEFE)N, FR SD-WAN REE.
EIE@BAREN WAN S5 A AR, HWFEHRRE, HEREFEEDTEMERERED P RMRZIHEL N,
Xt REHEEH,

o EF -XTAERS, MBERENFRER, NREER, WaEFHIEE. 8%, 2 SD-WAN R&EIHEHREZEH,
SREXTER. EBAE Intranet RS AR BIEANHBRFIERE, SNRBKKESF, ENREEE
BRSs (BMEFEEBERIARE).

AILTE B > “RIHER” EL E MAMEFETROBEE, RN “BRT THYIREE T RH.
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¢ Statistics | Monfioring 3 Statistics
Flows
Routing Protocols L
o Show:| Rees +] © Enable Auto Refresh Else:cnd % Clear Counters on B T
KETFsec
Route Statistics
1GMP
IMaxinum allowed routes: 64000
Performancs Reports
Qos Reperts
Routes for routing domain : Default_RoutingDomain
Usage Reports
rmn‘ in| Any column v || Apsly
Availability Reports
S'onenlries Shawing 1to 54 of 54 aniss @
Nuni* | Metwork Addr G:‘::::P Service Firewzll Zone | Reachable 5‘:":5 Site Type Protocol “enig:::’ Cost | Hit Count | Eligible
VARS Pretacal o lizoneya ¢ Inzzmat Intemat Zone s B MCNL Satic 4 o YES  NA Ni
1 17212024 64/32 N Intemnet Intemnet_Zone YES N MCNL Static 4 o YES NJA LTEY
@ meness e sassthrough Any s B B Satic 4 o YES  NA Ni
3 22422511432 N N icast YES N MCNL Static 5 o YES NJA LTEY
4 mamsizm ¢ Wukicast s B MCNL Saric H o vEs WA Ni
5 22422513/32 N Multicast Any YES N MCNL Static 5 o YES NJA LTEY
6 lmnenioys: - Passthrough vEs B B Suatic H o vES WA Nk
7 unmusE c Default LAN Tone  YES . £AL Dynamic  Virtual WAN  YES 3 o YES N NiA
8 MM Default LAN Jone  YE5 . MENL Static B 2458 ¥E A N/A
3 laem Local Default LAN Zone  YES . MENL Sutic H 0 YES N NA
10 17212010.0/24 - Default LAN_ Zone  YES - APAC_RCN Dynamic  Virtual WAN  YES 10 o YES N/A M/A
n e Default LAN Zone Y5 . £ Dynamic  Virtal WAN  YES w0 YES N NA
12 18212010.0/24 - MCNL-APAC_RCM Default LAN_ Zone  YES - APAC_RCN Dynamic  Virtual WAN  YES 10 o YES N/A M/A
1 1200 ¢ MCNI-ACNOL-2000  DefautLAN Zone  YES . RCNOL Dynamic  Virtal WAN  YES v 0 ¥E A NA
14 00/24 - MCNL-RCNO1-2000  Default LAN Zone  YES - AMEA_r1_vpx0L  Dynami Virtual WAN NO 10 o YES N/A M/A
1 . MCNIRCNO1-2000  Default LAN Zone Y25 . AMEASLvpx02  Dymamic  Virmual WAN  NO v 0 ¥E A NA
16 . MCNL-ACNOL-2000  Default LAN Zone  YES . AMEASLvpx03  Dynamic  Virwal WAN  NO w0 YES  NA NA
17 . MCNIRCNO1-2000  Default LAN Zone  YE5 . AMEAFLvpk04  Dymamic  Vimal WAN  NO v 0 YE A N/A
1 . MCNI-ACNOL-2000  DefautLAN Zone  YES . AMEASLvpx0S  Dynamic  Vimusl WAN  NO w0 YES N NA
13 - MCNL-RCNO1-2000  Default LAN Zone  YES - AMEA_r1_vpx06  Dynami Virtual WAN NO 10 o YES N/A M/A
E . MCNIRCNO1-2000  Default LAN Zone  YES . AMEASLvpx0T  Dynamic Vsl WAN  NO w0 YES N NA
n - I 1-RCND1-2000  Default LAN_ Zone  YES - AMEA 1 vpx0B  Dynamic  Virtual WAN NO 10 o YES N/A M/A
z . MCNI-ACNOL-2000  DefautLAN Zone  YES . AMEASLvpxl3  Dynamic  Vimusl WAN  NO w0 YES N NA
pEl 19217213.0/24 - MCNL-RCNO1-2000  Default LAN Zone  YES - AMEA 1 vpxl4  Dynamic  Virtual WAN NO 10 o YES N/A M/A
¥ 10724024 MCNIRCNO1-2000  Default LAN Zone Y25 . AMEAFIvpklS  Dymamic  Virmual WAN  NO v 0 ¥E A NA
3 1072 . MCNL-ACNOL-2000  Default LAN Zone  YES . AMEASLvpxIG  Dynamic  Virwal WAN  NO w0 YES  NA NA
B 117216024t MCNIRCNO1-2000  Default LAN Zone  YE5 . AMEASLvpKIT  Dymamic  Virmual WAN  NO v 0 YE A N/A
7 osaneM MCNI-ACNOL-2000  DefautLAN Zone  YES . AMEASLvpxE  Dynamic  Vimusl WAN  NO w0 YES N NA
p2 192172180724 - MCNL-RCNO1-2000  Default LAN Zone  YES - AMEA 1 vpxl9  Dymamic  Virtual WAN NO 10 o YES N/A M/A
¥ 17209024 ¢ MCNL-ACNOL-2000  DefaultLAN Zone  YES E AMEAYLvpx20  Dymamic  Vimusl WAN N w0 YES N N
£l 13212010.0/24 N -APAC_RCN Default LAN Zone  YES N APACRCN Dymamic  Virtual WAN  YES 1u o YES N/A N/A
31 172080024 ¢ 1-ACNDL-2000  Default 4N Zone  YES + AMEAYLvps0l  Dymamic  Vimusl WAN  NO B0 YES N N
2 17210810/24 N MCN1-RCMO1-2000  DefaultLAN_Zone  YES N AMEA ] vpx02  Dymamic  Virtual WAN NO 15 o YES N/A N/A
3 1721082004 ¢ MCNL-ACNOL-2000  DefaultLAN Zone  YES E AMEATLvps03  Dymamic  Virtual WAN  NO FER vEs WA NiA
¥ 121083004 7 MCNL-RCNOL-2000  Defult AN Zone  YES * AMEATLpsM  Dymamic  Virtual WAN  NO 50 YEE WA A
3 1721084024 ¢ CNL-RCNOL-2000  Default AN Zone  YES + AMEATLNpK0S  Dynamic  Virtual WAN  NO FER vEE WA Nk
36 1721085024 ¢ 1-ACNDL-2000  Default 4N Zone  YES + AMEAYLvpx05  Dymamic  Vinusl WAN  NO B0 YES N N
7 1721086.0/24 N MCN1-RCMO1-2000  DefaultLAN_Zone  YES N AMEA ] vpx07  Dymamic  Virtual WAN NO 15 o YES N/A N/A
3| 1721087024 ¢ MCNL-ACNOL-2000  DefaultLAN Zone  YES + AMEATLvps0B  Dymamic  Virtual WAN  NO B0 YES N N
33 17210€12.0/24 N I1-RCMOL-2000  Default AN Zone  YES N AMEA ] vpx12  Dymamic  Virtual WAN NO 15 o YES N/A N/A
4 10613024 ¢ LRCNOL-2000 DefaultléN Zone  YES E AMEATLvpxl4  Dymamic  Vimusl WAN  NO B0 YES N N
a1 17210E14.0/24 N MCN1-RCMO1-2000  DefaultLAN_Zone  YES N AMEA ] vpx1S  Dymamic  Virtual WAN NO 15 o YES N/A N/A
2 172108150724 ¢ MCNL-ACNOL-2000  DefaultLAN Zone  YES E AMEATLvpxl6  Dymamic  Virtual WAN  NO FER vEs WA NiA
4 21081802 ¢ MCNL-RCNOL-2000  Defult AN Zone  YES * AMEATLpslT  Dynamic  Virtual WAN  NO 50 YEE WA A
M 1m10e170m4 ¢ 1-RCNOL-2000  Default AN Zone  YES + AMEATLVpKI8  Dynamic  Virtual WAN  NO FER vEE WA Nk
45 172108180724 ¢ LRCNOL-2000  DefaultléN Zone  YES E AMEAYLvpxl®  Dymamic  Viusl WAN N B0 YES N N
a8 17210E19.0/24 N MCN1-RCMO1-2000  DefaultLAN_Zone  YES N AMEA ] vpx20  Dymamic  Virtual WAN NO 15 o YES N/A N/A
47 1010100722 + WENLERL s E £ saic - 5 o YES N N
a8 10101.00/22 N MCN1-8R1 Default LAN Zone  YES - BR1 Dymamic  Virtual WAN  YES 10 o YES N/A N/A
4 1m10s%020 ¢ CNL-ACNOL-2000  DefaultLAN Zome  YES E RONDL-2000  Dymamic  Virtual WAN  YES w0 YES N N
50 000070 N Internet Intemet_Zone YES - MCN1 Static - 5 401108 YES N/A N/A
51 00000 N MCNL-BRL Default LAN_ Zone  YES - BRL Dynamic  Virtual WAN  YES 10 -3 YES N/A M/A
52 00000 . Passthrough ny e . . Swtic 5535 NA
500000 . Discard Any e . . Static S
Shawing 1o 54 2f 54 smries B

IS TS FRE SR BB EIMBRREENRS, M i [RFEFRBERMEAZMFMPAERNE T <o

FELUTRBIF, £EH WAN 2/ WAN %% (BESH) BIERT, 2% ABREEZ MCN 5% B FWBBEERRE

(10.2.2.0/24) #EATF—k
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SD-WAN Overlay Route Tables

Branch A Buailable Route Typas

H +  Local Route .
10.1.1.0/24 H + Virtual Path Route 10.2.2.0/24
1 + Intranet Route
J +  Internet Rowute
SD-WAN Site A o | * Passhihrough fioute SD-WAN Site B
” 1 + ril i ]
Route Table i . E’:;,f.:a e I‘_J; Route Table
- SDIWAN =5E . -

. * - T
MIN 10.0.20.0¢24 AL i MCH 100100724
MON [SiteB] 10220724 (= ] SD-WAN =SE MCH[St=A) 10110024

L Clieng | = 53]

Y b
R
! LT
Firewall
SD-WAN MCN
SD-WAN SE Route Table
e EN T
N 10.0.10.0¢24
10.0.10.0/24 Site & 10.1.1.0/24
Site B 10.22.0/24

Data Center

CiTRIX

Citrix SD-WAN 27 EE X B L anfaThe

Citrix SD-WAN Lt XN LA ZE T B FRNRKAIREER CGHITRERIEME . BAMARK, TRENE
S, R T IRFSTRL:

1. RKAIRLTE
2. BA
3. &S

Eitt, /32 BRERLWT /31 BEHZ AT, SFHEE /32 B2, piA 4 REWRAMTAA 5 BEZAl, TR /32 fik
5B, BRHSRIBEEFH IP EHEE. RSIAFMNT: 43, EPEEE. WEXR. Internet. Hig. &7

fIan, EEERLUTRFRRE, WTHFAAR:
+ 192.168.1.0/24 % 5

+ 192.168.1.64/26 p# 10

A1E192.168.1.65 EHMHIERRERE KA, BEFERS. BT, 8EFELT, KEREATITEEIE
IERIZE MGG, MEMRENWRFAARE, FINEBERSHAIARE.

A UEEEHERR RN ST SRERPHITRE, A5, MEEFIIRATE. RSEE (EBIMEER. Intranet.
Internet &) MT—B8k IP,

Citrix SD-WAN BB #EE R

« LAN 2/ WAN (E#%EF) RERATE:
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1. ENREH LAN O #1TAE,

2. FEWAIMSERERIEITIR, MRERKAIRTA,

3. WMRIREFICECTH, NIZmORFENGIEAE, HERBIEES LR,

« WAN ZJ LAN (E#AERZ) MEHRHILAD:

1. EWEERER SD-WAN MBEREIRHHITLIE,

2. RELRIR IP it IBEFRES A,
- MRZB-NFRE WAN &4 IP Bir5 BB R/ EINEZLE,
- WMREE-MEH WAN 2 WAN #R18E,

3. (BH WAN 2] WAN #%) EFZtiiRiie% %) LAN,

4. (IR WAN 2] WAN #%) EFRBERERIIEMNER,
o FFEMBEFRE:
1. ENRETE LAN #2003 1TAE,
2. BERWHIMSEREARHEITILE, WRERKIIERE,
3. SIRILEFICCAI, MZH0RERMNGIEAE, HERBIEEREIZR.

Citrix SD-WAN R/ hilZiF

Citrix SD-WAN s 9.1 7£E2E5INT OSPF #1 BGP B MY, HEEH SN SD-WAN f& SD-WAN &EEER
MR B EE RNREME T, HPREANIUEERRER, @27 SD-WAN Orchestrator BRSS L= BERIHVER
MY, AJUERMMEERRER SD-WAN BHHFW. 1tsh, ERBEthXEE SD-WAN #13E SD-WAN b= 2 iE)80:E
EREBEAERARENNERSIERFUERARH#ITERS. it SD-WAN BIEHEBRN (REEN. ENHERR
Hns/MAER) WM, FELUTHESREMEFITITHREBNINE Citrix SD-WAN, 15, SD-WAN EJLFE “I¥
F? B TEHE, EXMREAT, SD-WAN FJLUZRWEEH, ERERBRBERIKE. 21 SD-WAN R E5INE
HEMENE RF R HERNMEN, XREA.

BB

MRERNG, RESHREFHRENER,

SD-WAN MBS R ER B R AEIMEBR X 1Y (EGP), M TF BGP (BEuh=F5R) . flg, 2 SD-WAN @EM
SD-WAN i&#&%| OSPF B9ERERRY, EfT@ERM AR INEISMNED,
=
FERTERNEMEH (B WAN) EH IGP B9ift5, AANEHEE SD-WAN BREENEAAXERK.
EIGRP r>zRBF 1%, SD-WAN R5ZMXE2(E,
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72 SD-WAN ZEH 5| NBER XN — M kiE, EEA SD-WAN [RESHEMEBHRIZTZA], BAKXRATH, HALFE
WRHEA SD-WAN IREMESHE, ERASAMSHmERZS5IN SD-WAN LIRS

RNMFAEE TERF:

DALLAS LONDON SAN FRAN
10.100.1.0/24 10.90.1.0/24 | 10.80.1 L'l..':?.l
L i | 10.81.1.0/24
H] Jﬁ E
| SO-pa -sE e

Gient

New York Data Center

CiTRIX

FRFIR, BMOERBNNERRS. AENNSEN MR 449, Fifh, MBS, BITEEF=1
= ERE SD-WAN 8%, HFIA SD-WAN ¢IiZE& WAN W4, Hr MPLS l Internet WAN $###8 A F iR (&
1k WAN, B Fiahifng®d SD-WAN &%, HTSHE SN RIFMEMRIIZIERNMBREMY, URREEH
SD-WAN &MLz s e e,

ErGIMEEF, eBGP £ MPLS MEHFIENMIBZ BfEM. 8 MIBEEEHSHEARSSH (ASN).

TEALNEIEFOHR, OSPF EEET, WEBZOBEROLTFRASIZRIER, HERALMAE (E) MERIARS.
FUITRBIFR, FAE Internet FEHZOERHIEFR.C, BMELCHDINMAMIBELDZVBWEEER Internet AR
2o

IHE Lt R B TUE RS A R E28, SD-WAN BEENSG/MXERT, ZigE&R AW FMHIIAN Gateway,
BiE&5 MPLS 89 eBGP,

o ERALEIEFRD, EEE SD-WAN BETEMNEKEN T, BNESS5IEN OSPF AN, UEERE
EREE Gateway ¥ & 2% &,

o CBUARLUERNRBERIE, L WAN 823 (C) MARCHFMAERIAM Gateway,

o HEWLMESRZMERHFSI NS, SD-WAN I+ A%/ MXEXEE, HaLfHIBELFHERIAN
Gateway,

7£555E SD-WAN 2 a1, BEE-LUENRERER.
ALy ERHEE B:
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/YOS-ROUTER-B-CORE:~%
K - kernel route, C - conne

0.1, eth1, 00:21:0:2

2
“

directly connected, eth3
s directly connected, eth0

AHALTF M (172.x.x.X) FIFEREEEE B L EEOERE, HMBHRPEERINESES 172.10.10.3 B5AEE). 15,
BATATUERAAHT (10.90.1.0/24) #16% (10.100.1.0/24) MFMATLGER 172.10.10.1 (MPLS B8mag A) 3%
Fo BEMAREALEIIZM eBGP F389,

TERMEAIRGIFR, IBEWLREABBETIL, RARNEREDS/MXELTHZMEBES SD-WAN BIE R,

:~$ show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
| - ISIS, B - BGP, > - selected route, * - FIB route

0O>*0.0.0.0/0 [110/10] via 172.10.10.3, eth1, 00:09:52

B>* 10.90.1.0/24 [20/1] via 192.168.10.2, eth2, 1d23h09m
B>* 10.100.1.0/24 [20/1] via 192.168.10.3, eth2, 1d23h10m
C>* 127.0.0.0/8 is directly connected, lo

O 172.10.10.0/24 [110/10] is directly connected, eth1, 1d20h01m
C>*172.10.10.0/24 is directly connected, eth1

0>* 172.20.20.0/24 [110/20] via 172.10.10.2, eth1, 00:21:58
0>* 172.30.30.0/24 [110/20] via 172.10.10.2, eth1, 00:21:58
C>* 192.168.10.0/24 is directly connected, eth2

O 192.168.65.0/24 [110/20] via 172.10.10.2, 1d19h57m
C>* 192.168.65.0/24 is directly connected, eth0

STFAL T IEMERE2S (A), OSPF i@id eBGP T2 MPLS ¥ SIRERBFMRBTIH, HEEEHME. 5 OSPF
110/10 48tt, BGP ERIAERTRMET 20/1 pERHH AN,

IRRIHTRREHES D:
st Fixhid WAN 2228 (D), FRraRseEl@d MPLS 7.
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vyos@VYATTA-ROUTER-D:~$ show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
|- ISIS, B - BGP, > - selected route, * - FIB route

B>* 0.0.0.0/0 [20/10] via 192.168.10.1, eth2, 00:10:17
B>* 10.90.1.0/24 [20/1] via 192.168.10.2, eth2, 1d23h10m
C>* 10.100.1.0/24 is directly connected, ethl

C>*127.0.0.0/8 is directly connected, lo

B>* 172.10.10.0/24 [20/1] via 192.168.10.1, eth2, 1d23h10m
B>* 172.20.20.0/24 [20/20] via 192.168.10.1, eth2, 00:22:17
B>* 172.30.30.0/24 [20/20] via 192.168.10.1, eth2, 00:22:17
C>* 192.168.10.0/24 is directly connected, eth2

C>* 192.168.65.0/24 is directly connected, eth0

AR

TEURAIHR, S8 192.168.65.0/24 7/, XR—MEENS, SRFIEX. PRERESBMEEDEET
W, ERBEERRBEDINPES,

eBGP itz ErFE, &1 ASN 2REH.

T RN E IR R B R EEERNESRANNZ BT RRAIFEFER, UAFHNASIZBRERNASREH
REZ. SIBSNHIERNEBITRHLBBARNAT, RIMEREERENMIE,

o [BEWUBEERFE AU FM 10.80.1.0/24 71 10.81.1.0/24, HK1HLEEL eBGP {MENTH#ITEER, U
EEERETX IR AT LB REMKZZLAIBE LGS, MEREBMALIX IR HFAR LURE B IER
ZEMNEIEIREW. HIERLETHE EbGP RIFfGuARARIAMN, LB SD-WAN EHIEREE = HIMHE,
MR FENREMRER MPLS, ATt RA8E#i%E SD-WAN M eBGP #3%) SD-WAN B SHERAS.
Ak, BIFELTHECE kS

« M eBGP SAPIEKE, FEIRE/SHE SD-WAN &EHERH,

Section: | Import Filters N Import Filters
+ ?
Cost S F
o 1 Ta il E
[ 100 <Manual> 3 q ¢ Ay 4 (0}
Export Route to Citrix Appliances Eligibility Based On Gateway
Citrix SD-WAN Cost: Service Type
Local
Eligibility Based On Path
200 : <Manual> 0K eq %" - Any % : . « O
LY Revert

o HORMALE eBGP

SHORRIANAN B S HFAERS. AN 200 BFEELERN, MAREFIRENERE. FIESEMFIZ SD-WAN ILES
YRS E L@ EEINER 1R T AR E,
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Srder Nutmrrk Ao, & hatSealer T0-WAN Cost Service Type S Sereice Hame
100 «haruais oy 24 oq Local wArees
200 sk 000000 e e Ay <Ay

[aln]  <hanaas * g " A Ay <Ay

Gabemay IP Address

nclude  Erabled Oelete  Clore

Z3E Citrix SD-WAN i&& /5, ENAIURIFEEANETIESA BGP BABMEHR. HITEF 10.80.1.0/24 7

10.81.1.0/24 py¥MIEFE@ITIAE L SD-WAN i eBGP EMEE!.
RRIHTEREREE D!

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
| - 1SIS, B - BGP, > - selected route, * - FIB route

B>* 0.0.0.0/0 [20/10] via 192.168.10.1, eth2, 00:00:01

B>* 10.80.1.0/24 [20/0] via 192.168.10.4, eth2, 3d19h07m
B>* 10.81.1.0/24 [20/0] via 192.168.10.4, eth2, 3d19h07m
B>* 10.90.1.0/24 [20/1] via 192.168.10.2, eth2, 4d23h38m
C>*10.100.1.0/24 is directly connected, eth1

C>* 127.0.0.0/8 is directly connected, lo

B>* 172.10.10.0/24 [20/1] via 192.168.10.1, eth2, 4d23h38m
B>* 172.20.20.0/24 [20/20] via 192.168.10.1, eth2, 00:00:01
B>* 172.30.30.0/24 [20/20] via 192.168.10.1, eth2, 00:00:01
B 192.168.10.0/24 [20/0] via 192.168.10.4 inactive, 3d19h07m
C>*192.168.10.0/24 is directly connected, eth2

C>* 192.168.65.0/24 is directly connected, eth0

IS, FTLATE 5 M > SIHER > BRkgH TE EEF Citrix SD-WAN BHRK,
IR Citrix SD-WAN:

Routes for routing domain : Default_RoutingDomain

Filter: in| Any column ¢ | Apply
Show | 100 % entries Showing 1 to 16 of 16 entries
Nunm* Network Addr Cateway IP Address Service Reachable Site IP Address  Site Type Protocol
0 10.81.1.0/24 10.80.1.20 Local YES - SFO Static
1 10.80.1.0/24 Local YES - SFO  Static
2 192.168.10.0/24 - Local YES - SFO  Static
3 172.10.10.0/24 NYC-SFO YES - NYC  Static
4 172.30.30.0/24 192.168.10.1 Local YES - SFO Dynamic BGP
5 172.20.20.0/24 192.168.10.1 Local YES - SFO Dynamic  BGP
6 172.10.10.0/24 192.168.10.1 Local YES - SFO Dynamic BGP
7 10.100.1.0/24 192.168.10.3 Local YES - SFO Dynamic BGP
B 10.90.1.0/24 192.168.10.2 Local YES - SFO Dynamic BGP
a 172.20.20.0/24 NYC-SFO YES - NYC  Dynamic  Virtual WAN YES
10 10.100.1.0/24 NYC-SFO YES - NYC  Dynamic  Virtual WAN  YES
11 172.30.30.0/24 NYC-SFO YES - NYC  Dynamic  Virtual WAN YES
12 0.0.0.0/0 192.168.10.1 Local YES - SFO Dynamic  BGP
13 0.0.0.0/0 NYC-SFO YES - NYC  Dynamic  Wirtual WAN YES
14 0.0.0.0/0 Passthrough YES Static
15 0.0.0.0/0 Discard YES Static

Showing 1 to 16 of 16 entries

Citrix SD-WAN /R T2 MFrARE, SiEETEMEZSMIARES,

5
5
5
5
6
6
3
6
6
3
6
6
3
6

16

16

Neighbor Direct Cost  Hit Count

Eligible
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES.
YES

YES

(Fiae) [provous) (1) (o] (1ast
Eligibility Type  Eligibility Value
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A NiA
N/A N/A
N/A N/A
N/A N/A
N/A NiA
N/A N/A
N/A N/A 1
N/A N/A
N/A N/A
[First] [previous | [1] [Next] [Last]
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EFA1E 8 172.10.10.0/24, EAFALOEKIEP L. BIHEHSNF X ZEH:

o EREMBERE (85 3), RS = NYC-SFO, F#Hh 5 HREANES. XZH SD-WAN R&TEANEELHA
WFM. ERFHSH, BNEEREREIRE, HECRELETRNNFHFHSEE. SRR, EAMER
ZIERI R IAEE R F T/ BT

« fEi@E BGP (6 5) By &HH, MAN 6, XUERANE—NEEEH.
HAFARESEAHEAR, SD-WAN SBEAEMBERE, RIFEIMERT, ORERHAZET BGP REXE,
W7E, iLEAMRIEERALE 172.20.20.0/24,

o XERMEAERMBRERBEFZIN (BF9), BABHSEE, FHN 6, XEKEITE SD-WAN REEIEHD
W (FEABIp7y OSPF) THELEEH. FIAMBERT, BEMEKS.

+ SD-WAN ZLUEREBFF i@ BGP JRENLERH, RAMAEXMERT, HERBATREMLTEMNRZEH,

AT HREREE, HMLIEMN BGP BEmMAE, LUHRHIEEEEMRIRE, CREERE, XALUBIRES
Nk ER R ENE R NS TFIIAE 6 KT

E 100 ahdariviaba s i H Ady & = =] @
Export Houte to Citrix Appliances Eliginility 8ased On Gateway
HerScaler SO-WAN Cost Sefvice Type
1 Locai

Eligibilicy Based On Path

HITIREE, FONTURFEIEEWLIRE £89 SD-WAN B RUEFFBNEREMAE, £HHESENREERHT
o

Routes for routing domain : Default_RoutingDomain

ter: [172.20.20.0/24 n| Any column s Apply
Show| 100 & entries Showing 1 to 2 of 2 entries (filtered from 16 total entries) First | Previous | |1 Next | Last
Numny Network Addr Gateway IP Address Service Reachable  Site IP Address  Site Type Protocol Neighbor Direct Cost Hit Count |Eligible | Eligibility Type | Eligibility value
5 172.20.20.0/24 - NYC-SFO YES - NYC Dynamic Virtual WAN YES 6 o YES N/A N/A
8 172.20.20.0/24 192.168.10.1 Local YES . SFO Dynamic BGP - 10 o YES N/A N/A
Showing 1 to 2 of 2 entries (filtered from 16 total entries) First | | Previous 1 Next | | Last

&fa, LHENREEREZL SD-WAN EZEIHEIARH. HNTBEREFAERN Internet RERIALY, FIIAIUEE,
RIEREMBRELEE, IREERH, FEE MPLS MEIEAGESE,
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Routes for routing domain : Default_RoutingDomain

Filter: |0.0.0.0/0 in| Any column 2| Apply

Show| 100 #%|entries Showing 1 to 4 of 4 entries (filtered from 16 total entries)

First | | Previous | [1 | |Next| |Last

Num*  Network Addr  Gateway IP Address Service Reachable  Site IP Address  Site Type Protocol Neighbor Direct |Cost  Hit Count |Eligible | Eligibility Type
12 0.0.0.0/0 - NYC-SFO YES - NYC  Dynamic Virtual WAN YES 6 1] N/A N/A
13 0.0.0.0/0 192.168.10.1 Local YES - SFO Dynamic BGP - 10 o N/A N/A
14 0.0.0.0/0 Passthrough YES Static - - 16 0 N/A N/A
15 0.0.0.0/0 - Discard YES - - Static - - 16 o N/A N/A

Showing 1 to 4 of 4 entries (filtered from 16 total entries)

Eligibility Value

First | | Previous | |1 Next | | Last

BNEBI—NEBNEFRHASHA 16. XERTEMFFBEIRE, NRRESAEKE, WHEAEERAFIR
EHMFE, FLNRIEQTELRIELMFMNEH, SD-WAN 2FEERIEOAN T — MRS, R SD-WAN &8
HEFERL TG/ MEAER, WEEEBRS, EXMERLT, SD-WAN EARIAEZFRAZFHIEG. dhitids

TEFRRAFNSRESY, XEREHRNIFEER,

REXTANE R, RNFECEMBERTFEDIRSHERFTRELR (CEMALL) AREEBE SD-WAN &

o
ALIERPBE SN FWAT A
+ 172.10.10.0/24 (E#%EH)
« 172.20.20.0/24 (M#ZE8E2s B i@d OSPF A%)

+ 172.30.30.0/24 (M#zZ:E&EH28 B i@id OSPF A

HZERE®ET MPLS =R#taEARIET (10.100.1.0/24) #oRE.

&fE, BNFHEET 172.10.10.3 BIF5 A% E BFRE Internet BEREHAEN T—TEK=. SD-WAN & OSPF

FIMEINRR, FHEIEMBZHITES, AOLRNHESRZ:

Pref

SOurce Router Drestination efix NexE Hop ncn|

=Manual> 102.188.65.0/24 eq Any

= 100

Export Route to Citrix Appliances Eligibility Based On Gateway

NetScaler SD-WAN Cost Service Type
Local
Eligibility Based On Path
200 Manualk= 192.168.10.0/24 o Any
300 =Manuak- ] Any

4129 SD-WAN Ih R S NEEMEHIFMERE. X2 B, (1A UEEFIEHRE 200,

E Eh

)
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= 200 - <Manual> 192.168.10.024  eq Any eq . . @ D
Export Route o Citrix Appliances Eligibility Based On Cateway
MNetScaler S0-WAN Cost: Service ]'.','_‘ll“: Service Mame
Local

Eligibility Based On Path

L8238 200 BFSA 192.168.10.0/24 (M MPLS #Zi) UUSEIEIAM, BFRATRESEIIEIMER, &P 8
& SR, HIREER KEHESET Citrix 8% S%E. ARGEMEEMEH,

S FSHILIESE, FATATLAHRS 192.168.10.0/24 M9ERH, X2E 7, fFAIRSWLGRPNEEREETI, HITTEE
RAIES IR, FEEImREE LR EH.

Order Nabwnrk Acdreis : Fraf % riecSealer SO-WAN Il'rsou Service Type SitesService Name  Cateway IPAddress  Irclude Enabled Delete  Clone
100 <Manuab- 1852.168.10.0/24 ] -] By <A Ny o @' m
(Ut <Manuat- B0 B0 Ay

WE, ILFRNEE MDA REVO IR e RIFTEYER B %o
1298R RS B:

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
| - ISIS, B - BGP, > - selected route, * - FIB route

O>* 0.0.0.0/0 [110/10] via 172.10.10.3, eth1, 4d22h22m
0>*10.80.1.0/24 [110/15] via 172.10.10.10, eth1, 3d19h49m
0O>*10.81.1.0/24 [110/15] via 172.10.10.10, eth1, 3d19h49m
0O>* 10.90.1.0/24 [110/15] via 172.10.10.10, eth1, 3d19h50m
0>*10.100.1.0/24 [110/20] via 172.10.10.1, eth1, 4d22h22m
C>*127.0.0.0/8 is directly connected, lo

O 172.10.10.0/24 [110/10] is directly connected, eth1, 4d22h22m
C>*172.10.10.0/24 is directly connected, eth1
C>*172.20.20.0/24 is directly connected, eth2
C>*172.30.30.0/24 is directly connected, eth3

C>* 192.168.65.0/24 is directly connected, eth0

AT ERIA£11(10.80.1.0 41 10.81.1.0)#1£%% (10.90.1.0) B FRIETEi@IE 29 SD-WAN i&#& (172.10.10.10)
#{TAE. 10.100.1.0/24 BBEMEETKE MPLS BHeE A. AEH, EHITREBFAL LS SD-WAN BHX.

HA2yutx SD-WAN HEHR:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 216



Citrix SD-WAN 11.5

Routes for routing domain : Default_RoutingDomain

Filter ‘m\ Any column 4| Apply
Show| 100 +#|entries Showing 1 to 11 of 11 entries ’E‘ w \I| E‘ /E
Num*  Network Addr  Gateway IP Address Service Reachable  Site IP Address | Site Type Protocol | Neighbor Direct | Cost Hit Count |Eligible | Eligibility Type  Eligibility Value
0 172.10.10.0/24 - Local YES * NYC  Static - - 5 0 YES N/A N/A
1 10.90.1.0/24 - NYC=LON YES - LON  Static 5 ] YES N/A N/A
2 10.81.1.0/24 10.80.1.20 NYC-SFO YES - SFO Static 5 1] YES N/A N/A
3 10.80.1.0/24 - NYC-SFOQ YES - SFO  Static 5 0 YES N/A N/A
4 192.168.10.0/24 - NYC-SFO YES - SFO Static 5 1] YES N/A N/A
5 172.30.30.0/24 172.10.10.2 Local YES " NYC Dynamic OSPF 6 ] YES N/A N/A
6 172.20.20.0/24 172.10.10.2 Local YES " NYC  Dynamic OSPF 6 1] YES N/A NiA
7 10.100.1.0/24 172.10.10.1 Local YES - NYC Dynamic OSPF 6 0 YES N/A N/A
B 0.0.0.0/0 172.10.10.3 Local YES N NYC Dynamic OSFF 6 ] YES N/A N/A
9 0.0.0.0/0 - Passthrough YES - - Static - - 16 0 YES N/A N/A
10 0.0.0.0/0 - Discard YES = - Static - - 16 1] YES N/A N/A

AT LB ELEY OSPF SREXB At F IRV IERESRH, X2i@id MPLS BRE8 A RIGHLAHITIG R BERH, UKIBE
LRI RANRIZF W, 1LERIREE MPLS iRl A XMEHRIETESS OSPF #1 BGP,

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
| - ISIS, B - BGP, > - selected route, * - FIB route

0>* 0.0.0.0/0 [110/10] via 172.10.10.3, eth1, 00:04:12
[110/15] via 172.10.10.10, 00:04:13

[20/0] via 192.168.10.4, eth2, 00:05:09
110/15] via 172.10.10.10, 00: 3
B>*10.90.1 [20/1] via 192.168.10.2, eth2,
S>*10.90.1.10/32 [5/0] via 192.168.10.2, eth2
B>*10.100. / 1] via 192.168.10.3, eth2, 00:04:28
>* 127.0.0.0/8 is directly connected, lo
172.10.10.0/24 [110/10] is directly connected, eth1, 00:05:24
C>*172.10.1 is directly connected, eth1
24 [110/20] via 172.10.10.2, eth1, 00:04:12
eth1, 00:04:12

110/20] via 172.10.10.2, 00:04:12
35.0/24 is directly connected, eth0

MESERZRAF, thEEE2E A i@id BGP #1 OSPF % 3Jixi2 7™, BGP ReHrEEIER A4S (20/5) f£F OSPF (110/10),
FtEE, FLRfF, RE-FROBHNMEATERZSEEW. A, FAARRERET MPLS M&L,
fi3E&%E) SD-WAN €% (172.10.10.10), MNRENVEBRIFTENE A, KINFE— M RAEREGE AD/&
B, MEM 172.10.10.10 p9EkE (TI3F@T eBGP FIJRIRRME) HRIFHBHRT -

&, AILECE /517 B, LURHIERMEEMIF OSPF BBM, A2 BGP B, &:3E SD-WAN E#) IP stk BIfE 2K
i SD-WAN & & RIS EH.

S>*10.90.1.10/32 [5/0] via 192.168.10.2, eth2
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905 MPLS BRZHINEKPE, NBHHEREMNEZERRAEAL S SD-WAN i&&, HF 10.90.1.0/24 By—M B
SKERIEEET 172.10.10.10 (4129 SD-WAN) A&, TR EIEEBHRSMNEMER SD-WAN 1&#& EaER UDP
4,980 #iEE, LARGLEEMERZDREIRD.

NS EEPARR IR

AUATFRNEFHTRZENHSENBERGERTFTEMNRE, UEERNERZEHITERERS. BSENBER
HERE, REATUEEM-ITEFHTRARAE-NEFETR, MEFEH MCN SR EMEKER, XSEIR
ENER, shSEMNBESRIERFEXHRERENSHENBIRIN, XLREREXHEWRIES (pps) HHE
(kbps). LLIhAEFI RIS £MAE SD-WAN B n#hsh,

HEDSENBENRES, EFRETAIERERZBNAERAE WAN B2, shStelRRILEMERE, Hi%
UTARTEAFAE:

o RIXMEHIE MREFE) HEDREEX, AR
o KEREXMEHRIDLEER, AR

HEMNZEXHERINNRERRERNIIE (TEXRHAIEZHIKTF)
MR EEHEBHRE NHIEE NS EMRZIRE —ERIYE)E KX K HE

MRAPHIEERFR EXHRERRNETEENSIE, NihSEMBRRRINR

HESENRFEEERELRBRS, PEEREIUZE MCN hRsiWEHERE T #SEMBEH SRR RS Hit
ERHTRNEMEMIER, F—MTEERERZEHA WAN 2l WAN LR, AFSMEMSNMERABLIEE
IS EPRENE AT R

SD-WAN F 7R % WAN 2 WAN 3244, MMAJUEIizfIRER AR R ZERREEL, mAEHIE M
BT RZBAEREEIL,
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Multiple WAN to WAN Forwarding Groups

W2W Group W2W Group

Client Intermediate

Client Intermediate

<«—— Default cost = 10

Client

Client Client Client Client

Static Paths

Dynamic Paths
Default cost = 5

WAN to WAN Forwarding Group:

. A network can have multiple WAN to WAN Forwarding Groups

. Direct dynamic path will have a lower cost then through the
intermediate node

CiTRIX

1 SD-WAN igEHE B CHE—RER, HASMRBRAEXTUTFAESR:
o Num —IbigZEFLESIRZNBEINT (RELEH Num)
o Mgt —F RS EN M
« MX (IBLE)
o BRSS—N AT IR EHAIARSS
o By AR RIS —BRIZ BB AR I 3 2
o AR —ARIR IS KRBV E MR RSB R T EDIRS
o MR TR R FERIIE R YRR
o RE_RR@KBMIRG (ERSHEE)
o HiEWE
o AR -FFRERSEBYRLAS
s BEH—S M UIESERARBNRE. XBATRIERAESERSF.
 FEFMH
o HARRE
- BiBE

IUTF2— 1 SD-WAN iEmEgHER:
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Routes for routing domain ; Default_ Routingomaln

Filter: n | Any column
Show | 100 v [entries  Showing 1t 13 of 13 entries tiist | | Previous |1 | | MNest| | Last
Wum'  Network Addr  Gateway IP Address Service Firewall Zone Reachable  Site IP Address | Site  Type  Protocol | MNeighbor Direct Cost  HitCount Eligible  Eligibility Type | Eligibility Value
121600724 192.165.15.1 Default_LAN_Lane s N il statc - - a 0 ves WA R
192.160.100.0/24 " Defaull LAN Zone YIS : S stale - - 5 0 IS M Nin
2 C Default LAN Zone VES : oC N Nt
3 ¢ F ne A Nt
4 s ES il [ o NyA Pk
. Defallt_LAN_Zone ) N Azure  Staic - - LEN NA A
I Defauli LAN Zone VIS Granct 2 1 0 " M i
I Default LAN Tone vES Branch St 1 0 N Nit
s VES Eranch  Sra 0 A Y
i VES Branch  Stat 1 A A
Inernet VS - stat 1 4 i
1 ooooe F. il VIS Slal 1 0 M i
2 0o00m Di vES St 1 Ny M
t 6 f Pies 1| |N L

MAETER SD-WAN BBRERFIER, FABRASTEESHNAREERTH. REFIENE AHE 7, ERIE WAN
BERS2NREENHIFER (B/F). WAFIHMNEBRIBERSHRERS (BINEMEBRERXE) KR, Hie]
LEEHBBANERUNEG4EERZFELERES. T—HRaTEiARs WAN iz,

MERF, HNATLEE 14 FEXKIERE, BRHEKEREARANT:

« BM0—7£ MCN L, XRH 87 DC i mmEN FMERH, 172.16.10.0/24 33872 DC LAN A1, 192.168.15.1
= LAN ERIW Gateway, BPREIAZFRBT—PEKR.

o B 1 —XEEREREHEKRE SD-WAN RERAHEEH,

o BREH 2—4 —XEZE) DC = SD-WAN ECEREIMEON —E 2B FM. XEFMKEEXNZEEEIME
Ho

o B 5 —HTF %S MCN Z BB EMBE TR, XM MCN HENS—MEFRHTRNEZERA, HaX

o R 69 —XERHFETH— IR RER. WTIERE, KeIZEMKZIRA, ATLEREEMNRE LT
Rk =i WAN N &,

o B 11 —HBRARAGIRKFMRIARE, UEEEMRARA LXELENER TATMIERRE BEF
=B, BESFAMHEFN ARP RERSEIHARS.

o B 12 —-EFERFHREFINUBPRRE XA ERRFENRRIAREH,

BOIAT 2R E:

[ B iE A & —10
o FANEEBEMAE-S

o BEhEMRBEEE—5

o EINERE—5
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o Hi—5
« REXM—5
* Internet —5
« Hi&S5
. FIE—EREHATE X ABRS A5 0.0.0.0/0
EXXLEREZRE, THRABNAEAEXNBERDFEEER, XERERSAUTRE:

o EIEME WAN (EBIME&E) —#N SD-WAN BEZBEERNRE
« WAN 2I5EM (EiMi81Z) —7F7E SD-WAN BEBENRE

o FEMRERE-RAIKENENRE

REXF] Internet i/

tF Intranet # Internet fRSZ A, AP KIENX SD-WAN WAN fEiE X R R ARSS, XEXLERS T
A—HMEXBRBENIRE S, N2 WAN SHERTEX AXHE Intranet RS, NMSEMARMERE, Intranet. Internet
MEBRBNESHE BN S /IGEER,

EEX Intranet. Internet E@EHAAN, UTERIKITEERE:

o BITE WAN $E3% EEXARSS (RBXM/Internet -4%)
« IR/Internet %79 WAN #537E XM Gateway
+ 573 SD-WAN i&#&#8%
« WEXWMEEEAIBEEMBREFS, BREAES
o fE/ Internet fRS3, SBEIE—EIAREH (0.0.0.0/0) URAR AR EES
s FERGEBIIE, SHIUHITVIE/RIE, FIERRINEEREXE/ZA#TIIR LI ERNITA
o BEREHSH, BRIEBATREY ST
S RASHFRRAREOT:
o RAKMBFEE: 255
« &1 WAN #EREIRAIGRIEZEO: 64
s B RRA BGP $BEME: 255
« M uEmmA OSPF EHR: 255
« &1 OSPF XigMymAEMED: 255

¢ BPMUMRINRAREBEFISADIESS: 512

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 221



Citrix SD-WAN 11.5

¢ BNMRINRARBEFISHIIERS: 512
« A BGP BH®RHE: 255

« &K BGP #HXFFFHIFR: 255

z:4=2h0

September 2, 2022

Citrix SD-WAN AT EARRENMEHITHR, UiREZ2MMEEENE, flM, EAUBERERNERESRIRE
DI, SIRFRMNBRBEUDEAREIRE, HERENIAZFIEIEFANE, SMREEHEEBCHREAR,
BRAXNES IP FRNXZHE.

Citrix SD-WAN i&& i stiE OSPF #1 BGP BREIHY, LUEHIFSD BN RE,

TR AERBE XA, EMERZEA UERAREEHTEE, XErERN, EX SD-WAN HEaEKIEENER
HIEES. Alt, MMRIFEMEE NEREEFRENMUE. TEAES M EHEEEE WAN sHEsihEE.

UT RECERAEINERESENERTIR:

o BAERT, 7 MCN EEAREE.

o BEEESXIER EBA.

+ BT ERANRBAEUNAESHEXERNEMEOMEM 1P,
o REERRUTREEEN—#%5!

- N4

BN IP

- GRE

WAN §&#%-> ipia1 R @
IPsec @&

- FRH

FRou

o IXEEZMAN, B4 SE Web REREFET.
o WFAH Internet ##%, RegtlB— P EEMMWBIHIRZED,
o NFEANEM /MPLS &%, sTAS N EEEEIZE— N EihEEOMEEIARED,

Fio & B 5

September 2, 2022
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Citrix SD-WAN & & IR ERH MY, RHUPAEEREREWRLK, DN ESHEHIEF O, xS0 UE
B 254 R,

£ 11.0.2 kAR, AFEBUTIIAERN BRe&E S ED IP (VIP) a9l
o AFREREAZEEHLEONERBE,
o AFAHEIERIE LR EYIEFENBRHEEEERS.

£ CLI i3RI B8

September 2, 2022

7£ Citrix SD-WAN g7 10.0 1, ZRIUEESSERAMPIRSHEXNEMES. BAUTHSIEEISLREA
TPHREHERRLTIR.

dynamic_routing?
<!--NeedCopy-->

SR

September 2, 2022

Citrix SD-WAN 285 LA FAFhchZS B B i 0

o FMEERZMRS (OSPF)
o WRMXHIY (BGP)

7z Citrix SD-WAN 11.3.1 hikAZ#l, ESEEIHEEVER TR MRMER ID. BEUABE MM LBEER—RRHEEE
ID (OSPF # BGP —1), eI IRMERH2S ID. MNRKRBMHIRBLE D, WEBMEEFES SR HATE PSS
5 (VNI) B9 IP 1R 2RIAEEERES 1D,

M Citrix SD-WAN 11.3.1 DUSHRRAH, ERRET A MMNEERBLE ID, FLAS M REIHEERHEE D,
EBNILIESRINAE, ERILILIREN A RERERERELS ID HZ P LF 8RB ERESE S,

R NYFEREINECERRAER ID, NAFERBEE ID FEZMINRER B,
OSPF

OSPF 2 Internet T#2E554H (IETF) BIRERIXY (IGP) A7 Internet Y (IP) MEFLMBANNL. E
B4E OS| B RL R E RS (1S-1S) AN R IR A,
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OSPF i BAKE, XEKRECHMTRELAHLGHF (RFC 1247) . OSPF &F# Dijkstra WRERF M
(SPF) #i%, ER—THEBRSEANY, EHIFFEEREQSE (LSA) REFIF—BREMKIGFNNAEEMERHS.
BXKMEO, FREEMEMTEMNEEBEE OSPF LSAf, OSPF BHBRMEZRSES, SPF BEFERZ
EERTES M T RNRERR.

P =

« Citrix SD-WAN & &R 1R EKH2S (DR) 71 BDR (&35 € R ER) B58 M ZHRAME, EARIA
DR &g & “07

« Citrix SD-WAN 3&& R & & RN KR HEE (ABR).

BGP

BGP B2—MBXHNARRENN. BEMEHMKATBAEENEARBRIE THITEE, BGP BTk Internet
WERHRER, =2 ISP ZEIEANMIN. TR MEEZERNIM Gateway thil, 41 RIP 8 OSPF, BTFEEMEZHIR
BHES. ZFPEES ISP, ISP £/ BGP sE P41 ISP B, fEBARS (AS) ZiafER BGP B, Mhl#iAashEs
BGP (eBGP). MNRARSRMEFER BGP 72 AS WAREEH, NZMNFRAME BGP (iBGP).

BGP 2#E7E Internet LR ABAIY REVBEA NN, AT RIMAY &Y, BGP EATFZRNBMENBASHKE
X BRI H AP ENRBEINE, HERELMEZEN TCP EEZN, BGP MEXRTERAFEE. WNFIRER
HERARY, BGP BRERNAHBERZEENNEA, BGP BHBRFTERXERRBEH, HERRHIBIRMEN
RIERR, &L Citrix SD-WAN 1&&ERERNER BGP THEEHEMBSEKE,

428 BGP (eBGP)

Citrix SD-WAN & & % 5 B A S HALA WAN UR9EE 28, FEE SD-WAN RAF AR AL REERE R —
4HpEERST, SD-WAN && 18BNk H2S. SD-WAN ST eBGP shSEEMmY, ENERBRIEE.

SD-WAN &&#i1 7 53ERMEERA eBGP xf WAN iaEXRR, FEEBES. EEREEITHRBENEIELT
ERH, TR UENFIRE LERSANTH eBGP F#3BHA, 14, AILUE SD-WAN 5. EMREFIRBEE
73| eBGP 3HEHE R,

BXFAER, BESRUTAM:

« SD-WAN i385 eBGP 53k SD-WAN bisuidfs

o ETEBEF eBGP 9 SD-WAN 55> alfgiEfs
o EREIRIMREM OSPF

« MPLS F#th OSPF Type5 | Typel #5E
SD-WAN #13E SD-WAN (#=7) &% OSPF #E
. 5/ SD-WAN M5 OSPF, AESIAMIEE
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ERRERE

BGP ihilfE/E AS B KE BIRIAERIERH. AS BEKERRERRRELNEARAMNEE, Citrix SD-WAN
£/ BGP AS BRIZKE BMRIMHEMSNEH,

3F SD-WAN g & AT LUEE R R 2R ABAREKES AT E DC 548 DC SD-WAN i&&, EEa Ui & S tigm
BBmes £+ DCIRENIFARREKE, MMESHEREMIRHEEEMHEE) DC. TRENBHAMAMHITIE EHH.

BB

SinE EMEE > RIHER. M B THRESRSEAHER Bl
T BB EZESEE, Citrix SD-WAN MEE L HHE A B HFTEIIEE.
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[ Monitoring & Statistics

Statistics f
Sheor: (Routes : [ Ensble Auto Refresh |5 seconds | Refresh Clear Counters on Refresh | Purge dynamic routes
Fowute Statistics

Mamimum allowed routes: 16000

for routing domain @ Default_RoutingDomain

F:I!tr._ |||\!An].r|:ulu'nn H Apply

hows| 100 || entries Shewing 1 to 28 of 18 entries [First | [Previous | [2 | [roest| [Last)
Munl®  Metwork Addc .mp Service Reachabile m. Site Type Protodal w Cont ‘:'“ Hligible “’.r;:"’ w
[1] 115110030 18212011  Local YES - podd_DC Dymamic  OISPF (] Qo YES T LSS
1 115 168006/30 182120011  Local YES - pod2_DC Dymamic  OISPF . & 1] YES A MNFA
2 LIISISEQI2Z0 18212011  Lacal ¥ES - podd_DC Dyrarmas OREF (] o YES KA MrA
3 1151680830 18212011  Local YES - pod2_DC Dymamic  CSPF [ a YES RSA (LTS
4 11516804730 18212001  Local YES - podl_DC Cymamic  OSRF . L] o YES hra NFA
5 115.16800/30 18213011  Locsl YES - podd_DC Dymamic  OSPF (] Qo YES WA MrA
& 1151494030 18213011  Local ¥ES o pod2 DC Dymamic  OSPF & a YES BSA MFA
7 UIS1313050 25213001  Local ves . podi DC  Dymamic  OSPE . & 0 YEE WA HrA
B 11512120/30 182120111 Local YES - pod2_DC Dymamic  OSPF L] o YES L1y 1Y
k] 115 108000/30 183130011  Local ¥ES - pod2 DC Dyrmmiz  OSPF [ 1] YEL BA MFA
10 1159916730 12212011  Local YES - oodd DC Cwnpres  OSPF (] 1] YES Ra NF&
11 1158812030 18212011 Local YES - pod2_DC Dynamic  OSPF & i) YES MAA 1Y
12 USTTA 213011 Lead ves . podi DC  Dymamic  OSPE £ 0 YEE WA A
13 11566430 18212011  Local YES - podd_DC Dymamic  OISPF (] Qo YES T LSS
14 115550030 1852120011  Local YES o pod2_DC Dynamic  OSPF . (] a YES TH MrA
15 115440730 18213011  Locsl ¥ES a podd_DC Dymar:  OLPF (] o YES KA MF&
16 115330030 18212011  Local YES - pod2_DC Dymamic  CSPF [ YES MSA LTS
i7 1152 200030 18212011  Local ¥ES o pod2_DC Dymamic  OSPF . [ 1] YEL (17 MrA
18 182.120.1.0/24 - Lacal YES - podd_DC Seatug 5 o YES WA MrA
g 172120.1.0/24 - Local YES o pod2 DL Static 5 a YES BSA MFA
0 10204 - pod? DC-podd Br  VES . podibr  Swic . s 0 YEE N HrA
21 17212020/24 - pod?_ DC-pod3_Br  YES - pod3_Br St - - 5 o YES L1y 1Y
2 1100024 ¢ pod2 DC-podi B YES . podi Br  Static . . 5 0 VES MA WA
23 172.12000/24 - pad2 DC-podl Be  VES - podl_Br SeEbe - . -] 1} YES LY NF&
3% 21301024 17213012  Local ¥ES . pod2 B  Dymamic  OSPF . 6 THIZ VEE N4 HrA
25 1921 200.0/24 - pod?_ DC-padl_Br  YES - podl_Br Dymamic  Virtual WAN  YES (] TSE1LTY YES WA [T
26 [iTi%ilaki] . Passthrough VES o L Static - - 16 a YES BA MiA
7 o0 - Discard ves - - Save - . % 0 vEs A wa |
[Shoming 1 ta 28 of 28 entries [ Frst (1] [mex]

OSPF

September 2, 2022
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BERM: SHEREFES

ELRRARZE R Citrix SD-WAN i&&#9 LAN %0 _Ei=17H9 OSPF:

Citrix SD-WAN & & RSN FRFEMEEEY (OSPF #1 BGP) $iTaiZFA WS (D AMMMEERL) FHE 3R
BB AZRREAT. FrF RS shSHRA Ex.

Xt¥, SD-WAN BERMITHEFHSENIEN SD-WAN MLE—EH NS IRER LAN iHREIFE,

Dynamic Route Learning

Routes learnt from: Routes learnt from:
OSPF (P1) QSPF (P1)
BGP (P2) SO-WAN BGP (P2)
— 1
LAN side routing " WAN side routing

WAN flf: =hSERBEE

B PREISE 5 LIEAIMB LSA BFS), BXIEE XS STUB Kig#y Citrix SD-WAN i&#&.

Citrix SD-WAN & & 7] LUid MCN A2 T ARBEHSEREH. AR MCN BT LUK X L2 B& B AR 4% B 48 FR B9 H Ath
SD-WAN &%, Xz B3] LRI IR R (RIS PRI = Z i AR

OSPF HERI
ELARIEIARAH, OSPF SZfIM SD-WAN FREXRVES AR AR EAHE KA 5 LSA BUSMEPER . XEERREEE EIRE 5 5
#8 LSA RpV<R/EERFes. 1RHE OSPF B&iZEFEEE, SD-WAN BRZR KM IHIERB,

B E&FThRAS, SD-WAN BERT LUK R EAKISAEEE (LSA 88 1) #1TE, LUEREA OSPF BIREREIAR
EERIZR ARG RERAFUEEH QAT EBERBS. AU TREERNEE SD-WAN &&,

EEBHRbPH OSPF

EREEEDR, BMRE OSPF MEPFTEE SR PBR3 WCCP iE. @I HRAIASHEHLERMER 5 Bk
B 1, RATAIUEKLEEZ, MR SD-WAN BB URRHRABE AKERRKE, HE SD-WAN &R&TREDIKE,
N ¢BfE 2 28 =1k SD-WAN e BanFsa@EE SD-WAN MLk mE. FEFEHIMI PBR 5 WCCP i2E,

B
« DC M5 3 85 L9 SD-WAN i@ S TS BT ARAS

o UnE P EEO AR EH A TIFER.
« OSPF BEEFRBIER LB,
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Firewall

Firewall
T
/ Public 0"""5( :u':::
A
SOWAN \Intemet
LAN
ArivateMPLSY,
Branchl R ]
—
R MPLS

Rearter

MPLS
Roditer

SDWAN

OC MO

1 EEFTR, DCMCN BEE8EBHRIR, DCitBnhE, RERBBSRKFAARENSM LAN 2L HMiLS, 5
WNBERY IP it FE—FRAN S 2 AM LAN, A5 SD-WAN SERMEHIEEEREIRME, HEERXEME
HIES BT |P MUtREY D SRR P ik, P, BRESSRXESIRE%R AR WAN,

Y DC U XHRY, BEBRFAAREMZH LAN LB HMiLm (DRibme97 LAN, Bix IP IFFRRN) B
#%% WAN, A2 SD-WAN &#&,

MPLS m£&+ OSPF Type5 2| Typel %=

REUTHERI, LOBSREREA SD-WAN &EEER MPLS MEHAIELTEIR, TERRTARE MPLS MA&ERIL.

BR1-INET_Router

—. f
4.1 gl T
5.1
172.58.4
172.58.5.%
4.10 ME-BRl_RoutE?; e 5.2
L5 d.00.0.%
e 172.58.3.x 330 Sk 82 172.588x
ot e I LAN
MPLS Link 6.1 6.

BR1 172.58.3.x 1.2 | ME-DC_Router

172.58.1.x

o

ELEEH:

« OSPF 7£[X15 0 By ME-BR1_ E&EH28 #1 ME-DC_ &3 ZaficE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 228



Citrix SD-WAN 11.5

o OSPF 7£X13 0 89 ME-DC_ &8s #1 DC zZga)fd &,
WS

o area0 E£# DCVW #1 ME-DC_Router
o area0 £# ME-BR1_Router #1 ME-DC_Router

o area0 £gy BR1 VW #1 ME-BR1_Router
£ ME-DC_ RH238 L

1. #hn%E 172.58.3.10/32 a9#SERE (AT MPLS #58889 BR1 8944 IP) = 172.58.6.1 HIERSERH
2. #1hN172.58.4.10/32 (INET 89 BR1 s9E#4 IP) % 172.58.5.1 a9 E&

AINERSEETRALE ME-DC_ 28 DC SD-WAN & & 2 BB, MRARIMNEFHFSEE, MCN ERERKRE
ME-DC E&rags, AFMERERREE MCN, XSELEE— MR,

FHSEKBARZ PBRIEH, MEETENEN IP HIIRE, SREEFHNBRENZEHITHEHE, mIERIEREH,
Itt, EETXLEFHSIARS, B8 BR1SD-WAN iREERBAREMN IP B9 R HIEERZR DC MCN EEHNRERE
fEFX LR,

A0 ACL LU Se7E %%k IPhost BEERRSZRRTEIF (MIRGBERBEFHSEM IP)

« 5 BR1 SD-WAN i&& @589 IPHOST B MCN 2888 ME-DC_Router &3, Ti&HE % L EREIAERHE
RN NERSRE, B4 ME-BR1_Router #1 ME-DC_Router Z g8y OSPF #5400 (172.58.6.x) *xi#, M
BRI R, X2ERYXMEOXHS, IPhost &M ME-DC_Router &R FRIE.

o MREZEXMER, MCN KEL%E BR1 VIP B9t iE®% %2 ME-DC B&ihgs, AGMEHIEE MCN HiE
SRR

7£3 BR1_E&MH28 L

% 172.58.3.x ME@ &4 ME-DC_Rou 283 A =T DC AR—ME AR EHZS, NE7E ME-BR1_Router <->
ME-DC_Router 5 ME-DC_Router <-> DC (SD-WAN) 2 ialfERHERMNX1E 1D,

« EF OSPF 10"8/BW MR AE2itH, RARESMAETEOXE, SD-WAN @& BINERRETE
A WAN BYBSZSER B S 2SR R B B3 B X ik E 28, RAIA SD-WAN F$69 5

+ NR ME-BR1 B&E328th3§ 172.58.3.0/24 fERMER OSPF 28! 1 88815 DC (SD-WAN) FIEdi@S 5ME8 OSPF
KA ] BRABRNAR, WRIERATE, FAMBER TRECE ME-BR1 BRHZRAIRE, FAFHEETFHERRIAK
&7 5, FBREMER, H6E SD-WAN @& e nikd, Kagdl (172.58.3.1) O, EH
7£ ME-BR1_ Bsms tF5S, LUEE ME-DC_ BB mKRPEE DC SD-WAN BEH,

XEATHafR DC SD-WAN 18& REHFER, A ME-BR1_ BREHBEAT— 1 Eik Gateway NERRHATTHFRE
ek,

5 ME-DC_Router 3 DC SD-WAN #1 ME-BR1_Router 2% 172.58.8.0/24 MEHIRIR:
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@Ik E, DC SD-WAN I LUERFIFRZEEIFEIEE xR Lk mes, WU TH# LAN 7/, 1R DC SD-WAN Hif
P8, |RhREREHEMZEMIEESE) ME-BR1_Router £/ ME-DC_Router fEX3 F—MXRBAELE 172.58.8.x ML,

SD-WAN #i55=7 (3 SD-WAN) &&&ZE

WMTEFR, $=AREERATUEBIERERELEEER B RKimiaR BB LAN, IRTEZERAERE, NE
REHEFBHEER A, RAREA DCENZRZENEMRREADZNE. WRKY, EfFEMA MPLS2 585 ik
=

WO

MNOMN S5D-WAN Site

p— T m—

1.2 17r481dx 1x1 172.58.1%.x ‘.-f S
MPLS2 @ o F

- 55 MON SD-WAN sits

1.2 LaN
10y LTRSS 17156 5.x
1703832 g0 14.1 5.2
17358 3 310 31 6.1 172.54.6.2 5.2
e iis 41 i
172.58.3.27 ER1 ITLIBAX oot Ruister DC_Rputer
172581
D

mEr UTE SD-WAN GUI =] &1 > i 2.

EerAYRESRER SD-WAN &3 OSPF

1 ARM
Router

MPLS Link MPLS Link
INET Link INET Link
Branchl DRT

N )

OC MEN

OSPF Type5 | Typel 5Er At R EHERBIERREFNETSTAMERES:
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HEHER

ERTLATE Ml > BN TEE OSPF 2%,

Dashboard Monitoring Configuration

Statistics Monitoring Routing Protocols

Flows

i Dynamic Routing Protocol
Routing Protocols

Firewal View: | OSPF Interface v Routing Domain : | Default_RoutingDomain w | Refresh |
IKE/IPsec
OSPF Interface
IGMP
Performance Reports ospf_rdomain_a:
Interface vni-@ (172.58.1.8/24)
P Type: broadcast
Qos Reports Area: ©.0.0.0 (@)
State: DROther
Usage Reports Priority: @
Cost: 10

Hello timer: 1@
Wait timer: 4@
Dead timer: 4@

Availability Reports

Appliance Reports Retransmit timer: 5
Designated router (ID): 105.105.185.105
DHCP Server/Relay Designated router (IP): 172.58.1.28

Backup designated router (ID): @

.8.e.0
VRRP Backup designated router (IP): ©.9.0.0

Dashboard Monitoring Configuration

Statistics Monitoring > Routing Protocols
Flows
. Dynamic Routing Protocol
Routing Protocols
Firewall View: | OSPF Neighbors Routing Domain : | Default_RoutingDomain v Refresh
IKE/IPsec
OSPF Neighbors
IGMP
Performance Reports ospf_rdomain_@:
Router ID Pri State DTime Interface Router IP
105.1€5.1e5.185 1 Full/DR ee:39  wni-@ 172.58.1.28

Qos Reports

EERI MRS BEASE, £F OSPF &S FEEMAR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 231



Citrix SD-WAN 11.5

Diagnose
Debug Logging: @ on O off
Filename: dynamic_routing_diagnostics.log v
View Log
BGP
September 2, 2022

SD-WAN BGP B HIhRE(EITRESS

- EEEMERHENHMFEHE (BGP 3t EbGP) MBAZRL (AS) S.

 HE—AE (FAHRH) IEEERUENATESNMIEN—HMNER BGP %Ki, SD-WAN ig&XHFEMNER
IR, REE/\NEEBEXBKIMENR (3/\ 1K)

o WFENER, ARFTUEES MIXFRE. AS-PATH-PREPEND. MED El%. AFR&ZF USRS

& 10 MNEM.
AE:

Q[AVER AR EETA |GP 1EtRREF IR ER 12,

BEIE

ZECE EBGP, FEEIME BGP MBEEDRM—IFIN, UERENE AS S, =GR SD-WAN 9.2 BLE/Rigss
SAUFNEERN, SERAMFERESTIETNERERTILFERF,

PEEREXAGENSLNS (AT RIT), ERUEEPIEBERNKE,

RESRE

FEFLLIEIN, &R LIRSS SRH IZMEXSRAMNECER BGP 58, XM T CIZERZIRGIF ACL LALEFE R
RUKAZMBEEE BGP Bit. ErRILUEET M LIERILRIER T ER T ATE RS,

BIARBEE <accept> FIARH, ERMIELRIKEBIARE, FIEN.

TRILURIEMS it (BAnthil) . (EARRRE. HEXFAFRLERE, H5OECRIEHIEREN BRI .
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1. %% 55 17 > AN > SSEE Y MERERE RO XiERIRENEE BGP RIEMEE.

ERIUAM 28 > Bl iVCTE R AR ESIERHAEERA WAE G, BATFHENAERIFS NERNAE
X, tRERBESEFHETE dynamic_routing.log %, MzhASEEERIENTE dynamic_routing_diagnostics.log
PR, AT SERENES.

BGP REHRCE

BGP X435 75 B9E& F SRES BLE R RERMA N IS B HH I ER R R BBV ER FRAR Y, @MATIR. BIRFIRMIETIRFEE.
BRI AL BN, BIVERHESR BGP &iE, MUEHMRIEER.

EREEERR BGP REfEEFARAY, HASREEFTHNER LS AN MBS TEMR AR

BGP REBEEBNEN TR T FHENBBARERE BN BGP BAXREHNMSREERM T Bih<H.

B

2EE BGP 2, BSME B > BB > M 1B FRFPEE BGP KZ.

Dashboard Maonitaring Configuration

Statistics Manitoring > Routing Protocols
Flows
Routing . Dynamic Routing Protocol

Firewall View: | BGP State ~ Routing Domain :  Default_RoutingDomain BGP Session : | <ALL= W Reset Session

BGP State

TRILIMESRAAE, BF BGP WHESFEEMH,
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Diagnose
Debug Logging: @ on O off
Filename: dynamic_routing_diagnostics.log v
View Log
iBGP
September 2, 2022

Citrix SD-WAN & & BB RBEMiHH iBGP #1 WAN i##) eBGP:

Citrix SD-WAN & &£ B EWix A iBGP 28ERY, @2 NEXT HOP BEEZ /M eBGP SER, BFRAEMN
eBGP EEEE IGP 54,

BEEEENENEAEMEHRINFINZ iIBGP FiEMERRLE, #5 Citrix SD-WAN M1,
RBRE:

o FFrAS-BEFIZ. Med I XEMN,

o REFFEEMHECLEH OSPF F BGP ZBMRHA L. BARE () M OSPF ZEMBBEEHBF2KRHH
BGP XF A, RZ7FHA.

o RERRARS,

« HEERcERZ 16 1> BGP x4% (&4& iBGP #1 eBGP),

eBGP

September 2, 2022
SD-WAN 5585t eBGP 53E SD-WAN 5@

4%HF SD-WAN ig&rutilid 52> WAN B2 (XA A Internet) 5 SD-WAN €&H 55—t (Site-A) BI5HY,
R EHE SD-WAN & &ML= (Site-A) kX Internet &3, M&HE SD-WAN Bk =] L@ 55— SD-WAN 5
Site-ABfEih= A BIEIREUR (W= B)o thm B KkB&E SD-WAN & &ML SHUREFMEER Ao

{EFEPARRZH eBGP 72 SD-WAN sz B #1TiE(E:
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% Virtual WAN i@ &{H7EIE1TH, MMERZERNEDREZELEN, RERBREFS, UESTREM R FM i

TERE.

FRI5ER

September 2, 2022

FHRPNBIWER, SIZVMERIAREMEIERO. EIER O SaaS MEREF LN BER. NAERFIREINEE
AFEEN. EFE5|ISHAEFBTENME, Fli0, HoZihm EMNBAFERAE SaaS HAREFE, REQ
LRk, UEDZNMELERESE Internet £/ SaaS NBER, MEEfEIEIED .

Citrix SD-WAN R¥FETE XA FARSHIR AT RE -
o EIMERTR: LIRS EEEMBREFIRE. EMBREE/M T WAN iz EaZEEE. ©H—4H WAN BiE4H
B, FITERA SD-WAN H Rz ialieftE RS RARERS. SD-WAN REESMRZMNEM ENENLSE, Hign

FEFEWBIR AR KM WAN FiF, EMBEAIUREHSH (BAEFE) oS ((XHHE SD-WAN k&2
ERREAFEENRENAFE .

o Internet . IRSEERIILSRSAH Internet LR R ZEINRE, Internet RE&EHE, HRERE
BY, SD-WAN &3E33TFEIEERZM Intranet TEMEEIRE Internet FEXREHEEF .

o Intranet: LIRS EEHARTEX HESEINBFEHTEROSIRIBMTE, ABMRERETE, SD-WAN
B ERERREEN TEMREZRXENERRHELTFEREEFTR. TREEBERT, IREEMRRLEE
Intranet EiR, M@ BT EMNERFRERITRET LA Intranet &=,

o At WARSEESHEMRSALENERATE, SD-WAN ZBEKIRN L E AR BNRE,

« GRE &@i&: tARSEELE GRE ®EW IP &, H5IRECER LAN GRE @ELE, GRE @ENREMREERE
BECE SD-WAN iR& UL IEFHEM LR GRE @i, 3 FABMRSEE GRE BERRKE, Gateway BT
7 GRE BEREEFMZ—o

« LAN IPSec &i&: IWARSZSEIELTE LAN IPsec @iEm IP g, H5utaEER LAN IPsec @B, @it
LAN IPsec i@&zhaE, &aTLliE SD-WAN & & B ENL IEBEME WAN 1% IPsec @&,

BEROTNRREFNRSES, YTEF— I HIEEES LRFINARERF. &Y, —BEXRAEHTOXHBEENNAER,
HIEERET IP BERE, WERABNNNABEFRE, BEFI5NARFNRXEKN IP FRMEORERE—D
$EED K, £ DPI DEBHNHLDRERMAFKED |P in O LEKREREUX LR,

EEENAREFRANSITHE:
1. 7£ SD-WAN GUI 1, SiE &1% > HKitER.

2. M B THIPIRF, EF NAEFER.
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A UEFEUTRIMER:

s NARFWNR: NARFNRIET,

o WX IP #hit: GRE BEARSSRENNAIEFTRERMX IP ik,
o BRS5: MREIEIN AR REIARSS XK,

o DA IR ERFRTERIB MBI,

o AIiAR): AR BEIRTS.

o ThER BARRIE R,

o XKB ERBRHRHSERMSBEH.

o RS BRERBIMLSER.

o WP EAREFREATSISRENRE.

s FEFN: LAEFRARSHERBRERE.

o HRRE: ERATURENREEEFAEE, BRREFTLURRZE. MXTEE,
o BiRE ABREERFTEENE,

=z

AR

EHFIRAEYF, BTNARFRY. LARFNRAEXNLELEBNNBREFTES S,

HPEHER

IZNAEFREGE, ERLUER BN BOWIANRERFEERRB I FHEIRS.
EEENAREFESIEMEEEITARS, BESMEILTUmE:

- UL > GEiHE S > RIS

. UfE> R

. UEE > U
MRAEEMESNEETH, BERTUNEETRE STS BUTIRFE, #5 Citrix BASIBAULE,
FILUER BB > RYHA > LU > LIRSS @A TE STS &,
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2232 pUES

September 2, 2022

NFBAT “BHEF” B, Citrix SD-WAN FJLAE iz HHLE SD-WAN i@ S4B ME, mAESM
ERFTA KRB TER RS,

o S ik BT EE % HkR £/ OSPF 71 BGP thiE T 157E LA & KR . SHmERMANZEE
BEESERA N QS SD-WAN BB UIVARIMMN, BRINERT, MEREHSAHEER.

o SATIERATEIHAFEZETRELRRSFHEM OSPF M BGP MEZWMERE, SAMmESRANZER
SRS SD-WAN BB EHERE 2 s FUR BB, FRINER TASNEMEEH,

ERETRIETE SD-WAN WL (BUBHL/HZME) i LAN EREMEMEEERE LI, Hi@id BGP f1 OSPF #i&
FiEEEI3E SD-WAN WL,

BRZAUEE 512 MFHFESM 512 MEARES. XRSMARE, MRS RBEERE.,

Eg E 5[ IE\

September 2, 2022

ReE A EMRATIEI, RAERFETHRBHRPRERERH, BHSFTEESH CPU. RENHEERRRERK
RIRREARHALEIP ST IREH, ERILUER A3t 1 E7F RSAVEERERH, HERASAHRI T —THRRILE,

B

MCN EEEMCSREET EMRELEED L, IREEDXNBARTLIERIENRIZFAES, FRE
Branch i=#lERk. XFRRESR MCN Hl Branch Z BB EIAREZE AR
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Dashboard Monitoring Configuration

System Status

Name: BR1_VPX

Model: VPX

Sub-Model: BASE

Appliance Mode: Client

Serial Number: 5f4519dd-e39a-d3f6-24a6-6bale6578d2c
Management IP Address: 10.105.172.7

Appliance Uptime: 6 days, 56 minutes, 1.4 seconds

Service Uptime: 6 days, 50 minutes, 39.0 seconds

Routing Domain Enabled: Default_RoutingDomain

Local Versions

Configuration Created On: Wed Sep 2 11:15:54 2020

Software Version: 11.2.1.53.864510

Built On: Aug 25 2020 at 19:02:21
Hardware Version: VPX

OS Partition Version: 5.1

Virtual Path Service Status

Virtual Path MCN_VPX-BR1_VPX Uptime: 6 days, 50 minutes, 19.0 seconds.
NREPEREXH, 157 BB > BE/ B TRERRE,
MR TP RPER U T X2 —#THIE:

+ SDWAN_paths.log
+ SDWAN_common.log
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Dashboard Monitoring Configuration

= Appliance Settings Configuration » Appliance Settings > Logging/Meonitoring

Administrator Interface

Logging/Menitoring Log Options Alert Options Alarm Options Syslog Server HTTP Server Apgplication
Metwork Adapters

Net Flow View Log File

App Flow/IPFIX

- Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.
SNMP

MNITRO API . I—l
Filename: SDOWAN_paths.log W

Licensing
Fallt Filter (Optional):
Fallpack Configuration e T

+ Virtual WAN View Log

N ReF

September 2, 2022

i EEDUZ Citrix SD-WAN 15 EDhRE, XM FRERERER, BEINFESHMNERMIEN, FERMIEEDR
EREMMYEREH, THUAEREESR Citrix SD-WAN &EHNAMES, FERAMANENETER,

ZIERER

September 2, 2022

ARBHEN T —NSRENSUNE. ZBR, FREIRPNZSERELRXISRA, SHRAEACEER IGMP hil#
TZBBEENENMEMREEFZNS, IPES. RS, P BANIIS NS ERSRRAN—EE KR, #
Citrix SD-WAN i&& F BAZEHEN, ZRERRLSEEHRS.

RS E AR

ZEMIEE AT SBFRRBCR B EARNSBERE, ERETRINSHE (SSM), ErLUEERRNM AR
BRENF. CHRERBRBNARENRESERIVRNOITE, MEOMSESER. SSM R T HERE S AIEES
REREFTERNZRMA, FEIHRERGRICREENRESNRERRHR-—ITR2R.

UTFHRINERT — M9 2o S ENF A S BRI RAMEER O —MARERS 28 (172.9.9.2), SERSEBIFEA
(232.1.1.1) mAfEHRE, BENIMAL, SEBAE ERNEEREMEPLABIMNZARFTEER.
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} =r

AR

Zf§ SSM T, AREA IP %7E 232.0.0.0/8 SEEIA.

(<)
Y/
G/‘/Ip
~
Router
Multicast Receiver-1 ’14[,/0_
s Membership report > Membership report =
—— } EEHEI |"(J Virtual path Qj
SD-WAN P L—/
Router Router P
€ Multicast stream Multicast Source Multicast
< Multicast stream Streaming

Server
(172.9.9.2)

Router

Multicast Receiver-2

1. ZERUNAIEX IP IGMP IIAIER, EREBNAEENAZSBAAFTENRZRSZER. IGMP EEEE 2 1
B, BPARRIRMAE (S, G)o IGMP kit 3 AFAREIR LR SSM iz ik — LB B15E Rt SSM 8
YHE S BETURBCR BB E ZREIRSHB0A, HIRBtitRZEE 1R JOIN iBRE—82 2R H. FIRFElH,
BEEXEEIR 172.9.9.2 KL IGMP v3 BXIZIEK, Z7IREER 172.9.9.2, ZyI&RI2@A 232.1.1.1
RIXZ BRI,

. HHE Citrix SD-WAN sk B XIS IGMP 35K, HISHEIRAMAERRS, ARBIE
BB HREEEIEP O SD-WAN i&&,

3. #uEH.O/ Citrix SD-WAN g &iBd B R ERMAARREHBHERLESER, NMEILITHEBE,

4. ZIBREBTEMNRTESBRICHESBEEA.

EREERENSEREL D INEMEBEF O Z B ERIMNEMER, Citrix SD-WAN &R HERNREE ZE
MMERT WAN FRR LR T WY,
EZH

BEESE, BERMBRIER SD-WAN i2& EHRITUTEE,

1. QRS RBAE-HSBARMBIRN IP tilt, WFRIFENSHE, ARBA IP #A7E 232.0.0.0/8 TER,

2. BA IGMP &= L% Citrix SD-WAN iR &EEH IGMP K12, LUERHEATLEREM IGMP 4@

BiER. BHTRREZE, FEIGMP V3,

3. EX LTRSS - RO IGMP RIZEEBE R BIROA SRS 1ERAT SD-WAN %%, LURIFaRE.

TirHEOfE IGMP RIZgEBEREITEREEENKMFEERIEN.
Rig &M B Mg &R LN T ERS R E.
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L)

IGMP %:it

HEREWS REMANABKE, BrIUERE LM 5T > IGMP TEREWASIFAER. BrIUTRIGENEREE
EEBRER.

TEZESRT BRI MLD MUKk A FERZEAmIAESEE RECV, ZETUETEEE IGMP/MLD BR %
HER.

Dashboard Monitoring Configuration
Statistics Meonitoring » IGMP
Flows

Filter/Purge

Routing Protocols

Firewall ‘ Refresh ‘ ‘ Purge IGMP Group ‘ ‘ Purge IGMP Stats‘

IKE/IPsec
IGMP PROXY Groups
IGMP

Max Groups to Display: | 50 ~ | Service Type to Display: v H Refresh |

Performance Reports

Type Name Group Filter Version Packets Sent |Bytes Sent
Qos Reports

HOST  VIF-1-Bridge-1 232111 INCLUDE  IGMPv3 4285 6418930
Usage Reports

Total Groups Displayed: 1 out of 1
Availability Reports
Appliance Reports
o v IGMP Stats

DHCP Server/Relay

Max IGMP Stats to Display: “ Stats Type to Display: | MEMBER + ‘ Refresh ‘
VRRP I

Type Description Value

PPPoE

MEMBER Add Member 1
DNS

MEMBER  Remove Member 0

MEMBER  Current Member 1

Total IGMP Stats Displayed: 3 out of 70

TEERTEX IGMP/MLD REBAMER. EEDUEE IGMP/MLD RIBASIHEURFERARA,
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FiC & R DA BB 12 % FR B AR

September 2, 2022
Citrix SD-WAN 3z#FLU T S #dEH O E AR X AR R1G5RIIEE,

50, fRig SD-WAN MEZBESFHNEEIEFRL, —MIFILE, S—MIFEM. EFEILEMXHFAE L RETIEE
IEPORBRE, MEUMAIFRE LSS ERR IERRUMN SRR . LAAT, 7£ SD-WAN 9.3 MIERhAH, Rzt
FOEEIEE, XEET5INEMER IR A AR E A,

o EINRRIZRREFTIH: &R LU MIZI2 S 3R EX RS B B AN N 2 BE R FF S R VS N INBR IR EC B B INBR 1R BR B FF 3K
LteThEE=E WAN ZI WAN #2& R A K38 sk bRo

« OSPF BB BMAERLIBIESNRiERPEA £%) OSPF BmmM4kRS N\ OSPF B4z (KB 1E
8), ERFIREFEDERE OSPF BEME, MAZE SD-WAN B, Z#FmiAs 65534 (fiAE 15) Maiads, B
WA MIZAZ 0k TR B EH B 2 A R A BR 1R B EH FF 86

« BGP-¥ SD-WAN BBfFH (E#DE) 2 BGP XF R, EIEAI LI SD-WAN B BYEE A BR 12 B8 B FF 55
E#% BGP MED &, XAILli@d el BGP REEHASMBEN “OUT” FRNAERAENBERE.

o EMEREAIUE SN EAEMIERBENRR. G, NREFEEIESEMBRRZERIRSHOZ, WAk
BERFRESZMRNEINEEF, — M8 DC1 WESEE, 5—M&E DC2 MEHEE, DC1 AAuE—7
MCN, DC2 sJAZR—it3E MCN, HEAUEREANEEHSEMBENS — N ibR.

o B8N VP BRARAARINN 1. EINBREBAMAETRRAS RIS MEMRFEAXEK XFBTF&Ed
REEMER (MABENGREE) BIFBETIR/ER. 7R, RITTLURERERENEEEER O,

o RFES VP BVINEEREEME (FII, 1-10).
o BANFEMBEAHMNESMVFEREZNEMABEDR, ISREHEED, 25850 ERIBIEE.
o RERSEMBRENRAGIE T ESEPARRR,
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AR

VP BER AR 10.0 Z AT Rk ARFEN WAN 2R AHRTE WAN EE M4, £F WAN 2| WAN #%
ERANRBRARGIEIEMA VP BAMARERMW, RAEEHEEMA 10.0 B, WAN HEAREHFER,

AR

BHAXRET T EBIENRZERI DX RNR N RESNERFRINARE, EFHELTRENEMRZREFT

o

EWERAM A AR BRPERNRE, ESNEETFRTHEE > 5t > Bl BEMAEMSRREEUER—

TEH# TR,

TEERTE—REMNEHRERANRER, B0 172.16.6.0/24, RSHIK A2 519 DC-branch01 71 GeomCN-

BranchO1.

Monitoring > Statistics

Statistics

Show:

Routing Domain : | <ALL>

v| |Purge dynamic routes|

Route Statistics

Maximum allowed routes: 64000

Routes for routing domain : Default_RoutingDomain

Filter: | in |Any column v|| Apply |

Show| 100 w entries Showing 1 to 18 of 18 entries

Routes ~| [0 enable Auto Refresh |5 | seconds | Refresh Clear Counters on Refresh

First | [ Previous | [1] |

o & REHNES FH 88 TUR 1Y

September 2, 2022

Gateway g
Details* Num | Network Addr [ Service Firewall Zone Reachable Site Type Protocol N;‘ﬁ:::r Cost C::‘nt Eligible E“.?;I::"

Address
'1 0 172.16.60.0/24 * Local Default_LAN_Zone  YES Branch0l1  Static - - 5 0 YES N/A
+| 1 172.16.61.0/24 = Local Default_LAN_Zone  YES Branch01  Static - - 5 0 YES N/A
'L 2 172.16.41.0/24 * DC-Branch01 Default_LAN_Zone  YES DC Dynamic  Virtual WAN  YES 10 ] YES N/A
[+ 3 172.16.40.0/24 * DC-Branch01 Default_LAN_Zone  YES DC Dynamic  Virtual WAN  YES 10 0 YES N/A
+ 4 172.16.6.0/24 - DC-Branch01 Default_LAN_Zone  YES DC Dynamic  Virtual WAN  YES 10 ] YES N/A
[+ 5 172.16.4.0/24 - DC-Branch01 Default_LAN_Zone  YES DC Dynamic  Virtual WAN  YES 10 o YES N/A
+ 6 172.16.3.0/24 - DC-Branch01 Default_LAN_Zone  YES DC Dynamic  Virtual WAN  YES 10 o YES N/A
[+ 7 172.16.2.0/24 - DC-Branch01 Default_LAN_Zone  YES DC Dynamic  Virtual WAN  YES 10 0 YES N/A
+ 8 172.16.51.0/24 * CeoMCN-Branch0l  Default_LAN_Zone  YES GeoMCN Dynamic  Virtual WAN  YES 11 0 YES N/A
+ 9 172.16.50.0/24 = GeoMCN-BranchOl  Default_LAN_Zone  YES GeoMCN Dynamic  Virtual WAN  YES 11 0 YES N/A
[+ 10 172.16.6.0/24 = GeoMCN-BranchOl  Default_LAN_Zone  YES GeoMCN Dynamic  Virtual WAN  YES 11 0 YES N/A
+ 11 172.16.4.0/24 = GeoMCN-Branch01l  Default_LAN_Zone  YES GeoMCN Dynamic  Virtual WAN  YES 11 0 YES N/A
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FEIAER B TTARIMY (VRRP) 2—F/ZERMIMN, AFRERETSR, LUEMESRIARBIFRREGH SR S8,
@2 VRRP, EAJLERERMHES M EHBUTEA— M. AR THEE— P ED P st — N EI MAC tiaksy
BABIAMK,

NREEEMR/FHEHBHIMNE, SFHRA[EBEE, 7 VRRP REF, TRHBASHRBBLETAELN
VRP #iE8, MRFBABFILELXREL, EHBRHFFRERRITIYSE. NRELRBHARKEES, SHKHS
BB ER Bz,

VRRP $8E 7T —M&#d12, HPMARARSNRASFMANTRASE. WREBB[ONTRER, N IPtutESEA
SN ERME. HRAELTENRS. WRERSBRM. MBHSMNANNEREBZIEAA, WEBRE
EUpusESNLEN

VRRP BJ@RE AT AERIARRE, MEFES MR HEN LECENSK BT HR LMD

Citrix SD-WAN hit7s 10.1 3285 VRP hs 2 FlhiiAs 3 SEME =S RERERE, SD-WAN g&FHFRMAE, HF
eS| SRR 2 EERAEINEERS, ALUEEINED IPEEXN VRRP IP, HEIEFohiEMARIEERNSTWER
H28E9{E, K& SD-WAN &&FfEE S VRRP ARS8, T UELE R A EFRIE ik,

TEMMEEERT Citrix SD-WAN &&MEEE S VRRP A EEHE. SD-WAN EREERFiEE. MR SD-WAN
REHIENE, SNBHBKESVRIZE, URERLEFEIE,
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@

]
|
; VRRP G
i ===
|
|

4 Router
Citrix\SD-WAN
N |
e .
U OUOUuUony
Data Center
VRRP %:it#uE

fZa] LATE 1547 > VRRP T&% VRRP £t R,

-—ea o e e .
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VRRP Instanses

Routing Protocols

Firewall VRRP ID Version Interface(s) State Priority Virtual Router IP Advertisement Interval Enable Disable

IKE/IPsec 20 2 LAN-7 Master 250 172.587.100 2000 ‘ Enable ‘ ‘ Disable ‘

Performance Reports 245 3 LAN Master 200 17258520 1000 ‘ Enable ‘ ‘ Disable ‘

Qos Reports
Usage Reports

Availability Reports
Appliance Reports
DHCP Server/Relay

VRRP Protocol

A AEFUTRITEIE:

« VRRPID: VRRP 4 ID

o hRZAs: VRRP tiYhRZs,

« #0O: BT VRRP B9E#HEO,

o K& SD-WAN ig&ER VRRP RS, BERETRERTIZEEEEMD.
o 554 VRRP 4889 SD-WAN g &Rtk

o EINEREHZR IP: VRRP ARYEINEREH 2R [P itidt,

s ¥XRiEMR: VRRP #E&ASAE,

- BA: EEFETA7E SD-WAN &% LB A VRRP %41,

o B EFIETA/E SD-WAN &% LA VRRP %41,

PR

o (NFERXEXERZE F32H VRP
s BRZAUREN VRRP ID (VRID).
o %K 16 PEMMKZIZEOTIUSS VRID,

=A% VRRP

@I FIA SD-WAN WL RS RTAMH VRRP Thee, el AR E R MEENNEMREFE, EXoh/&RABFHIH
E—3¢ Citrix SD-WAN & & UK & AKEAE, LA VRRP H, WARTAEE—PEM IP #ikfl—N S MAC #
HEEY RN ERIARI Ko
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_ A~

Citrix SDWAN Primary

HA link

E=—Tml}

Citrix SD-WAN Secondary

WAN
MPLS/Internet/VSAT

Data Center

VRRP Group

1

I

I Router
I

\

TR LEREEN 2 1261

F—MiER: SD-WAN LiEr A4 EE% I 23%E T VRRP & )i%11+8723,

FAHABYIT AR TE VRRP Y1 Z AR £ SR MR, BUREBHEUREMBYER SD-WAN &%, EXMERT, SD-WAN
BarfER VRRP A6,

FMER: SD-WAN LEABH#ELTE1T8483 AT VRRP SE1)iitBYE8,

MHAARTT AR R E VRRP IR 2IBR B B3RV, BNERFRZ3ZL A VRRP Master, MERIGESEHIRERMEE, £
SD-WAN i&#&.

B2, —EERATIREL, SD-WAN BEBEXmK A VRRP 41, B2l REMERELHMAYER SD-WAN &%,

EXSUAUNBRANFAES, FEH TR

LAN 73 ER R FR < 5

September 2, 2022

SD-WAN #RAERRIREERE T E—RENFELR ZEISEHBEM 7K. REIRFIH &P FEMImAT A VLAN BIiER,
FHELHEM SD-WAN IRERRIEE AT TR BiEEM E AL LAN FEE (VLAN) BE2E RN,

LRThEER B EFATE SD-WAN FRRRIE & PR INEE A1 & (VRF) RREMBY, ZRIRERAM LAN 53 7]
IHIEIB9IZAE P sthakSEE, It VLAN 2| VLAN BRENASBE A ML E ZEIRER I W EMEZIER WAN (B
FONEIERE) o

LEIHREM — G2, WAN BIERE TSI VLAN Aty T MEFIR#H1THE, HiRHER—LXE (VLAN)
IHIEIAPR AT LAIAIE] Internet B9 DC i LAN E&, MEMANRTRET RIS LK IHIEIANFR,
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E& R B)IARSS

September 2, 2022

Citrix SD-WAN R EERRAENMEHITOR, NMHREZLENS TEE, CARHEE, EENETHNRE
RUILFRRE. SMRBEH4INECHNRER, B2, ANRIFTEERENZERERE. F0, MRITEIH. TN
FMERHIRSZHBFHEZRSRES N BB AE. EEREFRRBENBFEEHREZRS, FERBESE,

Citrix SD-WAN $R{#F BB HEERS , ATEERAESNEHRZBH TR ZEREREER. XERFREN
SERHRIRMIERAMIR. BRSO —S ATIRERE. FHAERE NAT £,

Inter_Rouing_Domain_Zone 2— MM AERX 5, BINERTOIE, HIENRBEINRSHNHAEXE, B
FEREBFSIE,

i

TRILATE AT > B ALt > SR T E R AR AEIERS NEEN SBISITHER.

Dashbaard

nnnnnnnnnn

ECMP 7151

September 2, 2022

EMNZKR (ECMP) AAFEESEREDERERNRE. BIFMRS, EERSIEHIEE ECMP AFHFRERE
ZEHITRETS, BABURT ECMP AR9XE, fld, RIgDZNEMEIER O ZEIAERE WAN FERAIMLE,
BEmAER. £4L, ER—1 WAN SEREQ T ENRS, S—FNRATFHRIERS, wUE&MEE. #/HECMP
Groups, ERTLUEIXLE WAN $ERRASTE—EE, HFAPE LA WAN i ThRTFERE, ECMP AZ%a#H
fx:

 BIZFEFENREDHRE,
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o XEFATBHE.

o MRPEHIMMIE, FREMNSEMIEM ECMP 5ERE, ECMP =245 IPSEC/GRE @& _EHERSER A,

REIXBR R AN BX M AR S5 385 ECMP fa# ¥ %, ECMP ARELICEERNEX . BRZAIUEMERENX 254
ECMP 4, ECMP HF & ECMP £HMBEHMNSAKEIATEIREMIFAIELE, Citrix SD-WAN ZHLUTH
AR ECMP 4H:

o F/BHE P it SAMRFRRINERDIE—BIAH WS, ERERSMAN WAN 5 2 81T 5 8T,
o RiE —PNEFARERIIBTHERSIRIEN ML, JTELIEERSFHAE WAN 555 2 817 52 3T o

251 ECMP 518 F 1, 578 SD-WAN Ul hSMZ i 1% > it > B, SAEER ECMP AR 3ISERER,

Statistics Monitoring > Statisties
Flows
Statistics
Routing Protocols
Firewall Show. Routes bl & Enable Auto Refresh |5 v|seconds Stop Clear Counters on Refresh
IKE/IPsec Routing Domain : | <ALL> v| |Purge dynamic routes |
IGMP

Route Statistics
Performance Reports
Maximum allowed routes: 64000
Qos Reports

Usage Reports.
Routes for routing domain : Default_RoutingDomain
Availability Reports

prmT—— Filter: | Tonowhere in| ECMP Group | Network Address Type: | ALL v| | Apply

DHCP Server/Relay Show| 100 +|entries  Showing 1 to 4 of 4 entries (fltered from 35 total entries) First | | Previous | | 1 | |Next| |Last

VRRP Details* Num ":‘::l"‘ GZ'.ZT,ZZJP service Firewall Zone |Reachable | Site | Type Protocol “;ﬁ::’f’ Cost C:-‘n‘m éfx: Eligible E“g;‘;'f" Eligibility Value ‘

PPPOE ‘ 6 6660/24 New_Intranet_Service-3 Intranet_Zone  YES BRI  Static - 5 0 Tonowhere  YES N/A N/A ‘

ONs ‘ + 7 5550024 Intranet_Zone  YES BRL  Static s 630 Tonowhere |VES Path BR1_Inet1->DC_inet1 ‘
‘ 8 ssso24 New_Intranet_Service-4  Intranet_Zone  YES BRL  Static - 5 315 Tonowhere |VES N/A N/A ‘
‘ 9 4440724 - New_Intranet_Service-4  Intranet_Zone  YES BRL Static - s 0 Tonowhere  YES N/A N/A |
Showing 1 to 4 of 4 entries (filtered from 35 total entries) First| [Previous | [1] [Next] [Last

ETROIEIED, BRMNEIRSTEELHE ECMP AMFAEKRAEIEIEZ ECMP A —2849, i, 6.6.6.0/24
#15.5.5.0/24 £ ECMP A TR £, BER, REMHAEHXLZ=E45IP 5.5.5.0/24 #xExZIE— ECMP A
New_Intranet_Service-3 #1 New_Intranet_Service-4 > al# {7,

=

AR

s3F SIAF Zscaler BRSS, &mILUER ECMP (E50/E5)) EMEK IPsec BERRE 2 E#1T hHI9E.

g ks

September 2, 2022

AT ED ZET Citrix SD-WAN SEBEH—R L LIER,

Citrix SD-WAN =215

ATEBNBEESBAIREF LY, Citrix BINEBRUTZ2REE:
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. YERS
« RER2M
. MBZRE
o THAMERE
MUT PR E AR M 7 B X NAEAEE SD-WAN WAL 2 ERIFAES .

o |Psec i&i&
o BHAE

IPsec i@&E&1E

September 2, 2022

Citrix SD-WAN 3z #¥ IPsec E#ER1E, FE=7Hig&EBLIE Citrix SD-WAN & &8BEM I MK IPsec
VPN i@i&, @I fEA 140-2 45! 1 FIPS JAERY IPsec MNZ Z# &I 4, AILURIP SD-WAN && Fibm3iq= IPsec
mELLE,

Citrix SD-WAN &z FERFEER M E IR R BB H 803 M IPsec BB,

== =Bl =
MDD SDNM

Secure Data Transmission across the Virtual Path

BEEIRFI

o M SD-WAN 11.5 hk7siE2, FrA IPsec @EE B IKE i&B# R aE&EE Citrix SD-WAN Orchestrator
REFEX#, B*x Citrix SD-WAN Orchestrator fRsZ IPsec/IKE BEBEBMIE S, 5517 IPsec RS,

o Citrix SD-WAN z#5@53 IPsec i##%%) Oracle =EA1&HE (OCl)o

Citrix SD-WAN 5 AWS Z5iR XIS

November 16, 2022

Amazon Web Service (AWS) H# % IREFEEFHEBIFEHTIREMME S (VPC) REASHMLLIERE T H M
*. FEE AWS BT ITEAEHEERIEM, T LM KAF Amazon VPC ¥ EBMLE, LR EIEKMPS K,
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WE, AU ERENSEEEEZE—X Amazon VPC, B2, BEi¥% Amazon VPC ZiEIM a3 miElE, MTiEsd
BIREEERE, Wottsmas R BEER, FaEE, SEEE AWS VPN EERE1 3289 Amazon VPC, H
VPC $hEMEIZE MY, RS RTREIEEREN, MAREHRITEE,

£/ AWS Transit Gateway, ZRFEOIEMERM AR XML FHE Amazon VPC, Z#i#IBH OIITIE
DRENBEDERE, Transit Gateway sEH— LSS, EHINAEMEEENMNE ZEREARE, XEMENIERE
MFER, XMELBNIZEXEZR/ U T EEHBRRTZENRS, BASIMERFEEET Transit Gateway W
%, MABEZIFMBEEMME, EaFH VPC BEEIERMX, HENHEZIMEmMXMAEEMMEER, X
STEENAEEEE UEEERNIEKELT RS,

REECWHMREZHNA. RESMEMISHEIBI IR, MIERIREEE SD-WAN, USIMBEFEZNNAE, H&
AXMRAFREEEEIZRR. #A Internet FHRSHBRNEELIRTANSE, BoHREMEBEUENUENRA
FSEFREMKNEAREERK, @IRFZHE. AWS Transit Gateway &L EIEE XT 7 XMER, W,
R AWS 89 Citrix SD-WAN FFafl@Eid sk Citrix SD-WAN %1% & AWS Transway Gateway, % Citrix
SD-WAN 5 AWS #HIMXEEER, MMAEBIEMEIEREIEEMXNAE VPC NAFRERSRENER,

2% Citrix SD-WAN 5 AWS ZiR X &IPSR

1. Bl AWS REMX,
2. ¥ VPN EE2IFmMX (BA VPN 56 VPN).

3. ¥ VPN EE3EEENEmMX, EF VPN Ry SD-WAN ih=iF PREM EA= (AWS. Azure = GCP)
#,

4, &2 IPsec @& 53k A Citrix SD-WAN 89 AWS {58 mM 22N RMAENY (BGP) 3%, LT EESIFE
R%EImLE (VPC),

Rl

ERRGIRM D ZIFREM AWS BB (FEER VPC #) B9%IR. A AWS FERXEILLRE 2EEEZIE HK KR
FRE VPC, MEFLIE BGP BB, ELIULEN, BHRITUTAEE!

o M3 M# Citrix SD-WAN & &EL T AWS EHMXM IPsec, EIIBER EH, BELTEIREBTEN
SD-WAN %, RAREEES IPsec #17,

o 12 AWS ##BE Citrix SD-WAN &, HiBdEMBRFEEEERSIER 4 Citrix SD-WAN &€&,

TICEFEWF L, REHRFREEIEHMXN VPC, MEZFoHEE AWS THRIEH.

ﬂl IM'KA g
5o E==—TiiI} VPN
W

e SD-WAN
LAN Hosts AWS Transit Gateway VPC: 192.168.0.0/16
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AWS FERXECE

Z6)# AWS Transit Gateway, 5&f12 VPC i=HIER, AREEIF ERMX B9,

1. REUTERESERREETHFEMXATR. #25 Amazon ASN kS, AREE SIRIEMX.

~~~~~~ ==
REMXOIETAE, BRUERRESA “A1 A%
_ e e
Q Solct ) 1 —— iy 110 1af1
o tame Transit Gateway 1D -+ OwneriD - st
|l - -0 T 2T Babcl SS0METIT00
L_§_N-

Dafault propagation route table

2. HOIEA XMXMF, ESMEIT HRX > REMXHE, RESEE QIZREMXHEF,
R Actions ¥ e

Q See " 1 Haone found

Gateway Aftachment buton o creste your first Transt Gatewsy Attachment
Creatn Transs Gateway Attachment

-

3. NTHIFIRAPEZR SR PENX, AEEFNEREERN VPC, RUMGRITMNE, AEEREERTICEN
ZHMXEI VPC ID, ¥ BahikiErmiE VPC R EHP—NFW. B SIZWH K VPC MNEIHEmM=X,
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-

5. 2{EMA VPN ¥ SD-WAN EEZZPEMX, EMTHFIRFERD ZWX ID , AEERF MFEE £ VPN,
HREER T IEMBIERMX IDo

w@idiEft SD-WAN A F IP st e H BGP ASN RS, & VPN ZERMX. 2 M UERF
W XERE VPNo

s e 8 8 |
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7. EEFPMXT, SD-WAN ZFRXFiEREihS VPN EERIENEREIFEMXH VPN N—E2e1EN, &
A LUEE SD-WAN BEF WX S51IhEFAMXE IP stiuk—iE ek, Ztsbix SD-WAN &9 WAN 3R F IP it
ik,

Fie oy L
Q) Sokoct a VPG o |Gk Pt L e et mtnates o1 swach by e

B Name - B - State - Type il - BGPASN - Ve

W SVENGW el TeRTIT nlatiy ]ml SLIRLNE2 5501 I

- Cusstomer Gateway: cm 07 1230013

[y re— Doty | s

S-to-S VPN

Comactn

i B cw ITTTEZNTRETIT Bste sty

o VI Lingponts wor s Pidkiimn
S TRANSIT GATEWAYS BOPASN 03501 wee

Transt Gascwars Cartcain ARN Davice.

Trmit eswaray

AmachTeoes

Trmst Gatwarary Flous
Tain,

8. S BlIhREIEER VPN & LITH SD-WAN ZF X VPN ECE. HWEEXHEESH IPSec @@=
BLUK BGP 33FE2. M SD-WAN ElfEiaMXziatliZmsximE, UEMTR.

ZrIAE R SD-WAN $#RBAE |P tlHRELE S & - WXt

Authentication Type  Fra Sarse Koy

9. B THEE, ARTH VPN EEXM. &E&F HUB. Ta Fh BREIN 04 (Fh HEEEX.

Download Configuration b4

Pioase choose the confguration o downicad based on your bype of customer gatoway

T —
- ez

Sctwars [Vandor Agronis |

THHNEEXHESUTER:

« IKEECE

« AWS F#ERXE IPSec BB
o BEEORE

+ BGPECE

IERERFHEN IPSec BEULIZTAMY (HA), 12 SD-WAN FEREXF MEERRN, BEHELEEXH
MEERR. BEERAUTRESEUMRSE:
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I[@% IPsec @] (/en-us/citrix-sd-wan/
current-release/media/two-ipsec-tunnels.png)

7z SD-WAN _tECEREBMARSS

E3&1 Citrix SD-WAN Orchestrator BRSSECENERMIARSS, 12 IR S,

AWS 59 im R
1. EiE AWS £ IPsec @ERICRE, ESME EMEANSE (VPN) > ih=3ihs VPN &%, TUTRER
HEHR, TAIUEREFRAMALRZR SD-WAN $55A% P ik, EEERZMIEN TiEE,

BERBE2RA UP, ok, ATLIRERE], AWS EM SD-WAN %357 8 1~ BGP ROUT S, XEkE SD-WAN
AEBSEIT AWS FRERMXIZIEE, HEEREE BGP XIREEH,

B cotpunion] i :
[ crote Vo Connecton | o @
e ——— Wi

e e e e B e - :
: AL
VPN Connection: v Tt VORADNS L1k}

»»»»»

2. 1R#E SD-WAN ETFHMEEXH, ESE _FEEHEX IPSec # BGP #4ER.

BJLATE SD-WAN Ltz S5mFBEEXAVRES, WTFR:

3. AL AWS EisiESRHMEERXERE, WK

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 255


https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/site-level-configuration/delivery-services.html#intranet-service

Citrix SD-WAN 11.5

R ovwscsd contgumtion | Actions =

. o - VNI - b Virtual Frivans Gasewary
B OSDUBNVTN v Ceidtde 1A et i
VPN Connection:
Uetas  Tunnel Deasits
Semas

WMEEE IPsec BEiE

September 2, 2022

EEE IPsec BERE, BHRITUTRE:

1. Sz iE > =P WAN > EFEE.

a o

il

L}

Cumtomer Gateway Address.

findel

Cerifats ARN

2. NTHIRSPERE EMRERS. XHEBEA IPsec B, 7287 IPSec iRE,

Dashboard Monitoring

+ Appiiz: Configuration > Virual WAN > View Configuration

= Virual WAN

View Configuration Configuration

Cenfiguration Editor

Virtusl Path Service

Changs Manager

Changz Manager

Restary/Reboot Network Virtual Path Service Configuration

Enable Disable/Pur

Dynarnic Virtual P

Center Cer

as72
Local send raze=12968 kbps
3353 kbpz
BN Tink e

i Mainten:

- threzhalds %

ez zaswing -
Reuting Demain: Enaklzd
Default_Routingdemain

3. MThIREHER IPsec i EUEE IPsec @EALE.

PaTHS:
Primary Er— Sezzndary
c1° o 1P D 1P Alternase Alternate
Path I From Link To Link iddress iddress Src Port Dst Part Src Port Dot Port  IP DSCP  Encrypt
e -5168-L-1 BRS72-L-1 B - 1088 2088 - - o semiz oves -
H HEH-5188-UL-2 - - 028 2252 - - o emizzovEr -
1 HOH-5168-WL-1 - - pre=y 2388 - - o aesiz o ovEs -
2 ICN-5188-1iL-2 - - om0 aam2 - - o semizzoves -
e BR572-HL-1 - - ag80 2552 - - * aesizs ¥ES -
H BR572-HL-2 - - e 2232 - - o Gem1zovER -
1 BR572-1L-1 - - peey 2388 - - o esizz ovEs -
H BR57Z-HL-2 - - ase 2352 - - ¢ aesizs vES -
Seandsy
Intersctive Path Fezrthest
fligible Group Inzerval
[ n/a nfa
o rz s
e n/a s
e n/a n/a
a /z s
e n/a nfa
o rz s
n n/a iz
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Configuration

View: |IPsec Tunnels

IFses Tumnnesl

&

Configuration

Hame s VIFN - Al

P

Lgrman
A

& @ LEe_ Liype—LAtEanet
looal ip addr=190.0.0.6

iks remcts ip addr=10.101.0.100
notwork mtu=1500

LM
A
1k
il
& b
A am
i
imo
A M
A b
1 ke
A
Lgrman
i e -
ipmo
ipmo
L g
. e i

ipeoo
ipmas
g
e T T pp—

vearsilon—3

e ]

identity=auto

posr auth=oosrt

vyallidate paer ldentity—i
hann_algorivhm=ahadh6
intagaelgorithm=ehe? S
snoryption modo=aon? 58
gy e g — g E e g 3

Lifey lmaes  &=300

lifocvims = max=0d400
dpd m=300

e_tunnel mode—tunnel
TG Gy A
o_snoryption_modo=sonl X8
=_hanh_algorithm=nha

i O o e Py

1L L =3 R0 00
lifoelmes  m_mas=iled 0o
1ifotime kb=0

LAfe Lme Nl _mas—=0

o e i A, il AT

PFrovescted Hoetworkaas

I 1D0.0,0.0718 == 1
I A0l @F A == 3
1 190 3.0.0/716 -> }§
i 1
]  }

10 F. 0. 0/18 —-=
1L D.0/18 ==

| = -
XY
[-2-E-1-3-]

10 0. D718
AR oS A
101 0.0/16
101 -.0.0/16
101 0.0 8

4. ST EHRFEEEREBCH IPsec BEKRE, WTAR.

Dashboard

Monitoring

Configuration

Managernent [2 &
Appliance Uptirme
Service Uptime:

System Status

Marme: MCHN-5100
Maodal: 5100
Appliance Mode MCN

Serial Number: 4HI0GCNPDO

ddrass: 10.199.107.201

1 weeks, 3 days. 2 hours, 7 minutes, 28.6 seconds

& hours, 21 minutes, 54.0 seconds

Reuting Domain Enzbled: Default_RoutingDomain

Local Versions

Software Version
Built Onc
Hardware Version:

10.0.0.193.659091
Feb 17 2018 at 17:32:45
5100

05 Partition Version: 4.6

Virtual Path Service Status

Virtual Path MCM-
Virtual Path MCN-
Virtual Path MCN-

Virtwal Path MCM-

Virtwal Path ‘MCN-5100-B

S100-BRETX
S100-BRGT3:

5100-

is currently dead
S100-RCM1-5100

5100-RCMN3Gen-2100°

s currently dead.

Virtwal Path "MCN-5100-RCN3-2100° i currently dead (Configuration version mismatchl
Virtual Path ‘PCN-
Virtual Path "MCN-5100-RCN4-ESsil is currently dead.

Uptime: 5 hours, 5% minutes, 34.0 seconds
Uptime: 5 hours, 45 minutes, 0.0 seconds.
Uptime: 4 hours, 56 minutes, 48.0 seconds.

Uptime: 2 hours, 7 minutes, 3.0 seconds.
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IPsec 5#1F0IE R

September 2, 2022
ZUM IPsec/IKE SA 4iits B, EHATLATIRME

1. SiF 4555 > IPsec, %% IPsec SA:

Showe: | Paac Tl ¥ Drsiie fadn Refresh |5 1) Setrds oo @ D Ll dets
- By || Ay
) [T T PR =] ) ==
e Bisbs  Servios Typs  Packeis Beoetesd  Ghps Becebed  Pacheis Seni  6hps Beed  Fackeis Dropped  Byies Gropped WU |
AS-TE-RRMH-AS-THHIL- Lot & 5] 5] [ [ 5 IETT]
A TR-RE AL TRCL -] | Gt || c ot a 8| ] [ a K
A TD-FC-AL TI-CL-D | G [ ot o 0 0 0 o E
AT B M-S TlHEL 4 [e] ] of of [ [ [C T
WP AL | reirarord ) o o = = [ T
b RLE 3 Ly 0 [1] [1] [ [] [ IETE]
WP B A FHT ST & B [ [ & o fa
ol 3z o 9 o o o 5

4 3 o 1
PP p— | === O = o)

2. S% 1% > IKE SA, ME7E SD-WAN RMEHEENHE N HREN VPN Kin 2 @i ER IPsec @&, IKE M

IPsec AR X<EX,

IKE SAs

unnel P61 Tunnel riraned Defiaslt Sl PES0G G S R0t Ol S FO2 TR0 ff Boc: 4500

B2 Tunnel IPvE2Tunnel  Intranst Dotalt Bedali 244004 15abdd T a4 00106 el b 1A 500

Nz IPsec HE

1. SMEERE > XER B > ER/IET. MTSehEE XHE, AEEE EEAE. ERIUEE IPsec@E

MU TEEFMAES:
o |IPsec BEM IS M
o |IPsec BEREEN

m

= Apphatie Setheg Corfgunbon b Aplacde leTngs b LoggingMoadtoring
Admarntrator inberiace
Limprgirep Mmitising Log Options Algrt Dtz Sysiog berve
hanedt AdRpTEE
. View Log File
P

Only the mest recend 10000 entrigs will be thown and filtered To view the Full log, downlosd and opes it kecally,
# Wrtusd WaN Flafane: CEVW _secusity log T
ke Fiugr [y

Vi Lagy
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EE 54 CREATED (Virtesl
& CREATED 1

IeE 4 BELETED
IEE 54 DELETED

L ReRt SENTEsGO0
T STaTE=E000

NEIEE IPSec FBEZER

1. SHE RE > KEIRE > HEILR/KE > BiRAT,

2. 79 IPsec @ERSRECIEEFEAHM AL EER.

o %FF IPsec_TUNNEL fEARIFIEECE B FER M AR AE™ EM kRN EHLREZ—

— Appliance Settings | Configuration > Applian

sings > Logging/Monitoring

Administrator Inerface

Logging/Moritaring Log Options Alert Options Alarm Options Sysiog Server

Memwark Adapters

Nt Flow D

Aop Flow
SN Enable Email Alets

NITRC APL
Licensing

+ Virtual WAN

+ System Mainienance

You may enter multiple destination emal addresses
separated with semicolons £

Enable SMTP Authentication

SMTP User Name:

SMTP Password:

ssword:

General Event Configuration

Event Type ::‘:::“’" Email E:::r' ==y Syslog ?f:‘ == SNMP sﬁr::[v ==y @
seRuIcE b Waring . Waring . Waring -
VIRTUAL PATH o Warming - Werning - Waring
WAN LINK o Warming - Warning - Waring
PATH o Warming v Warming v Warning
DYNAMICVIRTUALPATH [0 Warming v Warming - Warming

INK CONGESTION [0 Warning - Warning v Warning

USAGE CONGESTION o Warming v Warring v Warning
HARD Disk Warming - Warning - Warning
Warming B Warming B Waring

Waming v Waming v Waring

Warming . Warming . Waring

SOFTWARE_UPDATE Warming . Warming - Warming
PROXY_ARP Warming - Werning - Werming
ETHERNET Warming - Werning - Waring
WATCHDOS Warming - Warning - Waring
Warming v Warming v Waring

Warming v Warming v Warning

GRE TUNNEL Warning - Warning v Warning
IPSEC TUNNEL Warning v Warning v Waring
VIRTUAL INTERFACE Warning - Warning v Warning
LICENSE EVENT Warning - Warning v Warning

nfaisE IPSec &iEE 4

1. Sz EE > RELEP > 20> B
2. 1R#E IPSEC_TUNDEN D XREEFIMEN. NFFE IPsec BXEHEIRTIESS,
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Canfiguratian

Configuration 3 System Maintenance 3 Diagnostics
[ Ping Traceraute Packet Capturz Path Bandwidth Diagnostic Data Events Diagnostics Too!
Delsse Files Insert Event
Restart System
ime Sattings Gbject Typs USER EVENT .
Lecal Changs Manzgemsn: P [ — .
Disgnostics
Sevariy DESUG .
Update Software
Configuration Resst
Factory Reset

Dowmioad Events.

7 the Events databas
r all of them in €S

Thare ars cumenty
ou can download s

ing from event 18: 1818245510
armat. You may wish to limit the amount ta download beca

12 31 201!

1t 671289 21 201802 15
soma comman spreadshset programs limi: you to 65536 rows.
) v ][ B .

Download

= sarting rom | 2018 v [snuary v

Download | 487678

B .

Alert Count

Alert Type Alerts Sent

[Emais: 0
[yslog Messages 0
[P Traps: 0

View Events

v s

= :

D St | Object Name Tt Tme Syent | savarity | Dascrption
N MCN-5100- WL - 00D Nomer  Virtul Petn MCN-SLOG-BRST2 Path MCN-5100: WL-L siate has changed from BAD 1o GOOD becau
] . oo
B - Goop  nomee  Virl Patn MCN-SLOJ-BRST2 Pash MCN-5L0 WL-2 szat has changed from BAD 1o GOOD becau:
N e €000 nomce  Vimsl Path MCN-S100-BRS74 Path MCN-5100. -1 state has changed from BAD to GOOD becau
S 2018021 con Virtual Path MCN-5100-BR572 Path MCH-5100-WL-2-»BRE72-WL-1 state has changed from BAD 1o GOOD becausz nari
671286 2 PaTH brevn GOCD  NOTIE
MCN-5100- W 2018021 Virtusl Path MCN-5100-BRE72 Path MCH-5100-WL-1- »BRS72-WL-2 state has changed from GOOD to BAD becaus noti
1 et PaTH breve 54D NOTICE
5 MCN-5100- WL - 2008021 o worce  Virtual Path MCN-5100-BRE72 Paih MCN-5100-WL-1-~BRS72-Wl-L siate has changed from GOOD 12 BAD because nati
° Wl 181404
N MCN-5100- WL S o womce Vil Path MCN-5100-BR574 Pan MCN-510 *BRS74-WL-1 state has changed from GOOD to BAD because natified
] b
N MONSIO0-WLZ-3R52- pun, o worce  Virtual Path MCN-5100-BRE72 Path MCN-5100- Wi 72.WL-L siate has changed from GOOD to BAD because natified
- W
B MCN-5100-WL-2-»BRST7 ame B — 00-BR5T3 Path MCN-5100- {L-2 st3te has changed fram BAD 1o GOOD becauss notified
w2 -
) MCH-5100-WL-L e 2018021 . 0-BR572 Path MCN-5100.-WL.1- >BRET2-WL- state has changed from BAD 1o GOOD bacau
w2 1813: e
) JCH-E100- WL+ 2757 e 2018021 . 00-BR574 Path MCN-5100-WL-1->BRE74-WL-2 state has changed fom BAD to GOOD becau
w2 e
N MCH-5100-WL-2-»BRS7 con Virtual Path MCN-5100-BR574 Path MCH-5100-WL-2-»BRE74-WL-1 state has changed from BAD 1o GOOD becausz nori
2 . PaTH GOOD  NOTIKE
N MCN-5100-WL-2-8RS7 Virtusl Path MCN-5100-BRE74 Path MCH-5100-WL-2-»BRS74-WL-1 state has changed from GOOD to BAD becaus noti
H . PaTH 54D NOTICE
i MCN-5100-WL-L S o womc  Virtual Path MCN-5100-BR572 Path MCN-5100- ~BRS72-WL-2 state has changed from GOOD 1o BAD because nai
w2
B OS2 25T ame o fyp— 00-BR5T3 Path MCN-5100-WL-2->BRS73-WL-2 5t3té has changed fram GOOD to BAD becausa notified
) MCH-5100- W S . o 0-BR574 Path MCN.5100-WL.1- >BRET4-WL- state has changed fram GOOD o BAD bacausa notifisd
w2
ACH-5100-WL-2- 0-BR574 Path MCN-5100-WL-2-»BRE74-WL-2 chan 2 us
: k_uzsm W2 e . 00-BR574 Path MCH-5100-WL-2-> BRE74-WL-2 state has changed fom BAD to GOOD becauss noti
N S coop  Nomce  Virsl Path MCN-5100-BRS74 Path MCH-S100-WL1-BRS74-WL-1 stae has changed from BAD to GOOD because nort
ACN-5100-WL-L - con Virtusl Path MCN-5100-BRE72 Path MCH-5100-WL-1- »BRS72-WL-2 state has changed from BAD to GOOD becaus noti
1 et PaTH GOOD  NOTIKE
i MCN-5100-WL-L S o womc  Virtual Path MCN-5100-BR572 Path MCN-5100- ~BRS72-WL-2 state has changed from GOOD 1o BAD because nai
w2
N MCN-5100-WL-L S o womc Vil Path MCN-5100-B7574 Pan MCN-5100- *BRS74-WL-1 state has changed from GOOD 10 BAD because natified
- w
MCN-5100-WL-2-»BRE7 Virtual Path MCN-5100-BRE74 Path MCH-5100-WL-2- ~BRE74-WL-2 state has changed from GOOD to BAD becaus nati
3 i PaTH 54D NOTICE
i MEN-5200-L-2 S B — .‘;1:\ Path MCN-5100-BR573 Path MCN-5100 ~BRS73-WL-2 state has changed from BAD to GOOD because nai
v -5100-BR572 Pt MCN-5100-WL 2+ BRST2-WL2 chan - —
B - B — .;1:\ Path MCN-5100-BR572 Path MCN-5100-WL-2->BRS72-WL- state has changed from BAD 1o GOOD becausa notified
-5100-BR573 Path MCN-5100-WL-1-> W2 chan 0! s
P e . norce Vimual Path MCN-5100-ER573 Patn MCN-S1 BRST3.WL-2 stats has changed from GOOD to BAD becauss notified

IPsec FEMRIZEREBRIRE

September 2, 2022
TELARIRRRAF, IPsec BERHABRBERHARF, BMEESELTAHRATH,
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Monitoring > Statistics

Statistics
Show:| Routes . Enable Auto Refresh (8 v |seconds | fefresh | @ Clear Counters on Refresh | Purge dynamic routes
Route Statistics

Maxdimum allowad routes: 16000

Routes for routing domain : Default RoutingDomain

Filtar in| Any column +||_aesiy |
Show| 100 ¥ |enmrizs  Showing 11013 07 13 entries \:\ [ previous | |:| |:\ |Z\
Nunt* | Network Addr | Gateway IP Address Service Firewall Zone | Reachable | Site IP Address site Type  Protocal | Neighbor Direct |Cost | HitCount | Eligible | Eigibility Type | Eligibility Value
172186401 5 1369 &3
5 vES
2 5 11333 vES
3 5 ¥ES
4 s ¥ES
5 ] 8 YES
172186401 TES DC vES
72186401 5 DC vES
8 5 e vES
E 5 e vES
10 86401 5 e yra ¥ES
1 0 s . Static ¥ES
12 0.0/ iscard 5 St YES

FIPS &%

September 2, 2022

7£ Citrix SD-WAN =1, FIPS {&2=03a%IAF AHE IPsec BB E FIPS RAIGEMEINERFH IPsec €8,

« BRFFE FIPS B9 IKE &=,

o BTFA FIPS #0680 IKE DH 48, AFREILIMAEIRTE FIPS %BER (2,5,14-21) TEEREMENSH.
o EEMEREZEN IPsec REPETE FIPS #RER IPsec @iEka

o IKEMHM (IKEv2) TBMER, IPsec SAIIEE,

o XWETF FIPS WE BB BERITHIZEIR

EEA Citrix SD-WAN Orchestrator BRs3E R FIPS &#tE, 207 FIPS &z,

Citrix SD-WAN Secure Web Gateway

September 2, 2022

AT RIPREMNITRE, Bl@EEA MPLS #EREESZIREIEWEHIERC. BIEFONAREERR, MiktE
ERERENNTENMAORE, HED ISP BRERE, XM@EIHLE MPLS #B#TEERRIEN. EERSHEZR
MR, MMEDXIERIERRENBF AR, TFERAFPSIENR2EHIBIXPL,
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A—MERGERESZNEAME 2IRE. B2, BEELRES MIEUEFBEN RN —BURE, REAMERTES
12, MREBFZ DTN, NHREEETRFAILT.

Zscaler:

EREMEA, ERMFERNIERTRERLMNBBRFREZRABE X Internet REM Citrix SD-WAN &
&E&Mm3 Zscaler Cloud Security Platform. /5, EaILUERAPR Zscaler I NAF IRBARLER. T
AP TFHIBROERD TR, MR—BHNAXLREE, BT Zscaler REMBAARZET =N, ALEEEH
MERINELRLIRE,

FIPS EsriE:

ZEERTESHEAMZE (National Institute for Standards and Technology, NIST) #5588 B BT &R TR F
E T B3R5 B 2B45# (Federal Information Processing Standards, FIPS). FIPS R T LUFial@:

¢ FERFZERIFRE .
o BUEFIERM RIS AEM,
o EFBMHT BN T2 MERE BB,

FIPS fEER £ RAATEANMERRNELLER, BERXLERLITAERAT Citrix SD-WAN &&TMILE, BicE
FIPS &=,
Forcepoint:

@A Citrix SD-WAN, Ee]LUMERBASEEER (B Bix NAT BEARER) hEe% Internet (HTTP MIHTTPS)
TmEMEIBER SD-WAN & EEmE Forcepoint zHEZ2EH, EAILUE HTTP AEMiEA 80 EE MR
A 8081, ¥ HTTPS JiEMiKO 443 EEMEIRIEA Forcepoint zRIERS 23O 8443,

{8 GRE 1@E#1 IPsec &&H Zscaler £

November 16, 2022

Zscaler RL2TEESIK 100 ZMNKEBROLEA—RIIRLR T, BEXFEMIEEN Internet REEE @ E!
Zscaler, ERILIIEMRIFIEMIERE. DXV E, Zscaler E#ZAAH Internet , KESMNETHRE,
FE R INZRELS.

Citrix SD-WAN & & A LUBIT E A 7MY GRE @& %1E3) Zscaler MR, /A SD-WAN i&&# Zscaler ExX
LT I08E

o ¥%%Fr GRE g Zscaler, AMfEE R Internet =1,
o ETFSNEFILSMEA Zscaler #17HIE Internet 35ia (DIA),

- ERLUES E, SRR ER DIA REAM=R2%E, MAGH Zscaler,
- EREMRE, GBEURSEROEARAE (53— 1&FER) AR Internet,
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o EMMRRBMELIE,
o — 1M WAN 5582, 155 Internet BREZH—EB4

Zscaler B—M RS, HMFHIZEARSHEXKE WAN H#3:

« & GRE IR LMD ZHMECE Internet fRSS.
o ERIEPOMNRIEREEREENAH Internet #%,

wih
CURRENT DEPLOYMENT MODEL WITH ON-PREMISE FIREWALL
S $ 0 chEE Boea M Codllonnon
fault Gatéway e MPLS i g . (]
@'_@1?} e i " ¥ Default Gateway E.pf"

He = \%{ '
—HE =" &
il

aaes | . . O
e AT Tei
1 [ kel Internét e —1 . -

Yahoo.com bl

LLL"

1111
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ZSCALER SECURITY AS SERVICE DEPLOYMENT MODEL

Bl Ladlsn v
e e MPLS . =5 .
Nq":“ pe .”.‘ . g .. » ] " Defaiilt Gateway u.g.:-g.,.. n b,é._,"-.
o —— : il ;

WAN

GRE I"

_— r
— B f GRE —
A ) - Pk e F ; L l i1 d

3 | %
/ ok ’ # 3
| DHcE Helyg e K
£
-
s

ITI
B
)
1L L7

S - s -
R | 1 g b ok prest
nbemet and Oloasd
Applications
Gacge 1 e

EFA GRE @& |IPsec BEREE L

1. &R3 Zscaler #EBhTJAML: https://help.zscaler.com/submit-ticket,

2. RH—IMRIEHRERHRSAH P ik, 2tk A (F GRE @& IPsec @ER IP ithik,

Zscaler #HR IP stk SiRFIEZ A P i, TR IP ZEEZ2EELAHE IP, Zscaler i@d@m4 ZEN IP ithak (FEF4HED)
WITEN, WEERESED. GRE RFIHNEE T L ARBEEEMNERE.

Zscaler fERIR P aHERIRFZF P #hit, EXAREHSAE IP ik, Zscaler AR ZEN IP it [DR1]
BT, MUERREEERTXERIE, GRE REFERIAYE SR LU RAE BB R,

5 1P st
Primary

NEBERERES P #hhk: 172.17.6.241/30
MIEE ZEN IP shik: 172.17.6.242/30

Secondary

REBERERES P #hht: 172.17.6.245/30
MIEE ZEN IP s#hyik: 172.17.6.246/30
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Ao E Internet iR

3@ Citrix SD-WAN Orchestrator BREZEE Internet RS, E&E LIRS, BXNiEAEAE Internet IRSH
AR, 528 5 Internet H4E1HE,

fiE GRE &i&
1. R IP it 2i@iER IP ik, WREENR IP kB T NAT, MAHIE IP it H+EER P ik, BENMEHR
EARRMSEIEE EHRITT NAT 21t
2. B+F P #uutE Zscaler 249 ZEN IP thiit,
3. R IP sntFN B4R IP #uiik 2 RIE 7 HiE TR 88 GRE k.

4. @ |P it MAT42E GRE @EA SR P ik, X3F&@:d GRE BERBREFEER. REFEIL IP it
(VR E Sk

BRANCH
SDWAN

Router

Gl

@ zscaler

Z3@ Cirix SD-WAN Orchestrator R EE GRE i&&, 5507 GRE &@i&,

77 GRE BB ERKRH

BEEB A LU Internet IZRARS 3 4 EI Zscaler GRE i&i#.

o ZENIPusit GEiEBE+5 IP, 30 EE 104.129.194.38 Fiirs) HIUREB NIRSZ A Internet . XBHER, KL
fEM Internet IRS it A& Zscaler BIRE,
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o PREXRTE Zscaler BUREHMSEIAREH 0/0 LAZ, H:&T GRE BEZH. R GRE && [DR1] A 0/0

AR RTEESEME MRS K,
» [, &% GRE @i Zscaler ¥ MAHLLE GRE BEE®AIRAS.
o HfR ZEN IP #7775 dE% )R8 .

AR

SNRIEZA Zscaler IP st FERR S, FEERBFIS 0.0.0.0/0 LILE ZEN IP ik, H:&id GRE

WEHEETRERSR. LEEEREHNEMERATHNEE, NELEMRTHNE, RES

BhiikE Gateway

X IP #ik 172.17.6.242 pyi@ig. MRFE, BEECIZEMRZIRE. S, BEMEERREE

BEfRIEBE NS, XFEEZLM Internet IBRIMLL, BMER @R Zscaler <,

T #5 GRE RIFENRESHIE S, Citrix SD-WAN GUI REAFRFRMT —PE A AR IP WIHFE, ZF
Etefit GRE JRithiba9 NAT ik (72 SD-WAN & &:@ & REFIE%&E NAT MR T). Citrix SD-WAN
GUI B E—1MNRAAHETE IP =R, & Citrix SD-WAN && /@ E BB E%%&E NATE Y, ZFERiR

GRE JRithiibpy NAT itk

PR

o AZFHZ VRF HE,
« X&) GRE @E{GHFar BMigiHR,

E 54 GRE A IPsec @EHKITE R :

7£ SD-WAN Web RE, SME %5 > FHiHE8 > IPsec i&i#],
[GRE @]

BXREFEMER, B5E; B4 IPsec @& M GRE @& £,

E/ Citrix SD-WAN 19 Forcepoint i3p M SR EETEH

September 2, 2022

Forcepoint 35U FThae, &R SD-WAN X5 AEEERTHAE

« XA PSKH IPsec

« XA PSKH IPsec

o £/ PAC XHECEMIRGERE

o ERMMERHITRIEREE

o FERETAEMRHTRIENEE, TREBEFE P EE-51F/FX
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o PHMIEETER (Bin NAT B9:ERRRIE)
Btr NAT ErER I AEMSER ForcePoint @2 =it E X2 RS A Internet &,

EEUTEAREG, THMEE SD-WAN REFEEBR NAT, HEIEFoNT2BHAERSEER Internet 7

=<1

MR

1. &R Forcepoint [TPML, @IiRMEIAE IP il RAIESER, Internet iEFEEEWEI Forcepoint,
R Internet MENEEMEINE IP M%) |P ik,

2. 7£ SD-WAN GUI /1, 7£ DC i@y SD-WAN i&& L, BES WAN FEEXEEN Internet BRS.
3. B#r NAT £/ Internet REMB R IP #iikia17. thBEIRMALEXH Forcepoint A% IP #iik,

4, @EIRME IP it = |P #hhtskEIE 545 NAT 58, J& IP 2 SD-WAN i&&7Ei% 0 80 (http) #1443 (https)
A8 Internet IP titik, % IP it D3 EE B/ BIRAET 0BG Gateway MEBFR IP ik, HIMNB
%1 8081 (http) #1 8443 (https).

5. EcE& DNAT kBg/5, 1EMfR DC LECEMMERE T SD-WAN R4 P stistsy Internet ARS33EEL,

f&aT LR Citrix SD-WAN Orchestrator lREEE NAT, EXBSEE, B8R Wi,

DC BRANCH
SDWAN ) Router SDWAN
22 S —2
T ———— |

L 3

b,
=th1
33

% NAT Router

A0 XX - BOUrce
IP Address - SD-WAN
appliance

ML L KX - Primary
Destination IP

‘Web Gateway - Firewall
{Cloud-Heosted) 3rd Party Service

WA E T NAT B8 (BrAdE)

fErr LUER Citrix SD-WAN GUI RIS H 7T DNAT SRESECE.
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ZEMHFIE R NAT RRECE:

1. 72 Citrix SD-WAN GUI 1, %) i5¥% > BA% > NAT 5RE&,
2. EREAEEMHNAIHEBRED .

Statistics Vioritoring  Firewall

Firewall Statistics

NAT Folciss ¥

IKE/P:

IP Pratocok: Any v| naTType  [any v Dynamic NAT Type: | Any

s Service Man
e Insi Inside Port: OQutside IP: OQutside Ports

NAT Policies
Insig Outside
e Rue | oo Sev Service - . T T P e e o Bytes T—
D | RoleType I Disction |l o= s Addeess P Related | Passthrough | Passthrough Brtes St | peceived | Received |Co™™= Objects
o4 ntemet - : o 74 84175776 3 [

000
Port Restr ic NAT Policies In Use: 1/100
Desination NAT Policies In Usei6/100

~
Stat Firewall
Flow
Firewall Statist
Rovting Protocok
Firewall
fmimum entries |4 s
IKETRz: 3 s
AETES Any v |Family: Any
IGMP
1P Protacot Any v | Source Zone: Any v |Destination Zone: | Any
5 s ype: ¥ s Ay ¥ s 1 Sourca Port:
Destination Service Instance: | Any ¥ Destination IP Destinstion Ports
rops
el
Connections
Source Desti

Service Mame Zone P Address  Port | SR | oy pame Zone State

Application

£/ IPsec i&i&r Palo Alto &£

September 2, 2022

Palo Alto R&IRMHEFTZHNRLEMIZH, BTRIPFZENS. EBIATHARKREXE. EF BB AIERRKRE
SD-WAN ZRtgsRiRfftz 2%,

ERATIEEMLEH Prisma Access FREAFEBBHITEMEME, HFARPRMERSM. BHERTESMNEREUELR
EMSEEENE RN, ZRSEHET —MEXNAN, ATUERRINFNTEMELE, FESRERXLEMENRER
BARFEENRS, BRAREMEA/VZEWL, HAWFEM Panorama EHEIEHE, ARERE—BNEUNR
2EMEMULE,

B iEMEAIEEREE Prisma Access RSS, ErILUfER Palo Alto Networks T—RBAAIEEFF & IPSEC iRt
ME=HIEE (815
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SD-WAN), E&ERLZIIBFIZARSH IPsec @&,

MYEIEMLKZH Prisma Access BRS
Ao B TIEMLZHI Prisma Access BRS

HECE S NBIRHETIZMES

Citrix SD-WAN RS REZRM T NI ZH I E Internet TEMINEE. XN FREEIE. RERNAFAARRERX
BE, RABEESNMIINMESIANBRNEZ SR, Citrix SD-WAN #1 Palo Alto MEHMER SR ELIRET —
MEARMRENAN, FONRNEFERE TN EERF.

Citrix SD-WAN & &mJLUET IPsec @ iE M BB RREEER SD-WAN i&& M EBiEiZF Palo Alto =BRsS (Prisma
Access IRS3) ML,

BIRESHIAE NAT 3255

September 2, 2022

tEIhEERMAE T SD-WAN MBREFRRIP A, BIAEAFRSMEKIEZ BRI, H3258 NAT. 515 NAT
(PAT) Al im O3 ZH9ENZS NAT, BB ASETHRERLE:

AR

73 SD-WAN MR AFRERHEZ2M (Bl MRS RHER)
(B1E) AR (R AIBRSHRR)
NENEFERBERN IP tiit=iE): NAT Thag (ARSHRMHR)
M2RBENBZ IS (ARSEMHE)

WEXKEZEpRE

TEKINARS Z BRI E

B FREXIHAIARS Z B RRE

it = R BIARSS Z IR E

XS IEARRIE ARV, ELHIELR
REREERENRERS

[ 2 /5 SRB&AEIR

X FHE OAIERR B R ZEERO LS Internet 2, MURIEOARKANL LI
RMUFHESMEZMUEIR (535 NAT)

RIBENEME AL EER (F075 NAT)

i 4L ERIE (PAT)

IHO%%

HF&2RE, FRINEHRFERILERE T ERRHAE,
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ERMAERE

September 2, 2022

IR AIBRBIRIRG, ERIEMALLEREEA Citrix SD-WAN WEREHAIEIRE, FRSFMHAIEILERN, MR
BE2RMBHAESE, XERBEFNAZIEMN WAN R ERFRELER.

SERB KIS

November 16, 2022
EO BB MR NSAPRAIERE, XEBSERILE,

BREREFERESEMHAMERE, BER HAELE,

X154

September 2, 2022
1] ATE LS R ECE X H B XERER LUEHIRE# MKIEM AR, BIMERT, eI TXE:
* Internet_Zone
- ERATERAZEEREHY Internet RSHITRE.
« Untrusted_Internet_Zone
- EATERATREEREHE Internet lRSHRE,
« Default_LAN_Zone
- BRAFRAERLERIREKFENWR (HPERIEEXE) MRS,
TR AR B S KIF S EN0 A U TR
o EMRLED (VNI)
o MNEXMBRSS
« GRE &i&

o BIEM IPsec &
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SR B KIRIE B AT L EHE. SD-WAN ieEERARPERERFMEY, HIESRKLE— RS, BEAD
BT —1 X,

o BX
- AFEMERR BT ERWE MM E OBIREHE,
- EMRE B HESRARERKIE T RIAE.
- EMNSEO-ERGR EEREIES,

o BRI
- BIHIESNEAREERAE.

5 SD-WAN #RiZiBii s HERNRBESEF A XBMKENER, SEEdaSREMIY (BGP. OSPF) F3MEK
Mo FMAXMYE, KiEE SD-WAN REHFAFLREX, HATEMEPHITHEIRDIE, ERKEAMKEER
RUTIREZRL. WSBEMUHER IO EIMBRENERS .

SD-WAN Pk SRRITHBE S0V A P IR ie SN BB ARSS Z [BIB0RE, S RIER R KISARIARSS 2 18R FRRYERES, 40
TEAfR. ETENFFH, HEXE _AMNKXE B, §MXEHE— LAN 28RO,

r R ¢ )
DataCenter Branch Office

SDCWAN SDLWAN

Zone_A
10.203.101.0624

Zona_A
10.201.104.0v28

Zona_B
10201201 (24

Zone_B
10.203 204 024

R

September 2, 2022

ISR T RV, BB, IEAITHMBSERERENTIEE, ErILLEBE Citrix SD-WAN Orchestrator lRSEE
PASERES. BXESER, BHEH IAEER,
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RL& 3% (NAT)

September 2, 2022

Rzttt 5 (NAT) 34T IP stibRip, LUREEIRRENE M IPv4 ik, BEERFREM IP tiitiFhs IP W
BEBSERER Internet o Citrix SD-WAN _Ef NAT IhEei@rFAH SD-WAN WE S5 2t Internet iE &R, ¥R
EBRLE RV A N RN SR AL, NAT @I RBAAWEN— it~ Internet , [REENRERMLE,
MTHREREIMIR 2%, Citrix SD-WAN Z#FLUT NAT 288

o BS—X— NAT
o Eh7 NAT (PAT-im Ot %ik)
« BERROFLZAMNEIEHZS NAT
AR
[EeET Citrix SD-WAN Orchestrator lRS 1T bR ANECE NAT Thee. NAT KB LRBERE (ER). FA

B NAT sREgER 2@ TR NAT (“SNAT)” HENE,. HEREIEHR NAT (“DNT”) NGBz NAEFE!
B, AXEZER, BN Mg,

##7 NAT

September 2, 2022

#75 NAT 2 SD-WAN RMERERRIFAE |P stittsFRE SD-WAN RSN AE P ks FMey—xy—BRET, &
FRIRNAER |P kA FAR R EIB95MNED IP st SRECERSS NAT, ErILUbZAM . EIARRTR. Internet. AIBPRIFNER
HiENRARSECERS NAT,

ANEH G NAT

BN B R LUZRERZISNS, thRTLARSMEBEINER, €U NAT MNEY, RIS mILERE K HN A FHE AR,

o Nif: WFERS ERKRNEIEE, KERL, BIRRS EERNEUEEN B, §It, Internet AR
S REMRS - TFIZWEIEE (Internet 2IBIEM) , FiRIR IP ik, T EmMNEKIES (LAN 2
Internet), iR ER IP #itit,

o Hih: WFERS HIZWKIES, SRinEmthat, S TERS LERNSIES, EiRigRtut, flm, B
HMARSE Internet RS —x FEMMKIEE (BEME Internet) , FHEMR IP ik, S FREWNEKIES
(Internet ZUFIEMW) , FERER IP ik,
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XiERE

NBEEH 557 B HYRA B AR A IR AR, S0 ASE KIS BARR AEKIHARR], MRS RERIT NAT.

FFHuh NAT, JMIXENE BoIMIRS RE. BRIAERT, SD-WAN EHNENREBES —MXIHEXEE, Fla0, 2=
1£89 Internet §E#2 ER Internet RS 5ZEEM Internet XIFMEXEL, B, SFANIL NAT, ASXIEEMIRSIRK
S0

W FEMEREIRS NAT KIEREFSBIRE, BBAFHRMANABMIMBKE,. NAT XXEFXEXIHRERIT
TEANEMRRIREX S, FENENBEFRPETEER S KE,

IPv6 Internet JRs5898%7S NAT =B

Citrix SD-WAN M 11.4.0 hrFF#a2#F IPV6 Internet BRSEZH9EE7S NAT 5ES, IPV6 Internet fRSZAVEEZS NAT kB85
ERRZBNEFIZE R EI SN RIS, FTEMERS NAT FERNHSIUATHEMKNHEMIMEMLE (WAN 5EER)
2, NRE M IMRZERKRF N > WAN §588, MIFrEmEesS NAT $Ei%%A9 M x N,

M Citrix SD-WAN 11.4.0 ixFF48, 7ECIZEZS NAT HesRY, &R AFahimNIME IP stisitsy @3 PD BB,
BA @ PD #178m%3 f5, Citrix SD-WAN i&&%i@:3 DHCPV6 RiZZE kM LiFE kR B B RKREREI%. T
Citrix SD-WAN 11.4.0 iz &, 5MEB IP stisitR BEIMARSSIRER), RIMTHEZRFRNRANING IP stotk, MREIE
BARE 11.4.0 LEShRAS, FHEA IPV6 Internet IRSECE 75 NAT 588, NHHFNEHXLERE,

ERERG)

ELATFHRIMR, Citrix SD-WAN i &EEHR 2 TAEIRLEH 2 > WAN .

o NI 1 HEEREBEMERIZ FD01:0203:6561::/64 B9t B i

o PIERRILE 2 3E8E7E Wi-Fi B&EigiR, W17 FD01:0203:1265::/64

+ J@id WAN Link 1, SD-WAN i& & i@id DHCPv6 ®i %k & k. 2 N Z kA0 4% 2001:0D88:1261::/64 1
2001:0D88:1265::/64 M LilsZkERMREK. HRENTFMENREBEL WAN link 1 88, XFWAEIRATET
S R EIMNER B RIS

 3&32 WAN Link 2, SD-WAN i& & &3 DHCPv6 &i & & k. 2 1 Z k71 4% 2001:DB8:8585::/64 #
2001:DB8:8599::/64 M LilZEIkEE 2SI, LRENHMEREET WAN link 2 B, XFHENERAVEISE
FR1ESMNEB LR A 520
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External prefix 1 = 2001:0088:1261:/64
External prefix 2 = 2001:0D88:1265::/64

Routing Domain = CORPORATE

Prefix = FDO1:0203:6561:/64 Upstream router 1

Citrix SD-WAN 4igp
a'of;_
0
ya,%s

External prefix 1 = 2001:DE8B:8585::/64
External prefix 2 = 2001:DEB:8599::/64

Routing Domain = Wi-Fi @ WAN link 1

Prefix = FD01:0203:1265:/64 Upstream router 2

WAN link 2

EXMERT, MLAAE M=2 7 N =2 WAN 3£i&, Fit, ER#EEE IPV6 Internet IRSZFAFTAIERS NAT SREEER D 2
X2 =4, X4 ES NAT BN U T RITUETE 7 #iiti%iR

o @ WAN $£E& 1 7ER%8 1 &R
o TEMZE 1 MERET WAN 5EEK 2
o @ WAN 3R 1 7EM%8 2 ER
o @E WAN 5EE& 2 720048 2 AR

Lyl

21 NAT, BSME 5 7 > P AEST > &, WTERE, ErLEE NAT B2E %M.

g > Firewall

Firewall Statistics

Connections ¥

50 v

Application Any v | Family: Any

1P Protocol: Any v Source Zone: Any v | Destination Zone: | Any

Source Service Type: | Any Y| SourceServicelnstance: |Any ¥ Source IP: Source Port:

Destination Service Type: | Any v Destination Service Instance: | Any ¥ Destination IP: Destination Port:
Refresh Show latest data Show Additional Stats
Connections

e Destination Sent Received
Application Family protacot | IPAdress | port b Zone 1P Address | Port | ST e Zone stte | | » Mackets Bytes | PPs | kbps |Packets Bytes | PPS | kbps 0% |f

I g¢ P icMp 5 % rd  DefsultAANZone 1725770176 3261 Intemet met  Inemet Zone  ESTABUSHEQ  Yes 6 51 1004 0675 6 504 1004 05 6

Connections Displayed: 1
Connections In Use: 1/128000

ERNEREAEM NAT MNEE T @D PD Ba1¥>, ESME BEE > i WAN > EERE, ARMIL B THIE
HhiksE B, @i PD Bap¥ S # PD #i4 ID 5712 RIF4RES.
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= #0 Frefin o] ceside ri

slasEz-ML-1

CrEEREF

EH—HEFNAE IP HAULFISNE IP #utavsRSY, BRE AXWR TH BRE/E NAT , SSME 85T > BHAssEgit >
NAT #%Bg,

UTESS8EETRT IPv4 55 NAT SRR SRS SMR it ABRST,

Dashboard Menitaring Contiguration

Moritoring > Firewall

Firewall Statistics

Statistic NAT Poicies *
“lso v

1P Protocol: Any v|  NATType | Any v Dynamic NAT Type: | Any

Sarvice Type: Any | Service Name: Any v

Inside IP: Inside Port:  |* Outside IP: Outside Port:
Refrash Show latest data.
relp
NAT Policies

Inside. Outside

ID RuleType Rule Parent | Direction P Protacol ServiceType ServiceMame | IPAddress  Port  IPAddress  |Port Allow Related Allow IPSec Passthrough Allow GRE Passthrough | Packets Sent |Bytes Sent  Packets Received Bytes Received Connections | Related Objects
1 Swtic Outbound  * Intemet - 17257701732 o No No 07 165564 1635 137340 1 [Connections

NAT Policies Displayed: 1
NAT Policies In Use: 171000

Port Restricted Dynamic NAT Policies In Use: 0/100
Destination NAT Policies In Use:0/100

UTHE8EETT IPve # NAT SRR SRt 5 SMER itk A9BRET.

Monitoring > Firewall

Firewall Statistics
Statistics: NAT Policies #}
Maximum entries R
to display: 50+
NAT: IP Protocol: Any %+ NAT Type: ‘ Any + .?_;’::_mlc NAT Any v
. . . | Service ~
Service Type: Any ¥ | Name: ‘ Any ¥
. . , . . . . Outside
Inside IP: Inside Port: Outside IP: Port:
Show latest
data.
Help
NAT Policies
Inside Outside
Rule " : P Service |Service Allow | Allow IPSec | Allow GRE | Packets Pacl
D Rulejivpe Parent Direction Protocol Type Name (B8 ddres=Rort I ddiess or Related |Passthrough |Passthrough Sent BytesiSent Rece
1 Static - Outbound  * Internet - 2006::/64 * 2004::/64 |* Yes No No 26 2144
2 Dynamic PR - Outbound  * Internet - * * 172.170.11.85/32 * No No No 390832 71419346  40¢
3 Dynamic Sym - Outbound * Internet - * * 2004::85/128  * No No No 51 4112
NAT Policies Displayed: 3
NAT Policies In Use: 3/1000
Port Restricted Dynamic NAT Policies In Use: 2/100
Destination NAT Policies In Use:0/100
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A&

TR UERAIEEEHREERS NAT HXMASE. BEEE NAT WEE, ECIES NAT BIRTER SRR, HRR

ERAETRES EBAT BEIER. NAT HEETUTER:

. BEEFIEYE
. el

. IP Y

. FIHO

« 3B IP Hoht

. BEREH P Hout
. BRSO

o B#R IP it

. B0

7 %
Edit
Priority: Policy Type:
100 Built-in Firewall v
An o Any b
Diefault LAN_Zone
Tnte a Namain 7one i e Namn 7one =
outing Domain
Any v
raffic Match Type: IP Protocol: DsC
IP Protocol v Any v An v Match Established
Source Service Type: Source Service Name: Source IP:
Any v Any ¥
Dest Service Type: Dest Service Name: Dest IP:
Any v Any ¥
Action: Connection State Tracking:
Allow v ¥ Allow Fragments Use Site Setting v
#| Log Start ¥ Log End Add Reverse Polic

Z4p NAT BE, BESMIAETER/EM > BEEM, ¥ SDWAN_firewall.log, AEEHEERE.

Cancel
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Dashboard Monitoring Configuration
— Appliance Settings Configuration > Appliance Settings > Lagging/Monitoring ‘
Adminisrstor nterface
Logging/Monitoring Log Options Alert Options Alarm Options Syslog Server HITP Server Applcation

Network Adapters
g View Log File
App Flow/PFIX

i Only the most recent 10000 entries will be shown and filtered. To view the full log, download and open it locally.

NITRO API
Filename: SDWAN_firewalllog ¥
Licensing A
Fallback Configuration Filter (Optional)
+ Virkual WAN View Log

[

+ System Maintenance

Download Log File

Filename: S35mount_overlaylog ¥

[Eomesdiod)

NAT Lgﬁéﬁt: :L,\F}J.ILTT_ B Iu\y'ﬁ:q:o

2020-85-11T10:14:19.861597+0000 INFO  t2_firewall_monitor.pl Filter (1) ALLOWED 6@ packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REPLY 172.57.79.178-->172.57.70.176 (ID:18743)
.166668+0000 INFO 2_firesll_monitor.pl Filter (1) ALLOWED 6@ packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REQUEST 172.57.70.176-->172.57.79.17% (1D:10743)
.986378+0000 INFO t2_firewall_monitor.pl  Filter (1) ALLOWED 6@ packets for (Ruutins Dwﬂain Default_RoutingDomain) ICMP ECHO REPLY 172.57.79.179-->172.57.70.176 (ID:10743)
.749959+0800 INFO  conn_clear_all@forward/ fiikawais i 5200 2
.750109+0008 INFO t2_firenall_monitor.pl | NAT Connection DELETED for (Routin Dnmnln Default_Routin Da'nnn) ICMP 172.57.70.176-->172.57.79.179 (ID:18743)
v g TI7E-->

.981504+0000 INFO  t2_firenall monitor.pl
.188292+0000 INFO  t2_firewall _monitor.pl
.299955+0000 INFO  t2_firewall monitor.pl G E 2 : o o 3
.112286+0008 INFO  t2_firewall_monitor.pl = Falter (1 T packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REQUEST 172.57.79.179-->172.57.70.176 (ID:3261)
.112650+0000 INFO  t2_firewall_monitor.pl Filter (1) ALLOWED 1 packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REPLY 172.57.78.176--5172.57.79.179 (ID:3261)
.768837+0000 INFO  t2_firewsll momitor.pl Filter (1) ALLOWED 6@ packets for (Routing Domain Default_RoutingDomasin) ICMP ECHO REQUEST 172.57.79.179-->172.57.70.176 (ID:3261)
+255262+0000 INFQ t2_firenall_monitor.pl  Filter (1) ALLOWED 60 packets for (Routing Domein Default_RoutingDomain) ICMP ECHO REPLY 172.57.70.176--»172.57.79.179 (ID:3261)
.235843+0000 INFO t2_firewall_monitor.pl Filter (1) ALLOWED 56 packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REPLY 172.57.70.1744>172.57.79.179 (ID:3261)
.371729+0000 INFO t2_firewall_monitor.pl Filter (1) ALLOWED 60 packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REQUEST 172.57.79.1h3--»172.57.70.176 (ID:3261)
.353441+0000 INFO  t2_firemall monitor.pl Filter (1) ALLOWED 60 packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REPLY 172.57.70.176-->172.57.79.179 (ID:3261)
L483705+0000 INFO t2_firenall_monitor.pl Filter (1) ALLOWED 60 packets for (Routing Domain Default_RoutingDemain) ICMP ECHO REQUEST 172.57. 49 179-->172.57.7@.176 (1D:3261)
.374898+0000 INFO enall_monitor.pl Filter (1) ALLOWED @ packets for (Routing Domain Default_RoutingDomain) ICHP ECHO REPLY 172.57.7@.176-->172.57.79.179 (ID:3261)
.598370+0000 INFO  t2_firewall_monitor.pl Filter (1) ALLOWED 6@ packets for (Routing Domein Default_RoutingDomein) ICHP ECHO REQUEST 172.57.79.179--3172.57.7@.176 (ID:3261)
.464917+0000 INFO  t2_firewall monitor.pl Filter (1) ALLOWED 6@ packets for (Routing Domain Default_RoutingDomain) ICMP ECHO REPLY 172.57.78.176-->172.57.79.179 (ID:3261)
\716765-0000 INFO  t2_firewall_monitor.pl Filter (1) ALLOJED 60 packets for (Routing Domain Default_RoutingDomain) ICHP ECHO REQUEST 172.57.79.179--3172.57.70.176 (ID:3261)
.474915+0000 INFO  t2_firewall_monitor.pl Filter (1) ALLOWED 50 packets for {Rnnung Domain Default Rou:lﬂ‘3nmnr\) ICHP ECHO REQUEST 172.57.79.179-->172.57.70.176 (ID:3261)
.846123+2000 INFO t2_firewall_monitor.pl _F o 4 packets for (Ro Defa R Domain MP ECHO REPLY 172.57. 72.57.79.179 (ID:3261)
LTS LI + IS UV S ML LA RLL ! [ NAT Connection DELETED for (Routing Domain Default RoutingDomain) ICHP 172.57.79.179-~>172..57.70.176 (ID:3;

.79.179% (1D:10743)
9.176 (ID:10743)

2022-85-11T10:

2822-02-14T11:43: 53, 1B4500+-2000 WARN find_and_update_connection@forward/firewall/connection.c:4838 CONH @xTFFfdbFSF1E8 Aborted, NAT
1022-92-14T11:43: 53, 185844+0200 INFO t2_firewall_senitor.pl  WAT Cennection CREATED for (Reouting Domain Default_RoutingDosain) IPw6_
2822-02-14T11:43:53,565134-0000 INFO ti_firewall monitor.pl  Filter (1) ALLOWED 1 packets for (Routing Domain Default_RocutingDosmain)
2B22-02-14T11:45: 85, 57297 7+-0080 INFO t2_firewall monitor.pl Connection DELETED for (Routing Domain Default_RoutingDomain) IPvE_ICMP
2022-92-14T11:45:12. 390564+0080 INFO t2_firewall senitor.pl  MNAT Connection DELETED for (Routing Domain Defasult_RoutingDomain) UDP 1
2022-92-14T11:45:48,516174+0000 INFO t2_firewall _scnitor.pl  WAT Connection CREATED for (Routling Domain Default Mutirgmi-‘} IPvh_
2022-92-14T11:45:48,717951+-0800 INFO t2_firewall sonitor.pl Filter (1) ALLOWED 488 packets for (Routing Domain Default_Routi ngt-qﬂn:l
2022-02-14T11:46: 18, TRES55+-0830 INFO t2_firewall menitor.pl Filter (1) ALLOWED 1 packets for [Routing Domain Default Rout‘niﬂora nj
2022-92-14T11:46: 21. T68939+088a INFO t2_firewall_senitor.pl  WAT Cennection CREATED for (Reouting Domain Default_RoutingDosain) TCP 2
012:02+14T11:46: 21, 7613650000 INFO  t2_firewall monitor.pl  Filter (1) ALLOWED 3 packets for (Routing Domain Default_RoutingDomain)
20232-02-14T11:48: 27 . TEEE10+-0000 INFD t2_firewall monitor.pl F r (1) ALLOWED 1 packets for (Routing Domain Default_Rowu ghomain)
2022-02-14T11:46: 32, T74464+-0000 INFO t2_firewall senitor.pl HAT Connecticn [REATED for (Routing Domain Default Rﬂdtirgmﬂdlﬁ" TR 2
1822-92-14T11:46: 32, 775063+0000 INFO t2_firewsll_sonitor.pl  Filter (1) ALLOWED 1 packets for (Routing Dosain Default_RoutingDosain)

&h7s NAT

November 16, 2022

&7 NAT 2% SD-WAN REREN—1 st ZMAH P ithikiRs3E) SD-WAN REIMBHQH P ks FRsZ3g—
G, SREARBEXEMFMED LAN RPZEE (RED) IP#tpRE@d 8™ RE (GMB) IP #isbLix,

Ebll—l\ NAT %gg

7 NAT $h1ToE O it s (PAT) AR P #hit#%ie, OS5 AT OMLLERERTHA IP thit, FraREFAE IP it
IYERBEANRE P ik, B2ASME IP #itSE T ARNIFEOS, PAT 2—MEFESMNAR, AFZE8EN
FERBENAE |P #thhhEES Internet .
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o IHOIMRE: WHOSZR NAT X580 [P it MmO AR HRERR— M MmO, EXEERTARY
Internet P2P M #ER.

o R XAFR NAT KE—MMBEOATFSRE IP #tiik. WERwO. SMB IP shitflsb SRR O oA XM
. ENEEATIERRSEEYT B NAT SIENRAKE,

NigEF s NAT

ER AT LUZAEEISMNG, eI AZINEBRIRER. 6022 NAT MNEY, RIESELEXERENETFHE M,

o Hih: WFHERS LBWNKIER, BHEERIL, WTFERS LERNEIES, BERiRFEMIL, 2,
Internet. AIZBMIFIEEEIENHARS ZIFHIEEIZ NAT, 33F WAN BRSS (30 Internet FIAZBMARSS) , ELEM
WAN 5528 [P sthhbiGohZikiEosnER [P sttt X FASHIANEE FRENHARSS, BIRMIMNE IP stoht, SMERXIZEMFR
RARSIRERN, Hikzhs NAT W— A AGIZER 2T LAN FRNZ AP ERRE N A P it 2 tiAin
Internet.

o N WTFERS LBRNKES, BRRFEN, BiRRs EERNKIEENENthit, WAN RS (0
Internet MAEM) RZFFANIEEE NAT, B—NEXNEITEIRRIETERNE R XAt EBEERS
SHRENEENES NAT, REEFRGRNIMNBXIEFIND IP fiht, Nubzpas NAT RAYBEREAFIZE 2 iF5MERR A AR
ZEAMEPIEENE TR Web RS 28

ImA%

BAEmAO% LIRS NAT AFERRERERATIEE XM IP i, X@EATFED Web RSB/ ZENENA
. BEE NAT 5, ERILEX RO AL, BEERT IP titizimmshas NAT, HE NGO L RIELEIMNBE
A BIRERIHO, =h7S NAT i A% ARE AT AFTEENERDTRAME LNETHRSER. BXFIEANHHE,
iE£i5 Citrix SD-WAN 557 NAT 3528,

Bnht)Za9E7S NAT 5RES

FEUTERT, KEMEIE Internet ARZSAIENZS NAT 2R

o EARSEMERED (WAN §5E) EEE Internet BRSS.

o {£/ Citrix SD-WAN Orchestrator BR55 8 WAN $5Z FFRERBEA A Internet i5i8). BXEZ£A
=8, B5R EHAEDE.

+ 7£ SD-WAN Orchestrator fgs5 B2 & DNS ¥ %2838 DNS i, EXFELZHMER, BHSH HE 75,

AL

ZEAEES NAT, BRME 5 5> BIAEST > &R, X T&EE, ErUEER NAT 255

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 278


https://www.citrix.com/blogs/2018/06/06/citrix-sd-wan-dynamic-nat-explained/
https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/site-level-configuration/configure-firewall-segmentation.html
https://docs.netscaler.com/zh-cn/citrix-sd-wan-orchestrator/site-level-configuration/dns-settings.html

Citrix SD-WAN 11.5

Dashboard Configuration

Monitoring > Firewall

Firewall Statistics

Connections v

I
Application: Ay ~| Family: v
1P Protocol: Any v|  Source Zone: | Destination Zone: | Any v
scaan T [y ) [T ORI - o Souren Povi \
Usage Reports Destination Service Type: | Any ~|  Destination Service Instance: Any v Destina Destination Part: [
Availabilty Re Refresh O) Show latest data 7 Show Additional Stats
Clear Connections
b Connections
Source Destination 1
oNS
Application Famiy | W | Padress | port [Sprrce | Sendce Zone 1PAddress  Port | *sc® | Service Name Packets |By
rotaca ype ame ype
Domain Name Service(dne) Senice  UC v -1 Default LAN 2 ¢
Domain Narme Senvicedns) 2
Dormain Name Ser 2
Dormain Name S '
Domain Name Serice(dns) 2

Domain Name Service(dns)

EH—SBEERER P #thibFISMER IP ik pIBREY, FEE BXITR THY FEEH NAT sEREH/E NAT, SSHMElsE >
FrksEgeit >NAT 5B,

UTRFS8EET T WRERENS NAT MR EABR AR O 3% X N BFEitHE Bo

Dashboard

Monitoring > Firewall

Firewall Statistics

NAT Policies v

IP Protocol: Any NATType: | Any v Dynamic NAT Type:| Any -

Service Type: Any «|  Service Name: [Any v
Refresh O Show latest data.
Help
NAT Policies

Inside Outside
[T 3 Service | Semice Allow Allow IPSec Allow GRE Packets | Bytes Packets Bytes y Related

ID | RuleType | poont | D900 | prtocol | Type Name AL ot UALLS wzd Related Passthrough Passthrough Sent Sent Recelved Received |C07meCtions | opiects
[t Omemcsm - Outbound Intemet - - 128332 No No No 0 o 0 0 )
2 Portfonard 1 Outbound  * Itemet - 172147001232 0015010 1721471283/32 50013010 Ne No No B a2 a6 134 0
INAT Policies Displayed: 2

INAT Policies In Use: 2/1000
Port Restricted Dynamic NAT Policies In Use: 0/100
Destinat ies In Use:0/100

BIBIR O R MMES, thaeZARRAIBA AR,

Site: | Branch1 hd + Site D site o site
Connections
WAN-to-WAN Forwarding
Virtual Paths
Dynamic Virtual Paths
Internet Service

Intranet Servieas

WAN Links B ; . %o | Agptcnion o _ . : )
GRE Tunnels i S
ip;ﬂ r\.“mws o . 5 - . . - =
irevial
Application Routes Allow IntemetZone *  * . Any . ®
Routes o
osPF > Allow IntemetZone *  * g = TPE) T Intemet * S 1515151 443 ®
8GP 65535
Route Learning Properties =
Inter Routing Domain Services a Allow ~ Intemet Zone Inten [}
Multicast Greups

Drop * ¢ A - o Any  * Intemet * - . * . ®

Applications
Past-Appliance Template Policies

Rafresh

A > PAERIHER > LSRRI KR ERHERRBLAITHES
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> Firewall

Firewall Statistics

Filter Policies v

50 v
Routing Domain: | Any v|  Application: Any | Family Any v IP Protocol: | Any v
Filter Policy Action: |Any v Source Service Type: Any v Source Service Name: Any v Source IP: [ |
Source Port: Destination Service Type: | Any v Destination Service Name: | Any ¥ Destination IP: ]
Destination Port: Source Zone: Any | Destination Zone: Any v|osce: Any v

) Show latest data.

Filter Policies

Tracked)
Mateh In Pragress Packets=0 Bytes =0

Source Destination
. 2 7 Log Log
Routing e . P Service | Service IP | PortorICMP Service | Senvice Port or ICMP ion ConnMateh | Track Allow - : Related
D | s Application Famity o DscP  S{C e e Zone o Nome | [P Address s Zone  Action o e fonsl::mn Cen;::wn Packets |Bytes (LU
IPHost - & NA § - & NA T Allow  Default No Yes No No o 0
Internet - NA  Int NA Alow  Established  No Yes No No o 0
Ea v . P v Trternet - ’ v Tnt a3 N Ve No Ne 0 0
uDP - Internet . ' Int 24 i s N 0
5 : . - . Interret N Nk N s 0
=k

EE ERAEREPEES NAT BXMAS. BEEE NAT WEE, E8IES NAT HERTAERNAIERE, HHRE
ERAETRESE EEAT BEIER. NAT BEEEUTER:

. BEEAEYA

. Bl

. IP iy

. B0

o B IP Hhnt

. SEIRED IP o
. BRSO

o BR IP it

. BMEO
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Inter Rautina Namain 7one

v
Traffic Match Type: IP Protocol DSCP:
IP Protocol v Any v Any v Match Established
Source Service Name Source IP;
v Any ¥
Dest Servi