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o AEFE—MAFZEIRFTRMENIEZ ENEBRET. NRFBEUTHENEH, Wit Secure Private
Access iR EAREEA,

- ZEAH Secure Private Access BT ENIE S E RE Secure Private Access MEE GBI AR,
- MItENMIER AP S ERE ST,

o N8 sAMAccountName 1 UPN @, M#EsLMB,

NetScaler Gateway

UTsF3HFFHE SSLEEEXHEER SSL EIMARSS 25,

o ZPERME NetScaler Gateway 13.1-48.47 RESh A 14.1—4.42 REShRES,
» ns_vpn_enable_spa_onprem #xBEH.

BRI E:

1% SSL BB BEXHHECER SSL SHEEHTES) SSL MRS B[/HLA ns_vpn_enable_spa_onprem#
Xo

BEXAXEFAER, BSR WS ENAITEE5 .
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RfWeb/Workspace for Web

%5 RfWeb /Workspace for Web, RESIBIZF#1T T #EE, BYARFBIAEREK,

Nz A2 EfR

1X32#5 1CO EfFE . A3z8F PNG. JPEG FIEMET,

FHR

AR AT R, 7t Secure Private Access 2R RENIRRII A REH T IRIRE TR P EFH R,

StoreFront

o £ NABEE > EES—ART, MIGHEHAERESMEE R /Citrix/<StoreName>Web, 7 StoreFront
R EARRAF, ZRIABY Receiver for Web iE=ig B h=fE, XFiERTF Secure Private Access, It4h, 2
HARRZAHY Receiver AR RERETRERF IR L.

o MREFERHZE StoreFront 2308 HE R M A, NN ABEHEE > £ Delivery Controller IMEm &%
Secure Private Access #EfF 22 2774 XenMobile, XA&FIMINEE,

AEER

o REFHBEERLIFE,
o FEMFRERRMBITRNRSHBEX T, NRMBIERT X4, WEEEHEIEE Secure Private Access
PR

Secure Private Access 2R

February 20,2024

AT LUERA SecurePrivateAccessSetup_2308.exe &2 Secure Private Access.
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1. M https://www.citrix.com/downloads/citrix-early-access-release/ F#; Citrix Secure Private
Access REREF,

2. UEERBEMEMNENITEN EiBTT.exe, RFERE StoreFront WE—& 1BV LiE1T.

Citrix Virtual Apps and Desktops - Secure Private Access
Core Components
Core Components Location: C:\Program Files\Citrix
Firewall
Summary %ecure Private Access (Required) o
he software that enables secure access to SaaS apps and internal Web apps
Install
Finish
——
Back | Next Cancel

3. BREE LHHRATHRE.
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Citrix Virtual Apps and Desktops - Secure Private Access

Installing prerequisites and components

Installing... Less than 1 minute remaining...

Core Components

+ Secure Private Access

Installed
Post Install
Install

ot «os Companent Initialization Initializing...
Finish - -emp 9

Citrix Virtual Apps and Desktops - Secure Private Access
Finish Installation

The installation completed successfully. + Success
Core Components

+ Secure Private Access Installed

Post Install

+ Component Initialization Initialized

e
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ZEZRGE, BRARENEERZHESBERINNKEREOREITH. EaJlEsE “¢KE” FigE Secure Private
Access,

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

X
~

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications going through the corporate network

EEATUERE “FFia” %25 (Citrix > Citrix Secure Private Access) &% “Secure Private Access” 1R
73386

Bl cCitix

Citrix Secure Private Access

Citrix StoreFront

SSO BERITHA
BiVE BT Secure Private Access EIRixH| 8N 2L E Kerberos 51431, X2E N Secure Private
Access ERE/M Windows BHIEIE (IWA) #1TERE R SHIEIE,

WMRKIZE Kerberos S{4I83E, M7EiAE Secure Private Access BIRisHIST, NS SIRREHNER,

o WMREWMNERE, WaBAER Windows S%HI8IF (IWA) E R,
o MNBRIERMNIEPS, MEETR Secure Private Access EFTHE,

BB REEREHI G 7 sedk4##1T Secure Private Access 188, REAPEREHEN LEAARMERRNE,
MR A ERETFEIBTFE—FEMNEEAFI&E Secure Private Access,

3#F Google Chrome #1 Microsoft Edge 35328, BHITU TS ELUEA Kerberos,
1. #T7F “Internet;&m”,
2. &R ‘R AR, ARRE AMRBHXE,
3. B “whe”, SAEFN Secure Private Access URL,

MBI RIEZ BB ERE Secure Private Access, tha] LUE @A AT 140, “https://*.fabrikam.local”,
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Home Share Wigw Application Tools
€ Intemet Properties
L » ThisPC » Downloads » SPA_installer_BE 32
Generd Sequnity Privacy Content Conneclions Programs  Advanced -
Mame
Duick sccess

Q:I:dumhui:wnrm::uﬁtrm. Citrix Recever and Plug-ing

Deskiop 4
‘ J l Documenteton
| Downloads *
Support
Internet  Local intranet  Trusted stes niptfl:ed —— + .
Local intranet | Prctures r 86
This zane is for all websites that are [ Ly aan
fourd on your intrenet, & Security Settin g - Local Intranet Zone =
_ ) Sethings
Security level for this rone O -
Alowed levels for this zone: Al @ E
Medium-low & Enable XSS fiter
- Appropriate for websites an your local r () Disable
(ntanet) O E
- - Mast content wil be run withowt promptil
= Linsigned ActiveX controls wil not be doy & sopong of Java appiets
- Same as Medum level without prompts (D) Disable
[ Enabie Pratected Made (requines restarting Intem gm
Custom level. L B2, User Authentication
8, Logon
O anorymous logon
(O Automalic logon only in Infranet rone
AUtOmane looon with CUment uSer Name i
(D) Prompt for user name and password .
L< ¥
*Takes effect after you restart your computer
Reset austom setings

FRSELIO: wgchmomn (default)

o MNRMEH Chrome BB AiE,15012 DWORD s:&mM Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Goc
HEERER L

+ 1£ Kerberos BARSEAZFI, EXAEFBHFAE Chrome &0 (B#EFIFREED).

o WWFEMNEE, BEBRENHERN Kerberos HHIIEE,

m
S
Ni
58

I®&E Secure Private Access
fd & NetScaler Gateway
B AEF

FIN A ECE 1A 1R 50
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i FR RIS+ R K4 e

January 9, 2024

EALEREIERAE T A T3 Secure Private Access fifFFISUREFA KRN ZS,

1. FERABERNRITH PowerShell & SRAFED,

2. ¥ B REM A Secure Private Access & X 3% T # Admin\AdminConfigTool 3xf3% (40, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

3. FBITUTEHL:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

& & Secure Private Access

August 26, 2024

HRET LB Al ik S eI NI B i S5 3Ri8 8 Secure Private Access. TEXFMIE R T, EEAILUER Web BIER
BHI& k1§ E Secure Private Access 15,

o BT BIEFIESFIGE Secure Private Access
BN B S 3¥IEE Secure Private Access

BERMF

IR R Z AT, BARE SQL BUEERS .

B pIEHIL S RIEE Secure Private Access

BT B IL S KIEE Secure Private Access

#$I2 1: i&E Secure Private Access

Uk = 218A Secure Private Access ZREMZ M, ERILIQIEMISZIMAR A LS,

1. =E5h Secure Private Access Web BI2R 414,
2. BRINBERT, £ “QIBSMALE” EL, “GIE#HH Secure Private Access 5" S FikFIRES.
3. BET—%,
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.
Database
@ Create a new Secure Private Access site
Integrations Select this option if this is your first time installing Secure Private Access.
Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

EECIRBIEREY, UMBshFRINFIEREERIERE, ANSRERBNEIEEREEIRERAT A,

SR 2. REHIEE

&R Secure Private Access thm SIBEIERE, XaI U Fohak Bih5em.
1. 72 SQL Server E#l4, HMARSB/ENSZ. I, sqll.fabrikam.local\citrix.
AILMEA TSR 2 — 18 E B

» ServerName
« ServerName\InstanceName
+ ServerName,PortNumber

BXBFMAES, BBRLUERE,
2. 7russ=th, $ A Secure Private Access it s HI=& R,

3. BE “M&ERE" LE SQL Server LAIREE, HMINZIERIEESRIEFEESFE.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

P Site
Every site requires its own database, which must be created by the database administrator or the machine identity. You can create the database on the
same SOL server where you host the Citrix Virtual Apps and Desktops databases.

9 Database B
Enter the SQL Server address that will host the database and enter your desired site name.

. Integrations SQL Server host™ (0 Site name *

o Summary

Step 2: Database configuration

‘ spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

) Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

MNote: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

AE

o WNR SQL fREB[FMEATZMA, MEZRRERFRK,
MR SQL IRSBEIAELIEEAELE, NEZERETEY, B2, 2BF—&FZEEHE,
« Secure Private Access ERITEN S % Windows SHI8IEXT SQL ARS8 1T H 9 I83E,

BnhEcE:

QELHENSHEEFRENSIEENIRE, A aEER BRiicE T,
o MNREEHMURFEIRERE, WSBEIEBIERE,
o SIREMERER, BRERZEMIEEATEREMBENMIEERENR. BXNIRFAESR, BEH gEHIEFFRRRN
M Ro

FohfcE:

BRI “FHEE” ETRIREHRERE.

EFoHEES, AT THMA, ASERT SQL Server THFEHIEENEIEERS 28 LIE1THI4S,
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} =r

AR

MRHBENAEB” . “BEN M7 B#” ANREKE SQL RSS2 EMEUBERQIER, NEIEESErTRES
KW BITETEN EERBERENIR. BXFAES, BSN REBIEEFFINR,

%5 3% ¥4 StoreFront 1 NetScaler Gateway R 28

&% Secure Private Access 5 StoreFront #1 NetScaler Gateway R 28iEE#ER, HHIEE StoreFront
NetScaler Gateway FRSS2BHIFMIE R, HIEI ILERET RELL StoreFront #1 NetScaler Gateway R 28 H
%l Secure Private Access.

1. BALREAER.

+ Secure Private Access fRs38stthit, 40, https://secureaccess.domain.coms

« StoreFront i B 5 URL, fldl, https://storefront.domain.com/Citrix/
StoreMain.

o nHEmxHit—NetScaler Gateway B9 URL, i, https://gateway.domain.coms

o WX[EAMA— Itk URL %75 StoreFront AEZER URL R, i, https://gateway.
domain.com

o W% VIP —thE 1P #thhb 45 StoreFront s EHEERE SN IP #iitiERE,

2. 82& “BIEFE URL,
3. BET—¥, ARBRHRT.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address”
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address* (0 Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

SR4. ERE

BEBSME, BT URREBIRSSIT LUANR, Lih, ERHITHZE UHREILIAIR Secure Private Access
BRSS85,
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MREERENEETEMER, BFSHAERMEHRUTBFRES. MRXTEMBAE, BHEKER Citrix SZHEp
o

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site Step 4: Summary
Review the summary of your Secure Private Access setup.
o Database Administration
0 Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations

SOL Server Database has been configured.
StoreFront has been configured.
NetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

O 0 0 0 o o

o IGEFIEG, JUM Web BEERIEHEH 188 > ERTESILE,

« B/RZ&E Secure Private Access MR ERRWTE TR, AT, ZEER T LUISEMBERR RN
FNGER, EOILIM EE” > “BER” PEEFEERTR.

TR ANEERA, UWEAZAFNFREEERRBRIHRR,

BEXEAER, BB LEFEELE,

BIMAIBILSRIGE Secure Private Access

1. £ “QIBEMALR” TEL, &F “MAREHR", AREE “T—F7%
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o it Step 2: Database configuration

SQL Server host™ (T Site name* (L

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

Summary e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

2. 72 SQL Server Hl#, WARSBENR. HWHRFMER SQL BRZB[BHEZXFES TR =B FRAT AT

. AR ISRz — e #iEE bt

o ServerName
« ServerName\InstanceName
+ ServerName,PortNumber
BXREAESR, BEBRALUEE,
3. ks, 8N Secure Private Access it =& R,
4, BEH MiEE UZE SQL Server LBIREEN, HHIASIBEERERSEERENIES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration

P Site

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.
e Database

SQL Server host* (O Site name* (0

| xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

(3) Summary

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

O Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

MRz RO B RANERIERE, WERINERW.
5. BEHERE

HITRERIINEZN TR SQL HUEERSBEEEFHIOE AR I LUAIR Secure Private Access fRE 285,

IS

+ F2E NetScaler Gateway
s BEENARER
o JINFARERFECE IR RS

ficE NetScaler Gateway

August 26, 2024
BE:
BATENEENAXEER 2 a1l NetScaler = {#7F NetScaler BEE.
1. M https://www.citrix.com/downloads/citrix-early-access-release/ T &ifiizs,

BHIEFA NetScaler Gateway, 1&E#ER ns_gateway_secure_access.sho
EEHIMAE NetScaler Gateway, EER ns_gateway_secure_access_update.sh,
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2. BXLERA EHE NetScaler it & H. S LA WinSCP L B2 F = SCP <, 10, *scp
ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp

*

AR
o Bi#ER NetScaler /var/tmp X =R ZMEIRITEIE,
o MRS LU LF 17452 R7E. FreeBSD Az#f CRLF,
o NREEZEIR -bash: /var/tmp/ns_gateway_secure_access.sh: /bin

/sh”M: bad dinterpreter: No such file or directory, NERTEF
Eff, ERIEREAEXAYESS (fl90 Notepad++) REFIERIZS,

3. & SSH %##£3| NetScaler #t#Z2l shell (£ NetScaler CLI £\ “shell”),
4, fEEHMMARTRIT. €8 chmod &< RMITIIRIE,
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7 NetScaler shell i1 &R,

sh

reAccess_Gateway): spaonprem

protocol http/https):
ile name: authnprof
ate name: ns3220

support (Y/N): Y

on profile name: authnprof
er certificate name: ns32205

tcp_udp_apps from © to
p_udp_apps from @ to
p_udp_apps from @ to

ys ns_vpn_enable_spa_tcp_udp_apps=3 in /nsconfig/rc.netscaler file.

ateway_secure_access_output

6. WMAFRRHNSH. BXBHIIR, BB LEFM
S FHBIIEFLE XA SSLIEH, BHMTE NetScaler LiREE 5,

ERT—MEEZ NetScaler 8% (ZRIAH var/tmp/ns_gateway_secure_access) MIFiX,
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7. t0#2El NetScaler CLI, AEER#HLERSMFIXEHEBITEME NetScaler &<, 0,
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/
tmp/ns_gateway_secure_access_output

NetScaler B—EfTXHHM&H <, MRHBERY, WHASEHITTF—IHS,
NRFFFEHT R 6 PRNNSHZ —FRER, WSk K,

8. WRFIA L E AT,

AR

INRHIMEEIR, NetScaler MEEBITHRGSHIDCIE/EfH/HBERR. Hit, MREFINHFEP—1 5%
FEMRMEBEMEINER, BUMKFIRERHITEIE.

FERMELE B NetScaler Gateway FZE Secure Private Access
Zx ] LATEEL A NetScaler Gateway L fEFMI 4k 2 #F Secure Private Access, B2, ZHIARKEHIUATH
B
« WA NetScaler Gateway Ei RS 28
o 472 NetScaler Gateway I B RIERIFNSIERE

BRERITZANES B THEBMXEENED.

NetScaler Gateway E#\fRSE 25 LIRS

RINHEHIE NetScaler Gateway EHAIRS 20, EHREKUTSEIEENTE X E,

tcpProfileName: nstcp_default_XA_XD_profile
deploymentType: ICA_STOREFRONT
icaOnly: OFF

il
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BRMEPARS 2, BRITUTERE:

“add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF"

EEMEMRS SR, BRITUTERE:

‘set vpn vserver _SecureAccess_Gateway -icaOnly OFF’

BXEMRSR[BHFMER, BEBIF vpn-sessionAction,

NetScaler Gateway &iFigfE

REREHED BB IERBHIM KX EPIIRSS [, SIZSEREN, BHAEBUTSHRENEEXHE,

« transparentInterception: %

« SSO: 7

+ ssoCredential: PRIMARY

+ useMIP: NS

o useIIP: %

« icaProxy: %

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - &t hE
SERIM AR IE URL

« ClientChoices: *

+ ntDomain: mydomain.com - BF SSO

« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup (HfREIE T %4, ERT4HE Secure Private Access
R ROFEARER)

« clientlessVpnMode: #

+ clientlessModeUrlEncoding: TRANSPARENT

» SecureBrowse: ENABLED

« Storefronturl: "https://storefront.mydomain.com"

+ sfGatewayAuthType: domain

il

BARMSIERME, BRITUTERME:

add vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy

OFF -wihome "https://storefront.mydomain.com/Citrix/MyStoreWeb"-
ClientChoices OFF -ntDomain mydomain.com -defaultAuthorizationAction
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ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
ON -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED -
storefronturl "https://storefront.mydomain.com"-sfGatewayAuthType

domain
EEMITRME, BRITUTIRE:

set vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception
OFF -SSO ON

BXSERESHREAEER, ES https://developer-docs.netscaler.com/en-us/adc-command-

reference-int/13-1/vpn/vpn-sessionaction,

5 ICA AEFHNRAE

79 Secure Private Access fafFmeliEHEFHA NetScaler Gateway Rl B F B ICA RAERF. X
FiERT, ERBAEE Secure Ticket Authority (STA) FHEE48E 2 NetScaler Gateway,
R STABRS23:EE 2 Citrix Virtual Apps and Desktops DDC ZE8—E54,

BXEAER, BEANTER:

« 1 NetScaler Gateway LF2& Secure Ticket Authority
o ENinARE: Citrix Secure Gateway/NetScaler Gateway Secure Ticket Authority

SEFE IR
TELURHRASH, NetScaler Gateway S BEIKIFIRE, BN X EFR LSRR GBIFIRATE,

+ 13.1.48.47 RERHRA
o 14.1-4.42 RESRE

BRI E IR AINE Secure Private Access EfHiERH,

e NetScaler iz £, fEBFx ns_vpn_enable_spa_onpremzns_vpn_disable_spa_onprem
B/ LEIhEE,

o ERILUERG ST (FreeBSD shell):
nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem
o BT T®% (FreeBSD shell), 1 HTTP imFE2E R A SecureBrowse EFHER .

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode

« BEXH, BBREITHEENG S,
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o EWIAXRVDFABERXARE, BIEIT nsconmsg &<,

+ Z7f NetScaler Gateway FEEBE /AT, ESH7E NetScaler Gateway LFRRE B E X45% (Smar-
tAccess 17%)

BRI

« IEH NetScaler Gateway P LAEFRRIAHITER, BRIAEBETLRIEN NetScaler BBE, 2MMETEH

* 157072 NetScaler Gateway EfEF ICA {12, EZE NetScaler Gateway BY, HInAERWER.

o MREEAIBETIH NetScaler, MAMIEMLERHIT LB, B0, 7iF NetScaler SHMAMTER
El O E#ITIBIE,

« WRETE NetScaler Gateway /B SSO, EH{R NetScaler fEAFAE IP #itit5 StoreFront i&fs. &&
BEEREMEA StoreFront #4% IP #hiitE NetScaler Fxin—%&## StoreFront DNS i2%.

EHAHMKIES

BRAHMFXIFH EEF Secure Private Access #3EE, BHITUTSE:

1. FABERNEITF PowerShell &S REE .

2. ¥ B RE A Secure Private Access &% 32+ 3% T # Admin\AdminConfigTool x4 3% (10, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

3. BT TS

\AdminConfigTool.exe JUPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

FRENAIERF

February 20, 2024
1. EENAERMRENIE,

s ERORBWE ZIMEINBR ARRF A,
o EHRHNQBENE F, ATRIBNABERF.

2. & ‘NMAERFAERE BAWAUTFEAERE, ARRE “T—F7
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Add an app X

To add an app. complete the steps below

“  App Details

Where is the application located? *
Outside my corporate network

@] Inside my corporate network

App type * App icon

‘ HTTP/HTTPS A ‘ ¢~ Changeicon Use default icon

App name

‘ Do not display application icon in Workspace app

google-translate

Add application to favorites in Workspace app
App description

£
App category &
| Ex.: Category\SubCategory\SubCategory ‘
URL™ App Connectivity* &
| https://translate google co.in ‘ Internal
Related Domains ~ App Connectivity ™ (D

| *.googleZ com ‘ Internal N

6 Add another related domain

n Carcel

s MAREFAMN -NAEFHNER.

s WAREFHER -NAREFNEEER, MEARETEXPETRAENAR. SULURUTRIBANA
BEHxEF: KEYWORDS: <keyword_name>, EaIUERXBRFMENAERF. BXFHAE
B, FERARESHNXRFMERR.

o NMREFET - RMEFFAFEINEH QRER), BEBNEBREFHUMERE Citrix Workspace B
FPRES, SRS MNBEFRINHAER, waIlER Citrix Workspace AR RESRHIE %51,
7 Web =% SaaS WBEFEEXIGE, ZNBEFEESRE Workspace BF REFHFELSIT

- KR/FAUTHEERRESE, SERTUNS I NARER ML,

- KR/ FEHNBMBMARFIIR. Fla, WS55£7~7\ TR, 1, EFERRAKNE, EER
WMHRRMATE X T EHIER, R Citrix Workspace AR REFHNEMSE NARRF £3IF
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ERAPENRRA RARALES, MHZERETIH R,

e, SNSRETER AEFLFF PR IRMAG U S TERELFIBA AL ST TIERERER], MR
WS T EMZRZERISL, Citrix Workspace Ul if 25 H— B Rk SH T AEERRFH 251,

o NAREFER-REELERUERNAREFER. BRI 128x128 RER, H B Ico
B WMRAERER, WEERIIAET.

s THAFETNARER -NREFEEAF ETNAER, BEFIHED,
« URL —ZA#EFH URL,

o X -RIBRARERF URL BoiE7RMBEXE, S8R A LURINE S18XM AR sIMBE.
B 5h ¥ R FAZ 5 AR 0 B Ui 3k - 28 35 LS I AT e 2 AR AN A Citrix Workspace M B2FH8E AR A
2.

o SRVFR P MUSRISRARIIRS -2 o It IR T RT b iR R AR 1T 15 M Citrix Workspace Rz FRFE B HO W SR R
BEFYIRPREFRZNBERF.
PRI, 7E Citrix Workspace RIF#2FH, RNARRFHNE LASER— I EEEFER.

o RAVFAF MRS IES -8 Stk AT B L ITiEE M Citrix Workspace [z 2RI R B2
FRPMFFRENBIERF.

ER LA, HENEREIRS 2R Citrix Workspace M AEFIEAREFHNEZ L.

INREM Secure Private Access 12HI & R MSANENE AER, MSAFhE LR BZERFM Citrix

Workspace BUtFIZRSTMIER. ARG BIZFM Secure Private Access =& tifibs, WXL HIERF
~&BEEIM StoreFront FfiEk.

RIFARER&ERE: T Web RARER, %#F “WE”, 7 SaaS LAREFEEFE “IME,

3. BE “RE, ARBE TR

BRAINEETE “RE” > ‘MARERFE PEENFMENAREFE. BXEZEAER, FEH LEEEERE,
EEP R

JIN RTEFFECE 1R SR B

FN BiERFECE iR SR

January 9, 2024

BRRBAERERAF AR ABANEANYAEFNIBENRIR, i, ERLiESRnE 2 REIRE BN AR
FFEIR &A1,
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1. BHEIERE,

Policy for Web/Saa$S apps

Policy for TCP/UDP apps

Policy configuration

Create Access Policy

Create a policy to enforce application access rules based on a user's context.

Policy name and applications

Policy name

msn-pol

Applications.

men © Q

Conditions

User conditions

(®) Add condition
Actions

© Allow access
@ Allow access with restrictions

© Deny access

Access Restrictions (0)

() Add restrictions

() Enable policy on save

Matchesanyof  ~ ‘ | spablri.com N spablrt.com\Administrator @

Policy_configuration
Create Access Policy

Create apolicy to enforce application access rules based on a user’s context.

Policy name and applications
Policy name

[

Applications

| Goo @ Q

Conditions

User conditions

| Matches any of v ‘ spaopdev.local v spaopdevlocal\SPAOP users

AND

| Contextual Tags A4 ‘ Matches all of AV allow_access @

%) Add condition

Actions

2. 7 MAERT, EEERHHRITHRRENNBER.

3. 7 AR[BPA - EEUARVFRIEL N BREFHRNFENAR AR A,

o MEELATME—T: XAFSFRFTIHBEMSRFRELER A A A H# TR
o SEMAFPRAERLE: AFRFRPZILRNARHAZINIFRERPSEETII,.

4. gE BMEHE, BELTXARERME — P& XEAREIRE NetScaler Gateway,

5. %8 FMRE, AEERDANFHIELN BEF AR RIERN R,

6. £ “ARPITUTERE &, ERCIREFRFTEENBRERF LBFIRITHUTRIEZ—

. R¥FIBIA
. RYBIREINFIE
. $ELIHIE

R “AVWEREIRARET B, BTLOER LT RS,
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Add/edit restrictions

0 selected

Access Settings

v

Clipboard

Copy

v

v

Download MIME types

Downloads

v

R

Insecure content

Keylogging protection

v

R

Microphone

Notifications

v

R

Paste

v

Personal data masking

v

Popups

v

Printing

v

Printing options

v

Screen capture

v

Upload MIME types

v

Uploads

A

Watermark

v

Webcam

View selected only Search

Q|

Current Value
Allowed
Allowed
Multiple options
Allowed
Prohibited
Allowed

Ask every time
Ask every time
Allowed
Multiple options
Block

Allowed
Multiple options
Allowed
Multiple options
Allowed
Disabled

Ask every time

PRSI NGRS 1EAPR . Z2 R FIFZ PRI R4 B MR 2 [BIR9 BT 7]/ & il AE b2 1o
FREIFTEN: ZAM Citrix Enterprise Browser S$TENIIHEE,

REITH: ZRBFRMEZBRERFRTERAR,

MR L8 ZARAFENARERFRN_ EEINEE,

o BKEN: EAFPRER LETKE, BERARPTENNARS P ik,

RBLEME, I, BRENBRER LRITHRE EmEZEZRICRIRIF.
fign, @R Office 365 BAT App Protection 5#g, H AR 4iE Office 365 Word 14, NIFrE

REC R B ERIRBREBEIINE,
REFRRHE: £RERTARSHREFINAREFHRERENIE. IRARZABRESR, NaH

R—TEHRR.

REIZRICR: PERRBICRESE. SAPSRERARARRNERERNARERFN, FIEBRRSERHAL
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} =

=

BIERMERBSEERH(GER T Citrix Workspace SEE P o

7. 7E REGRIRP, WARBEEAN,

8. % “REFENBARE . MRTERIEDR, WIRENBRZF LEIZRE, MARGMITIZER, &, Sy
UGERTHRFRM “AiREREE” DIE S A5,

IRl ERBE R STER

IZIRREEE, RINERTRRIFRRBOEMTR. EAIUE HRRE TR EEERTR.

ERENAEFEERSMAR, HELHTITME. WRILRESEXBFERLE, WFET—MUERBBREAE
B, fRItb3EHE,

TRILLBE A “RR” FIREIm Eam TS ahEREE KB LR IRF.

EEE

#EZFiE (Windows #1 macOS) HIEEHIERE,

Example

RELRBPRE

August 26, 2024

BISBEEREE R Office365 NARZFERE T $HRLAF WKENAITENRS, WE, URLMAFHA Office365 KA
TEFPEY, W2 N FBAE R N AR 7K ENFNT ENFRE,

R P SIITUT S B 8EiA1R) Office365 RARER:
1. &3 Citrix Workspace [z f#2FiAia] StoreFront i AEIE,
2. BRNASE,
3. BE ‘NARR @ik, AERE Office365 AR

RLRAPRESIUEEE) Office365 MARFERIIHEEKE, i, MRRLAF =AM Office365 A
EFATENFL IR, NWpARAR ERTENRGES.
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o " Restrictions | & office.com s iy ] @

Cloud Software Group Bookmarks Printing has been restricted by your
administrator,

Introducing Microsoft Copilot: Meet your everyday Al compani S

o

/" Office is now Microsoft 365

The all-new Microsoft 365 lets you create, share and collaborate
all in one place with your favourite apps

BTN

Sign up for « Microsoft 365 >

I. Microsoft I Office_ Products ~  Resources ~  Templates  Support My account

Dowri ~it 365 apps for MacO5 »

EEGMAEAFPREMIAIEMNESENEZAEFAENKAES, EXEHAELR, BSEBE Citrix
Workspace A2 #INEA®E URL.

i#:E Web Studio 6535211 Secure Private Access &£/

June 19, 2024
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Citrix Secure Private Access X% ZI Web Studio i=Hl&am, FERFRERSET Web Studio 4&iAiR1ZRS.
B iz Web Studio iizs 2308 s E Sk,
HITUTHBLEA Web Studio &5/

1. A Citrix Virtual Apps and Desktops R#i2F 3 &k DDC RiEf2FRE Citrix Web Studio.

2. BRRREELRASTER RS, SRnEAEHIStiet, A DDC FQDN fEjoiEhisstbit,

3. RMRERE, S C\Program Files\Citrix\Web Studio\Site\assets\json x4 3%, AEEK spa-
config.json XHHARE,
MRERIEIINI B RE Web Studio, &% C:\Program Files\Citrix A REMBEBIR N IEHNME,

E{ C:h\Program Files\Citrix\Web Studic’Site\studio’assets\json\spa-cenfig.json - Notepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macre Run Pluging  Window 7

8 eellEMﬂa'l::l |éj |ﬂbﬂ|%3| |_=_+' EREORa® @ ]
[&=] spa-configjson E3 l
1 ==k
2 "name": "Secure Priwvate Access",
3 "namespace”: "/spa”,
4 I "entry": "https:// .local:4443/accessSecurity/ui/citrix-root-config.js",
5 = "configs": {
] "preload": false,
7 "expandLeftNav": false,
8 "glokbalStyles": false,
g "cacheStyle": true,
10 "stylelzolation™: false?
<L cocd I
12 = "props": {
13 I "ecdnUrl™: "https:/ /e —-— .local:4443/accessSecurity/ui/",
14 "namespace™: "Sfocitrir/studio/spa”,
15 H "backendServiceUrls": {
16 I "gatewayCorefpi™: "https:// i - - .local:4443"

1. 3 “SpaServer” BifAEH Secure Private Access i FQDN,
2. 35| Web Studio,
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citrix | Virtual Apps and Desktops SPAOPDEV\Administrator .~

Q Search [Seach ] % Fitter e o

%G Machine Catalogs Single-session 0S Machines (@) Multi-session 0S Machines [ 0 Sessions (0
&% Delivery Groups M m
3 “oplications
Policies
& Loezing
Rg Administrators
& Hosting
E Licensing

StoreFront

No single-session OS machines exist.

E App Packages
63 Zones

@ Settings

C“s Backup + Restore

%y Secure Private AL Preview

1. EEMSHSE F, $#E “Secure Private Access<Preview>”, M Web Studio iial Secure Private
Access EEITHIA,

ZEREREERE

January 9, 2024

Z%E Secure Private Access [F, BTN “IRE” TTEEHILE.

BN AR AR

EA] LIEETE Secure Private Access i EHRINIIN BIEFIEYIR, MAEFIERTIH T FrEEXEE RN AE
FREMNEREAR (MR,

1. B&F 988 > ‘NBEERE,

2. IRFE, AR HREEENHERERALE,

‘&1E Secure Private Access WEIERA

EAIUEEEERYIR, HallM 98E” > “BIER” MEANEER, 52R%%E Secure Private Access I RIIE
HERERETTE2NE. AL, ZEERTUEEGERGRMEEES,

EERTLURINEIRRA, UERZATNAEEERBRIARIER,
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L EERT WET, BE R

. E R, ERBIUSZEERR RN

. E APSAFAY, EFZAFRMEN—IHZ AR E,
. TE EEREED, ERONDESZAEFIRRER,

A WO N B

KRB E3 StoreFront =i NetScaler Gateway 3231515

1% & Secure Private Access f&, &ERILIM “SR” IEIM-REXZEH StoreFront #1 NetScaler Gateway £ 8.

1. 8F “RE” > “&l
2. BENAEEERRENREER, AREHMFE.
3. BFE “RIF ERUBRIZIEEN.

3

AR

YNER Secure Private Access 271 5 StoreFront REIBVIHEWN L, 35 T & StoreFront s+ 7E StoreFront

£iE17,
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«

Application Domain ~ Administrators  Integrations
I£| Overview
Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.
E Applications
Secure Private Access address
0 B The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
Access Policies be a valid web URL and does not have to be a public address.
@ Settings https://gamma.spaopdev.local e

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev.local/Citrix/StoreGamma (/]

O
A

Download Script

() Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

https://gwgamma.spaopdev.local Q O ﬂ Refresh Certificate

(¥) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

O
AN

https://gwgamma.spaopdev.local (/]

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitering capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

https://s.spaopdev.local (/]

O
D

K

R A

January 9, 2024
Secure Private Access #IEHIBHENERIRE RSN BIEFBE). NAEFERERERSHXNAE,

FRIEEMIRNBEHEEX R EHNES. SALLEIRE + FSRAEXRAMT, EANRTEEEEFIRPEIRN
8. BRAILKAFRBESHA CSV 8,

ERILUMERDIEEE CERIMER) RMMIERER,
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Logintoyour Gteway pplianc oiew rthrnsighs o G to Discto 0 sorch by usr

& o

Last 1 Week v | ®nddier
B Apptesions (Lottesk V|
e ol o

=
£ setings 2026.0619132629

2026069132629 [ ——
(D) Troubleshooting

2024-0619132629 04614600-0137-4625-8190-35729361162d.

2024-06191326.29 pauserl@spablri.com

20240619 125522 spavserl@spablrt.com

2024.06:19 125522 02780303.763d-41af-OFO1-9b6IBATOISD

2024-0619 125519

2024-0619 126519 '650531b6-5049-4080.9926-6a5056416006

20240619 125519

2024.06:19 125519

2024-06:19 125519 6b636840-4b84-4d18-9241.043796dead4a

2024-0619 125519

20240619 126519 5642000-7065-418b-89c6:6198365c8769

2024.0619 125519

2024.06:19 125519 '5646000b7e65-418b-3¢6-0f083e5cB7ed

2024-06:19 1255:17

20240619 1265:17 6809770b-9150-d0c7-9a15-a97be2a42¢97

20240619 12655:17 Pali
20240619 125517 spavserl@spablrt.com '40608dca-5068-4840-67da7b20504atccT s
20240619 125517 spavserl@spablrt.com 6897 7eb-9159-4ecT-915-a97be2a42¢97

TR A] LURIE LA T S U SAERF R PRz BT R AL IE R,

s P&

o 3

o BEHEH

o &

« Transaction-ID
o FHMER

UT—REREZER, ERUERXEEENTAF BEMRITERFIR AR REPREER,

o = BRE5ERFM4RLLREN A E/EK,

o 1= BRFEEEERMNAE/HER,

o~ BREERFMHES LK B E/ R,

o I~ BRAEERLIEERMNAE/ R,

i, EELUBE ERFEPERFA S Event-Type = DSAuth SRIEREHKE “DSAuth”,

Et, ERRIOEE “SEF —ANARF, BEAFRE User-Name ~ operator, HIEZRFILTHREES “§
E5Y” —IAABF R, fld0, “AHURER". “EERRER"

TRILERES ID BRSRENEHEXNAERS. X5 ID XBiFRIERMFIE Secure Private Access HE. —
MNARFIFEERATUERSIAE, NERRIERE, ARRNAEFKE, ARRNAREFHRNES. MEXLE
EHHENECHAE, £5 D BTFXEFREXLERS. BRILUERES ID MERERRES, UERSRENA
EFIARIERBXBPIE BE.

EE H /L,\EP EIJJ:—FX*T\_‘L

FAERBTIPHNERFAEBHHE R TSR E NI REEEXHIN B FFIRUN S ZRIEEXE LT XARE,
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Filters Clear All

User-Name = "User"

CATEGORY

Last 1 Week

| |

RESULT TIME USER NAME CATEGORY RESULT

u Success 2023-09-07 10:29:13 spaopdev.local\usera App Access @ Failure

Failure
2023-09-07 10:29:13 spaopdev.local\usera App Access @ Success
2023-09-07 10:29:12 spaopdev.local\usera App Access @ Success
2023-09-07 10:29:12 spaopdev.locallusera App Access

Applications:

Results are limited to the first 1000 records. Narrow your search criteria for more relevant results.

TRANSACTION ID

9c7c2de8-0351-43b1-8

9c7c2de9-0351-43b1-8...

9c7c2de9-0351-43b1-8.

2023-09-07 09:48:50 spaopdevlocallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_win10
» Googlel is ALLOWED by Google_spaop

2023-09-07 09:48:50 spaopdev.locallusera App Access

UserName: User A
2023-09-07 09:48:49 spaopdevlocallusera App Access

ContextualTags: |

'

2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway
2023-09-07 09:48:40 spaopdevlocallusera App Access @ Success 22592121-17b-4a5f-96
2023-09-07 09:48:40 spaopdev.locallusera App Access ® Success 2259212-f17b-4a5f-96
2023-09-07 09:48:40 spaopdev locallusera App Access @ Success 22592124-f17b-4a5f-96
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212-f17b-4a5f-96
2023-09-07 09:46:27 spaopdev locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8

Export to CSV format

DETAILS

ERROR: Error in process.

Show Details

SmartAccess tags rece!

DSAuth validation was s.

Successfully generated

Show Details

SmartAccess tags rece

DSAuth validation was s

Show Details

Policy evaluation return.

SmartAccess tags rece

DSAuthalidation was s

ERROR: Error in process.

R HEER

August 26, 2024

AEIFIE T EEIZE Secure Private Access B a] @ EIAY— L8R,
IEBIEIR

BUREOIR SR

StoreFront #&E

AW X /] E M < K E
Jo3%iA18] Secure Private Access fRS3 28

IEBHEIR

HIBEE: TEEMMN—E8TZ & Gateway AR ERIREUEH.

fRRMGE: BEIRXIERBI AR SES Citrix Virtual Apps and Desktops 897535 .

IR IR

o SHIRHEE TACIRHIERE

RRAE NTFEHDAF-HENSREEIRN. SN EFNRA 87 SQL RSS2 LOVBUEEREIZ R,
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o SHIRER TACIRIIERE . BUEEEEET.
U TEfRIER TR A REH B FERTE S
- NMRFEREVIEEER T BohREET,

- MREFEREFECIRKIERE, WEBAB—NTHIERF. NMRBIEFZIFTHIERE, WrJgEsHItER
HE.

BRAFZR. BALRIR—N=HIERE,

- f&ENET Secure Private Access, ARFEAERMNLRENEIRNIGE, TXMERT, LAIRENIKE
FER AR IBRo

FRRSEE BAFohFRBIER.

- BERERMAFIREREE (BdE “REMEE TEPEE “FHEEE"), ARELN "Bk
B &0, EERERNERRT. EXMERT, SITHARESZERE T B HIERE,

RRFR. BUHERRZMER, REBRBITHZ
- HENRAERE. A BRNR, TE7E SQL BRSSFHEBIEESLIER,
ARG BN EERBERANR, EXEAER, BSMH LS REEFFRIR,
o SHIRER TACIEREIERE: EERK
BRRFZ:

WEITEN EREIREMSEERE, BRAE LR SQL lRSSEiHOLFIHTHFRE.

WMRFEAHZEE SQL ARS8, B E SQL IR 225 F A Secure Private Access i+ B #4537 Do-
main\hostname$ g1 T & RS,

NREAIZE SQL RS2, BEHRIANAHENSHOE T ERNAR, RAKEERAG,

MRERAH SQL RS2 (FRRERER), BKRZE NT AUTHORITY\ SYSTEM AP 2B 4 MEIEER
Zo

StoreFront #[&

o HEIREE . TEALUTHALEE StoreFront &8: <Store URL>

R StoreFront £BARAN, BM “BRE” InEHEMZEZH. FHABSIRE Secure Private Access 5, &
BIM &8 #EI-E4RLE StoreFront £ 8. I8 A& %ILEEIRMY StoreFront AR E URL.

BRR7S

b

1. B2F 988, AEREEF “ER EWFE,
2. 308 StoreFront £BAA N, 57 StoreFront R AREE URL FiRiNiz&E.

o SBIHE . TENUTARESE StoreFront £H8: <Store URL>
fRRFE:
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1. T78HE PowerShell B9 1THRBEPR . 11T PowerShell a4 Get-ExecutionPolicy M7
fRIFAE R

WRZERS, MHAEHIIIREHFahisiT StoreFront EEEf2,
BE RE”, ARREE ‘BN &+,
7z StoreFront [ A®EE URL &, iRFIHIEE1RA StoreFront URL %8,

o &> W N

BHICWARE URL S THMAIEE, HERETHEME StoreFront B9+ 8N LU EEGNRIE
171tk PowerShell iz,

=

FE
MREEHNHEERLLE, FHRE StoreFront BBEF&ERZ N “Secure Private Access” BI%B
(StoreFront > A/ > Delivery Controller -> Secure Private Access), R Secure
Private Access, EfiBRItEEZBE. M “RE” > “ER° NEFH FHHFBITHIE,

o $HIZHE: StoreFront WEREFREAMEIE: <Store URL>

EREBESILE Secure Private Access 5, aJLUM “IRB” M EREMXZH, i2 T AL IRM StoreFront
R A®EE URL,

fRFE=R:

1R StoreFront 5 Secure Private Access RREER—AITEN L, NSHMRIRRM, BRNETET
StoreFront #Yit+E# L FzhiziT StoreFront B2E,

1. g “RE”, ARRE “€W A+

2. 7 StoreFront &L A®EE URL F, RFIHIMERA StoreFront URL &8,

3. BHEWARE URL 5 TEMALE, ARERETHERN StoreFront MItEN EUEERNIRIE
171tk PowerShell fiis,

=W

Eiz1T StoreFront PowerShell fii4ds, EFEREEGNRITHES Windows x64 89 PowerShell
A, #AEia1T ConfigureStorefront.psl. StoreFront fiz=5 Windows PowerShell (x86) R#& &

S EES E SRS

HIREE: TRRUTHEEMN*LE: <Gateway URL> EEAUTHEIEREMXEE: <Callback
Gateway URL>

RRSZ:

BT REHRENLAHEMEHEEM* URL, FHRMBSFIEE Secure Private Access &, ATUM “I8B” EIM-F4RIEN
*x%Bo

1. 8& “RE”, ARBEE Gl &I+,
2. BRI EIE R M LU & EEERIEIA P #dik,
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T;%i418) Secure Private Access fR532:

RIFHE: B IS kK, TEEMHBR IS it
fRRAR:
1. #3| Internet Information Services (IIS) FHNBREFM, KEUTNBAREFHREERHMHFEEBT:

« Secure Private Access izfTht
o Secure Private Access &gt

AERBIIANS s "Default Web Site" BREEBRhHIEEIET.

BIREERINERK

FRHE . EENERNY
HIEEEEO TR T SMREMARK
o BIFBHAIE, TiEM Secure Private Access & EMiAIAEIBERRS 25,
fRRAR. WBEMME EREITA T HIERFRD (FBAmO 1433).
« Secure Private Access & NG EIREET HIRE,

RRAZ: 1E2% Secure Private Access #9 SQL $#3EENIE,

MREZNERK, TERMAHIES
BIREE . REBRERNK, HETHER “WXERNERNW. TERRAHLES -7
RRSZ:

o FEREETAEFHEME AP _EHZF Secure Private Access $3EE.

FAEERNEITH PowerShell &2 REE O,

« ¥ BREA Secure Private Access &% X 3k T # Admin\AdminConfigTool x# 3% (fi40, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”)

o BETUTHS:
.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

= gnEoanay:l

Secure Private Access iz1703ERSS IS BHIIFEC BRI sE R /ER, HATIZIFER Windows SHIE3E (IWA).
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Hith
27 Secure Private Access 2872136

BITU TS B LIAIE Secure Private Access 2Bz 1361 ;

o FASERNRITH PowerShell a1 REE .

« ¥ BRE A Secure Private Access &% 3k T # Admin\AdminConfigTool x# 3% (fi40, cd
“C:\Program Files\Citrix\Citrix Access Security\Admin\AdminConfigTool”).

o BETUTHS:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Secure Private Access 19 SQL ¥ERAYIR

ZERMEIEHIERE, Secure Private Access Hf MR H &R T SR A 6 2 SR FE R M IR,
mIRHUERE:
RITUT Y BRI EITIZ R EIIR,

1. FHBMEZE CitrixAccessSecurity<Site Name> SIEZ#HIEE. HH, <Site Name> 2
Secure Private Access Bt =&, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 73 Secure Private Access BT EN &I SQL fRBIFRB. Hla0, WMREH Secure Private
Access RIBHHENZ ) HOSTL, itEHlE»N DOMAINL, Mi+EMIRFIRN “DOMAINI\HOST1S”, tIR%E
REBECE, NIl ZEIESE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
AILAER T EEI IS
SELECT DEFAULT_DOMAIN() [DomainName]
3. ¥ db_owner A& HELAITEN S Do
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

AR
RITUT P BRI B At EEE IR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 36



Citrix Secure Private Access - Zsith

1. FRBMEZE CitrixAccessSecurity<Site Name> SIEZ#IEE. He, <Site Name> B

Secure Private Access Bt =& #R, (i, CitrixAccessSecuritySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. ANT AUTHORITY\SYSTEM BFelE SQL REEBFERE. MRBREZEEZEIE, WA LIBILS R,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. ¥ db_owner g ficss “NT AUTHORITY\ SYSTEM” BHF.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

LEFHEIBRBIERFEN, THOMEERNASRBNRAMEITENARRAR,

#1%# Secure Private Access

January 9, 2024

ERILM “BERIEiR” > “BF7 > “IZFEMIhEE” ElE “Secure Private Access”,

1. #%4#% Citrix Virtual Apps and Desktops 7 2308 —Secure Private Access,
2. BEEE,
3. KBRS iR ENE.

AR

18 Secure Private Access REFIREE M, N7EEIE Secure Private Access Z g, IEMNEEBIZTHIET

#; StoreFrontScripts.zip X, M StoreFront R FEEIEEZE % Secure Private Access &t

Z T StoreFrontScripts E4axfF, BRBUTSERE:

1. &RZ Secure Private Access BIE#z4IE,
2. BE 9887, ARRT ‘BN W+,
3. 1£ StoreFront AR E URL #p45 E T EHMIZS,

M StoreFront B EEIE F1755% Secure Private Access &t

#1Z; Secure Private Access fa, %M StoreFront N AR IEELE T MIk& Secure Private Access it
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1. &% StoreFront i+ &,

2. T# StoreFrontScripts.zip 3%,

3. ¥ StoreFrontScripts.zip fREEI—1 X%,
4. FABERANRITF PowerShell &0,

5. BETUT®HS:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

Secure Private Access 2308 5{&E 4 hRANFEA 4

February 20, 2024

Secure Private Access 2308 5 #ihiv4s (Z<3#h V1.0 #1 V1.5 B9 Secure Private Access) A& &, aTEA
& NetScaler Gateway HFfR, SR AEE NetScaler Gateway., T FE £ Citrix Virtual Apps and
Desktops Delivery Controller #13F Secure Private Apps 2308 #{T{E A E.

M3 Secure Private Access £4ihiZx (1.0 #1 1.5) T3 2308 MR EHEZBFEUTAR:

+ B Web/SaaS M Aa#ERF# Citrix Virtual Apps and Desktops Delivery Controller
« ¥ Citrix StoreFront @ ABIAREE H1E StoreFront LI RIS
+ NetScaler Gateway

Citrix Virtual Apps and Desktops Delivery Controller ;532

A LUFshMERTE Citrix Virtual Apps and Desktops Delivery Controller E61## Secure Private Access [z
2R, WATLUER PowerShell Bz ips,

ESHIN
1. #77F Citrix Studio & Citrix WebStudio.

2. BE “MAER
3. EENBERF, AREE, ARERE MR

{EFRRZ

1. B BT U THSIKRENEATA Secure Private Access N AEERF:
Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"

BEXF¥4ER, iE21@ Remove-BrokerApplication,
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2. WitNAERFRE, BITUTa<RBERR:

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"| Remove-
BrokerApplication

Citrix StoreFront ;518

BRI LRI StoreFront AR IESEEMENAEE,

« S StoreFront ARG B4 Secure Private Access 2308 8li##H StoreFront RS,
AR BARACIZENIE StoreFront ARIES 2308 FRE, X SEERXRBMIHEEET,

o JBFEME StoreFront ZABEE: AIUFHEAMAERE StoreFront ENMERAEE, B, F4i
Secure Private Access E# %l 2308 MR {EiEFETE StoreFront LA AEE.

1. TEFHBE policy.json(fflzn C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json)
2. EHFHMBRSIE I SecureBrowser(f40 C:\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser)
MZEE (B0 C:\inetpub\wwwroot\Citrix\Store\Resources)
3. M web.config (a7 C:\inetpub\wwwroot\Citrix\Store F#%%) F#prEH “webSecurePolicy”
B “route” TR, ZTAEAT RUL “Resources\SecureBrowser\policy.json”
4. E#ET Internet Information Services (11S) B2 44 FAEA Web iE= UM FAEN.

BRI
1. M https://www.citrix.com/downloads/citrix-secure-private-access/ Tz,
2. B4t StoreFront iH&E#L.
3. 1 PowerShell FUEERZHEITHIZ,
4. WANZFABERT.

ZHZA<MER C:\inetpub\wwwroot\Citrix\Store\Resources XXf43&. FX£MX, HE#H web.config
X1

5. E3E5h Internet Information Services (11S) ZIE2Ri4I4 _EAZRIA Web b5 LN FAE K,
NetScaler Gateway ;512
NetScaler Gateway Ei\iRSE 25

Ffegihkas (1.0 71 1.5) 8UEERY NetScaler Gateway E# RS 23 ATLUEE AT Secure Private Access 2308,

« EFMIME NetScaler Gateway, ESiH [E# A NetScaler Gateway],
« BB NetScaler Gateway, &5 [EcE NetScaler Gateway].
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ERIEIRE

Secure Private Access 2308 sTUUEEFERANIBARZA (1.0 71 1.5) SIEMNSIERIRFIZIE.

« EFHIE NetScaler Gateway &IEHRS/121E, ESH NetScaler Gateway £1E#%1E,
+ EFEMHH NetScaler Gateway, EBREE NetScaler Gateway

BHIAZERRE T LR BN RIERIE/ 8,

AR

7£ NetScaler Gateway ERfE4ihR4s (1.0 71 1.5) BIEMEAERIEAIGE T Secure Private Access 2308 5:Eg
HrhRTRE,

18] LARAT LU R VESR B IR ISA SRS,

o FRIBUHENERS NetScaler Gateway ERERGAAM B HIIEAERANSBE. EXMHERT, ATUES
B IX LR BE,
o TERRISANEERR,

E=7E

January 9, 2024
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